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https://aws.amazon.com/iam/
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https://aws.amazon.com/compliance/services-in-scope/
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html

AWS Cloud Map

FRARER

B BERER TR
BR ?

IAM

IAM

BAY

A IBHEBZE [ AWS CLI
AWS SDKs, =% HHRIEE
sk AWS APls,

( THERSER )
FERKEIELEE D AWS CLI
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://learn.microsoft.com/en-us/windows/wsl/install

AWS Cloud Map FRARIER

- AHBREREATE dig DNS ERFZARF G THAIFE,

41 1 : 42 AWS Cloud Map & ZH

EUSEA | N2 — 123 AWS Cloud Map S8R ZEH., AWS Cloud Map X RECIEE B K
Route 53 & X1, XEEEEB LA DNS i2ZH A AWS Cloud Map API 8 Ak A I 1E bt &5
Z2 [A] FP B 2 Y BR 5532 66

1. &3 AWS Management Console 337 AWS Cloud Map #2#I& , it Hhttps:/
console.aws.amazon.com/cloudmap/.

2. %32 Create namespace (B a%& Z=[H]),
3. KT “BZEEBM H , #EEcloudmap-tutorial.coms

® Note

MR EEEFHERERAT , REEZERREEE T RABTRERGRNEHER. B
REBAHEMS , ©XELERN EEEAN KRR,

4. (k) EWAZEERD  ARITEEAGEZENRBRIEERR,
5. XTFRHIRI , HFikEF AP BRI LHE DNS &£,
6. REHRNMIAE A REEFCIEGEZHE,

FI 2 . AlE AWS Cloud Map RS

FUSTRE |, ERER MRS . EALLE DNS M AP A AR E —TURS. XER APl BAZ
RER I ZTARSS

1. &% AWS Management Console 337 AWS Cloud Map ###|& , Mk A https:/
console.aws.amazon.com/cloudmap/.

2. HEEMSMBERS , EEFEWAZREUSEECRN WA ZEME,
3. M®BZEIIEKRS , %#FBcloudmap-tutorial.comip B ERHEREFFMEL,
4. ERE Hrd , EFELERS , REHRITUTRIEXRVUEE — MRS,

a. XNTRFEM , #A public-service., BRFEBMFRAATF AWS Cloud Map BlIZ#E) DNS
8%, BAMNKEAR<service-name>.<namespace-name>,

b. NTHRFKIEE , Fit#F API F DNS,
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https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
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c. 71EDNS EEMoHIRMERKES  AESENERHA,

(® Note

BEE  BEHASRERRN ZE . AXTARBEAINESEE , H3H (R
oute 53 FFR AR ER) YL FFER A R AE

d. RBERWEIAE , RFIEEF Create service , XFHREIZHEZERFAESETT,
5. £ BRE Hom , ERCEBRRS , ARRITUTRERSEZEE =/MNES.

o

SNFREEH , A backend-service,
b. WNFRESEMEE , BHLULER APL,
C. BHENBRIAE , ARERUERS.

HPR 3 : M AWS Cloud Map ARZ53:41

HWESTA | LR OIRFHNRSES , SRS — M an A ZE FRIBRS .

1. &3 AWS Management Console 3T AWS Cloud Map ##l& , Wik https:/
console.aws.amazon.com/cloudmap/,

2. MNomBZ=EIERSD , EREESHE 1 PEUBENGRZEE , AREREFFAEGE.
3. EDWBZEZEFMEENEL , NRFIHIRFIERpublic-service RS HEREFT FAEFE.
4, FERSEHIES , EFBEMBRSES , RAERITUATRERIESE — MRS EH,

a. XNFHRFEHID, FEEfirst,

b. XITFIPv4 el , FHEE192.168.2.1,

C. BHRWRIAE , ARIEFEMRS A,
5. {ERATETRSPAIET |, %12 cloudmap-tutorial.com A S E & Z= A FME ST HE.
6. EWBZEFAGENEL , NEFIRPEREHRBSHEREFTFAG R
7. ERFZRGIEL , EREMBSEE , RAEWRITUATRERCIEE =N RS K6,

a. TERRSSEHIID A, #§Esecond AR RIX R E = MNRSEHI.

b. XMFEFIZRE , ERHEMFTRIRIER,

c. WNTFEENEM , RM—NMBEX , service-namefERN® , backendERE,
d. i&# Register service instance GEM RS SEH)o

B3 IR 1


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
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HB 4 . P AWS Cloud Map BRZ3=4

P , AWS Cloud Map i & Z2iH, BRFFMBEEGIDAETE , B LUBE AIARPIRRIE—VRE
E¥, FAJdighSRIEAE DNS RE , /A AWS Cloud Map APl BiEFiRRS. BXiZdigms
MEZER , S dig-DNS EHREAREF.

1.

&% AWS Management Console ##TFF Route 53 # & & , Mk A https:/
console.aws.amazon.com/route53/,

EEMSMTF |, %# Hosted zones ( FTEKX ) o

1%£3#% cloudmap-tut orial.com FEEXE., XFELHHWERFETIREXBENFAFE. B2 TS
FEHNREXFERRNEHERSS  EARINEET —THERAIX LRSS,

£/ dig Sr =M E XEK Route 53 HARSF /2 — , MBI IRSSZHIHY DNS 2%,
dig @hosted-zone-nameserver public-service.cloudmap-tutorial.com
I HANSWER SECTIONAEYRNE RIESpublic-service R <EX IPv4 Bitbht,

;; ANSWER SECTION:
public-service.cloudmap-tutorial.com. 300 IN A 192.168.2.1

EREWE - MRS KON EE, AWS CLI

aws servicediscovery discover-instances --namespace-name cloudmap-tutorial.com --
service-name backend-service --region region

AHUABENNEAE REERSKENEMY.

{
"Instances": [

{
"InstanceId": "second",
"NamespaceName": "cloudmap-tutorial.com",
"ServiceName": "backend-service",
"HealthStatus": "UNKNOWN",
"Attributes": {

"service-name": "backend"

}

}

]I

ST 4 . RIRSEHI 12


https://downloads.isc.org/isc/bind9/cur/9.19/doc/arm/html/manpages.html#dig-dns-lookup-utility
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/route53/
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"InstancesRevision": 71462688285136850

HB S5 FERFIR

AR , BRI LABIERER. AWS Cloud Map EXR{RIZEEWIAFZEECA] , BEARBRSEH ,
RERERS  BERTWRAZEE. AWS Cloud Map HRTERIXLLSTRES , FRARIREE Route 53 &

—

&% AWS Management Console #3TFH AWS Cloud Map #Z#|& , Mt A https:/
console.aws.amazon.com/cloudmap/.

MNesBZEEFIERD | ¥ cloudmap-tutorial.comBBEBHEBREFFMAEE,
EwmEZRFMAEEREL , NRESFIERPEREpublic-service RFHEREFTFAE R
£ “BRSSEH) o, EFEFirstSRFIHERE ‘BUEEM .

M EREF AR | %3 cloudmap-tutorial.com LA S A EI & ZERFMAEERE,
EwBAZRFEMAEEREL , MRS IR IEFR L HRS FHIEZRER,

NEE L] 3-6, backend-service

EEMSHES | EE@EZERE,.

¥ cloudmap-tutorial.comfn A ZE 18 ik “MIER",

© © N o a0 ~ WD

(® Note

R%& AWS Cloud Map £ &R ZEE Route 53 BIR , (BB LLSAEl Route 53 2 F| & 3K
¥ ifcloudmap-tutorial.com¥E & XEH 2 & MR,

T B AWS Cloud Map fRS A5 DNS £ APl BARABES
£ AWS CLI

AHFE R EHA AWS Command Line Interface (CLI) 5£H AWS Cloud Map BRE &I, EFH6IE
—NEBERNEHBRSH MRS RN , —NaIEHA DNS BRI , Z—PMREEFER API &I, AWS
Cloud Map

BHXEE AWS Cloud Map ZH AT ROKIE , B2 H 7 H W1 DNS EHRH AP BAFER AWS
Cloud Map BRE &I



https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
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FRFAF
ERYRAARE , BAART SRR

- EFFMRZE , BREK IZENEA AWS Cloud Map FEIS TR,
. WMREEARLE AWS Command Line Interface , FIRB L E N EHRZITRA AL AWS CLI#

Ak

f‘.l'?no

AHRBEEGHSTLRIEDR Shell KiZ1THH. 1 Linux Ml macOS # , AlEA B E %M Shell MEF
AEERR,

(® Note

£ Windows & |, BEREN N BRI XIFHBELES Lambda — A E L Bash CLI 5

T (Bl zip ) o %% Windows Subsystem for Linux , 3REX Ubuntu #1 Bash & Windows
SRR AR AR

« FNYREEREATE dig DNS EXRAREF B THIAMINER,

#12 AWS Cloud Map 7 & Z=[g]

B, BNAE— /N3 AWS Cloud Map a5 & ZEE. AWS Cloud Map fF 812 R A K Route 53 1T
Xig , AFES DNS iB2xkH APl B A#TIRS XM,

1. BIE%E DNS &= :

aws servicediscovery create-public-dns-namespace \
--name cloudmap-tutorial.com \
--creator-request-id cloudmap-tutorial-request-1 \
--region us-east-2

ZaTIRE—MEE D, fRAAERRER R Z RN GRS

"OperationId": "gv4gSmeo7ndmeh4fqskygvk23d2fijwa-k9xmplyzd"
}

2. RERERSUBIUANGEZRAEKIICE

FRFZ M 14



https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://learn.microsoft.com/en-us/windows/wsl/install
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aws servicediscovery get-operation \

--operation-id gv4gSmeo7ndmeh4fqskygvk23d2fijwa-k9xmplyzd \
--region us-east-2

3. RERIIE , FKEGRZEE D :

aws servicediscovery list-namespaces \
--region us-east-2 \

--query "Namespaces[?Name=="'cloudmap-tutorial.com'].Id" \
--output text

wtREWmEZEE D, EESREEEAT

ns-abcdl234xmplefgh

#I2Z AWS Cloud Map BR%S

W, BRI EZEFERNRS . F-TURS ATLEREEA DNS M APl HARI , M ZHAR
SHeeER AP AKX,

1. BIEE—/SH DNS XIIHARS :

aws servicediscovery create-service \
--name public-service \
--namespace-id ns-abcd1234xmplefgh \

--dns-config "RoutingPolicy=MULTIVALUE,DnsRecords=[{Type=A,TTL=300}]1" \
--region us-east-2

Zam TIREEXEVNRRSHFEAESR

{
"Service": {
"Id": "srv-abcdl1234xmplefgh",
"Arn": "arn:aws:servicediscovery:us-east-2:123456789012:service/srv-
abcd1234xmplefgh",
"Name": "public-service",

"NamespaceId": "ns-abcdl1234xmplefgh",
"DnsConfig": {

"Namespaceld": "ns-abcdl1234xmplefgh",

#%# AWS Cloud Map &%
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FRARER

"RoutingPolicy": "MULTIVALUE",
"DnsRecords": [

{
"Type": "A",
"TTL": 300
}
]
I
"CreateDate": 1673613600.000,
"CreatorRequestId": "public-service-request"

2. ERMXER API NRIBERIEZE =MRS -

aws servicediscovery create-service \
--name backend-service \
--namespace-id ns-abcdl1234xmplefgh \
--type HTTP \
--region us-east-2

Zam TIREEXEVNRRSHFEAESR

{
"Service": {
"Id": "srv-ijkl5678xmplmnop",
"Arn": "arn:aws:servicediscovery:us-east-2:123456789012:service/srv-
ijk15678xmplmnop",
"Name": "backend-service",
"NamespaceId": "ns-abcd1234xmplefgh",
"Type": "HTTP",
"CreateDate": 1673613600.000,
"CreatorRequestId": "backend-service-request"
}
}

SEfft AWS Cloud Map BRES=451
BTk, NENBIURS EFMRSF =M, XEEHRJHEELIEREIR,

1. {4 DNS XUy IPv4 3E5EME — NS4 -

SEfft AWS Cloud Map ARZS-3E41
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aws servicediscovery register-instance \
--service-id srv-abcdl234xmplefgh \
--instance-id first \
--attributes AWS_INSTANCE_IPV4=192.168.2.1 \
--region us-east-2

B SIEE — MR ID

"OperationId": "4yejorelbukcjzpnr6tlmrghsjwpngfs4-k9xmplyzd"

2. REBRMERSUBEIAEGERIEM

aws servicediscovery get-operation \
--operation-id 4yejorelbukcjzpnr6tlmrghsjwpngf4-k9xmplyzd \
--region us-east-2

3. FEHEBEMNEMIMEBE=-NEH , MELXI API :

aws servicediscovery register-instance \
--service-id srv-ijkl5678xmplmnop \
--instance-id second \
--attributes service-name=backend \
--region us-east-2

ZETIRE —NMEE D :

"OperationId": "7zxcvbnmasdfghjklgwertyuiopl234-k9xmplyzd"

4. RERERSUEINKGIERKIEM

aws servicediscovery get-operation \

--operation-id 7zxcvbnmasdfghjklgwertyuiopl234-k9xmplyzd \
--region us-east-2

SEfft AWS Cloud Map ARZS-3E41
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A3 AWS Cloud Map BR%5 =45l

Wi , LELBHAEM T RSEA , BT LAER DNS £ AWS Cloud Map API RELARST KA
MMRIEEMNREEREZT.

1. B % , 3REX Route 53 & X ID :

aws route53 list-hosted-zones-by-name \
--dns-name cloudmap-tutorial.com \
--query "HostedZones[0].Id" \
--output text

XHREREXE D :
/hostedzone/Z1234ABCDXMPLEFGH
2. REVEHREXENEERSES

aws routeb53 get-hosted-zone \
--id Z1234ABCDXMPLEFGH \

--query "DelegationSet.NameServers[0]" \
--output text

XFHR B H A — A RS 2R
ns-1234.awsdns-12.0rxg
3. HEAdigwTERLHERSH DNS 12K :
dig @ns-1234.awsdns-12.0rg public-service.cloudmap-tutorial.com
W HNE RIESRS KRB IPv4 By

;5 ANSWER SECTION:
public-service.cloudmap-tutorial.com. 300 IN A 192.168.2.1

4. fEM AWS CLI KR I fFumARSS KA

aws servicediscovery discover-instances \
--namespace-name cloudmap-tutorial.com \

&H AWS Cloud Map ARZ3£41
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--service-name backend-service \
--region us-east-2

MHERESZRSKBENEML

{
"Instances": [
{
"InstanceId": "second",
"NamespaceName": "cloudmap-tutorial.com",
"ServiceName": "backend-service",
"HealthStatus": "UNKNOWN",
"Attributes": {
"service-name": "backend"
}
}
1,
"InstancesRevision": 71462688285136850
}

BERR

TERAHREE , BEERRUETESRM. AWS Cloud Map ER{REZMERNITFEFEEAN] : BERR

5XB, REREBS , RERWEZHE.
1. BUHEMSE MRS A

aws servicediscovery deregister-instance \
--service-id srv-abcdl234xmplefgh \
--instance-id first \
--region us-east-2

2. HUHEMSE=MRSRH

aws servicediscovery deregister-instance \
--service-id srv-ijkl5678xmplmnop \
--instance-id second \
--region us-east-2

3. MBRAHRS :

BERR
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aws servicediscovery delete-service \
--id srv-abcdl234xmplefgh \
--region us-east-2

4. MIBREWARS

aws servicediscovery delete-service \
--id srv-ijk1l5678xmplmnop \
--region us-east-2

5. MERSWAZEM :

aws servicediscovery delete-namespace \
--id ns-abcdl1234xmplefgh \
--region us-east-2

6. IiF Route 53 EEXEH A S M :

aws route53 list-hosted-zones-by-name \
--dns-name cloudmap-tutorial.com

TREMAERTE B E BN AWS Cloud Map BRSS &I

LTS EERT AR A AET AWS Cloud Map APl X1 B & B 1£# AWS Cloud Map BR
SR, AYENSISEFERALRNZTEF, KM ARER AWS CloudShell, XENARREEARD
Lambda BEUFEIEE A DynamoDB & , REMNKFPIEEHIE, Lambda EEH DynamoDB & E27E
M7 BR324, AWS Cloud Map & F 3% M AFEF M Lambda EEHEIREE A AWS Cloud Map B
ENEBEREARITESHAENERR.

BXRA AWS CLIXENEMMRZA , H28 TR NAFEATEBENEMN AWS Cloud Map RS K I

AWS CLlI,

/A Important
EREmT2E IR AWS BIR , XHESLN AWS IKFH~=4£ %A, BUERNAERE
MELEERIR , A KRE b A,

AWS Cloud Map EBE B —EFEA

20
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FRF M

EFHR2E , BER IRERNFERH AWS Cloud Map RV B,

£ 1 : 812 AWS Cloud Map & ZE[H]

HEWSTEF | B 61— AWS Cloud Map i B ZEH. BRZRAR—MATHNARFNRSHTS
HEN, SIEGEZRN , BUMEENARINER. FEILSRPLIEMN TS ZE PN RN
BEfERBEENEMER AWS Cloud Map APl AKX,

1. &3F AWS Management Console }##TF AWS Cloud Map #2#I& , Mt Fhttps:/
console.aws.amazon.com/cloudmap/.

1%$¥ Create namespace (8175 % ZE[H]),

£ “wRZEBRABM B, #§Ecloudmap-tutorial,

(Lt ) EdBZEEERT , ARTEERGEZRNAREERR,
NFRBIKRIM , FikF AP BA.

REBHRNRNE , ATEF BB E =M,

2

FI 2 : 8|2 DynamoDB *&

HUHETRP |, L6122 — 1 DynamoDB . ZRATERENLRFEUTIRPEIZH ROINARERF
RY SR

BRWM{AE2Z DynamoDB HIEE , 5@ (DynamoDB FF & &1Er) FHIEE 1 : /£ DynamoDB
BIER , AEATRKAEEREE "ﬂB‘Eﬁlﬁo

b2l =]
REW =B
X id

REHRRENRIAEH CIER,

FRFZ M 21


https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
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SR 3 : 82 AWS Cloud Map ¥#ERS & DynamoDB FRiEM 9= 41

EHTSERD |, EFEIE— AWS Cloud Map kS , REFL—FFEIEM DynamoDB FEM N RS
=6,

1. FELULTMEITFF AWS Cloud Map ##|& https://console.aws.amazon.com/cloudmap/

2. MN@mBZEEHERD , EFBcloudmap-tutorial TR EBHEREFEFMAEE,

3. ERE HoH , EFRCEBRSHPITUTERE.

a. XNFRFEWN , WA data-service,

b. REBERNIMIAE , REERCERS.
4. T£“BRE Ho , kBdata-service REHEE ‘EFFMER",
5. ERFZGIFEDF | EFEMRESEH
6. TEEMRFZGIMEL , ITHU TR

a. TE “SEfIEE b EF HaRERERAER
b. X FHRFEHIID, EiEEdata-instance,
c. EEENEMESH , BEUTREX : key =tablename , valu e =, cloudmap

B 4 8l AWS Lambda Hh{TA B

ERPERS  BFLUE—NIAM AE , T—F5FH AWS Lambda EEEFERZAG. BUUGHA
IAM i cloudmap-tutorial-role HEBNXRLR , AN ZACGNATAHNE , 25 TLUEB
BRo

A Lambda RI2RFZAE (IAM #2HE )

1. &35 AWS Management Console 737 IAM ##1& , Btk Fhtips://console.aws.amazon.com/
iam/,

£ IAM Z2HENSMERT  2EAG , ARERUIEAEG,

XIF Trusted entity type ( AIESRMAZEE ) |, %&#HF AWS RS,

T RS HAH , %8 Lambda , A/F%#E Lambda A,
EET—%,

BHRHAEFHPowerUserAccess RIEEZEUMNERE , ARERET—F,
EET—%,

N o o bk~ Db

ST 3 . EBERS 22


https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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8. E“ABEAM F , #E8Ecloudmap-tutorial-role,
9. REZAER K AREREVNEAG,

S 5 : 8 Lambda BERE A HIE

HEWSTEH | SFE - PMNLFHRERER Lambda B3R , B3 #H AWS Cloud Map AP| &ifj #5612
WIRS , NEIEB A DynamoDB £, AWS Cloud Map

FxtlE Lambda HHBWEE , FSHEAWS Lambda F XA RIEETMERZE 5 612 Lambda
H¥, HEATRRBEEEIEES SRR HLEDL,

£ (=]

A BEAEHK

E1TEY Python 3.12

3 x86_64

R ERANEAE
nEeEAE cloudmap-tutorial-role

BIERHKE , EFMROIRBUARBRIT Python K18 , RSB ZER. FIE8 K BEEEESEN
DynamoDB &k tI2Z#) AWS Cloud Map R KHIxEkfdatatableBE B M. ZERBER —MNT
1 21100 Z RN BEN B 4R |, HFH 58 B EReT &% 44 B BV B AE < Bk

import json
import boto3
import random

def lambda_handler(event, context):
serviceclient = boto3.client('servicediscovery')
response = serviceclient.discover_instances(

NamespaceName="'cloudmap-tutorial’,
ServiceName='data-service')

S5 : 812 Lambda ERECRE AR 23


https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function
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tablename = response["Instances"][Q@]["Attributes"]["tablename"]
dynamodbclient = boto3.resource('dynamodb')
table = dynamodbclient.Table(tablename)

response = table.put_item(
Item={ 'id': str(random.randint(1,100)), 'todo': event })

return {
'statusCode': 200,
'body': json.dumps(response)

HBEBEHE , FBZERER  BNRBENEHFN S ®. BXEZELR | BHSHEAWS Lambda FF &
AREEFPNEE Lambda BHEGERT .

FI 6 : AlE AWS Cloud Map M RARF RS H & Lambda EARBUEM I
2451

HEWSERSD |, £RF61E — AWS Cloud Map RS , RS Lambda B ABRBUEM 1 AR S5 361,

1. FELUTMEITFF AWS Cloud Map ##l& https://console.aws.amazon.com/cloudmap/
2. EEMSHES  EFGEZNE,

3. M@mBZ=EHERD , & cloudmap-tutorial v & = E HikBREEFIFM
4. 7 BRE HBoF , ERUEBRRSAMITUATERE,

=]
JBNO

ol

a. XNFHRFAE , WA app-service,

b. BEHROMRANE , ARERIERS.
5. 1£ “BRE” &y , EFapp-service REHER ‘EFFMER",
6. HERFEHHDH , EFEMRSEEH.
7. EEMBRSEAINELE  RATUTERE,

a. & “SRPIEE" | EF HERNIRBESR.

b. X FARFEHIID, HEEwrite-instance,

c. EHEMNEBMHIH , BEULATEEX,

« ¥ =action, H =write

SE 6 SIENARFRS 24


https://docs.aws.amazon.com/lambda/latest/dg/configuration-timeout.html
https://console.aws.amazon.com/cloudmap/
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« # =functionname , {E =writefunction

FHIR 7 A2 Lambda EELEEUEE
ESERA | BB IMNLAFHREBN Lambda &3 , AT REEBEAELIERN DynamoDB %,

BXBIE Lambda HEHEER , {53 HAWS Lambda F XA RIEmPRIERIES S 62 Lambda
B, HEATRREEEIEESREFHLILT,

byl (=1

A BREN R #

IE1TRY Python 3.12

3 x86_64

PR ERNEAE
nEeEAE cloudmap-tutorial-role

PIRERBE , EFRAMCIBUARBRELT Python 18 , REEBBZEM. ZEHBHEMKRIFIREMEHR
B

import json
import boto3

def lambda_handler(event, context):
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(NamespaceName='cloudmap-tutorial"',
ServiceName='data-service')

tablename = response["Instances"][Q]["Attributes"]["tablename"]
dynamodbclient = boto3.resource('dynamodb')
table = dynamodbclient.Table(tablename)

response = table.scan(Select='ALL_ATTRIBUTES')

HWT : 8 Lambda EEREIREEIRE 25


https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function
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return {
'statusCode': 200,
'body': json.dumps(response)

HBEBEHE , ABEEBRER  BHRBENEHFN S ®. BXEZELR | BHSHAWS Lambda Fr k&
AREEPEE Lambda BEGEET,

S 8 : ¥ Lambda BB BUEM F BRS-3246I AWS Cloud Map
FELSERA | B EZHBIERN RS Lambda BREERBUEM N app-service RS EH6l,

1. TELUTMEITFF AWS Cloud Map ##l& https://console.aws.amazon.com/cloudmap/
EEMNSMmES |, EFEwEZEE,

MNasBZEE SRS | B cloudmap-tutorial TR ERHEBREFEFMAEE,

£ RS 2o , EfRapp-service REHER “BEFEAER"

RS LB P | BT ARSS KB,

MBS KA TE L | MITATERE,

I S

a. TE PR Fh | &R CHMa R ENIRBIEER,
b. XFHRE=HID , B Eread-instance,

c. EEEMNEMMIH , EEUATREN,

+ 8 =action, {E = read

« & =functionname , {f = readfunction

RO £ LAIENZEZTEEZEFim AWS CloudShell

BRI EEF R BIZETE RN ARRE AWS CloudShell |, AR XM EEPEERN RS AWS
Cloud Map HIFRAXERS

1. TELLTFMEITFF AWS CloudShell ##l& https://console.aws.amazon.com/cloudshell/
2. FAUTHSRIBER AN HFwritefunction.py,

vim writeclient.py
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3. TEwriteclient.pyX#H , BETiRE#EABAER, AFE , EHHFHWEUTREB, HABE
HERFHELEEE X name=writeservice BMEXRAIMATEALIER Lambda BE. app-
servicelRE i3 [ DynamoDB RE AHIER Lambda BB #r. ASAMA Lambda E%k ,
RNEARNREABERERE

import boto3
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(NamespaceName='cloudmap-tutorial"',
ServiceName='app-service', QueryParameters={ 'action': 'write' })

functionname = response["Instances"][@]["Attributes"]["functionname"]

lambdaclient = boto3.client('lambda')

resp = lambdaclient.invoke(FunctionName=functionname, Payload='"This is a test
data"')

print(resp["Payload"].read())

4. ZIBHE , BA:wq, RFIEK Enter BREXHHRHE,
5. AL T®HSIZT Python K18,

python3 writeclient.py

BRI R 2005 , KT TRA,

b'{"statusCode": 200, "body": "{\\"ResponseMetadata\\": {\\"RequestId\\": \
\"QOMO38ITOBPBVBIK8OCKK6I6M7VV4KQNSO5AEMVIF66Q9ASUAAIG\\", \\"HTTPStatusCode\
\": 200, \\"HTTPHeaders\\": {\\"server\\": \\"Server\\", \\'"date\\": \\'"Wed, 06

Mar 2024 22:46:09 GMT\\", \\"content-type\\": \\"application/x-amz-json-1.0\\",
\\"content-length\\": \\"2\\", \\"connection\\": \\"keep-alive\\", \\'"x-amzn-
requestid\\": \\"QOMO38ITOBPBVBIK80CKK6I6M7VV4KQNSOS5AEMVIF66Q9ASUAAIG\\", \\'"x-amz-
crc32\\": \\"2745614147\\"}, \\"RetryAttempts\\": 0}}"}'

6. ERIEL-—FPHNBEARERY , FoIE—MEREF K,

a. FAUTHSEEE NN HFreadfunction. pyo

vim readclient.py
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b. fEreadclient.pyX#d , ZTiREA#HABAERN, RS, EHHFMUWEUTREB, HAB
RiER  HPREEE L—SHEAZRNE.

import boto3
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(NamespaceName='cloudmap-tutorial"',
ServiceName="'app-service', QueryParameters={ 'action': 'read' })

functionname = response["Instances"][@]["Attributes"]["functionname"]

lambdaclient = boto3.client('lambda')

resp = lambdaclient.invoke(FunctionName=functionname,
InvocationType="'RequestResponse')

print(resp["Payload"].read())

c. IHIRHE, BA:wq, AFE Enter BREFXMHHIBRHE,
d. FEAMUTHESIET Python K3,

python3 readclient.py

BMERMELUTUTHE , JIHBELZETEARNEwWritefunction. py AR Lambda BEA
BRI 3K A R R BEATLZR 4R

b'{"statusCode": 200, "body": "{\\"Items\\": [{\\"id\\": \\"45\

\", \\"todo\\": \\"This is a test data\\"}1, \\"Count\\": 1, \
\"ScannedCount\\": 1, \\"ResponseMetadata\\": {\\"RequestId\\": \
\"9JF8J6SFQCKR6IDT5JG5NOM3CNVV4KQNSO5AEMVIF66Q9ASUAAIG\\", \\"HTTPStatusCode\
\": 200, \\"HTTPHeaders\\": {\\"server\\": \\"Server\\", \\"date\\": \\"Thu, 25
Jul 2024 20:43:33 GMT\\", \\"content-type\\": \\"application/x-amz-json-1.0\
\", \\"content-length\\": \\"91\\", \\"connection\\": \\"keep-alive\\", \\'"x-
amzn-requestid\\": \\"9JF8J6SFQCKR6IDT5JIG5NOM3CNVV4KQNSO5AEMVIF66Q9ASUAAIG\\",
\\"x-amz-crc32\\": \\"1163081893\\"}, \\"RetryAttempts\\": 0}}"}'
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H 10 FERFIR

TERHBER , BRRERAZR=EFINEA, AWS Cloud Map ERREHRNIAFFEEN] , BER
EXB, REREBS , RERWAZHE. UTIRE5|ISEFEHEFEAN AWS Cloud Map &

Ro
R AWS Cloud Map &R

1. &% AWS Management Console F#3TFF AWS Cloud Map #2#l& , Mt A https:/
console.aws.amazon.com/cloudmap/,

MiasBZ=EFIERD | B cloudmap-tutorial TR ERHEBREFFMAEE,
EwmAZEFAEEREL , MRSSIRFERdata-service RFHERER R AR R,
£ “BRE=H” o F , ERdata-instance=HIHIERE “BUEEM

A WEREF AR | %32 cloudmap-tutorial.com LA S MBI & ERFMAEE R E,
EoBZEHFAEERE L , MRS IR ERBIERS FEZEMER.
Xtapp-serviceffF A Rwrite-instancefread-instance[RFERHFIEE L 3-6,
EEN SIS |, EFwE R,

i%#¥Ecloudmap-tutorial @& A FHik & ‘MR,

© © N o a bk~ 0w DN

TRIIH T B ERAZAE A A E b 7 IR 7] LB TERY S IR

BR S

DynamoDB & S 6 Ak ) MR
DynamoDB F{LUFE & #h
Dynam o DB FF R EER+HH

=R

Lambda EREFREXH IAM v £ (AWS Lambda FF 5 &%
TA® M) PHITO@ BE

£105 . R 29
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THRINAERTEEENNE RN AWS Cloud Map RS £ AWS
CLI

AR T AMAERA S B E LB AWS Cloud Map RS £ . ZFoIR—MURSMARE
AWS Cloud Map AT EABENEBESITKNRR. ZNARFBEMA Lambda BEARK , ©E11E
DynamoDB &R EAMREKE , FrERREFEMEF. AWS Cloud Map

BRAHIEMN AWS Management Console iR |, {555 7 # A A A B EXEMH AWS Cloud
Map BRS& I,

TERFAF
EF AR LA | E5EH TR SWRE R £/ AWS Cloud Map.

#12 AWS Cloud Map i & Z=[g]

DEREAR—MHATHRNARFNRSHTIENEN, ESERHS , BFE— MR TFEY AWS
Cloud Map APl A X B R E ZEE,

1. BITUTHFEEHTTP R ZEME

aws servicediscovery create-http-namespace \
--name cloudmap-tutorial \
--creator-request-id cloudmap-tutorial-request

ZWTIREERE ID, BALERAN TR TRERENRE

aws servicediscovery get-operation \
--operation-id operation-id

2. fIEGERZEGE , KUMURRE IDUATREESD S !

aws servicediscovery list-namespaces \
--query "Namespaces[?Name=='cloudmap-tutorial'].Id" \
--output text

3. FMwEZHE IDFREXEPIUREH

NAMESPACE_ID=$(aws servicediscovery list-namespaces \
--query "Namespaces[?Name=="'cloudmap-tutorial'].Id" \

FERHEEREEMN AWS Cloud Map RS X1 AWS CLI 30
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--output text)

#1% DynamoDB %
BTk, IZ2— MNATE#NAZFHIEN DynamoDB % :
1. BITUTHSAIER :

aws dynamodb create-table \
--table-name cloudmap \
--attribute-definitions AttributeName=id,AttributeType=S \
--key-schema AttributeName=id,KeyType=HASH \
--billing-mode PAY_PER_REQUEST

2. FHEHRBENEHRSEBYRLE
aws dynamodb wait table-exists --table-name cloudmap

T RES  ENRT2OETEHTHER,

2l AWS Cloud Map ##& k%5 3 M DynamoDB &
NE , ZERNTEZRAPINE - IMRZSRETBEEERR

1. BITUTHRABREEEEELE AWS Cloud Map RS :

aws servicediscovery create-service \
--name data-service \
--namespace-id $NAMESPACE_ID \
--creator-request-id data-service-request

2. FEBERFZHIRS ID :

DATA_SERVICE_ID=$(aws servicediscovery list-services \
--query "Services[?Name=='data-service'].Id" \
--output text)

3. ¥ DynamoDB FEMNEREEREBHN BENEEMNIRSEA

aws servicediscovery register-instance \
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--service-id $DATA_SERVICE_ID \
--instance-id data-instance \
--attributes tablename=cloudmap

BEXEMtablename=cloudmap R E MRS A &£ H DynamoDB £ A,

A Lambda BHEEIZE IAM B 6
B2 —/ IAM B , Lambda ERECREAIZARKIGRE AWS &R :
1. N IAM B8 BEERIESR

cat > lambda-trust-policy.json << EOF

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "lambda.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
]
}
EOF

2. BITUATHTUEREERKLE IAM A6

aws iam create-role \
--role-name cloudmap-tutorial-role \
--assume-role-policy-document file://lambda-trust-policy.json

3. NEARENRHBEX IAM K62 X4

cat > cloudmap-policy.json << EOF
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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EOF

"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:*"

"Effect": "Allow",
"Action": [
"servicediscovery:DiscoverInstances"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"dynamodb:PutItem",
"dynamodb:Scan"

]I

"Resource": "arn:aws:dynamodb:*:*:table/cloudmap"

4. RIERBEFGHKME IAM BE -

aws iam create-policy \
--policy-name CloudMapTutorialPolicy \
--policy-document file://cloudmap-policy.json

POLICY_ARN=$(aws iam list-policies \

--query "Policies[?PolicyName=='CloudMapTutorialPolicy'].Arn" \

--output text)

aws iam attach-role-policy \
--role-name cloudmap-tutorial-role \
--policy-arn $POLICY_ARN

aws iam attach-role-policy \
--role-name cloudmap-tutorial-role \

--policy-arn arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

A Lambda B BIZE IAM A&
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12 Lambda BRECRE A IR

EQ|ZEFHIBEE A DynamoDB XK Lambda &3 , BHITUT SR :

1. AEAEHIE Python X4 :

cat > writefunction.py << EOF
import json

import boto3

import random

def lambda_handler(event, context):

try:

serviceclient = boto3.client('servicediscovery')
response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial',

ServiceName='data-service')

if not response.get("Instances"):

return {

'statusCode': 500,

'body': json.dumps({"error": "No instances found"})
}

tablename = response["Instances"][@]J["Attributes"].get("tablename")
if not tablename:

return {

'statusCode': 500,

'body': json.dumps({"error": "Table name attribute not found"})
}

dynamodbclient = boto3.resource('dynamodb')

table = dynamodbclient.Table(tablename)

# Validate input
if not isinstance(event, str):

return {

'statusCode': 400,

'body': json.dumps({"error": "Input must be a string"})
}

A2 Lambda BEECRE A i
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response = table.put_item(
Item={ 'id': str(random.randint(1,100)), 'todo': event })

return {
'statusCode': 200,
'body': json.dumps(response)

}
except Exception as e:
return {
'statusCode': 500,
'"body': json.dumps({"error": str(e)})
}

EOF

L% AWS Cloud Map ATMBEXEHF KZI DynamoDB £ , RERKXPEALKIE.
2. FT@HE] Lambda B :

zip writefunction.zip writefunction.py

ROLE_ARN=$(aws iam get-role --role-name cloudmap-tutorial-role \
--query 'Role.Arn' --output text)

aws lambda create-function \
--function-name writefunction \
--runtime python3.12 \
--role $ROLE_ARN \
--handler writefunction.lambda_handler \
--zip-file fileb://writefunction.zip \
--architectures x86_64

3. EHERIERLUERERNEIR

aws lambda update-function-configuration \
--function-name writefunction \
--timeout 5

122 AWS Cloud Map B AR F RS HEM Lambda B AR

EEREZHTOES —MRERRTUARFEY , BIITUATER
1. ANARFEBLIERS :

Bl AWS Cloud Map R TR BRSS HEM Lambda B A KK 35
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aws servicediscovery create-service \
--name app-service \
--namespace-id $NAMESPACE_ID \
--creator-request-id app-service-request

2. FRHNARERFRSHIRS ID

APP_SERVICE_ID=$(aws servicediscovery list-services \
--query "Services[?Name=='app-service'].Id" \
--output text)

3. ¥ Lambda EARBUEM AN EEBENEMRRS M -

aws servicediscovery register-instance \
--service-id $APP_SERVICE_ID \
--instance-id write-instance \
--attributes action=write, functionname=writefunction

BEXEMaction=write}functionname=writefunctionAFEFRIEEFRLILLIL

BE,
12 Lambda BECRIEEEIE

E 4| M DynamoDB & IEEHIEN Lambda B , BHRITUTESER -
1. NEEEAIZE Python X4 :

cat > readfunction.py << EOF
import json
import boto3

def lambda_handler(event, context):
try:
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial',

ServiceName='data-service')

if not response.get("Instances"):
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return {

'statusCode': 500,

'body': json.dumps({"error": "No instances found"})
}

tablename = response["Instances"][Q]["Attributes"].get("tablename")
if not tablename:

return {

'statusCode': 500,

'body': json.dumps({"error": "Table name attribute not found"})
}

dynamodbclient = boto3.resource('dynamodb')
table = dynamodbclient.Table(tablename)

# Use pagination for larger tables
response = table.scan(
Select="ALL_ATTRIBUTES",
Limit=50 # Limit results for demonstration purposes

For production, you would implement pagination like this:
items = []
while 'LastEvaluatedKey' in response:
items.extend(response['Items'])
response = table.scan(
Select="ALL_ATTRIBUTES',
ExclusiveStartKey=response['LastEvaluatedKey']
)

items.extend(response['Items'])

HOoH O OHF OB OB O O R

return {
'statusCode': 200,
'body': json.dumps(response)

}
except Exception as e:
return {
'statusCode': 500,
'body': json.dumps({"error": str(e)l})
}

EOF

A% Lambda BEECRIEEEIE
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LB EA AT AWS Cloud Map & DynamoDB {8 , AENEKHPIEEHE. cBEHRCEN
DIER,

2. FT/aEFE Lambda BEK :

zip readfunction.zip readfunction.py

aws lambda create-function \
--function-name readfunction \
--runtime python3.12 \
--tole $ROLE_ARN \
--handler readfunction.lambda_handler \
--zip-file fileb://readfunction.zip \
--architectures x86_64

3. EFTERHEAT :

aws lambda update-function-configuration \
--function-name readfunction \
--timeout 5

¥ Lambda SEERE FUE M IR SSS= 41
B Lambda EEVEREBUEM AN ARSZHN S — MRS =6, BHRITUATESR

aws servicediscovery register-instance \
--service-id $APP_SERVICE_ID \
--instance-id read-instance \
--attributes action=read, functionname=readfunction

BEMBEMaction=read#functionname=readfunction R EFRIEEL AR LI L IHEE,
BIEBMEITEFRENARER
EGZATFAXIMMBA AWS Cloud Map EABREE Python BEFImNARRF , BRITUTESR

1. REAFFRNMAEFIZE— Python X :

cat > writeclient.py << EOF
import boto3

& Lambda BEEREREOEAM 9 AR S5 3K B 38
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import json

try:

serviceclient = boto3.client('servicediscovery')

print("Discovering write function...")

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial',
ServiceName="'app-service',
QueryParameters={ 'action': 'write' }

if not response.get("Instances"):
print("Error: No instances found")
exit(1)

functionname = response["Instances"J[Q]["Attributes"].get("functionname")
if not functionname:

print("Error: Function name attribute not found")

exit(1)

print(f"Found function: {functionname}")

lambdaclient = boto3.client('lambda')

print("Invoking Lambda function...")

resp = lambdaclient.invoke(
FunctionName=functionname,
Payload='"This is a test data

payload = resp["Payload"].read()
print(f"Response: {payload.decode('utf-8')}")

except Exception as e:

EOF

print(f"Error: {str(e)l}")

WE i A iZQueryParametersit MR EK EFZaction=write B MRS EH,
2. NEENEFmNARERFLIE— Python X4 :

cat

> readclient.py << EOF

import boto3

BIBRMETE IR AEF
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import json

try:
serviceclient = boto3.client('servicediscovery')

print("Discovering read function...")

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial',
ServiceName="'app-service',
QueryParameters={ 'action': 'read' }

if not response.get("Instances"):
print("Error: No instances found")
exit(1)

functionname = response["Instances"J[Q]["Attributes"].get("functionname")
if not functionname:
print("Error: Function name attribute not found")
exit(1)
print(f"Found function: {functionname}")
lambdaclient = boto3.client('lambda')
print("Invoking Lambda function...")
resp = lambdaclient.invoke(

FunctionName=functionname,
InvocationType="'RequestResponse’

payload = resp["Payload"].read()
print(f"Response: {payload.decode('utf-8')}")
except Exception as e:

print(f"Error: {str(e)}")
EOF

3. E{TBEAEFU%E DynamoDB FRiFMEIE :

python3 writeclient.py

NS REIEE , HTTP RAREE R 200,
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4. BITIEEEF#wM DynamoDB &K EZHIE -

python3 readclient.py

MHNEREARNYSE  SFEEYAERKL ID M X2 HBE B,

B RIR
TRAHER , BFRERFRAETETATZH.
1. B% , ETATaRECE MRS K6
aws servicediscovery deregister-instance \

--service-id $APP_SERVICE_ID \
--instance-id read-instance

aws servicediscovery deregister-instance \
--service-id $APP_SERVICE_ID \
--instance-id write-instance

aws servicediscovery deregister-instance \

--service-id $DATA_SERVICE_ID \
--instance-id data-instance

2. BT T@SHBRIRS

aws servicediscovery delete-service \
--id $APP_SERVICE_ID

aws servicediscovery delete-service \
--id $DATA_SERVICE_ID

3. BITU TSR &M :

aws servicediscovery delete-namespace \
--id $NAMESPACE_ID

4. BITUATaSMBR Lambda BI3K :

aws lambda delete-function --function-name writefunction

BERR
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aws lambda delete-function --function-name readfunction

5. BITATaHMER IAM £ &K :

aws iam detach-role-policy \
--role-name cloudmap-tutorial-role \
--policy-arn $POLICY_ARN

aws iam detach-role-policy \
--role-name cloudmap-tutorial-role \

--policy-arn arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

aws iam delete-policy \
--policy-arn $POLICY_ARN

aws iam delete-role --role-name cloudmap-tutorial-role

6. Z{TEA TS MiER DynamoDB % :

aws dynamodb delete-table --table-name cloudmap

7. BT T@SERIGN XM

rm -f lambda-trust-policy.json cloudmap-policy.json writefunction.py
readfunction.py writefunction.zip readfunction.zip writeclient.py readclient.py
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AWS Cloud Map %58 ZE[g]

WAZRR—MEEEM AWS Cloud Map , BT RNARFHNRS AN —MEABHN T RIAMER
Ao plEMAZAN K FEEEUATARE
- BHLENAERFRAREZIAKGIEIRB R,

* AWS Cloud Map AJ AR BUEEMRIBRSS KON 5 7E. BAURERFEEY BBMN AT RGN T
R, EREBERENEMDILE R (VPC) FRATRIVENEIR , ER{LUET AP EA,

UTRBEXmEZEEMN—RELE.
- WRZEEBFETEMIENTE AWS X 9, E AWS Cloud Map EZ/MNXEHFER , BFEE
BN AIEBEZEE,

- MREHEGEZEELAFEN DNS EifE VPC 1T AH , I AWS Cloud Map £ B3h 812
#H Route 53 HEXH., WIEEXBETUESMEEXEMXE VPCs, BXEZEER , F5H
Amazon Route 53 AP 2ZVPCWithHostedZoneH#Y ;i T

£
- B2 AWS Cloud Map in B ZH XN NARFRSHTOE
« BHtH AWS Cloud Map # % ZE 8]
« MR AWS Cloud Map # % ZE 8]

}

}

]2 AWS Cloud Map ap & Z=BIRX M AREFRSHITO A

BRI LRI E— IR TR, FRNARFNRES2AR —IMEEFNEHT , AFES APIBHAS DNS &
WEIMNAREFER.

KB R P IEB

TREETHREREFXIET AWS Cloud Map LA GRS B AN G R ZEKE | BE4AHURT
MARFHRSMRE,

BIE R R 43
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UK E=

BAI VR T S REAEA T Python B9 AWS CLI AWS Management Console, = SDK 12 a5

ZE[H]

AWS Management Console

1.

4.

& F AWS Management Console #3TFF AWS Cloud Map #2#l& , Mt https://
console.aws.amazon.com/cloudmap/,

1%$% Create namespace (81 #5 % ZE[H),
HEanBZEENP , A AFHTRAKGIH B

® Note

« ANt DNS EWEREN S B ZRLAUNITBELER, Ha, . com.

« FBALIEE—/EFRMLEA (IDN) ( MREEFZERELNEZRE ) . BREL
HIREEMEER |, B Internet LB R ZRIB IR,

R A U E GRS I mE Z RN ERMUEE ERIFHERB, flm, mRE
£ Java , WA java.net.IDN FEHY toASCII 3% Unicode B3 # AR
B,

(FliE ) EwmBZEEHERT  MAEXTEZEANEE , XEEENERE ‘“TEEH" WEMN
UD% |ET.H|=|% To —.I-J’}\{EFH xltb{n%?*/i\l %JED% |ET.|0

XN FRHIEI "“JL;UE VPCs API 8. API B/ DNS &)L % API A F/AHE DNS &
Wz B TIER , 2302 HTTP, A58 DNS /A& DNS i B Z=EH., EXEZER , H5H
SE5I & BRI,

RFENIGEFE | FRBUTSREE.

- MREFEFIEE API EAR DNS £iff VPCs , MIXNF VPC |, BB ES W& ZRIXKNE
WFHB = (VPC).

- MBHEDEE AP FHAF DNS i , VPCsHEi:F API HAML# DNS i , MIXF
TTL , BEEUW N EMHEE, £EaTE (TTL) ERE DNS #HTsshEREN TR ZEE 8l
EM Route 53 B XM RNEIR TN (SOA) DNS B REFEFEEZ KA, HX TTLH
BZEE , B3 Amazon Route 53 FREEEFM TTL(® ),
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6. (FlE)EGE T, & DG, AREEATHICHEZANENE. EAUEE—
NRZANERFNE B EENRE, REATFEN AWS BRFTHE , MEERABIT H#
TE®E., AXEZER , BEZH *mlﬂfﬁﬂﬁ’ﬁ‘ﬁ AWS Cloud Map,

7. I&$F Create namespace (BI2a B ZE), BAUERAEFRENIRSListOperations, HXE
Z{E8 , B3 % AWS Cloud Map APl 2 #1ListOperationsF #Y

AWS CLI
« FERASBRENIHRAXRENGTUERESZR (ALBACHredBEEHRIXLE ),

« {£f create-http-namespace Bl HTTP & ZE, A LAEM DiscoverInstances
BREINER HTTP e A ZEDEMAI RS EHI , BT EEA DNS K ZRSFEH1,

aws servicediscovery create-http-namespace --name name-of-namespace

« £/ create-private-dns-namespace % DNS Q|ZFMBEWEZEE (REEEN
Amazon VPC RF A ) , B LAEH DiscoverInstances i5RE A DNS X IES
#,H DNS @ & ZHEM RIS,

aws servicediscovery create-private-dns-namespace --name name-of-namespace --
VPC VPC-XXXXXXXXX

« £/ create-public-dns-namespace #R3E DNS BlE N EmAZE ( EEBKRMN LT
W) . BAILAER DiscoverInstances R FEA DNS ZIE R AE DNS & Z=EE
it AL

aws servicediscovery create-public-dns-namespace --name name-of-namespace

AWS SDK for Python (Boto3)

1. MREBEAREZE Boto3 , MAELAKEIRZE, BEMFEABoto3HHA,
2. 5 A Boto3 H¥f servicediscovery AEZHRS.

import boto3
client = boto3.client('servicediscovery')

3. HERAMBENIHRNRENGTUE-—ITaEZH (ARECSHredEBERXLHE )



https://docs.aws.amazon.com/cloud-map/latest/api/API_ListOperations.html
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https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-public-dns-namespace.html
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« ffM create_http_namespace() BIZ HTTP &s & Z2El, A LA
discover_instances() £IEH HTTP v B = EEMAIARS =4I , BT EEH DNS k&
MiZARS =6,

response = client.create_http_namespace(
Name='name-of-namespace"',

)

# If you want to see the response
print(response)

- £/ create_private_dns_namespace() &% DNS SIZFETEZENE ( RELBEN
Amazon VPC RF A M ) ., A LAEH discover_instances() A DNS X I&ES A
& DNS & Z=EEMAIE B,

response = client.create_private_dns_namespace(
Name='name-of-namespace"',
Vpc='vpc-1c56417b"',

)

# If you want to see the response

print(response)

« M create_public_dns_namespace() R4 DNS QIB N EmBZEE ( EEKM LT
W) o BOLAER discover_instances() SfEMA DNS £ I@E /A DNS S8 & ZEEDE
AR B9 S= 41,

response = client.create_public_dns_namespace(
Name='name-of-namespace"',

)

# If you want to see the response

print(response)

o TRAI0E B1 %

'OperationId': 'gv4gSmeo7ndmeh4fqgskygvk23d2fijwa-k9302yzd',
'ResponseMetadata': {

1 1. 1 1
o o e . o o e ’

}I
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RELR

SERBZEEE , TUEGBRZEFCERS , FHEAATRARFY B EARNNARFRRAEHE
—i2, BREXYENARFEREMNEZFINENR, BxBIE2 AWS Cloud Map REHEZER , TS5
3% 7y R PR FR B 4H 4 01 2 AWS Cloud Map RS

5t AWS Cloud Map @& ZE 8]

HEREBZERGE , BUTNERUATSIREFCUERNDEZ RN,

AWS Management Console

1. &% AWS Management Console 3377 AWS Cloud Map ##l& , Mt A https:/
console.aws.amazon.com/cloudmap/,

2. ESMBERT , AREGEZHUEEGEZHIIR, BAULEER, #R, ZORIEAHH
HZEE DR EE#THF. EUITNERRFZFRPBADEZEHENH ID, UAELKNE
ERENDEZME,

AWS CLI

« M list-namespaces @S HHBR =H,

aws servicediscovery list-namespaces

AWS SDK for Python (Boto3)

1. WREBEAREZE Boto3 , MAUELAKREIRE, BEEMNFEABoto3/HA,
2. S A Boto3 H#¥f servicediscovery AEZHRS,

import boto3
client = boto3.client('servicediscovery')

3. M list_namespaces() %H&n& =M,

response = client.list_namespaces()
# If you want to see the response
print(response)
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A5 e B

'Namespaces': [
{

'Arn': 'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS-XXXXXXXXXXXXXXX "',

'CreateDate': 1585354387.357,

"Id': 'NS-XXXXXXXXXXXXXXX',

'Name': 'myFirstNamespace',

'"Properties': {

'DnsProperties': {
'HostedZoneld': 'Z06752353VBUDTC32S84S"',

1,
'"HttpProperties': {
'HttpName': 'myFirstNamespace',
I
1,
'Type': 'DNS_PRIVATE',
1,
{

'Arn': 'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS-XXXXXXXXXXXXXXX ",
'CreateDate': 1586468974.698,

'Description': 'My second namespace',
'Id': "NS=-XXXXXXXXXXXXXXX',
'Name': 'mySecondNamespace.com',

'Properties': {
'DnsProperties': {

1,
'"HttpProperties': {
'"HttpName': 'mySecondNamespace.com',
.
1,
'Type': 'HTTP',
1,
{

'"Arn': 'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS-XXXXXXXXXXXXXXX "',

'CreateDate': 1587055896.798,

"Id': 'NS-XXXXXXXXXXXXXXX',

'Name': 'myThirdNamespace.com',

'Properties': {
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'DnsProperties': {
'HostedZonelId': 'Z09983722POQME1B3KC8I',

1,
'"HttpProperties': {
'HttpName': 'myThirdNamespace.com',

iy
iy
'Type': 'DNS_PRIVATE',

+
1,

'ResponseMetadata': {

. ’

B AWS Cloud Map @& ZE 8l

ERATRRZEEE , ATLCFEMER. ERBReAZE , BREBEREIEMREIARS KM,

(@ Note
tlEGREEN , MREEEEZEFFEHALE DNS i)z DNS EHR LTRSS L4 VPCs |
| AWS Cloud Map £ 812 Amazon Route 53 A ERILEFLEX T, MR E =@ , AWS
Cloud Map <1l R R Y& X i,

ERIBRGE =R ZE , XTECEEMPABRS S , AEHBREZGE AP IERNMERS. BXE
ZER , BHSRE% AWS Cloud Map BRS53241 kR AWS Cloud Map RS

BUEEMSRBIHBBRESR & ZE P RIRRSE , BREATSRNERS S ZH,

AWS Management Console

1. &% AWS Management Console 37 AWS Cloud Map ###|& , Mk A https:/
console.aws.amazon.com/cloudmap/,

2. HESMBEHKF , %3F Namespaces (T57 ZE[H).
3. EEEMRRMWAEZRE , REERMER.
4. BIRIEER BER, BIAZHBRIZRS
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AWS CLI

- fffdelete-namespacem TR AZE ( AEBCHNredBERZE ) . MERWAZED
BE—NPRZMRS , BREEK.

aws servicediscovery delete-namespace --id ns-xxXxXxXXXXXXXX

AWS SDK for Python (Boto3)

1. WREMEAREE Boto3 , MALAELLAHEIRSE, BEMEABoto3/HA,
2. S A Boto3 H¥f servicediscovery AEZHRS,

import boto3
client = boto3.client('servicediscovery')

3. FEAMBRGEZ=Edelete_namespace() ( ARBCHredBEERIZE) . MEGEZEEN
BE—NRBZEMRS , ERFERK.

response = client.delete_namespace(
Id="ns-xxxxxxxxxxx",

)

# If you want to see the response

print(response)

LR VR .

'OperationId': 'gv4gSmeo7ndmeh4fqgskygvk23d2fijwa-k98y6drk',
'ResponseMetadata': {

1 1. 1 1
e e e 4

+
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AWS Cloud Map R

AWS Cloud Map RS2 A TEMRSRAIMNER , SHERSHWIRS EHA DNS BE ( MRER ) -
R A LR EETRARENEERSPRFINSITRR A TTEHEFTREN TR, RS ITURKRENN
ARFN—NAH, flm , BN ENARFARNTRUE-TURS , " EEAFPHNRROIES
_Ijiﬂ&%o

RS AFEEE NSRS THATEZRRNARTR , N\TTREBNABRFNER. RRANERFEH
DNS Ziffs AWS Cloud Map DiscoverInstancesAPl REXHKE , E4ABR T EREEH S ZE M
FR. EBELAER AWS Cloud Map 2§ & 3241 X B B BRE R RZS R F -

BRI LAER AP N BEN TBEEENRSRAINEM. UpdateServiceAttributesBHLIIRE
REEMABRERflIzEEEEY , HAELEXNZFIEHHTEME RN TS IUXLEM., TR
SRINEENBUENEEEBREEFTETUTAR

- ATFEHHABEHAHBREN K INE,
- BRSRIEF , Bl APl B MEZ N EiRBUER,

BXREZEER |, ESE AWS Cloud Map APl £ UpdateServiceAttributes 1 #

LT EEHER T RSHZEITROAKLERN DNS B E , A SFEIE, FIH, EFHMNMERRS AR,
FH

« AWS Cloud Map BRFEITIRARERE

- AWS Cloud Map g% DNS Ei&

- ARAEFEAHBIE AWS Cloud Map BRS

« BT AWS Cloud Map R

- EmAZEF S EH AWS Cloud Map RS

- MIB& AWS Cloud Map BRSS

AWS Cloud Map FREZZTIRAK EEE

Health REEB THERSZFIRELE, NREECIERSHAXREEZTRARE , NFLiL=4l
Az TR | RERBNEABIRS XS, RESTRRRER |, BRIAMER T AWS Cloud Map £i1R
BEE{TIRABRHFNER. WA LAE A DiscoverInstances APl BJHealthStatusSEIREITIRRTE
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ERBHENFAREREIR, BETJLMER GetInstancesHealthStatus APl # & 45 E RSS2 4
KZEITIRR o

FE 212 AWS Cloud Map BRS5EY , BLATLAELE Route 53 ETIRRREHAENNE=HFETIRK
&,

Route 53 TR E

MREH Amazon Route 53 BITIRRAKREEEIRE , M2EEMEHIET AWS Cloud Map £]E Route
53 BITIRRRE , HETHERMIHERESITRRARE,

XF22%E DNS Bz , HFETRRRES EMSEFIRt AWS Cloud Map 81Z# Route 53 AAAA i
% AWS Cloud Map #HxEBx, WREERSH DNS BEEHPRIRIEEAFIZFRER |, ) AWS Cloud Map
LSHBFERZ IPv4 R ETFRNETRAKRE., R IPv4 #iiHEENKET RETRERE , U
Route 53 2IANAMAAAAIE R ANIERE, MREERSHY DNS EEFEECNAMEIZFEKE | NIFTER
B Route 53 BT E,

SFEER AP AR AMEEHIMNaGBZEE , AWS Cloud Map £|2 Route 53 ETRAKE, B
2, REUEETRREEREN DNS i2%. AWS Cloud Map ZEREZTRARERSLEE , &
A LA Route 53 #2241 A 5 Amazon Bt &Y #2 CloudWatch, XM Route 53 B ANEZE
B, #Z% Amazon Route 53 F R BIEEHPMNETRAKRELMNREEH, BXEANESER
CloudWatch , {52 Amazon CloudWatch APl $ZPutMetricAlarm®#Y,

(® Note

o BIERNEFSE DNS i B = HF R EN RS E E Amazon Route 53 BT &,

« FRETIRRKEFH Route 53 IZTIRRKERE 30 WELKHT R AWS XiE X% —Xi=
TR EIEFER, FEKE , FNELERP2WE —XRETREREER, B2, TR
MEMNHF RSB DE, Dt , SERUREAE—BHNEIZMNMER , ABRE/LRDHNR
BAEEH#HTETRIRE, ARETRAREXFHIIEK , HSEXE,

Bx Route 53 BITIRRKENFZRAEE , i5ZH Route 53 EHto

BEMSITRAKRE

WMREETMEAISEE AWS Cloud Map AEABHENLSTRAKRE , WSAEAE=AFETIREK
ERRIMEFTRAZTRL. BEXSTRAREEATERTRER !
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o BITEMFEH Route 53 BITIRRARE , RATEBET Internet IRERFR. Hl , RREE—MULTF
Amazon VPC FHISEHl, A AR pIERBE L ETIRARE, B2 , EfETRARELE
Z1T , BTRIRERF S5 S SSFIER— VPC F.

- BELEAZ=ZDSITRARERSF , MABEEN TR T4,

EABREMETRRKRER , AWS Cloud Map FREERELERRNETRR. HR , B=HiE
TRARERLRERENZTRR , HERSEREEECHNARERF. AR5, FNRBEEEEREREY
IR AL E A HIUpdateInstanceCustomHealthStatusi®EsR AWS Cloud Map, MR XA
RASHAUNHEALTHY , IR UpdateInstanceCustomHealthStatusfE 30 ¥ A& A EMIRAE LR
ZSHEALTHY , M#@IAZBRRETIRRTE. AWS Cloud Map 15 157 & 88 H 2% %R

AWS Cloud Map AR55 DNS Ei &

HEELIFET DNS BRI HIN B ZE P OIEKRSET , AWS Cloud Map 2612 Route 53
DNS 2%, EUIIEEZEA T AWS Cloud Map 812K FTE Route 53 DNS 123y Route 53 5 KB
F1 DNS igxkEH,

B EH SR g

3% R BETEE Route 53 Il B A F & MRS HIHY DNS i), ZEFMNBBEREEEXBKAR AWS
Cloud Map @1,

AR

Route 53 W& AR — AWS Cloud Map AR EAEYSE B REHLIEFE A — 1 AWS Cloud Map ARS
SAREERANE. FMEERBEEHERNNE , JHit , BEER/EZREL P RER BB EASE
il

Bl | RIEBREZSEBEHN - A BEFN—PETRARENEE , H BEFERARS EM 10 Nk
f5l, Route 53 fEAXRBZITIEFEHIEH R HY —NEENIEERFIR IP #bit KR DNS &Eifl, R&
BZTEEWES , Route 53 & FTE =410 1T1IEE AT DNS &ifl,

MRERBNRSEETRRKE |, Route 53 KBEFMBRFIMETIER , A NEHEREN -
3K 53R 1= 5E A Y B

EXEZEER , 1§25 Amazon Route 53 F XA RIEEHHINAER,

DNS Ei& 55
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ZENEKRH

MRENRFEL TZEITRARE , HEETRARENLERNIERE , W Route 53 FAKZ 8 4
KR [E3E A AV B
i, RIRBRSEEHN —FK A BERMN—NETRARENEE. SEMARSEM 10 M58

f5l, Route 53 [ ERAH{ZZ 8 NEEZITHEHIA IP #h3tSkRIGR DNS &Eif), MR IEEIi=1THISZHI
LF 84, Route 53 FHERAFAEEEZETHIEHIR IP #bit K5/ DNS &Eifl,

MRERBARSELSITIRAKE |, Route 53 FHEBEFREXRHIBREFEEITH , ARS8 MK
BliR EE,

BEXEZER , 52 Amazon Route 53 F R A REEEHANZENEREH,

iDFRE

Route 53 DNS 12 xkEHRE T Route 53 EMR AT A IR EHIH DNS EHFIREINERNEE, &
A LEEMTRE DNS 12 FE B LK Route 53 7£ i B & B4R B B < BB 20 T AR o

A

MREIEELETE | N Route 53 LA IPv4 #&3% ( 5170 192.0.2.44 ) REIFIRAEY IP Hutit,
AAAA

MBEEEMER | N Route 53 £ IPv6 #&NIREIFRAY IP bk |, 45140 2001:0 db 8:85 a
3:0000:00:00:abcd: 0001:2345,

BBIEHK

MRFIETELEE | NIl Route 53 £IREIFFENE R (Al www.example.com ) .

@® Note
- EfE CNAME DNS 18% , 4938 E MG R R,
- EBLE CNAME DNS i2%E} , 8 EHBE Route 53 BITIRARE,
SRV

MREIEELRE |, Route 53 FIREISRVIEFME., SRV KM ELANUTE :

priority weight port service-hostname

BFEH 56
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BEERATEM :
« priority M weight WEEEEN 1, BLEER.

« X¥Fport, AWS Cloud Map & & 1ESE AL HIRT 9 % 0 (AWS_INSTANCE_PORT) &
o

+ service-hostname WER AR T ERBKEE
o BETMEHIeT NARSSEHIID (=61 1D ) EEMNE
- RSB
- WHRZEENVER

flan | BRIZEBEEMEHIET T t est IHEENEHI ID, BRSHIBAFEZE backend , n B ZEZRINBEHZ
example.com, AWS Cloud Map 3 SRV iExH K service-hostnameBH5 B A TE :

test.backend.example.com

@ Note

MRSIEEMEFIIEETE, IPv4 IPv6 st HFEFRMAZ , Il AWS Cloud Map £ 8
ZBlEE SRV idFxservice-hostname FHER B/ A F/m AAAA i,

BAENTASEEISRER
- A

« AAAA

« A H AAAA

- AlBIEFR

* SRV

WMRIEIETE A R AAAA BFERE | M A SAEEMKRBIETIEE IPv6 IP sk, P i3t AMERMAE Zo
IPv4

B ARFAERIZE AWS Cloud Map RS

EWEZEEE  BUMGRRSRERTNARFPATRERNNTEAMS, flm , BN NARE
FF R AL A Ry R R B 2 AR SS o
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® Note

BRI EZATEN DNS EHEMNERES , EEHREAKXNEmMTF ( FlIREFRRAE ) .
ZHXHEMESBX LRSS EEHRER DNS B, MREFEHREEES API @A R &
] ,)”\UEIJ«}{QUE%%Rﬁk’J\EﬁEE > Y IR SS

RRLUTSBRERERT Python 8 AWS Management Console AWS CLI, 1 SDK #IZR
AWS Management Console

1. &% AWS Management Console 737 AWS Cloud Map ###|& , Mk A https:/
console.aws.amazon.com/cloudmap/.
ESMBEEP , %F Namespaces (A ZEH)o
£ Namespaces (8 & ZH) AL , EREFRS AN HE Z=E,
B ZRE : namespace-name WHE L |, iR ERS

ERSEHT , A—MNEREBEFALLRESEMOEFN B ZERTE AP BADS
DNS & &£ I AWS Cloud Map BR%S3:41,

o > b

(® Note
IRE AWS Cloud Map BEEM LIRS BIE SRV ik , HEZFERANREFTERE
SRV #&= ( #l20 HAProxy ) , BRBRFEMEEATHEA :
o BMUTRIL () FFk , a0 _exampleservice,
- Bltn , BFM._protocol ER N, _tepo

EMEBIEE , AWS Cloud Map 2812 SRV iEFABIERBRSEMMNGBEZEHER
RoB RS, Hla -

_exampleservice._tcp.example.com

6. (AL ) ERSFSHERD , WARSHHER, SELULHANEEFERERSTENESIRS
KR IE L,

7. MRGBEZEZEEDNS B, WALERSRAAKET , ERFRFIEETRIAM. ETHN
EFVF AP E A A DNS 18 , &NV AP AR B BRSS AR,
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® Note
MREEE APILRA , WEEMEBHIEF AWS Cloud Map A2 812 SRV g%,

WMREEE API F DNS |, HHEBRU TS REE DNS 125K, ERBUMNM ER DNS 12%,

1. T HEKRE , &R EMEHE AWS Cloud Map €12 #) DNS i2%i%# Amazon Route 53
BRERRE, BELE IR HR M SEER BHZRHTEE, BXEZER , H5H
3% R B,

® Note

EMEGIRT | BT EEREFAH#TEE AWS Cloud Map BL812 Route 53 BB 12
Fo WMREIEIE AWS Cloud Map LA4wFEH R IEM=HIRT A Elastic Load Balancing
HEIERLEF B ILR , BHRARKIEFMNER,

2. WF “IBFKEA | E£F DNS IBFEH | ZEKERE T Route 53 M DNS EifjiTiR El#Y
KA AWS Cloud Map, BXEZER , SR idFEE,

3.XNF TTL, FHE—INMHERENRSRANNEFERE (TTL) E (AR RENM ), TTL WE
RET DNS BT FENEM DNS &% &£ Amazon Route 53 BUREVEH EMIREZ
BEFIIERNE RN,

8. HEBITRAKRERE T , £ ‘BERLEEI 4 , EREATRSEFNSITRRLERE,
BALNERTREERMESTRARE |, bl UESKHIN Route 53 BT EHINIZITR
RREZRARITERE, BXEZEER , S/ AWS Cloud Map flRFIZTIRIAKREEE.

® Note
Route 53 IZ{TIRR K EREEE XY AE DNS in B ZH P RS HITEE,

WMREIEFE Route 53 ETRIAKRE , BRHEUTER.

1. WTFRMRE , FRE-DNT 1210 2BANKF , ZBFE RS KOS IET H KK
FRERESTRLNELR R Route 53 BITRAKLE,
2. W FETRRREMNI , %£F Route 53 FATRERS KOS ITRR T,
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3. MNRFERE HTTP = HTT PS @ TR EMY , BESTRAEREREHEMREFE
Amazon Route 53 EHATIZTIRR KR ERBERWER, BEAIUSEME , flmxHst /
docs/route53-health-check.html, HiZBRESTRRIEFER , IREINER 2xx
3xx XK HTTP RERB, BETLUBREEAFHFRSE , 0, /welcome.html?
language=jp&login=y, AWS Cloud Map #&| & B3R i—Nai S /4T () 25,

BX Route 53 ZITIRRKRENEZELR |, i5S ¥ Amazon Route 53 FF & &5 AV 5 i#h
Route 53 iMAEEZTIRARERRIERE,

9. (W) EMNRZE T, &R FIFE  REEERATHRICHTEZRANENE, BAIEE—
ARZANERMB B EENIRZE, RERFEX AWS FRHITHE |, UEERM I Hi##
TEE, AXEZEERE , B2H ric 88 &R AWS Cloud Map,

10. 1%3% Create service,

AWS CLI

« f{FHcreate-servicem N RIERS. AEECHredBERIXEE,

aws servicediscovery create-service \

--name service-name \

--namespace-id ns-xx0xxxxxxx \

--dns-config "Namespaceld=ns-
xXxxxxxxxxxx,RoutingPolicy=MULTIVALUE,DnsRecords=[{Type=A,TTL=60}]"

L7l i
{
"Service": {
"Id": "STV-XXXXXXXXXXX'",
"Arn": "arn:aws:servicediscovery:us-west-2:123456789012:service/srv-
XXXXXXXXXXX",
"Name": "service-name",
"NamespaceId": "NS-XXXXXXXXXXX'",
"DnsConfig": {
"NamespaceId": "NS-XXXXXXXXXXX'",

"RoutingPolicy": "MULTIVALUE",
"DnsRecords": [
{
"Type": "A",
"TTL": 60
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1,
"CreateDate": 1587081768.334,
"CreatorRequestId": "567c1193-6b00-4308-bd57-ad38a8822d25"

AWS SDK for Python (Boto3)
MR REZEE Boto3 , MATBAE LA K EIRE, BEEMERABoto3MWHLHA,

1. B A Boto3 #f§ servicediscovery A{EERIVIRS

import boto3
client = boto3.client('servicediscovery')

2. EABIEMRS create_service(), AZRBCHredEBRXEE. BXEZER , F2H

create_s ervice,

response = client.create_service(
DnsConfig={
'DnsRecords': [

{
'TTL': 60,
'Type': 'A’',
}
1,
'NamespaceId': 'ns-xxxxxxxxxxx',

'RoutingPolicy': 'MULTIVALUE',
1,
Name='service-name',
Namespaceld="'ns-xxxxxxxxxxx',

)
T4 W) RS2 i HH
{

'Service': {
'"Arn': 'arn:aws:servicediscovery:us-west-2:123456789012:service/sIv-
XXXXXXXXXXX ",
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'CreateDate': 1587081768.334,
'DnsConfig': {
'DnsRecords': [
{
'TTL': 60,
'"Type': 'A',
},
1,

'NamespaceIld': 'NS-XXXXXXXXXXX',
'RoutingPolicy': 'MULTIVALUE',
iy

"Id': 'SIV-XXXXXXXXXXX',
'Name': 'service-name',
"NamespaceId': 'ns-XXXXXXXXXXX',

}I

'ResponseMetadata’: {

iy

B IR

PIBRSE  BRULHNRARFRFEMNRSERE , Hha8SBXEHNNAREFNAKRITRERNE
Bo BXEM AWS Cloud Map lREGRFINEZER , TS HHEIRIMA AWS Cloud Map AR5 38
Bilo

BRI UECERSEREANE, AP BNNEREBREEENABFEEENRSELE. BXEZE
B | &5 ® (AWS Cloud Map APl £&) H#ServiceAttributesMUpdateServiceAttributes,

E# AWS Cloud Map RS

BRERFSHEE , BULEHRERL. Route 53 BT E XM EN DNS fEAT 2R A L1767 E
(TTL)e BEHRS , FIMITUTEE.

AWS Management Console

1. &3 AWS Management Console 337 AWS Cloud Map #2#l5& , it Hhttps:/
console.aws.amazon.com/cloudmap/.

2. ESMBE®ED , % Namespaces (888 ZEH),
3. ESBTEEREL , ERBRESHWGHRZE,
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4. FEHBZEME : namespace-nameNH L , ERERBIRS , ARERBREFFHAES.
5. TERRS : service-nameTE L , BRI,

® Note

FFRAY AP EHRABTERGALMNERS , BFEFERAREREIERERREEE.
BE , B E ‘PR service-name” WHE LR MBI BEIRE,

6. EHRBRSAEMNBRSHEART , BAILIEHR BN RS RENEMERSFMFHAELR, BIE
AT LA DNS BT8R PR EMEH TTL,

7. ZEDNSEET , XF TTL, BULIEEEFRMITEIER ( AR REN ) |, ZEHBEIERE DNS f#
MEBREHRITES S — 1 DNS &) & 2] Amazon Route 53 LAFREREFH IR E 28I , DNS f#
ESFI i RNE B EFZKAE,

8. MRIZRET Route 53 ZTHRAKRE , WA UM KMBEEREE—NTT 1 10 2B A
F, ZHFE RS SO SIBE A M se ERHETIRRAIEL R Route 53 iIZ1THRIR
K&,

9. EEREHRS.

AWS CLI

-  f{EMupdate-servicem TEHRS (LB redBERIZE)

aws servicediscovery update-service \

-=id srv-xxxxxxxxxxx \

--service "Description=new
description,DnsConfig={DnsRecords=[{Type=A,TTL=60}]13}"

i

"OperationId": "13pfx7f4ynndrbj3cfq5fm2qy2z37bms-5m6iaoty"

AWS SDK for Python (Boto3)

1. WREEHRRE Boto3 , MTLERLRIIRE, BEMNEMABoto3M B,
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2. B A Boto3 ¥} servicediscovery B#EZEHNRERS

import boto3
client = boto3.client('servicediscovery')

3. HAE#HRSupdate_service() ( BBECHredBE#ZE) -

response = client.update_service(
Id="srv-xxxxxxxxxxx"',
Service={
'DnsConfig': {
'DnsRecords': [

{
'"TTL': 300,
'Type': 'A’',
3,
1,
3,
'Description': "new description",
}
)
5l B i
{
"OperationId": "13pfx7f4ynndrbj3cfq5fm2qy2z37bms-5m6iaoty"
}

EmAZE A S H AWS Cloud Map RS

EEFERRZAHRENRSHIIR , BRITUATERE.
AWS Management Console

1. &3 AWS Management Console 33T AWS Cloud Map #2#l& , it Hhttps:/
console.aws.amazon.com/cloudmap/,

2. ESMBEHKS , % Namespaces (858 ZEH),

3. RREEEIHNBSHDBEZRNEH. BULUE ‘RS TEEMERSHIIR , HEER
FERIYMARS BN ID UERBEERS
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AWS CLI

« fEMA list-services S HES. AT ERATRZE ID /ERFIEERSIH oS Z= @ F
WAERS. & red B hEEHCHE,

aws servicediscovery list-services --filters
Name=NAMESPACE_ID,Values=ns-1234567890abcdef,Condition=EQ

AWS SDK for Python (Boto3)

1. WMREERELE Boto3 , MAILAFELA R EILEE, EEMEABoto3M A,
2. 5 A Boto3 ¥} servicediscovery A#EEHERS.

import boto3
client = boto3.client('servicediscovery')

3. A list_services() FHES.

response = client.list_services()
# If you want to see the response
print(response)

N ILE VR .

'Services': [
{
'"Arn': 'arn:aws:servicediscovery:us-west-2:123456789012:service/sIv-
XXXXXXXXXXXXXXXX ",
'CreateDate': 1587081768.334,
'DnsConfig': {
'DnsRecords': [

{
'TTL': 60,
lTypel: IAI’
b
1,
'RoutingPolicy': 'MULTIVALUE',
3,
"Id': 'STV-XXXXXXXXXXXXXXXX',
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FRARER

'Name': 'myservice',
iy
iF

'ResponseMetadata’: {

iy

f Bk AWS Cloud Map BR%%

BRI IR EERRS IO ERERG , AT EMRES. SXESEL  BSH W

AWS Cloud Map BRZ-3=41,

BUHEME R ZBSEMNAERAE | FHATAT SERMBRIZIRSS .
AWS Management Console

1. &% AWS Management Console #}$JF AWS Cloud Map ##l& , Wit J9https:/
console.aws.amazon.com/cloudmap/.

2. ESMBEKD | % Namespaces (888 ZEH),
3. ERTEEMRMRSH A ZRIED,
4. 7 “@RRZEE : namespace-name” TWHE L | &R EMIBRAY IRSS AU LI,
5. IEFEMIBR.
6. WIAECERRKRS.
AWS CLI

« f{fHdelete-service@m MRS ( AEECHredEEHRIZE)

aws servicediscovery delete-sexvice --id srv-xxxxxx

AWS SDK for Python (Boto3)

1. WMREEAREZLE Boto3 , MAI A R EILER, EEMEABoto3M A,
2. B A Boto3 ¥} servicediscovery A#EEHNERS

import boto3

T BR AR S5
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client = boto3.client('servicediscovery')

3. fERAMBERRS delete_service() ( ABCWredBERIZE ) -

response = client.delete_service(
Id="'srv-xxxxxx"',

)

# If you want to see the response

print(response)

510 B2 %

'ResponseMetadata': {

+
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AWS Cloud Map AR%%-3E 45l

REEFBEEXRMANNARFERER (10 Web RS ) WEE, EMEFIE , BILLEM DNS
&)= AWS Cloud Map DiscoverlnstancesAPI ##ER K E ©11. BRI LUEMA B RSBEERETUT
NA :

« W5 EC2 3=l

« Amazon DynamoDB &

« Amazon S3 124§

« Amazon Simple Queue Service ( Amazon SQS ) BA %l
« APIs EZ1E Amazon API Gateway 2 t

BRI AR RS RAIEERMEE , T/ i o] LE A X LR ERIFE AWS Cloud Map [RERY R R, a0,
MARFALERSESREMN RPN AR , 20 BETA 5 PROD, &t AJLAEAE M IThRAZS,

LTERN A NARFRNEREMANRS IS, EFERSPEEMEFINIIR, FERLESH
SRR BUE EM SR,

£

« JFRBEEMA AWS Cloud Map BRZSE 4l

%4 AWS Cloud Map BR% <45l

- E# AWS Cloud Map AR%5 354l

X% AWS Cloud Map BR%53=4

FHRFEM A AWS Cloud Map BRSS3= 4

& E] LU B AR R B9 &R AWS Cloud Map BRSHHIESl, BN | RigEBusers i EBAFH
BEHWFIENAERFRRSEBRT —NEBANERS. RS, BALUGHATF6#AFHEN DynamoDB FiE
MR ZBRFH KB,

® Note
AWS Cloud Map 2l & ETRHESTIIRE
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- EEAESSEMBRS RO , BT ACEFRERBIREANHITE (ELB ) AEHESR

BB IER. EEMEHIET , BAUMEE AWS_ALIAS_DNS_NAME B, BXEZER , &
2% AWS Cloud Map API 2# H11j Registerlnstance.

- MREEASEEENLNETIORREN RS EMSEH , MFEEN B ELSITRER

BEEEDHRRS. RINBERT , BENLETRARENDEIRS A Healthy (IEE).
MBEFHLEVRIZITIRRA Unhealthy (FEE) , FUERAEMESFAH TS
AWS_INIT_HEALTH_STATUS B, BXEZEER , 1525 AWS Cloud Map APl ZEH H)
Registerinstance,

BEERSHIEMKE , FREUT SRRE,

AWS Management Console

1.

o o &~ w DN

8.

&% AWS Management Console 3§77 AWS Cloud Map ##1& , Mt A https:/
console.aws.amazon.com/cloudmap/,

ESMBEEF , %£F Namespaces (8B ZEH)o

£ Namespaces (B ZH) RE L , EETEERERSSZHEMERE RS
£ “a8 R ZEE : namespace-name” WHE L , B EFEANERS.

EPBRS : service-name WE £ |, EFEEMARS KA.

EFMRFRFITE L |, EFRGIEE, BEGBEZERFLIEE , B LUEEREE IP
HHERIEE IP #hik, Amazon EC2 3241 ID s E iR BIE S,

(® Note
A BETE HTTP a5 & 28 | I EC2 £,

X T RS KM ID , BRES RS ZHIRBKNIRIRAF,

(® Note
MREBEFUAXRS , FRESEEEFVRAXKNINANG. R, RREEZDR
EFTEF EREM KA,

BIFEIEENKROIRE | MITUTER,
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AWS Cloud Map

FRARER

/A Important
EEAENEMR , FTEZARERANS_BIR (FTXIKRNE ),

et e SR
IP ithiit a. EFRERBMT , AIPv4

kR — 4 IPv4 Hbhk
(WMRE) , BHNARE
BRI AR H A i 8] 5 b AR
SR R BR Y B R

b. 3 FIPv6 it | iEiRft
—NIPv6 IP #udik ( 205R
B) , ZHNMARERT
izt G R SRS
L5 S BR Y B R o

c. ¥ FiwO , BIEELH R
BRSNS ENEMR
O, LA R &bk AR S5 =4
REMNER. RBRSE
€ SRV g% Amazon
Route 53 TR E |
NEZ@Q@ wH,

d. (7% ) £ ‘BHEXEM®
T, BEESRRXEKN
EREX,
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Kl E S
EC2 324 a. EC2 i ID , HitiZE

AR AWS Cloud Map
BRS5 EC23LI#Y Amazon
LB 1D

b. (k) ‘BENEM
T, BEEERRXEKD

ETREX,
REEFRNER a. £ “brEEM T, R
RS EE S S CNAME

DNS 2% , B8NEF —
4 CNAME FE&., X F
CNAME , BiEEBRFE
Route 53 #EME & DNS
EHREEE (5
m , example.com ),
b. £ ‘BENEM" T ,F
2 IP #bik = Amazon
EC2 =4l ID &R
FEMRBIEREERN
BEX, flm, &9
DB EERNNE
fAfunctionHi2H
Lambda BREIEY B FR1ER
{E3REM Lambda B
BHEA L EEER NN
HfAname A RETH T 4
ESRBI R I B FRo

9. i&#E Register service instance GEM RS SEH).

AWS CLI

BRI RegisterInstance iHRAET :
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AWS Cloud Map

FRARER

« W FEE Serviceld EEMBRS TEXKEAN DNS 2% , MLESHMS
REXTARREH —FIER.

« MRS BFE HealthCheckConfig , MRFZTIRRKREE B FHiRE I EESITRE

&,

« BAETRARERSERIMBOREHTIESFMAEXEK,

ffAregister-instancem S EMRE RG] ( HredBEERIBEHE)

aws servicediscovery register-instance \
--service-id srv-xxxxxxxxx \
--instance-id myservice-xx \
--attributes=AWS_INSTANCE_IPV4=172.2.1.3,AWS_INSTANCE_PORT=808

AWS SDK for Python (Boto3)

1. WREMEAREE Boto3 , MALAELAHEIRE, BEEMEMABoto3MHA,
2. S A Boto3 H#¥f servicediscovery AEZHRS,

import boto3
client = boto3.client('servicediscovery')

3. H&EIREX RegisterInstance ERAT :

« WFHEIE Serviceld EEMNRSHENHIEN DNS iBF , HAESHNS
HEX el RREH — K2R,

Z2 [E) R BRRY

22 [E) R BRRY

« MRS BFE HealthCheckConfig , MRFBETRRKREE B FHIRE I BRESITRLE

&,

- EAETRARERSERMOREHVIEFMAEXEK,

EEM RS EfHlregister_instance() ( FredBEEHRNEBCHE ) -

response = client.register_instance(
Attributes={
'"AWS_INSTANCE_IPV4': '172.2.1.3"',
'AWS_INSTANCE_PORT': '808',
b
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Instanceld="myservice-xx',
Serviceld="'srv-xxxxxxxxx',

)

# If you want to see the response
print(response)

510 B %

'OperationId': '4yejorelbukcjzpnr6tlmrghsjwpngf4-k95yg2u7',
'ResponseMetadata’': {

1 [ | 1
« e e e e

}I

5l AWS Cloud Map BR%%-3< 4l

EEEEHARSEIMIBRSEFNIIR , FRITUTER,
AWS Management Console
1. E3F AWS Management Console }#3TF AWS Cloud Map #Z&l& , Wik https://
console.aws.amazon.com/cloudmap/.
2. HESMBEKF , %3F Namespaces (T57 ZE[H)o
3. ERITEBENHIIHIRS KA RS #Yh & 2= R 8B o

4. ERATOIRBSKNOINRSHEN. BFERSKOTEIXRMIR, BUUNERRFERS
i ASKB 1D LB ESSH,

AWS CLI

«  fEMlist-instances@®HIHARS KRS ( BEECHredEBERIZE ) -

aws servicediscovery list-instances --service-id srv-xxxxxxxxx

AWS SDK for Python (Boto3)

1. MBHMKREE Boto3 , MALERL KEIRE, BEEREMBoto3 B,
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2. B A Boto3 ¥} servicediscovery B#EZEHNRERS

import boto3
client = boto3.client('servicediscovery')

3. FRAIHEREEHList_instances() ( AEECWredBEEBHRZME)

response = client.list_instances(
ServiceId='"sSrv-xXXXXXXXX',

)
# If you want to see the response
print(response)
0 R B H
{
'Instances': [
{

'"Attributes’': {
"AWS_INSTANCE_IPV4': '172.2.1.3"',
'AWS_INSTANCE_PORT': '808',

.

"Id' s TI-XXXXXXXXXXXXXXXXX',

.

:]I

'ResponseMetadata’: {

1 [ | 1
« e e e e g

iy

E ¥t AWS Cloud Map BR%-3= 4l

BUURBEREEMNE , BIFHHEXERRSEH

- EFEE  IRBEFIMBSKIINNEEENEMAE (BREENELE ) , WFEEEREMR
SROIAEFEERBE. REPHSRIRES TR EMH AWS Cloud Map BRSSSEHI , J1ARSSSLH1
ID EEIH RS KAFIKISEH 1D,

HE , BALUER RegisterInstanceAPl, EAIAEAMServiceldSHIEEIN B LB MRS HY
ID, InstanceldHEFMIEEHME,
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- REHEENEY  WRERAFLEEMRSKAINBENEMY , WEFEFEMZKE. BREERH
XEE, BESR EFRSRGE B ENLE M,

ERARSS RPN B ENLE M
1R E R 25 SR IR B 2 SR

1. &% AWS Management Console F#3TFF AWS Cloud Map #2#l& , Mt A https:/
console.aws.amazon.com/cloudmap/,

ESMBEEF |, %F Namespaces (G8& ZEH)o

f£ Namespaces (R ZH) RAL , ERITERA T EMRSZHI RS & 2206,
£ & Z=E : namespace-nameTUH £ |, EF AT EMIRSZHIM RS .

£ S ervic service-name e: WH L |, EFEFEHH RS SZHIH B 7o

£ Custom attributes (BE XE ) T , &R Edit (REH).

£ “RERS LS : instance-name” WE L , i, BRIEFEENLEM. BALLEFRNE
BN ENE,

8. i&# Update service instance (E#F RS EH).

N o o &~ w0 b

5485 AWS Cloud Map BRES=451
PHAFEBCEEM EFEA RS EMVAERSES |, RS eMBRIRS .
ERUHEMBRS =, FHRITUATERE,

AWS Management Console

1. &3 AWS Management Console 337 AWS Cloud Map #2#l& , it Hhttps:/
console.aws.amazon.com/cloudmap/,

ESMEKF , % Namespaces (58 ZE[H).

RS E BEUHEM A RS LI 5 & 2= R AL,

R ZEE : namespace-nameTUH L |, %EF A T IEMIRS=HIM RS o
RS : service-nameTWHE L |, B EBUHEMA RS =H,
EFE,

WIAEEBUE MRS =6,

N o o ke Db
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AWS CLI

- fEMderegister-instance@mTEHERES:M (HEBRNBECHWredE ) . L SHIER
Amazon Route 53 #J DNS 18X K R IEEXRH] AWS Cloud Map SIZMFIEETIRVARE,

aws servicediscovery deregister-instance \
--service-id srv-xxxxxxxxx \
--instance-id myservice-53

AWS SDK for Python (Boto3)

1. WREMAREE Boto3 , MALAELLAHEIRSE, BEMEABoto3MiHA,
2. S A Boto3 H¥f servicediscovery AEZHRS,

import boto3
client = boto3.client('servicediscovery')

3. FAEBUEEMBRSEFlderegister-instance() ( FHEBERANEECHredE ), S
fiBR Amazon Route 53 #9 DNS i F AR R g EEH| AWS Cloud Map SIEHFIEETRRE
&,

response = client.deregister_instance(
InstanceIld='myservice-53",
ServiceId="'SIV-XXXXXXXXX",

)

# If you want to see the response

print(response)

A5 W) RS2 i HH

'OperationId': '4yejorelbukcjzpnré6tlmrghsjwpngf4-k98rnaiq’,
'ResponseMetadata': {

1 1. 1 1
o s e . o s e ’

}I
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Z 4 AWS Cloud Map

ZEEAWS REFZE, N AWS &P , BUUNETRNBEARSHELZ L HRBEA LN ERMAEN
HHEHOMMEZREP R,

RERMFHEEE AWS W3 E, REHEEXFEBHRAICHN Z2MNEh WM .

« TEE — AWS ARRIPE AWS ZHIETT AWS IRFSHERBEN, AWS ENBREFTUREER
RIBRSS . #F AWS EMMITRIN—82 , E=FFRARFERANANMBIIZ L2 HENEIME. BT
fRE A EMIT R AWS Cloud Map , S HZEM 1T RIXI 2 HEE ARIAWS RS .

« DIREE-BHNREREERN AWS BSRE, EEFENEMRARNT , SFENHFEHHR2
. BRANERANERREREN,

DT XA ABE T BaEER s BIEE R AN A AWS Cloud Map, WA T E& [ &S 44 i@ 1T
& AWS Cloud Map M R EM R & MEMM B IR, #5553 ST T AWS BR%S A B A
AR EH AWS Cloud Map &R

£

@A T ldentity and Access Managem AWS Cloud Map

« MHERIE AWS Cloud Map

« ¥)M7E AWS Cloud Map

- FHERIEEZS AWS Cloud Map

i& AT Identity and Access Managem AWS Cloud Map

AWS Identity and Access Management (IAM) AWS RS T #EIEE R £ & iR HIX AWS BRI
R IAM BT 7 42 5 1 AT LA AT B B RIE ( &5 ) MR (ABEMR ) A AWS Cloud Map B,
B LAERA IAM AWS BRSS |, TEXNEINTEA.

£

- BX

- FRASHHITEHRIE

- ERARBEERR

SHMAREE =
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AWS Cloud Map FERARER
« 414 AWS Cloud Map 5 IAM BA

- ET5HMNEBRH AWS Cloud Map

- AWS HIEE X B AWS Cloud Map

« AWS Cloud Map API fX{ RS #

« X AWS Cloud Map & 43 #17 [7] 2 17 S 5 BR

2R

B E A AWS Identity and Access Management (IAM) @8 AE , E4AEUR T IEFT#MA T4
AWS Cloud Map.

ARS5 A P - RAEE R % AWS Cloud Map FRSSER TAE , MEMNEE R 2N SR HAPTF T UENN
BR. Z{fREAEZ AWS Cloud Map ZhEERSTTR TIRET , IRATREREFANNIR, THMNMAER A
NREBTEOERERBFRESHNR, MRETTEHR AWS Cloud MapF HVHHE , 1EZH Xt AWS
Cloud Map 5 15 11/ [F1 # 17 i HEBR o

RS EE Q- MREHRT LT AWS Cloud Map &R , M ATgEfBE T2 H AR AWS Cloud Map, &
B TER T E SRS AR5 R L AWS Cloud Map JHRERIBIR. R , B4ME IAM EE AR
RIERUEXBRFSAFHNR, BEFZIALNERATR IAM WEERE S, EFATHRENLQT
A IAM 5B S A AWS Cloud Map , 55 R 21/ AWS Cloud Map 5 IAM Bt &£ A,

IAM BEER : IRER IAMEER , BUREFE T HRUARERKUEEI AWS Cloud Mapiy i/ 8]
RRWIFAEE. EEFLALUE IAM FERAK AWS Cloud Map ETF F MR RS , E5H. &
F & 13 # 5K B =45 AWS Cloud Map

£ B 02 1T B AR E

SHKIFEE AWS FHSHEIEREN AR, B4 IAM AR S4E38 AWS KRR T
IAM B3 TERRIE (B2FAWS ),

B A EABEY S MRRENEREL AWS BRE 511 EFK. AWS IAM Identity Center ( IAM Identity
Center ) AP, RLAFANEQIEZEHRIELUREN Google B Facebook M EKE B KRB,
LEUBKEBRERN , SNEERLGER IAM BB T BHRKERIE. HIREMRKSHR AWS
i, R R EREE— 1A,

BFEEHNAFER | S LIES AWS Management Console 3 AWS 15[H7TF, BEXBEZNEZER
AWS | FZ5 (AWS B F AP IER) PRVATE FEE AWS 1K /Y,
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WMRE AWS BURTEFXNIFR , N4 AWS BRERETF AEH (SDK) Miarw1T#E0 (CLI) , LMEFAE
HEENERFTMNZLSE, NRERERAAWS TE  NXAFTECZLEBER, BXEAKENSEE
TXEBERNEZELR , H55H (AM BFERE) WA TEE AP i5REAWS £ 4,

TieERAREHGRIESE , CHRTREFERHHMLTLER, Hll, AWS BUEERAZESHRIE
(MFA) SkRIREKFHNREM, ETRESER , 5256 (AWS IAM Identity Center AF1ERE) FHNZ
ESHRIEMN IAM AFEE) R/ IAM FHAWS ZE S G KIE,

AWS K 7 root A F°

BIZE AWS Ik, BEXRBER—NBFREN , ZEOTUAZT2LRKS FHRAERIERE AWS RS M
Ro LEBEHI AWS K/~ root FF , A& 0IEMK 7 B 6 F 49 B8 F iR 4 3tb 41k T 23 68 2 SR BN W] 13 )
Z5M. BARNETEEARAFNITERES. RPFRAFEIL , HEAXEZIERKITRA
FPRIBRITHES. BXERGUBAFFOEZTNESHTEIR , 5K IAM AFEEFNEE
BAFFIUENES,

oS- g7

FEARESXREK  ERAXRAF (2RFEEERALRANROAF ) ERESHREBNERS S ORIE
AWS R S5 B I B UE B 1T U5 R

REGHRIEZNLULAFBER. Web B4R, Identity C enter BRAMWAF , REFAEH
AWS RS BN B oRIBEHNEEFTIHEANAF, AWS Directory Service B4 & 1415 18] B AWS
K, i EAe | ACEAIGHES,

EEFEBIHRINE , BWWEFEHA AWS IAM Identity Center, &7 BLFE IAM Identity Center AR 812 F
FREE S LEEAESIEECHNEORTN—EARAFNEE , UEZENAE AWS K-
RARFEHEM. H> IAM Identity Center ISR , {5 % AWS IAM Identity Center FF3gRF /YT
Z & |AM Identity Center ? .

IAM A P a4

| AM A 7= RI& AWS Ik RSN NARMEARFEARERRNE G, ETERNERT , RINBWE
ARG EIE  MARGZERSKHZIL (WEBNEHEESR ) WIAMAF, B2 , IREF-ERE
MEAZRFERBZIELUR IAM AP , BUERRIBRRHA, BXESEE , B2H (AM AFE
M) PRNTEERBFEIUENASL , NEZEZENEHHRER.

IAM AR —NEE—H IAM AP E R, BTeEFEREANEHESR, BUUFERAR—IERNZINA
FPIEENR, MREEAEAF , FRATUTERWMEERAFRNIE, il SaUBE—1 8 NWE
4B | IAMAdminsH B 1ZEARE FEE IAM BIEHRER,
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RPREAeTE. AFE—5EMARINARFXE  MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHGNEILE. ETHRESER , 55K (AM AFERE) F/ IAM A7
REIEESVS

IAM B

| AM B ERELNBEERENR AWS IKF W& M. BERLT IAM AR , EEREARTXEK. EXE
FIGRETEE IAM & AWS Management Console , S LM A FEI#E] IAM A6 ( BE5 ) . &1
LUEd A AWS CLI 5t AWS APl RERFERABEN URL RRAEE, BXEAACNEENESE
B, #EZH (AM AFER) FRRAREHN G .

BB EIER IAM SEEUTERTRER !

- REAFR  EAKEFAIENE , FURAGHNAGENNIR, HRE5OHTEHR
R, ZEOHEAEHEXBRAERETFHILACEXHNNR. BXATERSSMRIINAEHNE
B, BEZH (AM AFER) PREXNE=ZFSOREECUEEAE (KREFHRIE) . MREFEA
IAM Identity Center , IFEEFRENRE., NIEFHIENESHGEHTEORIEETUHRIBAR |, IAM
Identity Center FHXPRES IAM A A BHEXEK, BXNRENEE , EZH (AWS IAM Identity
Center AF1EE) HHNIRE,

 ImEt IAM BPRER - IAM AR ARA IAM AFSAS , LRSI BEESHTENR,

. BIKSEE : SALMER IAM BEMAEREKS FHEMA (ATEIH ) HESGHIKS R R
B, SERETEESBAMBNIESR. B2  NTF LR AWS RS | £ bUT 5 E
MEER ( MAEEAAGENRE ) . ETRATEKS FHANAGNET AR ERK2 HH2
81 , H2H IAM A SRR IAM BT SRR

- BIRSIFR — B AWS RS FEREM AWS IREIRESHHIThEE, Flin | ¥EERSHIKRITHRIF
B, ZRSEE ST Amazon RE{TR AR EC2 HIE Amazon S3 FE#EN R, RS TEELEH
RXEARANEENNER, FARSACSMERRSHEXSERNITIHRE,

- BRIHELE (FAS) — HEEA IAM AR ABEFRITRER AWS |, BEMAEZIEA. FH
HERSH , BAgESRMT—NMNRE  ARLBREEHMERES B35 — M. FASERRAA
ZREAWRIAK AWS R B T ERFSAHIFERHER, AWS RSREYRSKEFEESH i
AWS BES RBBRREFRETRNERN , T 2% H FAS R, EXRERT , BAMEFRT
XFTHRENNR, BXAKH FAS BRINWEREEFE , BSRERTRSE,

- RFAE - RSACGRRSAREELWIK, PRTRIEM S R IAM A€, 1AM EE G A E
IAM eI, EHRFRBRES AR, BXEZEL , S5 (AM AFER) FH6IED AWS Bk
SERNRHNAE,
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c BEHEXAL-RSEXAGRE—MERINESHE, AWS BRFRSTURARRENITERE
MAe, RSEXAGHIAEEHT AWS IKF |, FEERSAAE. IAM EEAJUESETRE
YmiB RS MR A BRIRR,

« £ AQ@ mazon LiETHIN AR EC2 — BAILIER IAM ARERERE EC2 Rl LiETH A H
AWS CLI 2 AWS APl ERFI N AR IGEHE R, XEb7E EC2 EHIHhFHIFRIZBAE T, E
71 EC2 £fl0 8 AWS AEHEETHEMENARFER , BFEZ0E — MM EZS= A L6
BEXH., ZHBEBXHETEZAE , HAWHE EC2 X4l LETHREFRERMESR, BXEZE
B, &SR IAM AFREEFHNER IAM A E7E A mazon EC2 £6] LiETH N ARF R FNR.

£ F SR E IR 1 ]

BT LA AWS B 02 R EE O EM IS AWS SO A RKZHFHRNR, REREPH -
XRAWS | SEFHHARREKN , ERELENR, AWS EEHEA (A, root AFHAGS
H ) RHERTAEXLRE, REFHNRBERATERELER, KRSBERKELL JSON X4
By AWS FERF#EEH. BX JSON KB XENEMINANBTNESEE , BHSH IAM AFEEHH
JSON ZREEHEN

EIE R A LAER AWS JSON REERIBEW ARG RMF L, HHRYH , BANEEATLIMT AR RINITER
1, UREMFAZRHETHIT,

RIANBRT , BRPMNAREKENR. ERFAFPXNMERRIITRENDIR , IAM BEERA TSI
IAM KiE, EEABEUAOBSENM IAM XiE , AR URAAG,

IAM KRB E BREMNRIR , TR FEBERAMMSE EZRMTRE, Bl , RREBE— A iam: GetRole
BENKRE, WA ZERHN AP AU AWS Management Console AWS CLI, = AWS API SRER& &

F8.
ET BRI RES

ETHHNRBETUMMESZH (0 IAM AF, AFASAE ) B9 JSON RRREE A, XL R
EHEIRFMASAEMPRA TN BERRTHBERE, ETHRNTOERET HHRRE  FSH
(AM RF$Em) FHEAESEERBE L EHE YL IAM IR,

ETHEHNRBALUE -SARNARKERIEEXNRE, ARKBEERALENINHS, 45AG
o HERBRMIMAKRE , SULLEERMIIFHS I RS, HFEANAE AWS IKF, RERKIE
AWS HERBMEFTERE, ET7THNMEEERBNARKE CERTERE , BS6H (AM AF
B PRERERBSNEBRERM < B#HITER,
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BT HRMN R

ETRIFH RIS M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHMERE., EXFETHRNRBHRS T , RSEER JMER CINREHIIE R
BREVEE. N THEERMMKRBEH TR , REEE IS EEE AN 2R RNTHREREAREF LSRN
THIT, BXTEETRFENRBRIEEER, ERATNSEKS, AP, A, BRERAFH AWS

e

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPER IAM Y AWS £EXR
B

hEEFI5] & (ACLs)

TGR4EHIFIR (ACLs) HPLERIEA (KFRR, AFRAE ) ARBLARK. ACLs EETHIFH
REERE , REEAITEM JSON KRB HEER.

Amazon S3 #l Amazon VPC B2 Z#FH RS R~ ACLs. AWS WAFE THEZ{EE ACLs , ESH
(DB EEE#RS T AEIERE) PIIHRZEF TR (ACL) Bl

HREgRE

AWS XIFHMAARERAREERE, XERBRBTIREER ANKBRBEQER FHRANR.

- RRLA  NRLAR-NERBE, AT REETSOREBEALN IAM X4& (1AM AFHA
2 ) BFHNRANR, BANKBRENRLR. SEERNRRXEET HOHRBERENRIL R
MX&E. & Principal FEERAFRACHETHRNVRBEAIZNRLARS, E-TRBEFHE
RNELFEZ AT, BRANRLANESEE , FSHEIAM AP ERTH IAM EERRERD 5,

- RS IEHIZKRE (SCPs) — SCPs 2 JSON KB , ATIEEPHLARAL LN (OU) WERANE AWS
Organizations, AWS Organizations = —BA T ENELAENZ AWS K/ DT o HAMER
EENERS. MRESAHALTHMETIEE , WA LUGARSEHIKEE (SCPs) NA T ENE/RME
K, SCP BRAEIK A MKF HHISEHE (2FESD AWS IKFRAF LK ) PR, A% Organization
SCPss MINEZE L |, 219 (AWS Organizations 15/ YIRS 32 HI R,

.« BIR¥EHIXKEE (RCPs) — RCPs & JSON Fg , A LUMEAERIREK S RRNHEATAN
R, MEAEEFH NI EHENESNERN IAM K-, RCP BR&IRK & MK ERONE |, 3
AREEMEH (BEEM ) WERNR AWS IKFIRAF , TRXLEFHERE TEMNELR,
A< Organizations FIE Z{E 8 RCPs , 8% AWS RS ZX#EH%IEK RCPs |, i55 1 (AWS
Organizations FIF18EE) F A R IRIZ SR (RCPs).
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- 2EERE  SERBREIAEUREAANBERKES AT IZIGR 2ERMEN SBUL BN S KK,
ZRAFENNREAFIBENETEHNRBMNSERBHTE, NREBALKEERETHRAK
B, E—TIRBETNENELFEEAT. BXEZER , FSH IAM AFEEHRHNSERE,

S REERE

SN RBEWRBEEA T —MERE , ERORREMERNELIRE, ETHRESRSHREEER
W AWS BERBAWER , F5H IAM AP BTN R ITEEE,

#n{al AWS Cloud Map & IAM E2& fiE A

EERA IAM BB RIAR 28] AWS Cloud Map , 155 7 S8 HRLE IAM TheE R £ AWS Cloud
Mapo

IAM 454E AWS Cloud Map %%
ET S ORER =3
ET RRAY KM -
REHRIE =
EHEEGRE (BETRS ) =
ACLs a
ABAC ( R AIFRE ) =
HBRIEFRSE (FAS) =
BEAE 5§
RSHEXRAE -
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E2ME 7% AWS Cloud Map AR Eftt AWS [RZ TS K28 IAM heeEL SR , E5HE IAM AP
EEHHNE IAM B & FERRAWS RS,

ET 548K AWS Cloud Map
TRETHHNER : 2

ETEHNRBETUMMEEZH (N IAMBAF, AFASAR ) B9 JSON RRREE A, XLREE
EHIRFMASREMPRA T BERRNTHERE, ETHRNMTEZET HOMRE  FSH
(AM BiFfEr) PEAEFEEREERE LB EX IAM IR,

B A IAM ET 5 BME | BALUEE AW RIES 0 RIENTRAR AT RELRIENRIE, 5
EREETHANERPECIH N CEATEMMOAFRAE, ETHTE JSON KM {E
RWFETE , %55 (IAM I 455) ®i9 IAM JSON B T %31,

ET 5A 8K =5 AWS Cloud Map

E&EFH AWS Cloud Map ET S HREEN RG] , BSH. ET SO ER TS AWS Cloud Map

REE T &R BER AWS Cloud Map
XBFETRENERE : &

ETRIFHREE M N BRAY JSON KM, ETRFHRENRESHE IAM ABEEREMN
Amazon S3 FEMERE, EXHETRARNKBHERES T , RSEEAAUERCIREFHNBFER
REVTAR. X FHEEPMMNRBEE TR , RIEEIEEEET X 2R FRRATHLEREUAREFLZMH
THIT, BLFEETRENREPEEEE, ZEREATUEEKS, AR, A2, BERAFH AWS
AR5 o

ESABK/ER , SR CHEANKS SHEMKS P IAM KEEENE T RRNREDNERE. &
BKFEHEAMBETHRNERARBYGEXRRTEN —F¥ME, AZRANREL T FEMERN
AWS TKF , AIEIKF R EY IAM EEE R ESMEEEARE (AFRA® ) RTFBRBRHNR, i)
BEFETSONVRBHINBSNEUR TR B2  RETARNKRBELE —NMNKSPNECRT
WERR , WFFEZINNETEONKRE. BXESZER , H5H (IAM AFERE) F1 1AM 8
B0 P B R 1R

B BR 1735 AWS Cloud Map

XEBREERE: R

#f AWS Cloud Map 5 IAM B & 84


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS Cloud Map FRARIER

EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

JSON REEHY Action TEBR A A TERKP AVRIEL B RINRE, RBREBEESXEKN AWS
APl BRIEE R, B—LEHIINMER , HIAURBIE AP BENXRENR R1E, TF - LREFTEERK
RRITSMNMRE. XLEMINRENINERERE.

HREEF L ERFEUR FHATREIREAIRR,

E&EE AWS Cloud Map 5% , B5H (RFENZSE) AWS Cloud MapH E LHVRE,

EERITHI RS IRETE IR /BT AWS Cloud Map ER AT I :
servicediscovery
BEEEMEAPIEESIERE , BEAESHEMNRT.
"Action": [
"servicediscovery:actionl",

"servicediscovery:action2"

]

EEE AWS Cloud Map E£T BRIV RA , B5H. ET 5 HHEBE RS AWS Cloud Map

HY R R AWS Cloud Map
THEBRTR 2

EE R WLAER AWS JSON REERIEEEERRIBEMF L, BRER , BN EETUANT AR FRITER
1, AREMAAZRHETHIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BIXTEE Resource
NotResource T, ENBEXE , HFERH Amazon BEEF (ARN ) ERR. N TFXFHE
BRER (MR BRBERENR ) WigE , BOUBRITHIRE,

NFAXZEFRBRENREORE (WIHRE ) | FEABES (*) BREINATHRERR.

"Resource": "*"
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E&EF AWS Cloud Map BREHKHFIK ARNs , FSH (RFTENSE) AWS Cloud MapHiE XL
RR. BETHRAUEBLREFIEESNRIEN ARN , iS5 AWS Cloud MapiE XV 1E,

E&EF AWS Cloud Map ET SN KRB RE , HZ5H. ETSHHNEE RS AWS Cloud Map
By SR BE S 4 2848 AWS Cloud Map
XREETRSNERITHER : 2

EE R WLER AWS JSON REERIEEEHERRIBEMF L, BRER , BN EETUANT AR FERITER
1, UREMAAZKHETHIT,

f£ Condition Jt¥& ( = Condition k) A , AL EBAERMNEZH. Condition TERTIE
N, BUUCEFERAZGZER (i, FFHNT ) BEHERER , UERBPHNFESERPHE
FTE,

MREE-—MEAPEESZ A Condition THE , WEEA Condition TEFEESZME , I AWS
EFAEHE AND BEIFHEN]. IRENENMFHREESME , NERABBORZER AWS WhESK
fro ERTFEUNNRZALITRBBENRMSE,

EEESHN , ZUAUERSUFEE, S, REEFEA IAM AR 4512 IAM AP, 888K
HETFHRRRNNR BXEZER , F2H (AM BFEE) 78 1AM ERTE  TENHZ,

AWS X EF2RFABANBETRSHFZAZH, EEEME AWS 2/5FM4E , E5H IAM AF#E
MTNAWS £B&EH L TXEHR,

EEE AWS Cloud Map &# &K , HZH (RFRNSE) AWS Cloud MapFHIZRHEH. E
THRALERZGRNBENTR , B2 M HEELERE AWS Cloud Map.

AWS Cloud Map X#EFUTHETRFHFRMHEN , B UMEAXERARANEN IAM KIREMN
BE Y% o

servicediscovery:NamespaceArn

— NS, BRI BUEEM XA ZH A Amazon FHRE R (ARN) BUEREN Ko

servicediscovery:NamespaceName

—NEEFZM , BAUEEEXDEZENBHURBX R

servicediscovery:ServiceArn

—ANEEZM |, BAIBUEEMRXIRSTRY Amazon BIRE R (ARN) SUREIX R
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servicediscovery:ServiceName

—NEERZY |, ERIBUEEMAX RSB FRIREY Ro

EEE AWS Cloud Map ET B HVRIEEVRA| , B5H. ET 5 HHEB RS AWS Cloud Map

ACLs in AWS Cloud Map
¥ ACLs : &

mEZEHE SR (ACLs) ZHIMLERIEA (KFKA, AFSAR ) ARBRAR. ACLs SETRIFER
REEREL, REEMAER JSON KRB HEER,

ABAC with AWS Cloud Map
X ¥ ABAC ( REEHFMIFIRZE ) : B

ETEMENILRES (ABAC ) B—REDURE , ZRBETEERELNR, EH AWS , XLE
HMRARE, BASUHIREMINE IAM K& (AFHAE ) MFS AWS BF, RICKEMTRZE
ABAC M —%. RFEIRIT ABAC K , UEEHANIREE M= 15 R FRRE TE A o VR
=

ABAC AIREBKWIMEHIERH , AERKEELFEBAER T AT RERE.

EETHREEHEER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys REBERMBNIZH TEPRUFZEE,

MRENBRSEN TEMERREBIFMAX=AFMER , IXTZRS  ZENR. NREMRSN
NTEDRFRBEIIGAAAEX=ANZERE , NZENFD

BEXABACHEZEE , 2R (IAM AF1ERE) RER ABAC BINENNR, EEFIZE ABAC
SHRNHE , B5H (AM BFER) PNEAETEMNIHRIMNRIZES] ( ABAC) .

T EHE$H 5 AWS Cloud Map
X FIEAELE : 2

HREAIFHER R R, HL AWS RS FRER. AXESZER , SEWLE AWS RS ERTIE
BHES |, 5 IAM AFERFHAWS S 5 IAM BEEANER.

WREFEARAFENBEBZANEMRSEEZF , I AWS Management Console £ A HY 2 IEEHES
Plan , H4& AWS AL BB QB R (SSO) @E# T HE |, ZIBL B tIRIGIHES, &3
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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RPahEREfEe  RAEURAGE , EE2E30RIGREILE. AXURAGHNESESR , F5H
(AM FFisRE) MRS IRE IAM A6 (258 ) .

B LAER AWS CLI 2 AWS APl FEIIZIGRHES, ARG , &0 LUER X LI HE B # TR
AWS, AWS BIUZHIZERIGEFHES K MAREAKBHRZEA. BXEZELE , BESHR IAM FH
IS Bt & 2 &I,

¥ & 15 R £1i& AWS Cloud Map
TEHERBELE (FAS) 2

HEER IAM BFRBeEFRITRIEN AWS , BEUANERA. EARLERSH , W27 —
MRIE , ARMBREEEMBBRSHEHSE —MEE. FAS ERAAAZRANNRUK AWS RS @T
RS A HERBER. AWS RERFURFSKIFTESHMM AWS RS REFRXES BESTRRIER
B, F2RH FAS iR, EXMBERT , BLMEERITXMIURENNIR, BXAKH FAS 1EREH
RBEFAEE  FERERTRSE,

AWS Cloud MaptyfRE A
TRBSAR &

RE AR -—TRSEE, KRRENTREN IAM A€, IAM EER AL IAM PO, SRl
BRESAR. AXESER , 2R (AM AFERE) FHVEIER AWS RSZERIENEE,

/A Warning

EFRRS B BN R ATAES IR AWS Cloud Map #YZhaE, RAEFE AWS Cloud Map $24ti#g 4
ESNFRERSAG

RS XA E AWS Cloud Map
XERSHEXAG &

RSHERABR - ERSHEXEKN AWS RERSF AR, BSTURARKRENTRENAR. KBS
BAXxABHNELZNS AWS IKF |, FBEARSHE. IAMEERTUEEETREERSHEXAE
YA PR o

BXREUBRFEERSERACHEMAEE , FSHEEES IAM BEEHANAWS RS, ERPEXRRS
MXABIHPEE Yes R, BEREEUERTZRSVRSHEXABN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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BT 541 KE B AWS Cloud Map

RIMBERT , AFNAELRECERIER AWS Cloud Map BIRMNNR, it FTEER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS API {1 {T1E%. ERTH
PRAERBRHRTRENNR , IAM EEZ ALAGE IAM Kig, EEABEAUAQARRNJIAM X
B, AFAURABE,

BT RUNMAERXL RG] JSON REEXHEGIEET IAM HHNEE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

A<M AWS Cloud MapEX WIREMTREE (S FEHRREENESX ) WIEAEE , H358 (R
EZ/RMNSZE) AWS Cloud MapF I RIE, FREMFZH24. ARNs

£}

- RMREXE

« {#£H AWS Cloud Map ##l&

« AWS Cloud Map 24! & [ 7545

« A AWS Cloud Map FIF & & B © IR

« RENFFAE AWS Cloud Map & R #9152 BN BR
+ AWS Cloud Map AR %5 3241 =51

« )7 AWS Cloud Map RS R4l

« Bl AWS Cloud Map & Z8 8] 7451

REERIERE

ETHONRBRE T EARBAUUELENKS PRI, THRSMER AWS Cloud Map B, XLRHE
AREREE AWS IKF A RA, tIZREEET HHNREE | HEEU T ERMEI

- FTIREER AWS RE R H RO RENRNR — BEFMEAASMITERERR TR , SEANTS
FIRAGIRTRRNAWS HE R, ENERNRERITRA AWS IKF, RIMBWEET E LEXY
BRI RABIEY AWS B IEERBKAE—SRINR, BXESEE , S0 (AM AFER) B8
AWS FEEA RN TFRBEERAWS FEEAKRK,

- NMARENR : E£EH IAM REERENRE |, BFEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHERE , SR NRENRIFTT, EXER IAM MANRNESE
B, BEZR (IAM AFEE) R IAM F YR B FNIER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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o {8 1AM RKBE R B S — S BREITH RIAR ;48 A7 LA [ 5K B 7 00 5% 44 SR BR A X R AE RN BR A 17 ) o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY , Tt AT BAE A SRR B T30 RS R AERY U5 R BR AWS BRSS |, lEn AWS CloudFormation. &
REZEER , 72H (IAM AF1ERE) B/ IAM JSON KEETE | &,

« {£/ IAM Access Analyzer BIERH 1AM KB , IR BN L2 R IHEEME — IAM Access
Analyzer 2KIFFH REEMIM B KR , LBERKERFS IAM KEIES (JSON ) M IAM HESE
. IAM Access Analyzer 12 100 ZUURBEREM IIRENEN , UHBBHEFELZS BIEEMLBEN
Kig, BXEZEE , 520 (IAM AFER) &M IAM Access Analyzer K KB,

- FEZESHRIE (MFA)-IR AWS IKF N7 2FE IAM AFHEBRAF , 8 A MFA SRS R
=M, EERFAR APIHRERNEE MFA |, B MFA 47BN EKRES, BXEZER |, 5
5 CIAM AFiER) FHER MFA R API 15[,

BX IAM HREXENESER , B2H IAM AP EREPH IAM PR Z £ HESIR,

f£/H AWS Cloud Map 2414

Ei7[F AWS Cloud Map & |, B4ARE —AKENR, XENXBRLAAFEIHNERFTXE
#9 AWS Cloud Map R FHES AWS KPP, MRIBEAFENFRENRENKRNETSHNEK
B, NTHMNTIZRBHSME (AFHAR ) | BT ERMBERET.

NFREA AWS CLI 5t AWS API WA, BEFANEREFEEZHENR, R , IRFHRSEH
ZIAMITHY API R4EME TE AV RAE,

RNBERAFNAGRMARFLER AWS Cloud Map #4414 , EEE R AWS Cloud Map
ConsoleAccess@ReadOnly AWS REE R INEIEE, BEXEZER , 25 (AM AFE
) AP RINR.

AWS Cloud Map | & 1 [7] R~ 41

ER TN AWS Cloud Map ZHEHTLILRNR , EFBHEUTHREBEHR TR

JSON

{
"Version": "2012-10-17",
"Statement":[
{
"Effect":"Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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"Action":[
"servicediscovery:*",
"route53:GetHostedZone",
"route53:ListHostedZonesByName",
"route53:CreateHostedZone",
"route53:DeleteHostedZone",
"route53:ChangeResourceRecordSets",
"route53:CreateHealthCheck",
"route53:GetHealthCheck",
"route53:DeleteHealthCheck"”,
"route53:UpdateHealthCheck"”,
"ec2:DescribeInstances",
"ec2:DescribeVpcs",
"ec2:DescribeRegions"

1,
"Resource":"*"
}
]
}
THREFENRHER

servicediscovery:*

RFENITFTE AWS Cloud Map #4E,

route53:CreateHostedZone, route53:GetHostedZone,
route53:ListHostedZonesByName, route53:DeleteHostedZone

LRBIZEFMIBR LN B FMFAE DNS @& ZEE AT |, 1EFKAIK AWS Cloud Map EEHEE X,

route53:CreateHealthCheck, route53:GetHealthCheck, route53:DeleteHealthCheck,
route53:UpdateHealthCheck

HIRELE RS T 28 Amazon Route 53 ETIRRK ER |, iEFKAIRK AWS Cloud Map BBz TR
MEE,

ec2:DescribeVpcs #l ec2:DescribeRegions

ik FE A1k AWS Cloud Map BB EHEE X,

ET B DN R 5
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72 ¥F AWS Cloud Map AAFF &% B S RINXR

ZORBIGER T BRI EE |, BLARYE IAM AP BRI EAS SO NERNEE R, R
DIEEEFE LSHER AWS CLI X AWS API B4R 5 TR LR ER AR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

ARFIIFTE AWS Cloud Map % RAY 52BN R

LU PRERE @ A P2 F 3 FrE AWS Cloud Map &R RiEiH R AR -

ET 508 RA 92
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JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"servicediscovery:Get*",
"servicediscovery:List*",
"servicediscovery:DiscoverInstances"

]I

"Resource":"*"

}
]
}

AWS Cloud Map BR3= 451 /=451

LUTREIERT —AMEREE  ZRKBOAFEF M. BUHEMMENBRS R, Sid HiE
a9 ID 2A%EH -

JSON

"Version": "2012-10-17",
"Statement": [

{
"Sid" : "AllowInstancePermissions",
"Effect": "Allow",
"Action": [

"servicediscovery:RegisterInstance",
"servicediscovery:DeregistexrInstance",
"servicediscovery:DiscoverInstances",
"servicediscovery:Get*",
"servicediscovery:List*",
"route53:GetHostedZone",
"route53:ListHostedZonesByName",
"route53:ChangeResourceRecordSets",
"route53:CreateHealthCheck",

ET 5 R R 93
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"route53:GetHealthCheck",
"route53:DeleteHealthCheck"”,
"route53:UpdateHealthCheck"”,
"ec2:Describelnstances"

1,

"Resource": "*"

ZEBRBETFIMNEERSEHIMENIRIENNIR, MREEANRLAHIFAE DNS vRZ=HE , N
% Z Route 53 &R , BN EEMAMEUE EM=HI8T , © AWS Cloud Map B2, E#HFMIER Route
53 ERZRMETRAKRE, FHBEER (*) Resource AiFTHE L ET AWS K FHEFTAE AWS Cloud
Map 354, Route 53 ieZRMzTIRAKE,

#12Z AWS Cloud Map B R4l

ERMAY IAM S 43812 AWS Cloud Map ARSSRIRERMEY |, BHARMERFFERFIEE AWS Cloud
Map 5% Z= R R BRSSHY Amazon BIRE (ARN). ARN @2#EXE, K ID ManE = A ID, BT E&E
THEZRSHIBRS ID B4 , Rt RNBUERABERF. LT RREE A RRH.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"sexrvicediscovery:CreateService"
1,
"Resource": [
"arn:aws:servicediscovery:region:111122223333:namespace/ns-
p32123EXAMPLE",
"arn:aws:servicediscovery:region:111122223333:sexvice/*"

1
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£/2 AWS Cloud Map @54 Z= 8] 7~ 45l

LTI RERATFAFCIZIERER AWS Cloud Map 5B ZE(H :

JSON
{
"Version": "2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"servicediscovery:CreateHttpNamespace",
"servicediscovery:CreatePrivateDnsNamespace",
"servicediscovery:CreatePublicDnsNamespace",
"route53:CreateHostedZone",
"route53:GetHostedZone",
"route53:ListHostedZonesByName",
"ec2:DescribeVpcs",

"ec2:DescribeRegions"

]I

"Resource":"*"

}
]
}

AWS BIEE KB AWS Cloud Map

AWS RERBEEZHAUEMEENILIRE AWS, AWS RERMEENTZELABIRMNER , LUE
BRUFBAAF, ANBESENR,

FicE , AWS HERB AT N ENBEASRTFRENRNR , BAEINTHAE AWS FF
Mo, RMNBVWBEIEXBETENERAZSNES EEERERE-TRDNR,

BIEERAWS HERKPENHNE, 1R AWS B AWS HEXBPENLHNE , WEHELE
MiZEREFTRERNFTEZRASH (AR, ANAR ), AWS RETREERIHN API RIE RS T
LAEF T AWS RS 19 API RERTEH AWS IEE XKL,

BREZER , F5H (AM BAFERE) Bl AWS H£E R,
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AWS IEEXKRE : AWSCloudMapDiscoverlinstanceAccess

&AL AWSCloudMapDiscoverInstanceAccess MidnZE| IAM =4k, B3 AWS Cloud Map &
I API 817 B AR

EEFRRBINR , SR (AWS REXRKSZE) Sl

AWSCloudMapDiscoverlnstanceAccess,

AWS FEEEKEE : AWSCloudMapReadOnlyAccess

&R AR AWSCloudMapReadOnlyAccess ByinEl IAM 3E4K, & FXIFTHE AWS Cloud Map ##EHN R
R B AR

EEFHREHNR , F2H (AWS BRERXEFHKSE) FH AWSCloudMapReadOnlyAccess.

AWS FEEREE : AWSCloudMapRegisterinstanceAccess

EA LU AWSCloudMapRegisterInstanceAccess MiMNE| IAM £k, BFF oA = E MBS R
ERUF AR |, H 2T MR BUE E M AR S5 S BI R AR

EERHRBHNR , H2H (AWS REXEKSE) i
AWSCloudMapRegisterinstanceAccess,

AWS £E XK : AWSCloudMapFullAccess

& T LA AWSCloudMapFullAccess MinZ) IAM 354k, REXIFTE AWS Cloud Map 1R EN T £
[ % PR

ETFHRBEHNR , 25 (AWS £EX KK SZE) K AWSCloudMapFullAccess,

AWS Cloud MapAWS 1 & R EFH

&% AWS Cloud Map BiZBRFSITHRIRFRIXLEERLAK AWS RERBEFTNFAER. ERBAXE
W EBNIREE |, BT AWS Cloud Map X4/ £ i2%k N E LK RSS feed,

0 iR =P
AWSCloudMapDiscove AWS Cloud Map B 7iX & 2023 £ 8 A 15 H
rinstanceAccess, AWSCloudM  BUR AR #r AWS Cloud
apRegisterinstanceAccess, Map DiscoverInstanceRe
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudMapRegisterInstanceAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudMapFullAccess.html

AWS Cloud Map FRARIER

B HiR =p:

AWSCloudMapReadOnl vision API®ER RN
Access— NI BEHEHNE R

o

AWS Cloud Map API X [R&#

FEREHREHHREETHME IAM FHNNRER (ETSHONER ) i, BAUERNTYIE
ERSE, ZHRBITES AWS Cloud Map API B4R I8 AR T iH R PRAVIRIE, EATLUE
ZActionZBRA RN KBIEEIRE, AXRESTEResourceFRT IAM R PIEEN R RENIFME
B B2 (REBHRSE) AWS Cloud Map#yigE, FRERMEZEZRE,

BRI LAE IAM KBS 2 AWS Cloud MapREFRMGRBFITRELRE, BXEZER , B5H (RS
WS#&) FH Condition keys for AWS Cloud Map,

EIEERE , BE API BRIEEMZBIEA servicediscovery B4R (
il , servicediscovery:CreatePublicDnsNamespace #l route53:CreateHostedZone ),

1T AWS Cloud Map #/EFFE IR

CreateHttpNamespace

FREBR (APl 1) -
* servicediscovery:CreateHttpNamespace

CreatePrivateDnsNamespace

FRERPR ( API 21 )

* servicediscovery:CreatePrivateDnsNamespace
* route53:CreateHostedZone

* route53:GetHostedZone

» route53:ListHostedZonesByName

» ec2:DescribeVpcs

* ec2:DescribeRegions

CreatePublicDnsNamespace

PR (AP )

AWS Cloud Map AP| X fR&# 97


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-policy-keys
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateHttpNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePublicDnsNamespace.html
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* servicediscovery:CreatePublicDnsNamespace
* route53:CreateHostedZone

* route53:GetHostedZone

* route53:ListHostedZonesByName

CreateService

FFEEMPR (APl #84E ) : servicediscovery:CreateService

DeleteNamespace

FTEER (APl #21E )
* servicediscovery:DeleteNamespace

DeleteService

FREMPR ( API#84E ) : servicediscovery:DeleteService

DeleteServiceAttributes

FREEMBR ( APl #84E ) : servicediscovery:DeleteServiceAttributes

Deregisterinstance

FRrEMBR (AP RE )

* servicediscovery:DeregisterInstance
» route53:GetHealthCheck

* route53:DeleteHealthCheck

* route53:UpdateHealthCheck

Discoverlnstances

FEEMPR (APl #84E ) : servicediscovery:DiscoverInstances

Getlnstance

FREEMPR (APl #84E ) : servicediscovery:GetInstance

GetlnstancesHealthStatus

FRrEEMPR (APl #24E ) : servicediscovery:GetInstancesHealthStatus

GetNamespace

FREEMPR (APl #84E ) : servicediscovery:GetNamespace
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https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeregisterInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstancesHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetNamespace.html

AWS Cloud Map

FRARER

GetOperation
FTERR ( APl #21E)

GetService

FFEER (APl #24E)
GetServiceAttributes

FTEER ( APl #24E)

Listinstances

FREMER (APl #4E )

ListNamespaces

FREER (APl R1E)

ListOperations

FrERER ( APl #24E )

ListServices

FREER (APl #4F )

ListTagsForResource

PR ( APl #4E )

RegisterInstance

FREMR (AP #21E)

* servicediscovery:RegisterInstance

: servicediscovery

: servicediscovery:

: servicediscovery:

: servicediscovery:

: servicediscovery

. servicediscovery:

: servicediscovery:

: servicediscovery:

« route53:GetHealthCheck
e route53:CreateHealthCheck
» route53:UpdateHealthCheck

e ec2:DescribelInstances

TagResource

:GetOperation

GetService

GetServiceAttributes

ListInstances

:ListNamespaces

ListOperations

ListServices

ListTagsForResource

FrEEMBR ( APl #4E ) : servicediscovery:TagResource

UntagResource

Fr&EMBR ( APl #84E ) : servicediscovery:UntagResource

AWS Cloud Map API f [R&#&
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https://docs.aws.amazon.com/cloud-map/latest/api/API_GetOperation.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListNamespaces.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListOperations.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListServices.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_RegisterInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_TagResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UntagResource.html
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UpdateHttpNamespace

PR ( API#4E ) : servicediscovery:UpdateHttpNamespace

UpdatelnstanceCustomHealthStatus

FREMBR ( APl #84E ) : servicediscovery:UpdateInstanceCustomHealthStatus

UpdatePrivateDnsNamespace

FREIR (APIHRE)
* servicediscovery:UpdatePrivateDnsNamespace
* route53:ChangeResourceRecordSets

UpdatePublicDnsNamespace

PRI (APIHRE)
* servicediscovery:UpdatePublicDnsNamespace
* route53:ChangeResourceRecordSets

UpdateService

FrEEMBR (AP #B4E ) -

* servicediscovery:UpdateService

« route53:GetHealthCheck

» route53:CreateHealthCheck

* route53:DeleteHealthCheck

* route53:UpdateHealthCheck
UpdateServiceAttributes

FREERBR ( APl #84E ) : servicediscovery:UpdateServiceAttributes

Xt AWS Cloud Map & 13 #1175 8] 1 17 # BE HEBR
FRAUTEERBEE U IS EEER AWS Cloud Map H 1AM B AJREIB ZIBY & I ) &,
FB

s BENEUTNERITERIE AWS Cloud Map

o« BREAIIT iam : PassRole
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https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateHttpNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePublicDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateServiceAttributes.html
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« BREATFEUIABA AWS IKF 15 R FEH AWS Cloud Map B

BEREU T ERNITERIE AWS Cloud Map
MREWEERRT , ERAEERIPITEMRE |, WA E RS AT IITZRAE

% mateojackson IAM AFZHERARBAEEFEBXREM my-example-widget BENIFHEE. ,
BFRHEEN servicediscovery:GetlWidget WRAT , @& E LT RAEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
servicediscovery:GetlWidget on resource: my-example-widget

FEHRBERT , BANEH mateojackson AFMIERE , LAFMER servicediscovery:GetWidget
BAEHRE my-example-widget &iRo

MBBEEHRE  FREREMAWS EER, FHNEEARRHEFZEITIN A,
RN IT iam : PassRole

MR BT —MEIR | RPBLBTINIT iam: PassRole B4E , MIAMEHMEBUA TG ABIERLS
AWS Cloud Map.

BE AWS B A ERIIAEABKEL1ZRS , MAREIRMNBSACIRSHERAR, it ,
LY MEB A ELERSHINR,

HE N marymajor Ky IAM AP =X E RS A AWS Cloud MapH#UITHRIER , 2K & U T RAIE
R, BR , RELAERRS AR TFHNRS ATITILRE, Mary TEBRABEEIIRSHIN
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE S b 4T iam: PassRole #1E,
MRIGEBEHEY  BFHRIALHNAWS BEER, FHNEEARREMHEZFEIIN A,
BRERAWTBEUANA AWS IKF 5B FEB AWS Cloud Map &R

ZABR—-1MAE , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BIEEEESEY , AURAAG, X TXHETRIFARERTEZEH IR (ACLs) WARSS , BT
158 P IX L5 SR BE (0] ATV R T 173 (R 8B B R AV A PR

REFR o



AWS Cloud Map FRARIER

ETHRESER , FZEAUATREA :

s BTHIEA AWS Cloud Map X#FXLEIhaE , S E a1 AWS Cloud Map & IAM Bi& o

- BT HBIARENSEENERNERNE AWS IkF | B50H 1AM AP EETRHEEREE AWS
K 5 — IAM B P R T R AR

s ETHNAEE=FRENESHERRAGENE AWS KF , ESH IAM AFERTHEE=51E
HIFER, AWS 0K

- ETHNMMES S ORERIERMEFRNER , F256 (IAM AFERE) PHHEE B EARIERN
AP ( BRBRERIE ) RHETHRNE.

c ETHEAACNETRRNRBETERKS,IGRIZENES , 56 (AM AFERE) 1 1AM
PRV ESIK - R IR I E,

A HMRE AWS Cloud Map

ETHREBETRESHAUXNEER , FZHAWS RSF “EEA XIS HTE" ", RERFEERX
BHEMITR. AWS RS AXx—KREE , BSHAWS SMITHAWS,

O LA THE=Z S FITIRE AWS Artifact, BXEZEE , BSRPH “THIRES” HY “AWS
Artifact,

BEMEA AWS RS R EAREBR T ENBENERBM, RATNEN B iR URE R ERENE
Mo AWS RE T U T HRIRKAEYRIAEMME

+ Security Compliance & Governance : X RAREEIEEITIETRHERRE , ARETHER
M ERETIREN TR,

« BFE HIPAA EXRMRESSZ : IIHFES HIPAA ERBRS . HIEFTE AWS RS AZRFE HIPAA
B

« AWS EMEIRAWS — bt THEEFIERETER TEMENTLMAAERX,

« AWS BEFEHIEE — MNEAAETHRAEXEEN, XEEMLE TRFHVRESE , AWS RS
HAEEERHIBESMEE ( BREEEFRFAESEARFRR (NIST), IAFTLZEFEZRS
(PCI) MERRAF AL (1SO) ) KSR,

« EHAWS Config FF & A G35 AN T4 E IR — &% AWS Config RFIFEEN R REEE S K
BELAERNIPRE, TUOENFEM,

« AWS Security Hub— iX AWS BR$ AISAE&H T R IEHN R EIRS AWS, Security Hub B3 R4 25|
BRI EEN AWS BRAREHERAFELZETUIMENRESRE, BXZIXERSREFIBEN
HIK |, iS4 Security Hub &l HES £,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
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« Amazon GuardDuty — BB KRB AWS IKFIRERERFEEMEZES |, 5k AWS RS
BNEHN TR, RENBERRNEERM. GuardDuty B FHZRELESHMELENEN AR
BNER | ATUREHESEEaMMEER | il PCI DSS,

« AWS Audit Manager— iX AWS fg$s T AR BYIRIFEF it AWS FERER , ANTEI{E XS EE UK
FERFT AR ERN SR,

# M7 AWS Cloud Map

AWS £IREm R 2R S5 AWS XEMATAXMEN, AWS KRS N ERENREN A
X, XETAXBEIREERE, SFRHENSETNROMNERE, MATAX , BULUEITRREETH
Xz ELHhiiit B SO MEEENNARFNREE, SEENENRSMNREFOLEMERMEL
ATAXEEESHTAYE. FEENTYT B4,

AWS Cloud Map ZER — £ KkEF. ER , BRI FEALIE Route 53 ETHRIAKZE , AWS Cloud
Map SR BT E XE P ERNE TR |, Flanil Sz EC2 24IF] Elastic Load Balancing fa# 9
2o

AR AWS XEMAAXNESEE , BSRAWS £REM IR,

Y EALZ EZ £ AWS Cloud Map

ER —TIEE RS AWS Cloud Map , ¥ AWS 2XKMEXZ 2R . X AWS Z2 RS UK 01T
AWS RF EMRBNEE , BZHAWS =% 2, EFAEMRETLSNRESRERIZITEN AWS IR
¥ , 200 S AWS ecurity Pillar Well-Architected Fram ework A B &A1& fE R,

B LAMER AWS EX WY API A AWS Cloud Map Bid RM&#1TiHEl. BEFRMAZFUTRE

- RBEREMDIL (TLS ) o BMNERMEH TLS 1.2, BIWUER TLS 1.3,

- EEZLRBERE (PFS) WHBEHS |, #l0 DHE ( IRt Diffie-Hellman ) 8, ECDHE ( IS &< & fh
4 Diffie-Hellman ) o KZHIRKRE (W0 Java 7 RESKRAE ) RIFXLER,

AN, BAERFEZA ID M5 IAM EEXBRARBIHRIZARTERETEE. RE , EATUEH
AWS Security Token Service ( AWS STS ) £ R IEff R 2 FE USRI ERHITEAE,

BT BT EE N FERED VPC KisT = AWS Cloud Map 3RtiZE VPC WZ RN, BXESE
B |, 55/ AWS Cloud Map £ F$Z O s =23 171518 (AWS PrivateLink)o.
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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AWS Cloud Map fER#E N iw K3 4T1H R (AWS PrivateLink)

BRI LAE A AWS PrivateLink £/ VPC Mz B 8|2 HE#E AWS Cloud Map, &A LB %E VPC #
AWS Cloud Map —#3#1Ti5R , THEEAEBKRMMKL, NAT 8%, VPN E#® AWS Direct Connect
E#E, VPC FREHIFEELE IP #hut B A58 AWS Cloud Map,

Ba LUBE 612 B AWS PrivateLinkiZ2t X M EZENRSXKEI NG ERE., RIS EEIENRSE
ARNEBNFRHEIE—NMNERNEZED, XESLEREXEPNEED , AELTE AWS Cloud Mapy
REMAOS.

EXEZEER , 1§20 (AWS PrivateLink 188) FRIIES AWS PrivateLinkifal AWS RS

#IEZEM AWS Cloud Map
EREEEOLIRHT R 28 AWS Cloud Map , & &AWS PrivateLink I8E I F EETI,

WMREH Amazon VPC SR BEBEBEMMX , HEBEBWESEHawslogs BERFIEF O HEXRIER
HEE , MAAGRA CloudWatch CloudWatch BEBIZEE N VPC KT R, BEXEZER |, 55H
Amazon CloudWatch CloudWatch BEAFIEEHHFEESED VPC KigT RBESFE A,

VPC & A F X AWS BXiHiER, BREitRIE AWS Cloud Map X i API i #E — X1 5 6l
Bim s,

VPC i 2@ Amazon Route 53 3 Amazon 12 DNS, MNREHFLEFEHA B H DNS , oS fE
A&ZHDNS #k, BXxFEZEE , B3 Amazon VPC AFIEREHH DHCP &I &,

Mt inE Amazon VPC im RV Z £ H MM im0 443 £k B VPC WFAE FRMI1E ANERE,
NOIEEOLKERT S AWS Cloud Map

EaI LABIZE AT AWS Cloud Map £/ Amazon VPC ## &3 AWS Command Line Interface (AWS
CL) WENLKRT R, BXEZER , i5H (AWS PrivateLink 15§/) FHGIEEDKS.

AWS Cloud Map 5L T BR % & 0l O L i1

(® Note
DiscoverInstancesAPI FEEEXFA N ima LFEH,

com.amazonaws.region.servicediscovery
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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com.amazonaws.region.servicediscovery-fips

FERAUTHRS BN AWS Cloud Map HIEFE &2 A T i5 R DiscoverInstances APl B O %

FA

com.amazonaws.region.data-servicediscovery

com.amazonaws.region.data-servicediscovery-fips

(® Note

MR A IR E AR R S A XIE s AT A X VPCE DNS E# B DiscoverInstancesht , & E
EXFAFHAREA. £ AWS CLI BAEN APl #BER |, FRSKXHET Spi@in L &fhEHN
Bk , XEELRIEE VPC KipT RAFERTHE URL, AWS SDKs

MRFEOWISAFAE DNS |, oA HEBRIAXE DNS & #5[E AWS Cloud Map & H APl &R,

fltn |, servicediscovery.us-east-1.amazonaws.com,

{E{3%z3F VPCE AWS PrivateLink 2/ X 13 AWS Cloud Map #%# ; B2 , FENKRFET K28 ,
BEFEEREPETAKXZE VPCE, ETHEANXFHED VPC RAETRAXEMETAKX | B E
Fdescribe-vpc-endpoint-services B A AWS Management Console, 14l , A i FIREI & 7]
DEXERD (HmZEM ) #XF AWS Cloud Map #0 VPC i [EEBFWTAHK :

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.servicediscovery'].AvailabilityZones[]'
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
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¥5# AWS Cloud Map

hﬁ RIEEH AWS BRB RN TR, TARMLENEZSE. SUEMAWS BRSNS
DIRELERE | IAEE IS R HER TUE RN BT, T, EFREEZH |, G5

ﬂi—¢%%ﬁﬂ%ﬁﬁﬂ¢@%Tﬂﬂﬂ.

C WEREMRA?

. S I AR 7

¢ WETRIEER MO SE 2047 2

. ERERPLGRTE ?

C BWRERTRIEES ?

.« IR BB A ?

F&
- {123 AWS Cloud Map API i AWS CloudTrail

#1235 AWS Cloud Map API #H AWS CloudTrail

AWS Cloud Map 5AWS CloudTrail—HRFERK , ZBRFREAF. AFACFHRITRIENIZE
AWS fR% . CloudTrail 778 API & A3k AWS Cloud Map hE#. HIRMIFAREIERE AWS
Cloud Map # &1 A 8B AWS Cloud Map APl #ENRZER. F£RAWENESE CloudTrail ,
B LA E [ BANMER X H AWS Cloud Map, R HEREY IP that, & HiERE A E AR HiFHAE
B,

BIMNEHHATREBESERERBFRNARER. BHEEABTEHEUTRE !

- BRECEARAFKIEERAFEILEREN,

« IERRENREK IAM Identity Center A % H,

- FREEAACERKEAFPNENZEFEIEREN.
- BREEHHEM AWS RFXH,

CloudTrail FEEIZIKF AWS K/~ BHEZNIKS PR TIESRES |, FEEBE3 AR CloudTrail
SEHFALIEF, CloudTrail EHFAEIERREMTRE 90 RPIEENEREHNTER, WER, 7

125 AWS Cloud Map API /8 AWS CloudTrail 106


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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THATAENIER. AWS KIBIEXREZEL , B2 H (AWS CloudTrail AF#ERE) 9 “EH
CloudTrail B4 $12%", BEEEFHEL1IEFEFT CloudTrail REEATZE A,

EREICFK AWS K7 I & 90 RN EH | FRIERERS CloudTrailLake B4 #iE 7,

CloudTrail &

IRER FL¥F CloudTrail ¥ B &3 #4218 Amazon S3 ., FERAAIENFIERE AWS
Management Console #§:2 % XigH, EAI OB A AWS CLIAIE $ Xig s % X iR iR, Bl
BEZXEHRE , RRAEAHERKS AWS Xig diAEEs . MRECIEEXFRER , M AEE
BREN AWS XIFFIEZNEH, EXBRENESEL |, B3H (AWS CloudTrail AF#Er) #F
B EH AWS Ik 7 0 2 BR ER A 9 A 4R B 2 BR ERo

BEMERE  SUUERFEEHITHEEREEHN — M0 EIAREZERZH Amazon S3 7764 |
B4 UKHY Amazon S3 2%t . CloudTrail 3% CloudTrail EMMNEZEL , HFSHEAWS
CloudTrail E#te BX Amazon S3 EMHEE. , i5S @ Amazon S3 Efs

CloudTrail R EHHIEF#

CloudTrail LQ@ ak e AT BEMNEHEZTET SQL WEH, CloudTrail Lake FETFITH
JSON AWM BB HFIRA Apache ORC ¥, ORC =B — Tt X IRIER RHFEH TR FI
EHER, SHRHEREIE4BBEERET  cRETEEINASREMHEREERNIREN
FAENEHES. NATEHREFMNERSATEHNES4HBEFEATHEER, B
X CloudTrail Lake WEZER , S H (AWS CloudTrail AF#8r) H#9 “EH AWS CloudTrail
Lake”,

CloudTrail #AEHHFEE#NEANSTERA, CBREHEEEMN , BUMERERTEHK
BEFNEMET, EMETURE T EMAME#SHFORE , UREHEEEENRIANREKRE
#l, B> CloudTrail EMMWEZEER , HSHEAWS CloudTrail X'

AWS Cloud Map HFEIEIEEH CloudTrail

BRESHREAEXERRLIERFRHRITHERIZENEE (Hl , EoaB3ZRPEIVEMEAF ) .
XEUHRABBEERE. BREHEEFRSREE. RIMERT , CloudTrail FidFKBBEEH.
CloudTrail B4 A R I ZFAFIEZBESH.

EEBESHENWEGNEH. BX CloudTraill EMMWEZEE |, S HEAWS CloudTrail E4Ts

B LAEA CloudTrail ##1& 2 CloudTrail API #41i25% AWS Cloud Map BIRERWEFESH,
AWS CLIEX MM RBIEBSHNESFEE , iS5 (AWS CloudTrail AFERE) HHFEA AWS
Management Consoleid ZFEIBEHMEHA AWS Command Line Interfaceid XETEEH.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
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TRHIE T ETLLEREIEEM4R AWS Cloud Map BIRER, HIESEHRE (2458 ) 5
EREMNES CloudTrail & LN BIESHRE IR PIEFERE. res ources.type EIIE R
Zresources.typef , B EFEASEESREHEFREMNIEEZE. AWS CLI CloudTrail APIs*
APIs 12 & 2K EIE CloudTrail” 51 Z R T CloudTrail 3 iZ&FRREIZTHEMN API AR,

BIEEM4ERE (25 A) resources.type & A& APIs E123% % CloudTrail

AwsApiCall AWS: :ServiceDiscov » Discoverlnstances
ery::Namespace  DiscoverlnstancesRevision

AwsApiCall AWS: :ServiceDiscov  Discoverlnstances
ery::Service « DiscoverlnstancesRevision

BRI LU B REHIEREEBEE N eventName, readOnly # resources.ARN FE EH1THFIE |
MNANIERBLNEREENEH. BRXILEFZERNESZEL |, 2SR AdvancedFieldSelector {AWS
CloudTrail APl &#) H# ,

LA 7R 5115 BA a0l B B & R B4 L R 88 LIS T E AWS Cloud Map #iE5 4

"AdvancedEventSelectors":

[
{
"Name": "Log all AWS Cloud Map data events",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals":
["AWS: :ServiceDiscovery: :Namespace"] }
]
}
]

AWS Cloud Map H Y EEZEH CloudTrail

EEEHRAERANINERAITHERRENSESE AWS K, XEHHNZRFERIEE. BRINER
T, CloudTrail icREBEEEH,

AWS Cloud Map F7E AWS Cloud Map 4| FEIREIZZR N EEEHN., H> AWS Cloud Map B
289 AWS Cloud Map # 4 F EiRERNFIEK CloudTrail , &2 AWS Cloud Map APl %,
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https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstancesRevision.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstancesRevision.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/cloud-map/latest/api/Welcome.html
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AWS Cloud Map &4 R4l

SEHRRKRBEMRENEMER , SEBRAFERD AP EE, RENBHNEE, ERSHBEFDH
{55, CloudTraill BEXHARAH AP HRANAFHERRE , ALEHT2REMBERT LI,

LTRRBIERT —NERiZCreateHTTPNamespaceZ/EH CloudTrail EEEH,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:alejandro_rosalez",
"arn": "arn:aws:sts::111122223333:assumed-role/users/alejandro_rosalez",
"accountId": "111122223333",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:r0le/readonly-role",
"accountId": "111122223333",
"userName": "alejandro_rosalez"
},
"attributes": {
"creationDate": "2024-03-19T16:15:37Z2",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-03-19T19:23:137",
"eventSource": "servicediscovery.amazonaws.com",
"eventName": "CreateHttpNamespace",
"awsRegion": "eu-west-3",

"sourceIPAddress": "192.0.2.0",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/122.0.0.0 Safari/537.36",
"requestParameters": {

"name": "example-namespace",
"creatorRequestId": "eda8b524-cal4-4f68-al176-dc4dfdl65c26",
"tags": []

}I

"responseElements": {
"operationId": "7xm4i7ghhkaalma666nrg6itf2eylcbp-gwipo380"
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},
"requestID": "641274d0-dbbe-4e64-9b53-685769a086¢7",
"eventID": "4alab@76-eflb-4bcf-aa95-cec5fb64f2bd",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "servicediscovery.eu-west-3.amazonaws.com"

}I

"sessionCredentialFromConsole": "true"

LT RBIERT —NERZDiscoverInstancesi#{E CloudTrail WEIBEBE 4,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:alejandro_rosalez",
"arn": "arn:aws:sts::111122223333:assumed-role/role/Admin",
"accountId": "111122223333",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::"111122223333":role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"attributes": {
"creationDate": "2024-03-19T16:15:37Z",
"mfaAuthenticated": "false"

}
}
3,
"eventTime": "2024-03-19T21:19:127",
"eventSource": "servicediscovery.amazonaws.com",

"eventName": "DiscoverInstances",
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"awsRegion": "eu-west-3",

"sourceIPAddress": "13.38.34.79",

"userAgent": "Boto3/1.20.34 md/Botocore#1.34.60 ua/2.0 os/linux#6.5.0-1014-
aws md/arch#x86_64 lang/python#3.10.12 md/pyimpl#CPython cfg/retry-mode#legacy
Botocore/1.34.60",

"requestParameters": {

"namespaceName": "example-namespace",
"serviceName": "example-service",
"queryParameters": {"example-key": "example-value"}

I

"responseElements": null,

"requestID": "eb5ee36fl-edb@-4814-a4ba-2e8c97621c79",
"eventID": "503cedb6-9906-4ee5-83e0-a64dde27bab0",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::ServiceDiscovery: :Namespace",
"ARN": "arn:aws:servicediscovery:eu-west-3:111122223333:namespace/
ns-vh4nbmhEXAMPLE"
},
{
"accountId": "111122223333",
"type": "AWS::ServiceDiscovery::Service",
"ARN": "arn:aws:servicediscovery:eu-west-3:111122223333:service/

srv-h460p6y1EXAMPLE"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data",
"tlsDetails": {

"tlsVersion": "TLSv1.3",

"cipherSuite": "TLS_AES_128_GCM_SHA256",

"clientProvidedHostHeader": "data-servicediscovery.eu-
west-3.amazonaws.com"
1,
"sessionCredentialFromConsole": "true"

B CloudTrail FZEHNAMNEE |, 555 (AWS CloudTrail BF 1) T/ CloudTrail&Z & A&,
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Task API g1k AWS CLI AWS Tools for Windows
PowerShell

wRBEEZE—NH  TagResource tag-resource 7 hi-SDResource Fr&

£ 7

MIBR—NHZ4FE  UntagResource untag-resource ¥ K-SDResource 5%

Z,

5l B R FRE ListTagsF list-tags-for-reso JRER-SDResource &
orResource urce

BT RO B Al A AWS CLILA R IR AR HEUHEIRE

R HIARFMPRE

UT e N RERRMRZL,

aws servicediscovery tag-resource --resource-arn resource_ARN --tags team=devs

w2 RABRFBUEIRE

LT 88 5 BRI A BRI AR

aws servicediscovery untag-resource --resource-arn resource_ARN --tag-keys tag_key

w3 B BEIRAVIRE

UT w5 H5IERFERRKRAIRE,

aws servicediscovery list-tags-for-resource --resource-arn resource_ARN

RERROBREATEIRRRNEERE, UTREIFELIRN IRZ.
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Task API 4E AWS CLI AWS Tools for
Windows PowerShell

BI2 HTTP ®% & Z@  CreateHttpNamespace  create-http-namesp #1-SDHttp fip F Z= 8]
ace

EHT DNS ¢|EFE CreatePrivateDnsNa create-private-dns- #1-SDPrivate

R ZEE mespace namespace DnsNamespace
ET DNS 8IBNE CreatePublicDnsNam create-public-dns- #1-SDPublic
Rz espace namespace DnsNamespace
B RS CreateService create-service #1-SDService
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https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-http-namespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-http-namespace.html
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https://docs.aws.amazon.com/powershell/v4/reference/items/New-SDPrivateDnsNamespace.html
https://docs.aws.amazon.com/powershell/v4/reference/items/New-SDPrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePublicDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePublicDnsNamespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-public-dns-namespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-public-dns-namespace.html
https://docs.aws.amazon.com/powershell/v4/reference/items/New-SDPublicDnsNamespace.html
https://docs.aws.amazon.com/powershell/v4/reference/items/New-SDPublicDnsNamespace.html
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https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-service.html
https://docs.aws.amazon.com/powershell/v4/reference/items/New-SDService.html
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https://console.aws.amazon.com/servicequotas/home/services/AWSCloudMap/quotas/L-514A639A
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aws service-quotas list-aws-default-service-quotas \
--query 'Quotas[*].
{Adjustable:Adjustable,Name:QuotaName,Value:Value, Code:QuotaCodel}"' \
--service-code AWSCloudMap \
--output table
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