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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
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https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
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https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

AWS Cloud Map

FRARER

B BERER TR
BR ?

IAM

BAY

( FHESER )
FRAEKHEIELSE MR AWS CLI
AWS SDKs, =% HHmIEE
5k AWS APls,

PN

RREHLEME AR R A
HITRE,

° ﬁ*"n % AWS CL| 1ﬁ/
FAFEEPNEA IAM A
FPUEB#HITHHRIE. AWS
Command Line Interface

- BX AWS SDKs fiTE | iF
2R (LEZEE™E) AWS
SDKs fl (TESZ1ER)
I EAEBEIERTEH
5\_L1]_.Eo

« BX{EE AWS APIs , %
59 IAM AP s E IR
IAM B P BB R 24

& AWS Command Line Interface 5% AWS Tools for Windows PowerShell

AWS Command Line Interface (AWS CLI) 2 A F&E AWS RE M5 —

TE, ARIMAREMEER

SE AWS CLI , 52 (AWS Command Line Interface AFIERE)Y AWS CLIMH LE R EH I SH

WA B

W ERARE A Windows E’Jééi% PowerShell ,

PowerShell, BXEZEER ,
Windows PowerShell,

YRAETREEE E M ME A AWS Tools for Windows

2% AWS Tools for PowerShell FiFIEEHRIIZE AWS Tools for

T#H AWS BFEFRITES

MREFERANR AWS iz

RIRPR. BREZEER,

SDK HRIEET , RINEWEEA SDK M+ =2 AWS Cloud Map AP,
£ SDK BJLNiF4b. SDKs &1L & BRI , E#A'%ﬁ?i%iﬁﬁﬁi , F#1Rf AWS Cloud Map @14

52 ¥ AT Amazon Web Services B T E,

i% & AWS Command Line Interface =i AWS Tools for Windows PowerShell


https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html
https://aws.amazon.com/developer/tools/
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T #1044 DNS E1RH APl AR FEH AWS Cloud Map RS &I

DTHEELDTEZERNEmBRSHMRSEE, £/ DNS BRI ALIE —TRS. XEH AWS
Cloud Map API ZFEE R I E TR SS -

® Note
FRFAER (HIMEBM IP it ) RATREBH. SNTEELERNER,

BXAEHEM end-to-end AWS CLI fx 7 , ESH 7 0 AWS Cloud Map AR &I 5 DNS &iff
M AP ERAEEEA AWS CLI,

FTRZM

BRI TERAHE , BIHBAT BRES

- EFFHRZE , BEK RENEH AWS Cloud Map FHI %,
. WMREEARLE AWS Command Line Interface , FIRBLZE N EHRFITRA P L AWS CLI#

4= =

1T F<o

EHBREERHITRIBR Shell KIZTHT. TE Linux Ml macOS 1 , A FABEEIER Shell MEF
AETEES,

@ Note
£ Windows # , RERSEMNNEBELIRFTZFELALE S Lambda — 2 E AR FEL Bash CLI 6
= (Bl zip ) » T % Windows Subsystem for Linux , 3REX Ubuntu # Bash & Windows
SRR,

« AHBRERFEATH dig DNS EXRZARF B SR RUINE,

£ 1 412 AWS Cloud Map &% Z=[H]

ERHSED | ENE -3 AWS Cloud Map &5 & ZEH, AWS Cloud Map RERECIEREH
Route 53 £ B X3, XEZREEHFEH /A DNS icZ=HEH AWS Cloud Map APl AR AZIEL R
Z= 8] F B 2 A9 R 55 3545

AWS Cloud Map & DNS Z=i# API ARE&EH 10


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://learn.microsoft.com/en-us/windows/wsl/install
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1.

B3R AWS EEEGIE HITFF AWS Cloud Map #2#|#& , M1k https://console.aws.amazon.com/
cloudmap/,
1%£3% Create namespace (8|2 & ZH),

£ “MBEREM F , FEEcloudmap-tutorial.com.

(® Note

MR EREESHREREAT , REERREEE THRARTIERGRNEN B, B
RERAHEMS , EFX —EREEEMARERE.

(Al ) ERWBZRERF |, ARITEFRAGEZHNRNBIEERIR,
NFEFLEI | FiEFE AP FHH 2B DNS £if),
REBERNVBRIANE , RAREBRCEDTBEZHE,

HIR 2 : 822 AWS Cloud Map BRS

LA SERE |, SRR MRS . EALLL DNS M AP AR AT LRI E —TURS . XER APIBAS

RER I —TURSS

X AWS EEESIE HITFF AWS Cloud Map #2#|#& , M1k https://console.aws.amazon.com/
cloudmap/,

EEMSMERS , EFEmE =R HENRN®EZE,

MNisBZEE SRS | k¥ cloudmap-tutorial.commBEEHERBREFEFMAEE,

£ RS BB H , EECIERS , ARHRITUTRERCEE - RS

a. XFRFAEM , WA public-service., BRF B AT AWS Cloud Map I DNS

iBF, AKX R<service-name>.<namespace-name>.
b. XNTFRFAIMEE , BiEF APl F DNS,
c. 7 DNSEEZZTHRHRMEY  EFSENERH.

(® Note

BEE  BHASRERRN SE . AXTARBAINESEE , H3M (R
oute 53 FFR AR ER) AV EE A SR AE

d. BHRWERIAE , RFIEF Create service , XFREIZIHEZRFAEETET,

SB 2 BBk 11


https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
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5. E'RE Hod , BRCERRS  RAERITUTRERCIZE MRS

a. XNWFRSBF , @A backend-service,
b. WFREZLXIEE , FIERNERE AP,
BERNERIANE , AREFEVNERS.

o

HZPR 3 : XM AWS Cloud Map ARZ53:41

HUSRF , EROIBRRTANRS KA, BNMRSX N —ManE ZEHHRS .

1. BF AWS EE#EH|S HITFH AWS Cloud Map ##l& , Pk Jhttps://console.aws.amazon.com/
cloudmapl/,

2. M\WmBZEIRF , EREESR 1 PUBNGEEE , AREBREFFAEFEE,
3. EmRZEFMAEENHEL , NREIRFIEZEpublic-service RZFHEREFTFAE S,
4. ERFZEHIT , EFEMRSEH , RERITUTRERCIESE — MRS EH,

a. NFREZEHID, BEEFirst,

b. XFIPv4 thit , E#EE192.168.2.1,

c. REERNWRIAE , REEREMIRS KA,
5. FEARERIFMNETL , % cloudmap-tutorial.com S E & Z=EFMAEE T H,
6. EMmBZEFMAEENEL , MRSIRPERFRRBRSHEREFTHEHARE.,
7. ERSXEHIHBS , EFEMBSEA , RAEHRTUATRERCIEE =NRS 6,

a. HEMRFXEHIDH, iEEsecond ARTIXZE = NRSF KB,

b. & “KHIRE" A, EE “HRRENRBNER

c. MTFEENEM, FM—MRBEXN , service-nametEN$ , backendEHE,
d. %$® Register service instance (GEM RS SEH).

SPR 4 : KB AWS Cloud Map RS 3E6i
B , AWS Cloud Map &=, FRSARSZHIELIREEE , BAET RAXHIRMIE— I RE

&%, FAdighSRIEZA%E DNSi&E , £/ AWS Cloud Map APl BiEjFikRS . BXxiZdigh+
WEZEER |, HS dig-DNS EHEAEF.

B3 IR 12


https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
https://downloads.isc.org/isc/bind9/cur/9.19/doc/arm/html/manpages.html#dig-dns-lookup-utility
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1.

X AWS EEEFIE HITFF Route 53 #&HlA , Mk Hhttps://console.aws.amazon.com/
route53/,

EEMS A |, %# Hosted zones ( TEKX ) o

1%£4% cloudmap-tut orial.com FEE XH, XFEEIMNERFETRREEXEBNFEAEFE. HiETE
EHREXEXEKNEMESSE , BENBINEET —SHPEAXLERSSE.

£/ dig fH M E XK Route 53 HE RS IRz — , EWERIARSSSHIAY DNS 12%,

dig @hosted-zone-nameserver public-sexrvice.cloudmap-tutorial.com

# HHANSWER SECTIONAEYRNE RIESpublic-serviceRE<Bk IPv4 Bitbit,

;5 ANSWER SECTION:
public-service.cloudmap-tutorial.com. 300 IN A 192.168.2.1

FEHERE MRS EHINEME. AWS CLI

aws servicediscovery discover-instances --namespace-name cloudmap-tutorial.com --
service-name backend-service --region region

W HARENNEXE RESRSREKNE L.

{
"Instances": [
{
"InstanceId": "second",
"NamespaceName": "cloudmap-tutorial.com",
"ServiceName": "backend-service",
"HealthStatus": "UNKNOWN",
"Attributes": {
"service-name": "backend"
}
}
1,
"InstancesRevision": 71462688285136850
}

B4 RIARSEH 13


https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/route53/
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BN IR
FTE5: BERIR

THRAHER , B SBIBRAEIR. AWS Cloud Map ER{REMERNIAFFEEN] , BERRSEH
RERERS , RERWAEZM, AWS Cloud Map HIRFTERIXLELS R |, HAKRIRFE Route 53 %
Ro

1. BR AWS EEEHE A HITIF AWS Cloud Map ##1& , Pk HF https://console.aws.amazon.com/
cloudmap/,

MNisB = EFIERS | k¥ cloudmap-tutorial.commBEEHERBREFFAEE,
EaBZREFMAGEETAEL , NREFIRPEEREpublic-service REHEREFIEFMER,
£ “RE=H oA, ERFirstSZHIHIER BUEEM .

{6 F TUE TR AP AYIRSE | 342 cloudmap-tutorial.com LA S E & & ZEFAE SR E,
EwmaZEFAEEREL , MRS SIRPIEREN LIRS HEZM R,

NEESLSE 3-6, backend-service

EEMSHES | EFEWEZERE,

it cloudmap-tutorial.comdn & Z2 Al FHikF “MIER",

© © N o o bk w0 D

(® Note

RE AWS Cloud Map £ &R EEE Route 53 &R , BEALLS M E Route 53 13 H| & K
Kifcloudmap-tutorial.com¥tE XiE 2 A B Ml Bk,

T AR AWS Cloud Map fRZ A5 DNS £ AP BARAES
£ AWS CLI

AHEERUWAEH AWS Command Line Interface (CLI) £/ AWS Cloud Map BREZ A, &5 6122
—NEBERNEHBRSHHMRSEE , — NI EH DNS EHARIN , Z—NREEEA API KH, AWS
Cloud Map

BXEE AWS Cloud Map ##|A LT BRIHIE , BESH 7 #EWM7E DNS Ei8FH APl AR EHR AWS
Cloud Map BRZE &I .

TERFAF
ERYRAARE , BABRT SRR



https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
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- EFFRZE , BEREK BRENEH AWS Cloud Map IR,

« MRIEEAKLE AWS Command Line Interface , FIRBLE N EHMZIRA T RIS TE AWS CLIH
TRE,

AHRBEERTITARIRH Shell RiZTa S . £ Linux M macOS #F |, AIERAE E %R Shell FiEF
AEHEER,

® Note

£ Windows F , BEREMHNEBELRA KA XIFELEE Lambda —i2FEARFE L Bash CLI 8

T (BlW zip ) » T%E Windows Subsystem for Linux , 3REX Ubuntu 1 Bash 5 Windows
&R RS

« FAYREREATE dig DNS EXRAREF B THIAMIFER,

#12 AWS Cloud Map 58 Z=[g]

B, BNAE— N3 AWS Cloud Map a5 & ZEE, AWS Cloud Map fF 812 R &K Route 53 &
X , AFiEE DNS 2% API AR TRS XK,

1. BIE2%E DNS B Z=H :

aws servicediscovery create-public-dns-namespace \
--name cloudmap-tutorial.com \

--creator-request-id cloudmap-tutorial-request-1 \
--region us-east-2

ZTIRE—NMEE ID , fRAT VA ERRER R Z RN QIR

"OperationId": "gv4gSmeo7ndmeh4fqgskygvk23d2fijwa-k9xmplyzd"
}

2. REFBERSUBINGEZREHIOIE

aws servicediscovery get-operation \

--operation-id gv4gSmeo7ndmeh4fqskygvk23d2fijwa-k9xmplyzd \
--region us-east-2

B2 AWS Cloud Map % Z2/H]


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://learn.microsoft.com/en-us/windows/wsl/install
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3. BEKINE , IREGRZEE D :

aws servicediscovery list-namespaces \
--region us-east-2 \

--query "Namespaces[?Name=='cloudmap-tutorial.com'].Id" \
--output text

I TREGEZE ID, RRIREEFEATE :

ns-abcdl234xmplefgh

#12 AWS Cloud Map BR%

W, ERN DB ZREFER MRS . F-TURS TLE A DNS M AP AR , Mm% WA
SHBeER AP HAKIL,

1. BIEE—-1EA DNS RIMHARS :

aws servicediscovery create-service \
--name public-service \
--namespace-id ns-abcdl234xmplefgh \

--dns-config "RoutingPolicy=MULTIVALUE,DnsRecords=[{Type=A,TTL=300}]" \
--region us-east-2

ZASEEE X D OIS H ¥ 4

B -
BN .

o

{
"Service": {
"Id": "srv-abcdl234xmplefgh",
"Arn": "arn:aws:servicediscovery:us-east-2:123456789012:service/srv-
abcd1234xmplefgh",
"Name": "public-service",

"NamespaceId": "ns-abcdl1234xmplefgh",
"DnsConfig": {
"NamespaceId": "ns-abcdl1234xmplefgh",
"RoutingPolicy": "MULTIVALUE",
"DnsRecords": [
{
"Type'": "A",
"TTL": 300

#%# AWS Cloud Map &%
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FERARIER
}
]
1,
"CreateDate": 1673613600.000,
"CreatorRequestId": "public-service-request"

2. ERXR API FI R ZhAEGIRSE =M RSS

aws servicediscovery create-service \
--name backend-service \
--namespace-id ns-abcdl1234xmplefgh \
--type HTTP \
--region us-east-2

ZTREAEXEERSHFMAGE

{
"Service": {
"Id": "srv-ijkl5678xmplmnop",
"Arn": "arn:aws:servicediscovery:us-east-2:123456789012:service/srv-
ijk15678xmplmnop",
"Name": "backend-service",
"NamespaceId": "ns-abcdl1234xmplefgh",
"Type": "HTTP",
"CreateDate": 1673613600.000,
"CreatorRequestId": "backend-service-request"
}
}

SEfF AWS Cloud Map BRZ5- 324

BETR , AMENEBTURS EMRS KA, XELFARFERINNRKERR R,
1. {£F DNS &K I#Vtth IPv4 sk 5E A S — NS

aws servicediscovery register-instance \
--service-id srv-abcdl1234xmplefgh \
--instance-id first \
--attributes AWS_INSTANCE_IPV4=192.168.2.1 \

SEfft AWS Cloud Map ARZS-3E41
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--region us-east-2

iz HIEE—MRE D

"OperationId": "4yejorelbukcjzpnr6tlmrghsjwpngf4-k9xmplyzd"
}

2. RERERSUBIALGIEKIEM

aws servicediscovery get-operation \
--operation-id 4yejorelbukcjzpnr6tlmrghsjwpngf4-k9xmplyzd \
--region us-east-2

3. FEAEBEMNEMIME=-EH , MELRI API :

aws servicediscovery register-instance \
--service-id srv-ijk1l5678xmplmnop \
--instance-id second \
--attributes service-name=backend \
--region us-east-2

ZamSiRE—/MEE D

"OperationId": "7zxcvbnmasdfghjklqwertyuiopl234-k9xmplyzd"
}

4. RERERSUEINKSGIE KIEM

aws servicediscovery get-operation \
--operation-id 7zxcvbnmasdfghjklgwertyuiopl234-k9xmplyzd \
--region us-east-2

KE AWS Cloud Map BR%3= 4

ME , BELRNEHIM T RS EH , BRI LLEEA DNS Eif)fl AWS Cloud Map APl KT RSS =41 |
MaRIECIEREEET,

1. B4 , 3REL Route 53 £E X1 ID :

&H AWS Cloud Map ARZ3£41 18
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aws route53 list-hosted-zones-by-name \
--dns-name cloudmap-tutorial.com \
--query "HostedZones[0].Id" \
--output text

XFHREFEEXE ID :
/hostedzone/Z1234ABCDXMPLEFGH
2. REEHREXEHNEAERSS :

aws routeb53 get-hosted-zone \
--id Z1234ABCDXMPLEFGH \
--query "DelegationSet.NameServers[0]" \
--output text

XREEEH—NEE RS
ns-1234.awsdns-12.0rxg
3. BERAdighaEMAfRSH DNS i35 :
dig @ns-1234.awsdns-12.0rg public-service.cloudmap-tutorial.com

BB R IR S RS ) BX IPv4 Yo -

;; ANSWER SECTION:
public-service.cloudmap-tutorial.com. 300 IN A 192.168.2.1

4. fEM AWS CLI KR I FimARST KA

aws servicediscovery discover-instances \
--namespace-name cloudmap-tutorial.com \
--service-name backend-service \
--region us-east-2

MHERESZRSKENEME

{

&H AWS Cloud Map ARZ3£41 19
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"Instances": [
{
"InstanceId": "second",
"NamespaceName": "cloudmap-tutorial.com",
"ServiceName": "backend-service",
"HealthStatus": "UNKNOWN",
"Attributes": {
"service-name": "backend"

1,
"InstancesRevision": 71462688285136850

BERR

SERAHE
SR, R

BRFEUAR~E5AH. AWS Cloud Map EXR{RIZMERWVIAFEFEEAN] : BEEZR

=
E%HE , RE=RMRZEE,

1. BUREMSE —BRS KA

aws servicediscovery deregister-instance \
--service-id srv-abcd1234xmplefgh \
--instance-id first \
--region us-east-2

2. BUHZEMSE=AMRSEKA

aws servicediscovery deregister-instance \
--service-id srv-ijkl5678xmplmnop \
--instance-id second \
--region us-east-2

3. MIBRAHRS

aws servicediscovery delete-service \
--id srv-abcd1234xmplefgh \
--region us-east-2

4. MIBREwRARSS
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aws servicediscovery delete-service \
--id srv-ijkl5678xmplmnop \
--region us-east-2

5. MBRTHRZEE :

aws servicediscovery delete-namespace \
--id ns-abcd1234xmplefgh \
--region us-east-2

6. IiF Route 53 B XA S M :

aws route53 list-hosted-zones-by-name \
--dns-name cloudmap-tutorial.com

THUMERTEEENE YN AWS Cloud Map BRE A

LTS IEER T A A A EE AWS Cloud Map APl 21K B E B 1E# AWS Cloud Map Bk
SR, XHEFNSSEEARENETEFRAMARRE AWS CloudShell, XN ARFFERBA
Lambda BEFEBIEE A DynamoDB & , REMNRHPIEEBIE. Lambda B H DynamoDB &2 *
MR BRSEHl, AWS Cloud Map & Fim M AEFF Lambda BREFHIRTE A AWS Cloud Map B
ENBMREIRTESFENRR.

BXRA AWS CLIEENEMRA , F58 7THNERTE BENXEMR AWS Cloud Map RS &1

AWS CLlI,

/A Important
SR EmT2EIE AWS BIR , XFESLN AWS IKFH~4£7A, BUERNESERE
M EIEERIR , S KRE #h RIEK A

FRZM

EFR2E , BER RERFEH AWS Cloud Map RIS &,

AWS Cloud Map EBE B —EFEA

21
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£ 1. 412 AWS Cloud Map @58 Z=[H]

FERTRP | EFLIE— AWS Cloud Map i ZE, mEZRR—MATHNARFNRSH TS
HNEN, SIEGEZEN , BUNEENARINER. ETRAPAUIBHN®EZZE TR TR
BYFEAEENEMEN AWS Cloud Map APl A X8,

1. BF AWS EEEH A HITH AWS Cloud Map ##1& , Ptk Rhttps://console.aws.amazon.com/

cloudmap/s
i%4& Create namespace (81 & Z[H),

£ wRBEBRABM B, #§Ecloudmap-tutorial,
(Al ) EwmBZEERS , MRITEEAGEZRANNRIEERR.
NFEGIKRIM , FHikF API B,

REERNBMIANE , R ERCEDREZH,

I

FI] 2 : 812 DynamoDB &

HUWSEA | LRG0 — DynamoDB &Ro. ZRATHEHENRRFEUTSRPLIZH ROINARRF
HY B

Bx el DynamoDB KIS & , 2% (DynamoDB FF A &) FHLE 1 : £ DynamoDB
BIER , HEATRKEEEIEEWLIEDL,

bl I
REW =B
o X id

BHRZENRIAEHCIER,
FIR 3 : 8l AWS Cloud Map &R S H & DynamoDB RiEM 9341

HERISERT |, £RF6Z — AWS Cloud Map kS5 , Rja £ —ZF H8I2# DynamoDB FRiEM A RS
KBl

1. FELULTMEITH AWS Cloud Map ###l#& https://console.aws.amazon.com/cloudmap/
2. M@mBZE=EFERD , EFBcloudmap-tutorial HBERHEBREFFAEE,

LB SERBZEE 22


https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
https://console.aws.amazon.com/cloudmap/
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3. E'RE HoH , RERCIBRSHMITUTERE.

a. XWFRFEMN , WA data-service,

b. REHERNEIIAE , RARERCURERS.
4. £ BRI Hp , %kFdata-service REHIER “BEFFAER"
5. ERFSEHOIHDF |, EFEEMKRSEH.
6. TEIMRSZAITELE , HATHUTRE,

a. TE “EHIRE d | %F HaRRNRAES
b. XFHRFEHID, iFEEdata-instance,
c. EEENEMIBA T , IBEUTREX : key =tablename , valu e =, cloudmap

FSB 4 : 81 AWS Lambda U 1TEAE

FELFZRD , BFIE—NIAM AG , T—FHFH AWS Lambda M FRERAZAR, LAIURE
IAM B cloudmap-tutorial-role ¥ EKNRLE , RAZACGNRATAHKE , 2B TLUFEM
BRo

7 Lambda BIEZRSAE (1AM 2£H A )

—

BF AWS EEEFIE HITF IAM ZHIE |, kR https://console.aws.amazon.com/iam/.
£ IAM ZHENSMERT  2EAG , ARERNEAEG,

X F Trusted entity type ( AIESRRKE ) |, %&HF AWS RS,

X F RS HAH , % Lambda , AF%E Lambda A,

EET—%,

BEHEFHPowerUserAccess RIEEUMNERE , AFERET -,

EET—%,

£ “ABEZEMH #F | FEEcloudmap-tutorial-role,

REZAG  RAREFRIEAEG,

© © N o o bk~ w0 D

S8 5 : 82 Lambda BIERE A H3E

HEWSES | SFE - MNLFHRRER Lambda B3k , B3 # A AWS Cloud Map API &ifj #5612
WIRS , NEIEB A DynamoDB £, AWS Cloud Map

SR 4 IERTAS 23


https://console.aws.amazon.com/iam/
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BX B2 Lambda MEBHEE , FEZHAWS Lambda FF R A RIEEHHEAESI S 012 Lambda
B, FER T RKEERIEE SRR TLET.

£ (=]

BB BEAEK

1E1TEY Python 3.12

R x86_64

PR ERNEAE
nEAE cloudmap-tutorial-role

BIREBE , EFRHIRBUARBIT Python K18 , REPBIZEE. I8 , BREEEESES
DynamoDB 82 # AWS Cloud Map BRFEHIxBEkfdatatableBENE Y. ZEEER —MT
1 2] 100 2 RIMBENBNER | HHHSEARBEES R EMEREK,

import json
import boto3
import random
def lambda_handler(event, context):
serviceclient = boto3.client('servicediscovery')
response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial’,
ServiceName="'data-service')
tablename = response["Instances"][Q@]["Attributes"]["tablename"]
dynamodbclient = boto3.resource('dynamodb')

table = dynamodbclient.Table(tablename)

response = table.put_item(
Item={ 'id': str(random.randint(1,100)), 'todo': event })

return {

S5 : 812 Lambda ERECRE AR 24


https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function
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'statusCode': 200,
'body': json.dumps(response)

HBEBEHE , FBEEBRER  BNRBENEHFN S ®. BXEZELR | BHSHAWS Lambda FF &
AREEFPNEE Lambda BHEGERT .

S 6 : BlE AWS Cloud Map R AR RS HF Lambda EARBUEM 7
451

HEWSERE | £F6IEZ — AWS Cloud Map IRSS , RS Lambda B ABRBUEM 1 BRS5 3561,

1. TELTFMEITFF AWS Cloud Map ##l& https://console.aws.amazon.com/cloudmap/
2. EEMSmESR | EEGEZEE,

3. M@mBZEFEXF , EFcloudmap-tutorial TR ZERHEREFEFMAEE.

4. EBRE" HoH , ERCERSHRITUTERE,

a. XNFRFAEF , WA app-service.

b. REBEERNEIAE , REERVERS.
5. 1£ ‘IR #Ho , EFapp-service REZHER ‘EFFMER",
6. TERFIHIFDF |, EFEMKRSEH,
7. EEMEBSEHITEL , FITUTRE,

a. 1E“SRPIEE" R HaERNIRBESR"

b. X FARFEHIID, HEEwrite-instance,

c. EHEMNEBMHIH , BEUATEEX.

« % =action, E =write

« # =functionname , {E = writefunction

HU8 7 : 812 Lambda ERELLEEVEIRE
EUTERD | SR - MMNLAFHREEN Lambda B , AT EHREEAELZEN DynamoDB &,

FxtlE Lambda HHBMEE , FSHEAWS Lambda F XA RIEETMERZE & 612 Lambda
B, HEATRREEZIEEREFML LI,

SR 6 CIENARFRS 25


https://docs.aws.amazon.com/lambda/latest/dg/configuration-timeout.html
https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function
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by =1

AT BRENE B

IE1TRY Python 3.12

3 x86_64

PR ERNEAE
nEeEAE cloudmap-tutorial-role

PIRERBE , EFRAMCIBUARBRELT Python 18 , REERBZE. ZEHBHEMKRIFIRE AR
Bo

import json
import boto3

def lambda_handler(event, context):
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(NamespaceName='cloudmap-tutorial"',
ServiceName='data-service')

tablename = response["Instances"][@]["Attributes"]["tablename"]
dynamodbclient = boto3.resource('dynamodb')

table = dynamodbclient.Table(tablename)

response = table.scan(Select="ALL_ATTRIBUTES')

return {

'statusCode': 200,
'body': json.dumps(response)

HBBREE , T BRREBERER , BOREENEFHRANIS®. EXEZELR , HSHAWS Lambda FF &
AREEFBPIEE Lambda BHEGER .
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-timeout.html
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SR 8 : ¥ Lambda SEREBUE M H Bk S5 3= 41 AWS Cloud Map

FELSERA | B EZHISIERN RS Lambda BREERBUEM N app-service RS =H6l,

1. FELLTMEITFF AWS Cloud Map ##|& https://console.aws.amazon.com/cloudmap/
EEMSHES | EFEmEZEE,

MR ZEE GRS | EFcloudmap-tutorial B E B HEBREFHFMAER,

£ RS #o , EkfRapp-service REHER “BEFEMER"

TERSROIER D | EFEMARS K,

EEMRSEFIRE L , AT TEE,

o o A w0 DN

a. T “EHIRE & | &R CHMFRRAIRAIER,
b. XFRERHIID , FEEread-instance,
c. EEEMNBMIDF , BEUTREN,

« 88 =action, {E = read

« # =functionname , {f = readfunction

FIRO: ELBEBMETEEZREFFiw AWS CloudShell

U L EEF R EBNETEF ImMAREF AWS CloudShell |, AR RANEEHE B RS AWS
Cloud Map HiFARAXLRS

1. FELATFLEITIF AWS CloudShell £ & https://console.aws.amazon.com/cloudshell/
2. FAUTHSRIBER AN HFwritefunction.py,

vim writeclient.py

3. fwriteclient.pyX#H , BTiRH#EABAER, AFE , EFHEMUTAB, LRBE
HERFSHEEEE X name=writeservice BEXRAIMATEALIERN Lambda BE. app-
serviceiR[E 13 [6 DynamoDB REAIER Lambda EEM B . ARBEIHA Lambda &%k ,
FEARNROIAERENERE,

import boto3

serviceclient = boto3.client('servicediscovery')
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https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudshell/
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response = serviceclient.discover_instances(NamespaceName='cloudmap-tutorial"',
ServiceName="'app-service', QueryParameters={ 'action': 'write' })

functionname response["Instances"][@]["Attributes"]["functionname"]

lambdaclient

boto3.client('lambda')

resp = lambdaclient.invoke(FunctionName=functionname, Payload='"This is a test
data"')

print(resp["Payload"].read())

4. ZBHE , BA:wq, RFEK Enter BREXHHRHE,
5. AL THRIEIT Python 18,

python3 writeclient.py

NN 200M5 , EUTHUTRE,

b'{"statusCode": 200, "body": "{\\'"ResponseMetadata\\": {\\"RequestId\\": \
\"QOMO38ITOBPBVBIK8OCKK6I6M7VV4KQNSO5AEMVIF66Q9ASUAAIG\\", \\"HTTPStatusCode\
\": 200, \\"HTTPHeaders\\": {\\"server\\": \\"Server\\", \\'"date\\": \\"Wed, 06
Mar 2024 22:46:09 GMT\\", \\"content-type\\": \\"application/x-amz-json-1.0\\",
\\"content-1length\\": \\"2\\", \\"connection\\": \\"keep-alive\\", \\'"x-amzn-

requestid\\": \\"QOMO38ITOBPBVBIK80OCKK6I6M7VV4KQNSO5AEMVIF66Q9ASUAAIG\\", \\"x-amz-
crc32\\": \\"2745614147\\"}, \\"RetryAttempts\\": 0}}"}'
6. EREFLF—FSHFNEARBRY , HOIE—MENE iR,

a. FAUTHSEIBRE RN HFreadfunction.pyo

vim readclient.py

b. #readclient.pyX#H , HBTiRHHAABAER, RAF , EHHBWEUATRIL, A
AR, HFRESE L —SHEANEZRNE.

import boto3
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(NamespaceName="'cloudmap-tutorial’,
ServiceName="'app-service', QueryParameters={ 'action': 'read' })
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functionname = response["Instances"][@]["Attributes"]["functionname"]

lambdaclient

boto3.client('lambda')

resp = lambdaclient.invoke(FunctionName=functionname,
InvocationType="'RequestResponse')

print(resp["Payload"].read())

c. REHE, BA:wq, RFK Enter BREXHHIRE,
d. FEALUT@ESEST Python K18,

python3 readclient.py

BEMRUTFUTHE , SIHBIZETEARNEwritefunction. py AR E Lambda BEA
BR B0 R A R A BE LR 4R

b'{"statusCode": 200, "body": "{\\"Items\\": [{\\"id\\": \\"45\

\", \\"todo\\": \\"This is a test data\\"}]1, \\"Count\\": 1, \
\"ScannedCount\\": 1, \\"ResponseMetadata\\": {\\"RequestId\\": \
\"9JF8J6SFQCKR6IDT5IG5NOM3CNVV4KQNSO5AEMVIF66Q9ASUAAIG\\", \\"HTTPStatusCode\
\": 200, \\"HTTPHeaders\\": {\\"server\\": \\"Server\\", \\"date\\": \\"Thu, 25
Jul 2024 20:43:33 GMT\\", \\"content-type\\": \\"application/x-amz-json-1.0\
\", \\"content-length\\": \\"91\\", \\"connection\\": \\"keep-alive\\", \\'"x-
amzn-requestid\\": \\"9JF8J6SFQCKR6IDT5IG5NOM3CNVV4KQNSO5AEMVIF66Q9ASUAAIG\\",
\\"x-amz-crc32\\": \\"1163081893\\"}, \\"RetryAttempts\\": 0}}"}'

HZER 10 FERFIR

SRERE , BMBRAEUES EFARA. AWS Cloud Map BRIFRMERWIAFEEE , B4R
56l RAERRS  BEEGSZN. UTFHERIGSISLEEHEREAN AWS Cloud Map &

Ro
fHl B AWS Cloud Map &R

1. &K AWS BEEZFA HITHF AWS Cloud Map ###l1& , ik https://console.aws.amazon.com/
cloudmapl/,

2. M@mBZEEHRD , & cloudmap-tutorial B EEHEBREFEFMAEE,
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https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/

AWS Cloud Map R A RIEE
EwmBaZEFAEEREL , MESSIRFEREdata-service RFHEREREHARR.

£ “IRS KB WA |, EFRdata-instance3kfiiEERE “BUEEM .

FERAREMERIRT |, %# cloudmap-tutorial.com A S EI & Z=EFMAEETRHE.
EwBAZEFAEERE L , MRS RFIEFBIERS HEZEMER,
Xtapp-servicefRE A Kwrite-instanceflread-instance REEHIEE LR 3-6,
EEMSHES , EFEGEZE,

#E#¥Ecloudmap-tutorialdp & 2= 8 Hik#E “BIER",
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DynamoDB & ST 6: (AE) MBR
DynamoDB FRLAFE 5 #h
Dynam o DB FF R EERM+HH
BIR

Lambda BREM<BXEY IAM v £ (AWS Lambda FF X & 15
TAB M) PHITEQ@ BE

THERNAFERTEBEEXNE LR AWS Cloud Map RS A AWS
CLI

AHIEER T OAEATEEBENLEMERN AWS Cloud Map RS £, 62— MRS NARRE |
AWS Cloud Map ATEABENBMEIDKINEBR. ZNARFBEM Lambda BEARK , E11E
DynamoDB &R EAMEEKE , FrERREFEMEH. AWS Cloud Map

BRAHEN AWS EEBIEHIE A , B5HE 7T #MAIFERASE B ENXEMH AWS Cloud Map ARSS
Ao

FRZM

HEFFRAHE 2 , BREKPRLZRIRE N EH AWS Cloud Map,

FERHEEREEMN AWS Cloud Map RS X1 AWS CLI 30


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-6.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-6.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-6.html
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#gettingstarted-cleanup
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£/2 AWS Cloud Map 5% Z= 8]

BREAR—MATHRMARFNRSHTIEANEN, ESERHS , BFNE— MR FEY AWS
Cloud Map API B A X IR RE a5 2= (6,

1. BITUTHSRE HTTP /B =M

aws servicediscovery create-http-namespace \
--name cloudmap-tutorial \
--creator-request-id cloudmap-tutorial-request

ZTIRERE D, BALEANTRTRERENRE

aws servicediscovery get-operation \
--operation-id operation-id

2. QIEGETERG , £ULKEE ID UATEELEGS

aws servicediscovery list-namespaces \
--query "Namespaces[?Name=="'cloudmap-tutorial'].Id" \
--output text

3. FHwmEZ=H IDFRELTEPIULEA

NAMESPACE_ID=$(aws servicediscovery list-namespaces \
--query "Namespaces[?Name=="'cloudmap-tutorial'].Id" \
--output text)

#1% DynamoDB %*&

BTk, eIZ2— NATHEMEMARERKIEN DynamoDB % :
1. BITUAT@EREIER :

aws dynamodb create-table \
--table-name cloudmap \
--attribute-definitions AttributeName=id,AttributeType=S \
--key-schema AttributeName=id, KeyType=HASH \
--billing-mode PAY_PER_REQUEST

813 AWS Cloud Map @ Z2 /g 31
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FRARER

2. FEEFRBENEIRSEBHRLE

aws dynamodb wait table-exists --table-name cloudmap

HHTRHES  ENRT2BTEHAHER,

f1Z2 AWS Cloud Map ##z iz 5 3 &t DynamoDB %

W#E , EFRNREZRFUE - MRSKRTIEFEFERR

1. BITUTHSHABIEE#EIREZE AWS Cloud Map RS :

aws servicediscovery create-service \
--name data-service \
--namespace-id $NAMESPACE_ID \
--creator-request-id data-service-request

2. FREBFERSZWARS D :

DATA_SERVICE_ID=$(aws servicediscovery list-services \
--query "Services[?Name=='data-service'].Id" \
--output text)

3. ¥ DynamoDB FiIAMHNEEEEXRENBENEMNRS KA

aws servicediscovery register-instance \
--service-id $DATA_SERVICE_ID \
--instance-id data-instance \
--attributes tablename=cloudmap

BE Y EMtablename=cloudmap A F H ARSI A% B DynamoDB & & .

A Lambda EKE I IAM A&

f2—N IAM &€ , Lambda RERERZB®FKGE AWS BIR :
1. fEALLT JSON 7 IAM At ZETER Y

B AWS Cloud Map ¥z 55 3 ) DynamoDB &

32
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "lambda.amazonaws.com"

},

"Action": "sts:AssumeRole"

}
2. BIUTHSUEREERKCE IAM A& :

aws iam create-role \
--role-name cloudmap-tutorial-role \
--assume-role-policy-document file://lambda-trust-policy.json

3. EALLT JSON JEAREMERENBEN IAM K632 X4

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream”,
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:*:*:*"
},

{
"Effect": "Allow",

"Action": [
"sexrvicediscovery:DiscoverInstances"

A Lambda B AIE IAM A& 33
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1,

"Resource": "*"

},
{
"Effect": "Allow",
"Action": [
"dynamodb:PutItem",
"dynamodb:Scan"
1,
"Resource": "arn:aws:dynamodb:*:*:table/cloudmap"
}

}
4. BIBEREFGHHME IAM A :

aws iam create-policy \
--policy-name CloudMapTutorialPolicy \
--policy-document file://cloudmap-policy.json

POLICY_ARN=$(aws iam list-policies \
--query "Policies[?PolicyName=='CloudMapTutorialPolicy'].Arn" \
--output text)

aws iam attach-role-policy \
--role-name cloudmap-tutorial-role \
--policy-arn $POLICY_ARN

aws iam attach-role-policy \

--role-name cloudmap-tutorial-role \
--policy-arn arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

f12 Lambda ERECRE AR
EoENHBIEE A DynamoDB &{H Lambda BE , BHITU TSR ¢

1. NEAEAIE Python X # :

cat > writefunction.py << EOF
import json

import boto3

import random

B2 Lambda EECRE AR 34
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FRARER

def lambda_handler(event, context):

try:

serviceclient = boto3.client('servicediscovery')
response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial’,

ServiceName='data-service')

if not response.get("Instances"):

return {

'statusCode': 500,

'body': json.dumps({"error": "No instances found"})
}

tablename = response["Instances"][@]["Attributes"].get("tablename")
if not tablename:

return {

'statusCode': 500,

'body': json.dumps({"error": "Table name attribute not found"})
}

dynamodbclient = boto3.resource('dynamodb')

table = dynamodbclient.Table(tablename)

# Validate input
if not isinstance(event, str):

return {

'statusCode': 400,

'body': json.dumps({"error": "Input must be a string"})
}

response = table.put_item(
Item={ 'id': str(random.randint(1,100)), 'todo': event })

return {
'statusCode': 200,
'body': json.dumps(response)

}

except Exception as e:

return {
'statusCode': 500,
'body': json.dumps({"error": str(e)l})

B2 Lambda EECRE AR 35
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EOF

LB AWS Cloud Map ATMEEXEHEF AI DynamoDB £& , RERKXRPEALRIE.

2. Package }##8%& Lambda B{¥K :

zip writefunction.zip writefunction.py

ROLE_ARN=$(aws iam get-role --role-name cloudmap-tutorial-role \
--query 'Role.Arn' --output text)

aws lambda create-function \
--function-name writefunction \
--runtime python3.12 \
--role $ROLE_ARN \
--handler writefunction.lambda_handler \
--zip-file fileb://writefunction.zip \
--architectures x86_64

3. EHFEEER DU R EHEIR

aws lambda update-function-configuration \
--function-name writefunction \
--timeout 5

122 AWS Cloud Map B AR F RS HEM Lambda B AR

EEREZHTOES —MRERERTUARFEY , BITUATER
1. ANAEFEHOERS

aws servicediscovery create-service \
--name app-service \
--namespace-id $NAMESPACE_ID \
--creator-request-id app-service-request

2. FRHBAREFRSHIRS D

APP_SERVICE_ID=$(aws servicediscovery list-services \
--query "Services[?Name=='app-service'].Id" \

Bl AWS Cloud Map R TR BRSS HEM Lambda B A KK
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--output text)

3. ¥ Lambda EARBUEM N ERBEELE MRS KA

aws servicediscovery register-instance \
--service-id $APP_SERVICE_ID \
--instance-id write-instance \
--attributes action=write, functionname=writefunction

HEMBMHaction=write}functionname=writefunction A FEFEIEERRLI LI

B2 Lambda BECRIZEEIE
E 4|2 M DynamoDB FR A iSEENEIER Lambda B , EHITUTEER -
1. FNEEEEREEBIEZE Python X4 :

cat > readfunction.py << EOF
import json
import boto3

def lambda_handler(event, context):
try:
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial’,

ServiceName='data-service')

if not response.get("Instances"):

return {

'statusCode': 500,

'body': json.dumps({"error": "No instances found"})
}

tablename = response["Instances"][Q]["Attributes"].get("tablename")
if not tablename:

return {

'statusCode': 500,

'body': json.dumps({"error": "Table name attribute not found"})
}

B2 Lambda B#RIEEEIE 37
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dynamodbclient = boto3.resource('dynamodb')

table = dynamodbclient.Table(tablename)

# Use pagination for larger tables
response = table.scan(
Select="ALL_ATTRIBUTES',
Limit=50 # Limit results for demonstration purposes

For production, you would implement pagination like this:
items = []
while 'LastEvaluatedKey' in response:
items.extend(response['Items'])
response = table.scan(
Select="ALL_ATTRIBUTES",
ExclusiveStartKey=response['LastEvaluatedKey']
)

items.extend(response['Items'])

HOoH HF O O OB O H H

return {
'statusCode': 200,
'body': json.dumps(response)

}

except Exception as e:

return {
'statusCode': 500,
'"body': json.dumps({"error": str(e)})

EOF

LB EA AT AWS Cloud Map &3 DynamoDB %{%& , AENKHPIEEHE, cBEHRCEMN
DITUER

2. Package }#&B¥E Lambda BI#K :

zip readfunction.zip readfunction.py

aws lambda create-function \
--function-name readfunction \
--runtime python3.12 \
--role $ROLE_ARN \

A% Lambda BEECRIEEEIE 38
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--handler readfunction.lambda_handler \
--zip-file fileb://readfunction.zip \
--architectures x86_64

3. EFTERHEAT :

aws lambda update-function-configuration \
--function-name readfunction \
--timeout 5

¥ Lambda S=EERE FUE M IR SS-S= 41
B Lambda EEUERHBUFM AN AREZHN S —MNRS 26, BHRITUATER

aws servicediscovery register-instance \
--service-id $APP_SERVICE_ID \
--instance-id read-instance \
--attributes action=read, functionname=readfunction

HBEXEMaction=read¥¥functionname=readfunction A FEZFRIEBEER R LI IHEE,

RN ETEFmNARER
ECZATRIAMBA AWS Cloud Map EAEEE Python EF WM ARRE , BRITUTIR -

1. ABEAFFRMARZERFEIE - Python X :

cat > writeclient.py << EOF
import boto3
import json

try:
serviceclient = boto3.client('servicediscovery')

print("Discovering write function...")

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial’,
ServiceName="'app-service',
QueryParameters={ 'action': 'write' }

& Lambda BEEREREOEAM 9 AR S5 3K B
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if not response.get("Instances"):
print("Error: No instances found")
exit(1)

functionname = response["Instances"]J[Q]["Attributes"].get("functionname")
if not functionname:

print("Error: Function name attribute not found")

exit(1)

print(f"Found function: {functionname}")
lambdaclient = boto3.client('lambda')

print("Invoking Lambda function...")

resp = lambdaclient.invoke(
FunctionName=functionname,
Payload='"This is a test data"'

payload = resp["Payload"].read()
print(f"Response: {payload.decode('utf-8')}")

except Exception as e:
print(f"Error: {str(e)l}")
EOF

W& FinfEAiZQueryParametersit MR EK EFZaction=write B MRS EH,
2. NEENEFmNARRFLE— Python X4 :

cat > readclient.py << EOF
import boto3
import json

try:
serviceclient = boto3.client('servicediscovery')

print("Discovering read function...")

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial',
ServiceName="'app-service',
QueryParameters={ 'action': 'read' }

BIBRMETE IR AEF
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if not response.get("Instances"):
print("Error: No instances found")
exit(1)
functionname = response["Instances"]J[Q]["Attributes"].get("functionname")
if not functionname:
print("Error: Function name attribute not found")
exit(1)
print(f"Found function: {functionname}")
lambdaclient = boto3.client('lambda')
print("Invoking Lambda function...")
resp = lambdaclient.invoke(

FunctionName=functionname,
InvocationType="'RequestResponse’

payload = resp["Payload"].read()
print(f"Response: {payload.decode('utf-8')}")

except Exception as e:
print(f"Error: {str(e)l}")
EOF

3. E{TBEAEFUKE DynamoDB FRFMEIE :

python3 writeclient.py

NI REEE , HTTP RSB R 200,
4. BITEWMEFwM DynamoDB XA REHIE -

python3 readclient.py

MHNEREARNSSE  SFEEYAERKR ID M X2 AT B,

BB R/R

TRAHER , FEERRUESETNREA,
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FRARER

1. BE , BITATHSBUEEMRSEM

aws servicediscovery deregister-instance \
--service-id $APP_SERVICE_ID \
--instance-id read-instance

aws servicediscovery deregister-instance \
--service-id $APP_SERVICE_ID \
--instance-id write-instance

aws servicediscovery deregister-instance \
--service-id $DATA_SERVICE_ID \
--instance-id data-instance

2. BT T SHBRIRS

aws servicediscovery delete-service \
--id $APP_SERVICE_ID

aws servicediscovery delete-service \
--id $DATA_SERVICE_ID

3. BITUTHSMBRGTEZEME :

aws servicediscovery delete-namespace \
--id $NAMESPACE_ID

4. BITUATaSMIER Lambda B :

aws lambda delete-function --function-name writefunction
aws lambda delete-function --function-name readfunction

5. BITHATaHMER IAM B &K :

aws iam detach-role-policy \
--role-name cloudmap-tutorial-role \
--policy-arn $POLICY_ARN

aws iam detach-role-policy \
--role-name cloudmap-tutorial-role \

--policy-arn arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

aws iam delete-policy \

BE RIR
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--policy-arn $POLICY_ARN
aws iam delete-role --role-name cloudmap-tutorial-role

6. E1TUATaSHiIER DynamoDB % :

aws dynamodb delete-table --table-name cloudmap

7. BIUTHSBERINE X

rm -f lambda-trust-policy.json cloudmap-policy.json writefunction.py
readfunction.py writefunction.zip readfunction.zip writeclient.py readclient.py

BE AR 43
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AWS Cloud Map 5% Z= 8]

WRZEBE—MEEEME AWS Cloud Map , AT ERARFHNRSSPEN —NBRABHMATRIER
Bl BIEGBRZEN , FEEEEUTHE :
- BHELERARRFAREIZHHAER.

* AWS Cloud Map AJ AR BUEEMRIBRSS KON 5 7E. BAURERFEEY BBMN AT RGN T
R, EREBERENEMDILE R (VPC) FRATRIVENEIR , ER{LUET AP EA,

UTREXGTAZRN—BRELZ,
- WARZERBETENCENFAE AWS X B, & AWS Cloud Map EZMNXBFER , BFEE
BMKFA IR S =M,

- MREGIERGEZENAVET DNS EifffE VPC H#TKI , I AWS Cloud Map £ B3 81
#8 Route 53 HEXiH, WIEEXFHAUSSNREEXEHEMEXE VPCs, BXEZER , S
Amazon Route 53 APl 2&VPCWithHostedZone®H ¥y & T,

F&:

- 8l AWS Cloud Map i
- %I AWS Cloud Map i
- B AWS Cloud Map i
- #Z AWS Cloud Map i

#2122 AWS Cloud Map fs R ZEIRN N ARFRSHITOA

BANME— B , FRARFNRS AR - MREFNENT , AFET API A DNS &
ARINAREFRR.

KB R P IEB

TREZETHTEMNSEFXIEDT AWS Cloud Map AR BT LA G EEEER | BE4FURT
RARFHRSFEE,

BIE R R 44


https://docs.aws.amazon.com/Route53/latest/APIReference/API_AssociateVPCWithHostedZone.html
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https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateHttpNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateHttpNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePrivateDnsNamespace.html
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WA ERRE KBIRB I & TERE HESR

DNS &if,
MRREHEE
XFraes
DNS &ifjF#Y
& TR
% , Route 53
FHEA
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KA % BT 46



AWS Cloud Map

FRARER

mAZEEER
/\%E DNS
pOF &

KBIRB I &

APl A M2t DNS
i

TERE
63 2H DNS @&

ZE[|E At , AWS Cloud
Map 26128 — AN
# Amazon Route 53
NEREXE. MNA
EFRHPHNRERATUE
ST A Discoverl
nstances API fl&
HWE3IBIEHN Route
53 NHFEEXFHHH
HERFFEKLIANE
% H, AWS Cloud
Map

NEREXF 55
ZZREER , HES
EE&MEXN DNS
idFservice-n
ame . namespace
-name o

@® Note
EiXFER
T, s RZEE
BRI IR
SEMAYIEE o

HESR

» Discoverlnstances

* CreatePub
licDnsNamespace

BRIV B U T S BREREA T Python B9 AWS CLI AWS B4 A, = SDK tlEa&B =H,
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AWS EEEH A

1.

2.
3.

4.

B AWS BEEHA HITIF AWS Cloud Map & & , Mt A https:/
console.aws.amazon.com/cloudmap/.

1% Create namespace (Bl 2= H),
EwmBZREHRP , MANATAALGNER.

® Note

« NN DNS EWEREN WS ZRLAUTNEHELERE, HIF . com,

« FBALIEE—/EFRMLEA (IDN) ( MREEFZERELNERZRE ) . BREL
HIREEMEER |, B Internet LB R B RIBHIRIT,

A U EA RS IR mE Z RN ERMUEE ERIFHERB, flm, mRE
£/ Java , WA java.net.IDN FEHY toASCII 3% Unicode B # R AR
B,

4
k
|
b4

(FliE ) £ “MEZRER B, ABXTEZEANEE , XEEENETRE ‘BRZEHE" WHE
*u ﬂp% |ET.H|=|é To —.I-J’)\EFH xjtb{n%?*li\llqgjﬂp% IET.lo

XN FRHIEI "“JL;UE VPCs API V. API @A DNS &K APl A FZNE DNS &
Wz B TIER , 2BI0IE HTTP, A58 DNS /A& DNS i B Z=EH., BXEZEER , HSH
SE5I & BN kIR,

RFEWIGEFE | FRBUTSREE.

- MREFEFIEE API HAR DNS £iff VPCs , MIXNF VPC |, BB ES W& ZRIXKNE
WFHB = (VPC).

- WMREBEHIEE API AR DNS &) , VPCsTHE&EZE AP BAMAH DNS &£if , M F
TTL , BEEUW N EMHEE, £EaTE (TTL) ERE DNS #HTsshEREN TR ZEE 6l
## Route 53 FE X EPGEATEN (SOA) DNS EREFEEZKATE, X TTL#Y
EZEE , 551 A mazon Route 53 FREBEFEHH TTL (#) .

(FIE ) IR T, &8 R AREEATHICHEZRNENE, BAEE—
ARESNEFNBGEEANFE, FREARATFEN AWS FRFTHE |, UEERMNHbX H i
TEE, AXEZERE , B2 ric 8 &R AWS Cloud Map,

1%#% Create namespace (BIEW &z ), EAUFEAEFRIEMNIRASListOperations, BXE
Z{ER , H5H AWS Cloud Map APl £ #ListOperationsF #J
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AWS CLI
« FERASBRENIHRAXRENGTOEREZR (ALBACHredBEEHRZIXLE ),

« {£f create-http-namespace B HTTP & ZE, A LAEMA DiscoverInstances
BREINER HTTP e B ZEDEMAI RS EHI , BT EEA DNS K ZRF =61,

aws servicediscovery create-http-namespace --name name-of-namespace

« £/ create-private-dns-namespace B#E DNS |ZFMBWEZEE (REEEN
Amazon VPC RF A ) , B LAEH DiscoverInstances 53R A DNS X IES
#,H DNS @ & ZHEMAISSHI,

aws servicediscovery create-private-dns-namespace --name name-of-namespace --
VPC VPC-XXXXXXXXX

« £/ create-public-dns-namespace #R3E DNS BIE L NEmAZE ( EEBKRMN LT
W) WAL DiscoverInstances R FEA DNS ZIE L NE DNS & Z=EE
i AL

aws servicediscovery create-public-dns-namespace --name name-of-namespace

AWS SDK for Python (Boto3)

1. MREBEAREZE Boto3 , MALELAKREIRZE, BEMFEABoto3HHA,
2. 5 A Boto3 H¥f servicediscovery AEZH RS,

import boto3
client = boto3.client('servicediscovery')

3. HERMBENIPRNRENG TR -—IaEZH (ARECSHredEBERXLHE ) ¢

« £/ create_http_namespace() /& HTTP &8 & ZE A, T LAEH
discover_instances() ZZEA HTTP &&= EEMIIRSEHI , (EFTEEA DNS k&
MZRS K6,

response = client.create_http_namespace(
Name='name-of-namespace"',



https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-http-namespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-private-dns-namespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-public-dns-namespace.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation
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# If you want to see the response
print(response)

« £ create_private_dns_namespace() ¥ DNS SIZFAEHRZEE ( RIELBEW
Amazon VPC RF AL ) . &I LAEA discover_instances() Sf# /A DNS £ IEI#A
B DNS & Z[RDEMAI LB,

response = client.create_private_dns_namespace(
Name='name-of-namespace"',
Vpc='vpc-1c56417b"',

)

# If you want to see the response

print(response)

« £/ create_public_dns_namespace() B3 DNS Sl2 A&z ( EEEBKM LT
W) BOULAER discover_instances() SfEMA DNS £ I@ET /A H DNS S8 & ZEEE
yiif: AT

response = client.create_public_dns_namespace(
Name='name-of-namespace"',

)

# If you want to see the response
print(response)

o TR 0E B2

{
'OperationId': 'gv4gSmeo7ndmeh4fqgskygvk23d2fijwa-k9302yzd',
'ResponseMetadata': {
1,
}
HR
IR

BIEGEZRGE , AU EGEZAPERS AR TRARFHREARNNABRFRRASE
—i, RFERIHFNARFEFEMNZFNER, BXCIE AWS Cloud Map REFHEZER |, 5
1% 9 B 2 4B 4 81 22 AWS Cloud Map RS
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HtH AWS Cloud Map 5 & Z=E (8]

HEGREBZERGE , BUTNERUATSIREFEUERNTEZRNIIR,
AWS EEiZH A

1. BF AWS BEEHA HITFF AWS Cloud Map ###I1E& , Mk https:/
console.aws.amazon.com/cloudmap/,

2. ESMBERTP , EBGRTEHUEEGRATZAINR, BRLIZRER, B, =FLKMNERX, Fr
EERDEBZEE ID NGB ZEHRTHRF. Sl EERFZFRIYMAGEZEBZHR ID, MU
BERNEEBENTREE,

AWS CLI

« f#H list-namespaces @S5 HEHRZEE,

aws servicediscovery list-namespaces

AWS SDK for Python (Boto3)
1. MBAEREE Boto3 , MAMEML K LE, BEEAEMABoto3MHH.

2. B A Boto3 #W servicediscovery B#EEHNERS

import boto3
client = boto3.client('servicediscovery')

3. A list_namespaces() ¥ HEAZEHE,

response = client.list_namespaces()
# If you want to see the response
print(response)

A5 W) RS2 i HH

'Namespaces': [

{
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'"Arn': 'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS-XXXXXXXXXXXXXXX ",
'CreateDate': 1585354387.357,
"Id': 'NS-XXXXXXXXXXXXXXX',
'Name': 'myFirstNamespace',
'Properties': {
'DnsProperties': {
'HostedZoneld': 'Z06752353VBUDTC32S84S"',

1,
'"HttpProperties': {
'HttpName': 'myFirstNamespace',
I
1,
'Type': 'DNS_PRIVATE',
1,
{

'"Arn': 'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS-XXXXXXXXXXXXXXX",
'CreateDate': 1586468974.698,

'Description': 'My second namespace',
'Id': "NS-XXXXXXXXXXXXXXX',
"Name': 'mySecondNamespace.com',

'Properties': {
'DnsProperties': {

1,
'"HttpProperties': {
'"HttpName': 'mySecondNamespace.com',
I
1,
'Type': 'HTTP',
1,
{

'"Arn': 'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS-XXXXXXXXXXXXXXX ",
'CreateDate': 1587055896.798,
"Id': 'NS-XXXXXXXXXXXXXXX',
'Name': 'myThirdNamespace.com',
'Properties': {
'DnsProperties': {
'HostedZoneld': 'Z09983722PQQME1B3KC8I"',

1,
'"HttpProperties': {

'HttpName': 'myThirdNamespace.com',
I

5l Hd5 A 22 E] 52
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+
'Type': 'DNS_PRIVATE',

+
1,

'ResponseMetadata': {

. ’

}I

il Ex AWS Cloud Map @& ZE 8l
SERATmAZEEG , TUFERRR. ERRaSz=EN , B EEERATREMRAINRS R,

(@ Note

fiBR DNS an & Z2 BBt , AWS Cloud Map <Ml BR7E a5 % 22 8] 6 22 Hi 8] | 2 F #H BRI HY Amazon
Route 53 £ & X1,

TE M BRam % Pz B, AMBUHEMABRS S, ARRREZGEZEPRENMERS. BXE
ZER , BSREES AWS Cloud Map BRSSE461 M BR AWS Cloud Map BRSS

BUE EM S GI H MR EG B Z B F R EBNRSE , FREUT SERMBRG S ZEE,
AWS SmEimsl s

1. BE3x AWS EEEZF|E HITFF AWS Cloud Map #2&|& | B https:/
console.aws.amazon.com/cloudmap/,

2. ESMBHKP , % Namespaces (5 f Z[H).
3. REEMRAWAEZRE , REERMER.
4. BIXEFE B, BIANEERRIZES

AWS CLI

fEAdelete-namespacem TR EZE ( AEBCWredBEERZE ) . WRBAZEMN
BE—NRZMRS , BREEK.

aws servicediscovery delete-namespace --id ns-xxXXXXXXXXXX
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AWS SDK for Python (Boto3)

1. WREEARZEK Boto3 , MATBELAKIIZE, BEEMERABoto3MHEHA,
2. 5 A Boto3 H¥f servicediscovery AEZH RS,

import boto3
client = boto3.client('servicediscovery')

3. MRS EZEEdelete_namespace() ( AR BECHredBEEHRZE ) ., MRBEZRN
BE—NEZMRS , BREEK.

response = client.delete_namespace(
Id="'ns-xxxxxxxxxxx"',

)
# If you want to see the response
print(response)

LR VR k.

'OperationId': 'gv4gSmeo7ndmeh4fqgskygvk23d2fijwa-k98y6drk',
'ResponseMetadata’: {

1 [ | 1
« e . e g

iy

H# = AWS Cloud Map 5 & Z=[H]

AWS Cloud Map AF e B ZEFMEEEHMAREGE ) 1 AWS Ik REALAANRZHGBEZEE ,
AWS Organizations LA {LE MK iRS KA MRS MR, XEAUERAFERAHLANEMA AWS
Tk REARERNmEZEE, AWS

AWS Cloud Map & AWS Resource Access Manager (AWS RAM) £ B AREHXE, AWS RAM

=—IEZREB EHMAHLZEL AWS Cloud Map &R AWS K i@ ZRLFIRM RS AWS
Organizations. £ AWS RAM , B BT ERBERERAZEHENRER, BRLEEEEHR
ENARRUARSEZHAEZRRENERAE. EAETERE

- Bk AWS Ik B H AL NI AWS Organizations
- HALARNERILL L4 AWS Organizations
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AWS Cloud Map

FRARER

. THEANHLAETE AWS Organizations

BEXNEZEERE AWS RAM , iEZH (AWS RAM AF1ERE)

AEBHAMAHLZEREN T FRAR MAGER R ZLERTIR.

HEWRZRAEESM

H#=Z AWS Cloud Map & Z2 8
H#= AWS Cloud Map A Z2 18]
« }RIRHEE AWS Cloud Map @5 & ZE[H]
- RFHEmEZ R

H = A 22 R Y ER 3T AR

=
=]

ot
B

. HAAitE
- Rt

./\Ei[l'éggglé]ﬂﬁ[}iuégglﬁ

T’ﬁﬂm IJ!&E’JJ\KFO fﬁ%/f/\;aﬁfﬁéi\;ﬂﬁﬁ%i‘lﬂjo

ERSREEE , ELATEACHRBZRAFHAZGEZE AWS K, XEREFRLAD

ESENEQHEPNAR BV HFwHEZEE AWS Organizations , XS ASHE AWS

BLsk

Organizations, BEXEZEE , TS HRAWS RAM (A F#E/E) #M R¥F5 AWS Organizations £

=
=~o

- EEHZFE DNS s B ZH P EMA DNS ERHITRS K ,

ZHRMEEEEMFEAcreate-

vpc-association-authorization5iZmA ZEXBKNFAEREEXEMW ID MEAER VPC i

TEA,

aws route53 create-vpc-association-authorization --hosted-zone-id Z1234567890ABC --

vpc VPCRegion=us-east-1,VPCId=vpc-12345678

WRERFEAEEEMMAMassociate-vpc-with-hosted-zone B E XM ID #HTHA,

aws routeb53 associate-vpc-with-hosted-zone --hosted-zone-id 71234567890ABC --vpc

VPCRegion=us-east-1,VPCId=vpc-12345678

HEGEZRANIEST
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M

BXEZEER |, i52H {Amazon Route 53 FF R &IERE) AWS K R Amazon VPC &6

MAEEEXERKREE M XA,

« ERIMESHE DNS 6B EH KBRS K up-to-dateM BN BT , WRREZLTF AR VPCsiL
B, WAREERE VPC AiERE , UMESXLERFSHTERF. XAUBIFER VPC NEHERERKE
M, BEXEZELR , H2H Amazon Virtual Private Cloud VPC 3% HiE 5/ & 89 81 2 5 M Bk VPC
NEEE,

BARREFEAYIListOperationsH Ak X HZ a5 & 2= RIIT VIR /E,
- HREGEZETFZERIC,

H#Z AWS Cloud Map 5 & Z=[g]

LBEHM AWS Ik (FAE ) £AEEHER AWS Cloud Map SR ZERIET | X LMK S L E I E
RN A & a5 A& 22 (B AP AR S5 B9 up-to-date MR & o

EHEHEZEE , KIFEFNBFRAE, RRLAZR—T1 AWS RAM &R , AJLLEE AWS K-
ﬁ?n"ﬂ?\o REHEZEEERENRRURSZHERRNERE, BENEZRFNEIF TR
E %EﬁAWS RAM }r‘nﬁ%uAﬁuEﬁlj?\/\¥o

\

MRERHAL BN —R , AWS Organizations HEBHA THLARNBHRE  NLBHBRFARTRHEE
ERRREMEZRONR, U, EREQWIMARBEREZNEE , HEESBEFHBEFHRIH
;DD% IE-.I Eﬁ*XBEo

B LAEA AWS RAM 24| & HEZERMEN S 2=\ AWS CLl,
AWS RAM console
£/ AWS RAM #H AR ZERBEEN TR ZE

BSH (AWS RAM BF1ER) FME AWS RAMFGIEBRFRLE,
AWS CLI

HEEHENGRZE , BEH AWS CLI

5/ AWS RAM create-resource-share 55,

#= AWS Cloud Map %% Z2 /8
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=1t X = AWS Cloud Map f5 & ZE (g

i—L’iA ZRABHER , FREFETERE R Z®E ZRE UK G2 RERNEMRS MEH AWS K-
XEFEREERANG AL ZHNERS ZE P IR TR,

EFLAZERENDAZE , LIREMNERAZHBER. SUER AWS RAM 2H & =iEH &
KHAT LR AWS CLIo

AWS RAM console
5/ AWS RAM 2 H AL EZEAEN TR ZEE

ZR (AWS RAM AiFERm) PHEFRERE,
AWS CLI

EFLAZERENGEZR , HEH AWS CLI

5 disassociate-resource-share

FRIRHEZ AWS Cloud Map 5 & ZE[H]

FRIE&EMERETLER AWS Cloud Map | & FHRBI A Z & ZEHE, AWS CLITTBfE
FiResourceOwnerBHRIRBITH B ZBFIEE. FACreatedByAccountBHEAILLURBIEHRERR
Ze g Rl ARS SUEMEHIN. AWS Ik

AWS Cloud Map console
£ AWS Cloud Map ##l A RR R Z S 22 H

1. BF AWS EE#&HIA HITFH AWS Cloud Map #2414 , Mt Hhttps:/
console.aws.amazon.com/cloudmap/.

2. EWMBAZRRNANEFRAEET , BUNKIAEZHEZMR AWS K- #9 1D,
3. ERERANGEZHENESE.

4. TEtnAZEE:namespace-name N HP R ZEREEDBINWRRAEET , BUUKEEE
AWS K= Z & ZEE /Y 1D,

{Z1E = AWS Cloud Map %% %28 57
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AWS CLI

EFAFRINEEREZEE AWS CLI, iF# A list-nam espaces 5. XM TREGAAENGEZE
MEEXZNHREE, ZResourceOwnerFERE RmAZEHEFTEERN AWS K~ 1D,

AT list-namespaces™ Il @EN K% FT/HI111122223333,

aws servicediscovery list-namespaces

i

"Namespaces": [
{
"Arn": "arn:aws:servicediscovery:us-west-2:111122223333:namespace/ns-
abcdef01234567890",
"CreateDate": 1585354387.357,
"Id": "ns-abcdef01234567890",
"Name": "local",
"Properties": {
"DnsProperties": {
"HostedZoneld": "Z06752353VBUDTC32584S"
},
"HttpProperties": {
"HttpName": "local"

},
"Type": "DNS_PRIVATE",
"ServiceCount": 2,
"ResourceOwner": "111122223333"
},
{

"Arn": "arn:aws:servicediscovery:us-west-2:444455556666:namespace/
ns-021345abcdef6789",

"CreateDate": 1586468974.698,
"Description": "Shared second namespace",
"Id": "ns-021345abcdef6789",
"Name": "My-second-namespace",
"Properties": {

"DnsProperties": {3},

"HttpProperties": {

"HttpName": "Shared-second-namespace"

= 8]

FRIRHEZ AWS Cloud Map 5% 28 [H]
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iy

IITypell: IIHTTPII,

"ServiceCount": 0,
"ResourceOwner": "444455556666"

EXFERT , B ZEEns-abcdef01234567890F IR , B
Blns-021345abcdef6789H111122223333 02 MIBAELL4L4L55556666, TR L0
Blns-021345abcdef6789 2111122223333k S X EM 444455556666,

BRTYHEREZEANR

IAM ZEREAZE-HHEENBIERZmEEE. RIMNBWUE
FHAWSCloudMapFullAccess%ﬂAWSResourceAccessManagerFullAccessﬁ%%%%ﬁﬁﬁE’\J
IAM ZRAREHRENFEALZ0E ZRARHNR.

MREEABENL IAM KBE |, MFEFE
Hservicediscovery:PutResourcePolicyservicediscovery:GetResourcePolicy,
Mservicediscovery: DeleteResourcePolicy?s‘H’lEZ"ﬁ'é/it;ﬁ% ElE], XLRNRNER IAM
BE, WR IAM ZREARREBXENR , WEEZHRERAREWE Z R R EHIR AWS RAM,

BRI AWS RAM £ IAM WEZER , FZHAWS RAM AP BB+ 204 AWS RAM £/
|AM,

HEa & 2= EARITANNR
HERERAENERE TUN R EDE ZHRTFRNRE,
A ERNR
BERARAETARN LTSS RARTATRME -

- REWEZEXEKNRS  SFEEEREKS QRN RS MEM X LRSI,

« HUBXteR B Z2E A5 EAXER | RIEXY HOE TR E K 02 A AR ST SAROE AR B L2 AR 55 A9 SEHIAY 175 (R AX
PR

- NEHAKFEENRR , MEEEAERDEZAMEEERZGE TR TR RS PIEMMEUEE
it
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« MIBRBRSS HIEHEA , SIEFEA B, 0IZEMRS FEMAIEH,
E%ﬁjﬂﬂ“ﬁ?/\?—ﬂﬂ% |ET.|o

i Al & RO AN BR
WEEAEAEATUERZGERE LRTUTRE

o TE6p A ZE (8 B 2l 2 AN BR AR S5
- EHBZE @¢Mﬁmwﬂ¢&%ﬁmﬁ&%*ﬂo
o RYEMEBIE A ZE A I EN RS HIEH,

ERAELEEFSINBRAEZREZE, RENHEREZRNHRNRE , HEEKP R EX )
o5 # 22 [H RV K BRSSRY 15 R AR .

iR

FIEEEERMINERZ G 26 FEM A ERISE B SR S A X L2 5E 451 5 A 2 A9 4F 17 Route
53 BITRRKREMNTR, HEEFZENMAE A ZE 8 R IEMAYE 1 SE 5 SR E A X L2 52 51 Bt
BIZEHE Route 53 BITHRARENTR, MRAZHEZEE DNS vEZ=H , M B 2= H
FMIEEEENEZHRZRFRRRSHLIEMN Route 53 DNS 2% F%., FiEEEEN Nt
fIDiscoverInstancesRevisioni&k T {EMEEiEDiscoverInstancesMBEF[F %, HBEEFE
HffIDiscoverInstancesRevisioniZ T KIE{MEBiEDiscoverInstances @& (T 3%,

BR &

BMXENAEGRZERIT AR ZAREEN DR ZREH. ERAEEXZHEZEFEMYKAE
TAFBENS MR ZREFPNXE, IREAEEAZTRZRATIERS , WIZRS HIEAME
EASKPIER T AN RSEFANEAEELS ., MRAEEERAZRBEZHPOIRRS , WRERSE
M, RS FOEMEEASKBI BT APTBERIEH,

it RMitE 60
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AWS Cloud Map R

AWS Cloud Map RS2 A TEMRSRAIMNER , SHERSHWIRS EHA DNS BE ( MRER ) -
R A LR EETRARENEERSPRFINSITRR A TTEHEFTREN TR, RS ITURKRENN
ARFN—NAH, flm , BN ENARFARNTRUE-TURS , " EEAFPHNRROIES
_Ijiﬂ&%o

RS AFEEE NSRS THATEZRRNARTR , N\TTREBNABRFNER. RRANERFEH
DNS Ziffs AWS Cloud Map DiscoverInstancesAPl REXHKE , E4ABR T EREEH S ZE M
FR. EBELAER AWS Cloud Map 2§ & 3241 X B B BRE R RZS R F -

BRI LAER AP N BEN TBEEENRSRAINEM. UpdateServiceAttributesBHLIIRE
REEMABRERflIzEEEEY , HAELEXNZFIEHHTEME RN TS IUXLEM., TR
SRINEENBUENEEEBREEFTETUTAR

- ATFEHHABEHAHBREN K INE,
- BRSRIEF , Bl APl B MEZ N EiRBUER,

BXREZEER |, ESE AWS Cloud Map APl £ UpdateServiceAttributes 1 #

LT EEHER T RSHZEITROAKLERN DNS B E , A SFEIE, FIH, EFHMNMERRS AR,
FH

« AWS Cloud Map BRFEITIRARERE

- AWS Cloud Map g% DNS Ei&

- ARAEFEAHBIE AWS Cloud Map BRS

« BT AWS Cloud Map R

- EmAZEF S EH AWS Cloud Map RS

- MIB& AWS Cloud Map BRSS

AWS Cloud Map FREZZTIRAK EEE

Health REEB THERSZFIRELE, NREECIERSHAXREEZTRARE , NFLiL=4l
Az TR | RERBNEABIRS XS, RESTRRRER |, BRIAMER T AWS Cloud Map £i1R
BEE{TIRABRHFNER. WA LAE A DiscoverInstances APl BJHealthStatusSEIREITIRRTE
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AWS Cloud Map FRARIER

ERBHENFAREREIR, BETJLMER GetInstancesHealthStatus APl # & 45 E RSS2 4
KZEITIRR o

FE 212 AWS Cloud Map BRS5EY , BLATLAELE Route 53 ETIRRREHAENNE=HFETIRK
&,

Route 53 TR E

MREH Amazon Route 53 BITIRRAKREEEIRE , M2EEMEHIET AWS Cloud Map £]E Route
53 BITIRRRE , HETHERMIHERESITRRARE,

XF22%E DNS Bz , HFETRRRES EMSEFIRt AWS Cloud Map 81Z# Route 53 AAAA i
% AWS Cloud Map #HxEBx, WREERSH DNS BEEHPRIRIEEAFIZFRER |, ) AWS Cloud Map
LSHBFERZ IPv4 R ETFRNETRAKRE., R IPv4 #iiHEENKET RETRERE , U
Route 53 2IANAMAAAAIE R ANIERE, MREERSHY DNS EEFEECNAMEIZFEKE | NIFTER
B Route 53 BT E,

SFEER AP AR AMEEHIMNaGBZEE , AWS Cloud Map £|2 Route 53 ETRAKE, B
2, REUEETRREEREN DNS i2%. AWS Cloud Map ZEREZTRARERSLEE , &
A LA Route 53 #2241 A 5 Amazon Bt &Y #2 CloudWatch, XM Route 53 B ANEZE
B, #Z% Amazon Route 53 F R BIEEHPMNETRAKRELMNREEH, BXEANESER
CloudWatch , {52 Amazon CloudWatch APl $ZPutMetricAlarm®#Y,

(® Note

o BIERNEFSE DNS i B = HF R EN RS E E Amazon Route 53 BT &,

« FRETIRRKEFH Route 53 IZTIRRKERE 30 WELKHT R AWS XiE X% —Xi=
TR EIEFER, FEKE , FNELERP2WE —XRETREREER, B2, TR
MEMNHF RSB DE, Dt , SERUREAE—BHNEIZMNMER , ABRE/LRDHNR
BAEEH#HTETRIRE, ARETRAREXFHIIEK , HSEXE,

Bx Route 53 BITIRRKENFZRAEE , i5ZH Route 53 EHto

BEMSITRAKRE

WMREETMEAISEE AWS Cloud Map AEABHENLSTRAKRE , WSAEAE=AFETIREK
ERRIMEFTRAZTRL. BEXSTRAREEATERTRER !
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AWS Cloud Map FRARIER

o BITEMFEH Route 53 BITIRRARE , RATEBET Internet IRERFR. Hl , RREE—MULTF
Amazon VPC FHISEHl, A AR pIERBE L ETIRARE, B2 , EfETRARELE
Z1T , BTRIRERF S5 S SSFIER— VPC F.

- BELEAZ=ZDSITRARERSF , MABEEN TR T4,

EABREMETRRKRER , AWS Cloud Map FREERELERRNETRR. HR , B=HiE
TRARERLRERENZTRR , HERSEREEECHNARERF. AR5, FNRBEEEEREREY
IR AL E A HIUpdateInstanceCustomHealthStatusi®EsR AWS Cloud Map, MR XA
RASHAUNHEALTHY , IR UpdateInstanceCustomHealthStatusfE 30 ¥ A& A EMIRAE LR
ZSHEALTHY , M#@IAZBRRETIRRTE. AWS Cloud Map 15 157 & 88 H 2% %R

AWS Cloud Map AR55 DNS Ei &

HEELIFET DNS BRI HIN B ZE P OIEKRSET , AWS Cloud Map 2612 Route 53
DNS 2%, EUIIEEZEA T AWS Cloud Map 812K FTE Route 53 DNS 123y Route 53 5 KB
F1 DNS igxkEH,

B EH SR g

3% R BETEE Route 53 Il B A F & MRS HIHY DNS i), ZEFMNBBEREEEXBKAR AWS
Cloud Map @1,

AR

Route 53 W& AR — AWS Cloud Map AR EAEYSE B REHLIEFE A — 1 AWS Cloud Map ARS
SAREERANE. FMEERBEEHERNNE , JHit , BEER/EZREL P RER BB EASE
il

Bl | RIEBREZSEBEHN - A BEFN—PETRARENEE , H BEFERARS EM 10 Nk
f5l, Route 53 fEAXRBZITIEFEHIEH R HY —NEENIEERFIR IP #bit KR DNS &Eifl, R&
BZTEEWES , Route 53 & FTE =410 1T1IEE AT DNS &ifl,

MRERBNRSEETRRKE |, Route 53 KBEFMBRFIMETIER , A NEHEREN -
3K 53R 1= 5E A Y B

EXEZEER , 1§25 Amazon Route 53 F XA RIEEHHINAER,
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AWS Cloud Map FRARIER

ZENEKRH

MRENRFEL TZEITRARE , HEETRARENLERNIERE , W Route 53 FAKZ 8 4
KR [E3E A AV B
i, RIRBRSEEHN —FK A BERMN—NETRARENEE. SEMARSEM 10 M58

f5l, Route 53 [ ERAH{ZZ 8 NEEZITHEHIA IP #h3tSkRIGR DNS &Eif), MR IEEIi=1THISZHI
LF 84, Route 53 FHERAFAEEEZETHIEHIR IP #bit K5/ DNS &Eifl,

MRERBARSELSITIRAKE |, Route 53 FHEBEFREXRHIBREFEEITH , ARS8 MK
BliR EE,

BEXEZER , 52 Amazon Route 53 F R A REEEHANZENEREH,

iDFRE

Route 53 DNS 12 xkEHRE T Route 53 EMR AT A IR EHIH DNS EHFIREINERNEE, &
A LEEMTRE DNS 12 FE B LK Route 53 7£ i B & B4R B B < BB 20 T AR o

A

MREIEELETE | N Route 53 LA IPv4 #&3% ( 5170 192.0.2.44 ) REIFIRAEY IP Hutit,
AAAA

MBEEEMER | N Route 53 £ IPv6 #&NIREIFRAY IP bk |, 45140 2001:0 db 8:85 a
3:0000:00:00:abcd: 0001:2345,

BBIEHK

MRFIETELEE | NIl Route 53 £IREIFFENE R (Al www.example.com ) .

@® Note
- EfE CNAME DNS 18% , 4938 E MG R R,
- EBLE CNAME DNS i2%E} , 8 EHBE Route 53 BITIRARE,
SRV

MREIEELRE |, Route 53 FIREISRVIEFME., SRV KM ELANUTE :

priority weight port service-hostname

FEET 64


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html#routing-policy-multivalue

AWS Cloud Map FRARIER
BEERATEM :
« priority M weight WEEEEN 1, BLEER.

« X¥Fport, AWS Cloud Map & & 1ESE AL HIRT 9 % 0 (AWS_INSTANCE_PORT) &
o

+ service-hostname WER AR T ERBKEE
o BETMEHIeT NARSSEHIID (=61 1D ) EEMNE
- RSB
- WHRZEENVER

flan | BRIZEBEEMEHIET T t est IHEENEHI ID, BRSHIBAFEZE backend , n B ZEZRINBEHZ
example.com, AWS Cloud Map 3 SRV iExH K service-hostnameBH5 B A TE :

test.backend.example.com

@ Note

MRSIEEMEFIIEETE, IPv4 IPv6 st HFEFRMAZ , Il AWS Cloud Map £ 8
ZBlEE SRV idFxservice-hostname FHER B/ A F/m AAAA i,

BAENTASEEISRER
- A

« AAAA

« A H AAAA

- AlBIEFR

* SRV

WMRIEIETE A R AAAA BFERE | M A SAEEMKRBIETIEE IPv6 IP sk, P i3t AMERMAE Zo
IPv4

B ARFAERIZE AWS Cloud Map RS

EWEZEEE  BUMGRRSRERTNARFPATRERNNTEAMS, flm , BN NARE
FF R AL A Ry R R B 2 AR SS o
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® Note

BRI EZATEN DNS EHEMNERES , EEHREAKXNEmMTF ( FlIREFRRAE ) .
ZHXHEMESBX LRSS EEHRER DNS B, MREFEHREEES API @A R &
] ,)”\UEIJ«}{QUE%%Rﬁk’J\EﬁEE > Y IR SS

R T SBEAERT Python 9 AWS BI2#44A AWS CLI, # SDK 8I2RE
AWS EIE{r&l &

1. BF AWS EEEFH A HITFH AWS Cloud Map #2#| & , Wik A https:/
console.aws.amazon.com/cloudmap/.

ESMERTD , EEmEZEME,
£ Namespaces (8 & ZH) AL , EREFRS AN HE Z=E,
B ZRE : namespace-name WHE L |, iR ERS

ERSEHT , A—MNEREBEFALLRESEMOEFN B ZERTE AP BADS
DNS & &£ I AWS Cloud Map BR%S3:41,

o > b

(® Note
IRE AWS Cloud Map BEEM LIRS BIE SRV ik , HEZFERANREFTERE
SRV #&= ( #l20 HAProxy ) , BRBRFEMEEATHEA :
o BMUTRIL () FFk , a0 _exampleservice,
- Bltn , BFM._protocol ER N, _tepo

EMEBIEE , AWS Cloud Map 2812 SRV iEFABIERBRSEMMNGBEZEHER
RoB RS, Hla -

_exampleservice._tcp.example.com

6. (AL ) ERSFSHERD , WARSHHER, SELULHANEEFERERSTENESIRS
KR IE L,

7. MRGBEZEZEEDNS B, WALERSRAAKET , ERFRFIEETRIAM. ETHN
EFVF AP E A A DNS 18 , &NV AP AR B BRSS AR,
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AWS Cloud Map FRARIER

® Note
MREEE APILRA , WEEMEBHIEF AWS Cloud Map A2 812 SRV g%,

WMREEE API F DNS |, HHEBRU TS REE DNS 125K, ERBUMNM ER DNS 12%,

1. T HEKRE , &R EMEHE AWS Cloud Map €12 #) DNS i2%i%# Amazon Route 53
BRERRE, BELE IR HR M SEER BHZRHTEE, BXEZER , H5H
3% R B,

® Note

EMEGIRT | BT EEREFAH#TEE AWS Cloud Map BL812 Route 53 BB 12
Fo WMREIEIE AWS Cloud Map LA4wFEH R IEM=HIRT A Elastic Load Balancing
HEIERLEF B ILR , BHRARKIEFMNER,

2. WF “IBFKEA | E£F DNS IBFEH | ZEKERE T Route 53 M DNS EifjiTiR El#Y
KA AWS Cloud Map, BXEZER , SR idFEE,

3.XNF TTL, FHE—INMHERENRSRANNEFERE (TTL) E (AR RENM ), TTL WE
RET DNS BT FENEM DNS &% &£ Amazon Route 53 BUREVEH EMIREZ
BEFIIERNE RN,

8. HEBITRAKRERE T , £ ‘BERLEEI 4 , EREATRSEFNSITRRLERE,
BALNERTREERMESTRARE |, bl UESKHIN Route 53 BT EHINIZITR
RREZRARITERE, BXEZEER , S/ AWS Cloud Map flRFIZTIRIAKREEE.

® Note
Route 53 IZ{TIRR K EREEE XY AE DNS in B ZH P RS HITEE,

WMREIEFE Route 53 ETRIAKRE , BRHEUTER.

1. WTFRMRE , FRE-DNT 1210 2BANKF , ZBFE RS KOS IET H KK
FRERESTRLNELR R Route 53 BITRAKLE,
2. W FETRRREMNI , %£F Route 53 FATRERS KOS ITRR T,
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AWS Cloud Map FRARIER

3. MNRFERE HTTP = HTT PS @ TR EMY , BESTRAEREREHEMREFE
Amazon Route 53 EHATIZTIRR KR ERBERWER, BEAIUSEME , flmxHst /
docs/route53-health-check.html, HiZBRESTRRIEFER , IREINER 2xx
3xx XK HTTP RERB, BETLUBREEAFHFRSE , 0, /welcome.html?
language=jp&login=y, AWS Cloud Map #&| & B3R i—Nai S /4T () 25,

BX Route 53 ZITIRRKRENEZELR |, i5S ¥ Amazon Route 53 FF & &5 AV 5 i#h
Route 53 iMAEEZTIRARERRIERE,

9. (W) EMNRZE T, &R FIFE  REEERATHRICHTEZRANENE, BAIEE—
ARZNERMNE BT EMIFE, FRZERFEN AWS BiRHITOE | EERM I Hi##
TEE, AXEZEERE , B2H ric 88 &R AWS Cloud Map,

10. 1%3% Create service,

AWS CLI

« f{FHcreate-servicem N RIERS. AEECHredBERIXEE,

aws servicediscovery create-service \

--name service-name \

--namespace-id ns-xx0xxxxxxx \

--dns-config "Namespaceld=ns-
xXxxxxxxxxxx,RoutingPolicy=MULTIVALUE,DnsRecords=[{Type=A,TTL=60}]"

L7l i
{
"Service": {
"Id": "STV-XXXXXXXXXXX'",
"Arn": "arn:aws:servicediscovery:us-west-2:123456789012:service/srv-
XXXXXXXXXXX",
"Name": "service-name",
"NamespaceId": "NS-XXXXXXXXXXX'",
"DnsConfig": {
"NamespaceId": "NS-XXXXXXXXXXX'",

"RoutingPolicy": "MULTIVALUE",
"DnsRecords": [
{
"Type": "A",
"TTL": 60
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AWS Cloud Map

FRARER

1,
"CreateDate": 1587081768.334,
"CreatorRequestId": "567c1193-6b00-4308-bd57-ad38a8822d25"

AWS SDK for Python (Boto3)
MR REZEE Boto3 , MATBAE LA K EIRE, BEEMERABoto3MWHLHA,

1. B A Boto3 #f§ servicediscovery A{EERIVIRS

import boto3
client = boto3.client('servicediscovery')

2. FEABIERScreate_service(). AZBCHredBEERXEE, BXEZER , HSH
create_s ervice,
response = client.create_service(
DnsConfig={
'DnsRecords': [
{
'TTL': 60,
'Type': 'A',
1,
1)
'NamespaceId': 'ns-xxxxxxxxxxx',
'RoutingPolicy': 'MULTIVALUE',
1,
Name='service-name',
Namespaceld="'ns-xxxxxxxxxxx',
)
7~ 4511 e R %
{
'Service': {
'"Arn': 'arn:aws:servicediscovery:us-west-2:123456789012:service/sIv-

XXXXXXXXXXX ",

BIERS
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/servicediscovery/client/create_service.html

AWS Cloud Map FRARIER

'CreateDate': 1587081768.334,
'DnsConfig': {
'DnsRecords': [
{
'TTL': 60,
'Type': 'A',
},
1,
'NamespaceIld': 'NS-XXXXXXXXXXX',
'RoutingPolicy': 'MULTIVALUE',
},
"Id': 'SIV-XXXXXXXXXXX',
'Name': 'service-name',
"NamespaceId': 'ns-XXXXXXXXXXX',
},
'ResponseMetadata’: {

1 [ | 1
PR e g

iy

BIERSE , B ENARFEREIMABRS KRS  EhEEEXEHNNARF MUK T RNE
B, BXEM AWS Cloud Map BRERFINEZER , BRI EFEMHI AWS Cloud Map RSS2
i,

BEAUECERS ERHHEANE, AP BNNEXEBREEENABRFEEENRSELE. BEXESE
B, 525 (AWS Cloud Map APl %) mfyServiceAttributesflUpdateServiceAttributes,

E# AWS Cloud Map R

BIEFERSHVEE , BT LLER DNS #EATBRMNARE. Route 53 BTRAKRERWHREMN DNS 288
£FEE (TTL). BEHMKS  FHTUATER.

® Note
BREEHE HTTP s B ZRXBKNRFHRE,



https://docs.aws.amazon.com/cloud-map/latest/api/API_ServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateServiceAttributes.html

AWS Cloud Map FRARIER

AWS EEEH A

1. B3x AWS BEEZF|E HITFF AWS Cloud Map #2&|& , Bk https:/
console.aws.amazon.com/cloudmap/,

ESMBEKF , % Namespaces (58 ZE[H).
EmBZEREL , EERERSH®EZE,
£ “e8 R ZEA : " namespace-name WH L , BRERENRS , REER ‘EFEHMAER".
£ “BRS : service-name” WE L , ERIHE,

o M DN

(® Note

N FRAYF AP HRUHR TG LIMNWRS |, BTFEFER ‘R RETIERERRE
B, B2 , B LE “BRS:service-name” WHE LN MM BRIRE,

6. EHRBRSAEMNBRSHEART , BRIIEHR 2N LRSS RENEMHERSRN MR, &
ERIEAJ DNS #4728 A AR M ERT TTL,

7. EDNSEET , XNFTTL, BUUIEEEHMNREER (AW REA ) | ZETEBRRE DNS f#
ITESEMEATES ¥ 55 —/° DNS &Eifjit & 2] Amazon Route 53 UUZRENEFH VIR E Z | , DNS f#
eI IERNEEREESKATE,

8. MWRMIZFET Route 53 BTRRRE , MR LMEEEE—MNT 1 8 10 2B FE
F , EZRFEE VRS SEZHI A BUEE 5k M S REE R EIE TR B SEL R B Route 53 BTN
BB,

9. &E “‘EFRSE.

AWS CLI

« ffAupdate-servicem P EHRS ( AEECHredEEHRIZE)

aws servicediscovery update-sexrvice \

--id srv-xxxxxxxxxxx \

--service "Description=new
description,DnsConfig={DnsRecoxrds=[{Type=A,TTL=60}]}"

i

"OperationId": "13pfx7f4ynndrbj3cfq5fm2qy2z37bms-5m6iaoty"

EH S -


https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/update-service.html

AWS Cloud Map

FRARER

}

AWS SDK for Python (Boto3)

1. MREEAREZE Boto3 , MAELAKREIRZE, BEMEABoto3VHA,
2. 5 A Boto3 H¥f servicediscovery AEZRS.

import boto3
client = boto3.client('servicediscovery')

3. FAEHRKRSFupdate_service() (LB redBEERIZE) .

response = client.update_service(
Id="Srv-xxxxxxxxxxx"',
Service={
'DnsConfig': {
'DnsRecords': [

{
'TTL': 300,
lTypel: IAI’
1,
1,
1,
'Description': "new description",
}
)
5l B2
{
"OperationId": "13pfx7f4ynndrbj3cfq5fm2qy2z37bms-5m6iaoty"
}

fEm B Z= A F 5t AWS Cloud Map BRSS

EEREMEZHPLIRMRFHIIR , EMITUTER,

T E ZEE P RS
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation

AWS Cloud Map FRARIER

AWS EEEH A

1. B3x AWS BEEZF|E HITFF AWS Cloud Map #2&|& , Bk https:/
console.aws.amazon.com/cloudmap/.

2. ESMBHKP , % Namespaces (8 f 2 [H),

3. RBRESEIHMNBRSHGEBTENER. BAUE ‘RS TEEHRERSHNIIR , AEER
FERPMARSEHD ID UERBERS. BULUER “ AWS K- 012 E” FEIR 5 612k
SHAF , FRRRMAEEFRIRAIFEERSHKS

@® Note
MEBEZRRAZMEZE , WERRFAEETH AWS Ik ID 2EIEMAZZG
RIS, MRGEZREAEVURTRS , WAIEETHIKS, ID ATse 5 RIRFT
BETH ID FE, K, IDs AJEESZHKS ID TR, BXREEGRZENESE
B, %2, £= AWS Cloud Map 5% Z=|H]

AWS CLI

«  fEA list-services W RHHRSF. LTS EMAWEZEM ID N MIESRS LS ZRF
HMBE RS . & red ERHNEHEHE.

aws servicediscovery list-services --filters
Name=NAMESPACE_ID,Values=ns-1234567890abcdef,Condition=EQ

AWS SDK for Python (Boto3)

1. WMREERELE Boto3 , MAILAFELA R EILE, EEMEABoto3MiHA,
2. 5 A Boto3 ¥ servicediscovery A#EEHERS.

import boto3
client = boto3.client('servicediscovery')

3. A list_services() FHES.

response = client.list_services()
# If you want to see the response
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AWS Cloud Map

FRARER

print(response)

A ILE VR .

'Services': [

{

'"Arn': 'arn:aws:servicediscovery:us-west-2:123456789012:service/sIv-

XXXXXXXXXXXXXXXX ",
'CreateDate': 1587081768.334,
'DnsConfig': {
'DnsRecords': [
{
'TTL': 60,
'Type': 'A',
},
1)
'RoutingPolicy': 'MULTIVALUE',
b
"Id': 'STV-XXXXXXXXXXXXXXXX',
'Name': 'myservice',
},
1)

'ResponseMetadata': {

1 1. 1 1
e e e e 4

},

f B AWS Cloud Map BR5%

WIS HUHEM C A RS EMEV AT R RS K6, RIE= el BRARSS

AWS Cloud Map BRZ-3=41,

HUHEMER ZRS EMBAREREE , EHITUT SRBIBRZ RS .

AWS EIEBEFA

BREZER

1. BF AWS EEiE&A HITHF AWS Cloud Map #2414 , Mt Hhttps:/

console.aws.amazon.com/cloudmap/.

2. ESMBEHKD , % Namespaces (888 ZEH),

FSH EH

T BR AR S5
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AWS Cloud Map

FRARER

3. ERESEMERMIRSH A 2 E AT,

4. 1 “@nBZEA : namespace-name’ WH L | &R EMIEREY RS RIIET,
5. EFEMIBR.
6. WINEEMRAES .

AWS CLI

- fFHdelete-servicemTHIRES (A EBECHredBEHRIZE) -

aws servicediscovery delete-sexvice --id srv-xxxxxx

AWS SDK for Python (Boto3)

1. MREBEREER Boto3 , MABELAKBILZE, BHEMEABoto3MIEH A,

2. 5 A Boto3 H¥f servicediscovery AEZRNRS.

import boto3
client = boto3.client('servicediscovery')

3. fERAMERRS delete_service() ( ABCWredBERIZE ) -

response = client.delete_service(
Id="srv-xxxxxx"',

)

# If you want to see the response

print(response)

510 2 %

'ResponseMetadata': {

+,

T BR AR S5
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https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/delete-service.html
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AWS Cloud Map FRARIER

AWS Cloud Map AR%%-3E 45l

REEFBEEXRMANNARFERER (10 Web RS ) WEE, EMEFIE , BILLEM DNS
&)= AWS Cloud Map DiscoverlnstancesAPI ##ER K E ©11. BRI LUEMA B RSBEERETUT
NA :

« W5 EC2 3=l

« Amazon DynamoDB &

« Amazon S3 124§

« Amazon Simple Queue Service ( Amazon SQS ) BA %l
« APIs EZ1E Amazon API Gateway 2 t

BRI AR RS RAIEERMEE , T/ i o] LE A X LR ERIFE AWS Cloud Map [RERY R R, a0,
MARFALERSESREMN RPN AR , 20 BETA 5 PROD, &t AJLAEAE M IThRAZS,

LTERN A NARFRNEREMANRS IS, EFERSPEEMEFINIIR, FERLESH
SRR BUE EM SR,

£

« JFRBEEMA AWS Cloud Map BRZSE 4l

%4 AWS Cloud Map BR% <45l

- E# AWS Cloud Map AR%5 354l

X% AWS Cloud Map BR%53=4

FHRFEM A AWS Cloud Map BRSS3= 4

& E] LU B AR R B9 &R AWS Cloud Map BRSHHIESl, BN | RigEBusers i EBAFH
BEHWFIENAERFRRSEBRT —NEBANERS. RS, BALUGHATF6#AFHEN DynamoDB FiE
MR ZBRFH KB,

® Note
AWS Cloud Map 2l & ETRHESTIIRE

TE AR S5 SR 46 76


https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
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- EEAESSEMBRS RO , BT ACEFRERBIREANHITE (ELB ) AEHESR

BB IER. EEMEHIET , BAUMEE AWS_ALIAS_DNS_NAME B, BXEZER , &
2% (AWS Cloud Map API Reference) H K Registerlnstance,

- MREEASEEENLNETIORREN RS EMSEH , MFEEN B ELSITRER

BIRENBERS. BRIAMBRT , BELETRARENHEBIRS A Healthy (IEE).
MREFLEURIZTRORA Unhealthy (FIEE) , BAREAEMERFIHITE
AWS_INIT_HEALTH_STATUS B, BXEZEER , 525 (AWS Cloud Map API
Reference) HHY Registerinstance,

BEERSHIEMKE , FREUT SRRE,

AWS EEZH A

1.

o o &~ w DN

8.

B AWS BEEEH A HITHF AWS Cloud Map &l & , Mt A https:/
console.aws.amazon.com/cloudmap/,

ESMBEKRT , EEWEZEE,

£ Namespaces (B ZH) RE L , EETEERERSSZHEMERE RS
£ “a8 R ZEE : namespace-name” WHE L , B EFEANERS.

EPBRS : service-name WE £ |, EFEEMARS KA.

EFMRFRFITE L |, EFRGIEE, BEGBEZERFLIEE , B LUEEREE IP
HHERIEE IP #hik, Amazon EC2 3241 ID s E iR BIE S,

(® Note
A BETE HTTP a5 & 28 | I EC2 £,

X T RS KM ID , BRES RS ZHIRBKNIRIRAF,

(® Note
MREBEFUAXRS , FRESEEEFVRAXKNINANG. R, RREEZDR
EFTEF EREM KA,

BIFEIEENKROIRE | MITUTER,

SEM R 53R 41 77


https://docs.aws.amazon.com/cloud-map/latest/api/API_RegisterInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_RegisterInstance.html
https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/

AWS Cloud Map

FRARER

/A Important
EEAENEMR , FTEZARERANS_BIR (FTXIKRNE ),

SEHIZE R Steps
IP bk a. EFRERMET , NIPv4

kR — 4 IPv4 Hbhk
(WMRE) , BHNARE
BRI AR H A i 8] 5 b AR
SR R BR Y B R

b. 3 FIPv6 it | iEiRft
—NIPv6 IP #udik ( 205R
B) , ZHNMARERT
izt G R SRS
L5 S BR Y B R o

c. ¥ FiwO , BIEELH R
BRSNS ENEMR
O, LA R &bk AR S5 =4
REMNER. RBRSE
€ SRV g% Amazon
Route 53 TR E |
NEZ@Q@ wH,

d. (7% ) £ ‘BHEXEM®
T, BEESRRXEKN
EREX,

TE AR S5 SR 46
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oAl il Steps
EC2 324l a. EC2 I ID , TR E

AR AWS Cloud Map
BRS5 EC23LI#Y Amazon
LB 1D

b. (k) ‘BENEM
T, BEEERRXEKD

ETREX,
REEFRNER a. £ “brEEM T, R
RS EE S S CNAME

DNS 2% , B8NEF —
4 CNAME FE&., X F
CNAME , BiEEBRFE
Route 53 #EME & DNS
EHREEE (5
m , example.com ),
b. £ ‘BENEM" T ,F
2 IP #bik = Amazon
EC2 =4l ID &R
FEMRBIEREERN
BEX, flm, &9
DB EERNNE
fAfunctionHi2H
Lambda BREIEY B FR1ER
{E3REM Lambda B
BHEA L EEER NN
HfAname A RETH T 4
ESRBI R I B FRo

9. i&#E Register service instance GEM RS SEH).

AWS CLI

BRI RegisterInstance iHRAET :

FEABR S5 SR 45 79



AWS Cloud Map

FRARER

« W FEE Serviceld EEMBRS TEXKEAN DNS 2% , MLESHMS
REXTARREH —FIER.

« MRS BFE HealthCheckConfig , MRFZTIRRKREE B FHiRE I EESITRE

&,

« BAETRARERSERIMBOREHTIESFMAEXEK,

ffAregister-instancem S EMRE RG] ( HredBEERIBEHE)

aws servicediscovery register-instance \
--service-id srv-xxxxxxxxx \
--instance-id myservice-xx \
--attributes=AWS_INSTANCE_IPV4=172.2.1.3,AWS_INSTANCE_PORT=808

AWS SDK for Python (Boto3)

1. WREMEAREE Boto3 , MALAELAHEIRE, BEEMEMABoto3MHA,
2. S A Boto3 H#¥f servicediscovery AEZHRS,

import boto3
client = boto3.client('servicediscovery')

3. H&EIREX RegisterInstance ERAT :

« WFHEIE Serviceld EEMNRSHENHIEN DNS iBF , HAESHNS
HEX el RREH — K2R,

Z2 [E) R BRRY

22 [E) R BRRY

« MRS BFE HealthCheckConfig , MRFBETRRKREE B FHIRE I BRESITRLE

&,

- EAETRARERSERMOREHVIEFMAEXEK,

EEM RS EfHlregister_instance() ( FredBEEHRNEBCHE ) -

response = client.register_instance(
Attributes={
'"AWS_INSTANCE_IPV4': '172.2.1.3"',
'AWS_INSTANCE_PORT': '808',
b

TE AR S5 SR 46
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https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/register-instance.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation
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Instanceld="myservice-xx',
Serviceld="'srv-xxxxxxxxx',

)

# If you want to see the response
print(response)

A ILE VR .

'OperationId': '4yejorelbukcjzpnr6tlmrghsjwpngf4-k95yg2u7',
'ResponseMetadata’: {

. 4

}I

5l AWS Cloud Map BR%5-3< 4l

EEHFEHEARSIEMNRSEANIIER  BHITUTEE,
AWS BB A
1. B3F AWS BE#EHA HITFF AWS Cloud Map &l & , Mt Ahttps:/
console.aws.amazon.com/cloudmap/,
2. HESMBEHS , % Namespaces (858 ZEH),
3. EBRIEENHILRSEZAINRS WS =R E .

4. EERTOIRBRSKAINRSH BRI LRE BSKO” TREEKOIIR, EAUERRFTR
P8 ASKS] ID S HAEESKSl, I2EFREREM AWS K 1Z3KHI69 ID,

® Note
WMREMKGINmEZRRAEZREZEE , NAIEETH AWS K/ ID ATse 58RI IK
FIDAE, BXEEGBREEANESZEE |, HSH., L= AWS Cloud Map & Z2 8]

AWS CLI

«  fEMlist-instances@WTHIHRSEM (REEHCHredEBERIZE ) o

PR EE 5


https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/list-instances.html

AWS Cloud Map

FRARER

aws servicediscovery list-instances --service-id srv-xxxxxxxxx

AWS SDK for Python (Boto3)

1. WMSEW R ZEE Boto3 , WA SALE HAN R

Z¥, EEMEMABoto3M A,

2. 5 A Boto3 H¥f servicediscovery AEZRNRS.

import boto3

client = boto3.client('servicediscovery')

3. FEAMHEREEHList_instances() ( ARBECWredBE#HRIZE ) -

response = client.list_instances(
ServiceId='sSrv-xXXXXXXXX',

)
# If you want to see the response
print(response)
751l e B2 i 1
{
'Instances': [
{

'Attributes’': {
"AWS_INSTANCE_IPV4': '172.2.1.3',
'AWS_INSTANCE_PORT': '80@8',

.

"Id' s TI-XXXXXXXXXXXXXXXXX',

.

1,
'ResponseMetadata’: {

1 [P | 1
PR e g

iy

E ¥t AWS Cloud Map BR%-3= 4l

ERLMREEEMNE  BIm A XNERMKS KA

R AR S5 SR
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation
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- EEME: IREEFTMRS IS ANEEENEAE (SFEENEYE )  WEEEF MR

SROIABFEERAE. REPHSRIREFFIREMH AWS Cloud Map RS SEHI , J3 ARSI
ID EEIH RS KAIBEH 1D,

HE , BALAERA RegisterInstanceAPl, EBAILAEAMServiceldSHIEEIN B ZFI MRS HY
ID , InstanceldHEHIEEHME,

NEFEHELEY  RERAFLEFTRSFNEENEY , WEFSEF EMZ6. EREEEH
XEE, FSH BRI EENLEM.

EHRSROINBEE LT

REFH RS KBIH B E LB M

1.

o

B3R AWS EEEF|A HITF AWS Cloud Map ###l& , Pk https://console.aws.amazon.com/
cloudmap/,

ESMBE®KF , % Namespaces (58 ZE[H).

£ Namespaces (8 & Z2[H) RE L , R SERVA T EMIRSZHIM RS E& 22,

R =M : namespace-nameTUH L |, %E3F A T IEMIRS=HIM RS o

£ S ervic service-name e: WH £ |, EFEFEHH RS SZHIH B 7o

£ Custom attributes (B EXE ) F o H , £ Edit (5RE).

£ “wERSEH : instance-name” REL , i, BRIEFEENLEM. BALLEFRNE
BENERNE,

i%#& Update service instance (E# RS EH1).

¥4 AWS Cloud Map BRSS= 4

A

MEBUHEM EER RS EMNAAB RS KA , RJ5 = REMIBRARSS

EHUHEMRS XA, FRATUTERE.

AWS EEEZH A

1. BF AWS BEEEH|A HITHF AWS Cloud Map #Z#l& , Mtk Hhttps://
console.aws.amazon.com/cloudmap/,

2. ESMBHKP , % Namespaces (5 f ZE[H).

EHRSRHIH B ELEME 83


https://docs.aws.amazon.com/cloud-map/latest/api/API_RegisterInstance.html
https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/

AWS Cloud Map FRARIER
3. ERITEEEUHEMAIRS KA 58 = E R IETL.

4. 1EWHZEME : namespace-nameTWH L |, EZE A FIEMIRSEHI69 RS o

5. MRS : service-nameNHE L , EEEBUHIMAI RS KA,

6

7

EEIEH,
HINEEBUHEMARS K61,
AWS CLI

« f{ffderegister-instance@mTEHRE:A (NEBRNBECHWredE ) . L SHIER
Amazon Route 53 #J DNS i@ XKk R #EESEH] AWS Cloud Map S| FMEZETRARE,

aws servicediscovery deregister-instance \
--service-id srv-xxxxxxxxx \
--instance-id myservice-53

AWS SDK for Python (Boto3)

1. WRERAKRLZE Boto3 , MAILAE AR EILRE, BLEMEABoto3RIIHEA,
2. 5 A Boto3 H¥f servicediscovery AEZRH RS,

import boto3
client = boto3.client('servicediscovery')

3. HABUHEMARS EHlderegister-instance() (FHEEBRNEECHredE ), B
ffl Bk Amazon Route 53 BY DNS i2FKIA K N IEEEH| AWS Cloud Map SIZHFIEETIRIRKE
=,

response = client.deregister_instance(
Instanceld="myservice-53",
ServiceId="'sSrv-xXXXXXXXX"',

)

# If you want to see the response

print(response)

A5 B
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https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/deregister-instance.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation
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'OperationId': '4yejorelbukcjzpnr6tlmrghsjwpngf4-k98rnaiq’,
'ResponseMetadata’: {

1 [ | 1
PR e g

iy
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Z 4 AWS Cloud Map

ZEEAWS REFZE, N AWS &P , BUUNETRNBEARSHELZ L HRBEA LN ERMAEN
HHEHOMMEZREP R,

RERMFHEEE AWS W3 E, REHEEXFEBHRAICHN Z2MNEh WM .

« TEE — AWS ARRIPE AWS ZHIETT AWS IRFSHERBEN, AWS ENBREFTUREER
RIBRSS . #F AWS EMMITRIN—82 , E=FFRARFERANANMBIIZ L2 HENEIME. BT
fRE A EMIT R AWS Cloud Map , S HZEM 1T RIXI 2 HEE ARIAWS RS .

« DIREE-BHNREREERN AWS BSRE, EEFENEMRARNT , SFENHFEHHR2
. BRANERANERREREN,

DT XA ABE T BaEER s BIEE R AN A AWS Cloud Map, WA T E& [ &S 44 i@ 1T
& AWS Cloud Map SAREHREMAMM IR, BT WA AWS B2 RA B
AR EH AWS Cloud Map &R

£

@A T Identity and Access EIE AWS Cloud Map

« MHERIE AWS Cloud Map

« ¥)M7E AWS Cloud Map

- FHERIEEZS AWS Cloud Map

& A T Identity and Access B AWS Cloud Map

AWS Identity and Access Management (IAM) AWS RS T #EIEE R £ & iR HIX AWS BRI
R, IAM E3E R ZHIE AT URITHHRIE (2R ) MER (BNR ) 2/A AWS Cloud Map FiR. &
ATLAEA IAM AWS RS , TR AEINTEA.

FH

- BX

- FRASBHITEHRIE

- EARBEETR
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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404 AWS Cloud Map 5 IAM BA R

ET 5K =5 AWS Cloud Map

AWS K IEE F B AWS Cloud Map

AWS Cloud Map AP| fX RS &

X AWS Cloud Map & 15 817 6] # 17t BE HEBR

- DIN

EHEH X AWS Identity and Access Management (IAM) &AM R :

- BREAF  MRETEHRIZNEE , FBNEERALFERNR (FSHX AWS Cloud Map 5 44 71175 7] #
TREDER )

- RSEER : BEAFHENRHARINRER (ESFE WA AWS Cloud Map 5 IAM L& )

- IAM BEER  FERATERLRANRNEE (BSRET S HHVEERHE AWS Cloud Map )

£ &0 #1TH D KIE

SHBIFEE AWS FHASHEIEBREN AR, BX4TEL IAM BF 54375 4%IE AWS KR
P, REBETET IAM AEH#TEHKIE.

& T LAME ISk B 54 RAVIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B REFKE
BHIET® Google/Facebook iEF , B E F M E R, BEXBEXNEZER , 56 (AWS X AF
B PRI EFEN AWS IKF,

N FmEHE , AWS 24 SDK # CLI RN iBFERFITMBRLER, BEXEZELR |, 5858 (AM AR
) FMERT APl ERAWS LZ A 4,

AWS K 7 root B

BIER AWS K™ , BRSBE— 1B AWS IKF root BFHNEREH , ZH O AT L HRIAERIR
AWS RS MR R. BRIBENBWAEZERABRAFHITEERES. EXFTERAFZRIENES , BEH
(AM HF{sRE) FVEZERA S FIEES.

BRE 55

FERBERXRE , ERAKRRAFERES M RHAENERS 5 QRIS 8 AWS RS ERAIGRHER#HITH
Al
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

AWS Cloud Map FRARIER

RESMEREXRBENDIE R, Web SR MEA A Directory Service , & AWS RS EA%
BEHRNERHTHRNAF. ReFHRATRHERZIENAE,

BEREBIFRMNE , BWWEM. AWS IAM Identity CenterExXEZE 8 |, 5@ (AWS IAM
Identity Center A #8R) RV L2 IAM Identity Center ?

IAM A P~ &+4A

IAM AP REENMARINARFEFBENRN — 1540, BUERAENEIE , MIEEFKHEIL
B IAM AP, BXEZER , B2H IAM AFERETHNERARASEAS O RHAFNRS S HRIE
F B AWS i A IS B IE B AT 5 o

IAM EiEE—4A IAM AP, ETERNMN REBRAFRTNRERE, AXESEE , HZH (AM A
FiEmE) B/ IAM A A RS,

IAM A&

IAM BEREERERRBNEH , ATRHEISIEIT, SRILUBEMNA RS IAM &6 (#2484 ) R
TR AWS CLI 2 AWS API BERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM B FEBREBAFHE, Imet IAM AFRXER, BIKFiGE., BRSHRIMUKEE Amazon EE1TH
NMEARFIEEER., EC2EXEZEER , B5H (AM BAFIEE) B8 IAM R EK P FIR A,

EAREEE TR

IEREL AWS B el 2 RS EM IR AWS SR HRFEREZEFFHHRNR, REELTESHGR
RFEREKETNER, AWS EERARHERMITAXLERER, KSHERBEELL JSON XHHE AWS £
A FREEP. BAX JSON KBXHENESEE , F2H (IAM B EmR) F8 JSON KR,

EEREARE , BYE BN EEATUEAF A4 TN BLERRNTHBEREREEERNGRMT
Ao

MIANBERT , AFMARXENR. IAM EER 62 IAM REFRERMIZACH , REAFATLE
EXEAG, IAMRBEEXNER , SHTREMANG EELX.

ET 508K

ETHNNRBEEMMBSH A/, ARNAR ) B JSON NRKM Y, XEREIZH S5
BRATH ZRE, NMEFTRIITAREFLAZRAETIGT. ETHOMCIRET BORKRE , 55
(AM FiFiEE) FNEATM EEARKE L BE X IAM RIR,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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ETEHNRBAILRARKER ( ERRAZNENSHP ) REERKE ( HMNBSANFOHIRIER
B ) o BETHROAEREERBNABRERE 2 RRITERE , BSH (AM AFER) PHERERRS
MR R B 2 R AT

BT HRMN R

ETRIFHREE MR ZRAY JSON KM, R~HIEHE IAM B eEEREN Amazon S3 F#&H
R, EXRHETRARNEBORERST  BRSEERATUEACIREFNBERFNLR. SLME
E T HIRAY R P IEEE MK,

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPERN IAM Ry AWS EEXR
B

Hfth SR EESRH
AWS HIFHATRHER | XERHABTLRBEL NN RBRELRTHRARE :
- RIBLF - REETEHORBALURT AV ZANBARNE. EXESEL , #2328 (IAM AP

1B/ FH IAM KRR BRIE 5,

o PRFIEHIZKRE (SCPs)-TE IS EH LR AN B HZR AR AWS Organizations, BEXEZEER |, &
2% (AWS Organizations FIF18R) AR IYERSS 12 55K B

- BIREFIKEE (RCPs)-REKFARFENZRAATANE. BEXELEE , BSH (AWS
Organizations FAFER) M EIFRZEHIFKE (RCPs).

- 2ERK - ENACTRSAF RGN SER , FASBEENERARE. BXESER , BS
5 IAM BF$ER) PR EERE,

S REERE

SN RBEWRBEA T —MERE , ERHRREMERNELIRE, ETHRESRSHRBEER
W AWS BERBAWER , F5H IAM AP BTN ERBITEEE,

#n{al AWS Cloud Map & 1AM B2 & fiE A

EER IAM BB 5[ PR 2 81 AWS Cloud Map , 155t 7 28 BLE IAM ZhEE a6 AWS Cloud
Mapo

#f AWS Cloud Map 5 IAM B & 89


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM ZhAg AWS Cloud Map %3%
ETSHOHERK =
BT RIRNRRE &
REgRIE =
REG TR =
RHREZHRE (BETERS) =
ACLs B
ABAC ( RBEHIIFEE ) =
[LNEGAN =
BRIEFRSE (FAS) =
RS AE B
BREXEKAE =

E2HE T # AWS Cloud Map SA R Hf AWS REIMMAS KZH IAM hEEE S ER |, 205 IAM AF
BEHHNE IAM B & FERNAWS RS,

ETF 5K KEE AWS Cloud Map
THETEHNER: 2

ETHONRBETMMNESM (W IAM AP, AFASASR ) B9 JSON RRRM I, XLRK
EHAFNASAEMAMES TN BLERFNITHLRE, BETHRNTEETSHNRKE , F5H
(AM AFfEE) #EAEFEERERE L BENL IAM R,

BEMEMA IAM ET S HKRE , BUUEERTRELNRENTRUAR A THIELRENRS. B
THATI#E JSON REEFEAMNFIATE , BS06 (IAM AFEmR) S8 IAM JSON KBS TE 5 A,

BT 541K =5 AWS Cloud Map

1A AWS Cloud Map & IAM BE& 2 90


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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E&EF AWS Cloud Map ET SN EBN TG , HZ5H. ET S0 EETHE AWS Cloud Map

RNEE T &R BEE AWS Cloud Map
XBFETRRNER : &

ETRIFH RIS MR FRAY JSON RN, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE, EXFETHRVKBHRS T , RSEE R JMER EIREHIIHE R
RAVTAR . X THEEPM IR TR | RIEE IEE 4T X 2R RRITWLRE AR A LZMA
THIT, BEFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS
R3S

ESABK/ER , SR UHENKSHEMBKS N AM XEEEAETRRNREINEME, B
XEZER , FZH (AM AFER) P IAM PEEIK S R IR R

® Note

& A LAE A AWS Resource Access Manager (AWS RAM) Z£ i 3t= AWS Cloud Map %
ZZ[E, AWS RAM RZSFHETHENERNATEANBEZR. EXESEE , B5H =
AWS Cloud Map @& Z=E (8]

R T3 AWS Cloud Map
XEFRBRE R

B R A LAER AWS JSON REERIEEW ARG RMT L, HHRYN , BN EEATL AR RINITER
E , UREMFARHETHIT,

JSON REEH Action TEMAAATERKT AT RIELLRNRE, EXRBPISREAR TR
ITRERRERVR,

E&EE AWS Cloud Map 25K | ESR (RFTENXSE) AWS Cloud MapH E LAY IR 1E,

EERITH R IRETER/ERT AWS Cloud Map SER LA T EI4R :

servicediscovery

ExREMEAUPEESTRE , BEMAESFHENRT.
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"Action": [
"servicediscovery:actionl",
"servicediscovery:action2"

]

E&EFH AWS Cloud Map ET SRR RG] , BEH. ET SO ER TS AWS Cloud Map

B %R AWS Cloud Map
XEFERBRAR : 2

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BREHR , BN EETUANT AR FERITER
1, AREMAAZKHETHIT,

Resource JSON K T ZEEEZBHNAREN — I RS IR FNRESXEK , EEAHE Amazon
RFEEW (ARN ) EERR, NTAGRRENRONEE  BEABER () EREAINATHER
Ro

"Resource": "*"

E&EF AWS Cloud Map BREHEKHFIK ARNs , ESH (RFTENSE) AWS Cloud MapFiE XL
RR. BETHAUEBLREFIEESNRIEN ARN , IS AWS Cloud MapiE XV 1E,

E&EEF AWS Cloud Map ET SN ERBN TG , H5H. ET S HHEETHE AWS Cloud Map
iy SR BE S 4 2848 AWS Cloud Map

XPBBETIRSHRBERAE : 2

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2E , BN EETUANTLARFERITER
&, ARIEMHAZRHETHIT,

Condition TERBENNFMHEEEFEVMERNIT. BALGIRBERAZEZER (FlW, ST
T ) BERARER , MERBPHFAESERDNVEETE. BEEERE AWS £R&H®E , 51
IAM AFEREPHAWS £ 554 £ T XEHA.

E&EE AWS Cloud Map &H48#%1% , BHS R (RFIXINSZE) AWS Cloud MapHF 4R H, BT
BRI A AR M RNIRENRR , B REBEE LK EIE AWS Cloud Map,
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AWS Cloud Map X#FUTRETRSHFRHEN , B MEARXERARANEN IAM KR HE AN
B YL,

servicediscovery:NamespaceArn

— NS, BRI LR EM XA ZH A Amazon FRE PR (ARN) BUEREN Ko

servicediscovery:NamespaceName

— IS |, AR EAR KR A 22 H AV B ARUIREY R

servicediscovery:SexrviceArn

—NEERZM |, BAIBUEEMXIRSRY Amazon BIREFR (ARN) SUREI R

servicediscovery:ServiceName

—NEERZRM |, AT BUEEMAX RS H B FRBIREY Ro

servicediscovery:ServiceCreatedByAccount

—MiEkaR , AP EETEELIRRS AWS K/ #Y ID KRB R.

E&EE AWS Cloud Map ET BB RN RA , HSH. ETSHHERK TS AWS Cloud Map

ACLs in AWS Cloud Map
X ACLs : &

TAREHIZI&R (ACLs) ZHPLERIEA (KFRA. AFRAS ) ARBARR. ACLs BETHIFH
REERL , RETCAEEA JSON REEHEN,

ABAC with AWS Cloud Map
X ABAC ( REEFHIFE ) @ &2

BT BN HRRREH (ABAC ) R —REAUEN | BEMETHNRENEERE AR, SN
SR MINE] 1AM AR AWS BB | RIERIT ABAC 5B S Ao Y E B HEAMOAR S S H0R L AR I
BT TIRIE

BEETHREEHHERE , BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R BERBANFZH TEZPREFRZEER.

WRENBRSN TEMERREBIEMAEX=AFMGR , XN TZRS , ZEANR. NREMRESN
NTEHIRRREXISAMEX =GR, WZERBD.
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BX ABAC WEZER , 5K (IAM AF1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN TR NS (ABAC ) .

FiEHER S AWS Cloud Map
XFIEAELE : 2

ISEHE BRI AWS BREHFENR , HERELFERKS IR A B BIEN,
AWS BWEBHRERKIGHER , MAREAKBPHAZHH, EXEZEE , B55H (AM AFE
) R IAM PR IGER 22 EERER IAM . AWS RS

¥ X 15 A£1i& AWS Cloud Map
TEHERBELE (FAS) : 2

HRRFI2TE (FAS) A EAZFANER AWS RS , Bt AWS RS @ T RS & HiERNE
Ro BXRAH FAS HRMNRBIFMAES , BERERTALE,

AWS Cloud Mapty RS B &
XERSAE &

RS AERHR—TURSEE, KRREWTREN IAM A€, IAM EER AL IAM RO, SRl
BRESAE. AXESER , 2R (AM AFERE) FHVEIER AWS RSZERIENEE,

/A Warning

BURS A SN R AR AWS Cloud Map HyZhaE, RAEHE AWS Cloud Map R # 4%
ESNTRERSAR.

RS M < A€ AWS Cloud Map
XERSXBKAR 2

BSHAXABR -SRI AXKN AWS BSBRFAR. BRSEAUKARRERTRENEE, RS
MXASHAELNH AWS K/~ , FRBBRSHAE. IAM EERTUESETREERSKEKAR
R BR

BXREUBRFEERSHERACHEAEE , FSHELE IAM BEEHANAWS RS, ERPERRS
MXABIHEE Yes R, REREEUERTZRSVRSHEXABNY,
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BT 541 KE B AWS Cloud Map

RANBRT , ARPAMAGLERERIEH AWS Cloud Map BIRHNR. ERFAFPNMERFRRITE
FERRR | IAM EE R AT LL812 IAM KB,

BT RMAERXL RG] JSON REXHELIEET IAM HHNEE |, 56 (IAM BFiEE) P8l
2 IAM XK (258 ) .

BXH AWS Cloud MapiE XKV REMFRRE ( BFEHRFRENER ) NEAREE , BZH (R
SEMNSE) AWS Cloud MapHRYIRIE, RIFEMFZMHEH. ARNs

FH

- RREXE

« /A AWS Cloud Map ##l&

+ AWS Cloud Map 2l & 1 5 7= 45l

« A% AWS Cloud Map AF & & B S R

« REXNFTE AWS Cloud Map &R A5 NN BR
» AWS Cloud Map PR %5 £ 4 7= 51

« 8|2 AWS Cloud Map BRZS R4l

- BIE AWS Cloud Map 7% Z2 & 7= 4

REERIEREK

ETESHNRBRE T HRARBAUELNIKS PR, 15RZHMER AWS Cloud Map B R, XA
ARERE AWS IKF AR, SIZRRmBET S ORI , HEEU TERMEI

- JTREER AWS RERBARBRENBRNE — BEFBEAAFMTERBR TR  FEAN TS
EAPIRTFNRNAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEETE LHR
RN AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS F£E R THEIREERNAWS FEE R

- NRASKERR : £EA IAM R RENRE |, BRRTFHRITESAFONR AL, BATNUEL
ERERGET AAUNBERRRTHRE , RN KENRTFT. BXER IAM NARBRNESE
B, EZH (AM BFERE) P8 JAM 89 KB R,

« EF 1AM KB PRV SR AR — BRI RIAX PR 48 AT LA 5] 3R B 728 0 2R 44 SR BR 6 X 4R 4B R BT IR R 15 7)o
Bt | A ARE R RMRIEELAER SSL RIEFTAEER. MRBSRERBIRBEN T AE

ET 508 RA 95
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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AR, Nt o AERRHRZR T RS RENHRNERE AWS RS , #5120 CloudFormation, BXE
ZER ,ESE (IAM AF#ErE) F8 IAM JSON B TE &4,

« {5 IAM Access Analyzer BiEREY IAM KEE | UBRNBRHZ MR INEEM | IAM Access
Analyzer 2KIFF REEMIM B KR , LBERKRERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBEREM AIRENEI , SUHBBEREIEL S BINEEMREN
Kig, BXEZEE , BFZH (AM AFiEM) FREA IAM Access Analyzer ¥ iF K B,

- FEZEHHRIE (MFA)-R AWS IKFEHNZRFE IAM AFSRAFS , BEA MFA RS X
&M, EEEEA AP BERNEE MFA |, B MFA R4 RMEIENERES, BXEZELR , B
59 <IAM AFiEr) FRER MFA R API 15[,

BX IAM HFHREIRNESFER , 20 IAM AFEETH IAM AN Z 2 HETR.

£ AWS Cloud Map #Z#|&

E5[A AWS Cloud Map ##& |, B4 FEE —HRENR, XENBRLAATFEINENEEEXE
B AWS Cloud Map HRHIFAEE AWS K, MRBBHHENFGENEENKRNETFIONE
B, NFHRMTZRBHEE (AFAR )  BHASTEARMBEEET,

N FNEHA AWS CLI = AWS API AP , BEERNHBREREEHENRE, Ak , RATFFHRSHE
2 MITH API R VEME TE AV R 1E,

RNERAFNAGRMARALUER AWS Cloud Map ##l& , EEE AWS Cloud Map
ConsoleAccess@ReadOnly AWS EE R INEIEE, BEXEZER , BZH (AM AFE
) PN A P RINR.

AWS Cloud Map &l & 17 7] =4l

ERTX AWS Cloud Map #Z2HAHTLHRNR , EFEEATNREBEHR TR

JSON

{
"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",

"Action":[
"servicediscovery:*",
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"route53:GetHostedZone",
"route53:ListHostedZonesByName",
"route53:CreateHostedZone",
"route53:DeleteHostedZone",
"route53:ChangeResourceRecordSets",
"route53:CreateHealthCheck",
"route53:GetHealthCheck",
"route53:DeleteHealthCheck"”,
"route53:UpdateHealthCheck"”,
"ec2:DescribeInstances",
"ec2:DescribeVpcs",
"ec2:DescribeRegions"

1,
"Resource":"*"
}
]
}
THREFENRHER

servicediscovery:*

RFEHITTE AWS Cloud Map #4E,

route53:CreateHostedZone, route53:GetHostedZone,
route53:ListHostedZonesByName, route53:DeleteHostedZone

LR QI MM BR A B FFAH DNS fr & ZEET , LEFAIR AWS Cloud Map EEEE X,

route53:CreateHealthCheck, route53:GetHealthCheck, route53:DeleteHealthCheck,
route53:UpdateHealthCheck

YIBELE RS T EE Amazon Route 53 BT ER |, iEFKAIK AWS Cloud Map BBz TR
MBS,

ec2:DescribeVpcs # ec2:DescribeRegions

i EA1K AWS Cloud Map EEFEREXE,

7 ¥ AWS Cloud Map A &% B S RINX R

ZORBIGER T B Rl EE |, BLAAYE IAM AP EEMMNEIEAS SO NERNEE R, R
DIEEEFE LR AWS CLI X AWS API BU4mE 5 R 5T R IR ER AR

ET 500 RE R 97
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

ARFNFTE AWS Cloud Map RS2 EUN R
AR R BR g 0] A 7~ R F X PR AWS Cloud Map FiRAY R 15 BAR

JSON

"Version":"2012-10-17",
"Statement":[
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"Effect":"Allow",

"Action":[
"servicediscovery:Get*",
"servicediscovery:List*",
"servicediscovery:DiscoverInstances"

1,

"Resource":"*"

AWS Cloud Map BR324 ;=41

UTRBAIERT —/MUBRKEE |, ZEKBE AP RFIEM. BUEIMAMEIMRS ZHNRE, Sid HiF
4 1D 2 aER :

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid" : "AllowInstancePermissions",

"Effect": "Allow",

"Action": [
"servicediscovery:RegisterInstance",
"servicediscovery:DeregisterInstance",
"servicediscovery:DiscoverInstances",
"servicediscovery:Get*",
"servicediscovery:List*",
"route53:GetHostedZone",
"route53:ListHostedZonesByName",
"route53:ChangeResourceRecordSets",
"route53:CreateHealthCheck",
"route53:GetHealthCheck",
"route53:DeleteHealthCheck",
"route53:UpdateHealthCheck",
"ec2:DescribelInstances"

1,

"Resource": "*"
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ZEBRBETFIMNEERSEHIMENIRIENNIR, MREEANRAHIFAE DNS vAZ=HE , N
% Z Route 53 X , BN EEMAMEUE EM=HI8T , © AWS Cloud Map B2, E#HFMIER Route
53 ERZRMETRAKRE, FHBEER (*) Resource AFTHE L ET AWS K FHEFTAE AWS Cloud
Map 3£fl. Route 53 ieZRMzTRAKE,

#12Z AWS Cloud Map R R4l

EARMAT IAM F4 812 AWS Cloud Map IRFHIREEERY , BARMERBRFERHPIEE AWS Cloud
Map @58 Z=[E MRS HY Amazon BIREF (ARN), ARN B#EXiH, LKF' ID Man&Z=E ID, HTF&IE
FHERSHWARS ID R4, ARBNBNUEABEEST. UAT2REHBRTH.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"sexrvicediscovery:CreateService"

1,
"Resource": [
"arn:aws:servicediscovery:us-east-1:111122223333:namespace/ns-
p32123EXAMPLE",

"arn:aws:servicediscovery:us-east-1:111122223333:sexvice/*"

1

£]2Z AWS Cloud Map fn 4 Z= 8] 745l

LUT IR M R T A 12T B X2 M AWS Cloud Map SR & ZE(H :
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JSON

{
"Version'":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"sexrvicediscovery:CreateHttpNamespace",
"servicediscovery:CreatePrivateDnsNamespace",
"servicediscovery:CreatePublicDnsNamespace",
"route53:CreateHostedZone",
"route53:GetHostedZone",
"route53:ListHostedZonesByName",
"ec2:DescribeVpcs",

"ec2:DescribeRegions"

]I

"Resource":"*"

}
]
}

AWS BIFEE XK BE AWS Cloud Map

AWS REXRKEHAEMEEAINIL R AWS, AWS RERMEEN TS ELAFIRMANR , LUE
BRIBFBAAF, ANBesENER.

FiclE , AWS RERBURTSNENRBERGR TFHRENRNE , BAEMNAHME AWS FF &
M. BMNBUBEENRETEARINE - EEHRRRE -SRI NR.

BT EEHN AWS HRERBPE LR, MR AWS B AWS RERBPELNNR , MEHLE
HiZREATRBNTEZERASH (AP, ANBE ). AWS BREAREERIFHN API HIERS A
LAER# AWS RS B9 API BR4ERTEE T AWS HEE R,

BREZER , F5H (AM AFER) B AWS EE XK.
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AWS IEEXKRE : AWSCloudMapDiscoverlinstanceAccess

&AL AWSCloudMapDiscoverInstanceAccess MidnZE| IAM =4k, B3 AWS Cloud Map &
I API 817 B AR

EEFRRBINR , SR (AWS REXRKSZE) Sl

AWSCloudMapDiscoverlnstanceAccess,

AWS FEEEKEE : AWSCloudMapReadOnlyAccess

&R AR AWSCloudMapReadOnlyAccess ByinEl IAM 3E4K, & FXIFTHE AWS Cloud Map ##EHN R
R B AR

EEFHREHNR , F2H (AWS BRERXEFHKSE) FH AWSCloudMapReadOnlyAccess.

AWS FEEREE : AWSCloudMapRegisterinstanceAccess

EA LU AWSCloudMapRegisterInstanceAccess MiMNE| IAM £k, BFF oA = E MBS R
ERUF AR |, H 2T MR BUE E M AR S5 S BI R AR

EERHRBHNR , H2H (AWS REXEKSE) i
AWSCloudMapRegisterinstanceAccess,

AWS £E XK : AWSCloudMapFullAccess

& T LA AWSCloudMapFullAccess MinZ) IAM 354k, REXIFTE AWS Cloud Map 1R EN T £
[ % PR

ETFHRBEHNR , 25 (AWS £EX KK SZE) K AWSCloudMapFullAccess,

AWS Cloud Map AWS £ & R EH E 5

&% AWS Cloud Map BiZBRFSITHRIRFRIXLEERLAK AWS RERBEFTNFAER. ERBAXE
W EBNIREE |, BT AWS Cloud Map X4/ £ i2%k N E LK RSS feed,

0 iR =P
AWSCloudMapDiscove AWS Cloud Map B 7iX & 2023 £ 8 A 15 H
rinstanceAccess, AWSCloudM  BUR AR #r AWS Cloud
apRegisterinstanceAccess, Map DiscoverInstanceRe

AWS EE XK 102
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudMapFullAccess.html

AWS Cloud Map FRARIER

B HiR =p:

AWSCloudMapReadOnl vision API®ER RN
Access— NI BEHEHNE R

o

AWS Cloud Map API X [R&#

FEREHREHHREETHME IAM FHNNRER (ETSHONER ) i, BAUERNTYIE
ERSE, ZHRBITES AWS Cloud Map API B4R I8 AR T iH R PRAVIRIE, EATLUE
ZActionZBRA RN KBIEEIRE, AXRESTEResourceFRT IAM R PIEEN R RENIFME
B B2 (REBHRSE) AWS Cloud Map#yigE, FRERMEZEZRE,

BRI LAE IAM KBS 2 AWS Cloud MapREFRMGRBFITRELRE, BXEZER , B5H (RS
WS#&) FH Condition keys for AWS Cloud Map,

EIEERE , BE API BRIEEMZBIEA servicediscovery B4R (
il , servicediscovery:CreatePublicDnsNamespace #l route53:CreateHostedZone ),

1T AWS Cloud Map #/EFFE IR

CreateHttpNamespace

FREBR (APl 1) -
* servicediscovery:CreateHttpNamespace

CreatePrivateDnsNamespace

FRERPR ( API 21 )

* servicediscovery:CreatePrivateDnsNamespace
* route53:CreateHostedZone

* route53:GetHostedZone

» route53:ListHostedZonesByName

» ec2:DescribeVpcs

* ec2:DescribeRegions

CreatePublicDnsNamespace

PR (AP )
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-policy-keys
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https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePublicDnsNamespace.html
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* servicediscovery:CreatePublicDnsNamespace
* route53:CreateHostedZone

* route53:GetHostedZone

* route53:ListHostedZonesByName

CreateService

FFEEMPR (APl #84E ) : servicediscovery:CreateService

DeleteNamespace

FTEER (APl #21E )
* servicediscovery:DeleteNamespace

DeleteService

FREMPR ( API#84E ) : servicediscovery:DeleteService

DeleteServiceAttributes

FREEMBR ( APl #84E ) : servicediscovery:DeleteServiceAttributes

Deregisterinstance

FRrEMBR (AP RE )

* servicediscovery:DeregisterInstance
» route53:GetHealthCheck

* route53:DeleteHealthCheck

* route53:UpdateHealthCheck

Discoverlnstances

FEEMPR (APl #84E ) : servicediscovery:DiscoverInstances

Getlnstance

FREEMPR (APl #84E ) : servicediscovery:GetInstance

GetlnstancesHealthStatus

FRrEEMPR (APl #24E ) : servicediscovery:GetInstancesHealthStatus

GetNamespace

FREEMPR (APl #84E ) : servicediscovery:GetNamespace
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https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteNamespace.html
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https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeregisterInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstancesHealthStatus.html
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AWS Cloud Map

FRARER

GetOperation
FRENER ( APl #24E )

GetService

FFEER ( APl #24E)
GetServiceAttributes

FREMBR ( APl #4F )

Listinstances

FrERBR ( APl #24E )

ListNamespaces

PR ( APl #4E )

ListOperations

FRERER ( APl #24E )

ListServices

PR ( APl #4E )

ListTagsForResource

FTEMBR ( APl 21E )

Registerinstance

FRrERER ( APl #24E )

* servicediscovery:RegisterInstance

: servicediscovery:

: servicediscovery:

: servicediscovery:

. servicediscovery:

: servicediscovery:

: servicediscovery:

: servicediscovery:

. servicediscovery:

route53:GetHealthCheck
route53:CreateHealthCheck
route53:UpdateHealthCheck

e ec2:DescribelInstances

TagResource

GetOperation

GetService

GetServiceAttributes

ListInstances

ListNamespaces

ListOperations

ListServices

ListTagsForResource

FTEMBR ( APl #84E ) : servicediscovery:TagResource
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https://docs.aws.amazon.com/cloud-map/latest/api/API_GetOperation.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListNamespaces.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListOperations.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListServices.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_RegisterInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_TagResource.html
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UntagResource

FTEEMPR (APl #84E ) : servicediscovery:UntagResource
UpdateHttpNamespace

FREEMPR (APl #84E ) : servicediscovery:UpdateHttpNamespace

UpdatelnstanceCustomHealthStatus

FTEMNPBR ( APl #84E ) : servicediscovery:UpdateInstanceCustomHealthStatus

UpdatePrivateDnsNamespace

FREBR (APl R1E) -
* servicediscovery:UpdatePrivateDnsNamespace
* route53:ChangeResourceRecordSets

UpdatePublicDnsNamespace

FTFEEMR (APl #21E )
* servicediscovery:UpdatePublicDnsNamespace
* route53:ChangeResourceRecordSets

UpdateService

FRERPR ( API 1)

* servicediscovery:UpdateService

« route53:GetHealthCheck

+ route53:CreateHealthCheck

* route53:DeleteHealthCheck

* route53:UpdateHealthCheck
UpdateServiceAttributes

FREMPR ( APl #24E ) : servicediscovery:UpdateServiceAttributes

¥t AWS Cloud Map 5 13 #1/ 7] 3 17t BE BE BR

FERAUTEERBEEZUFIEEEMER AWS Cloud Map 1 1AM B ATAEIB ZI AV & 0L B &2,
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https://docs.aws.amazon.com/cloud-map/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateHttpNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePublicDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateServiceAttributes.html

AWS Cloud Map FRARIER
£
- BENXEUTMERITRIE AWS Cloud Map
- EFEBIHT iam : PassRole
- BEAFRIUANA AWS IKF IHRIFEKE AWS Cloud Map %R

BEENEUTERITEYE AWS Cloud Map
MREBRFERET , BASENHBITENMNRE , N EFHREE AR TFINITZIRE,

% mateojackson IAM AFZHERARGAEEFEBXREM my-example-widget BENIFHEE. ,
BFRPEREN servicediscovery:GetWidget RREt , &K ELT RAIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
servicediscovery:GetlWidget on resource: my-example-widget

HEHRBERT , BEH mateojackson AFMIER , UAFMER servicediscovery:GetWidget
BIEVIE my-example-widget &iRo

MRBEERE  FHRRAENAWS EER, FHNEERARRERMHERZEIENA,
RN IT iam : PassRole

MEBELW R —MEIR |, RALBTEINIT iam: PassRole & , NS AEHREU A BT HBILES
#, AWS Cloud Map

BE AWS S AT ERIEAGKRZEAZES A MAREURFNERSALIBSAXBE, Ak,
Y MER A BLEERSHINER.

X EZ AN marymajor B IAM AP =R EA R A1 AWS Cloud MapHF R TIRIER | 2K E LT R4S
xo BER , REMVMEERFACHRTFHNRT ATHITIHIRE, Mary FTEERAGEZIESRFHIN
BRo

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , DAEFH Mary B KB F 1T iam: PassRole #&1E,

MREFEHDY , BTHRRAEN AWS EER, ENEERARRHEREIEN A,
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BIEARFRUIEIA AWS K 15 RFR) AWS Cloud Map &R

ZAaOR—1MAE , UMEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BUEEEESEY , AURAAG, X TXHETRIFAREIRTRZEH IR (ACLs) WARS , BT
158 P IX L5 SR BE (0] ATV HR T 173 (R A8 B9 BER A A PR

ETHREZER , BZRAUATREA :

- ETHRAE AWS Cloud Map X#FiXLEThaE , 55 #1019 AWS Cloud Map 5 IAM B &£ A,

- BT7HNARENERENERNIGERER AWS K/ |, 28 IAM AFERETHEEREE AWS
KB5S —A IAM A PR RAR
- ETHRNMEE=FRENEHRROIGRERNE AWS K- BSHE IAM AFERTHNEE=51R
HiFER. AWS Ik
- ETHNITBEESFHREVIERHBIFENR , B8 (IAM AFEE) PHRILEARS HRIEL
AP ( BBRERIE ) REHRNGR,
- ETRERAAGHNETRRNRBHTERSFEZBNES , E56 (AM BFERE) #/1 IAM
Y BB K P BRI 18]

EM R IE AWS Cloud Map

ETHREBBTRESMIURAEE , FSHAWS RS “REAIT KK DAEE"" , RFEFEEHERN
BHEMITR. AWS RS AXx—KREE , BSHAWS &M HAWS,

SAE R T E S A HITRE AWS Attifact, BXESEL , BSHHRM “THERE FH - AWS
Artifact,

BEMFEA AWS RS RN ERNRIERTENBENSREYE, RATMNENBRUARERNEENE
M, BXREEFEAFNNEARINESZFEE AWS RS |, FSHEAWS T4 4,

# M1 AWS Cloud Map

AWS £k EfRERE S AWS XEEMTAXMEN, AWS XERMAS N IEREEMEE N A A
X , XEAXBESRIER, SAHENSERRNNEREE, MATAHAKX , BHLLRITNREETH
Xz ELHh it BRI AR EBNNARFNREE, SEENENRZNBEFOLEMEMMEL
AAXEEESHAAME, FEMENATT B,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/

AWS Cloud Map FRARIER

AWS Cloud Map EER —I£ RS, B2 , B LMEAEIE Route 53 E21THRR#EE , AWS Cloud
Map MK EHE Xig BRI ZTIRR |, 10T %% EC2 324 Elastic Load Balancing 1519
2o

BXAWS XEMAAXNESZEE , BSRHAWS £REM %,

R ERLIZEZ £ AWS Cloud Map

BN — T E RS AWS CIoud Map , % AWS £IKMBREHWRIF. BX AWS T2 MRS 01T
AWS RF EMBRRVEE , BZHAWS =22, EFAEMRELSNRESERIZITEN AWS IR
5,182 S AWS ecurity Pillar Well-Architected Fram ework B E i i% HEAR T o

BT LMER AWS BEXHHI APl A AWS Cloud Map B3 M &# TR, B BSAZFUTRE

- BREZEMMHIL (TLS) . BINEREA TLS 1.2, BWEA TLS 1.3,

- EERZLRBERE (PFS) WHIBEML |, 410 DHE ( It Diffie-Hellman ) 5, ECDHE ( IS <4 & fh
% Diffie-Hellman ) « KZEHIRRLE (WM Java7 RESRAE ) BRFXLEEX,

BRI LVBENE BN FRED VPC LigT = AWS Cloud Map RiiZE VPC WZ£RR. BEXESZE
£ , 25 AWS Cloud Map i i1 O 3% 23 171718 (AWS PrivateLink).

AWS Cloud Map fi£ f # O um ST 15 8] (AWS PrivateLink)

& A LA AWS PrivateLink £ 8 VPC Mz B &) 2 FA B EE AWS Cloud Map, &R LRE VPC
F AWS Cloud Map —##1Ti5R , TREAEBKMMx, NAT 8%, VPN E#D Direct Connect i&
¥, VPC FPEHIFEELE IP #hut Bl A58 AWS Cloud Map,

BRI LB 8122 B AWS PrivateLinki2 X FWIZEO R R REMN B EE, BIIGELZAIZEORAE
ANSNFRHREE—NERNEZED, XEREREXLENMNEED , AEAE AWS Cloud Mapiy
MEHAOQ R,

BXEZEER |, i52HE AWS PrivateLink ¥8f) FBVES AWS PrivateLinkif 8] AWS RS

#9EEZET AWS Cloud Map
ERREEOLIRT KL ZH AWS Cloud Map , iE&E&AWS PrivateLink I§EF AT E ST,

WREH Amazon VPC & BEEBRMMx , HBEMNESEHawslogs BEEFEBF B BELRER
HEER , MR CloudWatch CloudWatch HESIZ#E O VPC KigT a. BXEZER |, FSH
Amazon CloudWatch CloudWatch BEAFEEFRFRAEEED VPC é%i%%,@aéﬁﬁlo
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
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VPC & i RAXEF AWS BXHER, WREITXIE AWS Cloud Map& Hi API 18 F Y [E — X 5
BiRRo

VPC % 2B Amazon Route 53 X3 Amazon 12128 DNS, MR EFEFEHEHSH DNS |, AILUfE
A&XHDNS ¥k, BXxFEZEL , H55 Amazon VPC AP ISR+ H DHCP &I &,

Mt tnZE| Amazon VPC % S Y 228 A2 O 443 £k B VPC WAAE FREE ERE,
N eIEEOLIET R AWS Cloud Map

& LA 2 BT AWS Cloud Map {8 Amazon VPC ##4l&A 5 AWS Command Line Interface (AWS
CL) WENLXRT R, BXEZEE |, i55H (AWS PrivateLink $88) PHAIEEORKS.

AWS Cloud Map FAA TIRFEMBIZEOLET R -

(® Note
DiscoverInstancesAPl T EEXFHm MNma EFEMH,

com.amazonaws.region.servicediscovery

com.amazonaws.region.servicediscovery-fips

FERAUTHRS BN AWS Cloud Map BIEFE &2 A T 15 R DiscoverInstances APl B O %

FA

com.amazonaws.region.data-servicediscovery

com.amazonaws.region.data-servicediscovery-fips

(@ Note
MR A MIEE AR S XIE R AT A X VPCE DNS E#AHDiscoverInstancesht , &£ E
EXFAFHAREA. £ AWS CLI BAESN APl #22ER , ERSKXHET Spi@inE&fhEHN
Bk , X&ELRIEE VPC KinT ST ERTHE URL, AWS SDKs
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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MR REFEORSBAFAE DNS |, W oA EBRIAXE DNS &#5@ AWS Cloud Map & H APl E K,

f5ltn servicediscovery.us-east-1.amazonaws.com.

£ z3%F VPCE AWS PrivateLink 12/ X35 AWS Cloud Map #%#% ; B , EENKRHET 28 ,
EFEEREMETARXXEE VPCE, ETHEANXFH#EDO VPC £ *”‘*,“\S‘ZT—irW‘kb—IFﬁE B
Fdescribe-vpc-endpoint-services as S ERAEHR AWS BEEIZH A, Sl , L THRREZTUEEER
B ( HEMmM ) #XIF AWS Cloud Map #0 VPC iR ZEE IJH’J‘IFH X .

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.servicediscovery'].AvailabilityZones[]'
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
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¥5# AWS Cloud Map

hﬁ RIEEH AWS BRB RN TR, TARMLENEZSE. SUEMAWS BRSNS
DIRELERE | IAEE IS R HER TUE RN BT, T, EFREEZH |, G5

ﬂi—¢%%ﬁﬂ%ﬁﬁﬂ¢@%Tﬂﬂﬂ.

C WEREMRA?

. S I AR 7

¢ WETRIEER MO SE 2047 2

. ERERPLGRTE ?

C BWRERTRIEES ?

.« IR BB A ?

F&
- {123 AWS Cloud Map API i AWS CloudTrail

#1235 AWS Cloud Map API #H AWS CloudTrail

AWS Cloud Map 5AWS CloudTrail—HRFERK , ZBRFREAF. AFACFHRITRIENIZE
AWS fR% . CloudTrail 778 API & A3k AWS Cloud Map hE#. HIRMIFAREIERE AWS
Cloud Map # &1 A 8B AWS Cloud Map APl #ENRZER. F£RAWENESE CloudTrail ,
B LA E [ BANMER X H AWS Cloud Map, R HEREY IP that, & HiERE A E AR HiFHAE
B,

BIMNEHHATREBESERERBFRNARER. BHEEABTEHEUTRE !

- BRECEARAFKIEERAFEILEREN,

« IERRENREK IAM Identity Center A % H,

- FREEAACERKEAFPNENZEFEIEREN.
- BREEHHEM AWS RFXH,

CloudTrail FEEIZIKF AWS K/~ BHEZNIKS PR TIESRES |, FEEBE3 AR CloudTrail
SEHFALIEF, CloudTrail EHFAEIERREMTRE 90 RPIEENEREHNTER, WER, 7
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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THATAENIER. AWS KIBIEXREZEL , B2 H (AWS CloudTrail AF#ERE) 9 “EH
CloudTrail B4 $12%", BEEEFHEL1IEFEFT CloudTrail REEATZE A,

EREICFK AWS K7 I & 90 RN EH | FRIERERS CloudTrailLake B4 #iE 7,

CloudTrail &

BRER /LY CloudTrail ¥ B & X4 & % E| Amazon S3 FiE#, EAGIEMNAAARE AWS EEi2H

& HRZXE, EUESER AWS CLISIZEXERSXEHRER, B2it/2S XERE ,

NG LAFEIRIK - AWS X35 FVFTEES) . MREIZEXKIHRE , N RAREFTREN AWS X
HHIERNEH. BRRIENEZESR , B5H (AWS CloudTrail B #EE) HH N &R AWS Tk
P o2 R R 9 4 4R 6 B R ER.

BEMERE  SUUERFEEHITHEEREEHN — M0 EIAREZERZH Amazon S3 7764 |
B4 UKHY Amazon S3 2%t . CloudTrail 3% CloudTrail EMMNEZEL , HFSHEAWS
CloudTrail E#te BX Amazon S3 EMHEE. , i5S @ Amazon S3 Efs

CloudTrail R EHHIEF#

CloudTrail LQ@ ak e AT BEMNEHEZTET SQL WEH, CloudTrail Lake FETFITH
JSON AWM BB HFIRA Apache ORC ¥, ORC =B — Tt X IRIER RHFEH TR FI
EHER, SHRHEREIE4BBEERET  cRETEEINASREMHEREERNIREN
FAENEHES. NATEHREFMNERSATEHNES4HBEFEATHEER, B
X CloudTrail Lake WEZER , S H (AWS CloudTrail AF#8r) H#9 “EH AWS CloudTrail
Lake”,

CloudTrail #AEHHFEE#NEANSTERA, CBREHEEEMN , BUMERERTEHK
BEFNEMET, EMETURE T EMAME#SHFORE , UREHEEEENRIANREKRE
#l, B> CloudTrail EMMWEZEER , HSHEAWS CloudTrail X'

AWS Cloud Map HFEIEIEEH CloudTrail

BRESHREAEXERRLIERFRHRITHERIZENEE (Hl , EoaB3ZRPEIVEMEAF ) .
XEUHRABBEERE. BREHEEFRSREE. RIMERT , CloudTrail FidFKBBEEH.
CloudTrail B4 A R I ZFAFIEZBESH.

EEBESHENWEGNEH. BX CloudTraill EMMWEZEE |, S HEAWS CloudTrail E4Ts

B LAEA CloudTrail ##1& 2 CloudTrail API #41i25% AWS Cloud Map BIRERWEFESH,
AWS CLIEXIMAIEZHBEEHNEZFEL , S5 (AWS CloudTrail HFIERE) RHFEH AWS B
4 A0 FZHIESEHMEA AWS Command Line Interfaceid REEBE 4,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI

AWS Cloud Map FRARIER

TRHIE T ETLLEREIEEM4R AWS Cloud Map BIRER, HIESEHRE (2458 ) 5
EREMNES CloudTrail & LN BIESHRE IR PIEFERE. res ources.type EIIE R
Zresources.typef , B EFEASEESREHEFREMNIEEZE. AWS CLI CloudTrail APIs*
APIs 12 & 2K EIE CloudTrail” 51 Z R T CloudTrail 3 iZ&FRREIZTHEMN API AR,

BIREMRE (255) resources.type & & APIs E123%F| CloudTrail

AwsApiCall AWS: :ServiceDiscov » Discoverlnstances
ery::Namespace « DiscoverlnstancesRevision

AwsApiCall AWS: :ServiceDiscov + Discoverlnstances
ery::Service  DiscoverlnstancesRevision

» GetServiceAttributes

U LU B REHIRREEEE N E eventName, readOnly # resources.ARN ZE EHITHEIE |
MRIEFBLENEREENEG., BXRAXEFERNEZRFER , 25 (AWS CloudTrail APl &
#) B AdvancedFieldSelector,

LU 7R 6115 BR a0l B & & R B4 LR 2R U2 A AWS Cloud Map ##E5 4

"AdvancedEventSelectors":

[
{
"Name": "Log all AWS Cloud Map data events",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals":
["AWS: :ServiceDiscovery: :Namespace"] }
]
}
]

AWS Cloud Map F Y EEEH CloudTrail

EEEHRAERANINERIITHERRENSESE AWS K, XEHHRNZEFERIEE. BRINER
T, CloudTrail i REBEEEH,

AWS Cloud Map F7E AWS Cloud Map 24| FEIREIZZR N EEEHN., A> AWS Cloud Map iEF
29 AWS Cloud Map ##IF E2ERNFIEK CloudTrail , &2 AWS Cloud Map APl &%,
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https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstancesRevision.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstancesRevision.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetServiceAttributes.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/cloud-map/latest/api/Welcome.html
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AWS Cloud Map &4 R4l

SEHRRKRBEMRENEMER , SEBRAFERD AP EE, RENBHNEE, ERSHBEFDH
{55, CloudTraill BEXHARAH AP HRANAFHERRE , ALEHT2REMBERT LI,

LTRRBIERT —NERiZCreateHTTPNamespaceZ/EH CloudTrail EEEH,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:alejandro_rosalez",
"arn": "arn:aws:sts::111122223333:assumed-role/users/alejandro_rosalez",
"accountId": "111122223333",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:r0le/readonly-role",
"accountId": "111122223333",
"userName": "alejandro_rosalez"
},
"attributes": {
"creationDate": "2024-03-19T16:15:37Z2",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-03-19T19:23:137",
"eventSource": "servicediscovery.amazonaws.com",
"eventName": "CreateHttpNamespace",
"awsRegion": "eu-west-3",

"sourceIPAddress": "192.0.2.0",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/122.0.0.0 Safari/537.36",
"requestParameters": {

"name": "example-namespace",
"creatorRequestId": "eda8b524-cal4-4f68-al176-dc4dfdl65c26",
"tags": []

}I

"responseElements": {
"operationId": "7xm4i7ghhkaalma666nrg6itf2eylcbp-gwipo380"
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},
"requestID": "641274d0-dbbe-4e64-9b53-685769a086¢7",
"eventID": "4alab@76-eflb-4bcf-aa95-cec5fb64f2bd",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "servicediscovery.eu-west-3.amazonaws.com"

}I

"sessionCredentialFromConsole": "true"

LT RBIERT —NERZDiscoverInstancesi#{E CloudTrail WEIBEBE 4,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:alejandro_rosalez",
"arn": "arn:aws:sts::111122223333:assumed-role/role/Admin",
"accountId": "111122223333",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::"111122223333":role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"attributes": {
"creationDate": "2024-03-19T16:15:37Z",
"mfaAuthenticated": "false"

}
}
3,
"eventTime": "2024-03-19T21:19:127",
"eventSource": "servicediscovery.amazonaws.com",

"eventName": "DiscoverInstances",
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"awsRegion": "eu-west-3",

"sourceIPAddress": "13.38.34.79",

"userAgent": "Boto3/1.20.34 md/Botocore#1.34.60 ua/2.0 os/linux#6.5.0-1014-
aws md/arch#x86_64 lang/python#3.10.12 md/pyimpl#CPython cfg/retry-mode#legacy
Botocore/1.34.60",

"requestParameters": {

"namespaceName": "example-namespace",
"serviceName": "example-service",
"queryParameters": {"example-key": "example-value"}

I

"responseElements": null,

"requestID": "eb5ee36fl-edb@-4814-a4ba-2e8c97621c79",
"eventID": "503cedb6-9906-4ee5-83e0-a64dde27bab0",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::ServiceDiscovery: :Namespace",
"ARN": "arn:aws:servicediscovery:eu-west-3:111122223333:namespace/
ns-vh4nbmhEXAMPLE"
},
{
"accountId": "111122223333",
"type": "AWS::ServiceDiscovery::Service",
"ARN": "arn:aws:servicediscovery:eu-west-3:111122223333:service/

srv-h460p6y1EXAMPLE"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data",
"tlsDetails": {

"tlsVersion": "TLSv1.3",

"cipherSuite": "TLS_AES_128_GCM_SHA256",

"clientProvidedHostHeader": "data-servicediscovery.eu-
west-3.amazonaws.com"
1,
"sessionCredentialFromConsole": "true"

B CloudTrail FZEHNAMNEE |, 555 (AWS CloudTrail BF 1) T/ CloudTrail&Z & A&,
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Task API g1k AWS CLI AWS Tools for Windows
PowerShell

wRBEEZE—NH  TagResource tag-resource 7 hi-SDResource Fr&

£ 7

MIBR—NHZ4FE  UntagResource untag-resource ¥ K-SDResource 5%

Z,

5l B R FRE ListTagsF list-tags-for-reso JRER-SDResource &
orResource urce

BT RO B Al A AWS CLILA R IR AR HEUHEIRE

R HIARFMPRE

UT e N RERRMRZL,

aws servicediscovery tag-resource --resource-arn resource_ARN --tags team=devs

w2 RABRFBUEIRE

LT 88 5 BRI A BRI AR

aws servicediscovery untag-resource --resource-arn resource_ARN --tag-keys tag_key

w3 B BEIRAVIRE

UT w5 H5IERFERRKRAIRE,

aws servicediscovery list-tags-for-resource --resource-arn resource_ARN

RERROBREATEIRRRNEERE, UTREIFELIRN IRZ.

F 3 AWS Cloud Map &RIIRZE 120


https://docs.aws.amazon.com/cloud-map/latest/api/API_TagResource.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/tag-resource.html
https://docs.aws.amazon.com/powershell/v4/reference/items/Add-SDResourceTag.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/untag-resource.html
https://docs.aws.amazon.com/powershell/v4/reference/items/Remove-SDResourceTag.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/list-tags-for-resource.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/list-tags-for-resource.html
https://docs.aws.amazon.com/powershell/v4/reference/items/Get-SDResourceTag.html

AWS Cloud Map FRARIER

Task API 4E AWS CLI AWS Tools for
Windows PowerShell

BI2 HTTP ®% & Z@  CreateHttpNamespace  create-http-namesp #1-SDHttp fip F Z= 8]
ace

EHT DNS ¢|EFE CreatePrivateDnsNa create-private-dns- #1-SDPrivate

R ZEE mespace namespace DnsNamespace
ET DNS 8IBNE CreatePublicDnsNam create-public-dns- #1-SDPublic
Rz espace namespace DnsNamespace
B RS CreateService create-service #1-SDService
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