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2.
3.

$TFF Amazon Chime %A , Mt A https://chime.aws.amazon.com/,

TS RHRE THE EAERES .

EHEML D Chime Ik $TFF Amazon Chime AR IS , 4ol RRILE — NI D S3

TR

a. EREERT , BEFE S ERBLUBFOFRES , ATERILOESHALH, 0L
FEAEBE/RXANGE , B THULENE S3 FHEHE.

b. %8 S ave BRI S3 FRBALEIAM S3 M.

c. BERERBEASTRE,

O SRERRRESTFARFR (UTC) A , XHTEMHERRN S3 FR1EH.

amazon

2¢Chime

Home Usage reporting

Chime Usage reporting configuration

Getting started

4

Accounts Report destination
Calling © New S3 bucket

Getting started Existing S3 bucket

Phone number management 53 bucket

bal settings
Call detail records Bucket name must:
Be between 3 and 63 characters long
|Usage reporting Mot resemble an IP address

Start with a lowercase letter or number

Contain only lower-case characters, numbers, periods, and dashes
Not have consecutive periods, or use dashes adjacent to periods
Not end with a dash or period
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1. $TF Amazon Chime #2#%I#& , Rt Fhttps://chime.aws.amazon.com/,
£ 2RRE TER “FRABRKRE .

EFE RARE

®ER 2R BIANEELERS.

0D

Turn off usage reporting X

Turning off S3 usage reporting will remove your settings and suspend reporting. You
may restart reporting by configuring the settings again.

Cancel Disable

®RERE
SALRRE. RRUATSRUEE ERERRE.

1. EEFEOEBIE , BXKEE Amazon S3 #F| 5,
2. KEFHEEEN.
3. BRAGEABRREXHEREREEN S3 FHBHFHNUTME :

Amazon-Chime-User-Activity-Reports/
csv/<AWSaccountID>/<year>/<month>/<day>/
<AmazonChimeAccountName>_<AmazonChimeAccountId>_<yyyymmdd>.csv

Hlgn -

Amazon-Chime-User-Activity-Reports/csv/123456789012/2024/11/03/
ExampleSales_12abcdef-34gh-56i7-89jk-012341mnopq56_20241103.csv

4. BSHBEPHLEUATFER
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RAPFRIKF 62 B #

APE—ARAZ NS VUREK

RAFE-—AREEN2UHE

RAFE-—BRRERER (11, BANPXENF ) HHEE

account_name week_start display_name email registration_status account_creation_date last_login meetings_attended meetings_hosted chat_sent
Example Sales 20241103 Alejandro Rosalez alejandro@example.com Registered 20170317 2024-10-18T07:04:40.0002 10 5 14
Example Sales 20241103 Akua Mansa akua@example.com Suspended 20190227 2024-02-19T07.04:40.000Z 0 o 0
Example Sales 20241103 Ana Carolina Silva  ana@example.com Registered 20220708 2024-10-08T20:58:35.000Z 25 11 73
Example Sales 20241103 Arnav Desai arnav@example com Registered 20240901 2024-10-04T18:51:51.000Z 3 2 10
Example Sales 20241103 Carlos Salazar carlos@example.com Registered 20191203 2024-10-14T16:53:35.000Z 6 3 6
Example Sales 20241103 Diego Ramirez diego@example.com Registered 20190227 2024-10-02T10:23:54.000Z 12 6 291
Example Sales 20241103 Efua Owusu efua@example.com Registered 20220708 2024-10-10T23:31:08.000Z 0 1] 33
Example Sales 20241103 John Stiles john@example. com Registered 20240901 2024-10-15T19:50:27.000Z 13 L] 28
Example Sales 20241103 Jorge Souza jorge@example.com Registered 20191203 2024-10-10718:55:08.000Z 2 o 0
Example Sales 20241103 Kwaku Mensah kwaku@example.com Registered 20190227 2024-10-28T00:08:20.000Z 1 1] 1]
Example Sales 20241103 Kwesi Manu kwesi@example.com Registered 20191203 2024-10-05T23:46:24.000Z 6 3 7
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dAMmazon
l,,l
=
“«Chime

Home Team Name

Users Users

| users
4 User actions a

Shared devices
Permission actions

Reports
Assign user permission
Dashboard )
_ Account actions |
ldentity
Remove user -
Getting started
BREWAFE , 01BATAZEFRHE Amazon Chime , BT EEERF 2N MRMIIE

fBR B 2 # Amazon Chime K/ , ATLAfE A Amazon Chime Assistant B “MIBRIE” &I, EXEZ(E
B , &2 Amazon Chime # B 0B /A A mazon Chime B FIREVHH 4 E R BIBRIEH K,

EIRIRAY R P K -2l bk

BEEABREER , RAETEMBRENSAIKS . &0 LUBE BRiEE % KM Amazon Chime H BA

AREBBAIKSF, HRBEHEN , RIEBROATAEZESE , RESREROAFPBE. FEEM
# Amazon Chime A , He FER bt SEF AN B TR , FHEERIEHLLIK,, &5

PUEBMAIRBRE S ( TARREARR ) , REKFIRE , flXFHNSWXIEMBIREZEAN , H
NEAFPERAEBANSEFEAESBEDNENER, SUBETEEBREBEXBHFAERF. iRy
EESMNAFPHUAMNABRABBRAAERE. BKRA, 111 MBEMNE, WRXEXZBEMAELIEFK. B
SHERBE , AFPERLEBEMER SSO &%, EFIZHSN , H B SHB Fif bt XN AR
PR ERE, WRMIEHLEFER Amazon Chime , AJLUZER A mazon Chime A1 HE L2 #5485
BIE—ANFKT . BIBRFIBEEES |, &0 U RS 2l K 7 o

1. $TFF Amazon Chime &5 , Pk )9 https://chime.aws.amazon.com/
2. 1tk E” HIFEFE LK R E R,
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5. HIETRE K BETRLEESHER  RAFEE BRAELRETERE BN ERE,
6. EBRBR.

Remove “"example.com” domain X

You are about to remove this domain form your Amazon Chime account.

The following disruptive actions will occur to the users in this domain:

+ will be suspended.

+ be immediately be signed out of all devices.

+ lose their ability to access Amazon Chime.

+ |ose their ability to host meetings, including those that have already been scheduled.

+ |f a user has been assigned a phone number, it will be unassigned and available in
your account’s phone number management inventory.

After 90 days, users in this domain will be deleted. Learn more about removing
domains.

| understand that this action cannot be reversed.

Cancel Remove

&P T Amazon Chime F P B33 B Th&E

Amazon Chime &3 & Al AR U T I EIh&E,

Tl AP -2 BGEEF BER Amazon Chime

HIRWABL S # Chime Pro X RHMBRIES INSWET , Amazon Chime £ Bz 04 2 & & Amazon

Chime BEF WSS 5%, meet@echime. aws ELMIBREN S HFE A I RFT REFHCERF |
BATRUTSBMNE R LHWIAESWHMBER Amazon Chime 21 iF1E,

SEFATF Amazon Chime F PPV ISE ThAE 8
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1. IFENBANAER (TRBIBHNAER) -

2. ITAEBRIFEAD

3. BHRBUTISEMBER Amazon Chime ( M Ez1BE ) |, FRMIHERE RS A

a. pin+<meetingid>@chime.awsM “Umeet@chime.awsth A" FEEFBERH,
b.  MEIE IE XA Bk Amazon Chime £33 8,
c. MEZBEFNSWMRAR , BERFHSUVRBEHFERMEIEH,

4. RIXBE , ABRREROME AREER,

5. BHNAWNTFNEBEHINEEN Amazon Chime =AY “EIF2THELW T , BF4%F Amazon
Chime Bz W4 Thee BN S LEFER,

o [ ] =3 I.E“u, Marketing Team Sync - Meeting - Calendar

Organizer Meeting Format Text

E:—)u @ Ii—l E‘:‘ = = [ Busy z O <_R @ E g2 | HEEv @)

Send Cancel wsfppointment Scheduling & minutas -~ Recurrence Reguest Allow  Room Dictate
Update ‘D' ! ¥ Responses Proposal Finder @ EI

To: :O meet@chime.aws O pin+1234567890@chime.aws

L] % '3 —
) nikkiwolf@example.com © efuaowusu@example.com E5

Subject: Marketing Team Sync

Location:

Duration: 30 minutes @ [ All day event
Starts: |10/18/2024|[T]| [ 4:00PM
Ends: |10/18/2024 E 4:30PM

(@ This invitation has not been sent.

Agenda
Action items from last meeting

— Current project status

B- Metrics update
o EH = O E E E I E E E Ol B Bl N = E Ol N N B BN E N BB BN NN NN E NN W
h You have been invited to an online meeting, powered by Amazon Chime.
]
i Click to join the meeting: hitps://g.chime aws/1234567890
m Meeting |D: 1234 56 7800
i A headset is recommended, or you may use your computer’s microphone and speakers.
n
B Download Amazon Chime at https://aws.amazon.com/chime/download

M For information about creating an Amazon Chime account, see https://aws.amazon.com/chime/getting-started
n

WX ZEE R -FREUK & F &

Amazon Chime 7 %3& 10,000 & R AREHRE ., HERAFKEEEERRS RN , BB EKREN
Amazon Chime BIXZERHKA , LEEFBERSRDEFENREZLRERE. WRERWKE
EER , WATABSTERATIRRGHUREFEINRANME, EFB4BtNAE,

WREEER-RWMR R TR 9
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1. &3 Amazon Chime Windows, macOS W& % Fin. XEEABHEF KRNI A,
SHEZHEEEERAGHNEIXE,

MNEWERE (@ B ) PERE “SHEAR IR

MRREAR Windows 5t macOS & i , RELR R/ CSV XHRFEMRIEBEM L, 40

RIGET Web FFImHATIIRE , MKAFIRFREFINEN THXMHK. MIAXGBRSHEREE
B Ro

> w0 Dd

© Amavieal O ™ Project Team
rnav vesal o)
Room details
o Home Toda Notification settings PRESENT
oday

MEETINGS AND CALLS ® Arnav Desai Yy
Arnav Desai Add members

® call history 2: Arnav Desai has create NOT PRESEN
L Ca ry Room update: Arnav Desai has created t Manage members NOT PRESENT

CHAT ROOMS S Room update; Arnav Desai has added @ Export member list - e
06 AM (=) A .

® Project Team @ IS Manage webhooks and bots Tom Triedman

RECEN @ Room update: Arnav Desai has added @ Edit chat room
room.

Hide from sidebar

Room update: Arnav Desai has added @

h
O All messages Leave chat room

Delete chat room

Amazon Chime AFP-SHEZHPMABKRRA

Amazon Chime N AP RHNMABKRATIR (ZRZZE 100 MEKRRA ) o HEBFMABRRAN ,
EEARWEM EE R RMBERREN RER , RENENRRAIRFPERSWHEERE A0
FERRABRE  REE WREK HREEE” FIRPEFRESERZIMN RINBERAN BE, 7
LAfF Amazon Chime AP ERARMEIEN M ANBRRATIRD . SBRAMBEEELBHERE RN |, &
BRANBARRESFMENABRAZHINEMANAFERTRLRERE. NREEAESE
&, WA UBE A THRRFEXNGESR, BB MEBESH,
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F Amazon Chime #E#%| Okta FE Okta EEERHAFEHERMNAERF. F— T NARFEEF
HFEE , AFET OpenlD Connect ¥ i F £ Amazon Chime RS B0, FE-MNNARFER

Amazon Chime SCIM Fi& , AJLAfE Okta Integration Network (OIN) R {EH, 23EEBE , LNARE

F4[@E Amazon Chime #xBEXxAFMAEXRNEFHRAR,

E#% Okta SSO
1. 1£ Okta BE#Z#| & #8122 Amazon Chime B FFEF (OpenID Connect) :
1. B3 Okta EEEHIEMR , AFIEE Add Application (R IR FHEF). T Create New
Application (BRI ARERF) MEEF , HKIXIEFE Web, Next (T—F),
2. MENARFIRE :
a. & M AREF Amazon Chime,

b. ¥F Login Redirect URI (B2FXEEM URI) , FHRALLTE : https://
signin.id.uel.app.chime.aws/auth/okta/callback

c. £ Allowed Grant Types (A FHRPEER) o H , EBEMBEETBRAEN.

d. 7 Login initiated by (BF A7) TRXEF , %$#F Either (Okta or App) (M & 2 — (Okta
RNARERF)) , REEFEMEMEXIED,

e. X F Initiate Login URI (B31%& % URI) , B AL TE : https://
signin.id.uel.app.chime.aws/auth/okta

f. ER&EREF.

g. RIFLLTTEITI , RAEFEE Client ID (B Fiw ID), Client secret (B imZ47) # Issuer
URI (5% % URl) EERTSE 2,

2. 1£ Amazon Chime #EHl&F |, RBU TS RIRE .
1. 1£ Okta single-sign on configuration (Okta single-sign on EZi&) R EMTRER , £ Set up
incoming keys (IR B1& AZ4H).
2. £ Setup incoming Okta keys (% iEf& A Okta Z40) X iEEH :
a. #k Okta NARFRENELWEF ID MIZEFmZEHAEE,

b. ¥&% Okta APl TWE LM % & URIl, Issuer URI (1% & URI) 2412 Okta 35 , 40
https://example.okta.com,

3. 1£ Okta B H|& Fi&E Amazon Chime SCIM FREN AR , LMES Amazon Chime Xtk
ENEHBMARARIEESR
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1.

¥ Okta EEZFI A , MNERNAEFNAMMARERF , 83 Amazon Chime SCIM i
B, REAMNLNAERF.

/A Important

ERIZERA |, FEaTiEEE Do not display application to users (6 B & RN A
) # Do not display application icon in the Okta Mobile App (" 7E Okta #3h M A2
RETRNARFBER) , RFIERE Done (5EM).

. 1 Provisioning (FRELE) W+ L , i%£#F Configure API Integration (ELiE APl £5%) , RE%ERF

Enable API Integration (/5 APl ££), REBUTEHIF , FANEFEEEET KRNI RIEH
% APl G R 24,

. 7 Amazon Chime #2#|& 7 , A F IR 7R ZHAUCIEZ APl THRIEH. FUBRAEFNTEE

AP| SEERXYEHE R RY Okta APl THEFER | it BN HAER , ARERRE,

EiE Okta A T E# Amazon Chime HYIREFE . £ Provisioning (MELE) &I <K To
App (ZENFARRF) T2 T H , &#F Edit (47%8) , 7 Enable Users (B A F). Update User
Attributes (E#TF B #) # Deactivate Users ({2 ) #ik$R |, RFER Save (IR5F).

£ Assignments (2E) =T+~ L , & FAFX#H SCIM HAEFHIRER,

/A Important
TRELTH , LR HBRVEBEITEMEFEHIR Amazon Chime B FHI4A %k
BFNR, ZASTRENEHNLSR 1, 2EERAFH OIDC NAEFNATANE
—MNE, BN , REAPRTERER,.

EEARME L | BEBEERSE Amazon Chime WARRK R &K, XEHATFXo,EXRAFS
MELAF.,

4. 7£ Amazon Chime F & B &4 :

1.

1£ Amazon Chime #Z#l&® , M3 Okta B —EXZEEN M.,

2. 7 Directory groups (B3%4H) T , #%&# Add new groups (A HNET4 ).
3. WAERME Amazon Chime B B FREAER . ZBEMSMERELS R 3-f HEER Push Groups
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RIEEFIERER Add new groups (7 INFT4R).

B F4A &R Basic lxE Pro lixZhaE 4 203X L i F° £ Amazon Chime 1l ik F° /R B9 F AT 3IE,
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A LAE & A F Outlook 8 Amazon Chime . f£FIZ1T Exchange Server 2010 & R RAEY A
# Exchange BRS5 889 Windows F 1 Outlook 2010 F P~ 4404 F3& A F Windows kX Outlook Y
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TN &L %5EH T Outlook B9 Amazon Chime &4 #Y Windows F 7 R #5&E A F Windows X Outlook
B Amazon Chime &4,

BEXMPLEBEHFEELNENEALNER , B3R EFEESERN Outlook .
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LB B REREREN N AR EE.
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HZARW , MAGIRE Amazon Chime EIRAKF , | FIXLHF Pro lXR. BHX/E3) Amazon
Chime RFIFMAWHWEZEL , F5H (Amazon Chime A IER) HRIERER T Slack B
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o T EX<BXZE Amazon Chime H BAK
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ESH EEAWIRE,

TR —N AWS K |, RIEF8EHF Slack T#ZEEE Amazon Chime Team Ik x<Bk, BHx
B AWS IKFHEZEER |, i5ZHAmazon Chime RS EE G 1 R4,
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1. 1£ Slack TEX L %ER T Slack B9 Amazon Chime Meetings N REFE D ik B EIA R,
2. WRIFERTR , A AWS Ik FEIF &S Amazon Chime #&14 .
3. 1R , £ Amazon Chime HHEHAKF HEEZBRWEKF .

« FRIKF : #$2 Amazon Chime IKF® , #iF Slack AP MMA. WMAKSBHR , BREREF
Slack A7 , R/G1%$F Create (8]2),

o ERIEKF, : EBIEMW Amazon Chime K |, #1F Slack AP IMA., &Rk, , AFER
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Z# A Amazon Chime B9 Slack AR 2 E —H B FHfHFBERK, EZBENAF28IHARNRN
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MR EZLLEEAT Slack B Amazon Chime Meetings B FAEFAT |, 5% 84 Slack TEXKEE
Amazon Chime ERAIKF , M AT AE S EEA U T ZRINITLIRE,
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BREHN AWS K,
LEER S 0EFIEN Slack THEKX.,
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2
3. BIfE https://signin.id.ue1.app.chime, aws/auth/slack ? B #J=app_ authz,
4. RIERR , £ Amazon Chime P BAKF RIEFIMEK o
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(® Note

AFHRSRBIZEE—ARFEFHA T  REECHEE R MK REKE Active
Directory, BEXEZEE , BZHAREREEZ Active DirectoryiEFH

A LAEA Amazon Chime #2215 , FIMAEEAF, RN BTBENSXNRMAF, BEZBIEN
AFP2ERERFET , HPIHTEKFHNMERFREFARE. BXEZER  FZH EE
AP FEHER.

£ Login with Amazon (LWA) B30k &8 R A A EF N REEESEETMK - A P ERIED, Active
Directory 5 Okta B LR , R TEREFEAKS RN EARE, BXESZER 2R EE
FA PR AN 17 5] A BR o
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o EUMALKXW PINs
- B Pro idH
- ERAFKH
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A

O LUEN B E A P I Amazon Chime I AR MAF . &0 LB Amazon Chime 2 &I & [0)
BERFAHERE  BRIESBRUOTAR,

1. ¥TFF Amazon Chime #2#I#& , Wit HFhttps://chime.aws.amazon.com/,

tert B RPTE R IKF 5K,
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3. WAEBBENAFWBEFIRttiut, FRADE () 2RE /M tit,

4. %R Invite users.

LRSI RPLERIAF . ERFAFMARRKS Y , R MEZBBENAFNFARR.

EFRAFFARRE

&R BAE Amazon Chime 2HaWRAFET , EEKF AP IRARAFFRER . BI B FEb4Fit
HERFEAF , ARBRAFENEFHEFAGEE. BUUEAFRFAGENT , EFAFFAEER
HEFHAFIKS

TRIM TEFHEPERHNAFEAREE.

® Note
REEAFEZMARRKSRBER , TR REBNASFARE.

FER iR Bl
ERBH Amazon Chime # & R F Major, Mary
F&#o. Login with Amazon
(LWA) AFZER AL R,

Active Directory F | & fF
A DISPLAY_NAME_ATTRI
BUTE.,

B8, F HR ¢t ik XFLWA AF , AFEme mary.major@example.com
B F Rt Xt TF Active
Directory AP , &7~ Active
Directory A #Y 3= B8 7 HB {4 it tiF

o

S fift AP HENEMIRES. T8RN Registered (27F
BERRIEBEND®UKSE M), Unregistered (2BUH
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Amazon Chime

EEEmE

FE

NIREE

=88

g2mA

A PIN

FRRIRE
EZ MW
BEHAN2

=
NI5Z

¢t
&

U3

E—=REHEH

ERENHRER

BiE S

DU
RIEBIERVEBAIK 2 B BT
TE

ERINIRE RN Pro Wy , LAX#
APREH2WN. TAERNRN

Basic,

XN THEBIKS | BEER P
POATK 7 89 B H#o

AP B IX&E % Amazon Chime
BB, X¥FiXA Pro lREY
AP, AR F RN E
i,

RPATATZHESUNNIAS
W PIN,

RAPEENELRSIRE.
RAFEZ M2 HE,
RAPFEHELANSNUHKE.

¥t end-of-meetingif &4 F IE
HE[E K H 2t

AP LR TFESRSH B
o

AP ERENIIRERFZH,

SEERFHBEESE (MR
B)o

T~

SEM) (XN TEBAIKS ) =
Suspended (BEEE) (N T
ALK )

Pro, Basic

01/05/2020

01/10/2020

0123456789

Public (2FF) =% Private (FA%)
87
12

92%

06/12/2020

1025

+12065550100

BEEAFFARER
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Amazon Chime EEER

EE AP R R R

A Amazon Chime B F 7Bt Pro iRE} Basic IRIXFR , LEEBE G R WLIIEE, KA Basic IRINRH A
PEEERFSW , BEUUMALNHERBKXIIEE. B< Pro M# Basic lRAF Al iFRIKNTHEEN E S
ER , BSRITIAMEN,

BB EREEN AR , BEEAEFE Amazon Chime BEIKFHAF, REDLIKFAEER JUEE
AP, ARKFEBATUMNEKFFRBRAF  IHERLTEBNENRSE, BT EEEHFHAL
HER, BXANKFABUKFEZERNEZEERE |, B5H EE L8 Amazon Chime IKF,

EE AR

#£% Amazon Chime EE R , B LLVEE Amazon Chime W/~ H B H Pro ik Fl Basic iR PRBI A,

WMREHAN Amazon Chime IKFELE T Active Directory 5 Okta , NI A LA B FAR R A EREEH
PR, &N , iFEE Amazon Chime & AEEHAF R,

B BA T P 1 4)l Login with Amazon

WMRIBEEH R Amazon Chime HRAIKF = LWA LK~ [ &N Login with Amazon (LWA) Ik
&%), WA BAFE Amazon Chime 2% & FEE Pro MR H Basic MR,

EERF BAK 7 A LWA 2l K P 89 A 7= AR

1. 3TFF Amazon Chime #2#I#& , Wit Fhttps://chime.aws.amazon.com/,
2. XFIKF , % Amazon Chime Ik & F5o
3. EEAF.
4. EFAF , RARKRXERRENDENR,
5 EEUTNRZ— :
* Pro ki
- XK

6. &R Assign (2 E)o

BLi& Active Directory 5} OpenlD Connect (Okta) B4l ik 2

X FEH Active Directory 3 Okta FIFEFWAF , FHEHMAESE Pro lix# Basic IR RAI B F4A ,
DUEBHNR,
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Amazon Chime EEER

WMERNAF 2B Pro MXER , MRFEMAERSF Pro MIXPRAY Active Directory 2 Okta A, WMERNAF
7 Bt Basic fRAXPR , NG E M A BB Basic IRINREIK A, &E Pro lR=X Basic RIXRHVAF &
&3 Amazon Chime,

BEEM PG RNR

WMRER Amazon Chime IKFIVEERR , A MBEHFAAEZERKS, KA EEARTNE
FRPEERNR , SAEIEEEFEKS.

B A BR A BA I F= AR =

MREREANKFHNEERR , WATLEE Amazon Chime 2§ &85 R BRI B FER4HN A,

(® Note
AP REEZBIRNS R 30 RERIAAH.

BE P 0 A A K P

1. 3TFF Amazon Chime #2#I#& , Wit Hhttps://chime.aws.amazon.com/,
XFWF , EEEE K BB o

RERERA P ABERT

MAZTBEAFWE G, FASS () HITOR.

%% Invite users,

o & w0 DN

BIRBLATREMBR D B4 B P Pro MR=X Basic MRIXER , RS #ER A F SH A F B <Bk, SR
8 A P {hEE& 5 Amazon Chime , B RE R Amazon Chime IKF S K A -

MBI AT 7= F 1 BR AR 7=

1. $TF Amazon Chime #2#%I#& , Rt Jhttps://chime.aws.amazon.com/,
2. XFIKF, & RAKF B o

3. &EEAF.

4. EREBRROAF  RARKERRENBRAS.
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Amazon Chime EEER

LEIRAERIIBR 20 Bo4a A P~ O PRFE Pro Wi Basic IR, AP EBEA B TR RERERKR
AREETEIRAR o

BEHLEELKS AP

MRERBUKFNEER , ATEEREREEN S Fif4ibut EM Amazon Chime KYFA P #5830
RAMF KA. MREEE T Active Directory 5% Okta , {54 AP A Amazon Chime B 4,

BE P A2l K P

- MEELKFWRASRIERFEEEER , FESHEZE Amazon Chime AP B HY &) Amazon
Chime K/ Ry SRR ATERAF

AR&£BISERNKFBRENEMIPNE FIR 4 B %, RSBECIEN Amazon Chime AFKF £
H3h@ Amazon Chime 4§82 RESWIKFHRAFIT,

LUTHELSEERAP E/AAEE Active Directory 5 Okta B9 K=, BT E % Amazon
Chime,

M ALK = R E R

1.  FTF Amazon Chime $##|& , Witk https://chime.aws.amazon.com/,
2. WTFKF , EFELWIKS AR,

3. &EAF,

4. EBREEENAF , ARRAXERRENEEA,,

5. BEHHENNERE K REEELE.

MBELE R WIKFEE T Active Directory = Okta , HRBUTHREZEFEHF.
M2k Active Directory 5% OpenlD Connect (Okta) ik F= fh & & F F
. EWRITUTE®REZ—:

- J&id Active Directory =% Okta BIE R 2 FIHREFERAFIFAFRIEANERAF,
- MEE Pro k= Basic ixiXPREY Active Directory 4 F I ER A P
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Amazon Chime EEER
FRMNA2W PINs

MALW PIN 2AFEMTERN — N85S ID. Amazon Chime AP AIfEA PIN , BNREESHM
Amazon Chime AFH &1, EAMALW PIN ERESVERELEICEMNZHENENTSNUN
SUFEMER,

WRAFREENMAZRWUPIN EEER , BUUEEH PIN FERFH ID. EEEHMPMARWUPIN 2
&, BFZMEFHER BB NASW PIN ZHRNFE2,

FHRMNALXWPIN

1. T Amazon Chime 244 , Rt Fhttps://chime.aws.amazon.com/,

2. HEXFITUEL , %% Amazon Chime Ik 898 #ro

3. ESMERP , EFE Users (AAF ).

4, BEFEEXRHPINHAF,

5. E4TFF User detail (AP EAER) MHE , BERAFHER

6. XL User actions (FIFF#84E). Reset personal PIN (EE A PIN), Confirm (H1A).

EE Pro i& A

HAF#EX Amazon Chime HIBABE AN EWIKF KRR , HERHARAFRER , BEAEH Pro ix
R, XEFMBINEBAEFTRHELRINRN. FAFINREEEL N BasicRAIEEBERNE
Ao

& T Amazon Chime EARBRFIENENMEA L ERFNETRHL2WN A ZEMED W RBS
"o TE2WSNEMBIRA - KRESEA.

BRAFPNMRERTE-IMEFEREGRNRVAEZELHIUTER2— , NAAEDSHAF

- BREERUL,

- AWBETHMNALBSME,

- SWELF-NMEREH

- AWBETHRANSME,

- 2WBETHEAH.323 F SIP WS ME,

BREZER , FSRAUTITEN
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Amazon Chime EEEmR
HR AP M4

MREREWIKFNEE R A REEERR , MAIBGERHZWA S L& E Amazon Chime B+,
&R LURERA P 42 B — 3 — 318 4 3 18 S Ate T P 0 22 B0 R = AP A9 B 4

(® Note

WMRER Amazon Chime HARKFHEE R |, N 7] LUEN BE — N 2 MF SR AR 1000 Ik
Fo & , SH A LURIBREIBAK P R AP |, X EIEEERF £EH Amazon Chime Assistant
IREVE Ff 4o

HR A P EHF

1.  FTFF Amazon Chime $#£#|& , Wity https://chime.aws.amazon.com/,
2. EKFPT@ELE , %% Amazon Chime K I & .

3. 1E Settings (% &) T , X% Account (IKF°). Account actions (K F#4E). Request
attachments (&R M)

4. ERY 24 PR, KEBE RERFRA - XHERE | URLs X422 R TIHREANKAFE
MERFI&K,

5. TEZEXH.

(® Note
FRAEXNZXHRFELNEREFHRI . EMREGZE A BT UERRHENTIER
TEREX URLs B4,

LR URLs £ 6 R, ERIUE 7 REX—IRiER,

EffH AWS Ildentity and Access Management (IAM) RB&SRE X Amazon Chime &

EiRdl &M BREE RENTHENR , EEAEF — Amazon Chime & R

FullAccess ( UserManagement, B )., ReadOnlysi# , Bt o LAEH B E LKL E
StartDataExport #{EF RetrieveDataExport ., BXRUEXRIENEZER , BSH (AM
FF$ERE) i Amazon Chime E X R,
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Amazon Chime EEER

Amazon Chime M{AIEE B EH

Amazon Chime B T ARV EFIHEHH N, #BIE Amazon Chime WiZTNEREXNKIRF L, R
EFERBHERE , FELBMRTE,

Amazon Chime Web R T2 (https://app.chime.aws) IR MBRZRFIENLZEEERF,

FYHEBERBREIEHRT , Amazon Chime SHEEFHHARERTEEN. EREERT Windows
F macOS iT&EHl, HETEF RN , 2B=Z/)RRE—IXREH., EHETALAE Windows #FBEIE#E ik
BREFH , RE T macOS B9 Amazon Chime EEREFH,

% S EE RN ERE | Amazon Chime 2B RAFLTEER , RIMINEESNAN, UTE
RIE A EES A

- AFZmail.
- AFRBSMEEHRTHHRW

Amazon Chime RSP ZRRHRA , HIRE 15 WEITet , UEAF#ERR, AP TGEREH
EBH IR E#H,
MRAFPARMAEERTHRWARRHEER  WEFHREEZPNEREEN , ABRRETRAF®

TRER. BAITEEREN , FARR.

® Note
# macOS ITEH L , AP FREEFELAE S REFT mEH,

EBHIEE L . Amazon Chime Bz NAREF2ET App Store f Google Play IRHLEIEFTIEDT , 7
E 1R Amazon Chime R REFEF iR, St FEABHREEERERBBEEH.

MAPEBE S — A EAIK S

BUNGEABEBRKS (WRETFE )  FAPIBIHEBEARKS . RERAF RN B FRK
Fo UTHERNMETHEXRTERIBHNEE.

EBAF

1. MBHEEEEBEERARIK, | MEBIEKF, BXEZEE , BESHE P8R 1 62 Amazon
Chime BB RIKF,

Amazon Chime M{AIE 2 B3 EFH 48
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Amazon Chime EEER

2. BEBREBKS. BXESEE BRI R2 (k)  BEKSKRE.
3. MKFARMAF. BXEZEER , 2R E£35  HASBRMEKS,
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Amazon Chime EEER

& Amazon Chime FHY B iE S5

O] LAE Amazon Chime £#|AREERESTB, HEEHESBR , &£ Amazon Chime EE
HEBMEPERXLESE, MEEZECESEHBREE | MXLESEREFRE, HIRBHESEA
RAI LR 418 A MEB H Amazon Chime,

® Note
ZH{REA Amazon Chime &l &8 , {RRBETIELE Amazon Chime B BIESHE, MREE
EEFRSE , MR LA Amazon Chime EHEESRMN SIP HENARF. At , BXIE
B2 —/> Amazon Chime A XTI EQEEK, . BXEZEL , iHZH (Amazon Chime
BHFRAIEQEERIERM) FHUTER

< REH
- EEBRESEE
- EEETEES

- EE SIP RAENARERF

UTETHNEBTRE T WAEEMEE Amazon Chime BiFS1,

AES

- MEBRESH

- BMIEBIES

« 2B Amazon Chime P55 BiE5 3

- BUH % B Amazon Chime B HiESE
o A H AR EFR

- HIBREBIFESH

- BREMBRIBIESH

Tl & B 15 555

£/ Amazon Chime #1578 Amazon Chime IkF BB iFESB, XL FIHK B Amazon Chime
FEENRF. /8 Amazon Chime Business Calling A A # Amazon Chime f & H# £ B 8815
1,
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Amazon Chime EEER

MEXKE , BESHREREENEER, BANTRAF 2B EESH,

i

1.
2
3
4,
5

il

BRIESH

$TFF Amazon Chime $##|& , Mk 79 https://chime.aws.amazon.com/.
ESMEBHNFUIT  EREESEHEE,

fR)Ri%E$E Orders ( iT# ) M Provision phone numbers ( B HIESH ) o
EFRWLSFY  REEET—F,

BRAABESE, EREMENBIESHE , AFIER Provision (&),

B8 , BIESBERERETENGFLESRF.

HEMIABRESH

BRYBEERESEN  SETANEREEEENSHBEIEFP, XBERRBIESD,

(® Note

NREBEEREERRSE. £H Amazon Chime Voice Connector =% SIP &N AREF |, N|44
MBIE— Amazon Chime B F X TETEE A MK, HEH Amazon Chime SDK ###1&
BEXPITIHIRENESZESR |, B2 5 Amazon Chime SDK EIE R IgEE M o R4,

LT EF A MABEREST,

£}

BHESEN KREN

EFHEBHEREESE

RSB S A
B E W RRE
HEKOS

BHEBIE S

BIESHEMRESEX
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Amazon Chime EEIEE
BIES R X RFH

ERBWOS , BLAEREE (LOA), BHAMBEENBFESHBHILOA, THMLERF (LOA) RIEHIE
B, NIREFEBERBTEAZEENRESE , BASNZEFHEELMH LOA,

IEERBEREST

BB E R ABRESBBAES,

BANABESH

1. $TFF Amazon Chime &5 , Pk )9 https://chime.aws.amazon.com/,

2. ENHMBHGEEL , %8 Support, REEFRERER,

Submit request

AWS billing

X2 FARH 2| Su AWS pport #2HI &

(@ Note
B A BB AAWS X FAORE. MRXEMY , HEE ERG , REERRUT
SRR IE,

3. HE“BIAMMARMER T , JITUTERE !

a. ERKFFAKE,
b. MBIRFFIFAIEE Chime SDK ( SBBEE ),
c. MEKHI"HFRP , EF “BIFESHE Port In”,
d ©&ERT—% . HtifEE.

4. EHMER T, MITUTRE

a. TEEET , @A Porting phone numbers in,
b. & ‘MR T, WANUTEER :

BIES B SRS 52
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Amazon Chime

BRI

M

EBHEXES :

« IKFRIKEEBIESE (BTN).

« BRAGHER, XRAFEEFNEKSIUTRRART A
HEEED (MREH ).

- BEKS (WRIAEEFRHELER ) .

« IR PIN (RATA ),

- BREHUNEFEN , ERELNEERERF.

« FHRFEMAY B HMBETE,

- (FiE) MREBEKESESHE (BTN) , BEEU TRz — :

- WIEEBHE BTN , FLMEMAHF BTN HITEHR, REINF BTN ELRIESEEHNE K,
L.
- REEFHEMEMN BTN , RIEXABNLIZEBHRIKS,

- REEHRMEN BTN, EABNKFEREELRE , MES/ EESHHRECACH

BTN, (LB FRIRELRSERFAIKS,E |, FRFUET, )

- ERIETUR , BERFPHELENKEE (LOA)

ERHEERS

« XNTHFXERESH , BLAER SIP RENARFRATmREE,
- SERB (FSHEIRLESE )

- ERANINBBRESEH

- HITERAE

« Country

-~ @ o o

M BIESRE RSP | &R EHEHFW, SIP RENARFEA" H EEEER
ERESHE T, EDRA-NBESH , IEEEBES N SH,

EBHEBEHT , mAFENBERH,

HEBHERET , W AFTEAEE,

g ERET—F  VERIJEXREA
5. T “MEMER = BRRREAMN T, E&FE BRREA
6. M BRERRAES JIRPEE-MES
7. &R MG BIE. MREERRE , FRALHNEESE, TRE  ERRER.

EEBEEESH

53



Amazon Chime EEER

AWS % # Ut BHEEHNBESHEESTUNNEN B EFZEFTBE, WRT , WFERIMELE
RIS . T — T AR S BRRF S B AN AR SR L2 30 4

BB

£ S AWS upport RNMRAIUBEBRESH G , MBEBERXAMBLENX . LTSGR TIRER
Eo

® Note

AWS Support 2% T —NZ 2 Amazon S3 1% , AT LE&FMEERXE, ERBIEEZ
BT , B 4kERIRE,

R

1. $TF Amazon Chime $2#]A , Wit Hhttps://chime.aws.amazon.com/,

2. BFEW AWS K/ , ARITHERIIRENIK - £ KB Amazon S3 L& 8E1%,

® Note
IR T+ XEE M. HEETARGIEKSER. HEEFEKSHHNERAFHK
7%,

3. &R ARNXH, REEEEEMEREXN S BIEt.
4. BIFMER—T , BEEEED ACL KR,

5. EiFMEEGHIFIER (ACL) BrHRE , EBFRIMERNE |, ABET Su AWS pport 12HE ZZEA KM
2l Grantee &,

6. FEWR T, &P SRE SiEE , REiag L&

HERHRER (LOA) B, FOIANEEEER XIF BIUAERKPS LNEEEBER, MR LOA L
RENEESENBEZERFHENEETEE , X RREUER LOA LREMNER.

EEERRS

LT HBRULEA T WA Amazon Chime ##| & & F BIEIERAVIRE.
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Amazon Chime EEER

BEERS

1. $TF Amazon Chime #2#%I#& , Rt Fhttps://chime.aws.amazon.com/,
2. ESMmERF  ERBESBERE,
3. &R TR EWF,

R FIERENBERIRS. XF ELBREFESERRURNENEEHAERERAESEE. B
XEZER , B D REAY BIES DR MREE Lo

pal W ANES)

HENBRIFEZERHIALOA EBE , MaT&AEERN®A. RF , a1 XF REEEITE
X (FOC) ty B MetE , AEEORE,

£ FOC B , BIEMNBIESHEREUMER, RE , ELMFSBIEAFTFKSHNRAS,.
DB BRESH

1. $TF Amazon Chime #2#%I#& , Rt Fhttps://chime.aws.amazon.com/,
2. ESMERP  ERBFESBERE,
3. EEF®RIFL, #PESFHENSBZINERE , ABEEDE.

4. ERARAPAIARBDE +1 BESBREL , BRZSHBAKS , REEET—F,
5. REENHIESBHRAL, , REREDE,

BHEBESE

&I LA IR ERY AGE AR EBBHEER |, FS5BEB H Amazon Chime, MRREEFHRIESN , HR
&Y AWS K P ID F N EEBER BIESBXERBIKS 1D,

BESBRTHRABLNPFIRREARESBE , EUREBUED BXESHHFENEEPRR, BXE
ZEE , BZALEEPHEUE 2B Amazon Chime 55 BiES B MM REFESE,

AEHOS 55
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Amazon Chime EEER

/A Important

- NEBEBHENENIBRTRENEZEREIXESHBIIRED.

c RIEFEERHREBERNEIMNEEESHNLZEMSEXREE, NIRKSFHFEMAEETE
W (i, KD AE ) | MENBHIERTERSKIESL  NMSBIER , ABZKREE
HIRRIER.

( Ali% ) MAERIE PIN LUR P IEH S5

NTREZ2M , EUURKRENNENSBREPING, RE , RENESEFERZPING, BERHU
TERBITERE

Bi5 PIN

1. ¥TFF Amazon Chime #2#I#& , Wit Fhttps://chime.aws.amazon.com/,
2. ESMBEEREN BRIREKEN T, % Supp orto

X2 RRHE| Su AWS pport #2HI &

(® Note
B A BB AAWS X FORE. MRXEMY , HEE ERG , REERUT
SRR

3. & “BATIMARMATEY T, AT TIRE -
a. ERKFFKS,
b. MARSHIF IR Chime SDK ( SBEE ),
c. MEKRFRFP , EF “BIFSHE Port Out’s
d. ®ET—% : HEL,

4. T HMEE" T, ITUTHRE

a. TEEXET , #WA Porting phone numbers out.
b. HEHAT , WMAUTAA,
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Amazon Chime EEER

I would like to assign a pin to my phone number: Pin: ABCD123 Phone
Numbexr: 1234567890

(® Note
BRRIRME 4-10 PFHHF BT PIN,

AWS Support £ PIN S8 SBHXEK. BHRFFAZARBEON , FRELKH AWS KF ID
PINo EATREAZE BREE R B A X B S B MR O E R,

BIESHEMRSE XL

R HIARIESHBBAEE Amazon Chime HIERJG , LA LA Amazon Chime 2§ & RRYFEAY, B
EEBREEMGLEDN TEEBEBRRS.

HMRSNENLZEATARE
CANCELLED

XEFHTEAOLIEE , SIAEASENECEER  BUE TEQITE, & BEERRAFRMAE
MWER.

CANCEL_REQUESTED
XEFE BHTEARE (HIWAEARENEUEER ) , EEAEERITENTE, X 5EERRH?
RHFMAES.

CHANGE_REQUESTED

X ERLBENZTERE , AEAEESFFEE, AFFANLENE,
COMPLETED

BHBREIT R EXKERESHBERE,
EXCEPTION

xF BEEBRRUREGER R QERAENEMEFAFEE. RFHANLERNE,
FOC

FOC BHIE5&E AN, X#F EEBRAUBIARH,

BIESBEMIRESE XL 57



Amazon Chime EEER

PENDING DOCUMENTS

X BEEBRRUREGERE QB RAENEMI M. RTFFINILERE,
SUBMITTED

BHBEITEERR , EAESFHFEEHEE,

2B Amazon Chime 55 BHiE51E

FRBEESBEEEEREANMNARF 2 Amazon Chime BH EiEFE,
2Bt Amazon Chime B BiESHE

1. $TF Amazon Chime #2#%I#& , Rt Fhttps://chime.aws.amazon.com/,
ESMEBHNFUINT  ERBEESEHEE,

FER ETFLE, EBRESERNBESE,

%R Assign (DB

ERERAFFENKSE , REEET—F,

EERAF  RAREESE.

2

HEFREFSBREFSBNRN , RNBWEAFREENNOHEEINRER. AFPMLTEESN
Amazon Chime lF R E#H&E X , FTREFE A B FSERNRINEE,

B 4 Bt Amazon Chime B BiESTE

LA R FHUHE N Amazon Chime Business Calling B 2 B BiES B,

BUE P Bl iS5

1. $TF Amazon Chime #2#I4& , Bt Fhttps://chime.aws.amazon.com/,
2. ESMBEKNFURT | ERBESEEE,

3. HBFEFGIFL, EBRERESBNBIESB,

4. %# Unassign (BUE 2 ).

5. EHMRBHEIEE , REEE Unassign (BUEZ ).
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Amazon Chime EEER

EANEEEFRRTHRAES, SN, ETNEERERAT REANEE.

EEFRBESBIEFARGR

1. $TF Amazon Chime #2#%I#& , Rt Fhttps://chime.aws.amazon.com/,
2. ESMESNFUET  &FBEFSEEE,

3. EFRBFRATF , AGERESENBESH,

4. IFBREIIR K AREREFFHAES.

{52 P i i P AL B

HIEFF IR T 2REBE IDs, BAUNBEFN—NIHS IR ESHBRERAFUBR, EHTLN
ENBRESHREM—NFUER. A, SEAR2ERAEAXLEBEFESBRITHINKL BIEN WA
Ao WULFERATAEBRESBFMEE., BTN EXREH —REWR.

Flan | WAL ZE TN AT A RE S BN RIARWUBZFRREER “F] 5%, BEaUAHBIRATANRE—
N —HY R F Jane Doe,

AT SRR BA T AR B R IA R A A H U WAL 2 5o
RERBHR

1.  FTF Amazon Chime $##|& , Wity https://chime.aws.amazon.com/,
2. ESMBERNTFUINT , EBHEFSBEE,
3. EER GETFL, FITUTE—B%E  EPEEFNBIESBZINEIEE,

- ENSAOSHRERAFUEN , FRPXESHIDHNERE.
- ERENMAFUERSR  FRERENSE,
4. FITFERESIR , RBIEREHIRIARFILE TR,
5. BRUARWEMEFRMAEN  &HZSE2E 15 MNF /.
6. EEFRF

RELE 72 PN EHFH IR IARFEILE R,
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i BR B8 15 555

/A Important

HA Amazon Chime RS EB A TREEMIX LS TR, I , BAMEBUEDEBESH , T8
o ELA BR o

MEBEESBE , B M Amazon Chime £ IS8 #HTITE, HIRHNESBLERSBM, Ml
BREBE , CEHEASHABRRIIHRE 7 X, ELEE , S ERNESBEREE, 7 X5, R
S EIMBRREAFIF NS | HERECSEKFHREK, XSERFREZHFE N, MELWRRSE

RS ERBRN S , FiRR MEBRFESE PSS RIENE , AEEL S AETRAT A,
IR KR 2D B BBiE S8

1.  FTF Amazon Chime $##|& , Witk https://chime.aws.amazon.com/,

2. ESMBERNFUINT , RFHEEFSBHEE,

3. EFFRGEUF , AREEER RN BEESBRSE,

4. THBREIIR , AREERRBESE,

5. EBREERIE , REIEFEMER.

BEREA S R EMIBRIBIFSIBRE 7 X , RIEF MNFE KA ER.

& R E M BREY B8 18 = 55

10T LA BRBA 51 ok BRI BR R B R % 7 RV ERIE S 1B, RREBFESEENEBEEN Inventory ( FE
7)o

EREMERM BESTE

$TFF Amazon Chime %A , Wit A https://chime.aws.amazon.com/,
ESMERNFILT , EREESHEE,

EERIBRRASIET+ , REERELRNBESHRSHE,

i%#& Move to inventory (B3I E5E#),

0N~
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£ Amazon Chime P EE 4 FRE

O LAEH Amazon Chime ZB#IAEEBEBEFMAICHKREMERARERE.,
FB

- BEMFUEMAERIZE

- REFEABRIRE

B B AFAE B %

WIS Bl Amazon Simple Storage Service 7 , 89 Amazon Chime B2k /B & M AU i+ 48
ERIERKIRE, Amazon S3 FREBIFAFICEFLFMAEENBEBR. EREFIFHAFEICRKR
B , AMRENEERIE , BEEHN Amazon Chime £ F1EE Amazon S3TEERHRIMNIR. BRI
Amazon S3 FH BN EZEE , HS @ (Amazon Simple Storage Service FAF /) FH Amazon
Simple Storage Service Al

&AL Amazon Chime Business Calling Bt & MY # 445 812 %R E. B> Amazon Chime
Business Calling WE Z{EE. , 5 E¥ Amazon Chime FH BiESE,

BEWIFAERIEKIRE

1. #HRIE (Amazon Simple Storage Service AAF /) H# Amazon Simple Storage Service A
ITPTR SRR | 812 Amazon S3 i,

$TFF Amazon Chime $##|& , Mk 79 https://chime.aws.amazon.com/,

¥t F Global Settings (£/F1RE) , 1%£#F Call detail records (8 A ¥ 41E R i2 %),

TR S E,

1%# Amazon S3 F#ER{ERN BEB R,

ERRT

o gk~ w N

& 7] LARE B 4% L 12 R P ALHF AE B o
FLEiERFUFAER

1. 7 Amazon Chime $##|& , Witk https://chime.aws.amazon.com/,

2. XF Global Settings (£F1IRE) , &% Call detail records (A FAE B i2%K).
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3. M EAKE B Disable logging (A BEHIEHK).

Amazon Chime Business Calling B9 I i¥ 4115 218 3%

BRI RZWE Amazon Chime Business Calling By ILiF 415 12 R 2 K% | Amazon S3 Fi#EH.
LU RHIERT Amazon Chime Business Calling B FEALELE BB X BB AE N,

Amazon-Chime-Business-Calling-CDRs/json/111122223333/2019/03/01/123a4567-
b890-1234-5678-cd90efghl1234_2019-03-01-17.10.00.020_1a234567-89bc-01d2-3456-
e78f9g01234h

THNRHERTHIFAESIEREMRPRTIEE,

Amazon-Chime-Business-Calling-CDRs/json/awsAccountID/year/month/
day/conferenceID_connectionDate-callStartTime-callDetailRecordID

AR RHBIERT Amazon Chime Business Calling BIFEAYiE (S B i R BAEN

"SchemaVersion": "2.0",

"CdrId": "1a234567-89bc-01d2-3456-e78f9g01234h",
"ServiceCode": "AmazonChimeBusinessCalling",
"ChimeAccountId": "12a3456b-7c89-012d-3456-78901e23fg45",
"AwsAccountId": "111122223333",

"ConferenceId": "123a4567-b890-1234-5678-cd90efghl234",
"ConferencePin": "XXXXXXXXXX",

"OrganizerUserId": "lab2345c-67de-8901-f23g-45h6789017j2k",
"OrganizerEmail": "jdoem@example.com",

"CallerPhoneNumber": "+12065550100",
"CallerCountry": "US",

"DestinationPhoneNumber": "+12065550101",
"DestinationCountry": "US",

"ConferenceStartTimeEpochSeconds": "1556009595",
"ConferenceEndTimeEpochSeconds": "1556009623",
"StartTimeEpochSeconds": "1556009611",
"EndTimeEpochSeconds": "1556009623",
"BillableDurationSeconds": "24",
"BillableDurationMinutes": ".4",

Amazon Chime Business Calling B -Ii¥ 41{E Bid 62
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"Direction": "Outbound"

BEEARRRE

YMBITHERERIRER , Amazon Chime 7 1E Amazon Chime 2§ & HE 2 NH BA S 10l K
FER—IMNEBREX 4,

£ Amazon Chime EEBKFEEEARGIRE 2R , DAL CIERIEFE — Amazon S3 ZfiE

¥, Amazon S3 HZEFEAELNERABRIRGEN X4 BiR,. EREFARETIZRER , £&%F Amazon
Chime X} Amazon S3 FE BN RENR , MERENEELENEBIE. BHX0IE Amazon S3 FEEH
E2ELR , B30 Amazon S3 AF i§RH Y Amazon S3 A F iR #Y Amazon S3 Al

REFABERRERE
1. BIESREE— Amazon S3 F# .

a. BFREM AWS IKF HITF Amazon Chime #2HI&,
b. E“£REE T , &R “BERHBRERE
c. TEUREEW T , &R HE S3 F#HE UEIBHUE , RERBIHNESHARZH. W
REBERME XM Amazon S3 7 , AT LUERINE S3 FHF.
d. %&#F “R7F" LARIEFE Amazon S3 F#E , RFEFINEM Amazon S3 FiEf. X LI
BiREIhEE,
2. HEBAREHEMERE Amazon S3 FHES , HESANER — L , UERLERE,

SR BARE R R A A BRIRE o
FXAERBRRE

1.  ¥TFF Amazon Chime $2#1&,
2. E‘£RIRE" T , &R “ERBRIRE
3. NEAWEEIER ‘XARE,

ERRRREAR

BAMRGRAMERITEREZ8 A 00:00 F/ 2/ 23:59 WA &R HELEATESNEHE
RELEERZEEANESR—.
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1. BEFLENHEE  HRE AWS £H 8 E A ERSERSTAA Amazon S3,

2. REFEWMEBEN. BXBE Amazon S3 F#EME., SMMEEXEH Amazon S3 72 Y5 R
FRIWEZEE |, i5S @ Amazon S3 AFEREH A Ama zon S3 FAFEEHH A mazon S3 Al7,

3. BRAGAERENHFHREZEN Amazon S3 7 ( /RRXHRXR ) PR THE.

Amazon-Chime-User-Activity-Reports/
csv/<AWSaccountID>/<year>/<month>/<day>/
<AmazonChimeAccountName>_<AmazonChimeaccountId>_<yyyymmdd>.csv

fian

Amazon-Chime-User-Activity-Reports/csv/123456789012/2024/11/03/Example
+Sales_86efea2f-96af-40f7-be75-be@57ff52c8c_20241201.csv

BMARSF UK HEMNAFNENMRER BT E AT

- FABRTR KA

- XEAFHKBH

- B5H Amazon Chime lKFXEBKWAF £ A

- AP @B FHRHFitbut

- AFREMRZS

- AP/, o2 B

- —ANHENSTORE

- AFRFE—RBAREENASUEE

- —ARNKZEWHERE (1.1, BAMNPMKENF )
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2WERE

Amazon Chime A8 Z Cisco., Tandberg, Polycom, Lifesize, Vidyo SE A SIP = H.323 th
W ZE R ISRRE

WEMAXE SIP WEIE VIC 8 %ZE#E Amazon Chime , EHSMAUTIEITZ — -

* @meet.chime.in

 u@meet.chime.in

« 10 UL ID , I5iR @meet.chime.in

£/ meet.chime.in , ¥ SIP 2 W EIRFIEZETHKIEIH Amazon Chime Xigi, EiEEFSE X ,
RN SIP 24 E? VJL{EFH X4 ER DNS B, BXEZER , TSR 2EAEHI (SIP) 2WER

® Note
MREH SIP BEENRZF AR TLS BEE TCP &E# , BB R Supp AWS ort,

MREFERANRZMNZRF H.323 , NARILITATE—BF :

* 13.248.147.139
«+ 76.223.18.152

WMREHKIBIEETEIE VTC iR& S Amazon Chime 2 BIKRE , BT ATA MR OBE. BXES
R, 2R NEREMNHTITER,

£ Amazon Chime ¥R B E R A 10 KR 13 UKL W ID , BIA AL, &EALAFE Amazon
Chime ZFims Web NARFFHF 13 VAW ID , SikFik AL,

MABALENS

MELCWEAUEELREBEAREZERA , FAALH 13 VB2 ID ERNEEAMALN, R
BREBA  FERSETFRALEARR , ARRMAHS #) UNAAFHLN. MREFREH
A ERASBEEA , NEBEAMAHT RSN , SFEET2W

MABAKENSW 65
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BEEAERERFARHEN , IEREMBNTUPTEMESWURE. SERFESEFBNFLER, 8IE
MEHW, NABEMELERTUREREW. BXRESZFEEL , 55 KR (Amazon Chime A
M) FREEAEABERREAMHTRSNITHRE.

® Note

MBHRIEEFRADIRM Alexa 151 Amazon Chime 21 , M| R EEEZEEIIETAUMREH
FRRENRSEKRAN , TREULEEANEHINASI,

FREM VTC ®R%Z

TRIET —%oHREDN VIC ®REIK,

RE SIP H.323 TR

BRI SX20 8= = Audio/Video/
Screen: {2 A2
RBEE

B DX80 X = Audio/Video/
Screen: 2 L i
RBEE

Lifesize B#x = & Audio/Video/
Screen: 2 L i
J=t/:: )t

Polycom Debut X5 = Audio/Video/
Screen: #2 L i
REE

EHEAEARN & = S EE

RealPresence RE : MEE@mA

E®E
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BE SIP H.323 TR

Polycom Trio X e Audio/Video/
Screen: 2 2 FiE
RAEE

Tandberg C40 3= = Audio/Video/
Screen: 2 2 FiE
REE
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P 2% B iE A i 3L 25K

Amazon Chime EEFRAARETAMAB RHMIm ARSI FLRERS . WRALE T AMHHILRE | Nt
FHIE AR MEIFE A SRS WEESD , BFEFM,. WM, FEAEHWK,

Amazon Chime £ TCP/443 i O L AT SR M ITE = EC2 ( LS ) MEM AWS RS, R
KB IEUR O TCP/443 #1TiH 1A |, IS A EARFHIRABRI * . amazonaws . com , HEX FLUT AR
%, AWS IP it SEERINE AWS — RS ZE -

- WO EC2
« Yl G# CloudFront

 Amazon Route 53
BAUTED , THREXEWNG, WOMNTRENEZEE,

PR B AED

1217 Amazon Chime FEEL T M Fw O,

B R ¥

chime.aws TCP/443

*.chime.aws TCP/443

*.amazonaws.com TCP/443

99.77.128.0/18 TCP/443
LW B Fm O

Amazon Chime J3£1i# Amazon Chime Business Calling LT Bk O,

B #r %0

99.77.128.0/18 UDP/3478
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H.323 @WERE

Amazon Chime A H.323 ERMMREFERA LT BFRAMEO,

B ¥R %0
13.248.147.139 TCP/1720
76.223.18.152 TCP/1720
99.77.128.0/18 TCP/5100:6200
34.212.95.128/25 UDP/5100:6200

34.223.21.0/25

52.55.62.128/25

52.55.63.0/25

2l

2FREPY (SIP) 2WERE

MRERERIZTERAT SIP ERMMRLERN Amazon Chime BY |, WAL T BFRME O,

AWS [X i B #5 % O
2K (REXE ) 99.77.128.0/18 UDP/10000:60000

34.212.95.128/25
34.223.21.0/25
52.55.62.128/25
52.55.63.0/25
=R meet.chime.in TCP/5061

13.248.147.139

H.323 2 ERE 69
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EEEmE

AWS X1

ZERL (HERTMILE )
ZEHD (HRPRM )
WA (03 )

T AKX (ERE )
TAHK (R )

MR (BRE )

EEN (ZRS )

HRER

Amazon Chime X &5, MIMANRBEEENHFRERNT -

- B

« 1:1 FEY : 54 kbps ETRI AT
o KHEMELY : 50 B EZEEE NN TTH R A8 32 kbps

. A

B #R
76.223.18.152

meet.uel.chime.in
meet.uw2.chime.in
meet.as1.chime.in
meet.as2.chime.in
meet.an1.chime.in
meet.ew1.chime.in

meet.se1.chime.in

« 1:1 M : 650 kbps E1TFI 1T

« HD #= : 1400 kbps ETFIT1T

« 3-4 A : 450 kbps £1TH1 (N-1)*400 kbps F41T
. 516 A : 184 kbps L17# (N-1)*134 kbps 4T
- ETRNTITHFRSBEMERE R MmEE

- BEHE

« F4T 1.2 mbps ( 28T ) M T4T 1.2 mbps ( ME ) LIIRBE @A

&= 320 kbps.
. SER#4%] : 800 kbps BEIE

TCP/5061

TCP/5061

TCP/5061

TCP/5061

TCP/5061

TCP/5061

TCP/5061

XA REMESRM4 B ER

=i
Sl
it
%
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EFHRG

NMHEEAENRENEAAAN TENR , BUNERNZH A HRERBRNRBHE, REHBE
BREH , TIRZAELE 48 NTAVER,

EEEABRNRBERE

1. $TFF Amazon Chime &5 , Pk )9 https://chime.aws.amazon.com/,
2. {KRi%E#E Reports (3R%E). Dashboard (I EHR).

3. £ Usage and feedback dashboard report (fFFAER MR IRIFFHIERIRE) REL , EFUATH
1 -

(® Note
EXTHABENEZEELR |, 3 Amazon Chime IR &2 4IERF AP ESFHAE S,

- BHESEE (UTC) : IREM BHEIEE,

« SEMAF : BEZ5EM Amazon Chime 8 A F 5,

« SERRAF : EX8EE Amazon Chime & WS A% EEMAF .

- BETAW  BRLRNASWE., BUMERBEQWUNEFFAEFE , BFELXW ID, A
BHEl, KB, ALE, BFENENSMERE. EFHE Conference ID (21X ID) = Meeting
organizer (AIALAE) EEEHMIFMER , BFESNE,. 2WELEH, BEFHREENL
WR iR,

« 2UUHEE- end-of-meetingiflEA FEEE NN E 2 .

- BREPKEER : AR BERIENIIRE R,

71
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¥ B Amazon Chime RSHZE iR

BRI LB AR B R A, KEBIFESIEFR Webhook k¥ & Amazon Chime SEEF im#IIhEE,
AP EARYSEARTES , NEHRBREUFREBEE, AFFEARBEFAFERNEEHS
BEBWERT , RITEEHLEEE. Webhook AJLLEZNEEIRE%EHEE, i , Webhook AJ 2L
5] B BA [ B & 3k S WUIR BR N 654,

eyl

« User management

» 7 Amazon Chime SH & inE R X258 A

« B E AT Amazon Chime B Webhook

User management

UTRBABREETHEEE Amazon Chime A, AXBHRHME REIMER T Java.
£}

- BESIMAF

- THAFIX

- FHZBIMAR

- EFASNAREE PINs

BiEZNEHF
LT REIERT IEBIEZ AP A Amazon Chime Team Ko

List<String> emails = new ArraylList<>();
emails.add("janedoe@example.com");
emails.add("richardroe@example.net");
InviteUsersRequest inviteUsersRequest = new InviteUsersRequest()
.withAccountId("chimeAccountId")
.withUserEmaillList(emails);

chime.inviteUsers(inviteUsersRequest);
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Amazon Chime

EEEmE

THAFYIX
LUTREIERT MM .csv 188 , TEHE Amazon Chime BRIk XA F 3K,

BufferedWriter writer = Files.newBufferedWriter(Paths.get("/path/to/csv"));
CSVPrinter printer = new CSVPrinter(writer, CSVFormat.DEFAULT.withHeader("userId",
"email™));

ListUsersRequest listUsersRequest = new ListUsersRequest()
.withAccountId(accountId)
.withMaxResults(1l);

boolean done = false;
while (!done) {
ListUsersResult listUsersResult = chime.listUsers(listUsersRequest);
for (User user: listUsersResult.getUsers()) {
printer.printRecord(user.getUserId(), user.getPrimaryEmail());

if (listUsersResult.getNextToken() == null) {
done = true;

listUsersRequest = new ListUsersRequest()
.withAccountId(accountId)
.withNextToken(listUsersResult.getNextToken());

printer.close();

AHZIMAF
LR RBIE R T t{a3E 48 Amazon Chime EEK AN Z A,

ListUsersRequest listUsersRequest = new ListUsersRequest()
.withAccountId("chimeAccountId");
ListUsersResult listUsersResult = chime.listUsers(listUsersRequest);

for (User user: listUsersResult.getUsers()) {
LogoutUserRequest logoutUserRequest = new LogoutUserRequest()
.withAccountId(user.getAccountId())
.withUserId(user.getUserId());

TERAFSE
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chime.logoutUser(logoutUserRequest);

EFAFMNAEE PINs
LUTFREERT WAEE Amazon Chime HERA PB4 A PIN B,

ResetPersonalPINRequest request = new ResetPersonalPINRequest()
.withAccountId("chimeAccountId")
.withUserId("userId");

ResetPersonalPINResult result = chime.resetPersonalPIN(request);

User user = result.getUser();
user.getPersonalPIN()

A Amazon Chime RHEZE Fin&EK I XL A

YRAETLAEA AWS Command Line Interface (AWS CLI), Amazon Chime API 5 AWS SDK I X4l
22 A5 Amazon Chime £/, BIXRAEE AL FERA Amazon Lex FIE M AWS BRS5#Y58 K IhEE AWS
Lambda , B33 Amazon Chime I R EHR AP oA ARIA B eEX ERERELERES,

WRER Amazon Chime L IKFEE R |, N LAERIXYEZARBEBAFPHRITUTES -

- BERRBRELIREUER.
- BIMITHES.

- BB EBER,

- BIEXFRIL,

B% Amazon Chime LK EZE LS |, ES EEEH Amazon Chime K,

MRER Amazon Chime R KFEER , MHZATLAGIE 10 NIRHLEEALLEKE Amazon
Chime, XELHRNB[BAMCEATHEKFRACENDRE, AENXEEER TR NIRE RN
RUEBEA. BRNBAFTNEPNRER , WREXATUETHUBRERMUN G SEHRNE[AH#ITR
B, BXEZEER , BSRAAEEHRNT -5,

Linux # macOS WA FAIUHEBEXFEENW REBRIEA. BXEZER |, BESHR A Amazon
Chime ¥ BE X B XA

EFAPMNAEE PINs 74
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Amazon Chime EEER

AR
o FFHIXRH88 A5 Amazon Chime Bi&EH
o RIELERHEFAB Amazon Chime B4

IR A8 A S Amazon Chime BE&EH

MRER Amazon Chime A KA EER , MEZ A LAIE 10 MIXABEALERZE Amazon
Chime, XEHRYB[BACCERA THEKFRACNENIIXRE, RENXEEE R 880 B X ZE 7
RIEBEA. IRNBARMEZEPRZES , WRERZATUETHUEERUNGSERNRINI[AFETR
B, BXEZEE , 20 (Amazon Chime AFIEmM) HWFERII XIS A

$&85% 7] LAfE FH Amazon Chime API #4E , 5 Amazon Chime ik B AR EABXHB/A. EXEZE
B, ESR EHIAAEE A

® Note

BTBBRIRAZB[A. ERLEEZNKSPEABRNEA , BEA (LS# Chime API &
%) H# Amazon UpdateBotChime API #4E, FRBIXHBFARN K BXEEER REFER
HEIRZE , mMAERM. MEXNPXZES SERANIXIEARIT @mention 1 , AFPNS
W E iR E R

FRFA
EREHATERBXHEEAS Amazon Chime WEFHT , §EFTERA T EREH

- BIEBRALEEA

« 2/# Amazon Chime Hikim = , OHEFALEEHEE. M AWS Lambda BEE ARN = HTTPS i
Bhi%kiR, AX Lambda WEZEE. |, 2@ AWS Lambda FF A A RIEF.

ERTF HTTPS iw = H) DNS R{ERE
ERER HTTPS i S 98t DNS 8% , RATEBRIK AU T RESSE

- EATATBIEFRKA DNS T,
- REA ALLFIE[EIEFRS.
- {RIPEH DNS BRF25H DNS SEMEKF |, LRy LEiE##.
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Amazon Chime EEER
- FATATEIEFHERNATFERN TLS HEHES.
- EAEBNBAEES , BENELZHITMERILE,

BIEBIXRAEEASE , £/ AWS Command Line Interface (AWS CLI) 2 Amazon Chime API #2E5E &
LT & HERNES

5

« ZB1 IR HLEEAEKE Amazon Chime

- SR 2 : 73 Amazon Chime B R #1328 AFL & i vhim 2

- S 3. 71 Amazon Chime BIRZ R MBI R HEFA

o NHIRHI|ABEBR#ITIHEIE

- EFBIRALZ|RA

ST HIRAN[AERZE Amazon Chime

SERK RS S , A AWS CLI 2 Amazon Chime API &RV BN R L83 A 5 Amazon Chime £,

(® Note

XERELNIRIGFACEYESME FER4ritbit, BIRALZR AR BB FHR 4t 625
RIEEER

AWS CLI
ERASHIXEEA , EEHA AWS CLI

1. WMEFERIEALERZE Amazon Chime , BIE1T AWS CLIFH create-bot a5 5

aws chime create-bot --account-id 12a3456b-7c89-012d-3456-78901e23fg45 --display-
name exampleBot --domain example.com

a. BFEWAIRIBANERENR K BZEESIMNEREEZREREF (W +, -, %) o
b. & A Amazon Chime K P8 EMBE o
2. Amazon Chime FHREIEZEHEEA ID EFRAN ML R

FFEI X258 A S Amazon Chime EL&1E A 76
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"Bot": {
"CreatedTimestamp": "timeStamp",
"DisplayName": "exampleBot",
"Disabled": exampleBotFlag,
"UserId": "1ab2345c-67de-8901-123g-45h678901352k",
"BotId": "botId",
"UpdatedTimestamp": "timeStamp",
"BotType": "ChatBot",

"SecurityToken": "securityToken",
"BotEmail": "displayName-chimeboteexample.com"
}

3. FBEFIHAREFVRA ID MEFERMFIE , UBMTEFER,

Amazon Chime API
f£ A Amazon Chime API &5 I R HL88 A

1. EFENIIRIEEAS Amazon Chime £/ |, B # A CreateBot (I &# Chime APl &) HHy
API #24E,
a. BRAWNXVBANERER  KZEE 5 MNFIBFZIHEKEZF (W +, - %) o
b. i&E%H A Amazon Chime ALK FRYEMIEZ

2. Amazon Chime FFRE I EH/A ID ERNENER. BEHHREFNRA ID B FERHFit
i, W2 AR TRt & RA : exampleBot-chimebot@example. coms

AWS &R F Java #9 SDK

LT REMTEERT MAERER T Java B9 AWS SDK SR I K25 Ao

CreateBotRequest createBotRequest = new CreateBotRequest()
.withAccountId("chimeAccountId")
.withDisplayName("exampleBot")
.withDomain("example.com");

chime.createBot(createBotRequest);
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Amazon Chime FREZEH2EA ID ERMNIINLER, BFEFHHREVEA ID MEFHB4but, 4
BRARBEFH AUt R RA : exampleBot-chimebot@example. coms.

$I® 2 : § Amazon Chime B XR#E8 A E Hih ik =

A Amazon Chime MLk P SIZIIXHL2ZA ID /5 , HERE B LR S , SAE Amazon Chime [E#185
AREHEE, HART S L2 AWS Lambda BiE ARN |, B o] LR IBTE o RZ MR BIER HTTPS
KRigT m, BX Lambda WEZELE |, FS AWS Lambda FF XA R 8.

® Note

WMRALZ/AR HTTPS Mg RABRERENZE , NPXREZEERALEZRENAPNRE, [
B, IXERAF LT EENSRAERS,

AWS CLI

MERNPRAB[AERE HILWS , HIZ1T AWS CLIFH put-events-configuration 5. EtiE Lambda
BE ARN B HTTPS H ¥ =,

Lambda ARN

aws chime put-events-configuration --account-id 12a3456b-7c89-012d-3456-78901e23fg45
--bot-id botId --lambda-function-arn arn:aws:lambda:us-
east-1:111122223333:function: function-name

HTTPS endpoint

aws chime put-events-configuration --account-id 12a3456b-7c89-012d-3456-78901e23fg45
--bot-id botId --outbound-events-https-endpoint https://example.com:8000

Amazon Chime A28 A ID F HTTPS % S 3 4TIH Bl o

"EventsConfiguration": {
"BotId": "BotId",
"QutboundEventsHTTPSEndpoint": "https://example.com:8000"
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}

Amazon Chime API

ENPRVBABRBELEUARTR , BEA (LE# Ch PutEventsConfigurationime APl Z&) F#Y
A mazon Chime API #&4E, Bt& Lambda Bk ARN = HTTPS H ¥k =,

- MRIEEE Lambda B ARN , Amazon Chime 218 Lambda RN MER , LA
Amazon Chime B R HIKF AWS EARAN Lambda B# ARN, REXEIRZITEA ,
LAE Amazon Chime @B BN AALEE., MENEFMAMSE L ZTRARK , W
PutEventsConfiguration #RIFIRE HTTP 4xx iR,

- MEHE HTTPS Hitiw < : Amazon Chime f£/ Challenge JSON B , [@ £ —F R/

HTTPS ¥R A& % HTTP Post 15 R RS R RIS HTTPS i S 1A JSON R
ENRASH , NRTEA. TENRHERT ERNERE WAL,

Request
HTTPS POST
JSON Payload:
{
"Challenge" :"00000000000000000000"
"EventType" : "HTTPSEndpointVerification"
}
Response

HTTP/1.1 200 OK
Content-type: application/json

{
"Challenge" :"00000000000000000000"

}

MRFWEF KM , W PutEventsConfiguration #ERFIRE HTTP 4xx iR
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AWS &R F Java 9 SDK

LR RBIRREER T A EAE AT Java B AWS SDK BB L i1 <o

PutEventsConfigurationRequest putEventsConfigurationRequest = new
PutEventsConfigurationRequest()
.withAccountId("chimeAccountId")
.withBotId("botId")
.withOutboundEventsHTTPSEndpoint("https://www.example.com")
.withLambdaFunctionArn("arn:aws:lambda:region:account-id:function:function-name");

chime.putEventsConfiguration(putEventsConfigurationRequest):

S 3 . H Amazon Chime B X =7 MBI X188 A

RENMREZEERATERAWRERNMBRZFZA. EERXER FER 1 PRHEIRYLZRA G B F R
friw ik,

HEMREFRRNPRBEBEF

1. #T7F Amazon Chime RE & Fiwsk Web MAREF.

2. ERALANKRER , AGIEEEE Webhook MHLEE A
3. %% Add bot (R INEENERF),

4. TEEBETHRAFb R A RAY BB FER AR Mt

5. & R,

BHEREFEMNASHIENXER LG, MEXTHPITEMBERSIRENNKERINBERNEA |, F@
B XK EEHE 53 IEE,

PRHNB[ARMERRES , NORERAFRENBFAZTH S, TAXTESH —FEERREIR
PBRARRF  FHERIPXREBERNOPMREREGTHE, A, AWS BEUENMRAEEAR
FolZ#Bem 5.

FTENRALES A B KRBT H B RIE
BT LAXS Amazon Chime Bl X E @I RHEFA L EWBERFBITEMRIE. Ntk , BRFEBRITE

L. AR, RIITTESHENSIERESERFEHPNIZHEIEE ., Amazon Chime £ HMAC
SHA256 I HERERZE R
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MEMFEA HTTPS Kbtk S & Amazon Chime BIRHBEA , HFXRAUT EHRIISRE,

RNEAE HTTPS Hitim S BB R AL88 AR UE Amazon Chime £& &R

1. M HTTP &R #3REX Chime-Signature #5k,

2. FREVEREY Chime-Request-Timestamp ¥k body (IEX). R , EXH N TRZEFEHEL
ER D R — N F R/ &R,

3. {#M CreateBot M SecurityTokenF BI4EAN HMAC_SHA_256 M#IIAZR4E | AXIBELS R 2 b
BNFRBRHTHRFLE,

4. {¥F Base64 miZETF LIRABFEFZTHIRB A —NEBF/HHR,

5. FitEBIMZE S Chime-Signature FrkFHEZHITHR,

THEHNRBREIERT WAEA Java EREH,

private final String DELIMITER = "|"
private final String HMAC_SHA_256 = HmacSHA256"'

private String generateSignature(String securityToken, String requestTime,
String requestBody)
{
try {
final Mac mac = Mac.getInstance(HMAC_SHA_256);
SecretKeySpec key = new SecretKeySpec(securityToken.getBytes(UTF_8),
HMAC_SHA_256);
mac.init(key);
String data = requestTime + DELIMITER + requestBody;
byte[] rawHmac = mac.doFinal(data.getBytes(UTF_8));

return Baseb64.getEncoder().encodeToString(rawHmac);

}
catch (Exception e) {
throw e;

}

HTTPS HHuhifm R ABE 2 B AEN 200 0K MR Amazon Chime &K, &M , HRFEK, MR
HTTPS Hihim = ( RiERERBRITEGER ) B3 2 BWFRAA , IR Amazon Chime WZE] 5xx 1 i
¥ , Wl Amazon Chime 2EAFXIER., FEHBIBERAM 200 EREFLEE—XRERBER, €5
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—RERFERERMK 400 EVEREEZRERER, MREFZRERZFEH HTTPS iIwRMHAFH
A, WER KM,

(® Note
FYHERXFERAT , Chime-Request-Timestamp & X £ E X,

R A Lambda &%k ARN & Amazon Chime I X#EEA , BXRAUT B ORISR,
HNELE Lambda E% ARN BYEI K #1885 AR UE Amazon Chime £&iEFR

1. M Lambda &R #3RE Chime-Signatur e 1 Chime-Request-Tim estam ClientContextp ,
Base64 4miBHY JSON #& 3,

{
"Chime-Signature" : "1234567890",
"Chime-Request-Timestamp" : "2019-04-04T21:30:43.181Z"

}
2. MIERAEFIREUERM body (EEX).
3. fEACreateBotMRISecurityTokenF #I4EH HMAC_SHA 256 W#IIRE4R , AN B RIEN FRF
B TR B,
4. f{EF Baseb4 HmEDHX LIRBHEFTHRBN —INELEFHH,
it BB RIMZ B S5 Chime-Signature FRk RIIE B ITHR,

WMREEA Lambda Bf &4 com.amazonaws.SdkClientException , Amazon Chime £@E A H X
BER,

BRI R LR A

YE% Amazon Chime i EE R , L1 LT Amazon Chime APl SHUF AT ESLESFEH AWS |
AWS CLI B ATAEF BN RSN FE. SBhalSARERAKFE ARV A. ETLLREIR
NBAETFERT LD,

EXEZEEL , 52 (Amazon Chime API &) AT E& :

« GetBot— FREVEHEI R MBS AFMIER |, HIANALET A B F a4tk M ALES A KR,
« UpdateBot— 5§ FAZ{Z I £ R B9 K 7= A 52 BN R A28 Ao
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« RegenerateSecurityToken— NN XVBAEFERLE T

SR AT AR B R AL88 AR PutEventsConfiguration. Hi20 , MREMRHLERAE W HECE F AT LA
£/ HTTPS Hhim s , MEATLMBR 2 BINEHEE , E¥ ) Lambda ¥ ARN REEHEE.

EXxEZEELR , 52 (Amazon Chime API &) dfIATE& :

» DeleteEventsConfiguration

» PutEventsConfiguration

KIELBRHEE AR Amazon Chime B4
AT E#19H Amazon Chime KIELBIXHLEE A :

« #iE : /£ Amazon Chime Bl K = RN NEI KA 85 A B XX B4
- B EPRXEAFFTIKRILEEARIT @mentions EER KXW EH
- B : Bk Amazon Chime I X E IR AEE AR ZANEH

UTREAERTERE EREH , BRI AWEIR JSON BB R,
Example : Bi5EH

"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
},
"Discussion": {
"DiscussionId": "abcdefl2-g34h-56i7-j8kl-mn9opqr@12st",
"DiscussionType": "Room"
},
"EventType": "Invite",
"InboundHttpsEndpoint": {
"EndpointType": "Persistent",
"Url": "https://
hooks.a.chime.aws/incomingwebhooks/alb2c34d-5678-90el-f23g-h45i67j8901k?
token=ABCDefGHiJK1LMnoP2Q3RST4uvwxYZAbC56DeFghIJkLM7N80OP9QRsTuVOWXYZABcdefgHiJ"

1,
"EventTimestamp": "2019-04-04T21:27:52.736Z"
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Example : BREH#

"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
1,
"Discussion": {
"DiscussionId": "abcdefl2-g34h-56i7-j8k1l-mn90opqr012st",
"DiscussionType": "Room"
1,
"EventType": "Mention",
"InboundHttpsEndpoint": {
"EndpointType": "ShortlLived",
"Url": "https://
hooks.a.chime.aws/incomingwebhooks/alb2c34d-5678-90el-f23g-h45i67j8901k?
token=ABCDefGHiJK1LMnoP2Q3RST4uvwxYZAbC56DeFghIJkLM7N80OP9QRsTuVOWXYZABcdefgHiJ"
1,
"EventTimestamp": "2019-04-04T21:30:43.1817",
"Message": "@botDisplayName@example.com Hello Chatbot"

(@ Note
BEXEREHM InboundHttpsEndpoint URL £ 3% 2 £ 4p S HA.

Example : BEBREH

"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
},
"Discussion": {
"DiscussionId": "abcdefl2-g34h-56i7-j8kl-mn9opqr@12st",
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"DiscussionType": "Room"

iy
"EventType": "Remove",
"EventTimestamp": "2019-04-04T21:27:29.626Z"

B2 FE A F Amazon Chime B Webhook

Webhook ftiF Web B AR BEMHETEEBE. Webhook BESERERZIEBA, Hlm , RiZE
EEE—NMNELZMYNLG, HEFIABUYEFNER. FTRARBLETRH , B2 E Webhook
B, Webhook FTEEGRESNARFIEFETAERE , O FLERASHLERD, &E
webhook T2 7 401 E B 10 F BESE R IR EREIE. B H webhook BY&IE R AR N A LA Bl & A
&

BRI K A ¥ Webhook B LURIE A I\ [A] Amazon Chime BIRE XiXHE ., Bl , Webhook 7] LAE
HEFRSHAMEXAUBFTNS L ERRSENARURIE R E RIF NSO 1Z RS 20551,

Webhooks 8 E A[3&i¥ markdown TR REH BB ERE/FS. HTTP 32 8 F 0B 4 s 1k
S8 RATERER, HEXETJLLEIE @A # @Present AR HIREMXENNWAMEK A MEL
RA. EE#E @ BRENMNNKESESE  EEAENBRTENE FHR4tat, Fln , @alias =

@alias@domain. com,

Webhook RREMIREF A XZIFHZHN —FThEE, Amazon Chime BIXRZEEIE J A AN SN RE RN
&% 10 /> Webhook,

BIELUTHRE , £aLUS 01/ Webhook £ ZE Amazon Chime BIXZE,
f Webhook ERXZEHIRE

1. MNHIREEIE RALIRE Webhook URL, BEXEZEER |, 55 (Amazon Chime AF M) &
K’ Webhook R INEIEIKE,

2. Ol LAERBIAE RN AREF T EIZER Webhook URL HEIREXIXHEE :

a. URL #3 HTTP POST &K,

b. Amazon Chime Webhook #2882 —F{NAEMN JSON B E. UTEF REAEN T
Bl curl 855 -

curl -X POST "<Insert your webhook URL here>" -H "Content-Type:application/
json" --data '{"Content":"Message Body emoji test: :) :+1: link test: http://
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sample.com email test: marymajor@example.com All member callout: @All All
Present member callout: @Present"}'

LT 2ERA T Windows B FP#Y PowerShell &85 R4l :

Invoke-WebRequest -Uri '<Insert your webhook URL here>' -Method 'Post' -

ContentType 'application/JSON' -Body '{"Content":"Message Body emoji test: :) :

+1: link test: http://sample.com email test: marymajor@example.com All member
callout: @All All Present member callout: @Present"}'

ENZEFE HTTP POST £3A%E| Webhook URL 25 , RSB 822 RIUE Webhook REEMBEEEFE D
BERIRE, MEHFHIENXZEREMP  HERZLTE —INEH FER. MEHFRIEAH
REHEHIENEZHFEMTHWIHRES | FIR (Webhook),.

(® Note
L H%E N Webhooks & A CORS,

HEZ Webhook &%
AT 25 Webhook xR FIEK -

« §/ Webhook #91& A Webhook RERF N EBNHKE 1 TPS, RHEISSH HTTP 429 iR,
« HH—/ Webhook X mHIEHEMMA 4 KB HEN, BAKEEAHLSH HTTP 413 iR,

- BF @Al §1 @Present JEBH Webhook FTEMHVEENERATERE S0 MNKELDKANPIKRE,
BT 50 MR A SS B HTTP 400 iz

- WMRBIHEMK Webhook URL , EFIHH URL 253 HTTP 404 41X,
- MRMBIBRERE A Webhook , EAIEK URL 253 HTTP 404 £&iR.
o T3 H webhook URLs 25 B HTTP 403 £i%.

- MRBSFSTFAA , AFQEWNRKE HTTP 503 iR,
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Amazon Chime HIEE L 1

(® Note
MEAXT I MY A B) | B 81E amazon.com EHEF RS

WMRBFEEER Amazon Chime BWZIFAR |, HEREFEUATED 2 — :

- MREH AWS XEFKF |, BEiEZEFOHRIRIE,
« BN , FITF AWS Management Console FH AR %ERE Amazon Chime, ZEFMIERER,

RARZSHRERAUTER

o [RIREMY ¥ 41 EA
- RERBWEHE , STEHE X,
- BERAM Amazon Chime fxZ&, EERLBHNRAES |, BRITUTERE
* £ Windows # , #KEF A BI AKX T Amazon Chime,
« 7£ macOS # , fkiRi%#E Amazon Chime. About Amazon Chime (3<xF Amazon Chime),
* 7£ iOS M Android # , #fx)Xi%E# Settings (IRiE). About (X TF).
- BES|IAH ID, EEHKL ID, BHRITUTERE
- 7£ Windows H macOS # , #fkiRi%E$#F Help (#585). Send Diagnostic Logs (KIZ1Z i A &),
« 7£ i0OS # Android A , #k)Xi%#® Settings (i%i&). Send Diagnostic Logs (%&3%1Z i B
« MREHRBELXWUEX , WEFERHZKILID,
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Amazon Chime

EEEmE

Amazon Chime &2

TREEAWS BREHE, FH AWS BF , BAIUSZBRTENREARSHZ BB EALANERMH
BRBAER UMM LR,

ZERMAFHEEE AWS W5 E, TEHEEXFEFHRNENZEMNEZIN TSN

L STAYESBY IR T R N{A] £ E Fl Amazon Chime Bt ASERIBEN ., U TEZHA 7 A E

TEE — AWS ARRIPE AWS ZHIETT AWS IRFWEREH, AWS ENBREATULRSER
RYBRSS . ERNAWS EMITRIEM TR EA T X EN -2 , BE=AFITMEHN AMBIERNZ £

MBI, ET#ERT Amazon Chime HEMMEITR , BSHAEAEITRSEERH AWS BRS5.
DR R 2-BNREASEAN AWS BFRE, EEFTENHEMARAE , SFLENBFEHHR

. BRANERUNERREREN,

Amazon Chime FESSMEZ & HMEMM B ¥r, BEFZEI MMIERE M AWS AWS RS R H Bh& 14
MR ER Amazon Chime &R,

&

i@ F Amazon Chime i & 2 Fi5 8 &
Amazon Chime #{A1 5 IAM B & £ A

Bh L BB AR S5 R BN

Amazon Chime E T R RIF

ETF Amazon Chime #rZHEX

Amazon Chime IAM &

Amazon Chime E T 531 K 151
Amazon Chime 5 5 B[R B HE &

£ FEA T Amazon Chime WIRSHEX AR

Amazon Chime By H &g F M 1%
Amazon Chime F &M IRIE
Amazon Chime § #1% &8 &8
Amazon Chime FHVERIZE L 2%
7 #% Amazon Chime B3 E#H
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Amazon Chime EEIEE
& A F Amazon Chime B9 & 13 17 8] & 12

AWS Identity and Access Management (IAM) AWS BRSs AI#HBIEE R T2 iR 53 AWS BIRMN
RINR. IAM BEEAARIEEZANEMARKIE (B&F ) BRERN (EENR ) WAF , AFHER
Amazon Chime &R, BAILAER IAM AWS RS , TEXISHNER,

=

*

K
>

M
- ERASHHETEHLEIE
- EARBEERR

- DIN

BRI ER 75X AWS Identity and Access Management (IAM) 28 FF AR , E4AEURTFETE Amazon
Chime H A8y T4k,

REFAF : MREFEH Amazon Chime $i1T###E , NEE R QREMBEXRIEMNE., BERITRES
EH Amazon Chime IRk L | MO REEERBHMNE, THROMNEBHEANREHTEQE
HERFRESHNR. MR FLEEA Amazon Chime BIThEE |, 1§51 Amazon Chime & #1177 8] (8] &
#E.

REEER : MREAFZTEE Amazon Chime AERIR , M ATEEXT Amazon Chime EB £ 15 R

R, BENSHBRSAFPBEEIFRIA Amazon Chime HEEMER. ARE , B4MAE IAM BERIER
BRUERBRSHFHNNR, FEEZNELWEEUTH® IAM WEELES, XA TNALEEER
IAM & Amazon Chime BWEZ{ER , 55 Amazon Chime #1715 IAM BB &£,

IAM B R : MRER IAMEER , NWURFET RUARERKE , FeeEEAX Amazon Chime 1
FIRROFHER. EEEF IAM XIFFEAM Amazon Chime ETF F G0 RHIKEE |, 58 Amazon
Chime £F & 1738 K #E =PI,

£ &= 1T S KU

SHRRIERE AWS FREHEIEEFZNAR ., BHXTE IAM BFEHSHENE AWS IkKFRBAFE
IAM £ @347 5 I ( BF AWS ) o

A A EABEY S MREENEREL AWS BRE 5108 F. AWS IAM Identity Center ( IAM Identity
Center ) AP, RLOFINEREZE MR LAKREN Google = Facebook EIRMEKE F 108 =,
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MBS EMERN , ZFNEERAURER IAM ACRET SHEBEESRIE, HIRFEREBSIHR AWS
B, R RERERE—INAR,

BRIBEWAFER | EALAE S AWS Management Console 2 AWS iFRI[TF, BEXEFNEZER
AWS |, HZH (AWS B x AFiEm) PHINAIEZESR AWS KF .

MR AWS BURTEFXNIFR , & AWS BRERETF AEH (SDK) MéarH1T#0 (CLI) , MEFEAE
HERENERFTMNESE, NREREHRAAWS TE  NIAXFTEHOZBER, BXERAKENSEE
TZXEERNEZELR | B55H (AM BFERE) WA TEE AP i5REAWS EZ A 4,

ZTRERAAMEHRIESE , EMUTRFTERREMLZLER. S, AWS BUEERASESHRIE
(MFA) KRB E 2, BETHRESZEE , i55H (AWS IAM Identity Center I 18R) FHZ
ESHEIEN (IAM BFiEE) T/ IAM FHAWS ZE 5 HKWIT.

AWS T root B

BIZet AWS Ik, BEREE—NEBEFREN , ZEOTUAT2LRKS, FHRAERIE AWS RS M
Ro MEHEII AWS K/~ root FF , A &I MK 7 B A 49 B8 F iR 4 3th 31k A0 23 6 2 S BN /] 13 ]
Z5H. BARNETEEARAFNITERES. RPFRAFEIL , HEAXEZIERRKITR
RAPAURITHES. BXFELUBRAFSOERNESHNZEIIR , H2H (IAM AFERE) #F
MNEZERACEENES.

IAM A P EF4A

| AM AP R AWS I RS AR ARFEESERRN S B, ETENERT , RNBLE
AR EE , TARUREAKMET (MBBABEATS ) &AM AF, B2 NREE—EEE
WEAREEREEIENR AV A | BUARRBASHE, SXESEL  H20 (AM B
) PN TESKEEENAS  NEEEN BB RE.

IAM AR —NMEE—4H IAM AP BB, BTeFEREANEHESR, BUUERAR—XIERIZINA
FEENR, IREAERF , FRATUERMHEBRRAFNE, flin , Ba L HE— N8 AHE
4B IAMAdminsH EiZEA R FEE IAM FRHBR,

RPEAeTE. AFE—#5ENMARRNARFXE  MAGSHEILFTECNEAARA, AFE
BARANKHEILE  MAGRHAKNELE ETHRESELR  F5H (AM AFER) F/Y 1AM A
REIEESHS

IAM B

| AM BERENBEERFENR AWS IKF WEM. BXOUT IAM AR , EEREARTXEK, EXE
FIGRETEE IAM & AWS Management Console , S LM A FEI#E] IAM A6 ( BE& ) . &1
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LB A AWS CLI 3 AWS APl B EERA BEX URL RIEABE, BXERABSBNAEENESE
B, BEZR (AM AFEE) FNRKABRBHN G,

BRI FEIER IAM SeEU0TERTRER !

- REAFR  ZEAKEFHIENER , FUEAGHNABGENNIR, HREGHHTEHR
iER , ZEAFSAGEXKABERTHLEACENHWNIR, BXATHREEHRIINACKHE
B, iEZH (AM AFER) PNHNE=FSHEHEEUEAE (KESHRIL) . MREFEH
IAM Identity Center , I EEEENRE. N EHEZNEREHRTEHRIEFTIBRINASE , IAM
Identity Center X RES IAM VA EHEXEK, EXNBEENER , ESH (AWS IAM Identity
Center A #E) PHINRE,

 ImEt IAM APRER - IAM AR ARA IAM AFPSAS , LERREH XN BEESHTENR,

- BKFEFH  EUER IAM AU ATFFRIKS FHENA (EERE ) HRENKS R
o AERRTERKSHRNBRHEESR. BR , X TELERK AWS RS |, 80 LUK K I B 5H
NEHER (MAREAAEEARE )., ETHEATEKFTRNACNETRRNRE 2B ZE
A, B IAM AP EESR IAM R EIK P 7R T

- BIRSIHIE — B AWS RS EREM AWS IREIREHHIThEE, Flin | YEBERSHIRITEE
B, ZRESEE ST Amazon PE{TRARF EC2 HiE Amazon S3 FFEEN R, RS HEELEH
KB AANEANNER., FARSSESMERRSHEXSERRNITIERE,
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E ) REFERMPAXLERRE, REFHONRBERATERELFR, KSHERMELL JSON X4
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JSON SRHEBLI

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUAN LR FERITER
&, ARIEMHAZRHETHIT,

RABRT , AFNAERERR, ERTHPNMRERRRTRENRR , IAM EE 7 62
IAM K, EERABETUAEMAENMJIAM K , BRAIURABE,

IAM REEE IRENNR , TXFEFERABI G EZHITRE. fl0 , RIREF—N AW iam: GetRole
BRENEKEE, HAIZREEN AP TN AWS Management Console AWS CLI, 5 AWS API SRELA &
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ET BRI RES

ETEMNNRBEAMMESZH (W IAM AR, AFASAR ) B9 JSON R RREE A, LR
EHERFMNA SR EMPSEA T BERRTHERE, ETHRNMGEZET HOMRE  FSH
(IAM FiF{EmE) FNEATSEERBEX BEXL IAM R,

ETEHNRBALR -SARNAKRKEREEXN KK, ARKBEERALEINAS, AHAG
o, HERBRIMMARE , SLLEERMIIFHZSIRAF, HANAE AWS K, RERKIE
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B PRERERBS AR BFEITEE,

ETRRAV K
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AWS Amazon Chime BVIEEBE

EgAF, ANMARFNNE , SECHEEXREMEL , FHA AWS BEXFBEM L, SIENNHERIRE
HAFENRERN AM ZEFEEAFTHREERBAIMETWER, EHREAN] , EUUEARIIN AWS £
REE, XERBEEENNAZS , TEEHN AWS IKFHFER, X AWS TERBNESER | &
ZH |IAM AP EmHPHAWS FEEER,
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HFDEEREFRET AR , RS HB TEEERM AWS HEERK, RSFT2M AWS FHE R FBERN
R, Rt REEEHFF 2T ENINENR,

sk, & AWS XEFESARSH TR E R, HlA , ReadOnlyAccess AWS & REFRH
XA AWS RS MR R RIRG RRR. MRS EIFFEN , AWS SNFRENRIRRINR TN
R, BXTIEERRERMAVSIRMEEA , BSH IAM AFEREPREA T THERENAWS HE KR,

HEEHIF] &R (ACLs)

TREFIFIR (ACLs) 2HBLERFEA (KFKA, AFRA. ) BNBRER, ACLs SETHIRM
REERL , REECMAFER JSON RME K,

Amazon S3 1 Amazon VPC # = XM RS ~HEl ACLss AWS WAFE THEZ{EE ACLs , 55
(D EEE#RSF AEIER) PRIGRIESISIR (ACL) Bk,

HREgRE
AWS ZFHMAAE R REERE, XERBRBTLREEE ANKBERERER TFHRANR.

« RRBFA : NRVAR—ASREAE , AT REETSHHRETLN IAM =K (1AM AR A
&) BFHRANR. EUARBRENRLIR, XELERNBRREET S BRI RERENRDR
MRE, £ Principal PFEEAFIAGHNETRRENERBRFAZINREL RS, F—TRBEFHE
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EEMNRS. MRESAALATHFIEINEE , WA LUFRSEHIKEE (SCPs) AT ENEARATE
K. SCP PREIK MK ISR (R/EN AWS KPR A PSR4 ) BIXBR. BX Organization
SCPs s MIWNE Z{E 8 , 5510 (AWS Organizations A {ER) HHY RS 15 6 K B,

o BIRIEH KL (RCPs) — RCPs 2 JSON KB , A LAMEREXRIREK S, P ERARATHN
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S REERE

SN REWRBEEA T —MERE , ERHRREMERNELIRR, BT HRES RS HRBEER
WA AWS ER B AWER , FSH IAM AP EE R R ITEEE,

Amazon Chime {5 |IAM B & £ A

EEH IAM B Amazon Chime TFEXBR 28] , 5% T ## 0 A F Amazon Chime B IAM ThaE, B4
T #& Amazon Chime F1Eftt AWS RE A5 IAM BEER |, F21 IAM AREE+TE IAM BE&
ERABAWS RS,
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BEEA IAM ETBGHRE , B UEEATRELNRENRRUR AFRIELBENS
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&, BARFEA ARG TIT,

JSON XKHEHY Action TEMEARTATERBP AL L RNRE, KEREEEEXREKN AWS
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ESLR

Amazon Chime NMEHHEMARSEABRMH R, EERME AWS 2/%H4HR , B5H (AM AFiE
) HH AWS £ /HFMH LT XHE,
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Amazon Chime X ZFE K& ARNs FRIEERIR
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E&EE Amazon Chime ET SR K RG] , 55 Amazon Chime EF 5B KB R A,

B L 85 AR S5 B B
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B | &2 (AWS ldentity and Access Management FiF{sR) FHEENE R,
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LUTRBIERT S3 FHEBERE , ELIEEMN CallDetailRecords S3 FEF A
aws:SourceAccount £RFH L TR , L& BILEERE R,

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "AmazonChimeAclCheck668426",

"Effect": "Allow",

"Principal": {

"Service": "chime.amazonaws.com"

I

"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::your-cdr-bucket"
},
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{
"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
.
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-cdr-bucket/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"
}
}
}
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FARY | Tt AT BAE A SRR B T30 RS R AERY U5 R BR AWS BRSS |, 5lEn AWS CloudFormation. &
XEZEER , 72H (IAM AF1ERE) B/ IAM JSON KB TE | &,
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Analyzer KIERT R MNP AR , LBARKBEFS IAM KEEES (JSON ) M IAM &R
B2, 1AM Access Analyzer 12 100 ZTURBER EMAIIRENEI , SHBBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) PMEA IAM Access Analyzer iF SR B,

- FEZEHFHRIE (MFA)-INR AWS IkFENZRFE IAM AFRRBAF, , A MFA URER
=, ZELAR AP BENEE MFA , B MFA RERNBZHNERD, BXEZER |, FS
F (IAM A F#8r) M ERA MFA RF API 1A,

BX IAMHHREIRNESER , 20 (IAM AFERE) #1 IAM F R HEXE,

£/ Amazon Chime 41 &

EiH[A] Amazon Chime 2#l& |, BXMEE —HARERIHNNRE, XENRAMAFEINENEETER
KIE AWS Tk F 1 H Amazon Chime BRNIFMES ., NMRECIENE T B PRI LLFTEN KIEN
BREM™E , MEENEEZERBEHEE (IAM ARSAR ) EEETEHA,

RHERIX LSRR AT LLE A Amazon Chime #2#14 , EEENLT AWS #E
‘EAmazonChimeReadOnly KB iNEX LK, BXEZELR , HSH IAM AFEEHRNIAF R
HOAER -

{
"Version": "2012-10-17",

"Statement": [
{
"Action": [
"chime:List*",
"chime:Get*",
"chime:SearchAvailablePhoneNumbers"

]I
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"Effect": "Allow",
"Resource": "*"

NFREA AWS CLI 5t AWS API WA, BEFHNEREFEEZHENR, R , _RFHRSE
ZIAMITHY API R4EM TE RV IRAE,

AT H P £ Amazon Chime

BAF AWS #£EAmazonChimeFullAccess K% F IAM A F Xt Amazon Chime &IRH T2 17 B4R,
R AT IRF AP X Amazon Chime AT EIREUR FERREBRITH EMIREN HRIRER,

"Version": "2012-10-17",
"Statement": [

{

"Action": [
"chime:*"

1,

"Effect": "Allow",

"Resource": "*"

I
{

"Action": [
"s3:ListBucket",
"s3:ListAl1lMyBuckets",
"s3:GetBucketAcl",
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketVersioning",
"s3:GetBucketWebsite"

1,

"Effect": "Allow",

"Resource": "*"

},
{

"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:GetLogDelivery",
"logs:ListLogDeliveries",
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"logs:DescribeResourcePolicies",
"logs:PutResourcePolicy",
"logs:CreatelLogGroup",
"logs:DescribelogGroups"”

1,

"Effect": "Allow",

"Resource": "*"

.
{

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes"”

1,

"Resource": [
"arn:aws:sns:*:*:ChimeVoiceConnector-Streaming*"

]

.
{

"Effect": "Allow",

"Action": [
"sqs:GetQueueAttributes",
"sqs:CreateQueue"

1,

"Resource": [
"arn:aws:sqs:*:*:ChimeVoiceConnector-Streaming*"

]

}

ARFRAFERMITE S HNR

ZORBIGLER T A B |, ARV IAM AP EENR MBI EAS B ONNERANEE R, R
BIEEEFE LSER AWS CLI X AWS API BU4wE 5 T LR BRI UR

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

RFRAFBRAFERRE

£/ AWS B AmazonChimeUserManagementR B 5 F 7~ #% F 7 Amazon Chime 2 %I & &5 8 A
ERRENR,

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"chime:ListAccounts",
"chime:GetAccount",
"chime:GetAccountSettings",
"chime:UpdateAccountSettings",
"chime:ListUsers",
"chime:GetUser",
"chime:GetUserByEmail",
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1,

"chime:
"chime:
"chime:
"chime:

"chime

"chime:
"chime:
"chime:
"chime:
"chime:

"chime

"chime:
"chime:
"chime:
"chime:
"chime:

"chime

"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:

"Effect":
"Resource": "*"

InviteUsers",
InviteUsersFromProvider",
SuspendUsers",

ActivateUsers",
:UpdateUserlLicenses",
ResetPersonalPIN",
LogoutUser",

ListDomains",

GetDomain",

ListDirectories",
:ListGroups",
SubmitSupportRequest",
ListDelegates",
ListAccountUsageReportData",
GetMeetingDetail",
ListMeetingEvents",
:ListMeetingsReportData",
GetUserActivityReportData",
UpdateUser",

BatchUpdateUser",
BatchSuspendUser",
BatchUnsuspendUser",
AssociatePhoneNumberWithUser",
DisassociatePhoneNumberFromUser",
GetPhoneNumber",
ListPhoneNumbers",
GetUserSettings",
UpdateUserSettings",
CreateUser",
AssociateSigninDelegateGroupsWithAccount",
DisassociateSigninDelegateGroupsFromAccount"

"Allow",

AWS FEEEHBE : AmazonChimeVoiceConnectorServiceLinkedRolePolicy

Amazon Chime Voice Connector A& i3
AmazonChimeVoiceConnectorServicelinkedRolePolicy &5 1% i E] Amazon Kinesis
Video Streams , N\ &ZIERANEZHIBHHEH Amazon Polly &K iBH. WEREEIEF Amazon Chime

AWS & KB : AmazonChimeVoiceConnectorServiceLinkedRolePolicy
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Voice Connector A T RS AXBR : 1578 & F #9 Amazon Kinesis Video Streams. [@ Amazon Simple
Notification Service 1 Amazon Simple Queue Service £EBHEH , AR T Amazon Chime
SDK B E R ARFH Speak M SpeakAndGetDigits #E#ERHEA Amazon Polly 8KiE&H. BXE
%58 , 55 (Amazon Chime SDK EI5F) HH Amazon Chime SDK £ T 5 #) K #E Rl

Amazon Chime E#H T HEHE AWS

TRIEHEIRT Amazon Chime IAM FHEHNEFHFHN S,

BX

AmazonChimeVoiceCo
nnectorServicelLink
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RemoteToVclitter

VcToRemoteRtpPackets

VcToRemoteRtpBytes

VcToRemoteRtcpPackets

VcToRemoteRtcpBytes

DU

TR &% Z Amazon Chime Voice Connector

Hiig R RTCP BB 8%,
B4 iR

£ RTCP BIE 2+ 2w KX i F Amazon
Chime Voice Connector E#tiZ Ke#Y F T 2,

B itEK

T2 &% Z Amazon Chime Voice Connector

EmixEnAaIREPERNBEIH
B HE

IR & % Z Amazon Chime Voice Connector

Emiz RN BiESFER .
B BB

Amazon Chime Voice Connector Elji% i & 3%
FZEwmM RTP R 28,

BT IFH

£ RTP ##Ea+ Amazon Chime Voice
Connector E A% i & 1% i 2w Y F T

LR
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FifRiwA RTCP BiE 23,
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FEPR iR
VcToRemotePacketsLost Amazon Chime Voice Connector E A%k &%

B RNERIREFELNBESIE.
B it

VcToRemotelitter Amazon Chime Voice Connector E A% ke & 1%
BN BEINFERE S,

B B

RTTBetweenVcAndRemote EFE 5 Amazon Chime Voice Connector &t
B’ 2 B B 9 F R A A,

B B

MOSBetweenVcAndRemote 2 %S Amazon Chime Voice Connector &
Mg e 2 B B F RRBN LIt FEENLE D
(MOS).

B B9, MT1.0844 20, 2EHEER
RRAINF R BB,

CloudWatch Y &i# Chime B9 R ~F

&0 LATE Amazon Chime EfEA® CloudWatch R~ 81 R,

HE iR
VoiceConnectorId AT EREFRK Amazon Chime Voice

Connector ¥R,

Region SEM4XEHN AWS X,
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EEEmE

CloudWatch Amazon Chime # B &

&0 LA Amazon Chime Voice Connector 18#: %34 %] CloudWatch B, BXEZER |, H5H
{Amazon Chime SDK EE#m) B M4 % Amazon Chime Voice Connector i% &,

REREREREE

IBA Lk R 2 5@ A T Amazon Chime Voice Connector BV R{EREEIRHE. HIRXFEM

Bt , Amazon Chime £33#RFfH Amazon Chime Voice Connector & i& & 2 fhif ISP &%
Bl AREIEH CloudWatch BEBEH, AERLAEBEIHNA /aws/ChimeVoiceConnectorLogs/
${VoiceConnectorID}, LATFELL JSON X BTEEHEHF,

FER

voice_connector_id

event_timestamp

call_id
from_sip_user
from_country
to_sip_user
to_country

endpoint_id

aws_region

cust2vc_rtp_packets

DU

f&EIUEY Amazon Chime Voice Connector
IDo

£ HIEFRAETE |, LA UTC BHEA UNIX 27T
(1970 F 1 B 1 BFR ) FRNERD N BN

X RES Do
REFUEAF

R HFURESR/MX,
ERFUB S
B E R/ X,

—ANTFFEPIRIRAF , FEA I H L 5T R
5 CloudWatch BEN#—EEH. BXES
ER , BZH Amazon BERFIEEFHER
CloudWatch A& f#2 #T CloudWatch B &%
&

FEOLEY AWS [XiH,

& P &% 2] Amazon Chime Voice Connector &
&R RTP 2RS35,
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FE

cust2vc_rtp_bytes

cust2vc_rtcp_packets

cust2vc_rtcp_bytes

cust2vc_packets_lost

cust2vc_jitter

vc2cust_rtp_packets

vc2cust_rtp_bytes

vc2cust_rtcp_packets

vc2cust_rtcp_bytes

vc2cust_packets_lost

vc2cust_jitter

rtt_btwn_vc_and_cust

DU

EF1E RTP BEE2 %£3% % Amazon Chime
Voice Connector &K 35 3,

ZE P &3i% %) Amazon Chime Voice Connector &
fHigHER RTCP B2,

E 1 RTCP #iE &2+ %312 % Amazon Chime
Voice Connector &K 35 3,

& P &% 2] Amazon Chime Voice Connector &
iR ISR R E RN BRI,

& P &% 2] Amazon Chime Voice Connector &
RN BRI FEEE,

Amazon Chime Voice Connector 2% i & 3%
FEFH RTP RS,

£ RTP ##EFa+ Amazon Chime Voice
Connector ERliZ e & IE B & F N ET G

Amazon Chime Voice Connector Eii% i & 3%
BEFE PR RTCP HiEEE.

1£ RTCP #3E& 9 Amazon Chime Voice
Connector Ef iR LZ X BEFNZETH,

Amazon Chime Voice Connector 1% i &%

IEFHEREEPERNBEIN

Amazon Chime Voice Connector 1% ke & %

IEFNBEESHNTFERE,
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FE

mos_btwn_vc_and_cust

rem2vc_rtp_packets

rem2vc_rtp_bytes

rem2vc_rtcp_packets

rem2vc_rtcp_bytes

rem2vc_packets_lost

rem2vc_jitter

vc2rem_rtp_packets

vc2rem_rtp_bytes

vc2rem_rtcp_packets

vc2rem_rtcp_bytes

vc2rem_packets_lost

DU

Z P 5 Amazon Chime Voice Connector &
iR 2 BB S RABENGITFEELS Y
(MOS).

TR & % Z Amazon Chime Voice Connector

EAhig ey RTP BiE 2.

£ RTP #iEF 8+ =2 iK% £ % 2 Amazon Chime
Voice Connector EftiZ HEf) =T 2K,

IR &% Z Amazon Chime Voice Connector

Eiig iR RTCP BiE 3.

£ RTCP #iE a9 iziEis XX E Amazon
Chime Voice Connector Eii% K =T 8,

=2 4% & % Z| Amazon Chime Voice Connector

BN AaIREhERNBEIH.

=24 &% E] Amazon Chime Voice Connector

R iR R BE R FEE .

Amazon Chime Voice Connector E A& &%
FifRiRH RTP HiE 3.

£ RTP ##EFa+ Amazon Chime Voice
Connector E A& He & 1% i 2w F T,

Amazon Chime Voice Connector 1% i &%
FIEFERH RTCP HiES K,

£ RTCP #3#E2 Amazon Chime Voice
Connector E A% i & 3% iz 2 im i £ 1

Amazon Chime Voice Connector EAtii% ke &%
FZEmNEREERERNBIESH.
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FER iR
vc2rem_jitter Amazon Chime Voice Connector E&fji% it & %

xR im Y HIE IR R E,

rtt._btwn_vc_and_rem =25 Amazon Chime Voice Connector E |
i 2 B B 9 F R A A,

mos_btwn_vc_and_rem 2 5 Amazon Chime Voice Connector &
Mg e 2 B BT RRBN G IT FEENLE D
(MOS),

SIPHERE

&) LAk 2 Amazon Chime Voice Connector B9 SIP SHE B, HEX#HMAT , Amazon Chime
LWIRAUEME SIPEE | FFEMNXEBINELEMN CloudWatch BEBEH, BEHEABHA /
aws/ChimeVoiceConnectorSipMessages/${VoiceConnectorID}, LATFELL JSON X
SEAZER,

FE EPUN

voice_connector_id Amazon Chime Voice Connector ID,
aws_region EEM4XEN AWS X,

event_timestamp HIREERRE , BA UTC BHEIA UNIX £t

(1970 F 1 B 1 BFR ) FRNERD N BN

call_id Amazon Chime Voice Connector @ ID,
sip_message HIRHNTE SIP HE,

£ Amazon Chime X3 B 311t EventBridge

Amazon EventBridge fRF&EKI AWS BRE B311b , HEWRNREEH |, Sl AR B %R 3
REFRER, BEX2WNBEHNEZELR | 551 (Amazon Chime F A ARIEE) PHLNUEH,
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Amazon Chime EEER

% Amazon Chime £RXEHI , BN EKIXF L EventBridge REAZE AT , XEWRE Amazon
Chime 22N EEH XL EventBridge®| , BERDHIBERT , BHAELEEE, BXEZE
B | &2 Amazon EventBridge AP IERFIKE AWS RS EH,

(® Note

WMFEMBHYE , WSHER Amazon S3 HEREH, BINTFXBFEAFFEEZAEERSHH
ERERARTRSF[HMEZ. AWS

£/ Amazon Chime & ZiE #8832 B 211t EventBridge
Amazon Chime Voice Connector 8] B zh it & FYIRESIE

- AAEHK AWS Lambda

« Jazh Amazon Elastic Container Service 5
« FEHF T Amazon Kinesis Video Streams
« BUE AWS Step Functions JRAHL

- J&A Amazon SNS £& =, Amazon SQS RAl

EventBridge 5 Amazon Chime & HiEZRE S EAN —LRFI2E -

« BUE Lambda BB , EERIBAR THMBEXZFM,
« 331 Amazon ECS % , R ARAE B AR #%,

BXEZER , 5510 Amazon EventBridge f P18/,

Amazon Chime Voice Connector fi AL B E 4

Amazon Chime 1B EEE X FHEH XL EventBridge EIAT it EH K ER R E,
Amazon Chime Voice Connector JF ;5 i 4L 2

Amazon Chime Voice Connector &7 Kinesis Video Streams JF J& R4k BS KX L B4
Example E45E

BTN RSB AR R BIBERE
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Amazon Chime EEER

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssz",
"region": "us-east-1",
"resources": [],
"detail": {
"callId": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10Q.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "101 INVITE",
"contact": "<sip:user@l0.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
.
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": O,
"medialabel™: "1"
.
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssz",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/ChimeVoiceConnector-
abcdeflghij2klmno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqrs4",
"streamingStatus": "STARTED",
"version": "Q"
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EEEmE

Amazon Chime Voice Connector £ 3R 4L 2

Amazon Chime Voice Connector £7E Kinesis Video Streams 45 R I AT & X LL B4
Example B4 E#E

T RIS REGIEEE.

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqrs4",
"transactionId": "12345678-1234-1234",
"callId": "1112-2222-4333",
"direction": "Inbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg"
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"medialIndex": 0,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssz",
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"endTime": "yyyy-mm-ddThh:mm:sszZ",

"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/ChimeVoiceConnector-
abcdeflghij2klmno3pqr4-111laaa-22bb-33cc-44dd-111222/111122223333",

"toNumber": "+13605550199",

"version": "Q"

Amazon Chime Voice Connector & i AL IE
Amazon Chime Voice Connector £7£ Kinesis Video Streams B #4575 Bt &% LL =4,
Example E4EE

LT RULSEHRY R BIE R

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:sszZ",

"region": "us-east-1",
"resources": [],
"detail": {

"callId": "1112-2222-4333",
"updateHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;;tag=abcdefg"
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqrs4"

5 B 31t EventBridge 126



Amazon Chime EEER

}

Amazon Chime Voice Connector i 4L 28 & K

Amazon Chime Voice Connector &7 Kinesis Video Streams BRI M K WAt KX L EH
Example B4 5E

BTN R EHRY R BB

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:sszZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callId":"1112-2222-4333",
"direction":"Inbound",
"failTime":"yyyy-mm-ddThh:mm:sszZ",
"failureReason": "Internal failure",
"version":"Q"

£ AWS CloudTrailid %% Amazon Chime API i# H

Amazon Chime 5—IREE K AWS CloudTrail , ZRFZRHEAF, AR AWS RETE Amazon
Chime B {THIRMEMNIZR, CloudTrail FFfH& Amazon Chime B9 API HAHRIEH , S FEXRETL
B Chime 125 A AA M Amazon Chime HRIBIEA. APISTIRECIE TIRER , M A TN
CloudTrail S & % E] Amazon S3 771 # , ‘@& Amazon Chime NS4, MREREERER , &
{BFRTILATE CloudTrail 2 A8H “EHFHLIER PEEHFNEH. BIWENEE CloudTrail , &
A LA E [ Amazon Chime A HWER, KHERM IP bk, #RE T1ER, ARREBERAKRHEHM
HHER.
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ETHEZEE CloudTrail , i5ZRAWS CloudTrail A8/,

Amazon Chime FH{EE CloudTrail

CloudTrail & 612 AWS KPR EEENKF EFH. M Amazon Chime BE#24|A& % H API A H
B, ZE A 5H M AWS RS CloudTrail B —R2iIEZREESHHLIERT, ELEBSH AWS Ik
FHEE, BERNTHEREXENEY, EXEZEER , BSHFEAZSHHELESE CloudTrail =4,

ERFZICRKEN AWS IKF IS4 |, 2 Amazon Chime NWEH |, HOlERER. RIERAYW
CloudTrail ¥ B & X 2% E| Amazon S3 FitE. TR T , Hi2H AP IRRERET |, tRERNA
TE Xigl, BERIZFK AWS 5 XHMAXENEHSH , H B EXHEESEEER Amazon S3 174
Mo WA, BAIBEE Efith AWS BRSSEA# —H T MALE LT AR : CloudTrail BEF ISR EAHE
B. BXEZEER , F3H

- BIRRERBRK

« CloudTrail Z#H RS FMEK

« & Amazon SNS &I CloudTrail

- Bk B ZAMXEH CloudTrail BEXHMEBERRBEZNK, W CloudTrail AEH

B Amazon Chime #4398 (L 5% Chime APl %) i2% CloudTrail FidFER., Hl0 , iF
HCreateAccount. InviteUsersFlResetPersonalPINTI &% CloudTrail BEX PR EKSR
B, BMNEA4RAEZRBEHBEEERERBERNWARER. BHEEVEBZBEUTAR :

- BREFEARAFPEZIIZER IAM AFPEIEAXHEW,
- BFREFEAACERKASAFPNIENZEEIELXHN,
- FREBAHHEMAWS BEKH.

BXEZER |, iS5 CloudTrail userldentity T3,

T f## Amazon Chime BEM#%E

BERER—MEE , AFSSH4ERNBEXHEHIEEERN Amazon S3 7M. CloudTrail B & X4
BE—NEENMNAEZRE. BHRAKRKREBEMRENEMER , /B X FRWRE. BEN BB
B, BRSHBENFER. CloudTrail BEXHTRAHR AP BANEFHRRE , HILEIT2RE
A4 E M B

£ chime.amazonaws.com E4JR12 5] Amazon Chime %8,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/chime/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon Chime EEER

MR EE A Amazon Chime Ik ﬂﬂl_iﬁisb B , 55 RAMEAIZS AWS Directory Service APl
CloudTrail £ ###iA 7 I i = a g€ & $2 Amazon Chime F P & R INAEMY A&,

LATRBIERT Amazon Chime B9 CloudTrail BE%H

{"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":" AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice ",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
I
"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam::123456789012:role/Joe",
"accountId":"123456789012",
"userName":"Joe"

}
}
"eventTime":"2017-07-24T17:58:2172",
"eventSource":"chime.amazonaws.com",
"eventName" :"AddDomain",
"awsRegion":"us-east-1",
"sourceIPAddress'":"72.21.198.64",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"1llaaaaaal-1lall-1111-1all-aaadd@aaad0"
I
"responseElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dc1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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}

Amazon Chime BY& 56 UF

ERZANE AWS #itR ( Fla0 SOC, PCI, FedRAMP 1 HIPAA ) By — , B= A E IR
AWS RS ZEHRMEM M,

ETHRREETRESAUXNER , FZHAWS RS “EEA XIS HEE" ", RERFEERN
BRNESAITK. AWS BS BXR—KRER , FSRAWS SHITXIAWS,

WO LAEA TEHE =S FiHIRE AWS Artifact, BXEZEE |, BSRPH “THIRES” HY “AWS
Artifact,

BEMER AWS RS R EAREBR T ENBENERBME. RARNEN B R URE R ERENE
Mo AWS R T U T HRIRKAEB IS

« Security Compliance & Governance : X&R S REMBIEREITIC T RWERRER , HEHTHEL
£ HMENMIEN SR,

- fFE& HIPAA EXRHRFSE : SILAFE HIPAA ERBRS . HIERE AWS RS ABRFE HIPAA
BHEo

« AWS EMEIRAWS — It THAEMIErI S v 883E A T AEFRE AV 1T L M PR 1E 3 X

« AWS BEFEHIERE —NENAETHTEHREER, XEERLLE TRIPPVRESRRK , AWS kE
HEEERAFBEZMER ( SEZEERINESEARTZREE (NIST), XFFTILEZEREZEAS
(PCI) MIEBRFFAALALR (1SO) ) R L4,

« EAAWS Config 7T & A & $55 F BYHL 1T 5 R/ IR — % AWS Config BRS5 1T SN R IREBES K
BELREARREK, Tl AEMNNER.

« AWS Security Hub— X AWS RS iRt T EABLSRSNLEAE AWS, Security Hub Bid &
L RFIBEITEEN AWS BRAREHREAFELETUIVENRESK, AXIXERFSREZES
EHENFIER , 58 Security Hub B #l1EESZ,

« Amazon GuardDuty — BB K #E&H AWS IKFIREFR RS T?—E_Issﬁﬂ] LEIES , K AWS RS

KGN TERR, RENBEERNBERM. GuardDuty BEFREZRELEAMERMENAR
KNER , TUHBBERESHEANMEER , Hla1 PCIDSS.

« AWS Audit Manager— X AWS BRSS AT AR BRI EE T it AWS FABR , NTE{EXRERUR
FEMMIT AR ENE M,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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Amazon Chime FH kS &E

AWS £IREm R 2R S5 AWS XEMATAXMEN, AWS XFRHEZSNERENREN A
X, XE&EqAXBEIRERE, SFHENSETNRAMERE, MATAX , BULUEITRREETAH
XZBTH it B RMAREBHONARFNREE, SEENENRZSIMNREFLEMEMEL |
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