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IAM K, EERABETUAEMAENMJIAM K , BRAIURABE,

IAM REEE IRENNR , TXFEFERABI G EZHITRE. fl0 , RIREF—N AW iam: GetRole
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AWS T 5 Chime i X TESWIEERIE

EQAF, H#ANARINR , £/H AWS TEXRBLLECRERBRERE TS, IR NERNKE

HATENRY IAM EREEAEREFENEMEZWAR, BREANT , BUUERARMNN AWS £E
Hig, XEBRBMEENAH , TEEH AWS IKFHRER, BX AWS TERBNESFEE , BSH
IAM B e RVAWS FEE X

AWS BRF 4P MEH AWS HERE, BT EEQ AWS RERBHANR, BRSBRaE AWS
ERBPIMEARAZ R ThEE, HREMSLWMINKBNAAESG (AF, AFNAR )., i
HFDEEREFRET AR , RS HB TEEERM AWS HEERK, RFTE2M AWS FHE R F BRI
BR , IR EH T 2B EH AR

LA, & AWS X HBEZS MRS TEIRENIEE R, 140 , ReadOnlyAccess AWS EEFRBE IR
M FTE AWS BRFFE R RBHRINR, HRSBFINEER , AWS R FIREMTFRRINIRE
MR, BXRIEIRAEREMNIIRMEE | BHSE IAM AFEEPRER T THEIREMNAWS EERXFE
B

TR 42 %5 F& (ACLs)

TREFIFIR (ACLs) 2HIPLEREA (KFKE, ARRA. ) BNBRER. ACLs SETHIRM
REERM , RECAIAER JSON R,

Amazon S3 #l Amazon VPC i X FH RS =¥l ACLse AWS WAFE T EZ{EE ACLs , E5H
QIS fE 217 RS A BB PHERIEF 5IR (ACL) Bk,

HREgRE
AWS ZIFHMAAE R REERE, XERBRAETLREEE ANKBERERER TFHRANR.

« RRBFA  NRLAR—ASREE , AT REETSHHRETLRN IAM =K (1AM AR A
&) BFHRANR. EUARBRENRLIR, XELERNBRREET S BRI RERENRDR
MR, % Principal FEEAFRACGNETRRNRBETZINRLR RS, E—TREFHE
NELFBEAR Y. BXANRURNESZEE , HSRIAM AFEEDH 1AM SSEHRRII R,
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ZRCENRREAFSACHET SN RENSERBARE, NREAIURBETRERENE
B, F—MEBPNEXIELFEZAT. BXEZER , F2H IAM AFERHRHNSERE,

S REERE

S NRBEMNRBENA T —MERE , ERNVNREMERNEIER, BETHRELS RS HREREN
WA AWS BERB AWER , HSH IAM AP EEHRHERITEEE,

Amazon Chime i F AT ESZNMAE IAM BE&ER

EEA IAM EEXN T S Chime AT R T E BN HEMNRZA , 1§57 #° AT Amazon Chime
REFEAITESH IAM ThaE, E2 M 7 # Amazon Chime M#F A TESMEA AWS BESNAS
IAM BEER , EZH IAM AFEE+ S IAM B&EAMAWS BRS5,
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5 Chime BHEF R TEBETHHHIBR
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FiEx&R , EZH (IAM AFiEmRE) 9/ IAM JSON KB TESZE,

R1E

EERWLER AWS JSON REERIEEHERRIBEMF L, BREER , BNEETUANT LR FERITER
1, ARIEMH ARG THIT,

JSON REEHY Action TEMR A THERKP AFTIEL B RINRE, RBREEESXEKN AWS
APl BRERE. B—EHINER , HlIRBTE API BENNBRNR B1E, & -LREFTEETRK
RIITSMEE. XEMIRER I ERERE.
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ZERANMEZR T HEESRAPEMNHF RN F N4

BESMETHRBIRHGATH. BXNDENESEL  WSAT -5,
THEZ D MAER N E

BEINMEERSENTEFALZNEFRRERH. YRR BEIEEX4HEN |, <A Amazon
Chime SDK EEZiEEE LB M KMS £i%CreateGrant B REAREAETN, AWS J THEHRE
R AR ITUT AZPIRE , EEREEN :

- IEfE &% DescribeKeyd AWS KMS i RBIFREHNMHEFAREEZR ID REEN.

- IEfEXRIX GenerateDataKeyd KMS B4 X HHER , UBIZA T MEXNKROBIEZR.

« IEfE KX Decryptlll AWS KMS ERBEZEMZNBIEZL , SUMEXLEZHATHTNEEHEBIE,

« IFEXI% RetireGrant[a AWS KMS &3REH B T8 58 & X EE

o {F RS 25w I 230 X4 174 £ Amazon S3 A,

B ARSI BUE X R TR GRIAXER |, L Al ABUE Z RS X BN Z R GRINR. MR , BF oW
PEEFRHZANBNEARE. XEEOMEKBRZEENRE  ANISBEHEERITEREL
TlAccessDeniedExceptionfaiR kM,

EEDTHRBER

ZHRBREZFHNBELRERANTGR. BIMNEFRENZABLARE - IBARRE , HNEEEE
B9, SIS E M A A A B AU RN NAERAZES, IEREAN , TR EBARK. BXESEE,
EZ ¥ AWS Key Management Service FF X A R 1§/ K £ A 40 KB o

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow key access to Amazon Chime SDK voice analytics.",
"Effect": "Allow",
"Principal": {
"AWS": "your_user_or_role_ARN"
1,
"Action": [
"kms:CreateGrant",
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"kms:Decrypt",

"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": [
"chimevoiceconnector.region.amazonaws.com"

]

BXRERBPEENRNES , BERBHEERSITRAREETE IAM K FBHHEE KMS
AWS &4,

BXERBAGRRENES B0 (BHEERSTRARIERE) PHAWS BT FERRE,
fERMNE LT X

MZEETNR—ATENEEYN K EFIEEXBENEMLETMESR, AWSKMS EAMZE ETX
REEFRT AR INE,

LHEEMBBERPESME L TXE , AWS KMS /% £ TFXHEZMBERE. ERERE , &
BHEFERPIEHBROME LT

BEDWEFE AWS KMS IZREFEAMERNMNZERE , HhF4 Naws: chime:voice-
profile-domain:arn , R &R Amazon BEAF (ARN),

UTREIERTHBERNMNE LT

"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-west-2:111122223333:voice-
profile-domain/sample-domain-id"

}
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£ A N £ R SOREZRFIX 2 A RY U5 7]

BT LAE R B ABERM 1AM KPR INE £ T XENFRAERZHENEHNRE S EEZANTR. &
Al AR TR ERAINE £ T XX,

EESMERNPEAMNSE LT XRERZEHNENKFHXFEHREFERENBHANBRNR, RRY
RERENATFHIREEREERNINE LT3

AT ROIZBAREFRAR TXHRENE L TN EFEEZANTRNR, REFAPHREEREN
EREEMNE ETXHMNE ETXAR,

{
"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleReadOnlyRole"

},
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:chime:voice-profile-domain:arn":
"arn:aws:chime:us-west-2:111122223333:voice-profile-domain/sample-domain-id"

}
}
}
Wi AR 4
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CreateGrant

MIFERAZEFEENZACEIESTEE X HERRA , B Voice Connector 2R KRB KX
| = AWS K A By KMS #Z4AfCreateGranti®>R, Voice Connector BIZH R ETEREF
HEZAXBENER, HEMBREIRET , Voice C RetireGrant onnector i& 5 F 1% 1% 4E S i R 12
o

T RBIHEHERT —/ CreateGranti®{E,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

.

"invokedBy": "AWS Internal"
.
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"constraints": {
"encryptionContextSubset": {
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EEEmE

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
}
1,
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com",
"operations": [
"GenerateDataKey",

"Decrypt",
"DescribeKey",
"RetireGrant"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "chimevoiceconnector.region.amazonaws.com",
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com"
1,
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddcc@aleddfcOObce@0dcO00T0000000cObcPa®@00aaafSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-cad0dfbO0fbadSAMPLE",
"eventID": "ff0O00af-00eb-00ce-0e00-ca®00fbO0fbadSAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

U BREFHREXHEANZE,»EFREENZHAR |, XEH Voice Connector & 812 — AN
—BEZEARNEBU LS EWEIMI M, BHFERESEMD AWS KMS KiXGenerateDataKeyid

X, EERRNES.
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AR RAIIEHET —1GenerateDataKey®{E,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:

west-2:111122223333:voice-profile-domain/sample-domain-id"
},
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-cad00fbO0fbadSAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ead@0fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

us-
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Decrypt

HEERENH PN ESREENHHTRFNEBESIRAIERXMEEARELEZITEN , REKH
Voice Connector 2 A ZDecryptiR{E , £ K N2 ZNIEZR4A K 17 R N 28 8048

AT REIEFERT — N DecryptiB{E,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

I

"eventTime": "2021-10-12T23:59:347",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/44b4bb444-3333-2222-1111-EXAMPLE11111",
"encryptionContext": {

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:

west-2:111122223333:voice-profile-domain/sample-domain-id"
I
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I
"responseElements": null,
"requestID": "ed@fe4ab-305b-4388-8adf-7e8e3a4e80fe",
"eventID": "31d0d7c6-ce5b-4caf-901f-025bf71241f6",
"readOnly": true,
"resources": [{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/00000000-1111-2222-3333-9999999999999"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"sharedEventID": "35d58aal-26b2-427a-908f-025bf71241f6",

"eventCategory": '"Management"

us-
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Voice Connectors A iZDescribeKeyRER KL F X 18 R B FE 51F FE & X H1E < Bk
4,

AR RHliEF T —/ NDescribeKeyigfE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuserol",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "AWS Internal"
I
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {

"keyId": "@0ddodbo-0000-0000-ac00-bOcOOOSAMPLE"
},

"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ecad00fbO0fbadSAMPLE",
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"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbadSAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE™"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

B L B8 AR S5 BB U

BERENIRTEEZLMEE , IEMNRMTRENSMGAANBRESNEHERARITEREN , ol
RENEE, BETHEBRINSETRAERETHR S RERREEATIGRINER. EXEZE
B | &2 (AWS Identity and Access Management FiF{5R) FHEENRE R,

EHAWS , BRSEEARSSBEIFZREL. S—TRS (BRARKS ) BRAS —HRS (KIAA
RS ) B, MEREBRSEL, BRTHETUER PRI EREBNE , MR FARSIES -3
AR S5 AR R R

AWS AIRZSZERXARENEK R ERNITEHRNR , UHEBEZRPRENZ S, TEBENEE
RIREMEARER aws:SourceAccount £REZHF L TR, XLERARSE T Amazon Chime 44T
XTI EGRZEREBHAEMRS R,

LT RBIERT S3 FHEGEREE , R JBEEM CallDetailRecords S3 FE@HEH
aws:SourceAccount £RFH L TR , L& BILEERE R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonChimeAclCheck668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
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3,
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::your-cdr-bucket"

"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-cdr-bucket/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"

Amazon Chime A X TESETHEIFENBER

Amazon Chime A A T EEBXFHNU TR RRENE TR R KL,

E TS5 Chime MHIT A T EIIRER RN

Amazon Chime B4 A T E B X FHXLERFRRERFINIFE,

I 5% Chime A XTESE IAM &€
IAM &2 AWS Ik E G4 ER PRI SR,
£ Amazon Chime B & T E 2 & FH I HiE

AL E IR EIEH TR S B PRIIES , 2k IAM B39 REKF A€, STLUEX AR AWS
STS AP| #24E3RIREUGRTZ €U |, Hla0 AssumeRole 2 GetFederationToken.
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RSHEXAE

ARSSHERA B R AWS RFTHRRARETHRFENEMRSFHRER. BRSEXRARETRE IAM K
P, FRBERSAE. IAMEERAJUERETRFERSHAXEEHNNR,

Amazon Chime BT AT EAXFRFHEXACR, EXUBIEEXLAGHNFARE , BSHE
Amazon Chime B84 HA AT EEHRFERARZMEXAE,

REAE

LR AFRSAREEERS AL, kBERAWFRSHREMRSFHRRARRETRRE. RS
ABETRE IAMKSF , FRZKSRE. XEWE , IAMEERAATUERZAGHNIR, ER , X
B F] RE & P T AR S5 RY Zh BB

Amazon Chime A A T EEBFRXFRSZAE,

Amazon Chime B X TESE T 5 PRI KL RHI

BRIMERT , IAM AP MNABTREIESRIEH Amazon Chime BT AT ESRIR, iltbTE=6ER
AWS Management Console AWS CLI, = AWS API #i1TES, |IAM B {4 E IAM K& | LUE
NAFPNAGR FRRUNAENEERRINITHEN AP B1E, AF , B & LHUFIX L 5K BE ki
FFEEXLENRN IAM AP HA,

ETHNAFERXL RS JSON REEXHGI2 IAM ET SHHNXKR , 28 (AM AFERE) P&
JSON JETNF L 6 2 KK

FR

- RJEXE

- AWS % Amazon Chime B#F & TEBEKR

« AWS FEE KB : AmazonChimeVoiceConnectorServiceLinkedRolePolicy

« AWS EE KB : AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy
« Amazon Chime B 7 £ EBUR AWS

R R EREK

ETH50NERIEERA, EMNREREEATUELSHNKSFOIE, HEZHMER Amazon Chime
SDK &R, XLRIETRELEE AWS IKFPZ=ERAR, tIEREEETEHNERENR | BHER/UTERE
FEY :

BSHAxAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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« FFIREA AWS FEE R — EWREFT A Amazon Chime SDK |, IBEA AWS £ E RN A TR
HATENNR, XERBEESELNKST PR, HH AWSEF NEH, BXEZEE , HSH IAM
RAFEEPRER AWS HEXRBIREA,

« BFHRENR : ¢lZBE LK , RBEFRATESHENTFA, ZRFBIARTFRENR , REEE
FERTHENR, IHEMLE-—FTHERRTFITRELRHONEMEEZRKREANBRRAEENLZS, &
XEZER , FEH (AM AiFEmR) PHRTHRENER.

- NEBRURERH MFA- RigEZsM  EX IAM AFERASESMHRIE ( MFA) KGR BURE RS
API &4, ETHEZER , 28 IAM AFEEFNE AWSHEAZESHEIE (MFA).

- FERARBFARERZSM - EYRATREREAN , EXET S ORNRBEWLRER T AR
Ro BN, BAIRERAREEBERSAKE AN IP iSEE. SHALUREESRN , UERALY
EEAHSREEEANER , REERFEM SSL L MFA, BXEZER , 28 IAM AFiEE
FH IAM JSON EBTE | &4

AWS & Amazon Chime B A T EABEE

B LAMER AWS & AmazonChimeVoiceConnectorServicelinkedRolePolicyBAF&EF A
[@] Amazon Chime B#F X TESRENNR, BXEZELR , i A mazon Chime SDK FFR A
RIEETH IAM ABRE , UERRFSENSEHH Amazon Chime HiR1E, HIRFMZHEH,

// Policy ARN: arn:aws:iam::aws:policy/AmazonChimeSDK
// Description: Provides access to Amazon Chime SDK operations
{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"chime:CreateMediaCapturePipeline",
"chime:CreateMediaConcatenationPipeline",
"chime:CreateMedialiveConnectorPipeline",
"chime:CreateMeeting",
"chime:CreateMeetingWithAttendees",
"chime:DeleteMediaCapturePipeline",
"chime:DeleteMediaPipeline",
"chime:DeleteMeeting",
"chime:GetMeeting",

"chime:ListMeetings",
"chime:CreateAttendee",
"chime:BatchCreateAttendee",
"chime:DeleteAttendee",
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1,

"chime:
"chime:
"chime:
"chime:
:ListAttendeeTags",

"chime

"chime:
"chime:
"chime:
"chime:
"chime:

"chime

"chime:
"chime:
"chime:
"chime:
"chime:
:UntagResource"

"chime

"Effect":

"Resource":

GetAttendee",
GetMediaCapturePipeline",
GetMediaPipeline",
ListAttendees",

ListMediaCapturePipelines",
ListMediaPipelines",
ListMeetingTags",
ListTagsForResource",
StartMeetingTranscription",

:StopMeetingTranscription",

TagAttendee",
TagMeeting",
TagResource",
UntagAttendee",
UntagMeeting",

"Allow",

g n

AWS £ E KB : AmazonChimeVoiceConnectorServicelLinkedRolePolicy

iXAmazonChimeVoiceConnectorServiceLinkedRolePolicyf#§ Amazon Chime SDK & &iE
EEREE £/ Amazon Polly FEAER X & H EL S Kinesis Video Streams, RMEEHZBEHFE KIE
Fo ABEETFILLE Chime SDK & FEERRSHRIFTF WIS # Kinesis Video Streams, @
Db fE] 8 B A BRSS (SNS) ML S #h E 2 BA S BRSS (SQS) KX BHAEBH UK ERL % Chime SDK &

=N AREFRENER Amazon Polly £ B EHR. Speak SpeakAndGetDigits

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["chime:GetVoiceConnector*"],
"Resource": ["*"]
},
{
"Effect": "Allow",

AWS &K : AmazonChimeVoiceConnectorServiceLinkedRolePolicy

24
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"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

1,
"Resource": ["arn:aws:kinesisvideo:*:*:stream/ChimeVoiceConnector-*"]
},
{
"Effect": "Allow",
"Action": ["kinesisvideo:ListStreams"],
"Resource": ["*"]
I
{
"Effect": "Allow",
"Action": ["SNS:Publish"],
"Resource": ["arn:aws:sns:*:*:ChimeVoiceConnector-Streaming*"]
},
{
"Effect": "Allow",
"Action": ["sqgs:SendMessage"],
"Resource": ["arn:aws:sqgs:*:*:ChimeVoiceConnector-Streaming*"]
I
{
"Effect": "Allow",
"Action": ["polly:SynthesizeSpeech"],
"Resource": ["*"]
},
{
"Effect": "Allow",
"Action": [
"chime:CreateMediaInsightsPipeline",
"chime:GetMediaInsightsPipelineConfiguration"
1,
"Resource": ["*"]
}

EXEZELR , 2 £H Amazon Chime SDK iE FE B RS B A EEKE,
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AWS FEE R
AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy

BT BERF AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy K tNE|ERE IAM £
.

ZBUR o 1F Kinesis Video Streams G R & 2 % Chime SDK W H R A A E .
CloudWatch& ik 2 F Amazon Chime SDK &4 EEB R RIRIF RIS # Chime SDK £, BXEZE
ESEAEEPIET Amazon Chime SDK A EEBFEHAAE,

R FHE R
ZERBEBEU TR,

« cloudwatch— #EFHME CloudWatch 15V ER,

e kinesisvideo— RBFHRIBIE R, NER KA, ERBERZRRE,. HABIER. SIZBIERMN
HI H R R R .

* chime— RFZMEW, SIBHFEENNRESENNR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowPutMetricsForChimeSDKNamespace",
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/ChimeSDK"
}
}
.
{
"Sid": "AllowKinesisVideoStreamsAccess",
"Effect": "Allow",
"Action": [

"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",

AWS F£EXKEE : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy 26
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"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

]I

"Resource": [

"arn:aws:kinesisvideo:*:*:stream/ChimeMediaPipelines-*"

"Sid": "AllowKinesisVideoStreamsListAccess",
"Effect": "Allow",
"Action": [

"kinesisvideo:ListStreams"

iF
"Resource": [
"gn
]
"Sid": "AllowChimeMeetingAccess",

"Effect": "Allow",

"Action": [
"chime:GetMeeting",
"chime:CreateAttendee",
"chime:DeleteAttendee"

]I

"Resource": "*"
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= mateojackson IAM AP ZHAERAEREHEEFTEREM my-example-widget BIRNFHAEFE. ,
BFEEREM chime: GetWidget PRET , @& £ LT ROIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
chime:GetWidget on resource: my-example-widget

FERBRT , BIEFH mateojackson AFHIERE , LAER chime: GetWidget BAEHE my -
example-widget &Ko

MBHREEBREEY  BEHRLHAWS BEHER, FNTEREREHEZETINA,

TN FRE iam:PassRole

MREBWEEIREE , RRELRIAIT iam: PassRole BE , MMTERRENEE R T KRB, EF
ARERHEAFENEBHAR. ERZAEFEHBEER , AT EFABEELS Amazon Chime 4
FrRIEE,

REAWS REATERIAAREKRZAZERS  MARCEFNRSALIRSAXAER, Ak, &
MR E AT A LR R RS RR,

HEZ R IAM AP marymajor=id £ AiZ RS 7E Amazon Chime B4 X TESHHITIRIEN |, &
HIUT RAIEIR. BR , RESLTNEERZASHBETFHNRST ATHRTRE. Mary TEEFTAGE
i B AR S5 B A BR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , Mary BRHNEE FREHMERE | LA FMINIT iam: PassRole 1k,

£ Amazon Chime B#4F X T E IR FEARSHEKIAE

Amazon Chime ##FF % TE @R AWS Identity and Access Management (IAM) fRSHE< B, AR
SHRAARE—MINESHN IAM A6 | BEiEEEEE Amazon Chime 3 F AT 28, RESHEX<ARH
Amazon Chime SDK fiE X , B ZRFAKREREA AWS Ht RS FIFENMMENR,

RE XA ETEUIRSIRE Amazon Chime SDK FIME K RAALTEFHHIMSLENNER, Amazon
Chime A A I ESEN TERSHKIACGHNIR , BRIEBSEEN , ENRE Amazon Chime 4

K TAIE Amazon Chime BT 4% T EGHhITiRE 31


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon Chime SDK EEER

FRIEGUNEEESE, EUNNRBESERBANNRKE, TR 2N RE MM N[ H
IAM 3E4K,

RAETEEERBREXERE , £ REMBRRSHEXAR, XFRPEHN Amazon Chime SDK #iR , &
NIETTTE A I BRXS B R 89 U5 R AR

BRXXERSHEXAGHWEMBSISNES , FSHA5 IAMESEHAN AWS RS, ERERSHEXA
BIHEERENRS. &E Yes ( 2 ) BEFZRFHRSHEXA BN EE.

£

« £/ Amazon Chime SDK B X EESRFIXHKABCEKR
- FAEEERERIIENAES

« @33 Amazon Chime SDK IR EEFH AR

« fF AmazonChimeSDKEvents [REHX A

£/ Amazon Chime SDK iE S5 18 RSB ARKE
UTETHNEERE T M :

+ 5/ Amazon Chime SDK B FEZRRZ KRB ABKIEFIL S Chime SDK 1B FEZERELAARRN
&5 B Kinesiso

« £/ Amazon Polly 1 Speak & RiEH ARG SpeakAndGetDigits{T3.

£

« Amazon Chime SDK B ZiEERNRFIHEXAENE
+ 3 Amazon Chime SDK B EiEERUBRSHEXAE
4% Amazon Chime SDK B ZEZBENRISHEXAE
fiBR Amazon Chime SDK B ZiEZBENRFIHEXAE
Amazon Chime SDK IRF X A & X 351 X5

Amazon Chime SDK & FiE M RS < AR

Amazon Chime SDK B E#EZEFHABNNRSHEXAE
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AWSServiceRoleForAmazonChimeVoiceConnector RS HXxBREEUATRSRKAANZEE

 voiceconnector.chime.amazonaws.com

XL XiH4A : AmazonChimeVoiceConnectorServicelinkedRolePolicy fo ¥ Amazon Chime H#FF %
TEGRNEERRTHRUATIRE :

o ¥4E : a1l AWS resources £ chime:GetVoiceConnector*

« #4E : kinesisvideo:* £H arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeVoiceConnector-*

« #4E : polly:SynthesizeSpeech £H all AWS resources
« #4E : chime:CreateMediaInsightsPipeline £E#Y all AWS resources
« ¥4 : chime:GetMedialnsightsPipelineConfiguration £/ all AWS resources

« ¥4E : kinesisvideo:CreateStream LB arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« #4E : kinesisvideo:PutMedia £# arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« 84E : kinesisvideo:UpdateDataRetention LA arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

o #4E : kinesisvideo:DescribeStream £# arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« 4 : kinesisvideo:GetDataEndpoint £# arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« #4E: arn:aws:kinesisvideo:us-east-1:111122223333:stream/* £/
kinesisvideo:ListStreams
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« #4E:all AWS resources £HY transcribe:StartStreamTranscription

« ¥4 : all AWS resources EH transcribe:StartMedicalStreamTranscription
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Amazon Chime B8 AT EEXFERHBRSNFEHXFERARSMEXACR, BXEZER | FS
¥ Amazon Chime % S F R & F A Amazon Chime SDK &4k X i,

®id Amazon Chime SDK E#xEEBEH AR
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f23F Amazon Chime SDK B & &

AWSServiceRoleForAmazonChimeSDKMediaPipelines BREHKXABEFEUTRERAZA
& :

* mediapipelines.chime.amazonaws.com

ZA B A Amazon Chime B 4 TESXIEERIRTHRIA T IRE :

« #4E:all AWS resources £HY cloudwatch:PutMetricData
« ¥1E : chime:CreateAttendee LA all AWS resources

« #4E : chime:DeleteAttendee £L# all AWS resources

« ¥4E : chime:GetMeeting £/ all AWS resources

« 4k : kinesisvideo:CreateStream L£HY
arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-*

o #4E : kinesisvideo:PutMedia £ arn:aws:kinesisvideo:*:111122223333:stream/
ChimeMediaPipelines-*

« $24E : kinesisvideo:UpdateDataRetention £H
arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-*

« ¥4 : kinesisvideo:DescribeStream £/
arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-*

« #4E : kinesisvideo:GetDataEndpoint £#Y
arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-*

o B4 : arn:aws:kinesisvideo:*:111122223333:stream/* L
kinesisvideo:ListStreams
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XA,

£ AWS CLI , IZ{TA T 8% : aws iam create-service-linked-role --aws-service-
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Amazon Chime B HF X T EGZEFERHBRSWAME AWS i XEARSHEXAR, BXEZELR
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aws firehose delete-delivery-stream --delivery-stream-name delivery_ stream_name
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MOSBetweenVcAndRemote BixiZimH Amazon Chime SDK Voice
Connector £t i & < [B] K F A X 1T
18 058 (MOS).

B B9, MT1.0844 20, 2EHEER
RRAINF R BB,

CloudWatch I &#h Chime BEF X T EQN R~

O LATE Amazon Chime B HF A TE@HFERAB CloudWatch R~ 81 T Fi7Ro

HE BN

VoiceConnectorId EZ REEFRM Amazon Chime SDK & FiE#
BEHIFRIRST

Region SEM4XEHN AWS X,
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CloudWatch I &% Chime i F X T EGWHE

&R LR Amazon Chime SDK & HiE a5 E BN A H A K AR, CloudWatch H{RIXF AT , fRIE
A B UK LR B E B R R B35 4R B &

Amazon Chime 4 A T EEE 5 A X —IRFMIEIR. Amazon Chime SDK &4t £ F Bl E V1B
FIEESEHITHAEFULAXLEES  RAENERERZINNELERN CloudWatch BEBELH,

AEABHEALUTHER : /aws/ChimeVoiceConnectorLogs/${VoiceConnectorID},

BEXREEESTEESFRUKREEIINEZEELR |, 5% Amazon Chime SDK 1B FiE##851RE,

® Note

BREROEXREREFUSENERNER, fl, MRE 11:.01 REBBESEX , WEEXRER
HELF|FUNRRD #HB. BEERN , BFRE - EEESEKER.

Amazon Chime %4 AT ESHEHEHRESLUTFE , XA JSON %=,

FE iR

voice_connector _id &3 AY Amazon Chime SDK & & iE #2388
IDo

event_timestamp K HIEFRMIETE , LA UTC BFEIRY UNIX £t

(1970 F 1 A1 BFR ) FENED N AL

call_id X MES Do

from_sip_user REFWEAF,

from_country & LAY E R/ X,

to_sip_user BEWEEE A S,

to_country B Iy B 3R/ X

endpoint_id —ANFBIARRE | BN EHMBLRT Ko

5 CloudWatch BERL#B—EHR. BEXEZ
£8 , B2 Amazon BERFEEHRHNER
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EEEmE

FE

aws_region

cust2vc_rtp_packets

cust2vc_rtp_bytes

cust2vc_rtcp_packets

cust2vc_rtcp_bytes

cust2vc_packets_lost

cust2vc_jitter

vc2cust_rtp_packets

vc2cust_rtp_bytes

vc2cust_rtcp_packets

vc2cust_rtcp_bytes

iR

CloudWatch A& f#2 #T CloudWatch BE%L
o

FEALE AWS XiF,

Z P &i% %) Amazon Chime SDK iEFiE 88 E
MigHEH RTP IR S HE,

ZE P L RTP $E3H R %1% ZE Amazon Chime
SDK B ZEERFEMRENFZTH.

Z 18 Amazon Chime SDK & FiE#28 Eili%
HeR*ER RTCP HiEAHE.,

ZF L RTCP BiEEF R KXiEE Amazon
Chime SDK B & EZSFEM RN FZTEH,

ME P& HZE| Amazon Chime SDK iE &8
Hi N IEPELNBBEIHE, EE0H
RiE—X , BRBEER, BIFHRRERN,

ME P %3%ZE| Amazon Chime SDK iE &8
HEiREN RSN F1ERE,

M Amazon Chime SDK & Z & EMREL
RAEPH RTP BUEEHE,

BEit RTP ##EEM Amazon Chime SDK i3
EEBEMIEEAEZAETFNETHR.

M Amazon Chime SDK & ZiE S EMiZE X
FELEE K RTCP BIES#HE,

B RTCP #HiE2M Amazon Chime SDK iEF
EEREMIREAEAETFNET

fE A Y4#E CloudWatch
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EEEmE

FE

vc2cust_packets_lost

vc2cust_jitter

rtt_btwn_vc_and_cust

mos_btwn_vc_and_cust

rem2vc_rtp_packets

rem2vc_rtp_bytes

rem2vc_rtcp_packets

rem2vc_rtcp_bytes

rem2vc_packets_lost

rem2vc_jitter

vc2rem_rtp_packets

DU

M Amazon Chime SDK & i #2282 itk
MAFEFNESERPELNBREEHRE, BEEDH
KiE—R , BREBELER, BIFHEERN,

M Amazon Chime SDK 1B FiE 8 EMiRE X
EAFEFHBREENFERE,

Z P 5 Amazon Chime SDK & FiE 288 Elig
e 2 [8] B9 S 19 7 IR Bt /D o

5% P 5 Amazon Chime SDK Voice Connector
Eitig i< B B Z RAX it FEH9EN 28
(MOS).

MIEFR 4% &% E| Amazon Chime SDK iE&iE
BRERHIRMERY RTP SR AMKE.

LA RTP #iIEBEAMNIZiRi% £ i%X F Amazon
Chime SDK B FiE#EZREMIZENFZTEH,

MIEFR 4% &% E| Amazon Chime SDK iE&iE %
BSERHIRMEEY RTCP 2B G M E,

£ RTCP BIEEH M%K% F Amazon
Chime SDK B FEZREMRENF T,

M2 1% 3 E] Amazon Chime SDK B FiE 1
HEMBENEIERFELANBREIHE, B
BEE—R, BREFEE R, BEiItHEENMN,

MIZFR 8 &% Z] Amazon Chime SDK & FiE#2
BREMIERENEIESNFEER S,

M Amazon Chime SDK & ZiEEZ8 EMiR A
FEEERR RTP 2iEaHE.

fE A Y4#E CloudWatch
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FER iR
vc2rem_rtp_bytes BiZ RTP #3#E2M Amazon Chime SDK 1&&

ERRREM IR ERE D ZRERN F T

vc2rem_rtcp_packets M Amazon Chime SDK & FiEZS B kA
EEERIRE RTCP iR aHE,

vc2rem_rtcp_bytes £ RTCP ##E2 M Amazon Chime SDK & &
EEREMTRAEIIERERNFTH.

vc2rem_packets_lost M Amazon Chime SDK & & & a5 E R R %
BEZERNLIBRPERNBEIRE. B
BERE—IR , BEEIEFELER, BifHERIRM,

vc2rem_jitter M Amazon Chime SDK 1B FEZeSEMIZEA
pre e i OES € A R S S E S T

rtt_btwn_vc_and_rem EF2F Amazon Chime SDK iEFiE#288 E Al
B’ 2 B B 9 F R A E .

mos_btwn_vc_and_rem 5= Amazon Chime SDK Voice
Connector EA i e 2 [F] A 15 T MAR K #1417
1% 05 (MOS).

SIPEERE

&0 UL M Amazon Chime SDK 1B HiE#Z880 SIP JEE A&, HEXBEMET , Amazon Chime
SDK IR AWML L SIP HE |, FRENRIZEINECIEN CloudWatch BERAERA., BEHB
A /aws/ChimeVoiceConnectorSipMessages/${VoiceConnectorID}, LA TN FELL JSON #%
XNEEEBEH,

FE iR
voice_connector _id Amazon Chime SDK & FiE##88 ID,
aws_region EEM4xEH AWS X,
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FER iR

event_timestamp FEIROEERIETE , LA UTC BHEIAY UNIX £t
(1970 F 1 A1 BFR ) FRHNEW IR

call_id Amazon Chime SDK & &iE#2E W ID,

sip_message HIRNTE SIP HE,

£ A Amazon Chime F#FF & T E@3£I B31{t EventBridge

Amazon EventBridge 2 #&SEH AWS BRFZ Bzt , HEMNREEHN |, Sl ARER A MRS
RBBRER. BX2VGEFNEZELR , 550 Amazon Chime SDK FF XA RIEREHHNESWES .

% Amazon Chime SDK £ EH K , E&NEHKIZZ|LL EventBridge REAREB IR T , XEWKBE
Amazon Chime SDK &= Fi B E 4 &% EventBridge®| , BEEWRPDEERT , BHRET £
*, BEXEZER , B2 Amazon EventBridge AF ISR HIKEH AWS FREHEH,

(® Note

MFMNEZESE , WAHER Amazon S3 REFH, RINFXEAFRERHEERS DI
EFERARITRSFIWME. AWS

f£ A Amazon Chime SDK & &iE#25XI B 31t EventBridge
A[LA Amazon Chime SDK EEEZSRAIMEANBRESEUTAR

- AR AWS Lambda

- Jazh Amazon Elastic Container Service 5
« [FEHP LT Amazon Kinesis Video Streams
« BUE AWS Step Functions JRA#HL

- JBX Amazon SNS E/iz, Amazon SQS A5l

EventBridge 5 Amazon Chime SDK B & iEEesEl & AN — L RE13HE -

« BUE Lambda E# , EERBAR THAEX T,
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https://docs.aws.amazon.com/chime/latest/dg/using-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-service-event.html

Amazon Chime SDK EEER

* J53) Amazon ECS 155 , EFHRAARE ASRHF,

BXEZEER , H5® Amazon EventBridge fF {5/,

Amazon Chime SDK & ZiEZHEBSH

Amazon Chime SDK & HiE S I IFEEH LA AT LM EMH X% EventBridge B,

W Si# Chime SDK & & E#ER EIEIT 14

¥ Kinesis Video Streams FF 1A E & R8Tt , Amazon Chime SDK 1B ZEER £ X LS4,
Example E45iE

LT RS A8 R BIERIE,

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callId": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to":
"<sip:+13605550199@abcdeflghij2klmno3pqr4M.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0,
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"medialabel™: "1"
I
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456M:stream/
ChimeVoiceConnector-abcdeflghij2klmno3pqr4-1llaaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"streamingStatus": "STARTED",
"version": "Q"

T 5# Chime SDK B HEZSRBERELE R

% Kinesis Video Streams HEAE B4 RAT , Amazon Chime SDK 1B EEER £ XS4,
Example S45E

LT R E A8 R BIERIE,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",

"voiceConnectorId": "abcdeflghij2klmno3pqr4",

"transactionId": "12345678-1234-1234",

"callld": "1112-2222-4333",

"direction": "Inbound",

"fromNumber": "+12065550100",

"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:

+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
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"call-id": "1112-2222-4333",
"cseq": "101 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
I
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": O,
"medialabel™: "1"
I
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssZ",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/
ChimeVoiceConnector-abcdeflghij2kimno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"version": "0Q"

T 3% Chime SDK 15 F 285 BB E 5

E#1 % Kinesis Video Streams K AE R , Amazon Chime SDK EHIEERAKENLEH.
Example S45E

LR RSB 48 RBIBEE

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"callld": "1112-2222-4333",
"updateHeaders": {
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"from": "\"John\" <sip:+12065550100@10.24.34.0>; ;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqr4"

I 5% Chime SDK B HIEZREE XK

L FRmE Kinesis Video Streams Ky IR & X M AT , Amazon Chime SDK B EiE RS RKIX L EH,
Example S45E

LT R E A8 R BIERIE,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callld":"1112-2222-4333",
"direction":"Inbound",
"failTime":"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",

"version":"Q"
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}
}

AWS CloudTrail T 123 APl i H

Amazon Chime B8 A AT EEBE—WRFER , AJicZAF AWS CloudTrail, A®ERFE
Amazon Chime B £ TE @ THIEIE. AWS CloudTrail I 5% Chime BHF X T E W
e APl ARERNEY , 83Fk BT S% Chime SDK 4| A 88 A XL 5% Chime SDK B3
WA, APIs

MREQZERER , WA LA FR CloudTrail B4 442 ) Amazon S3 7Zi&# , @3 Amazon Chime
RUEFAXTEEINEH, IREBARBEERE , BMHATLTE CloudTrail #H A “EHHFICK" TH
FEESEFNESH, XEEEEREESMER, AHBERN IP that AR & HBERH A

CloudTrail ZE& 4812 AWS Kt EEZNIKS LS A, 3 Amazon Chime R 48 & H API A
B, RFEEHH CloudTrail iEFiZEs. EEFSH , 553 CloudTrail #H A HEREEHFFEIE
Fo BAILIEHCHW AWS IkFHEEF, BENTHRIERENEY., BEXEZER , FSHREASH
i & & CloudTrail B4,

ET7MEZ{E R CloudTrail , i52RAWS CloudTrail B F .
Bl 28 BR R

BUREBEA T WA fEA CloudTrail #5812 RER, MIAMBERT , AEELRH AP OIRREN , R
BReIERk AWS 2 XA RXBNEN | FH B S EaEIEEEN Amazon S3 F##,

BB H B IR R E X L B,

1. B IR ERiC F R

2. CloudTrail Z#H RS FMEK

3. Bit& Amazon SNS &4 CloudTrail

4. BWKB SN XFH CloudTrail BEXHMEEK B S NK/H CloudTrail B &AM #

BT R BRI IR B B AR

CloudTrail i23%FiE Amazon Chime B4 X TEER#E, EXRIEEMNELR , ESHE Amazon Chime
BT AT EA APl £, Hli |, X CreateAttendee, BEMFAMA ST CloudTrail B &4 K%
B, BNMNEHEBIEEXEERERNER. BHEETUHEBEBEUTHS :

. BREGEABASESIEL AV BRI HN.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meetings-chime_CreateAttendee.html

Amazon Chime SDK EEER
- BREFAACGKEREREAFNENZEEIERLEHN,
- BREAHHEM AWS RF K.

BXREZER , 2 H CloudTrail userldentity JtH&,
T # Amazon Chime H##-F X TEGAEXHKE

RIRR—MEE , APNBE4ERN BEXHEREIZEEN Amazon S3 Fik#. CloudTrail BEX#
BE—NHSZNEERE, —NEHARTIRAEMRN—MER , BFEAXMERNVEE. BENEH
MetE, BERSBEFENFELE. CloudTrall BEXHTRLMA AP HAMNEFHKRERE , Bteq]
T2 UEAREIRF E Ro

I 5% Chime B4 4% T EEH% B H chim e.amazonaws.com B4 RFRR,

MREEEL N EHSH Amazon Chime SDK I ELE T Active Directory , i EAIEE AWS B R
% APl . CloudTrail <371 43 a04a s 42 v] RE &2 M SR f9 Amazon Chlme SDK AP EFKeE DRI B,

LT RBIERT Amazon Chime B4 F % T EBH CloudTrail BE%8

{"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
I
"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam::123456789012:ro0le/Joe",
"accountId":"123456789012",
"userName":"Joe"

}
.
"eventTime":"2017-07-24T17:58:212",
"eventSource":"chime.amazonaws.com",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/cloudtrail_logging.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/cloudtrail_logging.html
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"eventName":"AddDomain",
"awsRegion":"us-east-1",
"sourceIPAddress":"72.21.198.64",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"l1laaaaaal-1all-1111-1all-aaadd0a0aa0o"
},
"responseElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dc1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

5% Chime BiEF A T EGNEMHERUE

ERZNE AWS Mtk (6l SOC, PCl, FedRAMP F HIPAA ) W —& % , =& iHIH T
AWS IR Z MM EMM.

ETHREBTRESAIURAEE , FSHAWS RS “REAIT XK DAEE" ", RFEFEHERN
BHEMITR. AWS RS AXx—KREE , BSHAWS &M HAWS,

EAMER TRE=HFIHRE AWS Artifact. HXESER , BSEPH RIS HH “AWS
Artifact,

EHEMER AWS RS NS TEBR T ENHRENHRBME, RLTANENBRUARERNERNE
Mo AWS RE T U T HRIRKAEBNIMEMME

« Security Compliance & Governance : X4 R REBIEEITICTRWERRE , HERTHEL
M ERETIREN TR,

« A HIPAA ERHRESZ : FIHFFS HIPAA ERHRS . HIEFFE AWS RS AZRFE HIPAA
B

« AWS £ RIRAWS — L THEERNIERmETEER TEMENTLMAERX,

- AWS BEFEHIERE —MNERAETHREREER, XEEFELETRFNRESEE , AWS RS
HEEERHIBESMEE ( BREEEFRFAESEARFRR (NIST), INAFTLZEHRERZRS
(PCI) MEBRFRAEILLALR (1SO) ) L2 32H,
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https://aws.amazon.com/compliance/services-in-scope/
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https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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- EFAWS Config J7F & A A fEF R BV T4 3R — % AWS Config RS TAERHN R REEE S K
EELFERIPRE, TAENFER,

« AWS Security Hub— X AWS RS iRt T @A BLLRSNLEUE AWS, Security Hub Bid &
2RHERITEEN AWS RRAREERRAFSRETUFENRESR. BXZTIHRIZREH
ERINYIR  BSHE Security Hub 2 #IE S Z,

« Amazon GuardDuty — BB KRB AWS IKFIRERERFEEMEZES |, 5k AWS RS
BN TEAR, REMBERGNEERM. GuardDuty BXHEELEAHERAEHN AR
RAUWER  JUEBEHESHEMMEER , Hlan PCI DSS.

« AWS Audit Manager— X AWS RS A AR B84 s it AWS SEAER , M fai{bXUBS & 38 A K
EMMITALFRER S HM

Amazon Chime SDK H1gy5# 4

AWS £k EfRERE S AWS XEEMTAXMHEN, AWS XERMAS N IEREEMREE N A A
X, XETARBESIEREERE. aFHENSETROMENRE, MATARX , BULUEITAREETH
Xz ELHh it BRI AR EBNRARFNREE, SEEANENRZNBEFLEMEREL
AAXEEESHA A, FEMENATT B,

AR AWS XEMAAXMNESEE , BERAWS £REM IR,

BT AWS £ 3RERE&HESL , Amazon Chime SDK LRt REIMITHAE , UHBB XIS EHNHRIERENE
HER, BXEZEELR |, HSFEE®E Amazon Chime SDK iEZFiE #2584 F¥F Amazon Chime SDK
BEEEEREAR LR E Kinesiso

Amazon Chime A X TESHFHNEMEHEZ S

ER—HRERS , F AWS £2EKNBZLLHRT . HX AWS 2RSSR A AWS R BhhiR
HBHEES , BSRAWS =42, EFAEMERERENRESERRIRITEN AWS K5 |, 25 S
AWS ecurity Pillar Well-Architected Fram ework H 8y E 1% HER T
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/A Important
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FEERIHBEIFESHE., BALUER Amazon Chime SDK # 4l ABEN AR ESEREEFNEIES
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AEN

- JFHRBIMAER T
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- IREEESEESRESEA
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EESREIESH

FFIREIey R T

E A Amazon Chime SDK B HiE#EeR , BXATHEE IP TAREN (PBX), &iFHEHEF (SBC)
RHEMZFXEDHIM (SIP) WEEFEBRMIGRNRENESEMRE, BREEEBHN TR FIE
BEEEE. BXTRERNEE , B2H TRER,

RNEEM AWS B AREFERZELENFUNZ S | BRIMNEBIUEE AWS FIENBEEREZEEE
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3. i&#E Create new voice connector ( BIEHHIIE FIEREER).

4. HEEFTEESFENT , BAETEESFNEN.

5. EMET , BESAHEAR,

6. (ML) HE“BE T, &E BNFHRL", REHITUTRE,

1. BEBHT , AR EN.
2. EE T, MARZENE,
3. RIERE , R FIMFHRE UM F T EEFIMESIRE,

BARENESER | BEROIE T EESFMIRL.
7. EE OIEETERESR

(® Note

ERANZLGENESEESFEENER TLS L5 1T SIP 55 , £AR£ RTP (SRTP) 1&
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1. FEXRTFITFF Amazon Chime SDK ###l &, https://console.aws.amazon.com/chime-sdk/
ESMERR SIP PHT | 1% Voice Connector,

ERECEANEETERESRNER,

EFERLRT+ , AREREERL,

EREBRRNIRZEZ U BER,

%42 Save changes ( REEX ) -

2

RERE 106


https://console.aws.amazon.com/chime-sdk/home
https://console.aws.amazon.com/chime-sdk/home

Amazon Chime SDK EEER

Y%%8 Amazon Chime SDK & ZiE S8R E

f172 Amazon Chime SDK B EEERE , XITURBEA T HIEMAGFUMNL IEMEREIZRE, BiET
REFZHMEE , FINEET Kinesis MIFRAESFWUER, BT LAER Amazon Chime 2§ & 4%
BFAIRE.

Y%%8 Amazon Chime SDK & FiE #2858 E
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2. ESMBERK SIP FUT | EFEFEES
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ERENRE
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BAE , MEALMWERFER TLS , RN H G FEUSEELE, B25% A Amazon Chime 1RiE
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® Note
BEEESFEFETLS 1.2

Xt TR ZARS A SRTP BN AWS i #=R BB A HMAC BB S KIE. SHAT X T AWM
HuEFF |, RO FUTRBES

+ AES_CM_128 HMAC_ _80 SHA1
+ AES_CM_128_HMAC_ _32 SHA1
+ AES_CM_192_HMAC_ _80 SHA1
+ AES_CM_192_HMAC_ _32 SHA1
+ AES_CM_256_HMAC_ _80 SHA1
+ AES_CM_256_HMAC_ _32 SHA1

BUREDFER—ANZE , BETUREENINFSERERE , TEF I UFE Voice Connector %
%A,

BNEZIFUTHING TLS BIBEH -

+ AES256-GCM-SHA384

« AES256-SHA256

+ AES256-SHA

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ ECDHE-RSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES128 SHA256
« ECDHE-RSA--AES256 SHA384

+ DHE-RSA--GCM-AES256 SHA384

+ DHE-RSA--AES256 SHA256

+ ECDHE-RSA--AES128 SHA256

+ DHE-RSA--GCM-AES128 SHA256

+ DHE-RSA--AES128 SHA256
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® Note

ENHMEEN B BTN —4A P it | XL ATaE & EC23L AR # A SF LRSS TR
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Mo

ﬁ?% Save (ﬁﬁ)o
GRIBRIERE

1. %% Enabled (EE ).

2. (HHE)EAWHNEN FIRT , EEREHME , MAERTH CIDR FSHNE , RFEFRRM, 1§
AR P ESIR A AT A bk,

-
EIRmEHEN CIDR RR*o
=

B WIBR" SABEREM.

3. EBUEER T LREMGE (NRE).

4. EBEEE T, A7 BERX JIRFEREEERFTATUNER/BK,
5. R T ABRNE, WMAAFENED , ARRERYE,

6. £ RBEETER T , BRHE A LR RESH , AREERE.

7. EBE-MNEB ping’ T, EEAMN SIP EREHRENRE - SIPETUHE.
mEERXE

KRR EE A T &M Amazon Chime SDK B F EZEMNW AL, FEAT LR SIP ENEE A LR B
BWAEFIL, AWEFINFZBEANEE VBN LRMNNERREBHEEHN SIP EMiZERHT
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® Note
BB AMZENE T EEIRFHINAEFUSEER TLS (TCP) i,

mERFIRE

1. %4% Enabled (BB A).

£ CARERE T, & EE

A Host (E£41)., Port (i&A). Protocol (#i%). Priority ({£5E4) 1 Weight (f]XE).
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REBZAZFURE
1. &R AR

2. T 'WMREFZE T, NIIRDPEE-NTE (WRE ).
3. WMARSKESH,

4. WANRBEHESE, RMNBUWERENHBEBRSE,

5, HEZ/#X T , EREHSHHERMEX (WMRE ),
6. IEFE A,

RERESE

B EMNBUH D BB S EERBIESB. U TTRBIREN Amazon Chime EERELE—1H
EEE, IRTR , BSEMERESE,
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SEEESE

1. %&$E Assign from inventory (MB#E 2 &),
2. ER— NS IMEESH,
3. i&# Assign from inventory (MEEH 2 EL).

FHEH — N RSN SEFHEAEENSBI RSP,
BUH 2 BB iE S5

1. BEE-IISIBESH,

2. i&# Unassign (BUE 2 ).

3. HRJERWINRER | &EFE BUEDE

REEBIRE
E#H%E S A SE Kinesis Video Streams, ZREI RN FMBIBEFH1TEME. MEREE|,
REBEERIRE

1. E“FABE" T, && FH".

2. HEBBHAT , NIIRPEE IS BT,

3. EBEREE T, &R “TEERE , AIRERERRE.
4. 7E Calllnsights T , ®&FBE , REHITUTRE

—

CEBRIRR T, NIIRFERE-IEE,

2. 1 Kinesis BER T , MIIRFIER — NI,

3. ( ®% ) £ Amazon Transcribe BEXESHEET , MIIRFPIEEFE—MEE,

4. FENABBEREE T, EHE ML,

5. F ‘T ER" T , EHE—MNED,
6. £ “RIAKRETEA" T |, &F TR, AR ‘WWEE M RKSE SIRPERE—NED,
7. BEFE , LR BMER/EE , ARRALEERIEAN LIAREE
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ZRIAMER T , Amazon Chime SDK £ AEZFE BN B ETICFK. BABFICHEKE , REL IR
&% % Amazon CloudWatch B4, BEXBEICEKNEZER |, H50 FHT D5 Amazon
Chime i #H & T E4& CloudWatch

FERASICFRIRE

1. £ SIP#HRBEET , EBEH.
2. TEBAAERAE T, &R BRA.

REBINERE
&R LAA)E FIE BRI 50 MR | Al AN AR BE R IRE N ALE(E,
REIREIRE

1. BREEERZ,
2. HATUATE—&EF:
o BRIARE | RIERRRIMFRE , REWABANTRE,

- EBREE | FIERENBRIREZLH B,
3. ZRE , BRREER.

2B FEUE 2 B Amazon Chime SDK iE & ESSH{EEH

& A LA[@ Amazon Chime SDK i B 7 B NMBUE 7 BLBiESHE,

DEBRFESH

1. EZRFITFF Amazon Chime SDK £ &, https://console.aws.amazon.com/chime-sdk/
ESMBERW SIP 4T | ERIEZEES.

ERETEESENER,

1%£$# Phone numbers (EEiE5 1),

ER NI ES A IE T EESINBEESE,

£ Assign (2E)o
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BT LUAR BN SR  FEAESEES T mRENEEESBMN - ME ST EESRE T EERAE
MoBE S —METEEFRTETEESRE.

HUH 2 Bl iR 553

1. FEXRTFITFF Amazon Chime SDK ###l &, https://console.aws.amazon.com/chime-sdk/
ESMMBEEN SIP R4 T | ERIEFEER.

EFREEEESRNE N,

1%£$% Phone numbers (EEiE51),

MNEBEZEEFRFPER IS ANERHO BN BIESH,

1%£$# Unassign (BUH 2 B2).

EHPENNEIRE | ARB%ER Unassign (BUEDEL).

N o o &~ e D

Bk Amazon Chime SDK & & iE #2585

£ BR Amazon Chime SDK B HiE#EEE 28 , KABUESBEHEPWFIERIESTE. BXRMNEFIEES
BUEZ BB ESBNESER , B3R L -,

T BRE ST ER

1. TEXRFIFF Amazon Chime SDK &l &, https://console.aws.amazon.com/chime-sdk/

2. ESMERWN SIP PHRT | EFFTERESR,

3. fkIRIE$FE Phone numbers (EBi%5#3) M Delete voice connector (Ml BRiE & iE#ESR).

4. EHPMENHEIRE , REIERF Delete (HIER).
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(@ Note
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FFAY 53 47 BLE 5 Amazon Chime SDK iEFE#ER X BEXR, N TENEM | EFEERFA2REFEEE
ENEERAFWUDH, EANG-—NMERESS/METEESFAXK , B UABMET EER0IER
_EIJEEEO

Call Analytics £/ Amazon Chime {EEE#ZERRFHEXAEKIFA CreateMedialnsightsPipelineAPI
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BLE 1R SRR

1. FEXRTFITFF Amazon Chime SDK ###l &, https://console.aws.amazon.com/chime-sdk/
ESMERR SIP PHT | 1% Voice Connector,

R ESREXBH Voice Connector NEF , RARERRAAMIEI <,
WMREARED | EFEFTHRUETF IR0 Kinesis PRB 1T RIAE 5o

ERMUSHT T, ER BUE AREHINXE L | ERENTUSHTEE ARN.
EFRRT

2

® Note

BR. ZRATEXSE Voice Connector XEXMELE S5 , HEF 5 28 , LMREBIRS L&
HER.

EI Amazon Chime SDK {EZ E 2858 4A

Amazon Chime SDK & ZiEEZ354A M T/EFRE

BEEEFRAEAMNLEET SIP (VBRFERSEH AL PSTN A, XEFARMAEIEXZEFILER,
BEEEERATERNIASMETEES  HETUESEETE AWS KEIB2WiEFiERER. ORT
AMEA4EE—MXENRS , W AFE AR PSTN FILE AWS Kig# T8 ERS,

Pl RIREGIRT —MEFTEEREANHESE T METERES , —MITEER (#FFEILL
) XE, 5 M TEEAL (BPN ) Xig. ErIUEREGERN SIP EHRRIREREER
MEFEERR
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B B MERESE, BXETRE AWS #X 612 Amazon Chime SDK B FEEBNESER
E5H, B Amazon Chime SDK iEFiE 88
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« Bl Amazon Chime B#FA R T E I EFERERA
. %% Amazon Chime BHFA XTI ETEZEESE
c NEZEEFEIRNEUESBBIESHE

- MiBX Amazon Chime M#F X T E QT EFEERE

12 Amazon Chime B F X T E ZEFEESRSE

BB Z A LUR ISR IK P 872 =4 Amazon Chime SDK &3 iE #2884,

A

1. EFRFITFF Amazon Chime SDK &, https://console.aws.amazon.com/chime-sdk/
2. ESMERHW SIP PAT | mFIEFTERES.

3. EERBIEEA,

4, THEHIWXIFEED , £ BFEEREE T, WAZANER.

5 EFRBIE,

“4m%E Amazon Chime B F A T E I EFEESFA

#8122 Amazon Chime SDK 1B FiEEeS AT , BT AN ER M BR Amazon Chime SDK & & iE#
85, B A LUREBEA DT T EESENRE LR,

E T EERANEHA

1. EZRFIF Amazon Chime SDK ###| &, https://console.aws.amazon.com/chime-sdk/
2. TESMBERH SIP PAT | BB TERESR.

3. ERERBNETEESRENEN.

4. EF BHEESR U, T BRE IR, REER RN,
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5. HEHIMHNEFESD , EHEFRANETERSFILNEILE,

6. EF A,

7. EEFXRA4E 6, METEERPMENEAL,

IREBAF AP RETEESRMLER

1. FEXRTFITHF Amazon Chime SDK ###l&, https://console.aws.amazon.com/chime-sdk/

2. ESMBERN SIPAHRT | EFEFIEES,

3. EBREHREH Amazon Chime SDK B FEZSHAN BN,

4. EBE T, &R RELER

5. EHIMEED K IEMESTEESAATRNRERESR, 1 RESALER. aEZHERR
EREEHNEFTIERES.

6. ERRF

MEBFHA P B RRIE FE R

1. TEXRFFFF Amazon Chime SDK #E#l &, https://console.aws.amazon.com/chime-sdk/
ESMBERN SIP PAT | BEFFTERESR

R ERENETERSRANE T

FTTFRAE D R H S IR

EHIOXHEESD |, EPERBRN BT ERFZUNEEE,

EREBR .

S

MBS EERASENBUBE DB EEST
O] LAEA Amazon Chime SDK &l & NiIEFEESA PR MEBUE P B RiESB,
NIEZEEBESBEEIESE

1. EZRFIFF Amazon Chime SDK £ &, https://console.aws.amazon.com/chime-sdk/
2. ESMBERHN SIP PET | EFEFTERESR.

3. ERERENTTEESR[RANEN.

4. %3 Phone numbers (BBiE58),
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5. i&# Assign from inventory (MEEH 2 E).

6. ER—IMHSNESTHRATTEEFEANBESH,

7. %$® Assign from inventory (WE R F 2 EL).

838 A] L% $R Reassign (EF 2 EL) LEH P B EE Voice Connector (B EiEER) mREEMNBIES
B, XEEATUNXESBN - MEEEER Y B EESREEN T RA S —MET EESNETEE
B2,

RS B SRR AP BRIESH

1. TEXRFFFF Amazon Chime SDK #Z#l &, https://console.aws.amazon.com/chime-sdk/
ESMERN SIP PHT | EFRIEFERES.

R ERBVETEESRENET,

%% Phone numbers (BBiEE 1),

M EBTEER APERAMENBRESE , AFER ‘BUEIE

1%£$# Unassign (BUH 2 BL).

o o b~ w N

i Bk Amazon Chime B X T E @315 FiE#Essd

£ BR Amazon Chime SDK B HiE#Ze# A28 , XMEUE D B H P HFTE Amazon Chime SDK &
ZEESBNEESE, BXEZER , FSRG—ET,

M BRIE xR A

1. FERTFITFF Amazon Chime SDK ##l&, https://console.aws.amazon.com/chime-sdk/
2. TESMBERHN SIP PAT | mFIEFTERESR.
3. ERERBRN BT EZERIENEN.

4. EEMIRA,

5. BEHHENMEEE , R/51ERE Delete (MER).

$ Amazon Chime SDK iE&FiE#S EMA R 2 Kinesis

RAT LR B AR F M Amazon Chime SDK & HiE & M2 5 Kinesis Video Streams #1745
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Kinesis Video Streams AP| #{E1 RIX L8 E, BEXEZEELR |, 58 Kinesis Video Streams Ff & &
B &,

(® Note

+ Voice Connector B RFIBFSEERN. BALURNEHEKE E.164 ME E.164 XS
BRI, #lg0 , Voice Connector EFRERLAZEF 4, 5= 6 VB DHSHE , = 11 [LHIFA
ABEEB, BXEZELR , BHSHAET SIP WEAZFNMETNENZFRAMIEREE
)ik

+ Voice Connector BiEX#F G.711 a-law F G.711 p-law H5H4mH3,

£/ Amazon Chime SDK 2 H & N EME T EERTREXERE. BHREEFKRN , SBMETEES
£ AWS Identity and Access Management (IAM) fRF X A BB TR AR 1Z 8 F Kinesis Video
Streams BWXR, AF , REE Voice Connector B.i% FEIY ER AV & E F 5T K at R AA 2 2 Jh gy

Kinesis Video Streams,

£ H Kinesis Video Streams 85 E T HMIRIB S EER R ENRELE R, BUT KA ERTHIER
EE

* Transactionld

* VoiceConnectorld

BEXEZER |, H5M (L% Kinesis Video Streams FF & &3Em/) $ Y Kinesis Video Streams f#
#EREFTE Kinesis Video Streams A 5 =X 4% i o B iz

BXE IAM BESHEXACEESEERESEANESEEL |, HSRMEH Amazon Chime SDK &
EESBRS KA REK, AXFTLE CloudWatch 5 Amazon Chime B4 A TE AR & EAR
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INVITE sip:91l@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws;transport=TCP SIP/2.0
Via: SIP/2.0/TCP IPaddress:12345;rport;branch=z9hG4bKKXN2D41yvDUKH

From: +15105186683 ><sip:+15105186683@IPaddress:12345>;tag=tag

To: <sip:91le@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws>;transport=TCP
Call-ID: 12abcdef-3456-7891-012g-h7i8j9k610al

CSeq: 43615607 INVITE

Contact: <sip:IPaddress:12345>

Max-Forwards: 70

Geolocation-Routing: Yes

Geolocation: <cid:alef610291734f98a467b973819e90ed>;inserted-by=vpc@ng9ll.test.com
Content-Type: multipart/mixed;boundary=unique-boundarystring
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Accept: application/sdp, application/pidf+xml

--unique-boundarystring
Content-Type: application/sdp

v=0

0=FreeSWITCH 1636327400 1636327401 IN IP4 IPaddress
s=FreeSWITCH

c=IN IP4 IPaddress

t=0 0

m=audio 11398 RTP/SAVP 9 0 101
a=rtpmap:@ PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=sendrecv

a=ptime:20

--unique-boundarystring
Content-Type: application/pidf+xml
Content-ID: <pidftest@test.com>
<?xml version="1.0" encoding="utf-8"7>
<presence xmlns="urn:ietf:params:xml:ns:pidf"
xmlns:gp="urn:ietf:params:xml:ns:pidf:geoprivi@"
xmlns:bp="urn:ietf:params:xml:ns:pidf:geoprivl1@:basicPolicy"
xmlns:ca="urn:ietf:params:xml:ns:pidf:geoprivl@:civicAddzr"
entity="sip:amazontest9ll@test.com">
<tuple id="0">
<status>
<gp:geopriv>
<gp:location-info>
<ca:civicAddress>
<ca:country>US</ca:country>
<ca:Al>WA</ca:Al>
<ca:A3>Seattle</ca:A3>
<ca:HN0>1812</ca:HNO>
<ca:RD>Example</ca:RD>
<ca:STS>Ave</ca:STS>
<ca:NAM>Low Flying Turtle</ca:NAM>
<ca:PC>98101</ca:PC>
</ca:civicAddress>
</gp:location-info>
</gp:geopriv>
</status>
<timestamp>2021-09-22T13:37:31.03</timestamp>
</tuple>
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</presence>
--unique-boundarystring--
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Amazon-Chime-Voice-Connector-CDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
j3456789k012

THNRHERTHIFAERSIERBEMRPRTIIEE,

Amazon-Chime-Voice-Connector-CDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

AR RHIERT Amazon Chime SDK & FiE R BIEIFMERICHEMN —IRER,

{
"AwsAccountId": "111122223333",
"TransactionId": "123abc4d-efg5-6789-h012-j3456789k@12",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",
"Status": "Completed",
"StatusMessage": "OK",
"SipAuthUser": "XXXX",
"BillableDurationSeconds": 6,
"BillableDurationMinutes": 0.1,
"SchemaVersion": "2.0",
"SourcePhoneNumber": "+12065550100",
"SourcePhoneNumberName": "North Campus Reception",
"SourceCountry": "US",
"DestinationPhoneNumber": "+12065550101",
"DestinationPhoneNumberName": "South Campus Reception",
"DestinationCountry": "US",
"UsageType": "USE1-US-US-outbound-minutes",
"ServiceCode": "AmazonChimeVoiceConnector",
"Direction": "Outbound",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,
"Region": "us-east-1",
"Streaming": true

}
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Amazon Chime SDK & &FiE S EEIFHIZ R

YPRIEFEW Amazon Chime SDK B &N BREAICRK , HFEAARRXEZHE Kinesis Video
Streams = k)% SIPREC #&3RE , EF1FHERICFRTF R ESIRA Amazon S3 Fil. BXxEZE
B, %31 & Amazon Chime SDK iE FiE 288 i 57 K42 i 2 Kinesiso

THNRAERTRAERFAERICEE TN —RER,

Amazon-Chime-Voice-Connector-SDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
j3456789k012

THHRERT R EHFACERICRKRBENF RS,

Amazon-Chime-Voice-Connector-SDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

THENREIERT R #EAERICFEN —RERX,

"SchemaVersion": "1.0",

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,

"Status": "Completed",

"StatusMessage": "Streaming succeeded",

"ServiceCode": "AmazonChime",

"UsageType": "USE1l-VC-kinesis-audio-streaming",
"BillableDurationSeconds": 6,

"Region": "us-east-1"
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i 7N 1w
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