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RNT BB AHTAEIZ/E |, Subsidiary 1WEY Business Unit_1.1 13.50% T,

£ AWS Ik BERAEE 44 % |, XBusiness Unit_1.1EEBHCHWHA , A RN1350%7T , B

®E, Subsidiary_1
w2 HEEELS
BARR—ROBEHE AWS [BF. HHEETREG AWS SHERER S (APN) #THI X AWS ¥

Ko PHBEAESHERE ( THRR ) RE , AGHMNEELARLET. 7EBENTHEIREER
APN #TH] , A RFELATNF NI ENEDRLEF SRR,

ERRE

- RARF (KEKIRIKS ID 123 ) B9 AWS EAER 20 £t ( ETHAE AWS &I E )
o TSR (KEFKRIKIKS ID456 ) 7 2 E£5x (EFHnE AWS #EITE ) AWS
o DB (KERIKKSEWFRAKS ID789 ) 9 AWS EREN 1 £ (ETHHERE AWS I8 )
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TK B IKBRAKS TR O KERFERS RIEBE. IERKEEKKS F2REBF, SKE
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AWS 1T HREFIZFFHNEZE M

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNMFHEAE AWS 3E, RERAEEXFEHRNCZNRZEMNEZTN RSN

« TRE — AWS ARKFEZRIZIT AWS RSEIEM I AWS Cloud, AWS &R ERE AT L%
EHEANRS. Third-party FRNAWS EMIT RIS TR EA T K ERN —E5 , FitIHEN A
RIERMNZLM BN, ETHERTB AWS illing ConductorfI &M it Xl , ESHEREMR TR 2
RSB E N AAWSAWS BRSRE M 1T XIBRSS o

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2
., BRANERANERREREN,

AR AT B BY IR T SRTEE R B AWS illing Conductor B ENA] R £ B EE R, LUR E B e 8RR R
B & Billing Con AWS ductor LU R BN Z £ MEMEMME B IR, EBFZES MAEREM AWS RS K
# Bh IR SR AR EH B AWS illing Conductor &R

£

- AWS it F &R PR BIERT

- WEMHIFREE AWS Billing Conductor

- £ AWS It RIEEE P IS RKMEE

- AWS it FiZFIZRM SR

« AWS it S RAY5E

« AWS T BRSSP EMRERZS

AWS 1t 52 2 5l 25 1 Y B R R 37

2 AWS EFEEZERATHNBERT . UAEEFR AWS |, ARKRFPETHEATHNEIREMR
¥ AWS Cloud, ZERAFREF N EEFLERMEN ENRABRIRG, BERAFTEFRERRN AWS RS 1Y
Z2HMENEERES. AXRUERLNESEE , FERHBERLENRBBEZTAWSER. BXEM
BREFEFNER  HSR CEABERYTZHE]) (GDPR) H/lv
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- FAHRE API AP EZI BE AWS CloudTrail, Bx{# A CloudTrail BRERIEHIR AWS JEFIHNEER
BHZ R (AWS CloudTrail BF#ER) REFEAR CloudTrail &,

- FH AWS MZERAFRUREFNFFIERIANZSEH AWS RS,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
R

- MREE AWS BEGSTRES APl ##HTH R EELZT FIPS 140-3 RIFMINZER | E6EH

FIPS ih k. BXAAM FIPS InRMNESZEE , B5H (XEBRHEELERE (FIPS ) 5 140-3
RR) https://aws.amazon.com/compliance/fips/o

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABANEFR
(MEMFR ) . XBEEERERGIE. API 5 SDK S HM AWS RS HAEREZEF A AWS

CLI. API 3 AWS SDK B915it. A TEMHNIAEH A HRANAFZRF W ANEAHRERTELRA
Fit BB LW HE. MREEAAIRSF[RM URL , BIBWEFTEEM U P EBEZULE B RBIUER
ZARS AR E R,
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AWS Identity and Access Management (IAM) AWS fR$s T #EIEE R T2 iR HIX AWS &IRY 5]
BR. IAM EEZEFIETER SFHRIE ( BF ) HREER ( EAENXR ) &£ A Billing Conductor
BiR. BWAILAMER IAMAWS RF , EEXFENRERA,

£
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Z A

BRI EA 753X AWS Identity and Access Management (IAM) RSN AR TR

- RFEAF  MREFTEFRITNEE , BMNEERLLERNR (S X AWS Billing Conductor &3
R AT S S HERR )

- REEER : BEAFPBRINBRHIBEINRIER (ESHE W AWS Billing Conductor 5 1AM BL& £
)

- IAM BER  REATEBRHENRAEKM (1S FEAWS Billing Conductor £ T &4 K K #E =51 )

£ 51T S 0 WIUE

BRBIIRE AWS FASMEIERFNAR. BUXTE IAM BF B4 TEHKIE AWS KR A
P, REETEE IAM AR TEHRIL,

T LAME ISk B 54 RAIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B SEFKE
BB Google/Facebook IEH , X &R, BXEZNESZEER |, HSH (AWS X AR
BRE) PRIIEFEN AWS IKF,

S FRIEFE , AWS 124t SDK M CLI KX FERFTINRZEE, BEXREZELR , H3H (IAM AFE
B BHSERT APl IEREIAWS ZZ A 4,

AWS Tk 18 F 7

Bl AWS KPP , BRSEBE—1NEN AWS K/ root AFNEREH , ZEHATUZLBRMER
R AWS BRSS MR R, BIBENBVUFAEEABRAFRTEEES. BXERRAFKILENGES |, #
2 (IAM fiFiEr) PREERASKIENES.

IAM AP B4

IAM AP RN ENMARBINARFEERENRN — 150, BWERKRFIE , MFEEAKHMEIE
B IAM AR, BXEZER , BZH IAM AFERTHNERARA-ERAS HRERNRE S HKBIE
F 8 AWS fE A Im AHIE B AT T o
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IAM B

IAM BEREERENRNEH , TREREIE, SaLUESMNEF RS IAM &6 (284 ) R
TR AWS CLI 2 AWS API BERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM B FEBREBAFHE, IGe IAM BFXER, BKFiGRE, BRSGERE Amazon EC2 L&
THNAREFIEEER. EXEZEER , BSH (AM BAFER) BH IAM R EIK P &R A

EARBEERRR
AL AWS BT 0IR KR EM T AWS SOREFRBHTHBERR. KRELT 5H5H0H

FRRKENR, AWS EERARHBERFIFMEXLEBR. RSHERBEELL JSON X1y AWS £
AN FHEEP, BX JSON RBXHEHNESZEER , HZH (IAM BFEmR) F# JSON KR,

HEREARE , BYE BN EET A AR T X WL FHRHAT WL R RS E AR R

o

N MR

RIABRT , AFNAERENR, IAM EERE IAM REFREFNBEEd , REAFTNUE
EXEAE, IAMERKBEXNR , SHRITREMANG ELR.

|dentity-based Bl

Identity-based KEE 2 EM MBI F0 ( AP, HARAE ) B JSON XPRERE XY, XL REKIEH 6T
DHATH LBRE, NBLEEFRRITUREFLAZHTHIIT. ETHNANEETSHNEKR , E5H
(AM AF$Em) PNEAZTFREERARRENEHENL IAM R,

Identity-based K Al AR ABREE ( EEBRAZENSZHH ) EERE (MBS FHRIMIUE
i) o BETHROAERERMAREKR 2 BARITER , H2H (AM AFERE) PRERERKS
MR RS 2 B TR,

Resource-based B

Resource-based &K 2 &M N2 & IRAY JSON KIS, RAISTHE IAM B EBEEEKEEFM Amazon S3
FHAERE, EXFETERNRBNERSY , RZSEEA USRI REFNSERREN IR, &
HMEE T RRKRE P IEEEA,
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=
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mEEFIFIR (ACL ) EHIBLEEE (KFARA, AFRAE ) ARGARKF. ACL EETHIRAEK
BESREL , EEMAER JSON AR,

Amazon S3 #l Amazon VPC Fi2X#F ACL WARE ="l AWSWAFETH#HEX ACLNEZER ,
&2 (Amazon Simple Storage Service FF X A R 1ER) FHFRIEZES|FIFE ( ACL ) BEX,

HREgRE
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« REBILR -REETHONERBEAILUET IAM EENFE AR, BEXEZEL |, 51 (IAM AF
B8 TR IAM SRR PRID 5

« PREILEIZKRE ( SCP ) - EE AWS Organizations AL RALRE TR ANE, EXEZEL | F
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o BIREHIZREE (RCP) - RENKF P ERNZTATANRER. BEXEZEL , H5H (AWS
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- RERE -EHACEKSAFCRIGERAERN , EASBEENEREKK, BEXESER , BS
F CIAM BF3ER) P SERE,
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WA AWS ER B AWER , FSH IAM AP EE R R ITEEE,
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A IAM EE XY Billing Conductor BB 2 81 , &K T #RHRLE |IAM ZhEE T 5 Billing Conductor &4
£/, E£MH 7T # Biling Conductor Mt AWS RFZWMA5S IAM BEESER , ESHE IAM AFEREF
W5 IAM BL & EAMNAWS RS,

£}

« Billing Conductor £ F & K K #E
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- iEEIEHFIER (ACL)
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#n{al AWS Billing Conductor & IAM & & 1 F 53


https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS it BRISER RAriEmE

« Billing Conductor IAM &

Billing Conductor &F & 3 #9 5K %

BEEA IAM ETHGHXRE , BUEEATRELNRENRRURAFRIELBENS
#+. Billing Conductor XS EMNRIE, HRMZMHR, BT HE JSON REEPEANIBETE | &
ZH (IAM AAF#EE) FH IAM JSON EMTESE,

B

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, UREF ARG THIT,

JSON MK Action TEMA A TERKF AT RIELLRHRE, EXRBPISHREARTR
ITRERERRR,

Billing Conductor Ky KB IREERERIEALLTHIA : Billing Conductor:. il , ER
FHE A Amazon EC2 RunInstances API ##4EZ 1T Amazon EC2 EHIHIR R |, &R0
ec2:RunInstances BEMNAEEKK, REEFIHLMEE Action F NotAction JtH, Billing
Conductor EX T —4H B WIRME , KERE T UERZBRFSHITHES

EERMEUREESTURE  BEMAESHENRT , MTHAR

"Action": [
"ec2:actionl",
"ec2:action2"

BHETLAERABEA (%) BEZSMNMRE. HlIn , EIRELLEE Describe WA RE , LT
BIE -

"Action": "ec2:Describe*"

EERRBESHREIR  FSH IAM AP EEHRHNAWS KE SEE LA RE,

RIR

EERWLER AWS JSON REERIEEHEARIBEMF L, BREYR , BN EETUANT LR FERITER
&, ARIEMHAZRHETHIT,
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Resource JSON R, TEIREEMENAREN —NMNHZ AR, FAZRESE , FFEHAE Amazon
HBRAF (ARN) BBERR. NFAZEERERNRWIRE , BEABES ) ErBONATMER

3
Do

"Resource": "*"

Amazon EC2 £ EREF LT ARN :

arn:${Partition}:ec2:${Region}:${Account}:instance/${Instanceld}

Bx ARN XMW EZEE , HSH A mazon BREZ T (ARN) Fl AWS FREHEZEE,

Flan |, BEEBAFIEE i-1234567890abcdefo £41 , EFEHALLT ARN :

"Resource": "arn:aws:ec2:us-east-1:123456789012:instance/i-1234567890@abcdef0"

EEERTHEKFNAAXRSG , BEABES (%)

"Resource": "arn:aws:ec2:us-east-1:123456789012:instance/*"

Tk R FRMATRL Billing Conductor JR4E , i, AT HIRARMIRME. EXEWRT , £
AEABEA (*),

"Resource": "*"

% Amazon EC2 AP| 2SR ZFEIR., il , AttachVolume ¥ —4 Amazon EBS %Kiz —
ANEH , MTIAE IAM B P A TR BHENR RS REFE A ZEMZEF. EELEMEAGFIEESIRE ,

FEMAES 2 ARN.

"Resource": [
"resourcel",
"resource2"

ZE & F Billing Conductor #REXE K H ARN Hy31%k |, S H IAM AFEBEHRMAWS 1t 5S4 E LB
HiRe BT MG LAFERAMLRERIEESMHRIERN ARN , 2 B AWS illing Conductor TE XL
1E,
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Condition TERBENNZMHEEEFEVMERIT. BALIGIRBERAZEZERN (HW, ST
T ) BE4RER , MERBPHFESERTNVEHETE. BEEEME AWS £R&H®E , 51
IAM AR AWS £ B%H £ TXHER.

Billing Conductor EX T —AH &M  EXFEA—LELREZ4HE. BEFMHE AWS £2R/R&ZH
# , FZH IAM AP EEHRHNAWS £ /&M LT XA,

FiB Amazon EC2 #/E#% 1% aws :RequestedRegion #l ec2:Region &#., BEXEZEEL | 18
SFERG : RFIXHEEXKIE 1A,

EEERESHRERIIK , BFSH IAM AFERPHNAWS K2 SHERGRH. BETHETLERT
R ER R RFERSH R4 , BSH Billing Conducto r AWS TE Y EVIR1E,

R~

E&F Billing Conductor T H 3B KB R , S5 AWS Billing Conductor EF 519 B9 KB =61,

Billing Conductor & F &R #Y 5% B

Resource-based K& Z JSON REEXH , A TIEEZE AT Billing Conductor B R 1THRLE R
ELA R TEM A% T AT LA ITHRLEIR 4, Amazon S3 XIFW D% S3 buckets WE T RBEMNNRE
B, Resource-based KM ATFEZEFROHEMKFRFEANR, BEAUFERAETRRENERREEKR
¥ AWS BRS5 15 R #&#Y Amazon S3 bucketso

ESABK/FAE , B LCHENKFSEMKS P IAM ZAEERETRERNERINEEA
FEKFEARRINBETRENEBAREIGEXRIEN —¥ME. HZERANRRULTTEH
AWS ik HEt , B3R AR B BIEAEZER FIHRIERNNR, BXEET 5509 SR8 M2 SRS R
FRR. B , MRETHEFENRBEQR —NEKF PN EARTFIHENR , WFFEFANETEHH
Kk, BXEZEE , EZH IAM AFERTH IAM A5 Resource-based FrEHI X5,

Amazon S3 REMN X —ETRRMNER | Bbucket T | iZXMMMNE], bucket b EBENLT
BRLERFE ALK (K, AP, ABHEKRERAF, ) AIANRITIR##EBII1ing Conductor,
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E & & Billing Conductor E T & RHVKEE R , FZ W AWS Billing Conductor & F 7 IREY KB =1,

imEEE 5% (ACL)

R FEIFI R (ACL) 2& 7] LA BB R IRINE FIR, A4 0K F 3% 515 7] P B 02 &Y 28R B9 £
FR. & LU ACL MEinZEl Amazon S3 bucket BiRo

B33 Amazon S3 i EIEFIFIK (ACL) , BAILABEEN bucket BRI THRNR. B MNEMbucketE—
NACLERF AR, ©ENLT HWLE AWS K, IAM AP SAFAS IAM 68T BRI KR E
FIRAVRE, WEITRFERE , AWS 2REMMHN ACL URIEFEREREETLENTHRINR,

LBt Bbucket BIREY , Amazon S3 &8 —/EIA ACL , BRFBRAIEEXN B RN LIS
™o TELLTR R bucket ACL & , John Doe AN NWFIEE , bucket HIERFXNEMN T 24
Mbucket, ACL AILAIBEHRZ 100 MR E,

<?xml version="1.0" encoding="UTF-8"7?>
<AccessControlPolicy xmlns="http://Billing Conductor.amazonaws.com/doc/2006-03-01/">
<Owner>
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0b163b6</1D>
<DisplayName>john-doe</DisplayName>
</Owner>
<AccessControlList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="Canonical User">
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0b163b6</1D>
<DisplayName>john-doe</DisplayName>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

ACL ) ID FEBZ AWS IKFHEAF ID. ETHRUMNELBENKF,PESRL D, BSHAER
AWS K HSB AP 1D,

E F Billing Conductor #r&HIE X

& T AR R 2Bt i 2 Billing Conductor 3R 3% 15 K M- ¥4% 1% F Billing Conductor, EE THRE
#HEIER , BFEERFEH Billing Conductor:ResourceTag/key-nameaws:RequestTag/key-
name 2 aws:TagKeys ZHRBERBHZ G TEZPREFZEER.,
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Billing Conductor IAM &

| AM £ &R EH AWS K~ R BB 4 E X PRAY S,
%t Billing Conductor 5 F Il B ZiE

A LAER IR EIERFTHRESEHARIEESR , 2K IAM B2 9 REKF AR, ST LUEN
FAssumeRolez Z 3K AWS STS AP| #4ERIR B it Z2 £ iF 5 GetFederationToken,

Billing Conductor Xz # & A g8t EiE
Service-linked &

Service-linked A 1 AWS RF 15 R HMRS PR RUARREBTRIEIE, Service-linked A& H
MR 1AM KPR R HARE A, 1AM B8 R AU EEBFEEmERE B A aHAN R,

BEAE

A TRSAREBERSAE., LABARFRSHRIEMAERS FHTRUARETHRIRE. RS
AEERE IAMKSH , ARZKFRE, XEWKRE , IAM EERAIUERZAEHNR, B2, X
BRI RE & P T AR S5 RY Zh e

Billing Conductor X #RFZAE,
£ Billing Condoctor %% IAM B

£ Billing Conductor A& &R , BATUER — /N AL AW Biling Conductor X &R& TR
Amazon EC2, MIREZREZLBIB T —MNRFZSABHKRSZHEXAE | Billing Conductor &3 RIRH—
NABIIRBEERERE, EE—DPAFFRIABHFELE Amazon EC2 EHIHVABREE,

AWS Billing Conductor & F & 17 £ SR BE '~ 651

BRIAERT |, IAM AP M A& E 225 % Biling Conductor FIRHIN R, M1t EERH AWS &
BizH A AWS CLI, = AWS APl UITES . IAM BB R XEIE IAM R , MERAFNAGRET
PRI P EMIEE RRIITISEMN APl R1E, RE , B A AJUFIX LR EEH N2 T EiX LRI

IAM AP =4,

ETHRIMAERXL RS JSON K62 IAM ET S MK , 38 (AM AFER) 91 &
JSON &+ L 63 K,

£}
- REER{ESCE
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AWS it RIEER AP s
« Billing Conductor EF & 13 5% B =4l

- AWS AWS K5 15 BN FEE R

« AWS Billing Conductor & F &R 5K #E R4

« X AWS Billing Conductor & 3 F 1/ i8] 3 17 & HE B

R R fE SRR

|dentity-based REERE TEARBAUELNKF PRI, 75 REIZMER Billing Conductor BiR, XL
BRI AWS IKFFE A, tIEREEETSONERN , HEBEATERNEN

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBR TR , EEAN TS
FIRAGIRTRRHAWS HE R, ENEMRNRARITR AWS IKF, FRITZVEET E LEHXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEEREW TFRAENAWS FEE KK,

- NASENR : £EA IAM RERENRE , BREFRITESENNR. At , EAIER
EREFRGTAUNBERFRRTHRE , SR NRENRFA. BXEM IAM NARBRNESE
B, #5H (AM AFER) S8 1AM PR RE R,

o {8 1AM RKBE B S — S BREITH RIAR ;48 A7 LA [ 5K B 7 00 5% 44 Sk BR A X R AE RN FR A 17 ) o
Bl | WA LURE RS RIEEMXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY | JUlth AT BAGE R SR SRR 3 AR SS#RAE R 7 (R AX R AWS BRSS |, #5120 CloudFormation, HXE
ZER , 1B2H (IAM AAF1EmE) FH IAM JSON EETE | &4,

- M IAM Access Analyzer BiEZH IAM KB | SUAKRNEN LS MHEMINEENY  IAM Access
Analyzer 2K IEF REEMIM B KR , LUBERREAS IAM REIES (JSON ) M IAM HESE
B2, IAM Access Analyzer 12 100 ZTRBEREMTIRENEI , LRBEBHER S BEEMREN
Kig, BXEZER , HZH (AM AFEE) FHFEH IAM Access Analyzer BiE KB,

- BRZEHHRIE (MFA-OR AWS KFEHZRFER IAM AFSRAFS , BEA MFA REZR
2. FEERM AP REMNEE MFA | B MFA RMARMEIEHNRET. EXEZER , §5
7 CIAM AP iEr) FREEA MFA R API 1

BX IAM AR REIRNESELR , H2H (AM AFER) #1 IAM AR £ HEXEK,

Billing Conductor & F & 13 5% #% 7~ 451

AEBIELANTOIRRE , ERLUFEMNMINEEN IAM AP REANZENENKFHESMNTER
5 E AR
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AWS i BHSIER A5
£

+ & FXI Billing Condoctor 2| & B 52 15 R X BR

+ %X} Billing Condoctor AP| #J 524 1 18] 1 R

+ & FX¥ Billing Condoctor 2 #| & By R 15 17 X BR

- BUKEEFAET AWS IKEIEE T RR

- BY AWS RAMFEABRBRERFITRIEE R HENR

« #&F Billing Conductor X5 A AR 847 ThEE R 17 R FR

« 364 Billing 1 Cost Explorer 5[ A X #FHE X AWS &AW ARS FThee

- BKEAEMNETE CUR

£ F 3¢ Billing Condoctor 1 &l & #9 52 £ 15 8] £ R

E 519 Billing Conductor ###l& |, BARIRE —HRKRENR, XENRBLAATFERINENEFRFXR
B9 AWS Ik /s #9 Billing Conductor BRIIFMES ., MRECEBENE T BN RIBLEAIENRKIENERE
B, WEEREBZRBEHEE (IAM AFRSAR® ) EEETEHA

NERX LA T LUER Billing Conductor 2% & , EEFEEFLLT AWS & KRR 12X L35
. BXEZEE , H#ZH (AM AFER) FRRIAPFINR

Bk billingconductor:* R , QIBEMMNFEE pricing:DescribeServices , 3} BEFIH
SRFAMKFREBIRXEIKFEZE organizations:ListAccounts,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"

},

{

"Effect": "Allow",

"Action": [
"organizations:ListAccounts",
"organizations:DescribeAccount"

1,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

3|
bl

AWS it ZEig# RAriEmE

"Resource": "*"

}I

{
"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"

}

FFREA AWS CLI 5 AWS API FWAF , BEERNHREFREEHENRE, Bk , RATFHRSE
2R MITH APl B/EM TE R IRE,

£ F ¢ Billing Condoctor API #9524 1 [8] X BR

W REIF | BT IAM E£43S Billing Conductor API B 5E £ 15 A £ BR o

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"
}
]
}

£ F 3¢ Billing Condoctor 1 &l A #9 R i1 8] £ R

EARHIF | BIFF IAM =433 Billing Conductor 24| & 9 R iz 17 R AR .
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "billingconductor:List*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"
}
]
}
B K H AR T AWS IK#1E1Z 77 RR
FEHRBEIF | IAM RAET LB K226 & PRKE TEHRANEEFELRX AWS K2 HE,
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling"
]I
"Resource": "*"
}
]
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RAriEmE

}

B AWS AAMERABERRER T I RIEE R TBENR

FELRHIR | IAM KA T OB BIK #4258 h iy “BANMERBRRE” RETRMEEFE K AWS

K S B IR

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling",
"cur:DescribeReportDefinitions"

]I

"Resource": "*"

& F Billing Conductor Xf5 A4 43 8 {3 T RERY 175 [B] AN R

L RBIH | IAM SRS B 2K 2 A S AALRE A (OVU) kAT E R 4EE AWS Organizations API #

EEERFHRMNE, S A OU WEETE B AWS illing Conductor ###|& £,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"organizations:ListRoots",

"organizations:ListOrganizationalUnitsForParent",
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"organizations:ListChildren"

1,

"Resource": "*"

$E4 Billing A Cost Explorer 17 BRI AWS 2t A/ ARS M Ihae

LRG|, IAM KEEIEL TS A A FE X RARNRS NI, ZERSEEEKS MDA KGR K
FRTRER IV ERERE

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Deny",
"Action": [

"aws-poxrtal:ModifyAccount"”,
"aws-portal:ModifyBilling",
"aws-portal:ModifyPaymentMethods",
"aws-portal:ViewPaymentMethods",
"aws-portal:ViewAccount"”,
"cur:GetClassic*",
"cur:Validate*",
"tax:List*",
"tax:Get*",
"tax:Put*",
"tax:ListTaxRegistrations",
"tax:BatchPut*",
"tax:UpdateExemptions",
"freetier:Get*",
"payments:Get*",
"payments:List*",
"payments:Update*",
"payments:GetPaymentInstrument”,
"payments:GetPaymentStatus"”,
"purchase-orders:ListPurchaseOrdexrs",
"purchase-orders:ListPurchaseOrderInvoices",
"consolidatedbilling:GetAccountBillingRole",
"consolidatedbilling:Get*",
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"consolidatedbilling:List*",
"invoicing:List*",
"invoicing:Get*",
"account:Get*",
"account:List*",
"account:CloseAccount"”,
"account:DisableRegion",
"account:EnableRegion”,
"account:GetContactInformation”,
"account:GetAccountInformation”,
"account:PutContactInformation”,
"billing:GetBillingPreferences",
"billing:GetContractInformation"”,
"billing:GetCredits",
"billing:RedeemCredits",
"billing:Update*",
"ce:GetPreferences",
"ce:UpdatePreferences",
"ce:GetResexvationCoverage",
"ce:GetReservationPurchaseRecommendation",
"ce:GetReservationUtilization",
"ce:GetSavingsPlansCoverage",
"ce:GetSavingsPlansPurchaseRecommendation",
"ce:GetSavingsPlansUtilization",
"ce:GetSavingsPlansUtilizationDetails",
"ce:ListSavingsPlansPurchaseRecommendationGeneration",
"ce:StartSavingsPlansPuxchaseRecommendationGeneration",
"ce:UpdateNotificationSubscription"

1,

"Resource": "*"

3]

BREZFEER , FE5H AWS RS XEETTWRANKENETEA,
RIK2AEME CUR

HEA RF IAM AP TE2IERMES CUR MK R AKEME.

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "CurDataAccess",
"Effect": "Allow",
"Action": "cur:PutReportDefinition",

"Resource": [
"arn:*:cur:*:*:definition/*",
"arn:aws:billing::*:billingview/*"

£25 EOE IAM AELUTGRSEKESA , BRMA S TG RAKEE ARN,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CurDataAccess",
"Effect": "Allow",
"Action": "cur:PutReportDefinition",

"Resource": [
"arn:aws:cur:us-east-1:123456789012:definition/*",
"arn:aws:billing: :AWS-account-ID:billingview/billing-group-
$billinggroup-primary-account-ID"
]
}

BREZER , FoR BREARERAMNERAERS.

AWS AWS Ik #1512 B W IEE R

EQAS., HANARFNKER , £H AWS REXKILLECHEERREREESZ. SIBNNAKRER
FIRARH IAM HF EEARBFENRAMET W AR, BREA] , EAERAEIIN AWS £EX
B, XLERBBMEFENEARG , AIEEN AWS IKFHEM. BX AWS REXBNESER |, 55
53 IAM A FisE R AWS FEE R,

AWS RS 4F MEH AWS HERM, BT EEH AWS RERBHFHNNR, BRSBERaE AWS
EARBRINFMAPRAZIGHFE. WREFLLBHMRBNFAESH (AR, ANAE ). B
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BB ERFRIETAN , RSREATRSER AWS BEXKRK . RST2M AWS HERBKHBER
MR, FILREEEH T B ERHIEN R,

LA, & AWS X EHBES MRS TEIRENIEE R, B4 , ReadOnlyAccess AWS & K RE 12 1H

NFTE AWS IRESFERN RIRHRINR. HRSB—TFIEER , AWS SR FREFMEFRRMR
EmNPR, BXx TAERERKBNFIRMNER , F58 IAM BFREEHNER T TERENAWS HERE
B,

AWS IEEXBE : AWSBIllingConductorFullAccess

AWSBIllingConductorFullAccess £ & REER T3 AWS Ik R IEZFRFI AR API WELHRINE. AF
ALGIH, B2 MMBIER Biling Cond AWS uctor iR

EEFHRRBEHNER , B5H (AWS £EXXKKESZE) FH AWSBIllingConductorFullAccess,

AWS FEEEBE : AWSBIllingConductorReadOnlyAccess

AWSBIllingConductorReadOnlyAccess & K B& & F Billing Conduct AWS or 2 #| & F API By R =X
IR AP ANEFENIERAE AWS it RIEFERR. AP T EQIBRIEMBREIR.

EERHRBHNR , H2H (AWS REXEKKSE) i
AWSBIllingConductorReadOnlyAccess.,

AWS IKBIEEEEH T AWS BEBER

BEEBHZBRESFHRBERXEFEHRER , B AWS illing Conductor AWS FEEBRREFFMES ., EIR
BEXRLETEEENESIRE , E7 B AWS illing Conductor 3447 £ i2Z A HE LT # RSS &,

B iR HEH
AWSBIllingConductorFullAcce  F{1FEAWSBillin 2025 F£11 A 19 H
ss-E B BUER gConductorFullAcce

ss REEHRIN

Torganizations:Desc
ribeResponsibility
Transfer #Morganizat
ions:ListInboundRe
sponsibilityTransf
ers &1k,
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AWS it SIEIER

RAriEmE

EK

AWSBIllingConductorFullAcce
ss-EH A RE

DU

EA1EAWSBillin
gConductorFullAcce

ss BUERARINT LATRE -

* organizations:List
Roots

* organizations:List
OrganizationalUnit
sForParent

* organizations:List
Children

* organizations:Desc
ribeAccount

* pricing:GetAttribu
teValues

* pricing:GetProducts

B

2025 9 A9 H
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BEX

AWSBIllingConducto
rReadOnlyAccess-E # I A B
L

AWSBIllingConducto
rReadOnlyAccess

AWSBIllingConductorFullAcce
Ss

AWSBIllingConducto
rReadOnlyAccess

AWS Ik 2 IEEZE HEERH

DU

ZANFEAWSBi11lin
gConductorReadOnly
Access BIERHRMT AT
£ -

* billingconductor:G
etBillingGroupCost
Report

* organizations:List
Roots

* organizations:List
OrganizationalUnit
sForParent

* organizations:List
Children

* organizations:Desc
ribeAccount

* pricing:GetAttribu
teValues

* pricing:GetProducts

£GetBillingGroupCos
tReport #AMNEIAWSBillin
gConductorReadOnly
Access REEH,

B2 R g

ke

AWS Billing Conductor FF 28R
RE AWS EE R

B

2025 9 A9 H

2024 2 A8 H

2022 £ 3 A 29 H

2022 3 A 29 H
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AWS Billing Conductor & F &R i K8 =5l

F3
« BR#I Amazon S3 TFEEXT4SE IP bk Y 15 [0) X BR

FR#| Amazon S3 AN 4FTE P sk A5 R AR

U R BIEE A 7 R F X8 E FE R PRI RIATIET Amazon S3 RIEMRR, ER , HRLTK
BRAFHIEER IP HuBHE.

WEARHEEEERER Internet HXARZ 4 (IPv4) IP b3t SEE % 54.240.143.% , RE—HI4
54.240.143.188,

ZConditionEREMAIpAddressHINotIpAddresss& - Maws :SourceIp&HE  FER—1
AWS TT& 4. BRAXERHBNEZELS  BSRERKTIEESR M. aws:sourcelp IPv4 EfE
FAtrkE CIDR R7E. BXEZER , B2H (IAM AFEE) B0 IP iR EER/.

JSON

{
"Version":"2012-10-17",
"Id": "S3PolicyIdl",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucketl/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp'": "54.240.143.188/32"}

3t AWS Billing Conductor & 17 11 7] 3 174 B HE &

LAUR S B AT # BY 212 W R4& E 72 £ Billing Conductor #1 IAM B AT 8238 B 89 3 L 8] &,
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AWS i BHSIER A5
£
- & E 7 Billing Conductor F A {TIRERI IR
- REIIT iam : PassRole
- BABAWF AWS KBS A RIEREY Billing Conductor &R

%A 1£ Billing Conductor A TR /ERI IR

MR AWS EEEZFE FIFEETIITEIURE , WLABRREER T RED, EEARERHA
FEMBBHAR,

R mateojackson IAM AR ZHERAEGHAEFEBX Billing Conductor MFHEER , BRE
Billing Conductor:GetWidget B[R , W< HI LT REIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: Billing
Conductor:GetWidget on resource: my-example-Billing Conductor

FEXMERT , Mateo FRMHIEE R EFHERRE , LA FMER Billing
Conductor:GetWidget ¥4EHE my-example-Billing Conductor &iR.

AT iam : PassRole

MELBR R —MEIR | RABTERINIT iam: PassRole #E , MSMEH R AT BT A BILRLS
Billing Conductor,

BE AWS S AT ERIEAGKRZEAZES K MAREUERFNERSALIBSAXEE, Ak,
BB MEBF A LGS RSINIR.

HA N marymajor B IAM A =i A2 %) A £ Billing Conductor FITIR{ERY , 2K ELLTRHI

Hix, BR , RE4AEARFAGHR THNRT ARITHEE. Mary TEBEFACELEIIRSH
R

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , HAEFH Mary KBS F 1T iam: PassRole #1E,

MREFEHDY , BTHRREN AWS EER, ENEERARRHEREIEN A,
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EE AV AWS K F BASE AR R FEL R Billing Conductor &R

ZAOB—1MAG , UMEAEMKSPHAFRREALNANARTUERZAGKIG RSN TR, &7
LIEEHERSEY , AURASE, X TIXHETHRNRBRILEEHEGIR (ACL ) BIRS , BB
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ETHREZER , BZRAUATHRE :

- E T Billing Conductor @ B XX &IheE |, ESH 04 AWS Billing Conductor 5 1AM BL&
;i

- ETHEIMAREXEHENERGRNERE AWS kP | FS5E 1AM AP EES i EEREE AWS
K 5= IAM B PR TR ABR

- ETHOAEE=SRENENEFRNHENE AWS KF | FSH IAM AP ERETHNERE=HE
HiFER. AWS Ik

- ETHIMES FMERERIERMFRNR , F2H AM AFER) PHALINTSHRIEN
AP ( BRBRERIE ) REHRXER.
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£ AWS T REEEF I KM

BER4F AWS IKF AT, ITAMMMENEZARS?. BESHIETATREEN B AWS
illing Conductor By fE A1ER -

AWS BRAMER RIS

AWS RANERBRIRE S RERIEH AWS EAER , ARESENKSAXNMGEITRM. B8ORS
HIEEE AWS IKF HERK AWS = m, EAXRENRENSMIRBASHITHE, ZAUMAEX
AWS BAMERBRRE , ARPEIERRCEER.

BX AWS AMEABRIRENESEE , E5H (RANEABRIREER) »

f£ Aid% AWS Billing Conductor API i AWS CloudTrail

AWS Billing Conductor 5—IRE E R AWS CloudTrail , ZRFEEAF. ARE AWS REE B
AWS illing Conductor FRENHIIRERIEF. CloudTrail £ AWS TR IEENFIE APl HRABRAE
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AWS 1t BB R RAriEmE

Conducto AWS r BWEH, MRBAREERE , BHATLLE CloudTrail EH| &8 “SHAHEFIEFRK" P
EERFNEHS, FRAKEMNEE CloudTrail , BAILAFEER B AWS illing Conductor & HEIER, &
HIERAY IP bk, WRE THER, ANRHERURHEMGHFEAGE.

ETHEZEE CloudTrail , & # (AWS CloudTrail AFEF) o

AWS Billing Conductor CloudTrail &4

A& £ R T 5 Billing and Cost Management #85% CloudTrail WS H# TR IR,
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"eventVersion": "1.09",
"userIdentity": {
"accountId": "111122223333",

"invokedBy": "billingconductor.amazonaws.com"
},
"eventTime": "2024-02-23T00:22:0872",
"eventSource": "billingconductor.amazonaws.com",
"eventName": "AutoAssociateAccount",
"awsRegion": "us-east-1",
"sourceIPAddress": "billingconductor.amazonaws.com",
"userAgent": "billingconductor.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"requestID": "1lv14d239-fe63-4d2b-b3cd-450905b6c33",
"eventID": "14536982-geff-4fe8-bh18-f18jde35218d0",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "111122223333",
"serviceEventDetails": {
"requestParameters": {
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666",
"AccountIds": [
""333333333333"

iy
"responseElements": {
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"

iy

"eventCategory": "Management"

CreateBillingGroup

LR RBIERT ERiZCreateBillingGroupi#/ERY CloudTrail B&E% B

"eventVersion": "1.08",

"userIdentity": {
"accountId":"111122223333",
"accessKeyId":"ASIAIOSFODNN7EXAMPLE"

.
"eventTime": "2024-01-24T20:30:03Z2",
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"eventSource": "billingconductor.amazonaws.com",
"eventName": "CreateBillingGroup",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.100.10.10",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.465
Linux/4.9.124-0.1.ac.198.73.329.metall.x86_64 Open]DK_64-Bit_Server_VM/25.192-b12
java/1.8.0_192",

"requestParameters": {

"PrimaryAccountId": "444455556666",
"ComputationPreference": {

"PricingPlanArn": "arn:aws:billingconductor::111122223333:pricingplan/

TqeITi5Bgh"

},
"X-Amzn-Client-Token": "32aafb5s-e5b6-47f5-9795-3a69935e9da4",
"AccountGrouping": {

"LinkedAccountIds": [

"444455556666",

"111122223333"
]
1,
"Name': "***"
1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-

ErrorMessage,Date",
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"
},
"requestID": "fb26ae47-3510-a833-98fe-3dc0f602gbs9",
"eventID": "3ab70d86-c63e-46fd8d-a33s-ce2970441a8",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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A WMIBRRY , 2% H8EBilling Group Configuration Recommended for Billing
TransferFAEENBARESH. BEIKERKSE , BRIMNBUNKERREK -~ WAHLAREIKAAH |
XBEZELPNIKF RS RIK SR ANERE T EROTITAARKE. mESEKSEA , FHERE
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AR .

{
"account": "<account ID>", // 12-digit account ID
"region": "us-east-1", // Currently only us-east-1 is supported
"detail-type": "Billing Group Configuration Recommended for Billing Transfer",
"source": "aws.billingconductor",
"version": "Q",
"time": "<date>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"id": "<id>", // alphanumeric string
"resources": [],
"detail": {
"targetDate": "<date>", // Format: yyyy-MM-dd
"recipientId": "<account ID>", // 12-digit recipient account ID
"eventBridgeEventId": "<event ID>", // unique event identifier
"directTransfersAccepted": [
{

"transferArn": "<transfer ARN>", // ARN of the one-level billing transfer
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
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"indirectTransfersAccepted": [

{
"receiverTransferTransferArn": "<transfer ARN>", // ARN of the receiver's
transfer
"transferBillSourceTransferArn": "<transfer ARN>", // ARN of the bill source's
transfer

"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ

}
1,
"directBillingGroupsDeleted": [
{
"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"transferId": "<transfer ID>", // associated transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"indirectBillingGroupsDeleted": [
{
"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"receiverTransferTransferId": "<transfer ID>", // receiver's transfer ID
"transferBillSourceTransferId": "<transfer ID>", // bill source's transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
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Amazon,

"account": "<account ID>", // 12-digit account ID
"region": "us-east-1", // Currently only us-east-1 is supported
"detail-type": "Billing Group Configuration Recommended for Billing Transfer",
"source": "aws.billingconductor",
"version": "Q",
"time": "<date>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"id": "<id>", // alphanumeric string
"resources": [],
"detail": {
"targetDate": "<date>", // Format: yyyy-MM-dd
"recipientId": "<account ID>", // 12-digit recipient account ID
"eventBridgeEventId": "<event ID>", // unique event identifier
"directTransfersAccepted": [

{
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"transferArn": "<transfer ARN>", // ARN of the one-level billing transfer
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ

}
1,
"indirectTransfersAccepted": [
{
"receiverTransferTransferArn": "<transfer ARN>", // ARN of the receiver's
transfer
"transferBillSourceTransferArn": "<transfer ARN>", // ARN of the bill source's
transfer
"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"directBillingGroupsDeleted": [
{
"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"transferId": "<transfer ID>", // associated transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"indirectBillingGroupsDeleted": [
{
"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"receiverTransferTransferId": "<transfer ID>", // receiver's transfer ID
"transferBillSourceTransferId": "<transfer ID>", // bill source's transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
]
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{
"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource":"*"
}
]
}
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