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Continue with email X

We'll check if you have an existing user and help create one if you don't.
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Email address
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Continue
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Create your application

Create your AWS Supply Chain application. We have
selected some defaults to get you started.

Create

NS
N

( Edit in advanced setup )

Service access and encryption defaults

When you create an AWS Supply Chain application, you grant it permissions [4 to access some AWS
resources on your behalf. Your data at rest will be encrypted using an AWS owned key. To modify these
defaults choose Edit in advanced setup.

S 4
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@ You're all set, please check your email X

We sent an email to useri2@amazon.com. Please check your email to verify your user
account and begin using AWS Supply Chain.

Your new user is stored in IAM Identity Center. Verify your user to active the user
account.

( Manage app” *tior") Sign in to AWS Supply Chain
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Hello New User,

Your administrator has created an instance of AWS Supply Chain, and has invited
you to join.

What is AWS Supply Chain?
https://aws.amazon.com/aws-supply-chain/

https://
Accessing the AWS Supply Chain

You can sign into AWS supply chain application by using the information below.

Your AWS Supply Chain Application URL:
https://flyy6b8y.scn.global.on.aws/
Bookmark this URL for easy access in the future.

Your Username:
user123+1@amazon.com

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a registered trademark of
Amazon.com, Inc. This message was prody »L‘ and ‘ibuted by Amazon Web Services, Inc. or its
affiliates, 410 Terry Ave. North, Seattle, WAL ™ ,9-5% All rights reserved. Read our Privacy Notice.

3. WEBEBRFHHE , iEE X AWS Supply Chain. Mthe section called “& 5 AWS Supply Chain
Web BARERF",

EHASREE

SREEAFEELREBCHSHEKREE VAN, EFATMIRSHN S REECIZE AWS Supply
Chain =4l |, BB T SREE,

1. ESRRETIEE “RHE.
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Create your application

Create your AWS Supply Chain application. We have
selected some defaults to get you started.

-/
N/
N\

( Edit in advanced setup

Service access and encryption defaults

When you create an AWS Supply Chain application, you grant it permissions [4 to access some AWS

resources on your behalf. Your data at rest will be encrypted using an AWS owned key. To modify these

defaults choose Edit in advanced setup.

i
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= Home > Manage instances ® A @

Specify instance details

Instance properties info

AWS Region

The AWS instance will be created in the region displayed above. To change the AWS region, cancel the create instance setup, select the new region from the Select a Region drop-down on the top-right panel,
and restart creating the instance.

Enter an instance name

( )

1 to 62 characters including spaces, underscores, and dashes.

Enter a description - optional

256 characters max.

AWS KMS Key - Optional info

Choose an AWS KMS Key
You must provide an AWS Key to encrypt your data across AWS Supply Chain.

[ Q. Choose an AWS KMS key or enter an ARN } ( Create [4 )

Instance tags - optional info

labol dbok e ko o AMIC Lol

2. EXFIEERELBWANTAR

o BI-HASZHIBEFR
o HIR-f ASBHY AWS Supply Chain SEBIEYHR ( Flan , £7=3%6], MWiHAZHIFE )
. AWS KMS 3348 ( Wik ) — BT BUIR A ERIA AWS KMS B340 ( 5 ) RIBHEETH AWS
KMS %41, 55 fthe section called “EHEE Y AWS KMS 247" T BEZE L,
. 9"—15]1‘35}_% BT LA BRI S N B FiRBIMARE . Bl | ISR BURIFRERE N EB KK
RIRE (Flan , £7=, Wik, UAT &),

(@ Note

MREITRIERA S/4 Hana HiEER: | FEASRMMN AWS KMS Z4AHaws -
supply-chain-access¥Z M true<BKERN,

3. EEEXMH,

4, (W& ) 812 AWS Supply Chain 2415 |, IREERE AWS KMS Z4 T EH B S HEAWS
KMS 4 , EEFHEH KMS ZKEE AWS Supply Chain SA S5 RIEHY AWS KMS %47,
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® Note

FYourAccountNumberfMYourInstanceIDE N IEH AWS MK~ 1 AWS Supply
Chain =4l ID,

"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::YourAccountNumber:role/service-role/scn-instance-
role-YourInstanceID"

},

"Action": [
"kms:Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey"

1,

"Resource": "*"

FEABEN AWS KMS %4
BIELHIRT |, WA LAMERABCH AWS KMS 24, MREEEERCOWZA , BXTEEHUER
£, A LAelE2 — N2,

® Note
¥F AWS Supply Chain 3241 , B ER AWS BER{ARERIARE.

FEAIA AWS KMS 4R

1. EHRBENMERE.
2. BIfE “EFRE AWS KMS 477
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3. ERENFERPRMALBNESR.
4. EBREH.

BIEZ AWS KMS 4R

1. EFEGE,
2. ERROIE KMS ZHAPHSRIRE,
3. BERAUTHREMNTZHH.

« ENEHEEMNR  REFREPRES
« EMEHERANR  REFREPRES
- EHEBAKRE  RERHREFERN

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::YourAccountNumber:root"
1,
"Action": "kms:*",
"Resource": "*"
.
{
"Sid": "Allow access through SecretManager for all principals in the

account that are authorized to use SecretManager",

"Effect": "Allow",

"Principal": {
"AWS'" A

1,

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",
"kms:DescribeKey",



https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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"kms:GenerateDataKeyWithoutPlaintext",
"kms:ReEncryptFrom",
"kms:ReEncryptTo"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.Region.amazonaws.com",
"kms:CallerAccount": "YourAccountNumber"
}
}
.
{
"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",
"Effect": "Allow",
"Principal": {
"Service": "scn.Region.amazonaws.com"
.
"Action": [
"kms:Encrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:ReEncryptFrom",
"kms:ReEncryptTo",
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant"
1,
"Resource":"*"
}

H0 3 : % AWS Supply Chain LR FMEE

ER AWS BEIAEER , BALLERE AWS Supply Chain B AREFFTEERXREE AWS Supply Chain
Web i FBf2F#i5 EMBR. AWS Supply Chain 5 T2 &7 & A bW AWS Supply Chain Web K7
ERAMSMBERAFNRAE,

BIERFIHEESDRE , BERBUTIERIEEFE AWS Supply Chain NAREFFIEE.

S8 3 : %% AWS Supply Chain AR FHEHE 15
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RERENAREFAEE  AREE AP ERN AWS Supply Chain RRRFHEE, BRE
RNERFEBERFZAVAF,

= © A ©

AWS Supply Chain

Select instance

(= 2
Instance details info

Instance Name Status Sub-domain
test @ Active
Created on: 6/12/2024

AWS KMS Key Instance ID

Description

User access management info

AWS Supply Chain connects to AWS IAM Identity Center, where you can create and manage user identities or easily connect to a variety of third party identity sources. We'll check to
see if your organization has a current identity source setup, or give the option to create a new one in IAM Identity Center

Status
@ Identity source connected

Application owner o Select an application owner

[ @ Select an application owner to setup AWS Supply Chain. X ]

When an identity source is connected, you must select an application owner who will setup your organization in AWS Supply Chain. The application owner will receive an email with a
link to access the AWS Supply Chain web application for the first time.

( miE ) EFRE IAM FHPOAMEZAF,. BXANMAFPNESZER , BZH AWS IAM
Identity Center BFEBHFHNEBRLENFOE ; EXAFPNRAGHNESER , FZRASNRA
Bo

(® Note
& — IR R8EM AWS Supply Chain #ZH|&RM—PMNAF. BF5EE AWS Supply Chain/
WMBERNRARFIEE.

EREIEBIE. HE Web NARFERR KA —HBFI4., Web BARFEE R NEIREBF
RS, EaLLER M ARESF URL # &5 AWS Supply Chaino

SR 3 : i%$F AWS Supply Chain RIFAEFFIE#H 16
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Hello New User,

Your administrator has created an instance of AWS Supply Chain, and has invited
you to join.

What is AWS Supply Chain?
https://aws.amazon.com/aws-supply-chain/

https://
Accessing the AWS Supply Chain

You can sign into AWS supply chain application by using the information below.

Your AWS Supply Chain Application URL:
https://flyy6b8y.scn.global.on.aws/
Bookmark this URL for easy access in the future.

Your Username:
user123+1 @amazon.com

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a registered trademark of
Amazon.com, Inc. This message was prody n “and ‘ibuted by Amazon Web Services, Inc. or its
affiliates, 410 Terry Ave. North, Seattle, WA+ — ,9-5= All rights reserved. Read our Privacy Notice.

£ AWS Supply Chain ##H &2 HER L , BNEIZAFYE MABRFAESE” To

£ AWS Supply Chain Hi£#% “E3” | £ AWS Supply Chain Web R FF2 F = 7 0 Al Bk A 7~

&3 AWS Supply Chain Web N B2

YEJ AWS Supply Chain B R , B NiZ 22 W E—H B Fhp4EE , # A AWS Supply Chain Web
NARF.

1. BAILATE e FRBMF Pk R 6542 | th AT LAFE AWS Supply Chain 24| AR SIERN FET |, &1
Web URL.,

#F AWS Supply Chain Web R AR~ 17



AWS Supply Chain EERER

I EHYF HHE AWS Supply Chain Web N ARRFEZ R H.
2. WA AWS IAM AR O0AFIES , REERESR,

® Note
REELERERN , RET2ERBEEKF NALN TR,

3. EXREMARNAEL , HALHRLEHANK. BET—5.

4. HFEUBRMNABMENALEERNEL , WAARBHHERLTVE, ERLLERFINL IR, &

#%T_io

5. 1£E7£ AWS Supply Chain EiRBRARRE L , R EHLEH B R AWS Supply Chain Web B FFE
FHRP, BB BERAF, B AWS Supply Chain AFREEEGNES , FSREERH AR
Ak,

6. WMREBMBEPMAF , JLUERZER B,

BeERF LB S SE R TE.

7. BARNNEVRAFBSBRE -HE TR HhaSEmagEE AWS Supply Chain , 5#& &R B

ERE Rl E SR RRERAF.
8. IEBMEH AETTELEE AWS Supply Chain 2 HIE .

&% AWS Supply Chain Web B REF



AWS Supply Chain EERER

£ AWS Supply Chain
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{
"Version": "2012-10-17",

"Statement": [
{
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"Action": "scn:*",

"Resource": "*",

"Effect": "Allow"

I

{

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:CreateBucket",
"s3:PutBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutEncryptionConfiguration",
"s3:PutBucketPolicy",
"s3:PutLifecycleConfiguration",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteObject",
"s3:ListAl1lMyBuckets",
"s3:PutBucketOwnershipControls",
"s3:PutBucketNotification",
"s3:PutAccountPublicAccessBlock",
"s3:PutBucketLogging",
"s3:PutBucketTagging"

1,

"Resource": "arn:aws:s3:::aws-supply-chain-*",

"Effect": "Allow"
},
{

"Action": [
"cloudtrail:CreateTrail",
"cloudtrail:PutEventSelectors",
"cloudtrail:GetEventSelectors",
"cloudtrail:StartLogging"

15

"Resource": "*",
"Effect": "Allow"
I

{

"Action": [
"events:DescribeRule",
"events:PutRule",
"events:PutTargets"

1,

"Resource": "*",

f# A AWS Supply Chain #2414
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"Effect": "Allow"

1,
{

"Action": [
"chime:CreateAppInstance",
"chime:DeleteAppInstance",
"chime:PutAppInstanceRetentionSettings",
"chime:TagResource"

1,

"Resource": "*",

"Effect": "Allow"

1,
{

"Action": [
"cloudwatch:PutMetricData",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*"

1,

"Resource": "*",

"Effect": "Allow"

1,
{

"Action": [
"organizations:CreateOrganization",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [

"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey"

1,

"Resource": key_arn,

"Effect": "Allow"

1,
{

"Action": [

f# A AWS Supply Chain #2414
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"kms:ListAliases"

1,

"Resource": "*",
"Effect": "Allow"
}I
{

"Action": [
"iam:CreateRole",

iam:CreatePolicy",
"iam:GetRole",

iam:PutRolePolicy",
"iam:AttachRolePolicy",

jam:CreateServicelLinkedRole"

1,

"Resource": "*",
"Effect": "Allow"
}I
{

"Action": [

"sso:AssociateDirectory"”,
"sso:AssociateProfile",
"sso:CreateApplication",

sso:CreateApplicationAssignment",
"sso:CreatelInstance",

sso:CreateManagedApplicationInstance",
"sso:DeleteApplication",

sso:DeleteApplicationAssignment",
"sso:DeleteManagedApplicationInstance",

sso:DescribeApplication",
"sso:DescribeDirectories",

sso:DescribeInstance",
"sso:DescribeRegisteredRegions",
"sso:DescribeTrusts",
"sso:DisassociateProfile",

sso:GetManagedApplicationInstance",
"sso:GetPeregrineStatus",

sso:GetProfile",
"sso:GetSharedSsoConfiguration",

sso:GetSsoConfiguration",
"sso:GetSSOStatus",
"sso:ListApplicationAssignments",
"sso:ListApplicationTemplates",

sso:ListDirectoryAssociations"”,
"sso:ListInstances",

f# A AWS Supply Chain #2414 22
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"sso:ListProfileAssociations",
"sso:ListProfiles",
"sso:PutApplicationAuthenticationMethod",
"sso:PutApplicationGrant",
"sso:RegisterRegion",
"sso:SearchDirectoryGroups",
"sso:SearchDirectoryUsers",
"sso:SearchGroups",
"sso:SearchUsers",
"sso:StartPeregrine",
"sso:StartSso",
"sso:UpdateSsoConfiguration",

"sso-directory:SearchUsers"

1,
"Resource": "*",
"Effect": "Allow"
}
]

}
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Encrypt

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "scn.amazonaws.com"

iy
"eventTime": "2024-03-06T22:39:32Z",
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"eventSource": "kms.amazonaws.com'",
"eventName": "Encrypt",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
.
"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666rx",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",

"eventCategory": "Management"
}
GenerateDataKey
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": '"scn.amazonaws.com"
b
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",

H{AIE S AWS Supply Chain A *MI € AWS KMS
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"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:s3:arn": "arn:aws:s3:::test/rawEvent/bf6666cl-111-48aaca-b6b0-
dsadsadsa3432423/noFlowName/scn.data.inboundoxrder/20240306_223934_536"
},
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample",
"keySpec": "AES_222"
},
"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"

Decrypt

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": '"scn.amazonaws.com"
}
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
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"awsRegion": "us-east-1",
"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I
"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666rx",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"
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"Statement": [
{

"Principal": "*",
"Effect": "Allow",
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xaws.supplychain,
c (HiE) : SEECEMNEHREHKAN detail-type B M.
c (k)  SEECEMHEHMEHBIEN detail B,

Flan | A TEHERXSRKREWFTEAWS Supply Chain Data Integration Status ChangeZ
# & AWS Supply Chain :

{
"source": ["aws.supplychain"],
"detail-type": ["AWS Supply Chain Data Integration Status Change"]
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{
"version": "Q",
"id": "instanceID",
"detail-type": "AWS Supply Chain Data Integration Status Change",
"source": "aws.supplychain",
"account": "acccountID",
"time": "2024-03-30T12:26:13Z",
"region": "us-east-1",
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"resources": [],

"detail": {
"version": "1.0",
"instanceld": "instanceID",
"flowArn": "arn:aws:scn:region:acccountID:instance/instanceID/data-integration-

flows/flowname",
"flowExecutionId": "flowExecutionId",
"status": "IN_PROGRESS",
"startTime": "2024-03-30T12:26:13Z7",

"endTime": "",
Ilmessagell: IIII’
"sourceType": "S3",

"sourceInfo": {
"s3Source": {

"bucketName": "aws-supply-chain-data-instanceID"

"key": "flowname"
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