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"Effect": "Allow",
"Action": [

"artifact:Get"
1,

"Resource": [
"arn:aws:artifact:::report-package/*"

3]

AWS GovCloud (US)

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:Get"
1)
"Resource": [
"arn:aws-us-gov:artifact:::report-package/*"
]
1]
}

SR M ER R TR

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"
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AWS

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:Get"

1,

"Resource": [

"arn:aws:artifact

"arn:aws:artifact

"arn:aws:artifact

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,

"Resource": [

:::report-package/Certifications and Attestations/S0C/
:::report-package/Certifications and Attestations/PCI/

:::report-package/Certifications and Attestations/IS0/

FHRETB IR
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"arn:aws-us-gov:artifact
Attestations/S0C/*",

"arn:aws-us-gov:artifact
Attestations/PCI/*",

"arn:aws-us-gov:artifact
Attestations/ISO/*"

]
]

EARBAR BRI B4 B E 8

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

:::report-package/Certifications and
:::report-package/Certifications and

:::report-package/Certifications and

"artifact:GetReportMetadata",

"artifact:GetReport",

"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"artifact:ReportSeries": [

"s0C",

"PCI",

"IS0"
1,

"artifact:ReportCategory": [
"Certifications and Attestations"”
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AWS

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:DownloadAgreement"

]I
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"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

}
]
}

AWS GovCloud (US)

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:DownloadAgreement"

1,

"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*",
"arn:aws-us-gov:artifact:::agreement/*"

]

}
]
}
B ERANRATH RN
AWS
{

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ListAgreementsActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",

FEBEFR
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"artifact:ListCustomerAgreements"

15

"Resource": "*"
1,
{

"Sid": "GetAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:GetAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptNdaForAgreement"

]I

"Resource": [

"arn:aws:artifact::*:customer-agreement/*",

"arn:aws:artifact:::agreement/*"

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementsActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements

]I

"Resource": "*"

"Sid": "GetAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:GetAgreement",

FEBEFR
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"artifact:GetNdaForAgreement",
"artifact:AcceptNdaForAgreement"

]I

"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*",
"arn:aws-us-gov:artifact:::agreement/*"

FHEFRBENRIB K, RAA TR, EIMA LY

|HR B
AWS
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

}
]
}

AWS GovCloud (US)

FEBEFR
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{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"
1,
"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*",
"arn:aws-us-gov:artifact:::agreement/*"

B AR RATHT RS

AWS

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",

TR IR 23
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"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/*"
},
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
}

AWS GovCloud (US)

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",
"artifact:ListCustomerAgreements

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

EBEFR 24
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"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource'": "arn:aws-us-gov:artifact::*:customer-agreement/*"

FERRBENREIBBNALRRANA T, BIMAL LN

|HR R -
AWS
{
"Versi
"State
{
IIE

IIA

1,

on": "2012-10-17",
ment": [
ffect": "Allow",

ction": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

"Resource": [

"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]
},
{
"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "arn:aws:iam:::role/*"
I
{

FEBEFR

25



AWS Artifact

RAriEmE

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam:::role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact"

}I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",

"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource": "*"

AWS GovCloud (US)

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*",
"arn:aws-us-gov:artifact:::agreement/*"

]

3,
{

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws-us-gov:iam:::role/*"

}
{
EBBIFARR 26
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"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws-us-gov:iam:::role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"
},
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"
1,
"Resource": "*"
}
]
}
BB BN RA TR RS
AWS
{

"Version": "2012-10-17",

"Statement": [

"Sid": "ListAgreementActions",

"artifact:ListCustomerAgreements"

{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
1,
"Resource": "*"
},
{

"Sid": "AWSAgreementActions",
"Effect": "Allow",

"Action": [

"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",

FEBEFR
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"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/*"
},
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
I
{
"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
I
{
"Sid": "GetRoleToCheckForRoleExistence",
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
},
{
"Sid": "EnableServiceTrust",

"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",

TR IR 28
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"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"
1,
"Resource": "*"
}
]
}

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws-us-gov:artifact

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:

:::agreement/*"

:*:customer-agreement/*"

FEBEFR
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}I
{

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/

artifact.amazonaws.com/AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
},
{

"Sid": "GetRoleToCheckForRoleExistence",

"Effect": "Allow",

"Action": [

"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"
.
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}

TIRASERRIMNER , AEEKSRD T, EXFML DY
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AWS

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement"
1,
"Resource": [
"arn:aws:artifact:::agreement/AWS Business Associate Addendum"
]
},
{
"Effect": "Allow",
"Action": [
"artifact:TerminateAgreement"
1,
"Resource": [
"arn:aws:artifact::*:customer-agreement/*"
]
}

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement"

]I

FEBEFR
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"Resource": [
"arn:aws-us-gov:artifact:::agreement/AWS Business Associate Addendum"
]
I
{
"Effect": "Allow",
"Action": [
"artifact:TerminateAgreement"
1,
"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*"
]
}
]
}
B BRI RAY TR
AWS
{

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

FEBEFR
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1,
"Resource": "arn:aws:artifact:::agreement/agreement-9clkBcYznTkcpRIm"
},
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
}

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/agreement-0g8HCNyYwYNp8AR1"

}
{
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"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource'": "arn:aws-us-gov:artifact::*:customer-agreement/*"

IBRBERROINR , LMEEHAREE T, #INL DI

|H R B -

AWS

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/AWS Organizations Business Associate Addendum"

]

},
{

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws:iam:::role/*"

I
{

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
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"Resource": "arn:aws:iam:::role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
},
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"
1,
"Resource": "*"
}
]
}

AWS GovCloud (US)

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*",
"arn:aws-us-gov:artifact:::agreement/AWS Organizations Business Associate

Addendum"

]

}
{

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws-us-gov:iam:::role/*"

3,
{

"Effect": "Allow",

TR IR 35



AWS Artifact AFiEmE

"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws-us-gov:iam:::role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"
I
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"
1,
"Resource": "*"
}
]
}
S ERBANPRA TR
AWS
{

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

3,
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
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"artifact:AcceptAgreement"
1,
"Resource": "arn:aws:artifact:::agreement/agreement-y@3aUwMAEorHtgjv"
},
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
1,
{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

]
}
}
},
{
"Sid": "GetRoleToCheckForRoleExistence",
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AwWSServiceRoleForArtifact"
.
{
"Sid": "EnableServiceTrust",
"Effect": "Allow",
"Action": [

"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",

FEBEFR
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"organizations:DescribeOrganization"

1,

"Resource": "*"

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/agreement-B47fKQArVebCOXE1"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:

}I

:*:customer-agreement/*"

FEBEFR
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"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/

artifact.amazonaws.com/AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
I
{

"Sid": "GetRoleToCheckForRoleExistence",

"Effect": "Allow",

"Action": [

"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"
},
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
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AWS

IANE=E
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P %

AWS BRI I0 5 38+ 4t
B
AWS SEC MM 17a-4 FffF

AWS SEC M 18a-6 Kt

AWS Organizations &l {X

AWS Organiations & X FiE
IVBLETE €N T

AWS Organizations ¥ #82 [
IR EE T T R

|HRRAX PR Y Artifact ARN

arn: aws: artifact::: THU/AWS
b Bh 38 B %

arn: aws: artifact::: H/AWS
PG 22 BB R BE T B B %

arn: aws: artifact::: H/AWS
B K RT3 3R B4t B8 B %

arn: aws: artifact::: TH/AWS
SEC #il 17a-4 Mf%

arn: aws: artifact::: FH/AWS
SEC #iN 18a-6 Mfx%

arn: aws: artifact::: FMX/AWS
8 20 7 ol R A B %

arn: aws: artifact::: THU/AWS
4H 40BN B B R B4 it 2
Bt 3%

arn: aws: artifact::: FHMX/AWS
4R 4O F T 22 N IR IR AV B’ 3R
Fff

BT BANBREY Artifact ARN

arn: aws: artifact::: TS/
-9¢1 Tkep kBcYzn RIm

arn: aws: artifact::: s/
-3 Gt YRq9r GUIu72r7

arn: aws: artifact::: TSU/IN-
sb LSDe8bitm AXNr9

arn: aws: artifact::: THSU/IL-
bexgr7sjv Gxu XAW4

arn; aws: arnactifact::: t#
W/APIL-XC HZTd NwJuq
OKLRe

arn: aws: artifact::: /-
y03auw Htqjv MAEor

arn: aws: artifact::: FSU/IX-
yp eg4b DMFXTe PE7k

arn: aws: artifact::: FS/IX-
uojejr3vonvrhv52
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AWS GovCloud (US)

[ANEE |BARFXBRAY Artifact ARN BT RANRR Artifact ARN
AWS 7l ) 4 B arn:: artifact::: THiU/AWS arn:: artifact::: Agrement/
aws-us-gov )l R 4 Hf F Agrement-OG8 2H#J aws-us-

gov HCNy YNp8 AR1

AWS B ARFILREIREIEM  arn:: artifact::: Agrement/A arn:: artifact::: Agrement/
TR aws-us-gov WS 8 X FI L 5 Agrement-g1r Li aws-us-gov
BIRSER BN R BS2 MGYj CCXy

AWS Organizations Bl fkf# arn:: artifact::aws-us-gov: t#  arn:: artifact::: Agrement/
W/AWS 4B LR 7l K R Bt Agrement-b47fk0 C9 aws-us-
gov ArVeb XE1

AWS Organiations AR arn: artifact::aws-us-gov: t  arn:: artifact::: #MU/Hil-osn

N B R Zh At ' B % BWAWS ALR AR REBER  Ibilp8 Nw5 aws-us-gov RB73
WiE M E MR

Bl AWS XigiH IAM BUER R AWS Artifact

R eI E 1AM AP R FIXRARREE . & AR A B AWS Artifact # & F A REANKF
FALEZ N T

AT SRR ) R B W] BURSE IAM R P AR BV T B4 31 v H 29 BRI R

XEHRER TR AWS XiF, BXEMAN KR AWS GovCloud (US) Regions , iHZEHH IAM F
B~ AWS Artifact 5l AWS GovCloud (US) Regions
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- EERPIKI KBTI
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Example B BN REE AWS 1R & H K& R Bl

® Tip

R [EfE A AWSArtifactReportsReadOnlyAccess £ BN K , MA—REN B KK,

T REFBEIBANRE T THAE AWS HREHNR,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

LU RESR BT B AR R FX T8 AWS SOC.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource": "*"
},

{
"Effect": "Allow",

PCI # ISO R &R R,

il AWS XIEHY IAM B R4
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"Action": [
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"IS0"
1,
"artifact:ReportCategory": [
"Certifications and Attestations"

Example B 5 =75 1R &5 09 K BE R4

® Tip

Rz B 5 F§ AWSArtifactReportsReadOnlyAccess EE X EHE , M

E=FHREH IAM BIR report £Ro

UTHERRRTFAAES=FREHENNR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",

=
=

E

MBS R

il AWS XIEHY IAM B R4
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"artifact:GetReport",
"artifact:GetTermForReport"

]I

"Resource": "*"

UTHRR T THE =T REHNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReport",
"artifact:GetTermForReport"
1,
"Resource": "*"
}
]
}

BUT REER T 5 H 5 = IR &S RIER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReport"
1,
"Resource": "*"
}
]
}

UTRERTEEMARANE=STHREFHESNINR.

Bl AWS XIFEY 1AM BUER Rl
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,

"Resource": [

"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:*"

UTRBRTERREREINE=FREFAEEHNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,
"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:1"
]
}
]
}
® Tip

& 112 # B E A AWSArtifactAgreementsReadOnlyAccess B

AWSArtifactAgreementsFullAccess FEEREE , M A RE X B 2K,

Example &2 M A K BE =51

LUT SRR T T AR R ER.

il AWS XIEHY IAM B R4
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": [

min

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

LT SRR T2 AR R R,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:ListAgreements"

il AWS XIEHY IAM B R4
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]I

"Resource": [

"

]
},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

LT R R T L A IR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

il AWS XIEHY IAM B R4
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}

BT REER T EE MNITIK R A IR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

Bl AWS XIFEY 1AM BUER Rl 48
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LUTXRBEBEFLUEATEERNIAM BEHNPR AWS Organizations, AWS Artifact #4041 1Y & Ik
A E B X R BEFT 1R A A R i

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole",

"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

LTRBERFRFER AWS Artifact B9 BREIIX PR AWS Organizations, R4 AME R K- S E
X LAY PR = BEFT 2R 8 AR A 4R TR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"
1,

"Resource": "*"

Bl AWS XIFEY 1AM BUER Rl 49
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]
}

Example &3 & MK 7 1% B 5K BE =451

LTERBERTFEREERKS, PR,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",
"Action": [

Bl AWS XIFEY 1AM BUER Rl
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"iam:CreateServicelinkedRole",
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

]I

"Resource": "*"

Example & 24 2 A9 SR BE R 5

LTRERTFERAQADANNER. EEMENRNSE — AP S0RIEH R

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

Bl AWS XIFEY 1AM BUER Rl
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"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/*"
I
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
},
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"
1,
"Resource": "*"
}

UTERBRTFEFAADIUANRR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

}I

il AWS XIEHY IAM B R4
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{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/*"
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"

]I

"Resource": "*"

Example &8 £1#) K B =51

UTREETFER AWS Artifact BHIRY T2 R,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel",
"notifications:CreateEventRule",
"notifications:CreateNotificationConfiguration"

Bl AWS XIFEY 1AM BUER Rl
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1,

"notifications:
"notifications:
"notifications:
"notifications:
:GetNotificationConfiguration",
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
:TagResource",
"notifications:
"notifications:
"notifications:
"notifications-
"notifications-
"notifications-
"notifications-
"notifications-

"notifications

"notifications

"Resource": [

g n

DeleteEventRule",
DeleteNotificationConfiguration",
DisassociateChannel",
GetEventRule",

ListChannels",

ListEventRules",
ListNotificationConfigurations",
ListNotificationHubs",
ListTagsForResource",

UntagResource",

UpdateEventRule",
UpdateNotificationConfiguration",
contacts:CreateEmailContact",
contacts:DeleteEmailContact"”,
contacts:GetEmailContact",
contacts:ListEmailContacts",
contacts:SendActivationCode"

LT REE R T 5| H AT B BB RV BR o

"Version":

"Statement": [

{

"2012-10-17",

"Effect": "Allow",

"Action": [
"artifact:GetAccountSettings",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationHubs",
"notifications-contacts:GetEmailContact"

1,

"Resource": [

Bl AWS XIFEY 1AM BUER Rl
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"

U SR EE R T 02 8 B AR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:SendActivationCode",
"notifications:AssociateChannel",
"notifications:CreateEventRule",
"notifications:CreateNotificationConfiguration",
"notifications:ListEventRules",
"notifications:ListNotificationHubs",
"notifications:TagResource",
"notifications-contacts:ListEmailContacts"

]I

"Resource": [

"y

T RER T REBEENNR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",

Bl AWS XIFEY 1AM BUER Rl
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"notifications:AssociateChannel",
"notifications:DisassociateChannel",
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration",
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts"

]I

"Resource": [

"

LAF SR B 2 T M BR L B AV A PR

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeleteNotificationConfiguration",
"notifications:ListEventRules"

1,

"Resource": [
nxn

]

}
]
}

UTRBERTEREEFAEENNR,

"Version": "2012-10-17",
"Statement": [

Bl AWS XIFEY 1AM BUER Rl
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{
"Effect": "Allow",

"Action": [
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications-contacts:GetEmailContact"

]I

"Resource": [

"

BUT SRR T2 M S BUH E AT B & O R

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeregisterNotificationHub",
"notifications:RegisterNotificationHub"

1,

"Resource": [

"y n

FEY IAM RE& R AWS Artifact 5l AWS GovCloud (US) Regions

XL BERERTF AWS GovCloud (US) Regions, B<EMA Tl AWS XFEHEK |, ESFEEL
AWS XiH#9 IAM ZKBE R AWS Artifact

g2 E 1AM AP R TR R, &0 AR A P E AWS Artifact & F A REANK
FALEZ TP
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Example B & #Y K BE =1

MTRERTTHAE HRENNR,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

:]I

"Resource": "*"

T REEETXTEH SOC, PCI F ISO HREMNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

1,

"Resource": "*"

}I

M5l IAM policy AWS GovCloud (US) Regions
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{
"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"IS0"
1,
"artifact:ReportCategory": [
"Certifications and Attestations"

Example &2 MY #Y K B =51

UTRBET THAMENUAHRR. 1AM AP X0 AR 82 Z 11

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": [
nin
]
o

{
"Sid": "AWSAgreementActions",

41 1AM policy AWS GovCloud (US) Regions
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"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,
"Resource": "arn:aws-us-gov:artifact:::agreement/*"
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement"
1,
"Resource'": "arn:aws-us-gov:artifact::*:customer-agreement/*"

LT SRR T2 AT A LAV ER .

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"artifact:ListAgreements"

]I

"Resource": [

nmin

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

41 1AM policy AWS GovCloud (US) Regions
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}

U T REETFL B THPAINR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

BT REER TER MNITIKS R 3 IR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"
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}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

Example 55 K KB =l AWS Organizations

LTRBERZRFLUEATEERN IAM BEHRER AWS Organizations. AWS Artifact &40 42 B B Ik
FRMERX LR BEFF a6 AL R

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelinkedRole",
"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
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"iam:AWSServiceName": [
"artifact.amazonaws.com"

UTRERFRTER AWS Artifact BV BREVIXBR AWS Organizations, BALRWERIKF HAMER

XL PR BT 1R A ER i

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

}
]
}

Example B2 EEIK - LAY K& =B

LT RBRTFEREEEKS IR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

41 1AM policy AWS GovCloud (US) Regions
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}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelinkedRole",

"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
.
{
"Sid": "EnableServiceTrust",
"Effect": "Allow",
"Action": [

"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
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"organizations:DescribeOrganization"

1,

"Resource": "*"

Example B A L il &Y 5K B8 = 651

UTRBRTERALMDUAINER. EERENRNS — AP SR EAL DI,

"Version": "2012-10-17",
"Statement": [

{

}I

"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

41 1AM policy AWS GovCloud (US) Regions
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{
"Effect": "Allow",

"Action": [

"organizations:DescribeOrganization"

]I

"Resource": "*"

UTERBRTFEFAADIUNRR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws-us-gov:artifact

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:

:::agreement/*"

:*:customer-agreement/*"
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"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"

& AWS BERBEH T AWS Artifact

AWS RERBERHYUEMEENILIRE AWS, AWS RERMEEN TS ELABIRMNER , LUE
BRFBAAF, ANBEsERNR,

FidE , AWS HRERB AT NENBEASRTFRENBENR , BAENTHAE AWS FF-E
M. RMNBVBEIEXBETENERAZSNES EEERERE-TRDNR,

BT EERAWS HERBPE LR, MR AWS B AWS HRERBPELHNR , NEHFLE
B iZREATXBRNFTEERASH (AP, ANBE ). AWS REAREERIFHN API HTERS T
LAER#T AWS IRSS BY API BRAERTE£T AWS HE R,

BREZEER , F5H (AM BFERE) i AWS HE XK.

AWS ITE KA : AWSArtifactReportsReadOnlyAccess

EA LU AWSArtifactReportsReadOnlyAccess REEKNE] IAM &5,
WEBRERTATFIH, EFENTEHRGEWread-onlyiIX R,

MRIFEMER
ZREEEE LT,
« artifact— RFZEFEAM AWS ArtifactF 5|, EFEMTHIRE.
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport",
"artifact:ListReports"

1,

"Resource": "*"

AWS EEXKRE . AWSArtifactAgreementsReadOnlyAccess

B LA AWSArtifactAgreementsReadOnlyAccess REEHTINE] IAM & 13,

ZB KRR read-only T3 H AWS Artifact BRS5 U TR EEZHUMNR, ©ESHEF HM#ERA
L[EMEENR, A ZRKBEATREMENRSHEXSCRERFE.

RERFMER
ZERBEBEU TR,

- artifact— AFZERAFHAEHUHEEEFHNEEZ ML AWS Artifact
« IAM— AFZREAFER GetRoleRBEBRSZSKKABRAREFE.
« organization— AWZEF AR LR H 5 HH LK RS 15 EARBR

AWS

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementsActions",
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"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "GetCustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "AWSOrganizationActions",

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

"Sid": "GetRole",

"Effect": "Allow",

"Action": [
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact

AWSServiceRoleForArtifact"

}

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [

.amazonaws.com/

AWSArtifactAgreementsReadOnlyAccess
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"Sid": "ListAgreementsActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "GetCustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

]I

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Sid": "AWSOrganizationActions",

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

"Sid": "GetRole",
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource'": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"

}

AWS EE KR : AWSArtifactAgreementsFullAccess

BT LU AWSArtifactAgreementsFullAccess KEEHIINEI IAM & 15,

AWSArtifactAgreementsFullAccess
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ZEEBEFI W, T, BEIZMLIE AWS Artifact MU Ful IR, EEBHEELALRSHIHNE
R AWS BRSS 15 R RRAVINER | AR R AL FMERNNR, W | ZREEARTFREFRFEN RS
XABREBEFE , URTEFE , WelE—1,

RERFAE R
ZERBBEUTR,

« artifact— AFRREATIE, TH, EIHLIERE AWS Artifacti
« IAM— AT ZERASLER GetRolet| ZBRFXBRABHRERS XKACGREFE.
- organization— ARFEFXARRALH /B AALRN RS HRRE,

AWS

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"
.
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

AWSArtifactAgreementsFullAccess [l
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"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
I
{
"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
I
{

"Sid": "GetRoleToCheckForRoleExistence",

"Effect": "Allow",

"Action": [

"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
},
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws-us-gov:artifact:

:::agreement/*"

:*:customer-agreement/*"

"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration",

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"

]I

AWSArtifactAgreementsFullAccess
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"Resource'": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
.
{

"Sid": "GetRoleToCheckForRoleExistence",

"Effect": "Allow",

"Action": [

"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"
},
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource": "*"
},

{
"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

"artifact:ReportCategory": "Certifications

and Attestations"

AT BUR AR T RR1ZSOCRK B T AT E AWS Artifact 3R & B X BR

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource": "*"
ol

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

f£R 1AM &8
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]I

"Resource": [

"

1,
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications and Attestations"”

UTHBEAFERE TR EZZCertifications and AttestationsZEBIFMSOCEKTITFFA AWS
Artifact R & B FR .

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications and Attestations"
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» PutAccountSettings

» AcceptAgreement

» AcceptNdaForAgreement

» GetAgreement

» GetCustomerAgreement

» GetNdaForAgreement

» ListAgreements

 ListCustomerAgreements

» TerminateAgreement
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A4S EIRF EHI .

LA RHIE R T ER1Z GetReportMetadata & 4#E# CloudTrail B&E% B,

{
"Records": [
{

"eventVersion": "1.03",

"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
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https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetCustomerAgreement.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetNdaForAgreement.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_ListAgreements.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_ListCustomerAgreements.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_TerminateAgreement.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
},
"eventTime": "2015-03-18T19:03:36Z",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Python-httplib2/0.8 (gzip)",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not

authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-

east-1::report/report-f1DIWBmGa2Lhsadg",

"requestParameters": null,

"responseElements": null,

"requestID": "7aebcd@f-cdal-lle4-aaa2-e356da3lesff",

"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",

"eventType": "AwsApiCall",

"recipientAccountId": '"999999999999"

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
.
"eventTime": "2015-03-18T19:04:427",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"requestParameters": {

"reportId": "report-flDIWBmGa2Lhsadg"
},
"responseElements": null,
"requestID": "a2198ecc-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",
"recipientAccountId": '999999999999"
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