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python-hello Rl 77fif FE#Y L4

Example requirements.txt
pyramid==2.0
Example server.py

from wsgiref.simple_server import make_server
from pyramid.config import Configurator

from pyramid.response import Response

import os

def hello_world(request):
name = os.environ.get('NAME')

if name == None or len(name) ==
name = "world"
message = "Hello, " + name + "!\n"

return Response(message)

if __name__ == '__main__"':

port = int(os.environ.get("PORT"))

with Configurator() as config:
config.add_route('hello', '/")
config.add_view(hello_world, route_name='hello')
app = config.make_wsgi_app()

server = make_server('0.0.0.0', port, app)

server.serve_forever()
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FEL RS |, BFETHEE GitHub = Bitbucket £ BIZ K RAIRK B 76 EIZ App Runner AR
%, the section called “FEREFH"ZRHIBE—NELH Python Wik, U TE2ABRFSHEEDR .

1. BLEZRRAE,
2. BBEREDE

S8 1 : 812 App Runner RS 8
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3. RiENAEFHE,
4. BB ERIRSS -
5. ERHBIA.

TESLR T 612 App Runner IRESHIS R -

Source

Configure build Configure service

* Runtime
* Commands
* Port

* Service name

* Environment
variables

* Connection * Trigger
* Repository

ETRABEMEESE App Runner fRSS

1. BRELNRAE,

a. 37 App Runner ##&l& |, RBTE ‘X" 5&kAH |, EBEH AWS X,
b. HRE AWS K/~ ZEEM App Runner fRS , MAE RENET, EEBIZ App Runner R

%o

i Customer Account ~ M. Virginia ~ Support ~

Get started with App Runner

Create an App Runner service

MR AWS Ik EERS , M2 REEENERSHRMN ‘RS WH. iE#F Create
serviceo.

S 1 B App Runner fRSS 9
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AWS App Runner

FRARER

AWS App Runner X App Runner ) Services Services X

Services

9/6/2023, 8:44:50 PM 9/6/2023, 8:44:59 PM UTC

9/6/2023, 8:30:17 PM 9/6/2023, 8:30:17 PM UTC

c. HRABMNBIREARABISH , W T EMERE |, BERABERE.
d. GEHREREMHFHRE, EEHEDP—GitHubs Bitbucket.
e. ETREHEHE, WRHIET , BRHEER GitHub = Bitbucket FilE,

f. HBiE

B RARNREEERBERT -ASR,

(® Note

BAR A GitHub K /7 2% AWS JE#E3/ GitHub S RE— XML TR, BAUESEFEH
ZEE , RTBUKF PR FEELIZEZA App Runner BR%. HECHEEN | ik
BRREEAREFHEELRE,

X [F)#5E A T #8489 Bitbucket IKFP B9 AWS £ §285, MR GRS EAME GitHub
Bitbucket #£9 App Runner lRFHRRBIFMHE , IFENSMEMHBERE -
AWS E#8R. A5, BUEEEAESMNEESRKUEES App Runner fiS5,

XNTF GitHub , FERUAT S REE.

i. BET—MNREL, BAEEEN.

i. WMBRXEEHE—IXTE App Runner B{EM GitHub , IBERRERS —1,

ii. 7 “AWS EHERR GitHub” XiEAEF , MRHIRR , HEEFLEH GitHub 1k &,
iv. MRRGRFEN AWS EHSR GitHub , HEFRRN AWS EH,

v. TE “RIE AWS EREER GitHub” XiEES |, &R “RE

ZHK B MR R AEENGItHub IKF/ER, IE , BAIAEKF FEFEFEE.
vi. T “FHEEH , EERECIEN RFIFMEEpython-hello, XfF Branch , &&F €

B bA S S M- ——main)
1% 1 : I App Runner f& > AT ] o 10
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FRARE

M

Vii.

HREFRENRIAE. ZEFRRUANFRERE R, EREHN “ERFMH PR
B, BERABFEEFEERE XH.

X F Bitbucket , FIRBLUAT TRIEE,

Vi.

ET—1MREL , AAEESR
MRXZRIEE—IXTE App Runner F{EF Bitbucket , IHEBRZES —1,

TEAWS CodeStar iER G RINBEXN FER , BRI AEELHN TEZRHRTX
Bitbucket &£ BV EIA PR, AWS CodeStar i&RE T/EZEE , REERF BFiH
B PR

BETXR , BNEEEREE AWS 24148, ¥iA Bitbucket NARF2IRE N EHEH
Bitbucket T4EZ2[A] , RFIERFE “T—F"

EFHE B, RRENEN RHEMEEpython-hello, XF Branch , %&F £
FERBRIAD AR (HlE0, main) .

HREXRRENRIAE. ZERMANFRERE R, EOEHN “ERFH SR
h, BRENFRABFEREF#ERE P,

2. EELHEE : £ HERE &2+ , &F B3, RBFEET-F%

(® Note

BEEMEE  SRAOFEERE ZREINVHABTEHS B ERE RS AVRTARA.

S8 1 : 812 App Runner RS
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FRARER

Source and deployment i

Choose the source for your App Runner service and the way it's deployed.

Source and deployment

Source

Repository type

() Container registry

Deploy your service using a container image stored in a
container registry.

) Source code repository

Deploy your service using the code hosted in a source
repository.

Provider
Choose the provider where you hast your code repository.

GitHub

Github Connection infe

App Runner deploys your source code by installing an app called "AWS Connector for GitHub” in your account. You can
install this app in your main GitHub account or in a GitHub organization.

| myGitHub v ‘ Add new
Repository

| python-hello v ‘ &
Branch

| main v ‘ C

Source directory

The build and start commands will execute in this directory. App Runner defaults to the root directory if you don't specify a directory here.

[/

Leading and trailing slashes (*/™) are not required. Valid examples: "apps/targetapp”, "/apps/targetapp/", " /targetapp”

Deployment settings

Deployment trigger

() Manual
Start each deployment yourself using the App Runner
console or AWS CLI.

@ Automatic

Every push to this branch that affects files in the
specified Source directory deploys a new version of your
service.

B

: 812 App Runner fR%
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3. EBENAERHE,

a. EBEME THL, K XFT BEXH , &F EhLEEMERE
b. REUTHRFRE :

- Z1TH — #%&# Python 3.

- ERBT-fApip install -r requirements.txt.

- B S-Hi Apython server.py.

- U M-%i A8080.
c. B‘EET—-F,

(® Note

Python 3 E1THIEAEARH Python 3 HBEFIREY R Python XIE#9% Docker H. A
B, BB —ETZERNAERMINERS.

S8 1 : 812 App Runner RS 13
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FRARER

Configure build

Build settings

Choose an App Runner runtime for your service.

Python 3 v

Build command

your code.

pip install -r requirements.txt

Start command

command can access environment variables that App Runner and you defined
python server.py
Port

Your service uses this IP port.

8080 o

Cancel

Configuration file
© Configure all settings here Use a configuration file
Specify all settings for your service here in the App Let App Runner read your configuration from the
Runner console. apprunneryaml file in your source repository.
Runtime

This command runs in the root directory of your repository when a new code version is deployed. Use it to install dependencies or compile

This command runs in the root directory of your service to start the service processes. Use it to start a webserver for your service. The

4. EEEHRS.
a. EEERFSTHEHNEKRFRER?S , MARSER.
b. E“‘HRREEE"T , &R PMKETE, NHRRETERUUTE,
o RIR-EFF LA
s IMEEZEER TR — NAME
s METEFE-EIEEN (S, ENEF ).

S 1 : 812 App Runner fR%
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® Note
~ENARFEREAENMEEERRENEYN , HEENT LERZER.

C. ﬁj:%-lt_io

S8 1 : 812 App Runner RS 15
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Configure service o

Service settings

Service name

python-test

Virtual CPU & memory

1vCPU v 2GB v

Environment variables — optional info

Add environment variables in plain text or reference them from Secrets Manager A and SSM Parameter Store @A Update IAM Policies
using the IAM Policy template given below to securely reference secrets and configurations as environment variables.

No environment variables have been configured.

Add environment variable

You can add up to 50 more items.

» 1AM policy templates

» Auto scaling info

Configure automatic scaling behavior.

» Health check info

Configure load balancer health checks.

» Security info
Specify an Instance role and an AWS KMS encryption key

» Networking info
Configure the way your service communicates with other applications, services, and resources.

» Observability

Configure observability tooling.

S 1|: 8l Ap el iS5 16

Use tags to search and filter your resources, track your AWS costs, and control access permissions.

Tags — optional
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FRARER

5, H'EFAME MEL , RIESMANFTAERARGE , RAEEE QIBHME.

MRBEIET RS  2HARERRSEFNER , Eha8sHRSHRS L.

T Create senve in progress,

App Runner Services python-test
python-test .. actioms ¥ || G
Service overview
54 Service ARN
CJ b (3 arrcawsapprunneriu-east- 2 234567 001 serviceipythan-
Dot dormak test /T XA T280ca2 A0 ER 1 ThSehdc el 258
L adidgwp a5t awsapprunner.oom [4 Source

Activity (1] e

Event Status Started v Ended

Create service Pending 6222021, TN 2:59 PM UTC

D brttpes: fgithub comyfyour_acoount fpython-hello/main (4

Legs Configuration Metrics Custom domains

6. WIFEMNRFEREBEESEIT.

a. ERFSNUR|IAEL 6 FIERSRESZN “EFEET
b. EEIIAEAZE , BNEMNRSMIGHI ML,

(® Note

9 7 3858 App Runner LRI Z LM | *.awsapprunner.com 32 E AR ER XK
(PSL) HiEffl, ATH—FIREZELM , MREFZEE App Runner B AREFHVERIA
B & PIREBHR Cookie , RATBWEFERAT__Host-HIZ&HK Cookie, iXfFFHB TR
PIEEE FE,BE%M,\@%ZWJJE (CSRF) W, ETHEZER , 2K Mozilla JF
K EMEFE Set-Cookie TWH -,

FER—IMMRT : fREF , your name !

S 1 B App Runner fRSS 17
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AWS App Runner FRARIER

Hello, Jane!

c & @ & https//gruadidgw east-2 awsapprunnercom *** Tf M 0 =

£2%  BEREHNRSAE

EWEHRF BN EEERE XZPHNRBHITER, App Runner CI/CD THEES B EREEHGEH
HEBREHRS .

B RS ARS RS

1.

2
3
4.
)

SRS RO FEE,

WER N X Fserver.py.

EoATENREN Fmessage , FXAEEKHelloNGood morning,
REENESFRERER I EFM#E,

LTS RIEEA T EH GitHub i E B RS KB,

a.
b.

C.

SMEIEH =B GitHub F& .

B X HEserver. py ASMENIZ 4

®FR RBIHE (HRERR) .

EoBRATENRIEN Fmessage , FXAFERHelloNGood mornings

B28  ERENRSKE 18
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- = - " =
28 linmes (18 sloc) 634 Bytes Raw Blame l;] 2 u
from wsgiref.simple_server import make_server q{hj
from pyramid.config import Configurator
from pyramid.response import Response
import os

f hello_world(request)

name = os.environ.get( MAME")

if name == None or len{name) == @:
name = "world”
message = "Hello, " + name + "!yn"

e. EREXER,
6. JFANIREY App Runner FRSERBFMAVIER, ERSEHERAE L , BRSRSE RN RERTT
o

FEWFEL R, ERSURETE L , BSRESNERXEIEEEIT.
7. WIFRRERE A : BIFE SRS W TTAY R 2RI+

ZNENEE RMENEHEE . ELIF | your name !

PRI FEREE

A SERA |, ERINAMESRMEZRBERTER , UETRRSEENER.
ERRRZEE

1. $TFF App Runner 251& |, RBE ‘X" 5K+ , EFEHN AWS XiF,
2. ESMBE®KD , EERS , REIERZFEN App Runner &%

25 8 E R A RS BRAY RS MU RIR.

SR 3: EHEE
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AWS App Runner FRARIER

O]

App Runner Services python-test

python-test w. [ actions v |[ ¢ | IR

Service overview

Status Service ARN
@ Running [P arnaws:apprunnerus-east-1:123456 78901 Z:service/python-

) test/23f9aaTed4744Fbeb 96 1e85014386b0d
Default domain

https://62wweSevee public.gamma.us-east-1.bullet.aws.dev [4 Source

0 https:f fgithub.com/your_account/python-hellofmain [

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) into

Q 1 @
Operation Status Started v Ended by
Create service ) Succeeded 372242022, 6:d6:22 PM UTC 3/22/2022, 6:51:35 PM UTC

3. ERSMUKRBRIEL , EHREERTF,

ZHas L NS0 ERENRSEERE

4. X BERS MoH , EREE,

Configure service

Service settings

Service name Virtual CPU & memory

python-test 1TwCPU & 2 GB

Environment variables

Key Value

NAME Jane

5. XNTHEBRANKEZTENAME | B ZEEINHMBENR,

SR 3: EHEE 20
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FRARER

6. 1%3# Apply changes.

App Runner BZEfM TR, ERFEFERAE L , RSRSERNBEERITH,

7. FHEEFER. ERSUERTE L , BSRESNERE EAE
8. WIFEMBEMI : MIFE RS M T ATR K

ZRHEIEE RMEBEHEF

S|4 BEFERSAE

HEWS RS,

& %% Amazon CloudWatch CloudWatch B& ( B )
&2 Hthe section called

Runner BEHEER ,

EERSEE

BLE,

2 ERIET R o

new name !

Z1T,

1&494E F App Runner #2443k & & App Runner RS HI B &, App Runner I BERR
HANEEERERSWESERL. BX% App

& ( CloudWatch B& ) 7

1. 3TF App Runner #£§|& , REE “XiF” Sk |, EEFEEH AWS XiF,

2. TESMBERT , EERRS , RAFIEFREH App Runner BR%

2H & TR RSB

R BR S5 U R AR

J‘.pp Runer Servioes

python-test .«

Service overview

Status

&) Running

Default domain

Logs Activity

A{tivlty ( ]]' Infa

Q

Operation

Create service

|_|:_'L!|'_;|: test

https:ff62wweBevee public.gamma.us-east-1.bullet.aws.dev A

Metrics Observability

Status

&) Succeeded

=SR] - |

Service ARN

[P arm:aws:apprunnerus-east-1:12345678901 Z:service/python-
test/33f9aa7c 44744 bcb96 10850143860 0d

Source

D https:/ fgithub.comfyol

Configuration Custom domains

Started

3/22/2022, 6:46:22 PM UTC

ur_account,/python-hello/main [£

v Ended

3/22/2022, 6:51:35 PM UTC

R4 ERERSEE
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3.

N o o bk

ERSMRRTE L |, EFEATEDT,
ZEHas NS ERLHRENBEE

« BEHBE-App Runner [RF4EMBEMHPIES, 2HEEREMEMH.
- MBAZ-REFEEIFERNEN App Runner RS, %158 E RS/ EFEM B SR,

- NARRFAXR-ZHBHEN App Runner lRSSHI Web R ARERFHNAH, BHANMEEEETH
%ﬁ]ﬂ"ﬁﬁﬂjé#ﬂ—/\ﬂzmumqﬂo

Event log e ] View in CloudWatch [ || View full log Download

F running

Deployment logs (1) infe O

Q 1 &
Operation v Status v Started v Ended v
Automatic deployment @ In progress 12/21/2020, 2:30:31 PM UTC _—
Application logs e | @ || viewincCloudWatch [4 || Download |
Marme Last written
Application logs 12/21/2020, 2:30:31 PM UTC

EERBENDE , FRAERRE , HFHBEETIREEE. BRUERREPERNEME,
EERHSHE  BERERXERLS (BH4EX ) AEREN (MBENLARFAEE) .
EECTE UATHAS, NTHBEAER , BEER-MAER,

1EZEEF CloudWatchA3TFF CloudWatch ##|& |, HEAE S IFIIEER K EH App Runner fRS
HE. WFHMBAER , BEERE—PEER

SW4: BERFEE 22
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® Note
MREEEFERERFNNARFEE , MAREANNARFBE , N CloudWatch 2
FERsIEA.

E5L5 B8

W& , BLELFS) T WM App Runner BRS5, EFAEMHIT - LEER, EUHTRTD , BHMERZ
ARSS LA BR T B R E R B IR,

bl B 4 9 AR 55

1. ERSFSNRBRTE L , EBRRIE , RREERBRES
2. EWIATEES , MAREHXAR , REEER R,

ZR 2HAaSME RS WHE. ENINIB R RS ERRESN ‘BER . TAZE , EMFIR
FHKRT.

T A EERBREEARKEPMEMN GitHub 1 Bitbucket &, BXEZEELR |, 55 the section

called “Connections”’,

ETRMAA
W, BERHLEBTHE—/ App Runner RS , BEUTEBTHF THEZEER -

o ZHFBEIZ— 5 App Runner fXHI5EHg, FEHSHM AWS BIRo

- ETERGHNERSH ETRBHRS — App Runner ATLAERE M F K B M R AR R

« 79 App Runner ff x— F A SRIEBEZEZ] App Runner IR AR FRBA N T NS,
- RAREFIEITEREEA— FA App Runner B#| A BB MNISRENRS .

- EEENRS— S App Runner REH £ B H,

o AMNME—BIEEER, ERAE, LEEH. BRERRSBERAUKRRER HTTP RSN ARE
FE4H , THER App Runner IR IR1E,

« App Runner it E XX — —FETFTEEMN L , BT R App Runner RSB FEITIRITRIBER
I,

®5% . FE 23
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- NAEFIZ1T8F APl— E App Runner N ARERFHEZED (AP]) 82, 3=E, EFHMMIBER App
Runner &R,

- ZeM— EFEH App Runner MIEMRREE |, BULESTRANERARBR=EZE, AWS

BT R4 24
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App Runner Z2 ¥ F1# =

AWS App Runner N7 EHFREURRBHRREG , HER N EQEMLEF EEESITH Web IR
AWS Cloud, B% , BREZEEA— App Runner REENT 8|2 EHI RS, CreateService

FRRMRGFEME | B R HE—/ ready-to-use BEFH 5 , App Runner AILAEBIZE B Kz TR
Web . FRBRREBEF®EE , SR REATHENEIT Web RENVKBMEE , HUBFENE
TRRERN BF5. App Runner XFZNMNEEF S , BINEEHE NEZNTFEEZEREINREEET
Ao

Bt , App Runner AT BAM Bitbucket {17 #GitHubFE A48 BERRATE |, B AT LAMEH Amazon
Elastic Con tainer Registry (Amazon ECR) Re gistry F#& RGN RE %, AWS IkF

TERETRT App Runner REEMHER, EZBF , RN ROIRS . —FEFEXE Amazon ECR #Y
R GitHub , 3 —fEfER B Amazon ECR FRM R, FERMRREtLEA T Bitbucket FiE .

)

- (@

GitHub App Runner Amazon Elastic
Container Registry

o
@

NMARFEITEERE

LT =5 App Runner FIZ1TH Web RS HHIRBBE

B ARFETERES 25
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/

AWS App Runner FRARIER

« App Runner fR% — App Runner A TRIEBRRBEFHEDR BTSSR ELBNEENARZEFHN AWS &
Ro App Runner fRS—RBARFINIZITHRA, BXUEBRSZSWESZEE |, 55 Hthe section called
“BIEE",

o REB-ENIBE App Runner RFIRUNWFRFHEXE . RREREE S,

- EREEREE-ZELHNNARSFIR (410 Bitbucket 5, Amazon ECR ) I EMERS . GitHub

 App Runner #E# — —f AWS &R , 2 App Runner iR Z & EREEKF (Fl20 , GitHub Ik
PRALR ), BEXEENEZFEE , S Hthe section called “Connections”s

- BT — ATHBRABE#ENEMESR. App Runner I TREIMEEFL & MMRARMT SRt
EiZTH. BXESER , 50 ETRBWES,

- BE-FREEENENRE (RBIES ) AT App Runner IREWIRIE, REFHEXRBERE
BIZRFZ I FHITH. UEHNBEBATUBLUATHB AR 2 —#1T :

- BFEB-—I CI/CD IhEE, B LASF App Runner REE BN RBEHEDE RNNARFNE
MEEBZHEE (N FRAB ) B, XTURFRRBEEEFNIFRER , tTUARRBGFMH
FE P B 5T B R RR S

- FHHB — FABEBZH App Runner IREIE,

« BENE — &5 App Runner REXBWIE B, B8 Web R ATREFH A F o] LU Lt igim 1 2 2R
TABY App Runner FiF3K 15 B 28 Web Bk, BXEZEE , S the section called “BE Y13

® Note

7 #8758 App Runner IR FRIZ £ , *.awsapprunner.com 2 £ A HF4%5I& (PSL)
FiEft. ATH-—SRERLMY , MREFETRE App Runner NAEFHERIAEE RiRER
B Cookie , BB A FEHAS__ Host-BIRH Cookie., XA TFRIFEME | FHEELL
RIERMAE (CSRF) Wi, ETMEZEER , HSH Mozilla F X EMEHH Set-Cookie T
18

- %43 — App Runner B/RETEE1T App Runner BRFS I ERE R EHITRIES) . S HITH , RS
MRESLE R ERNOPERATION_IN_PROGRESS ( ##I&FEEHITIRE ) , FE/LD %, EILH
B, RS LNERE (FlOHE. REEH. EE/IRERMBIR ) FEMEL, 1o%E , SRFR
SRERE , FEIHZIEIERUNNING,

B RABFZITRER 26
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® Note

MRENRERY , ATEWRBER App Runner [RFEXMA. EHNARFL TFEDR
D, ARLBELEER, BHVRS SRR EEREMSHLETE,

#3502 , 1R App Runner A ZIEERSHEREEHFFERD , ERTBENERS. N THIEE
AR F4L , App Runner £ F B IRSERF R — ARSI, HERERB X LM (EZEE
£). BURBREINTAKAE L TE M,

App Runner ZiFHELE

ELiE App Runner fRF 8t , EEREEES A RSWEL CPU MINFEE., ZEERBEELERNITE
BB, ARXENNESZER , SR AWS Resource Groups El

T&RIEME T HEX App Runner X#FH vCPU N EFEEEMNE S -

CPU k2
0.25 i vCPU 0.5GB
0.25 4~ vCPU 1GB
0.5 4 vCPU 1GB
14> vCPU 2GB
14 vCPU 3GB
14 vCPU 4 GB
24 vCPU 4 GB
2 N vCPU 6 GB
4 4~ vCPU 8 GB
4 4~ vCPU 10 GB

App Runner XM E & 27
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CPU k2

4 A vCPU 12 GB

NMNARFIZITERIR

{5 App Runner B | ATSAERGIERMNEE LML RN RIFRE AWS K, XLEFFERATFIHEENKBR
EEENRS

TRER T XERR

BRIREBIH R
Service RABMABRFNETHRA, AEENERAB,ARTERT RFEHE,

EIE, BEMEE,

ARN : arn:aws:apprunner: region:account-id :service/
service-name [/service-id ]

Connection HEE App Runner RERUENFHEREE=ZFREFLNLEEEEN
HEINR, ERBEMNERELE K ATEZ MRS 2EARE, BXIiERE
NEZEL , FZHthe section called “Connections”s

ARN : arn:aws:apprunner: region:account-id :connecti
on/ connection-name [/connection-id ]

AutoScalingConfigu NIEW App Runner RSREATRFINARFENBHRNIRE. R
ration BHMWEREE  ATES MRS ZARE, BEXEHTENESE
&2 the section called “Bzh¥ 48",

ARN : arn:aws:apprunner: region:account-id :autoscal
ingconfiguration/ config-name [/config-re
vision [/config-id ]]

ObservabilityConfi FIEK App Runner RS ELEH N AEF AT EMIIEE, NP
guration BRREE , ATEZ MRS ZERE, ﬁ?&TXLJU'I“.{EEEE’JE%EE,

B2 Fthe section called “ A X 14 i i

B RABFIZITRRR 28
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FRARER

RIRB R

VpcConnector

VpclngressConnection

iR
ARN : arn:aws:apprunner: region:account-id :observab

ilityconfiguration/ config-name [/config-re
vision [/config-id 1]

NIEE App Runner [RFELE VPC iREB, ENEMNBREFE , AT
EZNMRF2BEHRE, HX VPC WENEZER |, 5SS Wthe section
called “EHRE,

ARN : arn:aws:apprunner: region:account-id :vpcconne
ctor/ connector-name [/connector-revision
[/connector-id 1]

Cr—MATEEEL AREN AWS App Runner BiR., ©7 VPC #0
LimT KM App Runner RS Z B M ERE |, &8 App Runner lRER
BEM Amazon VPC #iiE], B> C VPCIngress onnection haEH E %
E8 , &2 Hthe section called “JZ ARAELXRHT 27

ARN : arn:aws:apprunner: region:account-id :vpcingre
ssconnection/ vpc-ingress-connection-name
[/connector-id 1]

RI 12 & 17 25 7R B 8

AWS X8 AWS XEKF~ HE AWS RIREAKE N — LR (LI ARE ) . TRIIETE App
Runner ZRMAXHE S, EHMtBHIIEAWS App Runner Kix T i | BLESIEFAWS — xS E,

R IRECE

Services

Connections

DU MINME  HET?
ER AR R B HARS Sl 2R R AE AWS 30 v =
X1,

SER AR R BN EE B & REEE 10 v =

AWS Xig, @B LUFENMNEREA TSRS

B RARFZTERRRESR

29
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TR LA ER HAE FiAT?
Auto scaling B¥r BEKF PSS BFRER auto Scaling BtE 10 v 2
configura RAI A EN &AM — B AWS XiF, &7
tions DFE BT BEEATZMNES.

BNE BUUEKFFRASNAWS Xig H—FHRE 5 X &

FWE B9 auto Scaling B ESITHRAKE, BT
TR ZARFPHEAEA auto Scaling B E 51T Mo

Observabi B EKFHRAEAN AWS XiZ Al 0l 4 & iE el 25 10 v =
lity W—E2HNBEAKE, ETLUFEA N TTWEME
configura ERATZ MRS
tions
NG BULEKFHRATSN AWS XiE E—FHENE 10 X B

FHE  WANUEEESTHREAKRE, ETNESD
TR RSHEREN TN EE B BT R

VPC connectors B LEKRF R A NERESFUENZAVPCIE 10 v =2
EEEE AWS XiF, S LUFE A VPC E#ERS
AT Z1M RS

VPC Ingress B ATEK P R AT AWS X4 VPC AOERE 1 X &
Connection BIENRABE, BuLEHAEAN VPC AOERE
SRiFE Z 4 App Runner BR% .

REHEHE2 T FHEY , Bu LI RBEMNESH., BXEZER |, BSH (Service Quotas AF1E
) FRESRIE A,

B RARFZTERRRESR 30
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HETFRE &M App Runner iR%

B ERAETHRHRATEHRSIE AWS App Runner REIZMEERS . RRABANRE®, it
RER A , App Runner Bi&REs). 217, FEBNARFEHENRS. S LEA App Runner
B CI/CD ThEER B RRBGHRABHER. 4 App Runner XM EXA , ELBEFHE (W TFRA
B ) HEFHRASFEREN App Runner RS

AENRETREGHNERS . AXETRABHNERSNEES , BEALETREHRS.

REBREEFRMEIERERMETH LRI ERRE SR, RF App Runner i@ —NER , ERKB3—
MNETZEBRETARNERES. TEWENE. HR , &R —3K ready-to-deployE o

(® Note

EREAR[ESN , CEREEHERNEINXLREB, £ App Runner EXEEMZ 1K [E
i, BNERIERNBIHFEGNZTLMR up-to-dateikSs. BEXEZEE , iS5 AWS App
Runner 314

B G F i RS

App Runner XFU T EGEFMERMS -

« I 5% Elastic Container Registry (Amazon ECR) — FFAEHE K. AWS JKF
« Amazon Elastic Container 22 #3¥fft3&k ( Amazon ECR Public ) — 7Ffi# AT A FF SR EREY B 6

=R A G

- EEBNKF PERF#E Amazon ECR HH AWSE A
- ERAEMEETRRE AWS IKFH Amazon ECR FHIE A

- FRAEMHIE Amazon ECR Public HH B &

TESE WK 7 P 5 265 £ Amazon ECR HH AWSE &

Amazon ECR HRBEMEREWED. BAENARTFHE. EFENMRGMNIAEEHEDEE App
Runner BR% , App Runner EE3k8 M Amazon ECR EHUEH B&HIR. [ App Runner & Fi%

Bk R MR 31


https://docs.aws.amazon.com/AmazonECR/latest/userguide/
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PR , BLEEN App Runner REHEIAEB, X2— AWS Identity and Access Management (IAM)
At BEENXER Amazon ECR EENBR. A App Runner 1244 812 RS AT |, A UL ERIKF
WIEAR., RF , BULUER IAM Z2HACEFNEEN AR, F , BALUEFEL App Runner
RHARERERBRNECCUEASR,

LYREH App Runner APl 8% AWS CLI , fIREEXERK — N ARLHWERE, BE , BEH IAM 54
AElBGR AR, SR LER App Runner 2T EREE UM ABCHEENNRE, RE , &
B2 IRSHAE 5 CreateServiceAP| 2{EERHIFRI AR,

B < App Runner fRFRIEZME S , S Hthe section called “l2",

£ A7 ETE AWS K8 Amazon ECR REYE A

B2 App Runner BRE At , BRI AMERAF#E Amazon ECR FEDRHIE , ZEHERE TENERS
FRTE AWS kP AARIKF . EEABKFEAER , BRT E—T I HNXTRAKSEFEEEM
A, B -EHMEFEEMEEIL .

- BIRFIFHENMBEEK, FHERBAENLTRAGREE T EME#EEPEGNWNER, Hikt , BE
AUTHEXR, FPrinciapal tEZHMACERNIFRIAEHN Amazon BIRERBAF (ARN).
JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::123456789012:role/MyApplicationRole"},
"Action": [

"ecr:BatchGetImage",

"ecr:DescribelImages",

"ecr:GetDownloadUrlForLayer"

1,

"Resource": "arn:aws:ecr:us-east-1:111122223333:xepository/*"

BXR S ERBEHINE Amazon ECR & FER{ES. , 52 Amazon El astic Contain er Registry
ArEEYHNREFHEERKER,

 App Runner "X HESEMNRSAAEK . TR K S+ Bz 5% Amazon ECR B £,

FEREFHETR AWS Ik # Amazon ECR FHIE & 32


https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/set-repository-policy.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/set-repository-policy.html
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£ A 77 Amazon ECR Public B Y& %

Amazon ECR Publi ¢ F# Al A F FEIENEG. AT 2 Amazon ECR # Amazon ECR Public Z B E
EX5 , £ App Runner REMEET , BRZFEXEXF :

« Amazon ECR AT B AT AIEN . EE T Amazon ECR A B G 0IERRSEH | B FEMIHRE
At, FHETEZEMNE MK,

« App Runner "X #FB 3 ( 54 ) §8F Amazon ECR A& K.

E#ZM Amazon ECR Public Bz RS

BRI BB EETE Amazon ECR N HEFHFHREA Web BARFHNARBREBIERN App Runner £
E1TH Web RS . MBEERER | BHERERE LEZEHK Launch with App Runner BURERE 5, WAL
BRI EBE App Runner &, BXx<BEENEZEER |, 5H Amazon ECR N H AP EEP I E A
Amazon ECR /2 3 B[R,

Amazon ECR Public Gallery

aws

* Back

hello-app-runner

by AWS Container Servites DA Team
L’B 101K+ Downloads
Example container for AWS App Runner
xi6-64 ]
[P public.ecr.aws/aws-containers/...-app-runner:latest Launch with AppRunner
Report an issue [4

Updsted 2 months ago

TR ER RN App Runner BRE B 3h
1. ERGHNEETREL , &&BEH App Runner B3f,

Z53R : App Runner 2| & REMR KRR R T, BHEERERSES  HPEML
EET A AENFRSERES.
2. MREVEEFEERE AWS KEUANXEHPCIZRS |, B EFEHNERELERHIXE, R
&, ERS - XE,
. EWmA P, MARGNARFMTNROS. B%  RUNERFERELRIE.
4. (k) EREMEMEEFAER.
5. &R T—% K BBRE A6 RARGERE QEHHE

fE 124 7£ Amazon ECR Public F#Y & & 33


https://docs.aws.amazon.com/AmazonECR/latest/public/
https://gallery.ecr.aws
https://docs.aws.amazon.com/AmazonECR/latest/public/public-gallery.html
https://docs.aws.amazon.com/AmazonECR/latest/public/public-gallery.html
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o

App Runner EIRATE Amazon ECR A # B FE F 4k 3 hello-app-runner = BIE o #88] LUE A itk /R 45U FF 2R
BEE TRBE App Runner Bk, BXEZEER , 55 hello-app-runner,

Fr Al 34


https://gallery.ecr.aws/aws-containers/hello-app-runner
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HEFRABA App Runner iR%

A UERAETAMEARTEN RS IR AWS App Runner REIEZMEERS  RRBANRR &, Tit
REB WM |, App Runner BT RB3. E17. FERMARFEEWRS . SR LA App Runner
B9 CI/CD ThEeRBR IR RRGHABHER. 4 App Runner X EUH , ELBHHE (XN TFEREA
B ) HEFHRASFE RS App Runner RS

AEWRETRABHERS. AXRETREGNERSNES  FSRETEENRS.

RS2 App Runner A IEHENMBEN R AREF KB, ¥ App Runner IEmRXBEF#EFHNIRE X,
REEEEREF AT NN EEIZITI. App Runner AR1E1E 1T E ARG S K AR FR
BHERSR, A, E2RI—IMETRERETESRNES.

App Runner Bt T EEN B ETFANKEEERTH. XEETRINE—PHRBERORRBHEE
—NARBRER , HEFRNEGDPRIMESSITHKEAR, ELFREAS[EENWERTEH , il
Dockerfileo

AEMEIEFNIL App Runner ZEFNEHFEE | IATEANRERENRAIRUEEESTHHNREET
=1

£}

- RRBEFREERMEE

- NABRFETHREEFRS

« ZIENREEETRRAN R

- EEZITRARAF App Runner K<
« £/ Python A&

« ffH Node.js ¥ &

- £/ Java ¥ &

- f£F .NET ¥4&

- A PHP ¥ &

- £/ Ruby ¥ &

- £/ Go ¥5&

35
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BRABEEERHES

App Runner &3 WRR B F#EFIRBURKBRIBELHIRNRIEB. App Runner XA NRKBIFME
FE{R 72 : GitHub# Bitbucket.

MERNRABFEERARRITIHE

ENFRERBMNERBE®EELBEE App Runner BRS , App Runner EESZRFELERE. F£H App
Runner 2§ & 022 RS , @FERMEEFAFEMNEREEF , #f App Runner ZEFRRKB,

Connections

ERNRSUEIEN —0 , EEERHERFAEFE, HREA App Runner API S AWS CLI ,
FEEE-FRIMINER, B% , £ CreateConnectionAP| I4EBIEERE, RE , A2 RSHEE
F CreateServiceAPI| 2 /EIR1E R ARN,

R B %

BIEREH , FLREMFEE FK. RIAMBERT , App Runner BRI ENR B ZERNFRE R, REZE
BRBEFHEPFHEMARFEABIEEXHNLE, EXNEmTHEMNRE RHIIT, YEEH
App Runner AP| S8 B2 E#HARSAT , B FEE £ CreateService M UpdateServiceAP| R{EHIRALIR B
F. AWSCLI BXEZEE , FSRTHENERE ZH2.

BXRBIZ App Runner REMEZE LR , S the section called “8I2”, 3 App Runner EENE
{58 , &3 Fthe section called “Connections’s

R B %

212 App Runner BRS58t , A ARHRE FZURFEEND 3. F REFXR FERNEREN 7N
RAREFRABNEE X EMEER FKE. App Runner NER AR B REEMITERNE 38

A
T o

R E ZBEENEMANNBRFEER RITHROBNRE, NRREEE , WRIANFRERLE X
AR F i EAR B R

BRTIMBFREEFRZA , BEAMUERREETENERE FXEZE. XX monorepo 7 ERM ,
XERESIMNNABRFNERBE#E —INFEREEFR, EBETE monorepo BIEF X IFZ4 App
Runner RS , BERESNRSHIEETRNIRE .

R ERERAE 36


https://github.com/
https://bitbucket.org/
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
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® Note
MRIER Z A App Runner RS EEMRNRE F , WXH MRS H 2 3 EHFENET.

MREEFEERapprunner . yaml BB X4 RENRSSH , BFEREFMEENRE FXM4KF,

R ERE AR ERRIATUREN ‘B3, WEERE RTFRINERXFMABIHE. ABFFERBE
THERT2MRENTE. EENRETHREZNUENTL WA BENTE. BXESZER,
ESRTHNEHBEHES E

(® Note

MBIRE App Runner FRS A PHP EEBMIZ(TH |, # ESEERERIMBE#EINGRE
F  BAEAERDY PHP STNIEAFEEE, HXESEL , H28 £H PHP T4,

MAEFETHREEFAS

App Runner BB AN EHEEFEREREZTHR. SN EESTHREATUREREES TR
RIENRARAHENZ TR, FAEEETHE , App Runner \FEBZETHRMET R, LLEGE
F Amazon Linux Docker & , @8ESaTHEBUR—ETENMEANKBE. App Runner AL
REZTRREGENERBREG | HFMENNAREFRRBRMEE Docker B, A5 , BB LB
LEARBFEITEN Web RS

A App Runner 12§ & 3 CreateService APl IRAEBIZE RS AT , ATEAN App Runner lRFIEEIZIT
i, BEATUFETRHEEANRRBHN —Hr, EEERBEEEDH A pp Runner Bl E XX

AruntimexBF. REETHRHNBRAYER<language-name><major-version>.

BREBEBRRSEFHAT , App Runner BEFRSHZETREHBETHRA, MERENNARFEER
EZITHABERAE , MATBAER App Runner Bl & XX B runtime-versionkxBFHTIEE. &
AT ABIEEMERRBIBARA , BEEERARIRERZA. App Runner XX fRFHZE T #HTRIES 5!
B EH,

LI FEE BT AR ARY X 55

HREEESETHNEARUBILEREXEREMRE N EGE LR (EOL) B, App Runner B/
2PFRRAIRSF R En d of Support, HNREH RS 1E 2IAZ End of Support FIEEE S E TR
Eiz1T , M TBERMEBVGEA

MRABFZ{THREERS 37


https://hub.docker.com/_/amazonlinux
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
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L IEFHE S IZ1TIMRZAH Support 2% :

- UERSHSAEETHESRE , ECIIERNZ1TRIE 232 End of Support, B2 , BATRE
FEEZFNETRLET , TEEREHR. 220 THERIZE.

. MAAT@@ XNEA End of Support BTN BRSHITER , ERMNFTEBUMERNRSEH
End of Support & {TH¥,

- TEMEACE “4&LE Support” BEINZETHEIZQ@ FRS -

4t F End of Support IRZARYE 5 1Z1T AT MR A F EHATHYVIRE -

- MRENBRSETRESG , WETEXNZRS REE — T HRE.

- MREBWEREFETERERB , BEMENRSHREAFEAZIENESITRAE, Ak, 7% A pp Runner
A PIERE I HNETIRE , E apprunner.yaml BBEX W runtimeF & , REEH
CreateService/UpdateServiceAPI 45 1aC TERIZEZ . runtimeBXXIHFMETHIIR ,
BERAAEREMAREETHANAMEERE,

« &, IRATLYIRE App Runner HABRRHRET, BEXEZHAESR , BSHETEREHNERS.

(® Note
MEREM Node.js 12, 14 = 16 E#Z] Node.js 22 , &M Python 3.7 = 3.8 THF| Py
thon 3.11 , iHEE Node.js 22 M Python 3.11 EAM R EITEH App Runner BE&R=E , AT
RMUER, EERNHE, A TEARZIBRFSIYE , BRNEBEWEET —TVHEFUELRE
B,

TRIETEERELIEXEFHEM App Runner EEE TR AR,

E{TERTARAR App Runner Support £ 1- B #f
Python 3.8 x350iz 17 & 2025 % 12 A1 A
Python 3.7 S H0iE 1784 2025 %€ 12 A1 A
Node.js 18 X#5HIZITHY 2025 12 A1 H
Node.js 16 X 5HIZITAY 2025 12 A1 H

LI EETRREN X 38


https://console.aws.amazon.com/apprunner
https://console.aws.amazon.com/apprunner
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
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IE{TET AR AR App Runner Support 4 1+ H#f
Node.js 14 150351704 2025 %€ 12 A1 A

Node.js 12 i 17ad 2025 € 12 A1 H

NET6~ 2025 12 A1 H

PHP 8.1 * 2025 € 12 A 31 H

Ruby 3.1 * 2025 12 A1 H

Go1~* 2025 12 A1 H

* App Runner T2 RAREES (*) NETR AR EMFPIBESRA, XLEZETHM
T : .NET. PHP, Ruby #l Go, MREHXLZTHEE T ETFREHRS , BINBIUERITUTE
Ez—

- NFRER , BRENBRSEEVRIEMFNEEETH,

- WE , FALHEEZSTRREAUEBEENRRESR , ABER App Runner By E T B G 1Y IR 551 T
HITEE, BALLTE Amazon ECR R EEZENEE .

FEEZITRMASH App Runner hxZs

App Runner R ERFEMAZTH EETHNARFRETEFTNHERE. SRENHEIEE
R, Ea¥. EE2tIZEHAZERINRLABREG  HPREEETNARFAENRAB, WEIH
FE1ThY .

BATERF N RBEI R RIEITEH App Runner I |, NRBEWEL BRI ZIH App Runner ik
Ko ATERENBERAMNZTIFAEFITEARENR , App Runner fURHEIT B RAN B FHEWNIZ
TRRA , BE 2 AMHNEERA,

i Eapprunner.yamlBEXHHSIAT —MFEY , UEBITENREADERE , EATIEER
HERAF  ERUERFEEENAREFNEE, XAEpre-runs. BIVFEULTET BiieA
M EASEUAREREENEMERER.

TRUAT App Runner lRAR B MRAER TRENEESITRMA ., RIPFEEFRLIH | L&
BERS T B BT S BT ST RS A

FEZ{THITMRASH App Runner B 39
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FRARER

¥4

Python - X f{E &

Node.js - X {E &

Corretto — X E 5

NET - ZHEE
PHP - xR
Ruby - ZHEE

Go- KM ER

@ Note

& 1T AR AR

Python 3.11 (!)
Python 3.8
Python 3.7
Node.js 22
Node.js 18
Node.js 16
Node.js 14
Node.js 12
Corretto 11
Corretto 8
.NET 6 *
PHP 8.1 *
Ruby 3.1 *

Go1*

eI
Rh
R %6
21T
21T
B8
JR18
JR18
JR18
ER )
ER )
ER )
E8 )
Ey )

App Runner Support
LIEAHEA

2025 % 12 A 1H

2025 % 12 A1H

202512 A 1H
202512 A 1H
202512 A 1H

202512 A1 H

2025 12 A 1H
202512 A 31 H
202512 A 1H

202512 A 1H

I HH FELEIEITRTEIEL L ( End of Support ) B, BXEZER , 3 H the section

called “A IEXNEEZITRIRAN ",

FEZ{THITMRASH App Runner B

40
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/A Important

Python 3.11 — EAIXEA Python 3.11 TEETHHNRSHWHEEREERE 7T EAREN, X
EZEE |, BSH Python FA X EE1THRAIREPH,

BX App Runner IRAERMEBHEZEE
LGN RARFEIBREREITRANRINZITIE , TEEERMESHREE,

NTRBIBIBBINERER , BITHE RHRRL App Runner IRAFEITTIRN SR RE. #ET
REMNHBE-—TNAEHRSHEERNE  SEEMIRFTE-EREEN.

E&#H App Runner fiRZA

&8 App Runner B A2 FHEZERIA TiZ AWS CodeBuild RS . #ASBE T i% CodeBuild AR
SRORINE G, #TKE Docker WERE , ZIBEMEAERAM App Runner T E BT IRGER
EHAhm &,

—RTRUT -
1. £ CodeBuildfB LR X B & FIE1Tpre-buildiF,

Xpre-build TR HU%EN., B©I1R8EEapprunner. yamlEEXHHIEE,
2. fEA1E CodeBuild E—ZH W E—KEB K LiZ{Tbuildint,

XLbuildin T RMLEN. BAIHLE App Runner $###|&. App Runner API
Happrunner.yamlfii B X HFIEE,

3. i&21T Docker A |, IRIBEMIEEF A FMIZITRMRAH App Runner &z 17T BR R4 BB,

4. NEMNESER 2 PERNEGRFPEFZ/appBE FR. BNR2ETHRNELSR 3 PEKM App Runner
REZTRRENER,

5. AR App Runner BEEZ TG LBXETbuildin®. RIMNBRETHEGS , NTR 4
FEHZEN/appE RPN RERBERWETH. 85 , App Runner B EG , UMEERSHIF
Z1TIREY Web BRSS .

XEbuildin S RLEMN., ©A1LLTE App Runner #2#14&. App Runner API
Wapprunner.yamlBt EXHFEE,

6. E1TH R 2 # CodeBuild B post-buildimF,

AKX App Runner RAFIEBHEZER 41
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Xpost-build P RAIEN, B©Ii1REEEapprunner.yamlEl & XHHIEE,

BTG , App Runner £ZBLS R 5 FAE KK App Runner EEZ TG , WEEBRSEDETE
B Web RS

11T /28 App Runner iR 2

BITEHNHESREL E—F i RBREESEER. EeM. ©HEHRT EaTMRAMAH HIH & K
BTHEE., EE2BRSAZARDMELAREG  HEANE22TNRARFMENRAE, WEIH
*uL{TH-}o

LS Docker ZHERIIE, —MRAVALESRAOT -

1. M B — B35 docker T E , %I FETE App Runner MR &2 FHiTpre-
buildfbuild& .

a. MM ARFRABESE/appE FEF,

@ Note
b /app B F#IEE R Docker MEREF N R IT/EE %o

b. 51T pre-build %,
Xpre-buildmFREHU%EN. BIIR8EEapprunner. yamlEEXH#HIEE,
c. B{Tbuild® T,

XLbuildin T RMLEN. BAIHLIE App Runner $###|&. App Runner API
BHapprunner.yamlEEXHFIEE,
2. T8 R — EBRBREANETEFARES , ZBEBBET App Runner I21TIR &,

a. FE —MER BB /app B REFZFFH NS TRE, XBEEHNNARFFRABNE —BrRny
BIH,

b. BfTpre-run® v, MREBEEFEAbuild®S1EH/appE FZHNEITHIRE , BHFHERR A4
ERNHmSRMNEapprunner . yamlE & X HHIX — R,

X 2N ZFHEITEH App Runner AT 5| AR EFTS B,

Xpre-runiv TR AEN,. BAIREEEapprunner. yamlfl & X HFEE.

B2 App Runner [RAFIEBHNELER 42
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@ &

. REBITEHRAXEX Epre-Tunt S, MREHI RS 68 26 R RANE
FRRE | BB TG B,

. MELAFEEFEAbULlIHSER/app B RZAWEAARE , UEEEEpre-rund

A
T o

3. EFEH R — BT ERM ‘W BRI E H129Tpost-buildir .
a. £/appH FHiE1Tpost-buildi .

Xpost-buildip TR AEN. BIi1REEapprunner.yamlft & XHHIEE,

MR SE , App Runner £EBZ TG , UEERESHPEITEMN Web BRS .

® Note

BEE R Eapprunner.yamlif , FEHIRSEN 17" B2 HPWenvi B, RESR 2
(b) FE|AWpre-runs TSR T 17" &2 , BFREFER 217 B PHenvSEREE
R, XEpre-run® X5 AEEXHH Build S0 HELNenvEE, BEXEZER | #F
25 App Runner BEE X —E BT EB5 FM,

ZRIBHEEZRNRSER

MRENNARFHAEEEIRNIERPNEM -, WFEEBZ Hpre-runti & RSN RE
o
- MRRFEEMAbuild@TER/app B FZZANEFARE.

« MREFBEEITMAbuildie TRYUBAENRE, XR-MIEEFIENER, BRSBIREHBR
X

£/app B F2 A HTIEX

« 1Z1T 5/ App Runner R ARIZ BN AR FTE/app B RZ2 MNE B KX R,

« #&fEapprunner.yamlX#. App Runner API 5 App Runner & & RIRIEHN S HMIE/app B
e ke S AL

B2 App Runner [RAFIEBHNELER 43
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« BAL{EHpre-buildbuild, #Mpost-buildérSAERATEME T 4287 /app B K+,

- MRBVNARFEEECRFREAPH —SERNRSERNBREG , WL /app B F2HEH
¥ipre-run@fapprunner.yaml,. BEXEZEL | BSH #FHE B 44H1RE App Runner fR5i%
M.

Z1Tbuildir SR

« 4B App Runner fRARIZ{Tbuild® SRR , FE—RRESR 2% , AFELSR 5 PEIRETT,
&7 /28 App Runner R4 IE TiXfp TRYE , HARZE{T—Xbuild®vt, MEEHWNARFELRST
EERbuildS®HETHIXR , MHEITEH App Runner IR AR E T FEApre-runsHBRIEEM
PATHREGSH®RD, XEBERBEEHNEREITH.

£/ Python ¥ &

/A Important

App Runner $FF 2025 £ 12 A 1 B4 1EXS Python 3. 7 1 Python 3.8 B, BXEBUME
%S5 , B3 @the section called “& 1L X FEEIZE T RAK K37,

P AWS App Runner ython F & RHIEEEZTH . SMNSTHHAUENMEENZTET Python fRZ
) Web NARRFHARR. HIRFEH Python iZ1THIEY , App Runner NEE R Python Z21TEE BT
o LEBET Amazon Linux Docker &1& , @& X/ Python REAMEZETRBUAR—E T EMNERN
ik ‘=. App Runner £ LLIEEIZ TR BRRIE N BEREBRE , HRNEH B AR FRBRIE Docker
M, RiE , EQWBUHBMEUERBEPZTEN Web RS,

EEH App Runner 2 %] & 3 CreateServiceAP| ##EQIZE RS AT , ATEAN App Runner IRGIEEIZTT
i, B LUETHIIEERNRRBN —B2. EEEERBEEEFRMN A pp Runner Bt E XX

AruntimeXx®BF. REETHNBRBAER<language-name><major-version>.

BXERH Python ZITERI BMFARZA , 12 Wthe section called “AH{EE"

BIREBEBRRSEFHAT , App Runner BEFRSHZTREHBETHRA, MERENWNARFEER
BERITHABERAE , MATBAER App Runner Bl & XXM runtime-version Xk BFHTIEE. &
A ABIEEMERRBIRA , BEEERARIIRERA. App Runner XX fRFHZE T TRIER 5!
B E .

Python E1TASBIRRANIBS: : major[.minor[.patch]]

Python & 44


https://hub.docker.com/_/amazonlinux
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5l - 3.8.5

LR RBER T RASBIRE

« 3.8— BEFEMAFIRERA, App Runner X E#H 4N T M4,
« 3.8.5— HIEIFEMNINTMRA, App Runner T4 E HRIVIZ TR AR AN,

FH

 Python I21THELE

- BEEITIRMRANTE
« Python 5= 178} R~
 Python =T X {E B

Python 21T BB &

ERAEETRN , EXATSRMBERNETHS. BANELEREIH App Runner FRZ i xEL#
FRE. EANERNT A2 —RATHIRAE

- £/ App Runner Z##|&-ERIZE BB EETNFH ‘BELNE BoFEETD.

« f£/ App Runner API-J F CreateServices, UpdateServiceAPI 4,
FCodeConfigurationValues¥#EE # #¥BuildCommand#StartCommand & R R Em T

c FREEXMH-ERZS=ITHENRFEE-ITRSIMMESS , FEE-TMATEINARFNE
TS, EREMUTENEERE,

REUEREXHRAEN, ARSI API 812 App Runner fRSAT , BB LUEE App Runner 27E 4]
ENEERIEEREEEMNEEXHHPIRIBEEIRE.,

1 EIE TRHARA R PROE

(® Note

App Runner MEEFUTETRRAN NARFZTENMNHERE : Python 3.11, Node.js
22 M Node.js 18, MREHWNARFEREP —NETRRE LIZTT , BSREEEZTHRAF
App Runner [RZx , TREXEITENHERENESELE ., FAMEHMSTATRAR MA
BFEAZEN , eiSS4EERARANEELRE,
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Python 3.11 ( 1&iT#Y App Runner iR7X )

£ apprunner.yaml R P ython 3.11 E{TERERA U TIRE,

& “TRER” ZB2 M runtimeZ4ARE N python3ll

Example

runtime: python31ll

- FEARpip3BpipRELEMBI KR,

- FHApython3fEREETpython,

s Fpip3RERFENpre-runti $1E1T. Python #£/appE ZZ AL EMKBIN, BT App Runner
IZ1TEA T Python 3.11 BY4EiThR App Runner ixZ , B tti@d apprunner. yaml X ## “f9&”
LoD RELE/appE ZZHANTARBHMEELR, EXEZER , BHSH BITEHN App
Runner iR,

Example

run:
runtime-version: 3.11
pre-run:
- pip3 install pipenv
- pipenv install
- python3 copy-global-files.py
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

BXEZER , ZESHATEEEMN Python 3.11 ¥ BEE X4 =61,

Python 1z 1T % R

BTRHIERTRATHEMET Python RS589 App Runner BLiE X #F. &G — M REIZ T UREER
Python =17} IR A ST E Python N AR FHIRAE,

(® Note

XE RGP FERANEITRRARS. 7. 7M3. 11, BALUFEBRAIEERANRE, BXIEN
B ¥ Python IZ1TETARZA , 12 Hthe section called “EHEE",
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/MY Python &t & 3244

WRHEIERT IS Python REEZTHESEANSK/INEEX 4. BHX App Runner A& /MELE X
B HEERIE , S Fthe section called “Bt & X4 =B,

Python 3.11 EApip3Mpython3ii®. BEXEZER , BZHAAETEFMEM Python 3.11 ¥ BEE
ARl

Example apprunner.yaml

version: 1.0
runtime: python3
build:
commands:
build:
- pip install pipenv
- pipenv install
run:

command: python app.py

¥ B Python Bt & X

L RPIRR T 7 Python REZETHHPEAMAEERANER.

(® Note
X RGP EANESTIRARS. 7. 7. SO LUSHBRNEFTHNREA, XxZENEH
Python iZ1THIARA , 5 Hthe section called “& M 1E R,

Python 3.11 EApip3Mpython3iF. BXEZER , BSHEAAETBEFEM Python 3.11 ¥
RE B X Rb.

Example apprunner.yaml

version: 1.0
runtime: python3
build:
commands:
pre-build:
- wget -c https://s3.amazonaws.com/amzn-s3-demo-bucket/test-1lib.tar.gz -0 - | tar
-Xz
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build:
- pip install pipenv
- pipenv install
post-build:
- python manage.py test
env:
- name: DJANGO_SETTINGS_MODULE
value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 3.7.7
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

network:

port: 8000

env: MY_APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws:secretsmanager:us-
east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-S7t8xR:username: :"
- name: my-parameter
value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"
- name: my-parameter-only-name
value-from: "parameter-name"

¥ B Python BLi& X# — Python 3.11 ( EREBFHIRRAS )

WRBIERTE Python 3.1 HEETR R ERAMEREZANIER. apprunner.yamlth R~EIEHE
—pre-run{ , AN IMRAH Python E ST /S App Runner RS,

RBEEIT/EW App Runner lRAR X iZpre-runs i, MREHWNARERERERELE App Runner fRA
TENETHRE , BEFEEREEXHTREALSH, BXEZEE , H5H £EZTHRAF App
Runner iRZ4,

(® Note

XL RGP ERANETIRRARS. 11, BULUNEBRAEFERHNRA, BXxIENER
Python iZ1THIARAS , S Hthe section called “& M {E R,
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Example apprunner.yaml

version: 1.0
runtime: python31l1l
build:
commands:
pre-build:
- wget -c https://s3.amazonaws.com/amzn-s3-demo-bucket/test-1lib.tar.gz -0 - | tar
-XZ
build:
- pip3 install pipenv
- pipenv install
post-build:
- python3 manage.py test

env:
- name: DJANGO_SETTINGS_MODULE
value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"
run:

runtime-version: 3.11
pre-run:
- pip3 install pipenv
- pipenv install
- python3 copy-global-files.py
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

network:

port: 8000

env: MY_APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws:secretsmanager:us-
east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-S7t8xR:username: :"
- name: my-parameter
value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"
- name: my-parameter-only-name
value-from: "parameter-name"

Python 1217 B =4l 49



AWS App Runner FRARIER

SEEM Python N AREF IR

L RBIERT AILAERE B Python iz 1TEYARSS I B2 Python IR FRVRATE,

Example requirements.txt
pyramid==2.0
Example server.py

from wsgiref.simple_server import make_server
from pyramid.config import Configurator

from pyramid.response import Response

import os

def hello_world(request):
name = os.environ.get('NAME')

if name == None or len(name) ==
name = "world"
message = "Hello, " + name + "!\n"

return Response(message)
if __name__ == '__main__"':

port = int(os.environ.get("PORT"))

with Configurator() as config:
config.add_route('hello', '/'")
config.add_view(hello_world, route_name='hello')
app = config.make_wsgi_app()

server = make_server('0.0.0.0', port, app)

server.serve_forever()

Example apprunner.yaml

version: 1.0
runtime: python3
build:

commands:

build:
- pip install -r requirements.txt

run:

command: python server.py
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Python I21TBt K {5 &

/A Important

App Runner $FF 2025 § 12 A 1 B& LEX Python 3. 7 # Python 3.8 X #%, BXEBIUAE
Z{E R , {5 Mthe section called “& IE X B IZ (T MRAK X7

AREBHIE T App Runner X1FH Python IZ1TRTHRANEHY TR FHE B

FTHEHPIZITIARA — 8iTH App Runner iR 24X

BT AR IRERRZAR NEEER

Python 3.11 (python311)  3.11.14 SQLite 3.50.2
3.11.13 SQLite 3.50.2
3.11.13 SQLite 3.50.1
3.11.12 SQLite 3.50.0
3.11.11 SQLite 3.49.1
3.11.10 SQLite 3.46.1
3.11.9 SQLite 3.46.1
3.11.8 SQLite 3.45.2
3.11.7 SQLite 3.44.2

® FE

« Python 3.11 — &E{IXIEA Python 3.1 HEEZETHMRSHHERERE T EFEN. &
REZEE , 2 H Python & EFBIFEZTIRRAHNFRER,

RHEE =
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FRARER

« App Runner ARIER BN EETEZITRREE TEITENHERE. it ,
HELEE 5 B EIXMEITFEH App Runner B FIFE A App Runner liRAWEIH. BXES
BR , BZRREEETIRZAH App Runner ixZ,

T HEHHIZITHIARZA-REE App Runner hRZx

BT AR IRERRA

Python 3 (python3) 3.8.20

3.8.20

3.8.20

3.8.16

3.8.15

3.7.16

3.7.16

3.7.15

3.7.10

® Note

App Runner A RIEEZ B ETEZ

NEEE

SQLite 3.50.2
SQLite 3.50.1
SQLite 3.50.0
SQLite 3.46.1
SQLite 3.40.0
SQLite 3.50.2
SQLite 3.50.0
SQLite 3.40.0

SQLite 3.40.0

TR TIEITENHERRE, Eitt

1=

7L

SRR

AR

R hEBXNEITEH App Runner MRAF R4 App Runner liRAI 51 . BXEZ(E

2

, B R BT RAF App Runner fRA,

RImER
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£/ Node.js ¥ &

/A Important

App Runner FF 2025 & 12 A 1 B4 L5 Node.js 12, Node.js 14, Node.js 16 1 Node.js
18 X, AXBUMESZEER |, 55 #the section called “& 1E X B (THT AR X7,

AWS App Runner Node.js FRRHEFEEZ1TE . FAET Node.js lRAE Web NARRF , 8MNMETT
& AT A BB RZ TR, HREMA Node.js E1TRtEY , App Runner MIEE B Node.js 2 1THTER
B th, WEBGRETILT# Linux Docker 5% , @2 E Node js liRAMZETIN I —LTE, App
Runner £ A LI E /T BRGAER EREBREG | RGN ARFRIBKREE Docker B, RfE ,
TR EBUHREUERRZPETEN Web BRF.

A App Runner 12 & 3 CreateService APl BRAEBIZEARSSATY , ATEAN App Runner lRFBIEEIZIT
i, BEAUNETRIEENRREBN —H2. TS ERBIFEEFPH A pp Runner Bl & XX HHE

HAruntimeXxB=F, HFEETHRHHNGMBYER<language-name><major-version>,
guag J

BXREMH Node.js BT BEMHMRA , FZHthe section called “EAEE"

BREBERRSEFHAT , App Runner BEFRSHZTREHBETHMA, MEEWNAEFEER
EETRWSERZD , MATLAER App Runner BLE XA B runtime-version kB FHTIEE. &
AT ABIEEMERRBIBARA , BEEERARIIRERA. App Runner {3 fRFZE T TRIER 5!
I EH,

Node.js B {TRTBIARAIE % : major[.minor[.patch]]
filgn - 22.14.0
AT RBERT RABUE -

o 22.14— BEFERAFIXERA, App Runner (XE#H*M T AR,
« 22.14.0— BIEFHBENI T IRA, App Runner T & EFHIRIZITE AR,

FA
 Node.js E1THELE

o BEEITIMRAIRE
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* Node.js IE1TE =4I
* Node.js BT AHEE

Node.js EZ1THEE

EEREZTHE , EXAEDHRELERNETHT. LR LELIEHER App Runner BRSS it Xt H i
TEE. BUUERANTEEZ —RINITIIRE

« fE£/ App Runner 2| 8- E 2B BREBRTFH REWE BoHEERT.

« £/ App Runner API-i§ A CreateService= UpdateServiceAP| #&/E, &
FACodeConfigurationValues##EX B #BuildCommand#StartCommand K A RIEEH T

« FREEXMH-ERZ=ITHENRFEE-ITRSIMMESS , FEE-—TMATEINARFNE

T T, EREMTENEERE.,

REUEREXHRAEN, ARSI API 812 App Runner fRSET , BB LUEE App Runner 27E 4]
EBENEERIEEREEEMNEEXHHPIRIBEEIRE.,

B4mE , X TF Node.js BT , &k Al SAEAIRF#ERE Fpackage. jsonHapEH JSON X4
BEEMENZETR, EHLXHE , B LEE Node.js 5IZBRA, KBENMERGS (HDTNAR
F ). ¥ npm = yarn 2K Package BESNUXHBERBRAIHEGSHE A

Hlgn

« npm installZ% #FdependenciesfldevDependenciesT RE X HEpackage. jsono

 npm start=8&npm run startiz{THscripts/startT R EX W ErSpackage. json.

THER— package. json RHIXH

package.json

"name": "node-js-getting-started",
"version": "0.3.0",
"description": "A sample Node.js app using Express 4",
"engines": {
"node": "22.14.0"
},
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"scripts": {

iy

"start": "node index.js",
"test": "node test.js"

"dependencies": {

}I

"cool-ascii-faces": "~1.3.4",
"ejs": "A2.5.6",
"express": "~4.,15.2"

"devDependencies": {

}
}

"got": "A11.3.0",
"tape": "74.7.0"

BxEZEEpackage. json , 2 npm Doc s Mk E A% package.json 304,

© #%

mREHpackage. jsonXHE X T startin s , W AT LAFEAYE App Runner Bt &3 #H
Wrunds & , M THIFTR.

Example

package.json

{
"scripts": {
"start": "node index.js"
}
}

apprunner.yaml

run:
command: npm start

HIREFF K Enpm install FI=1THT , npm 281&# %X #Fpackage-lock. json, LtXHE
& npm NI ZENFRHTRAHRE, E , H npm ZEABIN , EFERAX LT
K, MRRZE yarn , BB —Nyarn. lockX#, FiX L X412 B SRR 76

FEd , LBRRENNARFSEFZFMN RN RBIIREA — 2R,
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« BB ATLAEERA App Runner Bt & XK ELE Node.js IRAH BT T RITHIRIER | XL
ENSBEPFIE Upackage. json, FlInodepackage. jsonixZ4<5 App Runner EL&
XHFRBruntime-versionfE X £ H RS 3 App Runner FIE R B R K,

B EIZ T AR RIARE

Node.js 22 1 Node.js 18 ( {&1T#Y App Runner iRZ< )

App Runner MIEE FUTETRRAN NAREFZTEMNHERE : Python 3.11, Node.js 22 #
Node.js 18, MREBHNARFEREP —NEZTHRALEZET , FSRAEE ST RZAF App Runner

BAE, TREXMITENHESENESER., FAMAEMETHRANNARFAZZN , B
MR RIBNVHETRE.

P —

Node.js =17 i} R4l
LTRRBIERT ATFHEMZEIT Node.js BREH App Runner Bt &304,

® Note

XL RBIFERANESTIRRAR22.14.0, BUHHERANEFANERAE, BXIENEH
B Node.js IZ1TRTARAS |, &S Hthe section called “Z M EE"

Node.js kY& /ML & X 4

WRHBIERT —NAIEAS Node.js REZETHRESEANR/IEENHF. BX App Runner £ &/t
BRI |, ESthe section called “Bit & X4 =47,

Example apprunner.yaml

version: 1.0
runtime: nodejs22
build:

commands:

build:
- npm install --production

run:

command: node app.js
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Node.js ¥ R B & X

L RPIERT % Node.js FEEBITR A ERAMMBEEZHARER.

® Note

XL RBIFERANETIRRAR22.14.0, BULLCHHERANEFHANERE, BXZENEN
B Node.js IZ1TRTARAS , &S Hthe section called “Z M EE"

Example apprunner.yaml

version: 1.0
runtime: nodejs22
build:
commands:
pre-build:
- npm install --only=dev
- node test.js
build:
- npm install --production
post-build:
- node node_modules/ejs/postinstall.js
env:
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 22.14.0
command: node app.js

network:
port: 8000
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

Node.js ¥ RBELE X4 — Node.js 22 ( fERIEIT EHIMRA )

HWRBIERT WETE Node.js REZETRHPEAMEEERapprunner.yaml, WREIBIE—pre-
runT , AALARZAE Node.js EARIZIEITEHY App Runner kxR,
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REEITEHN App Runner AR X $FZpre-runZ . MRELHNARFERR App Runner MR

YENETHRAR  FTEEREXHPRALSH. BXEZER | F5H £EZTRAF App
Runner iRZ,

(® Note

XL RGP ERANZITIRRAR22.14.0, EBAILLHEBRNEFEANRAE, BXXENEHN
B Node.js IZ{THIMRA |, 55 Hthe section called “ & 15 {5 5

/BN O

Example apprunner.yaml

version: 1.0
runtime: nodejs22
build:
commands:
pre-build:
- npm install --only=dev
- node test.js
build:

- npm install --production
post-build:
- node node_modules/ejs/postinstall.js
env:

- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 22.14.0
pre-run:

- node copy-global-files.js
command: node app.js
network:

port: 8000

env: APP_PORT
env:

- name: MY_VAR_EXAMPLE

value: "example"
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A Grunt B9 Node.js NFRREF

LR BIE B I B E A Grunt 7F XH Node.js AR, Grunt @ —NasH1T JavaScript £FE1T
. CETEEMAESHEEREEILUBD ANEIR. Grunt M Grunt IEHEFEA npm REMNE
BN, BB FGruntfile. jsXHIEEREMENIRE FZPKREE Grunt,

Example package.json

{
"scripts": {
"build": "grunt uglify",
"start": "node app.js"
1,

"devDependencies": {
"grunt": "~0.4.5",
"grunt-contrib-jshint": "~0.10.0",
"grunt-contrib-nodeunit": "~0.4.1",
"grunt-contrib-uglify": "~0.5.0"

1,

"dependencies": {
"express": "74.15.2"

}I

Example Gruntfile.js

module.exports = function(grunt) {

// Project configuration.
grunt.initConfig({
pkg: grunt.file.readJSON('package.json'),
uglify: {
options: {
banner: '/*! <%= pkg.name %> <%= grunt.template.today("yyyy-mm-dd") %> */\n'
},
build: {
src: 'src/<%= pkg.name %>.js',
dest: 'build/<%= pkg.name %>.min.js'

}
1)

// Load the plugin that provides the "uglify" task.
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grunt.loadNpmTasks('grunt-contrib-uglify');

// Default task(s).
grunt.registerTask('default', ['uglify']);

};

Example apprunner.yaml

(@ Note

XERGIPFERANESTRRAR22.14.0, BRAGHBRNECFANRE, BRIEHEHR
#9 Node.js IZ1TRThRAS |, &S fthe section called “AZ M 1EE",

version: 1.0
runtime: nodejs22
build:
commands:
pre-build:
- npm install grunt grunt-cli
- npm install --only=dev
- npm run build
build:
- npm install --production
run:
runtime-version: 22.14.0
command: node app.js
network:
port: 8000
env: APP_PORT

Node.js BT XM {E &

/A Important

App Runner $FF 2025 € 12 A 1 B4 IEX Node.js 12, Node.js 14, Node.js 16 1 Node.js
18 X, BXRXBUMEZFELR |, S Mthe section called “& 1L L E & TATMRAR X1,
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® Note

App Runner R EFRABER R , SETHAEMEEA AT HEXKEXEF (LTS) X1EA%
2EHABUAN , MeFAZETHR. EELEERT , App Runner AIREL S ZTHRINE R
HER —ERAtiE) |, B E T S FME S IRAH end-of-support B #i, X #hiE R K — MBI+ B BE
REKMNEITHNXE , EFEFERE#RTIR,

AEBHIHT App Runner X% Node.js 21T AR ARH TR IFMAE L

FTHEHWIZITHIARZA — 8iTH App Runner iR X

BT AR NE-JTES NEEE

Node.js 22 (nodejs22) 22.211 npm 10.9.4 |, yarn 1.22.22
22.20.0 npm 10.9.3 , yarn 1.22.22
22.17.0 npm 10.9.2 , yarn 1.22.22
22.16.0 npm 10.9.2 , yarn 1.22.22
22.14.0 npm 10.9.2 , yarn 1.22.22

(® Note

App Runner AFIE R AW EETEEZTRERTEITEHNHERE, Rt , BEEARIEEN
R P EFXNEITEH App Runner lRARFI RS App Runner lRAH 5. BXEZE
B, BZRAEEITHRAF App Runner fRA,

Y ENETHIRAR — &iTH App Runner kA<

EITRAR NE-JTEN NEEE
Node.js 18 (nodejs18) 18.20.8 npm 10.8.2 , yarn 1.22.22
18.20.7 npm 10.8.2 , yarn 1.22.22

RHEE =
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FRARER

BITH B IRERRAS
18.20.6
18.20.5
18.20.4
18.20.3
18.20.2
18.19.1

18.19.0

XN E TR R AR #8 App Runner hixZs
BT AR IRERRA
Node.js 16 (nodejs16) 16.20.2

16.20.1
16.20.0
16.19.1
16.19.0
16.18.1
16.17.1
16.17.0
Node.js 14 (nodejs14) 14.21.3

14.21.2

NEEE

npm 10.8.2 , yarn 1.22.22
npm 10.8.2 , yarn 1.22.22
npm 10.7.0 , yarn 1.22.22
npm 10.7.0 , yarn 1.22.22
npm 10 , yarn *

npm 10 , yarn *

npm 10 , yarn *

NEEE

npm 8.19.4 , yarn 1.22.22
npm 8.19.4 , yarn *

npm 8.19.4 , yarn *

npm 8.19.4 , yarn *

npm 8.19.4 , yarn *

npm 8.19.4 , yarn *

npm 8.19.4 , yarn *

npm 8.19.4 , yarn *

npm 6.14.18 , yarn 1.22.22

npm 6.14.18 , yarn *

RImER
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BT AR IRERRA NEEE
14.21.1 npm 6.14.18 , yarn *
14.20.1 npm 6.14.18 , yarn *
14.19.0 npm 6.14.18 , yarn *
Node.js 12 (nodejs12) 12.22.12 npm 6.14.16 , yarn 1.22.22
12.21.0 npm 6.14.16 , yarn *

£/ Java F A&

AWS App Runner Java LA R EZTR. FHAET Java FRAEH Web NARF , BMNETHRERT
LRWENZETARS. HRER Java E1THE , App Runner N\EE Java iz{TRIEGTIT R, LLER
ETF Amazon Linux Docker &5 , @& —/ Java lRAKIZ{TRIEM—& T E, App Runner AL
EiB1THITBRGIE N BREBRG |, HRNBHI R AREFRIBREE Docker R, ARE , ELEBBULBEGEL
EARBPBITEN Web RS

EEA App Runner 25| & 3 CreateServiceAPI QI RS AT , ATEAR App Runner IREIEEIZTT
B, B LURETRHIEE N RREBN —2, EZEERBEEESH A pp Runner B iE X4

HAruntimeXBF, REBTHHBBRAYER<language-name><major-version>,
guag J

BEl , FrEXEN Java 21T EE T Amazon Corretto, BXBXRH Java ETRBHIRAE |, H5
Dlthe section called “XHm{ELE",

FREBBRRSEFHET , App Runner BEFRSHNETHREHERTRA, MRENNARFEER
EETRWAEERD , MATLAER App Runner BLE XA B runtime-version kB FHITIEE. &
AIBIEZMEMRRBIBARAE , BREEERASIRERA, App Runner X3RS TR ITRIEE 5
HEH,

Amazon Corretto iz 1TBT IR ANE 3% -

E1TRY HE Al
corretto11 11.0[.openjdk-u 11.0.13.08.1

pdate [.openjdk-b
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ETHY BiE Pl
uild [.corretto-specific-

revision ]]]

corretto8 8[.openjdk-update [.openjdk- 8.312.07.1
build [.corretto-specific-
revision ]1]]

LR RBER T iRASBIRE

« 11.0.13— $iE Open JDK EH KA, App Runner {XE#T Open JDK F1 Amazon Corretto BIKK
Al B AR S,

¢ 11.0.13.08.1— BEFHEFEMA. App Runner T2 EFHIRINIZITHTARAS,

ES}

« Java iz 1THELE

« Java iz 178 7R 45l

« Java iz 1THH R AE B

Java IZ{THIEL &

EREREETHE , EXNEDREERNETHT. EAELIEHER App Runner BRSS B Xt H i

TERE. BUUERUTEZZ —RNITIERE -

« £/ App Runner i H A-ERIENEREELETM 1 ‘GEME BoFEET T

« f£/ App Runner APl — & i CreateServices{ UpdateServiceAP| &4, i
FACodeConfigurationValues##EE H#BuildCommandfMStartCommand X A RIEE T T

- FREEXH-ERZS=THENMBRPEE-IRZSIMNEGS , HEE—IMNATEINARFNIEZ
TS. CEHMAENEERE,

REREXHRAEN. FAEEADZ API 812 App Runner REET , B LAEE App Runner 278
BENEERNEERELRNEE NP REEERE,
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L —

Java 1= 1Tt R~ fl

LTRRHAIERT BTFHEMNZET Java IREH App Runner BEBE X #. Jia— N RAIRTEMN Java N
AREFWRAE , B LLNHEIE R Corretto 11 E1TH RS-

(® Note

XEEREIPEANZETIARARIL.0.13.08.1, BALUSEB RN EFHNRE, BXXE
K &3 Java iIZTETARA |, {52 Fthe section called “£fHEE,

&/ Corretto 11 BB ST 4

WRHIERT AT EAE Corretto 11 TEETHESFEANRZR/DEEXH. X App Runner & /DEL
B HMENRIE , B5E,

Example apprunner.yaml

version: 1.0
runtime: correttoll
build:
commands:
build:

- mvn clean package
run:

command: java -Xms256m -jar target/MyApp-1.0-SNAPSHOT.jar .

¥ EB# Corretto 11 LB X #F

R BIE B AZE Corretto 11 FEBHE T I sh B AP A B B 2040

(® Note

X RGP EANSITRARLII.0.13.08.1, BRI UVGEBSRNEFANRE, XX
& H Java 2 1TRHARA | 52 Hthe section called “&£HEE,

Example apprunner.yaml

version: 1.0
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runtime: correttoll
build:
commands:
pre-build:
- yum install some-package
- scripts/prebuild.sh
build:
- mvn clean package
post-build:
- mvn clean test
env:
- name: M2
value: "/usr/local/apache-maven/bin"
- name: M2_HOME
value: "/usr/local/apache-maven/bin"
run:
runtime-version: 11.0.13.08.1
command: java -Xms256m -jar target/MyApp-1.0-SNAPSHOT.jar .

network:
port: 8000
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

ST Corretto 11 M ARFRAH
WRBIERT T EAEZ E Corretto 11 BT IRFZHI X Java MAEFHIRNRE,

Example src/main/java/com/HelloWorld/HelloWorld.java

package com.HelloWorld;

import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RestController;

@RestController
public class HelloWorld {

@RequestMapping("/")

public String index(){
String s = "Hello World";
return s;

Java Z1THY Rl
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}

Example src/main/java/com/HelloWorld/Main.java

package com.HelloWorld;

import org.springframework.boot.SpringApplication;
import org.springframework.boot.autoconfigure.SpringBootApplication;

@SpringBootApplication
public class Main {

public static void main(String[] args) {

SpringApplication.run(Main.class, args);

Example apprunner.yaml

version: 1.0
runtime: correttoll

build:
commands:
build:
- mvn clean package
run:
command: java -Xms256m -jar target/HelloWorldJavaApp-1.0-SNAPSHOT.jar .
network:
port: 8080

Example pom.xml

<?xml version="1.0" encoding="UTF-8"7?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/
maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>
<parent>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-parent</artifactId>
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<version>2.3.1.RELEASE</version>
<relativePath/>
</parent>
<groupId>com.HelloWorld</groupId>
<artifactId>HelloWorldJavaApp</artifactId>
<version>1.0-SNAPSHOT</version>

<properties>
<java.version>1l</java.version>
</properties>

<dependencies>
<dependency>
<groupId>org.springframework.boot</groupId>

<artifactId>spring-boot-starter-data-rest</artifactId>

</dependency>

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-test</artifactId>
<scope>test</scope>
<exclusions>
<exclusion>
<groupld>org.junit.vintage</groupld>
<artifactId>junit-vintage-engine</artifactId>
</exclusion>
</exclusions>
</dependency>
</dependencies>

<build>
<plugins>

<plugin>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-maven-plugin</artifactId>

</plugin>

<plugin>
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.8.0</version>
<configuration>

<release>ll</release>

</configuration>

</plugin>

Java Z1THY Rl
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</plugins>

</build>
</project>

Java BEITHHRANME B

AREBHIE T App Runner X#FH Java iZ1TEHAR A TEIFHE L.
T HEFHIZITHARZAR-R % App Runner M7

BT B R

Corretto 11 (corretto11)

IRERRAS

11.0.28.6.1
11.0.27.6.1
11.0.27.6.1
11.0.26.4.1
11.0.25.9.1
11.0.24.8.1
11.0.23.9.1
11.0.22.7.1
11.0.21.9.1
11.0.21.9.1
11.0.20.8.1

11.0.19.7.1

11.0.18.10.1

11.0.17.8.1

11.0.16.9.1

11.0.13.08.1

BENEE

Maven 3.9.11 , Gradle 6.9.4
Maven 3.9.10 , Gradle 6.9.4
Maven 3.9.9, Gradle 6.9.4
Maven 3.9.9, Gradle 6.9.4
Maven 3.9.9, Gradle 6.9.4
Maven 3.9.9, Gradle 6.9.4
Maven 3.9.8, Gradle 6.9.4
Maven 3.9.6 , Gradle 6.9.4
Maven 3.9.6 , Gradle 6.9.4
Maven 3.9.5 , Gradle 6.9.4
Maven 3.9.3, Gradle 6.9.4
Maven 3.9.3, Gradle 6.9.4
Maven 3.9.1 , Gradle 6.9.4
Maven 3.8.6, Gradle 6.9.3
Maven 3.8.6 , Gradle 6.9.2

Maven 3.6.3. Gradle 6.5

RImER

69



AWS App Runner FRARIER

BT AR IRERRA BENEE

Corretto 8 (corretto8) 8.472.08.1 Maven 3.9.11 , Gradle 6.9.4
8.462.08.1 Maven 3.9.11 , Gradle 6.9.4
8.452.09.2 Maven 3.9.10 , Gradle 6.9.4
8.452.09.2 Maven 3.9.9, Gradle 6.9.4
8.452.09.1 Maven 3.9.9, Gradle 6.9.4
8.442.06.1 Maven 3.9.9, Gradle 6.9.4
8.432.06.1 Maven 3.9.9, Gradle 6.9.4
8.422.05.1 Maven 3.9.9, Gradle 6.9.4
8.412.08.1 Maven 3.9.8, Gradle 6.9.4
8.402.08.1 Maven 3.9.6 , Gradle 6.9.4
8.392.08.1 Maven 3.9.6 , Gradle 6.9.4
8.382.05.1 Maven 3.9.4, Gradle 6.9.4
8.372.07 1 Maven 3.9.3. Gradle 6.9.4
8.362.08.1 Maven 3.9.1 , Gradle 6.9.4
8.352.08.1 Maven 3.8.6. Gradle 6.9.3
8.342.07.4 Maven 3.8.6 , Gradle 6.9.2
8.312.07.1 Maven 3.6.3, Gradle 6.5
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® Note

App Runner AFIE R AR EETEZTRER TEITENHERE, it , BFEARXEN
R hEBXNEITEH App Runner MRAF R4 App Runner liRAI5I . BXEZE
B BESREEETMARN App Runner R4,

/A NET ¥8&

/A Important

App Runner f¥F 2025 F 12 A 1 B&LEX .NET 6 BXF, BEXBUNEZELR , H5Hthe
section called “& I FEEEITRRATHNZHF.

AWS App Runner NET FERMUIEEZTH . BNETRFAUBRMHENZTHEEERET NET IRA&
) Web NAREFHARR. HRFER.NET Z1T8E , App Runner NEEM.NET Z1TRHEGIT R, Lt
HHBET Amazon Linux Docker &5 , @2 &M T .NET IRAMNZTHREUR — LT EMNEHIVKE
‘Do App Runner A LI EZITAITBEGERN BERIBREG | R MG R AREFRIBRME Docker B
B, RE , ELPBUHMBUERRFEZTEN Web B,

£ App Runner | &% CreateServiceAPI #EQIZ RSB , A App Runner BRFIEEIZ1T
i, B LUETIIEERNRRBN —B2. EEEERBEEEFRN A pp Runner Bt E XX

HAruntimeXBF, HFEETRHNGBBAYER<language-name><major-version>,
guag J

BXBEMB.NET ST BFFRA |, B5SHthe section called “AHEE",

BRHBRRSEFE , App Runner B FRSWEITHEFNBETIRE. MREHNARFEER
EETRBEMRA , MBI BAEA App Runner BEE X H B runtime-version Xk FH1TIEE, &
A EZMERRBARA , BEEZRAZTIRERA. App Runner (XX BR S HIZE 1T BT AT RIE SR 5!
I EH,

NET ZITRBIRAE % : major[.minor[.patch]]
5l :6.0.9
LR REEERT BRARBE -

* 6.0— BHEFTEMRAFIRERA, App Runner X E#FH 4N T M4,
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* 6.0.9— BMEIRFENITRZE, App Runner T & EHIRAVIETTEMRAS,

F&

- NET ETHNERE

« NET BT RHI

« NET ES{TRMAESR

NET Z1THEE

ERREEITHE , ESRELBREERMZTRT. LAILELIESER App Runner AR S5 BYX B
TEE. BAIEANTEEZ —RINITIERE

« f£/ App Runner % 8- E 0|2 EHEELRFHN KEWE BoHEERT.

{8 App Runner API — i i CreateServices} UpdateServiceAPI #{E,
FACodeConfigurationValues##EE B #BuildCommand#StartCommand KX A RIEEH T

« FRAREXAH-ERS=MTHENRPEE-INHSMMEST , HEE-MRATEINARFNEZ
T, ERAEMUTENEERE,

REEB R ANER, FEAESIAT APl 812 App Runner RS BT , B A LUHEE App Runner 27l
BNEERNEEREERNEE 4P REEERE,
NET =178 R4l

UTREIERT ATHENZEIT.NET BRSH App Runner BBEX . &E— 1N ROIZTEN.NET XA
BREFRAE SRR EER .NET STHES.

® Note

XL RGP EAMNIZEITIRMRARG6.0.9, BRI LUFHEBRNEFANKRE, EXIENE
¥T.NET IZ1TB AR A |, S [Fthe section called “A R EE "

B/M.NET BEX#

WRHIERT JENET REZTHNAREANR/DEEXH. BX App Runner £ A &/t & XA H
KRRIR , ES Hthe section called “Fi & X4 =617,
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Example apprunner.yaml

version: 1.0
runtime: dotnet6
build:
commands:
build:

- dotnet publish -c Release -o out
run:

command: dotnet out/HelloWorldDotNetApp.dll

¥ RAONET BEEXH#

bR BB A E A .INET HEESTHRNAMEREES.

® Note

XL RBIREANZETIREARG. 0.9, BALUVSEBRNEFEANKRE, BXXENR
#T.NET Z{TEI AR A , &2 #the section called “&XH{EE”

/N 0

Example apprunner.yaml

version: 1.0
runtime: dotnet6

build:
commands:
pre-build:
- scripts/prebuild.sh
build:
- dotnet publish -c Release -o out
post-build:
- scripts/postbuild.sh
env:

- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 6.0.9

command: dotnet out/HelloWorldDotNetApp.dll
network:

port: 5000
env: APP_PORT
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env:
- name: ASPNETCORE_URLS
value: "http://*:5000"

STER.NET RRAREF RS

LERPIERT ATLAEE R NET E1TR ARSI TR .NET MAEFNIRAS,

(® Note

s BITUTHSE—NMTEA.NET 6 Web MARF : dotnet new web --name
HelloWorldDotNetApp -f net6.0

o FAMECIEA apprunner.yaml .NET 6 Web MAEFF,

Example HelloWorldDotNetApp

version: 1.0
runtime: dotnet6
build:
commands:
build:
- dotnet publish -c Release -o out
run:
command: dotnet out/HelloWorldDotNetApp.dll
network:
port: 5000
env: APP_PORT
env:
- name: ASPNETCORE_URLS
value: "http://*:5000"

NET iZ1TB iR A B
/A Important

App Runner f¥F 2025 £ 12 A 1 B&LEX .NET 6 BXF, BEXBWUNEZELR , HZHthe
section called “& IEX I EE1TITARAKI T FH,
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AREBHIE T App Runner XFH.NET iZ1TIT AR AN TEIFHAE R

T HEFHIZITHARZAR-R % App Runner M7

BT B R

.NET 6 (dotnet6)

IRERRAS
6.0.36
6.0.33
6.0.32
6.0.31
6.0.30
6.0.29
6.0.28
6.0.26
6.0.25
6.0.24
6.0.22
6.0.21
6.0.20
6.0.19
6.0.16
6.0.15
6.0.14
6.0.13

6.0.12

BENEE

.NET SDK 6.0.428
.NET SDK 6.0.425
.NET SDK 6.0.424
.NET SDK 6.0.423
.NET SDK 6.0.422
.NET SDK 6.0.421
.NET SDK 6.0.420
.NET SDK 6.0.418
.NET SDK 6.0.417
.NET SDK 6.0.416
.NET SDK 6.0.414
.NET SDK 6.0.413
.NET SDK 6.0.412
.NET SDK 6.0.411
.NET SDK 6.0.408
.NET SDK 6.0.407
.NET SDK 6.0.406
.NET SDK 6.0.405

.NET SDK 6.0.404

RImER
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BITES B FR PAE-JTEN TENER
6.0.11 .NET SDK 6.0.403
6.0.10 .NET SDK 6.0.402
6.0.9 .NET SDK 6.0.401
@ Note

App Runner AFIE R AW EETEESTRERTEITENHERE, it , BEEARXEN
R 5P ERXNEITEH App Runner lRAF R App Runner IR 5| . BXREZ(E
B BEZHREEITHMAF App Runner fRZAR,

5/ PHP £ A&

/A Important

App Runner FF 2025 & 12 A 31 H& LY PHP 8.1 9% #, BXBEWHNESZER |, H5
Elthe section called “& 1L EE TR MRAR X",

P AWS App Runner HP 2RI EZ1TH . BAIUERASMETIRHEMNZTHFEET PHP iR
K Web S FARRFHAES. HIREH PHP iZ1TAE , App Runner NFEE K PHP Z21TRHEBIT A,
LEBE T Amazon Linux Docker % , @& —1 PHP [RAMNE TR EM—LLTE, App Runner fi£
AUREEZETRREGENBEMBRE , HAMENRAREFRBXRME Docker B, A5, EoZpE L
G SAE BB HIZTIRM Web BRS

EE A App Runner 25| &3 CreateServiceAP| QI RS AT , ATELN App Runner [RGIEEIZETT
i, B LUETIIEERNRRBN —B2. EEEERBEEETN A pp Runner Bt E X

AruntimeXx®¥F. RESITHHNWBAER<language-name><major-version>.

BEXREMH PHP TR BMAMRA , 15 Mthe section called “&XWm{EE",

BRHBRRSEFE , App Runner B FRSWEITHEFMBETIRE. MREBHRNARFEER
EETRBEMRS , MATSAEA App Runner BEE X HFH M runtime-version X FHITIEE, &
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ASABEFMEMRBINERAE , BEEERAITUREMRA, App Runner X3 Bk 55 HZTRIHEATRIRR 5!
HYE#o

PHP iz TR RRANE 3% - major[.minor[.patch]]
it - 8.1.10
AT 2MRABIEN A -

« 8.1 — HEFTEMAFIREMRA, App Runner X E#H 4N T M2,
« 8.1.10— BIERIEEMITHA, App Runner F&EHIRIVIZE 1TATARA .

/A Important

M RIEAENF App Runner REWARBEFERE ZIEEINBIAE@EERB FZUANNVE |, NE
B PHP FEEE TR AR A A Z PHP 8.1.22 SRESRA, Z8IH PHP iz1TRTHR48.1.22R
BEE A BRIAMARIR B .

£}
« PHP E1THEE

* PHP iz {THY 7R
« PHP Z{TEIRAEE

PHP Z1TEEL &

ERRESTRE , ESNZEPEEERNMEITHT. ZLAIAEQERER App Runner AR S5 B Xt B i

THRE. BRUERUTAEZ —RINITLIRE -

- £ App Runner 24| &-ERIEIRBIEEETFH BEMNE BIrHEETT

« f£/ App Runner APl — & i CreateServices{ UpdateServiceAP| &4, fiE
FACodeConfigurationValues##EX B #BuildCommandfMStartCommand X A RIEE T T

« FRAREXAH-ERS=MTHENRPEE-INHSMEST , HEE-MRATEINARFNEZ
TS, EAEMUTENEERE,

PHP Z1THIELE 77
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REREXHRAUIEN. FAEEADE API 812 App Runner IREET , B LUEE App Runner 278
BENEERNEERELRNEE N HHREEERE,

REM

BALAERA LT Web RS 85 2 — 7 PHP & L£i=1T App Runner BR% -

» Apache HTTP Server
* NGINX

Apache HTTP ServerNGINX3} B 5 PHP-FPM &, &0 LR L TE—AENGINXK S 3 Apache
HTTP Server# :

« S@@ upervisord-BXRIZTHEZ{E L supervisord , iI§Z = 1T supervisord,
- BEHIA

BRUMMAEER Ap ache HTTP ARS5883 NGINX £ PHP & L& App Runn er RFHIRA , FS
¥, the section called “EEH PHP N AR IR

M

index.php&MEEIE Web REEEroot B F FWpublicX 4k,

(® Note

FAE N startup. shilsupervisord. conf X EAETE Web RS EBINIRE FH, BR
Zstart®SiEBE#startup. shiisupervisord. conf X E,

MRBREEFER , LT R2XHEHH R Blsupervisords

/

## public/

# ## index.php

## apprunner.yaml
## supervisord.conf
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/

## public/

# ## index.php
## apprunner.yaml
## startup.sh

BB WX L X B EF#EN App Runner RS IEEMRBEMERE £+,

/<sourceDirectory>/
## public/

# ## index.php

## apprunner.yaml
## startup.sh

/A Important
WMRIEIEF App Runner RSB EMEIRE FEEINRMINEREERE FZUANMLE |, W&

B PHP EEE /TR ARAAARZ PHP 8.1.22 SiESRA, ZBIH PHP 21T ARZA8.1.22R
REEARIAMIRIR B Fo

BRHBRRSEFHE , App Runner BLFRSHWEITHNEFNBIZIRAE, RIABERT , &
KRS N ERAREFRIZTE , BRIEETE App Runner Bl B XA EMAruntime-versionx
FEERETBE.

PHP Z 1T =l
ST 2 AT HRAET PHP RS #) App Runner B & XU #HHY R,
B/ PHP BB H#

LT REIZTUE PHP REZTH —REBEANRDEEXH. EXRIEEXHNESZES | BS
Hthe section called “Bt & X4 =B,

Example apprunner.yaml

version: 1.0
runtime: php8l
build:
commands:
build:
- echo example build command for PHP
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run:
command: ./startup.sh

¥ E PHP Bl & X
LUTRBIERT PHP REEITHWMMEERERH.

@ Note

X RGP EANESITERRARS. 1.10, B LUGEBRNEFRANRE, AXxXENSH
B PHP Z{THIR S |, &5 #the section called “XH{EE,

Example apprunner.yaml

version: 1.0
runtime: php81l
build:
commands:
pre-build:
- scripts/prebuild.sh
build:
- echo example build command for PHP
post-build:
- scripts/postbuild.sh
env:
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 8.1.10
command: ./startup.sh

network:
port: 5000
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

TER PHP N AR TR

LARRAIR PHP NARFRAB |, & LEHIX L RABETApache HTTP Serversi R E B F|
PHP Z1TBT ARSNGINX, X LR BB 1% 52865 F BRIA S 49,
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Apache HTTP Serverff Fiz1T PHP & supervisord

Example 3 #4514

® Note

* iZsupervisord.confXH A A GFHEEFHEEFNEMES, BRZstartw T
Msupervisord.conf XM FMME,

« index.phpMMZFEEroot BFZR T publicXHXH,

/

## public/

# ## index.php

## apprunner.yaml
## supervisord.conf

Example superisord.conf

[supervisoxd]
nodaemon=true

[program:httpd]
command=httpd -DFOREGROUND
autostart=true
autorestart=true
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0
stderr_logfile=/dev/stderx
stderx_logfile_maxbytes=0

[progxram:php-fpm]
command=php-fpm -F
autostart=true
autorestart=true
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0
stderr_logfile=/dev/stderxr
stderx_logfile_maxbytes=0

PHP 5z 178 =l
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Example apprunner.yaml

version: 1.0
runtime: php8l

build:
commands:
build:
- PYTHON=python2 amazon-linux-extras install epel
- yum -y install supervisor
run:

command: supervisord
network:

port: 8080

env: APP_PORT

Example index.php

<html>
<head> <title>First PHP App</title> </head>
<body>
<?php
print("Hello World!");
print("<br>");
7>
</body>
</html>

Apache HTTP Serverf£ Fiz1T PHP ¥ & startup script

Example X444

@ Note

« Zstartup.shX#A4 A FEEFEETNEMLS, BRZstart®TiE

Bstartup.shXHWEMEMLE,
« index.phpMMZFEEroot HZR T publicXHXH,

/
## public/

PHP iz 178 R 45l
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# ## index.php
## apprunner.yaml
## startup.sh

Example startup.sh

#!/bin/bash
set -o monitor
trap exit SIGCHLD

# Start apache
httpd -DFOREGROUND &

# Start php-fpm
php-fpm -F &

wait

(® Note

« Effstartup.shX#HRRXE Git FREZH , BFLFEREFENARITXH. chmod +x
startup.shATFREMstartup. shXHFIZEER TR,

o MRRFstartup.shXHBFRNTNITXH , iEEapprunner.yaml X4 buildds
S chmod +x startup.shZxN# A,

Example apprunner.yaml

version: 1.0
runtime: php81

build:
commands:
build:
- echo example build command for PHP
run:
command: ./startup.sh
network:
port: 8080
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env: APP_PORT

Example index.php

<html>
<head> <title>First PHP App</title> </head>
<body>
<?php
print("Hello World!");
print("<br>");
?>
</body>
</html>

NGINX{#E FZ=1T PHP £ & supervisord

Example 344514

@ Note

 Zsupervisord.conf XA LAFHEFEHEEFNEAhE, BRIZstartmwig
Esupervisord.conf XM FHALE.

« index.phpMMZFEEroot HFZR T publicXHFKH,

/

## public/

# ## index.php

## apprunner.yaml
## supervisord.conf

Example superisord.conf

[supervisoxd]
nodaemon=true

[program:nginx]
command=nginx -g "daemon off;"
autostart=true

PHP 5z 178 =l
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autorestart=true
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0
stderr_logfile=/dev/stderr
stderx_logfile_maxbytes=0

[progxram:php-fpm]
command=php-fpm -F
autostart=true
autorestart=true
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0
stderr_logfile=/dev/stderxr
stderr_logfile_maxbytes=0

Example apprunner.yaml

version: 1.0
runtime: php81l
build:
commands:
build:

- PYTHON=python2 amazon-linux-extras install epel
- yum -y install supervisor

run:
command: supervisord
network:
port: 8080
env: APP_PORT

Example index.php

<html>

<head> <title>First PHP App</title> </head>

<body>

<?php
print("Hello World!");
print("<br>");

7>

</body>

</html>

PHP 5z 178 =l
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NGINXfE =17 PHP ¥ A startup script

Example 3 #4514

® Note

« Zstartup.shX#AIUAFHEFHEFNEMAMES, BRZstartwtiE
Mstartup.shX 4 EFEHAE,

« index.phpMMZFEEroot BFZR T publicXHXH,

/

## public/

# ## index.php
## apprunner.yaml
## startup.sh

Example startup.sh

#!/bin/bash
set -o monitor
trap exit SIGCHLD

# Start nginx
nginx -g 'daemon off;' &

# Start php-fpm
php-fpm -F &

wait

(® Note

« Ef¥startup.shX#HRXRE Git F#EZH , BSLFERERNTRITXMH. chmod +x
startup.shATFREMstartup. shXHFIEER TR,
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- MRRFstartup.shXHEBERATHRITXH ,

©chmod +x startup.shER# Ao

Example apprunner.yaml

version: 1.0
runtime: php81l
build:
commands:
build:
- echo example build command for PHP
run:
command: ./startup.sh
network:
port: 8080
env: APP_PORT

Example index.php

<html>
<head> <title>First PHP App</title> </head>
<body>
<?php
print("Hello World!");
print("<br>");
>
</body>
</html>

PHP 1217 B¢ R ASE B

/A Important

#HfEapprunner.yamlX#4H Lbuildd

App Runner FF 2025 & 12 A 31 & LY PHP 8.1 W%, BXBWNESZER |, H5
Ethe section called “& IE X FEE B 1TH R X,

AEBHHT App Runner X## PHP 21T AN TEFAE R,

RImER
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T HEFHIZITHARZAR-R % App Runner M7

BT AR IRERRZAR TENEER

PHP 8.1 (php81) 8.1.33
8.1.32
8.1.31
8.1.29
8.1.28
8.1.27
8.1.26
8.1.24
8.1.22
8.1.21
8.1.20
8.1.19
8.1.17
8.1.16
8.1.14
8.1.13
8.1.12

8.1.10
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® Note
App Runner ATRIE XA FHBEETESZTHNRE TEITENHERE. At , BFEARXHEN
BRI 5 P EEXMEIT E/ App Runner iRZAF R App Runner RS H. BXEZE
B BESREEETMARN App Runner R4,

£ Ruby ¥ A&

/A Important

App Runner FF 2025 £ 12 A 1 B&1EX Ruby 3. 1 9%, BXREBEWNEZER |, H5
Bthe section called “& 1L I BB ITH R T,

AWS App Runner Ruby FEREEEZTH . SMNSTREAINRENERET Ruby MRAH Web
NARFHENZITARN. HIRMEA Ruby E1TEE , App Runner AMIEER Ruby E{THHE K
Fig, WEKET Amazon Linux Docker & , @EEA Ruby IiRAWETREM—LTE, App
Runner £ AL EZ /TR G4 ERLBRG | HIRINER B AR FRIBREE Docker R, AfE ,
TCaBELRGEIUERREPEITEN Web RS-

EE A App Runner 25| &3 CreateServiceAP| & EQIZE RS AT , ATELN App Runner IRGIEEIZTT
i, B LUETIIEERNRRBN —B2. EEEERBEEEFRN A pp Runner Bt E XX

HAruntimeXBF, HFEETRHNGBBAYER<language-name><major-version>,
guag J

BXREMH Ruby BTN B MM A , ES Mthe section called “EHEE",

BRHBRRSEFE , App Runner B FRSWEITHEFNBETIRE. MREHNARFEER
EETRBEMRA , MBI BAEA App Runner BEE X H B runtime-version Xk FH1TIEE, &
A EZMERRBARA , BEEZRAZTIRERA. App Runner (XX BR S HIZE 1T BT AT RIE SR 5!
I EH,

Ruby iZ{TAIBIARAIE % - major[.minor[.patch]]
flgn:3.1.2
LR REEERT BRARBE -

« 3. 1— BHEFTEMRAFIREMRA, App Runner X E#H 4N T M4,
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« 3.1.2— MEIBENITRZE, App Runner T4 EHIRAVIETTEMRAS,

FH

« Ruby EITHEE

« Ruby &E17H R4l

- Ruby EITRAHEER

Ruby 2 1THVEL &

BEREETNE , EXMELBWEERMESEITHT. BUUELIESHEH App Runner BRS5 B X H it
TEE. BUNEANTAEZ —RINITIIRE

« £/ App Runner £ HA-ERI BN EREELET 1 ‘GEME BoFEED T

« £/ App Runner API — 8 F CreateServicest UpdateServiceAPI| #4E, f#
FACodeConfigurationValues##EE ##BuildCommandfMStartCommand X A RIEET T

- FRAREXH-ERZ=AHEMBFEE— IS MERS , HEE—TNATREINABRFNE
TR, EEHMAENEERE,

REREXHRUIEN. FAEEAD API 812 App Runner IREET , B LUEE App Runner 278
BENEERNEERELRNEE N HHRIEERE,

Ruby 12178 R~ 5]
LTRRAIERT ATFHEMNZET Ruby BREH App Runner B iE X4
&/ Ruby Bt &34

WRHIERT —NAI LS Ruby BEETHREASEANR/DEEXH. BX App Runner EA&/NELE
X R RIE |, i5S Fthe section called “Fi & S 4 =617

Example apprunner.yaml

version: 1.0
runtime: ruby3l
build:
commands:
build:

Ruby =TI B & 90


https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CodeConfigurationValues.html

AWS App Runner FRARIER

- bundle install
run:
command: bundle exec rackup --host 0.0.0.0 -p 8080

¥ RH Ruby L& X4
LERPIERT & Ruby REETHREARBEERANER.

@ Note

X RGP FERANESTIRRARS. 1.2, BULUHESERNEFRANRE, BXXEFNRHN
Ruby iZ{TETHRAS |, &2 Fthe section called “&fH{E R,

Example apprunner.yaml

version: 1.0
runtime: ruby3l
build:
commands:
pre-build:
- scripts/prebuild.sh
build:
- bundle install
post-build:
- scripts/postbuild.sh
env:
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 3.1.2
command: bundle exec rackup --host 0.0.0.0 -p 4567

network:
port: 4567
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

TEM Ruby NAREFIRE

XERPIERT ALEE R Ruby E1TAARS I ZEE Ruby R AR FAVRAHE,
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Example server.rb

# server.rb
require 'sinatra'

get '/' do

'Hello World!'
end

Example config.ru

# config.ru
require './server'

run Sinatra::Application

Example Gemfile

# Gemfile
source 'https://rubygems.org (https://rubygems.org/)’'

gem 'sinatra'
gem 'puma’'

Example apprunner.yaml

version: 1.0
runtime: ruby31l

build:
commands:
build:
- bundle install
run:
command: bundle exec rackup --host 0.0.0.0 -p 4567
network:
port: 4567

env: APP_PORT

Ruby =178 7R~ 451 92
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Ruby E{TERI R MER

/A Important

App Runner F 2025 £ 12 A 1 B&1EX Ruby 3. 1 9%, BXRBEWNESER |, H5
Ethe section called “& IE X BB ITHRA X,

REZS|HT App Runner X Ruby Z1TRHARA K TR FMER

T HEFHIZITHARZAR-R R App Runner M7

BEATE B R IXRERRA BENEE

Ruby 3.1 (ruby31) 3.1.7 SQLite 3.50.2
3.1.7 SQLite 3.50.1
3.1.7 SQLite 3.50.0
3.1.6 SQLite 3.49.1
3.1.4 SQLite 3.46.0
3.1.3 SQLite 3.41.0
3.1.2 SQLite 3.39.4

(® Note

App Runner AIRIE AR EEEZTHEATEITENHERRE. At , BFERHEN
L5 R ERXNEIT S App Runner lRAFRE 1S App Runner IR 51 . BREZ(E
B B REEZTRMAF App Runner fRA,
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£ Go ¥ A&

/A Important

App Runner FF 2025 £ 12 A 1 B&LEX Go 1.18 X #F, BXBWNEZELR , HS
Ethe section called “&& LI BB ITH RN ",

G AWS App Runner o L& RHAEEZITH . BNETHHTUBRNHENEZTE T Go IiRZAH Web
NMARFHNALE, YRER Go iZ1THE , App Runner 2MIEE Go EITHREGITH, LEGET
Amazon Linux Docker &1 , @8 & Go IRAMNEZETREM—LTE, App Runner fFERLIEEEZIT
AR EN BRI G |, HRMENNARFRERME Docker B, ARG , TRBBUHBRGIUERSS
FZ1TRE Web RS

A App Runner 12 & 3 CreateService APl BRAEBIZEARSSATY , ATEAN App Runner lRFBIEEIZIT
i, BEAUNETRIEENRREBN —H2. TS ERBIFEEFPH A pp Runner Bl & XX HHE

AruntimexBF. REETHRNBBRAYER<language-name><major-version>

BEXREMM Go BITHBMARA , 5 fthe section called “&XH{EE",

BREBERRSEFHAT , App Runner BEFRSHZTREHBETHMA, MEEWNAEFEER
EETRWSERZD , MATLAER App Runner BLE XA B runtime-version kB FHTIEE. &
AT ABIEEMERRBIBARA , BEEERARIIRERA. App Runner {3 fRFZE T TRIER 5!
I EH,

Go IBITRBIKMRAIESE : major[.minor[.patch]]

Bl :1.18.7

LR RBNER T lRABE

¢ 1.18— $EFERAETFTREMA, App Runner X E#H 4 T lx7,

« 1.18.7— HEREMNAN T B4 App Runner T&EHFIREIZITEIARZS

*
« Go IB{THELE
4

Go iz 178t R4l

=
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« Go BITRRAER

Go 12 1TH Bl &

EREREETNE , EXREDREERNETHT. EASELIEHER App Runner BRSS B Xt H i
TEE. BUUEANTAEZ —RINITIIRE

« £/ App Runner £ H A-ERI BN EREELETM M ‘GEME BoFEED T
« £/ App Runner API-i§ A CreateService= UpdateServiceAP| #&/E, f#
FiCodeConfigurationValues##ER E #9BuildCommandfStartCommand X & RIEE T

« FRAREXH-ERS=IMTHENRPEE-INHSMEST , HEE-MRATEINARFNEZ
Tov s, EAEMUTENEERE,

REEB R ANER, FEAESIAT APl 812 App Runner RS BY |, BRI LUEE App Runner 27
EBNEERNEEREERNEE 4P REEERE,

Go 1= 1T 7Rl
LUTREIERT ATHENZET Go IREH App Runner Bit & XX #,
&’ Go BLiE X

WREERTHUUE Go REETH —EFANZKPEEXH. B>x App Runner £ &/ ELE XA
HERI& |, 53 Fthe section called “BL& L4 R A7,

Example apprunner.yaml

version: 1.0
runtime: gol
build:

commands:

build:
- go build main.go

run:

command: ./main

¥ &’ Go BLEX

LRHAIERT E Go REBITR P EMAMBRERANER,
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® Note

XL RBIREANIZITRMRARL. 18. 7,
Go IZ{THHRRA , 52 the section called “&X {5

LR E BN BERABNRAR, BRXFNRIN

Example apprunner.yaml

version: 1.0
runtime: gol
build:
commands:
pre-build:
- scripts/prebuild.sh
build:
- go build main.go
post-build:
- scripts/postbuild.sh
env:
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 1.18.7
command: ./main

network:
port: 3000
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

TEMN Go NARFIRG

XLERGIERT AJLLERE R Go E1THTARSFAITE Go AR FRIRKE,

Example main.go

package main

import (
Ilfmt n
"net/http"
)

Go iz1TEY R fl
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func main() {

http.HandleFunc("/", func(w http.ResponseWriter, r *http.Request) {
fmt.Fprint(w, "<hl>Welcome to App Runner</hl>")

)

fmt.Println("Starting the server on :3000...")

http.ListenAndServe(":3000", nil)

Example apprunner.yaml

version: 1.0
runtime: gol
build:
commands:
build:
- go build main.go
run:
command: ./main
network:
port: 3000
env: APP_PORT

Go ETHRHIRAER
/A Important

App Runner FF 2025 £ 12 A 1 BRLEX Go 1.18 X #F. BXBWNEZER , H5
Ethe section called “& IE T E BT RN F

AREBHIE T App Runner X#FH Go E1TATHRAH TR FME .
T HEFHIZITHARZAR-R % App Runner M7

BT AR NEITEN BENER
Go 1 (go1) 1.18.10
1.18.9
REER
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BITES B FR PAE-JTEN TENER
1.18.8
1.18.7

@ Note

App Runner A RIEAMNBEETEZTHEA/TEITENHERRE. it , BFERIHH
R o P FEBFMETEH App Runner lRAF R App Runner [RAIS|IH. BXEZE
B | ESRREETIRAF App Runner R4
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7 App Runner FF & N AR

AENREFRIIBESFZINNARFRBNNERBNZETREENIT RERE AWS App

Runner,

ZEITHER

TRERRMBAF[HEBIER App Runner HIEHMERI[ER , App Runner FILERBRZEHHPETERN
MARERBE. A TRRRXFETRMENL N BAE,

- EEHEXFEF — App Runner ZFEAEI Web MARFHNEG. EE5ELEENEEESUREEAN
Web BIAREFRSH[IER (WREMNIE ) XX, RAEEN , RNASHEELTERAFETE
BHNREEETH , UH{tNAEFUEIENBRRBGAE,

« MEER — App Runner AREBEEHIRMHEX HTTP 1.0 M HTTP 1.1 X, BXBRERSHNES
85 , B2 Hthe section called “BLE" BEFEZIX HTTPS ZE&REMLE, App Runner &
FrAEEZ AN HTTP EREEC BN HTTPS BLEEEEMZEEIRIEER HTTP Web &
Ro App Runner 2EMZHNARF AR ROIMBEBERZAIL L TLS,

® Note

« HTTP IBREHE 120 WHBERENRS, 120 BTHENAEFEIER (2HEX ) M
TR HTTP W R B A FRAE SR B B iEl

o ERIFZEAIGRSENRHEATEEANNARRF, XENARFUEEESHNAISE
Bt , 4l70 Python B9 HTTP BR$588 Gunicorn B 30 M HERIAER RS, EXMERT , M
BAREFHNBRRESEE App Runner B9 120 B AT R %I,

s BEEHRE TLS ZREHIEMEMSE , ®H App Runner BE—IEEHENRS , o
UREERE TLS &1k,

o TR RARF-ZHE App Runner "X HFEMRSHRARERF. Eit , App Runner RMRIERZASIFL AT
B BT AL B ANME A Web BRIV IFERTE,

- 7% — App Runner 2B EEANREBZI B LRE T B App Runner BB FH XA, &AL
7 App Runner NAREFEE BN FHIET, BTAE Web BERNFEESZFIBEEORT1E A
HRE , Eit App Runner TARIEXE X HELABEEMERGNEFLFE, EHit , App Runner
FRBEHPO XM REZI NG FE  XEREXMH RSN, flm, HEEEMNRE App
Runner fREE , XHTFLRE,
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App Runner H 214 3 GB WIat 76z |, FH4F 3 GB Gt 764 22 BBy — 2B %5 A T 3= 4] L Hr
B, EHEMAKERBIFRG. TR G762 8 7] #2828 App Runner RS, ER , BTHEHTL
EEMR , XTRKAFME,

® Note

EREERRT  FRXHBISEERRE. 0, IR T -—MERFBER -SRI L,
X RRE, ERERBRT , BEREEXHFNEAMATERRER, Sl , ELEER
B, AL EENAERF TR XF ( DRERABERTERFEXLEXHF ) . XAERIMIR
future HRMLEEZEE , EFRRIEEENRS, SRBTNBRIREZAERF THRN

XHBRFE
EFASRHE, KERNANEREFEERIIES , BEHEW Amazon ElastiCache 23
A BRSS o

« METZTE-BIABERT , App Runner fEPORTIMELE ER BN AR RFIPATH, BUUFERAKOEFR
BRETEE , B URMEERETENE, B LUFFMETEAWS Secrets ManagerstAWS
Systems Manager ¥ E TP NBRBEBIFESI AN NELTE, BXCEFRETENELEE | B
RS ERETE,

- XplAE-MRENNARFRBER AWS iR APIs St E A —INiE AEMBRS AWS SDKs , iHf#
A AWS Identity and Access Management (IAM) SlZXflA €, RE , F£8I2 App Runner RSB
FHEHM MBI ZES. EENRGAERaEENRBIAENITE AWS RFRIENR, BXEZE
B |, 12/ the section called “EHI A€,

KRB RiEmME
F£9 App Runner Web N AREFRF A REBE , iHERIXLE AN,

- BHBBRRR-ERREF[EEHN  FEREEHREHRNISHXLERK, £ App Runner EEERIR
R ER |, BB ARIRENERRENREMMN up-to-datelkS. BXEZFER , BFSH AWS K
AREFIETaR A

o RUTTRESRB-[FEEE App Runner BRSH Web NARFRITATRS. BRI RIREMR
SEHT2BEBEILE R MEAR Web B RIIFLEETE

o« MIBRIGES XA SXHRS | ENFEEXHRSET , SARSNBI FEIE. JBR out-of-
storageffix , BAKNERBIGE X4, MEXHEFREN |, TFEHFEADMBERCERE.
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« EHIE31 — App Runner 21 5 #HISEBIS 3RS Al SR B9 S5 2401 HLEL & A9 01T im O LTI i
R, HEBHENESHNIIREEE. EEHE , FRTFEEHN vCPU EE N App Runner £61%
ELEEHL CPU (VCPU), XA A vCPU BLEMEZEE , 152, the section called “App Runner
XENERE

KEIRIEFE , EFEAZRREAZFFER. EREZFEFFENENTE , BREFHEFINS
REAN—28. BXENNELR , ESH AWS App Runner Eff.
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£ App Runner 2%l &

£ AWS App Runner 25| & 822, EEMUEEEM App Runner BRFZFMEXEIR |, Flan<BRKF
BRI LEFENERS. AIEFBRSUREERS. B EE App Runner RFHVRABUREE AL,
H’ﬁ?’%iﬁfjﬁﬂﬂﬂﬁ?‘ého 18 th 7] LA S 0 B 2 B AR S5 P b SRR 170

LTETHRTZEENHRMINEE , HALEL THEXER.

BiERHamE

App Runner Z#HIEE=/1Xi#, NEEH :

- SMER-TUNEBHIRFANNEER, FHAECRERZERANREESGETE
- AEER-EZFENHENEERD . FAECREREEARITES

- HPER-NEESRHESES. REERTURIMEXEMEREAAE ., EETEHETE L
BAEM E R SR BURELE T XA BY,

AWS App Runner X App Runner ) Services Services X
. Services
Con q
App Runner Services (2) info C Create service
. o]
A Q Filter services 1 &

Service name v | Status v | Default domain [4 | Incoming traffic | created ¥ | Lastactivity v
pythonTest-bb-repo © Running https://vmijhqezpwep. Public 9/6/2023, 8:44:59 PM 9/6/2023, 8:44:59 PM UTC

pythonTest @ Running https://jtstcs2vdw.pu. Public 9/6/2023, 8:30:17 PM. 9/6/2023, 8:30:17 PM UTC

page
« Choose a service domain to
open the service web app page

“BRS5” TUE
RS TTESIE T &K Y App Runner BRSS. B0 LA R E 88 AR 4R /N FI FREVSE B
Bl “BRS” mWE

1. §TF App Runner &l & , REE ‘XiF” 5&xkS , EFEH AWS XiF,
2. ESMBERF , EERS
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RATLEXERVER :

+ 812 App Runner 8. BXEZEE , S H the section called “BIE”,
« EEBRSEMRUKERSEHAETE,
o EFRRFFHIITIFRS Web MNARERFTTH.

AR S5 AU TRAR T E

HBAIDMBRES N RRTEEEE X App Runner REMNEEHNEM#TER, ERNEAL , BLANUES
AR %% o

»

ERARSEFER , FEMIBRSTE (SAELE-T ) , REEEEN App Runner BR%5,

- App Runner Services python-test

python-test w. [ acions v || © | IR

Service overview

Status Service ARN

© Running [P arm:awsapprunnerius-east-1:12345678901 2:service/python-

test/33f9aaTcd4744fbeb 6185014386004

Default domain

https:/ /6 2wweBeves public.gamma.uz-east-1.bullet.aws.dev [ Sourcs
b LY c

D https://github.com/your_account/python-hello/main [

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) infe

Q 1 @
Operation Status Started v Ended
Create service (&) Succeeded 372272022, 6:46:22 PM UTC 3/22/2022, 6:51:35 PM UTC

ARSSBREB o RE A X App Runner RS MG NARFHNERFAREE . (RAUNEXEMBES

- BERRSHEE , FIINREA. ST ARN,

- SMEIERIASE , B App Runner A EEH RS HIZ1TH Web R ARRFIRERE., X2 App Runner
HWEKawsapprunner. comBFH — N FEHE,

. SREIHB RS REEE,
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- FNRTEEDSEDENRS.
- HE, RENBBREN RS,

ARSS B T 5 R B~ A T BRSS B A AT W E

< B K 7 5 TE

XEXK P TESE T App Runner 580k F R B EMEERMBEINIER, &0 LU F L ss XA ESH
N RISBE, BXXBEEKFPHNEZER |, F3Ethe section called “Connections”s

Al {E “RERIK " SUE

1. 7% App Runner 2% & , REHE “X&E” FIRP | EHEEH AWS X,
2. HSMERF , EEEXEKKS,

I
®©

App Runner » Connec ted accoun ts

Connected accounts

Connected accounts and organizations (1) infe | Cc | ‘ Actions W | Add new
Q Filter connections 1 1)
Name [4 v | status v Provider v Created v | ARN v
GitHub-account @) Available GitHub 8/22/2023, 9:43:37 PM ... @ arn:aws:ap...

RATEXERVER :

- ERLKFS R ERERUENERSIR, BEH/DIIREE | HEMRERXFEREAEZE.
« RFEEBMUE IR REHEEKS AR,
o EE-MEERUSTHNINEYAESE (FENCIERRSH -8 ) WIEF  SERRZERE.

B3 4R B E R E

A uto Scaling EEEMESIEH THEEKFPREN BN HRERE. BAURE—LSBRFAEREIBEN
TR, HEENREATRNEE , MERE I ES —NHZ App Runner RS, &0 LAE AL RS
NAREFHDIIRAEE, BHX auto Scaling ENEZEE , BSHEERSH B304 1o
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https://console.aws.amazon.com/apprunner

AWS App Runner FRARIER

EfABYRAEERHE

1. 7% App Runner #2#|& , REHE “X&E” FI&RP | EHEEH AWS X,
2. ESMERT , ZEEEHHERE.

Il
®

App Runner » Auto scaling configuration

Auto scaling configuration

Auto scaling configurations (4) info Create

List of the available auto scaling configurations. Auto scaling configuration defines settings for instances used to process the web requests
Q, Filter configuration by name | 1 (O]
Configuration name A | Status v Revisions ¥ | Date created v Date updated v
DefaultConfiguration G) MNot-in-use 1 5/18/2021, 12:00:00 AM UTC -
High-capacity G) MNot-in-use 2 9/7/2023,10:21:03 PM UTC 9/7/2023, 11:24:13 PM UTC
Low-capacity ® In-use 2 9/8/2023, 10:35:54 PM UTC 9/8/2023, 10:36:44 PM UTC
Medium-capacity ® In-use 2 9/7/2023, 10:32:49 PM UTC 9/7/2023, 10:33:46 PM UTC

RATAEIX BV ST -

« BEEKFHIA auto Scaling B E# 5K,

« BIEFH auto Scaling EED XM B EEHITEIT,

¥ auto Scaling Bt Ei& BN BRI BN IRSHERIAEE,

- MIRREE.

- EREEBHRUSME ‘BB BIEITIR” BRI EEIEIT R,

BaRELRERE 105


https://console.aws.amazon.com/apprunner

AWS App Runner FRARIER

BEIEIRHY App Runner RS

RENFWMAEEREN AWS App Runner i, EARES , BEZINAEERSHETEE : 2
B, BEEMRKRRS , BHONARFRABEINEHRS |, URBEITZEEMIRE RS KEE Web R
SWEAM, SR FEINMAERRSHWEMSE , HIEEEF auto Scaling.

FH

+ 82 App Runner fR%

o IEEBEXLXMH App Runner R

s FFHWNAEFMREEEE App Runner
« BE App Runner fR%

- B App Runner % #

- EIE App Runner B 481K

« B App Runner REH B E WE &

« F{EMIEE App Runner BRS

+ MIBR App Runner RS

212 App Runner fR%

AWS App Runner BEI N ARG SRR B EHELEZTEST BN IEEEITH Web RS, &N
¥ App Runner EEQZHNREGINE , RFEEELELFENIRE, App Runner AR EZEEWEEMN
NMARRE , MEBEITERR , AEBELNNARFUEXERR LE1T,

BIERSE , App Runner 28I —MNREZHER, EXEBERT , BUREFTERBEZRR. NREE
F App Runner ###1& |, NEH AR AEBERERR. B App Runner BIREKENEZER |, S
[Fthe section called ‘N ARFETEHERER . XERREXBBLESENK/ XEKWESR AWS X, &
KXEZEER |, i3 the section called “R AR FEITEEFRE .

RERRRLARLENTE , URESHIRLBARNER, FTANET HRELFLLHTH
N UESTHUERES ASOERLTRE. BXEARBRAFAEAIRNES  WEAFH
EA.

FRFMF

TEBIZ App Runner FRE 281 , BFLTRATERE -
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AWS App Runner FRARIER
- TRPANERETRIZE,

- BREVNABRFRCHEZME, B LUER Bitbuck et FRIGItHUbR B 124k EE =Rl 3 #h 5% M A 85
SEfER (Amazon ECR) Container Registry I A 225 15K 812 App Runn er RS

BIERRS

AT AMM App Runner [RSEENSIERTRE : ETRABMETRRHE S

® Note
MREANRSF LR HIERE VPC EHESR , WEEHNERFEHIIEFEHIA —XHER, B
EARFTRSNEZ GBS RFSEFRNHBRSRELRE, FXESELE , BSH —XME
RARIERM “5 App Runner Bx®” — %,

MRS & B RS

LT ETNBHENFERARBRAGitHub® Bitbuck et FERIBEMER , {612 App Runner RS, £
RARBEMEER , App Runner ZUE#EFIIRMBARSK,, At , BFEEHBEIXMERE. X
App Runner EENEZFE LR , $ZHthe section called “Connections”s

B2 RS , App Runner 24—/ Docker & , HHh I LN NARFRBNKET, RS, ©
2B —TETZEGRNBEZFNRS.

5/ App Runner 2% & NRIBBIZ RS
ERAEE A 82 App Runner iRS
1. BEELNERD,

a. ¥7F App Runner ##5l5 |, ARBTE ‘XE” 5FxAH |, EFREH AWS X,

b. WR&E AWS IKF & B App Runner RS , MaE REHET, %EF “G1Z App Runner
BRS,

k= e 107


https://bitbucket.org/
https://github.com/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/
https://github.com/
https://bitbucket.org/
https://console.aws.amazon.com/apprunner

AWS App Runner

FRARER

2. EIE

o

Customer Account ~ M. Virginia ~ Support ~

Get started with App Runner

Create an App Runner service

R AWS kP EERSE

service,

N&ERBELNKRSHIRN ‘RS TUHE, 1%£#F Create

AWS App Runner

Services

App Runner Services (2) info

Services

G

‘ Q Fi ‘ 1 )
Service name v | stan v Default domain [4 | Incoming traffic | created v | Lestactivity v
st of s inyour
pythonTest-bb-reps @ Runnin g https://vmijhqczpw.p... Public 9/6/2023, 8:44:59 PM, 9/6/2023, 8:44:58 PM UTC ccount. To scope the list down,
enter any text in the filter text
pythonTest @ Running https://jtstes2vdwpu.. Public 9/6/2023, 8:30:17 PM 9/6/2023,8:30:17 PMUTC box.

* Choose a service nam

e togoto

the service dashboard console

£ ORABMERE” WEH R &0, N EERE ER RABEEE

wEREMHAERE,

EFEHESB

—/NGitHubs} Bitbucket,

BETR, hizREBEREGEATHNKSHAR  HELERE, A, TREHRE
BEEEFEEEALREEZNKSREANIE,

T EEE P, RREEENNARFRBNEMEE,
¥F Branch , IEREIPEN D X,

IR B &

® Note

ERMBH T EMNEIEENIREB FH1T. App Runner [EEEUM N MIE B ZIF1BH4E
FEER, MRERELLLIEEER , MiZ

ENEE,

, MARFHERATERNARF BB EX AR B F.

B ZMINAFRERE R

;g

BIERS
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AWS App Runner FRARIER

a. & HRERE #H , EEFIHH B

EXRHMBBRHENEZEE |, 5 Hthe section called ‘B &5 %",
b. iij:%-lt_io
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AWS App Runner

FRARER

Source and deployment i

Choose the source for your App Runner service and the way it's deployed.

Source and deployment

Source

Repository type

() Container registry

Deploy your service using a container image stored in a

container registry.

) Source code repository

Deploy your service using the code hosted in a source
repository.

Provider
Choose the provider where you hast your code repository.

GitHub

Github Connection infe

App Runner deploys your source code by installing an app called "AWS Connector for GitHub” in your account. You can
install this app in your main GitHub account or in a GitHub organization.

| myGitHub v ‘ Add new
Repository

| python-hello v ‘ &
Branch

| main v ‘ C

Source directory

The build and start commands will execute in this directory. App Runner defaults to the root directory if you don't specify a directory here.

[/

Leading and trailing slashes (*/™) are not required. Valid examples: "apps/targetapp”, "/apps/targetapp/", " /targetapp”

Deployment settings

Deployment trigger

() Manual

Start each deployment yourself using the App Runner

console or AWS CLI.

@ Automatic

Every push to this branch that affects files in the
specified Source directory deploys a new version of your
service.

B AR

5
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AWS App Runner

3. EBENAERHE,

FRARER

a.

£ BENE TEL , ¥TFRESXH , MRENEFEEEDTEZE App Runner BLB XX H | 1B
HBRERCEEFERE , ENREE App Runner BLE X |, Ni&BEAEE X4,

® Note
App Runner BLE X4 2 — M RmiFEEF N NARFRN
LRIZH—MER , App Runner

BEiXLEME,

— B RITET NI,
SMNXHFREE—EE , EFAFRERS PR

b. EBHUTHEZFRE

« BUN-NEHNARFERFENTEEETH.

« ERBT-AANFRBHENARFNG T, XARSENABPRUNBEESIAER
Hﬂ]$0

- BT -MARBS Web BREH
o wO-ARH Web BREZSITH IP 3w 0,
C. ii?%jt_io

ﬂp'l'-lo

BIERS

111



AWS App Runner

FRARER

Configure build

Build settings

Configuration file

© Configure all settings here
Specify all settings for your service here in the App
Runner console.

Use a configuration file
Let App Runner read your configuration from the
apprunneryaml file in your source repository.

Runtime
Choose an App Runner runtime for your service.

Python 3 v

Build command
This command runs in the root directory of your repository when a new code version is deployed. Use it to install dependencies or compile
your code.

pip install -r requirements.txt

Start command
This command runs in the root directory of your service to start the service processes. Use it to start a webserver for your service. The
command can access environment variables that App Runner and you defined

python server.py

Port
Your service uses this IP port.

8080 o

Cancel

4. BEELZHRS.

a.

b.

C.

EEERS TENRSRESD , BARS BN

(® Note
FIEEMERSREZARTEN  ELAEFEHRHANMINRE.

(ANt ) EREARINEMIRELRRENNARFER.
EERET—F,

BIERS
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AWS App Runner FRARIER

Configure service

Service settings

Service name

python-test

Enter a unigue name. Use letters, numbers, and dashes. Can't be changed after service creation.

Virtual CPU & memory
1vCPU v 2GB v

Environment variables — optional
Key-value pairs that you can use to store custom configuration values.

No environment variables have been configured.

Add environment variable

» Additional configuration

» Auto scaling info

Configure automatic scaling behavior.

» Health check info

Configure load balancer health checks.

b Security info
Specify an Instance role and an AWS KMS encryption key

» Tags info

Use tags to search and filter your resources, track your AWS costs, and contol access permissions.

Cancel Previous m

5, ®'ERAYER NEL A6 RIESMANFMBRARGSE K RBER QEHRE
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AWS App Runner FRARIER

SR MRRDOERS , EHEFERRSURR , P EBSHRFH RS HIL.

T Create senve in progress,

App Runner Services

python-test .. actioms ¥ || G

Service overview
Service ARMN

5

© Operation in progress (3 arrcawsapprunnerus-east-21 234567850 Iservice)python-
I test/ T ISR T280ca2 d0c BB ThSeh e BeB2d5E

h

di ™ E Source
D brttpes:/ fgrthub com,fyour_acccunt fpython-hello/maln £
Activity Logs Configuration Metrics Custom domains
Activity (1] e
Q 1 ®
Event Status Started v Ended
Craate service Pending Gf22/2021, 71259 PM UTC

6. WIFENRFEREBEESEIT.

a. ERFSNUR|IEL 6 FIRSREZN “EFEET
b. EHEIIAEE, XREMNRSMIGHI ML,
c. HEAZHMNEARIIEIEREERIZT.

£/ App Runner APl MR 1B 8|2 RS Z AWS CLI

EFEH App Runner AP| 8l fR% AWS CLI , i578H CreateService APl ., BXEZER
KRBl , i5SH CreateService, MRXZEEXFERBEALALRLK - RNRRBEREE ( GitHub
Bitbucket ) ﬁUEHE% , & %18 A CreateConnection, IX£&7E App Runner 5176 FE 12 AV 4H LA ik
P EEMERE, BX App Runner EENEZELR |, S @the section called “Connections”s

WMRFEAREKNER , BERT Service X&R"Status": "CREATING" , M&H ARSI 1461
2,

BXFANTRE , 250 (AWS App Runner APl £#) iy “tI 2 RABIEEERS

BIERS 114


https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_Service.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html#API_CreateService_Example_1

AWS App Runner FRARIER

M Amazon ECR & &8I RS

DTFEFNALENRFRFMHEE A mazon ECR FH ARG , 20812 App R unner RS . T
@ ECR 2—1. AWS [RFELL , EE T Amazon ECR MG EIZZ RS , BEEN App Runner 124
—NEENEM Amazon ECR ZENRMIFRIAE,

® Note

Ff&7E Amazon ECR Public FHERGE LT, Hit , MNREHEGFMHTE Amazon ECR
Public # , I REEZEHEA/E,

BIZMRS A , App Runner 2830 —TURS , ZBRF L TERREHNRENBTRERG, EXHERT ,
RBHERER.

BREZER , B5H ETEHBNES.

5/ App Runner 24| &5 NB & EIZ RS
ERAEE A 82 App Runner iRS
1. BELERNR,

a. ¥7F App Runner #5155 |, ARBTE ‘XE” 5FxAH |, EFREH AWS X,

b. WMR&E AWS IKF & BEM App Runner RS , MaE REVET, %EF “G1Z App Runner
BRS,

D Customer Account ~ N. Virginia ~ Support ~

Get started with App Runner

Create an App Runner service

WR AWS K EERS , WeERIEEHNRSIRN RS NH. 1EF Create

service,

BIERS 115


https://docs.aws.amazon.com/AmazonECR/latest/userguide/
https://console.aws.amazon.com/apprunner

AWS App Runner FRARIER

AWS App Runner X App Runner > Services Services X
Services
Services Vie
Connected t: q
onnected sccounts App Runner Services (2) info Create service ing
etworl ion
on ‘ Q Filter services ‘ 1 (0]
Service name v | status v Default domain [4 | Incoming traffic Created v Last activity v
Documen tation [4
pythonTest-bb-repo @ Running https://vmijhgczpw.p... Public 9/6/2023, 8:44:59 PM 9/6/2023, 8:44:59 PM UTC 2
any text in the filter text
pythonTest @ Running https://jtstes2vaw.pu... Public 9/6/2023, 8:30:17 PM 9/6/2023, 8:30:17 PMUTC

« Choose a service name to go to
rd console

+ Choose a service domain to
open the service web app page

Learn more 4

Image-b

Code-b;

c. HERMIBBREAKFERS P , N TE@EERE | EERF[IMK.
d. XWTRHEH , FEFEEERGARMER .
- WHh ECR — FEL Di# ECR FHAEH K.
« Amazon ECR Pub lic — f#f& £ Amazon ECR Public FH AT AIEE F o
e. NTFEB|[EBR URI, FEEXRK,
f.  1E1%E# Amazon ECR ASBEBNEES , N THREF#EE , ERISENRENEFRE.
g. XNTEGHFEX , ERERBNREREGHRE (M, &F )  AEERMLE,

Select Amazon ECR container image X

Choose an image repository and tag in the Amazon ECR registry of your AWS account
jane to deploy to your App Runner service. To deploy a container image of a different
AWS Account, cancel and paste the image URL

Image repository

test-image v
Image tag
latest v

BIERS 116




AWS App Runner FRARIER

2. EEEHHE.

a. & HRERE #H , EEFIHH B

® Note

App Runner 7~%3F Bz 268 Amazon ECR A # &% , t A XX H3EEE Amazon
ECR FiEF EEM RS FIE AWS K- R IKF

EXRHMBBRENEZEE |, 5 Hthe section called “B &5 %"

b. [Amazon ECR ] X T ECR FRIAE , TEFEK, PHNNERS A SRR EH A
2. MREEANEFHHE , b IERELEANER IAM AP AR,

C. iij:%-lt_io
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AWS App Runner

FRARER

Source and deployment i«

Choose the source for your App Runner service and the way it's deployed.

Source
Repository type
© Container registry Source code repository
Deploy your service from a container image stored in a Deploy your service from code hosted in a source code
container registry. repository.
Provider
O Amazon ECR Amazon ECR Public

Container image URI
Enter a URI to an image you can access, or browse images in your Amazon ECR account.

123456789012 dkr.ecr.us-east-2.amazonaws.comy/test-image:tatest

Deployment settings

Deployment trigger
Manual 0 Automatic
Start each deployment yoursetf using the App Runner App Runner monitors your registry and deploys a new
console o AWS CLE version of your service for each image push.

ECR access role Info
This role gives App Runner permission to access ECR. To create a custom role, go to the I1AM consoie E

0 Create new service role

Use existing service role

Service role name
The name of an 1AM role that App Runner creates in your account with an attached managed policy for ECR access.

AppRunnerECRAccessRole

Cancel

BIERS
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AWS App Runner

FRARER

3. EEZHRS.

a. HEERERSTHEHHKRSRESS ,

® Note

A RS B MBI ARS ML EITHY IP w0,

FIBEEMBRSREZEARIIEN , EAEFEHEREHIRINRE,

b. (A& ) EXSHAMEMKRENHAENARFNER.

C. iij:%-lt_io

BIERS
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AWS App Runner

FRARER

Configure service i

Service settings

Service name

image-test

Enter a unigue name. Use letters, numbers, and dashes. Can't be changed after service creation,

Virtual CPU & memory
1vCPU v 2GB v

Environment variables — optional
Key-value pairs that you can use to store custom configuration values.

No environment variables have been configured.

Add environment variable

Port
Your service uses this IP port.
8080 o

P Additional configuration

» Auto scaling info
Configure automatic scaling behavior,

» Health check info

Configure load balancer health checks.

» Security info
Specify an Instance role and an AWS KMS encryption key

» Tags info

Use tags to search and filter your resources, track your AWS costs, and contol access permissions.

Cancel

BIERS
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AWS App Runner

FRARER

4. E'EEAVNE TEL , RUESHANMERHAGEE K RAEEE QIEHTE.
SR MRRDOERS , EFHEFEFRSEHER , EFTEFTRSNRS TR,
image-test i actions v | | 3
Service overview
(-.:. ‘ F 5- J:"':H\‘-!. apprunnerus-eait-2; 1 22456 TE90 ) 2rervice/image-
et dbena teest/ Debb SebSf 2954 96 S0k D 24 26951
bt fgetdviendt f i [ caiad
E V23456780 2. dkr e us-east- L amaronawi com/po-vest-imagelatest [
Bctivity Logs Configurat Metrics Custom doam
Activity (1) inta
Q 1 =
5. WIFEMNRFREEEET.
a. ERFMUR\IEL  FIERSREZH “EHEET
b. EERIAEE, XREMNRSMIGHI ML,
c. FAZHNMLEHARIEIARBERET,

£ App Runner API \E &6 R$E= AWS CLI

E{FE A App Runner APl S 8|Z RS AWS CLI , #Ei8H CreateServiceAPI 1€,

R

PN

WMRFARERKIIEE , BERT Service W& , NI
"CREATING" 7,

BXRRGIAA , 52 H AWS App Runner APl & i 6| 2R B G 7 ERS

EEERAMH App Runner IRS

WMRETERIE App Runner BRSS BT E] “BIE KW #HiR , WA BBITA T REZ—.

MRS BB "Status":

ERAMH RS
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_Service.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html#API_CreateService_Example_2

AWS App Runner FRARIER

- REBHMthe section called “BIERF LM T RBEENIER,
- MREERRERESEFRING IR FHTXENER , ATEFHEENES.

* 202 App Runner BIGETH B S BEN /RS KK , FEFTHRIEEHRTEAERINBER TEEZRK
B BRSS o

BAT LB App Runner $2&) A3 App Runner APl B2 K MEBRSS , & AWS CLI,

£ App Runner 12| & B XMH App Runner RS

Rebuild with updates

BEBRBRSZTEETZHERMEAN. FEXTERN K EENRERERRS 2B EHYERZ
HWERAEAER, BXEZEE , B5SH the section called “BI 2 iR 55 &M,

158 P SE T B 22 K MR BR 55
1. REBSTE LY BE AT+ , REEE “HE.

ZREFTF - REER , EPERTRBEEFRNIIE,
2. BUOMENERAERBERPHITES,
3. &R “REHER

AN ERS THEN “BE &0+ LERHE,

Rebuild without updates
MRIGH FESBRESCERIY , NEFEIRS RAEERENTERRS.
ERRTEHRNERTERRMAERS
- REBRSUEA LA EE

AU ERS UHEN “BE &0+ LERHE,

o MRBHWIRSTEZERGE | FiRBP A FESERR I B3 1T #Ethe section called “BI 2 AR5 %k
B HITBENER , RAEEMHERENRS.

5 App Runner 2§ & E2 X MH App Runner RS 122



AWS App Runner FRARIER

£ App Runner APl EZ XA App Runner RSz AWS CLI

Rebuild with updates
EEEAMWERS , FRITUTRE
1. LB K the section called “BIZE RS AW HBERKBIRER,

2. WRFHEND XFMEHSBERVEERITLENER.

3. EAMWERBEEEIRBGFEESKIAM UpdateServiceAPI I#1E#1TEE., App Runner
MNERBEFEEFRREZEINVRR.

Exampleff AE#HHHTER
EUTROIP , EEEHETRBHYRSHREE. WEERPort}v80,

FHETEBH App Runner RSB input. json3 ¥

{

"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8felel@304f84fd2b0df550fe98a71fa",
"SourceConfiguration": {
"ImageRepository": {
"ImageConfiguration": {
"Port": "80"
}
}
}
}

A UpdateService API #&4E,

aws apprunner update-service
--cli-input-json file://input.json

Rebuild without updates

E A App Runner APl E2 KBRS AWS CLI , & , BEFN RS FERE B T EMER
15 R N A UpdateServiceAPI 4E, XX B MRS 8122 R App Runners B Hi 1 8] & i 2 AT
TERBETHTETNE R THITEER,

/A App Runner APl EE %M H App Runner BRE AWS CLI 123


https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html

AWS App Runner FRARIER

FHETRY B AR AR AN &2 2| App Runner

EHCIZ RS AWS App Runner , EEBRENARERFR , BIRSRMEIRFMEE. App Runner &8
BRBRRKEITENRS , HEENNARFPEBIIXLEREF,

REBNREFNRATAPREARFREHTEES App Runner IRFHI %, XAURRECEH
HFTBRGRAS , BT URRBLEFNIHRR. App Runner B THMEBRRSFHSE : Ba1MF
o

EBE IR
App Runner 1244 T T ki M ARFHENEH HR.
B EE

MR RS SIFEERMERE (CI/CD) 178 , EEABZEE. App Runner 251 EHNE
GBRRBEHEEPRETEEL.

Bl G I7 i B — 5 2 EOR T BY B BRAR AN HEIA B B B A7 i Br S o) U BB 7 i BE HE IS TV 4R XA, App
Runner #& B EBFINEHRS , MEAFERIH —FH1T30.

REFHEEF — SHENMNEXMETRBF#EEFERE ZPHITERS , App Runner L&
ELENEBENEEE, BTREREXRTFNERS 2R E3EHE , Bt 7THRE FMUENFEE
HEBNEEIIFEEE,

- MRBF (FRERBR ) -XREEBBSHNREFRENRINME,. NRENFHE FRENZ
B, WEREBNFRESRTERE 5. Bt , EXMBERT , EEEIREEENRERR
R R ERE

« EATREHEERE RN B REE (ERN ) -BTREERE RTFHENERT LMK BIER
F, AEAEEIFEREFETEREXPNERRT2MRENETE, Bt , KHAERFIHER
BRMEBHETIRE K 2ANER

(® Note

App Runner 7 # B31# 28 Amazon ECR AR £ , bt FXFBH31EE Amazon ECR 7
& E P 5B RS FIE AWS IKF RNEIRIKF
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AWS App Runner FRARIER

FHEE

MBEERABBHINBESHERNE  EEAFIBE, WRENRSEBENZMHELSEILBHF
X MATABEHEHBE, BXEZEER , i§5# the section called “F 22",

® Note
LIXZTFHEENR , App Runner 2B B =B EZ M ERNRNAB,

BALBESATARANRSEESRES X

- BHE-NTREEEZNFRSIIABERS , TRVBELENENRERER D , BEFHINE
o

Deployment settings

Deployment trigger

Manual O Automatic
Start each deployment yourself using the App Runner Every push to this branch deploys a new version of your

« API 3 AWS CLI — £ @ F CreateServicezUpdateServiceR1ERT , FFSourceConfigurationZ%
fAutoDeploymentsEnabledB RiREN , False AT FIHESTrue B ERE,

© HEADBENEDBE
B BENMFHBER~EHENER . MG EHBE T ZENFHEE,
XN LN X B E TRt A&
s FHUBRAMNEHEHTIE. WANEA App Runner APl Rt &K, AWS CLIET XK
NWFENBEETRME T XERENER,
- REFHNEANERLME BBE.
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_SourceConfiguration.html

AWS App Runner FRARIER

FoEE

ERAFHRE A LFEABEINBRSHNERNNE. SEERFHENARFREHABIRAE |
AUSELTET | THINFAERZES SN AP ITEHE.

® Note
LIBE{TFEEER , App Runner £EBE R B T 7 AR,

FERAUTHZZ—EERNAREFRZE
App Runner console
{8 App Runner 24| A3 T E

1. 3#TFF App Runner #£#l& , ABE ‘XiF” 5IRF , EFREH AWS XiF,
2. HESMBERD , RERS , AREEREH App Runner FR%.

25 & AR RSB A RS ERR

= ®

App Runner Services python-test

python-test . | acions v |[ C | I

Service overview

Status Service ARMN
(® Running

@ armaws:apprunnerus-east-1:12345678901 2iservice/python-

e ) test/33f9aa7cd4744fbcb 96 1085014386004
Default domain

https:/ /6 2wweBevee public.gamma.us-east-1.bullet.aws.dev [ Soures
<L =

O https:/fgithub.com/your_account/python-helle/main [

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) e

Q 1 @
Operation Status Started v Ended
Create service &) Succeeded 32272022, 6:46:22 PM UTC 3222022, 6:51:35 PM UTC

3. IEEIE.

FaERE 126


https://console.aws.amazon.com/apprunner

AWS App Runner FRARIER
2R FHRIBIIRA. ERFEFERAEL , RHERSEXNREHITH,
4., FEFHBER, ERSFUERHRITEAL , RERSHERE EEEZT,

5. ERIIHBFREARY , FERSEHERTE LEFMIAGE , BERRSMEHRNLt. £F
& Web NAEBFREZRE , ARIEEAIMRAE R,

® Note

7 7 #8358 App Runner R FIEFER L2 |, *.awsapprunner.com 38 B A H 5 R5| &
(PSL) HiEft, ATH—FSESLT M , MREBEEE App Runner AREFHERINE
BAHIZEBR Cookie , RMNBIWEFEA®___Host-BIRAY Cookie, XIFH BT HRIPE
BV, BrSEE Y RIER{AE (CSRF) Wi, ETHEZER , i3/ Mozila FF R EN
(£ Set-Cookie T H .,

App Runner APl or AWS CLI

E A App Runner API 3 175828 AWS CLI , i1 A StartDeploymentAP| ##E, ME—E/&iEH
SHRENRS ARN, ZEVERSHNEKXEE T NARFRME , App Runner B A3 BIFT AR
R, MREARERINEAL , NEBBEIFF 1A,

BLE App Runner BR%

B2 AWS App Runner [R5 AT , AINIRERMEEE., SIBRRSE , BUUERHEPH —LEER
B, HZREBEREERRRSHMA , 2ZEXEER, AEBITLMMFER App Runner API, App
Runner ##|& # App Runner BB XHEBRS .

£

« £/ App Runner API fit & &8 RS 3 AWS CLI
£ App Runner I 5B BB RS

£ App Runner fit B X il B R H RS

N 1ERY BR 55 B & R 14
EAATHERFRERSIRE
NENRSREESTRARE
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https://publicsuffix.org/
https://publicsuffix.org/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie#cookie_prefixes
https://docs.aws.amazon.com/apprunner/latest/api/API_StartDeployment.html

AWS App Runner FRARIER

£ App Runner API Bit & &#I RS2 AWS CLI

API EXTHEIZBS < BRI AERBERE, UTFFIRITIETHRWIRE, REMRH,

- UpdateServiceaction-AI A ERIZE AU EF R LR BILE,

o ALAEFH-BHLAEFHSourceConfigurationInstanceConfiguration,
FMHealthCheckConfigurationZ ¥ HMiRE, B2 , £HFSourceConfiqguration , X%
FREBMNRBYRIEBGRAEMS . ERENERES BRSNS ERSHNRENFEESH
tHRE. EARECodeRepositoryZAImageRepository.

IEE A AEFT AT 52 RS < Bk ARNs By RIS E R R
* AutoScalingConfigurationArn

e VpcConnectorArn

o TEEH-BIEE R CreateServicel@EHR ] A
#ServiceNameHMEncryptionConfigurationZ#., BiIERIEE L EE R,
ZUpdateService @ ET BIEXESH,

- APl EXX# — & LUfFCodeConfigurationZE # fyConfigurationSourceZ ¥ ( fERRKBE
i FEY — B3 SourceConfiguration ) i® &} Repository., EXMER T , App Runner &
ZEEHHEEIRECodeConfigurationValues , AN\ F#EFRIE E X P IREUXLIZE, 0
Ri&EN ConfigurationSourceAPI , App Runner @M API AR IREFIEE B R EH 21
BEXH , EFEREXHB2MLt,

« TagResourceaction — AIAERIERSFIEA , AARS A IREHERNEIRZENE,
« UntagResourceaction — AIAERIRRZERA , UMNBRSHBERIFE,

® Note
MRENRSF LR HIERE VPC EHESR , WEENERFEHIIERFHIA —XHER, B
EARFTRSNEZEEERFSEFRNHBRSRELTRE, FXESELE , BSH —XME
BARIERM “5 App Runner Bx®” — %,

£ App Runner #2458 B E &K RS

&AM H App Runner APl SR FEL B E 5. API FEMMEFAN (W E—FREN ) RETEALL
FRARHAREENANE, SIBRSHATHANEEREULETE SR, i, mRERESEHLE X
#, MEMEEARBERESAF , App Runner & \Z X HPIEEUX LZE,

/A App Runner API B & &1 ARS8 AWS CLI 128


https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CodeConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_TagResource.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UntagResource.html

AWS App Runner FRARIER

BB ARSS

1. #TFF App Runner #£#l& , ABE ‘XiF" 5IRF , EFREH AWS XiF,
2. HESMBERD , ZERS , AREEREH App Runner fRS.

7HEERTERSBRN RS MUERR
= @

.i".pl_:. Runner Services |_|:_'L!|-_;|: test

python-test .« [ actions v |[ C | N

Service overview

Status Service ARN
@ Running [P arnaws:apprunnerus-east-1:123456 78901 Z:service/python-

. . test/33f9aa7c44744fbeb961e85014386b0d
Default domain

https:/ /6 2wweSevee public.gamma.us-east-1.bullet.aws.dev [ Source

D https://fgithub.com,your_account/python-hellofmain [4

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) into

Q 1 @
Operation Status Started v Ended
Create service ) Succeeded 372242022, 6:d6:22 PM UTC 3/22/2022, 6:51:35 PM UTC

3. HERFMURRITEL , RFEEEXTF,

<

ZR  2HE2 LMY ERBRSHURERERE  FNHE, KEWENEERS.
4. BEFEMARINRE , FEE RE
5, EEERBRAEL 6 HTEMAENENR , RAEEREREFEER.

® Note
MRENRSF LR LR E VPC EHESR , WEENERFSEHIIEFHIA —XMER, BB
FRRFRSHN B2 EBIRSEHRAFTRSEELEE. BRELELE , FSH XM
BARIERM “5 App Runner Bx®” —F,

/A App Runner ##| & Bl B 20 RS 129


https://console.aws.amazon.com/apprunner

AWS App Runner FRARIER

£ App Runner Bt & X4t EE8H RS

BIZSHEH App Runner RSB , BRI LAE R App Runner \NIEER R1E (% B — SR 0 IR I MV Bl B S0 R
FER-ERERE, BYIXHEM , RULERKBERHTEESRABEINREUARRBAS, BiE
XHTRETEESRIRE , BT EEREHAD API #HTIREB, BXEZEL |, 15 App Runner
Pt & 3

(® Note
MBEANRSCELURE VPC EHERS , NEENRSEIETENEIN —XEEER, B
EOEFRSHN R EEIRZSEFMNTRFZIZEMBEE. BEXEZER , BSR—NME
RZAIERER “5 App Runner Bx®” — &,

F G AR SS B iE AW 1

AWS App Runner 511 AWS IREERK , WIEH App Runner REEREH ZHWATNEMTEENK, A&
REZEER , BSHE TN,

App Runner XiFE AR LM EEIEHAEAR NN ATRERFEREEHRT

N ObservabilityConfiguration &2 AT LA 1E Bl 2 R EF ARSI RE AN B ERIR. SIRCIEFTR App
Runner BRS58Y , App Runner ZHI A 2 NROIE— MRS, BREATAUEREER TEN, MRETRE
HAT N M ELE , App Runner 23R AER AR AT WU 4 ELE

A LA B 2 App Runner REHEEANTTMEHEE , LBRCIEEHENITUNEMETR. BXE
Z{EB , ¥Z 1 the section called “Ti B &R

& T] LA A AT AL 1 B i G (B G I A TS AT M T RE

- RERERE-ATREEHNARFAMLGENERNERXEATHREAANRE, BXRENESEER
B S A the section called “IBER (X-Ray)’s

EEAMEM
FERUTHEZ—EEEM App Runner BRSHY AT WL 2244 -
App Runner console

£/ App Runner 2| 8 812 RS5HY , REREEFEEER , AN RSEEATNEMEIIEE, #
EHeNELER TNRMEEE 5.

£ App Runner Bt B X B B BRI RS 130



AWS App Runner FRARIER

» Networking info

Configure the way your service communicates with other applications, services, and resources

¥ Observability

Configure observability tooling

Configure observability tooling
(P Tracing with AWS X-Ray
X-Ray tracing for your application. For pricing information, see AWS X-Ray pricing

App Runner APl or AWS CLI

L 4&iB F CreateService 5, UpdateServiceApp Runner AP| 24E8T | &0 LUfiE
FlObservabilityConfigurationZHxt KRR /5 A AT 4 Th 88 3 9 AR 5518 7E AT W0 14 B & %%

N
o

EALLT App Runner AP #4ER E G WY AT M Bl B 7 IR

« CreateObservabilityConfiguration— B3 37 &9 7T YL 14 B i = X I A B 2 AV 1517 o

- ListObservabilityConfigurations— iR B S 28 AWS Ik 7 < B @y el WL B B 5 R AR B ERF
=

» DescribeObservabilityConfiguration— iR [ 7] ¥ 14 B i A9 SE 4R IR

« DeleteObservabilityConfiguration— M BR AT LM MEELE . 2 7] SAMI BR4S E BV IS 1T R & FT BV & 3H
BIThR. MRLAEI MM MEBES , NWATEEERBRTLXENAMUEESE, AWS K-

ERAATHRERREERS RE

NFHELLEINEE , B AWS App Runner RFHEBRBEREENN., Hlu , B gEFE—HRSEFHEE
B auto Scaling 1T H. & , BAEFEENMERFZIZEHERBH TN HIRE, App Runner A iF&fE
AEMHNITHERRERAZTEE, ZRB—MHEMIGEEN —AEERENER , ASFLKEERR
R L B B IR B R (ARN) R4S — I Z A App Runner RS

App Runner AT ITHEESR I T I HEMNHE R IR

- BT A

REZR ey


https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateObservabilityConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_ListObservabilityConfigurations.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DescribeObservabilityConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteObservabilityConfiguration.html

AWS App Runner FRARIER
o AIMEM
« VPC i7(q]

BUHREN X EREHREHE TAEXTHRENEREFNER.
EREMEERFRNNEERS - EAFNRITRENEEEI.

- BITI-REREDRTEESITI. SRR TIREEHMERBITRNEB RN R, &
KEERT  SIRESE—NEHA—PBEBIR. — M RENS MEASEHRNEHRATA
WETS. LALHNTENSGREATRANEEEH. NTEIMEH, BTUFNSMETIR , 5L
BT ROIRE.

FERAEMENE—MERENEBITREN 1. EEMHEEMNELREMRBEENEITRS (2
FL) o BRI App Runner BRS 545 ERIBL & MR A< 2% Bx #ThR AN RY B (& AE o< Bk

« HE _EALIEZ App Runner RFHEENEERR. MREBBEXLRS 2 B RISHERNE
B, XREA. #il , IRENFEZFEBITR , WAILLFSMNRFEENERASZTRENEE,
A, BALRIEEREEN , MAEEBITR. EHRSEH , UxfsXEENEMRSEHSKE
BEEH. BXEEEANEZELE |, 55 Hthe section called “Fl &

- RREE-EALMER App Runner SIZMMIRECE, SR EAEZEMEE, AR , N TIFEITR
RBIR , SR NNARER IR EITIRUE ML EHREE.

(® Note

NTF BB, B LAEA App Runner #&1& # App Runner AP| 822 El & F ZME1T
fX. App Runner #2%|& %1 App Runner API t5 o] LAMIBREL B FEITHR. BEXEZFMESR
ESHEE App Runner B3I 4 Mo

NFEMBEERR  FMaMEMERE SR R8EEA App Runner B4l 5812 EF R AMET
RVELE ., EQEEZEITRAMREE , XA App Runner API,

« BREH — B UNEMNEERRRENHE —EESMFESITRABENEHR AWS XiF, WMRE
BliXLEFRER , M ATERBREEZEHRREDBBRE DI — LT , AETERIBESRA, JNTH
AEMBELEISITIR , AT EAEEA App Runner ##| A5 App Runner API R EMIBR, BXxEZFME
B B2 HEE App Runner B fi . BATER App Runner API SRl BREME %R, B<BREEY
BEZEE , i3 Mthe section called “BiAEFEITE R REIH .

s TRBHEE —SIBEBERRERSTETANER., BN ZINEARGEIERA (Fl0 , E£ITHF X-
Ray IRERAEY , BMEBEEXFIER AWS X-Ray A ) , EF 277 App Runner BRFELE ZZhEER App
Runner B & & RS %%

REZR =



AWS App Runner FRARIER
NENBRSEESTRARE

AWS App Runner BEHRTETRRAREREZERSHZSTRR. RIAZTREREHS
TCP, App Runner &34 7 BL45REY AR S IRIT ping B 1F. BHEAURETRAREBDIORE R
HTTP., App Runner [E#RE) Web RIARRF XEETRIRKLE HTTP EXK,

BALBEE-E5ESTRARERXRNIRE. TRERTETRARERERERINME.,

®E iR 2RiA
ISV App Runner A TN B RFZFHITETIRRELEDN IP i TCP

ZID%"‘HTJNXlxijTCP N App Runner 21 R AT F EE KT
M O £ X4 70 Bo s 889 AR S5 B BN AT ping R 1E

RIS IARE AHTTP , App Runner £ EE BRI BB R IFZIZIT

PRRBEER,

BE App Runner BHE KA HTTP ETRRREBFE RN, GERAT /
HTTP B &,

Interval ETRAREZ BB EIER (AR REN ), 5

Timeout EFRESTIRRRENR KB 2 o EFMaTE (AR REN ), 2

RERE App Runner BE RS EITIVRIEE 28I AT IHEERE X 1
o

TRERE App Runner BERFZEITIRR R IEE 2 81 A K M AEER EIR 5
o

BEEETRRKRE
FRLTAZEZ—H App Runner REBEBZTIRARE :

App Runner console

£/ App Runner & & 812 App Runner fRS&A , REREEHMEEEN , IR EESTRRER
BRE, AXTENEHARER , 5 #the section called “ﬁUE”%ﬂthe section called ‘Bt &”, 1EiX
FIERT , BEESARNELEERK Health check BLiE S

BTRAKRERE 133



AWS App Runner FRARIER

v Health check info

Configure load balancer health checks.

Protocol
The IP protocol that App Runner uses to perform health checks for your service.

TCP v

Timeout
Amount of time the load balancer waits for a health check response.

5 o seconds

Interval

Amount of time between health checks of an individual instance.
10 & seconds

Unhealthy threshold

The number of consecutive health check failures that determine an instance is unhealthy.
5 2 requests

Health threshold

The number of consecutive successful health checks that determine an instance is healthy.

1 2 requests

App Runner APl or AWS CLI

44898 A CreateService 5, UpdateServiceAP| #4ER |, & T LAfE
FHealthCheckConfigurationZ ¥ REEETRAKEIRE,

BEXRSBLEHWEER , B2 AWS App Runner APl $#HealthCheckConfiguration Y,

S App Runner E#

EHOIEZERSET AWS App Runner , RERENARZFR , IAHFMREHEREE —EFENRTHE
FE. App Runner 2 ERMHUEBEV LT §HRIEMTNNERE. A , App Runner Al SUEEUERHF
EEHNEBEINENERES . SR HEFEEPHRBHRSE , App Runner FEEEIE
. AWS ik

Connections 134


https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_HealthCheckConfiguration.html

AWS App Runner FRARIER

App Runner SHEEZEEEREERBNEZN TR, App Runner 5§ & M A8 Bk & 875 7y < Br ik
Fo. YEHBEEF=HEZEEENRSE , App Runner EEEER R, U TRAREEN—LEE
EP=

- RMHE — App Runner B BIE EE5GitHubzk Bitbucket FIIERE R IR,
- HE EUUFERAEERRAUEFERERE#EFERAE K/ Z App Runner BR%
- WIREE-7E App Runner |, A BABIZ MM BRIERE, B2 , BLEERIEBEE,

- RREEM — BMNEERREBEEE AWS Ik XEXHEEERH AWS Xif, MREXTE , N

AREEEAMBRIERE  RESTEZTFWRMAEKS . ETTLUEA App Runner T'“%'J"‘ZBZ API i

BRERE , IR —FIFTiRthe section called “BIRiE#E", BXEZEER , 55 R the section called “M
AREFETRRREH

EEER

FRAUT X2 —EBEM App Runner &

App Runner console
HIEMEH App Runner #2# & 0| 2R55 K , EEERHERFAGR . ETLEXIBRERERTIR,
FEEHES , BULUEREEZ AIEETM GitHub = Bitbucket i/, th A BUE R R FTK P o

X EBY , App Runner 2N IR G EERTR, W THERE  FLERUBEREAETRIHRILE
F, RETREMRZERE. 2HaN5SE8TREIE,

BEHEEE-—IMRATEZNAEENUH, NMREEUNERSHRTHSHRIEETF , M ATBSEHK
EENSORIIEF, SHaURBRTIBERANER, UTERHBANMNEEFEERHERE
%,

EERIKP PRV ERE

1. 7% App Runner #2#|& , REHE “X&E” FI&kP | EHEEH AWS X,
2. HESMERT , REEXEKKS,

Rig , B REKS FEEEREmERNSIX,

EEERE 135


https://github.com/
https://bitbucket.org/
https://console.aws.amazon.com/apprunner

AWS App Runner FRARIER

= ®

App Runner » Connected accounts

Connected accounts

Connected accounts and organizations (1) info Add new
Q, Filter connections 1 &
Name [4 v | status v | Provider v | Created v | arN v

GitHub-account @) Available GitHub 8/22/2023, 9:43:37 PM ... @ arn:aws:ap...

3. B, BULNIIRPHEMEZENTUATEREZ—

 FFi% GitHub/Bitbucket M 7 2540 42 -1 135E #5219 B o

- TREMRIFEF-ERBPERE RN B ZaFiE TSREBEF, 2HEE5ISEERE
IR FIIE,

o MIBRIERE-ERERE  REMN RE REIEERE B, 1REBHIBRRR /A 1TIRE,

App Runner APl or AWS CLI

BRI LAE A LLT App Runner AP| 2 1ESRE B R ERE,

 CreateConnection— BIZEF#EREE K~ NIERE, BIEEEE , Y9EA App Runner 2l
BFIERSMRIFEF. KIBFEEL-—TTHNE,

- ListConnections— IR EI 5 #Y < BRHY App Runner iE# %Ik AWS 1K,

« DeleteConnection— MilRiEE. MREEREBCSHIEZERT , WAEZEMBRA X ENERE
AWS Ik o

&1 App Runner B3I 481

AWS App Runner B3iE L5 @ T EEH App Runner NARFHITERR |, 153 2%6l, By
RAUEREEINIEHEBNERLE , HEREF ISR BIEKA,

B3 BEE

BT B — S HRAR RSN B BMITN. App Runner £ % AutoScalingConfigurationJy #9 o] 3t
ERRDEF HIBRIRE, EIFIEIM auto Scaling BLE D ELA RS 28l , BTGB A4 ix L
BE, EEMNERFXEKE , BUUSELPXLERE, ELUERMIRSRNEENERSH , BHEATL%
F BB auto Scaling BLB. SIEHH auto Scaling BEE , B LUFEBERS KRB H HE 612
BEERFHIE,

Bahy 4 136


https://docs.aws.amazon.com/apprunner/latest/api/API_CreateConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_ListConnections.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteConnection.html

AWS App Runner FRARIER

A ST

auto Scaling BLEB — N EHM—NRFEITR. —MNEENZSMIEAEGHBEN BT REIT
5o BAILLNTER auto Scaling HEFEATRMNEESRY , SIS TAEREXER. XT8N NE
B, BALUR IS MEITIR , AR EZSNRE, BIMERERSTEE 10 ME—H auto scaling
BEZMARZ 5 METHR. MREXFREHAZTENEESHNE , WALUBIKR— , AEBEAE—
No App Runner T AFEMBRERENRIARER EEHETIRSFEANVEE. EXRINESZE
B , 2 Hthe section called “R AR FE T8 K REEH .

RERINEE

BIZ R EH App Runner FREEY , AR BB REERIR. AL auto Scaling Bl 2 AIIEH, 0
RETRMBENBHEE , App Runner 2RMHHFEHEENRIABNFHEE. B EREEINRE
BHLLEREBEBCHBRIABERERE , MA2H App Runner 2 BRINEE. F5 — auto
Scaling BB ENRINEER , ZEEFBEIERNRIANERE D BL TRV BENFRS . FHOBRINE
EFRLEM AR AINE RSIEE B <K,

{# A auto Scaling Bt B RS
BELAEZ N App Runner REREZENBHHEREE , UARXERSEEGHERNBENEHRITH. B

X fEM App Runner ##|& 5 App Runner API BEEB S HBREENELEE , BERAAETESTEMNE
. BXURERRENEZ —MREE , S Rthe section called “Bt iE &R,

AR ENiZE

WA LABLE LA T auto BHURE :

s RAHERE-ZHIABHRARH KGR, HHKEREBEILE SR , App Runner 23 KIRE M
=,

s RRKN-EHWRSATUT BEINRAEFIE, X2 0GR RS REN & KSEHIE.

o B/NKR/N— App Runner AIA RN B RSB EMNR/DEHIE. ZBRFHAEEDHENTEESS
fl, HPF—LEXLFLETHAEBERE, ERTORELFRENITERE#ERZN —2 , TR E,
BEENMETEEXRFINNEFERESSE. BRENFITFEN CPU FHENSHE,

(® Note

VCPU BRI ERET App Runner T AN BRI RS IEBENZFIHE, XRRESHEZN
Fargate &% vCPU BRHEWN T HEBFHE. AWS Fargate EEFEKF R vCPU ELEIIR

Bahy 4 137



AWS App Runner FRARIER

B R EEES , E6EAFH Service Quotas A, AWS EEBEHIAEXESZELR , B
Z[MAWS Fargate Amazon M RIBRBSZTF KA RIEEF RSB,

EE RS BB 48 K
FRUTHZEZ—E®E App Runner RS BEZIHE MK :
App Runner console

5 App Runner #2481 2RFZREHMRSEER , JIEEBIBHREE.

® Note
HIBEHE MRS R]EH auto Scaling B ESISITARAT , BHI RS MW EHEEE.

A uto Scaling BLE R E R T ZMETUR N LAY ARSSBLE B 35 48 1o

- EFENAEENEITIR-NAFEE T RPER—ME. RIEITRAIFIRINE REZD
M THRFIRS, MRFEEBBERNEMEITRE , BMNETRTRIIRPHTER, FETR
EATRANE EE,

- ERIBMDEFHESEHRERE , BN QI8 FEHiEF “BIIEH ASC’, XFB3 “HRIMEEXN
auto Scaling Bt E” UH., MAREZHNBEIRHRSENE, RFIEFEFI. App Runner &7
BRIBFNEFIBREERR , ARNEEREZBHBRERD , HEBRHERFEE.

- ERBMOEHFIEITR , BN NEHRE” THIRPEREREZH. REMN QIR EadikR
“B12 ASC 81T, XFFE3) “ARINBEE X auto Scaling BLE” R H. fiA auto BHSEHHES
RIBIEFE AR, App Runner 2 R ZBIBF M BN BAREEEITIR , AEFEREZ 8 3) 48 D
7, HEEHE RFRAE,

EERSHBIRB 138


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-quotas.html#service-quotas-fargate

AWS App Runner

FRARER

¥ Auto scaling info

Configure automatic scaling behavior.

Auto scaling configurations

Existing configurations

Medium-capacity v| ‘vz v| ‘ &) |

Concurrenc Y

80 requests

Minimum size

8 instance(s)

Maximum size

12 instances

App Runner APl or AWS CLI

L1298 F CreateServices UpdateServiceApp Runner API #&4ERT |, & a] LAfE
FAutoScalingConfigurationArnZ 8N BN RFSIEE B BB E R IR,

T —T R EEE auto Scaling BELERFEHISE,

&I auto Scaling B B &R
FERAUTHZZ—EEKF M App Runner B 3548 BUELE ME1T :
App Runner console

E12 auto Scaling ELiE

A uto Scaling BLERE | H TEEKS P IREN B HAERE, SR ELRE LZNERA

BREE , AEREDELS — 1S App Runner BRS5,
R AR UE EHRATUATE—1RE

« BIE#E auto Scaling Bl &,
+ NIA auto Scaling BLE I B H MR,

& auto Scaling BB &R
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html

AWS App Runner FRARIER

« MHIBR auto HAEELE.
o fF auto BHELERENERINELE.

I
®

App Runner ) Auto scaling configuration

Auto scaling configuration

Auto scaling configurations (4) info Create

List of the available auto scaling configurations. Auto scaling configuration defines settings for instances used to process the web requests
Q. Filter configuration by name 1 'E}
Configuration name A | Status v Revisions ¥ | Date created v Date updated v
DefaultConfiguration @ © Not-in-use 1 5/18/2021, 12:00:00 AM UTC
High-capacity © Not-in-use 2 9/7/2023,10:21:03 PM UTC 9/7/2023, 11:24:13 PM UTC
Low-capacity © In-use 2 S/8/2023, 10:35:54 PM UTC 9/8/2023, 10:36:44 PM UTC
Medium-capacity @ In-use 2 9/7/2023,10:32:45 PM UTC 9/7/2023, 10:33:46 PM UTC

EEMK B auto Scaling BLiE

1. $TFF App Runner 251& |, RBE ‘X" 5k , EFEH AWS XiF,
2. ESMBERKT , EBREIHREERE. BHASIREKS FH auto Scaling BLiE ¥ &,

W |, BASMITL TR — R4
«  EOIEHAY auto Scaling BLE , FERBUT SRR,

a. ERIHEBEEREL , ZFCE,

&R “Bl2 auto Scaling BLE” TTH,
b. WMABREBERW. HAMHE. RDPKPMEAKPNE,

c. (HiE)MREFMIFL , FER HIFERE, REEHIANFTRYHWAS
PRAIME (AT )

d. &F6IE,
«  ERNIA auto Scaling BELERIEFRA , BIREBUTIRIEE,

a. 7 Auto Scaling BLERH L , itEFEMEITMHE EZ LR LIERE, REM &
1B KB IR BB,

HER QBB RH.
b. & “HER" “BRNKN M FRAKND hEAE,
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https://console.aws.amazon.com/apprunner

AWS App Runner FRARIER

c. (FIE ) MRERFMIRL , HFER BIMENRE, RAEELIANFTRPMASR
PRAME (AR )

d. IEZFHE,
EMIBR auto Scaling BLiE , HIRBUT S RIEE,

a. 1£ Auto Scaling Bt ERE L , %&FFE ZMBRAEE =0 0 EEZRD,
b. M “BE KHEFEEF BBR
c. EHEMR , BEBINYIFEPEE BBR. BN, HFEZREUE,

® Note

App Runner 2B iIFEHHRIBRETIE B RIEE N BRIAE , REBEMIBRIETR
BEREMENRSER.

Y auto Scaling Bt EIRE N MRIAEE , BHIRBUT S RIEME,

a. £ Auto Scaling BEETHE L , R FERENRIAEREZ LN L IEZRHE,
b. M “BRE HEIEF RARINE

c. FER—NXFRE , BHIE App Runner FHE B & FThRAE Iy 18 01 2 8 P8 ¥ AR ST HY
BMINEE. EF IV S, BNFEEE BUE

® Note
« H{RHF auto Scaling Bt BRE NI ERN , ESBNENBRINEE D E
LR RBIZBFRS .
- MWBRIABEET QWA NANEGRSREN XK,

- WRIBEEMERIA auto Scaling BECEBIEITHR , M| App Runner & H & HTR
AIETE N ERIAMR A,

EEBEIT

BEHEEE— 1A TOENERNEEIRABISITRAITTE , B Auto sc aling 1T, £ A uto
Scaling FiiE T E L& FE E R HREV A5 R L T E,

A LAM Auto Scaling 81T iR TTE AT A FE—# 14 -
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AWS App Runner R A RIEE
- BIZEFH auto Scaling 1£1T k.
* f¥ auto Scaling Bt E MR AR E I BRIARR A,
o MIERIEIT AR
« MIEREEA auto scaling BLiE , ‘DIEFTE <EXRVIEIT MR
- BEESITHRNEEFHAES.
- BEESEITREXBERSSIR.
- EUAHIARSRYIET AR,

i
®

App Runner » Auto scaling configuration » Medium-capacity

Medium—capaCity Delete configuration

Auto scaling versions (2) info Create revision

Revisions created under this Auto scaling configuration.

Q, Filter configuration by name 1 &
Configuration name 'y | Status v | Date created v
Medium-capacity (v1) @ Mot-in-use 9/7/2023, 10:32:49 PM UTC
Medium-capacity (v2) @ In-use 9/7/2023, 10:33:46 PM UTC

B P B B R RET

1. 7% App Runner #2#|& , REHE “X&” FI&RF | EHEEH AWS X,

2. ESMERT , EREIHERE. BHAESEREKSFH auto Scaling BEESIR, &NEE
auto Scaling FEE WA AN —EA S REBIFLTENRERS.

3. HE, BULURATEIEEN auto scaling Bt B , AEBMNEBHMEEITR. 1 Auto
Scaling MEEXNEEEHRIT , RF—NEHBBEREEN. EFEXFRENR , MTRLEE
B4, XFFTE A uto Scaling 1T R TTE LR ESMEZE BN FTEEITRYIX.

4. IE , BALURITUTE—RE,
EHRNIE auto Scaling BLECIZFHTRA , FIREBUTTRIRE,

a. TEHIEBEITR REL , &R GIBEITR

IR “|IZET H,
b. MAFARE., &Z/PKPHMEAKXNNE,
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https://console.aws.amazon.com/apprunner

AWS App Runner FRARIER

c. (FIE ) MRERFMIRL , HFER BIMENRE, RAEELIANFTRPMASR
PRAME (AR )

d. GEEIE,
EMIBREA auto Scaling BLE , BEFIEXBKMNEITR , FERUTSREE.

a. EENEALAR BEREE".
b. EHEMIER , FEWIANFEPEE BER. BN, FEFEH,

® Note
App Runner 2B iIFEHHRIBRETIE B RIEE N BRIAE , REBEMIBRIETR

BEREESNRSER,
¥ auto Scaling MRAIZE N BIARA | HRBUT S RIEE,

a. ERFERENMINRAAIMRAZ L EIEZE.
b. M B KEPIEE “RAMANE

® Note

« H{RHF auto Scaling REERENRIAEERN , ELBHENRINEEDE
LLRFI RO R RYRTARSS

- FRINEET 2R LR N INARSREN XK.
EERBITHRNEEFAGE , TRITUATEIR,
IR R A SRR

EIATHRMEEFAESR (25 ARN ) ERETHNHFTERT. BESRAIEREN
REE &,

EEREESBITHERNRSIIER , BRITUT IR,
IR RS Y R R .

BSERERETHRFTERD , A TEITREFAERTH. ZERFIETEH
It auto Scaling EEEEITRKIFT B RS, BEERATERENRER B,

EFAMFIRS VST , FRRUT SREF,
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a. WMREEREFRBITRZ D RIERE , BEF LR,

BREFERERETAWFIERY , M TEITRBFAEET . ZERSIE T EH
It auto Scaling BLEEITIRFIERS. BZRATERENREEK,

b. # “BRE EARL , RRECANRZZLNRERE, REkiF EUEITR.

c. HER Bk ASC BT EiR. MTHRSIXRFHAAREPIHITESR. RELZH
1%£$2 1 auto Scaling BELEMISITIRATA., MREFEE XN TR auto Scaling &t
B, BRE L —T P S BH TIREthe section called “BE RE M B34

R EH UBEHRITER, BNEIEE BUH.

® Note
UIBFUS RS KBENEITRE , EHRS SEEHIBE,
RABUE LR L% “RIFT o BEE BIE IR EX,
EEEFE AR THESINRSEFDBENRDS , BEAERRZTESMRE App
Runner > fR% , E RS , ABMNBRSERAERFPESE “‘BE &I+,
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AWS App Runner

FRARER

= App Runner » Auto scaling configuration » Medium-capacity @
s s
M ed ium-=ca paclty I Delete configuration
Auto scaling versions (2) infe C || Actions ¥ | Create revision
Revisions created under this Auto scaling configuration )

Q, Filter configuration by name ] &
Configuration name - Status v Date created -]
Medium-capacity (v1) =) Not-in-use Q7 2023, 10:32:49 PM UTC

[+ ] Medium-capacity (v2) @ In-use 9/7/2023, 10:33:46 PM UTC
Medium-capacity (v2) & X
Concurrency Minimum size Maximum size ARN
B0 requests £ instances. 12 instances 3 am:aws:apprunner:us-east-

1:164656829171:autoscalingconfi
guration/Medium-
capacity/2/

Services (2) o & Change revision

App Runner services using the selected avto scaling configuration : o )

Q Find service 1 @
Service name i Service ARN v

O am:aws:apprunner:us-east-
myAppDev 1:16465682917 1:service/myAppDev/
[ am:awsiapprunnerius-east-
o pythonTest 116465682917 1:service/pythonTest/!
i

App Runner APl or AWS CLI

ERA LT App Runner AP #R4ERE BRI B 30 48 BB B & IR

+ CreateAutoScalingConfiguration— SIZ2#7#Y auto scaling Bt E X M B EL

+ UpdateDefaultAutoScalingConfiguration— ¥ auto & #Hl B ik B 7 BRIAE

Scaling BLEFF B3R E N IEBRIAEE.
+ ListAutoScalingConfigurations— IR E 528 AWS ik F ><BX#Y auto Scaling BLE S RUAKRFHES

/N0

M ol

AIET .
o MBMERIA auto

« ListServicesForAutoScalingConfiguration— £ Fi B 3 48 it B iR Bl 48 >< B9 App Runner BRSS9 51

o

& auto Scaling Bt & &R
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateAutoScalingConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateDefaultAutoScalingConfiguration
https://docs.aws.amazon.com/apprunner/latest/api/API_ListAutoScalingConfigurations.html
https://docs.aws.amazon.com/apprunner/latest/api/API_ListServicesForAutoScalingConfiguration

AWS App Runner FRARIER
« DescribeAutoScalingConfiguration— 3R [ auto 48 i B B /Y ST iR

» DeleteAutoScalingConfiguration— i} auto ZEHELE . &7 LAMIBRTAZR auto Scaling BLE. —
M BN EBITIRR SR E B BRI EEITHR. £ Ti%EDeleteAl1RevisionsS ki
BRETEEIThR. MIREIAEIR auto Scaling ELE #RELE AWS K |, NI AJEEZEMBRT L EHN
B BB E,

EIE App Runner RS M B E UE B

812 AWS App Runner BRS5Rt , App Runner 2 A E 5B —MFHB, X2 App Runner i85
Wawsapprunner.comBHA W —NFEB . BAIUEREERFEENRSFIZITH Web RLARE
Fo

(® Note

) 7 #8758 App Runner IR FH L £ , *.awsapprunner.com 38 E A #F&5IEK (PSL)
FiEM. RTH—TIREZELMYE , WREBFERE App Runner NARFHRIAEE P IREBR
Cookie , BMNBWEFEA®__ Host-8I4RH Cookie, XA BT RIFEMIE |, BB RiE
KEAiE (CSRF) . ETMEZFEER , i5SH Mozilla FF R EMEZHHY Set-Cookie TTH o

MREWEER , WA LUFEXEZIEH App Runner BR%. App Runner BiE S HFIEERE , BRT
App Runner 524 , R W] AMERENHERFRIBHNARF. ERZUTUXBKRENEENES.

@ Note

BRI LR RN A Bwww FiEiHE. B2 , BEIRE APl X#FtIheE. App Runner #H| &1
YEHEEZEENwwwiE BN FiE A,

(® Note

AWS App Runner A% ## A Route 53 A EFREXE . FABEEXE AN Amazon VPC &
BENEEZ @B, BXLEREXFENEZEL , H2 5 Route 53 XHFMFEALEREX
o

BEXBE T


https://docs.aws.amazon.com/apprunner/latest/api/API_DescribeAutoScalingConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteAutoScalingConfiguration.html
https://publicsuffix.org/
https://publicsuffix.org/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie#cookie_prefixes
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html

AWS App Runner FRARIER
HEENEEEENRSR]ER (8% )

FMEEXESRSREKE , 470F CNAME 125 DNS B RIS RAMEIER DNS fr5es. AT &
RAAX CNAME 2% DNS BARiERAR MAERAEIIHNEER,

@ Note

WMREAEA Amazon Route 53 ¥E9 DNS 124t# , App Runner £ Bzl A& B E LB EFT
ERIEBICUEA DNS 18% , LAEEEERRM App Runner RER AREF. & A App Runner
BREAFEENEHEHEIEZNRSN , IeREXMER. UTEEEEHAFHREMT
BEZER.

CNAME 1ig3%

HER B ESUH SRS KRERET , App Runner 28R —H A TIEBRIUEMIEBRIEISSFK, BLTR
XEIEBRIFICFARINEERYEE RS (DNS) BRS5E5. & App Runner {RHERYUE I IUEIE FA N EE
Y DNS ARS588. 1X# , App Runner B AJ ARIEER B R AR FZHE .

(® Note

EHFLEITEAENEBIES , FRETIEM DNS RS EF M RIEBIIFIER, BX MR
Sl B&ITHAMEZEME SR , 2 #the section called “&iT B E VIEHZIEH,

App Runner £ ACM RIS, MMRMEE DNS iBxZHPFEH CAA iEE , HEARAELE—% CAA L
*5|H. amazon.com&N| , ACM T EWiFIE A 3 5K Ih 0l 22 8y,

MREWEE CAA HXRIEIR , FER U TEZENT BRI LEHIR

« IEBFRAHFRER (CAA) HH
o HAERRTEMAR HEIT ACM IEH AT HIH CAA &R ?
- BEXNEE

(® Note

WMREFEA Amazon Route 53 9 DNS $#24t7 , App Runner < Bz A&/ B E LB EFr
FERIEBIULA DNS 1% |, LAEEERIE/ App Runner MER ATEF. &AM App Runner
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https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-caa.html
https://aws.amazon.com/premiumsupport/knowledge-center/acm-troubleshoot-caa-errors/

AWS App Runner FRARIER

2R ANEENABHEIENRSN , ReREXMERL. ATEEZEBENEE FTERMIT
EZER

DNS B#rid&

¥ DNS B#ri2ZARINEIEE DNS BRSSESAE [ App Runner 13, 1R ZGEFHEIN |, N B E i
%)?TVJH £IBFK , AwwwFIERINSE —%i18%. ARE , £ App Runner ##|AFEFEENEHBRESE

NBE, XEEEE/LoH , BURKRSEE 2448 /et (1—2 K ) » YEWEHEUFRBEL R
J‘ App Runner 2FF 5 REMN ZE K B EEH Web MARER.

(® Note

N T EHF#3FRA App Runner RS , BANZEIUEERA Amazon Route 53 ¥EJ9 DNS 12ftr5, 40
RIEFFEA Amazon Route 53 REEERHIAFE DNS i2x |, FERREH DNS 2B T #F 40
AR INiE .

R EEA Amazon Route 53 ¥EJ3 DNS 247 , M AT LN FHEB R M5B B R 5 B idFo
X FRE , FEAEREIER.

& LAM Amazon Route 53 s IR i MEE B, EFAT ¥ Route 53 MRiHE |, BSHT
O R oute 53 FF X BIEEHRAEMIFES,

B XWM{ATE Route 53 FELE DNS BFrHREA , 12 Amazon Route 53 FF A EIEE A RERH
B IBHEIR o

B EEHMEME (120 Shopify GoDaddy, Hover & ) LEE DNS BFrHEA , HSREMAI1x
F 7500 DNS B #ri8 KM 45 E TR,

IEEZES App Runner FRE < BRAY I
BA LB A T ARNIEEES App Runner fRS < BX V1T -

- 1BiE — DNS E—LEEMRSE , TR LB NS 012 CNAME iEF, fili , MRENIFHE
zEexample com , )ﬂU—IJ«)\ﬁUE%U% 0% , MHEKHBacme.example. comZI&E# App Runner AR
%, BR , BT E BN RERHexample. comE/ZRH App Runner REM BB iEFK. ERIER
5, EREANINAE ISR,

FBIEFIEET Route 53 , 5 CNAME iE &MLt , EEBLUTHR A :
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-routing-traffic-to-resources.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-routing-traffic-to-resources.html

AWS App Runner FRARIER

« Route 53 HERMTEAWREM , BN TR RER FEHAERRIER. Hl0, MRENEHS
=, WA BB —%&idxkexample. com , FFiEREHEEH App Runner RS example. comsk
Kitacme.example.comZl App Runner BRFHIE R,

- TEERAME. X2KE N Route 53 T E A 5B I FKEHRENERKSE,

o FiHEZ-fII , login.example.comzadmin.login.example.com, &t A LLER FwwwFiT

RENE—BREN -5, EALAFEHEBHFM CNAME 3B i8%,

o BEAF-BIE , *.example.com, EXMERT , BRBEEA ZwwwiETl, &R EEFEE

HEEAREENEETFE , HERENEEENIREBENEEFEH. XEF2ERNA

8 : login*.example.com, *.login.example.com, WBEAFHBINIEERE 7B XK

K, AEFKBRBEHEBAR S, BESET 2 I0 8843+ 17X,

FEANEERBFSBETAEMMNITGERE, Hli0 , login.example.comB&*.example. com,
FEREEANIDSIER NGB IERK,.

UTREIERT MAERZANEEIH B R

1. example.com5EMNRFHIETTXREK, B AwwwIl#1TxEkwww.example. com,
2. login.example.com5 & BR S5 B B Fe TTHE < Bk o
3. *.example.com5BE N “RIKE" TTHEXE,

HUEER ( BUHXER ) BENE R

&AL BUE B E VB S App Runner RS HIXEBX ( BUHRER ) » HEBUHSHZEE MR | App
Runner £ ILFFREMZIEE B EEH Web BRAERF,

® Note
&M BR S DNS BRS5 2s BUB X ERRY BIAY 1D %,

App Runner E AEF A2 A TIREREAE R MENIER, XLEIEBFMETT AWS Certificate Manager (ACM)
. App Runner £ 8 58N RS BRI GRS HEMERE 7 KRAT2BBRXLEH,
EEEHENER

FRAUT A ZZ —EEEH App Runner REHWBEENES :

BUHRER (BUBXER ) BENESA 149
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® Note

N T EFH#FEA App Runner fRSS , BANEIUEME A Amazon Route 53 /E5 DNS 12475, &0
REREA Amazon Route 53 SREE R /AE DNS iE3F , HRREH DNS =ALR5 L T ##10
AN o

mREFE A Amazon Route 53 9 DNS 124t7 , M AT BN FiE B A MBI B 1B F 5l A it Fo
NFRE , FRAREANRIER.

App Runner console
58 App Runner 2% &% Bk ( 858 ) BE XM

1. #TFF App Runner #£#l& , ABE ‘XiF" 5IRF , EFREH AWS XiF,
2. HESMBERD , ZERS , ABEEREH App Runner fRS.

2H B AT RSB RSN ERR

- e ©

App Runner Services python-t

python-test [acions v |[ C | I

Service overview

Status Service ARN
& Running @ arm:aws:apprunner:us-east-1:123456 78901 2:service/python-
test/33f92a7c44744fbcb961e85014386b0d

Default domain
https:f/62wwcBevee public.gamma.us-east-1.bullet.aws.dev 3

Source

D https:/fgithub.comfyour_account/python-hellofmain [

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) infe

Q 1 @
Operation Status Started v Ended
Create service &) Succeeded 3/22/2022, 6:46:22 PM UTC 3f22/2022, 6:51:35 PM UTC

3. HERFSEHEARTEL AR EELEBETF,.

EHEEREENRSKRENEENEER , AETERAENE R,
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https://console.aws.amazon.com/apprunner

AWS App Runner FRARIER

Logs Activity Metrics Observability Configuration Custom domains

Custom domains info

No custom domains

Your service can always be found at: https://gnvmp7 tpys.us-east-1.awsapprunner.com [A

Logs Activity Metrics Observability Configuration Custom domains

Custom domains Info

my-python-test-site.com [

Status
@ Pending certificate DN5 validation

4. EEEXNERETF L, EHEXEKEE.
5. FET “EEAENEHE WH.
« MREMNBEENEHERELDE Route 53 L3EMAY , iEAH B EMAELEREL D% Route
53,

a. MTHIIERPEREFE, LIFKRETEN Route 53 FHHENWBMMITERXSE ID,

@ Note
IBAE R ERAESEEE M App Runner BRAER/H AWS K |, £ S #
Route 53 AR5 22 Route 53 13,

b. 1i%# D NS I2RRKE,
c. EFRHgEEEA,
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Link custom domain i

Customn domains can be provided from Amazon or a third-party provider and must have a certificate to ensure a secure
connection

Link custom domain e

Link & eustom domain that you own. App Runner uses hitps in hyperlinks to your damain

Domain registrar
0 Amazon Route 53

) Non-Amazon

Domain registrar

| mommmmen aws.dev. (Hosted zone - Z¢ = ) Iy v

DNS record type
O ALIAS
) CMAME

Cancel Link domain

® Note

R App Runner £ RFIREE , EHBEEZ R AW , WA AKE F o E
DNS 2%, MRUBECE TR — MR ERFZHREK , BRBEERAZRSZEHR
fHIBREY DNS 2R , MAaES HISLRIB, EXFERT , App Runner #
RIEHEEXEERK, EXK DNS BE , HEHMELEEFHNERSE , REEK
BRI ITR/ERLE Amazon Route 53 3% 12 %,

« MREHEENEHEREEMEREMELEMN , BAERIMERFIE T D,

a. WAFB.
b. EBREEEEE,
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FRARER

Link custom domain ..«

Custom domains can be provided from Amazon or a third-party provider and must have a certificate to ensure 3 secure
connection.

Link custom domain e

Link a custom domain that you own. App Runner uses hittps in hyperlnks to your domain

Domain registrar
) Amazon Route 53

O HNon-Amazon

Domain name

apprunnertestservice.com

Cancel Link domain

6. FER ‘BB DNS” WH.

S Amazon Route 53 234 DNS 124 | NItk SR E A %W,

LAt , App Runner 2 B3 BYREY Route 53 BELE 7 FrERVIEBIIEF DNS 183%.

(® Note

MR RERFGE —NMNEEERFEVEEE | BB 5B EMZRSHERE DNS 1=
HEies , AL App Runner Z2 BB E A BEQ KK, EHFRLEBH TR
DNS kBt , & T “BLE DNS” WE LA (1) F (2) , FH 5 BARFE
8% E 4% DNS =25,

o EHEBRIEIZEM DNS BARiEx , HEei1ANEZH DNS R85, AB , App
Runner AI AR IE R R BB B HIZITE -

(® Note
BRI ENEBELEBILED , FEATEMN DNS RS 25 LI BRIE 1 IE
B %o

EEAENESR
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- BXEEIEBRIEINEZER , HS (AWS Certificate Manager A {5F)
B DNS iif,

« Bxu{AEA Amazon Route 53 3l & idxEE DNS BFrHEER , S #the
section called “Bt @ Amazon Route 53 3|& 12 %",

IR IEE AR 2 Amazon Route 53 LAY DNS 124 |, FIRBUT T RIRE,

EHERRIUFIERM DNS BHricE , el 1R &R DNS RFE5. AE , App
Runner AJ AR R R BB RIZHIIZETE

® Note
EAHZRITENBEEFBILES |, BEARTEM DNS AR5 27 LM BRIE B0 U
123,

- BXEEIEBRIEINEZER , S (AWS Certificate Manager A {5F) &
B DNS ¥iif,

« BXRIAEEMEME (5120 Shopify GoDaddy, Hover % ) LELE DNS B Ry
WA , BSEMI1< T DNS B REVHEE X,

CELFRTE: o


https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html

AWS App Runner FRARIER

App Runner » Services » python-test » Configure DNS

my-python-test-site.com i Unlink domain || Close |

Configure DNS

1. Configure certificate validation
Supply CMAME records to your DNS provider within 72 hours.
Record name Value

_76lcaaecs295bas528d472a35115b21e Copy _aB536edabeaceas72bsslde2bbbsadas Copy
.my-python-test-site.com. yxmggtjrrf.acm-validations . aws.

_d3e2cb75f8113815aa3aadcc7bfdbar2 Cnpy _badd42358638856Tc178d5381bead47s Copy
.2857]781ztdasjoakg2@jlljwrivipe. Jyxmggtirrt.acm-validations . aws.
my -python-test-site.com.

2. Configure DNS target
Supply this to your DNS provider for the destination of CNAME or ALIAS records.

Record name Value

my-python-test-site.com Copy gnvmp7tpys.us-east- Copy
1.aWsapprunner. com

3. Wait for status to become 'Active’
It can take 24-48 hours after adding the records for the status to change.

Status
(@) Pending certificate DNS validation

4. Verify

Werify that your service is available at the custom domain.

https://my-python-test-site.com [

7. iEFE KA

BHAERE RNER. BENRERTE LA — MR, S RERMXBEHRELT &
HFBIES DNS Bil” R
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Activity Logs Configuration Metrics Custom domains

Custom domains infe Link domain

Your service can always be found at the App Runner-provided domain. Link custom domains to access
your service via non-App Runner domain names. You can link up to five domains

example.com
Status
@ Pending certificate DNS validation

Visit domain
https://example.com [

8. HEUASEZN &R B, EEER R IZEREIEZERE AT URERE,

Activity Logs Configuration Metrics Custom domains

2 T .
Custom domains info Link domain
Your service can always be found at the App Runner-provided domain. Link custom domains to access
your service via non-App Runner domain names. You can link up to five domains

example.com
Status

&) Active

Visit domain
https://example.com [5

® Note
BXRUOAFEREBEEHBBXNERNES , F2Hthe section called *BEHE ",

5 App Runner $#2#| A BUHXE ( BUHXE ) BENX M

1. BEEEMEHRBRTFL , RBREFUEXRBNEENEY  REERIUEREKER.
2. HEBUHSEEENEES  BEEREUESEEERBIHRF,
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® Note
B MIBRE DNS ARS 2R BUH X BXRYIHAYIE Ko

App Runner APl or AWS CLI

E£ A App Runner API 5% B & X Mg 5 &89 Bk 538 < Bk AWS CLI , &1 A
AssociateCustomDomainAPI #4. ARG , FIRE —4CustomDomainf K , ZX Rk 7
EHENBRS XN EE N, 2 RERCREATINGIRA H A& Certificate ValidationRecord 31 5 5l
F, ZEAXLRETHTEE DNS Bl BBl B. XEIZZALURINEZA DNS #,

E#E A App Runner API BUE B E X RN SEH RS H<E AWS CLI , FiRHA
DisassociateCustomDomainAP| &4, AAMINE , FiRE —/NCustomDomainF & , X KR
TESENRSZBUERBKN B E N, ZXRERDELETINGIRZS.

ES ]

« NIEHY B ¥ DNS B & Amazon Route 53 3| & id &

J & #9 B ¥ DNS &g i& Amazon Route 53 BB idF

® Note

IR Amazon Route 53 &1 DNS 2t , M EHFERBLERF. EXTERT , App
Runner & Bz A REY Route 53 1 El B AT & AYIE B UE R DNS 12% , SAEEEEIRAY App
Runner Web RiFAEFo

IR App Runner WEZEEZRAM , FREUTSRTH DNS BLE, MR ZEUE T E
—MNEEERFSHXE , BE2E&EEMZRSH DNS 24tmEic% , M4 LE App Runner
B BEXLIERK, WEBRHE T MEREeq)FIHEFFER Route 53 DNS,

&R LA A Amazon Route 53 ¥EJ9 219 DNS =4 |, FRER B EEH App Runner R, E-—
mSETABTYT BHEE RS (DNS) Web BR%5. Amazon Route 53 12 F /B2 & 12 7k & a0 3% i 2
&1 App Runner RS HIRE, BRI HIE CNAME IBFZHBIBIEHE, AXBIBICFMABICENT
& , 5 # A mazon Route 53 FF &R EERMPIIER B MR B iR 2 EH1TIERE,

fit i Amazon Route 53 3| & 12 157
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® Note
I 5# Route 53 B RIX#F 2022 £ 8 A 1 HZ 5 RIBH ARSI BB 18 %,

Amazon Route 53 console
fit  Amazon Route 53 3l&id &

1. BF AWS EEEHE HITIF Route 53 #ZH &,
2. TESMBEERD , % Hosted zones ( EEXT ) o

3. RBRERATHRERHZE App Runner REHIEE XZH A M.
4, EFIEIZR.

5. BENUTE:

- BEERE  AREANEHERE, AXESRER  FSRHLEEREERK.

« BB MAZEZERATHRERHBEZE App Runner REHER. RIAEAREKX
WEM. fla  MRIEEXBWEIN |, example.com¥t BERFERIZB G RE

Hacme.example.comZ/RIAE | Fi Aacme,

- EAFRERMBE  EF App Runner NARFHAIR , RRERKIRT SATENXE, @®#F
BERRERBINNARFNER,

o IBFRH  EIEIAN A — IPv4 it
- WM BERERE  BEZRIAME R
6. EFEGRICHK.

&6 1 Route 53 3 & IEFKFHE 60 WREBEIFTAE Route 53 RSSER L. ZEREHNBIRICHRE
#& Route 53 BRS5 88T , & AT LAGE A G0 2 Y 3 & iC FAY & P R 2 38 B 2188 App Runner fRS5.

BXRUNMTE DNS EREEM BT KT HTHELSRNER , TSR N AN DNS EREEXXL
KBt E = £ Route 53 F /AN AT HP/EE ?

Amazon Route 53 API or AWS CLI

AT D% Route 53 API Bt E I &% Route 53 B ic K= AWS CLI HH

ChangeResourceRecordSetsAPI #4E, Z 7T f## Route 53 W EHRFEERXI ID , HSHRSKinT
)

/AN 0

fit i Amazon Route 53 3| & 12 158


https://console.aws.amazon.com/route53/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
https://aws.amazon.com/premiumsupport/knowledge-center/route-53-propagate-dns-changes/
https://aws.amazon.com/premiumsupport/knowledge-center/route-53-propagate-dns-changes/
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ChangeResourceRecordSets.html
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EEM%E App Runner BRSS

MRBEETERNEZER Web NARFHELEREZT , N LLEE AWS App Runner BRE. App
Runner 2 BREZFNITERERESE,

MG HR I BINEITRMARER , AR E App Runner BR%. App Runner FMEFHITERE |
NEBBRARR , ARETZNRAER. SFORNABRFRTLAENNE , tEEME, K, App
Runner ARSI BIEBBHMA#THRE, BHNARFSREH App Runner i,

/A Important

- HEEERSE  EONARFRRERERST, flW , EHRBER R EM G 76 28X
Ko WTRHHNAE , EENRERSEFRTHEZFKS.

- MRBATRBHHORE (FWEAANERREZLAB ) MEERS , WERERS ZBITE
ERERThRAS o

Hit , BINBWERERFSZITHDRE £ —MRENNARFRA.

o HEBMERSE , App Runner &BBEELEERS 2B FEANKRE —MRNARFRA. @
RIEEEERSERM T EAUFBREMRA |, BIFEXZET B31E& , App Runner bt A& B3)
HEE]. e, RREEBEGOCETFEFINERRAREERBLETEHFNRR, XL
AT 2B EE,

EIBEMBRAE , FEMRE App Runner BR35 51T 3 3h 5 F S [0 R 17 B HP N i E B R
o

1 AN BR XS L

1581 App Runner REUE R HEEZA, RETHTERRAEKL L , A BLFHENBE (flw, 28
RARFRANERRE ) REFE, MEBRFRR — EHNARFSERFIBFIFHOITERR.
&9 App Runner I & ®REFFE,

T BRIZEY App Runner BRSSAFE K AMIBR. BF#MABECHBR, MREEEEHOERS |, App
Runner EEEHMREUERE , MRRREBEHE  CFTEWETE, 1 Web SABFFHREB -
# App Runner 1,
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HIEH RS E et

LEEERSERSLT EEF RS, EXFREER (2 AP BAREHERE ) WEN2E
FiTE. RSEERE , BMATLUMIT App Runner #4F , XERET L UZWEZE T H XIS HR
SHENHEE. RYFR , MRETRFERZ T EESTHRSNITH, AEREMIFE , WEEN
EEFHN RS NITIZRE

UTHIRESR T BREAUMPREX L FRRSNITH API BENEE. B LTFSIELSRNRE
BRR1E,

BE LAY B EHFRY RS TRV IRE

o List*FDescribe *R{E-[EEE B IRE,
« DeleteService— & 7] LARE M BRAR S o

« TagResource , UntagResource— ¥ ERFRE , BERRHENN —H5 , tFLEWHETT
BT A
BT AEN B EENRSHITHIRE

« StartDeploymentiR{E ( RERAEHFHAEHITFHHE )
« UpdateService (REFEAREHAHITRHEER , BFRIZEHRRI )
» CreateCustombDomainAssociations, DeleteCustomDomainAssociations

» CreateConnection, DeleteConnection

T3 SRS
FERUTFZZ —EEMIXE App Runner RS :
App Runner console

{8 App Runner 4| A ZE RS

1. #TFF App Runner &l & , REE “XiF” SRS |, EEFEHN AWS XiF,
2. HESMBERD , RERS , AREEREH App Runner FR%,

2H & R A RS BRH RS ERR

HENRSZ=at 160


https://console.aws.amazon.com/apprunner
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3.

= @

App Runner Services python-test

python-test i [acions v |[ C | I

Service overview

Status Service ARN
& Running @ arm:aws:apprunner:us-east-1:123456 78901 2:service/python-
test/33f92a7c44744fbcb961e85014386b0d

Default domain

https:/ /6 2wweBevee public.gamma.us-east-1.bullet.aws.dev (A

Source
D https./fgithub.com/your_account/python-helle/main [5
Logs Activity Metrics Observability Configuration Custom domains
Activity (1) infe
Q 1 @
Operation Status Started v Ended
Create service &) Succeeded 3/22/2022, 6:46:22 PM UTC 3f22/2022, 6:51:35 PM UTC

®EBRE, REEER EE

ERSNERBRRE L , RERSESN “RERTH , REERN BEF. BHRSUCE

=
=

T o

f# /8 App Runner &l A1 E RS

1.

EFRRAE, RIFIERE IR

ERSEHERTE L , RESRSEINRERTH.
FERISME. ERSURBETNE L , BSRSEXREEFEET.

ERIIEMERSZT2ERT , IHTEHE%?"“ﬁEﬁﬁﬁJ:ﬁ% App Runner 158, iX2&H RS M
MEE’J |_.Ii.|to I:,LL'LIEA_,\EIJ Web J_‘_Fﬁfzr ii’?i-o

App Runner APl or AWS CLI

E& A App Runner API & £8k% AWS CLI , i PauseServiceAPI 4, 1R E IR E K Zh
MR HER"Status": "OPERATION_IN_PROGRESS"REIIR , M| App Runner 2FF RE =&
B AR SS
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ZE& A App Runner API {RE AR5 AWS CLI , & EBA ResumeServiceAPI 4, MR FAIRE
RIhUE R H ER"Status": "OPERATION_IN_PROGRESS"BRSE IR , Ml App Runner &FF 4 1%k
SENERS.

fBR App Runner BRSS

LR ELIE AWS App Runner IREHIE1TH Web AR FA , TR IZRS . MBRBREZSELE
FHEZITH Web RS, BRIERRIRHBIBREN KB BIE.

HFUAT—AMHZNER , B8 EEZMBR App Runner RS :

- RABEEZWeb NARFT — Sl , EEFA , HEECRRELEATHTT RRA,

- BBIAE| App Runner REEH — BBER — MRS FE—ITFHERS , AWS Xigi HABKEE
BHKP<BNES, BXEZEER , {555 the section called ‘R AR FZE T8 & RELE,

- ZR2HBRIMEEEM — RFEZL App Runner BIERE 9 ¥RAY AR ST 74 RY BERE

= MM RS L
1 App Runner RS MERHFREA, AETHARARAL ¥ ALEHNEE (Fin, 82

R ARFRANRRRE ) REFE, MEBRFRR — EHNARFSERFIBFIFOTITERR.
&9 App Runner & ®REFFE,

i BRIEE App Runner BRSS LA E K AMIBR, EBE#WBTRECHIER, MREZEEHAERS , App
Runner EEEHREVENRE , MR RREEME  2EEWET., B Web NARFERE—IH
8 App Runner 13,

App Runner &ilER XL ?

HEMBRARSS B , App Runner 2B —LXERIME , MASMBRAEMTIE ., A TIIREMRTHAE
Bo

App Runner ilEREYINE :
- BREEMG — BB App Runner IRIBEMRABHEENMRGNEIA, ©EH App Runner
HEN AWS Ik NEEFE#EL DM R 2R EM K (Amazon ECR) Container Registry /.

s RFBEE-5EH App Runner RFZXEBXIVELERE, T App Runner 1B AWS Ik HEB
ZiE £ 3% DynamoDB i,
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https://docs.aws.amazon.com/apprunner/latest/api/API_ResumeService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_Service.html

AWS App Runner

FRARER

App Runner ToERIBRATE :

o EE-EBHEETRES SRS MHEREK, App Runner &2 —fEIMMNER , TUEZ N App
Runner RS2 AIXE, MREBFBEEIZERE , NUABNEEBR, BXEZEL | 8

section called “Connections”,

« BEMEIEP — MRS EE UEEEEE] App Runner BRE , App Runner £ AR 6122 A T R ER

Z A the

HEMMMWIER., ©111F6E AWS Certificate Manager (ACM) #, App Runner T2 EH B S5EH

BRSBUERB ANt RARZBS WM EREN ERABBRIEL, BXESEE

called “BE &,

i BR AR AR S5
FERLT FE 2 —BIEREH App Runner BRSS :
App Runner console

£ App Runner 2% & il BRI& 89 AR &

1. #TFF App Runner #£#l& , ABE ‘XiF" 5IRF , EREH AWS XiF,
2. HESMBERD , ZERS , ABEREH App Runner fRS.

2H & AT RSB RSN ERR

HZ 7 the section

T R S8 B9 BR 55
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@

App Runner Services python-test

python-test i [acions v |[ C | I

Service overview

Status Service ARN
& Running @ arm:aws:apprunner:us-east-1:123456 78901 2:service/python-
test/33f92a7c44744fbcb961e85014386b0d

Default domain

https:/ f62wweBevee public. gamma.us-east-1.bullet.aws.dev [ Source

D https./fgithub.com/your_account/python-helle/main [5

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) infe

Q 1 @
Operation Status Started v Ended v
Create service IE.I Succeeded 3/22/2022, 6:46:22 PM UTC 3222022, 6:51:35 PM UTC

3. EFRRME  RAFEERER,
BHAESRETE RS WH. SRROESFERBRERITHRE , REZRSHMNIIRH
HK. BHRSIEHER.
App Runner APl or AWS CLI

E A App Runner AP| Sl BB HIBRSS AWS CLI , B A DeleteServiceAP| &4, MRiFAR
BRI H B R"Status": "OPERATION_IN_PROGRESS"FRZEIIER , M App Runner &£FF 14
i BRI Y BR 55 o

T BR 26 R S5 164


https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteService.html
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SIAREEZE

f&8h App Runner , A AE QI 2RSS X EH RSV ZHEEENRSHPHINETESI A,

AU IEMBE EHIE ( SINEN MBI ) AaXAEXSI ANEEX. BEEXAS 5| ANE
BHEFEARETME , Ht ATLIE App Runner RS ECE MR ARF B EHRE X LHIE.

® Note
HTFZ£ZER , B2 App Runner BRS H A4 AR 3 5| FE AT BUREIE

NHBHESIAANRREEZE

App Runner Xi5HERFHPLLMFBRBEESIANFETE, EZRGESIANBBBBEFHEERINN
P AWS Systems Manager arameter St AWS Secrets Managerore H, AR5 , A LLM App Runner
EHIASEL AR APl ERFF R T eI MENMRETES A, XAUENNZANSHERS
NMARFRBNERSEESF , NMIRSE App Runner EiZ21TH R ARFNEAZ M,

(® Note

App Runner X< K 7145 Secrets Manager #1 SSM Parameter Store 5| A E AL & i @R UK
E# A, B2 , 4 Secrets Manager 1 SSM Parameter Store & B X R HEMN 1%
BXENMNEZELE , BSHUTHS :

AWS Secrets Manager E#

« AWS SSM S ¥ 1z EM

LT REBBBFEENTETESIANERE
1. FHBEYE (Sl API 24, BEERER, BEEEESHRIANARFRE ) EANEISBIFE
EE— AWS Secrets Manager = Paramet AWS Systems Manager er Store H,

2. EFRMEHI AR IAM KB | iX#¥ App Runner FR AT BLi5 R 248 7E Secrets Manager 1 SSM
Parameter Store FINLZRNSE ., BXEZER , BHS5H R,

HHBEIEIANNELE 165


https://aws.amazon.com/secrets-manager/pricing
https://aws.amazon.com/systems-manager/pricing
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= i B

3. BREEEEHHRMHE Amazon RIRET (ARN) , FEANSHRZ L ARNMEETE, BT
EOERSHEMBSAEEFNRMPRETE, BAIUERANA TR Z —RKRMMELTE :

- RARFETSRESA
- RARFIZ1TE8 AP
- apprunner.yaml B &4

(® Note
FERIENEF PORT App Runner RS BT , FEERFIMEZEIEENEMH. ER App Runner
BRSHMEMREE,

BRUOASIARANSBNESER  FEAEEREXE,

® Note
HTF App Runner REFZ#E X HLZ SIS A ARNs , Fit B ftt A F3EE App Runner FRSEBL

BN AERFBEDEIBBRBEE.

AR ED

- BEMVENENEHAE , FHEFHRSEEMF AWS Secrets Manager SR EF I ZHM AWS
Systems Manager SRR, BXEZEL , B2 R,

- 4R AWS Systems Manager Parameter Store AWS Ik~ SEREZHREFHNRSNLTRE —LE.
BHl, BLEZEWKF5IA SSM S8IF S,

- R ERZANSHER , SIITAEEW App Runner REF B EH. EHBEIRN App
Runner RS , B App Runner £ B E H BRI B S,

o B ALLUERBEE App Runner RS HRY SDK [E# 18 A AWS Secrets Manager 1 P AWS Systems
Manager arameter Store,

- ATEGEHER, BEREMNSIBARNMRETEN , FRRATILL
- BRI S E RN ER ARN,
« BULUEES WK EH R AR ARN

EEEBW 166
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Permissions

E 5 A S| 1M AWS Secrets Manager 5 SSM Parameter Store I ZA M Sk |, & 64589 24
AEK IAM KR IMMEMAIPR , LA E Secrets Manager 1 SSM Parameter Store,

(® Note

REZHITFA , App Runner LA TG RIZKF R RIER. DA IEY EHEN IAM BURKR 4
R,

IERBME R AT REERARE 1AM 25 8 R EHMENKFIAE, SRS X LR BEER IR 2 B/
EER, BXEFXVIACNESEFER , B5H IAM AFERPNESAE,

(@ Note
EINREER , BRI LM App Runner 24| & & FILL T &R,

RMUTEREHZENXEART , UM B ZANNBRAWS Secrets Manager.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue",
"kms :Decrypt*"
1,
"Resourxce": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:my-secret",
"arn:aws:kms:us-east-1:111122223333:key/my-key"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/roles-managingrole-editing-console.html

AWS App Runner

FRARER

FUTEREFBEHEFBE , LURIM P AWS Systems Managerarameter Store 5| S E#I1X

PR o

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:GetParameters"
]I
"Resource": [
"arn:aws:ssm:us-east-1:111122223333:parameter/my-parameter"
]
}
]
}

BEEENIIETE
FERALUTHZZ—EE App Runner [REHIRIETE -

+ the section called “RI R Fiz1TE3EH B
« the section called “R. HfZFi= 1T858 APl 5 AWS CLI”

MRAEFETREH S
% App Runner 244 FRIRRS REHRSH , TLURMARER,
ANMRREE

YIIIEZ S

1. #TFF App Runner ##& , REE ‘X" 5IRP , EEFEEH AWS XiF,
2. RELRECBEREFRS , MITUTEIRZ—

- MREBECEFRS , HEFEIE App Runner BRE , RAEEIIBEBRS.

EERRTE
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AWS App Runner FRARER
- MREEEHUARS  FARBEEHNRS  RARRIZBRSHEELETF,

3. RIEMEZE-E ‘RFRE” THIL,

4. BFENEREFLTERIN

- NAEZERPIERANS , A2 ERRZEEHNTREEBETAALREN,

(® Note

MRES| AFHRBIMIE |, BERANAR, XEHFEAREME , 7 App Runner RS EE
MNEARERFBEPNEMBATR,

- MIMBEZEJRFIEIFE Secr ets Manager , JA5|F AWS Secrets Manager {fEA IR EZ EF#ER
SHHNZEHR. 2ERETEEHRNNETEETREEHMSI AN BANNETER AL S
FRAB TR (ARN),

« NIREBEZEBFRFIEE SSM SE M , FFEMEE SSM SEEEPNSBIEANRSHHIFETE
51, PEERETEEMNMREEEETREEHSIANSBNIMETE R A ARN,

@ Note

- FEBIZLEH PORT App Runner FREH , TR ETZEIRENEF. ER App
Runner RS BIMET &,

« 1R SSM Parameter Store ZHEZREZ MRS MR AWS XiF |, NS ETE
# Amazon BREEZH (ARN) RSB, MRSHENTFARNXIE , NEERET

E1 ARN,

- BRRFSIANSHEREEEHIRERNRSLTE MK H. Bl , BEEE
JKF 5| SSM SH IS8

5. EERMMEZELSIASE —IMRMRRE,

6. BRI IAM FREERUEFME # AWS Secrets Manager #1 SSM Parameter Store 124#7 IAM
KEEER, REELMKREAFMENRENEFIAEH IAM K& |, TEERTIHEE, BXE
ZER, FE5H R,

EEBRITEEE

ERBRAETEZR , FRARENEHNARFRBURBEBNAES, NMRNARFRBARER , U
219 App Runner AR5 ATRE S KM
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BRINEZE

1. #TFF App Runner 2%l & |, RETE “KiE” SIRF , BEREH AWS X1,
2. HINEEFHRSHEBLERF.

3. HIRETE-F RFRE" AL,

4. EREBROFRTEZIN “BR. BB —FKBEIARBRIER.
5. IEFEMIBR,

BiFATRFFIZ1TER API =X AWS CLI
& T LA5| A Secrets Manager #1 SSM Parameter Store 2N ERBEIE |, FERNECIMERNTREST
ERMERSH,

® Note

FHIENESA B IAM KB | 3XB App Runner 5t ] LA15 ) f26% £ Secrets Manager #
SSM Parameter Store FIHLZ NS, EXEZER , ESH NE,

HRANEEENMREESIA

1. 1 Secrets Manager 2 SSM S 176 X R 8| 2 Z AR EE,
T RGN ER SSM S8 F# X ZZANS .
Example | 2 & 4A-1E3K

BUT R B3 B g e B X R BB B I 2 47

aws secretsmanager create-secret \

—name DevRdsCredentials \

—description "Rds credentials for development account." \
—secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

Example | 2 %47 -1 51

arn:aws:secretsmanager:<region>:<aws_account_id>:secret:DevRdsCredentials
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Example®l 2 E E-1F 3K

BUR RO A 61 R R RDS EEFHENSH,

aws systemsmanager put-parameter \
—name DevRdsConnectionString \
—value "mysql2://dev-mysqlcluster-rds.com:3306/diegor" \

—type "String" \
—description "Rds connection string for development account."

Example 8 2 & & -1 5

arn:aws:ssm:<region>:<aws_account_id>:parameter/DevRdsConnectionString

2. BIfFEMETE Secrets Manager 1 SSM Parameter Store RV Z4AMBEL BRI AN RETEXRS|H
T, B LAEBIZREF App Runner RS BHAININET &£,

LT REGEBMAEETREBMNETEBSHN App Runner RS BN ZAMNEEHENRETES| A,
ExampleE F B App Runner RSV %i A json X
"ServiceName": "example-secrets",

"SourceConfiguration": {
"ImageRepository": {

"Imageldentifier": "<image-identifier>",
"ImageConfiguration": {
"Port": "<port>",

"RuntimeEnvironmentSecrets": {

"Credentiall":"arn:aws:secretsmanager:<region>:<aws_account_id>:secret : XXXXXXXXXXXX",
"Credential2":"arn:aws:ssm:<region>:<aws_account_id>:parameter/
<parameter-name>"
}
I
"ImageRepositoryType": "ECR_PUBLIC"
}
1,

"InstanceConfiguration": {
"Cpu": "1 vCPU",
"Memory": "3 GB",
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"InstanceRoleArn": "<instance-role-arn>"

ExampleE T B %&# App Runner fR%-iER

aws apprunner create-service \
--cli-input-json file://input.json

Example& F B %&# App Runner BRS-M8 52

"ImageRepository": {
"Imageldentifier":"<image-identifier>",
"ImageConfiguration":{

"Port": "<port>",
"RuntimeEnvironmentSecrets":{
"Credentiall":

"arn:aws:secretsmanager:<region>:<aws_account_id>:secret : XXXXXXXXXXXX",
"Credential2": "arn:aws:ssm:<region>:<aws_account_id>:parameter/

<parameter-name>"

},
"ImageRepositoryType":"ECR"

I
"InstanceConfiguration": {
"CPU": "1 vCPU",
"Memory": "3 GB",
"InstanceRoleArn: "<instance-role-arn>"

Example&E TX#B# App Runner BRE B % A json X4

"ServiceName": "example-secrets",
"SourceConfiguration": {
"AuthenticationConfiguration": {

"ConnectionArn": "arn:aws:apprunner:us-east-1:123456789012:connection/my-

github-connection/XXXXXXXXXX"
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},
"AutoDeploymentsEnabled": false,
"CodeRepository": {
"RepositoryUrl": "<repository-url>",
"SourceCodeVersion": {
"Type": "BRANCH",
"Value": "main"

I
"CodeConfiguration": {
"ConfigurationSource": "API",
"CodeConfigurationValues": {
"Runtime": "<runtime>",
"BuildCommand": "<build-command>",
"StartCommand": "<start-command>",
"Port": "<port>",
"RuntimeEnvironmentSecrets": {

"Credentiall":"arn:aws:secretsmanager:<region>:<aws_account_id>:secret : XXXXXXXXXXXX",
"Credential2":"arn:aws:ssm:<region>:<aws_account_id>:parameter/
<parameter-name>"

}

}
}I

"InstanceConfiguration": {
"Cpu": "1 vCPU",
"Memory": "3 GB",
"InstanceRoleArn": "<instance-role-arn>"

ExampleE T8 H App Runner BRE-1ER

aws apprunner create-service \
--cli-input-json file://input.json

Example& T App Runner BRSS -1 52

"SourceConfiguration":{
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"CodeRepository":{
"RepositoryUrl":"<repository-url>",
"SourceCodeVersion":{

"Type":"Branch",
"Value":"main"

.

"CodeConfiguration":{
"ConfigurationSource":"API",
"CodeConfigurationValues":{

"Runtime":"<runtime>",
"BuildCommand" :"<build-command>",
"StartCommand":"<start-command>",
"Port":"<port>",
"RuntimeEnvironmentSecrets": {

"Credentiall"
"arn:aws:secretsmanager:<region>:<aws_account_id>:secret : XXXXXXXX",
"Credential2" : "arn:aws:ssm:<region>:<aws_account_id>:parameter/

<parameter-name>"

}

.
"InstanceConfiguration": {
"CPU": "1 vCPU",
"Memory": "3 GB",
"InstanceRoleArn: "<instance-role-arn>"

3. apprunner.yamlEHEEH , SR BRITIEHER,
LT REHEMapprunner. yamlE & # RHI,

Example apprunner.yaml

version: 1.0
runtime: python3
build:

commands:

build:
- python -m pip install flask

run:

command: python app.py
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network:
port: 8080
env:
- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from:
arn:aws:secretsmanager:<region>:<aws_account_id>:secret : XXXXXXXXXXXX"
- name: my-parameter

value-from: "arn:aws:ssm:<region>:<aws_account_id>:parameter/<parameter-
name>"
- name: my-parameter-only-name
value-from: "parameter-name"
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ERp Az M

RENFEZE AWS App Runner RS R EHEL B

MAEER , BFZFEUTRE

« MAARBHNLIHBREEEZARE, AXESEE , BEANEARBRENELE.
o« WMAEEEAY L HR BTG RE Amazon VPC HETHEMNARRF. BXEZER , F2HANH
yRER A VPC HE AR,

£
« AEARBREMERE
LB A

- AHWREZA VPC HERR

Ri&
HTTHROAEELMERBARZENER , LRIRT B FREFEANLTAE,
— R K

ETHETLBERFAEZ (VPC) Amazon Virtual Private Cloud XREXEE XL |, BT THUTA

=

« VPC : Amazon VPC 2—MNEZRB LRENELNE  TitEELEFECNELRERE %
BHRE. EENZs, BR—IEUNE , S&EEBSHNEREROFEITHESEMEIEERLL,

« VPC ENKIFT R : VPC #OKIKT R ( —F AWS PrivateLink %R ) & VPC EZ R L iET 2R
%, Bl VPC EOKWTR , RELKEFFEA Network Load Balancer 7 Bt £ H 4% T RUR
%o, REWRARSHRESEN DNS #HITHEN.

- XiF  SAMNXEEHE MM iEXE , B UEREPEE App Runner RS,

- TAKX : TAXRE AWS KIFANBEEMNE. ER—IMNHEZSNMNEERARBIR., MERNIEZ G IHIE
R, ARXAREFRNAEFRES TR, BEEIMNAYT B,

- FR : FREZH VPC FHY IP it BE. FRATNMFENTHRAF, BT AWS BRB3E
EENFM, NAMEZEERMNHNTRERALE TN , M FTEEIERMN T RERALEF
Mo
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« R2E  REERFARTTRNBETFSEEXRBENERNAE. AR/ TIFNNLZLERRF S
TP AWS BIR , EETTUEFHRHNERE. 212 VPC B , EHFE—IMBRINZE4A, &7
BASA VPC BIBFINNZ£A, BRENLEESHHELEN VPC AR FRMHEREK,

o WMk MR —FibutHKE  FEEXRBFMNHILNNERE IPv4 . IPv6

1$E T EIE & HRERKRE
VPC &E#88

VPC EEBRE—NMNABRFEITSRER , cENARFETSRRSED HREFE Amazon VPC Hiz
THNARERF.

BETHEEZARENRNIE

B 7 @A SRS REE1E Amazon VPC AR A RIFE |, LRI THRUTARIE :

« VPC AH%E#E : VPC AOEER —7 App Runner BR , ERNEARERHENARBFIEITHRL R
Ro HIZTE App Runner B#1& EREAREERBFFIAELRIRT [, App Runner 2EF A LB VPC

AQEERR, VPC AOEZEFFIRFEMN App Runner BRSEEE| Amazon VPC § VPC O XK iR
RiP =W

@ Note
MREFERBZ App Runner APl , IR Bz tlE# VPC A DEERIR,

« ELXET R AELKIFETRE— App Runner #4153 | BRI LA R ZIETGE ANMERE
B & R BEM Amazon VPC AiAE 8],

RNEAREIRENEAEE

B LU RGSEE N BUCRBAER LA HBERNEARE,

NHFER[IRRINEE, T2ERELAHRBERMAEMEARETRENERS. ©EFEERED REHER
SHINAE (IPv4 F IPV6 ) i35 2 ) IPv4 #1Ti% 1R,

ABELETRMNAEFRE Amazon VPC BIRETHRIEH App Runner RS, X2&EE 7 App Runner
fR$RE VPC #EOKXIHET R ( —Ffh AWS PrivateLink &R ) SRSXIMM, Eit , £ Amazon VPC FI&

RETRERELABRARE 7
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9 App Runner BRS5 2 B QI 2T EERE. ©IEEEREY REMERSZHIINK (IPv4 M IPv6 ) iR F
Z I8 IPv4 BH1TIRER,

UTRAEAREREMEERENFTS RN TR
- MAEREENEARE , EENRSREEE Amazon VPC NAA TR, BXEZER , BSHNE
AREBEARERK

o WMAEEEN RS ABRBCRE LR BN ERMRE, BXESER  FEAILHEARER
AXHE K

PR3k

£ App Runner , A LATF RI#E AN ARFHRENRBFRIR IPv4 A IPv6 ik, B RERKAIR IP
i&iﬂ:ﬁﬁﬂx-Forwarded-ForlaIHT\;k;EﬁéEa XL, XFEREY R AR RS 1EE EMREURB IR
IP bk,

(® Note

NREWRSEENERAILERS , MIX-Forwarded-ForigRirkFeEA T BRI RIBIR IP it
i, MBEH , E2RRRBE.

NEARERERAALERS

FINBRT |, HEBIE AWS App Runner IREEY , iZBRSF TJiEE Internet #1TiAE. B2 , B AL
fFI2H App Runner [RZERNFE , HERBEMNTIZRELIER (L Z# VPC ) AiFEl,

ERFAAR App Runner fRSs , BRI R £2HEZARE , NTENFANLZ LR, XESH G HER
RER  BFESITRBNARER APIs, &l Web NARERF , ENMEFRF, FEESBLNRZER
ANNAERF , AEREFAERENESAMERNEAEF.

® Note

MEREH App Runner AR FEER IP/CIDR £ AFREZEIMN | N AJFFAHE i =
Z2AMN , AR WAF Web ACLs, X2RNBMNEBFAZIFFERR IP BHFEEZLES
WAF <BX#9 App Runner AB RS . ELL , 5 WAF Web <Bx# App Runner A8 IREHIIR
IP #0| ACLs ARFEET IP BIANI,
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ETHEXEMRELZLNZLENESZEE , BRRESXEK , i§3H Amazon VPC AAF#E
MPRNATER : FRARESARFNGEREMEHRD AWS BRI RE.

IR App Runner IREZ NI E RSB , LA LA Amazon VPC i RIEHERS . FEEBBRNN
x. NAT &%= VPN E$#,

(® Note
App Runner X% IPv4 {2 ATRE IPv4 i HIRERINHER (WEBRE IPV6 ) .

N2

FRE

« 77 App Runner i% & VPC #OLHTT 28 , BEEAWS PrivateLink IR EEET,

« App Runner 7% #F VPC KinTT RLEKE, RIAMBERT , AFET VPC #OKIRT KX App Runner
HITEHR, RE , BUNFLZEA LT SMEZOXRK , SUEFIES VPC #0KXET RE
App Runner IR £,

- WMREH App Runner NARFEER IP/CIDR ZAFREZEFHMAN |, MAANILERILERAZEAH
AN, A2 WAF Web ACLs, XRREANBATE BT A ZFFERE IP BIEH K E S WAF X<EHY
App Runner #AB RS . EIt , 5 WAF Web <BXHY App Runner FAB RS KR IP #M ACLs F4#F
SEEF 1P YN,

- BRAMEBALARTRE , RENEH VPC HREHRS , H BT EESBEBRMIE R SRS,

c ATHREBESNTAY , BWEEATARHSRN VPC BOKKT RERELHNMNTENFM. BINT
BURFERA N,

o WMREN IP it FREERINHERED , FRREH FRAUAZERRRE.

o BOULAERAMERN VPC EOKIFT RIFR—4 VPC FHZ 4 App Runner BR% .

BXEATHREANRIENEE , BZRARIE,
Permissions
UTREAALBLXRET AFMENNRIIE :

» ec2: CreateTags

» ec2: CreateVpcEndpoint
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* ec2: ModifyVpcEndpoint

» ec2: DeleteVpcEndpoints

» ec2: DescribeSubnets

» ec2: DescribeVpcEndpoints

» ec2: DescribeVpcs

VPC EOKHT R

—

VPC #OXL T R 2 — I Amazon VPC EZF| L inT R RFZHAWS PrivateLink &R, &A1 EUE
T£i% VPC EOKIFT S RkEELFEE I Amazon VPC 5 E &K AppRunner RS, Bl
VPC #OKmTR , BEEUATHEA :

- AT B AEEN Amazon VPC,

- AEEH, MIABERT , 26 VPC EALHKTRIELZEE, BANERXKAELREAH , K
- HERHE AN RE,

« AMFN, NARESWITAMY , BUEIENTRHAXERERZDHEANFMEKIAE App Runner RS
FESRA VPC EOKGETRAEANESNFRIAURE—IMNEEOKLHETR, XERFEREEENN
£EO , AERE App Runner WRENAO R, BREEEHINEZEOR AWS REFERKREELH
VPC oMM &EO,

- MBEFERABE APl , iH%H0 App Runner VPC O 4T MServicename, Hif0 ,

com.amazonaws.region.apprunner.requests

SERILAER LT AWS BRSS 2 — 812 VPC E#RL T R

* App Runner #£#l8 AXEZELR , BFEREELELIRT Ko

- WG VPC #ZHIAE AP, A% AWS Command Line Interface (AWS CLI), BEXEZER , S
% {AWS PrivateLink $§8) HHET AWS PrivateLinkif[F] AWS BB

® Note
BEERITEAWS PrivateLink EMRBERANESAN VPC EOKGETRT%E. Bt , A TRENK
AMzEs , WU LAERAMEEMN VPC #FOLKIHT RiFE —/ VPC WA Z/ App Runner fR%. 1B
2, NTEZUEHFNRE , TEERNED App Runner IREXBKTEM VPC EOLKIET 2o
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VPC A OERE

VPC AOEE R —F App Runner &R , AT AR AREREENARFZETHER. HEE App
Runner #2#|& LA EAREEERILELIFET 28 , App Runner £2EEF 2B VPC A QEERR, &
BT SR B Amazon VPC BYFRE TG R &H App Runner fRS. VPC A QEERFFEM App
Runner fR%%E$# 2] Amazon VPC B VPC #EOKiFT =, /\EEEJ% APl BENZ AREEE M KR
BB, FTEERIE VPC AOEERIR. BXRANFALIE VPC ADEERENESELR , HSH AWS App
Runner APl £ % CreateVpclngressConnection &Y,

(® Note

App Runner B5— VPC A OE#Z R AT LUEREE] Amazon VPC B —4 VPC #E O K IHT Ko
A BRENETA App Runner RFBIE—1 VPC A OEZERE,

MERR

ABELHTRE— App Runner #B#|&1ET , RERABZIWKE Amazon VPC IEARE , NI
PR 1ZI%EI, £ App Runner #2415 LR “RAEXKIRT R &I , B BT EE VPC EOKIRT
RS IRSEIERER| VPC, EEJS , App Runner 2@ BB EN VPC EOKIKT M 28 VPC A DEER

I\o
Summary

X AR B Amazon VPC BIRE TS EER App Runner BRSS , NTIEEHN RS AL, Ak, BEE
5 App Runner 2 Amazon VPC i EM I Si# VPC €12 VPC #0041 Ko 7 App Runner
FlEL HEANEARESARELRIFRET SN, ATLA2 VPC #OKIRT R, &S, App Runner &
B3 812 VPC A OEZRRHIEESD VPC EOKiRT S AER App Runner BRS . XIF612E —NFA
BRSERE , BRABREAE VPC HRESTREH R App Runner RS

EELELI

EFEJ’X-FH;?EZ IE'%K/MEE’J*A%JHE, A -

« the section called “N HEFiz1Te5i2 4l &
« the section called “B. HEFiz1T88 API 2 AWS CLI”
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® Note

MEREZH App Runner NFARRFEER IP/CIDR EAREEEF |, AT TR im L 6E A
ZEEHMN , AR WAF Web ACLs, XREAABIMBRAIAXIFFERR IP BERKRES
WAF <BX#Y App Runner FAB RS - Jtl: , 5 WAF P& x<BXHY App Runner FAB RS HIR 1P
AN ACLs FHEET IP AN,

ETHAXEMREZENLLENESER , BRBKESRE , 28 Amazon VPC AF$E
MHPHUTER : FARSARFNE /Jlbi%ﬂ?#“ﬂuwm AWS BRHNRE,

R REFZITRZEH A

£/ App Runner 2|5 812 RSt , EREEFNHEEN , JLLAREEEZARE.

ERELNEARE , BIRBUATEIZ—,

« NEAZETR  FAERSEHEELERMNIERIZHNRS. MIABRT , EEAHIER.
- RBELET R F85 App Runner BR$ REEFE Amazon VPC A1,

BRABLIRT R

B NAELET R5EEHRIA Amazon VPC B VPC #1040

T RRBEKRERAZARENT R, &7
BLBIZFEY VPC #NLmT R , WA BLARIAR VPC EO KR

i
s

B3 VPC #OKiwTS

1. #TFF App Runner ##l& , REHE ‘X" JixkP , REFEH AWS XiF,

®E ‘BERS TH ‘MK 5o

MNFEANMERE , REAEHRS. A VPC EO0KIFET REEE VCP WETTH,
RO EFIRR. ST QI8 VPC #EOLiRT R WNifiE.

WA VPC #O%ET RBE .

MATATHHIRFERIEN VPC EOLARKRTR

MNTHHIERDERZSE, FNRZSATH VPC EOLKIGET RRHFINZLE, BUUEERFEAN
HENLEEH, MBEREFRZELA , App Runner 26 VPC EOKIFET R0 BHEINLZSH, ¥
REZSEARNFT LB ILBESERE App Runner REBEHN AR, ZE2HEAMNMAMAFSEN App
Runner RE#HITREN R IR,

S L R
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® Note

WRIEE App Runner NARFEER IP/CIDR EANRERBIFN | AR FAB I <
AZLE£AMN , AR WAF Web ACLs, XREAABMBBIAZFFERE IP BIFEE X
35 WAF XB# App Runner 38 RS- IXIJH: , 5 WAF P& x<BXH App Runner A5 iR
SHR IP AN ACLs FRFEET IP 9N,
ETHREXEMIEZENZSEANESER , SERESXK | 55 Amazon VPC A
FPEEPFHUTER : FRLSARFNSRENEHRE AWS BRNRE.

8. MTHIRPERMENFN, BWEBNENTARXEDERBENFR , MEMNFTEE App
Runner fR%

® Note
MREGEAVMREELRHT R , BEASHEMZERN VPC LinT RIS HERR
B,

9. (A& ) &R RMFIRELE", RRAARIRNFEE,
10. EEE, BERSTEITIT , MHFELERKIGIE VPC HOLKT SEER.

B VPC EOLT A

1. 4T7F App Runner 2% & , RBHE “XE J&kH |, EFEH AWS X,
2. WIWERS TH “MNE &

3. WFHEANMERE , EEABIRR/. £/ VPC #OKIRT [UIEES VPC NIETTH, HETR
ATAR VPC #EOKLRT /&R,

4. EE VPC EOKHTRTIHNAE VPC EOLIHT Ko
5. &R “T—%" SlZEH RS . App Runner B ARAB IR,

(® Note
ERSE , MRFR , EASERERES VPC EOKRET QRKNLZEAN TN,

EEENRLGRTRNFEARGE , BRIACHRSHBET BE R0+ T ‘NG &0, ©EF
T BB ERT RXREK VPC M VPC #0411 SV FMAESR
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EH VPC #RKET R

|J.|

83 App Runner fi55fa , BAILURESAE LT QXREH VPC #0

=
[
:l#

(® Note
BEZEFLRT LBHHM VPC FE.

E# VPC BEALRT R

#TFF App Runner 2§58 , REE ‘X" SR+ |, EEFEEH AWS XiF,
HEEHNRS , AREENER LIEFEMNEERE,
EREAREUNETSHMNRS RN VPC #EOLiIHT Ko

R EREBN VPC EOKIET R,

EERE. ATHRE VPC EOLKRT KX FEIT .

o a0 kw0 D~

ELERKIMER VPC EHOLIRT /KBS

(® Note
WRIEH App Runner NARBFEER |P/C|DR & AREIEHIF N

REFENZEAN TN , ARG E#H". £7 VPC #OLET QFMAEESNREITF |, IS

, T AZF AL Ui ) E

AZEHMN , AR WAF Web ACLs, XRRENEAMN BRI FAXERFBERIR IP BizHkX
3|5 WAF <Ex# App Runner SAE RS . IZIJH: , 5 WAF R %&3<Bk# App Runner A5 iR

SHUR IP AL ACLs TREET IP By,
ETHRAREMRERZENZEENESER  8FRESXK,

MiER VPC EOLIRT R

&2 Amazon VPC A
FEEHRHNLUTER : FAZ2ARHNSREMNZERE AWS BRITE,

MREBAFHLEFRIBEIEH App Runner RS , AT EAREBREN LT, ERRNLHLBRIABL

wmHR , EF2MER VPC #OKET R
MER VPC 0K w1 R

1. 3TF App Runner #2§|& , REBE ‘XiF” Sk |, “EFEH AWS XiF,
2. BIAZHRS , ARELMNER LERNEEE,
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3. BERZEARBUERESHNRS RN VPC #OK KT Ko

® Note
EMIBR VPC #OKIRT K28, B EH RS EMNEEEN T RS MER.

4. IERZEMIER.

MRERSEED VPC #EEOLKBET R , NELWE “TTEMBR VPC EOLKET R HE, ME%
BRSEREST VPC EOK BT A , SR —KBEIARBRNEE,

5. 1EEMER, MEBREREFFITFEARE , MEFELERKIMER VPC #EOLinT KREES
NAERFIZ1T88 APl 5 AWS CLI
&I LATE App Runner £#E R 8EM Amazon VPC FiERIK N AR

BEXGENBSEAMERENNRNEES |, 5 the section called “Permissions”s

B2 5 Amazon VPC B BREiERE

1. BIE VPC EOKIET & ( —F AWS PrivateLink &R ) LAE#E S| App Runner, At |, BIEEE
SNARFXERNFRNZEEH, UT26E VPC EOLKET S RO,

® Note

WRIEE App Runner NARFEER IP/CIDR EANRERBIFN | AR FAB I [
BAZLEAMN , AR WAF Web ACLs, XREAABZMBBIAZFFERE IP BIFEE X
35 WAF XBH# App Runner 3A8 RS- IXIJH: , 5 WAF P& x<BXH App Runner A5 iR
SHR IP AN ACLs TRIEET IP 9N,

ETHRAEREMERZENEZLEANESER , SERESR , H5H Amazon VPC A
FEERPHUTER . FRAZEARERNEREMNEFRE AWS BRI RE,

Example

aws ec2 create-vpc-endpoint
--vpc-endpoint-type: Interface
--service-name: com.amazonaws.us-east-1.apprunner.requests
--subnets: subnetl, subnet2
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--security-groups: sgil

2. JBi CLI EfCreateServices UpdateServiceApp Runner API #24E5| | VPC #1004
W R FEMRSEENFALNTIFR, FalseENetworkConfigurationZ#
IngressConfigurationf A Hi&EIsPubliclyAccessible, HE , HATLUF
ZIpAddressTypeZRIRE N IPVAEDUAL_STACK, IIRFKIZE , MILEERIARA IPV4, L TR
BISIA 7T VPC 041 =

Example

aws apprunner create-service
--network-configuration:

{
"IngressConfiguration™:
{
"IsPubliclyAccessible": False
},
"IpAddressType": "IPV4"
}

--service-name: com.amazonaws.us-east-1.apprunner.requests
--source-configuration: <source_configuration>

3. A create-vpc-ingress-connection API #4E5 App Runner 812 VPC A MEERR ,
HAFREELE E—SHAEN VPC H#OLKiET SRHEXEK. EQBRE—NMATIHRIEE VPC #1Y
REWIEE. UTREE VPC ADEREERN R,

Exampleif R

aws apprunner create-vpc-ingress-connection
--service-arn: <apprunner_service_arn>
--ingress-vpc-configuration: {"VpcId":<vpc_id>, "Vpceld": <vpce_id>}
--vpc-ingress-connection-name: <vic_connection_name>

Exampleld 57

"VpcIngressConnectionArn": <vpc_ingress_connection_arn>,
"VpcIngressConnectionName": <vic_connection_name>,
"ServiceArn": <apprunner_service_arn>,

"Status": "PENDING_CREATION",

"AccountId": <connection_owner_id>,
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"DomainName": <domain_name_associated_with_vpce>,
"IngressVpcConfiguration": {"VpcId":<vpc_id>, "Vpceld":<vpce_id>},
"CreatedAt": <date_created>

E#H VPC ACOEHE

BAIBAEH VPC A CEERIR. VPC AQEEMIL TUTRES 2 —F EEH
- AVAILABLE

- BIERK

- EWARM

LUT REH VPC A OEEZRIRHREI.

Examplei& R

aws apprunner update-vpc-ingress-connection
--vpc-ingress-connection-arn: <vpc_ingress_connection_arn>

Exampleld 5z

{
"VpcIngressConnectionArn": <vpc_ingress_connection_arn>,
"VpcIngressConnectionName": <vic_connection_name>,
"ServiceArn": <apprunner_service_arn>,
"Status": "FAILED_UPDATE",
"AccountId": <connection_owner_id>,
"DomainName": <domain_name_associated_with_vpce>,
"IngressVpcConfiguration": {"VpcId":<vpc_id>, "Vpceld":<vpce_id>},
"CreatedAt": <date_created>

}

Bk VPC A OiE$E
MRBFABEEES Amazon VPC IFAEIER , N AT LAMIER VPC A OEETIR.
VPC A OEZEMFATFUTIRSZ —F REMIBR -

« AVAILABLE

BRARBRETR
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- BIERNK
- EHARMK
o HIBR K%

LU 2R VPC A OEHEAY R A

Examplei& R

aws apprunner delete-vpc-ingress-connection
--vpc-ingress-connection-arn: <vpc_ingress_connection_arn>

Examplela 52

"VpcIngressConnectionArn": <vpc_ingress_connection_arn>,
"VpcIngressConnectionName": <vic_connection_name>,

"ServiceArn": <apprunner_service_arn>,

"Status": "PENDING_DELETION",

"AccountId": <connection_owner_id>,

"DomainName": <domain_name_associated_with_vpce>,
"IngressVpcConfiguration": {"VpcId":<vpc_id>, "Vpceld":<vpce_id>},
"CreatedAt": <date_created>,

"DeletedAt": <date_deleted>

EALLT App Runner AP B EREBERFZHABALRE.
« CreateVpclngressConnection— BIZFTHI VPC A DEFRIR, HEEEN App Runner BEE
Amazon VPC i R AE<BXAT , App Runner EE &R,

« ListVpclngressConnections— IREI 5&RH AWS K <Bk# AWS App Runner VPC A O3E #4448 iw 7
RI&,

« DescribeVpclngressConnection— IR B AWS App Runner VPC A OEREERH TEIE R,

- UpdateVpclngressConnection— E# AWS App Runner VPC A OEER R,

« DeleteVpclngressConnection— M} S App Runner fRZ-<B# App Runner VPC A OEZER R,

BXEMA App Runner APl WEEZ{E 8 |, 521 App Runner APl 215/,
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateVpcIngressConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_ListVpcIngressConnections.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DescribeVpcIngressConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateVpcIngressConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteVpcIngressConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/
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IPv6 AtEARERH

MRIEFHEEHN RS VKRB IPv6 it HFE A IPv4 st E ARERE | B H I RIER AL k2
B, IPve RIEHNAREN , TRERERS > MEHs THREMZE, UTIRIHEA T a@EH
App Runner ##414& IPv4 5 App Runner AP| jZ M4 ( IPv6 1 IPv4 ) o

BEE ARENHER
fEAT A E 2 — BB ARBH N kK H

« the section called “N AR FEITEEFA”

« the section called “N HEFiz1T88 APl 5 AWS CLI”

(® Note

UTHRBRBENAEEANREARENMEHUHET  EXEELERET SHNRDR IPv4
R BNE R | 53 Mthe section called “BEFBLRiFET 27

RREFZ{TERZEH A

HREEM App Runner 24| 8 012 RSHS , REWEEFRSEEN , IRASANE AN EBRMRELRE
TR b E S FY

ERARKM |, FRA

1. GIRREFRSH , BEF BERS TH ME B9,
2. REAMBRBEBALBSE, WREEREALKET S NATHHE P i S HEH,

the section called “BEFMEXRiFT L AXEENHEKXR A E RS IPVAISEBNER | B35,
3. BHFBAIP#uERLEEFLT IP it 38,

- IPv4
« Mk (1Pv4 F IPV6 )
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® Note
MREZBERFT A IP thut RESK#H1T1EE |, I App Runner 2 EIABLE D EE IPv4 7
BIAEE,

4. FEBIHEK (IPv4 HIPV6 ) .

5. WMREBGIERS , BEET , RBIERE CIRHAME, BN , MREEEMRS , HiLEF
“RIEFER

HEBERSE , EHNAREFHTHREVRE IPv6 LT R IPv4 MLET RANERE,

B SE A

1. BRBIWEFRSHSME "R
2. S EAMZRE” TH R IP it RA”  RAEEFEMENIERE,
3. ERREFEENR. ENRFSEREENERHTEN.

R AR Fiz1T8% APl 3 AWS CLI

L4 4898 A CreateService5, UpdateServiceApp Runner API $&4ERt | &6
FANetworkConfigurationZ 8 IpAddressType X ARIEEMU KR, BAILIEENIIFNE
AIPV4FIDUAL_STACK, IEEZLDUAL_STACKREFHLELM RS EWFKE IPv4 R IPv6 i <K BB M
RE. MRERENIEEFI{EIpAddressType , MEIAER FTERMA IPv4 Z{E,

@ Note
BAIBEAXRETANTRE , 3 #the section called “B AR FIE1T28 API 2 AWS CLI%,

T 2RI UUTHERER IP it RS RO, XA FEA—Ninput.jsonX .

Examplei& R8I 2 X FMHER RS

aws apprunner create-service \
--cli-input-json file://input.json
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html

AWS App Runner FRARIER

Example input.json AR

{
"ServiceName": "example-service",
"SourceConfiguration": {
"ImageRepository": {
"ImageIdentifiex": "public.ecr.aws/aws-containers/hello-app-runner:latest"”,
"ImageConfiguration": {
"Poxrt": "8000"
}I
"ImageRepositoryType": "ECR_PUBLIC"
}I
"NetworkConfiguration": {
"IpAddressType'": "DUAL_STACK"
}
}
}
Exampleld 5z
{
"Service": {
"ServiceName": "example-service",
"Serviceld": "<service-id>",
"ServiceArn": "arn:aws:apprunner:us-east-2:123456789012:service/example-
service/<service-id>",
"ServiceUrl": "1234567890.us-east-2.awsapprunner.com",

"CreatedAt": "2023-10-16T12:30:51.724000-04:00",
"UpdatedAt": "2023-10-16T12:30:51.724000-04:00",
"Status": "OPERATION_IN_PROGRESS",
"SourceConfiguration": {

"ImageRepository": {

"Imageldentifier": "public.ecr.aws/aws-containers/hello-app-runner:latest",
"ImageConfiguration": {

"Port": "8000"
iy

"ImageRepositoryType": "ECR_PUBLIC"
1,
"AutoDeploymentsEnabled": false
1,
"InstanceConfiguration": {
"Cpu": "1024",
"Memory": "2048"
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1,
"HealthCheckConfiguration": {
"Protocol": "TCP",
"Path": "/",
"Interval": 5,
"Timeout": 2,
"HealthyThreshold": 1,
"UnhealthyThreshold": 5
1,
"AutoScalingConfigurationSummary": {
"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-2:123456789012:autoscalingconfiguration/
DefaultConfiguration/1/00000000000000000000000000000001 ",
"AutoScalingConfigurationName": "DefaultConfiguration",

"AutoScalingConfigurationRevision": 1
I
"NetworkConfiguration": {
"IpAddressType": "DUAL_STACK",
"EgressConfiguration": {
"EgressType": "DEFAULT"
1,
"IngressConfiguration": {
"IsPubliclyAccessible": true
}
}
I
"OperationId": "24bd10@blelllaelalf@elll5c4fllde"
}

BX API BN EZER , ES M NetworkConfiguration,

ANEWHRERZ A VPC HRINR

BIAMBERT , B8 AWS App Runner BEARRF AU AHARTRREER., XSELBSHH
R R AWS BRSS SA R A faT E At 2 3£ ™ 3 25 R 4B BR <5 o i@E’JJ*}%—J‘EE‘JWAI DRI ER
(Amazon VPC) a1 VPC HZ{THNABRFHN AHAKA R T RARIEZEE . NREEBHIFENREE
VPC , App Runner f$EARRIA VPC , BIXEH VPC,

BAEREEEN VPC HEFHENIE , LEENEAEHRENNENLLRE, BAUATEN
AWS App Runner Hﬁ%MﬂEEJ&JﬁMﬂEE (Amazon VPC) 5B EFA%E VPC FETH N ARERF. TXK
WIRETS |, BHIR AR W LUEREFEE £ Amazon Virt ual Private Cloud (Amazon VPC) =iy E 57
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https://docs.aws.amazon.com/apprunner/latest/api/API_NetworkConfiguration.html
https://docs.aws.amazon.com/vpc/latest/userguide/
https://docs.aws.amazon.com/vpc/latest/userguide/
https://docs.aws.amazon.com/vpc/latest/userguide/
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EBFEHAREKRIEHE, #l0 , Amazon RDS $#EFE ElastiCache, Amazon AR IEEEFE VPC HHY
HuFBRS

VPC E#88

BRI LB M App Runner 25| & 812 &7 VPC E#EEH VPC KigT R |, FENRSEE VPC xBEi2
ko E6IZE VPC iEH#ESS |, BEE VPC, —1MNHZANFRUKR—NMNIZINELE2H (Al ), BE VPC
EESRE , BULUNEE—1=5%Z/ App Runner RS —EFE A,

— R HEER

WRIERF App Runner RS EEN AT HIGREN BE X VPC EERR , NiZBRSTRLKIEIFHE AL
BN —RMEEHIER, EHTRNEFR VPC EERERFEEIHMATR , RGBS RSRE
NERET . BAUEERERRSEABEN VPC EERNERITERE , b NEZFETE
MRS REITEIE

FIER , WRENHEMBRSESFERAAREN VPC EEREE , N A2 HIEMER, VPC EEREE
ETZ2AMTWAS. N THEN VPCEERFHE , KGR VPC E#RBHFH ENIs (¥
MegiEn ) #E , ERRXRE—IR,

BXxBEEN VPC E#EEH AWS Hyperplane HEZEE

App Runner ##J VPC i&E#25E T AWS Hyperplane , Hyperplane BRI S#RNEITMERE , M F 24
AWS BB ( Bl ziaEiss. NAT Gateway Fl AWS PrivateLink ) B/GHE. AWS Hyperplane
FARHEELENRKIERIGE , MRESHHXEEE, SE0E VPC EEBHHHEEMARS K
B, FFEZRHN TR A EIE Hyperplane ENl, VPC E#ESREETRZLANMTFRAS , BBz
App Runner RS 5| AR/ VPC E#Es. Ht , KER Hyperplane f$1E{R ENIs # App Runner AR
SZRHAZE, IESF KA TABBERAEAMENESHE , SHAZTHIEATH , HETUEFTRHF
REH VPC £ IP ZEHl, BXEZEE , S AWS BSBEEHHEX AWS App Runner VPC M4
B RA TS,

™

BOTFREBUTRHRENTHXS, A TRESTAYE , BINEBWEEZD=ATRHXPEEFN, MR
ZXBHATRAXDT=A , RINBWEEMEISNTRAXPEREEN TR,

NEH VPC EFFMEY , FHRERLEFN , MARLAE M. XA N , HE6E VPC EiZsS
Bt , App Runner RS &ES N FM 812 — Hyperplane ENI, 8/ Hyperplane 3# M/ £{X 2 &
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/vpc/latest/privatelink/
https://aws.amazon.com/blogs/containers/deep-dive-on-aws-app-runner-vpc-networking/
https://aws.amazon.com/blogs/containers/deep-dive-on-aws-app-runner-vpc-networking/

AWS App Runner FRARIER
—NFLE IP thitk , HARBEAWSAppRunnerManaged ZAHrE, MREEFELNETH , NEIZTT App

Runner RS &HIEIR, BER , REHWRSZSEZH R ERNRE MO H RS W ELRS AWS
BRSS , % fthe section called “i&F FM BT =ZEI,

L F R AR ERE

- HEBFRSERES VPC B , HIERELZ R AR ERN, XREENNRAEFNAAE HIEREERN
BB RS FTEEER VPC E@. VPC WATABRMANEER TENNARFHHERE, XEK
BENRSTETRALEERRMN , 7 H AWS APIls. EREHRINR , BRITUTE—&RHE .

« B NAT B FMEES BB,

- REBZEIHRIMN AWS RS &8 VPC KinT R, BEFER , ZHRSFHHREE Amazon VPC A
AWS PrivateLink,

- BEAARPHNELTAX AWS XiF R X3FA AT App Runner IR FM., RS IX LA
XAEFEFHN , MTECNBILEHRHEHNRS. X TFXLER , App Runner 2 —FKF M HEIRE
B, BaFXEFENFRAMTAX, HIXHERE , EEEMER PR ZFH F PR PEBREE |
REER,

« BEENTFRLTNHEEGMEERN IP #hatRkH | E IPv4d ARXHEK.

ZEH

BT LR RIS E App Runner BT EEEFWN AWS TiFHNZE£4H, NMREBRIEELZEH , App
Runner A VPC NEBIANL LA, RIAZLAARTFMEHWERE,

AMEEATN VPC EEBRHFINNLZ LR , EETUEFHRHNERE, VPC EERRXATR
BENNARFHHEERE, S UERHEANRAFSHEN BRLET RIETERES, BESHNH
REBMFERXEKNAMERSEMEFANN AR, BN , SEFRFRHTEEZRE VPC EikR
ZRANRE,

® Note
LIERRSE VPC XEKEY , A TREFLZIRM
© AWRE-EH R ARFRIINE OEERZKRE VPC MEIE, BEBE SEM RS <K
NIEFWERTEE , FETE VPC RE,

« App Runner & — App Runner KRR EBEZTRE , HINEEBRRBIEG, #HEBE
MERNZE, XLERELERNRETSBEIEN VPC BEH.
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html

AWS App Runner FRARIER

Ei¥4 7 A4 AWS App Runner 5 Amazon VPC &5 , i55 1@ A AWS pp Runner VPC M4,

B VPC R R

(® Note
MRENRFZLNBHUERE VPC EEZSS , NIBENRSEIEEFEI —RMER, &AL
FRRFRSNBE 2 EBIRSEHRNFTRSRELEE, BXESZELR , FSH M
RZRIERH “5 App Runner Bx®” — %,

FRAUTHEZ —EEEM App Runner BREH VPC HRIER :
App Runner console

HI&MEM App Runner 2| A 812 RSH , REREEFHEERN , BRI LLARE EZE LR
B, ERHANHLER MEEE" B0, X THAEMERE , HRELTER

o RHEE ORENRSEEMARN L HKERT QM RE AWS RS
- BEX VPC : MENRSEL D% VPC FHY VPC KB, BN ARF ATLUEEIEERE Amazon
VPC R EMNARERFH B HEREHER.

BRBEENX VPC

1. 7% App Runner #2#|& , REHE “X&E” FIRP | EEEH AWS X,
2. I EERS TH ‘WK 5o,

v Networking Info

CCl'lﬁl']UFE the way your service communicates with other applications, services, and resources

Outgoing network traffic

Public access O Custom VPC
b ervice can send outgoing messages only to public Your vice nnects to an Amazon VPC of your choice
network endpoints Your service can send outgoing messages to any endpoint

(private or public) that the VPC can access

VPC connector

v Add new

B VPC T RINR 195


https://aws.amazon.com/blogs/containers/deep-dive-on-aws-app-runner-vpc-networking/
https://console.aws.amazon.com/apprunner

AWS App Runner FRARIER
3. RNEHMEREEFEHEN VPC,
4. ESMERD , &E VPC EER.

MREQET VPC E#SE  NRFE2XEREKFHPH VPC EESEIR, EALEENE
VPC E#2R , Rk “T—F" REFENEE,. AR5, BEKE—F. HE , BIUEH
LT S IRANINFTEY VPC E 28R,

5. EAEFIE  NERRSIEME VPC E#ER,

RIE , RHTIT “ARINER VPC EEERR WiE1E,
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Add new VPC connector X

You can share a VPC connector with other App Runner services in your account.

VPC connector name

my-vpc-two-subnets |

VPC
To create a new VPC visit Amazon VPC [A

vpc-5732152e ( 0/16) v

Subnets
v
subnet-3d337367 (' 0/20) us-east-1b X ‘
subnet-04575a4c ( +.0/20) us-east-1a X ‘

Security groups

sg-11c24e61 (default) X

Tags — optional
A tag is a key-value pair that you assign to an AWS resource.

Mo tags associated with the resource.

Add new tag

¥ou can add 50 more tags.

6. WA VPC EEZBJ[NEN , RAEMNTRHIKRPEERFN VPC,

7. NFFR, AIFKIMFEE App Runner RS BN THKIEE - FM. B TREEHFHT
Rt , BERE=AFN. &, MR FHDT=A , FAEMETRN TN,

EE VPC 15 R R 197
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® Note

- BRHA VPC EERIEMEFW. MREFLEFMOELS VPC EESE , NIEH
RSFTECIRNEENHE BIER.

- MRENEDRERITLN , FTERE VPC 24 & P REEENFTE FREE XN
HERR
8. (Hikt)XTZR24E K6 LRRESRIMEZEOXBKNEZE4A,
9. (Hik) BEMIRL , FERBEMMFRE , Rew AZRENENE,
10. EFEHM,

EOI2MN VPC EESFNEFAEEETRE VPC ERESRET,
M. ®E T EFLNEE , RARGEE QEHTE

App Runner 27 & 613 VPC EEB[RAR , ARREEENRSKEK. MERNEIET RS ,
EHAENERRSEHAER , EPISHRSHRSER,

App Runner APl or AWS CLI

X 1898 F CreateServices, UpdateServiceApp Runner API #&4ERT | 56
FANetworkConfigurationZ##iEgressConfiguration B N EMWIRFIEE VPC EESA
o

ERALLT App Runner AP| I ERE B IEH VPC EEEBRRR,

« CreateVpcConnector— BIZ2#H VPC E#E:R,
« ListVpcConnectors— IREI 5K X< BrEY VPC EEEFH IR AWS K, Z5RBIETEER,
« DescribeVpcConnector— JR[E] VPC E #2851 TR IR,

« DeleteVpcConnector— MilB& VPC iE1#2258, MRECEFNESH VPC EEESE R AWS K |
N AT REEEMIBR T HER VPC EERS,

E7E App Runner EEBE R HLTAE VPC MR ARRF , XAMECIE VPC &S, SR lES
EE— MRS NESHARFXBENFRANZLERIILEN, A5, BULUE ‘Gl F
ZH UpdateServicel®id CLI 5|1 VPC E#2S , WA T RBIFTR :
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateVpcConnector.html
https://docs.aws.amazon.com/apprunner/latest/api/API_ListVpcConnectors.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DescribeVpcConnector.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteVpcConnector.html
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cat > vpc-connector.json <<EOF
{
"VpcConnectorName": "my-vpc-connector",
"Subnets": [
"subnet-a",
"subnet-b",
"subnet-c"
1,
"SecurityGroups": [
"sg-1",
ngg-2"
]

3
EOF

aws apprunner create-vpc-connector \
--cli-input-json file:///vpc-connector.json

cat > service.json <<EOF

{

"ServiceName": "my-vpc-connected-service",
"SourceConfiguration": {

"ImageRepository": {

"Imageldentifier": "<ecr-image-identifier> ",
"ImageConfiguration": {

"Port": "8000"

1,

"ImageRepositoryType": "ECR"

}

1,

"NetworkConfiguration": {
"EgressConfiguration": {

"EgressType": "VPC",

"VpcConnectorArn": "arn:aws:apprunner:..../my-vpc-connector"
}

}

3
EOF

aws apprunner create-service \
--cli-input-json file:///service.js

B VPC T RINR 199
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App Runner AR5 AT W14

AWS App Runner 5211 AWS RSERK , IEM App Runner RFIRET ZHWAINEETEEH, K
BEHRWETER TIXLEE,

£

+ IRER App Runner BRE5&E3)

« BF M ALK App Runner CloudWatch A&

- BEERELAH App Runner BRE 384 CloudWatch
o ERAERNAEFEZEITERSEYH EventBridge

« {125 App Runner API 8 AWS CloudTrail
« £/ X-Ray IRERZH App Runner B AREF

ERER App Runner RZ5E 3D

AWS App Runner {245 &R KB E App Runner RS HHSES), BIERTN APl BEN RS A
A, fluelZikS. EFRENTBRS. UTETNMAUMIE App Runner 25| & H IR ERE SN SA K 10
fAIfERA AP,

EREX App Runner BRESES)

FRUTAEZ—BERER App Runner BRE5ES -
App Runner console

App Runner #2414 Z RIEM App Runner IRE5E3) , ARREEZRRIBEN S,

EEENRSES
1. 3TF App Runner #2§|& , REBE “‘XiF” Sk |, “EFEH AWS XiF,

2. TESMBERT , ERRS , RAFIEREHN App Runner fR%

25 8 &R A RS BR Y AR S MU ERR.

Activity 200


https://console.aws.amazon.com/apprunner

AWS App Runner FRARIER

= @

J"1|_!|_; Runner Services python-test

python-test i [acions v |[ C | I

Service overview

Status Service ARN
& Running @ arm:aws:apprunner:us-east-1:123456 78901 2:service/python-
test/33f92a7cd4744fbcb 9612850143 86b0d

Default domain

https:/ f62wweBevee public. gamma.us-east-1.bullet.aws.dev [ Source
D https:/fgithub.comfyour_account/python-hellofmain [
Logs Activity Metrics Observability Configuration Custom domains
Activity (1) infe
Q 1 @
Operation Status Started v Ended
Create service &) Succeeded 3/22/2022, 6:46:22 PM UTC 3f22/2022, 6:51:35 PM UTC

3. HERFSMRRIUEL , &&F B3 BRI+ (MREREE) .

755 & RREIR,
4. EERBENRE , FEIRABRARSENIIRNVTE, ETUERKEHERVEM[E.
5. EREMFIHABEAEEH TERMEX BT,

App Runner APl or AWS CLI

(47 App Runner RSB S &R E FR (ARN) , ZListOperationsBBELIRETE1ZRSS L X £ MV
EN SR, BNIIRIMETE —NMEIE ID M —LRERFRE,

EBE 7AiM BER App Runner CloudWatch B&

B LAE A Amazon Lo CloudWatch gs k2, F#MAEEEST AWS BRESHHRRERN BE
X, BXEZELR |, F2 5 Amazon CloudWatch BEHFIER,

AWS App Runner WEEH N AEFIBENZRSHHE , HFERLZHE CloudWatch BE,
ATFE&THIHET App Runner BERR , HEERR T W{AI7E App Runner BHI &R EF T

H#& ( CloudWatch A& ) 201


https://docs.aws.amazon.com/apprunner/latest/api/API_ListOperations.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/

AWS App Runner FRARIER

App Runner HEH M E %

CloudWatch BEF B EBBREFEBRE uw':F' HH—FHALRBELAD, BERERBBFEREREN—
RIIBESEH, AEER—HEFHRREEH. BEMBREFNZERN BHER.

App Runner HREIE App Runner BRFE XL TH A CloudWatch HE4A , #MNBELAHBESNEE
At AWS Ko

RS B &

RS BERAEE App Runner E EIEIEM App Runner RS H X H# TIRERT £ AV B B M H

BEHLEB Bl

/aws/apprunner/ service-n /aws/apprunner/python-test/

ame /service-id /service ac7ec8b51ff34746bcb6654e@bc
b23da/service

FA , App Runner 2812 —NEHBER , LUK App Runner lRES 4 BHEARIYESD .
ERBENENNARFSINHE S,

L5, App Runner 22 N EBNMNESEBHRFHEXRNENESTHRIREVERER. BERBEHRM
T??T%f’ﬁ?éﬁ!*ﬂﬁmﬂ’]??sf’ﬁ 1D,

HBER —FIRE, BB EEITE App Runner & 82 RS = E0E N A FE 7 B9 3T AR AS B S0 1T BV A 22 FO B
ELSRVALHE, BBAEXRBFUdeployment /RITEBBHVIRIERN ID FLMER, WEBREEAL
;EE'CreateServiceiHFﬁ*D?ﬁ‘)"'ﬁﬁ&ﬁ"%ﬂ% , BEARStartDeploymenti &g — Xt —FEHE,

HEHEEHEF , SRATHEMIUBRITX

 [AppRunner]— App Runner £ 2} B H 8] 4 B AV 5 H o
« [Build]— 2B 4ERBIARNH L

BERB Bl

~
C
<

events TER (BEB#)
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_StartDeployment.html
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BERE R ]|
operation-type /operation-id deployment/c2c8eeedeal64f4s
9cf78f12a8953390
NMARFAE

RRARFBESASSEESITHNARFRBARE L.

HEAZH Rl

/aws/apprunner/ service-n /aws/apprunner/python-test/

ame /service-id /application ac7ec8b51ff34746bcb6654e@bcb23da/
application

ENARERFBEEASF , App Runner 2AETENNARFNENRM (BREN ) BIZ-DMEER.

HERB 5l
instance/ instance-id instance/1a80bc9134a84699b7
b3432ebeebb591

EZEHBHEE App Runner B&E

App Runner 28| & £ RENBRSHAEBTHHE , AATLEESR, JNEMTHXERE,
EERSAEE

1. #TFF App Runner #£#l & , REBE “XiF” RSP | EEFEHN AWS XiF,
2. HESMEBERD , EERS , ABEEREH App Runner FR%H,

2H & R A RSB A RS ERR
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https://console.aws.amazon.com/apprunner
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O]

App Runner Services python-test

python-test .« [ actions v |[ C | N

Service overview

Status Service ARN
@ Running [P arnaws:apprunnerus-east-1:123456 78901 Z:service/python-

, ) test/23f9aaTed4744Fbeb 96 1e85014386b0d
Default domain

https:/ /6 2wweSevee public.gamma.us-east-1.bullet.aws.dev [ Source

0 https://fgithub.com,your_account/python-hellofmain [4

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) into

Q 1 @
Operation Status Started v Ended
Create service ) Succeeded 372242022, 6:d6:22 PM UTC 3/22/2022, 6:51:35 PM UTC

3. HERFMRRINEL , &#F AR,
BHED NS ERIMRENAE

EH BE-App Runner REEwABREES . BHAEEREFEH
- HBAZ-RIEMEERERIEN App Runner R, 2418 ERENIFEN LM B TR,

- BARFALR-IBEREN App Runner IREH Web NARRFHAL., BHENMEEEETH
SEHIE R S H U—AH/L,\/JH,':F'o
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N o o &

Event log infe & View in CloudWatch [ View full log Download

FYer running

Deployment logs (1) infe c

Q 1 @
Operation v Status v Started v Ended v
Automatic deployment O In progress 12/21/2020, 2:30:31 PM UTC -
Application lo gs Info ] View in CloudWatch [5 Download
Name Last written
Application logs 12/21/2020, 2:30:31 PM UTC

EERBFENDE , FWABRA , BOFBAFIRATE. BTUBRREDE RNEAE.
EZEERAANE , FEREEXZEARL (BEHEE ) AAXREN (BBENRLARFREE ) .
R CTE UTHEE, XTHBEER , BAEFE—NBAER.

1%E#EEF CloudWatch A 3T FF CloudWatch #&& |, HERAH L ERTEEN AR App Runner RS
BE. NTFHEAER , BEEE-IPBER.

® Note

MREBERFREXRFNNARF AL, MAREHNNARRFBZE , M CloudWatch 2
HEarEM.

BEIRELAR App Runner fRE1E#F CloudWatch

T &7 £ 35/ CloudWatch Y532 8B 5% Web Services (AWS) BRMEZ1T AWS N AERF, &
AILAfEA CloudWatch RUTEFIRERIER , XL AN UHERBENNAREFNETE, BETUFE
AERCBEMIBIRNEIR, HXBENHER , CloudWatch £ %X B A B3I Z IR H RIRH 1T
BE¥l. BXESEE , i3 Amazon CloudWatch A FiER,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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AWS App Runner INE ZPig4R |, FREB FEF# 7 # App Runner RS ERER. MHEEM A
. BUYERRERZITEN Web IRFHEANEH | 5 — LR REREARS R, AT
T App Runner 1845 , FARIERER T WA App Runner 2518 P EF X LB

B R Pz 1T 2Rig xR

App Runner WESEHRSHERWUATIER , HHFHEZMEIAWS/AppRunneris & ZE[E CloudWatch
H,

(® Note

£2023 8 A 23 Azal, CPURAZRMAEIARERET vCPU 2NN EFEAE , M
FRSKRITENFAERE k., MREHNARFEL BEZHE App Runner L1217 , #H
&% RIREIE App Runner I CloudWatch £ #l L EF1Z BHINER , IIBFEFIHRN N2 H
WIERIR , HEESRLEFE —EFTAN 24,

/A Important

£2023F 8 A23 HeHl , BREEEFHAMEET CPU MAXENAER A ERIEEREN
CloudWatch ik, EFER , FEBRBEFNARFSLELMIE vCPU I FTifitk, BXREZE
B | &2 Amazon CloudWatch A FIERE,

Br@@ KB ( BREA ) BISEHIR B IEIR B IR ER.

METHAL? B¥R iR

CPU utilization CPUUtilization — P2 HRNFEEW CPU EARERSEEMEN L
CPU ERHEMNE DL,

Memory utilizati ~ MemoryUti — RN FEEIAFEEAESRSEEMENERNTF

on lization B,

BEEZI Q@ RS RS R B R,
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METHA? E¥R iR
CPU utilization CPUUtilization — D HAFTERFINERE CPU FAELRSEEM
B E CPU ﬁﬁﬁ%ﬁ’ﬂﬁz
Memory utilizati ~ MemoryUti —SHHMEXRGINRENEEAESRIEE
on lization BHWERNENE DL,
Concurrency Concurrency BRS5 EEAEN H A ERNABBE.
HTTP request Requests RS W EIE HTTP E3RE.
count
HTTP status 2xxStatus IRE i BARASE HTTP E5REK, &35 (2
counts Responses XX, 4XX, 5XX) 734,
4xxStatus
Responses
5xxStatus
Responses
HTTP request RequestlLatency EH Web RS HTTP ERFTAKIRTE ( AZ
latency PREN),
Instance counts ~ ActiveInstances EEABEHITERSH HTTP B RIVEHIHE.
® Note

R ActiveInstances EBHRETHE
Mﬁm&ﬁﬂﬁ%%mm?ob#Tﬁmm
RS EHIBNE,

£ %l & P EF App Runner B4R

App Runner 2% & BT R E R App Runner NI IRSWENIER , ARMESRRX LR
Fiko

£ 4l FESE App Runner $8#5 207



AWS App Runner FRARIER

® Note
Bel , #HARERERSER. EEFEXHIEHR , HEA CloudWatch #2#15,

ERLENRSBE

1. $TF App Runner #£#l& , REE ‘X" 5&kS , EFEH AWS XiF,
2. ESMBE®ED , EERS , REIERZFEZEN App Runner &%

2H 8 AT ARSI RSN R

- App Runner Services python-test

python-test .« [ actions v |[ C | N

Service overview

Status Service ARN

@ Running [P arnaws:apprunnerus-east-1:123456 78901 Z:service/python-

) test/23f9aaTed4744Fbeb 96 1e85014386b0d
Default domain

https:/ /6 2wweSevee public.gamma.us-east-1.bullet.aws.dev [ Source

0 https://fgithub.com,your_account/python-hellofmain [4

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) into

Q, 1 @
Operation Status Started v Ended by
Create service (& Succeeded 3/22/2022, 5:46:22 PM UTC 3/22/2022, 6:51:35 PM UTC

3. HERFEHEMRITEL  EEERIETF,

2HEER—AERER.
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https://console.aws.amazon.com/apprunner
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Service metrics info

Add to dashboard 1h 3h 12h 1d 3d 1w o

g Ut oount ,,"

! \
! '-?,/'\ o

08-03 22:40

2021-08-05 22:40 UTC
1. i) Requests 132

HTTP 2xx response count

HTTF dxx response count

4. EBRIFERE (Bl 12 DEt) | RIERERSEE S BIZ LT R MY RIE R ER .
5. EEP-ITEXRBHPTNEMER FMBNERNR , REAFEMEREOFESE | FFHEXERANDE
CloudWatchiz &l & By "R P A — F A&,

AL IE N AREFIE1TERE 4 EventBridge

£ Amazon EventBridge , ] LU EEHIEBIAIAN] |, LAUEEK BEH AWS App Runner BRSS9

IRHIERMELESN, EEMANNERE , EventBridge 21 B#x ( #l20 Amazon ECS 1 Amazon
SNS ) HE3h#¥E. AWS Lambda AWS Batchfil#n , £ 7] LUEE 7 AR S5 2B F K M BT [@ Amazon SNS

FEAREEFS , RREREBFHEFBHNMAN, HE , EALUF Lambda HEBIEE N ERSFEF K

W@ 4N Slack S8, BHXEZ{EE EventBridge , 2 Amazon EventBridge A F {5/,

App Runner LA T E 4K 8 %% F EventBridge

s RSEMRABEHR-App Runner [RFRSHER. BN , BRFKRASERXHNDELETE_FAILED,

o REBERBTER-App Runner R LK RIW RS RERSHEI, Hln , RFEFHEEIE , kS
EHRIITER , RERSHEZREHIEIR,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/
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122 EventBridge FLNLAXS App Runner E4KE1T3

EventBridge B4R — MR , BEX T — %45/ EventBridge FE& , HlR AWS RS FFMAER
(B4 ) XKB | UR—HIESHFAGEENBETSHNFTER., EAIZ EventBridge BN , &ATLAfE
A EventBridge ###H|8 ENX B4 ER ( MIRIRWLIRSE ) HIEEERE (EEEPRZBAL ). B
HEXEHEENSHELYN, BAUUEEEERNFERFE , AEASNFTRIEEARENSIK. &E
BIRM T App Runner B4 FMEHER Y RH,

AKX Bl2 EventBridge MMNIMWE Z{E L , 55 Amazon EventBridge AP IEEF K AWS RS 63
AN,

(® Note

HERSZIFHWTELER, EventBridgelX @b T EHERNNREAR, BOUERE L
EEFERE , RENE EventBridge £ XER, BEI , App Runner A X HFMEXHER, &
AFGERER JSON MR A, BAUEARETEFHREERES,

NMAEFETRSH TR
LAR 2 App Runner ZIxEIH S 4/ — LR 6l EventBridge.

- BESRAEREH. BEHEME , EMNRASEROPERATION _IN_PROGRESSHRUNNINGIRZAH RS .

"version": "Q",
"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "AppRunner Service Status Change",
"source": "aws.apprunner",
"account": "111122223333",
"time": "2021-04-29T11:54:237",
"region": "us-east-2",
"resources": [
"arn:aws:apprunner:us-east-2:123456789012:service/my-
app/8feleld304f84fd2b@df550fe98a71fa"
1,
"detail": {
"previousServiceStatus": "OPERATION_IN_PROGRESS",
"currentServiceStatus": "RUNNING",
"serviceName": "my-app",
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https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-rule.html
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"serviceId": "8felel@304f84fd2b@df550fe98a71fa",
"message": "Service status is set to RUNNING.",
"severity": "INFO"
}
}

s BREERBDENEH. E4EmMES , BHIIERUpdateService® ¥,

"version": "Q",
"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "AppRunner Service Operation Status Change",
"source": "aws.apprunner",
"account": "111122223333",
"time": "2021-04-29T18:43:48Z",
"region": "us-east-2",
"resources": [
"arn:aws:apprunner:us-east-2:123456789012:service/my-
app/8felel0304f84fd2b@df550fe98a71fa"
P
"detail": {
"operationStatus": "UpdateServiceCompletedSuccessfully",
"serviceName": "my-app",
"serviceId": "8felel0304f84fd2b@df550fe98a71fa",
"message": "Service update completed successfully. New application and
configuration is deployed.",
"severity": "INFO"
}

App Runner E4#E 3 R4

LA RBIER T AT BATE EventBridge M A fF ARV S HE R ITE — N = App Runner B, =4
BRXELUTEH, XNBEELENFE , HASNFERERIRMFTRIRE,

- EERZSEKSRSHAAERSREEREN , 2K/ YRS T BL TRUNNINGIRES.

"detail-type": [ "AppRunner Service Status Change" ],
"source": [ "aws.apprunner" ],

"account": [ "111122223333" ],

"detail": {
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"previousServiceStatus": [ "RUNNING" ]

- EERERMBBFEKS RSN ERERSEREH,

"detail-type": [ "AppRunner Service Operation Status Change" ],
"source": [ "aws.apprunner" ],

"account": [ "111122223333" ],

"detail": {

"operationStatus": [
"CreateServiceFailed",
"DeleteServiceFailed",
"UpdateServiceFailed",
"DeploymentFailed",
"PauseServiceFailed",
"ResumeServiceFailed"

MARFETREHSE
RERSEE

BRFZFRBELEHBdetail -typei®B NAppRunner Service Status Change, BEBLU T
WERFERAE :

"serviceld": "your service ID",

"serviceName": "your service name",

"message'": "Service status is set to CurrentStatus.",
"previousServiceStatus": "any valid service status",
"currentServiceStatus": "any valid service status",
"severity": "varies"

BRIFRSEE

BERSEXNEH Bdetail-typei® BN AppRunner Service Operation Status Change.
CEEUTHEAFEEFENE :
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FRARER

"operationStatus": "see following table",
"serviceName": "your service name",

"serviceld": "your service ID",
"message": "see following table",

"severity": "varies"

TRIET A T RERRSRBAMERHES

Status
CreateServiceStarted

CreateServiceCompl
etedSuccessfully

CreateServiceFailed
DeleteServiceStarted

DeleteServiceCompl
etedSuccessfully

DeleteServiceFailed
UpdateServiceStarted
UpdateServiceCompl
etedSuccessfully
UpdateServiceFailed
DeploymentStarted

DeploymentComplete
dSuccessfully

DeploymentFailed

PauseServiceStarted

Message
RS eIZE T 1R,
AR5 B3 K TE Mo

REEIERK. BXRFAFEE , FSRRSEEE.
RSMEREFT 8.
AR S5 BR © A 2 TE Ao

AR S5 1 BR 5

RS ERM AN TER. FHNARFMEECSHE,
RS EFMA TR, FEECEHE
RSEFMAM. BXRFMAEE , FSHERSEEE.
HE T,

BPE A 2 5E Ko

HELAM, BXRFMER , FTEHARS AL

RS EFEETT R,

MRARFEIRENSE

213



AWS App Runner FRARIER

Status Message
PauseServiceComple R 55 & 15 B Zh 5E B o
tedSuccessfully

PauseServiceFailed RS E 1= R M,
ResumeServiceStarted RZMECE3,
ResumeServiceCompl PR 551k & B Th 5E B
etedSuccessfully

ResumeServiceFailed AR5k &8 K M

#5123 App Runner API 8 AWS CloudTrail

App Runner 5 AWS CloudTrail—BRF &K , ZRFREHEAF. A= AWS BRE7E App Runner
RIITHVIRVERIIE SR, CloudTrail¥ App Runner BFFE APl AR ANEH. BN BAREERE
App Runner %15 818 AR App Runner API RERNRBIER. MREELIZRE , N RN
CloudTrail S# 4 & % Amazon S3 7 , LIENARFEITHENEY., NREREEREK , &
R AILATE CloudTrail ZH &K “BHAELIER PEFEFMINEL. EFARENEER CloudTrail , &
ATLABEEE App Runner X HEVER, & HERM IP bk, A H TiER, A&k HERUREAF

ME=.

ET7HEZEE CloudTrail , i5Z® (AWS CloudTrail AF ) o

F# App Runner 1§ & CloudTrail

CloudTrail ZE&SIEIKF AWS K/~ RNEEZLNIKS LB, 3 App Runner RRAEFRY |, ZEF2
5H M AWS BRS5 CloudTrail B4 — iR ESHARIERF, BUNEFER, ERVNTHBKILRE
MEH AWS K. BXESEE , BEAEASHHLIERESR CloudTrail .

ERSIDREMN AWS IKFEH (215 App Runner WEH ) |, BEIERER, REAY CloudTrail I8
F XL El Amazon S3 FfiEfE. BIABERT , EERF AP OIERERICRKA |, WRKRIEKRNATME
AWS X5, RERIZE AWS 2 XHAREXENSEH , N BEXHEEFBRIEERN Amazon S3 7714
Mo WAL, BB EH M AWS RS , Mt —F 5 AL E CloudTrail BEPIKENSHEE. Bx
BZEE , BSRATIANER

- SIEREER
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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» CloudTrail XFHRFMER

« BiE Amazon SNS &4 CloudTrail

- Bk B ZAMXIEH CloudTrail BEXHMERRBEZNK, M CloudTrail AEIH

P& App Runner 24E¥H APl #1283 CloudTrail #i2%7E AWS App Runner APl &£, i |
FfCreateServiceDeleteConnection, FMStartDeploymentiZ{ERI A L7E CloudTrail B&EX
HHhER%E,

BIMNEHHATREBESEXRERBFRNAREGR. SHEETHEDEHEUTRE

- BREFEARAFEIEERE IAM AP ZIER HH.
- BREEAACERRSAFNERNZEFIER HH,
- FREBTHHEM AWS RF K H,

BXEZEER , 55 H CloudTrail userldentity JTT#,

T # App Runner B E % H

BEE—MEE 6 AFSSH4ENBEXEEmIEEEN Amazon S3 1Z##. CloudTrail B &34
BE—NEENMNEEZEB. BHARKRKRBEMRENEMER , BEEXFRWRE, BEN BB
B UARERSHHNER. CloudTraill BEXHTREAH AP BANEFHRRE , Rk T2RE
A4S ER IR 3,

UTRHIERTERZCreateServicei®&/ER CloudTrail B&E%H,

(® Note

HFZeZEE  REEMELBEDHEBEH RN
ZXHIDDEN_DUE_TO_SECURITY_REASONS., X#F A LABF LN ZEEZHME, BR , BNHA
ALEIXEEHREERBEEN , RESEWNFIREMH,

CreateServiceApp Runner ##4E# CloudTrail H&E%E =4l

{

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:user/aws-user",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "aws-user"
I
"eventTime": "2020-10-02T23:25:337",
"eventSource": "apprunner.amazonaws.com",
"eventName": "CreateService",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_6) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/77.0.3865.75 Safari/537.36",
"requestParameters": {
"serviceName": "python-test",
"sourceConfiguration": {
"codeRepository": {
"repositoryUrl": "https://github.com/github-user/python-hello",
"sourceCodeVersion": {
"type": "BRANCH",

"value": "main"
I
"codeConfiguration": {
"configurationSource": "API",
"codeConfigurationValues": {
"runtime": "python3",
"buildCommand": "HIDDEN_DUE_TO_SECURITY_REASONS",
"startCommand": "HIDDEN_DUE_TO_SECURITY_REASONS",
"port": "8080",
"runtimeEnvironmentVariables": "HIDDEN_DUE_TO_SECURITY_REASONS"
}
}
},

"autoDeploymentsEnabled": true,
"authenticationConfiguration": {
"connectionArn": "arn:aws:apprunner:us-east-2:123456789012:connection/your-
connection/e7656250f67242d7819feade6800f59e"

}

},

"healthCheckConfiguration": {
"protocol": "HTTP"

I

"instanceConfiguration": {
"cpu": "256",

T & App Runner BEXX#H % H 216



AWS App Runner FRARIER

"memory": "1024"
}
3,

"responseElements": {
"service": {

"serviceName": "python-test",

"serviceId": "dfa2b7cc7bcb4b6fabclfOfsefffo88a",

"serviceArn": "arn:aws:apprunner:us-east-2:123456789012:service/python-test/
dfa2b7cc7bcb4b6fabclfOfsefffo88a",

"serviceUrl": "generated domain",

"createdAt": "2020-10-02T23:25:32.650Z7",
"updatedAt": "2020-10-02T23:25:32.650Z",
"status": "OPERATION_IN_PROGRESS",
"sourceConfiguration": {
"codeRepository": {
"repositoryUrl": "https://github.com/github-user/python-hello",
"sourceCodeVersion": {
"type": "Branch",
"value": "main"
.
"sourceDirectory": "/",
"codeConfiguration": {
"codeConfigurationValues": {
"configurationSource": "API",
"runtime": "python3",
"buildCommand": "HIDDEN_DUE_TO_SECURITY_REASONS",
"startCommand": "HIDDEN_DUE_TO_SECURITY_REASONS",
"port": "8080",
"runtimeEnvironmentVariables": "HIDDEN_DUE_TO_SECURITY_REASONS"

I
"autoDeploymentsEnabled": true,
"authenticationConfiguration": {
"connectionArn": "arn:aws:apprunner:us-east-2:123456789012:connection/
your-connection/e7656250f67242d7819feade6800f59e"
}
I
"healthCheckConfiguration": {
"protocol": "HTTP",
"path": "/",
"interval": 5,
"timeout": 2,
"healthyThreshold": 3,
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"unhealthyThreshold": 5

1,
"instanceConfiguration": {
"cpu": "256",
"memory": "1024"
1,
"autoScalingConfigurationSummary": {

"autoScalingConfigurationArn": "arn:aws:apprunner:us-
east-2:123456789012:autoscalingconfiguration/
DefaultConfiguration/1/00000000000000000000000000000001",

"autoScalingConfigurationName": "DefaultConfiguration",

"autoScalingConfigurationRevision": 1

"requestID": "la6Qaf60-ecf5-4280-aa8f-64538319bada",
"eventID": "ela3f623-4d24-4390-a70b-bf08a0e24669",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

$H X-Ray BREZZH App Runner N BT

AWS X-Ray =TS , EREFXENNABRFALCENERNEE  FRAETATES, HiEM
RATHXEGFENTE | BUABIRBENE 2. X THNARFEMREER , EFXAUE
EAXRBRAWNNFARES , EAIUEFEXRENNARFEX TIHE AWS iR, &S, BEEM
HTTP Web APIs By i A F4H1E R

X-Ray EFIRB NN ARFRHEZIFN AWS BRHNREMRBEREKFANRSE, ZRSEERE
Pim, SRR RS AR Bl iR AR S5 A A R BB R MR EFRENEREKS . B AERRSERERMR
M, ERIFENHMEFEZHROEAD , IS NAREFIERE,

BX X-Ray WEZEER , 55 AWS X-Ray T R A A IEF.
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CloudWatch Service Map

Service map

Q Q

) /| %_E]‘f"\ I EE\J
"/ =/

® DynamoDB
DynamoDB

1N &8 B R LA AT R BR

FRAEHERIENME OpenTelemetry , MR App Runner BRE N AREF LU TRER. BHEl, App
Runner 3 AWS Distro fo OpenTelemetry r (ADOT) , iX 2 —#FE A RS WEN S RENEEHN
OpenTelemetry32#l, AWS X-Ray 323 7 IRERA 4,

RIFEEENARFPEANSSE ADOT SDK , ADOT &ZXZFEFAMKRN AL : BEIMFz, BXREM
28 SDK HITRMHWEZEEL. |, B2 ADOT XY , ARFESMBEEFIEREHN SDK,
IE{TENRE

LT RRATRNERN App Runner BRS5 B A2 F A 1T IREREY —AOZ 1TET IR B LB
RNIEITRHE B RER

1. & AWS Distro for OpenTelemetry (ADOT) A 3 ¥REVIZ 1T AT IR AV 5 BA SRAS MR AR+ o

2. MRLFEANRRRBEMEE , WEapprunner.yaml X4 buildZ o LEFTENOTELMKIRIN ;
MBEERANREFER , WE Dockerfile R EFTEH KRB,

3. MRLFEANRRRBEMEE , NEapprunner.yaml X4 FIRBHRETE ; IREBHEANESR
B2E51& , MI1E Dockerfile FiRBIIETE,
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Exampleif iR £

(@ Note

LT REIZIE T ERNElapprunner .yaml XMW EERETE, MREBFEHNREES
S5 , BEXERETERME Dockerfile b, B2 , EMNaTHUEHEECHER ,
BUREERATIRFRMEZIFEEE, ﬁ?&l_ﬁﬁ'fﬁilﬁﬂﬂE’JE%L:.MJJ\&’E?GZZU
ARETEERNARFN RS , 55 AWS Distro for for OpenTelemetry 52 “ A
7" THY “E1TRY

env:

- name: OTEL_PROPAGATORS
value: xray

- name: OTEL_METRICS_EXPORTER
value: none

- name: OTEL_EXPORTER_OTLP_ENDPOINT
value: http://localhost:4317

- name: OTEL_RESOURCE_ATTRIBUTES
value: 'service.name=example_app'

(® Note

OTEL_METRICS_EXPORTER=nones App Runner WEEREFE |, FH App Runner
Otel MERTEZENRILR. CREZERRE,

12 1T E R

L,LT/-r\ﬁu,,\/-?\zzuﬂﬁm AD OT Python SDK Bai# SN N AERF. SDK 2 B3£I ENKEN
BE , XEHFEHRT Python BERENABRFHREANE , MEFARIM—1T Python KB, BRFE
ERNRXHF PRI ERILIT,

B, AIN—EERBXR , MT RO,

Example requirements.txt

opentelemetry-distro[otlp]>=0.24b0
opentelemetry-sdk-extension-aws~=2.0
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opentelemetry-propagator-aws-xray~=1.0

RE , NENNARFETRMN. FITHERENT ZBRTENRS KR , BURES&IRAB,
Source image

LIENRS RE2EGBN , B LUEER N Dockerfile , XA BRBRBESNEERDIZT
MARERF. A TFRHIETRT AT Python NAREFHNESKRNAE DockerFile, A INAI{NEF LA A E
o

Example Dockerfile

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

RUN yum install python3.7 -y && curl -0 https://bootstrap.pypa.io/get-pip.py &&
python3 get-pip.py && yum update -y

COPY . /app

WORKDIR /app

RUN pip3 install -r requirements.txt

RUN opentelemetry-bootstrap --action=install

ENV OTEL_PYTHON_DISABLED_INSTRUMENTATIONS=uxrllib3

ENV OTEL_METRICS_EXPORTER=none

ENV OTEL_RESOURCE_ATTRIBUTES='service.name=example_app'

CMD OTEL_PROPAGATORS=xray OTEL_PYTHON_ID_GENERATOR=xray opentelemetry-instrument

python3 app.py
EXPOSE 8080

Source code repository

UBHBRSFERESNARFRNEMER |, A LAER App Runner Bt & SR B 8] 33248 U AR
B, XLigEEH App Runner £ Dockerfile , XEXHA T RARHNNAEFHEER. AT
TMHERT Python NARFIEZLTRNAE App Runner BL&E XX, RMAMEFAEEE R,

Example apprunner.yaml

version: 1.0
runtime: python3
build:
commands:
build:
- pip install -r requirements.txt
- opentelemetry-bootstrap --action=install
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run:
command: opentelemetry-instrument python app.py
network:
port: 8080
env:
- name: OTEL_PROPAGATORS
value: xray
- name: OTEL_METRICS_EXPORTER
value: none
- name: OTEL_PYTHON_ID_GENERATOR
value: xray
- name: OTEL_PYTHON_DISABLED_INSTRUMENTATIONS
value: urllib3
- name: OTEL_RESOURCE_ATTRIBUTES
value: 'service.name=example_app'

NIER App Runner RS SLHIA 5N X-Ray X R

¥ X-Ray BRERES App Runner RS — 2R , BAARZRSHEHIRES X-Ray RS KR EMN
BR. ALk , BAILUERHIABEERNRSXEHFIMESR X-Ray RV IETE XL, B App Runner
LHIBBHNEZER , S Hthe section called “2flH &, AWSXRayDaemonWriteAccessit®
KEAMEEHEPACHECNERBENE S BREENERS.

NIEH App Runner RSB B X-Ray IRER

B2 ARS5 A , App Runner BUASERARER, AEETMNEMR , BT UNRSEE R X-Ray BER. BX
EZ{EE , S the section called “EIE AT MWEL ",

R EFEA App Runner API 5 AWS CLI , MObservabilityConfiguration# J& TraceConfigurationX} &
PN RETERFRE. EREFREZARS | BFAEEETraceConfiguration¥¥ KR,

EREHAEMAPIERT , BES4FE—ThiHENZHAES App Runner IR H<EX,
& & App Runner fRFH X-Ray IR ER¥EHE

£ App Runner 24| A& RS EHIERTTEAN TMEMETF £ |, EBEFRSHE LS HE Amazon
CloudWatch ## #1154,

RIER App Runner RSS2 A &R I X-Ray R 222
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Logs Activity Metrics Observability Configuration Custom domains

Tracing @ Info View service map [4

£/ Amazon CloudWatch 2 #l5 EF LW N ARFFIALENE RV RS EEMBEER, RSB IERE
RIBRURESEMBNAREFM AWS REHNREEEE, BREHRNMHVEEIRATEERWMER
B, BXxEZEE , 525 Amazon CloudWatch AR #E A ServiceLens kK% ARRFHN
BT

&F App Runner [RFH X-Ray IRER¥HE 223


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ServiceLens.html
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AWS App Runner FRARIER

F AWS WAF Web ACL 581 RS Bk

AWS WAF & —1 Web M AR AE , B LAERTRAFEH App Runner fR%. &8I AWS
WAF Web 1 [E1#2H|51 % (Web ACLs) , BRI AR &M App Runner lRFim K2 2 FE WK Web JFE
MTEENNEFANRE,

Web ACL AJ i8S MIZFIFT B & A App Runner fRS5HY Web B3R, &R LATE Web ACL FEXHN |
LA, BRIEZRESHE Web RE , BRIABLIBRNMEZENBERT BEEIREN Web AR , UK
APls, &R LIRIER EE’J%EL%%HZ%%*? BENX Web ACL #illl, Eifd 7AERM & EZ S MMNA
W& B BR{ESLE ACLs , 1258 Amazon VPC B F iSRRI HIRM &R E,

/A Important

5 WAF M4&<ExH App Runner %A B IRZHIIR IP N ACLs FHFEETF IP BIMN, X2

FEANB BT AZEFERR IP #iEH 4525 WAF <BH App Runner 3AE RS, MREH
App Runner R ARRFEER IP/CIDR £ AFREIE&IFM | W AT FAH i '51EFH ZEEAM

i, f7F =2 WAF Web ACLs,

& ABY Web 53R
% AWS WAF Web ACL 5 App Runner AR <BkEY , 2 AH Web ERFELIUTHIE :

1. App Runner 2 RIBERWABTE KL, AWS WAF
2. AWS WAF REERHNFHABSEE Web ACL HIEEM N 1T L
3. RIFEELELR | [ App Runner AWS WAF iREallowdiblockmMaii,

- WMRIREallowlmR , App Runner &£fFERE X[ BB ARER.

- WRIREblockM R , App Runner £PHIEZIEREIEEM Web R ARF. ©alkE
BIblock M3 & AWS WAF L4180 B RTEF

(@ Note
RINBERT , R EREFAIME , App Runner PE 1EiZiER AWS WAF,

BX AWS WAF Web FWEZ{EE ACLs , SR (AWS WAF FFEARIEFE)Y FH Web 17 [R132 55
& (Web ACLs)s

& AH Web &R 224
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® Note

IBEELHRAE AWS WAF 48, EH AWS WAF M4& ACLs 3REX App Runner [RE T &7
HEATMAEA, BXENNEZFER , BSHEAWS WAF Efts.

£ WAF M E4RH App R ACLs unner BR%S5<Bx

LU 2% AWS WAF Web ACL & App Runner BRSREBEH S RRIE -
1. £ AWS WAF 25 a 8|2 Web ACL. BXEZEER , 52 (AWS WAF TR EE) vl
# Web ACL,

2. EFHIZM AWS Identity and Access Management (IAM) R AWS WAF, BEXEZEE | 5
R o

3. FALTAZEZ—H Web ACL & App Runner BRZ#<Ex :

 App Runner #£%|& : SIZHEFH App Runner BRFET , £H App Runner 2% & XERINEH Web
ACL, Bxii8 , FSREE AWS WAF Web ACLs,

« AWS WAF #24l& : ERES AWS WAF AR E4E App Runner fRE<Bk Web ACL, BXEZ
B8 , SR AWS WAF FF & A RIERHR MV Web ACL 5 AWS &R 5% B s BUE < BX o

« AWS CLI : 5/ AWS WAF A # & JE<EX Web ACL APIs, % AWS WAF NN BENEZEE
APls , 2% AWS WAF APl &3 H 1 AssociateWebACL,

EREM

« 5 WAF M&<B# App Runner ZAERE KR IP #| ACLs ARFEET IP B#N, XE2RANEA
BRI A E SRR IP 8RR X 25 WAF XBH App Runner 328 IR . MREH App Runner
NMARRFEZIR IP/CIDR F AREZREMAN , MAANFAE iR SLEAZEHAN , MA R WAF
Web ACLs.,

« — App Runner R R 85—/ Web ACL XxBk, B2 , B LA —1 Web ACL 52/ App
Runner BREMZ 4 AWS IR XER, T6]23E Amazon Cognito A/ H Application Load
Balancer &iRo

« B2 Web ACL B , 2 —/NERATEE , Web ACL F&F£&EH AT App Runner, & EATE]

AN B Lo %E, AWS WAF WAFUnavailableEntityException¥&=if4E Web
ACL E£&& B2 el EXEKE |, 2I1RE,

F WAF M ES4REY App R ACLs unner IR < Bk 225
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WMRIEE Web ACL TLAEZ AT RIFTNEI[NEF 7 App Runner #2HE |, MIXBRFAK, BR ,
& T LATE App Runner $2&| & F &,

« AWS WAF &R F TR E App Runner BR$1E AWS WAF APIs AL T BiE2 —iT , &Ik
[ElWAFNonexistentItemException4six :

 AssociateWebACL
« DisassociateWebACL

 GetWebACLForResource

& App Runner BRZ I T BUIRASBIE -
* CREATE_FAILED

e DELETE_FAILED

« DELETED

* OPERATION_IN_PROGRESS

(® Note
OPERATION_IN_PROGRESS{X Z#REY App Runner BRSS#MIBRET | REAF T K.

. EHERTELSHERRAEAT AWS WAF AL EHIREl, 4314 AWS WAF 3R E App
Runner W KIERMWEZEE | HSFHAWS WAF FRBIRETHBE ERAFLE | THEOM
AWS WAF 4:#3k B App Runner BB KiEXK,

« MRERREELHNRANVSRERXNREZL , Web ACL ATREREBRRF LN NAEF,

Permissions

EEHP A Web ACL AWS App Runner , BRI 1AM X R AWS WAF :

* apprunner:ListAssociatedServicesForWebAcl
* apprunner:DescribeWebAclForService
* apprunner:AssociateWebAcl

» apprunner:DisassociateWebAcl

BX IAMBRHNESER , BZ5H IAM AFRERHH IAM FE R FNR.

Permissions 226


https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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LT REHEN IAM BERR 7RG AWS WAF, It IAM KBS EIEREA App Runner BRSHI A ER R,

Example
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"wafv2:ListResourcesForWebACL",
"wafv2:GetWebACLForResource",
"wafv2:AssociateWebACL",
"wafv2:DisassociateWebACL",
"apprunner:ListAssociatedSexvicesFoxWebAcl",
"apprunner:DescribeWebAclForService",
"apprunner:AssociateWebAcl",
"apprunner:DisassociatelWebAcl"”

]I

"Resource":"*"

}
]
}
@ Note

REBYBHRT 1AM R |, B HEVRERA TUHBERR , THMT APl #R1E,

S AWS WAF M1 ACLs

FERUTHZEZ—EEB&E ACLs B9 App Runner fR#I AWS WAF R :

« the section called “N AR FEITEREFIE”

* the section called “AWS CLI”

BEEM I ACLs 227
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N AEFZITERES A

¥ App Runner 2% & L 82 RS RNERNERSSET , ATBKBKRSEUEREX AWS WAF Web ACL.

® Note

Q)

« — App Runner R R 85—/ Web ACL X8k, B2 , BRT Hfth AWS BR 24 |, &
A AR — Web ACL 524 App Runner ARSS #<BX,

« TEXEXK Web ACL 28l , BFLEMEH IAM R AWS WAF, BXEZEER , BZH X
BRo

X Bk AWS WAF Web ACL

/A Important

5 WAF B4R App Runner FAEIRSFZ AR IP #I| ACLs ARFEET IP BN, X2E
AEN B A ZIFRERE IP BEHE X E 5 WAF <BXH App Runner A RS . MMREH
App Runner M ARERFZEIR IP/CIDR & AREZHIFN , N ABF FAE i 2 ﬁﬁﬁ ZEEMN
i, M7F 2 WAF Web ACLs,

X EX AWS WAF Web ACL

1. $TFF App Runner &5 , RBE ‘X" &k , EBEHN AWS X,
2. BRELRECNELERENRS  RITUTSRZ—

- MREBECBRFRS |, HIEFEGIE App Runner IR , AR EIEERS .

- MREEEHIAARS , FER BE LW+ , REE BERS TER HwE
3. HE “Re” TH Web BIARF A,
4. EF PR IRIBHANEERRD,

NARFEITEREHA 228
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AWS App Runner

FRARER

5.

¥ Security info
Specify an Instance role and an AWS KMS encryption key

Permissions
Select an IAM role with permissions to AWS actions that your service code calls. To create a custom role, use the IAM console K
Instance role

An Instance role is auto-generated for every IAM role that is created for Amazon EC2 using the AWS Management Console. Choose an
Instance role to apply the required IAM role to your application code. This grants access permissions to call AWS services.

Choose an Instance role v C

AWS KMS key
This key is used to encrypt the stored copies of your data.

O Use an AWS-owned key
A key that AWS owns and manages for you.

Web Application Firewall Info

Activate WAF EWED access control list (ACL) to protect against web exploits and bots. Learn more about WAF and pricing. [4
o Activate
Choose a web ACL (0) C Create a web ACL [

Choose an existing web ACL or create a new one in AWS WAF console. If you create a new web ACL, click the refresh button to view
it in the table below.

Q. Find resource 1 {s}

Name A Description v ID

No web ACL

No resources to display

Create a web ACL [A

WITRIIS Rz —

o EXBKIAE Web ACL , BWITUUTERIE : M\ “EBES App Runner JRS5<EXHY Web ACL” &

I EFTER Web ACL.

B ARFETERERS
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« EQEFH Web ACL , FIITUUTIRE ; iR 612 Web ACL LAER AWS WAF 24| & 6225
) Web ACL, BEXEZEE , F5H (AWS WAF F R &MY P 6IZE Web ACL,

1. EBRRIF IR T EIEER Web ACL RAEFHGIEH Web ACL,

2. BB FTER Web ACL,
MREBEQEFERS , FEFE T MREEFHNERS , BEERE “REEX, EEMN Web
ACL B App Runner RS <EX,
ERIF Web ACL XxBk , BERRSHEEET~ , AEHIBERS. RahF “L4L” TH Web
NMAREAE  EEEEMNRSTEBE Web ACL WIFHAE R,

(® Note

Bl Web ACL B , &3¢ —/NEXETEIG , Web ACL F &£ EEH T

FAF App Runner. f&#EEEATSUALDHEI L9 4TE, AWS WAF
WAFUnavailableEntityExceptionH#& iR Web ACL TB2&&1E 2 BT HERAT
£IR[E,

WMRIETE Web ACL ST &R Z AT RIFTR KRR EF 7 App Runner HE | MR K
W, B2 , A LAE App Runner 2§l & F Sin.

BUH<BX Web ACL AWS WAF

&R LB E# App Runner BRSREUEXBR B EEMN AWS WAF Fi5 ACI .

BUEE Web B9 AWS WAF 3<Bx ACI

1.

2
3
4.
5

#TFF App Runner 4 & , REE ‘X" JIRF |, EBEH AWS XiF,
MEEEHMNRSH BE &+ , REE ‘BRERS TER wRE
%3 ‘R T Web BIARFH A,

BH BT URiEd. B3 —KEIABIBREES,

EEHIA. Web ACL EEEH App Runner BRSS B FF < Bk,

(® Note

- MREEFEMNRSSH A Web ACL XBk |, M “%3F Web ACL” RHiEHFE— Web
ACL, App Runner BUE S5 281 Web ACL BIXEk , B3I 5FTIEM L ACL x<Bxfy3t

o
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o WMRZEBHM App Runner RS E R A S BUE<EKE Web ACL , iHZ [EHflBR Web
ACL, &N , BGHERIEER, BXENMHNESFEE , HSHRAWS WAF Eft. BX
I{AT I BR Web ACL K915 B |, i35 AWS WAF APl 2 ZH i) DeleteWebACL.,

« BTERIBRESEMEIRE App Runner BRES 5 H b & IR < BXHY Web ACL.

AWS CLI

O] LABEF AWS WAF 2 APIsIXBR k< BX S BUE < Bk AWS WAF Web ACL, EXEXHEUHE<BL
Web ACL #9 App Runner BRE #4540 F B BCIRA

AWS WAF ZH &R 4T RHIRZE App Runner fRS518 AWS WAF APIs LT BE2 — i, 21K
EIWAFNonexistentItemException£&ix :

 AssociateWebACL
 DisassociateWebACL

 GetWebACLForResource

&89 App Runner RS L BCIRS 2 -

 CREATE_FAILED
 DELETE_FAILED
 DELETED

* OPERATION_IN_PROGRESS

® Note
OPERATION_IN_PROGRESS{X Z#REY App Runner BRSS#BMIBRET |, REAF T K.

X AWS WAF AW EZEE APIs , 1§55 AWS WAF APl #15/ .,

(® Note
EHEN IAM R AWS WAF, BXEZER , B5H R,

AWS CLI 231
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{35 I ><Bx AWS WAF Web ACL AWS CLI

A

Important

5 WAF M&XEXE App Runner BA B RS VIR IP M0 ACLs FHFEET IP AN, X2

RABABE B AR ERERIR IP BB X TS WAF XBH App Runner FAE RS . MNRIEHY
App Runner B AARZFFER IP/CIDR £ AFREIEHIFN] | W AT FE v AL Z 2 4HH

i, mA =2 WAF Web ACLs,

X< B AWS WAF Web ACL

1. ERENEEANRESEALLowSBLock X ARSTHY Web iEK , NERNARS 8122 Web ACL. AWS
WAF BXE Z{EE AWS WAF APIs , i§Z 5 AWS WAF APl ZE 5B+ CreateWebACL,

Examplef|Z Web ACL-i&K

aws wafv2

create-web-acl

--region <region>

--name <web-acl-name>

--scope REGIONAL

--default-action Allow={}

--visibility-config <file-name.json>

# This is the file containing the WAF web ACL rules.

2. ffMassociate-web-acl AWS WAF 23t API F&6IE# Web ACL 5 App Runner BREHE%
B, BXEZEE AWS WAF APIs , 2@ AWS WAF API 2 Z158H ) AssociateWebACL.,

(® Note

BIE Web ACL B , &3 —/NERETEI/E , Web ACL F T2 &EH T

FF App Runner, BN EITUMLBHE LTS, AWS WAF
WAFUnavailableEntityExceptionH#&EidfE Web ACL B2 & 12 BT H < BRAT
£iR[E,

WMREIE Web ACL E2AEZ Al RIFNEBREF 7 App Runner #Z#& |, MIKBF X
W, B2 , A LAE App Runner & & F Sin.

AWS CLI
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Example><Bt Web ACL-iE3K

aws wafv2 associate-web-acl
--resource-arn <apprunner_service_arn>
--web-acl-arn <web_acl_arn>

--region <region>

3. ffRget-web-acl-for-resource AWS WAF 23t API i Web ACL 2B 5 App
Runner lRFExEk, BXEZEE AWS WAF APIs , 2% AWS WAF APl & 158/
A GetWebACLFor& iR,

ExampleX i % JREY Web ACL-1ER

aws wafv2 get-web-acl-for-resource
--resource-arn <apprunner_service_arn>
--region <region>

WRZEEERRS ACLs XEH Web , S| —&ZE BRYIE R,

{55 FA I Bk AWS WAF Web ACL AWS CLI
MR AWS WAF Web ACL 5 App Runner IRZMREX | T 7o 3% 45 H il BR o
fiBR AWS WAF Web ACL

1. fffdisassociate-web-acl AWS WAF 23 API ##BRM 7T ACL 5 App Runner RS HI<BX,
BXEZ{EE AWS WAF APIs , i52 @ AWS WAF AP| £ 1ER P K DisassociateWebACL,

ExampleBUH < Bt Web ACL-iE3K

aws wafv2 disassociate-web-acl
--resource-arn <apprunner_service_arn>
--region <region>

2. ffMget-web-acl-for-resource AWS WAF 22 API 1iF Web ACL A E S5/ App
Runner RS FF < Bk,
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Examplel&if Web ACL 2% B fBBRK<Et-EXR

aws wafv2 get-web-acl-for-resource
--resource-arn <apprunner_service_arn>
--region <region>

K5I H IR App Runner BREHI EEUHREXH Web ACL, HIR&BEZRIARS ACLs XEH
Web , & IE — 5K ZE B B R,

3. {fHdelete-web-acl AWS WAF A3t API HIBR 2 EUER<ELRY Web ACL, BXEZ{EE AWS
WAF APIs , 55 AWS WAF APl 315/ $ i DeleteWebACL,

Exampleffil Bk Web ACL-i&3K

aws wafv2 delete-web-acl

--name <web_acl_name>

--scope REGIONAL

--id <web_acl_id>

--lock-token <web_acl_lock_token>
--region <region>

4. fFEMAlist-web-acl AWS WAF 23t API BIEM T ACL 2R EMEK. BXxMNEZELE AWS
WAF APls , 558 AWS WAF AP| $Z1ERListWebACLsH

Example3&if Web ACL 2% B M-k

aws wafv2 list-web-acls
--scope REGIONAL
--region <region>

EMERE Web ACL EFREBFIH.

(® Note

MR ACL SEHMIEERA App Runner FRF s H AR ( 5140 Amazon Cognito A F°
i) ABRER , M FTEMIBRiZM 4 ACL,
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55 Web ACL <Bx#Y App Runner RS

— Web ACL AT A% App Runner BRFFH A B R X<BL, F£Hlist-resources-for-
web-acl AWS WAF A3t API 5t 5 Web ACL 3 B:#9 App Runner FR%. BXEZEE AWS WAF
APls , IZ[# AWS WAF API & 188 F# ListResourcesForWebACL,

Example% 5 Web ACL <BxE App Runner RS- K

aws wafv2 list-resources-for-web-acl
--web-acl-arn <WEB_ACL_ARN>
--resource-type APP_RUNNER_SERVICE
--region <REGION>

Example%| i 5 Web ACL ><Bx#9 App Runner R S5-1 8

AT R 8E 7 3% B 5 Web ACL <Bx#9 App Runner BRSSBs #Y Iia 82

{

"ResourceArns": []

}

Example%ll i 5 Web ACL <Ex#9 App Runner BRZ5-1a

LARRBIER T 77 5 Web ACL XBXHY App Runner ARSSAHY IR R,

"ResourceArns": [
"arn:aws:apprunner:<region>:<aws_account_id>:service/<service_name>/<service_id>"

MR A id F AWS WAF W 5T ACLs

LIRTIE Web ACL FRMNIIRMERE RN Count B, AWS WAF &5FiZ % R F N ZI 5% 5 N PC g #9 i R
i, EFEALZMN App Runner BRE M Web ACL |, BHFMNIREREN Count , REEZREEX
AN CEWERE, B0, BHBlockBRERET —FAN , ZANELBENEERAF RENKEF
KAEEE., EXMERT , AT EENMEEAN. BXEZFELE , BZH (AWS WAF F R E1E
&Y AR A EE AWS WAF RIPiEHE,
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https://docs.aws.amazon.com/waf/latest/APIReference/API_ListResourcesForWebACL.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-testing.html
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& A LABL B AWS WAF J 0518 RIRL 1R BT B#h CloudWatch HEA, T D#h £ F RS
(Amazon S3) FERNI L EHE Firehose, BXEZER , S H AWS WAF FRARIERE #1912
% Web ACL &,

EifE SE8 App Runner BRE<BXH Web ACL X B X |, BRI T AEFE :

« httpSourceName: ‘@& APPRUNNER

« httpSourceld: @8 customeraccountid-apprunnerserviceid

BXREZER , B8 (AWS WAF FRARIERE) #HBEERS,

/A Important

5 WAF R4&KExE App Runner FAB RS AR IP MM ACLs REFEET IP BI#N, X2
ABAMNE A X BERR IP BIEH A5 WAF KEBH App Runner BAE RS . IREM
App Runner S AEFZEER IP/CIDR & AREZRFEAN , MWAAX A ERIEALZEHN
N , T2 WAF Web ACLSs,

M FEF AWS WAF R TT ACLs 236


https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging-examples.html
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F A E X E App Runner RS %0

® Note
BEEXHXEATETRRBHNES. ST EEXHATETEENES.

FRRABIFMERE AWS App Runner BRE5A , AWS App Runner EEEXMEBNB I RFZNE
B, XA App Runner 5|8 API Q2RSS A |, BETUREMXEFEE, RNE , B ERAER
BXHRIEERSIEN, BEXGHIEENETGTRNREHEEN—IB2 , 3T IX L% A F [ F ki
BEAXNSRERRBERNARNEL. BELUER App Runner Bl B X HRIEEET APl X%
I, MRFBIAFEAPIZIFHEARIEI , N EFREEE X,

App Runner BRE X2 — YAML X4 |, apprunner.yamlENARERFEHENREE ZHHE. ©
NEN RS RUEENSITANED, XHHPIEET App Runner TR NEZ RS , HIREML
RENRETEE TN LT,

App Runner Bl X A BIERERE , fl0 CPU MW E,

B2< App Runner L& X #9 Rl , HSthe section called “~l’. BXZENSERER , S Hthe
section called “&&",

£
« App Runner B & X4 =4l
« App Runner BEEXHSE

App Runner i & X 4 R4l

® Note
REXHERTETREABNERS. ETEFREXHFATETEENERS.

LARRBIERT AWS App Runner BEEX . BERRIEREN , XNBELENRE, HMHP2ER
R, BEFEERESHED. B App Runner Bl B B BER | 55 M App Runner EiE 324,

5l 237



AWS App Runner

B & 3 AF R A
BBREXH

FRARER

FRKILWEEXH , App Runner 2 H AT RRI% :

« EHERSETHRAREAELHERE.
« ERRHTAVEITRI RS,
- ERARMINGEOSMiE A HEEE,

Example apprunner.yaml

version: 1.0
runtime: python3
build:
commands:
build:
- pip install pipenv
- pipenv install
run:

command: python app.py

SEEREIE XA

WREAERT EREETHFFEHapprunner.yaml R EXWATEE ERANER.

Example apprunner.yaml

version: 1.0
runtime: python3
build:
commands:
pre-build:
- wget -c https://s3.amazonaws.com/amzn-s3-demo-bucket/test-1lib.tar.gz -0 - | tar
-XZ
build:
- pip install pipenv
- pipenv install
post-build:
- python manage.py test
env:
- name: DJANGO_SETTINGS_MODULE

BB 3 AR 238



AWS App Runner FRARIER

value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 3.7.7
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

network:

port: 8000

env: MY_APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws:secretsmanager:us-
east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-S7t8xR:username: :"
- name: my-parameter
value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"
- name: my-parameter-only-name
value-from: "parameter-name"

TENEEXH — (FEABITENRAE)
W RBIEBA I{A E A R E iz Tt AR apprunner . yamlFT BB E &4,

REBITEW App Runner R #FiZpre-runZ . MRENMAREFEARLE App Runner ixZR
SEHENETHERA  BREEREX 4P EALRSHE, BXRELZER , B2 H REZTHRRAF App
Runner iR,

® Note

BT REERT Python 3.11 , At EANEMApip3FMpython3mmt. BEXEZER , BSH
Python £ & B 4SEZ T IR IREF,

Example apprunner.yaml

version: 1.0
runtime: python31l
build:
commands:
pre-build:
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- wget -c https://s3.amazonaws.com/amzn-s3-demo-bucket/test-1lib.tar.gz -0 - | tar
-Xz
build:
- pip3 install pipenv
- pipenv install
post-build:
- python3 manage.py test
env:
- name: DJANGO_SETTINGS_MODULE
value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 3.11
pre-run:
- pip3 install pipenv
- pipenv install
- python3 copy-global-files.py
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

network:

port: 8000

env: MY_APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws:secretsmanager:us-
east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-S7t8xR:username: :
- name: my-parameter
value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"
- name: my-parameter-only-name
value-from: "parameter-name"

BRBEREGTHEEXHN RS TSR TETRBHNRSFNIFESITHE EZ,

App Runner BEEX &%

@ Note
BEXHNEATETRABHERS. EFENEEXHATETRENERS.
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AREBRZ AWS App Runner Bt E X B ZFIE N WSS S EER. B App Runner Bt & XA #E
iR | BSEApp Runner L& X4,

App Runner BEEX # 2 —1 YAML X#. AEefBapprunner.yaml , AENEKENAREFF#H
FERRE FA,

ZBLR

App Runner B X2 —1 YAML X, AE@Rapprunner.yaml , AEFHKENAREFFE
FERIRE 4,

App Runner EEXHEEUTEELD -

- TRE-TEMRZH

- HEND-BEEMNEM R

- BITED-EEZITRH R

TR EBEB 72

XU ZEARME T BEXXHNRFZEITHN—RERE. ATEHTA

« version— B, App Runner BLEX A, BRBERT , FAZRIFERE,
BE

version: version

Example

version: 1.0

« runtime— AET, EHNNARFEANZTREMR. E 7 # App Runner RIEMNAEREFEAN
ARAE TR , BSRETRBENRS.

(® Note

REBTHNGBAER<language-name><major-version>
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B

runtime: runtime-name

Example

runtime: python3

“FIE” &R

2 E5 EE App Runner RSBV RN R, BALEEERGTNRELE, ERBTERLE
B,

885 Mbuild: B4AFFL | AT 548 -

« commands— 1B, }EE App Runner EE MM BETHHT. SEUTFI :
« pre-build— %, App Runner EMEZRIZETHWT. Hla0 , ZIRnpm iz =i & .
« build— &I, App Runner I EEHNNARFMETHGS. Bl , £Apipenv,

« post-build— Ali%, App Runner EWEEETH®S. Fl , £H Maven FHETHIT3E
JAR = WAR X/ , REZITNH,

Bk

build:
commands:
pre-build:
- command
build:
- command
post-build:
- command

s
W
g
S
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FRARER

Example

build:

commands:
pre-build:

- yum install openssl

build:

- pip install -r requirements.txt

post-build:

- python manage.py test

« env— Alit, NHEMBREECEEYHETE, EVHBH-ENEMRST, RUUERETTHIRE
ol AXLETE,

(@ Note

EhEEXHS , BRI TENenvZR BN TRNENME, —4A% ‘W& 2, Z—4

T:E “ /—u j; /\

Bk

« EAEMKERED , pre-build, buildpost-build, #pre-rundssSAILABIH “FIE” 3P
PHMenvES,

EE BEEE , Xpre-runm SN FUHXHN “E17° o , RECIAIREEHRTE “HE
PHENMNINELE,
BITRBERFNrun® S G A 9217 o FWenvikiE

build:
env:

name: namel
value: valuel
name: name2
value: value2

Example

build:

B
i
okt
$
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env:
- name: DJANGO_SETTINGS_MODULE
value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"

ki)

EITE D EE App Runnerf)ﬂﬁf%%%ﬂﬁ@%%@ THER. BAILUEESTIHRA, FUETes (XR
ERENRN ). Baes. MERAMPREELE,

ZE D Rrun: BAFL , BUTFE4A .
e runtime-version— Hi%, IEEEHN App Runner BRF8IEHNIZ1TEThRAS,

BRINBERT , REERAL FHERS. App Runner S HBRBEMRAMI T IRA | XERAE
BARHBERRSEMAHBAIRSTHEER, MREEBEFTERAIRERA , NFHEEFHFHEBE , H+
B App Runner (REFHN T IRA. MREIEE T EMA, REBRAMANT R4, MR RS HSIEE
BEMNETRRA L | App Runner KZEFR X HB1TEH.

B

run:
runtime-version: major[.minor[.patch]]

(® Note
REFLANSTRHESTRNRALAH. BEXFAER , BERABEFEEE,

Example

runtime: python3
run:
runtime-version: 3.7

« pre-run— A&, {VESURAFAZE. $EE App Runner TR AR FMNHEREE HZZTIREE
BITHTS. BRI ERA WM AT SRIER/appE RAWEITHREG, Flin , MREBEEZENT/
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appERZANEMEBABI , BELDTFEAFMENGSRNITILEE. BX App Runner ¥4
BENEMNESZER , BSREEZTIRAF App Runner iR,

(® Note
- BEE-fffpre-runmSHE BT Ho , SAIE RS AL EE X4 B HoFE
NHHREBETE, ST AR ST PP EXNRELE,
- JEBITEMN App Runner A X FiZpre-runs . MREHWNARFERRE App

Runner RASZFHNZEITIRRA , BREEREXHFTRARSEH., BXEZER | ES
¥ £ E 1z 1TRTMRASF App Runner M2,

Bx

run:
pre-run:
- command

« command— %1EI, App Runner BN ARFHEGRATETENNARFNG S,

B

run:
command: command

* network— A%, EELNWNABRFETNRD. HPIFEATHE :
« port— A&, MREE , WXRENWHABRFETHNIROS. BRIAEN 8080,
« env— Ak, MRIEE , App Runner RT ERRUNMEREHEZEHENKAS (MARKE )

AN B IRASEBALINMETERHAREFPORT, MAFEH , MREIEEenv , App Runner &
ERIMRETEFEKRIROS,

E&

run:
network:
poxrt: port-number
env: env-variable-name
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Example

run:
network:
port: 8000
env: MY_APP_PORT

« env— Ak, NEBEITHMREXNBENHRLZE, EXNEN-ERERS, S UESTHINNEFRE

EMEIAXLEEE,

(@ Note

EHBENHF , BRI TENenvR BN TRNMNTENMLE, —H7E “WE B2 , 5—4
’T:E “x: /—,, st /\

« EAEMKERED , pre-build, buildpost-build, Fpre-rundsSAILABIFH “FIE” 3P
PHMenvES,

EE FEE, X¥pre-run@ SN THXXHHN ZE17" B9 , RECMNREEHRE W&
P ENNINETE

o BITHRHERFWNrun® SIS A 9217 o FWenvikiE

Bk

run:
env:
- name: namel
value: valuel
- name: nameZ2
value: value2
secrets:
- name: namel
value-from: arn:aws:secretsmanager:region:aws_account_id:secret:secret-id
- name: name?2
value-from: arn:aws:ssm:region:aws_account_id:parameter/parameter-name

LD
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FRARER

Example

run:
env:
- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws

east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-

S7t8xR:username::"
- name: my-parameter

:secretsmanager:us-

value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"
- name: my-parameter-only-name
value-from: "parameter-name"

LD
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App Runner API

AWS App Runner B AR F4mEE O (APl) 2 —# AT @ App Runner fRS & H1E3R#Y RESTful APl
O LAER APIROIZE, S, #iR, EHAMBIBREDH App Runner BIR AWS K,

Al EREENRAREFRETRIER AP, BRI EAEHR - AWS SDKs.

MEZTEN API SEEE | i5SE AWS App Runner APl $&,

BRAWS FAETEMNESZER , BERHWETE AWS,

£
- A5 App Runner B2& A AWS CLI
- £/ AWS CloudShell kf#H AWS App Runner

#E/H 5 App Runner B2& A AWS CLI

FNFaSITHIA , AWS CLIEEAEA App Runner BRSS. BXZTEH AWS CLI SEEE |, H5 11
(@8 H5%E) FMH apprunnero AWS CLI

AWS CloudShell R FZRBTEFTF KHFE AWS CLI HEEMNPER , AWS EEEGHIAS MEEFREH
To RTBAZEZN , FUFTERERIL , HFTEEEEXE., £ AWS EBZHA 21FR
BT ETX AWS CLI, B3 CloudShellEZE B R AZETRA , S Hthe section called “f
AWS CloudShell”,

£ AWS CloudShell k£ AWS App Runner

AWS CloudShell 2—MNETRIKEE. 2FARIEN shell , BAILNEEMZ 3. AWS EEIZFA
O] LAE F B IE MY 5L 5% ( Bash PowerShell 2 Z shell AWS App Runner ) 3t AWS fRSS ( 218 ) 1217
AWS CLI 6. BEFTHRLZEWTITLE , BRI TR ULERE,

B LAAWS CloudShell WEzh AWS BEEZFIE , ATEREFEN AWS ZREFEFHH shell 21iF
FEIATAH, XX AWS CloudShell AR G RIE A FEESER AWS CLIBRAEK 2 ( ik RERE
shell Wit EHRFEH ) 5 App Runner & AWS BRFH#H TR BT B B E & HE.

£

« 3REX IAM X BR AWS CloudShell

£/ 5 App Runner B4 H AWS CLI 248


https://docs.aws.amazon.com/apprunner/latest/api/
https://aws.amazon.com/tools/
https://docs.aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/reference/apprunner/
https://docs.aws.amazon.com/cloudshell/latest/userguide/working-with-cloudshell.html#launch-options

AWS App Runner FRARIER
- {£H5 App Runner E3 AWS CloudShell
- FERARIEEMN App Runner iR% AWS CloudShell

FREL IAM X BR AWS CloudShell

FARENIFREERIR AWS Identity and Access Management , B2 G A LA [E IAM AP BT |
fE4418E98 17 8] AWS CloudShell F4EBIRER ThEE,

EEAMAFRTHENRNZRAEERET AWS REXRK., AWS HEXXRKEH AWSEIZMEE
HYIRII KRG, SATHY AWS FEE KRB CloudShell T EAKINE IAM &4

« AWSCloudShellFullAccess : ZFERANXR , 7 AWS CloudShell EEXFIB IhEER T2 15 R
BR o

MR EEBRE IAM B P A AT R VESEE AWS CloudShell , I B] LA ZE
FIAWSCloudShellFullAccessEERMENEIRN BE LK, BXREIRA4AFHRITHIREN
E%(E L CloudShell , iFZ[FAWS CloudShell AF g R EA IAM FKEEEE AWS CloudShell i
A AMERER.

® Note

BH IAM B EEE IR |, ZFKZ T3 App Runner #TABANNER, BEXEZER ,
25 the section called “N AR FIZ1TEEH IAM”,

A5 App Runner Ezj AWS CloudShell

AWS CloudShell NE31E AWS BEZFA , BAI A AREAGSITRES App Runner #17X
B,

EUTRGIF |, B LERAPRRERBERENEA App Runner IREHIE S CloudShell, AWS CLI

® Note

AWS CLI FEHERE AWS CloudShell , BEF THRRLZEFMEMRR. WH , ATELE
Shell 1T T HHWIE , Rt EH#TRAZLREERIL,

FKEY IAM #XBR AWS CloudShell 249


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html
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Examplef A% & App Runner fRS51E 5 AWS CloudShell
1. MA AWS BB H A |, B L CloudShell B ERSHE LN TR AIETURE -

« 1%#E CloudShell 47,

« FFticloudshellEEREFRAANR , AREERLE RHE Z1ZCloudShellZE T A IE R %%
o

2. EEEFELE AWS XEH & AWS PP EFTE =8 App Runner fRS , BEWSITHHE
ALLTF CloudShell& < :

$ aws apprunner list-services

AT ENRSHBEERSE.

"ServiceSummarylList": [
{
"ServiceName": "my-app-1",
"ServiceId": "8felel0304f84fd2b@df550fe98a71fa",
"ServiceArn": "arn:aws:apprunner:us-east-2:123456789012:service/my-
app-1/8felel@304f84fd2bodf550fe98a71fa",

"ServiceUrl": "psbgam834h.us-east-1.awsapprunner.com",
"CreatedAt": "2020-11-20T19:05:25Z2",
"UpdatedAt": "2020-11-23T12:41:37Z",
"Status": "RUNNING"

"ServiceName": "my-app-2",

"ServiceId": "ab8f94cfe29a460fb8760afd2ee87555",

"ServiceArn": "arn:aws:apprunner:us-east-2:123456789012:service/my-app-2/
ab8f94cfe29a460fb8760afd2ee87555",

"ServiceUrl": "e2m8rrrx33.us-east-1.awsapprunner.com",

"CreatedAt": "2020-11-06T723:15:30Z",

"UpdatedAt": "2020-11-23T13:21:227",

"Status": "RUNNING"

3. EIREUSFE App Runner FRESHIFMER , BEGHTHREALT CloudShell %%, R L—%
F ARNsRREIPGHTZ— :

A5 App Runner E31 AWS CloudShell 250
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FRARER

$ aws apprunner describe-service --service-arn arn:aws:apprunner:us-
east-2:123456789012:sexvice/my-app-1/8felel@304f84fd2bodf550fe98a71fa

R E T E R RS R AR,

{
"Service": {
"ServiceName": "my-app-1",
"ServiceId": "8felel@304f84fd2b@df550fe98a71fa",
"ServiceArn": "arn:aws:apprunner:us-east-2:123456789012:service/my-
app-1/8felel@304f84fd2bodf550fe98a71fa",
"ServiceUrl": "psbgam834h.us-east-1.awsapprunner.com",

"CreatedAt": "2020-11-20T19:05:2527",
"UpdatedAt": "2020-11-23T12:41:37Z",
"Status": "RUNNING",
"SourceConfiguration": {
"CodeRepository": {
"RepositoryUrl": "https://github.com/my-account/python-hello",
"SourceCodeVersion": {
"Type": "BRANCH",
"Value": "main"
1,
"CodeConfiguration": {
"CodeConfigurationValues": {
"BuildCommand": "[pip install -r requirements.txt]",
"Port": "8080",
"Runtime": "PYTHON_3",
"RuntimeEnvironmentVariables": [

{
"NAME": "Jane"
}
1,
"StartCommand": "python server.py"
1,
"ConfigurationSource": "API"

}

.
"AutoDeploymentsEnabled": true,
"AuthenticationConfiguration": {

"ConnectionArn": "arn:aws:apprunner:us-east-2:123456789012:connection/my-

github-connection/e7656250f67242d7819feade6800f59e"
}

A5 App Runner E31 AWS CloudShell
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},

"InstanceConfiguration": {
"CPU": "1 vCPU",
"Memory": "3 GB"

1,
"HealthCheckConfiguration": {
"Protocol": "TCP",
"Path": "/",
"Interval": 10,
"Timeout": 5,
"HealthyThreshold": 1,
"UnhealthyThreshold": 5
1,
"AutoScalingConfigurationSummary": {
"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-2:123456789012:autoscalingconfiguration/
DefaultConfiguration/1/00000000000000000000000000000001",
"AutoScalingConfigurationName": "DefaultConfiguration",
"AutoScalingConfigurationRevision": 1

}

FE R Z/ App Runner BRZ: AWS CloudShell

2|2 App Runner BRS A App Runner 2 ARSI MBI E—MRRINESE |, HEEER
i (RTE AP EALRPIRE ) . BAIBMER CloudShell 3T 449 P 35 3 1 H %TIE".%‘J‘E?'TO

flan |, RBHPFHRLIE App Runner IRFEFEER , EHZETHU TS CloudShell :

$ curl https://qxuadi4qwp.us-east-2.awsapprunner.com/; echo

NS R E AR,

fE AIEEH App Runner fR$ AWS CloudShell 252
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& AWS CloudShell Actions v | &

FApprunner.c

Hello, Jane!
[clouwdshell-use

Terms of Use
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R BB E

ZIKE?,-EL\ BIEMFE R AWS App Runner BRSSAT ATEEB EIMV E AR R A B HMEHRIS R, HiREET
BEHIERS THMNEZEHAS, APl EIT«E:&IT'T-FJ:

BREZHEHFREUNELZZFRBHNESR , HHEFIRF Do

£

- YRS B KMt

- HEMEE

« HTTP/HTTPS 53R HE 1%

o YRS T EEREER Amazon RDS 5 T iERSS B
- WRERBH P MR EFHHRYT Bt

= AR S5 B 22 K M A

R B2 App Runner BRF KW , M ZARSSFG3 ACREATE_FAILEDIRZ ., WWIRSEEHAELE
TR BIBEAW ., ATFEUT—MHZIWAARNRE , REAEELTERNE -

- BHNAERFRE

- BE

« FIRECE

- BRRSERANKR AWS RS F7E I et =&

ENTEVENRSHITHELER | RONBUWEHITU TR,

1. ARBSEHNEE , RESBRSIBIMBER.
MNIENRBREEHTEASLENER,

MREEETRSER , FMER RS TARS
MREEREMARECE , MR AT @R | N 7T LA LB &,

ERERFIELRE , BEABRERRS. BXRUMERRSHNEE , 5 Hthe section called
“BEAMBRS

o M @D

BIEARS KM 254


https://repost.aws/knowledge-center/
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® Note

AIRES AN A AR B IREH 2 — = Fargate #&FE vCPU &R,

VCPU &REERE T App Runner AL R B RS IBEHZFIHE. XERSHEZEHN
Fargate #&&% vCPU RFEHEWN AT AEAFE. AWS Fargate EEFHEMKFH vCPU BEL&T
RESRFEE MBS , BEEATH Service Quotas BHlA., AWS BEERHEABEXESE
B , S FAWS Fargate Amazon # MR RRFIT XA RIEE PRI RSB

/A Important

FHFEMHRS , RTHBREIERZRH , BT EEAFTNTEA, AEXBNRS T
A, ehait ABHWRSEE . App Runner 7 Bl BRAMEYIRSS , R IES SHETKE
BE 5 47 Fo I EL M BR o

BENXEA

AT R OIS G R B TE SUE A B AT BEIE B AY B MR IR B 1T PR B ER AR R

(® Note

9 73858 App Runner LRI Z LM | *.awsapprunner.com 138 E AR /F48 53k (PSL)
FiEft. ATH—SREREM , MREFEETE App Runner NAEFHERRIAE A Rk BB
Cookie , BMNBWEFEA®__ Host -84 Cookie, XIFHEBITFRIPEMIE | BB RiE
Rih& (CSRF) Wi, ETHMEZESR , 55K Mozilla FFREMEFH Set-Cookie TWH,

BEEE HI 2 R M EIR

- REWERZREHT CAA CRKERBFIH. R DNS MANEMIthFEZE CAA % , NEs
WE—%EEfail open , 3} AWS Certificate Manager S & iE$ LARIE B E WiE, X i App
Runner #3 BE X, WRE1E DNS ieFHEMA CAA AL , FHREZED —NHEEHN CAA IBRE
$&, amazon.com®& N , ACM FELEMAIER. Ht , ToiE 812 App Runner By B E X,

AT RAIER DNS &, T E diG RE R AHIEL B CAA iBFR, Z R fIfEAexample. comER
BENXH, ERAPETUTHSURLE CAA IE%K.
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AWS App Runner

FRARER

;5 QUESTION SECTI
;example.com.

ON:
IN CAA

;5 ANSWER SECTION:

example.com.
example.com.
..note absence o

7200 IN CAA 0 iodef "mailto:hostmaster@example.com"

7200 IN CAA 0 issue "letsencrypt.org"
f "amazon.com" in any of the above CAA records...

- BEFHRIERE , HBAREDE —% CAA iExK3FEamazon. com,
- B BEENEHE App Runner X Bk,

BRIUMAMER CAA #HIRMULE , FSRANATARE !

« IEBFRAILRR (CAA) HH

o WNMATHRRTE DR SR AR

i] ACM IEFaY HERAY CAA FHiR ?

B E M E & #Y DNS iE B U 54 B AR IR

- REZRARI T H
TEHRRBEET D
s HAEEHN SR

EXNBRREFH-—NMEESR, I, BTREEREEM DI G F DNS £if

NS iE%. %32 mEEEnﬁ’EJ«XT%ﬁ

* DNS iBRAAXIFNFH , BlIHINE]5,

- YIFERIR

- B EENHE App Runner XBx,

BRUNMEER CAA BB IRMNEA |, BSEANULTHAR.

- BRERSERIE

« the section called “BE N IHZ"

EXAHEHRD S

« BINATBUREIRSS

BE U AR DNS PR IFFAEHER
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https://aws.amazon.com/premiumsupport/knowledge-center/acm-troubleshoot-caa-errors/
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html

AWS App Runner FRARIER

aws apprunner list-services

« HIRRS HREERS

aws apprunner describe-service --service-arn

- REHESUHARES.

aws apprunner describe-custom-domains --service-arn

- BHFTAE EHEB TR,

aws apprunner list-operations --service-arn

ZITHENHA U

HRMMRSFAIME EXIFH AR , App Runner 2 AREHR—ABIH IR , HIRAINE DNS BRF2EH.
X £ CNAME 2R BIFUEH1EF. App Runner £/ AWS Certificate Manager (ACM) k¥ iEE . App
Runner 2K IEIXL DNS i , UBRZIBEVFLERMEN. MREM DNS XigH % CNAME i
% , App Runner ¥ BRIE DNS id% , # BB ENFIE BT EBTIEIT,

AT BAAERRELT B E A EFH LT B & -

« the section called “CNAME 2 M DNS BRSSE5 il kR,
« the section called “UF$ & 33 H7”.

CNAME 2 M DNS BR%3-88 & il Bk

« £/ DescribeCustomDomainsAPI 2 App Runner ##l& F 8 B E VBB RER ZEMN BB IEFK,
EXEFHEHEE CNAMEs , i55 I CertificateValidationRecords,
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 FHEBRIE CNAME i2RFEIEH DNS BRS585. RS . App Runner AIBARIE B R B A LS
Ho Ah0CNAME i2%f5 , &K TREFE 30 £ ¥ 6Ef&#% DNS 125, App Runner #l ACM 2 7] &E
FRIANMIHEFRERIEBEITRE. AXOMAFM CNAME i2R85E , FSHthe section called
“EERENEE".

UEHESHR

- £/ App Runner #Z#| &= API BUHEXEX ( BURSERE ) , ARABEXEX ( $51% ) 289 App Runner RS9
BE X, App Runner £8|ZFHHVIEPRIE CNAME 123K,

« JFEHIEBIIE CNAME i2ZRNEER DNS RS 85,

BXRWABUERE: ( BUBSER ) FxEk (8% ) BENEBNRE , 5, the section called “E
BRENFE"

I UEUE P R A B RN EE1T

AR EIEBIERARE , LURIEENIERREEKIET., ERIEREN curl ZEKHTERE
BB IRE,

BEXIERZITNESER BRI T 85

« AHTLEE ACM IEBHEIRIEH FRELEIT HE ?

* ACM IEFHFEELTT

- BERRSERIE

HTTP/HTTPS &R B4R

AT A WNABERR AR HTTP/HTTPS REMHE App Runner BR S im 2B Al BEIE B RV 45 1R
404 1| App Runner RS ik 2 &3k HTTP/HTTPS RER HIL R K B 45 1R

+ ¥ App Runner A EHIRAE B RBAE RN | FWIELEEA HTTP HRPHKES URL. Host

Header RZ¥EFif ( HlAcURL ) F Web ¥ E5 2 B ENFrLIER RS URL, MNREHEF
W AFIRS URL iR E AHost Header , M&UZE|404 Not FoundiRimEE.
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Example EHARK T E#

$ ~ curl -I -H "host: foobar.com" https://testservice.awsapprunner.com/
HTTP/1.1 404 Not Found
transfer-encoding: chunked

ExampleIE#8HY EHLARL

$ ~ curl -I -H "host: testservice.awsapprunner.com" https://
testservice.awsapprunner.com/

HTTP/1.1 200 OK

content-length: 11772

content-type: text/html; charset=utf-8

RSN EF RS EBRE T RAAHFAARS W IFERNIRS RS HERER (SNI). T TLS
L2 1E MESRERE , App Runner SER7E HTTPS E#AFIRER SN,

MRS T EEREZ] Amazon RDS = T kRS B

WMREM RS TTEE RS Amazon RDS BfEES A T NARFHRS , NARFENEEER
B, AETBHEISLEER—ESR , LUAELHNERERSFERE , URYEXLRBHER, E
TH#EAX App Runner HILREERENEZER , FZANHIRES A VPC 15 RMRR,

® Note
EEFEH VPC EEEBREE , i5M App Runner BH| A NWAEN SMERTEREMERE. AR
ER R HRE RTF. %R VPCERES. T—RERAX VPC ERBNFARFS. ELR
EF , EBAUEENRATHRATRE  £H VPC BIFM, K24 App Runner &5,

HONRARFRERERIEMGTRERSNER

1.

BR VPC EESFHhEAN FRRRAE M, NMREESBEETLAEFMN , NEHNRSHFBE4EE
=, BAESNFRMIER Hyperplane ENIs ( S#MM&ED ) RELHE IP ZEE,

WMRER VPC EERERALBFM , MAIER LT ERTREEEE

a. RIE— IHFMAEFN , HERATCRKE VPC EESENAETFN, BEXEZER , B5H
Amazon VPC A F#ERFH VPC M,

To3EE#EE) Amazon RDS 5 FiERS 259
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b. Eid NAT MAERHAINENLEFN, BXEZEER , i55H Amazon VPC AFEEFH
NAT F>x,

2. Wif VPC E#EBNRLEAAOMEOANREIER, £ App Runner #ZEHI AN ENSMBEKD
BENEERE > EHRE, NIIRFIERE VPC EREE, T—RIHTEUUERRENZSA,

3. RWiFERZEEN RDS ZHIHEM T ERSHLZEHAEMBIERANERRER, BXEZER
BEZH App Runner NAREFZIHEZEN T ERSHRSER.

4. ERIAEH App Runner BB 2 /& BEHMR RN NERERE |, H=iREES App Runner 244
# RDS = T isBRSS -

a. =ZiRME— VPC B8 Amazon EC2 E4%E# %] RDS SEHIH RS -

b. WMEHREEZREETRS VPC KixT R , HEIME— VPC F#) EC2 KI5 IR ML

¥ T RCREEE
5 WRE 4 SHWEMA—DUEENR KK , MR AR AWSHK P P ZEHEHM IR App Runner
BE 2 SNFERIB, EERR Su AWS pport IR#BEY , it — S IBENEE H W& B B /Y BB,

6. MREIZRBLER 4 hviHBARKIHIERES RDS EHIS RS |, BIRBIL S TR AP AU B2 E,
RIEESEAMRE Hyperplane ENI RE B EREERER S EEH A ENIL,

(® Note
NTEEBTERXLETRHAREBAEN ENIRAEKFEE , HITE App Runner BRSNS 3D
BEHERE RDS H TiFRS. = RDS & NiERELAT “217" RN , BHNARERF X
MITE RDS = FIFRSHEZIEE. BN, ENIs aJ UG EAERN App Runner ER T/E
HREN—HoHITERE, XA ETERE ENIsRARTH#H—FRFE,

M AWS 2 & /530 EC2 #2H &,
EENSMER ‘NEMZ L 74HF | &R MEEO

c. RIFFIFARBMERS , ENIs £5 VPC EEBJ[REN TP HRE, ©iHEAUTHSE
B3,

0

o

- #ORH : far gate

« R : LL AWSAppRunner ENI ( 745l : AWSAppRunner ENI - abcde123-
abcd-1234-1234-abcde 1233456 ) FFk

d. ERASTFANERELEE ENs ANAR.
e. MBRMF KEPER QBRAZT

To3EE#EE) Amazon RDS 5 FiERS 260
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f. ERTHPHRAGE K AEEENTHEIBNLERAR,
g REEKBRBEZE.

- WMREBENMNHEZFREERIA ENI, MEIBES ENIREFLR. BRT App Runner AR
FZo , BH AWS IKF R HM R R A RFENZEER B, MFEH—SRB , FHR
AWS Support,

- MREBFENHEEFDREZEH A ENI, BITEBUIEEKXR Support LAEF Fargate AWS R
SRBFEEEMESAMEE,
h. EAM% Reach ability Analyzer TE, HFEGMELMNERERZDHIRE , Ltk TEAIR

PIPEREAH  NMBBHEEMZEELR. BXEZEER , B2 H T 4L Reach ability
Analyzer ? £ (I &3 VPC Reach ability Analyzer ¥8F) o

# A App Runner ENI fEJR , % A RDS ENI EJ8 B #91ib,

7. MRELEH-SHEPEBTLE , IEEERLBSREMATEEREE RDS = RS , &
BIUEERXFR Su AWS pport SRt — S HE B,

HRBRBH IP it KRB KIS R e

(® Note

X F RS , App Runner FEE o2 #MEMEZE DO (ENI) VPCs , AL EH N HRS
T 32 1 BB S 20

ISR A A BY G IRTE App Runner BRSS EAIREIBEIMY IP R | XEHIRE B M VPC L HiR

o

fim

App Runner FESEH VPC EZSFREN FMFAE31EHl. App Runner 1£/8 31 BRI SEBIR F B A -
BAEBIOIE 1D ENL 8N ENIEZFRFPERA—NAE IP, FHH IPs TABEREEN , BIF
BORF 5iZFMxBKH CIDR $R, IR App Runner HFZEIZE IPs LLBIZ ENI W FR , eNTLERE
# App Runner FRF Bz #1361, XARELSBT BERSHEIRFBE, EXMERT , BFEE App
Runner B4 A& , 8 App Runner TR EIATA IPsF M., BRI ZEBUTRBEHRENERS , U
R K IR,

HRERBH P thut AT BN B 261
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WMAEFHENRSARBESTAHRS IPs

FREATHAN IP it EIR T 51ZFM<EH CIDR ., 5EFMKEH CIDRIRECIZELEE
#1. App Runner VPC EEB[ECREHLEEH. ENSH VPC HHRETFRINRA App Runner
RSIEEEZELS IPs |, EHMITUTRE

1. {EFE K CIDR $#Rel2HF M,
2. FAFNFRAIEIN VPC EESR,
3. EFTIEM App Runner BRFZUAERAFTRY VPC EZER,

HEERIRS IPs BR

EZRABEEEBE K CIDRRHF TR ZE , iEHIE IPs &8 App Runner BRZFIEN FREE, A
BWRNT AR ITEEEST IPs EENHRE

1. NTFEWESATHWERE VPC HRIXRMARS , iHIET auto scaling FtE PR A KD ( HASE
Bl o

2. NARABRSHERITRAM,

3. HHEFB—F A LUt AEZEHBHIEENFEL,

T~
BRFNRS A ¥ B AR — VPC E#R.

1. RS ANBAKXNEREN 25,
2. MRS BHRAKDPEEN 15,

WA IPs = 2 x (25 + 15) = 80
BRENFR IPs EHEDE 80 NATH,

B2 H W™

1. WE IPv4 ALK AXEN CIDRRA/D (FER , AWSRET 51Ps A 1 FRAK)

Number of available IP addresses = 27(32 - prefix length) - 5

MAEFENRFSUIRBEEZSTARS IPs 262
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Example :

For 192.168.1.0/24:

Prefix length is 24

Number of available IP addresses

27(32 - 24) - 5 27A8-5 = 251 IP addresses

For 10.0.0.0/16:
Prefix length is 16
Number of available IP addresses = 27~(32 - 16) - 5

2716-5 = 65,531 IP addresses

Quick reference:
/24 = 251 IP addresses
/16 65,531 IP addresses

2. £/ AWS EC2 CLI B #THI R,

aws ec2 create-subnet --vpc-id <my-vpc-id> --cidr-block <cidr-block>

Rl (BIR—1NZE 4,096 IPs IFH ) -

aws ec2 create-subnet --vpc-id my-vpc-id --cidr-block 10.0.0.0/20

3. BIEFHW VPC E#ERR, B5SR : B VPC HRINEE

4. fERALLHE VPC EERBSAE VPC NEHBREREFHENWRS . RS EFHE , App Runner 1A
5 T 7 M,

(® Note

VPCs i3 IPs Z| CIDR SRAI LA D i 48 F WA ol BN RS, MRETEVUNEEFTEK
CIDRRWFR , NTREEEEBIEFH FM B E A% B) CIDR SREFHEH VPC,

Kt 8) CIDR 3R N2 &Ry VPC
B CIDR RXBXFtk VPC,

aws ec2 associate-vpc-cidr-block --vpc-id <my-vpc-id> --cidr-block <cidr-block>

-

FF4B) CIDR SR M2 &HY VPC 263
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aws ec2 associate-vpc-cidr-block --vpc-id my-vpc-id --cidr-block 10.1.0.0/16

B0 UE
EH RS F. EAEAUT A AN NS ER TR

1. WBEREHBEE  BIBEN App Runner RSEHEE | URIEX B HIH IP 5 ENI R A AR
2. RERSYTE:

1. BIEREIBREETNRNREFBKREEY BRS
2. WAFMEFXAIBERD , BREEMAE IP HXHNER
3. BEZNRENH, BRMUERE

3. BHEHEE  MREFEANRE AWS EEEF A |, BEHIA App Runner TBE RERERESTE
IPs,

4. VPC MFM IP RAXR :

1. A VPC 2H|HMR: CLI th TREH FMHH IP bk R =R,
2. WAEY KIRSAE IPs J5 , HE AN A B RER

= L BE Bi
EfER App Runner RS HH IP R BB , BEEUTHEERE :

1. IP AR R : €k future B IP ERAELSBRELNERFE, ERBENRFELANS
EFERAER , HITEENBTENR,

2. ZYVPCBEAWN IP EAER : FicE , A— VPC AN HEM AWS IRF L LEFE IP thit, 7
M VPC MFMEER , BZERFIERSH IP ER,

3. REEHRS : QIEFH FME VPC EERSRG , BSLEFHEMN App Runner BRSS LA A 7 #Y B
B, TXEMESISREFERACHERN IPEE,

4. iRf# CIDR XREE : [@ VPC Hin%B) CIDR et , FRRENFTLS5IERXREE, EEN
CIDR RGeS BUERHF A IP it H .

5. B VPCBR&l : FEFE , —1NVPC &ZAILAE 5/ CIDRR (1 NEMEM 4 NEBIMER ) o
FEIXLERBEIZHETAR IP =\ B,

6. ZBFNAUAXZH : IEHFHE , BRRFNIHESANATAXSD , AKX STHARENSE
i 8

WiE 264
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7. 728 ENIFRR# : EFic(E , ATSAKHINEISEBIRY ENIsSBRE ARSI, AR AWS K R &I 5481t L)
MM EEOERE -,

B TR, BT E AR ER AN VPC RIRIE S App Runner S B IP ER M.
H 7 IR

1. AWS VPC 344
2. TH#E CIDR Xt
3. NMARFIE{TE VPC EiESR

RiFE&R

1. ENI: BHEMEKED , AWS FWELIMEED,
2. CIDR: ZTEEREKE , —foE IP iy 5%,
3. VPCiE#2s : —#x#F App Runner EZEE M VPC AR,
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MARFETRTNEEMN

ZEEAWS REFZE, FNAWS FF , BAUZRT TN REARSHLZEHBEALNERTHY
BRBAE R UMM LR,

ZERNITHEEE AWS 95 1E, REHREEAFEERNZNZEUNZFNELM

« ZEE — AWS AFRFPE=HIZIT AWS RSHERZEH AWS Cloud, AWS &R ERME AR
2FERANERS. ERAWS ERITRIERITRIENITRIEN —EBS , 588 =775 it IA & 2 iz F 36 0E
BNZEHNENRME. BETHEANEMITR AWS App Runner , %%ﬁl}ﬂ BREMITRIKI 2 HEE A
AWSAWS BREIEEMITRIo

s TIREE-ENREHREERAN AWS BFRE, EEFENHEMRARNT , SHELENBEHHR
e, BRTHNERARER B EEEN,

RO EE B IR T SR TEME A App Runner H‘IZZM—JJ"'FH TEHEER, UTEEEENBNMAEE App
Runner U R ENZEMMENEBIR. BERFIWAERAEM AWS IRS KA By RIS 2R R &
# App Runner &R,

£

+ App Runner R EIERF

 App Runner 9 54 fif 0 EE

« £ App Runner 12 &5

+ App Runner &M 1

- MAEITRRF Y

. FHEMIEREZE AWS App Runner

- EVPCARTRLEERANRARERFEITH

 App Runner F# it & M JEE 2

» App Runner By & & H{EX &

App Runner BV BB R
2 AWS EFAEE R SE R T I BIERY AWS App Runner, A& R AR AWS ﬁiﬁ?Fiiﬁﬁﬁﬁ
NANSKREMEEH AWS Cloud, BARFNREEEREMEN LK W%‘E’J?’“%ﬂo PRI E
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AW AWS S L2 BBNEETS. AXRBERMNESER , FSRABERALAENLEHE, X

RONEBIRRIPNER |, B3 8 AWS Security Blog E#J AWS Shared Responsibility Model and GDPR
BEXE,

HFHFERPEH , BNBUUERF AWS Ik EUEHEH AWS IAM Identity Center 2, AWS Identity
and Access Management (IAM) RENARAF. X , SNMNAFPRREBETHIERRAMENNR,
REWEES T AR EIE

s NEBNMNKFERZESHRIE (MFA ),

« AT SSUTLS 5 AWS BiRBEFE. BIMNERFEA TLS 1.2, BIWEA TLS 1.3,

- FARE API A FEZI B & AWS CloudTrail, Bx{# A CloudTrail IRERIEIR AWS EFIHNEER
E5 (AWS CloudTrail BF ) RMEAR CloudTrail o

- £ AWS MF#ERT RUAREFHFRERIALZ 24 AWS RS,

- FRASRREERERS ( HlW0 Amazon Macie ) , ©EBIT RIFRIF Z#E Amazon S3 FREYEUR
iz

- MREE AWS BE G SITRES API #TIHEINEELT FIPS 140-3 RIEM INZER |, EER
FIPS i R. BXAAMN FIPS IsRNEZER , B5H (XERFEELELRE (FIPS ) % 140-3
MY https://aws.amazon.com/compliance/fips/o

BB NENEEERBBES ( MEEF B FR4iti ) RARSHBHERNXAFTER
(MEBMRFER ) . XBIERAWS RS FEHEZESIE. API 5 App Runner S E Mt A & ¥ERT AWS
SDKs., AWS CLIZAFEMWRZERBHERN X AFED AN TAHERTES A FitRH2H
&, MREEAIBRSEFIRM URL , BB NETELEMiUt P B EEILE B REIEX 1Z RS0 E
Ko

BXxHAM App Runner Z£ 8 , BZREZ £,

ES]
« A ME R IR
- B RERH

{58 F b0 &3 4R 3P B3

AWS App Runner NI&IEER 7 B R IREVEHI N ARRFR ( RRGSURNARD ) |, FREFEUSE
HENBRSH. BREZER , BSR RZUNEE,
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BREAFEERFPEHIED (FIRT App Runner Bt ) FIBAEIE ( F#E AWS BiEHP O ) B
EO

BEABERIPMNESZELR |, i3 F the section called “FiE R,
BXREAM App Runner Z£ X8 |, HSHEZ &M,
£ R N &R

""—Iuﬁi_ﬁﬁﬁ_tgi)dﬁﬁ‘qﬂ WEERYF . FAKHELZS (TLS) MEEHITME , AEEAFF

WNE (ERENRZANEHTNE ), XAMAEHATERRFPENRARFRE. I THRPE
B G SHECNNAER. EAAARNEEAURESLAP RESBRE AN RET , BEEA TLS
SHEBITINE, App Runner NN ARFIZEERNET TLS ERRE.

EFIRMET2ARFERMELE App Runner #HTHBHNREGHNR B ER S E. App Runner EE1H
BN ARRR , AT ERNEH#TNER, Bt | FFSLRIPEHF AXREBBIES App Runner 2
8] KYE 2,

BAMENZRHEE

ANTRFNARFHESHSE , App Runner eXNARFRRERR UM EEHEBIARFETME, 6l
# App Runner RSSAT , ATBAR#E AWS KMS key, IIRZERM T —N24A |, App Runner £ &1R
HNBRARMBENRRB, MRETFIRME—/ , App Runner & AWS EERXZH XA

B 3< App Runner [RFRIZS B FHEER. , iHZHCreateService, HX AWS Key Management
Service (AWS KMS) S & |, 55 (AWS Key Management Service Fr X E6F) o

HEWERERTL

App Runner £ Amazon Virtual Private Cloud ( YL &% VPC ) £ App Runner S AREFFHEIRZ
I‘Eﬂﬁ]ﬁi&ﬁ HEFIXLRRE, SHAMENERMZBNRE. X Amazon VPC Z£HWES(E
SR 5% VPC AFERFA IS VPC H BB MNRERFA,

BXFER App Runner B AEF S BEN Amazon VPC XEHE R , 15 @the section called “/& H

Iﬁ% o

BXfEA VPC KinT KR H @ App Runner X HEVERIEER |, 5ZHthe section called “VPC i

”
W\ O

BXRBBEBRFNEZELR | 151 the section called “BEHRT"

BXEM App Runner 22X & , EZHAZ £,
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App Runner B9 & 13 15 A E

AWS Identity and Access Management (IAM) AWS RS T #BIEE R £ & iR HIX AWS BRI 5
PR, IAM B 725 A S 1T S B RIE ( Bk ) TN ( BNR ) £/8 App Runner BiR. &AL
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1, AREMAAZKHETHIT,

Resource JSON R TEIREEMENAREN —IMNHZ AR, FAZRESE , HFEHAE Amazon
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App Runner #REBLLT ARN &3 :

arn:aws:apprunner:region:account-id:resource-type/resource-name[/resource-id]
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ETHONRBRE T EARBUUELENKS PRI, TRITMER App Runner B, XLERETRE
SfF AWS IKFFERA, tIZNEBET HHONREEN , HEEU T ERMEI
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WiH & RTEEMMET , HEFZRENAFER,

App Runner Bt T NMNEE RS , BRI U HEMMBIEZNAF,
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UTRGVERT BEXLRAF KK, SRS ENAFEXBCHEEXAFRBNER]. EH R,
MIRBREE , BORBFCEE , RRHFMSEL.

R EH A MEEEER SR

LERGIRRE VR REE S AARFCIRNERER. SFRATCIENERE App Runner BR55. ©R 2L
By InE) £ €5 EHE App Runner BRSS XY IRACHE B 7= A U5 R BREV A =

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"apprunner:List*",
"apprunner:Describe*",
"apprunner:CreateConnection",
"apprunner:DeleteConnection™

1,
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myn

"Resource":

T~ ERASG RN PR
AT BRI ROSETR 7 R T EERRE S SIRES BN K AR,
LRGSR B f i 812 App Runner BRSS |, {BIE4A/EA B N IEREpProd,

JSON

{ "Version":"2012-10-17",

"Statement":
[ { "Sid": "AllowCreateAppRunnerServiceWithNonProdConnections",
"Effect": "Allow",
"Action": "apprunner:CreateService",
"Resource": "*",
"Condition":

{ "ArnNotLike":
{"apprunner:ConnectionAxn":"arn:aws:apprunnex:*:*:connection/prod/

*n}

WRBIRRE T EF preprod{Xa& R auto Scaling BLE# App Runner B preprod,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowUpdatePreProdAppRunnerServiceWithPreProdASConfig",
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FRARER

"Effect": "Allow",
"Action": "apprunnex:UpdateService",

"Resource": "arn:aws:apprunner:*:*:service/preprod/*",

"Condition": {
"ArnLike": {

"apprunner:AutoScalingConfigurationArn":

"arn:aws:apprunner:us-east-1:*:autoscalingconfiguration/preprod/*"

}

BIERZ I App Runner BRSS9 75 18] X BR

B ERET B RPN REBIERSIEFII App Runner ZIREY 1 E AR, 1t 7R 45115 BA 204 &1
B AVTFMBR App Runner FREHI KR, B2 , NHRSHL Owner EFZAFWAFBENER , IR

FUER R, LEREEER FEERS A LRI REFNSERR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListServicesInConsole",
"Effect": "Allow",
"Action": "apprunner:ListServices",
"Resource": "*"
},
{
"Sid": "DeleteServicelIfOwnexr",
"Effect": "Allow",
"Action": "apprunnexr:DeleteService",
"Resource": "arn:aws:apprunner:us-east-1:*
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner"
}
}
]
}

:service/*",

: "${aws:usernamel}"}
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IBAI LU IZ R RE M N Z B 0K P AR Y 1AM B, IR B RAMWA P richard-roe=id filBk App Runner
BRSS , MAMFT ZRSE B 1TFric0wner=richard-roesowner=richard-roe, &N , FELE
[l ZHARLEE Owner AL Owner # owner , AAFRBEEMRTFX D K NE, BXEZER , HS
% IAM AF1ErE R IAM JSON EKrETE : &4

A App Runner ERARESHEXAE

AWS App Runner £ AWS Identity and Access Management (IAM) f[RE X< B €, REHEXABE
—MIR4FR IAM A€ | EEREEl App Runner, BRFZMEXABEH App Runner FEX , 8 1ZRFK
REBFARAEM AWS REFIENFTE R,

F&
- ERAGHITER
- ERABHITHRKMN

ERACHTER

AWS App Runner £ AWS Identity and Access Management (IAM) fRE X AR, REHEXARE
— MR IAM A€ | E3EXEE] App Runner, BRFMEXBEHE App Runner lEX , B ZRFK
REFAEM AWS BRFZFIENFTE R,

fREMEXAEBAUERAMIZE App Runner , RREBTAF R MAENNR. App Runner EX T
HERSHEXAGWNIR , BRIEZSEENL , BNIRE App Runner TEFEEAR®, EXWNRIIEET
REEFIPRREE , AR TREM N EMEME A IAM SRR PR R BE

RAETEEERREXERE , B EMERRSREA®, XF TR EN App Runner BIR , B &
T LT B M ERTS R L 3RV R o

BRXEFERSAXALHEMRSNES  FSREM IAM BIAWS RS HERBSHEXABFIFER
NRNERS, EERMERE  EREZRSHRS KA B,

App Runner B RS #H < A EXR

App Runner f# & 3 AWSServiceRoleForAppRunnerfy RS H < A &,
ZA TR App Runner UITUA TES :

. ¥ BEH#EIEZ Amazon CloudWatch BE&4,

- A S# CloudWatch F4RH N SALT R 5 b 3% 14 B 853 M & (Amazon ECR) Container Registry
B F %,
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- FHEEREEXKEE AWS X-Ray,

AWSServiceRoleForAppRunner REHEXABEEUATRSRAAZAR !

* dpprunner.amazonaws.com

AWSServiceRoleForAppRunner [RESHEX B EBHIINRREEZE App Runner R RIBSERIRIEFT BN AT
BNR :

- FEEXRBE AppRunnerServiceRolePolicy
« X-Ray RERERRE-BESRAUTREASR,

X-Ray 1B ERBUR

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"xray:PutTraceSegments",
"xray:PutTelemetryRecords",
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaxries"

1,

"Resource": [

g

BYMEENR , AW IAM K (AR, AFNAR ) 012, FEIMBRRSIEKAG. BXESE
B, B2 (AM BFERE) PRRSKERABRUR,
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AWS App Runner FRARIER

A App Runner BI2RESHEXAE

BEEFHEUNBBRESXBKAR, YHIRE AWS EE#ZHA. = AWS API H8]2 App Runner fRS At
AWS CLI , App Runner 2 H{RAIEERFZMEXNAE,

MBEERBRZBESREKAR , AEFTERXNE , B FEAMERREEKFPENCRLEAG, X
& 812 App Runner RSB , App Runner 2B XN EBBIRZSRSERNAE,

“"%E App Runner RS HEXAE

App Runner & #8448 AWSServiceRoleForAppRunner [RESHEX AR, BIERS<BEAGRE , &
FEEZERACHNENS , ENTREZSHXAKSIAZAE, BERALUER IAM REAGHEHR, BXE
ZEE , BZHA (IAM AFERE) PNREERSXEKAE,

fHBX App Runner BIBRSE XA

NMRTBEECAENFTERSKREKACHIIEIERS , RNEBWERBRZAC. XHEMKBREED
BEERREFHREASKE, BR , E4TUBERENBSAXAE  REFTEFIMEKRE.

ERERSHEXAE
HMFEMERBRSHERACERANTERER , REFRER IAM RIBRZAE.

£ App Runner | IXZE0RE ZMIBRRIK = R EIFTE App Runner BRS5. E 7 ##48 <Mk App Runner
REWEER , S [@the section called “MilER",

® Note

MRIEZ MR RET App Runner RS ERERZAG , MRERATES RN, WRREXM
B, BERF/LIHEER.

FHMER BSHEAXAR

5/ IAM #2%|& AWS CLI, = AWS API #fl Bk AWSServiceRoleForAppRunner fRSHxB®, BX
BEZEER ,BHZL (AM AFEmME) PHRIBRERESHEXAE,

App Runner BRS XA € X7 X

App Runner X HERMUBSVABEHXFERARSHEXAC, BXEZER , HZH AWS —k5E H
B AWS App Runner i S FEL &,
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AWS App Runner FRARIER
/AT

AWS App Runner £ AWS Identity and Access Management (IAM) fRE X< AR, REHEXARE
—fId4EH IAM A6 | B1EXEE App Runner. BREZHXAEHE App Runner FllE X , B1F1ZBRFR
REFAEM AWS BRZFIENFTE R,

fRESHEXxACTUERNMIZE App Runner , BN EBRLF R MAERNNR, App Runner EX T
HIRSHXABNNE , BRIEZEENL , BNRE App Runner TEEEE AR, EXWNREIEEE
SREEFIANPR KBS , AR FREM N EMEME M IAM SEARRY AN PR SR BE o

RETEEERREXERE , B MERRSRBEAE, X#F TR EHN App Runner BIR , B &
T LT B MR R L 3RV R o

BRXFERSHEXAGHEMBSHNEE , BSRAEA IAM WAWS RS HERRFEXBESIHER
NRNERS. EERMEE  EFZRSHRSKEKA B,

App Runner B RS < A R
App Runner f# & 3 AWSServiceRoleForAppRunnerNetworkingBy R H< A &,
ZAE Y App Runner UITUA TES -

« ¥ VPC HMinZIZ8 App Runner [REHEEMKZEO,

AWSServiceRoleForAppRunnerNetworking RS HEXABEEUTRZSRKAANZALG :

* networking.apprunner.amazonaws.com

BANABNRERAppRunnerNetworkingServiceRolePolicy @& App Runner K RIETR IR
YEFTE M PFTE IR,

BYMEENR , 2 IAM K& (AR, AFAR ) 012, FEIMBRBRSIEKAG. BXESE
B, B2 (AM AFERE) PRRSKERABNUR,

A App Runner BI2RESHEXAE

BEEFHONERSKKAR®, HBE AWS EEEHIA, X AWS API H8I2 VPC iERESFR AWS
CLI , App Runner 2 B B8 ZRSHEXAE,

MRERBRZBSKBEAE , AEFTEBREE KU UEAMRREERKSFERCIBILAG, X
80122 VPC E#RET , App Runner 2B R N ERIERSHXRAE,
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“m%E App Runner WEIRSZHEXAE

App Runner T #8458 AWSServiceRoleForAppRunnerNetworking lREZ X B E, BIERSE KRB
AR K CRELTEEN/ACHNEN , AN TRESHIASIAZAR, BERUNEAR IAM REACHE
R, BXEZER , H5SH (AM AFER) PNEERS<EKAE,

fHBX App Runner BIRSEHEX A
METFTBEEFRHENEERS R EACNINGEDRRS , BINEBUERHRZAG, XEMEERFED

BERREFHREASSE, B, EXTTERENBSAXAE  RETRFIMERE.
ERBRSHEXAE

HMFEMERBRSHERACEANTERR , REFRER IAM BBRZAE.

£ App Runner |, IXERE#EBR VPC EEESEIKF FFTE App Runner SRS HIKEX |, H Bk VPC
EER, BXEZER |, BSH the section called “tE HRE",

@ Note

R IEZ A BR A RET App Runner RS EEERZAG , MRERATES KK, MRREXH
B, BEF/LIHEER.

FHMBRBRSHEXAEE

5/ IAM #2%|& AWS CLI, = AWS API ffl Bk AWSServiceRoleForAppRunnerNetworking B35 #85%
AR, BXEZER , B3N (AM AFER) PHHBRESEXAE,

App Runner BRI X £ & X151 X5

App Runner X 5ERMUBRSVABEHXFERARSHEXAG, BXEZEER , H5H AWS —k5ZE H
B AWS App Runner i 5= FEL#,

AWS HIFEE K BE AWS App Runner

AWS HERBZHUIEMNEENILZ KK AWS, AWS RERBEENTZEILABIRMENR , UE
BRIBFIRAAF, ANBEsENR.

FicE , AWS RERB AT NENHEAIRTFRENRNR , BAENTHAE AWS FFE
Ao BINBVBEEHETEARMNES EERREKE - SR RR,
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AWS App Runner

FRARER

BT EEHR AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
I3 ZREATXBRNFTEZERASH (AP, ANAE ). AWS BREAREERIFHN API HERS A
LAER#T AWS BRSS BY API R 1ERT E 3 AWS EE R,

BREZER , F5H (AM AFER) B AWS EE XK,

App Runner 33 AWS £ EBERWERH

BEBIZBRSFHRBERIXEEHREK App Runner AWS EEBREREHMNIFMES, B

TER AZIRE , iF7E App Runner X4 E12X T E LT RSS RE.

B

AWSAppRunnerReadOnlyAccess - ¥k
B&

AWSAppRunnerFullAccess : X E1 & %K B
Y S F

AppRunnerNetworkingServiceRolePolicy

: PR BE

AWSAppRunnerFullAccess : ¥R B

DU

App Runner N7 —I#E , AFAF
FIEMEFAEX App Runner FRAVIFEA
EE,

App Runner E#7 7 iZiam:Creat
eServiceLinkedRole BEMNEIRY
£, LA TFBIEAWSServiceRoleForA
BRS5 MR A

ppRunnerNetworking

.

App Runner i1 7 —IHTEGER , R
App Runner #  Amazon Virtual Private
Cloud , ¥ VPC E#ZI{RH App Runner
BRS H 4K K App Runner IR B 12 M 4K 12
O, ZKBEHATFAWSServiceRoleForA
RS HEXA

ppRunnerNetworking

1=

App Runner i 7 —BUHBER , RERAF
HATFTE App Runner &4,

+H-/8

RS

BRITE

B #

20224
2H24H

2022%F
2H8H

2022%F
2H8H

20224
18108
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FRARER

B DU

AppRunnerServiceRolePolicy : ¥ K& App Runner 37T —IHEBE , °
¥ App Runner X3k App Runner AR
%18 A Amazon CloudWatch Logs
F Amazon Ev CloudWatch ents, %
KB B FTAWSServiceRoleForA
ppRunner BRFHXAE,

AWSAppRunnerServicePolicyFo App Runner i T —BUHT R , Ao App

rECRAccess : ¥TERHE§ Runner 5 [RIRK F FEI L S #h Elastic
Container Registry (Amazon ECR) &%

App Runner FFAREZEE App Runner FFRERERE AWS £ ERrEH
B

Xt App Runner B9 & 3 #0175 [a] % BR

FERAUTEERBEE LIS EEER AWS App Runner H IAM B ATAEIB S AV & I [ &2,
BxHM App Runner 228 , FZREL LM,

e}

« BELMIE App Runner FiRITIRIE

« REATFRUNHALRE AWS IKF B9 App Runner &R

EFTAIE App Runner F#H1TIRE

B

20215
3HA1H

20214
3A1H

20214
3A1H

R AWS EEEFE SIFEETNMTEIURE , BHRRENEERAT R, ENEERARME

R4 AWS BFRFEIERN A

HEZNH IAM AP marymajorZ iR fFEAREFEEEFEHX App Runner BRESHF4{E BE%
Happrunner:DescribeServicefREt , MAXEU T RAIEEIR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
apprunner:DescribeService on resource: my-example-service

B BEHEE
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FEXFERT , Mary 2EREE R BBV , LA FERapprunner:DescribeService#®
e BImy -example-service ®iRo

REAFBRUNNATTRIE AWS IKF B App Runner &R

FabtlE—1ae  UEREMKFPHAFRFEELANARTUERZABKIGRIEHRIR, &7
LEEHEREY , AURARE, XN TXHETHRNRBEIHIEFZHFIER (ACLs) KBRS , &ATEL
158 P IX L5 SR BE (0] ATV R T 175 1R R B B R AV A PR

ETHREZER , BZRAUATHRE :

« ETH App Runner EBXFXLETIEE , FSRNARERFZTSRNAS IAM BEE A,

. ETRNMARESIEENERNIFEINE AWS IKF | 53E IAM AFiEET N mEiEa AWS
KB5S — 1AM B PR3 15 BR,.

« EBTRIMGE=HEETEHEROGEINE AWS K |, F5H 1AM AP ERTNRE =512
BiARIBR. AWS K

- ETHRUNMBESSMRKESBIERMEHENER , E5H (AM AFERE) PR AZLENBEHRIUER
AP ( BBRERIE ) BE RN,

- ETHEARACNETRRNRBEITERK,FRZBENES , 36 (AM AFER) 8 1AM
R ESTK P R A R

£ App Runner #1281 42

W24 AWS App Runner RS AT S tE, ATAMMMENEEAR TP . N AWS BRAFRHEZD
IR U SR A PR B AT LALESBE H I PE R E R A\ b 1T 183, App Runner £ 7 27 AWS T & , A
F U548 App Runner BRS FIE RSB ES 4,

I 5% CloudWatch 23R

f& B Amazon CloudWatch B} , &I AEE LI ERVRS H RN BRS PR, MR IZIEIRELS ERT
FBRABEIALAERE , NESWEEH,

App Runner WEBXRENRFZUAKIEZEIT Web BREHES] ( FREN ) WEMIEIR. BXEZE
B | 182 1845 (CloudWatch).
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R AERF B &

App Runner 2K ZH B AREF BN & H N ERK &M E Amazon CloudWatch Logs. Lt

HANABHERE, Fla0 , BOLLEIER Web RS X HEERFEMITTRK, BXUH |, XEH

FREREREMERITFITHRAEREA. BXEZELE , 21 HE (CloudWatch HE ) o
AWS CloudTrail ##EB &

App Runner 5 AWS CloudTrail—BRF &R , ZRFREMEAF. A AWS BRSETE App
Runner B #U{THYIREMIER, CloudTrail ¥ App Runner BFfE APl HRABRAEH. BLUE
CloudTrail ZH & EFRHEBMH , LA LIQRRERI VR CloudTrail B4-RFEL4E B 5 #h
BIFMARS (Amazon S3) Ffikfe. BXEZEER , S H API #E4E (CloudTrail).

App Runner &Mt 38 1F

AWS App Runner fER 2SRRI —B0 , F=FF TN L 2EM AWS SRR ITIIE. HP
B#% SOC. PCl. FedRAMP, HIPAA R HAth,

ETHRREETRESAUXINEER , FZHAWS RSFS “ZEA XIS HBE" ", RERFERN
BHEMITH. AWS RS AXx—KREE , BSHAWS SMITHAWS,

EAMERA TRE=HFIHRE AWS Artifact. HXESEL , BSEPH THIEE" PH “AWS
Artifact,

BT AWS RS R EAREBR T ENBENERME, BRARNEN B R UK E R ERENE
M. AXREGEEANNENATENESFEE AWS BSF , FSRAWS L&,

BXREAM App Runner Z£ X8 |, HSHEZ &M,

R FZE TR R4

AWS £IKREm 2R S5 AWS Xig aTAXMWEN. AWS XiF REHSAERENRENTAX ,
XETMAXBEIRER, aFHENSERRNNEEE, MATHX , BaLLRITNREETARZ
BTt B SEI A MEBRNBARFNEERE, SEENENSS N EEROEMZEELE |, TH
XEEESHATRYE. FEENATT B,

BXAWS X M AXNESER , FSHAWS 2 IREM R,

AWS App Runner KFREEBENMB3IFER AWS £IkEMZEH, £H App Runner i , BRI LM AWS
RENTAMMBSENGE P Z R,
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AWS App Runner FRARIER

BXREAM App Runner Z£ X |, 5 HEZ &M,

Y EMIZERZ S AWS App Runner

ER—FIEERS , AWS App Runner Z%| {Amazon Web Services : ZERiE8AR) AE P HHEIR
) AWS £IKMELZ L RBFIRT,

BRI LAE R AWS EXMH APl B RBEE M & EEMZRIE App Runner, @A App Runner #Y

B Pk APls 2AZFERERE (TLS) 1.2 RESKRE, BEFRELAZHEETLOAIRE

( PFS ) WZBEH , Hli Ephemeral Diffie-Hellman ( DHE ) 5% Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » AZHIKRRSE (W Java7 RESHAE ) HZHFXEER, XEERFTERT
App Runner M AREFFHHR .

o, BAERFRIZES ID M5 IAM TERBKAMEZ TR BARNBERH#ITEE. HE , BOUER
AWS Security Token Service ( AWS STS ) £ R IffT R L FE IR FERHITZEA,

BXHEM App Runner Z£ X8 , #SRZ £ M,

EVPCARGET A EERANHAEREZITS

EH) AWS R FAREF AT 8E2 s AWS App Runner RS EHET S ELFA AWS RS = ( TS #

VPC ) ¥ VPC FZ1THHARSER. BN o NARFTRESM VPC WEBE App Runner & 15
Ko BN | & LAE 48 AWS CodePipeline ZI#E/Y App Runner BRS . RENARFZ MR
—fh A EREE VPC KinT RFiX & App Runner 3R ( AR EEMA P XEER AWS BF ) -

A VPC KixT e |, Ba AR HFEMN VPC E#IIXEMN VPC KT SRS AWS BB UK H
Hig#t S0 VPC KisT SRS AWS PrivateLink, BFRZEEHBEMM <, NAT i8%. VPN EED
Direct Connect E#,

1BH VPC VR RAERALNE IP #tit S App Runner BR#EITRE, &8 VPC F App Runner Z |8
PWREFTSEHALEHME, X VPC KT RPNEZEE |, ESHAWS PrivateLink I rRF A VPC
é%f-#-lﬁjl-_f,_l\\\o

(® Note
BRINERT , B8 App Runner BRE 5 Web SR F1E App Runner IREME B/ VPC A
21T, Lk VPC BRAEW. XEKRBETCEEEIEEN, SR HENNARFEEEN
VPC KBk, BXEZEER , S the section called “/Z HiRE",
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AWS App Runner FRARIER
BRI LU RS ECE NG R BB AWS APIs , SiFEIEEN RS EiEEEl VPC, B[R
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