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Linux

Amazon Linux 2012.03., 2015.03

Amazon Linux 2 ( 9/25/2018 EFH M E S RA )

Ubuntu 12.04, 14.04, 16.04, 18.04, 20.04

Red Hat Enterprise Linux 5.11, 6.10, 7.3, 7.7, 8.1

TR


https://docs.aws.amazon.com/migrationhub/latest/ug/home-region.html
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CentOS 5.11, 6.9, 7.3
SUSE 11 SP4, 12 SP5. 15 SP5
Windows
Windows Server 2003 R2 SP2
Windows Server 2008 R1 SP2, 2008 R2 SP1
Windows Server 2012 R1, 2012 R2
Windows Server 2016
Windows Server 2019
Windows Server 2022

« MRMEHNEEZR  WEEEFRHABRE. KEERBED TCP iwA 443 5[F arsenal, &
MNAERITFAEMAIERO

Bl , MRRERS XFEReu-central-1, RATBMEA https://arsenal-discovery.eu-
central-1.amazonaws.com:443

- B AREFEZFRIEFTEHXE Amazon S3 FREIEEEETT.

- TE32%1A FBIZE AWS Identity and Access Management (IAM) B P i inIM A
AWSApplicationDiscoveryAgentAccess IAM EE R, WREATFAFRARERVTLENR
BiRE, BXAREXFHRNEZER , BSRAWS WIEERE AWS Application Discovery Serviceo

- RESMEEHN (NTP) RSN ERE , YENFTEE,. FEBNNERSLSBREE
A AR KM,

® Note

Discovery Agent &4 32 (uRIBRAIHITXH , A7 32 UM 64 U IRERZELIZIT. HEEAD
ARITXHEBLBEMENZRIHE, LTHTREERT Linux # Windows B#ER
. FEEMMENZEDD P LILHITT NE.

ZREAARE
ARNBWMATE Linux FHXE Windows £ %% Discovery {32,
£ Linux L Z2ERIE

B Linux EERUATER, EFBREEEZE , BEAR2REHFERN Migration Hub 3 X1,

!

H

RORE 14

il
A


https://docs.aws.amazon.com/migrationhub/latest/ug/home-region.html
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® Note
MREANTREH Linux MZA |, iI5Z B Linux SEAREEET,

EENBREHPOLRE AWS NARFRINE

1. BFRET Linux BERSHFSE VM, RRE- NI REBAGNHE F.
2. YHREIZHBEFHBIRTITRIESRE TREEMA,

a. BEEI®BTITIR, BETUTH T,

curl -o ./aws-discovery-agent.tar.gz https://s3-region.amazonaws.com/aws-
discovery-agent.region/linux/latest/aws-discovery-agent.tar.gz

b. ZEM Migration Hub #2HI1A T , BHITHUTRME .

i. &% AWS Management Console $TFF Migration Hub #£&I& , Mt R https:/
console.aws.amazon.com/migrationhub/,

i. HEEMNSHMEA RIM T, &FETE,

ii. £ AWS RIAE” EH |, &R THARE, AFEFE “TH Linux iR". THRFIZEIFF
%o
3. EATH=AGTRIERRINMNELS !

curl -o ./agent.sig https://s3.region.amazonaws.com/aws-discovery-agent.region/
linux/latest/aws-discovery-agent.tar.gz.sig

curl -o ./discovery.gpg https://s3.region.amazonaws.com/aws-discovery-agent.region/
linux/latest/discovery.gpg

gpg --no-default-keyring --keyring ./discovery.gpg --verify agent.sig aws-
discovery-agent.tar.gz

RIBABER4 (discovery.gpg) FELUR 7638 F24C 6717 F97C 4F1B 3BCO 5133 255E
4DF4 2DA2,

4. M tarball PFFITREL , M TFIRo

f£ Linux E&% 15


https://console.aws.amazon.com/migrationhub/
https://console.aws.amazon.com/migrationhub/

AWS Application Discovery

R

[

5.

tar -xzf aws-discovery-agent.tar.gz

E2RAE  BREBRUTRRAEZ

ZRRINRE

( 3% ) &% Discovery Agent FH i & 1 &R
A

FIITLERE. .

ELENRE B TREBERESGS , WUT R
flFf "o ERBIF , your-home-region &
BRNEFIEMXH BN, aws-access-
key-idifR)#40 ID B Fraws-secre
t-access-key HihHEZEA,

sudo bash install -r your-home-

region -k aws-access-key-id -s aws-

secret-access-key

MINBRT , RESEEH AN 831 T
Bz P SE# o

BUEALERIAEE,
BR , NREFFEREAD THMNA

B, BEETREBELZEGSRAM-u
falseZ#,

EREFEENARE  BERBLRESSTHR
TS5 -

- -e REEB,

- FRERS|/KOS,
- gRELXR.

- i REAFE,

UTREAFEARESHENITREZESRT
HY =Bl

'

=Py

Linux %%
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: S FEIATLERE...

sudo bash install -r your-home-
region -k aws-access-key-id -s aws-
secret-access-key -d myproxy.m
ycompany.com -e mypassword -

f proxy-port-number -g https -

i myusername

MRENREFTFES ORI , NEHK-eH-
128

MBEHREFER https HTTP , NREHS
FREEhttp-gSHIE,

MRMEHIEEZR  WEEEFHARRE. KEERBT TCP A 443 157 arsenal,
EANRERT [ AR,

fltn | MRIRBR L XiFiReu-central-1, fRALAEA https://arsenal-discovery.eu-
central-1.amazonaws.com:443

IHAR Linux SE&MESEIM

FE|A Linux £A (80 SUSE 10, CentOS 5 1 RHEL 5) EL L EARENEZ S RIEREN X5, XL
FE AT E out-of-date ZIBEHNEMN , XEEHLMHIEREBEERMHMATRRED,

Curl

MRARFARREFES AWS BFSRcurl#TRLBRE, ELEIBR curl TEEIA Web RS
ZEBERE,

EXIFrE R Application Discovery XEMH M curl lRA , EFEA -c true ZHETRE
71PN

BRI RS 2

B®IBW Linux REEATEER out-of-dateilE B A (CA) A , INTRENEENBEEXE
=

EX A ®REREA Application Discovery KEMTH CA RS2 , BEMA -b true ZHETRE
BIZ

'

=Py

Linux %%

RAriEmE
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XEZEMART AN —BER, EATRAGSH  BMNIESHEBEBLERRMAE

sudo bash install -r your-home_region -k aws-access-key-id -s aws-secret-access-key -c
true -b true

TE#E Windows L &#&E &I LI

SR TESR , EME Windows ERZERE, EFBEEIREZE , BARRKRSIRELFER Migration
Hub E‘Elziﬁo

EENBTEPOLRE AWS RARFRIANRE

1. T8 Windows REZEEF , BEFERT K Windows RIZITEZREEF.

/A Important
FAEREE Windows HETRERF , RN ERTERZR, AEZENELHTRRE
BT, (MREBERTHERERRF , MATERIFN/MRERF FHRAE | RiFsed
SHTHTHRES R, )
2R Windows RIBLRREFE EH LR BMEMIRAEY Visual C++ x86 Z1TH , ER
EREREBHRMZ B B3 L% Visual C++ x86 2015—2019 IZ1THY.

2. UNEEBEREOIAGTRRAFEOASNIGREREEFENVE,
3. ERFENE , BREBUTEEREZ .

2. FITLERE...
ZERRINRE ERERE  FETREZEGS , BIUTR

flFf "o ERBIF , your-home-region #
MANIEREMXN BT, aws-access-
key-idifB)#40 ID MEMFraws-secre
t-access-key HBIHEER,

o E , B LUBIEE INSTALLOCATION
S HREEC: \install-locatio
n RRERBELEME, 0, INSTALLLO
CATION=" C:\install-location "

E#ER Windows &% 18


https://docs.aws.amazon.com/migrationhub/latest/ug/home-region.html
https://s3.us-west-2.amazonaws.com/aws-discovery-agent.us-west-2/windows/latest/AWSDiscoveryAgentInstaller.exe
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FEIATLERE...

RN XHRBREE R [RRMEBRE])
AWS Discovery, BRIABERT , ZEME
FProgram FilesM# %,

=& LOGANDCONFIGLOCATION , &7
EABEENRE B E XM R A E XM
BRI\ B % (ProgramData). 4 BB TR
BIRE¥IH [LOGANDCONFIGLOCATION

path]\AWS Discovery o

.\AWSDiscoveryAgentInstalle
r.exe REGION=" your-home-region
KEY_ID="aws-access-key-id "

KEY_SECRET=" aws-secret-access-
key " /quiet

MNBERT , RESEEHATAN B3 TEH
Bz E#o

BUEALLRIAERE,

B A NMREFAHFERBEE FTHNNA
BH , BEBTREZEGSHMALTS
¥ . AUTO_UPDATE=false

/A Warning
ZRABIARFELLZRRFNE S
EXMEFF .

E#ER Windows &%
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( Ali% ) &%k Discovery Agent H &t i& 7 i%EBH
I

FEIATLERE...

ERETEANKRE  BFEREBREDTHH
AT RHEE

» PROXY_HOS T-REEEHLH B

« PROXY_SCHEME — REF =

« PROXY_PORT-f{#im 5

« PROXY_USER-REAF#&

« PROXY_PASSWORD-fVEE A #15

UTREAFEARERENREREGTH
Rl

.\AWSDiscoveryAgentInstalle
r.exe REGION=" your-home-region
KEY_ID="aws-access-key-id "
KEY_SECRET=" aws-secret-access-
key " PROXY_HOST=" myproxy.m
ycompany.com " PROXY_SCHEME="http
s" PROXY_PORT=" proxy-port-number
PROXY_USER=" myusername " PROXY_PAS
SWORD=" mypassword " /quiet

MREZHREBEFAFESHRIUE , NE
B&PROXY_USER FIPROXY_PASSWORD &
., ZEBSEANROhttps, MREH
RIEBFEH HTTP , Ehttp)IiZPROXY_SCH
EME H}EZE.,

4. MREHIMEHIEEREZRIRE] , MAAEHPXFRE. REERET TCP im0 443 5[\

arsenal, ENIFPERITHEMAERA,

flgn | MR EXE Reu-central-1 , fRAIAMERALTAZR : https://arsenal -

discovery.eu-central-1.amazonaws.com:443

E#ER Windows &%

20
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Package £& M Bz HR

¥t F Windows Server 2008 X E G4 , S #h £ H SHA256 MEF Xt Application Discovery Service
REBRZEZEIHRITMNZEZLR, 3TF Windows Server 2008 L#H SHA2Z BB EH SP2 , HHKRE
NEZETXHEEFHRIENENEF. SHA2 RSN XHENEFBB T X Windows Server
2008 SP2 £HY SHA2 BRI,

(® Note

WERARBAFFIRA SHA256 X3 Windows 2003 MIEXMERF . TIRER Windows 2003 E£4#l L
HMAZEXLEEERSF , WEEFHHR,

FHRITHR

1. T Windows X EEFHEF,
LEE R G SR IRRT.
SMEGREFEEFEFNME,

BT T8,

R

AwWSDiscoveryAgentUpdater.exe /Q

EEXUREHRRE
AT B UMMAE Linux FELER Windows EEB X MK E,
£ Linux L BB XM IEHIE

B L MEAsystemd, Upstart®System V init TEERSERHIEE Discovery Agent 11T H,
DTEBFHSIETEN T EPXFNESIN NGRS,

EEAANDRE >


https://support.microsoft.com/en-us/topic/update-to-add-sha-2-code-signing-support-for-windows-server-2008-sp2-f120e4d0-da06-6860-3610-59c5cd0b7cd2
https://s3.us-west-2.amazonaws.com/aws-discovery-agent.us-west-2/windows/latest/AWSDiscoveryAgentUpdater.exe
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systemd

B8 F Application Discovery Agent BV E &

Task

RIIRERBEREETT

B RE

FIEE

EfRmNRE

Upstart
RARFRONRENEEDT
Task
RIEREREERESEIT
BaE
FIERE

EfMBEHRE

)

A
ar)

sudo systemctl status aws-discovery-daem

on.service

sudo systemctl start aws-discovery-daem

on.service

sudo systemctl stop aws-discovery-daem

on.service

sudo systemctl restart aws-discovery-daem

on.service

5
dp

sudo

sudo

sudo

sudo
on

initctl

initctl

initctl

initctl

status aws-discovery-daemon
start aws-discovery-daemon
stop aws-discovery-daemon

restart aws-discovery-daem

1 Linux EEE#E

22
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System V init

MARFAARENERG T

Task me

RIFRERAIEREIZT sudo /etc/init.d/aws
status

BB sudo /etc/init.d/aws
start

FIERE sudo /etc/init.d/aws
stop

EFBEHNRE sudo /etc/init.d/aws
restart

5 Windows BB XA EHE

-discovery-daemon

-discovery-daemon

-discovery-daemon

-discovery-daemon

&R LUBE Windows RS2SR EEBRBSEH EERG RN EERMRENITHN, TRERTRER

Eo

Task AR S5 & #5

BURERBERIZIT AWS R IR
AWS REFE #az

B E AWS KB
AWS RZRE#T28

FLERE AWS & IE
AWS RZREHT28

ENEHNRE AWS & IIE
AWS RZ%=E #728

ARSIRAS /R 1E
=Y =17

EFRITIE

EFREFLE

BEEHED

EHER Windows EEEHRE

23
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H & I
AANBIMAAE Linux FHEER Windows L EE Discovery Agent,
£ Linux L& & I

AT N BUWATE Linux £ EIE Discovery Agent,
WRMREANE yum R TEER | FHIARE
o  WRFEH yum , BEAUTHSEHRAE,

rpm -e --nodeps aws-discovery-agent

MREBFEHNR apt-get KT EERS |, FHHENRE
MR apt-get , HEAU TGS EHHENRE,

apt-get remove aws-discovery-agent:i386

MREFERANR zypper BHTEEES , HHBMNAE
- WMRAFEMA zypper , BERAUTHSHHRNE,

zypper remove aws-discovery-agent

MR Windows Lt EHIE & T E

AF N B AAITE B ER Windows £ E1# Discovery Agent,
£ Windows L E# & T I

1. 7£ Windows A 3T 72 #E 4R

2. &EER.

3. EEREFRMINGE,

4. &£ “AWS KIKRE",

HERARE

24
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5. EFEHH.

(@ Note
MREBEREHSIREBEEEHRZTERE , HEA/repairfll/norestart&IET A T a8
Bo

\AWSDiscoveryAgentInstaller.exe REGION="your-home-region" KEY_ID="aws-
access-key-id" KEY_SECRET="aws-secret-access-key" /quiet /repair /norestart

FERAMSITE Windows L 15 & LI

1. ARESE TTHE"
2. BER‘GERRA

3. FAUTHSE Windows HEHEAXIKIE,

wmic product where name='AWS Discovery Agent' call uninstall

(® Note
MRBESH/LEEEZ. exeXtE , WATEARTHEREMRSSE LE2HE. WRFEAL
WOHTHER , WEEHRERENLEFEA /repairfll/norestarti®ii,

.\AWSDiscoveryAgentInstaller.exe /quiet /uninstall

B MEFELRAREBERERE

EBEBFELE Discovery Agent jg , MMRHIBPWEELE , WTLLEF BT, BUURBHRHISRES
BB B RE L BIEWETE AWS Migration Hub 24| & B FE IE BIFWRESS | b e UBE# 1T
API B H AWS CLlI,

Fra M= L BRI E 25
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ZI% AWS CLI AFEeF L BIERE

1. MBRESEXEY , BRESHRVRERSGZEEME AWS CLI ENVRERS ( Windows
Mac/Linux ) » BXxi8E , FSH (AWS Command Line Interface AFEF)

2. HFAGHETRE (Windows) L ix (MAC/Linux).

a. #A aws configure }#&T Enter,
b. ALK AWS 15RIZ4A ID F AWS B B &4R.

c. Bl MABHRLERNRINXBEEHus-west-2, (FEARHH | RIMRIRus-west-2iX2
BHRS X, )

d XFERiAWmEER , WA text,
3. EEREFULBBHIHFEWRENREN ID, BRAUTHS :

aws discovery describe-agents

4. ERHREBUERSE  BRBAUTSH S :

aws discovery start-data-collection-by-agent-ids --agent-ids <agent ID>

EFILERBERERE  FRAUTH T

aws discovery stop-data-collection-by-agent-ids --agent-ids <agent ID>

N E IR T FEHERR
ATABWAFT Linux KR Windows EH XTI 31T HUEHERR
Linux FH X IR EESERRZ

MRIBIE Linux ELEHFEA Discovery RIEBFEFRE , FEFATEXAEERNEENERE. &
H B R IBHRE S Application Discovery Service HEZREERIBAS , S AWS upport R E £1FKiX
L7,

- BENXH

Discovery Agent 19 HEX 4 F LT B XH,
W R 1 B 26



https://docs.aws.amazon.com/cli/latest/userguide/
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/var/log/aws/discovery/

wEASXHRATRACNRBETHERF. BIAREFERRERFERN,

- BEXH

Discovery Agent fR4s 2.0.1617.0 RE S RANEE XA T ELT B FH,
/etc/opt/aws/discovery/
2.0.1617.0 Z BI ) Discovery Agent R AV EL B LA F LA R B & Fo

/var/opt/aws/discovery/

« BXRM{AMBRIEIRASEY Discovery Agent BYLER | S8 & IR IR o R

ER Windows £ Y & I ER 5% 3 R

R IEFE Microsoft Windows EZ&%&HEA AWS MARFAINKEERRE , BERUATEXAE
BERNEENIER. AWS XFERBBRREREES Application Discovery Service HEIZ /Y& 7E A&
i, BESERXLEH,

%H/L’\

Wit

EREBRT , RBREGSUUTF LMK, BN , Windows Services Manager AJEE I —NREE | 15
TARBBEIARS. EXFERT , BEZBFARM /log install.log AEKIFMAN LR AL,

- BITEE

£ Windows Server 2008 X EGMAF , REAENXHITEUATBE R TKEL

C:\ProgramData\AWS\AWS Discovery\Logs

7£ Windows Server 2003 £ , KEAEXXHAEATE R THKE,

C:\Documents and Settings\All Usexrs\Application Data\AWS\AWS Discovery\Logs

#ER Windows Y & I B B 3 AR 27
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wHEENHRANTRARHAERS. BIARERLZERFERN.

- BEXH
1£ Windows Server 2008 X EGMAF , REEENXHITEA T VEKE,

C:\ProgramData\AWS\AWS Discovery\config
£ Windows Server 2003 £ , REEREXHF JEUATERE,

C:\Documents and Settings\All Users\Application Data\AWS\AWS Discovery\config

« B I{a M BR P EARMRASHY Discovery Agent B TER | iES 5 K DR IER R4

#Ek Windows £y & IR IR SRR 25
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Applice Discovery Service o B & E3)

Agentless Collector Agentless Cellector Agentless Cellector 2 — At SRR , CBITRESE
WKEAXKRHWIAENEL , SERJZFLEEXHFES (Hlm , BERSE. E CPUs. RAME ), ¥
BEABE. MARERNEXREARSR BN RENRE, ERATRELLFS (OVA) X

E &K vCenter Server BRE HRf Agentless Cellector VMware Agentless Cellector Cellector Cent

TRBWERRAERCEN , AT ERASHERBEWESE, Agentless Collector 24t T AT M#dzE
FE VMware VMs M2 #7 fRS5 82 N BIERN R, ©RREHRT —MATRER MRS HF 2B MERER
RV,

Agentless Collector JEid W 55 < A ith AR 55 28 A B0 38 FE 19 158 A 1R 50 AN BC 128 23048 SA e 7K b R 55 88 =2 [E] Y )
EREBIE , k¥ AWS Application Discovery Service ( Application Discovery Service ) BIEIEUR
£,

Application Discovery Service 5 AWS Migration HUbiZIRSERK , ZRS T RENEBRESEERE
Bl Eslash  NELENIBRE. EUTNEFRINERESEE. RE Amazon EC2 EiX, AW
LM EERE. FRFB|IENNARER , RAENEMEHXH Migration Hub 12§ & RIS NN ARF
HIEBIRTS.

TR BN E S BURE M 2 A BUE W EE R S AWS Database Migration Service ()AWS DMSERK, It
SEREBTARERETE AWS Cloud. B LAERAKIEEN S MBTFEREERRRZNFEDHKE
EMDHRSEES , HERETBINRS ST EE AWS Cloud, ZHIBWREERINERFEE THIEUR
CPU, NEFEMEEBENZERAARENR, WEXLIEIRG , BALUER AWS DMS 2§ & R RHE
FEHE R B AR

RERE RN TREZHF

LA 2 Application Discovery Service TREBUE RS ( TRIBINESRT ) WERSKH

« =B AWS 1K,
- & T AWS Migration Hub EX1Z# AWS Ik , {557 & F Migration Hub 2l & Hi% & E X,
/Y Migration Hub BIEFRELEN RS X , AT R, AKFTBIRER,

- RERNER AWS FEEREER AWS K- 1AM A
FAWSApplicationDiscoveryAgentlessCollectorAccess. EffH
BRENMDMBRERERR | it IAM BFELRERRNEFIEEN 1AM K

TR 29



AWS Application Discovery AriEE

BDMSCollectorPolicyMFleetAdvisorS3Policy, BXEZELR |, 2K 32 Applice
Discovery Service LI &z, |IAM A SHIERE T Migrati AWS on Hub 3= X159 ik F~ #8128,

* VMware vCenter Venter Vlice, V6,

(® Note
EREBWRER[ISFAEXLERAEN VMware , B8 BIE X ARAS 6.7 M 7.0 #4T 7o

« BRI VMware vCenter Server , FHARZUUANRSARMETEIMMEFT RN vCenter I,

- TREWERFZEY TCP imM 443 WZMNFE#HITHILER., AWS BXIXEBHIIR , HSHEH
AWS 35 HY H vk 1 R) B & Bh A HE .

- EFABREENS MHBEWREER | FELIRE N Migration Hub £ X5 AWS XiF A aIE—4
Amazon S3 FEW. BIEEN 2 BB KRERYCNEZFZ THIEFEMEEL Amazon S3 F#EFE+ . &
XEZER |, 5251 (Amazon S3 AFIERE) R GIEF#E,

« EREBUEERMA 2 FE ESXi 6.5 WE SR

7 AWS Y vh 5 R BB By K i

MREHMEHIEEZ RIRS] , WAREFHB A RE A AT HIL AR TRIBRESFFIEN AWS
i3, B AWS 38 FE H 1 RIBUR F &/ Migration Hub E X REXEES (RENX ) XiF, us-
west-2 i& 2 HAth X 15,

WREH AWS KPP =X A us-west-2 , MU THRBEEHEIHE

 arsenal-discovery.us-west-2.amazonaws.com— WERFEAERBITHEHRERE TS
B 1AM AFER, WESREFERAEROEMNEEBENKE , B EXER us-west-2,

- migrationhub-config.us-west-2.amazonaws.com— WEESEMA LB IER AN IAM AF
IE 5 SR 2 AL 52 B8 1 348 &0k B RN £ (X3,

« api.ecr-public.us-east-1.amazonaws.com— Y EE8S%E FH k133K & I o] A3 Y S8 5

« public.ecr.aws— WEBRFEA LI T HEH.

 dms.your-migrationhub-home-region.amazonaws.com— WEEESE F b iEE# 3] AWS
DMS iz &85,

« s3.amazonaws.com— YRR A LB B B A 0 AT B iR ISR AR SR R SR Y 3048 _E 12 B IR HY
Amazon S3 17,

« sts.amazonaws.com— WEESRFE AR T RIKERFEEN K,

M 30


https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
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MRIEH AWS IKFEXEARE , M TEHBEEL L H AN Rus-west-2 :

 arsenal-discovery.us-west-2.amazonaws.com— WERFEAERRITERERE TS
0 1AM A FiE$,

« arsenal-discovery.your-migrationhub-home-region.amazonaws .com— W23 itk

3R Rk M RN BE.

- migrationhub-config.us-west-2.amazonaws.com— WEESFE A LB FER AN 1AM AF
1IE 5 SR 72 WKL 5% B8 R 28 &0k B R = X4

« api.ecr-public.us-east-1.amazonaws.com— YEE25%E A b 1g 3k & I o] F 9 SE 5

« public.ecr.aws— WEBRFEALIH T HEH.

 dms.your-migrationhub-home-region.amazonaws.com— WSS F b iEE 3] AWS
DMS #hiE Kk &R,

*+ s3.amazonaws.com— WEERRfE A IR BRI 0 AT B I SR AR SR ISR Y 3043 E A& B4R MY
Amazon S3 7.

« sts.amazonaws.com— WESRFE AR T RINESFEEN K,

iR E Agentless Collector B , AR W EI BN LRELAK — BRELHNEREHAEHHAWS TEEK
REZENER, BRUMNFZRE, XEHERTERATEAREBRERZDSHFEEL B HRIHEAN
AWS 13387 HTTPS & # %k W Fr B,

MR AWS TEEIN ERIER |, N Agentless Collector ToiEMNIRI A IR BN ERTE, BXNAEEE
MIEENER AWS , BSRIEETEIBHRLEHE AWS WL REBUES.

8E Applice Discovery Service T & EDD

E#BE Application Discovery Service TRIBYERR , BAUTMELIE IAM AR H THRIKER ., RIUF
ESETRIBBNERMENT R,

NTCBER AT

EFEALTREWERS , B4 EPR LR AWS JKF F & F Migration Hub #2§ & F ik 3 XiE a2 —
A AWS Identity and Access Management (IAM) . ARG , ik IAM AFREBERFERUT AWS £
E R EEAWSApplicationDiscoveryAgentlessCollectorAccess, &RTERIZE IAM F P ETFE 0t 1AM KBS

EFEASEENDMBEREER , FOERNESREE IAM KB, XEREARVFTREHN Amazon
S3 FfEMEAM AWS DMS APl, BXEZEE , B5H IAM AFEmP e EE S HE R,

BE W ER 31


https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_managed-policies.html
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« AL JSON KB 6IZEDMSCollectorPolicyK i,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"dms:DescribeFleetAdvisorCollectors"”,

"dms:ModifyFleetAdvisorCollectorStatuses",

"dms:UploadFileMetadatalist"
1,
"Resource": "*"
1]
}

« FALT JSON KB 8|ZEFleetAdvisorS3Policy KB,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*",
"s3:DeleteObject*",
"s3:PutObject*"
1,
"Resource": [
"arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"

E LA RBIF | Nbucket_nameBIAEXRZHLSEACIELN Amazon S3 FHEEH B Mo

RINEBEUECIE—NIESEMEN IAM A LS Agentless Collector BBE&#EH. BIEFESER IAM BF

i, FEELERERK ‘RTHEMR , AP RTFRENR.

B2 IAM B
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PIRIFEER IAM AFUELTRBRERESER

1.

£ AWS Management Console , fEAZA T RE X XEHH AWS IKF |, SiE IAM 25 & &
Migration Hub #2 il & H % X X,

RER IAM AP ISP EERN AWS IKF a2 IAM B F R enRg R & 62 B R 5 62
FEER IAM AF,

AR IAM B P isr PR S BB TR VERT

« EXTRBTRRENSRSD  RBREHRANR, HEE , BRATENIHY , BRESIET
XEAMEER 1AM A FIERHRZRH A8, FIEFAWS EE AWS 2§ &8 F RN R,

- ERENR TENSRS | &R NUERBEZERMBIAF LT, REMNRESIRPIE
FAWSApplicationDiscoveryAgentlessCollectorAccess AWS EERBE,

TR , #£$EDMSCollectorPolicyfMFleetAdvisorS3Policy&EFEER IAM KB,

- EEFAFWBRES (HRESA IDs MARHRES ) it , FEBREERATNES , FA
FR#FEEZS D MABHRBARFEREAEN LS, EFEEAXEHRIBRALELTE
A

RBMTRZBAR T AWS 2HEXK, AXERREANEE , 55H (AM AFER) F
MM TEERHFRIENERZ S ERLR R FH,

THENREUESS

EiR& Application Discovery Service TREBUESS ( TREBULESS )

, BT HARELEREBWRESS

FELLER (OVA) X, Agentless Cellector 2 —fME#IiZ % |, B LIEAR#INIE VMware %
K. WSBNBUATHUESR OVA X, T—FSNABNMAZBEZM

A

TH USSR OVA XHHRIEEREHM

1.

LA VMware B i & 17 &5 vCenter , ARG IR EIEEE T FAgentless Cellector OVA X #4#Y B
Fo

MELT URL T# OVA X :

TREWERS OVA

BELERZHEPFEANBSHEL , TRMDSHSHA256 IR ERB MEH X, EATEH
HERBIUE E— SR TEHMApplicationDiscoveryServiceAgentlessCollector X4,

TR KR
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4. RIFPEM Linux TAF , ZITHBMRZAE MD5 SHA256 #r =2 & KK
iEApplicationDiscoveryServiceAgentlessCollector.ovaXlXWIBEEREBEEET
A AERL MD5/SHA256 SU# A Ry {EAH TEL,

$ md5sum ApplicationDiscoveryServiceAgentlessCollector.ova

$ sha256sum ApplicationDiscoveryServiceAgentlessCollector.ova

BB T E RS

Application Discovery Service Cellector ( Agentless Cellector ) 2 —fELIRE |, EBAILE AR IRE
ZEE. VMware &ZH T B MAIEEBE VMware IRE R TEHNFF BEBMLFR (OVA ) X

TR IR ISR 25 RE SA ML AL A%
Agentless Collector version 2

- BERS — WS# Linux 2023

- W7Z-16 GB

- RRLER —4 MK

« VMware R — &SR L1217 AL2 023 VMware B EHLZER VMware

Agentless Collector version 1

« BERS — L% Linux 2
- N7£-16 GB
o RS —4 MK

UTE RN SETERESLRR VMware ISREH EE Agentless Collector OVA X,
HMBLAEYES

1. LEERB#HER vCentero VMware
2. FRUTE—AFRZE OVA X4 :

- ERRAPRE EEXH  EELRE OVF #i , BREESE L —TH THRIKESR OVA X
fr, RETRES, BRESHEENKRRPHREREERELER,

BE W ER 34


https://docs.aws.amazon.com/linux/al2023/ug/vmware-supported-configurations.html#vmware-host-requirements
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FAWSIT : ENTmTITRERES OVA X , BTEHER VMware FRERMLEXNTE
(ovftool)e E T ovftool , IHEM OVF T ESTHSTTHE FIEEFE —NRAS,

LT R EM ovftool A H1T TEREUNESRR OVA XXHHIRHI,

ovftool --acceptAllEulas --name=AgentlessCollector --datastore=datastorel
-dm=thin ApplicationDiscoveryServiceAgentlessCollector.ova
'vi://username:password@vcenterurl/Datacenter/host/esxi/"’

UTABRERT ~flfMreplaceablefd

- ZEMERERTXTERES VM AR,
- BIEFM R vCenter PEHIEFHN B
« OVA X# &R THHWERR OVA XHEIE o
- AP E/BBREEN vCenter 17,
« vcenterurl 2¥REY vCenter HI M1t
. vi BB RIBEE VMware ESXi ENHIE R,
3. *E vCenter FXFIEH BN KRB WEER, ARED VM, AEERE FFH". T
4. JLpHE , WESEH IP ik E RTE vCenter FERER, BEML IP HhibiEZRESS.

R TR EREREH A

AR EREANA T tfaii R Application Discovery Celles Cellector ( Agentless Collector ) $2#| &
HREREBERESREH A

1. 3TFF Web %25 , RETEMUEFRBALT URL : https://<ip_address>/ , &
H<ip_address>RUWERRM IP tbit BT EFEED .

2. BERiI5E A gentless Collector BY , iHEEF “FF iR, 2fa , REFMERER R,

WMRIRRE—IRIBRIFTAIE Collector #£HIE |, MAETRIRF LR, RELTEFEEFEN , EFETRMR
LSBT B W ERURR.

R ERRS A 35
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BLE T EE RS

Application Discovery Service TR IEYERE ( TREBWES ) R—RETIL D@ Linux 2 BIELIAL
(VM)o A TEHONBIAELTRBRESRZEF AN ‘REELREBWESR" NHLEERESREL.

i BEELABKRER THLESVRESR[ELI

1. HREREHF , MARERBHRAHRTR . ERANESEE , EFRESBHRFHN.

2. HEBIEEDL T, @A IAM B AWS IKFH AWS (FRIZ4AMBZE |, LIEEENBKRWERLT
HEENERKS. X IAM ARPERWEER , S 3E Applice Discovery Service 7t EE[E &
3,

a. XWFAWS R4 |, FRALZIEERN BIR AWS KKFHIKF IAM B P B G R %48,
b. XFAWS %48 , B ARIBERN B AWS IkFH IAM B P IK #2348,

c. (Hit)MRENMNEFTEEAMRELETR AWS , FRAREEN, KFwO , UARBET
NAERERSH[HITEORIEMEFENESRE (&)

3. HELMREBYERZBET , REATHEREBRESRVTIRIZIT S ORIEN D,

. BBREHANE
. BIBKENRE 8 5l 64 ANEHZIH
. BBAFEETHNMEIFESHENNED —AZH
. NEFF (az)
- XEFR (A-2)
. BF (0-9)
- RFBBTTH (@S #%*? &)
. BBTESLUTEERTY | @9 #%"? &

a. NWTERBRERZFRD , FHARTRIENKRESRNHRRBRHEZED,
b. EEMMALREBWREREZD , W THTRIE , FHERBAZED,
4. EEAMIRE T, FBRFAIH. MREFSES  FRPIZEEE.

5. ERAXREBNESHNBENEN , BE HMRE T , &R ‘B EHMEREBWERS . NREXR
A EERME | M EEF3HEH Agentless Collector, F 3 E#7 Application Discovery Service 7o
RIBUE SR

6. 1T “REFE",

BB R 36
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[

R EBN BUREREE TRES.

R EES
(A% ) AFRRBWEFEDNEEEHS IP ik
(% ) BEREBRESREVHES A FEA DHCP
« (W% ) BE& Kerberos F RN

(it ) A ERBREREUIE EFHS IP it

LTSRN AR Application Discovery Service TREBUERS ( TREBUESRS ) BN EEERES |
i, BREEN , WESRERUIEENERADISENEE N (DHCP ) .

(® Note
TREWESXEF, IPYEFREZE IPv6,

Agentless Collector version 2
NUWERR VM BLE RS IP bk
1. M VMware vCenter WELL TREE L :

o BAIPHu-FMPREEZH IP bk, Hla0 , 192.168.1.138,

« CIDR ME#HH — EIREL CIDR MEHER | HREFXEWESRELYIA vCent VMware er
EHH IP #ai&E, Bl | /24,

o RIAFR-BIREBRIAM X , HRELEWESRELIE VMware vCenter EALHY IP Hb ik i%
B, a0, 192.168.1.1,

« * DNS-E3RHEE DNS , BRERXEWRESREL YA VMware vCenter EHLHY IP itz
B, flan |, 192.168.1.1,

( °i% ) 3#Bh DNS
( ik ) R B -X A TFRERERERAFBNER TER vCenter £ URL,
2. ITHUESH VM 2414 Hec2-usexFAFEERcollector , ML T RAIFTTR,

username: ec2-user
password: collector

P

(A% ) NRESRENHEERS P it
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3. HEZBRARLRMAUTRTIUZEAMNSEED,

sudo ip link set ens192 down

ERUTSREMEOERE,

a. FERAUTHSE vimESIFTITFH 10-cloud-init-ens 192.networko

sudo vi /etc/systemd/network/10-cloud-init-ens192.network

b. FERABERENFEELIRPVRENFEEEMILE , WL T REIFAR.

[Match]
Name=ens192

[Network]

DHCP=no
Address=static-ip-value/CIDR-netmask
Gateway=gateway-value
DNS=dnsserver-value

5. FRAUTHIREMNEE RS (DNS),
a. FEAUTHRE Vi FiTHFresolv. confX 4,

sudo vi /etc/resolv.conf

b. FEALTHSER vi Pl resolv.confX 4.

search localdomain-name
options timeout:2 attempts:5
nameserver dnsserver-value

UTFRBERT —NMrEEMresolv. conf X,

search vsphere.local
options timeout:2 attempts:5
nameserver 192.168.1.1

6. BEMANTHTERAMNSEED,

(A% ) NRESRENHEERS P it
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sudo ip link set ens192 up

7. ERERWN, WA ROIFTR.

sudo reboot
8. FAUTIREIEHMEZRE,

a. BWAUTHS , REIPHURERSLRA,

ifconfig
ip addr show

b. WAUTHS , REMXERESEBWHF,

route -n

122 IVES DS > Sy

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use
Iface

0.0.0.0 192.168.1.1 0.0.0.0 UG 0 0 0 etho

172.17.0.0 0.0.0.0 255.255.0.0 u 0 0 0
docker0

192.168.1.0 0.0.0.0 255.255.255.0 U 0 0

c. BWAUTHSRIEZRE A ping ping 23 URL,

ping www.google.com

d. HIAETRLL ping vCenter IP it EH B , LT RBIFTFRo

ping vcenter-host-url

(A% ) NRESRENHEERS P it 39
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[

Agentless Collector version 1
AUWERRR VM BLEES Ptk
1. M VMware vCenter WELL TREER -

o B IP M- TP REEM IP bk, HlE0, 192.168.1.138,

. MEBB-BRIMEEE , BREXEWESRELIH VMware vCenter ENLHY IP kg
B, f5ltn , 255.255.255.0,

o BIAR-EREERIANK , BREFXEWESFELIH VMware vCenter EHLHY IP i hbig
B, a0, 192.168.1.1,

« E DNS-E3RHEE DNS , ERERXEWRESRELYE VMware vCenter EHLHY IP b1z
B, flan |, 192.168.1.1,

( °i& ) 3#Bh DNS
( ik ) Rt B-X A TFREREFCEAFENER TER vCenter £ URL,
2. FTFFUREERSHY VM 2 # A Hec2-userFAZBERcollector , ML T RAIFT R,

username: ec2-user
password: collector

3. EEZBARLIRMANTGHSANEAMSED,

sudo /sbin/ifdown eth®

FRUTETRENEO eth0 BELE.
a. ERUTHSE vi RESFFITIF ifcfg-eth0o

sudo vi /etc/sysconfig/network-scripts/ifcfg-etho

b. FEALEREMNEEESIRIPVRENEEENEOQE , MUTREFAR.

DEVICE=eth@
BOOTPROTO=static
ONBOOT=yes
IPADDR=static-ip-value
NETMASK=netmask-value
GATEWAY=gateway-value
TYPE=Ethernet

(A% ) NRESRENHEERS P it
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USERCTL=yes
PEERDNS=no
RES_OPTIONS="timeout:2 attempts:5"

5. FRAUTIREMNEE RS (DNS).
a. FRAUTHSE vi FiTHresolv.confX .

sudo vi /etc/resolv.conf

b. FRAUTHSEH vi Pl resolv.conf3,

search localdomain-name
options timeout:2 attempts:5
nameserver dnsserver-value

UTFRBERT —NMeEEMresolv. confX 4,

search vsphere.local
options timeout:2 attempts:5
nameserver 192.168.1.1

6. HwALTosRBAMNEED,

sudo /sbin/ifup etho

7. ERER, BT RAEIFR.

sudo reboot
8. FRAUTHIRRIEIZHNMEIZE
a. WAUTHT , REIPHUREERRIER,

ifconfig
ip addr show

b. WMAUT@T , REMNXEEBEERRNM,

route -n

(A% ) NRESRENHEERS P it
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2 MR LT LT R

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Iface

0.0.0.0 192.168.1.1 0.0.0.0 UG 0 0

172.17.0.0 0.0.0.0 255.255.0.0 U ] ]
docker0

192.168.1.0 0.0.0.0 255.255.255.0 U 0 0

c. WMAUTHSRIELRE A ping ping 23 URL.

ping www.google.com

d. HIAE T L ping vCenter IP it EH A , WA T ROIFTR.

ping vcenter-host-url

(k) HERBRERELDIEENEH DHCP
RSB EB T i EFHE EAgentless Collector VM LAfEH DHCP,
Agentless Collector version 2

MW ERELEIE R A DHCP

1. BEEZRLKRPEITUTHFEAMSEEO,
sudo ip link set ens192 down

2. ERAUATHIREMZEOAEE,

a. FEAUTHSE ViwESPITHIZ10-cloud-init-ens192. network3X 45,

sudo vi /etc/systemd/network/10-cloud-init-ens192.network

b. EHE , W TR,

[Match]
Name=ens192

Use

(k) FRERENNEENER DHCP
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[Network]
DHCP=yes

[DHCP]
ClientIdentifier=mac

3. T AU THSERZ DNS &iE

echo "" | sudo tee /etc/resolv.conf

4. BEWMAATHRTEAMEED,

sudo ip link set ens192 up

5. BEWMBEWERELN , BT RHIFFR.

sudo reboot

Agentless Collector version 1

R SRR AN BCE 7 £ DHCP

1. BRAEZRKARFESTATHSEAMEEOQ,

sudo /sbin/ifdown eth®

2. FERAUTHIREHRMEEE

a. FAUTHSEviRESRFTHFZifcfg-etho X#.

sudo /sbin/ifdown eth@

b. E#ifcfg-etho XHHWE , MU T RAIFTTR.

DEVICE=eth0
BOOTPROTO=dhcp
ONBOOT=yes
TYPE=Ethernet
USERCTL=yes
PEERDNS=yes

(k) FRERENNEENER DHCP
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DHCPV6C=yes

DHCPV6C_OPTIONS=-nw
PERSISTENT_DHCLIENT=yes
RES_OPTIONS="timeout:2 attempts:5"

3. BUMAUTHTEE DNS RE.

echo "" | sudo tee /etc/resolv.conf

4. BImMAUTHTERAMEED,

sudo /sbin/ifup etho

5. BEWMBEIWEREL , BT RHIFFR.

sudo reboot

( A% ) BLiE Kerberos & AR IEIHY

MR EHNRERG RS 2 XIF Kerberos HMRIEH , N AT A A D SOEZ RSN RS EE. NIk,
& AMBLE Application Diservice Agentless Collector VM,

AT EB|ALA 7 W{aI £ Application Discovery Service Agentless Cellector VM EEZE Agentless
Cellector

EWESERLY LE E Kerberos 01X

1. T UWERSRN VM 8515 Hec2-usexrFRARBE R collector , HILA T RAIFTR,

username: ec2-user
password: collector

2. 17 /etcXHERHPHIkrb5. confEEX . Ntk , BAIMERA U TR R,

cd /etc
sudo nano krb5.conf

3. FERAUTEEREHKrbS5. confEE 4,

[libdefaults]

( i ) B & Kerberos 44
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forwardable = true

dns_lookup_realm = true

dns_lookup_kdc = true

ticket_lifetime = 24h

renew_lifetime = 7d

default_realm = default_Kerberos_realm

[realms]

default_Kerberos_realm = {
kdc = KDC_hostname
server_name = server_hostname
default_domain = domain_to_expand_hostnames

}

[domain_realm]
.domain_name = default_Kerberos_realm
domain_name = default_Kerberos_realm

RIFXMH , BEXAERERS.
4. EFMBIWEI[ELDA , M TFRHIFFR.

sudo reboot

£ TR IR U SR 25 P 4% B AR ISR 43R

P48 TR W SR AR R (SR RE S R DL AN e B3R D N IR ST B8R 2 B VR BIR R XEMEABIFRME T RRAEF
ERS R EANEEARNTRME , NIRRT ENEBITX.

M % B IR R R SRIE#2 B VMware vCenter BRIRIRBIRIARS 27 | H D TIX LRSS I|[AVIR IP BB 45 IP/iw
OB RE.

x
- REMZHFEWREEIR

- MEHFEWREZ

- MABBEBREERPHIRS RS

=

52 73 P B B AR L SR AR SR 45
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RIE M & BIE W ER R

R 45 BRI SRR LSRR B VMware vCenter IRV BRSS BRF R M E#dE, EHit , EEAMNZHITER
SR | BRIRE VMware vCenter B3R, XU , TRBUTERPNIESHTIRE

1. the section called “EPBUNEES"

2. the section called “7 AW EE BRI HI &~

3. the section called ‘Bl B W ESR"

4. the section called “fEF VMware g KR EER”

RIE W& TR SRR R

1. 7£ Agentless Collector X TRRH “WMBZBHIBEWE" T5 , EFE EEMZERE"
2. fEMEERE WEL , & REBRESR

3. HEEEHD A WMAEL-AKE. ERZSTUAA 10 ARE. ZERERX=HA N RS HFRELRRE
i, EZEHMARE BRI -AFNNER ; A, E2RFZEAERENZ AP ERE

Ae. BXREEEZEREWEE , S Rthe section called R & Fill”,

4. EBREVREFLEIES  EERS[REFSIN AHTRIBNERE  FERBFTFREBERE.

5. MREERIRE WinRM iE$ , HiE#F A W inRM IEHRE",

6. EEFRF

7. BR15VERSHFLEE-R. EEFLAERSFNREZRVIFAGFE , FE RSEHF RPid
FPIZARSS 2R A M Y B4R

RE FiE

X EAR U EE IR A WinRM M Windows BRZ 85 IMEHIE. ©EH SNMPv2 FUE SNMPv3 kK E
Linux BRZ 88V E3E,

WinRM i :

- BEEEBUTAHBAK Windows kAP & RME .
« X\root\standardcimv2dn & Z= A #9 L EUN BR
» MSFT_NetTCPConnectionifZ #9iEUY R
« EFE WMI 518

RIEMEHEREER 46
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« RMNBWESR - AERREDN T ARSKS .

c BREASEEARASHERERKS.

o HEWRE RN B ARARSS B8R 2 [AIFT T iw A 5986 (HTTPS),

o EWHRER WinRM IEPKZE, BXIEE WinRM IEBREE |, i3 M. the section called “ff# RE &
WinRM UE 35 8 By B & 2 TAUE R &

SNMPv2 i :

o EHE—ATTLAR 1.3.6.1.2.1.6.13.* OID H RiEH X Z

- SNMPv3 EA[EL, SNMPv2 AL LMERRRE SNMPV3
- WERNEFRS SR ZBLMNITHFiwO 161/UDP

- FRASENIERANEXFRFH

- BEERAEN AR S RE ZEXNELFHR

« BREFBE —HENSFHEKPRES

SNMPv3 ZiiE

- RMHEFRIENRAusername/password and auth/privacy #F4E & , %A PR AT LA ]
1.3.6.1.2.1.6.13.* OID,

o WERABIRRSI|/ZBELSMITFiHO 161/UDP

- ErtE RS BRI

- ERES BRI (L ER SHAMDS )

. ERARMBEMY ( AES £ % F DES)

- EASZFNEBHTS ORI

- EAM-WAFE (BREAEASR)

FREEN —RREXEK

- REMFHEIIE

- EHIRMAAIES

- FRAEEEERILLRERE
- BEREEEARR

RIEMEHEREER 47
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- BREKENREN , ARFRENRELEZNR

W & R E =R

RUFBSHERE , WERL2ZHANEN P piUtBENESNERE. BESFKIBEREILR , MEAZE
i, EEMRXAME , WERLZHE 30 2480, 2 /et, 8 /MEtH 24 /PMetFRERS B/ MBEIE.
6 XRZHAME , KERSEBRZH - AMAERENTIE, ERRIEEE , FRESNEREN
BEEE REWERSR RIRMEMERE  ENEELRWNBERRSSH/ETER.

P 45 B3R I SRR R R Y BR S5 2R IR

TRUERTRERSE.

RS aX

W s ER=HBEMEELED K.

5 B HH 46 BT MESNRER , EREHREREERER
M, ETHREZER , HaPHIERNERS SR
M B & EAE

Skipped ARBBRERENRS R, EHNNEEHBRS
BRERE.

FT8IE AR S5 2R Y BB USRI RIT 4. ETT IR SR BUIR |
FRFERER,

A E EfmlE  BEARZHKRE. FFELoH, R
R RIFT 5,

A VMware vCenter LB U E RS BRI EE R

KITNME T Application Discovery Service ToAEEUESS ( TREBUESR ) VMware vCenter FIE U E
BER , ZERATNPIKERSSHEFR, BEXHMAARKIE. VMware VMs

&

« J vCenter & B LB W E S BIEWEEIR VMware

M B EERER R 48
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- &F VMware BIEREFE

« $# vCenter BIEWEHEE

- FTREUWEESS vCenter VMware BB N EESRIENEIE

A vCenter IR ETLRIEBWERBIFEWEERIR VMware
AN B ETLARIBWEESS vCent VMware er BIEINERR | LR RERS S EE. BEXH
FMAARFEFE. VMware VMs

® Note

EFF R vCenter ZE 28l , FRRETLUNRGAHRMHEIZEZIAMEFNRN vCenter &
=N

8B VMware vCenter iU £ &R

1. £ “TREBREER NRRTEL , £ BREWE T , &£ “vCent erVMware ” Z0 1 “IRE”
2. TEiRE VMware vCenter HIBIWWERE L , HITATRE :

a. Tt vCenter EET :

i. XF vCenter URL/IP , & AEH vC VMware enter fRSSE8 =MLY IP #biit,
ii. TEvCenter A&/ K B AWERANRE vCenter BEMNAMHIZALANBESE, XTFiE

BF , 5 A domain\username = username@domain 3.
ii. XF vCenter Password (vCenter Z23) , &5 A A #5013 F 7 %483,
b. 7% ‘BMERERIFRE" T :

EEKINEER BT RBERIE | TkE ‘B T RBEBEBKRE,
c. 1%&# Setup (RE),
BTk, BFEFEVMware BIBWEFAEERE , F—NETRNHFEITNSR.
EE VMware BB E#1E

VMware HIEWEFAEETHIE REXREEFRERN vCenter WiFMAEE, 71 vCenter R ETLVE
W E R BRI EE R VMware

R & vCenter HIFE U E 49
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£ “BXIMP vCenter FREZET” T , I THRIEER vCenter , HFEEHEX vCenter UL TER :

« vCenter BRS5aRY IP #biik,
- vCenter RS BREE .

- BTERENRE.

- BEE EXEMER S KM,

ER B vCenter RS EFUUBKRE R vCenter IR 23 , ABIREFKE vCenter VMware EHIEINE
T Ho

MREEAEFEHTRBIENRE WA AERLRTE LW FaBiERE RETHEERSE. BiE
WEFRRE  FFrREBEATNEFEBIRERE.

MR WERT FIEREERE , MRTHERECT A,

A LATE AWS Migration Hub 2 HI 8 P EFWENBIE. WREEEHN VMware vCenter R85 &£
WEHE , M EFBHEIEREKXRY 15 2H/EHRES A FERWEIE.

MEEA BRG] REELE , WA LGEF LR E B “7E Migration Hub F&EF RS RITFH
Migration Hub $##l& . TIREBREEFILZEA , X5 R Migration Hub ZHIAHNER |, 25
FEERRENKE.

LT REFEIBAINED RN BIERENRAKENIES T

- TCO (BBAERAE ) 2548
o EBITXI-2 El 6 F

22 %l vCenter BB ERE E

vCenter AR FE/ ESX EHHERAH RENPRF 8EEA Application Discovery Service #1775
B, FANRIRE , BB HBEKREFETE VMs BREEHFMEH ., BT AFE L vCenter
VMs THABEEN , B A URBEZEER TN, case-by-case

(® Note

ERBRIERZERE , RIMNEBWUTZER Application Discovery Service #J vCenter i F & F &5
B, THEEMNNR,
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DUTEENANGHENESSRANERFNERES R, XESBREMAT vSphere Client v6.7.0.2, Hfth
AN E PN IRESRAELEMTRE , E4BURTEERN vSphere & F LIRS,

KIMABXMA ESX WML vCenter VMs THIETE

1. 1E VMware vSphere EFixH |, %3 vCen ter , RE AR ENMEBRIER, VMs
2. EBRBEPLRR , REERE R

3. &F vCenter AFF , RAEERERN. REIBKRAFABGHES.

4. M AR FHEPERE RE,

5. &R “EBEBAET, RBER “BE.

RYFE ESX ENREMA FXIRAVAEREHSE

1. 1E VMware vSphere EFixH |, %3 vCen ter , REEBR ENMEBRIER, VMs

2. fIRi%E$E Related Objects, Hosts,

3. HAFENBEWMLETX (LEHAE) Xg , RFHIRER Al vCenter Actions, Add Permission,
4. 1 Add Permission & , ¥ vCenter A PR INEE M. X F Assigned Role , i Read-onlys
5. i&# Propagate to children , A/Fi%# OK,

ROBXRBEE ESX N FE LA BIE

1. 1E VMware vSphere EFixH |, 3 vCen ter , REEBR ENMEBFHRIER, VMs
2. 1% Related Objects,

3. &EEEAMN (£ vCenter 2HIH ESX EHWFIER ) HER ( ERFFE ESX £ VMs LK 5|
x)o

4. ITFAENBHE VM B LETX (LEHAR) Xg |, RBHAIRER Al vCenter Actions, Add

Permission,

5. % Add Permission T , ¥ vCenter A PRI ENHELHL. X F Assigned Role , i£1F Read-
only,

6. EEBEE,

RN T 5
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RAriEmE

® Note

MBBIER EEAETR , WPARTLBBEBEEMN ESX £l VMs EBBRRIENPR, case-by-
caseltb &I B A T EH b ESX R SHANPRZES M, VMs

TR UREE RS vCenter VMware ZR3E IR EE & 3R U 55 19 3038

AT EE#IRT Application Discovery Service TSR ( TREBUESE ) vCenter VMware #1E

WERRBENHE. FRREBFERENER &

VMware ,

Z W7 vCenter 1% 8 TN B IR E SR BRI EE IR

TRIB UYL EEBS vCenter VMware WEKBEM REE I

- BRIFSHERE , BUNRENBTEUTFT (KB) NEEE L,
* Migration Hub #Z#|& P ERBIFELLIEKFT (MB) REMLIRE.
- LES (*) R HEIEFERIXTE Application Discovery Service APl S Ihag £ R .csv XA

o

TREREE SRR CLIAWS SR, ZHA AWS CLI S HIREHHIE | HH5B App lication
Discovery Service FIf=feRth “S HIKERN IR TELS HATE RS B REM AR TR ¥

B ATHRE.
- RAHEREAL N 60 78,

- ANES (*) KRANBEFELFEE— null E,

BIEFER
applicationConfigurationId*
avgCpuUsagePct
avgDiskBytesReadPerSecond
avgDiskBytesWrittenPerSecond
avg DiskReadOpsPerSecond**

avg DiskWriteOpsPerSecond**

DU

R A EN IR ARF ID,
HNHAECPUEARNFIIE D .
#2185 (8] M B 22 R EUAY SP B B
RAHEEARENFEF TR,
FRIRE /0 BRAFRY PR =,
BRHEA /0 BRFH PR,

VMware &R K EH B HE
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BIEFER

avgFreeRAM
avgNetworkBytesReadPerSecond
avgNetworkBytesWrittenPerSecond
T EYHED

TTEER

configld

configType
connectorld
cpuType
datacenterld
hostld’

hostName
hypervisor

id

lastModified Time#BZE
macAddress
manufacturer
maxCpuUsagePct

maxDiskBytesReadPerSecond

maxDiskBytesWrittenPerSecond

b
FHTAMLE , B MB ETo
SHERTFTHFLELE,
SHEATTHILELE,
ESXi 4R 2 #0 BRI

ESXi ENHRENITENES,

Application Discovery Service 3 & I HY R #£L 41

2 BCAY ID,

RO R FRE,

ERLREH 1D,

REEWE vCPU , EHLAYSSFRIERL,
vCenter B ID,

R EWLEHE ID,
BT EHA B TR
RN EERFNRE,

ARS5 2289 1D,

BoE S B BRI SR Y & T B AT [E]
REEE MAC bk,

RE ML B89 HE R o

HWHE CPU RN RE D L,
RNHEMNEE ZIARRFTH
RIHHEBEAHENRERFTH,

VMware &3 ULEE K B1 IR
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HiETFER
maxDiskReadOpsPerSecond**
maxDiskWriteOpsPerSecond**
maxNetworkBytesReadPerSecond
maxNetworkBytesWrittenPerSecond
memoryReservation*

moRefld

name

numCores

numCpus

numDisks

numNetworkCards

osName

osVersion

portGroupId*

portGroupName*

powerState*

serverld

smBiosId*
state*

toolsStatus

iR

SR /0 BENTABE,
BYWEA 110 BENTABE,
BUHERFTHREATHLE.
BUWEAFTHREATHE.

BR 1l LA S 72 RE LAl B3 EE R A 7%
vCenter EEXN RHME—5|A ID,
RN BMENER (BFEE ) .
DELAEINE CPU A,
ESXi 4l LK CPU fEEHE,
RN EWEEKRE,

RN LM< E,
LW LR RIERSE .

LW LR BRIERS R,

VLAN /&% R 3% 0489 ID.

VLAN X 5 i O 4 89 % o

R IRZS

Application Discovery Service 3 & I HI E #L 41

2B 7 1D,
REEE BIOS B9 ID/ARAR
LR #E IR,

VMware TEMIZTIRES

VMware &3 ULEE K B1 IR
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HEFER

totalDiskFree X/

totalDiskSize
totalRAM

type

vCenterld
vCenterName
virtualSwitchName”
vmFolderPath

vmName

£ A IR E M 5 T IR R AR IR

DU

AR EZZEE , UL MB RR. AT vCenter
Server 7.0 RE S 4,

WENLSEE , A MB kT

REW ETTAMN RAM B ( BLMB RE4) .
EHRE,

REFAHLAYIE— ID S

vCenter EHLHI B #Ro

FE S HRATLEY B FRo

RE LIRS B RBR 2

RE LAY B 750

ATNAWOMRE, BENFEABTEEN D BB REER, SIS LBERSEESREESIBER
B, AN BEEN D MRS [NETHENMEER. AXAUTEILERKRENETRNEER , B2
% B Agentless Collector ¥z B #120 #T B W R R IRE RV EIE .

/A Important

KIEIFEA - 2026 £5 A 20 H , AWS 4L 1IEXF AWS Database Migration Service Fleet
Advisor B9, 2026 £ 5 A 20 B2 fE , BT EB IR AWS DMS AR RA B A 33 & & =
AWS DMS AR %R, BEXREZEE , BSH AWS DMS Fleet Advisor 48 1E 35,

AME , EERABBEEND TRBRERRE , EFERITUT IR,

1. ERLEFLSR , BREEN IAM AP, AREHGIE AWS DMS #fElsE=s.
2. BLEHIR R LA RIGH B W SRR W] LU IR R 9 TR M BB 1B AR RO B AWS,

158 R B33 P A 0 AT B R W SR AR R

55


https://docs.aws.amazon.com/dms/latest/userguide/dms_fleet.advisor-end-of-support.html

AWS Application Discovery AriEE

3.

4.
5.

ANINSER LDAP RS B84 A ENRABBEAEPNRERZRSEE. HE , LANFIHRMRE
RERSB|/VERA LA VMware BIEWREER,

BERERGBRSHNERERE , RAEEACIIRRIABIEERS R

BEHEFMND RS F/NEEZE  REETRERE. AXESZER  F5H BEEFENDTH
BRE.

. £ AWS DMS £# 8 EFRENHE , AERAXERREEREIBRIEF S BIREN AWS

Cloud, AXEZEEL , S BEEN D THERE,

£

- XENRERS, BEENS RS

- B2 AWS DMS HiEWER

- BEHEEXR

« FINEH LDAP FIRERS RS =

- REEBHBIFEERS SR

- [ Agentless Collector BB E M2 T HEREER KR ENBIE

XEFHBRERS, BEEMD RS

o AR W EE 25 A 9 BUE FE D 90 A BB IR 18 3 2 #F Microsoft Active Directory LDAP BRSS88.

L BIRREER TG U T RIERSG RS

« Amazon Linux 2

« CentOS Linux hx7 6 & E & R4

- Debian iR7As 10 R EFMA

« LIt Linux BRZA 7 RE SR
» SUSE Linux Enterprise Server ix4x
+ Ubuntu B4 16.01 RESIRA

« Windows Server 2012 R E &

+ Windows XP & & & kA&

Besh , SR M0 AT BRI ER IR SIS LT SR RS 2R
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* Microsoft SQL Server M7 2012 EZ 24 2019
« MySQL &% 5.6 EZEHRZ 8

« Oracle R4 11g 28 2 fREEZE 12c. 19c M 21c

« PostgreSQL 7 9.6 EEMRA 13

212 AWS DMS #iE &R

B BAREM D IR WEERE R AWS DMS HiFWESSS AWS DMS 24|58 ##1TXEH, B UE
AWS DMS ##IAhEFWENRIE , o JIERATRBEKXNEEN AWS BIr5|28, BXESZE
B &S H AWS DMS Fleet Advisor B #r#F ThEE,

EBIE AWS DMS ZHiEINESE 2| , BoIE—/N IAM A1 | 81 AWS DMS BiEWESRFRZAEXK
A &8 Amazon S3 FiEiE. BEPTR A RFMHEIE T Itk Amazon S3 F#E LB ERM %
REA

A AWS DMS iR ESR I IAM A&/ LLi5 | Amazon S3

1. E3FE| AWS Management Console F7£ E3TFF IAM &l & https://console.aws.amazon.com/
iam/o

2. ESMERT , GARAC  REERUIERAG,

HEERFAGRERES , EAUEEARETER AWS RS, N THA AWS RSHAH , FikEF
DMS,

%9 DMS E%4E , RRERT -5,

ERMNERE L | EFZRZHBIEL FleetAdvisorS3 Policy, #®#T—F,

EmE. REHUBRAEL , EAGEHPH A FleetAdvisorS3Role , RAFERCIEAE,
THEGENAR , AREREEXRETN <., RRERBETEE,

ERBETREREL , FLLT JSON HERimESS+ , BRI ERB,

w

© N o a &

{
"Version": "2012-10-17",

"Statement": [{

"Sid": "

"Effect": "Allow",

"Principal": {
"Service": [
"dms .amazonaws.com",
"dms-fleet-advisor.amazonaws.com"
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]
.
"Action": "sts:AssumeRole"
1]
}

9. EEREHEMK,

DU , £ AWS DMS #2# & a2 — MRl ERS.
B2 AWS DMS #iEuk =R

1. &% AWS Management Console }#7£ https://console.aws.amazon.com/dms/v2/ EFTFF AWS
DMS #2# A&,

2. EEBIREN Migration Hub EXHHH, AWS X EXEZEE , 5K &5 Migration Hub 7
EEEXE,

ESMERS , ERUTERRFEWRER. BURRESRTERITIT.

BRI EHBEWESR, EBERESTEFITH,

EEABRER2HBRF , MARBERESNER.

EEEIRD P, EEHIE S3. MFIKRFPEFEZFEEE Amazon S3 .

NTF IAM A FleetAdvisorS3Role , TR EZRICIENAE,

EF A B HIE KRR,

©® N o g bk~ w

BLE R KR

BIZFTE AWS #iRfE , BEMBIEFE N2 BIERERIRTIKRE AWS DMS SRR K.
BLEREER K

1. TAEKRBUESRZEFE, BXESER , B2H HRKRESEF A,
2. AR ‘BEREREEMNITKESE

3. EEFER mELE , EF BERAL B0 BEREEK
4

F AWS XIFIAM i5E 248 ID # IAM AAB R ZS |, SR ERBRESRFERALZIEENE,
AXEZER | HSFY2 F Migration Hub %2+ XM B U ESS,

¥ F C onnected DMS $IEWNEERS |, EIRIBEIE AWS DMS 251 & o B BB WRESS.
6. EERF.

o
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EEHERRE , FEE ‘2HER RELNBERRTS . BRENBEEFEND TRERERRE
vy

EH” LAiFR) DMS 1 “iF18] S37%,
NINIERY LDAP MiIER GRS 25

BURE AN 2 BB W EE R A Microsoft Active Directory A1 LDAP RIKEB X MEFIRERLE,
BIEEMD MRS B/NES, BREBFZiFRIMHIL (LDAP ) B —FMF MirEN AR, EaLER
LEIMSGEE 1P M5 B M4 2 B RXERRS.

BT LI A LDAP RS SIRMBIBIBEM 2 BB WEERD | LLESAMNEHNRIERZERS
25, MREKREH LDAP , M AT LAF R INRIERZ RS 25,

¥ LDAP ARS5 28 78 b0 E B3 B M 20 4 R SR A 3R

1. AFAERBREKSHEFG. FXESER , R HAKEEEHS.

wE BEERRENDTRESR  REESMERN K" TiEE LDAP REH.
B A D0 LDAP FR3585. N0 LDAP AR5 es RET T

XN FEHNE , WA LDAP RSB/ ENA

X FiwA , WA LDAP ERAEANIKAS,

XNTRFE , AR TERE LDAP REH|HNAF £,

HmB P WA TERS LDAP RSB ES.

(Al ) R RIEER" , BARERABINT LDAP IRSH#BERE. & , LA EM LDAP RS
27 W E LM FIR PSR LDAP RS 2REERKIL

9. &R I LDAP AR ES.
10. 7£ LDAP R85 ME L , MBIRFIEREM LDAP RSS2 , AR GBREAMNBERS RS,

©® N o a bk~ w0 b

/A Important
NTRERGRI , BIEWREERFELHRSS[/EILE , FEEEA LDAP thiUE1TIER.

BREEND TBERERREEDER LDAP RS 2RH R MIENRFERERS R BIRKEERTK
BRERGRSF|RIG , B LUETIERE View OS RS HFREFHRINBRERS RS HRIIR

IR LDAP MIRER SRS 25 59
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HE |, BULFHHFINBRERGERZBIMNESTORE (CSV ) XHESARSEZIIR, I, EET
LAER VMware vCenter TR B ESSHIRREEIR KL NEBWIRIERSERSEE. BXEZER | EFS
% {8 VMware BIEWEER,

FHE R R ST AR S5 25 755 00 B B4R B F 00 A B3 LR SR AR 3R

1. EHEENDTRERTE L , ESMEKE Discovery TAFRRIERSRS 2R,
2. EE RINRERERSER . [HITH HDINRERERSR TWH.
3. RHEHRERSRSHFER,

a. NTFRERGEKE  BEERSBNRERSR.
b. ¥ FENE/IP, MARERGERSJ[/OEN B IP ik,
c. ¥FiwA , WMARATZEEANKOS,
d NTEHRIERE  ERENRERSRSHREANSHRIERE,
e. NTAFE , MARTEEIRERERSENAF .
f. XtF Pass word (Z18) , AR TEZINBRERERSHFENEN,
g. &R “RiE” , BREEBFMN T RERZRSHFERE.
4. (") M CSV XHFRMBEMRIERGERS R

a. \ CSV RIRHLBS ARERE RS R,
b. B “TEHER URFELEETUBEEXHER CSV Xt

c. RIFERHFRERERSBFNEREREMAIIXMAF, AT REIGEEA T MMAE CSV XHFHRH
BRERG RS BEERIL,

0S type,Hostname/IP,Port,Authentication type,Username,Password
Linux,192.0.2.0,22,Key-based authentication, USER-EXAMPLE, ANPAJ2UCCR6DPCEXAMPLE
Windows,203.0.113.0, ,NTLM,USER2-EXAMPLE, AKIAIOSFODNN7EXAMPLE

NAMBERERSRSF[AMERE , REF CSV X
d. & R, REEFLEH CSV X
5. &R “FMBERSERSR
6. NPAE OS MFEHJ|/AMERG , EFER OS BRSFeRH 1%L Discover BIEER SR
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RRENBREFERS R

ATHESETAEERERENBEFRSB[LARBNIR, RfE , EREXUNESHRSI[H AT
IR F B N IR = A AR ST 2R

NTHEERDN , LANRBEFLEZERVBEREERRMFZENROAF. BREZER , 5
FAFERP A AWS DMS Fleet Advisor I Z#EEAWS DMSAF,

BlE R E

BRI BIAIMNBRERSERSF[LESITHEEE , ZEVEEREE REERZNBIEERS .
ATBRATHEEXINSE , LARENHEETUESSEERRETEENEOHXTIHE., BE
ZTEEBRREERSS LT AR HRIE , H A BEREEREHENER,

£ Linux LBEiRE

SERUATERUE Linux LEEXZNBIEERSSHIRE,

Bl Linux AKX INBIEERS 2R

1. EB#t3fssHnetstatin S sudo HEIER,

LLTFREREEF sudo XssHnetstatin SHITHEIPR,

sudo bash -c "cat << EOF >> /etc/sudoers.d/username
username ALL=(ALL) NOPASSWD: /usr/bin/ss

username ALL=(ALL) NOPASSWD: /usr/bin/netstat

EOF"

EENRES | FERusername AR ER G RFZI[|EFEZIEFIBEN Linux AR &,

BIEMNREERT ssHnetstatis S /usr/bin/BR, EEMNHED | KRR AREERATE.
EREssHnetstatim MR , HE1Twhich ssflwhich netstat®m,

2. BLEZH Linux RS I|/EAAVFIZITIZIE SSH MIAH R FEBRMZEDEE ML (ICMP ) &,

4% Windows LB IRE

SERA T2 LATE Microsoft Windows EELE XK INIEFERS ESEMIRE.
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FFHE Windows B & 71 & I8 E IR 55 85

1.

2.

REELUTRAVEIL :
FIREUEM R
HEERERERSFJEZEEPIEEN Windows AFRMEIATA : 5/ COM A/, %aE

BEMAF, Ml NS4SR, Akt , BEAUTREBRA,

net localgroup "Distributed COM Users" username /ADD

net localgroup "Performance Log Users" username /ADD

net localgroup "Performance Monitor Users" username /ADD
net localgroup "Event Log Readers" username /ADD

E LR RIS | B username NIRERERFFEEFZUEHIEEMN Windows AF &,
RFEERERERSF[ERERPIBEN Windows B F FTERNN R,

« £ “Windows EEBEFMITEEM & , & ‘Az M “TEBUE
« XF WMI Control , #%&#, . FMWMIGh&ZEM “WNITHZE". “BAKF” CIMV2, DEFAULT “IZ

1217 Windows Management Languagion ( WMI ) 1 WMI ( WQL ) &if

T

BEEA M 9EmZe” iXR, StandartCimv2

o JF WMI S , iEE1T , winrm configsddl defaultfARFEF “EEHHIT
£ AT RBB R AIEL B &K Windows EH1,

netsh advfirewall firewall add rule name="Open Ports for WinRM incoming traffic"
dir=in action=allow protocol=TCP localport=5985, 5986 # Opens ports for WinRM
netsh advfirewall firewall add rule name="All ICMP V4" protocol=icmpvé4:any,any
dir=in action=allow # Allows ICPM traffic

Enable-PSRemoting -Force # Enables WinRM

Set-Service WinRM -StartMode Automatic # Allows WinRM service to run on host
startup

Set-Item WSMan:\localhost\Client\TrustedHosts -Value {IP} -Force # Sets the
specific IP from which the access to WinRM is allowed

winrm set winrm/config/service 'e@{Negotiation="true"}' # Allow Negosiate auth usage
winrm set winrm/config/service '@{AllowUnencrypted="true"}' # Allow unencrypted
connection
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HRERBIEE RS 2=

TR T —AESUERS & LRI MBIEERS 2.
Fria R MIEN IR ERSS =7

1. EBREENITRERTEL , ESMERY Discovery TERZFBRIERERS .
2. LERVELNBREENITRSBHRERERSES , ABE “BF X8 LER “BIFEE,
3. XNTFEEREN KW WRSEH  BRBEERERE,
a. BFE—ARZEEEHEEENRSSR AT “BF X2 LEE RE, BT “RERER
SRS R WH.
b. ¥ TiwH , WAATZEERNKAS,
c. NTFEHRIFRE  RRENBERERSBEANSORIERE,
d NFAFE , AR TEEIRERERSENAFE,
e. X¥F Pass word (Z18) , i AA TEZIIRERFRS I[N ZED,
f. EF BINERE K BREBEHR TRERSRSH[ER. £k, 2% ®kF.
4, BHERERERZSBNERE  EREHBRERERSEHERLINBEERS S,

BREND MR REEREEIENRERERSF[ARNIBNBIEEN DRSS R. BIRERER
REMEDGE , BAETEE EEREFERS R REBCSRANBEEND RS F[/HO TR,

HE , BUNUFHFHREEND RS [AMEFEF, A, EETLUM CSV XS ARSERS
®, MREEHAAHRFEEND RS [AMEFES , NABRI SR,

FRANBIEEFER D IR 2R

1. EBBENMI>WRESRETEL , ERSMEERPHBERE,
2. &R ANBEERSSE . T FNBEERS S RH.
3. RELNBUIEEFERSSHER.
a. WTFHEFESIZE , BERRSHANBIERESIZ, BXELER , BoFA IHNBRERSE., BE
FER DM ARS 28,
b. FENE/IP, MABBEES D MIRFHRNENEN IP bk,
c. E“WmA"H , MARSHRZTHIRD,
d. W FHBRIFRE  ERENBBEERSTRSECAN S HRIFRE,
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e. NTAFE , MARTEEIRSBOAFE,
f. XtF Pass word (18) , MARTEZI RS F|NEB,
g. &R “RUE” LR EBRI T BIRBER 2 RS HFERE.

4, (H&E ) M CSV XHRMZARS R

a. M CSV H Rt B S ABIEERS .
b. B “TEHER" URFETEETUBEEXHER CSV Xt

c. BIFBENCRFBIEEM D RS B EEFERM AP, T REIEEA T MFE CSV XHH
RABIEEFE 2T RS BEEEIL,

Database engine,Hostname/IP,Port,Authentication type,Username,Password,Oracle
service name,Database,Allow public key retrieval,Use SSL,Trust server
certificate

Oracle,192.0.2.1,1521,Login/Password authentication, USER-

EXAMPLE , AKIAT44QH8DHBEXAMPLE, orcl, , ,,

PostgreSQL,198.51.100.1,1533,Login/Password authentication, USER2-

EXAMPLE, bPxRfiCYEXAMPLE, , postgre, , TRUE,

MSSQL,203.0.113.1,1433,Login/Password authentication, USER3-

EXAMPLE, h3yCo8nvbEXAMPLE, ,,,, TRUE

MySQL,2001:db8:4006:812:ffff:200e,8080, Login/Password authentication, USER4-

EXAMPLE, APKAEIVFHP46CEXAMPLE, ,mysql, TRUE, TRUE,

NABBEEMD MRSFAMERRE , R7F CSV X
d. & R, REEFLEHN CSV X
5. &E RIBIEERSR
6. NPAAE OS MFEH|/AMERG , EFER OS BRS5ERH 1%L Discover BIEER SR,

MABREEND RS HFRNIBIEREERE  REFMIEES, BIEEND N BIEREERT
LANTE B &5 2 IR 55 85 A RS T R M M B FE 47
FHERYBIRE M 2 A7 BR S5 25 A N 2B 2

1. EBEEMI>TRESRNEL , FSMBEKL Discovery TIERBIEERS S
2. ERERNHRBETKIENEEEFOBEEN 2 MRS,
3. &R AMEEER.
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EEREENSFRSHFMEFLE  RTUTREETRREALEERT. EXESEL , #s
R BB S M AIR R

B Agentless Collector Zi#& & M o #r ¥ E IR AR SR IR EE Y B3R

Application Discovery Service TR ESE ( TRIBUESR ) BIEFEM 2 MBBEWEERNEHNHKE
IRPRELTER. EXREBERENEERE , B LEABEEN D TBEBREER,

SEERBREEND T BREREERBEETBENRREEFESTER , EQHIRUTER.

- BERGRS[ LN THRE

« BIERGIRS 27 LB AT A 7 4

« BIRERANEITR

- BHVRERSRS 28 CPUs LVEE
- BHENBE

- CEREFNHE

- REHBE

- MRBRHE

- UERNHE

- RGN

£ AWS DMS 2 H A EFHREDT TG , BHBIREREERT DT HERUATIER.

- BEEXEAH
- REBBITE

- BEHM%

- ZRARALUE

HEERABEEND T BRERERRBEETHE. BEERENEFRNARN , ©2BRUTER.

- BEERS R LA /O FILE

- BIEEFERS SR ESYRITE A/ B RERNIREK (10PS)
- BRRERGERSHFELARNEE CPUs

- BERSGRS |/ LNAFERER
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- BRERSGRS /LN EFHEERBR

& 7] DAE A B E A 0 MR IR SRR3R M Oracle M SQL Server BiEFEWRETHIE, RENFAHRE
¥ro EIRY , X4 TF PostgreSQL M MySQL #iEE , IR EEIR REERE TR

ERERRENHE
/A Important

KIFZIFIEBHA 0 2026 F£5 A 20 B , AWS 44 1EX AWS Database Migration Service Fleet
Advisor BIXX#%, 2026 £5 B 20 B2/ , BN FTEBiHB AWS DMS #7 BAJB A 3241 & =
AWS DMS fRBAB B ‘&R, BXEZELR |, 153 AWS DMS Fleet Advisor £& 1F 3%,

IBA LR BB S RE F Application Discovery Service TTRIBU SRS ( TREBUESS ) 7 Migration
Hub 241 A R IR EREIE, £ AWS Migration Hub #2#| & P EF RS 5

SR T BUBE AT EL T S ERE AWS DMS 24| & R EE 7 BIEE N 2 47 Bk 5 25 RV 47
£ AWS DMS 2% & R EE W FE M 2 1 R WSS R R DB BfE

1. &3 AWS Management Console 37 https://console.aws.amazon.com/dms/v2/ E3TF AWS
DMS #Z#l&,

2. HE R TER FERF . {IITFERMH.
3. EESIMBERUBEREERULEY , SIMALENE RS,
4. EF R R FUERDNER,

BT LAER AWS DMS #2H AR EERREY , BEEIBNERM A S HBFEEEULRRD .
BEXEZER , S HE F AWS DMS leet Advisor R EERAFEFHITDM.

R AR ERR
AF B Application Discovery Service TR EBUNEESS ( TRIBUESS ) .

F&
« ERBRERMER

EEWENEIE 66


https://docs.aws.amazon.com/dms/latest/userguide/dms_fleet.advisor-end-of-support.html
https://console.aws.amazon.com/dms/v2/
https://docs.aws.amazon.com/dms/latest/userguide/fa-inventory.html
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- IWELRKEBWERRE

« Y% VMware vCenter EiF

EREBRERRNER

£ Application Discovery Service TREUERR ( TREBWESE ) NRBRTE L , B UEFRESRD
MAEHERBTFERESZE , METEBFTR,

£33

- WEEERS
- BEKE
R EFIRAS

WEBRRESN EREARNERNRSEE . WEREBW. WERE AWS HEEIRZA, Migration
Hub = Kig R R,

WMREIEE AWS EERZR , N EEBREBELTABERERNEERE,
ERBUESRERE  FRRFBRERREHFRBPAEN AR TRERBELAERERRE.

PN E

£ BIEWRE T, B LUERBIEWE S %, Application Discovery Service TREBUESS ( TREBU
585 ) Bl BEMNEBIEE VMware VMs Mo MRS B|[NEHKITE. RERNVERGZBMNEMELDCLES
KEBFENRERTRKE,

A

« VMware vCenter iR &

- BEENSWHRERE

VMware vCenter $iE k&

EMNPUERSSEEE. BEXHNTAZRBIE VMware VMs | iFHiZE LS vCenter IRE 2B MIERE,
ERBERE , B VMware vCenter S 7R RRE , ARKBHMMRRARITRE. £H VMware
vCenter oG HE I EE B8 BB IR EE /R 3R

LEERIE T 67
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RIE vCenter BIEWEEST , BT AR BIERINIT L TIRAE

- ERERRBERS
- BIHBERE
- FLEBERE

® Note

EMNRRTTEL |, iRE vCenter HIBWE ST , vCent VMwareer #p5 BI1% B IR S W EIE
WERSKELE, FLEBERBVEZRAUREENEEIRE.

BREEMD TSERE
R BT AR X T T HIEEN 2 7 BB R EER,
THRENBEERE

HREWEERMNEHBAIEEFE N2 TR B[URERM, RAE, RE, CPU, AFENHBERESFER.
ISR LAfE A SR BV IX 215 B 7E AWS DMS 268 FitE B, MRENFRHBEFEEEIR N
BETE  WEHRENESBHIERESRESE.

XEBRIAER,
THIE, WIS BARA A X
BT ABEAREESRESA  MEREERTKESIEENS RS EN CPU. HENRER

ERRERAARER, WEARHNBFRENUERANEXEER , RHYBWETEFENBERETE
. EUEXT , BEREERE 2 HIRE —IRERER.

T 36 MBI M 20 A7 BR 55 25 SR T iR M RE 4B R

1. BEHEENITRERTEL  ERSMERPHHERE

2. MBHEEBRIRF , BEENHRETHEN RN BIEEMN D RS R,
3. &R “STHEWE. FHT BIERERE NiEFE.

4. EFWMARERBERIT DM

MREERTHE, BEFFENTRAMNARED , FIREBFEWERH, EUUEETRN 7
RAWEHSE , BT IRERAEXSERE (1-60 X ) -

W R R AR 68
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5. &R “STHRERE . BERERETF.
6. ER “EEETIRR G -FUERBRERENRS.

ERBIEWER | EHBIEREERAFIRENIIE E £ BB Amazon S3 kM8, KI5 , BAILLE
hTRE B KT MRS B RN B,

FEIAERESRRE

BIE B IRIZE Application Discovery Service TREBUWESRS ( TREBUESS ) REE 7 UWNESS , WP FT
R, BELEFEIATIENAUNMAEELRERESREERE.,

WENEREERE

£ RRBYWER BAER EER RERERRE R

HREBRERRERE L , PUTUL TR

a.
b.

TR,

EWERENTD , MAATIRRAKESENEN. ENTLLETEER , ETETERKRTH.
EXIBREN B AWS kP T, BIAZ AWS Tk H AWS 7B Z4ATZ4E |, SUEERBK
WERLZAWBTENBIRK,, X IAM AFRERNEER , 52 I E Applice Discovery
Service TREFETED o

i. XTFAWS iFRIZ4E |, B ALREERN BFR AWS KPS IAM B F 8 5R 248,
i. XFAWS %48 , B ARIBERN B IR AWS IKkFH IAM B P IK 823248,
£ TRBIRESZD T, ERATHNERBWESNIG R#HI1TEHRILNERE,

i NTFEREBURERZED , HHARTRIEXN TAEUWERIRN T ERRYZE,
i. ZEEHFHA Agentless Collector B3 |, iF B X A BB THIE,
R “REERE

R B IR ERERNER.

Y48 VMware vCenter Eilf

EMNPINERSSSER, BEXHNFARERE VMware VMs |, i5i%EE vCenter RE3[HERE., B
Xi&E VMware vCenter IEENE LR |, 55, FH VMware vCenter T IE I E S TR I EIE R

AT N B4 EE vCenter EIE,

BN ERRE 69
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® Note
EiREE vCenter £/ 28l , FRRETLUNRGSAHRMHEIZEZIAMEFNRN vCenter £
=N

Y% VMware vCenter 1

HEiZEE VMware BIEWEFEHEH L , &3 4%%E vCenter fRS5 25,

E4%8 vCenter WAL , UITUUTRE -
a. 71f vCenter T :

i. XF vCenter URL/IP , & AEH vC VMware enter fRSSES EHLAY IP #biit,

ii. XIF vCenter Username (vCenter A H) , iH AEEBEAK S vCenter BEH A it
FEBAFPNER. XTFHAF , E6 A domain\username = username@domain
o

ii. XF vCenter Password (vCenter Z18) , & A A =13 i 7 %43,
b. EERF

Fzh E# Application Discovery Service TR IB UYL S 25

BLiE Application Discovery Service TR EUESE ( TRIBUEESR ) it , JLUEERERABHESR , 0
iR, BLELXEFEEDMREREAEIER , WEEFZHEH Agentless Collector,

UTRENBUMFHERLTRIERES,
FHEMTREWERS

1. REEHH TR WERRIT BUE BLREZR (OVA) Xt

2. (k) RINBWEHERBRIHLAEUER OVA X2 BIMI BRI BT TR U ERER OVA X
o

3. BRERINSREFETELEREED.

BEHNERNERLTREBERES. CERIERERSRERITRES.

BT RERESR 70
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EHFHEH Amazon EC2 34

1. M v VMware Center SRER TR YL EESHY IP ik,
2. ITTTUREERSHY VM 2 H & Hec2-userFAEBERcollector , ML T RAIFT TR,

username: ec2-user
password: collector

3. 1ZB Amazon Linux 2 AP IEE S EER AL2 SE4) 5 357 Se 6204 & /Y 15 BR 3 1T R 1E

RSERT AN T
Agentless Collector version 2

TREBUWERMRA 2 ERAEAL SE Linux 2023 , WH TR, 3ETEFEED)

EZHAMERERT Amazon Linux 2023 BISEEt4NT | 55 (I E#AFERE) R AL2 023
FH “RERANT 7, EC2

Agentless Collector version 1

TARIBUEBERA 1 EEIHLAER Amazon Linux 2 , IlH TR, B LEE TS

EFRAMAEEA Amazon Linux 2 BYSERS 4T | IES R S EC2 A 18R AL2HR A RAZSERTAM T 6

M Agentless Collector fRZ4x 1 AR EIARA 2

1. FERARIMREREINBTAEIRER OVA,
2. RERKIL,
3. MIBRIBRVERIRZ

Xt TACER IR R 2Rt 1T MU B B

AT B EMEB ] LARE B & ## R Application Discovery Service TRIBUERS ( TREBNESRS ) WEH
&) &
E&

« IF7E{&E Unable to retrieve manifest or certificate file error

HEHB -


https://docs.aws.amazon.com/linux/al2/ug/install-updates.html
https://docs.aws.amazon.com/linux/al2023/ug/live-patching.html
https://docs.aws.amazon.com/linux/al2023/ug/live-patching.html
https://docs.aws.amazon.com/linux/al2/ug/al2-live-patching.html
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« BRREE WinRM iE 184 B LR IAUERE

- BEREIEPLZETE AWS WERIEUERR

- EEEEIRE XN BEE IALERE

s SRTERNBHER

o (&5 IP Hbit[a) B

« 8% vCenter R R

- BEREEND MBERERRPHEERE R FE
- BEREEND MHRERERRDPREREEE

- XEIMYT ESX EHL

- BMERIE AWS K EBFRIBELR Support

IEE{&%E Unable to retrieve manifest or certificate file
error

MREEZRBET vC VMware enter AP S E K Amazon S3 Mt EE OVA BT EI 4R iR |, iHHE®R
&8 vCenter RZEHEUTEK -

« VMware vCenter Server ixZ< 8.0 B 1 ESRA
« VMware vCenter Server 7.0 E#T 3q ( ISO M4 23788036 ) B E &R A

fORELE WIinRM IE P ETHY B X B AL A&
MREA WinRM I PRE | N THEESESSIIHMENES AT REBEIRES,
SABEZIERMENAG

1. 7£ vCent VMware er FITFFULEERSHY VM Web 8 4l& |, RiFec2-userEA BB E
Fcollector , I TFHIFT R

username: ec2-user
password: collector

2. BERATEE WinRMIEBHWENEZXE CAIUEBHEBERT, /etc/pki/ca-trust/source/
anchorsfiln :

IEf£18%E Unable to retrieve manifest or certificate file error 72
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RAriEmE

/etc/pki/ca-trust/source/anchors/https-winrm-ca-1.pem
3. EREMIED , BETUTHT,
sudo update-ca-trust

4. BITUTHHEFBIENEBEWRESS

sudo shutdown -r now

5. (k) ERIFEHREERMEA , TUETUATHT.

sudo trust list --filter=ca-anchors | less

BERRIBALETR AWS WEREKERS

ZREBWRERFEET TCP M 443 WS MHHATHIE TR, AWS EEZFIEFEE

Collector B , AJRES B T HIRE L,

© FEEE AWS
AWS ToEEAR, BERIENEZRE

Agentless

HI LR JRE 2 Agentless Collector 2R 5 ZRERERELIETFTESZBERFN AWS HEL

HTTPS E#AM, MBLEREITIEE , NERBUESE BN LM,

ERIEEE AWS

1. FEALHITERR , THERLANHAEREHE L TED RO 443 QEMEEHIEL AL
AWS EiE R HMERE, WL AWS HHEFEHUELAERTENEXERXEES (HHIN ) X

. us-west-2 &2 H M X,
WRIER AWS K EXE A us-west-2 , MATEHEZBEEHILIFFE

* arsenal-discovery.us-west-2.amazonaws.com
* migrationhub-config.us-west-2.amazonaws.com

* api.ecr-public.us-east-1.amazonaws.com

EEREIRP AT AWS WEREWERR

73
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RAriEmE

public.ecr.aws

WMREN AWS IKF EXFHAR , WA THAFEH G ENRus-west-2 :

arsenal-discovery.us-west-2.amazonaws.com
arsenal-discovery.your-home-region.amazonaws.com
migrationhub-config.us-west-2.amazonaws.com
api.ecr-public.us-east-1.amazonaws.com

public.ecr.aws

R IERIBE K IEBE LE T 3 Agentless Collector FE S 2 BER AWS HR AR |, BT "SR
BE TH #%EERS BrhEEREEN.

2. WMREFHPHABFREBREERD  FEAUATIRBERVERELNESE L —FSHhFIHAVER

HUE B IEE,

a. M v VMware Center SREXERIBWEREH IP tbiik,

b. FTFFUEESSH VM Web 24| & Hec2-userfEFAZEEFcollector , ML T RHIFT R,
username: ec2-user
password: collector

c. BEERA 443 LIiZ1T telnet KX ESFAFIEMERE , LT REIFFR.

telnet migrationhub-config.us-west-2.amazonaws.com 443

3. WA telnet T EMEMIE , TR ILBERT Amazon Linux 2 BB AL E &4 DNS RS 28,
4. MRBERMAERE , ERBESIE , TSR LNAE AWS WERSH B R Support,

1B EEZEEIE AN B LR AL E

MERET HTTPS SR RMEHREBEHRITEES

1. M v VMware Center SRER TR IBULERSHY IP Hbiit,
2. ITFFUREEESHY VM Web 24l & Hec2-userff A BB E Fcollector , LA T RHBIFT R

username: ec2-user

, FEZREEFEXRIUES , NWARFERHIES,

EEEEINREENNE BERIAERE

74


https://aws.amazon.com/premiumsupport/knowledge-center/ec2-static-dns-ubuntu-debian/
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password: collector

3. NEZEREXBRMNIEBEN (S¥FE----- BEGIN CERTIFICATE----- M----- END
CERTIFICATE----- ) REREBI AT Xt

/etc/pki/ca-trust/source/anchors/https-proxy-ca.pem
4. BREWILED  BEITUTHS :
sudo update-ca-trust

5. BRETUTHTEMBHTAEWES

sudo shutdown -r now

FRTRRAYWRER

FNMNRERNIRSE BT AWS Migration Hub ( Migration Hub ) $#2#| & K EE R ES TTE LK F,
B LB EREMRS R “FEE BRI R KRB H B B BRER

LT RN A B AR M SRR 2 & LR BIE TR R &
R TTREWEREH S

1. EREH AWS Ik | & AWS Management Console 3 $TF Migration Hub #2414 , Rt
JH https://console.aws.amazon.com/migrationhub/,

2. 7& Migration Hub & & SMBEER “RI” T , EF “BIFEKRESE
£ RREBYESR ETFF , B TREN “FEEE NENMEESW IP i,

4. BITALTRBUESSFESS | BHITHF Web X KEEE. RAEEBUEZFEALT URL: https://
<ip_address>/ , E¥ ip_addres s B THRIRTERUERRH IP #bit,

5. &R ‘BF , RERMALTREREREND  ZEBRETFREVRSESRMNREN. BELTEREED

6. TE‘TRBUWESS BFHHRAEL , & BERE T , &#F vCent er VMware 0 “&EF MY
L2

7. BREHMIHBESRE VMware vCenter EiUFE IE URL 4,

BIFETRREBE , WESHEHREILE vCenter Server Wi |, HBWERNWRSFERRN “EFE
WE RS, WRABMNDATFE , BSEMILNKE AWS KESFFIBERR Support.

FRTRENRER 75


https://console.aws.amazon.com/migrationhub/discover/datacollectors?type=connector
https://console.aws.amazon.com/migrationhub/

AWS Application Discovery AriEE

WEERSTRATENZEILRRE R IP it MERRZ, BE P it WFEHEE vCenter FTHEH
AT LAHS B S AR X L ) LT R U ER 2R IR E B IE BRAS

&8 P Huit @) 5

MR ERLEHERMH vCenter s AR, T, H#E vCenter RFJ|/ABEXA BT AR
[, MKERTRLSHEATRERS, EXMBERT , BRRE —FEEERER.

U R LARS B IR R R IP st B &,
{EEUWNEESS IP Hbit a5

1. M v VMware Center SRERFCRIBUREERSHY IP Hbiit,

2. T Web RIMR[IT A ERBURESRZEHES  RAEEBUEFEALT
URL : https://<ip_address>/ , ¥ ip_addr ess RUERSREM IP ik, HBELEFEED)

3. EEBR , ARWALREBRERZD  ZEBREVPEENESRMNREN, BETEFEE

4., ERRBRES #FHRITEL , £ BREKRE T , &3F vCent er VMware F 01 “&E&F 4w
L2

5. fEVMware BHIEWEFAEETNEHH “© &I vCenter fRSZE3" T , 18T vCenter FIFREY IP i
ik,

6. FRABMMNGSITIE (WMpings ) traceroute , WIFXEXA vCenter FRZ 22 EL FIEIR
A, AEATBMUESSELIGE IP,

« MR IP #puk N IEH A vCenter RS TIEFRES , BEWERZES S RER IP it , RFk
?¥-F_$o

« R P #ukIF#{B vCenter FRSFERAL T IEENRE | B EBUE,
« R IP it IF#E vCenter RF AT EIRES , FRETCRERE X ERIE M LEA QML

EE, MRE | BEHENAEIRE LR B WESE LV E EEE,
&8 vCenter E3E 7] B

WREEWERZTIRMEMN vCenter AR ERFTN , HEIEE vCenter IEEFEF KPR |, NUNE:S
AlRESH AT ERA,

MREER G vCenter TTAXRMFAE , BREABRENREAIRE T vCenter IMEEBENR,

BXYmEE vCenter ERMWEER |, BS R, %&E VMware vCenter EiE

85 IP bk [E] B 76
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18 & B3R T 20 A B ISR AR R Y B R 95 A (R &

Agentless Collector FEYBIEFEM 2 BB WEE RN ETE R T 15E DMS FifE S3 HEZRES
MRBEER “FoiETAE DMS” M “i5E S3” , BEEHEER K. BXEZELE , BSH EEEZ&?EF%&O

MRLERERFEZLXFEILRER  BREUARENBFBEBRESERAUFEERM, RE , HER
12 2 F¥DMSCollector K E& # FleetAdvisorS3Policy REERNMEEH IAM AR, BXEZER , BZH
B2 Applice Discovery Service T E &5 o

MRENBIREWERRTEERE AWS | FRAX AT ER B b7 RXER.

* dms.your-home-region.amazonaws.com

* s3.amazonaws.com

18 & diE e M 0 i 8 fiE WU SR AR SR Fh Y S 182 B L

Agentless Collector A By 23 = M 20 A7 BB WU SR AR SR 2 FIRHY LDAP BRSS 2% | LRI BRI R Y

BRERGRSE. A, BIERERRERINCHRERSRSB[ARINBEEFEN DRSS R BFER

%*iiﬂMmltbi&EﬁH&’“%%H&%“E%ﬂﬁ EfEfR. WRENBRFERERRTAERIIXERSR , BR
IEERE W LEES SN RS8R,

FEUTREIFR , AW replaceableBERE.

- ERIFRABTLUERE| LDAP RSS88 , BLRFKZldap-utilBHFE. Ak, BETUTHES,
sudo apt-get install ldap-util
REBITATHR,

ldapsearch -x -D "CN=user,CN=Users,DC=example,DC=com" -w "password" -b
"dc=example,dc=com" -h

- ERIFRBTLUERES Linux BERSERSES , BERAUTHS,

ssh -i C:\Users\user\private_key.pem -p 22 username@my-linux-host.domain.com
£ Windows FUAEE R H =TI EHN R 61,

ssh username@my-1linux-host.domain.com

EE BB L RIB 77
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£ Linux FRZ1TEIEA =6,
« ERIFEATLLERES] Windows BERSERSS , BEAUTHS,

winrs -r:[hostname or ip] -u:username -p:password cmd

£ Windows HLAEE 7 B 411781 E =B,

sudo apt install -y winrm
winrm --user=username --password=password [http or https]://[hostname or ip]:[port]
"[cmd.exe or any other CLI command]"

£ Linux & 1780 EH =Bl
« ERIFREAALUIERES| SQL Server HIEE , HEAUTH S,

sqlcmd -S [hostname or IP] -U username -P 'password'
SELECT GETDATE() AS sysdate

- ERIFRABTLUERE MySQL B#EEF |, EEAUTH T,

mysql -u username -p 'password' -h [hostname or IP] -P [port]
SELECT NOW() FROM DUAL

« ERIFRATLUEREZ] Oracle %IEE , TEAUTH S,

sqlplus username/password@[hostname or IP]:port/servicename
SELECT SYSDATE FROM DUAL

- ERIFEERTLIERESD PostgreSQL #iEE , BHERAUTH S,

psql -U username -h [hostname or IP] -p port -d database
SELECT CURRENT_TIMESTAMP AS sysdate

MRETEEEIBEEFNDTRS SR , FRARRHAMENNR. AXESRER SR RRENK
B RRS 2R

XIFI ESX £

TARIBUERE MM ESX 4. ESX EHL4IME vCenter Server SEHIHY —

T ESX E4 78
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BRI AWS INEEES B BIEX R Support

MR E R Application Discovery Service TR B KRS ( TREBKESR ) BT MBEHFZEZHE ,
BERRAWS I RIMNEEEERR , HAEEREZREWERAE,

RMEREBWERBE

1. M v VMware Center SRER TS EEUNEESSHY IP ik,
ITHUNEERSHY VM Web 2% & Hec2-usexFHAZB E Fcollector , ML T RBIFT R

N

username: ec2-user
password: collector

3. ERAUT@®SSMEREXHX,

cd /var/log/aws/collector

4. FERAURTHTESRBEXH.

sudo cp /local/agentless_collector/compose.log .

docker inspect $(docker ps --format {{.Names}}) | sudo tee docker_inspect.log >/
dev/null

sudo tar czf logs_$(date '+%d-%m-%Y_%H.%M.%S').tar.gz --exclude='db.mv*' *

5. MEREWERR VM R EHI BE 4,

scp logs*.tar.gz targetuser@targetaddress

6. Ftar.gzX#H3R4 E AWS nterprise Support.

BRR AWS X HF 79
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FEIES A Migration Hub

AWS Migration Hub ( Migration Hub ) § A i & IE #2215 A #h B8 19 1% 4015 B 5 A B Migration Hub
, M EMEA Application Discovery Service TRIEBUESE ( TRIBWESR ) = AWS NAREF AT
¥ ( Discovery Agent ) , AltEBATUEENS AN BTFEHRHITEBTEFAK, BETLUFRRHE
ANRAREFRDE , HREEIBRS

ERNMBRERSABERNSR. BE , EANTRMEIZ —RAES A RS R 5.

- FAEILNE=ZATEARIT SR MRS I[/BIRN XM
« TRENNESDRE (CSV) FARR , HER SN A IRS SR BIEERZER.

FANEERNFR S E 2 —SIBABIEXHE , EBAILER Migration Hub 24| & s H dh — g
# £ F| Migration Hub AWS SDKs, AWS CLIEXXFEMNETMMWEZEE , 15 Hthe section called
“TEHNSAER,

BAILRERZNMNFABER, IFMERRIAFLE, EAUBREIRHEHNFARES ABRNRE
APls,

SABERTRE , BUUEEENFALRKHFAFE. EZEM Migration Hub Z2H| & FEFF A XY
& RENNARFRS . NRESATEFEIER , EUAEERIMRABNERITBAREFNK
WAV IE R B IRFR

WEEEIR - REREM T — N, TREREEMARABISREIXMHFU CSV B THEIERTHF. 4IE
HiRE , FRAXEXHERRIENTABER,

REEA TS ANIERE. SANBRSHHNETURENERBRIZERE. BXEZELR , BSH
AWS Application Discovery Service Bt&i,

XEFNF AR

Migration Hub ¥ TS5 A,
* RVTools
« Migration Hub § AR

XENS AR 80
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RVTools

Migration Hub % #%&i3 & A VMware vSphere 95 H., RVTools{®R17kK B KK

ERF RVTools , B EER “2 S HE csv’ MR “2ZF HE Excel” M |, R

BESSHR  Ria™ ZIP X445 A Migration Hub &, ZIP FEELLT X4 -

VinFO, vNetwork, vCPU, vMemory, vDisk, vPartition, vSource, vTools, vHost, VNIC, vsc_vmk,

Migration Hub & A& 4R

Migration Hub § A RFEMEMRKIFES AR, RENBELIRA CSV XHEXFNKRNX , AR
REBEXFNFR , ANXENFRERENTEE,

TRPSAFZFRENZINES () KRRZFRALEFR, ENSANHFNESNMCEZBLAEDER
—ANHSNIXENSIEFTER , UEE—iRRRESRIEAEF. BN, FEEMLEFZRNIEIHE
)35 /N

TRASAXHEBZLHRS (V) RAWRERT serverlD , MZBHNRix,

® Note

MRREEFEREM— VMware, MoRefld 5 VMWare, VCenterE L , BiR5|—5i2%
IR NFERBIER —&1IEFEH,

SAFEREN iR =~
Externalld* RFEHE —FRMAESMEIENH Inventory Id 1

EXFRREF, flan |, Externall
dAURBEROARSBE  Sever?

% 1Do CMBD Id 3

SMBiosE&A R4EE BIOS (SMBIOS)
ID,

IPAddress* S0 Rr RSS2 IP #hit 5| 192.0.0.2

EZ2E5 5
& , A5lE5EIER,
"10.12.31.233, 10.12.32.11"

RVTools 81
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SAFZREWN

MACAddress*A

HostName*»

VMware.MoRefld*A

VMware, VCenter& {3iF*A

CPU, NumberOfProcessors”

CPU, NumberOfCores”

CPU,
esh

NumberOfLogicalCor

os.name’

os.version”

VMware.VMName”?

(e
)
=%

255 BRI BRSS 28 MAC #biik
5%, A5lS5lEXR,

RESBRNENR. B
ZEERAT2RENEE
(FQDN),

REXNRISI A ID, MR HE
VMware. VCenter[d L,

LWL M —FRRTF, SR
£ VMware. MoRefld,

¥ E CPUs,
YN EY S,

A3 25 AT LAE &Y CPUSTEFR
BLELEITHEELRR. B
L CPUs X#5HEHEA CPU
BERETSN&E, B
MIERT , kBT YE
(RELL ) ABREE.

BRIERGHNEN.

BRIERSHMRAS.

RE LAY B 750

T~
00:1B:44:11:3A:B7

"00-15-E9-2B-99-3C,
00-14-22-01-23-45"

ip-1-2-3-4

localhost.domain

16

Linux
Windows.Hat
16.04.3

NT 6.2.8

Corp1

Migration Hub $ A 4R

82
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SAFZREWN

NFE, TotalSizelnMB?

V¥, UsedSizelnmb.avg®

NFE, UsedSizelnmb.max?

CPU, UsagePct.Avg?

CPU, UsagePct.Max?

DiskReadsPerSecond
Inkb.avg”

DiskWritesPerSecondInkb.avg

A

DiskReadsPerSecond
Inkb.max”

DiskWritesPerSecon
dinkb.max”

DiskReadsOpsPerSec
ond.Avg?

EEPUN
fRS58: LA RAM EE |
LA MB 79847,

AR5 88 LAY F9 RAM A& |
LA MB 79 847,

ARS5 28 LAl V&R KX RAM A
2, A MB REfAL,

EU T EWEHBIERNHNFY
CPU fEAZ,

RYTEREHFENHHEKR

CPU fEAZ,

B VIO R (KB).

BR VW EE ALK (KB),

BYWRAHE BRI (KB).

BYBARHUEB AR (KB).

BW VIO E REURFHG

il
64
128
64

128

128
45
23.9
55.34
24
1159
84506
199
6197
37892
869962
18436
1808
45

28
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RAriEmE

SAFERER
DiskWritesOpsPerSe

cond.Avg”

DiskReadsOpsPerSec
ond.Max?

DiskWritesOpsPerSe
cond.Max”

NetworkReadsPerSec
ondInkb.avg*

NetworkWritesPerSecondInkb.

avg”h

NetworkReadsPerSec
ondlnkb.max?

NetworkWritesPerSecondInkb.

max”?

M REF

ApplicationWave

DU

B VFOMEEARFR.

BYWHRAHE REURFHR

B RAWEEARFHR.

BY MK IZEIRER
(KB),

BRHFEINEEAREHR
(KB),

B R AWK IZEURIEL
(KB),

BUBRAMEEAREYR
(KB)o

E25 5 PR r S5 I AR S5 RR BV &L
RARERF5IE , Asl55IER,
ZEATULEENENARFMN/
H G AR CIRAVET M AEF.

X & RS BRIV ER R,

T~

1083
176
535
71
45

28

1083
176
535

71

Application1

"Application2, Application3"
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SAFEREWN iR i
FR&A EF 2RI A name:value  "zone:1, critical:yes"
HPRZFIR,
"zone:3, critical:no, zone:1"
/A Important
BENNBRBER (W
PMABIE ) FRERZ
H,
Serverld £ Migration Hub BR$585%13% d-server-01kk9i6yw
B R AR 2R AR IR o waxmp

AEHESABHRPENNTEZRFERTHE , EUUUSARE , RESMERELERT
HIEZEREIA, BYFEAABIAFCEERESNSFABREEEEN, IRFEXTEHSHTEE
External ID, MStFEA TH—bFriRMS AIEFRK. MRBRIEECERE , NS ANFEEHARIERD
PChcse , ZBBES ABRMELIREMEK, BRUECENESER , FSHEHR 2 XTI RS A
RAREFNEE,

® Note

Migration Hub S AR X#HSF ARRPE LN FRZINEMFTER, RENEMBELFBEHK
BHE , TRF Ao

RES AR

ESABEZG , BRRAEH IAM AFRHELEN Amazon S3 R , AISUNENS A4 L%
(s3:PutObject) El Amazon S3 HiEEIII R (s3:GetObject), X MFET B2 IAM KEEHFH
M NEIEZE AWS IK PP AHITS AR IAM AP REIL B RIAXER ( AT AWS CLI ) S $ &R
R

Console Permissions

ERANT IR RERER RS EEERN AWS IKFPRES AERN IAM AP R RERK,

b

X3
mé
4o

S AR 85
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RAriEmE

YRR R E M INEE RS

1. &% AWS Management Console FTFF IAM $#2FI& , Mt Fhttps:/

console.aws.amazon.com/iam/.

o & 0N

ESMBERKTD , &F Users ( AF ).
FREFEEEXEHNREBEAFHNE T
ERNPRIET |, EFR IR,

R EEMMIMERE , REERECIERE,

a. HETHOIERMIREL , %#&F JSON , REHIELLIT R,
BX 1AM R RS A 324 £ 45 B E o 9 17 A8 RO SRBR A 5o

"s3:GetBucketLocation",

"s3:ListAl1MyBuckets"

"Action": ["s3:ListBucket"],

"s3:DeleteObject"

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
1,
"Resource":
.
{
"Effect": "Allow",
"Resource":
},
{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
1,
"Resource":
}
]
}

b. EEREEXMK,

["arn:aws:s3

["arn:aws:s3:::importBucket"]

:::importBucket/*"]

BEFENFREBR ISR

RES AR

5

86
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c. NENKBREMR-—AFEHRNER (L) , AERERBKEE,

d. EFRCIBEKK,

RENFEER AWS IKFFRRES ABERNWAFHNER TR IAM 25 & TH.
RIFTREE R |, B REN T 012K RGBT

1%£3#% Next: Review ( T —%& : 8 ),

%3 Add permissions (R INRER).

© © N o

I, BEEERRHNNE IAM AP , A UFABSEASRET,
AWS CLI Permissions

FERAATERMBELENFEER , BT IAM AFERRHS ABIEERNVNER AWS CLI,
=Rl pE A=

1. fEHaws iam create-policy AWS CLI s HRIEZEB L TNIRE IAM KEE, 1I2{EFE
FREBEMERA IAM AP 8S A XX L& B H Ao 176 B KRR & .

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::importBucket"]

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"

1,

"Resource": ["arn:aws:s3:::importBucket/*"]

}
]
}

BEXERALBTNESEER , B350 (H5%E) H# create-AWS CLI p ol icy,
2. fEfaws iam create-policy AWS CLI S eIEZEEU TR EAM IAM KR,

RES AR
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"discovery:ListConfigurations",
"discovery:CreateApplication",
"discovery:UpdateApplication",
"discovery:AssociateConfigurationItemsToApplication",
"discovery:DisassociateConfigurationItemsFromApplication",
"discovery:GetDiscoverySummary",
"discovery:StartImportTask",
"discovery:DescribeImportTasks",
"discovery:BatchDeleteImportData"
1,

"Resource": "*"

}

3. f{#Maws iam attach-user-policy AWS CLI @ {FE1E BT AN 5 1R P 6 2 1Y 5% B B AN
R E R ELR AWS KPP FHITS AERE IAM P AWS CLl, BXERLGSHNESE
B | #5H (AWS CLI is 55 %) attach-user-policy i,

E , BERERBHFME IAM AP, RAUTFHSAZRRET,

FigE , 3 IAM AP RN R LA BIEIEERN Amazon S3 FERE | 14 TUREX REV B INRIZ
B, XHRAP S RERIZN R

BN S A X L& Z| Amazon S3

BETXR, B850 CSV BAMN S AXH LEF Amazon S3 , XEFEERES A, BEFHBZH , BN
%A — Amazon S3 F#EE , AT FHEGRAIZN/SIEFHF A

RS A X E1£F Amazon S3 88
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Console S3 Upload

NS A X & F| Amazon S3

1.

© N o o M~ w b

&% AWS Management Console 7 Amazon S3 #£#l& , Witk https://
console.aws.amazon.com/s3/.

£ Bucket name Sll&kH , ERE/RXNR LA BN FEBHER.

pvik= kN

£ Upload XiEHEAF |, E£$F Add files SUE R E F£HI X HS

ERE LAY REERITH,

pVik= kN

tEEXHE , NEWFE B SIEROE RSN BIE XN RN E .

MIIRIFMESTTER Overview (BEiR) %I+ £ , B4l Object URL (I URL), ERIRS A
B3Rt , FEX URL,

# 2| Migration Hub #H|&FH “SA” WH , PR SATIE. RE , FXIR URL #505E
Amazon S3 X RM L F B,

AWS CLI S3 Upload

NS A & F| Amazon S3

1.
2.

, SMEREFS AXHF B o

aws s3 cp ImportFile.csv s3://BucketName/ImportFile.csv
XRIREILTER -
upload: .\ImportFile.csv to s3://BucketName/ImportFile.csv

EHIRE M 5EE Amazon S3 W RER, ERIES ABERE , BEEEX,

RS A X E1£F Amazon S3 89
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= *
S ARIE

M Migration Hub 12l & T8-S5 AR EARNE R RS F[HRFEERERE , RUTHRFHEES A
%l Migration Hub 7. MATULEAER T MAPKIL BV A% , BELERERHE , ELBI#T AP
A AWS CLI,

Console Import
£ Migration Hub #Z#I&® “TE” MHE L F RS AIE,
B BES A

1. ESMBEEFH Discover (KH) T , %42 Tools (L&),

2. WMREBEFZBEES AER , ATLBIIER Import (5 A) #EHREY import template (§ A
BAR) FEHIZER, T THROER , AENINERRFZFHIFEERE., REATUMN
FEAIH Amazon S3 N T8-S AR , Mikhttps:/s3.us-west-2.amazonaws.com/
templates-7cffcf56-bd96-4b1c-b45b-a5b42f282e46/)3 import_template.csv

3. EffFSA TE, BE “SA”EREE “SA

4. EBABW T, EESANENR,

5. iEE Amazon S3 X HMut F ., ERTHIR , EFENS ABIE X4 L& F Amazon S3,
BXEZER , H5HA HENS A E4£F Amazon S3,

6. EZFEATHHE Import (FA)o XFFTH Import (BA) NH , EZREF , BUUEFLEHSA
REFERP S HARE,

RBRELASRBEHENBIESAE |, Imports (S A) NEHFETREBNSFABRNWFEAEE , BFEH
ERA, EREE, RNHEAKIEZRWHBEUAR TRIXLIEFKNE, NZREF , EEFTUSMH
Z Servers ([RS25) WA , 7 Discover (X)) T EEXRBRS AN EIE,

¥ Servers (ARS528) WA L , BAILB R ARAINGRS SR (1RE ) WIRARSAER. &
BEEE B FFIHNSABHMN SA (SAFLIER ) RESHAE , SRR RS
2 NE , FZRETRREMES ANBEENRATILSE. A5, EAREIBRTZEES AN
iz,

ARER zip B, HPBEFHANM : errors-file M failed-entries-file, errors 34
BEEXRBSAXMHBEHNENABITRENERERIRRXEKRIEN, BAUERIZX
HIREEERBAEMNE, KMHFZEXHITEIAMNZTNRAERMENS], BAUEZXHPI
1T errors XHHIEHNER , AEEBRXSAELE TEENXH.
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AWS CLI Import

ENFHREBIES ATE AWS CLI, AWS CLI AR AEHEENRERLRE, BEXEZER B85
¥ {AWS Command Line Interface FIF¥E/E) T L% AWS S 1TRH.

® Note

MREHRIEES AEMR , WATAE LA NERATH Amazon S3 FEBE T EHS AE
#X : https://s3.us-west-2.amazonaws.com/templates-7cffcf56-bd96-4b1c-b45b-
a5b42f282e46/import_template.csv

BHBESA

1. T —MNEKREQ , BAUTHS :

aws discovery start-import-task --import-url s3://BucketName/ImportFile.csv --
name ImportName

2. XFHUBENSAES , HEEUTRSEES !

-~

"task": {
"status": "IMPORT_IN_PROGRESS",
"applicationImportSuccess": 0,
"serverImportFailure": 0,
"serverImportSuccess": 0,
"name": "ImportName",
"importRequestTime": 1547682819.801,
"applicationImportFailure": 0,
"clientRequestToken": "EXAMPLEl-abcd-1234-abcd-EXAMPLE1234",
"importUrl": "s3://BucketName/ImportFile.csv",
"importTaskId": "import-task-EXAMPLE1229949eabfEXAMPLEQ3862c0"

BERIERY Migration Hub § A1E R

R BAfE AR HI A R E A — N RERER Migration Hub $ A& REVIRA AWS SDKs, AWS CLI
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Console Tracking
£ Migration Hub #Z#| &/ “S A" #HEHRF , REXIAUT THR,

- BM-FABERNE.

- SAID-BFAERVE— ID,

- SARE-BIES AERN BB E,

s FARB-BFAEBRNRS. ETURNATEZ—

« SA-MBBEXHYWEESAH,

- E@Q@ SA-BRIIS ABNRIEH,

s SAREE-BEXHEPHN—FREZRZRERSFALIK. EFREABBICRAA , BEHIEHSA
£551%£4% Download failed records (FEAMAVIER) , UIELRMZE csv XHEHRHEIR , RE
BRS A,

s SAXM-BEXMHPEESANIER. ERRABMWICIAE , BFEHNEHNS AEFIERE
Download failed records (T &k MIIEFK) , UIERMEE csv XHFHEEIR , RAEBRS
Ao

s FANRBR-BFEHRREXHFRI S ANIEEIK.
« KMMIER-RF/HEHRRXHFREANIETEE,
CLI Tracking
B LA EFaws discovery describe-import-tasks AWS CLI R RES AESHIRES,

1. fIF-—MRREQ , BAUTHS :

aws discovery describe-import-tasks

2. XFFEL JSON BRBREEHFAIESAESHIIER , AFHS NRESMEMBEXES. (7E)
BRI LFEE RGBS AESH 5

ERESAESHE , BUESLXIRER serverImportFailure EATFE, MRLXEXTE
o, MRBAENS AR EE—NREANTLTESFANEZEH,. EFRX—FA-A , 7 TERENKXKIZ
FAR , REEDPNXY , RAERBRER failed-entries.csv XHBIRIERSE A

ESAESE , EUUBITHARERBHERNREENEIEIR, HlU , BTN BEERT
BAMIEFIAE, AXEARMBIERAEKRBREARBNER , FSREEERS A KBS FE F&,

JBERAM Migration Hub £ A& R 92
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=X =gl A=y $:0 €ir

Application Discovery Service TCIEW &SR ( T E U LSS ) A AWS Discovery Agent ( Discovery
Agent ) HRFEFHEFARNBERNARRHREMERE. EUUFEAREINREEERERITE
BB (TCO), Discovery Agent 2INEFEFMAANHKIE , BERAMEEEFE. AWM BILMEZE
BEUUR RS LETHH RN R FHRE, SRR T SRS 5 2 B B W &K 355 R H 948
KRFEDHNBARFR UAHITEBAL,

EATH , BREIERNAEFNEATAERER[RNLIRENZH ENRAREBERIBIEA B
B, AWS CLI

=3
« {#F Migration Hub &4l & & & WENHKEE
« RETT# Athena R HIETE

£ F Migration Hub 2% &5 & & WREMNHIE

*tF Application Discovery Service ZoXE Y& ER ( TCIEUESR ) 1 AWS Discovery

Agent ( Discovery Agent ) , ZBBRELEFRE , BAUERAEHEEFTHIBENEXEHNRS
BMEIE. VMsBIEREFHBARA 15 285 , BELEREEHEF. BEAUEA AP ARS
HIEBHE | MNEL CSV B REFXLHHE AWS CLI,

EEEHAPEEE RN RS EOWERRE | BRBHNSEIRIEL AWS Migration Hub #2414 &
EERSE, ETHEXFERAZSAEE. FEFARIETAEKESED Discovery Agent K I i BR 5 28
NWEZEE , B3, FH AWS Migration Hub 25| & X I EIE

TREBE R EN D T BEREERFRENHHE L& F Amazon S3 F#1§, ERLUE AWS
DMS Z2H & EFZFHEBTNHE, BEEFCRUANGEEFEND MRS [/HOWERE |, HRBPH
SRR ETELRENTRIE.

P E R BRY AR SS 2R M B A AR e Y 12 1

AWS Application Discovery Service ( Application Discovery Service ) EBRNER CEZ 5 , AT LR
AERINRSR[ANSAERECER, HZEERN—PTEUN , E2AMEEMSFENHERI
BR &5 2RH1E B

WIEEEE A LA ERE SN RFENEERS SR , 218 AWS Migration Hub ( Migration Hub )
S A. Application Discovery Service ZTfCEUSEER ( TRBWERR ). AWS RAERFRIINE

ERRENBIE 93
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( Discovery Agent ) M1 EMFHE T E, HX Migration Hub 8 AMEZEE |, i35 Migrat ion Hub

= Ao

EHTRSHFRIAN , BIMREEZHSANERREITRIRE , UBREANRSREEHFTFE. OR
AKREICED , MEIZ—NHER , ANFIERDE NI — RS F[R IR, NRKBCER
MatlZ2—1H%E , E2N#HFE 2ESINE RS [ AEREME—IRSI|[/ARARF. # Migration Hub
HAERERLRSEEN , ARKIZBSHFH - HE—%KE.

E&ZBEXBENRSFERUEREH  LERKBLENATRALERNFTSALCKNELE NR-MEER
SHREMEEARBSIKRENZNME , PINERS AR Discovery Agent R BIRI4A TE ARS8 B KBk
WA TER Total RAME , WEZRS RO EEILRT , FERKITEMNVE,

Uil =7 B

MEAEAMNIER , FRAUTZEREE RS

« Externalld— XA TEEBRSBHNETEFZR, IRMFRINVNESHMEZBEXternalIdH{ELE
B, MELEHMFEREEICHE , Application Discovery Service B3&EEIXHNEKE

* |IPAddress

* HostName

 MacAddress

« VMware, MoRefldflVMware, vCenterld— XFMEXIE B — N5 H RN FERHE
[@ , Application Discovery Service = e 1T LE .

BRET D% Athena R ERIE

Amazon Athena Y BIEIRE LT IETE — N 5 2 4T Discovery Agent MR INRY P A 25 ith BR 5588 A UK
EMBIE. M Migration Hub #2#|& ( A StartContinousExport APl ) & | Amazon Athena H#Y
BIEFREATESREBERBEREDRERE , REWENBESEH B FHEEN S3 FHEF. AXES
EE , 55 HEERILSE Athena FEVEIE.

Amazon Athena FIIBIERREATFEE— M A 2T KM KREMN RIS 2 i B 5535 W E R BUE
M Migration Hub ##|#& ( S/ StartContinousExport APl ) J& B Amazon Athena F Y BIBIRE H
FREREHEWEDEE , REKENBESEN B FHEESEHN S3 FHMEmH,

RiE , B L5 E Amazon Athena IZTTTRE XN ENR , Ao M B ERSFNNBEIFIIRSGEE, 85
ARS5 2R LB ITHHBRREURFRERS 2R Z AR MERBR R, I, BEATLEER Amazon Athena

1£ Athena PIRZRHKIE 94
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FEHCWHEHENER , LEREMIEHER , flEEEEKIEE (CMDB) &1 , ANXINERS
BHEXRRI S NMARFREREFR, & LU Athena Bi#EE S A QuickSight mazon 5% , LAAT#I{E
iR IR ITH A D AT,

ATy EBIEIR T £ Athena R EABIERIFEMA LA IR ETRIMN SN, AWS
£ Amazon Athena P B EHIEIRE

£/ Migration Hub ZHI &AM API ARAFEHLSEH , BIA7E Amazon Athena B THIEHRE,
AWS CLISZEAMETF BEIBIRERINEE , RS 8ETE Amazon Athena RFEE H FRIFRZE LI IR,

B ELESH B, ENKFSEERRSHEXA
fBAWSServiceRoleForApplicationDiscoveryServiceContinuousExport. AxItARE R
BEWNEZELR , H3Application Discovery Service HI RS FH% & BIE,

LA % B % B tn{al 55 R #2460 & A1 Amazon Athena FF /2 2B & ThaE, AWS CLI

Turn on with the console

1 Migration Hub & & /Y “BiE RS TUHE LIEF “FFREFEWE" , 2 FE7E Migration Hub 25l
AWEEWESETHE £ E “£ Amazon Athena FHITEIEIRE WX , RXFBEHES
H , EPA[/E A Amazon Athena FHIBIRIRE,

BEidi4l A E Amazon Athena B B HIEIRER

1. HESMBEHKD | %R Data Collectors (BIEUESRR).
2. i%$¥ Agents (RE) T+,

3. BEE TFRHEEWE , AEMRECELFTRE THERE , FEE “Amazon Athena F I EIER
R FFxo

4. FEE—SERHIEED , EHRBXRBREANEENEHIER Continue ($4E) =X Enable (B
A)o

(® Note
FBHREBIEL “BESE BX121T , XHEELZESE Amazon Athena FEFFLE X
NEIE. BRSRALLIhEER | BHBIBERZAAEEE 30 28 F 8EE R1E Amazon Athena
M,

FRBBERRE 95
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Enable with the AWS CLI

Amazon Athena FHIBIEIRZ IR BEIENRE API BABEBETEMN “H5S5H., AWSCLIRI ,
AWS CLI AR EELEHIRERLE,

Ef Amazon Athena F %% AWS CLI #F BHIEIRE

1. &% AWS CLI EATEMRERS (Linux, macOS = Windows ) B, BXiiEE , ES
EAWS Command Line Interface B 5/,

2. HAGHERTRE (Windows) L& iR (Linux B macOS).

a. A aws configure }#&T Enter,
b. HALH AWS 15RZ 4R ID M AWS FAR TR EH,
c. NFEIAXEEH , WA us-west-2,
d. XTFRMIAREBEN, BA texto
3. BAUTHT:

aws discovery start-continuous-export

® Note
BHNREBENEN ‘BFESEH BXNE1T , X[ EEREEHE Amazon Athena FEFFLE LI
HEE. BRBRALLIIEER | BN BIERZAEEE 30 28+ 8.2 R Amazon Athena
Fo

B $#71E Amazon Athena 33 %5 2 4E

£ Amazon Athena FF BHIERRERE , BAILAEREE Athena FEBRHIE | ABRFEENLCERELN
FiFMASFIIE, BUUERXERBEEREFRE , BITRADI , NERBHEE AL ER LUEL
TERAFAENNEZLBRRESE,

AT BE 7 a{A B #271E Athena 25| & P B REBEHIE., MRETE Athena P& EFMAEHE , &
I8 R1E Amazon Athena F B ABIERRER , N RELE R — MY FERREIE Amazon Athena /3 A
BURIRZE , TR, £ Amazon Athena FFF BHIERIRZE

WR B 96
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[E#Z1E Athena 733 38 AR I AYBIRE

1. £ AWS Migration Hub & & 4 , EEFESMEX PRI RSER.
2. EIFLLE Athena BHIA |, FiERE “EIL D Athena F X BEIE",
3. 1E Query Editor (Ei)4%3825) WE L , £ Database (BEHE) THSMRERKRD |, BRERT

application_discovery_service_database.

(® Note
£ Tables (®) T , A TERETERRESEHNBESE.

* o0s_info_agent

* network_interface_agent

+ sys_performance_agent

* processes_agent
 inbound_connection_agent
+ outbound_connection_agent

 id_mapping_agent

4. BITE Athena EHRBERFTHRENZIT SQL &Eif) , 7 Amazon Athena 2 H A FERHIE, Hi
wm, WA LERAUTERREELXINNWATE RS ES IP ik,

SELECT * FROM network_interface_agent;

EXEZRHIER , HSHE Amazon Athena R {ERTIE L&,

A LI S Athena EiiE

AT A ENEE |, T EABERT S HETHLERF QuickSight SiEMFFRERTH{ETE |
ffltnCytoscape, yEd=Gelphi, FRAXLETERERMER, HERKXRMEMERERT. ERLAE
B, AT LUES AT L IR FEEE R Athena , IXFEE R 0] LAY [E] SE IR SEE B9 BB VE N £ R AT AL B9 SRR o

5 F AT 9L IR AL Tk Athena BX#E QuickSight

1. BFIT D% QuickSight,

2. i%&# Connect to another data source or upload a file (E 22| H b ¥ ¥R =R 45 X H),
ARICHTE o7
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3. & Athena. FETR “¥E Athena BIER" X FHE,

£ Data source name (B#ER B ) FERPHAZ N,

TR O EHERIR,

£ “EFE B gents-servers-osk” XWiFEEFHIERE A ® , AFEFER,

£ Finish dataset creation (FE R EIEELIE) ITFESD , #IRXIERE Import to SPICE for quicker
analytics (5 AF| SPICE LA#t1TIRIE 2 #7) A Visualize (ATHL1L).

N o o k&

HEIENTRLER,

£ Amazon Athena FERTIE XL Eif

ANEE—4AMENNER  XEERANTHRENERRS , 20 TCO MMM R ML, ERILE
EHERAXEEN , IRF\FEACHERNERITER.

ERATELHNER

1. £ AWS Migration Hub #ZH&H , EESMERPRIRSEE.
2. EITHILSE Athena 5| A |, iFEER “EILS# Athena A S EEE,

£ Query Editor (Eif14%%E25) TWH L , £ Database (B{EE) TS MEK S , BERIEERT
application_discovery_service_database,

EEHRBERPEERME (+) SEBFEHNETF,
MENERHEFEF —NEH,
FEARMEZINCIENHERNEM FHEREERF,
i%£# Run Query (Z1T&1#).

w

N o o k&

MENXES
EERBUEEEXLEEANER.
FRENBRSSESHY IP bk R EH B

ZUNEBYEFRBRZATRSHBN IP it NENE., Sl EEtEAFEALRNE, Bx0M
BIEMEMEER , 5 Amazon Athena AFIEEEHRHNCIENE,

CREATE OR REPLACE VIEW hostname_ip_helper AS
SELECT DISTINCT
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"os"."host_name"
, "nic"."agent_id"

, "nic"."ip_address"
FROM

os_info_agent os
, hetwork_interface_agent nic
WHERE ("os"."agent_id" = "nic"."agent_id");

RB B ERE RS RS

LB AT AR B IS HAT IR R, MREBENZPNZERSR/LEHETRE , WAL ERALERART

RENSTFREFEHMIEHENENERS S ELERT , RMNREABENLENEGRE , FER
FRIEFAE IP R E. BIBL 192, 10 R 172 FFK# IP ihitt,

SELECT DISTINCT "destination_ip" "IP Address" ,
(CASE
WHEN (

(SELECT "count"(*)
FROM network_interface_agent

WHERE ("ip_address" = "destination_ip") ) = @) THEN
Inol
WHEN (

(SELECT "count"(*)
FROM network_interface_agent
WHERE ("ip_address" = "destination_ip") ) > @) THEN
'yes' END) "agent_running"
FROM outbound_connection_agent
WHERE ((("destination_ip" LIKE '192.%')

OR ("destination_ip" LIKE '10.%'))
OR ("destination_ip" LIKE '172.%'))
UNION
SELECT DISTINCT "source_ip" "IP ADDRESS" ,
(CASE
WHEN (

(SELECT "count"(*)
FROM network_interface_agent

WHERE ("ip_address" = "source_ip") ) = 0) THEN
lnol
WHEN (

(SELECT "count"(*)
FROM network_interface_agent

WHERE ("ip_address" = "source_ip") ) > 0) THEN
'yes' END) "agent_running"
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FROM inbound_connection_agent
WHERE ((("source_ip" LIKE '192.%'")
OR ("source_ip" LIKE '10.%'))
OR ("source_ip" LIKE '172.%'));

o RERENRSSRORE LR

BAUERALERARSTEE TRENERSENREEENEAREXBE. KERSES
system_performance_agent &5 os_info_agent RFIFIRFNMNRZ B[N ENE. LEBRRHE
FFREETRENMERS SRR B FIRAREYE (L 15 284RERE ) .

SELECT "0S"."os_name" "OS Name" ,
"0S"."os_version" "OS Version" ,
"0S"."host_name" "Host Name" ,
"SP"."agent_id" ,
"SP"."total_num_cores" "Number of Cores" ,
"SP"."total_num_cpus" "Number of CPU" ,
"SP"."total_cpu_usage_pct" "CPU Percentage" ,
"SP"."total_disk_size_in_gb" "Total Storage (GB)" ,
"SP"."total_disk_free_size_in_gb" "Free Storage (GB)" ,

("SP"."total_disk_size_in_gb" - "SP"."total_disk_free_size_in_gb") "Used
Storage" ,

"SP"."total_ram_in_mb" "Total RAM (MB)" ,

("SP"."total_ram_in_mb" - "SP"."free_ram_in_mb") "Used RAM (MB)" ,

"SP"."free_ram_in_mb" "Free RAM (MB)" ,
"SP"."total_disk_read_ops_per_sec" "Disk Read IOPS" ,
"SP"."total_disk_bytes_written_per_sec_in_kbps" "Disk Write IOPS" ,
"SP"."total_network_bytes_read_per_sec_in_kbps" "Network Reads (kbps)" ,
"SP"."total_network_bytes_written_per_sec_in_kbps" "Network Write (kbps)"
FROM "sys_performance_agent" "SP" , "OS_INFO_agent" "0S"
WHERE ("SP"."agent_id" = "0S"."agent_id") limit 10;

BiEw OS5 MR FAE R IRERRSS SR B B GEE
EARIMENRSHHERENFAEE , UARKASHNERFAESE.

FEETERZE , MRERHITHIRE , WATEIE iana_service_ports_import %k , HFEE
M IANA TEi# IANA K OOEMRBIERE. BXxAIZLRNER |, ESH 01 IANA BOEREKS
AR

B2 iana_service_ports_import &5 , SIEFMNATREHIERENIRBHREFEE. X
A EMENER , 535 Amazon Athena AR BIZENE,
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B2 U6 IR ERHS BO 72 /7 B 2K

1. M https://console.aws.amazon.com/athena/ $TFF Athena £ %15,

2. FRAUTHEHAETREEEBR IP it BB E A2 valid_outbound_ips_helper#il &,

CREATE OR REPLACE VIEW valid_outbound_ips_helper AS
SELECT DISTINCT "destination_ip"
FROM outbound_connection_agent;

3. FERAUTHBREFEILIZE outbound_query_helper A , ZEHKEE KL RENEESM
£,

CREATE OR REPLACE VIEW outbound_query_helper AS
SELECT "agent_id" ,
"source_ip" ,
"destination_ip" ,
"destination_port" ,
"agent_assigned_process_id" ,
"count"(*) "frequency"
FROM outbound_connection_agent

WHERE (("ip_version" = 'IPv4')
AND ("destination_ip" 1IN
(SELECT *

FROM valid_outbound_ips_helper )))
GROUP BY '"agent_id", "source_ip", "destination_ip", "destination_port",
"agent_assigned_process_id";

4. 7EBIE iana_service_ports_import RMANBHEFEBZE , BULNETUTERRRK
MEMREHHERENEASE , URKOSNHEBIEAEE.

SELECT hipl.host_name "Source Host Name",
outbound_connections_results@.source_ip "Source IP Address",
hip2.host_name "Destination Host Name",
outbound_connections_results@.destination_ip "Destination IP Address",
outbound_connections_results@.frequency "Connection Frequency",
outbound_connections_results@.destination_port "Destination Communication

Port",
outbound_connections_results@.servicename "Process Service Name",
outbound_connections_results@.description "Process Service Description”

FROM

(SELECT DISTINCT o.source_ip,
o.destination_ip,

ERARENHER o
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o.frequency,
o.destination_port,
ianap.servicename,
ianap.description
FROM outbound_query_helper o, iana_service_ports_import ianap
WHERE o.destination_port = TRY_CAST(ianap.portnumber AS integer)) AS
outbound_connections_results® LEFT OUTER
JOIN hostname_ip_helper hipl
ON outbound_connections_results®@.source_ip = hipl.ip_address LEFT OUTER
JOIN hostname_ip_helper hip2
ON outbound_connections_results@.destination_ip = hip2.ip_address

BiER OS5 M#EFMAERRRRS R/ ZE N ALBE
HEARMEXENMNRSHALRENEFE , ARKASHNHEFAEE.

EETERZE , MRERPITIRE , NAAEIE iana_service_ports_import & , EF 3
S M IANA TEH IANA IR EMREIEE. BXNACIERLERNER , H3H 012 IANA BOEME
B AR,

#]# iana_service_ports_import X5 , SIEAMNATREAGRENVAREHEFEE. BX
mAe U ENES | 55 % Amazon Athena AFEREFHCIENAE,

SIS ARERH BIIE PR

1. M https://console.aws.amazon.com/athena/ $TFF Athena 12 #1&,

2. FRUTHBEFEKGE valid_inbound_ips_helper B , ZEHI|HE TFAETEH AW
IR P bk,

CREATE OR REPLACE VIEW valid_inbound_ips_helper AS
SELECT DISTINCT "source_ip"
FROM inbound_connection_agent;

3. FRUTHBEFEKEE inbound_query_helper B , ZHHBEALFENEEINE,

CREATE OR REPLACE VIEW inbound_query_helper AS
SELECT "agent_id" ,
"source_ip" ,
"destination_ip" ,
"destination_port" ,
"agent_assigned_process_id" ,
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"count"(*) "frequency"
FROM inbound_connection_agent

WHERE (("ip_version" = 'IPv4')
AND ("source_ip" IN
(SELECT *

FROM valid_inbound_ips_helper )))
GROUP BY '"agent_id", "source_ip", "destination_ip", "destination_port",
"agent_assigned_process_id";

4. 7TERIE iana_service_ports_import RMANEMREFEKZE , BULLETUTEB/RIRK
Hyg/\ﬂﬁ%ﬂl‘]klﬁl)lbi iiQH{na_,\ L/{&‘ D"?*ﬂ *EE-E'éQH{n/u\o

SELECT hipl.host_name "Source Host Name",
inbound_connections_results@.source_ip "Source IP Address",
hip2.host_name "Destination Host Name",
inbound_connections_results@.destination_ip "Destination IP Address",
inbound_connections_results@.frequency "Connection Frequency",
inbound_connections_results@.destination_port "Destination Communication

Port",
inbound_connections_results@.servicename "Process Service Name",
inbound_connections_results@.description "Process Service Description"

FROM

(SELECT DISTINCT i.source_ip,
i.destination_ip,
i.frequency,
i.destination_port,
ianap.servicename,
ianap.description
FROM inbound_query_helper i, iana_service_ports_import ianap
WHERE i.destination_port = TRY_CAST(ianap.portnumber AS integer)) AS
inbound_connections_results® LEFT OUTER

JOIN hostname_ip_helper hipl

ON inbound_connections_results@.source_ip = hipl.ip_address LEFT OUTER

JOIN hostname_ip_helper hip2

ON inbound_connections_results@.destination_ip = hip2.ip_address

B A0SR EEEITRRYE

hERWE TR OSIR 5] EESTHRE,
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RAriEmE

EETERZE , MR RNITIHRE , MAMEE iana_service_ports_import & , 4
EM IANA TEH IANA ix COEMRBIEE, BXNFALIBERBESR ,

SAR

BITUATENR , LETiHOSRAEESTHRA.

SELECT o.host_name "Host Name",

FROM

WHERE

ianap.servicename "Service",
ianap.description "Description",
con.destination_port,
con.cnt_dest_port "Destination Port Count"
(SELECT agent_id,
destination_ip,
destination_port,
Count(destination_port) cnt_dest_port
FROM  inbound_connection_agent
GROUP BY agent_id,
destination_ip,
destination_port) con,
(SELECT agent_id,
host_name,
Max("timestamp")
FROM os_info_agent
GROUP BY agent_id,
host_name) o,
iana_service_ports_import ianap
ianap.transportprotocol = 'tcp'
AND con.destination_ip NOT LIKE '172%'
AND con.destination_port = ianap.portnumber
AND con.agent_id = o.agent_id

ORDER BY cnt_dest_port DESC;

B IANA BOEMRSEAR

B 02 IANA B OERE

HEEMEYNEAFTE—IMEN iana_service_ports_import &K , ZRXREEM Internet S35
BEHLH (IANA) TEHNEER,

£1% iana_service_ports_import &

1.
2.

T3 L% Amazon S3, BEXEZER | iF

M iana.org EBY RS B AL Bt i O SOE MR TE I AN A s COEMRBIERE CSV X,

SRR MR EEE S3 FHE1E 2
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RAriEmE

3.

£ Athena R8I — N EB RWFXR, iana_service_ports_importEXi{ET ,
Athen a AAIFERHFHBIER, EUTRAEIFR , BEER my_bucket_name BRAEL—FHF
CSV X # L& EIfy S3 F M & o

CREATE EXTERNAL TABLE IF NOT EXISTS iana_service_ports_import (
ServiceName STRING,
PortNumber INT,
TransportProtocol STRING,
Description STRING,
Assignee STRING,
Contact STRING,
RegistrationDate STRING,
ModificationDate STRING,
Reference STRING,
ServiceCode STRING,
UnauthorizedUseReported STRING,
AssignmentNotes STRING
)
ROW FORMAT SERDE 'org.apache.hadoop.hive.serde2.lazy.LazySimpleSezrDe'
WITH SERDEPROPERTIES (

'serialization.format' = "',"',
'quoteChar' = '""',
'field.delim' = ',

) LOCATION 's3://my_bucket_name/'

HZ ¥ Amazon

TBLPROPERTIES ('has_encrypted_data'='false', "skip.header.line.count"="1");
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£ AWS Migration Hub 2| & X T 3E

AWS Application Discovery Service ( Application Discovery Service ) 5 AWS Migration Hub

( Migration Hub ) ££5% , & F AT BAfE Migration Hub R EFMEBEEHEWRERS. RS[ANNARE
F. H&HER Application Discovery Service 2 #I &8 , &G4 E E @ ZE Migration Hub 2 #1&, #H
Migration Hub $##| & TEEFH TEATAN T RIRE,

AT | AL T M R A B M2 Application Discovery Service TRIEUERR ( TR
HINEESRS ) f1 AWS R AR XK ( Discovery Agent )
£

£ AWS Migration Hub 2 #I & UKD EFLHE

- 1£ AWS Migration Hub ##l& P B a1 FF L BIEWESS
 7£ AWS Migration Hub 1#Z&l & P X BiE R ERHITHEF

« £ AWS Migration Hub 2 &l & EE RS2

£ AWS Migration Hub 2% & PX REe5H# 1THEF

- EEHEPIRIZRFEF AWS Migration Hub

« AWS Migration Hub A T 5 RS 55 IE

£ AWS Migration Hub 2 &l & P X RF#H1TH A

£ AWS Migration Hub #Z#| & RIKFEFLRE

EEEFEHIER , M AWS Migration Hub ( Migr at ion Hub ) ## 4] & S E K& ikE R 4Im
#". 7 Migration Hub EMFiRH , BAUEFEEXERFH. VARFNBEBERESNSREITHE
B, #il40 Application Discovery Service TGRS ( TRIBUESE ) M AWS NABRFATRE
( R ),

FEREIEHCF M OB Discover (XI) M Migrate (T8) #4IERFWEHRE, cEEEME
MEEBEXRUAR—RIATREHENEE. NAER  SUUEEREEHNNVNARFNEEZRES.
BRI ARG B BN E—NARR , RELTARRRSHEARFOHN , HEESNEERREREIR
HE,

EEFFEFIEMR , BM Mig ration Hub 2 H & =AM S E & PIEER “BHEER .
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£ AWS Migration Hub 12| & # /8 31 fl{= \E 3R W &2

Application Discovery Service TG EERR ( THREWES ) 1 AWS NABRERFAIRE ( RIRK
) 2 ( Appl AWS Application Discovery Service ication Discovery Service ) FAAR&EBIE AN E R
MERMHBRRETE, UTHTRERTOATHRANBBXERINBBEWETLR , BELEREER A
RAWS MAERFRINE,

XUEBBERETEFHBBEFREINARFRIBRSNEEES  REEXEEARFHERE LETHH#
ENEFAEE. BBEXHNIEFNEM—NGE , BEA LM AWS Migration Hub ( Migration Hub )
BHEEY. FLNEFRENEKIE.

HE AWS NARFAINRE ( XIRE ) 5, LA LE AWS Migration Hub ( Migration Hub ) #2 &l
B ‘BERES THLERELEREKRESRE,

BSFELHERETR

1. EREH AWS K , &3 AWS Management Console #3TFF Migration Hub 2% & |, Rt
Hhttps://console.aws.amazon.com/migrationhub/.

#£ Migration Hub 2% 5 SME KK “RIM" T , &F “BIEWESR".

1 Agents (fRI) £+,

EHERFHEFLENRETENEIRE,

%1% Start data collection (B a1 BB W E) = Stop data collection (1F LEBIEWER).

o & w0 DN

£ AWS Migration Hub 12 & P X) #iE IR E =53 1THE =

MREEHB T FSHBWNERS , N EZRF AN “BEWES THLNE RN EBBRESS YR
THERF. BB EERERNAMIERS R FR‘ITHRF. B RMFFIEE Data Collectors
(BN ER) JIRPEEHRSEEKML,

TRERTARATRENERSZNH  SREZER. ENENE L.

BREMH EEN BH:EX
X ID == MNZETRETIENTERS

RAPGEENEMFRE ID,
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BEXH EEAF BH:EX
FHA == HNFRE , RMNEHPZER
BWEYTETT SR PIERF
= WETENS.
W EEIRFS == BEs  EEREREHFE
K% % Application Discovery
1= Service

BitXEs - BEWES T
B3, BIEFETIR ping B

K% %| Application Discovery
Service , RSFEX N “EF
;s

BEFLE  RKEHE , K
T8 3B &£ Application
Discovery Service,

BitXIfELE - BEWES T
=1k, TR ping BERT |,
IS = 1L &% F) Application
Discovery Service , RSFHE

B BEL
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RAriEmE

BRFMH EEN
ﬁ@ —_—

IP 4k ==

B: EX

BITRRRE - BIRWRERTT
B, TEETER,

BITRRAE  TEATHEIR
RS, REEREHREHR
o

KA : EEE— AN ETRY AR
NARE I ERE,

XA TEEXRBTRE., &K
SHTFHEFXAMER T IE
HEXHA", MRRETERRHT
BERAR , RSREE MRS
BHERRN B — MRS,

EHEEZIT  BEWEEFE.
TEETER,

MNEEFREWRNET EMNFRE
FH R AP IEREE IP s

TRERTARTERERERNERRZYS , 2 FEN. ENENENL.

BRFMH EEN

ID ==

B: EX

MNZETBETENTIERS
RAPIEFVEFAERERERS
IDo

X FERBWESR , ENEER
TERBRESRNTERNE
AR PIERENEMENSE

M EAE R EER AT HE
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BREMH EEAF BH:EX
RS == WEHE . BEREETE.
TREITERE,

HERRE-BRERERTE, T

gl

EE I%‘ ZT B4 FHEIRR

0

KA : EESE —ANDERY AR
NARE I ERE,

XA BT RS, RSETFH
BFXAA , ZTE&RE—XE
5 “RH" MRRETERD
TERAE , RBFES MR
HRBMEIN S —MRE.

IP th ik — MNEEFRZERET BEWFRIE
FH R AP IEREE IP ht,

BEYNARREERE N BIERERD R

1. ERAZK AWS Ik, & AWS Management Console }3TFF Migration Hub #2=#1& , Mt
A https://console.aws.amazon.com/migrationhub/,

£ Migration Hub #ZHI & S BEHKHN K" T , &F “BFEWESR".
TEFE TTREBRER 1 RE ‘T,
HEEREREGFANIIRPIERE -MEREM
MNTF—=MIRFERE - MEE R

M&E—MHIRFEERE—ME,

o o kw0 N
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£ AWS Migration Hub 2 #| & & & RS ES

Servers (R5E) MEH TEXBERETEMANESNMNRFSEXFNREREMEERE. BUUE
ERSZEBEE , FAMERMHENRSZSEDE , FARAR/ENKIERSSH[URS HIFANRSBNREE
B,

BH R EHERETER NN RS HFNENAR N FANE,
EERUNIRS R

1. EREK AWS Ik | & AWS Management Console 3} $TF Migration Hub #2=#1& |, Mt
A https://console.aws.amazon.com/migrationhub/,

2. 7 Migration Hub #2H & SMEHHN KW T , & “RFH. RANRSB[HERERSHFIR
o

3. ETHENRESSBNESZEMEESR , X Serverinfo (REB[ER) FIh R H RS SSEEE, XH
HEER— MERRSSHENRE.

ZRSBENFAREGE RRSEEEN MR, SEUUERATSENEKB xRN HREENIE
H, ESHFMANERSEEER |, S FEAWS Migration Hub AT 5 H RS 8885 3E.

£ AWS Migration Hub &l & Xt IR S 1THEF

ERMERBERSS  FRRABRBEFANRETERANABERSEDR, EUURENESH
AT R MIFL,

ISR R R R RS 88 5 %

1. EREK AWS Ik | &S AWS Management Console 3 $TF Migration Hub #2414 , Rt
JH https://console.aws.amazon.com/migrationhub/.

f£ Migration Hub 12 & S BN “KIN" T , &F ‘RFH.
EEFRENEHHMIIRFER -MERZMY
MT—=NBIRFPEZE-NMZER,
NEBRFMEEA—NMXDKNENE , ARG Enter,
BN EESR 2 -4 REAZ/NEIESR.

2

EERSE T
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25 & FFRig RS 28 AWS Migration Hub

NPBIEBAKNNBREHARERF , EAUASIMNRFHUES ML, L RAFPENXWER/E
X, IR EXRSENEENBBENTHE, SUUNEENMREFRIE-—ARZERSEE. AWS
Application Discovery Service ( Application Discovery Service ) AWS FRESHREEL , BXFHPE
HNRETERRER,

BAILAM Servers (RS 28) ETMEN — P RZ MRS [P MBMBRZMEL, ERFB|NFAEERNE
L, BREENFRIE RS SR INEM R — DR ZMRE, BUUEENMREDRITERZSPMREH[HIRZE
KB WIRICES . B UARIBRIRE,

FRERNE — RS RS R

1. EREH AWS K , &3 AWS Management Console #3TFF Migration Hub 2% & |, Rt
A https://console.aws.amazon.com/migrationhub/,

£ Migration Hub #2H| & SMEKKN KT T , EF “RF5H|"

3. 7 Serverinfo (BRF2R1ER) 5l , EEREN ERMIRER RS BRAVARSS 2Rk, B —IORIRER
MBS ERSSR  FESIMRSFENERERNET.

N

4. EFE RIFRL, REEE HIFIRE",

5. EXIEEF , ERFRIRA-—NER , wblE "B FRFRA-NME,
B ERENINFARE A RINE S EERBPMESIREL,

6. EEFRF

M—PNRZN RS 28 P ERARE

1. EREH AWS K , &3 AWS Management Console #3TFF Migration Hub 2% & |, Rt
A https://console.aws.amazon.com/migrationhub/,

# Migration Hub #2H| & SMEKK K" T , &F “RF5H|"

3. 1 Serverinfo (RSFEREE) 5l , BEBEMNPHIBRFEN RS R[AVRS B[EE, RPZERSH
M ERET —RMNZ B RS H/LBRFZL,

N

4. EE BBREZ,
5. EBREMRNTMRZ,
6. EEFEWIA,
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AWS Migration Hub i T 5 iR F 22 5dE

REBANFWAER AWS Management Console AWS Command Line Interface, = APl § H RS 85
Bz,

#£AS AWS Management Console Hi i RS 258 IR S 25 3k IE

1. &3 AWS Management Console #3#JTFF Migration Hub #&I& , Mt Jyhttps://
console.aws.amazon.com/migrationhub/,

2. HEEMSHMERK RI T, &R RSH
3. EEBRME, AEER SHRAKE

4, TERBIKIM Exports (5 H) ZB%2 , #%4% Export server details (5 HREFFMER). LigES
R —Nzip XM, HPEBETRPHERMW.csv X,

XH# ik

{account_id} _Application.csv BIMMARFNFAER , SRBRFHBE.
B AR,

{Ik5_id} _ .csv ApplicationResourceAssociat BREEIMBMARF 2 BHX R,

ion

{5 _id} _ ImportTemplate BERSBENNABEFNIGENREE, T8
WM EF S AL X H A E 5 IR S5 88 < BRH A
BERF.

{M 5 _id} _ .csv NetworkInterface BANRZEONFAGE , SEXRERNES
25, HbuEF R,

{account_id} _Server.csv BARSBNEFAEE , BFERERS. 4
BENELNERREF.

{5 _id} _ .csv SystemPerformance BARSBNIFAEFEE , ¥ CPU, RNEM
FEEE R L,

{account_id} _Tags.csv EREH|XBEHNEMIENIFHAE L,
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X HiR
{account_id} _ Info.csv VMware B VMware EENFHAEE , 2IF

moreF. VMname F vCenter,

£ S AWS Management Console 145 RS 25V KB HIE

1. &% AWS Management Console #TF Migration Hub & & , PutJ9https://
console.aws.amazon.com/migrationhub/,

2. EEMSMERE RI T, 5T RS5H

3. MHXRET ‘BRSH| THERFZEP, XFER—NTHIIER, BEZIRF , £ BYE T, &E
SR, REIEE = BEN , ARG R = RE

4. HEERERT , ARBENHSHBENRSHNER. LREXIREFIIZRSH[NEAESE
[T

5. WATFHREEMERRE , ARER ‘SH’. SHH.zip XHSBETRPHEIRE . csv X,

{5 _id} _ .csv destinationProcessConnectio  FRSE|AMIEENFMAEE,

n

{account_id} _networkInterface.csv BAMBEONFHAEE , SiEHut, BB
B

{account_id} _oslInfo.csv BRERGWFMER , B CPU EKE, EH
MEBERERNER YE,\,;L%?'\O

{account_id} _process.csv fR% e LIEITH#HENIFHAER.

{5 _id} _ .csv sourceProcessConnection kB RS SEN HINEENFMER.

{account_id} _systemPerformance.csv BRS5ERH CPU, WNFMFMELE & HERERY 1%
HE R
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£/ AWS Command Line Interface 2 API S H IR 55kiE

1. 1B1T start-export-task, MHRKY API #4E2 StartExportTask
2. 1517 describe-export-tasks, MK API #4E=2 DescribeExportTasks.

£ AWS Migration Hub 2 & & A XI IRSEs#H 1T 0 4

-2 ERIMBSHARFE-RBEIBSRRIFERET. EXHERT , EURAEBHIAEN
ERXNMRSHFEAREDAINARFH,

EoATES , BUNER, MEMRIIRE,
MRS RS AZFONAUENEAERF

1. EREK AWS Ik | & AWS Management Console 3 $TF Migration Hub #2=#1& |, Mt
A https://console.aws.amazon.com/migrationhub/,

2. 7t Migration Hub ##H & SM B “KIM" T , &F ‘RFH".
3. ERFH|/IIKRD , EREFEIFHNIIENNARFNESNRS S,

NTHEBANENAERRESS  BUUETERERFSRIIRFEENETAREHITRRENRL, =&
BRERNETHMNIRPERE T, NT—NIRFPERE-—NZERF , RAREALNZME.

4. Tk NTFENMEERSS | EF Add tag (R INIRE) , 7 Key () BA—NME , REREBEFENR
Value (fB) B A —ME,

5. i%&3#% Group as application YEN R ARF S A) UEIBEMNARESF , SURNE — NG ARE
Fo

6. 7& Group as application (fF N AR FZH) XEER |, 1% Group as a new application (1%
R AREF 2 4) 3 Add to an existing application (RN B NAREF).

a. WMRIEEE Group as a new application (fE N FTRI AT 2 4H) , i5 7 Application name (B F
BFEH) BA—1NEBM. (Fik) B LA Application description (B 2 ##iR) A —1

HR,
b. HREEE Add to an existing application (R INZIFE N ARER) , BEBERNE SR KN
RAERNAER.
7. ERRF.
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https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeExportTasks.html
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{$ F Application Discovery Service AP| &ifj % Iy Bl E 1 B

BEENERRERELS AELZWEEFOEIN IT &=, FH AWS Application Discovery Service
( Application Discovery Service ) Bt , BRI LAEF API kisETRESEH EHRF . NARER., HiE
MEERTWEERETE. BX API EE , 55 App lication Discovery Service APl &,

LTRE&T iy RESIH THA Application Discovery Service ¥R VERY 7] F a1 A 55 %% 25 M4 H PEF IR I -
* DescribeConfigurations
* ListConfigurations

FEMBEFETURHEER THRFRRE ( RSR. NARR. #HEIUER ) 5,

/A Important

DescribeConfigurationsListConfigurations, fREHERStartExportTask™
RETEERIENEH ., BXRELEER , 1S H the section called “& & — 3"

£ DescribeConfigurations &/E

#ZDescribeConfigurationsiR SR REE IDsHIKRNEM. FIRMUNAIBER™XE IDs XM
B ( RSSeR. MARRF. #HESERE ). HFRBETAMENE~RE, flH , RSFEETNH
HIEEXRBRFHENBEHENIIR , flNENE, BERENN . BXGREENESEER , 5

%] DescribeConfigurations.

DescribeConfigurations B#ERXIFFiL,
DescribeConfigurations % H=FER

TRIFZA=RBHS , I T DescribeConfigurations BAEXFHNHEFR. WHEPHBAITER
BN HMERFER,

AR5 BR AT

F 5 i

server.agentId

f# /A DescribeConfigurations #&fE 116


https://docs.aws.amazon.com/application-discovery/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeConfigurations.html
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RAriEmE

FER
server.applications

server.applications.hasMore
Values

server.configurationId
server.cpuType
server.hostName
server.hypervisor
server.networkInterfaceInfo

server.networkInterfaceInfo
.hasMoreValues

server.osName
server.osVersion
server.tags
server.tags.hasMoreValues
server.timeOfCreation
server.type

server.performance.avgCpuUs
agePct

server.performance.avgDiskR
eadIOPS

server.performance.avgDiskR
eadsPerSecondInkB

5

f# /A DescribeConfigurations #&fE
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FE 5

server.performance.avgDiskW
riteIOPS

server.performance.avgDiskW
ritesPerSecondInkB

server.performance.avgFreeR
AMInKB

server.performance.avgNetwo
rkReadsPerSecondInkKB

server.performance.avgNetwo
rkWritesPerSecondInkB

server.performance.maxCpuUs
agePct

server.performance.maxDiskR
eadIOPS

server.performance.maxDiskR
eadsPerSecondInKB

server.performance.maxDiskW
riteIOPS

server.performance.maxDiskW
ritesPerSecondInkB

server.performance.maxNetwo
rkReadsPerSecondInkB

server.performance.maxNetwo
rkWritesPerSecondInkB

server.performance.minFreeR
AMInKB
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RAriEmE

FER 5 il 1
server.performance.numCores
server.performance.numCpus
server.performance.numDisks

server.performance.numNetwo
rkCards

server.performance.totalRAMINnKB

R

FER 5 il 14
process.commandLine
process.configurationId X
process.name

process.path

process.timeOfCreation X
N ARRFE

FER o8 il 1%
application.configurationId X

application.description
application.lastModifiedTime X

application.name X

f# /A DescribeConfigurations #&fE
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FER 58 il 1%
application.serverCount X
application.timeOfCreation X

£ ListConfigurations ®1E

ListConfigurations BERBELERERGPEENFHRREBMBENSIKR, BXWTIELEN
E2EE , ESHListConfigurations.

ListConfigurations 9% FER

TRZRFREHS , 5IHT ListConfigurations REZFNHEFR. MHPHRAEEIRIEN
HIEHNF R

AR5 8RB

FER o8 il 1%
server.configurationId X
server.agentId
server.hostName
server.osName
server.osVersion
server.timeOfCreation X

server.type

HER™
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RAriEmE

process.

process.

process.

process.

process.

FB
commandLine
configurationId
name
path

timeOfCreation

server.agentId

server.configurationId

BRI RTE R & 7=

application.configurationId

application.description

application.name

application.serverCount

application.timeOfCreation

application.lastModifiedTime

EER

FE

connection.destinationIp

5

5 1

5

f#f ListConfigurations &4
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FER 58 il 1%
connection.destinationPort X
connection.ipVersion X
connection.latestTimestamp X
connection.occurrence X
connection.sourcelp X

connection.transportProtocol

destinationProcess.configur
ationId

destinationProcess.name

destinationServer.configura
tionld

destinationServer.hostName
sourceProcess.configurationId
sourceProcess.name
sourceServer.configurationId

sourceServer.hostName

> ## ListConfigurations FEik s

TREBEFFREHS , JIHT ListConfigurations B FHNIESZM . FEFAMEPTLRIR
ARAXENEBFZMH 2 —EXHR/IEXR. SN RIEZENELEEF,

AR5 BR AT
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RAriEmE

TR SR A

server.co
nfigurationId

server.hostName

server.osName

SEIrver.os

Version

server.agentId

X RMF

+ EQUALS

*+ NOT_EQUALS
+ EQ

* NE

+ EQUALS

+ NOT_EQUALS

+ EQ

* NE

+ CONTAINS

+ NOT_CONTAINS

* EQUALS

* NOT_EQUALS

+ EQ

* NE

+ CONTAINS

* NOT_CONTAINS

+ EQUALS

+ NOT_EQUALS

+ EQ

* NE

+ CONTAINS

* NOT_CONTAINS

+ EQUALS

+ NOT_EQUALS
+ EQ

* NE

X FWE

- EABEMNIRS R
EE ID

> FHEF

I

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC

x

f#f ListConfigurations &4
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RAriEmE

IR SR A

server.co
nnectorld

server.type

server.vm
WareInfo.
morefId

server.vm
WareInfo.
vcenterId

X R

EQUALS
NOT_EQUALS
EQ

NE

EQUALS
NOT_EQUALS
EQ

NE

EQUALS
NOT_EQUALS
EQ

NE
CONTAINS

NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE
CONTAINS

NOT_CONTAINS

BEEUTEzZ—WE
FER

EC2
OTHER
VMWARE_VM

VMWARE_HOST

VMWARE_VM
_TEMPLATE

FRE

> FHEF

I

7

f#f ListConfigurations &4
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I SR 21 0E S oS XEENE P2 =30k 952
server.vm « EQUALS . PR 7
WareInfo. « NOT_EQUALS
hostId . EQ

« NE

« CONTAINS

+ NOT_CONTAINS

server.ne « EQUALS - PR 7
tworkInte « NOT_EQUALS
rfacelnfo . EQ
.portGroupIld ) N2
+ CONTAINS

+ NOT_CONTAINS

server.ne « EQUALS . FRH 7
tworkInte « NOT_EQUALS
rfacelnfo . EQ
.portGroupName L e
+ CONTAINS

* NOT_CONTAINS

server.ne + EQUALS . FHFE 7c
tworkInte « NOT_EQUALS
rfaceInfo . EQ
.virtualS T2
witchName
« CONTAINS

* NOT_CONTAINS
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Jirid s X &MG XEFENE X EHNBEF
server.ne + EQUALS . TR 7
tworkInte « NOT_EQUALS
rfacelnfo . EQ
.ipAddress

* NE

+ CONTAINS

+ NOT_CONTAINS

server.ne + EQUALS . FAFE 7
tworkInte « NOT_EQUALS
rfacelInfo . EQ
.macAddress
- NE
« CONTAINS

+ NOT_CONTAINS

server.pe + GE - Botk v
rformance . LE
.avgCpuUs . GT
agePct
e LT
server.pe + GE - MBE v
rformance . LE
.totalDis . oT
kFreeSizeInKB
¢ LT
server.pe + GE - MBE 7
rformance . LE
.avgFreeR . GT
AMINnKB
LT
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RAriEmE

IR SR A

server.ta
g.value

server.tag.key

server.ap
plication.name

server.ap
plication
.description

X R

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

> FHEF

I

x

f#f ListConfigurations &4
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RAriEmE

IR SR A

server.ap
plication
.configur
ationId

server.pr
ocess.con
figurationId

Server.pr
ocess.name

server.pr
ocess.com
mandLine

N REF R

ik SR A

applicati
on.config
urationId

X R

+ EQUALS

+ NOT_EQUALS
+ EQ

* NE

+ EQUALS

*+ NOT_EQUALS
+ EQ

* NE

* EQUALS

* NOT_EQUALS

+ EQ

* NE

+ CONTAINS

* NOT_CONTAINS

+ EQUALS

+ NOT_EQUALS

+ EQ

* NE

+ CONTAINS

* NOT_CONTAINS

XFHRY

+ EQUALS
* NOT_EQUALS
- EQ

X FWE

- EUEMHNEAE
FFEE ID

* Processld

X EFNE

* Applicationld

> FHEF

I

x

X BT

x

f#f ListConfigurations &4
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RAriEmE

IR SR A

applicati
on.name

applicati
on.description

applicati
on.serverCount

applicati
on.timeOf
Creation

applicati
on.lastMo
difiedTime

X R X FWE

NE

EQUALS - FE
NOT_EQUALS

EQ

NE

CONTAINS

NOT_CONTAINS

EQUALS - FNE
NOT_EQUALS

EQ

NE

CONTAINS

NOT_CONTAINS

Tk, T Fifik.
T 5w X Fimiko
P HE, P Fiwiko

> FHEF

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC
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v St XENFRMG XENE XENHEF
server.co « EQUALS - Serverld T
nfigurationId « NOT_EQUALS

- EQ

* NE
BRER
TRk SR 2= 0E S XENE XENHEF
process.c + EQUALS * Processld
onfigurationlId « NOT_EQUALS

. EQ

* NE
process.name « EQUALS - TR « ASC

+ NOT_EQUALS + DESC

. EQ

« NE

+ CONTAINS

* NOT_CONTAINS

process.c « EQUALS - FREH + ASC
ommandLine - NOT_EQUALS - DESC
- EQ
- NE
- CONTAINS

* NOT_CONTAINS

Server.co « EQUALS » Serverld
nfigurationId « NOT_EQUALS
.« EQ
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RAriEmE

IR SR A

server.hostName

server.osName

server.os

Version

server.agentId

AT

X R

NE

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

X FWE

> FHEF

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC

f#f ListConfigurations &4
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RAriEmE

TR SR A

connectio
n.sourcelp

connectio
n.destina
tionIp

connectio
n.destina
tionPort

sourceSer
ver.confi
gurationId

sourceSer
ver.hostName

X RMF

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

EQUALS
NOT_EQUALS
EQ

NE

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

XEWE p-3=: 0F 1352
. IP « ASC
- DESC
. IP « ASC
« DESC
o« B « ASC
« DESC
» Serverld
. FREH « ASC
« DESC

f#f ListConfigurations &4
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RAriEmE

IR SR A

destinati
onServer.
osName

destinati
onServer.
osVersion

destinati
onServer.
agentId

sourcePro
cess.conf
igurationId

X R

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

* Processld

> FHEF

+ ASC
+ DESC

+ ASC
+ DESC

f#f ListConfigurations &4
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RAriEmE

IR SR A

sourcePro
cess.name

sourcePro
cess.comm
andLine

destinati
onProcess
.configur
ationId

destinati
onProcess.name

X R

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

XENE SXENEEF
. FRH « ASC
« DESC
. FRH « ASC
« DESC
* Processld
. FRH « ASC
- DESC
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RAriEmE

IR SR A

destinati
onprocess
.commandLine

X R X FWE

+ EQUALS - P&
+ NOT_EQUALS

+ EQ

* NE

+ CONTAINS

+ NOT_CONTAINS

> FHEF

+ ASC
+ DESC

AWS Application Discovery Service AP| B &x£& — Bt

UTEMREREAR —BH. EEURERITEVEIE

#StartExportTaskDescribeConfigurations, FlListConfigurations,

» AssociateConfigurationltemsToApplication

« CreateTags
« DeleteApplications

 DeleteTags

» DescribeBatchDeleteConfigurationTask

» DescribelmportTasks

 DisassociateConfigurationltemsFromApplication

» UpdateApplication

EERA—HMHMNEI :

 MI&E B IEEUREStartExportTaskDescribeConfigurations, 8% ListConfigurations ( SR E 48 BI Y

AWS CLI &5 % ) BY , BEARBEREE , LEREBHN B L LN EMERREEREP/Z
B, Mt , BEESTRIURE , NMBEHNSEHETTE , RAEEHEMNE TS HaF=EE,
- BMEEHERMAERE 200-OK WAL , L BB INEEREZANSENE, NAEKREREE , WLYH

MEBNETH  REEN R IAT AL E S SR,

RA—HM
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https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeConfigurations.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_StartExportTask.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_ListConfigurations.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_AssociateConfigurationItemsToApplication.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_CreateTags.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DeleteApplications.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DeleteTags.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeBatchDeleteConfigurationTask.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeImportTasks.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DisassociateConfigurationItemsFromApplication.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_UpdateApplication.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeConfigurations.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_StartExportTask.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_ListConfigurations.html
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AWS Application Discovery Service fif f 1% O ik 2 #1715 [
(AWS PrivateLink)

A LAE A AWS PrivateLink £/ VPC 2 B & 2 FAH E#E AWS Application Discovery Service,
& T LURIEIRHY VPC H — #1518 Application Discovery Service , TEFEAEBMMK, NAT

%% . VPN AWS Direct Connect B #EHE#E, B8 VPC hHEHIREELE IP st BN Al 5]
Application Discovery Service,

A LB Bl B AWS PrivateLinki2 Mt X FMEORSCRE Y WFAAEERE., BIFELNEOR
REANSNFRHUE— MR RMEED, X thil—:'lﬁ REEENWMEED , AYEKRE Application
Discovery Service fREMN A O Ko

BXREZEER |, BZHE (AWS PrivateLink 1E/) F VBT AWS PrivateLinkif 8] AWS RS

Application Discovery RS B9 =Z E I

F£ 79 Application Discovery Service & B 04X ixT R 281 , IHEHAWS PrivateLink 1&§F & 8 52 5
d VPC &ixT KiFR AWS RS

Application Discovery Service XFRMEOD . —MNATRAHFE API 8 , Z—1MATEREBRE
22M AWS NARFXIREBRERNBE.

SIEEARR

BT LAE R Amazon VPC #24]& 3 AWS Command Line Interface (AWS CLI) S12#E Nk R, BXE
ZER , BSHFEAWS PrivateLink I§MHHEAED VPC LT K15 F AWS RS

For Application Discovery Service

FRALTARS BF A Application Discovery Service SI2#EZOLKHT R :

com.amazonaws.region.discovery

MRERNFOXKET RS HAFE DNS |, WA SAEAHEBRIAX1E DNS & #5/@ Application Discovery

Service X APl &K, fli , discovery.us-east-1.amazonaws.coms

For Agentless Collector and AWS Application Discovery Agent
FERANATRSEHIBEOKFETR :
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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com.amazonaws.region.arsenal-discovery

MRERFEOLR T LS AT DNS , A LA A HERIAXE DNS & #5@ Application Discovery
Arsenal & H APl iR, #5401 , arsenal-discovery.us-east-1.amazonaws.com,

A VPC i & 6l 2 i = 3R B

iR E Y IAM BR |, SR EMMEE QR R, MIALET SRR AVFET QL RET /XY
AWS RS # TR T EEHI RV VPC 151 AWS IRSEVINER | H4F B E XL imT7 = SR uE Y in
BEOLIRT Ko

mRARBEENATES !
« AHITIRENESE (AWS K/, IAM AP IAM B8 )
« ARATHVERAE,

BREZEER , 5 (AWS PrivateLink 5EI) #9582 58 M 422 3 AR 55 A9 173 [R1 A PR o

R - VPC KT QRS

LTRAERRREHN — MR, LR MEEORQN , HAMAERRELNAEEAR T
B H YRR TG FI AR

Example policy for Application Discovery Service

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"discovery:action-1",
"discovery:action-2",
"discovery:action-3"

1,

"Resource":"*"
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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Example policy for the Agentless Collector and AWS Application Discovery Agent

{
"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"
1,
"Resource":"*"
}
]
}

R’ VPC KT R TEAEBNESN AWS NAEFRZINRE

TREWERM AWS NABRFANREBAXBFIREN KRR, MR , iEMarsenal--
discoveryll G VPC LinT S FAH DNS Thek,

i% & AWS Direct Connect B3 , FFAFE AWS IP k88 B %E| VPC, it , B45 =10.0.0.0/8 , B
BR= A, JIFRRE , BELEEN arsenal-discovery Amazon VPC KixT S FAE IP it
1k B H 2 VPC,

£ arsenal-discovery Amazon VPC &ixT S FA%F DNS ThgE , RN TR BRERTZIFTE
BH Arsenal LiFT =,

B FMHIZE arsenal-discovery Amazon VPC AT R |, Z M5B EN AWS Direct
Connect T2 HEIRY VPC #[E.

FHRELHIEE arsenal-discovery Amazon VPC KixT R, iZ4A A FRE VPC AZBHI AT
& (#5121 10.0.0.0/8 )

®E Amazon Route 53 AMifi##25 , Warsenal-discoveryl Gi# VPC LiwT =FA%E DNS &
MEXEH DNS 47 , ZBWESEN A VPC RiRT IMFAE IP, MRETXEM , WESTEA AL
fEATES AT DNS 47 , HFEALH Arsenal KT R, RENFLEN VPC,
MREZATHAELARRE , WEHEMIEFTAK,. XRENTREBKESTED [ Amazon ECR
KT REEERREREH. EETEBILNHERMEAEZBERNBERTERA BN ENIEE , B85
Amazon ECR BRSRE VPC KimT | , H AN ZLIRT /S AFE DNS H8E,
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Z & AWS Application Discovery Service

ZEEAWS REFZE, N AWS B , BULUNETRNBREARSHEZEHRBEALNERMAEN
BEPOMMERY PR,

RERMAFHEEE AWS W E, REHEEXFEFHRAIZHN 22N ch RS2 MH .

« TEE — AWS ARRIPE AWS ZHIETT AWS IRFSHEREN, AWS ENBREATUREER
RIBRSS . F AWS EMMITRIN—82 , BN ZeBRNERMEHRE=FF It ARTN M
Wi,

- DIKEE-BNREASEAN AWS BRFRE, BEFTENHEMARNT , SHEENBFEHHR
., SARNERUNERREREEN,

EMFH AWS MARF XA E S Application Discovery Service TREBUERS |, BAMEIEH AWS
k FREABEZH. RE , XEEEHFERELSNAEMIZES. EATEREERN—H2 , B8
FAERFRNEMIZENFRZ S,

AR HE BY IR T #E1E M Application Discovery Service B a3 A 2 IBRFE R, AT EBE@EN
I ELE Application Discovery Service LB R RN Z 2 MEMN B IR, BB FET NMAFERHEM
AWS BR S5 3k #5 Bh 42 s 43 4R 37 S8 89 Application Discovery Service &R

F&

« Identity and Access Management AWS Application Discovery Service

- 123k Application Discovery Service APl AWS CloudTrail

|dentity and Access Management AWS Application Discovery
Service

AWS Identity and Access Management (IAM) AWS g5 AIE BN EIE R R iR HIx AWS BIRA 7R
NPR. IAM EEAEFHETUARITEMRIE (BF ) RN (FABENPR ) KEA Application Discovery
Service BiR. BRI LAFER IAM AWS RS | TEXAHFANER.

I B

EF&H
. F

- ERASHHEITEHLRIE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/

AWS Application Discovery AFisE
- FARKEERH

#n{a AWS Application Discovery Service 5 IAM & A

AWS BV E R B AWS Application Discovery Service

AWS Application Discovery Service & F & 1KY 5 B 7= 51
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SEUT# IAM WEARE S, ZFEA T HRL S0 IAM 5 Application Discovery Service Bt & {5
A , B2 m{a AWS Application Discovery Service & IAM B&

IAM BB R — MREZ IAMEER , NEEEFA T HNTHEE R KERE Application Discovery
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BFBEHNAFPER | EALIZF AWS Management Console 2 AWS 5HITF, BEXBEZFNEZER
AWS |, S (AWS &3 AFEmR) PR NAEZEE AWS KF W,

WMRE AWS BURTEHFRIGE |, Mle AWS BEBREF LA EH (SDK) MErw1T#EO (CLI) , AEFERE
HEBNERFETNBRESE, NMREATFEHAWS TE , NIATEHECEEBER, BEXFREENSEH
TEXEEBFERNEZER , H5H (AM BAFEE) DA TZEE APl ERIAWS ZF A 4,

TRERAMEMRIESE  SRUTEFERHEHMRLER. 0, AWS BNAFERAZEFHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ FHZ
ESHRIEM IAM AFERE) PH 1AM FHAWS ZE 5B RIE,

AWS Tk root I

BIZEf AWS Ik, BEXBER—NMNEBREN , ZEOTUATLLRAKS FHMERR AWS RS ME
Ro ME MBI AWS K/ root AP, £ A A& 02 NK 7 B F 49 B8 F iR 4 b 41t A1 22 40 2 3R B AT 15 ]
ZH M, BARWESEERRAFNITERRES. RPFBRAFZIE | FERXERIERRKITRIE
RPEMRITHES. BXFEEURAFSHERNESHNERIIK , B2H (AM AFERE) +
MEZERASEIENES

IAM A P EF4A

| AM A 7= B8 AWS Ik RSN NARMEARFERARBENRNE G, ETERNERT , RINBWE
RIS EIE , MARGEZERKBEIL (MFBMFEEH ) BV IAM AF, BER , MREE-LBE
MERAZSFERATIENAR IAM AP, BUERRITAZRA. AXESER ﬁé}lﬂ C(IAM B8
M) PN TEERHEZIENAS , NMEFTERNEH T EZEH.

IAM AR —NMEE—H IAM AFNE R, BTeeFEREANEHESR, BUUFERAR—IERNZINA
FEENR, IREAERF , FRATUERMHBEBRAFNER, flin , BaHE— N2 HE
4 IAMAdminsH B ZEARFEE IAM FRHBR,

RPREAeTE. AFE—5EMARINARFXE K MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHARNEILE. ETHRESELR  F5H (AM AFERE) F/Y IAM A
REIEESVS

IAM A&

| AM AERENIBEFTRENR AWS K WEMD, ERET IAM AR , BEEREARTXEK. EE
FIGRETEE IAM & AWS Management Console , AL FHI#E] IAM A6 ( 8BE5 ) . &1
LUEd A AWS CLI 5t AWS APl RERFERABEN URL RRAEE, BXEAACNEENESE
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BRIRFEIER IAM SeELTERTRER !
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iR, ZEANEACGHEXBRABRRETFTHEACENWNIR, BXATHRESGRIINACHE
B, #ZH (AM AFER) PHHENE=SSHRUBIESE (Re5HRIE) . MREEH
IAM Identity Center , M EEFRENRE. N EEHFHEZNEHMEHITEORIEFAIGRNAZR , IAM
Identity Center X RES IAM VA EHEXEK, EXNBEENER , ESH (AWS IAM Identity
Center A #EF) PHINRE,

 ImEt IAM APRER - IAM AR ARA IAM AFPSAS , LERREH X BEESHTENR,
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A, w6 IAM AP EERR IAM B EIK 7R T

- BIRSIHIE — B AWS RS EREM AWS IREIREHHIThEE, Hlin | YEERSHIRITERIE
B, ZRESEESTE Amazon PE{TRARF EC2 HIE Amazon S3 FFEEN R, RS UEELFEH
KB AANEANNER., FARSSESMERRSHEXSERRNITIERE,

- RRIGFILE (FAS) — HEER IAM AR A SEPHITRER AWS |, BHANEREA, £A
RERSE , BARESMIT—NMEE  RABLBREEEMRS T B35 —MRE, FAS EREA
ZRANNRUK AWS RS @ TSR HIERNER, AWS RS RBIRFSKEFTESH i
AWS RS REREF RETARRIERAE , T 2R E FAS #HR, EXMEBERT , BLHERRIT
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c BESHEXAL-RSHEXAGRE—MERSHEXBENRS AR, AWS RFRSEATURARKRER
TRENAE, RSEXAGHAEENT AWS KF |, AHRKRSHAE. IAMEBERAANUES
BT Re4miE RS X A BRRR,
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AWS CLI 5 AWS APl IR N AR FIIEFHES, XHE7E EC2 SKflhFE TR ZAETR, E
N EC2 k608 AWS ACHEETHEAMENAERFRER , SFE0E — MM ZSE IR K5
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ERELAWS B eI 2 R EM IR AWS SRR FERZEGFAHRNR, REREFH—
HRAWS | SEFHFARKEKN , EQELENR, AWS EEHEA (AP, root AFHAGS
E ) REFERMPAXLERRE, REFHONRBERATERELFR, KSHERMELL JSON X4
By AWS FEXfFEEH. BX JSON RBMHENEHMNAETNESEE , SR IAM AFEREFRY
JSON SRHEBLI

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUAN LR FERITER
&, ARIEMHAZRHETHIT,

RABRT , AFNAERERR, ERTHPNMRERRRTRENRR , IAM EE 7 62
IAM K, EERABETUAEMAENMJIAM K , BRAIURABE,

IAM REEE IRENNR , TXFEFERABI G EZHITRE. fl0 , RIREF—N AW iam: GetRole
BRENEKEE, HAIZREEN AP TN AWS Management Console AWS CLI, 5 AWS API SRELA &
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ET BRI RES

ETEMNNRBEAMMESZH (W IAM AR, AFASAR ) B9 JSON R RREE A, LR
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R 2H 5 &k (ACLs)

TREFIFIR (ACLs) 2HMERFTEA (KFKA. AFRAR ) ANBRER, ACLs SETHIRHN
REERL , RECFEEA JSON I,

Amazon S3 # Amazon VPC M2 X#EM RS R~ ACLs. AWS WAFE TE Z{SE ACLs , EZ 1
(IO EBEE#ERST X EIER) FHIEREZES FIER (ACL) #ER,
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&) BFHNRANR, BANXTHRENRLR. SEEZRNREXGCET HHHRBEREENRIL R
MIRE&E, £ Principal FEEAFRAGHETHRNVRBEAZINRLA RS, F-TREPNE
RNELFEZ AT, BANRLANESEE , FZHIAM BFERFH 1AM EEARRLD .
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AEEFMEH (BEEHD ) WERNRE AWS IkKFIRAF , TREXLEFHRERE TENAEL,
A X Organizations WEZ{EE RCPs , ‘@#F AWS R ZX#EH %X RCPs , 25 (AWS
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an{a] AWS Application Discovery Service & IAM EL& 1§ F

EEH IAM BEEXY Application Discovery Service BiFRIMBR 2 8l , ERi% T WL AT
Application Discovery Service By IAM ZhgE, E£TMH T ## Application Discovery Service FHE i AWS
REWAES IAMBEER , H2H IAM AFREREFN S IAM BEE&FEANAWS RS,

£
« Application Discovery RFZE T & 10 HI KB
- ETRFEHNARERF Discovery Service KB

« ET Application Discovery Service ¥r&

» Application Discovery Servic

Application Discovery FREZE T & 17 #Y SR B

BIERA IAMETEMHNERRE , S EEATRIELNREMTRAR A FRIELIRIENS
. Application Discovery Service XIS EMNRIE. RBEMFHR, ETHE JSON KSR FERRIFT
Bk, B2H (AM AFEME) W IAMJSON FBTESE,

BRI

EE R WLER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FERITER
1, ARIEMAAZRHETHIT,

JSON KM Action TEMER T A TERKP AWHIEL B RINRE, RBREBEESXEKN AWS
APl BRIEE R, B—LEHINMER , HIAURBIE AP BENRNR BR1E, T -LREFTEERK
PIITSMNMRIE, LM IREMR N ABKIRE,

HREEF 2 ERFEUR FHATREIRERIRR,

Application Discovery Service PRI RS IRIETEIRERIERALLTHIAR : discovery:, REEALND
& Action = NotAction jtZE, Application Discovery Service EX T HOH —HIRE |, XLEIREH
R 7 EAAE R ZRSHITHES

EERMEUPEESTURE  BEMAESHENRT , MTHAR

"Action": [
"discovery:actionl",
"discovery:action2"
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B LERBESR () BESMRE, 0, EIEELLEE Describe FFLMFIERE , @BUT
BIE -

"Action": "discovery:Describe*"

E&EF Application Discovery Service ##1E5I%k , EZH IAM A 38 AWS Application Discovery
Service P E XV ERE,

RIR

Application Discovery Service %% ARNs ZREEHFIEERER. EDFFHRINR , Fo R CIEZMER
AWS K

ESER

Application Discovery Service T RRMEEMSFE TREFNF M4 ZL , ETHIIBFFRAEELBERLE
., EEEFE AWS £R&HR , H51 IAM AP ERmHPIAWS £ F54 £ T XHEH,

=~

E&EF Application Discovery Service ET SRR RHIl , ESH. AWS Application Discovery
Service ET 5B KB =B

HET® R B AR Discovery Service KB

Application Discovery Service A X FE T BRI K

E T Application Discovery Service ¥r&

Application Discovery Service X #5¥r10 R IR SR TEIR 12 5115 B R
Application Discovery Servic

| AM £ &R &M AWS Ik BB 45 EN R SEE,

£ Application Discovery Service # {#

Application Discovery Service 73X # F IfaHE+ o
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RSSHEX A B RV AWS RS HEHEMRS TR RFRARRETRRE. BSHAXBEERE IAM IK
P, HRZERESE. IAM BEAAUEFEETEAEERSEXACHNR,

Application Discovery Service XFRFHEXAB R, BXBIEHEE Application Discovery Service AR
SHXBRNIEMEE , BSHN Application Discovery Service R RS HxHE,

BEAE

BHREATRSAREEBERSAC. LABARTRSHREMERS FHRRUCKRETHRIRE. RS
ABERE IAM KSR, FRZKFAE, XBWKE , IAM EERAUERZAERHNER. B2, X
B AT RE & P T ARSSRY Zh&E

Application Discovery [RF X HRFZHAE.

AWS HIIEE K RE AWS Application Discovery Service

EOAF. HANALRNKIR , A AWS REXKRILLECHEERREREESZ. IR NEAKRER
FIEMRN IAM EFEERKKFENEMZLAR, BREA] , SR SERERIN AWS H£EX
B, XLRBBMEFENEARG , AIEEN AWS IKFHEM. BX AWS REXBNESZER , 55
59 IAM B P e RAWS FEE XK,

AWS RS54 MEH AWS HERM, BT EEQR AWS RERBHFHNNR, BRSBRaE AWS
EXRBRINFMARRAZIFHFE. WREFLLBHMNRBNAEEH (AR, ANAE ). B
IR IRETAN , RESHRETRLEH AWS HEX KK, RST2M AWS HERBEHBER
R, B REBERSBAENIATNR,

LA | & AWS X EHBES MRS TEIRENIEE R, 40 , ReadOnlyAccess AWS & K g 12 1H

NFTE AWS IRESFERN RIRFRINR. HRSE—THFIEER , AWS SR FREFNEFRRMI
EmNPR, BXx TAERAERBNFIRMNER , 258 IAM BFRERSIER T T/ERENAWS EERE
B,

AWS FEE KB . AWSApplicationDiscoveryServiceFullAccess

ZAWSApplicationDiscoveryServiceFullAccessEKBERF IAM B F K F 178 Application
Discovery Service #l Migration Hub B#XBR APIs,

AWS FEB M -
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BN T LLERBEHY IAM A POk P R BABL & Application Discovery Service, BaifELEARE, B3MEL
TARELI , LR M Discovery Ser AWS vice BIEFEFERARIE, AXRUERBARE , FSRARTFX
Application Discovery BRF I E £ 5 R ER.

AWS FEE KB . AWSApplicationDiscoveryAgentlessCollectorAccess

AWSApplicationDiscoveryAgentlessCollectorAccessEE KRR T Application Discovery
Service TREBWE R ( TREBRESR ) IMNARFAIARSHEZBEAREHMRSFBEFHIN
BR. AWS

ORI R B IR E A HAE B ECE TR B WEREH 1AM AP,
RRFAE R

ZERBIE U TR,

.« arsenal— AR FUIEERSTE Application Discovery Service R ARRFHEM. H 7T HEBFRESIR B
FEREEZE , TRSERN AWS,

« ecr-public— AFWERAALS#EM BT A HEME ( Amazon ECR Public ) , FEABE AL
KB EBNEFTERT

« mgh— AFKRERFA AWS Migration Hub S A FEEWRERN KA EXE, X3 FEHER
SENBEN XTI BNXFRHEN,

« sts— RFWESRKRERSZAZTH , MEWESS T LLEA Amazon ECR Public LUREVERHT E# .

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"
1,
"Resource": "*"
1,
{

"Effect": "Allow",
"Action": [
"ecr-public:DescribeImages"

]I
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"Resource": "arn:aws:ecr-
public::446372222237:repository/6e5498e4-8c31-4f57-9991-13b4b992ff7b"
},
{
"Effect": "Allow",
"Action": [
"ecr-public:GetAuthorizationToken"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"mgh:GetHomeRegion"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"sts:GetServiceBearerToken"
1,
"Resource": "*"
}

AWS IEEXRBE : AWSApplicationDiscoveryAgentAccess

ZAWSApplicationDiscoveryAgentAccessKEIR FRIARER ZIRIEEMME Application
Discovery Service BfE R,

SRR REHR B N AR AR EERAEERNEMAS.

LR BEIE IR T A i8] Arsenal IR, PIZRAR —THEENEENRERS AWS, FIRNGHE
¥ R B =imMY Application Discovery Serviceo BXxULRBEM RO , ES @ 2 TCER FIHE R,

AWS IEEXRIE : AWSAgentlessDiscoveryService

ZAWSAgentlessDiscoveryService REEIRFELEM v AWS Center Serv VMware er HIZ1TH
FoXE Discovery Connector AR PR , LUEMEESEH G2 BEH E2HEEESRETRRIER
Application Discovery Service,

AWS REFKH 149



AWS Application Discovery AriEE

SERPRF LR B M N R R E A T IRV E A P

AWS £E KB . ApplicationDiscoveryServiceContinuousExportServiceRolePolicy

WRIEH 1AM K E Mt tIAWSApplicationDiscoveryServiceFullAccessit
%R , ApplicationDiscoveryServiceContinuousExportServiceRolePolicyll &7

Amazon Athena R TS BIBIRZRINAERT | ZIKF 2B X}EEEHNKF,

%K B& AWS Application Discovery Service /¥ 812 Amazon Data Firehose & , SA%# AWS
Application Discovery Service 13U & EHE H R H A W E & AWS 1K~ #EY Amazon S3 7 ##.

B, BERBRIEBIER T —4 AWS Glue Data Catalog % 8 applicati on_discovery_service_database 9
MREENA TR BRENBTENREN, BXUERBORG , H55H B TFRERERENR,

AWS IEEXRIE : AWSDiscoveryContinuousExportFirehosePolicy

ZAWSDiscoveryContinuousExportFirehosePolicy B 2% Amazon Athena R AHKIEIRE
IhREFT A EM . & ¥ Amazon Data Firehose M Application Discovery Service WM EIEE AL
O S3, AXFEALEKENES | B2 EeIE AWSApplicationDiscoveryServiceFirehose #f, Hx
WERBEN ARG, BSRARTFHERZENR,

#8122 AWSApplicationDiscoveryServiceFirehose B

EEANREREHMEEZN IAM AFRKF, £
FAAWSDiscoveryContinuousExportFirehosePolicyZREERt , BEE A MM ECIER—

NZ A Firehose AWSApplicationDiscoveryServiceFirehoseH) B BER T[54k |, REF
ZAWSDiscoveryContinuousExportFirehosePolicyKBEMMEZ AR , ML TR R

£]2 AWSApplicationDiscoveryServiceFirehose IAM &

1. EIAME#ZHEaH  ERSMERLNAE,

B i%£$E Create Role(RIE &),

1%£$F Kinesiso

1%#% Kinesis Firehose 13 &Y A R4l

EET—F: R,

£ “TRIERRE” T # RAWSDiscoveryContinuousExportFirehosePolicy.

i% H 3530 B9 B 3R HE AWSDiscoveryContinuousExportFirehosePolicy , AREIEE “T—% : EF,
# AAWSApplicationDiscoveryServiceFirehose B EZ# , REERCER/E,
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Application Discovery Service E# AWS T3t

& & B Application Discovery Service AWS 1T & R BE T 17 IR ErixX L2 & S AR IZ AR S BV IF H1E B
ERBAXMNEERNBFRR , HITHE X7 £ 125 AWS Application Discovery Service T H
E# RSS IR,

B DU B

AWSApplicationDisc Application Discovery Service 2022 £ 8 A 16 H
overyAgentlessCollectorAcce i T AL EREE , ZXK
ss— AT ERESRNHE BEAWSApplicationDisc
d, BERE T overyAgentlessColl
ectorAccess RFENRE
WEBEMMNARF X IMRS

HEZBEUAREHM AWS

PR 5518 15 Y LR
Application Discovery Service Application Discovery Service 2021 3 A 1H
Vil FRIRERE AWS EE RN

B,

AWS Application Discovery Service &F & 7B SR B& R~ 451

BRIAMBRT |, IAM AP A TR B £ Application Discovery Service &R, ffiltt T EE A
AWS Management Console AWS CLI, B AWS API }i{TES. 1AM B {4812 IAM KBS | BUE
NAPHNAERFNERUANMENEERBRINITHEN AP 81, ARG , B & SPURIX L5 BE i i
FFEX LR IAM A4,

ETROMERIXLRE JSON REEXHEIZE IAM ET HONER , 5§56 (IAM AFER) P8 &
JSON JET+ L 632 K&

£
. g
« EF X Application Discovery fR S5 HI 52 T 8] X BR
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AWS Application Discovery AP s
- MARKERTFHENR

- BFRERERENR

- BFRERERR

« EF A Migration Hub 24 & M 4 & B R

R R fE SRR

ETEMNRBERAETEARBULUELENK, PRI, R MER Application Discovery Service %
o XERETRELE AWS P F=ERAR, SRS FEBEETSHNERKE , BERBRUATERMEI

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBR TR , EEAN TS
FIRAGIRTRRHAWS HE R, ENEMRNRARITR AWS IKF, FRITZVEET E LEHXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEE XK TFIRAENAWS FEE XK,

- NASENR : £EA IAM RERENRE , BREFRITESENNR. At , EAIER
EREFRGTAUNBERFRRTHRE , SR NRENRFA. BXEM IAM NARBRNESE
B, #5H (AM AFER) S8 1AM PR RE R,

o {8 1AM RKBE B S — S BREITH RIAR ;48 A7 LA [ 5K B 7 00 5% 44 Sk BR A X R AE RN FR A 17 ) o
Bl | WA LURE RS RIEEMXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY , Tt AT BAE A SRR B T 30 RS R AERY T R BR AWS BRSS , 5lEn AWS CloudFormation. &
REZER , 72H (IAM AF1ER) B/ IAM JSON KB TE | &,

- M IAM Access Analyzer BiEZH) IAM KB | SUBFRN RN LM IhsEM — IAM Access
Analyzer 2K IEF REEMIM B KR , LUBERREAS IAM REIES (JSON ) M IAM HESE
B2, IAM Access Analyzer 12 100 ZTRBEREMTIRENEI , LRBEBHER S BEEMREN
Kig, BXEZER , HZH (AM AFEE) FHFEH IAM Access Analyzer BiE KB,

- BRZEHHRIE (MFA-OR AWS KFEHZRFER IAM AFSRAFS , BEA MFA REZR
2. FEERM AP REMNEE MFA | B MFA RMARMEIEHNRET. EXEZER , §5
7 CIAM AP iEr) FREEA MFA R API 1

BX IAM AR REIRNESELR , H2H (AM AFER) #1 IAM AR £ HEXEK,

& F 33 Application Discovery ARSI 582 5 A X PR

AWSApplicationDiscoveryServiceFullAccess ¥ & REE&R T IAM A Pk~ 157 Application Discovery
Service 1 Migration Hub IR APIs,
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e SRR AN 2 E K A /9 IAM B R ] LAEL B Application Discovery Service, B3I f{EILRE, B3H
FIETREBEI , BARM Discovery Ser AWS vice BIEEFRERAHIE, BXUEBNESZER , F5
F“AWS BV FEE K B& AWS Application Discovery Service”s

Example AWSApplicationDiscoveryServiceFullAccess B

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"mgh:*",
"discovery:*"
1,
"Effect": "Allow",
"Resource": "*"
},
{
"Action": [
"iam:GetRole"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

B % AR T 77 B AR

AWSApplicationDiscoveryAgentAccess £ & KBS 1R F B AR F A IR IEEM A & Application
Discovery Service BEHINR. BXRIUKBNEZEE , BSHRAWS WIEERE AWS Application
Discovery Service”s

FUREHMIZARFAAREEAEERNEFAAS

LR BGER T A P 15 E Arsenal IR, P —THEENEENRIERS AWS, FIRA[FHE
¥ X B =imMY Application Discovery Serviceo

Example AWSApplicationDiscoveryAgentAccess BER

{
"Version": "2012-10-17",

"Statement": [
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{
"Effect": "Allow",
"Action": [

"arsenal:RegisterOnPremisesAgent"

1,
"Resource": "*"

}

]
}
R FREHTEWRENR

ApplicationDiscoveryServiceContinuousExportServiceRolePolicy & KB AWS Application
Discovery Service /2112 Amazon Data Firehose 7t , SA%# R AR F A RSB IR EE MY BB
FEA BB E AWS K Y Amazon S3 FER.

LA | BESRBEIESBIE— /N AWS Glue BIEE R , EPE3E —NE AHNFHEBIE
FEapplication_discovery_service_databasefl A T REBIENBIBEHREM,

BXFERALEBNER , BSRAWS WIEERE AWS Application Discovery Services

Example ApplicationDiscoveryServiceContinuousExportServiceRolePolicy

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:CreateTable",
"glue:UpdateTable",
"firehose:CreateDeliveryStream",
"firehose:DescribeDeliveryStream",
"logs:CreatelLogGroup"
1,
"Effect": "Allow",
"Resource": "*"

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
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"firehose:PutRecordBatch",
"firehose:UpdateDestination"

1,
"Effect": "Allow",
"Resource": "arn:aws:firehose:*:*:deliverystream/aws-application-discovery-
service*"
1,
{
"Action": [
"s3:CreateBucket",
"s3:ListBucket",
"s3:PutBucketLogging",
"s3:PutEncryptionConfiguration"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::aws-application-discovery-service*"
1,
{
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::aws-application-discovery-service*/*"
},
{
"Action": [
"logs:CreatelLogStream",
"logs:PutRetentionPolicy"
1,
"Effect": "Allow",
"Resource": "arn:aws:logs:*:*:log-group:/aws/application-discovery-service/
firehose*"
1,
{

"Action": [
"iam:PassRole"

iF
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWSApplicationDiscoveryServiceFirehose",

"Condition": {
"StringLike": {
"iam:PassedToService": "firehose.amazonaws.com"
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}I
{

"Action": [
"iam:PassRole"

iF
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/service-role/

AWSApplicationDiscoveryServiceFirehose",
"Condition": {
"StringlLike": {

"iam:PassedToService": "firehose.amazonaws.com"
}
}
}
]
}
RTFHFERENR

% AWSDiscoveryContinuousExportFirehosePolicy B 21 Amazon Athena H £ A BB IR R I BEPT
MHER, R Amazon Data Firehose M Application Discovery Service W SR EIEE AL I #h
S3, AXFEALEKKNES , B3 EIE AWSApplicationDiscoveryServiceFirehose £,

Example AWSDiscoveryContinuousExportFirehosePolicy

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"glue:GetTableVersions"

1,
"Resource": "*"

},

{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
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"s3:PutObject"
1,

"Resource": [
"arn:aws:s3:::aws-application-discovery-service-*",
"arn:aws:s3:::aws-application-discovery-service-*/*"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/application-discovery-service/

firehose:log-stream:*"
]
}

BT Migration Hub 2| & M 4& B B9 X BR

EEIE A FSRIEL 5 1R Application Discovery Service 5 Migration Hub B & F
S MR KRR R X AWS Migration Hub 2 & & MEE A RIRE , BJEEE
ffdiscovery:GetNetworkConnectionGraphiREFMEIFKMH T,

MRRBAESUATHANRML | NAAE R EH
#Zdiscovery:GetNetworkConnectionGraphiREREFH K IHH K

« ZERBE RUFERIEL 118 Application Discovery Service 5 Migration Hub,
s ZRBFEAS —MRENKIBERER FIHENR , Ll “discovery:action-nameff 2"

discovery:*,
LU 7R 5035 BB N[ 4 1AM SRBE R A discovery: GetNetworkConnectionGraphi®{E,
Example
"Version": "2012-10-17",

"Statement": [
{
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"Effect": "Allow",
"Action": ["discovery:GetNetworkConnectionGraph"],
"Resource": "*"

}
A X Migration Hub MEEREE , ESHIE Migration Hub R &EE N iEE,

9 Application Discovery Service fEARZHER AR

AWS Application Discovery Service £ AWS Identity and Access Management (IAM) fg 55 #8255 A
&, RSHEXAGR—MIMFH IAM A€ | B8 E Application Discovery Service, FRFHEXAE
H Application Discovery Service Service TiE X , BIFZRFKREFAHEM AWS RFAENFTE
R,

RS H< A% E Application Discovery Service EBEMA S , RABTLFIHRMAENN

PR, Application Discovery Service EX T EHRFZSHEXACHNR , BRIEZEENL , BNRENAERF
RURFSTEHTHAR, EXNWNRIEEERBENNRER , ARTEEMMEMEME M IAM K&
HY I PR SR B o

RETEERBRMEXERE , BFEMBRESHEXAR, XA R AR Application Discovery
Service BIR , RNET T E P HIBRE RHX L FIRNER,

F&
- Application Discovery Service B RS # < & R

- 73 Application Discovery Service SRS AX AR
- & Application Discovery Service FIIRS XA E

BRXEFRSARALHEMRSNES  FSREM IAM BIAWS RS HERBSHEXABFIFER
NRNERS, EERMERE  EREZRSHBRSHEXAEXH,

Application Discovery Service HJ RS H% A @R

Application Discovery Service A& I AWS FRFZHE<AE
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport— 5o 14 B P s B/ AWS
Application Discovery ServicefR S5 F &R

AWSServiceRoleForApplicationDiscoveryServiceContinuousExport IRE % B EEEU T RERAA
ZAE
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AWS Application Discovery

RAriEmE

* continuousexport.discovery.amazonaws.com

£ @ PR KM St iF Application Discovery Service TR UL T I24E
glue

CreateDatabase

UpdateDatabase

CreateTable

UpdateTable

Firehose
CreateDeliveryStream
DeleteDeliveryStream
DescribeDeliveryStream
PutRecord
PutRecordBatch

UpdateDestination
S3

CreateBucket
ListBucket

GetObject
=

CreatelLogGroup
CreatelLogStream

PutRetentionPolicy
IAM

PassRole
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X R E R ERIREFTE R R IRH TR

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [

"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:CreateTable",
"glue:UpdateTable",
"firehose:CreateDeliveryStream",
"firehose:DescribeDeliveryStream",
"logs:CreatelLogGroup"

1,

"Effect": "Allow",

"Resource": "*"

},
{

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:UpdateDestination"

1,

"Effect": "Allow",

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-application-discovery-

service*"
I
{

"Action": [

"s3:CreateBucket",
"s3:ListBucket",
"s3:PutBucketLogging",
"s3:PutEncryptionConfiguration"

1,

"Effect": "Allow",

"Resource": "arn:aws:s3:::aws-application-discovery-service*"

I
{

"Action": [
"s3:GetObject"

1,

"Effect": "Allow",
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"Resource": "arn:aws:s3:::aws-application-discovery-service*/*"
1,
{
"Action": [
"logs:CreatelLogStream",
"logs:PutRetentionPolicy"
1,
"Effect": "Allow",
"Resource": "arn:aws:logs:*:*:log-group:/aws/application-discovery-service/
firehose*"
},
{
"Action": [
"iam:PassRole"
1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWSApplicationDiscoveryServiceFirehose",
"Condition": {
"StringlLike": {
"iam:PassedToService": "firehose.amazonaws.com"
}
}
},
{

"Action": [
"iam:PassRole"

iF
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/service-role/

AWSApplicationDiscoveryServiceFirehose",
"Condition": {
"StringlLike": {
"iam:PassedToService": "firehose.amazonaws.com"

BATMBEENR , 2 IAM R4 (AF, AAe ) 212, FEIBERESHXAR. BXESE
B, #5H (AM BAFER) BRRSHEX A SRR,
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71 Application Discovery Service BI2RFHXAE

BREEFHCNERFSHEXAR, Ha) &R FHREBEWE FHRIARBRESRSTHE "OMTEEFPHIE
I, RERHIRE “Athena PIVHIERZ" BHR , L b) £/A CLIEA API &Y, BRXER “BH4&S

B , AWSServiceRoleForApplicationDiscoveryServiceContinuousExport fR$5 18X A & B3 82,
StartContinuousExport AWS

/A Important

MREEHMERALACTIFNIENRS PTEUEMRE | RS HAXBETHIEZRR
Kr, BETHESER , FEHARN IAM K, PHHFAE,

JEiE Migration Hub 12 &I & |2 RFHEXHBE

& T LAE A Migration Hub #2514 812
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport RS Hx & &,

BIZRSHEXRAE (EFE)

1. TESMBEHKD | iR Data Collectors (BRIEUWERR).

2. i&$E Agents (RE) LT+,

3. fF “Athena VBRI 5" BIRTIIRE] “4TF LB,

4. EL—SERBXNEES , LHEIBEXRKEANSIEEIIEF Continue (#4R) 5 Enable ()& ).

MRBIZRS XA E AWS CLI

I&AI LAE A B9 Application Discovery Service #54 AWS Command Line Interface R &1%
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport iR X A &,

HENED ELSH N, RESBBILKESHERAR AWS CLI ( AWS CLI BFRHEHNINE
FREZASG )

EOIZRSHEXRAE (CL) , ENF B “BFESH” AWS CLI

1. =% AWS CLI SEB FTEMBAERS (Linux, macOS & Windows ) B, Xt , 5
E {AWS Command Line Interface A1) o

2. HAFGHETRE (Windows) L& iR (Linux B macOS).
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
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a. A aws configure }#&T Enter,
b. HALH AWS 15RZ 4R ID M AWS FAR TR EH,
c. MNFEIAXEEH , WA us-west-2,
d. XFRINEEBEX , WA text,
3. BAUTHT:

aws discovery start-continuous-export

BRI AER IAM 25 5B “RIBRF-FESH AHIERSHEXAE, 7 IAMCLI = IAM API

| B continuousexport.discovery.amazonaws.com REEZMBIB—IPRSHR<AR, BX
BZERE , B5H (AM AFER) PHAERSHEXAE., NRERBRTHESHEXAE |, AT

ARENTEERCIEAR,

fHIB% Application Discovery Service B RS XA R

NMRTBRECAENZERSHAXACHNIIERRS , RNBWERHBRZAG. XHEMIBREED

BERREFHREASE, B, EXMTERENBSAXAE  RETRFIMERE.
R BRSHEXAR

HMFEMERBRSHERACEANFTERR , REFRER IAM BBRZAE.

® Note

7N SR 4822 334 il BR R B Application Discovery Service IEfE#ERiZAE® |, MR ATAES KK,
MEXEXHPER , BEF/LIHEER,

M Migration Hub 12| & # il Bk AWSServiceRoleForApplicationDiscoveryServiceContinuousExport
RS AER AR Application Discovery Service &R

1. ESMBE®KS |, %R Data Collectors (BIEUESS),

2. i&#E Agents (IREB) I+,

3. ¥ “Athena FEIEBIERXI S BIRYVIRE “S<i” LB,
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Ml Bk AWSServiceRoleForApplicationDiscoveryServiceContinuousExport fRE < A& FE A K
Application Discovery Service &R AWS CLI

1. &% AWS CLI EA T EMBRERS (Linux, macOS = Windows ) B, BXiiEA , 5
i {AWS Command Line Interface A1) -

2. HAGHERTRE (Windows) L& iR (Linux B macOS),

a. A aws configure }#&T Enter,
b. #AZH AWS THRIZE4 ID M AWS B IHREHR,
c. NFEIAXEEH , WA us-west-2,
d. NTRIAMHEBEX , WA texto
3. BAUTHS

aws discovery stop-continuous-export --export-id <export ID>

« MREFHAEEFLNEZSHNSH D, BRAUTHSETELZSHN ID .
aws discovery describe-continuous-exports

4. WMALTHS , BYRIDEES HAREPRESN FEEHRE KBRASFL

aws discovery describe-continuous-export

FHMBRBRSHEXAE

AT LAMEA IAM #251A . IAM CLI =% IAM APl &R
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport IRE XA, REFTBEEF
AEZERARSHEXBEH Discovery Service- ﬁ—:k—rHjIjJHb , RN NUEMBRIZAR, XHRMEERH
FHUEREPNREASE, BEXESZELR , H3A (IAM AFEE) PWHIBRESHExA®,

(® Note
BRRBRBSHERAE RS RERER. FSH Bk RSHEXAR,
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AWS Application Discovery Service 5 31/ 7] £ ¥ f7 2

AL TE BREBENES M FIE E £ A Application Discovery Service #1 1AM B 7] 8838 2 49 & I (8]
11

&

« RFEBINIT iam : PassRole

T IN1T iam : PassRole

MBEEWEEREE | WETPINTIZIRE | WANEHEN R UA T B A BRKIELS Applicati
iam:PassRole on Discovery Service.

BE AWS S A ERIEAGKREAZES K MAREURFNERSALIBSAXEE, Ak,
BB MER A BLEERSHINER.

HEZ AW IAM A Fmarymajor=id £ A2 %l & £ Application Discovery Service F#ITIRIER , &%
HUTRAEIR, BR , REXTEGRFSACFHER FHNES ATIMITLIIEE, Mary TEFNAGREL
i % B 55 B AUBR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIER Mary B KB L A F#EINAT iam: PassRole #1E,

MBEEERY  EHRENAWS EHR, BNEERRIRHZFZEIINA,

g% Application Discovery Service APl AWS CloudTrail

AWS Application Discovery Service 5—TiR55 &K AWS CloudTrail , ZBRFRMAF. BEHRS
£ Application Discovery Serv AWS ice FIITHIREMNIZR, BRI LAEA CloudTrail id%, FEMEE
MREWKFSES) , EHTHERMETIT, CloudTrail RGN AWS IKFEFINEHAFIER , 2
FEET AWS EEEH S Man ST TENITHIRIE. AWS SDKs

CloudTrail #3%k Application Discovery Service BYFTE APl HREREH. HBIRNBAASEXRE
Application Discovery Service 12l & AR MY AR F XIRS AP RIENRBIER.

MREGNETRER , WA LA TR CloudTrail S4FE&4& M E] Amazon S3 778 , ‘B3E Application
Discovery Service FE#, MREKRBERE , BMATLEE CloudTrail AW “EHAHLIER" &

IAM P& HEBR 165
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EERFNEHS. FRHKENEE CloudTrail , A LAFEE [ Application Discovery Service & HEYiE
R, REERW IP #hat, #AE THER, ARAEHBERAREMIFEMBERS,

ETHEZEE CloudTrail , i5ZRAWS CloudTrail A8/,

Application Discovery ARS8 Bz T CloudTrail

CloudTrail ZE& 4812 AWS it EEZKS E/SH. 3 Application Discovery Service & 4 5E )
B, ZESHEHAM AWS BRS CloudTrail B4 —RIEREEHALIERKF. BAUEESH AWS K
FHREE, BEANTHERERENSH, BXELER , FERATHASEHTILIERES CloudTrail
#,

EREICRKEN AWS KKFFIEH | GFEApplication Discovery ServiceIEH | BRIERIER, BIRA
% CloudTrail ¥ B & X & E] Amazon S3 FfE, BRIAMBRT , HEEERHI AP CIRRERN | %
RENNATAE AWS Xig, RERIZK AWS 2 XArE XENESH | HEEEXHEETBIEEN
Amazon S3 FEME, AN, B LR EE M AWS RS , Ui —F 2947 CloudTrail B EFWRENSH
BREANEXET. BEXEZER , BSHETIAE :

o SIZEIR SR

* CloudTrail Z#5#IRSS FERK

« BLiE Amazon SNS EHI CloudTrail

o EYKBEZANXIFH CloudTrail B EXHFIZREK B ZANKF B CloudTrail B &4

Application Discovery Service B FTE#4EEH A CloudTrail pp lication Discovery Service APl & 12
FHIBRHER, Hlin , JCreateTagsDescribeTags, HGetDiscoverySummaryiREN ARSI
CloudTrail BEX#H#H4EHKFE,

BONEHRASREBEEERERBFRVARAGE. SOEERRHTEREUTRE

- BERIFEHRIERZER AWS Identity and Access Management (IAM) B F&EIEA Ho
- BREFEAACKRKREAFPNGENZEEIERXEN,
- BREEAHHEMAWS RF A H,

BREZER , 52 H CloudTrail userldentity T,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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THENARRAXIMRS Service BEXH%HE

BEE—MEE , AFREHENBEXGERIEIEERN Amazon S3 7##. CloudTrail BEXX 4
BE—NEENMNEEFZEB. BHRKRKRBEMRENEMER , BEEXFERWRE. BEN BB
B, BERSHENFER, CloudTrail BEXHTREAH AP BANEFHRRE , R T2RE
A4S ER IR

AR RBIE R T E RiZDescribeTagsi#4EM CloudTrail B&%H,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAJBHMC4H6EKEXAMPLE:sample-user",
"arn": "arn:aws:sts::444455556666:assumed-role/ReadOnly/sample-user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAJQABLZS4A3QDU576Q",
"arn": "arn:aws:iam::444455556666:r0le/ReadOnly",
"accountId": "444455556666",
"userName": "sampleAdmin"
1,
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-05-05T15:19:03Z"

}
}
I
"eventTime": "2020-05-05T17:02:40Z2",
"eventSource": "discovery.amazonaws.com",
"eventName": "DescribeTags",
"awsRegion": "us-west-2",

"sourceIPAddress": "20.22.33.44",
"userAgent": "Coral/Nettys4",
"requestParameters": {
"maxResults": 0,
"filters": [
{

"values": [
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"d-server-0315rfdjreyqsq"
1,

"name": "configurationId"

I

"responseElements": null,

"requestID": "mgh-console-eblcf315-e2b4-4696-93e5-b3a3b9346b4b",
"eventID": "7b32b778-91c9-4c75-9cb0-6c852791b2eb",

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

TR ARFEZIRS Service BEXHERE 168
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AWS Application Discovery Service ARN #% =

Amazon BREM (ARN) B —ME—RIRBRNFREER. AWS AWS HREEMBERRTHHBEER
JRET , EE— ARN., AWS AWS Application Discovery Service EX 7 LA TAZA ARNs,

« KU : arn:aws:discovery:region:account:agent/discovery-agent/agentId

- FREUEESS : arn:aws:discovery:region:account:agent/agentless-
collector/agentId

- EBIPHEFWNEESS : arn:aws:discovery:region:account:agent/migration-
evaluator-collector/agentId

« RINERESS : arn:aws:discovery:region:account:agent/discovery-
connector/agentId
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AWS Application Discovery Service Bt &l

Service Quotas 12 & AR % AWS Application Discovery Service BLHIIE B, B LAFER RS R
B A EE BRIANY BR S5 BR 80 =K 7T 1 B PR &S SR 38 iR

HH , E—AUENNEFRRS NS S ANRS SR
Application Discovery Service 8 LT BRIABLET
- BMIKF 1,000 N AERRF

MRERB|NWERAHEES AFTHORARERF , WA LAEA DeleteApplications API
BRERBRIENARER. BXEZEER |, 55H (App lication Discovery Service APl &
#) DeleteApplications 1 #Y,

- BNEAXHEHNZRAIXMHEKRNA 10 MB,
- BANKFS AT 25,000 &R ERICR.
- FRMIER 25,000 &3 O18 %,
« BNKFS A 10,000 & RS ER (BT AEREMLLEH ) .
« 1,000 MNERRE |, 1 EFEWELRIEH N H &2 Application Discovery Service.
* 10,000 NRERHAE , BAEERBETFRELRE,
- BNMNNARF 400 MRS 2R
B R% 8 30 MrZ,
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https://console.aws.amazon.com/servicequotas/home?region=us-east-1#!/services/discovery/quotas
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DeleteApplications.html
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M BEHEBR AWS Application Discovery Service

EARE D& |, AR EIE X WEEE AWS Application Discovery Service# & IL[A B IS B
FH

- BYBERZEFLBERSE

- BREBIBERERENTIE

- {8 7E Amazon Athena FIREHIENE N @ H

o BEBRS A K WIE F A B E

BEHERRFEBFERE

BEEIEBIEHRE |, B LAKE Migration Hub BHI &P &I > HIBWES > RBEETF TR
X, A LA StopContinuousExport APl, FIEHEKRESRZAEEEE 30 58 , FLUHME ,
Z# A LR YI#FF < DescribeContinuousExport APl A& HRIBIRZFIRSERR “Stop In
Progress”s

(@ Note

MRRBFHEFENEG , PIRIFRAKRXAH B KB REEH
DescribeContinuousExport API iREl“Stop_Failed”™R7S , W aJi@xd < (A Y0# FF < =8 A
StopContinuousExport API REid, MR “BFERZE" MAERERBTERINEL | HEX
RAWS AR,

A RBUT S RATAF I F L BTERE
ET 1 FIERERRERE
WMREMEA ADS RETRAIMHA BT BEEXR ADS BIEFEFEEPREES IR

1. M Migration Hub #Z#I&H , i&&F “RI" > “BIFWESSE" > “RE” BT+,
2. EBEMELEEETHWINERIEH LR Stop Data Collection (fF L BIEUEE),

KRB RAERE ADS BIEFMENEN S3 FHEFBPHTIRENBIE. SCOINERENTA
Al

BEHEFRRELHRERE 171



AWS Application Discovery AriEE

RN 2 : WIERBIEIRZEM Amazon Kinesis Data Streams

RSB EEE T ADS BIEEHEDNRBUERIE | BEXFAEFEHABUIEREL Amazon S3 i 1#
RUREEE , WA F S BREIBIR R 12/ Amazon Data Firehose i :

1. M AWS 24| & & F Amazon Kinesis , RN S E K& F £ D ata Firehose,

2. MIBREABIFIRRDEECIROUTR :

* aws-application-discovery-service-id_mapping_agent

* aws-application-discovery-service-inbound_connection_agent
* aws-application-discovery-service-network_interface_agent

* aws-application-discovery-service-os_info_agent

* aws-application-discovery-service-outbound_connection_agent
* aws-application-discovery-service-processes_agent

* aws-application-discovery-service-sys_performance_agent

BRETHERRREN TS

BREBIBBEBRRBENE
1. WBBRTEf#TE Amazon S3 A XTI EHIE,

F AWS Application Discovery Service (ADS) IWEMBIEZMEE R NN S3 EEFEFaws-

application-discover-discovery-service-uniqueid,

(@ Note

£ Amazon Athena A3 AZUIERXI S ThEERT |, MIBR Amazon S3 fZf# T H A AV Ea 3T R &P
25 HEIR, THEM S3 AEFTHATNREBEIE, £ Athena R F T LA B R S M BRAY
BIE.

2. #BR AWS Glue Data Catalog.

£ Amazon Athena FFFBHIERERRE , ELELNIKS P61 — Amazon S3 Z#EN , AT
7% ADS REEHWENTIE, ik, ©iE6IE T —/ AWS Glue Data Catalog M /2 &M
Amazon Athena B 777 Amazon S3 FEBPHEIE. ZE7E Amazon Athena <A%K
FIRREER , TRERMN Amazon S3 FHEEPEMETAHHE , 2ol WENBEFRETR

BREBSBERRKRENBE 172
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T, MRETBREXLEHE , A AREREHNKSIRER Amazon FFF B HIEREFZ AR

7 , Athena,

a. M AWS & & 51R Amazon S3 HF s krE 1 “aws-application-discover-discovery-
service-uniqueid” B 176 1%

b. &TALUE M BRapplication-discovery-service-database BB EMAT A X LERKRFFHE AWS
BRENIEIRE Glue Data Catalog :

* os_info_agent

* network_interface_agent

* sys_performance_agent

* processes_agent

* inbound_connection_agent
» outbound_connection_agent

* id_mapping_agent

M BERIEH B IE AWS Application Discovery Service

E M Application Discovery Service FilBRFTEEIE , BBARAWS Z #0713 B 5 M R £ ZBEIE.

{&&E 1 Amazon Athena FIRZRIKFERE N 8] B
EATE AR EIE X AR Amazon Athena Hi# (TSR R ZM0 %S LA EE L,
. Fo37E Amazon Athena R BUERE | BN TRt R IR AR A B AWS FFE AR

o FNREBHEEARIE RETDPE Athena
o R BEBHNRIHREIIL D% S3. Amazon Data Firehose = AWS Glue

ToiETE Amazon Athena FEIBREIRE , AL ECIERSHEXAEM
AWS FRERR

L {R1E Amazon Athena R BBIERZINGERN , ERERNKF P OIERSFHEX A
fAWSServiceRoleForApplicationDiscoveryServiceContinuousExport , XH#ER

AJEABIE AWS FRENRIR , EREBERENHBIETUEL Db AP TR |, SIEL D S3 7

{&E #£ Amazon Athena FIRZREIER E N )2 173
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1. Amazon Kinesis #i#l. AWS Glue Data Catalog#l R {&#9 I 7 5% B & H B PRFE Amazon Athena
RHETHREXNSEAMNEZEAE , WiZARFEENHBIL. FSEAWS WIEE X AWS Application

Discovery Service,

TR ERFEARE REIL S Athena

MRFBIEARRA Athena , WAREEFHEET 30 2% , BEBRERFRSH 831", FEFETEHIH
RYBRR TS &R

« AWS RILE

Tlﬁﬁﬁﬂﬂ’] Collection (W £E) RFSHRIEZ R Started (E/E3H) , Health (Z1THRR) RESHRIEHR Running
(EETEZETT)o

 Kinesis At

HREWKF R E%E AWSApplicationDiscoveryServiceFirehose &,

 Firehose A%

H{RLLT Firehose fZIERIEEZ

* aws-application-discovery-service/os_info_agent

* aws-application-discovery-service-network_interface_agent

* aws-application-discovery-service-sys_performance_agent

* aws-application-discovery-service-processes_agent

* aws-application-discovery-service-inbound_connection_agent
* aws-application-discovery-service-outbound_connection_agent

* aws-application-discovery-service-id_mapping_agent

* AWS Glue Data Catalog

¥fRapplication-discovery-service-databaseBIEEEE AWS Glue, H{R AWS GlueH
BFEUTE

* os_info_agent
* network_interface_agent

* sys_performance_agent

TR REBHEARE RELSE Athena H 174
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* processes_agent
* inbound_connection_agent
* outbound_connection_agent

* id_mapping_agent

« Amazon S3 1Z4E
HRIEHIKF aws-application-discovery-service-uniqueid® B —"& AN Amazon S3 12
. WREEBPHXNREEBHDMER , WEe/HTEERERE Athena H,

. BRI RS RS

HWRENWRZIF/EEZT , LERBWREREFTHIERIEZE AWS Application Discovery Service,

R B R BN RIGRIEE# S3. Amazon Data Firehose 3 AWS Glue

WMRBIELEMEA AWS Organizations , 3 B Amazon Athena R#IR{LBIBIRER LM , M ATEER R R
BERF RIS S3, Amazon Data Firehose, Athena 5., AWS Glue

BREEEEEEANEN IAM ARFTERERTFEFRXERSHNE, EIE A 7 AEA MBI IKFRER
F A RNPR. HSREAWS BIEE KB AWS Application Discovery Service,

4R Amazon Athena FIBIBIRRIEEEZT , BOERSMBR AWS £ S # Athena @S EiE
EECERNEIR , 2 Amazon S3 7K. Amazon Data Firehose Streams #. AWS Glue Data
CatalogZ1 R E /M BRIE N TIXLERR , BELEHZHHBRT , CHEIEBRYBXLERR, MR
&I BR B B R R A 2K Amazon S3 FiERE , N AT s E R EEZHRBPRENTIE.

HEBR S A K MUC AT A&

Migration Hub § A A TR B #FA #h IM 5 1Y ¥ 4145 B85 A El Migration Hub 1 , £FE £ A Discovery
Connector 5 Discovery {32, Xit@BRANEZEBES ANBEHRTEIBITHAK, B TLOFER
ERARBARFERDE , HREEIBRS,

ESARER , ZATREIER, XEHREFHTUTRRAME

- BREESAEXNEIR-FESSATSHEXNES., IRERENS AESERBHESH , M
BREEIXMHBREHEIR. BXEZELR |, i85 AWS Application Discovery Service Bt

BRE EBHNRIF RIS % S3, Amazon Data Firehose 5 AWS Glue 175
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- FQQ@ SAXHHBEAT —MNAANES () — .CSV XHFHEFTATRD —MNFEMT—1F
B, AXFZRPHIES , ENESERAKRKF I TR, XS EHKAER. BRESRE
FERZBEER , IDRESAXHF,

- FERNEBHTHIENEE — BEFR (HIMELFE ) CPU.NumberOfCoresMEBENX
ENETSE. MREBHXFNEE , MERTES A

MRENGABERREHR , ERRER , I T HENSAESHERIERK , AEEXWSEKE CSV X
R IESRR |, HABRE A

Console
THEHAKMIEFEITH

1. BFIHITIF Mig AWS Management Console ration Hub 12 #1& , Rtk https:/
console.aws.amazon.com/migrationhub,

2. TEEMSHIE®KS , 7 Discover (XH) T , i&£$F Tools (L&),

3. M Discovery Tools (RFL T &) A , #%$#%F view imports (EEF ).

4. M Imports (5 A) BHIERT |, EFEREKS AERS Failed records (KMAYIE ) BEM £k
%,

5. MEHERBPREH LS | % Download failed records (T E A MM ITFH). XIFIT I X K
TEXEE , LR,

AWS CLI
TEHAMISFKIAH

1. IIA—NMAWED , BALUTHS , P ImportName is the name of the import
task with the failed entries that you want to correct. :

aws discovery describe-import-tasks - -name ImportName

2. Mits %7 errorsAndFailedEntriesZip REINENEMINRE , BFREHIEIS,

3. ¥TF— Web X K28 , MZABMUE URL MXAAE , HIR ENTER. XF FEESREN zip ¥
AV R WIS FIAH,

BEBR S A K MIE Y (A1 7R 176
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E , BETHRTARICFIAY , TURREFEZENHIXEHYEFIR. FEE, MRENERE
ETRSHWREAEX , WEFEERARRS , HEMREBSHBEXTR , SUELHKS TE LR
#o PP EETHIH

« errors-file.csv — WX R ENEIRAE , CREEBRAMEZENTEXternalld, FBFMBRELK
RN REEIRER,

- failed-entries-file.csv-lt XN BERB S AXHH LML E .

EFFFZBTIM non-limit-based4fix , HEAEEfailed-entries-file.csvXEHRMFIA , RE
S AZX#H, errors-file.csvEXSAXHRIRER , BSHES AR,

BEBR S A K MIE Y (A1 7R 177
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W9 SRS 77 5218 5% AWS Application Discovery Service

R P IERMASERT 0 2023 F£5 A 16 H

TRIERT 2019 F 1 A 18 HzJg {App lication Discovery Service AFi§m) WEEE X, MEHF
KXY EFHBEA | BT LT RSS iR,

TE i BA =p:
M Discovery & #2333 B B & BINBWUEERESEA 2024 £11 A 12 B
RIBWES Discovery Connector K&

WERFAOLTREBKRESR. N
2025 F£ 11 B 17 BiE , AWS
Application Discovery Service
=1L 38325k B Discovery
Connectors BW#FTEIE. BXE
%= & , '5Z A Discovery i%
.

Zin T RREBREFEMNEHE - WNEBBEBRERRESEE R 2024511 A8 H
WERR LS 1t T4 o O P AR S5 25 2 (]
MEBXR,. BRESER
BFSRERATREWRERM S

B W EER,
Support XA THBARIR  BXESZER , FEHEER 2024 £ 10 A 24 H
SN EREES VMware vCenter To{SIE U ££ 85

B W EEIR,
2023 FRMETIE® Linux BXEZER , BSRLNRE 2024 F9 A 26 H
HERIBINESSSE 2 I W EEBSHY o RS
BT ARBNESRNEARE BXEZEE , ESHLKE 2024F9H9H
# W EEBSHY o RS
API| By 4% — Bt EXEZEER , S AWS 2024 £6 A 20 H

Application Discovery Service

APl P& — B,
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https://docs.aws.amazon.com/application-discovery/latest/userguide/appendix.html
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https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-network-data-collection.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-network-data-collection.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-data-collection-vcenter.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-data-collection-vcenter.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-data-collection-vcenter.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-prerequisites.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-prerequisites.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-prerequisites.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-prerequisites.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-api-queries.html#eventual-consistency
https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-api-queries.html#eventual-consistency
https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-api-queries.html#eventual-consistency
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RAriEmE

ZREWERRE R

ESFBERNR , BEEIENE

AEImH AWS K/,

NETRERERBIEENS

M &R IR SRR

748 Application Discovery

Service TR IBUWRE RS

FA1BEsts.amazo
naws.com RMNEIFEEHILH
EHNEEIRF. BXESE
B, BZHEA AR AWS
13 B & B A

BXEZEE , FSH AWS
Application Discovery Service

HYIRE, RIEMFAE,

BIRENDMBERERERE
Application Discovery Service
TRIBUYERR ( TREWE

77 ) RURTER, BAIUUERA

I B W SRR HOE 2 B BV IR
3B, FNAS HEE B A 5 AT AR
Sl E T HIENHREIE IR,
BXESEL , BBAKEE
Mo BRI EE R,

Application Discovery Service

TREWES (TREKRE

8% ) R —FEH AWS Applicati
on Discovery Service 2t 57 i
EF , cBIERELHEKRE

BXRAHINENEE , SAHEB

BRMMAKNEHNTEE. AWS

CloudBXEZEL , #3HE

REWRESR.

2024 6 A 20 H

2024 ¥4 A5H

20235 A 16 H

2022 £ 8 A 16 H

179


https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-prerequisites.html#agentless-collector-gs-prerequisites-firewall
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-prerequisites.html#agentless-collector-gs-prerequisites-firewall
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapplicationdiscoveryservice.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapplicationdiscoveryservice.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapplicationdiscoveryservice.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-database-analytics-collection.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-database-analytics-collection.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector.html
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RAriEmE

|IAM BT

4
0d
bl

Z#X

48 Migration Hub § A ZhgE

AWS ldentity and Access
Management (IAM)
discovery:GetNetwo

rkConnectionGraph &4
NETHFEVEETSHM

REERT T3 AWS Migration
Hub 12 %14 M4 B #5712
R, BEXEZER , BSAR
T M E R AR

Migration Hub 3 X135 {8 69 &
MERASRERE - RIM
EBITXNEEF#E , RO
AN AWS XETE BN R -0
&,

Migration Hub § A A& H
KA RSB ARFNE
B ( BERSSF|AEMF AR
BIE ) 5 AZ| Migration Hub,
18t 7] LAGE A 1% BB BR ER R
BFIBHRES. BXESZE
B , 2/ Migrati on Hub &
Ao

2022 5 H 24 H

2019 % 11 A 20 H

20191 H18H

TRERT 2019%F 1 A 18 HZ a1 &K {App lication Discovery Service FAF18R) M STRARA -

B
#hae

ERMET

iR

FEH T XL EFTE Amazon
Athena FHITEUERIRER , H5
7y “HBEHERR” ET,

EMEE T EANME L FAR
B EBT RN NENEN,

B

20188 A9 H

2018 £ 5 A 25 H
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https://docs.aws.amazon.com/application-discovery/latest/userguide/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-network-connection-graph
https://docs.aws.amazon.com/application-discovery/latest/userguide/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-network-connection-graph
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https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-import.html
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RAriEmE

BEX

Discovery Agent 2.0

7Ha

ERERN

#7118 T Microsoft Windows
Server WiFAEEHIEETH
A&

BIPN L

iR
AT EE M S RY

Application Discovery Agent,

AWS Management Console &
o

SRR ST T AR E R E
TRERI,

LEFR T BX Microsoft
Windows Server EJi#4H1E B,
TRIEFR TN ST REN
BE,

X2 {Application Discovery

Service AAF 1) B — MR,

B

2017 £10 A 19 H

2016 £12 A 19 H

2016 7 A 28 H

2016 £ 5 A 20 H

2016 £ 5 A 12 H
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AWS 1FC &K

BXREH AWS RiE |, 52 (AWS HECLR SER/E) FHAWS ELEK,
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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RRERES

/A Important

EANE WY BT IEFE A Discovery Connector V& F I EZIF A TR EBUERS, M20255F 11
B17H# , AWS Application Discovery Service {= 1E %3 5k H Discovery Connectors#y#7 %k
o

AFNEWMAM AWS TTRE KX I EEESS ( Discovery Connector ) 13 &2 Application Discovery
Service TRIBUWERE ( TREWERE )

AR W BT EEE R Discovery Connector B9 P i3 JE B3 TR B UNEE ES
ETHIATFRERATREBWESS , 55, Applice Discovery Service 7o fEiE 5]

HBLNRIBUERSS , AL BER Discovery Connector EEil#l, 2 BIURERIFT A BIB 44 7E AWS
Migration Hub ( Migration Hub ) g4,

& Discovery £ RN EBEE

/A Important

FANB WY BT IEFE A Discovery Connector BN &E F I EZIF A TR EBUERS, M20255F 11
B17H&E , AWS Application Discovery Service {2 1L % 3k B Discovery Connectorsfy # %k
. BXEZEERE , BEH REEES.

RULEZBINERKXIER vCenter Ser VMware ver EHHEER , UKk, VMsBER , RERET
vCenter Ser VMware ver T& | F R X LEHE, EBRREFERAN AWS IKF EERTHESE
FIXPR |, IS RAWS BIFEE R BE AWS Application Discovery Serviceo

ETR , &£ LK 2 Discovery Connector YWERIE BF %,
RINEZBRWEBRENRERH

- RIEZHUR , ENRENBIEUTFT (KB) hEEBEAL
» Migration Hub 121 & RS RHIELLIKF T (MB) N EMRE.
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« BLES () RTINWBEFRMNEERESRN AP S L IhBE4EREY.csv XAFHP AT A,

- RIHNERALN 60 28,

- ARES (") RIWBEFERIINRE— null E,

BIEFER
applicationConfigurationId*

avgCpuUsagePct

DU
VM #5 A ST BN AREFRY ID
RWHAAN CPU ARV FIHES L

avgDiskBytesReadPerSecond RN EE RN FEIF TR

avgDiskBytesWrittenPerSecond RABANBEAIMENFEIFTH

avgDiskReadOpsPerSecond B FTERE /0 BEHN null

avgDiskWriteOpsPerSecond BYEIHEA 110 BEHK

avgFreeRAM LA MB ®RREFHE A RAM
avgNetworkBytesReadPerSecond PV ERNFTHNELE

avgNetworkBytesWrittenPerSecond FHEBUWEBEANFTHRNELE

configld Application Discovery Service 71 & LY 1L 41
BT

configType RO EIRA KR

connectorld Discovery Connector E#li%&# ID

cpuType ERIHE vCPU |, EHAISSERIER

datacenterld vCenter K9 ID

hostld’ VM E#LE 1D

hostName EITERMCBR R EHRI B FR

hypervisor EEEFER
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RAriEmE

HiETFER

id

lastModified TimeHB 5=

macAddress

manufacturer

maxCpuUsagePct
maxDiskBytesReadPerSecond
maxDiskBytesWrittenPerSecond
maxDiskReadOpsPerSecond**
maxDiskWriteOpsPerSecond**
maxNetworkBytesReadPerSecond
maxNetworkBytesWrittenPerSecond
memoryReservation*

moRefld

name’

numCores

numCpus

numDisks

numNetworkCards

osName

osVersion

DU

ARS525HY ID

HHES H 2 VBRI SEN &RIT B 8 E

VM £ MAC it

FE LML BB Bl S
RWHAW CPU EARNRAED L
RAHAMEE R &R F T
RAHABARHMENRAF TR
BRHRABEE /0 RIEHK
BUHBRAEA 110 B#EH
BYRINRAFTHRNELE

BREANSRAFZFTHNELE

ATFi#ER VM ER4ERNTFEEHRERE

I — vCenter TEX K5I A ID
VM R EH B (FFEE)
CPU ARy A BB T B E
VM LW OAE S T E
VM WA

VM LR~

VM ERBRERSEER

VM ERBRERSRA
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RAriEmE

HEFER

portGroupId*

portGroupName*

powerState*

serverld

smBiosId*
state*

toolsStatus

totalDiskSize
totalRAM
type
vCenterld

vCenterName

virtualSwitchName

vmFolderPath

vmName

WS R DR IR

EEPUN

VLAN BYE R i ORI 4ERY ID
VLAN K EX 5 i 1 B9 4 B9 8 #5
BRIRES

Application Discovery Service 3 & I HI E #L 4
BT

REAEE BIOS B9 ID/RRZAR
Discovery Connector [ #li% & FVIRZS

VMware TERIZITIRA ( £ AWS Migration
Hub ## & & p i RN EREITHF B R TES
x,B5H. )

BUMB R HNHENERE

VM LA K RAM K 5.2 (MB)

ERE

VM BiE— ID &
vCenter EHLHIE 5
RE SUFF R B9 B 75

VM LRV B RERE
RE SAHLAY & 75

88 VMware SMEFEFBMELE Discovery Connector & , IR HIEWERSLE , MU EHBHEK
FEWE, SulEEFARBEI AR API REFHELEBIEKE AWS CLI, ATEEXNIXFHR S

HAT T HR

WEREERER KR
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Using the Migration Hub Console

LT ERERT WEIE Migration Hub 251 A # ‘BRI ESR" WH LB 3 {F L Discovery
Connector HEWETTE,

FrasiF LRl E

1. HESMBEHKD | %R Data Collectors (BIEUESRR).

2. i&# Connectors (FEIERR) LI+,

3. EHFERFHHFEILMNIEZERNEEE,

4. 1% Start data collection (J& s ##E W E&) = Stop data collection (& LLBIEUWER).

(® Note
MREFEAEEREIBFERERSERTIELEL , FHINEREE MR vCenter Server
FEAZEERS.

Using the AWS CLI

E MIE 3 Discovery Connector ZIEUWELTE AWS CLI , AWS CLI #MFH R ESBHIFE
B, REXIRF CLIHZE RN EAFTIER Migration Hub & X1,

T AWS CLI HFFmBERE

—

Z&K AWS CLI EA T ERERS ( Linux, macOS = Windows ) B, BXiEHA , S
% {AWS Command Line Interface AFIERE) -

2. THGSERRA (Windows) 4L (Linux 5 macOS).

a. #A aws configure }#&T Enter,
b. ALK AWS 15RIZ4A ID F AWS B E &R,
c. BRMALBHRLHENBRAXEER, HlM0, us-west-2,
d XTFERIAEHEENX , WA texto
3. EERENHEFIRFULBBWEMNERESFZN ID, BRAUTHTUEET ZERESFN ID

aws discovery describe-agents --filters
condition=EQUALS, name=hostName, values=connector

WEREERER KR a7
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4. ERTEERSFIEIBERE  FRAUTH S :

aws discovery start-data-collection-by-agent-ids --agent-ids <connector ID>

@ Note
MREFEAEERBIBFEREREEEIELEER , FHINERESE MR vCenter
Server JFAHZiE RS,

EFILEERFWERE  BRAUTSH S ¢

aws discovery stop-data-collection-by-agent-ids --agent-ids <connector ID>

X & DL 2 BR 1T R HEBR

/A Important

FRANBWH BT EFE A Discovery Connector & F I ERIF A TR EBUERS, M2025F 11
B17Hi& , AWS Application Discovery Service f§1% 1-1%3 5k B Discovery Connectorsky#7%1
. BXEZER , BSH RREES,

AT IEM ET A LAE BHE#R R Application Discovery Service Discovery Connector & &7 &,

28 Rk AWS TR R TTIET B R IR /Y 7] &

—d

EREAPEE AWS TREBRIEESRN , £ARSKKEINTHEIRER

@ FEEE AWS
AWS ToiE1AM (EEEE ) . BRIEMENREBIRE,

I 4R IR 2 Discovery Connector B EXREFZRREZEZEFTESZBEN AWS HET
HTTPS E##AK. MRTLERIIERE , W AIEESREE T LMK,
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FEEIEEE AWS

1. BERAENITEER , TRENLTAEREHELETER KO 443 REREZE H TR
AWS i HIERE,

BUF AWS BiFEEH LT RIRR

* awsconnector.Migration Hub home Region.amazonaws.com

* sns.Migration Hub home Region.amazonaws.com

* arsenal-discovery.Migration Hub home Region.amazonaws.com
* iam.amazonaws.com

* aws.amazon.com

* ec2.amazonaws.com

MREHIBENIEELE T HORE |, HRESREM. ERAER , ENEREELES,

2. WMREFHPABFREFRERRD  FREAWBREESRE DN E B ZFTHIEAY H IR EEE, W0
RELDHVEEHER  BEYERD 443 £&B1T telnet KN A SFFIERZERE | T HIFTR.

telnet ec2.amazonaws.com 443

3. MREATRBELLAYHIEER , WAHERFR Su AWS pp ort St — S HERREE.

BEETERNERESS

1 Discovery Connector #9f2 B {5 2 & 7] BAfEMigration HubiZ & A SR W ESRTTE KR E . &7
LUBE B AR Health (E1TIAR) 7 Unhealthy (Z1THRR ) HIEZS R ER R EREES. U
TR AT 177 (B) i 2R 12 6 & AR E 1T R0R R L,

R RS A

1. EMGRREI[PITIT Migration Hub #2H1 & |, REMEN S PIER “HEKRERR"
2. HEESR GEIFH , BTEMETIRRN TRE AVEESRMN IP i,

3. EEMUNEZEIEESELVNNITEYN LT AXNES AW AEZSREHEH
URLhttps://ip_address_of_connector , EHip_address_of_connector@&E1TiRiR%
TMERELZSIA IP il

4. WAEERETERHLED  ZBROREREEERTREN,
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WEEERSBHAR  TURREBRRETRATENRS., EXE  BTLLE BEE vCenter i
BES  SEEI— SV EHNEE. View Info (BEEEL) BENEATIRA 1.0.3.12 HF
B EES,

BIEETRRABE , EESBJEEHEIS vCenter REBJ[ERE | HAEES[VIRSHEHRR
HEALTHY (E{THRRIE®R) RS, MBEBMHAREE , BB R Supp AWS orte

ERBETRRTENBEARRR P ity AEASENE, AT THURE SR LT | 3
HEEBRENERETRE.

E2 )

« 1P 331t [R) &

- EUFERR

|P ith 31k [B] &

MREEERRELEFRMEM vCenter LinTT RMEEEIR, THE vCenter FRF /Y BIXRAMEE
R, MEERTRESEASTRATERNRS. EXPERT , SIRIER vCenter EEN “EFE
B, REF R —MNEE , LEEE “HiA vCenter RFFHNEITRES , BB EFRREREAERH

vCenter w7,
AT 2l LAESBY R R R P bk jR] 851,

1. MEESFESA(https://ip_address_of_connector) & |, #£#¥ Edit Settings (REIRE).
2. MEMSAH | %4 Step 5: Discovery Connector Set Up (538 5 : XIEERIRE).

3. M Configure vCenter credentials (EZi& vCenter Zilf) # , i2 T vCenter Host (vCenter £#1) IP
ot

4., FRBRMMNGSITIE (Wping= ) traceroute , WIFK KA vCenter FRZBEEBLL FEIIR
A, FEAUMEZSELAIGR 1P,
o MR IP Ht R IE#ET vCenter RS TIEFRAS , MEEZB[EFI S P ER IP it | AFE
£ Next (T—%).
- MR IP iyt IF#H{E vCenter BRS 2R TIETEZRE , BRHHEBUE.

- MR IP #utIF#E vCenter RFBF4 TBNIRS , BRETCEE R AR B MELEA OMLE
EE, MER  BEFHAERELUA TR BIERESS VM & NEE,
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AN

NREEERTEIEHRMEMN vCenter AP EIEXHNEIZXE vCenter IEFEF KPR |, MEHE
BUEEAH ABITRRFTENRS. EXFERT , HEIEE vCenter EHEWN “EFEE N, BYF
B —AEE , THEE ERRERENENEGERMNEEFTNRENKSM vCenter AP ZMZRE”,

TSR LR B EERELERE, EREREH , BHERESEIERE vCenter IR 85 L EHEM
EEKF BRI vCenter FAF,

1. MEESFESA(https://ip_address_of_connector) & , #£#¥ Edit Settings (REIRE).
2. MEMSAH | %4 Step 5: Discovery Connector Set Up ((6%8 5 : XIEERIRE).

3. 1£ Configure vCenter credentials (& vCenter Zif) A , BN EFIEIMMEENRH vCenter
A PR HZIEREH vCenter Username (vCenter FiF7 &) #l vCenter Password (vCenter Z18),

4. EF Next (F—%) UERIRE.

T3 ESX EA

Discovery Connector R X #F33 #) ESX E£Hl. ESX EHL4MZ vCenter Server KB —EB 5 o
NEEFNTRBESIH

WMRELBR A B ERE , BEHR Supp AWS orte BITHEEERR , AATRRERBRIZEESRA
Ho BRMAEZ , HITUTRE :

« EFE S Ag AWS entless Discovery Connector ###1& , AF%ER “TEHAZXRE,
- YAEBTHRER , BRB AWS NIETRKRIAE.,

ERMY ESX TA Y
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