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REEBRZHtIBEMEAE , AEEEBRBRERE#EE. LEINAEH Amazon S3 EEREHZI

BEHBNUATESR AWS K/ | &85 o BUERER ZFEFEPHIA Amazon S3 F#HE

+ AppFabric B TZ£#N , EXREH Amazon S3 E#EEEEH Amazon S3 FiR AWS X135 tH[E,

s BULERUTHEEZ — XN FEBHITINE
« BB Amazon S3 HE AN RS 2Rim % ( SSE-S3)

- f£/A AWS Key Management Service (AWS KMS) #4017 IR B8R IR INEE (SSE-KMS) , £ A ERIA

B AWS REX#F4 ()o aws/s3

Amazon Data Firehose

A LUEEE A Amazon Data Firehose fE N Z £ BBV IZW E M tb, AppFabric Z A Firehose ,
BRI A E BB FRE AWS K 2 B S 7E AP A 22 52X B #Ret £ 812 Firehose &iER. AppFabrici& A

(Tik ) Bl HAE
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LAE A AWS Management Console, AWS CLI, =8I% Firehose 1%, AWS APls SDKsH X
BEHA , BSHATER :

« AWS Management Console %8 — £ (W S ###E Firehose FF A &E1EFM) FOIET S#EE
Firehose &IEiR

« AWS CLI #8% — create-delivery-stream#t (AWS CLI @s 5ZZ£)

« AWS APIs #1 SDKs i 88 — CreateDeliveryStreamfE Amazon Data Firehos e AP| $Z

HFZ£Z[E , FH Amazon Data Fireh AppFabric ose fEJ %5 B ARATEIERINT -

* AppFabric X FTZ£®IR , EXAEAEE AWS XiE HENF EZIBERE.
o ATURERERE PUT #ERFRIR,

+ JfAmazonKinesisFirehoseFullAccess AWS I E R MBS AF , SHERNEHAFPH ML TN
PR :

{
"Sid": "TagFirehoseDeliveryStream",
"Effect": "Allow",
"Action": ["firehose:TagDeliveryStream"],
"Condition": {
"ForAllValues:StringEquals": {"aws:TagKeys": "AWSAppFabricManaged"}
b
"Resource": "arn:aws:firehose:*:*:deliverystream/*"
}

Firehose XIFE&ME=1ZTETEER , FlWMSplunkM, Logz.ioBE XM EFEE Amazon Kinesis
DEREEXET EREHBENER , 55 (IS BHKIE Firehose F X EIERE) FHEIFEE,

( ATk ) B8lZ AWS KMS Z4A

FOEZENARFRSENIESR , BFERREENZRZS , LZS RPN BERZERN
NMARFNIRE. AppFabric thZ48F A T AppFabric BRS H INZE S EHIE.

AppFabric A T &£ , RIANER TRMBLHIE, AppFabric 8 7RELEN | JUERARRKRE AWS
HENZE RIEMNEEN AppFabric 47 , A LIERAEE AWS Key Management Service (AWS
KMS) FRlZMEENEFRERH. AWS HEMNERE & a AWS RS HEHEERN AWS KMS %
HES, AT2/ BB AWS IkF, ZEFEEMNE AWS KMS 48 AWS ik 2612, HENEEN

( Wik ) B2 AWS KMS 4R 11
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%, BXREFREZA AWS HENZH NESZEE |, 2 H (AWS Key Management Service FF
EARIEE) FHEF AWS ZRAMEA,

NTZRELEN  MREZREAZTFEENZRARMNERE (FNERSE ) , WAAFERAE—
MNAWS KMS, AppFabric BX&EFEFREEZRRIHRNENNERBENEZFELRE AWS KMS |, 55
RIEENZARRIE D

NTZRERI , AWS AppFabric EF 1 H

AWS AppFabric 1 7T ZEEN , B4R EEZ-—IMNRAEFE  RRENNARF A HFEEEDEN
MARFE, RNRAEFRRNERIINARRFRE , &I UERA AppFabric &£ Zhee |, flans & B &R
HUA A P im R AR

AT B UAFF 8 AppFabric A AWS Management Console,
F
. FREMH

%ﬁ

 BIENAREFRESS

BB AER

REFKZHEERR

 ERAAFERTE

: Connect AppFabric AIRENEZ £ TEMNEM BTN RZEEIE

H R
N =
k\','_r

%ﬁ

&~ |
k\_,_-r

% [ |
P
01

FRF M

EFEZE , BAEE— AWS /™ FI—ANEEBAF, BXELEL  BSHIARRAWS Ik
PAYEEEEED AR AL,

F15 tIENAEFRS D

App bundle 2F#IEHIFTA AR AppFabric , HTRZENRAEFRNMRE. E6IZNRAEFELG
a , FREMBZAURZERPENRNEARFHE.

1. $TF AppFabric #&l& , Wit A https://console.aws.amazon.com/appfabric/s

2. ENHALANERXEERSEF , &F—1. AWS XiF AppFabric REZEFRZ ( FFEILIL
), BN (ZBR=E) AKX (KRR ) i&l:ktw

3. EEFW|ER.

T 1E A 12
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4. HEFFWREATEL , EASR 1. CIENARFREAS  2RUENAEFES S,

5. EMZFHOH  RENZBZFAUZLRPENBREEZIMERNNAREFNIFR. KFRARATER
2RSS+ AppFabricil B &K ¥iE.

AppFabric A TZ£EN , RINER TEMBEHIE, AppFabric ATEEA KRR AWS HE N ZH
BIEMEENZRL , b LAEA R AppFabric £ AWS Key Management Service (AWS KMS) A
HENEENEFEEEH,

6. XT AWS KMS Z4 , BEER AWS HAENER FFREENR

MREHRBERAEFFREERZY TR ALEEANIBEEHAN Amazon BFIRE ( ARN ) SHEH
ID , SEIEFEEIE AWS KMS 4,

EE AWS HENZRH FSREEBHAR , BERUATILR

- AWS HERZ R AWS Key Management Service (AWS KMS) Z4ANES | XEZR4FH—
AAWS RS HEHER , AT/ ZH AWS IKF, RE AWS BN F TEEZNIKFH
AWS k= , 1B AWS BRSS ATBAER AWS BN REFEKFPHER. AWS HENZE
l FEIT ALK B AWS KMS Eifl, BFA4IBREP ZZRARHEBRARE. NERRERS
AWS BN MR, BX for RERMIEE AppFabric, AWS BN ZIA BESRBSMNE.

- ERFREZAREAWS K/ B2, AENEEN KMS B, BANZEEFIXL AWS
KMS &8, BuI LB M4 1024 KRE, AWS Identity and Access Management (IAM)
RBENTEN, SAUBERANZERAEN]. BRBREmMEMR. FIFE, 01258 AWS KMS %44
M8 AR ZHEMIBR AWS KMS Z48, BEFEENZASRENEFEENZHANE L AWS
Management Console AWS KMS,

ERRMIMATFREERS , BEH DescribeKey B, XTEFREEE , DescribeKey
iKY KeyManager FEH{EN CUSTOMER, B EMBBRERFEAETFARERL , L
£ AWS CloudTrail BEAREZERER. N TEZE5 AWS RE 2ERHN 4 AWS KMS | &
AUEEEFHEENZERRPNECEENEENTE. ErEeENZHEEEXFAS  BH
AWS R REENFHAENZTEMNR. BERFEENZHRIT ALK, AWS KMS B,

BXEFRERP AWS HENZRA NESZEE , E2H (AWS Key Management Service FF &
ARIERE) FHEF AWS ZAMEH,

® Note

SRR AREF TR, AppFabric A TRE£EN , EREEH AWS IKF B RRFHEXA
& (SLR) A —MNMEKRE IAM A, AppFabric® R FiZARS 8 Amazon KIXIEFR

F15 tENARFRSE 13
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CloudWatch, RINEZAEXEBRRE , SLR AFRLRFZIHEEN AWS &R ( Amazon
S3 7f##. Amazon Data Firehose %5t ) - AppFabric BXEZER , 55 FRFS
Hx<HEH T AppFabric.

7. (HiE ) XNTHRZ, ERLLARSIRERMIEINARFESE. RERB/EN  ATRIBES
BIEOENTR. BXESER 20 (RERERATIER) PHH AWS FIRAWSTHN
R,

8. ECIBLMNAREFHESAR , BRI ENAREF RS,

E2d  BRRNAER

BUtIZNAERF S , AppFabric A TR2EA , BIETURNESNMNNARFHITEENR
B, EERNNNARF2RTNEA FRECHNAEFRASIH, ENSINARFRAIRES N
MARFER , FREFENSIMINARFEENARF RS R,

HEIFRRNMARF <8l , % AppFabric A TZ£EN , PXHNNAESF PEFARIESMNA
RFH RS, Al R ITRIRE,

1. EFRERATEL  #ASR2, BRNARR , ERAUENARFEN.

2. E‘NAREFEN BO , N NARRFR THIRPERERTRSEENRHNARRF.
AppFabric AppFabric # TZ£EN , ERHWNARF I XBENNARR.

3. ERNARERN , FETSMENGEEFR, XEFRIFAF IDMBFEH , ERSEEZFR
ID., EFHZHAINMABETE, XEFENRMAEBRNAREMF. BEXMMAERXLEENEE
FRARFNIEMHEA , S AppFabric h TZ£R2Il , P ENNARRF.

4. (k) NTFHRE , BALERFERERMINARFENF., RERR/EN , AT AHEs
BEZNENTR. BXEZELR , TSR (GXERESEASER) PR AWS BIRAWSH N
FRZ,

5. ERBENARFEN

6. WMRENHHEED (BRTEEEBNNARRE ) , BER AP UBKRSENWRAER
AppFabric #1TZ£iE#,

MRENMARFRNEY , EFETREANE LER -FERARF RN EEZENKIHES

7. BULERESMERTFENMNNARFRS THNARFRNUE LEENARFRIR
Do "BEE RERTENNAREFE AppFabric REEN , IBRERINAEFNTSMYE
FHEZMK.

8. TRETRTHARHNNARFEIRES , SHETURNBLHREHRSRKEEMRER.

B25 RNNARR 14


https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS AppFabric

EEEmE

KRB WASHER R HERR D R
Fab e REN “FE *RTNARR LB R RASH , BMRA
WRAERFENRERR , B8 EFERTENRET IR
AppFabric HFZ£ER , i HEBREENGZERE., IR
REZIZNARER. LERMAREE , BRERS
CEANKRENREHEOESE
. MEEIEMEIRER ,
57N+ 400 Bad Request
WHREED , FREMBER
(A~ ID, FF¥E ID M
%F‘M&’Eﬁ ) =REEALER,
BEREWHAENARFN
f“ﬂﬁif"ﬁ%'ﬂo BXEZE
, BZRXENNARER.
HE IO KW EERIEAMAVRSERE RESBEBEBATATRA
AppFabric HFZ£EZR , &t EFENHNAMEEER , fluil
ERIEINAERFENENAR FID. EFE®ID %ﬂ%F“”"’h‘
FrEvESE, 1,
THEEHRHRAK THEEBIRRABIRS KR MREERDATE , BRE

TR E N AR R UA

MARFHNEORIENA. B

OAuth T & K M XESEE , FEAXENN

HEF.
9. ERNEMNRAERF A6 FREFEEEIR1I S,

FIL  REFKHAERI

ENAREFRASHUETEL - IMNABRFRNE  BUEATUREFZASRENT . &% EERN
ERARERNEARFNFEZAES , FREFECATRNE RS RMELR (OCSF), R, EIFH
BEZEHA—NHZNEIR AWS, B BUEET Raw - JSON X151 Z B #r.

1. BEFREAREL , #FASEK I3, REFZATRIES , BREREIRE.
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® Note

EMRRERE , FHARRRFZENE (NAMNFHRERATEIER ) , —XERSD

EHBEHERNNARFRNCIRIER, i, HEMNILSE S3 F#E= Amazon Data

Firehose B iE -

B UMNRERTEAERR , ZHEINSMERFR,. ZFRIAEL , SXETNER
—XRERFTREMER, FRIMTAL , ZE AR ERSERES, UTHRIVREER

& T E R,

2. WNTFEBRNAREFEN , ERZURFTRATRVNAREFEN. A TREEN , ‘NARFR
R THSRFERNEFBHRREZANHEAUENRARFRENNEAEFH AppFabric /7 &
Fho

3. EARMEfHD  EBRMEINAERFNEZASRINEF, BFREMEET D S3- A 176
@, T S3-FHIFMEBERL L% Data Firehose, MREIEIFETSANHELEH , NEEZEN B R
FRAFERNBAREFREUR

4. EFEBRE , SHAEMKEFER,

a. WREiEFE Amazon S3 - MTEFHBENBIR , MAT A BZRIRE S3 FHEBHIBI. BX
{6l Amazon S3 FRBNEZWE , FSFEIE R H B 7.

b. MREEEFE Amazon S3 - IEFHEBERN BIR , HRFZEEMA Amazon S3 FFHEERI B
o

c. MWMREIEE Amazon Data Firehose fEN B B9t , M Firehose &5 & ¥ FH 5l R P I1EEFE
EHHRHNE . Bx{atlE Amazon Data Firehose £EHiFRNE Z W |, TS E0I 2% H E
RIERE LS AppFabric FREI I REEE

5. XNTFZEMAE , RATLLEEEL Ra w-JSON, OCSF-JSON, OCSF-, OCSF- Ff®E#&Z B &
Parquet i& T &% S3 Fi&# , & A T Firehose B Raw-JSON = OCSF-JSON,

FEHRBEERNRENTZASHENBREFFEHIRF JSON W, I TEXLEN , OCSF ¥
ERN BN FZ B EBIEIRE AppFabric AFTF A MEZ £ EHES (OCSF) £, BRI
{Al AppFabric £ OCSF WEZER , ST M NE LT &L MHELR AWS AppFabrice BIXR
BEIE R —MERN RN BRI THERN. MREERMEEAMEREERE |, WTLUESE
EERIGIEYREREEHMIREE i,

6. (Flk)MRENREAINGFE  BMNESMERZRIRNIE,. ERIRIFAEENE , HiEE
HPER. WTHE , BUNERERRPAINGE, RERR/MEX , AT EaREs BRI E
BHNRR. BXESEER , B5H (GERESFASIER) R AWS BIRAWSHIMRE,

B 3F  RETKHTR 16
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EEEmE

7.

IEFERER.

BYRERINE , BFETHREATEER —FRENCQEZNKIIER

S E SRR S R E RV RIUHE L EE SR RICRSMER B FREVRS. FERTE L, &7
FIECEZNARFENNZNESER, BRNRIIRS. RERSHEEH , KRREHRER
EEA, MREELTEH LERENARFENNESEH , WAUNEIZNARFERNEHAEE
RH , SEEREFASEENRS. RINERRSNES , RRBRESEBREBLTEIIRS.

MRNARFENERSNCEE , BRIBMRSNES , RANAEBHARRFZAET, NRN
RAERFRPRSHEDN B FRRESN KBRS , RREESATRIRS , i T 2B EEFZE
B BBRENABRFRNAM , BZRIER 2, BERNNAEF.

TRETRT TRHUWERMNENE RS |, SURET REUSME & EHIRRS R FEHERR S
BRo

RETRS B

Disabled (EZ2F)

EXK

iR
R EREARSR T ENRR
EEHM.

1RELE FREY R BCR S R R ZE
BT EZTEZAS. fla,

HIEHRER S IR

SR LUEE IR HUT RV R
ETHFIRPIERSAKRE A
REL

EEEXLRE  FiHETE
¥ S3 =, Firehose 4l&,

HILX TR ZS AT BE = H T 17
LB S H,

Ea% ERAPWRNIE

FRAZLAFHEIE , Z2MITEEAHARTAEAR TN LT E Tt #TEEER
MmREREE W ARG S ENARERF. AppFabric XMAEEBTRAEENAFEBCEEEN
FEFLRBNNE  XEFSUREEEFIRERFHKALI SaaS NARFNIAR ., MRKET
P, AppFabric HFR£ZR , FENARFPRMZAFNBEEUARNAZEFRNAFRS (5
m, Active ) (IMMRNARFRME ). AppFabric 8 7TZ£EN  BENAEFSHPVAERRNARE
F, LUREI AP ERAEINNARERSIE,

1. BEFRERARTEL , #FALR 4. ERAFBEIE  REERAF.
2. HEFHAEMUFERS  BARAFNEFERERIL  RFERER,

4% FRAFPBRTIA 17
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3.

HEERERBD
B RERS (W0F )  FERERER,

AL EIAFARGRNAERRNARFNSIR. BENABRFTERAF

BREXEHEIAKIAFWHEE , RIAFEIEANRGRINNARRF. TRERT AREHIIA
BRER, HiRURNEFRIXEHIRTKIETE.

BRER

KAEAF

AEFRNGHE. WNARFEZNRARZEFR
o

BENTHERE. ANARFEENAERFR
o

BNEEZEMENTE. WNRAEFEZENA

RN

AEFFAENR. WNARFEZENARFR

o

BI R 7 AT

HTXRFE , RNTEZRAARRAERF APl

BHNRARFERRS,

DU
REBIER LB FERFE I A

RERBEBRMATATNHARERFRRNAR
BEE , Gl ID, FF U ID MBS RE
o

RERBEBRMATATNHARRFRROAR
BIER , Gl ID. FF i ID MBS IRE
o

BIEENAREFENG , OAuth FIFT &M
K. MREERDAFE , BRENARERF
HNEHRRIENA, BXEZEE  FERXE
BN AR

WERBEBBMATATRRARFRXAIFR
BIER , Gl ID. FF i ID MBS IRE
Ho

WERBIEBRRATRATNAREF RN
BIER , HIWEFS ID. FF ¥ ID MBS IRE
Ho

RERBEBRATRATNARZFRRBAAR
BIER , HIWAEFS ID. FF g ID MBS IRE
Ho

XEMMARFRIENERER., BAUBEE
AR B FERFE At

B4F  EARFHRIA
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BRER DU

R RAEFIEE] T AEBARSS 2R 4E 1R XEMNAEFREINERES. EUAEE
FIAIERE FHR M,

RMAZEFIEST MXEIR XEMNNARFRIEINGERER. BUNUKRE
SRR RE FHRFE AL,

BI A2 1) RE R ST AL BB E R XEMNNARFRIINERERE. BUNUERE
SR B FERRE At

RMRAZEFIES T HERER. XEREIMNMNARFBREINERES. &I

MEBRZHERE T HHF,

MAEFEER T RS IRAER. XEREIMNMNARFBREINERES. &AL
MEBR=AERE FHb4,

B 5 : Connect AppFabric A3RENZE£ TEMHEMBIrhNZ 2 EIE

REWFREN (SRR ) NARFBIESEAXZEM AppFabric Amazon S3 12EREIE H 5 Firehose
ERNIERS , 8FL4£ T E , #lw Barracuda XDR, Dynatrace, Logz.io, Netskope, NetWitness,
Rapid7 , JA% Splunk , REZNEELLMBRAR. EMNPREWGANL (RER ) NARFHE
AppFabric , IHZBREIHEMNTZ R 1 8| 3 #HTRE, BXRUARERELLEIENRSHNEZSFHARE ,
BSRARABNZETEMNRS,

AppFabric A TZ&EN , PXFNNARER

AWS AppFabric I T&Z£8N , X BFEUTHNRAERER. ZBNARFNEN , THRAEXUOMRE
Z4£ M AppFabric BUEEEIZNABRFHNESZER.

F&B

- BLE 1Password X} F AppFabric

« BtiE Asana X T AppFabric

 EE Azure Monitor X F AppFabric

- BiE Atlassian Confluence ¥ F AppFabric

- B Atlassian Jira suite 33 F AppFabric

SPR 5 : Connect AppFabric SI3kEiL £ TEME M BRI L £ EiE 19
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EEEmE

« BLi&E Box Xt F AppFabric

» EiE Cisco Duo X F AppFabric

+ EiE Dropbox ¥ F AppFabric

» El& Genesys Cloud X+ AppFabric
 BLi& GitHub X} F AppFabric

« EE Google Analytics X T AppFabric
- B
« B
- B
¥
¥
« B
- B

i

Google Workspace ¥ F AppFabric
HubSpot X} F AppFabric

IBM Security® Verify X F AppFabric
JumpCloud X} F AppFabric

)
I

.
;|

Microsoft 365 for AppFabric
Miro Xt F AppFabric
P
P

kta X F AppFabric

nelLogin by One Identity X+ AppFabric
agerDuty X} F AppFabric

ing Identity X} F AppFabric

O
O

L[]
I
cu

.
;|

¥
g
- B
- B
¥
- B
- B
- B

.
I

alesforce Xt F AppFabric

erviceNow XJ F AppFabric
ingularity Cloud ¥} F AppFabric
lack XJ F AppFabric
Smartsheet X F AppFabric
Terraform Cloud X F AppFabric
Webex by Cisco X} F AppFabric
endesk X¥F AppFabric

oom Xt F AppFabric

e
|

S
S
S
S

L]
;|
cd

- B
- B

Z
Z

Bl & 1Password X} F AppFabric

1Password R — R ZBEERR , AFEENFIERELKSOE. FRNERBRD, ©ETESM

BEREFENHE  REEHIRR , FRTEHRERD,

1Password

20
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AWS AppFabric 8 7T Z&iN , BRI UEARFEZK BN BEFNA P EIE 1Password |, FHIFEREL
A BME RS EMIESR (OCSF) B , RS HFEHER HEL SR £ 7RSS (Amazon S3) 741
R S EEIE Firehose o

£
« AppFabric X # 1Password
- 1E7E AppFabric JE#EZEI{REY 1Password ik F~

AppFabric X 1Password

AppFabric Z#F#EW kB AFEEMT& AL 1Password.

FREM

AT M AppFabric F{£#IE® HE 1Password ERIEXFHN B Wit | BWATUHBERATER :

o RAMETERITE 1Password BB ATEITRI. BEXEZELR , 55 1Password I E4
1Password M4,

- WUTMEEEERACKEBAFTAH 1Password accounte BXEZER |, FSEPHELH
1Password X# Mk,

ERRBESZEM

XLXEHE : 1Password AuditLog B4 API &SRR N 824 600 4 , B/ et& % 30,000 1, &
X EREISIREE IR, BXEZEER , 1§85 1Password API IR ZR#|7E 1Password B4 APl &
=,

BIRIER I EEW

Tt EHRET BN EN R ATRELIER 2K 30 2%, XRNABRFRUNTFREBHIERENED
BRERT RO EEAR. A2, XANEKFRII#TEENL, MFERBB , THRR X

IE1E AppFabric E#ZI¥REY 1Password ik 2

1£ AppFabric REHRIEBNARFEE , 4 AppFabricff 3t T 1Passworde EHRZNFTEMN
£ 8 1Password XJ AppFabricF , AU TSR,

BIEMN A 1Password 1585 k&

1Password XHFLAHEZF IR MNATFRTE, TRATTRUERDMAFBRTHE,

1Password 21
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1. BFEYRH 1Password account,

ESMBERPIERE TR

MREFENEER , BEEERK. BN, BHRET -5,

£ EBHRERER TEEE “Hit,

ERAMERTE L , MALNRZEEENBHER (SIEM) RSB F (B0 S AppFabric ecure )
EEAMER , ARERESTHITEPERNATIR,

2

a. RMET AppFabric REFREHERNTEE .

b. EAMBWEE ‘SHETE THIRPER KT, MRERTEMEAME , BA
1Password £33 #A e 18] 3 FE A 5 ke

c. K “ERENEH o , EREFZFZ2RAXE. MEEASHNTEEHS,
7. ERETRTUGERT,
8. &R’ “RET 1Password TR THER,

a. HEFREZNRENTHEEHRBEIER,
b. & “EEXHE" TEF B
C. ﬁ?%ﬁﬁo

EXEZEER , ESFE AT 1Password;EshRE 1Password Mk,

R A2 FF R 1%
#F/ 1ID

AppFabric HiEREHWIHEF ID. HHIFAF ID AppFabric I 2&E/ 1Password B Fitbiit, TR TS E
DEHREHFEF 1D,

1. EFRERH 1Password account,
2. ESMERKRP , ERRE.
3. &Y 1Password TUH L% H 7T &EXZE S, Hl40 , e xample- account.1password.com.

H/ A

i A AT iR Bl tE — A9 B FS 1Password A48, AppFabric A3/ & HRERIE N AR F ERANES A
FREF R ZNE R,

1Password 22
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ARSSIK 7 5 B

BRI EXRBH RS kST 1Password Ef AR RSS 1k~ AppFabric 1Password N AR F &1
MRBEEBERSKF S, EERAUTSRAE

AppFabric FiERRFKSHHE. PHIRSKS S AppFabricREeIBMN N ABEI T, £ 1Pas
sword TP HRTERA T SRUERN AHRI T,

1. EFREFIER.

TR AR

ERKFREERSE,

EEAE,

R BEEREEFE

EERME R,

2L T

FPEX

AppFabric £AF/ ID. HRFEMABRFSKSTREFUENAREFRENR. AFERE Connect LUBE
B,

Bl & Asana X T AppFabric

Asana BR—NMNIHEEETE , AFEBNA. ARMALRNDBEIHE , NBEESINBIRELBITR, ©
RETEWMNESRES , SNAMALNEEPDE, WEMPIE. With Asana , FRRFXEBLSFSTE
BRI MbF XTI ITEREEMLL , BRaE@ETHEE,

AWS AppFabric 8 T Z£iEN , BRI AEAREZK BN BEMAFHIE Asana , FHTBERAEL AT
MR L RIESR (OCSF) B , AENHER HET 52 £ 1746 R55 (Amazon S3) FHEEZHIL
O3 3E Firehose Fo

F
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AppFabric Z#F#EW kBN AFE RN F& AL Asana.
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AT M AppFabric &I F#% A& Asana BRI AXFHNE N , BUIUHERUTER :
- BAUTPBERAUIKS Asana, BXRUIEBZARFNELEE Asana ALK |, S Asana 1
b £ %k Asana Mk,

- BFNAFPXTEEERBRREERAABKHAF Asana accounte BEXABHESZER , BSR+TNE
HERMBREERA® Asanaft Asana M,

BREREEEEM

Asana X HeIEERF Asana APl, BXEZEE Asana API EREX[RH| | HSH LR IERZEEH| Asana
FREREMIL, RE AppFabric MIRHNIIEHLS Asana NARFBHRES , "ERNEZEE
AppFabric ATRESHER,

T EHRET B EN R ATRELIER 2K 30 2%, XRNABRFRUNTREBHIERENED
BRERT RO EEAR. A2, XAMEKFRII#TEENL, MFERBB , TRR X

IE7E AppFabric E#ZEEIYREY Asana ik F~

£ AppFabric RS RIBNARF SR , & AppFabricfE A 1T Asana, BHRENFENEE
Asana Xf AppFabricT , HFERAUT LS.

R A2 FF R 1%
#F/1ID

AppFabric FEREHFES ID. FHFEF ID AppFabric # H#1E ID Asana, E&EHRESR ID , HiR
BT AR TR Asana TRF .

1. ERENKFMARRLG , AREFREEREHE S,

2. REEFRRE,

3. RFHEFMRE,

4. [tEH FEvE ID A Z AppFabric 87 ID BEE A,
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HPE A

WA —NEEIRBIXANME— MR F Asana 41, AppFabric R & #RARC N AR FBRFES
R ARF B2 EmEREL.

R S5 7= 5 b

BT BERBRS KRS T Asana Ef AR BRS tk 7 AppFabric Asana MAREF RN, MREE
RERSKFTHE  BEEAUTSROIE :

1. ERIBRFZKS , BERBERSKS P IEBARITRE Asana 5™,

2. BEXREBFEFNRSKFRER , BESHREFMRS KSR ERTHNSE,

3. MRBERFTHZEIXATAMBSKSTE , WLARREENRSKS , ERFTHTEFRT
®7o

BliE Azure Monitor XfF AppFabric

Azure Monitor R—REHENKEHEARAIT R , ATWE, DFEAEK B =in M4 PR E 1 W = 54E,
BOJLABERA ... Azure Monitor R ARE#IRESNARFMRSH AT AEMMEEE, Sl AR T BN
ARFNMRE , HATEFINUREARWNREEH,

Azure Monitor BZ™ Azure F13E Azure iITHE RS WENRERBRETINENEAHFNHE. ©FH
FHEEERAHEYES  #—EA¥ATEMGRH  XETEALXE, 247, TRCH/HMEEE, 7R

A AR AR MM T E, XLEXIEHE : Azure Monitor SEFBER—fF A B , WTRMAHX
THRARBNEHNNER, T3 AETEE WRIFMEHERRE BT B3 2K ER.

AWS AppFabric 8 7T &£ N , SR LAERRTK B KN BEFA P EBIE Azure Monitor , FFEIEIR &
{LATF B RLEMIESR (OCSF) B , AERHIER L EIT 32 £ F4 RS (Amazon S3) 7#
WL S Firehose o

F

- AppFabric ¥ Azure Monitor

« IE1E AppFabric E#ZIYREY Azure Monitor K

AppFabric &% Azure Monitor

AppFabric BE ML T RIREW A FE B M=% B & Azure Monitor AR
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* APl Management
* Microsoft Sentinel

» Security Center

FREMH

AT M AppFabric £ 8 # B & Azure Monitor ZERIEXIFN B WM | BLTEZUTER -
« {REEHF— Microsoft Azure EB R XA pay-as-you-goil FAREY I o

o ELEERITHFEREZITRAFAHNES,

ERRFEEEM

Azure Monitor RREBERNZEEH ( AFSNARRF ) UARITHE ID B/ ID EnERRH, Bx
E %158 Azure Monitor AP EZEPR#| , ES I 7 # B85 7% Azure Resource Manager BR XY #9185 3K
Azure Monitor FF & & P,

FIEHXET BRI ENRETEERIERZIE 30 7. XRNABRFREUNTFREHEER B
BIEERMRENTPERAS. A3 , XUUREKFRIFTEEN. WEHY , KR Xk
IE1E AppFabric E#ZZIYREY Azure Monitor Ik /7

£ AppFabric REHRIENARFEE , 4 AppFabricfiE B3t T3 Azure Monitor, EHRZNXFTE
#9fE 2 Azure Monitor Xf AppFabricT , BRI TSR,

212 OAuth RIAREFF

AppFabric 588 Azure Monitor £/ OAuth2, SERRIA T ZBRIEFBIE OAuth2 S ARER Azure
Monitor:

S M B Microsoft Azure 7] Pk H & %,

S 1% Microsoft Entra &3,

R R AREREM

T WOEM

WAZPHEEFL , B0 Azure Monitor OAUthZ . XFE XM ARFINE .

o K~ w0 Dd =
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6. Wil “XIEMKFRE BHREN “BH/,

7. XNTFEEM URI, %&HF Web ERNFEEHRMEEMD URI, EFAUTHRIENEEM URI :
https://<region>.console.aws.amazon.com/appfabric/oauth2
ZHeit P <region>RBEEFEE AppFabric NARFEZHRB., AWS X filin | ZERE
( BERILMILER ) XM B A us-east-1, X FiZXHE , EXEME URL 7 https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,
IR #THEMARIES , SORIEMAFRERRMEN URI, IERMLERTIEN , USH
DB, ERAZHEHRIUESZBEFE—ME,

8. 1%3#%F Register,

9. EEEMMMNARRED , &F EHNNE , REEF FEEFIE,

10. NEARMER,

1. EBRBAEEE,. SR UMNTRIIRPERTATTRGFEN A HIRE B ELFFLHAE,

12. EBARM. B RZAEREEUEGINES. EANHEHZE , BEAHRARTFELEN
Fo

eSS

BB OAuth RIFARRF RN TINR . ERMNER |, FHIRBH RN EER Web API #I PR B4 Fh
7Y% BA 3t 1738 /E Microsoft Entra FF X &5/,

« Microsoft Graph F P58 APl > User.Read.All ( R EFERH )
« Microsoft Graph i FF i [a] API > offline_access ( &R EFEERH )
« Azure RS EEH it HE APl > user_impersonation ( &R EIEEA )

AINNRE , ERFEEANXENENEE  BRR “EEARE R0 PN’ ITIRE
Microsoft Entra FF X &35,

BI T2 R R

AppFabric XM\ & BRI A 5 B M %8 B & Azure Monitor accounte EM iR ER B &M A
FPEFE Azure Monitor , BAMBIEFR MR ARFRN , —NB N Azure MonitorE B AR FRIX T L
SR, BBES—NE N Azure Monitor NARBRFERN THIRPWFEHRAE, BAUNFMNNARE
FEREAHEBNHES ID. EFW ID NIEFHRZEHR. ENPERERZBE Azure Monitor fREER
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N Azure Monitor 1 Azure Monitor F&Z BENARFEN. ERMEHAAFBRIE | RE Azure
MonitorEEEN AR RN

#FID

AppFabric iERENIHEF ID. ERATER |, £ Azure RSB FERRNE s ID :
1. BBl Microsoft Azure 1£3%17,

2. BiE Azure 5EFE .

3. ENAEFEM BH , EEZALENNARER,

4. £ B FHo , NBFR (/) ID" ZERHPEHIFEF ID,

H/E A

i A AT 10 Bl bk it — 4 B9 B #R Azure Monitor iT 5. AppFabric A BRI AR FERNES
B ARERF BRI 2 EMEREL.

(@ Note

HPEEMRZNN 2,048 MNEH , BBFE, NE/AEFBNMUATERFZFEK G2 (). T
Xk (). WIS (-) Mz,

EFiE ID

AppFabric FiEREFiw ID. ERATTRUAEFERKENEF i ID Azure Monitor:
1. S#E Microsoft Azure 153417,

2. SME Azure 5EzH B Fo

3. ENAEREMR Iy  ERZAENNARER.

4. EBR HH , N BARE (BFi ) ID” FERHPEFEFIE ID,

EFiRES

AppFabric FEREFHZEH, EM OAuth NARFHNEFFIRZEHAREE OAuth NAEFIZE D HY
S| PERNER, WREMETENAEFIRBEERNESRZE , FEE OAuth OAuth
BARFAERD PSR 8-11 UEFMER — N EH,
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App &

ERBIZERNARRFRRINGE AppFabric , U E|—4 kK B Y3 H & O Microsoft Azure #t RN . NE
OB KBS | REIEER S LUt AppFabric 1%

BlE Atlassian Confluence X F AppFabric

E— MR, hMEMEERE IE, Confluence RAREMEICHEB IEZMR, AT EN
CHVEABA R T — NI, WIRMIMEL BRI B A EM T, Spaces AR BN AIRAE, 4
LAAMAZTHE , RS NEARKA AL T EVEER | FALBRENSETR TERENER.

AWS AppFabric I 7T Z£E N , B FERERKR BN T B ERMAFPEIE Confluence , FEIEIR A
{LATFHMBRLEMIESR (OCSF) B , AERHER L EIT I L F4 RS (Amazon S3) 174#
BRI S #HEHE Firehose TR

e}

« AppFabric & # Atlassian Confluence

- IE7E AppFabric E#ZZ|4REY Atlassian Confluence ik 2

AppFabric ¥ Atlassian Confluence
AppFabric Z#F# Kk B & #& B & Atlassian Confluence.
TREFH

BT M AppFabric F{£5&# B & Atlassian Confluence ErRiEXFHN B Mt | BUTHERZUTE
X -

- EFEFEITEE , BEERE - MMREKS. SREPFDWKS, BEXRCERARIERREANE
%S B Confluence 1T XIEHE | &S Confluence EMNIE Atlassian ¥k,

- EFRFEITAE , EEENENKFHEEEEANR. EXACHNESZEERE , BFZAODACRETER
A PR Atlassian Support Mk,

ERERBEZFEI

Confluence X}i& &R RF Atlassian Confluence APl, R 2 AppFabric M{RHIELHE Atlassian
Confluence API BRI T2 d Atlassian Confluence®IBR#| , . E REVE it B & AppFabric TJE S HE
B,

Atlassian Confluence 29


https://www.atlassian.com/software/confluence/pricing.html
https://support.atlassian.com/user-management/docs/give-users-admin-permissions/
https://support.atlassian.com/user-management/docs/give-users-admin-permissions/

AWS AppFabric EEER

HiTEHRIE UE*ﬂiEE’JH‘II‘Eﬂ—I“ éLiE%i_ 30 7. XRNABRFRENTFESHFLEESNRD
HFEERMREOTBL BRI T TM’EWKF‘%%U&?‘TQEMO WMEFERB , FBRR XF

IE7E AppFabric JE#ZZIREY Atlassian Confluence ik F

£ AppFabric REHRIEBNARFEE , 4 AppFabricfi 3t 732X Atlassian Confluence, &%
WATERE R Atlassian Confluence ¥ AppFabricF , AU TH I,

B2 OAuth NAEF

AppFabric 55 Atlassian Confluence £ /A OAuth, EEH 6% OAuth R FFEF Atlassian
Confluence , BEFERAUTHR,

S E Atlassian F X EIZEFI A

EELARBRENNABRER , ARERFTFRARESHA,
EBONARER 38, &% 012 , OAuth 2.0 &£/,
EEMSMERPER NR", REER AR Confluence API,
EZHBUET , EFREEAF (read:confluence-user),
ERMEET , RFEEFEFIHER (read:audit-1log: confluence),
EEMSMBERPIER R, RFEEFRE OAuth 2.0 (3LO) ZBH “Hi".
FEEE URL XAEFEANATERNEED URL , RRERREFEER.

©® N o g s~ w0 DN~

https://<region>.console.aws.amazon.com/appfabric/oauth2

JH: URL AWS X18 Fi<region>R2EEHEHE B AppFabric NARFENRE, i , EEXR
B (BERLMILE ) KIFMHABNA us-east-1, W TFXF , EXM URL 7 https://us-
east-l.console.aws.amazon.com/appfabric/oauthz°

e

BT TS E 2 — R INREH Atlassian Confluence OAuth B AR F. AXxERAEBNESZER |
#EZ R OAuth 2.0 (3LO) WYEA A Forge R FTEF Atlassian FF X &ML, MRAAH , EEHALHA
Bl

- ZHH

e read:confluence-user
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R R R2 FF %1%
#F 1D

AppFabric & RGNS 1D, FHIFE ID AppFabric #RE Atlassian Confluence £ Fi, ¥R
PAREIYREY Atlassian Confluence | 585t ik 4= 8 https://F. Z BIKYSEHIFIEE . atlassian.net o

H/ A

& A AR Bl L iE— £ AV B B Atlassian Confluence A48, AppFabric R B MRIFCNARFEZ
B N AR R 8 2 E R E.

EFiE ID
AppFabric FiEREF iR ID,. EEFRERBEHEFFUE ID Atlassian Confluence , EFERAU TSR :

1. SME Atlassian F R EEZEFH B,

2. EELEAERENNMAGREN  REERETAAREHE,. BRNARER.
3. &R TFIEEN OAuth MAEF AppFabric.

4. T RE" WEHKW “BF i ID” FERPHAZEFim ID AppFabrice

EFiREHA

AppFabric FFEREFILZHH. EERENEFF4 , 15158 Atlassian Confluence , IEERU TS
R

1. SME Atlassian FF R EZEH A

2. EELAERENNMAGREN  REERETAAREHE,. BRNARER.
3. &R TFIEEH OAuth MFEF AppFabric.

4. ERE NHN BRI FERHH AR AppFabric.

RN

EPRIENARFRENG AppFabric , ZFUWEI— Nk B#5# & O Atlassian Confluence #E AR,
E#tH AppFabric X , BIER T,
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BLE Atlassian Jira suite X F AppFabric

Atlassian BB XA E D, 4183 DevOpsty IT REEEBM T HEEE R4 I #BEIHIBAA LA,
WEHMERAZTHE, KSHEMES5000E B M LIKET 24T RTENEN LN F—BFEEEFM
R . Kiva, Deutsche Bank , 5\ Salesforce -k Atlassian # Bttt AT169 Bl BA B8 47 4t & 3 $ 1 A4
SRELERNBRER, THEZXT Atlassian =& , ‘@1F Jira Software, Confluence, Jira Service
Management, Trello, Bitbucket , LA % Jira Align £ Atlassian.

AWS AppFabric 8 7 Z&EN , Bl UEARFTK B BEF AP EIE Jira suite (BRT Jira
Align ) , FFEEFRECHTFBME RS RMIESR (OCSF) B , AENEHIEH 2T 27 4 2 1746 IR
% (Amazon S3) FE R IIL SE BIE Firehose 7o

£
- AppFabric & # Jira suite
- 1EFE AppFabric SEZEI{REY Jira K

AppFabric X #F Jira suite

AppFabric Z#F#EZWk BN AFEEREMT&K AL Jira suite , BRT Jira Align.

FRFM

AT M AppFabric P& H=#& A& Jira suite EaiEXFNENH , BXTUFRATER -

o IRUIE—NJira tREEBSERRA, BXINENESZER Jira itX |, ESH Jira 84 |, Jira R
SEE | Jira TEEE , LRk JrammANENTTE.

s BHNRAPFPPUREERALERRAAEMNAR Jiraaccounte BEXABNEZER  FSEOAFE
T &1 57 AR Atlassian Support Mk,

ERRREEZEM

XEXIGE : Jira EHEXT Jira APl, BXEZ{EE Jira suite AP EX[RBH |, §SR LN ERZRRES

Atlassian FF X B ML, MR 2 AppFabric MR EALE Jira APl B ARFE LIRS , 2R
W BE AppFabric ATRESHER .

BIRIEIR RS

T EHRET BRI ER R ATEELIER S 30 2%, XRNABRFRHUNTFREBLAERHNED
BIRERMRINTAABRAN. T , XATUEKRFRNETEENL, WFEHEY , BEHR XK.
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IEfE AppFabric JEZZIREY Jira Ik

£ AppFabric REFRIENARFERE , 49 AppFabricff A3 TR Jira, EXRBENFAENEE Jira
%t AppFabricF , ERUT SR,

23 OAuth AR

AppFabric & Jira suite £/ OAuth, EEFA|E OAuth M ARER Jira , BEAUTEER :

1.

2
3
4.
5

S E Atlassian F R E#EH &,

£ BHWRAER Zi , &% ‘012 , OAuth 2.0 &£/
NENNARFRE-—INEH , REERCE,

SME BRI B, RFIEFE OAuth 2.0 ZLHY R N7,
FEEE URL ZERPHEANATHERN URL , AREERREFER.

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL H<region>2EEEFPEE AppFabric RARFEHNAB. AWS XiF flin , £ER
B (BEERILMILER ) KIGMWABR us-east-1, X TFiZXE , EEM URL K https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

SE RE" Ho , EFENEF iR ID MEFRES , REFEHAKREFUAT AppFabric NARF
B

PSS

B RATOR LA SE BRI R Jira OAuth B2 A2 YA PR 7T E

£ ZB5EE (Classic Scopes) T :

« Jira APl > read:jira-user
ERLMSEE (Granular Scopes) T :

» Jira APl > read:audit-log:jira

« Jira APl > read:user:jira
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BI T2 R

/1D

AppFabric & RIEHFEF ID, FEIFEF ID AppFabric 4REY Jira 356 Fi8. #RAT LK BIREY Jira 3
AR U Y https:/F. 2 BBV SEHIFiEiH. atlassian.net o

HFBER

W A TR Bl L ME— MR B 5 Jira IRS588. AppFabricE A EHKIFIENAREFENANBELNAREF
R AR EAERE

EFim ID
AppFabric FERERME IR ID, B Jira PERENESE ID , FRATSRIRE !

1. SMiF Atlassian FF R EEHI A
2. EEFTIEER OAuth AT EF AppFabric.
3. EURE NHEMN ‘B ID” FERPH AT ID AppFabric.

B P imEH
AppFabric FEREHNEFYIZH. FWEF %4 AppFabric EHHIWE Jira, BEEEMKREREAR
2 Jira , EEAUTESR .

1. BME Atlassian FF X H=H &,
2. &R TFIEEH OAuth MFEF AppFabric.
3. ERE  MHHN “BFILE FEPH A AppFabric.

REERX

EHOBNARFIENG , AppFabric B FIE— M RENBEEEQ Jira #EARN, Eit#E
AppFabric& X , iHiEE L7,

Bl & Box XJF AppFabric

Box ML Content Cloud , ER—MNE—F A |, FHALARBEEEINNAEG A, MErfEkZs
TELA R best-of-breed B ATEFERK -
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ERI LA E AR B AWS AppFabric B ®# B EM A F#3E Box , FHBEHF AT HNER S
ZRHAELR (OCSF) 183X , AR &R 20 5k 4] £ 76 Bk 55 (Amazon S3) 17 #8 S S #h &35

Firehose o

F&
« AppFabric 5 Box
- IE7E AppFabric FE#ZEIYREY Box Ik F~

AppFabric Z# Box

AppFabric Wk B A FEE M & &% B & Box.

FTRF M

BT M AppFabric F{£5# &% B % Box ERIEXEFNE M |, BATUHEUATER -

- EVRITERAES , ERERRNRITHBESR, mm35EEhR, &l il #8EmEE.
- BATREBEEREEANRNAR,

- BUAEEHCHIRE LEAXESHKIE Box BTN ‘BE” M FHERNESNARFNE S K
v:akiz): )L

BRERREEEEM

Box X1 B X EPR 4] Box APl, BXEZ{EE Box API B[R4 , 55 H LW ERREE] Box FREE

ML, MR AppFabric MI{RNILEL S Box NABFELHRES , PE RN &K HAE AppFabric 7]
BEREER,

BIRIER FEEW

EFEREHNHF , BUESBIRKIER 30 78T eEA R BN, XENAEFRHNTFREHFILERER
NBLDBREERTREN TP B, B2 , XTUUEKFRH EHTEEN. MEHSE , BEKER
X
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£ AppFabric RS HEIZNARFEE , B£FE AppFabricfEA# TR Boxo BEXRRNFTENEE
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B2 OAuth NAEF

AppFabric 5 Box £/ OAuth, AU TLSBREFLIE OAuth NFAERF Box , BXEZER , HSH
F#Y “BlE OAuth N A EF" Box Mk,

1. EXEF Box REHIFREELEGE,

2. ERVIBFHNNAER.

3. MMRERFREFIRPIEFE BEXNAERF . FHIA-MES , RREEET —FEE.
4. RWANRERFAHNER,

5. M “BRY THRIIRFIEE S

a. MEKB" THIIRFER T2580°
b. #A AWS AppFabric Secure EIREEWMNMNABREER ? XAKHE,

6. MREBBEAESRKIDNELRBARIENARFSD , FERRSHFIHRIL (BRTFEFIRE
iE )

7. i&#%E Create App (BIBRAREF),

8. LEREEEIF.

9. EZNHEM NARRFFERD By , &R NAERF + BLHERR,

10. EREN ‘NARFTE” B2 , ER “EERA/S M EELLEM,

11. #%$* Save Changes (RZEH ) .

ABox EERAFREAEPRNNAESF Box FANARF2NEERZEH G, BERERN , F%
BT R

a. EFAREEFEPNENNRAEFER R AT+,

b. &E#F ‘BEEHRX UMBKIE—HE T Box UL EBRRFHH#]. BXESZEE , E5H
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MRBERFEEMESR , WAHEFRINAEF.
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- EE AP (manage_managed_users)

Bz A 72 7 & 4X
# 7/ 1D

AppFabric &R 1D, REVFEF ID AppFabric & Box ¥R, XEXIEE : Box il ID AJfE
EERAREAN KAAKE > KAES >l ID” THRE, BXEZEER |, 53 Box XM
vt ERy Bl 1D,

H/ A

i A B Bl e E— Y B 75 Box A4, AppFabric AP B#RIRICN ARRFEN UL B N HAE
FRIEIZRAFEMRE

P ID MEF im 2

1. BF3 Box REHITREEGH A,

ESMFEEDER RONARERF.

%R A FIEEEM OAuth ST F AppFabrico

EREREED,

R EZNEK Oauth 2.0 EHEE 2,

HENEF ID FIEF OAuth i ID AR “& 3% ID” FEH AppFabrice
EFE RIEFFIESR

£ “BREH FERBEAKEBEN OAuth FF ZHANE F Z4H AppFabrice
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FiHEHRET B EN R ATRELIER S 30 2%, XRNARFRUNTFREBHIERENED
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IE#E AppFabric EZEEIYREY Miro K

£ AppFabric RS HRIENAREFBE , &0 AppFabricff A TR Miro, BERBENAIENER
Miro Xf AppFabricT , i5ERU TSR,

B2 OAuth R AREFF

AppFabric 58 Miro £H OAuth, EFEHBIE OAuthNM AR Miro , BEAUTHR .

1. EHIE OAuth R , HHE5E Miro HEI ORI E 0 FF & BH CER QIR NZE N AR
R E84) oY BB REAT R 4,
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HTECNENARFETEERUED , BARERIRRARF ZBRITHIRE,

3. ENAEBEFTEM “OAuth 2.0 WEER URI #H49 , MAXALUTHERXH UR L.

https://<region>.console.aws.amazon.com/appfabric/oauth2
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B (BEERILMILE ) KiGHABR us-east-1, XN FiZXT , EEM URL / https://us-
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4. EHFREENEFS R ID MNEFEFIREZSA , LETE AppFabric MARFRXPEM.

FTEEE
WM IREIPermissionsE 2 AAFINEL TSEE Miro OAuth AR A :
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AppFabric ¥ EREIRMHIEF ID. FHIFEF ID AppFabric 2#REY Miro BkBARF . B X AR BRI
Miro Team ID FWEE , BES M “BREHMTF W “ENLEZ o Miro EER : MNIBEFF 48 ? 7 Miro #
B AR/ 3

H/ A

A —NEEIRBIXANE— B F Miro A48, AppFabric £ A B #RARIE N AR FENAEY A
AR F RN IZAE R
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1. SMEMRH Miro MARBHRE,
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3. ERERAREZNNARER AppFabric.

4. W “BFu ID" FERPBWA ‘MARRFEIL 39 PHE S5 ID AppFabric.

& P i 2 A
AppFabric FERENEFEFHEH, BEER BFmER  FRUATIRIRE

1. SMEIRH Miro PAERHEE,

2. EREHNNARFEDF,

3. ERERAXREENNARERF AppFabric.

4, FNARFEILESIPHEFRBRAAINE - iRZEHAFERTS AppFabric.

REERX

EHFRIENARFRENG AppFabric , FF KRB — N RkBEHE LB E D Miro #/ERN. EHtE
AppFabric 8 , HEER “RF"

BLiE Okta X¥F AppFabric

Okta RHEFIRRN T, ENTENINIL FMBEENMAF , Okta BN AFFREREAT FE b FEE MR BN A
EFLZ2itFEREARER, KESEHNMEEE Okta UXIZLHRE, FHRIEMBN. HUR
SEMEM & S D Okta fEBI A EHIAY AR RS RFEN 7,000 MM EWENER , ATSHNEF S
B, LFASENTFRXARAUATEFRFHAMREFLEE, Okta EEEIR—NFHETIROMH
R, ETMEZEE |, &5 okta.como

AWS AppFabric 8 TZ£RN , B LAERAREZKREHN B EMAFEIE Okta , FEHBEIr AL TR
MK L2 ZRIHELR (OCSF) &3 , AE N EEMH 2 S 3 E £ 74 RS (Amazon S3) FHFRIL L
BRI Firehose o

E&
« AppFabric 3 Okta
- IE7E AppFabric ZE#F{REY Okta Jik F

AppFabric x# Okta
AppFabric Z##ZWk B A FE R =& B & Okta.
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ERRHIEEZEM
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FIFEHRET B UENN R TSRS 30 248, XENARFRENTFZEAHERSH B
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£ AppFabric RS eI AREFEE , S AppFabricfE AT Okta, EXRENFIENEER
Okta Xf AppFabricT , AU T TR,

B2 OAuth RIAREFF

AppFabric 558X Okta £/ OAuth, ERIZEEE#ER OAuthR A EF AppFabric , IR A2 OIDC
NI FARE 7 & A P MY 1 BR B AT #R E Okta BB O0MYLE, U TRUTEEEEEIN AppFabric :
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3. HEAMUTHRAMEER URL ERNBEFREEM URI MEHEEM URI.
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FAFG A T BERINE 428 Okta OAuthRL R
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» okta.users.read
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1. BM3 Okta F X EHZFIA,

2. EENAREREIF,

3. ERZHNARR , AREREMNIEIF,
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S E Okta FFREERFI B

EENAREFETFR,

RREHNARRF , RAREEEIRTF,.

R EFRFIREIUEES
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o ~ w0 bh =

REERX

EFRIENARFRRENG AppFabric , IS —/N R B HE O Okta #ERN, EHtH#
AppFabric i , FEE LT, #UEMNAF Okta BRNATMEFBREE AN Okta.
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iE, |RE% MFA, 5 AD, LDAP, G Suite &S E RWEREK. FHEFAHEERS, With
Onelogin , ZAURFENELARZIHEELNRT , N\iRREZLE., IGNAFPKERAETEEE
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AWS AppFabric I 7T Z£EN , B AFEREKR B0 F& B ERMA P EIE Onelogin , FFEHIEIRAIL
AL RS EMIESR (OCSF) B , RS HFEHER HEL SR £ F#RS (Amazon S3) 741
=L 5 dE Firehose o

F&
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- IE1E AppFabric E#ZE|¥REY OnelLogin by One Identity i F

AppFabric X OnelLogin by One Identity
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£ AppFabric RS eI AREFEE , % AppFabricfE i 1T OnelLogin by One Identity, &
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2. MFERARFKREFEE API Fil,
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&S E
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Bt & PagerDuty X4 T AppFabric
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AppFabric X#F#ERKRK BN AFEE M= &% B & PagerDuty.
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A R FTHY APl A EHRTF TR, 2N T AT AppFabric # %= PagerDuty R H
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11.

12.

13.
14.

TR HEEENNARRF.
EREFERTEMAFTEREE.
% ‘B A OAuth iRE",
FFBRHA TR :

« WFXFNELRE , SERIEFHATEEARB KR (PKCE) TR
« Web RS RRIEEEZH

- FIFCHEREEEEZN

- BRARFTEEHR

EEE URL XAERBALTHEIN URL , ARERREER.

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL H<region>2EEEPEE AppFabric RARFEHNAB. AWS XiF flin , ZER
=B (FHFRILMILER ) XFHARBA us-east-1, XNFZXE , EEEM URL A https://us-

east-1.console.aws.amazon. com/appfabric/oauthzo

BEZFEEENE (FET—AESETHNAR ) . AEEMFERIETREERIAE,

ERRF

FERA T SRR UE £ OAuth B AT /7 A9 Rl & M SRR

a #RE WAL REER XMEFRA KKOSARE  ABLE EERERON
RAEF,

RN AEFZLNRE.

c. WRRHFH HRERELED WE LT 2ol —EFN

d. RELNER.

ERATTRUBITIREEEERFEZASE :

=

a. HRENEL , AREERNAEPHWASHBEXH  RARERSHBEXHER K
b. WINEHBETEESH BTN EEEFIIH,

SMEECIEZNNRAERF , ARNTHIIRDERE EF

EEREECEAEFARER.

FREEEME — MO+ |, SEEEETRIELZNFH, B ZETFL , BT ERERANE
HEZHAE. %F!SHWEEML“I#? EE o
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TR LA T SB B R IR & /Y Salesforce OAuthR TR F :

- EX APIs (API) B2 B FHUIE,
« BERTITIER ( refresh_tokenMoffline_access ),

R TR R
#F/ 1D

AppFabric EREIRHEIEF ID. FHFEF ID AppFabric &/ 715 Salesforce HHVE B, RATLATE
AT A= PR E “BOER” FiEE , M Thttps://MZBE. .my.salesforce.com

ER BRIV Salesforce AT B , BIRRUA TR BH# 1TIR/E Salesforce T R&E,

1. R ) BRRBAEES 98E” WE Salesforce 3114,
2. ERFERFPER VARE , ARTEERPIEE “BRNFR",

H/E A

A —/NEEIR X N — 1BV B = Salesforce (4R, AppFabric £ & #RkFric B A REFRNA
BN AREFRNCIZNEAIERE.

EFU ID
AppFabric JFiEREF % ID. EEFERENEF % ID Salesforce , BEAUTER :

SME &€& WM.

HEFERE, AR NARFEER
EREENNARERF , AGMTUREFER EF
REREBEFEAEFAGE. BEEEERT — /LT,
RN EH , RAEEREREZHRE

R “BFim ID” FE A ASERE F AppFabrico

o gk~ w N~

EFiRES

AppFabric FHiEREMNEF Y4B, PHNEF Y AppFabric 2 P K H R E N Z Salesforce, BEEER
HKEMRH I Salesforce , BEEAUTLSE :
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®ERE, REER NAEFEER

RERCUENNARER , RENTHREFRE EF

RREECEAEFAREE . SFREERR AT,

RIFEHNEH  RAREXR HEENE E.

ENEFIZF B AE R E B4 AppFabric.

o g kA w N~

REERX

EHelZNARERRNG AppFabric , BFIREI— NSRBI E O Salesforce #t AR, TEHEATT
mL , ES A EH Salesforce RS EE G A Salesforce B ER “EFEH4AEXH M “BH
AP’ B FPRBRIAF, &#F “A i St AppFabric 8%,

Bl & ServiceNow Xf F AppFabric

ServiceNow 2 —RUENE T MRS EMRE , XLERZTRMALN ITEZEB3NL. ServiceNowhy
ITOM it EEB £ E 7T HRMEHEEZEAN T HE |, SEELLN=EMEND, ©E T RSB, X
AFRE | FIT RSNEMIRESEZESE —MERRES, eETUEH LB LXBRE , 2F
B4, B FE. ENETEEE,

AWS AppFabric I 7T Z&RN , B LAEREKK BN EZ B EMAFEHIE ServiceNow |, FFHIEIRE
{ERFFHMELZ L RIHELR (OCSF) X , AEEHTBEHHIT I H L E#RS (Amazon S3) &
e D EAE Firehose o

FH

« AppFabric #F ServiceNow

- BIEERZEESM

« 1E7E AppFabric E#EI#REY ServiceNow K F~

AppFabric X#f ServiceNow

AppFabric Z#F#EZWk B AFE R &% B & ServiceNow.

FREM

BT M AppFabric R &%= # B & ServiceNow ErRiEXFW B WM , BATHEZUTER ;

 fRATLA AppFabric S4EAIZRE — A ServiceNow 1T XIZKRE,
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- BHAPPXAEEREERAGHWAF ServiceNow account,
o {RATE— ServiceNow =4,

BRRHEEEM

ServiceNow Xt #E R ZE R %l ServiceNow APl, BXiZBWE Z{E L ServiceNow APl EE R4l , 5
B AU REST API 33 BR & ServiceNow ML, IR 2 AppFabric M{RHWI AL S ServiceNow API K1
BAREFEHRES , BTN EIT B E AppFabric ATRERIER .

T EHRET BRI EN R ATRELIER S 30 2%, XRNARFRUNTFREHERENED
BRERMRDOTL BRI, A2, XTNEKSRINFITEESL, MFEHLY , FHR X

IETE AppFabric E#Z|YREY ServiceNow Ik 7~

£ AppFabric RS HRIZN ARFEE , % AppFabricfE A#1T##M ServiceNow, FRLUTSRE
KN FTEMNE R ServiceNow 1 AppFabric,

B2 OAuth NIRRT
XLEXIEEA : Now Platform X3 OAuth 2.0- BT FHEE | HAHEFIHERIG RS HE,

1. JEMEH OAuth NARF. XEBERTUTEANT R, EXTRAXESTRNEZER |, E5H
[BE AR EY B A 25 ServiceNowfE ServiceNow P35

a. AMNARERF , HBER Auth SEE AT EATG R APl , REST API #8424 now/table , HTTP 5
ER GET , I FHIFT R,

| s REST APl Auth Scope & F e m
) Mew record "

* Mame | Tablefead Application  Global |
Arthern ﬂ # Auth Scope | TableRead 1 |
¥ REST APl | Table API B Apply auth scope
to all hitkp methods
REST AP PATH  naw/table in this AP

Apply auth scope [E
b 3l warsions in
this AP

HTTP Method | GET -

Apply auth scope H
Lo all resources in
this AP
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b. HERENNRB,
c. MEARNKBEXTIEE T,
2. FEALTHIBEER URL.

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL H<region>2EEEPEE AppFabric RARBFEHNAB. AWS XiF flin , EER
=B ( FHFRLMILER ) KHMARBA us-east-1, XNFZXE , EEEM URL A https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

NMARFRN

P ID

AppFabric fFiER# - 1D, REVFEF ID AppFabric &K KB FR. BRI LATE X 82509 ik 2 3R Z
P ID, %l | example AT URL https://example.service-now.com REYFES ID,

M BER

A —MEEIRBIX N ME— MR B F ServiceNow A4, AppFabric fEAEF BB MKRRIZNARFEN
BN A R e 2 A TR A

EMU ID
AppFabric FiEREFim ID. AU TSIREREKRENZFim ID ServiceNow.

1. 5% ServiceNow console,

2. &FE ‘KRG OAuth , RIFERE “NMARFIEMR EITF,

3. EREBHNARRF.

4. W B ID” FEHHmA OAuth REEFIE F % ID AppFabric.

EFiRES

AppFabric FEREFIZH. FRAUTIRERERENEFIER ServiceNow.

1. M2 ServiceNow console,
2. &R ‘RS OAuth , AREEFE “NARERFEMER EIF,
3. EREHWNARERF.
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4. EM “BFHER FERPHA OAuth NARFHHNEFHLE AppFabric.

REERX

ol ARFIENG AppFabric , BRI EI— M RBEMN#EHE D ServiceNow #EERN, &EF ‘7
Y5 LAt #E AppFabric #1%,

B¢ & Singularity Cloud X F AppFabric

XLEXEA : Singularity Cloud ¥ & AI{RF BB EZ I BREZFERINEBH . HREETIHA
TERNZEMEMEANZEZNERT BREIKGERNEE , SIWREMMEREKRE,

O] LA E AWk B AWS AppFabric Y& # B &M A F 53 Singularity Cloud , FEIEAR AL R FF ik
ME R EMER (OCSF) KX , REFHEHERHIL S £ F#KES (Amazon S3) FHERL L
HEIE Firehose o

(® Note

Singularity Cloud REELE R G2 88147 3X4H Singularity Cloud accounte E it , BAIFEEE
$EHE4E 3 Singularity Cloud A< 3Z#4 A B9 ST#,

F&
- AppFabric X% Singularity Cloud
- 1E7E AppFabric #FE#ZEI{REY Singularity Cloud 1K /2

AppFabric &% Singularity Cloud
AppFabric Z#F#EKRBHAFEEM&F# B L Singularity Cloud.
FREM

FAF M AppFabric &% 8 # B & Singularity Cloud EifRIXZFMWE N , EXABEEER AR
Singularity Cloud account, BX¥ Z{= & Singularity Cloud API IR , ZFIREY Singularity
Cloud IkF= |, X EXHED , REBEAE,

BRERRBEZEM

Singularity Cloud ¥}i% &&= R % Singularity Cloud APl, BX¥E %{5 & Singularity Cloud API &R
#l , BFARH Singularity Cloud K, X B X#4E 5 , AR AP EERH,
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AR BITREHIERRS 30 2 ’-EEFZ*ﬁbJ_l_ B, XERNAERFRENFEZEFLERI N
HHFEERMREOTBLERAR. T TMEJ”&F*&nUJ&ﬁQEMO WMFERB , FBRR XF

IE7E AppFabric EZZIYREY Singularity Cloud Ik

£ AppFabric RS HEIZNARFBE , % AppFabricff it 173X Singularity Cloud, & &N
FrEERIE B Singularity Cloud X} AppFabricF , FERAUTH R,

J 812 APl T & Singularity Cloud

FTRATSRUGZERS AP REKR AP Th, APl TEASXEREFENZESSF /PS8R FaR4
ik,

(® Note
ERSAP APl SRRz amcf5 , SI2H A/ E HIARSS AP SEREGTR API A2,

1. BXREIRH Singularity Cloud account,

ERE TEES , EF AP, RRER “RSAF

R BRE REER CIEFRSAF

ERIEFMBRS A, A, WARSASNESR. #HANEH BB,
EET—F,

£ EFRFESEE BoF , EFEEE.

o o bk~ w0 DN

o ERKFERTTEERS.
- ERERNEFZBTNIKS,
7. 1%&# Create User,
APl THELRK. HIT—1EQ , ERTHEZENS , ARTR—FHEHR , BERXRERRF XA
BEETH,
8. (™% )EEEH API THEANEERERSMNNVE.
9. &EFEXHM,
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BI T2 R

#F/1D

AppFabric f$iEREHIAF ID, FREIFEF ID AppFabric 2 Fi3 Sentinel One &% KBRS #Y M ik it
i, BN, INREEFHSH Singularity Cloud example-company-1.sentinelone.netibiit F#)
T, RE9FEF ID Rexample-company-1.

H/ A

i A BTR Bl b E— BV B R Singularity Cloud 442, AppFabric £ 7 & KRR 1E N AR F R
B N AR R A AR EL

ARSI 7 5 b

£ AR BAIE R 1 €12 API T h# Singularity Cloud# 0 P S RE R T, MRERE T THERE
EREITHR WA BB THEBRNSRRER — MRS,

@ Note

WREREF R H LA TE Singularity Cloud 12515 4K T #7 AppFabric B9 API T, M$2EL
FElE, MBXEXTER , BEEFRAFN API THREFNARFEN , MRS F# A KR
B,

Bt & Slack X F AppFabric

Slack EMRILEAMNNIELEETERE, FRR, EEERN. CREFLFRANEFSITEES , B
REHDLESEMNANEESD , T EHERNAARE | FHAREEE#E TERESRRENSS
MNMESS K. ERNEPHW—ZB4 Salesforce, Slack B2iRE B4 Fl Salesforce Customer 360 , 1544
€. RENEHAARNWI/ERE, ETHREZEEHFHRER Slack &% , 1§15719 slack.com

AWS AppFabric I 7T Z£EN , B FERAXRTHRK BN BEFAFIE Slack , FHTFER AT
HMMEREEIESR (OCSF) B , AEEHER E BT S 7 E £ 764 RS (Amazon S3) FHEFEHIL
O #IE Firehose o

F&
« AppFabric # Slack
- IF7E AppFabric EZEIYREY Slack Ik~
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AppFabric X Slack

AppFabric Z#FERKKBENAFEEME & B & Slack.
FREM
FF M AppFabric F/& 5% A& Slack ERIEZHNE N , BXTHZUTER :

o WD MIEITRINMEBE Slacke BEXEZEER , i5SHET Slack 1 M# E4k Slack i,

- B BEAMER AP SNIMEERALEENAF Slack account, BEXBEBNEZER , S
A ERTE Slack FHY Slack #BBIH /MY TF Slack Mk,

BRREEEEM

Slack 31 #EfNE LR & Slack APl, Bk Slack API RER I , &SP EZRS Slack API EA1E
BT Slack ML, MR 2 AppFabric MYREVFIEA S Slack API S AREFEHRE , FERNEZA
& AppFabric AJRELHER,

T EHRET BRI ERN R ATRELIER 2K 30 2%, XRNAERFRUNTFREAERENED
BREERMRDOTLERAR. A3, XTNEKSRINFITEESL, MEHL , FHRR XK.

IETE AppFabric E#FRHY Slack Ik~

f£ AppFabric RS HEIZNAREFBE , &0 AppFabricff 1T Slacke, EXRBNFIENER
Slack ¥ AppFabricF , HFERUTSE,

23 OAuth N AERF

AppFabric 555 Slack f£/A OAuth, BRI A ERILAGIE OAuth NARRF : FAMAREFFERIM
L FR. EREFPOIE OAuth AR Slack , IBEAU TSR,

Using an app manifest

1. SMEl Slack A BFEPHNARFEERE,
2. ERVBFHBARRE.

3. EBRBNAERER

4. EFENHFBH IVEZ=ME AppFabric.
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5, TETAHMANARFERED , &F JSON , REFHIE JSON B AIUTH
B, <region>B¥NHERK AWS X5 (0 , us-east-1),
{
"display_information": {
"name": "AppFabric"
},
"oauth_config": {
"redirect_urls": [
"https://<region>.console.aws.amazon.com/appfabric/oauth2"
1,
"scopes": {
"user": [
"auditlogs:read",
"users:read.email",
"users:read"
]
}
},
"settings": {
"org_deploy_enabled": false,
"socket_mode_enabled": false,
"token_rotation_enabled": true
}
}
6. MEXEENHSHFHHARERT ik ID MEFIREH,
7. XF auditLogs:read Bl , BXTEANABRFN AT X. BXEZER , 5FS5H

Slack Mt LW S RATF D %

From scratch

1. HEBZNARFRFEPIEEMNLTTHREIE,
NENNARFSEFEETEX,

MEXREENHERFREES K ID MEFIREZER.

£ “OAuth MXFR” WHE L , EF “BITHERXASHTELL” R,
£ “OAuth M#XPR” WEH “EE M URLs” B0 AR T4 XA URL.

o b~ 0N

https://<region>.console.aws.amazon.com/appfabric/oauth2
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It URL AWS XiF HF<region>REEHPEE AppFabric AR EIHRB. Hil ,
EERI (FFRLMILE ) KEHRIBA us-east-1, N TFZXHE , EEM@E URL I
https://us-east-1.console.aws.amazon.com/appfabric/oauth2,

6. XTF auditLogs:read Bl , EXTEANABRFN AT XK. BXEZER , FEH
Slack Mt EHE AL 2 K.

FREEE

(® Note

R BIEFEMLTT A1 OAuth NAEFR , WD ER, MREERFRER NRAEFE
BRUBNARFRN , BEES LA D .

& AIMIEIERY “OAuth MAXFR” TTE LR MNEAT A7 5 i#SEE Slack OAuthB A2

* auditlogs:read
 users:read.email

* users:read

B TR R R
#F/ 1D

AppFabric ¥ EREIRHIEF ID. FHFEF ID AppFabric 2#REY Slack T/EZEE ID, E
REUEKIFEF ID , BEER “REEHN” Y IHBE#1TIRME SlackP B Mt Slack # B H O

{2 F Slack ML, &K Slack T4EZEE URL IR Sexamplecorp.slack.comsi3E
flexamplecorp.enterprise.slack.com, BEZEMWHF ID & examplecorp ( T
.slack.com & .enterprise.slack.com),

H/E A

WA —NEEIRBIYRA B F Slack T4EZE ] ID, AppFabricfit A & #AkAR1C B AR F AR &R

Ri FA 72 - R A A 2 B (T B EX
EMU ID
AppFabric Y EREIRME iR ID Slack OAuthBI AEF. EEREFW ID , BIRUTSRIEE
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1. BME Slack MK EFHRARFERERE.

2. BB CEAMEAN OAuth FAEF AppFabrice

3. EEXER MEMN ‘Bl ID FERFHMAZF I ID AppFabric.

EFinEHA
AppFabric ¥ @ ¢RZEEVE F HLE4A Slack OAUthM AR, BEREFFREN , FRUTIRIEE !
1. §ME Slack M EHFPHNARFERRE.

2. EBEEBECHAMAN OAuth AR AppFabrice
3. EBEXRER MHHK ‘BFLIEH FERPWAZTF YL AppFabrice

HERNX

EPRIENARFRNG AppFabric , ZFIEI— N R BEWEEE O Slack #EARN, EftAH
AppFabric 8/ , HEER R,

Bt & Smartsheet X T AppFabric

Smartsheet E— MNTEEB ¥ A , HBZEENDLFHEIIE., ARMMEAR, Smartsheet 12T
— AR FKINEE |, FENMAMEERNE, Bt ITEREH ANERELNERRER , NTE
REFZEEMENEN R R EHERE,

AWS AppFabric I 7T Z£EN , B AFERARTHRK BN BENAFHIE Smartsheet , HEHIEFREL
NI BB L L ERFIESR (OCSF) 18X , A FEHER LH I S#HE L F#RS (Amazon S3) FiE4
R L EEIE Firehose o

£
- AppFabric X% Smartsheet
- 1EFE AppFabric FE#EZIYREY Smartsheet K/~

AppFabric X% Smartsheet

AppFabric Z#F#EKKRBEMNAFEEME & B L Smartsheet.

FREM

FF M AppFabric Ft& 5 & #% A& Smartsheet BRI A XIFH B it , BUTHERUTER :
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o RATAE—A Smartsheet B, DWHESRKF, BXCIERAREHHEZEE Smartsheet Ik
P, Z1E— Smartsheet EN 3 Smartsheet L2 71# Smartsheet M1,

o YRUINFTTHK Smartsheet 7T & & EMRTE.

ERERRFDEZFM

Smartsheet X e 11EZE PR #] Smartsheet APl, HXE Z{SE Smartsheet API EZE[R&| , FSH
Smartsheet M5 = Smartsheet APl & R EER4,

BIREEIRE RS

T EHRET B UERN R ATRELIER S 30 2%, XRNARFRUNTFREAERENED
BREERMRMOTLERAR. A2, XATREKSRINFITEESL,. MFEHL , FHRR XK.

IF1E AppFabric E#Z|#REY Smartsheet Ik F~

f£ AppFabric RS HRIZNARFEE , 49 AppFabricff A 17X Smartsheet, EHRIZNXFTEMN
= B Smartsheet X} AppFabricT , HEAUTHE,

#lE OAuth LA

AppFabric 555 Smartsheet £/ OAuth, EFEH €2 OAuthRI A 2+ Smartsheet , IHFERAUTS
R -

1. SMIRHFF X E L E Smartsheet account,

2. MARARIEREHERCEHNARERF.

3. HUIBEFNARFRELEEMARAFTR.

4, ANARRF URL MNARFRRAA/XFARCRATER —E,

5. HEAUTHIANEERD URL EARARFEEM URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL AWS XiF F<region>R B EHPEE AppFabric EARFSHNARB. il , EEXR
=B ( HFFRILMILER ) KRB A us-east-1, XNFiZXE , EEM URL A https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

6. EERRF
7. EHFAREFERNRAEFES R ID MARAREFHLR.
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Smartsheet FERIRE OAuth B E P EBTFINIER ., AppFabric fFE REMNRVERFIERUTSE
Bl Smartsheet K F:

* READ_EVENTS
* READ_USERS

BRI

#F/ID

AppFabric fFiEREHIAF ID, REVFAF ID AppFabric 2¢REY Smartsheet i F &5 o
A

AppFabric Y$EREWIHEF ID, i AFEAa 7] LA —+FRIRE M E Smartsheet account,
EF ID

AppFabric M EREIRMEFiRK ID. PHE % ID AppFabric 4 Smartsheet B AR F & F %
D, BEEFEREHNARFES U ID Smartsheet , BEAUTIR :

1. SMERINFF % E T E Smartsheet accounts
2. IRBIEFRERER OAuth R ATEF AppFabrice
3. ENARFEEXH REWN ‘FFhEID ZERY@MANARFEF ID AppFabric.

EFiRES

AppFabric FHERENEFYIZH, FHEF 4 AppFabric YRV Smartsheet RIAERFHNWE, &
BREWR AR , &5 Smartsheet , FEEAUT SR :

1. SMERIIFF & F L E Smartsheet accounts
2. EBRIERRKEEN OAuth B AR AppFabric.
3. E‘NARFEENH BREN ‘BEFZH FEBRHPMARNBAERZI AppFabrico

REER AN

EHelZNARERRNE AppFabric , B IREI—NRKBE M HE O Smartsheet #tHERN, BHtH
AppFabric & , HER T,
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Bl & Terraform Cloud X F AppFabric

HashiCorp Terraform Cloud Rt R EFERAKRIZNZEBE™ M. XEXIEHE : Terraform £ R
S48 3,000 ZMEME, 14,000 MEHRF 2.5 ZX THE. Terraform Cloud RE&RHEXAF X
Terraform , #EMIL AR, BRFMELKRMLEEMEELLVBNMEUREEZSE, SANESERE
XS FrER —4,

AWS AppFabric 8 T Z£i2 Il , B AEREWRK BN =& B S A - AE Terraform Cloud |, iz
FRE(C AT M EB LT LRMIELR (OCSF) B , AEFEHIEH L2 % & 2 F# RS (Amazon S3)
FRERBIIL S EHIE Firehose o

E&

- AppFabric X% Terraform Cloud

« 1E7E AppFabric E#EI#REY Terraform Cloud IK

AppFabric % Terraform Cloud

AppFabric Z#F#EWk B# A FE R M= #& B & Terraform Cloud.

FRFZM

FF M AppFabric F#&5#iE# A& Terraform Cloud ERjAXIEHN B it , BUTERUTER :

- BIFRIEZEL , BS%ME— Terraform Cloud Plus Editon EEHX RN ALNAEE. BX
Terraform Cloud it%l , &2 TerraformE# HashiCorp Terraform M,

- TBD B HEAHALFER | XLALALUEN LT H R 812 Terraform Cloud account.

BRRHEEEM

Terraform Cloud X$1& B & Z PR %l Terraform Cloud APl, BXE %S & Terraform Cloud API JRZE R
#l , FZRPH AP ERZEFRH| Terraform Cloud EWF X EEEEMIRE Terraform Cloud Mit, t1FR
= AppFabric MR B A S Terraform Cloud AP| B 2 F 81 Terraform Cloud®BR&l , FERH
& it B& AppFabric ATRESHER o

BIRIEIR RS

FiIFEARET B UENNRATRLIERZIA 30 24, XRENARFRENTFZEAIERS N ED
BREERAMRIMOTHEREAS. A2  STUUEKFRIFTEENL, MFHL , BHRR i
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https://www.hashicorp.com/products/terraform/pricing?ajs_aid=33c212cb-664b-45d6-aee8-d3791e90a893&product_intent=terraform
https://developer.hashicorp.com/terraform/enterprise/application-administration/general#api-rate-limiting
https://aws.amazon.com/contact-us/
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IE7E AppFabric EZZIYREY Terraform Cloud i F~

£ AppFabric REFRIENARFERE , 4 AppFabricfi 3t T Terraform Cloud, &R ZNFT
FE WS B Terraform Cloud Xt AppFabricF , RN TE R,

BIEALN APl T2

AppFabric 58/ Terraform Cloud £ APl T, BXEZEE Terraform Cloud 44 API &
&, BSREL APl THE, BEAEAR  FRBUEALPNRARTRE, EEFRERAL API S
& Terraform Cloud , i5EA U TS E,

1. SM% Terraform Cloud % & HE #} &%,

2. EEMERLERALN, RE , AFIEE API T,

3. HEALATHET , ERUBEALSHE  ARERERTE,

4. (W& ) MATHENIEEPERE , ReIEK IS,
5

EFARTFTE, BEREFEX AppFabrico IREEREFTHEZBIXARE , WAFHOER
TSR -

R A2 FF R 1%
#F/1ID

AppFabric &R 1D, EHIFF ID Terraform Cloud Ik~ &K B HBIH A URL, BATLAEF
BHOH® , &EXA Terraform Cloud HAHEFIZHBIHEN URL, /7 ID MEA T2 — -

https://app.terraform.io/app/organization_URL

HFBER

i A AT iR Bl L iE— M A9 B F5 Terraform Cloud 4442, AppFabric EREF BFRIRICN AR RINFE
o R AR F RN IR EMAERE

ARSI 7= 5 b

AppFabric fFiERERRSFIK S T, HHRSIKS S AppFabric 2EEHGIEZNEHER APl THE6]
BERA API TR,
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https://developer.hashicorp.com/terraform/cloud-docs/users-teams-organizations/api-tokens
https://developer.hashicorp.com/terraform/cloud-docs/users-teams-organizations/organizations#creating-organizations
https://app.terraform.io/session
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Bl iE Webex by Cisco Xt F AppFabric

Cisco N EBRMREH I ERFBH £ BKFAFTE. Cisco BEEHMWBRENNRAEF. RIFEHH
&, REENEMBRURNEHERIREE , KA LRACMITBEEARRK , MNMBRFTH T REME,

XF Webex by Cisco

Webex RETFTmHNMMEMR L RV ERMERE , ZBRARSEAM2N. BiF, BHE. Eh. BF
KR EERF R (MBREH L ) MEBADPEIRSE. WebexTETRETBMDEARR | XHETH T 8157,
FIFAATEENMYEEES ( Machine Learning ) SKEBRBIE, E5. MEANBERHNBEREZRER,
HFRFRUZEMMBFARIT I EM, Webex J S RAENELMEF= HNAEFESER—
Bl —-NAREFRNAERY. BXEZEE , 2 Hwebex.com.

AWS AppFabric AT R , SR AR R B BEM A FBIE Webex , FEIEIREC N
M E L2 RER (OCSF) B , REFHIER H 2L % & # 7RSS (Amazon S3) FEEZHIL
S#¥HE Firehose o

FH

- AppFabric X # Webex

- 1E7E AppFabric ZFEEEIYREY Webex ik F~

AppFabric X% Webex

AppFabric Z#F#ZWk B A FE R M= &% B & Webex.

FREMH

BT M AppFabric &5 EZ HE Webex ERjEZFHNE N , BLIUFERZATER :

o BB REBEITR. 2VATRH, ARAUNIESENITL. BEXVUEIARINERRENESE
B Webex ITRIZKE | EFSH Webex EFTEEEREMN Webex Mk,

o REK P AIIEE Pro Pack i ATHE 85145 A BRI A RIHR M T2 FITEH AuditLog APIs,

- BUNEBEERALERR > Z2EBRACNAF,

- B2 EERANERRACRESNERAEGNEILT,
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https://webex.com
https://pricing.webex.com/us/en/hybrid-work/meetings/all-features/
https://help.webex.com/en-us/article/np3c1rm/Pro-Pack-For-Control-Hub
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BREREEEEM

Webex X11% B R ZE R &l Webex APl, BEXEZEE Webex API ERRH| |, 5SS R AP AYIEZEEF
Webex FF X &6/ 7€ Webex Mih, MR 2 AppFabric M{REIIAEE Webex APl N AREFBHE
# , PERNEFZEE AppFabric TRESHER .

T EHRET B EN R ATRELIER 2K 30 2%, XRNABRFRUNTFREBHIERSNED
BRERT RO EEAR. A2, XANEKFRII#TEENL, MFERBB , THRR X

IETE AppFabric E#EEREY Webex Ik F

£ AppFabric RS HeIZNARFERE , 49 AppFabricff A#1TR X Webex, EXRBNFIENER
Webex X} AppFabricF , fER TS,

23 OAuth AR

AppFabric 58/ Webex fEF OAuth, ZfEH Bl OAuthRIAEF Webex , EFERUT IR :

1. BB ERANER TE EMENER" 30 P HBARITRE Webex FFREERE,
2. FEAUTHRIMEER URL.

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL AWS XiF Fi<region>R2EEHPEE AppFabric RARF3SHNAB, flwm , XEXR
B (BEERILMILER ) KIGMWABR us-east-1, XN TFiZXE , EEM URL K https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

FMEEE
AT LA T SE EDR INE &) Webex OAuthRI R fF

* spark-compliance:events_read
* audit:events_read

* spark-admin:people_read
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https://developer.webex.com/docs/basics#upper-limits-for-api-requests
https://aws.amazon.com/contact-us/
https://developer.webex.com/docs/integrations#registering-your-integration
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BI T2 R

#7/ 1D

AppFabric HiEREWIHEF ID. HEIFAF ID AppFabric 2¢RE) Webex AAFRIR, BxMMAKEEHN
SE Webex A4 ID , ESF M “EHREHLL ID” CiscoWebex &l /0FE Webex ZEBIF LM,

H/E A

i A AR Bl ML IE — 1A B FR Webex K6, AppFabricE B B MRFIENARFENNBELNAR
PR B2 VAR A HRE,

EFF& ID

AppFabric 2 ER{REY Webex & Fif ID., EHFIRH Webex ZF i ID , BEAUTESR .
BERIRH Webex Ik {2 Fhttps://developer.webex.com,

TEA L AERRNLE,

EEBRE Webex NAREF

TREE AR OAuth2 R FTEF AppFabrice
LT E ENE S ID mAZIPH “BF5 ID” FE AppFabrice

o M w0 Dhd =

EFin#EHA

AppFabric 2 ER{RH Webex EF 1%, Webex EZ&¥EIE OAuth NARFE , REER—IRE
NEFILZHR. EERREIREFHEZRANBERTERTNEFHEZR | BREBUATSRETERE

1. BFIREY Webex IK 7 i Fhttps://developer.webex.com,
2. ERLAEFRFRHLE

3. EETRM Webex MARERF,

4. EBRIEBERM OAuth2 R AR/ AppFabric.

5. HEUTHL , £RFHEFIRZH.

6. HEHN “BEFHER FRPHAFNEF YA AppFabric.
AR

EHCZNARERRING , AppFabric B WE—/NkBREHE O Webex #tHERN, BHtH
AppFabric&X , iHiEFEEZ,
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https://help.webex.com/en-us/article/k5pal8/Look-Up-Your-Organization-ID-in-Cisco-Webex-Control-Hub
https://developer.webex.com
https://developer.webex.com

AWS AppFabric EEER

Bt E Zendesk XJ T AppFabric

Zendesk 2007 FH B TEF @K EM , TEHRARHNEALLEHEETLREETFA KRS, 5

X , Zendesk =FERREH A PIE ARBERBRSORAFE , S THHZIXE , BIBiE, W
R, BFERM, HE, £RXEFE, HX, FiCHWLMABEI P OFES 100,000 MRESHZEFRKR
X, Zendesk FRRAWEMITEN ., ZLATRNESEZTARBRIZE , EMINEBEELKILMKE , W
SELRIAE 6,000 2F5RT,

AWS AppFabric I T Z£EN , B UFERARTZK BN BENMAFHIE Zendesk , FHIFFELH
FHMBEEEIESR (OCSF) &R , AEFEER HEIL S #H E 2 F#E RS (Amazon S3) FEAE
U 5 #334E Firehose o

F&
- AppFabric X% Zendesk
o IE1E AppFabric E#ZEIREY Zendesk K/

AppFabric X # Zendesk

AppFabric X#F#EZWk BN AFE RN & B & Zendesk.

FRFM

BT M AppFabric P& B & Zendesk BRI EZIFHNE WM , BAITUBEREUATER :

o {RATAE—A Zendesk Suite 1) R 1Ml 3858 fR K - 2% Zendesk Support LK. BxBIEDH
ARFNEZER Zendesk LUK |, BSRKEEITRIZEE ZendeskTE Zendesk Mk,

- BHAFRSATEEEEERAABGKHAR Zendesk account, BEXABHNESZEE , BSRER
Zendesk Support LB A Zendesk Mk,

ERRREEZEM

Zendesk XfHE MR KR F] Zendesk APl, BRIZMEZE LR Zendesk API ERRH| , FHSHFHER
BR# Zendesk FF X & 578 Zendesk Mk, IRE AppFabric MI{RHIME LS Zendesk API BRI AEFF
HBHRES , FE R FER ALK AppFabric ATBEATER,

BIRIEIR RS

T EHRET BRI ER R ATEELIER S 30 2%, XRNABRFRHUNTFREBLAERHNED
BIRERMRINTAABRAN. T , XATUEKRFRNETEENL, WFEHEY , BEHR XK.
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https://support.zendesk.com/hc/en-us/articles/5411234991258-plan
https://support.zendesk.com/hc/en-us/articles/4408883763866-Understanding-Zendesk-Support-user-roles
https://support.zendesk.com/hc/en-us/articles/4408883763866-Understanding-Zendesk-Support-user-roles
https://developer.zendesk.com/api-reference/introduction/rate-limits/
https://developer.zendesk.com/api-reference/introduction/rate-limits/
https://aws.amazon.com/contact-us/
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IE1E AppFabric E#EI¥REY Zendesk Tk

£ AppFabric RS HEIZNARFEE , % AppFabricfE A 1T Zendesk, BHRRNFIEMNE
B Zendesk ¥ AppFabricF , HERUAT SR,

B2 OAuth R ARRF
AppFabric 5&£ & Zendesk £ OAuth, In Zendesk , M AL Ti&E 622 OAuth BLEREF :

1. BB (ENAEFFEA OAuth H4IUF) — X “[ Zendesk SEA R AR #80 H BY 3 B Bt
1T#4E Zendesk Support M,

2. FERALTHIBEER URL.

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL AWS XiF] F<region>R B EHPEE AppFabric EARFSHNARB. il , EEXR
=B ( FHFFRILMILER ) KM ARB A us-east-1, XN FZXE , EEEM URL A https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

NMARFRN

#FID

AppFabric ¥ ERERMEIES ID., FHIFEF ID AppFabric 2¥RHY Zendesk Fi&. BXEREN
Zendesk FiB& , SMEME T LK FIFKA Zendesk T8 & £ Zendesk Support P,

HFEBRR

] A —NEEIR X NE— MY B F Zendesk A48, AppFabric R & #HRARIC N AR FZNHE
ot B AT R A B R MY R AT 8RB

P ID

AppFabric FiEREFFif ID. FHIE iR ID AppFabric 8K Zendesk APl B —FRiRFTF, EERE
M) Zendesk ME—ARIRAF , BIRBUT T RETIRIE -

1. SMmBIEHN “EEF L Zendesk account,
2. EENHARFANERK.
3. &# APIs , Zendesk APlIs.
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https://support.zendesk.com/hc/en-us/articles/4408845965210#topic_s21_lfs_qk
https://support.zendesk.com/hc/en-us/articles/4409381383578-Where-can-I-find-my-Zendesk-subdomain-
https://support.zendesk.com/hc/en-us/articles/4408838272410
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4. % “OAuth BF IR LW+,

5. EBERNEBIEK OAuth B ATEF AppFabric,

6. 7R “ OAuth BF ID” FERH ¥ AT MM —HRiRAF AppFabric,

EFinES

AppFabric HEREZEFHIFH. PHEF %4\ AppFabric 2RH Zendesk MBS, Zendesk H{RE
—RBIERHBBTIEN , REER RN ESHE Zendesk OAUthRI AR F. EERREFNRE
ARBRTERFNEASTHE , FRRAUATSRITRE

1. SEMIBIEH “BEH 1 Zendesk account,

2. B‘ENRAERMER.

3. 1%&# APIs , Zendesk APIs.

4. EF “OAuth BEFIRH" &I+,

5. EERENHBIZEN OAuth B FATERF AppFabric.

6. BEERFRPATHRFRILNEIHMERRE.

7. TR BFFHE FERPEAFEHASE AppFabric.
AR

EHelZNARERFRNE AppFabric , B IREI—NREMEEE O Zendesk #L/ERN. EftE
AppFabric &% , HEiEE “RF,

Bt & Zoom X F AppFabric

Zoom B— all-in-one EEEMEFE A |, AT FMNMAERYL, ESIRHEHIBENE EASHENIE
#, Zoom ERUARK  EIHANBIK, B, 2. £RE=BKREF O, BrERE. AREHRRS
RET—& , XMEEUNERR |, BHINRIE |, #HI ALBIFH,

AWS AppFabric A T &£l , BRI UEAREZK BN BEMAFEIE Zoom , HJEHIBBR AL RFT
MR L REESR (OCSF) B , AENHER HEIT 52 & £ 1746 R55 (Amazon S3) FHEFEZHIL
S BIE Firehose o

F&

« AppFabric X% Zoom
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https://support.zendesk.com/hc/en-us/articles/4408838272410
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- 1EFE AppFabric #E#EEIYRIN Zoom JiK F~

AppFabric X% Zoom

AppFabric ZFEWRENAFEENEFZBE Zoom.

FREM

FTF M AppFabric Ptz5i#E#% B & Zoom BERIEXEN BN , BXITHEZATER

« RUHE— Zoom TLRR, BEHFR. HERIELUKREE,

o M) Zoom BIE R AEUIMEF B server-to-server OAuth M ARFEHNER. H3%EH server-to-
server OAuth M ARFHNEE. |, {55 i%Server-to-Server OAuthTTE Y “/2 AR R” #4% Zoom FF
KR EHIEE Zoom Mk,

- B Zoom EEAACBUNENEEEREREN AENEREIEHFTRED . BXREHAEEFRES
PR EZEE , ESHLN FRACER" M “CHAEE R ED HE Zoom Support Rk,

BREREEEEM

Zoom & BIERZE R &I Zoom APl, BX Zoom API EER4| , 55PN ELRR 4 Zoom FF R EE
M. WMRZ AppFabric MRV ELE Zoom MARFELHRS , FERHNTERZAE AppFabric AT 8E
2R,

BURSEBINFREMAIERALY 24 PRFREFEBIR. XRNABFREHNTFEZEHAERH B
& & R REV T B 6 He Pl B

IE1E AppFabric E#ZEIYREY Zoom K/

£ AppFabric RS HRIENARFE/E , 490 AppFabric EAH TR Zoom,. ERBENFENEER
Zoom Xf AppFabricF , EERUT LR,

B2 server-to-server OAuthRI AR F

AppFabric £ B T2 F server-to-server OAuth EEHITEK Zoom, EFEH B|E server-to-server
OAuth M FT2F Zoom , KRB 6|E Server-to-Server OAuth B FA 2 5 F #9157 BA # T84 Zoom FF
KEIEM. AppFabric X # Zoom webhook , #RE] LABkE 7 H0 webhook iT BIEIE 2o
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https://developers.zoom.us/docs/internal-apps/s2s-oauth/#enable-permissions
https://support.zoom.us/hc/en-us/articles/115001078646
https://support.zoom.us/hc/en-us/articles/360032748331-Using-Admin-Activity-Logs
https://developers.zoom.us/docs/api/rest/rate-limits/
https://developers.zoom.us/docs/internal-apps/create/
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PR

Zoom R MARBNERE  KEERAE (ERTHUERNNAERF ) NLHERE (ERT LG
BNNARERF )

AT UL T ST E R INZEI BB Zoom server-to-server OAuth R FREF :

 report:read:user_activities:admin
* report:read:operation_logs:admin
* user:read:email:admin

* user:read:user:admin

MREEANREINCIBONARERF , WEBRMUTELHETH

* report:read:admin

e user:read:admin

B T2 R
#F/ 1ID

AppFabric }iEREWIHF ID, HHYFAS ID AppFabric 2 Zoom 5, EHREIVREY Zoom Ik ID |, iE
BUTSRIRE -

1. SME Zoom M,

2. EEEE,

3. ERIEERM server-to-server OAuth N FFEF AppFabric.

4. X NMARFEIE WEM “HE5 ID” FERHP @AM ID AppFabric

HFBER

i A R B i — MY B R Zoom AL, AppFabric A BRI AREFENAES N AR
Fr 1R XA BRI BREL

P 1D

AppFabric FERERME iR ID. ERERH Zoom BF W ID , HFEAUTESER .
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1. S#El Zoom ™z,

2. EEEE,

3. EEREMEHAM server-to-server OAuth N T2 F AppFabrico

4. ENARFEIL WEK “F/ i ID” FERH R AR ID AppFabrice

P iREHA
AppFabric FHERENEFFIEH. BHRERE Zoom BEFHLEH , BEAUTIR

1. SME Zoom iz,

2. ERERE,

3. EBRIEERB server-to-server OAuth N FF2F AppFabric.

4. HENABRFEI THEHN “FFRZER FRPHATFIRBH AppFabric.

iz H AR

Zoom ke 24 /MetiEE —X APl , IR EE®Z A&, EFFT%HER AppFabric , FHEEZINEK
& Zoom ATFHI—XKBES

RAENZE T EMRS AppFabric AIBREZ 2

AWS AppFabric H T&Z2EN , X BEUTELIENBRSER. ERBRENEN , THREXWMEER
BEZ M AppFabric BUEZ R ZIRSMWESZE L,

FB

* Barracuda XDR

« Dynatrace
* Logz.io

 Netskope
* NetWitness

« Amazon QuickSight
« Rapid7

* Amazon Security Lake
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 Singularity Cloud
 Splunk

Barracuda XDR

Barracuda Networks 2ESEBNESEKENSLALZEBRARNTERMRY , B CIFHER
FREPETFERMEF. ML, BREMNARER , XEFRA RS SN K RO E RN

%, Barracuda XDR 2—MFAHMNT BRMUMIGRBRE R , eHEFNEREZLEZE L (SOC)
FHNZE 2 MIMEARMELE S, XEXIEAE : Barracuda XDR FAEBXROHEKE 40 2MNERBIB RN
TRZANRBEH , BN LB T MITRE ATT&CK® RN ZEMBENAMN | © 7 LAF Rt 400 2 i
F 48 52 18 R B[R]

AWS AppFabric &# A &R EUE EEW

LT&WERT EEREERK AppFabric i iR, % &N A% H B #93th Barracuda XDR.
TR

Barracuda XDR Z#LL T~ AppFabric % tH 2R FE -

- OCSF-JSON : ERFF M %R+ ERMELR (OCSF) XTEIE# 1T AppFabric FRAEL I L JSON # =
A E

Barracuda XDR X # M Amazon Security Lake W EZ HE, EFNHITEMKIE AppFabric |
Barracuda XDR , =BT A 1TIR1E -

1. BEEL AL D3R 24 : BE AppFabric BB & B EIE Firehose MEHELAXBT LTS
. BXREZEE , ES I Amazon Security Lake,

2. F#IE &% Z Barracuda XDR: Eti& Barracuda XDR Wk B Amazon Z£ MW EFITEE. BXE
ZER , BZRZENEA Amazon Security Lake.

Dynatrace

XLEXIHE : Dynatrace® Platform fF/ ZMRAN TN R URBFENEZTHNARFLZEEEER
IhEEtHE S AlOps , SIREBRBEREEZZNEEAN L. XELMEBESEIAEENNRILMES
It , BR, BERLHRTHRE , HAKREENHRFER.
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https://campus.barracuda.com/product/xdr/doc/104366130/setting-up-and-using-amazon-web-services-security-lake/
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AWS AppFabric 1t A &EREUE EE M

UTETHIRT ECEBAEFERY AppFabric #2849, i H4& =X M4 & B 9 Dynatrace Platform.

RN

XL XA : Dynatrace Platform X35 AT AppFabric % tH R ¥ R & -

« OCSF-JSON : R MM E L2 RMHELR (OCSF) X EiiEd#t 1T AppFabric #R/HE{LFH L JSON &R
i H B

A E

XL XA : Dynatrace Platform X3FMELT AppFabric iy B K F# B &,

« Amazon Simple Storage Service ( Amazon S3 )

- EEE Dynatrace Platform EMNZE &M F it B EH Amazon S3 FHEFZWEIE , BIRR
Dynatrace #Y S3 HE&E#: & 28Ul B F#Y 1% BA 3 1T 4E GitHub.

Logz.io

Logz.io BEI=FE A EE AT F R IER MR HIFE Logz.ioOpen 360 Platform — AT M &
MNERAE, BNMENABETISNE. EEREARZNHEZ D, ANISZHEHFHLSZHR,

Logz.io Cloud SIEM B REEH, ZHRNMRETEELNZENBTERBRISTENT 2K
B—MNERELRB LT ENMEREEEE | ARG ZENBFERNRHE , TRBEENT , T
SRRRMERE.

XEXEA : Logzio ZRARETNRESHRAM M MAEMRIT , B EESERENRE, T
MZE2oHMIT,. BHATERSMATEEXBNIENETFRASE  XENESERDBDEEFHR
BHALTEITER , EENERES RIEML TSI R P RIERD .

AWS AppFabric ##% A EHBEUF EEM

DTEWHEHRT EBEFEAN AppFabric #HiZE4, &M% H B Wit Logz.io.
R

Logz.io X3F LT AppFabric #i B2 ¥ FE R
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https://github.com/dynatrace-oss/dynatrace-aws-s3-log-forwarder
http://logz.io/
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+ Raw - JSON
- AppFabric JA JSON #& = 5 RN AR FEANRBEL P EE,
« OCSF - JSON

* AppFabric £ AFF MM B EL LR MHER (OCSF) WNEITE# THRELH Ll JSON &= i Bz,

A E
Logz.io X3FLLT AppFabric fii B & :

« Amazon Data Firehose

- BLERH Firehose 1BIEF , FHEBNHIELIEE Logz.io , iHRR “EFE REV IR AR ITRIE
Logz.iofE B #¥i#E Firehose FF X EIERE) PEFLH B M,

* Amazon Simple Storage Service ( Amazon S3 )

- EfE Logz.io EMNBELMNHFIT AEMN Amazon S3 FHEAHEREE , ERBLMN ‘EBE
Amazon S3 1FH& 8" H Y ik B3 TR E Logz.io Mk,

Netskope

Netskope , £HKMBLRLUSGE , EEENENT. BENNELRE , BHALANASEEERENKE
PEIE, REESTHER , Netskope FAENAR, RENBFBRERARCHHRNBEMNEEERZSE , T
W1 ZE[L. Netskope HBIZEFRBREXK., REMEE , HREBNETA=., Web MIABNARFE
BNETEREHMA M, RTFLANER , SFEEI25R M E10058 ) , 54F Netskope AR H5E K
) NewEdge M4 , AT X RHTE(CHYEIRD . FTRIRBE, BARFET, ALMNBZTLURFTNEEE
Ko T #Eun1a Netskope #BBI%E 1 SASE iz EMEIEMF AR , E1HRE netskope.com o

AWS AppFabric &# A &R EUE EE M
UTETHIRT EfREEARN AppFabric % iR %, &N F % H B A1k Netskope.
R ANEN

Netskope Z3#FLL T AppFabric % B2 FHE X

+ Raw - JSON
« AppFabric JA JSON B RN AREFERNRBREEPHHE,
« OCSF - JSON
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https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-logz
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-logz
https://docs.logz.io/shipping/log-sources/s3-bucket.html
https://docs.logz.io/shipping/log-sources/s3-bucket.html
https://www.netskope.com/
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* AppFabric E BT BME R L RFIHELR (OCSF) N EIEH 1THRELH LA JSON & H &z,

mHAE
Netskope LA T AppFabric #iHH{vE :

* Amazon Simple Storage Service ( Amazon S3 )

« EfE Netskope ENBESEWHF T BEK Amazon S3 EEBIZWEIE | 1E1% 88 Amazon Web
Services S3 FIERY H Y i5 BA 3 1T /E Netskope Mk,

NetWitness

NetWitness 23 BN MG (XDR) BMEHMMAETF EME, N EHKEEIEZENEFREKBT
NetWitness XDR AT LUKHESMBHENINF, ERLAKZTE,. RER. ZRBHNFARREN, AL
FRFFEFBE , NetWitness XDR MR E XA SOC MI% —EHt,

HTHSEERLAZEM , NetWitness XDR AT AR N B £ £EEE AT , BE=H. &Rt B
ERIEAR , BN THEZENEMEE, XEXEE : NetWitness Platform XDR 12 £ Y 7]
it FENANBIERMAFITADN , DRNEMN. BESHLER. BRENEHERN, FAEX
ERELLIMARAET, ERBESHE , FL2BEREDETEWEL S LD,

AWS AppFabric &1t A &£REUE EEW
LUTETHHERT EB SRR AppFabric fr HHZR 4, #HHE XM H B A9t NetWitness.
AL

NetWitness X% AppFabric i 2R M &

* Raw - JSON
« AppFabric JA JSON X RN AEFERANRBEEPHIHE,
 OCSF - JSON

* AppFabric EAFRMBRELRELR (OCSF) X EIEH 1THRE(LH BL JSON #& = H Bz,

AHAE

NetWitness 3L AppFabric i E :
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* Amazon Simple Storage Service ( Amazon S3 )

« EFfE NetWitness ENA LN FITAEMN Amazon S3 FEBIZWEIE |, FIRE S3 ERAER
BEEMHR AR EEEmPRYIEAHE1TIE/E NetWitness ERY “FEAER” TWHE NetWitness Mk,

Amazon QuickSight

Amazon BB AAEN S — il EEE (Bl) NEHIER R A LR M QuickSight X, & QuickSight
B, MERAPBANBIIRRARERMUKRIR, 20HRE. RARSHTMNERESER , NA—IPEX
FRBEFRNDTER, BRI LADHHE AWS AppFabric B B E#IE QuickSight , 5352 1EF
Amazon Simple Storage Service (Amazon S3) &f# AppFabric #@4EH KR,

AppFabric F# H EREUE EEM

UTEWRNRE—REM AppFabric i HHZRHM, &A% H B H8 QuickSights
3 AR IE

QuickSight XL T AppFabric % H 22 MK

+ Raw - JSON
- AppFabric JA JSON #& i RN AR EANRBELPHERIE.
« OCSF - JSON

* AppFabric E AT HME R LRELR (OCSF) MEIE# 1THELALIE | H 2L JSON Bk H K
=

A E
QuickSight ¥ LU~ AppFabric fitH{vE :

« Amazon S3

« BAILAEA Amazon S3 XM BIZEBUESE | HEHUEEEM Amazon S3 # QuickSight BN E|, E¥iE
FHERXHERERET QuickSight BiiERIRELH , EZFQuickSight AP 8RR BIERIR
[T

- WMREHWXHEELE T Amazon S3 BIERIRK QuickSight EL&l , M AT LAEA Amazon Athena Hl
RIETE AWS Glue Amazon S3 HIREEIE. EHIEEFFEH Athena £ QuickSight F= 4 EH\ 5
. BX Athena ENMMNEZEER , 152 H Athena EHN TH,

EEfH Athena , BERITUATIRE :
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1. 288 Athena AP EEHE A AWS Glue iE3#F] Amazon S3 = 1Y Bz KR & #Y 154 BE 3 1T R 4E
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Rapid7 , Inc. WEGBEBEIUEMEZZLTBEME, FERZRE , MNMIE— N NEZLNHFIHE

#, Rapid7 BX best-in-classFAR. BIAHRMZHEBEET L AR , FL2e2T A AGEEEEANR
K. Rapid7THEHEZEMRA R LI 10,000 ZREFNCAREENRBRNLESEFR
LR 2> B o B 1R 2 A5 1 tth 0 R BB o

AWS AppFabric &# HEBRBUEEEM

UTETHRT EEBEERAMN AppFabric % HZRH, f &M% H B ith Rapid7.
EFER

Rapid7 # LA AppFabric % tHR M FHE X -

+ Raw - JSON
* AppFabric LA JSON #& = f Hi R 2 A 72 /= 6 A Y R 48 SR A R Y B8R o
+ OCSF - JSON

* AppFabric E T BME R L RIIMELR (OCSF) N EIEH THRELH LA JSON & H &z

W E
Rapid7 3L T AppFabric #iH{E :

» Amazon Simple Storage Service ( Amazon S3 )

« B Rapid7 BBEENNEEEWEFITBHEM Amazon S3 F#BEZKEIE | ERE ‘aEH
InsightiDR ¥ # Amazon S3 J&Ez)” BEXEHR IR A 1TERE Rapid7 §EM L,

Amazon Security Lake

Amazon Security Lake £ BaIfKB AWS MR, FHFEIIRS (SaaS) #4tr. AiF =R L EIE
EPIEFE#HEECNTANEERF. AWS K 1E8BD Security Lake , A LIE £ Hith T HRENALIW
ZEBIE. Security Lake KA THHRMBELLEIESR (OCSF) , IR— A RLLEHEM, &
B OCSF WX #F , RS T UARAIL AWS HEH K BEEMMILZE£BERNZLHIE,
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AppFabric F# H EREUE EEM

BE@EZEHANEEKER , BAILUF SaaS F#Z AEFEALE AWS KF #9 Amazon T2, LT
ZH IR T 5 Security Lake B & FE A AppFabrickii H284), #HEN M H B Bk,

B
Security Lake 3% 5L AppFabric i H R FIER :

« OCSF - JSON
* AppFabric EAFRMBRELRELR (OCSF) N EIEH 1THRE(LH LA JSON #& = H Bz,

L R VAT

Security Lake 3% AppFabric 4/ Amazon Data Firehose £ #i 7 #E AppFabric I2EUH H v B 1
NEELKR. EfE AWS Glue F=H Firehose I35 , AR TE Security Lake HFi%E B E KR |
-lﬁ {Eﬁ J’)\Tigﬂao

B AWS Glue &

1. S#1% Amazon Simple Storage Service ( Amazon S3 ) , FABERN B BEFM#E,
2. S#E AWS Glue ### A&

3. WTFHIEER, & Ui’%"‘ﬁ , REEERMEK,

4. AREALEROER,

5 BEBEESE 1 SHhAIEMN Amazon S3 F#ERE.

6. XNTFHIEEN , %F JSON , REEET—F,

7. EEBRIENEMTEL , ERNEMEEN JSON,

8. MWALTEMN , REZTHK AWS Glue REIETTE,

{
"Name": "message",
"Type": "string"
+
{
"Name": "process",
"Type":
"struct<name:string,pid:int,user:struct<name:string,type:string,domain:string,uid:string,t
3,
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{
"Name": "status",
"Type": "string"

I

{
"Name": "time",
"Type": "bigint"

I

{
"Name": "device",
"Type":

"struct<name:string,owner:struct<name:string,type:string,uid:string,type_id:int,risk_level

},

{
"Name": "metadata",
"Type":

"struct<version:string,product:struct<name:string,version:string,uid:string,data_classific

I

{
"Name": "severity",
"Type": "string"

I

{
"Name": "duration",
"Type": "int"

I

{
"Name": "type_name",
"Type": "string"

I

{
"Name": "activity_id",
"Type": "int"

I

{
"Name": "type_uid",
"Type": "int"

I

{
"Name": "observables",
"Type": "array<struct<name:string, type:string, type_id:int,value:string>>"

I

{
"Name": "category_name",
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"Type": "string"

I

{
"Name": "class_uid",
"Type": "int"

I

{
"Name": "category_uid",
"Type": "int"

I

{
"Name": "class_name",
"Type": "string"

I

{
"Name": "timezone_offset",
"Type": "int"

I

{
"Name": "end_time",
"Type": "bigint"

I

{
"Name": "activity_name",
"Type": "string"

I

{
"Name": "cloud",
"Type":

"struct<account:struct<name:string, type:string,uid:string,type_id:int>,project_uid:string,

},

{
"Name": "query_info",
"Type": "struct<name:string,uid:string,query_string:string>"

},

{
"Name": "query_result",
"Type": "string"

},

{
"Name": "query_result_id",
"Type": "int"

},

{
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"Name": "severity_id",
"Type": "int"
},
{
"Name": "status_code",
"Type": "string"
},
{
"Name": "status_detail",
"Type": "string"
},
{
"Name": "status_id",
"Type": "int"
},
{
"Name": "network_interfaces",
"Type":
"array<struct<name:string, type:string,hostname:string,mac:string, type_id:int,ip:string>>"
I
{
"Name": "file",
"Type":
"struct<attributes:int,name:string,type:string,path:string,type_id:int,accessor:struct<nan
},
{
"Name": "actor",
"Type":
"struct<process:struct<pid:int,file:struct<name:string,size:bigint,type:string,version:str
I
{
"Name": "dst_endpoint",
"Type":
"struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:string, risk_
},
{
"Name": "src_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string,org:strt
I
{
"Name": "user",
"Type":

"struct<name:string,type:string,groups:array<struct<name:string,uid:string>>,type_id:int>"
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1,
{
"Name": "resource",
"Type":
"struct<version:string,uid:string,agent_list:array<struct<name:string, type:string,uid:stri
},
{
"Name": "privileges",
"Type": "array<string>"
},
{
"Name": "action",
"Type": "string"
},
{
"Name": "action_id",
"Type": "int"
},
{
"Name": "protocol_ver",
"Type": "string"
},
{
"Name": "proxy",
"Type":
"struct<name:string,port:int,type:string,ip:string,hostname:string,uid:string, type_id:int,
1,
{
"Name": "client_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
},
{
"Name": "authorizations",
"Type": "array<string>"
},
{
"Name": "proxy_tls",
"Type":
"struct<version:string,certificate:struct<version:string,uid:string,subject:string,issuer:
1,
{
"Name": "load_balancer",
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"Type":
"struct<name:string,classification:string,dst_endpoint:struct<owner:struct<type:string,don
},
{
"Name": "disposition_id",
"Type": "int"
},
{
"Name": "disposition",
"Type": "string"
},
{
"Name": "proxy_traffic",
"Type": "struct<bytes:bigint,packets:int>"
},
{
"Name": "auth_type_id",
"Type": "int"
},
{
"Name": "proxy_http_response",
"Type": "struct<code:int,message:string,status:string,length:int>"
},
{
"Name": "server_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
1,
{
"Name": "auth_type",
"Type": "string"
1,
{
"Name": "firewall _rule",
"Type": "struct<version:string,uid:string>"
1,
{
"Name": "proxy_connection_info",
"Type":
"struct<direction:string,direction_id:int,protocol_num:int, protocol_ver:string>"
},
{
"Name": "connection_info",
"Type": "struct<direction:string,direction_id:int>"
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},
{
"Name": "api",
"Type":
"struct<request:struct<data:string,uid:string>, response:struct<error:string,code:int,messc
I
{
"Name": "attacks",
"Type":
"array<struct<version:string,tactics:array<struct<name:string,uid:string>>,technique:struc
},
{
"Name": "raw_data",
"Type": "string"
},
{
"Name": "email_uid",
"Type": "string"
},
{
"Name": "malware",
"Type":
"array<struct<name:string,path:string,uid:string,classification_ids:array<int>,cves:arrays<
I
{
"Name": "start_time_dt",
"Type": "string"
I
{
"Name": "direction",
"Type": "string"
I
{
"Name": "smtp_hello",
"Type": "string"
I
{
"Name": "unmapped",
"Type": "string"
I
{
"Name": "direction_id",
"Type": "int"
I
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{
"Name": "email_auth",
"Type":
"struct<spf:string,dkim:string,dkim_domain:string,dkim_signature:string,dmarc:string,dmazc
1,
{
"Name": "email",
"Type":
"struct<uid:string, from:string,to:array<string>,data_classification:struct<category:string
1,
{
"Name": "impact_id",
"Type": "int"
1,
{
"Name": "resources",
"Type":
"array<struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:strinc
1,
{
"Name": "finding_info",
"Type":
"struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<structs<r
1,
{
"Name": "evidences",
"Type":
"array<struct<process:struct<name:string,pid:int,file:struct<name:string,type:string,versi
1,
{
"Name": "impact",
"Type": "string"
1,
{
"Name": "count",
"Type": "int"
1,
{
"Name": "confidence_id",
"Type": "int"
1,
{
"Name": "enrichments",
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EEEmE

"array<struct<data:string,name:string, type

}I
{

IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"rcode",
"string"

"app_name",
"string"

"rcode_id",
Ilintll

Ilqueryll ,

:string,value:string, provider:string>>"

"struct<type:string,hostname:string,class:string,opcode_id:int, packet_uid:int>"

iy
{

"Name" :
IlTypell :

"proxy_endpoint",

"struct<name:string,owner:struct<name:string,type:string,domain:string,uid:string, groups::

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"response_time",
"bigint"

"delay",
"int"

"start_time",
"bigint"

"proxy_http_request",

"struct<version:string,url:struct<port:int,scheme:string, path:string, hostname:string, query

iy
{

"Name" :

"version",
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EEEmE

"struct<bytes_out:int,chunks:bigint,bytes:int,packets

}I
{

IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"string"

"stratum",
"string"

"stratum_id",
Ilintll

"dispersion",
Ilintll

"traffic",

"precision",

Ilintll

"Size",
"int"

"actual_permissions",
Ilintll

"base_address",
"string"

"requested_permissions",
Ilintll

"end_time_dt",
"string"

:int, packets_in:bigint>"
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EEEmE

"Name": "compliance",
IlTypell :

"struct<control:string,status:string,standards:array<string>,status_id:int>"

iy
{

"Name": "remediation",
"Type": "struct<desc:string>"
"Name": "kb_article_list",
IlTypell :

"array<struct<os:struct<name:string,type:string,type_id:int,cpe_name:string,edition:strinc

}I
{

"Name": "peripheral_device",
IlTypell :

"struct<name:string,class:string,uid:string,model:string,serial_number:string, vendor_name:

iy
{

"Name": "time_dt",
"Type": "string"

"Name": "group",

"Type": "struct<name:string,type:string,uid:string>"
"Name": "users",

IlTypell :

"array<struct<name:string,type:string,uid:string,type_id:int,risk_level:string,risk_level_

}I
{

"Name": "confidence_score",
IITypell: Ilintll
"Name": "state",

"Type": "string"

"Name": "state_id",
IITypell: Ilintll
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"Name": "evidence",
"Type": "string"

},

{
"Name": "confidence",
"Type": "string"

},

{
"Name": "risk_level",
"Type": "string"

},

{
"Name": "risk_score",
"Type": "int"

},

{
"Name": "impact_score",
"Type": "int"

},

{
"Name": "risk_level_id",
"Type": "int"

},

{
"Name": "finding",
"Type":

"struct<title:string,uid:string,modified_time:bigint,modified_time_dt:string,first_seen_ti

I

{
"Name": "user_result",
"Type":

"struct<name:string,type:string,uid:string,type_id:int,account:struct<name:string,uid:stri

},

{
"Name": "codes",
"Type": "array<int>"

},

{
"Name": "command",
"Type": "string"

},

{

IlNamell: Iltypell’
"Type": "string"
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},
{
"Name": "kernel",
"Type": "struct<name:string,type:string,type_id:int>"
},
{
"Name": "http_response",
"Type":
"struct<code:int,status:string, http_headers:array<struct<name:string,value:string>>>"
I
{
"Name": "http_request",
"Type":
"struct<url:struct<scheme:string,path:string,hostname:string, query_string:string, category_
},
{
"Name": "tls",
"Type":
"struct<version:string,certificate:struct<subject:string,issuer:string,fingerprints:arrays<
I
{
"Name": "web_resources",
"Type":
"array<struct<name:string,type:string,data_classification:struct<category:string,category_
},
{
"Name": "http_cookies",
"Type":
"array<struct<name:string,value:string,is_http_only:boolean,is_secure:boolean, samesite:stz
I
{
"Name": "type_id",
"Type": "int"
I
{
"Name": "databucket",
"Type":
"struct<name:string,type:string,file:struct<attributes:int,name:string,owner:struct<name:s
},
{
"Name": "table",
"Type": "struct<uid:string,created_time_dt:string>"
},
{
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"Name": "session",
"Type":
"struct<count:int,uid:string,uuid:string,issuer:string,created_time:bigint,is_remote:boole

I

{
"Name": "certificate",
"Type":

"struct<version:string,uid:string,subject:string,issuer:string, fingerprints:array<struct<v

},

{
"Name": "is_mfa",
"Type": "boolean"

},

{
"Name": "logon_type_id",
"Type": "int"

},

{
"Name": "auth_protocol_id",
"Type": "int"

},

{
"Name": "logon_type",
"Type": "string"

},

{
"Name": "is_remote",
"Type": "boolean"

},

{
"Name": "is_cleartext",
"Type": "boolean"

},

{
"Name": "auth_protocol",
"Type": "string"

},

{
"Name": "is_renewal",
"Type": "boolean"

},

{
"Name": "lease_dur",
"Type": "int"
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},
{
"Name": "relay",
"Type":
"struct<name:string,type:string,ip:string,mac:string,namespace:string, type_id:int>"
1,
{
"Name": "transaction_uid",
"Type": "string"
1,
{
"Name": "file_result",
"Type":
"struct<name:string,size:int,type:string,path:string,desc:string, product:struct<name:strir
},
{
"Name": "file_diff",
"Type": "string"
},
{
"Name": "create_mask",
"Type": "string"
},
{
"Name": "web_resources_result",
"Type":
"array<struct<type:string,data_classification:struct<category:string, category_id:int, confi
1,
{
"Name": "app",
"Type":
"struct<name:string,version:string,uid:string,data_classification:struct<category:string,c
},
{
"Name": "src_url",
"Type": "string"
},
{
"Name": "priority_id",
"Type": "int"
},
{
"Name": "verdict",

"Type": "string"
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1,
{
"Name": "desc",
"Type": "string"
1,
{
"Name": "verdict_id",
"Type": "int"
1,
{
"Name": "priority",
"Type": "string"
1,
{
"Name": "finding_info_list",
"Type":
"array<struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<st
},
{
"Name": "expiration_time_dt",
"Type": "string"
},
{
"Name": "expiration_time",
"Type": "bigint"
},
{
"Name": "comment",
"Type": "string"
},
{
"Name": "entity",
"Type": "struct<data:string,name:string,version:string,uid:string>"
},
{
"Name": "entity_result",
"Type":
"struct<data:string,name:string,type:string,version:string,uid:string>"
1,
{
"Name": "module",
"Type":
"struct<type:string,file:struct<name:string,type:string,path:string,desc:string,type_id:in
3,
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{
"Name": "exit_code",
"Type": "int"
I
{
"Name": "injection_type",
"Type": "string"
I
{
"Name": "injection_type_id",
"Type": "int"
I
{
"Name": "request",
"Type": "struct<uid:string>"
I
{
"Name": "response",
"Type": "struct<error:string,code:int,message:string,error_message:string>"
I
{
"Name": "driver",
"Type":
"struct<file:struct<name:string,type:string,version:string,path:string,type_id:int, parent_
},
{
"Name": "prev_security_states",
"Type": "array<string>"
},
{
"Name": "security_states",
"Type": "array<string>"
},
{
"Name": "folder",
"Type":
"struct<name:string,type:string,path:string,desc:string,type_id:int,mime_type:string, parer
I
{
"Name": "url",
"Type":
"struct<port:int,scheme:string,path:string,hostname:string,query_string:string, resource_ty
},
{
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"Name": "tunnel_type_id",

"Type": "int"
},
{
"Name": "tunnel_type",
"Type": "string"
},
{
"Name": "protocol_name",
"Type": "string"
},
{
"Name": "job",
"Type":
"struct<name:string,file:struct<name:string,type:string,path:string,signature:struct<certi
I
{
"Name": "num_trusted_items",
"Type": "int"
I
{
"Name": "command_uid",
"Type": "string"
I
{
"Name": "num_registry_items",
"Type": "int"
I
{
"Name": "num_network_items",
"Type": "int"
I
{
"Name": "schedule_uid",
"Type": "string"
I
{
"Name": "num_resolutions",
"Type": "int"
I
{
"Name": "scan",
"Type": "struct<name:string,type:string,type_id:int>"
I
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EEEmE

{

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name"':
IlTypell :
"struct<command:string,flags:array<string>, command_response

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"num_detections",
Ilintll

"num_processes",
Ilintll

"num_files",
Ilintll

"total",
Ilintll

"num_folders",
Ilintll

"dce_zxpc",

"share",

"string"

"client_dialects",
"array<string>"

"open_type",
"string"

"tree_uid",
"string"

"share_type_id",
Ilintll

:string,opnum:int, rpc_interface
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1,
{
"Name": "share_type",
"Type": "string"
1,
{
"Name": "dialect",
"Type": "string"
1,
{
"Name": "cis_benchmark_result",
"Type": "struct<name:string>"
1,
{
"Name": "vulnerabilities",
"Type":
"array<struct<references:array<string>,severity:string,affected_packages:array<struct<name
1,
{
"Name": "service",
"Type": "struct<name:string,uid:string>"
1,
{
"Name": "data_security",
"Type":
"struct<category:string,pattern_match:string,category_id:int, confidentiality:string, confic
1,
{
"Name": "database",
"Type":
"struct<name:string, type:string,uid:string,type_id:int,data_classification:struct<category
}

£ Security Lake #8172 B E KR

1. 5%l Amazon Security Lake $## &

S M E R P IERE B EUKRIR.

EFE I A E UK,

NEERMABYN , AEEFEAKN OCSF BH4K5,

> w0 D
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@® Note
AppFabric £/ “tk P EX", “FHRIE", “AFHREE", “AEE". “Web RIFESN" H
“Web BRIGRIESN” B4,

5. XF AWS K/ ID fMAEB ID , EHiwm ALK AWS Ik ID, AEiE$E Create,
6. REBTESNRK Amazon S3 UE., A EFRIZE Amazon Data Firehose 1£i% .

£ Firehose FBIE/E X7

S 2L 5% Data Firehose 12§ &
RO RAR TR

XNFRIR , EFEEE PUT,

NF B, & S3,

T HRRABRIER BoH , B BRIEEFBARR , RF1EE Apache ParquetfE I fi &
o

NTFAWS Glue & , FEREE L —NMIEDCEN AWS Glue & , RAFERZIHIRE.
FFERRE |, BHEFEMFER Security Lake BENRBIZ M Amazon S3 Ff# @,
WFHZHTX |, HEER A

E# 1T JSON Ky RERERMT , HEEE A,

o k~ w0 Dd =

© © N o

« XIF Keyname , #i A eventDayValue,
« T JQ RER , A (.time/1000) |strftime("%Y%m%d" ).
10. X¥F S3 FEMAER , MAUTE

ext/<custom source name>/region=<region>/accountld=<account_id>/eventDay=!
{partitionKeyFromQuery:eventDayValue}/

fF<custom source name><region>, <account_id>E#NIEH Security Lake BE X KIR
B AWS X M AWS K F 1D,

11. T S3 FHBERBEANR , FRWANTE,

ext/AppFabric/error/

12. WFEiRIFLEatE | Fi%k#EE 300,
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13. NFEHPX K/, BEF 128 MiB,

14. XTERAXEFRE , HikF 60 ¥,

15. 5tAX Firehose X MM BRI 2,

#12 AppFabric #£H

EFHIERIEE Amazon Security Lake , #%TE AppFabrici2$l & R a1 —MEE , FREZF8
B Firehose ZRIERMHILE, BX [ AppFabric 12ENEL E RN F A Firehose fERIHIVEMNE S
BE , BZHAEREVE,

Singularity Cloud

XLEXEHA : Singularity Cloud ¥ & AJRIF BN EZ NN EREZFIAERIINEM. HIRBETFHA
THRE (ALER) FR2MENEANZZNEXT BAIKGERNKT , HIIIARSHIRENE R
o

AWS AppFabric &# HEREUE EEM

DTRETHERT EEESEMAN AppFabric 3 tHZEH, & H#& =XM% L B #Yib Singularity Cloud.
AR

Singularity Cloud 3% L~ AppFabric #i 2 #FHE R :

OCSF-JSON : EAFF M &% 2 R FIELR (OCSF) X IE# 1T AppFabric ¥rE{L H LA JSON # =X
HEE,

A E
Singularity Cloud ML T AppFabric i i B =& B &,

+ Amazon Simple Storage Service ( Amazon S3 )

- EFE Singularity Cloud EMN\2EZHF 1t BHEMN Amazon S3 FMIZWEIE |, BERBHPHHA
Bt 17#84E Singularity Cloud’s X84 )

Splunk

Splunk BB FiREHLA M, GEALRFEA SplunkIE—LZE£HAMNMEFE , TRREBFREN
Z2A5E, HLAEME Splunk BribRSE, ERIRENNARERFRBEKANERSEMH , RIEF PR R
W, IR AR,
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AWS AppFabric &# A & REUE EE M

DTRETHERT SEEEMRN AppFabric ftHZE4, &M% H B 891tk Splunk.
MR
Splunk 3 LA AppFabric % B2 FHE = -

+ Raw - JSON
« AppFabric JA JSON #&X RN AEFERANRBEEPHHE,
« OCSF - JSON

» AppFabric EAFRMBREERIESLR (OCSF) X EIEH 1THRE(LH BL JSON #& = H Bz
» OCSF- Parquet

« AppFabric fEAFF M &L <R ES (OCSF) BB ITIREL H I EIER H 2 Apache
Parquet #&3\# B B8t [E],

A E
Splunk X #FLLR AppFabric SV E :

* Amazon Data Firehose
- EfLE Splunk ENTEZRMNFRZ B ER Firehose BEFFERFEXAE , BEREBHNIHARITER
E Splunk Amazon Data Firehos e B9 04 # Splunk Mk,
* Amazon Simple Storage Service ( Amazon S3 )

- EfE Splunk ENTEEMFITHERN Amazon S3 E#EBEREE  BRBEEET SQS ¥
S3 i A RV BA 1T # 4E Splunk B9 AWSHE N4 4 Splunk M3,

AWS AppFabric 3 &£ &Rl BR

NTREEL , MRETBYEFER AWS AppFabric , EFAHIBREEREHECIZNHELES
RYBIE AR AppFabric i TR &R IRV B BEFHRIE | UREFEHNTER, BEFE AppFabric &
R, BARENBNREENERS (SaaS) M AR Fr 02 IR AY G748 ROt I BR AR - SEXB 45 > A >
RRARFRKX > RRREFRHE

BRI RI AR FEG , S0 SR N AR RS

£
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https://docs.splunk.com/Documentation/AddOns/released/AWS/SQS-basedS3

AWS AppFabric EEIEE
- MiBREEER B $7

o Ml BRERER

- MR ARFEX

« MBREIAEFRH S

il B % EX B R

MREE QBRI IERERMELE | W AppFabric HTE2ER , 2aRRECEBBRK BN, EMER
RELBAR , BRI T SRAITERE

1. 3T AppFabric ##l& , Mt Hhttps://console.aws.amazon.com/appfabric/o
2. EANTEY , BRFEMBXE,

3. EEEEL

4. ERNARFEN.

5. EREMRN BIRZONETIRE | AEEZERER,

6. TEMIBR B #rXYiEAE Ik R BRI AT HE A

7. NABEBEHRES LRSR,

il BR £ EX

EMBRIEN , FEEAT LR

1. BEANREY , BREMUNEE,

2. EERFEL

3. EREHNNARFENEINETZE,
4. MBRETHFREAIEE.

5. EZEMIBR.

6.  TE M BRER BT i AE o 2R R AT R A
I R Rz AR A2 R 1R X

ERRMARFRN , FERRUTSRETRE
1. EANTES , BAEMNBRE,

Tl BRBXER B R 133
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2. EERNARFEREN

R M BRAY B R RN S5 I AR TR
MRET R B RIERE

IR BR o

FE M BRER BV TEAE APk SR M BRE T H A

2

M BR R AR A2 PR 4R 45 =
BB EHRARF RS HEEA TSR

1. BEANTEYS , BFEMMEE,

2. EBRNRAREFBSS.

3. EFMIRRIEE,

4, B delete HITHIA , REEFHIBR.
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ft 4= = AWS AppFabric A TiIRS TEME ?

“ AWS AppFabric 2 &7 1" Theest TEM B , s K ET 1L,

(@ Note

B Amazon Bedrock #efitx#F : AWS LI Ba1EAK M. BT AWS AppFabric THERERE
3 7£ Amazon Bedrock 2 £ , Rtk PP 47& T Amazon Bedrock FSERERYIREIIEHE |, LRI
TZE, ZRANEEHERA A TEEE,

AWS AppFabric for productive ( TR ) BEMNZAMNNARFAERE T L TR BAEE &
BEHFHEE=SNAERFFRELAFNIERER, NARFFEARNRE , NEMRAREFTE
AFRFBENTURESHNNARFARREE , Bt T AHRNEESE N NARFNWER.
AppFabric A TIREITEXRE  NARFARARTLGRIERRNA LSRR , XEERKALERE
APls AL R BRI AR F VBRI S AIR4E , Rt I A B HFWRAENERRNA T E BB FR
HEFENFLAFKL, AppFabric H TIREI/ERER K THUERKRES/MNNARFNRE , 77X
AR TEWERRLEY point-to-pointEE K. AppFabric A TIREIENE  NABRFFAARTNERE
BANHENARFNAFPREDR , WELAAFPRE-IWAR , ANERRKBEMMNAEFHNHEXLET
o

AppFabric A TIREI/EME | AAEEXEBERANAREFNEE , #I0 Asana, Atlassian Jira Suite,
Google Workspace, Microsoft 365, Miro, Slack, Smartsheet , AR E %, AppFabric REE~ AN
AREFARERET RMEBMNSEREMEENMUCHBEARERAR K MMRESAFPXAR, BE
ENMERE. Bt , REXAFAUETHHTERERNERT , \NEABRFPIFRIFAZEHLE , MM
P&,

E&

- £

- EARM

« I8 AppFabric SR & T M=

« AppFabric AEIMARFFEZARNES DT (FHKR)
« FF$4fEF AppFabric 2 E &L A M TERE (FKR )

» AppFabric £ TEME APIs (% )
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« FRERIELE AppFabric

L5

AppFabric A TIRETEMR , NABRFTRARATRGREKRENRARZFHELENRENES |, X
AR AT BT HO M ENERK Al IFREEFENKRLRASER. APIs

- BNABRFRAPRENE—XIF : AppFabric A TIRETERR , IUEMKEZSMNHARFHHK
&, FRARATFHERES point-to-pointSE K. BT B3R BEREIRENC N EFMARE
FHEE@ENRN , NALE SaaS NARFHBEAREMNARFER  SHILENARFITRAR
REBESEZSHE , NMEERSHELA/HNITHERE,

- TERFHAFER  FRARFTEREREEBRA AppFabric BINRAEFHAFSREF , FRIEXH
FH#BENTEEES , B E&RELAFREMUMENLENZWNERE , ARHKEBEINNARFN L
T, XfE1S AppFabric &£ A BIEHY SaaS MAREFATLRS THEXRR | WAl EMIAER
RESHWNARFPHTHR. RXAFRENARERF2BTRBNEEED | 5 BRUREFETER
EH,

« R ETESE : EEDNAPLEAF , NAFRELEWERE, REAENRTREZMNAERF
EEX , RGN AP ERBBEN AP R, AppFabric FiXFERMEMRER , ENA
BETREEGEREYE, RARFEERR Al Wi, XENABRFFRAAREBREREFE
REENES L.

- A@Q@ rtifactic 5|V AFEE : ERFHI—38% , AppFabric A TIREIERE , FETRHE
RO ITHIREXM , XETHRREXHATERRNF , NEILRZLRFPXNLLMEA HHEE.

- FLMAFRNR : ATERABENAFHEETARENERINASR. AppFabric I TiREIEN
R A ISV WA BRI A = H R ERKIR.

EdEESY

RIARFFEARTURARS AppFabric TEXEREFWRENARFANIBHNE~ N, AppFabric
for productivity B TN APIs UETUTRABINAER , UHEBRLRFREIERE .

« MAERBEN—K

- ARFENLE APIBIERKBENARERF (2REBTH4. BA. BE, £5F ) WRHL
@, BPRAFEFHEEACH —R. IS, AFEAUESEEENARFRITENAREFER
&, PlanelZ e FEpF, RHESWMEIBRERB. Sl , E—R2BHTES LRH A TFRE
BEI-RZBANENHE , EUNBIRIESEFNEFLEATWNEIRFE, REMEE
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RTHEFZR (MEFSEMNAEE , NEFHRERGEAMAEA ) |, AABERITREZNIHFET
RERNAR,

- NEPRATTHWIMAER

« 2WER AP BEEEQWENAEREXNENARFES (ME TR, HEE) | HBA

FRASVBHFSERTHNESE. APREAURENSWMESR  TRRZRNEENARERF 2B TR
REHRANE

518 AppFabric SAR & TEME

AppFabric for productive B BIE/ERTERIEL , HEXERI (LI ) #HE AWS XiF, &
XNESZER AWS XiF , FSHEFRAWS AppFabric & ixT S MEFAWS — kS %,

EEANXE , BRI B T EM—#5 X AppFabric TR RS THERE

- EANARFITFRAR
» AppFabric IR ARFF XA RBE DA (FHMR )
- ERBRLRAF
- iR AppFabric RS RELRAFHITEMRE (MR )

AppFabric I NARFEFAXARBNES= DA (KRR )
“ AWS AppFabric 2 &4 7= 0" ThEEL FEM R , e K ET1L,

KT EB R ARFIT & & fFES AWS AppFabric THERE (K ) EREMMNNAREF+H. AWS
AppFabric REEF=NEF XA REBBESE S NNARFNEFERE, BAEH. £5. HESERK
ATEREHNAENRE , NTTANAFITEEFENNARFER, BXXBNNARENIIX , &
S AWS AppFabric XEHH M AEF.

AppFabric RE TERRINABRFFRXERE T ELXLTENHERHITHENMZRHONE, ZHRE
—IRFFRERRE AppFabric TEMER , IREERIE — AppClient HEM—MNNURAF. A E
EERBETH#NNRNARFS BN 5 ARKIEMNBERESR AppFabrice EXENHFBITIRE |
BRI LA R IR R 4A AppFabric HTIRIE , AEBNBRINRY BREIEMAF, (BSRE ST,
AppFabric i§REIUFEHNETE ) o AppFabric FESRIN ZRAZRIENARFEE , UHEBRFN
AREFFAAR. RAAFPREBE , NMIAUAAREN AR KRAFXARETER,
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£

. EREH

« F1F . NIESITERE AppFabric Ml AppClient

- B2%  NENNARFHITEHRIERNREX

« % 3% : 4 AppFabric BT URL iREIEH N AERF
« 884% : AppFabric BT ERBENAEFNABENRE

- B£5%, AppFabric i5RRIFEHEHIE

- BEEIEEIRS AppFabric TEZZE AppClients

/,

N
)

W BEHERR AppClients AppFabric AR S T XX

FRF M

EFRzE , REECE— N AWS KPP, BXEZER , BSH MR AWS IKF. BEFE
BBED—ANERGE TESH" " appfabric:CreateAppClient "By IAM FREEI A | ZKE R
WZA P EMEN S ATERF AppFabricec BXREF NIhEER FNPR AppFabric WEZER |, 5

I AppFabric BXAEF= 1 IAM K =6, BAREEERAFREEN , BX TR EREXRR , XT2
BEMEN, BXELELE , TSR EEFEEHRNENAF,

AppFabric R REFKHE , REZERI ( BEFRLILE ) FEEFH,. EFRUTTRZH , B
RN T X,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:CreateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}
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E 15 RIESEIT/EMZE AppFabric M&lZ AppClient

EFRENABRRFRPER AppFabric £7= I LfE 2z 8l , IREZERIE — AppFabric AppClient. ZA<fiT E
AppClient 2125 THEME AppFabric N1 , ERHZ LM OAuth RARBFE iR , RINA
BFE2 BN L 2E(E AppFabrico Z{REIZERT AppClient , fR&EBE|—4 AppClient ID , X2 —4
ME—MFRIREF , X TFHART AppFabric BT EESRHNNARFNRONARF —EEAZEXEE
AWS K,

AppFabric RE TEREINARFARERHE T ELZ2UENFERHTHENZRNNR, HR
E—IRFFBFERIRS AppFabric TEMER |, IREERIZE—/ AppClientH FM—MURAF. AEZE
SEMBETHENNRANARFS BN 5 HRILABERESHR AppFabrico, EXENHPBTNE |
B LA S BRI IR R 44 AppFabric #TRAE , AEBFHRINRT BEIHMAR (82HAE S 5,
AppFabric ERBIFENERIE ) o AppFabric FESRI - ZRAZHBRIENARFER , UHBRF N
ARFHFAAR, RRAFPRERE  NTTAUARENSRYT KAAFXARFTLERK,

Z 02 AppClient , EEMA AWS AppFabric CreateAppClient APl #1F, MREGEEEH
AppClient FEINNZA , M A LAE A UpdateAppClient API B{EXE K redirectURL, MREBEEE
WEBHRBENE A EMSE ( AppClient 5130 AppName SR ) |, N LB BR AppClient H 62 —
NS, BREZEE |, {55 CreateAppClients

YRATLAEA CreateAppClient API R ZMEEES (B Python, Node.js. Java, C#, Go H
Rust ) [ AWS BRESEMBARF. BXEZELR , H255 (IAM BAFERE) BMiEREE R, £F
EFAKFEERE 4 RULTERITIE API BE. BXZEMET4NESER , ESH 1AM AFE
EHHEE AWS APl iEK,

WREE

« appName-HERAFFNEERE LEAAF ERNNAREFI AppFabric £¥. AFERERTE
ERFAAF AT ELHNARFRER AppFabric L, BEXEENHEMFEAEE , BSH £ 2
¥ . AENAEFERAE,

 description - MAREFHER,

« redirectUrls - BNEENZLAFEEMMEIRN URl, B&ZALUFM 5 4 redirectUrl, 0
https://localhost:8080,

« starterUserEmails - ER ARF BN R Z 8] R VF AR SUZW BN AP B Fifdriat, XA
VFEERA— N8B FERfF sk, 170 , anyuser@eexample. com

« customerManagedKeyIdentifier ( A% ) - AT MEHENEFREEZH (A KMS £ ) B
ARN, WRKIEE , NFFER AWS AppFabric EEZH. Bx AWS HENEA IEFREEBHAN
BFZEER |, HS AWS Key Management Service FF X A RIEEFHEF im 240 8 AWS Z24H,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
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R B

« appClientArn-@EHSWILS#EHRFRE (ARN). AppClient #lzn , AppClient ID
xalb2c3d4-5678-90ab-cdef-EXAMPLE11111,

« verificationStatus- AppClient BiERZAS.

« pending_verification-BY%iE AppClienti7E# 1TH AppFabric, £ AppClient ®RiFZ 8] , R
BE—AFP (EPEEstarterUserEmails ) AILAEMA AppClient, B FI$1E AppFabric A
FPHRER—KBHN (WFFHR ) 5 3 % : F AppFabric BT URL AMEEHNARERF , XK
ZN AR ARBEIRIE,

« verified-BiEIEEMRIIEMK AppFabric , Bl AppClient B £ RilE,

« rejected-MYIIEIS 2 AppClient #3E4E AppFabrico EEF B H R TR ZE 281 , Hith
FF AppClient TT3EEA,

curl --request POST \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/ \
--data '{

"appName": "Test App",

"description": "This is a test app",

"redirectUrls": ["https://localhost:8080"],
"starterUserEmails": ["anyuser@example.com"],
"customerManagedKeyIdentifier": "arn:aws:kms:<region>:<account>:key/<key>"

} 1

MMBRIIRERTD , NZBRS L KIEE HTTP 200 MR,

{
"appClientConfigSummary": {
"appClientArn": "arn:aws:appfabric:<region>:<account>:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"
}
}
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E25  NENNARFETSORIEMZEN

BRI OAuth 2.0 EAURAZ | (AN M AR FES Rt EM AppFabric N, Bk , CEZ6IE
—MEREB , ATRISHRARE . GXESEL 28 BN, K5, COHEALERBY
RIS | ZAIET AN ARRFENARRE HRIRAE R AppFabricR IR, HXESE
s | HsE S,

BEABRTNARFEINBRNESZER , B3H AT HEUENEARER.

1. EGIBEMNE , H6EH AWS AppFabric oauth2/authorize APl #4,
BERFE
« app_client_id ( &%E ) -FE] 1 AWS K 02 # AppClient ID, #IE — AppClient. i
N alb2c3d4-5678-90ab-cdef-EXAMPLE11111,
« redirect_uri (X8 ) -ESR 1 PEARNE  SLAFEEE@EH URI, 8IE2—1
AppClient. f5l#0 https://localhost: 8080,

- state (%8 ) - BT4FP BERFNE B 2 BRSHHE—E, Hlu0
a8904edc-890c-1005-1996-29a757272a44,

GET https://productivity.appfabric.<region>.amazonaws.com/oauth2/authorize?
app_client_id=alb2c3d4-5678-90ab-cdef-EXAMPLE11111\
redirect_uri=https://localhost:8080&state=a8904edc-890c-1005-1996-29a757272a44

2. BARIEE , BFEEERIIEEN URI , HUEHASHHNRERNG, Fiw, &
i code=mM@ONyJ9.MEUCIHQQ@V3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc.

https://localhost:8080/?code=mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-
sxTAdRF-gDAiEAXX7BYK1D9krG312Vtpr0jVXZOFSUX9whdekql-
oampc&state=a8904edc-890c-1005-1996-29a757272a44

3. {#/ AppFabric oauth2/token API #4557tk FAEL #2717 R 5 FE

WSHEATF APIiER , HR¥ERIEstarterUserEmails 2B — BB M. AppClient BiEfE , %
SHEARTEMAF. AppClient @FEFAKFEHERA 4 FULT BERITIEE API BE, BXZ
BIRE 4 NESEER , ESH | AM AFEEPHEE AWS APLER,

825 XNENNRARFRTEORIERRR 141


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
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EEEmE

BERFER

« code ( HE ) - BERF—FTHPHTHHRIEKEHNRNB, Fila0
mM@NyJ9 .MEUCIHQQQV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDALiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc,.

« app_client_id ( 2 ) - 1 1 AWS K~ BIE2# AppClient ID. #IE—“ AppClient. fl

i alb2c3d4-5678-90ab-cdef-EXAMPLE11111,

« grant_type ( &8 ) - EHAMA authorization_code,

« redirect ur1( B)-ZSR1PEARNE , AFEEEOERN UR, BIE—

AppClient. iX /\'%FH TRIERNBAEER URI MEE. 20 https://localhost:8080.

e S 7 E]

- expires_in- ETESHZZ X, RIANTHETE N 12 /NAd,
« refresh_token - \#)#5 /token & SREULAY T T Ko

* token - \HIE /token & RFBEWH T HE,

« token_type - Z{ER2Z Bearer,

« appfabric_user_id- AppFabric BF ID. REMEA authorization_code RFEEMNE

RIXBREBIE,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--data "{

\"code\": \"mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-

gDAiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"authorization_code\",
\"redirect_uri\": \"https://localhost:8080\"

}II

R IRERTD |, MHZRS L KIER HTTP 200 R,

825 XNENNRARFRTEORIERRR
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{
"expires_in": 43200,
"refresh_token": "apkaeibaerjr2example",
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "<userId>"

}

88 325 . AppFabric AFI17 URL ARMBIEHNARERF

RAAFPEZEERBEMN AppFabric , TR HENARFHAATERNBENEIE. AppFabric BE#
BRPAFINF (REXFESE ) #RLAFPENENARER  ERTNABRFARERBURENE
M, YAPERFREIENEN , TEEFEAFTIF , ZPEEIESEENEERTER
NEMBENAEFRIENRARRF. AppFabric %G , AP LU AR FIEEE AppFabric LUE
SIEXRE  RARREFEHNAEFUIRRNBNEE, ENNAEFSER AppFabric AEE T
ERE | BREBRENFAREFFRIMEE AppFabric B9 URL, LE BT T F % BN EH N ARE
FFif1R] AppFabric BF TR EXEE,

1. BMENARFNREAKRIATANEERNE S URLs,
2. RIMMXEE , FUT AppFabric URL fEREE G URL R INEEHN RN AR

https://userportal.appfabric.<region>.amazonaws.com/eup_login

AMIMURL B, BN BARFEERNNAFEME AppFabric AP, EXE , AP UEFRHE
EMEE AppFabric B FARE~ D RBHNARF

% 4% : AppFabric BTERENHARERIINBFIEE

AREEZENARRE , BUUFAAFPNRE | BYEEER D NARFEMN LT XURRESMHAIIN
THEME, AppFabric NIRERFENBRIVABZRAAFPERNEE, AppFabric AP HIEFMEE
AWS Ik = FrE & & AppFabric, B8] AppFabric FRENEKIENELR | TSR P HHIELE
AppFabric,

IERLAMER APIs BUF Al Rt TEENARFPERNERAF R ENERE

« ListActionablelInsights — BXEZEE , BZHA TEHMN RIENILFEIRD .
* ListMeetingInsights — BXEZER , BZHALEREENSIUEZ D .
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AREN L (ListActionableInsights)

ListActionableInsights API AI&BIAFRIEENARERF (2 R/RFHYE. BFA. HE. £5
Z)hiEHERTRENNE  SHREFEFHEEACHN —X, BENABEGE REMAT
ERNENENERAREE  ANMBBAFREEEERNBENER T WMLERIE, LI, API T
REASBRENRERERZNNRE  HATAFRFNECHNARFRITERNAREREE. BEEMS , APl 5
LLR S B &K Asana, Google Workspace, Microsoft 365 , LAK Smartsheet £ i P 8615 & 3% B2 T #f
., RIBZAESMNOEES ., KEESHER (LLMs) TJ AR IAIR/E ( HIInE F a4 FE X HIES
%) PRIAERFARGE , AP UTURERTIXNEHTEEN , NE{LREHES THERE,
SERARAFRNNARFNEREL , AppFabric FAERNTANFHAFES. REMNRTE
NMARFRE, EITIE®E , AppFabric EE ISVs FHAF EE@EI AppFabric B/, #4187 LA
EHPEEREFHAGEHIITEN. £ERNBMREEER AppFabric & —ME—H URL, Lt URL 7
ListActionableInsights API Mz #9 a5 A A A

UTRXENENARFREARBLENARFNRHE

« KIZHFHBH (Google Workspace, Microsoft 365)
- Bl BF7E3) (Google Workspace, Microsoft 365)
« 8% (Asana, Smartsheet)

BERFER

« nextToken ( AJi%& ) - ATFHRET —ALFEN D TS,
« includeActionExecutionStatus - EZEERITREDINROVIEIEZMSF. BIEGREEL ANRES

B {TI%IE, TJAERY{E : NOT_EXECUTED | EXECUTED
B RIRk
. BRIRLEES Bearer Token E—iEt& A,

e B 5 B

« insightId - £ KN EHE— ID,

« insightContent - XFREIAEHEUAR AT ERABEHRHFHRAERE, F5  IFRE—
BEMARERE (<> L) W HTML B,

- insightTitle - £KXK N FHIRE,
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 createdAt - K FRHYETHE
« actions - NERNAFERWUNREIR. BEXNR:

 actionId- £HHRERME— ID,

« actionIconUrl - EWEEPHITRENNHEFHEFR URL.

« actionTitle - £HIRIEMIIRE,

- actionUrl-ftHALAFPEAFIFHREFMINITIENE AppFabrickIE— URL, EE : F THITER
£, 1SV B ARFNFEAL URL A EEME AppFabric PP (#BHERERE ) .

« actionExecutionStatus - IERBERSHIHEE, TJEEMNETHE | EXECUTED |
NOT_EXECUTED
« nextToken ( AJi%& ) - AFHRET—ALBEN SIS, XR—NTEFE , WRIRE null , N&RT
RBEESH AR AN,

2

BXEZER , HZH Actionablelnsights.

curl -v --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/actionableInsights" \
--header "Authorization: Bearer <token>"

MRIIRERTY , NZRS L KIEE HTTP 200 1R,

200 OK

"insights": [
{
"insightId": "7tff3412-33b4-479a-8812-30EXAMPLE1111",
"insightContent": "You received an email from James
regarding providing feedback
for upcoming performance reviews.",
"insightTitle": "New feedback request",
"createdAt": 2022-10-08T00:46:31.3784937Z,
"actions": [
{
"actionId": "5b4f3412-33b4-479a-8812-3EXAMPLE2222",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Send feedback request email",
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"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_1"
"actionExecutionStatus": "NOT_EXECUTED"

"insightId": "2dff3412-33b4-479a-8812-30bEXAMPLE3333",
"insightContent":"Steve sent you an email asking for details on project.
Consider replying to the email.",
"insightTitle": "New team launch discussion",
"createdAt": 2022-10-08T00:46:31.3784932Z,
"actions": [
{
"actionId": "74251e31-5962-49d2-9ca3-1EXAMPLE1111",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Reply to team launch email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_2"
"actionExecutionStatus": "NOT_EXECUTED"

]I

"nextToken": null

21UUER (ListMeetingInsights)

ListMeetingInsights API B EEQWNBMHAE REXNBENARFRY (B Fiid. HE
%), BHAPNEEETHAWMERESINESR. ARINETURENSWNUHBESR | THARRENE
ENARFZATRRERAR.

BERFE
« nextToken ( AJi%& ) - ATHRET —ALFEN DT THHE,

B RIRk
o« BRIRLEELE Bearer Token E—i#2E A,
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R B

insightId - £ EZHYMHE—

insightContent - AENHER  UFRFERAREERFMAER. Hl0 , MTAXTHALERE
8

insightTitle - £ FREY MLARHYARER

createdAt - A Y WL AR R B[] o

calendarEvent - AFNXINEEZHAEHFHI2WN. BAEHEXNR :
« startTime - EHMFFIRETHE,

« endTime - EHNLERATE,

- eventUrl- ISV NAERFEBFAEHMN URL,

resources - @2 SERMN N FHEXHEMTRNSIR, BRNR .

* appName - BIRFIEMN B AREFE o

« resourceTitle - BRI,

« resourceType - BRMWEE, AIsEMETHE : EMAIL | EVENT | MESSAGE | TASK
« resourceUrl - NARFHEIEIR URL,

« appIconUrl - #IRFIENAREFHES URL.

nextToken ( A& ) - AFHREM T —AHRBEN D AT, XR—NAEFER , RIRE null, MRR
SEEESH N FA M,

BXEZEER , 52 Meetinglnsights.

curl --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/meetingContexts" \
--header "Authorization: Bearer <token>"

MBRIIRERTD , NZRS L KIEE HTTP 201 14K,

200 0K

{
"insights": [
{
"insightId": "74251e31-5962-49d2-9ca3-15EXAMPLE444L4L"
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"insightContent": "Project demo meeting coming up soon. Prepare
accordingly",
"insightTitle": "Demo meeting next week",

"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent": {
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
},
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

},
"eventUrl": "http://someapp.com/events/1234",
}
"resources": [
{
"appName": "SOME_EMAIL_APP",
"resourceTitle": "Email for project demo",
"resourceType": "EMAIL",
"resourceUrl": "http://someapp.com/emails/1234",
"appIconUrl":"https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
}
]
},
{

"insightId": "98751e31-5962-49d2-9ca3-15EXAMPLE5555"
"insightContent": "Important code complete task is now due. Consider
updating the status.",
"insightTitle": "Code complete task is due",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent":{
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
I
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

iy

"eventUrl": "http://someapp.com/events/1234",
iy
"resources": [

{
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"appName": "SOME_TASK_APPLICATION",

"resourceTitle": "Code Complete task is due",

"resourceType": "TASK",

"resourceUrl": "http://someapp.com/task/1234",

"appIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"

]I

"nextToken": null

S8 HY 0 AR B IR AF BRI 5t

5/ AppFabric PutFeedback APl #{ER £ N A FIRERERIR, B LU IHRERR A BIE
HWNARFES , UREH—FIERAE Insightld R RBITFSD (135, EPEo8s8ET ) WE%
Actionld,

BERFER

o id - ENHEHRRXRBEHXNROFFIREF. XA Insightld 2% Actionld,

« feedbackFor - EAERERRIFWHRIRFE, AI5EM{E : ACTIONABLE_INSIGHT |
MEETING_INSIGHT | ACTION

- feedbackRating - RI®iFHM 1 B 5, FoHEHEF.

e B 5 B
- REMWMNFER,

BXEZEE |, 55/ PutFeedback,

curl --request POST \
--url "https://productivity.appfabric.<region>.amazonaws.com"\
"/feedback" \
--header "Authorization: Bearer <token>" \
--header "Content-Type: application/json" \
--data '{
"id": "1234-5678-9012",
"feedbackFor": "ACTIONABLE_INSIGHT"
"feedbackRating": 3

55 4 % : AppFabric BT ERERNAREFHNBNRE

149



AWS AppFabric EEER

} 1

MR IRERD , MZBRSALLEBTAEZE HTTP EEXH HTTP 201 IR,
%8 5%, AppFabric ERRILEHEIE

FEBIAL , BELEH T NARFEEERA AppFabric BN ARFHN LAEMEE , HIKS TR
BARPHNLER, EENNERBEFEEHFEN AppFabricEENART BEIEMAF G , TTLUEE
KRB IR TLA LA AppFabric &ML, AppFabric FEXIM ZXACRIINAREFER , U
HEBRFNABRFFEAAA, REAPRERKE  MUAUARENERT KAFPXRARHTLER.,

BRI RE

Bt K%k B FER4EZE appfabric-appverification@amazon.com HiERBIFEH N AT |, KIFHBEIUE

iy =2

HEN B TP EEUATEARS

- fREY AWS Ik 5 15HIE

- MEEIRBIENBAEFNEH
« YREY AppClient & {31

- BHBRRER

o ERENUTER (MRTA ) |, UHBBRMN TR ERMTE

o BT RIR TR RNRNETRAFH
- BHBIRRMEH

(® Note

WMREE AWS IKF K AWS SERFITRELRE | BRESH SN EFIR4GF, 2EIX
LERR A AT LAFE B IR UET A2

W UEPR A

ERDWIELRZAT , EABUHR A TR

% 5%, AppFabric HREILEHRIE 150
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- ATREIERE , AWS K/ XA EAE M AppFabric B

i BEDBRET G2 —

. AL EZED AWS Partner Network B8 “AWS Bik” K FIH AWS SEUSE, BEXEZER , B
ZH AWS S1ERHERSZSER,

« ERE=FH |, BIVHELNIZTE AppFabric fRS LT TEZE210,000% 7T,

- PR ARRFRYITE AWS Marketplace £, BXEZEER |, 5% AWS Marketplace,

EFRIPRSERH

FRENBEG , RIVTESEFHRAEEE |, B8 RFRS AppClient FFM
Tpending_verificationHverified, MBLEWEHFHIEL K NEBEHFZHIRILHRRE.

BEEEIES AppFabric T4 AppClients
}2& AWS AppFabric TEMRINEEL TR ER , AlsER RET1,

BT LAE B IR AppFabric £57= 1 AppClients , BUB{R & 4 1RIE MRBUREMNIRRZ 1T F 440,
REVHY i 4015 2 AppClient

5/ AppFabric GetAppClient API IREEBZWIFMEE AppClient , BIFER E AppClient IRZS. B
XEZEER , i8S GetAppClient,

EREMFMER AppClient , BAMEADIAE "appfabric:GetAppClient” IAM KEEINPR, BX
BZER , BSHR AR SEREUUA T F41E S AppClients,

BERFEER

« appClientId- AppClient &3k,

EIvES

« appName-HERAFFNEERE LEAFERHNNAREFI AppFabric & ¥

« customerManagedKeyIdentifier ( ik ) - AT MEHENEFREEZH (A KMS £ ) B
ARN, WIRRIEE , NFEER AWS AppFabric £ E %4,
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- description - B ARFHER,

« redirectUrls - BRNEESKRLAFPEEMQEIMN URl, BHRZALURNM 5 A redirectUrl, #il40
https://localhost:8080,

« starterUserEmails - ER AR FEI R 2 8] A F AR A EKALAEN AP B 74, R A
WERA— N FEp b, B0 anyuser@eexample. coms

« verificationStatus- AppClient IR

« pending_verification-BY%iE AppClient{i7EH# 1T AppFabric, 7 AppClient ®RiFZ 8] , R
H—/1AF (EPfEEstarterUserEmails ) ATLAfEMA AppClient,

- verified-WiFdEEKII5ER AppFabric , 3l AppClient EE £ R,

« rejected-BIRRIEITE AppClient #3542t AppFabrico EEFH B HRITERRIESRE 28 , Hitb
FF AppClient o3& Ao

curl --request GET \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_ token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

MRBBRERT , MZRSFHLRIEE HTTP 200 WAL,

200 OK

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8080"
1,
"starterUserEmails": [
"anyuser@example.com"

1,
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"verificationDetails": {
"verificationStatus": "pending_verification"

&8 AppClients

£/ AppFabric ListAppClients APl REEFERFIEK AppClientss AppFabric AppClient AR
AF—NAWS K, XTERKRABELEETIL, BXREZER , BZH ListAppClients,

C: AppCIlentsFﬁ EMREDIE "appfabric:ListAppClients" IAM FHERR, BEXEZE
B, BZH AFiaE 5']2% AppClients,

EREE
. REBEFE,

e 7 B]

« appClientARN-BEHwRS WL S ERE M (ARN). AppClient 520 , AppClient ID
salb2c3d4-5678-90ab-cdef-EXAMPLE11111,

- verificationStatus- AppClient BiEIRZS,

- pending_verification-B¥3iF AppClient{hFE# 1T AppFabric, 7£ AppClient BiF 281 , R
B—1MHF (EFEEstarterUserEmails ) A BAEA AppClient,

« verified-RiFNFE S K Ih5EMR AppFabric , 31 AppClient B £ RilE,

« rejected-BYIEUEIS 2 AppClient #3E4E AppFabrico EEF B HRIERBIESE 287 , Hitt
B F AppClient Io3E( B,

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_ token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients

MRBBRERT , MZRSFHLRIEE HTTP 200 WAL,
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200 0K

{
"appClientList": [
{
"appClientArn": "arn:aws:appfabric:<region>:111122223333:appclient/

alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"

}

E# — AppClient

£/ AppFabric UpdateAppClient APl REEHRHFFENEE @MU, AppClienttIREFEE
BRI E S B , 60 AppName starterUserEmails, S{E At | N ATMIBk AppClient H 8IB — /NS
W, BXEZEER , H5 K UpdateAppClient,

ETH AppClient , BUMEDIPE "appfabric:UpdateAppClient" IAM REENPR, BEXREZE
B, #ZR AFiERIER AppClients.

ERFER

« appClientId ( &E ) -#REE#T redirectURLS #J AppClient ID,
« redirectUrls ( 1B ) - EEH MW redirectUrl BIR, BE&EZRLURIN 5 4 redirectUrl,

e B = B

« appName-HEAFFHEERE LEAAFERHWNARF AppFabric &%,

« customerManagedKeyIdentifier ( Ali% ) - AT MBEHFENEFEFAEEZL (B KMS £5K ) B
ARN, HIRFKRIEE , NFFFEH AWS AppFabric £ E %4,

 description - BARFHHEIR,
« redirectUrls - RNEENZLAFEEM@MEIN URl, Hlf0 https://localhost:8080,
« starterUserEmails - TR AR FBELKIU 28] A FIA R AW AEN AP B 74, R A
YER — N FEBMF i tt, 120 anyuser@example. coms
« verificationStatus- AppClient BRiEIRZS,
« pending_verification-BY%iE AppClienti7EH# 1TH AppFabric, £ AppClient ®RiFZ 8] , R
H—/1AF (EPEEstarterUserEmails ) AT LA AppClient,
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« verified-BiFi3iEE K Ih5ERK AppFabric , I AppClient B £ Ril,

« rejected-BYIIEISFE AppClient #3E4E AppFabrico EEF B H R TR 81 , Hith
FF AppClient & ER,

curl --request PATCH \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111 \

--data '{

"redirectUrls": ["https://localhost:8081"]

} 1

MREBRERT , MZRSHLRIEE HTTP 200 WAL,

200 OK

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8081"
P
"starterUserEmails": [
"anyuser@example.com"
1,
"verificationDetails": {
"verificationStatus": "pending_verification
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fl Bk — 4~ AppClient

5/ AppFabric DeleteAppClient API 21EMIBR{ETRE AppClients EEMRNSE., BXEZER
S # DeleteAppClients

EMIBR AppClient , BAHREDHE "appfabric:DeleteAppClient” IAM REE PR, BXEZ(E
B, BZH AFiARMER AppClients.

ERFE

« appClientId- AppClient B3k,

T
° 5&%“@@?5&0

curl --request DELETE \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

MR IRERD , MZREFALLZEBTEZE HTTP EXH HTTP 204 MR,
NEEAFRFTHE

BREREL R AppClient SREXFI T AT SAE B HART Bl $. X AT LAEA grant_type 8 refresh_token
M S API RERK. 3 grant_type § refresh_token &Y , EfAM authorization_code
FHER IR API IR — 52 R El, BRIABIHARTE R 12 Det. EiFARIF APl , BX4HAE
"appfabric:Token" IAM REEINR, BXEZEE , ESHATSHEM A B ER AppClients.

BERFEER

« refresh_token ( 21& ) - \#I%E /token & REFZWH RIFT T .
« app_client_id ( &4 ) - N BIEH AppClient ZEJRH ID AWS K/,
« grant_type ( 48 ) - X&%H = refresh_token,
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R B

« expires_in- ETHEREHZIZ X, RIANIHNER 12 )at,
« refresh_token - \#I% /token & R BZULHY Rl 3T 5 R,

« token - \HI#E /token & REBWH T,

- token_type - Z{EfF R Bearer,

« appfabric_user_id- AppFabric AF ID. REEA authorization_code RFEEHERT
2RE I E,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"refresh_token\": \"<refresh_token>",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"refresh_token\"
3n

MRBBRERT , MZRSFLRIEE HTTP 200 WAL,

200 OK

{
"expires_in": 43200,
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "${UserID}"

1T PEHERR AppClients AppFabric MR & THEME

125 AWS AppFabric TEXRINEEL T ER |, AlREa X £ 1L,
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RIS ERFNMPEBERR , AppFabric LURE THEME,

RIUER N AR

AppFabric B FRREIERRRFEHANABRFERNNABRFAREEANRARAFPHEE B2 8
ZTWIERE. MENARFEHURRIPRSED , AEERIEIIREEREST BRI ERIE, XEK
BEstarterUserEmailsi&E QI ETE K AppClient NEEILLE S,

Application unverified by AWS AppFabric
RandoSoft

Allow AWS AppFabric to send data to an unverified app
RandoSoft it requesting to access your data. RandoSoft has not boen verified by
AWS AppFabric and might not be who they clalm they are.

You should not authorize this app unless you trust the developer of this app.
Allowing waverified apps might put your data at risk

Continue Exit

CreateAppClient 4(5i%

ServiceQuotaExceededException

MREE L ZTWB LT RE AppClient , NIHBAKELET 784 AppClients AT A2 EE AWS
WP, BREIN 1. HTTP RS : 402

ServiceQuotaExceededException / SERVICE_QUOTA_EXCEEDED

You have exceeded the number of AppClients that can be created per AWS Account. The
limit is 1.

HTTP Status Code: 402
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GetAppClient £ix

ResourceNotFoundException

MR EBEIREEEMEERTIKEI LT RE AppClient , iIHHREH A T EHH AppClient 82, LbiE
=R RAKEIFEE AppClient B,

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

DeleteAppClient £ix

ConflictException

MREER R BB TRE AppClient , MRFE —MIRIBEREELEH, FHETK , RAFE
Ho HTTPIRZSAKEE : 409

ConflictException
Another delete request is in progress. Wait until it completes then try again.
HTTP Status Code: 409

ResourceNotFoundException

R B BREDER AT R E AppClient , EHARB A T EFEIFR AppClient IRFF, EIRKRTAKRKE
$&E AppClient B,

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

UpdateAppClient £ix

ResourceNotFoundException

MREBEFEHIFWREBILT RE AppClient , FHRRBAA T EBEIFR AppClient IR, EEIRRRIRKE
$&E AppClient B,
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ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

Authorize fi%
ValidationException

WMREM API SETHE API FBEFEXWAR , BUTRLKBEIUATRE,

ValidationException
HTTP Status Code: 400

JR&A 1 : KRIEE AppClient ID B

BERSEHERD app_client_id. AppClientti R KeIE , FEI2 K EFHIE
B , app_client_idREEif. E&EK AppClient ID , EEA ListAppClientAPI ##4E,

JRE 2 : a8t AppFabric o3& 1A B & F B E N 24

Message: AppFabric couldn't access the customer managed key configured for AppClient.

AppFabric BRIZZEGRIEFRENTH , XURRHTENRRKIERE TE{L. RiIEEENZH
AppFabric RBFE , ABREE TN RR,

RE 3 : EENEER URL B

Message: Redirect url invalid

BRIERPWEEM URL EH, E4RSEELIRREM URLsIEEN EE M EE AppClient, &
EEATMNEEMIIR URLs , IBEM GetAppClientAPI #4E,

Token £&i®

TokenException

BRI TRE , RRAOT,

HEDR 50
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TokenException
HTTP Status Code: 400

FRE 1 : 88E T T B 7 Hp At

Message: Invalid Email used

BREERAN S FE 4t 5E 62 NiZstarterUserEmail s/E 4 %I H A9 &8 F hB 44 tth 31k 48 T AL
AppClient, IR B FEREAREE , FERXNCENBFER4¢it , ARER. EEEFEAEFH
# | B GetAppClientAPI #14E,

FRR 2 : XF grant_type 7 refresh_token , 2Kk E S AT,
Message: refresh_token must be non-null for Refresh Token Grant-type
BERPEEWRFSER nul RZE, £S5 AP AN PIEEZERNER refresh_token.

ThrottlingException

WREM AP FEREY R PR, MARSKBREITIRE,

ThrottlingException
HTTP Status Code: 429

ListActionableInsights, ListMeetingInsights # PutFeedback 5%
ValidationException

WMREM API SHAHE APl B EEXNAR , WARSBWIUTRE,

ValidationException
HTTP Status Code: 400

ThrottlingException

WREA AP FEREY R PR, NARKBREITHRE,

ThrottlingException

REFR o
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HTTP Status Code: 429

F iR AppFabric RERABFW IT/EME (TR )
“ AWS AppFabric T2 &7 1" Theest TEM B , s K ET 1L,

AE)BATFRERST/ERE (K ) LA AWS AppFabric HE R EEN TEREREMN SaasS
NABRFHNRLAF. RBUTSREERLENNARFH RN AppFabric Z RENARFRE , HH
BB EENARFTHRIRE (FlINEEEFHERTHRWN ) , BAERBENUATHNARRF
Asana, Atlassian Jira Suite, Google Workspace, Microsoft 365, Miro, Slack, Smartsheet , AR E %,
TR AppFabric IGRIARSfG , AppFabricAI A EEE LN EENAREFFIREE N AR RN #E
BE, NMBEBERS TEXRHARSIN IERE,

AppFabric A Ti2E ITE%ZE , £AH Amazon Bedrock X FNERRNA T EEE. AppFabric
REERGENABTAGE , T2ERLENRE, EERNEMNAERFTLEHERBLENE,
AppFabric f2ERENBTEBRINGHAEATERNENREEARESERE, BXEZER |, H55H
Amazon Bedrock FAQs.,

£}

- REH

- %1% . BFF AppFabric

- B2%  AENAEFERLE

- B34 ERENNRARERFE R ENRE

c FA4S  AREENBACENNABRFRITENAERRE

- BB T NLLEER AppFabric WiRE TAEKER (FE ) THEER 1A R R
NRLAFHIREITHREDRR , 328 AppFabric TERE

FRZM

Fraazn , FAREGEZUTAR

o BFEIE AppFabric : EFF IR AppFabric MIRE THERE , BRFEUTREAEZ —HEREERE
if ( AR & F#ZE ) : Asana, Google Workspace, Microsoft 365 = Slack. & 3FEL AppFabric #Bh

S VN 162
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BMNEEI RS TERERMEANSNMNNARRF P FEIRS AppFabric AP . BXfE , BRLE
IR N RAREF AT B4 R,

- EEENNAREFENEIL  XRETERNNONARFERBENARFEN#ENEE, BEERNNESMN
ARFHEEERREILE (AFRBNEB ) . XFNNARERF S Asana, Atlassian Jira Suite, Google
Workspace, Microsoft 365, Miro, Slack , JA X Smartsheet.

%1% . BFEF AppFabric

MR RAEFEEE AppFabric , FENABRNNEEETIENEENAEFF,

1. BMNNARFEFGUREMNS X AppFabric BTREIERR  NMTAEHREFENNARE
Fak, Bt , SMNMARFHBEEFREMNADQKKIRTEB AppFabric REEFHER,
FRLRBERANRENLT X, AppFabric HE LR TEER, FERRANEMNNAER
AppFabric #34F & 7RI F#H,

Supercharge your productivity with AWS
AppFabric
Sign in to get started

Connect your favorite applications in a few clicks and begin prioritizing your workday
faster using generative artificial intelligence (A1),

AWS AppFabric generates cross-app insights and next best actions based on your data.
You can see insights and execute cross-app actions from within your preferred appis).

2. FEAEKBLUTRMB —HEREZEF : Asana, Google Workspace, Microsoft 365 = Slack.
TREREAFR , RIMNBUWENEANSMNNAEFEAHEBNREREE AppFabric &, #l,
WMRIETE App1 kR T Google Workspace & , BAITBRIE%ERE Google Workspace £ App2
B, UREBR-—BNEREEENZTR. NREAHMRERER , WEASEENENEZENARE
FRERE.
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EEEmE

E AWS AppFabric

Sign in with your corporate ID

SLACK
MICROSOFT
GOOGLE

ASANA

3. WMREHIER, FAALHNEXRERHIEZ ZIEME AppFabric By &%,

3= slack

Signin to Slack

We'll get you back to the app in just a minute.

l G sign in with Google I
l & Signinwith Apple |
OR
I hame@work-email.com J

Sign In with Email

W'l email you a magic code for a password-free
sign iin. Or you can sign in manually instead.

Privacy & Terms  Contact Us @ Change region v

%1% . BFE| AppFabric
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Sign in to AWS AppFabric with Slack

PN

Select a Slack account or workspace

Andrew
email.address@acme.com «
8 acmewidgetsglobal slack.com

Your account details will be used to:

Establish a verified connection between an existing AWS
AppFabric account and Slack.

N

Help you create a new AWS AppFabric account, If you don't
already have cne.

Unlock AVWS AppFabric features in Slack, like configurable
natifications, rich link previews, and quick actions.

Cancel Accept and Continue

F25 AENMAREFIE TR

B%f5 , AppFabric FER—NEERH , WHEERE AT AppFabric HI2E TEXEME A
HNARFEDERERNFARERF AppFabric W ILEERIRIE, Bl , 4R AppFabric AF#HREY Google
Workspace 8BB4 B F75E3) HFHE R Asana. X F&EEHF AppFabric BN SN AREF |
BRESZTK—RLEREESRENT,

Zo45  AENAREERLE 165
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— Learm more

Display insights in [App Name]?

Once you connect your applications, we need permission to display your insights, artifacts, and recommended
actions within [App Name).

By clicking "Allow™, you are instructing AWS AppFabric to transmit the insights and recommended actions generated by AWS AppFabric, as
well as relevant artifacts and content from the applications you have chosen to connect, to the application that you used to sign in. That
application will display the insights, recommended actions, and relevant artifacts and content. AWS AppFabric will continue to send the
insights, recommended actions, and relevant artifacts and content to that application, until you disable or disconnect AWS AppFabric for
productivity. Learn more about how AWS AppFabric handles your data

B 3L EEENNRRERFERNBENERE

ERERNHE , SFEAEZENARFRE , BUNEEFIERE, %FL?&ERE%EL?&*’PR’%E
F A ZXENAEFRLRATERBENARFR@ENRE, RSBBERT , EEERARUBER , 8F
SEFRARTEREECEENNAER.

EENARRF  FRRESEANEIENAREFZINERZE,
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BRI

Connect applications

Please connect any applications that you use, Connected agps provide the source of infarmation AppFaliic uses to generate Insights and acticns that superchange your productivity,

Application

=
5

@

-

Smartsheet

Slack

Google Warkspace

AZana

Atlassian Jira suite

Mirg

Microsoft 565

Status

) Not connected

2 Not connected

2 Mot connected

) Mot connected

&) Not connected

) Not connected

2 Not connected

Learn miore

Wihen you click “Connect”, you are instructing AWS AppFabric to access your information (e.g. messages, files, calendar invites, colleagues, professional information, and other infermation) from that
application and ingest it Once AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign
i AWS AppFabiric will continue 1o pracess your INformation and crexte insights in this manmer, until you disconnect the application 3nd AWS AppFabric. Learn more abolt how AWS AppFabric handles

your data,

BEERHNARERFNEFREIL , 7 AppFabric/t 1A 8] &

B9 B 8iE LA O R M 52 AR R AR o

%35 EREHNRNRAERF LR EMNRE
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Tigned In
[ ] @ AWS AppFabric is requesting permistion 1o access the fabric-...
& 'EE . | | |
4 slack 03 Acmewidgets
. . Laan
Connect applications e mare
Please connect any applications that you use. Connected § nd actions that supercharge your producthvity.
Application & Action
Smartsheet
& snors 7 . 7 [ comect 2
4 ~ .
_ AWS AppFabric is requesting permission to
Google Workspace Connect [5
= ? access the Acme Widgets Slack workspace =
. . Connect [3
ss Asana What will AWS AppFabric be able to view? =
€ Atassian Jira suite =, Content and info about you ] m
W Mo Content and info about channels & conversations » Connect [
B¥ Microsoft 365 Content and info about your workspaoe ] =
When you dlick "Connect”, you are instructing AWS AppFabric Cancel m + professional Information, and other information) from that
application and Ingest it. Once AWS AppFabric ingests that ind irfaced to you within the application that you've used 1o sign
in. AWS AppFabric will continue to process your infermation a WS AppFabric. Learn more about how AWS AppFabric handles
yaur data

BYEZENARRFE , ZERAEFRNRSRN REE EANBERE . RE : £FENEINEATE
XU R RR A 89 A2 Fr SE AR L BRI B R

EENAERFRE , ETQXKEEE, CEEEHENEENARRF. BIIXEMEN THERMNMAT
BERBEMVFRIRE R

RERY N AR P IR BEE

+ Connec AppFabric ted-BIRE®EN , EEFEAEREUNARFHNBEER LA,
« FRiEE- AppFabric REALLNARFPOBIEERNRE, B0 LUEEFT B4 K L#E,

« BRKRK, BEMEE, - RENRAEFAIRFERRAN, MRFINRER B EAEREZE
EMERENNRAER.

%35 EREHNRNRAERF LR EMNRE 168
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Connect applications Learn more

Please connect any applications that you use. Connected apps provide the sounce of infermation AppFabric uses to generate insights and actions that supercharge your productivity.

Application v Status - Action
Smartsheet (=) Connected
‘I Slack @ Contbcrad Discanne ot

5 Google Workspace &) Connected Disconne ot

o Asana (= Authorization falled. Please reconnect. m
& atlassian Jira suite (2 Mot connected m
m Mo {2 Mot connected m

=. Microsaft 365 5 Mot connectied

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g., messages, files, calendar Invites, colleagues, professional information, and other infarmation) from that
application and Ingest it. Once AWS AppFabric ingests that information, it will wse it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue 1o Process your INformation and create insights in this manner, until you diSconnect the ApplicAtion and AWS AppFabAC. Learn more about how AWS AppFabric handles your

data.

REECZK , BREOFENNARRF. THEENAEFABHRETEELFE/LNN,

REEE  LUNSHELAENESECEENNARE. NRLEENFTRARFER | AppFabric
S L (5 R R R SR RN S B SR BT LR, MR RIRTE 7 KA T EHE R
2R, T F T 45 00 PR R ¥ o O SR 7 T BT 1) B IS X B L

a4 AFREENEAELENNAERFPHRITENHERRE

IR AR F5iEE/S AppFabric , BT LLERIZERANE , HeeBEEMNEENARFPRITEN
AREFRE. 5 HESIMNABRFBRIELINE , HEZ2BRTNARRT X ERESH B
AppFabric £7= HIhgE,

¥ N TR R
AppFabric 2 @£ DA T AR B LA

« YISKATHVLAE : AppFabric 2 REERNARFHTHNETERE. BAEH. ESMEENE
B, AERUENEERNRRILE  DIBEMLKITF. b5, AppFabric TEES % RE AR
(BlmEEEFERH, ZHQWMUERS )  SUNEFEEEENARFPNAENRITIXER
. flgn , BRI —FNE , HAES LRFELE , ABWERDNT S THRHEEEFN
AW
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- 2UUER N - WO AP ENEFRITHLWUMFRR I HER. AppFabric &2 TR BR3¢
TR, AERNBR2WENNHERE, k) eE2ERECEENNRARFPHAREHE (6
wm, BFERF, HENES ) XA TESHANSNMER  MATENARF ZRLRKE
BAR,

5 R R R R 1

X FHRERME | & AppFabric ATEEE B WHVRME | PIBIRIEE FHR4F, RFESWHROIEES. £
R1ERS , AppFabric ATRESIBREFIERNARFHNNEN L T AERFELFR. B, AppFabric
TRSBRELFERNBZWNEFHREDERESER, SRIATRUNREN , REEHFE -4
AppFabric fIENAFRE , EHRITREZH , RULEEFREMEERNAR. AppFabric HT4E
BMAATERNREHNABESRE (LLM) 2T~ 4£45% |, Rt REAFFENR AR TR
1THRE.

® Note

BEFERIEMFEIA AppFabric LLM B9%i . AppFabric RRIEE LLM % H B E B M SR
B, AXESEER , B2 AWS ARE Al KB,

B2 B F B4 (Google Workspace, Microsoft 365)

AppFabric A EEERNARFPFEMREE T4, BIISELNBFEHAHFR , 25 K
A WA WIEIEET, B FERFERAT M ‘B FERFIEX", AppFabric AJREREXEFRPLE
BAR , UHEBERETHESHEE. REBTE FHHE |, ERRIEURIAR TR,

REBTHMHEFETIIFE :

- ELFE-HRHABRTERG (KRGEA, PENBEHYIE ) | FELARBUAYE FHB4Fkut,
- FBITHHEFR

B 45 TREBNBHETEWNRARFPRTENARFRE 170
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AWS AppFabric Action

& Send Email

rose@acme com,brad@acme.com

BCC

ruth@acme.com

Subject line

Fallow up on the pricing program

Message
Flease follow up on the pricing program offline and let me know if you have any

questions, 3

REBTEHE  BFEIBFHEERENBIAMEE. I, EESERENNARFFEIAT
EFB TR, BUNEALERRESMIINARRF , A@EIABFHREERE,

AWS AppFabric Action

& Send Email

[ @ Email sent ]

POEMIE@aCTE.com

cc
rose@acme.com,brad@acme.com

BcC
ruth@acme.com

Subject line

Follow wp on the pricing program

Message

Please follow up on the pricing program offline and Let me know if you have any questions.
w In Gmadl [

r ™
(Do )

#8128 B 77E&3) (Google Workspace, Microsoft 365)

AppFabric A EHEERNARFPFEMCIEZBTENS. BINIESEELNEREDIFR , BFED
A, R, FTR/ERINEIMBE, SBEFRNESFIE, AppFabric TRERERXEFERAEKR
B, UEBEREETHESNEE,. RBZAASEHE , FEEUGEEHSF,

ECEBNEN , XTEEUTFR :

AR, T, GRS RE,
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« Jreaed R B A B R T SRR A,
« “BEFREREN , EFEEAMRE FERMbit (MRREH )

AWS AppFabric Action

5 Create Calendar Event

Title

Review Pricing Program revisions with Alex

Location - aptional

Starts

09:00 M v 2023/11/27 C‘_J}
Ends

10:00 M v 2023/11/27 C‘_J}
Inwite - optional

com,

Description

Hey friends,

Let's review the pricing program with Ales,

Thanis,

ccccc ..

REBREHNRE  CHEISEHEUENBIAMER. I, EESEEENNARFPEIATERS
HEVEEEE, BRLERALSERESMINARESF  ARISHRECEIR,

AWS AppFabric Action
& Create Calendar Event

[ &) Event created ]

Title
Review Pricing Program revisions with Alex

When

Movember 27, 2023 09000 AM - 1

Invite

0000 AM (AmericayfLos_Angeles)

Deseription

Hey friends, Lot's review the pricin

COm, 2]

g program with Alex, Thanks,Ruth Sent from my iPhane

Google Calendar 5

el

222 /EF (Asana)

AppFabric R FREFHEBENMBIRIS Asana NEHNEIENARFHRI, BRINIBERESEER,
BlIESER, ESMEE. B ARMNTESHER, AppFabric TR EXEFEBARERAR , MU
HEEBENEETSHE, FETESE , ERNEMEAERES. ESREEANKEFRLEN
Asana T{EZE RIS H HAES , WEF L ATERIAY BREE,

HITIEEL TN FZERF 882 Asana 5 -
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EEEmE

<R P R

o MRMER, WEZiE ABARE M B FER4Fbit,

AWS AppFabric Action

<o Create Task

uuuuuuuuuu

BIEESE BB -FBIER  RAFESEEFEE Asana. It , BELBI-ITATESR

SR 4EHEE Asana, BRI SAERAEEERRS MBI N ARERFURIET
MBI R AREF Asana T/EZEH., TH HES.

AWS AppFabric Action

«» Create Task

Title
Meet with Finance about Acme pricing

Assignue

John Doe

Due Date

2023-11-27

Deseription

Wa need to meet with Finance to finalize Acme pricing which ks eritical for launching cur
.....

[@ aaaaaaaa ed ]

B2 ES (Smartsheet)

SRR, ALRERE

AppFabric R FEE R HEFNBIRES Smartsheet NEHNE RN ARFFIRE, BINZBFERES
FE, flESER, ESMEE. BLABNESHER, AppFabric TRERKEXEFZBRFERR
B, UBYERECNEESHNNE, RETESRE , ERIEIUGEES. XTF Smartsheet 155 ,
AppFabric FF 8|28 — N FAEES Smartsheet TEXRHIEXRMECRIENTS ., XHEMERN T HED

LA R{Lr 75 0fF AppFabric £ HVIRIEEHRE— N F.

HIIEEBE LT FERF 8E812 Smartsheet 1155 :

¢ R T

B 45 TREBNBHETEWNRARFPRTENARFRE
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« FUAMTRERNE FHfFibat (REHR ) .

AWS AppFabric Action

[Z] Create Task

Title

Meet with Finance about Acme pricing

Assignees - optianal

alex@acme.com

Due Date - optional

2023/11/27 C‘_a-‘j
Description

We need to meet with Finance to finalize Acme pricing which is critical for launching
OUF service.

BEBESE , BREI—KBIAEE , KBESEEPEE Smartsheet, L4\ , BESEE—A
AT EEESHEEE Smartsheet, A UFERALEZERESHINARRF  AEBCUENES
Smartsheet Ik, all future Smartsheet {EFS5FE THERPIETR, MR ITERMWEMIER , AppFabric F6i
B IEX.

AWS AppFabric Action
[ create Task

e
| & Task created

Title
Meet with Finance about Acme pricing
Assignees
alex@acme.com
Due Date
2025-11-27
Deseription
W need to maeet with Finance to finalize Acme pricing which ks critical for Launching cur
service,
w in Smartsheet [4

€l

B IT MIZ£EERA AppFabric XS T/EME ( K ) THEERY A RIXR
“ AWS AppFabric T2 &7 1" Theest TEM B , s K ET 1L,

FTE &R AppFabric TIRE4.7H ( i ) ThEEM SaaS NAEFAFEAAFABEF AP
. AppFabric MREHLE—KITEER , RETBALANNXEERRA TEREAENHRNE | &
ERIAT®I -
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- REFBREME (1dP) BF : BALBET S HREERILEZFRNR , SUEFHAFXNERKXALE
RETIRERY ISR,

« OAuth WEENABRFER | BEZERARII RS OAuth, WRETRLIERAFFEE OAuth &
PRI R AR FIEED 2 8 TEX.

NERAHAFHIR®ITHIEDERR , 125 AppFabric TE®RFE
“ AWS AppFabric &4 7= 1" hEed FTREMER |, AlsEe R £k,

AT NBERERANBFELERR , AppFabric UIEE THEMRE,
RRUFW N RER

AppFabric A FRREIEREUFEENARFARNWNARFERNRAAPHEHETISEZFE
IR, MREEZABFABE REUE” HIE AppFabric , MR RZNAERF & K4 ﬂAppFabrlchﬁ
INNMARFHFAENSONNARFIME RN ERENRIISE, FIENARFBURBIPRAR
o, AEERIESEERESF2EXNERIE,

ERAARZRIINNABRFRE M. NRTHENARFARAR , WTNUFINARFREERIER
ShEBgs,

Application unverified by AWS AppFabric

[App Name]
A\ Allow AWS AppFabric to send data to an unverified app
[App Mar me] requesting to ur data. [App Name] has not been verified by AWS AppFabric and might not be who
they claim they are.
should not authorize this app unless you trust the developer of this app. Allowing urverified apps might put your

da|a at risk.

arn more about how AWS AppFabric handles your data

HTRE, FEHREZBENEER (InternalServerException)

2 AppFabric AT ASIHMARFSHE T RAER, FEHKE R SREFEZS
RERREIEE, EHEER.

REFR 7z
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[ & Something went wrong. Please try It again or check with your Admin, ]

Connect applications

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application v Status - Action

[ smartsheet @ Connected
4% slaek (@) Connected
5 Google Workspace @ Connected
o Asana 2 Not connected Connect [
£ Atlassian Jira suite ) ot connected
W o E) Hot connected Connect [
B® Microsoft 365 E) Not connected Connect [

‘When you click “Connect™, you are Instructing AWS AppFabric to access your infermation (e.9. messages, files, calendar Invites, colleagues, professional information, and other Infermation) from that
application and Ingest It. Once AWS AppFabric Ingests that information, it will use it to create Insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue to process your information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

data.

AT ERRHIMSBIEREIEL, BEHREHER (ThrottlingException)

= AppFabric AP T0ES S R E 7 sl T R & RB M T N AR FEER | SRS EH
B, BHEEHR,

EHERR 176



AWS AppFabric

EEEmE

[ (& The request was dended due to request throttling. Please try it again in some time.

=i
¥

G

L
L1

data.

Connect applications

Application

[ smartsheet

Slack

Goagle Workspace

ALAND

Atlassian Jira suite

Mirg

Microsoft 365

Status

@ Connected

{2 Connected

& Connected

{2) Not connected

{5) Not connected

© Mot connected

{2 Hot connected

Please connect any applications that you use, Connected apps provide the source of iInformation AppFabiric uses to generate insights and actions that supercharge your productivity.

- Action

Disconnect

1000000

When you click “"Connect”, you are instructing AWS AppFabric to acoess your Information (e.g., messages, files, calendar Invites, colleagues, professional Information, and other Infarmation) from that
application and Ingest it. Gnce AWS AppFabric Ingests that Information, it will use It to create insights and recommendations that will be surfaced to you within the application that you've used to sign In.
AW'S AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabeic. Learn mare about how AWS AppFabric handles your

B FTAXBE R AppFabric, 15 AppFabric E#7& % (AccessDeniedException)

2 AppFabric A1 FAS H M AR F S T 7 RARIEL = B T AR FEER , BRI

BtkH S, AppFabric B &EFE,

HEHERR
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[ (& You are not authorized to use AppFabric. Please check with your IT Admin, ]

Connect applications

Please connect any applications that you use, Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application = Status - Action
[Z] smartsheet 2 Connected
A% St ornecte sconne
AY Stack C d oi ct
& Goagle Workipace @ Connected
o Asama ) Not connected m
€ Atlassian dira suite (=) Not connected Connect [7

ro ot connect
o & Not ed Connect [
=' Microsoft 565 O Not connected Connect [

When you click “Connedt”, you ane Instructing AWS AppFabric to access your Information (e.g., messages, files, calendar Invites, colleagues, professional informatien, and other Information) from that
applicathon and Ingest it. Gnoe AWS AppFabric ingests that informatioen, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in
AWS AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabiric. Learn mare abaut how AWS AppFabric handles your

data.

AppFabric I2/@ T/EXZE APIs ( Fili )
{87 AWS AppFabric TAMEIEA FREM B | TheLKET(L,

AT AWS AppFabricE 7= A IhEERY API B4E. BURRENE N HiR,

@ Note
BXFTEHAMEE AppFabric APIs , 5% AWS AppFabric APlI &,

F&:
RS THEME AppFabric B API 324 ( TEMR )
o REITEMEN API BIERE (KR ) AppFabric
125 TR AppFabric B API 48R ( Tk )

AppFabric 1 T2 & TEME APIs 178


https://docs.aws.amazon.com/appfabric/latest/api/
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RE ITEME AppFabric B API 4 ( FLLEAR )

#2786 AWS AppFabric TIEMENEAL FREMER , TaELRERI,

RS THEMEINAE AppFabric XU TR,

B35 E#b AppFabric API 84E , %35 AWS AppFabric API $24E,

» CreateAppClient

* DeleteAppClient

» GetAppClient
» ListActionablelnsights
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SIZNAREFRNET , AppFabric TRESERERHNAZEFHMES ID MBEF B HFBHRIENR
P IDEENHE—RHN , IENARFRAZPEH. BEATRICNAREFRXIEFBEXER,
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TEEAWS BREHE, FHN AWS BF , BAIUZRTENREARSHZ e BBBEALANERMY
BRBAE R UMM LZE,

RERNMFHEEE AWS 5TE, REHEEXFEHRNENRZEMNEZIN LTS

s TRE — AWS AFRPES AWS RS FETHERMZEH AWS Cloud, AWS & 79 #8125 7T 1
ZEFERANRS. ERAWS EMUTRIERITREAITRIEN—EBS , FB=HFIHIHEHN TR
ERMNEZEMNERM., ETHREANESMITR AWS AppFabric , HSHRAMITRIXI S HCE R
AWSAWS BREEEH TR,

s THETE — BHTEHREZAWS RS FANABTRE. EEFENHMEEAT , SRENHEN
BRM, BLTANERURERNEEEN,

A SCRE AT ES BY AR T R TE 65 F B A04RT R A 9 BB SR Y AppFabrice BA T ER[EE S E it 1T B E
AppFabric LB R EMNEZEMEAMBIR. BEFEIMAERHEMSEE AWS RS KA BEEZMER
P I&BY AppFabric &R,

F&:

- FHBIERF AWS AppFabric

- WEHHIFEEE AWS AppFabric

o AMMIIE AWS AppFabric

« UWTFAENEZEERESEE AWS AppFabric

« #1E1E AWS AppFabric

- RWEMIEEZ S AWS AppFabric

« PEYEE FRE 2 AWS AppFabric

B Y B IE R AWS AppFabric

72 AWS BERFERFAFHHEIERY AWS AppFabrice IIARERFTIR AWS |, ARRIPETE
NENLIKREMZEM AWS Cloud, BAREFNREEENREMEN ENNENES, SEATERE
A AWS RS WL LBENERES. BXBERLMNESEER , BFSRANERALELRBE, X
RONBIERIPWER , ESH AWS Security Blog E#J AWS Shared Responsibility Model and GDPR
BENXE,
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- FAHRE API AP EZI BE AWS CloudTrail, Bx{# A CloudTrail BRERIEHIR AWS JEFIHNEER
BHZ R (AWS CloudTrail BF#ER) REFEAR CloudTrail &,

- FH AWS MZERAFRUREFNFFIERIANZSEH AWS RS,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
R

- MREE AWS BEGSTRES APl ##HTH R EELZT FIPS 140-3 RIFMINZER | E6EH

FIPS i 5. BXA AN FIPS HRMNESZEE , TSR (ZEKIPEELAERE (FIPS ) 5 140-3
) o

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABANEFR
(MEMRFER ) . XTELEEREEE. APl AppFabric iAE L AWS RS HREREFIE AWS
CLI, API 5t AWS SDKs, ERTEMBHREHEBHRAX R FRIAMANEAHRESTESATIT
BHLM BT, WREEABRS[RAEM L |, BARWEFSEEM P IEEIUEE B KRB U Z RS
2RHER,

® Note
BXERATLZEMNBIERIH AppFabric EZER |, BTSRRI EIELLIE AppFabrice

Yk

AWS AppFabric X185 NE , X —MRS[IRMNETE , S5LNNAREFSHEXNATEBER

FRHER , WL AppFabric BB H#1TNE , A ESHEHREN N E#THE. RABRT , &
F from AWS Key Management Service (AWS KMS) AppFabric INZ &M #IE. AWS HAEN R &

WA LU RER BN E R REBAXNBIEFTINE AWS KMS,

HEMRNARFRAEN | HTE THIEEFBR K AR,
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&5 T &

BEENAEFEN , BALERE AWS RENEH IFFEEFRH. ENFIHSRRRENAE(L
HiEe , SREERRFEEPRL DR E 2 FEIRS (Amazon S3) Service FEEH |, £ L 2 4A
X HEBITINE . AppFabric %I K 7 72 30 K5 5 174 18 A o 3 HA SRR A BR

AppFabric £/ TLS 1.2 RFERPAMMEEIE , HEHA AWS £8 V4 X AP ER AWS RS #1TE
Fo

#HEE

AppFabric X#F A AWS AN ZH FFRERHNRERITNE, RNBVUEERAEFREER
H, R ERLETSEHNZERE, SEEREFEEZAN , SRR KE AppFabric M inZ|%
FREZS  KTFEHBRAFEFEEZHINR,

EFRERH
BORES RGBT  FIRE AWS KVS FFRA RISRM IR HE KMS 3547 8 ST TR 1.
A R

ZHRBEFINEFFREFANLH. SIMEFREZALTARE-IMEHHRE  HhasBEHETN
ERAFRAURNAEAZANSER, EFEFRERHAN , AUEEZARE, AXUBZABRNE
ZER , FS AWS KMS TR A R BRI /Y 8 E R A BUR

ENEFREZRPES—EMEA AppFabric , 8] &H AppFabric R AWS Identity and Access
Management (IAM) RSB BXNENEAZNEFRERH. RIMNEBENECBR—MEZEREER
4R , AppFabric 7 &# AppFabric AP RMAZZHNAF . XMEERE 7 ihEEKRENE
B. ZENAFPEENNROTAMR :

* kms:DescribeKey
* kms:CreateGrant
* kms:GenerateDataKey

* kms:Decrypt

AWS KMS #ZH| & & 5| SEERENNZARKEEZN. BXBARBNESEE , F36H AWS
KMS FF & A RIEEERY AWS KMS H #Y 27 5 SR B

UTR—ANBHABRTRH , EW5
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- JTEAREMY AWS IKFIRAF T iEHl,
« RYFAF#E R AppFabric K& & %48 AppFabric.
« us-east-1 FIRENNARFHESIHNRHABE.

"Id": "key-consolepolicy-3",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "Allow access for key administrators",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],

"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_ID"

"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

"kms:Describe*",

"kms:Get*",

"kms:List*",

"kms :RevokeGrant"

1,

"Resource": "*"

"Sid": "Allow access to principals authorized to use AWS AppFabric",
"Effect": "Allow",

"Principal": {"AWS": "IAM-role/user-creating-appfabric-resources"},

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:ListAliases"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"kms:ViaService": "appfabric.us-east-1.amazonaws.com",

R
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"kms:CallerAccount": "111122223333"

w{EIEH AppFabric A %MNIE AWS KMS

AppFabric ERZRERNS EERAENESEEEN. AXEZER , 55 M AWSKMS FRARE
AR AWS KMSH R,

DIENARFEN , B mARECreateGrant HRFMRE AppFabric BRI AWS KMS, HHR
R AWS KMS A TR FXIE K/ AWS KMS Z 4789 AppFabric 15 E#XFR. AppFabric ER R/ £
RENBEFEERARITAT RERERME

« M &Ri%GenerateDataKeyi&ER AWS KMS L4 BN E FIEERA MBI IEZA,

s MREFREMZBEZABDecryptiFR , SUBX LA A A T INZ K Bz M 7 242 5 P Y R A
BEFFETHE. AWS KMS

- BARXEncryptiEsR AWS KMS LA hnz2 & 5 b #9 51 F 72 7 R 5 A

AT R RAXB R Ao

{
"KeyId": "arn:aws:kms:us-east-1:111122223333:key/ff000af-00eb-00ce-0e00-
€a000fb@fba@SAMPLE",
"GrantId": "Qab0ac@dob000f00ea®dccPaed@dfcd@bce@ddcP00fO000000cObcPa®d@daaafSAMPLE",
"Name": "ff000af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"CreationDate": "2022-10-11T20:35:39+00:00",
"GranteePrincipal": "appfabric.us-east-1.amazonaws.com",
"RetiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"Operations": [
"Decrypt",
"Encrypt",
"GenerateDataKey"
1,
"Constraints": {
"EncryptionContextSubset": {
"appBundleArn": "arn:aws:fabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fb@fba@SAMPLE"
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}
}
}I

L IEWIBR N AR F 2R, & AppFabric ERAMNENEF REZH KB RN.
IR IER N %47 AppFabric

LIBF AWS KMS BEF B R 5 — 2 FE AT AppFabric , BAILUER AWS CloudTrail B &R R ER
AppFabric ZIXEIHER AWS KMS,

LAR 2 AppFabric ffACreateGrant®E A EZ AT IZ R CloudTrail WEH R,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-04-28T14:01:3372",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-04-28T14:05:487",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "appfabric.amazonaws.com",
"userAgent": "appfabric.amazonaws.com",

"requestParameters": {
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"granteePrincipal": "appfabric.us-east-1.amazonaws.com",
"constraints": {
"encryptionContextSubset": {
"appBundleArn": "arn:aws:appfabric:us-east-1:111122223333
ff000af-00eb-00ce-0e00-ea@00fbOfba@SAMPLE"
}

1,
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLEID",

"retiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"operations": [

"Encrypt",

"Decrypt",

"GenerateDataKey"

1,

"responseElements": {
"grantId": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/KEY_ID"

I
"additionalEventData": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddcO00T0000000cObc0a®d@daaatSAMPLE"
I

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{

"accountId": "AWS Internal",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/key_ID"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-east-1.amazonaws.com"

:appbundle/

WS R N 2 4R AppFabric
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AppFabric,

BRS5 A -t R & A i AppFabric RFZER I , MENEERR SN ERUMENEIENNR, 2R
FAE % AppFabric TheER TR TIER , IRATRERETANNIR, THENAEERIGRNREEETERE
EERBRESWNR, MRIETEVE AppFabric FRVAEE | iES 59 3 AWS AppFabric &4 #ih
83 1T R BE HERR o

RS S8 R -t R A5 A T AppFabric BB , M A AHE 4 15 EUR AppFabrice %8 T2

TESERIBR S5 FI - RL 175 (R BLE AppFabric ZIBEMIRIR. AR, B4 E IAM BE R RRERUE RS
FAPHRR. BEFZNELOESUT®E IAM HEAES, EiFA T RENLATNAE IAM SBRE
£/ AppFabric , IFZ B0 AWS AppFabric 5 IAM B& .

IAM BEER : lIRER IAMBEER , B HE THRUOMTEEREUEEX AppFabric B [7 X R
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FEREMHITEHREE

BRBIERE AWS FASMEIERFNAR. BXTE IAM AR BHHETE AWS KRB E
IAM BeHTEHRRIE (B2FAWS ),

B ERBEY A REMNERENL AWS BRE 514 %%, AWS IAM Identity Center ( IAM Identity
Center ) AP, RLOFINERBEZE MR LAKREN Google = Facebook EIRMEKE F 108 =Hl,
LEUBKE B REREN , SNEEALGER IAM BERET BHKERIE, HIRERKSHR AWS
i, R ERERE—1NEE,

BRIBEWAFER | EOJLLEF AWS Management Console 2 AWS HRITF, BXERXRNEZEER
AWS | B2 (AWS &F AFERE) PHIAEREE AWS IKF 1,

WMRIE AWS BURTEAXNIFR |, N4 AWS BERETF AEH (SDK) MéarH1THE0 (CLI) , MEFEAE
HERFNERBITNZEE, NRERFFEHAWS TE | NIXFTEHCEBER, BXERABENSE8
TXEERNEZELR | B55H (AM BFERE) WA TEE AP i5REAWS £ A 4,

TFERAMSMARIESE , FHUREEERHEEMRLER. HlU1, AWS BUEFEAZSES R
(MFA) SkiREKFHNREM, ETRESELR , 550 (AWS IAM Identity Center A 1ERE) FNZ
EHHRIERNM (IAM BFER) F1 1AM FHAWS ZE 5 A KIE,

AWS Ik FF root A F°

BIZet AWS Ik, BEREE—NEBEREN , ZEOTUAT2LRKS, FHRAERIE AWS RS M
Ro MWEBEHI AWS K™ root FF , A &I MK 7 B F 49 B8 F iR 4 3tb 31t A0 23 60 2 SR BN A 13 ]
Z5M. BARNETEEARAFNITEREES. RFPFRAFEILE , HAEAXEZIERKITRA
FPRIMPITHNES. BXERGUBAFSFOEITNESHTEIIR , 5K IAM AFEEFNEE
BAFFIUENES,

S

FEARESRER , ERXRAXAF (SREEEEAHRANENAR ) FASEHREENEKS B HRIE
AWS RS B IErHEB BT,

RESMREZNDLAFBER, Web 124, Identity C enter BRFHAF , HEEMAFEA
AWS RS BN 5 oRIBEHIEEFHTIHEAAF, AWS Directory Service Bk & & 1015 18] 84 AWS
e, iEgnEAe | ACREIEHESR,

EEFEBIHRINE , BWWEFER AWS IAM Identity Center, & A BLFE IAM Identity Center AR 8% F
FRMEL , SO UERARSIEECHEMRTIN—HAFNEAL , LEEENAE AWS K-

A5 01T EHRIE 212


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

AWS AppFabric EEER

RIRARFHER. X IAM Identity Center S 2 , iS5 AWS IAM Identity Center Fi 38R 11
Z & |IAM Identity Center ? .

IAM AP B4

| AM A 24 AWS IKF AR NMNARNARFEERENRN S B, ETENERT , RIMNEBIE
AIEREIE , MARMEEEKEI (MEBMBRZH ) B IAM AP, B2, IREE-LEE
WERZSEERHEIELR IAM AP | BUUERHRIE R 34, E%E%Ew,m/@<mmth
M) PN TEEKHREIENAS  NEZFENEHIHEER.

IAM AR —NMEE—H IAM AR B R, BTeEEREANEHESR, BUUERAXR—XIERIZIMNAE
FEENR, MREXERF , FRATUERMMEBRAFNR, flin , SBE— N a2 hNE
4B, IAMAdminsH EiZEA B FEE IAM FRIBR,

AFREAGFE., AFE—ESEMNARBRNARFXEK K MAREEILEECHNEMAKRA. AFE
BAKANKBEL K mAeRHRNZE. ETHEZEER , BEZH (AM AFER) 98 1AM AR
RS ESA

IAM B

|AM AERENIBERRENR AWS IKF HWEM. ERET IAM AR , EEREARTXEK. EE
FIRRTELE IAM B AWS Management Console , & LM A F 12| IAM A6 ( 248 ) . &T
LB A AWS CLI 5 AWS API R ESEABEEX URL RRAAE, BXxFRACHEEZNESE
B, #ZH (AM AFER) PR ABEBNE Z.

BEHIGEIEN IAM BRELATERLTERER :

- REAFHE  EARESHIENR , BUEABGHNAGENNR., YRE5HHTEHR
iftﬂ‘f ZEHEEACHEXBAMBE THACE LN, BEXATHREFHRIINAGHE
, mZHE IAM AFER) PRHNE=F SO REBUERAE (KESHRIE) . ﬂﬂ%i&?ﬁﬁﬁ
IAM Identity Center , NI ZEEFRENRE. N EFHENSHEHTEMRIUEETRIHERANE ,
Identity Center FHXPRES IAM A B BHEXEK, BXNRENEE , ESH (AWS IAM Identlty
Center AF1EF) FHNRE,

o IERt IAM B FPABR - IAM AP ARRA IAM RS AR® , LERRESHNBEESHTRNR,

- BIKFER : £9UFER IAM SEUATTREKFHRHNENA ( TEER ) HREEHIKS PR
Ro ABRRFEKFIHENBEHEESR, B2 , I TELRR AWS RS , Er LU RS EZH
MEFR (MAREAACENRE ), ETHRATEKFHTRANACGNETRRNER ZRNE
B, ESE IAM AFEREHRHN IAM B BIK S &RIGE .
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- BIRS R — B AWS RS ERAEM AWS IRFSRSHEIIhEE, flan , HEERS PIKITHIE
i, ZIREBEESE Amazon FETRAREF EC2 HIE Amazon S3 FE#ENR. RS ATEELER
REARNEHENNR, FAKRSACDSMERRSHEXAEKRRNITIHEE,

- ®BRIFRISE (FAS) — HZFEH IAM AR ABEPIRITIRER AWS | BEUNERA. £H
RURSE , BAgESMT—NMEE , ABUBREETHMERSZHEH S —MRE. FAS £HEH
ZRANNE AWS RS , Bt AWS IRF B FERSAHERVER. REERSKIFES
Hth AWS RS SR BRRESRETHWBERN , T2KkH FAS R, EXFERT , BXMER
AT RIURIER R, BXxA&H FAS BRI ERKIERE , BSRELAHRLFE,

- RFAL - RFACGRBRSAREEENIK, PRITRIEM S RN IAM A€, 1AM EE G AJAE
IAM FalE, ERAMPBRRS AR, BXEZELE , H5H (AM AFER)Y PHeIER[ AWS AR
SERRXBERAE,

- REHEXAG-BRFHEXACR—MERSHEXEKNESAR. AWS BFRSTURKARKER
TRENERG, RESHEXACHINELZNS AWS IKF |, FBEARSFE. IAMMEBEBRTUES
B EE4mERSHEXAENIR,

« £ A@@ mazon LETHNARER EC2 — ZRAILAEA IAM AREEE EC2 Kf| LE1TH A H
AWS CLI 5 AWS APl IR N AR FHIEFHES, XHE7E EC2 SKflhFE TR ZAETR, E
N EC2 k608 AWS AEHERETHEAMENARFEER , BFEE0E MM ZSE IR K5
BEXH, ZHBEEXHETEZAC , HAYE EC2 XMl LETHREFRERMER, BXESE
B, EZH IAM AFEETHNEA IAM A6 E7TE A mazon EC2 32| LETH N AREFR TR,

£ F SR E IR 17 )

ERELAWS B eI 2 R EM IR AWS SH R FERZEFFAHRNR, REREFH—
MR AWS | SEEHHFARIEN , EQELENR, AWS EEEA (AP, root AFHAES
E ) RHERTAEXLRE, REFHRBERATERIELER, KSBERKELL JSON 34
By AWS FEXfFEEH. BX JSON RBNHENEHMNABTNESEE , SR IAM AFEREFRY
JSON KB

EERWLER AWS JSON REERIEEHEARIBEMF L, BREYR , BNEETUNT LR FERITER
&, ARIEMHAZRHETHIT,

MIANBERT , ARFMALRXENR, ERTFRAPNAERFRITRENNER , IAWM EER T 6I2
IAM KB, EERBETUARAERMMNIAM KB , HREATURABE,

IAM SREEE IRENNR , TXFEFERAMI G EZHITRE. 0, RIREEF—N AW iam: GetRole
BRENKE, HEIZFERNAF UM AWS Management Console AWS CLI, X AWS API 3R EXA &
B,

FEARKEERR 214


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS AppFabric EEER

ET 508K

ETEHNRBETMMESZH (0 IAM AF, AFASAER ) 1Y JSON RRREE A, XL R
EHRFMASAEMPRA TN BERRRITHBLERE, ETHRNTOERET HHRRRE  FSH
(AM RF$Em) FHVEAE S EERBE L EE YL IAM IR,

ETEHNRBALR -SARNAKRKEREEA KK, ARKBEERALEINAS, 4HAG
. RERBRMIMAVKE , SULLEEMMIFHSIRAS, HEANAE AWS K, RERKIE
AWS HEXRBMEFEERE, BT HRNMEEERBNARKE 2BRTER , BS6H IAM BF
B PRERERBSRNBRERR < BFEITEE,

BT HIRM R

ETRIFHRE MR R JSON RN, BETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE., EXFETHRVRBHRS T , RSEE R JLMER EIREZHII 4 E R
FREVEE . N THEERMIMREA TR , REEE IS EE AN 2R RINTREREAREF LSRN
THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e

ETRFHNRERNM T ZRSFHRNEKERKE, ETREETRARNKBEHERM IAM P AWS EX
B

HEEFI5] R (ACLs)

REFIFIR (ACLs) 2HBLERFEA (KFKA, ARRA® ) BNBRER, ACLs SETHIRM
REERL , RETMAEEM JSON RME K,

Amazon S3 # Amazon VPC R X FM RS =¥l ACLs. AWS WAFE T EZ{SE ACLs , iEZH
(IO EAFEFRSTT X EERE) FHhRES FIER (ACL) #ER,

HREgRE
AWS XFHMAIAERAREERE, XERBRETLREERE ANKBERERER TFHRANR.

« RRBFA : NRLAR—ANSREBAL , AT REETSHHREETLRN IAM =K (1AM AR A
&) BFHRANR. EUTAEBRENRILR, XELERNBEEZEETHRNRERENROR
M, £ Principal PEEAFSACHETREN KRBT ZNRLARH, E—MXKFHE
NELFBEAR Y. BXANRURNESZEE , HSRIAM AFEEDH IAM ESEHRRII R,

. RS 124 (SCPs) — SCPs 2 JSON %8 | AT ISERAMRAL BT (OU) B & AR AWS
Organizations, AWS Organizations  —H A FTXZHN B HENZ AWS K~ T T2 HMEH
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EENERS. MREBEAHALTRNFMETIEE , WA LUSARS 26K EE (SCPs) NA T ENERRME
. SCP BREIRAMKFHHEME (ZEESN AWS IKFIRA PSS ) B9 BR, BX Organization
SCPss MINEZE L |, 210 (AWS Organizations A 1E/) YIRS 3 HI R,

- BIREHIZERE (RCPs) — RCPs & JSON KB , WA MERAERREKS, PEFRHNHARAN
R, MEZEEFHMEEHEENENREN IAM K#, RCP FR&IK R MK P RREHNNE ,
AREEMENR (2ESH ) HERNR AWS IkKFIRAF , TieXESHRERE TENAS,
A< Organizations FE Z{E 8 RCPs , 8 AWS RS ZX M %IEK RCPs |, i55 1 (AWS
Organizations FAF1ER) M EIFRZEHIFKE (RCPs).

- 2FERE  RERREAEUREARNNACTKEAF RGN K ENENSBEZN S RER,
HRAFENNREAFSACHET SN RENSERBEAIRE, NREIURBEETRRNE
B, F—MEBPNEXIELFEZAT. BXREZEFER , F2H IAM AFEBEHRHNSERE,

S REERE

S NRBEMRBEEA T —MERE , ERNNREMERNEIER, BETHRELSRSHREREN
WA AWS BER B AWER , HSH IAM AP EEHRHERITEEE,

#n{a] AWS AppFabric & IAM B4 fE

EEA 1AM EEI5RAXBR 2 81 AppFabric , 55t T B WL IAM ZhEE £ AppFabric,

BRI LAFEELE A B IAM ThEE AWS AppFabric

IAM 451E AppFabric 3%
ET SRR =
E T RIRH RS )
RIRIE =
R 5R =
RN -
ACLs &

ABAC (SEBEHRIIRE )

fim
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AWS AppFabric EEER

IAM 431E AppFabric X%
E L =
REAE &
RESMEXBE =

ELE THRAZEIAM IhEEW B H X AppFabric ME Mt AWS RS ThaE , BSH IAM BFEEHH
5 AM B & EAAWS RS

ET 58K AppFabric
HRETEOHNER : 2

ETHONRBETMMNESM (W IAM AP, AFASAER ) B9 JSON RRRM I, XLRK
EHAFANASAEMAMES T BLERFNITHLERE, BETHRNTEETSHNKRE , 5K
(AM BFiERE) FEATT EEAFRE LB E X IAM &R,

LR IAM BT 5 HHRN | EANERAFRIELWRERNDRUR A FRELRIENRIE, ©
FEREETSONERPEETS  RACEATEMNGALRAE, BTHTE JSON HHh(E
RWFAERTE  WEH (AM FFHER) B IAV JSON S THEEI A,

ET 5 H KRB R~HI| AppFabric

E&EF AppFabric ET B HWRBEN A , BSH. EHT AWS AppFabric (WE T 5419 KB =1

HNEBE T 5 IRV BUR AppFabric
XRHETHERNER &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHRMERE., EXFETHRNRBHRS T , RSEE R JMER CINREHII 4 E R
BREVEE. N THEERMIMKRBEHO TR , REEE IS EEMAE AN 2R RNTHREREAREF LSRN
THIT, BXTEETRFENRBREEER, ZRATNSEKS, AP, A, BREAFH AWS

e
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AWS AppFabric EEER

ESABK/ER , SR LHEANKSSHEMKS P IAM XEEEANE T RFRNREHOEE, &
SRS ERFMBETRFENRBARBUGERRIEN—¥ME. HERANGRL T AEER
AWS K/ |, AIEIKF HEY IAM EE R ESMEEEARE (AFRAR ) RTFBRIBRHNR, i)
BEFETSMNRBHIMBIKNEUR TR, ER , RETHRVKBEDE —NKS R EERT
WERR , WFREZINNETEONRE. BEXESER , 558 (IAM AFERE) P/ 1AM B8
B K = B R 5 ]

K 173 AppFabric

XEFRBEERE R

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BREER , BN EETUANT AR FERITER
1, UREMA ARG THIT,

JSON ZREEHY Action TEMA A THERK P R IEL TR AVRE, RBIREEEEXEKHN AWS
APl BERIE. B—EHIAER , GlaE BT AP RENNRNR 81, &8 - LREFZEERE
PRITSNMEE. XLEMIRER N HERERE.

HREEF 2 ERFEUR FHATREIREARR,

EEFE AppFabric 23R | HSH (RETENSE) AWS AppFabrich & LY 1E,

EEWATHY R BB IRETE IR VERT AppFabric AL THIA :
appfabric
EEaMEAPEESIRE , BEAESRENRT.

"Action": [
"appfabric:actioni",
"appfabric:action2"

]

BUERBERS (*) EESMRE. i, EREENEFE List FFANAMERE , B8EUATRE
"Action": "appfabric:List*"

EEF AppFabric ET S REEN B , SR, EHT AWS AppFabric BYE T 5 149 1Y 5 k& 7=~ 45
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AWS AppFabric EEER

Y BUER %2R AppFabric

XEFRBER : &
EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRY , BNEAEATLI AR RINITER
&, BAREA ARG TIT,

Resource JSON R T RIEEEQHNAREN —IRZ N T R, BEAHXMNEBE Resource
NotResource T3, #ENFESLER , BEAHE Amazon BEEH (ARN ) BEERR. W FXEFHEE
FRER (MABRBRRNR ) WIRE , BRI AHITIRE,

X FAXZFRRENRAORE (NP HRE ) |, BEABES (¥ ) ENEANATHRRERF.

"Resource": "*"

EEF AppFabric BIREE K HFIFEK ARNs , HZH (RFTENSZE) AWS AppFabricH E LK F R
KB, ETHEVUCAPLREREESHEEREN ARN , 5SHENLHRIE. AWS AppFabric

EEF AppFabric ET S HREEN R , SR, EHT AWS AppFabric BV E T 5 14 19 5 k& R~ 45
i SR BE S 2248 AppFabric
TEBETRSWRBRGR . B

EER WLAER AWS JSON REERIEEHERRIBEMF L, BR2R , BN EETUANT AR FERITER
&, ARIEMAAZRHETHIT,

f£ Condition Jt¥& ( = Condition 3t ) # , AT EBAERNEM. Condition TEETE
o BRAIGIEFERAXREZER (fl, EFHIT ) OEHFRER | UERBAINFEEERPHNE
FTE,

WREE-—MEAPEESZ A Condition THE , HELE Condition TEFIEESNE , W AWS
ERZ%E AND EBEITMEEN]. IRENENZHREESNME , NERAZBBOREER AWS 1155
o ERTEWHNNRALTREARBNRME,

EEESRHN , ZUAUERSUNEE, S, REEFEA IAM AR 4512 IAM PR, 888X
HETFHRFARONR. AXESEELR , H2H (AM BFER) P IAM ZEBTE  TENFL,

AWS X F2RFABANBETRSHFZAZH, EEEME AWS 2/5FM4E , E5H IAM A
FMFRIAWS £R&EH ETXER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

AWS AppFabric EEER

E&EF AppFabric 4 ZHIIRK , FSH (REFBERNSE) AWS AppFabrich I EHZEH. ETHT
DERZGENRENRR , HSREBEELHERIE AWS AppFabrice

EEF AppFabric 2T 5 KM RG] , FSH. EHT AWS AppFabric KV E T 5 4 #Y Kk =5

ACLs in AppFabric
¥HEHFACLs: &

REFIFIR (ACLs) 2HMERFTEA (KFKA, AFRAR ) ANBRER, ACLs SETHIRM
REERL , RETAIFEEA JSON KM,

ABAC with AppFabric
X¥ ABAC ( REEFHIIFE ) : &

ETEMMERES (ABAC ) B—RRNUKE , ZRBETEMERENR, £H AWS |, XLERE
HRNIRE, ERSUREMIE IAM R4 ( AFHAS ) MiFS AWS HiR. RICKENEFRR
ABAC WE—% . ARFIRIT ABAC Kl , IEEHAMIRE S0 5 15 R 9 B R S ITE At 2 V1R
o

ABAC EREBRKWARFIFERH , HERBERLSRIUNITR T TR HERE B,

ERETHRZEHERE , BEEMFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys R BERBAZHETEPREFRZIER,

MRENMRSN TENRARREBIGAEX = &MGR  WNTZRS , ZEAR. IRENRSX
NTFEHIRREEIGAMEX =GR, WZENBD

BX ABAC WEZER , E5H (IAM A 1ER) FHVEM ABAC RNEXRR, BEEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN T RNEZES] (ABAC ) .

@ B iE 5 5 AppFabric
X FIREEIL - &

HIREAIGRHEP R R , BL AWS RS TRER. BXESZRER , SEWLE AWS RS ERTIE
BRHES |, B IAM AFERPHAWS S 5 IAM BEEANEER.

MREEARAF B NEBZANERAEERER , Il AWS Management Console {8 F B =2 I BB
filgn , H&AWS FERALTINE QBEF (SSO) iE#THEN , ZEIBL B IRIRAER. HE
AP emEREfs  ARMRACH K BEBHRIGHNEILE, BXURACGHNESER , FZH
(AM BFPiEm) RN AFTRE IAM S (BFE ).
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AWS AppFabric EEER

BRI LAMER AWS CLI 5 AWS APl F 8| BIGEHER ., AE , EALMER X LIS EHE R HITIH
AWS, AWS BUZHBERIGEFHESR K MAREAKBHRZRA. BXEZELR , BFSH IAM F 1
I Bt &2 2 EALE

Y 85 IR 5 = X PR AppFabric
YEHREIBRALE (FAS) @ 2

HEER IAM BFRBEEFRITRIEN AWS , EEUANERA. EARLERSH , EWgEa2RT—
MRE  RERRFEEHMRS PRI S —MRE. FAS EREAZEANNR AWS RS, Bt
AWS fRSS B T iERS AHBERNER. AEIARSKIFESEM AWS RS R FERES TR
BERET , FRKH FAS R, EXMERT , ELTEFRITEATURENINR, BXxKH FAS X
R RBIFEAER  BERERTESE,

AppFabric WIRS A&
XERSAR . &

BSAEEH—WMRBSEE. KRREVITEEN IAM &6, IAM BEE G TLE IAM Fa12, SFm
BRIERSAR, BXEZER , 555 (IAM AFER) P6lE[L AWS REZRNEN AR,

/A Warning

FURS A BRI sE 2 M AppFabric hRE. RBETE AppFabric RHEREE SN T HER
SAR,

# BRSS ¥ < A & AppFabric
XEFRSHEXAR . 2

BSHAXABR—TMERSAXKN AWS BSRSAR. RS AUKARKRERTRENAR, RS
HXASHIELNH AWS K/ |, FERARSHAE. IAM EERTUESEBTEEERSHAXAR
YR BR o

BXBEBREE AppFabric REHEXBENIFMEER , BSRERSMEXEEH T AppFabric,
ERT AWS AppFabric B E T & 59 SR BE R4l

RINERT , AR AMAGEECIERIEN AppFabric BIRNR. ff]tEFEMER AWS Management
Console, AWS Command Line Interface (AWS CLI) 8 AWS API $#11T1E%. ERFAFNMERR
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AWS AppFabric EEER

WATRENR |, IAM EER TR IAM K, EERAREFALEASRN IAM K , AP aTUK
ABE,

BT RUNAERAXLRSE JSON REEXHEGIEET IAM HHNEE |, 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

BXH AppFabricE X VIREFMRFERE (BB EREENEN ) WEHAEE , BS5H (RFEN
£2) AWS AppFabrich Vi E, BRMFZH%4. ARNs

Hx
- KRB SREREK
« {# AppFabric #4114
 AppFabric EXZ& % IAM KB = HI
- ARHRNAREFRYHE
o BR&IXT R AR FIRL R R
« PR&IMIBRF LEERER
+ AppFabric X% 1 1AM K& R
« AWMRESLXFREE HIhEE
- ATEHEE HIhEE
« RFIHRBIE AppClients
o RVFIHRLIREUA T #4415 2 AppClients
« ARSI AppClients
« AUFIHRIEE AppClients
- AVFIEFRMBER AppClients
s RTFFRINABRRNARERF
- Hfth IAM KRB
- ATAPEEHIB SR

REERIEREK

ETHNNERBRE T EARBWUEENK, P IE, HRIMER AppFabric BR. X LRE 88
SfF AWS IKFFERA, tIZNEBET HHONREN , HEEU T ERMEI

- JTREERA AWS RERBARBRENBRRE — EFBREAAFMTEBER TR FEAN TS
FEIRAGIRTRRHAWS HEREE, ENEMRNRARITR AWS IKF, FITZVEET E LEXS
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BRI RAPIEY AWS BEFIEERBKAE—SRINR, BXESEE , 20 (AM AFERE) HH
AWS FEEAX R TFREERNAWS FEEX KK,

- NARKENR : £EA IAM RERENRE , FRETFHITESRBHONR, Hik , BAIREXL
ERERMGT AUNBERRRTHRE , RN RERRTFAT. BXER IAM NANRBRNESE
B, #FSHE (AM AFERE) FE IAM PR R FNER.

« EM 1AM KRB RS AR — S BRHEITFRIAXPR 48 AT LA 5] SR B AN D0 S 44 SR BR 5 3 R AE R SRRV 15 1R
Bl | BRI AR E R RMRIEELAER SSL RIEFTEER. MRBSRERBIR/ENHXE
FARY , Tt o] BAGE A S SRR T X3 BR S5 R AE R T R AR AWS BRS5 , 30 AWS CloudFormation. &
XEZEE , BSH (AM AFER) 8 IAM JSON KB TE : &t

- £ IAM Access Analyzer BiEZH) IAM KB | IR RN LS4 IhBEM — IAM Access
Analyzer 2KIFF REEMIM B KR , LIBERREAS IAM KBIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer £ 100 ZTURBEREM ATIRENEI , SUHBBEEIELS BINEEMREN
K, BREZELR , B2 (AM BAF1ER) FREA IAM Access Analyzer KHiiF SR B,

- FEZEHOHRIUE (MFA)-TIR AWS IKF BN REFE IAM AFSRAF , BEA MFALRESZ
&M, EEEEA AP BENEE MFA |, B MFA R4RMEIEN RS, BXESZER , S
59 <IAM AF$ER) FHVEA MFA &I API 51,

BX IAM HHRESIRNESFER , F20 IAM AFEETH IAM AN R HETR.

{5 AppFabric #2%|&

fFAWSAppFabricReadOnlyAccess AWS IEEREEH INEIEH IAM F 14 , LR F 13 Z
AppFabric RS ( BIEHRHY AppFabriciZ2 & ) B9 RiENBR AWS Management Console, & , &1
LAfFAWSAppFabricFullAccess AWS & KK INEZRH IAM H40 , R F #4113 % AppFabric
BRENTLEENR. BXEZSFEL , BSH AWS HIEE R AWS AppFabrice

AppFabric X &% |IAM F & =Bl

LA 5 R4 AppFabric & A T &£ Ihek,
ARWHRNARFRSS

AT SRS RBIR T X4 AppFabrichRSS AR 5 A2 #4802 B9 17 R AL BR o

{
"Statement": [

{
"Effect": "Allow",
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EEEmE

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

1,

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

1,
"Version": "2012-10-17"

BRIt L FIRR IR 9 15 )
BA BB 7 5 PR ) T 0 BB 25 L PR R BB AppFabricis AR

{
"Statement": [
{

"Action": ["appfabric:*"],

"Effect": "Allow",

"Resource": "*"

I
{

"Effect": "Deny",

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

1,

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

}
1,
"Version": "2012-10-17"
}
BER 75l il BR 2545 LE $RER

LA SR 7 451 BR 51 BR =R 42 LE BR S5 HH Y SR ER.  AppFabric

"Statement": [
{
"Action": ["appfabric:*"],
"Effect": "Allow",
"Resource": "*"
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},
{
"Effect": "Deny",
"Action": [
"appfabric:StopIngestion",
"appfabric:DeleteIngestion",
"appfabric:DeleteIngestionDestination"
1,
"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
}

1,
"Version": "2012-10-17"

AppFabric BX47= 1 IAM R BE R4

“AWS AppFabric 2 &4 7= 0" ThEE T R , e K ET1L,

AR R RAIER TIRES T/E%E AppFabric B9ZhaE,
AT UREF NGR4T D IEE
AT SR BE R IR F 39 4 7= 0 ThBE AppFabric B R i1 R FR

/A Important

£ 1AM #2558 8 JSON KM JmiEER PR REER |, B RSKFE - METRREFEHEIR. X2
RN &£ AppFabric DRI ZHEE B AIAt TR, BRZBRIZIER | FHE IR K,

"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppClient",
"appfabric:ListActionableInsights",
"appfabric:ListAppClients",
"appfabric:ListMeetingInsights"
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EEEmE

"Resource": "*"

1,
"Version": "2012-10-17"

RETEIFEES IR

LU SREEROIR F IR & £ 7= 1 Th8E AppFabric W2 1R R,

/A Important

£ IAM 2| A 8 JSON KE&YmiE s PR INLL R BE AT |, &7
R RRE 4= AppFabric JHIThEEE BIAL FRKERES. BRZ

"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:CreateAppClient",
"appfabric:DeleteAppClient",
"appfabric:GetAppClient",
"appfabric:ListActionableInsights",
"appfabric:ListAppClients",
"appfabric:ListMeetingInsights",
"appfabric:PutFeedback",
"appfabric:Token"
"appfabric:UpdateAppClient"

1,

"Resource": "*"

1,
"Version": "2012-10-17"

AFHEIBIE AppClients

BESER -

% B 1%

NEBIRESIR, X2
ZEEIR | MOS0 ERE,

AT SRS RBIR T BIZE PR AppClientse BXREZER | BESRANIES A= 0 AppFabric 182

AppClient,

ET 508 RA
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/A Important

£ IAM #25|A# JSON REERESR PRI KK |, BT AN ETRRESER. X2
RN RE LT AppFabric IHITIEE B A4t TSRS, BN ZZRIZEIR , HHREIEKRRE,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:CreateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

SR BRI AIREUA TS & AppClients

LA KRB RO T 5 R PR SAIRERRY % 4145 B AppClients, BXEZEE , BZRARIMWIFHEER
AppClient,

/A Important

£ 1AM 24528 JSON KEEJRERS PRI KRR , WAL F R — N ERREHR, X2
KRR S L= AppFabric AR ZHEE B BIAL TSRS . BNIZABRIZEIR , HHECIEREK,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:GetAppClient",
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}

]I
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"Version": "2012-10-17"

AWFIERI S % AppClients

AR R B RO F X4 5 R 15 B AR AppClients, BXBEZEERE , HSRRENIFHEE AppClient,

/A Important

£ IAM 25| 58 JSON KEEJmiE 2R F N INILRBE RS , B RRSEB I - P ERREFEHIR. X2
RN RS LT AppFabric DHYZHAE B BIAL TR, BN IZZMKIZER , FRECIR K,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:ListAppClients"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

AT R EF AppClients

LT R REIZR T EHR AppClients, BXEZELR |, BESREH AppClient,

/A Important

£ IAM £ 5 #9 JSON KEEJmEER PRI RIS , LA RS FE - M ETRREFEER. X2
RN 1R S £ AppFabric DB ZhEE B BI4t THUDRES . B ZBRIZER |, FHE SRR,

"Statement": [
{
"Effect": "Allow",
"Action": [
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"appfabric:UpdateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"

AV A EMIER AppClients

LA SR BE TR 514% F M BR A PR AppClients, BEXxEZER , BFS R EH AppClient,

/A Important

 IAM 25| 589 JSON KEEJm 18 25 A ML RBE AT | & AE B -MERBREEIR, X2
R NRE LT AppFabric DHIZHAEE B BIAL TR, BN IZZKIZER , FRECIRKE

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:DeleteAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

SV A AR N AR

UTRERPIERTE API RTHRNR , AXNNARFHRITEN. AXESRELE , BSRAXEHN
REFHT R MR

/A Important

£ 1AM #2558 JSON KM JmHEER PR REER , B RSB - M ETRREFEHER, X2
RN E £ AppFabric DRI ZHAE B A1t THUDRES . BRZBREIZER |, F8E IR R,
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{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:Token"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

Hth IAM K RE R B
ATAPEEMIA SR

ZRBIRER T BRI KRS LAY IAM AR EEHMNIERAF SN ABRMITERKIE, LR
AIEfEE4IS ESHER AWS CLI 5 AWS API BUREEA R TR IRERN R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

RS <A AT AppFabric

AWS AppFabric 5 AWS Identity and Access Management (IAM) fREiEx A6, REHEXABR —
M5 EEXBEN IAM AEMMR4EEA, AppFabriclRESHEXABHRSTE L AppFabric , B3Ei%
RS AR REUMA AWS RS FRERNFTE R,

REMHEXBERMFEIREEZS AppFabric ENNAE S , RABTLFEHRMSENNR, AppFabric EXE
BESHEAXBEHNNE , BRIEZHENL , BN AppFabric ReeiEEHAR®, EXWNRELFEESERKEN
WPRREE , AR T REMT I BMET E At IAM SRAERI PR K #E o

RAETEEENREXERE , £ MERRSHEXRAE, XHE TR EM AppFabric iR , AN &
T LT B MR R &R R,

BXXERSHEXAGHEMRSNES , F2HAE5 IAM BESEANAWS RS , AERSHEXAET
RERIRE ‘B VRS, BFEREREERZRSHNRSEXAGITHNEE,

AppFabric HJ RS HEX A &R

AppFabric £ & AR XA B AWSServiceRoleForAppFabric — AppFabric R EIEK
AEWBFRERIR , H120 Amazon S3 Z#& = Amazon Data Firehose & #ifi. ©i% AppFabric o 1FR
CloudWatch ¥SFrEUIB IAEAWS /AppFabrican & ZE A H,

AwSServiceRoleForAppFabric RFHEXACBEETUTRIARAZAL

« appfabric.amazonaws.com

BANABNREBEAWSAppFabricServiceRolePolicy AppFabric SR iFXt 18 E &R TR L T ig
£ -

EARSEXAL X


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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« ¥4 . AWS/AppFabric @& ZEHFH cloudwatch:PutMetricData, MWIRER FHIEREIER
AppFabric A Amazon CloudWatch AWS/AppFabric an & Z=EKNPR. B+ A A AppFabric $§#K
WE Z{E R CloudWatch , 2 BJAWS AppFabric £ Amazon #1743 CloudWatch,

« $24E : Amazon S3 FEFEF M s3:PutObject, MHIRER PRIV BIERAEIEERN Amazon
S3 7Ff&#E. AppFabric

« 1#4E : firehose:PutRecordBatchf Amazon Data Firehose £i2 7, tLiE/E A P IFIREA 5K
R AppFabric A&18ER Amazon Data Firehose & 55 H o

BEXxEZEE , BSERT AppFabric WAWS FEE R B,

BYABEFERAF., ANACEBCRE, FEINRBESHAXAGHNIR. BXESZER , F5H
C(IAM R $8r8) HEYERSSHEX A BRER.

A AppFabric 8l2ZRESHEXAE

BEEFHCERSHRAR, HEBE AWS Management Console, E, AWS API #6]% AppFabric
RIFTEFArt , AppFabric &K Z0IRREA<AE, AWS CLI

79 AppFabric fEBIRFHEKAE

AppFabric T A& miEBAWSServiceRoleForAppFabric RFHEX AR, HHERSHEXRARE ,
BRTEERACHEN , ENTRESHIASIAZAR. T , BAUER IAM FEAGHH
B, BXREZEL , HZH (AM AFER) FHEBERSEXAE,

R AppFabricl fRSSHEXAE

NMRTBRECAENFTEZERSHAXACHNIIETRS , RNEBWERHBRZAG. XHEMIBREED
GRS REASSE, BR |, KAEMBRFTE AppFabric RRRFHSE , A5 8EM ERRSHE
rEE,

ERBRSHEXAE

HIMEMBRBESHEXABGERANMERR , RARTRER AMBIRZAC, BEFEALZERLR
AppFabric WA ARFEHET, BXEZEL , S M AWS AppFabric 71 2 £ & RM .

(® Note

MRIEZBAM BR B IRAT AppFabric RFSIEEEAIZAE , NMBRATERSKM, MRREXME
R, BERFLOHEER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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FHMER BSHEAXAR

FH IAM 254 AWS CLI, = AWS API i BkAWSServiceRoleForAppFabriclRESHxAR, &
XEZER , BESH (AM AFER) FHRIBRERSHEXAE,

AppFabric RS HX A ® X FH X

AppFabric X FEMBREHES AWS XiF Wit A EASERZEXNAR, EXEZER , BSH
AWS —fi%5Z Hiy AppFabric i S A ELE

AWS RYFEE KBt AWS AppFabric

ERAF., BANASFNNRE , FH AWS REXKRLEECRERKER S BS, SIENNHRNRERME
FREMRBRM IAM ZEFEEREREENEMT LR, EREA] , BATUERARIIN AWS REX
B, XLERBEZENEARG , TEEN AWS KPP EMA, BXx AWS REXBNEZER , S
5 1AM A F1ERM P IVAWS FEE R,

AWS BRS5 4 MEH AWS REXRMK, BTLEER AWS RERBPHINR, RSB RLME AWS
ERRBRINIAANDRAZIGIFE. KWRXEFSL WM MRBNFAESH (AR, ANEE ). 3B
FIBERFRIETAN , RSHEATRSER AWS BEXKRMK . RSTaM AWS HERBHPBER
PR, E R E#H T 2BAER BN,

BAN | & AWS T HBEZ MRS TEIRENIEE R, HIa0 , ReadOnlyAccess AWS & K BL IR 4
FETBERIR AWS BRS FRRHNRIRFRNER. HRS B3 —MAIIEEt , AWS S RFREFERR
INRGERR, B TIEEREERBEMNSIRFEA , FSHE IAM AP ERPNERT THERENAWS £E
R B o

AWS FEE KB : AWSAppFabricReadOnlyAccess
& A LU AWSAppFabricReadOnlyAccess SREEHIINE] IAM 13, LL3EBE[@ AppFabric RFRFR
AR

(® Note
ZAWSAppFabricReadOnlyAccess KT FEF NI 8E AppFabric By RiE 1 B R,

RRFAE R
ZERBIEUTRR :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/appfabric.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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EEEmE

« appfabric - RFHFBMNAEHAD. JHNAESDT, RENARN, FIHNARN,
S EREL, FREGRENE A5, 5| HEREE fRFFI B RS IR

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppAuthorization",
"appfabric:GetAppBundle",
"appfabric:GetIngestion",
"appfabric:GetIngestionDestination",
"appfabric:ListAppAuthorizations",
"appfabric:ListAppBundles",
"appfabric:ListIngestionDestinations",
"appfabric:ListIngestions",
"appfabric:ListTagsForResource"

1,

"Resource": "*"

AWS ITERRE : AWSAppFabricFullAccess

FREVFREX

BB LAF AWSAppFabricFullAccess SREEKINE] IAM B4, L3R EE @ AppFabric fRS5HE FEEN

PR,
/A Important
ZAWSAppFabricFullAccessBUERAT R F AppFabric M 1Z2S 4= e A RNE , &
NIXLETHEE B AT TSRS, BXBEFE DIHEETHRINRH AppFabric EZEE. |, S
E AppFabric Ex4£7= 1 IAM KB =61,
R FHER
ZRBEBEUTNR :

 appfabric— AR FELEENPR AppFabric.
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« kms - 855 5 & IR,

« s3-BFIHAER Amazon S3 T2 i FIREVF R 1L B A HUBR.

« firehose— #&F 3%l Amazon Data Firehose 1% %57 Fl 38 % 5 F A9 A PR

« iam— BF R BIEAWSServiceRoleForAppFabriclRE XA I AppFabrict R, BEXxEZE
B, BZR GRIZMEXFE AT AppFabrico

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": ["appfabric:*"],

"Resource": "*"

.
{

"Sid": "KMSListAccess",

"Effect": "Allow",

"Action": ["kms:ListAliases"],

"Resource": "*"

.
{

"Sid": "S3ReadAccess",

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"

},
{

"Sid": "FirehoseReadAccess",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams"

1,

"Resource": "*"

.
{

"Sid": "AllowUseOfServicelLinkedRole",
"Effect": "Allow",
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"Action": ["iam:CreateServicelLinkedRole"],
"Condition": {

"StringEquals": {"iam:AWSServiceName": "appfabric.amazonaws.com"}
I
"Resource": "arn:aws:iam::*:role/aws-service-role/appfabric.amazonaws.com/
AWSServiceRoleForAppFabric"

}
]

AWS IEE R : AWSAppFabricServiceRolePolicy

o3& AWSAppFabricServiceRolePolicy %Hﬁlzﬁﬂﬂ E IAM SRR, LR EEFT NS R VR REIMIT
R 1E AppFabric WIRSZ <A, BXEZER | BESR HRFZHEXAEH T AppFabrice

RRFAE R
ZERBEEZATRR :

 cloudwatch— R FIFIEIREIE R AppFabric A Amazon CloudWatch AWS/AppFabric &
RN R, BXH A A AppFabric #E#RHE Z{E & CloudWatch , EZ[HAWS AppFabric 4
Amazon #1T7¥$% CloudWatch,

« s3— &F AppFabric FIREHBIE R AEIEER Amazon S3 F#EEHINER.
« firehose— R FIFIREVHIBIE L AppFabric A& EHK Amazon Data Firehose 1% i i B BR o

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CloudWatchEmitMetric",
"Effect": "Allow",
"Action": ["cloudwatch:PutMetricData"],
"Resource": "*",
"Condition": {
"StringEquals": {"cloudwatch:namespace": "AWS/AppFabric"}
}
.
{

"Sid": "S3PutObject",
"Effect": "Allow",
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EEEmE

"tIue"}

"Action": ["s3:PutObject"],
"Resource": "arn:aws:s3:::*/AWSAppFabric/*",
"Condition": {
"StringEquals": {"s3:ResourceAccount": "${aws:PrincipalAccount}"}

"Sid": "FirehosePutRecord",
"Effect": "Allow",
"Action": ["firehose:PutRecordBatch"],
"Resource": "arn:aws:firehose:*:*:deliverystream/*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/AWSAppFabricManaged":

AppFabric AWS 1T & KB E 5

& & AppFabric BiIZIRESFRIBERXLEFT LR AWS REXRBEFNIFMAEE. BXETEEXRNBE
T , BT FAppFabric 32447 £ 12% M H LA RSS 5 2R

B iR =p:
AWSAppFabricReadOn AppFabric 07 [@ AppFabric 2023 f£6 A 27 A
lyAccess - $T SR B& BR S5 1R F RN PR A9 37 SR K o
AWSAppFabricFullAccess : #1  AppFabric %507 [8 AppFabric 2023 £ 6 A 27 B
REE fRS51R T E BN R TR,
AWSAppFabricServic AppFabric JAWSServic 2023 6 A 27 H
eRolePolicy : %K B& eRoleForAppFabric BR%
MXBERMT FHKRE,
AppFabric EFF REREE X AppFabric FFIAIRERE AWS #£ 2023 % 6 A 27 B
ERBHEI
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Xt AWS AppFabric & 15 17 (8] 3 17 ¥ FE HEBR

FERUTEERBEELMAIEEEEM AppFabric F IAM B B 8238 2 #Y & W (7 &,

£ |

« BREREUATLERITIRYE AppFabric

« RFMNINIT iam:PassRole

- BEBATRIUANA AWS IKF 15 RIFEK R AppFabric R

REBE L T ERITIRIE AppFabric
MBEBBERETR | WAGEARRTENMRE | W RLREH KA RAT IR,

% mateojackson IAM AR ZHEAEGEHAEEEXEM my-example-widget BIRNIFHEFR ,
BFRHEREN appfabric: GetlWidget WRAT , X E LT RAEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
appfabric:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFMEKRE , LAFER appfabric: GetWidget BAETHH
my-example-widget %R.

MBBEERE  BHRRAEHWAWS EEG, FNEEBRASRHEFZEILEIN A,
I 1T iam:PassRole

WMRBRE|—NEIR , RIETHINIT iam:PassRole B , NS MEHRERBUAFEGHBIMEIRLS
AppFabric.

BE AWS B AR ABRKEL1ZKRS , MTAREIBRMNBSALIRSHERAR, Hit,
LY MEB T A BLEIRSHINR.

& H marymajor Ky IAM AP Z A FE ARG B AppFabric RITERMER , 2 R E T REIEIR,
BR , RELIMEERSACHRTFHRERS AIMITIHIRE. Mary TEEFAGEZIE S RSHR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MBHETHE , EHRLHAWS EER, SNEERZEHEFZEIENH A,
BEATFEUNBA AWS IKF 1A B FKHEY AppFabric 7R

ZALGR—-1MAE , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
UEEHEREY , AURAAE, X TXHETHRRNRBEHIGFZHFIK (ACLs) BARS , &ATE
158 PR 3 L5 SRl o) AAT1 4R T 1 ) S8 B BR AV AR BR

ETHREZER , BZRAUATHRE :

- ETHER AppFabric XIFXEIhEE |, FSH W1 AWS AppFabric 5 IAM Bt &£,

- ETHIMURENERENERNGRNE AWS K, B350 IAM AP EETRHRERE AWS
K 5= IAM B PR TR ABR

- ETHOMEE=SRENEHNEFRNHENE AWS KF | FSHE IAM AP EETHNEE=HE
HiFER. AWS Ik

- ETHIMELFHERERIERMFRNR , F2H AM AFERM) PHALINTSHRIEN
AP ( BRBRERIE ) REHRNER.

- ETHREA/ACNETRARNRBHTEKSHRZENES , HS56 (AM AFERE) B8 IAM
R Y BT £ R 5

EMHERUE AWS AppFabric

ETHREERTRESHITNNER , BZHAWS RS “BaR It XX 2EE"" , RFEREERN
BHEMITR. AWS RS AXx—KREE , BSHAWS EMITHAWS,

EAER FRE=HFIHRE AWS Artifact, BXESEL , HSATH “TRIERE" HMH AWS
Artifact,

EHEMEA AWS RS TN S TEBR T ENHBRENHRBME, RLTANENBRUARERNERNE
Mo AWS RE T U T RIRKAENIAEME

« Security Compliance & Governance : X4 R REBIEEITICTRWERRE , HERTHER
M EREIREN TR,

- Ff& HIPAA ERHERSSZE : JIHAE HIPAA EXRMIRS . HIEFTE AWS RS AEBFS HIPAA
T,

- AWS EMFEIRAWS — tk TEEMNIEMEREER TR ENTLRNPEBRX,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
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- AWS BEFEHIER —NENAETHRTEHEERN, XLERLLE TRIPPVRESER , AWS kE
HHEmMH B S MERE (S REEERIVESEARMER (NIST), XFFTLRLFEEZERS
(PCI) REBRARA(LAL (1SO) ) Bz S,

- EFAWS Config J7F & A A 1§ F R EY AL T4 5 R — % AWS Config RF T ZN RREEBEES K
EELFERIPRE, TAENFER,

« AWS Security Hub— iX AWS RS IRt T ENF L RSN EEME AWS, Security Hub #Eid &
£ RFIBEITEEN AWS BRAREHREFEL2TUIVENRESRK, AXIXERFSREZES
ERINFIR  BSHE Security Hub 2 EIE RS Z,

« Amazon GuardDuty — BBX K #EHN AWS IKFIREFREFETEINEBEES , 5k AWS RE
BNENTEAR, RSMBERGNBERM. GuardDuty B #EERELEESAHERAEN AR
RAUWER  JUEBEHESHEMNMEER , Hla PCI DSS.

« AWS Audit Manager— iX AWS Bg$s T AR BB IFEEw it AWS ERER , ANTEI{E R EE UK
FERFITAFREN SR

LT R HNZE&ESKE AWS AppFabric

AWS AppFabric 2t T 2% 28 , HEEFENXKEACHZLRBRER. UTHREXRE—
BOEN , ATARTENRZ BRI R, SEFEIRUEFTESLNIMRR AR ENIMEER | 1§
HEANBANZERRRZM A 2B

EREERAGRNREIATSEEZENHERF

REHHAE RiE AWS Identity and Access Management (IAM) X PR , £ A & AT LA AppFabric &
Amazon QuickSight AR HEMZ£EEMEHERE (SIEM) TEER , HlWSplunk, I T HIENRARERF
24 | FEEAH DDA R FME RS (Amazon S3) EE MBI 57 BidE Firehose & i o

Y5 AppFabric B4
&AL AppFabric £/ Amazon CloudWatch 1E#r# 1T, CloudWatch M AppFabric &5 $9 &

BEANHEHLERNER,. ZAREER , UMEEERFTEEERENALEEH., EXESEER , 2
¥ AWS AppFabric £/ Amazon 3174 1%® CloudWatch,

#IMETE AWS AppFabric

AWS £ REMIRIERE S AWS XiF TRAXHERN. AWS XE RHS/IMEIRIRENTAX ,
XETAXBIELER, SEHENSELRNMEGERE, MATHX , BULRITNREETRAXZ
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
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{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXUFER33B4FVC2GCYR",
"arn": "arn:aws:iam::111122223333:role/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-31T21:11:157",
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2023-05-31T21:22:16Z",
"eventSource": "appfabric.amazonaws.com",
"eventName": "CreateAppBundle",
"awsRegion": "us-east-1",
"sourceIPAddress": "3.90.81.91",
"userAgent": "Coral/Apache-HttpClient5",
"requestParameters": {
"clientToken": "64d9069f-e565-49a4-9374-6dc8631142e2"
.
"responseElements": {
"appBundle": {
"arn": "arn:aws:appfabric:us-
east-1:111122223333:appbundle/6aa92dad-5eeb-4ff4-aabf-4db7fd022ad1",
"idpClientConfiguration": {
"samlAudience": "urn:amazon:cognito:sp:us-east-1_GEdGiavzr",
"samlRedirect": "https://6aa92da®-5eeb-4ff4-aabf-4db7fd022adl.auth.us-
east-1.amazoncognito.com/saml2/idpresponse",
"oidcRedirect": "https://6aa92da®-5eeb-4ff4-aabf-4db7fd022adl.auth.us-

east-1.amazoncognito.com/oauth2/idpresponse"

}

1,

"requestID": "17el5a5d-8c66-46c7-ad5b-f521004fa9c2",
"eventID": "baldd847-86f6-4386-85be-0398e844a358",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,
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"recipientAccountId": "111122223333",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "frontend.fabric.us-east-1.amazonaws.com"
}
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