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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS App Mesh AriEE
- &R serviceA M serviceB WHTIRSHK.

s XHMARSEEMEIZ N apps.local WEHRZEE,

« ServiceA BX HTTP/2 Mi% A 80 5 serviceB &fE.

o WEIE serviceB WA 2 , #RFABH serviceBv2 7£ apps.local @A ZE R FEM 7 %R

%o
W ERINT -
o AN 75% WHREBM K EserviceAE|serviceB |, ¥ 25% WARE XX RlserviceBv2E—1, B

TR EKiE25% i EserviceBv2 , BRMAILMERIERBN100% MW AREZHIIRIIE 2R XG5
iRserviceA,

« WEEREBRWNERTENE , UI{E— B serviceBv2 AIEE A 100% BWHRE XEZZR
%, MFAEREBLRES serviceBv2 [, BHLEHH serviceB,

« SBAIEN T W R 2 BT HYE R T E R SKERARSS AV IR EL A N A AR R RS S AR S5 R DU AR

NTHRENER , BRENBZIEZEMRS. EUT R, ERERHIRMEAR App Mesh IRSFM
%o KHEEHIMIES , EXEM Envoy RENRS. B , BHRSFET Envoy REMEERE ,
mAREFEMEER.

FRFMF

/A Important
KLIFZIFIEA 0 2026 F£9 A 30 B , AWS FHELEXNMZFEF. AWS App Mesh 2026 F 9 A
30 Bz G , BT LB AR AWS App Mesh 1#2#| &2 AWS App Mesh BiR. BXEZE
B, BiFRtEEXEMNTE AWS App Mesh | Amazon ECS Service Connect.

- BT App Mesh 2. BXEZER , S 142 AWS App Mesh ?

« X} Amazon ECSs i EEH, BXRXEZEE , i3 (Amazon Elastic Container Service FF
EARIEE) 8 Amazon ECS HIE Y,

 App Mesh X3#F1E DNS # EMHY Linux BRSS AWS Cloud Map , SiEFWERMAEZ. EFEALLA
136 , RMNBWERE=T2 M2 DNS WINERF. ZEBEHNRRSBBRENERSHE R
serviceA, serviceB # serviceBv2 , H B LAEE N apps.local Wan & Z=E P RKINFTE IR

Fo

TR 6


https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
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aws appmesh create-virtual-service --mesh-name apps --virtual-service-name
sexviceb.apps.local --spec {}

2 BIBEATR
BT AR LKGRSHBHEIEH . AXESEL , H5H BT A

BIEAN serviceBWELTR , ERAENELT RRRB N serviceB WEFRKRS. AIFERAENA
serviceb.apps.local , &3 DNS KMERT S AR THEFRRS. TE , i&’”i_Jl«)\ﬁFﬁﬁfﬂ%FﬁE’ﬂ
BE%5. AWS Cloud MapRE#L T S KA HTTP/2 thit 7w A 80 LMUTRE. bkl , EXiFHEHMIHIY
MEZTRARE, BEEEHNSERHPRN serviceBv2 M serviceA SIZELT 2o

AWS Management Console

1. WNTEETKER , WA serviceB,

2. WFRFZEMAE , % DNS , HF HIDNS EH B A serviceb.apps.local,
3. HEMWHREET , APVGEE http2 , FEROSP , FA 80,

4. BYE | FHIEE Nexto

AWS CLI

1. FEAUTABRBIEEZNRN create-virtual-node-serviceb.json BIX# :

{
"meshName": "apps",
"spec": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

}
]I
"serviceDiscovery": {
"dns": {

"hostname": "serviceB.apps.local"

HR2 EEATR 8
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2.

}
iy

"virtualNodeName": "serviceB"

}

5/ JSON 3ZH-1E 1 A& A create-virtual-nodefs SRl B E LY =,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
serviceb.json

PR 3 ;02 RE SRS B 25 M B

ELEARBEEMEP IS IEURSHRE. BXEZER  FSAE MR HBFMEL.

BIEUT &R :

« BA serviceB WENIEAES , AH serviceB.apps.local EEREF 2B SEMEMRS
HHEEE. FidE , B2 tBNELIRS 2R serviceb. apps.local lRFHHR. &R
SPREBELXXDELKAEE, ELEEHARFA HTTP/2 thiVERO 80 LMWHRE. i, EXFH
M

« B serviceB HEEH. T 100% HWREKAEIserviceBER TR, N serviceBv2 E#TT
R, EHRENSRIPEINNE, EAREBPIRENSE , EEATUREHIMFAANTEESYE , H
WINERKE , AT Envoy REBEEZEEFRBNSZ XS HTRERETE T Ko

AWS Management Console

1.

N o o b~ w DN

NFELERHIFEN , fA serviceB,

EMUTEREET , AHBUER http2 , H HivOIEE 80,

NFRBBEN , WA serviceB,

NTFHERE | EF http2,

EEMBRETHWEL T REHAP |, %82 serviceB , HRNERA 100,
ErEEEET , & —MH*,

BHRE | FIEE Nexto
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AWS CLI
1. BIEELEHEE.
a. FAUTABBERN create-virtual-router. json K34 :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"
}

b. /A JSON X #4EJ i AE Acreate-virtual-routeris S 8l 2 E IR S8,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-
router.json

2. BIERKA.
a. FAUTABRBIEERN create-route.json BIXH :

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100
}
]
},

HPR 3 1 O RE UK AR A% B 10
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"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : '"serviceB"

}
b. XM JSON X#HER A , fEH create-route p R BIZEKH,

aws appmesh create-route --cli-input-json file://create-route.json

TR 4 FRHACNE
RFEZNHAFRIRE
AWS Management Console
MRFENE AL BHITEMER , FEREE,. EENRERIFRR , EELUEME,

RERBRETRECUNENFTEMNBRIR, BANBTEREEMRRKEEHSPEF VRN EIR.
AWS CLI

5/ describe-mesh S S EEFTOIEMKZIIE

aws appmesh describe-mesh --mesh-name apps

& F & E Adescribe-virtual-servicein SR EZMNE LIRS HRE

aws appmesh describe-virtual-service --mesh-name apps --virtual-sexrvice-name
sexviceb.apps.local

& E & Hdescribe-virtual-node sy £ Bl 2 4 B T S 1%

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

& F & Adescribe-virtual-routerfn © B 2 8 EE A% B BE MY iRk B

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

SR 4 FREHACE 11
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£ describe-route R T EFFIANERKHNRE

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

S5 IREMAR
ERRUGE  AEERTATRE

« BIEBAN serviceBv2 PWEHKIT R , ARB N serviceA WELT Ko XFNEHL
TREES HTTP/2 Mk A 80 MITER. X F serviceA BRIT R , HEIREERN
serviceb.apps.local, R H serviceA BB S E B RESFLZEEEZ R

serviceb.apps.local BWERIERS. i%ﬂﬂ'ﬁﬁqﬂﬂiﬂfﬁén , BRI UNER T RIEEATE

AT5 IR B &Ry AR AR

c BABE—NEBANWELRS servicea.apps.local , ZRENMEREERE XX
FlserviceAERIT &,

s ETEL—SFSHBIER serviceB A , LAF 75% WREXRIZS] serviceB BT R , I 25% Y

REEXZEE serviceBv2 EBHRITT R, MEENBNHE  BAHRESHINE , EF serviceBv2
IR 100% IR E. HAAEREARES serviceBv2 [§ , B AxAHFEH serviceB ERIT &

FEBRERSS . EEXINER , FEENRBH#ITEMEHR , A serviceb.apps.local EERS
BHMEFRRES BRI ERE., B8 —T | serviceb.apps.local EINRS FRELIE T E LA

Hes , ZEHERNRERHIELT Lo BT RBIRS R & 75 AR B,

AWS Management Console

HEEMSMERS , EEME,

ERHE L — SRR/ apps M.

EEMSMERS , BREUT R

IR E LT Ko

NEBTT RBMBA serviceBv2 , NIRFKIL T XL DNS , 7#79 DNS EHBHA

sexrvicebv2.apps.local,
NFMUTEREE , FIPBGER http2 , HEWOH |, WA 80,
7. ERVBRENT R,

8. HRERVEELTR, NTELTREMN , WA serviceA, N TRFKMAZE |, &EF
DNS , 9 DNS #l& %A servicea.apps.local,

o b w0 bnhp =

o

S5 IEHMRIR
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9. EHMEBWHTHMAELRSZEMT , WA serviceb.apps.local,
10. EMWTEREET , AHUCER http2 , HEROFHA 80 , AFEFRVIBELT R,
1. EEMSMERS , ERELIRBAR , AEMIIRFDIERF serviceB ERERHEER,
12. ERET , ERFEL—SPORMNEN ServiceB WM , ATEREE.
13. ZB#. EUTREMRT ,  serviceB WINEEELA 75,
14, ERBRMEIR , NTHRFIRFIER serviceBv2 , REFNEFEIRERN 25,
15. BEERF,
16. EEMEMBERT  EREMRS , RARERVEELRS.

17. HXNERRS B A sexrvicea.apps.local , AEHEFXREFEELAT R , NELT [IEE
serviceA , AFEFEVNEE RS,

AWS CLI
1. ]2 serviceBv2 BT =,

a. FAUTABBIEENRN create-virtual-node-servicebv2.json FIX# :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
.
"virtualNodeName": "serviceBv2"
}

b. GIRELT R,

SR 5 QIEEMRIR 13
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aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexvicebv2. json

2. Pl serviceA ERIT R

a. FAUTABEIERZNRN create-virtual-node-servicea.json B934 :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local"
}
}
1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
},
"virtualNodeName" : "serviceA"
}

b. BIEELT R,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

3. EHEL—SFFEIEMN serviceb.apps.local BIMRS , UFHEREXRIET serviceB &
PR, RYLRERRSH , efanEAuE R ERE , AN RAKLE serviceB E#l
SR,

SR 5 QIEEMRIR 14
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a. HAUTARARBIESZN update-virtual-service. json B934 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
},
"virtualServiceName" : "serviceb.apps.local"
}

b. fEMupdate-virtual-service®s 5 B HE AR S -

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4., FEHHHEL—FPEIEHN serviceB EEo

a. FRAUTHARERN update-route. json KIS :

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75

"virtualNode" : "serviceBv2",
"weight" : 25

"match" : {
Ilprefixll : II/II

SR 5 QIEEMRIR 15
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}
I
"virtualRouterName" : "serviceB"

}
b. £/ update-route Ta R EHE A,

aws appmesh update-route --cli-input-json file://update-route.json
5. BI# serviceA EBHRS.
a. FAUTABBERNRN create-virtual-servicea.json B34 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
.
"virtualServiceName" : "servicea.apps.local"
}

b. BIEELRS

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
servicea.json

RIERHE

HERERRSMEZE , BEBE=/1E N servicea.apps.local, serviceb.apps.local
servicebv2.apps.local WEFRARS . BREFRBRFZ 2, IELEEF —MREME , HHETEA
DRREFRIRFSHA T RIR

s INERRS. AEEIELANMBEREM servicea.apps.local EBRIRS K£EEF
serviceb.apps.local E#\RS

« =LA serviceA, serviceB fl serviceBv2 WEMT K, Envoy REFERARNELT SBEEHN
RS A IEBREREFRIRSH IP tbik,

SR 5 QIEEMRIR 16


https://docs.aws.amazon.com/cli/latest/reference/appmesh/update-route.html

AWS App Mesh AriEE

« —MNERIEHEE , HERAEET Envoy RIEF 75% W AMRERMBE serviceB BRIT R |, 25%
NHRERBAZE serviceBv2 E#RIT =,

T 6: EFRS

BERNIEE , BEETRUTES :

« RFBEFI Amazon ECS FXIREEBEMN Envoy REBIEN— MRS MNELT REBEENNR, Fxm
MERERENNESZELR , BSRRAEEN,

- EHENINE Amazon ECS EHENRS , AR Envoy RE,

AN

Envoy AR23EZ AWS Identity and Access Management E3& 5 8EX4 &2 E| App Mesh BREHiE 3R #
T%¥8, WFFEH Amazon EC2 B3R B I EH Amazon ECS 55 , iE B IUARBERHIABHES
IAM £, 7£ Linux &85 L{#H Fargate ZfZE M Amazon ECS 5T E 15 0124354 IAM B & STHHIE
P D# EC2 THIERSE T, EREREI , BX4TF IAM E5 A GEM MBI Linux X E EEFEH
Fargate /3 s X 2 BN EMES

R Amazon EC2 B REMEMES , HATEZBRLIE EC2 THIERS R ( MESH 1AM £
BRNEEERPRE )  NESFNZESHNES IAM B, &5 EBAKAISES R B &Lk
=1 1AM KB, ISR PR,

BEFEHESENL , i5EM AWS CLI

YREEF Amazon ECS AWS CLI fiSregister-task-definition, FHKNRHAEZSEXNERT M
MR EH RSB E App Mesh,

(® Note
ToiEBd 414N Amazon ECS ELiE App Mesh,

ESEX json

REEE
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E[EH Amazon ECS BRSSELE N A App Mesh , BHRSHESEX M REG U TREE B
Do NREBEE type iREN APPMESH , 3 containerName BIEN envoy. HN#IRBIATEM
=

IgnoredUID

Envoy REFSEHEREFERALLAF ID WHENRE, Sl AMEHEEREMENTMAR,
ID , 1Btk ID MEFSTENLHH Envoy BESH user ID #E, LLIEE AT Envoy ZEEEB SR
E MEREARE., HTHEERR , BNV RGIER 1337,

ProxyIngressPort

X2 Envoy fRIEAZBRM AR H, FLEREN 15000,

ProxyEgressPort

X2 Envoy RERSBNHEORO, FIEIRERN 15001,
AppPorts

EEENNARFARETNAMAEAMEO. ERAP , NARFRRERD 9080 LM, &
EERN RO MM E T RUYTeR L BB/ RO TE.

EgressIgnoredIPs

Envoy F&NREREEXL IP thit, FIHEIREN169.254.170.2,169.254.169.254 , X
T2 D% EC2 TTEIERS M Amazon ECS S i#iEAK BT A, THIEHANESEILFR
1AM A6, ELURME bk,

EgressIgnoredPorts

BAIBURIEGES 2 RBIVIR O 5IR. Envoy TERABRAEZXERO, BMEEREFIHEMR
A, W0 22 iR 2R,

® Note
RJ LA Z2 B Y B K W B s D 800 15

"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [{

"name": "IgnoredUID",
"value": "1337"
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3,

{
"name": "ProxyIngressPort",
"value": "15000"

3,

{
"name": "ProxyEgressPort",
"value": "15001"

3,

{

"name": "AppPorts",
"value": "9080"

},
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
},
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
}

N RATEFAES Envoy KEIN

BNESELHPHNABRFBRSLANES Envoy REXRS|ISHNBEI2EFEER3N. I THERIXA
BRRE , REEEBIMNNABRFESRENPIRE—1dependsOnF 7 , F1F Envoy AR E
AHEALTHY, ATHKRBERTSEUKBBNNARFARENL R, AT REATHAMERERHZX
TN, BEEMELEXEN  BEENRXIEWreplaceable,

{

"name": "appName",
"image": "appImage",
"portMappings": [{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"

1,

"essential": true,
"dependsOn": [{
"containerName": "envoy",
"condition": "HEALTHY"

HPR 6 EMRS 19
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]
}

Envoy BEE X
&8 Amazon ECS F55E X492 E App Mesh Envoy BESHE %,

FIE XX ER AT LARegion-code B Ame-south-1, . . ap-east-lap-southeast-3eu-
south-1lil-central-1, MUANEMEXEHaf-south-1,

Standard
840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
&F& FIPS trf

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod-
fips

me-south-1

Standard

772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

ap-east-1

Standard
856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

ap-southeast-3

Standard

909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

eu-south-1

Standard

422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
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il-central-1

Standard
564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

af-south-1

Standard

924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

Public repository

Standard
public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod
& FIPS #hf

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod-fips

/A Important
REZHFRA v1.9.0.0-prod RESRAS App Mesh — &£,

£ Envoy Ul B HIRA & H X 3F App Mesh BN E B2 Bl , BAFER App Mesh Envoy BB &EB. BXE
ZEFMEE , FSHGItHub BB& B A,

LT ROPNFFEREHRLEN. AEEMERRXEN  BEENESENreplaceable,

(@ Note

- Envoy BERENAIFRIEN essential,
« BATEWN Envoy BB 512 4> CPU 2 TR ED 64 MiB BIATF. 7 Fargate £ , &7
LR EMRIERNFN 1024MiB,

« Amazon ECS FREHERL T S B MAMIRE N APPMESH_RESOURCE_ARN BHHW{E., E
MEERARL.15. 0K EBRAH Envoy Hif. BEXEZEE , S K Envoy,

SE| 6 BHRS 21
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« user RENEXMEAESENREBEEEFRH IgnoredUID EEE, EHRHIF , TRAER
MR 1337,

o B E RETIRRKESER Envoy BESIEHEIS |, AR/FHBE M Amazon ECSHREHE TR
MEBFAEEERITEHINAREFER.

« BIABERT , ¥ Envoy ISR MIREESSI A B B8, App Mesh A&
APPMESH_RESOURCE_ARN HIEEN B RN B, B IBLFERBECHNBEMIRE
APPMESH_RESOURCE_CLUSTER MEZEXRBEIITH, WEHEZEERAK 1.15.0 HRES
A Envoy &i&k. BXEZEE , iS5 Envoy,

LRI E R Envoy B8 E LR,

{

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-
prod",

"essential": true,
"environment": [{
"name": "APPMESH_RESOURCE_ARN",
"value": "arn:aws:appmesh:us-west-2:111122223333:mesh/apps/virtualNode/serviceB"
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1)
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3
1,
"user": "1337"

}

RES E L

LAUR =5 Amazon ECS FHE X E R LR RHIE HE taskB WESELH, KX 5 5l
RETERARTER AWS X-Ray I Ff Amazon ECS BeE BB EZ MRS, BREEEE
WiXtreplaceableff , MERABNES taskBv2 MG RtaskAFHESBIBRESEN . A
SR 8 B PR A1 B0 5 S B #5E % APPMESH_RESOURCE_ARN {B , 7 /&89 B1 A 72 5 {0 07 A9 i
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A% RERAREBE AppPorts . BRIAERT , 3 Envoy FEIEHRMBRESSI BB S , App

Mesh fE /i #&1£ APPMESH_RESOURCE_ARN FiEENREN B . BB FEAECHEHIRE
APPMESH_RESOURCE_CLUSTER AELXERBHLITHN. AT ROAIPNFIEBHBELEN. BERE
HEEEXEN  BEEENENENreplaceable,

WMRZREU"E 2 R PTIRIZ1T Amazon ECS £55 , MBLAZEEFIEES IAM BERMEIRFIF,

/A Important
Fargate AfEA KT 1024 Wik O {E,

Example I 5% ECS 1£55E X # JSON - Linux A28 LRI Fargate

{
"family" : "taskB",
"memory" : "1024",
"cpu" : "@.5 vCPU",
"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [
{
"name" : "ProxyIngressPort",
"value" : "15000"
3,
{
"name" : "AppPorts",
"value" : "9080"
3,
{
"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"
3,
{
"name": "EgressIgnoredPorts",
"value": "22"
3,
{
"name" : "IgnoredUID",
"value" : "1337"
3,
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RAriEmE

"name"
"value"

]I

"ProxyEgressPort",
"15001"

"type" : "APPMESH"

}I

"containerDefinitions" : [

{

"name" : "appName",

Ilimagell

"appImage",

"portMappings" : [

{

"containerPort" : 9080,
"protocol" : "tcp"

]I

"essential"
"dependsOn"

{

"containerName"

. true,

L

"condition" : "HEALTHY"

"name" : "envoy",

"image"

"840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.12.1-prod",

"essential"

. true,

"environment" : [

{

Ilnamell
"value

1,

"APPMESH_VIRTUAL_NODE_NAME",
" : "mesh/apps/virtualNode/serviceB"

"healthCheck" : {

"command"

L

"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"

]I

"interval" : 5,

"retries"

. 3,

"startPeriod" : 10,

uenvoyu’

HPR 6 : EMRS
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"timeout" : 2

.

"memory" : 500,

"user" : "1337"

}

1,
"requiresCompatibilities" : [ "FARGATE" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode" : "awsvpc"

Example & A F Amazon ECS #J JSON F&E XA AWS X-Ray -Linux A28 L/ Fargate

X-Ray AFHIREEXNARFRS TWERNERE , HRETATIWLRENITE, FHAEARAT
Envoy B9 X-Ray IRz#2/F , Envoy BE# @ X-Ray IREBREER. EALUERA Envoy BLEJE A X-Ray
RER. RIFEEE , Envoy FRERBIEREFENR sidecar RERIZITH X-Ray #HBFHERF |, ZHET

FRFFRERRS X-Ray B, EFBRERME X-Ray /57 , BAILEA X-Ray 24| &K ATHLRS

AAEMBERRIRFAREE. AT JSON RRATEA X-Ray ERHESE L.

{

"family" : "taskB",

"memory" : "1024",

"cpu" : "512",

"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [

{
"name" : "ProxyIngressPort",
"value" : "15000"
3,
{
"name" : "AppPorts",
"value" : "9080"
3,
{
"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"
3,
{
"name": "EgressIgnoredPorts",

HPR 6 EMRS
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"value": "22"

"name" : "IgnoredUID",
"value" : "1337"

"name" : "ProxyEgressPort",
"value" : "15001"

1,
"type" : "APPMESH"
},
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"

1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"

"name" : "envoy",
"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1.29.12.1-prod",
"essential" : true,
"environment" : [
{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"

iy

{
"name": "ENABLE_ENVOY_XRAY_TRACING",

HPR 6 : EMRS
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Ilvaluell: II1II

1,
"healthCheck" : {
"command" : [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2
},
"memory" : 500,
"user" : "1337"

"name" : "xray-daemon",

"image" : "amazon/aws-xray-daemon",

"user" : "1337",

"essential" : true,

"cpu" : "32",

"memoryReservation" : "256",

"portMappings" : [

{

"containerPort" : 2000,
"protocol" : "udp"

1,

"requiresCompatibilities" : [ "FARGATE" ],

"taskRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
"networkMode" : "awsvpc"

Example & A F Amazon ECS 5% E L # JSON- EC2 Fzh3KE

"family": "taskB",
"memory": "256",
"proxyConfiguration": {
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"type": "APPMESH",

"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
1,
{
"name": "ProxyIngressPort",
"value": "15000"
1,
{
"name": "ProxyEgressPort",
"value": "15001"
1,
{
"name": "AppPorts",
"value": "9080"
1,
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
1,
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
1,
"containerDefinitions": [
{
"name": "appName",
"image": "appImage",
"portMappings": [
{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,

"essential": true,
"dependsOn": [
{

"containerName": "envoy",

HPR 6 EMRS
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"condition": "HEALTHY"

}
]
1,
{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.12.1-prod",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

},
"user": "1337"
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode": "awsvpc"

Example i AWS X-Ray EC2 BzhZ & # Amazon ECS £5&E XK JSON

"family": "taskB",

"memory": "256",

"cpu" : "1024",

"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",

HPR 6 : EMRS
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"properties": [

{
"name": "IgnoredUID",
"value": "1337"
3,
{
"name": "ProxyIngressPort",
"value": "15000"
3,
{
"name": "ProxyEgressPort",
"value": "15001"
3,
{
"name": "AppPorts",
"value": "9080"
3,
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
3,
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
3,
"containerDefinitions": [
{
"name": "appName",
"image": "appImage",
"portMappings": [
{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,

"essential": true,
"dependsOn": [
{
"containerName": "envoy",
"condition": "HEALTHY"

HPR 6 EMRS
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]
iy
{

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.12.1-prod",
"essential": true,
"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"

.

{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"

}

1,

"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3
},
"user": "1337"

"name": "xray-daemon",

"image": "amazon/aws-xray-daemon",

"usexr": "1337",

"essential": true,

"cpu": 32,

"memoryReservation": 256,

"portMappings": [

{

"containerPort": 2000,
"protocol": "udp"

}
1,

| grep

-q LIVE"
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"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode": "awsvpc"
}
SRFEB

£ App Mesh #{IT& 4L &EHE

SLERNBNRATHEEENARFNIERENFTBENRE 2B IRRE, TEQ/BRIHEPERAS
KEITRR. MRFRAEEMAE , SLENBAUBIFFREVRE BRAR, FAELEHE , &
BEZ IR HENRARFRAE 2B TRRE,

BxumER App Mesh 3 Amazon ECS S 42BN EZER , ESHMEMA App Mesh AL L
#h ECS SIBT AL EHNENEE

(® Note
B>x App Mesh NEZ RBIFEL |, ESH App Mesh Rl 76 o

AI7 AWS App Mesh 1 Kubernetes

/A Important
KLIFTIFEHA 2026 £9 A 30 B , AWS SHELEXNHIZFEF. AWS App Mesh 2026 £ 9 A
30 B2 fE , BT EBHE AWS App Mesh # &1 A5 AWS App Mesh BiR. BXxEZ(E
B, BFhEtEEXEMNTE AWS App Mesh E) Amazon ECS Service Connect,

HIREMAER T Kubernetes B App Mesh #2288 AWS App Mesh 5 Kubernetes 8RBT , YRATELE
ENAMEERR , flomig, BERS., BT R, ELEEHSEMNET Kubernetes KB H., &AL
E 31 [E Kubernetes 8548 (pod) HISE N App Mesh sidecar RESB &, AHEESEERERT
Kubernetes #J App Mesh 122 2% , SAMES ALLEK.

BAF Kubernetes BE M RIRE N WE B 72 #I85 : meshes, virtual services., virtual
nodes M virtual routers. BHIZHVITEETENERENCIZE, ESUMBIER , HET API EX

BRER 32


https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://github.com/aws/aws-app-mesh-examples
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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FRIEY App Mesh the section called “P#&” the section called “EEILBRSS”, the section called “KE 1l
TR, the section called “EHARX", the section called “PxFH". the section called “KE & H
25" ( ‘21F the section called ‘B4 ) RiR. ETHREZEFEER N EHEBZMETE , HSHEGitHubIN
Ho

BEHIBIE 2R %E— Webhook , FUTAREAMREERIBEER M Kubernetes B84 (pod) A,

« App Mesh Envoy X2 - Envoy £ App Mesh 2 HIEIRFEXNEEXRBENNARFRERE
ESIEEIP

« App Mesh REBIEHEIEES - EFNAE4A (pod) MEH B ZEEFIET Envoy BEHE AE HRER
iptables # M, LtARBFERN Kubernetes init REFIZTERERA (pod) #,

FRZM

- BT# App Mesh Bl 2. BXEZEER , 85 142 AWS App Mesh ?,
« B3t Kubernetes #2887 T i, BXEZER |, 55 Kubernetes IR Y 4 2 Kubernetes,

- BHE Kubernetes &8 . MREEEEEE , S (Amazon EKS AFE®E) FH Amazon EKS
Alle MRRELD# EIZ1TH 2 M Kubernetes 58 EC2 , E#{R Docker E&EX Envoy H&ATE
ML S ECR FHENFHRIE. BXESELR , E5W Envoy 5. (IDaEHERIIME
BFEE) BHEMR S HRIERM Kubernetes R MNFAE JEM R P IREVE B

« App Mesh X357t DNS #3EMAEY Linux BRS AWS Cloud Map , SiERERMEZ. EFEALLA
136 , RMNBWERE=T12 M2 DNS WINERF. ZEBHNRRSBRBENERSHE N
serviceA, serviceB # serviceBv2 , BT LAER N apps.local A Z=E P RKINFTE IR
%o

BERS T 7E , Bt Z2RSMERERR  BEIBFERGRBS 281, BTTEERMIE,

. B%&% AWS CLI iRZS 1.18.116 RE S RAD 2.0.38 RESHA. ELERHALR AWS CLI , S
%% AWS CLl,

- BB N E&ER Kubernetes EEEEM kubectl B ik, MREIEEFEH Amazon Elastic
Kubernetes Service , M AT A A A T &% kubect]l MEE kubeconfig XA,

« Helm ix A 3.0 FEEMRAELE, MRERZERE Helm , S (L 5% EKS AFERE) HRVE
Helm 5 5% EKS Bi& M.

« Amazon EKS B #i IPv6_ONLY X %3#F IPv4 ONLY BAX X IP B3I , KN Amazon EKS B &
N FFEEBURME IPv4 RETX IPV6 REMAEFA (pod).
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https://github.com/aws/aws-app-mesh-controller-for-k8s
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
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HERLTBBELPRBRSESHE N serviceA, serviceB M serviceBv2 , FEAUESE R
apps.local WA Z=E P RIAFE RS,

| RERENAH

HEERES App Mesh EEFEANARRE (pod) WEBNEEF |, RR-IXEREAH.

REERAH
1. BEENFRIRJFZ-RBREMRATRIZFHBENES, NRECLETMRITR , REFTHE
RBCRE , WANATHAZT ML , RECWERRELRE T MRITR.

curl -o pre_upgrade_check.sh https://raw.githubusercontent.com/aws/eks-charts/
master/stable/appmesh-controller/upgrade/pre_upgrade_check.sh
sh ./pre_upgrade_check.sh

MEMAIRE Your cluster is ready for upgrade. Please proceed to the
installation instructions , MARELERIT T -5, MREREFERNER , WEELETK
ARSR , RAEBHE, BXARMERTREINESER , BSHALR. GitHub

2. ¥4 eks-charts F#EERME Helm,

helm repo add eks https://aws.github.io/eks-charts

3. &% App Mesh Kubernetes B E XERE X (CRD),

kubectl apply -k "https://github.com/aws/eks-charts/stable/appmesh-controller/crds?
ref=master"

4. RIEHIZZBIE— Kubernetes 88 Z8[H,

kubectl create ns appmesh-system

5. REBEUTEE  UEEEESEPEH. N cluster-name M Region-code B NI BEHN
=T

export CLUSTER_NAME=cluster-name
export AWS_REGION=Region-code

S| REERAH 34
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https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#upgrade
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6. ( AlIE ) WREIEE Fargate Lz TiEHIEE , WEEQE — Fargate BiE X, MREE K
eksctl &% , 525 <(Amazon EKS AIF#E®M) eksctIFHLZERA L. MREFEFEAES
BRIEREXH , 52 H (Amazon EKS AAF1ERE) M BIE Fargate Bt & X,

eksctl create fargateprofile --cluster $CLUSTER_NAME --name appmesh-system --
namespace appmesh-system

7. RIEMIERELIE OpenlID Connect (OIDC) F{712 M4 r, MR REZHRK eksctl , M ATLUIRER
{Amazon EKS AIF#Em) FLEHAR eksctl EMHBALEE, MREHEFEREH A6IE
RH® , HZ Amazon EKS AFERTNAEH LHNERSKSER IAM A€,

eksctl utils associate-iam-oidc-provider \
--region=$AWS_REGION \
--cluster $CLUSTER_NAME \
--approve

8. BIE IAM A& , Mt AWSAppMeshFullAccess Hl AWSCloudMapFullAccess AWS JJ EE R
B, HFHEHYEER appmesh-controller Kubernetes BREKF . ZAGEIREISTAEB R M. B
BRFE X App Mesh &R

(® Note
ZaTEABFERNERUIE—ND AWS IAM B, BT EEENEN IAM BEEH.

eksctl create iamserviceaccount \

--cluster $CLUSTER_NAME \

--namespace appmesh-system \

--name appmesh-controller \

--attach-policy-arn arn:aws:iam::aws:policy/
AWSCloudMapFullAccess,arn:aws:iam: :aws:policy/AWSAppMeshFullAccess \

--override-existing-serviceaccounts \

--approve

MREEEREH AWS Management Console A Z RS MK~ AWS CLI , i5Z# A mazon EKS
RAPEEFHNAENERSZKSCE IAM AEFHER. WREMSEA AWS Management Console 5,

AWS CLI R8Ik |, MAFEE[ZA B E Kubernetes fRFZ kS, BXEZER |, HSH
{Amazon EKS AIF{EME) PR AEF LHERSZK/EE IAM A6,
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https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html#create-fargate-profile
https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess$jsonEditor
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSCloudMapFullAccess$jsonEditor
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
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9. #FFE App Mesh #2#88. AXAABEERIIIEK , S LHNEE GitHub,
B A

1. BRABEEEHEIE App Mesh 12588 , BN EENAE TN
Amazon VPC iR, BIEEEIRE accountId,

A App Mesh RS &N

--set accountId=$AWS_ACCOUNT_ID

EEMEEHDZ A X-Ray BER , 58 A X-Ray #l Amazon ECR Amazon VPC s R, #2#I85
BRIAEH public.ecr.aws/xray/aws-xray-daemon:latest , B ItbiE R B HI B 2N iy
HEFHHEIEFBHN N A ECR T,

(® Note
Amazon VPC i 5 B 81 A% 3F Amazon ECR N E F FE,

BT RGIEROMAER X-Ray BB B2 HI27,

helm upgrade -i appmesh-controller eks/appmesh-controller \

--namespace appmesh-system \

--set region=$AWS_REGION \

--set serviceAccount.create=false \

--set serviceAccount.name=appmesh-controller \

--set accountId=$AWS_ACCOUNT_ID \

--set log.level=debug \

--set tracing.enabled=true \

--set tracing.provider=x-ray \

--set xray.image.repository=your-account-id.dkr.ecr.your-
region.amazonaws.com/your-repository \

--set xray.image.tag=your-xray-daemon-image-tag

ERNARFHEEREUT QBMKIHER , FRIE X-Ray BEFHFEFRERIIZEA.

EXESES , E5H (Amazon EKS FfISR) hFAEEE,
2. FEALEREE App Mesh 1248, BXFARBATNGIR , E2H ENEE GitHub.

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
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https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-push-ecr-image.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/private-clusters.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
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--set serviceAccount.name=appmesh-controller

(® Note

R EH Amazon EKS 8 R FIE IPV6

SRR TR EEERZF --set clusterName=$CLUSTER_NAME,

/A Important

B EB I Fme-south-1, ap-east-1, ap-southeast-3, eu-
south-1, il-central-1 = af-south-1 XigidF , MEEEFEAHSPRMU T E

R

m :

Region-codefaccount-id—4ERKEERN,

« Xf

F sidecar B :

--set image.repository=account-id.dkr.ecr.Region-code.amazonaws.com/
amazon/appmesh-controller

772975370895.dkr,
appmesh-envoy

856666278305.dkr,
appmesh-envoy

909464085924 .dkr,
appmesh-envoy

422531588944.dkr,
appmesh-envoy

564877687649.dkr,
appmesh-envoy

924023996002.dkr,
appmesh-envoy

ecr.me-south-1.amazonaws.com/: v1.29.12.1-prod aws-

ecr.ap-east-1.amazonaws.com/: v1.29.12.1-prod aws-

ecr.ap-southeast-3.amazonaws.com/: v1.29.12.1-prod aws-

ecr.eu-south-1.amazonaws.com/: v1.29.12.1-prod aws-

ecr.il-central-1.amazonaws.com/: v1.29.12.1-prod aws-

ecr.af-south-1.amazonaws.com/: v1.29.12.1-prod aws-

« URIs I EEH A EFHRERIBWE SR GitHub, T TREGRH AWS K IRAEE
tivl.5.0, |[BIREMEGITEZEL D Elastic Kubernetes Service 1 G R 8845 5%

R LB AWS K 5,

ETEZRE App Mesh B HIZFT B EI AN ®

7
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o X TFERBIERMRE

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code.amazonaws.com/aws-appmesh-envoy

772975370895.dkr.ecr.me-south-1.amazonaws, com/amazon/appmesh-12 il
g7:v1.13.1

856666278305.dkr.ecr.ap-east-1.amazonaws, com/amazon/appmesh-1%
g7:v1.13.1

909464085924 .dkr.ecr.ap-southeast-3.amazonaws, com/amazon/appmesh-13 i
g7:v1.13.1

422531588944 .dkr.ecr.eu-south-1.amazonaws, com/amazon/appmesh-1% i
g7:v1.13.1

56487768767649.dkr.ecr.il-central-1.amazonaws, com/amazon/appmesh-1% i
g7:v1.13.1

924023996002.dkr.ecr.acr.af-south-1.amazonaws, com/amazon/appmesh-13 i
g7:v1.13.1

« XtF sidecar FITA{LAR{R -

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy

772975370895.dkr, ecr.me-south-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

856666278305.dkr., ecr.ap-east-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

909464085924.dkr. ecr.ap-southeast-3.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

422531588944 .dkr, ecr.eu-south-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

564877687649.dkr. ecr.il-central-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

924023996002.dkr, ecr.af-south-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

7
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/A Important
REZFHFRA v1.9.0.0-prod RESRAS App Mesh — &£

10. FIASEBIBRARAN v1.4.0 HESKEAE ., BAUEFEFTEE HE GitHub,

kubectl get deployment appmesh-controller \
-n appmesh-system \

-0 json | jq -r ".spec.template.spec.containers[].image" | cut -f2 -d ':'

(® Note
MREBEFEEETHARRNAE , BUERXFIHE —TEEUTYR , XITNAAUR
£ i 2B

Neither -kubeconfig nor -master was specified. Using the inClusterConfig.
This might not work.

SR 2 . ZBF App Mesh FiR
HIRIE Kubernetes REEBN ARFE |, B4 8|2 Kubernetes BIE X EIR , LAERFIES o] LA 224

RIHY App Mesh &R, A TREA B ZIEBEFELINEER App Mesh &R, &R LAE App Mesh
ELPIHN TS IheE XK vibeta2 F XK Pk BT B EM App Mesh R IRTIEER RHIEE

/12

GitHub

/A Important
BHEIZFCIE T App Mesh BIRfE , BB ERAEHIZEX App Mesh R 17 52 =i il Br %
Ro WMREFER App Mesh XY EIRBITERLMBR , MBRINERT , BHEBZFETDIHIATS
FE R EFOIEFTE XM BREY App Mesh TR, B LUF I FEREEN EENRE, B
REZER , BSR LM ‘BLE” GitHub,

Z8E App Mesh &R

1. BIEEF App Mesh BIREPFBZIH Kubernetes a5 & 22 [H),
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a. FUTABRRFEITEN LB R namespace.yaml HIXH4H,

apiVersion: vl
kind: Namespace
metadata:
name: my-apps
labels:
mesh: my-mesh
appmesh.k8s.aws/sidecarInjectorWebhook: enabled

b. SlREwE =M,

kubectl apply -f namespace.yaml
2. I App Mesh BRE W%

a. FUTHAARREITENLEEZ RN mesh.yaml BXHF, ZXHATFRIEE RN my-mesh BIN
BRERE. REMERE—MATHEEEEANERSZENMERENEBLR,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: Mesh
metadata:
name: my-mesh
spec:
namespaceSelector:
matchLabels:
mesh: my-mesh

b. SIEM#E,.

kubectl apply -f mesh.yaml

c. BECDOIEM Kubernetes M RRIIFMEES,

kubectl describe mesh my-mesh

i
Name: my-mesh
Namespace:
Labels: <none>
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Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"Mesh", "metadata":{"annotations":{}, "name":"my-mesh"}, "spec":

{"namespaceSelector":{"matchLa...

API Version: appmesh.k8s.aws/vlbeta2

Kind: Mesh

Metadata:
Creation Timestamp: 2020-06-17T14:51:37Z
Finalizers:

finalizers.appmesh.k8s.aws/mesh-members
finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1
Resource Version: 6295
Self Link: /apis/appmesh.k8s.aws/vlbeta2/meshes/my-mesh
UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Spec:

Aws Name: my-mesh

Namespace Selector:
Match Labels:

Mesh: my-mesh

Status:
Conditions:
Last Transition Time: 2020-06-17T14:51:37Z
Status: True
Type: MeshActive
Mesh ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh
Observed Generation: 1
Events: <none>

d. EFEEXEHIZFGEN App Mesh IREMEHEMER,

aws appmesh describe-mesh --mesh-name my-mesh

i

"mesh": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh",
"createdAt": "2020-06-17T09:51:37.920000-05:00",
"lastUpdatedAt": "2020-06-17T09:51:37.920000-05:00",
"meshOwner": "111122223333",
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"resourceOwner": "111122223333",
"uid": "111al11bl-clld-lelf-ghli-j11k11111m711",
"version": 1
.
"spec": {},
"status": {
"status": "ACTIVE"

3. B2 App Mesh BT R, BT RFEHIEM@E Kubernetes FBHZ BB

a. FUTHABRRFENTENLEZ RN virtual-node. yaml XX, XA TRl Emy -
appsZEB my-service-a REEK App Mesh BT &, BT RRTRERELSHEHEE
#) Kubernetes BR%5. hostname M{ERLE T LT RN EFRIRFHIELRE DNS 41
o

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: my-service-a
namespace: my-apps
spec:
podSelector:
matchLabels:
app: my-app-1
listeners:
- portMapping:
port: 80
protocol: http
serviceDiscovery:
dns:
hostname: my-service-a.my-apps.svc.cluster.local

qu}u%,\\\,\ﬁzlﬁﬂ&qﬂﬂiﬁﬁﬂ’ﬂﬂ BE , fln end-to-endi]l]%'?3*[1J‘Z?‘ﬂﬂi)ﬂ*E BRESE
B, iES IFﬂ the section called ‘BT R, EEEFUELARFHCHRENELT SBARET
% ’fTJ’)\T Aap 'I'-| o

aws appmesh create-virtual-node --generate-cli-skeleton yaml-input

b. HEBFBELT Ko
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kubectl apply -f virtual-node.yaml

c. BFEBRIEM Kubernetes EMlT R BRNEHAES.

kubectl describe virtualnode my-service-a -n my-apps

LT
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:

{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualNode", "metadata":{"annotations":{}, "name":"my-service-

a","namespace":"my-apps"},"s...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualNode

Metadata:
Creation Timestamp: 2020-06-17T14:57:29Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 2
Resource Version: 22545
Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualnodes/my-service-a
UID: 111al1lbl-c11d-1elf-ghli-j11k11111m711
Spec:
Aws Name: my-service-a_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:

Name: my-mesh

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Pod Selector:

Match Labels:

App: nginx
Service Discovery:
Dns:

Hostname: my-service-a.my-apps.svc.cluster.local
Status:
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Conditions:
Last Transition Time: 2020-06-17T14:57:29Z
Status: True
Type: VirtualNodeActive
Observed Generation: 2
Virtual Node ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps
Events: <none>

d. EEEFIESE App Mesh FEIEZMNELLT S FAEFE.

(@ Note

RETE Kubernetes FBIZMELT R B ¥ my-service-a , {B7E App Mesh F
BB T R BFA my-service-a_my-apps. EHIZRIESIZE App Mesh &R
B, & Kubernetes fn & Z=E 18] B # M INE] App Mesh EHL T KB Fr. AR ZEE A
MR N TE Kubernetes # , WA LEFREN TR ZE PR ZEEMHE A ELT
& , 1B7E App Mesh A, FE LT 23 FRIE AG PN AU E—

aws appmesh describe-virtual-node --mesh-name my-mesh --virtual-node-name my-
service-a_my-apps

f

"virtualNode": {

"meshName": "my-mesh",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualNode/my-service-a_my-apps",

"createdAt": "2020-06-17T09:57:29.840000-05:00",
"lastUpdatedAt": "2020-06-17T09:57:29.840000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

.

"spec": {
"backends": [],
"listeners": [
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{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "my-service-a.my-apps.svc.cluster.local"
}
}
1,
"status": {
"status": "ACTIVE"
1,
"virtualNodeName": "my-service-a_my-apps"

}
4. B2 App Mesh B\ HZR. ELEXAZRLERTENMNER - MRS NELRSHRE

a. FUTAHARREIITENLERZR virtual-router.yaml WXHH, ZXHATFEIZER
HEE  FRERBINEL—SFEEMNERN my-service-a WEMT K. #EHIZFEIZE App
Mesh B\ HBMEARER. BAUNBHRIEEESUE , ARFEA http LABNHN. B
REZEE , S Hthe section called “FE #l#% H 85" Mthe section called “B§4”. HEE , 5l
FAWEIT LB RE Kubernetes LT REBHM , M A RIEHIZZTE App Mesh HBIZEH App
Mesh RE#L77 R %& o

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualRouter
metadata:
namespace: my-apps
name: my-service-a-virtual-router
spec:
listeners:
- portMapping:
port: 80
protocol: http
routes:
- name: my-service-a-route
httpRoute:
match:
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prefix: /
action:
weightedTargets:
- virtualNodeRef:
name: my-service-a
weight: 1

(At ) BEEEAUELAMEPRENEDRARZNAEATRRE , BETU TGRS,

aws appmesh create-virtual-router --generate-cli-skeleton yaml-input

EEERAELRMEHRENBEHNTETHRE , BETUATH T,

aws appmesh create-route --generate-cli-skeleton yaml-input

b. HBFBEMEEEAR,

kubectl apply -f virtual-router.yaml

c. BECDBIEM Kubernetes BRI BB EIR,

kubectl describe virtualrouter my-service-a-virtual-router -n my-apps

48 R B 1
Name: my-service-a-virtual-router
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualRouter", "metadata":{"annotations":{}, "name": "my-

service-a-virtual-router", "namespac...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualRouter
Spec:
Aws Name: my-service-a-virtual-router_my-apps
Listeners:
Port Mapping:
Port: 80

Protocol: http
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Mesh Ref:

Name: my-mesh

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Routes:

Http Route:

Action:
Weighted Targets:
Virtual Node Ref:
Name: my-service-a

Weight: 1
Match:
Prefix: /
Name: my-service-a-route
Status:

Conditions:

Last Transition Time: 2020-06-17T15:14:01Z

Status: True

Type: VirtualRouterActive
Observed Generation: 1
Route AR Ns:

My - Service - A - Route: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route

Virtual Router ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps
Events: <none>

d. EEFEFIBEETE App Mesh FRIBHELIBEHAZFZRER. BALLA name EE my-service-a-
virtual-router_my-apps , B HEFIZRE App Mesh HOIEELBHRN , ERERE
BB 2R B S B AN Kubernetes #5% 28 (8] & #ro

aws appmesh describe-virtual-router --virtual-router-name my-service-a-virtual-
router_my-apps --mesh-name my-mesh

i

"virtualRouter": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualRouter/my-service-a-virtual-router_my-apps",
"createdAt": "2020-06-17T10:14:01.547000-05:00",
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"lastUpdatedAt": "2020-06-17T10:14:01.547000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111al11bl-clld-lelf-ghli-j11k11111m711",
"version": 1
.
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

1,
"status": {

"status": "ACTIVE"
iy

"virtualRouterName": "my-service-a-virtual-router_my-apps"

e. EFEFIBEETE App Mesh FRIEHIEHAEIR. R7E Kubernetes FRIBREBHAEIR , N ZHKEH
5= Kubernetes FELVEHBHREN —F 0. BHABSEETETFIR c B Kubernetes #IR1F
MER P, EHIBFE App Mesh AR , T4F Kubernetes 758 22 [B1 & ¥ M 0 E App
Mesh BHEMN , BNBHRBMX ELEHEME—.

aws appmesh describe-route \
--route-name my-service-a-route \

--virtual-router-name my-service-a-virtual-router_my-apps \
--mesh-name my-mesh

LTl
{
"route": {
"meshName": "my-mesh",
"metadata": {
"arn":

"arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route",
"createdAt": "2020-06-17T10:14:01.577000-05:00",
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"lastUpdatedAt": "2020-06-17T10:14:01.577000-05:00",
"meshOwner": "111122223333",

"resourceOwner": "111122223333",

"uid": "111al11bl-clld-lelf-ghli-j11k11111m711",
"version": 1

.
"routeName": "my-service-a-route",
"spec": {
"httpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "my-service-a_my-apps",
"weight": 1
}
]
},
"match": {
"prefix": "/"
}
}
.
"status": {
"status": "ACTIVE"
},
"virtualRouterName": "my-service-a-virtual-router_my-apps"

}

5. Bl App Mesh LIRS . EIRS B —MHRAISZERARSS , HET RUEZRHAS0ET E OB
MR A REERE, NERFSZEMARECHENRS. AL T App Mesh A FEE
BRUHELRS B ENEURSAARNEIGRRSHTERES B, BEXT S X & ELAR
% BRLEERNRAEFABEIT| AEMEN. BREAIEEFNEMRSRERFNELT
REELABE AR

a. FUTAHARREFEIITENLRZR virtual-service.yaml BXXHF, ZX4HATFRIZER
RS FRAELEHSBRMEFIRERBIEL—SHOENEN my-service-a HEH
T R. spec # awsName W{E R I IE LIRS ATIRENAY 3= BR Kubernetes BRFH T2 BRET A
(FQDN), Kubernetes BR$1E the section called “FH 3 : BIEREHMRS” FElE, BXES
E8 , &2 the section called “E# RS

apiVersion: appmesh.k8s.aws/vlbeta2
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kind: VirtualService
metadata:

name: my-service-a

namespace: my-apps
spec:

awsName: my-service-a.my-apps.svc.cluster.local

provider:

virtualRouter:
virtualRouterRef:
name: my-service-a-virtual-router

FEEEVELRMTHPRENEURSNAETHRE , FETUATHS,

aws appmesh create-virtual-service --generate-cli-skeleton yaml-input

b. SIRELRS.

kubectl apply -f virtual-service.yaml

c. EECEHEM Kubernetes EMIRSEENIFHES,

kubectl describe virtualservice my-service-a -n my-apps

i
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualService", "metadata":{"annotations":{}, "name": "my-

service-a", "namespace":"my-apps"}...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualService

Metadata:
Creation Timestamp: 2020-06-17T15:48:40Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1
Resource Version: 13598
Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/

virtualservices/my-service-a
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AriEmE
UlD: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Spec:
Aws Name: my-service-a.my-apps.svc.cluster.local
Mesh Ref:
Name: my-mesh
UID: 111allbl-cl1d-1elf-ghli-j11k11111m711
Provider:
Virtual Router:
Virtual Router Ref:
Name: my-service-a-virtual-router
Status:
Conditions:
Last Transition Time: 2020-06-17T15:48:40Z
Status: True
Type: VirtualServiceActive
Observed Generation: 1
Virtual Service ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualService/my-service-a.my-apps.svc.cluster.local
Events: <none>

d. EFEHERE App Mesh FRIEZME LIRS BIRMFHES . Kubernetes 2 HIZRIE App
Mesh 8|2 E LIRS AT , T4F Kubernetes 5 f ZE 8] A M N2 App Mesh EEVBRSZ B #5 ,
B RE B BR S5 09 & TR 2 M — Y FQDN,

aws appmesh describe-virtual-service --virtual-service-name my-service-a.my-
apps.svc.cluster.local --mesh-name my-mesh

i

"virtualService": {

"meshName": "my-mesh",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualService/my-service-a.my-apps.svc.cluster.local",

"createdAt": "2020-06-17T10:48:40.182000-05:00",
"lastUpdatedAt": "2020-06-17T10:48:40.182000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

}I
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uspecu: {
"provider": {
"virtualRouter": {

"virtualRouterName": "my-service-a-virtual-router_my-apps"
}

}
1,
"status": {

"status": "ACTIVE"
},
"virtualServiceName": "my-service-a.my-apps.svc.cluster.local"

REAHEHEGENS , B2t LLEFE App Mesh the section called “EE LM< # the section
called “Mx<BEH". BXFERAEHSEIBXERFNES , BSREEAUENXHETE L GitHub &R
W RBEE

SR 3 CIENEFRS

EABEF App Mesh Bi& A EMAESA (pod) BMELZFIT App Mesh sidecar g5, JEFAZR/S
B30 sidecar AR A MEFEARIEENIRESHENEEREFA (pod) Fo

1. BRARERN., BMNBWEEAE Kubernetes HE , LUX RN B S M App Mesh ERITT |
MBS

a. MUTHEREIUTEN LA N proxy-auth. json WX #h, EHFHalternate-
colored valuesF BCHE#,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:Region-code:111122223333 :mesh/my-mesh/
virtualNode/my-service-a_my-apps"
]
}
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}
b. BIEXM,

aws iam create-policy --policy-name my-policy --policy-document file://proxy-
auth. json

c. BIEIAM AR  [FEREL—STHOEBNREMHMNEZAE , 82 Kubernetes BREZ K F HIFE
B8 E EiZ Kubernetes RSB TIK ., ZAGBMERGIZTEES A, MBERFE X App Mesh &R,

eksctl create iamserviceaccount \
--cluster $CLUSTER_NAME \
--namespace my-apps \
--name my-service-a \
--attach-policy-arn arn:aws:iam::111122223333:policy/my-policy \
--override-existing-serviceaccounts \
--approve

MREEENRFEH AWS Management Console S| ZRE MK AWS CLI , 55 A mazon
EKS AFEBTH AN ENRSK, CIE IAM SEF KR, MREFER AWS Management
Console B AWS CLI ReIEKF , IEFEERNZABME E| Kubernetes [RF kS, BXE
ZER , 52 H (Amazon EKS AFERM) PR NEH LHWBRISKFEE IAM A€,

2. (W) MRENIHEBELEE Fargate B4 (pod) , MEEBIE Fargate BLE X, MEXRE
4= eksctl , MATLUIRER (Amazon EKS AAF1ER) FEEDH L eksctl EMNRBARET, W
REFEFERREACREE XY |, 219 (Amazon EKS AFIERE) FHRIZ Fargate Bl E X
#

eksctl create fargateprofile --clustexr my-cluster --region Region-code --name my-
service-a --namespace my-apps

3. BIE Kubernetes RSB, MREEEM App Mesh BLSFEANIEHE , WEERE—NE
BT R, BARIE the section called “F IR 2 : #8%8 App Mesh BIR” B FFZ] 3 AT AR, &
FENHE  BREAGSESEEUT | LIRENIREMEE , X# sidecar BB R MNE
AER4A (pod) b , HEFHBBAEA (pod).

a. FUTHRAERERITEN BN example-service.yaml BXHH, MREBERG B ZEH
BMH LA Fargate BEF4A (pod) , FHEARWE Z R BAMESEE Fargate BLE X E W
Z2 | B MR EL,

apiVersion: vl
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kind: Service
metadata:
name: my-service-a
namespace: my-apps

labels:

app: my-app-1

spec:

selector:

app: my-app-1
ports:

- protocol: TCP

port: 80

targetPort: 80
apiVersion: apps/vl
kind: Deployment
metadata:
name: my-service-a
namespace: my-apps
labels:
app: my-app-1
spec:
replicas: 3
selector:
matchLabels:
app: my-app-1
template:
metadata:
labels:
app: my-app-1
spec:
serviceAccountName: my-service-a
containers:
- name: nginx
image: nginx:1.19.0
ports:
- containerPort: 80

/A Important
HSEH app matchLabels selector RHEXISIETE the section called “25
1% 2 : #8¥ App Mesh BR” W FH R 3 FEIZENT SEENEHETE , &
N sidecar BEFRTFLEAFIBEA (pod)F, EHHH RGP , FRZHERN my-

SR 3 QEREHRRS
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RAriEmE

app-1l. MREHENRELMAIAMAREUTR ,

b. #EMRS.

GitHub

kubectl apply -f example-service.yaml

c. EFRFNHE

kubectl -n my-apps get pods

i

NAME

my-service-a-54776556f6-2cxd9
my-service-a-54776556f6-w26kf
my-service-a-54776556f6-zw5kt

READY
2/2
2/2
2/2

d ZEECEHBHBEYA (pod) 2—HiFHAEER,

kubectl -n my-apps describe pod my-service-a-54776556f6-2cxd9

48 % B a0
Name: my-service-a-54776556f6-2cxd9
Namespace: my-app-1
Priority: 0
Node: ip-192-168-44-157.us-west-2.compute.internal/192.168.44.157

STATUS

Running
Running
Running

Start Time: Wed, 17 Jun 2020 11:08:59 -0500

Labels: app=nginx

pod-template-hash=54776556f6
Annotations: kubernetes.io/psp: eks.privileged

Status: Running
IP: 192.168.57.134
IPs:

IP: 192.168.57.134

Controlled By: ReplicaSet/my-service-a-54776556f6

Init Containers:
proxyinit:

M| Deployment &% 1Y
A& Envoy AR, BXEXANGEENESEER , 51 Envoy, MBEEFHR
manfest , i5ZFFHEE R,

RESTARTS
0
0
0

AGE
10s
18s
26s
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Container 1ID: docker://
e0c4810d584c21ae@cb6e40f6119d2508f029094d0e@1c9411c6cf2a32d77a59

Image: 111345817488.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
proxy-route-manager:v2
Image ID: docker-pullable://111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager
Port: <none>
Host Port: <none>
State: Terminated
Reason: Completed
Exit Code: 0
Started: Fri, 26 Jun 2020 08:36:22 -0500
Finished: Fri, 26 Jun 2020 08:36:22 -0500
Ready: True
Restart Count: 0
Requests:
cpu: 10m
memory: 32Mi
Environment:
APPMESH_START_ENABLED: 1
APPMESH_IGNORE_UID: 1337
APPMESH_ENVOY_INGRESS_PORT: 15000
APPMESH_ENVOY_EGRESS_PORT: 15001
APPMESH_APP_PORTS: 80
APPMESH_EGRESS_IGNORED_IP: 169.254.169.254
APPMESH_EGRESS_IGNORED_PORTS: 22
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Containers:
nginx:
Container ID: docker://
be6359dc6ecd3f18alc87df7b57c2093e1f9db17d5b3a77f22585ce3bcabl37a

Image: nginx:1.19.0
Image ID: docker-pullable://nginx
Port: 80/TCP
Host Port: Q/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:28 -0500
Ready: True
Restart Count: 0
Environment:
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AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-
mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON

AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

envoy:
Container ID:
docker://905b55cbf33ef3b3debc51cb448401d24e2e7c2dbfc6a9754a2c49dd55a216b6

Image: 840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.12.4.0-prod
Image ID: docker-pullable://840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy
Port: 9901/TCP
Host Port: Q/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:36 -0500
Ready: True
Restart Count: @
Requests:
cpu: 10m
memory: 32Mi
Environment:
APPMESH_RESOURCE_ARN: arn:aws:iam::111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps
APPMESH_PREVIEW: 0
ENVOY_LOG_LEVEL: info
AWS_REGION: us-west-2
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Events:
Type Reason Age From
Message

Normal Pulling 30s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager:v2"

Normal Pulled 23s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager:v2"
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Normal Created 21s
west-2.compute.internal
Normal Started 21s
west-2.compute.internal
Normal Pulling 20s
west-2.compute.internal
Normal Pulled 16s
west-2.compute.internal
Normal Created 15s
west-2.compute.internal
Normal Started 15s
west-2.compute.internal
Normal Pulling 15s
west-2.compute.internal

west-2.amazonaws.com/aws-

Normal Pulled 8s

kubelet, ip-192-168-44-157.us-
Created container proxyinit

kubelet, ip-192-168-44-157.us-
Started container proxyinit

kubelet, ip-192-168-44-157.us-
Pulling image "nginx:1.19.0"

kubelet, ip-192-168-44-157.us-
Successfully pulled image "nginx:1.19.0"

kubelet, ip-192-168-44-157.us-
Created container nginx

kubelet, ip-192-168-44-157.us-
Started container nginx

kubelet, ip-192-168-44-157.us-
Pulling image "840364872350.dkr.ecr.us-
appmesh-envoy:v1.12.4.0-prod"

kubelet, ip-192-168-44-157.us-

west-2.compute.internal Successfully pulled image "840364872350.dkr.ecr.us-

west-2.amazonaws.com/aws-

Normal Created 7s
west-2.compute.internal
Normal Started 7s
west-2.compute.internal

appmesh-envoy:v1.12.4.0-prod"
kubelet, ip-192-168-44-157.us-
Created container envoy
kubelet, ip-192-168-44-157.us-
Started container envoy

EREMNEES BB REHZREN proxyinit M envoy BEARMEIBRES4A (pod).
MRIEF RHIPRSEBE R Fargate , MIZFIZF 2 envoy BERARIMEIARERA (pod) # , 1B

P

roxyinit BBET =,

4. (WL ) ZEEM , B0 Prometheus, Grafana, Jaeger 1 Datadogo AWS X-RayEXEZ{E

B, &2 App Mesh 1@ GitHub M {App Mesh FIF5RE) B “AIWLE2ME” £ 49

® Note

BXx App Mesh WEZRBIFEL , 525 App Mesh RBIFEE,

F]4 5

=
/B PR

W ERAHAE P IR TR RBIE IR, #2525 M BRFE my-mesh App Mesh BRS5 M 4% 5 I 2 K 5K

kubectl

delete namespace my-apps
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WMRENREIRS IR T Fargate BEXH |, &R EMER.

eksctl delete fargateprofile --name my-service-a --cluster my-cluster --region Region-
code

I BR R4

kubectl delete mesh my-mesh

( Wik ) BT LA BR Kubernetes SRR

helm delete appmesh-controller -n appmesh-system

( /& ) WMRENF Kubernetes AU EFE S Fargate , EMIER Fargate Bt &34

eksctl delete fargateprofile --name appmesh-system --cluster my-cluster --
region Region-code

AWS App Mesh #1 Amazon A EC2

/A Important
KRIFTHEH : 2026 £ 9 B 30 B, AWS HELERIZHR, AWS App Mesh 2026 £ 9 A
30 Bz/a , BT EBIHE AWS App Mesh # 4] A5 AWS App Mesh BiR. BXEZ(E
B, BRIt EEXZENTE AWS App Mesh | Amazon ECS Service Connect,

R EFATFE B R AWS App Mesh B Amazon LiZ{THISERRERS EC2, AHBENE T 25 App
Mesh RFRERHEARINEE,

&
7T HAMARAER App Mesh , BESE —MNEEUTHENS AR :

« 1B 7 serviceA F serviceB AR A Ko
s XAMRFZITEMEIR S apps.local WanH Z=E,
« ServiceA B HTTP/2 Mix O 80 & serviceB BEE.
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o BEERE serviceB BWMRA 2 , AR AR F serviceBv2 7£ apps.local @& Z=EFEM T iZAR

%o

BHERNT -

o AN 75% WHREM K EserviceAZ|serviceB |, I 25% MR E XX RserviceBv2E—1, &
TR EKiE25% i EserviceBv2 , BRAILMERIERBN100% MW AREZHRIIE 2R XG5
mserviceA,

o IREBELBREVRBRWNABRRKENE , UE—BIEH serviceBv2 AISEE N 100% W2 XERZR
%, SAEREBAR.E serviceBv2 [, BFEEHH serviceB,

o BRI TR 2 BV E KR T S R SSER AR S5 VR EL A B A AR RS S AR S5 R DU AR

RNTFEREMNER  BRECEETEELRS., BT, ELEHEIZMEEHELN App Mesh RFE M
o EEBHMIEE , EFEA Envoy REVERS. EFE , BHRSNES Envoy REMEBEE
MAREEMEEBEE.

FRF M

App Mesh X 357E DNS HEMEY Linux BRSS AWS Cloud Map , REFERTAZ. EEAMAE
B, BINBNERH=E XM ZE DNS HINERS. BIERSTEE , B JLUAERSMEREE
R, BEHBRRERS 28, BT EFEAME,

MREEAKIZITRS , WALAS3) Amazon EC2 St HmEHEBNARER. BEXEZER , 5
L i EC2 A ISE PR EIE - Amazon EC2 Linux 2B AT, RIRSBBESRBRSHERN

serviceA, serviceB #l serviceBv2 , AR LAER A apps.local Wi & Z2 A R &K IFTE R

%o

SR 1 RN E RS

BEMER—MHATEZEEANRS <BNNERENZELR, AXRESERE , BEZH RS
o EBIVRSREGRBSHHR. BXEZEE , B5H EURS.
BIEHUT &R :

- &N apps WM , RALZEPHMERSIEME apps.local @& Z=HE,

« N serviceb.apps.local WERRS , ENEMRSKTIUUNERAZEHRAIANES , HEER
P HEEFRREUSI AEMBENR. MENSRPEARMABEN servicea.apps.local WELIRS.
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AWS App Mesh AriEE

A LAE A S 1.18.116 AWS Management Console & & AWS CLI MR8 2.0.38 E SMRAKT
BRI T S8, tRER AWS CLI, FfFEFAaws --version PR EZ R EMN AWS CLI R, R

BEBREMAK 1.18.116 RESRARE X ELTERA 2.0.38 RESMRA , M MAMZEREH AWS
CLl, EEFREFEAN T EFMXRHEF,

AWS Management Console

1. TEFHRETFTFF App Mesh &1 & B B IXIE 1T [E S hitps://console.aws.amazon.com/appmesh/o
2. XNTMIEAER, WA apps.

3. WFEHURSFZAEF , WA sexrviceb.apps.local,

4. EHYE | FHiEE Nexto

AWS CLI

1. f£MH create-mesh S AIEMNK,

aws appmesh create-mesh --mesh-name apps

2. {#H create-virtual-service @S BIZELRS.

aws appmesh create-virtual-service --mesh-name apps --virtual-sexrvice-name
serviceb.apps.local --spec {}

S|2: ABREDTR

BT RELKRRSNEEEH, BXEZEE  HE5H EUT R

BIEEN serviceBMELTR , ENENERUTRRTRE N serviceB WEFRRS . AIEAEN
% serviceb.apps.local , B DNS RIEL T SFTR RIVEBRARSS . ZE , BATBAER AWS
Cloud Map X I EFRARS . EET RERO 80 LEMA HTTP2 IMUSETTRE. WA , B FHADIL
MEZITRARE, BHEEHNSEHPN serviceA Ml serviceBv2 SIZELT =

AWS Management Console
1. WFERETKEN , A serviceB,

2. NWFRFAEIMAE , % DNS, HHIDNS EHBH A serviceb.apps.local,
3. HEMWHREET , FHUCER http2 , HEROH , B A 80,
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-mesh.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-service.html

AWS App Mesh AriEE

4. BME | FHiEF Nexto

AWS CLI

1. FEAUTHAARBIEREN create-virtual-node-serviceb.json BX# :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceB.apps.local"
}
}
},
"virtualNodeName": "serviceB"
}

2. {EM JSON X#ER % AfE B create-virtual-nodefs S RIZE LT =,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
serviceb.json

HUR 3 ;02 RE AR B 2R M B

ERGRARREEHMEP I RS IEURSHRE. BXEZFER  FSAENRHFMEL.

BIEUT &R :

« Z&H serviceB WEL\MEHEE , BN serviceB.apps.local BENBRESFTL2BHSEMEMRS
WHILEE, Fidd , BB E RS 235FR serviceb.apps.local REWHR. ELAR
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ESPRHKRBREINELIEARE, EXUEAREXA HTTP/2 w0 80 LT HRE. i, EXEFH
A1V

« &N serviceB WiEH, B 100% W HREK AT serviceBERITT R, Ml serviceBv2 E#lTY
RE , EHRENTRABIINE, EARAREEHRRENSA , BEUTAAEBBPMFAANFERGE , H
AINERERE , NI Envoy REEBEEE RN SZXE R RE &IER BT =

AWS Management Console

1. NTELEHEIEN , HA serviceB,

EMTEREET , FHPUGER http2 , HANIKAIEE 80,

NTHBBEER , WA serviceB,

NFRAFER | EF http2,

EBFREE THEMNT REMF |, EF serviceB , F ANER A 100,
ErEEEET , EFE—MH*.

E4kE | 1EI%EFE Nexto

N o o bk~ w N

AWS CLI
1. GIBREBEHEER.

a. FAUTABBIEENRN create-virtual-router. json B34 :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
by
"virtualRouterName": "serviceB"
}

b. A JSON IT#1EJ i AE Acreate-virtual-routerin S 8 2 E IR S,
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RAriEmE

aws appmesh create-virtual-router --cli-input-json file://create-virtual-

router.json

2. BIEKA,
a. FEAUTAHBRBERNRN create-route.json BIXH :

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100

o
"match" : {
Ilprefixll : II/II

iy

"virtualRouterName" : "serviceB"

}
b. XM JSON X#ERA , #EH create-route v I H,

aws appmesh create-route --cli-input-json file://create-route.json

SRA WRIHGE
BREZANHATRRE,

AWS Management Console

NRFEXNEMRRITEMNER , FlhERE. EENRERIREG , ERENE,

RERBHETRCUENAEMERR, EUNBTEREEMNEREZHEFERCUNENTIF,
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AWS CLI

£/ describe-mesh S T EEFTBIERNIEHIRE

aws appmesh describe-mesh --mesh-name apps

B EF B M describe-virtual-servicefs SRl EL RS R E

aws appmesh describe-virtual-service --mesh-name apps --virtual-sexrvice-name
sexviceb.apps.local

B E & Hdescribe-virtual-nodefi S BI 2 E LT S HiEE

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

& F I&F A describe-virtual-routerfin S A 2 E LI HIEMIRE

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

5 describe-route I R EBFTEBIEZRHMNIZE

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

: Bl H A 7R
ERRUGE , BEENTATRE

BIEE N serviceBv2 WEBITT R , UKRE N serviceA WEBITT K. XFHNEHL

T RIGEE HTTP/2 MmO 80 TER. XN T serviceA BT R |, FEIREEN
serviceb.apps.local. RKH serviceA BT KM EHIERERGLERE R
serviceb.apps.local WERIES. EARERMPRENE , EEETUNERTRIEEATE
AT 8] B &R R,

« BHBE-NBINEMRS servicea.apps.local , ZBRESHMAEREBEZERKIE
FlserviceAE#IT &,

s BEHEL—SH0IEM serviceB A , LUNF 75% WAREXRIEF] serviceB BT R |, 25% WY
REEZEE serviceBv2 BRI N, MEENBINWHE  BAAMRESHINE , EF serviceBv2
KE 100% MHE, FMARERELRES serviceBv2 5 , B LLXAHAFEA serviceB BT &
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MEBRIRS . EEXNER , FEENRBHTEMEHR , A serviceb.apps.local EERS
BHMEFRRESBRRENE, B2 —T | serviceb.apps.local EINRS HRE L IE T E LA
B2, ZEAHSYRERHIENT R, BT SWRS KN AT LA ik,

AWS Management Console

1. BEEMNSHMERSD , EEMIL,

2. H“EFELE—SHIEN apps Mg,

3. EEMSMERP  EFELT R,

4. EFVBREUT R,

5. NEBTRIEBMBEA serviceBv2 , NIRFKIFE1LEE DNS |, 37 DNS EHEHA
sexrvicebv2.apps.local,

6. NTMTEREE , ADPVUEE http2 , HEROSP , B A 80,

7. ERVEBREIT R,

8. BXRERVUEELTR. NTEMTIREN , HA serviceA, W TFRFRIMEE |, EF
DNS , 7#3 DNS £#l& % A servicea.apps.local,

9. TEFMEmTHHMAELRSZ BT , M A serviceb.apps.local,

10. EMWTEREET , AHUCERE http2 , HEROFHA 80, AFEFRIBRELT R,

1. EENSMERSD , ERELRBSE , RAEMIIRPERE serviceB ELRHER.

12. ZRET , EREL-SPOIENE N ServiceB WIEH , AR ERRE,

13. EAWHF, BERTREBENT , ¥ serviceB WNEEERA 75,

14. EBRMERF , NTHRIIKRPIER serviceBv2 , AEHNEERENR 25,

15. EHRRF,

16. EEMSMERS , ERELRS , AREREELRS.

17. HXNERRS B A sexrvicea.apps.local , AEHEERFEELT R , NELT [IEE
serviceA , AFEFNEEURS.

AWS CLI

1.

B3 serviceBv2 EEIT &,

a. HRALULTAARBIESZN create-virtual-node-servicebv2.json BIX# :

{
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"meshName": "apps",
"SpeC": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
.
"virtualNodeName": "serviceBv2"

b. BIRELT R

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicebv2.json

2. Pl serviceA ERIT R

a. FAUTABBEIERZNRN create-virtual-node-servicea.json B934 :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local”
}
}
1)
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
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}
}
1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
},
"virtualNodeName" : "serviceA"

b. GIRELT R

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

3. EMEL—FHBIEN serviceb.apps.local BHIRS , LLEEREXKIEE serviceB &
P MmEE. RYBRENRSHN , EFemEUERIERE , BAEREIE serviceB E#l
B8R,

a. FAUTABBERNRN update-virtual-service.json BIXH :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
},
"virtualServiceName" : "serviceb.apps.local"
}

b. {#Fupdate-virtual-servicetn S EFE RS -

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4., BEHFEL—FHEIEN serviceB B,
a. FAUTAHBREENRN update-route.json BIXXH :
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{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75
.
{
"virtualNode" : "serviceBv2",
"weight" : 25
}
]
.
"match" : {
"prefix" : "/"
}
}
1,
"virtualRouterName" : "serviceB"
}

b. M update-route a8 H EFH K H.

aws appmesh update-route --cli-input-json file://update-route.json
5. B2 serviceA IR

a. FRAUTHBGERZRN create-virtual-servicea.json BIXH :

{
"meshName" : "apps",
"SpeC" : {
"provider" : {

"virtualNode" : {
"virtualNodeName" : "serviceA"

iy
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"virtualServiceName" : "servicea.apps.local"

}
b. BIBRELRS.

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
servicea.json

MIERHE

ERERSMEZE , BEBE=/1E N servicea.apps.local, serviceb.apps.local
servicebv2.apps.local W3EFRES . BRERRRF 2 , MEEEEF —IMRSFMNE , HhIEH
DR REFRIRFZ AT RIR

s INMERRS. REBEIELBENMEREM servicea.apps.local BHEIRS KEEF

serviceb.apps.local EE\RS

« =ABN serviceA, serviceB M serviceBv2 WEHITI =, Envoy REFEANELT RLEEN
RS KIEBREKEFRRFZH IP bk,

« —NEMEMES , HEBIET Envoy REF 75% WAL RERMBEE serviceB BT A |, 25%
HRERMAE serviceBv2 BT =,

SR 6 . EAARSS
BIRMIEE  EREXRUTES :

- RFBBURSHEN Envoy REER— NS MNELDT [REENNER,. BXxAoAERINNE
ZER , S H Envoy Proxy &%,

- EEHIARS , TERA TSR,

 Amazon EC2 KHIEE N E LT RK R
1. glE—1IAM A,

a. FRUTHBRESRN ec2-trust-relationship.json B34,

{
"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Principal": {

"Service": "ec2.amazonaws.com"

},
"Action": "sts:AssumeRole"

}

]
}

b. FRUTHSEE IAM A&,

aws iam create-role --role-name mesh-virtual-node-service-b --assume-role-
policy-document file://ec2-trust-relationship.json

2. fFIAM KB MEZAE , XFATFENM Amazon ECR HIREUSE App Mesh E#LH1 S Y EL
&

a. FEAUTHABRIERRN virtual-node-policy.json BIX#. apps RIETE the section
called “FZHR 1 . BIZEMBEFELRS" RIS ER , serviceB R the section
called “FIR 2 : BIZENT 2" PAIBNELT RNEM, 1111222233338 NIRHIKF
ID us-west-2 FMYRIEH F 022 MM X,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-west-2:111122223333:mesh/apps/
virtualNode/serviceB"

]

b. EANTHTEIRKE,

aws iam create-policy --policy-name virtual-node-policy --policy-document
file://virtual-node-policy.json
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c. FEEL—SHUEBNERHMEAR , UEAENXM App Mesh HIEE serviceBREHIT
RWEE,

aws iam attach-role-policy --policy-arn arn:aws:iam::111122223333:policy/
virtual-node-policy --role-name mesh-virtual-node-sexrvice-b

d. ¥ AmazonEC2ContainerRegistryReadOnly EEXREKMEIAE K LUETCTUM
Amazon ECR H12E Envoy ARl &,

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/
AmazonEC2ContainerRegistxryReadOnly --role-name mesh-virtual-node-service-b

ERELIER IAM S8 E3)—1 Amazon EC2 3E4,

B SSH EERISLHI,

BIEEWIRERZXH , AWS CLI KA EZ% Docker .

X # % Docker % /7 i M RIER R & 89 X3 49 Envoy 7 B TS HRIE -

o o kW

« Bk me-south-1, ap-east-1. ap-southeast-3. eu-south-1, il-central-1
af-south-1 BUAMFIERXE., B Llus-west-28#NBR Tme-south-1, . . ap-
east-lap-southeast-3eu-south-1il-central-1, MZAWEMZZiEXFaf-
south-1,

$aws ecr get-login-password \
--region us-west-2 \
| docker login \
--username AWS \
--password-stdin 840364872350.dkr.ecr.us-west-2.amazonaws.com

- me-south-1 Xi

$aws ecr get-login-password \
--region me-south-1 \
| docker login \
--username AWS \
--password-stdin 772975370895.dkx.ecr.me-south-1.amazonaws.com

« ap-east-1Xi3

$aws ecr get-login-password \
--region ap-east-1 \
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| docker login \
--username AWS \
--password-stdin 856666278305.dkx.ecr.ap-east-1.amazonaws.com

7. BTGS2 — , EENXEH LE3h Envoy B8 , E4AEUR T EN PRI EBR G E X
B, appsMserviceBEREZERENNMEMELT B, LEESHFHREEM App Mesh
FIERNENTAEE. EXRZZR  SEFENEEHserviceBv2flserviceAR AT Kk
T BRI Amazon EC2 EHITERIXLE SR, WTHRBCSHNARR , BNXLEEERIZAE
ORI

« BR me-south-1, ap-east-1, ap-southeast-3, eu-south-1, il-central-1
af-south-1 UAWFIERXE, & LRegion-codeB AR Tme-south-1, |, . ap-
east-lap-southeast-3eu-south-1il-central-1, MXiEZHHWEAZZFaf-
south-1XiE, BAILURF 1337 BN N T 0 M 2147483647 ZRIWAEMIE,

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 840364872350.dkr.ecr.region-code.amazonaws.com/aws-
appmesh-envoy:v1.29.12.1-prod

« me-south-1 Xig, &AL 1337 B ANTF 0 F 2147483647 ZEIHEMIE,

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-
envoy:v1.29.12.1-prod

« ap-east-1 Xig, BN 1337 BRANT 0 M 2147483647 ZEEI{E,

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-
envoy:v1.29.12.1-prod

(® Note

% APPMESH_RESOURCE_ARN BMEERA 1.15.0 ESMRAH Envoy &, BXE
%ZE5 , 2# Envoy.

HPR 6 EMRS 73


https://docs.aws.amazon.com/general/latest/gr/appmesh.html

AWS App Mesh

RAriEmE

8.

/A Important
REZFHFRA v1.9.0.0-prod RESRAS App Mesh — &£

£ T HEI%ERE Show more, AU THAESEF LAIEE RN envoy-networking. sh B
. So0oBHNNAEFRBEATEAREN KO, BJLAIEHR APPMESH_IGNORE_UID
WE , EZEXREEELt-SHEENEMER ; flin 1337, MEXE , B 5LE
APPMESH_EGRESS_IGNORED_IP immEMhitbst, HFESSEMEMIT,

#!/bin/bash -e

#
# Start of configurable options
#

#APPMESH_START_ENABLED="0"

APPMESH_IGNORE_UID="1337"

APPMESH_APP_PORTS="8000"
APPMESH_ENVOY_EGRESS_PORT="15001"
APPMESH_ENVOY_INGRESS_PORT="15000"
APPMESH_EGRESS_IGNORED_IP="169.254.169.254,169.254.170.2"

# Enable routing on the application start.
[ -z "$APPMESH_START_ENABLED" ] && APPMESH_START_ENABLED="0"

# Enable IPvé.
[ -z "$APPMESH_ENABLE_IPV6" ] && APPMESH_ENABLE_IPV6="0"

# Egress traffic from the processess owned by the following UID/GID will be
ignored.
if [ -z "$APPMESH_IGNORE_UID" ] && [ -z "$APPMESH_IGNORE_GID" ]; then
echo "Variables APPMESH_IGNORE_UID and/or APPMESH_IGNORE_GID must be set."

echo "Envoy must run under those IDs to be able to properly route it's egress

traffic."
exit 1
fi

# Port numbers Application and Envoy are listening on.
if [ -z "$APPMESH_ENVOY_EGRESS_PORT" ]; then
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echo "APPMESH_ENVOY_EGRESS_PORT must be defined to forward traffic from the
application to the proxy."
exit 1
fi

# If an app port was specified, then we also need to enforce the proxies ingress
port so we know where to forward traffic.
if [ ! -z "$APPMESH_APP_PORTS" 1 && [ -z "$APPMESH_ENVOY_INGRESS_PORT" 1; then
echo "APPMESH_ENVOY_INGRESS_PORT must be defined to forward traffic from the
APPMESH_APP_PORTS to the proxy."
exit 1
fi

# Comma separated list of ports for which egress traffic will be ignored, we always
refuse to route SSH traffic.
if [ -z "$APPMESH_EGRESS_IGNORED_PORTS" 1; then
APPMESH_EGRESS_IGNORED_PORTS="22"
else
APPMESH_EGRESS_IGNORED_PORTS="$APPMESH_EGRESS_IGNORED_PORTS, 22"
fi

#
# End of configurable options
#

function initialize() {

echo "=== Initializing ==="

if [ ! -z "$APPMESH_APP_PORTS" 1; then
iptables -t nat -N APPMESH_INGRESS
if [ "$APPMESH_ENABLE_IPV6" == "1" 1]; then

ip6tables -t nat -N APPMESH_INGRESS

fi

fi

iptables -t nat -N APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -N APPMESH_EGRESS

fi

function enable_egress_routing() {
# Stuff to ignore
[ ! -z "$APPMESH_IGNORE_UID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
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-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");
do

iptables -t nat -A APPMESH_EGRESS \
-p tcp \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN

done

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Stuff to ignore ipv6
[ ! -z "$APPMESH_IGNORE_UID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");
do

ip6tables -t nat -A APPMESH_EGRESS \
-p tep \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN

done

fi

# The list can contain both IPv4 and IPv6 addresses. We will loop over this
list
# to add every IPv4 address into “iptables”™ and every IPv6 address into
“ip6tables’.
[ ! -z "$APPMESH_EGRESS_IGNORED_IP" ] && \
for IP_ADDR in $(echo "$APPMESH_EGRESS_IGNORED_IP" | tr "," "\n"); do
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if [[ $IP_ADDR =~ .*:.* 1]]
then
[ "$APPMESH_ENABLE_IPV6" == "1" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-p tep \
-d "$IP_ADDR" \
-j RETURN
else
iptables -t nat -A APPMESH_EGRESS \
-p tcp \
-d "$IP_ADDR" \
-j RETURN
fi
done

# Redirect everything that is not ignored
iptables -t nat -A APPMESH_EGRESS \

-p tcp \

-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT

# Apply APPMESH_EGRESS chain to non local traffic
iptables -t nat -A OUTPUT \

-p tep \

-m addrtype ! --dst-type LOCAL \

-j APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Redirect everything that is not ignored ipv6
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT
# Apply APPMESH_EGRESS chain to non local traffic ipvé6
ip6tables -t nat -A OUTPUT \
-p tcp \
-m addrtype ! --dst-type LOCAL \
-j APPMESH_EGRESS
fi

function enable_ingress_redirect_routing() {
# Route everything arriving at the application port to Envoy
iptables -t nat -A APPMESH_INGRESS \
-p tep \
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-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local
iptables -t nat -A PREROUTING \

-p tep \

-m addrtype ! --src-type LOCAL \

-j APPMESH_INGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Route everything arriving at the application port to Envoy ipv6
ip6tables -t nat -A APPMESH_INGRESS \
-p tcp \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local ipv6
ip6tables -t nat -A PREROUTING \
-p tep \
-m addrtype ! --src-type LOCAL \
-j APPMESH_INGRESS
fi

function enable_routing() {
echo "=== Enabling routing ==="
enable_egress_routing
if [ ! -z "$APPMESH_APP_PORTS" 1; then
enable_ingress_redirect_routing
fi

function disable_routing() {
echo "=== Disabling routing ==="
iptables -t nat -F APPMESH_INGRESS
iptables -t nat -F APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -F APPMESH_INGRESS
ip6tables -t nat -F APPMESH_EGRESS

fi

function dump_status() {
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echo "=== iptables FORWARD table ==="
iptables -L -v -n
echo "=== iptables NAT table ==="

iptables -t nat -L -v -n

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
echo "=== ip6tables FORWARD table ==="
ip6tables -L -v -n
echo "=== ip6tables NAT table ==="
ip6tables -t nat -L -v -n

fi

function clean_up() {
disable_routing
ruleNum=$(iptables -L PREROUTING -t nat --line-numbers | grep APPMESH_INGRESS |
cut -d " " -f 1)
iptables -t nat -D PREROUTING $ruleNum

ruleNum=$(iptables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS | cut
_d n n _..F 1)
iptables -t nat -D OUTPUT $ruleNum

iptables -t nat -X APPMESH_INGRESS
iptables -t nat -X APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ruleNum=$(ip6tables -L PREROUTING -t nat --line-numbers | grep
APPMESH_INGRESS | cut -d " " -f 1)

ip6tables -t nat -D PREROUTING $ruleNum

ruleNum=$(ip6tables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS |
cut -d " " -f 1)
ip6tables -t nat -D OUTPUT $ruleNum

ip6tables -t nat -X APPMESH_INGRESS
ip6tables -t nat -X APPMESH_EGRESS
fi

function main_loop() {
echo "=== Entering main loop ==="
while read -p '> cmd; do
case "$cmd" in
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Ilquitll)
clean_up
break
"status")
dump_status
"enable")
enable_routing
"disable")
disable_routing
*)
echo "Available commands: quit, status, enable, disable"

a4

esac
done

}

function print_config() {
echo "=== Input configuration ==="
env | grep APPMESH_ || true

print_config

initialize

if [ "$APPMESH_START_ENABLED" == "1" ]; then
enable_routing

fi

main_loop

9. ERE iptables MULLRNAEFRERMBE Envoy R , BETEEL - PEIENHZE,

sudo ./envoy-networking.sh

10. BREMTREARFRE,
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(@ Note
B>x App Mesh NEEZ RBIFEL |, ESH App Mesh R F6E o

App Mesh R4l

/A Important
KIFTHREH 2026 £ 9 B 30 B, AWS SELERIZHRE, AWS App Mesh 2026 & 9 A
30 Bz/E , BT EBIHE AWS App Mesh #&]A 5 AWS App Mesh BiR. BEXEZ(E
B, BRIt EEXZENTE AWS App Mesh E| Amazon ECS Service Connect.

BT LA LA T 6 EE P R B E AWS App Mesh & /REY end-to-end/BZ4 M5 & AWS RS ER K
RIBRHI -

App Mesh R4l
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App Mesh =

/A Important
KRIFTHREA 2026 £ 9 B 30 B, AWS LRI, AWS App Mesh 2026 & 9 A
30 Bz/a , BT EBIHE AWS App Mesh #&lA 5 AWS App Mesh BiR. BEXEZ(E
2, BiHEIEEXEMNTE AWS App Mesh B Amazon ECS Service Connect.

App Mesh A T #E24H F o
AR S5 P4

- ERBRS

- RERIMK

- BT R

- PR EHIR

AR SS P15

/A Important
KIEXFIEA 2026 £9 A 30 B, AWS =L . AWS App Mesh 2026 £ 9 A
30 Bz/a , BT EBIAE AWS App Mesh #&1 &5 AWS App Mesh BiR. BXEZ(E
B, HihR I EE I EMNTE AWS App Mesh 2] Amazon ECS Service Connect.

BEMER—MATEZEEANRS <HHMNERENZELR, EEIERSMEE , SR GIEE
MRS, EAT R, EOSRHBEURATERNKRPNNRAEF ZADERENEH.

BIE AR S5 W15

(® Note

BIEMEE , XTURME A ZEIERER, MRBEZAERFEFINTE , We2EEMEREE
B, ZERFGEZERE , BEEAFLER App Mesh ﬁﬁ'%ﬁ']@ﬂ’]ﬂ’l‘%*ﬁ?éﬂ*o
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AWS Management Console

EF A LIZ RS Mi& AWS Management Console

1.

2
3.
4

$TFF App Mesh ##|& , it A https://console.aws.amazon.com/appmesh/o
IR RN EMIE,
HNFMEEH , NENRSMEEE —MNEH.

(AT ) EEARFNABRE. RIABRT , IBRPHREBENEREZBAEERE. RESR
WARRE , INEFHNRELEST TCP REEEZERAERFEAMBRELNRKEIEZH R

%o

® Note

NREEMER ALLOW_ALL REELT R EIEE TEMAGR , MATCRIZE LT SFT
EHOEERNERK. BN , ALLOW ALL HABEATZELT =,

IP W2 B 1L 1

S BERRIA IP ARAITH , 2BHIMNE R TRER ER BN IP R4, BRIABERT , App
Mesh FERAEM IP RA,

® Note

A& IP BRI A TR FRAEENT SFMELRNX, BYEERRET ST
RiE IP BRI, I EENERT R EBEZITH. TEEELUMXLEEE IP H§iE

I, BAFTEMNE LEEWMANELEDT , AFEMNETRENELRX IPv4 F IPv6

RENEEERZMEEH,

- EIA
« Envoy #J DNS f##res{L £ IPve HENLEREIRE| IPv4,

- BRM&ME%MEH AWS Cloud Map JREIR IPv4 it ( IRE ) |, HEMSERER R 6EH
IPV6 i,

« AAMNFARFCIENESER IPvs hit,
« Envoy 2348 ERIFFE IPv4 ik,
. |IPv6 Hik
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 Envoy KY DNS f##4r8s{L e A IPve H ELEREIRE] IPv4,

« AWS Cloud Map IREIRY IPv6 it aNR e A | NIGEA Ztt , A ESENEREIFER
IPv4 itk

- AAHRARFOUIENRSER IPV6 Hillt,
* Envoy {IWTER48E EIFFE IPv4 F IPv6 thiik,
. IPv4 Bik
 Envoy K9 DNS ##Ar8s{L e A IPvs HEXLEREIRE] IPV6,

« RAi2L%EMER AWS Cloud Map IREIRY IPv4 ik ( HIRE ) |, HAELENEIREER
IPV6 Htrdit,

- AAMRNARFOUIENESER IPVA i,

* Envoy T ER48E EIFFE IPv4 1 IPv6 thiik,
« IPv6 R

* Envoy #J DNS M 288{NEMA IPv6,

« {XfEA AWS Cloud Map JREIH IPv6 H#iik, 2R AWS Cloud Map JREIIPv4ibit , MR
£/ IP bt , HFZELRIRELS Envoy,

o NAHNARFAENRSER IPV6 i,

* Envoy MIWT3R48ERIFFE IPv4 F IPv6 Hidlt,
- IPv4 RB

« Envoy B9 DNS f#4#785{XfE A IPv4,

« {XfEHA AWS Cloud Map JREI# IPv4 Hitik, 2R AWS Cloud Map JREIIPveibit , R
£/ IP k|, HFZEERIRE% Envoyo

- AAMRAREFNENKSER IPvS Hitt,
* Envoy WSR3 EEIFFE IPv4 F IPv6 thiik,
6. EFBMEUATR,

7. (Wik) SEAKSHEME, REREREREKS QR F R R — R R EEE,
AXESEL , WEH EARTNG. .

AWS CLI

£/ AWS CLIBIZM#%,
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aws appmesh create-mesh --mesh-name meshName

2. HHETRA
{
"mesh": {

"meshName" : "meshName",

"metadata":{
"arn":"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName",
"createdAt":"2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt":"2022-04-06T08:45:50.072000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid":"alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version":1

3,

"spec":{},

"status":{

"status":"ACTIVE"
}
}
}

BXRMEA for App Mesh BIZMENEZSER , FEHSERRPNLIEMNEHT. AWS CLIAWS
CLI

i BR PR 4%
AWS Management Console
EMERE LMK |, FE A AWS Management Console

1. 3TFF App Mesh #2&|& , P4k https://console.aws.amazon.com/appmesh/o
2. EREBBROMNE. JETERENMERKEUREESELZNFEME,
3. HEWIAES , BA delete , REETMIBR,
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AWS CLI

EMIBRMHE , EFEEA AWS CLI

1. EANATHSHIBRME (B red BEERME) -

aws appmesh delete-mesh \
--mesh-name meshName

2. HETA
{
"mesh": {

"meshName": "meshName",

"metadata": {
"arn":"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName",
"createdAt": "2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt": "2022-04-07T11:06:32.795000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

b

"spec": {3},

"status": {

"status": "DELETED"

}

}
}

BxBEMA for App Mesh BIBRMIEHNEZE LR | HS RS E R E A BRMN

CLI

#H. AWS CLI AWS

T BR RO 4%
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RE LRSS

/A Important
I HBA 0 2026 £ 9 B 30 B, AWS SELEX R, AWS App Mesh 2026 & 9 A
30 B2 G , T EB AR AWS App Mesh #2#| &5 AWS App Mesh BiR. BXEZE
B, BRIt EEXENTHE AWS App Mesh E] Amazon ECS Service Connect,

EERS 2 —fROERRRS , HENMT REZREIBELELEEESN AN BEREM, MxRSE
T H virtualServiceName HAGZHNELIRS , ARXEERGEHERENELRSHEHEEN
EET S ELE B,

IR LARSS .
AWS Management Console
EFEFAEZERLLIRS AWS Management Console

1. ¥T7F App Mesh &5 , M4k https://console.aws.amazon.com/appmesh/,

2. EREGHPREREURSHME. 5IHTERENMEMEUREELLAZNMEMNIE,

3. EEMSMP , EEERS.

4. EFRVNEELRS.

5. NTERRFZEN , NENEURSERE—INEH. SANLEREAEN  BEEWERESERE
MHWEXRISHWRSAIEN , W my-service.default.svc.cluster.local , X#H
DERZRUMRENEIRSEEXRSKBKER, BEXMAR , EEEEXRBUSIAER
B AEMRTRENER. BIEENBMAIMBTNIERE IP it , RAEFERKIEE
Envoy REZ 8] , NARFA LIS R BT ZE N B AERTA3ERE IP thit
HANNAREFIRERFHTIEL IP #utBE, KEBEIEE App Mesh P A HELEN B
MEEMELRSHTEE K MARBIEHENIN IP it #HTES.

6. XNTFRME A6 EFRENELRSHWRERERER .

- MREFLEELVRFSESIEUT R OB RE , WEREMRHER , ABNTAUREREE
EFEANEMRRARS.

- MREFLEEDRFSEEINCEATR , MAEAELEHEE  WEREUTR , RENT
PSR B IR B AR E LT Ko
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® Note
App Mesh TTRES BB ABTE 2020 £ 7 A 29 HE R 2B EXNENEUT IR
HEREERIA Envoy BEAEIRKE , BIFEETEET App Mesh API E SUXEEHI R
B, BXEZER , B5R RIARBEIHRE,

« MEZURFHFLELRSEHRRE (fl, MEEZHELT ISELEAFIAEE) , U
RFRTC, BT LARE S AT UL RE S AR S5 RV R R

7. EFRBIEELARS AR
AWS CLI
£/ AWS CLISIZE B RS .

ERAUTHESHMA JSON X4 ( AEBECHredEEiR ) FRAENT RIREEEZELRS

aws appmesh create-virtual-service \
--cli-input-json file://create-virtual-service-virtual-node.json

2. =¥l create-virtual-service-virtual-node.json BIAZA :

{
"meshName": "meshName",
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": '"nodeName"
}
}
},
"virtualServiceName": "serviceA.svc.cluster.local"
}

3. HETRH

"virtualService": {
"meshName": "meshName",
"metadata": {
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arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualService/serviceA.svc.cluster.local",
"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-06T09:45:35.890000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
.
"status": {
"status": "ACTIVE"
},
"virtualServiceName": "serviceA.svc.cluster.local"

BxfEH for App Mesh BIBZEIRFHNEZFEE , 85 AWS CLI &&E HHcreate-virtual-
service@ o AWS CLI

) B R #0 AR 55

(@ Note
BT EM BRI R 5| AN E MRS . EFEZESTMBERMXEEE,

AWS Management Console
EMBRE LIRS , FAEH AWS Management Console

1. 3TF App Mesh #2#|& , Pk https://console.aws.amazon.com/appmesh/o
2. EBRENPBIRELRSHMNIE. L TEREENMENKUR EEEEZNPAE MK,
3. EEMSHH , EEERS.
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4. EEREMBRNEMRS  REEEE LANMBR. SR EEM EREN K, W N GRS & E
UMK o

5. EWINMET , B A delete , RFHE MR,

AWS CLI
EMIRELARS |, E6EH AWS CLI
1. FRAUTHSHRENELRS (LB CNredBEERIXLEE)

aws appmesh delete-virtual-service \
--mesh-name meshName \
--virtual-service-name serviceA.svc.cluster.local

2. RHRA
{
"virtualService": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualService/serviceA.svc.cluster.local",
"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-07T10:39:42.772000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
.
"status": {
"status": "DELETED"
},
"virtualServiceName": "serviceA.svc.cluster.local"
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}

BXxfERA for App Mesh MIBREEIVRS W EZEE |, 55 AWS CLI SZ s Kdelete-virtual-
serviceii ™o AWS CLI

RE 8L P <

/A Important
RIFFHEES 2026 4 9 A 30 B, AWS SHELENHIZ R, AWS App Mesh 2026 4 9 B
30 B2 fE , B FLEBHE AWS App Mesh # &1 A5, AWS App Mesh BiR. BXxE %S
B, EiFREE I EMNTEE AWS App Mesh 2] Amazon ECS Service Connect.

EEMX ATFMEZANRREMERNDBHRRIFTER. ELMXRRE Amazon ECS AR
% . Kubernetes fRS I S # 3= 45 Li=1THY Envoy R, EC2 ERFJIZITRAREFH Envoy BYEE I
TRTE , EEMx KBS EFEN Envoy,

SAER A IR AL IUBERS R DNS B ¥ AT 7 2 BL 457297 Envoy BYBRSTESEHIRY IP sk, SRS , Envoy ATML
R MERERIREFTE App Mesh BLiE . FERELIMRALEE ABERNEERERMXEAEEN,

/A Important
WA HTTP 2 HTTP2 IR E B M XFE A B RN EN B EE N MK KB BIRE LIRS
B, RABAT/, RXBHPHERIZNEEN. i, MRESFHMREHITE &R
BLEN /chapter , MREABERRE /chapter/1 , MIBERFHREERN/1,. EREEE |, &
SRMXBHEPHEMN BRI
BIZEMXE , FRiBlEproxyConfiguration M user,

EEJE end-to-end%k |, BSREE A LMK,
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-virtual-service.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-virtual-service.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/app-mesh/latest/userguide/gateway-routes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/gateway-routes.html#create-gateway-route
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ingress-gateway
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I E MR

® Note

BREMMKE , BIURNEEREN A ZRIERESR | SHRRRMXERS B0 2N ENN
RRBRA 85 R 22 E Bl R

AWS Management Console

EFAIEERLIMKX AWS Management Console

1. $TF App Mesh &l & , Mk Fhttps://console.aws.amazon.com/appmesh/o

2

a.

RREEEHFURELMXAIME. 5T ERENAMENEUR EEELZNFRERME,
HEM S FERE UMK,

EFROZE UMK,

TR B , 158 ARE L RE B R

( Ak, BEWUER ) BEEEF inREEMIAE,

(k) MREFEMRNERERHERZRESED (TLS ) SELRSERE | HiEFREG
TLS,

(AL ) BRAF , BE—NHSNPESELRSHNIT TLS BENIKD.

NFRUESZE , ERTIRMZ—, BEENEIRXNELEEEREREER, BXE
ZEE , BSHA IEBER,

« AWS Private Certificate Authority3 & - E£FE—NRZNAFIULEH,

- Envoy B4 X IBRS (SDS) & - i A Envoy A F4 XM RSIREH BB .

o i XHFEE - 187 Envoy EBB AT XM RS £ HYIE 88 TR R R

(k) MAEBERZAEN. ENMNEMAR SANs , HEFRM SAN, SANs Z41K H
FQDN = URI 1=,

(it ) EERHEFIRIEPMUATEDZ — , WEERSHFIERE A IRIEPNREIZIE
BHBERANE TLS HHRIE, BETHREXNE TLS WESEE , FSH App Mesh @
TLS S HRIUE X,

 Envoy AR IBRSS (SDS) H£E - A Envoy ERAZHRIMRS IR ZHE W

BIEREE L X
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https://console.aws.amazon.com/appmesh/
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https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
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o RHNHIEE - $EXE Envoy SPBMIEXH RS LMIEPEXHFFAANRR, BXEH
i SN RGN TR RSB MM T RIRS |, BSHAEA S REN TLS iEPBE
2 TLS GitHub, end-to-end
(k) EEREAFILE , PERFAFIER. MALHFE Envoy EFEAMN HTTP HRI AE
B, RIMEEFERZ/dev/stdout R , LUELR LM Docker HER B2 FIFER Envoy
HES HE)# 0 Amazon Lo CloudWatch gs 2 EH RS -

7.

(® Note
A5 A3 B 18 B AR R B R ER TR ROE E B4R B BER{RIE R Envoy

ERIEBEHNE,

8. BEMITER.

RPN HIEE Envoy MIITRER IR O, http {ITEF 01 E R Z] websockets, &7
DA BRI RR MBS MAITES. BRIZMFEBBRZMITES.

b. (FLE)FERAEEM

a.

BEESHRS T ELAM KX Envoy AI AR M AVEZEHE, © 5 ERYFEM Envoy Xf%
REETREN , AT ERENARFNERARRERT,

SR BAN AR X UT 2R B B B SR imiEEOIRE . App Mesh BRIN B P imiERSHIRE R
ZR , NmfEL T MEEE,

(® Note
connectionPool # connectionPool PortMapping MY 4 FARE, 0REH

{RATES MY N grpe 2 http2 , M{NIEE maxRequests, H0REHY{TITEF ML
N http , WA LARRTEE maxConnections # maxPendingRequests,

- WFJRAEER , BEERAHLEER.

s WFJFARBERE , BETEERMK Envoy B I W HE A HTIERE.
(k) ERAGUEEREP , BEEXIFREEKRZE , Envoy BAFI R HEHIH
HiERE, BRIAERN 2147483647,

(g ) MREHMFBEBZTRIRE , BFEEBEASTRIRE,

C.
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-tls-file-provided
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-tls-file-provided
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BITRARERKERITIERN , ERNRENSTRARBIEEEME , WLANEER
H, STRIREER. STRIREDN., BEENBNETRIT EREREEE.

=
« WTF BTRARED , FEE— ML MRER grpe , BHYRS BARFE GRPC
TR B,
s WFETRARERA , BEENNESTRAREN KD,
- WTEFRE , EEEFRMAHRSTRLREFZH , SHHANESKINEITIRR
KRERH,
« WFETRARERR , EERTEBRSTRARERRHNSE (ZEY ).
- WTFBEE  BEESTRAREE RN BRER. XNIASTRAREDN http
http2 B ERALE, N TEMDI , ZERFEBE.
- WTFENEAS , EEEERAETRIRENENNESFHNE (20 ).
s WTFAERERE , EEEFRAMRTRESTRIFPEEZA , BAHIBERKKAZIT
RRREIRE
d. (") MREEEEFHRESHER TLS SHEMMXBERE , BEERA TLS 41k,

« WTER  BREEMITER LERE TLS AR,

« XtF Certificate method , UIT T Hig{Ez— : IEPSITHEEEMARER, BEXEZELR
BSE EPER,

« AWS Certificate Manager £ &- & BRI AIE P,
« Envoy 4 X I ARS (SDS) & - i A Envoy A RA LI RSIKEN RS o
o R NHEE - $EE Envoy SPBFIEXH RS LWVIEPBEEMAR XHI R,

o (WE) MREFFIFEMED , FEBREEFFHIEPFATED 2 — , S AXE
TLS S RiE. ETHEXNE TLSWEZEE , S App Mesh X[ TLS 47K
UESC Y,

« Envoy A X I ARS (SDS) £ E - i A Envoy A RA LI RSIKEN RSB o
o Kb XHIEE - 5 Envoy TPEBAAENMHRE LVIEREXHHER,

« (AR ) MAZTEZAEN. BERMEAMARNSE SANs | FiEFERM SAN, SANs SR
Al FQDN & URI &=,

9. EFRBIEELFR TR .
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https://github.com/grpc/grpc/blob/master/doc/health-checking.md
https://github.com/grpc/grpc/blob/master/doc/health-checking.md
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
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AWS CLI
£/ AWS CLIBIZRE M X,

FERAUTHRRRELMXIFHMA JSON ( AEEENredBEEHRE )

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--cli-input-json file://create-virtual-gateway. json

2. create-virtual-gateway.json RO R :

{
"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}
]
}
}

3. R

{

"virtualGateway": {
"meshName": "meshName",
"metadata": {

"arn":

"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/
virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-06T10:42:42.015000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},

"spec": {
"listeners": [
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"portMapping": {
"port": 9080,
"protocol": "http"

]
iy

"status": {
"status": "ACTIVE"

}I

"virtualGatewayName": "virtualGatewayName"

BxfEHA for App Mesh BRIEZEMXMEZFEE. , S H AWS CLI && FHcreate-virtual-
gateway@ . AWS CLI

BPE RE 5L M <

HBIX'TE Envoy REMIL S ECS B Kubernetes fRSs. &t AI LAE T B #h EC235 4] £ 55

£ Envoy B85, BXELZEE | 121 App Mesh ML A 7] EC2, BXHM{AFE Amazon

ECS LEBIWEZEER , 1551 (App Mesh #l Amazon ECSA[]) 5 (ZEZF| Kubernetes HJ
AWS App Mesh #1 Kubernetes A1) o BFEEF APPMESH_RESOURCE_ARN ISMEZERE N
mesh/mesh-name/virtualGateway/virtual-gateway-name , H AR BIEEREERE , X
HERENRERTSHEERZBS., BRIAMERT , H Envoy EERMRERFSIAB S , App
Mesh {£ F &7 APPMESH_RESOURCE_ARN FIEEMN R RN EH, BUlEZIFEABCHEHRIRE
APPMESH_RESOURCE_CLUSTER HEZERBZLITH.

BIMNBWEHBRRINSNES , FREMNZARIIERI RN X LRGN REHTARIE. ARG
ENRSEINBMBEFLENIBIRS AKRIFRIMEHDEROEN , Bl8myapp.example. coms BX
BFZELRE , BEHUEMEREISEEE (Amazon ECS), BIEANIREITHEEE (Kubernetes) RHFE :
EENARFETDR EW A, EC2ME AT LAERAIIM App Mesh R4 #% 2 58 = 7RI FSE 4R

7 Envoy BRARERN. BXESZEE , H5H Envoy Proxy B
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-gateway.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-gateway.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ecs.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-kubernetes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-kubernetes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-network-load-balancer.html
https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-increase-availability.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-increase-availability.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/examples.html
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A B R 400 PR <

AWS Management Console
EMERE LMK |, FEAEH AWS Management Console

1. 3TFF App Mesh #2&|& , P4k https://console.aws.amazon.com/appmesh/o

2. ERENPRIBRELFXHME, SIHTERENAMERNEURESZLZNME NI,

3. EEMSMAPEFEUMK,

4. ERERIBROEUN , AEEERBR, MREDFXEERRKROMEE , NI EFEH
BRo DL MBRATEXERHIMXEEH. & REERBRENIK P H#IIN RIEPIEENEUMNXK,

5. EBRINMEF , B A delete , REEZEMIER

AWS CLI
EMIBRELARR | EEHA AWS CLI

1. ERANATHSHRENELNX (AEECNredEERXLEHE ) -

aws appmesh delete-virtual-gateway \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName

2. HETRA

"virtualGateway": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/

virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-07T10:57:22.638000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

b

"spec": {
"listeners": [
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"portMapping": {
"port": 9080,
"protocol": "http"

]
.
"status": {

"status": "DELETED"
},

"virtualGatewayName": "virtualGatewayName"

BXfERA for App Mesh RIBRIEIANKRWEZEER , 5SH AWS CLI ZEH i delete-virtual-
gateway@ . AWS CLI

ZESE::

/A Important
KLIEZFFEA 0 2026 £9 A 30 H, AWS FELEXNHZHF. AWS App Mesh 2026 £ 9 A
30 BeE , B[FEEBHE AWS App Mesh ##1A = AWS App Mesh BIR, BXEZE
, BiF R EE X EMNTERE AWS App Mesh E| Amazon ECS Service Connect.

RIS BR M IR AR |, R ERBAINAELRS . WREBHSEREE , AN REDEE
BAREERS . AEBAIH B ERS MK PRI MXEH,

B 22 P 5% 3% B
AWS Management Console

= HIZMXEEHE AWS Management Console

1. 3TF App Mesh #2#|& , Pk https://console.aws.amazon.com/appmesh/o
2. ERECHPRUEMXEBHOME, 5IHTERENMEMEUREELLAZNMEMNE,
3. EEMSMPEFEUMRK,
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-virtual-gateway.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-virtual-gateway.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://console.aws.amazon.com/appmesh/
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4. EERBEEFMABAXRKNELMR. MRRKBFEEAMX , MEZELLE —MELNK,
IERBERNERVIKF 50 BRI A BB E AR B M X B A

EMXEERP , ERQEMKXER,

NFMXEHER , EEEATEMKXBEHNE .

FMREEHEER | Fi%ER http, http2 =% grpc.

EFNENEURSEH. WRZEIHEFAEURS , WEELRVNE-MELRS IR,

NEMRSREREESR VEREERFEXNNNKA, SFMEENRSAREMRS (BRARIATR)
B MR, FECEAELNRSRERHEERO,

10. (A& ) LR , BEEMMXEHNL LR
1. ¥TEEEE , FiEE :

© © N o O

o WMRFTESREN hitp/http2 :
- ( Wik ) HE - BEEEAR AR hitp/http2 5 R4 ITHELHY 75 5EFR Ko
o (WL ) WWOCH - CEEAARENKD, MREEBNRES NS , WEESCHRE
Ho
« (FIE) BE/ERKENE - EEERHI BRELRSWEABR ENERHNENS.
« ( °i% ) Prefix/Exact/Regexig £2-ICE M it B AR 7 5%,
o BIREE - BIABRT , MXBHNERERNEEN BRELRSHEN , TR

BREEN /. RELCEEELRSNAER , EARSERAELNKARBREEENIR
PR SCRFR SRR A B R EI RV EE 0 H o

/A Important

o BABERNBIRICHISE /aws-appmesh* 5 /aws-app-mesh*, XLEFIZ
REB IR App Mesh REBEEFA

s MRENLTZEMKIEH , ISFEREHNBREWHEBMEEHE, Fl0,
REERZRMXEH , HP—KWEHN /chapter , —FWFIERR /, WiE
3K www.example.com/chapter/ ¥ /chapter BIZRAY M < BB 1T IT
[T
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® Note

MREEAETRE/MRKNTHE , App Mesh &5 AR RIREL

( normalize_path %1 merge_slashes ) , L& KRRE i@ HI K EBEFE
Y AT BEME

HZEBERNEFFEATRANBERTIENN , e HIBEEBRE,

« BT - exact SHBEARENT D EE , ARRIABFURESZH URL TETE
B, EXRIREEH,

« ENRFALE —A THAZMERXKERE URLs AT BURRI M ¥E EBY £ THE,
(k) ERSH - WFBRAWLBEREERNSH.

( A% ) 53K - $6XE http M http2 BIFRK. ENZEEANFERMEETE , S EE BIRE
WARSS o

o WMRIEFT grpc EKH .

« ENABEEREMN (AL ) BR/ERTE - EEERBE BIRELRSHEAER LT
B ENA,

« grpc RE B

grpc RS UM ARFE APl , EXH. ProtoBuf

/A Important

BRRENRSZ BIISE /aws . app-mesh* B aws . appmesh, XLERSEBZFHRE
3R App Mesh RIEBME o

( Ak ) TEIE - $6E grpc T HE. BN ZEEARNBERMEICE | SR H T B ARE SR

%o

12. (A& ) NTEERE :

- MRFTEEREN http/http2 :
- MR BIR REEHCHERR .
- BEINEBENBHEE - RIANBERT , ENBFEEN BHRELRSHE R,
- BEABMNBEDEE - FBE , Prefix rewrite 25 EEE /I RH E.
- RFHEEBERIEENCHEER
- BEINEBENBHEE - RIANBERT , ENBFEEN BHRELRSHE R,
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- BEEE - EEEERENE. ZERIARE.
« MRENFRAKKBERIEEH R
- BEXNENBHEE - RANBERT , THNEBEREEN BRELBRSHER.
- BEEE - EEEERENE. ZERIARE.
o WMRIEFT grpc EKH .
- BEXNENBHEE - RANBERT , THNEBEREEN BREBBRSHER.
13. &R 012 M<K H U T Ko

AWS CLI
£/ AWS CLIBIEMXEEH.
ERATRTEMREH , AEHA JSON ( AEBECHredEEHRE) :

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName \
--cli-input-json file://create-gateway-route. json

2. create-gateway-route.json RAIKAZA :

{
"spec": {
"httpRoute" : {
"match" : {
"prefix" : "/"
.
"action" : {
"target" : {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
}
}
}
}

3. TR
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{
"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",

"metadata": {

"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",

"lastUpdatedAt": "2022-04-06T11:05:32.100000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 1

1,
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
.
"match": {
"prefix": "/"
}
}
1,
"status": {
"status": "ACTIVE"
.
"virtualGatewayName": '"gatewayName"

BHXMEM for App Mesh RIEZMXBEAMNEZE R |, HSH AWS CLI BE F Hcreate-gateway-
route® <. AWS CLI
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-gateway-route.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-gateway-route.html
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) B P o< % E

AWS Management Console
E A MIBRM < B B AWS Management Console

1. 3TF App Mesh #2#|& , Pk https://console.aws.amazon.com/appmesh/o

2. ERENPRIBRMXEHOME, SIHTERENAMENEURESZLZNMEMNIE,
3. EEMSMAERELMRK,

4. EFEMNPBIBRM <R A E AR,
5

EMXEHART , EFERBROMKREEE , REEERER,. JBLENKSRIINEFRRE
Y, 8 B BRMIRER

6. HEWINMEF , A delete , RIFRIHMER.

AWS CLI
E 5 A BRI < & B AWS CLI
1. FRUATHSHERENMXER (ARE SN red BB HRIXLEE)

aws appmesh delete-gateway-route \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName

2. WHRHA

{
"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",

"metadata": {

"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",

"lastUpdatedAt": "2022-04-07T10:36:33.191000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 2
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},
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
.
"match": {
"prefix": "/"
}
}
},
"status": {
"status": "DELETED"
.
"virtualGatewayName": "virtualGatewayName"

BXRER for App Mesh MBI <EEANEZE L , FSH AWS CLI SZEH K delete-gateway-
route® . AWS CLI

EAT R

/A Important
RIFFHEES 0 2026 4 9 A 30 B, AWS SN HIZ R, AWS App Mesh 2026 4 9 A
30 B2 fE , BT EBHE AWS App Mesh # &1 A5 AWS App Mesh BiR. BXxE %S
B, BiFREE I EMNTEE AWS App Mesh 2] Amazon ECS Service Connect.

ET SR Y EESAMNBEIES , 10 Amazon ECS RE = Kubernetes 328, M &R AIZELIT S
Bf, MR ESEBERS LIS ZE. BHEUT SRMITHEAAEREKIBERN TR, ELTa[
HEEEHIERENTAELRS EBHIEERN Bk,
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FTRE 0T B I B o R B 8 5% E LT RRBKEY Amazon BIRA R (ARN)., 1£ Amazon ECS £
SENHRAZRA (pod) HSEFFLEIRENESHMN Envoy RKERESA APPMESH_RESOURCE_ARN
IEFXE, Hli , ETAER arn:aws:appmesh:us-west-2:111122223333 :mesh/myMesh/
virtualNode/myVirtualNode., ERE/EFIBREE| node.id M node.cluster Envoy ¥, iR
BIZTEN , B4FEH 1.15.0 RESMRAH Envoy B, B App Mesh Envoy TEHNE 215
B , & Envoy.

(@ Note

ZRINBERT , 3 Envoy EIERMBERFSIFHE K , App Mesh A ERE
APPMESH_RESOURCE_ARN Hi s EN R RN B, BulBIFEABCHBEHIRE
APPMESH_RESOURCE_CLUSTER BT EREBEZIITH.

BIEELT R

AWS Management Console
EFABIBERLLT 2 AWS Management Console

$TFF App Mesh ##&lA , Witk 7 https://console.aws.amazon.com/appmesh/,
EREEEPOUEELT RME, JH T EHENMENBIURESELZNMEMRE,
FEEM S IERELT R,

ERVNEELTR , ARNENERNT SEERE.

WFEUT KRB, WAELT KRB

WFRFSEIAFZE , EEUAT R Z— :

o a0 bk~ w N~

- DNS-IEEE LT ST RN EFRKESH DNS £HB. Envoy REZEBET D# VPC F,
REMEAF VPC BLEHN DNS FRESB|REBMBENIER. WRENBHAT , W DNS fREERR
B —AHBZAN IP bk, HX VPC DNS REMEZFEL , BZHN DNS 5£8 VPC —iE
fEf. ¥ F DNS WRKHE ( Wik ) , I8 DNS BB RAMNHRRE, ARYEHRRT
DNS f##r85iRE — AR IEHN IR S, wAEWKE DNS TR EEREIFAERS. BRiAE
T, BEMMER N 9SS,

(® Note
MREFEA Routes3 , NI FEFEA AR,
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« AWS Cloud Map— IEEN BN RS EHM HTTP B ZEHE, HE , BHAUEL
R INIT H I ERMNENRIEE App Mesh AT ELZE i) AWS Cloud Map #/E #.
RAREIEERMAEEENES. EFEMR AWS Cloud Map , &REIK P 2451 &
BAWSServiceRoleForAppMeshfiFHEXx A, BXWEZELE AWS Cloud Map , #2
¥ {AWS Cloud Map FF & AR &)

« T— URENEDTRAFERMAORE , HIEREZT,
7. IP RRAEIEIN

BEmBEZRIAIP RAITH , #EHREHNARENERABN IP A, BIAERT , App
Mesh £ & IP fRA,

® Note
EREATRLERE IPEENARBEENZBET R ENMNBREN IP HIED,

- BN
 Envoy #J DNS f##res{L £ H IPve HENLEREIRE| IPv4,

« AWS Cloud Map IR EMIPv4iE , BiTaFERAIRER b , REEELKRERZIPV6it
ik,

s AXMNARFLIENESER IPvs Hidl,
* Envoy TSRS ERIFRE IPv4 Hidlt,
. IPv6 Bik
* Envoy KY DNS f#4fr2s{L e A IPve HELEREIRE] IPv4,

« JREIRHIPvEit IR AT A AWS Cloud Map , NEARER I , AFEERIER
ZIPv4tbHE

o RARARFOIENGSER IPV6 Hillt,
* Envoy MIWT3R48ERIFRE IPv4 F IPv6 Hudlt,
. IPv4 Bik
 Envoy #J DNS #Tes{t £ IPvs HELEREIRE IPv6,

- AWS Cloud Map MIRAEMIPv4iE , BiLERRE M | RS BT LRERZIPV6
ik,

« AR AREFCENIESFER IPv4 ik,
BREDFA « Envoy MMITERSBEEIFTE IPv4 M IPV6 HBil, 106
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RAriEmE

« IPv6 R
* Envoy K9 DNS #4288 {X £ A IPv6.
« (NEAIREIPv6 AWS Cloud Map Byttt #0ER AWS Cloud Map IREl IPv4 #bik |, IR

£/ 1P bt |, HFZELRIRELS Envoy,

- AEWNARFUENIRSER IPv6 i,

 Envoy TS8R40 ERIFRAE IPv4 F IPV6 thit,
- IPv4 RE

« Envoy B9 DNS f#4#785{XfE A IPv4,

- fEMAIREIPv4 AWS Cloud Map Byithiit, 215 AWS Cloud Map iREl IPv6 sk , R

£/ IP k|, HFZEERIREL% Envoy.

- AAMRAREFNENKSER IPvS Hitt,
 Envoy USRS EEIFFE IPv4 F IPv6 thiik,
8. (Wik)EFHRKEBMIANE - KESRIREMRSBEENNMIAER,

(® Note

o (HiE ) MREREUT REAZRERLZEENN (TLS) ERrEERER

- MRENNEEUT LEARHELTSEDI (TLS) , MEWECIE — N ELL
TR, RAXREIUFELATIMEENERS , MEEE LFHA TLS. AEEAREIE
HEMNBHENNRERBIFTNEUT R, BXUBREHAN AR ENENES
BE , BSH BL. NREHERA TLS EMUARMRENELT R, W THEEF K
Envoy RE A REATEEEFHWE T KM Envoy REBUWERES 2 5IHE TLS Bif £

TX, XAE2S BT Envoy K LR TLS thE IR,

« BAEABERRSHENLT IRFHNARZFHEN Envoy REERARER
o BMNBWEERSRRERNE , FEERBRRENNBRZELT REESZE

ERELT K

TLS,
o (A ) MRERBVERN —IHZMEERAER TLS , THEBWOFRMA—IMF. BHR
mEMEA , FEBERMKO, NREREEEM[ARD , WEISAH RO BEHIT TLS,
« NTFRIEFZE , BETIEDN—. BEENLEPXNELFEAFERBEER, AXES
8, BZHR ILHER,

, THE %58 %I A
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« AWS Private Certificate Authority3£t & — &R — M RZNIABUEFH, EXFEAFTE ACM
ERMEN REINARFIEMENTREES , BHSHER A Certificate M anager B
i RELE TLS, end-to-end AWS GitHub

« Envoy AR IBRSS (SDS) H£E — % A Envoy R B B4 XK T RS IRENH B 40 B o

o AR XHIEE - IEE Envoy SBBEMEXHRE EVIEPEXHFIRER, BXRERARMX
H BN REINAREFTEMISHNTEELS |, B RERA S RMERN TLS iEBEE TLS
GitHub, end-to-end

(k) MAEBERZAEN. ENMNEMAR SANs , HEFERM SAN, SANs Z41K H
FQDN = URI 1=,

o (i) RFREEZFFIRIEPMUTERZ — , MMEERSHFERE S WIEBAREZIED
HERBANE TLS BRRKIE, ETHEAEXNE TLS WEZEL | 551 App Mesh G TLS
B4 560 10F SR,

* Envoy B R BRSS (SDS) #£E — A Envoy R A ZHRIRSIRE BB 5o
« AR - 18X Envoy BBFBATE XA R L L VIE B8 X MFAH R
9. (Hit)BRFER - EEELT XI5 ZEER App Mesh E#ELBRS .

s HALBHELTREZEENELIRS M App Mesh EEEARS & #2552 Amazon BRE
(ARN),

(k) MRERNEREEME—M TLSRE , TERE TLSRE , RARERBEERIAE.
(k) MRERELTRER TLS 5EFERRHES |, HkFEsIER TLS,
(k) MBRBRBERN —MHSMEEHROAFEA TLS , FEHBOPBA—NEE,
ERMEAMED , BEBERNREOD, NREREETMHO , WX FrEE O T
TLS,

o WFRWIUEFE , BETIRETZ —. BEENIEIBXNELXFEAFEREER, AXE
ZEE , BEHA EHER,
« AWS Private Certificate Authority3t & — B —NRZ NI EIEH,
« Envoy ZA LIRS (SDS) F£E — #i A Envoy [ A %40 & TR S IR EXAY 2340 B o
o RHNXHIEE - 157 Envoy TBEFTEXH RS LA PEE TR BER,
(Wi ) MAEBEZAENR. ERMEARZS SANs , HiEF RN SAN, SANsAFURHA
FQDN = URI %=,
( Wik ) EFRREFFBIERMUTEDZ — , WEERSHFEREFWHIEHARAZIE
FBHBEANRME TLS HHRIE. ETHEEXNE TLS WEZEELE , i5ZH App Mesh X [a
TLS BRI 3T,
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/tls-with-acm
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* Envoy BRI ARSS (SDS) £ E — WA Envoy R ERAZHRIRSIRE BB o
o AR XAFEE — FEE Envoy BREBATFE MRS £ AYUE P 88 AR MR A RV BR R o
- BERMEMER , HREMNER,
10. ( Wit ) B&RIER

EREAFRIEE , BRALHE Envoy EFAMN HTTP 1HR B ERR, BAHEEFERZ/dev/
stdout#g® , ABEE A LAE A Docker HERZIFEFIFEH Envoy AES H I 20 Amazon
Lo CloudWatch gs 2 £ RS .

® Note

A RS SN AR F AR ER TR REEB R, I XHBEEMRIER Envoy
BERFHENNVE,

1. mUTEREE

ITEE X #EHTTP, HTTP/2, GRPC F TCPHio. A X# HTTPS,

a. MREVERTREEAWRE , FRHMTEEER DML, http I8 R UFEREER
3| websockets, & LA SR 28 SRR MZ MRS, BRRIZMIFBRIZITES.

b. (Tik) BRERED

EEGHERS T Envoy TNEIR EA N ARFEREVNERKE, ©EERF LN
RMARFRZEETHEN AT ERENAEFNERFEREER.

AT LAR R LT ST 2R B B B AR IE EOMIRE . App Mesh BIAE P imEZMIRE R
TR, Nt 7 MBS,

(® Note
E Bt R O BR ST CAAR R, 20 RIR BV AT BRI IR tep , MIMNIE
ZE maxConnections, 1REHYIITERIHINA grpe = http2 , M{XIEE
maxRequests, R EHY Y ITEFHILE http , M BT LAF AT HEE maxConnections
M. maxPendingRequests

« WTFRREEY , BEERAHBEZER,
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RAriEmE

C.

d.

(Al ) ERAFLEBEERKS | BEERBFRERERZE , Envoy BAFI R FHESIHY
mHIERE. BRIAMERN 2147483647,

(ALt ) ERAREERLN

EE i Envoy LN AN FEERN TR imN RN E AT RS EEREULF
MR ERE. ER—MERSFIALR | ATRE LERSHINENNSTRIR.

FREERNSITHELEEFPRINEERESSHASHPNRIAE , FFEME
TTEFEN AR FEEDBER,

(® Note

EFRMNBRFRENATREERFEERN , ZELT SHNERFSRKIFETR
AWS Cloud Map & DNS , M3 8 FEXi% & JWENDPOINTS, 205 & {5 i i B 2
#1 DNS RS &35 5% LOADBALANCER , M| Envoy R R&EFE— IP itk
BB E LIRS, XFHEMN—HAENFRETRENENNZEERMUITHER.
BXEnvoy REERFSKILBEXNTINESEFM/ER , FSRRS KIS

EEBA o

« HTRSHER  WHERHFBOES SocHRM,

- HTREERNAR , FEERSHEHS 72 E0 N B EER L,

- HTEFFHIENE | EERRENGYRRA AL,

- HFBBRES L EEART LS TEROENGRAEL .

(Wit ) BAETRRRE — REEMRRRERKNEE,

EMRARERBR TSN  BROKENETRRERIEEEAE , UAAN ERM

B, EFRAREAR, EMRRRENY. BN ERETRR TSR E,

© WF EFRBREDY , FLE— M. WREE groc , BYRS LA A GRPC
EFRAR BN,

c MFEMRARERD , BEMHETRARENHA.

- NTEXME , HEEFBMFRETRRREZE , A HANERBHOHETRR
BERM.

- MFEMRAREAR  BERTERETRLRERBHNE (ED) .
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« WTFBRE , EESTIRAREE RN BREE, XIASTRAREDN http
http2 B ERALE, N TEMDI , ZERFEBE.

- NTENERY , EERUBCRBETRAREN RN EFHFNNE (ZEY) .

s WTFAEEBRE , EEEFAMRTRESTRIFTEEZA , BAHIRERKKAZIT
RRREIRE

e. (FE)REATLS A1t —BEEHMELNT QWMAER TLS BZELT QBEE.

« WTER | BEEEMITER LERE TLS fEK,

« XtF Certificate method , HUIT T HigEZz—  IEPHITHEEEMAER, BEXEZER
BSE EPER,

« AWS Certificate Manager £ &- & BRI AIE B,

« Envoy A X ILBRSS (SDS) £E — A Envoy 5 A A XM ARS IR ZH A
Mo

« R XAEE — EEE Envoy REN XA RS LB EUE 88 ARV B R AR T,

« (W) RBREFEEFRIEPNMUTEDZ — , MEEEFHREEIERSNBEANE TLS
BRI, ETHAEXNG TLSHWEZELR , FSH App Mesh XUaE TLS & A RKIEX
=
« Envoy A X IBRSS (SDS) £E — A Envoy 5 A A XM ARS IR ZH A

Mo
o Kb XHIEE - I8E Envoy BEIEXH RS L HIEPEEXHRE,

« (AR ) MAZEZRAEN. ERMEMRNZE SANs , FBFIEFERM SAN, SANsLHE
A FQDN & URI &3,

f. (k) Eet

® Note
MREIEERN BB X TRNE , 54 IREE BB R NE e e E X FRINME

BERE. B2 , MRLITEN N HEEIETRIAENE , I TSUEEEH Route
BRI, BXEREL , ESHKH,

o BFEREBE — MRERITEFHIIPIGERT grpe. http = http2 , N AT LA EFRE
Bfo BRIAMER 15 %, 0 BEEAEN,

« ZRHE — BE LU E AT SR S EZ R e, BRINMER 300 B
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https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
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12. EFQBE BT QUK.

AWS CLI
5 AWS CLIBIZRE B =

FERAUTHSHMA A JSON X462 MEH DNS #TRESAMNELT = ( BEECHWredEER
') :

aws appmesh create-virtual-node \
--cli-input-json file://create-virtual-node-dns.json

2. create-virtual-node-dns.json REIPAZE :

{
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
b
"virtualNodeName": "nodeName"
}
3. wHRH:
{

"virtualNode": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualNode/nodeName",
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"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-06T09:12:24.348000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
I
"status": {
"status": "ACTIVE"
},
"virtualNodeName": "nodeName"

AHXEMA for App Mesh RIZELTT SWEZE LR |, F5 AWS CLI Z F Hcreate-virtual-nodefy
o, AWS CLI

R B R 40T R

(@ Note

MREAT REEAREPREEN BB EEFAEL RS PEENREE WL EFER
BRo
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-node.html
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AWS Management Console
=5 FMIBREE #1557 & AWS Management Console

1. 3$TFF App Mesh #2&|& , P4k https://console.aws.amazon.com/appmesh/o

2. EREMNPRIBRELT SNELME, JIETEBENMEMNEURESEELZNFEME,
3. EEMSMAHERELT Ko
4

EEMATREF , ERENBRNEATR , REEEMER. ERERELT K, BHNIKS ID &4
I EEUT QMBAEEXNRRABEI .

5. HEWIAED |, B A delete , REIEIFEMIER,

AWS CLI
(5 P I BREE #0775 =X AWS CLI

1. FEAUTHEHRENENLT R (ALECHredEEHRIXLE ) -

aws appmesh delete-virtual-node \
--mesh-name meshName \
--virtual-node-name nodeName

2. RHRH

"virtualNode": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualNode/nodeName",

"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-07T11:03:48.120000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},

"spec": {
"backends": [],
"listeners": [

{
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"portMapping": {
"port": 80,
"protocol": "http"

}
1,

"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
.

"status": {
"status": "DELETED"

}I

"virtualNodeName": "nodeName"

BXREH for App Mesh BIBREET S EZFE L , 52 H AWS CLI 3& F i delete-virtual-node s
o AWSCLI

RE 2L B% FH 25

/A Important
KLIFZFFEA 0 2026 £9 A 30 H, AWS FHELEXNHZHF. AWS App Mesh 2026 £ 9 A
30 Bz/E , BT EBIAE AWS App Mesh #&1 &5 AWS App Mesh BiR. BXEZ(E
B, HihR I EE I EMNTE AWS App Mesh Z] Amazon ECS Service Connect.

ELEERLERTENMERN - I RS MEMRSHRE. CIZELIRHRG , LRSI BRI ELEE
HER OB A KREKIEH |, UFEANBERERETEREMT R0
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____________________________________

Destination’s virtual

<
router and route.
HTTP route
prefix: [
Route B
targets:

Virtual node destination

/J-/‘:r/ + WEIEht
B |

— Route B’
! MNew service or service
version

____________________________________

SEHYRE A BR F BR TR T VAR A SR B R FE TE 0 LW 2% o

O 22 52 0 B% A 25

AWS Management Console

EFACIEE LB AWS Management Console

® Note

SIZE R AR | ATURNEAIREA R ZRIERRR | MR B S 02 1 E B S
BRRERAY a5 B 22 H 5K,

1. 3TFF App Mesh ##|& , Wit A https://console.aws.amazon.com/appmesh/o

2. EREEHPOUBRELRARNME, 5HTERENMENKRUR ESELZMFRERME.,

3. EEMSMYF , BFEMKAR.

4. EFGIZEDERAZN,

5. WTELBHERB[EN , NENELKAREE—NEW. THET 255 MNFH, HF. EFH
MTRILNAE,
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6. (Wit)XFHWeEE , NENELEBIFEEROMDPIL. httpliTes RIFEREEKRT
websockets, &AL HRIIITEESRRIMZ M. BRI NBRIZMTES.

7. RO RE 0B HA AR LA SE AL

AWS CLI
£/ AWS CLIBIZELIBE AR,
ERANT RS RELRMRHMA JSON (AEECHredEERE ) -

aws appmesh create-virtual-router \
--cli-input-json file://create-virtual-router.json

2. create-virtual-router.json REIHA R

3. ‘
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
},
"virtualRouterName": "routerName"
}
4. HHRA
{

"virtualRouter": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName",

"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-06T11:49:47.216000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
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"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

]
},
"status": {
"status": "ACTIVE"

iy

"virtualRouterName": "routerName"

BXBEMA for App Mesh BIZELRHB[BNEZELR |, 15SHE AWS CLI ZZEHWcreate-virtual-
routerif . AWS CLI

Rl B KE #0035 EB 25

® Note
MREVBHBEEMRE , RENMREBEENEAEURS RS , WFEERFEMBR,

AWS Management Console
= F I BREE #2188 i 8§ AWS Management Console

1. $TF App Mesh #2#l& |, Wit H https://console.aws.amazon.com/appmesh/o

2. EBRENPHRELEHEFOMNE, JHETERENMENEURESELZNMEME,
3. EEMSMmAP , EFEEURBSE.
4

HELEHESIFRT , ERERRNELIREER  REEEE EANMER. EMRELEHDR
SEHIMK P 1D 775 RE £L3% R 2R MY AR FR B B AR B & 5o
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RAriEmE

5. EWINMET , B A delete , RFHE MR,

AWS CLI
(55 PR I BREE £\ P& R 8§ AWS CLI
1. FERAUTHSHRENELEAES (A ZBCWredBEERIXLHE)

aws appmesh delete-virtual-router \
--mesh-name meshName \
--virtual-router-name routerName

2. WHRHA

"virtualRouter": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName",
"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-07T10:49:53.402000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2
},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

o
"status": {

"status": "DELETED"
},

"virtualRouterName": "routerName"
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}

BXMEH for App Mesh HIBREEIRBEIBINEZER , HSH AWS CLI ZE F i delete-virtual-
routerfi . AWS CLI

72854

/A Important

K FHEIEH 2026 £ 9 B 30 B, AWS SHELENRIZR, AWS App Mesh 2026 £ 9 B
30 Bz/a , BT EBIHE AWS App Mesh #&1& 5 AWS App Mesh BiR. BXEZ(E

/%\

, EH BRI IEEXEMMNTE AWS App Mesh E| Amazon ECS Service Connect,

PR EE M EIRRE, ZIRHAATEEX ELEHFNERARES RBERBRNENT R MR
BREAESIEREE , EUAHRESEE — MRS MERELT Ko BRLNENELT LIEEEENN
B, AFEAHBELERS MEHHEER,

eledizgss

AWS Management Console

EFABIERKL AWS Management Console

1.

2
3.
4

o

$TFF App Mesh #25H|& , Witk https://console.aws.amazon.com/appmesh/o
ERERHPOEBHANME. 5IHTERENMEMEUREELZLZNMEMNE,
EEMShF , EFELEBSR.

ERERFEEES 2 RBENEL MR, WRRBIIHEMEHE , WERLE - M EDE
i85

ERBRT , EFRGERA, EQERE  XIRFENKF ID RN ZBENTRAEE.
XTREBARN , BEERTENBBENBN.

MNTRERE | EFREERANDI LERFNHATEEN E BB B 3R EF AU SR Y
BRI R B BBV 00T AR AL,

(k) EEELERT , M 0-1000 FEF—MEARUA TENEEE, BHBEFEEEN
ERTEE , EF 0 BR&RSMLER,

BREK
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-virtual-router.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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9. (FE)EFHMEE, NTEHMNDNF , REENRAREEENIN , ARESEEES
AHEERE

10. ¥ TEFEE , ERERRERBIINE App Mesh EELTT RABENE, & LUEER
BFRRARMEMBIR. B BN E D LMERSHET 100, MERIHEFMELT R, T
BAFHE—NEUT R MRFIEELT RKESMMTEE , UFEBHRKD,

1M1, ¥TEEEE , FEE

EEREEFERT tcp

- MRFFESETR hitp/http2 :
o (M) B - EEETEE AR http/http2 53R 1 PTELEY 5 3ERR Sk

o (HNE) WOCE — EEREARENKEOD, NREELRBEFESMITES  WEEET
o im Mo

« (M%) Prefix/Exact/Regex#&#%-PC i W 1t B 28 75 5%

BIRIEE — BIABRT , MXBENTEERFEEN BRELRSHNEMR , EEH
BIRFEEN /., BREEREEURSIHNAN , CAESEREL R HARRERENT
B FERBAITRNELT Ko

® Note

MREERAETRB/ABRNEE , App Mesh &5 ARREIRAL

( normalize_path 1 merge_slashes ) , A& KRE @2 HIKZRERE
EIJ—.I-EE o

HZEBERNEFFEATRNBERTERN , e HIBREBRE,

« BHTE — exact SHRLEABRENID D TE , ABRIAFIRESLH udl T2E
i, FRIREEH,

o FNREXCEH —ATFHEAZMEREERLE URLs ATLLRBIM G ERYEANTTH,
- (T ) EHSH — KEZBRATFETEERNSH.

« (HiE ) Rk - $E5E http M http2 ARk, ENZEEARNFERMEE , KB BIRE
WSS o

o WIREET grpc EKH .
- BREEM — ELBERNBEFRS.
- FEEM — ELBBERNBERSE.
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AWS App Mesh

RAriEmE

o (HiE ) THEE—BREIBENFERREE Match, AIERABERATITE S 824215

Ko
12. RFEBIERER,
AWS CLI

£/ AWS CLItIZEKH,
FRAUTHSEE gRPC BEHH A JSON ( BB CHESfredE ) :

aws appmesh create-route \
--cli-input-json file://create-route-grpc.json

2. create-route-grpc.json RAI AR

{
"meshName" : "meshName",
"routeName" : "routeName",
"spec" : {
"grpcRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "nodeName",
"weight" : 100
}
]
I
"match" : {
"metadata" : [
{
"invert" : false,
"match" : {
"prefix" : "123"
},
"name" : "myMetadata"
}
1,
"methodName" : "nameOfmethod",
"serviceName" : "serviceA.svc.cluster.local"
},

"retryPolicy" : {
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"grpcRetryEvents" : [ "deadline-exceeded" ],
"httpRetryEvents" : [ "server-error", '"gateway-error" ],
"maxRetries" : 3,
"perRetryTimeout" : {
"unit" : "s",
"value" : 15
},
"tcpRetryEvents" : [ "connection-error" ]
}
I
"priority" : 100
I
"virtualRouterName" : "routerName"

3. mHRA

{
"route": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:48:20.749000-05:00",
"lastUpdatedAt": "2022-04-06T13:48:20.749000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

I,
"routeName": "routeName",
"spec": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
.
"match": {
"metadata": [
{
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"invert": false,
"match": {
"prefix": "123"

.
"name": "myMetadata"
}
1,
"methodName": '"nameOfMehod",
"serviceName": "serviceA.svc.cluster.local"

.
"retryPolicy": {
"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

},

"tcpRetryEvents": [
"connection-error"

]
}

.

"priority": 100
.
"status": {

"status": "ACTIVE"
},
"virtualRouterName": "routerName"

BXMEMA For App Mesh B E AWS CLINEZER , B RSERRFH create-ro ute s

4. AWS CLI
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gRPC
( ®ik ) Poie

o (k) MABRRSHEBRSEMUALTERFER, MREFEERR , WS CEXMEAIRSHIER,

o (A& ) MABRTENGEBMAEEREER. MRFEEER , WeEEREMNMEMGENER, MR
BEREBW , WHBTUEE RS B Mo

(Al ) TR
RN TR
o (R ) MAZEFENRBAKENTHEEN  ERTRXE  AERALEE, ERRENFTEMER

Bk Bltn , MREF ABFEAHRIEEImyMetadata , FEEEREENEH , MEEEEER
123, R, NZBEFTE TBITER U 123 2 ANEMEF LV ER,

o (AE ) EEFMTHFEUNNEZ +A THED.

( Ak ) B

ERRBETFRTUARP ACEIARMMNEHELRBMRSFREENLIE, ERXRKERAE
By, BRUER, ERENEENERERZE ( 2fR=E ) HERE, MREREXERE
B& , BA App Mesh TTRE2 BB N BFRIEHGIEIRMINKK, AXESER , HEH MABAERE
B o

- NTFEHERN , ABRNBENRANEVE, NREEREMDNERSHE , W45 A —ME.

- EERENENP , ERF-NEMN, WREERTAHPNERSH , WATHA—ME,

s NTFJRAEFHREY , HABREBWIRITHRARERRNR, WREEFREMPRERSBH , WA E
A—MNME. BNEBWEDREREN2.

« EE—ANHSZAN HTTP EREH, RINBUEDEERBRMMKE R,

- EF TCP EEH,

« EE—NHZN gRPC EREHN. RINBWELEEEECEETTA,

( ATk ) At

« MIAMEN 158, MBEEETEREKE , NELALEENFEAE NG RTHE T EHIFENE
FUBEEHARBPELNRGAERNRE , IHEENERRETEETH. MREEENFENE AT
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15 %, FWENEFAELT K Target WITREENENTHBAT 158, BXESEELE , S
58 B2 7 Ko

° @{E’Jﬂ_jmiﬂﬂqo
o B LUAL T Z ARSI HKETE,

HTTP 1 HTTP/2

( ATk ) i

- BERBNERNAISR, i, MRENELIRS BN service-b.local , HEEHERBT
BEREE R service-b.local/metrics , MBIRM A /metrics, IEEFMBREN / BH.

o (HEE ) EE—FEE,

o (W) BEBE—NFR, MGERT HTTP2 B4k,

( Alik ) #R3k

o (A ) EBFIIIRL, WMABERNRBKRENIRLERN  RREEXE  RAEWATEE. EFxR
G EEREARE R, fli  WREEE— SIS 123 BEF clientRequestId BIFRL | RE%
BRE  NZBAEERLRN 123 2 WEAEF LB ERBTE .

o ((HEE ) EFRIPRK. E&RZ LRI+ MR

( Ak ) EEARMEK

B E SRS B RT B O R S AR NG RER R RS SRR RN, SRAEKETS
%, BERWER. BRENETVERERSR (QEIRRE ) WENNE, NREKEERE
B , B84 App Mesh AIAE L EIF) h BREMOIBIRINEMR, EXTLEL  B2H RUABHERE
B,

- NFEEHBN , W ABNFEN RN RUR, NREEREADNELEHE , WX5H A —ME.

- EEHBREND  EFE-NEMY, MREERTAHUEASH , WLTH A —ME,

« NTJRAEFHRY , HABRRAVTRITHHRAERRNR, WREEFREMDPREREH , W A5 50w
A—NME, BINEWEDFEREN2.

« BEE—ANHEZD HTTP EREH, RINBUZDRERBRNMMKER,

- EE TCP EilEH.
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( ATk ) et

« ERER — RABREEN 15 . MREEETERRE , NELLEENFEMNEMNALAKRT
FETERFEMNARAEEENRBEHFELHNZRAERRY , IHFEHEIRKES BET Ko

- ZHRBTE — BRIAMESN 300 ¥,
* 0 {E’Jﬂ_jmiﬂﬂqo

(® Note

MREEENENNERTRAME , FBERAFMAELNT RS 5EMITREEN B A E © X
TRIME, BER , MRSFERELAEIETROAMENE , WA BLEREREMNT KBV E
ME, AXESEL , BSRENT R.

TCP
( ATk ) e

- ZREK — BIAMER 300 .
+ 0 ﬁi’%ﬁﬁﬁﬁqo

) B B £k

AWS Management Console
EffBREE L , B EA AWS Management Console

1. FTFF App Mesh #2H|& , Wit Fhttps://console.aws.amazon.com/appmesh/o
ERENFRERRENME, JIH T ERENENBUR ESELZNE MK,
EEMSHS , EREMEHR.

143 M\ A I R B R Y BR R B o

ERERD , EREMRNEKL , AREEA LAOMBIER,

FEWIAEF , BA delete , AR5 H LM

2
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AWS CLI
EMIFRERL , EER AWS CLI
1. ERATESHRENEKL (REECHNredBBRIXEM )

aws appmesh delete-route \
--mesh-name meshName \
--virtual-router-name routerName \
--route-name routeName

2. R

"route": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:46:54.750000-05:00",
"lastUpdatedAt": "2022-04-07T10:43:57.152000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 2

},
"routeName": "routeName",
"SpeC": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
1,
"match": {
"metadata": [
{

"invert": false,
"match": {
"prefix": "123"
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},
"name": "myMetadata"
}
1,
"methodName": "methodName",
"serviceName": "serviceA.svc.cluster.local"

},
"retryPolicy": {

"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

I

"tcpRetryEvents": [
"connection-error

]
}

},

"priority": 100
},
"status": {

"status": "DELETED"
I
"virtualRouterName": "routerName"

BXfEMA For App Mesh HiBRE&EE AWS CLIWNEZEE |, BSHSERBHH delete-rout e 5
. AWSCLI
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-route.html
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Envoy & &

/A Important
RIEFEES 0 2026 £ 9 A 30 B, AWS fHELENREIZHE. AWS App Mesh 2026 & 9 A
30 Bz G , BT LB R AWS App Mesh $#2#| &5, AWS App Mesh BiR. BXEZE
B, HiFRtEEXEMNTE AWS App Mesh | Amazon ECS Service Connect.

AWS App Mesh & F Envo y RIEH AR M 1%,

ECS Task / Kubernetes Pod

Port

‘ ‘ ‘ ‘ ‘ ‘ | —

Proxy Microservice
Container

External traffic Port 8080

rl
<

B Envoy RERIEL S# ECS £55. Kubernetes BEFsH K App Mesh AT R ERRH

TS EC2 3Rl ( FIINERIT SELIMX ) o App Mesh HET — Envoy REBRBRER , ZEHR
B8N T B IRR MR E T, ERRBEFTE G ZE , App Mesh 24R$E App Mesh Zhae &N A&
AN Envoy RERRAN,

45 R4

App Mesh 2t 7 Envoy RERB[HEENW AT EE, HENXBIET Envoy REWES App Mesh
FEFEBTEE , UKk Envoy REINMAEERE. —NERIVERSR , ©55E App Mesh fRS 1 =0B
5o Z—HMERRE FIPS , ©5 App Mesh FIPS FRFin /B , H1E App Mesh BRF ZHEY TLS B
EFERHIIT FIPS N,
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://www.envoyproxy.io/

AWS App Mesh AriEE

BN THEHNIIRPER - MMXESR , B TUNBRMNO LR FHEEPEE—IERN aws-
appmesh-envoy K& %,

/A Important

- M 2023 F 6 A 30 Bife , RE Envoy &Ev1.17.2.0-prodHESRA T LS App Mesh
B, WF2aiEA Envoy BB HFIFEFv1.17.2.0 , REIEN envoy HHERE |
BRIBIEIUTB I RF IR,

- ERARESXR , BB NERF Envoy IRAAR B KRR, LAEZHE Envoy lRAZ 3T
BRHEZEANT . ThEER AR MR S AR,

« BRZA1.17 &% Envoy HEKXKE#. BXEZFHAEFEE , BSHEH/TZE Envoy 1.17,

o OFRBRAK1.20.0.1 HESIRA ARM64,

- WZFE IPv6 ¥, FE Envoy IRA 1.20 RES A,

® Note
FIPS (REXEMINE KA XA A,

FIE XM X ER A LARegion-code B Ame-south-1, , . ap-east-lap-southeast-3eu-
south-1lil-central-1, MUAWEMAXEHaf-south-1,

Standard
840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
& FIPS #Rf

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod-
fips

me-south-1

Standard

772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
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https://gallery.ecr.aws/appmesh/aws-appmesh-envoy
https://docs.aws.amazon.com/app-mesh/latest/userguide/1.17-migration.html
https://docs.aws.amazon.com/general/latest/gr/appmesh.html
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ap-east-1

Standard

856666278305.dkr.

ap-southeast-3

Standard

909464085924 .dkr .

eu-south-1

Standard

422531588944 .dkr.

il-central-1

Standard

564877687649 .dkr.

af-south-1

Standard

924023996002 .dkr.

Public repository

Standard

ecr.

ecr.

ecr.

ecr.

ecr.

ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod

& FIPS ¥Rt

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod-fips
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® Note

BEAEWRN Envoy B0 B 512 4 CPU 2Tt R E4 64 MiB IR, Fargate L AR EMN &
PNRTFER 1024 MiB, MRAB[ARREMBRRABTARENMSHERETLE , WATLAE M
Xt Envoy AR B IR D B

® Note

Mv1.22.0.0 FFEAMIPRA aws-appmesh-envoy B % R4 & 24 Distroless Docker
MRGHEN, BRIMNHTHMERZRN THPDRER T HEBEREPREANRGEIPEFEN
WERENK., MRIRTE aws-appmesh-envoy&E Gz EiE | HEKE —L AL2 /S ( 5l
W yum ) MIHEE , BBARMNBIIRNGEERATE B =t X4 , AEREE—NETH Docker
aws-appmesh-envoy &, AL2

BEITHHI AR A KT ARESH B E XK Docker B8 aws-appmesh-envoy:v1.22.0.0-
prod-al2:

cat << EOF > Dockerfile
FROM public.ecr.aws/appmesh/aws-appmesh-envoy:v1.22.0.0-prod as envoy

FROM public.ecr.aws/amazonlinux/amazonlinux:2
RUN yum -y update && \

yum clean all && \

rm -rf /var/cache/yum

COPY --from=envoy /usr/bin/envoy /usr/bin/envoy

COPY --from=envoy /usr/bin/agent /usr/bin/agent

COPY --from=envoy /aws_appmesh_aggregate_stats.wasm /
aws_appmesh_aggregate_stats.wasm

CMD [ "/usr/bin/agent" ]
EOF

docker build -f Dockerfile -t aws-appmesh-envoy:v1.22.0.0-prod-al2 .

£ Amazon ECR Hi5[E it REFEBHI R B AWS Identity and Access Management (IAM) 3%, X
L, BATER IAM R IEEMAX Amazon ECR WiSEUR R, #lan , 7£{#E A Amazon ECS B
O LAA Amazon ECS F{ D EEHMNESHMITAG, MREERREFGRSERN Amazon ECR &
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R IAM KB | BEAHINE AT IS EFRE aws -appmesh-envoy F# ER S EXH Amazon
BIREBWH (ARN) . Bltn , £ us-west-2 X , BAFFRILATEIR : arn:aws:ecr:us-
west-2:840364872350: repository/aws-appmesh-envoy, BXxEZELR , FSH Amazon
ECR HE X, MREELD# EC2 =24 LA Docker , iBEF#HEX Docker #1TH AR, B
XEZER , BEAEMKRSHRIL,

FRIVMBREKMHE App Mesh ThEE |, XL IhEEK BT Envoy WEXR , XEFEHREAREH T Lk
Envoy &%+, B LS H Envoy TE Z I EAIXLHH App Mesh ThEE |, B4 FERA App Mesh
RMEM Envoy BEEEB/. BXETEIER , HSH App Mesh GitHub B4 B H 5Envoy Upstreamfr
ZHXMEB, RAEBICE App Mesh Envoy BEsHIBEIEN RIE X IFIAT,

Envoy Bt EZX £

/A Important
K HEA 0 2026 £ 9 H 30 B, AWS SELEX KR, AWS App Mesh 2026 & 9 A
30 Bz fE , BT EEIE AWS App Mesh 2| A AWS App Mesh &R, BXEZE
B, BRIt EEXEMNTHE AWS App Mesh E] Amazon ECS Service Connect,

ERAUTHRZEENER App Mesh LT SIESSARBLE Envoy B8R

® Note

App Mesh Envoy 1.17 7% Envoy B9 v2 xDS APIl, MNREEHMREZ Envoy BB THHEY
Envoy BLEZ & , M ATUFEHERH N E&EFH v3 xDS APl

BENER

FiB App Mesh Envoy BES#ZEEUTIRETE, WETEREEAT Envoy BRIZIRZA 1.15.0 RESIR
K, MBEFERANRRBMRARBREG | W45 H APPMESH_VIRTUAL_NODE_NAME Z &,

APPMESH_RESOURCE_ARN

£4¥ Envoy BESRMEESAN , BRRIMETERBENESAFMRRNELT SREL MKW
ARN, LAT%&REET~H ARNs :
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/ecr_managed_policies.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/ecr_managed_policies.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://github.com/aws/aws-app-mesh-roadmap/labels/Envoy%20Upstream
https://github.com/aws/aws-app-mesh-roadmap/labels/Envoy%20Upstream
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html
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o EH\TT = — arn: aws: appmesh:: mesh/ /virtualNode/ Region-code 111122223333
meshName virtualNodeName

« E#IMX — arn: aws: appmesh:: mesh/ /virtualGateway/ Region-code 111122223333
meshName virtualGatewayName

CIprS -
LR BT EXF App Mesh Envoy BREF = iER
ENVOY_LOG_LEVEL
{EE Envoy A28 BEL 5,
BME : trace, debug. info, warn, error, critical, off

ZRIAE : info
ENVOY_INITIAL_FETCH_TIMEOUT

187 Envoy EXIRLEBHERHRAEERSF[E —NEE WA AT E

BXEZEE , ESH Envoy XEF M Configuration &R, ®IERN 0 &, &R,

HiIAE : 0
ENVOY_CONCURRENCY

/23 Envoy BHi&E --concurrency R TieMl, BRIABERT , FREBEZEI, LIEDIE
Envoy fRZA v1.24.0.0-prod RESRAH A,

EEATE
f FIX LLINBEL ERAELE Envoy WEEEO,
ENVOY_ADMIN_ACCESS_PORT

B Envoy EMTHWEEXEEIK O, ERIAE : 9901,

=
[
et
L]
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® Note
Envoy & i O R A [E T K2 £ M 5 5 2 15 = £ B9 AT {0t AT 2R i OO

ENVOY_ADMIN_ACCESS_LOG_FILE

EEEBA Envoy 5 AEHN BE R, BRIAE : /tmp/envoy_admin_access.logo
ENVOY_ADMIN_ACCESS_ENABLE_IPV6

ik Envoy WEERE S IPve RE , XM ZZEOM TR ES IPvs REM IPVv6 RE.
BIABRT , WIREIRE R false , H H Envoy R IPv4 RE. WEEREEAT Envoy EBIR
7K 1.22.0 RESIRA

RExE

FERIXLIRFZELTEN Envoy BLE AWS App Mesh KRB, BXEZELR , BSHEEAT Envoy 9 App
Mesh I,

APPNET_ENVOY_RESTART_COUNT

EERBEEEZITHESHAREA (pod) RFEFB 3 Envoy REFHEMNIXER ( MRAEZFE (pod)
2Bl ) . REZXSESIR Envoy BEHIZFKEBEHRE , UETHEHR. ZTEMHRIAENR 0.
RERINMEE , RETLSHEFH B ZHE,

RIAME: 0

&S 10

PID_POLL_INTERVAL_MS
EERERE Envoy REHBIRSHERER (AZR RN ) . BRIAMEN 100,
FRIAE : 100
&I : 100

&S : 1000
LISTENER_DRAIN_WAIT_TIME_S

1EE Envoy REEHBIRH 2O FETERKX AR (AW REN )
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https://docs.aws.amazon.com/app-mesh/latest/userguide/appnet-agent.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/appnet-agent.html
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ZRIAE : 20

&K :5

&S ;110

APPNET_AGENT_ADMIN_MODE
BHIREBENEEBEZEORSSHNEHSEES tep Ut unix BEF,

BME : tcp. uds
APPNET_AGENT_HTTP_PORT

EERTHE tcp EXTHERBEREONKO. WBRIKOMEN > 1024 if uid 1= 0, BWRIKO D
F65535,

ARIAE : 9902
APPNET_AGENT_ADMIN_UDS_PATH

£ uds EX T ARENEERZOEE unix BIEEFRE,

ERIAE : /var/run/ecs/appnet_admin.sock

REFRTE
BAUTEEULTRERENEFSEP —PNRERZEF.
AWS X-Ray &

FERAUTIRETEREEH AWS X-RayHy App Mesh, BEXEZEE |, 5 H AWS X-Ray FEZ AR
EM.

ENABLE_ENVOY_XRAY_TRACING

£/ 127.0.0.1:2000 ERBRINHEBETIPREFIHESBA X-Ray Biz. EEH , HFEERERN 1.
ZRIAER 0.

XRAY_DAEMON_PORT

EEROEULBERIA X-Ray EEFHERFIKD : 2000,

EEE 137
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https://docs.aws.amazon.com/xray/latest/devguide/
https://docs.aws.amazon.com/xray/latest/devguide/

AWS App Mesh AriEE

XRAY_SAMPLING_RATE

BEXRERLEE X-Ray tracer BWERIAREZR 0.05 (5%). FZEEEANT 0FM1.00 2
BB/ ER(100%). IR EIEE XRAY_SAMPLING_RULE_MANIFEST , M ZEFHBE. MR
v1.19.1.1-prod RESMRAHK Envoy REZFUHTE,

XRAY_SAMPLING_RULE_MANIFEST

£ Envoy BB NHREFIEEXHBER , 7 X-Ray tracer BLEAR #b{LH BE X KEAN, BXEZ
55 , B30 (AWS X-Ray FRARER) PRREAN, BRA& v1.19.1.0-prod RESMA
Y Envoy BREEZIFIL T B,

XRAY_SEGMENT_NAME
NPTIEED BRBMUBERIRIA X-Ray 7 EREH. BRIABERT , EFFZRERN mesh/
resourceName, Envoy MR AS v1.23.1.0-prod RESRAZIFHETE,
Datadog IREREE

AR5 & A 7 B & £ A Datadog KRB FRESELE App Mesh, BXEZEE. , 2 # Datadog X
M RERE.,

ENABLE_ENVOY_DATADOG_TRACING

# AR BRIA Datadog KB ik =K 127.0.0.1:8126 5/ Datadog REWE, BEFH |, &%
BEiIZRER 1 (BRIAMERO) .
DATADOG_TRACER_PORT

EE—MwmOENUEEZRIA Datadog KEixH : 8126,
DATADOG_TRACER_ADDRESS

FETE IP it LA = ERIAM Datadog REH#bHE : 127.0.0. 1,
DD_SERVICE

NIRFIEERSBMIUB ZERIAN Datadog fRSE#5 : envoy-meshName/virtualNodeName,
MRAS v1.18.3.0-prod RESHRAH Envoy M IFHTE,
Jaeger BT £

FERUTHEEZERB®RH Jacger IREFH App Mesh, BXEZER , ESH Jaeger XEFH AT,
fRZA 1.16.1.0-prod REGWRAHN Envoy BEXFHFXLETE,

AR 138
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://docs.datadoghq.com/tracing/send_traces/
https://www.jaegertracing.io/docs/1.21/getting-started/
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ENABLE_ENVOY_JAEGER_TRACING

£/ 127.0.0.1:9411 ER BN Jaeger i 23 A Jaeger REFWE., BEFA , B ZERER
1(BIAENO) .
JAEGER_TRACER_PORT

EEmOBEUBEEIRIA Jaeger I : 9411,
JAEGER_TRACER_ADDRESS

BXE IP it ABEBRIA Jaeger il : 127.0.0.1,
JAEGER_TRACER_VERSION

BEWEREAFEE PROTO wmiZENA ISON B, BIABIRT , ZEMRERN PROTO, Envoy
BBIRA v1.23.1.0-prod RESRAZIFHTE,

BERETE

FUTHREZTERENFEALZBCHRERE.

ENVOY_TRACING_CFG_FILE

£ Envoy BBRNHREFEEXHBE, BXESEER , HZH Envoy XHH

Mconfig.trace.v3.Tracing.

® Note
MRBEREEFEECREER , FHRERD —MNREFEEXH static_resources
FEREXRBKNEREE, I, Zipkin E—MNATIHEEBRRWESRNERS
Mcollector_clusterFE , ZEHFEFIENL.

DogStatsD T £
EA T IREE & App Mesh BLiE 7 DogStats Do BHXEZEE. , iS4 DogStatsD 314,
ENABLE_ENVOY_DOG_STATSD

£/127.0.0.1: 8125 N EINFHEF R[S DogStats D £iitfE 8. ERA , HREREN

L E 139


https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/http_tracer.proto#envoy-v3-api-msg-config-trace-v3-tracing
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/zipkin.proto#config-trace-v3-zipkinconfig
https://docs.datadoghq.com/developers/dogstatsd/
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STATSD_PORT

FEEmOEUEEEIA DogStats D SFHFREFIH .
STATSD_ADDRESS
B IP it {EIA B EERIA DogStats D SFHFEF IP sk, BRIAE : 127.0.0.1, LWEERERT
Envoy BM&RIA 1.15.0 RE S HRAS,
STATSD_SOCKET_PATH
71 DogStats D SFHFREFIEE unix BEETF, MRKEELTEBFHA T DogStats
D, MtfEERIAN DogStats D P2 IP #bitig O, 127.0.0.1:8125MREE

AIENVOY_STATS_SINKS_CFG_FILEZEEE stats sinks BLi& , NEFEEFTHE DogStats D 3
B, Envoy BBMA v1.19.1.0-prod RESMAZIFHTE,

App Mesh & £

LUTZEn#BIEEE App Mesh,
APPMESH_RESOURCE_CLUSTER

BRINERT , & Envoy EIEFRM R ER+ 5| B 2 APPMESH_RESOURCE_ARNEY , App Mesh fE &
EHFEENRREH. ZULUBIFEAB S BAMIZRE APPMESH_RESOURCE_CLUSTER MMELE
REEZITH, BTEREERT Envoy BUGIRA 1.15.0 RESRA,

APPMESH_METRIC_EXTENSION_VERSION
FZERE 1 FAFHA App Mesh 1E#:F B. BX App Mesh BT BNEZEE , S App
Mesh VIEFRT B,

APPMESH_DUALSTACK_ENDPOINT

SHERE R 1 SUERE App Mesh TR H K, RBIIFTIE , Envoy FHER RN Z B
B, BAERT | WhRERER false , 3 AUERHRMNG IPvs ME. KEBREAT Envoy
BIRATA 1.22.0 HEBHA.

BESITER

ERAUTIREZTEN App Mesh BL & Envoy 1TER. BXEZEE , 2 # Envoy Stats 344,

=
[
et
L]
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https://www.envoyproxy.io/docs/envoy/v1.6.0/api-v2/config/metrics/v2/stats.proto
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ENABLE_ENVOY_STATS_TAGS

AR App Mesh EX KI#5% appmesh.mesh #l appmesh.virtual_node., HXxEZEE
S/ config.metrics.v3, TagSpecifierfEFEXRP, EFSH , HFEIREN 1.

ENVOY_STATS_CONFIG_FILE

£ Envoy RSN HREFREEXHBRE , FECHXHBEEREEZIRIAN Stats IREEEXH, BX
EZEER |, 555 config.metrics.v3, StatsConfige

(® Note
RETESITHRBNBEENSITEERENES S Envoy 3 ATEZES App Mesh it
FRBSEBRDSHVIRS. X2 Envoy FH—NMEiR. BAMNEWAERE Envoy PXISEITHEIE
BATEMSE, MRENFENLR , RINERLBR LFIE T AR E MR LANERT o

ENVOY_STATS_SINKS_CFG_FILE

£ Envoy BB XM REPEEXHER , FECHXUHBERESZRINEE. BXEZEERE , FESH
config.metrics.v3, StatsSink1E 4 XA,

EFANEE

Envoy XA 1.15.0 ESRAT B X FHELE APPMESH_VIRTUAL_NODE_NAME #
APPMESH_RESOURCE_NAME, B2 , MBEMENMAZ TN, SHTE Envoy AR 1.15.0 RESHR
AAFRXETE | XLt 8 APPMESH_RESOURCE_ARN A FFTE App Mesh i =,

Envoy BRIAEH App Mesh 12 &

/A Important
KIFHISEA - 2026 £ 9 A 30 B, AWS SELEX X, AWS App Mesh 2026 & 9 A
30 B/E , BT EBIHE AWS App Mesh # &l A 5 AWS App Mesh BiR. BEXEZ(E
B, BRIt EEXZENTE AWS App Mesh | Amazon ECS Service Connect,

BT RTRME T AR App Mesh RE R 3 B E A RS MMTER2RAY Envoy BIAMERE S,
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-tagspecifier
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statsconfig
https://github.com/envoyproxy/envoy/issues/9856
https://github.com/aws/aws-app-mesh-roadmap/issues/283
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statssink
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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BRIARE B E i R

MR 2020 £ 7 A 29 Az el MK~ & B MK , App Mesh 27£ 2020 £7 A 29 AEXHZEH
AP AREARERFTE HTTP, HTTP/2 Ml gRPC &R &2 ERIAK Envoy BRHEiA K, MR
BMIKFTE 2020 £ 7 B 29 Bz el BEMAMIE , MF42HR 2020 F£7 B 29 B2, YXRFEZEFE
B {EM Envoy BB BIBERIAKEE . FRIEMREAWS T THE, XFWMIILEEIESS , FH App Mesh
EABEE 2 HE 2 G2 EM future Envoy R4 BIERBRIAKIE, BXx Envoy BHEERETHBNES
§8 , 21 config.route.v3, RetryPolicyfE4&E X4,

L& 82 App Mesh BRI App Mesh E#LARSS & X E LT QIR ER , App Mesh 2613 Envoy
BRH., REGALGIE App Mesh BRI EIR KR , BT ENELT RBEMHRICIE App Mesh ERXEK
A&

ERIAKBETCIEEIT App Mesh API £ 7R, BRIAKEERBEET Envoy 8, EEEERE , FEAEER
E} M@ Envoy KiX#ERconfig_dump. LEERVIAKMEEUTIRE !

- RREEHARHE —2

- gRPC Ei{=# — UNAVAILABLE

« HTTP EiXEH — 503

(@ Note

TAEBRATERSISE HTTP 5iRKBH App Mesh R E XK, {E= , App Mesh i
BRI ERK server-error 5 gateway-error, XHEHHTE 503 Hix. BXE
ZEE , BEH B,

« TCP Ei=/ — UK connect-failure M refused-stream

(® Note

THRERI A TERXANELM App Mesh BB EIXKKE., B2 , App Mesh A EIRE
BEALAE . connection-error , XZEF connect-failure, BXEZEL , BSH
i:25 2

- HE — R EFERSB[RAZEMMN ( disconnect/reset/read#BAf ) , Envoy =X Eid,

FRIARE R E iSRRG 142


https://console.aws.amazon.com/support/home#/case/create
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/route/v3/route_components.proto#envoy-v3-api-msg-config-route-v3-retrypolicy
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R TA B 2% 2R

LIBTE App Mesh FEBE Envoy B , LMK B[IEERXIRE Envoy HBRIAE, BXEZER , S
B & A, CircuitBreakers.Envoy XHEH W H{E., XEREBETEET App Mesh API BEF, XEEER
gEB Envoy BEl, ZEEELRE , FEAEEREHE Envoy KiEERconfig_dumps

WRE 2020 £ 7 A 29 AZalEHNIKFHSEME , A FEE 2020 F7 A 29 AEXKzF1
B MEPRITBHE Envoy , App Mesh BSBHEERA T RERN Envoy BRIAESRE b 22 A M Eg
2. MRRAMFE 2020 F 7 A 29 BZBIBEAME , NERIEREAWS ZEHFTHE , FMFAR
£ 2020 £ 7 A 29 HHE X2 /G7E App Mesh FEFEBHIME(T Envoy REERIAE. XFARLETIR
J& , App Mesh AN EB T HE 2 B2 FEHEBMNFTA Envoy IRER App Mesh BRINBEIRE N :

* max_requests — 2147483647

* max_pending_requests — 2147483647
* max_connections - 2147483647

* max_retries — 2147483647

(@ Note
T IEH Envoy 2 Envoy &2 App Mesh BIBRIARTERB5(E , BETTE IS UUX LA,

E#H/E#E Envoy 1.17

/A Important
KIFTIFIEA 0 2026 £9 A 30 B , AWS SHELLEXNIZFF. AWS App Mesh 2026 F 9 A
30 B2 fE , BT EBHE AWS App Mesh # &1 A5, AWS App Mesh BiR. BXxEZ(E
B, BFhEtEEXENTE AWS App Mesh E) Amazon ECS Service Connect,

8 SPIRE RV X I ARS

MR EFE A App Mesh B SPIRE ( SPIFFE BT REAHE ) AEMNERS 2 X EEIESH , THIAE
FERANRMRAEDLN 0.12.0 19 SPIRE K3 (2020 £ 12 A% ) o XRZEFE—NA X Envoy
WA AR 1.16,
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/cluster/v3/circuit_breaker.proto.html#envoy-v3-api-msg-config-cluster-v3-circuitbreakers-thresholds
https://console.aws.amazon.com/support/home#/case/create
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/spiffe/spire/releases/tag/v0.12.0
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IENREFAE K

M Envoy FF#£1.17 , App Mesh 5 Envoy BLE N BRIAEARE2IEENREXSIZE, N TASHAFK
%W, ZHTCREMBAN , EREBHIMXBHINCEABATEENREXPHITEDSHRME S
Ao

IEmAM o EREE

Em — EAaIER—NMNHFESHRER , FXLH @ 7=

(?=example)

ENE#RTFHEERNEZEA , EAENATEEZRFEMASELEFHEEF. BT App Mesh
ITRFERENKREXNFRHSE , R RMNEZBWEFEERNENTE T

(example)
il — AEBER—NFREESHRENX , LB 21,

ex(?lamp)le

TRESHREXATHEREANT I ELERATLEE, EASHERT , (RULAZTERBRE
file

ex(amp){0}1le
MERBXERGR—NFRE, WA ? FRAETEENLHFHIFZH AL,
prefix(?![0-9])suffix => prefix[*0-9]?suffix

BRIFEWRABG) | St T SUE R ER LRI E L R

"routeSpec": {
"priority": 0,
"httpRoute": {

"match": {

ENRAXEH 144


https://github.com/google/re2
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RAriEmE

"headers": [

{
"name": "x-my-example-header",
"match": {
"regex": "Mprefix(?!suffix)"
}
}
]
}
}
}
}
{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}
}
}
}

F—NEEHACESER L prefix FF LB REF B suffixBIPRk, £ -RIEHNERRIEMREHM
Ll prefix" I K B9FRL | B4R ABLL LU suffix” 45 BIARk. BN ZHIR , B AIBURFRIER | BUBBRAE

HIE.

"routeSpec": {
"priority": 0,
"httpRoute": {

"match": {
"headers": [
{

"name": "x-my-example-header",

EMFRAEXE SR
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"match": {
"regex": "Aprefix.*?suffix"
}
}
]
}
}
}
}
{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}
}
}
}

RO R E |, B suffix G RIRKREESHML LR , MATAH ML prefix’FF KB PRLFE L 5T

25 d: e e U

|15

REsIAR—MBLEFH —NHFESNAEERFEERERERANT E, INEXFHRE.

(groupl)(group2)\1

RALE \ BE— M EFRLAREXPE n MEESHAN SN, EHRAP , \1 HWAEEZREA

(groupl) BWERF R,

(groupl)(group2)(groupl)

O
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RERR@EI AR ANAEBTHERRR , WRGIFTR.

Envoy I8

/A Important
KLIFZFFEA 0 2026 £9 A 30 H, AWS FELEXNHZHF. AWS App Mesh 2026 £ 9 A
30 Bz g , BT EBEE AWS App Mesh #2 &1 A5 AWS App Mesh RiR. BXxEZ(E
B, HFiFRtEEXEMNTE AWS App Mesh | Amazon ECS Service Connect.

REZ RN App Mesh HEHR Envoy REFH — N HEEESR, RERR Envoy —BREFEZ1T. REER@
BHBLENRE, B2 Envoy it BIEMHEEIKIE , LA E T ## Envoy KIE7E App Mesh
HIIEITIER . X AT SAHE Bh I iR 1t BEBR A R R iR

Y Envoy REZTIRRFEN , BRUERAREEEZER ZRNENAHR, NRHAKE , KE2
# Envoy B HAHERRLIBR RS, EXNREHRTHEDRE |, BRI ER L IhEE, CHEE [T LR
Envoy B##ER , XABTRENAEFXN RENRMYE,

FERALTEENRN Envoy BLERE :

« APPNET_ENVOY_RESTART_COUNT — H¥UZTEIEENFEZTER , RELZIRAEFHB 3 Envoy RE
HE  BERAREANRERABRSTEEMRENRTE.,. EREZTRIREBELMNERT , &
RERFEIESRIESHEEEFA (pod) HLL , XBEBTHRIE SV E,

« PID_POLL_INTERVAL_MS — ElELZTER , RIANBEREFRN 100, HRENIER , EEIBER
HITEZETRARESRISHERA (pod) MLt , B LLERENFMEFIEHE Envoy #HiE,

« LISTENER_DRAIN_WAIT_TIME_S — B ENTER , HEZRAFELESREEEA (pod) MIREH
REFFEIEENANER. flin , MBREXTHRETEENE , I Envoy REREEERFETE
BEEIEESHARRA (pod) 2 BIRVIFLERRINFER,

« APPNET_AGENT_ADMIN_MODE — HMZEIREN tcp H uds i , RESLRERHAEREO, %
MIE?%D?E'_—HE Envoy RERXRBEWZLIHR , APls AiTRRARE, BNBEREUTRE , HE
£REBMNZITIRR,

« GET /status — Zif] Envoy S HEHRE RS B(E R

« POST /drain_listeners — ¥ERFIE AR,

« POST /enablelLogging?level=<desired_level> — EHFAIZHZEMN Envoy BELKH.
« GET /stats/prometheus — A Prometheus %= &~ Envoy &1t #iE,

Envoy {2 127


https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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« GET /stats/prometheus?usedonly — X &R Envoy EEFMMPSITEIE

BEXRERETENESER , BHS5H Envoy REEE,

MIRAETFF I , # AWS App Mesh REBZEFE App Mesh {£{LH Envoy & +1.21.0.0 , TEEEF
£55 5 pod RO BELEAR IR,

Envoy R 148


https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html
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App Mesh#Y A M 14

/A Important
RIEFEES 0 2026 £ 9 A 30 B, AWS fHELENREIZHE. AWS App Mesh 2026 & 9 A
30 Bz G , BT LB R AWS App Mesh $#2#| &5, AWS App Mesh BiR. BXEZE
B, HiFRtEEXEMNTE AWS App Mesh | Amazon ECS Service Connect.

£/ App Mesh ByiF4lt 2 — R P LAE it 7 MR IS RS M AR F. App Mesh BEB R FZ TR H
&, BRANRERERRAR,

Envoy fKZEA App Mesh IRELATRBEN T E | AIHYAEFTEM THNAEFMNAE .

- BEICR
* Metrics

H&igx

/A Important
KRIFTHREH 2026 £ 9 B 30 B, AWS ELERIZHR, AWS App Mesh 2026 £ 9 A
30 Bz/a , BT EBIHE AWS App Mesh #&lA 5 AWS App Mesh BiR. BEXEZ(E
B, BRIt EEXZENTE AWS App Mesh | Amazon ECS Service Connect.

BIEEMT QAMELMXE , B SUEEEE Envoy THR BE, BRFIES , XU TELT LMED
M 632 4w THEREN B EILRKEBD o

CE3EES e


https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-logs.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/tracing.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Logging
HTTP access logs path - aptional

The path used te send legging infermation for the virtual nede. App Mesh recommends using the standard out /O stream.

Jfdev/stdout

(i) Logs must still be ingested by an agent in your application and sent to a destination. This file path only

instructs Envoy where to send the logs.

EEERT Envoy HE B& /dev/stdout B BERIZFREERE,

S Fformat , BIEEFRMARENKERNZ— , json H textMERX, json FKEVFAN HFEHEGR RN

JSON 4513 , RIEBEFEAEEL Envoy,

UTFREBRERT A[1E AWS CLIFEAR JSON RRFER,

"logging": {
"accesslLog": {
"file": {
"path": "/dev/stdout",
"format" : {

// Exactly one of json or text should

"json": [ // json will be implemented with key pairs

{
"key": "string",
"value": "string"

"text": "string" //e.g.

%SREQ( :path)%\n"
}

/A Important

be specified

"%LOCAL_REPLY_BODY®%:%RESPONSE_CODES%: path=

FSLRELNMARKIZEN Envoy B , BN Envoy FHEL EH A FHRMPERFMHE

AN

error state &,

BEIEH
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&M /dev/stdout &Kix Envoy iHRI &R , 145 Envoy RS AEEBE—. BuLERIRE
Docker BERFEFFHENS HE CloudWatch B EEZE# M EIRS ( H130 Logsawslogs ) » BHX
EZER , 55 (Amazon ES3 FAARERM) PHEA awslogs HERFEF. ENXFH Envoy
R AR (MAKEM Envoy BEFHE ) , WEL ENVOY_LOG_LEVEL fi&E N of f. BALEN S
A FR/E SREQ_WITHOUT_QUERY(X?Y):Z% ﬂéﬂiTmélﬂ%ﬁ%E’hﬁvo BXRRH, BES
FRegWithoutQuery #XILEF. BXEZEE , 2 Envoy XHFHIER A F12F,

1£ Kubernetes B AifE A&

£ F3i& A T Kubernetes #9 App Mesh Controller B , &R SUBE I B E B ERNEIE AT SHES |
NELETIEEHEAE , T REIPTR.

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: virtual-node-name
namespace: namespace
spec:
listeners:
- portMapping:
port: 9080
protocol: http
serviceDiscovery:
dns:
hostName: hostname
logging:
accesslLog:
file:
path: "/dev/stdout"

B E B ﬁﬂﬁiﬁﬁ%ﬁ?“bﬂﬂl%ﬁgﬂiﬁ , 5130 Fluentdo BXEZELE |, BESHE Fluentd 1R E
3 DaemonSet @ BE %% B, CloudWatch

Envoy 25 &fiFid BEMNETIEREBE A stdout, XERAENFIRAT # Envoy 5 App Mesh £
B{E# service-to-service REIFEE M, ATLAEA ENVOY_LOG_LEVEL SR ETEFH BELRMISE B ER
IJo ﬁjyu J‘/LTIZ'K;E ﬁ ﬂlit H n_,\/T\pi-J 1?{ A& PSRN Envoy qu%}E HTTP -lﬁ:.kIEEEE’J%ﬁo

[debug][router] [source/common/router/router.cc:434] [C4][S17419808847192030829]
cluster 'cds_ingress_howto-http2-mesh_color_client_http_8080' match for URL '/ping'
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_awslogs.html
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/formatter/req_without_query/v3/req_without_query.proto
https://www.envoyproxy.io/docs/envoy/latest/configuration/observability/access_log/access_log.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
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Firelens 1 Cloudwatch

Firelens R — A s A EMHEET , (RO ARUE Amazon ECS B HE. AWS Fargate& 7] LLTE EAT]
B R 1Z 6 FE R R BIE R Firelens BIAWS R4,

BRI LA A CloudWatch kU A &E B FIEIR. &R LAE App Mesh XK S H ISR El o
CloudWatch F#HEIEZE L,

£/ Envoy BB BN ARR

/A Important
KRIFTHREH 2026 £ 9 B 30 B, AWS SELERIZHRE, AWS App Mesh 2026 & 9 A
30 B/a , BT EBIHE AWS App Mesh #&lA 5 AWS App Mesh BiR. BEXEZ(E
B, BRIt EEXZENTE AWS App Mesh | Amazon ECS Service Connect.

Envoy ffEIE#RD N LT EEKS -

« THE—5#ARERNEENEREXWIER,

- b5 HEENRER HNEREXER.

« RSSE—HR Envoy REPRASHENR. P SFENERSITRIBHS BRFZERNER.

£ App Mesh 1 | REAEE LM THRARE. 0 , Envoy MG F F ix U R 895 R AR 88 R
ZRBAEWIBERBENTERE, NTROXEFRFEBEN LEMTERE , App Mesh IRIESER
RS AERHRE S B3 —F3F Envoy FBFRHEITT 93K

« AO—EREENRS BN IEZENBE REXWIERMER.

- HO—E5kBZNERESBIF[HBELREERN Amazon ECS 1% Kubernetes 254 (pod) HYEE
MBERERBIEFRFEIR,

TERERTREMERS AR ZEANBERE,

Firelens 1 Cloudwatch 152


https://aws.amazon.com/about-aws/whats-new/2019/11/aws-launches-firelens-log-router-for-amazon-ecs-and-aws-fargate/#:~:text=FireLens%20is%20a%20container%20log,for%20log%20analytics%20and%20storage.&text=This%20means%20you%20can%20use,your%20own%20Fluentd%20output%20plugin.
https://github.com/aws-samples/amazon-ecs-firelens-examples
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#cloudwatch
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Amazon ECS task or Kubernetes Pod

= HHH‘
Egress

Proxy container Service container

W

RRGBELE

T % Envoy MM{AIE & &K M 4% SR H R R AR S BSR4 App Mesh FEX K BRRIEEFTA. UT =2
App Mesh ELEHIEE Envoy &R :

{RITER— BT TOREZN Ut AR O, £ LBF , App Mesh A AEE Amazon ECS EF 5
Kubernetes B84 (pod) WREBMET —MAOMWEE , HABTRSAENRENET —NHO
AT ER .

- B REEENRAREINN LFERSNWE4L. £ App Mesh # | BHIRS B 2R UK BB RS

AAEEFNAEEMELT RBRTAEH.

« BREXERENNTEEMEHELNEE. eSS NETE B RATRBENRA AR ERRIEE

HY B PRERET.

« WRMERARIE—LHFSEER IP ik, AWS Cloud Map ZHfEAE LT KBRS K IALH

Bt , App Mesh 253 & FLHY RS SR P4 i R R IR R & B IR R,
P X ERATEEFRRTFEHMBZHAM TLS iEH, % AWS Certificate Manager F{EE F i
MBRSSBREBRIKIRET , App Mesh 2F AR MIAFTIUEBENRBERRREEEHRE,

App Mesh A —HWH KW E Envoy TR , B0 A AX LR RS MRHEREK,

TR T ER M SRR I B 5 RN T E## Envoy 7 App Mesh HHIIERIEREE,

T BR & 75

ERAU TR & yrss

lds_<traffic direction>_<listener IP address>_<listening port>

Envoy $E#R

153
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FREXFTE Envoy FEE T AT IATER

* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001

{# A Kubernetes CNI 43k IP RMN , Amazon ECS 58 Kubernetes B854 (pod) FHIRES
EmEEI%wA 15000 1 15001, App Mesh fF Envoy BLERIXFAMIWES , LUHEZAD (£ A) FMEHO
(&) RE. MRERLHELST R EZEREMUTES , WARMEEA OMRITES,

SHEW

REBERERUATHER

cds_<traffic direction>_<mesh name>_<virtual node name>_<protocol>_<port>

BHRSSENMNELT RBENEUT SBA HCHER. MATATR , App Mesh I TE Envoy ZFiliz
ITHIRS I - &8 | MERETUEELEAORE,

flan , MREF—NEH my-virtual-node WEEIT R , AT MU O 8080 £/ http RE
HAZEBRTRIMTERN my-meshfIMEA | N App Mesh 28|IEZ —1HEH cds_ingress_my-
mesh_my-virtual-node_http_8080 W&ER, ZEBFXZH#H A my-virtual-node BREBBHR
EMNE Wi,

App Mesh BT A BIZ L FRE W TN S HRER, XEHMEFT —EXNTEEMERPAEE LR

3
WMo

- ATiHREAM AWS REER. RMANBERT , XPRBEAVFEHIMNK TR ASEH AWS R

%:cds_egress_<mesh name>_amazonaws.
 ATHEBMXHITHENER. E—RUNELEhZEK SR -

« WTFHEAMIFER : cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<protocol>_<port>

o JWFZAMIWES : cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener port>_<protocol>_<port>
o HIBMFER Envoy ZAXIBRSKRFZHAN , BUUNHEHE VKK ES | Hl

TLS : static_cluster_sds_unix_socket,

Envoy 1E4R 154
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B 72 FF 48 #r R

7 7588 Envoy FRTAMIES: , M T REINARFEE=NEUT R, TR IEFHE RS .
EEGEHESMNEE , ERENT 2RI Envoy HIERP, U REIF , FIERSERERD 8080 L
{5107 http 2.

Mesh: online-store

product-details cart

Envoy \ Envoy \
A A

website

Envoy

|Semice

BAVEDCFIAELT B ENABLE_ENVOY_STATS_TAGS=1 RINEIMEHZETH Envoy RIEARSE D, X7
NREBRENFIEERRIMATEREE

* appmesh.mesh

B RE FFiE AR 4l 155
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« appmesh.virtual_node

* appmesh.virtual_gateway

XERFIRENME, BT KSSEMMKAI RIS, LA VF6E R MR R R PR ER.
RIRB R
RuGELT RBNREERUTHIR

« WAMIYTER AT AQMEORE
* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001
- WAHOKE  KRBPELT RGN
* cds_egress_online-store_product-details_http_8080
* cds_egress_online-store_cart_http_8080
- MILARS BRI A D& -

* cds_ingress_online-store_website_http_8080

0T BR3P R B

« listener.0.0.0.0_15000.downstream_cx_active—& Envoy BEBRA O M EEZE

« listener.0.0.0.0_15001.downstream_cx_active—& Envoy BEBKH O MEEZES, &
MW AREFESAMRFELNEZISELITEDP,

« listener.0.0.0.0_15000.downstream_cx_total—5 Envoy FJ A O M &% S B,
« listener.0.0.0.0_15001.downstream_cx_total—5 Envoy B9 H O M & IE#EE S8

BXEEMYTERIER , H5H Envoy XHEFHHEITEE
SRER RO

« cluster_manager.active_clusters—Envoy BESZRBIED —MEZWER L,
« cluster_manager.warming_clusters— Envoy & RiEZHNER BB,

AT ERIEREAMNBRN cluster.<cluster name>.<metric name>, XEEHREZEHRENARE
FROIFRER , AMYE Envoy sk H -

BRI R Fr1EHR Rl 156


https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/stats
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* cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_total —MILF™= RifE < B R ERE LB,

» cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_connect_fail—M s @mi¥1E < B kMAYERE LB,

* cluster.cds_egress_online-store_product-
details_http_8080.health_check.failure—M ¥~ RiFHE 2 BBTRREE KW LB

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_total —fEMILF = miF¥E 2 AR EHEREH,

 cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_time—7E Mk F ™= RiFHE 2 A 12 H B & R AT B2 AV it i) o

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_2xx—M It M= miFEF WS HTTP 2xx TR A B E,

BRTEM HTTP 184R& |, BZH Envoy XHEFHLEITE S,

EEARSSBRIEIR

Envoy 22X 5HE App Mesh 12 HIERHAEZHEXKIIESR , App Mesh #ZHIEMRFE S Envoy HE
HRE SR, BMNBNEAEEEDW—LiER , MEERESZEFERKNEBFARSNEHER, S5EFHFE
HEHEEDIRER AR EENRIETEM App Mesh EWHEE , 2#EEX App Mesh #1THI M
1‘% APlSEE&o

« control_plane.connected_state—HREEEE| App Mesh i , IZIEFRREN 1, BNH
0o

« * update_rejected—Envoy E4NEEFHER, XEFRATHAFEESIRERN, Fiw,
MR ERF App Mesh LB M Envoy FoiE BRI XA AFIERER TLS i , M EZIEHEREFN BT
WIE4E

- WFEELEFHOMITE , HITHIEF N listener_manager.lds.update_rejecteds
s WTFEMBIELNESR  KITHIEFN cluster_manager.cds.update_rejecteds

- * update_success—App Mesh BIIEFHRENE B X, HPITEFAFE Envoy BEFITRIER
BB ERRAR.

- R Listener FFAEI , NS iTHIEN N listener_manager.lds.update_success,
- ERINEFESH , RITBIENRAN cluster_manager.cds.update_success,

N FARFIER R 157


https://www.envoyproxy.io/docs/envoy/latest/configuration/http/http_conn_man/stats
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BXREBRS[/IEIRE , 55 H Envoy XHEFHNEERS R,

SHER

/A Important
KBS - 2026 £ 9 B 30 B, AWS fHELEXZE. AWS App Mesh 2026 & 9 B
30 Bz/a , BT EBIHE AWS App Mesh #41 &5 AWS App Mesh BiR. BXEZ(E
B, BRIt EESXZENTE AWS App Mesh E| Amazon ECS Service Connect,

Envoy 2R B W SR THESREURAUMBEREN S MEENSITBIE. ETHABX Envoy &
HERMESZER , B2 Envoy XHFPMNEITES . XEERTESAEERRKRO LW /stats i
RIRE , BER 9901,

stat FIRLBMAE , EABRRTEEANREMITRERSMNMITER. UTRET — L5 7KK
BAE R XA,

/A Warning

MREFEMITREN AN ZOTEREE , ATEFH T TRATHEITEIR , BAELHIRE
KA,

BB UEMSEA Envoy 1% 1.22.2.1-prod RESRA, XEETLLTE Prometheus ¥ =
REEIRCNVIERER,

B {RUTES (SL)/m A ingress”l  ZITES (ML)/# A “ingress.<p

eI RN A RITER rotocol>.<port>"{5 ¥ 85 5 4% #Y
HEHER

http.*ingress*.rds http.*ingress.http

.rds_ingress_http_ .5555*% . rds.rds_ing

5555.version_text ress_http_5555.ver
sion_text

http.*ingress.http
.6666*.rds.rds_ing
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https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/statistics

AWS App Mesh

RAriEmE

BT EF (SL)/H A “ingress™i
s RN ESRITER

listener.0.0.0.0_1
5000.http.*ingress
* downstream_rq_2xx

ZITEE (ML)/7 B “ingress.<p
rotocol>.<port>"{i ¥ 25 5 % #Y
¥ﬁ/)bl+1§z§\

ress_http_6666.ver
sion_text

listener.0.0.0.0_1
5000.http.*ingress
.http.5555*.downst

ream_rq_2xX

listener.0.0.0.0_1
5000.http.*ingress
.http.6666*.downst
ream_rq_2xX

http.*ingress*.dow http.*ingress.http
nstream_cx_length_ .5555* ,downstream_

ms cx_length_ms

http.*ingress.http
.6666* .downstream_
cx_length_ms

BEXRRITRANESZER , BZH Envoy XEFHSGITIRR. BXEBAENESEERE , B5H BA
Envoy REEE R H.

A Amazon EKS B App Mesh #J Prometheus for App Mesh

/A Important
LIEXFFBA 0 2026 £9 A 30 H , AWS FFIEXIHIZ#. AWS App Mesh 2026 ¥ 9 A

30 B2 fE , B FLEBHE AWS App Mesh # &1 A5, AWS App Mesh &R, BXxEZ(E
B, BRIt EEXZENTE AWS App Mesh | Amazon ECS Service Connect,
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https://www.envoyproxy.io/docs/envoy/latest/operations/admin#get--stats
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Prometheus 2 —MFREZENEBRTELS, EHN—MINEREE—MAMERNESX K HEMRSEFE
. B> Prometheus WEZELE , 5 Prometheus X MR, Envoy ATLUER H&itis aE
ASH /stats?format=prometheus & Higtx,

Xt F A Envoy image build v1.22.2.1-prod & |, EEWR NN E LU R A OMTER 45 E
St BIE

« appmesh.listener_protocol

» appmesh.listener_port

LA 2 Prometheus BRI EF R ITHEN LR,

« wA‘ingress’MITER AT BRMNMBSLITER

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 931433

- wAingress.<protocol>.<port>"f ¥ 5 1t B #E + Appmesh Envoy Image v1.22.2.1-prod S E S R4

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_node="foodteller-

vn",envoy_response_code_class="2",appmesh_listenex_protocol="http", appmesh_listener_port="555
20

- T H“ingress.<protocol>.<port>"HI ¥ 5 it B #E + B E X Envoy Imagebuil

envoy_http_http_5555_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 15983

W FZAMIAFES , cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener_port>_<protocol>_<port> $FHEH R H I

EMUTERAY

« wA‘ingress” TR RIRNINEBLITER

envoy_cluster_assignment_stale{appmesh_mesh="multiple-listeners-
mesh",appmesh_virtual_gateway="tellergateway-vg",6 Mesh="multiple-listeners-
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https://prometheus.io/docs/introduction/overview/
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mesh",VirtualGateway="tellergateway-vg",6envoy_cluster_name="cds_ingress_multiple-
listeners-mesh_tellergateway-vg_self redirect_http_15001"} 0

. HA"“ingress.<protocol>.<port>"#I ¥ & 1T i iE

envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_1111_http_15001"3} 0
envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_2222_http_15001"3} 0

%% Prometheus

—

F EKS ZF#ERINE Helm :

helm repo add eks https://aws.github.io/eks-charts

2. &% App Mesh Prometheus

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system

Prometheus 7=~

LA &7 Prometheus K A 174 PersistentVolumeClaim BIZRI R4,

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system \

--set retention=12h \

--set persistentVolumeClaim.claimName=prometheus

S HEER 161
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£ Prometheus BIEZR

- 48 EKS B App Mesh — AT : Prometheus

EEL 5% EKS # —F 7 # Prometheus 1 Prometheus

« Prometheus 314
« EKS — Prometheus B2 &I E 4R ISR

CloudWatch & F App Mesh

/A Important
KLIFZFFEA 0 2026 £9 A 30 H, AWS FELEXNHZHF. AWS App Mesh 2026 £ 9 A
30 Bz/E , BT EBIAE AWS App Mesh #&1 &5 AWS App Mesh BiR. BXEZ(E
B, HihR I EE I EMNTE AWS App Mesh Z] Amazon ECS Service Connect.

CloudWatch M Amazon EKS [8 & 3% 45 411 $dE

A LU CloudWatch RELZERFENER D , HEEEENMNKREBERKREEIRFE, MRRESR
& Amazon EKS &8 , MW LURBIES: : FF/8 Amazon EKS Y App Mesh BV IR B2 — NEEE,
GitHUbZ Al AR BRI A BES T RAINAREF TR B SR/ L,

ERNENERFREEYEN IAM NRHLZERE |, FRBMEA Prometheus 18R &E %% CloudWatch 18
B SERETIRE, BRIAZEEE Prometheus HTEEE |, ZEESIRINE W Envoy ST 5EF
£, BXEZER , HZSH App Mesh B Prometheus $E#7,

EGEEENE B EERENIEIRH App Mesh BE X CloudWatch #Z#IER , FREBEEEFEEN
Prometheus IEFREER RN T RHATIRE, HREH A App Mesh NAREF , BHNE RN HRIEFTME
Ri By FE#Ro

1k 3EPR CloudWatch

App Mesh fEirY BB T —2B o BRI , ALERATHREEMNBIELN R RENITH. BT
CloudWatchf{ 2 X #F4EX Prometheus $8%r , FE LR o] SUR A IMEE ERIEFR EM Envoy FRIZEEVH X
EEIMHEPR, CloudWatch

BRI SERNWIERYT BB P IXEER Prometheus FEIEFRAY R B,

S HIER 162


https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-prometheus.md
https://prometheus.io/docs/introduction/overview/
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/eks
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-metrics.html#ContainerInsights-Prometheus-metrics-appmesh
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#metrics-extension
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
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CloudWatch =45l

BRI AR BEANHIAWS R FE E CloudWatch R IR ROIELE,

£ A B CloudWatch

« ERAIN App Mesh FRit & H R INEIEF B EiEFKINEE.
« 48 EKS B App Mesh — AT M EH : CloudWatch
- 7£ ECS LA App Mesh WIigHrT B

App Mesh BV IEFRY B

/A Important
KIEXFIEA - 2026 £ 9 A 30 B, AWS EELERHXE. AWS App Mesh 2026 & 9 A
30 Bz G , BT LB R AWS App Mesh 1#2#| &2 AWS App Mesh BiR. BXEZE
B, BEhREEENTE AWS App Mesh Z| Amazon ECS Service Connecto

Envoy £ B T HBBEMER , BD AN TRENEE, XLEERES App Mesh BIXER 5 T H T &£,
REMBRSME , REVNHTUEERTEMURS EEELENEUT RPELMKEE.

App Mesh 1EART R8T EEMNMEFEZITH Envoy I, LHIERINGEARIFRIER HEAMER , XU
THEENNRF, XN TR TEEIRAM T BBETE App Mesh FE LAY ARLE B R
BT R

EZ A App Mesh E#T R |, 159 HHETE APPMESH_METRIC_EXTENSION_VERSION iR &R 1.
APPMESH_METRIC_EXTENSION_VERSION=1

BX Envoy MIRTXERENEZFER , BZH Envoy lEETE,

BEAEREMEXAVIEIR

* ActiveConnectionCount
 envoy.appmesh.ActiveConnectionCount— JE3I1H) TCP E .
« R3F-B#%&, VirtualNode, VirtualGateway

* NewConnectionCount

« envoy.appmesh.NewConnectionCount— TCP M 5,
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https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent
https://www.appmeshworkshop.com/introduction/
https://www.appmeshworkshop.com/monitoring/
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-cloudwatch.md
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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« R3-B#%&. VirtualNode, VirtualGateway
* ProcessedBytes
- envoy.appmesh.ProcessedBytes— [@ & Fim A& MBYWH TCP FH B8,
« R-B#., VirtualNode, VirtualGateway
* RequestCount
 envoy.appmesh.RequestCount — ZZEHY HTTP BYIER K
« R~H-BI#&. VirtualNode, VirtualGateway
* GrpcRequestCount
 envoy.appmesh.GrpcRequestCount — L ¥ H gPRC &R,
« R~-B#&. VirtualNode, VirtualGateway

B HitREMXAIER
BEHEEREREEUAT REREMMX , SFEHEER LEITRANEE,

* TargetProcessedBytes
- envoy.appmesh.TargetProcessedBytes— [@ Envoy L B¥r ZIEFZWH TCP FHE
o
o HE
. ERIT R4E-Mi&, VirtualNode, TargetVirtualService, TargetVirtualNode
« ERIMX4E-MHE, VirtualGateway, TargetVirtualService, TargetVirtualNode
 HTTPCode_Target_2XX_Count

 envoy.appmesh.HTTPCode_Target_2XX_Count — [@ Envoy LB & HIS B 2xx
HTTP IR HY HTTP iR E,

o HE
. ERITR4E-Mi&, VirtualNode, TargetVirtualService, TargetVirtualNode
« ERIMX4E-MHE, VirtualGateway, TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_3XX_Count

 envoy.appmesh.HTTPCode_Target_3XX_Count — [@ Envoy LB & HHS B 3xx
HTTP IR HY HTTP iR E,

. HE
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o BIAMXLEE-M#E, VirtualGateway, TargetVirtualService, TargetVirtualNode
HTTPCode_Target_4XX_Count

+ envoy.appmesh.HTTPCode_Target_4XX_Count — [@ Envoy LB iR & HI S B 4xx
HTTP WaRIEY HTTP ER¥E,

o W

- BT Q4E-MH&, VirtualNode, TargetVirtualService, TargetVirtualNode

s EEA\MX4E-MH, VirtualGateway, TargetVirtualService, TargetVirtualNode
HTTPCode_Target_5XX_Count

+ envoy.appmesh.HTTPCode_Target_5XX_Count — [@ Envoy L3 B #r& HH S B 5xx
HTTP MR8y HTTP EREE,

o HE
- BBV S4E-MM, VirtualNode, TargetVirtualService, TargetVirtualNode
o ERIMRYLEE-Mi&, VirtualGateway, TargetVirtualService, TargetVirtualNode

RequestCountPerTarget

 envoy.appmesh.RequestCountPerTarget — XX %l Envoy L EFrHIEREE,

- HRE
- BT S4E-Wi&, VirtualNode, TargetVirtualService, TargetVirtualNode
« ERIMX4E-MH&, VirtualGateway, TargetVirtualService, TargetVirtualNode

* TargetResponseTime

- envoy.appmesh.TargetResponseTime — M[E Envoy i B #r & &R 2 U 2 55 B e 51
P43 F B[R]

. HRE
o ERITR4E-MiE, VirtualNode. TargetVirtualService, TargetVirtualNode
o BRIMX4EE-Mi&, VirtualGateway, TargetVirtualService, TargetVirtualNode

EH T App Mesh By Datadog

/A Important
KIFTHREH 2026 £ 9 B 30 B, AWS HELERIZHR, AWS App Mesh 2026 & 9 A
30 Bz/a , BT EBIHE AWS App Mesh #&] A 5 AWS App Mesh BiR. BEXEZ(E
B, BRIt EEXZENTE AWS App Mesh | Amazon ECS Service Connect.
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Datadog R —REZENMEZENARERF , ATZNABFNIREREE, BEHRMAKRICH, Datadog £
ENVEMEN, NARFNEZANARFTE THME,

IE7£ &% Datadog

« EKS — Ef# A EKS &i& Datadog , &% 8 Datadog X LA T S BRIRE,
- ECSEC2 -EffH ECS i&{& Datadog EC2 , i&#ZH8 D at adog X4 M LA T S RRIZE,

ET#AEX Datadog WEZEE

« Datadog X #%

R ER

/A Important
RIEXHIEA 0 2026 £ 9 A 30 B, AWS SELEF X, AWS App Mesh 2026 & 9 A
30 BeE , B[ FEEBHR AWS App Mesh 2 &1 A= AWS App Mesh BIR, BXEZE
, BiF R EE X EMNTERE AWS App Mesh | Amazon ECS Service Connect.

/A Important

ExeXURE , REEEFTNREF.
EEEMERSHHMETARE , S4AEAEANERENEHNNAER

f#H AWS X-Ray ¥%# App Mesh

/A Important
RIEXRIEA 0 2026 £ 9 A 30 B, AWS SELER X, AWS App Mesh 2026 & 9 A
30 BeE , B[ FEEBHR AWS App Mesh 2 &1 A= AWS App Mesh BIR, BXEZE
, BiF R EE X EMNTERE AWS App Mesh | Amazon ECS Service Connect.
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https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=eks
https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=ecsec2
https://docs.datadoghq.com/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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AWS X-Ray B —TfRSS , ERHNTEALEESR, MEARATENERNNAREFFTRSHERF
WENBEE, XELBUHEPERADNENNS , NI CENRARE. BAIUEEEXIERMIEA
HFEAEE , URENERAEFXEM AWS RSB TiFER,

X-Ray 5 App Mesh £ A EEEH Envoy 8BRS . KB Envoy M RFREHIEN KL F LN EERFIZIT
# X-Ray #HEEFHERF,

[P BAGE I T MBS 0 SDK 157 | M8 ARFRB R X-Ray.
B App Mesh B A X GT4IBER

- MRSREME :

« ECS — #£ Envoy REEARZBE N H , fF ENABLE_ENVOY_XRAY_TRACING REZXERERN 1, F
XRAY_DAEMON_PORT MEZEIRE N 2000,

« EKS — 7£ App Mesh $EHIZSEEH , BIE --set tracing.enabled=true Hl --set
tracing.provider=x-ray.

- £ X-Ray &85% , A FFiw0O 2000 HLLAF BHE1T 1337,

X-Ray =4l

I 5# ECS B9 Envoy BREEE X

{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.15.1.0-prod",
"essential": true,
"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"

.

{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"

}

1,
"healthCheck": {

"command": [
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"CMD-SHELL",

"curl -s http://localhost:9901/server_info | cut -d'
1,

"startPeriod": 10,

"interval": 5,

"timeout": 2,

"retries": 3

B 5% EKS Y App Mesh 12 %185

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set region=${AWS_REGION} \

--set serviceAccount.create=false \

--set serviceAccount.name=appmesh-controller \
--set tracing.enabled=true \
--set tracing.provider=x-ray

/A X-Ray BES

« £ AWS X-Ray # 1Tz

o Tl B EKS B9 App Mesh — a4 : X-Ray

« £ AWS App Mesh it & E{#F X-Ray #1720 B ER

ET#HAEX AWS X-Ray WEZER

- AWS X-Ray X#%

£/ App Mesh AWS XY X-Ray # 1THFEHEBR

« TEERIBEHNAER AWS X-Ray #iil,

-f3 | grep -q live"

X-Ray
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https://github.com/aws/aws-app-mesh-examples/tree/main/examples/apps/colorapp#monitor-with-aws-x-ray
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-xray.md
https://www.appmeshworkshop.com/introduction/
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https://docs.aws.amazon.com/xray/index.html
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 Amazon EKS BJ App Mesh 9 Jaeger

Jaeger 2 —NMNTIRW. WHEIRMN 2 ARNIRIRRE, AT INEMB TR, Jaeger B AJ AR B
B EFENERENAEFHITHEER.

EHENAREFAREFEN Jacger , B LATE Jaeger XAHIRIRE P R E4ER TENIESHIERE,

£ Helm &%k Jaeger
1. ¥ EKS 7 ERME Helm :

helm repo add eks https://aws.github.io/eks-charts

2. &% App Mesh Jaeger

helm upgrade -i appmesh-jaeger eks/appmesh-jaeger \
--namespace appmesh-system

Jaeger =4l

AR R Jaeger BIZBK XA EfE PersistentVolumeClaim B9 R4l,

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set tracing.enabled=true \

--set tracing.provider=jaeger \

--set tracing.address=appmesh-jaeger.appmesh-system \

--set tracing.port=9411

£/ Jaeger HISELR

+ 48 EKS B9 App Mesh — AT MLt : Jaeger

ETHAEX Jacger WESZER

- Jaeger 4%
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https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-jaeger.md
https://www.jaegertracing.io/
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Datadog BE AT AR T iR R , tB AT LAR T 48R, AXREZEE ML R , 1 Datadog XIEFKREIR
FERATENNRARFESHNER,
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App Mesh T &

/A Important
K ISEA - 2026 £ 9 A 30 B, AWS SELEXHZE. AWS App Mesh 2026 & 9 A
30 Bz/E , BT EBIHE AWS App Mesh #&]A 5 AWS App Mesh BiR. BEXEZ(E
B, BRIt EEXZENTE AWS App Mesh | Amazon ECS Service Connect,

App Mesh EEFREBFERALUTIE APIs [HiZE5HEZ) :

* AWS CloudFormation
* AWS Cloud Development Kit (AWS CDK)
« &M T Kubernetes B App Mesh 1228

e Terraform

App Mesh #1 AWS CloudFormation

AWS CloudFormation 2 —IfRS , At ECI BB NARFMENMERRVENR , AF AWS
CloudFormation R EFNEERR. TRNEEMEKHRR , AETLINEZEIRNENARE
FLE, MRS REEENRE,

B XTE App Mesh H{ERAH AWS CloudFormation %5 Ef KAl , HSFEAWS CloudFormation X
o

App Mesh #1 AWS CDK

AWS CDK 22— M AEL , ATEARBRENENEMEMHERE AWS CloudFormation #
TBE., AWS CDK X#&ZwiZiE S TypeScript , 8%, . Python JavaScript, Java 1 C#/Net,

Bx AWS CDK 5 App Mesh Bt &AM EZER , HSRAWS CDK X4,

& FF Kubernetes B9 App Mesh #2 %85

FEAT Kubernetes 9 App Mesh 24188 AT BN BB E Kubernetes 528¥H9 App Mesh &R |, 3%
sidecar SE AREFA (pod) ., ZIEHFIBFZITH T Amazon EKS , A& Kubernetes REHN AR E
B IR R
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-appmesh-mesh.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-appmesh-mesh.html
https://docs.aws.amazon.com/cdk/api/latest/docs/aws-appmesh-readme.html
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A< App Mesh B5IBSNEZE R , BSH App Mesh 2 # 28 4,

App Mesh #Hl Terraform

Terraform B — M REMEMERBEHG T E, Terraform AILAERHE CLI EE RS , 3 APIs
AFEAMEEXHEZRE,

B 7 RAXTE Terraform REA App Mesh WEZER , BFEF Terraform LY,
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https://aws.github.io/aws-app-mesh-controller-for-k8s/
https://www.terraform.io/
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/appmesh_mesh
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EHEXZEMTE,

/A Important
RIEFEES 0 2026 £ 9 A 30 B, AWS fHELENREIZHE. AWS App Mesh 2026 & 9 A
30 Bz G , BT EB AR AWS App Mesh $#2#| &5 AWS App Mesh BiR. BXEZE
B, HFiFREEXEMNTE AWS App Mesh | Amazon ECS Service Connect.

& A LA A iZ AWS Resource Access Manager BRS5E5 AWS Ik = £ Z 28 App Mesh Mg, =M
AFFRR AWS Ik RN R RER —NMEFPEEEE.

AWS IK PRI ARMIERIFFIEE., MBERE  EMERMBLZ. BREAVUESHEKSFAENF
Bl RR R, AEATUEKFRENEAMNBHRRR. MEMAEAUSUTRENMEER
BEHERE,

- HAMLARNITRAZBAISE AWS K AWS Organizations
- HALARWIPHAL R AWS Organizations
- THENALERTE AWS Organizations

BXHEEZEMEWIFEMANA , BSEBEKS Mg EZ %, end-to-end GitHub

RTFHAEMERIER
Bl HERER |, KZMEN AM EEABERR , NEAS BEDRENE,
RTHEMIERI R

IAM ZERAZE-ARENRFEERZME, BRIMNBWE
FAAWSAppMeshFullAccess#lAWSResourceAccessManagerFullAccessiE® IAM KBS RIGRIE
B IAM ZRAREREZNERA XL ZMEFT TR,

MREEABE N IAM KBEappmesh: PutMeshPolicy , M&EZEappmesh:GetMeshPolicy,
Fappmesh:DeleteMeshPolicyi®E, XL RMNERENRA IAM BE, WR IAM FHEARRKRBIXL
MR, MEZEFERZ AWS RAM REHEME &L EHEIR,

B X1Z AWS Resource Access Manager RS A IAM I AN EZEER |, S HAWS Resource
Access Manager AP #5201 AWS RAM £/ 1AM,
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-cross-account
https://docs.aws.amazon.com/ram/latest/userguide/security-iam-policies.html
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MR TR

HERMBEERLUTHR.

« HBRETULUFIHNMEREK S X ZHMERRE R IR,

FRAR & B BASI AR K 7 48 8 BV AR AT A% FR BV PR B B R

- FREENERAETMERKS QIZNMERNRR , ] TS A K, IR HIR,
o SHTRE T LU BRIZIK P 6122 49 R R BV AT R R

« FRE & T SAM BRI A& AR AR AT IK P B2 B9 AT R R

- MMIEENERRESIAR—NMNKFPHEMER, Sl , BT K REESI A AWS Cloud Map S 5kE
B RFrEEE TR —KF# AWS Certificate Manager iE$.,

- PiEENERE TS Envoy REEANKFRBENELT QEEE App Mesh,
o FIE % T LG RE 0L P < AR L < ] R

- PRAEENMERE T LE M H 5 R 2 BP0 2 FRZ Mtag/untag resources in a mesh that the
account created. They can't list tags and tag/untag® iR o

HEMBEAETRENEN, FHBEENNRESMERE, ERFXENRMMEFFRRES , #©
ALRSE IAM AP /AER R AR IAM K, XERBEFATFHINRHIRE , BEEARELNERN
R, RE T M4 R R T E R,

HEWES , % AWS Resource Access Manager lRE &8I —4
ZAWSRAMDefaultPermissionAppMesh NV EREE , HRHHEHSRMAUTNEEN App Mesh X< Bk
XK,

« appmesh:CreateVirtualNode

* appmesh:CreateVirtualRouter

« appmesh:CreateRoute

« appmesh:CreateVirtualService

« appmesh:UpdateVirtualNode

« appmesh:UpdateVirtualRouter

« appmesh:UpdateRoute

* appmesh:UpdateVirtualService

* appmesh:ListVirtualNodes

* appmesh:ListVirtualRouters
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appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:

ListRoutes
ListVirtualServices
DescribeMesh
DescribeVirtualNode
DescribeVirtualRouter
DescribeRoute
DescribeVirtualService
DeleteVirtualNode
DeleteVirtualRouter
DeleteRoute
DeleteVirtualService
TagResource

UntagResource

HEMERY FTRFAF
BHEFM , BATHZ T RRGR

- BYMEHCH AWS IKFHIHENIE, TERZESEHEZNMNE,

- EEBMALRY AWS Organizations I H LR B {7 L= AWS Organizations , XA ATFE £,
BXEZEER , BZHAWS RAM (AFEM) #8215 AWS Organizations £,

s BHRSMIHDBEEKS HLEZEREN Amazon VPC #F |, ERSELEHEBENMBER, =
MEGEZEN — M ERNEEENERFEANFIERSHEIRLEZFN, EXEZEFEENRE , 5
HAEEFM,

« RS AMAIEE DNS &M , H&E AWS Cloud Map, BEXBRFRXINESER , BSHELT

/AN 0

MR RS

M £ =5 AWS Resource Access Manager (AWS RAM) (£, AWS RAM 2 —IRS , Wit E5
£ AWS Ik =& S fE Ak 7~ £ = AWS &R AWS Organizations. £/ AWS RAM |, &8 LUEE ¢
BERBHERAZGHENRR. BARAZEEERENRBRURSZHERENERE, BHEETU
=MAAWS kP, AP BN HEANAL AWS Organizations.
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BRNWEZFESE AWS RAM |, 55 (AWS RAM AIFHER) o

HEM#%

HEMEATUUEFRKF RN ERFERD -—IMNETHEERE. ERARAZACHENINE. EH
EME B4R ERMBERFERAE. RRAZER & AWS RAM RFEE AWS IKF HERRA
Ro RARAEEEEAZNRFURESLAEXERRNERE. EEA Amazon Linux Z# 8 HER
®E, BRTRERMBNERFERE. BERMERMNIFOTRLE , FHAWS RAM 25 & 8127
REE,

MRERELHW—F , AWS Organizations HEEATHARIPRE |, N LB B FHLFHH
BEDEAHEMEHNR, BN, FAELXRIMARREAZNEE  HEESBERRENHERNE
Y 7 B PR o

B LAEA AWS RAM 24| & HEZ BB AERMHE AWS CLI,
5/ AWS RAM Z#| & X =B HEH MK

AR , HSHAWS RAM (AFiEE) FWRERERAT, EEFRREN , EEME , Rk
BREAZHMNE, WRRFIEEMARE  FEUENE, BXEZEE , ESH IERSME,

BEHAZERBME , BEM AWS CLI

f£ A create-resource-share 9. X F --resource-arns &1 , FIEEELZ WK ARN,

NERAZENMNBEUERE

BUHHEZEREE , App Mesh 22 IF RIS BIEREH’ — S RIMNIE, B , App Mesh T BREA
HREMNER, BCHREMEE , SEMEIEE T8 B MBIBRER. App Mesh HJ By IE1E M &1
BRBENKFEIREREMEEEREBESE . App Mesh i& A] LARS LE{E A E b 1 & P 388 R IR A K
FEUKBIRLEZENENEEEE. REMBNFEETEEERE,

EECEAZERENEHLEZNE , KAMNFREZHRERER, EATLER AWS RAM ZHI 83 AWS
CLI.

FREHAEEAZEZAENEZRME AWS RAM
BESRAWS RAM (AFEmRM) PHEHMAREE,
ERCHEZSHENHREZRNE , E6EH AWS CLI
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
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£ F disassociate-resource-share i85

PRIRHEZRI M

FRE&EMAERAE TEAER Amazon Linux &1 510 51 £ Z & F &R IR AWS CLI

fEA Amazon Linx &l &R 5 X ZM &

1. 3TF App Mesh #2#|& , Pk https://console.aws.amazon.com/appmesh/o
2. EEMSMESR  EEME, MEMEEISIE TS NMEHNMEEENIKS ID,

3. MEMSMmES , BRELRS. ELRARTELT R, BAUEINEMEENIKS ID ME
MNRBENFRAEE

EFEARAHEEZMNE AWS CLI

f£H aws appmesh list resource @+ , #l40 aws appmesh list-meshes,

Zw S RESHEENMEUAR SELZNMIE, ZmneshOwner B4 REY AWS K
IDmeshOwner , resourceOwnerB S REFRMBEEN AWS IKF ID. XHEAAT M 8 IRIE T EM
WHESIREIXLE 4,

"‘l‘ﬁbﬂﬂ tEMEP AP ENRZIMNERTEN AWS IKF, Sl ERTEZHEMEHEMK,,
— Nk AR aws appmesh list-tags-for-resource SR #IEL G,

TR

HERMBERL=EHAEZH,

KPR &R

M%E’JFEE@E%’FW&;EFH?A;M% , T EMEHRET BRIR. REMEFTES T LR BB,
BXEZEER , B App Mesh IREBRH, 1% AWS Resource Access Manager [RE BB &, &
REZER iﬁ%lﬁﬁﬁ%ﬁﬁ%}ﬁo
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AWS & App Mesh SRR K ARS

/A Important
K HBA 0 2026 £ 9 A 30 B, AWS SE LXK, AWS App Mesh 2026 & 9 A
30 HZ2E , BE L EBiER AWS App Mesh #2H| & AWS App Mesh BiR, BXEZE
B, BRIt EEXEMNTHE AWS App Mesh E] Amazon ECS Service Connect,

App Mesh SH At AWS [REHME , RIEMLSHBREEZHBRAR, ZEBNE T EA App Mesh
A INZhEER BRSS 2 App Mesh A FHITESHIARS .

RES

« {#/H AWS CloudFormation®lZ App Mesh %R

« O AWS utposts E#J App Mesh

£ AWS CloudFormation|Z App Mesh %R

/A Important
4 IE I - 2026 £ 9 B 30 B, AWS S LN R, AWS App Mesh 2026 & 9 A
30 Bz G , BT EB iR AWS App Mesh $#2#| &5 AWS App Mesh BiR. BXEZE
B, BRIt EEXEMNTHE AWS App Mesh E] Amazon ECS Service Connect,

App Mesh & AWS CloudFormation—IiARS5 & 5% , AIES BHAE XY AWS BRIR#HTEEFNRE , MTRE D
SIENERRRMERMEMFTTERIEE, BALEIR— MERFTERNFTE AWS FRHENR |, 4540
App Mesh M#& | # AWS CloudFormation $i3% 7 & B B M & B X LR IR

fE BT AWS CloudFormation , A AEE FEAERK —HBEEE#IRE App Mesh BiR. REHER—
RIERER , RRTESZN AWS P MXEF —iB X —&Eib i EME N EIRENT,

App Mesh 1 AWS CloudFormation &4

EHN App Mesh MHXREMENE B RE , BHLMT B AWS CloudFormation 11, 2 JSON
= YAML KB XA, XEERIEIR T EEHE AWS CloudFormation K Bl EH ER. 0
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BIRT#E JSON 5 YAML , ATEAE A D AWS CloudFormation esigner 3R &8 BhRFF 141 AWS
CloudFormation #&#k., BXEZELR |, 55 R LR AWS CloudFormation i%1t85 ? £ (AWS
CloudFormation AF#§R) .,

App Mesh XIFEFRIEME, A, BEUTR, EPEBEIMELRS. AWS CloudFormation
FZELE (B App Mesh &JRHY JSON F YAML #HR4G1 ) , iHSE (AWS CloudFormation fF
EE) M App Mesh BREER S Z

T EZ%xTF AWS CloudFormation

ET7#HE%EE AWS CloudFormation , S FRU T &R :

 AWS CloudFormation
« AWS CloudFormation A 1§
« AWS CloudFormation fs 1T REAFIERE

O AWS utposts _E#Y App Mesh

/A Important
KIFZIEA 2026 F£9 A 30 B , AWS FHELEXNMIZFEF. AWS App Mesh 2026 F 9 A
30 Bz G , B TEB AR AWS App Mesh 1#2#| &5, AWS App Mesh BiR. BXEZE
B, BFiFRtEEXEMNTE AWS App Mesh | Amazon ECS Service Connect.

AWS Outposts X iFAMIREFHRE AWS B, EftiREMZEERN. £ AWS Outposts FFIEH
AWS APIs , fRILAE A S =imtEEIMN T EFMEMZENR, AWS AWS Outposts £/ App Mesh IEE &
AEEERIAARBHENNARFNFZTHRER TERE, BX AWS Outposts WEZEE. |
&2 Outposts AAFAWS $5r,

FTRZM

LA 27 O AWS utposts £ A App Mesh B & iRF 4

o BAMEBEARBBEROPZEHEE T Outpost.
 Outpost BH AWS XiFiz R4 ER A FHMEEE,

- HIME AWS XA XK AWS App Mesho BXZXRFXFHIIR , FSHAWS —RSEFHAWS
App Mesh ¥ = F B &l
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BT, XFEMXLERSNARZENIER,

W REREEEE
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- MRMREBIHELSHE AWS X2 B8 M EEZES T , App Mesh Envoy RERF#EETT, BR
EREEREZ A, BRI EERRS MK,
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RAriEmE

AWS Region

VPC
10.0.0.0/16

Internet

AWS Services

)

Internet Gateway AWS Service Endpoints

Subnet 1
10.0.1.0/24

&

&

10.0.2.34

Subnet 2
10.0.2.0/24

Your network

Internet Local network

- >

Local Gateway

10.0.3.112

Subnet 3
10.0.3.0/24

E7£ Outpost £ 812 App Mesh Envoy VI , 154F App Mesh Envoy AERE A MEL Z# ECS 5

R 1E Outpost £iZ1TH Amazon EKS AE54 (pod) F. BXEZER ,

BFSHA (LD HEMERFRS

FFRERERM) P8 AWS Outposts I Bhs M RERARSS , UKL 5 EKS AP EREHFH Outposts

AWS RIS % Elastic Kubernetes RS

£ Outpost L 81% App Mesh Envoy X3
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App Mesh &{E3<Ek

/A Important
RIEFEES 0 2026 £ 9 A 30 B, AWS fHELENREIZHE. AWS App Mesh 2026 & 9 A
30 Bz G , BT LB R AWS App Mesh $#2#| &5, AWS App Mesh BiR. BXEZE
B, HiFRtEEXEMNTE AWS App Mesh | Amazon ECS Service Connect.

RNT RN R EBEHRAMELENITRIAZRAAZABBERNWER , XAEBHPRESZBRIEUATER
B& -

- NEARFNAENRE , FRARENRNERARBISUEMERKINENE. BXESER , S
5 BYERKENFABEHE.

- BERAREHRESERERAIAZXEGRERN TN , BNERERIDOTELE. BXRESE
B, SR ARHBRE., EEOERLAAHTERY B M XERHFSTRARE,

NEZRDBHRBE , RNBUEEATAERERPEEIX LR,

I B i SRAS N A B

FrREEMURSEENERAELEAZ , AAMERARERIANEIRAERRE, XTEIEMERENHX
EFEREKEBIBFREMNER. FITERRE , BINEBVUEIREREHERBENESHRRLREF R
maxRetries BEEALHME , HABHELEHIEELL TR :

e TCP — connection-error

« HTTP M HTTP/2 — stream-error BAK gateway-error
« gRPC — cancelled LA unavailable

% E case-by-case RBEHMBHAEHHTER , ENEMNTERLLE , HINBERTRERN, EFE
ZEHMNiE maxRetries M perRetryTimeout M{E , XEERBERLEEHZR KB (maxRetries *
perRetryTimeout) EREEZLERXNWR IR ZAHTEHINNE. LI , H Envoy ZREZFET
EENR SN |, BNZMITIZERESHEELIBASR perRetryTimeout, EERHEBFIXEKE , ES 1Y
SIEEH , AREFREHTERAHANI
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@® Note
WMRBE 2020 F 7 B 29 BHEXRBZEXRETHAE , BREREZEIAEKR , B84 App Mesh
ARES B NBTE 2020 £ 7 A 29 BYUXB 2GR ENEBLEECES 2 s Rk AB LAY ERIA
BEiRXEK, BXEZER , T5H RIABRHEILEK,

HESFRE

FERREER |, FRELSAIBBEE, BRIABERLT , Amazon ECS BLEMN BRI ZE VHIT 100%
HIEEFESH 200% WEES. HER , 2SR EBRTLE -

- EHEZSTHRIERZET , Envoy AIEEIFES 100% AENZPIE ( BREFRBE , FSH kS
B TRARE ) o
« {E55&IEHAE |, Envoy ATAE FIIBMESS 100% AERIEAIE

BEXLEHBERGE , FREHEIEARSHA MRS , EN2ENEBRABERER , BRERME
#EFR. BT Envoy BFEERFLR—BH , XURLKSBEBERRFAILNBERESHEETR
NARRMTE., NEBXMER , BNEBWREERETHNESLARSEEED 100% , BREESHT
PlEEE 125%, XAl , REEHN ATRE, RMNBUSNFTRNBR[ESTHREER TR
B

Amazon ECS

MRENBSFAETEAEANAR=D , B maximumPercent IREN 150%. BN , FF
maximumPercent &EHN 125%.

Kubernetes

BB R M08 update strategy , i%E maxUnavailable 7 0% # maxSurge 25%., BXIFEM
EZEE , BS 1 Kubernetes XHEFHIEE,

EE PR B TR TEOY B

BOoy BANBEOSBBRETESHEHAMNBEREAN, SARAFEASENTUEHAEDY BER , BED
BRI —BNURRAREBBREEEMAMEEROBBREISNE D . BRINEBVWEEASSERE , £
Eay BRIBESIIBE A, £ BHH Amazon ECS 555 Kubernetes S 2, X &R BT LA
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BREBEOABTSEADBENEHRE DL , ARSHEBAERE, XFMHEERT Amazon ECS F5H
Kubernetes &,

KIERRSITRARE

EA@Y BIZRF , Amazon ECS FFHMBRRARSHIANE , AR TRSKEWN, N TTEH
BRBRBITRRE , BITEEUTEW

Amazon ECS

NEBEXTER , RNBUERBTHSTRARENTREBKRRIEF , UBE Envoy HEIEAFEL
UEREERENRBREIZHEITRY. EEESENFEBREENAREFARM Envoy &R , S
PR BRIRBIKX R

Kubernetes

%% , BN TE Kubernet es B App Mesh ?“%Jgﬁﬂlﬂliﬂﬂﬁ/i‘f"ﬁ;’—ﬁ B}, & B & & Kubernetes B9 AWS
Cloud Map /A MMM R . BXEZEER , BS 6 GitHub [E& #132,

{1t DNS f#4T

MREER DNS #HTRFS AT , NER B M ATUEREHE IP HICRE{L DNS 847, App
Mesh BBt #FIPv4FIIPVG , BHIERARESE MRS HENRAME ., NREWEMZHEFX
¥IPv6e , BINBNEEESLNEMEN—ZY IPRE , MT2KHMERIAIPV6_PREFERREDIT .
ERIAIPv6_PREFERREDTT N AJRE KBRS 1R

 |IPv6_PRE FERRED — X 2ZRiARE. Envoy B EX IPv6 #iiti 1T DNS & , IPV4AIIR KR
FIPveithut , MEHRE, MRENEMEMETELFIPVOEZTEIPVvLRAMY , NXEEEM,

« IPv4_PRE FERRED — Envoy B %&E#&IPv4itit | IPv6iIR&E T AIPvAst , MEHER|, MR
FHEMBENEESZRIPVAEEE —EMNIPveRAM , BEARIEE,

« IPv6_ONLY — MR EHIRFZNZFIPVERE , EEFLLIET, Envoy XX IPv6eiEitif{T DNS &
¥, BRAIBREFHLIRHBE, IPV6

« IPv4_ONLY — MNREHIRFZMNEZIFIPVLRE |, BTkIFLIZE, Envoy XN IPv4HHERIT DNS &
®, BRATERENLIKH, IPvL

SER A EMER B MET REFIRE IP RAERD , BT RIRESBZMERIWIRE,
BREZER  BERESMEMELT <o
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Z& M AWS App Mesh

/A Important
KRIFTHEH ;2026 £ 9 B 30 B, AWS LRI, AWS App Mesh 2026 & 9 A
30 Bz/a , BT EBIAE AWS App Mesh #4]& 5 AWS App Mesh BiR. BEXEZ(E
B, BRIt EEXZENTE AWS App Mesh E| Amazon ECS Service Connect.

ZEEAWS BREHFZE, ENAWS BFF |, BAUZRTENRREASHEZEBBREALNERMY
ERBAER OMMLZEY,

RERMAFHEEE AWS W3R E, REHEEXFEBHRAISHN 22N cP RS2 H

« TEE — AWS ARBFRIPE AWS =HiETT AWS REWEMEENE, AWS ERERET L EFEA
RS . fER AWS EMMITRIN—E9 , E=FFRARNEHN LN IELZSHNERE, BT
RERAT AWS App MeshI &R MR , BSREAMITISEENHAWS RS, App Mesh Az
BELZSERIAmAE | 81 TLS iEBFAERH4A,

- TIHBTL-BNREHEERN AWS BRSRE, BENNHMEARAT , 2F .
- BHBENBEBYE, RORANERARERNEENEN,
« App Mesh BIEEHRMNZLEE , SRMELZTLANARTREELEN VPC REARS,
« 5 App Mesh REXHITERRVELE.
- BEEMITTERFEXEKN IAM KEE UK A FEAIM App Mesh 2 HIE G RHPLERLE

L X AG RS BY IR T SR AN EE A App Mesh BRI FARERBEERN, LT EFiEAMMEE App Mesh
USRMBNEZ2MMEE B IR, BEGEI A HEA AWS RS KA BB IEE AR E8 App
Mesh &R,

App Mesh Z£ RN
BEFNZEBREZSEREZSM, FATNMELELMIIESZEME, BRIABERT , FAUERZS
Mo

F

- ERERESEMN (TLS)
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AWS App Mesh AFPER
o W@ TLS BHEIIE

* 70{a] AWS App Mesh 5 IAM BL& 1

« 125 AWS App Mesh API 8B AWS CloudTrail

. FHEERT AWS App Mesh

o AHMEIE AWS App Mesh

- FHEMIEMHEESE AWS App Mesh

« H)HFE AWS App Mesh

- A E M IEEZH AWS App Mesh

RRE T2 (TLS)

/A Important
KRIFTHREH 2026 £ 9 B 30 B, AWS SELERIZHRE, AWS App Mesh 2026 & 9 A
30 Bz/a , BT EBIHE AWS App Mesh #&lA 5 AWS App Mesh BiR. BEXEZ(E
B, BRIt EEXZENTE AWS App Mesh | Amazon ECS Service Connect.

¥ App Mesh 7, ERIEZ £ MY (TLS) X EBEITEHIR LK Envoy RIEBZ BRVBEFHTMNE |
XLEBRE App Mesh B MR K/RR , Hla0 BT S M EMMNX, REMEHLLE TLS, HKE
ENRAEF-—EH8EN  EHNABRFABFIARZNE TLS 21, REARENNARFDE TLS,

App Mesh A BB UA T AR EAERME TLS iEH .

+ 3R B AWS Certificate Manager (ACM) FWFABIE+H , B AWS Private Certificate Authority (AWS
Private CA) % .

« FREEUT KRAMXAREPNIES , AEECHIEBMEIY (CA) K
- HEARINIRS (SDS) i RBT A Unix HEEF RIS,

Envoy Proxy %X %48 AR SRR RSP EIBH Envoy REB . BINBWEERARERN
B, REA R) BR i 9 AR 7 18] 42 /3 A BN 23 Y R i o
IEPER

i EWEBE A BN (SANs) 2 —BAFERERE , EFEEURT Mg iR SLPTACRERRSH R
FHo
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« DNS — Ed—/ME$ SANs 415 DNS RS AT EFRUNEMETE. X TEERSELAEBR
W AR mesh-endpoint.apps.local , WAL RIBEZAFEERIES , LAl A RIBH B
BLRFRYAEP *.apps.local,

« AWS Cloud Map— E 1 —ME4 SANs 45 A#E XA AWS Cloud Map BRS X TR B fh iR fit
WEMLTE service-name . namespace-nameo, XF AWS Cloud Map R &ZIIRE R Service
apps.local Name #1 Namespac mesh-endpoint eName R FAREF , B A tIESmesh-
endpoint.apps.local BMEEMIES , REFEA BRI *.apps. local.

FNFXFHREZIYE , REE—/MIEPH SANs 5 DNS RFZ A IRECE , W) Envoy Z BIHIEE R
AW, HETRUTHEIREE , WE I Envoy Fi R

TLS error: 268435581:SSL routines:OPENSSL_internal:CERTIFICATE_VERIFY_FAILED

TLS B 8IEiE+

A TLS B RIER , App Mesh XS il KR,
AWS Private CA

UEPAPFHEE ACM F |, XM AWS K S5 R IZIEFH R MNER QMEE. CA BVEHF 4
UTFE—NAWS K s |, BEENAFTEEMKRILTE—MXE. MRLEZRE AWS 358 CA
MBMEBE -, RRFEEMEBIBIE+H. BX AWS Private CA £H ACM @I AIE+H RIFIE

PHNEZERE , FSREBEBELEILER, ZIEPTEEAHIESR,
BHT TLS BEFimERMNTA CAs BEAF S E root A CAs,

EHIEBM CAs REABEERLT 2 AWS Private CA , T8 App Mesh WZEEA ( Hlan A F
HAE ) XMEFLT IAM IR :

o FRMBNMITITEZH TLS BEE P HVETEP , EHRMMEHE acm:DescribeCertificate X
BRo

« WTFETLS FEFimEmE L CAs BENEANE , ZRALTHWBacm-
pca:DescribeCertificateAuthorityfXpR,

/A Important

CAs SEHMIKF HZARRSFXEKF &R T CA BETHAINIR.
BMNBWERETHRRERRETZRTEMN CA FURIEFHH
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https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaCreateCa.html
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M # acm-pca:DescribeCertificateAuthority # acm-
pca:GetCertificateAuthorityCertificate,

ST BURHX LR RN I B B AN B =R INA 1AM KBS | AT BAGI 2R 37 A9 3 44 0 5K BE 1 1% SR S B
R EE, BXRXEZER , BSHAREE IAM KRS, 612 IAM FBERHRMN 1AM 540 5R,

(@ Note

TE R ELMIBR AWS Private CA 281 , BEBERNEBMREXINASR., BEEENBAMENFA
BiIEPMSHNALEIERANE, BXEZELR , BSHEAWS Certificate Manager EH1o

IR MR LT R Envoy KB ARERNA , XTAEEAN IAM AEDELT IAM

PR :

« WFEEATIRNMITE LEENEMES , ZABXHMESR acm: ExportCertificate X
PR

« WFETLS BEFinREE L CAs BENEAANE , ZARHLMEFacm-
pca:GetCertificateAuthorityCertificatef R,

NHERE

BRI AR RS E Envoy 2 R, B0 LUBS 78 SUAFBE 2 12 4H4IE 5 45 748 B2 Y FA A RS2
WEB, X# , BiATLUEE Envoy sidecar X 1 73X L &R

Envoy Z4A X I ARS (SDS)

Envoy BEZHARXMIMPUMNEERKIRE TLS IEBFEZEH, ARUPDPUNESESR , FZH Envoy
Y SDS X#4,

% SDS ERIEBFEBEERKIRAS , App Mesh ¥ Envoy REEE RN FEANREARMA Unix BiEE
FHERNZRP LIRS (SDS) . EAJLAEHA APPMESH_SDS_SOCKET_PATH B £ & Itk in
J=y: )2

/A Important
App Mesh Envoy KRR 1.15.1.0 RESRAZEFER Unix BEZEFH AR ZH R IR
%o

App Mesh X3 H gRPC B V2 SDS M
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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https://aws.amazon.com/certificate-manager/pricing/
https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret
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5 SPIFFE 21TBT R4 (SPIRE) &£/

A LAE A SDS API BYE1 sidecar SR , ‘@1F SPIFFE iZ1TAY¥ 1% (SPIRE) EUMETE

4, SPIRE EEXBFESARRETNZS N TEARZRZBENRE TLS HHRIE,. ©ESITHAE
BATETRNRENS M. SPIREEANTEABREERATREIEARN. EHN. BRBNE
AFNEB,

B NZFF SPIRE KEEE N Envoy B SDS RtH, AFEERE Envoy RMERENE TLS &4
WIFFrEMN Z4AM B, 7 Envoy KEEM sidecar Hi51T SPIRE RE, REARRIEZTEEFE
BRI AMIER. REXUH Envoy , HHAE X Envoy iE#Z| SPIRE REREH SDS RFSE
B, BRI ME Envoy IREML RS &M CA IEH,

HEUZRES , FRRERSZFHN CAILES , FAFEMARNERE Envoy, Envoy 2 ERFEANNA
THEsE , T2HNEMPHNEN , BT AEMIHF RS,

App Mesh 1A #it & Envoy BATHRES TLS

TR TE A0AT L B M A% R Envoy Z RIFVE{ERT , App Mesh £ AR P il RS 85 HY M & i R EL & o
158 I & P o SR e

HEFHREAGFER TLS , HEEFHRERPHN —NEO SERSB|REHE O LTEN |, ZEF SR
KEATEEREFHN TLS BIF LT X, #li, MREMMXNEFIHEBSELT SRS R
BEMECE , M FEAEUNIXNEFHEREPELNEBEREZAZE TLS thl. REFIHE
MERESEFHBNEOTRTE , MREZEKN TLS TRELHE , bt JRERHE , E4ABURT RS S8
KEEM TLS iR B,

RBE P R R

MREFFHEREEFSRRE , IEEFREBSRSJ[MIEORNTE , App Mesh FEARS

BRAERBEEFIHNE TLS URMMAMNE, Flm , MREUNXKRIEER FinKEE , HEEL

TRAREE TLS &1t , KRB ZEFTLHE TLS, MRFFIFAEECRENEFIHRE , FER

EREHEN TLS #= STRICT = PERMISSIVE , MAIETFHEE N HiF TLS, BRIFH TLS &K1t

REEFPHNFR , FEAATEMITH.

« ACM BEM TLS i — HRE[MFEH ACM EEWIEBEE TLS LKIER , App Mesh 2B
EFmEERNDE TLS , HRFE U PEEZINBRAF CA BIFIEH,

« ETFXHM TLS P — YRS|[EARBRER M IHRAWIEREE TLS L LIER |, App
Mesh 231G EFPIHEE N HE TLS , ERSBNIEPBRELT R,

App Mesh @{AELE Envoy SAHE TLS 189


https://github.com/spiffe/spire
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FERAEWN

BALLEREEEEENEBERZ AE (SANs) IR, SANs 441R A FQDN = URI #£3X, 1R
£ SANs , Envoy RRIEFFRHIEPNEERRABMEE S RPN —NBIRTHE,

MREAREL MBI SANs EIEE , WZT KB Envoy REFSENFFFIRIES ERIE
SAN, MREAREFRBMIRIES SANs EHETE , WL 1Eim QIRMERIES £BY SAN LAER KKK
AR S5 & DLED iE 48 PR

BXEZEER , 55 App Mesh TLS : iFFER,

/A Important

HEFGTLS HEFHRZREN , BT eEHABERF SANs . not enforceddIREGEF
WEAT REELMXNE A IHRIEEE N BENIT TLS , N ETREEZBEE AT SAN,

16 UE N2
FBRTLS /7 , A LLE# Envoy RELEIABE S M. Envoy RESAHEXRRNEITEE ,
XLEEITRBEAURSBETH TLS BEREBLERIEZT. flM0 , Envoy RIBiZFHE 115 EM % im <t
BRI TLS BF RBMEIHER . ERAUTHSHE RSN MR LR TLS 8 my-mesh-
endpoint FIR¥,
cuxl -s 'http://my-mesh-endpoint.apps.local:9901/stats' | grep ssl.handshake
EUTREREINHES , MERK[HTT=ZXEF , HEBEEME,
listener.0.0.0.0_15000.ssl1.handshake: 3

L TLS thE K MEY , Envoy REE LR HSEITHER . BEMBKIRBEFE TLS Hik.

cuxl -s 'http://my-mesh-endpoint.apps.local:9901/stats' | grep -e "ssl.*\(fail\|error
\)ll

HEREMN@E RGP , SARITHIRFEIR , Bt TLS HhEmh.

listener.0.0.0.0_15000.ssl.connection_error: 0
listener.0.0.0.0_15000.ssl.fail_verify_cert_hash: 0
listener.0.0.0.0_15000.ssl.fail_verify_error: 0
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https://docs.aws.amazon.com/app-mesh/latest/userguide/tls.html#virtual-node-tls-prerequisites
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listener.0.0.0.0_15000.ssl.fail_verify_no_cert: 0
listener.0.0.0.0_15000.ssl.ssl.fail_verify_san: 0

X Envoy TLS RIHEEMEZER |, i3I Envoy TS ITHER.
UEB LT

AWS Private CA

HAER ACM &iTIEBAY , BRITHWIERFELZITTHEMN 35 DN B D KA LEENRE, &
BWEAREXRITRAFIKZITEFIHANILER, BXELZEE , 28 (AFERE) 1 ACM L 5#
MEMEBHIEELT]. AWS Certificate Manager

FECHIES

ERAREA M NHERENIEBE |, Envoy FEEEBEXRMN B EHRMBIEH. BAUEHREHHE
¥ #0E Envoy HRERMEFIEH . B ATUHRFNIEPRETENXHRESR |, FERZBE
EREMT QEMXEE.

*f Amazon ECS T{EAHEIENFEA TLS HM4KIE AWS App Mesh

B LU MBEENER TLS HAKIE, FRIERAHEFME TEREFH Envoy 32 sidecar &£

M. &AILUK EBS =1 EFS S inE &M Envoy sidecar , 5B BAM AWS Secrets Manager 2% fl#&

RiEH,

- MRBERETXHNIER DX |, 5 EBS = EFS &M IIZIEH Envoy sidecar, WRIERFFAEH
M B R 5 El B AV B 2 M LB AWS App Mesh,

- MREFEANRET SDS WAITHR , BRI —1%I Envoy K SDS API F 15 AIIEF Y sidecars,

(@ Note
I 53 ECS A% SPIRE,

¥ Kubernetes TEREHEERNEA TLS FMAKIE AWS App Mesh

BB LASF Kubernetes AWS App Mesh 2 $I25EL B 7 7 E LT S FE LM X RS BimMmirss s A
TLS S RIE, WRIUEP AHERFME TEAKPH Envoy RIE sidecar A, EAILAER @ TLS &
BRIFRES I P EEER D K LE M R H,
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- MBREBERAETHESR D % , B EBS = EFS B IE/EH Envoy sidecar. H4RIEP AL
MR EERHBPEENRFBHELTE., HE , EUUEAEREXHRSE LK Kubernetes 241,

- MREFEHANIEET SDS WARITIR , BRIZIRE— NI Envoy B9 SDS API B T5 =4t SDS 12
#75, Envoy &S UDS #ZI®. B EKS AppMesh #2485 5 AE T SDS M mTLS XiF
BEf¥iZenable-sds#tR&REN |, trueHBRZFER MR SDS REAEEIEFIZTH UDS B
&, sds-uds-pathfIR&EFEA helm , M AT EEFIRLZELIRPREUATAR :

--set sds.enabled=true

(® Note

W RIETE Fargate 3\ T 5 Amazon Elastic Kubernetes Service (Amazon EKS) , N J3&f#
A SPIRE & RiE$o

X@E TLS &35k

/A Important
RIEEES 0 2026 £ 9 B 30 B, AWS fHELENZE. AWS App Mesh 2026 4 9 B
30 Bz G , BT LB AR AWS App Mesh $#2#| &2 AWS App Mesh BiR. BXEZE
B, HFiFRtEEXEMNTE AWS App Mesh | Amazon ECS Service Connect.

W@ TLS (EREEE ) BORKIER TLS WALEAH , TRHUNEANESFHRIE, X@ TLS FHRIE
ETLS MEMEEMT —FLEM , ARFENBRSRIEEEREENEF R,

ERR-REB|ARARFHNELRESERXBEDETLEFRM X509 IEF, BRSS 256 AL IEH KRB M
&P im, WERATRIEERREHAGIESHMAIY (CA) FR , AR ZIEBREANBRIEH,
CREMIES LB EBR AR (SAN) KiIRH & ik,

BT AR XN AEDLIUS AXE TLS F#%IE AWS App Mesh, Ef1R
TCP, HTTP/1.1, HTTP/2, gRPC,

M@ TLS & RIE 192
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® Note

/8 App Mesh , A LA R KRB BRI IRSH Envoy REZ AIWEESEEMN @ TLS S/ KIE, {8
B K BHNBARFE Envoy REZRIMEE RN,

X8 TLS &3 R IEiEF

AWS App Mesh XH£R[E TLS &3 K IERYF ih Al 8ERVIE B RIR. TLS B 7 i SR B P A9 2 7 o lE 45 AT
2% TLS B & 7 AY AR S5 BRI UE 7] BAM BT SKIRIREX

- MRS - REEFEIEITH Envoy REBW AR X HREIEH, E@ Envoy 2 RIEH , BFERM
UE B 85 1Y SRR 0 App Mesh API B9 FA4R

- E@@ nvoy WM ZINBRS (SDS) 3£ SDS H o i [ Envoy ZIZIEHH Bring-your-ownii &,
©i121E SPIFFE E1THR REHIR (SPIRE),

/A Important

App Mesh REE BT XN E TLS B HRIENIEPHFLH. K , Envoy 2FEIEEERE
o

|_.I *ﬁ' —lﬁﬁ A3

NENMEIRI (FIHELT R|MX ) BEERE TLS HFHKIE, XERIJIRFIERHEE TS
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N, BEEANFFHNRS/EE X509 IEH , 4 TLS L1EH TLS RIRAVIIE £ T XHAEE L
AEHEIEF

P& A EBEYEE

RS ERIMIE B AEE T RMYTER (TLS &K1k ) PEE , FFHIEBEEUT RBSFER (TLS &
£)PEE. FAREENERAR , BALAENT SKBVFAERS BIRE XRIANE iR E
RE  URFE , TURBEFENREGRBZILRM, ELMXREERERTHAAEiR R
ANE P IRREHETEE.
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£
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AWS App Mesh AriEE
M 1& 2 SNV E1E

EERIRRMIITESEPIEERSSRIHIEBLALIE TLS, BESEMNELMXBEEHNINIBRS AR
BEFPIRIER, MEPRIREBRSSFIHIEREEUMKMmITE EATAE TLS MIEPMA NGz —
(CAS)O

R RS EREINE TLS & 5IE
# App Mesh FSIE RS EBEIMME TLS FHRIEN , HEREU TRURESEE,
EB RS BT O SO TS

1. HERSERHS LS TLS B & PERMISSIVE 3, WHER A4 AR EEZDRS.
RS LEEXNE TLS FHRIE , EERSHI|/IUED, SEEARTENAIEFIES SANs,
BINBEREY TLS EEHTH,

FEENEFm EEENXD TLS SR , EERFWIES, SEEARTIENAEIEH SANs,
ERFE|LEA TLS BEM STRICT =,

o kb w0 b

EBEY TLS BENRS

1. EENEFEFHELEEND TLS RE , BEFFIRIEBFMAEIES ( 7k ) SANs, BEFFmERS
BEREFIRIEIRE , T2FELEIEHE R,

2. HERFB[|LEENE TLSRE , IEEETEE , oI LUISESIESE SANs, Hitt , BHRER[LIE
REF IS,

WUEXX [@ TLS & 153 %iE

FBANSRAERELZS  RIEMBEXHY , TH# Envoy RERUMAAHE TLS HXMWEITTHEN. WTF
W@ TLS BHRRIE , BNZREUATLRITER

* ssl.handshake
* ssl.no_certificate
* ssl.fail_verify_no_cert

* ssl.fail_verify_san
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listener.0.0.0.0_15000.ssl1.handshake: 3

listener.0.0.0.0_15000.ssl.no_certificate: 0

T—MEUHHEERFER , NERFFHETR (MX ) JERELT QINEERY. RS[EFHE
TR EBZ BB (SAN) EE s SANs FERNER A FHETTE,

cluster.cds_egress_my-mesh_my-backend-node_http_9080.ssl.fail_verify_san: 5

App Mesh XX @ TLS B 41K UE &4k

o WE TLS SMWIDES : NEEER T 0AEA App Mesh CLI HEEEN[E TLS SHRITNEE
AR,

« Amazon EKS EFX[@ TLS SDS KES : AEEE R 7 W{T4E Amazon EKS # SPIFFE 21T R
SR8 (SPIRE) FEAE TN E TLS SDS #9 5 /B RIE,

o W% EKS EFWME TLS XHHES: - ELRE R T {7 Amazon EKS # SPIFFE i=1TRI R4
R85 (SPIRE) h{EAEF N TLS XM 5 HRiE.

an{a AWS App Mesh & IAM Ei& fE A

/A Important
RIEXHIEA 0 2026 £ 9 A 30 B, AWS SELER X, AWS App Mesh 2026 & 9 A
30 BeE , B[ FEEBHR AWS App Mesh ##1A 3 AWS App Mesh BIR, BXEZE
, BiF R EE X EMNTERE AWS App Mesh | Amazon ECS Service Connect.

AWS Identity and Access Management (IAM) AWS fR$S T #EIEE R T2 iR HIX AWS BRI
BR. IAM EEF G TUELFHRIE (BF ) RN ( EENR ) A App Mesh BRI AR
A LAMERA IAM AWS RS , TR XAENTEA.

=

F
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ZAX
- FREHHRITEHARIE
- FRAXKBEER
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-mutual-tls-file-provided
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-k8s-mtls-sds-based
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-k8s-mtls-file-based
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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« 04a AWS App Mesh 5 IAM BL& 1

- AWS App Mesh E T 5 89 KBS =61

« AWS App Mesh YL & KB

- FRFMEXAEETF App Mesh

« Envoy Proxy £

« X AWS App Mesh 53 #0117 8] 17 S FE HE BR

ZAX
EHEH X AWS Identity and Access Management (IAM) £ 8/ ARE , E4AEURFETE App Mesh
HRPT Y T4,

BRSAF - tNREA App Mesh IRFERTEHES , WENEER XA EREMENEIUENNR, H&
FAEZ App Mesh THEERSER THERY , BAIGEFEEZFMANR, THRUOMAERHENREBTEEE
BRERESHNR, WRETEE App Mesh RHITHEE |, ESH X AWS App Mesh & 14 117 7] 3
THREHERR

REEER - MRBELTHNEREE App Mesh BIR , MR TEEE R App Mesh N2 HRINPR, &
BEREWREENIRS AP RiAEIEL App Mesh THEEMRIR. RJg , B40E IAM EE ARRER
DERRSHFONE, BEEZRNEALNEENTH IAM WEERES, BETHEXENL T OMAE
IAM 5 App Mesh B EFEANEZER , BSH W[ AWS App Mesh 5 IAM BL &£,

AM EER - IRELE AM BER |, LULEAE T RAEXIAHEEKUEES App Mesh H75 H14L
RIVEMAER, EEFLETE IAM REHAK App Mesh ETF BRI RG] , S AWS App Mesh
ET SRR THA,

5 B 02 1T B IR E

ENRIIEE AWS FRAEHEILEEZN AR, BH4T IAM BF 5ASETIE AWS IkFRAFE
IAM £ @317 5 BT ( BFE AWS ) o

B EABEY & MRRENEREIL AWS BRE 518K, AWS IAM Identity Center ( IAM Identity

Center) AF, ORISR SEFRE MR EN Google = Facebook ERMEKE & 108 =G,
LELBREBMERN , ZNEERUGER IAM ABIEE T SNKRERIE. HREAKRSTHR AWS
i, IRRRERERE -1 AL,

BFEEHNAFER | S LIES AWS Management Console 3 AWS 15[H7TF, BEXBEZNEZER
AWS | FZ5 (AWS B F AP IER) PRVATE FEE AWS 1K /Y,
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MREAWS UEEBARHFE |, M4 AWS RERGF REH (SDK) MarH1T#0O (CLI) , SMEFERAE
WERNBERBITNRZE, WREREH AWS TE  NMXABECZEER, BXREAEENSEE
TEEBERNEZFE , H2H (AM BFER) PHATEE APLIERIWAWS ZERRAE 4,

TeFERAAMSMRIESE , SRURFERHEEMLZEER. i, AWS BNUEFERZESHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ W%
ESHRIEM IAM AFERE) FH 1AM FHAWS ZE 5B RIE,

AWS K F root FiF°

BIZEf AWS IKF , BEXBER—NEBREN , ZEOTUATLLRAKS FHRMERR AWS RS M#E
Ro ME MBI AWS K/ root AP, £ A SE 012 K 7 B F 49 B8 F iR 4 3tb 41t 1 22 4 2 3R B AT 15 ]
ZH M, BARWESEERRAFNITERRES . RPFBRAFZIE | FERXERIERRKITRIE
AP EBRITHES. BXFEECURAFSHERNESHNERIIE , B2H (IAM AFERE) +
MEERASE u'tE’JE

IAM AP B4

| AM A= RI& AWS Ik RSN MNARNARFEARBENRNE G, ETERNERT , RINBWE
RIS FIE , MARGEZEAKBEIL (MFHBMFEEH ) BV IAM AF, BER , MREE-LHBE
MERAZSFERATIENAR IAM AP, BUERRITAZR. AXESER ﬁé}lﬂ C(IAM B8
M) PN TEERHZENAS , NEFTERNEHBTEZEH.

IAM AR —NEE—H IAM AP BB, BTeEEREANEHESR, BUUERAXR—XIERIZIMNAE
FEENR, MREXERF , FRAATUERAMEBRAFNIR, flin , S BE— 1N aINE
4B, IAMAdminsH EZEA B FEE IAM ZRIBR,

RPREAeTE. AFE—5ENMARINARFXE K MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHARNELE ETHRESELR  F5H (AM AFERE) F/Y 1AM A
REIEESVS

IAM B

| AM AERENIBEFTRENR AWS K WEMD, ERET IAM AR , BEEREARTXEK. EE
FIGRETEE IAM & AWS Management Console , AL A FEI#E] IAM A6 ( BE5 ) . &1
LUEd A AWS CLI 5t AWS APl RERFERABEN URL RRAEE, BXEAACNEENESE
2 ,1E2H (IAM AFER) PHRARSENEE,

BEHIGREIEN IAM BRELATERLTERER :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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- REAFR  EAKEFHRIENE , FUEAGHNABGENNIR, HREGHHTEHR
iER , ZEAFSAREXKABERTHLACGENWNIR, BXATHREEHRIINACKHE
B, iEZH (AM AFER) PNHNE=FSHEEEUEAE (KESHRIL) . MREFEH
IAM Identity Center , I EEEENRE. N EHENEHREHRTEHLRIEFTIHFRINAZSE , IAM
Identity Center X RES IAM VA EHEXEK, EXNBEENER , ESH (AWS IAM Identity
Center A #EF) PHINRE,

« ImEt IAM BPRER - IAM AR ARA IAM AFSAS , LERREHXNBEESHTENR,

- BKFEH B ER IAM AU AT FRIKS FHENA (AEERE ) HEENKS Y H
o AERRTERKSHRNBRHEESR. BR , X TELERK AWS RS |, 807 LUK RIS B 5H
MEFEER (MAREAAEEANRE )., ETHEATEKFTRNACNETRRNRE 2B ZE
B, FZ6 IAM AP EERR IAM R EIK 7R T

- BIRSIFR — B AWS RS FEREM AWS BREREHPHIThEE, Flin | ¥EERSHIKRITHRIF
B, ZRSEE ST Amazon RE{TR AR EC2 HIE Amazon S3 FEEN R, RS TEELER
RXEARANEENNE, FARSACSMERRSHEXASERNITIHRE,

o BERGEALE (FAS) — HZEA IAM AR A BEFRITIRER AWS |, BHEMAEZIEA. EH
RERSZH , BAERIT—MRE  ARRBREEHMBERSPEHE —MNMRE, FAS FAREH
ZIRAWRAK AWS RS B T RS AHBERNER. AWS RSREYBRSKEEESH
AWS BES RBRREFRETRNERN , T2%H FAS iR, EXAERT , BUMEFRT
XFTHRENNR. BXAH FAS ERNWKREEEE , BSREXTRSE,

- RFAE - RSACGRRSAREELWIK, PRTRIEM S R IAM A€, 1AM EE G A E
IAM R8I, ERFRRES AR, BXESEL , BES5H (AM AFER) FH6IED AWS iR
SERNBRHNAE,

* BESHEXAL-RSHEXAGRE—MERSHEXBENRS AR, AWS RFRFATURARKER
TRENAE, RSEXAGHAEENT AWS K/ |, AHRKRSHAE. IAMEBERAANUES
BT Re4m B AR SS X A BRRR.

- £ A@@ mazon LE{THIRI AR EC2 — EBAILAEA IAM ABREEE EC2 Rl LETH AL
AWS CLI 5% AWS API iERE N AR FHIEEHES, XHEE EC2 SKflhFR TR ZHETR, E
7 EC2 £fl0E AWS AEHEETHREMENAREER , BFEE0E — MM EZEHIH K6
BEXH., ZfREXHETEZAR , HAWHE EC2 26l LiEZTHNREFREBRIRE, BXESE
B, #EZH IAM APEETNER IAM BAfEE A mazon EC2 4l EiZ1TH N AR FZ TR,

fE AR EE TR

BT LA AWS B o2 R EM IS AWS SO A RKZHFHRNER, KEREPH -
XNRAWS | SEFHHARXEN , ERELENR, AWS EEHEA (AP, root AFHAGS

AR E R 198


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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H ) RHERTAERXLERE, KEPFHRNRBERATERELER, KSBERMKELL JSON X4
By AWS FERFEEH. BX JSON KB XENEMINNBTNESEE , HSH IAM AFEEHH
JSON ZREEHEN

EIE R A LAER AWS JSON REERIBEWANIGRMT L. HHRY , BN EEATLIF AR RINITER
1, UREMFARHETHIT,

RIANBRT , BRPMNAREKENR. ERFAFPXNMERRIITRENDIR , IAM BEER TSI
IAM KiE, BEEABEUAMSENM IAM K , AR URAAG,

IAM ZRBEE SURERIINPR , o FAFERA MRS ZHITRE, Bl , RIREFE—NAYF iam:GetRole
BENKRE, WA ZERRHN AP AWS Management Console AWS CLI, = AWS API SRER& &

R
ET BRI RS

ETEHNRBETMMESZH (N IAM AP, AFASAR ) B9 JSON RRREE A, XL R
BHAFNASAEMAMES TN BLERFRITHRERE, BETHNMGTEZETSHNIRE , ES5H
(AM FiFiERE) FNERATSEERBEN BEXL IAM R,

ETHONRBEASE —SARINRREHIEEXRE, NERRBEERAEZNRAS, 45486
. RERBRIMMAVRE  GRLFENNEPHS MRS, HANAE AWS K. RERBSE
AWS RERBMNESEERE, BT HNAERERBMNRRRE 2ERTIER  F360H (AM AF
ER) PRERERBSNBRERME < BFITER,

BT HIRM K

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEEREM
Amazon S3 FHEMERE., EXFETHRNRBIRS T , RSEER JUMERCINREHIIHER
BREEE. N THEERMMRBHER , REE IS EEA AN 2R RNTHREREAREFLARH
THIT, BLTEETRFENRBREEER, ZRATNSEKS, AP, A, REAFH AWS

RS o

ETRFNRERNM T IZRSFHRNEKERKE, ETREETRRNKBEHERM IAM P AWS EX
B

W EEFI5] & (ACLs)

TR FIFIR (ACLs) 2HMERFTEA (KFKA., AFZAR ) BNBRER, ACLs SETHIRMH
REERL , RECAEEA JSON IR N,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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Amazon S3 #l Amazon VPC B2 Z#FH RS R~ ACLs. AWS WAFE THEZ{EE ACLs , ESH
(LOpEEFEFRSTTXEERE) FHIHRES FIER (ACL) #ER,

HREgRE
AWS XEFEMAANE NNV RBERE, XERMRBETLIREE T A RBERE @8R TR & AR,

« RRBR  NRLAR—NESREBAE , AT REETHMHREEALN IAM ZK (1AM AFRZHA
&) BFHRANR. EAAEZFRENRIR, XELERNBRLEET SRR R ENRB R
MR, £ Principal FEEAFRACNETRRNRBETIZNRLRRES ., F—TUREFHE
NELFEEAR Y. BXANBUANEZEL , HSHRIAM AFEEDH IAM SEEARBRD R,

- RS 1EHIZKEE (SCPs) — SCPs 2 JSON KB , ATIEEPHLARAL LA (OU) WERANE AWS
Organizations, AWS Organizations & —H A T ZHN B HERNZ AWS K- TU# T2 HFEH
EENRS. MRESEAALTHFAEIIEE , WA LUFRS 2K (SCPs) MATENEARAE
K. SCP BRHIRL A MK FH SR (BIEESN AWS IKF R F 24K ) BXBR, B> Organization
SCPss MIMNEZE L |, 210 (AWS Organizations A 1ERE) YIRS 35 HI R,

« BIRIEFHIKEE (RCPs) — RCPs £ JSON KB , B LU ©RIg B P A &R A & A R A
R, MAEEEFHMBERENENEEN IAM KB, RCP BR&IKAMS PR RNNE | 3#

ARE B (BIEEHD ) WERIR AWS IkFIRAF , TRXESHEEE TENWAL,
A Organizations WEZ{E 2 RCPs , @#F AWS g% ZX#FH %%k RCPs , 525 (AWS
Organizations A1) PR FRZEFIHKE (RCPs).

« RERE  QERREIELZURESXNNACEERSAF RGN SFERENSHEEN S RER,
SZRAFNNREAFRACHETSMNRENSERBARE, NREITUREETHRRNE
B, F—MEBINIENELFTEEZAT. BXRESZER , F2H IAM AFEEPHNSIERRK,

S REERE
SN RBEWRBEA T —MERE , ERORREMERNELIRR, BT HRES RS HRBEE R
WA AWS ER B AVER , HSH IAM AP EEHR IR ITEEE,

wn{a] AWS App Mesh 5 IAM Bt &1 F

/A Important
KRIFTHREA ;2026 £ 9 B 30 B, AWS HELEXRIZR, AWS App Mesh 2026 £ 9 A
30 Bz/a , B EBIHE AWS App Mesh #&] A5 AWS App Mesh BiR. BXEZ(E
B, BRIt EEXZENTE AWS App Mesh | Amazon ECS Service Connect.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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EEA IAM EEX App Mesh WiFRIZ BT , &R T SETELE IAM ZhEERI 5 App Mesh &£, E£MH
T 1% App Mesh ME M AWS RS IMAE IAM BE€A , H2H IAM BFEREHNS IAM & A8
AWS BE55.

£

« App Mesh ET S HY KR
« ETF App Mesh %R R B
« EF App Mesh M ZFN
« App Mesh IAM &

App Mesh & T 5 319 K B&

BEEA IAM ETBGHRE , BUUEEATRELNRENRRUR A FRIELRENS
#to App Mesh XIFREMRME. RRMFZMHR, ETHE JSON KBPEANTELE , F5H
{IAM BF-5E8) #H#Y IAM JSON KB TESE,

1

EIE R A LAER AWS JSON REERIEEW ARG RMT L. HHRY , BN EEATLI AR RINITER
1, UREMFARHETHIT,

JSON KMEHY Action TEEARTATERKP AN RIELIFENRE, KRRBEBEEEXREKN AWS
APl BERI&. B—LHINER , PlIRBETE APl BENNBRNR BEF. &8 - LRFEFEERE
PIITS MR, LM IREMR N KR,

ERE P IS REURFIITREBENR,

App Mesh Y REEIREEIRIETIFER AT EISR : appmesh:, il , ERFEAFER
appmesh:ListMeshes API #4E5I HMBHIRIR , BACRF appmesh:ListMeshes BN AMATTH
R, FHIFAMLIMEBE Action = NotAction T,

EESEMEADEESZD B#E , BERAESHENRT , TR
"Action": [

"appmesh:ListMeshes",
"appmesh:ListVirtualNodes"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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BB EABES () BEESMRIE. Sl , BEIEEL L Describe FFAMWAMARE , HEEUT
B’

"Action": "appmesh:Describe*"

EEE App Mesh IREFIXR | i55H (IAM FFER) - AWS App Mesh E X K RE.

IR

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BN EEATLIM AR RINITER
E , UREMF ARG THIT,

Resource JSON KB TEZIEEEQHNAREN —IPHZ IR, BAXTEE Resource |
NotResource t¥&, ENBESRE , FHEAE Amazon BEE# (ARN ) BERR. W TFXEEE
BRER (MR BRRNR ) WIRE , B ARITIERE,

XN FAFRRENRAIRE (NS HIRE ) |, BEABES (7 ) ENEANATHRRERKF,

"Resource": "*"

App Mesh mesh #RFHHF LT ARN :

arn:${Partition}:appmesh:${Region}:${Account}:mesh/${MeshName}

AXRBRAWEZEE ARNs , FS 1 Amazon FREA# (ARNs) Fl AWS RS & ZEiE,

Flan | BEFBAHIEEE Region-code Region apps Fas BN , HEALLT ARN,
arn:aws:appmesh:Region-code:111122223333:mesh/apps
EEERTREKSNAERS , BEABES (M.

"Resource'": "arn:aws:appmesh:Region-code:111122223333:mesh/*"

TEXNBERFHITEL App Mesh B4 , o, AT RIEZRFRRIRE. EXERBRT , BLTER
BEAF (%)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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"Resource": "*"

Y% App Mesh API #ES R Z# %R, Bl CreateRoute RIEZEEERLTT S BFRNEH , Fit
IAM AP AREREAZBENERTR, EEEMEAPEEZNEIR , 5 ARNs 255 MR,

"Resource": [
"arn:aws:appmesh:Region-code:111122223333:mesh/apps/virtualRouter/serviceB/route/

Al
’

"arn:aws:appmesh:Region-code:111122223333:mesh/apps/virtualNode/serviceB"
]

EEE App Mesh BREXERHEFIEK ARNs , FSF IAM A #8558 AWS App MeshFEYE XL HIR. B
TSGR LEWLREPIEES N FIRMN ARN |, ESH AWS App MeshE XK 1E.

ES R

App Mesh XFERARLLBRMHE. EEEME AWS 28%48 , B2H (AM AFERE) 1
AWS £ FERHET X, BEEE App Mesh XN 2RBFRGENIIR , S5 IAM AFEE+HH
AWS App Meshiy 5k, BETHRETMURBLERENTREXRHR-EER , BSREBAELHRE
AWS App Mesh,

=~

EBE App Mesh ET HHH KB R , HSE AWS App Mesh E T 54 HY KB R,
E T App Mesh IR R BE

App Mesh A" HETREN KR, B2 , MREFEA AWS Resource Access Manager (AWS RAM)
REEBERSLZME , X AWS RESFETRENRBNA TENMNE, AWS RAM BXEZE
B, BZH HIMEER TR,

ET App Mesh #rZE R

BRI LURARE KT ANE] App Mesh RSO 15 R FRIIR 422 E] App Mesh, BE THRERFIIH , &
FEMMA appmesh:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys
FUERBERBOZUETEDRBIIZERFE . BXN App Mesh BRRIIRENESEES , FSRANE
RAIIFRE. AWS

EEEETHONERE ( ATRERERE LNFRERREXN ZERNIER ) BRG], S5 0ET ZRIF
ZH App Mesh M1,
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App Mesh IAM B

| AM A &R EE AWS k- E B EN R SE,
FimetEIE S App Mesh —H £

A LAER IR ZIERFTHRESEHARIEES , 2K IAM B89 REKF AR, EnLUEN
FAssumeRole= Z F B AWS STS API #4ERIREIGE Bt Z2 £ iF 5 GetFederationToken,

App Mesh X #5f5 A Im At 4EE
REHEXAEE

RSSHEXAE RV AWS RS HRHEMRS TR FUAARETRIRE. BRSAXBEERE IAM IK
P, HRZEREE. IAM BEAAUEEETRERERSEXACHINR,

App Mesh X#ZBESHX A, BXOIEHERE App Mesh REZHEXABNIFAEE | HSH HERS
Hx<HBERAT App Mesh,

BEAE

WA TRSAKREBERFT AL, KABATERFZHEEMBRSHPHRBREARKEBTEHIEE. RS
ABETRE IAMKFH | ABHZKFME. XEKRE , IAMBEERAATUERZACHNER, ER, X
B ATRE R P T AR S5 RY T BE.

App Mesh T HFREFHAE,

AWS App Mesh & T 5 1789 5 B =51

/A Important
KIETFIEA 2026 £9 A 30 B, AWS =L . AWS App Mesh 2026 F 9 A
30 Bz/a , BT EBIAE AWS App Mesh #41& 5 AWS App Mesh BiR. BXEZ(E
B, HihR I EE S EMNTERE AWS App Mesh 2] Amazon ECS Service Connect.

BIAMBRT , IAM AP AL E I BRIEH App Mesh BIRINPR, i1t T EER AWS
Management Console AWS CLI, % AWS APl #4T1£5. IAM B2 A A0 IAM Kig , IERA
FRAERFNRUANENEERRMTISEN AP 2E, RE , BB AN X LRI NEE
EX MR IAM AP RE,
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BT RMAERX LR JSON KEE 62 IAM ET S HONEK , 5K (AM BFERE) 9/ &
JSON JET+ L 632 KK

£

- RMREXE

- £/ App Mesh #Z#|&

- AAFEFEMIB SRR

- BIEME

o DI HIERTE M

- BIEW ZRIRZH App Mesh M1

REERIEREK

ETHENNRBBEEENART AR, RS EREK S FE App Mesh iR, XLERETESR
£ AWS IKPF=E A, tlERRBET S HNREEN  FERUTERMER

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMITERER TR , EEANTS
FEIRAGIRTRRNAWS HE R, ENEMRNRERITR AWS IKF, FRITZVEET E LEHXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FEE XK TFIRAENAWS FEE XK.

- NMARENR : EEH IAM REERENRER |, BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHERE , B NRENRIEFTT, EXEH IAM BMANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

« fEF IAM RPN R4 — SRS E AR ;4807 LG 5K B IS4 SR BR &I R R R R R
Bl |, AR BRI R RIEESAMER SSL A EFIEHER, MERSBRERBIBENSNE
AW, WA AR RERE T RSRENTHRINE AWS RS , a0 AWS CloudFormation. &
XEZER , 72H (IAM AAF$ER) P/ IAM JSON EBTE | &4,

* £ IAM Access Analyzer BIEEHY IAM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2K IEF REEMIM B KR , LBEARBRAS IAM RBBIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTRENEI , URBEHER L BEEMEN
K, BXREZELE , BH20H (AM AF1ER) FREA IAM Access Analyzer KiiE KB,

- FRZEHFHRIE (MFA-OR AWS KFENZRFER IAM AFSRAFS , BEA MFA UREZR
2, EEFTIAA AP 2EREE MFA | B MFA X8R MEEHEET, BXxEZER |, 52
# <IAM P8R IR MFA 4RI API 1715,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,

£ App Mesh &l &

EijE AWS App Mesh #2#l& |, BATRE —HRENR. XENRBLRAAFEIEHNEFTERE
AWS Tk 7/ App Mesh BRHFMAER. MRECIENE T E ORI ENRENRE™E , I
TERNEBZRBEHNSE (IAM AFRAE ) EEESTEFE, B LUE AWSAppMeshReadOnly %
EXBMMEAF BXELZEER , B2 (IAM BFERE) R AFRINEE,

X FRFA AWS CLI 5t AWS API SR, BEFNEREFEZHENR, R , AIRFHREE
ZEHHITH API RVEME EE RV RAE,

RIFRAFEEMITE S HNR

ZORBIER T BRI R KRS | LAY IAM AR EEMMBIEAF SN REBRMTEE KRR, LRK
BIFEEEF A ESEA AWS CLI X AWS API BURRE A R TR LR ER R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
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"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

BIE M4

LR BIE R A B — N R RS RS SV A P AR XN K eI R M.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "arn:aws:appmesh:*:123456789012:CreateMesh"
}
]
}
DI H R A W%

bR BRSO B8 — N R EE | %SRS S VF AP IRAE RIR T R AR BR BA B SR AT AR A

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"appmesh:DescribeMesh",
"appmesh:ListMeshes"
1,
"Resource": "*"
}
]
}
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B ZIRIFZM App Mesh R

BRI LATE 1AM KBS P (E AR LURHI AT LATE IAM B3R R i R FR K, BRI LUS ERTLAE IAM AP s
AR, EREMBRBLRZEREN ., RGIEBNMACIEARITFIENEHRE  BriEENER
FEAEZNNRE teamName BE RN I booksTeam.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/teamName": "booksTeam"
}
}
}
]
}

O LURNZRREME BN E K Y IAM AR, MNREAFZRABIENE , NREANEBEEN
teamName BB booksTeam #rZE, MEMERIELHFRZINE , NEENENZATEK, &
XEZEE ,BSH IAM AFIERE Fi IAM JSON KB TE - &4,

AWS App Mesh BYIEE KB

/A Important
KIFXIIEHA 2026 £9 A 30 B, AWS SHELEXNHZFEF. AWS App Mesh 2026 £ 9 A
30 B2 fE , BT EBHE AWS App Mesh # &1 A5, AWS App Mesh BiR. BXxEZ(E
B, BhEtEEXENTE AWS App Mesh B Amazon ECS Service Connect,

AWS HEERBEHLENEENILZ KK AWS, AWS RERBMEENTZENLABIRENR , UE
BRUFBAAF, ANBESERNR,

FicE , AWS RERB AT NENHEASRTFRENRNR , BACNTHRAE AWS FFE
M. BMNBZWBIEHETENEAZSNE S EEHRERE -SRI NR,
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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BT EEHR AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
I3 ZREATXBRNFTEZERASH (AP, ANAE ). AWS BREAREERIFHN API HERS A
LAER#T AWS BRSS BY API R 1ERT E 3 AWS EE R,

BREZER , F5H (AM FAFERE) Rl AWS £E R,

AWS IEEXKRE : AWSAppMeshServiceRolePolicy

A LA AWSAppMeshServiceRolePolicy MitNE IAM k&, AFHRIFEAREEN AWS RS
IR AWS App Mesh,

EEFHRENNR , B2 (AWS REXKKESZE) Y AWSAppMeshServiceRolePolicyo

B < AWSAppMeshServiceRolePolicy fXRFIEWER , BZH App Mesh B ARSHH < A EER.

AWS IEEXRIE : AWSAppMeshEnvoyAccess

&AL AWSAppMeshEnvoyAccess B NZE] IAM 354k, B F G E LT SEZER App Mesh Envoy
KR,

EEFUHRBEHUNR , 20 (AWS £REXKESZE) FH AWSAppMeshEnvoyAccess,

AWS ITEXRE : AWSAppMeshFullAccess

& AT LUF AWSAppMeshFullAccess MipnZEl IAM £k, 2EXS AWS App Mesh APIs F1# T2 iR X
PR AWS Management Console,

EEFHRBEHNR , 25 (AWS £REXKBKSZE) P AWSAppMeshFullAccesso

AWS FEEEXEE : AWSAppMeshPreviewEnvoyAccess

A LARF AWSAppMeshPreviewEnvoyAccess Kt inEl IAM 54k, AT IAREL T SEER App
Mesh Preview Envoy % #&,

EEFHREHNNR , B2 (AWS REXKESZE) B AWSAppMeshPreviewEnvoyAccess.

AWS IEE X : AWSAppMeshPreviewServiceRolePolicy

&AL AWSAppMeshPreviewServiceRolePolicy MinZEl IAM £k, RFHEERAREEN
AWS BRSs M 3R AWS App Mesh,

EERHRBHINR , H2H (AWS REXERKSE) 1
AWSAppMeshPreviewServiceRolePolicy,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshPreviewEnvoyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshPreviewServiceRolePolicy.html
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AWS ITEXRRE : AWSAppMeshReadOnly

] LA AWSAppMeshReadOnly FANEl IAM 324k, X AWS App Mesh APIs F1#Y R i 17 8] £ R

AWS Management Console,

EEFHEBHNR , H5H (AWS REXKKSE) PH AWSAppMeshReadOnly,

AWS App MeshAWS 1£ & SR BE #Y 3

&EE AWS App Mesh BIZIRFFRIBERXLEE LK AWS RERBEEHMNIFAFE. BXUENEE
WM BEFIRTR , BT AWS App Mesh XA idZ R E LA RSS Ko

B

AWSAppMeshFullAccess— &
7 BUR,

AWSAppMeshServiceR
olePolicy , AWSServic
eRoleForAppMesh— E#7 T X
Ko

iR H &7
EEFHAWSAppMes 2024 £ 4 A 24 H

hFullAccess R
ARFHRI TagResour
ce MuntagReso
urce APIs,

EEHAWSServic
eRoleForA

ppMesh AWSAppMes
hServiceRolePolicy

FH ¥R AWS Cloud Map
DiscoverInstancesR

202310 A 12 H

evision API,

ERHEBANR , EHENRAS, ARAEFMNNR

- A MEEA AWS IAM Identity Center :

BIENRES, KRB (AWS IAM Identity Center FIFF18Ra) = 62X BR 5 #9151 B 3t 1T IR 46,

- BEHMREEE IAM REENAF

HERERATEARESRIEINAR, BR (AM AFER) FHNE=F 50 RHBFUESE (KE

SHRIUE ) MR ITIRIE,
- IAM AP :
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- SIEENAFAUEENAE, BR (AM AFERE) 91 1AM A /2 A SRR TERE.

« (THEER ) BRBEZMNIAFSFRASRNEARE, &8 (AM BFER) PEAS
AIIRR (#EHE ) AR B TR,

FREHEXAEAT App Mesh

/A Important
KLIFZFFEA 0 2026 £9 A 30 H, AWS FELEXNHZHF. AWS App Mesh 2026 £ 9 A
30 Bz /G , B EBIHE AWS App Mesh 2 #A& 3 AWS App Mesh BiR., BXEZ(E
B, HFiFRtEEXEMNTE AWS App Mesh | Amazon ECS Service Connect.

AWS App Mesh £ AWS Identity and Access Management (IAM) [REHX AR, REHEXABE—
MIAFEEEN IAM B8 , ©5 App Mesh BE#EHX, IRFEXBEH App Mesh TlE XL , BIE RS
REBEFEHEM AWS RBFIENPTE R,

RSHERABALEERIRE App Mesh , RN BT B FRMBEMNRR. App Mesh ELHAR
SHXABHNR , RIESHENL , BNRE App Mesh AIMKAZAR, EXWNREBESERE
MNPRKEE , T ENPRRBE T REM MEEMET IAM K&,

RAEEEERREBESHEXAGNEXRERE TR ZAR®, XFRIPEN App Mesh HiR , BAX
BT B M BRI BRAY G F R,

BRXERSHEXAGHEMBSHNEES , BSRAEA IAM WAWS RS HERRSFEXBEIIHER
NRNERS. EERMEE  EFZRSHRSHEXB B,

App Mesh B ARSI AERR

App Mesh & R HI RS < A & AWSServiceRoleForAppMesh——iZ & & /i App Mesh X &R 4R
A AWS RS,

AWSServiceRoleForAppMesh fR$5EX A& ETappmesh.amazonaws. comfRFRRABFZHAE,
WERFMER

« servicediscovery:DiscoverInstances: 2 App Mesh ERXIFIE AWS &RIRHVIRIE,

« servicediscovery:DiscoverInstancesRevision-7tiF App Mesh T FFE AWS &FIRHY
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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AWSServiceRoleForAppMesh

SR EE TR :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CloudMapServiceDiscovery",
"Effect": "Allow",
"Action": [
"servicediscovery:DiscoverInstances",
"servicediscovery:DiscoverInstancesRevision"

iF

"Resource": "*"
I
{

"Sid": "ACMCertificateVerification",

"Effect": "Allow",
"Action": [
"acm:DescribeCertificate"

1,

"Resource": "*"
}
]
}

BYMEENR , £ IAM X (AR, ARAR ) 012, FEIMBRBRSHEXAG, BXESE
B, B2 (AM AFER) PRRSHEXA SRR,

A App Mesh BIZRFZHERAE

MEARIE 2010 £ 6 A 5 AZ/SHE. = AWS AP F10I2 T F#& AWS CLI , Il App Mesh
L2RNEBERSHERAE, AWS Management ConsoleERRBIBZRSHX<AE AT

BIEMAEH 1AM 0K~ AREM I T AWSAppMeshFullAccessIAM B | REMM T 2E
#Ziam:CreateServicelLinkedRolefX R KHE., MREMBRZBFZHEXAR K REFTEHRY
B, ZuUUEAMERREBEERKF,FPERVNELRAG, HENEMEE , App Mesh FER N EAIERS
HxAt, MRENKFNETE 2019 F6 A 5 HZHRIZHMNE , A BEEERZEXAGHTXE
P&, MATSAER IAM 25l At EA R,
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess%24jsonEditor
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A LA IAM 25| & A8 App Mesh ARG HEX AR, £ AWS CLI 5 AWS API # , AR
ZEMBIBIRSHR<AE®, appmesh.amazonaws.comBXEZEL | BHSH (IAM BFER) &
WEIZRFZHEXAE., WRERRTHERESHEXAR , AUFEARENEERRIEAR,

%48 App Mesh RS X AR

App Mesh T R 184 AWSServiceRoleForAppMesh RZ <A, SIRIRSHEXARE , BFEL
EEE&ﬁ@E’J%?‘\ RN AREE M| AiZAR, ERUNUER IAM REAGHEHR. EXESE
, B2 IAM AFERE) PREERSHEXAE,

Bk App Mesh IR HEX AR

NMRTBEECAENZTERSAXACHNIIEIRS , RNEBWERHBRZAC. XHEMKBRKED
BEERNEFHREASKME, B , #AEBRBSHAXAGHNER , REFTEFIMERE.

(® Note

MREEAEMBRFIRE , App Mesh [RFIEEERZAG , NRREETESAR, MRKR
EXTER  FEF/LOHRER,

il BR 6= FA#9 App Mesh &R AWSService RoleForAppMesh

1. BB AR T B I B B P BB B
0 B4R PR 45 7 B P 1 AR 2B

0 B4R PR 45 = B P 1 LB 25
M%M%¢%ﬁﬁ@yigo

MR 4% .

o & w0 DN

I 7 R B PR R4 52 AR BT ET Y 25 3R o
£/ IAM FahIBRERS X B E

5/ IAM #24|& AWS CLI, = AWS API Bk AWSServiceRoleForAppMesh RE <A, BXE
ZEER , BFZL (IAM AFiEmME) PHIBRIESHEAE,

FERESHEXAR 213
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App Mesh BRFHEX A BN Z XX

App Mesh XIFERSTANAEXEHRERRSHEXAR, BXESZFEE , HSH App Mesh i KAl
Eodl,

Envoy Proxy %X

/A Important
K THEE - 2026 £ 9 B 30 B, AWS fHELEXZE. AWS App Mesh 2026 & 9 B
30 Bz/a , BT EBIHE AWS App Mesh #&1 &5 AWS App Mesh BiR. BEXEZ(E
B, BRIt EEXZENTE AWS App Mesh E| Amazon ECS Service Connect.

RIBENIFNIE Amazon ECS 57, EIL T ¥ EKS LZEITH Kubernetes BEFHRE T Si# EC2

K £iZ1TH En v oy fKEM App Mesh Envoy BEERFHIRI — MRS NMMBLIRT RNEE. Xt

F1£ 2021 £ 4 A 26 B Z B E Envoy iE#E] App Mesh R EFIKF |, SEREHEZ S Y

(TLS) WM T S MEAMKX ( HHAH TLS ) FERERN. WFRERE 2021 £4 A 26 BzEH
Envoy ZE#EIH App Mesh is SR EFIKF |, P App Mesh IR EREREN. BWABEE,K
FAFMBEMTREARERN , BMEXLEK-AFER TLS , tEFA IAM IBFERBHITRN | 3K
BZe, B GEER, RERNERE IAM KEHIEE appmesh: StreamAggregatedResources
PR, ZREEATMME IAM A6 , HHiZ IAM A4 MEEREERENITERR L,

Bl IAM KR

MBEBFHLERSMIEFHTE SRS EERNMENERESNEE , BE GE AV A6, W
RERRBHENFNEBELTUNPEREENMERES , IEZME-—MH L IAM R, EiX

F A] LUK ER L B Y 4 s S PR B R (NS B TTE BIR LIZ1TH Envoy KB, 01 IAM KRS
appmesh:StreamAggregatedResources RPRRIMNEIKEEF . ST RAIKEE R FERS M IR
El# A serviceBvl M serviceBv2 WERIT SWEE, T EIREUARS MH& A E XAV E 1 H b 5E #l
TRNEE, AXx0EREE IAM XBNEZELR | BH3E (B2 IAM FE) M CRiE 1AM EB)

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
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"arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
serviceBvl",

"arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
serviceBv2"

}

AL BIR SRR, B RBEER R HIX T E M im KRR
B 1AM A&

MRIEF LIRS ME T AT A ME R QBRI EMERSHEE , WRIAFEE - IAM AEH
o MREREFENNBERSAUNPENEENMERE]L , WEBNEL-THEIBNFNREE
— NGB, TREITRENITERRABHE,

* Amazon EKS — IREBEAEN AR , NALEREREFHNRADES THETRNIA
Ae, EERAZI A  ENERMLIRREESRLIRSKSER IAM BEREXHNER, 6l
IAM B e FIXERABE Kubernetes FRFIKF KBk, BXREZER , BRI EHNRSIK, 6122
IAM B ERMERURNENRSK/EE IAM B,

* Amazon ECS — & AWS BRSs , FHMRRRS  REHELE IAM ArERBERRRSE
SR,

- Amazon EC2 — i&#FAWS RS EC2 , EF , ARIEFEAE IAM SEREC2AN, TeERERE
1£ Amazon EC2 =4l EEERE | iERESSH| Eiz21TH Kubernetes EIEERE |, XEEH,

BXuUAtE IAM AENESER , 2R N AWS RS EIEAE,

B A0 IAM KBS

MRERF LRSI P HTE NS BEOZEAEMRBERNEE | BT
AWSAppMeshEnvoyAccess FE& IAM KEEK B RE E—SHhaIEN IAM B L, MRERFEA
Migm S T UNPEREENMSRS , BNERURNEN KRB MEZENE/ NAG L, BXMA
IAM S &M NEEXLSHIEE IAM KBNESER , B2RFM IAM 5 G ER.

Bhn 1AM A

HEA IAM S B ENNITERRL
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https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
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« Amazon EKS — IR E R MBI TET RNAE , MU SR, MREAET LI A
& NEES/ NAEI A LA Kubernetes IREZIKF |, B MNRESKF 2EL 2 E Envoy RIEM
B Kubernetes B354 (pod) BBBHE. BEXEZEE , 51 (Amazon EKS AAF1E®M) W
BRSSP 1EE IAM A F Kubernetes XA HHY I A 254 (pod) BB RS IK o

« Amazon ECS — ¥ Amazon ECS & &AM INEEE Envoy RENESENL H, ZES LA
EC2 = Fargate B E R #THE, HRUMMAEIZE Amazon ECS FEAEFHFEHMMEESHNES
EE , BSRANESIEE IAM A,

- W53 EC2 — IAM B E&AFMINEEE Envoy REMNT S EC2 Kfl, B XA A B hnE
Amazon EC2 XHIMEZER , BERRCEHE— IAM A6 | EREFE S B L EC2 L4,

IR

EBREA—MTERS B, BIA appmesh:StreamAggregatedResources R E D EAIEENR
Bt E 7R

Amazon EKS

A AEN KRB D BELL D ELS Worker TRHNAE® , BT LD EAERNEREA (pod) , REFMEFR
MEZ. BR , BWEREENBHRE (pod) LOBERME , XHFER AT LUFEA pod BT RIFRFIS
BEAMKIRR. WREREHNFSBELETETRNAE |, HikHE Amazon EC2 BT+ , A%
BRERERBWER TEH THET IKFIM SR, BWERE Kubernetes B4 (pod) B 7 BA
IAM 8& , FEAUTER,

1. & Kubernetes BN IFMER , HPFSELERIAD T Kubernetes IRE K 2 BRI A5
A (pod)e AT T AEEFERNNWIBNFEME Emy-deployment.,

kubectl describe deployment my-deployment

EREWNEES |, i AL Service Account: BI{E. MR LL Service Account: FFki®
TAERE , NYGRANTESE BEN Kubernetes FREKF, IRREEDB—1. BXEZE
B, B2 [# Kubernetes XA R 71 BE54H (pod) Bl ERF K o

2. BEAEL—STHREMNBESKBENIEFAEE. UTHSTEERNNRSKSHIEMESmy -

service-account,

kubectl describe serviceaccount my-service-account
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https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html#create_task_iam_policy_and_role
https://aws.amazon.com/premiumsupport/knowledge-center/assign-iam-role-ec2-instance
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
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IR Kubernetes AR MK S 5 AWS Identity and Access Management A&k |, NiRE R H
R — TR 5T R"BIZEEL,

Annotations: eks.amazonaws.com/role-arn=arn:aws:iam: :123456789012:role/
my-deployment

FEREMN RGP , my-deployment RERFZKSXEKMN IAM BEHNEN. NRRSKSHE
TEE5 LERFIZEEIANIT , BRA Kubernetes RSk B RS KBk , BEENHE XKD —
A AWS Identity and Access Management i . BEXEZEE , BRI BRIZKFIEE IAM
Ak,

&% AWS Management Console F$TFF IAM #2%1& , Mt Hhttps:/
console.aws.amazon.com/iam/,

EEMSMERS , ERAG, RBEEEL—SFIETH IAM BEHNEFR.

BWIAE S HECa R0 B E KIS AWSAppMeshEnvoyAccess BRI, MRBHNEK
BEEBREE AN , B IAM REEHIINE] IAM B, MREBMMEEN IAM REBEEREE , NE
EQEZEEMENRNEEN IAM K, MRMMT BENL IAM K | FIEF 2R HFEIA
HAEE "Action": "appmesh:StreamAggregatedResources", MIRFE , NEEF
EZRRAINEEHN B EN IAM KRG, BETTUEIARE Y H 7 EMIKIKSH Amazon &
RETR (ARN), SRR ARNs 5l , AT SA4m B SR A& SUR DN, MHBRELEE ch Bl Hi 9 SR A& ARNSs,
BETREZEE , BSMARE IAM K FEIE IAM K,

FHEANEE Envoy REM Kubernetes B8548 (pod) , EE LR S K,

Amazon ECS

w0 DN

M Amazon ECS #£#l&H , EBEFE L.

EEIRE Amazon ECS F55,

EESENEHREL , ERESE L,

EESENTHL  $BESACENHN IAM SEE2 R, MRRHE IAM A6 | UE
EQE—NIAM SEABLENESECHEMMIENES L.
ERETHEHANNRE®RIF L, BIASHIHEZ 80120 B E R
AWSAppMeshEnvoyAccess FEBE K&, MRBNRIEEARM M , FF 1AM FBEH

IE IAM A, MREEEMMBEEN IAM RBREEEE , WEECEBEN IAM

K, WMRKMMT BEXL IAM Kl | FEFZREHABAELFEE "Action”:
"appmesh:StreamAggregatedResources"., MIRFRE , MEEFZNBREFMEZHEE

Envoy Proxy &% 217
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
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MIAM EKBEH . BIEATLBIAR B S TR EMER QRE S Amazon BIRE R (ARN), 40
AR ARNs B | WA AgmEE R EE LR, MIBRE R FIHAI KM ARNs, BTHRESFER
BESF%RE IAM KB M IAM KB,

6. XT8E Envoy RENSMEFZENL , EERTHNIT R,

Amazon EC2

1. 7£ Amazon EC2 £#l&H |, B EN St AYSEHl,
2. EE—IEE Envoy REMEH,

3. EHRETF , &F IAM AGENHN IAM B EHERE, WRRIE IAM AG , NIFEEQ
B—1NIAM A6,

4. ERENEHNRETFL , BIAEIHEZACIERN B E SRS
AWSAppMeshEnvoyAccess FEE KRB, MRMANREEERM M , BF IAM KK
MEIAM B, MREEHMEENL IAM RBEEEE , WEEAWEBREN IAM
. MRMMTBEEN IAM Kl |, BERZREHBIAEPEE "Action":
"appmesh:StreamAggregatedResources", MIRFTZE , NFEEFZRRFINE B ﬁi
X IAM KB, BETTUEIAREIIE THEMKIHKKEY Amazon BIRBAF (ARN),
SR ARNs FlH | MIATSA4REBSRBELURIN, MBR=k k5 i #Y 2E B& ARNs, ET%E%E
BESRARE IAM KK FoIZE IAM K,

5. X#EE Envoy RENENXHIEE LRSI,

X AWS App Mesh 5 3 17 (7] 3t 17 8 BE HERR

/A Important
KIFZIHIEA 0 2026 F£9 A 30 B , AWS FHELEXNMZFEF. AWS App Mesh 2026 F 9 A
30 Bz G , BT LB AR AWS App Mesh #2#| &5, AWS App Mesh BiR. BXEZE
B, HiFRtEEXEMNTE AWS App Mesh | Amazon ECS Service Connect.

FERAUTEETHBE LIS EREMER App Mesh 1 IAM B ATBEB 2K 32 WL 8] B,
EFB
« ERFELNIE App Mesh I ITIRIE

o BAEBAT AWS K LASNEY A P iA R BB App Mesh &R
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EFTNIE App Mesh Fn1TiRE

R AWS Management Console FiFERETNMITREIURIE , M XK REE AT KRB, EEAR
AR EEREIEN A

= mateojackson IAM AP ZRAFEAEE S EMEny-virtual -nodeF IR Amy-mesh{Bi%
Happmesh:CreateVirtualNodefX[REVE LT St , @R EU TR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: appmesh:CreateVirtualNode on resource: arn:aws:appmesh:us-
east-1:123456789012 :mesh/my-mesh/virtualNode/my-virtual-node

EXAERT , Mateo B REE R EHHKE , LA FMEER appmesh:CreateVirtualNode #4E
BIBELT R .

(@ Note

HTELATIREEMEHEIEN , FHit Mateo Ik FEFEE appmesh:DescribeMesh #
appmesh:ListMeshes BREFREERFI AP RIRELT Ko

FRE AT AWS kP A AP F R KB App Mesh &R

ZaR—1MAe , UEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BUEEEESEY , AURAAG, X TXHETRIFA R RZHE SR (ACLs) WARSS , BT
158 P IX L5 SR BE (0] ATV R T 173 (R 8B BR A A PR

ETREZEERE , BBANUTRE

- ETH App Mesh REXFFIXLINEE , S W10 AWS App Mesh 5 IAM BL &,

- ETHEIMAREXEHEN TR GRNERE AWS IKF | FSE 1AM AP EETRHEERE AWS
K S = IAM B PR AT R AR

- ETHRNAEE=FREXNEHERAOGRNE AWS KF , ESH IAM AR EETHREE=4E
HiFER. AWS Ik

- ETHIMMES S HRERIERMFRNR , H2H (AM AFER) PHAILINTSHEIEN
B ( BRBERIE ) BETHRRER,

- ETHEAACNETERNRBEHITERK,FEZBEANES , E5H (AM AFER) 978 1AM
Y B K P R R o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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FE 123 AWS App Mesh API i8H AWS CloudTrail

/A Important
KRIFTHREH 2026 £ 9 B 30 B, AWS ELERIZHR, AWS App Mesh 2026 £ 9 A
30 Bz/a , BT EBIHE AWS App Mesh #&lA 5 AWS App Mesh BiR. BEXEZ(E
B, BRIt EEXZENTE AWS App Mesh | Amazon ECS Service Connect.

AWS App Mesh 5AWS CloudTrail—IRFERK , ZRFREAF. AEHACAHRITRENIZR
AWS BB, CloudTrail ¥ App Mesh HIFTE APl AR IEH., HRWAAIZEXRE App Mesh
ZHENIEARFABEX App Mesh API REWTEA. FEAWKENEER CloudTrail , A LAFEE @ App
Mesh & HEVER, & HBERN IP thut, ZHERONBEUREMIEAESS,

BNEHFIAEREBBEEEXRERBERVAREGE. BNEEEMTEBEUATAR -
- BEREFEHABAFPEIITREAFPETIREMN,

« IERRENREK IAM Identity Center A % Ho

- BREFEAACGKRREAFNIENZEEELEN,

- ERESHEM AWS RF K.

CloudTrail FEZ&RIZMKF AWS K BEERIK S P4 TENRES |, HEEB3 A LLER CloudTrail
SEDIEIEFK. CloudTrail E4AFIEREMRTHE 0 XA RN EBEHNITES, TER, T
THEFTEMIDR. AWS KEEXESEL , 5 (AWS CloudTrail AFISRT) H9 “ER
CloudTrail EHAELIEFRK", BEEFEHHELIEFT CloudTrail iEEAT 2 A,

ERFZICR AWS K/ 3£ 90 KM EH |, HIEBREES CloudTrailLake EHBIEEM® .

CloudTrail &

IRER A2 CloudTrail 3 B &304 & #E) Amazon S3 F#. FEASIEMNFTERE AWS
Management Console #2 % XEH, S LUBEEA AWS CLISIE 8 Xigs % X RER, EiE
BSXERER , RASATUHREKS AWS XiE AHNAEES . RECIELXIFRER , W REEE
BERFEN AWS XKigHIERNEH, BEXBENESER , 52/ (AWS CloudTrall BFERE) #
B9 J9 S8R9 AWS Tk P B 22 3R BR A 9 4H 40 B 2 BR R
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
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BYGIRRE , SRR S EERTHNEERSHMN — N EISMEIEREM Amazon S3 1F4E |
B & UKHY Amazon S3 Zf# %t . CloudTrail 3 CloudTrail EMHEZELE , HSHEAWS
CloudTrail Eft. B3 Amazon S3 EMWEER , 55 Amazon S3 EM,

CloudTrail i#’R S i= 7

CloudTrail LQ@ ak e AFRXI BEWEHZTET SQL WL, CloudTrail Lake FFETFITHY
JSON #RMWIMBEEHEIERRN Apache ORC ¥, ORC 2 —Fh4 3t iR REIEH TR TR
EEER. SHEERSIE4BETFHY , CRETEABINASSAESHEEFERNFZENT
ATENEHEES. NATSHBEERNERSATESNES4FEEEEX THEER, BxX
CloudTrail Lake WEZEE , i5SRAWS CloudTrail AP i8EF R EHA AWS CloudTrail Lakes

CloudTrail #’REHHFEE#HNEANSTERA, CBREHBEEMN , EULERERATEHH
BEEOENIET, EMETURE T BIFAIEHESHNERE , URE4BEFHENRIANSZEKRS
#l, B> CloudTrail EMMWEZEER , iHSHEAWS CloudTrail X'

Y App Mesh BEEZE 4 CloudTrail

EEEHREERNTHNERNITHEERRIENEE AWS K/, XEHFHNEFERIEE. BRIAER
T, CloudTrail iIcZEEEH,

AWS App Mesh 57 E App Mesh &I FEBEIZRNEEEM, BX App Mesh i2F T AWS
App Mesh 24| ZEEERFIR CloudTrail , 520 AWS App Mesh APl 3,

App Mesh E# R4l

EHRRKRBEMRENEMNER , SEBRAFERD AP EE, RENBHNEE, ERSHUEFDH
{55, CloudTraill BEXHARAH AP HRANEFHERRE , ALEHT2REMBERT LI,

AR RBIERT B RiZStreamAggregatedResourcesi®{ER CloudTrail B &% B,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:d060be4ac3244e@5acakte@67bfe2418",
"arn": "arn:aws:sts::123456789012:assumed-role/Application-TaskIamRole-
C20GBLBRLBXE/d060be4ac3244e@5acate@67bfe241f8",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"invokedBy": "appmesh.amazonaws.com"
1,
"eventTime": "2021-06-09T23:09:467",
"eventSource": "appmesh.amazonaws.com",
"eventName": "StreamAggregatedResources",
"awsRegion": "us-west-2",
"sourceIPAddress": "appmesh.amazonaws.com",
"userAgent": "appmesh.amazonaws.com",

"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"serviceEventDetails": {
"connectionId": "e3c6f4ce-EXAMPLE",
"nodeArn": "arn:aws:appmesh:us-west-2:123456789012:mesh/CloudTrail-Test/
virtualNode/cloudtrail-test-vn",

"eventStatus": "ConnectionEstablished",
"failureReason": ""

iy

"eventCategory": "Management"

B CloudTrail FZEHNAMNEE |, 1555 (AWS CloudTrail BF )Y T/ CloudTrail & & A&,

Y BRI R AWS App Mesh

/A Important

LIETHEFEA - 2026 £9 A 30 H , AWS [EIEXIZEF, AWS App Mesh 2026 & 9 A
30 Bz/E , BT EBIAE AWS App Mesh #&1 &5 AWS App Mesh BiR. BXEZ(E
B, BRIt EESZENTE AWS App Mesh E| Amazon ECS Service Connect.

2 AWS B FEEER T HHNBIERT AWS App Mesh, MAERFTIR AWS |, ARRIPFETHER
BHLREMZEH AWS Cloud, BAREPFNIEEELEMEH LN W%‘E’H’“%ﬂo 18& A = IEFRE F
B AWS RS L2 MBENEETS. EXREERMNEZER , FSRABERALAENLRE, BXK
NBBRIFWER , HSH AWS Security Blog E# AWS Shared Responsibility Model and GDPR 15
BENE,
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https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« M SSL/TLS BE®RFRBEES., AWS EMERMEH TLS 1.2, BWFEA TLS 1.3,

- FAHRE API AP EZI BE AWS CloudTrail, Bx{# A CloudTrail BRERIEHIR AWS JEFIHNEER
BHZ R (AWS CloudTrail BF#ER) REFEAR CloudTrail &,

- FH AWS MZERAFRUREFNFFIERIANZSEH AWS RS,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
R

- MREE AWS BEGSTRES APl ##HTH R EELZT FIPS 140-3 RIFMINZER | E6EH

FIPS i 5. BXA AN FIPS HRMNESZEE , TSR (ZEKIPEELAERE (FIPS ) 5 140-3
) o

BABWETNNENRESIBBER (WEEFWE FIA ) RANRZHEHBERAXETE
(WMEBHRFER) . XTEEHEREFE. APl 5 AWS RS £/ App Mesh s E i AWS CLIRE % &
AWS SDKs, ZFATEMHNFEHEEHABRANAFZEFRANTAREHTEXATITRIKOMA
FHo MREBEMABRFF[RMAMU |, BB WETEEMU P ITEEUE B RBIEN ZRS BN ER,

AR &

£/ App Mesh At , BHEIE LB MR,

BAIER

RINBERT , BEIEM App Mesh BELE REBASINZEW

1% % N 2R

App Mesh RS i% SR HTTPS % Envoy {XEH App Mesh Envoy BB RS 2 BIWFIEBEHZ
S, WREEEX Envoy RIEF App Mesh Envoy EIERSE 2 B EE#HTHS FIPS WNE |
M A LAGEA Envoy RERB[HBM FIPS TR, BEXEZER , 52K Envoy Hfk.

ELTRANBRZANEETNE , EXEREFTSBETMEREZHE,

Lz = 223


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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EMHERIE AWS App Mesh

/A Important
RIEXRIEA - 2026 £ 9 A 30 B, AWS EELEF X, AWS App Mesh 2026 & 9 A
30 B2 /G , BN FEBIHE AWS App Mesh #2# A3 AWS App Mesh BiR. BXEZ(E
B, BRIt EEXEMNTHE AWS App Mesh E] Amazon ECS Service Connect.

ETHREBTRESAIUTRAEE , FSHAWS RS “REAIT XK DHEE"" , RFEFEHERN
BHEMITR. AWS RS AXx—KREE , BSHAWS &M HAWS,

BAUEATRE=LFITRE AWS Artifacte. BXEZERE , BEHTH "THRS" FH " AWS
Artifact,

BEM-ER AWS RS R EAREBR T ENBENERBME, RATNEN B R URERERENE
Mo AWS R T U T RIRKAEBRIAEMLE

« Security Compliance & Governance : X&R S REEIEREITIC T RWERRER , HEHTHEL
£HMEINMIEN SR,

« A HIPAA ERHRFZSZE : FIHKFE HIPAA ERHRS . HIEFTE AWS RS AZEFE HIPAA
A

- AWS &M FEIRAWS — L TEENEMmE R ER TEMENTLMAERX,

- AWS EFEHERE —NENAETHREEHREEN, XEEBLE TRIPPWRESE , AWS RS
HHEmRHIBESMER (S REEERVESEARMER (NIST), XFFTLERLFEEZERS
(PCI) FEFRFOEALALR (1SO) ) R4,

- EFAWS Config 7F & A R 1§ F R BV AL {4 R — % AWS Config RS T ZNRREEBEEZ K
EELFERIRE, TLESHHAZEN,

« AWS Security Hub— X AWS RS iRt T AL LRSNLEUE AWS, Security Hub Bid &
2IRHERITEEN AWS RRAREERREFSRETUFENRESR. BXZTIHFRZREZEH
ERINFIR  BSHE Security Hub 2 #IE S Z,

« Amazon GuardDuty — BB MIEEN AWS IKFIMER R EFEASRMBEED , K AWS IRF
BNEN ITEAR., RENHRERRNEERM. GuardDuty BIHERESHAMERAENAER
BRUWER  JUEBEHEEHEMMEER , Hlan PCI DSS.

« AWS Audit Manager— X AWS BRSS AT AR B IEIF 4T it AWS FABR , NTTE{ERRERUR
FHERFT AR EN SR,
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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YRR ERZ 2 AWS App Mesh

/A Important
K HBA 0 2026 £ 9 B 30 B, AWS SE LXK, AWS App Mesh 2026 & 9 A
30 B2fE , B/FTEBIHE AWS App Mesh #HI A5 AWS App Mesh iR, BXEZE
, R EEXEMNTE AWS App Mesh 2| Amazon ECS Service Connect,

ER - ERS AWS App Mesh , % AWS 2K EZL2HHRY . BX AWS T2 RS LA R 4T
AWS RF EMBRRAEE , BZHAWS =42, EFAEMRELSNRESERIZITEN AWS IR
¥ , 209 S AWS ecurity Pillar Well-Architected Fram ework #1189 &A% R,

WA LAER AWS 2 X H AP ARABER MR E App Mesh, BFHMMZIHUTHE ¢

- RBERREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

. BEEE2MAMEE (PFS ) WZEBEH , HI10 DHE ( 158t Diffie-Hellman ) 3 ECDHE ( I & 4% B g
% Diffie-Hellman ) « KZEHIMKRRE (WM Java7 RESRAE ) BIFXLEEN,

WA, BAERBRIZL ID M5 1AM EAEXBROBBIHEBARNBERJITIE, RNE , BAUEH
AWS Security Token Service ( AWS STS ) £ K IRt Z 2 F RN BERFITER,

SR LA App Mesh BCE R A O VPC is RUEE VPC RSV, BXEZEE , 5K App
Mesh 0 VPC i & (AWS PrivateLink).

App Mesh #0 VPC #m s (AWS PrivateLink)

/A Important
KLIFZFFEA 0 2026 £9 A 30 H, AWS FELEXNHZHF. AWS App Mesh 2026 £ 9 A
30 B2E , BFEEBHE AWS App Mesh ##H| A5 AWS App Mesh BiR, BXEZE
, BiF R EE X EMNTERE AWS App Mesh E| Amazon ECS Service Connect.

BAILUF App Mesh BRE R A0 VPC i RUAE Amazon VPC R ERR., EARSH—
T ARREZIF AWS PrivateLink , ZFEREEREEBFEARE IP it #2175 E App Mesh APIs .
PrivateLink &8I S VPC 1 App Mesh 2 [B1 89 Ff 8 I 4% 37 2 BR 1 21 F I 2h P 4%
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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BT EHITEE PrivateLink , BEEAB IR XH, B< PrivateLink #M#E QO VPC KixT RN EZE
B, B HESHR RS AWS PrivateLinks

App Mesh #0 VPC i S HEEEM
£7 App Mesh IR E# 0 VPC w228l , HEEUTEM :

o MREH Amazon VPC & EBBEMMx , HBAEZNESFER awslogs HEESEFOBEEREH
BEE , MR CloudWatch CloudWatch BEAIZEEND VPC KT Ha, BXxEZER |, H5H
Amazon CloudWatch CloudWatch BER BTN AE EED VPC KinT 2B A A,

. VPC LIRT AR AWS BXEHFER, BAREITRIE App Mesh & APl EARE —XEH 12
I =

I\O

« VPC i 2{U&iE Amazon Route 53 X1 Amazon £t DNS, MIREFEFHABESH DNS |, 7L
% DNS ¥k, BXEZEER , i55H (Amazon VPC AF#ERE) F A DHCP iETIE,

« KtinZE| Amazon VPC i RV L £ A MM AR O 443 ERB VPC FAE FMRIE NERE,

(® Note

Envoy E#ZEAXZFEI [ VPC in M ks LUK (fl , EAKRSER
com.amazonaws.Region.appmesh-envoy-management ) X2 #I34 App Mesh 8915
],

BAREMIEZZTMERS , FSRAEQ RS AXEFESETMED KU EFN RS,

7 App Mesh tl2# 0O VPC im R
EH App Mesh BRF8I2 VPC w2 , A <Amazon VPC AF1ER) HMVEIEE Dimmd

2. com.amazonaws.Region.appmesh-envoy-management JiEZZ| App Mesh #22  Envoy
EERRSH Envoy REELK com.amazonaws.Region.appmesh MIERIEIEE RSB Mo

(® Note

Regionik~ App Mesh X#H AWS XiF ( #Hlflus-east-2EEREP ( BzEBMN ) KEHWEX
AR,

REEULIEEMX3F App Mesh B X1ZiH A App Mesh EX$E0O VPC xR , BIETRETENEN
XFHPHWMEATAKEE — MR, ETHENXFH#ED VPC £ *”‘*,\“S'Z%@B‘E—IFHIX , B

O VPC LT R (AWS PrivateLink) 226


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html#what-is-privatelink
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-availability-zones
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
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Fdescribe-vpc-endpoint-services @R B A AWS Management Console, filfl , L R e &R E A 7E
XEFRI (BXHEM ) XiFAERE App Mesh 0 VPC i 2 B9 7] A X1

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.appmesh-envoy-management ] .AvailabilityZones[]'

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.appmesh’].AvailabilityZones[]'

FMETE AWS App Mesh

/A Important
LIEXFFBA 0 2026 £9 A 30 H , AWS FFIEXIHIX#. AWS App Mesh 2026 ¥ 9 A

30 B/E , BT EBIHE AWS App Mesh # &l A5 AWS App Mesh BiR. BEXEZ(E
B, BRIt EEXZENTE AWS App Mesh | Amazon ECS Service Connect,

AWS £IREm R 2R S5 AWS XIEMATAXMEN, AWS XFRHEZS/NMERENREEN A
X, XETAXBIRERE, SRHENSENRNMENRE, MATAX , BULUEITRREETH
Xz ELHhiit B RO MEEBNNARFNREE, SEENENRSMNREFOLEMERMEL
AAXEEESHTAYE. FEENATYT B4,

App Mesh BZ A A Xz T G EARSEHI AR S T A, App Mesh AT EL B 3148 M M E I 1TIRR
TENZEHIERES , FREeNREBIMEFARIER,

B R MENRE AWS App Mesh

App Mesh RS EEEFRERD . TERTEMRENITEERZ G, FOHREENE,

H BV B & A RO 29 4 AWS App Mesh

/A Important
LIEXFFBA 0 2026 £9 A 30 H , AWS FFIEXIHIZH. AWS App Mesh 2026 ¥ 9 A

30 Bz/a , B EBIHE AWS App Mesh #&] A5 AWS App Mesh BiR. BXEZ(E
B, BRIt EEXZENTE AWS App Mesh | Amazon ECS Service Connect.
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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App Mesh HEFEER Envoy X3 Docker A5 , ZEGEMRS —EIBE. App Mesh BRER
SRR A T X BB RGH T8, EMEIRMEEG 28T , App Mesh 2483 App Mesh T8
EMEFHH Envoy KIEBIRA,

IELINEHICWPIRSS F e L B B BRRBIRA, LT R IZEREI R RA

840364872350 .dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

i & MR 24 228
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App Mesh #BEHEBR

/A Important
RIEFEES 0 2026 £ 9 A 30 B, AWS fHELENREIZHE. AWS App Mesh 2026 & 9 A
30 Bz G , BT LB R AWS App Mesh $#2#| &5, AWS App Mesh BiR. BXEZE
B, HiFRtEEXEMNTE AWS App Mesh | Amazon ECS Service Connect.

AREFCHEHRBRESBRUREA App Mesh AL BRI ENL BB, ERBUTHFEZ— , EFZ
B E N RAESSEANE L EE,

£

» App Mesh tFEHERRER1E SRR

+ App Mesh & & #HEHEBR

+ App Mesh FEEHFEHERR

+ App Mesh 48 ik 5 M fR 25

+ App Mesh B MLl 14 4 FE HF B

+ App Mesh &£ HEHERR

« App Mesh Kubernetes #EHERR

App Mesh S FEHEBR B SLB%

/A Important
KIFTHREH 2026 £ 9 B 30 B, AWS SELERIZHRE, AWS App Mesh 2026 & 9 A
30 Bz/a , BT EBIHE AWS App Mesh #&] A5 AWS App Mesh BiR. BEXEZ(E
B, BRIt EEXZENTE AWS App Mesh | Amazon ECS Service Connect.

BANBWEBEAETT TWRIESE |, BEBREA App Mesh BB ZEI#Y B &,
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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B Envoy REBEERME

Envoy RIEMH —MNERRAE , B AEAZAERRXANBEENSITHRE , URRNITHAEEIGE ,
BlnEEER, BREZER , 55K Envoy XHEFNEE R H,

WMREFERIEE Envoy Hff , MERIMERT , EBIRK/ERD 9901 E&TFEARS
£ App Mesh & EEHERR FRUMNROIG , ROIEEERK URL 7R http://my-
app.default.svc.cluster.local:9901/,

® Note
EHIRmR[AKEFNRBELAHERM E, I, RIMNBWEEREBRRKBE ,
XL HEH ENVOY_ADMIN_ACCESS_LOG_FILE BREFEERINIRE N /tmp/
envoy_admin_access.log.

& Envoy DogStats D S5 LA 1TiEPR E &

AL Envoy REBELE N EHE OSI 5 4 EME 7 EREURANFBHEBZTRAHWEITEE. BREKE
BRR T WAERFIEREZE CloudWatch 388551 Prometheus. Z KMVIZWREIME IR T EAX LS
IHEE , BEMENARFNXERITHIERE —NEFHNALE ] LAAS BY & F R #th 12 i (8] B H B51A1T
N, BXREZEER , BSRFEHIL S # CloudWatchig#s# Prometheus X4,

B ABRIEERE XS HRELE DogStats D $E¥rDogStatsD £, HX DogStats D WE Z1{E
B , 52 # DogStatsD X1, &RAILATE A pp Mesh F R EFIE/REI 2 E] AWS CloudWatch 1EFREYE
7~ , HPEE 7T Amazon ECS Efi AR ESR, GitHub

BAGR BE

BNEWZERABE BT M EUNX EWAER , RUEXNARFZEAERNRENEHAE
B, BXEZER , 551 Envoy XHEFM IR HEICRE, XEAXRRMBEXOSIF4ENET7ER
ETHANFEAEFEE. HREM Envoy WERIAMEIAE , IRRATEA T HEATIE QBN Logs Ins ights 2
#rif1A CloudWatch H &

parse @message "[*] \"* * *\" * * % % % % % % % % %' 35 StartTime, Method, Path,
Protocol, ResponseCode, ResponseFlags, BytesReceived, BytesSent, DurationMillis,
UpstreamServiceTimeMillis, ForwardedFor, UserAgent, RequestId, Authority, UpstreamHost

BA Envoy REEERM 230


https://www.envoyproxy.io/docs/envoy/latest/operations/admin
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://prometheus.io/docs/introduction/overview/
https://docs.datadoghq.com/developers/dogstatsd/?tab=hostagent
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ecs-basics
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ecs-basics
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/access_logging
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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EMEFREFRF A Envoy i BEIER

BANBWEMESHRESR N Envoy REHN BERFIZE RN debug, @ik B &7 LUK BHIRTE R < By
App Mesh B & A4 B 4 7= 305 2 BIiR Bl B &,

MREFERNRZ Envoy 55 , MATLUEE ENVOY_LOG_LEVEL SRMEZEF AERFRE N debug.

(® Note

BMNBUFEESHEFER debug KA. HEFRENdebugLIEINAFIEFK , H A ATEE
20 RE R # 2 3 B B % CloudWatch f# R 77 =1 B &K BA R4S,

LREEA Envoy BWEBRIARR AT |, (RATLAME AL T AT B TEX Logs Ins ights 2 #7572 CloudWatch H

oA L

parse @message "[*]J[*1[*1[*] [*] *" as Time, Thread, Level, Name, Source, Message

£ App Mesh #Z IR % Envoy XIBER

BATE A% Envoy 3845 control_plane. connected state , #fR Envoy XE 5 App Mesh
EHERBEURNISEERR. EXEZER , BZHEERSSE.

App Mesh 1% & FEHEBR

/A Important

KRIETHEIEH 0 2026 £ 9 A 30 B, AWS SELEXRIZHE., AWS App Mesh 2026 £ 9 A
30 HzfE , BN EBIAE AWS App Mesh #2#A 3 AWS App Mesh BiR. BXEZ(E
, BiF R EE X EMNTERE AWS App Mesh E| Amazon ECS Service Connect.

REBEMNEBT EIEIRE App Mesh B aJREIBEIMY & I @) &,
Fo3E1RE Envoy BRE3ER %

AEIR

EFEFHREF B A Envoy i BRIER 231


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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f£ Amazon ECS &7 , B2 WZILLTHiIREE. Amazon ECR account ID MEATEERegionH
WHRAREXBEMTRE , E4ABURTEME Amazon ECR FiEEHIRINASFMRE,

CannotPullContainerError: Error response from daemon: pull access denied
for 840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy, repository does
not exist or may require 'docker login'

R B

WEERRREEFEANISRHITABTLTNG Amazon ECR BfE , hEEMNTEMEHIRE Envoy BERE
%, DELHEMN Amazon ECS FESHWESHITAREESTESLUTFHEN IAM KEE -

{

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage"

1)

"Resource": "arn:aws:ecr:us-west-2:111122223333:repository/aws-appmesh-envoy",

"Effect": "Allow"

.
{

"Action": "ecr:GetAuthorizationToken",

"Resource": "*",

"Effect": "Allow"

}

MBEHEBARR | FEEGitHub 2 H B HEXR Su AWS pport,

Fo3EE$E 2] App Mesh Envoy BIERS
fER
&K Envoy REBTEEREE| App Mesh Envoy BEERS ., EBNHED -

o EEBIHELHER

« EEGERY

« f&#7 App Mesh Envoy & iR % i = A H 45
- gRPC £i%

ToiEE#EE] App Mesh Envoy BERSE 232


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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BRIRTT B

BRIEH Envoy KRBT EEBRMNRHFAE VPC ik a , HELENLZ LA RFIKA 443 M HMEHR
£, App Mesh B§A%F Enoy EERFIm LEETLREEE (FQDN ) R,

# App Mesh Production Endpoint
appmesh-envoy-management.Region-code.amazonaws.com

# App Mesh Preview Endpoint
appmesh-preview-envoy-management.Region-code.amazonaws.com

FBAIERUL T HIEEE EMS f9iE#, X2M Envoy EERS KX —NMEREZH gRPC iEXK,

curl -v -k -H 'Content-Type: application/grpc' -X POST https://
appmesh-envoy-management.Region-code.amazonaws.com: 443/
envoy.service.discovery.v3.AggregatedDiscoveryService/StreamAggregatedResources

MRLBRFXLEEE , MRRES Envoy EERFHIEZERE. ERiH gRPC HXHEiR , 55
Envoy 5 App Mesh Envoy B IR B EZ R £ iR A BB IR AR,

grpc-status: 16
grpc-message: Missing Authentication Token

MRS RIBARER | HEREGiItHub 12 H A BB R Su AWS pport,

Envoy 5 App Mesh Envoy BB RF I ER , E REIRAK
FEIR

&8 Envoy REBTEERE| App Mesh Envoy EE RS HBRHEEE. £H Envoy REBEZEZEUT
IR BESKE,

gRPC config stream closed: gRPC status code, message

fRRTT R

ERZBERT , BERNEERD NiEHEEMRE. TRIETEAEEINRERLL gRPC RSN
B, HRRMERTE,

Envoy 5 App Mesh Envoy BIERE I FFiERE , EREIRA 233


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS App Mesh

RAriEmE

gRPC R

0

16

R &

R HEHRTFF 5 Envoy BB RS
HEE,

RABIMEIwmR (BT R
MR ) REXBRARZ

o

Envoy REBLRINITIERE |, 6l
WMiEEE Envoy EB RS K
RHEXER.

447 App Mesh &JREY Envoy
REHEBY 7 KR A R
SR,

Envoy RIS BB R AWS S
B EIE,

FRIRTT R

SREHEE. App Mesh 1B/R&
W FF A LIRS TE A Envoy
RERIER, Envoy FEIE
EARSERER.

PR EERR Envoy BLE ,
BREEBHEMRRDN App
Mesh BIREVAERIE 7o TR
&8 App Mesh BRIRSHA
AWS &R ( 5lz AWS Cloud
Map & Z2 [R5 ACM iE$ )
85, BRRXLERRFE.

BSXAETEERT App
Mesh FH 2 R 55 #Y AH B 3R &
R IAM KR |, HF KR
Bt BN E B9 Envoy R IE T iE
 Envoy BEERFH IAM AF
A,

B < BRIANK P B 8 SA K a0l
REMETNESZEE , S
i App Mesh BRZFRET.

H1R Envoy A EHMEIE |
ALERE IAM AFRSiAGE
3 AWS BRF. IR Envoy
HREM 1024 XHHERE
MIRRAS v .24 K2 BiRRAS

# Envoy RFE—NEH[H]
B #24136 ToEREUEIE, =
Envoy RItERERS AT ,
BEREXMER. EAILIE
HEAREBIEE Envoy H
EPRREBEEXAA libcurl

Envoy 5 App Mesh Envoy BIERE I FFiERE , EREIRA

234


https://github.com/envoyproxy/envoy/issues/24136
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gRPC IRZHE R & BRIRT &

function was given a
bad argument”3R¥giALL (]
B, ERFBIEE , BAHR
F| Envoy XA v1.25.1.0-
prod HE SR,

B LAE AL T EiES Amazon CloudWatch Insigh ts & X B Envoy REBHPRASRBAHE

filter @message like /gRPC config stream closed/
| parse @message "gRPC config stream closed: *, *" as StatusCode, Message

MBEENEREETFTE , RECHRNBEDRAR , HERIZHGitHub [,
Envoy e 1T E, B HRS0ERE RN KK
R

219 Envoy X2 7E Amazon ECS £%5. Amazon EC2 3=l Kubernetes BEFFMETIRRKRE KX
M, Bl , BEAUTHRER Envoy BEBERE , BEREIWRASTRE LIVE,

curl -s http://my-app.default.svc.cluster.local:9901/server_info | jq '.state'
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
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AWS App Mesh AriEE
MO B EEREI Mg m /R TIRARE XK
FER

BRB|ETRAREHHMERN RN N M BIE[LUSITRLRE |, BRMAEIGE R DMNK R LRVIEIT
RREERM,

fRRTT B
ERRILFA | BTERATES

- BRESHRRBEAXBENZSEAESERZTRRARERBENIKD LHALRE.
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gRPC config for type.googleapis.com/envoy.api.v2.Listener rejected: Error adding/
updating listener(s) lds_ingress_0.0.0.0_port_<port num>: cannot bind '0.0.0.0:<port
num>': Permission denied
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https://aws.amazon.com/elasticloadbalancing/features/#compare
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
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https://www.man7.org/linux/man-pages/man7/capabilities.7.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_linuxparameters
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-capabilities-for-a-container
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-capabilities-for-a-container
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-roadmap/issues/65

AWS App Mesh AriEE

WREREERMR | EEEBGitHub 12 HHERBER Su AWS pport
ToRE R B AR S5 JR i

AEAR

BHNARFLTEEEMT R EENAERNELRS BN ERE, 2B IEEN , EETRTEX
W, REMNNARFNAEEXRE , BRUELSXKHAE R HTTP 503 MR,

PSS

MR ARFRATTEER (KIRE HTTP 503 IR{REE ) |, BHITUUTIRME :

HRENITERECREN TS App Mesh BL&E M.

« XF Amazon ECS , FHREEAHENNKERE, HXE end-to-end%s , i App Mesh F
Amazon ECS A7,

« XF Kubernetes , @IFENL G EKS , FHEMFRBET Helm & T &HFHE App Mesh #1288, BXE
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/appmesh-getting-started.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/appmesh-getting-started.html
https://hub.helm.sh/charts/aws/appmesh-controller
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/appmesh-getting-started.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-best-practices.html#ts-bp-enable-envoy-control-plane-connected-state
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes

AWS App Mesh AriEE

B
- KBE

XEZER , BSRAELRS.
& Envoy REHEFREHIUATEHAERER

« No healthy upstream: Envoyﬁﬁ%ﬁt%ﬁﬁﬂﬂﬁlﬁ?&*ﬁ5&’5&1—!5%1‘%@ mR, WE TR
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BRERIAZEI DNS RFEEIMENE N example. com HWERT Ko

R RIBAIARBER |, HERGitHub 12 H EBHKELR Su AWS pport,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_services.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_EgressFilter.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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ERROR 2013 (HYQ00): Lost connection to MySQL server at 'reading initial communication
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https://github.com/aws/aws-app-mesh-roadmap/issues/62
https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/listener_filters/tls_inspector#config-listener-filters-tls-inspector
https://dev.mysql.com/doc/internals/en/initial-handshake.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-kubernetes.html#create-update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ecs.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html#update-services
https://github.com/aws/aws-app-mesh-roadmap/issues/62
https://aws.amazon.com/premiumsupport/
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PERHSRRD  MEFTEXERAINELAT R LENRED. X NARFAIEELRARKO LT
Fri&E#E , M Envoy RERATAREMEAEMT SPEXNIRD,

- MREBEHN TCP HWEFRE MySQL fREEF , REEMEMET TCP MY , RS [EEEBEERZ
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9 BLFATE P RERS S 13T RO R BBV MR N5 R L RIEE N R IUFRSS /S 550 B #93¢.
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@ Note

% B M U5 R B E A F I M F Y PR B R T R
FliEegress_filter ADROP_ALLHE A TLS FEA FIE AWS B H R E,
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https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_PortMapping.html
https://github.com/aws/aws-app-mesh-roadmap/issues/195
https://github.com/aws/aws-app-mesh-roadmap/issues/195
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_EgressFilter.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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stderr: mount.nfs4: Connection refused : unsuccessful EFS utils command execution;
code: 32
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https://github.com/aws/aws-app-mesh-roadmap/issues/194
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#proxyConfiguration
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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https://github.com/aws/aws-app-mesh-roadmap/issues/166
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https://aws.amazon.com/premiumsupport/
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https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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WMRER RIBIARBER , EERGitHub 1= H FAHELR Su AWS pport,

App Mesh 48 ik 5% X fF &

/A Important
K HISEA - 2026 £ 9 A 30 B, AWS SELEXHXE. AWS App Mesh 2026 & 9 A
30 Bz/a , BT EBIHE AWS App Mesh # 4l A 5 AWS App Mesh BiR. BEXEZ(E
B, BRIt EEXZENTE AWS App Mesh | Amazon ECS Service Connect,

Foik EWE BT, 245


https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#target-group-attributes
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.4/guide/service/annotations/#resource-attributestrue
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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AEEHFANE T LIS B App Mesh K THIETIN BRI,

FELT /EXINKANREIAT BE 50 NMALR | EEAKBBRZTIRR
KERW

AR

L&Y B IE #lnode/virtual gateway beyond 50, Envoy container health checks for new and currently
running Envoys begin to fail. Downstream applications sending traffic to the virtual node/virtual < &y

AEE (Bl Amazon ECS £55. Kubernetes B8535k Amazon EC2 341 ) BY , 2FHBEBERIER K
M;:FJ.L/T HTTP RS, 503

fRRTT B

App Mesh Xy BN E AT QU/ERLMXH Envoy MEMERIAEE N 50, HIEFEIZITH Envoy BEE T
BLELE Y | FTEV R H AT EFEi21TH Envoy M & @ gRPC RASH3 8(RESOURCE_EXHAUSTED)E# 2|
App Mesh B Envoy BEE RS . XMEFIURES. BXEZEL , 856 App Mesh BRFZBREL,

WMREH RIBIARBER |, HERGitHub =2 H R REL R Su AWS ppor
503 EM RS Rim/KELAT BH@ AT B , ERESEXK

AEAR

HEmELRSERY BREAAYT B , RE THENABRFNERSKRM , 7 HTTP 503 ERRE
B,

PSS

App Mesh #E T LM A ERERFEHEER , REKET BRNAREF. BXIARS LIXLEHENFME
B , B2 1 App Mesh H{EEE,

WMREH RIBIARBER |, HERGitHub 12 H R HREXR Su AWS pport,
ERFEIANERT , Envoy B8 R B4 1R M AR R
ER

ESHREAET , Envoy REHRTF D ER4EER (Linux BHARR 139 ) MAEHR. Envoy #EAEEEWMT
B

RELCT REMMXBE AT BE 50 MALR , ERAMARFRZTRERERNK 246


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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Caught Segmentation fault, suspect faulting address 0x0"

BRRTT R

Envoy RETREER T IRIERZHEIA nofile ulimit , Bl — MR — XA TG BRENRE, X
MRERETRESHTESHNERE , NTERETHNNRERERE, ERRALEE , FEMEVER
ER S LY ulimit nofile B, MREFEHAKR Amazon ECS , M A LUBNES E XM FFRRFNZE LM
Ulimit 1% & R B Rt BR &l

R B R R | EEEBGitHub 32 A BHBFR Su AWS pport,
ARIA BT Y 58 DN oR S BRFE AR 55 PRl

AEIR

#4210 App Mesh BB EAIRSIE | YEEERSRAN | FETLRBER,
BRI

BRBFRERHNRS , B AT T XL R,
WREREERMR | EEEBGCitHub 1 HHERBER Su AWS pports
HTRENSTRARERR , NARFBER.

AEAR

NEMTREREISTRARER , STRAREFANKERXEN. ATEANARFRAHNETR
RERERANKEAKEN , NRAEFBR

RRTT B

BREFETRIARER , T (FFE ) B8 Envoy IR #Ham EFER ( RESE ) WEMNER
RIEBTIRORER , LEMERBAREK, Eit , STHROIREBERNESIF A number of client

Envoys * number of server Envoys *active health check frequency.

ERRERE , FEIWSTRARERNBNINE | IFTURLETRARERVBNEE, BRTE
HBITIRRREIN , App Mesh RAVFRZEERNEEN BRI SITRIRENF R, FAFEERLN
S B B A B AR B IE LR 5 x x W R & BRAG TE E Mo

BRI B IR A9 38 B0 R e BRE AR 55 BR ) R 247


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_limits
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_Ulimit.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_OutlierDetection.html
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MR ERYEBIARER |, EERGitHub 12 i BB SR Su AWS pport.

App Mesh B WU 14 H0 FE Bk B

/A Important
KIEXFIEA - 2026 £ 9 A 30 B, AWS EEIER X, AWS App Mesh 2026 & 9 A
30 Bz G , T EB iR AWS App Mesh 1#2#| &2 AWS App Mesh BiR. BXEZE
B, BEhREEENTE AWS App Mesh Z| Amazon ECS Service Connecto

REHMANE T App Mesh AITLIME 75 B T ALBEI 9% 1R
BETRIXKAINAEFH AWS X-Ray Rt

R

S&TE App Mesh I RIAIRZFRTE X-Ray BHI AT ER X HLEHRES | R¥ APIs,
i SIS

E7E App Mesh A X-Ray , XM EWWAEELY , UEIRARERF. sidecar B2 X-Ray RS 28
WiBE. BHITUTTRAIA X-Ray SIEEFIRE :

- R App Mesh I\ T S 1TSS RIRE R TCP,

- BRELHNARF—RBIEM X-Ray BT UDP iwO2000H LA F B 10517, 13378XES
E8 , 2 M LK Amazon ECS X-Ray =4l GitHub.

- 1R Envoy RECEHBER. NMREFEHME App Mesh Envoy &% , N AILUES HRETEIRE
FIFENABLE_ENVOY_XRAY_TRACINGIHMEZ EiIZE N1 HHF XRAY_DAEMON_PORTIHREZ EIZE
7200035 A X-Ray.

- MRBENARFEREBER —fIEEIES X X-Ray #TTHIN SDKs |, HRBENESEEHBRF
HEEIEH,

- MRFIEMNFIEMEAEEER , FEE X-Ray AR AXHEEEEER , HIZREERZSHNE
S#1T#EM%E AWS X-Ray, X7 App Mesh FER X-Ray WEFH A , S X-Ray 5 App
Mesh K.

MREH EBPARBER | EEERGitHub 3B H B AREX R Su AWS pport.,
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/howto-ecs-basics/deploy/2-meshify.yaml#L374-L386
https://docs.aws.amazon.com/xray/index.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-troubleshooting.html
https://aws.amazon.com/blogs/compute/integrating-aws-x-ray-with-aws-app-mesh/
https://aws.amazon.com/blogs/compute/integrating-aws-x-ray-with-aws-app-mesh/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS App Mesh ArfEm
7o3ETE Amazon IR EEFE RN ARERFH Envoy CloudWatch 1E#xR

FEIR

YR7E App Mesh IR AR F& B MIERK H Envoy KE LR CloudWatchig#r.

fRRF R

£ App Mesh F{E A CloudWatch fE¥rET , HXAEREE S NAH , LASRIEM Envoy RE,
CloudWatch X2 sidecar # CloudWatch 18/ iRG 2 BIEVEE, BHITUTSZEREIA Envoy REH
CloudWatch $E¥rZ B IEHS :

- BREEANZ App Mesh B9 CloudWatch KB &, BXEZEEL , 555 LK App Mesh
CloudWatch X3 GitHub,

- BREBFABENFERIRBEBEE T App Mesh 9 CloudWatch K, BEXEZEL , BSH
E# App Mesh CloudWatch £ GitHub,

- MREFHEMNAMENEAEZER , i§E%E CloudWatch RERBFAEFRBREEHIR , HIER
CloudWatch RE S EHERR A RN IE S H 1TRE,

MREHEBARMR |, EERGitHub 32 H [ AREX R Su AWS pport.

ZoEN AWS X-Ray BRERELE B E X RAFEH N

ER

LR ARFEEMEA X-Ray BRER , BETEN BREREEREAN,

FRIRF =

BT App Mesh Envoy B BIF X307 X-Ray REHELE , Rt AT AR T ERE %,

MRER Envoy AN 1.19.1 KESKRAE , B LUEFR LT ED,

« BOREFRHER | BFE A Envoy B85 LA XRAY_SAMPLING_RATE IMEZE, ZENEEINT 0
MZEW/NE1.00 (100%). BXREZFEE , BZH AWS X-Ray &,

« EH X-Ray tracer BEEA (b ) B E L KHEMN , E A XRAY_SAMPLING_RULE_MANIFEST ¥
REEEE Envoy REEXHFREFHIXHER, BXEZER , 55 (AWS X-Ray F XA RE
) HHYEEAN,

MREE Envoy BRAEF 1.19.1 , BIRITRATRE,

ToEE Amazon ERREF RN AEFH Envoy CloudWatch 357 249


https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent
https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent
https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent#usage
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/troubleshooting-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/troubleshooting-CloudWatch-Agent.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
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« f£F ENVOY_TRACING_CFG_FILE SMREZEXRERRER, FXEZER , BZH Envoy BLEE
2, BEEAENRREEHE A RERN, EXESFEE , HZSH Envoy Cay B &,

« ENVOY_TRACING_CFG_FILE FRETEM B E LIREREE R :

tracing:
http:
name: envoy.tracers.xray
typedConfig:
"@type": type.googleapis.com/envoy.config.trace.v3.XRayConfig
segmentName: foo/bar
segmentFields:
origin: AWS: :AppMesh::Proxy
aws:
app_mesh:
mesh_name: foo
virtual_node_name: bar
daemonEndpoint:
protocol: UDP
address: 127.0.0.1
portValue: 2000
samplingRuleManifest:
filename: /tmp/sampling-rules.json

« B3X samplingRuleManifest BMEFREMNFREEENFHARFE , S HEE X-Ray SDK for
Goo

MRENEBARBR , EERGitHub 32 H R B REXR Su AWS pport,

App Mesh Z£ I fEHERR

/A Important
KIEXRIEA - 2026 £ 9 A 30 B, AWS EEIERHZE. AWS App Mesh 2026 & 9 A
30 Bz G , BT EB iR AWS App Mesh 1#2#| &2 AWS App Mesh BiR. BXEZE
B, BRIt EEXENTHE AWS App Mesh E] Amazon ECS Service Connect,

REBEMNE T EEEA App Mesh T2 B AT BEIBEI MY FE I B &,
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/xray.proto.html#config-trace-v3-xrayconfig
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS App Mesh AriEE
TEBEE TLS B in RSEED EinE LRSS

AEIR

EELT SPFHNELRS ERAMN TLS HERIRRERN , SiZERNERESEAN,. ZHEERKRS
KERER , BREAMHAE R HTTP 503 LB F4ESIREL - upstream connect error or
disconnect/reset before headers. reset reason: connection failure,

9SS

NAERBHRERR , RMNBWUER Envoy REHRRZE B SKBPELHAE. BXESEER , FF5
5] A HEFEA Envoy HI B EiIEFE. EANTIIRKBAEEZEAMBRER :

« HEBR TEERIELRS Ein PRIMNER , BREGmERRD,
» ¥ Envoy IR BEH , EHRUATHEIR (1EFREBEES ) -

TLS error: 268435581:SSL routines:0OPENSSL_internal:CERTIFICATE_VERIFY_FAILED

ZEIRTRRHAUT - RS MRZS A -

« ZUEFHRE TLS BEFRRBEESPELNIEBRRNH 2 —LEE,
c EBRTABAY (EEH ).

- EFZ B (SAN) BEiERH DNS EHB T EE,

- BREFRBRSEENIEBEN , HEN TLS B WRBEESHN —MEBARINHESL , FE
REPENNIRE EREZEENIYL (TLS).

- MREBRIWERETENEIRRMY , WRRZFEREESET Envoy REFERIZNARRF
RERER , Envoy ENRITBIEF2RELL , XKRHA Envoy FEFRBREMNE £, EELT
RNRERES , BR AppPorts L ENARF EEMNTH ERE,

upstream connect error or disconnect/reset before headers. reset reason:
connection failure, transport failure reason: TLS error: 268435703:SSL
routines:0OPENSSL_internal :WRONG_VERSION_NUMBER

MRENFEBMHARBER | FEERGitHub 12 H B F B R Su AWS pporte MREZINNBCSRIATRENF
AT App Mesh WE£MBEEE , FEFAWS KRB SERF.

TR BE TLS FF in R ME R R iR E L RS 251


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue-bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/

AWS App Mesh RAFtEmE
HNAEFIRE TLS i, TREZEERIRELRS

R

MERRFTFRM Envoy REXE TLS 2N , SERELBSNEEL XK,

BRI

XE—NEBHEE, BXEZELE , BSRMEER . TENARFMNLBERE AN TLS s
GitHub A8, £ App Mesh 1 , BBIX# Envoy REXRE TLS , EFXEFENAREFARE TLS, EXE
Envoy LA TLS X8 X , BENARFHER TLS &R, X# , Envoy AJiEH I ERRL | 3
B TLS £FEFERKATENN BN, BXEZER , HSH EHEZTESEMHIL (TLS).

MREEBIARMBR , FERGIitHub 2 H FBRELR Su AWS pporte MREINNESRKIATRER
JATHIT App Mesh WZ £ M EEE , FEBAWS REREIEFE.

ToEMTE Envoy REZ BREZIEEFEA TLS
FER

BHNARFEEEUT RFELMXMITER LEA TLS L1, HEEFIK TLS FFmEK LB
TLS B3 , (BRETEMS Envoy REZHKEERBET TLS AN ER#ITH,

BRRTT B

KB HPELWSBRERT Envoy EEREMN Envoy HiHER. AXBEEXENANAEEY , B30 B
A Envoy RIEEE SR E M 5 Envoy DogStats D SR LA (TIEARE &, NEEER | LTSI RHE)
FEHATEERME,

o X¥FHIT TLS & LERY Envoy REE
- FALTHSERSE Envoy BEFB|S TLS iEH,

curl http://my-app.default.svc.cluster.local:9901/cexrts

EREMHES , BNEREDL—1%H certificates[].cert_chain IEE TLS iR,

« BERAENTIROKDAEERS SSL BF MM ELEEFEAMN SSL 2EHRTEME , AT
Rl a5 A5 PR

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep downstream_cx_total
listener.0.0.0.0_15000.downstream_cx_total: 11

HMRAEFRE TLS i, TREED FRELRS 252


https://github.com/aws/aws-app-mesh-roadmap/issues/162
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/
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curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep ssl.connection_errox
listener.0.0.0.0_15000.ssl.connection_error: 1

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep ssl.handshake

listener.0.0.0.0_15000.ssl.handshake: 9

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep ssl.session_reused

listener.0.0.0.0_15000.ssl.session_reused: 1

# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)

« X¥F#IT TLS KK Envoy X :
- FALTHSRREE Envoy BBEF 51§ TLS 5EF.

curl http://my-app.default.svc.cluster.local:9901/certs

BRZTE certificates[].ca_certs THEHELD—1%EB , ERELRE TLS HiEA TR
JRRIEBAES,

- BERMRHEED RSN HLERERES SSL EFABMELEEEAMN SSL 2ERTEMEE , W
LT Rl as 5 F %0 AR

curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep upstream_cx_total
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.upstream_cx_total: 11
cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep ssl.connection_error
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.connection_error:
1

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep ssl.handshake

cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.handshake: 9

curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep ssl.session_reused
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.session_reused: 1

# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)

MREEBIARMR | EERGitHub 2 H EBRELR Su AWS pport, MIREFINNESRKIATRLETR
ARSI App Mesh LR £ MBER , HFEFAWS mEHREEM.
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/
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{# F Elastic Load Balancing BEB&
FEIR

FHEENAREFARSERIMEATEERUNZEAT SBREN , EENABHERZTRN
KEAREKM.

PSS
NAERBHREARE , BLFEREUTHE :

o XNFHIT TLS L 1EW Envoy R | BEEHREMEEE R, A5, 8@ T 2B TLS BErimE
REEIRREMRS PSR,
- WFAEESR K LEEEFEATIEHSMNEE TargetGroup:
« #{RiZ TargetGroup i O SE LT RUE LAl VT8 % O A ITEL
o JWFBE HTTP MEMNRF KE TLS EZENNAREFAREESE , KN TargetGroup
BOREN HTTPS, MREEFASITRARE |, BFHARS HealthCheckProtocol &E&ER
HTTPS,
- WTFET TCP MEMNRSF AR TLS EENNEZ AT ESS , FHARN TargetGroup MMURE
N TLS, MREEFEAZETRARE , HHEMARS HealthCheckProtocol &N TCP,

(® Note
ERIES TargetGroup HEEE XK TargetGroup &,

EBERER , ENRSEERMERRES Envoy RENIER N ENRS R T 2EE,

MREREBIARER , EERGitHub 12 H F B HELR Su AWS pport, MNRBINFBESEKIM T LLR
AN App Mesh WZEMEER , FEFAWS REHREERE.

App Mesh Kubernetes #FEHEER

/A Important
RIEX B - 2026 £ 9 A 30 B, AWS EELER X, AWS App Mesh 2026 & 9 A
30 Bz /G , BN FEBIHE AWS App Mesh #2#]A 3 AWS App Mesh BiR. BXEZ(E
B, BRIt EEXEMNTHE AWS App Mesh E] Amazon ECS Service Connect.
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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REBFMNE T Kubernetes F{EMA App Mesh B AJEEI& EI B & I (A1 &L,
£ Kubernetes &I Z /I B M 1& &R T E7E App Mesh k2l
FER

BE AR Kubernetes BE LEIREN (CRD) 812 7T App Mesh BIR , B2 HEFEARE |, BEIE
H & IR1E App Mesh AR T, AWS Management Console APIs

PSS

ATREM IR 2 App Mesh #Y Kubernetes 22z HIEE IR, BXEZEE , S H LW “HIEHER"
GitHub, *AET'““%J%%EIF\E\':PxEEﬁEEEﬂi%EHT’“%ﬂ%ﬁ%&ﬁﬂﬁ&ﬂﬁﬁﬂ’]%a REES,

kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller)

MBREHEBARERR | FEEGitHub 2 H B HEX R Su AWS pport,
S¥ A Envoy sidecar ja , B854 (pod) T E#HITREN EHRERE
R

BN BATEFN pod 2BIEHKINZETT , (ERTE Envoy sidecar SE ARERA (pod) fa , MENERERE
i =N

R B

BREATIRERA (pod) B Envoy B B8N App Mesh B Envoy BEEEREZ#H 17515, BUUESS
#Z Envoy 5 App Mesh Envoy EERSHIFERE | ETREIRXAE PRERRKBRBRILEMS IR, &9
DEAUTHRREMEKXASRA (pod) B Envoy B,

kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller) \
| grep "gRPC config stream closed"

MRENEBIARMBR , EERGitHub 12 H F B HELR Su AWS pport.,
B4 (pod) A FEMHECEFEM 9 =4] AWS Cloud Map
FER

1£ Kubernetes B 22 #9 N1 F P #& 3R To3E7E App Mesh 3% E| 255


https://github.com/aws/aws-app-mesh-controller-for-k8s/blob/master/docs/guide/troubleshooting.md
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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!‘d‘\E’J Kubernetes Pod & AWS Cloud Map R H 4w BRI — o E P IEM B E8H. FEF4E (pod)
BERMBEHHEZHRMURE  ELEBREMRE. HRH4E (pod) XL , BFRHMATEHAEH
|P at HERXEOELERE , BEXKT,
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