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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ FEANGIER

Al I HIERE ActiveMQ KEE

RIE B1=1T7E Amazon MQ L EERERE, © = Amazon MQ BWEARER, REEHIZE
(m5,t3) MK/ (large,micro) WA SR A ARERFIZKE ( Hliimg.m5.1large ) » BXESZ(E
B, B2 1+ 4K Amazon MQ for ActiveMQ X ?

B2 ActiveMQ 38

F-NMEREERH Amazon MQ SR OIEZNRE, UTREGAMNMAEACIZESLLH, AWS
Management Console

1. %% Amazon MQ #Z#1&,
2. 1f Select broker engine ((EF X E 5|2Z) WE L , %#F Apache ActiveMQ,

3. 7 Select deployment and storage (£ %8& M {7 f#) I E Y Deployment mode and storage type
(MEEXNFHERE) 8 , ITUTRE

a. 1%$® Deployment mode (ZBEBHE ) ( HI40 Active/standby broker (£31/& BARE) ) . BXE
ZER , i3 Amazon MQ for ActiveMQ R IEEH ZBB LT,

- BXLHIRER—NMNTARFHN—NMEBARK, REBESENNHARER LK Amazon EBS 5
Amazon EFS F#&#TEE. BXEZEE , B &£ 1 : Amazon MQ B 3EHI4%
H,

- BUAMNE/ZRAREHARNTETAXRPHOAMBAERK , AMTRNEE, XERE
EEMNARFUK Amazon EFS #1TEIZEFE. BXEZELE , B5H &M 2 . T 5#
MQ active/standby 3B LASEH & A A %,

b. i%$¥ Storage type (FERE) (FlIMEBS ) . BXEZFEE , HSH Storage,

® Note
Amazon EBS £ RN A XA EHEIE , BT XFF ActiveMQ E3h/% AEBERN.

C. iijaxF-F_io
4. 7f Configure settings (Bt E1RE) TWEHKY Details ((FHAER) 8850 , MITUTRIE :

a. %A Broker name (fR¥ER&FF)o

B2 ActiveMQ K3 7


https://console.aws.amazon.com/amazon-mq/

Amazon MQ FEANGIER

/A Important

BOEREZHPRMNDIABBER (PI) SEHMHIZRBRBES . REZMHAH
Hih AWS BR% ( 218 B CloudWatch & ) 78, REBAMTES A TRAERBUESK
EO

@ Note
EHMRERS , BETUREATHEA :

- BLE
e CloudWatch B&
« FAATGIE]

- GEAEFEO

b. 1&# Broker instance type (fREESEHIZER) ( 20 mg.m5.large ) « BXREZELR |, S H
Broker instance types.

5. 1& ActiveMQ Web Console access (ActiveMQ Web 2 &l & 15 R]) #2 , 324 Username (AFR)
H Password (88). A TREEATREAFBNEE

- AFBRRESFRRTEFN. BU%, IR, TRILMBRL (-._~)o
N1R2AZEH, BEEL4NE—FF , HEFTHEZES, BSHES (=),

/A Important

BOERBAFZEDRMNMNASHEER (PI) SEMYIZRBRBES., REAFETEHE
fs AWS BRZS151E) , @%& CloudWatch B &, RERAFEFAES A TAERBRBIE,

6. EIFIE,
% Amazon MQ B2 ERIER , 28 7R Creation in progress (IE1E81E) RS,
BIBRERAFTE 15 28,

RIS ENRIET , Amazon MQ £ &R Running (IEFEi21T) R

B2 ActiveMQ K3 8



Amazon MQ FRARIER

7. %$% MyBroker,

f£i%MyBroker WE/ Connect Zf% , I8 FIEMAZ LM ActiveMQ W TT 32 & & Mk | Fil4n

https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:8162

5, FIE FTERENL RPN L R T Ko T2 OpenWire LT QEVRHI

ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617
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http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html

Amazon MQ FEANGIER

Al B FiESE RabbitMQ LI

RE BE1THE Amazon MQ LEHEREIRE, ©R Amazon MQ FWEARMER, RKELHIE
(m5,t3) MK/ (large,micro) WAESERMH N REZFIERE (0 , mq.m5.1arge ) « BEXREZE
B, #E5E 42 Amazon MQ for RabbitMQ {3 ? .

81— RabbitMQ 242 &

F—NMEREERHN Amazon MQ EFRUIENRE, UTREGAMNAEACIEELRLLHE, AWS
Management Console

BIBRESE , HEF RabbitMQ WHERE | LUIREE S RabbitMQ 2427 Amazon MQ &1ERT &R K
FREMIESMENRAREMEREEHE RN EIL,

1. %% Amazon MQ #Z#l1&,
2. 7t Select broker engine ((EFRIE5|Z) WA L , i&£#F RabbitMQ , R/FEE Next (T —2F).

3. 1f Select deployment mode ((E#FEPEE ) TWHE L , 1% Deployment mode (FEBEX) , HlL0
Cluster deployment (SE8EE) , AF1EE Next (T —F).

« BHIREH{T Network Load Balancer (NLB) EHEH — M AR —NMEBAK. RIE
Al 580 N AR F M Amazon EBS B #TEE. BXEZELR |, BHSH &I 1 : Amazon
MQ for RabbitMQ # 32,

o 50 M RabbitMQ &£ & 22 2 H Network Load Balancer [GHE I =/ RabbitMQ X E T &
HERBEDE  BMNTRESANTAHAX (AZ) ZEHEZERAF, RIIMDHRNRES. BXES
E8 |, FSH &I 2 : Amazon MQ for RabbitMQ &2,

4. 71 Configure settings (BB 1RE) T HEHK Details ((FHER) Fo , MITUTHEAE :

a. %A Broker name (fREEB#F).

/A Important

BNERBEHPRIMNMNASHES (PI) HMBHNBZRBBES, REZHAH
Hih AWS BR% ( 215 B CloudWatch & ) 78, REBAMTES A TRAERBUESK
EO

b. 1%£$F Broker instance type ((REEEHIFEHE) ( flal mg.m5.large ) « BEXEZER |, ESH
Broker instance types.

B — 1 RabbitMQ &4 7 10


https://console.aws.amazon.com/amazon-mq/

Amazon MQ FEANGIER

5. £ Configure settings (ELEIRE) T HAY RabbitMQ access (RabbitMQ i517]) £ , 124
Username (FAF° &) # Password (%), A TREERTFTREEFEXEIL

- AFBERRGEFERFFR. BVL. AMTRE (-._) . LEFTSIEMMEEL
(~) F%&. Amazon MQ ZiL /A guest ERAF &,
- BEULMEDLH 12/0NFH , BEEL4NMNE—FH , HEFBIEES., ESHES (=),

/A Important

BEDNERBAPZFRMMASHEE (PI) EMYBHBBIES ., HiM AWS RS
( 2% CloudWatch BE ) AILALGRAZLANAFE. RBRAFETESHTAERER
Bz

@ Note
£ HMIRE By , BEATUREEATAR :

- BEE

« CloudWatch BH7&
- FERHE

- KEANEFED

6. ﬁj:%-lt_*)"zo
7. 71 Review and create (B MEIE) TE L , B UEEENERHBREEENE#THE.
8. i%&$® Create broker (BI2KIE),

% Amazon MQ |2 EN K2R , £ R Creation in progress (IEEFE8I2) R
BIBRERAFZE 15 D4,

BRI ZENRIER , Amazon MQ £E 7R Running (EEIZE1T) R3S,
9. i%&4% MyBroker,

fEMyBrokerTUH LH) Connect Zp4 , it FIERMAZLREHY RabbitMQ M T2 41 & Mtk , 4l -

https://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.0n.aws

)22 — RabbitMQ 2427 11


https://www.rabbitmq.com/management.html

Amazon MQ FRARIER

B, BIETEREN secure-AMQP KixT mo L TFR— amgps LixT K E R IITEFiK O
5671 By =B,

amqps://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.0on.aws:5671

Bl — RabbitMQ £42% 12


https://www.rabbitmq.com/connections.html

Amazon MQ FRARIER

EIE Amazon MQ £IE

BIBRLLHE , BUUNEEMER Amazon MQ £LENTRIA 4.
£}

« %E$#Z| Amazon MQ

« 4 Amazon MQ R B 5| R A

« 4 Amazon MQ fREESEHIE R

« Amazon MQ for ActiveMQ TZfig £ &
- EEFE Amazon MQ REE

« itXl Amazon MQ IR 43 B B

« g Amazon MQ {3

« Bk Amazon MQ {38

« Amazon MQ fREIRZS

A Amazon MQ iR A INFR

EEE| Amazon MQ
WA LMER RS K ET R fREBAKIET S MNEM AWS RS EREE] Amazon MQ,
HE Jﬁ/\\\

TS MQ ARSS APl SER A T ERERE ¢

i) EETTE
mqg.region.amazonaws.com IPv4
mq.region.api.aws Mk (IPv4 F IPV6 )
mqg-fips.region.amazonaws.com FIPS R & IPv4
mq-fips.region.api.aws X B FIPS

HEHZ Amazon MQ 13



Amazon MQ FEANGIER

A==

Amazon MQ REFERUTERESE -

13 EESE
brokerId.mq.region.amazonaws.com IPv4
brokerId.mq.region.on.aws Mix (IPv4 F 1Pv6 )
(@ Note
FEAT ActiveMQ KEHIT S MQ F
XENKo

SFEAX% (IPv4 fl ) LigT KiEEE Amazon MQ IPv6

Nk R ERT 23 IPv4 F1 IPVv6 FRE, HEBEMRLKIET R A HIERR , KigT R URL 28478 IPv4
IPv6 siitbiit, BXXNiLM FIPS M EZELR |, 55 SDK S EHEM,

Amazon MQ X EHXFHMLLIRT R , XEREELMELFETILBHRPIEE AWS XiF, NikimR
BMERAUT®HRYEMg. region. api. aws. WJZZD , eu-west-1 KIFHMHEKIHK[LEHRZE mq. eu-

west-1.api.aws,

BX Amazon MQ KT RN TEIR , HBSHAWS — kS E,
85/ Connect Z| Amazon MQ AWS PrivateLink

AWS PrivateLinkAmazon MQ APl W& i TV R , X% IPv4 3 IPveiRItE#IFAB = (VPCs) Al Amazon
MQAPI 2B EEE , MASNENRERBEL LR BERN,

® Note

PrivateLink Support &R F Amazon MQAPI iR , FTEATRELIFETR. BXxUE
BRHRNEZIRBEINESZELR , 2 HConfiguring a private Amazon MQ broker,

REHR 14


https://docs.aws.amazon.com/sdkref/latest/guide/feature-endpoints.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html

Amazon MQ FEANGIER

EEMA1H R Amazon MQ API PrivateLink , 8% EEEZEMNISFE VPC a1 —NED
VPC i1 2. B2 VPC KinT =8t , i5EARS B com. amazonaws . region.mqs
com.amazonaws.region.mq-fips FIPS £&ix¥ =

LHIBERA CLAWS | 5 SDK A Amazon MQ B , S ELHT R URL FEEFEANRES -
M, mq.region.api.aws mq-fips.region.api.aws PrivateLink & F Amazon MQ T4
BAWERIAE B, amazonaws.comBXxEZEE |, ESH SDK SE BRI FIPS It Ko

BAR CLI RBIE R T aifai@d Amazon MQ VPC AT KR IAT A#X ( &fE ) #XH, describe-
broker-engine-type

AWS_USE_DUALSTACK=true aws mq describe-broker-engine-types --region ap-southeast-2

BRE CLI FEREART RBVEME X , 5 RE CLI REALIET R AWS

R ER VPC KT RERBBEERAFXN VPC KT RNARINR, BXEZER , BSHAKEA
Ui KR BE R B VPC i S BV 15 1] o

H4% Amazon MQ R 5| Z x4

Amazon MQ K EMN A XIS RE 5| BRBREHMONESIBRE, FHSIBREIELEHT,
HIREEMERESIZFdH,

Amazon MQ RIFE VIRAZHIF B RASEE RN X.Y.Z, £ Amazon MQ XM | X RREE/
A, YRTRERE , Z ZRTRHITRES, ARERMPER .

« TERFAL - SEB5|BEMASERRKRE. Hla0, M 1.0 RARE 2.0 IREAN FEZRAEFA R

« REMAAR - RERESIZBREASERRRE, Fl0, M\ 1.5 RARE 1.6 iREA N REBRAEFA
Ko

BRI LABER FIRARBEARI T N EXENEBRATRERA, 5AERERAET

%5 , Amazon MQ 2R REBARIIIFH R TIRAE. X TAEEMASIZERA 3.13 RESKRA
K , Amazon MQ LELT B BN ER AR ISR T IRAE. SEIXBRAFNFLL
B , Amazon MQ FREBALKE T —MRERE. FHMBIRAARKEITRINLEF T ERBEHE
BEFHBRIREZERE,

T EBENBWAFHARAIESIBRAE , LR NAHEBHRBEREAR,

T 51 ZERRA 15


https://docs.aws.amazon.com/VPC/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/VPC/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-endpoints.html
https://docs.aws.amazon.com/cli/v1/userguide/cli-configure-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-updatebrokerinput-autominorversionupgrade
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-updatebrokerinput-autominorversionupgrade

Amazon MQ FEANGIER

F&
« FHAREIZBMRAE
« BARRESIZRA

FRIFREIZRRA

EFHHRENSIZRAARIFHEZRAIRERAE , LA LUERA AWS Management Console
AWS CLI, 3 Amazon MQ API,

AWS Management Console
EARARKRENSIZBRA , FEFEH AWS Management Console

1. 3% Amazon MQ ##l &,

2. EEMSMBERT , &EZF Brokers ((RE) , REMIIKRFPIERLEHRNRE,

3. EREFMAFER L, EF Edit (%),

4. 1£ Specifications ($1#&) T , X F Broker engine version ({X X251 ZiRA) , M THIFIR ik B H AR
x5,

R B EIEZP H1EE Schedule modifications (Tt X&)

6. 1E Schedule broker modifications (itXI{XEER) WE L , X¥F When to apply modifications (@
R AR T, ERUATETZ—,

o

o WMREBHLE Amazon MQ £ F — PNt RI4EF BTERTERMAFL , 1H1EFR After the next reboot
(FREFBE).

- MREBIUNEHBHRBEHARSIZRE , HikE Immediately (IZED),

/A Important
BRHREBEERHATELRS, WTEHRE  SREBEER , —RAE-IMHR
2 FEHRES.

7. & Apply (RIA) BATERCRL A E R

FHAREIZERE 16


https://console.aws.amazon.com/amazon-mq/

Amazon MQ FEANGIER

AWS CLI

BEARMRENSIBMA , FHER AWS CLI

1. £ update-broker CLI e S HIEENA TS , MRHBIFTR.

« --broker-id - Amazon MQ FIREBEKWE— ID, BELE
WK ARN 4T ID, Hlg0 , 4L ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
R ID ¥4 b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --engine-version - RES|IZEEAHLKINRES,

aws mq update-broker --broker-id broker-id --engine-version version-number

2. (W% ) WREEILEARSIZMRAE , EEM reboot-broker CLI in S E#T B s B K E,

aws mqg reboot-broker --broker-id broker-id

MREFBEFEINEBENYENAER , Amazon MQ FHET —MXIEF T BRAARKE,

/A Important
BEXHRBEERMETELRS. X THEHRE , HREERN , —RAFT-IMTRL
TEIRE

Amazon MQ API
5/ Amazon MQ APl AHRER 5| Z iR

1. f£F UpdateBroker AP| #4E, 87 broker-id EABEES . U T REBERETE us-
west-2 XiFH, BXAT AN Amazon MQ ImRHNEZEE |, FSH (AWS —&SZE) F
Amazon MQ 3 S FPRE .

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT

FIHFAREIBIRA 17


https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region

Amazon MQ FEANGIER

Authorization: authorization-string
EERAFEFFEH engineVersion EEEARINREBNIRES,

{

"engineVersion": "engine-version-number"

}

2. (WE) MRERBIEARSIZRA , EEMA RebootBrokerAPI I#EE B E, broker-
idEEENBES Y,

POST /v1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mq.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

MREFBEFHBHREMUENAER , Amazon MQ FET —MRILEHF R BRAARKE,

/A Important
EXFRBEESHATELRS, XTEHRE  SREESHN , —XARE-ITRL
TEIRES.

B3 A FRE 5| Z R A

BN RFREEERCERENBEERERAAR , EREIERXREBEIRTORZES, EFE
MAEREBENBEIIREMAFALE , B LUERA AWS Management Console AWS CLI, B Amazon MQ
API,

AWS Management Console
EREEMXREREAR , HEH AWS Management Console

1. &% Amazon MQ E4l&,
2. BEEMSMEES , £ Brokers (REB) , REMNIRAPEREBEARWRE,
3. EREBHFAESEN L &R Edit (RE).

Bah A RRESI B 18


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html#RebootBroker
https://console.aws.amazon.com/amazon-mq/

Amazon MQ FEANGIER

4. 7£ Maintenance (43*) /1 , %3 Enable automatic minor version upgrades (/3 f B 31X EhR A F
K)o

@ Note
WRIERE TIZET , MEFHITIEMER

5. ERNEKIZFIEE Save (RTE)o

AWS CLI

EBNBCEENRERAAR AWS CLI, B update-broker CLI Ti B HIBEEU TS,

« --broker-id - Amazon MQ FREBERWIE— ID, BALE
TR ARN 4T ID. i, LEELLT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 ,
RE ID f¥H b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

« --auto-minor-version-upgrade — BUE B R BRAFFET,

aws mqg update-broker --broker-id broker-id --auto-minor-version-upgrade

® Note
MEEEHA ActiveMQ REN BN XBRAAL , EFEASE, --no-auto-minor-

version-upgrade

Amazon MQ API

EBEY Amazon MQ APl BUE B3R ERAHLY , iHFEH AP UpdateBrokerl #4E, 3E7E broker-
id EABRES . UTROIBERETE us-west-2 XK, BXTAK Amazon MQ i s EZE
B, BEZH (AWS —fix5ZE) F# Amazon MQ In 2 M PR EI

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string
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https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region

Amazon MQ FEANGIER

FERBERAZPH autoMinorVersionUpgrade B MRBIE B R BRAAR,

{

"autoMinorVersionUpgrade": "true"

}

MREBNENREERBHRBREAAR , BEFRERAE PR

IE"autoMinorVersionUpgrade": "false'",

H4% Amazon MQ RSS2 R

R EERIZE (m5,t3) FMAR/D (large,micro) WAHAESHIRH A RELHIREE (HlE , mg.m5.1arge ) .
EEEFIRER , XAMERLTERIEMENER

- BFWmMRATINEE

- RIEMERE

- REEANFEPRHER

- TRHEE

HR AR AE 5t L PR R B A /MO AR SR ISR (mq . t3 . micro)e S FAEF= R BIRGE P B RIBA
5, BEHE. NETHEENTRES  BRNBWEARANKESHIRA (nqg.m5.1large &I
Y,

MBEBEMEERT  REBEMNNRRETBnicroB £~ HE | RINBWWEAKBE KHYSFI
B (BIMElarge ) o EAREHSFIZKE | LA LIEA AWS Management Console AWS CLI, 3
Amazon MQ API,

AWS Management Console
EFEHAARENE KHIEHIZKE AWS Management Console , iEHITUA TIRE :

1. &% Amazon MQ ##l &

2. EEMSMBEKSF , 1&#F Brokers (KE) , REMNIRFEREEARHNKE,
3. EREBFAFENL , &F Edit (&RHE).

4. TEMET , T Broker SRHIRE | N T RFPIEFRITHSEHIKE,

5. EREKR , EFITRMESR.

FHRKBISRE 20


https://console.aws.amazon.com/amazon-mq/

Amazon MQ FEANGIER

6. 1E Schedule broker modifications (it XX € R) WE L , X¥F When to apply modifications (A
R AR T, ERUATETZ—,

« MREFEL Amazon MQ E T —MIEFRHBERNTRAR , HTiEE TREBE
« MREBERREHMEAFARKFIRE | HEEIUA,

/A Important
BRHREBEERHLTELRS, WTEHRE  SRKEBEER , —RAFE-IMHR
2 FEHRES.

7. & Apply (RA) BATER R A E R

AWS CLI
EARREBHZFIER | EFEH AWS CLI
1. £/ m odify-broker CLI i S HIEEUTSH , WRHIFFR.

« --broker-id - Amazon MQ HRIBLERKIHE— 1D,
« --host-instance-type - RESIZBEHRARENRES,

aws mq modify-broker --broker-id broker-id --host-instance-type instance-type

2. (W% ) WMREBIENAREFIKE | EEA reboo t-broker CLI v H BB B RE,

aws mqg reboot-broker --broker-id broker-id

MREFBEFHBHREMUENAER , Amazon MQ FHE T —MRILEF R BRAARKE,

/A Important
EXPIREEERNATELRS. X TEHAE , SREERM , —RAFT-IT R4
TEIRES.

FREPIZEE >


https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html

Amazon MQ

FRARER

Amazon MQ API

/8 Amazon MQ API H X3 1 S22 8L

1.

£/ ModifyBroker API #4€, 87 broker-id fFARBES . UT REMBRENRETE us-west-

X d, BXAAN Amazon MQ KimTRNEZSER , BZHFNLS#H MQ LinT L 7
@’io AWS _ﬂfi%%

PUT /vl1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

host-instance-typeEERARPEAREERBEEARIINEHIRE,

{

"host-instance-type": "host-instance-type"

}

( Wik ) RGBS BNFA LRSI ZMRA |, F A RebootBrokerAP| R EEZEHWARIE, broker-
idIEEENBESH,

POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

MREFBEFBINREBENYENAER , Amazon MQ FET —MXIEF I BEAARKE,

/A Important
BRGIRBEERMNATELRS. XTERAE , SREBERN , - RRAFE-IMTRL
TEIRES.

2
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html#RebootBroker
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Amazon MQ for ActiveMQ ZfERH

Amazon MQ for ActiveMQ ¥ Amazon Elastic File System ( EFS ) 1 Amazon Elastic Block
Store (EBS ) » BRIAERT , ActiveMQ KRE A Amazon EFS #{TREBE#, EFNABESATAK
WEFAMMEFIhEE , HFEA Amazon EFS, EXARIERMSELE , A Amazon EBS,

/A Important
« RHAERF Amazon EBS 5 mq.m5 RIEEFIEBRIIESFER,
- REZAULUERNRERFIRE K BECNEBREBEZELEERNEBEFMHER,
« Amazon EBS EEANAAXAEFIHKE , EFXF ActiveMQ E£3/& AHEEN,

FHERECZEANER

TREEHR T ActiveMQ RER A TE. Amazon EFS fl Amazon EBS FEE R Z AN ER.

FERR Persistence 51 158 AR 2= 451 BNEREY  &F
HERASH BRI 18
BRAHE (1KB
HE )
RiFH IEFAM - BREHRNM 5000 y
- EBEERH
- TR

=
Amazon EBS BFrEEm -« REXK 500 BATHK (AZ)
o {TEALLTE N2
Amazon EFS BFEH SRS 80 BZNEIAR AZs

NEFHEFREHSENERNZESNELE, BR A EXFBRIREBEFSIHE , HRELE
Ko

T 23



Amazon MQ FRARIER
Amazon EFS BRIt EBERESNMAY , AAABSMNAKH#ITES , AZs U LB TEMEMNAHR
WERF WA AX AN RENSHOBIEE L, Amazon EBS T[4 EHEHRITHRIL , HAEL
NAAXHPBEZN RS SRHITES,

BLiEFAB Amazon MQ {38

MARLBAFREELAFTFHENR , T ENEH VPC AEHEITIHRE, EEREMNEREZH , BEEEE
X VPCsTFRMZLHPUTER -
* VPCs

. REHFMHARLABRATFE— VPC #,

o YBRGEAFMARERN , BARELTIXRESLN VPC FEEMN IP #hit, XEE%XH Amazon MQ
HiR MmN P it | TERITEMARE,

- T

- MRFRMUTHEVPC A, Wiz VPC XECIERENRE - MK A,

« WMRREHRTFH , NFERRIN VPC AN TN,

- RE-BOIZ , R EEREAN T,

« NTEHRENETA/ZARE , FRLTNTFAENTAXH,

- WTEXPIRE , EUUEEEFEAN T , A BREFER-—IMNTAXR IR,
- BE&4H

« MBEREHRZEE , WFHERARIN VPC PRRIANRZEA,

- BB, ERRENTH/ZRAREELFEE-1R24 (H0, Mkz24 ),

(® Note
2 #t RabbitMQ RERFERAFMH L LA,

- RE—BOE  REEFREANTSE. ARG PATUER,

ERHEEFAZLL A AWS Management Console

ERBMARLZA , BFBREHUEHTHEZLL A AWS Management Console, ARG , EMEKIRE I
b, ERBENKLENIEE , WIITUTRE

BREMAZRLDA 24
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1.

NIENERL NIERFZFENR. EEETFARE , ATLAEA IPv4 IPv6, Xtk (IPv4 H
IPv6 ) » BXEZER , S Connecting to Amazon MQ,

TR, BRERAMRIAVPC, FRMEZEE  REEFEFINAR VPC, FRNEZLHE, MRET
BEARARIE VPC, FHHREH , MLAGIE - VPC, FRHREAEETLE
RE,

(® Note
NTFRAREBEFE , EELEFEFROFE IP REHEE, REQEE L EER
VPC ZipT R, FERBRAERAME TN IP KRB, MRBERAE IPRE | W256
B EHARE,

(® Note

EAT ActiveMQ W D% MQ FEA VPC KRigT &, YHEEIXOIE ActiveMQ R
B , Amazon MQ £7 VPC HELE — MM EED (END, Z2AMETE ENI |, AJ{it
NHEFFIARZAER,

WRIAR RN FF AR Y Amazon MQ 38 Web 414

HEXRAELLEN AT HRINRE , SIEZLL A AWS 1K/ ID AT LR FAALR L. MRXA TR
BNATFAEREE , WAFEIT TSR BEHRIAER Web 244,

1.
2.

A2 Linux EC2 Xflpublic-vpc ( XERERLNE IP)

ERIIEM VPCBHERSBLER , 155 EC2 RHlEUsshifiE , RAEEATEREN URI
Hcurl®m$.

EENITEN L, FRENIAXHEENLE EC23R6IM IP ihil 0l22&EE EC2 SKfIRYsshBE
iEo 15“;1[1 .

ssh -i ~/.ssh/id_rsa -N -C -q -f -D 8080 ec2-user@203.0.113.0

EENITEN LB R KBRS
ZEREEFU , flanFoxyProxyE &R ITEH L.
ERUTREBEBENAERF R

R AR AT AFFIFRIE Amazon MQ RIE Web #2414 25


https://getfoxyproxy.org/
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« WTFRERE , HEE SOCKS5,

« XT IP #bst, DNS B#MMBRF /AW , iIHHEE localhost,
- XNFHWA , iFIEE 8080,

« BIEREMIEH URL R,

« XF URL #3 , IBEE *.mq. *.amazonaws.com*

o WFEREEA  FHEE HTTP(S).

EEBERAREEFRS , EUAEENITEN LIFE Web £HA T,

/A Important

MREANRAENRE  NTWEELFRRE VPC HEER IP i, XL P itk B
Amazon MQ E#ii& i £/ RabbitMQ , TEE{AER%E,

it Xl Amazon MQ R IERY4E 3 B ER

4P RTER , Amazon MQ SEHXEEAENES, RERSHEIZRMGHITET . Sl , MREE
T REXBIRE |, Amazon MQ FET —MIHEF R BEAN BN ER. EFNFERERKTE
AR, BEERT HEEREZENERE, BEERESNTAKX (AZ) BEEASTRAMNAER

BB | TURKRE MM D4 B ERA A EHLETE .

Amazon MQ for ActiveMQ R X 21/Z AEE , AKX ST A, £ active/standby T , Amazon
MQ —RREERIT—NEFINLEFRIE , HEZEDE-NLBIMATH. A, BETLUFKEN
FHEF I ERDBE—ARN. Amazon MQ for RabbitMQ R EF IR , USRS TAMY., EEFHDE
B, Amazon MQ B BERBFELHMNETTR , BRI — M RRMTEFRE,

EXSEZNER , AIREFNRZEERANEEN BT —X. BT —MIUBNEFRRTH
Bl , BHRZREFBAENEF IR, REBEFRNEERE , Amazon MQ 2EBRH , A LE
T—MEFRBRHRAERFEITR, BERBLEFNRNT2ZEAENTAM,

EARZICEHEN TR , B LUEER AWS Management Console AWS CLI, = Amazon MQ AP,

TR E LR 26
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R ZHER L 41 14 B AWS Management Console

ERELLHEF N , BFEA AWS Management Console

1. %&ZF Amazon MQ ##I &,

2. EEMSMBERKF , 1% Brokers (RIE) , REMNIIRPERLEARHRE,
3. EREFMAFENL , %EF Edit (RE).

4. 7 Maintenance (4#) T , 1T T84,

a. XF Startday (F#HB ) , NTHRIFIKRFPEFERJL , 40 Sunday ( EHIH )

b. XIF Starttime ( FFIAEtE ) , EFRELBERN T —MEBLEFP BTN —XPH/ et o8
15“&[] 12:00,

(® Note
Start time (FF#RETE) EBRA UTC+0 BFX#ITELE

5. ETKR, ERIVEBNR. RAREETRERERUN. ERETAERRFUNEMEINEN , ML
FEMRINE, ERMERINERRE,

6. EREFMEETNE LM Maintenance widnow ( EH TR ) T, RIIREERTHOEEITR.

ERALZHEL L4 /TR AWS CLI
BRELLOHETIE , A AWS CLI

1. f£H update-broker CLI ti S HIEEU TS , MRHBIFF R

« --broker-id - Amazon MQ FIREBERWHE— ID, BELE
WK ARN 4T ID, flg0 , 44T ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
R 1D ¥4 b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --maintenance-window-start-time - WENLTEHWHIRENESEAEF R BINRNS
o
- DayOfWeek — EHJ1. , AL TiB% : MONDAY| TUESDAY | WEDNESDAY | THURSDAY
| FRIDAY | SATURDAY | SUNDAY

« TimeOfDay - BY[E , XA 24 /et

TR E LR >7


https://console.aws.amazon.com/amazon-mq/
https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
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« TimeZone — ( A& ) BfX , AR AERMXAHHH UTC RBEHEN. BRIAREN
UTCo,

aws mqg update-broker --broker-id broker-id \
--maintenance-window-start-time DayOfWeek=SUNDAY,TimeOfDay=13:00,TimeZone=America/
Los_Angeles

2. (®& ) £ describe-broker CLI i 5 REIF4EF TR 2 S ERIDEHo

aws mq describe-broker --broker-id broker-id

8 Amazon MQ API it &I 4 4 5 B}
£/ Amazon MQ AP| 328 I8 4 3 i B}

1. fEM UpdateBroker AP| #1E, 87 broker-id fEARES ., UT RIHBRERETE us-
west-2 XiFH, BXAHN Amazon MQ KT RNEZER , BSEHPWIL S MQ LigT
SHEH. AWS —f&SE

PUT /v1/brokers/broker-id HTTP/1.1

Host: mq.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

EERAFEFFERFER maintenanceWindowStartTime S8 Ml WeeklyStartTime ®IRE
B,

{

"maintenanceWindowStartTime": {
"dayOfWeek": "SUNDAY",
"timeZone": "America/Los_Angeles"”,
"timeOfDay": "13:00"
}
}

2. (A% ) £A DescribeBrokerAPl BREKIE £ TR R EER U ERM. broker-id#IEENBE
8.

TR E LR 28


https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-weeklystarttime
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
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GET /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

E S Amazon MQ {18

ENRENAFTERE  BTNESNE,

@® Note
WMRIEH ActiveMQ RETLEZME , B UEFREBEUMNHRERSIRE .,

AR RBIE R INaEH AWS Management Console EJ/§ Amazon MQ R,

EHF Amazon MQ RE | FRITUTIRE :

1. &3 Amazon MQ ##lA&,
2. MELAFRS  EFENLLEHEBR ( HlE MyBroker ) o
3. 7TEMyBrokerTWH L , &R #E K EFRE,

/A Important
BXPIRERFEESFLTRIVRS. SEAERTA , E-RREEF—IMTR

4. 7£ Reboot broker XiFH#EH , 1% Reboot,
ER—TMEBEXRAZTES 98, MRERSHEXRHKRNERHERIRTERSHWAE LHT , N
ERNEREEEFE KMETE,

i B& Amazon MQ I

MBEAFEATLH MQ 248 (U FEMITEFANNRAERAE ) , WREMERTEMN
Amazon MQ H il BRIABRIE R A<, AWS

ERRE 29


https://console.aws.amazon.com/amazon-mq/
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AR RBISE R I £ F AWS Management Consolefffl BR {2,

B8 Amazon MQ I

1. B3 Amazon MQ ##| 5.
2. MZLmEFRe | MREHNLLHE (510 MyBroker ) , SRFLEZRMIBR,
3. TEMIERFMyBroker ? JHiEERH , BA |, deleteRFTEE ‘B

MERRIEBRAFTE 5 54

Amazon MQ REBIRAS

REHIIRRERES 7R, TRIIHT Amazon MQ RIEEEVIRES.

7HA API iR

BIE XK CREATION_FAILED TR EAE,

EE0IE CREATION_IN_PROGRESS B 8 [E7E SR,

IE7E M BR DELETION_IN_PROGRESS B A IEE IR,

EEER REBOOT_IN_PROGRESS BRI EEERRE,

Running RUNNING RIEBALUE T,

FREUKRIRE CRITICAL_ACTION_RE REIEEZIT , BLTRHRLR
QUIRED A, BEVHMTERE. B

I JE B 255 0 51 2 35 4

EPRRARE | SR SR BIERR
[F) R Ay 1 B

A Amazon MQ & BERNINIRZE

EAAHFMBEN Amazon MQ BIRUABITRADE , B LURMA TR EREREE B B T
L, XESZHETFZRENAEGR, SUERARARDEIRERKEE AWS IkE | DU S

M Amazon MQ 1S3

30
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BOMBRALEE, At , BEMURBMESERSZRHANEN AWS IKFKE, EXEZER , FS5HH
{AWS Biling AFEm)Y BB R ERA D EIRS

Flan | BRI LUR IR R Amazon MQ &R R A F LM ARNRE :

BIR B =]

Cost Center 34567
Brokerl

Stack Production

Cost Center 34567
Broker2

Stack Production

Cost Center 12345
Broker3

Stack Development

EEARIE T REE UL LR MATHERESHRME S ARE — KRR |, B ERTE KA D BERERIC
THEXBRE,

£ Amazon MQ 12§ & FRMFRZ

B A TSB , BALE Amazon MQ 41 2 s s 5 E1E 61 R0 SRR IR

1. M Create a broker (BIZ2XE) WEF , %FF Additional settings (Hft1iRE).
2. 1 Tags (fr%) TH , %&#F Add tag (R INFRE),

3. #A Key (8) # Value ({8) X,

4. (A% ) &EF Add tag (R IIERE) L EAERNSMRE,

5. i%&#% Create broker (8I2RIE),

EREERERFIRE | FHITUATRE

1. M Create configuration (RI2EE) WEH , i%#F Advanced (§4%).
2. 1£ Create configuration (R1Z2E &) TWH L Tags (FrX) T , £ Add tag (FIIFRZ),
3. HA Key (8) M Value ({8) X,

1£ Amazon MQ $## & R IR IRE 31


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report

Amazon MQ FERARER
4. ("W ) %EF Add tag (R INRE) LEEER NS MR,
5. %% Create configuration (B1Z2E &),

ANINFRE T |, B LAME Amazon MQ BHIAHEE. RENMBRERNIRES, SIETLEER REST API
EERBFENIRE, BXEZEE |, i85 Amazon MQ REST API &%,

1£ Amazon MQ #41 & PR IRE 32


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tag.html

Amazon MQ FEANGIER

£ Amazon MQ for ActiveMQ

FIA Amazon MQ , AIABEMFERAESENERNITEN R T RAUBZEERE, BUE
F. Amazon MQ REST API =8| AWS Management Console, EEMMBIBRALL A, AWS
Command Line Interface

Amazon MQ for ActiveMQ RIBAIERN B SGIRIBR /2 AREHRTHE, N TFXHHI2E
N , Amazon MQ BE TRE#EHRERREHS A,

@ Note

Amazon MQ £/ Apache KahaDB fE N EEEFM#, T XEEMBIEFM , 0 JDBC A
LevelDB,

ERBAGRENRE | FERMEA ActiveMQ XIFHNEMRIEES ABEL N ATHBEABER TLS :

. AMQP

. MQTT

- MQTT &3R T WebSocket
+ OpenWire

« STOMP

« Kz —1¥R WebSocket

ET#HIL S MQ REST APIs , B2 R 5# M Q REST APl 2%,

Amazon MQ for ActiveMQ X I8

A2 Amazon MQ for ActiveMQ 1RIE ?

RIE B1Z1TE Amazon MQ EHEERERIE, ©= Amazon MQ WERHER, RERHIE
(m5,t3) MK/ (largemicro) WAESERF AREEHIZERE ( HlEmg.m5.1arge ) o BXREZ(E
B, %2 # Broker instance types,

« BRHIRER-NMNTARFHN—NMEBAR,. REBESENNHARER LR Amazon EBS 5 Amazon
EFS I &HITEE.

Amazon MQ for ActiveMQ %32 33


http://activemq.apache.org/kahadb.html
http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
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s FH/EZARBAFNTEATAXFHNFENMMEBAR , BBEA TR . XERBSENNARFUR
Amazon EFS #TEZEE.

BEXEZEER , 2 Amazon MQ for ActiveMQ KIEHI ZBE £,

BRI LR A B3R EMRAF R IATE Apache K RIS B FRERAE B3 ARBIFRERSE. B3
ARELEFRBEARE , ZEFHRERAER/L. JLR (24 DEHER ) MEFX ( BRIAR UTC ) E X

BXRUBNEERENER , BSRAUATRE .

o Al : S HIEE ActiveMQ I8
- KB

* Broker statuses

REFNER W

ERBAGREHRE | FERMEA ActiveMQ XFHNEMRHEES ABI N ATHIEABER TLS :

- AMQP

. MQTT

- MQTT £3R T WebSocket
* OpenWire

+ STOMP

« Kz —1% WebSocket

Attributes

ActiveMQ REEBFJLNEM |, Hlu0 -

« & (MyBroker)
+ ID (b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

 ActiveMQ Web ###|& URL (https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mg.us-east-2.amazonaws.com:8162)
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http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
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BXEZEE , 555 Apache ActiveMQ XHHHY Web #2# A,

/A Important

MREIEENRNME T B ETE activemg-webconsole A | BT E[EA ActiveMQ
Web #&14& , RRZAKRIKEENE Amazon MQ REBRFZHERZWRBZREREE,

« HRPWLIRTR:

« amgp+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:5671

 mqtt+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com: 8883

* ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617

® Note

X2 — OpenWire 5 R0

* stomp+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61614

* wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619

BEXEZEE , 5501 Apache ActiveMQ X4 K il B 1% 5l

(® Note

SNTFEA/ZARE , Amazon MQ 4 TH A ActiveMQ Web URLs #4l& , B—XxRE—|
URL & F5EZNIRES. B , Amazon MQ ABNERIDPNEE—FNLETR , BN HR
H—NRIET 2 TEIRS. -1 M -2 FBRRRITRX,

BRAREEMENTEIR , 25 (Amazon MQ REST API 2&) FHUTRHE :

« REST #24E ID : Broker
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http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html

Amazon MQ FEARIERE
« REST #4E ID : Brokers
« REST #4E ID : Broker Reboot

KERF

ActiveMQ B F 2EEB 17 ActiveMQ REWRAFIFMEEN AN ARERF, BULLHAFRENESR
EMNPR, Hilan | @Al AR ERFiGE ActiveMQ Web #2#| A,

AR—MEMIRE, BUUNAFRSEA , HAABRERE, EIBAEERSER S EBHRR,

/A Important
NAFHTERTSUEFEINATAS. ENAER , YMERFT - 4PRFEFES N
B,

BXAFMANEES , 555 Apache ActiveMQ XRHFHILLTES -
© BR

- BRURHI

BXRoZ. mENMER ActiveMQ BFHNER , BZRAUTARE :

« BlE ActiveMQ RIEAF

» Users

AFREM
EXAPFEMNTEIER , 558 (Amazon MQ REST API &) U THRE :

« REST &4 ID : User
« REST #4E ID : Users

Amazon MQ for ActiveMQ {3 Y 3B 2 1% I

Amazon MQ R IBIZ 8 Sc | M ERFZBBIE T,

User 36


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html
http://activemq.apache.org/web-console.html
http://activemq.apache.org/security.html#Security-Authorization
http://activemq.apache.org/security.html#Security-AuthorizationExample
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html
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EI 1 : Amazon MQ B SE 548 I8

BHIREBEE-NTAXFH—MMEBARK. KESEMNNARERUK Amazon EBS &% Amazon EFS
EEBHITERE., Amazon EFS ZEEEBNEZ N THARXURFMHIFERBHES KA AE
MATAM (AZs)o Amazon EBS 4 MRERFMSHEHEH T TIMILHREFH, BXEHEEITNE
%ER , 12 Storage,

TEHEAT —NEXHIRE  HPasEZ/ AZsKAIEHIK Amazon EFS 7%,

! Amazon Web Services Cloud

=)

Client ; Amazon MQ ! EFS Volume
- Broker i
us-west-2a !

TEUAER Amazon EBS R ELHIRBEEENATAXPE SRS R/FIITES

! Amazon Web Services Cloud

—=

Client Amazon MQ EBS Volume
i Broker

us-west-2a

...................................................................

I 2 : WE# MQ active/standby RIS & 0] A4

FH/EAREBEAFNTETHARTHNHENIMMEBLAR , BN TR, SERBELENNARFUR
Amazon EFS #1T[E% &S, Amazon EFS Z# & EE BB N TARXTREEBERRERESR
BT AR T A (AZs)e BXEZEE , S Storage,

BRpIRE 37
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B EARHEHRE — MBS T EHRES | HERESANLTERRS., NREF—RE
ST R EAERTLS | I Amazon MQ BB — BEtH F AL EIED RAIBILBS. KA
VEEITIROR BIFIE AIRAIA Frash WA A RIS £ ABE. £ADNEPEOAREERTSHM
ERBLE, YEESREN | KERBRE/LDH.

X F active/standby fX3ER , Amazon MQ & T 4 ActiveMQ Web ##|& URLs , E—XRREFE—4
URL & F5EZIRTS. B , Amazon MQ ABNMERIPURHERIMLETR , EBABNHPRE-1
KETRAETEIRS. -1 M -2 BERTIARN. R FLEMDURS , NATNARFFERARERE
BEmEEIT R,

THEi%E TEZ A active/standby KB Z B E #] Amazon EFS 17 AZs,

! Amazon Web Services Cloud

Amazon MQ i
Broker us-west-2a

-----------------------------------------

Client

EFS Volume

Amazon MQ !
Broker us-west-2b

Amazon MQ {CEE W £&

Amazon MQ % # ActiveMQ X IE M & IhBE,

REMNEHS N EEIRKGNRERE/ZFAREBEAR, CIZREMZTUIRES S MMEKGIH
A, RERDMAEFE,

REM L 38


http://activemq.apache.org/failover-transport-reference.html
http://activemq.apache.org/failover-transport-reference.html
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240 AW G B AEERN ?

ZLBAMERBIEAMNGEERT —NELAEEI S —IMELBEREUN, MEEESFEEN-
REHE - MENRFES. MEEEREREREPREENERNIRNITERE, W TIENTEE,
HEMMN-MMEBERE S —ME, XTRIEE , HEERMEZRARBEER.

MRMEEZSBEBRINT , NHE A M Broker2 # & % Brok er 1, il , U TFERERE PRI

T NetworkConnector &8 :

BRUEREMEPRMNERAFEN TN TERE, EAEFELDS —MUESIANTEE , LAERE
SR RFE M, NTEENTMAARITEE Amazon MQ RERENI S IR BREM.

RIEM L AL B TSR 2

EZFERE AEBEIMNETHREB , REAXAFABRNER K RETMEtRENERE—
¥, BRBERE AW <networkConnector> BEEFRMEZD K MANELAEREA L|E—1
EREB LHNS— NAFEEMHREENAF, (XEAFPRAZEHERAFEMEZEBENIE B —HHA
F ). HEIE <networkConnector> BLEHIEE userName BHR , Amazon MQ FEZE/TRR B3
WINZEL,

/A Important

B2 A <networkConnector> $8E password B, RIMNTENEREBRENXHFEHESH
XEB , AAXLEZBE Amazon MQ ZHIEF AR, BXEZEER , i3 H Configure
Network Connectors for Your Broker,

X

ERERE AWS XEHNREMSE  FEXEXEHENE , AENXEREN R E M &EESR,
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Amazon MQ

FRARER

Brokerd

EREGE R —FHNREMSE , EA LU networkConnectors 5k B NZI Broker1 1 Broker4 Ry

BLER , U5 AXERENLERLIRT Ko

Broker1 By M 4KIEIESS

<networkConnectors>
<networkConnector name="1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_4" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd66@0b553-4.mq.us-
east-2.amazonaws.com:61617)"/>
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</networkConnectors>

Broker2 By W &IiEH#ERT -

<networkConnectors>
<networkConnector name="2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker4 By 4KIELESS

<networkConnectors>
<networkConnector name="4_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
west-2.amazonaws.com:61617)" />
</networkConnectors>

BB EMEEREITNITHERE

BR T ELi& networkConnector stk , Bk AT MABEL B ZRH IR transportConnector ETUAE A3h
DHEER , UREMNREFRNSEHRREEEHRFEHIELE,

<transportConnectors>

<transportConnector name="openwire" updateClusterClients="true"
rebalanceClusterClients="true" updateClusterClientsOnRemove="true"/>
</transportConnectors>

FEARHIH | updateClusterClients l rebalanceClusterClients #i&EN true, EXM
BRT , REcnBFHREMZFHRENIIR , MEZFHEEEMREMARBERIXLEREBELR
T,

A kT

« updateClusterClients: MEFFimfZiE2EXREHRHIFNEFHNERNER.
« rebalanceClusterClients: ¥ & Fine B F RN 2 IR P 45 Y 351X Lo 38 BB 37 T 1,
« updateClusterClientsOnRemove: EEREETREMNEN , ENEFHBHAIMER,

A BT ERRH T SRR 41
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%% & updateClusterClients A true i , EF IR A UERE RN EZIINEREPNENE,

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)

HENWALrEREN , BFREIMSE URIs FITBLLANSIR, MREEIRERM , ©A U
M EHEEMARENAEZ—

BXHERBNEZER , B5H Active MQ X A THEHEBH KKK,

ERATF ActiveMQ REZHIKB T TE MQ

REXBIZE (m5,t3) MK/ (large,micro) WAEHEHRM A RELFIZER ( flaing.m5.1large ), T
RIHE T ActiveMQ RIEBA AT Sz MQ REKHIFKE,

ERFIERBLIETEFZH , Amazon MQ 2EAD7E 90 RN AHBA, RIMNBWEEZ end-of-support
B Z e SN R EARBIFTHSEFIZER | SRy 1k HIER AR,

/A Important
BT HBETE 2025 £ 3 A 17 B XRt2.microsimg.m4.large 2 FBIEZR L A,

SR B VCPU M7 (GiB) e 1 Amazon MQ
KiEX#E

mq.t3.mic 2 1 Wih EFS

IO

mg.m5.lar 2 8 47 EFS =% EBS

ge

mq.m5.xla 4 16 t EFS 5 EBS

rge

mqg.m5.2x1 8 32 47 EFS =% EBS

arge



http://activemq.apache.org/failover-transport-reference.html#FailoverTransportReference-Broker-sideOptionsforFailover

Amazon MQ FEANGIER

LR B vCPU HN7F (GiB) HEMEA ER Amazon MQ
KL

mq.m5. 4x1 16 64 47 EFS = EBS

arge

BARELEIRFINESEE  BEHEEEBRNREXFIRBEUINSGEFLE,

Amazon MQ for ActiveMQ X IBf &

BEHRTEEM ActiveMQ REMFTBERE ( XA XML #3X , ELTF ActiveMQ B activemq.xml
X)), BRANECERE , AGUERE, 25, EUUNEENA T — NS ME,

/A Important
NEEXTERFXVNEANAERE, ENRAESR , UAFFT —EFPRIEFEER
B,

R BEE A DeleteConfiguration API fIBRELE. BXEZEE |, 5 H Amazon MQ
API ZEHWNALE,

Attributes
REREERF/LIEY , HI0

« B (MyConfiguration)
+ ID (c-1234a5b6-78cd-901e-2fgh-3145j6k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)
BEXBEEBEMMNTEIIR , ESH (Amazon MQ REST APl &) HRHTHE :

- REST #4E ID : Configuration
« REST #4E ID : Configurations

BXBEZITRMENTEIIR , BSHANUTRE .

REEE 43
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html

Amazon MQ FEANGIER

« REST #4E ID : Configuration Revision

« REST #4E ID : Configuration Revisions

f# /A Spring XML BELi& X4

£/ Spring XML X#KEE ActiveMQ X3, EAIUEESH ActiveMQ REMNEZHE , WFE X
BHr, BAREM, ROCGKBMEMS. Amazon MQ BHIHFP-—EERETE , MNFERNERE. BAlF
REFHMEEEDT , el EAENMNE,

£ Amazon MQ XML 2 FIEE T £ EZXFHNE BRI : B AERA LT EEE T 82 IFRME zip
Mo

* amazon-mqg-active-mg-5.18.4.xsd.zip

 amazon-mg-active-mq-5.17.6.xsd.zip

* amazon-mg-active-mq-5.16.7.xsd.zip

 amazon-mg-active-mg-5.15.16.xsd.zip

A AE A X R KRR UENB R ENEE N 4. Amazon MQ & A FEBEE L& XML XX HRIZHE
B, & LS XML XHE , Amazon MQ £ BEI RIFBRMNIBFEMBIBREXRIMELNEESHK.

(@ Note

L REEARENIRSE. Amazon MQ SNENEESEEIE Spring RIEX, TEMTE
S| TEME %,

#1Z Amazon MQ for ActiveMQ R T &

BB T EEMN ActiveMQ REMFTBRE ( XA XML #3X , ELTF ActiveMQ B activemq.xml
X)), BRANECERE , RAGUERE, 25, EUNEENAT NS MNME, B LA
RASELTFNBANALRE,

LAR RBIE R In{aE A AWS Management Console | Z# B Amazon MQ RIEBEE,

{f# /8 Spring XML B2 & X4 44


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html
https://docs.spring.io/spring/docs/current/spring-framework-reference/
samples/amazon-mq-active-mq-5.18.4.xsd.zip
samples/amazon-mq-active-mq-5.17.6.xsd.zip
samples/amazon-mq-active-mq-5.16.7.xsd.zip
samples/amazon-mq-active-mq-5.15.16.xsd.zip

Amazon MQ FEANGIER

/A Important

A BEfE A DeleteConfiguration API BIBRELE. BXEZEE. , 2 Amazon MQ
APl ZEHWNALE,

SIEHMVEE
BOEFNAERE , aABEENEE,

1. %% Amazon MQ 4|5,
2. &EEM , BIASHMER , AFERE Configurations (ELE).

Amazon MQ

Brokers

£ Configurations (Eti&) TWE L , % Create configuration (BIE2EE).

4. 7 Create configuration ( 8|2 #E ) TWEH LK Details ( FHELE ) o+ , # A Configuration
name ( BBEAF: ) ( Bl MyConfiguration ) Hi%&#® Broker engine ( fRE 5|2 ) R,

(@ Note

ZE T #AX Amazon MQ for ActiveMQ X #FH ActiveMQ 5| ZMRAHNEZFER , 5 Hthe
section called “fRAEE”,

5. ZEMIREE.

BT B EE1T
PIERERES  SECAREBITREERRE.
1. MEEIXRPEEMyConfiguration,

@ Note
AT Amazon MQ BIRE B N IREIRE —MEEEZT,

BIERE 45
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Amazon MQ FRARIER

fFZMyConfigurationWE L , FE RENFEEMBITRERNRIESI ZRBMARA (Hlan0
Apache ActiveMQ 5.15.16 ) .

2. f& Configuration details &I+ £ , @& REEEITS. ERM XML FXHWREERE,

(® Note
REINERERNE—MHHEEZT.

Revision 1 - to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

2 configurations support a limited subset of ActiveMQ properties. Info

<7x¥xml version="1.8" encoding="UTF-8" standalone="yes"7=

<broker xmlns="http://activemq.apache.org/schema/core"=
=l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

3. #%#% Edit configuration (4R ELE) H X XML BE#H1TE R
4. EBRREF.

Save revision (fR7FE1T) JHEEHI,
5 (Hi# )ZEBE A description of the changes in this revision,

6. EEFRF.
HerFERENHET.

/A Important

Amazon MQ ZHI A B RELEMRBFELINBLNEES K. EXEZEEMANT
B XML S ¥ TR IR , i3 5Amazon MQ Broker Configuration Parameters,

BIERE 46
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MEESITRAERE

BITERESR , TR EE ST iR A BRI,
1. FEEM , BFSMER , AE%ERE Brokers (RE),

Amazon MQ

Configurations

2. NELAFERAP | EFENIRELE (Hla0 MyBroker ) , REERRE.
3. 1& “YmiE MyBroker” MHM ‘FE” #8500 , EREENSITR , RAEEEF TSR,

4. 7f Schedule broker modifications (1T XIXIE1E k) BB , 1E#E R 7 During the next scheduled
maintenance window (T~ —/MtXI4E 5 B ERHA[A]) I£ 2 Immediately (3ZB) RS,

/A Important
BRHRBEERHLTELRS, WTEHRE  SREBEEN , —RAF-IMHRL
TEIRE.

5. EEMNMA.

ICHVEC BAETT R FE TE RV B i) B A B SRV AR R

Y% Amazon MQ for ActiveMQ BB 1£1T ik

MEESITHREAZNRER  SUREENHATHEE. BRUATHARBEEEZ TR,

1. &% Amazon MQ ##l&,

2. MELAFERAP , REBEHOZRELHE (a0 MyBroker ) , ABEERRE

3. 71EMyBroker M Lt , %&$#F “UmiE’",

4. 71t “Y4m%E MyBroker” MHK ‘BME" &% , EF—NEREMN —MEITR , AGERERE.

mEE B BT IR 47


https://console.aws.amazon.com/amazon-mq/

Amazon MQ FRARIER

5.

® Note
MRIFFBEQNBREMEREE , BN ST Amazon MQ BIZERIER B GIEE —NEE S
To

f£iZMyBrokerWH L , FEREEFEANNRIESIEBRBEFARA (20 Apache ActiveMQ
5.15.8 )

£ Configuration details &+ £ , @R REEEITS. #ERM XML HXHREBERE.

(® Note
REINEERNE—MHHEERT.

Revision 1 - to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

2 configurations support a limited subset of ActiveMQ properties. Info

<7x¥xml version="1.8" encoding="UTF-8" standalone="yes"7=

<broker xmlns="http://activemq.apache.org/schema/core"=
=l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

1%#% Edit configuration (4REEEE) H X XML ELE#H1TE R,
EERTF

Save revision (fR7FE1T) JHEEHI,
( Al ) 388 A description of the changes in this revision,

ERRF

HerFERENHET.

mEE B BT IR 48
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/A Important

Amazon MQ BHIA LB BREEWREELINZELNEESH. BXEZEENAT
B XML SRR , 2 Amazon MQ Broker Configuration Parameters,

Amazon MQ BLEH AT TE

THER Amazon MQ BEEF A FH TR IFAIIR, BXREZER |, 1S H Apache ActiveMQ X4
7 XML EiE,

&

abortSlowAckConsumerStrategy (BH)
abortSlowConsumerStrategy (Ei%)
authorizationEntry (EBM)
authorizationMap (FE&TTH)
authorizationPlugin (F£&H)

broker (B | FE&TH)

cachedMessageGroupMapFactory (BH)

compositeQueue (B | FEETTE)

compositeTopic (B | FEETH)

constantPendingMessagelLimitStrategy (BH)
discarding (EM%)

discardingDLQBrokerPlugin (E)
fileCursor

fileDurableSubscriberCursor

RFW TR 49
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Amazon MQ FEANGIER

TE

fileQueueCursor

filteredDestination (E1%)
fixedCountSubscriptionRecoveryPolicy (B1E)
fixedSizedSubscriptionRecoveryPolicy (BH)
forcePersistencyModeBrokerPlugin (BH)
individualDeadLetterStrategy (B1%)
lastImageSubscriptionRecoveryPolicy
messageGroupHashBucketFactory (BH)
mirroredQueue (EBM)
noSubscriptionRecoveryPolicy
oldestMessageEvictionStrategy (BM)
oldestMessageWithLowestPriorityEvictionStrategy (%)

policyEntry (BY | FEEXH)

policyMap (FEERE)
prefetchRatePendingMessagelLimitStrategy (B1E)
priorityDispatchPolicy
priorityNetworkDispatchPolicy
queryBasedSubscriptionRecoveryPolicy (B1E)
queue (E1%)

redeliveryPlugin (B | FEE&TH)

RFHITTE 50



Amazon MQ FEANGIER

&

redeliveryPolicy (EM%)

redeliveryPolicyMap (F5&H)
retainedMessageSubscriptionRecoveryPolicy (FEERER)
roundRobinDispatchPolicy

sharedDeadlLetterStrateqy (B | FEETH)

simpleDispatchPolicy
simpleMessageGroupMapFactory
statisticsBrokerPlugin

storeCursor

storeDurableSubscriberCursor  (EM)
strictOrderDispatchPolicy
tempDestinationAuthorizationEntry  (BM%)
tempQueue (E1)

tempTopic (EM)
timedSubscriptionRecoveryPolicy (B1%E)
timeStampingBrokerPlugin (E1M%)

topic (BM)

transportConnector (E)
uniquePropertyMessageEvictionStrategy (BM)

virtualDestinationInterceptor (F&&HK)

RFHITTE 51
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FRARER

TE

virtualTopic (EBM)
vmCursor
vmDurableCursor

vmQueueCursor

Amazon MQ BLER RIFH TEREEMH

TH=Z Amazon MQ BEEF AT TEZRHEBEMNIFAIIR, BXEZEE , i5SH Apache
ActiveMQ X H XML BLiE,

THE B 1%
abortSlowAckConsumerStrategy abortConnection
checkPeriod

ignoreldleConsumers
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration
maxTimeSincelastAck
name
abortSlowConsumerStrategy abortConnection
checkPeriod
ignoreNetworkConsumers

maxSlowCount

RFHEM
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Amazon MQ

FRARER

TE

authorizationEntry

broker

B

maxSlowDuration

name

admin

queue

read

tempQueue

tempTopic

topic

write

advisorySupport
allowTempAutoCreationOnSend
cacheTempDestinations
consumerSystemUsagePortion
dedicatedTaskRunner
deleteAllMessagesOnStartup
keepDurableSubsActive

enableMessageExpirationOnAc
tiveDurableSubs

maxPurgedDestinationsPerSweep

maxSchedulerRepeatAllowed

monitorConnectionSplits

RFHEM
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TE B

networkConnectorStartAsync

offlineDurableSubscriberTas
kSchedule

offlineDurableSubscriberTimeout
persistenceThreadPriority
persistent

populateIMSXUserID
producerSystemUsagePortion
rejectDurableConsumers
rollbackOnlyOnAsyncException

schedulePeriodForDestinatio
nPurge

schedulerSupport

splitSystemUsageForProducer
sConsumers

taskRunnerPriority
timeBeforePurgeTempDestinations

useAuthenticatedPrincipalFo
rIJMSXUserID

useMirroredQueues
useTempMirroredQueues

useVirtualDestSubs

RFHWEM 54



Amazon MQ

FRARER

TE

cachedMessageGroupMapFactory

compositeQueue

compositeTopic

conditionalNetworkBridgeFilterFactory

B
useVirtualDestSubsOnCreation
useVirtualTopics
cacheSize
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
rateDuration
rateLimit

replayDelay
replayWhenNoConsumers

selectorAware

© EUTRARZHHE
Apache ActiveMQ 5.16.x

RFHEM
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& &
constantPendingMessagelLimit limit
Strategy
discarding deadLetterQueue
enableAudit
expiration
maxAuditDepth

discardingDLQBrokerPlugin

filteredDestination

fixedCountSubscriptionRecov
eryPolicy

fixedSizedSubscriptionRecov
eryPolicy

maxProducersToAudit
processExpired
processNonPersistent
dropAll

dropOnly
dropTemporaryQueues
dropTemporaryTopics
reportInterval
queue

selector

topic

maximumSize

maximumSize

useSharedBuffer

RFHEM
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TE B
forcePersistencyModeBrokerPlugin persistenceFlag
individualDeadLetterStrategy destinationPerDurableSubscriber

enableAudit

expiration

maxAuditDepth

maxProducersToAudit
processExpired
processNonPersistent
queuePrefix
queueSuffix
topicPrefix
topicSuffix
useQueueForQueueMessages
useQueueForTopicMessages
messageGroupHashBucketFactory bucketCount
cacheSize
mirroredQueue copyMessage
postfix
prefix

oldestMessageEvictionStrategy evictExpiredMessagesHighWat
ermark

AFHEM 57
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TE B
oldestMessageWithLowestPrio evictExpiredMessagesHighWat
rityEvictionStrategy ermark
policyEntry advisoryForConsumed

advisoryForDelivery
advisoryForDiscardingMessages
advisoryForFastProducers
advisoryForSlowConsumers
advisoryWhenFull
allConsumersExclusiveByDefault
alwaysRetroactive
blockedProducerWarningInterval
consumersBeforeDispatchStarts
cursorMemoryHighWaterMark
doOptimzeMessageStorage
durableTopicPrefetch
enableAudit
expireMessagesPeriod
gcInactiveDestinations
gcWithNetworkConsumers
inactiveTimeoutBeforeGC

inactiveTimoutBeforeGC

RFHEM

58



Amazon MQ

FRARER

TE

B
includeBodyForAdvisory
lazyDispatch
maxAuditDepth
maxBrowsePageSize
maxDestinations
maxExpirePageSize
maxPageSize
maxProducersToAudit
maxQueueAuditDepth
memoryLimit
messageGroupMapFactoryType
minimumMessageSize
optimizedDispatch

optimizeMessageStoreInFligh
tLimit

persistJMSRedelivered
prioritizedMessages
producerFlowControl
queue
queueBrowserPrefetch

queuePrefetch

RFHEM
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TE B
reduceMemoryFootprint
sendAdvisoryIfNoConsumers
sendFailIfNoSpace
sendFailIfNoSpaceAfterTimeout

® EUATHMAEPZEZE
Apache ActiveMQ 5.16.4 R E SR

sendDuplicateFromStoreToDLQ

storeUsageHighWaterMark

strictOrderDispatch

tempQueue

tempTopic

timeBeforeDispatchStarts

topic

topicPrefetch

useCache

useConsumerPriority
usePrefetchExtension

prefetchRatePendingMessagel multiplier
imitStrategy

RFHEM 60
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TE B

queryBasedSubscriptionRecov query

eryPolicy

queue DLQ
physicalName

redeliveryPlugin fallbackToDeadlLetter
sendToDlgIfMaxRetriesExceeded

redeliveryPolicy backOffMultiplier

sharedDeadlLetterStrategy

collisionAvoidancePercent
initialRedeliveryDelay
maximumRedeliveries
maximumRedeliveryDelay
preDispatchCheck

queue

redeliveryDelay
tempQueue

tempTopic

topic
useCollisionAvoidance
useExponentialBackOff
enableAudit

expiration

RFHEM

61



Amazon MQ

FRARER

TE

storeDurableSubscriberCursor

tempDestinationAuthorizatio
nEntry

tempQueue

tempTopic

timedSubscriptionRecoveryPolicy

timeStampingBrokerPlugin

&

maxAuditDepth
maxProducersToAudit
processExpired
processNonPersistent
immediatePriorityDispatch
useCache

admin

queue

read

tempQueue

tempTopic

topic

write

DLQ

physicalName

DLQ

physicalName
zeroExpirationOverride
recoverDuration

futureOnly

RFHEM
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& &
processNetworkMessages
ttlCeiling
topic DLQ
physicalName
transportConnector .
name
updateClusterClients

uniquePropertyMessageEvicti
onStrategy

virtualTopic

rebalanceClusterClients
updateClusterClientsOnRemove

evictExpiredMessagesHighWat
ermark

propertyName
concurrentSend
local
dropOnResourcelLimit
name

postfix

prefix
selectorAware

setOriginalDestination

RFHEM
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TE B

transactedSend

Amazon MQ R tEE M

THRXTEEMHWIEMEEA, EXEZEE , BSH Apache ActiveMQ XHEHH XML B &,

R

broker R— 1 R&EETE,
Attributes
networkConnectionStart& %

EZEMNBERHAATFHMMERNES , A <networkConnectionStartAsync> #5&, %47
ZETMEBCANTEFHTEINGEE (GREBIRSD ),

ZRIAME : false

RIELE

<broker networkConnectorStartAsync="false"/>

Amazon MQ BLER RIFMTE, FEEREREFTE

THR Amazon MQ BEEFR ATH TR, FEERRZREFRENFAIIR. EXEZEER , BE5H
Apache ActiveMQ X#HH XML B &,

& FEERE FE

authorizationMap authorizationEntries authorizationEntry
tempDestinationAut
horizationEntry



http://activemq.apache.org/xml-configuration.html
http://activemq.apache.org/xml-configuration.html

Amazon MQ FERARER
& FEERE FrE
defaultEntry authorizationEntry
tempDestinationAut
horizationEntry
tempDestinationAut tempDestinationAut
horizationEntry horizationEntry
authorizationPlugin map authorizationMap
broker destinationInterce mirroredQueue
ptors
virtualDestination
Interceptor
destinationPolicy policyMap
destinations queue
tempQueue
tempTopic
topic
networkConnectors networkConnector
persistenceAdapter kahaDB
plugins authorizationPlugin

discardingDLQBroke
rPlugin

forcePersistencyMo
deBrokerPlugin

redeliveryPlugin
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FRARER

TE FEERHE

systemUsage

transportConnector

compositeQueue forwardTo

compositeTopic forwardTo

policyEntry deadLetterStrategy

FRE

statisticsBrokerPl
ugin

timeStampingBroker
Plugin

systemUsage

name
updateClusterClients

rebalanceClusterCl
ients

updateClusterClien
tsOnRemove

queue
tempQueue

tempTopic

topic
filteredDestination
queue

tempQueue

tempTopic

topic
filteredDestination

discarding

66
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TE FEERHE FuE

individualDeadLett
erStrategy

sharedDeadLetterSt
rategy

destination queue
tempQueue
tempTopic
topic

dispatchPolicy priorityDispatchPo
licy

priorityNetworkDis
patchPolicy

roundRobinDispatch
Policy

simpleDispatchPolicy

strictOrderDispatc
hPolicy

clientIdFiltexrDisp
atchPolicy

messageEvictionStr oldestMessageEvict
ategy ionStrategy

oldestMessageWithL
owestPriorityEvict
ionStrategy

RUHNES 67



FRARER

messageGroupMapFac
tory

pendingDurableSubs
criberPolicy

pendingMessagelimi
tStrategy

pendingQueuePolicy

pendingSubscriberP
olicy

FRE

uniquePropertyMess
ageEvictionStrategy

cachedMessageGroup
MapFactory

messageGroupHashBu
cketFactory

simpleMessageGroup
MapFactory

fileDurableSubscri
berCursor

storeDurableSubscr
iberCursor

vmDurableCursor

constantPendingMes
sageLimitStrategy

prefetchRatePendin
gMessageLimitStrat

egy
fileQueueCursor
storeCursor
vmQueueCursor
fileCursor

vmCursor
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FRARER

TE

timedSubscriptionR
ecoveryPolicy

policyMap

redeliveryPlugin

redeliveryPolicyMap

slowConsumerStrategy

subscriptionRecove
ryPolicy

defaultEntry
policyEntries
redeliveryPolicyMap
defaultEntry

redeliveryPolicyEn
tries

FRE

abortSlowAckConsum
erStrategy

abortSlowConsumerS
trategy

fixedCountSubscrip
tionRecoveryPolicy

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

policyEntry
policyEntry
redeliveryPolicyMap
redeliveryPolicy

redeliveryPolicy

RUHNES
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TE FEERHE FuE

retainedMessageSub wrapped fixedCountSubscrip
scriptionRecoveryP tionRecoveryPolicy

olicy
fixedSizedSubscrip

tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

sharedDeadLetterSt deadLetterQueue queue
rategy
tempQueue
tempTopic
topic
virtualDestination virtualDestinations compositeQueue
Interceptor

compositeTopic

virtualTopic

RUHNES 70
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Amazon MQ F &R M

THRFTEEMMNFMARE., BEXEZEELR , 5 Apache ActiveMQ XRAFAH XML BLE,
&

« authorizationEntry

* networkConnector

» kahaDB

» systemUsage

authorizationEntry

authorizationEntry £ authorizationEntries & & TEMN I,
Attributes
admin|read|write

RF—ARFINRER. BXREZER , B5H BARERNRE,

MBEFBIEEN BN T EETE activemg-webconsole A | BF LA ActiveMQ Web 124l
B, BRZARRERNE Amazon MQ KB RIXEERFU KRB ZRERNER.

ZRIAE : null

IR E

<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>
<authorizationEntry admin="admins,activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemqg-webconsole"
queue=">"/>
<authorizationEntry admin="admins,activemqg-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemg-webconsole"
topic=">"/>
</authorizationEntries>
</authorizationMap>
</map>
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</authorizationPlugin>

(® Note

ActiveMQ on Amazon MQ ## activemq-webconsole AMEFTER Y| EZTH EER
BR. ZHEFHAERFEHEEERHRNER,.

networkConnector

networkConnector & networkConnectors ¥E4TEN FI,
i

e Attributes

o RYIEE

Attributes

conduitSubscriptions

EEREMNEPNRNBEEREFITIENR-BHRNSNMEAER I —NMEAE, flwn, R
conduitSubscriptions REN true , HERNEAEEZEEINRIE B HNBFRFFER , NIKEB
LETERE A WRGERFITHASHENMNEEITRAD , MERE—NEERIAMNE A BREIR

(@ Note

f¥ conduitSubscriptions IREN true AILUE D IRMERE, E- , FALLEMERTEE
B ERENEEATSEE  HAUREREERTSEATEBNTR (0, 3F IMS
HEERBIFAETHA)

ZRIAE : tTue
duplex

BEREBEMEZHINEEZERSATERNERAER, fln, MRREAEENIELXTUESKREBW
EE WEERBEMNREBEAZRKINREB, B2, IRRE A CZRRE BHNIERE , IIAREB T
UHEEABNRE AMEERE <networkConnector>,
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2RiA{E : false

BFR

IR W 4% P BT TR RY B o
ZRIAE : bridge

uri

REMEHHNME (RSNME ) 2 - WAL RIPNULIRT

ZiAE : null
username

RENEHFHNREXENAFE,
ZRIAE : null

RIS

@ Note
MAEH networkConnector REMNKREMERN , HUESREBXENAFHNHB,

BERNMMEANREMS

ERHBEES  AMEEEERENED, MEEZESFENBEMRconnector_1_to_2 , KEERANA
F & 2myCommonUser , E#E2duplex , OpenWire iR URI fIEI& Istatic: ,i%zT\ﬂ:iEZIEﬂT?-
£ one-to-oneif #,

<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="static:(ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617)" />
</networkConnectors>

BXEZEER |, 15 Configure Network Connectors for Your Broker,
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BEZNMEHREMS

EUHEBEEYS , SMEEEERENES, MEEESFNEMRconnector_1_to_2 , KEEAW
AF&AR , E#R myCommonUserduplex , 255K OpenWirels R FI TR LUIES 5 F@ URIs F 8
Zmasterslave: , RAREZHEEFEEHREEBEE, MEIRENHEERBRT2EIN , EME
BEZ R RE 4k 4L,

<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="masterslave:(ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-west-2.amazonaws.com:61617)" />
</networkConnectors>

(® Note

BANBWENMEZRIEEA masterslave: B, ZBIRESEHAM static:failover:
()?randomize=false&maxReconnectAttempts=0 &% R,

(® Note
bt XML BLER S VFE R 22

kahaDB
kahaDB 2 persistenceAdapter FE&TEMN T,
Attributes

concurrentStoreAndDispatchQueues

EERBNIIEAHRFRENT K. BXREZER , FE5H NEBEREAENNSIZERH 276
%ﬂ I)ﬁo

ZRIAE : tTue
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cleanupOnStop

@ EATHRAPZRE
Apache ActiveMQ 15.16.x & E S R4

MREA |, WRAERBELHHTARERRFEE | ATIREAER, 7600 ADHIRE D BEE
HEENELT  REREEEHEA.

ZRIAE : true
journalDiskSyncle] f&

£ journalDiskSyncStrategy=periodic WERT , FITHERZ I EEIR (E®). BXiF4H
§8 , 2 Apache ActiveMQ kahaDB X 14,

EIAE : 1000

journalDiskSync ik #&

@ EUTHREPZRE
Apache ActiveMQ 15.14.x & E @A

BEMERLS K, BXFMES , S Apache ActiveMQ kahaDB X%,

ZRIAE : always

® Note

ActiveMQ 3ZH4HLTE B IE 1 LR F #5420t journalDiskSyncInterval , EERIAER 1
¥, BIERATUESZAR , BRESHEE. BHEEER.

preallocationStrategy

BREEFEMBSXA4N , ABZHMSBEBEXHNEN. BXFHEFEE , HSH Apache
ActiveMQ kahaDB 3714,

ZRIAE : sparse_file
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B E

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<persistenceAdapter>
<kahaDB preallocationStrategy="zeros"
concurrentStoreAndDispatchQueues="false" journalDiskSyncInterval="10000"
journalDiskSyncStrategy="periodic"/>
</persistenceAdapter>
</broker>

systemUsage

systemUsage 2 systemUsage FEERNEN T, ZRnRBHIRBERERUEREE ZBIFEAN
BAZHRE, BXEZEEL , HSH Apache ActiveMQ X4 Y B2 SR Ho

FrE
memoryUsage

memoryUsage & systemUsage FTEMNFUl, ZEEERNFFEAER. FH memoryUsage A
DRIREEFEANATE  IREETUSR RS TEENERERL. BXEZER , 51 Apache
ActiveMQ X5 FR Y2,

FrE

memoryUsage = memoryUsage FtEMN FIl,
B

percentOfJvmHeap

NFO(B)ET0(E) ZENEE,

BMINME : 70

Attributes

sendFaillfNoSpace

BEEXBTAZREINERT send() FERBNEM, BRIAENR false , ZELMEL send() B3,
ZEZRTH. BXESZEER , BSH Apache ActiveMQ XHEH I,

FrREEM 76


http://activemq.apache.org/producer-flow-control.html
http://activemq.apache.org/schema/core/activemq-core-5.15.12-schema.html
http://activemq.apache.org/schema/core/activemq-core-5.15.12-schema.html

Amazon MQ FEANGIER

2RIAE : false

sendFaillfNoSpaceAfterTimeout
ZRIAE : null
ROIEE

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<systemUsage>

<systemUsage sendFailIfNoSpace="true"
sendFailIfNoSpaceAfterTimeout="2000">

<memoryUsage>
<memoryUsage percentOfJvmHeap="60" />
</memoryUsage>>
</systemUsage>
</systemUsage>
</broker>
</persistenceAdapter>

Amazon MQ for ActiveMQ R 5 X 15 3 iE & &

Amazon MQ for ActiveMQ 2B XHHIEEF (CRDR) IhEE , AFREENEXBHNERERTEF
FEAXEHEARKCE, AWS B @ Amazon MQ APl K H AR EBIER , HRlEIRREBREANER
EAG K mMYERERINIIAREAC,

ATEXSHESEHNERENRANE
EANYREREANINARE , WEFEREN LRGN ERERSEHIEE AWS KB K
B, EXKEH-XTROEHEARE (FHERE ) A5, BOKGH—XTROEH/EARE
(HHEIRRE ) AR,

TEHSA T HXEFHEIRRENEXKGHH ERBERFSEFNBIENATE,
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us-west-2

VPC-xyz

! Replication
_ Traffic

..........................................................................................................................

FRENBFIAREBERSEXSHERERRTR, MREXFFNEREBHIARE , WTLAERE 31
RYAVER  FHPKEPNEFARERANERE, R, UV EREXNEIARNRE , MAETH
BIARERANENRE, ARUBTARENBARENGRA , FSHEE Amazon MQ BXEHHIEE
A,

(® Note

GERT X312 ANRE,
FERT RGBS,

2132 Amazon MQ 5 XiZi # iz & I E

FERBERXAKIESS (CRDR) , BALBEEE , £H /N AWS Kifi# i Amazon MQ for ActiveMQ
SHEREZR M, SN EREBEENETREH N ZREQYERIAR , 4R SERFHNERE
MEIARIE, R, BALER Amazon MQ Promote API BEFRIAREBREANERELE G, X
FREMNBIEARENESER , BZRATEXSHESE SN ERENERLE,

LT BRH#ER T A A Amazon MQ EE 25 I ENE BRI AKE,

ES}
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- KREH

« Z|1 (k)  BIEFHNERE
- ST 2 QBN BRENEAR

FRF M

EFABXEBESHITEE , EUMERHEFUT RREH

o R BXEHIEE &1 88 E B FAmazon MQ for ActiveMQ X3 5.17.6 R E = R,
s X WX FEXEBIEES BRI (#HZBMN ). XERIP (FSRIMIEE ), XE

EER (BENM ), ZEES (LmREEL ) .

o RHIXH  BEXEHEEHIGERA TREES KD mg.m5.1large RE XMIE,
- HMEBRY  BXEHEEFHNERATHEBTZWAXMNES/ZARE,
« KBRS : BRENREIRSH Running HEREGE AR IE,

FEA (k) RIEFHERE

BIERTRY EAE

1.

2
3.
4

3% Amazon MQ ##lA .
£ Amazon MQ #ZHI 5 “RE"TTH L , EFNERIE,
£ Select broker engine ((EFRIE5|Z) WE L , 1£#F Apache ActiveMQ.

# Select deployment and storage (%% &B& #17f#) I E#Y Deployment mode and storage type
(MEEXANFHERE) B0 , ITUTRE

FNFEBES , EEETH/ZFANRE, TH/RAREBEAFNTEATARHEE N TRNAHN
REARK, XEREBSENNARFLLE Amazon EFS #1TEILSEE. BXxEZER |, H5
¥ Amazon MQ for ActiveMQ 1% 38 B9 ZF 2 3%£ 17

ﬁ?¥-|:_$o
£ Configure settings (Bt E1i%E) TUHEHAY Details (FHAE L) Fo , MITUATRE -

a. %A Broker name ((REB ).
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/A Important

BOEREZHPRMNDIABBER (PI) SEHMHIZRBRBES . REZMHAH
Hih AWS BR% ( 218 B CloudWatch & ) 78, REBAMTES A TRAERBUESK
EO

b. 1%&# Broker instance type (fREEEHIZER) ( 20 mg.m5.large ) « BXREZELR | BSH
Broker instance types.

7. 1E ActiveMQ Web Console access (ActiveMQ Web & &1517]) E2 , 121 Username (AAFR)
H Password (18). A TREEATREAFBNEE

- AFBRREsFZRRTEFN. BU%, IR, TRILMBRL (-._~)o
« BBYUMEDN 1240FH  BEEL 4N E—F/ , HEFBEEES, ESHES (=),

/A Important

BOEREBAFEDRMNMASHEER (PI) SEMIZHBRBES., REAFETEHE
f AWS BRSi5 1R , B#E CloudWatch BE., REBAFEZFES A TAERBREIE.

TETREH GG FEEIA Amazon MQ EEREXFHREIACE, SETUEFNEN CRDR
A RPO RS, EXM‘CRDR A&"M'RPO RAS , HEFAERA LANKRER. RE
EERMAE L , XA CRDR A& RPO R

SR 2 B ARENEIA

1. 7 Amazon MQ ZFIaM“RIE'TEH L , EFCIEERKE,

2. EEBEIREREL , 2EFEAE CRDR ZRENNERE, REERT %,

3. EEERARERNEL , FATHNRLERFAIXRXE,

4. HEEIAREM ActiveMQ 2HIEAFISH , RHBIAKEZFERAFNRAFENED, ATRE
ERTREAFENZES
- AFBARESEFERFFH. BNL. AR, THEFERL (-._~).
« BRAREDH 12A0FHF, BEELL4NMNE—FH , HEFTBIEES., BSHES (=),
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/A Important

BOEREBEAFEDRMNMNASHEER (PI) SEMYIZHBRBES., REAFETHE
ft AWS BRSi5 1R , @#E CloudWatch BE., REBAFEZFES A TAERBREIE.

5. ERTEREZAMESANKBENAS B, REHHEAERBNHAREN DA
ENEB. WTRHUEATREASENEE
. BFERRASTERTTA. BUL. AR, TURMRRL (-._~).
. BBLAESR 12T ARED 4 M- FHATRAEES, FERES (=),

/A Important

BOERBAFPERFIMMAESHER (PI) REANBZHBRBES. REAFRTHAE
fs AWS BRS5i5 18 |, 23F CloudWatch B, RERAFEZTEE A TAERBRBKIE,

BETMEMRE, REERT—%,
6. EEEHUENEL K EFRIARENEAGE. AR5, ERBEARRE,
7. BETXR,EBERE, XUFESEIARE, EXEEREMNHA , iHZHRebooting a Broker,

BXAN ActiveMQ REEEHMIRENEZER |, HSE A : 0122 HIEE ActiveMQ K2
i BR Amazon MQ ¥ X g ¥ iE & Sl E

EMREBEXHBIEE S (CRDR ) REHEA , BAEBUREX , RARERNRE, LT U HANMA
£/ AWS BRI SBUERN H EMBHRE,

1. ARENEL , EREFUEEXK CRDR RIE , AREERERE.

2. EHFEEFFINREBRENE L , EFEUHEXNKE,

3. EHHBEODBMA HIN LUHIAGH®RR, REEZEUEEMNE,
4

BETX, ERECHENNERE, FUNEREARE, EXERKREMNRHA , S Rebooting
a Broker, EREBERFG , AMIEBHANECEEXIRE |, AT aikR. ERBREHNRE | B5
¥ Deleting a broker,
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BRI AR EZ N Amazon MQ BIARERANEREAE

HEBEFREARERANEIRESCH , TUBHRFRMEE. ARBRRER , TREBELER
NEIRREAE,

HRELEZRE —BEM TR WA, HHRBEBRETHRN , TURIEAEL THERRS, B
B, EEVAEE-BMENER , TRRSHIRMEBRTERTES REZNAY, ERABIARLE
[, XA MCEFLL T HEIVRS. THRESRIEURTHAXEAE TR X EE M £,

RBFEBRLLAERTRAEMAR — B, HMBRAETHEY , FRAIERELTHBARS. B KM
B, ISMRIERIAREAM AN EFRRERTERS , TESHFEMNEHREATRIIEREKRE
KAFES, RRFEBHRIBERERT R G EXEHNETRR , B REURT KR ML,

THEEAT -k |, EXMElRF | HEFRINERERBRESELS N , IMEHBTEZIEF IRE
B, fitdEF , EREN VPC FRNEFRERFEERTHRALTERER —SRRTZIL , #EE
REERNER, SEHAIERAFNREBERIEEPRSEH |, BIRRIEN VPC RN EF iR EE
BEIEARE  EEXRMEBRETK , FARIFARERANERE,

. VPC-abc i : §VPC-xyz

'oﬁo\ R;eplicatios'l
an':f' ‘ P Traffic |

Primary Broker Replica Broker

Demotion in Progress Lo Lo Promotion in Progress

EC2 Broker Client

............................................................

TEHATYIREIEZHEHNRERS, RASFARKEIACRANEIREACH EEESEFRERE,
AR M ER R EAENRE,
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.............................................................

us-east-1
VPC-abc
o o {0 pod
/ 1 3 H
IO 3 hatie
ovo : . : :
x Replica Broker Primary Broker
P P 1
34@ | : | @7
EC2 Broker Client EC2 Broker Client

....................................................................................................................................

..........................................................................................................................

EREH A RARARKE

EFEARFRBEBKEABANE | FE Amazon MQ ZHI &P HITU TSR,

(® Note
BEEEETRE LB NRFRBER.

1. IRIBARERERE, FRERP , RRERANETAENA[TRIFRE,
2. EREFHAFEREL , PUTUTRE

1. EERFARA

2. HEBHEOR , ERRIIKER,
3. HEXAEFEAEINUABEIAENIER,
4. EFHIA

BaR#HEBE  RERSEXNEERTREAER. ANEBTHE , ‘RE' THNBNESCHEESR
TAEE,
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® Note
REGZEFARENEHRE. T8 2 FENEAERH.

Amazon AR Y 5 X 15 38 & Sl #r CloudWatch

Amazon MQ for ActiveMQ BEXIBHIEEHITheERME T A TH P TREMNBRNRENATEME, ATAMEM
MEENIER, EEHERED , HXETHNEIAREBEMNEIX BN IR EBRZWRSSFIOHIE, MEX
X ERBHAKE , WATLBEL S NRBEARER , SHRBXEPWEIARREBRA N ERE,
B X1E Amazon RHEFISIRMIEER CloudWatch , SR 15 RIS % MQ & CloudWatch #8475,

CRDR H & &
LA T Bt B 5k T anait &% Amazon CloudWatch Bk FIfiE4R, HEES 43R AR MEE,

o HEIWMESE ( TCO) : HuihREl,

- DIEEE (TC) : EREEEHIBAS LEIEZSH4MERE, EERENEARE LIFTA,
o XAIBYE (TD) : BHEHIRNARIARENBE. REERELATA,

- RLEERTE (TP) : BIARERINGCESHNBRR. XESIRKELTH,

- WIARTE (TA) : EREFIDIBIANSHNBER, REERELETH.

58 CRDR #E#r it E N/ BHFE B BE CloudWatch

FIABER T , Amazon MQ & RENRER AR, BB 5B Amazon CloudWatch &&=
£/ CloudWatch API REF RN ALEIBIR. UTIEHRN T 7 # CRDR REMEFIF IR/ LN ER
HEERER :

5 MQ #E#5 CloudWatch f#H CRDR HWEHR

TotalReplicationlLag FRELEZEFE—NARAINE
HH TA 1 TC Z B A {4 1T A
=18

ReplicationlLag Bl ARE ERE—NREIAS
HH TP 1 TC Z K {1t ad
=18

Metrics 84
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I 55 MQ $8#%5 CloudWatch £/ CRDR W R K

PrimaryWaitTime FRELEE-IMENEH
# TCO M TC Z &K f& it
=118

ReplicaWaitTime BEARELRE—MCENS
69 TCO # TP Z[E K& it Ad
=118

QueueSize FRE LEHIASIP REIAR
EHEH.

TotalReplicationLag M ReplicationLag IR EREMBEIRRE ZRNIERE S, XFHNER
BRI AFAITEREEH#HITHIRE RN EBRIEMENITE,

PrimaryWaitTime Fl ReplicaWaitTime AIATHESEFILBEF EERENFEMEE, MRIIER
MERFSER , NTREXASFHIIECERAZEF. ATRESX, REEMNREBKEFEE , 7
RELSHEHEE,

ActiveMQ #2

LT #REN A MM G AEREET ActiveMQ R, EMERA ActiveMQ Java RIS |, BAMRE Java
PRAERRIT R T E G H N RIB# T - LE K,

£

- BIBMAEE Amazon MQ KE ML

« ff Java N AREFEESIERN Amazon MQ K E

« ¥ ActiveMQ X325 LDAP £

« B 3: (A ) Connect ) AWS Lambda B3k

« BIE ActiveMQ RIEFF

.« % ActiveMQ RIZFF

« IR ActiveMQ RIEFF

« ¥ Java Message Service ( JMS ) 5 ActiveMQ Bt & F KB R
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BIZME E Amazon MQ X IE M &

REMEHS N ENEINELGRERED)/ZAREBEAR. EAHEF , BF T B0 RRME
WEEAIRAE - M EERNMENRERE,

BRBEBMENFARERFS  BSHUTRE :

« Amazon MQ R EE M &
o FTAFE SR R 4%

* networkConnector

* networkConnectionStart##

o ActiveMQ 3% A Y4 EE [ 4%

EAI AE A Amazon MQ ##&| & 812 Amazon MQ REMN S, RALKAUITFHRHTUEXHNME ,
FRA BB ARAEE 15 5.

F&

. EREH

c SR ATREZENRE

« PR 2 AENREEREMKIERESR

ZIR

EI\

FRFH
ERBRENE , BUAMEZ AT R :
s ANESNERETEZIRSHRE (EEAHEHRWHEN MyBrokerl M MyBroker2 ) . HXAIE

REMEZER , BSEAI] : 212 HIEREE ActiveMQ £,

XA NMNMEBLIT TR — VPC AL TXHERS, VPCsEXEZEER VPCs , BZHMTLE
Amazon VPC ? &£ Amazon VPC AFIEEHMMT AR VPC WEEHIE ? £ (I S% VPC WEHIER
M) A,

/A Important

MRLEEERIAVPC, FRBELEH , NS ECEEN]. BREZELR | ESH
{Amazon VPC AF{Er) FHLUTAR :
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http://activemq.apache.org/networks-of-brokers.html
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« BIERRIA VPC
- BIERIATH
- FREEEZSA

s FARAPXRAEMNMERFEEHARNEREILE. AXUBAFNESER , B5A &E ActiveMQ

REAF,

® Note

¥ LDAP S RIESREMKEKE , FEARIZAFBEAER ActiveMQ K3 |, 1) LDAP
AP &EE,

LT RBIEAMNESSOIRE, B, BUUAEAEZ/ZAREFINERERANAERIEREN

o

B AWREZENRE

IRRER , XTATFENZRANRE,

1.

£ Amazon MQ %15 £ |, 5 MyBroker2 T “FHER” oM “Z£ MM T |, BEENE
SHNEWR
H, 4

R LRER EC2 EEIERM ‘224" WH.,
MNELAF|&RP | ERENRELA,

FEREESD , 1% Inbound (AYL) , RFEFE Edit (%RE).
TESRE A MEHNHEEF |, 59 OpenWire L IHT7 SR INA N o

a. IEFBFRF,
b. XF Type (EH) , #%# Custom TCP (BENX TCP),
c. T “WwWOEE" A, A OpenWire i (61617),
d. BHRITUTREZ—
- MREELERFIFRGSE IP it | XF Source (J]) , F¥F Custom (BEN) EE , ARE

WAENE P ik MyBrokerl , REMA /32, (X2RF IP it FRNAME CIDR B
). AXESER , BEARENEKED,
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Amazon MQ

FRARER

e.

T2

® Tip

EK R MyBrokerl B9 IP #uit , {7 Amazon MQ #2#|& £ |, ERREBEHBZHRH

S/ F Details (IFAE L) 22

- MREFMEREBEHRZILEN , HEETHREH VPC , NIXFF Source (JR) , iH¥F Custom (B

EX)EE , RAERBRAERBHRZEARN ID,

(® Note
NTFRBERE , BL4TER P ik FRFITIF

EERRF

BV RIEIE AT AR AR,

NI REERE MK IEESR

EATREZHNRES , KRN ER - MEEENKEESR,

1. B E MyBrokerl WEEEIT,

a.

b.

1£ MyBroker1 Tt , & HmiE.
£ “4m%E MyBroker 1" MEK ‘B&E” I , EF “EF",

FoeETREMEANNRES|ZRABFRA (Hla , Apache ActiveMQ 5.15.0 )

£ Configuration details I~ £ , *E REEEITS. #HEM XML BXHREBERE.
1%£$% Edit configuration (REEE).

EEE XK , BUEER <networkConnectors> A HBELUTEE

« WEEEERN name,

- WMANREHREM ActiveMQ Web #Z#l&username,
« FH duplex £,

- BWITUTHREZ—

- MRLEFRBEZTENHIRE , FEEMAstatic: GBILF OpenWire
Rurio. MyBroker245um :

E

»
=k
<

)

BIEMEEREML

88
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<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)" />
</networkConnectors>

- MRLEFGRIP[EZIEDN/ZARE , EEAFEUATERSHN
ANMEBurif¥static+failoverf&##l OpenWire & imH Ko ?
randomize=false&maxReconnectAttempts=0%40 :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"

uri="static:(failover:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq. us-
west-2.amazonaws.com:61617)?randomize=false&amp;maxReconnectAttempts=0)"/>
</networkConnectors>

(® Note
FEIE ActiveMQ AP EFEIL,

f. B‘EFRE

g. £ Save revision (R1FMEIT) IiERES , 8 A Add network of brokers connector
for MyBroker2,

h. i&# Save (fkf7) ARFEERFIET,
2. Ym%E MyBrokerl LU ESFTHE BB RENMEINA.

a. 1£ MyBroker1 TT Lt , &R %wE,
b. & “4w%E MyBroker 1" WEMW “B&" 885 , 1&#F “ItXKME3,

c. £ Schedule broker modifications (it X/{CEEEH) o A |, 1% Immediately (3LED) M A&
%o

d. EENA.

MyBrokerl RE#HE3 , MEASNAZNEEEIT.

BIEMEEREML 89



Amazon MQ FEANGIER

A%k

BB

ot BRENE,

5

REMER , TUBIERMERERRNAE,

/A Important

H{REiR O 8162 ( AT ActiveMQ Web #2F1& ) Min M 61617 ( A TR ) MyBrokerl bR
REFAXE AR ITTENN AER, OpenWire
B EERHEZSAIRE  UATCIEENEREEZIREME,

£ Amazon MQ # & & £ , §ME Connections (E#E) &84 , id R E MyBrokerl 9 ActiveMQ
Web 12§l & L iHT Ko

S BRE MyBrokerl B9 ActiveMQ Web ##IA& .

ERTRFEACERE , HIEE Network (R4),

£ Network Bridges ( M#% ) 284 & , MyBroker2 B & # M 1it 5 #E Remote Broker ( T2
) # Remote Address ( i &iﬂziﬂ: ) Bld,

M AT LA RICE MyBroker2 MITEHE , SIZ—NMERE, Hla0 :

activemq consumer --brokerUrl "ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \
--password myPassword456 \
--destination queue://MyQueue

£ A EEEIM OpenWire LiwT1 KMyBroker2 3 FF 24 5 F BA I B9 3H EMyQueue,
MR LLG AR IR MyBrokerl WitEHE |, SIB— N RIBEHAE—LHE, HilW

activemq producer --brokerUrl "ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \
--password myPassword456 \
--destination queue://MyQueue \
--persistent true \

BIEMEEREML 90


https://console.aws.amazon.com/amazon-mq/

Amazon MQ FRARIER

--messageSize 1000 \
--messageCount 10000

A= FEZEIMN OpenWire LixT & , MyBroker 1 H FF A4 R EHERABY 3F A 5H EMyQueue,

& Java M AREFIEREEN Amazon MQ RE

£l Amazon MQ ActiveMQ RIBf5 , BRIV NARERFEZEZAE, UTROEROMFAEER Java
Message Service ( JMS ) RIBZREZEE, QIR KIZELR . BXTENAA Java R~ , 55
EWorking Java Example.

AT LAfE A & Fh ActiveMQ B i iE R ActiveMQ REB, BRATEWEA ActiveMQ & F i,

£l

- BREH

- BIEEEAIBEHREER
- DIEHEFERAEHEVHRE

FRFMH
BH VPC B

ERERENAREA LN VPC FifE |, B4 ME B enableDnsHostnames #
enableDnsSupport VPC B, BXEZEE |, i55H (Amazon VPC AF#8E) H# VPC FHY

DNS Support,
B R AhIEE

BETXR, AENRREFERAABERE.

1. &% Amazon MQ ##l&.

2. MNELAFRAP  EEBENIRLEPABFR (HIE0 MyBroker ) o

3. 1EiZMyBrokerTUHHK “E1E" 7 , i FTRER Web 255 URL LR LAYt Fiw O,

4. £ Details (¥ 415 5.) 22 B9 Security and network (Z2E5ME) T , B ENL L2 HBHEHR
2

RELFER EC2 2#FHRN “R£4A” WH.
5. NZ24AJKRYF , BRENREH,

F Java N AEFEZIGHRE
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6. TERMEESD , %R Inbound (A¥h) , RFIEEFE Edit (REB).

7. 7 Editinbound rules (4R AMWEMN) JFFES , NHFELFHBBNEN URL LT LR INM
N ( AT REIE RN RRIE Web 1251 81T HERE,

a. EFRMBL
b. XF Type (EH) , #%# Custom TCP (BENX TCP),
c. XITF PortRange (iwRASEE) , A Web #£H&wA (8162) .

d. XF Source (JF) , i&# Custom (BEN) , RAERAZBHLEREBIHE Web B EHNRER IP
Motk (180 192.0.2. 1)

e. ji;%ﬁﬁo

ERARERIE AT AR AMIER,

NN Java fKEHIN

¥ activemqg-client.jar M activemqg-pool.jar BHFEHRME| Java EEEF, LT RHIHA
T Maven 3 B #9 pom. xml 34 HYIX 4k 8% Ko

<dependencies>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupld>org.apache.activemq</groupId>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

X activemg-client.jar WEZEE , S H Apache ActiveMQ XA ¥R ELE

/A Important

HUUTROAMCEF , EFENERAEEEMEPEIT. ¥ TEFRE ( I HCEXGEE
®%)  FRKRENCIZENERAEELMNENRLE LE1T,
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EEEAREHREHER

ERA LT 3B B8 H B AT EHEWBUE R,
1. EARENKERTRIVESCIRECE IMS HERT] |, REHXNZI A

createConnection .

® Note
33 F active/standby REE , Amazon MQ £ T H ActiveMQ Web ##|& URLs =]
/A/D\ﬁ —/N URL & F5EFIRDS. BEH# , Amazon MQ AENERIBIUIREFRNLIET

KR, BEXENPRE-NMERETRLTENRS. -17 -2 Jﬁéiﬁéa?n%ﬂo ﬁ?&%%
1%5 BESH Amazon MQ for ActiveMQ XEHEBEB XD )
WFEEP KR , ENZATFLENNARFEAREEBRERERIE KR,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();
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® Note
SHEBIRENKRAMEH PooledConnectionFactory £, BXEZEER |, 5SH KA
fE A EE,

2. BIBE—&E, — 1B MyQueue MAAFIFES QIR S,

// Create a session.
final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue('"MyQueue");

// Create a producer from the session to the queue.
final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

3. BIEBEEFESE "Hello from Amazon MQ!" , REREHEE.,

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.

producer.send(producerMessage);
System.out.println("Message sent.");

4. FEORE,

producer.close();
producerSession.close();
producerConnection.close();

BIBHEERAEFEBCER

2 A LA T 3B B B8R B A= E HEWUE B,
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1. FEARENKXERTKRAESCIRECE IMS EET AR ZI HA

createConnection /A%,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.

final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

(® Note
SHEFEHAESE TR REMA PooledConnectionFactory £, BXEZER , BSH KR
£ REEM,

2. BIB—/1&E , — N8B MyQueue BIRASIFEEFER A,

// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer =
consumerSession.createConsumer(consumerDestination);

3. FFHREFEE AEHEEIENKEES

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());
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® Note
5 AWS EHERS ( 10 Amazon SQS ) R@E , BHRELESZXLABRIKR,

4. RAFEAE. FTEMEE,

consumer.close();
consumerSession.close();
consumerConnection.close();

I ActiveMQ X325 LDAP £

/A Important

RabbitMQ BT #F LDAP £/,
Amazon MQ T #FHFA CA LXWRSZ[IEH,

A LAERA LT B A TLS B UKRTE IR ActiveMQ R -

- AMQP

. MQTT

« MQTT &3 T WebSocket
» OpenWire

« STOMP

« Kz —1¥R WebSocket

Amazon MQ =L THAPNREEIZI : &4 ActiveMQ S B KIER LDAP SRR IEURENR, Bx
5 ActiveMQ AP B ZBHERHREINEER , S5 Users,

EEN ActiveMQ AP FMAFERABIIFRET , MR BEENRENEE, Amazon MQ A ActiveMQ
5 £ B AR RRBREIEERMEAR BiR,. BXFEMAEENRE | FSRHELE SRR

authorizationEntry.
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® Note
B Al , Amazon MQ X &F&E Fimit$ & 5Kk,

FB
« ¥ LDAP & ActiveMQ £ 5X
o FREZH

« LDAP A7
- LDAP £ ITER K

¥ LDAP & ActiveMQ £/

B B ERE B RFEMY ( LDAP ) BRSSP HEIEX Amazon MQ AF#HTHHRIE, &
A BRI, BERFE SR Amazon MQ AP, FELLAEBMBAS 2 ERR, G122, FEFHAMMERAE
ZEERENAEE IAM &I , H#EKRE LDAP £/K.

FL{EA LDAP B2 BE{LAEHIL Amazon MQ RIESHIERNBRNE T UER fIhae. T
BAFEIERGE LDAP MSHS | NFdMERKEEHIT — A HOLE , NTHE TrEH
B,

Amazon MQ £/ Apache ActiveMQ JAAS fE#kifit LDAP X, ZEH X SH1E{T LDAP RS
£% , 70 Microsoft Active Directory = OpenLDAP , X8 %] T Amazon MQ X%, BXAEHNESE
B, B2 Active MQ X 4K Security (££) E84%

BRAFI , BB LUET LDAP RS SREENBEARAANEBENMAINTHRNER, SABZE
LDAP BRS5 2R RIZ R REBMBASINEZE , RENEE LDAP AFHA S BERRRKIUL BN, R
&, BRI LURHRIERLE M LDAP BRSS 82 1 RENBE,

/A Important
£/ LDAP & , SRRIEFXS XNE , EHFBHNRNE S KNE,
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FRF M

£ LDAP R MBIFHRINEN Amazon MQ REBZ 8] , BHUFIREBE—PBEZKF. B35
LDAP RS SSHEEENBRZ K, , HAXMEEEHNNRFREET IiEE, WRSKFSHHEN
REIRE LDAP BHRIE, FMEENFFImEZEINEL R —EFEHI1TEHRIE,

R MK 2 LDAP RS HANBINEZENIKF . X2 —/MrER LDAP EXR | SR eERME— KRS
MK FAEUE, IREEEE , MERKRNEFIREETEED LDAP REF{HTEHRIE. EBHRSKF,
FUAMB RN L2 FM , RE Amazon MQ F8ETFH,

5 ActiveMQ £5 , LDAP RS E L BE—MSEWE RESR (DIT) « BXTBEBERILLEIN
1dif XHRBI , BB ActiveMQ A Security (£4) #4 HHFL T LDIF 45 A LDAP %
=,

LDAP AI]

EFRIRE , ELIEFHH Amazon MQ AEEBINERELFIRT , FSME Amazon MQ #2515 |, Hik
% LDAP authentication and authorization (LDAP & 13 3&iE 1 #Z4X),

REBFXBSKFHUATER
- TEREFHE  EAMHRESHORIEMFENERN LDAP RFFJHLE.

(® Note
BIRMH LDAP RSB E2REFHBE T EMIURIKEO T, Amazon MQ 2EZLRE
=& 500 LMY 1daps , FHEFHE w05 636,
Bl | MRIERMETLPREE example.com , Amazon MQ fF#E A LT URL 58] #&HY
LDAP fRS528% : 1daps://example.com:636,
NTEREEVEEBES LDAP RFB|HUBERF , T2REFHB LMAULTET. ERE
LDAP RSB NMELZEM , BERSS[AEANPRHEHALRE , LEXATFRERE
VPC HHRE,

- REKFAFE : ATITS LDAP RS B[HVIREIER A F 0 7 203 & #5o
« RSB - FATHHEBEN RS NED,

TERRHERTRHXEFMAESNVLE,
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Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
Server.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

£ LDAP login configuration (LDAP & XEE) o7 , BREUTHEEE :

- AFEM RARFEZRNBEFESM (DIT) PHT KRBT SHERR.
« FAFERE : LDAP BRIiEZMN , A THE userBase FEHKMAF . EFmHAF B FERE
RIFEFHRH {0} SuNF. BREZER , RS HRIEMRN,

- AEEH  HANACERMN DIT FNTRNAIZHEN. SETUIUEEN B ZFHPNEN LDAP
ARE. AEABRKEARHAGENN—NEYE (HIMLASB (CN) ) ME—NEX (Hlm
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member ) A , HHNERRETACENAFNTIHEMIAF B, Hlun , LEFAHRAI]
group , AT LURBLIT A 22K : ou=group, dc=example, dc=com,

- ABEERLTE : ATE roleBase FERABH LDAP BRIFESEZ M. userSearchMatching [T
ENAFNAT S HEEERNBRTERGETH {0} 5L, BERHREAFZRERN {1} &
. Bl MREFHFHNACEZEETEE N nember WEM (BEZACYHFFERAFNAFSE) |
N AT AR ML T RIFERM © (member:=uid={1}),

TERHERTEEXEFHAEERNMLE.

il
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Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

# Optional settings (AI&IRE) F7H , BRIURHUTAIEEER :

- AFAGEH  APEARRARBHNAFER%ET LDAP BHENEH. EEEBRT , AFA€T
BERMAFERXBPEMMNENRFIR, userRoleName T A FEIEMH L BN B, 0, bR
MNZEULATHF%E :

dn: uid=jdoe,ou=user,dc=example,dc=com
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objectClass: user

uid: jdoe

sn: jane

cn: Jane Doe

mail: j.doe@somecompany.com
memberOf: rolel
userPassword: password

ERN LR RAIBEIETEN userRoleName , BEEIETE member0f B, MRBHRIUEKTY , M4
HAFSEA® rolel,

- AEEY  AEXETNAEREY  ENZACHNER, fl, BAUNEAZENEAENEE
cno MREMHWIEKY , MENAFSTEEFENKANENACGKERN cn BHE,

- AFEERFH : EX LDAP AFEREFANEE. WRA true , NERBERENH userBase &
YT R THEANTH,

- AERRTH  EXLDAP AR REWMNTEE. MRN true , MERTEIRENH roleBase E
X R THEANFH,

TEREERTHEEXEMERENVLE.

Role Search Matching
The search criteria for the group object applied to the directory provided above.

¥ Optional settings

User Role Name
Specifies the name of the LDAP attribute for the user group membership.

Role Name
Specifies the LDAP attribute that identifies the group name attribute in the object returned from the group membership query.

User Search Subtree
This defines the directory search scope for the user. If set to true, scope is to search the entire sub-tree.

Role Search Subtree
This defines the directory search scope for the role/group. If set to true, scope is to search the entire sub-tree.
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LDAP £EH TEH
A LUSERDATAE | ERRITEHNBNEN,
BRI

NTEHRIE , FRRFIEXTER, XEFIUEH I LDAP ARSTRAY A /- 248 P iy A F = TRIE.

RS ActiveMQ REM A - ER A48 M DIT P77 A K LDAP lRESSJ|HPHT R, fla0 , rRE
IEFEE A AWS Managed Microsoft AD , 3} BEEi#HHcorpexamplecom, M , F BEXEAHKHE
SHLA RN corpMUsers , MNFERUATHABRERNAFE -

OU=Users,0OU=corp,DC=corp,DC=example, DC=com

ActiveMQ fCENFE DIT FHILUERRAF , MENRAREBENTFIRERERIITEH ORI,
_| Active Directory Users and Computers

File Action View Help
& (Fl o= HE PRET

| Active Directory Users and Computers [WIN-IL
| Saved Queries
v 3 corp.example.com
o AWS Delegated Groups
o AWS Reserved
| Builtin
| Computers
v 3] corp
3 Computers
2 Destination
3. Group
3| GroupTwo
2 Users

BT ActiveMQ BERXBNAFNBEMBMEREN uid , EXTBESNMNAFAHRETHES, HfEE
BA, BANERAFNEERFE, BXESELR , B2 M activemq JRREBFTE Windows Server
2016 ( 54 ) lRAHK Active Directory Fi P FiTEHLHEE ID M,
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ERNREAFBA ActiveMQ #HI&THE , E#RMAE T amazonmg-console-admins 4,
R
NFEN , NREREMERBRETIEE. RIBIREN activemq. xml BEXHHH

cachedLdapAuthorizationMap TEESNER ( NEER , BFHFRE ) LER. BXEZER | &

S A&7 LDAP BEUER,

(® Note
NTEEBFERANREactivemqg. xmlEt E X F M cachedLDAPAuthorizationMapitik ,
B OB A B A IUEE LDAP & RIEFTBUET AWS Management Console , &
1EfE A Amazon MQ API B2 #i Bl ELDAPEY ¥ ZauthenticationStrategyBHIRE R,

IBATIRBUT=ZANE MR cachedLDAPAuthorizationMap TEHN —3F% :

* queueSearchBase
* topicSearchBase

* tempSearchBase

/A Important

NTHLEBREEEEREETRENEENHH , Amazon MQ FHIEATEME
cachedLdapAuthorizationMap A :

e connectionURL
« connectionUsername

e connectionPassword

LRBIBRLHEN} , Amazon MQ & AZBEN &M APl ERH1dapServerMetadatal®

MHHREENERRKE LREME. AWS Management Console

LATR&ERT cachedLdapAuthorizationMap B9 T#ERHI,

<authorizationPlugin>

& ActiveMQ RIS LDAP £/

104
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FRARER

<map>

<cachedLDAPAuthorizationMap

queueSearchBase="ou=Queue, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
topicSearchBase="ou=Topic,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"

tempSearchBase="ou=Temp, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
refreshInterval="300000"

legacyGroupMapping="false"
/>
</map>
</authorizationPlugin>

XLEFRR DIT P AN EBREBEENRVMLE, Bt , F LEARH AWS Managed Microsoft
AD , Efcorpexample., FMEMERIHAtcom , BAILUEE —NMNE AW EALEdestinationkRE
SFEERER, EIZALRZTH | /A queues, topics H temp BFRD BIBIE—,

XERE &

HIBA SR R E R ( NRERATIM BARRERRER ) FE DIT FE/UTHE :

OU=Queue,QU=Destination,OU=corp,DC=corp,DC=example, DC=com

& ActiveMQ RIS LDAP £/
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. Active Directory Users and Computers

File Action View Help
e 2nFE 8| XEG=H

1 Active Directory Users and Computers [WIM A

| Saved Queries

v &

corp.example.com
3| AWS Delegated Groups
2 AWS Reserved
| Builtin
| Computers
v (3| corp
3| Computers
v 2 Destination

2 Queue

3| Temp

3| Topic
3| Group

3| GroupTwo

= | Users

—

E# , EEMIGE B AREVRIMNRF T DIT ey E—R3! :

OU=Topic,0U=Destination,OU=corp,DC=corp,DC=example,DC=com
OU=Temp, OU=Destination, OU=corp,DC=corp,DC=example, DC=com

ESNBERER (RS, £, Imet ) WARI T , TUREABESIEFERRER. Hl, BEER
LABT4% DEMO.EVENTS.$. FFkW AT B RA SRR BRRAN |, BTGB THLIRT
OU=DEMO.EVENTS.$,0U=Queue,OU=Destination,OU=corp,DC=corp,DC=example,DC=com

(® Note
DEMO.EVENTS.$ AL 1T Queue HLEETA,
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B ActiveMQ RBERFNEZE LR |, i55H Wildcards (&L £F)

ERNEEFIREBZRFN (20 DEMO.MYQUEUE ) |, BEEXELLUTHE :
OU=DEMO.MYQUEUE, OU=Queue, OU=Destination,OU=corp,DC=corp,DC=example, DC=com

_ Active Directory Users and Computers

File Action View Help
¢ nm B Ec= HM T

1 Active Directory Users and Computers [WIN-IL A

| Saved Queries
v 3 corp.example.com
3| AWS Delegated Groups

= | AWS Reserved

. Builtin

Computers

v 3| corp
3| Computers
v 2 Destination
v 2 Queue
| DEMO.MYQUEUE
3| DEMO.MYSECONDQUEUE

o | DEMO.EVENTS.S

3 Temp
a2 Topic
3| Group

3| GroupTwo

a | Users

gogeat’:|

EBNKRTEFRREE WAL IR , BURBE=AZTLH, 5 ActiveMQ FHFFENRE—# |, X
LEEENPR, read/write/adminBXEBMBRATFRAFPHRITHERENESZEER | ESHE ActiveMQ X
B Z e,
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BRI RIXELR A read, write Ml admin, EXLELZSLEAF |, BAILURMAFSHA | 1A
BITHKRBRE, XTENEEFERESENEN , EHEEXELSL4A,

. Active Directory Users and Computers

File Action View Help
e 2H /8 XEBez HE PeaETa%

| Active Directory Users and Computers [WIN-IL A || Name Type Description
. aved Querlles ﬁE admin Security Group...
vV c.t.:rp.examp =com % read Security Group...
2| AWS Delegated Groups E‘Ewrite Secanity Gron
o | AWS Reserved P
| Builtin
| Computers

v (3] corp

3| Computers
v o Destination

v 2/ Queue
= | DEMO.MYQUEUE
2| DEMO.MYSECONDQUEUE
2| DEMO.EVENTS.S

3. Temp

3| Topic

5. Group

5. GroupTwo

= Users

Domain Controllers

l“'

ForeignSecurityPrincipals
LostAndFound v

(® Note

BIREEAR , NEEBAMEAERR, FEWPRIFER , Windows 2000 Z BTHI 1B
AATEASZHENEH , BMEXLEAMN T DIT WFABEME. Windows 2000 2 Bi MRS X AAE
PRENEESEEE , EXTRLRE—W,. ATEBRX—HR , TUAE adnin 7K
i uuid B,
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el

File Action View Hel .. Object - Group %
ol AR 1N =RRE
_ Active Directory Users a 32 Createin:  =.com/corp/Destination/Queue/DEMO.MYSECONDQUEUE
~ Saved Queries =
v 33 corp.example.com e are no items to show in thisy
o] AWS Delegated ¢ Group name:
5] AWS Reserved | admin |
_ Builtin
| Computers Group name (pre-Windows 2000):
v [Z] corp |adminﬁ|ia5ﬂuid—3f3b6ae7c| |
5| Computers
v 2 Destination Group scope Group type
v (3] Queue (O) Domain local (®) Security
:% DEMC (®) Global () Distribution
2| DEMC i
<1 DEMG (O Universal
o] Temp
3| Topic
3] Group Cancel
2| GroupTwo
2 Users
2| Domain Controllers
_| ForeignSecurityPrincipals
| LostAndFound v
< >

AL RMEEE B AR admin Z2EFAFAS QRAMBZEE, FEIIFME read 24T
FABEE S M B ARREY | TRHEAIRIE write ANGEAINEBEA B,

BRTFENAFPAMBZLANBRZIA , BETURMENE, ER , BT ActiveMQ BIXFENE
MERHITERD , A STERERNNEEBEXN RS groupOfNames , # activemq FRES H AT
o

ERITLRE , BERBESAF uid HENRE. BSHEE Windows Server 2016 ( B JG4E ) A
Active Directory AP #iTE AP EE ID MRS,

HW 3 (A ) Connect E] AWS Lambda BI#K

AWS Lambda AJLUEREHFE AR BEM Amazon MQ REREE ., HEFAEIERES Lambda & |, A
Dej2EHRRE , MAASIFRECERH B AAER. SoIZENSH4RRA D HNENKEDRIREUE
B, #LLJSON R F e A Lambda H1E
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S

1.

AREZE#ZE| Lambda BHEK
T IAM AR RARMNE Lambda B ITAE.

* mq: DescribeBroker

* ec2: CreateNetworkInterface

* ec2: DeleteNetworklInterface

* ec2: DescribeNetworkInterfaces

» ec2: DescribeSecurityGroups

* ec2: DescribeSubnets

» ec2: DescribeVpcs

« B : CreateLogGroup

« B : CreateLogStream

« B : PutLogEvents
. BREEES : GetSecretValue

® Note
WMRZELEN IAM R |, BHEBFTEM Amazon MQ R H K 2 REIE R,

( Ak ) MRECET —NKELFHTHRAMANRE | NATRITTEER —TUREL AT
Lambda ZEZ R ERRE -

s ABNMNEFHEE—N NAT WX, BXEZER , 525 (AWS Lambda FXARIEE) F
HIVPC EZER Y BB M MRS A

« £/ VPC &% RIEEH Amazon Virtual Private Cloud ( Amazon VPC ) #l Lambda 2 [8]
BIEERE, B/ Amazon VPC &4 0UE#EE| AWS Security Token Service (AWS STS)
Secrets Manager AT R, BXEZFEE , HZH (AWS Lambda FF R AR IERE) WA
Lambda Bt &E#Z 0O VPC LT Ko

£/ AWS Management Console i Lambda BN EL EREENSHIR. BEAILAERZcreate-
event-source-mapping AWS Command Line Interface @55

A Lambda HEEE —LERERLEBNEHREBFERANER, E4RMREKLERN Lambda 7EE
RFRIBIWS|ZER, UTEFATF Amazon MQ for ActiveMQ BAFIH Lambda &R,
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html

Amazon MQ FERARER
@® Note
FEZRBIF |, testQueue AT EFR,
{
"eventSource": "aws:amq",
"eventSourceArn": "arn:aws:mq:us-

west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"messages": {

L

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mqg.us-

west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",

"messageType": "jms/text-message",
"data": "QUJIDOkFBQUE=",
"connectionId": "myJMSCoID",
"redelivered": false,
"destination": {

"physicalname": "testQueue"
.
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerOutTime": 1598827811959

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mqg.us-

west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",

"messageType":"jms/bytes-message",
"data": "3DTOOW7crj51prgVLQaGQ82S48k=",
"connectionId": "myJMSCoID1",
"persistent": false,
"destination": {

"physicalname": "testQueue"
.
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerOutTime": 1598827811959
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}

B X Amazon MQ i#E3EZF] Lambda., Lambda i Amazon MQ B4R M X IFR0IE N A B4 RAR ST 45
RNEZEER |, E5 (AWS Lambda FF A ARIERE) FHRE Lambda 5 Amazon MQ & #H.

Bl ActiveMQ REA

ActiveMQ B 289151 ActiveMQ REHBASIMETW AR ARF. B lGRAFEENESE
ENR, Hlan |, Bl AT E LA P IEE ActiveMQ Web 2 %|&,

AR—MEUFRE, BAUNAFRIEA , ANEABRERE, BRNERRBERIIAEZNNR,

@ Note

BERMITRPREES, ERAEARERRMED—NAFE , HOBRARE ; EMNEARE
RIERPRE A, R BRA IR,

® Note

ActiveMQ on Amazon MQ F#J activemqg-webconsole A FTHEB S M E B K EER
PR, ZAFHFTERFBEEERFRNER,

AR RBIE R I EH AWS Management Consolet|Z, %Mk Amazon MQ REAHF,

DI ActiveMQ RE A

1. %&3F Amazon MQ #E#l&,
2. MNEZAFIERS , GRENZLLEHEN (HIW0 MyBroker ) , REEEERHR.

iZMyBroker WHERY ‘A" #ao s , SIH T ZELLENBAF.

paoclo.santos No Devs

jane.doe Yes Admins
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http://activemq.apache.org/web-console.html
https://console.aws.amazon.com/amazon-mq/
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3. EEAIBAF,
4. 7£ Create user (RIZAF) XiEESF , A Username (A B) # Password (Z8).
5 (A1) BARAFFENANEY , BiES 2k (HIf0 : Devs, Admins).
6. (Wit ) EFEHFEEBIIR ActiveMQ Web #2#1& | 1% ActiveMQ Web Console (ActiveMQ
Web ### &)
7. EERCEARAF.
/A Important
NAPHITERFR2VUNFERNATAS. ENAER , YANFHFT —EPHBRIEE
BRE,
iR ActiveMQ RE R F

ERBIEAF , HHITUTERE

1.
2.

&3 Amazon MQ 2415,

MELAFIRF | EFRENELLEER (HIW MyBroker ) , REEREEFHFE.

iZMyBroker WHERY ‘A" #o s , FIH T ZELLENBEAF.

paoclo.santos No Devs

jane.doe Yes Admins

ERENEFEIL R EERE.

48R Edit user (REAF) JTiEE,
( Al ) 8& A% Password (Z8),
(FI3E) RS BRAFFAERNAN BT , AZ5 2 (BlW : Managers, Admins).

( ATk ) BEEAFBEBIEE ActiveMQ Web #2415 |, i51%£$F ActiveMQ Web Console (ActiveMQ
Web 2 #&).

EREFNAFAMEIER , Hi%#F Done (5E/K).

YmiE ActiveMQ RIZF 13


http://activemq.apache.org/web-console.html
https://console.aws.amazon.com/amazon-mq/
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/A Important
NAPHITERFR2VUNFERNATHS. BENAER , #A0FET —EFPHRIEE
il Bx ActiveMQ E R F

TEFEE MR/, ATBRBRIZAS

1. 3% Amazon MQ 4|5,
2. MELAFFRAD | ERENLLEEBWN (HlI0 MyBroker ) , RREREFEEFIFE.

¥ iZMyBroker WERY ‘A" #o s , FIH T ZELLENMBERAF.

paolo.santos No Devs

jane.doe Yes Admins

3. EREBNBRER (Sl MyUser ) , REERF “BBR".
4. EWINBERAF , BE ‘BBRMyUser 27 XHEER |, &FE “BIER",

/A Important
NAFRTERFARVEREINATAS. ENAER , MAFHET —EFRRIEE
BRE,

£ Java Message Service ( JMS ) & ActiveMQ 8L & 5 & %R

LR RBERIMA A mE S X EA ActiveMQ

« 7~ OpenWire fil Java RIBEEFINRE, QIEBIINRKEMNBUCER . BXFADHBNER B
¥ Connecting a Java application to your broker,

« MQTT Rl Java R ATEERCE, 6B FFHREMBEYER.
» STOMP+WSS Rl Java KB AT EEEIRIE, SIS REMBEBES.
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https://console.aws.amazon.com/amazon-mq/
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FRF M

BH VPC B

EWRRENKER LUESZN VPC FiflE |, 455 A enableDnsHostnames #
enableDnsSupport VPC B, BXEZEE , 2K (Amazon VPC AF#ER) FH VPC FH
DNS Support,

B R AhIERE

ELUREEARMEH Amazon MQ , S A A ThiERE,

1. % F Amazon MQ 4|5,

2. MELAFRSD | EFENZLEWRI (H20 MyBroker ) .

3. 7EiZMyBroker WEH “iE# #% , iL FREM Web 2414 URL ML RIHPIA bt MO,
4

£ Details (FAEE) 2B B Security and network (Z£5ME) T , MBEHNLZLAZHR
4

FEELRER EC2 £#HEKRMN “E£4H” WH,
5. NZ24AJKRYP , BRENREH,
6. TERMEESD , & Inbound (AM) , RFIEER Edit ((RE).
7. 1£ Editinbound rules (4R AEHN) JHFEDR , IFELFFRPEN URL L IHT UMM
W ( AT RO RMEIRKE Web 126 BT LLERE,
a. &AM,
b. XF Type () , #%# Custom TCP (BENX TCP),
c. XIF Port Range (i Q3BE) , A Web 2 AiwH0 (8162) ,

d. XF Source (]) , & Custom (BEN) , REBABHLEREL LR Web BHIAMNREM IP
st (Bt 192.0.2.1),

e. ﬁ#:%ﬁﬁo

ENAREIE RS AWER,
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N Java R #iIn

OpenWire

fF activemg-client.jar M activemqg-pool.jar BFEHFME| Java KEEF, LUTRHEIE
B T Maven T B B9 pom. xml 34 #YX L4k i 5x &K,

<dependencies>
<dependency>
<groupIld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

X activemg-client.jar WEZEE , S Apache ActiveMQ XRF I BE B o
MQTT

¥f org.eclipse.paho.client.mqttv3.jar BFEFME Java EBEEP, UTRAIEAT
Maven I B B9 pom. xml X HHIX — K EIRX R,

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.0</version>
</dependency>
</dependencies>

BX org.eclipse.paho.client.mqttv3.jar WEZEE , 23K Eclipse Paho Java &
o
STOMP+WSS

FUTEFEARMET Java REE

* spring-messaging.jar
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* spring-websocket.jar

* javax.websocket-api.jar

* jetty-all.jar
* slf4j-simple.jar

* jackson-databind. jar

LA RGBT Maven BB B9 pom. xml T4 A AYIX LR o< R

<dependencies>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-messaging</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-websocket</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>javax.websocket</groupId>
<artifactId>javax.websocket-api</artifactId>
<version>1l.1l</version>

</dependency>

<dependency>
<groupld>org.eclipse.jetty.aggregate</groupIld>
<artifactId>jetty-all</artifactId>
<type>pom</type>
<version>9.3.3.v20150827</version>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>1.6.6</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.core</groupIld>
<artifactId>jackson-databind</artifactId>
<version>2.5.0</version>

</dependency>
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</dependencies>

BXEZEER , 55 Spring Framework X#H ) STOMP 3z,

Amazo

A Im

EUT RIS, EFENERAEEENEERET, NTEFRE ( N HKESHIHE

n MQExample .java

portant

®%)  FHRREHIZENERAELLEMNENIEE LE1T,

OpenWi

*/

eas

re

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0
or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

express or implied. See the License for the specific language governing
permissions and limitations under the License.

import org.apache.activemq.ActiveMQConnectionFactory;
import org.apache.activemq.jms.pool.PooledConnectionFactory;

import javax.jms.*;

public class AmazonMQExample {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT

= "ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

t-2.amazonaws.com:61617";
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private final static String ACTIVE_MQ_USERNAME
"MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";

public static void main(String[] args) throws JMSException {
final ActiveMQConnectionFactory connectionFactory =
createActiveMQConnectionFactory();
final PooledConnectionFactory pooledConnectionFactory =
createPooledConnectionFactory(connectionFactory);

sendMessage(pooledConnectionFactory);
receiveMessage(connectionFactory);

pooledConnectionFactory.stop();

private static void
sendMessage(PooledConnectionFactory pooledConnectionFactory)
throws JIMSException {
// Establish a connection for the producer.
final Connection producerConnection =
pooledConnectionFactory
.createConnection();
producerConnection.start();

// Create a session.
final Session producerSession = producerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession
.createQueue("MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer = producerSession
.createProducer(producerDestination);

producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

// Create a message.

final String text = "Hello from Amazon MQ!";

final TextMessage producerMessage = producerSession
.createTextMessage(text);
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// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

// Clean up the producer.
producer.close();
producerSession.close();
producerConnection.close();

private static void

receiveMessage(ActiveMQConnectionFactory connectionFactory)
throws JMSException {

// Establish a connection for the consumer.
// Note: Consumers should not use PooledConnectionFactory.
final Connection consumerConnection =

connectionFactory.createConnection();

consumerMessage;

consumerConnection.start();

// Create a session.
final Session consumerSession = consumerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession
.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession

.createConsumer(consumerDestination);

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage)

System.out.println("Message received: " +

consumerTextMessage.getText());

// Clean up the consumer.
consumer.close();
consumerSession.close();
consumerConnection.close();
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private static PooledConnectionFactory
createPooledConnectionFactory(ActiveMQConnectionFactory
connectionFactory) {
// Create a pooled connection factory.
final PooledConnectionFactory pooledConnectionFactory =
new PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
return pooledConnectionFactory;

private static ActiveMQConnectionFactory
createActiveMQConnectionFactory() {
// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
new ActiveMQConnectionFactory(WIRE_LEVEL_ENDPOINT);

// Pass the sign-in credentials.
connectionFactory.setUserName(ACTIVE_MQ_USERNAME);
connectionFactory.setPassword(ACTIVE_MQ_PASSWORD);
return connectionFactory;

MQTT

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.
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*/

import org.eclipse.paho.client.mgttv3.*;
public class AmazonMQExampleMqgtt implements MqgttCallback {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT =
"ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:8883";

private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";

public static void main(String[] args) throws Exception {
new AmazonMQExampleMqgtt().run();

private void run() throws MgttException, InterruptedException {

// Specify the topic name and the message text.
final String topic = "myTopic";
final String text = "Hello from Amazon MQ!";

// Create the MQTT client and specify the connection
options.

final String clientId = "abcl23";

final MgttClient client = new
MgttClient (WIRE_LEVEL_ENDPOINT, clientId);

final MgttConnectOptions connOpts = new
MgttConnectOptions();

// Pass the sign-in credentials.
connOpts.setUserName(ACTIVE_MQ_USERNAME);
connOpts.setPassword(ACTIVE_MQ_PASSWORD.toCharArray());

// Create a session and subscribe to a topic filter.
client.connect(connOpts);

client.setCallback(this);

client.subscribe("+");

// Create a message.
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final MqgttMessage message = new
MgttMessage(text.getBytes());

// Publish the message to a topic.
client.publish(topic, message);
System.out.println("Published message.");

// Wait for the message to be received.
Thread.sleep(3000L);

// Clean up the connection.
client.disconnect();

@Override
public void connectionLost(Throwable cause) {
System.out.println("Lost connection.");

@Override
public void messageArrived(String topic, MqttMessage message)
throws MqgttException {
System.out.println("Received message from topic " + topic +
": " + message);

@Override
public void deliveryComplete(IMqttDeliveryToken token) {
System.out.println("Delivered message.");

STOMP+WSS

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.

* A copy of the License is located at

* https://aws.amazon.com/apache2.0
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* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import
org.springframework.messaging.converter.StringMessageConverter;

import org.springframework.messaging.simp.stomp.*;

import org.springframework.web.socket.WebSocketHttpHeaders;

import org.springframework.web.socket.client.WebSocketClient;

import
org.springframework.web.socket.client.standard.StandardWebSocketClient;

import
org.springframework.web.socket.messaging.WebSocketStompClient;

import java.lang.reflect.Type;
public class AmazonMQExampleStompWss {

// Specify the connection parameters.
private final static String DESTINATION = "/queue";
private final static String WIRE_LEVEL_ENDPOINT =
"wss://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq.us-
east-2.amazonaws.com:61619";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws Exception {
final AmazonMQExampleStompWss example = new
AmazonMQExampleStompWss();

final StompSession stompSession = example.connect();

System.out.println("Subscribed to a destination using
session.");

example.subscribeToDestination(stompSession);

System.out.println("Sent message to session.");
example.sendMessage(stompSession);
Thread.sleep(60000);
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private StompSession connect() throws Exception {

// Create a client.

final WebSocketClient client = new
StandardWebSocketClient();

final WebSocketStompClient stompClient = new
WebSocketStompClient(client);

stompClient.setMessageConverter(new
StringMessageConverter());

final WebSocketHttpHeaders headers = new
WebSocketHttpHeaders();

// Create headers with authentication parameters.
final StompHeaders head = new StompHeaders();
head.add(StompHeaders.LOGIN, ACTIVE_MQ_USERNAME);
head.add(StompHeaders.PASSCODE, ACTIVE_MQ_PASSWORD);

final StompSessionHandler sessionHandler = new

MySessionHandlex();
// Create a connection.
return stompClient.connect(WIRE_LEVEL_ENDPOINT, headers,
head,
sessionHandler).get();
}

private void subscribeToDestination(final StompSession
stompSession) {
stompSession.subscribe(DESTINATION, new MyFrameHandler());

private void sendMessage(final StompSession stompSession) {
stompSession.send(DESTINATION, "Hello from Amazon
MQ!".getBytes());

private static class MySessionHandler extends
StompSessionHandlerAdapter {
public void afterConnected(final StompSession stompSession,
final StompHeaders stompHeaders) {
System.out.println("Connected to broker.");
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private static class MyFrameHandler implements StompFrameHandler

{
public Type getPayloadType(final StompHeaders headers) {
return String.class;
}
public void handleFrame(final StompHeaders stompHeaders,
final Object message) {
System.out.print("Received message from topic: " +
message);
}
}
}

ZIE Amazon MQ for ActiveMQ 5| Z&hix 2%

Apache ActiveMQ 1RIEE LA ZEEHETHMRASEE RN X.Y.Z, £ Amazon MQ for ActiveMQ 3£ &
X RTREERE , Y RTIRERE , Z RRITRES, MREBRESRET , Amazon MQ
SFBRAERMAEERARER, B0, N 5.17 RARE 6.0 RERAEERETAL, RRABRE
RASH 4T RASREE , MZRATEHER R ERKTEE, Flm, N 517 RALE 5.18 M
MARBRAEFAR, FF/EFautoMinorVersionUpgrade , Amazon MQ £ &H K IR F &K B &R FTH
AT T MR,

Amazon MQ for ActiveMQ B FIEREBFEA X FNRIRXERAR, BXNAARNRIES|IZRAN 3
B, BHSEFA LR Amazon MQ R 5| Z xS,

Amazon MQ for ActiveMQ X8 5| Z iR A

Amazon MQ A X FAHSE RRESIBRAMINAL LR F, SEMRARHIZFLIER , Amazon
MQ £ B3I ZMA LWFAEREARET —MNIHHNRAE, LRXARGEENRLEHNTELET TR
N , BN end-of-support B i 2 FHI45 K A H# AT

Amazon MQ ELASTEENMRARL IEZFR 90 KA HBEH, EMEBIIEEZ end-of-support A Hi 2 &1
HREBHNREE , LR HIEMSFE, i EXFLIERHE 30 XA , BFEEEITRIL LR
R EREFORE,
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Apache ActiveMQ hr4s Amazon MQ £ 1E X #%

ActiveMQ 5.18 ( ¥##E )

ActiveMQ 5.17 2025%6H16H
ActiveMQ 5.16 2024 £11 A 15 H
ActiveMQ 5.15 2024 £9 A 16 H

W IRF ActiveMQ RIZBIZ TN Amazon MQ BY |, BAIUIEEEAZ XM ActiveMQ 81 Z R4, IR
EoEREEEIEESIZRAS , Amazon MQ 2B BRIANFZIW S| BIRES,

BIZERRA T

ZAIL R FFREARE T N EIRFNETEREISRERE, BAENRERESFH
KJa , Amazon MQ FELY i RN EA R B TIFH R T A,

EXFHARREBNEZEELR |, HSFthe section called “FH 51 Z A",

Bl i 37 7 B9 51 BB AR AR

IBAILAfEAdescribe-broker-instance-options AWS CLI s S AT E XM A EMEES| 2
R

aws mq describe-broker-instance-options

BRI BN FIRBFIRER | BHEH--engine-typefl--host-instance-typeik M , ZILATFR
No

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

flan | EfFik ActiveMQ mg.m5.large MEFIRBENER , BEANMBRN, engine-type
ACTIVEMQ instance-type mqg.m5.large
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Amazon MQ for ActiveMQ S{ESEEE

DUt RN S ERIE K FIE Amazon MQ LA ActiveMQ RENHARERS HEMZEEFLERAM
Bl

KT A E1E M BR Amazon MQ 38 14 B 4842 O

BB XA Amazon MQ XIERT , Amazon MQ £FEZHNKF, THWERFAE = (VPC) HELE — /N5
MRMEED K AHEE—LNRE, EC2ZMEEOATFLNEFiK (BIEEHFEAE ) 5 Amazon MQ
RIBBEF. ZMEZEOHEARNE Amazon MQ WEIRFSBERN , REREHIKFH VPC B—%%5 .

/A Warning
BARBEHBMEREMNEZIED, SUBMBRNEZZOTRESSBKAEREN VPC FIRE 2
B Y E$E
A
. _____
! I
| [
L) — =) o [
+—p | >
—E ol |
Client ' Elastic Amazon MQ
{Producer or ' Network Broker I
Consumer) : Interface [

SERVICE SCOPE

IR RER

EEAENBREMBENMEAENTR (HlIn Al SIEEHIERE ActiveMQ RIE IR ) |, BELUNE
A ActiveMQConnectionFactory XA FEANCIEEMERE, Hlu

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);
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// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

B2, EEEZMCIBENFERAENEEXINFRYD , 1 ZMIBEVNBRAEEZETERLASH , H
B¥EERT, EXEHRSD | ENFEH PooledConnectionFactory HFZBANCIEEERSH, Bl
m

® Note
SHEFEREY%E TR MEMA PooledConnectionFactory 2,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.

final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

MAERAREEBERERIZMEBLRETR

NRNARFREEEZIZSMMEBLRTR , fl0 , SEEAE/ZAREEXARENLHEERETE
¥ %] Amazon MQ &Y , ﬁﬁﬁﬁﬂl[‘ﬁ%@%imLA;ul‘Ff@E’J{EFH%[&EM BEEE - Bl
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failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617,ssl://b-987615k4-327i-109h-8gfe-7d65c4b132al-2.mq.us-
west-2.amazonaws.com:61617)?randomize=true

/A Important

HEFRBENRAEERHR , ZUTAKSNETRLBIHRERE. EAMEEBERRAR
RIERY AT A o

i Se i FE BRI #RER

ATLAEA JMS EF R IRESRM MBI EBTHE (LU EEETENERBRFERAE ). B2 , IMS &
BHENEANSER Amazon MQ RERTFIESRE P X , MM FE 1L HF%HE S

—HRRU , NBERUCRAERBEES , IEMNERR A TXRAEAENQEZENRERRS RS
NMelZEYNREEFEN,

EIERE A B AR IEFF AT Y

BATHAHEBARERAERIRHIEENMEER , Sl EREEXNEERF, BR , FAFA
AR EEREERF TRERANEMRRE, ERIAEL BT,

WRHFEAH Amazon VPC NZFHIE |, i CIDR IPs SLE AN E P in
10.0.0.0/16

R B A EMIZ RS Amazon MQ KB Z [E1& & Amazon VPC X &iE# , N|F1E87%E CIDR
BENEEREFWmERE IPs, 10.0.0.0/16

X EERREHENAIIZERFRFEN D)

BRIAERT , Amazon MQ X EB HRIEME R &R SIF 1T -

- HEMABRGRECIZBEKIEEERR | FEUNRIE,
« MRAFIERT REIWERRE , AURSHEEZR[FLETRE  WHEAENNEE,
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E18R Amazon MQ 3 EFERE A FERBASIB TR | B
concurrentStoreAndDispatchQueues B IREN false. BXRHIEE , ESH
concurrentStoreAndDispatchQueues,

R EBHNREXFREUAHNEERFLE

REXFIRBEEEFHEIRTNARFHEARGIMATRESE

- BAERXT ActiveMQ #IfEH
- SHE X/

- SIEBNERAENKE

- BREMBE

THHER R/, ERNEHE 2 ERKR

BREENEARS , RANKEXRFRET-ERREREFTLE. 3 ActiveMQ FERBARAFM
B HERRNRET REMRFIEE

- MREHEERNTE 100KB , MIFAMFHIERERRHIRE,
- MREEERNET 100KB , MIFAMFHEELERRHRE,

SEEFAEATER ActiveMQ B , BECEEAERDIUEAERENBERA TREEARE, &£
FARAT , ARRERPIWENFER , NELEEAEREHER TREEAFE.

ENEHNARFAERERELFIRE , BNEBUENAFTENRENFIRE, BXFAEER , FS
% Broker instance typesEA & Measuring the Throughput for Amazon MQ using the JMS Benchmark,

BRARREXPIRE A ERRH

HRAREXLFIRBRSFHER , FEAT=EAELFERARM

« FRAERX - HEHNNARFERESIBERS (HU , BREERSLI ) BRAMNEEERX
AR , SEEAILER ActiveMQ BIFFIFAEN, HHEXT , REREXFIRERFER
B, ActiveMQ F 2 BEEBEAFAMF#T . EAFFARIXNRETUMNBRARELFIKE R
HHNRERNF. BIR CPU IRBIRMEHZ

- REFEHE - UEFEEFFIFEAEZER concurrentStoreAndDispatchQueues ¥r&EE
B, ActiveMQ AV EEEZMCIEREEEFERE K MAFTHEERARFMR (AEEFAEXT
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RN ) ., MREN[ABRFAIUREFEAER (FELTLUEEAERITIXAM ) , UNARE
FEMBRAREBEXRFAXREDZ i, ELEVNARFEREERES  BANAREFRSGRMNERE
SR, AFHOIERT BEAEFEH,

- HABES - YEFEABABXAEEENSEFPRESFHEEN , B UEARKRIEEFIKE K
UM ESEHERLEE, EXEZER , FSH ActiveMQ XTI EREBRFEHAES 2,

R EENREFHEREUASDSERLE

ENABEZSANTRHXHNSEAMMESThEE , B A Amazon EFS, EFARERMNSHEHLE | #EF
Al Amazon EBS, BXEZEE , i3 H Storage.

IE AR B AR IR M 4%
LUBHRREMEN , EHENNARFERREET

- BRAREEN -FR (ENTENEN ) BMEIMRLUBREREAE , IIAREREFREMH
HENDHRES, BE—IMRAEAENABRVEEHREREZIFE P, HAEBEAEEREH
N, AFEERRAT —MME, B MEBICHENEAMLE , F—NMREFH R ZES

MEEZAFAER , UE-NTREQETHEERBIAFENBERATHINIEE, BXEZELR &
29 Apache ActiveMQ XHH Y E 45 B F@MEAMIEFATNEFTAXE 2,
 BORREXLPEZEABICEE - BXEZELR , B2 8 Apache ActiveMQ X4 ELSEE,

- BONFEASHERELRIN - Amazon MQ T X FFEAZSENRERIN,. BXEZEEL , 5 H Apache
ActiveMQ XA B AT, Z#EAR zeroconf BIXFIZTA ?,

BEMECER XA SFEEERE

ActiveMQ X2 HR (XA) BF. 7 # ActiveMQ I XA EXEBFE % Amazon MQ FRE
ERNBEXBENEERERE

BRERNHLERNRBENNE HER XA EF5, MEXLERBMREEN , EREFEENENERT
Bk, N\MEFEMEHREMFNRHE, XEXMESMBEEBNE, BLMEM commit() &
rollback() BTXEES , LEMETIEENBNERMEER.

EREARGENEZN XA RS , B LR Amazon CloudWatch Logs #
MJournalFilesForFastRecoveryiEtr, MR ZVFTHEM , LFEHRAST 1, WRFERAEL
FUTREANKBRERFNNES, EXEZER , S Amazon MQ FHIELER,
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LT RARBEAE&& XA ES , HEM rollback() XHAEAT.

import org.apache.activemq.ActiveMQXAConnectionFactory;

import javax.jms.XAConnection;

import javax.jms.XASession;

import javax.transaction.xa.XAResource;
import javax.transaction.xa.Xid;

public class RecoverXaTransactions {
private static final ActiveMQXAConnectionFactory ACTIVE_MQ_CONNECTION_FACTORY;
final static String WIRE_LEVEL_ENDPOINT =
"tcp://localhost:61616";;
static {
final String activeMgUsername = "MyUsernamel23";
final String activeMgPassword = "MyPassword456";
ACTIVE_MQ_CONNECTION_FACTORY = new
ActiveMQXAConnectionFactory(activeMqUsername, activeMgPassword, WIRE_LEVEL_ENDPOINT);
ACTIVE_MQ_CONNECTION_FACTORY.setUserName(activeMqUsername);
ACTIVE_MQ_CONNECTION_FACTORY.setPassword(activeMqPassword);

public static void main(String[] args) {
try {
final XAConnection connection =
ACTIVE_MQ_CONNECTION_FACTORY.createXAConnection();
XASession xaSession = connection.createXASession();
XAResource xaRes = xaSession.getXAResource();

for (Xid id : xaRes.recover(XAResource.TMENDRSCAN)) {
xaRes.rollback(id);
}

connection.close();

} catch (Exception e) {
}

EEfRZESF | BRI UHT XA BSSEEBREDHES XAESH., R, BALMEA rollback() =&
commit() RARERBULEENCHERES,
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£ Amazon MQ for RabbitMQ

FA Amazon MQ , AIABMFERAESENERNITEN R T RAUBZESRE, BUE
. Amazon MQ REST API = 8|2 AWS Management Console, EEMMBIBRALLA. AWS
Command Line Interface

XE DT ActiveMQ Fl RabbitMQ 5IZR AR EEREBNEAXREE | JHATAKN Amazon MQ £
ERFIRB R ERS , ABAR BRI EET,

ET7H#HII S MQ REST APIs , 52 R 5# M Q REST APl &,

Amazon MQ for RabbitMQ LI

42 Amazon MQ for RabbitMQ L EE ?

RE BZ1TE Amazon MQ LHHERERE, ©2 Amazon MQ WEARGEHR, RERHIE
(m5,t3) MK/ (large,micro) WAESHRF NAIEEHIZEE ( HlEImg.m5.1large ) -

« BRPIRERMNTREAFEEES (NLB) EHN - NTARPH—IMELARK, REBEUSKAERF
1 Amazon EBS F#&#TEE.

- ERFBRMEXNBIERSEA = RabbitMQ RETRNEESE , BITREZHS,. BT
MBZANTAKX (AZ) B2 RIRE.

BEXEZEER , 2 Amazon MQ for RabbitMQ 132 Y ZF E £

BRI LB A B3R ERAF R LA RabbitMQ 51 Z R #ThR A& 6 8 B 30 A& 2R E 5| R HIRERR
o BHFARELEFHRARE , ZEFHRERAERL, LK (24 DatEX ) MeX ( BRIAR
UTC ) E X,

B35 0713

&R UG R 8 RY RabbitMQ 32 |, &R A RabbitMQ X FHHEMRIEE S HBI N A THIUE A
TLS :

- AMQP (0-9-1)
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T ES IR O

Amazon MQ &R RabbitMQ REXFUA TSRO , USRI BE T amqpsH TN AREFEHNIE
# , LUR A RabbitMQ Web 12§ & FEE API #1T8 P imiER,

- rEsiwH 5671 - ATEI LS AMQP URL B H9ER. i, #E—NREIDH b-
c8352341-ec91-4a78-ad9c-a43f23d325bb HIRIE |, H HEPBTE us-west-2 Xigidh | 2L
TRZAEMNTE amgp URL : b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-
west-2.amazonaws.com: 5671,

o TESIwA 443 M 15671 - M ESw A AL ERER | B3 RabbitMQ Web #2#| A HEE API
HERE,

Attributes

RabbitMQ KEEFJ/LNEM :

- A®. fila0 MyBroker,
1D, #l#n b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

« Amazon Resource Name ( ARN ) . %l arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

+ RabbitMQ Web ##|& URL. #l#0 https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mqg.us-east-2.amazonaws.com,

EXEZEE |, HZSH RabbitMQ X#HH RabbitMQ Web #2&| &,

. Z2M AMQP i Ko Bl amgps://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mqg.us-east-2.amazonaws.com.

EXREEMNTEIR , 55 (Amazon MQ REST APl &) APUTAHEA :

« REST #24E ID : Broker
« REST #4E ID : Brokers
« REST #4E ID : Broker Reboot
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Amazon MQ for RabbitMQ 1L /=

81 AMQP 0-9-1 FF imEEEE — NI T HORIEN KA T 840N P inik 5% bUAE RE
EAM (vhost) NEHR , AFSFHBE—ANR, AFAERENEE. BEAMBEEELEN AT
MR, ERMEZMNEER P EIEN B FREME,

HBE X BIE Amazon MQ for RabbitMQ X EFZFEF , Amazon MQ EABREMNEXREZIICETHE
administrator #Z K RabbitMQ A, AjE , B LUEE RabbitMQ EE API 5 RabbitMQ Web
PEHIARNMAESEAF, B LEA RabbitMQ Web 24| &5 HEE AP| Rig B 15 KA - R R MR

%,
(® Note
B3I Amazon MQ A F APl E# = E R RabbitMQ A,
/A Important

Amazon MQ for RabbitMQ X #FH B “guest” , H TEECI 2 H R 2 i1 BRER AR 5 = 0K
F's Amazon MQ &5 & Hifl BRI B & - R 225 B “‘guest’ Ik o

Ef A RabbitMQ B API RIZHFAF , BEAUT APl KT S fMERE, AHHNE

kpasswordEUEE#Rusername,

PUT /api/users/username HTTP/1.1

{"password":"password","tags":"administrator"}

/A Important

- BOEREBAPLPZFRMMASHES (PI) REMHNBREBR[ES, REFFSTHEM
AWS BRS5i51E , ‘B3E CloudWatch B, REAFBATES A TAESBREIE.

- MRASIETECIEREBEMEBENEERER , WELEZEERI, NMREENETZSINEE
A, WAlERAHMERERAFRER  AREESEMCIELZNEILE, IRERE—/ERE
AR, NABMRAREHFERAFTEZIEANE —MNIRE, RINEBNERRREZAIFEARE
BER,
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tags BRALEW , HEARAESIRHWAFIRZS|R. Amazon MQ X¥#
administrator., management, monitoring # policymaker AF#r&,

B LAERALT APl KT S MBERENENAFPRENR. & vhost M username B RNIENE
B IFBIAEREN / , FH %2F,

PUT /api/permissions/vhost/username HTTP/1.1

{Ilconfigurell:ll.*ll’ "WIite":".*", "Iead":".*"}

® Note
configure, read M write BEEXLTEN,

BYERERS .* B, HRESOAFPRTFEEELENFMEIIAIER, BEAMEENR. &
KB RabbitMQ BE API EBRAFWNEZER |, 55 RabbitMQ B HTTP APl

Amazon MQ for RabbitMQ {XIE ZRIAE

L& H RabbitMQ KEBIE Amazon MQ B , Amazon MQ £ Bi i — 42 BRIA B X R SR B8 A R L = HLRR &1
AR IBHMERE. Amazon MQ O EELENBRFIN A FERIAN (/) ER¥LEH. Amazon MQ F£
AR A THAURNEL Y. BUAFMEFHNNAENREREXLERIAE, B2, BLLE
g, BEIMRXLEIRINRE,

Amazon MQ RIFEEEBREMEFRMNEFXBENREBLEER QIR REARE, BRIAKKIRENRE
EBRAGE , WTAR

« B3| - AWS-DEFAULT-POLICY-SINGLE-INSTANCE

o EERIERE — AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ

X3 F 2 RHILE , Amazon MQ 2FREBELEREREN 0. BEREMAEARE , TUGEEFRS
LERENBENLEKK, N TERLE , Amazon MQ FREERERENNERINE 1, ENEFCE
BECHWBEENRE , BoE—MAT 1 REERE.

® Note
EERTBF  R2BAEGMNSTAM (HA) FE ha-mode # ha-sync-mode RKE KR,
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70 R BRERIA AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ %# , Amazon MQ $F{E A
ha-all-AWS-OWNED-DO-NOT-DELETE KB , (EEREN 0. XALBRAER ha-mode
M ha-sync-mode KEENMABER. MRECEBSHBENEKE , Amazon MQ B34 ha-
mode 1 ha-sync-mode FIME R KEEE Lo

ES ]
« SREEHIFRHI A
- BUHRIAE

IR e A1 PR 51 15 B

ATRHIREIRT Amazon MQ R A THEIZAN R BB IAKE MRS, max-length, max-queues
M max-connections WERMRENZFARENBEERNMT. XEEINTENNRAERD .

- queue-mode: lazy ( KBt ) - BAEREY, RINBRT , RIISERAFEFREEEER , AW
FEREGEERITEERZAFEAE. XUHESSBREAFETEHSIREAFER. EEIZIE
EATHBERTRENEEBDIEE, XERKEEEEREXRGETREEAFHHNEEED, £H
HEIRRAFI , Amazon MQ for RabbitMQ AJ A HE KB ARME KT, HFEE , W THELE
Rl , EEERFINRETELBE L, IRERAEENEEBHERE K MAENNEFHE
FEBEE,

© HEHER
BIp), B

« max-length: number-of-messages ( Ei ) - RERIIFHEEHENRT, EEFHEF ,
ZRH AR LEEREBEERSLEFNBRZEEERIIRS,

® HPEERRN
S

- overflow: reject-publish ( KB ) — £/ max-length ZKE&5& IR 572 BA 5 AR B9 JE B BUX F
max-length EEELIFTES . I THRAILFREERSHEEFTRER , AREBRHHEHENE
FimNARFESIREA D ERHILN. BXXERXHEBANGE , 52 RabbitMQ MiE LM &
EHIAo
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@ HPEERERN
S

« max-queues: number-of-queues-per-vhost ( ERLEVIRH ) - RENREHAFIEBAIBRS,
Emax-lengthFEEE XKL , RESKHETBPHAIKEH LERBEHRSHREFNREEE
RAFIRIZE . BREIBASIE IRy 1L 2 CPU R4E4RAS,

© HEHER
BIp), R

« max-connections: number-of-connections-per-vhost ( E#lEHRE ) - RBEZERE

MEFERERS . REZUNERFEZRTHELEATISHAEANEF , UESBRE~ESAE
BN FRAE,

@ HPEERN
BXRBI, S£F

BWHRIAE

(® Note

max-length M max-queue FRIAPRGIIFIRIEF T8R4 K/~ 5KB # AT XA (L, MRER
SHE KT 5KB , MIEFEZFEMB L max-length F max-queue BRI,

TRIE THUZNRENRINEHE. Amazon MQ BRIBRERSLHIKBMIPEE NN A X LE,

Al Eic) Deployment max-length max-queues max-conne
mode (FBBIE) ctions

t3.micro £ 52450 TiEA 500 500

m5.large LRon ]| TiEA 20000 4,000
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S Eid) Deployment max-length max-queues max-conne
mode (EFZEX) ctions
=¥ 80000,000 4,000 15000
m5.xlarge B 3Hl FEH 30000 8000
- 90000,000 5000 20000
m5.2xlarge L Ron ]| FEH 60000 15000
£ 10,000,000 6000 40000
m5.4xlarge LR ]| TERA 157 30000
- 12,000,000 10000 100000

Amazon MQ for RabbitMQ X/NEZ ISR

BU LU RESRENNARFNNRERFGIRA, RBRXHIEEN  SAEZELFWAREHENE
E-

- BEFImMRAYIHNEE

- RIERHEE

- REEANEFEHHHEE

« TRHEB

BUNRENRNARF RN ERABRDMNRERFIRE (t3.micro)e N TEFRAKZFFmMEATI,
BEHE, RFEFREENIRER , RNBUERARAWRERFIZRE (m5.1arge KU L),

BSFLNRENKRE  WAEESEN TEABEEEEERNIFIRBEMA D, EAUTRNEAEE
FAXRBERESENNARFIEAIRE,

BRHIEEN R NERIER

TRIE T E2XGRENSMKFIRBEHHZARGIE,
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e T RiE A B EEHE  Shovel
A&
t3.micro 500 1500 2,500 1000 150
mb.large 5000 15000 30000 1000 250
mb.xlarge 10000 30000 60000 1000 500
mb.2xlarge 20000 60000 120,000 1000 1000
mb.4xlarge 40000 120,000 240,000 1000 2000
SEEHMENXRNNFRIERE

TRIHETEHRENEMNXFIREN R ARHIE.

SKHIRE BA 51 BNBENERAEHR  Shovel
m5.large 10000 1000 150
mb.xlarge 15000 1000 300
mb.2xlarge 20000 1000 600
mb.4xlarge 30000 1000 1200

BN REAUATEENEERS

SKHIRE HEE R
mb.large 5000 15000
mb.xlarge 10000 30000
mb.2xlarge 20000 60000
mb.4xlarge 40000 120,000
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SHAENBYRHETRETERE , EAERT AT KBKELK RabbitMQ £ 7 AT RZH
DEARNGN. MRBIREE WA GREHAT QHNFNEEAER | WA UALRKER/NAE
hnax R BR

HiRHEHER

B REE , FEELTHERHES. AIAESET m5.large £XHIRH,

(® Note
LT HENERRBIESREEERANEFREME.

Connection

ConnectionClosedByBroker 500 "NOT_ALLOWED - connection refused: node
connection limit (500) is reached"

Channel

ConnectionClosedByBroker 1500 "NOT_ALLOWED - number of channels opened on
node 'rabbitEip-10-0-23-173.us-west-2.compute.internal' has reached the
maximum allowed limit of (15,000)"

ERE

ConnectionClosedByBroker: (530, 'NOT_ALLOWED - reached maximum (1,000) of
consumers per channel')

(® Note
LTS IREEEH HTTP B8 API X,

A5

{"error":"bad_request", "reason":"cannot declare queue 'my_queue': queue
limit in cluster (30,000) is reached"}]

Shovel
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{"error":"bad_request","reason":"Validation failed\n\ncomponent shovel is
limited to 250 per node\n"}

Vhost

{"error":"bad_request","reason":"cannot create vhost 'my_vhost': vhost
limit of 4,000 is reached"}

Amazon MQ for RabbitMQ By #E

Amazon MQ for RabbitMQ % RabbitMQ EIE{E4F , ZidH N EE API F RabbitMQ Web &l 512
X, EALUER Web #BEIAMNERE AP SIZNEBEREBAF MK,

BT EEEEZI , Amazon MQ for RabbitMQ & X 3F L T
3]

« Shovel &

- BREWERHY

- —HMRERMREEMS

Shovel #H#

Amazon MQ £ E X RE X #F RabbitMQ shovel , RFEREHEMN —MNRESLH LIRS FI R HREZ BT
BB -4, BAILUEA shovel EZENBEMNARE | HIEENEENBREN TR XEE,

Amazon MQ &= RabbitMQ KIE X317 shovel, ZHA shovel ERAZTRSH#TEE , HEA
DB R FimEEAREFXNEHNEL, 510, £/ RabbitMQ EE AP, EFLL6IE PUT &

RHKIEF LT APl LT 2 RBLE A shovel, EiZRFIF , {vhost} A ERAREBHNEDEMN
HEF , {name} BN FIBIZ shovel BIE o

/api/parameters/shovel/{vhost}/{name}

FEEREF | BATIEERFIE RS , ETERNIEEFHE. FTEHNXANRHIE src-queue Hi5
ER A #BAFIFIFE dest-queue FEXKIZEFZRA S Z B ELE SIS shovel, B |, WA LAEA src-
exchange M dest-exchange ZHKE BN kErZBIH shovel,

{

"value": {
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"src-protocol": "amqp@91",
"src-uri": ‘"amqgp://localhost",
"src-queue": '"source-queue-name",
"dest-protocol": "amgp@91",
"dest-uri": "amqgps://b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq. us-
west-2.amazonaws.com:5671",
"dest-queue": "destination-queue-name"
}
}

/A Important
R shovel BRI ERE , NFEEERIIERHER 2B EE shovel,

BXREADIA shovel WEZEE |, 55 RabbitMQ 34 shovel fEtF,

® Note
Amazon MQ T FE A EA shovel,

RS

Amazon MQ XIFEKETHREENNG, BEEE , BOUESME NG, KHRBEBTEZRE
HHER. BRERABIMRZZFIER point-to-pointdE ZiEZF HM R BRI EEK, RINBRT , K&
RBBERBEHE—HE , MBS AREFERAENEEZRBIIEE,

B LAERBRS RV T REERANRA LN XREBHEAFIER . B EA RabbitMQ Web #2]
AREE AP E T HARE LERKSE.

/A Important
MR EFAFISH R R TRERER  WERERERES S ORI, RtELFREHRIBAG
RRMARZE , HELEREP LA SRR SHA EF Y T A SIS e < B &
BEE S ORIE,

Fltn |, BEEE AP, BE T U TIREREBES,
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Amazon MQ FRARIER
c ME— NS NELTEMT SHBREEZEN L. BLUEA RabbitMQ Web ##H A HEE
APl EXBREIERE, FHEIE AP, B LA POST R HALEB EF U TEREN /api/
parameters/federation-upstream/%2f/my-upstream,

{"value":{"uri":"amqp://server-name","expires" :3600000}}

- BLERBIUAFENIIHRREFETE, L LAFER RabbitMQ Web 2| A EE API Bt &R
B, EAEE API, LA LIBIE2 POST B RHREENEBUTERMEH /api/policies/%2f/
federate-me,

{"pattern":"Aamg\.", "definition":{"federation-upstream-set":"all"}, "apply-
to":"exchanges"}

@ Note

FREBERS 2/ LA IR, amq Tk, EAEMNRER ramg\. HERFEEH
Blamq'FF kW RIRR[EE B AKE, 8 RabbitMQ RS 28 LK X #RER AT AT B K & #ids
Bo

BEXBEBEBRABUHNESZEELR | 55 H RabbitMQ BX& 14
— MR HERREEEN

ZRIANER T , Amazon MQ for RabbitMQ X#F—HM R HERGEFXEEYE, —BMHRFERRIFIRES
THENBBEBITENRFESEERAZEIRAY, MBRESELSINKBAR , —HHEBRFHRTLL
ERFIZ B EEBEY At D X EE,

X THES —BRFHFIRAEG , BERARTHESNIAIINBENE, number-as-a-stringE AR
EHERENAIINEZHEN —BMERFIRP RV ELEHIESHER . £ BB HRAH
d o, RAEANFREMIOEER B ERRD , B ERAERBEENERAKBREIIFES.

BEX—BRBHEXMNESER , BSHAMY LA RabbitMQ —HEHF KT, GitHub

55 B& 5 FHF Amazon MQ for RabbitMQ

SETLAER Amazon MQ #ERRRINMERN A B E CRIEMR S, 205 S MIBRE WA R IA KBS MRS
HAHLEEMOIBRXLEREMRE |, & QR T HAbE L ENHH 7 LR ER IS B A PR B TR/ RE 0 =
o, WA BAMER T R
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Amazon MQ

FRARER

/A Important
£ RabbitMQ 5|27 3.12 R EEIRAH Amazon MQ £ , HEIWERIAZEHBER :

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* all {"queue-version":2} 0

E31BRESHRAL , MNZEFBREERN :

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* classic_queues {"ha-mode":"all", "ha-
sync-mode":"automatic", "queue-version":2} 0

LLEHFFT RabbitMQ B AEFIITREENEE LW E R,

TeetlZRER TELREGASIFHBRATIR KR, MRFELNRENA T HENS
MIRF - -apply-to i®RERN quorum_queues, MREMEHAHEKR BRI TIFEE ABEA
B, AT B IR KBS - -apply-to: classic_queuesBARETE A BRBA IR B

/A Important
ERIT TSR , B4HEEEEEE ANRMN Amazon MQ RabbitMQ KEBAF, EAILAE

RE-REIBRENCENEERAF A UAERZETREIBNEMAS. TREH/THE
ANIEMFRERK ( ENRER ) EXFAENEER AP HRENNER.
R BREUIE N RAE K BLE EN KA BEAEMNFRER

administrator o @ o & X

Xl RabbitMQ AFMEEBAFIRICRNBENEZEER |, i5ZEAmazon MQ for
RabbitMQ XEH F,

£ RabbitMQ Web #2| & Bz A RR 1A 5% B& H & 2L = 4L BR %1

1.
2.

&% Amazon MQ &5,

EEMSMERS |, £ Brokers (RE),

B
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© N o O

MREIFRS |, EFEmHENAHREHAEN BT

EREHFHFERMEM Connections (i) 7 , 1% RabbitMQ web console (RabbitMQ Web
#%A&) URL, RabbitMQ Web 12§ & A #THI X S 3RE TR R E 0 P IT S

FEREHNREEERNAF B MNEEEF RabbitMQ Web #2414,
1£ RabbitMQ Web # &l & TWE TN EFEE Admin (BER).
£ Admin (B2 R) THEMNENSMBEKD , & Policies (KEE).

£ Policies ((RBg) ME L , B LAFRREI B User policies (A KHE) Sk, 1 User
policies (AP Z#E) T , BFF Add/ update a policy (S I1/EH K)o

E0EFHNAREERRE | 17 Add / update a policy (RIN/EFH KR T , FUITUATRE -

a. X F Virtual host (BAEH) , M THFIR PR ZR R MBI RNV BRI Bk
BRANEREN , Hk#EF /o

® Note

MREARGEAMELEN , M RabbitMQ 2| & HRE R Virtual host (EELEH)
I, F EREEXNATARIAELEN.

b. XF Name (BB%) , BAENRBBMABT , flW0 policy-defaults,
c. & Pattern (X)) # , MAENFREXER .+, LUERBEERE LNPEBS,
d. XF Apply to (MATF) , NTHIFIFRFESE Exchanges and queues (3XIREFFIBASI),

e. XIF Priority (h %R , MA—MATRATFERENNIFE L EROER, KA UEEA
442 B9 — 4 B 2 Y RIFI T RabbitMQ BABIFI 28, RabbitMQ 12 E5 B &4 R E
WITEER, B%ERELAURNAASERNESES | B2 RabbitMQ B2 5834
g E

f.  XJTF Definition (EX) , WM TE/1{ERT :

« queue-mode=lazy, M TFHF|FRF%EE String (FRFH).
« overflow=reject-publish, MTH%I&KHiERE String (ZRFE).

(@ Note
FTERTEXHIRE,

e
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FRARER

10.

11.
12.

13.

g.

« max-length= number-of-messages. WRIFEREnumber-of-messagesHIEHIK/NF
HBE (HIMES ) , BN Amazon MQ W EE, 8000000 mq.m5.large \ THI
H|RAFPEERE Number (485 ) -

(® Note
FERTEXHIRE,

i%4#& Add / update policy (FS0/EH K)o

#41A User policies (FI 7 K #§) SR+ ERHTREE,

(® Note

X FERFNRIE , Amazon MQ £ B3N A ha-mode: all Ml ha-sync-mode:
automatic REEE L,

MENSIMERHF | &EF Limits (BRH),

£ Limits (FR#) WE L , B UFBREIER Virtual host limits (EELEHLERF) Flxk, =
Virtual host limits (BE#AEHLBRF) T , BFF Set/ update a virtual host limit (1% &/ TR #£L E LR

#l)o

EREFHELLENERES , BT Set/ update a virtual host limit (IR B/EFE LA ENRE]) & ,
TUAUTRE

a. XF Virtual host (BHLEMN) , BN TR RPEFREZFRBEH MBINENENHN BN, Bk

d.

e.

BRIAEEN , HEE /o
X F Limit (BR#I) , M\ TFHLIETH %R max-connections,

X F Value () , BRIFBRIBHEF AR/ NMEBEBENH A Amazon MQ EIUE , filan , XF
mq.m5.large &8 A 15000,

1%£$% Set / update limit (R E/EFHBR &),
EELRSE , T Limit (BRH) , M THIEDTHIEEFE max-queue (B KRAFIER).

14. FIAFTBRFIE Virtual host limits (EELENRH) SR+ E R,

£/ RabbitMQ &I API B A R 1A 5= & M EE Sl EHLFR %I

1.
2.

&5 Amazon MQ &l &,
EEMSMBERF , %&#F Brokers (fKHE),

e
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3. MREFxRD , EBREQHNANKBHKEN B M.

4, TEREIEAK Connections (E#E) Eo iET RabbitMQ web console (RabbitMQ Web #2#| &)
URLo A-;EEng:E HTTP 1E:qu:ﬁﬁ EI\JTtIE :FJ-/ N O

5. IABERNFKRIRHETHITED.

6. EOEMHONAERE , FRALUT curl %, K SHRERIN / EREN LB -, ZEA
SI4RED 7 %2F, ERREERAESE —MELEN , 56 %2F BN EU BB,

® Note

BENERRERERBRusernameMpassword, BIEREnumber-of-messagesty
EHKPHMEBEER | BHHR Amazon MQ #FEE, policy-nameBRNREN S
Mo broker-endpoint&#FEZBIETH URL.

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"pattern":".*", "priority":1, "definition":{'"queue-mode":lazy,
"overflow":"reject-publish", "max-length":"number-of-messages"}}' \

broker-endpoint/api/policies/%2F/policy-name

7. BEWRIAFEBEDANIENRENASERED , FRANT curl f5USIHAERERE,

curl -i -u username:password broker-endpoint/api/policies

8. BIEFM max-connections BELENIRE , BHALT curl v, BT RBRERIN / ERXLE
MEB—1BAY | ZRAFIRIBA %2F, ENKBNARS —NELEY |, B %2F B AELNE
oINS

@ Note

BENERREFKEREBRusernameMpassword, BB R Emax-connectionstIzE

PIRPAERBEN , BN Amazon MQ HFE, HREBLET QERNEZHNCTH
URL,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-connections"}' \
broker-endpoint/api/vhost-limits/%2F/max-connections
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9. EQIEFK max-queues BENEHRS , FEEL—F , BEHR curl F , MR,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-queues"}' \
broker-endpoint/api/vhost-limits/%2F/max-queues

10. EWIAFHRHESHMEEHREAELMENRS , FRANT curl a5 USIHAAREEMEN
PR,

curl -i -u username:password broker-endpoint/api/vhost-limits

Amazon MQ for RabbitMQ 138 #Y 2[ & 1% I

AL B LB B EHIE S A GIE RabbitMQ RE, M FXFEFHIFBE , Amazon MQ BE TREF
BHBEREREESEA M.

&0 LU A1 4889 RabbitMQ RI2 | A2 RF A RabbitMQ XEMFAREZEIES HBI N A TIHMUEH
TLS :

- AMQP (0-9-1)

=i
« IR 1 : Amazon MQ for RabbitMQ & 32458 38
« &M 2 : Amazon MQ for RabbitMQ &&=

EIT 1 : Amazon MQ for RabbitMQ 2 32451438

BRHIREBHEMTREMEYESS (NLB) FEHN—NMNTARHHN—NMEBAK. REBOSENNA
F2F M Amazon EBS F& 3 TEE. Amazon EBS £ MEERMNEFTLEHR T THILHWREF
fi& o

5/ Network Load Balancer Al R4 B ORISR H T EE T S 8 4 fE m ERAESSFIrT |, &8
B Amazon MQ for RabbitMQ REB L mT SR EFFLE, EC2 MEMAFHBEEIAFENNARRFNAR
P4 (FE B R Y R um T RUE BRI,

EBE RabbitMQ 150
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Amazon MQ FEARIERE
TEi%BE T Amazon MQ for RabbitMQ 2 SEHI4LIE,

E Amazon Web Services Cloud

A0

i e D—}n

—= >0
Client Metwork Load Amazon MQ EBS Volume

Balancer ! Broker !
i us-west-2a 1

%I 2 : Amazon MQ for RabbitMQ &I &

SHMERNE N ERFEA = RabbitMQ RETIWEESE , SMTILAZA/, RS
BZAMTAKX (AZ) B9 VRS

EEHIED , Amazon MQ 2B EERERE , UEAMETRLEALAESR , NMARSTAY
(HA) . BMNREEBAIIA— PN ETRM— ARSI MEGRAK. BIBRIIBEBSHET K. LEBS
WATEREEANATAINET R , RAEERHEESKR. Amazon MQ T RIEBR ARG KR | %K
ha-mode 1iREXN all, f¥ ha-sync-mode iREHN automatic, XAHRBEEFETHXEHF
ERPHMETR , LREEFNFAM,

® Note

EHEFINE  NEFNAMELEF B —XPIT—IMTR , N\BEKREELIFANETTIR. 8K
KATRE , BERHEZTANEEZERMT  SEEMEY., BX4THRRENEFHREIR
TN B ENEEINENES., BXEERENEZFER , i5SHthe section called “E I MM
BWERRE",

H R Amazon MQi&E& T ha-sync-mode: automatic , F4RERHR , BYEINTRE
MMAEER |, RASIEERES . RIIRL SR IEFTEEMATIRE, BERSRENRAS , o
LATE 4 37 B BR Hf (8] R 52 BA 51 [B) 25 B9 2 Ml

BRIAKBE TR, R EMERLFRE | Amazon MQ S BB EFHAIZ L EM ., Amazon MQ B FHR
HABMNATEEERRE LENFIEHMER., MRERMMEKREE HA B , Amazon MQ
FRERMXLEEYE, WREFNEEFTESTHLEMENKRE , Amazon MQ FEREN]. BXRES
BBRNEZER , BSRLHEESRNY,

EREE 151


https://www.rabbitmq.com/ha.html

Amazon MQ FRARIER

THEREAT RabbitMQ EFREHE , E=ANTAK (AZ) FE=MTTR , BT RHFEBEEHW
Amazon EBS B HEZIRZA, Amazon EBS R H{IHEIEREMSHEHEFRH 1T TRILWRRFME,

! Amazon Web Services Cloud

Availability Zone:

Amazon MQ
Broker

EBS Volume

us-west-2c |

................................................

Availability Zone:

%

o
(m |
SO

-

@

=

Cliant Metwork Load Amazon MQ EBS Volume
Balancer Broker '
us-west-2b |
—

Amazon MQ EBS Volume
Broker

us-west-2a |

Amazon MQ for RabbitMQ X IES= I3 H

REXBHIZE (m5,t3) MK/ (Large,micro) WAESHEHRIHR A RELFIZER ( Hlaimg.m5.1large ) o T
#FIH T RabbitMQ XA AL S# MQ AIEESEfIKE,

FERFIRBLIETIEZE , Amazon MQ 2@EADE 90 KR AHBEH., EMNBIWEEZ end-of-support
HHE Z e SR EARBIFASEHIZE R | SRS 1L IR A HT,

SKHIZEE 152
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/A Important
R AREM mg.m5. EHIZEBBERLE N mq.t3.micro EHIKE,

Al Eic) vCPU M7 (GiB) HERE =h# KiEXFF
mq.t3.mic 2 1 WAL EBS
IO
/A Important

mqg.t3.m:

o

S

EKH

53

R

B EB

Z,
mg.m5.lar 2 8 4= EBS
ge
mqg.m5.x1a 4 16 47 EBS
rge
mqg.m5.2x1 8 32 K7 EBS
arge
mq.m5.4x1 16 64 45 EBS
arge

Amazon MQ for RabbitMQ X2t &

B EH I EER RabbitMQ RIEMATEIRE ( RA Cuttlefish X ) . BAIUECIEEE , AG0ER
B, 2B, BULREENAT - IMRSMIE,

RERE 5
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Attributes

REEEER/LNEL , flW

« &A% (MyConfiguration)
« ID (c-1234a5b6-78cd-901e-2fgh-314576k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)
BEXBEBEMENTEIIR , H209 (Amazon MQ REST APl &) FHETHE :

« REST #4E ID : Configuration
- REST #4E ID : Configurations

BXBEBESITRMENTEIR , BSHANUATRE .

« REST #4E ID : Configuration Revision
« REST #4E ID : Configuration Revisions

£

« BIEF A RabbitMQ RIEHE

- 45% Amazon MQ for RabbitMQ Bl & £1T ki
« RabbitMQ on Amazon MQ W T il E1E

SIEN M A RabbitMQ B E &

BLEF LM RabbitMQ REMATEIRE ( XA Cuttlefish 18 ) . BUULRERE K RE0IER
B, 2fF , BULREENAT IS MME

LAUR RBIE R In{a]E H AWS Management Console | Z# 5 f RabbitMQ RIBEE,

/A Important

R A BEfE A DeleteConfiguration API fIBRELE, BXEZFER , 52 H Amazon MQ
APl ZEHNALE,
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SIRFEE

ENRENAINE , KTEEERE.

1. B Amazon MQ #1148,
2. &EAEM , BASHhER , AEEEF Configurations (BLE).

Amazon MQ
Brokers
Configurations

3. 1 Configurations (ECiE) IHE L , 1%£#F Create configuration (822 H &),

4. 7 Create configuration ( 8|2 HE ) WE LK Details ( FHELR ) FoH , A Configuration
name ( BBE&#: ) ( Bl MyConfiguration ) ##i%# Broker engine ( RE 5|2 ) IRA,
ZE 7 #AX Amazon MQ for RabbitMQ % ##Y RabbitMQ 5IZRANEZFE R , iHZHthe
section called “RAEE",

5 EFUERE.

IR RTRYES EE1T

SIEERES , KTEARBEITREEEE.

1. MBEEIRFPEEMyConfiguration,

® Note
A ATE Amazon MQ SIRF B h AR E —NEBSIT,

#iZMyConfigurationWE L , FE REMNFEEMSITRERNRIESIZRBMARA (Hlan
RabbitMQ 3.xx.xx ) o

2. EEEWAFSRIFL , 2ETEERITS. #EM Cuttlefish XN RIEEE.
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® Note
FEISNRESNE - NFNEEZIT,

3. EERBEEEHX Cuttlefish BEHTE R,
4. EBRREF.

Save revision (fRTFEIT) X EE LT,
5. (A% )ZKB A description of the changes in this revision.

6. ‘&R

HerFRENHET.

/A Important
NEERTEXRFLVREINATNE, ENAER , MASFEHET —EFRIEE
BARE,

Bal, BT EMBREE.

e ESIT NARRE
BIZEBEITHRE |, TSR EE1T RN AR E,
1. &EEM , BFSMER , ARE1%ERE Brokers ((KIE),

Amazon MQ

Configurations

2. MELAFRAP , REBEHOZRELE (Hla0 MyBroker ) , ABEERRE.
3. Tt “4r’%E MyBroker” TUHH ‘BE&E" m , EREENEITHR , REER TRESR,

4. 1& Schedule broker modifications (it XIX3E4&ck) &b , %&F R 7 During the next scheduled
maintenance window (T~ —/M X4 it R HAR]) £ = Immediately (3ZBD) R A&k,
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5.

/A Important

EXFRBEERHLTELRS, XTEHRE  SREBERN , —RAFT IR
TEIRES.

EENA

IEHVEC BAETT R FE TE RV B i) B A B SRV AR IR

%58 Amazon MQ for RabbitMQ Bt & 1&1T ik

LT HBANA T A mE R IR E B ST R

1.

2
3.
4

&% Amazon MQ ##l&,

MNELATIRP |, ERENZLRE (Hla0 MyBroker ) , RAEERERE.
fEMyBrokerTUH L , &% “wiE",

£ “4m%E MyBroker’ MEM ‘BE" #0 , BFE-—NMHEN—MEITHR , REERERE.

® Note
BRIFGHEGBRERMEREE , 2% Amazon MQ SIZRER N EIEE - ERER
il

£ ZMyBrokexrTUH L , HEREEFAWARESIZRBFMRA (4120 RabbitMQ 3.xx.xX ) o
EREBFMAGEEEMFL  SEREEEITS. #HAM Cuttlefish IR EBEE,

(® Note
mEINEERNE—MHHEEZT.

ERRERE HXT Cuttlefish BLiE# 1TE X,
ERRE

Save revision (RZEIT) X iEEH I,

( Al ) 388 A description of the changes in this revision,
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9. LEEMFF
MermBEEENFET.

/A Important
NEEHTEXTRVUANFEINAZNE, ENAENR , BASHFTN PRI EE
BHRE,

BT, BT EMBREE,

RabbitMQ on Amazon MQ W A Ei& B

& A LAUE I &2 AWS Management Console F Y RCIREL B X 4RI B A TR EE BETHE.

(=S ZRiAE BiE =l & A RS HR
consumer_ 1800000 Z# 1800000 Z# 0 F ZIR=ITEN FERAETEIA
timeout (30 &) (30 &) 214748364 RS, AT
7TE KMERER
#'s Amazon KRN o
MQ X #E Bt
0, XE
B LR,
heartbeat 60 # 60 # 60 ¥ 3600 ¥ FIERRA E X
RabbitMQ A
NEEATH
2 BBV B [E] o
managemen  true true true , false 311 R E KA E SR
t.restric YE R REEHITh
tions.operator BE. MRMEH
_policy_c THEXR , A
hanges.di ZIBNIEER
sabled CHBRERRK
BEHhEE HA
&t
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s IAE BiE =l & AR AR iR
quorum_qu true true true , false 313 REAE RIEHN TRUE
eue.prope B, RARRF
rty_equiv EEHFERAMF
alence.re 23 BA Bl Bt o 3
laxed REREBER
_checks_o Fo
n_redecla
ration
secure.ma 3 F 2024 true true = false  3.10 R L B AT AR
nagement. F£7H9H B HTTP 2%
http.head W =Rl = Frko
ers.enabled # 3.10 £

MARE , B
true, XF
2024 £ 7 A
9 HZHIBIZ
HRIE , B
false

BEFEAERNREIA

BRI LABLE consumer_timeout , AEEFERAETHIARARBHITRN, MRFERAESEETENER
RIEWEIA |, BESEAA,. B0, iR HAERIAE 1800000 ER |, B{FEHEE 1800000 EMHREE X
ERMNEIA , BERHE T,

BLEARNES

BRI ERNE SR , T #EEARPHREIRE, RUESEEL T EEEN N M arhy
[ BR 1

B R E A KRB
BMEMENLNRERBRFERARBEFUTHEN HAEX
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{

"name": "default_operator_policy_AWS_managed",
"pattern": ".*",
"apply-to": "all",
"priority": 0,
"definition": {
"ha-mode": "all",
"ha-sync-mode": "automatic"
}
}

ERINERT , TE2EBE AWS Management Console S EE APl EXUzEEBE., Bul@ESERE
BEFRMATITREAENR :

management.restrictions.operator_policy_changes.disabled=false

MBEHTUHER , BUBWEEHCSHREARKTEE HA B,
BB SIFRNELNRE
MREFRARFIEBEMENG] , BREFEFHAB , WATEDH

quorum_queue.property_equivalence.relaxed_checks_on_redeclaration BZEN true

KR EERFAMEHAINEHRNBERE,
BLE HTTP Z£#r3k
secure.management.http.headers.enabled BEF A T T HTTP Z&#rk :

« X-Content-Type-Options: nosniff : By LEx SEBRHITHR B RER , BN A T HEEM U AR EE,
« X-Frame-Options: DENY : BFibfh AFEERF 4 #A B S Mk L 81 28 5k Bmfth A

« Strict-Transport-Security : max-age=47304000 ; includeSubDomains : 58 i3 % 25 4E KAF1E ( 1.5
FYNEMEREFEHBEREYGEERENFER HTTPS,

£ 3.10 RESRA L 8I2H Amazon MQ for RabbitMQ X E 2RI\
secure.management.http.headers.enabled IREN true, BAILUER
secure.management.http.headers.enabled i& &N true R AXLE HTTP 2245k, MR
BHEEEBRTFERIXL HTTP £245k , ¥ secure.management.http.headers.enabled i&
B false,
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RabbitMQ on Amazon MQ By {: &R\ 5l

/A Important
HE A FI{E B T Amazon MQ for RabbitMQ 3.13 R E ShA& LR IE,

PRI R—MEHAIRE  ARSFTR (EBAX ) MRETL (HtEE ) Ak, NRFASTIE
BATHA , MEASIER Raft HAEZ , USHREH -—NMHFHNASTR , M2AHAS T IREW
BERANE-SEHPNRETR. ERVRET QEEGUTT—HEH, BTSN T IBVT ARV
Xer, Jit , MR- TRENFTA , HEFER S — N AX#HGE RS B A RELE,

HEAFITATLEEAER  SHERABHARSKEMIAN , ieHIBAEER,
MREIEATRER , WANERPERAT

- {FERAIGETRASY
- HERAEERT K
- LAEERIKIER

ERBAMERY , ERFRL x-queue-type ®ERN quorum,
]
« MZERAFIIER E Amazon MQ for RabbitMQ L Y {h i BA 51

« Amazon MQ for RabbitMQ {# &\ 5§ KB Bt B
« Amazon MQ for RabbitMQ {4 £ R\ 5l 19 S {E 3288

MZBRA 5T F Amazon MQ for RabbitMQ _E By ERA 5

BAETER —SEH FEFNEN TSI TIBN AR | HELESEHATITER 3.13 RESIK
A Amazon MQ K LM RERA .

R 1 ERFTRYE BLENIN G B RBAFER B RS

BRLBESER -5 LBMNENEN , FELAEFEIITEE 3.13 HESRZAH Amazon MQ
R LR REERAS,

EETe =


https://raft.github.io/
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1. HFEINEEHED , B HOELEN (vhost) , BRIABAFIF G R EBAFI,
2. {ERLKLRHEEIT , MNETH vhost 83 B &34 , URI 5@ IBAY vhost.

3. f#£M rabbitmgadmin , #¥IH vhost FHIEN S HBIFXHH, LMK REH4HITER , FH
EfBAIIHRE, BXEEENXHFHITHERNTEIEK , 55 H RabbitMQ REBA S+
MBIENL . NXHHITHLEERE , HENEHS AZIFH vhost,

4. TEFH vhost FRIERFH KR, BXRMHEBTIA Amazon MQ KEEE BRI , ESHAmazon
MQ for RabbitMQ &AM KB E, AR , T2 a2 Federation MIB vhost 531 |
vhost,

5. FHERAEMEFEIEOHM vhost,
6. BELE Shovel BHHLUBIIFMERIRIEE . BAFINZEST , Bk Shovel,

M L5 BA 51| 3 1ty 1E 8 B ERBA 5

BRLES R IR AN, FERRERAFIEBE 3.13 LESAH Amazon MQ I LB fRERA
5,

1. FLERAENESE,

2. CIEFHISETHERRAS,

3. ECiE Shovel ffF , R IBHZ B REA S R WAETE BB EIFAY G e P ERRA S, HATRHEE B RIS
P EEASIfE |, MIBR Shovel,

4. RBRRZBREES, RE , AEREBEEKSIHEER B HMNHEEHIZE—MPEBAD,
5. BIZFH Shovel , FFH BMIE BT ERRA 513 2057 89 FHEREA 51

Amazon MQ for RabbitMQ {# £ RA 51l B9 3K BE Bt i
& A LATE Amazon MQ £ RabbitMQ R EEHYHERRA 57N M4 ERBEHBLE .
HPERRAGI QIR RBER | A ITATIRE -

- BBRFTELL ha FFLH9RBEE M , Bl ha-mode, ha-params, ha-sync-mode, ha-sync-
batch-size, ha-promote-on-shutdown fl ha-promote-on-failure,

. MBR queue-mode,
« HBHIZRERN reject-publish-dlx A EdEH
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/A Important

Amazon MQ for RabbitMQ N AKEHHIEBMESI TN AEAEME. TECIZERNER
TFLEEGASIFHERATIA R, MRFELERESATHENAS , HXI0F --apply-
to I®EN quorum_queues, WRFEALHEGATIR BRG] , MATER --apply-
to:classic_queues BIER 5 30 H SR EK LA R (P ERA 51 SR B o

BT FB U AWS-DEFAULT KB, RAEN2EIXANATSHHHFMBATIZKE, HX Amazon
MQ for RabbitMQ HIERIAKEEMNE ZE L , S ¥ RabbitMQ configuration policies.

Amazon MQ for RabbitMQ {#Z A 51 1Y Bx {5585
ENBWELBMHEREASIEHR LT RESSERES MR,
B EERERFSRGEEZEER

HHBRMARZREMEIEN , MOHMNBAHES . BAILERA delivery-limit RESHIR
BEHEEERG , AERFSXENBRENEE . NWREENEREZIZRIBET T ERERF A TR
# , RabbitMQ MEEFHMRZER . RE T HEIERFIETS |, HE SR FIKEBHIITE R HERA

TREEASIRYH B AL o R

HERAIRBEHEML KR, MREFEHEMER , MBMBNEZSNMIEBAT, BREASMPERT
HEEEMERNESZELR |, BSH RabbitMQ XRH Y Message priority.

EAMIANEFIRF

X FEAMFEATNERRIE | Amazon MQ for RabbitMQ BRIAMEA= (3 ) N RNEHR F., MR
B3 x-quorum-initial-group-size #{TE X , Amazon MQ FEXERINEHEF71 3.

RABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSION [g]
BHE

HIBZAEFEARE 3.12 REBRAEHENEHIREFKE LA

HERAFIEF , Amazon MQ for RabbitMQ /5| & & R U< BIR/ER
RABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSION, BX
RABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSION [ BN EZER | &
SR L D# MQ £/ RabbitMQ 3EE A SHERAEIR
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RabbitMQ # 2

L T#HER TUAIE Amazon MQ LEEHEA RabbitMQ., BT REXFEASHEREIES (W0
Node.js, Python, .NET & ) XEFHNEFHENEZFEE , H5H (RabbitMQ Getting Started
Guide) H1HY RabbitMQ Tutorials.

T

o REBAEEIRI

« ¥ Python Pika 5 Amazon MQ for RabbitMQ £ & 1
« &R RabbitMQ  ZRAFII[E] 25 ) 6] 2

- SBR2 . FET IVMHNAEFEZINRE

« S 3: (A% ) Connect ) AWS Lambda B

MEAE BRI
B LURBEANALHEEIEI , flERSAZREA CloudWatch A& AWS Management Console,

YR58 RabbitMQ 1% I8 %k IR

1. %3% Amazon MQ %A,
2. NELmFRTp | EEENILLHE (Hla0 MyBroker ) , REERRE.
3. TE4REMyBrokerTWHEIMMEE o |, R NRIESIZBRARNELHIZKE,

4. 7 “CloudWatch B&” #5 , REVIRBEAUNSAIEAEABE. RELATHNHEMLT R,

(® Note

« XF RabbitMQ £4% , Amazon MQ £ BzIEARSXEKAE (SLR) aHE XA —#% A
&Ho CloudWatchBEXxEZ{EE , i5Z 1 the section called “EFA RS HEX AR

« Amazon MQ A% #; RabbitMQ REM F# A Eid F.

5. 7 Maintenance (4#) o+ , BELWRENET TR

EERBERAFEARIH AWS A | FiiF “BREHREBREALR . B3I ARELT Y
BARE  ZEPRBRERAEH/L. LR (24 et ) MetX ( BIAR UTC ) B X,
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https://www.rabbitmq.com/getstarted.html
https://console.aws.amazon.com/amazon-mq/
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6. i%# Schedule modifications (it X/ k).

(@ Note

IR EN%# Enable automatic minor version upgrades (B BEI R BRAFALR) , %k
¥R Save (R7F) , ENTZEBRKE,

SRV B IR TURAE 48 E RY B E) B2 A 2 R R ER

¥ Python Pika & Amazon MQ for RabbitMQ & & f& F

LTHRZRHEB MMM TLS RE Python Pika , 74 TLS Bt & 7 iE#EE| Amazon MQ for RabbitMQ 1%
B, Pika 2&MF RabbitMQ #5 AMQP 0-9-1 HMX# Python XM, AHIBAIES MR Pika, 75
BABI, IRER T EABRENRINRRBRIEHEE , URIREFEAEUZEBBASIHHER.
£ |
- REH
- RIR
o FR— . SIBEZRH Python Pika B iR
- SR BRI EHKIEEE
R=  SIEEAEAEBES
- ZRIM : (%) RESHERALREE
. ETRMHA?

TEIRFZAF
EXRIHBINSR , BEEHRZUAT EREMH

« Amazon MQ for RabbitMQ X3, BEXEZEL , FSEAIE Amazon MQ for RabbitMQ £,
- ZEFHATREREW Python 30
« £/ Python pip &% Pika, EZR% Pika , BRI AFHNLAREIHETUTHAE,

$ python3 -m pip install pika
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R

EXA#HRED | BEEZE D — Amazon MQ for RabbitMQ REAF , ZAF EEEAFMEEE LT
FIBR, TRERTERNEMNRIER (regexp) BRAFTEN R/ NIER,
& =N SUESvE-o EAENRIER BEERIE N RIE K

none o % o &

FIHMAFRNRNXEOAFREEENRER , MFARFERE LRTEBRRENEERBEFHBNR, ErTLA
BN RERE AP GREERSIH regexp R KH —LRENR, Fla0 |, NRFFEE regexp BRE
A A[hello world].* , AF RMEME hello world FFLHIBAFI A sEELAY AN BR o

BXRBIZ RabbitMQ AP MEEAFRIEMNBEHNEZEER |, 5 H Amazon MQ for RabbitMQ 1L
AF.

SH— . SIEZEKRH Python Pika & F i

BHITUTRIERBIZE Python Pika B FimEE | ZEXE UWERE , HFES Amazon MQ for
RabbitMQ RER B ARt TLS BLEPTER SSL LT3,

1. fIFHNKRERD , VB EHB R, RAESMEZE F.

$ mkdir pika-tutorial
$ cd pika-tutorial

2. BIE—NHEA basicClient.py WX , HFEELT Python K18,

import ssl
import pika

class BasicPikaClient:

def __init_ (self, rabbitmq_broker_id, rabbitmq_user, rabbitmqg_password,
region):

# SSL Context for TLS configuration of Amazon MQ for RabbitMQ
ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLSv1_2)
ssl_context.set_ciphers('ECDHE+AESGCM: !ECDSA')
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url = f"amgps://{rabbitmqg_user}:
{rabbitmq_password}@{rabbitmqg_broker_id}.mq.{region}.amazonaws.com:5671"

parameters = pika.URLParameters(url)

parameters.ssl_options = pika.SSLOptions(context=ssl_context)

self.connection = pika.BlockingConnection(parameters)
self.channel = self.connection.channel()

WME , BA U SHAE BasicPikaClient WAAENEREE N HAZE,
TR . BEAMEHRLER
EQEFERARINATERRERLZHEHE |, BRITUTERE,

1. EFIUTREREABAZR , FFEAERN publisher. py REFEERM E—NMTROENMERB X
Fo

from basicClient import BasicPikaClient
class BasicMessageSender(BasicPikaClient):

def declare_queue(self, queue_name):
print(f"Trying to declare queue({queue_name})...")
self.channel.queue_declare(queue=queue_name)

def send_message(self, exchange, routing_key, body):
channel = self.connection.channel()
channel.basic_publish(exchange=exchange,
routing_key=routing_key,
body=body)
print(f"Sent message. Exchange: {exchange}, Routing Key: {routing_key},
Body: {body}")

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":
# Initialize Basic Message Sender which creates a connection

# and channel for sending messages.
basic_message_sender = BasicMessageSender(
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"<broker-id>",
"<username>",
"<password>",
"<region>"

)

# Declare a queue
basic_message_sender.declare_queue("hello world queue")

# Send a message to the queue.
basic_message_sender.send_message(exchange="", routing_key="hello world queue",
body=b'Hello World!')

# Close connections.
basic_message_sender.close()

BasicMessageSender E#&H BasicPikaClient #X/E T AT EHRY|. MNAIILEES
MK AEENEMEE, RBRACEAETAINBZHNBEREL , HEEBBIRMIARIREE.

2. fTEif __name__ == "__main__": T, f&i%4 BasicMessageSender MERIIEANS
BEBRAUTER

 <broker-id> - Amazon MQ N RIEBAEFKHWKE— ID, EALE
S ARN 4T ID, Hlg0 , 44T ARN arn:aws:mq:us-
east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
RE ID f¥H b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

- <username> - EEEHNRAKEBEEAEENREAFHAF A
+ <password>- EEEBNEOREENEENRERAFNEB,

 <region>— Z8IEE A T RabbitMQ B S MQ LLRFTERN AWS XiF, Hlf0 | us-
west-2,

3. #A|Z publisher.py WRA—BZFEITUATHET
$ python3 publisher.py
MEARBZTRY , BFELREOPEIATHE,

Trying to declare queue(hello world queue)...
Sent message. Exchange: , Routing Key: hello world queue, Body: b'Hello World!'
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F]R= : QIBREREHERER
EQEMAFIEREZEENERSE , BRITUTERE

1. EFIUTREBREBASR , HFHEAERN consumer. py REERME— B FH,

from basicClient import BasicPikaClient
class BasicMessageReceiver(BasicPikaClient):

def get_message(self, queue):
method_frame, header_frame, body = self.channel.basic_get(queue)
if method_frame:
print(method_frame, header_frame, body)
self.channel.basic_ack(method_frame.delivery_tag)
return method_frame, header_frame, body
else:
print('No message returned')

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "_main__":

# Create Basic Message Receiver which creates a connection
# and channel for consuming messages.
basic_message_receiver = BasicMessageReceiver(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Consume the message that was sent.
basic_message_receiver.get_message("hello world queue")

# Close connections.
basic_message_receiver.close()

SE#EL— NS RDEIBHNAMELRL , BasicMessageReciever #&H BasicPikaClient
FSOHE A T2 Ol B RS FE M H AL 5 %,
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2. T if __name__ == "__main__": BAT , F%iE4 BasicMessageReciever &MY

3. HEEWIMEBRPETUTHR,
$ python3 consumer.py
MRRBIZITRY , BRELIRE A FEIEEEXAR SIERHAZANRL,

<Basic.GetOk(['delivery_tag=1', 'exchange=', 'message_count=0',
'redelivered=False', 'routing_key=hello world queue'])> <BasicProperties> b'Hello
World!'

S| (A ) RESHERAERAER

EFEARYIFHNZEEE | iE#F A Pika 8 basic_consume FEMEARE , TR

1. 7 consumer.py ¥ , FLUATAZEEHIME BasicMessageReceiver 2%,

def consume_messages(self, queue):
def callback(ch, method, properties, body):
print(" [x] Received %r" % body)

self.channel.basic_consume(queue=queue, on_message_callback=callback,
auto_ack=True)

print(' [*] Waiting for messages. To exit press CTRL+C')
self.channel.start_consuming()

2. 1 consumer.py B if __name__ == "_main__": T, AALEL—NSTERIELN
consume_messages 5o

if __name__ == "__main__":

# Create Basic Message Receiver which creates a connection and channel for
consuming messages.
basic_message_receiver = BasicMessageReceiver(
"<broker-id>",
"<username>",
"<password>",
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"<region>"

)

# Consume the message that was sent.
# basic_message_receiver.get_message("hello world queue")

# Consume multiple messages in an event loop.
basic_message_receiver.consume_messages("hello world queue")

# Close connections.
basic_message_receiver.close()

3. BIXIE1T consumer.py , BIRZE1THIH , BAIEERE RELIREO R,

7/

[*] Waiting for messages. To exit press CTRL+C
[x] Received b'Hello World!'
[x] Received b'Hello World!'

BTRMATA?

. BXHMELEN RabbitMQ BEFHENEZELR |, F5 @ RabbitMQ M5 L H RabbitMQ & F i 32

f# )R RabbitMQ & {FBA 3[R 2 /Y &) &

1£ Amazon MQ for RabbitMQ E&#ZHEF , KM EENMAIINEEBE = MRET AH#HTESH, X7hE
HFAES , 7 RabbitMQ RERESTHAM (HA) . EHBERHAIHA— I TR ENERIAMN—
NRENEBAR. NATESGMINENRE (ZRABER ) BENATENS , AREEERZ
B3 1T & Hlo

Bl , BR—PBE=ATREHNEBRAY] : TS (main ) MAENESR (mirror-1 #
mirror-2) ., MRLEEGAIIFHMEEERRINEBEFFEES , MAFFEEL, IREANTR
(mirror-1) E—BNBAIAZEEBTAA , MZASIMAIZEITH TSRLEFEEHEARS, ER, XTE
B WS , 7 mirror-1 FATAM A M E main BERSMEHEl mirror-1,

BXRBNEZFEE , FZH RabbitMQ Mh LM E HEFE G,

HF MR SR L
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T4 EER , Amazon MQ 8 RWIT— M RVAELY T, MBRABREFERET. Hik , 7
BN RAREEEZTHN , RIITREZEERS, ERSEEF , FEEHIEGIESFMERD
Amazon Elastic Block Store ( Amazon EBS ) BEMEEINFS , A THIAE, #HEAEE S8 BILERA
ERIME S,

MRAIIREREEEHERY , NSRRI ES HIREERZT. B , IRAAE
PRHEEFEETRNNEFRSE , TRE5IXERNFER , EEAIIEL. BAlBTHERS
fRabbitMemUsed#RabbitMgMemLimit XE T QIEFERIIANFFEAER CloudWatch, TEEFE
MIBRE E R BERHEERER D 28, BFTETH.

(® Note
BORFIES R BN TRLXSFBESHNEFES.

ERREENRAIEL  FREIHEPHNIRIRE , EPER T NA ha-sync-batch-size 5§
MEFHBIAIIB S KR,

£}

- ERFEM

« S 1 : B ha-sync-batch-size K HE

- F]2 . BEFEFAIIEL

¥

|
S
N
=

o
H
P
i

SEREF M
EARHED LKL BEEEEE RN Amazon MQ for RabbitMQ RIBAF ., BaMERAE—X

HRRENGBNERAMAS , b TNEAZETRURNEMAS, FTRERTENEURIRK (E
A ) B BHEE R AP AR,

R BREVE N RIE N BLE EN&REX BALENFRER

administrator L& o o &
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BXEIZ RabbitMQ AP MEEAFRICMNBENESZEE |, 5K Amazon MQ for RabbitMQ 1%
Al

% 1. BA ha-sync-batch-size kg

LT RRER T AR INER TRE LFr eI 2R FT B RA IR KRG . & W BUEEA RabbitMQ Web 2§15
I RabbitMQ B APl, BXxEZE LR , 55 RabbitMQ ML LW EEFE4

£ F RabbitMQ Web #2#|& S A ha-sync-batch-size KB

1.

2
3.
4

©® N o O

% Amazon MQ #24l4& .
EEMSMEES |, %R Brokers (RE),
MREIIRH , EFEMENAFTRBENRKENE T,

FERIETEAP Connections ((E1%) ZB4 , 1% RabbitMQ web console (RabbitMQ Web 2| &)
URL. RabbitMQ Web 3l & AIERA X S S[ETFHE O F T 7T,

FRZHREREFEE A NEREILE R RabbitMQ Web #2#1 &,
£ RabbitMQ Web 12 &l & T E N EREE Admin (BER).
£ Admin (B R) THEMNENSMBEKD , & Policies (KEE).

£ Policies (3RB&) WE L , BB R KREINEFM User policies (A KBE) FF«k, £ User
policies (A Z#E) T , BFF Add / update a policy (R HN/EHE#E)o

® Note

FRIAER T , Amazon MQ for RabbitMQ &2 A& N ha-all-AWS-OWNED-DO-
NOT-DELETE M#Ia R ERIEGIZEN ., Amazon MQ BHE IR | UEERNKE LHWEBA
FNIHEFBFFE=ANT R, FEKFIEFES,

E0EFHNAREERRE | 17 Add / update a policy (RIN/EFH KR T , FUITUATRE :

a. XtTF Name (B%) , BENEHNERBEBMABN , flW0 batch-size-policy,
b. 7 Pattern (##=X) 7 , WAENRERNER . * | LUERIECENRE LWFTBERS,
c. XF Applyto (BIATF), MTHFIFH%E$EF Exchanges and queues (3 a5 MBAS),

d. XF Priority (EER) , MA— MK TFRATELENNFIE HMRIEHOES, S0 EEM
HLEREE — AR E LN AT RabbitMQ BAFIFI R #85, RabbitMQ R EE RS ERE
HICE R, BXRBELRURMAAERENEZEE , FS 1 RabbitMQ RS 853X
SEVER
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e. XITF Definition (EX) , I TRMEXS :

« ha-sync-batch-size= 100, M\THIIRFIER “BF"

(® Note
B REEERENIP KRR EENBEN KN FENMBRAE ha-sync-batch-
size KB,

« ha-mode=all, M\THI%|&AFI%EF String (FHFHR).

/A Important
ha-mode EXEFTES HA XN KRBEAILEN ., PERESSHRBIELAN,

- ha-sync-mode=automatic, MTH%|FRFiEEFE String (FRFH).

(® Note
ha-sync-mode EXRHE BEMRBEALEN, MREHZEL , Amazon MQ
S BEIE L,

f.  i%&# Add / update policy (R /EFHEKEE),
10. #1A User policies (A F %K) SR T RATKEE

£ RabbitMQ B API 5 ha-sync-batch-size KH#§

1. &3 Amazon MQ 4|5 .

2. EAEMSMBERERS , % Brokers (RE),

3. MREJIXRSF  EREQHNAHFRBEHNRENE N,
4

FEREREM Connections (E3E) % , 12T RabbitMQ web console (RabbitMQ Web 2§ &)
URL, XR&EE HTTP BRFFEANRELRET Ko

I BERN LRI TITE

6. EQIEFHNRERE  BHAUT curl %, UHSHBRERIA / ERLENLEE BT |, ZBA
HI4mEE AN %2F,

o
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® Note

AENZLEEEREZEITBRusernameMpassword, EBAIBEEBRIFEAT R TE
LHENBENMAK/NDRFBIKRAE ha-sync-batch-size (100) BB, FRBLIFT R
BAEZEETH URL.

curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '{"pattern":".*", "priority":1, "definition":{"ha-sync-batch-size":100, "ha-
mode":"all", "ha-sync-mode":"automatic"}}' \
https://b-589c045f-f81n-4ab®-a89c-co62elc32ef8.mq.us-west-2.amazonaws.com/api/
policies/%2F/batch-size-policy

7. BEWAHREDANIEHRENASRES , FRALT curl 55 HAERERE,

curl -i -u username:password https://b-589c045f-1f81ln-4ab0-a89c-co62elc32ef8.mq.us-
west-2.amazonaws.com/api/policies

]2 EFEIAIIRES
W ha-sync-batch-size FBNATENRER , EFE3BAIIED
£/ RabbitMQ Web % & EF B FIRZ

(@ Note
E4TH RabbitMQ Web %15 , HSRAHES 1 THH LA,

1. 7E RabbitMQ Web ##| & T E N ZPiE#E Queues (BAF),

2. 7E Queues (BA%l) TTE LK All queues (FTEBRASI) T , IREISEFEHIRAG. EXREITH , EBHIBA
HI N5 SRR R BRI B 5 ( Hlfbatch-size-policy ) o

3. BUR/MEENEIRIIRE  FXABUERIIESL . REEFHBHIIIEL.
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(@ Note
MERBSEEHBARBRITER , FEIHRA ha-sync-batch-size BEHEFEHEAIIE S,

IEEEA

- BAIIRIIREIS fE , BRI LUEE &E& Amazon BRI RabbitMQ T REAKAFE. CloudWatch
RabbitMQMemUsedfiE ATLAZEEE RabbitMQMemLimit #ERAMET AN ANERE, EXES
ER , BZRABRLS#H MQ B CloudWatch IE#5F& A T RabbitMQ £LEMNIL S# MQ AT A
CloudWatch %5,

« NBHIERRFIESEFE , BUREFRIIBEHLEEE, T HEERAN IR , RINERUEFA
EE%VJIJ REARINERESAENEREHIARD, BRAEXRFRENFEREERIANESEE
FS I mE A E IR,

o MIRBIEFH Amazon MQ for RabbitMQ B , Amazon MQ £ 51 F — 48 BR 1A 55 BE 52 #0 E 4L PR 415k
AL R AE, ﬂﬂ%f&’?ﬂ’ﬂﬁﬂ}ﬁﬁﬁiﬁ(ﬂ’]?ﬁi}\%ﬂﬁﬁ BRI, EB‘U"@ CelE, BxtIZBRIAKREME
BLENRSINEZER |, 55 Hthe section called “RIBERIAIERE",

MR EIR
« UpdateBrokerlnput— £ A tL IR R M EIE Amazon MQ API BTSSR AL,
- SHFER ( RabbitMQ ARS8 34 ) — £ RabbitMQ Mt L 7 #2455 RabbitMQ S KK E %

1E /CN 0

* RabbitMQ B HTTP API - T f#H>x RabbitMQ EE API NEZER.

HW] 2 FET IVM NN HREFEEZIRE

€12 RabbitMQ REJG , B LUEN AR EEINZNAE, T REERNMAEE R RabbitMQ Java &
PinFEAREENRIENERE , cIERIHRIEEE, BUUERARRIES XFW RabbitMQ & iR
EEEEE| RabbitMQ RE, AXx XM RabbitMQ BFBEMNEZE L |, ¥5 M RabbitMQ &/ inE
MALXITE,
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FRF M

(® Note

U R RFZASROGER T IR B LT A5 FMEAY RabbitMQ R, MREKEEGEESR
NIFAIARIMERARIE | AT AR B4,

BH VPC B

EWRRENKER LUELZN VPC FiflE |, 455 A enableDnsHostnames #
enableDnsSupport VPC B, BXEZEE , 2 (Amazon VPC AF#ER) F K VPC FH
DNS Support,

B R AhIERE

1. % F Amazon MQ 4|5,

2. MELAFRSD | EFENZLEWRI (H20 MyBroker ) .

3. 7EiZMyBroker WEH “IE# %% , iL FREM Web 2414 URL ML RIHPIA MO,
4

£ Details (F4EE) 2B B Security and network (Z£5ME) T , MBEHNLZLABZHR
4

FEELRER EC2 £#HEKRMN “E£4H” WH,
5. NZ24AJKRYP , ERENREH,
6. HERMEKEER, %EF Inbound (AL) , RFE#EF Edit (4R18).
7. 1£ Editinbound rules (4R AEHN) XHFEDR , IFELFFRIPEN URL L IHT UMM
W ( AT REERMEIRKE Web 126 B HATLLERE,
a. &AM,
b. XF Type () , #%# Custom TCP (BENX TCP),

c. XTF Source (F) , i&# Custom (BEN) , RAERALHLEREB IR Web B ENREMR IP
Motk (0 192.0.2. 1),

d. ERRREF.

NV RIBIE RS AVEER,
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N Java R #iIn

IMRIERER Apache Maven #1TEZIHE |, IERATRBTUR MR EH pom. xml XHH, BHX
Apache Maven FHI B E N REBXHWESZEE |, FSH POM T

<dependency>
<groupId>com.rabbitmq</groupId>
<artifactId>amgp-client</artifactId>
<version>5.9.0</version>
</dependency>

MRBEREMERA Gradle HITHNWE | FHEHAUTHREII,

dependencies {
compile 'com.rabbitmqg:amgp-client:5.9.0'

£ A Connection #1 Channel £

RabbitMQ Java ZFixfEMA com.rabbitmqg.client fERETRBKEHHE , Connection F Channel
AP| K% 51 F&R R AMQP 0-9-1 IEEZEFBEE. FEARS A Connection M Channel 3, WA R RABIFT
o

import com.rabbitmq.client.Connection;
import com.rabbitmg.client.Channel;

fl2 ConnectionFactory HiE#EE BN A E

FERAUT ROIGIZEBAESHM ConnectionFactory #3X&6l, A setHost HEBERZHIIC
THRELKET R, XTF AMQPS &4iE#E , iEAIRKO 5671,

ConnectionFactory factory = new ConnectionFactory();

factory.setUsername(username);
factory.setPassword(password);

//Replace the URL with your information
factory.setHost("b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-west-2.amazonaws.com");
factory.setPort(5671);

// Allows client to establish a connection over TLS
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factory.useSslProtocol();

// Create a connection
Connection conn = factory.newConnection();

// Create a channel
Channel channel = conn.createChannel();

6] S BR R I H R

O] LAEA Channel.basicPublish FEE XA MBIRIRET, LT ROIER AMQP Builder 3£3%k#
BEERNAEA plain/text WEHEBHEXNR,

byte[] messageBodyBytes = "Hello, world!".getBytes();
channel.basicPublish(exchangeName, routingKey,
new AMQP.BasicProperties.Builder()
.contentType("text/plain™)
.userId("userId")
.build(),
messageBodyBytes);

@ Note
XX , BasicProperties R B ERWIFE &R A I AMQP,

1T R BA 51| H 322 GHE B
B LB EA Consumer #OITFEBFISKBUCHE, iTHRE , HERNEINAN BE1EE,

SEH Consumer WE MRS EZREH 73 DefaultConsumer, DefaultConsumer X R A LMER
basicConsume ERAMN —ZBo &R LAREITER , AT REIFFR.

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "myConsumerTag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException
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{
String routingKey = envelope.getRoutingKey();
String contentType = properties.getContentType();
long deliveryTag = envelope.getDeliveryTag();
// (process the message components here ...)
channel.basicAck(deliveryTag, false);
}
18
(® Note

HARAFEMNILET autoAck = false , FTAATHEIAMLZIEE| Consumer FIEHE | IX1E
handleDelivery FZERERZRAFLE , MRBIFTR,

KIAEET T SR ERNEE
BT 58 RabbitMQ RERES , BXABEMERE , TR,

channel.close();
conn.close();

® Note
BX{EH RabbitMQ Java BFHENEZE L |, B3 RabbitMQ Java B i APl ¥/,

H 3 : (A% ) Connect E] AWS Lambda B#K

AWS Lambda AT LUE B H AR B EH Amazon MQ REREE ., HEFAREERT Lambda B |, 7
DOIBES4RRE , MASIFIRBUEEHE S ARARK. SeIZNSHRMES 2 #MN SRR E P IREUH
B, #LLJSON WERWERF e A Lambda f18,

R EIERES Lambda B
1. FUT IAM B2 RFINE Lambda REITAE,

« mq: DescribeBroker

» ec2: CreateNetworkInterface

» ec2: DeleteNetworklInterface
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
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* ec2: DescribeNetworkInterfaces

» ec2: DescribeSecurityGroups

» ec2: DescribeSubnets

» ec2: DescribeVpcs

« B : CreateLogGroup

« B7& : CreateLogStream

7% : PutLogEvents

o MBREEES : GetSecretValue

(@ Note
MERELEN IAM R , EREECRTEM Amazon MQ %R F B ZHIREIE %o

2. (W) MRECET —NKELFUTHRMAHKE , MAFTHT TEEAP—TURELAAR T
Lambda E#F| SRR -

s NBMNAEFMEE—N NAT WX, BXEZEER , 825 (AWS Lambda FRARIEFE) +
RIVPC EZE RN BB M MRS
« A VPC KT RFEEH Amazon Virtual Private Cloud ( Amazon VPC ) 1 Lambda 2 |8
BIEEERE, B Amazon VPC B AMIEREZE| AWS Security Token Service (AWS STS) #
Secrets Manager LR R, BXREZFEE , FZH (AWS Lambda TR A RIERE) FHIH
Lambda BLiE## A VPC KimT 2o
3. f#H/A AWS Management Console i Lambda B# L EREENSHIR. BHEAILAERZcreate-
event-source-mapping AWS Command Line Interface i %
4. 7 Lambda HEHRE —LRBROCEBMNENRIEFEANELR . SHRMAKRZEN Lambda f15E
RFRERS|ERRE, LLTF2 Amazon MQ for RabbitMQ BAFIEY Lambda f & R,

® Note

EiZRBIF | test BAIINEBR , / RRINERENN B, BUCEEN  E4HESN
SHEBITE test::/ To

{

"eventSource": "aws:rmq",
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
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"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"rmgqMessagesByQueue": {
"test::/": [
{

"basicProperties": {
"contentType": "text/plain",
"contentEncoding": null,
"headers": {

"headerl": {

"bytes": [
118,
97,
108,
117,
101,
49

]

iy
"header2": {

"bytes": [
118,
97,
108,
117,
101,
50
]
},
"numberInHeader": 10
}
"deliveryMode": 1,
"priority": 34,
"correlationId": null,
"replyTo": null,
"expiration": "60000",
"messageId": null,
"timestamp": "Jan 1, 1970, 12:33:41 AM",
"type": null,
"userId": "AIDACKCEVSQ6C2EXAMPLE",
"appId": null,
"clusterId": null,
"bodySize": 80
I

S 3: (°i% ) Connect ) AWS Lambda B 182



Amazon MQ FEANGIER

"redelivered": false,
"data": "eyJ0aWllb3V@IjowLCIKYXRhIjoiQlpybWYwR3c4T3YQYNFMUXhENEUifQ=="
}
]
}
}

B2 Amazon MQ iE#Z) Lambda., Lambda i Amazon MQ E4RIE Mt X 15a0 & T = 4R 5T 48
RNEZEER |, 55 (AWS Lambda FEARIERE) FHRF Lambda 5 Amazon MQ & Ao

&8 Amazon MQ for RabbitMQ 5|2k Zx

RabbitMQ R IEiE VAR AL M SEIFAR A S BIE RN X.Y.Z, £ Amazon MQ for RabbitMQ ke |, X
RAEFERE |, Y RRRERE |, Z RRWHTRES, IREFERESFTRKLEZ , Amazon MQ AR
AERMAEERAER, Hla0, N 3.13 RARE 4.0 IRER AN EEREAHALR. MRRABEREREAS
WANT RS RET , MZARATEHARRERAETE, Fla0, M 3.11.28 lRALRE 3.12.13 i#
MHREREFAR

Amazon MQ for RabbitMQ EWATEREBEFEA I BENRFXEMRA, BXUMAARRESI BRI
BB, 2 RFAR Amazon MQ X3 5| ZE iR,

/A Important
Amazon MQ A F#iEi. IZERXSIEBEEKX.

Amazon MQ A RabbitMQ 3.9 H# Y1 JSON FEALEHIL B EIEF

Amazon MQ for RabbitMQ X # 5| Z R

Amazon MQ IRAZFHHLE RRES|I ZBIRAMAMNLIETHF, HEMRERPZFLIER , Amazon
MQ £ B3I ZMA LWAMEREBEARET —NXIEWRAE, WAARHELHRLENTUELET R
M , BD end-of-support H #i 2 F 45K AHE 1T

Amazon MQ ZELSERE/MNRAL IEX#FET 90 KA HBAH, HATEIBRTETZ end-of-support B #i 2 &
ARENZErE , LR HIEMPRT, A EXFLILEREE 30 XA, BFEEITL EXFNR
R EOIEFFHRIE,

MR EE 183


https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://www.rabbitmq.com/streams.html
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RabbitMQ kx4 Amazon MQ £ - X #F
313 (i)

3.12 20253 A 17 H
3.11 20252 A 17 H
3.10 2024 £10 A 15 B
3.9 2024 £9 A 16 H

BIEFTEY Amazon MQ for RabbitMQ RIEEY , &7 LUE E 25/ RabbitMQ 5|24, R bl
BEREEEIEESIZEMRAES , Amazon MQ 2 B BRIA N &5 BRES,

BIZARAFH 4

ZA BN FRHREBEARE T N EX SN EERESRERER, &5AEXERAEFH
HJa , Amazon MQ FFEL B BRRFRBARBIZFNRFHT R,

EXFHARRENEZELR |, BS 1 the section called “FH R 51 A",

NFREEAGIZRA 3.13 RESHRAWAKE , Amazon MQ £ELF RN EBARIIMXFN&
AN T AR

/A Important

RabbitMQ X R I8 EMRAEH ( il : 3.9.x F 3.10.x ) » B FEEBTIREIRA ( Filgn :
M38xE3.11.x),

BXHRERFEERMEATRIVRS. N TEFHRE , GEAIXAEESHEARELS ., MRAIIR
 , BAIRAS IR EEEKNNE, EAIRSEREF , FAENEFELEFEARS. BAIIED
HREEAE , REFEXATH. ARERAPER , RNEBNUERERENNEFHITHAR. BREREAR
BESXSERNEZEELR |, 23 5Amazon MQ for RabbitMQ &{E3LE,
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Bl i 37 5 HY 51 ZE R AR

A LAfEAdescribe-broker-instance-options AWS CLI s S S A E XM A EMEEL| 2
AR

aws mq describe-broker-instance-options

ERG| BN FIRBTERLER | BEEM--engine-typeM--host-instance-typeit M , LA TRFAR
o

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

flan , EiFi% RabbitMQ Fimg.m5.largekBIKBMER | BERAMengine-type HRABBITMQIR
Mo instance-type mq.m5.large

Amazon MQ for RabbitMQ R{ESCE

LU ER S RIEKR B Amazon MQ LA RabbitMQ RIEFAEERSMAENBREREHLER AN
B,

/A Important

BBl , Amazon MQ AR EE JSON REMALM{L BFRIZFK ( 7 RabbitMQ 3.9.x F#
) o

/A Important

Amazon MQ for RabbitMQ T X #FM F B “guest” , HF 2 TEE IR E i BRER AR 7 & Ik
Fo Amazon MQ &1 & Hiffl BRI B & - A 25 & “guest’ K o

£}

« ERFENRKEXFRBULNSZEFLE
- ERAZAEE

o ERFAHE ML
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https://www.rabbitmq.com/streams.html

Amazon MQ R A RIEE
- {REFBASIRI 52

- BEAHEBHANEAERSHEIA

- BLETRE

« ¥ Celery 5.5 E SMRAH T EEALEAS

- B MNREHEFIRE

o SRR/ EEIE 1 MB AT

- £ Fdbasic.consumek A E T &

R EBENREXFREUASNEERLE

RERFIEBNERFHERATNARFRNERARG. ROV RELHIEE (W0 t3.micro) RN
RATFNRR AR, EEFREPERRANSEA] 2 816 X L5 S5 v AR & R A2 168
BT EBRIEFERAR, EXHIER m5.1large REAXSI L |, SO ERERBERNSTHAMK
MEEFAM, RANRESGIRBATULEEFRFINEFHNAG, 8FHE, AFFHAEENT
FHE, AXEBRIEBIPIRENEZEER |, 55 [@the section called “A/NAEIEE",

ERZNMEE

NBREZTY , BEEMERLERAZNEE, NAERFNER 1.1 WEZSEELR, RINEUE
MEREA —MNEE  AEEBIMEERRA-—MEE, BRJEFMBEE , BB,

{52 A 455 A 0H B N2 RA B

BAHBADTHLEEREERIEENERTEXREE. FAER—IAHMALVEBEA#HE., B,
BIiBERIITEINR  FARERNEAFENHMETEST K RIEREFEESNEF, EFEESAEN
BRT , BYEERESFEIERN RabbitMQ REAHFHMNRNEFHREREE , BEMRAFALE.

EZAHEREAM , TTLUNBASIEE R durable HREHEEZEENIRE N persistent, LT R
BIER T WA fE A RabbitMQ Java & im FE B BRI 4ERA 51, EEA AMQP 0-9-1 B |, A BAUBE %
BMEEEREERICHEAEE,

boolean durable = true;
channel.queueDeclare("my_queue", durable, false, false, null);

ISRAFIE B N LRSI |, AT LUEE Y MessageProperties &} PERSISTENT_TEXT_PLAIN
KA JOH B ROR BB MBATI , 1A R RBIFT R,

EREBHREBERFIRBE RN HERLE 186
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import com.rabbitmg.client.MessageProperties;

channel.basicPublish("", "my_queue",
MessageProperties.PERSISTENT_TEXT_PLAIN,
message.getBytes());

RIFRA I

EEHSEBESY  TEAREHENNITRESSEARIEFNA, YREBERIENAR , ER
Amazon MQ for RabbitMQ RE A RES S BMEEH —THREK. MRER , JEFMNANREBRRESE
REBOOT_IN_PROGRESS MRATZ B R RAIE4H,

TR , Amazon MQ 8 RMIT— M RAELYF I, MBERABREERET. Eit , 7
BN RREEEZTH , RIITEZEERS., EASEEF , FEEFINEGNERFMNENH
Amazon Elastic Block Store ( Amazon EBS ) BEMEEINFS , A THAE, #E4E5E 28 BALERA
DERE S,

MR REFREEERRYD |, M SRMAKIIRLSHREEEZIT. B2 , MRH#LE
PHHBEEEET RNAFERG , TRA5IXRENFER , EERIIRS, SR IEE LR
fRabbitMemUsed#RabbitMgMemLimit XET QIEFKEIANFFEAER CloudWatch, TEJHFE
SHIBREE R BFHEERERL 2H , BSTETK.

MRERTFBLEIIES , RNBUCERAIMERES , SUBRDAIIPREERHRE, —BRIRERD
HEASIRIZ TR , (RERA R E RN RUNNING, EfEREFNAFIELS | && 7] LR A SR B SREL 2 BA
5I[E SR IR KN

R LAE N BEMIERFN TTL 5Keg , LEREAPDRBEEAE , HRERDIHFEEMNRE NACKs &,
ERELEHFHMNEESLA CPU ZERE  FHUAKEEHERESEIMAIEMR, NACKs

BEXMEBANERERXNSHEIA

BAKEERRIIRENIRHNRFEBIN. RFERUSNENIARF TN TRBEMETHEL,
KHEBUNEAD T RAFHIRENERER, NRLERFENRL , WEEHERERILL
B, tAENRETRSEFCTALENHE.

B HEFHENAEFAREBELZEEENRNAMERABIAN , MAEAERSHEINA, EFEH
RabbitMQ RER , XFFHBEIAN TRAKELZEEXREE,
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FREEEHRINBEEEFHENARF LREE. F£/H AMQP 0-9-1 i, LB EE
basic.consume FEXRBATIA. AMQP 0-9-1 EFRmtH A LUBN XX confirm.select HiEFRE
BRMmEREIA.

BE K EEETEAEBEHEIN, Hli , f£H RabbitMQ Java EFiwER |, ATLAERA
Channel#basicAck Ki&E—MEEM basic.ack BEEWRIA , WA T REIFTF R

// this example assumes an existing channel instance

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "a-consumer-tag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
long deliveryTag = envelope.getDeliveryTag();
// positively acknowledge a single delivery, the message will
// be discarded
channel.basicAck(deliveryTag, false);
}
1)
(® Note

AN EELRENFFET, EALESINEFENAEFEETREIRE , REEHRE
FRERVE R B E,

O LABLE consumer_timeout , MEEFEAEBEITHIARSRHTREN, WREAERXERE
BRHERLZERIA |, BEMBRA |, £ E PRECONDITION_FAILED, B2 HitEiR , BEH
UpdateConfigurationAPI & flconsumer_timeout{&,

BoE LR EY

&R LAE A RabbitMQ FHREMERMALER EFEAE SN AR, RabbitMQ BT TR AT BN A T
REMAREE , KU AMQP 0-9-1 R BEETRIH . FUIREUER T8 EE (4 E 8 [F @6
REREWHEHE, BRIABRT , RabbitMQ 2 AFFIRNARFRETRHNEFE KN,
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ERNER RabbitMQ A EREFREUTHN , FEEREHRER, Bk , EREHAENHRENE

B, HTERAEFEALEEEMRAMBEEERFEAES , At , RENTRIETRENEREN
MEREFEREEE  ERERRT , TS BEAERNFER, B , RabbitMQ REXRFLFHEER
ENFEEEEFENEFY , ETRIEAERIA. IRXAENEREREADBIN, HEERAERE
XK ERLGEER , WERSHFUREUE T 884253 RabbitMQ RS B|/AFETE.

ZRI EARRE , RNBWHALRETIRIE , LA T AEREEI KRB IANES NS

RabbitMQ KEHEFEHEHIANEFFTEZHER. NREFELCRERLCEREHES , EABUER—

%\EUTﬁ}zE'EHSli‘I'ﬁ;EiJ”Uﬁt!&R\E’\Jﬁﬁ%ﬂﬁﬁﬁ% , MBESERELEEEFENEREMAEL , REFHEB
EBBUTRE,

® Note

« MREHNEFHNARFERENABINEERERAERAE  NREMRENERNTEE
Mo

- FRAETRREUH S # 2 MBS AR,

BT RBER T A £ F RabbitMQ Java B inEN 2 —EAHRE 10 AWTIRIVE.

ConnectionFactory factory = new ConnectionFactory();

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();

channel.basicQos(10, false);

QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("my_queue", false, consumer);

® Note

£ RabbitMQ Java B imEF |, global #rEMBRIAEIRE N false , T EEHIFIF AT LA
B ER channel.basicQos(10),
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¥ Celery 5.5 N E SMAFH T EE AZRAS

Python Celery —f 2 A REZAIIRE , FEISESARN T ERFZIERBHEE, XN
WRIBEZN I RES K RabbitMQ N EERHSBREFRTH, BRI MERNEERNIS | BT
AT R1E -

ERTFFRAE Celery A&

1. XxHMtask_create_missing_queuesAZE A BT %o

2. R, *HMworker_enable_remote_control AMZ1EEhASIE celery@. . .pidboxBA%l, X
R RDEHMIBATITR K

worker_enable_remote_control = false
3. E#R—IEAIEXEEEED , BEBF Celery NARFworker-send-task-events B A EE -
E=f--task-events#ridRxH Celery,
4. FERUTSEE Celery NARER :

celery -A app_name worker --without-heartbeat --without-gossip --without-mingle

EAT Celery 5.5 R\ IRAS

1. AEKE Celery e 5.5 ( ZIFEEIINKERAE ) RESHRE. EEFEEHNZHNRAE
M Celery , EfEfcelery --version, BXEEABIINEZEER , HSH. the section
called “ffEkBA 51"

2. HKE| Celery 5.5 REGMASG , BliEtask_default_queue_typels “EE AL
3. ARFE, BEMXIE “RELRIED PITH “RAEHIN

broker_transport_options = {"confirm_publish": True}

B MM EHERIRE

RINBWHRABRHEFINEZME , U ILEERFIHEEE RabbitMQ TREAMMWIER T HIA™=EFE
WMo BHIRA 4.0.0 # , RabbitMQ Java BEFmEBRIAZIFBEHINEIIRE .

MREEE /O BHRFHHRLENREE, RNIERFREURFEEN RS SRET 0% , WA B
B EEIRE .
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Amazon MQ FRARIER
MREF i RabbitMQ R ZEHNAIHEEAN , FTaft X BaRE. BNBUERENARR
KRB, MEBLEREERFBROBEZIBMNAIB, UTREVERT WFAEA RabbitMQ Java &F
i e Sk E iR W) 1A R B R

ConnectionFactory factory = new ConnectionFactory();

// enable automatic recovery if using RabbitMQ Java client library prior to version
4.0.0.

factory.setAutomaticRecoveryEnabled(true);

// configure various connection settings

try {
Connection conn = factory.newConnection();
} catch (java.net.ConnectException e) {
Thread.sleep(5000);
// apply retry logic
}

(® Note
MERRARFER Connection.Close FEXMERE , MFALEASMEBIMERE.

RrER A R/NERHIE 1 MB LR
RAMBVTHBRIFE 1 MB ST, UREREAEN TR,

BMINERT , RabbitMQ 3.13 X#EF&H AN 128 MB WHE K/ , (BRAHE W sE LAt R A Al FM R 17
B, NTELLRS  AUREETREFEENERNENFEN. SANEEELZRAENERM
METE , ME AR S ELL R KBS F AT BES B AR T %o

ERARBERERXNFHIRRABEFREA

EEBEAREER , BB ER AR EFHEEINEFM#EE T HET RabbitMQ REEBERABSE
RARRRAFARLERN, FHAEEABTRABSERRTRERMNLEHES

TEER T tfaEAERF RabbitMQ 1 Amazon S3 B Amazon MQ REMERE EER -

AR R/ NEFIFE 1 MB AT 191
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O
Producer > O?) 40 « Consumer
Y ’
2 o_0O 3

Amazon MQ broker

AWS S3

UTFRESERATLS MQ., ERT Java 2.x BWAWS SDK #l Amazon S3 &R T X fiER -

1. B% , EX—1MATRTE Amazon S3 SEZRRFHEESER,

class Message {
// Other data fields of the message...

public String s3Key;
public String s3Bucket;

2. BIB-MRWERE, ZHEFHERAEFEE Amazon S3 FH#ET RabbitMQ XIXZEH

public void publishPayload() {

// Store the payload in S3.

String payload = PAYLOAD;

String prefix = S3_KEY_PREFIX;

String s3Key = prefix + "/" + UUID.randomUUID();

s3Client.putObject(PutObjectRequest.builder()
.bucket(S3_BUCKET) .key(s3Key).build(),
RequestBody.fromString(payload));

// Send the reference through RabbitMQ.
Message message = new Message();
message.s3Key = s3Key;

message.s3Bucket = S3_BUCKET;

=

/CN 0

FHERAFR/NMRBIE 1 MB AT
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// Assign values to other fields in your message instance.

publishMessage(message);

}

3. EM—FM Amazon S3REZEM M. LEBERATHIHMER Amazon S3 WRHNEHAEH %,

public void consumeMessage(Message message) {
// Retrieve the payload from S3.
String payload = s3Client.getObjectAsBytes(GetObjectRequest.builder()

.bucket(message.s3Bucket).key(message.s3Key).build())
.asUtf8String();

// Process the complete message.
processPayload(message, payload);

// Delete the S3 object.
s3Client.deleteObject(DeleteObjectRequest.builder()
.bucket(message.s3Bucket).key(message.s3Key).build());

A &Fmbasic.consume K AHEHE

basic.consumeSEAFHRENFERE —EFERALLEMbasic.getRENEEEEN. BXE
ZER , FSRRLHENEE,
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Amazon MQ Ry Z £

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNMFHEAE AWS 3E, RERAEEXFEHRNCZNRZEMNEZTN RSN

« TEE — AWS ARRIPE AWS ZHIETT AWS IREWEREH, AWS ENRREAURLEA
KBRS, ENAWS EFMTRIEM TR EM TR EN—&2 , F=FFIHTERNAMBIERMNZ 2
MBI, ETHERT Amazon MQ HEMITH , ESRZESMITRIREMNTEAHNAWS RS5E
SRR

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2
., BRANERANERREREN,

ZIXAEFEBIE T B AAIE A Amazon MQ B AT AEHBERER, LT EB %A A E E Amazon
MQ USRI EHNZEMMER L Bir. BE/Z WAEAEM AWS IRS K H B RIS R MR EH
Amazon MQ &iR.

£

« Amazon MQ FHBERHF

« @A T Amazon MQ B Identity and Access Management

« Amazon MQ K& MK UE

« Amazon MQ H IR E &E

« Amazon MQ FHERMRELZ S M

« Amazon MQ HWEZ £ ZEXE

Amazon MQ F B FEY

TE AWS HEEFXERF Amazon MQ FBERYT . MABHFTIR AWS , ARRFETHREAR
M2 IKERZER AWS Cloud, ZARLEFPNREEELHEMEHW ENABTHES ., BEATEFMERAN
AWS S NERLBBENEETS. EXBERILNEZERE , FERBERLEL B, HREMEK
FERIPWEER , ESH AWS Security Blog L8 AWS Shared Responsibility Model and GDPR 8% X
=,
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
- £/ SSL/TLS 5/ RBEE. AWS BAIERFER TLS 1.2, BiUEA TLS 1.3,

- FERIZE API MAFES BE AWS CloudTraile XA CloudTrail IRER#HIR AWS SEFIHEER |
BZH (AWS CloudTrail AR FEYEAER CloudTrail o

- £/ AWS MEBRRAZUREPHAERALTEEZEH AWS RS,

- FAEREEZLRS (HlI Amazon Macie ) , ©EBIT XIMARI Z4#1E Amazon S3 HEV R

o MREE AWS BIHTTREN API HTIHRINEELS FIPS 140-3 RIFMNMZER | EEH
FIPS =R, BXAAM FIPS mRMNELEE , FEH (ZEBKIPESLLERLE (FIPS) % 140-3
) o

BB NENEEERBBER ( MEEFNBEFR4iti ) RARSHBEHERNXAFTER
(WMEBHRFER ) . XTIELR AWS RF FEAEFIE. APl %5 Amazon MQ SHEM A &R, AWS
CLI AWS SDKsTEATEMHHERBEHB AN AFEP M AN T AHERTESATIHRR LB
Fo MEZRENADBRSEFIREMU |, ARIBWEAFTEENUL I EFIEEERBIEN ZRSEFHE R,

3F Amazon MQ for ActiveMQ 1 Amazon MQ for RabbitMQ X I2 |, 7B IE Web 25| & =
Amazon MQ API 82 %Rt , BAFERAEAMNAFHER (P) IHMIBRRBREEENREER
RAFE, RESHANAF B AHEM AWS RS ( 2¥EH CloudWatch & ) 1hlEl, KEAFERES
AT ESBBEIE,

/A Important
TLS 1.3 &M F RabbitMQ X,

hnz

Amazon MQ HZ4 A P EIE# THA MR, Amazon MQ 85N @S £ B 17 E AWS Key
Management Service ( KMS ) FEIIMNBZEZARNHTFEMNE , RETHEBENRSM, RS TR
DPERVFBRBBFENSRWREABNE RN, BEBRSNE , EAUNEFESMESAERENEZR
WEZEBBRNARERF.
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Amazon MQ REZ RN REZEEEAECHEREME (TLS ) ERATREHREHAMNE,

Amazon MQ FRAHEEBENZ2FHENNBZANBESNERAPHEESRTNE, BEXELZEER , B
JLAWS Encryption SDK FF % A R {5/

EEEOIIES

Amazon MQ 5 AWS Key Management Service (KMS) £ , iREEAMNRSE [ wmMNE, Amazon
MQ A& INBZRIEH & A EIE

LHHRA ActiveMQ RE T I MQ =7 RabbitMQ R IE 62T 7 MQ B |, fRATAIE ERA L
Amazon MQ A3k AWS KMS key tNZ&ESHIE. MRERIEE KMS 247 , Amazon MQ &1 &4
BCH AWS KMS Z4AHRKREERZHE4. Amazon MQ B BT XEX#R KMS #4H, BHX KMS Z4A
WEZEE , ESH AWS KMS keyso

SIRRIER , SR LUERIERL T IETZ —REE Amazon MQ AT IIZERANAR,

« Amazon MQ owned KMS key (default) [Amazon MQ &K KMS Z4A(RERE)] - 2473
Amazon MQ HIEMERE , B ELZHNKF H,

« AWS & KMS Z41 — AWS & KMS Z4R (aws/mq) &K Y KMS %47 , EE Amazon MQ
RERL0E, EEMER.

- ERINENEFREER KMS %4 - EFRE R CMK HETE AWS Key Management Service (KMS)
POl FEE,

/A Important

- BUBRNABRETERCE, AR , MREFTERCHHRINE |, BAOVE USRI BRI,

« X F A Amazon Elastic File System ( EFS ) 77f# 8 S ¥ #EH Amazon MQ for ActiveMQ
RIE , MREBUHR T Amazon EFS EEMNIKF HER KMS BHAKMKR , MRS EE
o

- X FEH EBS 7 H EHIERN Amazon MQ for RabbitMQ #1 Amazon MQ for ActiveMQ
KRE , MREER, ITRIMERSEERT Amazon EBS fEEMIKF R KMS Z4AR9X
BR , Amazon MQ B TEEF EHNNRE , B seE N RBRERE,

- MRZSEAZARNITER BRI |, N AT AEFTEE B S BUE B 4AM R 4 2R
Hh

- ERRPARHERNE TR E,
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FAEA T RabbitMQ B KMS Z4A 8122 2 L EBERRFR , 85 F 2 AWS CloudTrailFig& 7T H A
CreateGrant B4, F—NEHR Amazon MQ A KMS Z4ARIERN., F-NEH 2 EBS 8lER
it EBS A,

CreateGrant AWS CloudTrail B&% B : BsLfIRCE

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",

"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d411c4be2",

A 197


https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/rabbitmq-broker-architecture.html

Amazon MQ

FRARER

"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Decrypt",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",
"DescribeKey"

iy
"responseElements": {
"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®@d@@aaatSAMPLE",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EREE 102 EBS R EH.

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
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"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfc@dbce@ddc000f0000000cObcPa®d@PaaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba@SAMPLE"
"eventCategory": "Management"
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}

FRAERT RabbitMQ 89 KMS Z4A I B2 £ 2T |, BNEFEF AWS CloudTraildigxk 7 54
CreateGrant B, BIFNEHSHEH Amazon MQ BIEEN, ETRHN=/Z=42 EBS dIEMHit
EBS A

CreateGrant AWS CloudTrail BE%&E : £EIE

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

}

.

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
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"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d41lc4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Encrypt",
"Decrypt",
"ReEncryptFrom",
"ReEncryptTo",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"DescribeKey"

I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"
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mq_rabbit_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",

arn":
"accountId": "111122223333",
"userName": "AmazonMgConsole"

.

"webIdFederationData": {},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

.

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"retiringPrincipal": "mqg.amazonaws.com",

"operations": [

"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

1,

"responseElements": {

"arn:aws:iam::111122223333:user/AmazonMgConsole",
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"grantId":
"0ab0ac0d0b000f00eaddccaleddfcOdbcedddcO00fO000000cObc@a®@@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EREIEXOE EBS BN =154,

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
b
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"granteePrincipal": "mqg.amazonaws.com",
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"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®@d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba@SAMPLE"
"eventCategory": "Management"

X KMS ZNEZEE |, 52 W (AWS Key Management Service FF &£ A RER) HHI AWS KMS
ke! o
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&5 T &

Amazon MQ for ActiveMQ : Amazon MQ for ActiveMQ EEE AN ERERES MM (TLS) , HX
Amazon MQ ZPENKE Z B NERPRTFH TN, £ Amazon MQ REZ BMEENFIERIESER
BANEHERZESMMNL (TLS ) TN, XERTAE AN

Amazon MQ for RabbitMQ : Amazon MQ for RabbitMQ BRI EE P IRiEEFEARBRANERERS
MY ( TLS ) » RabbitMQ £&#E S I HREMNENL ZHNRIERN VPC , # B AWS HBIFEF L ZBHNFTE M
EREFBHEYEEHTERME. Amazon MQ for RabbitMQ KB H I A X ISEHEHIN T S8
nZ. BETHESER data-in-transit , 2 H 1% Data-at-Restfl{& i Fo

Amazon MQ for ActiveMQ 1%
BRI LAERA LT B A TLS BB iSRiG A ActiveMQ RE :

« AMQP
+ MQTT
« MQTT £&3® T WebSocket

* OpenWire
« STOMP
« Khz—1% WebSocket

ActiveMQ X #FH TLS B EH
Amazon MQ £ ActiveMQ XEUATRBEH :

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_ SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_ SHA384
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

+ TLS_DHE_RSA _WITH_AES_256_GCM_ SHA384

« TLS_DHE_RSA_WITH_AES_256_CBC_ SHA256

« TLS_DHE_RSA WITH_AES_256_CBC_SHA

+ TLS_RSA_WITH_AES_256_GCM_ SHA384

+ TLS_RSA_WITH_AES_256_CBC_ SHA256

+ TLS_RSA_WITH_AES_256_CBC_SHA
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+ TLS_ECDHE_RSA_WITH_AES_128_GCM_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_ SHA256
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

+ TLS_DHE_RSA_WITH_AES_128_GCM_ SHA256

« TLS_DHE_RSA_WITH_AES_128_CBC_ SHA256

+ TLS_DHE_RSA WITH_AES_128 CBC_SHA

+ TLS_RSA_WITH_AES_128_GCM_ SHA256

+ TLS_RSA_WITH_AES_128_CBC_ SHA256

« TLS_RSA_WITH_AES_128_CBC_SHA

Amazon MQ for RabbitMQ 1%
O LAER LT B A TLS B iih R &R RabbitMQ 1

- AMQP (0-9-1)

RabbitMQ X #FM TLS HiEEH
Amazon MQ L #J RabbitMQ XL T RIBEH :

« TLS_ECDHE_RSA_WITH_AES_256_GCM_ SHA384
+ TLS_ECDHE_RSA_WITH_AES_128_GCM_ SHA256

i& T Amazon MQ #9 Identity and Access Management

AWS Identity and Access Management (IAM) AWS fR$S5 T #5E1EE R T2 iR HIX AWS IR 59
PR, |AM B G E1E A SUES & BRI ( B% ) MR ( EFNR ) #£A Amazon MQ BiR, &
AILABER IAM AWS RS , TR XAENTA.

N

*

=

M-
o

£
- ERAEMHITEHRIE

- FRARKBEEGN

« Amazon MQ A5 IAM th[E T 4E
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« Amazon MQ E T &4 H K =5l

« Amazon MQ §J AP| &4 381E M EX

- AWS I 5 MQ BWIEEBUR

« X Amazon MQ EARSHEXAE

« Amazon MQ & #i5 [B R EHEE

2R

BRI ER 55X AWS Identity and Access Management (IAM) @8 FF AR , E4AEURTFEE Amazon
MQ AP T4k,

RE AP - MREFER Amazon MQ REREK T , BFHNEBE RSN EREFFENZIEMNIR, &
IBERE 2 Amazon MQ ThEERER T |, BAIREEEFANR, THENMAEERHENREETEM
EERABERESHNRE, HRETEIHRE Amazon MQ FHITHEE | S Amazon MQ &4 i 6 &) &
HE.

REEER - MREBELATNREE Amazon MQ #IF |, BATEEX Amazon MQ EB X2 A RIRR,
BAETERELEN RS AP A RIBLE Amazon MQ ShEERRR. RE , BX4A6 IAM EERIERIE
RUEHRBSAPINE, BEEZAELINEREUTH IAMBNEXRES., ETHEEXENLA TN
& IAM 5 Amazon MQ #EEANEZER | i§5Amazon MQ a5 IAM 1 E T 4E,

IAM B F - MREE IAMBEER , B FLETHRNAREERIELAEEX Amazon MQ K5 R #YiF
WMEE, EEFLTE IAM FEAH Amazon MQ ET SRR RE , i§Z@Amazon MQ ET &
2 B KRG R B

£ B 02 1T B AR E

SHKIFEE AWS FHSHEIEREN AR, B4 IAM AR S4E38 AWS KRR T
IAM B3 TERRIE (B2FAWS ),

B A EABEY S MRRENEREL AWS BRE 511 EFK. AWS IAM Identity Center ( IAM Identity
Center ) AP, RLAFANEQIEZEHRIELUREN Google B Facebook M EKE B KRB,
LEUBKEBRERN , SNEERLGER IAM BB T BHRKERIE. HIREMRKSHR AWS
i, R R EREE— 1A,

BFEEHNAFER | S LIES AWS Management Console 3 AWS 15[H7TF, BEXBEZNEZER
AWS | EZ [ (AWS &F AFERE) PR AEZEE AWS KF I,
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MREAWS UEEBARHFE |, M4 AWS RERGF REH (SDK) MarH1T#0O (CLI) , SMEFERAE
WERNBERBITNRZE, WREREH AWS TE  NMXABECZEER, BXREAEENSEE
TEEBERNEZFE , H2H (AM BFER) PHATEE APLIERIWAWS ZERRAE 4,

TeFERAAMSMRIESE , SRURFERHEEMLZEER. i, AWS BNUEFERZESHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ W%
ESHRIEM IAM AFERE) FH 1AM FHAWS ZE 5B RIE,

AWS K F root FiF°

Bl AWS KPP , BAEE—NBEREM , REOAUE LIRS FHAERR AWS RS MR
Ro LEBHFN AWS IKF root A, fEFEAIZRIK A 458 A AY 5B F BB 44 Htb 1k N 22845 2 F BN A 177 7]
ZE51. BABRNETEFARAFPNITREEES. RPEFRAFEIEE , HEAXEEIERNITIRA
FRAIDRITHES . BXEREURAFPSOHBERNEISHTEIIR , 28 IAM AFEEPNEE
B EIENES

AP MA

| AM A= RI& AWS Ik RSN MNARNARFEARBENRNE G, ETERNERT , RINBWE
RIS FIE , MARGEZEAKBEIL (MFHBMFEEH ) BV IAM AF, BER , MREE-LHBE
MERAZSFERATIENAR IAM AP, BUERRITAZR. AXESER ﬁé}lﬂ C(IAM B8
M) PN TEERHZENAS , NEFTERNEHBTEZEH.

IAM AR —NEE—H IAM AP BB, BTeEEREANEHESR, BUUERAXR—XIERIZIMNAE
FEENR, MREXERF , FRAATUERAMEBRAFNIR, flin , S BE— 1N aINE
4B, IAMAdminsH EZEA B FEE IAM ZRIBR,

RPREAeTE. AFE—5ENMARINARFXE K MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHARNELE ETHRESELR  F5H (AM AFERE) F/Y 1AM A
REIEESVS

IAM B

| AM AERENIBEFTRENR AWS K WEMD, ERET IAM AR , BEEREARTXEK. EE
FIGRETEE IAM & AWS Management Console , AL A FEI#E] IAM A6 ( BE5 ) . &1
LUEd A AWS CLI 5t AWS APl RERFERABEN URL RRAEE, BXEAACNEENESE
2 ,1E2H (IAM AFER) PHRARSENEE,

BEHIGREIEN IAM BRELATERLTERER :
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- REAFR  EAKEFHRIENE , FUEAGHNABGENNIR, HREGHHTEHR
iER , ZEAFSAREXKABERTHLACGENWNIR, BXATHREEHRIINACKHE
B, iEZH (AM AFER) PNHNE=FSHEEEUEAE (KESHRIL) . MREFEH
IAM Identity Center , I EEEENRE. N EHENEHREHRTEHLRIEFTIHFRINAZSE , IAM
Identity Center X RES IAM VA EHEXEK, EXNBEENER , ESH (AWS IAM Identity
Center A #EF) PHINRE,

« ImEt IAM BPRER - IAM AR ARA IAM AFSAS , LERREHXNBEESHTENR,

- BKFEH B ER IAM AU AT FRIKS FHENA (AEERE ) HEENKS Y H
o AERRTERKSHRNBRHEESR. BR , X TELERK AWS RS |, 807 LUK RIS B 5H
MEFEER (MAREAAEEANRE )., ETHEATEKFTRNACNETRRNRE 2B ZE
B, FZ6 IAM AP EERR IAM R EIK 7R T

- BIRSIFR — B AWS RS FEREM AWS BREREHPHIThEE, Flin | ¥EERSHIKRITHRIF
B, ZRSEE ST Amazon RE{TR AR EC2 HIE Amazon S3 FEEN R, RS TEELER
RXEARANEENNE, FARSACSMERRSHEXASERNITIHRE,

o BERGEALE (FAS) — HZEA IAM AR A BEFRITIRER AWS |, BHEMAEZIEA. EH
RERSZH , BAERIT—MRE  ARRBREEHMBERSPEHE —MNMRE, FAS FAREH
ZIRAWRAK AWS RS B T RS AHBERNER. AWS RSREYBRSKEEESH
AWS BES RBRREFRETRNERN , T2%H FAS iR, EXAERT , BUMEFRT
XFTHRENNR. BXAH FAS ERNWKREEEE , BSREXTRSE,

- RFAE - RSACGRRSAREELWIK, PRTRIEM S R IAM A€, 1AM EE G A E
IAM R8I, ERFRRES AR, BXESEL , BES5H (AM AFER) FH6IED AWS iR
SERNBRHNAE,

* BESHEXAL-RSHEXAGRE—MERSHEXBENRS AR, AWS RFRFATURARKER
TRENAE, RSEXAGHAEENT AWS K/ |, AHRKRSHAE. IAMEBERAANUES
BT Re4m B AR SS X A BRRR.

- £ A@@ mazon LE{THIRI AR EC2 — EBAILAEA IAM ABREEE EC2 Rl LETH AL
AWS CLI 5% AWS API iERE N AR FHIEEHES, XHEE EC2 SKflhFR TR ZHETR, E
7 EC2 £fl0E AWS AEHEETHREMENAREER , BFEE0E — MM EZEHIH K6
BEXH., ZfREXHETEZAR , HAWHE EC2 26l LiEZTHNREFREBRIRE, BXESE
B, #EZH IAM APEETNER IAM BAfEE A mazon EC2 4l EiZ1TH N AR FZ TR,

fE AR EE TR

BT LA AWS B o2 R EM IS AWS SO A RKZHFHRNER, KEREPH -
XNRAWS | SEFHHARXEN , ERELENR, AWS EEHEA (AP, root AFHAGS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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H ) REBERNIPAIXLREE, REPHNRBERATERIELEFER, KSEREEEL JSON X4
W AWS EXEFE#HEEP. BXx JSON REXHENWEWNNENESEL , F5H IAM AFPEREYH
JSON REEHLIR o

EIE R A LAER AWS JSON REERIBEWANIGRMT L. HHRY , BN EEATLIF AR RINITER
1, UREMFARHETHIT,

RIANBRT , BRPMNAREKENR. ERFAFPXNMERRIITRENDIR , IAM BEER TSI
IAM KiE, BEEABEUAMSENM IAM K , AR URAAG,

IAM ZRBEE SURERIINPR , o FAFERA MRS ZHITRE, Bl , RIREFE—NAYF iam:GetRole
BENKRE, WA ZERRHN AP AWS Management Console AWS CLI, = AWS API SRER& &

R
ET BRI RS

ETEHNRBETMMESZH (N IAM AP, AFASAR ) B9 JSON RRREE A, XL R
BHAFNASAEMAMES TN BLERFRITHRERE, BETHNMGTEZETSHNIRE , ES5H
(AM FiFiERE) FNERATSEERBEN BEXL IAM R,

ETHONRBEASE —SARINRREHIEEXRE, NERRBEERAEZNRAS, 45486
. RERBRIMMAVRE  GRLFENNEPHS MRS, HANAE AWS K. RERBSE
AWS RERBMNESEERE, BT HNAERERBMNRRRE 2ERTIER  F360H (AM AF
ER) PRERERBSNBRERME < BFITER,

BT HIRM K

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEEREM
Amazon S3 FHEMERE., EXFETHRNRBIRS T , RSEER JUMERCINREHIIHER
BREEE. N THEERMMRBHER , REE IS EEA AN 2R RNTHREREAREFLARH
THIT, BLTEETRFENRBREEER, ZRATNSEKS, AP, A, REAFH AWS

RS o

ETRFNRERNM T IZRSFHRNEKERKE, ETREETRRNKBEHERM IAM P AWS EX
B

W EEFI5] & (ACLs)

TR FIFIR (ACLs) 2HMERFTEA (KFKA., AFZAR ) BNBRER, ACLs SETHIRMH
REERL , RECAEEA JSON IR N,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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Amazon S3 #l Amazon VPC B2 Z#FH RS R~ ACLs. AWS WAFE THEZ{EE ACLs , ESH
(LOpEEFEFRSTTXEERE) FHIHRES FIER (ACL) #ER,

Hfth R EE R E
AWS JIFHMT AR MNRIERE, XERHRB TR BER ANKELEE LR THRANR,

« NERLR  NRLAR—INSRBE , AT REETSOHNREAIEN IAM £4 (IAM AFRRA
&) BFHRANR. EUARBRENRIR, XELERNBRRREET S MR REERENRB R
MK, % Principal FEEAFRACNET ARV R ZINRLR RS, T REFHE
NELFEEA T, BEXANRURNEZEE , HSHIAM AFERSH IAM EHEHNRIAR,

. PR IR%IZ M (SCPs)- SCPs RISEAMNALR LA (OU) BB AR JSON HBE AWS
Organizations, AWS Organizations  —H A TXZHN B HENZ AWS K- T 1T o HRMEH
EENRS. MREEAALTHFRETIEE , WAL RSE K (SCPs) A TENEARAE
fk . SCP PR#&IAK R MK PRYSEiE (2SN AWS kPR AR ) PR, A< Organization
SCPss MINEZE L , 21 (AWS Organizations FAF{ER) YIRS 32 5K,

- BIREFIZKRE (RCPs) — RCPs 2 JSON KB , WA LMERAERZEKS, P RFRNHZRATAN
R, MAEEHHMBERENENERMN IAM KB, RCP BR&IKAMKF P ERNNE | 3
ARERINS M (TIEFHD ) WERNR AWS IKFIRAF , TREXESHRERE TENWAL,

A X Organizations EZ{EE RCPs , ‘@#EF AWS R ZX#EH %% RCPs , 25 (AWS
Organizations FIF1E/) P FERZEFIFKE (RCPs).

- RERE  QERBRRILUREAXNNACTEKSAF RGN 2FRENSBEEN S RER,
GRAENNREAFRACHETIMNRBENSERENRE, NREITURBETERNE
B, F—MEBPNEXELFEEAT. BXEZER , BZH IAM AFEETRHNSERR,

S ANEHEE R

HIANKBWRENAT —MERE , ERONBEEMERFNEUERE, ETHREIR SR N
W AWS BERBAWIER , BSH IAM AFIERmAP R IT (L2 5,

Amazon MQ A& IAM th[E T4E

EEH IAM BIES Amazon MQ WiF RIS R 2 8 , BRZ T EWFLE |IAM ThEER A F Amazon MQ., E
£ 7 ## Amazon MQ fE M AWS BRE A5 IAM BEEA |, i55H IAM AFEETNE IAM B4
FERIAWS RS,

Amazon MQ £/ IAM RS, FEFHMMPIERRE , EXFREBEHITAY ActiveMQ FHKIE. BX
ELEL | ESH 0T ActiveMQ £ 5 LDAP £5,
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£

« Amazon MQ E T 53 HI KR
« Amazon MQ E TR RH KR
« EF Amazon MQ ¥rZEHEX
- Amazon MQ IAM &€&

Amazon MQ & T B 3 #Y K B&

BEEA IAM ETBGHRE , B UEEATRELNRENRRUR A FRIELBENS
#ro Amazon MQ XIFRHEMNERE. BREMFZMR. ETHE JSON KEFERANFFELE , HSH
(IAM BF-EE) #H#Y IAM JSON KB TESE,

BRI

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BR2H , BN EETUAN T AR FERITER
1, AREMAAZRHETHIT,

JSON REEHY Action TEMER T A TERKP AVRIEL B RINRE, RBREBEESXEKN AWS
APl RIEE R, B—LEHINMER , HIAURBIE AP BENXRENR R1E, T -LREFTEERK
PIITSMNMRIE, LM IREMRNABKIRE,

HREE L ERFEUR FHATREREHRR,

Amazon MQ R REIREERETEFERAUTHER : mq:. Al , ERFEAER Amazon MQ
CreateBroker API #1217 Amazon MQ SKBIRYRRER , R0 mq: CreateBroker BEHAHE
B, REEFAMLIMBE Action 3 NotAction ;t&, Amazon MQ EX T —HBEHERE , UERE
AIAERAZRFSHITHES.

EERMEAPEESTIRE  BERAESHENRIT , TR :
"Action": [

"mq:actionl",
"mg:action2"

B LERABESR () BESMRE, i, EIEELLEE Describe FFLMFIERE , /AT
BIE -

"Action": "mq:Describe*"
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EEF Amazon MQ BRENFIE , TS (IAM AFiERE) F8 Amazon MQ E XY E.

IR

EIE R A LAER AWS JSON REERIEBEW ARG RMF L, HHRY , BNEAATLIMF AR RIMITER
&, BAREA ARG TIIT,

Resource JSON REE T RIEEEQHENAREN —IMRZ N TR, BAXMEE Resource
NotResource tHE., EANRZEXE , EFEHHE Amazon BEE# (ARN ) EARR. N TFIXEFHE
BIREE (MR BRBERENR ) WigE , B UBRITHIRE,

X FAXZFRRENBRAORE (M HRE ) |, BEABES (¥ ) ENEANATHRRERK,

"Resource": "*"

£ Amazon MQ #F |, £E AWS BJRZ Amazon MQ EEREK HEE., Amazon MQ REMBEEEHE
B2 RBEWHE—T S EREF (ARNs) , I FHRFR.

HREKHR ARN S
brokers arn:aws:mq:us-east-1:123456789012:bx aws:ResourceTag/${
oker:${brokerName}:${brokerId} TagKey}
configura arn:${Partition}:mq:${Region}:${Acco aws:ResourceTag/${
tions unt}:configuration:${configuration-i TagKey}
d}

AXERWEZEE ARNs , FS 5 Amazon FREA# (ARNs) Fl AWS RS & Z2iE,

Bl , EEEFEIHRIEER R MyBroker B brokerld 7
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 WYREE , iHFEALLT ARN :

"Resource": "arn:aws:mq:us-
east-1:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819"

ZEEETREKFNAMERENERE , EERAEER/ (*) :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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"Resource": "arn:aws:mq:us-east-1:123456789012:*"

ToENAFE R RHITRLE Amazon MQ #1E , 0 , AT RIBERRNRME, EXEERT , BXHE
RABEM ().

"Resource": "*"

|

AP| #4E CreateTags AN FEREBNEE, EEE/MEAPEESIMAR , i ARNs AZ52 R,

"Resource": [
"resourcel",
"resource2"

E&EFE Amazon MQ BIREE K HFIFK ARNs , S IAM AFERFH Amazon MQ E X &R
BT RETFERABLERERESNERMN ARN , 555 Amazon MQ E X VR E,

e

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BN EEAT LI AR RINITER
E , UREFARHETHIT,

f£ Condition Jt¥& ( = Condition k) & , AT EBAERNEM. Condition TREETE
o BAIGIEFRAZEZER (fl, EFHNT ) OEHFRER | IERBINZEEERPHNE
FTEL,

MRBE—MBEAFIBEZA Condition THE , RELE/ Condition TEFIBEZMNE , W AWS
B AND ZEIREEN]. REBANBENZERIBEESZNE , NFERIBEORZENR AWS 4%
#, ERTIEUNNR 2B LTUHE B FTE NS,

EEERMGR , BEUTUUERSUNEE. flm, REEER IAM AF&5R1E IAM BFet, 838N
HEBEFHRTRONER. AXRXESER , F5H (AM AFER) B JAM KB TE | TEMIRE,

AWS XF2RFABHANBETRSHFZAZH, EEEME AWS 2/FM4E , E5H IAM AFE
FMFRIAWS £REH ETXER,

Amazon MQ TEXNF AR ETFREZNEHR  EXRFERARELL/IRHR, EEFE Amazon MQ &4
BMYIR  BESHETER, 55 IAM AF1ER) F8 Amazon MQ BIZ4HE, BT BB T AT HLL
BREMNETREAZHRE , i5SH Amazon MQ E XV RE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-actions-as-permissions
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e L EiR EH

aws: RequestTa  RIFBEIFRFLIENIRSHIRIRE, FRFE

g /$ {} TagKey

aws: ResourceT  REERFEXBKMIREHIERE, FrFE

ag /$ {} TagKey

aws : TagKeys REEERPEEORSBIFERE, FRH
5l

EEE Amazon MQ ETF B HREEH B , ESHEAmazon MQ EF 513K EE =B,

Amazon MQ EF&ERNEKE
B &l , Amazon MQ A X &FFEHE T RFRHNESRE T RIRENKEEHNIT IAM BRI,
HF Amazon MQ &R

B SURAR M INE] Amazon MQ B/IR , HEEFRPRIRZAZIELL Amazon MQ, EETHREEEI
|, BEEFEH mq:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys
FHBERBONROGEZHREFZEER.

Amazon MQ XEHEE TSR, Hla , EBrgESiEL NS EEE environment F{E
production HWFRZEM Amazon MQ &REI 7 E :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"mq:DeleteBroker",
"mq:RebootBroker",
"mq:DeleteTags"
1,
"Resource": "*",
"Condition": {
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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"StringEquals": {
"aws:ResourceTag/environment": "production"

}

}

WERBEFHIEL (Deny ) MIBRREF BEFRL environment/production B Amazon MQ K ERIAE
B

BXRIENESER , H5H :

« 3 Amazon MQ &RERINIEZE
- R IAM PR 7 8]

Amazon MQ IAM & &
| AM £ & 2IEM AWS K F & EF 45 ENR R SEIK,
FFim et EIE B F Amazon MQ

A LAE A IR EIERTHRE EHRRIIESR , 2K IAM 20 REKFS AR, EoLUENE
FAssumeRole= Z F B AWS STS API #/ERIR B Bt Z2 £ iF 5 GetFederationToken,

Amazon MQ X #fEF Im it EiiE o
REAE

LHREATRSAREBERSAE., LABARTFRSHRIEMAERS FHFTRUARETHRIRE. RS
AEERE IAMKSH , ARZKFRE. XEKRE , IAM EERAIUERZBEHNR. B2, X
B AT RE & P T AR S5 HY Zh e

Amazon MQ ZERFZFAE,

Amazon MQ & T & 17 #Y K BE 7~ 4

REREBERT , BRMAEXENESRIEHR Amazon MQ FRIVRBR, i1t TTEER AWS
Management Console AWS CLI, %X AWS APl #4715 . IAM BE A A6 IAM Kig , IERA
FRAGRFNRUNENEERRMTISEN AP 2E, RE , BB AN XL RIEMINEE
EX MR IAM AP RE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
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BT RMAERX LR JSON KEE 62 IAM ET S HONEK , 5K (AM BFERE) 9/ &
JSON JET+ L 632 KK

£

- RMREXE

- £/ Amazon MQ #Z#l&

- AAFEFEMIB SRR

REERIEREK

ETHEHNRBBEEENART LGSR, 15RSMEREKS FE Amazon MQ FiR. XLRETTRE
S AWS IKPFERAE, tIEREEE T H DR  FHERUATERMER

- JFHAER AWS RERMHA RO RENBENR — BEFHOAFPMITERBER TR , #EANTS
FEIRAGIRTRRNAWS HE R, ENEMRNRARITR AWS IKF, FITZVEET E LEXS
BHRABIN AWS ZEFRERBRAE-DBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEE XK TFIRAENAWS FEE XK,

- NMARENR : E£EH IAM REERENRE | BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHERE , SR NRENRIEFTT, EXEH IAM BMANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

« fEF IAM KBS BSR4 — SR FIT5 R AR : 48 0] LA 3R BE 7S DN S 4 SR BR XS R AE R &R B 17 18]
Bl |, AR E R RIEESMER SSL £ EFIEHER, NRRSBRERBEIHE AWS R
S (Bl ) AR, N ERAZHRRE TN IRSREN BN AWS CloudFormation, B3k
BZEE , BZ2H (IAM AFiEm) H#Y IAM JSON KB TR « &,

* £ IAM Access Analyzer BiIEEHY IAM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTRENEI , URBEBHER L BEEMEN
Kig, BXEZER , BEZH (AM AFIERE) PIER IAM Access Analyzer 5 iE KBS,

- FEZEFHRIE (MFA)-INR AWS IKFEZNZEFE IAM AFSRBRAF , EFE8A MFA RS %X
2, EEFTIRAA AP 2EREE MFA | B MFA XGRS MEEHEET, BXxEZER |, 52
# <IAM AF8R) IR MFA 4RI API 1715,

BX IAM AR REIRNESELR , H2H (AM AFER) #1 IAM AR £ HEXEK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

Amazon MQ FEANGIER

£/ Amazon MQ 24l &

Ei5[| Amazon MQ 2%|& |, B4 MEE—HRENNR, XENBRLAATFESHMEEE XL
AWSMF¢MAmmmMQﬁEMﬁ%EMOm%MMEME$EEM%%mﬁEMWﬁWEEF
¥, WEENEEZRBASME (IAM AFRRAR® ) EXETES A,

NBRX LA DPATLLER Amazon MQ £#1E , BEFLT AWS TERBEH INEIXLKME, Bx
EZEE  BESH (IAM BAFIERM) EFE’J?UFHF/MJM‘XI‘E

AmazonMQReadOnlyAccess

MFREA AWS CLI 5t AWS API R, BEFHNEREFEEZHENR. R , IRFHRESE
FIERMATH API IRIEM TE AV RE,

ARFAFEEHINE SR

ZORBIGER T R eI R K |, LAY IAM AP EEMMBIEA S SO RERMITEE R, hRE
DREERE A LBERA AWS CLI 3 AWS API 4w 75 = e B LR AR IR

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

Amazon MQ B9 AP| 5 1558 iF F1 24X

TS MQ ERAMRE AWS ERERHIT API BORIE. AXEZELR , F5H AWS —iRSE &
HZEE AWS API iEK,

® Note
B#l , Amazon MQ X EMAE T HRINRNE T RIRAYKEERIT IAM BRI,

ERNXAWS AFFERARE, RENAF , B4TRBZREN IAM KRR,
« EHIZE Amazon MQ REFFEM IAM R

« Amazon MQ REST API X fR& %

« Amazon MQ AP 2 /E/ &R KPR

E 8l Amazon MQ RIEBFFER IAM R
EHBARE , BAEH AmazonMQFullAccess IAM REEHE IAM KHEHEELUT EC2 R,
LTBEEMKRBIEFRMEG (HEP—PMRAKHEG ) |, AIRFH TIRE Amazon MQ 812 ActiveMQ
REBFTEW TIRARR

/A Important

- EAY Amazon MQ KREEEWIK - a2 M EED
(ENI) , ec2:CreateNetworkInterface BRERXEMN.,
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https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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« ec2:CreateNetworkInterfacePermission ##E Amazon MQ & ENI FtinZ|
ActiveMQ R,

« ec2:AuthorizedService &HEH{RE ENI R REEE F4 Amazon MQ BRE K

{
"Version": "2012-10-17",
"Statement": [{
"Action": [
‘mg:*t,
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribelnternetGateways",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs"
1,
"Effect": "Allow",
"Resource": "*"
A
"Action": [
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeNetworkInterfacePermissions"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:AuthorizedService": "mqg.amazonaws.com"
}
}
}]
}

BXEZEERE , BSAE 2 5  pIEAF HIRIUER AWS iE F M Kiz F Z 8 =M Bk Amazon MQ
MK ED,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DetachNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInternetGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeRouteTables.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterfacePermission.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterfacePermission.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfacePermissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonec2.html#amazonec2-ec2_AuthorizedService

Amazon MQ

FRARER

Amazon MQ REST API R %

T&%|H T Amazon MQ REST APIs Fl48 89 IAM R,

I 55 MQ REST APIs P& X FR
T 5% MQ REST APIs

CreateBroker

CreateConfiguration

CreateTags

CreateUser

DeleteBroker

DeleteUser

DescribeBroker

DescribeConfiguration

DescribeConfigurationRevision

DescribeUser

ListBrokers

ListConfigurationRevisions

ListConfigurations

ListTags

ListUsers

RebootBroker

UpdateBroker

UpdateConfiguration

PREER

mq:

mq:

mq

mq :

mq:

mq :

mq:

mq:

mq:

mq :

mq:

mq:

mq :

mq :

mq :

mq :

mq:

mq:

CreateBroker

CreateConfiguration

:CreateTags

CreateUser

DeleteBroker

DeleteUser

DescribeBroker
DescribeConfiguration
DescribeConfigurationRevision
DescribeUser

ListBrokers
ListConfigurationRevisions
ListConfigurations
ListTags

ListUsers

RebootBroker

UpdateBroker

UpdateConfiguration
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#CreateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#ListBrokers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#rest-api-configuration-revisions-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#ListConfigurations
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
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I 5% MQ REST APlIs Fir 3 A BR
UpdateUser mq:UpdateUser

Amazon MQ AP 2R ERERNE

RERFRRRIEARBEBIEE R VFA X MBLFRNATRENEE D . Amazon MQ &2 ZIFHRRRN
BRo Xt FHEL Amazon MQ R4F , A SUEFIME RFAFRMITERE (ETLIAENRYSE ) HER
AP ERNEERR.

TRER T SR XFERBEHNRR Amazon MQ API 1 | UREMRIEXIFWEIR ARNs, BIREFM%Z
HFEmH.

/A Important
WMEREE— Amazon MQ API B ERERZHRIIEH , WRTREFZEFRBERNE, 1R Amazon
MQ AP| 2 ERZEFRBERNE , NET AR AP RFERZRENNE , BRSMN KIS
ANBRTEREE * BER.

AP| $4E RIRRE (* WBFE
CreateConfiguration BE*
CreateTags KRE, BEE
CreateUser R
DeleteBroker RIE*
DeleteUser K
DescribeBroker KE
DescribeConfiguration BE"
DescribeConfigurat [
ionRevision
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
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AP #1E TIRERE (* ABF)
DescribeUser RE*
ListConfigurationR [
evisions

ListConfigurationR "
evisions

ListTags KRE, BE
ListUsers R
RebootBroker R
UpdateBroker RE
UpdateConfiguration BE*
UpdateUser R

AWS I 5z MQ IIEEBUER

AWS REXRKEHAEMEEAINL R AWS, AWS RERMEEN TS ELABIRHNR , LUE
BRBFBAAF, ANBesENER.

FiclE , AWS RERBURTSANENBERGR TFRENRNE , BAEMNAHME AWS FF £
M. BMNBYBEIEXBETENEAZSNES SR RERE -SRI NR,

BT EEH AWS HERBPE LR, 2R AWS B AWS RERBPELHNR , MEHFLE
I3 iZREATXBRNFTEZERASH (AP, ANAE ). AWS REAREERIFHN API HTERS A
BAGERIET AWS ARSS BY API R 4ERS EX#T AWS HE XM,

BREZEER , F5H (IAM BFiERE) i AWS HE XK.

Amazon MQ X#FLLT AWS 1T ERRE -

* AmazonMQApiFullAccess

* AmazonMQApiReadOnlyAccess
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQApiFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQApiReadOnlyAccess.html

Amazon MQ FEANGIER

o S #MQFullif 8] X fR
* AmazonMQReadOnlyAccess

« AmazonMQServiceRolePolicy

AWS FEE KB : Amazon MQService RolePolicy

B EEN AmazonMQServiceRolePolicy K NEEH IAM SE4K, FiL SR BE K 0E /2% Amazon MQ
REBLHITRENRSHEXAC, BXUNRERERHE LT Amazon MQ HITHWIRIENESER | B
Z:[#the section called “Amazon MQ HI RS X< B ENR",

5% MQ E# THEBREK AWS

BEHIZRSHBRBEREXEEHRUR , Amazon MQ AWS EEREREFNFAES., AXETEEXR
HEZNIRT , BiTH Amazon MQ X#47 R idZ T HE LK RSS R,

B DU B

Amazon MQ EF BERIERE X Amazon MQ FIRIEERE AWS 20215 A5 H
REBERNEE,

¥ Amazon MQ ERARZMEXAE

I 52 MQ fEF AWS Identity and Access Management (IAM) fREZ <A, REHEXAEBE—f4
BHREN IAM A€ | ©5 Amazon MQ E##X. RFHEXABEHE Amazon MQ IENX , B8RS
REREFA AWS HA RS T EN T AR,

REMEXx BRI EBERNMIZE Amazon MQ , RA BT LFHRMAENNE, Amazon MQ E X
HERESHEXACHNE , BRIEZHAEN , BURE Amazon MQ IR A ZA®., EXNRESIEES
ERBEAMNRERE , AR TEM IE{E E b IAM SRR PR R AE

REEEEMBREXETRE , BFEMBRBRSHEXAER, XHRPEHN Amazon MQ BIR , RRAETR
2T E F il BRI B TR A 5 8] PR o
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon MQ FEANGIER

BRZFRSERAGHNEMERSZNEES , TSRS IAM BESEANAWS RS , AERSHEXARS]
FERERN Yes (& ) NIRRT, GERNEE  EEZRSHRSHEXA B,

Amazon MQ B RS < A R

Amazon MQ A& R MQ B BRSHEx< A& AWSServiceRoleForAmazon IS MQ {5 A itk AR S5

HxAERKREBERAKRS. AWS

AWSServiceRoleForAmazonMQ BREHEKXABEFEUTRIZRKRAZAR :

* mMQg.amazonaws.com

Amazon MQ A Mt in% AWSService RoleForAmazon MQ IR Ex A BRI FEER
B&AmazonMQServiceRolePolicyX g E R IR KA TIRME -

« B1E : X vpc BRIRNITH ec2:CreateVpcEndpoint,

o 1E . X subnet BIFHITH ec2:CreateVpcEndpoint,

« B4 . X security-group BIFEHITH ec2:CreateVpcEndpoint,
« B4 : X vpc-endpoint BIRNITH ec2:CreateVpcEndpoint.,
« B : 3 vpc RIRHITHY ec2:DescribeVpcEndpoints,

« B1E . Xt subnet EIFRHITH ec2:DescribeVpcEndpoints,

- B4E : X vpc-endpoint BIRMNITH ec2:CreateTags.

« B4E : X log-group BEHMITH logs:PutLogEvents,

« B4E : X log-group BEMITH logs:DescribelLogStreams,
- #4E : X log-group BEHITH logs:DescribelLogGroups.

« 1 . X log-group #iREHITH CreateLogStream,

- #4E : ¥ log-group BEHITH CreateLogGroup,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/aws-service-role/AmazonMQServiceRolePolicy

Amazon MQ

FRARER

L& B2 Amazon MQ for RabbitMQ {X¥2A} , AmazonMQServiceRolePolicy X PRZERE foiF

Amazon MQ REREHITUTES,

. EREERMN Amazon VPC, FRMZ2HRNRELIZE Amazon VPC 41
MiEiE RabbitMQ BEEZRFA. BE API HEUUREH NIEEIRE,

- BIEBEEA , HERE BEXEXME Amazon CloudWatch B &,

BIEH L iRT

"Version": "2012-10-17",
"Statement": [

{

}I

"Effect": "Allow",
"Action": [
"ec2:DescribeVpcEndpoints"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"

1,

"Condition": {
"StringEquals": {

"aws:RequestTag/AMQManaged": "true"

A BAE R AR

ERARSHEXAR
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Amazon MQ

FRARER

"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateVpcEndpoint"

"Effect": "Allow",
"Action": [
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AMQManaged": "true"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents",
"logs:DescribelLogStreams",
"logs:DescribelogGroups",
"logs:CreatelLogStream",
"logs:CreatelLogGroup"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/amazonmg/*"

BYMEENR , £ IAM KK (AR, ARNAR ) 012, FEIMBRRSHEXAG. BXESE
B, B2 (AM AFERE) PRRSEXABNR,

ERARSHEXAR

227


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

Amazon MQ FEANGIER

A Amazon MQ RIZRFZHEXAE

BREFHUERSHEXAR, HSEEREREN , Amazon MQ 2B - PMRFHEXBBRARE
HA AWS RS, BEIZNMERERENFEAEENAS  FETREEFAC,

/A Important

MREHEEAER LA BIFHNRNERS FERENMRE , WRSHEXAETULIERHN
Kr, BETHESER , FEHARN IAM K, PHHFAE,

MRERBRZBSHERAE , AEFEBRUE , KAUUERAMERREERK - PERCIZLAE,

BT LAER IAM 28 A8 Amazon MQ A RFISIZRSHERXAR, £ AWS CLI 2 AWS API &
EARSEMBBRSHERARB, mq.amazonaws.conBXEZER , HSH 1AM AFiERE 86
BREHEXEE, MREHERTHESHEXEE® A EARENSEBXRESE,

/A Important
RALGE MQ Ky RabbitMQ B2 RS XEKAE,

A Amazon MQ ‘RERZHEXAE

Amazon MQ F AT &% AWSService RoleForAmazon MQ FREMEx AR, Tt , B LAER IAM
REACHNIE, BXEZELR , H5H (AM BFEE) W RERSZHEXEE,

HERSERAF Amazon MQ RS HEXAE

NMRTBRECAENZTERSHAXACHNIIETRS , RNEBWERHBRZAG. XFEMIBREED
BERREFHREASE, B2 , MAEERBSAXAGHNER , RETRFIMERE.

® Note

RS M BRFRET , Amazon MQ RFEEERZAG , NRERRETRES KM, MR
REXMER , BEF/LoHRER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon MQ FEANGIER

HER MQ ERMIL S MQ &R AWSService RoleForAmazon

FH. LE% MQ CLI I Z# MQ AWS Management Console API il BRIEHITE T2 MQ &4
B, BXMBRRENEZEER , BSH??7%

£/ IAM FaRIRESHEXAE

£ IAM #4l& AWS CLI, 5 AWS API fflBx AWSService RoleForAmazon MQ FREHX AR, X
EZEER ,ESN (IAM AFER) PHRBRERSEXAG,

Amazon MQ FREHKXACIEFNXE

Amazon MQ XFEZBS THNMAERBHREARSHEXAR, BXESEE , FSRAWS XEIH

Ll
U o

X145 & #5 XFFRiA Amazon MQ X%
EERE (FHEFRILMILED ) us-east-1 =
ZERE (BZEM ) us-east-2 =
EEAELR ( AEEILILE ) us-west-1 =
EZEAEIP (HRERM ) us-west-2 =
WAHX (&HX) ap-south-1 =
AR X (KPR ) ap-northeast-3 =
WA#X (BR) ap-northeast-2 o
M0 A X (#7035 ) ap-southeast-1 =
TA#X (&R ) ap-southeast-2 =
TAHK () ap-northeast-1 £
MEX (HER) ca-central-1 =
BOM (E=3R4E) eu-central-1 =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon MQ FEANGIER

X1 & 75 XPRiA Amazon MQ X #F
BN X ( ZB/R=) eu-west-1 =
BN X (62 ) eu-west-2 =
RM (B2 ) eu-west-3 =
EEM (E2RF) sa-east-1 Jt
AWS GovCloud (US) us-gov-west-1 =

Amazon MQ B4 #158) [0 B HE&E

AILAERALTER , LRBEB S FAEEEER Amazon MQ # IAM B ATREE B HY & WL =) &3,
F3
o BREMNIE Amazon MQ FHITIRE

o BRIEINIT iam : PassRole
o RAEAF AWS K 2 S A P ERE B Amazon MQ &R

R ITAIE Amazon MQ HIhITIEE

R AWS Management Console & iFEETXNHITREIURIE , MIXTRKRREE A I R, EEAR
BRI EEFEIEN A

ZmateojacksonAFZHEARFEETEEXENFHERwidget{BIZEBmq: GetWidge t ;X BRAT ,
Fe I T RmOIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mq:GetWidget on resource: my-example-widget

EXMIERT , Mateo FRMWNEE R ERMERR , LLAVFEER mq: GetWidget BAFVIR my-
example-widget &R,
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Amazon MQ FEANGIER

KL AT iam : PassRole

RN E| —MEIR | RIBEBTLTHINIT iam:PassRole B , WX TMEHERUA TGS A BEDRLS
Amazon MQ.,

BE AWS S AT ERIEAGKZEAZES K MAREUERFNERSALIBSAXEE, Ak,
BB MEBF A ELETRSINR.

LN marymajor B9 IAM AP 2iAEAEH A Amazon MQ FIITIR/ER , @R ELUT RAIEE
%o BR , RELNEERSACHEFHWNRT AIMITILEE, Mary TEBFA KBRS HIN
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , DAEFH Mary KBS L I1T iam: PassRole #&1E,
MREEER  FHRRENAWS BB R, FNEERRRMEZEIIN A,
R AT AWS Ik 2\ A P 15 R A Amazon MQ &R

EALBEB—NEE | SUEE AR th iy S AN A B T A XA R R AR, A
ISEREBER , TURABE, WTFXRETERNERRTEZHFIE (ACLs) KRS , HAT L
155 PR 53¢ L6 S W 1 A48 F 15 1R S0 A TR O AUR

ETREZEERE , BSANUTRE

- ET# Amazon MQ BREXFIXEEE , i3 FAmazon MQ ME5 IAM 1 E T4E,

« ETHRIMIEMNERENGERENIFENE AWS IKF |, F2E 1AM AP EER M EEEEaE AWS
K 5 —1 IAM B PR R SR,

« ETHRNMAME=HRAFENZRNIFRIE AWS IKF | ESE IAM AFREETWNEE =52
BiARBR. AWS K

- ETHIMIBEN BMRBRERITREHFENER , HSH (IAM BFREE) WAL SIS HEIEN
AP ( BHRBRERIE ) BT EINR,

- ETHREAACNETRARNRBETEKSHRZENES , HS5H (AM AFER) B8 1AM
P B S K = B R 15 ]

REFR Ry


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon MQ FRARIER

Amazon MQ HJ & #1456 E

FERZHEMRITRN - , B=FFIHMXN Amazon MQ WL £ 5 AWS M E#TiTE, HPIHE
SOC. PCI. HIPAA %,

ETHRRERETRESHAUXNEER , FZHAWS RF “EEA XIS HTE" ", RERFEERX
BHEMITR. AWS RS AXx—KREE , BSHAWS SMITHAWS,

O LA THE=Z S FITIRE AWS Artifact, BXEZEE , BSRPM “THIRES” HY “AWS
Artifact,

BEMEA AWS RS R EAREBR T ENBENERBM, RARNEN B R URE R ERENE
Mo AWS RE T U T HIRKABY NS

« Security Compliance & Governance : X4 R REBEEITICTRWERRE , HERTHER
M ERETIREN TR,

- fE HIPAA ZERHRFSE : SILAFE HIPAA ERBRS . HIEFME AWS RS ABRFE HIPAA
R&o
« AWS EMFIRAWS — bt TEEMIErR R A seE A T BT R 1T AL MPR1E i X

« AWS BEFEHIERE —NENAETHTEHREER, XEERLLE TRIPPVRESER , AWS kS
HHEMRFNIBZSNMNER (B REEERIESHEAMZER (NIST), XFFTLLZEIFEERS
(PCI) MIERRFFALAL (1SO) ) RS,

« EAAWS Config 7F & A & 55 FEYHN {4 3R — % AWS Config lRS1IHEEHN BREEEZ X
BELREAREK, Tl AEMNNER.

« AWS Security Hub— iX AWS RS Rt 7T AL L RSN EME AWS, Security Hub B &
L RFIBEITEEN AWS BRAREHREAFELETUIENRESK, BXIXERFSRES
EHENBIR , 25 Security Hub ##|iEES £,

« Amazon GuardDuty — BB EEZRH AWS IKFIMEFRREFETRFEEES |, X AWS kS
KNEBH TR, BRENBETDRNEERE. GuardDuty B3 #HEZRELEEHAMERAENARE
RMER , IUBHEREEHESHMEER , 0 PCI DSS,

« AWS Audit Manager— X AWS BRSS AT AR BG4 T it AWS FABR , NTTE{ERRERUR
FEAMMIT AR ERNE M,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

Amazon MQ FEANGIER

Amazon MQ Y1k & 8E

AWS £k EfRERE S AWS XEEMTAXMEN, AWS XERAS N EREEMEE A A
X, XEARBESIREERE. aFHENSETROMENRE, MATARX , BULUEITHREETH
Xz ELHh it BRI AR EBNNARFNREE, SEENENRZNBEFLEMERMEL
AAXEEESHA A, FEMENATT B,

AR AWS XEMAAXMNESEE , TERAWS £REM IR,

Amazon MQ PRV ERIREZ £

ER—THRERS , F AWS £EKNBZLLHRT . HX AWS LIRS UK A AWS R BHhiR
HBHWEES , BSRAWS =%%, EFAEMIEERENRESERRIRITEN AWS K5 |, 25 S
AWS ecurity Pillar Well-Architected Fram ework B8y E 1% FER

&I LAMER AWS ERR APl HABEMEHITHR. FFRRLAZEUTRAR

- RBEREMDIL (TLS ) o HMNERMEH TLS 1.2, BIWUER TLS 1.3,

. BEEE2MAMEE (PFS ) WZEBEH , HI10 DHE ( 158t Diffie-Hellman ) 3 ECDHE ( I & 4% B g
% Diffie-Hellman ) « KZEHIMRRE (WM Java7 RESHRAE ) BIFXLEERN,

Lo\, HAERTGRIZES ID M5 IAM EAEXBRAORZET B BHARNBERH#TZEE, RE , BUUER
AWS Security Token Service ( AWS STS ) £ R Ifit Z £ FIERITFRFITZEE,

Amazon MQ N Z&Z £ H&EXEK

LTigitERT LIRS Amazon MQ REMNZ £,
F3

o HEATLNFIHEINAE

o JRLAELE RN

- A VPC £ IR AEH L

A} Amazon MQ SM{AMBFEHEHNESEEUARIIFNDNIIEK , FSRBERT
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html

Amazon MQ FRARER
BEER A 2T AR AR

X TreZN, FRQFERNKE , TENEN VPC ASfiER. XAKRETENELANKAR
HEBRMBN D HAIELRS (DDoS) WENBRM. BXESER , 55H AWS Z2EBF L&
TR T ERFEE ) DDo S i F HEH .

IS BB R ARG

BT ActiveMQ BRIANER TR BEERNMRS | AL &0 RUER A /- E8 A SE R ERATEMR
. At , HIFRE RBEFINR. BEXEZEL , H5H authorizationEntry,

/A Important

MBBIEENRNRE R EESTE activemg-webconsole A | BFEFEA ActiveMQ Web
BEE , BRIZARKREENE Amazon MQ KRB X% HERBUSKRBZRERHEE,

£/ VPC £ HME L T BB

NTREMAZLLANEZ R , BNBEILEBEEZN Amazon VPC R2ARRH AL EMNHIKD
RV, Hlan , BRI Web #2588 EBSBRHIXT OpenWire XS WEEFE , TR R ¥Fn
Al 61617 M 8162, X 2B F G RERNIHUCKRFIRAVERY |, ErY 21F OpenWire Web 24| &

IE®¥IE1T.

AR EEFERNDIRA

AMQP: 5671
MQTT: 8883

* OpenWire: 61617
STOMP: 61614

+ WebSocket: 61619

BXEZERE , F5H :

- B VPC HIR2H
« BH VPC MERINRSA
- EAREA
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#WorkingWithSecurityGroups

Amazon MQ FEANGIER

SR RiE % Amazon MQ K3

2 dEl AWS SR A R EM, THAMNMENEZARID. BRNIZM AWS BRERENRE
HBoWEKEHIE  LEEENZ A MER T AERM#HTIER, AWS BE T A TRBEN
Amazon MQ BREMmM BEESHNIE ;

BT LAE R CloudWatch R&E&E M9 &M Amazon MQ 2L M EFR. B LUEE CloudWatch
BEHAE, N, EFENDITENLXLHEIEHR CloudWatch AWS CLI,  AWS CLI CloudWatch Amazon
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RebootBroker HZREFH B RER , RICFKBENH, EEFP RN , REBFIEFH B ,
}# BT 4125 RebootBroker B E .

/A Important
X FEATGETA % APIs , RIZFRIERSHE , BaNBN#HITHRE

* DescribeBroker

* DescribeConfiguration

* DescribeConfigurationRevision

e DescribeUser

» ListBrokers

* ListConfigurationRevisions
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e ListUsers

FHFETER APIs , dataFlpasswordiEBRSHHES () *** B2 :

* CreateBroker (POST)

* CreateUser (POST)
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BXEZER , E5 (CloudTrail HF$ER) # Y “AWS CloudTrail BF &4 TtE",
=45 Amazon MQ BENXH%E

RIRR—MEE , AVPREMHEN BEXHERWEIEER Amazon S3 7. CloudTrail BEX#HE
BN ESANMEEREB

EHRTEKEBEMFRNEMER , ERBFEAXX Amazon MQ API BYiER, BERER IP uk, B3R
ENEMH. HREBHNREENEE.

LLTRBIERT CreateBrokerAPl @A/ CloudTrail BE% B,

(® Note
BT CloudTrail BENXHFT R LT EFHRIRE APIs , Rt BT 2RE S EINF 5 HE
B,

{
"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

"userName": "AmazonMqConsole"
},
"eventTime": "2018-06-28T22:23:467Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateBroker",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"engineVersion": "5.15.9",

"deploymentMode": "ACTIVE_STANDBY_MULTI_AZ",
"maintenanceWindowStartTime": {
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"dayOfWeek": "THURSDAY",
"timeOfDay": "22:45",
"timeZone": "America/Los_Angeles"
I
"engineType": "ActiveMQ",
"hostInstanceType": "mqg.m5.large",
"users": [
{
"username": "MyUsernamel23",
"password": "***",
"consoleAccess": true,
"groups": [
"admins",
"support"
]
I
{
"username": "MyUsername456",
"password": "*x*!",
"groups": [
"admins"
]
}
1,
"creatorRequestId": "1",
"publiclyAccessible": true,
"securityGroups": [
"sg-alb234cd"
1,
"brokerName": "MyBroker",
"autoMinorVersionUpgrade": false,
"subnetIds": [
"subnet-12a3b45c",
"subnet-67d8e90f"
]
I

"responseElements": {
"brokerId": "b-1234a5b6-78cd-901le-2fgh-3i45j6k17819",
"brokerArn": "arn:aws:mq:us-

east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819"

+
"requestID": "alb2c345-6d78-90el-f2g3-4hi56jk71890",

"eventID": "al2bcd3e-fg45-67h8-1j90-12k34d5116mn",
"readOnly": false,
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"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

BLE Amazon MQ for ActiveMQ BE
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EFoRRESRERENEESRNREREN , IUBAEN AENFTXZ A EIL T,

EHBFICKEHABRININFORBERS ( FXIEDEBUGHZEIRR ) , H A factivemq. logE/&
CloudWatch lIKkFHHEEEH, BEAMNBRUO TR :

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/general

FZEEAFIBRMER JMX B ActiveMQ Web 2H| ARITHEERRE , Hi¥Haudit. log & 1 EIE
KPP BEESA, CloudWatch BEAMERIM TR

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/audit
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http://activemq.apache.org/audit-logging.html
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BEEREFLXHIREERE/ZANKE , Amazon MQ FESNMEETLAFBE—IPHHIEE
. BERBENUM TR,

activemq-b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.10og
activemq-b-1234a5b6-78cd-901le-2fgh-3145j6k17819-2.10g

-1 M -2 BRERENREXS, BXEZEE |, BESH Amazon BEBAFIEESRWER B EAF
CloudWatch B &

@ Amazon MQ A F %10 CreateLogGroup X IR

E ¥ Amazon MQ 8] CloudWatch BE4A , BANBERCIEREFKENAFHEEIEZN
PR, logs:CreatelLogGroup

/A Important

MRERE Amazon MQ AFBIERESRE 2B CreateLogGroup X RF ML Amazon
MQ A F , W Amazon MQ T4 8|2 AERA,

UTFRBINEBET IAM BRI RBEH AP R F logs: CreatelLogGroup PR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
}
]
}
(® Note

test , RERAFRERFMARZ Amazon MQ BF |, BEREEREEHNRERF G/,
BXRREAFFABEE IAM policy WEZER , 85H (IAM AFERE) 91560 EEHRE

PAN
o

[ Amazon MQ AP/ i CreateLogGroup X R 253


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-access-control-overview-cwl.html#identity-based-policies-cwl
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_identity-management.html
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BXEZEER , 55 R Amazon CloudWatch BE& APl & ZCreatelogGroup® i,

A Amazon MQ B E & T & IRAY KB

/A Important

WMREZERN Amazon MQ BEER THRIRAIRE , WREBELENBALERFEA
CloudWatch »

E AR Amazon MQ FBEXAEEH BE CloudWatch BE4A |, HREETRRNERUEF
Amazon MQ F R AT BE API #4ERIPER : CloudWatch

NIEEHR CloudWatch HEA BIE A& HER
e PutLogEvents— NEHZIEFIEEMN CloudWatch A& HER

LTETFRBRNFERFEFXN1logs: CreateLogStreamMAI N PR1ogs : PutLogEvents, AWS

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal”: { "Service": 'mq.amazonaws.com" 3},
"Action": [ "logs:CreatelLogStream",
"logs:PutLogEvents" 1],
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmgq/*"
}

MFERRELETHRNER , AWS CLI AT TAR. ERGIHP , & us-east-1 BHNEH
cSHfER

aws --region us-east-1 logs put-resource-policy --policy-name AmazonMQ-logs \
--policy-document "{\"Version\": \"2012-10-17\", \"Statement\":
[{ \"Effect\": \"Allow\", \"Principal\": { \"Service\": \"mq.amazonaws.com\" },
\"Action\": [\"logs:CreateLogStream\", \"logs:PutLogEvents\"],
\"Resource\": \"arn:aws:logs:*:*:log-group:\/aws\/amazonmg\/*\" }1}"

5 Amazon MQ Bt & & F 5% RA KR 254


https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
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(@ Note

BTt RBIEA/aws/amazonmq/FI , LB RERAEN AWS K, SNMNXEEE—XE
T RIRE KB

B \E S AR S5 IR B BRI

BERERER-IMREMEE , DFEERENITRRIS A ARSIEEREESNRNKERIT
ZRE, B AWS , BRFEGTRLSERANBIFRE, — MRS ( HURS ) A% —TURS
(FRBRARSS ) Bt , TRESREERSELL, ATBURIE A BRSS LUE A ENRXY 5 — N B IR#AT
B, BNZBRFFANBTHRMNR, N THIEXFER , BN AWS BZH T -ETH | BEEERFRE
RSHBIE | XERSEEACER T HREKS F 7 IFRAER,

ENMNBNEETREREN Amazon MQ EKrEHEHaws : SourceArnHfaws : SourceAccount 2 B&H
T XEHARRBEH — P HZMNMEEREE CloudWatch A&,

(® Note

NREAFNERIZGLETXE , ER—KREBUHRFEAR , aws:SourceAccount EF
aws :SourceArn EFR KK XAIEFAERBRKS 1D,

LT REGERT —fETRBENKE | ZKEE CloudWatch B &5 B BR PR HI 7 24 Amazon MQ
RE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "mqg.amazonaws.com"
.
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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1,
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*",
"Condition": {

"StringEquals": {

"aws:SourceAccount": "123456789012",

"aws:SourceArn": "arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819"
}
}
}

R T AHE T RIFHRBEENRBIKS PAIEELL AR CloudWatch BEFEIRER |, M TFIRo

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"mq.amazonaws.com"
]
b
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/

"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:mq:*:123456789012:broker:*"
1,
"StringEquals": {
"aws:SourceAccount": "123456789012"
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BRBEAEREAZZAENESER , B2H (AFER) FEEREARZ,

£/ Amazon MQ X} CloudWatch B ZEEe & i 1T FEHER

EEEERT , CloudWatch BETBEH R ERIETHEIT. WEB0BLAR 7 5 W (7] 7% H 15 B 404r] f& R IX
Lo 8@,

HEARERTE CloudWatch

#f CreateLogGroup WX FRFME Amazon MQ AR HEFRE, X Amazon MQ F AT LBl B &
AT,

HERAHIMTE CloudWatch BEA

A Amazon MQ Bt EE T RRHER, XEREMRUTURHEBRET
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https://docs.aws.amazon.com/hIAM/latest/UserGuide/confused-deputy.html
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Amazon MQ Y ECER

AEBHIHT Amazon MQ FHIBREl, 3 F4EE AWS IKF |, AIAERLATFZRE, EFERESR
#l , EZH (Amazon Web Services —fixZE) I AWS [RFEREH ., EIERSREGE , EFHEHNR
FlEFAR TR, BXEFLDHYENEZERHINEZER CloudWatch , S H AL Sk s 230 5 i
MQ {83, CloudWatch

FR

. fE

- EE

» Users

- BIRTAM
- AP| BRI

RE

T&RIETE Amazon MQ RIEHE XK B,

R 1 DU

REERW .
&R AWS JIK - A2 ME— Y o

KEXAMITT 1 3 50 MERFZE,

Ree®E ASCIl AT N F R EFIEEN FH/F.

RELEFIRFFR. EL. ALK T
BHBRE (- . _ ~)o

FMXEHRER 50

NEURIR M I S R B
/A Important

FEAT RabbitMQ K&,

RE 258


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://en.wikipedia.org/wiki/ASCII#Printable_characters
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PR U
mq.*.micro SEBIZEERIEFR 300
REREZ MM & REER
/A Important
FEA T RabbitMQ R,

mq.*.*large SEHIZEERE N 2000,

BMNMENZSA 5
FRISHE ActiveMQ B#r ( BAFIFIER ) CloudWatch {X #4251 1000 4 B K ttb,
CloudWatch
£ RabbitMQ Y5 HLHY B #Ytth ( RA5I ) CloudWatch {X ¥ #2571 500 NE §it |, IERE
CloudWatch BEHKRF.
BEMENFREHR 50

(=

T&RIETE Amazon MQ Bt B <,

PR 1 #ir

BREEW . X
KEXFANTF 1 3 150 NERF2E,

REea= ASCI AT N F R EHIEERN FFo

AEasTRNTTE. SHE. 9. T
SRBRE (- . _ ~)o

BANEERNEIT 300
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https://en.wikipedia.org/wiki/ASCII#Printable_characters

Amazon MQ

FRARER

Users

T&RIE T 5 Amazon MQ ActiveMQ X3 F 7 #8 < B L ..

PR 51
AP &

SMENAF (HRES ORI )
BORAPNAR (HESHRIE )

WIETFME
T&RIHTE Amazon MQ BUIEFMEH<EH,

PR 51

BN ERENTFREE

PO

KELANT 1 2 100 NFRFZE,

Ree®E ASCIl AT N R EFIEEN FH/,

Rt g =788 FZFH. B%, 9, T
BABORE (- . _ ~)o

KEXRANT 12 &) 250 NERKF 2 H

REEEE ASCll AT N FRHEHIEENFH.

MBREDDE 4 NE—FFF,
TREEEIES (,)o
250

20

EEPU

mg.*.micro SEHIEBRENRN 20GB, &
X Amazon MQ EHIXBENEZES | S
¥ Broker instance types,

Users

260


https://en.wikipedia.org/wiki/ASCII#Printable_characters
https://en.wikipedia.org/wiki/ASCII#Printable_characters

Amazon MQ

T %A RIEE
BR 51 DU
BIONRERENFHREE mq.m5. * KFIRBAIES 200GB, HX

Amazon MQ EHIRBNESER , S
i#Broker instance types.

Amazon EBS ZEHHNBNMNMEBNESITRIZERF
fEFABR &l

/A Important
FEA T RabbitMQ R,

50GB, BXEFITNEFEANESZER ,
#250 (Apache ActiveMQ API 3X#4) &
#JobSchedulerUsage

BNMEREN N FREE

/A Important
REHTF RabbitMQ K&,

mq.*.micro SEPIKBEKIENRN 5GB.
BIMNKRBERENGNEREE

/A Important
FEA T RabbitMQ R,

mq.m5. * SEHIREKE S 50GB.

AP BR

ATRERSHR , £FTE Amazon APIs MQ A |, N AWS IKFSCE T AT R GBI R, BRI S
MQ HWEZ{EE APls , 155 H I 5% MQ REST APl &#,
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https://activemq.apache.org/maven/apidocs/org/apache/activemq/usage/JobSchedulerUsage.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ FEANGIER

/A Important

XEFRBAERATERT ActiveMQ WL T# MQ =i& A F RabbitMQ K H 2 # L Iz
MQ. APIsfl#l , Amazon MQ £ PR &lE B/ & ix sk EI,

API| ZRigG R #l AP &= R #l

100 15
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Amazon MQ [l &

AN BER Amazon MQ REBR ATREERIMNE LR Z | IR FEREBHEER, BX—REESE
& , iEZFthe section called “BIEHEZE . —fi% Amazon MQ [FIf”", EXT R4S E 5| B 1THEHE
BR , BSHEUTEY,

SIS MQ E# ActiveMQ 31T FEHERR

PR BERR iR

— AR B HERR {5 97 R 45 BOR &S B 4812 W F g FRAE T Ty 3%
MQ RE L5 ActiveMQ SR ATEEIB R E N
[ &

BROKER_ENI_E il B& LIS R AL L RaR MR LE O (ENI) BT,

T 5% MQ £# ActiveMQ BROKER_EN
I_DELETED 4£XHEIR,

242 A_OO0M EREFEHTAFRETEMEAERE
et , T 5% MQ £/ ActiveMQ & H
BROKER_OOM 213k

S 5% MQ £/ RabbitMQ 3# 4T FEHERR

WFEHERR £/ R
— R FE HE R ZHEEES RabbitMQ RIES

YERt AT BEIE BV B I B

RABBITMQ_MEMORY_ALARM ERENNEFEEAEZ (H
CloudWatch #§#rRabbitMQM
emUsed #r1R ) B HIRIRA
RFRHIEY , RabbitMQ £
HEANFEHR, RabbitMQM
emLimit

S D% MQ E# ActiveMQ 31T EEHER 263
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FRARER

PR B Bk R

RABBITMQ_INVALID_KMS_KEY

RabbitMQ_disk_alarm

RABBITMQ_QUORUM_QUEUES_N_CORUM_QUEUE
S_N_ON_CURTED_

B BHEE : —f% Amazon MQ [8] &

ER AT A E S BB IZ M EE M Amazon MQ IR A
BNREER.

B

« R EEEDNE Web 25| 8 LR T

- BWREBIEHESTT , RAUEA telnet WIFEEER , (R

DU

HEATFEE AWS KMS
key(CMK) &2 8y 4 E
(KMS) ZAWMERR | T D
MQ LH# RabbitMQ f¥5| &% —
4N INVALID_KMS_KEY <%
BREMEBENAB, AWS Key
Management Service

WERHBERRA , BT A

FEERAREEKREHEE , Ra
bbitMQ T REANEEERFT
IJE'Z/J\

HEZHERARE 3.12 RER
MR TE R AN EFIREFNE L
B2 EERAFIET | Amazon MQ
L+ # RabbitMQ FFRABBITMQ_
QUORUM_QUEUES_NOT_
SUPPORTED_ON_CURRE
NT_VERSION % HEIR.

REBEIM BN B , fliEEICENR

=R E S IRTTEEEHF BIEFEIRE SSL

FRERER,
- ROET —AKE , BREERW,
- BNREER  BTAEREEMT AL,

B BHEE . —#% Amazon MQ @]

264
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BT EEZETNRE Web ZHIAHL /T Ko

MREEMER Web 2H AL R LT QERIREFMERRE , RMNBWEBATIRIEE.

1. RELZRBZRMNF A EEEEZTEHNRE, BT ER B AEUAFHRBHAE,

2. REZLRABEEZRFEA FIPS IwsUEZENRE, Amazon MQ RIEEA API BERX#F FIPS Iv S,
MAZREREXHIERSNERESE,

3. REREM Public Accessibility (X FF AT G R ) MR RIRE N Yes () MRIREN No (B) , &
REZNFRMEHEZEFGIFR (ACL) #ill, MRECETHENLMNE ACLs , M AREEEE N
P& ACL IR AN KRB IHE PR, BX Amazon VPC BRI EZELR |, 182 (Amazon
VPC AFERM) BWiE A EEKMiIGR

4. RELHRENZEANN ., BREAFEEIAT RO

® Note

UTimARBESIZERBSAHRN , RATDE MQ EH ActiveMQ FIE 5 MQ £AY
RabbitMQ £ A T B kY iw O 3 1TiE 5

5 MQ £EBY ActiveMQ

« Web #2#|& - w0 8162
« OpenWire — s 0 61617
- AMQP - %0 5671

- STOMP — %M 61614

- MQTT - %% 1 8883

- WSS -1i%H 61619

I 55 MQ £# RabbitMQ

« Web 4|5 MEIE API - O 443 F 15671
« AMQP -#0 5671
5. NI IE S| BRI T T MK EEENR,
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#vpc-igw-internet-access
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® Note
NF T ENTFFIHRINAIE | FEMEERN Amazon MQ KB FE— Amazon VPC FHT S
i EC2 £z 17 M3k H 13 4 e i

ActiveMQ on Amazon MQ
EI 5 MQ 2L IR EIERE LR BB ActiveMQ

1. IFHARRWTITEL,

2. BfTEAT nslookup @ , EREMNRE DNS iBFk. NFE/ZALE, iﬁﬂﬁ'ﬂﬂﬂiﬁi%ﬁi
KiIgTT R active/standby I R A BRIFIR , -1HEF- 2R MBIE—HWRELHE ID F, FL
TRBRAENES,

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

WMREWY , WFERRCEUTUTARN B

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: ec2-12-345-123-45,us-west-2.compute.amazonaws.com

Address: 12.345.123.45
Aliases: b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

EFATEY IP it N 5 Amazon MQ 5| & FIZMEEY IP #but ABICEL, X3RRI £ DNS IR
588 L IFRMAT | WA A BERITTI—F.

3. BTUT telnet %, MiIAEBHWREBHIMERE, HARTRBERANENER, 1B
E8162EEport Bty Web 24 & KM in O 5 HE b4k giiw O LUK H A,

(@ Note

XiF active/standby EBE , MRBFEARZALET RiE1Ttelnet , MEWE—
%Connect failedfBiRER. XEMH2ZA , ENZEAEFREEREZEIT, B

BT EEETIRE Web EHIARLIHT Ko 266
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ActiveMQ #&EE1T , HEARFBIHRINKER Amazon EFS FESHWNERE, Xt
-1 M -2 KipTRETZes , AEERR RS ER BAES,

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

NFEFHRE , FERRBUTUTATNA .

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'.

4. BERITUTEBREZ—.

« R telnet AT , BERE EstablishedConnectionsCount ¥8¥5 , HEIAKIE
RIEBLREEZE LR, BREAUBIEENRIE General HERBIARETIARE LR, R
WEFRAXTFE , NEFELE —NMNEFPRERETZARE, NRERIERTEE  NEKHE
1T telnet Eﬁ&/ﬂmﬁt , HEFED —DHTEMTEE  RARBENRSI®HES — K.

- MR telnet MHAN , BRERBHEMENEZED , HEINRSH in-use. ABNE
Bl M EEO A Amazon VPC i BE , REEFERNMRAE. EWRIEIT telnet W
TERHAE IP it %ﬁﬁ%ﬁﬁ@lﬁﬂm ACCEPTED , B@EEEHED. ETHEZE
BEMEFRBERS , 5ZH (Amazon VPC F R AGIEFE) FHR EHEHE FRH,

5. 1T curl 5% , BE ActiveMQ BIE Web 24| &8 E#,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:8162/index.html

MRBTHRI , WaHNRRCUTUATARH HTML 324,

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://
www.w3.0rg/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html;
charset=iso-8859-1" />
<title>Apache ActiveMQ</title>
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html

Amazon MQ FEANGIER

RabbitMQ on Amazon MQ
EL S MQ 2L NEEZ ENR IR RabbitMQ

1. ITHAHFLKEIBSITED,
2. B1TEAT nslookup & , EHERMAIE DNS i8Rk, HLBRTREBRNENEE.

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

MREHK , WFERRUTUTATNHA

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: rabbit-broker-1c23e456ca78-b9000123b4ebbab5.elb.us-
west-2.amazonaws.com
Addresses: 52.12.345.678
52.23.234.56
41.234.567.890
54.123.45.678
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

3. BITHUT telnet % , WHLHWREBHMERE, FRAETIBRNENEER, £7
Blport iy Web 2% 844300 , Al UER5671 7 &R AMQP EER K H .

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

MRBTHRI , WFERRUTUT AT,

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'.

@ Note
Telnet EEFGEJLBHE B XA,

BRI EEEDAE Web 25 AL KT <o 268
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4. BERITUTEBREZ—,.

« WR telnet MHHI , HRE ConnectionCount B4R , HBEIAREREE max-
connections BRIAREEPRENE. BETUELEENRE Connection.log HE4A
RKEBANREEF LR, MRMERATE , NEFELE—NEFIRIEZETZAE, R
BRERTIERE  WEXHIT telnet BRI, WRAELNRERE L MEFHEZIER
ZHNEERA , WAREEEE S I3 E CloudWatch, 895 % 1 — X645,

s NFARALXFHENARE , R telnet WHERY , FREREMHFEEMKZED |, HHEIA
MRABRA in-use. AENMMEEOBCIE Amazon VPC i A% , REEFERWRAE,
EHREA telnet HEHRIE IP bt , HEINEEBIEIR ACCEPTED , BFREIHK
Ee. ETHEZEENEFERBERG , 28 (Amazon VPC FRARIERE) FHR
HEB Z =0,

(® Note
S BRAERTALXFHRBOLDEH MQ LAY RabbitMQ 242/,

5. B1TELT curl a8 , ©E RabbitMQ EE Web 2§ & HiE#E,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:443/index.html

MRBTHRI , WaHNRRCUTUATARN HTML 324,

<!DOCTYPE html>
<html>
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>RabbitMQ Management</title>

BHREBEREET , RAUEH telnet RIEEEBER , BRENTF R
EEREI HIEHIRE SSL RERBR.

BHREBR[QUEP TR EEREBLET I ERMRERH. Amazon MQ REIEH2ERRKR , SIERAERN
BFERTANENZEM,

SSL REIER 269


https://docs.aws.amazon.com/UserGuide/using-eni.html?icmpid=docs_ec2_console
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
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FATEIAE Amazon Trust Services F{EH Amazon RIEBMENM (CA) , EEEFIRNEEEMEF
HITHMBRIE. PTE Amazon MQ REBIERIIFEALE CA LHE, BEFEA Amazon 18 CA , BFBE
E/RERE LEMHMIEBN FEHFMH Amazon MQ REBIUEH,

BelEZ7 —1E , BRECEXK.

WMRIEHRIEL T CREATION_FAILED IRA |, iHHITUA TR %,

- RELZW IAM R, ERIERLA , XTEH AWS F£E IAM KEEAmazonMQFullAccessEHiE
BEMX IAM KA EHA Amazon EC2 IRE, BiF M THEFEENT S EC2 R |, FS
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