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Al - B2 HEE ActiveMQ LI

RE 21217 Amazon MQ LAEEREIRE, ©2 Amazon MQ BWEARER, REEHIE (m5)
MK/ (large, medium) E@éﬂé}ﬁﬁ%ﬁ1ﬁﬁ%ﬁu¥ﬂ (flEn , mq.m5.1large ) . BXEZEER
2 4R Amazon MQ for ActiveMQ R ?

Bz ActiveMQ K&
B A 2HENE Amazon MQ 5 2RAE, LT RABERNAEHAWS SEEsAREA
1tIEO

1. &3 Amazon MQ #&lA,
2. 1£ Select broker engine ((EFRE5|2) WE L , %$#F Apache ActiveMQ,

3. % Select deployment and storage (%&1F%0E M F4#) IWEM Deployment mode and storage type
(BPBEXNEF@EEDR) By , WITUTEE .

a. %$% Deployment mode (EBBHER) ( #I40 Active/standby broker (£zh/&ZFARIE) ) . HXE
Z{ER |, 2/ Amazon MQ for ActiveMQ R IE Y ZRBIE T,

s BXHIRER—NMNTHARHHN—NMEBAK, REBESENNHARERI K Amazon EBS 5
Amazon EFS F&#TEE. BXEZELR , SR £ 1 : Amazon MQ #3E£411%
I,

- BUAMNED/ZAREARNTEATAXTHAMNMEBEBARK , ANKRNEE, XERE
SEHMARF UK Amazon EFS #{TRIZEE. BXEZEER , BSH &I 2 . 5%
MQ active/standby 3B ASEI & A A 4.

b. %i% Storage type (FfEXRE) (il EBS ) . HXEZER , HSH Storage,

(® Note
Amazon EBS FENTTARXAEFIEIE , BRI ActiveMQ E£3)/& AHBER,

C. ii#%jt_io
4. 71 Configure settings (BB 1RE) T HEHK Details ((FHER) Fo , MITUTHRKE :

a. %A Broker name (fREEB#F)o

B2 ActiveMQ K3 7


https://console.aws.amazon.com/amazon-mq/
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/A Important

BOERBEHPRMNMNASHER (PI) KEMHNBERBBES . HMWAWSRS
( ‘2%& CloudWatch Logs ) AT RIRNEE . REEHTESHATRAESIBERK
EO

@ Note
EHMIRERS , BETUBRELATHS :
+ BEE
* CloudWatch Logs
« BEF
- REEFEO

b. 1&# Broker instance type (fREESEHIZER) ( 20 mg.m5.large ) « BXREZELR |, S H
Broker instance types.

5. 1& ActiveMQ Web Console access (ActiveMQ Web 2 &l & 15 R]) #2 , 324 Username (AFR)
H Password (88). A TREEATREAFBNEE

- AFBRRESFRRTEFN. BU%, IR, TRILMBRL (-._~)o
« BBRYUMEDN 1240FH  BEEL 4 NE—F/F , HEFBEEES, ESHES (=),

/A Important

BONEREBEAFPBEFRMNMNAESHBEER (PI) REMNZRSBBER. HMEAWSES (2
#& CloudWatch Logs ) AIRIAEREAF B, REAFATES A TAESBRKIE.

6. EIFIE,
% Amazon MQ B2 ERIER , 28 7R Creation in progress (IE1E81E) RS,
BIBRERAFTE 15 28,

RIS ENRIET , Amazon MQ £ &R Running (IEFEi21T) R

B2 ActiveMQ K3 8
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7. %$% MyBroker,

£ MyBroker K EEZE D , iIc TRIEM ActiveMQ Web #2145 URL , Hil0 :

https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:8162

S0, BETERENERD AR Ko LT 2 OpenWire L iw 11 KAV RA

ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617

B2 ActiveMQ I 9


http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html
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Al : 8% HiE$E RabbitMQ I

R BIZ1TE Amazon MQ EHHERERRE, ©2 Amazon MQ WEARGEHR, REEHIEK (m5)
MK/ (large, medium) WAHE BRI N RIELFIKE (@0, mg.m5.1large ) o BXREZEE | 1B
25 1+ 42 Amazon MQ for RabbitMQ K3 ? .

22 RabbitMQ X

FE-NMIERRERA Amazon MQ EF R EIERE, U T ROTERUMERAAWS EREZEH &I BER
RE,

£l Amazon MQ for RabbitMQ 3BT |, 1§:81& RabbitMQ KE iR EZESLERUFACRIEMREH K
LHEFHME,

1. %% Amazon MQ #1548,
2. 7t Select broker engine ((EFRIES|ZE) WA L , i&£#F RabbitMQ , R/FERE Next (T—F).

3. 1£ Select deployment mode ((E#FEBEE ) TWEH L , 1% Deployment mode (FEBEX) , HlL0
Cluster deployment (S£B &) , AFIEE Next (T —F).

« BHIRER{T Network Load Balancer (NLB) EHEH — M AI AR HH—NMEBAK. RE
A SEH R AREFRM Amazon EBS H#E#HTEE., BXEZER , BSHE £ 1 : Amazon
MQ for RabbitMQ # 3L fI{8E,

. 5 AR RabbitMQ &£ & ZEE 2 1 Network Load Balancer [GHE/ = RabbitMQ KB &
HRNZEIE BN TRESNITARK (AZ) 2RAHREAF, BRI HARNRS, BXES
E8 |, FSH &I 2 : Amazon MQ for RabbitMQ &£ &2,

4. 71 Configure settings (BB 1RE) W HEHK Details ((FHER) T2 , MITUTHRAE :

a. %A Broker name (fREEZ#5)o

/A Important

BENERBEHPRIMNMNASHES (Pl ) HEMBHNBREBES ., HMBAWSES
( ‘21& CloudWatch Logs ) AT RIRE B . REBHTEESHA TRAERBEK
.

b. EBRMAEBEHIZERE (HIE0 , mg.m7g.large ) o BEXEZEE , S Broker instance typeso

B RabbitMQ X2 10


https://console.aws.amazon.com/amazon-mq/
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5. £ Configure settings (ELEIRE) T HAY RabbitMQ access (RabbitMQ i517]) £ , 124
Username (FAF° &) # Password (%), A TREERTFTREEFEXEIL

- AFBRESEZRBRFTEH. BV&, ASNTHE (-._) . WHEFSESEMABEL
(~) FfF. Amazon MQ Z L # /A guest fERRAF &,

« BBYUMEDN 240FF , BEEL 4N E—FHF , AEFBEEES, ESHFS (=),

/A Important

BONERBAFBEFRMNMNASHEER (PI) REMIZSLBBER. HMAWSERS (2
& CloudWatch Logs ) IR KREAFE. REAFETEEATIRAERBEBIE.

(® Note
EHEMIRERRS , BETUBRELTHRSA :
* EE
» CloudWatch Logs
- HEHH
- REEFEO0

6. iij:¥-|:_$o
7. 7*£ Review and create (B MAIE) RE L , B UEEENEBRHABEEENERITHRE.
8. i%#% Create broker (/2R IE),

% Amazon MQ BIZZENRER , 28 R Creation in progress (IEFE ) R3S
BERERAEFE 15 58,

IRl ENRIET , Amazon MQ £ & 7R Running (IEFEIE1T) R3S
9. i&3#F MyBroker,

£ MyBroker TWEMEZL S , iIZ TAEH RabbitMQ Web 24|14 URL , 40 :

https://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.0n.aws

B2 RabbitMQ K2 11


https://www.rabbitmq.com/management.html
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B, BIETEREN secure-AMQP KixT mo L TFR— amgps LixT K E R IITEFiK O
5671 By =B,

amqps://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.0on.aws:5671
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https://www.rabbitmq.com/connections.html
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* A% Amazon MQ REEHIKE
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« BiEFE Amazon MQ R

+ 1% Amazon MQ REH 43 1T ER
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N Amazon MQ BRERIFRE
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B LA FERA RS R R AR E RS ME M AWS RS EEZEI Amazon MQ,

HE s Jl-ﬁ N

LATFEEFEBT Amazon MQ RS API :

15 EERE
mqg.region.amazonaws.com IPv4
mq.region.api.aws Mk (IPv4 F IPV6 )
mq-fips.region.amazonaws.com X IPv4 B FIPS
mq-fips.region.api.aws Ntk FIPS
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A==

ATFEEFEHAT Amazon MQ R :

13 EESE
brokerId.mq.region.amazonaws.com IPv4
brokerId.mq.region.on.aws Mix (IPv4 F 1Pv6 )
(@ Note
Amazon MQ for ActiveMQ KB F X
A% o

EAMN (IPv4 M 1Pv6 ) im RiEZEE| Amazon MQ

EIAT X3 IPv4  IPve REM IR IR R, HE@RMNRIKS A HIERE |, w2 URL 28R IPv4 5
IPv6 ik, BXMNLH FIPS Jﬁ'ﬁ,\\E’JE§71n B 521 (SDK Z£¥E™m)

Amazon MQ X#HXEXRKixR , XEWREELIF AWS KBEEN RILEHN -0, Nikik[ B
MERALLT®BYE : mq.region.api.aws, Bl , eu-west-1 XA MHERK ,\\\%V\% mq.eu-

west-1.api.aws,

A} Amazon MQ s RN EEIIR , HSH (AWS BRAZE) .

£/ AWS PrivateLink iE#ZI] Amazon MQ

X # IPv4 1 IPv6 B9 Amazon MQ APl 89 AWS PrivateLink ig REEE I FAE = ( VPC ) F Amazon
MQ APl 2 B RMIFEIEE , TN ENREREI LA HBEKN,

® Note

3t PrivateLink B3 UEH T Amazon MQ APl g8, FEATREBER S, AXAEEZEIAK
Big RWEZELR , B2 M Configuring a private Amazon MQ broker,
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-endpoints.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
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E M PrivateLink 158 Amazon MQ API , &4 HE i BEZENEE VPC HelE—
MEO VPC im K. B VPC mRet , EAMRS B com. amazonaws. region.mq
com.amazonaws .region.mq-fips AT FIPS iR,

LI&ER AWS CLI 2 SDK A Amazon MQ Bt , AFEE KSR URL S AL
% :mq.region.api.aws B mq-fips.region.api.aws. Amazon MQ #J PrivateLink %L
amazonaws.com EERMNMINEE. BEXEZEE , B2 H SDK ZEEMHP L FIPS ik S,

BAF CLI RAIE R T i@ Amazon MQ VPC iR AT A# X ( &fE ) XiH#Y describe-
broker-engine-typeo,

AWS_USE_DUALSTACK=true aws mq describe-broker-engine-types --region ap-southeast-2

BXE CLI HEERIKNEMEE , FSRE AWS CLI AEARS

R LER VPC I SERBKBER X VPC I R TEINR, BXESFER , BEHEARSE
g2 &IX VPC siw SBY 5 [F] o

Amazon MQ £4 A8 5 17 38 iE F1 &R X

Amazon MQ R ST FHRIEMBENRGZE , IRBRALHERFRF ZHEEEM R,

& AT RabbitMQ WL i MQ B & 1731 F &R X

Amazon MQ for RabbitMQ X FHU T IAEERNAE :

EERIAN=E .25

LA ES | RIS RabbitMQ RIBRE , FEI Web 4| ANEE API #TEE, EHlE

. XA, AAFIMEBNNRIEEE RabbitMQ FEE. XRHMINFGZE. BXESZEE , BZHE
B AR IUENEN.

OAuth 2.0 B 143 i F1#%4X

fEixfEER , REAFRRENBRHIANT OAuth 2.0 HRMER (1dP) B, EMEHN. XBFT. A5
MEBWAF S0 FRNREY OAuth 2.0 IRALEHR scope REHITEFEE, XMLTAS,
EE , AXUTEUREBRENER. BXEZFEE , BS6 OAuth 2.0 S IFMFEN.
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https://docs.aws.amazon.com/VPC/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-endpoints.html
https://docs.aws.amazon.com/cli/v1/userguide/cli-configure-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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IAM & 1356 1E R 24X

‘EFZED  REAFES IAM HUEBEEHR AWS IAM FiE#HTEHRIE, IAMIESHAFM AWS
ZE2THIRS (STS) IREL JWT S |, X&E JWT SEAESHRIEN OAuth 2.0 ThE, kIEZERAT
5% MQ #XF RabbitMQ B9H A OAuth 2.0 X#F , RabbitMQ 7t 2.0 312/t AWS B, OAuth
AP BHARKIER AWS IAM &8 | MELLEN. B, BASIM B ZIRNRET RabbitMQ A EL
ER IAM REMEERIEHTEERE, BXESEE , BZH IAM S H4RIEMZRN,

LDAP &35 1F F XX

EX#AER , REAFRENRBENEG LDAP B ZRSEE, A FORIEMERNRET LDAP
BSBREPEE , ATRASEARNAN B ZBSESRETR RabbitMQ, BXEZEE , HS 5 LDAP
S HBRIUEMBER,

HTTP S48 iE RN

ExMAES  REAFERENBRANE HTTP RER[EE, AF SHRIEMERFRREES HTTP R
ESREFEE  ATAPEABCHNERRIEMNBIRMERER1HA RabbitMQ. BXIMFENESE
B, BSEHTTP 59 RIEFNITAL,

SSL iE+ S {310 iE

T 3# MQ %1+ RabbitMQ 22 &KX [E TLS (MTLS). SSL SR WRIFFHEAEANRE mTLS EENE
FIREPX AP #TEMRI. EAZEF , REAFER X509 BERBIEPMTRAFBMNEBE
EHITERRIE. RESEENIERMENE (CA) NEFIHBWIERHTRIE , AFRFBRENIPHNFER
(Bl AE (CN) REBZHB (SAN) ) FIREM, WEETHEBINEER TR TIRMUE S 7
Wif, BXEZEL , HSH SSLIEHFHRIL,

® Note

RabbitMQ X #FREIMNFERAZ S HRIEMTN G E. Hla0 , Er SRS A OAuth 2.0 FEE
(REP ) BHEIE, BXREZEL |, 556 OAuth 2.0 HiEH X FEE A OAuth 2.0 A E 2
( BE ) SRR I AR RabbitMQ i/ 8] 2 #3084
Amazon MQ B EN RS RIIRENIE—NNTAF . XAFFER RabbitMQ EIE API
REUMHRERE,. BXRXEZER , BSRIFRINERIE,

EAT ActiveMQ BIIL T MQ B B 1458 11F F R4
EAT ActiveMQ I Di# MQ XU T SR RIEFMBR G ZE :

ERATF ActiveMQ BT D57 MQ B B 838 1F F3E L 16


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/oauth-tutorial.html#oauth-tutorial-config-both-auth-methods-using-cli
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/oauth-tutorial.html#oauth-tutorial-config-both-auth-methods-using-cli
https://www.rabbitmq.com/docs/access-control
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/arn-support-rabbitmq-configuration.html#access-validation
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& S A UE 5 4R 1Y

EX#GER , REAFZEY Amazon MQ Z£HI 8 API Q2 MEEMN, TN AFEEL R
5|, EBH ActiveMQ Web ZHI B HVEERR. BRUFTEZNESZER , FSHELIE ActiveMQ K IE
A,

LDAP & 7 10 E M 2%

ExfAZES  REAFPBELEHEEN LDAP RESSBHNERHRTEMNRIE, EA LB LDAP R
SEININ, BIBRFISHAB R AR A EEMEAG PERE , NTIREEF X FHRIEMBTN, x5 E
NEZELR , FSEE ActiveMQ £ 5 LDAP £,

H4% Amazon MQ R IE 5| Z R A

Amazon MQ K EMN A XIS RE S| BRBEREHMONESIBRE, FHSIBREBELEHT,
HIREEMERES ZAH,

Amazon MQ RIFEIE VAR IZEIH T IFIRASEIERN X.Y.Z, £ Amazon MQ EPH | X RRETERR
K,YRRRERAK | ZRR}TRAET, Amazon MQ X EHPER N FH L -

« FEMAAR - AEELSIBRASERITRE, Fla0, M RabbitMQ kx4 3. 13 AREIRA 4 .2 #
WA EERAS AR,

« REREAR - REXESIBREASERNKRE, flan, MRA 3 ALK, 11 BRE 3. 12 AN
IRBEMAFR .

A LARE R FI R EARE T — IR FHEBRAZRERA . Amazon MQ it X457 BT ERA
FEREEEARIZENENINT RE, FHIMEIREIARBREERNENHRARITH , RER
ELEENREZR. SRERANZIFLILERN , Amazon MQ 2FKEAERET —NREMRA.

F AT REI B

B LAEA AWS BEEES A, 5 Amazon MQ APl ARARIERY 5| ZhxA, AWS CLI
AWS EEEZH A

EARMRENSIFEMRA , FERA AWS EEEZEFE

1. ERERHAFEER L , &&F Edit (%RE).
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2. 1£ Specifications (M#&) T , X F Broker engine version ({XIE5I1ZARA) , M THIFIR ik B H AR
x5,
3. R BREKERHiEE Schedule modifications (it X/1&2R).

4. 7f Schedule broker modifications (it XIXIEER) WE L , X¥ T When to apply modifications (@
RRAENR) T, ERUATEIZ—,

o WMREBHLE Amazon MQ £ F — PNt RI4EF BTERTERMAFL , 1H1ER After the next reboot
(FREFBE).

- MREBRIUNEHBHRBEHARSIZRE , HikE Immediately (IZED),

/A Important
BXHREBEESHRLTELRS. XTEHAE , #REERHH , 8XARE-1
T RE .

5. &% Apply (RA) BATER R A E o

AWS CLI
BEARRIEAYSIZEMA , BER AWS CLI

1. f£H update-broker CLI TR S HIEEU TS , MRHBIFF R

« --broker-id - Amazon MQ FIREBERWHE— ID, BELE
WK ARN 4T ID, Hlg0 , 4L ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
RE 1D ¥4 b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --engine-version - RES|IZBEEAHLKINRES,

aws mq update-broker --broker-id broker-id --engine-version version-number

2. (W) WREBIEARSIZBIRA , iE6EA reboo t-broker CLI tr S E S B R IE,

aws mqg reboot-broker --broker-id broker-id

MREFBEFEINREMNYENAER , Amazon MQ FET — M XILEF BTBRAARKE,
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https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html

Amazon MQ FEANGIER

/A Important
BXHREBEESHRALTELRS. XTEHAE , #REERHH , BARE-I T
RAE.

Amazon MQ API
£ Amazon MQ API AR IEH 5| ZRR AR

1. fEH UpdateBroker AP| #4E, $§7E broker-id ENBES . U T REBERETE us-
west-2 XEH, BXRATAN Amazon MQ s RHNEZEER |, BSHE (AWS —SZE) Fiy
Amazon MQ % = F PR,

PUT /vl1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

HEBERABMPEA engineVersion EEEAR I RENRES,

{

"engineVersion": "engine-version-number"

}

2. (W& ) WREEABEARSIZBRAE , EEMA RebootBrokerAPI REE S BN E, broker-
idBEENBESH

POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

MREFBEHBHNEMUENNAER , Amazon MQ FE T —MRIEHF R BRAARKE,

FHAREIZERE


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html#RebootBroker

Amazon MQ FEANGIER

/A Important
BXHREBEESHRALTELRS. XTEHAE , #REERHH , BARE-I T
RAE.

H4% Amazon MQ {REESSHIZEHY

/A Important

mq.m7g.x EHUEAF Amazon MQ for RabbitMQ X2, Amazon MQ for ActiveMQ X E1X
5 mq.m5. x 6,

RELBIZE (m7g) MK/ (large) WAESHERMH A RIELFIFRE (Hl0 , mq.m7g.large ) , EEX
BIEER , XNERLCEMAEMENEE

- BRinMBASINEHE

- RIEMERE

- REEANEFRHER

- TRHER

BUEN R AR F s AR RESEFIRE (ng.m7g.medium)e X T EFR B/ F - iw A
BAZI, &EMHE, RAFFRUERNATRER  RINBWERARAHNRESLFIRE (ng.m7g.large
RELE),

MBEEBEFMEERB , REMNRRBEIBINEFHE | RIONBWARBNERZFIZEE ( BIN
micro ®| large ) « EAREHNFIZKE | BRI LIER AWS EE#ZHA. AWS CLI 5 Amazon MQ
API,

AWS BEEEH &
EFEH AWS EEESA ARIEAWSEIER | BFHITUTERE

1. &% Amazon MQ E4l&,
2. TEEMSMEKT , %82 Brokers ((RIE) , ABMNIIRFIEZREBEAHRWNAE,

FHRKBISRE 20


https://console.aws.amazon.com/amazon-mq/

Amazon MQ T %A RIEE
3. ERERARFERL , &#F Edit (&RH).

4. BEHRET N TRERXGIKE , NTRIIRPIEEHASZHIRE,

5. ERHEIES , EHEITXER.
6

#£ Schedule broker modifications (it XX {&ck) WE L , X F When to apply modifications (A
RRAENR) T, ERUATEIZ—,

- EETRERE , WREFE Amazon MQ E T —MXIEHFEOPTHEA LK.
- EEVE , MREFLEVNESREHFAREMIRE,

/A Important
BXHREBEESHRLTELRS. XTEHAE , #REERHH , BXARE-1
T RE .

7. & Apply (RLA) BATERR A E R

AWS CLI
EEA AWS CLI ARAERKAFIRE

1. A modify-broker CLI fi S HIBEEU TSI , WRHIFTR.

« --broker-id - Amazon MQ HRIBLERKIHE— 1D,
« --host-instance-type - RESIZBEARARINRES,

aws mq modify-broker --broker-id broker-id --host-instance-type instance-type

2. (Wit ) MREEINEAREFIERE | BEFEH reboot-broker CLI T EZRE,

aws mqg reboot-broker --broker-id broker-id

MREFBEHBHREMUENAER , Amazon MQ FE T —MRILEF R BRAARKE,

FREPIZEE >


https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html

Amazon MQ FEANGIER

/A Important
BXHREBEESHRALTELRS. XTEHAE , #REERHH , BARE-I T
RAE.

Amazon MQ API
E@F A Amazon MQ APl A& CIEH LIS R

1. {#H UpdateBroker AP| #4E, 187 broker-id ERNBESH . U T ROIMBRENRELE us-
west-2 XiFH, BXAH Amazon MQ IR EZEE |, 55 H AWS —iRSE F /Y Amazon
MQ % SR B

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

EERBRFZAFFER host-instance-type EERBEARBNREHIZER,

{

"host-instance-type": "host-instance-type"

}

2. (W% ) WREEEARSIZFEMAE , FEMA RebootBroker AP #EE#TE 3 A
E, broker-id BEENKES I,

POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

MREFBEFBINREBEMNYENAER , Amazon MQ FET —MXIEFBEAARKE,

FHRKBISRE 22


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
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Amazon MQ FEANGIER

/A Important
BXHREBEESHRALTELRS. XTEHAE , #REERHH , BARE-I T
RAE.

Amazon MQ for ActiveMQ ZfER &

Amazon MQ for ActiveMQ 3z 3#F Amazon Elastic File System ( EFS ) 1 Amazon Elastic Block
Store (EBS ) » BRIAERT , ActiveMQ KEEH Amazon EFS #{TREBE#, EMNAESATAK
WEEFAMENEHTHEE , BFEA Amazon EFS, EFARKERMSELE , & A Amazon EBS,

/A Important

« A EEYF Amazon EBS 5 mq.m5 RESEHIR B RFIE SFEH.
- REGUUERNERFIKE K BEVNEBRBEZELEIERNEBEFMER,
- Amazon EBS EEANTHXAEHIEIE , BFZHF ActiveMQ E3/Z FAIBER,

FHREEZENER
TREEER T ActiveMQ RER A TE. Amazon EFS fl Amazon EBS FEE R Z AN ER,
eX ) e Persistence 115 A 2= 45 BNOIESEY £l

HERASH 2 VIR 8L
BEXEE (1KB

HE )
AREd A - REWRMN 5000 7
- UEBEER
- MBELH
=
Amazon EBS BEmN - REXAK 500 BEANTAK (AZ)

REYZ Bl

i IRS 23



Amazon MQ FEANGIER

TR Persistence T I{E A = BN ESEEY £l
HERA H BB 8L

BAHE (1KB
)“ﬁlJ%\ )

Amazon EFS BFEM SRS 80 BZANEIAR AZs

NERHEFRREHRENEENGESHNELE, BR , EXPBRIREBEHRSHHE , HELE
Ko

Amazon EFS WiRITEBREMMAY , ABESNAGHHRTES , AZs Uy LA TAEMRENEHR
HEESH A A X T AENEEmNSRNBIEE K. Amazon EBS AN ERE#TMHIL , AAESR
MNARAXPESMRSBRHITES

BLiEFAEB Amazon MQ {38

ARERBFEZLORIFENER , TEMNEH VPC AAEBiEHE, EERELMEREZH , BEEEBX VPCs
FTRMEZEHNUTER
 VPCs

. REWFMHAREABALFE— VPC H,

- FERALENRER , BUEESFRIRE VPC FEEM IP ik, XL IP #itK B Amazon MQ Eit
]iE , TEERE,

- M

« MRFMUFHE VPC W, W% VPC XAHBIBRRENE —KFHE.

- MRRRHFW , FEARIA VPC FHBINFM,

- REVNEE , MEANFREEER,

« WFEEM active/standby RIE |, FMUTNF AR AT AKX,

« NTFEXRPIRE , BANEEEFANFN , ABENER—TARAGIE,
- T2

- MRRRMHLLE | FEARMIAVPC FHRIARS A,

« B, EBM active/standby REBEEDVDEZEE—NZL4A (fl0 , RiAzL4d ),
BEMLERE 24




Amazon MQ FEANGIER

® Note
23 $t RabbitMQ REFERFMRL LA,

- REQER , MMEANT2ATEER, REAXRFNITBH.

EHREMAZLA AWS EEEZFIA

EREVENRE , FELE AWS EERH AP EENNE, R , EMNKZRE B0 , RUTIRE
B RIEAEREN

1. NENRKREBEZEMFFRR. EEZIFAARE , ALER IPv4 IPv6, X (IPv4 FIPV6 ) .
BXEZER , S Connecting to Amazon MQ,

2. ETXR, ZREHAFRINVPC, FHHNZE4A  ERERIA VPC, TRMELA, NMRERF
EEARUNIIAER VPC, FRRZEH , NLTOEZ - FRN T eEEINERE,

® Note

NTRHAEREEE , ERAFEREME T IPREAR., KEGERF , VPC HINE
EEW , AERAEAFMEFRE IP RE, MREEERIME IPRE | A EEHN
RE,

® Note

Amazon MQ for ActiveMQ F~fEH VPC imR. SHZEREIZE ActiveMQ KERT , Amazon
MQ &% VPC FfiE — MMM EED (ENI ) . Z2ANTENI &, HETMAFAHEM
ARERE,

WERA AT AR Amazon MQ £ Web #2#]1&

HERAELENRTTHRINERE , SIZZLL AR AWS K/ ID AT A RFAALRL R, MRXA TR
BNATAIERE , NAFEIT FH SR sEHRAER Web 24 &,

1. £ public-vpc 8/ Linux EC2 4l ( MEXE |, BEELEIP),

EFREMAZLZA AWS EEEREE 25


https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/getting-started-activemq.html

Amazon MQ FEARIERE

2. ERIFVPCHEERARER , FEYZ EC2 28 sshiE#E |, # curl S E5EKEMN URI
“gEeER.

3. MEBHITENH , FRMEZHXHIRENAE EC2 24|89 IP it 8|23 EC2 24|89 ssh &
B, flm :

ssh -i ~/.ssh/id_rsa -N -C -q -f -D 8080 ec2-user@203.0.113.0

EENITEN LR R KBRS
4. REREEFIR , flaFoxyProxyE &R iTEH L.
5, HEAUATREREBENKERE K

- WFREEE | HIEE SOCKSS5,

« XF IP sk, DNS EMMIRSBREM , BHEE localhost,
- WFiHO , IFIEE 8080,

« MIBREAIRBER URL X,

« XF URL = , iBEE *.mq. *.amazonaws.com*

o WFEREKE  FEE HTTP(S),

EEERAREBEFIRE , @A NEENITEN LR Web 25187,

/A Important

MRFEANERAENRE  NAELFRRE VPC HEER IP i, XL P itk B8
Amazon MQ E#ftii% i _ER RabbitMQ , TEFE{ARE,

1TX Amazon MQ R EE Y 4E47 B ER

F4P TR , Amazon MQ KEHXEEAENES, RERSHEIZRFHTET . HlU , MREE
T RERFIRE | Amazon MQFET —MIXEFEOPNALHER. EFHFEFERKATE
e, BEERTHEERERZFENRE, BEEREESZNMTAHAK (AZ) BESSTRAMNAES

FEEN , IUKRKRE B %5 i RR R FEHLETE .

Amazon MQ for ActiveMQ B#tFz)/% AZHE , UXISTAM. EE3/ZHAERXT , Amazon MQ
—RERRIT—IEBINLEFRE , ELDF—PROUREFTAH, kA | BETT LU IE N E 45 iR 2 8L

TR E LR 26


https://getfoxyproxy.org/

Amazon MQ FEANGIER

£ —RAMA. Amazon MQ for RabbitMQ 2 EEHIE , USRS TAM, EEHIEEF , Amazon MQ
BYBARBEEDPHNMNEITTR , BRRX T RRITHFBRE,

BXRCIERERN , AILUR4EF N RZFESANEENRERNIT —R, £ T —NMINEFREF B2
Bl , BHRZRARFRNENEFREKR, REBEFRNERERE , Amazon MQ 2EERS , &I LE
T—MEFNRHENA BRI, ARRELT RN T2ZRAIERN 7T A,

FRBRREBE4PNER , BULERAWS EEEHA. AWS CLI 5 Amazon MQ API,
EAAWS EEEFH & ITRMCEBLEF T E
FERHAWS EEEFH & RABEREBEET IR

1. %&ZF Amazon MQ ##lA&,

2. EEMSMERKT , i&£#F Brokers (RIE) , REMNIIRPEREZEARHRE,
3. EREBHAFERL , %EHF Edit (5RHE).

4. 7£ Maintenance (%#) T , $RITA T8 1E,

a. XTF Startday ( FF#5H ) , N THFIFRHDEFZEHJL , 0 Sunday ( 28H ) .

b. T Starttime ( Frigatial ) , EBREEN T —MREBLEF TREZHN —XPy/ et Mo |
flan 12:00,

(® Note
Start time (FF#RETA]) ETR A UTC+0 BY XHITHE -

5. $ETX , ERITIMER, REEREBETXREBRBHIEN, #%EIF After the next reboot 5 37 B} S8 Fr 4
BO K MEFESRE, #BIFIANEFRE,

6. TEREBIFMEENE LM Maintenance widnow ( £H TR ) T, RIEREE R T HOEIER TR,

5/ AWS CLI it X EB 4 T ER
£ AWS CLI BAEREBLF TR

1. f#H update-broker CLI tF B HIBENUTSE , LIRHBIFTTR,

« --broker-id - Amazon MQ N RE4EKHIME— ID, ERTLE
HEE ARN f#47 ID. BN , 44 LLF ARN arn:aws:mq:us-

TR E LR >7


https://console.aws.amazon.com/amazon-mq/
https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html

Amazon MQ FEANGIER

2

east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
L2 ID A7 b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --maintenance-window-start-time - BEUTEHHIRHENESRALE P HERTHRBENS

o

. DayOfWeek — EHiJL , fEFALLFiB3E : MONDAY| TUESDAY | WEDNESDAY | THURSDAY
| FRIDAY | SATURDAY | SUNDAY

« TimeOfDay - BY[E , XA 24 /et

« TimeZone - ( A& ) X , AAARABER/MX/AEHH UTC REBERN. RIARENR
UTC.,

aws mqg update-broker --broker-id broker-id \
--maintenance-window-start-time DayOfWeek=SUNDAY,TimeOfDay=13:00,TimeZone=America/
Los_Angeles

( 3% ) £ A describe-broker CLI R SR UELEHF BT B R E E R IIEH.

aws mq describe-broker --broker-id broker-id

£ Amazon MQ API it RI{R B4 BT ER

£ Amazon MQ AP| /X IE 4 3 i B

1.

£/ UpdateBroker AP| #4E, 1§%E broker-id N BESH. U T RHIMBRERERE us-
west-2 X, BXAH Amazon MQ i RN EZEE , EZH AWS —fixZ % Y Amazon
MQ ¥ S B E

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

EERAFEFFEAFEA maintenanceWindowStartTime S8Hl WeeklyStartTime BIRE
B,

{

"maintenanceWindowStartTime": {

TR E LR 28


https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-weeklystarttime

Amazon MQ FERARER
"dayOfWeek": "SUNDAY",
"timeZone": "America/Los_Angeles"”,
"timeOfDay": "13:00"
}
}

2. (W& ) ER DescribeBroker APl ERBITEF R REER N EH. broker-id BIEEN

BRESH,

GET /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

EF Amazon MQ KB

ENRENAFRE  BUNESNE,

(@ Note
MRIEH ActiveMQ REFTEMA , LA UERRELUMBERSTRE.

LT REERIMMAIER AWS EEE4|AER Amazon MQ RE,

EHF Amazon MQ RE |, FRITUTIRE

1. &3 Amazon MQ ##l&,
2. MZRLAFRS | ERENLLEHEBRH (HlE MyBroker ) o
3. fEMyBrokerWH Lt , %&FRE , EFRE,

/A Important

EXFRERFEERRFLTHRIRS, SHRERTA , E—RRAEEE - R

4. £ Reboot broker iEFHEF , i%£# Reboot,

ERRE

29


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://console.aws.amazon.com/amazon-mq/

Amazon MQ FEANGIER

ER—RERATES 7. NRESSEXRFXNPNEXRHERIIRERSHAE LT, I
ERSEARFTEERNE,

i B& Amazon MQ 38

MBEFFEAT LS MQ RLHE (T 2MITEFTARNRRAEAE ) , WHREMEEFEMN
Amazon MQ I BRUARBRIER AR, AWS

AR RBIERIMAE R AWS SR 4 A BIBRAE,
M ER Amazon MQ 3B

1. &5 Amazon MQ #24l& .
2. NELEHRP , EBENZELHE (a0 MyBroker ) , AR IEZEMIBR,
3. TEMIERTPMyBroker ? FHEESH , BA |, deleteRFTEE ‘B

BERRIEBRAFE 5 54

Amazon MQ KBRS

REH HFROR RS R, FRIIHET Amazon MQ RIEEEVIRF

#HAE AP 588

BIE XK CREATION_FAILED TERERE,

EEOIE CREATION_IN_PROGRESS B Al 7 Sl A,

IE 7 M B DELETION_IN_PROGRESS B Bl [E7E M BRACE,

EEER REBOOT_IN_PROGRESS Bl EEERRE,

B1T RUNNING REALUET,

FREKRIRE CRITICAL_ACTION_RE REIEEET , BRATERLER
QUIRED S, BEVAMITRE. BY

MV 2 o B 5125 PR 4 4

T BRACER

30
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Amazon MQ FEANGIER

ZHa API i BH
EFEAEE |, &AL B #RR
) B A9 5 BH o

A Amazon MQ &RARINIRZE

EHLAHFRMRER Amazon MQ BRUAHITRADE , BELURMAFHRAREREE B W T

ENE, XELRAEESRENLHER., SUUFEAREISBRSHR AWS ke | SURBREFS
AL, ERTIHIRE , BRI AWS K KkE RIS ENRSBINE. BXEZEE , FS5H
(AWS BillingFl F{Em) FMEEAERA D BiRE.

Blgn , LAILURINZR R Amazon MQ BRE R A O ARIRE

BIR B =]

Cost Center 34567
Brokerl

Stack Production

Cost Center 34567
Broker?2

Stack Production

Cost Center 12345
Broker3

Stack Development

EEARIE T REB LR MATHERESHRME S ARE — KRR |, B ERTE KA D BERERIC
THEXBRE,

£ Amazon MQ #2 &l & R inFrE
BEUATESER , B LAE Amazon MQ 84| & FIRENRIEECIEZN T RANMIRE,

1. M Create a broker (BIZ2{E) WEF , %$F Additional settings (Hft1iRE).
2. 1E Tags (f7%) TH , %# Add tag (R INFRE).
3. HA Key (8) M Value ({8) X

#Rig 31


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report

Amazon MQ FERARER
4. (A& ) &EF Add tag (RINRE) @RS MRE,
5. 1%3#% Create broker (8|2 EE),

EEQIREERFNIRE |, BT TERE

M Create configuration (|2 EE) WEH , 1% Advanced (F4).

£ Create configuration (BIZ2ELE) WEH LK Tags (]5¥) T , 1£#F Add tag (RINFRZ),
WA Key (8) # Value ({8) X,

( AIi%E ) 1% Add tag (R INFRE) LM EE RIS MRE,

%4 Create configuration (B1Z2E &),

o ~ w0 bh =

ANINFRE R |, B LAE Amazon MQ BHIAHEE. RENMBRERNIRES, SIETLEER REST API
EERBFENIRE, BXEZEE |, i85 Amazon MQ REST API &%,

1£ Amazon MQ $## & R IR IRE 32


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tag.html

Amazon MQ FEANGIER

£ Amazon MQ for ActiveMQ

FIFA Amazon MQ , TR EAES N ERNITEMEE R R ZEENRE, BULFERAWS &
4 A . Amazon MQ REST API 5 AWS Command Line Interface #12., &2 MR,

Amazon MQ for ActiveMQ RIBA[ERN ESHIRIBR T3/ AREBEHRITHE, N TXHIBE
N , Amazon MQ BE TRE#EHREREHSIZIAM,

® Note

Amazon MQ £/ Apache KahaDB {E N HEIEFM. T XHFHMEIEFM , 20 JDBC M
LevelDB,

B LURRENRE | FERMERA ActiveMQ XEHNEMRHEZEES ABEI AU THLEABSA TLS :

. AMQP

© MQTT

« ETF WebSocket 5 MQTT
+ OpenWire

« STOMP

- BT WebSocket #§ STOMP

E T #AX Amazon MQ REST APl BW{EE. , i3 Amazon MQ REST API &%,

Amazon MQ for ActiveMQ X8

A4 2 Amazon MQ for ActiveMQ X3 ?

RE Ri21THE Amazon MQ EAEEREIRE, ©E Amazon MQ BWEARER, KEEHIZE (m5)
MA/D (large, medium) WA ESERFRNAREEHIZEE (HlE0 , mq.m5.1arge ) » BXEZER , B
2% Broker instance types.

c BRHIRER-NMNTARFHN—NMEBARK,. REBESENNHARER LR Amazon EBS 5 Amazon
EFS I &HITEE.

Amazon MQ for ActiveMQ %32 33


http://activemq.apache.org/kahadb.html
http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ FEANGIER

s FH/EZARBAFNTEATAXFHNFENMMEBAR , BBEA TR . XERBSENNARFUR
Amazon EFS #TEZEE.

BEXEZEER , 2 Amazon MQ for ActiveMQ KIEHI ZBE £,

BRI LR A B3R EMRAF R IATE Apache K RIS B FRERAE B3 ARBIFRERSE. B3
ARELEFRBEARE , ZEFHRERAER/L. JLR (24 DEHER ) MEFX ( BRIAR UTC ) E X

BXRUBNEERENER , BSRAUATRE .

o Al : S HIEE ActiveMQ I8
- KB

* Broker statuses

REFNER W

ERBAGREHRE | FERMEA ActiveMQ XFHNEMRHEES ABI N ATHIEABER TLS :

- AMQP

. MQTT

- BT WebSocket B9 MQTT
* OpenWire

+ STOMP

- ET WebSocket ¥ STOMP

&%

ActiveMQ REEBFJLNEM |, Hlu0 -

« & (MyBroker)
+ ID (b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

 ActiveMQ Web ###|& URL (https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mg.us-east-2.amazonaws.com:8162)
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http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html

Amazon MQ FEANGIER

BXEZEE , 555 Apache ActiveMQ XHHHY Web #2# A,

/A Important

MREIEENRNME T B ETE activemg-webconsole A | BT E[EA ActiveMQ
Web #&14& , RRZAKRIKEENE Amazon MQ REBRFZHERZWRBZREREE,

« HRPWLIRTR:

« amgp+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:5671

 mqtt+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com: 8883

* ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617

® Note

X2 — OpenWire &I Ko

* stomp+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61614

* wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619

BEXEZEE , 5501 Apache ActiveMQ X4 K il B 1% 5l

(® Note

NFE3H/ZHARE | Amazon MQ EEFE ActiveMQ Web ##l& URL , BEEXRE—1
URL & F5EZNIRES. B , Amazon MQ ABNERIDPNEE—FNLETR , BN HR
B NMNETRAEFEIRS. -1 M -2 FBRERTITRM

BRAREEMENTEIR , 25 (Amazon MQ REST API 2&) FHUTRHE :

« REST #24E ID : Broker
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« REST #4E ID : Brokers
« REST #4E ID : Broker Reboot

KERF

ActiveMQ B F 2EEB 17 ActiveMQ REWRAFIFMEEN AN ARERF, BULLHAFRENESR
EMNPR, Hilan | @Al AR ERFiGE ActiveMQ Web #2#| A,

AR—MEMIRE, BUUNAFRSEA , HAABRERE, EIBAEERSER S EBHRR,

/A Important
NAFHTERTSUEFEINATAS. ENAER , YMERFT - 4PRFEFES N
B,

BEXAFPMARNEE , H2ZH Apache ActiveMQ XHEH LT E S

* Authorization*
o RN

BXRoZ. mENMER ActiveMQ BFHNER , BZRAUTARE :

« BlE ActiveMQ RIEAF

» Users

AFE%

EXAFPEMNTEIRK , 5 (Amazon MQ REST APl &) P UTAHEA :

« REST &4 ID : User
« REST #4E ID : Users

Amazon MQ for ActiveMQ {3 Y 3B 2 1% I

Amazon MQ R IBIZ 8 Sc | M ERFZBBIE T,
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http://activemq.apache.org/security.html#Security-Authorization
http://activemq.apache.org/security.html#Security-AuthorizationExample
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html
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EI 1 : Amazon MQ B SE 548 I8

BHIREBEE-NTAXFH—MMEBARK. KESEMNNARERUK Amazon EBS &% Amazon EFS
EEBHITERE., Amazon EFS ZEEEBNEZ N THARXURFMHIFERBHES KA AE
MATAM (AZs)o Amazon EBS 4 MRERFMSHEHEH T TIMILHREFH, BXEHEEITNE
%ER , 12 Storage,

TEHEAT —NEXHIRE  HPasEZ/ AZsKAIEHIK Amazon EFS 7%,

! Amazon Web Services Cloud

=)

Client ; Amazon MQ ! EFS Volume
- Broker i
us-west-2a !

TEUAER Amazon EBS R ELHIRBEEENATAXPE SRS R/FIITES

! Amazon Web Services Cloud

—=

Client Amazon MQ EBS Volume
i Broker

us-west-2a

...................................................................

I 2 : WE# MQ active/standby RIS & 0] A4

FH/EAREBEAFNTETHARTHNHENIMMEBLAR , BN TR, SERBELENNARFUR
Amazon EFS #1T[E% &S, Amazon EFS Z# & EE BB N TARXTREEBERRERESR
BT AR T A (AZs)e BXEZEE , S Storage,
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B, EARRBRE-MERALFEDRS | RRERANLFERRS, DREH—MRIE
I TR EERTES | N Amazon MQ BER R — B 8 F S EHFFHROELRS, XA
FETRR BIFIE AP FERRSH I REER ABE. CADNEFEINREESFSHE
WHRBRE, ULBRREN  HEHBRELDH.

X F active/standby fX3ER , Amazon MQ & T 4 ActiveMQ Web ##|& URLs , E—XRREFE—4
URL WF5EFIRES. B, Amazon MQ AEMER IR E fﬁi/\*‘l“‘* =, {8 ﬁm%ﬂﬂﬂ 15—4

237 REP=) L:J:/EZS’JH( -1 M -2 BRERRTIARN . N TFEBRDUIRSK , 1’.,931"'11,1?1’..&5’9}?"}5%5}'%"@
Fﬁﬁ’ix&%%%’ﬁ EEE 'JE Ui o

THEi%E TEZ A active/standby KB Z B E #] Amazon EFS 17 AZs,

! Amazon Web Services Cloud

Amazon MQ i
Broker us-west-2a

-----------------------------------------

Client EFS Volume

Amazon MQ !
Broker us-west-2b |

Amazon MQ {CEE W £&

Amazon MQ % # ActiveMQ X IE M & IhBE,

RIZM KR SN EERN B EFIRIESR active/standby REBAK, RIEREMETUELZSMES
FlIRE AN, REEOMNARTE,

REM L 38
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RIEM &G04 THE 2

RIEMEEL LR EERBRT —MEEED S —MEKREL, MEEEREREN-—IRERS -
MENEZFEELE, MEEERREREREEPEENENIHNIERE. N TIENTESE , HENX
M= PMREBERE S —ME, XTRIEE , HEERMNMMEZEANEE R,

MREMEEZSBHEBEBRINT |, HEHBAM Broker2 ¥ & Zl Broker1,

BRUEREMEPRNERAFEMNTMNTERE, BAEFESIATS —MEBHANTEEURER
B, SBRREEMN, NITEENTMAA#E Amazon MQ RERENI S IR BREM.

RIEM L AL B TSR 2

EZFERE AEBEIMNETHREB , REAXAFABRNER K RETMEtRENERE—
¥, BRBERE AW <networkConnector> BEEHFRMZD K MANELAEREA LjE—1
EREB LHNS— NAFEEMHREENAF, (XEAFPRAZEHERAFEMEZEBENIE B —HHA
F ). HEIE <networkConnector> BLEHIEE userName BHR , Amazon MQ FEZE/TRR B3
WINZEL,

/A Important

B2 A <networkConnector> $8E password B, RIMNTENEREBRENXHFEHESH
XEB , AAXLEZBE Amazon MQ ZHIEF AR, BXEZEER , i3 H Configure
Network Connectors for Your Broker,

X

ERERE AWS XENREMSE  FEXEXEHENE , AENXEREN KU E M &EESR,
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Brokerd

EREGE R —FHNREMSE , EA LU networkConnectors 5k B NZI Broker1 1 Broker4 Ry

BLER , U5 AXERENLERLIRT Ko

Broker1 By M 4KIEIESS

<networkConnectors>
<networkConnector name="1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_4" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd66@0b553-4.mq.us-
east-2.amazonaws.com:61617)"/>
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</networkConnectors>

Broker2 By W &IiEH#ERT -

<networkConnectors>
<networkConnector name="2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker4 By 4KIELESS

<networkConnectors>
<networkConnector name="4_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
west-2.amazonaws.com:61617)" />
</networkConnectors>

BB EMEEREITNITHERE

BR T ELi& networkConnector stk , Bk AT MABEL B ZRH IR transportConnector ETUAE A3h
DHEER , UREMNREFRNSEHRREEEHRFEHIELE,

<transportConnectors>

<transportConnector name="openwire" updateClusterClients="true"
rebalanceClusterClients="true" updateClusterClientsOnRemove="true"/>
</transportConnectors>

FEARHIH | updateClusterClients l rebalanceClusterClients #i&EN true, EXM
BRT , REcnBFHREMZFHRENIIR , MEZFHEEEMREMARBERIXLEREBELR
T,

A kT

« updateClusterClients: MEFFimfZiE2EXREHRHIFNEFHNERNER.
« rebalanceClusterClients: ¥ & Fine B F RN 2 IR P 45 Y 351X Lo 38 BB 37 T 1,
« updateClusterClientsOnRemove: EEREETREMNEN , ENEFHBHAIMER,
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%% & updateClusterClients A true i , EF IR A UERE RN EZIINEREPNENE,

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

east-2.amazonaws.com:61617)

HENWALrEREN , BFREIMSE URIs FITBLLANSIR, MREEIRERM , ©A U

M EHEEMARENAEZ—
BRBEEBNESER

FZ B Active MQ AR A T HIEHE B IR iRIE T,

Amazon MQ for ActiveMQ X EESE 5|35 F

REELBIZE (m5) FMA/D (large, medium) WA SHERFHE N RELHIZEE (B0 , mg.m5.1arge ) o

TRIET AT ActiveMQ KREH Amazon MQ KB EH

Amazon MQ £HERFIRBXFLIE AT EDRA 90 RAHBH, BMNBWEZFL L Bz
RIEARBVFFAKBISE | LR LT H U

/A Important
2025 £ 3 A 17 B2/E , BFEME t2.micro i mg.m4.large LBIBRKE,

mq.t3.mic

mg.m5.lar
ge

mq.m5.x1a
rge

mg.m5.2x1
arge

vCPU

W77 (GiB)

16

32

HEEH

Wk

£

£

255

T

EFS

EFS 5 EBS

EFS 5t EBS

EFS =X EBS

Amazon MQ
KIFFF

42
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LR B vCPU HN7F (GiB) HEMEA ER Amazon MQ
KL

mq.m5. 4x1 16 64 47 EFS = EBS

arge

BARELEIRFINESEE  BEHEEEBRNREXFIRBEUINSGEFLE,

Amazon MQ for ActiveMQ X IBf &

BEHRTEEM ActiveMQ REMFTBERE ( XA XML #3X , ELTF ActiveMQ B activemq.xml
X)), BRANECERE , AGUERE, 25, EUUNEENA T — NS ME,

/A Important
NEEXTERFXVNEANAERE, ENRAESR , UAFFT —EFPRIEFEER
B,

B BEE A DeleteConfiguration API iRRELE. EZEE , 5% Amazon MQ APl &
EHWELE,

B
REREBEALEY , fim:

« B (MyConfiguration)
+ ID (c-1234a5b6-78cd-901e-2fgh-3145j6k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)
BEXBEEBEMMNTEIIR , ESH (Amazon MQ REST APl &) HRHTHE :

- REST #4E ID : Configuration
« REST #4E ID : Configurations

BXBEZITRMENTEIIR , BSHANUTRE .
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« REST #4E ID : Configuration Revision

« REST #4E ID : Configuration Revisions

f# /A Spring XML BELi& X4

£/ Spring XML X#KEE ActiveMQ X3, EAIUEESH ActiveMQ REMNEZHE , WFE X
BHr, BAREM, ROCGKBMEMS. Amazon MQ BHIHFP-—EERETE , MNFERNERE. BAlF
REFHMEEEDT , el EAENMNE,

£ Amazon MQ XML 2 FIEE T £ EZXFHNE BRI : B AERA LT EEE T 82 IFRME zip
Mo

* amazon-mqg-active-mg-5.19.1.xsd.zip

 amazon-mg-active-mq-5.18.4.xsd.zip

* amazon-mg-active-mq-5.17.6.xsd.zip

 amazon-mg-active-mq-5.16.7.xsd.zip

e amazon-mg-active-mg-5.15.16.xsd.zip

& AT DU A X S R A SR IQUE B B BB B M . Amazon MQ & R BN L& XML Xk HEL
B, E&LEME XML XS, Amazon MQ £ BEI RFREFIFEMBPIBRE R MELNEESHK.

® Note

BREFERAEMENEDSE,. Amazon MQ 2NEWEEHFEEE Spring XXX, TEMTE
S| TENEM.

B2 Amazon MQ for ActiveMQ RIEE &

BEFITEEM ActiveMQ REMFTEIRE ( XA XML &3 , £LLF ActiveMQ B9 activemq. xml
Xt ). BULECREE K ARECERE, 2F , BULERENAT—1MSZME, ERLE
RS E4 i B B A B,

LT REERIMMAER AWS EEEFH A EBFAA Amazon MQ REE E.
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https://docs.spring.io/spring/docs/current/spring-framework-reference/
samples/amazon-mq-active-mq-5.19.1.xsd.zip
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samples/amazon-mq-active-mq-5.17.6.xsd.zip
samples/amazon-mq-active-mq-5.16.7.xsd.zip
samples/amazon-mq-active-mq-5.15.16.xsd.zip
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/A Important

B BEfE A DeleteConfiguration API iRRELE. EZEE , 5% Amazon MQ APl &
EZHWELE,

SIEHMVEE
BOEFNAERE , aABEENEE,

1. %% Amazon MQ 4|5,
2. &EEM , BIASHMER , AFERE Configurations (ELE).

Amazon MQ
Brokers
Configurations

£ Configurations (Eti&) TWE L , % Create configuration (BIE2EE).

4. HEBRREENEMNEAREESHS , MARERN (S MyConfiguration ) FIEFNRIESIZEM
o

(@ Note

ZE T #AX Amazon MQ for ActiveMQ X #FH ActiveMQ 5| ZMRAHNEZFER , 5 Hthe
section called “fRAEE”,

5. ZEMIREE.

BT B EE1T
PIERERES  SECAREBITREERRE.
1. MEEIXRPEEMyConfiguration,

@ Note
AT Amazon MQ BIRE B N IREIRE —MEEEZT,
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fFZMyConfigurationWE L , FE RENFEEMBITRERNRIESI ZRBMARA (Hlan0
Apache ActiveMQ 5.15.16 ) .

2. f& Configuration details &I+ £ , @& REEEITS. ERM XML FXHWREERE,

(® Note
REINERERNE—MHHEEZT.

Revision 1 - to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

2 configurations support a limited subset of ActiveMQ properties. Info

<7x¥xml version="1.8" encoding="UTF-8" standalone="yes"7=

<broker xmlns="http://activemq.apache.org/schema/core"=
=l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

3. #%#% Edit configuration (4R ELE) H X XML BE#H1TE R
4. EBRREF.

Save revision (fR7FE1T) JHEEHI,
5 (Hi# )ZEBE A description of the changes in this revision,

6. EEFRF.
HerFERENHET.

/A Important

Amazon MQ ZHI A B RELEMRBFELINBLNEES K. EXEZEEMANT
B XML S ¥ TR IR , i3 5Amazon MQ Broker Configuration Parameters,

BIERE 46
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MEESITRAERE

BITERESR , TR EE ST iR A BRI,
1. FEEM , BFSMER , AE%ERE Brokers (RE),

Amazon MQ

Configurations

2. NELAFERAP | EFENIRELE (Hla0 MyBroker ) , REERRE.
3. 1& “YmiE MyBroker” MHM ‘FE” #8500 , EREENSITR , RAEEEF TSR,

4. 7f Schedule broker modifications (1T XIXIE1E k) BB , 1E#E R 7 During the next scheduled
maintenance window (T~ —/MtXI4E 5 B ERHA[A]) I£ 2 Immediately (3ZB) RS,

/A Important
BXHRBEESHRALTELRS. XTEHAE , #REERHR , BARE-IT
KRB,

5. EEMNMA.

ICHVEC BAETT R FE TE RV B i) B A B SRV AR R

Y% Amazon MQ for ActiveMQ BB 1£1T ik

MEESITHREAZNRER  SUREENHATHEE. BRUATHARBEEEZ TR,

1. &% Amazon MQ ##l&,

2. MELAFERAP , REBEHOZRELHE (a0 MyBroker ) , ABEERRE

3. 71EMyBroker M Lt , %&$#F “UmiE’",

4. 71t “Y4m%E MyBroker” MHK ‘BME" &% , EF—NEREMN —MEITR , AGERERE.

mEE B BT IR 47
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5.

® Note
MRIFFBEQNBREMEREE , BN ST Amazon MQ BIZERIER B GIEE —NEE S
To

f£iZMyBrokerWH L , FEREEFEANNRIESIEBRBEFARA (20 Apache ActiveMQ
5.15.8 )

£ Configuration details &+ £ , @R REEEITS. #ERM XML HXHREBERE.

(® Note
REINEERNE—MHHEERT.

Revision 1 - to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

2 configurations support a limited subset of ActiveMQ properties. Info

<7x¥xml version="1.8" encoding="UTF-8" standalone="yes"7=

<broker xmlns="http://activemq.apache.org/schema/core"=
=l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

1%#% Edit configuration (4REEEE) H X XML ELE#H1TE R,
EERTF

Save revision (fR7FE1T) JHEEHI,
( Al ) 388 A description of the changes in this revision,

ERRF

HerFERENHET.

mEE B BT IR 48
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/A Important

Amazon MQ BHIA LB BREEWREELINZELNEESH. BXEZEENAT
B XML SRR , 2 Amazon MQ Broker Configuration Parameters,

Amazon MQ BLEH AT TE

THER Amazon MQ BEEF A FH TR IFAIIR, BXREZER |, 1S H Apache ActiveMQ X4
7 XML EiE,

Element
abortSlowAckConsumerStrategy (BH)
abortSlowConsumerStrategy (Ei%)
authorizationEntry (EBM)
authorizationMap (FE&TTH)
authorizationPlugin (F£&H)

broker (B | FE&TH)

cachedMessageGroupMapFactory (BH)

compositeQueue (B | FEETTE)

compositeTopic (B | FEETH)

constantPendingMessagelLimitStrategy (BH)
discarding (EM%)

discardingDLQBrokerPlugin (E)
fileCursor

fileDurableSubscriberCursor

RFW TR 49
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Element

fileQueueCursor

filteredDestination (E1%)
fixedCountSubscriptionRecoveryPolicy (B1E)
fixedSizedSubscriptionRecoveryPolicy (BH)
forcePersistencyModeBrokerPlugin (BH)
individualDeadLetterStrategy (B1%)
lastImageSubscriptionRecoveryPolicy
messageGroupHashBucketFactory (BH)
mirroredQueue (EBM)
noSubscriptionRecoveryPolicy
oldestMessageEvictionStrategy (BM)
oldestMessageWithLowestPriorityEvictionStrategy (%)

policyEntry (BY | FEEXH)

policyMap (FEERE)
prefetchRatePendingMessagelLimitStrategy (B1E)
priorityDispatchPolicy
priorityNetworkDispatchPolicy
queryBasedSubscriptionRecoveryPolicy (B1E)
queue (E1%)

redeliveryPlugin (B | FEE&TH)

RFHITTE 50
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Element

redeliveryPolicy (EM%)

redeliveryPolicyMap (F5&H)
retainedMessageSubscriptionRecoveryPolicy (FEERER)
roundRobinDispatchPolicy

sharedDeadlLetterStrateqy (B | FEETH)

simpleDispatchPolicy
simpleMessageGroupMapFactory
statisticsBrokerPlugin

storeCursor

storeDurableSubscriberCursor  (EM)
strictOrderDispatchPolicy
tempDestinationAuthorizationEntry  (BM%)
tempQueue (E1)

tempTopic (EM)
timedSubscriptionRecoveryPolicy (B1%E)
timeStampingBrokerPlugin (E1M%)

topic (BM)

transportConnector (E)
uniquePropertyMessageEvictionStrategy (BM)

virtualDestinationInterceptor (F&&HK)

RFHITTE 51



Amazon MQ

FRARER

Element
virtualTopic (EBM)
vmCursor
vmDurableCursor

vmQueueCursor

Amazon MQ BLER RIFH TEREEMH

TH=Z Amazon MQ BEEF AT TEZRHEBEMNIFAIIR, BXEZEE , i5SH Apache
ActiveMQ X H XML BLiE,

Element &%
abortSlowAckConsumerStrategy abortConnection
checkPeriod

ignoreldleConsumers
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration
maxTimeSincelastAck
name
abortSlowConsumerStrategy abortConnection
checkPeriod
ignoreNetworkConsumers

maxSlowCount

RFHEM
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Element

authorizationEntry

broker

B

maxSlowDuration

name

admin

queue

read

tempQueue

tempTopic

topic

write

advisorySupport
allowTempAutoCreationOnSend
cacheTempDestinations
consumerSystemUsagePortion
dedicatedTaskRunner
deleteAllMessagesOnStartup
keepDurableSubsActive

enableMessageExpirationOnAc
tiveDurableSubs

maxPurgedDestinationsPerSweep

maxSchedulerRepeatAllowed

monitorConnectionSplits

RFHEM
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Element B

networkConnectorStartAsync

offlineDurableSubscriberTas
kSchedule

offlineDurableSubscriberTimeout
persistenceThreadPriority
persistent

populateIMSXUserID
producerSystemUsagePortion
rejectDurableConsumers
rollbackOnlyOnAsyncException

schedulePeriodForDestinatio
nPurge

schedulerSupport

splitSystemUsageForProducer
sConsumers

taskRunnerPriority
timeBeforePurgeTempDestinations

useAuthenticatedPrincipalFo
rIJMSXUserID

useMirroredQueues
useTempMirroredQueues

useVirtualDestSubs
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Element

cachedMessageGroupMapFactory

compositeQueue

compositeTopic

conditionalNetworkBridgeFilterFactory

B
useVirtualDestSubsOnCreation
useVirtualTopics
cacheSize
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
rateDuration
rateLimit

replayDelay
replayWhenNoConsumers

selectorAware

© EUTRARZHHE
Apache ActiveMQ 5.16.x

RFHEM
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Element &t
constantPendingMessagelLimit limit
Strategy
discarding deadLetterQueue
enableAudit
expiration
maxAuditDepth

discardingDLQBrokerPlugin

filteredDestination

fixedCountSubscriptionRecov
eryPolicy

fixedSizedSubscriptionRecov
eryPolicy

maxProducersToAudit
processExpired
processNonPersistent
dropAll

dropOnly
dropTemporaryQueues
dropTemporaryTopics
reportInterval
queue

selector

topic

maximumSize

maximumSize

useSharedBuffer

RFHEM
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Element &
forcePersistencyModeBrokerPlugin persistenceFlag
individualDeadLetterStrategy destinationPerDurableSubscriber

enableAudit

expiration

maxAuditDepth

maxProducersToAudit
processExpired
processNonPersistent
queuePrefix
queueSuffix
topicPrefix
topicSuffix
useQueueForQueueMessages
useQueueForTopicMessages
messageGroupHashBucketFactory bucketCount
cacheSize
mirroredQueue copyMessage
postfix
prefix

oldestMessageEvictionStrategy evictExpiredMessagesHighWat
ermark
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Element

oldestMessageWithLowestPrio
rityEvictionStrategy

policyEntry

B

evictExpiredMessagesHighWat
ermark

advisoryForConsumed
advisoryForDelivery
advisoryForDiscardingMessages
advisoryForFastProducers
advisoryForSlowConsumers
advisoryWhenFull
allConsumersExclusiveByDefault
alwaysRetroactive
blockedProducerWarningInterval
consumersBeforeDispatchStarts
cursorMemoryHighWaterMark
doOptimzeMessageStorage
durableTopicPrefetch
enableAudit
expireMessagesPeriod
gcInactiveDestinations
gcWithNetworkConsumers
inactiveTimeoutBeforeGC

inactiveTimoutBeforeGC

RFHEM
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Element

B
includeBodyForAdvisory
lazyDispatch
maxAuditDepth
maxBrowsePageSize
maxDestinations
maxExpirePageSize
maxPageSize
maxProducersToAudit
maxQueueAuditDepth
memoryLimit
messageGroupMapFactoryType
minimumMessageSize
optimizedDispatch

optimizeMessageStoreInFligh
tLimit

persistJMSRedelivered
prioritizedMessages
producerFlowControl
queue
queueBrowserPrefetch

queuePrefetch

RFHEM
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Element &
reduceMemoryFootprint
sendAdvisoryIfNoConsumers
sendFailIfNoSpace
sendFailIfNoSpaceAfterTimeout

® EUATHMAEPZEZE
Apache ActiveMQ 5.16.4 R E SR

sendDuplicateFromStoreToDLQ

storeUsageHighWaterMark

strictOrderDispatch

tempQueue

tempTopic

timeBeforeDispatchStarts

topic

topicPrefetch

useCache

useConsumerPriority
usePrefetchExtension

prefetchRatePendingMessagel multiplier
imitStrategy
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Element &

queryBasedSubscriptionRecov query

eryPolicy

queue DLQ
physicalName

redeliveryPlugin fallbackToDeadlLetter
sendToDlgIfMaxRetriesExceeded

redeliveryPolicy backOffMultiplier

sharedDeadlLetterStrategy

collisionAvoidancePercent
initialRedeliveryDelay
maximumRedeliveries
maximumRedeliveryDelay
preDispatchCheck

queue

redeliveryDelay
tempQueue

tempTopic

topic
useCollisionAvoidance
useExponentialBackOff
enableAudit

expiration

RFHEM
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FRARER

Element

storeDurableSubscriberCursor

tempDestinationAuthorizatio
nEntry

tempQueue

tempTopic

timedSubscriptionRecoveryPolicy

timeStampingBrokerPlugin

&

maxAuditDepth
maxProducersToAudit
processExpired
processNonPersistent
immediatePriorityDispatch
useCache

admin

queue

read

tempQueue

tempTopic

topic

write

DLQ

physicalName

DLQ

physicalName
zeroExpirationOverride
recoverDuration

futureOnly

RFHEM

62



Amazon MQ FRARIEE
Element &t
processNetworkMessages
ttlCeiling
topic DLQ
physicalName
transportConnector name
updateClusterClients

uniquePropertyMessageEvicti
onStrategy

virtualTopic

rebalanceClusterClients
updateClusterClientsOnRemove

evictExpiredMessagesHighWat
ermark

propertyName
concurrentSend

local
dropOnResourcelLimit
name

postfix

prefix

selectorAware
setOriginalDestination

transactedSend

RFHEM
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Amazon MQ R tEEBM

THEXTEBUMNIFMRBE, BXEZELR , H55 Apache ActiveMQ XH R XML EE,

R
broker 2— M R&EET R,
&
networkConnectionStart® 5

EEMNBIERAATHMNERNES , E6EA <networkConnectionStartAsync> 5%, %R
LEAMEEARTEFHITREINGERE (EREBIRT ) .

2RiAE : false

RIS

<broker networkConnectorStartAsync="false"/>

Amazon MQ BLER RIFHTE, FEERERETFTE

THR Amazon MQ BEEFRATH TR, FEERARZREFRENFAIIR. EXEZEER , BSH
Apache ActiveMQ X#HH XML B &,

Element TEERTE &

authorizationMap authorizationEntries authorizationEntry

tempDestinationAut
horizationEntry

defaultEntry authorizationEntry

tempDestinationAut
horizationEntry
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Amazon MQ FRARER
Element FEERER FrE
tempDestinationAut tempDestinationAut
horizationEntry horizationEntry
authorizationPlugin map authorizationMap
broker destinationInterce mirroredQueue
ptors
virtualDestination
Interceptor
destinationPolicy policyMap
destinations queue
tempQueue
tempTopic
topic
networkConnectors networkConnector
persistenceAdapter kahaDB
plugins authorizationPlugin

discardingDLQBroke
rPlugin

forcePersistencyMo
deBrokerPlugin

redeliveryPlugin

statisticsBrokerPl
ugin

timeStampingBroker
Plugin
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FRARER

Element

compositeQueue

compositeTopic

policyEntry

systemUsage

transportConnector

forwardTo

forwardTo

deadLetterStrategy

FRE

systemUsage

name
updateClusterClients

rebalanceClusterCl
ients

updateClusterClien
tsOnRemove

queue
tempQueue

tempTopic

topic
filteredDestination
queue

tempQueue

tempTopic

topic
filteredDestination
discarding

individualDeadLett
erStrategy

sharedDeadlLetterSt
rategy
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destination

dispatchPolicy

messageEvictionStr

ategy

messageGroupMapFac
tory

FrE
queue
tempQueue
tempTopic
topic

priorityDispatchPo
licy
priorityNetworkDis

patchPolicy

roundRobinDispatch
Policy

simpleDispatchPolicy

strictOrderDispatc
hPolicy

clientIdFilterDisp
atchPolicy

oldestMessageEvict
ionStrategy

oldestMessageWithL
owestPriorityEvict
ionStrategy

uniquePropertyMess
ageEvictionStrategy

cachedMessageGroup
MapFactory




FRARER

pendingDurableSubs
criberPolicy

pendingMessagelLimi
tStrategy

pendingQueuePolicy

pendingSubscriberP
olicy

slowConsumerStrategy

FRE

messageGroupHashBu
cketFactory

simpleMessageGroup
MapFactory

fileDurableSubscri
berCursor

storeDurableSubscr
iberCursor

vmDurableCursor

constantPendingMes
sageLimitStrategy

prefetchRatePendin
gMessageLimitStrat

egy

fileQueueCursor
storeCursor
vmQueueCursor
fileCursor
vmCursor

abortSlowAckConsum
erStrategy

abortSlowConsumerS
trategy
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Element TEETTE FtHE

subscriptionRecove fixedCountSubscrip
ryPolicy tionRecoveryPolicy

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

policyMap defaultEntry policyEntry
policyEntries policyEntry

redeliveryPlugin redeliveryPolicyMap redeliveryPolicyMap

redeliveryPolicyMap defaultEntry redeliveryPolicy

redeliveryPolicyEn redeliveryPolicy
tries

retainedMessageSub wrapped fixedCountSubscrip
scriptionRecoveryP tionRecoveryPolicy

olicy
fixedSizedSubscrip

tionRecoveryPolicy
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Element TEETTE FtHE

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

sharedDeadLetterSt deadLetterQueue queue
rategy
tempQueue
tempTopic
topic
virtualDestination virtualDestinations compositeQueue
Interceptor

compositeTopic

virtualTopic

Amazon MQ FtEEM

THRFTEEUMNIFMNE, EXEZELR , H5H Apache ActiveMQ XHHEY XML B &,

ES]

« authorizationEntry

* networkConnector
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 kahaDB

» systemUsage

authorizationEntry

authorizationEntry ® authorizationEntries F¥&& TEMN FUl,
J&

admin|read|write

BRF—HAFHRR. BXEZER , FEH REALERNRI,

MBEBIEEN BN T EETE activemg-webconsole A | BT LA ActiveMQ Web 124l
A&, BERZERRERNE Amazon MQ RERIEEEHZUVRBZRENER,

ZRIAE : null

RIEE

<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>
<authorizationEntry admin="admins,activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemg-webconsole"
queue=">"/>
<authorizationEntry admin="admins, activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemqg-webconsole"
topic=">"/>
</authorizationEntries>
</authorizationMap>
</map>
</authorizationPlugin>

(® Note

ActiveMQ on Amazon MQ ## activemqg-webconsole AMEFTER Y| EZTH EER
BR. ZHAFPHAERFEHEEERHRNER,.
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networkConnector

networkConnector & networkConnectors ¥E&TEN FI,

B
conduitSubscriptions

EEREMEPHWMBEZEERFITRR—BRNSNMEAEA N —MERAE, Hltn, R
conduitSubscriptions iREN true , H AR MERA B EZETNRE B HMNBHPER , WAKEB
LBEFERE A WRNSERFITHASEENMNEEITRAD , MERE—NEERAMNE A BREIR
I B,

® Note

¥F conduitSubscriptions ®EN true AP TRMERE, BER , FHILEMTRE
LENEFRAENEEARSE , HUAEEREBR TSR REBNTA (Hlw , IF IMS
HEERRRFAEH )

BRIAE : true
duplex

BEREBEMEZHINEZERSATERNMERER, fln, MRREAEENIEXTUERSKREBW
EE WEERBEMNREBEAZRINREB, B2, IRRE A CEZNRE BHNIERE , IAREB T
UHEEARNRE AMEERE <networkConnector>,

BRINE : false

name

FRIE M 45 B I AR /9 B 5o
ZRIAE : bridge
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uri

RENEPHNME (XS ME ) 2 —WELRPUL KT Ko
MINE : null

username

REMEFNWREEXENAF B,

FMINE : null

IR E

® Note
YAEA networkConnector RENKREMER , BV sRELENAFNEB,

BRNENREMS

EHEES K FMEBERERENEH, MK ERKSINBEMNZconnector_1_to_2 , REEANHA
FF & 2myCommonUser , E#E2duplex , OpenWire i & URI BEI& N static: , EQ/TP\'JEZIEW?-
£ one-to-oneifiE,

<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="static:(ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617)" />
</networkConnectors>

BXEZER , 5319 Configure Network Connectors for Your Broker,

BEZNMEWRER %

EHEEDR , ZNMMNEBEZERENER, NEEESIRNEMHRconnector_1_to_2 , KEEAW
BFP&R , &L myCommonUserduplex , iE5 2 FE#Y OpenWirel ,\“EIJE%J«)\C':'“I‘@ URIs 7981
Zmasterslave: , RAREZRFEREEZEZEE. MEIRENKEZRBT2MHIL , EfNE
BEZ Rt 4k 4L,
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<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="masterslave:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b13231-2.mq.us-west-2.amazonaws.com:61617)" />
</networkConnectors>

(® Note

BANBWENMEZREEH masterslave: B, ZBIRESEHAM static:failover:
()?randomize=false&maxReconnectAttempts=0 i&xt[E,

(® Note
b XML EEE A 78 VFE A 224K

kahaDB

kahaDB & persistenceAdapter A TTHEN FI,
B

concurrentStoreAndDispatchQueues

EERBXNAIIERAHAE#ND K. BXEZELE , R NEFEREAENNINZERAHLFH
M5 ko

ZRIAE : true

cleanupOnStop

@ EATHRAPZRE
Apache ActiveMQ 15.16.x & E B4
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MBER |, UFAERBELMHTHRERABE , NTIMRE TR, EEAADKEERDES
MEENERT , REREFEEA.

ZRIAE : true

journalDiskSynclg] f&@

£ journalDiskSyncStrategy=periodic WERT , BITRERZ KT E B (B®). BXRiF4H
£8 , B2 Apache ActiveMQ kahaDB X 14,

HIAE : 1000
journalDiskSync ik B

® EUATHREPZZE
Apache ActiveMQ 15.14.x & & & A

REMERLS K, BXFMES , S5 Apache ActiveMQ kahaDB X 1%,

ZRIAE : always

(® Note

ActiveMQ TR E B I KX BR T #5480t iE journalDiskSyncInterval , EERIAER 1
Y. BEHMATUELZAR , BREFHEE. BHEEEM.

preallocationStrategy

HEEZEHRHEXH , RBEZHAM2E BEXHFN TR, BXIFMEER , S Apache
ActiveMQ kahaDB 3714,

ZRIAE : sparse_file
T~IEE

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<persistenceAdapter>
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Amazon MQ FEANGIER

<kahaDB preallocationStrategy="zeros"
concurrentStoreAndDispatchQueues="false" journalDiskSyncInterval="10000"
journalDiskSyncStrategy="periodic"/>
</persistenceAdapter>
</broker>

systemUsage

systemUsage 2 systemUsage FEERNEN T, ZRnRBHIREBEREZCEREE ZBIEAN
BAZHRE, BXEZEL , HSH Apache ActiveMQ X4 Y BIZE SR Ho

FrE
memoryUsage

memoryUsage & systemUsage FTEMNFUl, ZEEEANFFEAER. FH memoryUsage A
DRREEFANATE  IBEETUSR RS TEENERERL. BXEZELR , H5H Apache
ActiveMQ X H5HHYZE,

FrE

memoryUsage & memoryUsage FTEHN FIl,
B

percentOfJvmHeap

NFO(E)ET70(E) ZENER,

#IAE : 70

B

sendFaillfNoSpace

REESETAZRNERT send() FERBNEAM. BINMENR false , ZELPELE send() FiE
BEEZEZEAH. BXEZEE , 26 Apache ActiveMQ X EIZEH,

ERIAE : false
sendFaillfNoSpaceAfterTimeout

ZRIAE : null
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Amazon MQ FEANGIER

B E

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<systemUsage>
<systemUsage sendFailIfNoSpace="true"
sendFailIfNoSpaceAfterTimeout="2000">
<memoryUsage>
<memoryUsage percentOfJvmHeap="60" />
</memoryUsage>>
</systemUsage>
</systemUsage>
</broker>
</persistenceAdapter>

Amazon MQ for ActiveMQ BV IE X #IE S &l

Amazon MQ for ActiveMQ 2B X #EE & (CRDR) 18t , AFFFHENERBNERERSEH
FRIARX IR ARRE, AWS BN [E Amazon MQ APl X HAMERBER , il AREBRARNER
BAL MYHEREBERFENFERRERE,

AT B Xig#iEE 58 EREMN G R E

B EETREBMNFARE  MERHEMNEXGHNERERSEFBEIR AWS XiZHEIA K

B, EXEHA—NTRNWLZLEAR , XL active/standby KL ABH I ELLHE, HBXEBH—FTT
R active/standby REBARK , HABIRRE,

TEHA T HXEFHEIARENEXK G EREBERFSEFNBIENATRE,
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us-west-2

VPC-xyz

! Replication
_ Traffic

..........................................................................................................................

FRENBFIAREBERSEXSHERERRTR, MREXFFNEREBHIARE , WTLAERE 31
RYAVER  FHPKEPNEFARERANERE, R, UV EREXNEIARNRE , MAETH
BIARERANENRE, ARUBTARENBARENGRA , FSHEE Amazon MQ BXEHHIEE
A,

(® Note

SUEA T active/standby 242 A
TERTFHEBAS,

2132 Amazon MQ 5 XiZi # iz & I E

FERBERXAKIESS (CRDR) , BALBEEE , £H /N AWS Kifi# i Amazon MQ for ActiveMQ
SHEREZR M, SN EREBEENETREH N ZREQYERIAR , 4R SERFHNERE
MEIARIE, R, BALER Amazon MQ Promote API BEFRIAREBREANERELE G, X
FREMNBIEARENESER , BZRATEXSHESE SN ERENERLE,

LT BRH#ER T A A Amazon MQ EE 25 I ENE BRI AKE,

ES}
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- KREH

« Z|1 (k)  BIEFHNERE
- ST 2 QBN BRENEAR

FRF M

EFABXEBESHITEE , EUMERHEFUT RREH

o R BXEHIEE &1 88 E B FAmazon MQ for ActiveMQ X3 5.17.6 R E = R,
s X WX FEXEBIEES BRI (#HZBMN ). XERIP (FSRIMIEE ), XE

EER (BENM ), ZEES (LmREEL ) .

o RHIXH  BEXEHEEHIGERA TREES KD mg.m5.1large RE XMIE,
- HMEBRY  BXEHEEFHNERATHEBTZWAXMNES/ZARE,
« KBRS : BRENREIRSH Running HEREGE AR IE,

FEA (k) RIEFHERE

BIERTRY EAE

1.

2
3.
4

3% Amazon MQ ##lA .
£ Amazon MQ #ZHI 5 “RE"TTH L , EFNERIE,
£ Select broker engine ((EFRIE5|Z) WE L , 1£#F Apache ActiveMQ.

# Select deployment and storage (%% &B& #17f#) I E#Y Deployment mode and storage type
(MEEXANFHERE) B0 , ITUTRE

FNFEBES , EEETH/ZFANRE, TH/RAREBEAFNTEATARHEE N TRNAHN
REARK, XEREBSENNARFLLE Amazon EFS #1TEILSEE. BXxEZER |, H5
¥ Amazon MQ for ActiveMQ 1% 38 B9 ZF 2 3%£ 17

ﬁ?¥-|:_$o
£ Configure settings (Bt E1i%E) TUHEHAY Details (FHAE L) Fo , MITUATRE -

a. %A Broker name ((REB ).
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/A Important

BOERBEHPRMNMNASHER (PI) KEMHNBERBBES . HMWAWSRS
( ‘2%& CloudWatch Logs ) AT RIRNEE . REEHTESHATRAESIBERK
EO

b. 1%&# Broker instance type (fREEEHIZER) ( 20 mg.m5.large ) « BXREZELR | BSH
Broker instance types.

7. 1E ActiveMQ Web Console access (ActiveMQ Web & &1517]) E2 , 121 Username (AAFR)
H Password (18). A TREEATREAFBNEE

- AFBRREsFZRRTEFN. BU%, IR, TRILMBRL (-._~)o
« BBYUMEDN 1240FH  BEEL 4N E—F/ , HEFBEEES, ESHES (=),

/A Important

BONEREAFPBEFRMNASHBER (PI) REMNRSBBER. HMEAWSES (2
#& CloudWatch Logs ) AIRIAEREAF B, REAFATES A TAESBERKIE.

TETREH GG FEEIA Amazon MQ EEREXFHREIACE, SETUEFNEN CRDR
A RPO RS, EXM‘CRDR A&"M'RPO RAS , HEFAERA LANKRER. RE
EERMAE L , XA CRDR A& RPO R

SR 2 B ARENEIA

1. 7 Amazon MQ ZFIaM“RIE'TEH L , EFCIEERKE,

2. EEBEIREREL , 2EFEAE CRDR ZRENNERE, REERT %,

3. EEERARERNEL , FATHNRLERFAIXRXE,

4. HEEIAREM ActiveMQ 2HIEAFISH , RHBIAKEZFERAFNRAFENED, ATRE
ERTREAFENZES
- AFBARESEFERFFH. BNL. AR, THEFERL (-._~).
« BRAREDH 12A0FHF, BEELL4NMNE—FH , HEFTBIEES., BSHES (=),

#12 CRDR {2 80
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/A Important

BAERBAFEHRFIMNDIAEHBER (PI) REMANZHBBEL, HMAWSES (&
#& CloudWatch Logs ) AIIAEREAF B, REAFATES A TAESBERKIE.

5. ERTEREZAMESANKBENAS B, REHHEAERBNHAREN DA
ENEB. WTRHUEATREASENEE
. BFERRASTERTTA. BUL. AR, TURMRRL (-._~).
. BBLAESR 12T ARED 4 M- FHATRAEES, FERES (=),

/A Important

BOERBAFPZEFRIMNMNAEHRESR (PI) REMHBZRBBES . HMWAWSES (2
& CloudWatch Logs ) IR AR ERAFE. REAFETEASATRAESIBERRIE,

BETMEMRE, REERT—%,
6. EEEHUENEL K EFRIARENEAGE. AR5, ERBEARRE,
7. BETXR,EBERE, XUFESEIARE, EXEEREMNHA , iHZHRebooting a Broker,

BXAN ActiveMQ REEEHMIRENEZER |, HSE A : 0122 HIEE ActiveMQ K2
i BR Amazon MQ ¥ X g ¥ iE & Sl E

EMREBEXHBIEE S (CRDR ) REHEA , BAEBUREX , RARERNRE, LT U HANMA
£/ AWS BRI SBUERN H EMBHRE,

1. EREREL , EBREEUHENA CRDR KB , AR ERRE.

2. EBREEFHBrHRBRENEL , ERECEHEMNRE,

3. TEHHE O AFHE A‘confirm’ ABIAERIER, AREREUHEXE,
4

BETX, ERECHENNERE, FUNEREARE, EXERKREMNRHA , S Rebooting
a Broker, EREBERFG , AMIEBHANECEEXIRE |, AT aikR. ERBREHNRE | B5
¥ Deleting a broker,
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BRI AR EZ N Amazon MQ BIARERANEREAE

HEBEFREARERANEIRESCH , TUBHRFRMEE. ARBRRER , TREBELER
NEIRREAE,

HRELEZRE —BEM TR WA, HHRBEBRETHRN , TURIEAEL THERRS, B
B, EEVAEE-BMENER , TRRSHIRMEBRTERTES REZNAY, ERABIARLE
[, XA MCEFLL T HEIVRS. THRESRIEURTHAXEAE TR X EE M £,

RBFEBRLLAERTRAEMAR — B, HMBRAETHEY , FRAIERELTHBARS. B KM
B, ISMRIERIAREAM AN EFRRERTERS , TESHFEMNEHREATRIIEREKRE
KAFES, RRFEBHRIBERERT R G EXEHNETRR , B REURT KR ML,

THEEAT -k |, EXMElRF | HEFRINERERBRESELS N , IMEHBTEZIEF IRE
B, fitdEF , EREN VPC FRNEFRERFEERTHRALTERER —SRRTZIL , #EE
REERNER, SEHAIERAFNREBERIEEPRSEH |, BIRRIEN VPC RN EF iR EE
BEIEARE  EEXRMEBRETK , FARIFARERANERE,

. VPC-abc i : §VPC-xyz

'oﬁo\ R;eplicatios'l
an':f' ‘ P Traffic |

Primary Broker Replica Broker

Demotion in Progress Lo Lo Promotion in Progress

EC2 Broker Client

............................................................

TEHATYIREIEZHEHNRERS, RASFARKEIACRANEIREACH EEESEFRERE,
AR M ER R EAENRE,
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.............................................................

us-east-1
VPC-abc
o o {0 pod
/ 1 3 H
IO 3 hatie
ovo : . : :
x Replica Broker Primary Broker
P P 1
34@ | : | @7
EC2 Broker Client EC2 Broker Client

....................................................................................................................................

..........................................................................................................................

EREH A RARARKE

EFEARFRBEBKEABANE | FE Amazon MQ ZHI &P HITU TSR,

(® Note
BEEEETRE LB NRFRBER.

1. IRIBARERERE, FRERP , RRERANETAENA[TRIFRE,
2. EREFHAFEREL , PUTUTRE

1. EERFARA

2. HEBHEOR , ERRIIKER,
3. HEXAEFEAEINUABEIAENIER,
4. EFHIA

BaR#HEBE  RERSEXNEERTREAER. ANEBTHE , ‘RE' THNBNESCHEESR
TAEE,
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® Note
REGZEFARENEHRE. T8 2 FENEAERH.

Amazon CloudWatch i #5 X g $i3E & #1545

Amazon MQ for ActiveMQ BEXIBHIEEHITheERME T A TH P TREMNBRNRENATEME, ATAMEM
MEEWNIER, EESIERED  HHXKEFTNEIARENEXFEHHWERBIZEKZSESINEIE, MEX
X ERBHAKE , WATLBEL S NRBEARER , SHRBXEPWEIARREBRA N ERE,
B X7E Amazon CloudWatch REFIEHRNIEIA , HSHE RS # MQ B CloudWatch #5845,

CRDR H & &
LA B (R B 458 204l it B 7E Amazon CloudWatch X ZIHIEHR. BEEFISRFERE NN EE

« METMMETE ( TCO) : HETHRE,

- DIEEE (TC) : EREEEHIBAS LEIEZSH4MERE, EERENEARE LIFTA,
- XfIEtE (TD) : EHRIRNABARENBE, NERARKRELTA,

- RLEERTE (TP) : BIARERINGCESHNBRR. XESIRKELTH,

- WIARTE (TA) : EREFIDIBIANSHNBER, REERELETH.

£/ CRDR CloudWatch 1E#R R E LR/ A RN E B HEE

FIABER T , Amazon MQ & RENRER AR, BB 5B Amazon CloudWatch &&=
FBEIFER CloudWatch APl EFEHREIENR. UTHEEXN T T # CRDR REMNE HIMt1#/ KMk
BHEREHN

Amazon MQ CloudWatch ¥g¥r /A CRDR R K

TotalReplicationlLag FRELEZEFE—NARAINE
HH TA 1 TC Z B A {4 1T A
=18

ReplicationlLag Bl ARE ERE—NREIAS
HH TP 1 TC Z K {1t ad
=18
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Amazon MQ CloudWatch #g%r /A CRDR HE K

PrimaryWaitTime FRELEE-IMENEH
# TCO M TC Z &K f& it
=118

ReplicaWaitTime BEARELRE—MCENS
69 TCO # TP Z[E K& it Ad
=118

QueueSize FRE LEHIASIP REIAR
EHEH.

TotalReplicationLag M ReplicationLag IR EREMBEIRRE ZRNIERE S, XFHNER
BRI AFAITEREEH#HITHIRE RN EBRIEMENITE,

PrimaryWaitTime Fl ReplicaWaitTime AIATHESEFILBEF EERENFEMEE, MRIIER
MERFSER , NTREXASFHIIECERAZEF. ATRESX, REEMNREBKEFEE , 7
RELSHEHEE,

ActiveMQ #2

LT #REN A MM G AEREET ActiveMQ R, EMERA ActiveMQ Java RIS |, BAMRE Java
PRAERRIT R T E G H N RIB# T - LE K,

£

- BIBMAEE Amazon MQ KE ML

« ff Java N AREFEESIERN Amazon MQ K E

« ¥ ActiveMQ X325 LDAP £

« B 3: (A ) Connect ) AWS Lambda B3k

« BIE ActiveMQ RIEFF

.« % ActiveMQ RIZFF

« IR ActiveMQ RIEFF

« ¥ Java Message Service ( JMS ) 5 ActiveMQ Bt & F KB R
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BIZME E Amazon MQ X IE M &

REMEHS N ENEINELGRERED)/ZAREBEAR. EAHEF , BF T B0 RRME
WEEAIRAE - M EERNMENRERE,

BRBEBMENFARERFS  BSHUTRE :

« Amazon MQ R EE M &
o FTAFE SR R 4%

* networkConnector

* networkConnectionStart##

o ActiveMQ 3% A Y4 EE [ 4%

EAI AE A Amazon MQ ##&| & 812 Amazon MQ REMN S, RALKAUITFHRHTUEXHNME ,
FRA BB ARAEE 15 5.

F&

. EREH

c SR ATREZENRE

« PR 2 AENREEREMKIERESR

ZIR

EI\

FRFH
ERBRENE , BUAMEZ AT R :
s ANESNERETEZIRSHRE (EEAHEHRWHEN MyBrokerl M MyBroker2 ) . HXAIE

REMEZER , BSEAI] : 212 HIEREE ActiveMQ £,

XA NMNMEBLIT TR — VPC AL TXHERS, VPCsEXEZEER VPCs , BZHMTLE
Amazon VPC ? &£ Amazon VPC AFIEEHMMT AR VPC WEEHIE ? £ (I S% VPC WEHIER
M) A,

/A Important

MRLEEERIAVPC, FRBELEH , NS ECEEN]. BREZELR | ESH
{Amazon VPC AF{Er) FHLUTAR :
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« BIERRIA VPC
- BIERIATH
- FREEEZSA

s FARAPXRAEMNMERFEEHARNEREILE. AXUBAFNESER , B5A &E ActiveMQ

REAF,

® Note

¥ LDAP S RIESREMKEKE , FEARIZAFBEAER ActiveMQ K3 |, 1) LDAP
AP &EE,

LT RBIEAMNESSOIRE, B, BUUAEAEZ/ZAREFINERERANAERIEREN

o

B AWREZENRE

IRRER , XTATFENZRANRE,

1.

£ Amazon MQ %15 £ |, 5 MyBroker2 T “FHER” oM “Z£ MM T |, BEENE
SHNEWR
H, 4

LAt 7R EC2 Dashboard B9 Security Groups (Z£4) T H -,
MNERLAFIRP | ERENRZLA,

ETHEIKSS , 1%#F Inbound (AMh) , AREFER Edit (4REE).
TR AEMNTFEF , 73 OpenWire LKim 17 R AN

a. IEFBFRF,
b. XF Type (EH) , #%# Custom TCP (BENX TCP),
c. T “WwWOEE" A, A OpenWire i (61617),
d. BHRITUTREZ—
- MREELERFIFRGSE IP it | XF Source (J]) , F¥F Custom (BEN) EE , ARE

WAENE P ik MyBrokerl , REMA /32, (X2RF IP it FRNAME CIDR B
). AXESER , BEARENEKED,
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Amazon MQ

FRARER

e.

T2

® Tip

EK R MyBrokerl B9 IP #uit , {7 Amazon MQ #2#|& £ |, ERREBEHBZHRH

S/ F Details (IFAE L) 22

- MREFMEREBEHRZILEN , HEETHREH VPC , NIXFF Source (JR) , iH¥F Custom (B

EX)EE , RAERBRAERBHRZEARN ID,

(® Note
NTFRBERE , BL4TER P ik FRFITIF

EERRF

BV RIEIE AT AR AR,

NI REERE MK IEESR

EATREZHNRES , KRN ER - MEEENKEESR,

1. B E MyBrokerl WEEEIT,

a.

b.

1£ MyBroker1 Tt , & HmiE.
£ “4m%E MyBroker 1" MEK ‘B&E” I , EF “EF",

FoeETREMEANNRES|ZRABFRA (Hla , Apache ActiveMQ 5.15.0 )

£ Configuration details I~ £ , *E REEEITS. #HEM XML BXHREBERE.
1%£$% Edit configuration (REEE).

EEE XK , BUEER <networkConnectors> A HBELUTEE

« WEEEERN name,

- WMANREHREM ActiveMQ Web #Z#l&username,
« FH duplex £,

- BWITUTHREZ—

- MRLEFRBEZTENHIRE , FEEMAstatic: GBILF OpenWire
Rurio. MyBroker245um :

E

»
=k
<

)
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<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)" />
</networkConnectors>

- MRLEFGRIP[EZIEDN/ZARE , EEAFEUATERSHN
ANMEBurif¥static+failoverf&##l OpenWire & imH Ko ?
randomize=false&maxReconnectAttempts=0%40 :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"

uri="static:(failover:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq. us-
west-2.amazonaws.com:61617)?randomize=false&amp;maxReconnectAttempts=0)"/>
</networkConnectors>

(® Note
FEIE ActiveMQ AP EFEIL,

f. B‘EFRE

g. £ Save revision (R1FMEIT) IiERES , 8 A Add network of brokers connector
for MyBroker2,

h. i&# Save (fkf7) ARFEERFIET,
2. Ym%E MyBrokerl LU ESFTHE BB RENMEINA.

a. 1£ MyBroker1 TT Lt , &R %wE,
b. & “4w%E MyBroker 1" WEMW “B&" 885 , 1&#F “ItXKME3,

c. £ Schedule broker modifications (it X/{CEEEH) o A |, 1% Immediately (3LED) M A&
%o

d. EENA.

MyBrokerl RE#HE3 , MEASNAZNEEEIT.
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ot BRENE,

BREREMSKE , JUBIERMERERRNAE,

/A Important

HRERO 8162 ( AT ActiveMQ Web ##&|& ) Miw O 61617 ( ATiwr< ) MyBrokerl £X
REFARE AR ITTENN A ER, OpenWire
BUREEERAEZSAIRE  UATCIEENEREEZIIRENE,

1. 7 Amazon MQ #2#|& £ , $#iEl Connections (&) % , i TR E MyBrokerl B ActiveMQ
Web #2#| & L inT Ko

2. SmMERE MyBrokerl # ActiveMQ Web 2§ &
3. EREMFEEDERE , BFi%ERE Network (F4),

FEM &SRS , MyBroker2 ME MM itk 5 xR IEMIZE bt 54,
4. MEMTTLGRAE MyBroker2 itEH L |, SIBZ—/NMEAE, Hl .

activemq consumer --brokerUrl "ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \
--password myPassword456 \
--destination queue://MyQueue

{55 ZEHEFIM OpenWire LT AMyBroker2 H FF 344 F BA 5l 1 #95E EMyQueue,
5. MEMATLAGEMCE MyBrokerl BWitEH L , BIE—MBIBEH RE—LEHEE, Hlu .

activemq producer --brokerUrl "ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \
--password myPassword456 \
--destination queue://MyQueue \
--persistent true \
--messageSize 1000 \
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--messageCount 10000

= FEEEIMN OpenWire LixT & , MyBroker 1 HFF A4 R EHERARY 35 A 5H EMyQueue,

5 Java M AREFEEFEMN Amazon MQ K32

B2 Amazon MQ ActiveMQ REfE , BN ARFEZIZAE, UTREVETRNMAEA Java
Message Service ( JMS ) RIBZREZEE, BIEAIINURKIZELE, BXTENAA Java ”l , 55
ElWorking Java Example,

B AMEA B ActiveMQ B P imiE#E S ActiveMQ RI2, BAEWNUER ActiveMQ & i,

£l
FREH

- BIEEEAIBREHRIEER
- PIEHEFERAEAEVHE

FREZ M
BR VPC Bt

ERREHWAREBETLESZN VPC Hi51H |, 84913 A enableDnsHostnames A
enableDnsSupport VPC B, BXEZER , E5H (Amazon VPC AFER) H# VPC FH

DNS Support,
B AShE R

BTXR, AENRRAEFERAALERE,

1. &% Amazon MQ ##l&.

2. MRLEAFIRF | EREHNIZLENEF (510 MyBroker ) -

3. TEiZMyBrokerTUHH “E$#E H5 , L TRER Web 12H|& URL MR INILA it Fiw O,

4. 7 Details (#4115 E) 2B Security and network (Z£EME) T , B ENLZHBIHNH
2

LR E R EC2 Dashboard B9 Security Groups (Z£4) RH
5. NZ2£A%FRHP , EREENLLA,

F Java N AEFEZIGHRE
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6. TERMEESD , %R Inbound (A¥h) , RFIEEFE Edit (REB).

7. 7 Editinbound rules (4R AMWEMN) JFFES , NHFELFHBBNEN URL LT LR INM
N ( AT REIE RN RRIE Web 1251 81T HERE,

a. EFRMBL
b. XF Type (EH) , #%# Custom TCP (BENX TCP),
c. XITF PortRange (iwRASEE) , A Web #£H&wA (8162) .

d. XF Source (JF) , i&# Custom (BEN) , RAERAZBHLEREBIHE Web B EHNRER IP
Motk (180 192.0.2. 1)

e. ji;%ﬁﬁo

ERARERIE AT AR AMIER,

NN Java fKEHIN

¥ activemqg-client.jar M activemqg-pool.jar BHFEHRME| Java EEEF, LT RHIHA
T Maven 3 B #9 pom. xml 34 HYIX 4k 8% Ko

<dependencies>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupld>org.apache.activemq</groupId>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

X activemg-client.jar WEZEE , S H Apache ActiveMQ XA ¥R ELE

/A Important

HUUTROAMCEF , EFENERAEEEMEPEIT. ¥ TEFRE ( I HCEXGEE
®%)  FRKRENCIZENERAEELMNENRLE LE1T,
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EEEAREHREHER

ERA LT 3B B8 H B AT EHEWBUE R,
1. EARENKERTRIVESCIRECE IMS HERT] |, REHXNZI A

createConnection .

® Note
33 F active/standby REE , Amazon MQ £ T H ActiveMQ Web ##|& URLs =]
/A/D\ﬁ —/N URL & F5EFIRDS. BEH# , Amazon MQ AENERIBIUIREFRNLIET

KR, BEXENPRE-NMERETRLTENRS. -17 -2 Jﬁéiﬁéa?n%ﬂo ﬁ?&%%
1%5 BESH Amazon MQ for ActiveMQ XEHEBEB XD )
FNFLBEREDNURR , BNATLHNNARFERALANEBEZIEREIT - RR.

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();
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® Note
SHEBIRENKRAMEH PooledConnectionFactory £, BXEZEER |, 5SH KA
fE A EE,

2. BIBE—&E, — 1B MyQueue MAAFIFES QIR S,

// Create a session.
final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue('"MyQueue");

// Create a producer from the session to the queue.
final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

3. BIEBEEFESE "Hello from Amazon MQ!" , REREHEE.,

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.

producer.send(producerMessage);
System.out.println("Message sent.");

4. FEORE,

producer.close();
producerSession.close();
producerConnection.close();

BIBHEERAEFEBCER

2 A LA T 3B B B8R B A= E HEWUE B,
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1. FEARENKXERTKRAESCIRECE IMS EET AR ZI HA

createConnection /A%,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.

final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

(® Note
SHEFEHAESE TR REMA PooledConnectionFactory £, BXEZER , BSH KR
£ REEM,

2. BIB—/1&E , — N8B MyQueue BIRASIFEEFER A,

// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer =
consumerSession.createConsumer(consumerDestination);

3. FFHREFEE AEHEEIENKEES

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());
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® Note
5 AWS EHERS ( 10 Amazon SQS ) R@E , BHRELESZXLABRIKR,

4. RAFEAE. FTEMEE,

consumer.close();
consumerSession.close();
consumerConnection.close();

I ActiveMQ X325 LDAP £

/A Important
Amazon MQ T #FHFA CA LXWRSZ[IEH,

A LAERA LT B A TLS B UKRTE IR ActiveMQ R -
« AMQP

« MQTT

« MQTT &% T WebSocket

» OpenWire
« STOMP

« Kz —1% WebSocket

Amazon MQ =L THAPNREEIZIN : &4 ActiveMQ S B KIER LDAP SRR IEUARENR, Bx
5 ActiveMQ AP B ZBHERHREINEER , S5 Users,

EREN ActiveMQ AP FMAFERABIIFRET , MR EENRENEE., Amazon MQ EH ActiveMQ
5 £ B AR RRBREIEERMEAR BiR,. BXFEMAEENRE | FSRHELE SRR

authorizationEntry.
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® Note
B Al , Amazon MQ X &F&E Fimit$ & 5Kk,

FB
« ¥ LDAP & ActiveMQ £ 5X
o FREZH

« LDAP A7
- LDAP £ ITER K

¥ LDAP & ActiveMQ £/

B B ERE B RFEMY ( LDAP ) BRSSP HEIEX Amazon MQ AF#HTHHRIE, &
A BRI, BERFE SR Amazon MQ AP, FELLAEBMBAS 2 ERR, G122, FEFHAMMERAE
ZEERENAEE IAM &I , H#EKRE LDAP £/K.

FL{EA LDAP B2 BE{LAEHIL Amazon MQ RIESHIERNBRNE T UER fIhae. T
BAFEIERGE LDAP MSHS | NFdMERKEEHIT — A HOLE , NTHE TrEH
B,

Amazon MQ £/ Apache ActiveMQ JAAS fE#kifit LDAP X, ZEH X SH1E{T LDAP RS
£% , 70 Microsoft Active Directory = OpenLDAP , X8 %] T Amazon MQ X%, BXAEHNESE
B, B2 Active MQ X 4K Security (££) E84%

BRAFI , BB LUET LDAP RS SREENBEARAANEBENMAINTHRNER, SABZE
LDAP BRS5 2R RIZ R REBMBASINEZE , RENEE LDAP AFHA S BERRRKIUL BN, R
&, BRI LURHRIERLE M LDAP BRSS 82 1 RENBE,

/A Important
£/ LDAP B} , INEFR XD K/NE , BRRNENAFEX D KNE,
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FRF M

£ LDAP R MBIFHRINEN Amazon MQ REBZ 8] , BHUFIREBE—PBEZKF. B35
LDAP RS SSHEEENBRZ K, , HAXMEEEHNNRFREET IiEE, WRSKFSHHEN
REIRE LDAP BHRIE, FMEENFFImEZEINEL R —EFEHI1TEHRIE,

R MK 2 LDAP RS HANBINEZENIKF . X2 —/MrER LDAP EXR | SR eERME— KRS
MK FAEUE, IREEEE , MERKRNEFIREETEED LDAP REF{HTEHRIE. EBHRSKF,
FUAMB RN L2 FM , RE Amazon MQ F8ETFH,

5 ActiveMQ £5 , LDAP RS E L BE—MSEWE RESR (DIT) « BXTBEBERILLEIN
1dif XHRBI , BB ActiveMQ A Security (£4) #4 HHFL T LDIF 45 A LDAP %
=,

LDAP AI]

EFRIRE , ELIEFHH Amazon MQ AEEBINERELFIRT , FSME Amazon MQ #2515 |, Hik
% LDAP authentication and authorization (LDAP & 13 3&iE 1 #Z4X),

REBFXBSKFHUATER
- TEREFHE  EAMHRESHORIEMFENERN LDAP RFFJHLE.

(® Note
BIRMH LDAP RSB E2REFHBE T EMIURIKEO T, Amazon MQ 2EZLRE
=& 500 LMY 1daps , FHEFHE w05 636,
Bl | MRIERMETLPREE example.com , Amazon MQ fF#E A LT URL 58] #&HY
LDAP fRS528% : 1daps://example.com:636,
NTEREEVEEBES LDAP RFB|HUBERF , T2REFHB LMAULTET. ERE
LDAP RSB NMELZEM , BERSS[AEANPRHEHALRE , LEXATFRERE
VPC HHRE,

- REKFAFE : ATITS LDAP RS B[HVIREIER A F 0 7 203 & #5o
« RSB - FATHHEBEN RS NED,

TERRHERTRHXEFMAESNVLE,
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Authentication and Authorization

Simple Authentication and Authorization © LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SEerver.

Provide details for your crganization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully qualified name of the user that opens the connection to the directory server.

myserviceacccount

Service account password
The password for the service account provided above

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully qualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above
(uid=0)

Role Base

Fully qualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

(uid=0)

P Optional settings

£ LDAP login configuration (LDAP & XEE) 2o+ , BEHUTHSHEEFER :

- BFEM RARFEZRNBEFESM (DIT ) PHT RN TS BB

- AF#EECH : LDAP EEF k%Y , FATE userBase PEHRAF . BEFHNAF BN ERE
RIFEZHPH {0} NP, BEXEZER |, BZH S M RKIEMAuthorization,

- AEEN FHAGEEREN DIT PN T RN TS HEN. AEURENBZPHER LDAP
HEH, ARAGKETREHABGEMN—NEMYE (HIWMAAE (CN) ) B —NEM ( Hia
member ) A% , EFNEXRTETAGENAFRNAIRENRAFL B, Hl , £ETHLIAI
group , WA LUR ML T AT 9 #E 4 : ou=group, dc=example, dc=com,

- AEBERTE : AT roleBase PEKRABH LDAP BERFIESKRH., userSearchMatching It
BENAPNA S RERERNBRFEERGFN {0} ST BERFRNAFBFERN {1} &1
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. Bl MREFZFHACEZEEZEEN nember WEMY ( BEZEARTHERAFHNAFS) |
N AR A T RFERH : (member:=uid={1}).

TRRHEERTEEXEFAEENMLE.

Authentication and Authorization

Simple Authentication and Authorization © LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP

SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully qualified name of the user that opens the connection to the directory server.

FTIYSEI’VICEEC(COLII'It

Service account password
The password for the service account provided above

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully qualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above
(uid=0)

Role Base

Fully qualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

(uid=0)

P Optional settings

£ Optional settings (AIIIRE) FoH , BRAIURHUTAIEEER :

- AFAGEN ARARAGTIENAFRBERXXEF LDAP BHENEH. EEEEBRT , BFRAeT
BERAPFPBEZREXBEPEMMENRIFE, userRoleName M A FEEREBEENEH. Hln |, kR
MNZERUATHAF%E

dn: uid=jdoe,ou=user,dc=example,dc=com
objectClass: user
uid: jdoe
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sn: jane

cn: Jane Doe

mail: j.doe@somecompany.com
memberOf: rolel
userPassword: password

ERH LR RAIPBEIETEN userRoleName , BEEIETE member0f B, MRBMHRIUEKDY , NS

BAFPEA® rolel,

- BEEN  AEXETNARREY  ENZACHNEN. flW , BALUNEAZENERABNERE
cno WMREHWIERY , MENAFRSTEEENKANENAGKEN cn BAEE,

« AFERTH . EXLLDAP AFEREWIEE. RA true , MBREEIRENH userBase E

X R THEANFH,

- AEBRTH EX LDAP AEERENNTE. MERN true, MEFRTEIRENH roleBase E

YT R THEADN TR

TERRHEERTHEEXLEERENVLE,

Role Search Matching
The search criteria for the group object applied to the directory provided above.

¥ Optional settings

User Role Name
Specifies the name of the LDAP attribute for the user group membership.

Role Name
Specifies the LDAP attribute that identifies the group name attribute in the object returned from the group membership query.

User Search Subtree
This defines the directory search scope for the user. If set to true, scope is to search the entire sub-tree.

Role Search Subtree
This defines the directory search scope for the role/group. If set to true, scope is to search the entire sub-tree.

LDAP K TEA
ALV ER D AT AL - BRRITERANBNEN,
BHRWIE

NTFHGRIE , FRRFTIESAER. XLEFIEH I LDAP BRS5 2767 A 7~ B8t R Y A P = ATRIE,
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R4 ActiveMQ REMN A F ERAJUE R DIT RFE#HAF K LDAP RESB|HPM TR, Hlm , RE
IEFEE A AWS Managed Microsoft AD , 3} BEEi4Hcorpexamplecom, M , F BEXEAH/FE
SR BE N corpMUsers , NIBFEALUTHRBRERNRAFE -

OU=Users,QU=corp,DC=corp,DC=example,DC=com

ActiveMQ REJF1E DIT PR EBERRAF , MENKAREBENEFREZBERET ORI,
_ Active Directory Users and Computers

File Action View Help
& | FH = HE BRiET

| Active Directory Users and Computers [WIN-IL
| Saved Queries

v 3 corp.example.com
2| AWS Delegated Groups
= AWS Reserved
| Builtin
| Computers
v @] corp
a2 | Computers
2 Destination
3| Group
3| GroupTwo

o Users

BT ActiveMQ BB AFNBEEEBHERB A uid , BHABERENAFLPHERETHEMN. HfEE
g, BALUERAPNEZAFE. BXEZEER , 2 H activemq R A E Windows Server
2016 ( RJE4E ) lRAK Active Directory AP fiTEHHEE ID 5,

ENREAFBA ActiveMQ #HI&THE , E#RMAE T amazonmg-console-admins 4,
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https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L89
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
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Authorization

NFENX , NREREMEREBREFEE, REIREN activemg. xml BEXXHHH
cachedLdapAuthorizationMap TEEESNEWH ( NEER , BHE ) LK. BXEZER |, iF
S HE17 LDAP ERUEHR,

(® Note

RNTeeBEANREactivemq. xmlEE X4 F M cachedLDAPAuthorizationMapJt
R, BUMEED LI EREE R EF LDAP BRI ARPOETI AWS EEEHA , &
B REMNERE AWS EERGE , FEEFERA Amazon MQ API 82 #E & LDAPAY
fFauthenticationStrategyBHiRE RN,

IEVTEREUT=ANEMIERN cachedLDAPAuthorizationMap TEMN —3F5 :

* gueueSearchBase
* topicSearchBase

* tempSearchBase

/A Important

NTHLEBBESEENBEERENEEXHF , Amazon MQ FELEATEMRE
cachedLdapAuthorizationMap H & :

e connectionURL
e connectionUsername

e connectionPassword

HIEQIBALLRAY , Amazon MQ £ AZBEI HER API BRI 1dapServerMetadatal®
MHREHNERRE LRAEYE. AWS EEEFHA

LATRE/RT cachedLdapAuthorizationMap B T4ERHI,

<authorizationPlugin>
<map>
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https://activemq.apache.org/cached-ldap-authorization-module
https://docs.aws.amazon.com//amazon-mq/latest/api-reference/configurations.html#configurations-model-authenticationstrategy
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<cachedLDAPAuthorizationMap
queueSearchBase="ou=Queue, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
topicSearchBase="ou=Topic,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
tempSearchBase="ou=Temp,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
refreshInterval="300000"
legacyGroupMapping="false"

/>

</map>
</authorizationPlugin>

XLEEHRR DIT FAESNEREEEENRNMLE, A , 3F LE RHE AWS Managed Microsoft
AD , ffFcorpexample, FMWMEREIEAtFcom , BALUEE—MNEINWALRENdestinationk 3
EFEBFRER, EZARIIIF , LA queues, topics M temp BIRD BIBIE—1,

XERE SRR REM ( NRESIN ERREHRHENES ) FE DIT FEFLUTAE :

OU=Queue,0U=Destination,OU=corp,DC=corp,DC=example, DC=com
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. Active Directory Users and Computers

File Action View Help
e 2nFE 8| XEG=H

1 Active Directory Users and Computers [WIM A

| Saved Queries

v &

corp.example.com
3| AWS Delegated Groups
2 AWS Reserved
| Builtin
| Computers
v (3| corp
3| Computers
v 2 Destination

2 Queue

3| Temp

3| Topic
3| Group

3| GroupTwo

= | Users

—

E# , EEMIGE B AREVRIMNRF T DIT ey E—R3! :

OU=Topic,0U=Destination,OU=corp,DC=corp,DC=example,DC=com
OU=Temp, OU=Destination, OU=corp,DC=corp,DC=example, DC=com

ESNBERER (RS, £, Imet ) WARI T , TUREABESIEFERRER. Hl, BEER
LABT4% DEMO.EVENTS.$. FFkW AT B RA SRR BRRAN |, BTGB THLIRT
OU=DEMO.EVENTS.$,0U=Queue,OU=Destination,OU=corp,DC=corp,DC=example,DC=com

(® Note
DEMO.EVENTS.$ AL 1T Queue HLEETA,
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B ActiveMQ RBERFNEZE LR |, i55H Wildcards (&L £F)

ERNEEFIREBZRFN (20 DEMO.MYQUEUE ) |, BEEXELLUTHE :
OU=DEMO.MYQUEUE, OU=Queue, OU=Destination,OU=corp,DC=corp,DC=example, DC=com

_ Active Directory Users and Computers

File Action View Help
¢ nm B Ec= HM T

1 Active Directory Users and Computers [WIN-IL A

| Saved Queries
v 3 corp.example.com
3| AWS Delegated Groups

= | AWS Reserved

. Builtin

Computers

v 3| corp
3| Computers
v 2 Destination
v 2 Queue
| DEMO.MYQUEUE
3| DEMO.MYSECONDQUEUE

o | DEMO.EVENTS.S

3 Temp
a2 Topic
3| Group

3| GroupTwo

a | Users

gogeat’:|

EBNKRTEFRREE WAL IR , BURBE=AZTLH, 5 ActiveMQ FHFFENRE—# |, X
LEEENPR, read/write/adminBXEBMBRATFRAFPHRITHERENESZEER | ESHE ActiveMQ X
B Z e,
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https://activemq.apache.org/wildcards
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FRARER

BRI RIXELR A read, write Ml admin, EXLELZSLEAF |, BAILURMAFSHA | 1A
*X?ﬂ?ﬂﬁ?&?ﬁ%fﬁo NFENEEFTERERENENR , BHFEXERSLE,

. Active Directory Users and Computers

File Action View Help

e @ B X2 BRI B aETE%
] Active Directory Users and Computers [WIN-IL A || Name Type Description
- Senred Comeses :Egadmin Security Group...
M c9rp.a(amp|e.com Egread Security Group...
- AWS Delegated Groups égwrite Security Group...
o | AWS Reserved
| Builtin
| Computers
v [2] corp
2| Computers
v o | Destination

= | DEMO.MYQUEUE
2| DEMO.MYSECONDQUEUE
5| DEMO.EVENTS.S

Temp

LEPa| ¥
J 6

| Topic

3| Group

2. GroupTwo

2| Users
= | Domain Centrollers
ForeignSecurityPrincipals

LostAndFound

(® Note

SIREEAN , REABMRERR, REWHPRNEFERZE , Windows 2000 2 BT IHZAL N

TJL.ltFL'ﬂ ?—*HHE’J%*’_\
PNENRESREREM , BX%M

M uuid B,

BNfEX LA F DIT AR E. Windows 2000 2 B kR4S X AHE
mrREH—N, ATERX—"3R  AJLLAEA admin 475

F ActiveMQ RIE 5 LDAP £5
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=

File Action View Hel

New Object - Group X
ol AR 10 = RNE
] Active Directory Users a ‘\?/2 Createin:  =.com/corp/Destination/Queue/DEMO.MYSECONDQUEUE
| Saved Queries g
v :T-ﬂ corp.example.com E are no items to show in thisy
o] AWS Delegated Group name:
o | AWS Reserved ’ admin I
| Builtin
1 Computers Group name (pre-Windows 2000):
v [3] corp | admin-alias-uuid-3f3b6ae7c| |
a2 Computers
v 2] Destination Group scope Group type
v 3] Queue (O Domain local ® Security
a1 DEM( (® Global (O Distribution
= DEMq O Universal
3| DEM(
o] Temp
3] Topic
=/ Group Cancel
2| GroupTwo
| Users
= | Domain Controllers
_| ForeignSecurityPrincipals
| LostAndFound L7
< >

FRAPAMEEE BN adnin Z2AFATFAFCIRZAMRERIZES, FEMRMNE read Z2EH
fEfb e M B FRIREL , MRHEATA IR write ANIFERIIEBE B A B IR,

RTHENAFFMBEZLANRZA | BEAURIMEANE, ER , BT ActiveMQ BIRFTEANE
MEMBHITERD , D STERERMNVAEEENRE groupOfNames , 1 activemq FRIHS AT
To

ERITHIRE  FEBESAF uid HENRE. BZH7E Windows Server 2016 ( BG4 ) lRASEY
Active Directory AP MitEH P EE ID B,

W 3. (A% ) Connect B AWS Lambda B3

AWS Lambda AT LUE B HFE AR EHEH Amazon MQ REREE ., HEFREERT Lambda B |, 7
DOIBSHRRE , MASIFIRBUEEHE S ARARK. SLIZNSHRME 2 # M SRR P IREUH
B, #LLJSON WRWERF e A Lambda f18,

FEORIBIEREET Lambda B
1. ®ET IAM AN RANE Lambda BEEEIMITAE,

* mq: DescribeBroker

S| 3 ( Wik ) Connect 2| AWS Lambda B 108


https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L86
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
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* ec2: CreateNetworkInterface

* ec2: DeleteNetworkInterface

* ec2: DescribeNetworkInterfaces

» ec2: DescribeSecurityGroups

* ec2: DescribeSubnets

» ec2: DescribeVpcs

« B : CreateLogGroup

« B : CreateLogStream

« B : PutLogEvents

. MBZREHEEE : GetSecretValue

® Note
WMRZELEN IAM R |, BHEBFTEM Amazon MQ R H K 2 REIE R,

2. (W) MRECET —NKELFUHRAMHKRE | NATRTTEER —TURELA T
Lambda ZEZ R ERRE -

s ABMREBETFHEE - NAT X, BXESER , FZH (AWS Lambda FFRARIERE) #F
HIVPC EZER Y BB M MRS A

« £/ VPC LT RIEEH Amazon Virtual Private Cloud ( Amazon VPC ) #l Lambda 2 [8]
BIEERE., B/ Amazon VPC &4 0UE#EE| AWS Security Token Service (AWS STS)

Secrets Manager AT R, BXEZFEE , HZH (AWS Lambda FF R AR IERE) WA
Lambda BtiE#Z O VPC LT Ko

3. fEA AWS BEIEH AN Lambda B E EREBEENEHIR, BB JLAEHZcreate-event-
source-mapping AWS Command Line Interface &5

4. A Lambda HEURE —LRERLEMNEHREFEANERE ., SHFEMREK RN Lambda fEE
RFRIBMWS|ZER, UTEFATF Amazon MQ for ActiveMQ BAFIH Lambda &R,

® Note
FEiZTflH |, testQueue 2BRAFTIHIE Fr,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
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"eventSource": "aws:amq",

"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",

"messages": {

L

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType": "jms/text-message",
"data": "QUIDOkFBQUE=",
"connectionId": "myJMSCoID",
"redelivered": false,
"destination": {
"physicalname": "testQueue"
1,
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerQutTime": 1598827811959
1,
{
"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType":"jms/bytes-message",
"data": "3DTOOW7crj51lprgVLQaGQ82S48k=",
"connectionId": "myJMSCoID1",
"persistent": false,
"destination": {
"physicalname": "testQueue"
1,
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerQutTime": 1598827811959

B2 Amazon MQ iE#ZF) Lambda. Lambda i Amazon MQ E4RE Mt X 15a0E T M = 4R 5T 48
RNEZER , 55 (AWS Lambda FAARERE) HHE Lambda 5 Amazon MQ £& .
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https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
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B ActiveMQ REAF

ActiveMQ B 282915 1H ActiveMQ REHBASIMETW AR ARF. B GRFrEENESE
ENR, Hlan |, @Bl AT E LA PR ActiveMQ Web $#2#%|&,

AR—MEMIRE, BUUNAFRSEA , HAABRERE, BUIAEE5EBSIAEBHRR,

(® Note

BIEFMIUTRHPREEA, ERAREFIMED—PAFN , FEIZARE ; EMNARE
R ERPRE A, R BRA IR,

(® Note

ActiveMQ on Amazon MQ ## activemq-webconsole AFEFTER T M EBH SN
R, ZATRMATERAFBEEE R HRNR,

UTFREVERIMAER AWS EEEZHEI SR, KREFMMBR Amazon MQ REAF,
BIZEFH ActiveMQ KA

1. &3 Amazon MQ ## 5.
2. MNa@ABI&SP , ERENELHEN (Sl MyBroker ) , RIEEREFHR.

£ ZMyBroker WHRY ‘A" #oH , SIH T ZELLENFRBERS.

paolo.santos No Devs

jane.doe Yes Admins

3. EECIEAF,

4. 71 Create user (BIZRAF) XiEEH , # A Username (AAF &) M Password (),
5 (&) BARAFPFIEWNAENER , AES 2K (BIW : Devs, Admins),

6

(A% ) EFEAFE®IEME ActiveMQ Web #2515 |, iE1%E#F ActiveMQ Web Console (ActiveMQ
Web #2#&).
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http://activemq.apache.org/web-console.html
https://console.aws.amazon.com/amazon-mq/
http://activemq.apache.org/web-console.html
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7. EERGBAF.

/A Important
NAPHITERFR2VUNFERNATHS. BENAER , #A0FET —EFPHNERIEE
imEE ActiveMQ RERF

ERBWEAFT , BRITUTRE

1. B35 Amazon MQ #Z#lA.
2. MELAFFRAD | ERENLLREEBW (HlI0 MyBroker ) , RREREFEEFIFE.

#iZMyBroker WHK “AF” &% , FIH T ZELENFRERAF,

paolo.santos MNo Devs

jane.doe Yes Admins

3. EEREMBERZIL  RREERERE.

48R Edit user ((RERAF) XN iEHE,
4. ( "iE ) B AF Password (F),
5. (&) ASMBERAAFIBEHNANEY , AE252M (HlW0 : Managers, Admins).

6. ( Ak ) BEFEAFEEBIFR ActiveMQ Web 2§ & |, iE%# ActiveMQ Web Console (ActiveMQ
Web ?_Zla:ﬁ%“'llfl\)o

7. ERETEXNAPMBER , 5% Done (FE/K)o

/A Important
MNAF#TERFTRUANERANATRAFS. ENAER , LAFFT—4EFPHERIEE
BHRE,
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https://console.aws.amazon.com/amazon-mq/
http://activemq.apache.org/web-console.html

Amazon MQ 8 A RIEE
fiBR ActiveMQ REF
TEHEEEMNAFE , TABKRIZAF,
1. &3F Amazon MQ 2#l&.
2. MELASIRA  BERENZLLEHET (S MyBroker ) , REEFEEFE,
#EiZMyBroker WHK “AF" #oH , JIH T ZELLENFRERF,
paolo.santos No Devs
jane.doe Yes Admins
3. ERMEBHBFER (HIW MyUser ) , RFEE ‘MR,
4. EWIAMBRAF , BE ‘BBRMyUser 27 FBEES |, &M

$F Java Message Service ( JMS ) & ActiveMQ B & 5 A 89 B 3R 6l

/A Important

NAPRTERFTRVUERERNATHS, BENRAER , #AFEFT —4PBRIEE

BRE,

LT REERINMAIAGREA R EA ActiveMQ :

* 'R OpenWire il Java (XEBEEEIRE, QEAIIRENEVCEE . BXFADHEMYA , BS

%] Connecting a Java application to your broker,

« MQTT Rfl Java KB ATEEERCE, 6B FFHREMBYER.
« STOMP+WSS 7Rfl| Java fCE3 AT 2R, 61 RASIH ZIEMEBYOE R

FRFH
BH VPC B

ERAREHAREA AL VPC fifF |, BAME B enableDnsHostnames #
enableDnsSupport VPC B, BXEZEE , 28 (Amazon VPC AF#EmE) K VPC 1

DNS Support,

MR ActiveMQ 1S3 A P
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https://console.aws.amazon.com/amazon-mq/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
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BRAhIER

ELREAEA Amazon MQ , A0 {E A A ILERE,

1. &3 Amazon MQ ##l & .

2. MZRLEAFIRF | EREHNIXLENZF (510 MyBroker ) o

3. TEiZMyBrokerMHH “HEIE” #4o |, id TREM Web #2H| A URL ML IEY it ut Fiw O o
4

£ Details (¥ S 5.) 22 # Security and network (E£5ME) T , R ENLZLABHR
2

LA E R EC2 Dashboard B Security Groups (Z£4H) T H,
5. MZ24AJNKRF K ZREENRL4A,
6. TERMEESD , & Inbound (AM) , REIEER Edit (RE).
7. * Edit inbound rules (4B AMEMN) XHEEF , AFLELFHRINEAN URL LT SR INA
W (AT RBIE RIATR R Web 25 BIITILERE.
a. IEBERMAN,
b. XF Type (EH) , i%£$#F Custom TCP (BE X TCP),
c. XtF Port Range (i O3BE) , A Web #H&iw0 (8162 ) ,

d. XF Source (R) , %#F Custom (BEN) , RAERBABHLEREL LR Web BHIANREM IP
ik (50 192.0.2.1),

e. jija%ﬁﬁo

ENAREIIE T BUER AT,

N Java k¥R

OpenWire

R activemg-client.jar M activemq-pool.jar BFIRME Java EKEEH, AT RHIE
B Y Maven B # pom. xml 3T #YIX LAk i< R

<dependencies>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-client</artifactId>
<version>5.15.16</version>
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</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

BX activemg-client.jar WEZEE , S Apache ActiveMQ XHEF IR ELE
MQTT

¥f org.eclipse.paho.client.mqttv3.jar BFEFME Java EEEP, LT RAEIEAT
Maven I B B9 pom. xml X HHIX —KEIX R,

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.0</version>
</dependency>
</dependencies>

A org.eclipse.paho.client.mqttv3.jar WEZEEL , 551 Eclipse Paho Java & F°
o
STOMP+WSS

FUTEFETHRMET Java REE

* spring-messaging.jar

* spring-websocket.jar

* javax.websocket-api.jar
* jetty-all.jar

* slf4j-simple.jar

* jackson-databind. jar

AR RABIEEE T Maven BB B9 pom. xml 34 A B IX LAk ik R o

<dependencies>
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<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-messaging</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-websocket</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>javax.websocket</groupIld>
<artifactId>javax.websocket-api</artifactId>
<version>1l.1</version>

</dependency>

<dependency>
<groupId>org.eclipse.jetty.aggregate</groupld>
<artifactId>jetty-all</artifactId>
<type>pom</type>
<version>9.3.3.v20150827</version>

</dependency>

<dependency>
<groupId>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>1.6.6</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.5.0</version>

</dependency>

</dependencies>

BXEZER , iS4 Spring Framework X &5 #y STOMP 3%,

Amazon MQExample .java

/A Important

EUTREIRIEF , EFENERAEEENELBETEIT. N TEFRE ( N HKESHIHE
®%)  FRKRENCIZENERAEELMNENILE LE1T,
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OpenWire

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import org.apache.activemqg.ActiveMQConnectionFactory;
import org.apache.activemq.jms.pool.PooledConnectionFactory;

import javax.jms.*;
public class AmazonMQExample {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT
= "ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws JMSException {
final ActiveMQConnectionFactory connectionFactory =
createActiveMQConnectionFactory();
final PooledConnectionFactory pooledConnectionFactory =
createPooledConnectionFactory(connectionFactory);

sendMessage(pooledConnectionFactory);
receiveMessage(connectionFactory);

pooledConnectionFactory.stop();
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private static void
sendMessage(PooledConnectionFactory pooledConnectionFactory)
throws JMSException {
// Establish a connection for the producer.
final Connection producerConnection =
pooledConnectionFactory
.createConnection();
producerConnection.start();

// Create a session.
final Session producerSession = producerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession
.createQueue("MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer = producerSession
.createProducer(producerDestination);

producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

// Create a message.

final String text = "Hello from Amazon MQ!";

final TextMessage producerMessage = producerSession
.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

// Clean up the producer.
producer.close();
producerSession.close();
producerConnection.close();

private static void
receiveMessage(ActiveMQConnectionFactory connectionFactory)
throws JMSException {
// Establish a connection for the consumer.
// Note: Consumers should not use PooledConnectionFactory.
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final Connection consumerConnection =
connectionFactory.createConnection();
consumerConnection.start();

// Create a session.
final Session consumerSession = consumerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession
.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession
.createConsumer(consumerDestination);

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.

final TextMessage consumerTextMessage = (TextMessage)
consumerMessage;

System.out.println("Message received: " +
consumerTextMessage.getText());

// Clean up the consumer.
consumer.close();
consumerSession.close();
consumerConnection.close();

private static PooledConnectionFactory
createPooledConnectionFactory(ActiveMQConnectionFactory
connectionFactory) {
// Create a pooled connection factory.
final PooledConnectionFactory pooledConnectionFactory =
new PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
return pooledConnectionFactory;
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*/

eas

private static ActiveMQConnectionFactory
eateActiveMQConnectionFactory() {
// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
new ActiveMQConnectionFactory(WIRE_LEVEL_ENDPOINT);

// Pass the sign-in credentials.
connectionFactory.setUserName(ACTIVE_MQ_USERNAME);
connectionFactory.setPassword(ACTIVE_MQ_PASSWORD);
return connectionFactory;

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

import org.eclipse.paho.client.mqttv3.*;
public class AmazonMQExampleMqtt implements MqttCallback {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT =
"ssl://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq. us-
t-2.amazonaws.com:8883";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";
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public static void main(String[] args) throws Exception {
new AmazonMQExampleMqgtt().run();

private void run() throws MgttException, InterruptedException {

// Specify the topic name and the message text.
final String topic = "myTopic";
final String text = "Hello from Amazon MQ!";

// Create the MQTT client and specify the connection
options.

final String clientId = "abcl23";

final MgttClient client = new
MgttClient (WIRE_LEVEL_ENDPOINT, clientId);

final MgttConnectOptions connOpts = new
MgttConnectOptions();

// Pass the sign-in credentials.
connOpts.setUserName(ACTIVE_MQ_USERNAME);
connOpts.setPassword(ACTIVE_MQ_PASSWORD.toCharArray());

// Create a session and subscribe to a topic filter.
client.connect(connOpts);

client.setCallback(this);

client.subscribe("+");

// Create a message.
final MqgttMessage message = new
MgttMessage(text.getBytes());

// Publish the message to a topic.
client.publish(topic, message);

System.out.println("Published message.");

// Wait for the message to be received.
Thread.sleep(3000L);

// Clean up the connection.
client.disconnect();

@Override
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public void connectionLost(Throwable cause) {
System.out.println("Lost connection.");

@Override
public void messageArrived(String topic, MgttMessage message)
throws MgttException {
System.out.println("Received message from topic " + topic +

" + message);

@Override
public void deliveryComplete(IMqttDeliveryToken token) {
System.out.println("Delivered message.");

STOMP+WSS

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import
org.springframework.messaging.converter.StringMessageConverter;

import org.springframework.messaging.simp.stomp.*;

import org.springframework.web.socket.WebSocketHttpHeaders;

import org.springframework.web.socket.client.WebSocketClient;

import
org.springframework.web.socket.client.standard.StandardwWebSocketClient;
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import
org.springframework.web.socket.messaging.WebSocketStompClient;

import java.lang.reflect.Type;
public class AmazonMQExampleStompWss {

// Specify the connection parameters.
private final static String DESTINATION = "/queue";
private final static String WIRE_LEVEL_ENDPOINT =
"wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws Exception {
final AmazonMQExampleStompWss example = new
AmazonMQExampleStompWss();

final StompSession stompSession = example.connect();

System.out.println("Subscribed to a destination using
session.");

example.subscribeToDestination(stompSession);

System.out.println("Sent message to session.");
example.sendMessage(stompSession);
Thread.sleep(60000);

private StompSession connect() throws Exception {

// Create a client.

final WebSocketClient client = new
StandardWebSocketClient();

final WebSocketStompClient stompClient = new
WebSocketStompClient(client);

stompClient.setMessageConverter(new
StringMessageConverter());

final WebSocketHttpHeaders headers = new
WebSocketHttpHeaders();

// Create headers with authentication parameters.
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final StompHeaders head = new StompHeaders();
head.add(StompHeaders.LOGIN, ACTIVE_MQ_USERNAME);
head.add(StompHeaders.PASSCODE, ACTIVE_MQ_PASSWORD);

final StompSessionHandler sessionHandler = new

MySessionHandlex();
// Create a connection.
return stompClient.connect(WIRE_LEVEL_ENDPOINT, headers,
head,
sessionHandler).get();
}

private void subscribeToDestination(final StompSession
stompSession) {
stompSession.subscribe(DESTINATION, new MyFrameHandler());

private void sendMessage(final StompSession stompSession) {
stompSession.send(DESTINATION, "Hello from Amazon
MQ!".getBytes());

private static class MySessionHandler extends
StompSessionHandlerAdapter {
public void afterConnected(final StompSession stompSession,
final StompHeaders stompHeaders) {
System.out.println("Connected to broker.");

}
}
private static class MyFrameHandler implements StompFrameHandler
{
public Type getPayloadType(final StompHeaders headers) {
return String.class;
}
public void handleFrame(final StompHeaders stompHeaders,
final Object message) {
System.out.print("Received message from topic: " +
message);
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19 MAREBRAFAR, % autoMinorVersionUpgrade FEHT , Amazon MQ HEHNREARZ
RATRY AT A AN T RS
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BB, S RFA R Amazon MQ X IE 5| Z RN,
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BIZRAF LK

BN FHRAEARIT I EXHFNEEREIIRERS. BRAEIREREF
%Ja , Amazon MQ FHELY BT RN REA RIS SZHH T RA

EXFHARREBNEZEELR |, BSHthe section called “FrH 5| F A",
5 X8 5| 2B My A

BRI LAfEAdescribe-broker-instance-options AWS CLI s S5 HAFE XM A EMEES|Z
R

aws mq describe-broker-instance-options

ERE|IEBHNEHIRBFHERER  EFH--engine-type#--host-instance-typeit I , MELTFR
o

aws mqg describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

fFlan | EiFik ActiveMQ mg.m5.large FIRBIKBEWER | EERMBR N, engine-type
ACTIVEMQ instance-type mq.m5.large

Amazon MQ for ActiveMQ S{E3LEE

LA AE 5 E REK ZITE Amazon MQ EEA ActiveMQ KB R ARRER S MEENBEET 2R AN
B,

FKIE R EE XM BE Amazon MQ MM 4120

TEEEHIXAE Amazon MQ LR , Amazon MQ £E& MK~ T Virtual Private Cloud (VPC ) H
MBS MEMEED  HEEKRE EC2 R, ZMEEOAGTENE K (HEERFERE ) 5
Amazon MQ REEE., ZMEZZEOBEMNE Amazon MQ RS SBERN , RERZEMK,R VPC 1Y
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/A Warning
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SERVICE SCOPE
YRR fE FER
EFERENMIBENENMEABENSR (HlI Al : 81 HIEE ActiveMQ R BB ) |, BRI UL

N ActiveMQConnectionFactory ERAFE/MNCIBEMERE, Hl

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMqUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

BR , EEEZMMCIEENERAENEEINARY , A ZMIBECEXREEETEKEASE , ¥
BYMEET, EXESFRF |, BRMFEA PooledConnectionFactory RFZANBIEBEERDEH, i
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// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.

final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

MAERABERBERMERIZMMELRETR

NRNARFREEEZIZMMEBLETR , flW , SEEAE/ZABEEANRENARHE S RET
BE| Amazon MQ B , EAMEERBERUAENEREEILERES—1. Hla .

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617,ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)?randomize=true
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- BOEAZERERI - Amazon MQ TXEFFEAZEBNRERIN, EXEZER , ESH Apache
ActiveMQ XY &I, Z#EF zeroconf X FBIZTA 2,

BEMECER XA SFEEERE

ActiveMQ X2 H N (XA) BH. TH# ActiveMQ A4 XA ELEBITFE % Amazon MQ F_HE
ERNHEEHEBNEERERE

BRERNHLENRBNNE HE XA BF, MRXLERBNREEN , EREFHEENENERT
B, NMEZEMEHRERRNRE, XS2FWESMNRELBRE, BLFTER conmit() =
rollback() BITXLEES , UEMEERT SR RNERMEE,

EEERAENERN XA RS , A LEA Amazon CloudWatch Logs #
MJournalFilesForFastRecoveryiEff, MR ZBFFHEM , LFEHRAST 1, WRFERAEML
FUATRENRBRERBTNES. BXESEE , HZH Amazon MQ FHELHTL,

LT REIIDETN EERE XA ES , F#EA rollback() xMAEAT,

import org.apache.activemq.ActiveMQXAConnectionFactory;

import javax.jms.XAConnection;

import javax.jms.XASession;

import javax.transaction.xa.XAResource;
import javax.transaction.xa.Xid;

public class RecoverXaTransactions {
private static final ActiveMQXAConnectionFactory ACTIVE_MQ_CONNECTION_FACTORY;
final static String WIRE_LEVEL_ENDPOINT =
"tcp://localhost:61616";;
static {
final String activeMgUsername = "MyUsernamel23";
final String activeMgPassword = "MyPassword456";
ACTIVE_MQ_CONNECTION_FACTORY = new
ActiveMQXAConnectionFactory(activeMgUsername, activeMqPassword, WIRE_LEVEL_ENDPOINT);
ACTIVE_MQ_CONNECTION_FACTORY.setUserName(activeMqUsername);
ACTIVE_MQ_CONNECTION_FACTORY.setPassword(activeMgPassword);
}

public static void main(String[] args) {
try {
final XAConnection connection =
ACTIVE_MQ_CONNECTION_FACTORY.createXAConnection();
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XASession xaSession = connection.createXASession();
XAResource xaRes = xaSession.getXAResource();

for (Xid id : xaRes.recover(XAResource.TMENDRSCAN)) {
xaRes.rollback(id);
}

connection.close();

} catch (Exception e) {
}

ELFRriZaD | B LN XA ESEEBRECHEE XA ES, ARG, B UUEH rollback() =&
commit() RRAERBULEENEHERES,
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/A Important

Amazon MQ A F#Ef. QIEZRESFIEBEE K.
55 MQ X #F1E JSON RERALEM{LBF.

55 MQ X #F RabbitMQ BN EERRZARRZ :

« RabbitMQ 4

IS MQ {RIEFTE ZFHEHI RN mg.m7g SEHIEE FFiF RabbitMQ 4 lRAR S
RabbitMQ 4.2,

+ RabbitMQ 3

55 MQ £ mq.t3. mg.m5 Fl mq.m7g LKA F 1 RabbitMQ 3 lRAR 5 FH RabbitMQ
313, XFEMBEXFHNEBIK N,

51| i 37 5 HY 51 ZE R AR

BAILAfEAdescribe-broker-instance-options AWS CLI s S5 HHAFE XM A EMEES|Z
R

aws mq describe-broker-instance-options

ERE|BNEHIRBFERER  EFH--engine-type#--host-instance-typeitI , MEL AT
o

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

Bl |, Eifik RabbitMQ fmq.m7g.largesRBIRBNER |, BEEMAMengine-typeEHRABBITMQiR
M. instance-type mq.m7g.large
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T MQ RIEFTA XIFHKHIAR/PEY mg.m7g SKHIZRE E X 3F RabbitMQ 4 A% 5| #Y RabbitMQ
4.2,
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T 5# MQ XM RabbitMQ 3.13 Z| RabbitMQ 4.2 BFiitb A %K. BEXEZES , HSHEM RabbitMQ
3 AL E 4.

/A Important

T E# MQ L4534 RabbitMQ 4.2 28R BRIARA IR BT 2 “EE AL, WMRECIZERASIH
B RIEERNFIEKE ST, NIFOIEEERS,

HF M AMEESR |, HAM5BZIEIIE RabbitMQ 4 EEREERS , BN FEERIEZ BLRA 5 £ FR
BEBERTHERRFAML,

T 5# MQ £#Y RabbitMQ 4 5| A THUTEX

« AMQP 1.0 EARDODIII : BXREZEER , BZHEMIL

o K5 F : BRT AMQP 0-9-1 Fl AMQP 1.0 2\ , Shovels BIEEZ I F—ME R “Aith” BIFTIHIL
A FRAEET AMQP 1.0, BEMNTREA LM TCP E#E , MEEAEHTRZBANERHA
EENAPT RKERENER APIs HE. 5 AMQP 0-9-1 M1 AMQP 1.0 #8tk , ERERATER—&
BAOHBRNES , AETUREESHELE  BRERANRRED,

« EERIIZIFHEMER  FERIERMLERBALTEIRES , FTEERBATRER. —B&
ERFIRENRETRERHEE , ERM2BRARKERR T, EEABBASI N BN ZFH ML TR
BRAEAERMEBEML LR, RRELLROVMRFRENES , LER 0-4 WHRFNEE, RERS
T 4 EFRERF RS, SRAEFHEFLETEBRLLIOEE |, O 21, pm2R , N T&=
2%BMESES , BRIIFEE 1 REBREFHE (WRE ) . Bt , FEBFISSIM T —M3E™1%
By NP EERLE, XHETUBRELEEERLICERMALAMERE , BELERRSH
LERREFTERILERRA 2:10

« Khepri : Khepri # i ¥ RabbitMQ 4 22 EH BRI T IR 6#

« M@ TLS (MTLS) : 5% MQ 3X3F RabbitMQ ZLF#IME TLS (mTLS) , A B FERIEB#IT
SHRKIF, BXEZEL |, F5H mTLS B &,

« SSLiEHEMRRIEEH : SSL FHRIEHEAEFER mTLS EEFNEFIRIEIBN AR HRITEHRIE
RUFER X509 BERRIEEMARAFPZENBBEILI#TEARIE,. BXEZER , {55 SSLiE
+ 58Ik,

« HTTP B/ RIEEH : HTTP B RIEBiniEH RPN S ARIEMBREIRANI HTTP RFE. X
EZER , FSE HTTP BB IEFE,

« IMS X¥F  AEUEXFEAT JIMS TERRA AR JMS TR , £1F IMS NAREFEH
RabbitMQ JMS & P im#t 1T E .
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T 5# MQ £H RabbitMQ 4 R E2F AL T IhEE

- ZHERIINER : #EXIFZLHNY  EENEFFHRENNARFRTEMNEARER , BEMNAER
—MIEEFBATIRE, BLRFEEERIETATR , AEMEAEEFIAZLEATI PR B HNER,
NTEFRNBERE , BWERZEENS

- BR2F QoS : EUEFEFRESNMEAE QoS (F2R/ ) , MFARELE QoS , FEXNENMIUEREA
BAHETE.

o WIEREHEAB R SR HF - IRRIRASIRIER AR EAHEHFHMET RIVERSTHEMERXAIA
3, HEXPIRES , ENKETIEHNBINEMER, £EHSFES , SEMNAENTRERED
B, EAPEEMIBR. BAVRERMRS TTL ERE—REE /S B BIBRRERNER, 8%
SRS, —BBEBRABESZATINERE | ZEASIH WM ER.

£ Amazon MQ EH % ZE| RabbitMQ 4.2 Bt , A TEXE R AELF MG N AREF

« RRIABABISKEL : RabbitMQ 4 X2 EAYRRIABA ISR BEIIR B N EE AR WS T 62 A 51 Hi[H) R 15 E BA
FIRESE , NIFIREERS,

« SEEBNSIMBRIAZE#FZIEREIIRE R 20 | EF1EIE 20 XFA ERERERIHEMIBREESR (HIBR ) o
WMRBAFI W FE WAE R R ER4 20 R , MAR N HERIIEEFRE B RS E SRS, SUESR
BIEEKR, HENFERBEIBXR,

- amqplib : {£F 0.10.7 89 Node JS & i amqplib lRZAZRAEA f rame_max < 8192 9 AMQP & F i
BE 8T £ E#F RabbitMQ

- BINARRE : SEA T RabbitMQ 89 Amazon MQ F1iE#E, M@, SMUENERE. KH. Bl

EH., FF. KRNFKFAOHEEXDEIATRINERERARSE,. eNxdfFARETAENTE B
AUAEABRERTAEENL , UARENBEER,

5 MQ £ RabbitMQ 4 A # LA T IhgE

o ARMFEYLREE : Amazon MQ A EARBENREE | AN Amazon MQ 1 R FRE R ISERE
Ho

- SHEEES : T3# MQ £ # RabbitMQ JEHE &S

« BBAIER  LE# MQ F2BERM RabbitMQ 4 242 E K RabbitMQ BA5IiE R, AWS
CloudWatchAmazon MQ {3 BE L T AR RELLE KA AVIER. AWS CloudWatchf& a] LA fE A
RabbitMQ & AP| EIBAFI1E R, RAVE WL — 25 # e E KAV YA B R E 1 E R SR 4R,
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RabbitMQ R4 3 3%

T 5 Amazon MQ AL FARER T RESI ZBRAMNALLESTF, SEMIEAPIFLLE
B, Amazon MQ £ B iZ A LRAMEREBEARE T — N EFNRE, WAARFELNLLE
FE4 T ERM |, BN end-of-support B 82 FEHI45 K N# 1T

Amazon MQ EDSERE/MNRAL LT #FE] 90 KA HBAH, TATEIBRTETZ end-of-support B #i 2 &
ARENZEE , LR HIEMPRT, A EXFLLEREE 30 XA, BREEITVL EXFNR
R EOIEFFORIE,

RabbitMQ fr4x Amazon MQ 4 1F 3%
42 (HEMER )
3.13
3.12 2025 £ 3 A 17 H
e 28 F+ 4%

A LR FHHREBARI T —INEZFNETEREARIRERE, EXFHIARMRENESER | F
S F % Amazon MQ RIB 5| Z iR,

Amazon MQ BEMAEEA 3.13 KL EMRAH RabbitMQ REBARIFZEH IS THRE., FHNEH
WRAARSEITNNEN I RBARELEFZIREZELRE,

/A Important

RabbitMQ X L 18 EMAEF ( Hl0 : 3.9.x F 3.10.x ) o EFEFEEBI R ERRA ( fl10 :
M38xEI311.x),

BXHRERFEERMNFATRIVRES. N TEFHRE , GEAIXAEESHEARLS., MRAITIR
 , RIEFTHIRAREEEEKNNE, ERIRSIRY , FREMEFELEZERRS. RRIIRES
HREZEAE , REFEXTH. ARERAPER , RNEBUERERENNBEFHTHAR, BRREAR
BEIBNEZEER , 53 Amazon MQ for RabbitMQ F{ESLE,
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fF RabbitMQ #9 Amazon MQ 3 REH LR Z 4

T 5# MQ X#FM RabbitMQ 3.13 #| RabbitMQ 4.2 WA HK. BMEARFIEEERNAREFNK
B, EARHEE , Amazon MQ £ It EREBHNMAEIEE.

Amazon MQ TRHEXEEZEILBIET, MREIERETHITEZINE , BSHESZITE,

/A Important
FRzEl , HEE R abbitMQ 4 F5|AWEEFH. EXERMFINE , SIBEERARFREIR
L
TRERT AR E.
ARIELER
ZRAXR BIFR (HEF ) ERERE
ZHLAE] =B, EARYE , AmazonMQ &, BALENEINER T HES
it SRENFIAERE, FUNER EIEREIBIFNELH.
RTBAFIRE . 48 %5 HF A B (8] 7 BUR
DENETE
MARFRBE EEER ARE , ABRIFFT B, ELAEFNARFABTEE
G o MEFENEREEERIHNA
H,

M RabbitMQ 3 Fiith R ZE 4

5 # MQ 35 M RabbitMQ 3.13 Z| RabbitMQ 4.2 B ERAREFAR. REFFE ZFHEF KD
#Imq . m7g3L 2K R F X FF RabbitMQ 4.2,

(® Note
MRLREY Amazon MQ for RabbitMQ 3 REF A T Khepri , BBAHZ B F RabbitMQ 4 B Fiits
AEBER. BREZFEL , BZH RabbitMQ RAA AR M. EXTERT , BEREZESH
Z,
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HRIFE R BURTRASIBEMIIRE. HERERIAEENZLENEHE KNS
B, A THRAREMBDENAE | FEREZSEHERRTE,

SR ARRERGIRE

RabbitMQ 4.2 EEXHIZEH, mq.m7glIREHNREELEEMNg.m7gKFIERE Liz1T , BB ZEthe
section called “T 1 2 : R HARAFITEB EEER S,

£ F UpdateBrokerAP| B {EFRIERI IR B &K HImg.m7g.

£ RebootBrokerAP| EERELANAKAIRBEER , HEFFHT —MIREF R,

EXEZEER , B HSH Amazon MQ X ESLHIZEH,

SR 2 . HEHEFEBELEERT

RabbitMQ 4 R X #FZ BB HKEAT], MRKEELHAFINEHFEHREAS , Amazon MQ RfFE Lk itk F
4 F) RabbitMQ 4,

Amazon MQ T —#EAIIERTE , AT HEHNFIEREEERS], T EWET RabbitMQ
Web #ZH a8 “EE” > “BAFIER” TET HTTP API #1717 H .

EfEAIZTE , B55 Amazon MQ BB T E,

% 3 & : NBIZEMRAM RabbitMQ 3.13 A4 El 4.2

(@ Note
EALHE , Amazon MQ 2 IEFIERENRERNAGERE.

/A Important

R EH RabbitMQ 3.13 £ EFARTFEEZ (CMK) #1T7m= , WA TRAAH
R UpdateBrokerZl 4.2 lRAH IAM A XTI RIERMBZHAEEFUT AWS KMS R :

* kms:CreateGrant
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* kms:DescribeKey

MBFAAAEIXEXENR , UpdateBroker APl £I1RE —1N 403451 , RPAFTBEX AWS
KMS Z4AIRFINR. EFERIEIR |, BE IAM AEHNEKRBEHRINkns :CreateGrant{E
AWS KMS %48 ARN Bkms :DescribeKeyfX R , REERX AR,

&/ UpdateBrokerAP| & RabbitMQ 3.13 RIBRY IS4 5| ZEMAIRE R 4.2,

ENRIREUANAENR , REFHFT - MRENEF R,
W R E

A LA 7E Amazon MQ 124l & 8 DescribeBrokerAP| S IERBEIRAS RIS FA RHE,

Amazon MQ 2 A RF BRI HTAREERRLE, MREIRG TRHARYHREZ AT Khepri,

M| Amazon MQ £ RAMMENIRERBFAEE FTCRITICAL_ACTION_REQUIREDR

7. RABBITMQ_BROKER_NOT_UPGRADEABLE_TO_V4Amazon MQ T&NMAEERAFALR , M2
EREAHEEAMER,

>

EREAR , FRREENRE. AXESZEE  F2H
RABBITMQ_BROKER_NOT_UPGRADEABLE_ TO_V4,

R e E R R BRI B

BT RabbitMQ 4 B9 Amazon MQ I, B, BMUEMNEARE. BRI, ELEN. 7. Kt
MRAHEBEKRDEIATBINFIFRRS. £ RabbitMQ 3 RE L , XEFREE T SHARRRH. HitbFH
% %) RabbitMQ 4.2 /7 , L5 MQ 2N A RabbitMQ 4 HERIABIRRE , ZRHE T RabbitMQ 3 H
fiE R R AR RR

/A Important

ASRIEHY RabbitMQ 3 REERA K FRHKES T RabbitMQ 4 RRINRE , M ZRE A sEIEL
AREEIH RN FERE, BERAIFHA, ARz , FEFEHNKPIRBEMEPEEN
MERNERRS . ARTERE , EMRERENARRFRFILUARZEN TEAHER, BX
EZEER , BERARRFEE,

F RabbitMQ 3 H 4% Z| 4 141


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#DescribeBroker

Amazon MQ FEANGIER

M RabbitMQ 3 #| 4 NEZEHE

T 5 MQ FRAA T M RabbitMQ 3.13 A4 ] RabbitMQ 4.2 HIEEEZEEE LT, MREIEE
MMPITEZSE , NS 2R EERNARFRBTEFEFENEREEEQRHANLE,

BXRIFAGEA , HSH RabbitM Q MEFHEZEEE,

Amazon MQ for RabbitMQ {3 #Y Zf 2 1%& T

A AR SLHIRE R ERFIE S AR RabbitMQ KHE, X FTXAMEEERX , Amazon MQ BETRTF
fEHBERRERSFAL.

S&T] LA R 48K RabbitMQ KB | &R MEA RabbitMQ W EMRIZIES HEI RUTHIUE A
TLS :

- AMQP (0-9-1)

FT
e JEIR 1 : Amazon MQ for RabbitMQ & 324548 38
o JEIM 2 : Amazon MQ for RabbitMQ £&ZfE

EIT 1 : Amazon MQ for RabbitMQ 2 324514t 38

BRHRERAMTMENHGESR (NLB ) FEN—NMTAXHAH—MEAKR. RERTEENMA
=M Amazon EBS FB#TEE. Amazon EBS REHNMEEENSHLEHIT TILLHNREF
fito

AN E R E I E RS AT HERIEHN Amazon MQ for RabbitMQ RE KR ixT mE 4 EREERE TERE
Amazon EC2 BHHEFHR A B RIETE., NEAFEEHB[ATFENNAEFMAPSEMEH
MR LET RUEFESIRE,

THEHEA T Amazon MQ for RabbitMQ 2 SE IR,
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A0

— = D—}n

—= >0
Client Metwork Load Amazon MQ EBS Volume

Balancer ! Broker !
i us-west-2a 1

IEIN 2 : Amazon MQ for RabbitMQ £ & ZE

SEHMERNZNHHOERFEMN = RabbitMQ RETIWEESE , SMTILAZA/, RS
BZANATAK (AZ) B2 HIVRE,

EEBEHED , Amazon MQ 2B EERERE , UEMETRLEAKLHEESG , ANMERSTAM
(HA) o BMNRERAIIH—PMETRM—INRZINMNEGEAR. BNBAIHBEECHET R, LERS
WATEREEENATAINET R , RAEEHEESK. Amazon MQ T RIEB ARG R |, X RS
ha-mode 1iRENRN all,  ha-sync-mode iREN automatic,. XAHRKFEEFRTHXEHIZ
ERPNFET R, LIRBEFNEFAML,

@ Note

EEHTEF K MEEXETAXSR , Amazon MQ F Bz1Z iR ZE MY RabbitMQ 1T R E
FHERTRNATRAXUEREEFEADN, FHEEFRE , FENEENRETEIEHMTF
iﬁo AZs

@ Note

FHEF N , NEFNAMBEF BT IR, N\TBEXREBEELANETTR. BX
KATRE , ERHEZTIANEEZERaMT , SEEMEL., BX4TBRRENEFHREIR
THEIEFMEEINENER, EXEBEMENESFEE |, iHZHthe section called “FIE 1 :
BIMNREHERIRE",
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KN Amazon MQ i& & T ha-sync-mode: automatic , E4HFATRHIE , EYENTRE
MMAEER , RIESREE. BAIIAS M ILFTEEMATIERE, EIRFREMNEAT] , 7]
LATE 4 37 B ER Hf (8] R 52 BA 51 [B) 25 Y 2 Mial

BRIAEM ARG, REMBRLER | Amazon MQ S BEZ EHOIZ L FEK, Amazon MQ B FH{F
HABMHRNATHREEFHNE LBNMEEMRR. MRERMERSE HABM , Amazon MQ
FRERMXLEEYE. IREFMEEFTEDSATAMBEMREKEE , Amazon MQ FERE(]. BXxE4%
REBHNESEE , ESRKLHEEEAT,

THEiEEA T RabbitMQ £HREIHLE  E=AMTAKX (AZ) FEZATR , /N TRHEECH
Amazon EBS B HEZIRZE, Amazon EBS R H{IMEIEREMSHEHEFRH 1T TRILWRRFME,

! Amazon Web Services Cloud

Amazon MQ
Broker

EBS Volume

us-west-2c |

................................................

Availability Zone:

638)

C—= >a
Cliant Metwork Load Amazon MQ EBS Volume
Balancer Broker '
us-west-2b |

Amazon MQ EBS Volume
Broker

us-west-2a |
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Amazon MQ for RabbitMQ XL ISR E

REXBIZE (m7g) MAD (K, F ) BAESHERHFHRELFIZER (a0 mg.m7g.large ) o
NTEFHMEXHIZE , RITEWUEA mg.m7g KHIZEE,
Amazon MQ £EXRFIKRBE L IHFL I A EDRE 90 KRR HBEH, EIEWEEZ end-of-support

B Z BRHER REE A R BIRAYSSBISRE | BARs 1k HBUME(T A #F o

/A Important
B RIEMmg . m7g=img . m5SEHIZEBFEL FAmg. t3 . microk KA,
Zmg.t3.microRPIRBRXIEEHTE,

m7g R IPBAILHIKE

BMNBWESEFBEREM mq.m7g. x KHIKE, TRERT THTERHIBEN mq.m7g. x KHIK

A,

S i) vCPU ARE R HERIE RS BT R

(GiB) RETIR WEB KN
(Gbps) (GB)

mg.m7g.me 1 4 0.52/12.5 WAL EBS 5

dium

mg.m7g.la 2 8 0.937/ &7 EBS 15

rge 12.5

mg.m7g.xl 4 16 1.876/12.5  47= EBS 25

arge

mq.m7g.2x 8 32 3.75/15.0 47 EBS 45

large

mg.m7g.4x 16 64 7.5/15.0 &7 EBS 90

large
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mqg.m7g.8x
large

mqg.m79.12
xlarge

mqg.m7g.16
xlarge

vCPU

32

1z
(GiB)

128

192

256

m7g % SEHIERE Y KBl T

TRERT AR TEXHIEFN mq.m7g. x KHIKE,

KpIRE

mqg.m7g.me

dium

mqg.m7g.la
rge

mqg.m7g.xl
arge

mqg.m7g.2x
large

mq.m7g.4x
large

mqg.m7g.8x
large

vCPU

16

7z
(GiB)

16

32

64

128

P 48 B/
REW R
(Gbps)

15Gb

22.5Gb

30Gb

P 4 B/
REH R
(Gbps)

0.52/12.5

0.937/

12.5

1.876/12.5

3.75/15.0

7.5/15.0

15Gb

EERE

&5

&5

&5

EERE

WA

&=

&5

&5

g

a5

SRS

EBS

EBS

EBS

TERS

EBS

EBS

EBS

EBS

EBS

EBS

BT RE
HEB KN
(GB)
175

260

345

BT RE

HWESKND

(GB)

200

200

200

200

200

200

m7g BRPIERFEAISSHIFRE
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oAyl vCPU N7 MEEE  HEERR DERS SR EI=N:Y

(GiB) RETR R % K/
(Gbps) (GB)

mq.m7g.12 48 192 22.5Gb tfe EBS 200

xlarge

mq.m7g.16 64 256 39 Tk &£ EBS 200

xlarge

mq.m5 FLHIEBERKFIKE
THRERTTATEELBIZFEMN mg.m5. x KHIER

Syl vCPU N7 MEBEE  HEERAR RS BN R

(GiB) RETR BEE KN
(Gbps) (GB)

mqg.t3.mic 2 1 0.064/5.0 AL EBS 20

ro

mq.mbS.lar 2 8 0.75/10.0 45 EBS 200

ge

mqg.m5.xla 4 16 1.25/10.0 4= EBS 200

rge

mqg.m5.2xl 8 32 2.5/10.0 7= EBS 200

arge

mq.m5.4xl 16 64 5.0/10.0 4= EBS 200

arge

mq.m5 SEEERFHYSLAISRE

TRETRTAATERNEN mqg.m5. x KHIKE
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S Eid) vCPU ke 48 B/ HERR RS BT RE

( GiB) RRHEH WEB KN
(Gbps) (GB)

mqg.m5.lar 2 8 0.75/10.0 4= EBS 200

ge

mg.m5.xla 4 16 1.25/10.0 47= EBS 200

rge

mqg.m5.2xl 8 32 2.5/10.0 4= EBS 200

arge

mqg.m5.4xl 16 64 5.0/10.0 4= EBS 200

arge

P47 R 2 B3R

Amazon MQ ZE&/> RabbitMQ RE LEEANFMNHEZRE , U LEHRREER, HEIHE
it , RabbitMQ £t XK BEIRHPE L ZFERIEES . EATEEZNERETUREFEET. ER,
MREAEBNHBREREMENERE  NiZHEEBSBRER.

/A Important
Amazon MQ EEXLRE , BLEEXNERTE R, BRFHBRE | K EFBHEKE
HEl. BXERMERFE , HSMthe section called “ RABBITMQ_MEMORY_ALARM "Hithe
section called “RABBITMQ_DISK_ALARM”,

iCIZEHR

Zvm_memory_high_watermarkZS#E X T RabbitMQ REBEFE LA & KX HE 2RI Al LAEA
NREANEFEE, YANFEAEBILHEERN , RabbitMQ 28X NFER, EXEZELR , T5H
RabbitMQ M i = A 1FZZ4R,

X Fmg.m7g3=HIKE | Amazon MQ LIRBEU TEXN AFESKMLE !
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SKHIRE RNES KL (GiB)
mqg.m7g.medium 1.8

mq.m7g.large 4.3

mqg.m7g.xlarge 9.3
mqg.m7g.2xlarge 19.3
mqg.m7g.4xlarge 39.4
mq.m7g.8xlarge 79.7
mq.m7g.12xlarge 119.8
mq.m7g.16xlarge 160.1

X Fmqg.m53EHIKE | Amazon MQ FHENAFESKVLIRENRN 0.4 ( TAREFEHN 40% ) -

mq.m7g3%fl ERESH N FEE AT RabbitMQ X BIRZFEAESHNAARNE. BREFIMERE
HNEZELS  FSRBEELNERET AWS Graviton3 B m7g mg.m7g £ S Amazon MQ E£HY
RabbitMQ H:_Hbo AWS

HMEER

1?<dlsk free_limitZBWEX T RabbitMQ ¥ RFTFN &R/ A#MEZER, HEMT "—"'J:EI’J—IFEEE
ZRFEZEZMRHATE , RabbitMQ SR MEBRAHILRHERIEEE. AXRXESER , BEH
RabbltMQ Mus E R REE B

X4 Fmq.m7g3RBIKE , Amazon MQ IRE T U THE ARG, EXFREERESHHME TRRG
BREFANRE , AN MREEZAER , SR EEMETRIRLERE.

EBEBIER W& T ARSI (GiB)
Lol ]| 10
Cluster 2
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X Fmq.m5EBIKRE | Amazon MQIRE T A THE ARG, XEEERTEXFIEENERHLE.

sl Fiil W& A AR & (GiB)
mq.mb.large 12
mqg.m&b.xlarge 20
mqg.m5.2xlarge 36
mq.m5.4xlarge 69

B Fmqg.m7g3RBIRHE TRAZERERFRE , Bt 5ESmg.m53KGIH8L , AR THEFETIE B
EREES,

Amazon MQ for RabbitMQ X/MNEEIER

BUERBRREIFENNARFHREEAIRE, REIHIREN  FERSZWREMEHEE
- BRI E

- RIEMEEE

- REERFFHER

« TRHEE

Bm7g.mediumEN XN ARFERENERAR/PVRELFER, RMNBWFERAERHRIESFIZE
Hm7g.large AR S TFHEFRFINEFFLIHMBAS, SELE. AFHPHEENTRER.

/A Important
BR AR IEMmg . m53mg . m7gEHIZEREL Amg. t3.microskfHIKE,

BHEMNREHRIE | UAEESEN TEASEEARERNIFRBENM AN,

ESAEA RabbitMQ 4 RE LR BRIARIRERE , 1B3E Amazon MQ RIEXER AN EHRNAERFBESE
BRI RN XLEEBRINERRBRHIETFRE, m7g=HIZEBAEET,
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Amazon MQ FERARER
« m7g E£EHIEBENERINEIRREH
- m7g EFH BRI BRIAGRR H

SERSUHEMIR BN ER B RFIRBENBERAAELNZRAE, BER , HIBENEBWEEESDE
P 2 B £ R 48 N AY (B SR A X R M e

« m7g B RHIEFBH & AR IFRH

« m7g ERHBENSARRRE

« m5 ELPIEFH R ATIRRE

« m5 ERHFENZATRRE

- HIRHEE

® Note
RabbitMQ 3.13 REZR B BIATIRRS , ERMNBWEEAEWHNIRIAE,

AR A B R R 75

& AT RabbitMQ 9 Amazon MQ XM RabbitMQ 4 FAEERERRES, G602 E

it , Amazon MQ £ B FBINMEN A FIXLERRRE . XERIABEXLARFENLLrE T AENF
2, ANENELNEFEAER, ZUUEBIFEXRRIIEEEREENREBEITR , UEFHHEREH
BEIEARER,

EHITERZH , IR

/A Important

1. REER ALK RAEN M TAY

2. EEREMBMIARELTZA , BETHRAXR
3. BAEHFETHREHINHAEBEENR

4. NAERREEREZTRR
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/A Important
X LEFL B A BIAE N X IFMSEE R RabbitMQ MR, EHIRBMRERBEAMR.

/A Important
AR NEREERE TR AEXE S 62 AR NS HEREA,

ETHRUIMAAEHNELLEBENXERINRIRES , 5 #the section called “Bi & & IRE I,

BT RabbitMQ 4.2 XIEAIERIN G IR R B

« m7g B RHIEBEHY R IA TR ER
« m7g EEHHENMIARFRRS

AR IN B PR )

/A Important

E AT RabbitMQ 3 XEH Amazon MQ , BRIABLE N R AERES , M Amazon MQ T2
BEERRREIEE 6L,

B HHCERBRRIAE

xplIEx #M BT BNE BRI E#lE  Shovel XRBAT HUFE®

il HWE J=y: 0] EWfE #l RNEN
B B A& Y R 44
N
mqg.m7g.n 100 500 10 500 10 30 500 524288
dium
mqg.m7g.le 1500 4. 500 10 1000 50 50 1000 524288
rge
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FRARER

e TESE =]

i) RHEVE
=%

mqg.m7g.x 3000
arge

mqg.m7g.2 6000
large

mqg.m7g.4 12000
large

mqg.m7g.8 24,000
large

mqg.m7g.1 36,000
xlarge

mqg.m7g.1 48,000
xlarge

SHAENRINME

XpIE BT
il RHEVE
=%

mqg.m7g.n 100
dium

mqg.m7g.le 500
rge

mqg.m7g.x 1000
arge

AT
REVE
B#

9,000
18000
36,000
72,000
108,000

144,000

AT
KREVE
B

300
1500

3000

B E
B
REH

10

10

10

10

10

10

B E
B
A&

10

10

10

BA S

2000

4,000

8000

16000

24,000

32000

BA S

100

1000

2000

REHLE
l

100

150

200

250

300

350

RE#0E
Ml

10

50

100

Shovel

100

200

400

800

1,200

1,600

Shovel

10

30

60

i
No
‘g_{

2000

4,000

8000

16000

24,000

32000

i
No
:__Ii_{

100

1000

2000

L5

NEA

Y HR 44

K

524288

524288

524288

524288

524288

524288

Ly
NEA
HY R 4
K

524288

524288

524288

BRIAB IR
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FRARER

Xplx BN BAMT B1ME K5 E#lE  Shovel XRBFAT
il RBE RKWE EBWE l
=% B# A&

mqg.m7g.2 2000 6000 10 4,000 150 120 4,000
large

mqg.m7g.4 4000 12000 10 8000 200 240 8000

large

mqg.m7g.8 8000 24,000 10 16000 250 480 16000
large

mqg.m7g.1 12000 36,000 10 24,000 300 720 24000
xlarge

mqg.m7g.1 16000 48,000 10 32000 350 960 32000
xlarge

& AT RabbitMQ I T MQ &R LR LR

BALBEERFRS , EEUATRATHNERE. BETRUNMTERLLHNRRRS |, 15

section called “Bt & &R R &”o

BXHIEEN m7g TIEEFINAE HEIER

TRIE T E2REUCEN T LB B Y R AR FIE,

SR ES Connectic Ei& BN E RA 51l EilE Shovel RBZF
it ns EBHE i

A&
mqg.m7g.n 300 900 1000 2,500 10 150 12500
dium

L5
NEA
9 BB 44
K

524288

524288

524288

524288

524288

Z@the

L5
NEA
9 BB 44
K

134217728

X

KRR BR )

I
P
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FRARER

SR ES Connectic Ei&

it ns

mqg.m7g.le 5000
rge

mqg.m7g.x 10000
arge

mqg.m7g.2 20000
large

mqg.m7g.4 40000
large

mqg.m7g.8 80,000
large

mqg.m7g.1 120,000
xlarge

mqg.m7g.1 160000
xlarge

15000

30000

60000

120,000

240,000

360,000

480,000

B E
B
REH

1000

1000

1000

1000

1000

1000

1000

BA S

20000

30000

40000

60000

80,000

100000

120,000

SBHHBN m7g TEREMNFINAR BRI

TRIETEHRENEHXAIREN KR KRHEE.

SV TESE =

ic] KREE

23
mqg.m7g.n 300
dium

AT
KREVE
B

900

BN E
B
A&

1000

BA S

500

REHLE
l

1500

1500

1500

1500

1500

1500

1500

RE#0E
Ml

10

Shovel

250

500

1000

2000

4000

6000

8000

Shovel

50

100000

157

200,000

300,000

400,000

500,000

600,000

R 5

500

L5
NEA
9 BB 44
K

134217728

134217728

134217728

134217728

134217728

134217728

134217728

Ly
NEA
HY R 4
K

134217728

i
i

& KB R R
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Xplx BN BAMT B1ME K5 EE#lE  Shovel XRJBFAT - HFTH

it KRNE KBE ENfE Ml NEAL

B EH REH 9 BB 44
R

mqg.m7g.le 5000 15000 1000 10000 1500 150 50000 134217728

rge

mqg.m7g.x 10000 30000 1000 15000 1500 300 75000 134217728

arge

mqg.m7g.2 20000 60000 1000 20000 1500 600 100000 134217728

large

mqg.m7g.4 40000 120,000 1000 30000 1500 1200 157 134217728

large

mqg.m7g.8 80,000 240,000 1000 40000 1500 2400 200,000 134217728
large

mqg.m7g.1 120,000 360,000 1000 50000 1500 3600 250,000 134217728
xlarge

mqg.m7g.1 160000 480,000 1000 60000 1500 4,800 300,000 134217728
xlarge

M5 55K 5 5 2 B9 B AR IR PR

TRIE T E2XGRENFMKFIRBEHHZARGIE,

S Egicl Connectio  Ri& BNEERN BT REBLEM Shovel
ns EAER

mb.large 5000 15000 1000 30000 1500 250

mb5.xlarge 10000 30000 1000 60000 1500 500

mb.2xlarge 20000 60000 1000 120,000 1500 1000

i
=5t

& KB R R 156



Amazon MQ

FRARER

S Egil] Connectio
ns
mb5.4xlarge 40000

mb5 SEEFERE BV & K F IR PR Hl

TRIETEHRENEHXAIREN K KREE.

KHIRE
mb.large
mb.xlarge
mb5.2xlarge

mb5.4xlarge

T EZEMNEERHETINA :

e 3]
mb.large

mb5.xlarge
mb5.2xlarge

mb5.4xlarge

RiE BMNEEN  BA5I ERLEN Shovel
ERER
120,000 1000 240,000 1000 2000
RA % BIMNBENFERAEHR Shovel
10000 1000 150
15000 1000 300
20000 1000 600
30000 1000 1200
Connections RE
5000 15000
10000 30000
20000 60000
40000 120,000

SHAENBRHETRETERE , EAERT AT KEKELK RabbitMQ £ 7 AT RZH
SEFERNAN, MRELRFE WA IREHMT QEVITEEAER , th Al IARKEI R NEE

hnEx KPRl

HixoH B

BRI , EETERES. FTAEESET m7.1large £3LHIRH,

RARGIRRS
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® Note
UTHBNHERBTRSRECEANE REREIL.

Connection

ConnectionClosedByBroker 500 "NOT_ALLOWED - connection refused: node
connection limit (5000) is reached"

Channel

ConnectionClosedByBroker 1500 "NOT_ALLOWED - number of channels opened on
node 'rabbitEip-10-0-23-173.us-west-2.compute.internal' has reached the
maximum allowed limit of (15,000)"

ERE

ConnectionClosedByBroker: (530, 'NOT_ALLOWED - reached maximum (1,000) of
consumers per channel')

B RHR A R/

(406, 'PRECONDITION_FAILED - message size 524289 is larger than configured
max size 524288')

REF
(406, "PRECONDITION_FAILED - cannot declare exchange 'limit_test_3' in

vhost '/': exchange limit of 10 is reached")

® Note
LT RIREEMEA HTTP E API &=,

A5

{"error":"bad_request", "reason":"cannot declare queue 'my_queue': queue
limit in cluster (10,000) is reached"}]
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Shovel

{"error":"bad_request","reason":"Validation failed\n\ncomponent shovel is
limited to 150 per node\n"}

Vhost

{"error":"bad_request", "reason":"cannot create vhost 'my_vhost': vhost
limit of 1500 is reached"}

Amazon MQ for RabbitMQ LB ERIAE

LR RabbitMQ KEBIE Amazon MQ B , Amazon MQ £ Ri F — 42 BRIA B X B2 SR BE A R L EHLRR 1
AR IEBRMERE. Amazon MQ {OFEELENRFIN A FERIAN (/) ER¥LEH. Amazon MQ F£
AR ATHAURNEL =Y. BUAFMEFHNNAENREREXLEERIAE, B2 , B LLE
FHER, BEIMBRXLEIRINRE,

T 5% MQ 7 RabbitMQ 3 #l RabbitMQ 4 B 5 MQ €12 T FRINREREAE U ENREH . N
TG A XEER,

Amazon MQ RIFEECIBREMERNKARENAERZRIZREMBRS, RINKERERE
BXE , TR :

EHA T RabbitMQ KIS MQ 3 :

o B35 - AWS-DEFAULT-POLICY-SINGLE-INSTANCE

o EFEE — AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ && AWS-DEFAULT-QUORUM-
QUEUES-POLICY-CLUSTER-MULTI-AZ

&R T RabbitMQ WL &% MQ 4 :

o B3| - AWS-DEFAULT-POLICY-SINGLE-INSTANCE

« EEEE — AWS-DEFAULT-POLICY-CLUSTER && AWS-DEFAULT-QUORUM-QUEUES-POLICY-
CLUSTER-MULTI-AZ

X3 F £ LHICE , Amazon MQ 2FRELEREREN 0. BEREMAEARE , TUCEEFRS
LERENBAENLEKK, N TERLE , Amazon MQ FEERERENNERINE 1, ENEFCE
BEHCWBEENRE , BoE—MAT 1 HREERE.

RERINRE 159
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® Note

EEHBBH , 2HEGNSTAM (HA ) FE ha-mode Ml ha-sync-mode LEEKEE, X
i BNEA T RabbitMQ 3 I Z# MQ , F5&A F RabbitMQ 4,

10 SR BRER A AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ KB , Amazon MQ £
ha-all-AWS-OWNED-DO-NOT-DELETE KB , IEEREN 0, XATLAFRFTER ha-mode
M ha-sync-mode KEEMAEM. MRECIEESHEENLKE , Amazon MQ B3I ha-
mode 1 ha-sync-mode FINE| &K KEEE Lo

5

£
« SREEHIPRHI 15 B
- BUHRIAE

SR e A1 PR 1 154 B

ATRHIREIRT Amazon MQ R A TR IR REMBRIAKE MRS, max-length, max-queues
M max-connections WERNRENEFIXRBMBBEEXNMT, XEEHTFEUNRIANMES D,

RabbitMQ 3 # RabbitMQ 4 £4£2 AR E

- queue-mode: lazy ( KB )- BRIERS, BRIAMBERT , RIISEABERREEEET , M\
FEREEBRITEEERAFEAE, XTHASBRENETREHSIAERNEER, ERATZ=R
EUTHERTRESEEBHIHE, XEREEEERERFTREBENFHHEEED, £H
HERRAFI , Amazon MQ for RabbitMQ AJ A HE KB ARMEKHIBG], HEE , W TFHELE
Rl , EEERIINRETELBE L, IRRAEENEEBHERE K MAENNEFHE
BFEBEE,

® FPEER
BXRBI, £FH

- max-length: number-of-messages ( Kl ) - RERYIFPHHERENRH, EEHTSH ,
ZRFI A EEREBESREF N R ZEEERIIED,
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©® MERK

Cluster

- overflow: reject-publish ( KBE ) — 5 max-length ZKE&AE &I RA 7 FEBA 5l o B JH R BUX F|
max-length EEELITES. N TERNIILTFHEEHRSHEET2ER , AREAHEENE
FPiNARFSIREA D ERHIN. BXERATEBHANGE , 525 RabbitMQ M5 L & H
EH1Ao

@ HEER

Cluster

RabbitMQ 3 K E R E

« max-queues: number-of-queues-per-vhost ( BIlEHRE ) - IREBRIEHRATIEHIBR A,
Emax-lengthFEEE XKL , REEHTIBPHNAIKETH LERBEHFSHREFHREEF
RAFIE, BREIBAFIERIBL LT 26/ CPU R4 EA %,

@ #BEERKX
BXRBI, S£F

« max-connections: number-of-connections-per-vhost ( E#|EHRH ) - RBEZEKRE
NEFHBERG . BERZNNERHEERTBLEEAIZHRERNT  UEeSHREFESHE
BIRMEERE,

® FPEERERN
LNV St

RERUNRE o


https://www.rabbitmq.com/confirms.html#publisher-confirms
https://www.rabbitmq.com/confirms.html#publisher-confirms

Amazon MQ

FRARER

BUMRINE

/A Important

max-queuesmax-connections¥ B{GEMA T RabbitMQ 3 B9 5 # MQ,

® Note

max-length M max-queue ERIABRFIFRIEF TR 4 K/ 5KB BTN HF E . WREH
SHEKTF 5KB , MEERHEFNFA max-length Fl max-queue PRI,

TRIETHAUENRENERIARHIE. Amazon MQ RIBREHSSHIK B MIPBE NN A X LE,

KIS E

mqg.m7g.medium

mq.m7g.large

mq.m7g.xlarge

mq.m7g.2xlarge

mqg.m7g.4xlarge

mq.m7g.8xlarge

Deployment

mode (EPBIE)

Bl
Cluster
Bl
Cluster
LNV
Cluster
LMY
Cluster
LM
Cluster

LR

max-length

TE A
500,000
TiE A
8,000,000
TEA
90000,000
TEA
10,000,000
TEA
12,000,000

TEA

max-queues

2,500
100
20000
10000
30000
15000
40000
40000
60000
30000

80,000

max-conne
ctions

100
100
5000
5000
10000
10000
20000
20000
40000
40000

80,000

REERIARE
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FRARER

KIS E

mqg.m7g.12
xlarge

mq.m7g.16
xlarge

e ESid

t3.micro
mb.large
mb.large
mb5.xlarge
mb.xlarge
mb5.2xlarge
mS5.2xlarge
mb5.4xlarge

mb5.4xlarge

Deployment

mode (ZPBE )
Cluster
324
Cluster
LRy

Cluster

Deployment

mode (EPBER)
LN
L8
Cluster
LM
Cluster
Bl
Cluster
LM

Cluster

Bt & RabbitMQ X2

max-length

20,000,000
TEH
30,000,000
TEH

40,000,000

max-length

TEH
TEH
8,000,000
TEA
90000,000
TEH
10,000,000
TEH

12,000,000

max-queues

40000
100000
20000
120,000

50000

max-queues

500
20000
10000
30000
10000
60000
10000
157

10000

max-conne
ctions

80,000
120,000
120,000
160000

160000

max-conne
ctions

500
4,000
15000
8000
20000
15000
40000
30000

100000

BLEE R Cuttlefish XK RabbitMQ REHAERE, LAUECREE , AGCERE, 25, &
AHEENA T —1MEHZME,

REERE
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FRARER

& %

REREER/LNEX , Sl

« A% (MyConfiguration)
+ BRE ( c-1234a5b6-78cd-901e-2fgh-3i45j6k 17819 )

« WEEEFEZF (ARN) (arn: aws: mq: us-east-2:123456789012: &t
& :c-1234a5b678cd-901e-2fgh-3i45j6k17819)

BXEERMNTEIXK , H2H (Amazon MQ REST API &) HRHLUTHE :

+ REST #4E ID : Configuration

+ REST #4E ID : Configurations

BREEBITRUENTEIR , BSRANUTRE

« REST #4E ID : Configuration Revision

« REST #4E ID : Configuration Revisions

E3-

o BRI A RabbitMQ RIBH E

» YREEH T RabbitMQ I S MQ BLiE &1 Mk
. I 5% MQ £ RabbitMQ B At B &

+ RabbitMQ B & 3 ARN

SIEN M A RabbitMQ B E &

BEH I EE/ RabbitMQ REMATHRE ( RA Cuttlefish X ) . ZAINECIEEE , AG0EK

B, 2B, BULREENAT —IMRSMME

R RE RO ER AWS B2 & 62 MM A RabbitMQ REEE.

=43
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html

Amazon MQ FEANGIER

/A Important

B BEfE A DeleteConfiguration API iRRELE. EZEE , 5% Amazon MQ APl &
EZHWELE,

SIEHVEE

ENBEENAINE , LTECEEE.

1. &% Amazon MQ 4|4,
2. &EEM , BFShER , AEEHE Configurations (ELE).

Amazon MQ
Brokers
Configurations

3. 7 Configurations (BLE) W H L , %% Create configuration (812 & &),
4. HERBEENEMNFAEET  MARERM ( Hl0 MyConfiguration ) HiEFNRE S| ZKR
7,

E 7 #AX Amazon MQ for RabbitMQ % ## RabbitMQ 5| ZRAMNEZFER , 5 Hthe
section called “RAEE”,

5. “EBIEEE,

BIEMME BT
HERER 2 AEARESITIRAERE.

1. MEEY|&HP%EEMyConfiguration,

(® Note
LR Amazon MQ B2 EE R N IE6IE2E —MEEEIT.
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/configurations-configuration-id.html
https://console.aws.amazon.com/amazon-mq/

Amazon MQ FERARER
MyConfigurationWH L& B REMNFHEEMSITRERANRIESIZRBEMRA (520 RabbitMQ
3.XX.XX ) o

2. EEEFHAGFELETFL , 2ERREMRITS. HIRHA Cuttlefish BRI RERE.

(® Note
REINEERNE—HHNEERT.

. ERRBEEE A Cuttlefish BB # 1TE X,
4. EBRTE.

Save revision (fR7FE1T) JHEEHI,
5 (Hi#% )ZEBE A description of the changes in this revision,

6. EEFRF.
HerFRENHIET.

/A Important
NEERTEXRFLVRNEINATNE, ENAER , MASFEHET —EFRIEE
BARE,

Bal, BFTEMBREE.

RFEE ST N A B
HIEREBSITRE , ALNEBESITREANNRE,

1. &EEM , BFSMER , RE1EEF Brokers (1K),

Amazon MQ

Configurations

2. MNELAFERAF | EFRENKLLE (Hla0 MyBroker ) , REERRE.
3. Tt “4r%E MyBroker” TUHH ‘BLE" Fn , EFREENEITHR , REERE TRESK,
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4. 7E Schedule broker modifications (1T XIXIEEER) BB , 1%E#FE R 7 During the next scheduled
maintenance window (T~ —/MtXI4E 5 B ERHA[A]) I£ 2 Immediately (3ZB) RS S,

/A Important
BEXPIREBEEERHRL TELRS. N TEHEAE , #REERHR , BRRAEFE 1T
KRB,

5. EENMM.
SEAVEC BASTT R 7 FE TE AV B i) B A B IRV R

%48 Amazon MQ for RabbitMQ Bt & {&1T Mx
AT IHEANE T 4w B B M BLE 51T iR.

1. &% Amazon MQ #Z#lA&.

2. MEL AR , EBRIENEZLLR (a0 MyBroker ) , RFIEEFERE,

3. 7TEMyBrokerWH L , EFERE.

4. TE4REMyBroker MEMBES S , EFE—MHEN —MEITR , RAEERRE.

® Note
RIFCEQNBREMNEREE , BN ST Amazon MQ BIZERIER IS GIEE —NEES
To

f£iZMyBroker W L , FE R EFEANNRES|I ZBRBFRA (L0 RabbitMQ 3.xx.XX ) o
5. EEEFMAGFEREIFL , 2EREEEITS. #RM Cuttlefish XN REEE,

® Note
FEISNRESNE - NFNEEZIT,

6. EEREBEEHXS Cuttlefish BEHTE R,
7. ERRRE.

Save revision (fRTFIE1T) JHEEHI,

mEE B BT IR


https://console.aws.amazon.com/amazon-mq/

Amazon MQ FEANGIER

8. (Hi%&)ZKEB A description of the changes in this revision.

9. ‘BRI

NerFERENHIEIT.

/A Important
MNEEHTEXTRVUANEINAZNE, ENAENR , BASHF N —EPRIEE
B,

Bl , BT EMBREE,

AEENE
BB Y AWS BEESATHREREHRREN TREEBLANE,

BRT TRAHERMNEN , Amazon MQ EX#5 & G RAUER BT R R IR S X1 H R Bk
U, AXXEMEXTINELZESR , HS0

« OAuth 2.0 i@

- LDAP &

- HTTP B &

« SSLEE

« mTLS B.&

« ARN X

- RIRBRH

« AMQP &/ i SSL Bt &

Bl iE ZRIAE BiE & iE A AR AR L

consumer._ 1800000 E# 1800000 Z¥ 0 F ZIRCRES FERETEIA

timeout (30 %) (30 o4h) 2,147,483 RIFE, BF
647 = KN ERER
#. Amazon OR:RIN: oa
MQ & #FE Ao

AEENE 168



Amazon MQ FEANGIER
fii & HKRIAE BWE & & A iR %88
0, XEWKE
“ToBR”,

heartbeat 60 ¥ 60 ¥ 60 & 3600 ¥ FrE MRA& E X

RabbitMQ 1A

REEARTH

Z BRI B E] .
EHER true true true , false A A < A 8 iR
#l.oper 1R R REAI T
ator_poli BE. WMRE
cy_change THEN , &
s.disabled NBWIRER

CHIRER K

BHE8 HA

B,
quorum_qu true true true , false FiE KR RIEAN TRUE
eue.prope B, RARRF
rty_equeu EENFAM
alence.re R BA B Bt o 3
laxed_che GREEBEER
cks_on_redel i
secure.ma true true true , false FTE A BRAARA{ER
nagement. B HTTP &%
http.head Frko
ers.enabled

BEFEAERGHEIA

&\ LA consumer_timeout BLiE R NE T B M ARIARL Y. MREAESEEBRERNLER
A, BESE<A, Hlin | iR AZRIAE 1800000 ZF , ZFAE R 1800000 EXW AR BERIZR
Wi\, BESHEA<A. Amazon MQ & X#HE 0, XEKE “LR’.

AEENE
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B ERNES

BRI ERNESER , LT #EEARPHREIKE, RUESEEL T EERN N MIT arhy et
[ BR 1

B R 1F R R EE
BMEREN LW RERBRERRMIEUTHEN HABK

{

"name": "default_operator_policy_AWS_managed",
"pattern": ".*",

"apply-to": "all",

"priority": 0,

"definition": {

"ha-mode": "all",

"ha-sync-mode": "automatic"

}

}

BINMERT , TEET AWS BIER4lA HEE AP FREEEHRE., SULEBESEARERE SR
LTI REHAEX :

management.restrictions.operator_policy_changes.disabled=false

MREHTHES , BAUBWEE HCHRERARKDITE HA B,
EEIIFHNIEMNRE
MREEHEARFTBEEZERFIEREREFHAD , WA LB H

quorum_queue.property_equeue.property_equeance.relaxed_checks_on_redeclation i% &7 true

R B A AEESIN HIERE,
BE HTTP Z£#r3k
secure.management.http.headers.enabled BLE/B LT HTTP Z&#rk :

« X-Content-Type-Options: nosniff : By LEX SEEFHITHRBREE , BN A T HEM U AR XV EE,
« X-Frame-Options: DENY : Fgibfh AfFEERFA4ERA B 2 M3 _ERHEZR Sk BIR it A

« Strict-Transport-Security : max-age=47304000 ; includeSubDomains : 58X ¥ 251 KA 1E ( 1.
FYNENMEREFIHARILEEEENFER HTTPS,

AR ENE 170


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options
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Amazon MQ FEANGIER

HIAMBERT |, £ 3.10 RE SR LLIZER RabbitMQ XZEH Amazon MQ ¥

fF secure.management.http.headers.enabled &R true, RATLUEN R
secure.management.http.headers.enabled % &7 true RITFFIXLE HTTP Z& 5k, WRREIEFIR
HiX e HTTP 22453k |, 5% secure.management.http.headers.enabled & & false.

Bl OAuth 2.0 B A% iEFFFX

A% OAuth 2.0 BB N AEZE OAuth 2.0 SHRIEMWES | WS ZHM OAuth 2.0 B
BAMEA OAuth 2.0 & HRIERER,

Bt & LDAP B35 UE F

EX LDAP BB M A RIEBIRE LDAP B RIIMEER |, SR/ LDAP BEEEREH LDAP &
B U T,

BLE HTTP &R IEMZN

BXHTTP SHRIEREEMNRERE HTTP FHRIENEER , F5H HTTP 54K UM B
RER HTTP S5 RIEFMEREN,

(® Note
HTTP B/ RiEEHGER T5E AT RabbitMQ RS 4 R E & RAH L IL# MQ,

BLE SSL ifH &0 iE

A% SSLEH S HRIFRBEANNREILE SSLESSHRIENES , H50H SSLIEHSHR
AEANfE SSLER S HBIE.

® Note
SSL if$ /R IFFEHNER TE AT RabbitMQ RS 4 R E SR IL L# MQ.

BLiE mTLS

EH T RabbitMQ #9 Amazon MQ X3 [E TLS (mTLS) , AL EZ LK iET S MABRESHW L 2%
., mTLS EXEFRMRSSABERAIERHTEHRIE , NTTESZEM,

ARENE =
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@® Note
HRAEFEAT RabbitMQ iRA 4 & E SRAH Amazon MQ = REE ARG LB M AL,

/A Important

& AT RabbitMQ B Amazon MQ & #IEBiEPRFALA X AWS ARNs . BEXEZFME
B | 2% RabbitMQ BELE +F# ARN i,

EKTAR

« AMQP &I s

« RabbitMQ EE#H#

« RabbitMQ 2.0 ##F OAuth

« RabbitMQ HTTP & #®RiEFH#4
+ RabbitMQ LDAP #&#

« AMQP EFimiE#

AMQP 4w |

N5 AMQP iR E P IREREE mTLS, X5 SSLIEBHMHRII—EER. BXXFNERE , i
FISSL ik & 311,

g
&

RabbitMQ B2 iE 4

BLE mTLS BLE#E| RabbitMQ EE# A,

(® Note
EE API TXEHHEH mTLS,

XENERE
aws.arns.management.ssl.cacertfile

ERMANEYE , BTRIDERIEEEONETFIRILES,
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management.ssl.verify

FNERIEEN, XFHNE : verify_none , verify_peer

management.ssl.depth

ATRIEA & KUEBERE,

management.ssl.hostname_verification

FYBRWIEER, XFME  wildcard , none

T ZIFHY SSL 1M
FAXIGUT SSL EETE :
EETRE

* management.ssl.cert

* management.ssl.client_renegotiation
* management.ssl.dh

* management.ssl.dhfile

* management.ssl.fail_if_no_peer_cert
* management.ssl.honor_cipher_order

* management.ssl.honor_ecc_order

* management.ssl.key.RSAPrivateKey

* management.ssl.key.DSAPrivateKey

« management.ssl.key.PrivateKeyInfo

* management.ssl.log_alert

* management.ssl.password

* management.ssl.psk_identity

* management.ssl.reuse_sessions

* management.ssl.secure_renegotiate

« management.ssl.versions.$version

« management.ssl.sni

AR ENE 173



Amazon MQ FEANGIER

RabbitMQ 2.0 &4 OAuth

HM Amazon MQ 3 2.0 S IREEMIEEEE mTLS, OAuth BXXIEFNEE , S FO0Auth 2.0
SRBIE R,

RabbitMQ HTTP &3 i ¢

AM Amazon MQ E| HTTP BB RIERSB[AVEEEE mTLS., BXAZFWEE , HSHEHTTP 54
BUF TN o

RabbitMQ LDAP &4

H ML D MQ 5| LDAP MRS SBHEEEE mTLS, AXZRNEE | BSMHLDAP SHKIEANE
1

AMQP % /=t i 2

NEREF shovel EAK AMQP BEFIHmEERE TLS WERIE. EXEZEE , B AMQP &/ %
SSL BLi&.

/A Important

Amazon MQ BBIFTXEF RN AMQP BEFmEZEEZE P wmiEPH. Fit , federation # shovel F©
EEEIFTEZFIRIEBEHRIENE R MTLS WRE,

R REE IS

EA T RabbitMQ ML T # MQ XM RabbitMQ 4 FFAE B RERFRRF. HEeIERE

B, Amazon MQ £ B FRINMER A TXERFERS, XERABERIRPENLLEmTHAMENT
2, ANENELNEFFERAER, SUUEBIEXRRHEBEEREELENREITR , AEFiHHR
BREIEARER, BXRMAENRAATENEZSHFARFE , i5SHthe section called “X/N
Bigm’,

RIRA N IS %

BIRAM fil & %3 4
Connection connection_max
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TIRA W Bt & 2 1A
IbE] channel_max_per_node
9Nl cluster_queue_limit
Vhost vhost_max
Shovel runtime_parameters.limits.shovel
Exchange cluster_exchange_limit
BNRENERE consumer_max_per_channel
RRHEEKD max_message_size

wn4rI 78 & R BR I

BRI LA AT D% MQ API ML S5 MQ 26 & KRB & FIRRH,

LA 7 45154 B anAT 58 AR BA R 75 5 7B & BA 51 1T 2R BRI PR % AWS CLI -

aws mq update-configuration --configuration-id <config-id> --data "$(echo
"cluster_queue_limit=500" | base64 --wrap=0)"

RINAA SRR BEITR. BL4TUEEESZK RabbitMQ REBXRAEFHSHIRESENAE
=, MTMEZHE , HZH RabbitMQ Broker Configurations

BLE AP SRS E TR A 2

£ RabbitMQ 4 &, 5 MQ XFEREHRFEFHNET . B2 AFEEENRETEFE TR
BRRE . SNBINNTRHRENIFIXRENBEEALS, JEFERESREXEKN , Amazon MQ
SEBNRENKFIRBENBERXSACE LS.

/A Important

2 XX HNE RabbitMQ 4 £EATA, MREZH G S0 EENA T RabbitMQ 3 1%
¥ | APl £iR[E, BadRequestException
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BT

ETEHREES TR, HXWT -

{{<host-instance-family>.<size>.<mode>}}

ZmodeBER R BE :

. 1— BXHIRIE
- 3—KHRE

FEMEMARNEITN , HE API 2EEEIR.

UTREERTAMARXAIRENEERE A HP2ER M TEKGIRENES

connection_max = 1000

{{m7g.large.3}}
connection_max = 2000

{{m7g.large.3}}

{{m7g.xlarge.3}}
connection_max = 4000
{{m7g.xlarge.3}}

2 X R R VRV ED B 2 A
DEARNZEFUTHRERFEERR. £0 XARNEMEGEEZRAR2 ST API Hixo

* max_message_size

* channel_max_per_node
* connection_max
 cluster_queue_limit
* vhost_max

* consumer_max_per_channel

AR ENE 176
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FRARER

* runtime_parameters.limits.shovel

* cluster_exchange_limit

ek ey )

SEEFARNENEEA (TR ) BoMKFEERD N , REREFREHANERLL, FlW, &

LTEREMNATmM7g. large BRI/ E connection_max} 2000 :

connection_max = 1000

{{m7g.large.3}}
connection_max = 2000

{{m7g.large.3}}

R EAFI&REconnection_max 71000 , R ABEHREFESRSE :

{{m7g.large.3}}
connection_max = 2000
{{m7g.large.3}}

connection_max = 1000

(® Note
MREEHERE AFERFIRENE , I Amazon MQ A INME,

NGl

LA 7 45154 BA a4l {58 A R 40 1 B2 A B o AP H 5K EE R BX AWS CL
ERSXEHEE

BTA TSR SMEGRBEHREFTRERFRRRFNEE

aws mq update-configuration \
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--configuration-id <config-id> \

--data "$(echo -e "connection_max = 1000\nchannel_max_per_node =
64\n\n{{m7g.large.3}}\nconnection_max = 2000\nchannel_max_per_node =
128\n{{m7g.large.3}\n\n{{m7g.xlarge.3}}\nconnection_max = 4000\nchannel_max_per_node
= 256\n{{m7g.xlarge.3}}" | base6b4 --wrap=0)"

HEEENLTHUTE :

- BARIAME : connection_max = 1000F] channel_max_per_node = 64
« m7g.largef B : connection_max = 2000F channel_max_per_node = 128
« m7g.xlargefE&#E : connection_max = 4000F channel_max_per_node = 256

HERESREXEK
EHRER  HEEENREXBEAEHRSINEUANAER. STOTHS

aws mg update-broker \
--broker-id <broker-id> \
--configuration id=<config-id>, revision=<revision-number>

RIRPRH B R IR
FEREEBHXFTEANAREXRIUERBLSSBRUTUTATHEIREA :

Configuration Revision N for configuration:cluster_queue_limit has limit: of value:
100000000 larger than maximum allowed limit:5000

BERBERFIEBNBBEANDWBRIANENRAKZIFBE , 5 #@the section called “BRIAF IR
#l”Fthe section called “ KB IRRHI",

RabbitMQ i & X #F ARN

EA T RabbitMQ WIS MQ %35 AWS ARNs F L RabbitMQ LB IR B E, iX2H RabbitMQ
# X4 rabbitmg-aws B A, ZEHFHT D MQ FFRM4EY | o] AEFET D MQ EEMN BT
& RabbitMQ XEH A,
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A EEZIEEM
+ aws AR RIS BT ARN EFEESTIEREZELS RabbitMQ #E, EIMRBEFE
£ RabbitMQ T/ ) LAY Eftbits 75,

&M T RabbitMQ B Amazon MQ FE—/ NI HTS# MQ KAH IAM BE&FEEHE B
BERN. ARNsXR2BEIREHTEEMaws.arns.assume_role_arn,

- i UpdateBroker APIs i CreateBroker S A2 & IAM AN RIEEEN AR XIRE 1%
A iam: PassRolef R,

« IAM B4 E RabbitMQ REZEHEFRE—1 AWS IkF &, EE ARNs REIFTE N A EB 24
M5 RabbitMQ KB FE— AWS XiF,

« Amazon MQ E3#F IAM At aws : SourceArnBt&HFHN IAM £ B&4ER
4Haws :SourceAccount, AIFHXLEATHMEISEE IAM KB | BSSILEELAVEI
FRF

ERAE

- XENEH

« 1AM B R B

- HXZLARERS
- RBIBER

ZENERA
BHEN IAM &
aws.arns.assume_role_arn

Amazon MQ RiAR B R RMIERN IAM & ARN, AWS FEAEME M ARN Bl &8t R 418
o
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Amazon MQ

FRARER

AMQP Z&imTT R

BLEfR

aws.arns.ssl_optio
ns.cacertfile

RabbitMQ &2 ¢

BLEfR

aws.arns.managemen
t.ssl.cacertfile

RabbitMQ 2.0 &4 OAuth

BLE R

aws.arns.auth_oaut
h2.https.cacertfile

RabbitMQ HTTP & 3% iEfE#

EER

aws.arns.auth_http
.ssl_options.cacer
tfile

aws.arns.auth_http
.ssl_options.certf
ile

ik

AT SSL/TLS BEF imEANEB MR/, LD MQ F
EFEATD# S3 HRFMHIEF.

L

EEEO SSL/TLS EHEMNIEEMANE X4, TE#H MQ EE
AT D% S3 HRFMEIEP,

L

OAuth 2.0 HTTPS E#ERE B MR HNME M. LDiE MQ FERE
AT 5 S3 S RFMHIEH.

it

AT HTTP B M KIE SSU/TLS EZMEBMEMNEX . LS
# MQ BEEAL L S3 HREFMHIED,

TS MQ M HTTP S3RIEARSS 38 2 B [@ TLS ZE#EAYIEH
X, W MQ FEERLSE S3 HRFMHIESH,
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FRARER

BLE R

aws.arns.auth_http
.ssl_options.keyfi
le

RabbitMQ LDAP &4

BLEfR

aws.arns.auth_ldap
.ssl_options.cacer
tfile

aws.arns.auth_ldap
.ssl_options.certf
ile

aws.arns.auth_ldap
.ssl_options.keyfi
le

aws.arns.auth_ldap
.dn_lookup_bind.pa
ssword

aws.arns.auth_ldap
.other_bind.passwo
rd

ik

AT Amazon MQ # HTTP &4 %UEARSS 28 Z BIXX[@ TLS E#ERY
A, LT MQ EEFEH AWS Secrets Manager R Ff#
L

ik

LDAP SSL/TLS ZE#ZRVIEBMA N X, LEE MQ FEEA
5 S3 S RF MU,

Amazon MQ 1 LDAP RS esZ B X [@ TLS EZEMWIERE X4, T
O MQ EEMFEHT 5# S3 SREFEMIES.

ATFLS% MQ A LDAP BRF 38 Z B [@ TLS EENFALA
., WSE MQ FEFH AWS Secrets Manager XKEZ# TR

LDAP DN & HEHN 1B, Amazon MQ Z3REH AWS Secrets
Manager 28 17f# 1 4 XA E,

LDAP B4 EM BB, Amazon MQ ERfEH AWS Secrets
Manager 218 7 7 4 XA ME,

IAM BUER R 61

BREERASBRENENAGRKEEERNN IAM KR , H5 R COK RHEISE,

EH LDAP B4 I iE 2N A R MR E AWS Secrets Manager Ml Amazon S3 BRNSER , BS
118
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https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-ldap-activedirectory-sample/lib/rabbitmq-activedirectory-stack.ts#L232
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TR E

AT #ERTTEIREL ARN ERER |, aws I X#F— RabbitMQ B AP LirT & , AJ A AL
i 71 AR E Amazon MQ REREB K IMIBEZACHH#THEN. AWS ARNSEXERLTEEMNER

B, FAMNEEBITHRENREARERRERNHEEE X,

(@ Note
AL APl ZEZEIEM RabbitMQ BEERAAF . BT HMBRFSEIN , Amazon MQ BB IEE
AREIAFAZENRAE, HSAERESA OAuth 2.0 ME#E ( NS ) SHRIF, RE , TR
R Z AP RIEAE AP,

® Note

RE aws XA CER @ ALRLRIE API |, {8 Amazon MQ AXESH, ATE
iR IAM BN EXRER Eaws. arns.assume_role_arnFHEETHE,

MRELLARERS
BXE ARN XEFRBHAXNELLARBRENER , F2H

+ RABBITMQ_INVALID_ASSUMEROLE

+ RabbitMQ_INVALID_ARN_LDAP

+ RABBITMQ_INVALID_ARN

IS
« K¥Eb-fOfc695e-2f9c-486b-845a-988023a3e55bEEBENFEM IAM Afi<role>ifE AWS
Secrets Manager #4H <arn>

- MREMHL Amazon MQ KA &&HF AWS Secrets Manager Z4A 9 IEEUX R , M RabbitMQ H &M
FMERUTHR

[error] <@.254.0> aws_arn_config: {handle_assume_role,{error, {assume_role_failed, "AWS
service is unavailable"}}}
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LN |, 248 AfSH AINVALID ASSUMEROLEFREIRAS. BXEZELR |, 155 INVALID
_ASSUMEROLE,

* LDAP S RIFZIAF AN , AERUTHIR

[error] <0.254.0> LDAP bind failed: invalid_credentials

- FREIHNNREESE IAM AR
« FHABIFE S LK IE RabbitMQ FIE BB AT LAIA R 4R

curl -4su 'guest:guest' -XPUT -H 'content-type: application/json' <broker-endpoint>/

api/aws/arn/validate -d '{"assume_role_arn":"arn:aws:iam::<account-id>:role/<role-

name>","arns":["arn:aws:secretsmanager:<region>:<account-id>:secret:<secret-name>"]}"'
| jg ".'

AMQP &/ i SSL il &

Federation # shovel £/ AMQP £ LM TBEREBZ2R#ITES. BIAMBERT , £ Amazon MQ
for RabbitMQ A AMQP ZFi%/E A TLS WERIE 4, FAHAKIRE K E5LEREBRILEER | £
Amazon MQ RE Lz THEX & M F AMQP B F IR ITRTRIE,

ETL D MQ RE EZ1TH AMQP EFimX1EE Mozilla fAREIMIEBM A HE. WMREFREH ACM ,
EERA Mozilla @8 CAEPFHIERFH CAMEANIER, MNREHAEFEHEMIEPMENEH
iEH , SSL Wi AM, Sl X XLAMER TLS X ERKiE,

/A Important

Amazon MQ B IR XN AMQP HFRImEZEEERFFWIER, FEit , Bx& M shovel ToiEE
BEINEEZFIRIIPEHRILMNEA MTLS BRI,

/A Important

ZEIS# MQ for RabbitMQ £ , AMQP &/ iwH) SSL B E & T RabbitMQ ERIAE
( verify_none ) » AT RabbitMQ 3 WL S# MQ T X FBHIXLERIAE,
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® Note

FERARIAverify_peerigi& , B LAEEE 2 4 Amazon MQ £42 A 2 (81 2 31 Bk B8 F 47 i
# , BXAFEXEE Amazon MQ 242 AE#EAIE Amazon MQ CA IEBEITHRALL AHAK
WERLAZBEILERE, EEENEREREAMARE , BEEE T Amazon MQ I 2
XN FWrF,

AMQP % i SSL B & %4

i & fil E 4R TENE
AMQP & F i SSL X &R iE amgp_client.ssl_op verify_none ,verify_pe
tions.verify er

W&z AMQP & Fiw SSL Xt FHiE

& ATE RabbitMQ 4 KE EER T D# MQ APl ML S # MQ 24| & B & AMQP ik SSL X%

¥,

T RAIEBR A E LA T 75758 & AMQP & im SSL XY F ¥ iE : AWS CLI

aws mq update-configuration --configuration-id <config-id> --data "$(echo
"amqp_client.ssl_options.verify=verify_none" | base64 --wrap=0)"

RIAA SRR BEITR. B4TEEESEN RabbitMQ REXBRHAEHBSIREFTRENAE
£, RTWEZEE , B3 Creating and applying broker configurations

/A Important

fEARtverify_none , SSL MEZE ML FENKRS , BRBIUENEENF B, NELERNFE
RigE , HEREETEERRENMEERE,
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B AT RabbitMQ & 135 F R XL S MQ

Amazon MQ for RabbitMQ X #H U N IANEERNX G E :

S INE S

EFZEF , REBERAFF#E RabbitMQ REBAZE , BT Web 2HANEE API HITERE, EBE
M. KA., RAFIFEBMMNREEE RabbitMQ PEE. XBEINFZ. BXELZEE , BSAHE
# B AIF M A,

OAuth 2.0 & {310 UE MR

EXMAES , REAFKRAENRBAIEE OAuth 2.0 H R4 (1dP) B, EBLEHN. BT, 5
MEBNAF HHRIEMNERNRES OAuth 2.0 RHENEERERITEPEE. XELTHFE
B, OAXNUTEIUREHRENER. BXRESER , 55 W OAuth 2.0 S HBIFR TN,

IAM & 338 1E F 2

Elttﬁ,fﬂh RERAFBES IAM tt:uaﬁae/\ﬁm AWS IAM EIE# T H BRI, IAMiE$HATFM AWS

RS (STS) JREVJWT &5 |, X & JWT SHEAES BRI OAuth 2.0 T, WHEZERAT
ﬂEE'Ji@ MQ # X RabbitMQ E’gfj'l*ﬁ‘ OAuth 2.0 ¥ , RabbitMQ 7£ 3 2.0 &2/t AWS B, OAuth
AP EHAKRIEHR AWS IAM &8 | MELLEN., XS, BASIMEBM ZRNRET RabbitMQ A EL
B IAM REMEEREHTEER, BXELEERE , BZH IAM S RIEMRN,

LDAP 5 {351 MR AX

EXMAEEF , REAFKRAENRBAIE LDAP B ZBRFEE. A SHRIEMFRNRET LDAP
BRS|RETERE , ATAFERAENEMN B FZRSERETF RabbitMQ, BXxEZER , HS5 LDAP
S HRIUEMBT

HTTP & {3501 MR

ExMEES  REAFERENBRANI HTTP REH[EE, AR SHRIEMNERFEREES HTTP R
ﬂggﬁq:f-“ﬂg , RIFAFPEA BN B HRIEMBRNIEERERFIA RabbitMQ. BRI AFENEZE
, S HTTP B RIEMIIZ,

SSL it $ B4 1iE

T 5# MQ 23F RabbitMQ 2L @I E TLS (MTLS). SSL B RIFHEAFEANRKE mTLS EENE
FIRIEBXN AP #HITEHRIE. EAZED , REAFPER X509 BERIKIEPMARAFRENBEE
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Amazon MQ FRARIER
ERHITERRIE. BREZIEENEBMEINE (CA) NEFIHWIEPFHTIRIE , AFRARMNEBHFE
(Bl A% (CN) HEBEZABR (SAN) ) FIEEH,. A EEFBELIREEH SR TRERARES B
®if, BXEZER , BZH SSLIEHESMHREIE,

® Note

RabbitMQ X #FREIMNFEAZ S HRIEMTN T E. Hla0 , Er SRS A OAuth 2.0 FEE
(REP ) BMHEIE, BXREZEL |, 556 OAuth 2.0 HiEH X TFEE A OAuth 2.0 A E %
( BE ) MBI IR LK RabbitMQ i/ 8] 2 #3084
Amazon MQ B EN RS RIERENIE—NNTAF . XAFFER RabbitMQ EIE API
REUMHRERE, BXEZER , BSREIFRINERIE,

A B IANES X

Amazon MQ for RabbitMQ X3 A

(® Note

REBNENAEA RabbitMQ HIRIAN T S B RIEMBRA G ERRERS . AXAEXH
& ORIENBRAEZNER , HZHER T RabbitMQ F AR UF FZEARH Amazon M Q.

81 AMQP 0-9-1 B mEEBE — N RBENAF . AP SRAETSHRIE, SMFFREREN
REFAEA (vhost) N B#r. AP SFHRBIZEMENM—ANR, AFTRENREE. EAMEREL
ENFRBAFIR BT, B EEN , @O EEAFEENBRELEN.

LIRE X BIE Amazon MQ for RabbitMQ REBFRF A , Amazon MQ ARG REMNEZREIIVETE
administrator FrZM RabbitMQ . AE , AILUEE RabbitMQ EE AP| = RabbitMQ Web

BHAEMINEERF., SEIER RabbitMQ Web #2#| 2 EE API KR E S KA /- N RMIR
at

<Xvaflo)

® Note
@B Amazon MQ AP API Zf# 5.2 7= RabbitMQ A,
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/A Important

Amazon MQ for RabbitMQ X & B “guest” , HTEECI 2 H 2 1 1 BRER AR 5 = 0K
F'o Amazon MQ &5 & Hifl BRER B & - R 225 B H “‘guest’BIK o

Z£ A RabbitMQ EIE API tIEFAF , BEAUT APl KirT SMIERE. AFNE
xpasswordE UL E#usernameM,

PUT /api/users/username HTTP/1.1

{"password":"password","tags":"administrator"}

/A Important

- BOEREBAFPERFIMMASHER (P ) REMIBHBR[ES ., Hit AWS RS (2
& CloudWatch A& ) JRRIGRIZLANAFRE. REAFETES A TRAERBEBLIE.

« MRETEFRMEERAKS , FSRAREREFRRUER IAM & BRIE#TRE

tags BRALEWN , HARAES I RHWAFIRZS|R. Amazon MQ X#
administrator., management, monitoring # policymaker A F#r%,

WO LAERALT APl KT S MERENENAFPIRENR, & vhost Ml username BN IEHE
Bo WFBRIANELEN / , A %2F,

PUT /api/permissions/vhost/username HTTP/1.1

{"Configure":".*","WIite":".*","Iead":".*"}

@ Note
configure., read Mwrite BEARMLEMN,

BEFEREHRS . B, HRESOAFPRTEEELENFMERSIANIER, EANMEENR. &
XiEY RabbitMQ B API EEBAFHNEZEE |, EZS R RabbitMQ B HTTP AP,
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OAuth & F RabbitMQ I & MQ B 2.0 B 738 FiZN

EAT RabbitMQ WIS MQ XEZHEHRRIENBN S E. BXMEXEAFENEER , HSRE
AT RabbitMQ XE# Amazon MQ & 91 iF FIF4,

# OAuth 2.0 HHWIEMBEMR G , REAF RERRHIE OAuth 2.0 {3124 (1dP) BE. EME
. XRZFT. RAIIMEBNAF S HRIENZFERRRES OAuth 2.0 f2HEHY scope REFITEFE
B, XELTHRER , AU T EREFHRENER.

A EEZIESEM

« OAuth Amazon MQ FX#F ActiveMQ 2L 7K 2.0 £
« Amazon MQ for RabbitMQ 7 FHFAHE CA M AN RS S[UEH,

+ RabbitMQ OAuth 2.0 EHF X HETEANEB R/ TEANHESE. SEF2RTTES
HRE,

o BAMEE IAM B PRmq: UpdateBrokerAccessConfiguration , FREEMERE LR
FH OAuth 2.0,

« Amazon MQ 2Bz 8|2 —1%&F monitoring-AWS-OWNED-DO-NOT-DELETE KR %A
P, ZAPNREREENR. EEE OAuth X% 2.0 WRE L , ZAF A RabbitMQ H
ABFHRIUERS , FEReEHEREREO,

BR AR EATF RabbitMQ KIEH Amazon MQ ELiE OAuth 2.0 WEE |, 5. £H OAuth 2.0
NE S

AITAR
o X3 OAuth 2.0 it &
« OAuth 2.0 S RIER HEMRIE

X/ OAuth 2.0 BLiE

& AT RabbitMQ B Amazon MQ %1% RabbitMQ 2.0 X FMAAE B ELZ E |, B TERERIA
OAuth :

* auth_oauth2.https.cacertfile
* auth_oauth2.oauth_providers.{id/index}.https.cacertfile
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* management.oauth_client_secret

HTF Amazon MQ A #F 24 , Rt BT UAA BESBRMERRF (IdP).
* management.oauth_resource_servers.{id/index}.oauth_client_secret

* auth_oauth2.signing_keys.{id/index}

OAuth 2.0 5 17356 iF #Y H fth 36 1iF
Amazon MQ &3t 2.0 B REIEE G ITA TEARIE : OAuth

« —t1#8 URLs FEEMLFFRhttps://o

c XFENEERE
£ : Ed25519, Ed25519ph, Ed448, Ed448ph, EADSA. ES256K, ES256, ES384, ES512, HS256,
F RS512,

EATF RabbitMQ WL % MQ B IAM B 1958 U F R

EAT RabbitMQ WIS % MQ XEZHEMRIEMBNSGZ. BEXMEXELFZNER , HSRE
AT RabbitMQ XE# Amazon MQ & 9% FIF4,

IAM B RRIEMBZRAFRERFET AWS IAM HUBEFE A IAM EIE# TS0, EikS
EH O IAMEB AT AWS Z2 SRS (STS) FRELJWT S 1, XL& JWT SEAESHRITH
OAuth 2.0 5% | FIA TS MQ F3 RabbitMQ BEIH OAuth 2.0 X3 , AWS Edh %% 2.0 5
RHE, OAuth AWS IAM A EBAF SHRIE , MELSLEN. KBFT. BASIFI 3= BAY IR R N &S
RabbitMQ FEEH IAM KEEFBE BB HITEE

A EEIEEM
« RabbitMQ 3.13, 4.2 RESRAEAXEF IAM BHEIUE, Amazon MQ FX#F ActiveMQ 24
o
« IAM B IRIFERE B H AT EEN AWS KPR IAM HIFEXE,

o W5 EEIE Amazon MQ for RabbitMQ AR EYIRAE OAuth 2.0 EftZEH <z £ |, H{E 2.0 B4
AWS R1#E, OAuth

IAM B 1338 f#Z AN 189
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+ Amazon MQ £ B3B8l — 187 monitoring-AWS-OWNED-DO-NOT-DELETE R4 A
P, ZAFPRXEELEENR, BIFEEXE IAMWREL |, ZAF tEA RabbitMQ BRI &
BRIERS , HERBEHRFEREO,

ATTRAE
« IAM BRI TR
- R

IAM 5 1756 UE B9 T 4 [R 32

E AT RabbitMQ # Amazon MQ #Y IAM &4 KIEER IAM BB S S0 RIEKE A IA AWS M &iE
6 RabbitMQ RE#HTH AR, IAMIEEAFMN AWS Z£ RS (STS) FRELJWT S |, XL
JWT S A OAuth 2.0 T8 , AT [E RabbitMQ RE# 1T HHBRIE,

BR 75

E AT RabbitMQ B9 Amazon MQ B IAM B KIFFEU TR :

- EREFHEE — ETEEEERSEFR , AR STS H JIWT THEREHREN., XE
=sts.amazonaws.com , XEZET RabbitMQ B & F F R /EFAE B & IAM AR Z
RabbitMQ R, LREIESFEIEFER IAM RKEH#HITESZN , MREELE RabbitMQ FREF 1T
B

BRI R EE Amazon MQ for RabbitMQ X ELE IAM B RIEMRRVER , ESR, £/ IAM
B I F FE2R

EATF RabbitMQ WL % MQ B HTTP & 218 UE fFX

EA T RabbitMQ B Amazon MQ X EERAE HTTP IRSENREBEAFAH#HITEARIENEN, Bx
BipxiEmaE | HSHERT RabbitMQ £ER Amazon MQ 545 IFF 24,

(@ Note
HTTP S/ RIEFEHGER T5EA T RabbitMQ x2S 4 R E S RAH T L7 MQ,
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A EEZIEEM

« HTTP RSB B[EEAES AR BBEMIFIA, & TF RabbitMQ B9 Amazon MQ 7] LABLE Jy fiE
FAXXE TLS [ HTTP BRES[HTEHRIL,

+ AT RabbitMQ 89 Amazon MQ B #IEREE T R At XHRENIRE, AWS ARNs B
XELFHMES |, 55 H RabbitMQ BLE HH ARN X%,

o BXAMEE IAM PRmqg: UpdateBrokerAccessConfiguration , FEEXNMERERH
HTTP B35,

« Amazon MQ 2B31 812 —1%& 7 monitoring-AWS-OWNED-DO-NOT-DELETE B9 R4
P, iZAPREERENE, BMEEXE HTTP WRE L | ZFAF thfEA RabbitMQ KIS
BHRBIERES , AR RAEHRFEREDO, Amazon MQ BEX R 0Z &89 B AR SR F L
BRiZAF.

BRI R & Amazon MQ for RabbitMQ RIBELE HTTP B RIEMEESR |, 58, F£H HTTP &
1736 UE FN X

ATTRAE
s TN HTTPEE
« 5% MQ B HTTP it & #Y E {36 iF

XM HTTP &

& AT RabbitMQ ¥ Amazon MQ %% Rabb itMQ HTTP @ RIEEHFHAEIERESLE , BT
FENHIIMERERI . AWS ARNsHX ARN XENFMEE , FSH RabbitMQ EEHH ARN X

o

FEMEE ARNs

auth_http.ssl_options.cacertfile

BA aws.arns.auth_http.ssl_options.cacertfile

auth_http.ssl_options.certfile

WA aws.arns.auth_http.ssl_options.certfile
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auth_http.ssl_options.keyfile

B aws.arns.auth_http.ssl_options.keyfile

X IFR) SSL &I

BAZRUT SSL EEEm :

EEXEFE

« auth_http.
« auth_http.
* auth_http.
« auth_http.
« auth_http.
« auth_http.
* auth_http.
« auth_http.
« auth_http.
« auth_http.
* auth_http.
« auth_http.
« auth_http.
* auth_http.
* auth_http.
« auth_http.
« auth_http.

ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.

ssl_options.

cert

client_renegotiation

dh

dhfile
honor_cipher_order
honor_ecc_order
key.RSAPrivateKey
key.DSAPrivateKey
key.PrivateKeyInfo
log_alert

password
psk_identity
reuse_sessions
secure_renegotiate
versions.$version
sni

crl_check

L% MQ & HTTP L@ H 36

Amazon MQ &5t HTTP &35 UE MR AN FlHR 1T A T EAINKAE :

« auth_http.http_method#ZRget= post
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Amazon MQ FERARER
o UTHREBEXDMER HTTPS URLs :
« auth_http.user_path

* auth_http.vhost_path
* auth_http.resource_path
* auth_http.topic_path
- MREEMREZFEREH AWS ARN |, Mlaws.arns.assume_role_arnAAiR{t,

EAF RabbitMQ I % MQ By SSL if$ 54Kt

EFA T RabbitMQ B Amazon MQ X #E A X.509 FEFIHIEPNELXLARAFP#ITEHRIE, BXHAM
EMNAZE , BESEERT RabbitMQ KB Amazon MQ B 41 E FM T,

(® Note
SSL i &R IEEHIUER TEA T RabbitMQ IrA 4 RESRAHIT S MQ,

A EEFTEEM

« BERIEBAAEAZEENIERMALIE (CA) &, EFT RabbitMQ WL MQ £ 5
3 36 11F Hf (8] 36 11F i P 6%

« &M T RabbitMQ # Amazon MQ 38 &IE FiEBHRIRE ( HlE0 CAEPH ) MEEHE At
NHRGEMIZE, AWS ARNs BEXEZHFMER , FSH RabbitMQ BLEFH ARN Z#,

+ Amazon MQ £ Bz 8|2 —1 &N monitoring-AWS-OWNED-DO-NOT-DELETE R %A
P, ZAPREELENR, BMFEEXE SSLITEMARE L | A/ thEMA RabbitMQ IR
HERRIERS , HEMNRTHREREAOE. Amazon MQ B3R Z &8 A FirE kB
IEMIBRIZAF

BRI EE Amazon MQ for RabbitMQ REELE SSL iF B HHRIENEES |, ESR,. £/ SSL
iP5 HRiE

AKITAR

« XEH SSLEE

« WGz MQ # SSL BLE/ HAIG Ut
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xR SSLEE

& AT RabbitMQ #J Amazon MQ x#F SSL/TLS BLE & FimiERE, HX ARN XENEMAESR |, F5
% RabbitMQ EEH# ARN i,

FEMWEE ARNs
ssl_options.cacertfile

WA aws.arns.ssl_options.cacertfile

SSLiFHBRAEE

DTEEZRSIMANEFIRIEBPRIAFS :

ssl_cert_login_from
EEATREIAFBNIIRFE, XENE
 distinguished_name-f£fTE M T2 HE
« common_name-fEA A& (CN) FE

« subject_alternative_name= subject_alt_name-fERAETEZAEH

ssl_cert_login_san_type

FREEZABMN , I8 SAN K&, ZHFME : dns, ip. email, uri. other_name

ssl_cert_login_san_index

ERAEBZREMNE , EEZEAR SAN RENRE| (MNEFH ) o BHARFAEH.

AT &P umiEERY SSL IET
AT SSLTUGE A T8 7 imiE#
ssl_options.verify

NERIFERN, ZEFWE : verify_none , verify_peer

ssl_options.fail_if_no_peer_cert

MREFFIRAREILES , REELERE, HRE,
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ssl_options.depth

ATRIENSAIEBERE.

ssl_options.hostname_verification

FNBEIEER, ZFMWE : wildcard, none

X IFRY SSL &I

FAXFFLLT SSL BBk

EETRE

ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.

ssl_options.

cert
client_renegotiation
dh

dhfile
honor_cipher_order
honor_ecc_order
key.RSAPrivateKey
key.DSAPrivateKey
key.PrivateKeyInfo
log_alert

password
psk_identity
reuse_sessions
secure_renegotiate
versions.$version
sni

crl_check

5 MQ # SSL ER & /Y H Ath 36 UE

Amazon MQ X} SSL iE$ & 3 iE 58 Sl 1T A T BRI -

SSL iE B &4 iE
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- MREFMEKEZEFEH AWS ARN |, llaws.arns.assume_role_arn&Mig{t,

& A F RabbitMQ B9 Amazon MQ §J LDAP B {516 iiF F 124X

& AT RabbitMQ #J Amazon MQ X5 A58 LDAP RSN AERA P #HTHHRIEMZTN. BX
HibX N A% , ES &R T RabbitMQ AEH Amazon MQ & 4 1EFZ

A EEIESEM

+ LDAP RS HFFENBER NHBEBM#EITUIF . &M T RabbitMQ # Amazon MQ AJLAEL &
AEANE TLS [ LDAP BRSSE5:# 1T F BRI,

+ &AT RabbitMQ B Amazon MQ 32 Fl £ A Z 5 EBURHY LDAP & B LA K 3 E i Rl 45 i X4
REMIRE. AWS ARNs BXEZFMAEE , S RabbitMQ BLEFH ARN X,

o BXAMEE IAM XPRmq: UpdateBrokerAccessConfiguration , FREEMERE LF
A LDAP,

« Amazon MQ £B 3181 —1% 7 monitoring-AWS-OWNED-DO-NOT-DELETE B R %A
P, ZAPREERENR, BMEESRRE LDAP WARE L | ZAF thfEH RabbitMQ B A EB
BHRRIERS , HFAREEHRIFEREDO, Amazon MQ B 7R INZ R 8 A ArS KB L
BRIZAF.

BXRUMAA RabbitMQ KREEE Amazon MQ B LDAP IS8 , 5[, A LDAP 54K iEFZN

ARAR
- XY LDAP B &
- 5% MQ F LDAP FE R H 50 iF

X ¥ LDAP ELE

EA T RabbitMQ B9 Amazon MQ % Rabb itMQ LDAP H4FHWAMETREZE , BUTEEMNH
SMERBRIN. AWS ARNsE X ARN X#EFWFMER |, i5S @ RabbitMQ BLE HHY ARN X,

FEWBLE ARNs
auth_ldap.dn_lookup_bind.password

WA aws.arns.auth_ldap.dn_lookup_bind.password
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auth_ldap.other_bind.password

B A aws.arns.auth_ldap.other_bind.password

auth_ldap.ssl_options.cacertfile

WA aws.arns.auth_ldap.ssl_options.cacertfile

auth_ldap.ssl_options.certfile

WA aws.arns.auth_ldap.ssl_options.certfile

auth_ldap.ssl_options.keyfile

WA aws.arns.auth_ldap.ssl_options.keyfile

T IFRY SSL &I

BAZRFUT SSL EEiEm :

EEXEFE

* auth_ldap.
* auth_ldap.
« auth_ldap.
* auth_ldap.
« auth_ldap.
« auth_ldap.
« auth_ldap.
* auth_ldap.
* auth_ldap.
« auth_ldap.
* auth_ldap.
« auth_ldap.
« auth_ldap.

auth_ldap.

ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.

ssl_options.

cert

client_renegotiation

dh

dhfile
honor_cipher_order
honor_ecc_order
key.RSAPrivateKey
key.DSAPrivateKey
key.PrivateKeyInfo
log_alert

password
psk_identity
reuse_sessions

secure_renegotiate

LDAP &35 iE R R
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« auth_ldap.ssl_options.versions.$version

* auth_ldap.ssl_options.sni

5% MQ & LDAP Bt B8 H A6
Amazon MQ &3t LDAP & 3 1iF F #2438 134T L F B ANIE

« auth_ldap.logZ AR E N network_unsafe

LDAP AR 2540 LDAPS, Eauth_ldap.use_sslZauth_ldap.use_starttls#ZnBH
=4

MBEEEMREZEEMEA AWS ARN |, Mlaws.arns.assume_role_arndsmigft,
auth_ldap.servers@28MAY IP it =B KA FQDN

AT A SR A MY LDAP A1 5 S 75

* auth_ldap.dn_lookup_base

* auth_ldap.dn_lookup_bind.user_dn
* auth_ldap.other_bind.user_dn

* auth_ldap.group_lookup_base

e

EA T RabbitMQ B S MQ & X FLA T a4,

+ RabbitMQ EE#E#
- FFEN

- BRFBIEM

s BB HRREYE
« OAuth 2 MNE#

- LDAPHE#

- HTTP ¥t

- SSLiEBHEH

. aws f@4

. JMS EBBIAEM
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« Prometheus H#4

RabbitMQ & 32 4

EAF RabbitMQ W Z# MQ X RabbitMQ EEIEH | iZiE 4N RabbitMQ MEEHISEHTE
FHTTP B API AR ETHIKIFRNOAFRE. BuLER Web 25 AMEE API SIZMNEER
BEAP MK,

Shovel #H#H

& AT RabbitMQ B9 Amazon MQ %3 R abbitMQ  Fi@# |, iZiEHE R F S EEMN—MCERERIBA
SIMZERERERE —NELLHE, BaLEH shovel FENEBENRE , FIPEEMNEENEREN
TR AHEE,

/A Important

R shovel BRI ERIE , NFEEER IR HRER 2B HBEE shovel,
Amazon MQ T E B EZ shovel,

NEXHFEDST F. DT FREAZTRSHEEY , BN EFIREZURRES R EHRE3ME
Ik, #l30 | A RabbitMQ B API , A ML AP| s 282 PUT iR KRB EHSTF F. TR
i, {vhost} TAB N REBELENMEF , {name} AILLERAFTNHST FHEM.

/api/parameters/shovel/{vhost}/{name}

EEREF | BATIEERTI R R RS , BETRERIEERE. LT RHAIFE src-queue HIEER Ay
BAZIFN dest-queue RTE X HVIZFERNFI 2 BB E T 8 F. R , YRATLAER src-exchange F1 dest-
exchange ZHERN Rk Z BB ET F.

{

"value": {

"src-protocol": "amqp@91",

"src-uri": "amqgp://localhost",

"src-queue": "source-queue-name",

"dest-protocol": "amgp@91l",

"dest-uri": "amgps://b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-
west2.amazonaws.com:5671",

"dest-queue": "destination-queue-name"

RabbitMQ EE&E#4 199


https://www.rabbitmq.com/management.html
https://www.rabbitmq.com/shovel.html
https://www.rabbitmq.com/shovel-dynamic.html

Amazon MQ FEANGIER

}
}

ERS it

I 55 MQ X#EFEM Rabbit MQ BREFEARIERS TIRMEAT, BRERE , B ESMUE LA
5, RRB[AHBREZHEFERR. KESIFMRZFER point-to-pointfEEiE B H 2 L2 75
X EER, BRIAMBERT , BERMBRBH—IHE , MRS TUREEAENEEZRBIHE

=|

JBNO

B LAERBRS RV T REERARA LN XREBHEAFINER . B EA RabbitMQ Web 2]
ANEE API E T HRELERKS,

/A Important

MR ERFRFIERGB N TRERES , WEEEERSFHRIE. RegELBREHRHAS
RRMARZE , HELBREPE LS SRR SHA AE S Y T SIS 3R < B &
BIRS F BRI,

fign | B EE AP, BRI HITUTREREERS.

c BE—NRSAENEEHAMT RMBREEEN LiF. SR RabbitMQ Web 2 H A REE AP
ENREEE, FAEE AP, B LUE A TERIE XM/ api/parameters/federation-upstream/
%2f/myupstream €]& —4 POST &K,

{"value":{"uri":"amqgp://server-name", "expires":3600000}}

- BERMBIUEEHWAIIHTIREBIRKE. LALLM RabbitMQ Web 2H| A HEE AP BLEXRMK, £
AE® API , &7 LUE A LA % 3R IE X [al/api/policies/%2f/federate-me 812 POST &K,

{"pattern":"~amg\.", "definition":{"federation-upstream-set":"all"}, "apply-
to":"exchanges"}

® Note

ERIEXRIRIRS 2R LRI, amg FFX @B EAENRER ~amq\. FHERAE S RN
‘amq” TR ZAE ABRE. B/ RabbitMQ FRSSaR LM RIRIB AT AR B/ E.
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— MR R XA AN

iEA T RabbitMQ WL B MQ X #F RabbitMQ —BWR HRMEHE A . —BMRFRBBEFEE

HENBHBITENRFERERRBIRAG, MREMSEHINEHRE , —BHRFERTUE
A%z B & E St 5 R HE.

FNFHAER — R FRIRHY , BEZAATHEESMIAIINHSENE, number-as-a-stringEFR
SHENENAIIFENEZHEN —BHERFIRPEVRSELEFAESHES ., £ BERFRREAH
B, AHEUUEEMTEEAMEIRRAF , BEXTNERERREE N EARBEETIMER,

OAuth 2.0 #HE#

& F RabbitMQ T 37 MQ %5 2 5B RIFSO0Auh i, IEHERENEZEARBESRN
R, SRR, ILEAEM OAuth 2.0 SBRITEAB | FERIIAE OAuth 2.0 BHRHE , A
FeEh AP GEMP R, 5% OAuth 2.0 SHRIEMWESES | FSMOAUh 2.0 SHRITAE
o

LDAPIE

@A T RabbitMQ I S# MQ X #f LDAP BRI FiniEt. ARG RIEENELLARBEE &Mt
BR. BRE , LEARM LDAP S HRIEMEBEN , HERENE LDAP BXRS , ATEHTRAF S
PRI RN, BX LDAP HRRIIMNESZFER , FSHELDAP 5K IEMZEN,

HTTP fE#

EAT RabbitMQ W S MQ X HTTP BRI EiwAES. HEGEREENZLZLABEEE G
BH. BARE , KEHRAE HTTP SHRIEMIBEN , HERBINAZL HTTP RS, ATFELHAFEH
BIEFEN, BXHTTP BHRIENEZEER , BSRHTTP BHARIEMBTN,

(® Note
HTTP S RIEFE G GER TE AT RabbitMQ MRA& 4 R EShRAMN T Ti# MQ,

SSL i iE#H

T 3% MQ 45 RabbitMQ 22 B MM E TLS (MTLS)e SSL EARIFFEAEANRE mTLS EENE
PimiEBX AP #HTE MR, EGHREENRKLAREERGLER. BAE , A X509 &

— MR E R EY 201
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PRt HRHEETIERNFHRIE , AXTBESHRIEE, MLTFEIMEE@ERE, BX SSLIEHS
BRRIEMNESEES , BSHSSLIEH S HRIE,

(® Note
SSL iE# & RIEEHIUER TEA T RabbitMQ IRA 4 RESRAH T I EH MQ,

aws a4

BEEHRERE T3 MQ B%4#7 RabbitMQ & aws . XA EH Amazon MQ FF
KM , 7] AWS ARNs 7 RabbitMQ BELEREFEA AWS BRFZ 2 RFTIUEMIEFH. BX ARN
TEHMWEZELR , 5. ARN support in RabbitMQ configuration

JMS EB R A

IE 5 MQ 32488 RabbitMQ B A JMS FEXR A4, ©5 RabbitMQ JMS BEF B SFH , AF
AT AR IMS RHAREFIERE RabbitMQ XA Amazon MQ.

@ Note

JMS Topic Exchange #&44GE A T5& A T RabbitMQ A& 4 RESMRANIT Zi# MQ. T2t
I TFBRARS , BEREEMEA RabbitMQ JMS BFIIE1T JMS TR F 28,

Prometheus &4

Prometheus &4 HE T RabbitMQ & , A BBAKEL D MQ £5 RabbitMQ 248 H. M
RabbitMQ 4.2 7 # , Amazon MQ & RabbitMQ BT RERERIE—3 , EIEFA Prometheus R B E
MR, MARERAEERHHITRERE,

ZiEH BN /metrics/metrics/detailed, M/metrics/memory-breakdownim A
Prometheus XA A FHEHR. B LAERA Prometheus AR K M2 T EMEUX iR =, AEEN
R IREER.

5% MQ & X L Prometheus 18FrIIBIE FE XM El, CloudWatchB X CloudWatch ¥R E %
E8 , B2 RAER T RabbitMQ 2L/ 5% MQ A A CloudWatch $8#5.

EXmAMNEMAERS. BHRILMIMEEE , 51719 Prometheus 185,
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Z XY

BT L E A RabbitMQ XM EARIEE S AR A T EMBIHEE A TLS XKihE&EH RabbitMQ
RE -

- AMQP (0-9-1)
« AMQP 1.0

« IMS 1.1

+ JMS 2.0

« JMS 3.1

& AT RabbitMQ W Zi# MQ JMS X

ME , FRATLAEA RabbitMQ JMS & il 5i# MQ £i121T RabbitMQ 4 #Y JMS 1.1, 20 M 3.1 T
.

RabbitMQ JMS & F ik

RabbitMQ JMS & Fim—MNFR JMS BEFmE , MMEEA TR JMS NARFEZEEIT S MQ
RabbitMQ RIB, M THEZEER | FiHBIEH GitHub 7 E,

3 JIJMS 1.1, 2.0 M 3.1 APIs

MERTF RabbitMQ 4 WL S MQ T , ZEHHLLTEARS. jms-topic-exchangeHitt ,
YRE] LAEASE A T RabbitMQ 4 89 Amazon MQ F1 RabbitMQ JMS B ik E JMS TEM$., X
JMS 1.1 &1 APIs EXHFFAE JMS |, BATERER :

T #FRF /| APIs 21F,

APls 7 # XA EFH,

T X% JMS BAFI B R JMS £F 8.
FX#F JMS NoLocal iTHE 4.

X#F JMS 2.0 1 JMS 3.1 APIls RFFEFIRIN AR , B TERERI

« JMSProducer.setDeliveryDelayF X AP,
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ETHEAEXEEN JMS R ARFIEEE RabbitMQ KEH Amazon MQ WEZEE |, S RAEXRTE
B JM S R ARRFIEREE RabbitMQ REMN L % M Q iz

5 436 UE AR

AT HIHNRE S HRIEMRRIG,. €8 JMS BEFinERIRENERANZERESER AMQP
Java & 7 imiE#E RabbitMQ IR RS £ BV EIEMEE

5 RabbitMQ L& AMQP BA%I|#Y B /EM

&R LAEA RabbitMQ JMS & Fiw[E AMQP X5 P& 1A JIMS HEAEMRE AMQP BAIIRE S (it
WEETR X JMS £ ) o XEEAUERFEIHFEL IMS THEAZIBE AMQP TERFK. WFT
MEZREE , FRAELES X,

S E BN AT Amazon MQ for RabbitMQ

SETLAER Amazon MQ #ERRRINMERN A B E CRIEMR S, 205 S MIBRE WA RRIA KBS MR
AHLEEMOIBRXLEREMRE |, & QIR T HAbRELL =N HH 7 LR RIS B A PR S A TR/ RE 00 =
W, WATBER TSR,

/A Important
£ RabbitMQ 3|2 fxA 3.13 XA TARAR Amazon MQ £ , HEIWEBRINZEBRHER :

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* classic_queues {"ha-mode":"all", "ha-
sync-mode": "automatic", "queue-version":2} 0

4.0 REBRAF , RMAREABREEDN :

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* classic_queues {"queue-version":2} 0

HWEHRRLEN , B RabbitMQ 4 T FL HA T EHF HA KEERE,

Feet|ZRER TELRGEGASIF MBS KR, MRFEVFREESA T HERAS , %
IR --apply-to iR EN quorum_queues., WMREFEHLBEGRATIFIEERS , S8l
B—1NEE --apply-to:classic_queues BRI SREE AR — AN ETE R FIKEE
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/A Important

ERTTIHISE , B4 EEEEEE RN Amazon MQ RabbitMQ RERF ., &AL
AE—REIEREMCENEERAF , AR ETREMENEMEF. TREHTE
RENFRER ( ENRER ) BEXFFENEER AP RS AR,

R BREUIE N RAE X BLE IEN KA BEAEMNFRER

administrator o @ o & &

BX 212 RabbitMQ AFMEBEEBAFFICMN BN ESZEER |, S EAmazon MQ for
RabbitMQ XEH F,

£ RabbitMQ Web #2| & Bz A RR 1A 5% BE H K ££L = 4L BR %1

1. &3 Amazon MQ ##l&,

2. EEMSMERS , %&#F Brokers (KIE),

3. MREFXRYP  EREQHNAFRBHKENER,

4. ERBEFMEFEEITNER Connections (E#E) 885 , %E$F RabbitMQ web console (RabbitMQ Web
#%A) URL, RabbitMQ Web & & A2 #THI X S BR LT R R E 0 P IT 7S
FAENREEE RN AP B NEBEF RabbitMQ Web ##1A,

£ RabbitMQ Web # &l & TWE TN EF1ERE Admin (BER).

£ Admin (B R) TEHN AN SMEES , iE#F Policies (KEE).

£ Policies (3RB%) WE L , B AFRREIEH User policies (A KEE) FlFk, 7E User
policies (AP Z&#E) T , BFF Add/ update a policy (N I1/E K)o

9. EQIEFMNARIBRRE , iE1E Add/ update a policy (RIN/EFKEE) T , AT TRE -

© N o O

a. X F Virtual host (BAEH) , M THFIRPEFZR REEHMBHEMN BRI, Bk
BRANEREN , Hik#EF /[

(® Note

MR REEZEMELEN , N RabbitMQ & &R ER Virtual host (E#LEHL)
I, F RN AT ARIAE L EH.
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10.

11.
12.

b. XF Name (BB%) , BAENRBEBMABT , flW0 policy-defaults,
c. 7 Pattern (X)) A , MAENRAEXER . * | UERBECEENRE LNPRERS,
d. XTF Apply to (ATF) , N Th5Fk+1%E$F Exchanges and queues (328 MRASI),

e. XIF Priority (th %R , MA—MATRATFERENNIE L EROER, B UEEA
4452 B9 — 4 B2 Y R T RabbitMQ BABIFI 28, RabbitMQ 2B A B &4 R E
WITEER, B%ERELAURNAASERNESES | B2 RabbitMQ B2 5838
g E

f.  XJTF Definition (EX) , WM TE/1{ERT :

« queue-mode=lazy, M TFHF|FRF%EE String (FRFH).
« overflow=reject-publish, MTH%I&KHiERE String (ZRFE).

(@ Note
FTERTEXHIRE,

« max-length= number-of-messages. WRIFRIEnumber-of-messagestISKHIK/NF
HEERN (HINEE ) , HEHN Amazon MQ WHF{E. 8000000 mq.m7g.large A TH
H R FiEE Number (%5 ) -

(® Note
FEATEXBRE,

g. i%#% Add / update policy (FsHN/EH K ),
#41A User policies (FI 7 K B§) SR L RHTREE,

(® Note

NFEFHNKE , Amazon MQ £ B3I A ha-mode: all M ha-sync-mode:
automatic REEE Lo

MEMNSMERF , &EEF Limits (BRH),

# Limits (FR#) WE L , B UFBREIBRY Virtual host limits (ELLEHLERF) Flxk, =
Virtual host limits (E#AEHBR %) T , BFF Set/ update a virtual host limit (1% &/ TR £ E VLR
#)o

e
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13. ERIBFHNELLENBRE| , IETE Set/ update a virtual host limit (I B/EFHEINEVIRE) & ,
TUTRIE

a. X F Virtual host (BAEH) , TN THFIRPIEFZR R MBI RN ENA BRI, Bk
BB EN , Hk#EF /[

b. XF Limit (FR&) , M\ THLEIH%E$E max-connections.

c. X{F Value (fH) , BRITFEREHSZFI R/ NDFFERXH A Amazon MQ EWUE , Hltn , XF
mq.m5.large &M A 15000,

d. %% Set/ update limit (& E/EFHRF)o
e. BEELARSR , T Limit (FREHl) , AN THLET H%EE max-queue (B KRAFIER).
14. HBIAFBRHITE Virtual host limits (BRIl EHLBRH) 5| R P E Ro

£/ RabbitMQ &I API R A R 1A 5= & 1 E fL E AR %I

1. &3 Amazon MQ #4|&,

2. EEMSMERD , %&£ Brokers (RE),

3. MREJXRD  EEEOHNAHTREHRKENE T,
4

EREREM Connections (E3£) % , 12T RabbitMQ web console (RabbitMQ Web 2§ &)
URL, XR&E HTTP BRFFEANRELET Ko

T BERN L RIPTITED,

6. EOIEMHAERE , TRALNUT curl 5. WA SRERIA / EUEN LB, ZBA
FgmIE N %2F, BNRMEMMAESE —MEMEN , B S2F BERANEUEHAIE 5.

o

(® Note

AENEBEREFERERusernameMpassword, BRIFREnumber-of-messagesty
SEHIAR/NFIEBBE , BHA Amazon MQ #EE, policy-nameBRARENRE
Mo broker-endpointBRFEZHIE A URL,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '"{"pattern":".*", "priority":1, "definition":{"queue-mode":lazy,
"overflow":"reject-publish", "max-length":"number-of-messages"}}' \

broker-endpoint/api/policies/%2F/policy-name
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7. EWUAHREDANIEHRENASKES , BRALT curl 55 HAERERE,

curl -i -u username:password broker-endpoint/api/policies

8. PBIE¥H max-connections BHELENIRE , FWALT curl 5. LdSRBRERIA / ERE
MEB—1BAY , ZRABIRBA %2F, ENKBNARS—MNELEY |, BF %2F B AELNE
LIRS

(® Note
AENERRBERERERusernameMpassword, BITFENREmax-connectionstisE
BIRNDFEFEEN , BIRHF Amazon MQ ¥EEEH. FREBLRTIERNEZHIETH
URL,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-connections"}' \
broker-endpoint/api/vhost-1limits/%2F/max-connections

9. EBIEHM max-queues EE\ENPRSE , FEEL—% , BfHK curl F , MTFAAR.

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-queues"}' \
broker-endpoint/api/vhost-limits/%2F/max-queues

10. EWAFHRHESHFMBEHAEAEMDENRE , FRANT curl 5 USIHAAREEMEN
BRI,

curl -i -u username:password broker-endpoint/api/vhost-limits

RabbitMQ on Amazon MQ Y &R\ 51l

HHEAFIR—MEHIRE  ARNSFTR (EBAX ) MRETL (HtEE ) Ak, NMRFSTIE
SAUA , MRS ER Raft HIREE | USHREE - MHINASTR , MZAIBNASTREW
BRANE-SEHPHNRET R, ERVRET QEEGUTT—HEH, BTSN T IBVTFRENATH
Xer, Jit , MR- TRENFTA , HEFER S — NI AX#HGE LSS B A REEE,
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HERFTHTLEEAEE , SHRRBMARZREMBS , ReHRABAHE

MRBIATER , WA RERRERAS

« R IEATRA S
- BERAEFERTEK
- fLEERKRIER

EERMENT] , FFIRL x-queue-type REN quorum,
E&
« MZERABIIERE E] Amazon MQ for RabbitMQ L Y {4 EBA 5

« Amazon MQ for RabbitMQ {4 £%BA 51l 9 SR BE B B
« Amazon MQ for RabbitMQ {5 BA Bl Y S {E SR

MZ B2BA B3 EF F] Amazon MQ for RabbitMQ _E B9 &R\ 51

A BEEE - LA EFNENENIMIBN SN , FERFEHREAFIERER) 3.13 HES
R@ Amazon MQ I R HEEASI,

&I 1 : £/ Amazon MQ for RabbitMQ BA 5% T E N & SR &BA5ER B EER S

Amazon MQ 7 —fpAY IR TE K AT HLEpAYTE %EUEE&E‘JO Z L ETAHEN RabbitMQ
Web &I &K “EIE” > “BAYTER” THE S HTTP API #1TiHE,

EfFHZIE , F25 Amazon MQ AFIEFR I E,
I 2 - FEAFHELLENMNRBEGEASTEB R EERS

Al BEYER - SH LI RFNELEN , REHGHR IR 3.13 HESRAH Amazon MQ
R LB FPERAS,

1. EREEHS QB NFHOEREN (vhost ) , BRIABAFISEEIZ J HEBAFI,
2. FERZBEBGAS , NFH vhost BIR BXE ¥4 , URI 8@ IBH vhost,

3. f#£H rabbitmgadmin , #IH vhost FHEN S HBIFXHH, LMK REHHITER , FH
E/BAIIHRE, BXEEENXHFHITHERNTEIEK , 55 H RabbitMQ FEBA S 3 &+
WBIHENL. NXHFHTHEERE , FEXEH S AZFHH vhost.
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4. TEFTHY vhost FEIEFKEE, BXRMELATIA Amazon MQ KREEELEZEI , S RAmazon
MQ for RabbitMQ R EBAFIF KRB E. AR |, N2 a8 Federation MIB vhost /3 ZIFT
vhost,

5. MEABEME=EIBOFH vhost,
6. BLi& Shovel HEHABIFMERRWEER ., BAFINZESS , BBk Shovel,

ME L5 BA 5l 34 1t 1T 78 B ERRA 5

BUBE R EBN AR , RERBEAFIER R 3.13 HESRAKN Amazon MQ I £ B FHEBRA
3o

1. FILERAENESE,

2. BIEFAYIGETHEBAS,

3. ECE Shovel fft , FFIBMZ BB HEA S WAEE BB IV G PEEAS], FATEHEEBEIE
B EEASI/E , BIBR Shovel.

4. RIBRRZHBEEIT, RE , AEREZBEEASIMEEN B HNHEEHZE—MPEBAS,
BIEETHY Shovel , FF7H B I B i 2 BA 51 & 2057 89 FHERBA 51

Amazon MQ for RabbitMQ {# £ BA 51l #Y 2R BE Bt &
&0 LATE Amazon MQ £33 RabbitMQ REBHHE TR INSEERKEE,
R EBA DI BN R RRERT | ST TIRE -

- BERATELL ha FFARKRBEEY |, H120 ha-mode, ha-params, ha-sync-mode., ha-sync-
batch-size. ha-promote-on-shutdown # ha-promote-on-failure,

. MBR queue-mode,
« HHHIZERN reject-publish-dlx B EdEH

/A Important

Amazon MQ for RabbitMQ &R AR P EBEMHSITNAEAE M. TaEtIERNEH
TELHEGEHEASIFHBRATIR KRR, MRFELNRENATHENS , XI0F --apply-
to IXE N quorum_queues, MRFEHALHBEMRBATIM PRSI , MATEA --apply-
to:classic_queues B% 5 J0 A9 SR BE LUK fhERA DI R BK o
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BT EIE N AWS-DEFAULT Kig , RN SIS 8sIXRA‘NA TSP WHFHRAFIZER, X Amazon
MQ for RabbitMQ HIERIAREENEZE L | BHSH Ol ERIER KK,

Amazon MQ for RabbitMQ {#Z R\ 5l Y S (£ k%
BAVEB AR B ERA S 6t 5E A LA T SRIERERRIRE 8L,
BEREEAERGSRGESZEHER

HHBRRMARZREHEIEN , MAHRABEAHEE . BAIUEA delivery-limit RESHIR
BHEEERG , MEFSREFERENES. REENEREZIZRIBED T &ERS A TR
¥ , RabbitMQ ML EFHMBRZER . RE T EIERFINT |, HE SFERATI K EBHITERTHERA

1R ERRA 51 BV 5H BL o 4k

HRIZFEEEMLER. MREFEHEMAR , MWLREIZZMPRI. BXREAS NPT
HBEEERERNEZEL |, HSHH RabbitMQ X4 H# Message priority.

EAMIANEFIRF

3 FERHEEAFIMEERFRIE | Amazon MQ for RabbitMQ BRIAFERA= (3 ) M ANEHE T, MR
B3 x-quorum-initial-group-size #1TE X , Amazon MQ FEXERINEHEFH 3.

Amazon MQ for RabbitMQ SR{ESLE

ERXEEFREER , LEFEA Amazon MQ for RabbitMQ B AL EMEAMLLEERTL
MR,

/A Important

B8 , Amazon MQ FX#Fie#E JSON FERALE L BEIES (£ RabbitMQ 3.9.x F#
) o

i

« Amazon MQ for RabbitMQ A {{EE 1% & M iE = E B HIER K
« Amazon MQ for RabbitMQ HFEEFA M EAEHNRESXE
« Amazon MQ for RabbitMQ H 4 BEL L SR RIERE
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« Amazon MQ for RabbitMQ M43 14 5 SR &ESSRE

Amazon MQ for RabbitMQ A B EFNEZEEBNRESRRK

REREMNEZEERHIERBEESUHE, RRAARRLABEFTEASREDHIARBHE—D,
HEIEZFMBEE Amazon MQ for RabbitMQ KR | FMU T RIESER | EFELHEHERE, BN
EEEREUREERETE , LMEX{CAREBEMEE,

/A Important

Amazon MQ for RabbitMQ X & “guest” , H 2T ECI 2 H R E 1 I BRER A B 5 = 0K
Fo Amazon MQ &5 E M BREM B E - I B 7 “‘guest’ I IK

S| ERAERTE

NTEFTEAR , RNBWEASHTEMFLEXFRE  UBRSTAMIERRME, SHIEEH
BRT B REBEFRHELFNRERD

SRHBFLSOHE=TTARXH =/ RabbitMQ RET R , IREEHRUEE , HEEREDERED
AARXT AR BEERFSEETT, Amazon MQ 2B EFMBETREAEFEE , MARET [RBEZR4EF S
(B B9 7 A o

EBRHMENESHREREE , 73 Amazon MQ RS %5l il 25,

EZEER | 1§55 Amazon MQ for RabbitMQ R EE I ZE,
SR 2: EERTHHNNRESFIER

REXFIRBEAEERHERRATNARFAS. M7g.medium HRAB TN HNAREFHRE. EEF
HE R EARAKAIR SEALBDNEHI RSN AEF R, EXHIRE m7g.large RE AL
L, B LMERERFERIUS TAMINEEEA . BANRESSFIRE AT UL EE~ R HEF
wAMEAG, SEHE, REFEFIEEMITRER

BERERTIHEIFRBENESZER |, 535 Amazon MQ for RabbitMQ F M EHEIEE,
SR 3: FEREERS

T 3.13 R ERRAEY RabbitMQ R |, SEEBSIE & S8 F REN £ 7R 5 & HIRA FISE R A9 3R
WER, EERIIR—FIMAEHBATIKE  EESUEYE. SELENREERNER.
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Amazon MQ FRARIER
EEFIEA Raft LIREEZURMEFNBEED. HETRTFTAN , ZERIIBIEZSHIEERD
EEFETR , BREEZEURNDIMHBFEH#HT,. ATENTRNTTFRANTAK |, BIEEANTHKX
ENAFaTA , BREERSGNRETA,

EFBREENSY , BEERIIFLSE x-queue-type REN quorum,

BXREENINEZER ( BRIEIBRBMZFESNEK ) , FZ35 Amazon MQ for RabbitMQ F#YEE
A

S} 4 ERSNBE

NBREZTY , FEEMERLERASNEE, NAERFMNER 1.1 WEZSEELR, RINEUE
MERER—NMEE  BMEECA - TMEE. BREEFAEE , UhEE’F.

Amazon MQ for RabbitMQ FJEE R A S SN RESSE
ENNAEFBEEEN | RN TR LSS E &R ER AN RESE,
S 1 EARE YRR RS

BRACEEAMTEREFRIESNRIPHBEFAL. BAUHR XML VNEA#HE, B2, &
HEERFIFENR , FAREANEAFENEENESF  RIREFTEEZAT. EREESHNENE
BT, BYEEREREEFHEIEAER RabbitMQ REANFHMNAEFREREES , BERNFALR.

ESRAEHERAM , LUNBASIFN durable HFEEAEERIRE RN persistent, AR
BIER T WAEA RabbitMQ Java &P inFEE ALY, E£EH AMQP 0-9-1 B , A LUBI R
BEEENPEERIENFAER,

boolean durable = true;
channel.queueDeclare("my_queue", durable, false, false, null);

FIRAFIE B N IFLERASIE |, B LUBE S MessageProperties &N PERSISTENT_TEXT_PLAIN
RFHFEHEREREEIG , 0BT RBIFTRo

import com.rabbitmq.client.MessageProperties;

channel.basicPublish("", "my_queue",
MessageProperties.PERSISTENT_TEXT_PLAIN,
message.getBytes());
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B2 BERXHEHANEREREAIN

BIANEEERZEFRENSERNEHERIN. RAEBNSHNENNARF AN A FEBFE THES.
REEBANCEBTEFHFRIRENHERR, EEAMEBRIN WEEBIANEEREKILE , A
RETRLSEFHETELENHE

B, SEFRNAREFOREREESNRXNNERABIAN , MAEAEINBIN. EEH
RabbitMQ KR , SHHEIAN THREREFELEERER,

FREREBINBEEEFEFENARFLEE. F£/H AMQP 0-9-1 i, AJUBSEE
basic.consume F3ERBRABEIA. AMQP 0-9-1 EFimtB ATLABE &% confirm.select FiERE
BRAERIA,

BE K EBEPBRAEZERIA. 0, £H RabbitMQ Java BFIREER , ATLAEA
Channel#basicAck Ki&EE—MEHEM basic.ack BEWIA , WA T RBIFF R,

// this example assumes an existing channel instance

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "a-consumer-tag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
long deliveryTag = envelope.getDeliveryTag();
// positively acknowledge a single delivery, the message will
// be discarded
channel.basicAck(deliveryTag, false);
}
1)
(® Note

AHANWEELRERNFFEF, EALESNEF RNAERFEENRIRE , REEHE
FREA HE R &,
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B LABLE consumer_timeout , AEEFERETBHIARAARHITRN, MRFEAESEE
BEIHERLZERIA |, BEMBRA |, 25U E PRECONDITION_FAILED, B MR , EEH
UpdateConfigurationAPI & flconsumer_timeout{B,

SR 3 RIFEAFIEE

EEHTESY K FEREHENNITESSHEARIEFNA, HYREBERIEFAR , ER
Amazon MQ for RabbitMQ REA[REL S B MEH —FTREK. WRER , IEMNANRKEAESE
REBOOT_IN_PROGRESS A TZ B R RFHIRS,

TR , Amazon MQ 8 RMIT— M RVMAMELYF I, MBERABREERET. Eit , 7
BN RAREEREZTHN , RIITREZEERS, ERSEEF , FEEHIEGHESIFMERHN
Amazon Elastic Block Store ( Amazon EBS ) BEMEEINFS , SASHTHAE, #E4EE 28 BILERA
DERE S,

MRAIIREREEEHERS , MRS EMBKNES HIREERZT. B2 , RAtAE
PHHBBFEEFEET RNANEFRS , TRE5IXENFER , EENIIES. BAlBLHRS
fRabbitMemUsed#RabbitMgMemLimit IE T SIEFRKIIANF LA ER CloudWatch, TEHFE
HMIBRE E R BERHEEREBR D 28, BFTETK.

MRERDBLEIIEL , RNBUEADIMPERES , SUBRDAIIPHEERHRE, —BRIRERD
BRRFIEZE K , KBRS EHRN RUNNING, EFFREFIRAFIEL | #8538 T LR 5: 8 SRpL 2 BA
FIE L HALEE KA,

R TLAE N BEMIERF TTL 5Keg , LEFRBAPRBEEAE , HRERDIHFEEMNRE NACKs &,
ERELEHFHMNEES LA CPU ZERE  FHUAXEEHERESEIMNAIEMR, NACKs

Amazon MQ for RabbitMQ R4 REE 1L SR RIERER

BRBEYEALELE, KRMUEERRBERESMERFARMLL Amazon MQ for RabbitMQ K%
BB, TR T RESSERUAMILNAREF IR,

FE A REBHEXMET 1 MB
BNEBVFPEERIEE 1 BFT (MB ) AT IREGREMEMATHEM,

RabbitMQ 3.13 RBRIAX#FE3E 128 MB HEE AN , EAXHERAIRRMA N AN AFER , AMEE
RIBRIE , AEBTREFEENTRFEENFES, SANEEE2XMABEERAMELE |, X
LI INARSS E LR KBS F AT RES B RE T %

ERANFRERXNFREIRRABERRM
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NEEHR , BUTEBLHEEARBRFEENADFRET , H{UEY RabbitMQ ZEH R A5 A
PRRARFRRIVNGRERE R, HREERATRBEFE I AMARFRERMLEER.

TEER T 1A A Amazon MQ for RabbitMQ 1 Amazon S3 SEIIASTIK EE R,

Io o\

Producer > O-)H')O < Consumer
Y ’

2 o_O 3

Amazon MQ broker

AWS S3

LT R I{ER Amazon MQ, AWS SDK for Java 2.x 1 Amazon S3 SERItiES -

1. B% , EX—1MNATEMH Amazon S3 5| FAFRIRAF Message 2,

class Message {
// Other data fields of the message...

public String s3Key;
public String s3Bucket;
}

2. BIBE—ANKHELZE , FEXRBHEFEME Amazon S3 FH BT RabbitMQ Kix5|HHE &,

public void publishPayload() {

// Store the payload in S3.

String payload = PAYLOAD;

String prefix = S3_KEY_PREFIX;

String s3Key = prefix + "/" + UUID.randomUUID();

s3Client.putObject(PutObjectRequest.builder()
.bucket(S3_BUCKET) .key(s3Key).build(),
RequestBody.fromString(payload));

// Send the reference through RabbitMQ.
Message message = new Message();
message.s3Key = s3Key;
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message.s3Bucket = S3_BUCKET;
// Assign values to other fields in your message instance.

publishMessage(message);

}
3. EWM—NHEBEEFSZE , M\ Amazon S3 REREMEF. LBEMRE A HMIER Amazon S3 WK,

public void consumeMessage(Message message) {
// Retrieve the payload from S3.
String payload = s3Client.getObjectAsBytes(GetObjectRequest.buildexr()
.bucket(message.s3Bucket).key(message.s3Key).build())
.asUtf8String();

// Process the complete message.
processPayload(message, payload);

// Delete the S3 object.
s3Client.deleteObject(DeleteObjectRequest.builder()
.bucket(message.s3Bucket).key(message.s3Key).build());

S 2 £ basic.consume MK4EGMERETRE

f£H basic.consume BEEKEGEARERELLFEA basic.get RARNMNEEESN. EZFER,
BSRERAEINEE,

HB 3 BEME

& LAEA RabbitMQ TR EERMALEAEEAEENTN . RabbitMQ B FTRZEUT B A TE
REMTREE , k3 AMQP 0-9-1 REMBEETRIS . FEBER T iEEEEMSEREEE
RERZWHEEHE. MIAMERT , RabbitMQ &N EF inNAREFRETRBIFZHX KN,

ERNER RabbitMQ A EREFRIUTHN , FEEREHRER, Bk , EREHAENHRENE

B, HTEAEFEALEEEMNAMBEEEARFEAES , At , RENTRIETRENEREN
MEEFERERE  ERERRT , TS BEAERNFER. B , RabbitMQ REXRFLFHER
ENFEHEEEFENEFY , ETRIEAERIA. IRXENEREREADBIN, HEERAERE
MEXRBERBEERLGEER , WERSHFUREUE T 8E42 53 RabbitMQ IR H/AFETE.

ZRIERERE , BMNBWRARETMRIE , U LATRERLCEHABIANEEMSH
RabbitMQ KEHEFEHEHIANEFTEZHER. NREFELCRERLCEREER , BRI LUER—
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%\EIJTﬁ?EHﬁ'I'?&;EiJHIJﬁt!&’?ﬂ’ﬂﬁﬁ%ﬂﬁﬁﬁ% , WBESERELEEEFENEREMAEL , REFHEB
EBBUTRE,

(® Note

- IRENEFRENARFEREEN BBIMPERERAERE , NREMERESTEHE
Ho

« FRATRREUE S ES MBS IR,

URRBIERT t0fFIEA RabbitMQ Java BFinE N2 —EAFIRE 10 WTRIE,
ConnectionFactory factory = new ConnectionFactory();

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();

channel.basicQos(10, false);

QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("my_queue", false, consumer);

® Note

£ RabbitMQ Java B iwEF |, global #rEMBRIAEIRE N false , A EEHIFIF AT LA
B #ER channel.basicQos(10),

SR 4 : fF Celery 5.5 LESMAESEERINIEEEH

Python Celery ( — M2 REFAIIRE ) EREFSAEMNARBEKRARIFXBES . XMHHFANK
IBSES A AEAR & the section called “ RABBITMQ _MEMORY_ALARM” HASFHARERTH, HRBREMEN
FEROXEE , BHRITUTRE -

I FFrE Celery R

1. xH task_create_missing_queues BUBREBAFIRIZ,

2. SRJGXKM worker_enable_remote_control SAMZEILFIZABIE celery@. . .pidbox BA%Fl, X
FRADRIE EHBATIEB,
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worker_enable_remote_control = false
3. E#R—IEIEXEEEED , BERBF Celery MARFworker-send-task-events B A& E -
E=f--task-events#ridKxH Celery,
4. FERUTSHEs Celery NARRF :

celery -A app_name worker --without-heartbeat --without-gossip --without-mingle

5t F Celery 5.5 R LA E A

1. FHHREF Celery 5.5 A ( XFZEEBIINGRIERA ) RESHEA. EREZRFEADN Celery IRA
EEMA celery --version, BXEENMIINEZELR , S the section called “IREBAFI",

2. FHKEF Celery 5.5 RER/MAST , ¥ task_default_queue_type EEX "quorum”,
3. RE, BEXRERBEMETHFBRAEIA

broker_transport_options = {"confirm_publish": True}

Amazon MQ for RabbitMQ W& 54 515 H{E K

Mg N ERARERY TEF IRV HEENARFERER, TRUTRERKRUAXEB S REN
8l 0 5% M R SR

S BHMNNEHERRE

RINBWHRABHEINEME , U LEERFIHERES RabbitMQ TRAMMWER T HATESE
Ho BHIRZA 4.0.0 # , RabbitMQ Java BEF HEBRIAZIFBHIINEIIRE .

WMREEE /O BHRPHMHALENREE, BNIEEFRIRFEEN RS H[ES OB , WaftR 8
IEEMRE.

WMREFFIHAN RabbitMQ T RZ BRI FBEEAY , T BRE, RNBUERENARER
KD, SEBTEREERBERINBEZABNERB, LTFROERT MR RabbitMQ Java &~
Ui P SR E IR K] 48 P R i PR

ConnectionFactory factory = new ConnectionFactory();
// enable automatic recovery if using RabbitMQ Java client library prior to version
4.0.0.
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factory.setAutomaticRecoveryEnabled(true);
// configure various connection settings

try {
Connection conn = factory.newConnection();
} catch (java.net.ConnectException e) {
Thread.sleep(5000);

// apply retry logic
}

@ Note
MRNARFER Connection.Close AiEXMiEE , A& At X B MNEIKE,

SR 2 EERAERERANER

RMNBWEEHISIEEMN Amazon MQ for RabbitMQ XY CloudWatch IERFEIR |, LUEFEETE M
B R EEA BN ARF ZINRABI M RXLRE, EhEENTF4PatEENARFNBRE
EMEEXREE,

E AT RabbitMQ #9 Amazon MQ BE & fHEFR CloudWatch |, XLEiSFRIBM T XA ERE. RIRF
AZRMEERNNE, ENERAXBIERSEAFEARNEEFAR, B LUZECloudWatch
R, AT BRAE R AR AT B 300 R R PR I 2R B BE T BR VIR o

WU TERER
RabbitMQMemUsed 1 RabbitMQMemLimit

BEANEEARUM I ATEEEEERTHNRNFER.
RabbitMQDiskFree #1 RabbitMQDiskFreeLimit

M ¥R 2 A P SR DU S W RS B IR HUR Y R 22 22 1) ) L

X TEFEE BB S E R IR T QU E B

(® Note
BROABLESAFERNESELR , FEALENS LSRN EFER.
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RabbitMQ # 2

UT#HERRUWME Amazon MQ LEEFFEA RabbitMQ, ETHAEXFEAZHEREES (W0
Node.js, Python, .NET & ) XEFHNEFHENEZEL , H5H (RabbitMQ Getting Started
Guide) HHY RabbitMQ Tutorials.

£

. HEAREERR

« ¥ Python Pika 5 Amazon MQ for RabbitMQ & & 1 F

* R RabbitMQ #{F A 5l [E] 25 &Y (A] &R

- BOEENBENHE

- SR2 . FET WM HWNAEFREZIINRE

« B 3: (A% ) Connect El AWS Lambda BEI#

7 Amazon MQ for RabbitMQ /i OAuth 2.0 A5

- XNEAT RabbitMQ I 3 MQ A 1AM F 1 IE R &ZIN

- XEA T RabbitMQ # Amazon MQ £/ LDAP & {438 iF Fl 34X
« XEA T RabbitMQ K T MQ £ HTTP & K IF MR
« MEAT RabbitMQ 9T S MQ £/ SSL IE+H & 311

« ¥ mTLS AT AMQP HIEEIFR

- EEEN IMS RAERF

REAETILIN
A LR EENALLEEIRI , FlntEABHAREA CloudWatch BE AWS EEIRHIA,

YR%E RabbitMQ {8 HE &I

1. &% Amazon MQ 4|4,
2. MNZRLEHRF | ERENKRELHE (HlI0 MyBroker ) , REEFRRE,
3. TEiREMyBroker NEIMMIEER D , BN E I BRARAERHIZKE,

4. 7 “CloudWatch B&” #5 , REVIRZBEEANSAIEAEABE. RELMATHNHEMLT R,
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® Note

+ XF RabbitMQ £4/ , Amazon MQ £ Bz A RS KEAE (SLR) B EAX/H —#& A
Fo CloudWatchEXEZEE , 1S the section called “EARSKEKAR,

« Amazon MQ A% #f RabbitMQ REM F# B H1dF.

5. 1 Maintenance (%£%#) 7+ , BELNRKENLEF 11X
EEREBEROFEAREF AWS X |, HEEF BRAEIRERETALR . BNARELEF
BRELE  ZEPHRERAES/L. JLS (24 PEHER ) Mt X ( B UTC ) E XL,

6. i%# Schedule modifications (it X k).

@ Note

W REN%EER Enable automatic minor version upgrades (B Bl R BRAFAR) , %R
HfFEN Save (RT7F) , ARNFLEFRE,

IR IR TURFE 3 E RY B ) AL A 2 S R ER

¥ Python Pika & Amazon MQ for RabbitMQ 45 & {# F

AR #RZHBAMAER TLS iRE Python Pika , 73 TLS B & 7 iE#Z Amazon MQ for RabbitMQ 1%,
#, Pika &M T RabbitMQ # AMQP 0-9-1 XK Python X8, AHERIESE LK Pika, FH
BAZI, REBAMEAMRENRIARBAAIEEE , URREFERFIZBRBAIIFER.

F &

. SEREFH

» Permissions

SB— : SlEEAH Python Pika &F ik

- S| ABRBEARIEER

- F=H  QEBEFREABUER

« FRM : (k) RESHERACEHAER

o BETXRMMHL?
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FRFM

EERAHEPANSR  BEEHEUATEREMS

« Amazon MQ for RabbitMQ R, BXxEZEE , BESRE|2E Amazon MQ for RabbitMQ 1L,
- REBATEREREH Python 3,
« ffM Python pip %% Pika, BER % Pika , BT A HFNKBEOHAESTUTARR.

$ python3 -m pip install pika

Permissions
EXHED  BEEZE L — Amazon MQ for RabbitMQ XA~ |, ZAF~F EEBEAMIZEEIEN
HIR, TRMSLENRKERRE RN ENRIER (regexp) =X,

FRZ BB ENRER EAENRER BEEUE NI RIE R,

none L *x Lk

SIHWAPNRNEAAFRERENR , MARTFERE LHITEERENESBEB/EHRNER. ST
B IR MBR HI A 7 5 R3S ERA SN regexp R kit — S RHEINR, Flan , 20RFiEE regexp EHXE
%A A[hello world].* , AR RPEMEL hello world FFLHIRA S RENAIAR R

BX B2 RabbitMQ AFMEBEEBAFHFICMNBEHNEZEER |, EZH Amazon MQ for RabbitMQ L
Al

SE;— : AIBEARMN Python Pika & i

BIITUTRIERBIZE Python Pika B ImERE | ZEXE UWEERE , HE S Amazon MQ for
RabbitMQ RERX Btz TLS B EFER SSL LT,

1. {AHNLIREN , WA CIEMBE R , RRSMEZE F.

$ mkdir pika-tutorial
$ cd pika-tutorial

2. BIB—1HN basicClient.py B3XX# , EHEE LT Python K73,
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import ssl
import pika

class BasicPikaClient:

def __init_ (self, rabbitmq_broker_id, rabbitmq_user, rabbitmqg_password,
region):

# SSL Context for TLS configuration of Amazon MQ for RabbitMQ
ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLSv1_2)
ssl_context.set_ciphers('ECDHE+AESGCM: !ECDSA")

url = f"amgps://{rabbitmq_user}:
{rabbitmq_password}@{rabbitmqg_broker_id}.mq.{region}.amazonaws.com:5671"
parameters = pika.URLParameters(url)

parameters.ssl_options = pika.SSLOptions(context=ssl_context)

self.connection = pika.BlockingConnection(parameters)
self.channel = self.connection.channel()

WME , BA LA E BasicPikaClient WAAENEREE N HAk,
SR SEBAAEHLLER
ECEFERARIN AT ERRERLZEE | BRITUTERE,

1. EFUTRBREABAZR , FFEAENR publisher. py REFEARM E—NMNSROIENMEE B &
o

from basicClient import BasicPikaClient
class BasicMessageSender(BasicPikaClient):

def declare_queue(self, queue_name):
print(f"Trying to declare queue({queue_name})...")
self.channel.queue_declare(queue=queue_name)

def send_message(self, exchange, routing_key, body):
channel = self.connection.channel()
channel.basic_publish(exchange=exchange,
routing_key=routing_key,
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body=body)
print(f"Sent message. Exchange: {exchange}, Routing Key: {routing_key},
Body: {body}")

def close(self):
self.channel.close()
self.connection.close()

if _name__ == "__main__":

# Initialize Basic Message Sender which creates a connection
# and channel for sending messages.
basic_message_sender = BasicMessageSender(

"<broker-id>",

"<username>",

"<password>",

"<region>"

)

# Declare a queue
basic_message_sender.declare_queue("hello world queue")

# Send a message to the queue.
basic_message_sender.send_message(exchange="", routing_key="hello world queue",
body=b'Hello World!'")

# Close connections.
basic_message_sender.close()

BasicMessageSender E#&H BasicPikaClient #LiE T AT HEBAYI, @BASILIEEE
MxAEZENEMSG EZ, KBTROEAZETAAIBMNEAZRE |, EEBBIRIARIRES.

2. TEif __name__ == "__main__": T, f&Ri%E4 BasicMessageSender MERFIEGINS
BEBRALUTEER,

 <broker-id> - Amazon MQ FREBERWIE— ID, BALUE
T ARE ARN 4T ID, i, LEELLT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 ,
RE ID A7 b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

- <username> - EEEHNEOREEANEENREAFNAF R,
« <password> - EFEBNEORKEEAEENRERFNED,
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- <region>— ZBIEEA T RabbitMQ KL S MQ 2L EFTEMN AWS Xif, #1210 us-

west-2.

3. #8IZ publisher.py WR—BXFETUTHER

$ python3 publisher.py

MRRBETHRY , BFELXREAFEIUT A,

Trying to declare queue(hello world queue)...

Sent message. Exchange: , Routing Key: hello world queue, Body: b'Hello World!'

B=L  tIBHEREAEPCHR

EOEMAIIPEBEZEHENERE , BITUTRAE,

1. EHIUTRERMINART , HFREERN consumer . py RIEFEARME — B FH,

from basicClient import BasicPikaClient
class BasicMessageReceiver(BasicPikaClient):

def get_message(self, queue):

method_frame, header_frame, body = self.channel.basic_get(queue)

if method_frame:

print(method_frame, header_frame, body)
self.channel.basic_ack(method_frame.delivery_tag)
return method_frame, header_frame, body

else:
print('No message returned')

def close(self):

self.channel.close()
self.connection.close()

if __name__ == "__main__":

# Create Basic Message Receiver which creates a connection

# and channel for consuming messages.

basic_message_receiver = BasicMessageReceiver(

¥ Python Pika &5 Amazon MQ for RabbitMQ 4 & £
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"<broker-id>",
"<username>",
"<password>",
"<region>"

# Consume the message that was sent.
basic_message_receiver.get_message("hello world queue")

# Close connections.
basic_message_receiver.close()

S#EL—SHheIBNAMELRL , BasicMessageReceivere#HBasicPikaClient # 3£
THATEKREEKHEEFNAEZNEHAMS E,

2. fTEif __name__ == "__main__": BAT , fH§%i%4 BasicMessageReceiver HiEEH I
SHEBRANENER

3. HEEWmMEBRPETUTHR,
$ python3 consumer.py
MRKRBIZITRY , BRELIRE AP EIEEEXAR SIERAZANRL,

<Basic.GetOk(['delivery_tag=1', 'exchange=', 'message_count=0',
'redelivered=False', 'routing_key=hello world queue'])> <BasicProperties> b'Hello
World!'

SB|M . (W) REBHBRAEMAER

EFERAIITHNZEEE | E#E M Pika B9 basic_consume FEMENREE , M TR

1. 7E consumer.py F , AT HEE R IMEl BasicMessageReceiver 3,

def consume_messages(self, queue):
def callback(ch, method, properties, body):
print(" [x] Received %r" % body)

self.channel.basic_consume(queue=queue, on_message_callback=callback,
auto_ack=True)
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print(' [*] Waiting for messages.

self.channel.start_consuming()

2. %& consumer.py FH if __name__ ==
consume_messages 5o

if __name__ == "__main__":

To exit press CTRL+C')

"_main__": T, ARABEL-NTRPELN

# Create Basic Message Receiver which creates a connection and channel for

consuming messages.

basic_message_receiver = BasicMessageReceiver(

"<broker-id>",
"<username>",
"<password>",
"<region>"

# Consume the message that was sent.
# basic_message_receiver.get_message("hello world queue")

# Consume multiple messages in an event loop.
basic_message_receiver.consume_messages("hello world queue")

# Close connections.
basic_message_receiver.close()

3. BXIE1T consumer.py , fIRE1THIN , BAIEERERELIREOH,

[*] Waiting for messages. To exit press CTRL+C

[x] Received b'Hello World!'
[x] Received b'Hello World!'

BETRMAA?

« BXRHEAMXEFN RabbitMQ BEFIREMNEZE S , 52 RabbitMQ M5 E#Y RabbitMQ & F i
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R RabbitMQ &5 BA I [E] 25 1Y [a] &

#£ Amazon MQ for RabbitMQ & & EF , KA EE MK EEBE=TMMETRHTES, XHE
FHNEB/ , I RabbitMQ RERUSTAMY (HA) . EHBEPHAIIH - MR ENERIEN—
PMEENMEBRAK. NATREAIINENRE (BEAKRER ) BENATENRY , AREHEGZ
B #E 1T & o

Bl | BRIE—PE=ZATREHNESRAY : TS (main ) MFEMNESR (mirror-1 M
mirror-2) . MREEGAIIFHREEEERIIEZBEFFERS , MAIFEL, IRENTR
(mirror-1) E—BNBEIAZEEBFAA , MZASIMAIEITH TSRLEEHEARS, ER, XTE
BZHIRAS] , E mirror-1 AR AN ZME main BEEXAMEHIE mirror-1,

EXREBNEZEER , {52 RabbitMQ MG Lk #Y42 BL4E A S,
4 FMRABIE 5

TR , Amazon MQ 8 RMIT— M RAELYF I, MERABREEEET. Eit , 7
BN RREEREZTHN , RIITREZERS, ERSIREF , FESEHIEGIES/MER
Amazon Elastic Block Store ( Amazon EBS ) BEMEHEINFH , UEHTHIAE, #AEE R TR
SIE R E L,

MRIIREREEEHERY , MRS EMAK N ES HIREERZT. B2 , RAtLAE
FRBEEEETRNAERS , TRRSIXESNFER , SRS, EAUBER LR
fRabbitMemUsed#RabbitMgMemLimit XE T QIEFFRIIANFFEAER CloudWatch, TESEFE
HIBRE E R BERHEERER D 28, BFSTETK.

® Note
BTGB S HA BN ATRRSHESHEFES.

BERREFNAIIES  FRETHEFHNISRIRE , HPETRTNA ha-sync-batch-size K
MEFEIIELSHIRE,

E&

- RRFH

« S 1 : B ha-sync-batch-size KB
- SR2 . EFEHRAIES

R R ZRA IR B (R R 229
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- BEIR
. HXBEIR

SoRF M
EXRHED LU PEEEEE RN Amazon MQ for RabbitMQ KIEBAF ., BaMERAE—X

CIRRENCENERARS , WU UERZETRUIBNEMAS, TRER/THENENRER (E
WEERX ) EXAENEER AP HRENNR,

R BREENRER BLE ENRAEX BEAEMNFRER

administrator L& o o &

BX B2 RabbitMQ AFMEEBAFIRICAMNXENEZEER |, BHSRAmazon MQ for RabbitMQ L
AF.

%1% 1 : A ha-sync-batch-size F#&

UTEBERERTHMARNMNERTFRE LSl ZMNFAER YN KR, & LER RabbitMQ Web 12§ &
= RabbitMQ EIE APl, BEXxEZELE , 55 RabbitMQ ML F S EFH 4,

£ Fi RabbitMQ Web 1#2#|& S A ha-sync-batch-size KB

1. &3 Amazon MQ 4|5,

2. EEMSMEKSF , £ Brokers (RE),

3. MREIRD  EEEoENAFREHRENSZ R
4

FERETTEAP Connections ((E1E) ZB4% , 1% RabbitMQ web console (RabbitMQ Web 12| &)
URL. RabbitMQ Web 25 AT #THY X KL R HE 0 T

FRENRERERFEE RN EREIEZ R RabbitMQ Web #2454,
£ RabbitMQ Web ## &l & TWE TN EFIERE Admin (BER).
£ Admin (BB R) THENENSMBEKD , & Policies (KEE).

£ Policies (3RBg) TE L , B EFREINEM User policies (A KBE) JlF«k, £ User
policies (A Z&EE) T , BFF Add/ update a policy (7S I1/EH K)o

© N o O
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® Note

FRIAER T , Amazon MQ for RabbitMQ &8 2 A& N ha-all-AWS-OWNED-DO-
NOT-DELETE WI#IIRCIE KRS I EM ., Amazon MQ EIE KRS , LURKRARE LME/ R
FIFEFHBFFE=ZATR , AR BRESL,

9. EREFMARIEBRRE , iE1E Add/ update a policy (RIN/EHKEE) T , MITULTIRE -

a. X{F Name (B%) , BHEHERMAET , 0 batch-size-policy,
b. 7£ Pattern (#3) & , WA ENRENER . * , LUERBEENE LA,
c. XF Applyto (BIATF), MTH%IFHi%E$EFE Exchanges and queues (3 a5 MBAS),

d. XIF Priority (R R , MA—MATRATFEAENNFTE L ERORR, KA UEEM
44 7B (99 — A B E Y RIFI T RabbitMQ FABIFIZ#eEE, RabbitMQ % B 5 B & R
WILE &R, A EREERURMAESERYESEL | B35 RabbitMQ B2 58 3TR
g B

e. XIF Definition (EX) , I TR/{EXT :

« ha-sync-batch-size= 100, MTHIIRFEE “BF"

® Note
B REEERFESIPRELS EENHREM K/ NRAREFKA ha-sync-batch-
size MY{E.

« ha-mode=all, M\ THIF|FRF %R String (FRFH).

/A Important
ha-mode EXRFIEE HA XKML ERN, ZRESSHRIERK,

« ha-sync-mode=automatic, MTHI%|EKAIEFE String (FRFHR).

® Note
ha-sync-mode EXRATEEENKBEMAFEN, MREFBKIZEN , Amazon MQ
2 BFEMNE .

it JEE 15 A B [E) 25 Y R B 231
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f. %4 Add / update policy (7 I/ HKEE),
10. 1A User policies (FIFP 5K RE) BIRF S RFTREE,

£/ RabbitMQ &2 API B ha-sync-batch-size K

1. 3 Amazon MQ 4l &.

2. EEMSMEES , £ Brokers (RE),

3. MREFXRSF  EREQHNAFREHNREN BN
4

EREREM Connections (E3E) % , 12 T RabbitMQ web console (RabbitMQ Web 2§ &)
URL, XR&EE HTTP BRFAFEANRELERT Ko

TG EN T ARG STED,

6. ERIEFWRERE , BMANT curl v, i SHREERIA / EEIEN LB —1BAFI , iZRA
HRIEAR %2F,

o

(® Note
REHZLHEERBREE# RusernaneMpassword. HTERBRELIFTA
LHENBEMA/NRFBIMKRA ha-sync-batch-size (100) BB, FRBLIFT R
BHRANEBZHIETH URL,

curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '{"pattern":".*", "priority":1, "definition":{"ha-sync-batch-size":100, "ha-
mode":"all", "ha-sync-mode":"automatic"}}' \
https://b-589c045f-f81ln-4ab0-a89c-co62elc32ef8.mq.us-west-2.amazonaws.com/api/
policies/%2F/batch-size-policy

7. BWRIAFEBOANIENRENASERESD , FRANT curl 5 SIHAERERE,

curl -i -u username:password https://b-589c045f-f81n-4ab0-a89c-co62elc32ef8.mq. us-
west-2.amazonaws.com/api/policies

SR 2 EXEHAFIEL

FF#TH) ha-sync-batch-size RBNATENRERF , EXEaIRAIIED,

R R ZRA IR B (R R 232
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{# F RabbitMQ Web 24| &8 EFH B FIE L

(® Note
E4TH RabbitMQ Web £#IE& , HSRANHIES 1 THHV LA,

1. 7£ RabbitMQ Web 12| & T HE IR EP%ERE Queues (BAF)o

2. 1E Queues (BA%I) TTE LK All queues (FTEBASI) T , HEISEEMIRAT, EREEITH , BHIRA
HlI R B IR REEE B AR (B0 batch-size-policy ),

3. EfARIHHLEXRIEHRBHRLSIRE , BEEECERIIRES ., REEFZIIIES,

(® Note
MREASEEHARKITR , B2HBA ha-sync-batch-size EHEFBIRAFIESL,

IFEEA

- BAIIRTIRES G , BRI LUBEE & & Amazon EFRREE RabbitMQ T KA AFEE. CloudWatch
RabbitMQMemUsed&i& AT LAZEEE RabbitMQMemLimit ARSI S NZREl, BXEZ
B8 , BZEFEL S MQ B CloudWatch 3545 F3E A T RabbitMQ £LEM I 5i# MQ ATH
CloudWatch #§¥x.

- AMBLERIIESERE , BURFRIIREHLEES ., T EERANWIEAR , BIDEEWEFTK
BXHIXBARINEFESHAENEALFIR . EXREXFRBENEERERINESEE B
ZF mBEREEET,

o HIBBIEFH Amazon MQ for RabbitMQ B , Amazon MQ £ 51 F — 40 BR 1A 3R BE 71 & #£4 3 AL BR Hi5k
AR EMRE, MREBVRIESEEWNWERIAREINES , BINEECAE, BXIERIAKRENE
BLEHRFNESZELR , ESHnttps://docs.aws.amazon.com//amazon-mg/latest/developer-guide/
rabbitmg-defaults.html,
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* RabbitMQ B HTTP API - T f##H > RabbitMQ EE APl NEZER.

A EENBEENHE

EEZFEH Amazon MQ K22 LY RabbitMQ T B &EFiwMARFXE , EBI £ A RabbitMQ
Web 12| &FzhXH. EA RabbitMQ Web #HIAXAERE , FHITUTRE

1. B3R AWS EEBEEH A HITHENAZLHEE RabbitMQ MTTIEE A

2. £ RabbitMQ #Z#|& L , %&$# Connections ( E# ) T+,

3. £ Connections ( %1% ) WEK All connections ( FIEIERE ) T , B EEENGIR DK IERE
=% 18

4, TEEBEFMEETREL , % Close this connection ( <HMLIERE ) UEF L0 |, RiFEF
Force Close ( 38#IKA ) o & , BALUN Reason ( FR ) WERIAXAE# N EE S HIEIR,
MIRXAIERER , Amazon MQ £/ RabbitMQ B & FiRREEIEENRE,

5. EEIERE LA OK ( H8E ) KAHEIAH KR HESE,
FIERAEER , BExANEZEXRBRNEMEE HRSKA,

® Note

BNEFRNARFITREENEXAERFENEFELENENERE, EHIFRT , ME
Web 2 & XRHEETRET E AR EEH BB T

FFREARFRINAE , S LUESIELHEREEMEA (HlI , AMQP EZEM%NO 5671 ) LK
AR R ERIGETPE L ER:, SIEAER |, BA LR L[ Amazon MQ BN Z LAWK O, X
BERRSENEZER | 55 Amazon VPC AFIEEHRH @ LA RN,

HW] 2 FET IVM NN AR FEZIE

B2 RabbitMQ RIEfE , BN NARFEERZNAE, UTRAERNMAFER RabbitMQ Java &
FinERESRNAREBERERE , SIBRIIHARIEER ., B LFEHAEMIES ZFW RabbitMQ & i%
FEVE$ZF RabbitMQ R, XXM RabbitMQ BEFIRENEZEE , S RabbitMQ & infE
MARARIE,
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FRF M

(® Note

U R RFZASROGER T IR B LT A5 FMEAY RabbitMQ R, MREKEEGEESR
NIFAIARIMERARIE | AT AR B4,

BH VPC B

EWRRENKER LUELZN VPC FiflE |, 455 A enableDnsHostnames #
enableDnsSupport VPC B, BXEZEE , 2 (Amazon VPC AF#ER) F K VPC FH
DNS Support,

B R AhIERE

1. % F Amazon MQ 4|5,

2. MELAFRSD | EFENZLEWRI (H20 MyBroker ) .

3. 7EiZMyBroker WEH “IE# %% , iL FREM Web 2414 URL ML RIHPIA MO,
4

£ Details (F4EE) 2B B Security and network (Z£5ME) T , MBEHNLZLABZHR
4

LBt 2 7R EC2 Dashboard B Security Groups (Z£4) TH-
5. MZ2AJNKRF K ZRENRL4E,
6. TERMEESD , %42 Inbound (A¥h) , RFIEEF Edit (RE).
7. 7 Editinbound rules (4R ASEAN) XHFEF , AFLELNFH BTN URL LR T ORI
W ( AT REERMEIRKE Web 126 B HATLLERE,
a. &AM,
b. XF Type (KH) , i&#F Custom TCP (BE X TCP),

c. XTF Source (F) , i&# Custom (BEN) , RAERALHLEREB IR Web B ENREMR IP
Motk (0 192.0.2. 1),

d. ERRREF.

NV RIBIE RS AVEER,
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N Java R #iIn

MREER Apache Maven #1TEZIME |, BFUATHRBUURNEZE pom. xml XHH, BX
Apache Maven AT E N RERXHHNELEE , FSH POM &1,

<dependency>
<groupId>com.rabbitmq</groupId>
<artifactId>amgp-client</artifactId>
<version>5.9.0</version>
</dependency>

MRBEREMERA Gradle HITHNWE | FHEHAUTHREII,

dependencies {
compile 'com.rabbitmqg:amgp-client:5.9.0'

£ A Connection #1 Channel £

RabbitMQ Java ZFixfEMA com.rabbitmqg.client fERETRBKEHHE , Connection F Channel
AP| K% 51 F&R R AMQP 0-9-1 IEEZEFBEE. FEARS A Connection M Channel 3, WA R RABIFT
o

import com.rabbitmq.client.Connection;
import com.rabbitmg.client.Channel;

fl2 ConnectionFactory HiE#EE BN A E

FERAUT ROIGIZEBAESHM ConnectionFactory #3X&6l, A setHost HEBERZHIIC
THRELKET R, XTF AMQPS &4iE#E , iEAIRKO 5671,

ConnectionFactory factory = new ConnectionFactory();

factory.setUsername(username);
factory.setPassword(password);

//Replace the URL with your information
factory.setHost("b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-west-2.amazonaws.com");
factory.setPort(5671);

// Allows client to establish a connection over TLS
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factory.useSslProtocol();

// Create a connection
Connection conn = factory.newConnection();

// Create a channel
Channel channel = conn.createChannel();

6] S BR R I H R

O] LAEA Channel.basicPublish FEE XA MBIRIRET, LT ROIER AMQP Builder 3£3%k#
BEERNAEA plain/text WEHEBHEXNR,

byte[] messageBodyBytes = "Hello, world!".getBytes();
channel.basicPublish(exchangeName, routingKey,
new AMQP.BasicProperties.Builder()
.contentType("text/plain™)
.userId("userId")
.build(),
messageBodyBytes);

@ Note
XX , BasicProperties R B ERWIFE &R A I AMQP,

1T R BA 51| H 322 GHE B
B LB EA Consumer #OITFEBFISKBUCHE, iTHRE , HERNEINAN BE1EE,

SEH Consumer WE MRS EZREH 73 DefaultConsumer, DefaultConsumer X R A LMER
basicConsume ERAMN —ZBo &R LAREITER , AT REIFFR.

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "myConsumerTag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException
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{
String routingKey = envelope.getRoutingKey();
String contentType = properties.getContentType();
long deliveryTag = envelope.getDeliveryTag();
// (process the message components here ...)
channel.basicAck(deliveryTag, false);
}
18
(® Note

HARAFEMNILET autoAck = false , FTAATHEIAMLZIEE| Consumer FIEHE | IX1E
handleDelivery FZERERZRAFLE , MRBIFTR,

KIAEET T SR ERNEE
BT 58 RabbitMQ RERES , BXABEMERE , TR,

channel.close();
conn.close();

® Note
BX{EH RabbitMQ Java BFHENEZE L |, B3 RabbitMQ Java B i APl ¥/,

H 3 : (A% ) Connect E] AWS Lambda B#K

AWS Lambda AT LUE B H AR B EH Amazon MQ REREE ., HEFAREERT Lambda B |, 7
DOIBES4RRE , MASIFIRBUEEHE S ARARK. SeIZNSHRMES 2 #MN SRR E P IREUH
B, #LLJSON WERWERF e A Lambda f18,

R EIERES Lambda B
1. FUT IAM B2 RFINE Lambda REITAE,

« mq: DescribeBroker

» ec2: CreateNetworkInterface

» ec2: DeleteNetworklInterface
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ec2: DescribeNetworklInterfaces

ec2: DescribeSecurityGroups

ec2: DescribeSubnets

ec2: DescribeVpcs

H& : CreateLogGroup

H7&E : CreateLogStream

7% : PutLogEvents

WBREIEEE - GetSecretValue

(@ Note

MERBLEN IAM R |, SR ERBCRTTEMN Amazon MQ R A & ZhiREVIE %o

Lambda EEZFEHAE -

s AN EBETFHEE—N NATMX, BXESZER
BYVPC E R HH BB MRS R .

(k) MREGET —MNRALXTAHRMENAE | NAFTIMIT TEEP —TURES RV

®2 5 (AWS Lambda FF X ARIEFE) F

/A VPC Lk |7 E/ Amazon Virtual Private Cloud ( Amazon VPC ) 1 Lambda Z ]
BIEEERE, B Amazon VPC B AMIEREZE| AWS Security Token Service (AWS STS) #
Secrets Manager LR R, BXREZFEE , FZH (AWS Lambda TR A RIERE) FHIH

Lambda ELE#E O VPC LimT K,

3. fEA AWS BEEH| AN Lambda B E EREBENEHIR, BB JLAEHZcreate-event-

source-mapping AWS Command Line Interface &5

4. 7 Lambda BREURE —LRBRLEM

® Note

HNREFANER, SHRMEL RN Lambda fAEE
RFRERS|ZEHKA, LLTE Amazon MQ for RabbitMQ BABI#Y Lambda g =441,

EZRBIF , test RAFINNEH , / BRINEMENN BN, BBCHER , EHFRLSF

SHEBITE test::/ To

{

"eventSource": "aws:rmq",
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"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"rmgqMessagesByQueue": {
"test::/": [
{

"basicProperties": {
"contentType": "text/plain",
"contentEncoding": null,
"headers": {

"headerl": {

"bytes": [
118,
97,
108,
117,
101,
49

]

iy
"header2": {

"bytes": [
118,
97,
108,
117,
101,
50
]
},
"numberInHeader": 10
}
"deliveryMode": 1,
"priority": 34,
"correlationId": null,
"replyTo": null,
"expiration": "60000",
"messageId": null,
"timestamp": "Jan 1, 1970, 12:33:41 AM",
"type": null,
"userId": "AIDACKCEVSQ6C2EXAMPLE",
"appId": null,
"clusterId": null,
"bodySize": 80
I
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"redelivered": false,
"data": "eyJ0aWllb3V@IjowLCIKYXRhIjoiQlpybWYwR3c4T3YQYNFMUXhENEUifQ=="
}
]
}
}

BXE Amazon MQ iE#%| Lambda WEZ{EE. Lambda X##H Amazon MQ B4 RIETMA KR EH
RREHEE IR | FSRAT A ARIEREBPHAWS Lambda ¥ Lambda 5 Amazon MQ &4 %M.

A Amazon MQ for RabbitMQ £/ OAuth 2.0 IAIEE &R

RN B A ER Amazon Cognito ¥E OAuth 2.0 25 , FEH Amazon MQ for RabbitMQ
REHEE OAuth 2.0 1AL,

@ Note
Amazon Cognito EHE (k=R ) MHE ( TE ) FTH.

/A Important

RHFEEI4EIT Amazon Cognito , {BE A LAFE R EH A & R IHEF (IdP). EZEE |, BS
% OAuth 2.0 TAUE R4,

AR

« BLiE OAuth 2.0 TAUERY 5o R ZAF

- £ AWS CLI EiE 5 Amazon Cognito #J OAuth 2.0 TAIE
« EE5 Amazon Cognito B9 OAuth 2.0 FI{&] 2 IAE

Et i@ OAuth 2.0 TAIUERY R Z 4

BT LUE T Z828 AWS CDK #£# Amazon Cognito stack for RabbitMQ OAuth 2 plugin Ri& B 4<%
FEFTEERY Amazon Cognito #R. MRBEEF 3% E Amazon Cognito , IEHRIE Amazon MQ for
RabbitMQ {4 LB & OAuth 2.0 ZBIHE R AT X REH -
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https://www.rabbitmq.com/docs/oauth2-examples
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®i& Amazon Cognito BJ &R &4

- Bl AFMIRE Amazon Cognito i R. EATIIRE , BSREFB N WAIE Amazon Cognito
FEA OAuth 2.0 - THETREA OAuth 2.0 REEKEMBEXE,

- ERAPMARIE—NER rabbitmg WERKRSES , HEXUTE
B : read:all, write:all, configure:all  tag:administrator., X&EEE NS
RabbitMQ R K< Bk,

AXBIERRRSB/MELR , FS5 (Amazon Cognito F R A RIEE) HEIA A ME SUERRS
22 (AWS EEEFHIA ) .

- BB T NARFES IR

« FF Machine-to-Machine application ZEAFMHNNARFEF K. XR—IMNEEEFF
*”"Jﬂ%ﬂﬂ’ﬂ‘ﬂ,{:.%lF , ¥ T RabbitMQ AMQP EF ik, BXNAERFEFIRRHLUBRNESE
SRANAEFERHERENCENAERE M in.

« AT Single-page application xiﬁﬁ)ﬂ/ﬂ’,ﬂ’ﬂﬁ'ﬁﬁ&}"—g)ﬂmo XE—NMaHEFU , fFH
FEAF &% RabbitMQ EEZH A, BXNEMUNARFEF R , AFEFEUTIEFC
##H Amazon MQ for RabbitMQ 1% 32 /9 i = J’IEﬁJ AT EE URL @E’EP\] BE%ER , BEAK
F Amazon Cognito ZHl &R ERXEZE R,

R E Amazon MQ HY %R &4

« AIEEEITH Docker 2% , ATFE1TEIE OAuth 2.0 IRE R B K IIM bash BIZA,
« AWS CLI fr#& >=2.28.23 , UEEREQESET ERERERNMAFZMNEDB,

A AWS CLI B 5 Amazon Cognito B9 OAuth 2.0 TAIE

DTERERRT WAEA Amazon Cognito ¥E8 &4 1RMER (IdP) , &K Amazon MQ for
RabbitMQ XE1ig & OAuth 2.0 TAIE, LIEEER AWS CLI REOIEMEELERN TR,

FEUTHES | FHEN SNVHFE ( HIW0 configurationID 1 Revision, <c-fa3390a5-7e01-4559-
aelOc-eb15b38b22ca> M <2> ) B A XBrE,

1. {#H create-configuration AWS CLI s S RIEZHEE , T HIFT R

aws mqg create-configuration \
--name "rabbitmg-oauth2-config" \
--engine-type "RABBITMQ" \
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https://docs.docker.com/engine/install/
https://docs.aws.amazon.com/cli/latest/reference/mq/create-configuration.html
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--engine-version "3.13"

I8 IR B ST LA R 45 B9 i B2

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-eb15b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",

"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",

"LatestRevision": {

"Created": "2025-07-17T16:03:01.759000+00:00",

"Description": "Auto-generated default for rabbitmg-oauth2-config on RabbitMQ

3.13",
"Revision": 1
o
"Name": "rabbitmg-oauth2-config"

2. BI2—/HF rabbitmq.conf WEE X LAER OAuth 2.0 ERIANEERN G , T HIFR
o

auth_backends.1 = oauth2

# FIXME: Update this value with the token signing key URL of your Amazon Cognito
user pool.

# If you used the AWS CDK stack to deploy Amazon Cognito, this is one of the stack
outputs.

auth_oauth2.jwks_url = ${RabbitMqOAuth2TestStack.JIwksUri}
auth_oauth2.resource_server_id = rabbitmq

# Amazon Cognito does not include an audience field in access tokens
auth_oauth2.verify_aud = false

# Amazon Cognito does not allow * in its custom scopes. Use aliases to translate
between Amazon Cognito and RabbitMQ.

auth_oauth2.scope_prefix = rabbitmq/

auth_oauth2.scope_aliases.l.alias = rabbitmqg/read:all
auth_oauth2.scope_aliases.l.scope = rabbitmq/read:*/*
auth_oauth2.scope_aliases.2.alias = rabbitmqg/write:all
auth_oauth2.scope_aliases.2.scope = rabbitmq/write:*/*
auth_oauth2.scope_aliases.3.alias = rabbitmg/configure:all
auth_oauth2.scope_aliases.3.scope = rabbitmg/configure:*/*

N NN P
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# Allow OAuth 2.0 login for RabbitMQ management console
management.oauth_enabled = true
# FIXME: Update this value with the client ID of your public application client
management.oauth_client_id
= ${RabbitMqOAuth2TestStack.ManagementConsoleAppClientId}
# FIXME: Update this value with the base IWKS URI (without /.well-known/jwks.json)
auth_oauth2.issuer = ${RabbitMqOAuth2TestStack.Issuer}
management.oauth_scopes = rabbitmq/tag:administrator

LL R & 55 FA 56 Bl 51 22 4§ Amazon Cognito #E X #9358 Bl B 51 Z] RabbitMQ & BSEE

3. f#H update-configuration AWS CLI S S EHEE , M FHIFFR. EasH , RNEERIRE
SB1NENPRIVERE ID, Hl20 c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca.,

aws mq update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

I AR IR B 3 LT BA T TR B9 IR R

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-b600ac8e-8183-4f74-
a713-983e59f30e3d",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-bb00ac8e-8183-4f74-a713-983e59f30e3d",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
b
"Name": "rabbitmg-oauth2-config",
"Warnings": []

4. FRBEASESRE 2 F46/EH OAuth 2.0 EE BIERE, ERITIIEE , BEFEH create-broker
AWS CLI % , N BIFi R, EHSH , 23REEESR 1 NSR 2 WRNFRENVEE ID
FIBIT B, flt0 , c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca M 2,

aws mg create-broker \
--broker-name "rabbitmg-oauth2-broker" \
--engine-type "RABBITMQ" \
--engine-version "3.13" \
--host-instance-type "mg.m7g.large" \
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--deployment-mode "CLUSTER_MULTI_AZ" \

--logs '{"General": true}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca>","Revision": <2>}' \

I8 IR B SR ABLT LA R 45 B9 i B2

{

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-oauth2-
broker:b-2alb5133-a10c-49d2-879b-8c176c34cf73",

"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"
}

5. fEHA describe-broker AWS CLI s S IRIFAERAZEM CREATION_IN_PROGRESS #
29 RUNNING , I~ HIFR. Ek@TH , REHEBE L —FERFREBHKRE D, 4im
b-2alb5133-al10c-49d2-879b-8c176c34cf73,

aws mq describe-broker \
--broker-id "<b-2a1b5133-a10c-49d2-879b-8c176c34cf73>"

R SREZELUFAT REANIME, A THMMNE describe-broker s SIREINZEHMENEE
AR, i & RARIERSUR A FRPRENINERE, FERIERT , config_managed iAiE
R RPREFEH OAuth 2 IAIES .

"AuthenticationStrategy": "config_managed",

.oy

"BrokerState": "RUNNING",

EF A OAuth2 &3 RabbitMQ EEZH & , FEENAREBERELERNBEREE URL 7R INEIAE R
Amazon Cognito NFARRFEFiRH, EZELE , HSHBAIIM RH Amazon Cognito CDK %1%
BRSPS 5,

6. fEALLT perf-test.sh BIAKIE OAuth 2.0 INEE&R,

fEA I bash BIZA % 548 Amazon MQ for RabbitMQ RIBAEEM, ZBAM Amazon
Cognito RENSHEHARIIEEEEARELR, WREERY , BNEIREBLAHIHEEHE,
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https://docs.aws.amazon.com/cli/latest/reference/mq/describe-broker.html
https://github.com/aws-samples/amazon-mq-samples/tree/main/rabbitmq-samples/rabbitmq-oauth2-cognito-sample#step-5-update-callback-urls-if-using-placeholder-urls
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ISR U E| ACCESS_REFUSED 45i% , ATAEACIEM CloudWatch B EXHL & 1% & # 1T EHERR
A LATE Amazon MQ #Z2#l & R BCER CloudWatch B ERE 85,

EHARS  SEERMELITE
« CLIENT_ID # CLIENT_SECRET : &R LAfE Amazon Cognito ¥ #I1 A K N AR FEF ix W E &K
ES P =

« Cognito 13 : A LA Amazon Cognito # &l A LR FIE. EmBEST , EEFEE, EiEn
|, BN ERRRSEHDKILE,

« Amazon MQ REi% 2 : A LI Amazon MQ BHI AN REBFAGSETHMNEZETHRIILE,

#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

CLIENT_ID=${RabbitMqOAuth2TestStack.AmgpAppClientId}

CLIENT_SECRET=${RabbitMqOAuth2TestStack.AmgpAppClientSecret}

# FIXME: Update this value with the domain of your Amazon Cognito user pool
RESPONSE=$(curl -X POST ${RabbitMqOAuth2TestStack.TokenEndpoint} \
-H "Content-Type: application/x-www-form-urlencoded" \
-d
"grant_type=client_credentials&client_id=${CLIENT_ID}&client_secret=${CLIENT_SECRET}&scope
configure:all rabbitmg/read:all rabbitmq/tag:administrator rabbitmq/write:all")

# Extract the access_token from the response.

# This token will be passed in the password field when connecting to the broker.
# Note that the username is left blank, the field is ignored by the plugin.
BROKER_PASSWORD=$(echo ${RESPONSE} | jgq -r '.access_token')

# FIXME: Update this value with the endpoint of your broker. For
example, b-89424106-7e0e-4abe-8e98-8de@dada7630.mq.us-east-1.on.aws.

BROKER_DNS=<broker_dns>

CONNECTION_STRING=amgps://:${BROKER_PASSWORD}@${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1
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PRODUCERS_COUNT=1
CONSUMERS_COUNT=1
PRODUCER_RATE=1

docker run -it --rm --ulimit nofile=40960:40960 pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-%d' --queue-pattern-from 1 --queue-pattern-to
$QUEUES_COUNT \

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

--id "test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \

--flag persistent --rate $PRODUCER_RATE

BLiE 5 Amazon Cognito #J OAuth 2.0 & S IAE
HIRBEMEA OAuth 2.0 INERWARIEER , JLMEEUTIAESEZ2—

« X OAuth 2.0 : EfEALE % , EIBRERBEZRHEAFBNED, LRHNEERS T IAXER
OAuth 2.0 TAIER o

« OAuth 2.0 MR INERIRER : EFALKEZE , EUEREMNEREAFBNEB, BT, F
auth_backends.2 = internal FMBIKEREH , M FRERFIT.
EUTHES , FRANSNAE (HlW <ConfigurationId> M <Revision> ) Hi# I EERE.

1. ERNEAMMINESZE  FORRERE , W THIFRR.

oauth2
internal

auth_backends.1
auth_backends.2

# FIXME: Update this value with the token signing key URL of your Amazon Cognito
user pool

auth_oauth2.jwks_url = ${RabbitMqOAuth2TestStack.JwksUri}
auth_oauth2.resource_server_id = rabbitmq

auth_oauth2.verify_aud = false

auth_oauth2.scope_prefix = rabbitmq/
auth_oauth2.scope_aliases.l.alias = rabbitmqg/read:all
auth_oauth2.scope_aliases.l.scope = rabbitmq/read:*/*
auth_oauth2.scope_aliases.2.alias = rabbitmqg/write:all
auth_oauth2.scope_aliases.2.scope = rabbitmq/write:*/*
auth_oauth2.scope_aliases.3.alias = rabbitmg/configure:all

W NN PP -
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auth_oauth2.scope_aliases.3.scope = rabbitmg/configure:*/*

I EL B fE F ST E 5 B Amazon Cognito #E X BYSE E R 5 B RabbitMQ #ABH .
2. CIEBERERAMRMMIAESZNNRE , M THR.

aws mg create-broker \
--broker-name "rabbitmg-oauth2-broker-with-internal-user" \
--engine-type "RABBITMQ" \
--engine-version "3.13" \
--host-instance-type "mqg.m7g.large" \
--deployment-mode "CLUSTER_MULTI_AZ" \
--logs '{"General": truel}' \
--publicly-accessible \
--configuration '{"Id": "<ConfigurationId>",b"Revision": <Revision>}' \
--users '[{"Username":"<myUser>", "Password":"<myPasswordl11>"}]"

3. ®RH EES Amazon Cognito B OAuth 2.0 ANIE 3TEFSE 5 M 6 FFiR | RIEREBIRSFIAES
EREMERETK.

13& B F RabbitMQ I % MQ A IAM 5 418 UEF TR

AN FE RN Amazon MQ for RabbitMQ RIS A AWS IAM B RIEMTEN. BA IAM 5,

AP AWS IAM EIE# 1T &4 1AE , S5 R RabbitMQ B3 API & AMQP #1TiE#E. &
X 1AM B 71 In4a 55& B F RabbitMQ 89 Amazon MQ BR&EAREMES , 21, the section
called “IAM B 35 i F R

FTRFZM

- AWS #1F Amazon MQ for RabbitMQ £ £ # AWS Ik HEE R iE$H

- FAXLEEEAZRE (A AWS CLI BEEXH4FHIMREE ) BLER shell 3737
- AWS BREHEE CLI

« jqEREM ST JSON L35

c curleZEGDTITIA

FEREE IAM 54U FMFN AWS CLI

1. REMREE

A 1AM 538 IE MBI 248


https://www.rabbitmq.com/docs/oauth2#scope-translation
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NIENEZLHREMENNELE

export AWS_DEFAULT_REGION=<region>
export BROKER_ID=<broker-id>

2. BRI IWT T

RIEH) AWS K 5 A Hih Web Bx& B RILE -

ISSUER_IDENTIFIER=$(aws iam enable-outbound-web-identity-federation --query
'IssuerIdentifier' --output text)
echo $ISSUER_IDENTIFIER

i LA TR B R EIK P A IE— R AT ASRIRFMtht tps: //

<id>.tokens.sts.global.api.aws,

3. BIZE IAM KB

BIE R FIREL Web & 137 REARBRAY KRG THY -

cat > policy.json << 'EOF'

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@",

"Effect": "Allow",

"Action": [
"sts:GetWebIdentityToken",
"sts:TagGetWebIdentityToken"

1,

"Resource": "*"

}
]
}
EOF
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4. QIBEERE

K REH KRB E 540 IR EERME I

CALLER_ARN=$(aws sts get-caller-identity --query Arn --output text)
cat > trust-policy.json << EOF

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "$CALLER_ARN"
b
"Action": "sts:AssumeRole"
}
]
}
EOF
5 6IZIAMAE

BIE 1AM & & H M IR

aws iam create-role --role-name RabbitMgAdminRole --assume-role-policy-document
file://trust-policy.json

aws iam put-role-policy --role-name RabbitMgAdminRole --policy-name
RabbitMgAdminRolePolicy --policy-document file://policy.json

6. K& RabbitMQ OAuth2 & &
£/ OAuth2 HHHRIERBTRIRELIE RabbitMQ Ee & X4 :
cat > rabbitmg.conf << EOF

auth_backends.1 = oauth2
auth_backends.2 = internal
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auth_oauth2.jwks_url = ${ISSUER_IDENTIFIER}/.well-known/jwks.json
auth_oauth2.resource_server_id = rabbitmq
auth_oauth2.scope_prefix = rabbitmq/

auth_oauth2.additional_scopes_key = sub

auth_oauth2.scope_aliases.l.alias = arn:aws:iam::$(aws sts get-caller-identity --

query Account --output text):role/RabbitMgAdminRole
auth_oauth2.scope_aliases.l.scope = rabbitmg/tag:administrator rabbitmq/read:*/*
rabbitmq/write:*/* rabbitmqg/configure:*/*
auth_oauth2.https.hostname_verification = wildcard

management.oauth_enabled = true
EOF

7. EHMAEERE

HHEENATENELH !

# Retrieve the configuration ID
CONFIG_ID=$(aws mq describe-broker --broker-id $BROKER_ID --query
'Configurations[@].Id' --output text)

# Create a new configuration revision
REVISION=$(aws mq update-configuration --configuration-id $CONFIG_ID --data "$(cat
rabbitmq.conf | base64 --wrap=0)" --query 'LatestRevision.Revision' --output text)

# Apply the configuration to the broker
aws mq update-broker --broker-id $BROKER_ID --configuration Id=$CONFIG_ID,Revision=
$REVISION

# Reboot the broker to apply changes
aws mq reboot-broker --broker-id $BROKER_ID

ZE5RERAMESIRUNNINGEBH4E T —5F,
8. FRELJWT K

B1E IAM B FHIRE Web S5 HE
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# Assume the RabbitMgAdminRole

ROLE_CREDS=$(aws sts assume-role --role-arn arn:aws:iam::$(aws sts get-caller-

identity --query Account --output text):role/RabbitMgAdminRole --role-session-name
rabbitmqg-session)

# Configure the session with temporary credentials

export AWS_ACCESS_KEY_ID=$(echo "$ROLE_CREDS" | jgq -r '.Credentials.AccessKeyId')

export AWS_SECRET_ACCESS_KEY=$(echo "$ROLE_CREDS" | jq -r
'.Credentials.SecretAccessKey')

export AWS_SESSION_TOKEN=$(echo "$ROLE_CREDS" | jq -r '.Credentials.SessionToken')

# Obtain the web identity token
TOKEN_RESPONSE=$(aws sts get-web-identity-token \
--audience "rabbitmg" \
--signing-algorithm ES384 \
--duration-seconds 300 \
--tags Key=scope,Value="rabbitmg/tag:administrator")

# Extract the token
TOKEN=$(echo "$TOKEN_RESPONSE" | jq -r '.WebIdentityToken')

9. 4[A RabbitMQ B API

fEA JWT Sk215 8 RabbitMQ EE API :

BROKER_URL=<broker-id>.mq.<region>.on.aws
curl -u ":$TOKEN" \

-X GET https://${BROKER_URL}/api/overview \
-H "Content-Type: application/json"

I R IA IAM B RIETELEE, MAEE JSON KANELLEEIRE R,
10. A JWT $HET AMQP #1TiERE

EAT AN TER JWT SN AMQP %E#
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BROKER_DNS=<broker-endpoint>
CONNECTION_STRING=amqps://:${TOKEN}@${BROKER_DNS}:5671

docker run -it --rm --ulimit nofile=40960:40960 pivotalrabbitmq/perf-test:latest \
--queue-pattern 'test-queue-%d' --queue-pattern-from 1 --queue-pattern-to 1 \
--producers 1 --consumers 1 \
--uri ${CONNECTION_STRING} \
--flag persistent --rate 1

R B BIACCESS_REFUSED4RIR , M AJ LAE A EE CloudWatch BHEXEL B 1% &t 1T FEHE
o O LA7E Amazon MQ #2414 h R TSN RIEM CloudWatch A& B EH4H 851,

315E BT RabbitMQ 89 Amazon MQ £ LDAP 5 7356 iF F1 24X

AHENBWMAFER N Amazon MQ B RabbitMQ X EEE LDAP & RIEMEN., AWS Managed
Microsoft AD

ATTAHAE

« BitE LDAP B4 iE A 56 0RF 4

« {# CLI 7 RabbitMQ # & LDAP AWS

A& LDAP &M RIER B FTRF M

ZAIABE EEEA T RabbitMQ #9 Amazon MQ FJAWS CDK #ik KRR EXRKRHAIEN AWS &’
iRo AWS Managed Microsoft AD

It CDK ##% 2 B3R EFFE X EMN AWS &R AWS Managed Microsoft AD , ©23& LDAP B/ M
4H. Network Load Balancer, iEH# IAM B, BXHERLUENETRNEEIIEX  BSRARGIZER
X

MRERFHREBRFEMA2ERH CDK #ik , FHAREELEHN Amazon MQ £ RabbitMQ R EE &
LDAP 28 , FHREEEZENEMEEN,

i%E Amazon MQ K %R

AWS CLI i >=2.28.23 , EEHEQZCEBE A& MEB KA AHER,

£/ LDAP 533 iE F 24X 253


https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-ldap-activedirectory-sample/
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f£ A CLI £ RabbitMQ #F #&Li& LDAP AWS

LI RFER AWS CLI REIBMEEXENRR. EUTIED , FHRN SURFE (Hlw
ConfigurationID 1 Revision f ) F#A MW KFRE, <c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca> <2>

1. {#f create-configuration AWS CLI @S82 #HEE , AT REIFT R

aws mq create-configuration \
--name "rabbitmg-ldap-config" \
--engine-type "RABBITMQ" \
--engine-version "3.13"

185 IR B SR AELT LA R 4B 9 i L

{
"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e01-4559-aedc-
eb15b38b22ca",
"AuthenticationStrategy": "simple",
"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",

"Description": "Auto-generated default for rabbitmqg-ldap-config on RabbitMQ
3.13",

"Revision": 1
1,
"Name": "rabbitmg-ldap-config"

2. BIE—NMNEANEENfFrabbitmg. confLAfER LDAP R S MBRIEMBR G E , AT RHBIAR
o NERPHAE SMEHE (#58${RabbitMglLdapTestStack.*} ) B#tH EZEM AWS
CDK SR HHk 5 S F M E ML PRI SZFRE,

auth_backends.1 = ldap

# LDAP authentication settings - For more information,
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# see https://www.rabbitmq.com/docs/ldap#basic

# FIXME: Replace the ${RabbitMglLdapTestStack.*} placeholders with actual values
# from your deployed prerequisite CDK stack outputs.

auth_ldap.servers.l = ${RabbitMglLdapTestStack.Nl1bDnsName}
auth_ldap.dn_lookup_bind.user_dn = ${RabbitMglLdapTestStack.DnLookupUserDn}
auth_ldap.dn_lookup_base = ${RabbitMgLdapTestStack.DnLookupBase}
auth_ldap.dn_lookup_attribute = ${RabbitMglLdapTestStack.DnLookupAttribute}
auth_ldap.port = 636

auth_ldap.use_ssl = true

auth_ldap.ssl_options.verify = verify_peer

auth_ldap.log = network

AWS integration for secure credential retrieval

- see: https://github.com/amazon-mq/rabbitmg-aws

The aws plugin allows RabbitMQ to securely retrieve credentials and certificates
from AWS services.

+*

Replace the ${RabbitMqglLdapTestStack.*} placeholders with actual ARN values

# from your deployed prerequisite CDK stack outputs.
aws.arns.auth_ldap.ssl_options.cacertfile = ${RabbitMgLdapTestStack.CaCertArn}
aws.arns.auth_ldap.dn_lookup_bind.password =
${RabbitMglLdapTestStack.DnLookupUserPasswordArn}

aws.arns.assume_role_arn = ${RabbitMglLdapTestStack.AmazonMgAssumeRoleArn}

# LDAP authorization queries - For more information,
# see: https://www.rabbitmqg.com/docs/ldap#authorisation

# FIXME: Replace the ${RabbitMqglLdapTestStack.*} placeholders with actual group DN

# values from your deployed prerequisite CDK stack outputs

# Uses Active Directory groups created by the prerequisite CDK stack

auth_ldap.queries.tags = '''

[{administrator, {in_group,
"${RabbitMglLdapTestStack.RabbitMgAdministratorsGroupbn}"}},

{management, {in_group,
"${RabbitMglLdapTestStack.RabbitMgMonitoringUsersGroupDn}"}}]

# FIXME: This provides all authenticated users access to all vhosts
# - update to restrict access as required

auth_ldap.queries.vhost_access =
{constant, true}
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# FIXME: This provides all authenticated users full access to all
# queues and exchanges - update to restrict access as required
auth_ldap.queries.resource_access = ''"'

{for, [ {permission, configure, {constant, true}},
{permission, write,
{for, [{resource, queue, {constant, true}},

{resource, exchange, {constant, true}}]1}},
{permission, read,
{for, [{resource, exchange, {constant, true}},
{resource, queue, {constant, true}}1}}

# FIXME: This provides all authenticated users access to all topics
# - update to restrict access as required
auth_ldap.queries.topic_access = ''"'
{for, [{permission, write, {constant, true}},

{permission, read, {constant, true}}

3. fM update-configuration AWS CLI s R EMBLE , AT RAIFTR. ELTHT
WINEERTRRLE 1 NP U BINEE ID, 0 c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca.

k

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

It 85 IR B SR ABL T LA R 45 9 i L

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-b600ac8e-8183-4f74-
a713-983e59f30e3d",

"Created": "2025-07-17T16:57:04.520931+00:00",

"Id": "c-b600ac8e-8183-4f74-a713-983e59f30e3d",
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"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2

.

"Name": "rabbitmg-ldap-config",

"Warnings": []

4. FEREEATENDSER 2 P02 LDAP BEECIZNRE, At , BEM create-broker AWS

CLI &% , AT REIFAR. Htan T H , 23REEGESR 1 MPR] 2 RN HIREWEE D

FMEIT B, Bl , c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca F 2,

aws mqg create-broker \
--broker-name "rabbitmg-ldap-test-1" \
--engine-type "RABBITMQ" \
--engine-version "3.13" \
--host-instance-type "mqg.m7g.large" \
--deployment-mode "CLUSTER_MULTI_AZ" \
--logs '{"General": true}' \
--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e@1-4559-ae@c-ebl5b38b22ca>", "Revision":

<2>}!'

I8 IR E ST LA R BB B R

"BrokerArn": "arn:aws:mqg:us-west-2:123456789012:broker:rabbitmg-1ldap-
broker:b-2alb5133-a10c-49d2-879b-8c176c34cf73",
"BrokerId": "b-2alb5133-al10c-49d2-879b-8c176c34cf73"

A BENGERH

SRR &4 CDK L BI2RY IAM ASRRERHRHBINFF L, rabbitmg-1ldap-
test FRRENAESHRER/LLEN , TN IAM B EFFTRIEE ARN BEFHAE,

/A LDAP & {3301 F13%4X
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5. {#/ describe-broker AWS CLI S S RIFREHIRASEEMCREATION _IN_PROGRESS#:
¥2ARUNNING , BIA T RABIFT R, FELtTTH , BREHEBEL—SFERFREBHNRE D, 4im
b-2a1b5133-al10c-49d2-879b-8c176c34cf73,

aws mq describe-broker \
--broker-id "<b-2al1b5133-al1@c-49d2-879b-8c176c34cf73>"

WHEIRERLFUT RANTEA, LTFHANE describe-broker iR REINERHHNAEE
MRS, i B R RBRASURATFRIPAREBNINEREE, EXHERT , config_managed&
BRI RIERANREMEA LDAP FHRIES .

{

"AuthenticationStrategy": "config_managed",

.7

"BrokerState": "RUNNING",

6. FEASEREM CDK HAk 0|2/ XA 2 — Rk RabbitMQ 15 R R

# FIXME: Replace ${RabbitMglLdapTestStack.ConsoleUserPasswordArn} with the actual
ARN from your deployed prerequisite CDK stack outputs
CONSOLE_PASSWORD=$(aws secretsmanager get-secret-value \

--secret-id ${RabbitMglLdapTestStack.ConsoleUserPasswordArn} \

--query 'SecretString' --output text)

# FIXME: Replace BrokerConsoleURL with the actual ConsoleURL retrieved by

# calling describe-broker for the broker created above

# Call management API /api/overview (should succeed)

curl -u RabbitMqgConsoleUser:$CONSOLE_PASSWORD \
https://${BrokerConsoleURL}/api/overview

# Try to create a user (should fail - console user only has monitoring permissions)
curl -u RabbitMqgConsoleUser:$CONSOLE_PASSWORD \

-X PUT https://${BrokerConsoleURL}/api/users/testuser \

-H "Content-Type: application/json" \

-d '{"password":"testpass", "tags":"management"}'
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13& A F RabbitMQ WL i MQ EH HTTP 5 I IE TR

BHENBUAERAING HTTP BRS5287 Amazon MQ for RabbitMQ XIEELE HTTP & RIEMIZR
o

@ Note
HTTP S RIFFE 4 GER TEA T RabbitMQ R4 4 R ESMRA T T MQ.

AOTAR
- BE HTTP SO KU TN TREZH
£/ CLI £ RabbitMQ FEE HTTP 4K IE AWS

BLE HTTP &R IEMRIAY ST RFZ M

E A LAUBEE E 8 E A T RabbitMQ B9 Amazon MQ FIAWS CDK ##RiR EAHIEFFTEMN AWS &FIR
HTTP B4 KiIEEK.

Itk COK 2 BRI ELEN AWS BR , 2IE HTTP B RIERSEE. iEPHM IAM 6, X
RSBV B RN TEY X , BSRRGIE R,

MRERFHRERBFEMAREMA CDK #ik , HHMAREELEHN Amazon MQ £ RabbitMQ REE &
HTTP BRItz , HRREERSHEMEN,

R E Amazon MQ By o R &4

AWS CLI fi# >= 2.28.23 , (E151E 61 BRI HI R N A F= 8 M 2550 B AT 60

£ CLI £ RabbitMQ FEE HTTP &K IiE AWS

MR AWS CLI RAIZHEBXEN AR, EU TR , BHEE S AAEER N ERRE.,

1. M create-configuration AWS CLI s S RIEHEE , M T RAIFTR.

R HTTP B3 RIE R 259


https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-http-sample/
https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-http-sample/
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aws mq create-configuration \
--name "rabbitmg-http-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"

I8 IR B SR ABLT LA R 45 B9 i B2

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e01-4559-
ae@c-eb15b38b22ca",
"AuthenticationStrategy": "simple",
"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",
"Description": "Auto-generated default for rabbitmg-http-config on RabbitMQ
4.2",
"Revision": 1
.
"Name": "rabbitmg-http-config"

2. BIE-NEANEENHrabbitmg.confLAER HTTP BN B BRIEMRNITE , BT REIFT
No FHERTFHAESUME (FRE${. ..} ) BRNCEEMN AWS CDK ERFHHKAHRE
REAL SR Y KBRE.

auth_backends.1 = cache
auth_backends.2 = http
auth_cache.cached_backend = http

# HTTP authentication settings
# For more information, see https://github.com/rabbitmqg/rabbitmg-auth-backend-http

# FIXME: Replace the ${...} placeholders with actual values
# from your deployed prerequisite CDK stack outputs.
auth_http.http_method = post

auth_http.user_path = ${HttpServerUserPath}
auth_http.vhost_path = ${HttpServerVhostPath}
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auth_http.resource_path = ${HttpServerResourcePath}
auth_http.topic_path = ${HttpServerTopicPath}

# TLS/HTTPS configuration
auth_http.ssl_options.verify = verify_peer
auth_http.ssl_options.sni = test.amazonaws.com

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mg/rabbitmg-aws

# Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.auth_http.ssl_options.cacertfile = ${CaCertArn}

3. M update-configuration AWS CLI % SEFEE. FALSHE 3 FMEE ID.

aws mq update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

It 85 IR B SR BT LA R 4B 9 i 2

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
1,
"Name": "rabbitmg-http-config",
"Warnings": []

4. FERAHTTP BEE6ZNAE, FANHEIRPNEE ID MEITRS.
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aws mg create-broker \

--broker-name "rabbitmg-http-test-1" \

--engine-type "RABBITMQ" \

--engine-version "4.2" \

--host-instance-type "mg.m7g.large" \

--deployment-mode "SINGLE_INSTANCE" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e0@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}!

185 IR B SR ABL T LA TR 4B 9 i B2

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-http-
test-1:b-2al1b5133-a10c-49d2-879b-8c176c34cf73",
"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

5. {#H describe-broker AWS CLI s SR IEIEAVIRAS R EMCREATION_IN_PROGRESS#:it
. RUNNING

aws mqg describe-broker \
--broker-id "<b-2a1b5133-a10c-49d2-879b-8c176c34cf73>"

HHSREELFUT REINER, config_managed 5 RIERERBNREER HTTP K%K
A%

"AuthenticationStrategy": "config_managed",

7

"BrokerState": "RUNNING",
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}

6. BEASTRSFM CDK Ak @I 2/ IR A 2 —RiE RabbitMQ T3[R R

# FIXME: Replace ${RabbitMgHttpAuthElbStack.ConsoleUserPasswordArn} with the actual
ARN from your deployed prerequisite CDK stack outputs
CONSOLE_PASSWORD=$(aws secretsmanager get-secret-value \

--secret-id ${RabbitMgHttpAuthElbStack.ConsoleUserPasswordArn} \

--query 'SecretString' --output text)

# FIXME: Replace BrokerConsoleURL with the actual ConsoleURL retrieved by

# calling describe-broker for the broker created above

# Call management API /api/overview (should succeed)

curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \
https://${BrokerConsoleURL}/api/overview

# Try to create a vhost (should fail - console user only has management
permissions)
curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \
-X PUT https://${BrokerConsoleURL}/api/vhosts/test-vhost \
-H "Content-Type: application/json" \
-d "{}'

15&F F RabbitMQ WYL &z MQ fEF SSL if$ 55K ir

KRR B WAEAFAEIEB M AN N EH Amazon MQ for RabbitMQ RIBEE SSL if$ &%k
iF,

® Note
SSL if$ /R IFFEHER T5E AT RabbitMQ iRZs 4 R E &R L I# MQ,

ATAR
« BLE SSL iE$ 5 IERY ERFMH
« £/ CLI £ RabbitMQ & & SSL iE H HHEIUE AWS

£ SSL iF$ & RiE 263



Amazon MQ FERARER
BLE SSL il & iF#y o RF M

SSL iEH E MU FEAMNE TLS (mTLS) MM X.509 if BHEF im#H T MR, & LUBE 2P
2 FE AT RabbitMQ mTLS £ L% MQ BIAWS CDK #ikRiZBEAKEFRMEN AWS AR,

it CDK #tk 2 AZ IRFIALERN AWS BRI , BRFIERBHRNN, FEFWIERLN IAM A, BX#
KUENBFRNTRIIER , ESRRGEEERXH,

(® Note

EE0E CDK k2|l , FEI1RERABBITMQ_TEST_USER_NAMEMREZ &2, HWENAERF
WIEBFHNAAEB (CN), HEXMEREHESRHEANAFZ2MCTE, FlI0 : export
RABBITMQ_TEST_USER_NAME="myuser"

MRERFHREBFEMARERH CDK #Hik , FHMAREEHN Amazon MQ £ RabbitMQ R EE &
SSLIFHEHRRKIECR , BHEREERSENEMEN,

& Amazon MQ By R4
AWS CLI BR7A >=2.28.23 , B I AT H AR A = B M B8 R R A% .
A CLI £ RabbitMQ F &L & SSL if# &K if AWS

LI ER AWS CLI ROIENEEXENRIR. EATIERED , FEFRESURFE (HlW
ConfigurationID 1 Revision f ) ¥R EM1HKFRE. <c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca> <2>

1. f#H create-configuration AWS CLI s R 8IEHEE , WM T RAIFT R
aws mq create-configuration \
--name "rabbitmg-ssl-config" \

--engine-type "RABBITMQ" \
--engine-version "4.2"

I8 IR B SR ABL T LA R 4B B9 e B2
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"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",
"AuthenticationStrategy": "simple",
"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",
"Description": "Auto-generated default for rabbitmg-ssl-config on RabbitMQ

4.2",
"Revision": 1
1,
"Name": "rabbitmg-ssl-config"
}

2. fBlE&rabbitmq.confREM SSLIEREFHRIENEEH , MU T RAIPFAR. HERPIAT
ALUME (FFES{...} ) SR NCIEMN AWS CDK o RZ 4tk H el S RER B P HYsE
B/T;{EO

auth_mechanisms.1 = EXTERNAL
ssl_cert_login_from = common_name

auth_backends.1l = internal

# Reject if no client cert
ssl_options.verify = verify_peer
ssl_options.fail_if_no_peer_cert = true

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mqg/rabbitmg-aws

# FIXME: Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.ssl_options.cacertfile = ${CaCertArn}

3. M update-configuration AWS CLI # S EHEE , ML T REIFFR. ERHBSH ,
WINBEASESER 1 WP REIWEE ID, Bl c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca.
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aws mq update-configuration \
--configuration-id "<c-fa3390a5-7e@1-4559-ae@c-ebl15b38b22ca>" \

--data "$(cat rabbitmg.conf | base64 --wrap=0)"

I 85 IR E ST BA T R BB R R

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-ebl15b38b22ca",

"Created": "2025-07-17T16:57:04.520931+00:00",

"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",

"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",

"Revision": 2
b
"Name": "rabbitmg-ssl-config",
"Warnings": []

4, FREEASENSER 2 F6IEHN SSLIEPHELRITEESENRE, At , HEH create-
broker AWS CLI @5 % , MIA T REIFFR. Elt@tHh , 23REEBESE 1 MR 2 Wi+
RENEE ID FEITS, Hli , c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca M 2,

aws mg create-broker \

--broker-name "rabbitmg-ssl-test-1" \

--engine-type "RABBITMQ" \

--engine-version "4.2" \

--host-instance-type "mg.m7g.large" \

--deployment-mode "SINGLE_INSTANCE" \

--logs '{"General": true}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e0@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>3}' \

--users '[{"Username":"testuser", "Password":"testpassword"}]'

It A R B SR AEL T LA 7R 45 B9 i 2
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{

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-ssl-
test-1:b-2al1b5133-a10@c-49d2-879b-8c176c34cf73",

"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"
}

5. {#H describe-broker AWS CLI i S RIF X EBAVRA R EMCREATION_IN_PROGRESS#:i%
HRUNNING , HILA N RBIFFR, ST H , BEEEL—SHWERBDIRBNWALRLA ID, Hin
b-2a1b5133-al@c-49d2-879b-8c176c34cf73,

aws mqg describe-broker \
--broker-id "<b-2a1b5133-a10@0c-49d2-879b-8c176c34cf73>"

W SRERCF AT RENIER, L THMAR describe-broker HREIN A HNEE
FRAR, seia R & RAEBRSUARAFRIPREAINERE, EXERT , config_managed&
BRI R RPNREMER SSLIEB FHRIES .

"AuthenticationStrategy": "config_managed",

.oy

"BrokerState": "RUNNING",

6. AL Tssl.shBIZARRKIE SSL i 5 4K,

EA I bash BIZAN iR 5489 Amazon MQ for RabbitMQ RIBHEREM, LHAREREZNEFiE
ERHTEMRRIE , AR INEERERES L, WREERT , BNERENREBR G ANERE

JBNO

R AR FIACCESS_REFUSED48 IR , M a] LAE A EERY CloudWatch HEXEL & 1% &3t 1T FEHE
BR. IBAILATE Amazon MQ 2 %] & B HR BB RER CloudWatch B EH4H 8542,

FLHATR | SEERMUTE:
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USERNAME : B EFIEBFHNERS (CN),

CLIENT_KEYSTORE : B EFinBHAENHNER (PKCS12 18X ) . MREFEATHEN
CDK 4% , MERIABRE N $(pwd)/certs/client-keystore.pl2,

KEYSTORE_PASSWORD: B EFimZ4AFEM Z1E, MREMER 7 HZM CDK ik |, MBRIAE
B Hchangeit,

BROKER_DNS : &0 LLfE Amazon MQ 2 # AR EBFENEHN “E% THRIE,

#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

USERNAME=<client_cert_common_name>

CLIENT_KEYSTORE=$(pwd)/certs/client-keystore.pl2

KEYSTORE_PASSWORD=changeit

BROKER_DNS=<broker_dns>
CONNECTION_STRING=amqps://${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

finch run --rm --ulimit nofile=40960:40960 \

-v ${CLIENT_KEYSTORE}:/certs/client-keystore.pl2:ro \

-e JAVA_TOOL_OPTIONS="-Djavax.net.ssl.keyStore=/certs/client-
keystore.pl2 -Djavax.net.ssl.keyStorePassword=${KEYSTORE_PASSWORD} -
Djavax.net.ssl.keyStoreType=PKCS12" \

pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-cert-%d' --queue-pattern-from 1 --queue-pattern-to

$QUEUES_COUNT \

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

--id "cert-test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \

--sasl-external \

--use-default-ssl-context \

£ SSL iF$ & RiE 268



Amazon MQ FEANGIER

--flag persistent --rate $PRODUCER_RATE

& mTLS T+ AMQP BB R

AYBENFNAFERRLTIEPMNEVEN AMQP FF iHiE3E A RabbitMQ EEEAOBRBEXN G TLS
(MTLS).

@® Note
HRAEFEAT RabbitMQ irA 4 & E SRAHE Amazon MQ = REE ARG LB M AL,

ATTAHAE
o BB mTLS MY RE M
« £/ CLI £ RabbitMQ HEE mTLS AWS

ElE mTLS By LR

&7 LUE T ZBE A T RabbitMQ #9 Amazon MQ BIAWS CDK ##k KR BAHKEFFTEMN AWS &
o

It CDK etk 2 BE QI ZFT AL ER AWS HiR , SRFIEHMANE, FFHIERN IAM A6, Fx#
KREBNARNTREIIR , BEARHEERN K

MREBERFFHRERZREMARMER CDK #ix , EHAREEMN Amazon MQ L7 RabbitMQ KL HEE &
mTLs 28] , BRFREERSHWEMZEN,

%@ Amazon MQ B &R &4
AWS CLI fRZs >=2.28.23 , 87 IR BERRINEF & FBHLR N TiEm,
f£A CLI £ RabbitMQ F#iE mTLS AWS

LI RREA AWS CLI ROIZMNEEXENRIR. EUATERESD , FHARESULRFE (HlW
ConfigurationID 1 Revision f ) ¥ SN KFRE, <c-fa3390a5-7e01-4559-ae0c-
ebl5b38b22ca> <2>

1. {#M create-configuration AWS CLI s S 8I2#FEE , T RAIFF T
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aws mq create-configuration \
--name "rabbitmg-mtls-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"

I 85 IR B SR ABLT LA R 4B 9 i L

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-

ae@c-eb15b38b22ca",
"AuthenticationStrategy": "simple",
"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",
"Description": "Auto-generated default for rabbitmg-mtls-config on RabbitMQ

4.2",
"Revision": 1
1,
"Name": "rabbitmg-mtls-config"
}

2. BIE— NBAMEEXHrabbitmg.conf , AFH AMQP MEEIHAEE mTLS , M T R4
Fim. NERPWFATE SVAE (HE${...] ) BRI EIEN AWS CDK FERF4HR B HR
SWER BN P FRE,

auth_backends.1l = internal

# TLS configuration

ssl_options.verify = verify_peer
ssl_options.fail_if_no_peer_cert = true
management.ssl.verify = verify_peer

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mqg/rabbitmg-aws
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# FIXME: Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.ssl_options.cacertfile = ${CaCertArn}
aws.arns.management.ssl.cacertfile = ${CaCertArn}

3. f#f update-configuration AWS CLI i R EFEE , AT R"AIFTR. EHTEHF
AINEERASTELS R 1 NP WRBINEE ID, 0 c-fa3390a5-7e0@1-4559-ae0dc-
eb15b38b22ca,

aws mq update-configuration \
--configuration-id "<c-fa3390a5-7e@1-4559-ae@c-ebl15b38b22ca>" \

--data "$(cat rabbitmg.conf | base64 --wrap=0)"

38R IR E S AT BA T R BB R R

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-ebl15b38b22ca",

"Created": "2025-07-17T16:57:04.520931+00:00",

"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",

"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",

"Revision": 2
},

"Name": "rabbitmg-mtls-config",
"Warnings": []

4. EREERSRNIR 2 DElBN mTLS BEMZLLH. Nt , HEM create-broker AWS
CLI 5% , AT RBIFTR. EibtwsF , 2RRHEEESR 1 MSR 2 WHAHRENEE ID
MIEITS. Bl , c-fa3390a5-7e01-4559-ae@c-ebl5b38b22ca M 2,

aws mq create-broker \
--broker-name "rabbitmg-mtls-test-1" \
--engine-type "RABBITMQ" \
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--engine-version "4.2" \

--host-instance-type "mqg.m7g.large" \

--deployment-mode "SINGLE_INSTANCE" \

--logs '{"General": true}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e0@1-4559-ae@c-ebl5b38b22ca>", "Revision":

<2>}' \

--users '[{"Username":"testuser", "Password":"testpassword"}]"

I8 IR B SR AELT LA R 45 B9 i L

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-mtls-
test-1:b-2alb5133-a10c-49d2-879b-8cl76c34cf73",
"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

5. f{£F describe-broker AWS CLI s TR IFREMIRS R EMCREATION_IN_PROGRESS#:i
HARUNNING , HILA T RBIFFR. ST H , BEHEE L —-PHERPREBHUZLLA ID, Fln
b-2al1b5133-a310c-49d2-879b-8cl76c34cf73,

aws mqg describe-broker \
--broker-id "<b-2alb5133-al@c-49d2-879b-8cl176c34cf73>"

W SIREZRBTFUTROIBERA, UTHMAE describe-broker S IREINZEBHENEE
hRAR

"AuthenticationStrategy": "simple",

.7

"BrokerState": "RUNNING",
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6. EATmtls.shEIZARRIUE mTLS B4R¥IE,

fEFA I bash B AR 5489 Amazon MQ for RabbitMQ RIBHEREM, LHAREREZNE PG
ERHRATEMRIIARITIEEEERRLR, MREERY , ENEINENREBLAAAERER,

R B EACCESS_REFUSED%EIR , M AT LAE AR ER CloudWatch HEX BB 1R B 1T FEHE
BRo &R LATE Amazon MQ 2% A F R BB ER CloudWatch B EHAH 85,

HAHIAF | SREERMELUTE

« USERNAMEFIPASSWORD : &£ AR ERIZER RabbitMQ A FiE$,

« CLIENT_KEYSTORE : Z#MEFImBHEXHER (PKCS121&X ) . IREBFEATHEHN
CDK #i% , MBRIABEE N $(pwd)/certs/client-keystore.pl2,

« KEYSTORE_PASSWORD: B ZEFIHZRAEMNZE, MREFER T HEZH CDK #Hik |, NIEIAE
B Hchangeit,

« BROKER_DNS : &0 LATE Amazon MQ Z#I AR EIFBNHEN E# THRIItE,

#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

USERNAME=<testuser>

PASSWORD=<testpassword>

CLIENT_KEYSTORE=$(pwd)/certs/client-keystore.pl2

KEYSTORE_PASSWORD=changeit

BROKER_DNS=<broker_dns>
CONNECTION_STRING=amgps://${USERNAME}: ${PASSWORD}@${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

finch run --rm --ulimit nofile=40960:40960 \
-v ${CLIENT_KEYSTORE}:/certs/client-keystore.pl2:ro \
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-e JAVA_TOOL_OPTIONS="-Djavax.net.ssl.keyStore=/certs/client-
keystore.pl2 -Djavax.net.ssl.keyStorePassword=${KEYSTORE_PASSWORD} -
Djavax.net.ssl.keyStoreType=PKCS12" \

pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-cert-%d' --queue-pattern-from 1 --queue-pattern-to

$QUEUES_COUNT \

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

--id "cert-test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \

--use-default-ssl-context \

--flag persistent --rate $PRODUCER_RATE

EELZN IMS RARRF

AR FE [ 8 R R {A 6 RabbitMQ JMS & F i JMS M AR/ EZE Amazon MQ for RabbitMQ
RIEB, BFFEINMAEIERTREESMNQIEIFZMNATIEWKE RabbitMQ BASIREENFERE,

FEFFIR 2B, ERMERA RabbitMQ JMS #KBITUR M EYREY Maven LB #

NF IMS1.1F2.0:

<dependencies>

<dependency>
<groupId>com.rabbitmqg.jms</groupId>
<artifactId>rabbitmqg-jms</artifactId>
<version>2.12.0</version>
</dependency>

</dependencies>

FF IMS 3.1 :

<dependencies>

<dependency>
<groupId>com.rabbitmq.jms</groupId>
<artifactId>rabbitmqg-jms</artifactId>
<version>3.5.0</version>
</dependency>

EEEN JMS MAERF
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</dependencies>

BIZEFIEA
UTRERFERTIMEER JMS EA RabbitMQ BAF :

import jakarta.jms.*;
import com.rabbitmq.jms.admin.*;

// Setting the connection factory

RMQConnectionFactory factory = new RMQConnectionFactory();
factory.setHost(envProps.getProperty("RABBITMQ_HOST", "localhost"));
factory.setPort(Integer.parseInt(envProps.getProperty("RABBITMQ_PORT", "5672")));
factory.setUsername(envProps.getProperty("RABBITMQ_USERNAME", "guest"));
factory.setPassword(envProps.getProperty("RABBITMQ_PASSWORD", '"guest"));
factory.setVirtualHost(envProps.getProperty("RABBITMQ_VIRTUAL_HOST", "/"));
factory.useSslProtocol();

connection = factory.createConnection();
connection.start();

String queueName = "test-queue-jms";
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

RMQDestination destination = new RMQDestination(queueName, true, false);

// Send the message to the queue
MessageProducer producer = session.createProducer(destination);
producer.setDeliveryMode(DeliveryMode.PERSISTENT);

String msg_content = "Hello World!!";
TextMessage textMessage = session.createTextMessage(msg_content);
producer.send(textMessage);

System.out.printf("Published to AMQP queue '%s': %s

, queueName, msg_content);
REEFRE
BTRBREIERT WmAFER JMS M RabbitMQ BA % AR is2ER :

import jakarta.jms.*;
import com.rabbitmq.jms.admin.*;
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// Setting the connection factory
RMQConnectionFactory factory = new RMQConnectionFactory();

factory.
factory.
factory.
factory.
factory.
factory.

setHost(envProps.getProperty("RABBITMQ_HOST", "localhost"));
setPort(Integer.parselnt(envProps.getProperty("RABBITMQ_PORT", "5672")));
setUsername(envProps.getProperty("RABBITMQ_USERNAME", '"guest"));
setPassword(envProps.getProperty("RABBITMQ_PASSWORD", "guest"));
setVirtualHost(envProps.getProperty("RABBITMQ_VIRTUAL_HOST", "/"));
useSslProtocol();

// Establish the connection and session

jakarta.jms.Connection connection = factory.createConnection();
String queueName = "test-queue-jms";
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

RMQDestination destination = new RMQDestination();
destination.setDestinationName(queueName);
destination.setAmqgp(true);
destination.setAmgpQueueName(queueName);

// Initialize consumer
MessageConsumer consumer = session.createConsumer(destination);
consumer.setMessagelistener(message -> {

try

{

if (message instanceof TextMessage) {
TextMessage textMessage = (TextMessage) message;
System.out.printf("Message: %s%n", textMessage.getText());
} else if (message instanceof BytesMessage) {
BytesMessage bytesMessage = (BytesMessage) message;
byte[] bytes = new byte[(int) bytesMessage.getBodyLength()];
bytesMessage.readBytes(bytes);
String content = new String(bytes);
System.out.printf("Message: %s%n", content);
} else {
System.out.printf("Message: [%s]%n", message.getClass().getSimpleName());
}

} catch (JMSException e) {

1)

System.err.printf("Error processing message: %s%n", e.getMessage());

connection.start();

EEEN JMS MAERF
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- A AWS MEBFRFT RUKRHEPNRERINZ 224 AWS RS,
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- WMREE AWS BRI SITREDS API #THENEZELT FIPS 140-3 BRI MZEER |, EFEA
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W) https://aws.amazon.com/compliance/fips/o

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABANEFR
(WERFER ) . XTEEAWS RS ERAEFIE, APl 5 Amazon MQ EMAEER, AWS
CLI AWS SDKsTE A TEMMREH B HEA XA ZRFMANEAHREDBTERSATITRRLHE
Ho MREEMNBRS RS URL , BB UEFEEMNU P I EFRIEEERBIEX Z RS RN E
Ko

5 F Amazon MQ for ActiveMQ F1 Amazon MQ for RabbitMQ X3 , EE I Web 24 &
Amazon MQ API SIZ&RE , BAERAEAMNASHER (PI) I EMNBRBBERENREEN
RAFB. EHfM AWS RS ( ‘23F CloudWatch BE ) TG BEMFMAFR G, REAFETES
ATRERBBEIE.

/A Important
TLS 1.3 F& A F RabbitMQ K,

&

Amazon MQ S 1Z4 A P EEH# THAMNER, Amazon MQ 875N @S £ B 17 E AWS Key
Management Service ( KMS ) FEIINZEZARNBTFEMNE , RETHEBENRSM, RS AR
DPERVFBRBBFENSRWREMBNE RN, BEBRSNE , EAUNEFEMESAEREREZR
WEZLBBRENARERF.

nz 278


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

Amazon MQ FEANGIER

Amazon MQ REZ RN REZEEEAECHEREME (TLS ) ERATREHREHAMNE,

Amazon MQ FRAHEBENZLFHENNBZANBESNERAPAEESRTNE. BXELZEERE , S
JLAWS Encryption SDK FF & A R 357,

AN

Amazon MQ 5 AWS Key Management Service (KMS) £/ , 1R iEAM RS EFIKINZE. Amazon
MQ L IR IEH B SEIEE,
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Amazon MQ A3k AWS KMS key INZEASHKIE, MREKRIEE KMS #41 , Amazon MQ 2R & 6IE
BT/ AWS KMS Z4AH R REMEHZH4. Amazon MQ B BT ZEX# KMS Z4H, Bx KMS F4A
MWEZEE , HS AWS KMS keys.
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RRE0IE, EENEA,
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/A Important
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SRESEERSSEBHRMNE, EXxUNAMZEEENEZELR |, 35 Amazon CloudWatch
HERFE™E.

EAEA T RabbitMQ BJ KMS Z4A0IZ 2GR BT |, B FE AWS CloudTrailFigxk 7T HE A
CreateGrant B4, F—NEHR Amazon MQ A KMS Z4ARIERN. F-NEHZ EBS 8IER
™t EBS /A,

CreateGrant AWS CloudTrail BE% B : #3504l

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMqConsole"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-23T718:59:10Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
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"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d41lc4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Decrypt",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",
"DescribeKey"

.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EREE 102 EBS R EH.
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{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": '"mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®d@PaaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
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"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management"

FRAERT RabbitMQ 89 KMS Z4AGI B2 £ 2 |, BNHEFEF AWS CloudTraildigxk 7 54
CreateGrant B, BIWANEMHEHE N Amazon MQ B E BN, ETRN=/F4E EBS tIZHH
EBS A

CreateGrant AWS CloudTrail BE%&E : £EIE

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

}
.
"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmq.amazonaws.com",
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"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d41lc4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Encrypt",
"Decrypt",
"ReEncryptFrom",
"ReEncryptTo",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"DescribeKey"

.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®@d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management",
"sessionCredentialFromConsole": "true"
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mq_rabbit_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
" "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMqConsole"

arn  :

1,

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

b

"invokedBy": "mqg.amazonaws.com"
b
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"granteePrincipal": "mqg.amazonaws.com",

"retiringPrincipal": "mqg.amazonaws.com",

"operations": [

"DescribeKey"
1)
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
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3,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddccaleddfcOdbcedddcO00fO000000cObc@a®@@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EREINBXOE EBS BN =54,

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
I
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
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"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
1,
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
1,
"responseElements": {
"grantId":
"0ab0ac0dob000f00eaddcc@aleddfcOObce@ddcO00f0000000cObc@a®000aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
1,

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ead00fbOfba@SAMPLE"
"eventCategory": '"Management"

BHX KMS ZANEZEE |, 2 H (AWS Key Management Service FF & AR ER) HH AWS KMS

keyso
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Amazon MQ for ActiveMQ : Amazon MQ for ActiveMQ EEBANERELREEMN (TLS ) |, HX
Amazon MQ ZPENRE Z BNERPHTFEHITINE, £ Amazon MQ REZ BEENFIBEHIESER
BMAWEREZE M (TLS ) #HITMER, XEATFIETRANBHIL

Amazon MQ for RabbitMQ : Amazon MQ for RabbitMQ BRI FrEE P IRiEEFEARBRANEZRERS
ML ( TLS ) » RabbitMQ £HEFIREMNENL RN REN VPC , B AWS HIFEF L ZBHFTEN
EREBEYEREHTERME. Amazon MQ for RabbitMQ EFH KB H I A X ISEHEHIN T S8
n#E. BETHREZELR data-in-transit , i§2 [ 1% Data-at-RestH & i

Amazon MQ for ActiveMQ 11X

WA LAER LT E A TLS MMUSRIAE ActiveMQ K
« AMQP

« MQTT

« MQTT & 3® T WebSocket

» OpenWire
« STOMP

« KBz —1" WebSocket

ActiveMQ X #FH TLS ZiBEH

Amazon MQ £ ActiveMQ XEFELULTBZBEH

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_ SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_ SHA384
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

+ TLS_DHE_RSA_WITH_AES_256_GCM_ SHA384

« TLS_DHE_RSA_WITH_AES_256_CBC_ SHA256

« TLS_DHE_RSA WITH_AES_256_CBC_SHA

+ TLS_RSA_WITH_AES_256_GCM_ SHA384

+ TLS_RSA _WITH_AES_256_CBC_ SHA256
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« TLS_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA WITH_AES_128_GCM_ SHA256
« TLS_ECDHE_RSA_WITH_AES_128_CBC_ SHA256
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

+ TLS_DHE_RSA_WITH_AES_128_GCM_ SHA256

+ TLS_DHE_RSA WITH_AES_128 CBC_ SHA256

« TLS_DHE_RSA_WITH_AES_128_CBC_SHA

+ TLS_RSA WITH_AES_128_GCM_ SHA256

+ TLS_RSA_WITH_AES_128_CBC_ SHA256

+ TLS_RSA_WITH_AES_128_CBC_SHA

Amazon MQ for RabbitMQ 1%

BALERALT B A TLS s R &R RabbitMQ 12

- AMQP (0-9-1)

RabbitMQ X ##y TLS BB EH

Amazon MQ L #J RabbitMQ X#EFLU T REBEH :

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_ SHA384
+ TLS_ECDHE_RSA_WITH_AES_128_GCM_ SHA256
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AWS Identity and Access Management (IAM) AWS fR$s T #EIEE R T2 iR HIX AWS &IRY 5]
PR, |AM B G2 H1E A SUES & A RIE ( B% ) AT\ ( EFNR ) #£A Amazon MQ #iR, &
AILAGEA IAM AWS RS , EEXSEN A,
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N

- ERASHHETEHLRIE
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« Amazon MQ E T 54 H KRBl

« Amazon MQ #J API &3 RIFF R

« 2L A5 HBIUFARN

« AWS T 5 MQ BIEEBEE

« X Amazon MQ FRRESHEXAE

« Amazon MQ 53 #1j 6] [ B HE &

Z X

BRI ER 753 AWS Identity and Access Management (IAM) A& AR TR

- BREAF  MRETEFEITIEE , ENEERLERNR ( ESHAmazon MQ 5 45 F 17 7] 7] Z HE
)

- BRSEER  BEAFBRNRARZINRIER ( FZHAmazon MQ A5 IAM i#E T1E )

- IAMEER  RERATERLEMNRNKE (BESAmazon MQ ET 5H KKK RE] )

£ 51T S 0 WIUE

BRBIIRE AWS FASMETIERFNAR. BUXTE IAM BF B4 TEHKIE AWS K 1R A
P, REETEE IAM AR TEHRIL,

T LAME ISk B 54 RAIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B SEFKE
B UEE Google/Facebook iEF , MEKE H B R, BXBRNELZER , 5251 (AWS BEx AF
) PHNAMEREN AWS IKF,

S FRIEFE , AWS 124t SDK M CLI KX FERFTINRZEE, BXREZELR , H3H (IAM AFE
B BHSERT APl IEREIAWS ZZ A 4,

AWS K F root A F°

Bl AWS K/ , BRSBE—1NEN AWS K/ root AFNEREH , ZEHATUZLBEMER
B AWS RS NIRRT, BIMNBNEBUFAEFARAFRTEERES. AXERBAFRIENGES |, 8
Zi (IAM fFiEr) PREERASKIENES.
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AFHMA

IAM AP RNENMNARINARFEERENRN — 150, BUERAGNEIE , MIEEEKHPEIE
B IAM AP, BXEZER , B0 IAM AFERETHNERARASEAS O RAENRS S HRIE
F B AWS i A I B IE B AT 5 ] o

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BXEZELR , 555 (AM A
FIER) i IAM B E R =46,

IAM A&

IAM AEREERENRNEH , TREKNFIE. SUEIMNASRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM B TFEBREAFHE, Ime IAM BFPRR, BIKFiGE, BRS 7GR R TE Amazon EC2 Lz
THRAREFEEER, AXEZEER , B5H (AM BAFIERE) B8 IAM R EIK P FIRE A

fi F SR e B 13 [A)
SRR AWS B SIS ST M INE) AWS SR RAFRBH TR HHRR. RRELT 550

RRRRETONR. AWS EZERARHBERIFMEXLEBR. KSHERBEELL JSON Xy AWS £
ANFEEP. BAX JSON KBXHEHNESEE , FZH (IAM B/ EmR) F#8 JSON KR,

EREARE , BYESBNEETAEAA AR T X WL RHIT WL REREEER R R

o

N M

RABRT , AFNARRANR, IAM EEACIE IAM R RERNTARF , REAFATLE
EXEAE, IAMRKBEEXNR , SHRITREMANG EZLR.

ET 5 Or R

ETHMNRBEEMMBSH A/, ARNAR ) B JSON NRKM A, XERKIZH 5457
BHATH ARE, NBERFEHRTUAREMLAZATHT. ETHOMCRETSONEE , §5H
(AM BFfEr) PEAESEEREERE L BEXL IAM IR,

ETEMNIRBEALURARKKE ( EZRAZNENFHP ) AEERE (HNESNHHHIRLE
B ) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFER) PRERERKRSE
NER R B 2 R REAT IR
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ETRIRH K

ETRRAYREEZMMNEF IR JSON KX, R~HI2HE IAM BBEERKEMN Amazon S3 741
K, EXRHETRARNEBOBRST  BRSEERATUEACIREFNBERFENL R, BBMIE
E T HIRAYREE P IEEEHE,

ETRFHNRERNM T ZRSFHRNEKERKE, ETREETRARNKBEHER IAM P AWS £EX
B

A SR (ACLs)

TREFIFIR (ACLs) 2 HIHPLEREA (KFKA, AFRA. ) BNBRER, ACLs SETHIRM
REERE , REEANITEM JSON KRB HEER.

Amazon S3 #l Amazon VPC i X FH RS =¥l ACLse AWS WAFE T EZ{EE ACLs , E5H
QIS fE R F RS A EIERE) P ERIEF SR (ACL) BHiR,

HREgRE
AWS ZIFHMRRERR | XEREEBTNEEEFE NN FERERRFWHRANR

s NRILR - EEETEMHNRBILURT IAM REHNREANER. BEXEZELE , B3R (IAM AF
) FH IAM SRR R,

- IRFEHIER (SCPs)-EHFIEEAHLR AR BN HZR AN AWS Organizations, BXEZEE |, &
2% (AWS Organizations FIFF 18R A HY PR SS 15 I SR B .

o BIREFIKEE (RCPs)-REKF A RFENHZRAATANE. BXELEE , FSH (AWS
Organizations FIF1E/) P FERZEFIFEE (RCPs).

- RERE -ERACEKSAFCBIGRSEN , EASBERENEREK, EXEZER , BES
F <IAM AFiER) PRLIEERE,

HANEHEE R

HIANEBWRENAT —MERE , ERONBREMEZRFNELERE, ETHREIR SR AT
W AWS BERBAWIER , BSH IAM AFIERmA R IT (4125,

Amazon MQ A& IAM 1 [E T4E

EEH IAM BIES Amazon MQ WiF RIS R Z 8 , BRZ T fEWFLE |IAM ThEER A F Amazon MQ., E
418 T ## Amazon MQ FME#M AWS RESA5 IAMBREEA |, B35 IAM BFRERHDHNE IAM B4
FEHAMNAWS RS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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5% MQ £ IAM for Amazon MQ APl IRESR B2, EH. BBRFIIEELL A, BEUEREBHRIARA
MiTFEEE , Amazon MQ for ActiveMQ X#FFRE4 ActiveMQ F 3 3IEH LDAP |, Mii& A F RabbitMQ
WIS MQ X IAM SORIEMEMSE X, BXREZEER , 152 the section called “EL A 514
I IE M T

£

« Amazon MQ E T 53 H KR
« Amazon MQ E T & RH KR
- EF Amazon MQ #RE RN
- Amazon MQ IAM A&

Amazon MQ & T B 7 #Y K B%

BEMEA IAM ET 500N ERK 1§EIJ«X}EEJ‘B1‘FJZTE*@H’JT5%1’E$Hﬁ;ﬁl«,{&mlﬂﬁﬁiﬁ?ﬁ%fﬁm%
#, Amazon MQ ZEFHENRE. BRRNFZME. ETHE JSON REFEFEANMERE , BSH
{IAM FAFP#8mE)Y H IAM JSON R tESE,

BR1E

EIE R A LAER AWS JSON REERIEEW ARG RMF L. WHRY , BN EAATLIF AR RINITE
&, BARFEA ARG TIIT,

JSON EKHEH) Action TEHEATATERBPAFRIELIFTENRE, ERBRPISBREUR TR
ITRERIRERRR,

Amazon MQ FH RS IREERETEMEAU TR : mq:. Al , ERFEAMEH Amazon MQ
CreateBroker API 4Ei24T Amazon MQ SEBIRIN PR , BRF mq: CreateBroker BN AHREK
B, REEFEAMLIMITE Action 3 NotAction stk, Amazon MQ EX T —HBEHERE , ERE
A LA A Z RS IITIES

EEEMEYPEESTRE , BEMAESFHENRIT , TR :

"Action": [
"mg:actionl",
"mg:action2"

BUTM L ERBES (*) BEZMRE. Fl0 , EIRELLEE Describe FFkKWFAEERE , BFELUT
BIE -
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"Action": "mq:Describe*"

EEF Amazon MQ BRENFIE , TS (IAM AAFiERE) F8 Amazon MQ E XY E,

RIR

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUNT AR FRITER
1, AREMAAZRHETHIT,

Resource JSON KRB TEIEEEZRENAREN —IHZ IR, FAZEREK , BEMAE Amazon
RFEEW (ARN ) EERR, NTAXGRRENRONEE  BEABEM () EREINATHER

3
o

"Resource": "*"

£ Amazon MQ # |, EE AWS &R Amazon MQ EERERHAEE, Amazon MQ REME EEE
52 RBHM T IR EEZF (ARNs) , IR R,

BRRE ARN S
brokers arn:aws:mq:us-east-1:123456789012:bx aws:ResourceTag/${
oker:${brokerName}:${brokerId} TagKey}
configura arn:${Partition}:mq:${Region}:${Acco aws:ResourceTag/${
tions unt}:configuration:${configuration-i TagKey}
d}

AXRBRAWEZEE ARNs , FS 1 Amazon FREAF (ARNs) F AWS RS & ZEiE,

flan |, EEEAHRIBEER RN MyBroker H brokerld 7
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 WI{RIE , B LLT ARN :

"Resource": "arn:aws:mq:us-
east-1:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i145j6k17819"

ZEEETREKFNAERENEE , EERAEER/ (*)
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"Resource": "arn:aws:mq:us-east-1:123456789012:*"

TEMN B ERFRHITEL Amazon MQ #B#4E , fln , AT OERRNRE, EXEBRT , BLTUE
FBERF (%)

"Resource'": "*"

AP| #4E CreateTags AN FEREBENEE, EELE/MEAPEEZIMNER , i ARNs AZ255F

ao|
)

"Resource": [
"resourcel",
"resource22"

EEFE Amazon MQ BRER K HF|K ARNs , ESH IAM AP #EBEFH Amazon MQ ENX K E IR,
ETHREVUERAMLEREEES NIRRT ARN |, 1§23 Amazon MQ TE XKV E1E,

e

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUAN T AR FRITER
B, UREFARHETHIT,

Condition TEREE UM FMHEEEFEAFRHT. BUTNCIREAZHSES (HlW, FTINH
T ) WEHRER , MERBPNFEEERPNERTE, EEEME AWS 2RFHE , F5H
IAM AP EREPHAWS £ 554 £ TXER.

Amazon MQ FEMAEABETRSNFMFR , EXHERAELELRZHR. EEE Amazon MQ &4
BOIK , FZET R, A2H (IAM AFERE) P/ Amazon MQ BIFRAE, BT GRS HLE
BRENGREMZRMER  F5H Amazon MQ E LKV RE,

SHe iR Type
aws: RequestTa  HBIEEFERPEZENIRSHIEREE, FRFE
g /$ {} TagKey

aws: ResourceT  HBEERRXBKWIREHIERE, FREH
ag /% {} TagKey

aws : TagKeys RFBEBFRPEBOIRSBRITERE, FrFE
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Bl

EEE Amazon MQ ET S G R RAI , FZHAmazon MQ ET HHH KK R,
Amazon MQ & F &R KB

B#l , Amazon MQ A X EFERAETHRNNRIE T RRHRENIT IAM FHKIE,
EF Amazon MQ #rE RN

A LU R MY N E) Amazon MQ BIR , BT BERPFHRELELS Amazon MQ, EETFHRERGHH
|, BWEZEMFH mq:ResourceTag/key-nameaws :RequestTag/key-name 2 aws: TagKeys 5
HRERBHN G IEPREFEER,

Amazon MQ XEFETHRIMNKREE, Fli , B ELEN TS EE# environment F{E
production WFrZEH Amazon MQ &RHITFIA :

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"mq:DeleteBrokex",
"mq:RebootBroker",
"mq:DeleteTags"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "production"

}

WEREIFIEL (Deny ) MIBRREZ BEHRL environment/production ) Amazon MQ KERIAE
B
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BARFIENESEE , BEH -

« § Amazon MQ &RFINFRE
o 5 IAM PRE &5 )

Amazon MQ IAM & &
| AM £ & 28 AWS K EG5 S ENR SRR,
FFim et EIE A F Amazon MQ

A LAER IR ZIE#TERE ERRIEES , 2K IAM B9 REKF AR, S LB
FHAssumeRole= 2 2K H AWS STS API ##4E3RIREUIE B 2 £ iF 5 GetFederationToken,

Amazon MQ Z#fE F Im A EiiE o
REAE

BHREATRSAREEBERSAC. LABATRSHREMRS FHRRUARETHEE. KBS
ABETRE IAMKSF , FRZKFRE. XEWRE , IAMEERAATUERZAGHNRIR, ER , X
B F] RE & P T AR S5 RY Zh BB

Amazon MQ XEFRE A&,

Amazon MQ & T 5 789 K & =1

FEEREBRT , AFMNARXEESEN Amazon MQ RIRIINR, BAIBTEER AWS EEEZ
#& AWS CLI, = AWS APl #i1T1E55. 1AM BEE R AF 0 IAM Kt , UMENAFMAGR TR
BN AR EERRRMITIREN AP 4, RlE , BE R LI LRI T FEXLRRY IAM
AP EE,

ETRNMERIXL RG] JSON REEXHEIZE IAM ET HHNERE , 536 (AM AFER) 1 &
JSON JET+ L 632 KK

£

- EMSESIE

- £/ Amazon MQ ##l&
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REERIEREK

ETHEHNKBEEENARTAUCIE, WIﬂZEHHIJF?"‘F'KFEFE’J Amazon MQ iR, XLEEETTEE
SfE AWS IKFFERA. tIZRREET S HNREEN | HEEUL T ERME

- FTIRER AWS RE R H RO RENRNR — BEFMEAASMITERERR TR , SEANTS
FIRAGIRTRRNAWS RERKEE, ENERNRERITRA AWS IKF, FRIMNBUEET E LEXY
R RAPIEY AWS BEFIEERBKAE—SRINR, BXESEE , S0 (AM AFER) B8
AWS F£E R THEERBERIAWS FHE R

- NARENR : £EA IAM RERENRE , BRETFHITESRENNR, Nk, BAIREXL
E%}E§1¢TTL/LRT%}EJ\Iﬁ?ﬂ‘/{i—m*ﬁtﬂz AN RENRIFA. BxER IAM NARXRNEZ(E
, B2 (IAM R FHEr) R IAM F Y REE AR

« fEF IAM FKREP R4 — SRS E AR ;4807 LA 5K R IS4 SR BR #IX R R R R i E)
flan | WA LURERBEK A RIEEMXMER SSL XEFIEER, MERBRSBERBEIIE AWS R
SH (Bl ) AR, WA AERARERERE T IRSIEENTHRINPR CloudFormation, BXE%
EE |, BEZR (AM AF1ErRE) Fi IAM JSON KB TE - &4,

- M IAM Access Analyzer BiEZH IAM KB |, SUAKRNEHN LS MHEMINEENY  IAM Access
Analyzer 2K IEF REEMIM B KR , LUBERREAS IAM REIES (JSON ) M IAM HESE
. IAM Access Analyzer £ 100 ZTRBKLEM IIRENEI , UHEBEFHELZ S BIhREHEN
Kig, BXEZER , BH5H (AM AFEE) FHFEH IAM Access Analyzer BiE KB,

- FEZEHMHRIE (MFA)-DIR AWS K EHZREE IAM AFSABRAF , BEA MFA RE R
2, EEEIAA AP BEFNEE MFA |, B MFA 28R/ NAENEKST, BXEZER | F2
i <IAM AFigr) FEEA MFA R API i51E],

BX IAMHHREIRNESELR , 20 (IAM AFER) #1 IAM F R HEXE,

£ Amazon MQ =&l &

Ei7F Amazon MQ %18 , B4AER—HERENNR, XENRLARTFEIIHNEERKRE
AWS TKF HH Amazon MQ RIFHNHFAFERE. MRECENETHEHNRBELAMENRERRE™
B, WERZENEFZREISE (IAM AFHAR ) ERETESA,

NHRIXEKEMAATUER Amazon MQ #£#lE |, REFUT AWS RE R INTIX LMK, BX
EZER , F2H (AM AFEmR) PHAIAS S 7JEI1‘X[5E ;

AmazonMQReadOnlyAccess
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X FARFA AWS CLI  AWS API SR, BEFAEREFEZHENR, R , IRFHRESE
ZIHMITHY AP R4EME LB VIR 4F

ARFRAFEEMITE SR

ZORBIURR T IS R EE |, BLARYE IAM AP EBEM NI EAS SO NERNEE R, R
DIEEEFE LSHER AWS CLI X AWS API BU4mE 5 R 5T R IR ER AR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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Amazon MQ #J AP| 5 1956 iF F#F 4R

TS MQ ERARE AWS FEREBHIT API BORIE. BXESEER , H5H AWS —RSE F
MZE AWS API E3K,

® Note
BEl , Amazon MQ A X #HEAE T RRNVNRIE T R IR KBINIT IAM FHKIUE,

ERNAWS AFEARE,. BRENAF , B4R EBEN IAM REXR,
£

- ZH|2 Amazon MQ REFER IAM R

- Amazon MQ REST API X [RZ&E

« Amazon MQ i X RS &

« Amazon MQ AP| 2R B IRE R

E4|22 Amazon MQ REFFER IAM X R
EHBARE , BXEH AmazonMQFullAccess IAM REEHE IAM KHEFEELUT EC2 X R,

LTHENEBRIEMMEA (AR —MHREZMHET ) , IR FATHAE Amazon MQ #12 ActiveMQ
RIEFR TR B IRAVINER

/A Important
« EAF Amazon MQ RREIEEHINK - o oI 258 M M &3 O
(ENI) , ec2:CreateNetworkInterface BRERXEMN.,

« ec2:CreateNetworkInterfacePermission #&/E#E Amazon MQ ¥ ENI K hnZ|
ActiveMQ R,

+ ec2:AuthorizedService &4 EHR ENI R RBER F4 Amazon MQ RS KF .
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JSON

{
"Version":"2012-10-17",
"Statement": [{
"Action": [
"mq:*",
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribelnternetGateways",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets"”,
"ec2:DescribeVpcs"
]I
"Effect": "Allow",
"Resource": "*"
}3.Aq
"Action": [
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeNetworkInterfacePermissions"
]I
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:AuthorizedService": "mq.amazonaws.com"
}
}
H
}

BXEZEERE , FEAE 2 5 | pIEAS HIRIUER AWS iE F M Kiz T ZE =M R Amazon MQ
MM EED,

Amazon MQ REST API fXfRS& &

T&%H T Amazon MQ REST APIs FI4B 89 IAM R,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInternetGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeRouteTables.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterfacePermission.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterfacePermission.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfacePermissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonec2.html#amazonec2-ec2_AuthorizedService
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#CreateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#ListBrokers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#rest-api-configuration-revisions-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#ListConfigurations
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc.html
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https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/oauth-tutorial.html#oauth-tutorial-config-both-auth-methods-using-cli
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/oauth-tutorial.html#oauth-tutorial-config-both-auth-methods-using-cli
https://www.rabbitmq.com/docs/access-control
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/arn-support-rabbitmq-configuration.html#access-validation
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQApiFullAccess.html
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQApiReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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« B : X vpc BRIRNITH ec2:CreateVpcEndpoint,

« 1E . X subnet BIFHITH ec2:CreateVpcEndpoint,

« B4E: X security-group BIRNITH ec2:CreateVpcEndpoint,
« 1 . X vpc-endpoint BIFEHITH ec2:CreateVpcEndpoint,
o B X vpc BRIFMITH ec2:DescribeVpcEndpoints,

« 181E : X subnet BIRHNITH ec2:DescribeVpcEndpoints,

« B4 . X vpc-endpoint BIRNITH ec2:CreateTags.

« B4 : 3 log-group ®FEHITH logs:PutLogEvents.,

- #4E : 3 log-group BFEHITH logs:DescribelLogStreams,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/aws-service-role/AmazonMQServiceRolePolicy
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L& B2 Amazon MQ for RabbitMQ X ¥2AF , AmazonMQServiceRolePolicy X PREERE foiF
Amazon MQ R TREHITUTESS

. EREERMEMN Amazon VPC, FRMZ2HRRERIZE Amazon VPC KixT R, B AMERARNRKE

BN LIRT BN RabbitMQ BEEEH A, BE APl UEESF NERINRE,
- BB EEXA , HEARE HEXE XM E Amazon CloudWatch B &,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcEndpoints"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint"
]I
"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"
]
}I
{

"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint"
1,
"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"
]I

"Condition": {

ERARSKRAR
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"StringEquals": {
"aws :RequestTag/AMQManaged": "true"

"Effect": "Allow",
"Action": [

"ec2:CreateTags"
]I
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateVpcEndpoint"

"Effect": "Allow",
"Action": [
"ec2:DeleteVpcEndpoints"
]I
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AMQManaged": "true"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents",
"logs:DescribelogStreams",
"logs:DescribelogGroups",
"logs:CreateLogStream",
"logs:CreatelLogGroup"

]I

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/amazonmq/*"

ERARSKRAR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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® Note

MRS M BRFIRET , Amazon MQ RFEREERZAG , WRERRETRES KM, MR
REXMER , BEF/LoHRER,

il Bx MQ ER RIS MQ &R AWSService RoleForAmazon

« fFA. I5% MQCLI T Z#H MQ AWS BEZ414 APl BIBRENT S MQ 2427, XM
BRRENEZER , BSH??7%

5 IAM FoIBRIRS XX B E

£/ IAM #4]& AWS CLI, 5 AWS API #lB& AWSService RoleForAmazon MQ FREHX AR, X
EZEER ,BSN (IAM AFER) PHRBRERSEXAR,

Amazon MQ RFZ XA B IFHNXE
Amazon MQ XEFHEZRSTHAVMEREHRERARSHEXAR, EXEZEE , BSRAWS XEH

Lol
Ui & o

X 15 & #5 X iEpRiR Amazon MQ X%
EERE (FFRILMILE ) us-east-1 =
ZERIP (HE3BEBM ) us-east-2 3
XEAEE (JLmAERL ) us-west-1 =
EZEEIP (HmEXIM ) us-west-2 =
TA#BX (&X) ap-south-1 =
WA X (KR ) ap-northeast-3 o
TA#X (BR) ap-northeast-2 =
0 A X (03 ) ap-southeast-1 =
TA#BX (EE ) ap-southeast-2 =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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XA XEFRIR Amazon MQ X
WA#X (FRR) ap-northeast-1 =
NEXR ( BE) ca-central-1 =
Bt X (EZR1E ) eu-central-1 =
BN X ( ZR= ) eu-west-1 =
ROt X (463 ) eu-west-2 =
BRMib X (B2 ) eu-west-3 =
EEMN ( ERF) sa-east-1 =
AWS GovCloud (US) us-gov-west-1 )

Amazon MQ 5@ # 5] B EFEE

ALERUTER , RFEBEZMANEEEMEM Amazon MQ M IAM & ATEEE B A F I 8] &

£

« BRI Amazon MQ FIITERIE

« RFMIAIT iam : PassRole

« RBAW AWS K 2 B A FiEEEA Amazon MQ IR

ELIE Amazon MQ FhITIR/E

MR AWS EEEZFE FIFEETMTEIURE , WLABRREER T RED, EERAROERM
BREIEN A

LmateojacksonAFPZHEARHAEEEXENIFHARE RwidgetBIZREBmq: GetWidge t ’XPRAT
M HIMUT ROIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mq:GetWidget on resource: my-example-widget
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EXFERT , Mateo BRMGHEE A EHM LR , LUAVFEER mq: GetWidget RAETHE my-
example-widget &iRo

KL AT iam : PassRole

WRBUNE| —MNEIR | RIBEBTLTHINIT iam:PassRole B , WX TMEHERUA TGS A BEDRLS
Amazon MQ,

BE AWS S A ERIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXEE, it ,
BB MEBF A LSS RSHNR.

& A marymajor By IAM AP 2R EAEE A7 Amazon MQ FIITIR/ER , @R ELUT RAIEE
%o B2 , RELNEERFZACHBTFHNRST ATHRITHIRE, Mary TEEFARKETRFHN
BR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIER Mary B KBS L A F#EINAT iam: PassRole 1k,
MREBEEFREE , BFHRREHWAWS EER, FHNEERZREMERZIEN A,
BBV AWS K 2 AR A P 1R Y Amazon MQ &R

BANR - AE | SEEMIKE i8R REAAAN AR TUEAEAERSAENER, BT
SUSERBEBER  TURASE, WTSHETFRROERRTEZHFIR (ACLs) BES , B
58 7R 35 S ) A AT 5 1R S B TR MO AR

ETHREZER , BZRAUATHREA :

« ETH Amazon MQ REXFXLEINEE , BZHAmazon MQ {5 1AM thH[E T4E,

- ETHIMURENSRENERNIGRNE AWS K, 55 IAM AP EETRHREREE AWS
K %S — 1AM AP R 7 B RER,

- EBTHOMMEE=SREMNEHERNIGRINE AWS kP , BESHE IAM AFEERTHREE=41E
HiFER. AWS Ik

- ETHRIMAEE S HRERIERETFRINR , H55 (IAM AFERE) PN AEE I E K IER
AP ( BHBEERIE ) RHETHRNE,

- ETHRERACNETRRNREHATER,FRIZENZS , H2H (IAM AFERE) 80 IAM
H Y BT B R (Rl
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon MQ FEARIERE
Amazon MQ B E M I UE

FERZMERUT RN —E2 , E=FFIHTFME Amazon MQ HZ 25 AWS §Mt, HPaF
SOC. PCI. HIPAA %,

ETHREERTRESHITNNER , BZHAWS RS “BaR It XX 2EE"" , RFERER~RN
BREMITH. AWS RS AXx—KREE , BSHAWS SMITHAWS,

EAEA TRE=FFIHRE AWS Artifact. BXESEL , BSHTH “TFRIBE FH “AWS
Artifact,

BHEMER AWS RS TN EATAEBR T ENHBRENHRBME, RLTANENBRUARERERNE
M. AXREBEEANNEARENESEE AWS RS , FSRAWS B2,

Amazon MQ Y1k & gE

AWS £ EREMEMESAWSKEM AT AXHEE, AWSKIBRHSAEYE LMV ARENTARKX |, X
EAXBEIERK, FHESATKRUESHMESEREE -, AATAKX , SR UG FREET A
Xz ELHh it BRI AR EBNNARFNREE, SEEANENRZSNMNBEFOLEMIZEML
ATRAXEEESHITRAYE., REEINTT B,

BX AWS KEMATAXNESFEER , 50 AWSEREM R,

Amazon MQ ARV ERIIREZ £

ER—TEE RS , Amazon MQ ZF| AWS £IKNELZ LRI . BX AWS T2 BRSS UK 1
AWS RF EMBERVEE , BZHAWS =22, EFAEMRELENRESERIZRITEN AWS IR
¥ , 2019 S AWS ecurity Pillar Well-Architected Fram ework A8y &A1& R,

O LAE AWS EX Y AP AABE ML AR Amazon MQ, BEFRMAMEZFUTHA -

- RMBEZEMMN (TLS ) o HANERMSEA TLS 1.2, BIUEA TLS 1.3,
. BEEE2MENRE (PFS ) WEBEH , 6150 DHE ( 1EE Diffie-Hellman ) 2% ECDHE ( I &t 4% E g
% Diffie-Hellman ) « KZEHIRRSE (WM Java7 RESHRAE ) BZFXLEEK,

Amazon MQ WZ £ R{EKE

LTigit#ERT LIRS Amazon MQ REMNZ £,

EMMERAE 315


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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£

« BT AR REAE

« BATRBERNME

- A VPC T2 AP I THERIIHIN

A% Amazon MQ BT MEEHIRN E S5 BARZHNDUIIR | BSHBERT,
BHIERA LT RRE

XTFeZN, FRQFBRNKE , TENEN VPC ASfER, XAKRETENELANKAER
HEBRMB 2 HNIELRS (DDoS) WM BERM. BXEZER , B5H AWS Z2EBF L&
TR BT ERFE B DDo S M iF HER .

MRS BB SRR G

BT ActiveMQ BRIANER TREMERNRS , FALT FHRIENA S BAUERE LRTEMAER
. At , ZIFIRE REFNR. BEXEZEL , H5H authorizationEntry,

/A Important

MRIEIEENRNME T EETE activemg-webconsole A | BTEFEA ActiveMQ Web
BEA | BRIZARKEBENE Amazon MQ KRB XX HERBU KRB ZRENEE,

£/ VPC £ HME LN BERTHN

FESHERENZTSM , B{RET EWEE Amazon VPC £ 4 KR4I F X E i s O MiERE,
Flan | B1E R FHRE Web 1241 A B E R R EIXT OpenWire KZ#iBiAYiFR |, ATAR A iFi51E 61617
8162, XeBNRBREARERANVDUKRREBHEY , B RF OpenWire Web 25| & EEE1T

RAVFBEEFERNBIIRA

AMQP: 5671
MQTT: 8883

* OpenWire: 61617
STOMP: 61614

+ WebSocket: 61619
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/

Amazon MQ FRARIER

BXEZEE , 53R .

- BN VPCHZREH
- W VPC NERIAZ &4
- EHZEA
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#WorkingWithSecurityGroups

Amazon MQ FEANGIER

B2 & Amazon MQ I8

S R4 AWS SRR EM, THAMNMENEZARID. BRIZMN AWS BER7T R ATEER
PUWEREHE  UWEEEMZAHERTUEERA N E#TIARL. AWS BE T AT BEER
Amazon MQ BREMmM BEEESHNIE ;

BT LAME A CloudWatch R&EE M9 TR Amazon MQ 2L ERIESR. B LUEE CloudWatch
BHAE, N, EFENDITENKLLHEIER CloudWatch AWS CLI,  AWS CLI CloudWatch Amazon
MQ HIEHR 2 BIMNELARERTRA , ARKESES 2%, CloudWatch X T ActiveMQ £4£ 7
CloudWatch , {R¥ #2871 1000 N E K, X F RabbitMQ £42 % , 1X CloudWatch ¥ #2 &1 500 B #9
i, EBREREER,

B Amazon MQ RN ZTEIIR | FFF@Amazon MQ EHA T ActiveMQ £ 5 A1 A CloudWatch
$E ¥R,

BXRAIEFREIZE CloudWatch BIRHE S , 5% Amazon CloudWatch A Figm M Bl 2 = 4riE
CloudWatch 23R,

HRNE S MQ BY CloudWatch 355
WA LAMEA AWS EEiR4| A AWS CLI,. # API 1518 CloudWatch 1845,
B e A LEERFEAMNE R TIHE CloudWatch 1885 AWS BIEIR&I A&,

EFEAGE Amazon MQ #8%5 AWS CLI , RS, get-metric-statisticsBREZEER
&5 i Amazon CloudWatch F F $8R A B9 3R BEUE AR Y 48 1T B0

E A CloudWatch APl RIS MQ 3645 , iIBEEARIE, GetMetricStatisticsBXEZ(E
B , 25 Amazon CloudWatch A FI§R I IREUERHI S8 1T B,

EF5A CloudWatch 3§tr AWS BB HA

LT REIEERETR T AERFRL D MQ B CloudWatch 15k AWS B4 A, MRECLRBF
) Amazon MQ #2#|& , BELLAFETE L , EBIEE , EFEF . CloudWatch

1. %% CloudWatch ##l1&,

2. ESMEMRL , %F Metrics,

3. #%# AmazonMQ fERERE ZEiH,
4, EBRUTEREEZ—
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricStatistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://console.aws.amazon.com/cloudwatch/

Amazon MQ FRARIER
- REER
« RIEHRAFIEFR
- REHNEBIEIR

FEHRBIF | IR T Broker Metrics (fRERIE4R).
5. HAETRZE Amazon MQ FE#F :

- EXNERETHR , BERSIRE.

- BERAERLFIRR , BRPZERSZINEIEE.
- BREREITIRR  BERFEFRER , RJFIEFE Add to search,

58 Prometheus E¥r

(® Note

Prometheus E#{GE A T RabbitMQ 4.2 RESRA, ActiveMQ LKL/ X #F Prometheus
BHro

T 5% MQ M 7E X 3F RabbitMQ 242 &L 5% MQ B Prometheus #%¥r. Prometheus 18R {EEREE
FROEWTTNEMERFTNEN EEEMENFR  MNMEETTUSE—THRILEHSGTRAREMERS,
f&Bh Prometheus $8#% , BRI LUR BREMAERAMURMR , SAEsh N F 0w 57 5E B 4% 1% TIES S A ]

Ao

M RabbitMQ 4.2 74 , s&FF RabbitMQ I 5% MQ X 3#F Prometheus 1845 , RIFEFER
Prometheus MIZRAFKMALE IR, XIFUTHA :

« /metrics
« /metrics/detailed

 /metrics/memory-breakdown

AX#FiZ/metrics/per-object&iwmT Ko

BREMERLTHEIRNEZELR | FZ 6 RabbitMQ X #Y Prometheus $E#x.
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https://www.rabbitmq.com/docs/prometheus#metric-aggregation
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Prometheus %5 5#8%x CloudWatch

E AT RabbitMQ £ Amazon MQ &3d Prometheus KT = . CloudWatch & AW & #IRME T XWHEZ
LABTIRRHWAILYE  BEEMIWEEMAEETHEE,

Prometheus i R AFF T —4HxF RabbitMQ 2L ABBERINEFERNCEIESH , METE 2K
LERNIEAE |, FIMEERAL, EBES. AR ZMEITHEELR Raft HiRiEHR, EMEE5E
F Prometheus FER B S E Rt R M FMAR EEIRERK .

CloudWatch ##¥r2 M Prometheus i RIREVN R LAERNBIE 5. BXA A CloudWatch 1I8#rHY
TEIK , HSHER T RabbitMQ 242 5i# MQ d F CloudWatch $E#x.

f£# CloudWatch , #EFRBALZED 60 WK RIERHITRE , ARBHTINI. Bz

T , Prometheus 2 7 RIRIEFRHBE R , MG Grafana XEFENNRBBRARBRINVERATELTERS
BRI EANIERB T, Hib , HEERNATRLRR ATEESTE Prometheus A CloudWatch
Prometheus Z B ZEEZF , EABRTHEANS ITEIE CloudWatch

@ Note
BB WA Prometheus X% MQ B RabbitMQ iz EfE#r#t 1736 C & 512,

FRERA 15 7] Prometheus i &

& A LAE FA 53R BX Amazon MQ for RabbitMQ XX/ Prometheus £ ixT 2. AWS EE#EHIA AWS
CLI

- AWS BEEFHA— SMETZEH MQ BFHE , T AENLLENFMAEETIH , ABE EE I
2 T ZE| Prometheus &% &,
« AWS CLI— £ L  Fdescribe-brokerin s :

aws mq describe-broker --broker-id <broker-id>

Prometheus ¥ S 1E T B9 8 3R El, BrokerInstances.Endpoints

& A TF RabbitMQ #J Amazon MQ Prometheus X #FEASREHRN S HRIEF R, BXXEN
BORRIEAZENESEL , S REMT RabbitMQ §HRIFMFNWIL L# MQ. BT fEf1E
Prometheus HFELE & RIE , S H Prometheus XXAEHHY http _confige
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https://prometheus.io/docs/prometheus/latest/configuration/configuration/#http_config
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Prometheus Bt & &{ES5EE

- FIMEVAHEERN 60 WHERK, HTREREER , BUUXHM.

R B & 7R 5

UTEWRMETEAT RabbitMQ WIS % MQ B Prometheus HMEEL & 7R
fil, <broker-prometheus-endpoint>&#NENILLER Prometheus LT R EH
% , <username>¥}<password>E#f N EHELLAZIL

BUMEE

WFRZHAG  BWEANATEE. ME/metrics&imT RAAREEXEFREASTIRRNELIC
EHviEts , EETLUEE M THAEME K MEFRRFAVIEFRRETH.

global:
scrape_interval: 60s

scrape_configs:
- job_name: 'rabbitmg-aws-cluster'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics'
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"

ek
UTREBEWETESHANERRT , UEERABNRBENELE AN

global:
scrape_interval: 60s

scrape_configs:
- job_name: 'rabbitmg-connection-churn'
scheme: https

Prometheus Bt & f&1E5 8 321
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basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['connection_churn_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmqg-ra'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['ra_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-queue'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['queue_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-exchange'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:

HEREL & R4l 322
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family: ['exchange_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-connection'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['connection_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmqg-channel'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['channel_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-exchange-count'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['exchange_names']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"

BN B & R 451
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- '<broker-prometheus-endpoint>:16003"

Amazon MQ & F ActiveMQ 22275189 7] A CloudWatch fg#r

Amazon MQ for ActiveMQ 1§%5

iR

AmgpMaximumConnect
ions

BurstBalance

CpuCreditBalance

By
DS

Bakt

o (vCPU % )

L

BRI ER AMQP E#EEIR
ENRAEFRHE, AXE
ERFNESEE , BEH

Quotas in Amazon MQ,

Amazon EBS %& ERIRHIZR
BN B2, BTREH
HERICRIEREEIE.
MR REFIAEIZE , Amazon
EBS £i2H1 I0PS R |
BIRERMEHMEL, BX
Amazon EBS A 3838 R & s a
ERNESES , #5510
N4 FZRIE 1 BE.

/A Important
ZEROGER T
mg.t2.micro RE
SKPIRE,

CPU HA D B+ XE 5
DERME IR,

BB B ECRINIRENW
CPU 2% (8BRS
) o MoORFAHAEEH
BTFXAABHEHE CPU M AR
Y ZRIGE 7,

ActiveMQ BYIE+R
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#IOcredit
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#IOcredit

ERFNESEE , HSH

Quotas in Amazon MQ,

Amazon MQ FEANGIER
B B i8R
EREBR2E , WoHERY
RBPER  ERRIRDE
FMNRD REHHIER, RoR
MAE LR, HBEZREE , &
REBHRADTFEHER,
CpuUtilization Bok REHEEEFERANES DB
Amazon EC2 itE RV A D
te,
CurrentConnections 1T HERE LAEEERE,
Count
EstablishedConnect T8 BEERE LETWESMIETE
ionsCount SIEE S,
HeapUsage Bok RIBHBIEAR ActiveMQ
JVM AEREINE D L.
InactiveDurableTop T IEEBNIFAEBIT B
icSubscribersCount E , &% 1A 2000,
JobSchedulerStoreP Bk YE L B 72 = 174 PIT 56 A 9
ercentUsage HZERINE DL,
JournalFilesForFas T3 FaxHENEKRN B EXH
tRecovery o
JournalFilesForFul 1T TFEXABRFBEMRNBEEREX
1Recovery HE.
MgttMaximumConnect T B LAER MQTT EZEIR
ions ENRAEFRHE, BXIE

Amazon MQ for ActiveMQ 1E¥5
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B¥R B i8R
NetworkConnectorCo T8 FERRKOHMNEPIEEIR
nnectionCount LENT R E NetworkCo

nnector,
NetworkIn iy REWNEARE,
NetworkOut i RENEZERE,
OpenTransactionCount T EE#HITHEFSEHR.
OpenwireMaximumCon T BRI ERANRKEFmE
nections EERNARLHENERE
OpenWire, BXEZEFAY
BEZEE , 5 Quotas in
Amazon MQ,
StompMaximumConnec T BRI LAEA STOMP iE#EEE|
tions RENZRAEFWHE, BX
EERIFNEZER , BESH
Quotas in Amazon MQ.
StorePercentUsage Bok FREHEANBE S L, MR
B E] 100 , RERFES
HE,
TempPercentUsage Bok IEfr AMEH B AR 7] A e Bt
FHNE D,
TotalConsumerCount T THEREERNEEER
EWE,
TotalMessageCount T FRHRERELWERHE.,
TotalProducerCount T EHRRELLWBRLELTE

HRSHEE QI ZREE.

Amazon MQ for ActiveMQ 1E¥5
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ER LX 72 L
VolumeReadOps T £ Amazon EBS % E#t1THYE
R,
VolumeWriteOps T £ Amazon EBS & E#1THE
ABRER,
WsMaximumConnections 1T BRIUERANRKREFmE

ActiveMQ RIBIEIRIV4EE

“%E

Broker

ActiveMQ B 5 ( BABIFER ) $:E47

/A Important

EESNA L EEERE
WebSocket, BRIEZB M
EZELR , i5Z# Quotas in
Amazon MQ,

it
RIBHEH

® Note
BXPIRBEERE 1. STAM
active/standby KB TR EB B &K
-1 # -2,

LA #E#Rr24E CloudWatch ¥ 1A 5 (A1 BY & 2 54 1T #o

* EnqueueCount
* ExpiredCount

* DequeueCount

ActiveMQ B#5 ( BAFIRIER ) $5#5
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* DispatchCount
* InFlightCount

Flan | £ 754 CloudWatch BIBEFEIER N , EnqueueCount B ENMTHE , EMERRIZA R
) —248E 9. Minimum A Maximum it HFEREEEHEINNRENZSE D HE.

EiR L-Rivs 5 8A

ConsumerCount it TR BN ERAERE,

EnqueueCount T o RIZE BIRREER
B,

EnqueueTime BtE (W) MEBEIRREBR ZIEATE R

M end-to-endZER .

(@ Note

EnqueueTime A
ENEFERIZHER
BIFRRENER |
R EHEMNKERE
SHEIRERIAEEYN
HER, end-to-end#d
& , EnqueueTime

= MRIBUEE S BB
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 CreateConfiguration

* DeleteBroker

* DeleteUser

* RebootBroker

 UpdateBroker

@ Note

RebootBroker B EFH S REN , 2ICFKEEXH, EHEPNERA , RE2EBHIEHED ,
H* H A 4123 RebootBroker B &4,

/A Important
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* DescribeBroker

* DescribeConfiguration

* DescribeConfigurationRevision

* DescribeUser

» ListBrokers

* ListConfigurationRevisions

* ListConfigurations

e ListUsers

FFETER APIs , dataflpasswordiERSEHHES () *** B2 :

* CreateBroker (POST)

* CreateUser (POST)

UpdateConfiguration (PUT)

* UpdateUser (PUT)
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BT CloudTrail BEXH TR LT EFH#RIRER APls , Rt EMNF2REMEFENFSIHE
ISW

{
"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

"userName": "AmazonMgConsole"
1,
"eventTime": "2018-06-28T22:23:467Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateBroker",

"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {
"engineVersion": "5.15.9",

"deploymentMode": "ACTIVE_STANDBY_MULTI_AZ",
"maintenanceWindowStartTime": {

"dayOfWeek": "THURSDAY",

"timeOfDay": "22:45",

"timeZone": "America/Los_Angeles"
},
"engineType": "ActiveMQ",
"hostInstanceType": "mg.m5.large",

"users": [
{
"username": "MyUsernamel23",
"password": "*x*'",
"consoleAccess": true,
"groups": [
"admins",
"support"
]
1,
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{
"username": "MyUsername456",
"password": "*x*!",
"groups": [
"admins"
]
}
1,
"creatorRequestId": "1",

"publiclyAccessible": true,
"securityGroups": [
"sg-alb234cd"
1,
"brokerName": "MyBroker",
"autoMinorVersionUpgrade": false,
"subnetIds": [
"subnet-12a3b45c",
"subnet-67d8e90f"

iy

"responseElements": {
"brokerId": "b-1234a5b6-78cd-901le-2fgh-3i45j6k17819",
"brokerArn": "arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819"
1,
"requestID": "alb2c345-6d78-90el-f2g3-4hi56jk71890",
"eventID": "al2bcd3e-fg45-67h8-1j90-12k34d5116mn",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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(® Note

MIBITF BEFH M ActiveMQ Web 12418 £ EHER | SHERNAF L% CloudWatch & BE
EREBRES,
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LT B A ActiveMQ REBELE CloudWatch B EHEF R,

£

« T7## CloudWatch AEPBEFHNLEN

- @ Amazon MQ F 7% il CreateLogGroup X R
« 7 Amazon MQ Fit & & T FIRA KK,

- BHIEBRSEEER

T % CloudWatch BEH & FHE

BANECERENEESRNERE  SERERENSAEANFITBFTIER,

EMARBEEABRIAINFORERF ( FXFDEBUGHEIER ) , X Mactivemq.logEl&
CloudWatch Ik EEE, BEEANKRM TR :

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/general

Bz B S AWIERMER JMX 3 ActiveMQ Web 2| EHITHEERRE , ¥ Haudit. logkH HE
KPP EESA, CloudWatch BEAMER M TAIR :

/aws/amazonmqg/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/audit

BIELREFLEHIREERE/ZANE , Amazon MQ FESNMETAFRE—IHHNEE
Mo HERWERM TR,

activemq-b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.10g
activemq-b-1234a5b6-78cd-901e-2fgh-3145j6k17819-2.10g

S1 R -2 ERRTENMEEM, BXEZELR |, ESH Amazon BERFERETHNER A EARN
CloudWatch B &

@ Amazon MQ A F %10 CreateLogGroup X R

E A% Amazon MQ 8% CloudWatch BE4A , BATNBERCIEREZKNENAFHEEIZNX
PR. logs:CreatelLogGroup
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MRERE Amazon MQ AFBIERESRE 2B CreateLogGroup X RF ML Amazon

MQ A , Il Amazon MQ F4& 82 A E4A,

RTRREINBET IAM B R N M ML R AR T logs:CreateLogGroup R,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*"
}
]
}
(® Note

test , REAF"RERFTMAR Amazon MQ BF |, BEREREHRNRERF G/,
BXRXREAFNEE IAM policy WEZEE , 556 (IAM BFiER) PRS0 EEMIAER

JAN
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-access-control-overview-cwl.html#identity-based-policies-cwl
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_identity-management.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html

Amazon MQ FEANGIER

E R Amazon MQ F BEXHEER BE CloudWatch BEA |, FRERE T RRN K UEF
Amazon MQ R AT BE API #4ERIPER : CloudWatch

RNIEEH CloudWatch BEABIZEZ B EHE R
« PutLogEvents— fFEHZIZZIEER CloudWatch BE B ER.

* CreatelLogStream

LTETRRNFERFEFXN1logs: CreateLogStreamMAI N PR1ogs : PutLogEvents, AWS

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": { "Service":
"mq.amazonaws.com" },
"Action": [ "logs:CreateLogStream",
"logs:PutLogEvents" ],
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*"
}

ERE B E T HIRARE , AWS CLI A T8 BT R, ERHIP |, F us-east-1 BNER
SHEE.

aws --region us-east-1 logs put-resource-policy --policy-name AmazonMQ-logs \
--policy-document "{\"Version\": \"2012-10-17\", \"Statement\":
[{ \"Effect\": \"Allow\", \"Principal\": { \"Service\": \"mg.amazonaws.com\" },
\"Action\": [\"logs:CreateLogStream\", \"logs:PutLogEvents\"],
\"Resource\": \"arn:aws:logs:*:*:log-group:\/aws\/amazonmg\/*\" }1}"
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html

Amazon MQ FEANGIER

® Note

BT RAIER/aws/amazonmq/BI4 , HLBRFREN AWS kPP, BNMNXEEE —XE
T RIRE KB

B LS AR S5 R B BRI

BERERER - R22MRE , DTFEFRFEIITRNRNXETRERSIEEERESNRNKAENIT
TR, EHF AWS , BRFEGTRLSBERANBIFRE, — MRS ( FURS ) @A S —TURS
( TBRYARSS ) Bt , AIRERREBRSEL, TTEURINER RS AERENERY E - EFNERET
B, BNZBRFFANBHRNR, N THIEXFER , BN AWS RZH# T LT H | HBERFAE
RSHBIE | XERSEEACER T HREKS F B IFRAR,

ENMNBNEETEEREN Amazon MQ EKrEHEHaws : SourceArnHfaws : SourceAccount 2 B&H
ETXEHARBEH —NHZMNMEEREE CloudWatch B &,

(® Note

MREAFNEREHELTXE £ —KKEGHRFERAR |, aws:SourceAccount EH
aws :SourceArn EFRHIKF AHERMERAIKS 1D,

LT ROERT —HETFRFEMNERE | ZKEF CloudWatch B E 15 [RIHXER R HI 8 24 Amazon MQ
RE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "mq.amazonaws.com"
}I
"Action": [
"logs:CreateLogStream"”,
"logs:PutLogEvents"

B IE B PR SS R IE R FE 347


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon MQ

FRARER

amazonmq/*",

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/

"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:mq:us-

west-1:123456789012:broker:my-broker:123456789012"

}

R T AHE T RIFHRBEEE N RBIKS PRAELL AR CloudWatch BEFEIRER |, M TRFIR.

JSON

amazonmq/*",

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"mq.amazonaws.com"
]
},
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/

"Condition": {
"ArnLike": {
"aws :SourceArn":

"arn:aws:mq:*:123456789012:bxoker:*"

},
"StringEquals": {
"aws :SourceAccount": "123456789012"

Bh LB R SSR B REE
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Amazon MQ FRARIER

BXREBEEREAZZAENESER , B2H (AFER) FEEREARE,

£ Amazon MQ X} CloudWatch B & & 3 1T EHERR

EREEERT , CloudWatch BETBEH R ERETHEIT. B0 BHR 7 5 N (7] 77 H 15 B 204r] f RIX
g R &,

H&4 & & R1E CloudWatch

f# CreateLogGroup fXBRAMLE Amazon MQ AF HERSRE, X Amazon MQ R A BIZ B E
AT,

HERFTHIMTE CloudWatch HEAH

A Amazon MQ BEEE T RFRHN R, XEREBRIUUEAEBEET,

BB HE 349


https://docs.aws.amazon.com/hIAM/latest/UserGuide/confused-deputy.html

Amazon MQ FEANGIER

Amazon MQ Y ECER

AEBHIHT Amazon MQ FHIBREl, 3 F4EE AWS IKF |, AIAERLATFZRE, EFERESR

#l , EZH (Amazon Web Services —fixZE) I AWS [RFEREH ., EIERSREGE , EFHEHNR
FlEFAR TR, BXEFLDHYENEZERHINEZER CloudWatch , S H AL Sk s 230 5 i
MQ {83, CloudWatch

FR

. fE

- EE

» Users

- BIRTAM
- AP| BRI

RE

T&RIETE Amazon MQ RIEHE XK B,

BR 51 i8R

REERW .
&R AWS JIK - A2 ME— Y o

KEXAMITT 1 3 50 MERFZE,

Ree®E ASCIl AT N F R EFIEEN FH/F.

R s FBRFFR. Bk, 9, T

BHBRE (- . _ ~)o
FMXEHRER 200
NEURIR M I S R B

/A Important

FEAT RabbitMQ K&,
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://en.wikipedia.org/wiki/ASCII#Printable_characters

Amazon MQ FEANGIER

PR i8R
mq.*.micro SEBIZEERIEFR 300
REREZ MM & REER
/A Important
FEA T RabbitMQ R,

mq.*.*large SEHIZEERE N 2000,

BMNMENZSA 5
FRISHE ActiveMQ B#r ( BAFIFIER ) CloudWatch {X #4251 1000 4 B K ttb,
CloudWatch
£ RabbitMQ Y5 HLHY B #Ytth ( RA5I ) CloudWatch {X ¥ #2571 500 NE §it |, IERE
CloudWatch BEHKRF.
BEMENFREHR 50

(=

T&RIETE Amazon MQ Bt B <,

BR 5 4 BA

BREEW . X
KEXFANTF 1 3 150 NERF2E,

REea= ASCI AT N F R EHIEERN FFo

AEasTRNTTE. SHE. 9. T
SRBRE (- . _ ~)o

BANEERNEIT 300

BE 351


https://en.wikipedia.org/wiki/ASCII#Printable_characters

Amazon MQ

FRARER

Users

T&RIE T 5 Amazon MQ ActiveMQ X3 F 7 #8 < B L ..

PR 51
AP &

SMENAF (HRES ORI )
BORAPNAR (HESHRIE )

WIETFME
T&RIHTE Amazon MQ BUIEFMEH<EH,

PR 51

BN ERENTFREE

L

KELANT 1 2 100 NFRFZE,

Ree®E ASCIl AT N R EFIEEN FH/,

Rt g =788 FZFH. B%, 9, T
BABORE (- . _ ~)o

KEXRANT 12 &) 250 NERKF 2 H

REEEE ASCll AT N FRHEHIEENFH.

MBREDDE 4 NE—FFF,
TREEEIES (,)o
250

20

L

mg.*.micro SEHIEBRENRN 20GB, &
X Amazon MQ EHIXBENEZES | S
¥ Broker instance types,

Users
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https://en.wikipedia.org/wiki/ASCII#Printable_characters
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Amazon MQ FEANGIER

PR 1 52 B

BNMNARERENEFRAE mq.m5. * SEHIRBKE S 200GB, BHx
Amazon MQ EHIRBNESER , S
i#Broker instance types.

Amazon EBS ZEHHNBNMNMEBNESITRIZERF
fEFABR &l

/A Important
FEA T RabbitMQ R,

50GB, BXEFITNEFEANESZER ,
#250 (Apache ActiveMQ API 3X#4) &
#JobSchedulerUsage

BNMEREN N FREE

/A Important
REHTF RabbitMQ K&,

mq.*.micro SEPIKBEKIENRN 5GB.
BIMNKRBERENGNEREE

/A Important
FEA T RabbitMQ R,

mq.m5. * SEHIREKE S 50GB.

AP BR

ATRERSHR , £FTE Amazon APIs MQ A |, N AWS IKFSCE T AT R GBI R, BRI S
MQ HWEZ{EE APls , 155 H I 5% MQ REST APl &#,

API Rl 353


https://activemq.apache.org/maven/apidocs/org/apache/activemq/usage/JobSchedulerUsage.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ FEANGIER

/A Important

XEFRBAERATERT ActiveMQ WL T# MQ =i& A F RabbitMQ K H 2 # L Iz
MQ. APIsfl#l , Amazon MQ £ PR &lE B/ & ix sk EI,

API| ZRigG R #l AP &= R #l

100 15
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Amazon MQ FEANGIER

Amazon MQ B HE&E

KGN AFER Amazon MQ RER ATEEBEIWEREE , URBRABWLER, Bx—RBEH
B} , {2 [@the section called “[A]FHEZE : —f#if Amazon MQ R B, BEHEESIZBRAWRE |, FS
AT EBS -

Amazon MQ E# ActiveMQ R HEE

HEHE R E 5% B3

— R EHERR ERAARTEERHBEL WA REA Amazon
MQ RE L ActiveMQ Bt AT REIB 249 I (3]
o

BROKER_ENI_E il B SHIMIBRAIER R MEMKZED (ENI)

B, Amazon MQ £ ActiveMQ 5| %
BROKER_ENI_DELETED E#R.

Z4 A_0O0M HREANFRETEMHEAESER
B , Amazon MQ E£# ActiveMQ 5|k
BROKER_OOM &1k,

Amazon MQ L& RabbitMQ el B HEE

P BERR 3

— X PEHERR 2 Wi RabbitMQ XAt 7]
BEIB MY E MR RR

RABBITMQ_MEMORY_ALARM HRENANTFERE (H

CloudWatch #§#sRabbitMQM
emUsed #x1R ) B HIRIRA
RZRHIEY , RabbitMQ £
HEANFEHR, RabbitMQM
emLimit
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Amazon MQ FEANGIER

PR B Bk R B
RABBITMQ_INVALID_KMS_KEY HEABTFEE AWS KMS

key(CMK) &2 8y 4 E

(KMS) ZAWMERR | T D
MQ E# RabbitMQ 5| & —
4N INVALID_KMS_KEY <%

RIEFFENNRB, AWS Key

Management Service

RABBITMQ_INVALID_ASSUMEROLE HI5# MQ TEEER
IBEMN IAM A ARN A |
T 5% MQ LK RabbitMQ
$F5] % —1 INVALID_A
SSUMEROLE K<#121E
FTEEM 8, aws.arns.

assume_role_arn

RabbitMQ_INVALID_ARN_LDAP 3 LDAP BRI~ 253 ARN
TRBTT AL EE , WD
MQ LE# RabbitMQ ¥¥5| & —
AN INVALID_ARN_LDAP %
BRIEFFENRE,

RABBITMQ_INVALID ARN_HTTP % HTTP auth_backend B —
M % ARNs 4 SSL iF$B 5
HTTP auth_backend Y %34A XX
HERRB T EHRE | TS
MQ Lt# RabbitMQ 5| % —
/N INVALID_ARN_HTTP <
BELERB,

Amazon MQ E£# RabbitMQ @@ k& 356



Amazon MQ FRARIER

R HEBR R B
RabbitMQ_INVALID_ARN_SSL LB H R YL HEIE —
HZN CAUEBEEELERK

A EF R | T E#E MQ
Lt # RabbitMQ 5| & —1
INVALID_ARN_SSL X iRk
HERB, ARNs

RABBITMQ_INVALID_ARN HREEERPH—IHZN
ARNs TR =T EHRAT |, T
O# MQ L# RabbitMQ ¥ 5|
& —N INVALID_ARN x4z
EFTEM R,

RabbitMQ_disk_alarm BEPRHBIEIRKA , BT
FHERKEREAEHEE , Ra
bbitMQ 1 R E AN EEBFT
B

RABBITMQ_BROKER_NOT_UPGRADEABLE_TO_V4 HERTEBH T RHENT
o Khepri B9 £ ALK E
RabbitMQ 4 & , I 5j#h
MQ L& RabbitMQ ¥¥5| %
RABBITMQ_BROKER_NO
T UPGRADEABLE_TO V4 x
BIBREMERTE,

B BEEE : —A% Amazon MQ 8] &

ERAART R EEHBELMERER Amazon MQ RIER ATEEERIAIE R |, FlanEESEN
BMREESR,

B

o BRI EEZETNE Web 2HEFL KT Ro

- RNRBIEEZST , A AEA telnet WILEEBER , BRBENESIWTAEEF BIEFEIRE SSL
REBER.

B BHEE . —#% Amazon MQ @] 357



Amazon MQ FERARER
- BOET —IME  BERECERK,
- RNREER , BTHERRARMT L,

BT EEE BRI Web 124 & AL 81 A,

MREEMER Web 2H AL R LT QEZIREFMERRE , RIMNBWERATIRIEE.

1. RESEBSEMNG AL EEEZINENRE, BrEEER B NIELATFFRIEHAE,

2. REMLBEBEEZRMEA FIPS ik AIEEARE, Amazon MQ REEA APl B4ERT X 3F FIPS i &
MAZEFERESFIR B B4 RIEE,

3. RERIEH Public Accessibility (XN FF AT H A1) TR RIZEN Yes (B). MRIZREN No (&) , B
KEIZNFMMEIHEZREHIR (ACL ) AN, MBECIETHENME ACLs , N ATREEEEFE K
M 4& ACL MR EXTRIBRFRIR, BXx Amazon VPC MEMEZER |, 1§25 H (Amazon
VPC AFEr) RV E A BB A

4. REEHRENZSEANN, BRELFERIINT RO !

(® Note

UTimOREs| RIS AH , BF Amazon MQ LB ActiveMQ F1 Amazon MQ L&Y
RabbitMQ & 1[5 By iE #2im 0.

Amazon MQ E#J ActiveMQ
« Web #2#|5& - #w A 8162
« OpenWire — #% A 61617
- AMQP - %M 5671

- STOMP — %0 61614

- MQTT - #% 0 8883

- WSS - %0 61619

Amazon MQ £/ RabbitMQ

« Web 24lAMEE API- %O 443 F 15671
- AMQP - %1 5671
5. NIEHWRES|ZRAZTUTMEERENIR,

BT EEETIRE Web EHIARLIHT Ko 358



https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#vpc-igw-internet-access

Amazon MQ FEANGIER

® Note

SFARAANFFiFRINAE | FES Amazon MQ RIEAEEH Amazon VPC 2 ) Amazon
EC2 =4z 17Nk H 1% 4 I K7,

ActiveMQ on Amazon MQ
ix Amazon MQ £B ActiveMQ RIERY M KIiEEM

1. IFHARRWTITEL,

2. BfTEAT nslookup @ , EREMNRE DNS iBFk. NFE/ZALE, iﬁﬂﬁ'ﬂﬂﬂiﬁi%ﬁi
KiIgTT R active/standby I R A BRIFIR , -1HEF- 2R MBIE—HWRELHE ID F, FL
TRBRAENES,

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

WMREWY , WFERRCEUTUTARN B

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: ec2-12-345-123-45,us-west-2.compute.amazonaws.com

Address: 12.345.123.45
Aliases: b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

EFATEY IP it N 5 Amazon MQ 5| & FIZMEEY IP #but ABICEL, X3RRI £ DNS IR
588 L IFRMAT | WA A BERITTI—F.

3. BTUT telnet %, MiIAEBHWREBHIMERE, HARTRBERANENER, 1B
E8162EEport Bty Web 24 & KM in O 5 HE b4k giiw O LUK H A,

(@ Note

XiF active/standby EBE , MRBFEARZALET RiE1Ttelnet , MEWE—
%Connect failedfBiRER. XEMH2ZA , ENZEAEFREEREZEIT, B

BT EEETIRE Web EHIARLIHT Ko 359



Amazon MQ FEANGIER

ActiveMQ #&EE1T , HEARFBIHRINKER Amazon EFS FESHWNERE, Xt
-1 M -2 KipTRETZes , AEERR RS ER BAES,

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

NFEFHRE , FERRBUTUTATNA .

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'.

4. BERITUTEBREZ—.

« R telnet AT , BERE EstablishedConnectionsCount ¥8¥5 , HEIAKIE
RIEBLREEZE LR, BREAUBIEENRIE General HERBIARETIARE LR, R
WEFRAXTFE , NEFELE —NMNEFPRERETZARE, NRERIERTEE  NEKHE
1T telnet Eﬁ&/ﬂmﬁt , HEFED —DHTEMTEE  RARBENRSI®HES — K.

- MR telnet MHAN , BRERBHEMENEZED , HEINRSH in-use. ABNE
Bl M EEO A Amazon VPC i BE , REEFERNMRAE. EWRIEIT telnet W
TERHAE IP it %ﬁﬁ%ﬁﬁ@lﬁﬂm ACCEPTED , B@EEEHED. ETHEZE
BEMEFRBERS , 5ZH (Amazon VPC F R AGIEFE) FHR EHEHE FRH,

5. 1T curl 5% , BE ActiveMQ BIE Web 24| &8 E#,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:8162/index.html

MRBTHRI , WaHNRRCUTUATARH HTML 324,

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://
www.w3.0rg/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html;
charset=iso-8859-1" />
<title>Apache ActiveMQ</title>
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html

Amazon MQ FEANGIER

RabbitMQ on Amazon MQ
izt Amazon MQ E#Y RabbitMQ IRy W 48 E 2 1%

1. ITHAHFLKEIBSITED,
2. B1TEAT nslookup & , EHERMAIE DNS i8Rk, HLBRTREBRNENEE.

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

MREHK , WFERRUTUTATNHA

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: rabbit-broker-1c23e456ca78-b9000123b4ebbab5.elb.us-
west-2.amazonaws.com
Addresses: 52.12.345.678
52.23.234.56
41.234.567.890
54.123.45.678
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

3. BITHUT telnet % , WHLHWREBHMERE, FRAETIBRNENEER, £7
Blport iy Web 2% 844300 , Al UER5671 7 &R AMQP EER K H .

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

MRBTHRI , WFERRUTUT AT,

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'.

@ Note
Telnet EEFGEJLBHE B XA,

BRI EEEDAE Web 25 AL KT <o 361



Amazon MQ FEANGIER
4. BERITUTEBREZ—,.

o HIR telnet MEHITRIY , B E ConnectionCount IEFRHAFIALIEARIET max-
connections BRIAREEPRENE. BETUELEENRE Connection.log HE4A
RKEBANREEF LR, MRMERATE , NEFELE—NEFIRIEZETZAE, R
BRERTIERE  WEXHIT telnet BRI, WRAELNRERE L MEFHEZIER
ZHNEERA , WAREEEE S I3 E CloudWatch, 895 % 1 — X645,

s NFARALXFHENARE , R telnet WHERY , FREREMHFEEMKZED |, HHEIA
MRABRA in-use. AENMMEEOBCIE Amazon VPC i A% , REEFERWRAE,
EHREA telnet HEHRIE IP bt , HEINEEBIEIR ACCEPTED , BFREIHK
Ee. ETHEZEENEFERBERG , 28 (Amazon VPC FRARIERE) FHR
HEB Z =0,

(® Note
WSBANEATEAS AR FRMNERN Amazon MQ E£H RabbitMQ K3,

5. B1TELT curl a8 , ©E RabbitMQ EE Web 2§ & HiE#E,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:443/index.html

MRBTHRI , WaHNRRCUTUATARN HTML 324,

<!DOCTYPE html>
<html>
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>RabbitMQ Management</title>

BHREBEREET , RAUEH telnet RIEEEBER , BRENTF R
EEREI HIEHIRE SSL RERBR.

BHREBR[QUEP TR EEREBLET I ERMRERH. Amazon MQ REIEH2ERRKR , SIERAERN
BFERTANENZEM,

SSL REIER 362


https://docs.aws.amazon.com/UserGuide/using-eni.html?icmpid=docs_ec2_console
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html

Amazon MQ FEANGIER

FATEIAE Amazon Trust Services F{EH Amazon RIEBMENM (CA) , EEEFIRNEEEMEF
HITHMBRIE. PTE Amazon MQ REBIERIIFEALE CA LHE, BEFEA Amazon 18 CA , BFBE
E/RERE LEMHMIEBN FEHFMH Amazon MQ REBIUEH,

BelEZ7 —1E , BRECEXK.

WMRIEHRIEL T CREATION_FAILED IRA |, iHHITUA TR %,

. REEH IAM R, EOIERE | XTEH AWS F£E IAM FrAmazonMQFullAccessHEBE
NIAM KB IHAEEHP Amazon EC2 NRE, BXREBEERN Amazon EC2 RN EZEER | &
2822 Amazon MQ RERFTER IAM R,

- REZAIRBEEENFNERM T HEM Amazon Virtual Private Cloud ( VPC ) 1, EEHEH
Amazon VPC H 812 Amazon MQ RI2 , B4 JEHAE Amazon VPC K FRIEE,

BWREER , BTHERRRMT L,

MRREBEEEAFER , WAERARTENRRARH.

- BPREBZUER , TR NE TEAITTXEF R, Amazon MQ ERXEERENEYS, B
ERGREIZREH#ITEY . EFNSENRAEMTRE , ERZAKFER /N , EABRTHEER
BLENRE, RETRHSER/INEFNBANEIANERES. AXREBEFEONESER ,
&2 the section called “it XK IE4EH",

- BHREXPIRBETRFIESEHNRAREF THERE, FlI, Emg.t3.micro LETEFTHER
BURSSBAEERRF. RSN CPU MRAEFRENRENFEARITREXSBRNERIE
B. EERLNKREFERATZL CPUNRE , BRIFBEHNSIZRBEMEALUT CloudWatch 3E#5.

« Amazon MQ L£H ActiveMQ - 8% CpuUtilization A THERE YA FEHAMNE 2B Amazon
EC2 compute unit B2 tb. ¥ & HeapUsage , THAREB aIFEAM ActiveMQ JVM ATFRHIRY
Bo k.

« Amazon MQ E#J RabbitMQ - #2 SystemCpuUtilization A THAREYFFEHANE o2&
Amazon EC2 compute unit B%'tt. #% RabbitMQMemUsed , T#ELLET &K RAM EH
£ , A/GBREL RabbitMQMemLimit , 5 RabbitMQ ¥ RERMN KN F B 7 .

BRRELFIEB LR IMA R THEAFEREBSFIEBENEZE L |, ESH Broker instance
typeso
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Amazon MQ L/ ActiveMQ BB HEE

ERAATE A BRI M EERER Amazon MQ K LHY ActiveMQ B AT sEIE EIHY F I (B &

B3
- RERELBET AFIEHE , BERMEZERE CloudWatch BEFBEERNELLANEN BERFITH
-+

/N o

- RESEHLEFRE , RSN RUNNING , Bt A EZIRNRE, AHAL?
- REIBRN —EFS R ERIIRE | mEMES RN EEELE,

o BREWITIRIEN , £ ActiveMQ 2 %14 &% org.apache.jasper.JasperException: An exception
occurred processing JSP page & &,

REREEZLBET BEIER , BEMTIERE CloudWatch HEFFEERNE
LANEIABEIFITAE

MR IBTTETE Logs PEFLRL AW CloudWatch BE |, BRITU T8,

1. REVNERESREEFNAFRSEEE logs:CreateLogGroup R, MBEKREAFVIESR

ERREZHfF CreateLogGroup RFMABIZAF , M Amazon MQ T4 8|2 B KA,

2. RELRERDFETERENFEREE N AT Amazon MQ ¥ BE XA ZE A& CloudWatch « ERF
Amazon MQ F BE X HREH AE CloudWatch BE4A |, FEREE TR ENEELE T Amazon
MQ HRIAT BE APl 4ERER : CloudWatch

e CreatelLogStream— NIEEM CloudWatch HEAREBEBER
« PutLogEvents— MEM4EZEEIEERN CloudWatch HEBER.

BXE Amazon MQ Lt & ActiveMQ LS B CloudWatch G2 BENEZELE , ESEEEHR

RESRRLFPNES , RSN RUNNING , BT R EEaRNRE,
HHA 2
BT ZBRINREBERRE. TNNEFP R BREXERELFESHPEREZMEZ |, HatEAEHl)

2BE, TREWER  REBEERENEZ AR ITEREHTELREMN Amazon EFS 5 Amazon
EBS B8R RETREXRENHEESIREN., EEBHIE , Amazon MQ & FEZREENFEEZE
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/configure-logging-monitoring-activemq.html
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NRERNE,. EFEIALIZHE , BRI LLAIE CloudWatch sEA T ActiveMQ B9 Amazon MQ 2LBHUT
1BHR -

-+ StoragePercentUsage - A Z|SHIEIR 100% W AB 7 LSRR IBIELESE,

 JournalFilesForFullRecovery - R REFAEEXANERGHEBNAEXHH. EEMNS
BFEST 1 RRFERBRANES , TRAEER S HERERE,

- OpenTransactionCount - EEEMNHFATERTIRENZHZEEUANEANER , NS BUE
BRI,

ERIEE , RANBWEFEH rollback() = commit() RBRXAES, EXEZERE , URE
BEMFEH rollback() R XA BEZHNRBRA , FSHEME XA 5,

BEIBN-—LEEP R OEEIRE , MEMEF RN TTEREE,

MREMAIEL T RUNNING REH B —EFFimeeB RIEEIRE K MEMTFREEERE  £7
REELEE TRENEAPEEYRG, ERIELREEEINKIERBIRS , BHRITUTRE

o £ “BE FEFHE Amazon MQ L ActiveMQ KEHBEHAZL4L ABE, CloudWatch 1R 2%
RRE , BAEEREAEDREZ Reached Maximum Connections. BHxT D MQ X3 LK
ActiveMQ CloudWatch BENEZEELR |, 5, the section called “7 ## CloudWatch H & &5
LK

BRBEFOEEBRS , RN EHIELIMANEANEE, EFREEE | RMNBUAREHRESEK
BIRE, BXNITENBERRESFIXBENESFEE , 1S HBroker instance types,

MBEEEWINEREEHRERTRENEERRESG , WRBETESERESHEFHEX. RESHNRIEH
&, ERARKEBEEHIM ... Inactive for longer than 600000 ms - removing ...
%H. BERBEBRATFHESRIEEZNB., HEFiHET Network Load Balancer (NLB) E 1|
RE , ALEMFEEMENEREIIREN , SN ERRLEMAL, XEETEIBENEFHPERNE
Mo

BFREFFIRES , TRESTHHARFE. KENE 600000 EWRFEFENN TCP ERE | HRHE
BEEERT
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REWITHRIER |, £ ActiveMQ 251 E LF
org.apache.jasper.JasperException: An exception occurred
processing JSP page &%,

MREERNBAIMETRFEAMRENFHRIUEMEE AuthorizationPlugin , EHARER XML
BB H AuthorizationEntries ;t¥& , ¥R activemg-webconsole BAMEFMBRAGI
METHNR. X ITLABR ActiveMQ Web 2 #I B 8EHB 5 ActiveMQ RE# TEE.

ARl AuthorizationEntry FNETAERSIFEBHEREMEARREIZE T activemq-
webconsole B4,

<authorizationEntries>
<authorizationEntry admin="activemqg-webconsole,admins,users" topic=">"
read="activemg-webconsole, admins, users" write="activemqg-webconsole,admins,users" />
<authorizationEntry admin="activemqg-webconsole,admins,users" queue=">"
read="activemg-webconsole, admins, users" write="activemqg-webconsole,admins,users" />
</authorizationEntries>

B, HENKREES LDAP £/ , BEEAFNPERF amazonmg-console-admins #4H., BX
LDAP £ EZEL , S H the section called “LDAP K TSR,

B BHEE : Amazon MQ LB RabbitMQ
AT E B R BRI MR REA Amazon MQ I LAY RabbitMQ B o] REI& 2 HY & L[| &2,

Bx

- RERETINEMRASIRELEHE ISR CloudWatch,

- Y{A7E Amazon MQ £ RabbitMQ & /3 FfE# ?

- REEFEXRRIER Amazon VPC BLiE,

- SRHBCEEFEENNIIRY,

- &E Amazon MQ for RabbitMQ # L HI{R B4 FER B F.
- REETRRNRLEENFEEERAKS,

BREFRETBRBBAIIHE N EH R PR CloudWatchs

MBRITEEDEENIHE I EHMIESR CloudWatch , HRELWAIIHEENEZE2EEEEM
g, HIRAFREMIE ASCI F5F,
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Amazon MQ TEN BB E M, HIRFRHEMIE ASCII FZRFHVE M ENMBA SR FIEIR.

EX4EEEZMNEZESR |, 152 Amazon CloudWatch APl S Z 4% E,

W{A#E Amazon MQ £/ RabbitMQ 3 BiE#H ?

Amazon MQ LEH#J RabbitMQ B &i{¥ x#F RabbitMQ ¥, Shovel. Federation., —BMEFH3XE
% XEHEHERINEH. BXERAZSIEBEHNESEER | B3 the section called “fi#",

RIEEFEXRREHN Amazon VPC ELiE,

Amazon MQ A X #EEEBREFEHR Amazon VPC BLiE, HIE , BEEMFEHFH Amazon VPC B
EREFHNNRE K REEAFHNREER URL EHEFHIERE URL,

SHMECEERNAIIRSL,
BEIR RabbitMQ B RFEIRN , EUELRATAEA — PRSI LHHE, XEAFIATEEE
HFFAZABBAS YRS , EUFRF  MUNRFITRELATRAAEA. KRS THES
REEREE , BEETRERATER.

EXRELENERALGEAIIBELSNESR |, iS5 the section called “fi# R E{ZRAFIE L HI B 7,

FH# Amazon MQ for RabbitMQ £l TFERS BT,

31 R &M B Amazon MQ for RabbitMQ 2 RAIKE , MREERMSERBNERED  HER
FARIAR, XT84 SH RabbitMQ ¥t ABHBHLL , 3 AERNBRRZ AL SRBOET
#—$REH, NREHRELTERBRS , LHFFTAMA Amazon MQ #EH B {ERERBRE X
FEH.

EMELHNRE , RNBUARIERESAFNEAXRPIRE, EEHHETE , BIUERKGML
BHISAFERNARE  RAEERHBLTEET RZBERTAIEL,

B ENHBERNELENFEEEAKS,

AT LAER IAM B RIFIREFRNER. HEHN AWS K5 H HE Web BRE B HRIE |, ¢l2ERER
B Web SN IAM A€ |, HENKREERENEY OAuth 2.0 3 IAM AR , AEER IAM

ERIRE JWT SHEACIBRFNERRRAF., BXEFEHMEA , iHSH@the section called “F A IAM & 15

WU F RN
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Amazon MQ £ ActiveMQ : T il BR3# 4 M & 42 O 23R

LIMIBR AR AR MEMLIED (ENI) B, Amazon MQ E# ActiveMQ fF5| %
BROKER_ENI_DELETED 21k, &8 X612 Amazon MQ £IER} , Amazon MQ 2EEKF TH
Virtual Private Cloud (VPC ) HfEHMMEED , AFEEKRE EC2 R,

A BERIMERLMNEED, BRIMERMEZOTRESSBKAZTREN VPC MREZBHE
B, mREEBMERMEERD , WAl RAE,

Amazon MQ E# ActiveMQ : RIEBRNEZEFEEIR

LREBRANEFAETFTEMEAERSF/IFN , Amazon MQ £ ActiveMQ 5| % BROKER_OOM &
o BRBUATEFSIB/H (L ARBER ), REL2ERENNEEORLAERENIRES
He AFAEFEREFREMEETREINREBAEELHAETSHER , FHEIES , SRENKEN
2ZBIRF,

ZIABER T , Amazon MQ & RENRER AR, BB G E Amazon CloudWatch &&=
£ A CloudWatch API SREFE RN R LEEFR. 12 M ActiveMQ BROKER_OOM EBRAt , A FIEHRTR
R :

I 5% MQ $E#7 CloudWatch NEFEEASSHERER

TotalMessageCount HEERERARERZE—E
ERENFER. SEHRITHA
REERRRSEMSA , AT
ESHESNFER.

HeapUsage RIEBHRIEAR ActiveMQ
JVM RERFHINE D . BS
WEPHRTREBEEFEAK
ERR, MAESH OOM &
R

ConnectionCount EFmEEERANE , FAS
ZRNEEATRERSHEANE
L £
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I 5% MQ $E#7 CloudWatch NEFEEASSHERER

CpuUtilization REHEEEFERANES 2B
EC2 itE RN E DL,
TotalConsumerCount NFEZEREBENENEH

&, HEEEERWEERSE
AN EFEINSEEINE. K
BERAEEEARERERNT
R, ASBEAEER,

R EFH B EHHE S BROKER_OOM &R , BHAREEAEE, Hit , BALUEBRREENR
HARIESEHIZER | EaJLUERRIEEIIAERTEEER T HHEE ., BALE Amazon MQ EH
ActiveMQ FIEXEFR THRES X THERENMENEER,

Amazon MQ for RabbitMQ : B NEER

LURENHINEEHAE (3R CloudWatch #§#RRabbitMQMemUsed#7iR ) B HFRIRH RN IZPR &I |, EH
F RabbitMQ # Amazon MQ F& HAFF 2 EH. RabbitMQMemLimit

SIREAFERN RabbitMQ REMBELFFERFEENE MK, ENREARSHAEEER , £
FAASIEZEE , SRHIE A ERE RIS MM EREZCAIRE,

BEVMNBRASAFER , BELEEMAERT RabbitMQ WEHESSE , RETRA TSR,

/A Important

« RabbitMQMemLimit BB Amazon MQ RE& , A BNENXRFIXBENTARNEFEHITTE
A, BXEZELR , H3H the section called “WIF ML EFR,

« Amazon MQ EBE SN EERRNTLEHEHNRE , A RNSEZREBEHE X HEIRMNR
Bl RebootBroker API BERE.

ST LSRN EER

B E T L2 HT Amazon MQ for RabbitMQ R LW ERNEFEER. RIMNBNEESRRENESR
RabbitMQ M 7T 2 &l & FE 5% MQ $8¥r. CloudWatch

RABBITMQ_MEMORY_ALARM 369
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FRARER

£/ RabbitMQ Web #5812l & N7 E R

RabbitMQ Web #Z2#| & AT EKME REBMN T KRN FARNFEABRES. EAESUATREERL

E8

1. BFAWS BEZFIA ATFLENLLER RabbitMQ MRS &,

2. 7 RabbitMQ #2#l& £/ Overview ( 8% ) WE , M Nodes ( TR ) JIRFPIEFE—NTREM
3. EWKREMEENME , %F Memory details ( IFHFAFEE ) BT UEFTSHNAEEH

BREE.

RabbitMQ 7£ Web 2% & RN AFEARBRER T URBBEREMLE R R AIEEL SR FHE
KERAFEHR. BXET RabbitMQ Web #2#I 5K A FEABRARES , B2 [ RabbitMQ BRS

BR ARG ER N FEA DT,

£/ Amazon MQ $EFRZHTE A FE R

ZIABER T , Amazon MQ B REHNRER AR, B LUBN5E CloudWatch #2# & =6 A
CloudWatch AP| R&EF BN AL EIEPR. L TIEFREZ I RabbitMQ &N EFEERIEEEFT A,

5 MQ $E#8 CloudWatch

MessageCount

QueueCount

ConnectionCount

ChannelCount

REEASEHNERER

HEERERANEF 2 —E
FREANEFSR. SESUTHA
RRERARIEMSEA , AT
RSBERFER.

AFIFREREFS , FEXRE
BAZITTRES S BE R IF B

ERmERERAANE  FAT
ZRNEEATRERSHEANE

Bl

SEgsnl |, FRENEEE
S A T AN
h FEARBETESSH
EREER.

SR DR NFER
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FRARER

5 MQ $E#7 CloudWatch

ConsumerCount

PublishRate

N ERT SRR

XN TFEEEAENFME
&, HEEEERWEEASE
ZEFMEFEINEEINEF. K
BERAEEEARERERNT
R, ASBEREER,

R HERLERARENRN
7o MREERMIMRENIR
Y S H BEREESRERH
BEmIERENER MK
HEagREIsAFER.

SR 2: NEBANFLESHAEFER

@ Note

EAXDLENRER , RABBITMQ_MEMORY_ALARM RS A EEZEZE /LN NI F 8EF R

BIEFTA RabbitMQ M REXERENERTA L E. W TRRFINESINEELMER | BIHER
BUTF R BB RER A MFAFs RabbitMQ &R 7&K

= R 1768 A SRR

HEHRE

BA S 24
EER

BERS

Amazon MQ 2B 1L

HERMEAFIEER, B2
BA 51 A B9 5H B S AC 2 i BR
BA B

HABFI
HOE S,

Amazon MQ i B 21

BREMAS , FiESE
1 BA B R EE PR 1o

RIE SRR T BB PR
WREB SRR RE LR,

REFFwNARF LS
EENRABER,

SR 2 REABESAEER
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= R EE A KR Amazon MQ b2 Amazon MQ FRBrFZEW
EREHK BAOEZBRENFERER ’EB—NMIWEREMIRIR
il
SHEXMER BRAEAXAEEAELEEEN FREMEHRIA.
BE,
B mEEEIRERE BREFFHEREZIREL FRAKEEERBREEZESR
EAhBFERAHESRERER HWRENME,
BRER,

REANFERFERG , EUURENRMIRBEARINEFESRRNEE, BXOAERRELRFIKE
WIEE , 28 (Amazon MQ REST APl £#&) ## UpdateBrokerInput,

(@ Note

BB RIEM mq.m5. x SEBIERERED mq.t3.micro SEHIKE, BREE , HAMRNKE
HAIBHRE,

5% MQ £B RabbitMQ : AT AWS Key Management
Service

HEAZFEE AWS KMS key(CMK) BIZMAERNE (KMS) ZHFEEAN , LI MQ L&Y
RabbitMQ 5| & —“ INVALID_KMS_KEY XEREMFENRIB, AWS Key Management Service
A CMK B RabbitMQ REREFAEHRILE KMS Z4ARBERAURRERFREEAMAE Y
EREN, R RabbitMQ TZERIIFAREEEA , IRKERFFHERE , RabbitMQ iR [
INVALID_KMS_KEY,

MRZEERN KMS 4, REEFREEEFREER KMS ZHANEERNIR, EEEHEAEHAN
REEBFEFBZH , REEFLTEAEAZNEARITNREEE, KMS ZHEZAM RabbitMQ £
BERFSHREE , U LLERE/, £ RabbitMQ HE KMS ZHBXRLATEIRESE , BHNRERF
FMNEEX BB, Amazon MQ FA2EHAZAN KMS R EFBHIREREF , #EH , REREREFR
PHEBF LM KMS 240 , i RebootBroker API EIRE R &,
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2R R INVALID_KMS_KEY

EY M AARR INVALID_KMS_KEY BEFMFENNRB , BXMEATS AWS TRE (CLI) MEHE,
AWS Key Management Service

BB REN KMS %4

1. V@H DescribeBroker FZELUK TR CMK RERFH kmsKeyId,

2. E3F AWS Key Management Service %18,

3. EEFREXZHANEL , REEEENRKEREFN KMS 48 ID , HRIERSHEEA.
4

MRIEH KMS RHACHWER , FESEREZARERENEAEZEN  RGEREH. ENERE
5 , B4 MFF RabbitMQ FHIETE 7 MR A X A BRo

ERIUIXENBENRENEREN KMS ZHMXE , FHEAListGrantListGrant 77 7EKK
iEmg_rabbit_grantfmq_grant2&EFE. ME KMS BNRZ4ASTHMIBR , WA BRAER
F, HEAMELXENRIGIE— N TNRERR. BXBBRRERFNSR , BSAMGRRERR,

ERHIE INVALID_KMS_KEY XBIZREFMENARE , BOFIMBRRER KMS H4 = CMK RN, 1
RIGEMIBRZER | B BRI E,

Amazon MQ £/ RabbitMQ : BiZ PR 4| &3R

RERFERKA , AT HRMFEEMKEFREAEEL , RabbitMQ T REANKEEEMEL. H
RIBRY AT ARA ZE A ( B Amazon CloudWatch $#§45RabbitMQDiskFreetRiR ) & E HARIR AV LA R
#lrt , RabbitMQ fF % H 4 # PR 18R, RabbitMQDiskFreelLimit RabbitMQDiskFreelimitH
Amazon MQ RE , EXNER T BMREXLFRENTAMEZR., BXELZEER , BSH the
section called “WZ M BER -

5| Rt E PR HIERAY Amazon MQ for RabbitMQ [T EZRHHIEE ., WRAHEMEAELTE
—EELE  WEREWRTEEZEBUES . EEFFIE1T RabbitMQ it , MEBERIEEFTEN, MR
— M REF/ETRES , WABEHMT SEFHELEEZARNER. BTRIBEZE , REAEEQER
HABCEBER 12 M AR E 2L RV R &R

Amazon MQ BRI HMAEHRNFTLEHMBINRE , HAENLTEZREBHRE S| R EHRTIRE
RebootBroker APl B#ERE,
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https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/amazon-mq-deleting-broker.html

Amazon MQ FEANGIER

® Note
BRI EM mq.m5 SEHIRBBER A mq.t3.micro KHIEE, REEFERE , WA

BRACIE F 6 @AY LI,

TR R R PRI

FINBER T , Amazon MQ HaRNENRER AER. S L& GR Amazon CloudWatch 2§ & %
£/ CloudWatch APl SREF B AR LEIEIR. MessageCount 212 H RabbitMQ %% BR #1 8 R AT 89
BERER. BERERERAREFZI—EFREENEY. BRI BRRTHAFRZRALESEA , mA
RES BRI A B R,

TY MR REER | BEA Amazon MQ EERE AHITI TR

- BIEINERUER R M EBASIAER.
« BERBABIREYE R
« MIBRAIEHBIBATI,

(@ Note
EEIXIMMSENRERS , RABBITMQ_DISK_ ALARM RS A BEEE LAY F REB R

AL ARG EREARE , B FENEFREARHEEHMRRNIZM. BROAEHRE
HSEFIRBME R | ES @ (Amazon MQ REST APl %) H# UpdateBrokerInput, EAIEE
Wik & HmEMEREERTRNERE,

Amazon MQ for RabbitMQ : SEfIZE R T FEIR

RABBITMQ_CLUSTER_DISK_USAGE_TOO_HIGH_FOR_INSTANCE_CHANGE F/~HTF % &l RabbitMQ
TREEFRAERIE , TESREHTERNREXFIRBTE, HLaREFEHEBTIERFTR

IR IE RSB A AT A ZREET |, EA T RabbitMQ B9 Amazon MQ & H itk 2#R, CloudWatch
RabbitMQDiskFree

# A RABBITMQ_CLUSTER_DISK_USAGE_TOO_HIGH_FOR_INSTANCE_CHANGE JRZSH RabbitMQ
RENAEXEVNAEFTH , BERWIFRBEETEFTLHIT, Amazon MQ RFELRESTE
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BRE  BREUBERARNETERXFIRENERE , ERTEEXEHRE, FHRET , REBF
M= B HEHIEAEH ModifyBroker APl BEREIRE,

W FAL FR S A 26 R A T B 4R

FIAMBERT , Amazon MQ oA EHNRIEE AR, BB CloudWatch 24 &= A
CloudWatch APl REE BN R LEIEIR. MessageCountH B A[LAfEFARabbitMQDiskFreefs#rit
1T MTRABBITMQ_CLUSTER_DISK_USAGE_TOO_HIGH_FOR_INSTANCE_CHANGE.

ERBRRERSH ARV KFIRBETEUERIT , HEM Amazon MQ BEEZH AT TIRE

- BIEFTEEUER R A EIASIEER.
« BERBABIHHE R
o MIBRICEFAIRAT,

@ Note
EEXMEE
J& , RABBITMQ_CLUSTER_DISK_ USAGE_TOO_HIGH_FOR_INSTANCE_CHANGE JRZA TR REE
BN S BEE R,

I 5# MQ LH RabbitMQ : IAM X AB B

MPEEN IAM £ ARN TRHBLEZHL T# MQ B8 , T3# MQ £/ RabbitMQ 3| % —1
INVALID_ASSUMEROLE *<Bi2EFFENNAE, aws.arns.assume_role_arnYZABTRELE.
SEZFAMNTTEMN AWS Ik | H#& 5 mg.amazonaws.com SRZ X EBRNEERRN , MK EX
B o

RABBITMQ_INVALID_ASSUMEROLE fRE XA KRBT ER R LDAP S RIEFFIENERIIES ,
M-S 3 LDAP 4K IUER A, R LDAP RiEE—BRENSHRIESZ , WA NLTEEESIR
#, Amazon MQ FEMEA IAM BSEFEETH R R IEEE ARNs 5| A/ AWS %R , 5I20A T LDAP
B IUER AWS Secrets Manager 2475, Amazon S3 XK.,

% Wi K%k RABBITMQ_INVALID_ASSUMEROLE

E Wi MR RABBITMQ_INVALID_ASSUMEROLE #®{EFTEFENAB , B40EA T S# B EFEH
Ao CloudWatch AWS Identity and Access Management

L3
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BRI B ERE

1.

S ZE Amazon CloudWatch Logs Insights , REXEHNKR LA BELIZITL
amazonmqg/broker/<broker-id>/general :

fields @timestamp, @message

| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| 1imit 10000

ERRUTUTARNERHES

[error] <@.254.0> aws_arn_config: {handle_assume_role, {error,
{assume_role_failed, "AWS service is unavailable"}}}

BE IAM AGEEHEEFEMEA , Flun .

- BRZABEZLZANLTE -1 AWS K/ H

- BIMEEFRKES AL mg.amazonaws.com IBEZAE

- BWINZABERHEME AWS RIRHME R R
EEFHREEEZA , /A ARN 15 [0%IE APl i RRIHEERF,
EHREREAETSNRE,

T 5% MQ £/ RabbitMQ : LDAP ARN F53K

47 LDAP &K ZBE BN ARN BRE L EFER , WEE MQ £H
RabbitMQ ¥¥5| % — INVALID_ARN_LDAP X BI2EFTEMNREB, XEA
Faws.arns.auth_ldap.dn_lookup_bind.passwordsi# ARNs {EEH K

Manager B %40,

AT &Eif/aws/

Zaws.arns.auth_ldap.other_bind.password , E&5| & E A4 3X4 AWS Secrets

RABBITMQ_INVALID_ARN_LDAP B XA ETTEME A LDAP lRFKF#ITH AR |, XS
LDAP S RIEF A A, R LDAP BRE-ERENSHRIESE , WAFFLTEERIRE, BN

secretsmanager: IAM £ &I RGetSecretValue 1 &,

ARNs T8 H T ARN EZEBREIR, XA EFENEZANSIA, NBLTERE AWS TEXEH

RABBITMQ_INVALID_ARN_LDAP
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i Wi 3 %R RABBITMQ_INVALID_ARN_LDAP

EZ AR RABBITMQ_INVALID_ARN_LDAP BREFMEMN R , B4 ERT IE A EMEZEH A,
CloudWatch

FRIRTTIRHY LDAP ARN [6]#&

1. 5 ZE Amazon CloudWatch Logs Insights , AEX WAL AN BELAZTUTER/aws/
amazonmq/broker/<broker-id>/general :

fields @timestamp, @message

| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| limit 10000

2. BEREXLTUTATHNEBERHES :

[error] <@.254.0> aws_arn_config: {<<"could not resolve
ARN 'arn:aws:secretsmanager:xxx' for configuration
'aws.arns.auth_ldap.dn_lookup_bind.password', error: \"AWS service is unavailable
\"">>, {error,"AWS service is unavailable"}}

3. #®&E Secrets Manager Z4AHIEEMMA R |, Hi40 :

- RITFRAREERLANTRE— AWS X

- ¥k ARN B2 EH

- R IAM A& EF secretsmanager: fX PR GetSecretValue
4. HEEHNREEB 28, £/ ARN i RIKIE APl S BIEHEERF,
5. EFMREREHERRE,

T 5% MQ £/ RabbitMQ : HTTP ARN F&3K

% HTTP auth_backend B — 2t % ARNs > SSL iEH 3 HTTP auth_backend #9240 34
TR T EH A |, TEE MQ L# RabbitMQ 5| & —/ INVALID_ARN_HTTP Xx##&%
MHERL, XFEMAFaws.arns.auth_http.ssl_options.certfiles g EH ARNS

LR H iR RABBITMQ_INVALID_ARN_LDAP 377
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aws.arns.auth_http.ssl_options.cacertfileaws.arns.auth_http.ssl_options.keyfile,
eH4AE| BEEIEPMFAR Amazon S3 X &K H AWS Secrets Manager #1%,

RABBITMQ_INVALID_ARN_HTTP lBEX AR EBLEZE N HTTP RZB[HTE MR, MR HTTP
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GetSecretValue anager: fX R R 2iER K-
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1. BfnE Amazon CloudWatch Logs Insights , RAENEBHARL AN A ERZTUTER/aws/
amazonmqg/broker/<broker-id>/general :

fields @timestamp, @message

| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| limit 10000

2. BRRLUTUTARNERES :

[error] <0.209.0> aws_arn_config: {<<"could not resolve ARN 'arn:aws:s3:::xxxx' for
configuration 'aws.arns.auth_http.ssl_options.certfile', error: \"AWS service is
unavailable\"">>, {error, "AWS service is unavailable"}}
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LU A i# R RABBITMQ_INVALID_ARN_HTTP 378



Amazon MQ FEANGIER

5% MQ £/# RabbitMQ : SSL ARN F 3K

LA HRRIEHFEN —PHZ CAIEBEEELRI T EHRE |, T

% MQ £# RabbitMQ $#5]% —4 INVALID_ARN_SSL XEBRELER

B, ARNs XiEMA Faws.arns.ssl_options.cacertfilemFi5EM
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1. BfnE Amazon CloudWatch Logs Insights , RAENEBHARL AN A ERZTUTER/aws/
amazonmqg/broker/<broker-id>/general :

fields @timestamp, @message

| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| 1limit 10000

2. BERIXLPTUTABTNHERHEER

[error] <0@.209.0> aws_arn_config: {<<"could not resolve ARN 'arn:aws:acm-pca:xxxx'
for configuration 'aws.arns.ssl_options.cacertfile', error: \"AWS service is
unavailable\"">>, {error, "AWS service is unavailable"}}
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RABBITMQ_INVALID_ARN_SSL 379



Amazon MQ A& AR
- RIFRARETELXLANTRE— AWS X
« i\ ARN iBEIEH
- R IAM A EH s3: GetObject /acm-pca: PR GetCertificateAuthorityCertificate
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( 5120 RABBITMQ_INVALID_ARN_LDAP = RABBITMQ_INVALID_ASSUMEROLE &
RABBITMQ_INVALID_ASSUMEROLE ) &K&&=H# SSLiE+#. AWS Secrets Manager #l#, Amazon
S3 XK HHA AWS BIR5I A,
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Mo ARNs BT HAGRINERAEEF AR , FERERIERER , I5HBN ARN TEHET.
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1. 5 ZE Amazon CloudWatch Logs Insights , RAEXEWELL AN BELHEZTUTER/aws/
amazonmqg/broker/<broker-id>/general :

fields @timestamp, @message

| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| 1limit 10000

2. BEERRLTUTABTNERHER :
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[error] <@.254.0> aws_arn_config: {<<"could not resolve ARN
'arn:aws:s3:::bucket-name/certificate.pem' for configuration
'aws.arns.auth_ldap.ssl_options.cacertfile', error: \"AWS service is unavailable

\"">>, {error,"AWS service is unavailable"}}
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- BRI FEREEREMNTRHE— AWS XiF
- i\ ARN BEIEH
- TR 1AM £ & B 517 5 IR A8 R R
4. EEHREEBZ8 , F£H ARN HRRKIE APl iR RIHEERF.
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CloudFormation AWS CLI, 3% AWS CDK #E7f& 1] | Amazon MQ AWS X3}
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« RabbitMQ B B &

BXXFH Amazon MQ for RabbitMQ RAFMRKXEBAENEZER , BESH E
I Amazon MQ for RabbitMQ 5|2 iR 24,

2023 £7 A 27  Amazon MQ for RabbitMQ I X #F R &K RabbitMQ KIEBGIZMMN AHEE.

H
BEXxpRXERNEENESER , HZHRabbitMQ Broker Configurations.

BRUBENESESR , FSH -

- BEARK
- BEARBNESE

2023 % 6 A 23  Amazon MQ 1EXF ActiveMQ 5.17.3 , iIXB—NIRRES| EiRA, LEhRAS
H ¥ Amazon MQ F#FHEXIFHEE H ( CRDR ) 431,

EXEZER , BSETINE :

- EFHHEEA CRDR , EZH (FAARIERE) AHAmMazon MQ for
ActiveMQ B9 X g BB & Fo

« ActiveMQ 5.17.3 KT E

- &I Amazon MQ for ActiveMQ 5| Z A

o A% Amazon MQ X ¥E 5| Z x4
« £/ Spring XML & & 324
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H & XA EH

2023 £ 6 A 21 Amazon MQ for ActiveMQ I E IR 5B XiFEh#EE # (CRDR) ZhgE , AiF[E

=| BEMNEXENERERSEHIEEAXBHRIARE, AWS MREXFHFH
FRELIMBFE , MALEL B BRBEARER |, SR XEFHEIARKE
BARNERE,

EFBBEA CRDR , ESH (FAARIERE) ABIAMazon MQ for ActiveMQ
B 5 X EE S #l.

2023 5 18 Amazon MQ HIECHELUATXEHEY :

H
.« WA#KX (BRE)

- TA#X (BEUE )
« KM ( EHEST )
o KM ( FRERM )

BEXATAXENEER , 50 (AWS —#xZE) FH AWS KigMix <.

2023 F 4 A 14 Amazon MQ for RabbitMQ I # X #f RabbitMQ hix s 3.9.27,

H
BRUERAFNEENBINESER , FSRAUTAR :

« RabbitMQ 3.9.27 X F RabbitMQ RS 25 F i ER K 1T1% 8 GitHub
 RabbitMQ Bk B &

BXXFEFH Amazon MQ for RabbitMQ IiRAMKEARNESFEE , FSH &
¥ Amazon MQ for RabbitMQ 3|2k 4<,
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2023 F 4 A 14 Amazon MQ for RabbitMQ I £ X #F RabbitMQ kx4~ 3.10.20,

H
BRUERAFHEENFHINESER , FSRAUATAR :

« X T RabbitMQ AR5 8577 1& FEH RabbitMQ 3.10.20 K171 EA GitHub
 RabbitMQ Bk B &

BXXFH Amazon MQ for RabbitMQ RAFMRKXEBAENEZER , BESH E
I Amazon MQ for RabbitMQ 5|2 iR 24,

2023 £ 3 A 31 Amazon MQ for RabbitMQ 22 RabbitMQ 5|Zkx 7 3.10.17

H
Amazon MQ for RabbitMQ B RA 1 RabbitMQ WY TR EE LR KM |, iRAK

3.10.17 £# RabbitMQ EE#ZH & FE B, Amazon MQ EREILLIRA. H
TRRBRLERFNEM , FERINSE D EIF RabbitMQ WHFHAN T AW ER | £
A 3.10.10 ARG BF N R BREF . RONBUCBCERAFRIET , LB ZHIRE

BRFHEIRIEE. TEEMMERLIEE,

BX T A Amazon MQ for RabbitMQ A EZEE |, iEZE Amazon MQ
for RabbitMQ 5|2 hx 4%,

2023 £ 3 A 1 Amazon MQ for RabbitMQ I X #F RabbitMQ kx4~ 3.10.17,

H
BRUERATNEENBINESER , FSRAUATARE :

« RabbitMQ 3.10.17 < F RabbitMQ AR5 2517 FERI R 1T B GitHub
 RabbitMQ Bk B &

BXXFEFH Amazon MQ for RabbitMQ IiRAMKEARNESFEE , TSH &
¥ Amazon MQ for RabbitMQ B|Z kx4,
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Amazon MQ FEANGIER

H & XA

2023 F 2 A 21 & AT RabbitMQ B Z# MQ I 25 AWS Key Management Service (KMS)

H £, UREHERSSH[mMEE, NE , BAlEREESNEFEE CMK , REE
AWS KMS Ik~ {fEHA AWS & KMS 4. BXEZER , BSH B85m
Z,

Amazon MQ XFBE LT HERXFEHR AWS KMS 4,

« Amazon MQ B KMS %4f ( BRIAE ) - 2463 Amazon MQ EHE
B BFRELENKF P,

- AWS & KMS %41 — AWS & KMS 24 (aws/mq) 220K FH KMS
44 , H Amazon MQ RKRECIE, BEEHNER,

- ERNENEFEERN KMS Z4] - EFREEXN CMK &1 AWS Key
Management Service (KMS) &I M EE,

2023 F 1 A 13 Amazon MQ for RabbitMQ Il 7 X #F RabbitMQ iRA 3.8.34,

H
BRUEMAFNEBENBINESER , FSHANUTARAE

« RabbitMQ 3.8.34 xF RabbitMQ k%8517 FERY X 1714 B8 GitHub
« RabbitMQ Btk B &

BXXFH Amazon MQ for RabbitMQ AR EARNESZFER , ESH E
# Amazon MQ for RabbitMQ 5| Zkx 4,

2022 £ 12 A 15 Amazon MQ for RabbitMQ ¥l 7 % & RabbitMQ kx4 3.9.24,

H
BRUEMAFNEENBIEINESER , FSHANUATARRE :

« X T RabbitMQ AR5 85171 FEH RabbitMQ 3.9.24 & 1T 88 GitHub
+ RabbitMQ EXAZ

BX XN Amazon MQ for RabbitMQ AN REALNESEL , FSHE B
¥ Amazon MQ for RabbitMQ 5|22,

2022 F£12 A 13 Amazon MQ MEEHFR ( FEE ) XE#HLH, EXxTAXENEER , FZH
H (AWS —f&SE) HH AWS XigF LR T Mo
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2022 £ 11 A 14
H

2022F 11 A9
H

2022 £8 A 17
H

20227 A 14
H

MAHERT

Amazon MQ for RabbitMQ M E X 3.10 , X &

— NN EELIBRA, I

£ , A LAFE RabbitMQ BASI £/ AL BBASIRZA 2 (CQv2), FX#FM 3.8 E
BEHEI 310, EXESZEE , BEHRTIINE .

+ RabbitMQ 3.10.10 K17 1% 85
 RabbitMQ B B &

BXZHFHH Amazon MQ for RabbitMQ IRAMREBARNESER , FS5H B

2 Amazon MQ for RabbitMQ 5|2 iR,

Amazon MQ BIE X ¥ ActiveMQ 5.17.2 , TE—MNFTHNIRES|ZBiRE, BXE

ZER , FSATIRE

. ActiveMQ 5.17.2 £1TTUH

- B Amazon MQ for ActiveMQ 5| Z iR
« F4%% Amazon MQ RIE5|ZiRA

« £ Spring XML i & X

Amazon MQ BI{E % #F ActiveMQ 5.17.1 , X — NN FES|ZBRE, BXxE

ZER , FZATIRE

« ActiveMQ 5.17.1 Z1TRE

- EE Amazon MQ for ActiveMQ 5| Z R
« F4%% Amazon MQ RIE 5| ZiRA

« f£/ Spring XML B & X4

Amazon MQ BE X ActiveMQ 5.16.5 , TR — NN R ES|ZBiRE, BXE

ZEE , BEATIAR

« ActiveMQ 5.16.5 £1TRE

- EIE Amazon MQ for ActiveMQ 5|2 iR
 f/ Spring XML #i & X #

« F4%% Amazon MQ RIE5|ZiRA
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Amazon MQ

FRARER

SpG
2022 58 4
H

2022 F 4 A 25
H

2022 F 4 A 20
H

2022 F 3 A1
H

2022 2R 25
H

20222 A 16
H

XA EEH
Amazon MQ EREHEEHHRIT networkConnector TEMEAMIES.

o BIEFEE Amazon MQ XIEM &

Amazon MQ iX —RAZ 1T CRITICAL_ACTION_REQUIRED RIERA

M ActionRequired APIEM. HRIERERKE , CRITICAL_ACTION_RE

QUIRED £BH®E, ActionRequired NEEMHE—MNMRED , EBAILIERZ
RBE (FFRARER) PERBRMMIHERLLEZA A,

o ABHE
{Amazon MQ APl &) Hi ActionRequired X#¥%,

Amazon MQ B 7E X #F ActiveMQ 5.16.4 , X2 — MR ES|BIRAK, BXE
ZEE , BSATINE :

« ActiveMQ 5.16.4 Z{TRE

- EE Amazon MQ for ActiveMQ 5|2 iR

£/ Spring XML & X #

« F4% Amazon MQ RIE5| iR

Amazon MQ IEEL A# X ( HiX ) XigiEH, BXTHAXENEER |, 18
2 (AWS —fgZE) FH AWS X HiH S

Amazon MQ for RabbitMQ £ 3% # RabbitMQ version 3.8.27,
BREBEATHIEENRBTINEZEE , BSRAUTHREA :

« RabbitMQ 3.8.27 X F RabbitMQ IRF 25 F i ER K175 GitHub
+ RabbitMQ EX A&

BRXZH#EHH Amazon MQ for RabbitMQ IRAFMRXEBAHRNEZEE. , HSH E
¥ Amazon MQ for RabbitMQ 5|Z 28,

Amazon MQ ILEEIEMN ( FER ) XEFiP#E, BEXTAXENER |, &
5] AWS —i&SZ i AWS XML iET =,

™
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2022 £ 2 A 14  Amazon MQ for RabbitMQ IM#E X #F RabbitMQ kx4 3.9.13, B3R EBRAFH
| FKIEATM Rabbit 3.8 AHK R 3.9, Ak , FFAREHKE,

A} RabbitMQ 3.9 F5| AR IR ESE R , S HME £ 3.9.0 IRAEI A
THEATUE. GitHub

(® Note
B &l , Amazon MQ FX & , 2t RabbitMQ 3.9 F#HEY7E JSON
AL B FIiEF,

BRUERAFHEENBHINESER , FSRAUTAR :

« RabbitMQ 3.9.13 7£ RabbitMQ FRS5 25174 & F R X 1T 1% B8 GitHub
« RabbitMQ B B &

BXXFH Amazon MQ for RabbitMQ RAFMRXEBAENEZER , ESH E
I Amazon MQ for RabbitMQ 5|2 iR 2,

2022 2 A7 Amazon MQ for RabbitMQ # H TR EBIEHR |, X LISPRfEReEH I IR E B0
H EFHFEZAT RPN EEREERE,

BXEZEE , BZATINE :

« the section called “RabbitMQ By 5#5”

20221 A 18 Amazon MQ for RabbitMQ I # %X #f RabbitMQ hix 4~ 3.8.26,

H
BRUERAFNEENBINESER , FSRAUTAR :

« RabbitMQ 3.8.26 < F RabbitMQ IR% 25 F i ER X 1T1% 8 GitHub
 RabbitMQ Bk B &

BXXFEFH Amazon MQ for RabbitMQ IiRAMREARNESFEE , TS5H &
¥ Amazon MQ for RabbitMQ 3| Z kx4,
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2021 12 A 20
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2021 £ 11 A 16
H

2021 £ 10 A 12
H

Amazon MQ FEARIERE
B Hf XA EH
2022 £1 A 13  Amazon MQ 5| A RABBITMQ_MEMORY_ALARM RERBUEREBEZHEN
| FERHABALTEITTIRIRASFIBEAE, Amazon MQ EEiFMESMEIK
BEHRZWT, BRAPBLEESNEER. BEXEZEERE , BSHATIAR,
» the section called “ RABBITMQ_MEMORY_ALARM
2022 1 A6 LIER ActiveMQ REELE Amazon MQ CloudWatch H&BT , Amazon MQ X
H BEET IAM BRI FEMPaws:SourceArn fFEHaws:SourceAccount

2RFH LT XRARBEHIVEENRERE, BXESEE

ESHE T

« the section called “Bp LL BB ARSS BB EEfE”

Amazon MQ for ActiveMQ 5| A —HFTHVIESR , FREBEIREFERAZZIENT
EME IR IN Y B KOE RS |, H B B F PR RE 05 Ma 12 E 12 5 (X 28
ZPFHNREN TR, BXEZER , BEZATIAR.

« the section called “ActiveMQ BV IEF5”

Amazon MQ for RabbitMQ I 7£ X #F RabbitMQ kx4 3.8.23,
BXREBEAFTHEENBTINEZEE , BSRAUTHREA :

« RabbitMQ 3.8.23 X F RabbitMQ RS 25 F i ER X 17158 GitHub
« RabbitMQ B B &

B XXM Amazon MQ for RabbitMQ MAFKEHAENEZER |
I Amazon MQ for RabbitMQ 5|2 k2,

BHH B

Amazon MQ BLEXZ# ActiveMQ 5.16.3 , X2 —MNFTHXES|ZBRAK, BXE
ZEE , BSATINE

« ActiveMQ 5.16.3 £1TTE

- EE Amazon MQ for ActiveMQ 5|2 iR

« F4%% Amazon MQ RIE 5| ZiRA

£/ Spring XML #i & X #
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2021 £ 9 A 8 Amazon MQ for RabbitMQ I #£ &% #F RabbitMQ kx4~ 3.8.22,

H
BERRA G & — AN £ SART IFAY AR AS RabbitMQ 3.8.17 # iR 5l #Y BA 31 7] R Y

B8 , XEAIEREER TTL (& E ) o BMNBWUEHREREARD
k7 3.8.22,

BXRLBREATHNEBEENRTENESEE , BZRAUATAE :

+ RabbitMQ 3.8.22 x T RabbitMQ AR5 25171 FERY K 1T 1 BA GitHub
 RabbitMQ B B &

BXREZEFH Amazon MQ for RabbitMQ IRAEFMREBAHRNESEE. , FSHE
¥ Amazon MQ for RabbitMQ 3| Z kR A

2021 £8 A 25 HMTARIFERASEHEE (TTL) WBAFIEFERB , &A T RabbitMQ B Amazon
= MQ E8fZH T RabbitMQ 5|24 3.8.17, time-to-liveBRATE I R A
3.8.11,

2021 7 A 29  Amazon MQ for RabbitMQ L7 < # RabbitMQ R4~ 3.8.17, BXRULERFE
H SHENEFNRBEINESEE , BSAUTRE

« xF RabbitMQ BRZ-85 F 6 E R RabbitMQ 3.8.17 £1Ti%88 GitHub
« RabbitMQ EXHBHE
« &I Amazon MQ for RabbitMQ 5|2 kx4~

2021 7 A 16 HE , EAILUEA AWS EEZEIA. AWS CLIRIL S MQ API 2L 5 #
H MQ KLFNEF B, BETHREXRBELPHNBNESER , BSAUTH
Ao

 itXl Amazon MQ KEEH) 447 B EX
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2021 7R 6 Amazon MQ for RabbitMQ #H 7 X — e HE R MK BN T, — MR
=| ERMEBREEYEENRARITENREEREERBEING, EXESE
B #SHETIAEA :

« —HMRSIEEE N
+ RabbitMQ & FE L #Y RabbitMQ —Bis & R #EKHE GitHub

20216 A7 Amazon MQ BI{E X 3#F ActiveMQ 5.16.2 , X — NN EES|ZBRE, BXE
H ZER  BESATIREA :

. ActiveMQ 5.16.2 £{TTUH

- B Amazon MQ for ActiveMQ 5| Z iR
« F4%% Amazon MQ RIE5|ZiRA

« £ Spring XML i & X

2021 £5 A 26  Amazon MQ for RabbitMQ MEEHE (4t ) M+ E ( TE ) XE#H, F
=| XAAXENER , BZHAWS XEMLHT Ko

2021 £5 A 18  Amazon MQ for RabbitMQ =3 7T REEIAE,

H
BXGZRER , Amazon MQ 2R FEEENZFIRENTEENIZ—A

RERBANELENRS , MR EN SR, AXESEE , FSHUTA

& : https://docs.aws.amazon.com//amazon-maq/latest/developer-guide/rabbi

tmqg-defaults.html

20215 A5 Amazon MQ BE X ActiveMQ 5.15.15. BEXEZEER , HSETIRNE :

H
« ActiveMQ 5.15.15 X{THE

- &I Amazon MQ for ActiveMQ 5|2 R
« £/ Spring XML B & X4

20215 A 5 Amazon MQ FHRERIZ AWS BREHENEZE, BEXEZEER , HZRTIR
H ®

« the section called “AWS 3£ & KB
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Amazon MQ
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2021 4 A 14
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2021 4R 7
H

2021 £ 4 A 1
H

2020 £ 12 A 21
H

MAHERT

Amazon MQ FIEEHE (ItR ) NP E (TE ) XE#HH, ExTHXIEN
E8 , FSHAWS REMALHET &

Amazon MQ I £ X 3F RabbitMQ 3.8.11, BxIEHFH T I EMIEIMEF TS
NEZER , ESHEUTRE :

» RabbitMQ R 2517 E LR RabbitMQ 3.8.11 & 1714 B8 GitHub

« RabbitMQ EXHE

« BIE Amazon MQ for RabbitMQ 5|2k 4<

Amazon MQ IEETL A#X ( AfR ) Xigi#tH, EXxATAXENESR , S
¥ Amazon MQ XML iwT =,

Amazon MQ BE X ActiveMQ 5.15.14, BEXEZER , BRI TIRE :

« ActiveMQ 5.15.14 KX 1714 BR
- &I Amazon MQ for ActiveMQ 5| Z R
« £/ Spring XML &t & 304

/A Important

T bR A 12 7E B &89 Apache ActiveMQ [B)# |, ActiveMQ Web
5 & P EYHT Pause Queue (E1£BA %) I FREEA T Amazon MQ
for ActiveMQ fR3E, BXLRIBHEE , 25 AMQ-8104,
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Amazon MQ
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2020 11 A 4
H

2020 10 A 22
H

2020 £ 9 A 30
H

2020 7 R 27
H

2020 £7 R 17
H

MAHERT

Amazon MQ EXF RabbitMQ , XR—NMNEANFREERE, XFER
AWS TEEENREBATHIER RabbitMQ BEEREBEIRBE,

Amazon MQ for RabbitMQ AIEEBHEANEHERBNER EERE , HABWME
Hugie, RERBNEFRHFSEES.

« Amazon MQ % # RabbitMQ 3.8.6. BEXXEFNSIZBMANESZEE , 5
Mthe section called “RRAEE",

« AWS & H#EZEGIERIE 750 PRV ESEH mg.t3.micro REMNSEE
B 20GB WM ZzE , iR AN —F, EXIEFNXRFXRBENEZER | EFS
¥ Broker instance types.

« {&Bh) Amazon MQ for RabbitMQ , A LL#E RabbitMQ & F i FE ST i E A
BEH , £ AMQP 0-9-1 FRIEHRE, EXZIENDNBBEHMN
EEZEER , i3 Rthe section called “Amazon MQ for RabbitMQ 11",

« Amazon MQ for RabbitMQ E7E Hai{2#t Amazon MQ WATEXE#H, =
THREXMETAXENEZER , HSHAWS Xigdlk,

EFHBEA Amazon MQ , BOIERE | FFET VM W AR FEZETEHN
RabbitMQ X2 , HZF AT : SIEHiEE RabbitMQ KE,

Amazon MQ % #F ActiveMQ 5.15.13, BXEZEE , BSHTIRNE :

» ActiveMQ 5.15.13 X 1Ti%BA
- &I Amazon MQ for ActiveMQ 5| Z i 4~
« ff/ Spring XML i & X #

Amazon MQ MEERUMN (K= ) XE#EH, BEXxTAXBHEE , TSR
Amazon MQ XML w1 2o

&R LAE R Active Directory S H At LDAP BRS5 88 P BV EIEXT Amazon MQ
AP#ITHEHABIE. ZELORM, BERMEXR Amazon MQ AF , A AERE
MBEAFI P ELABR, BXEZER , HSH ¥ LDAP 5 ActiveMQ £

Amazon MQ MIEX# mq.t3.micro kPIEE, EXEZER , HSH
Broker instance types.
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Amazon MQ FERARER
=p: XA
2020 £ 6 A 30  Amazon MQ X#F ActiveMQ 5.15.12, BXEZEER , BSHTIARZA :
H
- ActiveMQ 5.15.12 & 1Ti% 85
- B Amazon MQ for ActiveMQ 5| Z kR
« £/ Spring XML i & X
2020 £4 A 30 Amazon MQ X% broker TE LW FEETEK systemUsage » BXEZ
H ER , ESH systemUsage,
Amazon MQ £ X #F kahaDB Ft& LW =/1HE 1%,
* journalDiskSyncStrategy=periodic - &£ journalDi
skSyncInterval HMWHERT , RITHERSHEREIEIR (E®).
« journalDiskSyncStrategy - EEWMERLSKE,
« preallocationStrategy -EEEZEFHMAZRNXHN , KEZEHMSE
BEXHN AR,
BEXEZER , ESH Bt
20203 A 3 TS MQ ZEFHN#EHR CloudWatch
H
« TempPercentUsage -3EHFAMEEFEANTAIRNFMENE DL,
« JobSchedulerStorePercentUsage - fEMliTXIFRF174% FrfE A AV R
HZEBDL,
BXEZ{EER , 535 Monitoring and logging Amazon MQ brokers.
2020 F 2 A 4 Amazon MQ BT A#X ( FE ) MPER ( BM ) XE#H, GxaHXE
=| WELR , B HAWS XEMA R &,
2020 £ 1 A 22  Amazon MQ X#F ActiveMQ 5.15.10, BEXEZEE , BSHRTIRZA :
H

« ActiveMQ 5.15.10 X{Ti% A
- &I Amazon MQ for ActiveMQ 5| Z A
« £/ Spring XML & & 324
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Amazon MQ FEANGIER
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2019 F 12 A 19 Amazon MQ EEMM ( HIEFRE ) MEEN ( Z2RT ) KEHELE, BXA
H AXENESR , FZHAWS KEMLIHET Ro

2019 £ 12 A 16 Amazon MQ X ¥/ Amazon Elastic Block Store ( EBS ) N X E 124k 02

H FHEMCHRE , MA2EMARIAN Amazon Elastic File System ( Amazon
EFS) . EFABZ/NTAXNSHEAMMEFTIEE , HEH Amazon EFS,
EFRARERMSELE |, iEF A Amazon EBS,

/A Important

« IRHEERF Amazon EBS 5 mq.m5 RIEBEFIXBRHIESFER,

- REEUUESRESRFIRE  EBHEUEREELEENREEME
%io
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