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f+ 4= AWS Certificate Manager ?

AWS Certificate Manager (ACM) AR 81, FREMEITRF SN ARFHNLXEFFE SSL/
TLS X.509 ME B MEANEZM, AWS BRI LIEEET ACM ZEXRIUS , REEIFE=FLEHSA
ACM BEEBRSH , NEMK AWS BREEREHIEP, ACMIEP AR E—EHE, ZAEEER. BRF
HEXLEEHNAE. ACM BEMEHIURF TRHBEN Fif. SGHANSHAZEN ACMIES ,
AWS FAF CA SMEEREP PKI REE atb 5 £ A

® Note

ACM HTEEINIT Web REBEH. MRESEET D7 EC2 Ll LiREM IR L RS
2 NMUTHRESEMALIHA : £ Amaz on Linux 2023 SSL/TLS E#{TEE.

£
- XENXIE
- MYEH AWS Certificate Manager

« AWS Certificate Manager #&:
« B AWS IEPRSHEESRNER ?

XX

ACM IPv6 TE A HIHR EX# IPv4 . R AWS —fkZSE i AWS XigRlis 2 5 AWS [XiF 5k 5L
EE ACM B X AT A,

ACM HViIEPE FREMRR. BEEZ/XE FQDNs R fEA#H ELB WHEE T 2B EER (FQDN)
H—EHIER , BAAREN AWS KIFHRFEHRSALER. T ACM £EHIEP , XEREESLAEHR
RUSNMNXEBHWIERFHNESMNMNEE., ETREEXEZREHIES,

E7£ Amazon LfEH ACM iE+$ CloudFront , A4 AEEERD ( FHFELILE ) HXBEFERF AZ
EH, WXEHEDERXBEN ACM IEHRF CloudFront B X B R Zo BB ENFIEEMNE,

XEHNXE fRZ< 1.0 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm_region
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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H EH AWS Certificate Manager

FREEEN SSL/TLS IEPEEZSEINEE A AWS Certificate Manager. R E RN RN TRWIHH N
AREFMEZEN AWS BRA%, BEXRFH ACM EMEE , FSH AWS MG EBAWS Certificate
Manager RS EH T H,

AWS Certificate Manager #f.=

AT REFTABLS I E XL AWS Certificate Manager,
£

« ACM iE$

* ACM Root CAs

« ENHEAMNER

o EPBMERAK

- EPERERE

- A

 DNER RN E

- T2REERE (FQDN)

« BXAEHBHI (HTTP)
. NEZAEMIERE (PK)
- Z2EEFE (SSL)

« £% HTTPS

« SSL RSB E/ILEH

o NHEFNER

« BREZREMHI (TLS)
- B
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https://aws.amazon.com/certificate-manager/pricing/
https://aws.amazon.com/certificate-manager/pricing/

AWS IEHEERR

(AFER)

ACM iE$

ACM £ X.509 iR 3 iEH, BMEBERBEN 131MA (395X ) , #AEBEUTT R.

/A Important

ERAR - BEEFEMIESRERIEFHMEIM (CA)
BRBARRE - XEFRIEATEFIERNAERAXNMN ABTER,
FERARARN - IFRFN B SR ELBFHNILES,
- BHER - EXEILEBPRANLBTEZHANRR,

FREACEA - BERZRAERY REENABRATAEERALBZHN — 1RSI RR.

H 2025 % 6 A 11 B , AWS Certificate Manager FBM A HH “TLS Web FF ix & 4%

iE” (ClientAuth) ¥ B Z4A A% (EKU) BUIEH , ARFE X W EEX M IhiE BT ER,

ACM R BYUE+5 Y 48 LA ELT LA T 7R 4l

Certificate:
Data:

Version: 3 (0x2)

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

CRL 7B R - EHEAIEHEPIRE CRL EEMLE,

Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA

Validity

Not Before:
Not After :

Subject: C=US,
Subject Public
Public Key

Jan 30 18:46:53 2018 GMT
Jan 31 19:46:53 2018 GMT
ST=VA, L=Herndon, O=Amazon, OU=AWS,

Key Info:
Algorithm: rsaEncryption
Public-Key: (2048 bit)

Modulus:

00:
69:
e3:
a2:
43
08:

ba:
4e:
94

Cca

20:
26:

ab6:
e9:
of:
:0a:
ef:
73:

8a:
:26:
85:
dd:
07:
ab:

ea

ab6:
b2:
2c:
f8:

aa

:91:
Q4:
41:
7f:

5a

d7:

Ob:
d5:
6b:
co:
:eb:
22:

63:
31:
8e:
57:
1f:
c2:

e8:
54:
a3:
53:
dl:
4f

08:
f5:
cl:
Ob:
25:
4f

de:
ec:
c8:
9f:
24
86:

Ca

cb:
co:
b4:

4a

72:

:e7:
be:
3f:
70:
:81:
Qe:

CN=example.com

59:
af:
1c:
78:
ab:
11:

a4:
27:
ac:
d5:
d5:
95:

ACM iE$
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Signature Algorithm:
03:
60:
fo:
3c:
6d:
b0:
3c:
d4:
27:
:6e:
e5:
8a:
04:
f3:
b9:

69:
69:
8d:
76:
cb:
dl:
e9:
17:
94

8a

03:
L4
as:
8e:
12:

03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:
08:

96:
b6:
77:
ch:
32:
09:
f3:
15:
25:
6d:
bf:
73

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42

6d:
36:
96:
56:
f7:
75:
3e:
68:
e0:
3a
c9:

655

d5:
86:
3f:
a2:
50:
19:
01:
75:
37:

:55:

b7:

37

3f:
7c:
co:
44
6a
4b:
83:
42:
8e:
36:
fe:

ff:
36:
96:
72:

:e9:

ac:
8d:
3e:
af:
8e:
22:

18:
65:
e2:
6f:
42:
c6:
16:
f0:
6a
60:
9e:

(0x10001)

ab6:
6f:
02:
8a
f5:
33:
f6:
od:

:6d:

5b:
2a

X509v3 Subject Key Identifier:

97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

15:
a7’:
8f:
9d:
cd:
Te:
41:
80:
62:

6a
3a

cl:
al:
a7’:
35:

Oc:
33:
b5:
d4:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
di:
as:

d5

43

fb:

df:
35:
e2:
:80:
15:
15:
d8:
ad:
8c:
9c:
1lc:
77:

ag:
b
78:
az2:
2f:
99:
a7:
75:
98:
b8:
bc:
33:
46:
26:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

as:
88:
5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

9a

30:
c6:
02:
29:
19:
dd:
4d:
d4:
le:

96:
ab6:
08:
c2:

Qa

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0:
08:
40:

4a

b2:
b6:
72:
67:
7.
b0:
45:
e3:
e0:
dl:

d3:
bl:
:5b:

da:
b8:
65:
80:
26:
bb:
17:
48:
0b:
a5:
:31:
89:
38:
9e:

ob:
2e:
94

:8a:

fa:
90:
40:
54:
99:
dé6:

:f6:

fb

fa

ab:
bb:
29:
c5:
Oc:
3e:
8d:

4f
65:
81:
9.
cc:

36:
82:
64:
al:
1lc:
97:
39:
16:
0a
od:
f3:

sha256WithRSAEncryption
39:
74:
al:
e2:
16:

:cc:
32:
53:
b9:
dc:
32:
f2:
b5:
194
do:
60:
b0:
57:
d5:

c5:
73:
f0o:
3.
9a
8c:
21:
ed:

:8d:

b4:
42:

:7a

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
d8:
6f:
62:
2c:

4f
1f:
3a
ee:

od:
be:
9a
7d:
06:
bb:

48:
ao:
2f:
c9:
40:
68:
45:
86:
9c:
07:
10:
c3:
97:
c5:

78:
c7:

:df:

34

74

di:
1la

78:

a3:
94 :

3a

as:
98:

42:
3b:
69:
6b:
d4:
ee:
f8:
fc:
04:
10:
27:

bc:
95:
e0:
47:
1d:
eb:

172
:8f:

94:
of:
ac:
3e:

51:
85:
76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

46:
c6:

143

52:
e3:
08:
e7:
7d:
3a:
1c:
36:
0b:
42:
c3:

ACM iE$
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ACM Root CAs

ACM MR BN H A IRSRAAEBWEERBLLT Amazon RE K : CAs

A D PWER EEE
CN=Amazon Root CA 1,0=Amazon,C=US 2048 fiZ RSA (RSA_2048)
CN=Amazon Root CA 2,0=Amazon,C=US 4096 fZ RSA (RSA_4096)
CN=Amazon Root CA 3,0=Amazon,C=US Elliptic Prime Curve 256 {i (EC_prime2
56vl )
CN=Amazon Root CA 4,0=Amazon,C=US Elliptic Prime Curve 384 i (EC_secp384rl )

ACM Fr il & iE 5 K9 BRIAEE4E N CN=Amazon Root CA 1,0=Amazon,C=US , X#E# T 2048 L #Y
RSA R4, HiRREUMNIRER. FrERERHE Starfield Services Root Certificate Authority i
PRRER,

BREZEER , i3 Amazon Trust Serviceso

T4 33,

BZHEEE,

SEX PR N

ENMMERRDTFNMEANE , EEATENEERZ LEXNZANBNRZNT. Bz -2
BEH  BEUX509 v3iIEBRERREM. TN EARMERN , U2 HFXFM#. X509 EHFA
P, UTENREMTR (EHEE) NS HRERNEER.

ACM iEB & X.509 SSL/TLS ifH , BT &N SO NALNFAEEHENFRREENL
. ACM EHER AWS KMS key kKINZFifl. BXEZER , BSR I PAEBRHAN LS M,

ACM Root CAs WA 1.0 5


https://www.amazontrust.com/repository/

AWS EBERE (P HEm)
UE 5 25UR HL 7

IEBMAEI (CA) B— MR BRFIEBAIRE, Bl L, FEINBFIERBRBEET 1SO X.509 #R
#, CAMAELEZNHRFILES , ATHINIBEREN SO ZSOHEIELPIENLER
o CABERSEEIERBHE,

UEBZERERE

AT BB RS EAZ MM CA FAKKR SSLTLS iIEF , HLERRERERFRN ENEE TR L HIUEFIC
FELEPEREREF, HREFHIZFK, REBRAT2WILFK, RCENIEBBEEXEN KR ERE

%o

BHEZAE , MARIANEHEFALEERNNIESR, BUUAERILPERERSKELERE,

£ Amazon CA RIGRE B M AR NFFEEMN SSUTLS iEPF 28l , EAFZIIRRERINEL = MEH
ERHERS S, XERZBJFIERBRMBENBHREES , HEECLEWIEREE (SCT) REZ
Amazon CA, AJ5 , CA 2% SCT RAZRERH , NEP#HTEE , HFHHMREE, XEMEED
FEEHEAM X509 ¥ EH,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

EHZERAE BT ERRELFRNEITIEBA BIHITH , BRIFLERRE. AREREBENESE
B, BZALERERHIERHEREHEIER.

IEBMA NG hR4< 1.0 6


https://crt.sh/

AWS IEHEEER (AFER)
WA RS

H & RS (DNS) BiEEES Internet RAEMBNITENREME RN 2 ESHARBER

%o DNS TER T HXAE R (4 aws . amazon. com) A EF IP (Internet i) it (FE0
111.122.133.144), £33 , HH DNS BIEESEAREHMARNWIZSR, Fla0 , BI ACM , B
FAANBIEREBFERIELNRKIEBCHESRTUEFHEN ., BXEZER , S AWS Certificate
Manager DNS ¥iiF .

=&

HER—NXAFRSE (FlE www. example. com) , (B HE R4S (DNS) il IP hut, TEH
s (BIREBM) £/ IP it AR XAER, BEHANARIBHTAEREHNK

TLD

RALNRERENLE (TLD), EARHAE .com, .net, .edu. EFELEFR UK IEMAILERRY
TLD NERFXEMNAEE , IMWEER/MBXKB. TFEHE .uk (RE). .ru (BE). .fr (&
E). EAEZR/MEXABE , BESIA TLD B ZRRREWRIRUEM SR RE, 0, .co.uk
TLD #PRiR R E A Al dall o

TR 33

MEBESEREEAEE LB, ¥ TESExR/HXABENEE , MAFHISKEINRL (WR
B), AFRREMEANERE, MBS FE (BSRUTE%E). £ www.example.com F , T
R EZ AN example.com, 1 www.example.co.uk # , TR BT A example.co.uk, &
FHARRKEBNR (apex) WEMBZFBFHE base, bare, root, root apex, zone apex &,

T

FEHBNVTAEEZH , FAARKENAEEREMEE2R. REANFEHER www , BRAFE
AEEEH. FTHBBUUESZIMRE. Hlin , £ jake.dog.animals.example.com A , FiEK
XA jake, dog # animals,

BRI
FHEFEAE,
FQDN

ZLREHE (FQDN) 2EA FEEZETIME DR Internet Wit EN, MG EMERATE DNS &
Mo BTN , aws.amazon.com £FMA T Amazon Web Services B FQDN, FQDN 83F—E 2T

HERSE A 1.07
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BHFrEE, i , [subdomaini].[subdomain,]...[subdomain,].[apex domain].[top-
level domain] &7 FQDN B —#%#& =,

PQDN

AEEREWFHBHREDB D BREESE (PQDN) , € X FHHE, B [subdomain;.subdomain,.] X#
HWEFFE PQDN , XEFE N T ERERST,

DN A =

NERREBBFENEEHILE. BEFRELIEAREFRARE. ANBHOBRBEEEVN AL, T
RERBAXNE, MENBFEEENN B, FFRERSHFEACEEN HTTPS INEEREEM
#H. BEREN T HANARIERRANE (N ) MFBXERE RGN (#F ) Y step-by-
stepIiE, EMEIFEZIEF , EEREAZH, BHTUARLERARLEER.

SE2REEEZ (FQDN)
BFZEEA,
X AREmPI (HTTP)

BXALRPN (HTTP) R ENGFEEENEMR, ER—MNABRMYL , TUKIAEHRERNEH
R, HTTP AR Im-BRSB|EATEIT , HF Web RIRF[BE T M Web RS BF[HFERTRVEFFS
iio EN—FMTRAMDI , HTTP 2L BEEMNER , MARELEMNBERFNER

£ ACM BEH | R SSL/TLS IEBRI A BAER HTTP #ATHRIE, WEBE R ACM RIEEER
HTTP #RUAKIEEAT AN, RSI[AES EFEALXLER | XRA 7N RE,

S8 74 DNS RiFHiEBFRRE , ACM BEF T EEEM ACM Mk HTTP RiEMiEH, MRz
R, XEIEPRE CloudFront EEN AR EIMANEEN., BEFALER ACM RER, WM
EHEIXLITR |, BRVNMEE ACM Mz BHNERFRLAE, CloudFront

BARAHTTP I ZER , EEEIENRE , eUAXTEAEmEBIE. N TXUARLEE , £
HTTPS (HTTP &% ) , Bf£A SSL/TLS MW HBTEHITNE ., BXRXLLBEENESER  FEH %X
% HTTPS,

NEZEAEMIZRE (PKI)

NEZAEMIRE (PK) B— 1 MHRE, RANKBEARNRE , TSXWBI L HANEHITREBEBRE.
£ ACM IRER | PKI ERFIERNM L, EENRIEFEFEREEZNEA. PKIEA-—XNMNBER

DR A0 R 2 M4 1.0 8
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H 2R EANLBEANEMBEERZNLEER. ZRENTRNBFZREHITLEHBEEH. &
FEENF ORI,

ACM R T PKI LD RBAMF, EXRHIEBBTANM (CA), — 1M AMEHE=TS , ARMRHFIE
B, FLEBRAREINFARNALAFERMA, ACM KR X509 IEH , HFIERXIMF, ELERHANILE
PEVPNER. EELBILEPHNBENERERY , 8FfR. £HNRHE. N THRIEBERNEE
t , ACM X HZMRIEEA AN ITE , fl0 DNS BiEHM HTTP Rk,

BEFA PKI, ACM XHZEM HTTPS iEE., BIFZLEUK AWS BRIMNABRFHMNEZEBEE. %
Hig X T4 8T Internet FRINEBIENYIZYE, TEUHMEXSMEXREE, B ACM WfEH|
PKIWEZER , {528 AWS Certificate Manager iE$H Al 7,

RIEH

RPN (CA) BEFRET —IMNOREHT , 2o REWEESNHMHN , Ef]ZF CAs HH
BEMNRFRR, FRHETE CAs HERXZHITIAE CAs , ANTISIRIEHEE, L TRREHWNIBAY
CAMNHR CA”, MAEBHRNRIER, HIEPBERELEEMN,

Z2EEFRE (SSL)

ZEEERTRE (SSL) MttEREM (TLS) RESITENMERHEBELZEMNMBEDNIN. TLS B
SSL WEétE, ©AEER X.509 IEHX RS |/FITH DRI, XFNDIERXZ P ik SRS 2R Z [H
AT InZX WA KA 2 B 4E R IR X R B AR AT A

L% HTTPS

HTTPS &R HTTP over SSL/TLS , — NI EXEX KBRS [ FNEZLFNN HTTP, A
B HTTP &R0 72 35 W 48 KL 2 BT BB 1T B, HTTPS &4 7 HTTP iMXEETFTXFR, 3EX
M X509 MEBMMEREAR, HTTPS WIELFRZ , FNZELLEBATRREEE (OSI) EE A
W HTTP NARFETAMTCP £HE LA, Z2EHEAZSEEFE (SSL) M EBEREREMH
(TLS) %o

SSL BRSF et
HTTPS B4 B EMRS SEHRN S BT S HRIE. RS BELR X500 v3 BELH , AFHE

PHNLNEEAPERELNEAE, SSUTLS L FHIEHMAIM (CA) 5 , BERSH/E .
AR, 2. EREESF,

RIEPH hR4<1.09



AWS EHEEE (AP Em)
X3 PR £A hn &

NMEBAMBEAR - BARMBNFERFHE. ZRSFAENTRAME.,
EhREZTEMENN (TLS)

FERLEEETE (SSL).

(ElEs

ZEit Web X RBREEMUENFH , SR RH[LATEBRIEMLRIES. T , JEF[RNEEHNCA
RIEF WO BIUEH, MAIEBTRIAM (CA) NAEE =T FRIEZMIEE &40 H @M ZER R AE
BNHFILER, BE , NERTURERFEEURIEMEN S M, WREIEKD , JRHFLEIE
B E R —MBEER.

i AWS IEB RS HRESEAFR?
AWS HEBBHEE X 500 EHNESRET HMER, EEREHREERNOES.

1. AWS Certificate Manager (ACM)-LtRSERA FEEMFEA TLS XL+ MWL EF, ACM iE
$ 3B Elastic Load Balancing, Amazon CloudFront, Amazon AP| Gateway F &t 5 AWS R
SEB, WEBRELNNAR—INEEAERENTE RN, ACM BB BT FEHE
It7RELEE, KRFEFERTE,

2. AWS #AF CA - LIRS EATE AWS A MELNERAEMIZRE (PKI) Wil EF | HEMHER
NEBFAFER. FH AWS FAH CA , ZALIGIZ B S WIERMANY (CA) BREW , HERATM
RiEH , ATXAR. HEN. NARRF. RS, RSBENEHMREFHTIHARIE. TTETE Internet
FERAFAE CAFMMAKRIER, BXESZEE , HSH AWS 748 CA (AFER) .

X RERAR I W< 1.0 10


https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
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AWS Certificate Manager iE$ A[’]

ACM AIEELNE. RAENSANILES, P TRTEEERMEFIABMNEIREIRZLBERE, BANE
EM ACM BRAFEFELES (“ACMIER”) |, HAISABRE=ZSMENLFEEIER, LXFEZL
BifP, EMELWAAIE PKI, BE LA AL B Private Certificate Authority (CA) &K ACM iE$
HEH AWS FAE CA#ITEE, CA RN TENK, A+ , halgEmE MK 5EEBHAE,

@ Note
N3t ACM iEHB AT BARFEE#E| Nitro Enclave By Amazon EC2 35l £, B RIS HAHE
E$ , SMETEE{T Amazon EC2 K6l LA, BXTERZEREE Nitro Enclave I 53k EC2 3K
fil L& BT Web IRSEEMELR , S FAZIE : £ Amazon Linux 2 EZ % LAMP W4 IRSS
BREHE  FRATDE Linux AMI 2% LAMP MZR% 5.

(® Note
RHANBFAE CAEEBWIEBTRIEA TARER , EERSTERFInEEFEPREXEILR
Po

EFBMEUS |, HE XK AWS EE#2E| & H#Ehttps://console.aws.amazon.com/acm/Z F ] FF ACM
BEAE, MBS RNBRME , Bk Get Started ( FFHRMER ) » BN , BEEN SHMEH CAsHILEF
Certificate Manager &,

&

- RERNEH AWS Certificate Manager

RENFEA AWS Certificate Manager

£ AWS Certificate Manager (ACM) , 8 H LA AWS EFERHMIL M N AEFEEMEE SSL/TLS
EH, ZBAILER ACM BIBHS AR , AEMUERE, S4FEREM AWS RS FIEB B E
WML ARRF. AXE5 ACM EEHNBRSHNESEER , B2H 5 ACM £ ES. U TEWNA
A ACM 2RI EEZRITHE R,

£}
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://console.aws.amazon.com/acm/home
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o« JEMIREXAWS K

- QIEEFERHRNENAS
- JEft ACM BYIE A&

« (H% ) BiE CAAIEXR

SEMFREL AWS T 7

WMRERE AWS IKF |, BB TERKEIZE -1

E3E AWS K

1.
2.

$T Fhttps://portal.aws.amazon.com/billing/5E it o
ERRELLWIRBARE,

EEME , FEIBEEHRIIEE  EREAREREHA —NRIED,

HEOEMET AWS K/, IR BIZAWS IKFRAF —1~ BRASERGRIZKS RFRE AWS
RS MAR. FAREREXEK , FHIAFTEERLAMRR , FARAEABRAFRKRMITEER
AP HRRBRNES.

AWS EMEREER G2 OB RE —HRIABFHRH, SRR RIE https://aws.amazon.com/H 1E#F
“BHRKF”  EFLSaKFEHERENIK,,

SIEZEREELRMNRNAF,

MG, BRPEN RS AWS IKF AWS KPR A AWS IAM Identity Center , B R H G ZEER
P, XEERA2EA root BF#ITREEES

R IREY AWS T 7= 48 A 7

1.

118 Root FIf 34 ASEH) AWS /> B ER¢EEL | MUK AT E NS HBS, AWS EEEs)
AET-TE , HALHRS,

ERRFERBAFREZSENED , B3 CAWS EX AFIER) F# Signing in as the root

usero.

NENBRAFBERAZESMHRIE (MFA)

BXEA , B IAM AFEETHNN AWS K- BRAFERAEL MFA IR% (2H& ) .

SEMERER AWS Tk F= RS 1.0 12


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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tIREAEERENRIAF

1. J3 A 1AM Identity Center,

BXUE |, BSHE (AWS IAM Identity Center FiF1§8) ##Y Enabling AWS IAM Identity
Center,

2. £ IAM Identity Center 7 , AP R FEEIHRINR,

BXREA IAM Identity Center B & fEN S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAREELEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EE A 1AM Identity Center A B0 %% , BERSBELIZE IAM Identity Center i P i &%
S B8 F R4 3 41k A9 B 5 URL,

BXMEH IAM Identity Center AP 2 ZH#HE , B HAWS 2% AP EEFHER AWS iFE)|]
o

AR R o Bo s H o P
1. %E IAM Identity Center 7 , SI2 —MXPRE , ENREEREN A KENRE REME.

BXRUHA , HSHE CAWS IAM Identity Center A $8R) Y Create a permission seto
2. HARSEE—ME , RAERNZEDEE L BFZIFRNE.

B , H30 (AWS IAM Identity Center FAF#ER) ##Y Add groups.

JEA ACM Ry A

T2 REFHE (FQDN) 2 Internet LALLM ANE—EMRHEFEHRBRE —INRET RS , flW
.com T .org. MREEZEEMEE , MALAET Amazon Route 53 351 % H ity i ll 53 A v 53 Aft
—NMEE, BE , BUUEICEMEOMLE , FR—NMEE. BEIMEERXE - IAENERE (4
M—FHMEFE ) , RELTHITEIT,

BXEMA Amazon Route 53 A EMESFE L , FZH Amazon Route 53 FF R AR IEEHHER
Amazon Route 53 EMHE A

EREA fR7< 1.0 13


https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html

AWS B ERES (R
( A[iE ) BLiE CAA g3k

CAA IBRIEEE R VFHELIE B WA (CAs) NEEH FEB PRI, 85 ACM —EMEY CAA iB
FEPTHLEEAENEEMAERE HIEIR CAs o CAA BRFEEBABENIERMRNIEEN
Z2ER , BRIt EREMEENER,

ACM FIEBFERIBHRIEE G , FEREREBFHE CAA iEFLBR ACM BB N EWMARIES. B
B CAA iERZEALEM,

BiE CAA iCRKE , iREALLTE :
flags

EE ACM RE X tag FERIVE, FLEREN 0,
RE

tag FERAILIAUTEZ—, BEE , iodef FE& B 5l E X 2B,

issue

ERETE value FERPIEEMN ACM CA BRI AN LN FIHM AU,

issuewild

B RIGHE value FERFEEMN ACM CA EFENAEN BN FHM L BE LS. BEFFIES
ERTZEHFEAREMEFE, BEE , MREURIER HTTP BiE , M REFTER ,
AR HTTP RUEFA X FBEEMFIES. X TEERIUES , iFXA DNS S8 FHf 4RI,

=]

WFERNERBRT tag FERHNE. BXLAASF (") FILERFLX.
¥ tag 79 issue Bt

value ZEREE CA H& . LLFERTAEEE Amazon CA U CA B FR. BR , MRE%
BEEUTEAN Amazon 2 —H CAA g3k CAs , Il ACM A REIE A R FIHAMAUES :
* amazon.com

* amazontrust.com

« awstrust.com

¢ amazonaws.com

value FERBAIVEE DS () , MR FNAVEM CA NEEH FEHMKIEFH. MREEEN
FHMERREETBEENENMSENIMRMVILES , FEALFR,

( ik ) BE CAA id% MRS 1.0 14
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% tag & issuewild B
value FE 5 tag 77 issue MR , AR EERA FTBEFIESR.

HEETEE ACM CA EHY issuewild CAA iBEKAE , ACM FeEM K E BB LB, MEERE
issuewild , {BXIF ACM B — issue CAA 12 , Il ACM AT LA &K BEFiE+H .

Example CAA i &Rl

EUTREIF , BEREHESR , RERIEREERE (CAA), flags FERIEL N 0, tags FERATLAR issue
= issuewildo IR FERN issue BB value FERHPEA CA BRFBF|NEEBN , N CAA BRIERERE
ENRESR[EFAFMEBERWIER, MREKE value ZERFBADE , Il CAA BXZIERT AW

£ CA MAKRIEH., CAA IBZMEER DNS R R

/A Important

WMREITRIF HTTP RiIEE—#2 6 A CloudFront , ML EE & issuewild i3 , B HTTP &
AL BERFER, N TFBEERFED , HKH DNS =8 FHR4% I,

Domain Record type Flags Tag Value

example.com. CAA 0 issue "SomeCA.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazon.com"
Domain Recoxrd type Flags Tag Value

example.com. CAA 0 issue "amazontrust.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "awstrust.com"
Domain Record type Flags Tag Value

example.com. CAA ] issue ""amazonaws.com"
Domain Record type Flags Tag Value

example.com CAA 0 issue ",

( ik ) BE CAA id% MRA< 1.0 15
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BXMAFRMNFBE K DNS EZNEZELR | E5EH DNS 2Em# 52, Route 53 X#F CAA id%,
W8 Route 53 2&EH) DNS 1247 , H50 CAA BRNUTHRERCBIZENESZEE,

( ik ) BE CAA id% MRA< 1.0 16


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
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AWS Certificate Manager 23 #iF

BRAFIEBE , S0 KiF AWS Certificate Manager 2B UEP I EFFE N S AR IEEFTE N,

N ACM IEHETE X.509 #rfE , AEBUTRE :

- BW MTERAFTES DNS WEBER. BXEZER , H2H 38,

« B XNTFNER , EBRAERAEELMR 2048 1 RSA,. 256 fZ ECDSA 384 {u ECDSA.
- BN SMEPNBERBAN 13MA (395K ),

« &1 : ACM 2% M MNARZHBAFZITABIULEH,

® Note
233 ACM E A AR FFEE 82| Nitro Enclave B9 Amazon EC2 2l £, BB SHAE
IE , BMEFEAET Amazon EC2 SK6| EER . BXREREEE Nitro Enclave F I D EC2 5%
Bl LB Web BRSESME L , ESFHKIE | £ Amazon Linux 2 F R % LAMP RME RS
BB  HATDH Linux AMI Z% LAMP M£ARS 7.

EERALUERA ACM RUZHABREHSLAF NAMRIES, XEREFHAEBNEH, BIEFE
UREEBERBINEMEEBEMRS . MREFRIEBEIRE , FSASEIEBERAD,

EfFABREFE PKI BIEH AWS FAE CA |, IS TE AWS Certificate Manager RiERFAF U,

FH

« AWS Certificate Manager % 3t iiF #9431 F1 R

+ £ AWS Certificate Manager® &R A G iE $

+ AWS Certificate Manager A & H #9423 HAFE$

« IIF AWS Certificate Manager A8 UE P IZFTE X

AWS Certificate Manager 2 £ iE 5 B9 451 1 PR 1

ACM RENABIEFEEUATHRMRS . XE/GERT ACM REMIES, XL IMBRE AT
ERTEARIES,

AR R 1.0 17


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html

AWS EHEEE Gl i)
RN AR FEE

‘B¥E Google Chrome, Microsoft Edge. Mozilla Firefox #1 Apple Safari £ R B AT A X B 8519
B1E ACM iE$, B TLS E#EEIFEA ACM IE B K[ET , JIEF2XE RBEEIR. Java tHEE
ACM iE$,

BRI NE RGN

98 ACM HiEMAFIEHBEM Amazon Trust Services FR1BH , X2 Amazon BEEHNFIEH
M AN (CA)e Amazon 18 CAs 1 | 4 B Starfield G2 {RIEPMAE I — G2 RXXH, Starfield
R7E Android ( &M Gingerbread i ) #i0S ( fRA& 4.1 A k£ ) EZB{EE, Amazon BE
i0S 11 LEZ BEE, #Kes. NARFHE 0Ses & Amazon = Starfield 18 B FZFHEE ACM
NI,

ACM B BRIFIEHRE ( RSA 5t ECDSA ) B4l ELHY i) CASSKAKIE P [0 5 P iR HF S Ui
KFUEH, ATXMEENIER , ACM FRAHE CA R,

BRI (DV)

ACM iEBR I EBIE , REEIRBIER . BiE ACM IERA , AFILBAFTE IS EH NPT E XS24
o B LAEA B FERE DNS KRIUEFTEN. BEXEZEE , BHSHEAWS Certificate Manager
B8 7 BB 4F 38 IE MIAWS Certificate Manager DNS il

HTTP it

EMERA TN TLS iEFHET , ACM X#i@id CloudFront HTTPIRIE# 1T BIFR AN IE, 5%
5/ HTTP EEERIEAISAIER , HIRMHELIT DNS RIFW B HLEIT, HTTP Rif B 51 ReEE
T “ CloudFrontz X% 7" ThEE# 1T,

HTTP EEM

STF HTTP WiF , ACM 24T RedirectFrom Mt RedirectTo Mit, EAIIREM
RedirectFrom Z| RedirectTo WEE M F sEIEBHE 2 &I, RedirectFromURL BFEL TR
UERYIE , MRedirectTo3E M CloudFront Ef#iZE+H ACM 4NNV E , HPESHE—NERIES
8

H.. &

HEAMERSEEN ACM FHIEHTE ManagedBy ZRRE R ZBREN B, W FERA HTTP K
IERYIE$ CloudFront , b FEE /R “CLOUDFRONT’, X 4EiF$ RAEE I A CloudFront,
#ZManagedBy F B H ¥l #£ DescribeCertificate M ListCertificates APIs, ACM 124 & K iEH 75 8 M iF
gm1§/§\ﬁﬁto

45 MEFBR MRA< 1.0 18


https://www.amazontrust.com/repository/
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
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ManagedBy FERES‘TITATF EBHEMEH K. 3 F CloudFronti e BiE$ , BT EBIEHM AWS RS
RINETA A%, R 88T CloudFront API FiX T B EE L FERE—R=EM.

FE AR CA i
R TR M BEMIZHE  Amazon AL IEHE CA , RRBTEH, XEF{F

2FMEF, BXEZEL , B3 "Amazon introduces dynamic intermediate certificate
authorities" ( Amazon 5| AZHZSHENERMENN ) -

SR Amazon £ 1E1R CA |, MR EEZER R RMITIEEE, Amazon FERAFTE AN A LZEA
AWS EF AWS Health Dashboard , ‘@3 XX B FEIHMERREREFRE,

FA T B0 B9 B K35 13 1R AX R
ERHENSRASFIERMER OCSP M CRLs RRIEMAF RHER. REBEFHAEATREZERIN
RO = RESESX L AL B R B R

ERLLT URL BEAFREAKIRZ BHERE
+ OCSP

http://ocsp.?????.amazontrust.com

http://ocsp.*.amazontrust.com

+ CRL

http://crl.*.amazontrust.com/*.crl

ES () RKX-NISNFEEFZHN , A5 ) ARENFRBEFFH , BHFERIE #) AREF.
ZHEZE

IERMBIEEEEMBAKR N, ACM ZIFLLT RSA #1 ECDSA 2 BRAHEE .
- RSA 1024 i (RSA_1024)

« RSA 2048 {i (RSA_2048)*

- RSA 3072 fZ (RSA_3072)

- RSA 4096 i (RSA_4096)

« ECDSA 256 i (EC_prime256v1)*

« ECDSA 384 {i (EC_secp384rl)*

45 MEFBR MRS 1.0 19


https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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- ECDSA 521 i (EC_secp521rl)

ACM TBMERIRE R () WEEERIES. RREENERTSANIES,

(® Note

T H AWS FAF CA CA ZXEMFE PKIEH , EEEERSI ( RSA 5 ECDSA ) #4915
CA WEAE EZRFIAEIE,

ECDSA AL E B RS LMK RSA ZHE/D | itERNEES , BEHIIEFMENEZES inabiF
ECDSA. bRk E NIST , LEE T RSA #1 ECDSA Z4A K/ ( MU R B ) IIRBRESR LA
.

REEZNZHN L2

ZERE RSA ZH#H K/ ECDSA Z K/
128 3072 256
192 7680 384
256 15360 521

RLBERN2WE , SRBMBIENBENRBE, Fit0 , 3072 2 RSA 40 256 12 ECDSA
FARH A LUER T 2128 ki R,

BXREFREENED , ESHEPH AWS BEXE (uaifEFEH ECDSA IEH) o AWS

Certificate Manager

/A Important
ERBRSRAFRZFNEEZNBZANPATERR, XFBERFIEBRS AT IAMER
ACM MAFER. BAXREAREE , BSHE MRS

« HX ELB , {52 # App lication faE &M HTTPS liTES,
« BX CloudFrontfE & , FZ R X SSL/TLS i FI B,

45 MEFBR MRS 1.0 20


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html
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RESRITNEE

ACM B ACM IEBHLEITMME, BanEITANREEEERIEPEES IR, RHEHIITHMS KN
. BXEZEE , B5H FHEEIUEBEIT AWS Certificate Manager,

ZNMEE

BN ACM ERSAZLBE—NTLREESE (FQDN) , F B BFEHEMEEN. B

 , www.example.com RYiE$ th AT LLEHE www. example . net, X t5ER FHE ( HIEENE
HRE ) o BHLLH www.example.com & RIEH H TIE example.com. BXEZFEE , HSH
AWS Certificate Manager 2 #iF$,

punycode

MR R AT 5 EFREE BRI Punycode R :
1. Ll“<character><character>--"#& =\, 7 L 1y ig B S M5 “xn--"— B,
2. Blxn--"FFSk i B th A MR B R EER LB

Punycode 7~

HAa R i R BE

M1 4

2

example.com & rE v T & LL“<character><character>--"JF 3k

R R
a--exampl & TiE v A& LL“<character><character>--"Ff sk
e.com A A
abc--exam & TiE v A& LL“<character><character>--"FF 3k
ple.com A A

XN--Xyz.com X = v BV ERRMLER (BT R E.com )

Xn--examp = B X FREBRNERLEA
le.com

ab--examp B B X AT “xn--"FF 3k
le.com
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https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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B

ACM IEBRBREAN 1318 (395K ) .
T RS R

ACM R EHEPERES () ROUBBEMFLES , ZEBTURPE-—MIFHZSNERK H

w, *.example.com AJLARH www.example.com # images.example. coms

EBERMFILEES , 2S5 (*) XA TEHENREN , MAERFREP —NFEE. F

| *.example.com {&#" login.example.com # test.example.com , {E R
test.login.example.com, BtA\ , *.example.com 4RI Fi& , M FRPHEIE TSI
(example.com), ZRALLENIEEZMAR ( HlE0 example.com M * . example.com ) AEEHK
HFgREIESR,

/A Important

WMRIEFER CloudFront , AR HTTP RIEAXFBEE LS. X TEEMILES , LF46E
Fi DNS RiEs s FHRAFIRIUE, AT DNS BiE , RAEXFAIEITIES,

£ AWS Certificate Manager® &R A B iE$

EATLAM ACM #2#| AR API 15 AWS Certificate Manager A BiE$H. AWS CLIE T SURIX LiE
BEERIERL—EER , AWS B tt I FHS B UMAZTER AWS =,

UTRERT 2 BIEBNATSEARER 2BEHXE,
NEILEH

FEHE MK T ELB CloudFront, Amazon Fl Amazon AP| Gateway AWS fR$ &89 ACM 2N FiIiIE$,
BEXBEZER , 52 5 ACM £ RS .

(® Note
FESHTE 2025 F 6 A 17 HZBIGI2H ACM KF/IEH,
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AWS EHEEE Gl i)
ASHARIES

ASHNAHKIERT AWS RS SEERIEBEREFER , B ENE AWS =fEf. BEXEZE
B, BZHAWS Certificate Manager A] § HE A HIUEPB S5 ACM SRS &AM A HTHY
ACM A EIEHHBERATSHINEE , FRESHAFTIEH,

UTFEaitemmeiE, SHMRHEANE ACMIEHR,
EB

- FREHEERAFGIES

o £ CLIERABIUEH

FREFSERDBIES
Bk ACM AEIEH (2414 )

1. &F AWS B2 A HfEhttps://console.aws.amazon.com/acm/EK ] FF ACM 25| A

ERE RIS,
2. 7£ Domain names ( H# ) 52 , BALHNES,

BT LMERATEREESS (FQDN) ( Hlil www.example.com ) , REBRE B RIMSEE ( Hl
example.com) ., ZREAUEREMNNVEFERAES (*) FABEFREFR-—BHHZMER
B Bl , * . example.com AJLA{RY corp.example.com #] images.example.com, &
B AF & FFE RTE ACM iEH B Subject ( E& ) FEH Subject Alternative Name ( EBE R A
m) ¥ ERY,

BERBEFFLERN , 5 (*) XNV TEHBENREMLE , mMBRERF —NFEERG. 5l
| *.example.com AT LR login.example.com ] test.example.com , B FEERH
test.login.example.com, BiEFE , *.example.com R} example.com By FiF , M

AR R BTN RE (example.com), EFNRIFZE , BSRT 1T R,

(® Note
R RFC 5280 B3R |, BT BIMANE R ( RAREBRA VAR ) HKEFREBT
64 N\NFT (FF) , AR, BER , B (ET 59 ) REHNES/NEETBERSA
# (SAN) WKE &% ik 253 N\ F T,
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https://console.aws.amazon.com/acm/home
https://datatracker.ietf.org/doc/html/rfc5280

AWS EHEEE (AR
ERMEMEH , E%F Add another name to this certificate (BILLIEBHFME —NEFR) , AR
BEXFEREABN. XX TFRENRFPFEERTRE ( HlI0 example.com ) KEHFi5 ( 4l
i *,example.com ) 3EEE A,

3. WMRESIERACM JSHEAFIES , BEBEASHIED, BFEBHRIEPHNAEZRHAE

AWS =2 MERAE. BXEZER , 55 AWS Certificate Manager 1] 5 H Y22 HiF$,

4. 7f Validation method ( BiEJ5 % ) 8B4 , BIBEHIFE E%E$F DNS validation -
recommended ( DNS RiiF — #% ) = Email validation ( B FHBAFRIIE ) o

® Note

MEBRE AL 4w%EE DNS Bl & , ZBifFH DNS IR UL A~ 2 B FHf4I0UE, fAX T & FHp4
iF , DNS RiF B 2L, ESFAWS Certificate Manager DNS Kl

ACM EMRUEB 28] , 2RIEERBRAENEFEBFERFNES, S ERBFERAHRIER
DNS %1,

a. WMREFRBFHLERIE , I ACM FRIFEFHAHRETEEHEFRPEENE, WRIE
ETRIESE , W ACM &£tz e Fip M X EZRIEE., BXBEFHMERIENESESR ,
ESRAWS Certificate Manager B FBR 4RI,

b. MR DNS ®if , M RFF ACM =HNFIFIEREAEN DNS BLE, B< DNS KiEF#
BEZEER | FSEAWS Certificate Manager DNS %1,
5. ERfEES S , EF—REL,
6. 7E Tags (#% ) WHEL , B UERRIERRINGZL, RERREX , AERBIFMEALR AWS &

R TTHIE. BX ACM FRZS BN SR UKR B X WA QI ZIES FEEBRNFENEE |, 5
% #r12 AWS Certificate Manager &R

SERAIRESG |, % Request (1K )
7. REERE , BHAMEREUERIIK  HRASEREXMIEPHNER.

FEEEERR | EBHRAFZER Pending validation ( EFRIE ) , BRIFRBEDBREBIEPF
REMPFHEAFEMRERRSHERAM, ACM EEZRKIERIE 72 /Mot , REEIT, WRIEF

FPRZASERA Failed ( B4 M ) = Validation timed out ( 3iE&EAT ) , MMIERIER , EIE DNS I
UESE FHRHRIERA , RAFER. MRBIERD , MIEBAPRSFHER Issued ( EMK ) »

EREFAERABIES W< 1.0 24


https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-cert-requests.html#troubleshooting-failed
https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-cert-requests.html#troubleshooting-failed
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html

AWS IEBEER CRFERD

® Note

REFEENFIRFFHER  BEERNIEBAEAIRVETL, EAURKTEUHNRE=
AFRERIAF, EEFTAERA EAR TR S TEH,

R CLI &ERABIUEP

ST LEA request-certificate W HERFHAE ACM IEH, KRIEHFZER TEER DNS
M EMAIL ( BFHRH ) o BEAEEM AR RSA_2048 ( IR ARIAFRAMSE , MR EIA
{8 ). EC_prime256v1 1 EC_secp384r1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED, Export=ENABLED

oS EH A EIEPE M Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

AWS Certificate Manager A § H B A HiE$

AWS Certificate Manager AI & M A RIFH A FEEE A SRE, SEANLE SSUTLS IEF |, &
& Amazon EC2 3E4l, BesFIAM =, tINEER ACM MAMN AHRIERT BEERMBEZI AWS
RS , EEA SR EEENEMBRTRHIES,

%

LTABRERT ACM IS HAFIERBHLS

- FYLIERERE : £H ACM EHhEEMBRFRNVIES,
« ERWFRIUES : EEENRBERNLRMERILES.
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html

AWS IEBEER CRFERD

- BEEIT : ACM £ HHABUEBEIT , HEMIEBARZFBENBHNE, EXESEE , FZHA L
5#% ACM K EventBridge X #5,

« BARE AFENEQENTSHLAFERNRE.
« ROFERE : HEMXIFINE SSL/TLS IE P RSSHFINAREF LERIES.

ACM A1 S HABIEHH TERE

LTAARBRET ACM IS HARIESHN THEFRE

1. B ACM N &R E R E A S HiEH,

2. X DNS =8 FHf IR UER I U AT B X

3. FHIEH, MEZEAMIEFHEE,

4. FEPHEINENRSH[BNAERF

5. ACM EEEIT , AEBMLL AN RIEEA,

Z2EEEU

UTRERACM ISHARIERNNRZEEES, BXEZER , B3H PHEBERT AWS
Certificate Manager,

- ERZENFENTGRZGREFSHNLERH.
- MRENEZAME |, BEHR ACM WIREHIEE,
- WEBEITWIEBR , FXRRELANBARLRIYE.

PR 75l

UTR—L% ACM IEH PR

« IEPHERHN 13MA (395 XK),

« ACM FHE 1M1 NMABEITIES, ACM FHEITRANEEZIH B HAnl 60 REHIRVIEH
« BHNERSHIEPNHELRE,
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AWS iE R EE2S CRAF#EE)
|—H
EM

FREAEN TS HEOHE SSUTLS IEBEEXENEMH., AWS Certificate Manager8 < & #HY
ACM EMMER , BSH AWS ME EBAWS Certificate Manager R EMN R H,

B Rk
AT 2R ACM IEFHE#Y — L B ERES -

« TP, BRIZMENFFRER,
o MRHEHEITIERN BT BRE,
/A Amazon EventBridge (5t R Wi B B,

& 1 AWS Certificate Manager %3 L iE 4

UTEBRNEISETHNAE ACM ZBFIEHSH ACM 2FIEFH., HE , BRI UEMAexport-
certificate AWS CLI 5 ExportCertificateAP| &4,

® Note
T xS HE 2025 6 A 17 B 2R8I ACM AFIEH,

SHABIES (244 )

Bk AWS BIRRE|IA HITHF ACM #2414 , MikR, https://console.aws.amazon.com/acm/
ERSIEES , RAREPESHNIEBNEIRE.

-

N

- HE, LULUERIER, BEEREAGETEP , EEFESH,
. EREZERE RRERSE.
4. BWMAFABNLBEANETD,
5. EAILUTEEE HIEH XA,

@ Note

£ ACM BHER |, BB S H pem iEPB X, BAILUN pem XHHIRF S — 34 #%
N, Bl ppke BEXREZEER |, BSHLL re:Post XE,
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https://aws.amazon.com//certificate-manager/pricing/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/export-certificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/export-certificate.html
https://docs.aws.amazon.com//acm/latest/APIReference/API_ExportCertificate.html
https://console.aws.amazon.com/acm/
https://repost.aws/knowledge-center/ec2-ppk-pem-conversion

AWS IEBEER CRFERD

SHAFIEH (AWS CLI)

fFHexport-certificate AWS CLI @ 8k ExportCertificateAP| 4SS HABIE B FMFAH, =17
WEE , BRTIEEEB. N TREZ:Y , FEAXHFESIEEEEFHEXHF , ARETR
M RBUZBEE, XFETUBLEZBEEEDSHLRRP , HHLELZBAZBNEMATE
=g,

(® Note
BERBBHNXHREUTELFER, BTN TAREERL M

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

LR RO S5 HRER jq ERA PEM &=

[Windows/Linux]$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -t '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

X 2% base64 wIBHY PEM BRIEH , & BEEFHENMNENFAERA , W TEHEE RGO R,

MIIDTDCCAjSgAwIBAgIRANWUFpqAl16g3IwStE3vVpTwwDQYJIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwWEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA

8UNFQVNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V0O1lbDLgjU4HgtmV4IIDtqM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzERMA8SGA1UECgwIdHIvbG9sb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh@®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOViqIXjwr@8Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9321/Bs8ERqqga/
61FM6iw2 IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4,/Y5q9253iILRa/IQ0d4UL
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https://docs.aws.amazon.com/cli/latest/reference/acm/export-certificate.html
https://docs.aws.amazon.com//acm/latest/APIReference/API_ExportCertificate.html

AWS IEBEER CRFERD

tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkgqhkiG9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+AOWLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADKkrnrrxuHTWjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNHBkx fOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

EFMARRREIIXY B8 > EEQMMNE EENRET , NMERDNTHS

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3g -r '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)""' \
> /tmp/export.txt

A ACM iE B4R Kubernetes TIEE

IBA LU T S AWS Certificate Manager H#9/2) HiE 5 Kubernetes AWS #2488 (ACK) —#2 A |
£ ACM FE A H TLS IERBM A H S HEEH Kubernetes TR, XFERFEREEB R LS E
Elastic Kubernetes Service (Amazon EKS) Pod &£ , H7E &K Kubernetes A Q44 1E TLS, EFF
WER |, B2 55&ER T Kubernetes B ACM #4185, GitHub

AWS & A F Kubernetes #932 %185 (ACK) B T Kubernetes API , fEE 8% 5 R4 Kubernetes &

BREBAR AWS . ACM B ACK RS 12 #IBS1E B/ Kubernetes T/EREHPIZHEZLMNIER LR

BHERE, YYR1E Kubernetes A BIE ACM IEHRIRAT , ACK B HIZFLMITUTIRE -

1. [ ACM #RiE#H , ACM &ERIEBEZER (CSR).

2. EEEHWIE TR AN ACM MAKIEH,

3. MRIEE T ZexportToFER , NS H EM AL ML HFEHEMEE LIS ERN Kubernetes %4
H,

4. MRIEBE T ZexportToFRHBIEPHFESLITRME , NSERHEFEALITNIERER
Kubernetes %4,

&3 Kubernetes TYEf & MRS 1.0 29


https://github.com/aws-controllers-k8s/acm-controller

AWS i EE R

(AFER)

NFETWIEREEZIEHRIEE , ACM FEEMAIUEH, BAILAEAIER T Amazon Route 53 #

ACK FRS5#ZHIZ BRI E X EF B3 12 FH DNS BiE5I & iR,

UE 5 5 A 12 BT

BRI BRI T LR A RS ACM iE$E 5 Kubernetes L& :

®

Q

EKS cluster

©,

l

4

Pod?2

B @

9

h 4

s Pod2

1. NEIGERAL (F5H )  BY ACKMKRIES , AEAENE AWS AFHER L& IE TLS, iF

FREE ACM # , HH Loa AWS d Balancer 222 B3I &KW, XMFEFFEES HIEH,

2. AL (EASH ) - MACM SHIEBHFHEHFME Kubernetes Z4AH |, MBEEAORHNL LE
TLS, XfEEAILAEREE Kubernetes TEME P FERILH,

&3 Kubernetes TYERE;
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https://docs.aws.amazon.com//acm/latest/userguide/dns-validation.html
https://github.com/aws-controllers-k8s/route53-controller
https://github.com/aws-controllers-k8s/route53-controller
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.1/guide/ingress/cert_discovery/

AWS IEBEER CRFERD

® Note
BXRBELFIEBHAL , FSHRLEPEEREM Kubernetes AWS % CA E#ER,

SoRF M

EZ%E ACM By ACK RS2 #Igs el , FHARERUTRYE -
« — Kubernetes £&,

« Helm B%&%,

« kubectl BEEN EEHBE,
« eksctlZZE AT 7 EKS L& E pod & 15 <Ek,

71 ACM &% ACK ARS5 1225

5 Helm EREY Amazon EKS & 2% ACM B9 ACK IR #2485,
1. A ACK #Z=HISS eI ZH B Z=H,

$ kubectl create namespace ack-system --dry-run=client -o yaml | kubectl apply -f -

2. F ACK #4235 8I2 pod BHxB, CLUSTER_NAMEEBR N IEHNEBREGIONB I FMEN AWS X
b8

$ eksctl create podidentityassociation --cluster CLUSTER_NAME --region REGION \
--namespace ack-system \
--create-service-account \
--service-account-name ack-acm-controller \
--permission-policy-arns arn:aws:iam::aws:policy/
AWSCertificateManagerFullAccess

3. &% Amazon ECR N 35EMR,

$ aws ecr-public get-login-password --region us-east-1 | helm registry login --
username AWS --password-stdin public.ecr.aws

4. A ACM R ACK IRS5#Z2HIBR. BHMRREGIONNIRFRE AWS HY# X,

&3 Kubernetes TYEf & MR 1.0 31


https://docs.aws.amazon.com//privateca/latest/userguide/PcaKubernetes-concepts.html

AWS IEBEER CRFERD

$ helm install -n ack-system ack-acm-controller oci://public.ecr.aws/
aws-controllers-k8s/acm-chart --set serviceAccount.create=false --set
serviceAccount.name=ack-acm-controller --set aws.region=REGION

5. WiFREFIBSRA/ERIZ

$ kubectl get pods -n ack-system

EXREEHFBNELZEL | 52 Amazon EKS AR TM EKS BEE4H,
A EAQLLLE TLS

AR ROIE RIS H ACM iEH HEHE#E Kubernetes A AR FILIE TLS, ItEEE6IZE ACM i
F , MESHEF Kubernetes %40 , HEE — Ingress BERIAMERZIEBLIE TLS,

HEARHIF

- BIEBARN T EHESHMIES (exported-cert-secret)
« ACKIEH#ERE ACM EREMIFHEMIES , AEFHHEHS HFlexported-cert-secret®4,
* Ingress ®IRE5S| A , exported-cert-secret LR IEEATREMN TLS.

${HOSTNAME} R &V 15 & B,

apiVersion: vl
kind: Secret
type: kubernetes.io/tls
metadata:
name: exported-cert-secret
namespace: demo-app
data:
tls.crt: ""
tls.key: ""
apiVersion: acm.services.k8s.aws/vlalphal
kind: Certificate
metadata:
name: exportable-public-cert
namespace: demo-app
spec:

&3 Kubernetes TYEf & MR 1.0 32


https://docs.aws.amazon.com//eks/latest/userguide/pod-identities.html

AWS IEBEER CRFERD

domainName: ${HOSTNAME}
options:
certificateTransparencylLoggingPreference: ENABLED
exportTo:
namespace: demo-app
name: exported-cert-secret
key: tls.crt
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: ingress-traefik
namespace: demo-app
spec:
tls:
- hosts:
- ${HOSTNAME}
secretName: exported-cert-secret
ingressClassName: traefik

rules:
- host: ${HOSTNAME}
http:
paths:
- path: /
pathType: Prefix
backend:

service:
name: whoami

port:
number: 80

MBS , ACM K ACK RS EFIFSBEBIUREGAR , SIEEIT, Y ACM LiTiEHAT , #HIE
SERAFIERBEH S exported-cert-secret ecret , NTHARIEM Ingress ToFEF 3 T BN AT 4L
FERAEMIES,

B AWS Certificate Manager 23 2 iE

BT LAMER ACM 24 A AP B4EB 4 T AWS Certificate Manager S H B A HiFH, AWS CLI

/A Warning
EREAEHEE  BFEEEEERZIER. RHEBRKAMEN,
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BARFEERHILER , NEFTREALANBRIBRD BB, RHEILHNEERAER, AJEH
BUTERRA -

- REE

* NEXREEXK
» Superseded

. BB

ETREZER , 2N (LR ERRSUEBITEAS P M (TIEEERS) o

AWS REF IR EIUH BHERNRS | ELIEBRSHI (OCSP) ML BHFI&R, EMH OCSP , &
iy A] AE WK EHR EPRS R R B EHEBIEE, OCSP 8 TiEH FIRARNKIEES.

EREW

UTRBHEIERZERERSEM :

Sy
sa

HE B2 AT S HAGIER.

. BAREBHEFISHNAGIED, NREFEEEXETS , WSITEM S,

- MBAFBBEZES , WEHBIES , IREDBHES,

CEBBHTRELBMN. TEESENFEERIDREXBTSHITHDE. ARNs
C EBBHERAMMN., EEERRESEWIHLESEA,

. BHIBBKTAEE 24 IHTLER.

. IR

REIES (ZFA )
UTNRNEISETRUMARE ACM AFERHMEUES,

1. BXAWS EEEHSE HHTHF ACM #24H|A , Wit ., https://console.aws.amazon.com/acm/
2. EEIEHUEH , AREPERHENIEBHEEE,

qE , BALERIER, FIEREFAGERTNEF , EEHH.
3. EREZSRE, RELAERH,
4. FHIA-IXEE  BLAEEPREBHEERERR , A revoke , RFEFEBH.
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https://www.amazontrust.com/repository/sa-1.3.pdf
https://www.amazontrust.com/repository/
https://console.aws.amazon.com/acm/
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M UEF (AWS CLI)

fEArevoke-certificate AWS CLI i 58k RevokeCertificateAPl 4EBR4 ACM NERILE
FH, BALUETEA list-certificates MHFRELFRIFFHH ARN,

$ aws acm revoke-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234 \
--revocation-reason "UNSPECIFIED"

/A Warning
EREAEHEE  BFLEEEERZIER. RHEILEBRKAMEN,

THER revoke-certificate s H,

arn:aws:acm:us-east-1:111122223333:certificate/12345678-1234-1234-1234

BEBIIRITSEH

AWS Certificate Manager & B 7] § i 19 23 HUE 5 Amazon EventBridge , & ] LAEL & B B UE B 4R1T
=4,

1. i%E& Amazon EventBridge EN A IBIEBEITER. BXREZEL |, S Amazon
EventBridge ¥ ACM B %o

2. SIEBML , UEELKITNABIEREE, BXEZER , HSH EventBridge £ ACM H @il
O REITH.

3. MiE EventBridge B4 UREBEEALITRIBE LMK,

5 I 2 1T UE 5

BATLUET ACM 1415 . &iTiEBH APl BRELIT ACM ANEFMFAEIEH AWS
CLl, RenewCertificate REELEIT oIS HMIEPH,
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https://docs.aws.amazon.com//cli/latest/reference/acm-pca/revoke-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RevokeCertificate.html
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/A Important

Zi] ACM AISHAFIEHE , BFEXNTNTA. BXRHNW ACM EMNMER , FSH
AWS M5 _EBIAWS Certificate Manager BRS E M TWH -

AT (2H 5 )
UTEENEISE T B MMEHSIT ACM X2 FIEBHAFIES,
B

1. F AWS BEE4|E HITIF ACM #2414 , Wit R, https://console.aws.amazon.com/acm/
2. EBRFIEUR , REEFELITHIEHNEIEE,

- HE , BULERIES, BIEBFAEEREF , EELIT,
3. GEREZRE , ABEEREIT,
4. FHA-IXEE , ELAEEPRA renew , RFIEFEEIT,

ZTUE$H (AWS CLI)
fEArenew-certificate AWS CLI is 53R RenewCertificateAPl #/ELEIT ACM ANERFAEIE

F, BAILLUBE A list-certificates B REFILHM ARN, renew-certificate S H
iR 3109 R,

$ aws acm renew-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:cexrtificate/12345678-1234-1234-1234-123456789012

I&iE AWS Certificate Manager A8k HYE AT A

£ Amazon IEBM AN (CA) BEM I B B Ml & UEF LABT , AWS Certificate Manager (ACM) 24751
ERINGHERTURFBERPEENMEEE. ERFILEBN , BUERETEE RS (DNS) K
iE, BFEREIRIEE HTTP KUESKIEBAIEH PR AN,
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® Note

RIEMUER T ACM SAMN AFEFEILER. ACM ALRIES ANIERHHEAE CA LHWIEH
RYBFT AN, ACM FTTERIE Amazon VPC B EXHEMEMMEHATNER. AXES
R , F2H SEIEHRIERE,

BAZWAEER DNS RiIEM AR B FHARIE , RERWT

- WREFEH Amazon Route 53 BIEEH/AH DNS icF , N EEET ACM EFEMIZHE,
s RENPEEFERAP , HEFBIEFKREFEE , ACM A& EHHEE1T DNS BRiFAVIEH,

- BERFEHARIENIESFEESREEIITRETRREIT. ACM 2EFIHIF 45 R MRIAEKITE
Ho XEBAFAEINZENENERAEER MU PN —IRS N, BRAPIE—gE |, S8
BEUUERZEEIENET. RIEFMASIENER , ACM 25k EBMEE ARN WEITIEH,

MRIETTERBIER DNS BIEEE | M A7 E F B HR 4RI IE

HTTP ®BiF5ERA F 5 CloudFront —fRERMIER, kb EER HTTP EE O KIEREMAEN , Higd
F L F DNS WiF B B Eh 48T,

@ Note

FOZRARFERHRIENIER/E , BT ETREIER DNS M HEHATRIE. E6EMH DNS
iE , BWERIZIES , RE0IE—MER DNS RIERHIEH.

F&

« AWS Certificate Manager DNS 31iF

« AWS Certificate Manager B F BB 43
« AWS Certificate Manager HTTP 1iiF

AWS Certificate Manager DNS 1ilF

WA KL (DNS) REZEDIMEZHRIRH B RS, DNS REFLE — NI EEEN IR BERE.
WMRIERE DNS BiE , ACM 2R —FHZHFNBIEHK , REERLTRMB L EHEE, XEIERS
BE-AME—NREX , B TR ZEEE RN,
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® Note

FOIZRA B FERHFRIERIERE , BT EZREIER DNS W HE#THIE, EfEM DNS &
iE , EMERIZIES , RiE6IE—MER DNS RIERFIE+.

f5lan , AR F example.com EiFERIEP HIEE www.example.com FEABEF , U] ACM A&
BIERAKIBIERK, BREFBRETHENFZNKSLEN , ISEHNE. EREOAWSHN 3
% , ACM ERZBENEITIEDR, HBIERIAFRNE DNS BEER—R. REUERBEEFERT ,
HABBIERREEFEE , ACM B BEITIER,

/A Important
MR IEAEH Amazon Route 53 EEEHI/NFE DNS i85 |, BEREH DNS 1247 7 #7 R

g, MRLUXAHREA DNS BIEEAVNER | W ATUE A B FER 30T,

TEEERIE , RAEFNBIEEMNAEE , ERULLAENTLRETE (FQDN) HIFFIE ACM i
F, ERMRN BTN EZEEHREENERIIES K ERBETEATFEMIES, ATFIHRBIERE
ESRERATEMAWSKEH , BUUESMNXEFREFHLRERIES, BIE7 IR M BRAYIE
Fo

&0 LU IS MIE B < BX B9 AWS BR 53 BRIE 5 s B3 M BR B B iE KR E L B EEIT. RER DNS 12
HETZ Route 53 , iHBXRIZMHE T BN ERIZRK. MR Route 53 2ERAIRMERE , iHSH Route

53 FRAREEPHOREGRARIIEE, BXEEUPZITNESER , BSHATHEEIERLEIT AWS
Certificate Manager,

(® Note

WIER71E DNS BB EEEF ANMA LM B IERK , WA B IEREBITFRY. NREFEEKD
g, RANBWER B FHLRIE,

ACM 5l & 12 KM TERE

(® Note
RE5ER T AERA Route 53 4ENH DNS RHEHE .
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AWS IEHEERR

(AFER)

WMRIETEM Route 53 /7 DNS =247 , WEE (BEEIMN Y ) F31F ACM REMN BB ICFKH
AFREBHNBEED, AR EXATSHEN , SRFEANEFSOINHMENERETHENRR.
X T ACM |, XL R A VIR BT AR IE MY B 3hiEH41T,

TRERTANMEABNROBBIEFK. BRICEMVERBV-EFENA TRIEEHE AR

i, ACM BIZNFRHHEENEEE example. com SIRZNFRHEME, BN , BN IEKRBEHMICR

EF2EEMNERAE .

B A iC F R B

B

*.example.com

example.com

www.example.com

host.example.com

subdomain.example.

com

host.subdomain.exa
mple.com

IEFRAM

_x1.example.com,

_x1.example.com,

_X3.www.exam

ple.com,

_x5.host.exa

mple.com,

_x7.subdomai

n.example.com,

_x9.host.sub

domain.example.com

(o]

IGESIE

_x2.acm-validations.a
WSo

_x2.acm-validations.a
WS,

_x4.acm-validations.a
WSo

_x6.acm-validations.a
WSo

_x8.acm-validations.a
WS,

_x10.acm-vali
dations.aws,.

TRI% (L) 2/al xN ERHA ACM ERHKFENFRFH, Hla,

_3639ac514e785e898d2646601fa951d5.example. com.

RRERWIZFKE . KERWICRKETRER

R
LD

DNS i
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_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

AT [E— DNS g,

(@ Note
B DNS BEBF R HENS FTHLNIZIRRE | S5 HHEE DNS BIFEE,

LHEBFRIUEB HIEE DNS BiERT , ACM 2REUTEXNFIZBIEREES.
A IEREBW BRRX  BBRE
ﬂ
example. _a79865eb4cd1a6ab990a45779b  HlHR i _424c7224e9b0146f9a8808af95
om 4e0b96.example.com, x 5727d0.acm-validations.aws,
HEREUEHXEM FQDN, i2FEMRME ALK, AFEREXNNE. EREAFEREXNNE.

A JRAE DNS 2457 A T 740 DNS 12K Web REMNMENFRPBMAMBRX=ME (HRE. XA
MAMIERE ) . REBXNTIEREN (HRREWN ) FRHLEAXNATHEE, ERERBRT , £8
ERHELEMTRHNBNFZHE, HtREB2 8 FERHNIERANEAZNS , XBHKE (EX
RIH ) R REA

_a79865eb4cd1a6ab990a45779b4e@b96

NEHTRY, MRELFETX—A , ¥HALREBWITREH (HIM . example.com) , BHIR
R RAREM TR :

_a79865eb4cd1a6ab990a45779b4e@b96 . example . com.example. com.
ERXMERLT , RIPRAK. Bt , ENZRHRENAESHREFHEN R ARE,
®E DNS Wi

LeE T AR UM A BIEBEE N EA DNS BiE,
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FE12H & FiRiE DNS KikE

® Note

HEBRRRECELZDCET —MEH , A BB EEQEIEBH AWS KEAIHE, MRE=
RITFRFEABIEREARE , ABELERDITTEFE , BREEIRPEIENILE
B, FRIANEEET EBHXE,

1. B ELATMuLITFHF ACM #H| A& : hitps://console.aws.amazon.com/acm/.

2. HFIEBHRF , FEBREEENIRD N Pending validation ( E&FRIE ) HIEPHY Certificate
ID (IEH ID) o LLBPRFFTFUERRYFHE R TE.

3. 1£ Domains (& ) 7 , TE FIFEINIEZ— :

a. ("% ) f£EA Route 53 TR,

MEHZUTEYE , WAERESH Create records in Route 53 ( £ Route 53 8|22 )
%4 -

- &M Route 53 5 DNS 21,

- BENEAH Route 53 F£EM X1,

« &9 FQDN 8 R Z KL,

® Note
WM RIEEFEH Route 53 1B Create record in Route 53 ( £ Route 53 F 8| ZE 123 ) &k
LKREEA , HSHE ACM 4l A 8 R“Create record in Route 53” ( £ Route 53
eIl ) B,

%42 Create records in Route 53 ( 7£ Route 53 H8IZi2% ) , A/F%$R Create records ( £l
Bid% ) . LB TIF Certificate status ( MEPIRES ) TWHEH , MSEEFIRE Successfully
created DNS records ( B Ih 1% DNS id% ) o

IRHIFE P A BE & 2K 4R B 'R Pending validation ( SFRIE ) &% 30 24,

DNS 31iF MRS 1.0 41


https://console.aws.amazon.com/acm/

AWS IEBEER CRFERD

® Tip
BT ELRE A RiER ACM £ Route 53 R E BB B EMNIZR, BE , B L@
Route 53 & H—1 AWS CLI 5% API i LA 7E Route 53 DNS HiEEF IR IER, B
% Route 53 i RENELZELR , BSRMEATRICRKE,

b. (Wi ) MRLEEE A Route 53 9 DNS 24175 , MIA%FK K CNAME 58 , FFHF
INEEE DNS BiEED, EFIPHNFAEETEL , fUUBESIFAER 2 — R THHiER
=

« &%) Domains ( 18 ) #2 FE R CNAME A4, EEFTEFHHRMEIEN DNS BiE
BEo

« & , 1&#F Exportto CSV ( HHEICSV ) . ERNXHFNEEFTEFHINE DNS HiE
FE,

/A Important

ERBWIEFE , FEE ACM A E LT TEFRE RFRESAIME DNS 24t
HBIEE, MRESFE , HSH P& DNS Kif A&,

R ACM EEEERB B IEFRERN 72 PITARIEES , ACM RRFUEFHRBE LA Validation
timed out ( WIEHEA ) . SBMERNKTRERREREM ACM £ EKIIER DNS BB, =
FRRWRID |, BLAEEE DB ICKHAFERFIWIES,

AWS Certificate Manager B BB 443 iF

AWS Certificate Manager (ACM) £ L INER B R AT R HERPIEEMAIEE , A/F Amazon iE
PMAENK (CA) FEEAMUMRIEH, EAIAEA B FIRAE DNS ITRIE, AREBIT LB FHR¢F
BﬁiEO

MREEREFERAHRIENESI R |, FSREEE R TR UERY R,

B, F BRI UE R TR R I8

NTFEMNE , ACM TR E FEHFREIATENEARSGE Fiffriba. WREFLEHN
B ZEERX LR TR, WA CHENEREEENRIES. B &/ a0 EF 75
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HEX , HELERN e FEZENERAEL FHREtutE, Hla | RiZFEF example.com IEE R
subdomain.example.com ¥ , M AT RER W EI— 3 &K IXZE admin@example.com K B FHR 4,

« administrator@your_domain_name
* hostmaster@your_domain_name
+ postmaster@your_domain_name
» webmaster@your_domain_name

« admin@your_domain_name

ZFASRAEZEN AN , YTERXLEEFH4F I SNRIEHEE, EIEHIHA 45 X, ACM
Mo £ [0)3X L5 31 R IR B0 UIE B8 F B AR SASRATAE B

XNTFER ACMAPI 5 CLI WZEIERER , #THFHARIISSHEMERNEBLRE-—HEF
BR¢F , BMEZERFESHASN FE, SRFEFTERIESNENETEHREES , RE ACM = 82l
RiEF

LSRR BIAMEIR

MREF A waw FESBERF (*) FLNFBZFER ACMEF , N ACM FFH BRFF LB www

RES , HNBHFHAERETERE I, XEint RN 2EEAE P RIRI 2 80 @AM

admin@. administrator@. hostmaster@. postmaster@ # webmaster@. 140 , MRE

7 www.example.com &R ACM iE$ , N &8 F R 45F &% F admin@example.com T2
admin@www.example.com, [E# , MREH * test.example.com FER ACM iE$ , N B FHB4FR[F &%
F| admin@test.example.com. HRHE N EE #buk#Y4H K XELL

/A Important

ACM FBXIFHNEBHEITH WHOIS B FERHIRIE, MAXIFEARS L, BXRFME
B, FEHBENE.,

AEBEM
WEBUTAX B FHERIENEEEMR,

« BEFEENEEREAFIEMA TIER FERF it T BB BT EB A IRIE, REE FERMF AT R
EAREENNIEEE N,
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« RIUFGERT ACM MR R FEFEIEFH. ACM F2RIES ARNIERREFLE CA EENIEFHAIE
FRBEN. ACM TTERIE Amazon VPC EREXHEMEMBBEHFINER. BEXESER | i
SR BFEUEBRIUERIH,

- HRERAEFEHARIENIERE , BT EREIER DNS XY HE#TRIE. EFEMA DNS BiE , &
WERIZIES |, RiE0IE—MERA DNS RIEMFEH.

UEFIS M LR 1T

ACM EHHBERHN 131N (395 K ) » KITUEHFEEMBENITRIE. ACM KTEIEHEHIF 45
RITIRE S 2R B B FER A b it RIXEITBA, ZBASEE —MEE , S E LRIz
BATEIT, RIUFFAESIHAYESE , ACM 24Tk BB HE ARN HEITIES,

(Tikk ) EHRORWE B T4

BSHRBIFEFHMERTE - o, BUUERTHELRLER, BR  BTHEIEFTENRIIET
HR ¢ A BE A B RER A TR IEBR AL AL P EX , RIS HESE 72 MtEE3IEH. HRERKER
IR FHRG S TEEEIM , B REMAIEE FERF. BXRUMERLERIEEFHENESR | F
SREMRIER IR FHR¢F

BXEFEERIENFEAEEE |, HSREEE FIHFRIEN R A X AWS Certificate Manager 8]
BT RBHEER D .

B Zh3# 1T AWS Certificate Manager &7 -5 iF

B B FEMF IR ACM IEPEE EREAMAEFHRF, LKEARELH FHARIEESVDI T
EEZE-NABFHITAERMNENTR, N THYEFEAEFHB4RIE , ATHRNERNA
7 R T L B F iR 4 R AR EA R S R IES 2 P4 & B9 TR

1 UF 88 F HR 1R AR

R FERHEERUTARHERZ— , EABRRTRAFMLIPERKITAR/IES. RHE RN FRFS
HARNERNBET ERERIENVENE,

WIEFTIER
B8, FER AR AR AR ST AN

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested _domain.
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Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

B UFUE 5 BARE 4TEAT
B8, F R AR AR AR ST

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested_domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier
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To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

—BEBIRBIREAWSKHFRIEER , BB H B ERT R0 S8 M S NENER. £/8 2020
F 11 AZEIRITAEEBTBNESAES , ARENERETOTER

o BFEHETITHUEE S ACertificate request for domain name’MF
=“"Certificate approval for domain name”,
- IFE , AWS account ID EERNATEITEREFR.

« Certificate Identifier MAELETRTEEMNIEH ARN MAREERN , fln , FER
arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78e1-0882-4f51-954a-298ee44ff369 mA
7= 3b4d78e1-0882-4151-954a-298ee44ff369,

« IFPEHtE URL S E acm-certificates.amazon.com MA 2
certificates.amazon.com,

- B RHIERIE URLITANFHRENETTSHERS, HERE dv WEMIER approve-
button M4 =& approval_button,

o FMERNIEBANEITIEPNEIDEEEEHEN B FERHER,
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Wi THERE

AT REEXRZLBFERHRIENIEFHNEIT THEREMEXESR.

« ACM ZH A ESFIERBERN , 2SRRI B FERHFRIEREEFTRAFIERBNIEENZE KU
H. SREEFSERIESNENBFERHE , A5 ACM TEMRILER, BEXEZEER , BSHAKEAS
FER I UF I AT B 1,

« XIFEMA ACMAPI  CLI IZFHIEBER , RITEFHARIESSHEENERNEH2RIE—HE

FHR4 , EMEZERFPEEHMEN FE. SRFEFERIESNMENE FHRAES , RE ACM
BEMRUE S o

MREET ACM BH A EHAZNEIEPHE TR |, NiZ B Fhp4~ &IE S RBIERER
RIEEMRIESE , MRRIEERIE , NN AEBIFTERWIE, ZilEidH 53 WIS Ik B 7P

# WAL BREHIED  EEEATRIINEIE, StafAEH APl, SDK = CLI RiFH
ResendValidationEmail , # £ ValidationDomain %, {ER , ResendValidationEmail
BRPEENKRIESMNATZERA , T2fRFEERB Amazon BIREF (ARN ) FELA TRk
I UE R FHR 4, MR EFEBE RIBIES BB P RIS TR E R R UL B Fop 4t |, ZB25FH

ResendValidationEmail,

® Note

£ 2020 F 11 Azal , FPRAFRIETRE , ACM iR — 4 B o & F A FEAiIEH,
{58 A L B () 52 TR 1T B9 OE SR AT 2R Y B P BOE B8 F BB I TR BRI E Ko

- £ ACM API = CLI , B LR SIS S B iE RN AT B RIE B Fof 4 ZIX BTN, £ API#
A RequestCertificate #4E#) DomainValidationOptions S k#EE ValidationDomain
#{E , ©= DomainValidationOption Z£H MK G, £ CLI # , £ request-certificate ar HHY --
domain-validation-options ¥4 ValidationDomain BY{E,

AWS Certificate Manager HTTP & iF

X AEEPI (HTTP) RELEM EH#HTHRIEBENEM DI, HERN CloudFront £ A KIEPIERF
HTTP ®iEet , ACM &K A SR UE BB B . ACM & CloudFront thME , HERHE—4
BEMN URL ME—MGHE , &8 LM% URL SR A FHRLE S, HSETIERENZEEEEG
N, FEIFTE CloudFront MR iREMNEHNEE ACM ZEHINNENEER , BALLEHABE S HeE
HESRTH EHARE , NIRRT EN., ACM F CloudFront Z B HXFTCEEE R B TIEBME R
B, RERH CloudFront 2Bt
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/A Important

HTTP BiEA X @BEAFIHIEP ( Hl0 *.example.com ) » N FEERFEP , S A DNS &
i 5 B8 F BB I8 A o

flan |, NREAFER CloudFront example.com R MBZFH www.example . com B 3EiE SRiE

F , W ACM RERMHFA URL #1T HTTP Bif, SA#EE—/ redirectFrom URL F1—

N redirectTo URL , TREWEHM AWS IKF 612, redirectFrom URL 2 ZFEH ERNE

( B30 http://example.com/.well-known/pki-validation/example.txt ) LHIE&

£, redirectTo URL #§[@ CloudFront AR FE M —RIESHEN ACM £HlVE, BRFRE
XLEBER—XENT, HEBMEVNEZ R IEEHIGFIENRE , ©fFM redirectFrom URL HiE
K34 , CloudFront 2 HEEEME redirectTo URL , NI AFHRIKIESHE., RE CloudFront
FEFERIES , HEEEOMAEE , ACM B2 BaLITIEF,

£/ CloudFront A £REHA (FQDN) iRE HTTP RiffF , RE HTTP EERMAEE , BHA
BAR1Z FQDN &R ACM IEH , MALEERIELRE, XEREETUCEZEEHREENE
BRIEH  RERBETEFENESR, BF HTTP BIESEERTF CloudFront B] FARYEM AWS X1
d, BANESNXEPFEFRCRERNOIER. REEERMLE TENRS , BT R M ERAIE
B, MEAEFEIHTERIESRE,

EFEIEEZHET HTTP BIEMIED , BERMNERF, SR LUFEBMNEEXEMN CloudFront 2 Bl #%
B, AT LAMIBR N RIEMIRE M HTTP EEME., MREMEA CloudFront LA KB D XML (CDN)
= Web RSB REBEER , FEFMNEXETHRNABREER. WREMEA CloudFront REEE
Em, AU BEEHP»ENEEXRBREED. AXREILEREZITNESER , BSHTHNEEILED
1] AWS Certificate Manager, #ic{E , FILEBHLITARELSSBIEPEIH , EREN HTTPS RE
BT,

ACM By HTTP EE @M TE/RE

(® Note
A2 ER TR CloudFront #ITHARIHEA ACM #4T SSL/TLS IEPFEENEF,

£ ACM # CloudFront R{EH HTTP RiERT , BEERE HTTP EEM, XLEEM A F ACM KiF
BRI EMMAEN , LEH#THRIEPMANBFENBEIET. EEOEHN IERERNEE ENEE
URL #8@ CloudFront Rt ZR R F M — R UF S AR ACM EHIHNE,
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(AFER)

TRERTHBNEERERE R, BIEE , HTTP RIEFZFEERFE ( F/20 *.example.com ) o &
MBENWEEOE-EERZEENATRIEEAFMEN.

HTTP EE [ & R4l

A

example.com

www.examp
le.com

host.exam
ple.com

subdomain
.example.
com

host.subd
omain.exa
mple.com

EEX@A

http://example.com
/.well-known/pki-v
alidation/ x2.txt

http://www.example
.com/.well-known/p

ki-validation/ x3.

http://host.exampl
e.com/.well-
known/pki-valid
ation/ x4.txt

http://subdomain.e
xample.com/.well-k
nown/pki-validatio
n/ x5.txt

http://host.subdom
ain.example.com/.w
ell-known/pki-vali
dation/ x6.txt

txt

EE@ME

https://validation
. region.acm-
validations.a

ws/ y2/.well-kn
own/pki-validation
/ x2.txt

https://validation
. region.acm-
validations.a

ws/ y3/.well-kn
own/pki-validation
/ x3.txt

https://validation
. region.acm-
validations.a

ws/ y4/.well-kn
own/pki-validation
/ x4.txt

https://validation
. region.acm-
validations.a

ws/ y5/.well-kn
own/pki-validation
/ x5.txt

https://validation
. region.acm-
validations.a

ws/ y6/.well-kn

R

HTTP IR
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=& BEEm@AB BEEM@ME AR
own/pki-validation
/ x6.txt

MHAFE N EM ACM ZHIWEFH yN ER ACM LRI ME—RIARF, Hla,

http://example.com/.well-known/pki-validation/3639ac514e785e898d2646601fa951d5.txt

KRERNWEEMH URL, XERWEEBE URL AJRER

https://validation.region.acm-validations.aws/98d2646601fa/.well-known/pki-
validation/3639ac514e785e898d2646601fa951d5.txt

AT E—-RiIEiEF,

@ Note
WMRIEH Web lRFSHHIAR D AMEFIXFHEEERR LIREEER , FSHHE HTTP I
UE A&

HEFRIUEBHEE HTTP BiErS , ACM 2BHUTHRANEEQFER :

YN

S EEM@ME

https://validation.region.acm-validations.a
ws/a424c7224e9b [.well-known/pki-validation
la79865eb4cd1a6ab990a45779b4

e0b96 .txt

example.com

HTTP RiF hR7s 1.0 50



AWS IEBEER CRFERD

A EE@ME

HERSUERXEKN FODN, EEMHREH LN URL , ACM REEPERRIEXH. EENERHE
ERERIQUE M HHY ACM #21] URL,

WEERE Web IR 355 CloudFront 28 , LU ERMNEEE B URL EEMQEIEZEEMZE URL, 1RE
W EEO WY S EEURTZH Web IRF 2R CloudFront B, BAREELIREIER , AATF
ACM BB B AN H M A LT BVIEH,

iZiE HTTP iF
E9% BT CloudFront 97238 SSL/TLS iEHEf , ACM A HTTP WIEREUEEM IS AN, L2
NAWMFELAEIEPEENFER HTTP Bil,

EiRH A PIRE HTTP Kik

(® Note

WERRIZEELEN CloudFront B3R 7T —MEH , H BB EAECIZIUEHA AWS XTI
¥, HTTP I®iF R 8E@3E CloudFront 4 Ei#8 /= ThaER (i,

1. BEILLTMuLITF ACM #ZH|A : https://console.aws.amazon.com/acm/,

2. FIEBHRF , FEBREEEBENIRAD N Pending validation ( S RIE ) HIEPHY Certificate
ID (iEH D) o WENSTFERNEAELRE,

3. ®EE#HIH , BUNEINIERBERFEIMENEEQENEEREE,
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4. NFENE , REMNEEBH URL BIEEME URL B HTTP EEM., &R LUESE CloudFront 4
BB IT IR,

5. @& CloudFront & , LUFERMNEEM B URLEEREIEEMZE URL, iRELEEEMN S E
BURF & H CloudFront Bt &,

6. REEEMRE , ACM 2Bx=HBIEENEMEN, X—IBENZS 30 24,

MR ACM EREEREERERHN 72 NMTALERIEESA , ACM SR IEFHIRAERH Validation
timed out ( WIEHEA ) . SBMERNKZARERRERKYIRE HTTP EEM, BEFERIFED , &
HMEEE EE MR G IR RITRIESR,

/A Important

ABRRIERE  FHAREENBNENNASEEQNEMNENABHELE., MRBREZ ,
ES AR HTTP Wi [ &,

® Note

E DNS RiEFEMR , B EURESFNER ACM HHQIEREHW HTTP EEM., BATE
i CloudFront D BLiR ER EXLEE [,

B HTTP RIEN THESRNESES , S ACM ) HTTP BE@M THEFE,
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AWS Certificate Manager Y FATIE P

MREBFNFEIE AWS FAF CA BIEWIMEBEFE CA, ) AWS Certificate Manager ( ACM ) AJ LAiE
REAHELNAEFAEMIRE (PKI) REANIER, CA RN TENKF S | th AR H bk~
584F, BXOUBMBILEBPMANENEER , ESHEELT LML,

RINERT , FAE CAEENLEBTZEME , ACM FXEN XL PHTEMERXNNRIE, Hit , &
ERYMRDER , FEPREIECELANET S RETFEP,

FAE ACM iEFIEE X.509 trfE , HEBLUTRH :

- B XAERANS DNS WEBER. BXESEER , B2H 85,
- BOE  XNTmE  EPRERAEEMSIR 2048 L RSA, 256 i ECDSA = 384 i ECDSA,

(® Note
EENZHREERY (RSA = ECDSA ) 45 CA BRAMNE LR FICH .,

- BNE  SMNEPNERAN 13MA (395 X ) o EFNAEIEFRTURAUEP A SR B B L5
THERNWIERPERBE , ENAERFRFEK
« &i] : ACM £ 11 MRABEEHBHEITRF/IEH,

ATEBLRRIFEPHNAELERTRNEZHA SRS
o AEBPR N EPIRS SN TEEK

@ Note
SERFAZEENERRE , BFAE CA LENIEBFEERIL.

£

- £/ AWS FAF CA XE ACM A BIE B E Y
« 7£ AWS Certificate Manager R igRFAEIiEH

- 5 H AWS Certificate Manager FAGiE$
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https://docs.aws.amazon.com/privateca/latest/userguide/create-CA.html

AWS IEBEER CRFERD

EA AWS FAF CA L8 ACM A HIEBHZH

EUTHMBERT , B LER AWS 348 CA X ACM IEBHRITER .

« B—JKf : XE CA MWL K AWS Certificate Manager ( ACM ) iE B FRE— AWS K e,

ESHAEKFMAMEET , AWS FAH CA BEERAE ACM FREEAR TR, REMF|LHIESH
HIR, X2FEH AWS FAF CA API #4E CreatePermission 8, AWS CLI #5< create-permission
SN, WRAEERXENRIELEATMAUERL IAM AR, A6,

- BIKF : XA CAMMEH ACM IEBMTFRE AWS Ik, HFBEERIEBFIENKS R T CA
{9 17 7] A PR

EEABKFMAMET , AWS FAE CA BERLIER AWS FAF CA API ##4E PutPolicy 3
AWS CLI @4 put-policy , HE T RIFHREMINEZ CA, ZREEIBEEHMIKS B AFXT CA #1T
BRARINEMSE, BEXEZER |, BSRNETRFRENEEFAT ACM Private CAo

BRFHREER ACM REBRFREKAE (SLR) , UEERNEHE PCA KBEHITRRE. ACM EM
RE—MEFBR BB SLR.

ACM WEELIBRE , EREWEENIKS FREFE SLR. MWRMFEM iam:GetRole RRE
WERTFEKFH ACMSLR , MERIE SLR EFLBRHET. IRRERREBXRE , BALBHE
K- EE R A BEEER T iam:GetRole 1AE ACM MR , EFEMNIKF 5 ACM 1T & KBk
AwWSCertificateManagerFullAccess XEk,

BREZER , FERAERIHEXARHT ACM,

/A Important

&M ACM IEBBMER 5 ZZFHFH AWS RS KRB , REFBEEHLIT, AX ACM ZFH B
RNEE , F20H 5 ACM ERH RS .

£ AWS Certificate Manager &R FAEILF
WRAGES (244

1. BFAWSEEIRG|AHBEL L TMUEITFF ACM #2414 : https://console.aws.amazon.com/acm/
home,
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https://console.aws.amazon.com/acm/home

AWS iEHEES Gilat )
EFRERIUES,

2. 1E Request certificate ( ERIE$ ) WAL , %#F Request a private certificate ( iFRFABIEH )
M Next ( F—25 ) BA4k4L,

3. 1 Certificate authority details ( IERM AV IFHAER ) Zo , 1%EF Certificate authority ( UEF 57
A ) ¥ RBEEBRHP—NTHNAE CA. IR CA ?E}‘A;'J_AJHKF/\—_FEIJ , W ARN HY
BEIEMERESR.

LETFFEREXR CANFAREE , UHBERIEERE T EHBR CA :

- BEE -

« KF

« 22F#& (CN)

« 441 (0)
ALAERT] (OU)

- EZR/MXEF (C)

- WA

- FTE#ER

4. 1€ Domain names ( H% ) % , BRAZWEE, BuULFERATLREESE (FQDN) ( 4l
www.example.com ) , HAERBEHMKIFHE ( HI0 example.com ) . Lk A AERZEM
NEFAES (*) FABEAREFE -SSP AN UKIBEF. Bl , *.example.com AL
R4 corp.example.com F images.example.com, BEERFZHHFERTE ACM IEHH
Subject ( £ ) FEH Subject Alternative Name ( EBER B ) B+,

® Note

BERBEMFIERN , E5 (*) YU TEHENREMNVE , mMERERF —NFEEKB,
f5lan | *.example.com EJJ«M%?F login.example.com ] test.example.com,
{EFREERT" test.login.example.com, FiFEE , *.example.com X {RH
example.com B ¥iF , M AR FEFRTNRE (example.com), BERFNRIFZF |, S
F T —NER

;& , E£$F Add another name to this certificate ( EILIERRMB —NEFR) , REEX
AERRBAZH. XN FRINKIERIFEHTTAE ( 420 example.com ) K E Fi5 (4N
* example.com) EEEH,
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5.

RRZAE LSO P , BE-RHEE,

BXHEBEWEERELNER , BSH AWS BEXE ({74 AWS Certificate Manager # ¥4 %
£ ECDSA E$H) o

£ Tags (/3% ) B H , BALLERRIEBRINRZ, RERREX , AERIBNHELAWSER
N TBIE. BX ACM HRES M F|RAR B X MAE OIS FEEERRINFENERA |, 556
#rid AWS Certificate Manager &R

£ Certificate renewal permissions ( IERLEITNR ) Fo , WIAEXIEPLITNRVBEAN, XL&
WRAFBEHEITFERAFTE CAZEBNIAE PKIIEH, BXEZELR , BSRNERSEXARH
+ ACM,

RUEMEMLEFEERRS , % Request (1BXR ) » BHAFRENEHRSIEK , B LEHPEEHIE
Fo

(® Note

BREEXIRFFHAN , EEERNIERAERFRMEATR, BAURTANNRE=
AFRERIATF, EETTAER A EAR DR 2 TEH,

BERFEFIUES (CLI)

£/ request-certificate an 51 ACM HFIERFABIES,

(® Note

LIEFERE AWS 758 CA iy CA EEMAE PKIERR , HEENLREEE (RSA R
ECDSA ) 4715 CA AR Z AN E AR ITE,

aws acm request-certificate \

--domain-name www.example.com \

--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

E S A EIEBH Amazon Resource Name (ARN),
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https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
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https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

ERZHERT , ACM £ELEXERARE CA NEFTFREZREKAE® (SLR) M NBEHKF, SLR
RFBEBEITEMENARIBEMAIER, ERE SLR 2EEF#E , IFEAUTHSER IAM ;

aws iam get-role --role-name AWSServiceRoleForCertificateManager

WMREHE SLR , v HH M ELCM TR ¢

"Role": {
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQ0Q0Q0BBBBBBB",
"Arn":"arn:aws:iam::{account_no}:role/aws-service-role/acm.amazonaws.com/
AwWSServiceRoleForCertificateManager",

"CreateDate":"2020-08-01T23:10:412",
"AssumeRolePolicyDocument": {

"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
I
"Action":"sts:AssumeRole"
}

iy

"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,
"RoleLastUsed":{

"LastUsedDate":"2020-08-01T23:11:04Z",

"Region":"ap-southeast-1"

WMRRD SLR , BTHHAFRSKEHEARHT ACM,
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& AWS Certificate Manager FAFiE$

B LG H AWS FAF CA RBMABIES , BIERE PKI RERNEACESA. SHNXHIEIE
B, IERENNENLERH, KXHLTLEEFHE. BXAWS B CANESZER , FSH AWS
AMBIUEBREN A ERE.

(® Note
i RH ACM fAERSAN , BHTRSELARGEEIBRELEEN.

£}
- SHAFIUD (2FE)
- SHABIUES (CLI)

SHABUES (2HE )

1. BERAWSEE#ZHIA HESLLTMUEITFF ACM #2414 : https://console.aws.amazon.com/acm/
home,

1£$% Certificate Manager.
ERES HNIEBEEE,
EESH,
WAFEIALBEZANED,

o & w0 DN

(® Note
BIREMIEERN , BASMEAR A $ H % ZHWEM ASCIl FH.

6. 1% Generate PEM Encoding,
7. BULURAES, EREMMZEZAEFBRNFS |, HERSNERE Export to a file o
8. EETM.
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AWS B ERES (R
SHFBIUEH (CLI)

£ H export-certificate n S S HABIEBMIAE R, STHTN , BUTIEEEB. N TREEZ:
M, BEAXHRESEEBEBEHEXMSY  ARBIRMHRIZMFBEIE., XETUBIER
BE#EGDSALIERES |, HIHIEEEEAZD HiAERHF,

® Note
LBEUEBHXATEUTRLEFER, BANNTRAREEZGXH

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

BUR RBIS a8 HREE jq AERA PEM 3.

[Windows/Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

X &% base64 wIBHY PEM BRIEH , & BEEFHENMMNENFAERA , W TEBEZE RGP R.

MIIDTDCCAjSgAwIBAgIRANWUFpqAl6g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAQGCSqGSIb3DQEBAQUA

8UNFQVNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01bDLgjU4HgtmV4IJDtqM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYJIKoZIhvcNAQELBQAw
EzERMA8SGALUECgwIdHIvbGIsb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr@8Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9371/Bs8ERqqga/
61fM6iw2JHtkW+q4WexvQSogRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4UL
tWZyqJ2rj2RL+h7CE71XIAM//0HGCDDPaQBFD2DTisB/+ppGeDuB
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MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiG9w@BBQwwGgQUMrZb7kZ318nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWIjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhG@sHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe31rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

ENMAEATREEXS , B > EECMME EENREH , ANTTERMTER.

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt
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FHER S A AWS Certificate Manager

BR T BBiE AWS Certificate Manager (ACM) 12ty SSL/TLS MER 5 |, BIER LA AEAIBIREN
AWSIEH, BUREEHTHEENRRIE : LENE=ZFIERMENNE (CA) FKEUES , EH
ACM M EZKIEBTEEHZ BN ARFREER,

&AL S ARVES A T[S ACM ERHIAWS RS, ES ARESES ACM REMIEBIITHES
XMEE , RE-NMEEHII : ACM T2 RS ANIEFRRBIEELT.

EEZITSANIES , BUUMNEBRAELKREFLES , REFIF/EEHSAZ ACM, LIREF
REBIEBHREBERE Amazon Resource name (ARN), B4 , B USGALFHWIEH, THUSAS
NEEHEEEWIER , BXIFEENS A,

/A Important

BEEMFTUERS ANITEENISHARA TIPSR AEITIER, S LAERA Amazon
CloudWatch Events & AREBEG RN ZXBH , NTEILRHES. BEXEZER | 1§
&7 AL S# EventBridge.

ACM FFIEIEPRRXEMER , BFEESANIES, EEFE—ELATFR AWS XiZH

MY Elastic Load Balancing f1&15#88 , BX4IFEBSAIZECTHPFFRAEN T INXE, EE
Amazon E{#EMAE$ CloudFront , BATRESGAZERD (HERLILE ) X, BXEZER
B XN XE,

AXMAFEBSAZ ACM HIES | BSHNTEE, NREENS THAE  B2H IHS
£

. S A ACM iEHH SRR M

. ERABANSAKR

. EHSALED

WA 1.0 61
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S A ACM iEH W FEIRF M

B AL SSUTLS IEBFA ACM , ZHEHRHEIELRENLH, BESAHIFAWS IEFHFAEHH
(CA) ERWIES , BELABFLEFNLERANLERH, BNIEBLIHERAETEHHRNFTE
3L

NTHRESANIES , XTEEMZEEMZRAKRD. ACM XEFUTEE (FS5HN APIEH) -

- RSA 1024 {i (RSA_1024)

« RSA 2048 i (RSA_2048)

- RSA 3072 i (RSA_3072)

- RSA 4096 {i (RSA_4096)

- ECDSA 256 fi (EC_prime256v1)
« ECDSA 384 {i (EC_secp384rl)
« ECDSA 521 i (EC_secp521rl)

SHEEBUATHEAER :

« ACM ERBRFSNAFFEXFNEZNZH X NESEERBFEXE, Hlm, CloudFront {XZ# 1024
fI RSA., 2048 . RSA, 3072 {i RSA, 4096 {1 RSA # Elliptic Prime Curve 256 {u24f , ™
Application Load Balancer X ¥ ACM RIEMNFIEE £, BXFHAEE , FSHEFEANRSFHIX
=

o UEP AR SSL/TLS X.509 IR 3 i, EHAMBELERH. MUNWTLREEFS (FQDN) = IP
it AR BEX KM ENE R,

- MEPALHERHENAEZHELSE , LA HMA CANERAZLE, EXTERVERH |, %
AEZATBEE 5KB (5,120 ¥ ) , HESMAME,

- WMRIEFH CAZR , ARLEFRREMIEDE , NiZEXHRA PEM Hig,

c IBESANSUMEZERN, FIEPNERPHF B2 RER2E , TES AUEH, NotBefore i
FPZROEERHNTHBEY , NotAfter FEREESERENLE R AE,

- EEWNMAILERME (IEH, REFANEPLEE ) XA PEM B, L% DER RENMELSEH
BiR, BXEZEREURTRA , ESH L PANZRANS AKN,

o BT (EHFHSA ) B, MBREFSANERFEEYT B , WFEZEHRM KeyUsage =
ExtendedKeyUsage ¥ R,
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AWS EHEEH (R igm)
BISh - EZBIMIES ExtendedKeyUsage #Lt | BOUEHF S ARV B IR S P RIEMNIESH, X7
BUERATAL VAL |, BIEBM A TE RS Chrome REFERMME ClientAuth EKU 57U & iE
$o

/A Important
NREFEFF RS HRIETIEE , MAMBTREEMEIE , B ACM RAXEFEIREI L
S ANIES,

« AWS CloudFormation *X#[iEHS A ACM,

UEBMEZHNF ABN

ACM ERE 8IS AIEH, IEREMAERE (WA ) |, FUPEM BN ESNMNA4HITHB. PEM
L& Privacy Enhanced Mail, PEM X ERA TR RIED, EHER, EHENEH, PEM B X
HHRBETREERE .pem, EXHIERFIER,

® Note
AWS TR T#E PEM X4 S HMIERRXNEARRF. AT REAKBTEANX R REERS
HITERRE, MREFEENTEERNES ( HlNEREXERNLRIER ) |, B AT
RARFMNFFIRIE (4 OpenSSL ) .

THHNRENETESANXHEER, NIREENXHHEEREHAXEAN , BEAXREERFEAN]
TR (FHFA ). EE  MRERBEE PEM XHEFNEAZR , REQESTHRE
AN —ANRBANZER , WAEH, IERERBERHRLH.

Example 1. PEM w3 AYiE
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Example 2. PEM 4w %3 Y 5 4%

—MEFEITE —NRZMEH. BAUERAXARESR. Windows B copy @R E Linux B cat i
SRR R X EERED, EPXTRINFEE  FE8MNEBHERZALG —MER. NESARE
R, BREEFRIR. UATREASE=Z/MIES , BEENIEIRETREEEESRELNIES,

/A Important
AEMEFHEHFEPEF.

Example 3. PEM 43 75 B4R

X.509 fRA 3 IERBEANERAEE, EOE X509 ik BHIUEHERN , FERECNELT-LNEEHHA
X3 B HAE AN EEMBRU KD, XPREARETLEPRFRP, BLARERERKNLEEH.
ESALEBHNEELREZER. THHBAMNE. TENRANE - RSARBEEH.

THHNREINE - PEM mIBNHEEHELEZH. BESURBANAR , TRTE2ESHR. W
REBBZHIR , ACM £ES AT EF LA L2 A 5 A IR
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AWS IEHEEER (AFER)
SAUH

BATLAER, = ACM API FAZRIRBIIER ( BE=ZHFEERSEAFIRMENIIS ) A ACM,
AWS EEEEIA AWS CLILTEEB &R R T A AWS EEE4A M AWS CLI, MIEMm K E
AREGEPHEFAERERNEE 2R, AWS

/A Important
BERNZEREELIUAE A ACM IEPH FREH

FB
« SA (BFHE)
- 5 A (AWS CLI)

SA (ZHA)
ARG MAE R AWS EEZH 4 S AES.

1. 7FEhttps://console.aws.amazon.com/acm/ZRHITF ACM #Z#Hl&., MREREHXFER ACM , FE
¥ AWS Certificate Manager 178 , FiEBEH T HH Get started ( FFFRFERA ) &,

2. ®EFESAUEB,

3. BITUTHRE

a. XITF Certificate body , #iWEES AK PEM wEBiEH, BRI ----- BEGIN
CERTIFICATE----- FFLHEL ----- END CERTIFICATE----- ==

b. XtT Certificate private key ( IEFFERHR ) , HGIEHH PEM HFIBH R NBHLEEH,
BRI ----- BEGIN PRIVATE KEY----- FrLHBL ----- END PRIVATE KEY----- gk
=38

c. (™) ¥ F Certificate chain GEH4E) , ¥ PEM 42 HYE P 4%,

4. (Wit ) BEESANIEBRIRE |, FRAERE, RERN AWS RFRSENRIE. BMrEHS
EEXH—ME M—ANWIEE, SR LUERARSREEFTRHBERERN AWS RS,

5. &EES A,
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AWS IEBEER CRFERD

S A (AWS CLI)

LA 7R 4505 BA 24l B AWS Command Line Interface (AWS CLI) S AEH, REBER TN :

- PEM RIBHIEPFMHEER N Certificate. pem B,
« PEM REBHIEPEFMEER N CertificateChain. pem X HH,
« PEM GmBHARMZEFEZAFMIEE N PrivateKey. pem HXHH,

EFEAUTRA , BRX4GEERNECECHXHR  AE-NMEETHPRAMENSS. NERTH
&, UATREIEE THRITHNSZS RN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MR import-certificate A FEINTR , MFFRES AHIEHH Amazon Resource Name
(ARN)o

ENSAULS

MREFSATUERFFEEEM AWS BRSXE , WA REERRR o EHRFAZLES , FRRER
RIEHHY AWS RS XER. BXE ACM /K AWS RSN EZEE |, SRS ACM £ RS .

EMMS AR, EAUTRE :

o SBATLURIEMIBREA o
o BREMBREBHPHREES.

« MRS AWIERFFE Key Usage ( ZHRE ) ¥ B, BRSURININY BE , BF8EM RN
By RE.

- MRFEHS AWIEBF I Extended Key Usage (TEZFHAZE ) T E , BULURNIFNT BE ,
BREERBRIAENT RE.

BIS - U UBREF G SHRIET BRBARAZE. XTUEMNTLHNZY , BHEBRENETBERR
& Chrome #REFER MM ClientAuth EKU MK iE+H,
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AWS IEBEER CRFERD

/A Important
NREFEZEF RS HRIETIEE , MAMBTREEMEIE , B ACM RAXEFEREI L
S ANIUES,

« BIARBEMANTERER,
o BRREEMS AULHETNATRITE,

FB;
- ESA (BHAE)
. EFSA (AWS CLI)

BEHSA (ZHE)
AT RBIE A MR AWS BRI A EH S AES.

1. #Ehttps://console.aws.amazon.com/acm/ZR 3T FF ACM #2H| &,

2. EBRIBAEEHRS ANIESH,

3. FTFEBIIFEME BB H %R Reimport certificate %24, MRBEE Bk FIEP B EZLHIEFR
RS |, iB1E$F Actions £ L Reimport certificate,

4. XtTF Certificate body , 5 PEM 4m#5H x4 SKAKIEF
Xt F Certificate private key , #ilE SUEHAEHEAXIKN PEM HRIEBHARINBIEZEA,

(ATi%) X F Certificate chain (EF %) , 6 PEM $RIBHIEHEE, I BB EREFELTIES
WA — AN ZMEBURIBIER. MRESANERREITIEN , WFFEIEHEE,
7. EFEFXRENIIPHNER. MEREEHIR , HiEE Reimport,

S A (AWS CLI)

LA 7R 45135 BA g4l £ - AWS Command Line Interface (AWS CLI) B S AIEH. ROIBEUATE
I :

« PEM mEBHIEPRFMEER N Certificate. pem B,
« PEM REBHIEPEFMEER RN CertificateChain. pem XX HH,
( IXPRFABIUES ) PEM wmIBHIRMEFAE HEAFMHER N PrivateKey. pem B X HH,
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AWS IEHEERR

- BEBEEHS ANIEFR ARN,

(AFER)

EEAUTRA , ERXHER ARN BN EACHXHETN ARN |, HE—NELTHREAMEMNS
To NEETHER , AT REAEE THRITHNS RN,

® Note
EEHSAUSH , BYLTIEEIEH ARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

R import-certificate HAIITEMR , NRHREUEHBH Amazon Resource Name (ARN),
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AWS IEBEER CRFERD

U EE

BRI LAEA ACM #2888 AWS CLI SKEEKF FRIEH,

« JIHIEY BF ACM EEMIES, ERNIIREBEAXREMIBHNHERES.
- BEF P HAGEE EFEMEFNEFHRES.
o HBRIES RFEMIEEIK S P BER. B BRAVIE P AT sE S FE M BR /= A9 22 i) A EHERFE B R AP

5| R E R /YIEP AWS Certificate Manager

BRI LAEA ACM 25153 AWS CLI 5| ACM EEMIEF., BHEEE—MNREFHRZAEF|H 500
MEP , CLI &Z AT LASIH 1000 MEH,
fE Rz H & 5 HE+H

1. 3TF ACM ##Hl& , Wit 7, https://console.aws.amazon.com/acm/

2. EFIERFIRPHER. BUUEAEGLANTBYN RS TUES, SMEPLSE—1T , RABRLT
NEBMEBERATS

« Domain Name ( 5% ) - iIEBHZTEREEHS (FQDN).

« Type (K& ) - iFPHER, TAEMNEEFE : Amazon issued ( Amazon B4% ) | Private ( 28 ) |
Imported ( ES A )

. Status (IRFA ) - EBIRE. ATREMEEFE : Pending validation ( Z#&FRIE ) | Issued ( EMXL ) |
Inactive ( 3E5E3) ) | Expired ( B3 HA ) | Revoked ( E /4% ) | Failed ( M ) | Validation timed
out ( WiIEHAT )

« FEFRA? —ACMIEPRESEW ELB 23£M AWS BRFE3IXKEKIER, CloudFront{E L2
No = Yes.

* Renewal eligibility ( £&iT %4 ) — HEPIEEEIEET , ACM RETLBHZITIUE B, AsENE
7 : Eligible ( B®# ) | Ineligible (ZERE ) « BXEEAN , S PHFEEUEPLIT AWS
Certificate Manager,

BYRERFH A LANREREN , EAMAENNEHLERNIEIRHE. EERTBRABTHRITAR
UREREMESFR. UTHRFERAA :

- Additional domain names ( Ei#% ) - EPHFIEN —NHZMHE ( FBEHREH)
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AWS EHEEES Gl o

« Requested at ( FE3KREtE ) — ACM & RIEFRIATE,

* Issued at ( MARTE ) - MAMEBHRTE, HESMERTF Amazon MAWIES , FERA TS AN
Ef,

* Not before ( TR F ) — IEBEHKZBIHIRTE,

* Not after ( T8 T ) - B AIZFIEB LR,

« Revoked at ( mEEATE ) - X TERBWIES , XRIEMRENE,

- Name tag ( BFHRZ ) — BLIEF LB Name HIREWE ( MREEXENRE ) .

 Renewal status ( ZiTIRE ) - IEBBERETHRS. AEEBEREITN , kFBFTR2ETHE
H{E. TEEME R : Pending automatic renewal ( ¥ B314£1T ) | Pending validation ( #$31E ) |
Success ( KX ) | Failure ( M )

(® Note
MEPRESNEXAREFTERIR S REEN. MRESFE , MIEBERSKE 72 PEE
B, FEMSFAMNKTIREET R REIT SR,

Page size ( WE KX/ ) BIATIEE T EMNMEFIATNH LIREIMWIEBHE,

BXTHIIERBEFEAEENEZEE , 5SH &F AWS Certificate Manager IEPif1E,

EH|HEWIEPS | EEHA AWS CLI

# /A list-certificates @55 ACM BEIEH , MU T RAIFTR

$ aws acm list-certificates --max-items 10

BHERERLTTXHER

{
"CertificateSummarylList": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"

"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"
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AWS IEBEER CRFERD

1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"

1,

"ExtendedKeyUsages": [
"NONE"

1,

"InUse": false,

"RenewalEligibility": "INELIGIBLE",

"NotBefore": "2022-06-14T23:42:49+00:00",

"NotAfter": "2032-06-11T23:42:49+00:00",

"CreatedAt": "2022-08-25T19:28:05.531000+00:00",

"ImportedAt": "2022-08-25T19:28:05.544000+00:00"
}, ...

FigERT , RIREEHE keyTypes RSA_1024 5 RSA_2048 #EEL B —NEEHMIEH, EEE
BEFNEMIES  AINETHIERSIEATREZRV K/ PWIES |, BRM --includes S8, B
TRBIFTR. FIALSE , BA LS ER LR LMK R

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

&BE AWS Certificate Manager iE $i¥15

BRI LAEA ACM 2 H 5551 AWS CLI B X EHIEH Y F A T8Iz,
EEFEFEFLEBEFAER

1. $TF ACM #24%| & https://console.aws.amazon.com/acm/SA B RIGMIE S, BRI LERAAELANRT
& 58 % TE B,

2. EERAHEBHFATHE , BERILES ID. WEPFITARE , EHERUATEER

o EPRES
« Identifier ( #RIRFF ) — IEBHY 32 F +AH HIME— PR IRFF
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AWS IEBEER CRFERD

« ARN - arn:aws:acm:Region:444455556666:certificate/certificate_ID &=
# Amazon Resource Name (ARN)

« Type (£& ) - $riR ACM iE B EERF|, WEEMNESR : Amazon Issued ( Amazon B4
& ) |Private ( #A%F ) [Imported ( § A ) o BEXEZELR , BSH AWS Certificate Manager
NHUEF, £ AWS Certificate Manager FigRAFIES = FiIEFH S A AWS Certificate
Manager.

o Status (IRF ) — IEBRES. ATEEMEBIE : Pending validation ( FFRIE ) | Issued ( B
WA ) | Inactive ( 3EEBN ) | Expired ( 2338 ) | Revoked ( E/m45 ) | Failed ( KW ) |
Validation timed out ( :iE#EAT )

« Detailed status ( F4RAS ) - MRS AEHH B HA M6 [E
. 15
« Domain (i ) - IEBPHIELREFH A (FQDN),

« Status (RA ) - HERIUPRZ. ATEEM{EETE : Pending validation ( F#FRKIE ) |
Revoked ( Em4%H ) | Failed ( %1 ) | Validation timed out ( B®iEHET ) | Success ( K Ih )

- FHEE
- FEFEA? - ERREEAWS ERRSKEK , ATREHER : Yes (2 ) INo (&)
« Domain name ( #%& ) - IE BT LREHS (FQDN),
« Managed by ( BE¥E# ) - FRREA ACM EIEIEHH AWS RS-
« Number of additional names ( Hftt B E ) - BN HERHNF B
« Serial number ( F5I& ) - iEBM 16 ZH+REHFIHS
- Public key info ( A EZBRFEERE ) - EREAXNHMBEE L
- Signature algorithm ( EHHE % ) - BTFERH#HTEBNMBEZE,
« Can be used with ( ATSLAT ) - XFEBEXLESHMIEFHH ACM ERIRS HI&K
« Requested at ( iE3RATE ) — MR TERE B HF A /6]
* Issued at ( MAATE ) - MAEK BEARETE ( MRERH )
* Imported at ( S ARE ) - S AW BEIFEtE ( WREAH )
« Not before ( A8 F ) - iE BB RHIKFF 246 6]
* Not after ( F¥F ) - WEP#YZ/HA H HAFIAT A,

+ Renewal eligibility ( £Z2i] %% ) — RAIGERV{E N : Eligible ( B&# ) | Ineligible ( RBEH ) -
BXREEAN | ESH PHEEIUEFRLI] AWS Certificate Manager,
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AWS i EEE (R igm)
« Renewal status ( &iTIRA ) - IERBEREITHRS. RERBERLITRN , WFRI2ETRHF
BEHEE, AAEM{ER : Pending automatic renewal ( & E314E1T ) | Pending validation ( 3

iE ) | Success ( B ) | Failure ( X )

(@ Note
MIEBRSHERATREFTERN S REER. MRESEA , NEHFEREKE 72 /0
B EEE , FESFAMNLTREEM R REIT IR,

- CA-%¥# CAW ARN
- IR
.-
- B
- Validation state ( BUERAS ) - MREA , TEEMENR -
 Pending ( i ) - BEERREIE , BEKRZEK.
« Validation timed out ( ®iEHEAT ) - BFRVKIESEAT , BEERALLEEZIER,
« None (&) - iEBATHRE PKIRBEZSE , FHFEERIL,

EEFILEPHFMER , HEA AWS CLI

FERAHH d escribe- certi AWS CLI fice 2 RIEPBEFAEE , MU THSAR :

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_ID

BHRERLUTTXHNER

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
},
"SubjectAlternativeNames": [
"example.com",
"www.example.com"

1,
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"DomainName": '"gregpe.com",

"NotBefore": 1450137600.0,

"RenewalEligibility": "INELIGIBLE",

"NotAfter": 1484481600.0,

"KeyAlgorithm": "RSA-2048",

"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"

1,

"SignatureAlgorithm": "SHA256WITHRSA",

"CreatedAt": 1450212224.0,

"IssuedAt": 1450212292.0,

"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
},
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"oID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
},
{
"OID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

},
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{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "www.example.com",

"DomainName": "www.example.com"

}
1,
"Subject": "CN=example.com"

il BX R B ER AV UEF AWS Certificate Manager

&R LAERA ACM #2583 AWS CLI BIRRIE+H . MRFRIEERFRL —BM. IEBERBRE TR ERN
B HELFE B R AP

/A Important
« BTEMBREE MR EAME AWS RS EAR ACM IE+H . EMERIEEEMAES | ELTEH
BRIEBRER. XRERMEXKRSHES A CLI ST,

« BIBRAFAFIUEBMAH (CA) MAKIEHBX CARERNE, FRUEN CAXNER , EX
MiBRiZ CA Rt. BXEZEE , BHSH (AWS FAFIEPMANE AFERE) P RIMIRFA
BiEH,

158 F 422 1 & I BRALE 5

1. 3TFF ACM #Z#l& , Wit A, https://console.aws.amazon.com/acm/
2. HFEIEBHIFRD , &P ACM IEPX NI EIERE , AFIERE Delete ( MR ) o
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AWS IEBEER CRFERD

® Note

REFEENFIRFFHER  BEERNIEBAEAIRVETL, EAURKTEUHNRE=
AFRERIAF, EEFTAERA EAR TR S TEH,

EMIBRIES , EEERA AWS CLI

£ H delete-certificate A SHIERIES , MU THTAT :

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID
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AWS IEBEER CRFERD

RV IEEIEBEEIT AWS Certificate Manager

ACM RETL D% SSL/TLS MAKIERREEESRT, XBEWE ACM FEHEITEMNIES ( MRERE
Fi DNS ¥if ) , REEBET M EEREEFREEN. X TAEMALE ACMIEH |, HiRAXL
ARSS o

B EHET , BEERUTILR

MRSHM AWS RS ( Hl20 ELB =X CloudFront ) Bk , MR & ##,

MREREMAS LREITESEHN , WFEERML.

mRE 2B I EA ACM RequestCertificate API MARESH , RE RS HM AWS RS XEKHNFE
i, WEFEEHE

NMREREIEERFAMRAESE  NREREHM AWS RFXBEMIETIES , WHFEZFMH.
MBEECEEIEA AWS FAHF CA IssueCertificateAP| AKX IFAFIEH , MAFEEHK,
WMRRSANILES , WFRFEERHE

MRS , WFRFEEHE.

eS| GG RT EERRLEE AR Punycode ER :

1. Ll“<character><character>--"#& 3\, FF L 1V 17 & S M5 “xn--"— B,
2. Blxn-"FF kM E B th XM BB RN EERLIE S,

Punycode R4l

A . P #HwE AT X

M1 XM

2

example.com & FE v F & LL“<character><character>--"FF sk

A A
a--exampl FE FE v F & LL“<character><character>--"FF k
e.com A A
abc--exam FE TiE v & LL“<character><character>--"Ff sk
ple.com A A
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AWS IEBEER CRFERD

A R B AT BE

ZH1 FH

2

XN--Xyz.com X = v ERWEPFRMLE A ( FBHT R E.com )
Xn--examp = B X FREMNERLIEE
le.com
ab--examp B B X RATTUEL“xn--"FF 3k
le.com

% ACM £ITIERAT , IEBH Amazon Resource Name (ARN) RIFFZE, Ik , ACM iEH 2 Xigt
iR MRBEZAN AWS KIFHER —MNEBWIED , MEMEPE LR BIMET,

FH

« £1i] ACM N FEiEPH

« FABUEPBLEITF AWS Certificate Manager

« REUPBHEITTIRES

Z1i] ACM N BIEH

EMESEENNFEEIEBES , AWS Certificate Manager EEZIABECRERAEE. XTUE
& DNS Wi BB FERAFIRIER F XN 1T. HIEPFELITN , ACM 2R ANEENMERE K ER
EFRIEEBNAIEN. UTETHE TEITIEESHER T IENS,

ES]

« Z1T181d DNS KiERYE

o ST A B FERFIRUERY I
« ZTEE HTTP X UFAYIE

£1T83d DNS KiEHy iR
% FBAMESA DNS BIEMK K ACM iEH , REKITRE2 BIHLH.
AR 60 K , ACM 2B L TFRITRMA :
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AWS EHEEE Gl i)
« ZIEPH B BIIER AWS RS EM.

« ACM RREM B LE DNS CNAME i85 ( BNME—NEBEZABH - ) SFEATET A H
DNS 1A[d],

MRBRXERM , ACM FiANEEZ EBLRIEHZITIES,

MR ACM ELITHRITTE B RIEEE , M&&KiE AWS Health EventBridge =4 Amazon E4#,
XLEEAFESHA 45X, 30K, 15K, 7R, 3XM1XK&*E. BXEZEL , BE2H LI#HX
ACM K EventBridge & #.

AT A B FER I IEAY I
ACM EBHARIN 13 1A (395 X ) » ZITEBBRHAAENITRIE. ACM ATEERTIEH 45

RITHRE S ZERBRA B FER it X LITT B A, ZBHMLEE —MERE | A E TR L 2R
BAITEIT, RIUFFAESIHAVESS , ACM 24Tk BB HE ARN HEITIES,

WER ACM FEL&ITHE LA B RIEEE |, M4a&kix AWS Health EventBridge E4H Amazon B4,
XEEHMESHE 45 K, 30 K, 15K, 7K, 3XM1XEE, BXEZELE | HSH T35
ACM Y EventBridge X,

BXREIUFBHFHMNEZER |, S RAWS Certificate Manager B FHB£F5IE,

ETHUNAURESF RN ER IS FER4E , 1§38 H3)# 1T AWS Certificate Manager B FER 4K IE,

B RIEI UL B F B4

ERBIERMAEEERE S FHRAFRIEE (ESHAWS Certificate Manager B FHEBAFRIE ) , AT
£ /8 AWS Certificate Manager API &3k ACM BB %X —HA FEITIEPWIH B RIEBE Fo 4. B
FEUTER THATERE

« BEUIER ACM iEH At B = 8B FER IR,
« BENEPNEITTRENEEFRIE. BXRBELEPNEITRENEESR , BERREBIERHEITKES,
o BRWBIMFEERE ACM NEFHLLT K IEHY R IG5 50 1E B Flf 4o

ENRITEFI4RERESEITERERPHRIEENETEMNE , TJEEHA ACM API #
HResendValidationEmaili&#E AWS CLI., = AWS SDKs, ACM &I &8, F i 4 & 3% 238 E M W iF 18
A OB 7E 3R X 48, AWS CLI AWS CloudShell 54 f 3R 17 8] 3% 5 88 R #Y 6
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AWS EHERE Gl o)
ER ACM EF X HWIUE B FEp¢F (12 H )

1.  EZRHITFrhttps://console.aws.amazon.com/acm/E AWS Certificate Managerilo
2. EBRFERIEMIEBAUESP ID.
3. i%#% Resend validation email ( EH &K IXWRIE B FHHE ) o

B3R ACM EF KA F R B FHR 4 (ACM API)

£ ACM API A{EfiZResendValidationEmaili{E, EXfERT , FBIEHHN ARN, FEFFHRIE
A AR SR B H A WUR IS UE B8 F BRI, BA T RAGIEBA IR E A AWS CLIRITIZIRE, L RHI
SERITRHUETHIE,

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

ST HTTP RIEAYIE

ACM H &#&ExE CloudFront HTTP BiEM A MIE BRI B FEELIT,
FEXSHIET 60 K , ACM &K BLLFEIT&M4 -

- ZIEPHEBIEHBEA CloudFront,

- FIELEN HTTP RIEEFEAHEHIEMHBRNE,
MPEHFRXLERHE , ACM FIANFE EBIRIEHLITIES,

MR ACM ELITHE L EBIRIEES , M&XIiE AWS Health EventBridge E4# Amazon B4,
XEEMHFETHE 45 X, 30 X, 15X, 7R, 3 XM 1 RK*k., BEXESEL , H5H LI#Hx
ACM K EventBridge ¥

NEBEREINEL] |, FHR RedirectFrom NENABREIEBFENEN RedirectTo NENRNAEM
LT
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https://console.aws.amazon.com/acm/home
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
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FBIEPBEEITF AWS Certificate Manager

MR BMNFE CAZXERN ACMIEH AWS T8 CA BERABHITHERT. SRTZEE ACMIEBF
B, %A PKIWIERFFBERIE, YERAEFFMREEFHEXDLRMAMOR CAILEREN el
MAEE.

(® Note
RAEMEH ACM #4143 ACM API B RequestCertificate B ERBIIEP F FEHEELITR
#., AWS FAHE CA EH AWS FAF CA API MissueCertificateREE M A WIEPH T H ACM
B,

HREENIEHER 60 XIHET , ACM 2 BHERET. XBEFHSFHMELENIES (Hlwn, EAXR
wEIEDOH ) . B A LABER A ACM API B9 RenewCertificate 12 4ERRHI4E1T, BXBHILITH
Java SRELRHBI , TS LiTiEP,

Zilg , ERHEFIRSHAXNBOT IR

o MRIEHE ACM ERIRS KB , NFEHR/RBRIBIES , MAFIAN T RE,

s MRERBTE ACM EFREFZ)EK , EEEFBRETESEHLZREITWIESR, BRAILFFHHITX
Lei24E | A LAFE Amazon FIAWS Health#Bh R 1TiX LR 4E EventBridge , AWS Lambdail NP
To BREZEER ,BSH Bx) S HELITWIES,

Bz S HESITRIES

UTEERERET —NRAABRER , BTFE ACM £iTFE PKI EBE B3I S HIXLEIEH, tRAEINMN
ACMHSHIEBEREMERH  SHE , EPNSAREKEHBRER L,
FEHEHE xS HIES
1. RE ( AWS Lambda F X &IERE) vTMITHR , CI2NEE—NEAH ACM §H API Y Lambda B
.
a. BlE—1 Lambda E¥.

b. NEMNEELIZE - Lambda FITAEHRMUATEERE. ZREATEHIHRBEST
i ACM API BYExportCertificatel® ER & REITHIE B FMFLEH,
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https://docs.aws.amazon.com/acm/latest/APIReference/API-RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_IssueCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/health/latest/ug/
https://docs.aws.amazon.com//lambda/latest/dg/getting-started.html
https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate"”,
"Resource':"*"
}
]
}

£ Amazon FEIZE#H NI EventBridge , AT ACM BTHRREH , HERNE Lambda BEAT
BARAZEH. ACM BXRZREITIUEBIEBLEA AWS Health B, BXRXLEBIHNESZEE ,
5 5 £/ Personal Health Dashboard (PHD) ¥ Z IR,

BRI T EHFEAREEAN,

"source":[
"aws.health"

1,

"detail-type":[
"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
.

"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
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}

3. BUEBMARELFHLREUERRTEUEITLE.

MiAFAE PKIIEBHFEE XL

&R LAER ACM API 5 AWS CLI F3hillil ACM RERIT TERENEE, BIXHEM , BT
INERIEHHES BT E ACM BR14R1T,

(@ Note
& REEN IR E AWS FAH CATUR NS HAVIEBAYEIT.

YERER T EERE APHEESR CLI iRt , ACM £ REITIER. MRLITHKI , ACM 2EHE
Bt A AP P ERNIEPTHE, MRIEPE ACM ERBRFSHEXE , NAMBFIUEPS , H
£ Amazon Events F4 K £ 1T CloudWatch Bk, MREITRK , ACM iR E iR H B IKEAMK
B, ( EAILAEMA describe-certificate W S EFLEFES. ) MRIEBFREIENRSHBEN , &
MAFERNESEHFHFHHZEEREFEL,

/A Important

EFEH ACM £1] AWS FAF CAIEP |, A%k [E ACM RS F R R FHRITHIZENNER, Bx
BZER  BSRRNEPLEITIR D B4 ACM,

F AT P LT (AWS CLI)
1. fEA renew-certificate IEPEIT S HHWABIED,

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. RE , £ describe-certificate S P HINEEMZIEPWELITIEAMEE,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

Wit FEEREIT x4 1.0 83


https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/privateca/latest/userguide/assign-permissions.html#PcaPermissions
https://docs.aws.amazon.com/cli/latest/reference/acm/renew-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
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FENHUEFH LT (ACM API)

KixRenewCertificatei®R , 38 EBLITWIEILEPH ARN, ARG A iZDescribeCertificatei/E
BWINERBHNEIT#FAERCEF.

REUHHEIDRS

HEZHETUERR , ACM 2 IEBFMEEFRME Renewal status ( ZITIRD ) FRFER. BRI
£ AWS Certificate Manager ##]&. ACM APl AWS CLI, 5 AWS Health Dashboard 3k#& & ACM
EPWEITRS, MREFEAEGA AWS CLI, =k ACM API, MIZEITRZS A SR T E 51 # H AN AT &8
HIRSEZ—. WRAEA AWS Health Dashboard , tt&E RELHWE,

EFERIERIT

ACM EEZRBIRIFEPPNEE. BXEZELR , BESHE L1 ET DNS RiFfiE, TEH —
FHigE,

FEWIE

ACM ZEBFRIFUEBHPH—IHSMAR . BATRMITHERBERIEXEEHE , FUTELET
EP. MREFAXEBERNRBEFERHFRIE , FEKR ACM KXW B Fibd | IRRiZB FHp4
PEERITRIE. RZAEANRE DNS Bil , HRELHR DNS EREFEABIERNHEEA
o

B Zh
EBFHNMEEEHEERIE , B ACMEI] TiEH., EFEH—FTRE
R

EPEH 2B - MRS MEERRIE , Fitk ACM RETUEH, BRI BB RMAVIES,

MRIFPEHM AWS RS (Fl0 ELB = ) X8 , B ZUEPELEXREXRETEESH
CloudFront , MiZiE BB HEEEEIT,

(® Note

MEIVRASHERAREEFZR IS RER. MREBEZ , WEITHERSE 72 PlEE
i, FESTMNAFTHREESRITERE. BXRABHFERL , 1ﬁ/lﬂ}3F§u't:Fnﬁ RiE &

BEZIDRES R 1.0 84


https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
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F&

- RERS (BHA)

- RZERE (AP))

« REIRZE (CLI)

- {4 Personal Health Dashboard (PHD) # &IR7S

RERES (24E)
THHSENBNAFER ACM B AKE ACM IEPHLELITIRES.

1. TEXRHFT Fhttps://console.aws.amazon.com/acm/E AWS Certificate Manager#l.o
2. B , EFEHIFHAEFER.

3. 7 Details &85 &K Renewal status ( £iTIRE ) » MREEFIRE |, %8 ACM RIFHALLIE
PHREELITIE,

RERA (AP)
B ER A A DescribeCertificate 2 ER RS H Java Rl |, FSHEE RIS,

REIRZ (CLI)

THEHN RN BWM@ER AWS Command Line Interface (AWS CLI) & ACM iEPLLIT KRS,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

EMRAH | iHEE RenewalStatus FERFAME, WREEEFZE RenewalStatus FE , B ACM
RIFBIEBIEEEZITIRE,

{# F Personal Health Dashboard (PHD) & &IRZ

ACM £ HAT 60 XR&%iRX AT EM ACM IE+H, MR ACM TXBFHEITEMNIEE , ©EAEIE

FEPHEEBR 45K, 30 K, 15K, 7K., 3 XM 1 XRABEZREPEITEHEHN , EHNEEEXRR
1731, AWS Health Dashboard AWS Health Dashboard 2 AWS Health FREZH —p20. EFEEIR
B, BRKFPESSOHRIEINTARAFBAINUET, BXELZEL , S H AWS Health AF 1§,
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https://console.aws.amazon.com/acm/home
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/health/latest/ug/

AWS IEHEERR

(AFER)

® Note

ACM FHELEITEHBAEA PHD HELHPNENSEH, EMBHNBLBSZI—MNEA , E

BT RN A L,

ZE# A AWS Health Dashboard , IEHITU TR :

& AWS Health Dashboard at https://phd.aws.amazon.com/phd/home#/.
1% Event log,

33 F Filter by tags or attributes , 4% Service.

1%3% Certificate Manager.

R A

¥t F Event category , %&# Scheduled Change,

R A

N o g~ w0 Dbdhd =

£ Personal Health Dashboard (PHD) & &R
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https://phd.aws.amazon.com/phd/home#/
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¥rid AWS Certificate Manager &R

FRERERE ACM IER 2 BENRE, 8MZEETE—MNE N—/ME. BILUER AWS Certificate
Manager #%/&. AWS Command Line Interface (AWS CLI) i ACM API X501, Z& =Mk ACM
IERMIREL, BALUERERE ACM BH AP ERNEE,

BASIEIEA R ENERNBEIRE, Hlm, BAIBEA Environment = Prod =
Environment = Beta #s&ZXRAZAN ACM IEFFMIRLUBEFS N ACM IEHEEHNHE, AT
RASFBHALANEAM B ELFRER RH

* Admin = Alice

* Purpose = Website

* Protocol = TLS

* Registrar = Route53

Hith AWS RIRtEXFRMITE, EHit , BANERE LS EETRNBRAERXLERREENH
Ko BN | BETLURFFRZ ( HlE0 Website = example.com) ZEL4A ACME$H, HFHHEHRURA
F example.com Pk Y E A% R

&
« RERHF
- BEEHRZ

R PR
HFEEAT ACM EHIRENERRS

- 51 ACM IE BB RIFEHZ 50,

- MEBHBRAKER 127 NFH

- REENRAKER 255 MNFH.

- REBNERXS KXNE,

« R aws: BIRAH AWS A ; BFTERM, FEIMBRERL aws: FFRMIRZL, M aws: FFk
HRERIT AN RN EHRH,

« MREUNES MRS RFEREARMIFELR |, FIEBEMERS T R FEAN TR MR
#o FHSFIZRS I RIAY 4o

RE R MR 1.0 87
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o ACM iEBFRZFHE AWS EEEHA Y Resource Groups Fr & fmiEzs P EH

BXRAWSHRIBYEN —MRIEE , FSARICAWSH IR,

EERE

IEATLAER AWS BBl A. AWS Command Line Interface 5 AWS Certificate Manager API 35
o, mEFBBRIRE

BERE (£H5)

AT BER AWS ERIREIA R, MRREBERE. BHTUESRETRE.
AN AR

fEF ACM 24l & B I F IR IIAR S

[EEFRINIRE (BH A)

1. BEF AWS EEZF|A HITIF AWS Certificate Manager #2#14& (https://
console.aws.amazon.com/acm/home),

ERENEHRIMRSIEPEZH STk,
EFAEEERP , @ TR E Tags.
3% Edit ¥ Add Tag.
BAMGZHRIE,

EERERF

o ok~ w N

i BRAR 2
£/ ACM 24 A B U TS RMBRIRE,
BRI (241A)

1. BF AWS BEZHA HITFF AWS Certificate Manager ##1& (https:/
console.aws.amazon.com/acm/home).

2. ERERFREARERIESZRIFXL.
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https://aws.amazon.com/blogs/aws/resource-groups-and-tagging/
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home

AWS IEH B2 (FFigR)
3. HEWHAEFEEERD , @ TR E Tags.
4. EFRHRE.
5. EBREMRHITZESZH Xo
6. EEREF.
REIRE
£/ ACM 2 f BE U THERERE,
HBERE (BHE)
1. B3F AWS BEEFIA HITFF AWS Certificate Manager ##|& (https:/
console.aws.amazon.com/acm/home).
2. ERBRENIEBZHETL,
3. EFMEEERT , @ TRIE Tags.
4. ERERE.
5. BREEANIRENRIE.
6. EERE.
TP ERIRE
£ ACM &R EAUTERES D ERIRE,
1£ 55 B RARE (J2418)
1. BF AWS BE#Z4S|A HITIF AWS Certificate Manager 2 %] A& (https://
console.aws.amazon.com/acm/home),
2. BEGEEEFHEE LEANEEE
&
FIEFRIEIEE RN FIRNIRZ,
3. EHEEIFERNIFEZHNEILE,
BEIEIRE (CLI)
BSREUTEBL T AR AWS CLIRM, 5 A RIRE,
BFEIRZ (CLI) MR 1.0 89



https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EIEFRZ (ACM API)

BSREUTEBELT S E Atk APLAIN, 5 H R BRIRE

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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https://docs.aws.amazon.com/cli/latest/reference/acm/add-tags-to-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/list-tags-for-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/remove-tags-from-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
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5 ACM SEmRHY RS

AWS Certificate Manager Z#F#RBZH AWS RS . BFEERFERN ACM IEBHFAE AWS FAF CA
EPEETEETENMIE AWS SRAERF L.

® Note
vt ACM EF ] LA 275 E#E] Nitro Enclave B9 Amazon EC2 324 £, B S HA AR

UE$ , SAMETEE{T Amazon EC2 K6l LA, BXTERZEREE Nitro Enclave I Sk EC2 3K
Bl £i%BIRII Web REESME R , FSHEKIE : £ Amazon Linux 2 E&% LAMP MRS

BEEHHE  FATIF Linux AMI 2% LAMP W& ARS8,

ACM IEBZ LTRSS 28 -

ELB

ELB 2B ZNEANAEFRESBEEZ Ama EC2 zon £4l. ELRMNETFEERE
Bl , HEREEFNHKBISITEENES , EEESTTAEENESRENIE, ELB 2BE~AARE
Bay BREBERLGERE D, BXABHIENEZELR , i5S 5 Elastic Load Balancing FiF #8/.

BE , I 7TEISSL/TLS, load balancers require that SSL/TLSIEBIREZLAR , NREEAH
#7285 % Amazon EC2 3l £, ACM 5 ELB £/ , Al E g 19#88 L8 ACM iEH, BHxX
EZER |, 55 R B6I2 Application Load Balancer

Amazon CloudFront

Amazon CloudFront 2 —BIM & RS , EBEINE KL G MEZRFEHNAR , NREFKLA
FoEABNBESNTATHEE, YRAAFBEREERNANERN CloudFront , iZ A F IS4
HEZERREMNLEE S, XETUBRIATEUARESERANS. NRABZHIN T ZEEN
& , M|3ZB) CloudFront X1{f, MRABRLHFAEZLGNE , MSFENEECHENRLEADRK
BB Amazon S3 T2 Web RS89 CloudFront €%, HXE %{E 8 CloudFront , i§5 %
{Amazon CloudFront F X &$5r) o

EJ@EISSL/TLS, CloudFront requires that SSL/TLSIE BRI Z AR |, 5L CloudFront
DENBEZIFHOANBTR L. ACM BEE5EM , CloudFront AEEXITIR EEFE ACM iEH,
CloudFront B XEZEE , FSRIREL SSL/TLS iE$,

MR 1.0 91


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-application-load-balancer.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-procedures.html#cnames-and-https-getting-certificates

AWS IEHEERR

Gilak )
® Note
EF¥ ACM iEf5—EEH CloudFront , BAMEEERI ( BERLILE ) hXFAFERSH
AZIEF,

Amazon Elastic Kubernetes Service

Amazon Elastic Kubernetes Service  —I$EE Kubernetes RS , TELRZE. BIENEIBECH
Kubernetes 12 4| EEI AT R 1T Kubernetes AWS ., BEXxIG# EKSWEZER |, HSHLYE
#b E lastic Kubernetes Service A 1E®.

YRATLAE R ACM FI5&E A F Kubernetes B9 AWS #4288 (ACK) , E#REY Kubernetes TEA %
MEMSH TLS WP, XFPERFEEREEB R Amazon EKS B8 H EEM Kubernetes A A E
AP EIR ELLE TLS, AWS ACM £BFEITIEH , ACK BHIBRLFEAZITHIEREHEHN
Kubernetes 4. BXEZEE , B85 £H ACM iEBRF Kubernetes TEMEK,

Amazon Cognito

Amazon Cognito &K Web MBI NARFRHES MR, RNANAFEE, AR AUERAEN
AWS Ik~ EREES R , Ll UBEE =% ( flfFacebook, L E#, BRHRFEER ) BFR, X
Amazon Cognito WEZEER , HZH (Amazon Cognito FF R AR IEF) o

L I&JF Cognito A Fthlit & 7 £ Amazon CloudFront {X¥28% , CloudFront ATLLi% & ACM iEH
KREFEENE, AXTERT , EEE , DERBRIEBSHIXEX , CloudFront 5= B E i
BRo

AWS Elastic Beanstalk

Elastic Beanstalk I A ERm N EMNEENARERF AWS , MAXEBLETXENAREFNE
i34, AWS Elastic Beanstalk f&{K T EE SR, BRFLFH R AREF | Elastic Beanstalk £
BN EBEAEXRREME., AHHYE. TENEZTRRZEENIEEBFMER, Elastic Beanstalk £
Elastic Load Balancing ARS5 62 71 &39%185. B Elastic Beanstalk WEZER , HZH AWS
Elastic Beanstalk FF & A R &R

EERRIUESPD |, B IE Elastic Beanstalk ### AP A EHNNARFEEMAFOESR. EXESZE
B , {52 & & Elastic Beanstalk MR/ A E 5 # 8 LLL I HTTPS,

AWS App Runner

App Runner 2 —I1 AWS RS , iR 7 —fHuE, MERZXFRENAN , HRARBHAEE
MGREZEIER AWS =H AT EELZEMN Web NAEF. BEEZIHEAR, REFHMBHITE
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https://docs.aws.amazon.com/cognito/latest/developerguide/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https-elb.html
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RS, AR FEMEMATREMEE AWS BiR. BXx App Runner WEZER , iI5ZH AWS App
Runner FF & A A6/,

LB EENE B S App Runner RS-} BXET |, App Runner &7 NS 612 A F IR ER8A M H9E
. ei#HF#EE ACM ., EEEENRFSBUERKIRFHEMBIERE XA , App Runner T
BRXLIEH, BEMNIBRBFIMIT , ELFETHAINBEBREMLEFH. BXESEE , HSH AWS
App Runner F & A RIEEHHIEEE App Runner [REH B ENIE A,

Amazon API Gateway

BEEBHIRENSRANYERM (oT) AR , 82 APIs TATHRBEENSEHRAERENEEE
BHXEEE, AWSETLFER API Gateway kK&, 4, KWIERMRFERN APIs, ¥ API I
EZ APl Gateway f5 , BRI LIZEHENFH B UELNENHE. BEREBENEE , B4TIRA
SSL/TLS if$. EAILAER ACM £H S AIEH. Bx Amazon APl Gateway WEZER , S
¥ {Amazon API Gateway FF & A RIEE) o

AWS Nitro “kith

AWS Nitro Enclaves  —TI Gi# EC2 AL , AT EMNLDHEFICIZRBENRITHRE AR
#[X, EC2Enclave 2K, BIELWNEEZRNELN. SINERERXEHINEZEAbEE
FiEE, TIIEERAMESE. XEXNFRIENTHKMN, AR LEET SSH # A Enclave , 38

RXEFWHE, NSARFIAF (SERAFREER ) L& RIZ Enclave RS EIEFN N AR
Ko

EC2 £ 2| Nitro Enclaves FIEfl% 3 ACM iEP, BXEZEE , ESHE AT Nitro Enclaves 19
AWS Certificate Manager,

® Note
BAREERF ACM iE$ 5 &K iEEZR Nitro Enclave By EC2 SEHI#E<BX,

AWS CloudFormation

CloudFormation #F B R 28 Mi& B 3 Web Services BiR. B UARIE—MEREERE

A AWS BIREVIELR , 6120 ELB = API Gateway, A& , CloudFormation 513 H & E
MEBXERR, BLTELMCBNEE AWS BR , U A EEFEEBPLERREBTHXL ;
CloudFormation AT LALLM BRI XL, ACM iEBERERFREMS , XEKETE CloudFormation
AILAESR ACM iE$ |, BAILUX IR 5 AWS RS —EBEAUS AL SER. AL, B Llig
ENTFZ AWS BRAEHEZET ACMiE+H, CloudFormation
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https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/dg/manage-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
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B XK —E B CloudFormation , 55 (CloudFormation AF 1§/ ) . BXIXEH ACM &
JREY{E 2 CloudFormation , & #AWS::CertificateManager::Certificate,

fEBhIR M58 K B3t Ih8E CloudFormation , RAZBI S IEHEET , X FH AWS Ik~ LA EHM
L, BIMNBWEERATSEMN ACM &{EXE, CloudFormation

@ Note

WMREERAAZE ACM IEP |, N CloudFormation ##%F4%3F CloudFormation C
REATE_IN_ PROGRESS R, H{di# — S a3 RERNFIER | BEEEZRRBUE PRI
FHR AR BRRERNILE, BXEZER | FSRARECE, FHM BRERRER R T
EREI/E,

AWS Amplify

Amplify — AL THEN T EMIhEE , Fulixs Web MBI FEXAREBRERMBERL FRES
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(VPCs), BEXEZER , 52 H AWS Network Firewall FF & A R 1B,
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« &R F Identity and Access Managem AWS Certificate Manager
FME1E AWS Certificate Manager
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H B IER I AWS Certificate Manager
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4. ERRSER KMS ZHARBERIEER. AR, ZRSERERMERN (AXE) REBHRAEY
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5. HIEHEEMRFBUEXREKE |, 5] 3 PRIBNBELFRER . XBEWRE , ZRSTBRLUER
KMS ZARBEZIESNILBE RN
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Al
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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IAM e TIRERAFIER. IGeY IAM BFRIR, BKFHR, BRSHRNAKRE Amazon LiE1TH
RRARFIEER. EC2EXESZFEER , F5H (IAM AFERE) HH 1AM R EIKF FR1EH .
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ETHMIREAURARKKRE ( EZRAZNENGHP ) AEERE (OIS HHHIRLE
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ETRIFHREE MR FRAY JSON KM, R~HIEHE IAM B EEEREN Amazon S3
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM B2 & ERAMAWS RS

ACM HVE T B8V KB
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BERHAFNASEMAMESE TN BERFRITHLERE, BETHRNMCTEZETSHNRE , SR
(AM FiFiEE) FNEATMEEAERKE L BE X IAM RIR,

BEMERA IAM ET 50K , BUEE R TRIELNRENTRUR A TFHIELBRENRSE. B
THERIFE JSON REEREAMAETE , H2H (IAM AF#ErE) FH IAM JSON KB TEEI Ao

ACM B & T 5 1789 R R Al
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XFETRHRRORE : &
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ACM YR RBEIR1E
TRERIRE: 2
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TRHEBRRE 2
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&, BAREA ARG TIIT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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THRAUERZHRNBRENTR , BSREBEENLHERE AWS Certificate Manager,
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BRESAER. AXESER , 2R (AM AFERE) FHVEIER AWS RSZERIENEE,

/A Warning
ERRSHEHNRITELKA ACM HZhEE, X2 ACM REHEXIESHI RERSAE.

ACM HVRSZ <A R
TREBSXKAR 2

BSHEXRABR - MEEINERS AR, AWS BRFRSAURKARREHTRENAE, RSHEX
AHEHIMEENP AWS K |, HBARSAE, IAM EERATUEEETEREERSKEABHK
PR o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS IEBEER CRFERD

BXREUBRFEERSHERACHEAEE , FSHERES IAM BEEHANAWS RS, ERPEXRRS
HXABIHEE Yes R, BRRHEUAEFTZRSHNRSHERA B,

BT 5HHKRBERH AWS Certificate Manager

RIAVERT , BRFANAEEERESRIENR ACM BRHNRE, ERFHAFPNERBFRRITRENN
R, IAM B R A L8122 IAM K,

BET7RUNAERXL RG] JSON REXHGIEET IAM HHNERE |, 56 (IAM BFiERE) P8l
2 IAM KB (258 ) .

BXRACM EXHBRENMFRER (2FEEHRREXENEN ) WiFAGE , H2H (RFENSE)
AWS Certificate Manager Hyig1E. HRMEZHE4. ARNs

E&

- RESEREK

- £/ ACM 2§l &

- AFAFERMITESHRR
« BIHUES

« BEXRIEPH

- BRI

« FAUF

 MIBRIEH

REERIEREK

ETEONKBEEENARTALCIRE, 5RISMEREKS FE ACM HiR, XERIETERSME
AWS IKF P E R A, Bl REET S MR , HEEATERINR

- FTIREER AWS RE R H RO RENRNR — BEFMAASMITERERR TR , SEANTS
ERLAPIRTFNRHAWS HEREE, SIEMRNREARTH AWS IKF, RMNBIWEESYELH
BRI RAPIEY AWS BEFIEERBKAE—SRINR, BXESEE , S0 (AM AFERE) B8
AWS FEEFRM W TFREENAWS FEE XK,

- NASENR : £EMA IAM RERENRE , BREFRITESENNR. At , EAIER
ERERAET AAUNBERRRTHRE , RN KENRTFT. BXEM IAM NANRRNESE
B, BEZH (AM BFERE) F8 JAM 8y KB ER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AWS IEBEER CRFERD

o {8 1AM RKBE R B S — S BREITH RIAR ;48 A7 LA [ 5K B 7 00 5% 44 SR BR A X R AE RN BR A 17 ) o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY , JUlth AT BAfE R SR SRR 3 AR SS#RAE R 7 (R AX R AWS BRSS |, #5l#0 CloudFormation, BXE
ZER ,1B2H (IAM AF1EmE) FH IAM JSON EETE | &4,

M IAM Access Analyzer BiEZH) IAM KB | SUAKRNEH LS HEMINEENY  IAM Access
Analyzer 2B UEFT KRNI AR , LEERRBAS IAM RBIES (JSON ) M IAM HESE
. IAM Access Analyzer 12 100 ZURBEKEM TIRMENEN , UHBBEFELZS BIgEMHEN
K, BREZELR , B2 (AM BAF1ER) FREA IAM Access Analyzer KHiiF SR B,

- FEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSRAF , EFEHA MFA RS %X

2, EEEIAA API BEFNEE MFA |, B8 MFA &R NAENEET, AXESZELR | FS
# <IAM P8R RHEEA MFA &I API 1715,

BEXIAM AN RERBRIESZELR | ESHR (AM AFERE) F IAM AR Z £ HESRE,

£/ ACM &l &

Eif Al AWS Certificate Manager #£#1& , BXATRE —HAHRENR. XENRLAATFEINEHNES
BXRIEAWS IKF Y ACM BRINEMAEE, MRNEBLXENRENREAHRNET S HHRE
XTI T ZRBWESE (AFRSAR ) | BHESNTEERMBIERET.

FFRERA AWS CLI 5 AWS API WAF , BEERNHREREEHENRE, Ak , RAFFRSHE
2R MITH APl B/EM TE R IRE,

NERAFPMARMATUER ACM 255 , EEff ACM AWSCertificateManagerReadOnly
AWS EERBEH MBI, BEXEZER , B30 (IAM AFERE) FHRNASFINNR,

ARFAFEEMHINE SR

ZORBIGER T S R EE |, BLAAYE IAM AP EENM MBI EAS B ONNERNEE R, R
DIEEEFE LR AWS CLI X AWS API BU4RE 5 R 5T LR ER AR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS IEHEERR

(AFER)

iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

Bl HE P
AT SR fo ¥ A P2 B A PR Ol P2 AR A ACM T

:usernamel}"]

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "acm:ListCertificates",
"Resource": "*"
}
]
}
ET 5 ORI
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(AFER)

® Note
ACM iE B EE BN REFEEE R ELB # CloudFront #2&l& .,

1B RIEP
KT MRS AP ER ACM AT S M AHEIES,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyACMCertificateRequest",
"Effect": "Deny",
"Action": [
"acm:RequestCertificate"
1,
"Resource": [
mgn
1,
"Condition": {
"StringEquals": {
"acm:Expoxt": "ENABLED"
}
}
}
]
}
¥ ZRILP
DTERBEATRAFREIFE ACM IEH,
JSON
{
"Version":"2012-10-17",
ET 5K R RHAI FR7 1.0 108
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"Statement": {
"Effect": "Allow",
"Action": "acm:GetCertificate",
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}
S ANIEH
UTHRBATRAFS AL,
JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:ImportCextificate",
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}
I BRAIE 35
LU SR B Ao FA P I BR4S E ACM E$,
JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:DeleteCertificate”,
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}
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(AFER)

ACM API R R : BEMRFESZE

HFIREMNREETMMNE IAM AR RNASNEREZEFINBEANREKE , IUERATRENSE, KT

B EE — BB H T H4 AWS Certificate Manager AP #
TR FIFREIMANEE.

o IEAILMEREEHY Action TEHIEERKE.

A LAFE SRR ACM SREEFRAER IAM policy TTERRFRERM, BRTERIIR , SR IAM AFEEF

RV A A

(® Note

EIEERIE |, FHE AP REBRZHIER acm: BIZR ( B

4 , acm:RequestCertificate),

ACM API #REFN R

ACM API &1k

AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

REMBPR (APl R1E)

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

Resources ( %R )

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

ACM AP| X fRSZ&
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetAccountConfiguration.html

AWS IEHEERR

(AFER)

ACM API #

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

RemoveTagsFromCertificate

RequestCertificate

ResendValidationEmail

HERR (APl #1E)

acm:GetCertificate

acm:ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

acm:RemoveTagsFrom
Certificate

acm:RequestCertifi
cate

acm:ResendValidati
onEmail

Resources ( %R )

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

/)

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

G4

arn:aws:a
cm: region:account:certific
ate/ certificate_ID
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https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html

AWS IEBEER CRFERD

ACM API ##4E PEMRR (APl 1E) Resources ( &R )
UpdateCertificateOptions acm:UpdateCertific arn:aws:a
ateOptions cm: region:account:certific

ate/ certificate_ID

AWS HIIEE R BE AWS Certificate Manager

AWS EERKEHLENEENILL KK AWS, AWS RERBEENTZENLBBIRENR , UE
BRLUFBAAF, MBS ERNR,

FidfE , AWS RERB AT NENBEASR TFRENBRNR , BAEMNTHAE AWS FF
M. BMNBUBEIEXBETEARINE S EERHRRRE —DRDNR.

BT EEHR AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
I iZREATXBNATEERASH (AP, ANAE ). AWS REAREERIFHN API STERS A
LUER#H AWS BRS B API BRAERSE T AWS FEE KK,

BXEZER , BSHAWS (IAM AFER) PHEERK,

AWSCertificateManagerReadOnly
IR RMEXT ACM LB RIRGR ; EAFAFHER, JIHFMELER ACM EH,

ERERFAEFERN AWS EEERR , B E https://console.aws.amazon.com/iam/home# policies/
arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly,

BRRBFHESH JSON & , i§SHAWSCertificateManagerReadOnly.

AWSCertificateManagerFullAccess
LERBERM T XA E ACM BERMB R T LT E,

EEEFAEFESFI AWS EEXR , I ZE https://console.aws.amazon.com/iam/home# policies/
arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess,

BXRERFMERH JSON F&K , BSRAWSCertificateManagerFullAccess,
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https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCertificateManagerReadOnly.html
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCertificateManagerFullAccess.html

AWS IEBEER CRFERD

ACM X AWS & KRR EH

EEAZBRSTHRREFEXLEFRIAR ACM AWS RERMEMBIFMAES . BRBAEXRLTEHERDN
B3R , HiTF ACM A4/ 185 TE LAY RSS IR,

2 iR A Hj

WwhT GetAccoun AWSCertificateMana 2021 £ 3 A3 H

tConfiguration X gerReadOnly REZH

%) AWSCertificateMana E2E1A GetAccoun

gerReadOnly K#, tConfiguration APl
ERI PR o

ACM FrI8IRERE K ACM FFiaRER AWS FEEREE 20213 A3 H
HEH,

M&E4RE5 ACM £E5&EH

AWS Certificate Manager £ AWS Identity and Access Management (IAM) £& 4+ 2247 FR #I33 iE B 18
REYiEE. £/ IAM policy SRS 12 4ISERE ( SCP ) PSR ER4R , B UGBS AL AN RIS

FRo

@ Note

£ ACM &8 E AWS £ F&4BHEESaws :PrincipalArn , flid# — SR EIxT S ER S
®AEBIRE,

XFFH ACM &4

ACM API BER X HH &4
i X#H ACM APl 24E  Type iR
acm:Valid RequestCertificate FRE f&K#E ACM K iE /5 LT
ationMethod (DNS , EMAIL , HTTP %&i&sK
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html

AWS IEBEER CRFERD

ES LR ZIEM ACM API B4E  Type DU

acm:DomainNames RequestCertificate ArrayOfString f&#E ACM BRI
A ik

acm:KeyAl RequestCertificate TR iK#E ACM Z4AE LA

gorithm KN FFIETE R

acm:Certi RequestCertificate FrFE fK4#E ACM iEFiFEEHE

ficateTra ( ENABLED , DISABLEI H&EiZHEIEIFFIE

nsparency B3R

Logging

acm:Certi RequestCertificate AT Ik & ACM &R P HYIE

ficateAut i & ANA F IR R

hority

w1 BREBIIRUETT A

AT KRB R BB F BRI R SRIBL FTRYIEPHER |, B
F arn:aws:iam: :123456789012:role/AllowedEmailValidation A% HERERI.

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:ValidationMethod" :"EMAIL"
}I
"ArnNotLike": {
"aws:PrincipalAxn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]
}
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html

AWS IEBEER CRFERD

w2 : FRIEBEAE
WU KM R4 AL BB A B H ACM EBER.

JSON

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCextificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringLike": {
"acm:DomainNames": [
"${*}.*"
]

I3 PBREIEPE
AT RBEIELEIE * . amazonaws . com &5 BB IEMIET ACM iEFHiER

JSON

"Version":"2012-10-17",
"Statement":{
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"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]

}

ZRBEUUE -SRENBENFH. EBERRXATHFZTSMNMBEED —INREEHR TENER,

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com",
"developer.amazonaws.com"]

}
}

=4 REIFHEE

AR KRB ERASKHR4 StringNotLike RN A ECDSA 384 i (EC_secp384rl) HAFEEE
REES,
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JSON

"Version":"2012-10-17",

"Statement":{

"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",

"Condition":{

"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"

TR ERZMHES Stringlike MBEAF * PLEIRFE LEE ACM AR EERME(T RSA B A EERYHTIE
P

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:KeyAlgorithm":"RSA*"
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(AFER)

B 5 : PR IIE S 5 A A
U R R A ERRENABIEBIANM ( PCA ) ARN BRFIEFHFER,

JSON

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCextificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CextificateAuthority":" arn:aws:acm-
pca:region:account:cextificate-authority/CA_ID"
}
}
}
}

HRBEFEA acm:CertificateAuthority &HRAN /2 ¥F Amazon Trust Services MK By AFFEEIE

PBHFER, FHEBMAEHA ARN REHN false GEFHLERH PCA WABIEHIER,

JSON
{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CextificateAuthority":"false"
}
}
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AWS IEBEER CRFERD

RS HEXA® (SLR) 5 ACM &4

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) fRE < AERIXE
WE—NKFERABEITIAE CAMAWAEIESH, AWS Resource Access ManagerfR S #% &
2 (SLR) R B4 ACM IREH IAM A, SLRs HACMFIEN , BFZREAREHHHA
AWS RSB FERNMENR,

SLR A[it B ERMHIZE ACM , AAEBEEFHRMAENNRENAH#HITEASENIERLER, ACM
ENH SLR AR , BRIEBHEN , BNMRE ACM FJUBEZAR., EMXHNRBRSIFESEFER TR
PRIZEE , T BANPRERBE T REFS I BMEAT E fh IAM 34K,

BRZFNHEHMRSZNEE SLRs , 55H5 IAM B EANAWS RS , A& “REBEXAE" JPE
BARE B HIRS . BEEHHEEN Yes IERZRSH SLR X4,

ACM #J SLR #XFR
ACM fEF & Amazon Certificate Manager BRSS B &K SLR.

S AWSService RoleForCertificateManager LR S TR FRIEBEZA R -

* acm.amazonaws.com

A ENRER T ACM X5 E IR TR TR4E

« B1E : 1T acm-pca:IssueCertificate, acm-pca:GetCertificate

BB ENR AV IAM 3K (Blan , AP, AR ) tlE., REIMER SLR. BXEZEER
ESH (IAM AFEE) FRIRS KB A BNIR.

/A Important

ACM TRESIRTE , ELEBELNIKF P REFHE SLR, MRFEMR iam:GetRole PR
EHEBETEIKFH ACM SLR , MERIZE SLR BT a2BAHIER. MBRRBRAEXE , LK
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

AWS IEBEER CRFERD

REWK S EERATREEERT iam:GetRole 1HE ACM KX R , REFEMNIKF 5 ACM
HE R AWSCertificateManagerFullAccess X<k,

A ACM ## SLR

ZEFZEIE ACM A/ SLR, HEER AWS B A, 2 AWS API iRk ACM IEHEf AWS
CLI , ACM 28X NEEE SLR , LESNHAZMNS —NKF 6/2FH CA AWS RAM RXEZEHVIE
P

WMREKEEEMH ACM TEBELNIKF P REFHE SLR , N AJsEEWRE LYK, KRR T FE RV IZE
MR, AWS #H CA XF L IERE SLR , SR AILIFUAIES |, B ACM RELEZBHEITIES |, E
EBAZEE, BRESER , B2/ ACM RS XBKAE (SLR) A#,

/A Important

MREHEFERMLABTIFHN RN MRS FERENRAE | b SLR ATLAHIE SR IKS H.
B\, WREH 2017 F 1 A 1 BF X ACM RF 2RI ERZMES SLRs , BA ACM &7
290K P o B 28 1% AWSServiceRoleForCertificateManager B2, ETHESEER , BSHAEK
BY IAM KPR LT A 6,

MEEMERLE SLR , RAEZFEBEXRAERE , WAUEAUTE—HZE .
- EIAM EBHIEF , EFEAE, AIEAE. Certificate
Manager , CertificateManagerServiceRolePolicyf# 1% F I 8IZZ#H A,

- £ IAM API CreateServiceLinkedRoleE 8 Bi#) AWS CLI &5+ create-service-linked-role , fi
Facm.amazonaws.comfRS B #HalE —1 SLR.

BREZER , F5H (AM AFER) PHEERSHEXAE,

4% ACM By SLR

ACM T R iF 1844 AWSServiceRoleForCertificateManager [RE XA, ELIE SLR g , %
ZERZACHEN , ENTREETEANEASIAZAR, T3, B LUEA IAM FEACNIREA,
BEXEZER , B2 (IAM AFER) FREERSXKAE,
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8B E T~ EEM R AWSServiceRoleForCertificateManager # R ##l, B2 , AL IAM 24
A. AWSCLI &% AWS API FaiffiBrAR., BXEZEER , H5H (AM AFERE) FHIMIBRES <

KAt
ACM X #rY X1 SLRs

ACM %3+ SLRs ZERTEM ACM 1 AWS A CA WATE#XFEH., BxFEZE

B, BSEAWS X

A o
X145 #5 XEFRIR ACM H X 5
EERZ (FFRILMILE ) us-east-1 =
EZERIB ( BXEM ) us-east-2 Jt
XEFES (LmFERIL ) us-west-1 =
ZEFEIB (HEXMN ) us-west-2 A
TA#X (&3X) ap-south-1 .
LWAH#X ( KR ) ap-northeast-3 =
Asia Pacific (Seoul) ap-northeast-2 =
o ARH X (TN ) ap-southeast-1 =
WA#X (ZFE ) ap-southeast-2 =
LWA#BX (FRR) ap-northeast-1 =
NEKX ( BE) ca-central-1 =
M X (EZX%RE ) eu-central-1 =
B ( 7RERE ) eu-central-2 =
BN X ( ZR= ) eu-west-1 =
ROt X (462 ) eu-west-2 =
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X8 & X 4R ACM X%
BoM (B2 eu-west-3 =
EEM ( EZRTD) sa-east-1 =
AWS GovCloud ( E=EFEIE ) us-gov-west-1 =
AWS GovCloud ( EEHREZP ) R us-gov-east-1 =

%t AWS Certificate Manager & 3 #0117 7] 3t 17 B P HE K
FERAUTEEUHBBELHMAIEEREMEM ACM H IAM B AT EEIBEIRE I R &E,
FB;

« BRENFE ACM FIHITIERIE

« BRENFE ACM H HFIEPH

o BRFELBINIT iam : PassRole
« REAVFRIUANA AWS K/ iFE K ACM &R

HERIE ACM HIITIRIE
MBEBBERETR | WAGEARRTENMRE | W RREH R AW RAT IR,

% mateojackson IAM AR ZREAEGHAETEEXEM my-example-widget BIRNIFHEFER |
BFREBEEM acm: GetWidget RIS , 2 REUT RFIEH IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget

FELBERT , BIEH mateojackson AFKIERME , LAVER acm: GetWidget BAEVIE my-
example-widget &iRo

MREBERE , BHRAW AWS EER, LHEBRAREHBEREENA,
HELRIE ACM HF HRIFIEH

MB BT IR |, MBS ACM 5 PKI B R DIREMN , BFLLEEMIRATERIES,
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3 IAM AFZRBEdE6 s , FRAAEAERERABEN DENY fIATHERIERE , RHIA T RAIE
xo

User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

EXERT , NAKFEEEBERRENKNAXBXIEHER, & , EEEHMBERUALTFERIE
$,
RN IT iam : PassRole

WMREBRE|—NEIR , RIETHEINIT iam:PassRole B , NS M EHRERBUAFEGHBIMEIERLS
ACM,

BE AWS RS A ERIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXAE, it
BBMERF A ELEIRSINR.

HE N marymajor K IAM AP =R ER RS AE ACM RRITIRIER , S RELUT RAIHR, B
=, BELAERRSACMRTHNRT AIHRTIEE. Mary FTESRARELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , BAEFH Mary KB A F 1T iam: PassRole #&1E,

MREFEHRE , BHRREN AWS BEER, ENEEARRHEFREILEN A,
BEAFEUARNA AWS IKF 7R KA ACM R
ZaR—1M A , UEAMKSPHNAFREALNANARTUERZAGKILRIEN TR, &7

BIEEEESEY , AURAAG, X TXHETRIFA R EZEHE SR (ACLs) WIRSS , BT
158 P IX L5 SR BE (0] ATV HR T 173 1R 8 B B R AV A PR

ETREZEERE , BSANUTRE

- BT ACM BAZHFXEINEE , S 20/ AWS Certificate Manager 5 1AM BL &1 Ho

- ET7THNARENSHENEFRNIHENERAWS K, BH2H IAM AP ERTHEEHE AWS
K S — IAM B PR AT R AR

- ETHOMAEE=SRENENEFRNHENE AWS KF | BSH IAM AP ERETHNEE=HE
BiARBR, AWS K-
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#FME1E AWS Certificate Manager

AWS £IkEfiRERE S AWS XiF TAXMEN. AWS X RUHZAMEREMNBEENTAK ,
XETHXKBEIRIER, SEHENSERTRINEERE, FATAHAK , ZaLURITNREETARZ
B it B ST AR EBWRARFNREE. SEENENRS/NREROEMIZEMEL , T4
XEEESHTRYE, FEEINATT B,

BXAWS XEMUAXWEZER , 5SRAWS = EREmIZHE,

AWS Certificate Managerd FY Rl &4

ER —IFEE RS AWS Certificate Manager , % AWS £EMELZ 2RI, BX AWS T2 RS L
Rinf AWS RIFEMIEENER , BSRAWS =2¢, EFAEMREZSNRESIERRRITEN
AWS ;38 | S S AWS ecurity Pillar Well-Architected Fram ework H B E & R T o

IERLAER AWS EXREY APl TRBE ML R ACM. BFRMSARIFUTRE

« FHEREMMIN (TLS ) o BAERMFEH TLS 1.2, BIEA TLS 1.3,
- EERLMAERE (PFS) WHEIWEH , N DHE ( 8T Diffie-Hellman ) 8 ECDHE ( I B4 & #h
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) R IFXLEER,

RT3 ACM B 4RiE U7 B AR

WMRAFIEE AWS ABBHITRE , WFEBRRBHRINR AWS EEEZH G, RFHEEHEANRHER
HURTIEE TR EAYA P RE AWS,

EOAPRTREAGRAMNR , HEREA TR —.

B REREN RN BHY AH
BR ?
IAM (¥%E ) £REFERIEFN BEREFEERRIFTER B

G A AEE , £FX AWS CLI BATIRE.
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( £ 1AM Identity Center &
BHAF)

IAM

BAY

AWS SDKs, mHI4mIZIHR
AWS APIs,

A IBHEBZE [ AWS CLI
AWS SDKs, =% HHRIEE
sk AWS APls,

A IREHEBZE [ AWS CLI
AWS SDKs, =4 HWREE
sk AWS APls,

PN

- BHXH AWSCLI , %
® {AWS Command Line
Interface FAF 8/ FHY
“BFK AWS Rt FF &7,

« BX{EE AWS SDKs , &
ZH (TESZEM) AWS
SDKs fl  TEZZ#mM)
Ry “BFHIT AWS AR FF
Ko

BRIREFH LAY SR E R 3 A
HATERF,

- BXM AWSCLI , &5
¥ {AWS Command Line
Interface AAF ) AWS
IAM Identity Center® i “B¢
B AWS CLI ",

- HXIEM AWS SDKs
AWS APIs , i5Z# (T EZ
Zi5m) T8 IAM B4
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SEE™E,
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AWS SDKs, =% HHmIEE
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AR
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HITRE,
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FAFEEPNEA IAM A
PUEP#HITEHRIE, AWS
Command Line Interface

- BX AWS SDKs fiTE | iF
2R (LEZEE™E) AWS
SDKs fl (TESZ1ER)
REERKBEIEHRTEH
Wi,

« BX{EE AWS APIs , %
59 IAM AP s E IR
IAM B P BB R 24

BRIERER 2 0 LE B EE A MM A AWS Certificate Manager (AWS Certificate Manager) BYZ1%,
DTFREXRKRETXREZHE ACM BEFHKRELR.

F&H

- K RHIRE

* AWS CloudFormation
- BEMGEEFMH

- EBEE

- HBIE

o DSk BRI A

- RRERHIEREHEHTICR

« FJF/E AWS CloudTrail
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K 7= 4% B bR

BYERBPEAK,RAIRE , KEGETUEKFS RG-S, FE=LERESNRMNFRIESR
DRTFRETRNK, P, MRTECEAKSRREE , WAUBTEREFIEL kms: CreateGrant
BREXRBHNFEAGHTHRNR, XLREKSPAUNERH#HITSRINESENACR, BRENH
E8 , SEEMNRIE , H31 (AWS Key Management Service F X A RIEEE) H Y Grants in AWS
KMS,

MREEEE AN R M ARBEHkms : CreateGrantiZKF A , MABAER k ms:
EncryptionContext sk Z4ABRFlkms : CreateGrantiSEIE B, ™ arn:aws:acm ISENE , HIEE
ERHIH ARN BB, UTROKBESZIEFERBSENIES , EATFEREMIESR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:cextificate/b26def74-1234-4321-9876-951d4c07b197"
}
}
}
]
}

AWS CloudFormation

AWS CloudFormation & ] LA A 22 R S EFEAK AWS BIRENR, CloudFormation ARG
BRENEEXLRR, CloudFormation AI EARLE ACM X FFRY IR , #Il40 Elastic Load Balancing
CloudFront, Amazon #1 Amazon API Gateway, BXxEZER , HZH 5 ACM £ RS-
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MREFER CloudFormation RIESIZFM R Z NN HIRIR |, BRINBWEFTENSNFROES
M ACM iEH, XEMSREERENIERESA. EXEZEE , H5H R, Mk , 01

—NEETERATUNENAMEEENEEFIER, flin, MREANNARESHRENEEEE

B2 ACM iE$ <version>.service.example.com , HRANCIBENBRFIULEP, <*>
.service.example.com

/A Important
MREFERAN R S% CloudFront 7B , HEE HTTP RiIEA X EE LB, £
CloudFormation #ix S8 & BE L LA T Amazon B CloudFront , A7 {#F DNS I UF s
B FERAIRUE, FRATEWEFA DNS Kl LAFRB B3 41T ThaE,

£ CloudFormation A FIZN A ENERF I S BE UL,
BEMEEEME

NTHREZ ACM IERRFWIESAIERE , RIMNEBUCE Amazon RBEEEN B ENEEFME

F, Amazon RIEPEMANM AT UR R T RN ZRARENE L, Starfield Services Root Certificate
Authority - G2 22— MRIBWR , SHMLTEEMINRIBNEEFRANETRFRE. BIBEPE root
CAs , BREBHRRANARFHRAREML,

UEF B E

EBEE (BE#E SSL BIE) R— 1M EE , AENARFFEALIERRIEREZEEN , AR/ Z
FNEZESH X509 ERRABFRAMIFEBRREMWXEK, Rt , ZERARFEAYERSET SSL/
TLS IiEHEERIUF, AR SSL RIUFEERFREIEFHEE (MRIEFHMAAY (CA) IEHEIMNE CA ILEH
(WRA)) PFHER. WA, CERERREHEBZEEZNMIES. EHNARF TN EESZRE
EARES BUE R ZIES (MIFRIEPHEFNEMHEMILED) ZEE. ENABFFRAIEF , &
ARZEEENMNIEPRABEZARNIINRAERF. HE , NARERF A BUE 8 IREZ S E LA NIE
BHEHR

/A Warning
BUEHNARFTEE ACM E+H, IS ENA ISP FEEUEH 41T AWS Certificate
Manager®|HA 28l , ACM £ B3 1TiXLE SSL/TLS iEH. N TEITUEH , ACM LKA
B-AEEAN, URENNARFEE ACMES , HEEFRAFN AT HBARNEITIES ,
T B2 FA 72 7 v BETo R 12 BN R AY L
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MREREBELS , MU TIRIHT MBI N RAEFEES SN

- HEBCHIEBES AT ACM , AEFEHNNARFEERSANILES, ACM FE2ZHAHEITSA
HYIEH

« MREFEANRLXFILES , WHENNREFBEESRE AN Amazon RIEH, MREERBHZR
AMEILED , WREHERARFEEES CA WRIES,

1336 UF

£ Amazon IEBM AN (CA) NENME M AU 28 , AWS Certificate Manager (ACM) 24415 1E
BREPESRERAECEBERPIEENFEE. SR UEABFRH4R DNS HIiTRIE, BXESER ,
BZ [ AWS Certificate Manager DNS i 1 AWS Certificate Manager B8 F #f £ 31iF o

N DN BRI

BTEEIA ACM iEBF RN RIS . MARERSEMEITIREE FIROFIES, S, MR
EREENMER , AEFRERNENMEE |, WAAFRSEANMEBOTILER, SEAHRILED &, &
MANERPWFIESBERIEMAR , SE 2N FRAEFRIESHEE.

MREABFERAHERIE , N TFTEM, E&ZHKE 8 HRILEFEl4 , FEELAE 72 M2 A
EDRFEHEP 1 HERAIMITERE. S, MRBRESENMEENILES , BHRZFRE 40 BHRIEEF
BR4F , FEELIE 72 PR CAEDRFE S 5 HHTERE. BRLRBERTEHBBENEN , FH
B FER SR IE PR AP B TEE th 28 i,

MR DNS WiE |, M AN FERIUEA FQDN @BIEEE A —5H DNS idF, ACM «@&
REBUENILR , AEHEERAREFEUBAERBTEMMZIERK. MNZICKEFRERER AT
iz, EREMNRAF , IRFEREESEMIBWNIES |, NAFEEAS DNS idxk. BUEREMRE
Fi DNS RiiE,

R HIEFZERE A EIER

/A Important
T KB R RER HIEBEAE B FIC T , BHUERER AT R PR B 15 B B FHE 48
EIFNAHRFIMBFLIETRNBEFHRINMNAMERK. A, EBHTF2EEELRIUEBREE
(SCT)e REXMIEPH CA FEENF SCT BRAEIEHRF,
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B 2018 £ 4 A 30 A2 , Google Chrome FBEERIEREIEREREAEPH N SSL/TLS it
$, Eik, M 2018 F 4 A 24 B2 , Amazon CA E'Jﬂl“ﬁ:x’]‘ MNMABE AERRAAEFIEBRME
iT. EB—Bigk , ELEMR. EXEZEE , B2H L HEHRERE,

HEFERIEPREITERR , 2EFHITEATILR , BEATUEERRHE, IFEMNELRRIENZR
ENBALNEEER, FlM , BRABENSHB OB ENREERBERABNENEES , BUFF2L
Fro BHN, BRRICFIE O] BE LM B8 R BY SR A A0 BY 7 78 F P 35 B9 B #Ro

EHERFIEBMERBREEREIRSR , HHEMAERIEPS AWS CLI 55 RequestCertificateAP| #4E
HoptionsS#, MREWIEHEE 2018 F 4 A 24 H2HIMAN , H BEEBREITHEKRIZRZ
iE$S , B LAfE A update-certificate-options @i 5 2% UpdateCertificateOptionsAP| #E1E IR H,

B 751

- BEEAEAZEFEERARNERERE A FILF,

« FEPHAZITH (BETLERIHE 60 X ) 7, BEREERXAZTEFRS. ERBSERKMET
SERBEIRHES.

EH—BigRk , BLEMNBSHRER. EZNE[QUERBREHFREER, MREEFERIEPAEREL
ARiLE , RAEEREHERER , WENIERRARWISE , BERIRITERNIE. NREHFBIEHBHKIL
EMEx , RINEBWERFE —NHRIES,

AR RAIEERE R T B SRETHIE 8t 20{al £ A request-certificate a2 AIEHERE,

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

Ras S HEIERH ARN,

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MREBEFLED , HETHFEREEITIERIRFEIERER TR |, 56 Hupdate-certificate-optionsfito It
ﬁj'ﬂ T ﬁlE”Eo

aws acm update-certificate-options \
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--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \
--options CertificateTransparencylLoggingPreference=DISABLED

FF B AWS CloudTrail

FEFFsREER ACM Z i, IEFF 8 CloudTrail H&EZhAE, CloudTrail AF&BE IR ZRKFH AWS API
AWS BARELIEF ( BEET AWS EEZEH A, . IESRFA Amazon Web Services # 1TH API
A ) REBEHNIEE, AWS SDKs AWS Command Line Interfacef&i& a] LAIR Bl BRLE A = F10K 7 i
7 ACM APIs, & HMILEYIR IP thuk AR PP & 4 KRt B, SRR BAEA API CloudTrail £ 5% 2R H
BER , WENALBQERE  RERRWRS , URZHEE R AT S F<A CloudTrail &
FIUMEE, BXEZEERE , BSRCEREE, #% CloudTrail 5—#H AWS Certificate Manager LA
EE ACM BRIEW RAIRERIEF,
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 {FAT 3 EventBridge

« CloudTrail 5—#2H AWS Certificate Manager
« XM CloudWatch 3545
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ACM iIEH BB S ERUTE M.

"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:08Z2",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

“ACM il + B3 H" =4

® Note
“ERESWEHTERATSANIED,

BEFABMYT LSS, UEEHEKS S ACM AN ABHAEIES I KR ERE,

ACM iEHESHIEHEBUTEM,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

15
"detail": {

XEFNES R 1.0 133



AWS IEBEER CRFERD

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

“ACM iEH 7] F"&3h

ERALMTLES  LEERENLAAILFIEHEZRERNBIBEN, ZEHFERLR. £ITNS
ABRtEf, XTRBIER , —BEAR , NAFTEFFRESEFHBEIEMN.

ACM iEH AT HEHERUTEN,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Available",

"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:4872",

"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
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“ACM It B EEL&ITRIFEEH

® Note
‘FERTERRITRIFEHATEATSANILES,

ERTLMITLES , MEELTARDEFRESTREITIEBNKREIRE. flo, WREFFMTHE
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EEM@#R4E , W ACM £ 30 X, 15 X, 3 XM 1 RABARZ LT , IFEFF - REURE. iEH
BHREBFBREABE], BRETZRBLERE 1S

ACM IEBEFEBRITRESHERUTEM,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}
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“ACM if$ B B4 S

BEF AT S, EEEKF P ACM AN ABHFAFILS HH I ERE,

(® Note
HEERH S HMIES, T3EBS revoke-certificate RS AKIES,

ACMIEHERESEHEBUTEN,

{
"version": "Q",
"id". "id",
"detail-type": "ACM Certificate Revoked",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"Exportable": TRUE | FALSE

}

}
AWS BEREH

AWS REXNFELRITHREN ACMIEBERETRAEYN. BXLITERNEER , BSHANKE
IEPLET] AWS Certificate Managers

REQEMMHIER TEBSTRREM

« RS 2BHAF IR,

« WNEFSATERBERTERNET, XUREKREFTE]LLTEFHRAPNGEE (A TEIEFH
HHRATRIERNIES ) |, REBRENMER. SIEHABLEUTEARERBRH -, XERB
TENFALT , HERATHik,
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« AWS_ACM_RENEWAL_STATE_CHANGE (iEBBEL1T. B HmEINIHE )
« CAA_CHECK_FAILURE ( CAA RERM )
« AWS_ACM_RENEWAL_FAILURE ( FHFA%E CA LR MIEH )

ETRREHEENTEME, ELREIF , AWS_ACM_RENEWAL_STATE_CHANGE B4 24K,

-~

"source":[
"aws.health"

1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"

1,
"eventTypeCategory":[
"scheduledChange"

1)
"eventTypeCode": [

"AWS_ACM_RENEWAL_STATE_CHANGE"
]

EventBridge £ ACM R [l & #h & #2173

B AR FEIX LEEH 12 Amazon EventBridge BN , F /A Amazon EventBridge 2 & B B 2
SN EENEE, ATEMEEE Amazon EventBridge #NF = 4 BV IRER RAIREF o

£}

- @3 Amazon SNS MR ZE4

- £/ Lambda B3k MRS 4

&3t Amazon SNS o R B4

AT EMAEE Amazon SNS , LAEEH ACM £RETIRIREHIRENEBA.
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RN T RENRE B

#12 Amazon EventBridge # 0| 3 i & & 4

1. BIRILS# EventBridge MM, BEXEZEER , BSROIEN EH4 ML R MEY Amazon
EventBridge M,

a. £ Amazon EventBridge ##i| & & https://console.aws.amazon.com/events/ , S EH4 >

MNAE , REEFEAN,

b. FEGIZEMNITTME L , £$F Event Pattern ( BEH4E ) .

c. XNFRFEM , NEEAHERE Health ( BITIRR ) »

d. FFEHERE | %# Specific Health events ( FEZTIRRAEH ) -
e. 1&#F Specific service(s) ( HEMRS ) , REMNXEHIEE ACM,

f.  1%&$® Specific event type category(s) ( FESBHEERKF ) , AFEEF accountNotification,
i%## Any event type code ( IS HRBEKRTE ),
%32 Any resource ( FAER ) o

i EBHEATRRESRT , KUEB4HREHN JSON EX, tRAIER AWS EESE4 o H
B,

= @

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]

}
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2.

BoE R,

FEBHRES , BRLMNEFZ AL EE A SN SE40 RS P 1TEEF |, Hla0 Amazon Simple
Notification Service (SNS) , BRI SLi#%$R Lambda ERECS EH4HEE T B E LW AT HITRE, Bx
AWS Lambda SEM M RBI , S5 FA Lambda BEEIE RS 4

5/ Lambda B ¥H R =4

I3 FE5E R AWS Lambda 2n{al £ A £ &% £ Y507 EventBridge, 18 L 5 % 8] 838 H1 IR S (SNS)
Simple Notification Service SIE2BEH AR M@ EH LK B BEL R AWS Security Hub CSPM , NI R E
B R MZ 2R M,

®& Lambda M IAM B &

1.

B 5B & AWS Identity and Access Management (IAM) & &} E X Lambda B FT EWRR, B
SR MHREREK  SUNREHIECEENARZEY , ARFIRTFZAFPHNR, TENE
BERPKF TETAZSH AWS 2 , REFTEEEERA K, TiE1T.

1 https://console.aws.amazon.com/iam/ 7 IAM 2 &1 &,

£/ JSON KM 4miERR IR E L TRIRFE LR REE, RUEEBECHHEXMN AWS IKFiFE. B
XEZER , B REJSON LT+ L ol K,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "LambdaCertificateExpiryPolicyl"”,

"Effect": "Allow",

"Action": "logs:CreatelLogGroup",

"Resource": "arn:aws:logs:us-east-1:123456789012:*"
}I
{

"Sid": "LambdaCertificateExpiryPolicy2",
"Effect": "Allow",
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
1,
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AWS IEHEERR

(AFER)

},
{

3. tIE IAM B e+ aEH MR, AX6E IAM SEMHTMKRKNESR |

BAG (BHE).

"Resource": [

"arn:aws:logs:us-east-1:123456789012:10g-group:/aws/lambda/
handle-expiring-certificates:*"

1

"Sid": "LambdaCertificateExpiryPolicy3",

"Effect": "Allow",

"Action": [
"acm:DescribeCertificate”,
"acm:GetCertificate",
"acm:ListCexrtificates",
"acm:ListTagsFoxCertificate"

1,

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicy4",
"Effect": "Allow",

"Action": "SNS:Publish",

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicy5",

"Effect": "Allow",

"Action": [
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicyé6",
"Effect": "Allow",

"Action": "cloudwatch:ListMetrics",
"Resource": "*"
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4. FTFF AWS Lambda #Z#|& , Wit R https://console.aws.amazon.com/lambdal.
5. Bl Lambda B¥, EXEZEE , BSRFERAEH AQE Lambda B, ERATEER :

a. ESIBREBTELEL , i%&# Author from scratch ( MK FF IR RIE ) &I LA B2 I,
b. EEBEBMFERFAEE—NTEM , FlI handle-expiring-certificates “"o
c. 1 Runtime ( 12170t ) SIRAF |, EF“Python 3.8",

d. B Change default execution role ( EXBRIAITAER ) , R/FEF Use an existing
role (FEAMBAE ),

e. M Existingrole (MEA® ) JIRPEREBETVUNENAL,
f. EERAEBREH.
g. 7 Function code ( BB ) T , A TR,

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT

# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION

# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json

import boto3

import os

from datetime import datetime, timedelta, timezone
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utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_azrn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn']
+ ')
# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
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sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_arn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

1,
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',
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'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
.
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {3}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. 7E Environment variables ( M8 & ) T , &% Edit ( &%E ) FTERRFMUTEE,

. ( Hi% ) EXPIRY_DAYS
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BEAZERPSHBEH B EZRE ( K¥ ) . WEREERIAR 45 X , BERAUEERE
MX1{&.
( AT ) SNS_TOPIC_ARN

$&E Amazon SNS B9 ARN, BL arn: aws: sns::: B NIRETEM ARN, <region>
<account-number> <topic-name>

« ( Hi& ) SECURITY_HUB_REGION
EA B X AWS Security Hub CSPM HIETE. MRAKEELED , NEHEEZSTH

Lambda B¥H XiE, MRZEBESNXEBIZT , WTEEENMEILEREERER £
XigH# Security Hub CSPM,

i. 7 Basic settings ( EFZE ) T , & Timeout ( B ) RERN 30 ¥,
j.  TERMEIRER , 1%&$#F Deploy ( ZBE ) -

A2 VS LAFT IR E A UL B R 5 3R

it

TRAT
B 3h &3S B s F ER A E A

it

T ARG , H&S Amazon EventBridge KEEFNET , FA1H 80 B E RV IE B IR 4 — 38 F i

., FIRERT , ACM BREMLNEESHA 45 KREENEHNIERSI X —NEH, (LRBERA
LAER ACM API B PutAccountConfiguration EEE N, ) XEBEH#HPHNE N AtR LU REX
W BB IRE

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub CSPM

1. Bl Lambda B HEENR. ( BT - FHSH RE Lambda EHEH IAM B ),
2. A Lambda EBIEA T XX EHNFRHE SNS £B, BXEZELR | 5S4 6E Amazon SNS
3. NEMBMEBHAITREE SNS £8, EXREZEER , BZ M1 E Amazon SNS F i/,
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4. BIBRATR% Lambda BRI Di# EventBridge MM, BXEZEL , HSHGIENEHMEH
& Bify Amazon EventBridge #i1,

#£ Amazon EventBridge ##%|#& /1 https://console.aws.amazon.com/events/ , SZEEH4 > M
NRE , AFEFRCENAN, EERSEM. BSHXRERM Lambda ¥, EEHEXM A HERR
B, REE TR

{
"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

ERROIEHT2E RN Lambda #HPUXFRIEH -

"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"

B

—BEFBEERIBEERETMEE , FEXEEMRZEBENMERET , UBRZLRBEMUEHNE
AT -
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FEHKERNE R CloudTrail , BRI LUBER ACM X HHIER, ZHERMN IP ik, #AH TiER,
AR EZEERUAREMFMAEE, BXEZEL , BSREAESHHELIERES CloudTrail EH. 3
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A BB B E A AWS IRSS , Lt — S 9T R4 CloudTrail B & WENEHEIE.
BEXNEZEE CloudTrail , IHSE U T4 -

« AWS CloudTrail A5/,

o BIZRERELR

« CloudTrail Z##I RS MK

« Bti& Amazon SNS J&Al CloudTrail

« BRRBZANXIEH CloudTrail B EXHMEBRFKE S MK, B CloudTrail B EX 4
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AWS IEFHEES CRPER)
H&EI1EFH CloudTrail X3 ACM API #24E

ACM XI55 TIRAEME S BAITRE CloudTrail BEHEF -
ENEHRAFTREPLSAXERBERNAREL. SHELEHTEBEATAE :

« BEREMFEH AWS IKF R 5 AWS Identity and Access Management (IAM) B FiEB & HEY .
- BREFAACKERKREAFNIERNZEEIERHN,
- BREDHHEAM AWS RF A H

BXEZER |, iS5 CloudTrail userldentity T3,

RT#E 2 RME T IR APIHREN RO B &,

o EIEBARIMFRZ (AddTagsToCertificate)
 MIBRIE$ (DeleteCertificate)

+ JIRIEF (DescribeCertificate)

« S WP (ExportCertificate)

« S AP (ImportCertificate)

« BIHIE$ (ListCertificates)

« BIHIEBHPRZ (ListTagsForCertificate)

« MIEP il BR#rZE (RemoveTagsFromCertificate)
+ HRIE$P (RequestCertificate)

o EFAIERIULE FHB4F (ResendValidationEmail)
« BFRIEP (GetCertificate)

[E]iE B R IPRE (AddTagsToCertificate)

AR CloudTrail R"IE R T A AddTagsToCertificate APl BY45 R,

{

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",

X API #1E R 1.0 148


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html

AWS IEHEERR

(AFER)

"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-04-06T13:53:537",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcba98-7654-3210-fedc-ba9876543210"
I
"responsekElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

I BRIE (DeleteCertificate)

ELF CloudTrail 7RI E 7~ T A DeleteCertificateAPI B R,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

:certificate/
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"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-03-18T00:00:26Z",
"eventSource":"acm.amazonaws.com",
"eventName":"DeleteCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcbha98-7654-3210-fedc-ba9876543210"
},
"responseElements":null,
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

HIRUEH (DescribeCertificate)

LA CloudTrail ;:6IE 7~ 7B DescribeCertificate APl I45 R,

(® Note

DescribeCertificatei®4E CloudTrail BEFZEREXEIEEN ACMIEBHNEE, &BATLL
fER12E&lIE AWS Command Line Interface. = DescribeCertificateAPI EE B XIEPEHEE.,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
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"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:427",
"eventSource":"acm.amazonaws.com",
"eventName":"DescribeCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcba98-7654-3210-fedc-ba9876543210"
I
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

S HiE$ (ExportCertificate)

AR CloudTrail 75l 7~ T A ExportCertificateAPI FY45 R,

"Records": [
{

"version":"Q",
"id":"Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

15

"detail":{
"eventVersion":"1.04",
"userIdentity":{

:certificate/
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"type":"Root",

"principalId":"123456789012",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2018-05-24T715:28:117",

"eventSource":"acm.amazonaws.com",

"eventName":"ExportCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.4",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",

"passphrase": "HIDDEN_DUE_TO_SECURITY_REASONS"

I

"responseElements": {
"certificateChain":

"privateKey":"**********"’

"certificate":

————— END CERTIFICATE-----",
"privateKey": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"readOnly": false,
"eventType":"AwsApiCall"
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"
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(AFER)

}I

"sessionCredentialFromConsole":

5 AE$ (ImportCertificate)

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",

"principalld":"AIDACKCEVSQ6C2EXAMPLE",

"true"

LT REIE R T iEFKI ACM ImportCertificate API #24ERY K CloudTrail B&% B,

"arn":"arn:aws:iam::111122223333:user/Alice",

"accountId":"111122223333",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName":"Alice"

},
"eventTime":"2016-10-04T16:01:30Z",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{
"hb": [

"byte",

"byte",

"byte",

1,

"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,
"limit":1674,
"capacity":1674,
"address":0

}I
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"certificateChain":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
},
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2503,
"capacity":2503,
"address":0

1,
"responseElements":{
"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

1,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"
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(AFER)

}

HIHUE$ (ListCertificates)

LA CloudTrail ;R &R 78 ListCertificatesAPl &R,

(® Note

ListCertificatesi®4E CloudTrail HEF S REN ACM iEH, EafLAEHEE A AWS
Command Line Interface. = ListCertificatesAPI Z2FiEH 5K,

"Records": [

{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-03-18T00:00:437",

"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{

"maxItems" :1000,

"certificateStatuses":[

"ISSUED"

},

"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dlesdfelallb”,
"eventID":"cdfel@51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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]

5| i P HIFRZ (ListTagsForCertificate)

LR CloudTrail 7 5l:E 7~ T A ListTagsForCertificate APl BY45 8,

@ Note

ListTagsForCertificate®E CloudTrail B EFE RIEMIRE, BULERESH & AWS
Command Line Interface, = ListTagsForCertificateAPl| E&RZ K,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-04-06T13:30:117",

"eventSource":"acm.amazonaws.com",

"eventName":"ListTagsForCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

I

"responseElements":null,

"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",

"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"
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}

MIE F I BRPRE (RemoveTagsFromCertificate)

AR CloudTrail ;=& 7~ T A RemoveTagsFromCertificateAP| B4 8,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
b
"eventTime":"2016-04-06T14:10:0172",
"eventSource":"acm.amazonaws.com",
"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{
"value":"Bob",
"key":"Admin"

b

"responseElements":null,
"requestID":"4@0ded461-fc@1-11e5-a747-85804766d6c9",
"eventID":"QOcfal4s2e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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ERIE$H (RequestCertificate)

LA CloudTrail "IE R T A RequestCertificate APl B4 R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},
"eventTime":"2016-03-18T00:00:49Z",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domainName":"example.com",
"validationMethod": "DNS",
"idempotencyToken":"8186023d89681c3ad5",
"options": {
"export": "ENABLED"
I
"keyAlgorithm": "RSA_2048"
I
"responseElements": {
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
I
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"
I
"recipientAccountId":"123456789012"
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}

R EHIEPH (RevokeCertificate)

BAF CloudTrail ~4l:2 R 7 A RevokeCertificate APl N4 R,

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:Role-Session-Name",
"arn": arn:aws:sts::111122223333:assumed-role/Role-Name/Role-Session-Name",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"attributes": {
"creationDate": "2016-01-01T19:35:527",
"mfaAuthenticated": "false"

}
}
.
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource": "acm.amazonaws.com",
"eventName": "RevokeCertificate",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:128.0) Gecko/20100101
Firefox/128.0",

"requestParameters": {

"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",

"revocationReason": "UNSPECIFIED"

.

"responseElements": {
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"certificateArn": "arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},
"requestID": "01234567-89ab-cdef-0123-456789abcdef",
"eventID": "01234567-89ab-cdef-0123-456789%9abcdef",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"tlsVersion": "TLSv1.3",

"cipherSuite": "TLS_AES_128_GCM_SHA256",

"clientProvidedHostHeader": "acm.us-east-1.amazonaws.

}I

"sessionCredentialFromConsole": "true"

B AE R B FHB4 (ResendValidationEmail)

LA CloudTrail RHIE 7R 7 B A ResendValidationEmailAPl B4R

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

b

"eventTime":"2016-03-17T23:58:25Z",

"eventSource":"acm.amazonaws.com",

"eventName":"ResendValidationEmail",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"domain":"example.com",

com"
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"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
I
"responsekElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b0@6-ca91-4clc-8cbl-af349ea8bab8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

¥ FIEP (GetCertificate)

EAF CloudTrail REIER T A GetCertificateAPI V&R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

.

"responseElements": {
"certificateChain":
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+
"requestID":"744dd891-ec9c-11e5-ac34-dle4dfelallb”,

"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

},
"responseElements":{

"dNSName" : "LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
I
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5be63f7",
"eventType":"AwsApiCall",
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"recipientAccountId":"111122223333"

55 F A 9 E88 JE it Amazon EC2 =4

LHBET D EMITEZR (Amazon EC2) 24 LB EM MG N AR , SALE 985 A8
ZEHl, XATLUEE ELB #4485, AWS Command Line Interface A T RHIE R T 3 AWS Ik 2
123456789012 LinuxTest L HRegisterInstancesWithLoadBalancer A E S ERHHA.

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/ALice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z"

.

"invokedBy":"signin.amazonaws.com"
.
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
"instanceId":"i-c67f4e78"

iy
"responseElements": {
"instances":[

{
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"instancelId":"i-c67f4e78"

.
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

EE BN
AT REIEARTMES ACM IEBXERNAEZHMN Encrypt §A. MERE AWSHHIT,

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"

},

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{
"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",
"encryptionContext": {

"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
}

I

"responseElements":null,

"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",

"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,

"resources":[
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"ARN" :"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

fRE A BN

UTREIERTATHE ACM IEBXENAERARITHEZN Decrypt HA. BREEATNITH
AWS , BRENEZEAKZTET. AWS

"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T721:13:282"
},
"sessionIssuer":{
"type":"Role",
"principalId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate"”,
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

iy
"eventTime":"2016-01-01T21:13:28Z2",

"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
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"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext":{
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
},
"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,
"resources":[

{

"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

1,

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

T8 CloudWatch 85

Amazon CloudWatch 2 —I1 AWS BRYZRS . BRI LLEH CloudWatch KRR ER R IEZIEIR, 8
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
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import java.nio.file.Files;
import java.nio.file.Paths;

import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ks Accesskey - AWS access key
ik SecretKey - AWS secret key
& CertificateArn - Use to reimport a certificate (not included in this example).
* region - AWS region
& Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem
ks CertificateChain - The certificate chain, not including the end-entity
certificate.
ks PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
*/
public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {
String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))
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.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));

return StandardCharsets.UTF_8.encode(fileContent);
}

A BRAE

AT RBIEBEIn{a 8 A DeleteCertificate BIE. MRK I , MZEEBFIRE —1NZEE {3,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.

DeleteCertificateResult result null;

try {
result

client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

FEIRUEF

LA R 4135 88 204a] 5 A DescribeCertificate BIZK,

packag

import
import
import
import

import
import
import
import

e com.amazonaws.samples;

com.amazonaws.services.certificatemanager

services.certificatemanager
.certificatemanager

services.

com.amazonaws.

com.amazonaws.services

com.amazonaws. certificatemanager

com.amazonaws.

com.amazonaws.

com.amazonaws.auth.AWSCredentials;

com.amazonaws.regions.Regions;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.DescribeCertificateRequest;
.model.DescribeCertificateResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

*

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();

DescribeCertificate WA 1.0 174



AWS IEBEER CRFERD

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

WERKRY , ERREFERRELTUATARENER.

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0Qa,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
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Sta

NotAfter:

tus: ISSUED,
NotBefore: ThuOct@510@: 14: 32PDT2017,

SunOct0310: 14: 32PDT2027,

KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [1,

Type:

S HUEF

AR R"ANERINMAEA ExportCertificate B#, ZBHEBNS HBARBIERMAYA (CA) MARHNFABIE
F (PKCS#8 1R ). (LNBIUEBLILRHEACM MEERSAETEZSH., ) EEASHIEBERM
MEZH. EUTHP , ZHNEBEEERDXHFF,

IMPORTED,

package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import
import
import
import

import
import

import
import

import
import
import

import
import
import
import
import

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.

java

amazonaws.
amazonaws.
amazonaws.
.regions.Regions;

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

auth.AWSCredentials;

services.
services.

services.
services.

services.
services.
services.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;

.nio.channels.FileChannel;

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
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public class ExportCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();
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// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, O,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}
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// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);

String certificate_chain = result.getCertificateChain();
System.out.println(certificate_chain);

// This example retrieves but does not display the private
String private_key = result.getPrivateKey();

1 FRUEH MUEF 8%
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/**

* This sample demonstrates how to use the GetCertificate function in the AWS

Certi
* Man
*

* Inp
& C

€ Ccom.amazonaws. samples;

com.amazonaws.regions.Regions;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.amazonaws.services.certificatemanager.AWSCertificateManager;
com.amazonaws.services.certificatemanager.model.GetCertificateRequest;
com.amazonaws.services.certificatemanager.model.GetCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;
com.amazonaws.auth.AWSCredentials;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

com.amazonaws.services.certificatemanager.model.RequestInProgressException;

com.amazonaws .AmazonClientException;
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* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.

& CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {

try {

result = client.getCertificate(req);
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}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

HIE Y REF IR UT AT AR A,

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

S AU

AR RALERIMAERA ImportCertificate BI%Ko

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

ImportCertificate WA 1.0 181


https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html

AWS IEBEER CRFERD

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException(
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"Cannot load the credentials from file.", ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”, "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
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buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());

buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();

channel_key.close();
file_certificate.close();
file_chain.close();

file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);

}
catch(LimitExceededException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.
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String arn = result.getCertificateArn();

System.out.println(axn);
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package com.amazonaws.samples;

import
import
import
import

import
import
import
import

import

import
import

/**

* This sample demonstrates how to use the ListCertificates function in the AWS

i —

TR

com.
com.
com.
com.

com.
com.
com.
com.

com.

W{AIfE A ListCertificates B,

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws

services.
.certificatemanager
services.

services

services.

certificatemanager

certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;

.AwWSCertificateManager;
.model.ListCertificatesRequest;
.model.ListCertificatesResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.auth.AWSCredentials;
amazonaws.

regions.Regions;

java.util.Arrays;
java.util.List;

Certificate

* Manager service.

*

* Input parameters:
ks CertificateStatuses - An array of strings that contains the statuses to use for
filtering.
& MaxItems - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.

*

* Qutput parameters:
CertificateSummarylList - A list of certificates.
& NextToken - Use to show additional results when paginating a truncated list.

*

*/

.AmazonClientException;
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);

ListCertificates WA 1.0 186



AWS IEBEER CRFERD
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CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
b
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

LT UEH

AR =55 BA an{al 2 A RenewCertificate BA¥i. ZBEERIT HFAABIEBM AN (CA) MA FHiES
ExportCertificate BE S HAFABIE P, bEA , FARKBNATLITSEHNAEIEDS, EFEH ACM £
TIRH AWS FAE CAIEH , BAF%LE ACM RFZEABRFHRITHBRENNR. BXEZER , HS
FEHEBLE TR BLS ACM,

package com.amazonaws.samples;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;
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import
import
import

import
import
import
import
import

public

pub
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ex);

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {
lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
WS
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);
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}

catch(InvalidArnException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);
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package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the ListTagsForCertificate

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

Certificate

services.
services.
services.
services.

services

certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.certificatemanager.

services.certificatemanager.

AmazonClientException;

auth.AWSCredentials;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

model.InvalidArnException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

function in the AWS
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* Manager service.
*
* Input parameter:

& CertificateArn - The ARN of the certificate whose tags you want to list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {

result = client.listTagsForCertificate(req);

}

catch(InvalidArnException ex) {
throw ex;

}

catch(ResourceNotFoundException ex) {
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throw ex;

// Display the result.
System.out.println(result);

HIE Y REFIZRUT AT AR A,

{Tags: [{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

MIEP i BRAR

LA 745058 BA 2N e[ F§ RemoveTagsFromCertificate BI#K,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import
com.amazonaws.services.certificatemanager.model.RemoveTagsFromCertificateRequest;

import com.amazonaws.services.certificatemanager.model.RemoveTagsFromCertificateResult;

import com.amazonaws.services.certificatemanager.model.Tag;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.InvalidTagException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the
AWS Certificate

* Manager service.
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*

* Input parameters:

& CertificateArn - The ARN of the certificate from which you want to remove one or
more tags.

ks Tags - A collection of key-value pairs that specify which tags to remove.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);
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// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setTags(tags);

HRUEF

// Create a result object.
RemoveTagsFromCertificateResult result = null;

try {

result = client.removeTagsFromCertificate(req);

}

catch(InvalidArnException ex)

{

throw ex;

}

catch(InvalidTagException ex)

{

throw ex;

}

catch(ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

AT 7= 45135 B an{a] 55 . RequestCertificate BIE

package com.amazonaws.samples;

import
import
import
import

import

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.

.certificatemanager.AWSCertificateManagerClientBuilder;

certificatemanager.AWSCertificateManager;
certificatemanager.model.RequestCertificateRequest;
certificatemanager.model.RequestCertificateResult;

com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;

RequestCertificate
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import com.amazonaws.services.certificatemanager.model.LimitExceededException;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
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AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()

.withRegion(Regions.US_EAST_1)

.withCredentials(new AWSStaticCredentialsProvider(credentials))

.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}
catch(InvalidDomainValidationOptionsException ex)
{
throw ex;
}
catch(LimitExceededException ex)
{
throw ex;
}

// Display the ARN.
System.out.println(result);
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{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.
certificatemanager.
certificatemanager.
certificatemanager.

import
import
import
import

import
import
import
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amazonaws.
amazonaws.
amazonaws.
amazonaws.
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amazonaws

amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.

services.
services.
services.

.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;

15 BF ANl fE F§ ResendValidationEmail Ba%K.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

InvalidDomainValidationOptionsException;
model .ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate
* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.
& Domain - FQDN in the certificate request.
& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials =

null;

ResendValidationEmail
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try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}
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// Display the result.
System.out.println(result.toString());

BIEMN REIFGERAER IR FHEHER—INEE,

ResendValidationEmail M7 1.0 198



AWS IEBEER CRFERD

%t AWS Certificate Manager [ @3 1T B HEE

MR AWS Certificate Manager BHEZ| B |, TS U TEZ,

® Note
MREEATHRRKIEHRIE , BUEHBRAWSHIRFH D,

£

« BB FEREZE

o BFEULB UL &

s BEERERUEBLEEITHY A
- BFEHEAREZ

- RERE

BEEUE P iER A&

MBAEWR ACM EHFBEIAE , BSEUTEA.
25

« SR

- EBBREM

R

WMEI ACM IEBHERE 72 MR ARBTRIE , ME RGBS, EFERER , BTG
B, REEBMICR , BEEEEE , %I Actions ( #B1E ) , RFIERE Delete (HIER ) o RE , &
## Actions ( #4F ) M Request a certificate ( ERIEH ) , BAFH. BXEZEE , HSHAWS
Certificate Manager DNS I iFs{AWS Certificate Manager B FHB{F 1 UF, BIVEREFE A DNS &
iE,

IEFHER 7 1.0 199


https://aws.amazon.com/premiumsupport/knowledge-center/

AWS i # R E (P
UEF1F 3K KK

MREHIERARAY , ACM MESWBLUTHIRESE 2 — , FRERBUNDSRERLRE, BT EEMR
RRAMRIEBER |, BEBRRABSRRIFEIER.

=

x
BiRHE  REAAMBKREA
BiREE FEHMRIU
HIRHE TR LG

- [HIRHE  Hi

HRHE I RBETRANEBRRA

BB RIEBAHER T B FoHRIE | B ACM BERIAFRIEERPH —NHZ MBI B FHR4
ik, EFRIED , SaLBRITTHREZ—

- BEREHEERENEWE TR, BHNENBMRSBHFLIE — M RREBFICHK (MXiER) |,
LAfE ACM HY B8 F Hif 4 AR 55 85 N0E ¥ 15 30 1IF B8 F BRAF RIS BIMV L B

TR ERES 2 —EUFHRERE ; EEFRNTEFAIUES . EFRLFAZRE , HR—NHIEH,

BxAEERKEIRE ACM WIBRIEB FIMEFNESFEER , E5H AWS Certificate Manager B FHf
HFIIE 3 RINEIRAUF R FiffE. MRBEF/EXLESEHAMZWBTITARRAER , BHLERRS
4 AWS | MERMAT B TRE,

HiRHE  FEHMRIE

ACM ZEEEAMEERAERIERER. WRENHBET Alexa 1000 58M 5 , XFFHEHERIEE
e, BERHFMMEREE , FEAZEPOLERR XiF, IRERBXFITN , HE ACM ARILEZEFR
mEEE,

® Note

BFEN Amazon BEWIEA (HlE1LL amazonaws.com, cloudfront.net
elasticbeanstalk.com & RHig &) ERIEH,

BERERM 7% 1.0 200


https://console.aws.amazon.com/support/home
https://console.aws.amazon.com/support/home
https://aws.amazon.com/marketplace/pp/Amazon-Web-Services-Alexa-Top-Sites/B07QK2XWNV
https://console.aws.amazon.com/support/home
https://forums.aws.amazon.com/forum.jspa?forumID=206

AWS B ERES (R
HIRHE TR LEE

ERBERPH—NHENMIBELER. BE , TRANBERPVEHBT2ERNMAE. BXZEHBERIE
P, ANEERMBERFHEAHBEERIENF , HARBERPAVAEHBHE TEXNWRE. A
m, BFEERN example.invalidpublicdomain &R ACM iE# , A "invalidpublicdomain" &
BROMAE . MRERZWSRIWAMER , FHRAZER L. MREEEXFITX , EE ACM F X
WIZHR R MHEE,

BiREE  Hith

BE  BAMERSEEBBERPH - RS NMER HAHBEHRAEI, BRZHBERIES , AHE
ERMBERPNEAHBERTEDF. MREMEZWIWAVBOER |, BEAZIFHOBRR X, M
RIBZBEXFITN , BE ACM FRLEZEHR R MFER.

HEE UL 30 UE (7] 2

MR ACM IEBERRENSFRIE , WAL B RESSFEXIURME, NREERHERT LR B TP
HIIE |, MEBH RN TR ANE R BFER 4, X R4 2 KK B FTE RV & A B Fof 4t

BXEZEE , BSH AWS Certificate Manager B FHBAIUF, MNRIEF DNS Rilf , N A4BUF ACM
NEVNENFBIEREALRKN DNS BiEE. EXEZER , S AWS Certificate Manager DNS ¥
iF,

/A Important
LA R CHARATUEFIERERPEIENAMEEE . MREFEB FHARIE , LR
M ENRUE SR FERfF, MRRKEI B FEM , FSRRKE WIS FEB 4, RiERE DNS
WIE , MAZH BN E IR —% CNAME 2%,

(@ Note
NE ACM iEF ] LU 275 E 82 Nitro Enclave B9 Amazon EC2 324 £, Bl S HA AR

UE$ , SAMETEE{T Amazon EC2 K6l LA, BXTERZEREE Nitro Enclave B Amazon EC2
Pl EREMIL Web BRFERMES , FZSHEE : 7 Amazon Linux 2 L& LAMP Web AR

SEBEHEHIE : £ H Amazon Linux AMI % LAMP Web R 25,

EWAEA DNS Wi =2 8 FHR 1T,
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https://forums.aws.amazon.com/forum.jspa?forumID=206
https://console.aws.amazon.com/support/home
https://forums.aws.amazon.com/forum.jspa?forumID=206
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
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MRBFRIUERR , TSEUT &,

e

« HEZE DNS K ] &

o HFEHFHRERIUENRE
o fRR HTTP Rl AR

HEZE DNS 16 iF 8] &3
MREFEH DNS RiFEBEHERRE | FSRULTIERE.

DNS HEHENE—SREAUTHRATITERLEFHN Y EPRE !

* dig — Linux, Windows

* nslookup - Linux, Windows

£

- DNS RRHtEEA TR

- DNS REtEFNMNRART IR

« GoDaddy _E#J DNS HiF K K

+ ACM #4#| & T & R“Create record in Route 53” ( £ Route 53 F8|E1EF ) &4
s BB (TZEMFE) B LM Route 53 BilF kKK

o BRI, BMARREIT KK

« VPN L&) DNS fRF a5 30iE K K

DNS B2 T X%k

MREH DNS RMHBHBULEFHBICREPEANS TRIL , BUMER ACM ZREAEBERNT

¥k , AERBEZTNENER TR, Fl0 , 7 7#HTRIE , 3B IE%E _x2.acm-
validations.aws ATE N x2.acm-validations.aws. {BER , BB IEFKB NS IMLTIEL LLR]
STRILTFA,

B LAER T RAMHNMERIES —DREIES.
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https://linux.die.net/man/1/dig
https://help.dyn.com/how-to-use-binds-dig-tool/
https://linux.die.net/man/1/nslookup
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/nslookup
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B e it =]

_<random value>.ex BB icF _<random value>.acm-validat
ample.com. ions.aws.

_<random value>.ex BB 1ic K <random value>.acm-validat
ample.com. ions.aws.

DNS REERMMBRRIAERT TR

‘“’%)RT R DNS BHEm4anSRHNAIBICFERMERTR. Ht , BESHM
"J BES S BEIR, I |, “<random_value>.acm-validations.aws. fSF#3E4 |
m <random_value> .acm-validations.aws”S##EZ,

GoDaddy £ #J DNS I3iF &

BRIEEE N ACM REMBIRIERKE , BNEME Godaddy MEMEFMEERNEE T BE K DNS Bil
AIEES KM, LA .com HBARNH , KHE CNAME iBFA&MT -

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com. VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

EAI LB BT NAME (BF) FERAEBHNIAE (29K ) |, 8125 GoDaddy &K CNAME id
x, TR :

NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

ACM #2#|& T E R“Create record in Route 53” ( £ Route 53 #2123 ) &4

IR &% Amazon Route 53 YEN 2 #) DNS 1247 , AWS Certificate Manager A BEEZSH R H X
WUMRMEFT AR, EEEBRT , #4IAH Create record in Route 53 ( # Route 53 |23 )
R TTREAR R A, MREZEXMER , BREUTIERR,

- X B Route 53 &K DNS 1214

- BERATREEKFER ACM H Route 53,

« BERADTE Route 53 FHEHXFHAIEIZFH IAM R,
- BREMA BRI ZIF,
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© EERAATF L.

E ( FZEMF) 5 LM Route 53 BIF KW

£ DNS RiEIREHF , ACM ELAEREXFHFERFBICTK. WREERE , Wz 72 DetEHE , R
A7 Validation timed out (R IEEE). EBFBEEAERITEFEFA DNS i , @3F Amazon VPC
AEREXHNER, FAE PKI AR ZEEEBBITEEWIES,

AWS #3LEE AWS FAE CA RE A AT FRZEENERERF.

WUERZh , BMA LT KW

WMRIEFBMA KXY , ERGRIUE", MENFE DNS EFtFEREIEHMAAERN (CAA) iBFK&EMELE
WMEIEP. BRESEE , F56 (k) BE CAA I,

VPN E£H DNS BRE288 58 1E kK

R VPN £ E DNS fRS528 , M ACM RN ZRSH[RILUES , FREZBSH/ESTULR
FriER. EA ACM DNS BiEMAN AR IUEBERFIEKALEL 2 Internet FITHEN

HEE B BB B UE Y A R
IR BT ER AT BB E S | BSAUTIEE.

£}

o RUIKEI56 U 8B F BB 4

- BT B FERHRIFRIF A KT R
« ITIELNIRE] DNS BiF

R Z I B F HR 4

WMIBM ACM ERIEP H LB B FHARIUR | BB L FHELXEBENERERE N, BXES
E8 , S @ AWS Certificate Manager B FHBFIIE, MREEZWRIUFE FHERNERIRE | BE
BLUTEW

ERE TN NE

ACM 2mEERWIHE HXWIE B FifiE, MREEEUN BT ZIFIEUOX Lo FHR4E | AT LUT
ENBRIFIEEAN RIS, TESKSMtut EAFEEBER , HE2EN @ FEZENE
BAVELR FEp b, Bl , RIRSF example.com $EE N subdomain.example.com KR UFLE |
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
https://aws.amazon.com/certificate-manager/private-certificate-authority/
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N AT RE S W B —H %X E admin@example.com B EE FHR ., KEE ACM ZBHIAEHR IR ( HEM
CLI = APl HIRE ) W FEBMF bt FIR |, IAERNERBITBE FHENNVE, EEFIYIX ,
B ¥ ¥R A Validation not complete KIAE F15 & Z K B4R,

It 8 F BR 4 EARIC Ty SR BB 4F

BEEENLIRER G 4R REE R B T4,
GMail £ B3 X & r B Fop 31T 03K

R IEE KR GMail , 36 E 8B T EB 4 AT BE 248 B 31 9 K F Updates = Promotions I+ H,
BRRZEFHO

MREER LRESE , BNTEREFR IR FERH | wTR X5 PO HEIERM, mMRLER
BXEWMY , FROEERHE ACM FRiLiz.

R T B F B4R 30 UE AY 55 A #) 4R B B) B

EPHNE-—PNEFERAFRIEE RN ABEFERIELITERP-ERE, XTR ACM RIEFIFELHE
AL,

BRI E TR E] DNS Wik

HOIZRA B FERARIERIER)E , BTTEIREIER DNS W EFTRIE, EfEA DNS WiE , &
BRIZUEH , AR5 812 —MEA DNS BRI HEF.

R HTTP &1 a3
MREMSEH HTTP RIBEBNERI R |, BHS R TER,
HTTP REHENE—PRERAUTAARIER TN LINRE

« curl — Linux 1 Windows

« wget — Linux # Windows

F

« RedirectFrom # RedirectTo {1 & 2 [8] Y A &= A PEfig
e CloudFront it & 7 IE

« HTTP Z3E @A &

o WurEat
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https://console.aws.amazon.com/support/home
https://forums.aws.amazon.com/forum.jspa?forumID=206
https://curl.se/docs/manpage.html
https://www.gnu.org/software/wget/manual/wget.html
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RedirectFrom #1 RedirectTo {7 & 2 |8 fY A &+ T

R RedirectFrom SN AE RedirectTo th SHABFIEHE |, MIIEF LK, BRIEEHE
NG A EHEE,

CloudFront & & 1IE i

HREM CloudFront 7B E EHEENRHRIEANT. REXRFEMITHNRERESER , URSTEES
E&E.

HTTP EE [ 6] &

NMREEANREEOMAREREREANR , FREBUTSIREIEEHEE,

RIIEEREE

1.

2
3.
4

¥ RedirectFrom URL & &M 5 S 2R Ay b= rp,
FEFR BT RFIET<H , %505 RedirectTo URL,

HBRFHEAN URLBIAR , BREMNTEEE.
BIIEEMREER 302 RSB,

I8 UF 8 Bt

MRANBETMHNEESCERNRAR , HTTP RiEAIgE2 B, EFRBIUEEE , FMITATIR,

iR R UIE B () R

1.

2.

WATU TRz — , EFEMEE R EESFFRIE

a. T ACM 24| AHEFTIRFMAEETEH. ERFICHSRIENE.
b. Y8 DescribeCertificate API BEUEFEZ NINBILIRS,
NFENMNFLENE |, FRIANRIERNRZEE M Internet 1518,

FERENIEBEITRIEE

ACM EE i 2R BT ACMiE+H , MEBTERITEMRE, MEXNFHEEIUEPLIT AWS
Certificate ManagerG1E A& (R , ESF AT -,
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AWS i # R E (P
HERBITEI BRI
Eil ACM BHEITEMWIES | BIUHR BT RHE

« BREPLANE ACM EXBETAWSERS KB, BX ACM XEBNHARNEES , F5H 5 ACM
ERH RS

« WTEABFERAHRIEMIES , ACM ATREH B IEH P H S MANEE R B R4 bk 5 8EK
Ro FEiAH B FHRHFbut BIFEAWS Certificate Manager EB BB 4F381IE A,

« XI T M DNS BiERIE+ , HHEREN DNS BB IS EHKN CNAME 2% , 41 AWS Certificate
Manager DNS ¥ 1iF # AT,

« TR HTTP BIEMIES , EHRIZB AWS Certificate Manager HTTP R FATRE BAMNE
E M,

R EFEEUEFHLEIT KK

HIEPEVEEHART (DNS 8 60 X , BFERERN 45 K, RBIERHF 60 X ) , MRIEPBHFEEEE
HE, ACM @2 HEITIEH, BAREEENTHIBRETERIZT, BXELZER , B30 FHNREE
iEPLE1] AWS Certificate Managers

£ 3 B FER I UEIE PRV FE B UL B E&IT

ACM EHHBRHIN 131NA (395 K ) o HITUERFEREMBENITRE. ACM KEIEHEHIF 45
RITIA A FIZE R B BB FER A it RIEZITEH. ZBASTE — MR |, SAMEE TN E T ZEE
HATEIT. RIEFMASIHNER , ACM 2K EHAHME ARN BYLEITIEH,

B E AR FEERIE , T HEAERINS L F PENDING_VALIDATION RAH EE X LK
NBOR ORI

£t X DNS BRI IEBRYFEEEH LT

ACM F2ZiRAX DNS BUFMIEFH 31T TLS BiE, MR ACM FELLIT @S DNS 1 UE R iE A iE
+  NBRTAEERAHT DNS BEEF R BB IERRANBIEKF AR, IREAEXTHER , ACM £BA
BT EBTEITIER,

/A Important
&R FF IEFRY CNAME 12X A Z| DNS BiEE, BEWERERIEMEI T B MMAHIT
LEiRAE,
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AWS i EEE (R igm)
BAIBEE7E ACM #BH AR RFIEBREEEZAR |, IREEMN CNAME i2%, BXFHEER , B
EZTHEMNE., EErLER ACM API B DescribeCertificate #4E , Sl ACM CLI F# describe-
certificate 8 , RERRHBIEFRK. BXEZELR |, 55 M AWS Certificate Manager DNS K1lF,

« < Viewing1to3of 3certificates > »

Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon Issued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Issued Amazon |ssued Ne Ineligible I
Status

Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC

Domain Validation status
amzn3.example.biz Success
. Export DNS configuration to a file You can export all of the GNAME records to a file
Details
Type Amazon Issued Requested at 2018-03-22T22:38:52UTC
Inuse? No Issued at 2018-03-22T22:42:12UTC
Domain name amzn3.example.biz Not before 2018-03-22T00:00:00UTC
Number of additional names 0 Not after 2018-04-22T12:00:00UTC
Identifier 1faedec1-6db6-4d3d-967a-eec5e53ecd45 Public key info RSA 2048-bit
Serial number 0e:10:30:f3:1c:bd:1e:b7:54:bb:f3:99:62:5b:7:fb Signature algorithm SHA256WITHRSA

ARN arn:aws:acm:us-
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds

Validation state None
Tags
Edit

Name

& < Viewing1to3of 3certificates »

MIEF] B ik B FREF,
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https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

BIFIEHE O UERIUEFEH CNAME 8.

MRRBKIBEE , FEHRRAZER D,

£33 HTTP BFIE$ M FE BT B AT

ACM 2R B LT HTTP RIFAIEH, MRETRK , WAERHT HTTP RiEiZFEFERE. W
REEXMER , ACM BB EZEANELITIES,

/A Important
BAEIR RedirectFrom NEMWARNBSIEBHENHM RedirectTo MEH AN A ITHE,

B LUBEE ACM 2EHATRRFIEPREESEE |, HIEH HTTP RiIEEER., BEALAER ACM
API 1y DescribeCertificate 4 , 2 ACM CLI B describe-certificate 85 , KR ZBHWES., A
KREBER , 53 W AWS Certificate Manager HTTP Riif o
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https://console.aws.amazon.com/support
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
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MR EBKIAFE , EHRRZZE T
T REAT T

FEFEEIEPLT] AWS Certificate Manager— Mg B, XERBEXESRIAXMEEZERE,
FERUE ACM IEBFHAEREE , £ ACM SREFTEB ZHI TR 2 BEIR, ACM FREVEITHWIEHRY
it B SfFE R EBRFEATHAWS TR E 2 B A HIFAER, Hit , FIEFHRSHERTEE
EEHRINFREE REZRFIEF,

HrEE A A&

O RM T EMAHKIE ACM B TR EBNIES.

F&

o IEBIARHFIERX (CAA) B
« IEHFARE

o UE[E % B

« API Gateway [A]#

o THRUEBEALXMNZELL
- ACM IREXEAE (SLR) [E&

E 45 47 & HLADIBAX (CAA) 6 2R

A LAE A CAA DNS i23xk3EE Amazon iE P A H1# (CA) AR EEEH FEMA ACM iEH,
RGEIEP M A KWE4EEIREE , £ One or more domain names have failed validation due to a
Certification Authority Authentication (CAA) error [l FiEB M A HMIAE (CAA) iR , — N ZNE
ZBAREEBIWIF] , HRELM CAADNS iiFEK, NREERIBIE ACM IERERBUREIEER , N

MHIMEFIEH CAA BFRHBRIBERIEH, CAA IBEHFH value (B ) FERUABEUTHBE T —

/I\ .

* amazon.com
e amazontrust.com
* awstrust.com

* admazonaws.com

BXO2 CAABKNESEE , F36 (At ) BE CAA IBk,
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https://console.aws.amazon.com/support
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® Note
MREFHFLEA CAARE |, NI LLERTNENEEE CAA 125,

UEF5 -5 AR

BRLLFE =[RS A ACM AFEEEREF KB, NREFEE , FEBLRFHEMERBEAE
o B EIEUTILR

- BREESF A X.509 MRAS 3 SSL/TLS i+,

- EBAURBEAR , LA BIRIERH R (CA) &,

- MREWIEFHA CAZLR N4 IEHPEEFHE , ZEPETRHAIXIEBMRAARE FHEK
%o

- MRIEFPNBLRILES , WSANAXFEASEREER,

o BN MEPEHAMERINER —MEB,

« BEPNEPEIEHEFESRLTMHIES,

o EP, ERENLEES (WEF ) X9 KA PEM w8, BE , PEM 45 H Base64 4mi3HI ASCII

MARAR , REXARUANTEMNTMITALXNER, EEHFIHLE PEM X4HE, FEHRMNIT
RERRI ZHFHITEMEME R, ERLUEA OpenSSL ¥iE K AREFRIEE 4%,

- TENBENAEES (MF ). (BT NRECEHBEE , WanH. )

« 5 ACM SRS HAER ACM XIEFMEEZMBEARND. FSH (AWS Certificate Manager
FiEE) RBEVRSHNHY , BRIEPEBERE T,

o ERBRSIEBHZFTERIERSA IAM &2 ACM MBI E,
« SARHEBSTE R,

- FFRIEENHAERBERERH AP, BEMRBERT , BRAA ListCertificates API  list-
certificates AWS CLI 5 %5 , 1B RIEE keyTypes FksH , MPFRE R RSA_1024 = RSA_2048
EH,

1E P [ € 7] &

NTEITIES , ACM AT LB-LERAN, MRENNARFER IEBEE (BRI SSL
BEE ) REE ACMEH , WEAWSKITIER/G , NRARF IR AEZTENE. Hit , RIEWR
BAERE ACM iEH, MRENNARFSAETEIES , LRI UMITUTERE
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https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-format.html
https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/cli/latest/reference/acm/list-certificates.html
https://docs.aws.amazon.com/cli/latest/reference/acm/list-certificates.html
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- HEEHCHWIERSAZACM , REFENNRAEFEEE S ANIES, ACM FREHX S ARIES
RV FEESIT,

- MREEANRLFIES , WRENNARERFEESFREATAN Amazon RIEH, MREEANR
MBS , NFEHNNARFEEES CA NBRIES,

API| Gateway [A] &

LR BIDZMALH APl LimT7 =BT , APl Gateway fF R &% & CloudFront 2'Bt. CloudFront % EtH
AP| Gateway M= ENKFHE. ZoBEHERZE API NFFERN ACM EH. EMRGBEH- A
¥ ACM M BRIGHVIES |, BT BR S ZAEF X EREY APl Gateway B E X3,

HIBIEX I API LinT /BT , APl Gateway TR E 02— Application Load Balancer (ALB). %
9% 2R H API Gateway FiE , &R T M. % ALB 48EZFIZE API BTFREAEY ACM iE$. ZE
BRYFTE H 1T ACM M BREHVIES |, AT BR S ZE 5 <BR Y API Gateway B E i,

THRERBINRBESZEAT

MREEKIFF ACM IEBEERRSRE , BIEBFEIETHE , A BERRSTHRIREHR , WERE R
RER RS M ACM IEB AR RRE T Bl

50 | Elastic Load Balancing (ELB) T EXRF 8EXT AWS KMS key #1TH#Z , e RiI K XEHEE
EPRRERH. KINEHETRRNERR T , S8R5 ELB XBET ACM FR A ZKE, W
R ELB AEXNEZNENET , MFETREHBBIEHBHN KK,

EEFEZAB , BEAMNT https://console.aws.amazon.com/kms B AWS KMS 2 & AR BN RF
PURTS. MITTIREZ—

c MREBUANNEHERTFEABRSHNR , BHRSKERSHEFE , BUHIBERSHXEK , REE
MARBRE. INEMNAETRRNERE , FREFHEN

« MEBIANNERHERT ACM IR , FEI AT #uERR ¥ : https://console.aws.amazon.com/
support/home#/,

ACM BRF<Bx A (SLR) (A&

HEMRAS —NEKFEEHZNIE CA LEMIEHN , ACM 2EBREANZHRESRS XK
A (SLR) , EAEH/RS AWS 8 CA ETHEN A RBHTRE, MREMHLE CARRILE
UEH , MAFHE SLR , ACM RFEZENE BB EITZIEH,
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https://www.amazontrust.com/repository/
https://console.aws.amazon.com/kms
https://docs.aws.amazon.com/privateca/latest/userguide/pca-resource-sharing.html#pca-rbp
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ACM WEELIBRE , EREWEEMNIKS FREFE SLR. MWRFHEM iam:GetRole RRE
WERTFEKFH ACM SLR |, MERIE SLR EFALBRHET. RRERREXRE , BALBHE
WK EERAREEER T iam:GetRole 1B ACM IR , ENEHNK, 5 ACM T E KL
AwWSCertificateManagerFullAccess XBk.

BXREZER  H5H (AM AFER) FRRSHEXAEBNIR,

WNERE
AWS Certificate Manager s S AJREH F/LNREMAK. EXBNINRENELR , BZH T XK.
ABIUEBFELE

HEZREITH AWS 348 CA R E PKIERE , AIRRSHIILTRE,

@ Note
FE (I4tR ) XKENHE ( TE ) KEFXE AWS 358 CA.

ACM HEER G SER

PCA_ACCESS_DENIED FAHE CA REF ACM R, X[tk AWS FhA
& CA AccessDeniedException #RER
B,

EEMARLAE  EEHA AWS FA5F CA
CreatePermission 4B ACM RS =4 F 44

EHRR,
PCA_INVALID_DURATION ERWIEBHNERPES TMEANWEE CAH

AR, XF% AWS FAF CA Validatio
nException #ERB,

ERRM R | EREH CAILED (EFEEN
BRI ) o

QEFE R 1.0 213


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/privateca/latest/userguide/PCACertInstall.html
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ACM HER R

PCA_INVALID_STATE FIAANFE CA KL FHITIEREN ACM #
EFMENEBRIRES. X[tk AWS Fo5F CA
InvalidStateException #ERB,

BTSRRI R R

« IR CA KRB N CREATING , BEFCIEER
B , RleR%E CAEH,

« R CA HIRA S PENDING_CERTIFICAT
E ,BE&XECAISE,

- W18 CA HIRZA N DISABLED , HFHEHEH N
ACTIVE R3S

« IR CA KIRAN DELETED , i FHZEE,

o MR CA KRN EXPIRED , BZEHIEH

o IR CA BPIRZSH FAILED , METTEMERE]
B, BBRR XK.

PCA_LIMIT_EXCEEDED FAE CA BXRBIMAERET . XIFAE AWS FA
& CALimitExceededException #ER
B, EREFEANEEZE , BERRAEERNE

MRBRMATE , BERR X5 UERRESE
o

PCA_REQUEST_FAILED WEH RS HEE, XL AWS #4585 CA
RequestFailedException #ERB, £
P E AR AT, BEXEELNIER,

MBHRVATE , BER 25,
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https://console.aws.amazon.com/support/home#/
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