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f+ 4= AWS Certificate Manager ?

AWS Certificate Manager (ACM) AR 81, FREMEITRF SN ARFHNLXEFFE SSL/
TLS X.509 ME B MEANEZM, AWS BRI LIEEET ACM ZEXRIUS , REEIFE=FLEHSA
ACM BEEBRSH , NEMK AWS BREEREHIEP, ACMIEP AR E—EHE, ZAEEER. BRF
HEXLEEHNAE. ACM BEMEHIURF TRHBEN Fif. SGHANSHAZEN ACMIES ,
AWS FAF CA SMEEREP PKI REE atb 5 £ A

® Note

ACM HTEEINIT Web REBEH. WREAEE Amazon EC2 326l LB L2 RS
25 MUTHESEMKLHA : £ Amazon Linux 2023 SSL/TLS L#{THEE,

£
- XEHXIE
- MYEH AWS Certificate Manager

« AWS Certificate Manager #&:
« B AWS IEPRSHEESRNER ?

TR X

ACM IPv6 TE A HIHR EX# IPv4 . R AWS —fkZSE i AWS XigRlis 2 5 AWS [XiF 5k 5L
EE ACM B X AT A,

ACM FRIEBE FXEMRER. EFIEFHE Elastic Load Balancing —#2 A F 1 AWS XEHHEET
2REFHA (FQDN) KE—AiFE , MXARNEBINXEHRERLFAIEFH, FQDNs X F ACM RAAMIE
B XEKBEELNEHRBIES M XENIERHHEMNEE, BTFEESXEZREHIES,

E7£ Amazon LfEH ACM iE+$ CloudFront , A4 AEEERD ( FHFELILE ) HXBEFERF AZ
EH, WXEHEDERXBEN ACM IEHRF CloudFront B X B R Zo BB ENFIEEMNE,

XX 7 1.0 1
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H EH AWS Certificate Manager

FREEEN SSL/TLS IEPEEZSEINEE A AWS Certificate Manager. R E RN RN TRWIHH N
AREFMEZEN AWS BRA%, BEXRFH ACM EMEE , FSH AWS MG EBAWS Certificate
Manager RS EH T H,

AWS Certificate Manager #f.=

AT REFTABLS I E XL AWS Certificate Manager,
£

« ACM iE$

* ACM Root CAs

« ENHEAMNER

o EPBMERAK

- EPERERE

- A

 DNER RN E

- T2REERE (FQDN)

« BXAEHBHI (HTTP)
. NEZAEMIERE (PK)
- Z2EEFE (SSL)

« £% HTTPS

« SSL RSB E/ILEH

o NHEFNER

« BREZREMHI (TLS)
- B
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https://aws.amazon.com/certificate-manager/pricing/
https://aws.amazon.com/certificate-manager/pricing/
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ACM iE$

ACM £/ X.509 frAs 3 iE$H, SNERHRN 198 X , HBELUTER,

- EXRYR - BEEETEMNIEPRERIEBIFAHNNM (CA)

/A Important

BRBARRE - XEFRIEATEFIERNAERAXNMN ABTER,
FERARARN - IFRFN B SR ELBFHNILES,
- BHER - EXEILEBPRANLBTEZHANRR,

FREACEA - BERZRAERY REENABRATAEERALBZHN — 1RSI RR.

H 2025 % 6 A 11 B , AWS Certificate Manager FBM A HH “TLS Web FF ix & 4%

iE” (ClientAuth) ¥ B Z4A A% (EKU) BUIEH , ARFE X W EEX M IhiE BT ER,

ACM R BYUE+5 Y 48 LA ELT LA T 7R 4l

Certificate:
Data:

Version: 3 (0x2)

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

CRL 7B R - EHEAIEHEPIRE CRL EEMLE,

Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA

Validity

Not Before:

Not After

Jan 30 18:46:53 2018 GMT

: Jan 31 19:46:53 2018 GMT

Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS,

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Modulus:

00:
69:
e3:
a2:
43
08:

ba:
4e:
94

Cca

20:
26:

ab6:
e9:
of:
:0a:
ef:
73:

8a:
:26:
85:
dd:
07:
ab:

ea

ab6:
b2:
2c:
f8:

aa

:91:
Q4:
41:
7f:

5a

d7:

Ob:
d5:
6b:
co:
:eb:
22:

63:
31:
8e:
57:
1f:
c2:

e8:
54:
a3:
53:
dl:
4f

08:
f5:
cl:
Ob:
25:
4f

de:
ec:
c8:
9f:
24
86:

Ca

cb:
co:
b4:

4a

72:

:e7:
be:
3f:
70:
:81:
Qe:

CN=example.com

59:
af:
1c:
78:
ab:
11:

a4:
27:
ac:
d5:
d5:
95:

ACM iE$
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Signature Algorithm:
03:
60:
fo:
3c:
6d:
b0:
3c:
d4:
27:
:6e:
e5:
8a:
04:
f3:
b9:

69:
69:
8d:
76:
cb:
dl:
e9:
17:
94

8a

03:
L4
as:
8e:
12:

03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:
08:

96:
b6:
77:
ch:
32:
09:
f3:
15:
25:
6d:
bf:
73

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42

6d:
36:
96:
56:
f7:
75:
3e:
68:
e0:
3a
c9:

655

d5:
86:
3f:
a2:
50:
19:
01:
75:
37:

:55:

b7:

37

3f:
7c:
co:
44
6a
4b:
83:
42:
8e:
36:
fe:

ff:
36:
96:
72:

:e9:

ac:
8d:
3e:
af:
8e:
22:

18:
65:
e2:
6f:
42:
c6:
16:
f0:
6a
60:
9e:

(0x10001)

ab6:
6f:
02:
8a
f5:
33:
f6:
od:

:6d:

5b:
2a

X509v3 Subject Key Identifier:

97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

15:
a7’:
8f:
9d:
cd:
Te:
41:
80:
62:

6a
3a

cl:
al:
a7’:
35:

Oc:
33:
b5:
d4:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
di:
as:

d5

43

fb:

df:
35:
e2:
:80:
15:
15:
d8:
ad:
8c:
9c:
1lc:
77:

ag:
b
78:
az2:
2f:
99:
a7:
75:
98:
b8:
bc:
33:
46:
26:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

as:
88:
5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

9a

30:
c6:
02:
29:
19:
dd:
4d:
d4:
le:

96:
ab6:
08:
c2:

Qa

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0:
08:
40:

4a

b2:
b6:
72:
67:
7.
b0:
45:
e3:
e0:
dl:

d3:
bl:
:5b:

da:
b8:
65:
80:
26:
bb:
17:
48:
0b:
a5:
:31:
89:
38:
9e:

ob:
2e:
94

:8a:

fa:
90:
40:
54:
99:
dé6:

:f6:

fb

fa

ab:
bb:
29:
c5:
Oc:
3e:
8d:

4f
65:
81:
9.
cc:

36:
82:
64:
al:
1lc:
97:
39:
16:
0a
od:
f3:

sha256WithRSAEncryption
39:
74:
al:
e2:
16:

:cc:
32:
53:
b9:
dc:
32:
f2:
b5:
194
do:
60:
b0:
57:
d5:

c5:
73:
f0o:
3.
9a
8c:
21:
ed:

:8d:

b4:
42:

:7a

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
d8:
6f:
62:
2c:

4f
1f:
3a
ee:

od:
be:
9a
7d:
06:
bb:

48:
ao:
2f:
c9:
40:
68:
45:
86:
9c:
07:
10:
c3:
97:
c5:

78:
c7:

:df:

34

74

di:
1la

78:

a3:
94 :

3a

as:
98:

42:
3b:
69:
6b:
d4:
ee:
f8:
fc:
04:
10:
27:

bc:
95:
e0:
47:
1d:
eb:

172
:8f:

94:
of:
ac:
3e:

51:
85:
76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

46:
c6:

143

52:
e3:
08:
e7:
7d:
3a:
1c:
36:
0b:
42:
c3:

ACM iE$
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ACM Root CAs

ACM MR BN H A IRSRAAEBWEERBLLT Amazon RE K : CAs

A D PWER EEE
CN=Amazon Root CA 1,0=Amazon,C=US 2048 fiZ RSA (RSA_2048)
CN=Amazon Root CA 2,0=Amazon,C=US 4096 fZ RSA (RSA_4096)
CN=Amazon Root CA 3,0=Amazon,C=US Elliptic Prime Curve 256 {i (EC_prime2
56vl )
CN=Amazon Root CA 4,0=Amazon,C=US Elliptic Prime Curve 384 i (EC_secp384rl )

ACM Fr il & iE 5 K9 BRIAEE4E N CN=Amazon Root CA 1,0=Amazon,C=US , X#E# T 2048 L #Y
RSA R4, HiRREUMNIRER. FrERERHE Starfield Services Root Certificate Authority i
PRRER,

BREZEER , i3 Amazon Trust Serviceso

T4 33,

BZHEEE,

SEX PR N

ENMMERRDTFNMEANE , EEATENEERZ LEXNZANBNRZNT. Bz -2
BEH  BEUX509 v3iIEBRERREM. TN EARMERN , U2 HFXFM#. X509 EHFA
P, UTENREMTR (EHEE) NS HRERNEER.

ACM iE$ 2 X.509 SSL/TLS if$H , ATFFHENNL SN MALRFMAEEREIEIPHFETENL
. ACM EHER AWS KMS key kKINZFifl. BXEZER , BSR I PAEBRHAN LS M,

ACM Root CAs WA 1.0 5


https://www.amazontrust.com/repository/
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UE 5 47 & 4189

IEBMAEI (CA) B— MR BRFIEBAIRE, Bl L, FEINBFIERBRBEET 1SO X.509 #R
#, CAMAELEZNHRFILES , ATHINIBEREN SO ZSOHEIELPIENLER
o CABERSEEIERBHE,

UEBZERERE

AT BB RS EAZ MM CA FAKKR SSLTLS iIEF , HLERRERERFRN ENEE TR L HIUEFIC
FELEPEREREF, HREFHIZFK, REBRAT2WILFK, RCENIEBBEEXEN KR ERE

%o

BHEZAE , MARIANEHEFALEERNNIESR, BUUAERILPERERSKELERE,

£ Amazon CA RIGRE B M AR NFFEEMN SSUTLS iEPF 28l , EAFZIIRRERINEL = MEH
ERHERS S, XERZBJFIERBRMBENBHREES , HEECLEWIEREE (SCT) REZ
Amazon CA, AJ5 , CA 2% SCT RAZRERH , NEP#HTEE , HFHHMREE, XEMEED
FEEHEAM X509 ¥ EH,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

EHZERAE BT ERRELFRNEITIEBA BIHITH , BRIFLERRE. AREREBENESE
B, BZALERERHIERHEREHEIER.

IEBMA NG hR4< 1.0 6


https://crt.sh/
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W& RE5

H & RS (DNS) BiEEES Internet RAEMBNITENREME RN 2 ESHARBER

%o DNS TER T HXAE R (4 aws . amazon. com) A EF IP (Internet i) it (FE0
111.122.133.144), £33 , HH DNS BIEESEAREHMARNWIZSR, Fla0 , BI ACM , B
FAANBIEREBFERIELNRKIEBCHESRTUEFHEN ., BXEZER , S AWS Certificate
Manager & RERKE,

=&

HER—NXAFRSE (FlE www. example. com) , (B HE R4S (DNS) il IP hut, TEH
s (BIREBM) £/ IP it AR XAER, BEHANARIBHTAEREHNK

TLD

RALNRERENLE (TLD), EARHAE .com, .net, .edu. EFELEFR UK IEMAILERRY
TLD NERFXEMNAEE , IMWEER/MBXKB. TFEHE .uk (RE). .ru (BE). .fr (&
E). EAEZR/MEXABE , BESIA TLD B ZRRREWRIRUEM SR RE, 0, .co.uk
TLD #PRiR R E A Al dall o

TR 33

MEBESEREEAEE LB, ¥ TESExR/HXABENEE , MAFHISKEINRL (WR
B), AFRREMEANERE, MBS FE (BSRUTE%E). £ www.example.com F , T
R EZ AN example.com, 1 www.example.co.uk # , TR BT A example.co.uk, &
FHARRKEBNR (apex) WEMBZFBFHE base, bare, root, root apex, zone apex &,

T

FEHBNVTAEEZH , FAARKENAEEREMEE2R. REANFEHER www , BRAFE
AEEEH. FTHBBUUESZIMRE. Hlin , £ jake.dog.animals.example.com A , FiEK
XA jake, dog # animals,

BRI
FHEFEAE,
FQDN

ZLREHE (FQDN) 2EA FEEZETIME DR Internet Wit EN, MG EMERATE DNS &
Mo BTN , aws.amazon.com £FMA T Amazon Web Services B FQDN, FQDN 83F—E 2T

HERSE A 1.07
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BHFrEE, i , [subdomaini].[subdomain,]...[subdomain,].[apex domain].[top-
level domain] &7 FQDN B —#%#& =,

PQDN

AEEREWFHBHREDB D BREESE (PQDN) , € X FHHE, B [subdomain;.subdomain,.] X#
HWEFFE PQDN , XEFE N T ERERST,

DN A =

NERREBBFENEEHILE. BEFRELIEAREFRARE. ANBHOBRBEEEVN AL, T
RERBAXNE, MENBFEEENN B, FFRERSHFEACEEN HTTPS INEEREEM
#H. BEREN T HANARIERRANE (N ) MFBXERE RGN (#F ) Y step-by-
stepIiE, EMEIFEZIEF , EEREAZH, BHTUARLERARLEER.

SE2REEEZ (FQDN)
BFZEEA,
X AREmPI (HTTP)

BXALRPN (HTTP) R ENGFEEENEMR, ER—MNABRMYL , TUKIAEHRERNEH
R, HTTP AR Im-BRSB|EATEIT , HF Web RIRF[BE T M Web RS BF[HFERTRVEFFS
iio EN—FMTRAMDI , HTTP 2L BEEMNER , MARELEMNBERFNER

£ ACM BEH | R SSL/TLS IEBRI A BAER HTTP #ATHRIE, WEBE R ACM RIEEER
HTTP #RUAKIEEAT AN, RSI[AES EFEALXLER | XRA 7N RE,

S8 74 DNS RiFHiEBFRRE , ACM BEF T EEEM ACM Mk HTTP RiEMiEH, MRz
R, XEIEPRE CloudFront EEN AR EIMANEEN., BEFALER ACM RER, WM
EHEIXLITR |, BRVNMEE ACM Mz BHNERFRLAE, CloudFront

BARAHTTP I ZER , EEEIENRE , eUAXTEAEmEBIE. N TXUARLEE , £
HTTPS (HTTP &% ) , Bf£A SSL/TLS MW HBTEHITNE ., BXRXLLBEENESER  FEH %X
% HTTPS,

NEZEAEMIZRE (PKI)

NEZAEMIRE (PK) B— 1 MHRE, RANKBEARNRE , TSXWBI L HANEHITREBEBRE.
£ ACM IRER | PKI ERFIERNM L, EENRIEFEFEREEZNEA. PKIEA-—XNMNBER

DR A0 R 2 M4 1.0 8
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H 2R EANLBEANEMBEERZNLEER. ZRENTRNBFZREHITLEHBEEH. &
FEENF ORI,

ACM R T PKI LD RBAMF, EXRHIEBBTANM (CA), — 1M AMEHE=TS , ARMRHFIE
B, FLEBRAREINFARNALAFERMA, ACM KR X509 IEH , HFIERXIMF, ELERHANILE
PEVPNER. EELBILEPHNBENERERY , 8FfR. £HNRHE. N THRIEBERNEE
t , ACM X HZMRIEEA AN ITE , fl0 DNS BiEHM HTTP Rk,

BEMNA PKI, ACM X Z£H HTTPS 4, BFERUR AWS BRMNAREFNINEBERE. Z

Eatig X T4 8 Internet RN BIENZMYE, TEMNEXUZXREE, HX ACM M{AKH
PKIWEZER , HSH FRER AWS Certificate Manager iE$ o

RIEH

RPN (CA) BEFRET —IMNOREHT , 2o REWEESNHMHN , Ef]ZF CAs HH
BEMNRFRR, FRHETE CAs HERXZHITIAE CAs , ANTISIRIEHEE, L TRREHWNIBAY
CAMNHR CA”, MAEBHRNRIER, HIEPBERELEEMN,

Z2EEFRE (SSL)

ZEEERTRE (SSL) MttEREM (TLS) RESITENMERHEBELZEMNMBEDNIN. TLS B
SSL WEétE, ©AEER X.509 IEHX RS |/FITH DRI, XFNDIERXZ P ik SRS 2R Z [H
AT InZX WA KA 2 B 4E R IR X R B AR AT A

L% HTTPS

HTTPS &R HTTP over SSL/TLS , — NI EXEX KBRS [ FNEZLFNN HTTP, A
B HTTP &R0 72 35 W 48 KL 2 BT BB 1T B, HTTPS &4 7 HTTP iMXEETFTXFR, 3EX
M X509 MEBMMEREAR, HTTPS WIELFRZ , FNZELLEBATRREEE (OSI) EE A
W HTTP NARFETAMTCP £HE LA, Z2EHEAZSEEFE (SSL) M EBEREREMH
(TLS) %o

SSL BRSF et
HTTPS B4 B EMRS SEHRN S BT S HRIE. RS BELR X500 v3 BELH , AFHE

PHNLNEEAPERELNEAE, SSUTLS L FHIEHMAIM (CA) 5 , BERSH/E .
AR, 2. EREESF,

RIEPH hR4<1.09
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X3 PR R D0

M MR ERE - BARNENRBRR TR, BESAETHBAME,
FRERZEMEDR (TLS)

ESHLLEETE (SSL).

(ElEs

Zik Web NMBEEMENI R , BNHBAFRBRIENENIES. TL , NEBREEHNCA
RER WD BIES. HOEBMENN (CA) WAFEE=HFRIEZREN S B HAMEEEFRRE

BNHFILER, BE , NERTURERFEEURIEMEN S M, WREIEKD , JRHFLEIE
B E R —MBEER.

i AWS IEB RS HRESEAFR?
AWS HEBBHEE X 500 EHNESRET HMER, EEREHREERNOES.

1. AWS Certificate Manager (ACM)-LtRSERA FEEMFEA TLS XL+ MWL EF, ACM iE
$ 3B Elastic Load Balancing, Amazon CloudFront, Amazon AP| Gateway F &t 5 AWS R
SEB, WEBRELNNAR—INEEAERENTE RN, ACM BB BT FEHE
It7RELEE, KRFEFERTE,

2. AWS #AF CA - LIRS EATE AWS A MELNERAEMIZRE (PKI) Wil EF | HEMHER
NEBFAFER. FH AWS FAH CA , ZALIGIZ B S WIERMANY (CA) BREW , HERATM
RiEH , ATXAR. HEN. NARRF. RS, RSBENEHMREFHTIHARIE. TTETE Internet
FERAFAE CAFMMAKRIER, BXESZEE , HSH AWS 748 CA (AFER) .

X RERAR I W< 1.0 10
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F A AWS Certificate Manager iE$

ACM AIEELNE. RAENSANILES, P TRTEEERMEFIABMNEIREIRZLBERE, BANE
EM ACM BEAFEENIUS (“ACMIEHR") , SAB=AMEANAFTFEFEIER. Self-signed EX
FiEH, EMEL WAL PKI, BE LA B Private Certificate Authority (CA) &K ACM iE$
HEH AWS FAE CA#ITEE, CA RN TENK, A+ , halgEmE MK 5EEBHAE,

@ Note
NE ACM iEH a] LA 275 E 82 Nitro Enclave B9 Amazon EC2 324 £, Bt S HA AR

UE$ , SAMETEE{T Amazon EC2 K6l LA, BXTERZEREE Nitro Enclave B Amazon EC2
KB LiREIMY Web BRSGERMEER. , BSFHE : £ Amazon Linux 2 £ &3 LAMP Web R

EBRREHIE | FH Amazon Linux AMI 2 LAMP Web BREE5,

(® Note
RHANBFAE CAEEBWIEBTRIEA TARER , EERSTERFInEEFEPREXEILR
Po

EFEMAULES , B2 F AWS EEEHI A HITIF ACM #2H|E& , Mikhttps://
console.aws.amazon.com/acm/home N, MRERNBNHE , iHiERF Get Started ( FHEEA ) . B
N, BEELMNSREEFIER Certificate Manager 5 Private CAs,

&

- RERNEH AWS Certificate Manager

RENFEA AWS Certificate Manager

£ AWS Certificate Manager (ACM) , 8 H LA AWS EFERHMIL M N AEFEEMEE SSL/TLS
EH, ZBAILER ACM BIBHS AR , AEMUERE, S4FEREM AWS RS FIEB B E
WML ARRF. AXE5 ACM EEHNBRSHNESEER , B2H 5 ACM £ ES. U TEWNA
A ACM 2RI EEZRITHE R,

£}

RE WS 1.0 11
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« JEMIREXAWS JK
- JEfF ACM BYIE %

(A& ) BE CAAIE%

SEMFREN AWS T F

Hk AWS , fREZE— AWS Ik, BXBIBMES AWS IS | HSH (AWS K EE 2218
RE) AWS BKP B A TSR,

EA ACM RYiE &

T2MREFHE (FQDN) & Internet EMVALRRMNANKE —EHRHESTEHRE IR ET BE , flW
.com T .org. MREEEEEMESE , MATLUEN Amazon Route 53 =X i % H b 5 ll 53 Aft v £ A
—NEE, BE , BUNEIDEMEOMLE |, FR—NMEE, BEIMEERXE - INENERE (H
M—FHWF ) , R SMBITEIT,

BXfEH Amazon Route 53 JXBEZ N EZEER |, 53 Amazon Route 53 F X A RIERE PV E A
Amazon Route 53 A

( A3k ) BCiE CAA iB%

CAA iEFIEE R VFHLIE B AN (CA) FEHFEHMAIER. I —% CAAIBRKUS ACM&&
£/, BT LEHERN CA NENFMEILEFH, CAA ERTREEAHENIEBMRINUEENRZS
2R, flanwit SR EAAEENER,

ACM FIEBFRIBHTRIEE G , FEREREBFHE CAA iEFRLBR ACM BEB N EWRIES. B
B CAA iEFRZEAER,

BLE CAA iEKE , iBEALTE :
flags

BE ACM RE X tag FERIVE., FLEREN 0,

RE

tag FERAILAUTEZ—, HFEE , iodef R B B EHWZA R,

issue

EREBTE value FERPIEEMN ACM CA BRI AN LN FIEHM A IS,

SEMEREL AWS Ik 2 MRAS 1.0 12


https://docs.aws.amazon.com//accounts/latest/reference/getting-started.html
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issuewild

1B RETE value FERFIEER ACM CA ERER N ENEH FEM A BEFIES. BEMFIES
ERTZEHFEREME FE, BEEE , MIREURIER HTTP BiE |, M RENTER ,
RN HTTP RIEFZIFBERFEF. X TEEAFIES , i5cA DNS S8 FH IR IE,

|

LFENERRT tag FENE. BX4AASF (") FHERFEEX.
¥ tag H issue B

value FEEE CA T A, WWFERAEEEE Amazon CA SUAK CAER. BER , REE
BIEELUTEAN Amazon CA 2 —# CAA 1Bk , ACM FFERENEER FEMAUS :

* amazon.com

* amazontrust.com

« awstrust.com

- amazonaws.com
value FERBAINEE DS () , IHARTNAVEMA CA NEREHFEMKIEF. MREEEN
RHMERRELTBREEANENMNEENFEMANILES , HEALFR,

¥ tag & issuewild B}
value FE5 tag 7 issue NMERE , AR CERA TEBEAFES.

LIFETEE ACM CA EHY issuewild CAA iB AT , ACM TEEM X BEFIEH, MREERE
issuewild , 18X F ACM B —~" issue CAA i23 , Il ACM T M & BHE FILEH .

Example CAA i2 &R ¥l

EUTREIF , BEREHER , RERIERERE (CAA), flags FEIRL N 0, tags FERATLAR issue
=% issuewild, TIRFERN issue BB value FERHEA CA BRFB|HNEEBN , N CAA iBRIBERERE
ENRES [ EFAFMEBERWIER, MREKE value ZERFBADE"” , Il CAA BXZIERT AW

£ CA MAKRIE+H. CAA IBZMEER DNS REmE ™R

/A Important

WMREITRIRF HTTP BiE 5 —#2 A CloudFront , M FTTER & issuewild ik , AR HTTP &
AXEBERFEDR, N TEERSFLH , HKAH DNS =8 FaEFRIiE,

( ik ) BE CAA id% MRA< 1.0 13
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Domain

example.

Domain

example.

Domain

example.

Domain

example.

Domain

example.

Domain

example.

com.

com.

com.

com.

com.

com

Record
CAA

Recoxd
CAA

Recoxd
CAA

Recorxd
CAA

Recoxd
CAA

Record
CAA

type

type

type

type

type

type

Flags

Flags

Flags

Flags

Flags

Flags

Tag

Tag

Tag

Tag

Tag

Tag

Value
issue

Value
issue

Value
issue

Value
issue

Value
issue

Value
issue

"SomeCA.com"

""amazon.com"

"amazontrust.com"

"awstrust.com"

"amazonaws.com"

BRUOMRMS LS DNS EFRHNESER , F 54K DNS UMK, Route 53 X#F CAA iB%,

R Route 53 2H) DNS 1247 | i

25 CAA BB THBEXRBBIERNESEE,

(A% ) BE CAA Bk

MRS 1.0 14


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
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AWS Certificate Manager %3 3£ iF$

BRABIUERG , BAW WiF AWS Certificate Manager AR IH A AR RAHRRIEERAE
o

NE ACM iEPEE X500 #r , HEBUTREH :

. BW MAERTE DNS WEER. AXEZER , B8R 35,

« B XNTNE , ERAERAEESME 2048 { RSA, 256 1 ECDSA = 384 i ECDSA,
- B SMEBHNERHR 198 X,

« £4] : ACM ZiRFEEIHAHET 45 RBFLEIT LA AIUEH,

(® Note
NG ACM P AT LA R EEERE S Nitro Enclave B Amazon EC2 324l £, &l S HAE
IE , BMEFEAE(T Amazon EC2 k6| EfER . BXREREEE Nitro Enclave B Amazon EC2
L EiREIN Y Web IRFBRNEER , S FHEE - £ Amazon Linux 2 F &% LAMP Web R
S RHEHIE : #FH Amazon Linux AMI 2% LAMP Web JRE25.

EERAWUER ACM A ZABREFRL AP MARAFIES, XEFARARBXE, BIEHE
URSIERFEREIVEMBEEMRS . WREFRILEBHEREE , FSRFEIL L ERAD,

EFARELE PKI WL AWS AF CA , BZHEEF H BB IUPH AWS Certificate Manager,

FH

« AWS Certificate Manager % #ilF 35 #9451 #1 R %1

- FEFREELNHIEFPH AWS Certificate Manager

« AWS Certificate Manager 7] 5 H #923 HAFE$

« I®IF AWS Certificate Manager A B iE P I8 & FF A

AWS Certificate Manager 2 £ iF 5 B9 451 1 PR 1

ACM RENABIEFEEUATHR/RMRS . XE[GERT ACM REMIES, XERIMBRE AT
ERTEAMIES,

AR fR# 1.0 15
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RN RARFEE

‘B¥E Google Chrome, Microsoft Edge. Mozilla Firefox #1 Apple Safari £ R B AT A X B 8519
B1E ACM iE$, B TLS E#EEIFEA ACM IE B K[ET , JIEF2XE RBEEIR. Java tHEE
ACM iE$,

BRI NE RGN

98 ACM HiEMAFIEHBEM Amazon Trust Services FR1BH , X2 Amazon BEEHNFIEH
M AN (CA)e Amazon 18 CAs 1 | 4 B Starfield G2 {RIEPMAE I — G2 RXXH, Starfield
R7E Android ( &M Gingerbread i ) #i0S ( fRA& 4.1 A k£ ) EZB{EE, Amazon BE
i0S 11 LEZ BEE, #Kes. NARFHE 0Ses & Amazon = Starfield 18 B FZFHEE ACM
NI,

ACM B BRIFIEHRE ( RSA 5t ECDSA ) B4l ELHY i) CASSKAKIE P [0 5 P iR HF S Ui
KFUEH, ATXMEENIER , ACM FRAHE CA R,

BRI (DV)

ACM iEBR I EBIE , REEIRBIER . BiE ACM IERA , AFILBAFTE IS EH NPT E XS24
o B LAEA B FERE DNS KRIUEFTEN. BEXEZEE , BHSHEAWS Certificate Manager
B, BB 4E 38 UF FIAWS Certificate Manager 38 ZERIE,

HTTP it

EMERA TN TLS iEFHET , ACM X#i@id CloudFront HTTPIRIE# 1T BIFR AN IE, 5%
5/ HTTP EEERIEAISAIER , HIRMHELIT DNS RIFW B HLEIT, HTTP Rif B 51 ReEE
T “ CloudFrontz X% 7" ThEE# 1T,

HTTP EEM

STF HTTP WiF , ACM 24T RedirectFrom Mt RedirectTo Mit, EAIIREM
RedirectFrom Z| RedirectTo WEE M F sEIEBHE 2 &I, RedirectFromURL BFEL TR
UERYIE , MRedirectTo3E M CloudFront Ef#iZE+H ACM 4NNV E , HPESHE—NERIES
8

H.. &

HEAMERSEEN ACM FHIEHTE ManagedBy ZRRE R ZBREN B, W FERA HTTP K
IERYIE$ CloudFront , b FEE /R “CLOUDFRONT’, X 4EiF$ RAEE I A CloudFront,
#ZManagedBy F B H ¥l #£ DescribeCertificate M ListCertificates APIs, ACM 124 & K iEH 75 8 M iF
gm1§/§\ﬁﬁto

45 MEFBR MRA< 1.0 16


https://www.amazontrust.com/repository/
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ManagedBy FERES‘TITATF EBHEMEH K. 3 F CloudFronti e BiE$ , BT EBIEHM AWS RS
RINETA A%, R 88T CloudFront API FiX T B EE L FERE—R=EM.

FE AR CA i
R TR M BEMIZHE  Amazon AL IEHE CA , RRBTEH, XEF{F

2FMEF, BXEZEL , B3 "Amazon introduces dynamic intermediate certificate
authorities" ( Amazon 5| AZHZSHENERMENN ) -

SR Amazon £ 1E1R CA |, MR EEZER R RMITIEEE, Amazon FERAFTE AN A LZEA
AWS ZEF Health Dashboard , B A X B FHHMBEREREFRLE,

FA T B0 B9 B K35 13 1R AX R
ERHENSRASFIERMER OCSP M CRLs RRIEMAF RHER. REBEFHAEATREZERIN
RO = RESESX L AL B R B R

ERLLT URL BEAFREAKIRZ BHERE
+ OCSP

http://ocsp.?????.amazontrust.com

http://ocsp.*.amazontrust.com

+ CRL

http://crl.*.amazontrust.com/*.crl

ES () RKX-NISNFEEFZHN , A5 ) ARENFRBEFFH , BHFERIE #) AREF.
ZHEZE

IERMBIEEEEMBAKR N, ACM ZIFLLT RSA #1 ECDSA 2 BRAHEE .
- RSA 1024 i (RSA_1024)

« RSA 2048 {i (RSA_2048)*

- RSA 3072 fZ (RSA_3072)

- RSA 4096 i (RSA_4096)

« ECDSA 256 i (EC_prime256v1)*

« ECDSA 384 {i (EC_secp384rl)*

45 MEFBR MRA< 1.0 17
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- ECDSA 521 i (EC_secp521rl)

ACM TBMERIRE R () WEEERIES. RREENERTSANIES,

(® Note

T H AWS FAF CA CA ZXEMFE PKIEH , EEEERSI ( RSA 5 ECDSA ) #4915
CA WEAE EZRFIAEIE,

ECDSA AL E B RS LMK RSA ZHE/D | itERNEES , BEHIIEFMENEZES inabiF
ECDSA. bRk E NIST , LEE T RSA #1 ECDSA Z4A K/ ( MU R B ) IIRBRESR LA
.

REEZNZHN L2

ZERE RSA ZH#H K/ ECDSA Z K/
128 3072 256
192 7680 384
256 15360 521

RLBERN2WE , SRBMBIENBENRBE, Fit0 , 3072 2 RSA 40 256 12 ECDSA
FARH A LUER T 2128 ki R,

BXREFREENED , ESHEPH AWS BEXE (uaifEFEH ECDSA IEH) o AWS

Certificate Manager

/A Important
ERBRSRAFRZFNEEZNBZANPATERR, XFBERFIEBRS AT IAMER
ACM MAFER. BAXREAREE , BSHE MRS

« X} F Elastic Load Balancing , 1% [# Application Load Balancer # HTTPS {i#7&5,
« BX CloudFrontfE & , HZH X ¥ SSL/TLS i MEHE,

45 MEFBR MRA< 1.0 18
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RESRITNEE

ACM B ACM IEBHLEITMME, BanEITANREEEERIEPEES IR, RHEHIITHMS KN
. BXEZEE , B5H FHEEIUEBEIT AWS Certificate Manager,

ZNMEE

BN ACMIEBLAEDBE - ELREHS (FQDN) , F BT EFEEMBER, 5

 , www.example.com RYiE$ th AT LLEHE www. example . net, X t5ER FHE ( HIEENE

AR ) o BB www.example.com & RiEH H ZHE example.com. BXEZEER ,
AWS Certificate Manager 2 #iF$,

punycode

MR R AT 5 EFREE BRI Punycode R :
1. Ll“<character><character>--"#& =\, 7 L 1y ig B S M5 “xn--"— B,
2. Blxn--"FFSk i B th A MR B R EER LB

Punycode 7~

FSH

=& I B AR BE
M1 &4
2
example.com & rE v T & LL“<character><character>--"JF 3k
A A
a--exampl & TiE v A& LL“<character><character>--"Ff sk
e.com A A
abc--exam & & v A& LL“<character><character>--"FF 3k
ple.com A A
XN--Xyz.com T F = v B ERRLEE ( R fE.com )
Xn--examp = B X FREBRNERLEA
le.com
ab--examp B B X AT “xn--"FF 3k
le.com
SR A R I kR4 1.0 19
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B

ACM IEBHBEREAN 198 X,
T RS R

ACM R EHEPERES () ROUBBEMFLES , ZEBTURPE-—MIFHZSNERK H

w, *.example.com AJLARH www.example.com # images.example. coms

EBERMFILEES , 2S5 (*) XA TEHENREN , MAERFREP —NFEE. F

| *.example.com {&#" login.example.com # test.example.com , {E R
test.login.example.com, BtA\ , *.example.com 4RI Fi& , M FRPHEIE TSI
(example.com), ZRALLENIEEZMAR ( HlE0 example.com M * . example.com ) AEEHK
HFgREIESR,

/A Important

WMRIEFER CloudFront , AR HTTP RIEAXFBEE LS. X TEEMILES , LF46E
Fi DNS RiEs s FHRAFIRIUE, AT DNS BiE , RAEXFAIEITIES,

£ EE N HAEP AWS Certificate Manager

EATLAM ACM #2#| AR API 15 AWS Certificate Manager A BiE$H. AWS CLIE T SURIX LiE
BEERIEEPL—EBER , AWS RS bt AFHES B A ZER AWS Cloud,

UTRERT 2 BIEBNATSEARER 2BEHXE,
NEILEH

fEF% A T Elastic Load Balancing, Amazon 1 Amazon CloudFront APl Gateway AWS RS &
£ ACM X BB, BXEZER , H5H 5 ACM £/ RS .

(® Note
FESHTE 2025 F 6 A 17 HZBIGI2H ACM KF/IEH,

BRAFIESH W 1.0 20
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ASHARIES

A& HEAAHIUEFH T AWS RS SERIEPEEER , LA ESNE AWS CloudER. BXES
88 , BZHAWS Certificate Manager AI S HH A HIEH S ACM £ RS . BLTOIEHTH
ACM ANBIERHEATSHIIGE , TS HLAFIES.

UTFEaitemmeiE, SHMRHEANE ACMIEHR,
EB

- FREHEERAFGIES

o £ CLIERABIUEH

FREFSERDBIES
Bk ACM AEIEH (2414 )

1. &F AWS B2 A HfEhttps://console.aws.amazon.com/acm/EK ] FF ACM 25| A

ERE RIS,
2. 7£ Domain names ( H# ) 52 , BALHNES,

BT LMERATEREESS (FQDN) ( Hlil www.example.com ) , REBRE B RIMSEE ( Hl
example.com) ., ZREAUEREMNNVEFERAES (*) FABEFREFR-—BHHZMER
B Bl , * . example.com AJLA{RY corp.example.com #] images.example.com, &
B AF & FFE RTE ACM iEH B Subject ( E& ) FEH Subject Alternative Name ( EBE R A
m) ¥ ERY,

BERBEFFLERN , 5 (*) XNV TEHBENREMLE , mMBRERF —NFEERG. 5l
| *.example.com AT LR login.example.com ] test.example.com , B FEERH
test.login.example.com, BiEFE , *.example.com R} example.com By FiF , M

AR R BTN RE (example.com), EFNRIFZE , BSRT 1T R,

(® Note
R RFC 5280 B3R |, BT BIMANE R ( RAREBRA VAR ) HKEFREBT
64 N\NFT (FF) , AR, BER , B (ET 59 ) REHNES/NEETBERSA
# (SAN) WKE &% ik 253 N\ F T,

EREFAERABIES R 1.0 21
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AWS Certificate Manager ArfEm

ERMEMEH , E%F Add another name to this certificate (BILLIEBHFME —NEFR) , AR
BEXFEREABN. XX TFRENRFPFEERTRE ( HlI0 example.com ) KEHFi5 ( 4l
i *,example.com ) 3EEE A,

3. MREGIEACM AISHAEILES , BEBEEASHET, SNSRI PNAERAHE
AWS CloudzMERE., BXEZEER , 1555 AWS Certificate Manager ] S H Y 22 HiF$,

4. 7f Validation method ( BiEJ5 % ) 8B4 , BIBEHIFE E%E$F DNS validation -
recommended ( DNS RiiF — #% ) = Email validation ( B FHBAFRIIE ) o

® Note

MR ETLAYREE DNS Bt & |, i EH DNS B iFmF 28 FH4 R, MAX T B Fap4
KiFE , DNS RiFBEZf{LE, ESFEAWS Certificate Manager 8 RS Rl

ACM EMRUEB 28] , 2RIEERBRAENEFEBFERFNES, S ERBFERAHRIER
DNS %1,

a. WMREFRBFHLERIE , I ACM FRIFEFHAHRETEEHEFRPEENE, WRIE
ETRIESE , W ACM &£tz e Fip M X EZRIEE., BXBEFHMERIENESESR ,
ESRAWS Certificate Manager B FBR 4RI,

b. WMREA DNS Bif , MR FEF ACM MBI B IEFKEALET DNS BE, BX DNS BiF#y
EZER | 55 HAWS Certificate Manager 3% 24K,
5. EFAEEMOH  ZBE—HEZ,
6. 7 Tags (F-¥ ) MHEL , B LLUERNIEPRHFNEFEL, RI2REX , AEIRBIFAR AWS &

BRI THIE. X ACM RES RN IIRURE X MAEQBIERFEUEERNFENREA | ES
] Tag AWS Certificate Manager &R

SERAIRESG |, % Request (1K )
7. REERE , BHAMEREUERIIK  HRASEREXMIEPHNER.

FEEEERR | EBHRAFZER Pending validation ( EFRIE ) , BRIFRBEDBREBIEPF
REMPFHEAFEMRERRSHERAM, ACM EEZRKIERIE 72 /Mot , REEIT, WRIEF

FPRZASERA Failed ( B4 M ) = Validation timed out ( 3iE&EAT ) , MMIERIER , EIE DNS I
UESE FHRHRIERA , RAFER. MRBIERD , MIEBAPRSFHER Issued ( EMK ) »
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https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-cert-requests.html#troubleshooting-failed
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® Note

REFEENFIRFFHER  BEERNIEBAEAIRVETL, EAURKTEUHNRE=
AFRERIAF, EEFTAERA EAR TR S TEH,

R CLI &ERABIUEP

ST LEA request-certificate W HERFHAE ACM IEH, KRIEHFZER TEER DNS
M EMAIL ( BFHRH ) o BEAEEM AR RSA_2048 ( IR ARIAFRAMSE , MR EIA
{8 ). EC_prime256v1 1 EC_secp384r1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED, Export=ENABLED

oS EH A EIEPE M Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

AWS Certificate Manager A § H B A HiE$

AWS Certificate Manager AIS I ABIEPAFEEEMBLTE, EEMIBBSSL/TLS iE+H , S¥E
Amazon EC2 k6, BREEMAMEN. LINEER ACM MEAMNLAHRIEBT REERNBEZI AWS R
%, EEA KPR ENERELPIIESR,

L5

LTABRERT ACM IS HAFIERBHLS

- FYLIERERE : £H ACM EHhEEMBRFRNVIES,
« ERWFRIUES : EEENRBERNLRMERILES.
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- BEEIT : ACM £ HHABUEBEIT , HEMIEBARZFBENBHNE, EXESEE , FZHA L
5#% ACM K EventBridge X #5,

« BARE AFENEQENTSHLAFERNRE.
« RIBERRE  BEEMSIFEL R RS [N AEF LEMSSL/TLSIES,

ACM A1 S HABIEHH TERE

LTAARBRET ACM IS HARIESHN THEFRE

1. B ACM N &R E R E A S HiEH,

2. X DNS =8 FHf IR UER I U AT B X

3. FHIEH, MEZEAMIEFHEE,

4. FEPHEINENRSH[BNAERF

5. ACM EEEIT , AEBMLL AN RIEEA,

Z2EEEU

UTRERACM ISHARIERNNRZEEES, BXEZER , B3H PHEBERT AWS
Certificate Manager,

- ERZENFENTGRZGREFSHNLERH.
- MRENEZAME |, BEHR ACM WIREHIEE,
- WEBEITWIEBR , FXRRELANBARLRIYE.

PR 75l

UTR—L% ACM IEH PR

- IEBHERHN 198 Ko

« ACM 21T/ XI5 B HAa0 45 REIHAVEH,
« BHNERSHIEPNHELRE,

ACM AT S H A BIUERHN TERE MRS 1.0 24
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=
EM

FREAEN TS HEOHE SSUTLS IEBEEXENEMH., AWS Certificate Manager8 < & #HY
ACM EMMER , BSH AWS ME EBAWS Certificate Manager R EMN R H,

B Rk
AT 2R ACM IEFHE#Y — L B ERES -

« TP, BRIZMENFFRER,
o MRHEHEITIERN BT BRE,
/A Amazon EventBridge (5t R Wi B B,

& H—/ AWS Certificate Manager % #if$

UTEBRNEISETHNAE ACM ZBFIEHSH ACM 2FIEFH., HE , BRI UEMAexport-
certificate AWS CLI 5 ExportCertificateAP| &4,

® Note
T xS HE 2025 6 A 17 B 2R8I ACM AFIEH,

SHABIES (244 )

Bk AWS BIRRE|IA HITHF ACM #2414 , MikR, https://console.aws.amazon.com/acm/
ERSIEES , RAREPESHNIEBNEIRE.

-

N

- HE, LULUERIER, BEEREAGETEP , EEFESH,
. EREZERE RRERSE.
4. BWMAFABNLBEANETD,
5. EAILUTEEE HIEH XA,

@ Note

£ ACM BHER |, BB S H pem iEPB X, BAILUN pem XHHIRF S — 34 #%
N, Bl ppke BEXREZEER |, BSHLL re:Post XE,
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S HAHIUE$H (AWS CLI)

fffexport-certificate AWS CLI 858t ExportCertificateAP| #4ES HA BB MFLA. BT
WEER , BRTIEEEB, N TREZ:2Y , FEAXHFESTEEEEFHEXHF , ARETR
MR REMRZBEE, XETURLEBFHEETSALERP  HHLEZBABENEMATE
RN

(® Note
BEZEBHXHAEUTRLEFER, SN TARMEZB XM

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

BUTR RBIS a8 H RS jq AERA PEM 3.

[Windows/Linux]$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -t '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

XG5 HH — base64 RIZHY PEM-format if$ , EFE I EIEPLEMMZNFG , MU TRHERGIFT
o

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA

8UNFQvNool1V+tICL4cwWOdLOkxpwkkKWtcEKkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtgM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1NYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYJKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr@8Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z71/Bs8ERqqga/
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61fM6iw2IHtkW+g4WexvQSogRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/JQ0d4UL
tWZyqJ2xrj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiG9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADKkrnrrxuHTWjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhG@sHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe31rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOCLE/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

EFMARSRHIIXY B8 > EXEAMMNE EENREF , NMERMTHS

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3g -t '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)""' \
> /tmp/export.txt

FH ACM iEB R Kubernetes TS &

B LA AT S AWS Certificate Manager H#Y23 HiE$ 5 Kubernetes AWS #2188 (ACK) —& A ,
£ ACM RN H TLS iIE B M A H S HEIEH Kubernetes THEMR ., XFPERFEREER R T D
Elastic Kubernetes Service (Amazon EKS) Pod B &£ , HE &K Kubernetes A O 1E TLS, EFF
WHRER , HSERT Kubernetes B9 ACM #4125, GitHub

AWS Kubernetes #2%I85 (ACK) ¥/ T Kubernetes API , fEEBEW E R4 Kubernetes B2 EE K
SR AWS . ACM B9 ACK AR #Z #2581 Kubernetes TEREHIRE BN EGMEARERE,
H{R1E Kubernetes F I ACM IEFHBEIRET , ACK #ZEHIBFLHITU TR

1. B ACM #ERIE$H , ACM &£ RIEBZEHZER (CSR).

2. EEFHRIEER AR ACM AL,

3. MRIET ZexportToFE , NS HEMEWIEPMAAHFTEEEELIEEN Kubernetes 24
H,

4. MRIEBE T ZexportToFRHBIEPBHFESLITRME , NSERHaFEALITNIERER
Kubernetes %4,
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https://github.com/aws-controllers-k8s/acm-controller

AWS Certificate Manager

RriEmE

NFETWIEREEZIEHRIEE , ACM FEEMAIUEH, BAILAEAIER T Amazon Route 53 #

ACK FRS5#ZHIZ BRI E X EF B3 12 FH DNS BiE5I & iR,

UE 5 5 A 12 BT

BRI BRI T LR A RS ACM iE$E 5 Kubernetes L& :

®

Q

EKS cluster

©,

l

4

Pod?2

- @

9

h 4

s Pod2

1. NEIGERAL (F5H )  BY ACKMKRIES , AEAENE AWS AFHER L& IE TLS, iF

FREE ACM # , HH Loa AWS d Balancer 222 B3I &KW, XMFEFFEES HIEH,

2. AL (EASH ) - MACM SHIEBHFHEHFME Kubernetes Z4AH |, MBEEAORHNL LE
TLS, XfEEAILAEREE Kubernetes TEME P FERILH,

&3 Kubernetes TYERE;
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https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.1/guide/ingress/cert_discovery/
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® Note
BXRBELFIEBHAL , FSHRLEPEEREM Kubernetes AWS % CA E#ER,

SoRF M

EZ% ACM By ACK IR HIZs 2Bl , BHHREZUTRME -
« — Kubernetes £&,

i %EE?%O

« kubectl EEENEEFHBERE,

« eksctlZZE AT 7 EKS L& E pod & 15 <Ek,

71 ACM &% ACK ARS5 1225

5 Helm EREY Amazon EKS & 2% ACM B9 ACK IR #2485,
1. A ACK #Z=HISS eI ZH B Z=H,

$ kubectl create namespace ack-system --dry-run=client -o yaml | kubectl apply -f -

2. F ACK #4235 8I2 pod BHxB, CLUSTER_NAMEEBR N IEHNEBREGIONB I FMEN AWS X
b8

$ eksctl create podidentityassociation --cluster CLUSTER_NAME --region REGION \
--namespace ack-system \
--create-service-account \
--service-account-name ack-acm-controller \
--permission-policy-arns arn:aws:iam::aws:policy/
AWSCertificateManagerFullAccess

3. &% Amazon ECR N 35EMR,

$ aws ecr-public get-login-password --region us-east-1 | helm registry login --
username AWS --password-stdin public.ecr.aws

4. 7 ACM ZE ACK RS #2HI8R. REGIONEBRNEFIE AWS B [X,

&3 Kubernetes TYEf & MRS 1.0 29
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$ helm install -n ack-system ack-acm-controller oci://public.ecr.aws/
aws-controllers-k8s/acm-chart --set serviceAccount.create=false --set
serviceAccount.name=ack-acm-controller --set aws.region=REGION

5. WiFREFIBSRA/ERIZ

$ kubectl get pods -n ack-system

EXREEHFBNELZEL | 52 Amazon EKS AR TM EKS BEE4H,
A EAQLLLE TLS

AR ROIE RIS H ACM iEH HEHE#E Kubernetes A AR FILIE TLS, ItEEE6IZE ACM i
F , MESHEF Kubernetes %40 , HEE — Ingress BERIAMERZIEBLIE TLS,

HEARHIF

- BIEBARN T EHESHMIES (exported-cert-secret)
« ACKIEH#ERE ACM EREMIFHEMIES , AEFHHEHS HFlexported-cert-secret®4,
* Ingress AR 5|Fexported-cert-secret A& IEEZ AREM TLS,

£ ${HOSTNAME} B RIEHE A,

apiVersion: vl
kind: Secret
type: kubernetes.io/tls
metadata:
name: exported-cert-secret
namespace: demo-app
data:
tls.crt: ""
tls.key: ""
apiVersion: acm.services.k8s.aws/vlalphal
kind: Certificate
metadata:
name: exportable-public-cert
namespace: demo-app
spec:

&3 Kubernetes TYEf & MRS 1.0 30
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domainName: ${HOSTNAME}
options:
certificateTransparencylLoggingPreference: ENABLED
exportTo:
namespace: demo-app
name: exported-cert-secret
key: tls.crt
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: ingress-traefik
namespace: demo-app
spec:
tls:
- hosts:
- ${HOSTNAME}
secretName: exported-cert-secret
ingressClassName: traefik
rules:
- host: ${HOSTNAME}
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: whoami
port:
number: 80

MBS , ACM K ACK RS EFIFSBEBIUREGAR , SIEEIT, Y ACM LiTiEHAT , #HIE
SERAFIERBEH S exported-cert-secret ecret , NTHARIEM Ingress ToFEF 3 T BN AT 4L

FERERES.
48 AWS Certificate Manager %3 3L iE 45

BT LAMER ACM 24 A AP B4EB 4 T AWS Certificate Manager S H B A HiFH, AWS CLI

/Ch

/A Warning
EREAEHEE  BFEEEEERZIER. RHEBRKAMEN,
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BARFEERHILER , NEFTREALANBRIBRD BB, RHEILHNEERAER, AJEH
BUTERRA -

- REE

* NEXREEXK
» Superseded

. BB

ETREZER , 2N (LR ERRSUEBITEAS P M (TIEEERS) o

AWS REF IR EIUH BHERNRS | ELIEBRSHI (OCSP) ML BHFI&R, EMH OCSP , &
iy A] AE WK EHR EPRS R R B EHEBIEE, OCSP 8 TiEH FIRARNKIEES.

EREW

UTRBHEIERZERERSEM :

Sy
sa

HE B2 AT S HAGIER.

. BAREBHEFISHNAGIED, NREFEEEXETS , WSITEM S,

- MBAFBBEZES , WEHBIES , IREDBHES,
CEBBHTRELBMN. BRESBNFFEERIDREEBN ARN BHEBH.
C EBBHERAMMN., EEERRESEWIHLESEA,

. BHIBBKTAEE 24 IHTLER.

. IR

REIES (ZFA )
UTNRNEISETRUMARE ACM AFERHMEUES,

1. BXAWS EEEHSE HHTHF ACM #24H|A , Wit ., https://console.aws.amazon.com/acm/
2. EEIEHUEH , AREPERHENIEBHEEE,

qE , BALERIER, FIEREFAGERTNEF , EEHH.
3. EREZSRE, RELAERH,
4. FHIA-IXEE  BLAEEPREBHEERERR , A revoke , RFEFEBH.
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https://www.amazontrust.com/repository/sa-1.3.pdf
https://www.amazontrust.com/repository/
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M UEF (AWS CLI)

fEArevoke-certificate AWS CLI i 58k RevokeCertificateAPl 4EBR4 ACM NERILE
FH, BALUETEA list-certificates MHFRELFRIFFHH ARN,

$ aws acm revoke-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234 \
--revocation-reason "UNSPECIFIED"

/A Warning
EREAEHEE  BFLEEEERZIER. RHEILEBRKAMEN,

THER revoke-certificate s H,

arn:aws:acm:us-east-1:111122223333:certificate/12345678-1234-1234-1234

BEBIIRITSEH

AWS Certificate Manager & B 7] § i 19 23 HUE 5 Amazon EventBridge , & ] LAEL & B B UE B 4R1T
=4,

1. i%E& Amazon EventBridge EN A IBIEBEITER. BXREZEL |, S Amazon
EventBridge ¥ ACM B %o

2. St , MEELITHNLBIEREHE, BXEZER , S EventBridge £ ACM @il 5
#HREITH.

3. MiE EventBridge B4 UREBEEALITRIBE LMK,

5 I 2 1T UE 5

BATLUET ACM 1415 . &iTiEBH APl BRELIT ACM ANEFMFAEIEH AWS
CLl, RenewCertificate REELEIT oIS HMIEPH,
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/A Important

Zi] ACM AISHAFIEHE , BFEXNTNTA. BXRHNW ACM EMNMER , FSH
AWS M5 _EBIAWS Certificate Manager BRS E M TWH -

AT (2H 5 )
UTEENEISE T B MMEHSIT ACM X2 FIEBHAFIES,
B

1. F AWS BEE4|E HITIF ACM #2414 , Wit R, https://console.aws.amazon.com/acm/
2. EBRFIEUR , REEFELITHIEHNEIEE,

- HE , BULERIES, BIEBFAEEREF , EELIT,
3. GEREZRE , ABEEREIT,
4. FHA-IXEE , ELAEEPRA renew , RFIEFEEIT,

ZTUE$H (AWS CLI)
fEArenew-certificate AWS CLI is 53R RenewCertificateAPl #/ELEIT ACM ANERFAEIE

F, BAILLUBE A list-certificates B REFILHM ARN, renew-certificate S H
iR 3109 R,

$ aws acm renew-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:cexrtificate/12345678-1234-1234-1234-123456789012

I&iF AWS Certificate Manager 228 iE 5 #Y13 & Fr G 1X

£ Amazon IEHM AN (CA) BEH N R MG M A UEFLABI , AWS Certificate Manager (ACM) 244
ERINGHERTURFBERPEENMEEE. ERFILEBN , BUERETEE RS (DNS) K
iE, BFEREIRIEE HTTP KUESKIEBAIEH PR AN,
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® Note

RIEMUER T ACM SAMN AFEFEILER. ACM ALRIES ANIERHHEAE CA LHWIEH
RYBFT AN, ACM FTTERIE Amazon VPC B EXHEMEMMEHATNER. AXES
R , F2H SEIEHRIERE,

BAZWAEER DNS RiIEM AR B FHARIE , RERWT

- WREFEH Amazon Route 53 BIEEH/AH DNS icF , N EEET ACM EFEMIZHE,
s RENPEEFERAP , HEFBIEFKREFEE , ACM A& EHHEE1T DNS BRiFAVIEH,

- BERFEHARIENIESFEESREEIITRETRREIT. ACM 2EFIHIF 45 R MRIAEKITE
Ho XEBAFAEINZENENERAEER MU PN —IRS N, BRAPIE—gE |, S8
BEUUERZEEIENET. RIEFMASIENER , ACM 25k EBMEE ARN WEITIEH,

MRIETTERBIER DNS BIEEE | M A7 E F B HR 4RI IE

HTTP RiEERATE5—&FERMIEH CloudFront, MASEFER HTTP EEMSKIERABMAEN |, HizH
F L F DNS WiF B B Eh 48T,

@ Note

FOZRARFERHRIENIER/E , BT ETREIER DNS M HEHATRIE. E6EMH DNS
iE , BWERIZIES , RE0IE—MER DNS RIERHIEH.

F&

« AWS Certificate Manager 38 X & K ilF
« AWS Certificate Manager B F BB 43
« AWS Certificate Manager HTTP 1iiF

AWS Certificate Manager 138 R4 K iE

WA KL (DNS) REZEDIMEZHRIRH B RS, DNS REFLE — NI EEEN IR BERE.
WMRIERE DNS BiE , ACM 2R —FHZHFNBIEHK , REERLTRMB L EHEE, XEIERS
BE-AME—NREX , B TR ZEEE RN,
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® Note

FOIZRA B FERHFRIERIERE , BT EZREIER DNS W HE#THIE, EfEM DNS &
iE , EMERIZIES , RiE6IE—MER DNS RIERFIE+.

flan , AR A example.com FiFERIEP HIEE www.example.com FEABEF , I ACM HEHIE
MEHNBIER,. BREZBRLTNEWFHANK,CIEN , S EEHAME, ZER—MHHE , @ ACM
Rk BT EWIERH AWS i, 5B IERIAFHRNE DNS BEEFR—R, REUEREEFEAT ,
HABBIERREEFEE , ACM B BEITIER,

/A Important
MR IEAEH Amazon Route 53 EEEHI/NFE DNS i85 |, BEREH DNS 1247 7 #7 R

g, MRLUXAHREA DNS BIEEAVNER | W ATUE A B FER 30T,

TEEERIE , RAEFNBIEEMNAEE , ERULLAENTLRETE (FQDN) HIFFIE ACM i
F, RN , BTN EZEEEHREZENERIIS K SERBETEFEHMIES. BT CNAME ¥
ESERERTEMAWS Xif , Rt S ESAMXGHERIEHABRNIER, £ 0SSR
iE$o

AT LUEE MIEBREREY AWS ARSI BRAE 5 s E S M BR B B i HRF L BEh4E1T, MEREH DNS 12
HETZ Route 53 , iHBXRIZMHE T BN ERIZRK. MR Route 53 2ERAIRMERE , iHSH Route

53 FRAREEPHOREGRARIIEE, BXEEUPZITNESER , BSHATHEEIERLEIT AWS
Certificate Manager,

(® Note

WMRIEH DNS ELEP g 7T AN LR 5IE CNAMEs 123k , CNAME @ fisa kM. MRS
FEERAEE , RIMNEBWER B AR,

ACM 5l & 12 KM TERE

(® Note
RE5ER T AERA Route 53 4ENH DNS RHEHE .
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RAriEmE

WMRIETEM Route 53 /7 DNS =247 , WEE (BEEIMN Y ) F31F ACM REMN BB ICFKH
AFREBHNBEED, AR EXATSHEN , SRFEANEFSOINHMENERETHENRR.
X T ACM |, XL R A VIR BT AR IE MY B 3hiEH41T,

TRERTANMEABNROBBIEFK. BRICEMVERBV-EFENA TRIEEHE AR

i, ACM BIZNFRHHEENEEE example. com SIRZNFRHEME, BN , BN IEKRBEHMICR

EF2EEMNERAE .

B A iC F R B

B

*.example.com

example.com

www.example.com

host.example.com

subdomain.example.

com

host.subdomain.exa
mple.com

IEFRAM

_ x1 .example.com,

_ x1 .example.com,

X3 .www.exam

ple.com,

x5 .host.exa

mple.com,

_ x7 .subdomai

n.example.com,

_ x9 .host.sub

domain.example.com

(o]

IGESIE

_ x2 .acm-vali

dations.aws,

_ x2 .acm-vali

dations.aws,

_ x4 .acm-vali

dations.aws,.

__ X6 .acm-vali

dations.aws,

_ x8 .acm-vali

dations.aws,

_ x10 .acm-vali

dations.aws,.

TR () 2RHXNER ACM £ R KFRFH, Hlm,

_3639ac514e785e898d2646601fa951d5.example. com.

RRERWIZFKE . KERWICRKETRER

Comment

G

Unique

Unique

Unique

Unique
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_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

AT [E— DNS g,

(@ Note
B DNS BEBF R HENS FTHLNIZIRRE | S5 HHEE DNS BIFEE,

LHEBFRIUEB HIEE DNS BiERT , ACM 2REUTEXNFIZBIEREES.
A IEREBW BRRX  BBRE
ﬂ
example. _a79865eb4cd1a6ab990a45779b  HlHR i _424c7224e9b0146f9a8808af95
om 4e0b96.example.com, x 5727d0.acm-validations.aws,
HEREUEHXEM FQDN, i2FEMRME ALK, AFEREXNNE. EREAFEREXNNE.

A JRAE DNS 2457 A T 740 DNS 12K Web REMNMENFRPBMAMBRX=ME (HRE. XA
MAMIERE ) . REBXNTIEREN (HRREWN ) FRHLEAXNATHEE, ERERBRT , £8
ERHELEMTRHNBNFZHE, HtREB2 8 FERHNIERANEAZNS , XBHKE (EX
RIH ) R REA

_a79865eb4cd1a6ab990a45779b4e@b96

NEHTRY, MRELFETX—A , ¥HALREBWITREH (HIM . example.com) , BHIR
R RAREM TR :

_a79865eb4cd1a6ab990a45779b4e@b96 . example . com.example. com.
ERXMERLT , RIPRAK. Bt , ENZRHRENAESHREFHEN R ARE,
®E DNS Wi

LeE T AR UM A BIEBEE N EA DNS BiE,
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FE12H & FiRiE DNS KikE

® Note
WHREREEERTEL—MNES , FEAEESIRTESN AWS BE T, MREE
HAFRHAREHNEREARE  RELCANTFLHE  BEEHERENEHIE
# , WRINGEE T EBN X,

1. 3TFF ACM £#|& , Wit A, https://console.aws.amazon.com/acm/

2. HFIEBHRF , FEBREEENIRD N Pending validation ( E&FRIE ) HIEPHY Certificate
ID (IEH ID) o LLBPRFFTFUERRYFHE R TE.

3. 1£ Domains (& ) 7 , TE FIFEINIEZ— :

a. ("% ) f£EA Route 53 TR,

MEHZUTEYE , WAERESH Create records in Route 53 ( £ Route 53 8|22 )
%4 -

- &M Route 53 5 DNS 21,

- BENEAH Route 53 F£EM X1,

« &9 FQDN 8 R Z KL,

® Note
WM RIEEFEH Route 53 1B Create record in Route 53 ( £ Route 53 F 8| ZE 123 ) &k
LKREEA , HSHE ACM 4l A 8 R“Create record in Route 53” ( £ Route 53
eIl ) B,

%42 Create records in Route 53 ( 7£ Route 53 H8IZi2% ) , A/F%$R Create records ( £l
Bid% ) . LB TIF Certificate status ( MEPIRES ) TWHEH , MSEEFIRE Successfully
created DNS records ( B Ih 1% DNS id% ) o

IRHIFE P A BE & 2K 4R B 'R Pending validation ( SFRIE ) &% 30 24,
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® Tip
BT ELRE A RiER ACM 7£ Route 53 R E BB B EMNIZTE., B2 , B X
Route 53 31T AWS CLI = API i , £ Route 53 ¥ DNS ZiiEEF RIEidFK., Bx
Route 53 i ZREMNEZEL , TS EFEARRICEE,

b. (Wi ) MRLEEE A Route 53 9 DNS 24175 , MIA%FK K CNAME 58 , FFHF
INEEE DNS BiEED, EFIPHNFAEETEL , fUUBESIFAER 2 — R THHiER
=

« &%) Domains ( 18 ) #2 FE R CNAME A4, EEFTEFHHRMEIEN DNS BiE
BEo

« & , 1&#F Exportto CSV ( HHEICSV ) . ERNXHFNEEFTEFHINE DNS HiE
FE,

/A Important

ERBWIEFE , FEE ACM A E LT TEFRE RFRESAIME DNS 24t
HBIEE, MRESFE , HSH P& DNS Kif A&,

R ACM EEEERB B IEFRERN 72 PITARIEES , ACM RRFUEFHRBE LA Validation
timed out ( WIEHEA ) . SBMERNKTRERREREM ACM £ EKIIER DNS BB, =
FRRWRID |, BLAEEE DB ICKHAFERFIWIES,

AWS Certificate Manager B BB 443 iF

AWS Certificate Manager (ACM) £ L INER B R AT R HERPIEEMAIEE , A/F Amazon iE
PMAENK (CA) FEEAMUMRIEH, EAIAEA B FIRAE DNS ITRIE, AREBIT LB FHR¢F
BﬁiEO

MREEREFERAHRIENESI R |, FSREEE R TR UERY R,

B, F BRI UE R TR R I8

NTFEMNE , ACM TR E FEHFREIATENEARSGE Fiffriba. WREFLEHN
B ZEERX LR TR, WA CHENEREEENRIES. B &/ a0 EF 75
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HEX , HELERN e FEZENERAEL FHREtutE, Hla | RiZFEF example.com IEE R
subdomain.example.com ¥ , M AT RER W EI— 3 &K IXZE admin@example.com K B FHR 4,

« administrator@your_domain_name
* hostmaster@your_domain_name
+ postmaster@your_domain_name
» webmaster@your_domain_name

« admin@your_domain_name

ZFASRAEZEN AN , YTERXLEEFH4F I SNRIEHEE, EIEHIHA 45 X, ACM
Mo £ [0)3X L5 31 R IR B0 UIE B8 F B AR SASRATAE B

XNTFER ACMAPI 5 CLI WZEIERER , #THFHARIISSHEMERNEBLRE-—HEF
BR¢F , BMEZERFESHASN FE, SRFEFTERIESNENETEHREES , RE ACM = 82l
RiEF

LSRR BIAMEIR

MREF A waw FESBERF (*) FLNFBZFER ACMEF , N ACM FFH BRFF LB www

RES , HNBHFHAERETERE I, XEint RN 2EEAE P RIRI 2 80 @AM

admin@. administrator@. hostmaster@. postmaster@ # webmaster@. 140 , MRE

7 www.example.com &R ACM iE$ , N &8 F R 45F &% F admin@example.com T2
admin@www.example.com, [E# , MREH * test.example.com FER ACM iE$ , N B FHB4FR[F &%
F| admin@test.example.com. HRHE N EE #buk#Y4H K XELL

/A Important

ACM FBXIFHNEBHEITH WHOIS B FERHIRIE, MAXIFEARS L, BXRFME
B, FEHBENE.,

AEBEM
WEBUTAX B FHERIENEEEMR,

« BEFEENEEREAFIEMA TIER FERF it T BB BT EB A IRIE, REE FERMF AT R
EAREENNIEEE N,
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« RIUFGERT ACM MR R FEFEIEFH. ACM F2RIES ARNIERREFLE CA EENIEFHAIE
FRBEN. ACM TTERIE Amazon VPC EREXHEMEMBBEHFINER. BEXESER | i
SR BFEUEBRIUERIH,

- HRERAEFEHARIENIERE , BT EREIER DNS XY HE#TRIE. EFEMA DNS BiE , &
WERIZIES |, RiE0IE—MERA DNS RIEMFEH.

UEFIS M LR 1T

ACM IEBHBRHN 198 Ro KRITIEBFRERMBERITRE. ACM KEIEHEME 45 XFFtRMEE
ZIMRERAY B FER AR i ut R IXZITEA, ZBHASEE -, A E TR EZERRTEIT.
RIEFTESIHMNERE , ACM MR EBFMHE ARN BILITIEH,

(Tikk ) EHRORWE B T4

BSHRBIFEFHMERTE - o, BUUERTHELRLER, BR  BTHEIEFTENRIIET
HR ¢ A BE A B RER A TR IEBR AL AL P EX , RIS HESE 72 MtEE3IEH. HRERKER
IR FHRG S TEEEIM , B REMAIEE FERF. BXRUMERLERIEEFHENESR | F
SREMRIER IR FHR¢F

BXREFHHRIEIFA KRS | FSREX R THEDEER AWS Certificate ManagerP W HEE B F
B 4 38 1F B [R) B EB 45 o

B3 ®E AWS Certificate Manager B 7 BB 4

B B FEMF IR ACM IEPEE EREAMAEFHRF, LKEARELH FHARIEESVDI T
EEZE-NABFHITAERMNENTR, N THYEFEAEFHB4RIE , ATHRNERNA
7 R T L B F iR 4 R AR EA R S R IES 2 P4 & B9 TR

1 UF 88 F HR 1R AR

R FERHEERUTARHERZ— , EABRRTRAFMLIPERKITAR/IES. RHE RN FRFS
HARNERNBET ERERIENVENE,

WIEFTIER
B8, FER AR AR AR ST AN

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested _domain.
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Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

B UFUE 5 BARE 4TEAT
B8, F R AR AR AR ST

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested_domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier
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To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

BRIk BRYFHRUEE S AWS |, RAITEZ VR EAEMEMTERA R up-to-date R B MR, £ 2020
F 11 AZEIRITAEEBTBNESAES , ARENERETOTER

o BFEHETITHUEE S ACertificate request for domain name’MF
=“"Certificate approval for domain name”,
- IFE , AWS account ID EERNATEITEREFR.

« Certificate Identifier MAELETRTEEMNIEH ARN MAREERN , fln , FER
arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78e1-0882-4f51-954a-298ee44ff369 mA
7= 3b4d78e1-0882-4151-954a-298ee44ff369,

« IFPEHtE URL S E acm-certificates.amazon.com MA 2
certificates.amazon.com,

- B RHIERIE URLITANFHRENETTSHERS, HERE dv WEMIER approve-
button M4 =& approval_button,

o FMERNIEBANEITIEPNEIDEEEEHEN B FERHER,
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WiF TERRE

AT REEXRZLBFERHRIENIEFHNEIT THEREMEXESR.

« ACM ZH A ESFIERBERN , 2SRRI B FERHFRIEREEFTRAFIERBNIEENZE KU
H. SREEFSERIESNENBFERHE , A5 ACM TEMRILER, BEXEZEER , BSHAKEAS
FER I UF I AT B 1,

« XIFEMA ACMAPI  CLI IZFHIEBER , RITEFHARIESSHEENERNEH2RIE—HE

FHR4 , EMEZERFPEEHMEN FE. SRFEFERIESNMENE FHRAES , RE ACM
BEMRUE S o

MRLE S ACM BEHAEHRAXANEEBNE TG , NiZE FEFLETRRATERERDE
EMRIESE , MRREERIE , WA ERFMERWE, EETEMEZERRIESR TR , &7
LUREFES |, EEERA TRIEMNEIEE, & , B LlResendValidationEmailf£ A APl, SDK
o CLI f£AValidationDomainZ#i# T AH. {ER , ResendValidationEmail #ERHig
EWRIESXATZERAA , T2REFEEERM Amazon FRABF ( ARN ) LA TR R
IEBFHR, BXEHFEBERRUERERARIEENEERZWRIE D FHR4aY |, FLTAA

ResendValidationEmail,

® Note

£ 2020 F 11 Azal , FPRAFRIETRE , ACM iR — 4 B o & F A FEAiIEH,
{58 A L B () 52 TR 1T B9 OE SR AT 2R Y B P BOE B8 F BB I TR BRI E Ko

- £ ACM API = CLI , B LR SIS S B iE RN AT B RIE B Fof 4 ZIX BTN, £ API#
A RequestCertificate #4E#) DomainValidationOptions S k#EE ValidationDomain
#{E , ©= DomainValidationOption Z£H MK G, £ CLI # , £ request-certificate ar HHY --
domain-validation-options ¥4 ValidationDomain BY{E,

AWS Certificate Manager HTTP & iF

B AERPI (HTTP) RELLEM E#HITHIEBENEMDIL. HEBRNEAMIEPRIERE HTTP BiEst
CloudFront , ACM £ XA L M SCREIE R E T B, ACM EBLE A CloudFront , AIERMHEE
URL FMME—5h8 , BRiE EHiZ URL XA FHEXESE, LSEIERENZBEFRFIN, &
I 7E CloudFront EMiZEM P ZENENFHBAEERE ACM BHINAE , B LUEHB S BENER
HEHNAE , NTMBIERHNATEN. ACM Z B XFTTLE 5K CloudFrontfEi{t TIEPMARE , £H
2XF CloudFront 7 &AM &,
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/A Important

HTTP BiEA X @BEAFIHIEP ( Hl0 *.example.com ) » N FEERFEP , S A DNS &
i 5 B8 F BB I8 A o

Flan  MBREFEHRERexample . comBHIIEFwww . example . com#E R ki & #i CloudFront , ACM
SAEREMEAR URLs T HTTP RIEWVIE+H, BHEBITE — redirectFrom URL F1—4
redirectTo URL , T HEMEM AWS Ik 812, redirectFrom URL REFEERERSE ( 4l

il http://example.com/.well-known/pki-validation/example.txt ) EHIERTR,

% redirectTo URL #[@ CloudFront E&fiig iR F &M —KIE S ACM #HIVE. BRF
REXLEEEMR—XRET, HEHMANEESHBRIESNEBFENE , BfFERKEMutr

#% , redirectFromMit£ CloudFront EE M FlredirectToMit , N AFHRIKIESHE, REIF
PEECEAHBENEERDARER , ACM B2 B3 CloudFront £&&1iT &HIEH.

FAANSTERESE (FQDN) iRE HTTP RiE/5 CloudFront , REMNFEE HTTP EEM[ , R AT
7% FQDN HiEHEM ACMIEH , MEZTEERIELRE, XEWRSETLEAMEBRNES S ZERIT
P REFEBPLATEHNRS , BEATUBREHBROIES , MAFTERAHRTRIELRE,

EFEIEEZHET HTTP BIEMIES , BERNER. EALUFERMNEHEXEN CloudFront 2Bt H
ER , ] ARBR AU MR BN HTTP EEM, WREFEARNRE D XKML (CDN) = Web AR 25
CloudFront REBEEM , IHEFMAI XL T BNAMEREE R, WMREEA CloudFront EXEE
Em, MBI EHR2ENEERBREED,. EXREILERZITNESER , BSHFHNEEILED
21 AWS Certificate Manager, i&icf¥ , FLEBHEITATREQSSHIERTH , EHEN HTTPS RE
B,

ACM By HTTP EE @K T/ERE

® Note
A5 CloudFront &R FEAMARH ACM #1T SSLTLS il BEEBHEF.

£ ACM M EA HTTP BiERt CloudFront , BEEIRE HTTP EE M., XEEEMAF ACM BiF
BREBFIEN , UERTHRIEPMANBFENBENET. EERNGEHN IERBERNEE ENEE
URL g {2 M —1iE S CloudFrontfy Bt 2R #th ACM #&IM LB,

TRERTHENWEEQEE RS, HEE , HTTP RIEFAXIZFEESE ( HA0 *.example.com ) . &
MEBNWEEDB-EERZEENATRIEEE AR
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RAriEmE

HTTP EE [ & & Rl

H& EEMH BEEME Comment
example.com http://example.com https://validation Unique
/.well-known/pki-v . region.acm-
alidation/ x2.txt validations.a
ws/ y2/.well-kn
own/pki-validation
/ x2.txt
www.examp http://www.example https://validation Unique
le.com .com/.well-known/p . region.acm-
ki-validation/ x3.txt validations.a
ws/ y3/.well-kn
own/pki-validation
/ x3.txt
host.exam http://host.exampl https://validation Unique
ple.com e.com/.well- . region.acm-
known/pki-valid validations.a
ation/ x4.txt ws/ y4/.well-kn
own/pki-validation
/ x4.txt
subdomain http://subdomain.e https://validation Unique
.example. xample.com/.well-k . region.acm-
com nown/pki-validatio validations.a
n/ x5.txt ws/ y5/.well-kn
own/pki-validation
/ x5.txt
host.subd http://host.subdom https://validation Unique
omain.exa ain.example.com/.w . region.acm-
mple.com ell-known/pki-vali validations.a
dation/ x6.txt ws/ y6/.well-kn
own/pki-validation
/ x6.txt
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XH4BFHXNEM ACM ZHR I yNER ACM £ RAIME—FRIRAF, flin

http://example.com/.well-known/pki-validation/3639ac514e785e898d2646601fa951d5.txt

KRERNWEEMH URL, XERWEEBE URL AJRER

https://validation.region.acm-validations.aws/98d2646601fa/.well-known/pki-
validation/3639ac514e785e898d2646601fa951d5. txt

AT RE—RIEiE%,

@ Note
WRIEH Web lRFSHHIAR D AMEFIXFHEREERR LIREEEM , FSHHEE HTTP 1

UuE [A) &R

HEBBERIEFHHEE HTTP BiIERT , ACM 2R MU THEANEEREFR :

6 EEM@ME

example.com https://validation, region.acm-validations.a
ws/ /.well-known/pki-a424c7224e9b validatio
n/.txt a79865eb4cdla6ab990a45779b4
eob96
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A EE@ME

HERSUERXEKN FODN, EEMHREH LN URL , ACM REHEPERRIEXH. EENERHE
ESRERIQUE M HHY ACM 21 URL,

BEERN Web BR5585 CloudFront 7 K RAEE NFIERN “EEBB” URL EEME URL EE
b, RELEEROEL S EBURTEHN Web BRF 21543 CloudFront BLE. BAREERIREIE
1, LAY ACM BRIEEM IS AT B I H M A REITBIER,

RIE HTTP iE

FEMARRATH A SSUTLS iEfet , ACM A HTTP BRI UEEHFATEN. CloudFrontitt 354
MEIMAFARIEBEENER HTTP Bk,

EiRH A PIRE HTTP Kik

® Note

HERRRAE B TIES , CloudFront 3 BAEfE ARSI AWS #X T
e, HTTP WiF R AL “ CloudFront % & " TALHT.

1. 77 ACM Z#l& , Wit A, https://console.aws.amazon.com/acm/
2. TEIEPHRD , FEBREERBHIRSH Pending validation ( FFWIE ) IEPHE Certificate
ID (UEH ID) o LLBPRFFTFFUERRYFHE R TE.
. EEHSH , EANEIURERPEMNMENEEO BN EEQEE,
4. WTFEMNE , RENEEMB URL ZIEEM@E URL W HTTP EE M, {RAEIIREY
CloudFront 73 R Bt & R EIX — Ko

5. &K CloudFront 7 BB E N ERMN “EERB” URL EEME URL EEM, REWMEERH
FEEURTF &/ CloudFront BLig,

6. REBEEEMRE , ACM 2Bz HBIIENEMEN, X—IRENZZ 30 24,
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MR ACM EREEREERERHN 72 NMTALERIEESA , ACM R IEHIRAERH Validation
timed out ( WIEHEA ) . SBMERNKZARERRERKIIRE HTTP EEM, BEFRIFED , &
HMEEE EE M A G IR RITRIES,

/A Important

ABERIERT  FHREENBVNENNASEEQNEMNENARHELE., MRBR EZ ,
ES AR HTTP K[ &,

® Note

E DNS RiIEFEM R , B EUREFNER ACM HEHQIEREHW HTTP EEM., BATBE
i CloudFront B KR ER EXLEE,

B HTTP RIEN THESRNESES , S ACM ) HTTP BE@M THEFE,
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R FAEIEF AWS Certificate Manager

MREENFRIBCIENIMEFLE CAAWS FAF CA , AWS Certificate Manager (ACM) A LLER &
BELNIPEMIZHE (PK) FEMRNIER. CAJREMNTENKFH , e EtKFSERE,
EXOEBABIEPMEANENESR |, ESHELEERME I,

BINBERT , FAH CA LBEMILERBFZEME , ACM AXFN XL B#HITEMEAMNKIU, Hit , §
BERAMHREER , REPRERIEHELANFF IREEFETR.

B ACM IEH81& X.509 #rE , HEBIUTRS

- B LAERKS DNS WEEEN. BXESZEE , BEH 88,
- B XWTME , EBAEBRAREEMLIR 2048 1 RSA, 256 1 ECDSA = 384 fiZ ECDSA.

(® Note
EENZHEEERS (RSA % ECDSA ) #4915 CA AN EERSITE.

- T BNRBIEBHAEREN 131A (395 X ) o EENLFIEBMRYAUEBAVE R B HI LM
BT ERVIEBLERBE , BUEBFERFRY.

(@ Note
AEIEPHNERBLLABIER K, AE ACMIEBHWAEREN 198 K, X AHIIPHNES
ER , FZREDRRBFELHIUEPH AWS Certificate Manager,

« 1] : ACM 2% 11 MABEHBIEITREIES,
ATEBLRXFEPHNABLERMRNEZHA SRS

o EBPMR N EPIRS SN TEEK

(@ Note
ERFAZEENERRE , BFAE CA LENIEBFEERIL.
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- ATXE ACM RABIEBHEH AWS FAE CA

« FEFREBFFFIEFH AWS Certificate Manager

« S5 AWS Certificate Manager FAHIE$H

ATEE ACM BB/ IEBHFRHAF AWS #5758 CA

ELUTHAERLT AWS A8 CA |, B LUMEAX ACM iIEB#HTEE :
« B—JKF : &8 CA MMEH AWS Certificate Manager ( ACM ) iEH M FE— AWS Ik~ /i,

ESHBAKFMATET , AWS FAF CA BB R A7 [ ACM REEHRFEIE, REMIILIES
MR, X2FH AWS FAE CA API #&4ECreatePermission= AWS CLI i S RIEN R RN . MK
FREZEBXENRIBAATMAILERN IAM AF, Ax5A€,

- BIKS  ERW CA MPKRE ACMIEBNLTAER AWS IKF e | HF BIEBAAENKS EHR T
CA By i[RI PR

ESABEKFERMET , AWS FAF CA EE R MLIER AWS FAF CA API R {EPutPolicyShii &
put-policy FHE T FHREHN KM MNE CA. AWS CLIZERBEIS E H ALK ih L Y3 CA 3T AR M
HEHE, EXEZEE , BSREETRENEE AT ACM Private CAo

BKFAREER ACM REBRFREKAE (SLR) , UEERNEHE PCA KB#HITRRE. ACM EM
RE—MEFR BB SLR,

ACM AIRERR T , EXERELENIKSPREFE SLR. MRFFER iam:GetRole NRE
WIRTFEKFR ACM SLR , M8 SLR EFRaBREHRET. MRBRTBARE , ALY HE
MK EERTREEERT iam:GetRole 78 ACM WX IR , SEFEMK S 5 ACM & KEE
AwSCertificateManagerFullAccess kB,

BREZER  FHANRSHEXACHT ACM,

/A Important

88 ACM IEBSMEXIFH AWS RS EFKREK , RAEFREAILEIT. HX ACM XFHHHIR
HER , F5H 5 ACM SRR RS
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AWS Certificate Manager

RAriEmE

£ EEFEFAEIULP AWS Certificate Manager
BRIMBIUS (2HE)

1.

B F AWS EERHIA HEhttps://console.aws.amazon.com/acm/ZR 3T FF ACM 2# &

EFRERIUES,
2. 1E Request certificate ( ERIE$ ) WAL , %#F Request a private certificate ( iFRFAFIES )
M Next ( F—25 ) BAgkEL,
3. HFIEPMANEFABEESRD , ERUEPMANEFEE  REEF—NTHANIEIES CAs, W
R CABRMNS—IMNKFHEZR , I ARN NEIEZEFENER.
WA EREX CARNIFAFEE |, UHBERIEER T EHH CA :
- iEE
* Type
« 22FH%& (CN)
. B4 ()
- 4H4RERIT (OU)
- Ex/#XEF (C)
- MHAE
. FIEME
4. £ Domain names ( % ) #% , BALHNEE, BALEATEREE A (FQDN) ( fim
www.example.com ) , HERFERTNKIEE ( Fl20 example.com ) ., FE A ATE R ZEMN
NEFEAES (*) ENBREARRFE—SHFNZSNESEMN. flE, *.example.com AL
R4 corp.example.com F1 images.example.com., BEERFZHHFERTE ACM IEFHH
Subject ( £ ) FEH Subject Alternative Name ( TBERBH ) B,
® Note
BERBEMFIERN , £S5 (*) DU TEHENREMNVE , MERERF —NFEEKB,
flan |, *.example.com A LL{R#H login.example.com #1 test.example.com ,
{EF B8R test.login.example.com, FiEEE , *.example.com {X{RI
example.com By 715 , MARFPRF RIS (example.com), ERRIF =& , FS
F T —NER
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=;HE , 1% Add another name to this certificate ( BILIEBRME —NEFH ) , REEX

FEPRBAEZR, XN TRNEQIEFREHTIRE ( $l0 example.com ) RHE Fi5 ( Hil40
* example.com) IEEE R,

5. ERAEERs P  BE—MEX,

BEXBYEERELNER , BSRHBN AWS BEXE (W{TT{EFEH ECDSA EH)
AWS Certificate Manager

6. 7 Tags (/¥ ) & , BALLERNIEBRINFE. RERBEXN , AERIIFEALR AWS &
BRI THE. Bx ACM MES R RURE X MAEQBIEB OB RNFENREA | ES
¥ Tag AWS Certificate Manager &R

7. 1 Certificate renewal permissions ( IEBLEITINR ) o , WIAEXRIEPLITNRVBEA, XL&
WRAFBEHEITFERAFTE CAZEBNAE PKIIESR, BEXEZEER , BSRNERSEXACH
+ ACM,

8. RMUFMBELFERFER , EHF Request (1ER ) . BHANREERIE , BUUEHFEENILE
Fo

(® Note

BREEXIRFFHAN , EEERNIERAERFRMEATR, BAURTANNRE=
AFRERIATF, EETTAER A EAR DR 2 TEE,

BERFEFIUES (CLI)

£ H request-certificate a8 57 ACM FRiFERFABIUEP,

(@ Note

SHZERE CA LEMNFE PKIEBET AWS FAF CA |, EENZEEERS| (RSA
ECDSA ) 445 CA ZHAMNE AR EE,

aws acm request-certificate \

--domain-name www.example.com \

--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
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certificate-authority/CA_ID

S HEHFABIEBA Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

ERZBERT , ACM 2ELBEXREALE CA A FRFZREKAE (SLR) MMBENIKS. SLR
AW BFEITEMENLRZEILES, ERE SLR BEFE , IEAUTHTER IAM

aws iam get-role --role-name AWSServiceRoleForCertificateManager

MRFE SR, s T H RN TR

"Role": {
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQ0Q0Q0BBBBBBB",
"Arn":"arn:aws:iam::{account_no}:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager",

"CreateDate":"2020-08-01T23:10:412",
"AssumeRolePolicyDocument": {

"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
I
"Action":"sts:AssumeRole"
}

I
"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,
"RoleLastUsed":{
"LastUsedDate":"2020-08-01T23:11:04Z",
"Region":"ap-southeast-1"
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}

WRRD SLR , LR BSKEHERA T ACM,

& AWS Certificate Manager FAFiE$

RS HBEMARRIES , AWS FAFE CA LMEERE PKI RREHNEM S ER. SHOXAHSEIE
B, IERENNZENLERH, KXHLTLLFHE. BRNESEE AWS 58 CA , i55H_(AWS
ABIUEBREIE AEERE) o

® Note
MREBSHET ACM AN LHKIES , FSF ACM A1 F HAY A HKIE .

- SHIABIED (BHE)
- SHFAFIUEF (CLI)

SHABILES (2F5)

1. B AWS BB & A HEhttps://console.aws.amazon.com/acm/ZK BT FF ACM 2H| &,
1£$# Certificate Manager,

ERES IR EERE,

®ESH,

BMAFABANNEZANED,

o bk~ w0 DN

(® Note
BIBRRWGEIER , BUERAR# $ H % ZIBEM ASCI FFF,

6. & Generate PEM Encoding,
7. ZBAILUFAES, iEBENMBEZASHIRNFS , HERFMERF Export to a file o
8. EETM.
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S HFFIES (CLI)

£ H export-certificate n S S HABIEBMIAE R, STHTN , BUTIEEEB. N TREEZ:
M, BEAXHRESEEBEBEHEXMSY  ARBIRMHRIZMFBEIE., XETUBIER
BE#EGDSALIERES |, HIHIEEEEAZD HiAERHF,

® Note
LBEUEBHXATEUTRLEFER, BANNTRAREEZGXH

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

BUR RBIS a8 HREE jq AERA PEM 3.

[Windows/Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

X &% base64 wIBHY PEM BRIEH , & BEEFHENMMNENFAERA , W TEBEZE RGP R.

MIIDTDCCAjSgAwIBAgIRANWUFpqAl6g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAQGCSqGSIb3DQEBAQUA

8UNFQVNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01bDLgjU4HgtmV4IJDtqM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYJIKoZIhvcNAQELBQAw
EzERMA8SGALUECgwIdHIvbGIsb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr@8Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9371/Bs8ERqqga/
61fM6iw2JHtkW+q4WexvQSogRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4UL
tWZyqJ2rj2RL+h7CE71XIAM//0HGCDDPaQBFD2DTisB/+ppGeDuB
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MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiG9w@BBQwwGgQUMrZb7kZ318nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWIjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhG@sHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe31rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

ENMAEATREEXS , B > EECMME EENREH , ANTTERMTER.

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt
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FHER S A AWS Certificate Manager

BR T BBiE AWS Certificate Manager (ACM) 12ty SSL/TLS MER 5 |, BIER LA AEAIBIREN
AWSIEH, BUREEHTHEENRRIE : LENE=ZFIERMENNE (CA) FKEUES , EH
ACM M EZKIEBTEEHZ BN ARFREER,

&AL S ARVES A T[S ACM ERHIAWS RS, ES ARESES ACM REMIEBIITHES
XMEE , RE-NMEEHII : ACM T2 RS ANIEFRRBIEELT.

EEZITSANIES , BUUMNEBRAELKREFLES , REFIF/EEHSAZ ACM, LIREF
REBIEBHREBERE Amazon Resource name (ARN), B4 , B USGALFHWIEH, THUSAS
NEEHEEEWIER , BXIFEENS A,

/A Important

BEEMFTUERS ANITEENISHARA TIPSR AEITIER, S LAERA Amazon
CloudWatch Events & AREBEG RN ZXBH , NTEILRHES. BEXEZER | 1§
&7 AL S# EventBridge.

ACM FFIEIEPRRXEMER , BFEESANIES, EEFE—ELATFR AWS XiZH

MY Elastic Load Balancing f1&15#88 , BX4IFEBSAIZECTHPFFRAEN T INXE, EE
Amazon EfERIE#H CloudFront , BM4FFESAEZERD ( FFRLILI ) X, BEREZEER ,
B ZENXE .

AXMAFEBSAZ ACM HIES | BSHNTEE, NREENS THAE  B2H IHS
£

. S A ACM iEHH SRR M

. ERABANSAKR

. EHSALED
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S A ACM iEH R ERZ M4

BERBEZLR SSUTLS EBFA ACM , XAEREHIELREMA. BES AHIFAWS IEFHFMEAH
(CA) ERMIEH , BEMXNIFBIEBHNAEZRANLEEN . ENLPHXIBEELETEPERNAE
ES L

NTARESANILES , BTIEEMBEEEZNMBHA KRN, ACM XFUTEZE (FESHH API B )

- RSA 1024 i (RSA_1024)

- RSA 2048 f (RSA_2048)

- RSA 3072 fZ (RSA_3072)

- RSA 4096 {2 (RSA_4096)

- ECDSA 256 i (EC_prime256v1)
« ECDSA 384 {i (EC_secp384rl)
- ECDSA 521 fi (EC_secp521r1)

SEEBUTHFAER :

« ACM £ IRFRATFREXENEELNZRA X NERRREXEK, a1, CloudFront (XZ# 1024
fiI RSA, 2048 {1 RSA, 3072 fZ RSA, 4096 {i RSA # Elliptic Prime Curve 256 V%348 , M
Application Load Balancer X% ACM RMEMNFIEE . BXFHEER , BZHEEANRSIHX
B,

o IEPBAHR SSL/TLS X.509 IRA 3P, EX4MBTELEFH. MHHTLREEA (FQDN) =& IP
it AR BER KM ENER.

 IEBALHEHENAERABESR , A UHMAK CANMEERALE., EXNRMIAEESR , %
IEZATBEE 5KB (5,120 ¥ ) , HESMAMER,

- MRIMFPHCAZLHE , HETEBRRMUEPE , N ZEXTEXA PEM &,

c EPESANSARERN. BEUEPHNERTRZAHERZE , TESFAULEF. NotBefore iE
PEREEERPNTFHRER , NotAfter ZRREESERPNERBEH,

- FENFAIEBME (IR, REBANIERE ) 9XA PEM HiB, £1& DER mENM LS
HiR, BXEZERURTRY , BEZHA EBANEHANSAE,

o ST (EFHSA ) BN, TEMBRET S ANIERFREFEENKeyUsagesiExtendedKeyUsaged™
BH.

LR BISMERER -
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- BEZBIHEH ExtendedKeyUsage #Lt , B UEFH S ARDEF IR S M RIUEIES, XA LGE
NMATLMZ{L , BREBARNEETBRTFS Chrome IREFERME ClientAuth EKU SR EP,

o BATLAM ECDSA i #ffl BrkeyEnciphermentZ4A A%, XBFE RFC5480 £ 3 1 , HHFF
‘B¥E keyEncipherment ECDSA Z4AH R Z4A A %,

/A Important
MREFEFZF RS DWIETIEE , MAMETREEMBIE , BN ACM FXEFEIRE KA
SARIES,

« AWS CloudFormation *X#fiE+HS A ACM,

UEBMEZHNFABN

ACM BEREB MG NIEH, iIEPHENLERH (W0E ) , HLUPEM BXXNESNMAG#HTHRBE. PEM
X%k Privacy Enhanced Mail, PEM RXEEATRRILEH, EHER, EHENZEH. PEM 18X
HHHRBETREZRE pem, EXHIERFIER,

@ Note
AWS N REA TRE PEM XA SHEMIEPRRXNEZAREF. AT ROMKE T8RA XA wmiEsR
HITERRE, MREFENTEERNES ( HlANERRXARNFRINER ) |, B AT
RARFMFFRIE (40 OpenSSL ) .

THHNREINETESANXEER, IREENXHHEEREHXEANT , BEAXREERFEA]
TR (SR ). EE  IREIRBERE PEM XHEPNEAZR , REMESTHRE
A —ADRSANER , MIED, IEHEIRBBRALR.

Example 1. PEM 42 #iE
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Example 2. PEM 4w %3 Y 5 4%

—MEFEITE —NRZMEH. BAUERAXARESR. Windows B copy @R E Linux B cat i
SRR R X EERED, EPXTRINFEE  FE8MNEBHERZALG —MER. NESARE
R, BREEFRIR. UATREASE=Z/MIES , BEENIEIRETREEEESRELNIES,

/A Important
AEMEFHEHFEPEF.

Example 3. PEM 43 75 B4R

X.509 fRA 3 IERBEANERAEE, EOE X509 ik BHIUEHERN , FERECNELT-LNEEHHA
X3 B HAE AN EEMBRU KD, XPREARETLEPRFRP, BLARERERKNLEEH.
ESALEBHNEELREZER. THHBAMNE. TENRANE - RSARBEEH.

THHNREINE - PEM mIBNHEEHELEZH. BESURBANAR , TRTE2ESHR. W
REBBZHIR , ACM £ES AT EF LA L2 A 5 A IR
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E, -~ N
S AU :FJ

BATLAER, = ACM API FAZRIRBIIER ( BE=ZHFEERSEAFIRMENIIS ) A ACM,
AWS EEEEIA AWS CLILTEEB &R R T A AWS EEE4A M AWS CLI, MIEMm K E
AREGEPHEFAERERNEE 2R, AWS

/A Important
BERNZEREELIUAE A ACM IEPH FREH

FB
« SA (BFHE)
- 5 A (AWS CLI)

SA (ZHA)
ARG MAE R AWS EEZH 4 S AES.

1. 7FEhttps://console.aws.amazon.com/acm/ZRHITF ACM #Z#Hl&., MREREHXFER ACM , FE
¥ AWS Certificate Manager 178 , FiEBEH T HH Get started ( FFFRFERA ) &,

2. ®EFESAUEB,

3. BITUTHRE

a. XITF Certificate body , #iWEES AK PEM wEBiEH, BRI ----- BEGIN
CERTIFICATE----- FFLHEL ----- END CERTIFICATE----- ==

b. XtT Certificate private key ( IEFFERHR ) , HGIEHH PEM HFIBH R NBHLEEH,
BRI ----- BEGIN PRIVATE KEY----- FrLHBL ----- END PRIVATE KEY----- gk
=38

c. (™) ¥ F Certificate chain GEH4E) , ¥ PEM 42 HYE P 4%,

4. (Wit ) BEESANIEBRIRE |, FRAERE, RERN AWS RFRSENRIE. BMrEHS
EEXH—ME M—ANWIEE, SR LUERARSREEFTRHBERERN AWS RS,

5. &EES A,
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S A (AWS CLI)

LA 7R 4505 BA 2N B AWS Command Line Interface (AWS CLI) S AEH, REBERTZIN :

- PEM mIBHIEPRFMHER N Certificate. pem B,
« PEM REHIEPEFMER N CertificateChain. pem BIXHH,
« PEM RIEARINBIEBHEFEHERN PrivateKey . pem B XHH,

EfFANT R, BRXGBERNECECHNHE  AE—NERTHPRAMENSG T, NERTH
&, UATREIEE THRITHNSZ RN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MR import-certificate A HAIITER , MIFRE S AKIEHH Amazon Resource Name
(ARN)o

BRTSAUS

MRESATIUERFFEHEEM AWS BRSKE , WA REERRR o EHRSAZLES , BRRER
IRIEFH AWS RS KB, BXE ACM £KH AWS IRSHNEZEER , B3R5 ACM £ RS

EHMSAUERR , ERAUT&RSE

o SERBURNINSMBREE
« BRREMRRIEBPHIAEES,

- MRFEBSAWNLEFRFFHE Key Usage ( BHRE ) ¥R , BRI RE , BT 8EM R
By RE.

Bl - BETLAM ECDSA iEH # il BkkeyEncipherment B AL, XAFSG RFC 5480 3% , &
FAREFE keyEncipherment ECDSA Z4AM R PR %,

- MRFEHS AWIERFIETE Extended Key Usage (T RBZHAZL ) TR , B LURNFNYT BE ,
BREEMBRNENT EBE,

BIS WA LBREFP ISR BERPAE. XUEMTLHNEY , BHERMAVERE RS
& Chrome RBREFERM G ClientAuth EKU 2 & IE$H,
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/A Important
NREFEZEF RS HRIETIEE , MAMBTREEMEIE , B ACM RAXEFEREI L
S ANIUES,

« BIARBEMANTERER,
o BRREEMS AULHETNATRITE,

FB;
- ESA (BHAE)
. EFSA (AWS CLI)

BEHSA (ZHE)
AT RBIE A MR AWS BRI A EH S AES.

1. #Ehttps://console.aws.amazon.com/acm/ZR 3T FF ACM #2H| &,

2. EBRIBAEEHRS ANIESH,

3. FTFEBIIFEME BB H %R Reimport certificate %24, MRBEE Bk FIEP B EZLHIEFR
RS |, iB1E$F Actions £ L Reimport certificate,

4. XtTF Certificate body , 5 PEM 4m#5H x4 SKAKIEF
Xt F Certificate private key , #ilE SUEHAEHEAXIKN PEM HRIEBHARINBIEZEA,

(ATi%) X F Certificate chain (EF %) , 6 PEM $RIBHIEHEE, I BB EREFELTIES
WA — AN ZMEBURIBIER. MRESANERREITIEN , WFFEIEHEE,
7. EFEFXRENIIPHNER. MEREEHIR , HiEE Reimport,

S A (AWS CLI)

LA 7R 45135 BA g4l £ - AWS Command Line Interface (AWS CLI) B S AIEH. ROIBEUATE
I :

« PEM mEBHIEPRFMEER N Certificate. pem B,
« PEM REBHIEPEFMEER RN CertificateChain. pem XX HH,
( IXPRFABIUES ) PEM wmIBHIRMEFAE HEAFMHER N PrivateKey. pem B X HH,
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- BEBEEHS ANIEFR ARN,

RAriEmE

EEAUTRA , ERXHER ARN BN EACHXHETN ARN |, HE—NELTHREAMEMNS
To NEETHER , AT REAEE THRITHNS RN,

® Note
EEHSAUSH , BYLTIEEIEH ARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

R import-certificate HAIITEMR , NRHREUEHBH Amazon Resource Name (ARN),
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P EE

BA LA ACM #2483 AWS CLI REEIK P HIEH.

- BRIEFERMA ACM EEMIEFH. LA EASRERFAXNERBTHENIEF.
- EEUFREAEE EFEMIBHEFAGE.
o HBRIES RFEMIEEIK S P BER. B BRAVIE P AT sE S FE M BR /= A9 2 Bt i) A EHERFE B R AP

BEAHEEMILPH AWS Certificate Manager

£ ACM Z2H A AWS CLI , B UEZBHK - PIERIUEH, Z%SearchCertificatesiRERH T EH R
TEIEINRE, ALl ARN, X.509 BHUAR ACM B EBM ( MNEPIRES. EHMEITEE ) kil
F, LA LUFE %S AND, OR f1 NOT BHBzEHFLEEFER.

(® Note
XTEARZIK , ZListCertificatesREMAFHE , BIFEETEIR , fIMBARE, BRHAFEH
BRMEBHRES.
ipvitadsll

&R BABE A LA T SR B TR AL IE S

« ifF ARN-RIEBHY Amazon RIEE FRdt1T0F %,

- X509 BM-REB AR, TRFAEWN. T EERAAZ. BRZE. BHEZ. Fil5. FHH
HiSE @ (NotAfter) S B M HEAFT 44 A HASE B () #1T%1%, NotBefore A HASE E ik es DIEFT 22 B HAFN &
REH, fln, EERBFEFNABILED , BELHEF DNS RS OR EEF—EFEMA,

« ACM T#IE-BIRE, RE, AP, ESH, SFHET, EEE, RIEGE, SIPRSIET RS
BEAT I

FRIENIEET I CONTAINS F EQUALS LEREERF. & LAER AND, OR 1 NOT Bz &R
HE B HIESS

BEF

BA LR T ZERNERMITHERF -
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 CREATED_AT
 NOT_AFTER

¢ STATUS
 RENEWAL_STATUS

« EXPORTED

« IN_USE

« NOT_BEFORE

* KEY_ALGORITHM
 TYPE

« CERTIFICATE_ARN

« COMMON_NAME

* REVOKED_AT
 RENEWAL_ELIGIBILITY
e ISSUED_AT

* MANAGED_BY

* EXPORT_OPTION
 VALIDATION_METHOD
« IMPORTED_AT

BERR IR 7 ] AR ASCENDINGZDESCENDING,
/\31‘

LREDTM ., ZMaxResultsSEEIARN 100 , EZHHFAEN 500, FEANextTokenSHRKREH
I ENE R,

15 A 2 5 & 12 RIGHYIE

1. 3TF ACM ##l& , Wit R, https://console.aws.amazon.com/acm/

2. FABMKEEERNFELED, SAURAAR. RS, RB, BRELEEMEHRHITHE. FF
%885 AND = OR EEFE SRS/ NERTBE,

3. BEFIUERIKRPNES. BAUUFEATBHNRZRIER. SMEBE—1T. RABRITR2ERUT
&5 -
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« Domain Name ( 5% ) - i BT LBREZHSE (FQDN).

« Type (K& ) - iFHHER, TAEMNEEFE : Amazon issued ( Amazon B % ) | Private ( 28 ) |
Imported ( ES A )

o Status (IRFE ) - IEPIRE. AIBEM{EEIE : Pending validation ( EFFRIE ) | Issued ( EMEK ) |
Inactive ( 3E5E3 ) | Expired ( 2338 ) | Revoked ( B %4¥ ) | Failed ( M ) | Validation timed
out ( IIEHERT )

« FHEMERA? —ACMIiEPHRE SN Elastic Load Balancing Z3£# AWS [RE X XBER,
CloudFrontfE AT LA No = Yes.

- Renewal eligibility ( £&iT %4 ) — HiERIGEEIHE , ACM EEABZHEITIER, AIsEME
7 : Eligible ( B%#& ) | Ineligible ( ZBHEE ) o BXAEEKHAN , FSHE PHIEEIEBLEIT AWS
Certificate Manager,

ERAENERIRET , BFEFRERTF, ZANERNHLERNIERHE. EELTRABTHWIRIT

THURERHMEEFTR. UTHEFERAM :

+ Additional domain names ( Eftigi& ) - EBFITEN—IPRZNEE ( FBEZHER ) .

 Requested at ( iERAY[E ) - ACM EFRIEBHIAETE

* Issued at ( MARTE ) - MAIMEBHRE, HESMERTF Amazon MEAWIES , TERA TS AN
EF,

* Not before ( 78 F ) - EHERZBTHIATE

* Not after ( T8 T ) - BN BAIZFIEB LR,

 Revoked at ( REEETA ) - XN TFERHEWIED , X2IEREHHE,

« Name tag ( BFHRZ ) — BLIEP LB Name FHFRZWE ( MREEXHENRE ) .

* Renewal status ( RiTIRE ) - IEBERZITHRS. REEBEREITN , BFRI2ETRHE
BB, TTEEMNER : Pending automatic renewal ( $FE314£1T ) | Pending validation ( #331E ) |
Success ( XX ) | Failure ( M )

® Note
NIEPRSHERATREZTERNN T REEN. WRBTEE , MAEBEFERXE 72 /MetFE
B, HFESTIMNLFHRES MR FELIT IR,

Page size ( MEKX/D ) BEETIEE T 8N EFIETTH L REWIERHE,
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EXUHILEBFMAEENEZEE |, 85 &F AWS Certificate Manager i F1%15,

EFHEREMNIES AWS CLI

« ffM s earch-certificates I S & ACM BEEMIEH, AT REIFEIEIRAS N HIUEPBISSUED :

$ aws acm search-certificates \
--filter-statement '{"Filter": {"AcmCertificateMetadataFilter": {"Status":
"ISSUED"}3}3}' \

--max-results 10

BHRERLUTTXHNER

"Results": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"X509Attributes": {
"Issuer": {

"CommonName": "Example CA",
"Country": "US",
"Organization": "Example Corp"
},
"Subject": {
"CommonName" : "example.com"
b
"SubjectAlternativeNames": [
{
"DnsName": "example.com"
b
{
"DnsName": "www.example.com"
}
1)

"ExtendedKeyUsages": [
"TLS_WEB_SERVER_AUTHENTICATION",
"TLS_WEB_CLIENT_AUTHENTICATION"

1)

"KeyAlgorithm": "RSA_2048",

"KeyUsages": [

"DIGITAL_SIGNATURE",
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"KEY_ENCIPHERMENT"
1,
"SerialNumber": "serial_number",
"NotAfter": "2025-02-14T23:59:59+00:00",
"NotBefore": "2024-01-15T00:00:00+00:00"
.
"CertificateMetadata": {
"AcmCertificateMetadata": {
"CreatedAt": "2024-01-15T12:00:00+00:00",
"IssuedAt": "2024-01-15T12:05:00+00:00",
"Exported": false,
"InUse": true,
"RenewalEligibility": "ELIGIBLE",
"Status": "ISSUED",
"Type": "AMAZON_ISSUED",
"ValidationMethod": "DNS"

}
1,

"NextToken": "nextToken"

& & AWS Certificate Manager iE #1185

BRI LAEA ACM #2HIB 5 AWS CLI B SR IEF I 1% M T 8iE,
EEFEFEFLEBEFAER

1. 3TFF ACM #Z#| & https://console.aws.amazon.com/acm/SAE RIGHEH, EBOLAERAE EANR
533 %8 25 TUIEH5

2. EETFHMIEBNFATHE , HRFUEPS ID, EPRITARE , ARERUTER .

o EPRE
« Identifier ( #RIRFF ) — IEBHY 32 F +AH HIME— PR IRAF
« ARN-arn:aws:acm:Region:444455556666:certificate/certificate_ID &=
# Amazon Resource Name (ARN)
- Type (EH ) - #rR ACM IE P EEZES|, TJEERESR : Amazon Issued ( Amazon Bl
& ) |Private ( #4%F ) [Imported ( S A ) o BEXEZEE , S H AWS Certificate Manager
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NHAEP, EHPBEFAEIEPH AWS Certificate Manager 5 FHEH S A AWS Certificate
Manager,

. Status (IRF ) — IEBIRD. ATBEHEREFE : Pending validation ( FFRIE ) | Issued ( B
A& ) | Inactive ( 3E5ESN ) | Expired ( B33 8 ) | Revoked ( 2 M4 ) | Failed ( KM ) |
Validation timed out ( 3iEFERT )

« Detailed status ( H4IRA ) - MAHS AUEBHY B A6 8]
. 35
« Domain ( i ) - iE PR E£REFE (FQDN),

« Status ( RA ) - BRIDRES. AIBEMESHE : Pending validation ( ZF#FRIE ) |
Revoked ( E/m4H ) | Failed ( &% ) | Validation timed out ( 3 iE#8AT ) | Success ( B )

- HHAEER
« FEMEA? - IEBREEAWS EaRFXER , AIRENER : Yes (=2 )INo (&)
- Domain name ( B%& ) - iIEPWZT2REZE (FQDN),
« Managed by ( B ¥ ) - FrREA ACM EIFIEHH AWS RS,
« Number of additional names ( EttZHHKE ) - I PN EHBERWEFHE I
» Serial number ( F5I5 ) - iEBM 16 FH T+ EFHFYS
« Public key info ( ABZHER ) - ENBHNWINBRE L
« Signature algorithm ( £ &% ) - BTN IR #HITEBNMBEE,
* Can be used with ( AIBLAT ) - XBFEEXLESHMIEFHI ACM ERIRS FI&
- Requested at ( E3RAYE ) — M A FERK B HF 8 [8E]
* Issued at ( HREIE ) — AR BHEAMESE (WREA )
« Imported at ( S ARA ) - S AR BHAME ( MREA )
« Not before ( A8 F ) — iE BB REW T 158 6]
« Not after ( T¥F ) - UWEP#Y 2/ HA B HA R AT (8],

- Renewal eligibility ( £Z2iT%#& ) — AIBER{E R : Eligible ( B%#% ) | Ineligible ( ZRBEH ) -
BXREEAN |, FSHE PWFEEIERLIT AWS Certificate Manager.

- Renewal status ( ZiTIRA ) - IERBEREITHRS. REEERETR , kFBEFT2ERH
BEHE, AAEM{ER : Pending automatic renewal ( B 314E1T ) | Pending validation ( 3
iE ) | Success ( BN ) | Failure ( X )
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® Note

NIEFRSNERAERFER PR FREN. MRBIFRZ , MIEPHFERSKE 72 )
BN, ARSAMNKTFREEMRFEITIE,

- CA-%¥% CAW ARN
- IR
.- B2
- B
- Validation state ( BUEIRAS ) - MRER , TEEMENR -
« Pending ( Ei2 ) - BERRBIE , BEKRZEK.
« Validation timed out ( BiE#EAT ) - BFRNVWIESEAT , BEERALEEZIER,
« None (%) - iEBATHE PKIRBEZE , FHEERIL,

EEFILEBHFMER , HEA AWS CLI

EASH d escribe- certi AWS CLI fice RIEBIEFMER , MATHEAR :

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_ID

WEIRERLTTXHEES :

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
},
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
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"KeyAlgorithm": "RSA-2048",

"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"

1,

"SignatureAlgorithm": "SHA256WITHRSA",

"CreatedAt": 1450212224.0,

"IssuedAt": 1450212292.0,

"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
},
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"oID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
},
{
"OID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

1,
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
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"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,
"ValidationDomain": "www.example.com",
"DomainName": "www.example.com"
}
1,
"Subject": "CN=example.com"

Tl B L E B HYIE P AWS Certificate Manager

BT LAER ACM 2 B3 AWS CLI BIBRIEP, WRFIEERZL —BM. IEHERRE TGN
B W SR AP

/A Important
- BIEMBREEBEM AWS IREEAK ACM iE+. EMBREEFANIESR , BLHER
BRIEBRER. XRMEMAMBERXRZHIZS A CLI TR,

-« MIERAFBIEBMRAN (CA) MAKIEBX CARERME, LFREN CAXNER , B
MiBRiZ CA k. BXREZEE , HSH (AWS FIEBMEAHE AFERE) PRIMIERFA
BiEH,

58 A 422 11 & R BRAE 5

1. #JFF ACM #2H|& , MukR, https://console.aws.amazon.com/acm/
2. TEIERIIKAF , &R ACMIEBN N EEE , RiF1EF Delete ( BIER ) o

(® Note

BEFENFIRFFHNER  BEERNIEBAEAIKVETR, EAURKRTAENNERE=
AERERF, EERLERA EARYTTERN LS ITNES.

EMIERUES |, EFER AWS CLI
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£ H delete-certificate A SHIERIES , MU THTAT :

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID
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RV IEEIEBEEIT AWS Certificate Manager

ACM RETL D% SSL/TLS MAKIERREEESRT, XBEWE ACM FEHEITEMNIES ( MRERE
Fi DNS ¥if ) , REEBET M EEREEFREEN. X TAEMALE ACMIEH |, HiRAXL
ARSS o

B EHET , BEERUTILR

MBESHM AWS RS ( #I40 Elastic Load Balancing 8¢ ) #85<Bkx , N #&F& &#& CloudFront,
MREREMAS LREITESEHN , WFEERML.

mRE 2B I EA ACM RequestCertificate API MARESH , RE RS HM AWS RS XEKHNFE
i, WEFEEHE

NMREREIEERFAMRAESE  NREREHM AWS RFXBEMIETIES , WHFEZFMH.
MBEECEEIEA AWS FAHF CA IssueCertificateAP| AKX IFAFIEH , MAFEEHK,
WMRRSANILES , WFRFEERHE

MRS , WFRFEEHE.

eS| GG RT EERRLEE AR Punycode ER :

1. Ll“<character><character>--"#& 3\, FF L 1V 17 & S M5 “xn--"— B,
2. Blxn-"FF kM E B th XM BB RN EERLIE S,

Punycode R4l

A . P #HwE AT X

M1 XM

2

example.com & FE v F & LL“<character><character>--"FF sk

A A
a--exampl FE FE v F & LL“<character><character>--"FF k
e.com A A
abc--exam FE TiE v & LL“<character><character>--"Ff sk
ple.com A A
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A R B AT BE

ZH1 FH

2

XN--Xyz.com X = v ERWEPFRMLE A ( FBHT R E.com )
Xn--examp = B X FREMNERLIEE
le.com
ab--examp B B X RATTUEL“xn--"FF 3k
le.com

% ACM £ITIERAT , IEBH Amazon Resource Name (ARN) RIFFZE, Ik , ACM iEH 2 Xigt
iR MRBEZAN AWS KIFHER —MNEBWIED , MEMEPE LR BIMET,

FH

« £1i] ACM N FEiEPH

« FABUEPBLEITF AWS Certificate Manager

« REUPBHEITTIRES

Z1i] ACM N BIEH

EMESEENNFEEIEBES , AWS Certificate Manager EEZIABECRERAEE. XTUE
& DNS Wi BB FERAFIRIER F XN 1T. HIEPFELITN , ACM 2R ANEENMERE K ER
EFRIEEBNAIEN. UTETHE TEITIEESHER T IENS,

ES]

« Z1T181d DNS KiERYE

o ST A B FERFIRUERY I
« ZTEE HTTP X UFAYIE

£1T83d DNS KiEHy iR
% FBAMESA DNS BIEMK K ACM iEH , REKITRE2 BIHLH.
HEIIR 45 KX , ACM 2R B L TFRITHE :
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® Note
ZEZERNERER 395 RWIEBFERHF 60 REH , £ITEMH N 198 X, BHRENR
198 REVIE 5 RFE I HART 45 REH,

« AL B A1 IE T AWS RS @M.

« ACM I FrE &% DNS CNAME 123k ( BMNE—EBRABH— ) BEEATUBL A H
DNS 1A

MRBRXERHE , ACM FiANERZ EBELRIEHZITIES,

WER ACM ELITHE LA B RIEEE |, M4&&kix AWS Health EventBridge E4H Amazon B4,
XEEHESHH 30 K, 15K, 7K, 3XM1 XKE, BXREZELR , HSH L Z#X ACM K
EventBridge X,

2217 {6 A BB F BRI UE Y33

ACM IEBHBRHN 198 RXo KRITIEBFEREMBERITRIE. ACM SEIEBEAE 45 XFFtEMEE
ZIMRERAY BB FER AR b R IR ZRITB A, ZBASEE —MEE , HEE TS HIZERRTE&IT.
WIEFFB % HAVEE , ACM 292 EAHME ARN BILITIEH,

WER ACM EL&ITHE LA B RIEEE |, N4&&kix AWS Health EventBridge E4H Amazon B4,
XEEHESHH 30 K, 15K, 7K, 3XM1 XKE, BXREZER , HSH L Z#X ACM K
EventBridge X,

BXREIUFBFHHNEZER |, S RAWS Certificate Manager B FHB£F5IE,

ETHUNMANEESRNBRERIELFIE , FSF B3 HIE AWS Certificate Manager B FHB#F,

B 3T R 02 6 E BB, T B 44

ERBFIEBNEEHEERFHERIES (S RAWS Certificate Manager B FHB4FIGIE ) |, ERATBL
£/ AWS Certificate Manager API &3k ACM B %X —HATEITIEPNIGBZRIEE Fo 4. B
A TER FHATI R

« BEAER ACM LB E AN 2 8B FERH4RIE.
« BRNEPNEITTRENEEFRIE. AXBELEPNEITTRENEE , BERRBIERHNEITRS,
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o BRIRBIHFEERE ACM FIEPBLIT RIEM R IR0 UE B F R4

ENRITEFIGAXEEESEERBERPENEBENETEMNE , (JUER ACM API &
M ResendValidationEmaili&fE AWS CLI, = AWS SDKs, ACM &8 F o4 & X FIEEN WL,
BT LUE T 1 X8 X8 AWS CLI AWS CloudShell & S5 BB EE A,

B3R ACM EF R B FHp4 (12%H& )

1.  EZRH I Frhttps://console.aws.amazon.com/acm/E AWS Certificate Managerilo
2. ERFERIEMIEBHUESP ID.

3. i%# Resend validation email ( E & IXRIEE FHBH ) -

B3R ACM EfRIEFHKIE B FHR 4 (ACM API)

£ ACM API A fEFiZResendValidationEmaili{E, EXfER T , FBIEHHN ARN, EEFFHRIE
BB A RSB E 1 H 2 UT IO UE BB F R A I8, BA TR RBIE BR 0{a A AWS CLIBAITIZIRE. IERFI
SERITRAUE TR,

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

LTES HTTP KiERYIE
ACM HE&¥)&S CloudFront HTTP BRiEM A ML BIRH BT E LT,
EZHIET 45 X , ACM AR BEUTLEITIRE :

(® Note

ZAERNBRHN 395 REVIEBHERHR 60 REH , LT BN 198 Ko BN
198 RHVIEFHFHEZIH BT 45 RE&EH.

- ZIEP ERIEHMER CloudFront.
- IEXEN HTTP RiFEFZEAHRIAZERHANS.
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MRBRXERHE , ACM FIANEEZ EBELRIEHZITIES,

MR ACM ELITHRITTE B RIEEE , M&X&KiE AWS Health EventBridge =4 Amazon E4#,
XLEEAHERHE 30 K, 15K, 7K, 3XM1REE. BEXEZEL , HSR LI#HX ACM #
EventBridge X,

RNEBRBINEL] |, FHR RedirectFrom NENWABREIEBHFENEHH RedirectTo NENRNEM
Ui

FABIEPBEEITF AWS Certificate Manager

HXBNFE CAZLEM ACM IiE$H AWS FoH CA ERBHITIEELIT,. EAFZEME ACMIERT
B, A8 PKI Wi BAFEERIT, YEBRAEEFF REAEHXPREHEBNMNIE CAILESRN , MR

MAEE

@ Note

REMEH ACM #24|A 5 ACM API 8 RequestCertificate IRERBRIEP T HFATLELITR
#., AWS FAH CA EF AWS FA%E CA API WissueCertificate iR VEE M XKL BT H ACM
EE,

HEENIERER 60 KT HET , ACM £BHZRE], XBEFHISEHMELENIES (Hlw, £
wEIEDOH ), B A LABER A ACM API B9 RenewCertificate 12 4ERHI4E1T ., BXBEILITH
Java SRURHGI | BESHE EiTiER,

SilE , EHHEIRSHAXNBMOT LR

« WMRIEFHES ACM ERIRS KRB , MFEHFERIBIES , MERFTINN T RIE,

o MRERBTE ACM EFREFZX)EK , IEEEFBRETESHALTREEITNIESR, BAUFHHITEX
LeiR/E | B LAFE Amazon FAWS Health#5 B T 1Ti1X L8R 4E EventBridge , AWS Lambdafl Ry
To BXRXEZEER , BSH Bx) S HELITWIESR,

Bz S HE&ITRIES

UTEREHT —NMREIBRER , BTHE ACM £iTHE PKIIEBR B3 S HXEIEH, HREMRM
ACM G HIEBREMEER ; ShE , EBM4RALREHBIFRZE L.
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EREFE B3 S HIEH

1. 1ZB ( AWS Lambda FAERE) PHLTRER , ¢IBFNEE—NMIHA ACM §H API 8 Lambda &
o
a. Bl —1 Lambda E#.

b. NEMNEHBLIZE - Lambda HITAEHFMUATEERE. ZRBEATEHHPHRBEET
A ACM API BYExportCertificatei® R RLEITHIE B FFAEH

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate"”,
"Resource':"*"
}
]
}

£ Amazon FIZE#H NI EventBridge , A TSI ACM BTHRREH , HERNE Lambda BEAT
BWHZEH. ACM BXRZREZEITUERNBLEA AWS Health E#f, BXRXLEBHNEZEFE ,
%S # £/ Personal Health Dashboard (PHD) # &R 7S

BRI T EHFEXREEAN,

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":({
"service":[
"ACM"
1,
"eventTypeCategory":[
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"scheduledChange"

15
"eventTypeCode": [

"AWS_ACM_RENEWAL_STATE_CHANGE™"

]
.
"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
]
}

3. BREBNRRG LFHRRIEBRTREITIRE.

MXFE PKIEBRFEE XL

A LAER ACM API 5 AWS CLI F3hllik ACM ELITTEREMNEE., BEXFEM , B LA
INEHE B ES BT ACM B314E1T,

® Note
BABENRXE AWS FAF CATA M S HEIEH AT,

LIRFER TEFRE APHRES CLI S8, ACM £ RETiIEH, MRLITHIY , ACM 2EHE
Bt A APl P ERIEB THE, MRIEPEE ACM ERBFHEXE , NATHMBHIEP , H
£ Amazon Events AR £ 1T CloudWatch B, WIREITRMK , ACM iR B £ ix H B I FKEA K
B, (BRI describe-certificate W T EFWFES. ) MRIEBFREIEHNRSHEN , &
MAEEFEHSEHAFHFHZRERRL,

/A Important

EEM ACM 1T AWS FAF CAIEP , K%L E ACM BRSESEAHR TFHRATHBRENNER. BX
EZER , FEIFERELIT RS ELE ACM,

FHHMHIERLIT (AWS CLI)
1. {#H renew-certificate IEPLEITSHHABILEE,

aws acm renew-certificate \
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--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. ARG, A describe-certificate R HINEEFZIEPHEITHEFAMEE,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

FENHUEFH LT (ACM API)

KixRenewCertificatei®R , 3 EBLITWIEILEPH ARN, ARG A ZDescribeCertificatei/E
HWINEBHNEITHFMAESESEN.

REUEPHEZITRES

HEBZHEITUERE , ACM 2R FHE B FRM Renewal status ( £1TIRES ) EEFER. BAMU
£ AWS Certificate Manager #£#|&. ACM APl AWS CLI, = Health Dashboard k2 ACM iE$
WEITIRS ., MREFERIEH A AWS CLI, 5 ACM API, MILEITIRZAS AT LA 2 T E 5! H 89 194 7T sE R IR
ADEZ—, MREA Health Dashboard , th & E RELCHE,

EFAPEIT

ACM EEZRBIRIFEPARNEER. BXEZELR , BESHE L1 @T DNS RirfiE, TEH —
FHigE,
LERIE

ACM BRI B FH — N REMEE, BATIITHRBERILXEEE | BUTEKIT
., MREHIXERBERANRBEFERHFRIE , FEKR ACM KXW B FHb4 | HRIZB FHp4
PR EEEIMATRIE. MRZAIEAMNZE DNS Rif , ERELHR DNS BRFEH BIERBNEREA
Sl

B
ERHPWAEEAHEERIE , B ACM &i] TiEH, TH/# —FRE,
Rl
EPTHZE —PHSMEEREIE , Btk ACM RETUEH, BRI LI RMAVIES.

MRIFPHEEHAM AWS RS ( 60 Elastic Load Balancing 5 ) 5<Bk CloudFront , & ZIEH HZE X
FRETRFESH , MZIEPERIELEIT,
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® Note

NETTRSNERAEFTEHR IR geEN, WREBFE , WEITHERSKE 72 MEE
B, FEMSFAMNKTHREERIT IR, AXEBHERE , FSREEILEBIERAZ,

£

- RERES (258
. RERE (AP))

. BERE (CLI)

+ {# Personal Health Dashboard (PHD) % &IRZS

RERS (BFHE)

THNEENENAER ACM EHEKRE ACM IEBHEITIRE.

1.  EZRHITFrhttps://console.aws.amazon.com/acm/E AWS Certificate Managerilo
2. RIS, EFHEHMEE.

3. & Details #87 & Renewal status ( LiTIRE ) » WRZEFERE , %8 ACM RFF A LLiE
PHRELITIRE,

KREIRS (API)
B X} E R IR A DescribeCertificate R ER EIRASH Java Rl , S FEERIES,

KEIRZ (CLI)

THEHRANBWMMAEER AWS Command Line Interface (AWS CLI) 82 ACM iEBEITHIRES.

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

ERNF | EEZ RenewalStatus FERAWE, MRXEEE RenewalStatus FE , A ACM
RFBRIEPIEEEITIRE,
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£ ] Personal Health Dashboard (PHD) # &3S

FFLAHIUER , ACM &R EZIHE 45 REFHELITEN ACMIES , ¥ TREIES , ACM 2=t
E|Hi 51 60 X BLEITEH ACM B, MR ACM TEBHEITENIES , ELEIEREHE 45 X
(XPBRFAAN ). 30K, 15K, 7K, 3 XM 1 KWt ABRFERESLEEIPEITEHBEAN , SHEE
XH{T3, Health Dashboard Health Dashboard £ AWS Health RS —E 0. EFREEIRE , BMH
WP RESSORIENTAAFHBANUER, BXELSEER , 52 H AWS Health AF I8,

® Note

ACM FHEZLEITEHBAEA PHD HELHPNENSEH, EMBHABLBRZI—MNEA , E
BT RN A L,

E# A Health Dashboard , iFH T A T4 :

1. &% Health Dashboard at https://phd.aws.amazon.com/phd/home#/,
2. %&$E Eventloge

3. XTF Filter by tags or attributes , %% Service.

4. 1%3$% Certificate Manager.

5 &EERMA.

6. XITF Event category , #%#® Scheduled Change,

7. EERA.
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Tag AWS Certificate Manager &R

REREA [ ACM IEB D BENIRE, BMEEEE—NME M—ME. B LUERA AWS Certificate
Manager ##l%&. AWS Command Line Interface (AWS CLI) 2 ACM API k%11, &&=k ACM
EBIRE, BALUEERERE ACM 2H AP ETHRZ,

WO LA BB EERNERNBEUIRE, Hlan | &\ LAEA Environment = Prod =
Environment = Beta #rZEXRAZN ACM iE B RMIFZLUBEZN ACM IEBEESHIFE, LT
REEBANANEMEBENFSFRZH R

* Admin = Alice

* Purpose = Website

* Protocol = TLS

* Registrar = Route53

Hith AWS BRtEXIERIE. At , BAUFE L5 HRATRNRRAE RXLEFRLEHEX,
Flan | BT LUSARE (B30 Website = example.com) D Ei4A ACM iE+H, AHYESRURET
example.com M4 H 3R,

=3

« PREPRHF

. BERZ

R PR
HFEEAT ACM EHIRENERRS

- 51 ACM IE BB RIFEHZ 50,

- MEBHBRAKER 127 NFH

- REENRAKER 255 MNFH.

- REBNERXS KXNE,

« Hlaws: BEREM AWS FA ; BT ERM, KREIMRBAUITFLNIRLaws 1o L aws: TR
BRI AENRRORZERE,

« MREUNES MRS RFEREARMIFELR |, FIEBEMERS T R FEAN TR MR
#o FHSFIZRS I RIAY 4o
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« ACM IEBFRZERTA A TH Res ou AWS B2 E|A rce Groups MIRE fmEEES.

BX AWS IREBRHIN—REE , BSRNBRFRANELE, AWS

EERE

BT LAMER AWS B2 4EIA, 5 AWS Certificate Manager AP R0, 4REFMBRIFZL, AWS
Command Line Interface

EERE (BFHE)

AT MER AWS BEIESIA KRN, MBRREEFS, LOTUENTEFFE,
AL

fEFI ACM 1241 4383 B TR IR &,

EHERF RS (24A8)

1. BEF AWS BEZF|A HITHF AWS Certificate Manager 2 %14 , Wit A https:/
console.aws.amazon.com/acm/home,

R E N H R IAREAYIEH Z RISk
EFRERERS , ATRE Tags.
1%£4% Edit M Add Tag.
BAGZRENE,

EERF

o ok~ w N

i BRAR 2
£/ ACM 24 A B U TS RMBRIRE,
BRI (241A)

1. BF AWS EEEEA HITIF AWS Certificate Manager #£#14& , Mt https:/
console.aws.amazon.com/acm/home,

2. ERERFREARERIESZRIFXL.
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RAriEmE

3. EWAFRE®RT , @TRHE Tags.
4. HRHRE.

5. MEREMBRMTEZEMN X,

6. MERERE

IR

£/ ACM £ 8 BE U TEBEERZ,

BB (A )

1.

BF AWS EEEEIE HITH AWS Certificate Manager 2§ &
console.aws.amazon.com/acm/home,

2. ERBRRBENIEHLZNETL.

3. HERFAFEERT , BTIR3IE Tags.
4. EERREE

5. BREEXNWIRENBIRE,

6. EEFRF

5B RIRE

£ ACM 2| & P E A UL T I REE S FERRE,

1515 8RR (I24A)

1.

B AWS EIERE| A HITFF AWS Certificate Manager #2414
console.aws.amazon.com/acm/home,

BEEEEHE A LANKRER

&
Rk FIEEE R AFIKFRZE,

LR ERESFERIVIREF R EIRE,

BEIEIRE (CLI)

A
BS

FIATEBL T SEa{AEA AWS CLIAIN, B H A BRAR 2

, P39 https:/

, PIHE 9 https://

BFEIRZ (CLI)
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EIEFRZ (ACM API)

BSREUTEBELT S E Atk APLAIN, 5 H R BRIRE

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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5 ACM SERHY RS

AWS Certificate Manager X 5K B ZH AWS RS . BTFEEF/ERN ACM IEREHFAE AWS FAF CA
EPEELREZNMIE AWS SNARF L.

® Note
233 ACM E AT AR FEE#E R Nitro Enclave B9 Amazon EC2 2l L, BB SHAE
IE , BMEFEAET Amazon EC2 SK6| EER . BXREREEE Nitro Enclave B G EC2 5%
Bl LB Web IR ESMER , ESFHIE | £ Amazon Linux 2 EZ % LAMP W& RS
BRRHE  EATD® Linux AMI 25 LAMP M & IRS 25,

ACM IEBZUUT RS X5
Elastic Load Balancing

Elastic Load Balancing £ BN EZANARFRES BRI ZMEEE EC2 £4l, sz
TAREENES , HEREENKBAISTEENES , ERSTFAEENEFIIRE N L, Elastic
Load Balancing Bz BHBERALEBREUNNEARE. EXAHBOENESER , H5H
Elastic Load Balancing FA FF /.

BE , I TEISSL/TLS, load balancers require that SSL/TLSIEBRHLZEHNE , NLEERE
B #E5E/5 3% Amazon EC2 3£l b, ACM 5 Elastic Load Balancing SERAE g9 85 58
ACMiEH, BXEZER , S BEIE Application Load Balancer

AV 5% CloudFront

Amazon CloudFront 2 —BIM & RS , EBEINEKL G MERFEHNAR |, NiREFKLA
FoEABNBESNTATHEE, YRAAFBEREERNANERN CloudFront , iZ A F 4%
HEZERREMNLELE S, XETUBRIATEUARESERZANS. NRABZHIN T ZEEN
& , M|3ZB) CloudFront X1{f. MRARLHBFAEZLEGNE , MSFHENEECHENRLEADRK
BB Amazon S3 2= Web RS89 CloudFront %, BHXE %{E 8 CloudFront , i§5 %
{Amazon CloudFront F £ &$5r) o

EJ@EISSL/TLS, CloudFront requires that SSL/TLSIE B LZ AR |, 5L LT CloudFront
PERBEBIZEFHABTRL, ACM EEE£R , CloudFront MEE X 1THR LEE ACM iEH,
CloudFront BXEZEER , HSHIREL SSL/TLS iEH,
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A m
® Note
EF¥ ACM iEf5—EEH CloudFront , BAMEEERI ( BERLILE ) hXFAFERSH
AEF,

Amazon Elastic Kubernetes Service

Amazon Elastic Kubernetes Service  —I$EE Kubernetes RS , TELRZE. BIENEIBECH
Kubernetes 12 4| EEI AT R 1T Kubernetes AWS ., BEXxIG# EKSWEZER |, HSHLYE
#b E lastic Kubernetes IR A F 18/,

YRATLAE R ACM FI5&E A F Kubernetes B9 AWS #4288 (ACK) , E#REY Kubernetes TEA %
MEMSH TLS WP, XFPERFEEREEB R Amazon EKS B8 H EEM Kubernetes A A E
AP EIR ELLE TLS, AWS ACM £BFEITIEH , ACK BHIBRLFEAZITHIEREHEHN
Kubernetes 4. BXEZEE , B85 £H ACM iEBRF Kubernetes TEMEK,

Amazon Cognito

Amazon Cognito J1#&H Web MBI NARFRUES AR, ENNAFEE. AFRAUERAS
B AWS Ik EREZEEF , WA B E=HFF , fliiFacebook, L E#, BRTEHIER, BX
Amazon Cognito WEZEER , HZH (Amazon Cognito FF R AR IEF) o

L I&JF Cognito A Fthlit & 7 £ Amazon CloudFront {X¥28% , CloudFront ATLLi% & ACM iEH
KREFEENE, AXTERT , EEE , DERBRIEBSHIXEX , CloudFront 5= B E i
BRo

AWS Elastic Beanstalk

Elastic Beanstalk I A ERm N EMNEENARERF AWS , MAXEBLETXENAREFNE
i34, AWS Elastic Beanstalk f&{K T EE SR, BRFLFH R AREF | Elastic Beanstalk £
BN EBEAEXRREME., AHHYE. TENEZTRRZEENIEEBFMER, Elastic Beanstalk £
Elastic Load Balancing ARS5 62 71 &39%185. B Elastic Beanstalk WEZER , HZH AWS
Elastic Beanstalk FF & A R &R

EERRIUESPD |, B IE Elastic Beanstalk ### AP A EHNNARFEEMAFOESR. EXESZE
B , {52 & & Elastic Beanstalk MR/ A E 5 # 8 LLL I HTTPS,

AWS App Runner

App Runner 2 —I1 AWS RS , iR 7 —fHuE, MERZXFRENAN , HRARBHAEE
MGREZEIER AWS =H AT EELZEMN Web NAEF. BEEZIHEAR, REFHMBHITE
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RS, AR FEMEMATREMEE AWS BiR. BXx App Runner WEZER , iI5ZH AWS App
Runner FF & A A6/,

LB EENE B S App Runner RS-} BXET |, App Runner &7 NS 612 A F IR ER8A M H9E
. ei#HF#EE ACM ., EEEENRFSBUERKIRFHEMBIERE XA , App Runner T
BRXLIEH, BEMNIBRBFIMIT , ELFETHAINBEBREMLEFH. BXESEE , HSH AWS
App Runner F & A RIEEHHIEEE App Runner [REH B ENIE A,

Amazon API Gateway

BEEBHIRENSRANYERM (oT) AR , 82 APIs TATHRBEENSEHRAERENEEE
BHXEEE. AWSETLER APl Gateway £, 43, MIEMFRFEH APIs. fF APl HE
Zl| API Gateway f5 , BRI LR EBENFH B UECRENIER,. BREBENEHSE , Bo4HRM
SSL/TLS if$. EAILAER ACM £H S AIEH. Bx Amazon APl Gateway WEZER , S
¥ {Amazon API Gateway FF & A RIEE) o

AWS THE Tt

AWS Nitro Enclaves  —TI Gi# EC2 AL , AT EMNLDHEFICIZRBENRITHRE AR
#[X, EC2Enclave 2K, BIELWNEEZRNELN. SINERERXEHINEZEAbEE
FiEE, TIIEERAMESE. XEXNFRIENTHKMN, AR LEET SSH # A Enclave , 38
RXEFWHE, NSARFIAF (SERAFREER ) L& RIZ Enclave RS EIEFN N AR
Ko

EC2 £ 2| Nitro Enclaves FIEfl% 3 ACM iEP, BXEZEE , ESHE AT Nitro Enclaves 19
AWS Certificate Manager,

® Note
BAREERF ACM iE$ 5 &K iEEZR Nitro Enclave By EC2 SEHI#E<BX,

AWS CloudFormation

CloudFormation # BRI #E Hi& B ¥ Web Services BiR. B UAIE—MEREFHMN
AWS & REVHERR , 620 Elastic Load Balancing =} APl Gateway. #&J/& , CloudFormation ¥
ARNEMBNREXLERR. ELFLIMBBNEE AWS BR , B R FEFEFR WL SRR

I T4 ; CloudFormation AJ AL EBFIEIX L, ACM IEBENERTRER , XEKET
CloudFormation ATLAiESR ACM iE$ , BAILUX &IER 5 AWS lRF—BERAUE AR 2iEE,
o, BAILLREN TS AWS BIRHPHETE T ACM iE+, CloudFormation

M7 1.0 93


https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/dg/manage-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html

AWS Certificate Manager ArfEm

HXH —#RIE B CloudFormation , 2 (CloudFormation P IEE) . XXM ACM &R
#91E & CloudFormation , i#EZ [ AWS::CertificateManager::Certificate.

fEBhIR M58 K B3t Ih8E CloudFormation , RAZBI S IEHEET , X FH AWS Ik~ LA EHM
L, BIMNBWEERATSEMN ACM &{EXE, CloudFormation

@ Note

WMREERAAZE ACM IEP |, N CloudFormation ##%F4%3F CloudFormation C
REATE_IN_ PROGRESS R, H{di# — S a3 RERNFIER | BEEEZRRBUE PRI
FHR AR BRRERNILE, BXEZER | FSRARECE, FHM BRERRER R T
EREI/E,

AWS Amplify

Amplify — AL THEN T EMIhEE , Fulixs Web MBI FEXAREBRERMBERL FRES
BB ARF. AWS Amplify I2EFTIRS : Amplify Hosting 1 Amplify Studio. Amplify Hosting 12
HMTET gt WITER , ATREFEFBENSKR LIRS Web ARERF. Amplify Studio  —4
BT AIRE |, AIECAIT B2k Web MBI N AREFNOIE. £/ Studio FA—4HREA
BB is ready-to-use AP FRH , SIBRARERFGIR , ARNREEREE—E. BX Amplify 19
EZER , B30 (AWS Amplify AFIERE) -

MEBFEENREZIINARRF , Amplify 25 & M E — ACM iEB KRR Z1,
I &% OpenSearch fRSS

Amazon S OpenSearch ervice 2 —MEXRMAHEIZ , AT HESH. ENNARFEENS S
RoWERGl, BEXEZEER , H2H (ILS# OpenSearch REFKXEERE) o

BRI E B E LR T S8 OpenSearch RS EFRT , ATLAEA ACM 1 <BXH#Y Application
Load Balancer Bt EiE .

AWS Network Firewall

AWS Network Firewall 2 —HIEE RS , Wit BB AFIE Amazon ERIFAE ZEHBEARM KR
(VPCs), BEXEZER , 52 H AWS Network Firewall FF & A R 1B,

Network Firewall B5 X 3&E5 ACM &5 , A T#1T TLS &, WMRETHE Network Firewall #
TLS ®E , MAZEE ACM iEH , EXEI B AER SSL/TLS REHTHRENMEHRNE, BX
Network Firewall #fil5 ACM BE&EA# 1T TLS REMWEER , S (AWS Network Firewall 7
RARIER) FH “FH SSUTLS EE TLS REBENIEPWER",
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AWS Certificate Manager Hyig1E. HRMEZHE4. ARNs

E&

- RESEREK

- £/ ACM 2§l &

- AFAFERMITESHRR
« BIHUES

« BEXRIUEH

- BRI

« FAUF

 MIBRIEH

REERIEREK

ETEONKBEEENARTALCIRE, 5RISMEREKS FE ACM HiR, XERIETERSME
AWS IKF P E R A, Bl REET S MR , HEEATERINR

- FTIREER AWS RE R H RO RENRNR — BEFMAASMITERERR TR , SEANTS
ERLAPIRTFNRHAWS HEREE, SIEMRNREARTH AWS IKF, RMNBIWEESYELH
BRI RAPIEY AWS BEFIEERBKAE—SRINR, BXESEE , S0 (AM AFERE) B8
AWS FEEFRM W TFREENAWS FEE XK,

- NASENR : £EMA IAM RERENRE , BREFRITESENNR. At , EAIER
ERERAET AAUNBERRRTHRE , RN KENRTFT. BXEM IAM NANRRNESE
B, BEZH (AM BFERE) F8 JAM 8y KB ER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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« £/ IAM KB RV SRAFE — S BRBITF AR - 4877 LA SRR AN D0 Sk A4 SR PR I X R 4E M R AV 5 8o
Bl | BRI R E R R RIEELAER SSL RIEMBER, WRERSFHEERBIRE AWS R
SSHY (B0 ) FERAY , Tt AT BAGE A S SRR T X AR S5 R AERY T R A FR CloudFormation. BXES
8, FZH (IAM fF#Em) F8 JAM JSON R TE : &t

M IAM Access Analyzer BiEZH) IAM KB | SUAKRNEH LS HEMINEENY  IAM Access
Analyzer 2KIEF REEMIM B KR , LUBERRERAS IAM KEIES (JSON ) M IAM HESE
B, 1AM Access Analyzer £ 100 ZTURBEREM ATIRENEI , UHBBEFEELS BINEEMREN
Kig, BXEZER , H5H (AM AFEM) A IAM Access Analyzer BiE KB,

- FEZEHMHRIE (MFA)-IIR AWS IKFEHZREE IAM AFHBAF , BB A MFA RS R
2, EEEIAA API BEFNEE MFA |, B8 MFA &R NAENEET, AXESZELR | FS
# <IAM P8R RHEEA MFA &I API 1715,

BEXIAM AN RERBRIESZELR | ESHR (AM AFERE) F IAM AR Z £ HESRE,

£/ ACM &l &

Eif Al AWS Certificate Manager #£#1& , BXATRE —HAHRENR. XENRLAATFEINEHNES
BXRIEAWS IKF Y ACM BRINEMAEE, MRNEBLXENRENREAHRNET S HHRE
XTI T ZRBWESE (AFRSAR ) | BHESNTEERMBIERET.

FFRERA AWS CLI 5 AWS API WAF , BEERNHREREEHENRE, Ak , RAFFRSHE
2R MITH APl B/EM TE R IRE,

NERAFPMARMATUER ACM 255 , EEff ACM AWSCertificateManagerReadOnly
AWS EERBEH MBI, BEXEZER , B30 (IAM AFERE) FHRNASFINNR,

ARFAFEEMHINE SR

ZORBIGER T S R EE |, BLAAYE IAM AP EENM MBI EAS B ONNERNEE R, R
DIEEEFE LR AWS CLI X AWS API BU4RE 5 R 5T LR ER AR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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RAriEmE

iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

Bl HE P
AT SR fo ¥ A P2 B A PR Ol P2 AR A ACM T

:usernamel}"]

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "acm:ListCertificates",
"Resource": "*"
}
]
}
ET 5 ORI
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® Note
ACM E P FEE IR F 8EE /R E Elastic Load Balancing 1 CloudFront 2 %14 &,

1B RIEP
KT MRS AP ER ACM AT S M AHEIES,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyACMCertificateRequest",
"Effect": "Deny",
"Action": [
"acm:RequestCertificate"

1,

"Resource": [

N

]I
"Condition": {
"StringEquals": {
"acm:Expoxt": "ENABLED"

B ZRAE 4
LT KRB R VFA PR RSE ACM IEH,

JSON

"Version":"2012-10-17",
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RAriEmE

"Statement": {
"Effect": "Allow",

"Action": "acm:GetCertificate",
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}
S AUEH

T RERTFRFS ALES,

JSON

"Version":"2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "acm:ImportCextificate",
"Resource": "arn:aws:acm:us-

east-1:123456789012:cextificate/certificate_ID"

}

i BRE 5
AT S0 A VF PP I BRAS = ACM iEH,

JSON

"Version":"2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "acm:DeleteCertificate”,
"Resource": "arn:aws:acm:us-

east-1:123456789012:cextificate/certificate_ID"

}
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RAriEmE

ACM API R R : BEMRFESZE

HFIREMNREETMMNE IAM AR RNASNEREZEFINBEANREKE , IUERATRENSE, KT

B EE — BB H T H4 AWS Certificate Manager AP #
TR FIFREIMANEE.

o IEAILMEREEHY Action TEHIEERKE.

A LAFE SRR ACM SREEFRAER IAM policy TTERRFRERM, BRTERIIR , SR IAM AFEEF

RV A A

(® Note

EIEERIE |, FHE AP REBRZHIER acm: BIZR ( B

4 , acm:RequestCertificate),

ACM API #REFN R

ACM API &1k

AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

REMBPR (APl R1E)

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

IR

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

ACM AP| X fRSZ&
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetAccountConfiguration.html
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RAriEmE

ACM API #

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

RemoveTagsFromCertificate

RequestCertificate

ResendValidationEmail

HERR (APl #1E)

acm:GetCertificate

acm:ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

acm:RemoveTagsFrom
Certificate

acm:RequestCertifi
cate

acm:ResendValidati
onEmail

RIR

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

HE

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

HE

arn:aws:a
cm: region:account:certific
ate/ certificate_ID
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https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
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ACM API #&4E HEHNR (APl B ) TR
SearchCertificates acm:SearchCertific *
ates
UpdateCertificateOptions acm:UpdateCertific arn:aws:a
ateOptions cm: region:account:certific

ate/ certificate_ID

AWS W EE KB AWS Certificate Manager

AWS RERBEZHYEMEEAILIRE AWS, AWS RERMEEN TS ELABIRMNR , LUE
BRI N AP, ANARDERR,

FicfE , AWS RERB AT NENHEASRTFRENRNR , BAENTHAE AWS FFE
Ao, BRMNBUBEENRETEARMNE - EEHRRRE —SRDNR.

BIEERAWS HEFRPENHINE, 1R AWS Ei AWS HEFRPENHNE , WEHLE
MiZRKBAIRBNAMEZERASH (AP, ANAR ), AWS RETRELEZSIIHN APl RIGRS T
LAEF T AWS RS B9 API 24ERRTE T AWS FEE XS,

BREZER , F5H (AM AFER) B AWS £E XK,

AWSCertificateManagerReadOnly
LSRR AN ACM IEFH Y RZTHRINR ; EATAFHER, JIH. #EMKER ACM IEH,

EREEHATERIE AWS EEXKME , B Z hitps://console.aws.amazon.com/iam/home# policies/
arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly,

BXRERBIFHMEEM JSON F&k , ESHAWSCertificateManagerReadOnly,

AWSCertificateManagerFullAccess

LR RE T XA ACM BEMB R T2 IF M.
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https://docs.aws.amazon.com/acm/latest/APIReference/API_SearchCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCertificateManagerReadOnly.html
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EREEFAEFERN AWS EEERR , I E https://console.aws.amazon.com/iam/home# policies/
arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess.

BXRIBIFHMEEM JSON F&k |, FSFAWSCertificateManagerFullAccess,

ACM Xt AWS HEE R E T

EEAZBRSTRREREXLEERIAR ACM AWS RERMEMBVIFMES . BERBAXRLTEHERDN
B3R , HiTF ACM A4/ 15 WHE LAY RSS IR,

BEX iR B Hj
WhNT SearchCer AWSCertificateMana 2026%F3H31H
tificates &3 gerReadOnly RELI
AWSCertificateMana ES8EAA SearchCer
gerReadOnly K, tificates APIEENN
PR,
WwiNT GetAccoun AWSCertificateMana 2021 £3 A3 H
tConfiguration X gerReadOnly REZH
¥ %) AWSCertificateMana E8EAA GetAccoun
gerReadOnly KB, tConfiguration APl
ERI R BR .
ACM FFHRERERE K ACM FHERERER AWS FEEREE 20213 A3 H
E®

MERHEE ACM E£E5EH

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) 54 %3 4A PR &I X iE 5 i
REVE R, £ 1AM policy RARFZEFIKEE ( SCP ) FHZRM4ZY , B LSBT HLENAIESH

S
18 >Ko
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCertificateManagerFullAccess.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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RAriEmE

® Note

£ ACM 485 AWS £ F&4BHE%ESaws :PrincipalArn , fli# — SR &S ER P

HABRRE.

HFHY ACM Rt

ACM AP| R4EF T R S 4

i

acm:Valid
ationMethod

acm:DomainNames

acm:KeyAl
gorithm

acm:Certi
ficateTra
nsparency
Logging

acm:Certi
ficateAut
hority

w1 BREBIIRUETT A

XFH ACM API #B1E

RequestCertificate

RequestCertificate

RequestCertificate

RequestCertificate

RequestCertificate

Type

FR&
(DNS , EMAIL , HTTP

ArrayOfString

FRE

FR#
( ENABLED , DISABLEI

BEAT 6 i

LA SR &5 B8 T BR R I AE o SR SRIE 4 FTRYIE BiER |, BfE
A arn:aws:iam::123456789012:role/AllowedEmailValidation &% HAEREN,

JSON

L

K& ACM J01UE 75 7% I
EER

{3 ACM EReh i)
£k

& ACM HHEEM
DAAN i BN

i ACM AEH B S
HIERE BT
R

{3 ACM &R P Eyil
BRI R

EAZtR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
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{

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate"”,
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:ValidationMethod" :"EMAIL"
}I
"ArnNotLike": {
"aws:PrincipalAxrn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]
}

R 2 : BE LR EE AT

U SR BE 4B 46 5 A BB AP VA2 T#T ACM IEBiF R,

JSON

"Version":"2012-10-17",

"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition": {

"ForAnyValue:StringLike": {
"acm:DomainNames": [

||${*} . *xn
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R 3 FRENERE

AT SRmEIE4 IE * . amazonaws . com &5 BB R EMIET ACM iEBiER

JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCextificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]
}
}
}
}

ZERBE AL - S RENBENFH. LBEERRXATERENEBEED —NFAEE TEFR,

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com",
"developer.amazonaws.com"]
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w4 REIBHEE

TR ERASZHEEA StringNotLike KX A FEA ECDSA 384 {£ (EC_secp384rl) HAEEE
REGIES,

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCexrtificate"”,
"Resource":"*",
"Condition":{
"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
}

TR ERZAHES Stringlike MBEARF * PLEIRFE L ACM AR EERE(T RSA B A E SRR FTIE
P

JSON

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
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"Action":"acm:RequestCertificate"”,
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:KeyAlgorithm":"RSA*"
}

R 5 BREEB MR
U R R A ERRENABIEBIANM ( PCA ) ARN BRFIEFHFER,

JSON

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CextificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"
}
}
}
}

HRBEBFERA acm:CertificateAuthority &#RN /L ¥F Amazon Trust Services M & K AFFEEIE
PEER, HEPMAENN ARN ZE R false #EPHIESRE PCA HWFABIEBIER,
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JSON

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate"”,
"Resource":"*",
"Condition":{
"Null" : {
"acm:CextificateAuthority":"false"

}

RS X A® (SLR) 5 ACM &£&EH

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) &< AEERA R
HEITFAE CA AHENHMK A MAFABIES. AWS Resource Access ManagerfRES X< A

& (SLR) 2E#Z4E1EE ACM RS H IAM B, SLRs HACM FIEN , BFRZBRSARESHAEM
AWS BRE PR PR B BR,

SLR AL EERAMIRE ACM , RN BT EFHIRMLENNRETRITEASENIERLER, ACM
EXH SLR IR , BRIFESAENL , BMRE ACM AILEFEZAE., EXHNRBFBEEEREMN
BREREE | T B PR RE Bt R E Atk 1AM SR44,

BXRAXENWHMARSHES SLRs , 25 IAM B8 EARAWS RS , #AE ‘BRSHEXAR JIhE
B R RS, ERTHEEN Yes AILERZRSH SLR X4,

ACM B9 SLR #XFR
ACM & Amazon Certificate Manager fRS & KB SLR.

S AWSService RoleForCertificateManager LR S1ELA TRERIBEZA R -

¢ acm.amazonaws.com
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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A ENRER T ACM X5 E IR TR TR4E

« B1E : 1T acm-pca:IssueCertificate, acm-pca:GetCertificate

BB BRI AV IAM 32K (Blan , AP, AAE ) tlE, REIMER SLR. BXEZEER
ESHRE (IAM AFERE) FRIRSHEX A BNR.

/A Important
ACM FREQRTE , EXEHELHNKFPREFE SLR. WRMEM iam:GetRole R
EHFERTEKTH ACM SLR , NIEAIR SLR EFA2BAHER,. MRRRBRKE |, BLE
RIEHKFEE R JAEEER T iam: GetRole 1A ACM MR , ENENK S5 ACM
FEERRE AWSCertificateManagerFullAccess XBk,

A ACM 82 SLR

FETH IR ACM £ SLR, HLEM AWS ERIEH A, 3 AWS AP L% ACM EHE AWS
CLI, ACM £ ERNEGIE SLR , UEEN HEM S — K/ RIRIE CA AWS RAM & BEMT
e

R EE B ACM TAWEEMIKS B RT 74 SLR , W A REERE LRI K BT B LD

MR, AWS #oH CA XF 2P IERE SLR , BMHARAILRAILES |, B ACM RELEBHEITIES |, E
FEERZFE, BREZER , FZH ACM RBSXEKAE (SLR) H#H,

/A Important
MREEERANABTIFNRENEMRS P EREMEE | b SLR ATLAHI ALK, .
B4, MREFE 2017 F 1 A 1 BIF X ACM RS 2RI fERZMRS SLRs , ;A ACM &%
219 K P o B 28 1% AWSServiceRoleForCertificateManager B, ETHRESFEER , BSHAEK
BY IAM K R HIIF A .

WMREMERL SLR , REFEFBXRCRT , WANERAULTE—7% :

- £ IAM 2HEF | EEAE, f|EAE, Certificate
Manager , CertificateManagerServiceRolePolicy{# % F I 8IZZ#H A .

- i IAM API CreateServiceLinkedRoleS#H B #Y AWS CLI &5+ create-service-linked-role , fi
Facm.amazonaws.comfRS B #HalE — SLR.

FERESHEXAR M7 1.0 120


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-service-linked-role.html
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BXREZEE , 750 (AM AFER) PREERSHEXAE.

Y% ACM B9 SLR

ACM T R iF 1844 AWSServiceRoleForCertificateManager [REZHX A, ELIE SLR g , %
ZERZACHEN , ENTEETEANXEASIAZAR, T3, ZALUEA IAM FEACNIREA,
BXEZER , B2 (AM AFER) FREERSHEXAE,

fER ACM B9 SLR

8B E T~ EEM B AWSServiceRoleForCertificateManager # #8#l, B2 , BaILUER IAM 324
A. AWS CLI 5 AWS APl Faiflikr A, BXEZEE , B3R (IAM AFERE) PaIMIEBRRSS
*xAf,

ACM xZ#5HX13 SLRs

ACM X% #f SLRs ZE ARt ACM M AWS 728 CANFIEXER, BXEZELR , HTEHAWS X
3 Mim Ro

X145 & #5 XFFRiA ACM H 2 #5
EERE (FHEFRILMILED ) us-east-1 =
ZEREB (BZEM ) us-east-2 =
EEAELR ( AEEILILE ) us-west-1 =
EZEAEI (HRERM ) us-west-2 =
WAHX (&HX) ap-south-1 =
AR X (KPR ) ap-northeast-3 =
WA#X (BR) ap-northeast-2 o
M0 A X (703 ) ap-southeast-1 =
TA#X (&R ) ap-southeast-2 =
TAHK () ap-northeast-1 £
MEX (HER) ca-central-1 =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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RAriEmE

X1 & 75

BN (EZ=54E )

RN ( 7RER1H )

ROt X ( ZR=)

ROM X (123K )

KM ( 23R )

EEMN (EZRF )

AWS GovCloud ( EEFEEB )

AWS GovCloud ( ZEFXRER ) R

X AWS Certificate Manager & 3 #1173 8] # 17 8 FE BE BR

ERLTEE ARSI NEEEER ACM H 1AM B AT 8EIE 2 /Y H WL A&

£

- BERIE ACM RHITIRIE
« BRFEIE ACM F HRFIEPH
« HRFIAIT iam : PassRole

XEFRiR
eu-central-1
eu-central-2

eu-west-1
eu-west-2
eu-west-3
sa-east-1
us-gov-west-1

us-gov-east-1

- BEBAWTRIUANA AWS IKF THRIFKE ACM IR

BERE ACM HHITIRE

ACM H %

fn W Wn Hn HD HD  HOD

i

MREWRERETR |, BRETIITEMRIE | W AFER KU AT IZIRE,

% mateojackson IAM AR ZHERAEFHAEETEEXEM my-example-widget BRNIFHEFER ,
BFRHEREN acm: GetWidget RS , 2K EUT REIEE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget

B BEHEE
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FELHBERT , BIEH mateojackson AFKIERE , LAVER acm: GetWidget BAEVIE my-
example-widget &iRo

MBELEERY  EHRIRENAWS BEER, FNEERRRHEZEITIN A,
BTIE ACM FRERFIEH
MRS EI AR | NHEAARN ACM = PKI BEERSIZEAN |, BH LB YIRS FHERIESR,
HIAM AR=RBdEE s , FARALAEEREERN DENY RETUERIERE , 2 HIL T ROIE
®o

User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate

on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

EXMERLT  NARFESEERRENKBNAXNBRRELER, & , FEENBRUAAFIERIE
Po

TR AT iam : PassRole

MREWE —NEIR | RPLELRIAIT iam: PassRole B , MM EFHREUA T EFACERRS
ACM,

BE AWS RS A ERIIAEABKEL1ZRS , MTARARMNBSAGIRSHEXER, it ,
BB MERF A LG RSINR.

HE N marymajor B IAM AP ZiAER RS AE ACM RRITIRIER , S RELUT RAIHR, B
=, BELAERRSACMR THNRT AIHRTIEE. Mary TESRARELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXTERT , XEH Mary RIREE AR F bR 4T iam: PassRole #&1E,

MRHREEHY  EHRIAEHAWS EER, SCHEERRRHBIFZETINA,
BEAFEUARNA AWS IKF 7R KA ACM iR
ZatR—1M A , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7

BEEEESEY , AURAAG, X TXHETRIFAREESRTRZEH SR (ACLs) WARSS , BT
158 P IX L5 SR BE (0] ATV R T 173 (R 8B BER A A PR
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ETHRESER , FZEAUATREA :

- ETH ACM BEXIFXLLINEE , BSH 1047 AWS Certificate Manager 5 1AM & .

- ETHIAURERSRENERNIGRME AWS K- | 55 IAM AP EET N RERE AWS
K %= IAM B PR 7R HBR

- ETHOMAEE=SRENEBHRFHHENE AWS KF , BHSHE IAM AFERETHEE=HE
HIFER, AWS 0K

- ETHNIMEL S HERERIERMHRNR , F2H AM AFER) PHALINTSHRIEN
AP ( BRBKERIE ) BETHRXER,

- ETHREAACNETRRNREIHTEKFHRZBENZES , F2H (AM AFER) F8 1AM
HR Y BB K P 3 R 1A [ o

#FME1E AWS Certificate Manager

AWS £IRERt 2R S5 AWS Xif aTAXMWEN. AWS XiF REHZSAMNERENBENTAX ,
XETHAXKBEIRIER, SEHENSETRNINEERE., FATAHAK , B LUEITTREETARZ
BTt B SEIMABMEBRNBARFNBEE, SEENENS SN EEROEMZEAEL , 7TH
XEEESHNATAYE. REEINATT EM.

AR AWS XEMAAXNESEE , BSRAWS £REM IR,

R E IR R 4 AWS Certificate Manager

YER —IEE RS AWS Certificate Manager , & AWS £ERMELZ LRI, BXx AWS 2 RS LU
Rfd AWS RF EMIZENER , BSHAWS %2, EfAEMERZSNRESERRIZITEN
AWS ®3E | iS00 S AWS ecurity Pillar Well-Architected Fram ework ##Y E R R -

ERILAER AWS EXFH AP AABEMSEIER ACM. BEFRMAMAIIEUATHRER

- EHEREMMIN (TLS) o BAMNERFEH TLS 1.2, BIWEA TLS 1.3,
- BEERLMAERE (PFS) WZBEH , Hl20 DHE ( BEH ) = ECDHE ( #E th4k T E Y Diffie-
Hellman ) . Diffie-Hellman K ZHIMAKRE ( W Java 7 REERAR ) #HRFXLEER,

RT3 ACM B 4RiE 17 B £ BR

MBAFEE AWS AR ITRE , MEEREFRNE AWS EEZFE, BFREHRNENSR
BURTIEE R AFER AWS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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RAriEmE

EORAPRTREANGRMNR ,
B BERER TR
BR ?

IAM

AB &G

( £ 1AM Identity Center &
BHAF)

IAM

IAM

FRBR LT ETZ —

BAY

(% ) EREFEFUEERN
B4 , FF @ AWS CLI,
AWS BT R TEEH AWS
APl Z HEVRIZTE R

£ A i A UE T 5 B | AWS
CLl, AWS B#FAIEIH
AWS API & B9 w2 1E Ko

£ A Im RHIE B | AWS
CLl, AWS B#FRIEIH
AWS API & B 4RI 1E Ko

( THEEFER )

PN

BRI HLEME AR AR
HITRE,

- XM AWSCLI , &2
¥ {AWS Command Line
Interface FAF#E/) FHY
“BFK AWS Rt FF &7,

« XF AWS SDK , 55 S
AWS DK MITESEiER
AR B R 1T AWS R FF
Ko

BRI EME AR R EAY KA
HITERE,

- BXM AWSCLI , &2

# (AWS Command Line
Interface AF#E/) AWS
IAM Identity Center® #Y “B¢
B AWS CLI ",

- BEXAWS BT RTE
@, TERM AWS API , i#25
15 <<$A14:3:F7iIE@5FﬂAWS
TEZEER) B IAM &
7O H BRI,

& 1AM A P s R R Im e
EHE5 AWS BREEFERH
EIJIRHEJE{T* 'ﬂEo

BRI HEME AR R A KA
HITRE,

RT3 ACM K 4RIZ T3 R AR
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https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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AN EERER H R B R

BR ?
FEHERESIIEEM[ AWS « BX{EE AWSCLI, &5
CLl, AWS - XTI EEmH BAFEERNER IAM A
AWS APl X HHYmIETE R FiEP#THHKIE, AWS

Command Line Interface

- X AWSSDK #M1LE , &
2 SAWSDK MITES
ZigrmhwE A KBS
TERRIE,

- BX AWS API , 2 IAM
AFERYHNEE IAM AP
MG R 4.

Ei:l:ﬂﬁ

RESRER R LB ER MR AWS Certificate Manager (AWS Certificate Manager) BY 21,
DT HESRKRETRELE ACM BFWEFRELRK,

FH

« Account-level B

« AWS CloudFormation

- BEXNEERFH#

- IEBEE

« U

o IS BRIE A

- ERBRHIEREHAEBRLRICE
 3TFF AWS CloudTrail

Account-level 7' &

BNERBPFERAKFRAIBE |, KEHH T AEK PR3 EEEER, S~ IERENRMNFFLIES
DHNERERBNKF P, IRTEFEAKFREE , MBS EREPIEL kms : CreateGrant
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https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
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BRERBRHNFEAGHIHFRNR, XRXREKFPAUNER#HITESRILENAR, BXRENHN
EE , BFEENRIE , 2 (AWS Key Management Service FF & A G 367) S # Grants in AWS
KMS,

MREEEEFMANEEHM A RRHkms : CreateGrantiZKF A , MASAER k ms:
EncryptionContext 24 Z4ABR#lkms : CreateGrant4EEiE P, N arn:aws:acm IBERNE , HiEE
ERFIE ARN BB, UT ROIKRBEESZELFERBENIES , BEAFEREMIESR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:cextificate/b26def74-1234-4321-9876-951d4c07b197"
}
}
}
]
}

AWS CloudFormation

AWS CloudFormation 7] LAfE A 6 22 R B EFE AN AWS BIRMENR, CloudFormation ARG 5
BEREMEEIXLRER, CloudFormation AJBAELE ACM X #FHI IR , 54N Elastic Load Balancing
CloudFront, Amazon 1 Amazon AP| Gateway, BXxEZEE , H5H 5 ACM ERH RS

MR EFEH CloudFormation HRIESIZFM R Z MM HRIR |, BNEBWEFTENSNAROES
ME ACM IEH, XHEMBAREFERENILEBET. BXEZER , BSH Bkfl. ik , 2IE

—NEETERTNENAMEEENEERMFILER. flin, MREANERESHMENHEEE

8l ACM iE$ <version>.service.example.com , BHANBEENEEFEP, <*>

.service.example.com
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
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/A Important
MREBFERANRILSE CloudFront £ 8 , BAE HTTP RiEA X FBEFFIEH, £
CloudFormation #&ix P @ BB AL LA F Amazon B CloudFront , 2440 DNS I iF s
BB FIRIUE, AR WA DNS Bif LIRS B3 4E1T ThaE,

£ CloudFormation B FIZN AR ENER T I S BE LB,
BEMNEEEME

NTHREZ ACM IEBRFWIESAIERE , RIMNEBUCE Amazon RBEELEN B ENEEFMH
F, Amazon RIEPMANMHAURRT RN ZARBNE L, Starfield Services Root Certificate
Authority - G2 2—MRIBWIR , BHMLTEEFTINRIBNEEFRNETFHRE. BISEMER
CA , BN HRRNMARFNRAREML,

UE 5 Bl E

EBEE (BREHRN SSLEE ) R—HANENARFHREANTEE , BIFZREENEH X509

EBHLAMFARIUEBRREHRERBEIEZEEN. Fit , ZNRARFERABERSEY SSL/TLS iE
PHERIE, BB SSL RIFIBFREIHEE (WRIEBMRANE (CA) iIEBFMNE CAIEH (MRA))
FRER. A, EERERREWRIBZEENNIES. ENNAERF TN EERZEENIES
BUE RN ZEH (MIFRIEPHEFVEAHMILED) ZEFE. ENARFTRLEF , B LUFZRE

FENNIERRLABRAFMINAEF, RE , NARF A SUE B REED VA RINEBREZR,

/A Warning
BUZHNAREFTAEE ACM i, ACM £1EEH Amazon-issued SSL/TLS iEFHHHIEE
IEH421] AWS Certificate ManagerEI B2 81 B2 &EiTEH. N T ELITIUEP , ACM L4ERFTRY
NE-LEZRAN., MRENNBARFEE ACMIEH , HEECFERAFNLAEFHRIVEITIE
F , NN AR EEEEZNE,

MREREBELES , MU TEIUST2MHE SN RAREFEESENE

- HEEHCSHWIERS A ACM , RAEFHENNARFEERSANILES. ACM A2ZRHAFIEITSA
HYEF,

« MREFEANRLXFILES , WHENERAEFEES A THAN Amazon RIEH, MREERANE
MBS , NFEHNNARFEEES CA NRIES,
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https://www.amazontrust.com/repository/
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
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1336 UF

£ Amazon IEHM AN (CA) NENME M AU 28 , AWS Certificate Manager (ACM) 2475 iE
BRBRERREECEBERFIEENMEE., S UFEREFHR4ER DNS BITRIE, BXEZELR
ES R AWS Certificate Manager 158 RS KIE M AWS Certificate Manager B F B4 RIE

YIRS =

BTEEINA ACM iEH F RN RS . MAAERSEMEITIREE FIROFIES, S, MR
ERERENMER , ARFERNENEE |, WAAFRSEANMEBOFILER, SEMAHFILERE—F , &
M ERPWFIESBARIEMAR , 2E N FAEFRIESHEE.

MREABFERAHERIE , N T8N, E&ZFKE 8 HRILE T4 , FEELAE 72 M2 A
EDRFEHEP 1 HERITERE. S, MRBRSSEMNEEMILES , BHRZFRE 40 BRIEEF
BB, FEEHBIE 72 PTcAEDRIFEHF 5 BHITERF, BELERBERPHBIHBENEN , £
B FER A REIEE PR A X AT R 8 TEE th 238 A0,

MR K AL DNS BiE , MARANFERIERN FQDN @#HFEES A — %% DNS idk. ACM 2@ &
REBUENIER , HEHEERAREEUBERBEMNIZIERK. MNZICKEFRERER AT
Hizg, EAEARAP  MRERESANEAEWIES , WLAERR DNS iBF, BIWERERE
F4 DNS ¥iE,

R HIEFHZERE B EIER

/A Important
TR EARRER EIEBERE BFIC TR , SR IERER AR MR H 5 B S FHE 48
EIFNAHFIMBFLIETRNBELAHRINAMERK. A, EBHFLE2ELB BN EE
(SCT)e REXMIEPH CA FEENF SCT BRAEIERF,

B 2018 £ 4 A 30 Hi , Google Chrome FBEEARIEREIERHEAEBEFH L SSL/TLS iE
H, Eit , M\ 2018 £ 4 A 24 H#2 , Amazon CA EFREZELPHENLE BEF KA EFIEB ML
T, EP—HiEF , BLEZEMER. EXEZELE , TSR EHEHRERE,

HEFERLEPIEITERN , 2AFHTETILR , BETNUEREH, IFEMNELRRIEN R
EMBANERER, HlM, BRABENHEB2AZFENREERFERABNENES , BUFF2L
Fro MHN , BRERICFIE AT 884t 38 5T A SR K A6 B 7= am F M U5 B9 B 7R
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EERFIURNEFREERAEILR , BEAERIED AWS CLI t5H 3 RequestCertificateAPI #
MoptionsZ¥. MREMIEHIE 2018 F4 A 24 AZRIMAR , HEEBBARLITHEKRIZR
ZIE$ , M BT BAfE A update-certificate-options @5 2 UpdateCertificateOptionsAP| & /EIEFIE .

BR 1

d jﬁ%/ﬁﬁﬁﬁjﬁ!ﬁgu‘l_\)ﬂﬁﬁjﬁﬁﬁéﬂﬁﬁH/u\laio

« EPHALKITHE (BERELQHIEBMERRME 45 X ) , BRELTEERHSEFRS. BRES
BFRRMNF2ERERER.

TP —HBig% , ELEMNBETMBR, EiZAtEIERBREEREER, NREEERIIPHERRSY
HERIER , AREREHEREXR , NEWIERFF2HIcR , BEELITERNIE, NREFEEBHFIL
BN , BNBWER A —NHHEP,

AT REIQERER T EERFWIUEP S EA request-certificate i 2 AIEREHRE,

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

EiRE S HIEBH ARN,

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MRBEE—MER , HEEFRFLEELITCHIERE |, EM#EA update-certificate-options 5%, tban
STRIREE,

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

¥TFF AWS CloudTrail

EFWHBER ACM 28l |, EFF/F CloudTrail HEIh8EE, CloudTrail RFEBEEK ZEKF R AWS API
AR RIEEREEEHN AWS 2 | i@ AWS EER4E. MEFATESNESRN
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
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Amazon Web AWS Services #1TH APl . AWS Command Line Interfacef&3i%E 7] AT & B LL A 7
FMkFEAT ACMAPI, XHERAKIR IP it AR XK EFRANEE. &I LAEA API CloudTrail £
ANARRFP , NENELEHCIERE  RERRWRES , FEHEE R NAFEMXHA CloudTrail
BRIMEE, BXRXEZELE , BSWCERER. #%3 CloudTrail 55— H AWS Certificate Manager 2A
EE ACM BRIEW RAIRERIEF
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Y= ik AWS Certificate Manager

W4 AWS AR ARV I EM., TAMNMEENEEHAKE D, AWS Certificate Manager &5
ZM AWS BRARNFTES o WEKEHE , LEEHI 2 SHER T UE R A # TR,

LTEBNETHATF ACM B AWS =ZH#ETE,
F&
- A S# EventBridge

« CloudTrail 5—#2{#H AWS Certificate Manager
« XM CloudWatch 3E#%

£ I &% EventBridge

& LAME A Amazon EventBridge ( 81 &7 CloudWatch Events ) ¥l AWS fRES B3t , H B3R
REEH Pl ARFTAERBERTRER. KRB IIEACM ERNH AWS RFHEHTLFErt it
f£3% %] Amazon EventBridge . &R A EREHAE L B4R , @& AWS Lambda EEE. AWS Batch £
A, Amazon SNS 8%, BXEZER | BHSHMT LRI % EventBridge ?

F&:
- WE5#3 ACM B EventBridge X #F
- EventBridge £ ACM # [ &b & #1730

I # %4 ACM B9 EventBridge 3%
AEZHH H R T Amazon EventBridge 21589 ACM #HXxE 4,
“ACM iE$ BN 2 HR" S 4

ACM BRXHBLREMBERILED (LB, REMNSA ) BWEHBEH | IEPHOEIEE 45 XK, ~f
private/imported it Y EIHI T 30 XFF#h. A EAEA ACM API BYPutAccountConfiguration# ¥R & X
[lid: N 1118

ACM £ HEMEKNFERANIELANBHE] , ERANLEPRECIH M ERTMRAETS
AACM , DR R EHH. BREZSELR , FERENSAILSL. BUUERATHEHRREBINL
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https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
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ArfEm
DFFIEBE#FH S A ACM. BXERAB3LERHI AWS Lambda , 5 REventBridge £ ACM A @il
O 21T,

ACM IEHEIH R EHER U TSN,

"version": "Q@",

"id": "id",

"detail-type": "ACM Certificate Approaching Expiration"
"source": "aws.acm",

"account": "account",

"time": "2020-09-30T06:51:08Z2",

"region": "region",

"resources": [

arn:aws:acm:region:account:certificate/certificate_ID"

1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

‘ACM LB ETH"SEH

(® Note
“EHESHEHTERTSANIES,

B AT S, EEEKS B ACM RN AB RGBT et B 1R EE,

ACMiEBESHEHERUTEN,

"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:48Z",

"region": "region",

"resources": [
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"arn:aws:acm:region:account:certificate/certificate_ID"

1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

}

“ACM iEH A" &3]

BEPAMITHES  UEERENAE AT IERAZRENKEBH, ZBHFEMLR. £ITNE
AR R, XFRBUL , —BECAA , MATEFFRESTENERBREMN.,
ACM iE B AT AEHER LTSN,
{
"version": "0Q",
"id": "id",
"detail-type": "ACM Certificate Available",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL"™ | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 198,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
}
}
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“ACM It B EEL&ITRIFEEH

(® Note
“BERFEBEITRESHEFERTSANITS,

BEFAUAMWTHEY  MEESTRNEFBRESTEETIERNKEIRE, fli, mMREFLAMT
BHIE ACM £&RiTiEHHY CAA iB% , M KB IEPEHIE 45 RMAHIEBEIHE 30 REFHEITRK
it , ACM & MmitEH., WREFREEEMIT3 , ACM &7 30 X (NFERFA ). 15K, 3 X 1
RKEBRZREL] , IFEIFFLXETH , I BPIHRIEBFBRESEITERK. SRALITzHEaR
m—1NEH,

ACMiIEREELITIRESHERUTEN,

{
"version": "0Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}
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“ACM if$ B B4 S

BEF AT S, EEEKF P ACM AN ABHFAFILS HH I ERE,

(® Note
HEERH S HMIES, T3EBS revoke-certificate RS AKIES,

ACMIEHERESEHEBUTEN,

{
"version": "Q",
"id". "id",
"detail-type": "ACM Certificate Revoked",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"Exportable": TRUE | FALSE

}

}
AWS BEREH

AWS REXNFELRITHREN ACMIEBERETRAEYN. BXLITERNEER , BSHANKE
IEPLET] AWS Certificate Managers

REQEMMHIER TEBSTRREM

« RS 2BHAF IR,

« MEEFSATRIBERTERNET, XUREWELFE FHREPRGESE (AT 8 FH4RIEN
E$ ) , REFRE R, SIEHBESUATEARERBPH -1 XERBUZENFEALTT ,
&R T iFik.

XEFNES IR 1.0 136



AWS Certificate Manager ArfEm

« AWS_ACM_RENEWAL_STATE_CHANGE (iEBBEL1T. B HmEINIHE )
« CAA_CHECK_FAILURE ( CAA RERM )
« AWS_ACM_RENEWAL_FAILURE ( FHFA%E CA LR MIEH )

ETRREHEENTEME, ELREIF , AWS_ACM_RENEWAL_STATE_CHANGE B4 24K,

-~

"source":[
"aws.health"

1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"

1,
"eventTypeCategory":[
"scheduledChange"

1)
"eventTypeCode": [

"AWS_ACM_RENEWAL_STATE_CHANGE"
]

EventBridge £ ACM R [l & #h & #2173

B AR FEIX LEEH 12 Amazon EventBridge BN , F /A Amazon EventBridge 2 & B B 2
SN EENEE, ATEMEEE Amazon EventBridge #NF = 4 BV IRER RAIREF o

£}

- @3 Amazon SNS MR ZE4

- £/ Lambda B3k MRS 4

&3t Amazon SNS o R B4

AT EMAEE Amazon SNS , LAEEH ACM £RETIRIREHIRENEBA.
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SR T IR KE B A

#12 Amazon EventBridge # 0| 3 i & & 4

1. £IE Amazon EventBridge M|, BEXEZER , BZHCIEXNSHME R B Amazon
EventBridge M,

a. £ Amazon EventBridge ##i| & & https://console.aws.amazon.com/events/ , S EH4 >

MNAE , REEFEAN,

b. FEGIZEMNITTME L , £$F Event Pattern ( BEH4E ) .

c. XNFRFEM , NEEAHERE Health ( BITIRR ) »

d. FFEHERE | %# Specific Health events ( FEZTIRRAEH ) -
e. 1&#F Specific service(s) ( HEMRS ) , REMNXEHIEE ACM,

f.  1%&$® Specific event type category(s) ( FESBHEERKF ) , AFEEF accountNotification,
i%## Any event type code ( IS HRBEKRTE ),
%32 Any resource ( FAER ) o

i EBHEATRRESRT , KUEB4HREHN JSON EX, tRAIER AWS EESE4 o H
B,

= @

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]

}
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2. ELERME,

FEBHRES , BRLMNEFZ AL EE A SN SE40 RS P 1TEEF |, Hla0 Amazon Simple
Notification Service (SNS) , BRI SLi#%$R Lambda ERECS EH4HEE T B E LW AT HITRE, Bx
AWS Lambda SEM M RBI , S5 FA Lambda BEEIE RS 4

5/ Lambda B ¥H R =4

I3 FE5E R AWS Lambda 2n{al £ A £ &% £ Y507 EventBridge, 18 L 5 % 8] 838 H1 IR S (SNS)
Simple Notification Service SIE2BEH AR M@ EH LK B BEL R AWS Security Hub CSPM , NI R E
B R MZ 2R M,

®& Lambda M IAM B &

1. B%BE AWS Identity and Access Management (IAM) A& H E X Lambda BKERFTFEMINR, B
St EeMHESREK , SUUARFHEEEENRARAZEEYR , ARFIRFZAFHNR. TENVE
BEERAPKF TETASH AWS #E , LHAEEEEAKS TIE1T,

1 https://console.aws.amazon.com/iam/ 7 IAM 2 &1 &,

2. {EFI JSON HEWE 88 01 R TE L T IAR AR 2 M A S, 1RGUA B DL AWS I 18, /&
XESER , HSHAEISONEIE FpIRHER,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "LambdaCertificateExpiryPolicyl"”,

"Effect": "Allow",

"Action": "logs:CreatelLogGroup",

"Resource": "arn:aws:logs:us-east-1:123456789012:*"
}I
{

"Sid": "LambdaCertificateExpiryPolicy2",
"Effect": "Allow",
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
1,
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},
{

3. tIE IAM B e+ aEH MR, AX6E IAM SEMHTMKRKNESR |

BAG (BHE).

"Resource": [

"arn:aws:logs:us-east-1:123456789012:10g-group:/aws/lambda/
handle-expiring-certificates:*"

1

"Sid": "LambdaCertificateExpiryPolicy3",

"Effect": "Allow",

"Action": [
"acm:DescribeCertificate”,
"acm:GetCertificate",
"acm:ListCexrtificates",
"acm:ListTagsFoxCertificate"

1,

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicy4",
"Effect": "Allow",

"Action": "SNS:Publish",

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicy5",

"Effect": "Allow",

"Action": [
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicyé6",
"Effect": "Allow",

"Action": "cloudwatch:ListMetrics",
"Resource": "*"

BEZHH AWS BRS Bl

BRERH
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4. FTFF AWS Lambda #Z#|& , Wit R https://console.aws.amazon.com/lambdal.
5. Bl Lambda B¥, EXEZEE , BSRFERAEH AQE Lambda B, ERATEER :

a. ESIBREBTELEL , i%&# Author from scratch ( MK FF IR RIE ) &I LA B2 I,
b. EEBEBMFERFAEE—NTEM , FlI handle-expiring-certificates “"o
c. 1 Runtime ( 12170t ) SIRAF |, EF“Python 3.8",

d. B Change default execution role ( EXBRIAITAER ) , R/FEF Use an existing
role (FEAMBAE ),

e. M Existingrole (MEA® ) JIRPEREBETVUNENAL,
f. EERAEBREH.
g. 7 Function code ( BB ) T , A TR,

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT

# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION

# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json

import boto3

import os

from datetime import datetime, timedelta, timezone
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utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_azrn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn']
+ ')
# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
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sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_arn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

1,
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',
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'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
.
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {3}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. 7E Environment variables ( M8 & ) T , &% Edit ( &%E ) FTERRFMUTEE,

. ( Hi% ) EXPIRY_DAYS
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BEAZERPSHBEH B EZRE ( K¥ ) . WEREERIAR 45 X , BERAUEERE
MX1{&.
( AT ) SNS_TOPIC_ARN

$&E Amazon SNS B9 ARN, BL arn: aws: sns::: B NIRETEM ARN, <region>
<account-number> <topic-name>

« ( Hi& ) SECURITY_HUB_REGION
EA B X AWS Security Hub CSPM HIETE. MRAKEELED , NEHEEZSTH

Lambda B¥H XiE, MRZEBESNXEBIZT , WTEEENMEILEREERER £
XigH# Security Hub CSPM,

i. 7 Basic settings ( EFZE ) T , & Timeout ( B ) RERN 30 ¥,
j.  TERMEIRER , 1%&$#F Deploy ( ZBE ) -

A2 VS LAFT IR E A UL B R 5 3R

it

TRAT
B 3h &3S B s F ER A E A

it

T ARG , H&S Amazon EventBridge KEEFNET , FA1H 80 B E RV IE B IR 4 — 38 F i

., FIRERT , ACM BREMLNEESHA 45 KREENEHNIERSI X —NEH, (LRBERA
LAER ACM API B PutAccountConfiguration EEE N, ) XEBEH#HPHNE N AtR LU REX
W BB IRE

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub CSPM

1. Bl Lambda B HEENR. ( BT - FHSH RE Lambda EHEH IAM B ),
2. A Lambda EBIEA T XX EHNFRHE SNS £B, BXEZELR | 5S4 6E Amazon SNS
3. NEMBMEBHAITREE SNS £8, EXREZEER , BZ M1 E Amazon SNS F i/,
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4. BIBRATR% Lambda BRI Di# EventBridge MM, BXEZEL , HSHGIENEHMEH
& Bify Amazon EventBridge #i1,

#£ Amazon EventBridge ##%|#& /1 https://console.aws.amazon.com/events/ , SZEEH4 > M
NRE , AFEFRCENAN, EERSEM. BSHXRERM Lambda ¥, EEHEXM A HERR
B, REE TR

{
"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

ERROIEHT2E RN Lambda #HPUXFRIEH -

"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"

B

—BEFBEERIBEERETMEE , FEXEEMRZEBENMERET , UBRZLRBEMUEHNE
AT -
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- IAM KBHNAE

+ Lambda B

+ CloudWatch SEZ#HLM

+ CloudWatch 5 Lambda ><Bx#y B &

+ SNS F&

CloudTrail 5— &£ AWS Certificate Manager

AWS Certificate Manager 5 AWS CloudTraill—H RS ERK , ZRFERERF. ABSE AWS RFE
ACM HHITHIRIERIZFK, CloudTrail BRIAERT , &8 AWS Ik~ E/F A, CloudTrail ¥ ACM &Y
AP ARBERANEH , TIERB ACM ZH AN FERATX ACM API BENRBIAR., MREREBR
B, WAL A YFHF CloudTrail E4#F4:£ 5 %) Amazon S3 176548 , 235 ACM =4, MREREE
BRER , BNA T BATE CloudTrail #HI K “SHAHLER PEFRFNEH.

FEHKERNE R CloudTrail , BRI LUBER ACM X HHIER, ZHERMN IP ik, #AH TiER,
AR EZEERUAREMFMAEE, BXEZEL , BSREAESHHELIERES CloudTrail EH. 3
ACM FHIM X IENEMHETN | ZEHLE5EHM AWS RS CloudTrail S4—RBiCRESHFTFIZH
., BAILME AWS IKFHREE, BRMTHREFEH.

A BB B E A AWS IRSS , Lt — S 9T R4 CloudTrail B & WENEHEIE.
BEXNEZEE CloudTrail , IHSE U T4 -

« AWS CloudTrail A5/,

o BIZRERELR

« CloudTrail Z##I RS MK

« Bti& Amazon SNS J&Al CloudTrail

« BRRBZANXIEH CloudTrail B EXHMEBRFKE S MK, B CloudTrail B EX 4

£
Fi2FE® CloudTrail X1F ACM API #4E
 IBRENRFZH API FH
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HE&i2& 9 CloudTrail X ACM API &4k

ACM XFEFR LT REFERNSHICREIE CloudTrail BB
BIMNEHHATRBBESEXRERBFRNAREGR. BOEEABTEHEUTRE !

« BEREMFEH AWS IKFRAF 5 AWS Identity and Access Management (IAM) BB FiEB & HEY .
- BREFAACKERKEAFPNIRNZEEIER HN,
- EREEAHHEM AWS RF A H

BXEZER , HS M CloudTrail userldentity JTT#,

LTEaRHE T ZFH AP BRERREI B E.

o [EEPBFMFRZ (AddTagsToCertificate)

« MIBRIE$ (DeleteCertificate)

+ IRIE$ (DescribeCertificate)
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6] PR IARE (AddTagsToCertificate)

BAF CloudTrail =¥IE R T A AddTagsToCertificateAPI B 45 R,

{

"Records": [

{

"eventVersion":"1.04",

X API #1E R 1.0 148


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_SearchCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html

AWS Certificate Manager

RAriEmE

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-04-06T13:53:537",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcba98-7654-3210-fedc-ba9876543210"
I
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

JHIBRIE (DeleteCertificate)

ELF CloudTrail 7RI E 7~ T A DeleteCertificateAPI B R,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{

:certificate/
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"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-03-18T00:00:26Z",
"eventSource":"acm.amazonaws.com",
"eventName":"DeleteCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcbha98-7654-3210-fedc-ba9876543210"
},
"responseElements":null,
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

HIRUEH (DescribeCertificate)

EATF CloudTrail ;R E 7~ 7B DescribeCertificate APl I R,

(® Note

DescribeCertificatei®4E CloudTrail BEFEREXEIEEN ACMIEBHNEE, &BATLL
fER1ZE&ElIE AWS Command Line Interface. = DescribeCertificateAPI EE B XIEPEHEE.,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
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"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:427",
"eventSource":"acm.amazonaws.com",
"eventName":"DescribeCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcba98-7654-3210-fedc-ba9876543210"
I
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

S HiE$ (ExportCertificate)

AR CloudTrail 75l 7~ T A ExportCertificateAPI FY45 R,

"Records": [
{

"version":"Q",
"id":"Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

15
"detail":{

:certificate/
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"eventVersion":"1.04",

"userIdentity":{
"type":"Root",
"principalId":"123456789012",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2018-05-24T15:28:1172",

"eventSource":"acm.amazonaws.com",

"eventName":"ExportCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.4",

"requestParameters": {
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:cexrtificate/12345678-1234-1234-1234-123456789012",

"passphrase": "HIDDEN_DUE_TO_SECURITY_REASONS"
iy
"responseElements": {

"certificateChain":

"privateKey":"**********"’

"certificate":

————— END CERTIFICATE-----",

"privateKey": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"readOnly": false,
"eventType":"AwsApiCall"

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",

"tlsDetails": {

"tlsVersion": "TLSv1.3",
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"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"

}I

"sessionCredentialFromConsole": "true"

5 AE$ (ImportCertificate)

LT RBIE R T iEFEI ACM ImportCertificate API #24ER K CloudTrail B &% 8B,

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-10-04T16:01:30Z",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
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"address":0
I
"certificateChain":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
},
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2503,
"capacity":2503,
"address":0

1,
"responseElements":{
"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

1,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",
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"recipientAccountId":"111122223333"

HIHiE$ (ListCertificates)

LA CloudTrail =4I 2R T A ListCertificatesAP| FI45 R,

@ Note

ListCertificatesi®E CloudTrail HEFE REH ACM iEH, ErILAERAEGE &S AWS
Command Line Interface. =X ListCertificatesAP| Z2FiFH5IFEK,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:43Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[
"ISSUED"

I

"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dlesdfelallb”,
"eventID":"cdfel®51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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}

5| HiE P HIFRZ (ListTagsForCertificate)

AR CloudTrail 75l 7~ T A ListTagsForCertificate APl BY45 &R,

(® Note

#listTagsForCertificatei®{EH CloudTrail HER S E RENRE., BALIERESE
AWS Command Line Interface, = ListTagsForCertificateAPl ZE&#R& 513K,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T13:30:1172",

"eventSource":"acm.amazonaws.com",

"eventName":"ListTagsForCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},

"responseElements":null,

"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",

"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"
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]

MIE F I BRPRE (RemoveTagsFromCertificate)

LR CloudTrail ;=& 7~ T A RemoveTagsFromCertificateAP| BI4E 8,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
b
"eventTime":"2016-04-06T14:10:012",
"eventSource":"acm.amazonaws.com",
"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{
"value":"Bob",
"key":"Admin"

b

"responseElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"@cfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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ERIE$H (RequestCertificate)

LA CloudTrail "IE R T A RequestCertificate APl B4 R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},
"eventTime":"2016-03-18T00:00:49Z",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domainName":"example.com",
"validationMethod": "DNS",
"idempotencyToken":"8186023d89681c3ad5",
"options": {
"export": "ENABLED"
I
"keyAlgorithm": "RSA_2048"
I
"responseElements": {
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
I
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"
I
"recipientAccountId":"123456789012"
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}

R EHIEPH (RevokeCertificate)

BAF CloudTrail ~4l:2 R 7 A RevokeCertificate APl N4 R,

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:Role-Session-Name",
"arn": arn:aws:sts::111122223333:assumed-role/Role-Name/Role-Session-Name",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"attributes": {
"creationDate": "2016-01-01T19:35:527",
"mfaAuthenticated": "false"

}
}
.
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource": "acm.amazonaws.com",
"eventName": "RevokeCertificate",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:128.0) Gecko/20100101
Firefox/128.0",

"requestParameters": {

"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",

"revocationReason": "UNSPECIFIED"

.

"responseElements": {
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"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
},
"requestID": "01234567-89ab-cdef-0123-456789abcdef",
"eventID": "01234567-89ab-cdef-0123-456789%9abcdef",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"
},

"sessionCredentialFromConsole": "true"

B AE R B FHB4 (ResendValidationEmail)

LA CloudTrail RHIE 7R 7 B A ResendValidationEmailAPl B4R

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

b

"eventTime":"2016-03-17T23:58:25Z",

"eventSource":"acm.amazonaws.com",

"eventName":"ResendValidationEmail",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"domain":"example.com",
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"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
I
"responsekElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b0@6-ca91-4clc-8cbl-af349ea8bab8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

¥ FIEP (GetCertificate)

EAF CloudTrail REIER T A GetCertificateAPI V&R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

.

"responseElements": {
"certificateChain":
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},
"requestID":"744dd891-ec9c-11le5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

¥ RIEPH (SearchCertificates)

EAF CloudTrail 7RI Z 7~ T A SearchCertificatesAPI IR,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-04-06T13:53:537",

"eventSource":"acm.amazonaws.com",

"eventName":"SearchCertificates",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"readOnly":true,

"requestParameters":{
"maxResults":10,
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"sortBy":"CREATED_AT",
"sortOrder" :"DESCENDING"

},

"responseElements":null,
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

IEFREAARSTHY API 13 A

SO LAE A % #& CloudTrail 5 ACM £ RSZ A HEY AP AH. BXxEHAMNEZEER CloudTrail ,
ES R (AWS CloudTrail AF3ER) « UTRHIERTAEKNBENEE  BAEFRTFEATHME
ACM iEHH AWS &R,

F&
- BIEREGES

ek Jnks Rk i

BT LAE A &8 CloudTrail 5 ACM EERXBIRS A BB API BA. BXxERANEZEER CloudTrail |, &
2 (AWS CloudTrail AF1ERE) « UTREIERT AIAERWBERE | EABURTEEE ACM
IEBFTRIER AWS &R

£}

- BIEAEIGER

- EAMEIIEREM Amazon EC2 K4
- MELEEH

- BEIEEH
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"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
.
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreateLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{

"sSLCertificateId":"arn:aws:acm:us-

east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",

"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

iy

"responseElements": {

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"

1,
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5be63f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"
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£ A T E 5% 85 )F A Amazon EC2 £ 4

Y IRTEFE A Amazon Elastic Compute Cloud (Amazon EC2) 35451 £ 71 & M vh 5% 51 F 72

et SAEBEEIR LN T #HZEHl, XALAEE Elastic Load Balancing #1835 AWS
Command Line Interface kK. A TREIERT X AWS IKF7 123456789012 LinuxTest £
#RegisterInstancesWithLoadBalancer A i s E 2R,

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/AlLice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z2"

},

"invokedBy":"signin.amazonaws.com"
},
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
"instanceId":"i-c67f4e78"

1,
"responseElements":{
"instances": [

{
"instanceld":"i-c67f4e78"
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.
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

NE A B

LT RBIEARTMES ACM IEBXERNAEHHAMN Encrypt A, MERE AWSHHIT,

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"

.

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{
"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",
"encryptionContext":{

"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
}

},

"responseElements":null,

"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",

"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,

"resources": [

{
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"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

R B B

UTFREIERTATXHE ACM IEBXENAERHRTEZN Decrypt A, BREEATNITH
AWS , BZENEZERAKETEF. AWS

"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T21:13:28Z"
.
"sessionIssuer":{
"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

},
"eventTime":"2016-01-01T21:13:28Z2",
"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",

"awsRegion":"us-east-1",
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"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext": {
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}

.

"responsekElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,

"resources":[

{

"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

]I

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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Amazon CloudWatch 2 —11 AWS BR% RS, BALAEA CloudWatch SRR E MR ERIEFR, 1%
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",

AWS/CertificateManager @& Z [ @IELL T B4R,

EFR ] L -Rivi Dimensions
DaysToExpiry iE 3 HA 2 BT HY R 2K B CertificateArn
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
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import java.nio.file.Files;
import java.nio.file.Paths;

import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ks Accesskey - AWS access key
ik SecretKey - AWS secret key
& CertificateArn - Use to reimport a certificate (not included in this example).
* region - AWS region
& Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem
ks CertificateChain - The certificate chain, not including the end-entity
certificate.
ks PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
*/
public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {
String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))
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.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));

return StandardCharsets.UTF_8.encode(fileContent);
}

A BRAE

BURRBIER T (A A DeleteCertificate BI#. MR , M ZEHBFEE —MZEE {3,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.

DeleteCertificateResult result null;

try {
result

client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

FEIRUEF

AT RHIER T 20{a £ A DescribeCertificate BI#,

packag

import
import
import
import

import
import
import
import

€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager

services.certificatemanager
.certificatemanager

services.

com.amazonaws.

com.amazonaws.services

com.amazonaws. certificatemanager

com.amazonaws.

com.amazonaws.

com.amazonaws.auth.AWSCredentials;

com.amazonaws.regions.Regions;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.DescribeCertificateRequest;
.model.DescribeCertificateResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

WERKRY , ERREFERRELTUATARENER.

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0Qa,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
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Status:

ISSUED,

NotBefore: ThuOct®510: 14: 32PDT2017,

NotAfter:

SunOct0310: 14: 32PDT2027,

KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,

InUseBy:
Type:

L1,

IMPORTED,
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package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import
import
import
import

import
import

import
import

import
import
import

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

services

services.

services.
.certificatemanager.

services

services.
services.
services.

.certificatemanager.
certificatemanager.

import java.io.FileNotFoundException;

certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AwSCertificateManager;

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.
model.
model.ResourceNotFoundException;

InvalidArnException;
InvalidTagException;
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import
import
import
import

public

java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class ExportCertificate {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.
try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "z1");
}
catch (IllegalArgumentException ex) {
throw ex;
}
catch (SecurityException ex) {
throw ex;
}
catch (FileNotFoundException ex) {
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throw ex;

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {

result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{

throw ex;
}
catch (InvalidTagException ex)
{

throw ex;
}
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catch (ResourceNotFoundException ex)

{

throw ex;

// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.

String certificate

System.out.println(certificate);

String certificate_chain

System.out.println(certificate_chain);

result.getCertificate();

result.getCertificateChain();

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();

R UL AUEF 6%

AT RBERT WA GetCertificate BI%K,

package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

.regions.Regions;

services.
services.
services.
services.

certificatemanager
certificatemanager
certificatemanager
certificatemanager

.AwWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.GetCertificateRequest;
.model.GetCertificateResult;

auth.profile.ProfileCredentialsProvider;
auth.AWSStaticCredentialsProvider;
auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;
services.certificatemanager.model.RequestInProgressException;
AmazonClientException;
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* This sample demonstrates how to use the GetCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

& CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.

& CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
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long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
result = client.getCertificate(req);
}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

HIE N REF IR UT T AR A,

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

SN A

AR RBEERT fAEA ImportCertificate BI%,

package com.amazonaws.samples;
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services.certificatemanager.AWSCertificateManager;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

services.
.certificatemanager.
services.

services

services.

certificatemanager.

certificatemanager.
certificatemanager.

AmazonClientException;
java.io.FileNotFoundException;
java.io.IOException;

java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

model.ImportCertificateRequest;
model.ImportCertificateResult;
model.LimitExceededException;
model.ResourceNotFoundException;

* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager

* service.

*

* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.

*

* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.

*

*/

public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.

ImportCertificate
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AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException(
"Cannot load the credentials from file.", ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”, "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.
FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();
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FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {

buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY,

channel_certificate.size());

buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,

channel_chain.size());
buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();
channel_key.close();
file_certificate.close();
file_chain.close();
file_key.close();

}

catch (IOException ex)

{

throw ex;

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);
}

catch(LimitExceededException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;
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// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.

String arn = result.getCertificateArn();
System.out.println(azn);

B HHUE

AT RGBIER T WA A ListCertificates BIE,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.model.ListCertificatesRequest;
import com.amazonaws.services.certificatemanager.model.ListCertificatesResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.AmazonClientException;

import java.util.Arrays;
import java.util.List;

/**
* This sample demonstrates how to use the ListCertificates function in the AWS
Certificate
* Manager service.

*

* Input parameters:

ks CertificateStatuses - An array of strings that contains the statuses to use for

filtering.
& MaxItems - The maximum number of certificates to return in the response.

& NextToken - Use when paginating results.
*

ListCertificates
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* Qutput parameters:
& CertificateSummarylList - A list of certificates.
ks NextToken - Use to show additional results when paginating a truncated list.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}
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// Display the certificate list.
System.out.println(result);

BIE R RO QZRUT U T AT A .

CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
b
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

+
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

ST UEH
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£9T AWS FAF CA LD , M5k mE ACM RFEAR FRITUHBRENNR. BXEZEES , BN
EREITNRES B4 ACM.

package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

RenewCertificate W7 1.0 188


https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/privateca/latest/userguide/assign-permissions.html#PcaPermissions
https://docs.aws.amazon.com/privateca/latest/userguide/assign-permissions.html#PcaPermissions

AWS Certificate Manager ArfEm

import
import

import

import

import
import
import

import
import
import
import
import

public

pub

Windo

ex);

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
com.amazonaws.services.certificatemanager.AWSCertificateManager;

com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;
com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {
lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
WS
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");
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// Renew the certificate.
RenewCertificateResult result = null;

try {

result = client.renewCertificate(req);

}

catch(InvalidArnException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);

B HHUE PR

BT =451

package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.

i —
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amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

services

certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.certificatemanager.

services.certificatemanager.

AmazonClientException;

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model .ResourceNotFoundException;

ListTagsForCertificate

7 1.0 190


https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html

AWS Certificate Manager ArfEm

import com.amazonaws.regions.Regions;

/**
* This sample demonstrates how to use the ListTagsForCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:

& CertificateArn - The ARN of the certificate whose tags you want to list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;

try {
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result = client.listTagsForCertificate(req);

}

catch(InvalidArnException ex) {
throw ex;

}

catch(ResourceNotFoundException ex) {
throw ex;

// Display the result.
System.out.println(result);

HIE Y REF IR UT U T AR A,

{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

MIEP i BRAR
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.
import com.amazonaws.services.certificatemanager.

import

com.amazonaws.services.certificatemanager.model.
.certificatemanager.
services.

import com.
import com.

import
import
import
import

import
import
import
import

com.
com.
com.
com.

com.
com.
com.
com.

i —
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amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.

certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.
.AmazonClientException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;
model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

RemoveTagsFromCertificate
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import java.util.Arraylist;

/**

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the

AWS

Certificate

* Manager service.

*

* Input parameters:

*

CertificateArn - The ARN of the certificate from which you want to remove one or

more tags.

*

*

*/

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");
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// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.
RemoveTagsFromCertificateResult result = null;

try {
result = client.removeTagsFromCertificate(req);

}
catch(InvalidArnException ex)
{

throw ex;
}
catch(InvalidTagException ex)
{

throw ex;
}
catch(ResourceNotFoundException ex)
{

throw ex;
}

// Display the result.
System.out.println(result);

BRIED
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
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import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.model.RequestCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RequestCertificateResult;

import

com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;

import com
import com

import com.
import com.
import com.
import com.

.dmazonaws.
.amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.certificatemanager.model.LimitExceededException;
AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS

Certifica
* Manager

*

* Input p

te
service.

arameters:

& DomainName - FQDN of your site.

* DomainValidationOptions - Domain name for email validation.

ks IdempotencyToken - Distinguishes between calls to RequestCertificate.

& SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension
*

* Qutput

parameter:

& Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;

try

{

credentials

= new ProfileCredentialsProvider().getCredentials();

RequestCertificate
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catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}

catch(InvalidDomainValidationOptionsException ex)

{

throw ex;

}

catch(LimitExceededException ex)

{

throw ex;

// Display the ARN.
System.out.println(result);

B EN RO EIZRUTUTREN A H.
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{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}%

BT RIZW UL B T ER

BUR R BIE

package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.
certificatemanager.
certificatemanager.
certificatemanager.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.
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amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
.auth.AWSCredentials;

amazonaws

amazonaws.

services.
services.
.certificatemanager.
services.

services

services.
services.
services.

certificatemanager.
certificatemanager.

certificatemanager.

AmazonClientException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

InvalidDomainValidationOptionsException;
model .ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate
* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.
& Domain - FQDN in the certificate request.
& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

ResendValidationEmail
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

catch (InvalidDomainValidationOptionsException ex)

’
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{

throw ex;

// Display the result.
System.out.println(result.toString());

BIE A R ER AL RIS TG HE R —NEE,
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package com.amazonaws.samples;

import
import
import
import
import
import
import

import
import
import
import

import

/**

com.
com.
com.
com.
com.
com.
com.

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

services

services.
services.
services.
services.
.certificatemanager.

services

.certificatemanager.
services.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.SearchCertificatesRequest;
model.SearchCertificatesResponse;
model.CertificateFilterStatement;
model.CertificateFilter;

model .AcmCertificateMetadataFilter;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

AmazonClientException;

* This sample demonstrates how to use the SearchCertificates function in the AWS
Certificate
* Manager service.

*

* Input parameters:
ik FilterStatement - Optional filter to narrow search results.

& MaxResults - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.
& SortBy - The field to sort results by (default: CREATED_AT).

SearchCertificates
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*

SortOrder - The sort order (default: ASCENDING).

* Qutput parameters:

*

*/

Results - A list of certificate search results.
NextToken - Use to show additional results when paginating a truncated list.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.
SearchCertificatesRequest req = new SearchCertificatesRequest();
req.setMaxResults(10);

// Optional: Filter by certificate status
CertificateFilterStatement filter = CertificateFilterStatement.builder()
.withFilter(CertificateFilter.builder()

.withAcmCertificateMetadataFilter(AcmCertificateMetadataFilter.buildex()

.withStatus("ISSUED")
.build())
.build())
.build();
req.setFilterStatement(filter);
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// Search for certificates.
SearchCertificatesResponse result = null;
try {

result = client.searchCertificates(req);

}

catch (Exception ex)

{

throw ex;

// Display the certificate list.
System.out.println(result);

B EN RO EIZRUTUTRENA L.

Results: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
X509Attributes: {
Issuer: {

CommonName: Example CA,

Country: US,

Organization: Example Corp

},
Subject: {

CommonName: www.examplel.com
.

ExtendedKeyUsages: [TLS_WEB_SERVER_AUTHENTICATION,
TLS_WEB_CLIENT_AUTHENTICATION],
KeyAlgorithm: RSA_2048,
KeyUsages: [DIGITAL_SIGNATURE, KEY_ENCIPHERMENT],
SerialNumber: serial_number,
NotAfter: 2025-02-14T23:59:59+00:00,
NotBefore: 2024-01-15T00:00:00+00:00
1,
CertificateMetadata: {
AcmCertificateMetadata: {
CreatedAt: 2024-01-15T12:00:00+00:00,
IssuedAt: 2024-01-15T12:05:00+00:00,

SearchCertificates MR 2K 1.0 201



AWS Certificate Manager ArfEm

Exported: false,

InUse: true,
RenewalEligibility: ELIGIBLE,
Status: ISSUED,

Type: AMAZON_ISSUED,
ValidationMethod: DNS

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789013,
X509Attributes: {
Issuer: {
CommonName: Example CA,
Country: US,
Organization: Example Corp

I
Subject: {

CommonName: www.example2.com
},

ExtendedKeyUsages: [TLS_WEB_SERVER_AUTHENTICATION],
KeyAlgorithm: EC_prime256vl,
KeyUsages: [DIGITAL_SIGNATURE],
SerialNumber: serial_number,
NotAfter: 2026-06-30T23:59:59+00:00,
NotBefore: 2025-01-01T00:00:00+00:00
I
CertificateMetadata: {
AcmCertificateMetadata: {
CreatedAt: 2025-01-01T10:00:00+00:00,
ImportedAt: 2025-01-01T10:00:00+00:00,
Exported: false,
InUse: false,
RenewalEligibility: INELIGIBLE,
Status: ISSUED,
Type: IMPORTED

3]
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Xt ) @ 1T U BE HEBR AWS Certificate Manager

MERTEFEHA AWS Certificate Managerf i BZI R , TS RUT E-,

® Note
MREEATHRRKBERRE | BUEFEAWS FRH D

£

« BB FEREZE

o BFEULB UL &

s BEERERUEBLEEITHY A
- BFEHEAREZ

- RERE

BEEUE P iER A&

MBAEWR ACM EHFBEIAE , BSEUTEA.
25

« SR

- EBBREM

R

MEX ACM IE B ERE 72 N RRBITIRIE |, W FRGB, EEERER , HHTFES
A, RIEPMNIER , BHEERIE |, % Actions (B1E) , REi%IF Delete (HIBR ) . RJF , &
## Actions ( #1F ) M Request a certificate ( ERIUEH ) , BAFH. BXESEE , HSH AWS
Certificate Manager 138 Z & KIS AWS Certificate Manager BFBB4FIiE, BIVERE A DNS
Bl
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EBEREMK

MREHIERARAY , ACM MESWBLUTHIRESE 2 — , FRERBUNDSRERLRE, BT EEMR
RRAMRIEBER |, BEBRRABSRRIFEIER.

=

x
BiRHE  REAAMBKREA
BiREE FEHMRIU
HIRHE TR LG

- [HIRHE  Hi

HRHE I RBETRANEBRRA

BB RIEBAHER T B FoHRIE | B ACM BERIAFRIEERPH —NHZ MBI B FHR4
ik, EFRIED , SaLBRITTHREZ—

- BEREHEERENEWE TR, BHNENBMRSBHFLIE — M RREBFICHK (MXiER) |,
LAfE ACM HY B8 F Hif 4 AR 55 85 N0E ¥ 15 30 1IF B8 F BRAF RIS BIMV L B

TR ERES 2 —EUFHRERE ; EEFRNTEFAIUES . EFRLFAZRE , HR—NHIEH,

BxAEERKEIRE ACM WIBRIEB FIMEFNESFEER , E5H AWS Certificate Manager B FHf
HFIIE 3 RINEIRAUF R FiffE. MRBEF/EXLESEHAMZWBTITARRAER , BHLERRS
4 AWS | MERMAT B TRE,

HiRHE  FEHMRIE

ACM ZEEEAMEERAERIERER. WRENHBET Alexa 1000 58M 5 , XFFHEHERIEE
e, BERHFMMEREE , FEAZEPOLERR XiF, IRERBXFITN , HE ACM ARILEZEFR
mEEE,

® Note

BFEN Amazon BEWIEA (HlE1LL amazonaws.com, cloudfront.net
elasticbeanstalk.com & RHig &) ERIEH,
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HIRHE  TRHAEE

ERBERPH—NHENMIBELER. BE , TRANBERPVEHBT2ERNMAE. BXZEHBERIE
P, ANEERMBERFHEAHBEERIENF , HARBERPAVAEHBHE TEXNWRE. A
m, BFEERN example.invalidpublicdomain &R ACM iE# , A "invalidpublicdomain" &
BROMAE . MRERZWSRIWAMER , FHRAZER L. MREEEXFITX , EE ACM F X
WIZHR R MHEE,

BiREE  Hith

BE  BAMERSEEBBERPH - RS NMER HAHBEHRAEI, BRZHBERIES , AHE
ERMBERPNEAHBERTEDF. MREMEZWIWAVBOER |, BEAZIFHOBRR X, M
RIBZBEXFITN , BE ACM FRLEZEHR R MFER.

HEE UL 30 UE (7] 2

MR ACM IEBERRENSFRIE , WAL B RESSFEXIURME, NREERHERT LR B TP
HIIE |, MEBH RN TR ANE R BFER 4, X R4 2 KK B FTE RV & A B Fof 4t
BXEZEE , BSH AWS Certificate Manager B FHBAIUF, MNRIEF DNS Rilf , N A4BUF ACM
NIEVNENFBIEREALN DNS BiEE, EXxEZELR |, S AWS Certificate Manager & R

SR,

/A Important
LA R CHARATUEFIERERPEIENAMEEE . MREFEB FHARIE , LR
M ENRUE SR FERfF, MRRKEI B FEM , FSRRKE WIS FEB 4, RiERE DNS
WIE , MAZH BN E IR —% CNAME 2%,

(@ Note
NE ACM iEF ] LU 275 E 82 Nitro Enclave B9 Amazon EC2 324 £, Bl S HA AR

UE$ , SAMETEE{T Amazon EC2 K6l LA, BXTERZEREE Nitro Enclave B Amazon EC2
Pl EREMIL Web BRFERMES , FZSHEE : 7 Amazon Linux 2 L& LAMP Web AR

SEBEHEHIE : £ H Amazon Linux AMI % LAMP Web R 25,
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MRBFRIUERR , TSEUT &,

e

« HEZE DNS K ] &

o HFEHFHRERIUENRE
o fRR HTTP Rl AR

HEZE DNS 16 iF 8] &3
MREFEH DNS RiFEBEHERRE | FSRULTIERE.

DNS HEHENE—SREAUTHRATITERLEFHN Y EPRE !

* dig — Linux, Windows

* nslookup - Linux, Windows

£

- DNS RRHtEEA TR

- DNS REtEFNMNRART IR

« FF/EH DNS BiF GoDaddy k¥

+ ACM #4#| & T & R“Create record in Route 53” ( £ Route 53 F8|E1EF ) &4
s BB (TZEMFE) B LM Route 53 BilF kKK

o BRI, BMARREIT KK

« VPN L&) DNS fRF a5 30iE K K

DNS B2 T X%k

MREH DNS RMHBHBULEFHBICREPEANS TRIL , BUMER ACM ZREAEBERNT

¥k , AERBEZTNENER TR, Fl0 , 7 7#HTRIE , 3B IE%E _x2.acm-
validations.aws ATE N x2.acm-validations.aws. {BER , BB IEFKB NS IMLTIEL LLR]
STRILTFA,

B LAER T RAMHNMERIES —DREIES.
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Name Type =l

_<random value>.ex BB icF _<random value>.acm-validat
ample.com. ions.aws.

_<random value>.ex BB 1ic K <random value>.acm-validat
ample.com. ions.aws.

DNS REERMMBRRIAERT TR

FgERT , £ DNS EHEamnEZRERANABiEREFMMET IR, it , ZESHM
AR AREASBEIR, B0, “<random_value>.acm-validations.aws.” J$#3E4 |
Mm“<random_value>.acm-validations.aws f#&EZ,

F IS #9 DNS IiF GoDaddy %M

BRIFEME N ACM REM BB IZRKIE , FNEMEB Godaddy MEAMEM EEHAYAYIFE K DNS Kk
ARER KM, BL .com HEAH , KA CNAME iBFEXUT :

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com. VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

&AL GoDaddy Ei3 Eif NAME ZERARHINAE ( BEAS ) REIBS5#BM CNAME id% , W
TR :

NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

ACM #2#|& T E R“Create record in Route 53” ( £ Route 53 #2123 ) &4

R IEEF Amazon Route 53 ¥EJIEHY DNS $2144t%5 , ) AWS Certificate Manager AIAEESH X
BEURIEENEAFEN. EXLEFERT , #£H &K Create record in Route 53 ( £ Route 53 F A&
ok ) R ARERERMBTA, MRREXTER , BREUAT AERR,

-« BXB A Route 53 AR DNS =RHHE,

- BERATREEKFER ACM H Route 53,

« BERADTE Route 53 FHEHXFHAIEIZFH IAM R,
- BREMA BRI ZIF,
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© EERAATF L.

E ( FZEMF) 5 LM Route 53 BIF KW

£ DNS RiEIREHF , ACM ELAEREXFHFERFBICTK. WREERE , Wz 72 DetEHE , R
A7 Validation timed out (R IEEE). EBFBEEAERITEFEFA DNS i , @3F Amazon VPC
AEREXHNER, FAE PKI AR ZEEEBBITEEWIES,

AWS BB ZAWS FAE CARS A LAFTFZEENFR AT,

WUERZh , BMA LT KW

WMRIEFBMA KXY , ERGRIUE", MENFE DNS EFtFEREIEHMAAERN (CAA) iBFK&EMELE
WMEIEP. BRESEE , F56 (k) BE CAA I,

VPN E£H DNS BRE288 58 1E kK

R VPN £ E DNS fRS528 , M ACM RN ZRSH[RILUES , FREZBSH/ESTULR
FriER. EA ACM DNS BiEMAN AR IUEBERFIEKALEL 2 Internet FITHEN

HEE B BB B UE Y A R
IR BT ER AT BB E S | BSAUTIEE.

£}

o RUIKEI56 U 8B F BB 4

- BT B FERHRIFRIF A KT R
« ITIELNIRE] DNS BiF

R Z I B F HR 4

WMIBM ACM ERIEP H LB B FHARIUR | BB L FHELXEBENERERE N, BXES
E8 , S @ AWS Certificate Manager B FHBFIIE, MREEZWRIUFE FHERNERIRE | BE
BLUTEW

ERE TN NE

ACM 2mEERWIHE HXWIE B FifiE, MREEEUN BT ZIFIEUOX Lo FHR4E | AT LUT
ENBRIFIEEAN RIS, TESKSMtut EAFEEBER , HE2EN @ FEZENE
BAVELR FEp b, Bl , RIRSF example.com $EE N subdomain.example.com KR UFLE |
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N AT RE S W B —H %X E admin@example.com B EE FHR ., KEE ACM ZBHIAEHR IR ( HEM
CLI = APl HIRE ) W FEBMF bt FIR |, IAERNERBITBE FHENNVE, EEFIYIX ,
B ¥ ¥R A Validation not complete KIAE F15 & Z K B4R,

It 8 F BR 4 EARIC Ty SR BB 4F

BEEENLIRER G 4R REE R B T4,
GMail B3 X1 18Ry B F o3 1THER

MREEEMEA GMail , MBIEE FHRFAIEEE AFI 9K ‘B = (28" mI+FH,
BRARZIEFH O

MREER LRESE , BNTEREFR IR FERH | wTR X5 PO HEIERM, mMRLER
BXEWMY , FROEERHE ACM FRiLiz.

R T B F B4R 30 UE AY 55 A #) 4R B B) B

EPHNE-—PNEFERAFRIEE RN ABEFERIELITERP-ERE, XTR ACM RIEFIFELHE
AL,

BRI E TR E] DNS Wik

HOIZRA B FERARIERIER)E , BTTEIREIER DNS W EFTRIE, EfEA DNS WiE , &
BRIZUEH , AR5 812 —MEA DNS BRI HEF.

R HTTP &1 a3
MREMSEH HTTP RIBEBNERI R |, BHS R TER,
HTTP REHENE—PRERAUTAARIER TN LINRE

« curl — Linux 1 Windows

« wget — Linux # Windows

F

« RedirectFrom # RedirectTo {1 & 2 [8] Y A &= A PEfig
e CloudFront it & 7 IE

« HTTP Z3E @A &

o WurEat
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RedirectFrom #1 RedirectTo {7 & 2 |8 fY A &+ T

R RedirectFrom SN AE RedirectTo th SHABFIEHE |, MIIEF LK, BRIEEHE
NG A EHEE,

CloudFront & & 1IE i

BREH CloudFront KITHREEBEEANRHEIEINET. BREXRREMNITHRERS

v/

IEH , URSER

BEHE,

HTTP EE [ 6] &

NMREEANREEOMAREREREANR , FREBUTSIREIEEHEE,

RIIEEREE

1.

2
3.
4

¥ RedirectFrom URL & &M 5 S 2R Ay b= rp,
FEFR BT RFIET<H , %505 RedirectTo URL,
LEBRFEW AR URLs LBREIITES TE,
BIIEEMREER 302 RSB,

I8 UF 8 Bt

MRANBETMHNEESCERNRAR , HTTP RiEAIgE2 B, EFRBIUEEE , FMITATIR,

iR R UIE B () R

1.

2.

WATU TRz — , EFEMEE R EESFFRIE

a. T ACM 24| AHEFTIRFMAEETEH. ERFICHSRIENE.
b. Y8 DescribeCertificate API BEUEFEZ NINBILIRS,
NFENMNFLENE |, FRIANRIERNRZEE M Internet 1518,

FERENIEBEITRIEE

ACM EE i 2R BT ACMiE+H , MEBTERITEMRE, MEXNFHEEIUEPLIT AWS
Certificate ManagerG1E A& (R , ESF AT -,
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EEZFHITHIERIE
Eit ACM BHEITEMIEH |, BIUBEREUAT Y -

- BWIEBLAEE ACM EKH AWS FRSHEXRER. BX ACM XEFHNRRNEER , HSH 5 ACM
ERH RS

- NFEABFERAHRIENIES , ACM AR BT UEH R ATHI B MIM B E R B Flp 4 it it 5 85k
Ro FEiAH B FHRHFbut BIFEAWS Certificate Manager EB BB 4F381IE A,

« XI T M DNS BiERIE+ , HHEREN DNS BB IS EHKN CNAME 2% , 41 AWS Certificate
Manager & REWIE PATR,

« TR HTTP BIEMIES , EHRIZB AWS Certificate Manager HTTP R FATRE BAMNE
E M,

R EFEEUEFHLEIT KK

HIEPEEEHART (DNS 8 45 X, BFERER 45 X, RBIEBHF 60 X ) , MRIEPHFEEEE
HE, ACM @2 HEITIEH, BAREEENTHIBRETERIZT, BXELZER , B30 FHNREE
iEPLE1] AWS Certificate Managers

£ 3 B FER I UEIE PRV FE B UL B E&IT

ACM IEHH BN 198 X, KITIEPREFHMBEMTEE. ACM KEIER G 45 RFABMEE
BRI B FER AR bt R IX TR, ZBHSEE —MEE | SrEE TR m iR T,
RIEFFESIHNESR , ACM 2R EBHMEE ARN BYLEITIEH,

B E AR FEERIE , T HEAERINS L F PENDING_VALIDATION RAH EE X LK
NBOR ORI

£t X DNS BRI IEBRYFEEEH LT

ACM F2ZiRAX DNS BUFMIEFH 31T TLS BiE, MR ACM FELLIT @S DNS 1 UE R iE A iE
+  NBRTAEERAHT DNS BEEF R BB IERRANBIEKF AR, IREAEXTHER , ACM £BA
BT EBTEITIER,

/A Important

&R FF IEFRY CNAME 12X A Z| DNS BiEE, BEWERERIEMEI T B MMAHIT
LEiRAE,
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B BT E ACM ZHl e R UBRHEESEKE |, REEHH CNAME 12%, BXEFHER , H5E

TEHHE., & #ER ACM API f i DescribeCertificatei#E3K ACM CLI /Y desc ribe- certificate
WHRKE CNAME 12%. BXEZELR , BSH AWS Certificate Manager 38 R G RiE,

« < Viewing1to3of 3certificates > »

Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example biz Issued Amazon |ssued No Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status
amzn3.example.biz Success
. Export DNS configuration to a file You can export all of the GNAME records to a file
Details
Type Amazon Issued Requested at 2018-03-22T22:38:52UTC
Inuse? No Issued at 2018-03-22T22:42:12UTC
Domain name amzn3.example.biz Not before 2018-03-22T00:00:00UTC
Number of additional names 0 Not after 2018-04-22T12:00:00UTC
Identifier 1faedec1-6db6-4d3d-967a-eec5e53ecd45 Public key info RSA 2048-bit
Serial number 0e:10:30:f3:1c:bd:1e:b7:54:bb:f3:99:62:5b:7:fb Signature algorithm SHA256WITHRSA
ARN arn:aws:acm:us- |
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds
Validation state None
Tags
Edit
Name

& < Viewing1to3of 3certificates »

MIEF] B ik B FREF,
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

BIFIEHE O UERIUEFEH CNAME 8.

MRRBKIBEE , FEHRRAZER D,

£33 HTTP BFIE$ M FE BT B AT

ACM 2R B LT HTTP RIFAIEH, MRETRK , WAERHT HTTP RiEiZFEFERE. W
REEXMER , ACM BB EZEANELITIES,

/A Important
BAEIR RedirectFrom NEMWARNBSIEBHENHM RedirectTo MEH AN A ITHE,

WA LUEIE ACM BHlAREFIEBREHEKXE , HEEHMW HTTP RiIEER, Bt aLlER ACM
API 1y DescribeCertificatei®{E= ACM CLI H# desc ribe- certificate i SRR ZWEE ., EXEZ
£8 , &2 H AWS Certificate Manager HTTP R,
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MR EBKIAFE , EHRRZZE T
T REAT T

FEFEEIEPLT] AWS Certificate Manager— Mg B, XERBEXESRIAXMEEZERE,
FERUE ACM IEBFHAEREE , £ ACM SREFTEB ZHI TR 2 BEIR, ACM FREVEITHWIEHRY
iR SfFER I BRFEATH AWS BRIV E 2B T HIMFMALER, At , FHEPHRSHE KT8
EEHRINFREE REZRFIEF,

HrEE A A&

O RM T EMAHKIE ACM B TR EBNIES.

F&

o IEBIARHFIERX (CAA) B
« IEHFARE

o UE[E % B

« API Gateway [A]#

o THRUEBEALXMNZELL
- ACM IREXEAE (SLR) [E&

E 45 47 & HLADIBAX (CAA) 6 2R

A LAE A CAA DNS i23xk3EE Amazon iE P A H1# (CA) AR EEEH FEMA ACM iEH,
RGEIEP M A KWE4EEIREE , £ One or more domain names have failed validation due to a
Certification Authority Authentication (CAA) error [l FiEB M A HMIAE (CAA) iR , — N ZNE
ZBAREEBIWIF] , HRELM CAADNS iiFEK, NREERIBIE ACM IERERBUREIEER , N

MHIMEFIEH CAA BFRHBRIBERIEH, CAA IBEHFH value (B ) FERUABEUTHBE T —

™

* amazon.com

* amazontrust.com
* awstrust.com

* admazonaws.com

BXO2 CAABKNESEE , F36 (At ) BE CAA IBk,
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® Note
MREFHFLEA CAARE |, NI LLERTNENEEE CAA 125,

UEF§ AR &

BRI E=FIEHEA ACM AFEEERBFEFKEK, NREFENE , FEELERFAMEBBAE
B B EIEUTILR

- BREES A X509 FRAS 3iEH, SSL/TLS

« EBAURBEEEN , LA RIERMAVA (CA) £5,

- WMREWIEHHE CAZLE , MAMITEPEIERE , ZIEHEATREZIDAERMAVEEE R
&

- MRAEPBAELSHRIUES , WMALUBIXERNBEREER.

o iR B LA EFIAE R —MEB,

- BOEPEUEREPITERLEMAIES,

« AP, EPHEMAERE (WE ) XEA PEM RiE, BF , PEM % H Base64 wiBHY ASCII

MASRAR, , XENARUAXTEMAITH A NEGE. EEFIHLE PEM XHFET , RERNIT
HERHEN ZXHHITEMEMER, ETUEA OpenSSL Kl LA EFRIFIEH 4,

- TRNEZENLRAERH (W7 ), (B7: URTHAEBEE , Nan®, )

- 5 ACM £HH RS HAMER ACM XIFNE EMBEA KR/, HS5  AWS Certificate Manager A
FiEE) MBURSHX  BRENIEHESEEEA,

« ERBRSXVIEBHZFAERIELS A IAMERE ACM MAMFE,
« SAREBSTE R,

s FIBIEPNFAGEBEREEFER, B2, BRIAMBERT , MREBERIEEKeyTypesifiEs
#1915 R TR A ListCertificatesAPI 5 list-cer tificates AWS CLI 55 , M| RARSA_10248 7R
HRSA_2048iE P,

UuE 5 [ 1€ [R] &

5 THITIES , ACM RERFHWAEAEBAN. WRENFARFEMIEDEE (HHHH SSL
B ) REE ACM il , WIE AWS SiTiEH/E , RARF TR HERTE0E, At , RNBY
EFEEE ACM i+, NRENRARFLABEES , BT TRIE -
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- FEECHIERBSAZIACM , RAERENNARFEERS ANILES, ACM FRHEFN S ANIES
MIEELIT,

- MREEANRLFIES , WRENNARERFEESFREATAN Amazon RIEH, MREEANR
MBS , NFEHNNARFEEES CA NBRIES,

API| Gateway [A] &
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