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AT RBIIEL AR TR 52 M 4220 2 K P42 = R A PutAlternateContact
DeleteAlternateContact APl #E, X AL LEZ MK PN EAEAEREZHAERRA,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Statementl",

"Effect": "Deny",

"Action": [
"account:PutAlternateContact",
"account:DeleteAlternateContact"”

1,

"Resource": [ "arn:aws:account::*:account" ]

}
]
}
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{
"Version": "2012-10-17",
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{

"Sid": "Statementl",

"Effect": "Deny",

"Action": [
"account:PutAlternateContact",
"account:DeleteAlternateContact"”

1,

"Resource": [ "*" ]

}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Deny",
"Action": "account:PutAlternateContact",
"Resource": [
"arn:aws:account::*:account"
1,
"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgPath": [
"0-aalllbb222/r-alb2/ou-alb2-f6g7h111/",
"0-a3alllbb222/r-alb2/ou-alb2-f6g7h222/"
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account:AccountResourceOrgPaths
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"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgPaths": [
"0-aalllbb222/r-alb2/ou-alb2-f6g7h11l/*",
"0-aalllbb222/r-alb2/ou-alb2-f6g7h222/*"
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"ForAnyValue:StringlLike": {
"account:AccountResourceOrgTags/project": [
"blue",
"red"
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https://www.amazonaws.cn/about-aws/china/
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html

AWS Tk EE

SEES

- 2019 § 3 A 20 Bz i HM XEFHB AL T B ARS , AWS &4 AWS XiF BRIAES AME#HX
5, XEREEULUNFBREXEXESHABENERRR. B 2EARNZEARIAEEANKE,
msS , HAWS RMXER , IXFHRIAG TEARS. MRFLEAFEBEEFTXEFLENERR
R, BEAERRAZKE., RIAMBERT , UTXiELE T8 ARS.

£

ZEFE (HERIMLL)
ZERE (ARZEM )
ZEFEL (NRERILIL )
ZEAED (RYN )

T AR (55 )

TAR (E7R)

AR (AR )

TAMK (&)
WA X (¥ )
TA#K (ER )

X (R )

MR (ELEE )
BN ( SRR )
BMHER ( BRE )

BN (43 )

MM (B2 )

MEN (ZRD)

KB

us-east-1
us-east-2
us-west-1
us-west-2
ap-northeast-1
ap-northeast-2
ap-northeast-3
ap-south-1
ap-southeast-1
ap-southeast-2
ca-central-1
eu-central-1
eu-north-1
eu-west-1
eu-west-2
eu-west-3

sa-east-1
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- TRXHE@@ EFERBSOM , BB EABXIGHEWEMEPPFTE B RXE — X
AWS A 3N Al BRSS , @238 Amazon Bedrock ( 2B EXH#ERSEHE ) #l Amazon Q
Developer ( 2. Amazon Q Developer PR B X4 E ) FRBXEHEE, MREFERAXLERS ,
1< B R EFTE AWS XigiithIE XKIFANREXE , S/EERAETREN IAM BIESAHEX
H, FBEXRAREMHRESTAITENERTAERIET KR,

o SBATLAER IAM PR RIZHIX X159 15 [ AR — AWS Identity and Access Management (IAM) &
FORNR , AFERsMeERrIUER. £, REMJIEHXE, BXELZER , 525 (IAM
RAFERE) B AWS | AFERFIEAR AWS XiF, BE A A aws : RequestedRegionfk i
e FIx AWS BRSS FH A ERR AWS X,

- BRAREA% - BARBELENSR. ERENEHXIE D OIZH TR R,

- ERENXEHSEA IAM XN ZXKERBRNIHENE — REZA DTS AWS RIRHXE , Hilani
DM It E = (Amazon EC2) SE4I , M 8 £ 3T 1% XK R IRRY IAM FEMXFR. Flin , &5 e
A AWS Management Console R&E& = E i 2 2 A X5 FE{A EC2 KHINEE,

- ERAXEEEDRRAENST - MREZATHER AWS BRHXE |, XEFRR (0F ) SERRHE
BREFERA, I, MREEH T BE Amazon EC2 SEHIHI X, , NIBNEETCE A RIX L] |, &
MEERXEXHZF2EA,

- FAXEHIELRVENTN - FAXEE , RENEFHE TGN AR, ZAXKEAREE/LDH
BT/ BEAE o

- ERUBERTEA—MNXEEE/LSHEJL/IHEE - £8 A —MNXER , AWS FHITRELUE
FEEZXFEANKS , fIIFEN IAM BRD XA 1ZXiE, WASHEKFATE , KIBFE/ LY
thetiE  BERARESE/L/NN, EEEBERZE , BLEFERXE,

« O@@ rganizations T LATE4A TE BT B FE BN AWS AL ITH 50 MXIFIERER — EEKF EEM
RHRER AT RER 50 NMFULENFEREFHALTH, —MERETH—IMNKFBEAFIZEA-—MEX
o

o —NKFEEMEENBAINLEG 6 NMEERWXKIFIERER - —PMNERETH—NKFEASER—
MFE X,

« Amazon EventBridge £ — & A AEHIT F XEETUR S E#HEZ . EventBridge EventBridge
REFHNBIRSERCBEH , AFEF BT IERRE.

« EMHXIFIERRS - BTEA/ZRAEEMARSHN RS HR , HtXE%EZFEREmEGEER

N

208 .

 ENABLING
* DISABLING
 ENABLED

 DISABLED
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https://docs.aws.amazon.com/bedrock/latest/userguide/cross-region-inference.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cross-region-processing.html
https://docs.aws.amazon.com/bedrock/latest/userguide/cross-region-inference.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws-enable-disable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion

AWS Tk EE SEEmE
LER A RERIE H4LTF ENABLING 5 DISABLING A , TiENEHEUH, B NRHEH
ConflictException., BE=K ( BA/EZR ) KEEREERBNATXEBEERSHERE, AWS R
EWRAN , BEYL AWS RS A EF = L BN £ AENABLED,

- EE2 K AWS Organizations — B2 K /= 7] L& S = 152 E region-opt LUEREZ AWS H LW E(T
BRAMF . B EGIKF A BUEE B A ' XKEIRES

FIBILIK R S EE A X

EFEHEAWS K- ERAEPXE , BHITUATIERHNS R, LT AWS Management Console &
BARAEMIEHRER, LREEFH AWS Management Console EE R EH A T8 B iZIREN
K 7 R Y AT A X3

AWS Management Console

FI RS AR A XE AWS K

© BMUE
ERTTHIBFAINSE , IAM AFRARAMESU TR
+ account:ListRegions ( EE&EFYIXR AWS Xifi AR EMNLHaistFEAERERAR
B)o

* account:EnableRegion

* account:DisableRegion

1. BLAWS kB AP SEAWS Management Console & 3% 5 , LEBRENREY IAM B
RAGHNFHER,

2. EBEOMALA  GBRENKFEH , REEEKS.

3. EKFIE, BTFRIEAWS XiF Z5

(® Note
RE MRS R REHEX WESB B RMNER. AWS [SIKS <EREY B F R ¢ b ik M 5
ERRABFSBREFER, RFFERPOEBZUENRR[PHEITTT , REHELT
[
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https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS k- B2 BEERE
4. TN AWS X BRE SIREHEETNED , EF BR S EA, ERERRTEREHFE
T 7= 7R B A P BB T 1% (X330 3 A 1 1R 3 R
5. MRBRTR , FHINERE,
6. ZTRAIBEERE , EREH.

AWS CLI & SDKs
BALAEA LT AWS CLI sp el E AWS SDK SIRERS B, A, M HXEERRS -

* EnableRegion
* DisableRegion
* GetRegionOptStatus

* ListRegions

© BIMUE
TR TS B | ERTIRERE B IR AR AUR -

* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

MRFEAXLEEMNR , MAURTFRELER PRI XEIERE SR , MR FEMMAS EaE
BME AR,

LT ROINBLANEERAKFEAT X, FAAKLESARBAAEEKS K- EERTEE
RS o

IR, KU UEAHBNSSERARENXE , RS enable-region H#F disable-
regions,

aws account enable-region --region-name af-south-1

MREY , BT REFEEMRH T,
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ZRERRLSN, UT S AUEEESERVEIRS,

aws account get-region-opt-status --region-name af-south-1

{

"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

HFLHRPEANERXE

EF IS KR IK 8B B X8 AWS Organizations , iIHHTU T E RS E,

(® Note

AWS Organizations £ &%
BEAWSOrganizationsReadOnlyAccesszAWSOrganizationsFullAccess2FE# , 1
HiE AWS Ik P EERR , APIs BMEZR T LLM AWS Organizations 2| & 17 7] ik 7 8k
. EEFEFHMNREERE , 2 Organizati ons AWS & KB E#,

(@ Note
EESEEKSANAATNEREERKS AKAKS PATXERELZE , BB

- BRAESHFETE  SERAKSORE, SHEEARTUBHRAKS . XEES
BAMANBRINREDN . MREEHARRENNEAKE K WEEEAFAEDLE  BREL

40 0h 5 PR Thak.
« AAWS IkFEERSZEATEFRNE, ERTIRE , HSRN AWS IKFEEFHAAE
T 18] B BR 6

AWS Management Console
HALFRRAIEAXE

1. FARALNEERKFEIEE R AWS Organizations #H &,
2. EAWSIKF mMEL , EFREEHNIKS,,
3. EREKFIREETF,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html

AWS k- B2 BEERE
4. HERXHT , ZRERERAREANRXE,
5. ERRME  RABEEREARNERALI,
6. WRERTEREN  FEFETHNXNE , RAEEEEAXE,
7. WMRERTERED , FEFETRNIE , BA disable #HTHIN , RAREREAXE,

AWS CLI & SDKs

SEALAMER BT AWS CLI i 5 s H AWS SDK SRR A, M. RIS AR R K H
XA RIRA

* EnableRegion

* DisableRegion

* GetRegionOptStatus

* ListRegions

© BIMUR
BRI THSE | EARIBERET T IR AERIAUR -

« account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

MRERAXLELMNR , AT URTFELERF R XEERREESANER , MRTEAt 5 EeE
HBME AR,

UTROINBLANEERAKF AT X, FAAKLESARBAAEEKS K- EERTEE
AP

BEE, BUUUEHAERNGSERAEANXE , A5 enable-region #ifH disable-
region,

aws account enable-region --account-id 123456789012 --region-name af-south-1
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MRKY , BT RE=EE MR,

(® Note
—NALTELENRIZRZ REER 20 MXFHER,. BN , BLWE
TooManyRequestsException,

ZRERRLSN. UTHSUUEEESERNEZIRS,

aws account get-region-opt-status --account-id 123456789012 --region-name af-south-1

{
"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

EHTIERIK R AWS IK

&R LAER AWS Billing MR A EEZH G EH A AWS K- KB miF. BT HMAERKSNVIKE
MXIRE , 20 (AWS KEERAEE AFEE) -

SERTAR A P R R4 st b

HT&MLSRRE , SRRFEEEMENRAS B4t AWS K. flin , 2 MEEHM,
REBR 5| SETREFIRILIK S MR KT AR B FEb it HEE,

® Note
XTHE R AWS I/ & 2 AT RER E NN f e R BRI T,

BIEKS BRIV IKFERELN—& S , BAUARREN S NEHRA - B FERH
« I AWS KT — N T EHR AWS Ik TXEVAF , B LER AWS EBEZF A EHMBRASE
FHRMF o BT BUMANATIIRE | 1S5 E I IRAVAR A 7 BB F BB AFAWS IK

- AWS Ik ALR@@ AE — RN TFETAHALNKAKS , EBKFAIZREEAK,RRAFSATUM
AWS Organizations #ZHASEHFEMHAAMKFANRA - BFHR4 | LA LUBEE AWS CLI & SDKs 2L
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/

AWS Tk EE SEES

REAREHIZA LK, Amazon Web Services B FH#, AWS E T B TIHIEE |, FS
%) &8 4R 40 ] X 53 BV AR F BB F R4

£
« BN ARAVARA B FERAFAWS K
- EFALTEMARNRA S B FER

SE TR I MRV AR A P R T ERFAWS K

BERBINYIRAVARA S B FER 4t al AWS K, IBHITUA T I RS RK.

AWS Management Console

® Note
BT FHEFR AWS IKFRAF , XTAFEHM IAM R, BTEU IAM AFRHAE
FHMITIXES IR,

1. EREE AWS 0K 7 58 F R 4 3t 1k F 2388 USRI AWS Management Console 3 & % AWS Ik
FRAF,

HEEHENA LS | ERENKSERIKS , AFEE Account (1K ) o
EUIKST TUERY K FS 5id , a8 RAE, REIER EHE FERF It MEB,
RPEE RELE , £ R FERA it 320, &R RE.

£ REKFEFIE TEL |, E5E ‘B Fa4bit”, “BBIAFTE Fop4Ftut” 1 “HIARH
HARE TR, AE , &8 “RE° HHE, no-replyeverify.signin.aws FHEIFHEB
F R tth 2k R A B0 UE R

6. HEHREKSEFERHREARIERT , WAGSNEFHARRIINRID , RAREEBHIAE

o A 0N

#o
(® Note
W REERERS 5 DHETE S BERIE, MREERFRRAREILERYG , FRE
30 R 4 ST Ko
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https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS Tk EE SEES

AWS CLI & SDKs

AWS CLI SiEH —1 APl BEFT X HFILES AWS SDKs, & RBEFEARMITHES AWS
Management Console,

EHTA LR PR 5 RYAR F P B TR

EEA AWS Organizations £ #| 8 RBHRFEMXAKS WRA B FEpHFbit | THRITUTERE
PR LR,

(@ Note

EEHHAKFWRAF B FiR4ut 28] , RINBIUE T RILRENER, EXEZEER
BZRARAFEETNERAEMNKAKSHNER B FERfEiit. AWS Organizations

LR A 7= & 9 B 5 AWS Management Console f& , 5t 7] LUE 15 MWK 7= T2 [ 85 % 3% 5L K P #9 AR A 7=
BB F Rl o AX step-by-stepUiff , HFRIRAP RN D BRH TIREE I 1A A AR A P 8B FHF
HAWS K

AWS Management Console

@ &k
- EENEEKANAQRNEREE R SRR RKSRTIER | SRS SR RS
B ATEHR.
. MBI AR SERREA RN ARTR , U ELER R R Bk

£/ AWS Organizations 12 & 58 %7 52 K 7 #9 AR A 7 B, B 44 dth 1k

1. &% AWS Organizations 2%l &, BHF IAM AR EHESR , REEALNESEKF LA
BAFBHRER ( THE).

2. HIZAWS IKFRE L , GREEFHRA /B FEBFbu R K, o
3. EKFRAGENS PEFREFRE  RBERENEFER b,

4, HEBFERET , MARAFHIF B FER4ibit , AEERRT. LREF QAT B F b4t
RIE—IRMERG (OTP ) 6

ERA R PR R AR B TR 32


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_primary_email.html
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://console.aws.amazon.com/organizations/v2
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials

AWS Tk EE SEES

® Note

MRIEEZFRBAIFEET Organizations BEIAFRALTE , N AERBLXER
24 P PIREHER OTP B, BERITIERE  BFERKFFEAGERH L |, &iFER
B3R |, RRIEFR TR B TR E R

5 ERIEBT , MATEL—SPERETNFHBFH4EUENIIERE | REEERIA. XANEHIE
REZIKF Y root AP,

AWS CLI & SDKs

SERBMERA LT AWS CLI i B EE AWS SDK FRIRERBEREFRA B FERMFibit (#
MR EEFERFHbdE )

» GetPrimaryEmail

 StartPrimaryEmailUpdate

» AcceptPrimaryEmailUpdate

© &3
- EENEEKS AR WERER RS X R RS RTEERE | AT B2
SRATER.
- MR FEARSEARBARREQARTE , WHEBZK

® BB
NTFENMRE , BN EFRE B RENR
* account:GetPrimaryEmail
* account:StartPrimaryEmailUpdate

* account:AcceptPrimaryEmailUpdate
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https://docs.aws.amazon.com/accounts/latest/reference/API_GetPrimaryEmail.html
https://docs.aws.amazon.com/accounts/latest/reference/API_StartPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/reference/API_AcceptPrimaryEmailUpdate.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS Tk EE SEES

MREERXENAMR , WA LR T E LR P RER A P B Fap it S ERNR
ARTHMAAF B ERMEANKR,

EXTHBRAS BFERA M RE , BLTURBUT ROIR ERANIEF APls — 26 A E 8 Fib 4.
Example GetPrimaryEmail

UTRGINARHPIIEERRKTRRBAF B R . ATAKEIESIR B ALK ERK S K
FERREEERKS.

$ aws account get-primary-email --account-id 123456789012

Example StartPrimaryEmailUpdate
LT RIS RAF B FERMitbit EFORIE |, RBIFH B FERHFibst | HEHARPIEER R KB

¥ ER AR AR Rk — X MRS (OTP). FTAFZUEAMKRBHANEREKF HIKT EERFHEI
EEAKS

$ aws account start-primary-email-update --account-id 123456789012 --primary-email
johneexamplecoxrp.com

Example AcceptPrimaryEmailUpdate

LT REI&ES OTP REB i FEb bt iIRERALPNIEER AR, . FTAZUESAK
BELANEEK S IKFEERSNEREEZRKS

$ aws account accept-primary-email-update --account-id 123456789012 --otp 12345678
--primary-email johneexamplecorp.com

E ¥ root AR

BYREIE AWS IKFH root AP EBRE |, BIMITUTEEFNSR,

FE#H root A 34
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AWS Management Console

YREBIZH root AP 2REL

(@ Note
BUMAB HEF AWS IKFRAF , ITFEAM IAM R, BFTENXIAM AFRSHAE
BORITRES R,

1. EAEE AWS 0K 7 8B F HR 4 b ik R 2888 BUEBAWS Management Console & 3 %8 % AWS Ik
FRAF,

ERHANALA  EBEHKSEHIKS | AEEE Account (K ) .

ik TER K EE S0 R R, MR B R T REE.
KPS TEL £ R B 58 R,

EOREED NEL , M5 HHEW. HEE N WAREE 2R, A5, 58 B
B, AXHMES  AERERASEBORERE  WSH (AM AFER) SRER
AWS T R .

o ~ w0 D

AWS CLI & SDKs

AWS CLI SR E A —1 APl BBEFZF LSS AWS SDKs, BRBEEARNITIES AWS
Management Console,

EHIRE AWS K &7

EEZNEWE AWS K/, BERAELSHIITNNARRF —BREMe A RAIRTIRAIMAR. £E
A, &3, WSS BRGIEHRBE K BUERFEER S K, URE - BRRMNEERERE,

KFEEMR2ERESMIE , AR EUARIKEFEAERE (Biling and Cost Management) 2 HIH
A2 H B E AWS Organizations BHI B H, RINNBWEFEAMESRNBREHNIKS, |, XHEEZHKF
EMET R, MXFARKS , IERERAGEIRA , SINALRL-BH-IRE (il , HE-BR-7
m). HTRANZLER  FREEARBRNASHGEER (PI) BIKFA,

o I3 AWS Ik — X F AWS K RESHLARBKHVAL | EBAILIEEH AWS Management
Console, 3 AWS CLI MEFHENKF~ Z 7 SDKs, B E T #RINMAHITIIR/E | S EEHIN AR
K AWS K7,
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https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-password.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-password.html

AWS Tk EE SEES

- AWS kPP Z@@ ALAH — W TFE THLEMNKAMKS AWS Organizations , EEKFAHEZILERE
A TK PR AP A B AWS Organizations #Hl A SR EFHALPEAKIKSHKSE , A
JBd AWS CLI f1 SDKsARRARERHAREMRAKFWIK, B, BE 7 RINARMITIHIRE ,
BSRRNALR AWS IKF PEAR A EFHENIK, B,

® Note
W ER AWS K HZAREREMNN T seZ B BE T 5.

E&
« BN ARAVIKS B AWS IKF
« NELR AWS K/ PR EM R R EHIERIK S B

BRI AREIK B AWS K

EFRMIURIKST B AWS K |, TRITUATIERHS R,

AWS Management Console

® /MR
A LAERBAP. IAM AR IAM BEEFRKFEH. MREEANRRAF, , I
EHM IAM XERENATEFHKF B €A IAM APl IAM B , BARREDHEUT
IAM X R :
» account:GetAccountInformation

e account:PutAccountName

SERTIH LI P B K R

1. EREH AWS K/ 8B F B4 3t 1t F 2258 LUERIAWS Management Console & & 5 AWS K
FPRAF.

2. EBRHAENALA , ERENKFEHRIIKS , REIEEFE Account (TKF )

3. EKSREMK/FESD  GREE, RAEERERK, B,

BRI IREIIK P B AWS K 36


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS Tk EE SEES

4. EBW T K BWAEREFNHKSBR , REERE “RE

AWS CLI & SDKs

@ &R
A UERABRRAF. IAM AR IAM B2EHKFEH. ZERTUTEER , £8 IAM AF
= IAM AEXMELEFLUT IAM IR :

* account:GetAccountInformation

* account:PutAccountName

ERTIRILIK Y IK B
B AER AT B Ez— -

* AWS CLI: put-account-name

$ C:\> aws account put-account-name \
--account-name "New-Account-Name"

« AWS SDKs: PutAccountName

AL AWS K PEVE AL R EHIERIK &

£ AWS Organizations fERAFTETHEEER T , EBEKFNZREREAKF, FHENH IAM AP IAM
AR EREEKF AR

EFRALHPEARARFNK,E , FRITUTEEFHNT R,
B3R
Z#A AWS Organizations ZEHIAE#MIK, B , EREH#HIT LS RE :

« BHELAMTEAMBYRSEEELNRAKINIRE, IHFEERAMATURFHRAKS, X2E

SIRALANRINRERN, MRENALRENNRESKSE , ABLBSAMBYIEE , BERHNER
ERFAEE.

AL AWS IKF YRR R ERIER K A 37


https://docs.aws.amazon.com/cli/latest/reference/account/put-account-name.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutAccountName.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html

AWS Tk EE SEES

- BEENAWS KFEERRSERAAUEHRANR, ERITRE , BRI AWS KR EEERTER
Al X BR

AWS Management Console

® B/NMIR
EEHMRAKFHKSEH , B8 IAM AP 1AM AEXRREG UL TR :

« organizations:DescribeOrganization ({XBRIEHA )

e account:PutAccountName

SERTR R K B IK &

1. 3T AL #EA , Mk https://console.aws.amazon.com/organizations/o
EEMNSMERP | EEAWS K,

FAWS IKFRE L , RBEEEHHRAKS , ERRETHUXE  AGEEERIKS .
EEW T, MAENNER , RAEERE “RES

w0 DN

AWS CLI & SDKs
® BIMUR
EEFHR RS NS ER , B8 1AM B IAM B &SRB 5 TAUR |

« organizations:DescribeOrganization ({XBR#EHA )

e account:PutAccountName

ERTAR A K B9 B
IERMERUAT®REZ—

* AWS CLI: put-account-name

$ C:\> aws account put-account-name \

AL AWS IKF YRR R ERIER K A 38


https://console.aws.amazon.com/organizations/
https://docs.aws.amazon.com/cli/latest/reference/account/put-account-name.html

AWS K= B SEES

--account-id 111111111111 \
--account-name "New-Account-Name"

 AWS SDKs: PutAccountName

BN EHERRA AWS K-

BFRBKRAAN AWS BEZAUBRR=ZANE5ZKF/XBENZARRA, FARRAT-ERBEAR, MR
CHANKREEKSE, SENREMAXEZERER , WATSUNNE FERHDRIIER, Rtz , BB E
MK P A9AR A 7 R BRAY BB TRk, EIK B R A SRUR A RIK S B 1 BBV PR B B TR 1B

=
EREMNEKF REB A TBRRARBEFIEE —RE,

- KEERRA
- BEBRRA
- RERRA

R MRIEIK P R IKFERERN —E0 , AFEHFXNAMBRERZAERREA

o JWIT AWS IKF — XtF AWS Ik REHLAKRKWAL | EBOJLAEH AWS BB H| A5 AWS CLI
&EHECHRHAKRA SDKs, ET BN ITIIRE |, BSREFIN IR Z AR A AWS K
o

« AWS Ik HLRANE — XN TFETFT AWS HLAMKAKS, , EBEKFHEZREER KPR/ AT
M AWS Organizations ZHl & &P EHALPWEMEAKS , AT LAUEE AWS CLI & SDKs B4R
BAXNEHHALATHNEMARAKS, . BETHAOMNTIHIRE  BSRERAL AWS K REAE
ANEABKRRA

£

o BIESHENB FER4ibi ER

« BRI EABRRA AWS IK/

- EFALPEMAWS IKF RANZABKRA
« KPP : AlternateContactTypes T X #4H
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https://docs.aws.amazon.com/accounts/latest/reference/API_PutAccountName.html

AWS Tk EE SEES

58,1 5 #5168 F lf 4 b 41k TR
EUSEEHKSHEARRAGEZE , ROBUERALFSBANLTHFBLNESEUTER,

- BESBREGEHRFE. ZERAMUTERS  “+-0)%
o BFERHFMURETILAE 254 NERF  RTIVENZREFZZR/IN | 3& 0] LATE 8B FaB 4 b 1t 19 5 35
SBEUTHHRER : “+=.#|1&-_"

BT MR B A ERR A AWS K

ERMBREM IR EABKRRA AWS IKF | BRITUTESRHPHLSER, LT AWS Management
Console 3B ANEIMIMEREEA. BRBEFEA AWS Management Console 7 [7] % & ok A T ¢
MR ERY K P PR R B R A

AWS Management Console

AL AWS TK PRI dmE & ABCR A

® &RPMR
ERIT ISR, BHRAEDEFLT IAM R :

« account:GetAlternateContact ( EEZAKRAFAEFEE )
« account:PutAlternateContact (I RBEREHRHABKRA)

« account:DeleteAlternateContact ( MIBRZEBAERREA )

1. UEFRENEN IAM AFRZHAEE R AWS Management Consoles
2. HEEONAELA , RREENKFEH , REEEKF,
3. EFNELE, aTRHEZAKRA , ERLENERRE.

® Note
MREXBERRBIED , WA RERENEH LUK RAFRER LARERRZ A
M EHEZR.

RS M B FER itk B R 40


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS Tk EE SEES

4. EREATHFERPHE.

/A Important

XTFalmE AWS IKF |, &REBCERBALX TN EIESHNEFEffibit , MARN
AR IE SR A B F iR i ko

5. ERMIBEEXRE , EEE#H.

AWS CLI & SDKs

A LAEALLT AWS CLI S E AWS SDK EMIREXRK R, EHIMBREAKRIAEE

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

® &

- EENEEKPRALTNEREER KO NKAKSHITXERE | K905 AKS RS
A{EHRRER,

© BIMUR
T &MRIE | EARE GRS T IR AERIAUR |

- GetAlternateContact (EERZABKRAFHAEFE )

« PutAlternateContact (IREREHZHBKRA )

+ DeleteAlternateContact ( MIBREAEBKRA )

MREAXLEEMNR  MAURTFELERA S RERKRACENNR , MR FEMATE
B RER A B AR,

BRI IR & FERR A AWS IKF 41


https://docs.aws.amazon.com/accounts/latest/reference/API_GetAlternateContact.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutAlternateContact.html
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AWS Tk EE SEES

Example

LT REIRRTEABTKSASRIKEZRBRRA.

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

LT REINERGKSIRE T #EVREZRERRA.

$ aws account put-alternate-contact \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@eamazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

WMREY , SR EE MR T,

Example

® Note

WMREME AWS Ik~ FEBNBRRAEXBEHITZHWPutAlternateContactiE/E , M
B—NMRELSTFIMFERRA , MATEELZFIUAERBNIKRR AWS Ik AMBRAREERL
EHUAERRE A

Example

LT RBIMER T ERAAKFHREREABRR A

BRI IR & FERR A AWS IKF 42



AWS Tk EE SEES

$ aws account delete-alternate-contact \
--alternate-contact-type=SECURITY

MR, SR EE %R,

® Note
MRZHZXMBRE —PERRA , FE—RXaBRKY. 2ERAEZHBLEK

ResourceNotFound %,

SEHTA L PEM AWS K KA ZABKRRA

ERMERBAR AWS K PEFARANEABRRAFAEE , THRITUATIEHRNS R,
L1353

E#F A AWS Organizations £ H A EMZAKRA , BFEHR T LI RE -

- BRNAAXLNERAFMBENRSIEEEENHAKSHNRE, IHEEEARATAZEFRAKS. XRE
PIRARANRINRERN . MRENALRENNRESKSE  HELBSAMEDEE , SR ANER
BRMEYEE.

- BERENAWS KFEERFSERAAUEHRNR, ERTIRE , SR AWS KFEEEAAED
Al PR

@ Note

AWS Organizations &%
B&EAWSOrganizationsReadOnlyAccessEAWSOrganizationsFullAccessBEH , 1
ftiGR AWS Ik P EERINPR , APIs BUER A LM AWS Organizations 3 &l & 1 8] Mk 7 21
F. EEFEFHMNIEERR , 521 Organizati ons AWS T E RN EH

AWS Management Console
N AWS IKF AR R RIS dmiE & FERR A

1. FRHALNERNKFEIEE SR AWS Organizations 2l &

ERALRER AWS IKF A ZEABRRA 43


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates.html
https://console.aws.amazon.com/organizations/v2

AWS Ik B BEEE
2. MAWS IKF A | iR EFHEIIKS .

3. EEERRAGE A ABEFRABRRATRIBRAARE  KERRAA, Z2BERAREERR
Ao

4. BERMFEHRRA , BEERN,. NEZEHMAFHRRA |, FIERERE.
5. BEREMAAFERFHE.

/A Important

NFEUTmE AWS KF |, REMCERH AL SR ESHME FaRfFibi , mA24
AR IES T B FER bt

6. TEMAIBERE , BEEH.

AWS CLI & SDKs

BaLAEALLT AWS CLI s S HE AWS SDK EMIREXRKRE, EHMIMBRZAKIAEE

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

© &

- EERERKSFHALATHNEREERKSXNR AR RITXERE | BAEAKS RS
AEEERER,

« BEEBRESENRERRAEARTENARPHIKS,

® &PRR
NTFEMRIE | LM ERRE T IREAIR

» GetAlternateContact (EEZAKRAFHAEFE )

» PutAlternateContact (REREHZAKIRA)
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https://docs.aws.amazon.com/accounts/latest/reference/API_GetAlternateContact.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutAlternateContact.html
https://docs.aws.amazon.com/accounts/latest/reference/API_GetAlternateContact.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS Tk EE SEES

« DeleteAlternateContact ( MIBREHAEBKRA )

MREAXLEERNR  RMAURTFELERAFRNEERRACENNR , MR TFEMEASE
RPN B AR ER .

Example

UTREIRRTHRFEARTKSNpIKERARRA. ATAZIESSNRBAL[EEKS S
EEEREERKS,

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING \
--account-id 123456789012

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

LT REINALAPHEEXRKSRE T RBERHARRA, ATAZSIESHRBAR[EEKS K,
EEEREERKS,

$ aws account put-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@amazon.com \
--name="Mateo Jackson" \
--phone-numbex="+1(206)555-1234" \
--title="Operations Manager"

MR, Wan SR EE % .

ERALRER AWS IKF A ZEABRRA 45



AWS Tk EE SEES

® Note

WMREXTHERE AWS K- FMEENBRRARERNITZIMPutAlternateContacti®fE , N
F—MRESTHINFERRA , MATEELFIUMEBIMERR AWS IKF AFBKRARBEEL
EHIEEKRR A,

Example

LR ROGIMIBR T AR FIEERRAKTNEREZABRRA, ATAKIELIRAAREREKRKSHKTE
BEREEERAKP,,

$ aws account delete-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=SECURITY

WMRAY , TR EE AR,
Example

(® Note
MRZHAZRBBRE —PMERRA , F—RBRMED. cEREZHBIEK

ResourceNotFound %,

M AlternateContactTypes & T X 4R

ATLAEA £ 328 account:AlternateContactTypes IEE IAM KB A iF ( SIE4E ) =Tk
EKErhz—, flm, UTREIAM SRR EALLZHR , AITFHMHNEARNREALRFIEKRSN
BILLING 2 ABKRA , BEREEHITIEN,

BT account:AlternateContactTypes RZEFAFHRELE  HWHAAFEMA ForAnyValue 5%
ForAllValues ZEFRHRZER,

"Version": "2012-10-17",
"Statement": [

MK P : AlternateContactTypes £ T X 4R 46


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

AWS K= B SEES

{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "account:GetAlternateContact",
"Resource": [
"arn:aws:account::123456789012:account/0-aalllbb222/111111111111"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"account:AlternateContactTypes": [
"BILLING"
]
}
}
}

EH AWS IKF R EEEBRR A

BAEHEKFHEXBNEIERRAGRE  SFENRRARE, QNEEW. @Fibit, BESHBNN
iko

ERLMREK S R IKFERELN -3 , AFEARNEEEKSBRRA

o JHI AWS IKF — X F AWS Ik RESHLRBKWAL | EoJLAEH AWS B8 S| A5 AWS CLI
& EHEHCHWEEKFEBKRRA SDKs, B 7 HBIMAHRITIIRE , BSEEHRIRIL AWS IKF EEEBKR
Ao

« AWS K ARANE — XN TEF AWS HLAMKAKS , EBKFHEREER KPR/ AT
M AWS Organizations ZHl & EHEHALPWEMRAKS , A LUEE AWS CLI & SDKs B4R
BAXNEHHLATHNEMARAKS, . ETHOMNTIHIRE  BSRERALTH AWS kP =2
BRR Ao

ES ]

o EBIES A0 A B T ER A it uk R

o EFIMVARAEZHRRA AWS K/

- EFTEAL AWS K REMANEERREA

EH AWS IKF R EZEBRR A 47



AWS Tk EE SEES

58,1 5 #5168 F lf 4 b 41k TR
EUSFHHS W EBRRAGEZN , ROBUERHALFSBNE T BN EEEUTER,

- BiESBRETERF.

- BESEATU + IER/EXABFL , A BEFR/HXRBEEAFNEEEMISERZRIER,
fflan , +1 ( EE/MEKX ) K +44 (EEH ),

- BiESBABEXS, RSN RBZRASEEFT/F-"HE®K, Hla0 , +12025550179,

- HFZeEN , BESBATEBELRE AWSHERS, TESHBRBESE , RAASHERS
EHTZRER.

« WFRAUME AWS K, REMCERBALNRINEFSBE FFibit , MTARMANBIFSH
R FapFihat, MRFEAMABFE iU RBFSBEEKFWRAS , BAEEAXAZEFA
AERMELRE K

BTN AREY EEBRR A AWS K

EREBMVBHEERRAFHAFE AWS IKF , BHITUTSRFNVLI R, LT AWS Management
Console IBHRANEMIIMEFREER, BR8EFEA AWS Management Console 158 3 E kA T
RiZRENKFNEERRAEGE,

AWS Management Console
NI AWS IKFRBEEERRA
® BMRUE
ERTTISR , BUHEDEFLUT IAM R :

« account:GetContactInformation (EEXEBRRAFAFE )

« account:PutContactInformation ( EHEEBRKRAFMEER )

DEERENRN IAM AFRHA®EFZ AWS Management Consoleo
EBEONELA , ERENKFEYN , ARERKS,

B TRIBRRAGEED , THZLERERE.
EREATAFERFHE.

A
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https://console.aws.amazon.com/

AWS Tk EE SEES

5. ZRIBEEXRE , EEE#H.

AWS CLI & SDKs
BRI LAERALLT AWS CLI i S EH AWS SDK EMIRERKE, EFHBMREBERIRAESE :

» GetContactinformation

» PutContactinformation

© &

- EENEEKPHARTNEREEAKP N R AKSHITXERE | 4905 A K, RS
AEEERER,

® &PRR
NFEMNMRE , BLTMEFRE T HRENNR

 account:GetContactInformation

* account:PutContactInformation

MRFEAXLELNR , AR TFRELERFNREBRRIAGEINR , MR TFHEATE
B BBV B AR ER

Example

UTRORRTEAZKFNIEERRAGR.

$ aws account get-contact-information
{
"ContactInformation": {

"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",

ERIR AR ERERRA AWS K 49


https://docs.aws.amazon.com/accounts/latest/reference/API_GetContactInformation.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutContactInformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS Tk EE SEES

"FullName": "Saanvi Sarkar",

"PhoneNumber": "+15555550100",
"PostalCode": "98101",

"StateOrRegion": "WA",

"WebsiteUrl": "https://www.examplecorp.com"

Example

LTRAAERATKFIRETHNEBRRARGEE.

$ aws account put-contact-information --contact-information \

'{"AddressLinel": "123 Any Street", "City": "Seattle", "CompanyName": "Example Corp,
Inc.", "CountryCode": "US", "DistrictOrCounty": "King",

"FullName": "Saanvi Sarkar", "PhoneNumber": "+15555550100", "PostalCode": "98101",
"StateOxRegion": "WA", "WebsiteUxl": "https://www.examplecorp.com"}'

WMREY , kBT RE=EE MR,

ERTAL AWS IKF FEMANERRRA
BEAATRBEHEERRAAFAES , FRTUATLRDOSR. AWS K/~
Z(EMA AWS Organizations 24| A EH T EHRA , BEERT LIS RE -

- BRNAAXNERAFMENRSEEELNHAKSHNRE, IHEEEARATUAEIRAKS. XRE
PIRALANRINREN . MRENALRENNRESKSE  HELBSAMENEE , BSEAER
ERFAEE.

- BEEN AWS KFEERRSERTELRANR, BERITRE , SR AWS KR EEBERAER
Al PR

AWS Management Console
YREBA LR AWS K RAEMANEZRRRA

1. FRALNEERNKFEIEE SR AWS Organizations 2 #l &

EHALR AWS IKF REMANETERRA 50


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://console.aws.amazon.com/organizations/v2

AWS Tk EE SEES

2. MAWS IKF A | iR EFHEIIKS .
ERBERAGR , RAERIEERRA ,
ERRE,

EREATHFERPHE.
ERAIBERE , EREEH,

o g ko

AWS CLI & SDKs

BRI LAERALLT AWS CLI i S EH AWS SDK EMIRERKE, EHBMREBERRAESE :

» GetContactinformation

» PutContactinformation

® &%

- ERNERKFRALATNEREERKSXN R AP RITXLERE | BAE AKS RS
AEEERER,

« BRAEVBREENRERRARTENARPHIKS,

® &R
NFEMRE , BLTEFRE T RFENNR

 account:GetContactInformation

 account:PutContactInformation

MRFEAXLEERNE  MAURTFELER P RRERRIAGENNR , MR TFEMAASTE
BRI B AR XER .

Example

LT RORTHARFIEELRAKT WL EERRAFR . FTAKIESHREALERKS K
FERREEERKS.

EHALR AWS IKF REMANETERRA 51


https://docs.aws.amazon.com/accounts/latest/reference/API_GetContactInformation.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutContactInformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
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$ aws account get-contact-information --account-id 123456789012

{

"ContactInformation": {
"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com"

Example

UTRONELAPHEERAKSRET TERRARGE . AMAKIELAKREALERKS K™
EREREERAKS,

$ aws account put-contact-information --account-id 123456789012 \
--contact-information '{"AddressLinel": "123 Any Street", "City": "Seattle",
"CompanyName": "Example Corp, Inc.", "CountryCode": "US", "DistrictOrCounty":
"King",

"FullName": "Saanvi Sarkar", "PhoneNumbex": "+15555550100", "PostalCode'": "98101",
"StateOrRegion": "WA", "WebsiteUrl": "https://www.examplecoxp.com"}'

MBS , SR EE %R .

BE AWS IKF FRRF
AWS H45 AWS T A5 B LT I — 4704 -
AWS Ik~ ID

— N 12 U BF (20 012345678901 ) A FHE—#RIZ AWS IKF ., % AWS BIRH Amazon BIRA
MAEZEIKS ID (ARNs), P ID BHF—NMNEKFHPNERES —NKF RN ERX 2Tk, W
REBR2 AWS Identity and Access Management (IAM) A/ , W ATSAERAKF ID 3K 5 5l & &%,
AWS Management Console & Ak~ S{EAIRBIEE —# IDs , REEFEANLE , BT HEAR
ANE, BRIIEZE R,

ERKFIRRAF 52


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS Tk EE SEES

MSEA - ID

— M FEHFIRRE, 6
179a59df900b949e55d96ale698fbacedfd6e@9d98eact8f8d5218e7cd47ef2be , ER
ID BEEFN. AWS Ik EFEATL S EEZ#HIRS (Amazon S3) B F XN FHBFT RV E
TP AR BR AWS TKF® B | SERTBUE At 1D SRiRBI, EAIURIEA S IAM AR M S HRE
AWS Ik~ WHSEAF ID.

BB MBI AWS ZFBEEFIX EHRRAR,

/A Warning
FRHEH AWS FiE ( BREEBNHRZS ) RUEFTEEN AWS K7 AT e 5EH
= AWS BRNE=T, XFEMAILMEIIRESRARNIERNER. AWS JKF™

REIMREY AWS K & 454E

&AL E R AWS Management Console 2 AWS Command Line Interface (AWS CLI) k& # AWS Ik
FID, EEHIAR , K- ID WUBEBRTERUBAFERN IAM AR BMER, TIREURAF
BN IAM AF 5655, K/ ID B=2MERE,

DRAF B HERENIKS ID
AWS Management Console

£ L root AP AWS Ik BB FEEHRIRH ID

® &RPMR
BERIT TSR, BLHEDLERLT IAM KR :

- HURAFBHEREN , EFFEREMA IAM KR,

1. EEEANSMED  FERENKSENEES  REERREFIL,

HEREY AWS K 5 91IE 53



AWS Ik EE

SEES

® Tip
MREKEEFEINRZEELETE , LA IAM BENWRKEAFBHER
FERER, EXHERT , FERKFRXREREZBWIKF ID 5,

2. EXRFEFAGFEHIT , KSERE AWS IKF ID 3,

AWS CLI & SDKs

EBEREN AWS K- BE | 56 A AWS CLI

® &RPMR
ERIT TSR, BHRAEDLEFLT IAM R :

- HURAFSHETHTH , EAFEEM IAM N R,

RBUT A RER get-caller-identity a5 45

$ aws sts get-caller-identity \
--query Account \
--output text

123456789012

LIAM AR B &K, ID

AWS Management Console

BUIAM P AWS IKF B35 RETERER ID

© BIMUR
BRI THSE , EAAESEEUT IAM AR :

 account:GetAccountInformation

, T3F 1AM A

IR AWS IKF S 101E

54


https://docs.aws.amazon.com/cli/latest/reference/sts/get-caller-identity.html

AWS Tk EE SEES

1. EARLANSHhED  RBENAFE , RF%EEF Security credentials ( K2 &I ) o

® Tip
MREEEEINRLSETRE , £ALUA IAM BENEKEAFRSHE T, MIEIAM A
FPEHREF, EXMBERLT , BERKFZEREZINKF ID 5,

2. ERNHERSNKSFEAESET , KSERE AWS K ID il

AWS CLI & SDKs

EBEREHN AWS K BE | 56 H AWS CLI

® &RPRR
ERIT TSR, BHRAEDLEFLUT IAM R :

- S IAM AFS AN SOETRTE , BXUMNER
* sts:GetCallerIdentity

BB T AT RER get-caller-identity #54%

$ aws sts get-caller-identity \
--quexy Account \
--output text

123456789012

B, AWS K RIASEAF ID

B e LAE A AWS Management Console =3 E5& & &8 AWS Ik MSEAF ID. AWS CLIFHSE A
FID AWS K REZK TS EN. BAILURAF ., BREAFH IAM A8 AWS Ik S5 RN
SEAF 1D,

R AWS IKFHAERA S ID 55


https://docs.aws.amazon.com/cli/latest/reference/sts/get-caller-identity.html

AWS Tk EE SEES

BARRAFE IAM AFNSHERNATE ID

AWS Management Console

HEEUBRAFE IAM AP S0 FEHANERENKFVASTAF ID

© BIMUR
BRI THSE , EAAESEEUT IAM AR :
. MPURAR BHETREN , BREEEM IAM R,
. UplIAM A BRBRE | EA4ME

* account:GetAccountInformation

1. URAFE IAM AF &4 %%, AWS Management Console
2. EALANSHEDR , FERENKFERIES , RAREERRELEIL,

® Tip
MBHASEEINRSEINNE , £UA IAM AENBKSAFRSHR %, MIEIAM A
FPEHESRE, EXHMBERT , FERKFZEREZIHNKF ID 5,

3. EXFFEHPT , BAF ID EREFNCTAHF ID Zib, BRI AERAENIEAF ID XE
B Amazon S3 5 [RI#EHI 51 Fk () ACLs,
AWS CLI & SDKs
EERNBHAF ID, HFER AWS CLI
EIRERY AWS CLI |, API R SEAT AWS Ik EAF. IAM AP IAM &6,

BT A RAEA list-buckets B

$ aws s3api list-buckets \
--max-items 10 \
--page-size 10 \
--query Ownexr.ID \
--output text

B AWS KFHMSEAF ID 56
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249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9cb9a5f50cchEXAMPLE

LER IAM BENEREAFSHERIE ID
AWS Management Console

EUEE IAM SENEREAFSHEREFHANERKFHMEAF ID

® BR/NMER
o BATIMAESHMZEEF Amazon S3 FERHIE,

LEE IAM ABNEEHAF B ER. AWS Management Console
£ Amazon S3 Z#lA&H , BEBRFHEET , REFEMBEAGE.
1%£$% Permissions ( X&) &I+,
FEILREGEIIRBONFEBAEET , HETR AWS IKF KIS 1D,

w0 b=

AWS CLI & SDKs
EERHEAF ID, EEM AWS CLI
E#EH AWS CLI , API @ 5ERA T AWS IkFRAF. IAM AR IAM A,
BRIMTHFRMEA list-buckets TFo

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--query Ownexr.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9cb9a5f50ccbEXAMPLE
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AWS IKFEEBHPNZ M

TEEAWS BREHE, FHN AWS BF , BAIUZRTENREARSHZ e BBBEALANERMY
BRBAE R UMM LZE,

RERNMFHEEE AWS 5T, TEHEEXFRERNENRZEMNEZPIN RSN

s BEE — AWS AFRRIPESHIEIT AWS BRSHVER ) AWS Cloud, AWS &R EIRE AT %
SEANERS. FERAWS EMTRIEM TR EAITXEN - , E=FFIHIEHNIAMBRIER
NEEWERM. ETHEATEKSEENENITR , FSHERERAITRIRIDAWS RS 495 E M
BRI RIAWS RS .

c TIREE-ENREHEERAN AWS BFRE, EEFENHMRRZNR , SRENBENHR
., BRARNERUKERAREREZEM,

AR HBE T HREER AWS IKFEENNMNASBEREEE., SR T UAEEKS EEIUK
RENRLUENEAEBIR. BEFEIWNAEREM AWS RS R B EERNRF EHK P SR
Ro

F&:

« AWS Ik EE P EERY

« AWS PrivateLink i F AWS Ik EE

- AWS IKFEEH S FIE R EE

- AWSAWS Ik~ N FEE R

- AWS IKF EEHNSHMRIE

« AWS K/ EIE Ry

- ERiZHERE AWS K EE

AWS ik P B2 A BERT

72 AWS EREFERER T AWS K EEHRNEERT . IAERNR AWS |, ARKRFPEITHERN
B2 IKREMZEN AWS Cloud, BAREFNEETLEMEW ENABHES, BEATEMER
B AWS RS NERL2BENEETS. BXBERVMNESER , BSHABERLENL B, XK
MNBRERIFPWEER , 5SS R AWS Security Blog £ AWS Shared Responsibility Model and GDPR 18

EXE,
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
- £/ SSL/TLS 5/ RBEES. AWS BAIERFER TLS 1.2, B TLS 1.3,

- FERIZE API MAFES BE AWS CloudTraile XA CloudTrail RER#HIR AWS SEFIHEER |
EZFEAWS CloudTrail AFErRP BV AR CloudTrail ERo

- FH AWS MZRBRARUREFNFIERINZSEH AWS RS

- FRASREEZLIRS ( HlI0 Amazon Macie ) , EEBIF A MR F4TE Amazon S3 FEYBUR
BHE

- WREE AWS BEHTTRESR APl #1THRINEFEELT FIPS 140-3 RIEMMEFEER | HFEA
FIPS it k. XU AN FIPS waWEZEE |, 51 (ZEEEKFEELAERE (FIPS) % 140-3
FRD

BABRWE 7/ BEEESHBER (WEEFNE TR ) RAREHEABRAXNEFER
(WMBMRFER ) . XTEL AWS RS EREEIA. AWS CLI API St TIK P B s 2 bR 4F e
AWS SDKs, ERTEMHNHFEHEARAXAFEREHAANTARESTELATIHRRIIZHA
o MRBEINEBARS RN UL |, BB UEFERE MU I EFIUEE BRBIEX ZARS |/ F R,

AWS PrivateLink i+ AWS Ik &

MR EAE Amazon Virtual Private Cloud ( L& # VPC ) 8 AWS BIR , NLTEBS A H HEEMED
AM VPC AEBAE AWS K &I AR S

Amazon VPC RFEEBEENELMEFZs AWS &R, AILAER VPC =4S8N MNERE |, flw 1P
HWHSEE, FM, BEXMMNEN*, BXEZEE VPCs , 5 ® Amazon VPC FF1ER,

¥ Amazon VPC E#EIKFERE , BXTEEN —MEO VPC /A |, Zim R AL VPC E#E
Hith AWS RS, ZmARMTIFEAT BHNERE , TEERMMX, MR (NAT) ZHIR
VPN i£#, BEXEZEER , 5% Amazon VPC AF#ERmH#IE D VPC & (AWS PrivateLink)o

BlEiRR

BAILAEA. AWS Command Line Interface (AWS CLI), AWS B #F % T B4 AWS Management
Console, AWS K& API 1t VPC A€l AWS Ik EELI%T 5 AWS CloudFormation,
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BREM Amazon VPC £#l &8 HEIZNEEL IR T KEVES AWS CLI, S H Ama zon VPC AP 1
ﬁq:l E"JQUEE D égﬁ%:ﬁ-/\\\o

(® Note
EolBnQE | BEANTHEINRKSEREENEFE VPC EERIINRS

com.amazonaws.us-east-1.account

AT EREAEAFNG | FIEE us-east-1 Kifl, EN -T2 IKRS , KT EEX
iz AWS XEBHEE,

ExFERENEELRHT SHEE AWS CloudFormation , i§ZEAWS CloudFormation A g+
i AWSEC2::: VPCEndpoint % .

Amazon VPC i S F &

B 812 Amazon VPC s RBT B I UK EE | & AT BUR HIE B T RS i REVITRYIRIE, B LR
TN RERESR O ZE ZREY IAM AN, BXESZER , 25

o EATKFEERN Amazon Virtual Private Cloud B9 & SR B
«  (AWS PrivateLink #m) FHEA VPC in S 126X BRSSHY R

FHTFKFEER Amazon Virtual Private Cloud B9 i = 5K B
WA UK EERZE Amazon VPC im skl  HEHFPIEEUATHER :

- ARATERENER.
o EETTLINITRVRE
o ANERITREN TR,

UTRBIERT Amazon VPC LimT RIREE , XKML VFIKT 123456789012 A —NE 9 Alice BY
IAM AFREZENESEAAFNZAKREER AWS IKF |, BIELFTE IAM A F il BREFIK - A 4Eq
ZRBRREEINR,

{
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"Version": "2012-10-17",
"Statement": [

{
"Action": [
"account:GetAlternateContact",
"account:PutAlternateContact"
1,
"Resource": "arn:aws::iam:*:account,
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws::iam:123456789012:user/Alice"
}
},
{
"Action": "account:DeleteAlternateContact",
"Resource": "*",
"Effect": "Deny",
"Principal": "arn:aws::iam:*:root"
}

MREFNET AWS AE—H oK IFRNBRRFIZALAKAKSHFHNEIEA , NiZResourcest
EMTERUTER :

arn:aws:account: : {ManagementAccountId}:account/o-{0rganizationId}/{AccountId}

EXHBiEAFEBNESZEER , 555 (AWS PrivateLink I558) RHFEH VPC i S &% RS A
1,

AWS Tk F EE M 5 9 M5 6 S 2

AWS Identity and Access Management ( IAM ) 2 — AWS RS T , ATARIB BB R & & b iR H 5t
AWS #RETFR,. IAM EE AEFE R UES F MR ( BF ) MIERN (RENXR ) FRAKFERE
BiRe IAM 22— AWS RS A FMNFERENAIEAN,

£

© 2R

- EASHHTE AW
- EAEHEE
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AWS Tk EE SEES
- AWS Tk EE 5 IAM EE A

- ERATKFEENETSHN AWS KK RA

- AAWS KR EEFEAET SR EE (IAM policy)

- HEE AWS K EE 5 43 M i B AR 8 [F] &

Z X
{5 AWS Identity and Access Management ( IAM ) 975 =X B & 0] LLTEK P B 18 h U TRV IR MET R0

REAF - MREAKFEERRFSRERES , WENEER SN EREMENZIENNR, HEEH
EZKFEEDRERTHIEN , BARFEFHANR, THOMAERFRNREDTEQERRER
BEEHNR, MRETEFRKFEERNIIEE , FSREEE AWS K- EE 5 4 M 15 H AR A8

BESERRA-NMREELAAREEKSEERR , WETRESKFEENTLHRANR, EFRE
BEENIRS AP N RWLK S EEIENAR. A, S50 IAM EE R ERERAE LIRS
RAPHNER. FEFZRELNERRTE IAM NEXGZ., BT BAXENLTNFAR IAM EIK -
EEREFEANESEE  BSHAWS K- EBNAES IAM BE& A,

IAM EER-MREZ IAM EER , BARFETRUOAREREATENKS EEA T RANPRA T4
F8. BEERLETE IAM FEANKFERETEONKE RS, BSRERTKSEENET 5H
iy AWS SR R Bl

£ & 0 21T B IR IE

SHBIFEE AWS A B EIEREN G %, BX4TERN AWS IKFERAF. IAM AP SHAA IAM
B TEHRRIE ( BXE AWS ),

B A EABEY & MRRENEIEL AWS BRE 505 FE]l, AWS IAM Identity Center ( 1AM Identity
Center ) AF, BLRINEQEFEMRIELAREN Google = Facebook FiF ZF 2Bk & & 178 Rl
LUELBRABMERN , ZNEERUGER IAM ABIEE T BRKARKIE. HEFEAKESEH AWS
RILERE , ER2EREERALE,

BFEEHNAFPER | EALIEF AWS Management Console 2 AWS 5[EITF, BEXBEZFNEZER
AWS |, S (AWS &5 AFEmR) PR AEZEE AWS KW,

WMRIE AWS BURTEINGE |, MF AWS ZEBEGF AT EE (SDK ) MaS1T5RME (CLI) , BUE
FRENEIEUAMZAREBENER, WRELRFEFR AWS TE | MISFABITHERER, BEXEAR
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HENHTZRTEFBERNESEFER , F3H (AM BFER) PHATEE AP TERIAWS EE R
& 4

TeFEAAMSHRIESE , SRUTEFERAHEMMLLER. flWN, AWS BUEAFRASERIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ W%
ESHRIEM IAM AFERE) FH 1AM FHAWS ZE 5B RIE,

AWS K F root FiF°

HIZOIER AWS Ik , EFEEAFEFA—IMXNKSRAE AWS RS MRRBE T2 E X RYEF
4. LEBHA AWS K- BRAF , £REAIRIKS N PTAN B FER4ibut MHBE R , BIRE
ZE51. BABRNETEFARAFPNITREEES. RPEFRAFEIEE , HEAXEEIERNITRA
F A RATHES ﬁ?&gﬁ?i’&u;{ﬁm?%ﬁ’éiﬂ’]&“ﬂ’]m%ﬂﬁ , BESH IAM AP ERTHNEE
B EIENES

oS- g7

FERBEXR , ERAXAF (SRFEEEAGRANRNAR ) E8EARSSHRIINS B RHARE
Fr, SAERAIGEHEIE AWS BRSS K15

ReEGHmRkEBLILAFBER. Web BHRMEER. . Identity Center BFEMAF , EMERH AWS
RS B B RIB M EIESRIFRINAFS . AWS Directory Service 4Bk & B2 iF RIBT AWS K | fib
MRAAE  MAGRMIGHEI,

EEHGERFRIMNER , BUIUEFER AWS IAM Identity Center. #& 8] LATE IAM Identity Center F1 812 A
FRA , waEEHRSEEECNERRIN—ERAFNE , LEEEWAE AWS K F5A
BEFHRFER. B IAM Identity Center ({52, , S AWS IAM Identity Center AFERHI T A=
IAM Identity Center ?

IAM A P a4

| AM A 24 AWS IKF AR NMARNARFEERENRN S B, ETENERT , RIMNBIE
AIEREIE , MARMEEEKEI (NEBMBRZH ) B IAM AP, B2, IREE-LEE
WEAZSEEKHEITUR IAM AF |, BUUERIREZ4. E*E%Ew,m/ﬂ<MMﬁFh
M) PN TEEKHREIENAS  NEZFENEHRIHEER.

IAM AR —NMEE—4A IAM AFNE B, BIEERENEHEFRK, BUUERAR—RERZN
BAPREENR,. MREERERAF , FHRATUERMHEBRRFNER, flin , BagEEE -2
HIAMAmMins H R IZA R FINRUAEE IAM &R,
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AWS Tk EE SEES

RPREAeTE. AFE—5EMARINARFXE  MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHGNEILE. ETHRESER , 55K (AM AFERE) F/ IAM A7
REIEESVS

IAM B

| AM B ERELNBEERENR AWS IKF W& M. BERLT IAM AR , EEREARTXEK. EXE
FiEE A IAM B AWS Management Console , I A FE1#E] IAM &€ ( BE & ) . BaBL
@A AWS CLI 5 AWS API R ESiEF B EX URL SLBEAR, BEXFERABGHNEENESER |, B
ZH (IAM AFiEm) FRRARAEHN H .

BB EIER IAM SEEUTERTRER !

- REAFR  EAKEFAIENE , FURAGHNAGENNIR, HRE5OHTEHR
R, ZEOHEAEHEXBRAERETFHILACEXHNNR. BXATERSSMRIINAEHNE
B, BEZH (AM AFER) PREXNE=ZFSOREECUEEAE (KREFHRIE) . MREFEA
IAM Identity Center , IFEEFRENRE., NIEFHIENESHGEHTEORIEETUHRIBAR |, IAM
Identity Center FHXPRES IAM A A BHEXEK, BXNRENEE , EZH (AWS IAM Identity
Center AF1EE) HHNIRE,

 ImEt IAM BPRER - IAM AR ARA IAM AFSAS , LRSI BEESHTENR,

- BIKFFE : B LAER IAM ACUATTEKSPNEMNA (AIEES) HREWIKS P E
Fo ABRRFEKFIHENBEHEESR, B2 , FTELE AWS RS , B SUT SRR E M i E
BR(MTAREAAGEIRE ), ETHATEKFHEANAGHNETRRNWRE ZENES |, iF
S 1AM AP IEE TR IAM Y EETK P 2R 51

- BIRS AR — R AWS RS ERAET AWS lRFHPWIhEE, fll , SBEENRSHHITRAA
i, ZBRFBESTE Amazon FE{TR ARERF EC2 £ Simple Storage Service ( Amazon S3 )
FRENR, REATRSEAREARANEENNER, EARSACKFERARSHEXASBRNITIIR
(=

- BERIFRIKE (FAS) — HEEA IAM AR R ABEPRITRER AWS | ZFER R 4, £
RERSE , BAESWMT—MNEE  ARKBREEHMERESPE S —MeE, FASFEREH
AR AWS RS, AWS RS B TERFSAHIER. RAEERSWEFESHM AWS RS
RBEBRRETBETREREN , TSKH FAS R, EXHERT , BLMEFRITXAIIRE
MRBR. BXxA&H FAS BEREMNERIFE , BSRELHELE,

- RFAE - RSACGRRSAREELWIK, PRTRIEM S R IAM A€, 1AM EE G A E
IAM R8I, ERFRBRES AR, BXESEL , S5 (AM AFER) FH6IED AWS iR
SERNBRHNAE,

FERSHHETE BRI 64
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« BEHEXAE —BREEXBEBREXEN —MRFAE. AWS BREBRSFTURARKRENITE
AR, BRSEXACERELNT AWS K/~ |, FRZBRSHAE. IAM EERTUERET
REmIEIRSS XA BHNR,

« £ A@@ mazon LiZ{TRINAERF EC2 — ERLUER IAM ABEEE EC2 k| LiE1TH R H
AWS CLI 5 AWS API &R AR FR G EUE, LKL THE EC2 XPIFFHITRZH, BN
AWS At D% EC2 KAIFHEENZRFINABNRARF AR |, &7 612 — N 2SS HIaySEHl
BEXH. XFIREXHEEAE , HE EC2 X4 LETHNREFEBREBIRHNZIE. BXESZE
B, FZH AM AFEEP i ER IAM B[ A mazon EC2 K4l EEITHNARF R TR,

£ F SR E IR 17 )

R RI R RS FIFEM T AWS B ORER , UEZRBIFE AWS TR, Ki§ AWS ZEHHXR ; &£
E50RAREXEKN , REEXLEMNHWNR, AWS EZRA (AP, RAFIA/EXIE ) REE
REY , FIMEXLRE, KREPHNRBERATERIELER, KSBEBEREFMHE AWS 7y JSON
M#H, BXx JSON REMNHENEMNABTNESEE , SR IAM AFErRFHY JSON KW

EE R WLAER AWS JSON REERIEEHERRIBEFLARNST. WHAY , WA EETT X LARIFRR
1THRE  UREALAFHTNIT.

RIABRT , AFNAERENRR, ERTRAPNARERRRTRENRR , IAM EE 7 62
IAM KR, EERABEETUEAENMIAM K , BRAIURABE,

IAM SREEE IRENNR , TXFEFERAMR G EZHITRE. 0, RIREF—NAYF iam:GetRole
BRENKE, HEIZFERNAF UM AWS Management Console AWS CLI, X AWS API 3XERA &
E5,

ET 508K
ETHONRBETMMNES M (0 IAM AP, AFASAE ) B9 JSON RRRH I, XLRK

EHAFNASAE[AMES T BLERFNITHLERE, BETHRNTUEETSHNERE , 50
(IAM FiF{EmE) FNEATSEERBEX BEXL IAM R,

ETESHNRBA LR -SARNARKEREEXN KK, ARKBEERALENAF, AHABF,
RERBETUAMMIIFHNZSANA,, ANMACRHMIKE AWS K. HERKIE AWS HEXK
MNEFIERKE, ETHNMOERERBNARKKRE ZARTER SR (AM AFERE) FWE

RERBESRNEBRERM < BFITEE,
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BT HRMN R

ETRIFHREE M N FRAY JSON RN, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMERE., EXFETHRNRBHRS T , RSEER JUMEREINREHIIFER
BREVEE. N THEERMIMRBEA TR , REEE IS E AN 2R RNTHREREAREF LSRN
THIT, BUFEETRRNRBEREEEE, ZEEATUEEKS, AR, At KESFOAFEH
AWS fR55 .

ETHRVREEN T ZRSFHRNKEKE, ETREETHRNREPERARE IAM B AWS £E
R

i HI 5k (ACLs)

mEEHE 5K (ACLs) ZHIMBL M (IKPFRA, AFHAR ) ARBRAR. ACLs RUTETHIR
HYREE | REEMAER JSON KRB HEER,

Amazon S3 AWS WAF, #l Amazon VPC 2% EMRS ="l ACLs, ETHEZ{EE ACLs , ESH
Amazon Simple Storage Service FF & A RIgEH A 15102 # 5| & (ACL) Bk,

HREgRE

AWS RN, TAERARRERE, XERKRBALIREE R M YRR G 8R TH&RAN
PR

- RRLA : NRLAR-NDERBE, AT REETSOREBALN IAM X4 (1AM BF A
&) BFNREANR, BANXERENRLR. SEEZRNBRRXECET HHHRBREENRILR
MR, # Principal FEEAFRAGHETHRIRBEAZINRDA RS, F—TREFHE
ANELFEZ AT, ARANRLANESEE , FSHIAM BFERFH 1AM EEARERD 5,

- BRFEFIZKRE (SCPs) — SCPs JSON Kt , ATEEFMNALHALR LY (OU) WHR AR
JSON K B& AWS Organizations. AWS Organizations R A F o AMEFEBE MW HFHE AWS K
F SRS, MREEHLANBEATAIEEE , NAXMEERRSIB0K /- N A RS 25 K
(SCPs)., SCP BR#IK R MK Rk ( BFEEN AWS IKFHBRAF ) PR, A< Organization
SCPs s MIWEZ{E 8 , 5210 (AWS Organizations A {ER) HHY AR 35 6 KB

o BIREFIZKEE (RCPs) — X RCPs2 JSON FEE , BAEATCIREKS P RRAKAT
AR, MEZEEFHMMEERENENERE IAM K8&, RCP BRI T 5 & K- 3RV
R, HAgE¥MEH (BF ) WERNR AWS IKFIRAF , TRXESHERE TEWAL,
A< Organizations FNE Z{S 8 RCPs , 8% AWS RS ZXFHFIEK RCPs , 55 (AWS
Organizations FIF#Em) I FIRZH K (RCPs),

AR E R 66


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
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- 2EERE  SERBREIAEUREAANBERKES AT IZIGR 2ERMEN SBUL BN S KK,
ZRAFENNREAFIBENETEHNRBMNSERBHTE, NREBALKEERETHRAK
B, E—TIRBETNENELFEEAT. BXEZER , FSH IAM AFEEHRHNSERE,

S REERE

SN RBEWRBEEA T —MERE , ERHORREMERNELIRE, ETHEUM AWS BEED K
ZHRBRENREAFER , B0 IAM AP EREHPR R TEEE,

AWS Ik FEB I 5 IAM Bl & A

EER IAM EENKSERNGRZE , BNZ T HEMLE IAM R A TR, EE,

BRI LB AWS Ik EEESEARN IAM ThaE

IAM 4HE K EEXR
EF 5 BH R =
E T RIRA R e
RERE =
REEHR =
KRR =
ACLs )

7|

ABAC ( B EIFRE )

EHIE =
BEAE 3
RFZAEXAE =
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AWS Tk EE SEES

EABTHRKFEEMEM AWS REWNASASHIAM eSS EA | E2H (AM A ERE) F
M EEA IAM FYAWS BRSS

ERATRFEENET B HRRE
XFETHONER : R

ETEHNRBETMMEZH (0 IAM AF, AFASAER ) B9 JSON FURREE A, XL R
EHERFMASAEMPRA TN BERRNTHBERE, ETHRNMTERET HORRE  FSH
(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,

BIEEA IAM ET S H0KRE | B LUSE R TFRELNRENTRUR R IFRELEREENZE. &
TEEETEONREHEEETE , BN CERTEMMNWAFSAE®, BT HAE JSON K
RBmAERE , B5H (IAM BF1EE) 89 IAM JSON E# TR A,

ERTKFEENET 540/ R IR A

EEEKFEEETHONRBH RS , BEREATKRKSTEENET SHH AWS K RH,
K 7= B A E T R R A SRR
XFETRHRRKRE : &

ETHRAVRESZMNERIRA JSON R, ETRHRNKENRESHE IAM BEEEREN
Amazon S3 FEREKE, EXHETARNKBHNERES T , RSEEAAUERCIREFHNBER
BREVEE . XN THEERM IR ZIR | REEE IS E A A SN 2R RINAT LR AR E+ LSRN
THIT, BLFEETRENRBEHEEEE, ZREATUEEKS, AR, A2, BSSOAFH
AWS ARS5

ESABK/ER , SR LCHEANKSSHEMKS P IAM XEEEANE T RFRNREHOEE, F
S EARMBETHRORBARBYGEAEXRRIEN—F¥ME, JFANFRELT RN P
AWS K/ |, REEKSHH IAM EBRRELARTFEFRXG (AFRAE ) XRRNTHRNR, i)
BYFETSONRBHINBISKNEUR TR, ER , RETHRVKBEEE —NKSFNEERT
WERR , WFREZINNETEONRE. BEXESER , 558 (IAM AFERE) P/ 1AM B

5 K = B R 5 ]

K 7 E R R RE
XEBREERE: R

EERWLER AWS JSON REERIEEHEARIBEMFLARNE. HHMEY , WA EAET U LHIRR
1TRE |, UREMALAFZHATHIT,

AWS TKFPEER IAM 68


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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JSON REEHY Action TEMRAA TERKP AWIIEL B RINRE, RBREEESXEKN AWS
AP BERE. B—EHINER , HlIRBTE APl BRENNRNR B1E, & -LREFTELRK
RIITSMEE. XEMIRER I HERERE.

HREEF 2 ERFEUR FHATREIREAIRR,

ELERRFEERENIIR , ESR (BRSENSZE) PHAWS K- EEE LAVERE.
K E IR PR SRR FERFERERAUTEIR :

account
EEREMEADEESTRE  BEAESFHElRET.

"Action": [
"account:actionl",
"account:action2"

]

T MERBES (*) BESMNMEF, fll, ERREATLERZARR AWS IKF ANFTERE
FEEUTERE,

"Action": "account:*AlternateContact"

EEEKFERETHSHNERO R, FSHEATHRSEENET SHH AWS Fr R
K = &2 Y R B TR
XHERAR 2

EERWLER AWS JSON REERIEEHERRIBEMFLARNE. WHEU , WA EAET X LAH IR
1THRE | UREFLAFHFTNIT.

Resource JSON KB T RIEEEQHNAREN —IRZB MR, BAHXNEE Resource
NotResource t&, ENRESXER , BEAHE Amazon BEEH (ARN ) BERR. W FXEHE
BRER (MR BRBRENIR ) WIRE , BRI AHRITIRE,

X TFAXFRRRNROERE (WFHERE ) | EEABEM () ENEANATHERR.

"Resource": "*"
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K P EE RS I IAM KEfResources TEPER U THERRRE | LABIIERKEH X2 HUT
KM AWS K/ -

e account

It resource EEXERETF AWS Organizations FRE ERAL P HI K R IKF BRI AWS K
F o

» accountIinOrganization

bresource & X AWS Ik~ PLEit/E T AWS Organizations FREEIRAH LA F R LR K,

EEEKFEERFRRERARENIIR ARNs , FZH (RSENSE) PHAWS K- EEE LD
HiR. BETHRETUEBLEREREESNERN ARN , BSRAWS K- EEE LERE.

EERKFEEETHONRKHN RS , BSRAEATRTEENET SHH AWS EiERH,
MK P EE R SR SR 6
XEFRHETRSHRESRFR : B

EIE R A LAER AWS JSON REERIEEW ARG R ARR, R , B EET X T LT IRR
1THRE | UREMFLAFHTNIT.

£ Condition Jt3& ( =% Condition R ) # , AIEEEERAEMMNEH. Condition TERAE
N, BUCEFERAZGZER (i, FTFHNT ) BEHRER , UERBPHNFESERPHE
HTE,

MREE-—MEAPEESZ D Condition THE , MEEA Condition TEFEESME , I AWS
EFAEHE AND BEIFHEN]. IRENENMFHABREESME , NERABBORZER AWS WESF
fro ERTFEUNNRZALTRBBENRME,

EEERMGR , BEUTUUERSUNEE. flm, REEER IAM AP &8 IAM BFe, 88N
HEBEFHRBRONER. AXRXESER , F5H (AM AFER) B JAM KB TE | TEMIRE,

AWS X EFE£RFHBNBETRSHRMGR. EEFME AWS 2/R%4HR , F5H IAM BFEREF
HAWS £/ &MH £ T8,

TP EIRARSS T T SRA | S MERX LKA 1AM REEREBATHE .

- Ik 7 :TargetRegion

HREROSHHE -5 AWS KIFRBAR. EAFRIERE , NIRALBEAR TREEXENRE.
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- Ik :AlternateContactTypes

tRAERAZEARRARENIIE
+ BILLING

+ OPERATIONS

+ SECURITY

AR  BUUHERBEN RN IEERARRARENIRE,
« Ik F:AccountResourceOrgPaths

RGRNSHE -JIZZALARREHIBRELAR LN (OU) HBEERARK. EAFFERRE , N\l
REWEIEE OU HH BRI

0-aalllbb222/r-alb2/ou-alb2-f6g7hl1ll/*

- K/ :AccountResourceOrgTags

HRARNSBE-FIFESRNEAR. EATMERE MNARALWRLETARKR BRAEE
RERAMERKS

EERRFEERMHRIIK , FS5H (BRSENSE) PHAWS IKFEEFAE, BT HER L
LRENTREASZMAR  FSRAWS K- EEE LAVERE.

EEEKFEEETEONREBN RS , BSRERATKSEENE T SMHH AWS KR,
Tk 7= & 18 AR Y 15 [R) 42 5 Il 3R
% ACLs : &

mEEHE 5K (ACLs) ZHIMBL M (KPRA, AFHAR ) ARBRAR. ACLs RUTFTETHIR
HYREE | REEMAER JSON KRB HEER,

ERAK - E RN E TR MR 7 B R IEH
X# ABAC ( REEHHIHRE ) : &

EF BB EES (ABAC ) B—EIER | ZERETEME AR, 59 AWS | XEEY
RIS, BALUTREHNE IAM S48 (R RAS ) LUk AWS 20K, FRESARZRE ABAC
BB —5, RERIT ABAC HBE | LUE TARIHRES S A2 1 5 8 00 R AR 25 LB Ao U IR

ABAC EREE KW FEFHERR , HERBERTFSEUNITR T AT UREFE.
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FF AWS kP EE | B account:AccountResourceOrgTags/key-nameR A B X IFE TR
LGRS, MK/ Z2E APIs AR MR Eaws :ResourceTag/key-name&H %40,

FRAZIFNEHZRBH JSON K& RHI
AT RBIRRE AR A RERA L ER L FE “12345CostCenter” 5 “67890” #ric Ay ik F AV Bx R

1% /N0

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"account:GetContactInformation",
"account:GetAlternateContact"

1,

"Resource":"*",

"Condition":{
"ForAnyValue:StringEquals":{

"account:AccountResourceOrgTags/CostCenter": [
"12345",
"67890"

BX ABAC WEZEE , 5K (AM AFiER) FHETEME UNEREHN IAM #iE - REFRSEEL
B E AWS RV R,

FigetEIEA Tk EE
T E G EIE

HAWS RS LELEARNFZERRNTEEETHE, AXESZER , SB5RNZEIERE AWS R
5 A AWS BS5 , BZH (AM BFiERE) FIER IAM /Y,

MEBLREH BB MBZETM AWS Management Console AEE 5 EEFKE |, NIEA I EIE, 5
m, HEAWS FERARARNEREF (SSO) #&EFHEe , ZIBEF a0l e EiE. HEUA
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AWS Tk EE SEES

FEOERESNE , ARRACN K28 RIGNZIE. BEXURBENESEER , F5H
(AM FFisRE) MRS IRE IAM A6 (258 ) .

AL AWS CLI & AWS API BIZIREYEIE, RfE , BRI UERAXLIFERHTHR AWS,
AWS BREHBEKIGIEIE , MAREAKBMERER. BXREZEL , TS0 AM ARG &4

ANE
T 7= I A 5 AR S5 E AR
ZRFERBELTE (FAS) 1 R

HEER IAM AP RBeEFITREN AWS | BFHRANEREA. ERAXLERSEH , EUESAIT
— MR, RARLBRETREMRSPEH S —MRE. FAS EAZAERMMNER AWS RS, AWS R
F RTEBRSEAHER. RSBEERSFSUIFTESHME AWS S A BRXES TRV ERN , T4
K FAS R, EXMIFRAT , BLMEFRITXRBURENNIR, BXAKH FAS &R0 R 1F
B, BSAERTHE2E,

KA EENRS AR
XBRSAE B

RS ABRA—TURSEME. KRENTEREN IAM BE. IAM EER A LE IAM R oI, Sl
BRERSGAG. BXESZER , 550 (IAM AFER) FHIER AWS BRSERNENAE.

K ERWRSHEXAR
XEHRSEXAE B

BSHEXRABR-—MERXIES AR, AWS RSRSAUKARREHTRENAE, RSHEX
AEERELEND AWS K/ , HIBZBRSME, IAM EERAATUERENERERSHEXSEHN
PR o

BARUZFEBRSAXACHEFAGE , FEREL S IAM BEEABAWS 5. ERTFERRS
HXABIPEE Yes R, RREREEUETZRSHRSERABNHE,

EATKFEENETBHH AWS K& RAI

RIANBRT , ARFNAGSECESERKFEBRRENNR, MmiltEE6EH AWS Management
Console, AWS Command Line Interface (AWS CLI) 5 AWS APl $#11T1E%. ERFAFNMERR
RATIRENIR , IAM EE G IR IAM Kig, EERMETUMARRNIMN IAM K& , AP aUK
AAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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AWS K= B SEES

BT RMAERXLRSE JSON REXHLIEET IAM BHHERE |, 56 (IAM BFiEE) P8
2 IAM K (#2F8 ) o

BEXKFEEENHBRENTRRENFAGE  SESHRAFRENER , B5H (RSBEKXSE)
PHAWS IKFEEEE, BRREMEMERE. ARNs

£

- RMSEXE

- FEASK MK’ TE AWS Management Console

o RAXH M/ EA R ENERE AWS Management Console
- REAXNH K/ HHENTLAENE AWS Management Console

REERIEREK

ETHENNRBEEENARTHUCIE, HESHBREKS PHKSEERF, XERETRRKME
AWS IKF=ERA, tIEREEET S HONRKEN |, HEEULTHEEMRIN

« AWS RERBREDKRENRIFAA — EFBEOAF N TEABRTRIR , HEAAWS £EX
BRAFZSERERAZRR TR SNERORAPTHAWS K, RMNBETEEFET
BNERZRN AWS EFEERRBRBDTA. AXESZEERE , B2H (IAM AFERE) F/Y
AWS FEE XK TFIRAENAWS FEE XK,

- NMARENR : E£EH IAM REERENRE | BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHERE , S NRKENREFTT, EXEH IAM MANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

« fEF IAM FKREP R4 — SRS E AR ¢ 480 LG KR IS4 SR IR #IX R R R R E .
Bl |, BT LUR BRI RIEESMER SSL AEFIEHER, WMRBEIHEE AWS RS ( Hlan)
FERARSEE , BEUMUFEAZERBEFXNRFIEENHRNE AWS CloudFormation, BXEZE
B, #EZH (IAM AF#EE) F8 IAM JSON ERITE | &4,

* £ IAM Access Analyzer BIEEHY IAM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2 IFF R M B KR , LHREHAS IAM KEIES (JSON ) M IAM H{ESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
K, BXREZELE , BH2H (AM AFER) FREA IAM Access Analyzer KiiE KB,

- FEZSERIF (MFA) — NMREFFLCMZEERENDE IAM AFRHBEAF , AWS IKFERH
MFA REEEZ2. EEREA AP BEREE MFA , B8 MFA £4ERNBIEHNEKRIES, BXE
ZEE , BZSHRE (AM AFEE) RREA MFA 4RI API 1715,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html

AWS Tk EE SEES

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,

FERAFH “IKF” TWE AWS Management Console

Ei5E KK 7UE AWS Management Console , A MAE RIEKRENNR, X LN PRSI A TR
FIHMEEEXWIEAFEE AWS K, REZAENETEOHNRELLATENRENRBRESE , NEL
EREFZRBEHWEAE (IAM AFSAR ) EEETEFA,

NERAFNASNANERAKS EEZH A | FETH
BIOAWSAccountManagementReadOnlyAccessZAWSAccountManagementFullAccess AWS #E
ERBIEXK, BXRESZER , B5H (IAM BFERE) P8V A SR INRER,

X FRIEA AWS CLI 5 AWS API WA/, BEF A ERESEZHAENR, Hk , ERSBERT ,
B LUER R RIS R S EZHHITH AP R/EME R ERE.

RAEXNH MK/ TEA REEEEXR AWS Management Console

FEUUTRAIFR |, BB ER AWS K- FEY IAM AP T3 AWS Management Console ®“Ji /= 7T [ #Y
RFGRMNBR, Fi ANtk R B H A P B TR E R,

account:GetAccountInformation BERFEKF NHER AP RENNE, BE , EEF
HEE AW AWS X |, AR EBEE account:ListRegions 1k,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "GrantReadOnlyAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"account:GetAccountInformation",
"account:ListRegions"

1,

"Resource": "*"

}
]
}

R MK~ TTER T2 15 BXR AWS Management Console

FEUTREIFR |, BEBER AWS Ik Y IAM AP F3 AWS Management Console #“Ji /= TT [ #9
T2HERR. M T HBERR AP TSRk iRE,
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BE R SR BE DA T R R B SR BE 0 Eaty | 18N T SN AMNEB AR ( BRH CloseAccount ) , AP A
DIE K P KE D& E , E@fFaccount:EnableRegionfMaccount:DisableRegionf{ R,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "GrantFullAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"account:GetAccountInformation",
"account:ListRegions",
"account:PutContactInformation",
"account:PutChallengeQuestions",
"account:PutAlternateContact",
"account:DeleteAlternateContact",
"account:EnableRegion",
"account:DisableRegion"

1,

"Resource": "*"

}
]
}

N AWS IKFEBEFERET HMRIZEKEEE (IAM policy)

BX AWS K/ M IAM AP EE e , FERTLE IAM? # IAM AFEEH.

BRIMAEHEFEERBWGEA |, HSH AM AP ERETPHEE IAM K.

AWS Tk F E B IR ER B

LEREAR T AV RRKFIRENNR, AXEAXENRORBE RS , FSREATRK-EENETS
B AWS KB =B,

(® Note

Em@IAM ARPRTFEANR , FHEBIHRINIKS REPHISEKSIRE AWS
Management Console , MBR T ZEA TSR ERNNR ( RZMUR ) 25 , ST AFIZN
PR, GetAccountInformation

ERAETHDRK 76


https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html#edit-managed-policy-console
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AWS Tk EE

SEES

RE R
account:ListRegions

account:GetAccount
Information

account:GetAlterna
teContact

account:GetContact
Information

account:GetPrimary
Email

account:GetRegionO
ptStatus

account:AcceptPrim
aryEmailUpdate

account:CloseAccount

account:DeleteAlte
rnateContact

account:DisableReg
ion

account:EnableRegion

7 E 4 5l

BREY

5331

=EN

BEA

EEPUN
RTFRERAFIH AT A X
RTFRRKFE S HINER,

R TR LA 3R K 7 B & A BR
F Ko

BT BR LA 3R K 7 BY 3= EER
RAEE

RFNRARRIKF R ESR T
BB 4 b 31k

RFIREUX Y IO AR S B AX
PR o

BTEZ AWS ALK A K
FREES FERHib it EHAY
R

BT RAMK R,

(@ Note

LA BRAGE A T 424
Ao WRRTZE AP
E,

2T A BR LA BR K 7 B & A BR
E NS

RTFRAZR R X,

RTFRREAE AR XE,
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AWS K= B SEES

PR B R R SE iR

account :PutAccount EA BRFEHIKF BHHR,

Name

account:PutAlterna EA R F PR LAME Uk 7 B9 % A BX

teContact R Ao

account:PutContact EA BT R A E K 8 = EEk

Information RAEE,

account:StartPrima EA BT &#E AWS A4 R A K

ryEmailUpdate Fo 19 3 B B, T B 44 3t 1k BF HT Y
PR

BEE AWS Tk P E 12 B 9 M 77 [a] A BR 1Y 7] &
ERANTEETHE AL IS SEERKSEEMN AM 5 T8 S8 % 0 E .,

£

- BREEKR/STHEPHRITRENNR

- REIIT iam:PassRole

s REEATFRNANAF AWS IKF HERAIKFERES

BRBE K/ EPRATRFEAINR

R AWS Management Console &FiFf#& , BN ITENMRE , WATEBRRELNEE R FREB. B
BRREREAFENEBEHAR,

% mateojackson IAM AFZHFEAEGFHAENIKSRE AWS IKF PEFBEXHENFHAER ,
AWS Management Console fE R EHaccount:GetAccountInformationfXfRE} , &KX £ TR
B4R IR,

[

A You Need Permissions

You don't have permission to access billing information for this account. Contact your AWS administrator if you need
help. If you are an AWS administrator, you can provide permissions for your users or groups by making sure that (1) this
account allows 1AM and federated users to access billing information and (2) you have the required IAM permissions.

P HERR 78



AWS K= B SEES

EXAERT , Mateo B RN EEAETHHKE , LA TFMER account : GetWidget BRAETGA
my-example-widget %R.

K I 9T iam: PassRole

MRERBNEEIR |, RPLFERINIT 1am:PassRole B | NMAAEHTRBEUA T EFABELELKS,
B,

BE AWS RS AT ERAEAEETIZRS , MARCERFBRSACGHIRIEXAR, ik, &
HIREF A LR D RS RR,

HE N marymajor B IAM P2 IAEREH S EKSEEFHTREN , SREUATRHIEIR. B
=, BELAERRFSACHRTHNRT AIHTIEE. Mary FTEERARELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,
MREEEHE , FRRAWS BEEA, FNEEARRHEREIENA,
BEEATBENZANAR AWS IKF 15 R B KFFHER

ZAIOBR—1NAG , MERMKSPHARREALANARTUERZAGKIG RSN TR, &7
BIEEWESER , TURAAG., X TXHETRFRA R REHTIXR (ACLs) WIRS , BTN
fE FIX LR B ) A 5 RT3 1889 R AV 15 R X o

ETHEZER , BSRAUATHE :

c ETHRKFEBEEXEXET R | BSHAWS kP EBENMAE IAM BESFER.

. ETRIMANEIHEN D ERERIGRNE AWS K | E5E IAM AR ERT N SIEEN 3
— AWS K/ Ny IAM B PR A5 RAUR.

s ETHRNARNE=FRAELNEERENIFRNE AWS K/ |, 55 1AM AFREERHORNE=H AWS
K AR R R R.

s ETHRIMIEN SMRBRESRITREFENER , F2H (IAM BFRERE) PN ALIAT S HEIEN
AF ( BHRBRERIE ) BEFRINER,

- ETHEAACNETRRNRBHITERKFFEZBEANES , E5H (AM AFER) F8 1AM
BB B TK P AR A 18] o
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AWSAWS Tk P BB E R

AWS Tk &3 B AT IR E R A R E AR AWS EEBUR

« AWS EEXBE : AWSAccountManagementReadOnlyAccess
- AWS EEXBE : AWSAccountManagementFullAccess
- IKFEEX AWS FEEBURKER

AWS HEERBEZHMENEENILZ KK AWS, AWS RERBEENTZENLRABIRENR , UE
BRUFBANAF, ANBESENR,

FiclE , AWS RERBURT SN ENBERGIR TFTHRENRNE , BAEMNAHME AWS FF &
M. BMNBUBEIEXBETENERAZSNES SR RERE -SRI NR,

BIEERAWS REFRPENHONE, 1R AWS E3 AWS HEFRPENHNE , WEHLE
MiZKBATRBNMEZERASH (AP, ANAR ), AWS RETRELEBIIHN APl RIGRS T
LAEF T AWS RS B9 API 24ERRTE T AWS FEE XIS,

BREZEER , F5H (AM BAFER) il AWS HE XK.

AWS 1ITE KR : AWSAccountManagementReadOnlyAccess

&AL AWSAccountManagementReadOnlyAccess KEEHIINE] IAM & 15,

ZERBRERETNEFU TR RERR :

« RTIREY TEIE AWS K 7~
- BRASER AWS XiF £ AWS KPP ( BRREEER AWS ZBHAEFIKF P XEARE )

FER  RTFSTEM Get* F List* BENNR, EFREEIKS T BEE AHE AWS X
R P B A ZhRE

RRFHRER

SR EE TR,

« account— R EFRARRHEXNTHRIFEEE AWS Ik, ©FARFEMATIHA AWS Management
Console K F /5 AKY AWS X1 ,
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"account:Get*",
"account:List*"
1,
"Resource": "*"
}
]
}

AWS E XA : AWSAccountManagementFullAccess

IEA LU AWSAccountManagementFullAccess SREEHIANE] IAM B 17
ZEBREHAEFIBAUATABRHNEEEENR :

« RTREY TEAE AWS K/~
- BRAWEM AWS X B AWS Ik ( RBEM AWS 258 |, BT REFK SRS HE ARE

BAXi )
FER  BFEITEMA account BIENR,
MRIFEAER
ZREEEEULTHR,

« account— AR ERAEFTH B HEXHNTHBBEEE AWS IKF ., EXEATERIIEAKS AN
AWS XiZ LA 7 AWS Management Console® /3 s A,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "account:*",
"Resource": "*"
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}

KB AWS FEEBERNEH#H

BE B BBS T HREXETELRKS EE AWVS REREEFWHAEL. AXUAEERN B
BT, TS EEAA £ 2R TE LY RSS

EH by A5

AWS Ik R ERHEHFTH AWS KPP EERVFERAUT AWS 2021 £9 A 30 H
REHE , HARBRELXE KEBXRED :

+ AWSAccountManageme

ntReadOnlyAccess

+ AWSAccountManageme

ntFullAccess

AWS Tk P EE S I UE

F=FFITMIFE T AWS IKF ERZSNERITRIN —ZB 2 EEHZITH AWS REHWRE AWS HH
EHE, HPGHE SOC, PCl, FedRAMP, HIPAA K EAth,

BXBESAITLEE AN AWS RFFIXR , S EaMIT R 2AWS RS BSEE" F EEaEMit
XAWS fR5". BX—MRER , BSHAWS &1t XKIAWS,

BRIER THE=ZSHEITHRE AWS Artifacte BXEZER , B2 W (AWS Artifact B #EmE) F8Y
“ AWS Artifact “T&IRE",

BEFRARSHHNEAREBURT BN AWS K/ BENBRM, RLANENBIRARERNERE
FEM. AWS BE T U TR RERAEYSZIA S

- ZEE5EAMREANEE — XEHBEEIMNE TRWIEFM , ARMY T EXLEEM E AWS £
BUZ2MNEAMNERNEETEN SR,

- £ A@@ mazon Web Services L% HIPAA Z2 564 — AAREPERT FLTNMAER
AWS REIZHFE HIPAA BIZHRIARRF,
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® Note
FHIEE AWS IRF AERFE HIPAA B, BXEZEER , HZHANSE HIPAA ERHIRS
ZE,

- AWS EMERAWS — W TEBNIEMETEEA TEMENT LM ERX,

- EAAWS Config FF & A R38R R AT 7R — % AWS Config RS EEN T REBES K
BELRENIRE, TLENFEM,

« AWS Security Hub— iX AWS RS A2 H THRENRLRE AWS |, BHEREBCRERER
2T AR ER RAESRER,

« AWS Audit Manager— X AWS BR5 AT AR BRI 1t AWS AR , M E{LXBE &= UK
M EAMTAFRER SR,

AWS Tk F &y 5584

AWS £k EfRERE S AWS XiF TRAXMEN., SXEREUSANAEYE MV ARENTAK ,
XETMAXBIEREK, FHESATRESNNESERE—E, FATARKX , B LURITFIREE
AAXZEEF B SAMEEBNNAEFAIREE, SKEENENRSNREROEMLE B
kb, TRHXEEESHNTRAYL, FEMENTT BE,

BXAWS X MITAXWEZER , HSHAWS £ BREM T,
Huit s 4e AWS IkFEE
ERFEE AWS RS , B AWS Ik FIZTHIRS 2 AWS £ KNELZE2 R, BXx AWS Z2R

SR IME AWS RIPFEMIZENEES , BSHAWS =%+, EFAEM LTSN RERRFRIZIT
&K AWS 38 | ES I S AWS ecurity Pillar Well-Architected Fram ework 5 B9 24 1% fEAR T o

IERLAMER AWS EXRRY AP THRBEMBZHRKSIRE, FRRLASEUTAR

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLAERE (PFS) WHRIWEH , #Hlin DHE ( 8T Diffie-Hellman ) 8 ECDHE ( I B4 & b
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) X IFXLEER,

A, AAERF RIS ID M5 IAM EAEXBKHORZRG B BARNBERJTZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £ R IEAT R £ EIERITER#ITESR,
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WRREY AWS IK

BERRER AWS IKFEEMEM AWS SRS RN AFEME, TAMNMMERNERARS T, AWS R
HUTEZETE  ATYRNKSER  EHIARENETRE , HEE LT B3 REUERE

« AWS CloudTrail#i3k ( i2% ) BEBHAKREHITH AP BA AWS Ik FIHEXEH , FAFAEX
HEANEEENL D E 8 746K (Amazon S3) FMEfE, X Al Ui S FRIEBELE A /= #1078 A
T AWS, KEEAKNIR IP it LR AR X ERNRE., BXESELR , B2/ AFERE. AWS
CloudTrail

« A EventBridge mazon B Bz REEH (SN ARFTAMERBHARENR ) RIBSEH
AWS lRFHBELIEE. KB AWS BRFHEHJLF LAY EventBridge thZixEl, BRI URERE
HANKIERERETNEL , AEREESHEREMANMINITHELEE. BEXEZELE , B5H
Amazon EventBridge FA FF 1§/,

FERIZE AWS K APl B AWS CloudTrail

AWS Ik B APls 5—IARS £/ AWS CloudTrail , ZIRFEEAF. AeRNiBAKSEEZEN
AWS RS EEVIRERNIZR. CloudTrailf¥rr Bk~ B API HRABRANEN. BIRNAASIEX
W EBERENFIERH. NRELIZERE , WLAF S M Amazon S3 FH#BFELEAMENS , 3EK
FPEBREENEMH, CloudTrail MREREERER , BIIAT LUE CloudTrail ZEH &K “SHHEID
X hEERHNES, FRAWESINEE CloudTraill , BB EFAAK,F EEBENER, ATX
HiERH IP tbik, K HEROAFNSEAREMIFAEE.

ETHMEZEE CloudTrail , & ® (AWS CloudTrail AFEFE) o
PRk EEE S CloudTrail

CloudTrail FEZBIE2IKF AWS IKF B EEENIKF PLTERARS, HKFEBREREEDN
SFZES S EH M AWS BRSS CloudTrail B4 —#2 CloudTrail iIEREEHHLICKH, Bl EHE
. BRATHRERENEH AWS IKF. BXEZER | ESREAZEHHL1EREEF CloudTralil
Eftto

ERZRRXENESH AWS K , BIEKFEBRENSH | BCIRRER, RIRAY CloudTrail FBE
X & 5% Amazon S3 F#EN. RINBERT , HEBEHGEREER AWS Management Console , %

RIS A TFRAERE AWS Xig, ERERIDRE AWS 2 X iBRAEREFHNES , HEFBEEXH
EIEEEIEER Simple Storage Service ( Amazon S3 ) 1. BB EHE M AWS RS |, St —
F oM MALE CloudTrail BERWENSHHIE. EXEZSEE , BZRATIANA :
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AWS B I sEEE
- BIERIRICFEER

CloudTrail X#rI RS MK

i i& Amazon SNS 3B 41 CloudTrail

ZEWk B ZANNXEH CloudTrail HEXH

BEWkEZAMNKF B CloudTrail HEXH

AWS CloudTrail iBZAIERM ‘APl & o H R IV EK S, EE AP| B14E, Hla
XfCreateAccountDeleteAlternateContact, MPutAlternateContactiBENIERAALTE
CloudTrail B&EX#H#HRAERKFE

BNEARBEZEHTEEXRERBERNWARGE. FSHEEEMWTEREUATHES !
- EREBHBRAFER AWS Identity and Access Management (IAM) A FiE$ % H

- BEREMEA IAM BEERKESHAFNIBNZEZIER KA
- FREEHHEM AWS RS A H

BXEZER |, B2 CloudTrail userldentity T3,
THRKFEEHESLE

BIRRE—MEE , APNEHERNBEXGEEEIEIEEN Amazon S3 F##, CloudTrail B &4
BE—NEBZENMNEEFREB. BHARKRRBEEMRENEMER , BREEXFMERNRE, BREWN A
BHE, ERSHBENF S, CloudTraill BEXHTRLH API HANEFHREER , AefFT4%
A ERIRF HI

R~ LR RBIERTABGetAlternateContactiBELAR MK - M BIOPERATIONSE BB R A
#) CloudTrail BE%H., ZIEXEETFSHBEEROEMNE,

Example =45l 1

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T19:25:53Z2"

}
}
},
"eventTime": "2021-04-30T19:26:157",
"eventSource": "account.amazonaws.com",
"eventName": "GetAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "SECURITY"
1,
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-111111111111",
"eventID": "la2b3c4d-5e6f-1234-abcd-222222222222",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

Rl 2 LT REIERTABAPutAlternateContactiBEU MK RMFTHBILLINGE AR AN
CloudTrail B%E%H,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn": "arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
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"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
}
},
"eventTime": "2021-04-30T18:33:08Z2",
"eventSource": "account.amazonaws.com",
"eventName": "PutAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"name": "*Alejandro Rosalez*",
"emailAddress": "alrosalez@example.com",
"title": "CFO",
"alternateContactType": "BILLING"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-333333333333",
"eventID": "la2b3c4d-5e6f-1234-abcd-444444444444",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

=~ 3 LTFRAEIERTHWiZDeleteAlternateContactiE/ELAMIER 2 BIOPERATIONS & HEX R
AH CloudTrail HE% B,
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
}
I
"eventTime": "2021-04-30T18:33:16Z7",
"eventSource": "account.amazonaws.com",
"eventName": "DeleteAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "OPERATIONS"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-555555555555",
"eventID": "la2b3c4d-5e6f-1234-abcd-666666666666",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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5 520k BB E 4 EventBridge

Amazon EventBridge ( B1& 7 CloudWatch = ) ISR RBETEHNEHHBIEAHME
8y B AR IRE AWS BRSS. KB AWS BRS VB4 LUR F 328 EventBridge 195 R ARIXE,

£/ EventBridge , &I A2 LB E ASHRIMN | FFEqiEEE BT E,

BEXEZER , 520 (D% EventBridge FIF#§®) EventBridge Y “Y Di#h A 717
KREEEH

LTRAERTRFEENSENH. BHRAREN,

BEl , RABETES CloudTrail/Z AMZEAXEM AP BRANSE4F TR TR EE,

eSS
. BRANZAKENEE

BRMZEAXENEH

HBEIEE AR AP ERRERAKSFHXEN , 2BHRDES. DBRFRFENR CloudTrail E4
EFEBRKFH, A, SEARZEALEF B, FEBASKF KiE—1 EventBridge B |, 3
EE—EREREBRRE-—NEH.

LT ROIEHERIMIKREER | RRIE 2020-09-30 7 123456789012 M FFENABLED T ap-
east-1 Xig,

"version":"Q",
"id":"11112222-3333-4444-5555-666677778888",
"detail-type":"Region Opt-In Status Change",
"source":"aws.account",
"account":"123456789012",
"time":"2020-09-30T06:51:082",
"region":"us-east-1",
"resources":[
"arn:aws:account::123456789012:account"”
1,
"detail":{
"accountId":"123456789012",
"regionName":"ap-east-1",
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"status":"ENABLED"

B AR RAS S TR EHIRASMECE : GetRegionOptStatusListRegions APls

ENABLED— BRI FIETR accountId B A T X
ENABLING— IEEFER#ER accountId B ALLX
DISABLED— BRI NIER accountId A 7 X
DISABLING— EEENIER accountId AKX

LT ROIEHEX IR T HRAAXESEA4AN,

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
]

LLTFREIEHER 0122 7 33K ENABLED M DISABLED KiZiZE4RIFN,

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
1,
"detail":{
"status":[
"DISABLED",
"ENABLED"
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s EXFAEEKF 28, BREZEMEREN AWS HAG ?
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HEXAEEKS 28 , HEEMEREA AWS AL 2

T, EXAEEKF 28 , BEERBRERN AWS AR, B R RAEYALREEAERN KR KT
BIERAEEKRS ., ERIFESNAL[PRERESBEZHRNEAKS , 5 E AWS Organizations 2l
B, HBERMERAKFBEREEKF E#SuspendedEZill. AERMAUXAERKS,
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FERLLHNEEEBTHEES AWS K</ [,

E X

- BERFHREMEARF AWS K/
- BREERERKIE AWS K/ 753
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MBEFEESEM AWS I | TEURRAT R B ARG XM, XAESE | ST EkS
S2 B 00 RIIFEBEHITI . MEMIKS 2 BT AWS K&K 2 8 8 B i B EE #5561
1,

XA IK P BT R E B S
FEXHZ B AWS kP, RIEBUT LA :

« KK PR B A LIRS B AWS B

« EXHTIRAWS IKF 28l , BEFEMBRETNER, ER , BINEWBNEMARZN R R
2. AXUMFORKERFRNUA , B ZRSHMEN AWS X,

« BULEEXAHMEMITFKS . MREFITFIKS , MWK HRROBRSHEFRTBRE. DT
XHAEART AR A B R REA R AR G5 B9 T B SR A 15 & AT RIS Ko

« BMBENKSRABMAARSHAAERETRAMBRNR. XAKFE , SFETMAKEK AWS
B, flmn, MREE1 A 15 BRATKS , NERE 2 AHKE1 A1 BE 15 BHEA~EEA
BHKE, XAKSE , SFARBITELINTETINAR , EEREIH.

o SBRTEBI RGNS R RHERN AWS RS, BRI EEXABRBERMIGR EXAR AWS Ik
P EREEREKEREE. HRKFREREKR AWS X5,

o BRRBEEXARIEEME AWS MK 98 FhRfEtbut FAER i AWS K E e Fhp4F, WNERAEE
TEH AWS K ERABMNE FoR it |, RNBUERAZINERITER, BEXEZELE 1§
SR EHFEHF B FABAF i,

- MRELEHI AWS Ik RAFBAZESHRIE (MFA) , HECEE IAM AF LB MFA &%,
WFEXAK T2 B3 MR MFA, SIREEFREG XA 90 RNREF MFA FEIRE |, #Bik
MFA RERIFEIRSER XA , UHFBRELBETRIZKS . HEE , K7 KAKH
f& , B4 TOTP THRBLREEHEMAS KEK, MRBERFES TOTP TEATEMAS , AT
BREXAWST 2B EAEN MFA 7%, ERAT IAM A7 H MFA R & AR K S 2 2 MR

B R TR P B LA B E

« HEXRHABAKSE , ZKP2EEXAHERENARDHER, EEXABA , EXANKRKS
M ABLAFHNKSEH. I T7TERRKSIUTHITAKSRE , FEXAKS 28 , SRNENE
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FEFFIR. EEXRXAKSERN 30 XA , BTEEET 10% Bk AR, K/OKFXAKRE
A 10D, ZRAKF<AEBER 1000 4, BIE 10% BIK 72 E LB 1000 NMR2 k. A%
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- MREMFEH Cont AWS rol Tower , MIZEELXEEXNKAAKFNER K REBZAXAZKF. BS
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BERSHEEEM

. AWS Marketplace B/ 3H /S , iTHF L BHEE. WEEEMITH , HELIHTHTRENTE
S, RIS, B4 AWS Marketplace 3241 & #0 “EI2iT 0" REHBUSERITH.

C PR  BATAWS FEBSERNSRALEETHE  RERNS LT EZHAE. NBTE
5, REEAEME | RIVGE 30 REMBEARSEBRARIME, GXELEL #2080 R
B AWS TP EX MK REN , SURRE A B Route 53 HUHf.

« AWS CloudTrail R —EMR 2 RE. XEWE , 5 olRm0 RIREEEX S ()T RS 5
BB | BRIEASERN AWS K 2 BTG T R MBRE. AWS I B AT RS
BRMBBENESES , 58 (CloudTrail A HER) HWAWS Ik MERBE. AWS MK~

ANAI X P SR B9 K 7

BU LERUTERAALZ AWS IkF B, HIE , BREREEXANKFER DRIKF, RAKS.
EEIKFF AWS GovCloud (US)] , BNMNETIFHHERMH T FRINES.

MREXAKFHESEFBIMEMFER , ESREE AWS K/ KHRY A,

Standalone account
MIKFRMNAEENIK, , FTREPH—E2 AWS Organizations.
MIK P 5 TH 5% P 3 320K P

1. FEEXH AWS Management Console B9H , X root AF B4 E R, AWS K/ &L 1AM A
FEHRSABERINEERAKS,,

EALANSHESR  EARKFENHKS , REERKS.

EIKFAE L, XK, EE,

BAIKFS ID ( EREXAMNEENTTE ) , UEINES FRHFBEK S X HARE,
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6. JLA®E , BRZSWE —BHEIAKS EEHEFik4.

® Note

AWS CLI i HE A — APl BEF X ES AWS SDKs, &R BEMEARINITLEHES AWS
Management Console,

Member account
A= AWS Ik~ HA# —EF%5 AWS Organizations.
iBid AWS Organizations 2| & 5% 1 B & ik

1. &3 AWS Organizations 2% & .
2. EAWS K/, mEL , REHEREEEXHANKAKFHNESR. BRI USH OU BREW ,
REFRE OU EHMIK~ N FEEIIR,

3. EETEINEPAIK, BFZALR Close (XM ) » REZY AWS AL T “FRAZHEE" BT,
BEIET S AT Ao

(® Note

MRENALERARESKEES | BRTEERFEPEE XA &, EEESK
BREATRAKSE , B0 root HESREFREXRANKS . # K/ TEL | %&#F
“KRIAMKF” B4 , MAERIKS ID, RRIERE RAKPS” &4,

4. PIRABREHEIKSRAERE,
5. WAKRIKS ID, REEEXAKS , BaKSRARE.

(® Note
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5/ AWS CLI <A KR K SDKs

BXWAER AWS CLI MR &M #9588 SDKs , i5Z# (AWS Organizations AFER)
MY FAA LA PR R AR o

Management account

EEKFRITE AWS K- HRXKFHEKS K AWS Organizations,

(® Note
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T P BT 5K B ER DK R
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N o o bk~ ©

BB E XA AWS Management Console B EEIKF B root A BB E R, B IAM BF &1

HA BRI EFHK,,
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BAMKF ID ( EREXANERENTE ) , WAL S FEIRHEBEK S XA RE,
R IRE |, Bk REARE,

No®E , BRZEWE —HEIAMKS EEHNE TR,

® Note

AWS CLI i HE A — APl BEFTZFLES AWS SDKs, &R BEMEARINITLEES AWS
Management Console,

AWS GovCloud (US) account

HF it RAMARER , AWS GovCloud (US) IKFIR4& 558 — 15K AWS 1K XEk,
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o BRWE -HBIAKS EXRANE TG , REERAFWEFERMFiEat, MRELADETRREE
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BRI FORHE 90 RIEKAKH , 2 BIEFTEERITIHKS , AWS FHRBIEBRKS HRIRHAE, B
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AP| &#

B (account) SR ZEE Y APl B ERFEIEHRECH AWS K&,

MR AWS K XIFEEKFERNAHSE  SERZS=ANEEZKPXENZFARIANER. K
b/ EEESKFHNRAS XK EFERFibit. BRENSKFRERNWUTRRAREHEE -1

%,
C RKEBERA
« BRIEBRA
C REBRA

RIAMBRT , RIEEEHRN API RFEZEATRALKEENK, . RERAKFHHNSHBEER
IAM A5 IAM AR , E4HE IAM RENANNRERETEER AP BE, 3E , BHUM AWS
Organizations B P F 0 EAIXL AP #4E AWS Ik, HAFEMELKZIEEKS ID 5,

API kR

AR (K APl 2£) i85 T 2021-02-01 MRk &I AP,

(® Note

BRTEEMER AP 25\, ZEAHUERAER - EEEEATEMNERIESNTES (Java
AWS SDKs, Ruby, .NET, iOS, Android % ) WEMRHIRIE, ©1] SDKs it 7 —FpEHE
5 K BIEXS Organizations Ky4m#E AWS THRIPR. Hla0 , FATXSER SDKs #HITINEX
%, BEEHRNENERBER,. X ( SENATHNRZEEAH] ) WEZESE AWS SDKs , iF
SR EA T Amazon Web Services B T E,

BINEWEER AWS SDKs Xt Ik = B RS THRE API A, B2 , BUAUERKFEEER
APl B AAKFEEN Web fiS. ETHEXKFEEEHNAPINESER , HoR (KFAEEA
FERE) TR ETEYN HTTP EiERFKIFA APl, HEAXBREREN GET M POST #HR, it
2, API TERSBFEHAELREN GET B RMEMIRIEN POST iR, A , GET #HRZ URL B
KOBRE, Hit , W TFEEEAMNEMNIRME , BEEH POST ER,

EEEK
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[B&3E HTTP ERET AWS | B ERBITER | X AWS FRERBIHRE T IXEFER, BT E
RpEZH (B AWS FEZEH ID MRBHRZRAER ) EBFER. RIBNBUETERRKS €
BipRESA. BEEKNRKS TR ZANEMAEAATTRE 7B SR FRBERR. Mk , N
NEFEENRY IAM AP RZIERZEH, 5 —HERR , £/ AWS Z2TERBRSERIERZLIE
B, REEARXEIEREEER,

MEFFBERBJITER , BWEFEAZERE 4, IRNENAERFERASERA 2, MITENEEHRE
AEALERAE 4, ER , B EERETEZZIRAE 4, TEMA 4 WRENXREEETX—EK,
EXEZER , BSHE | AM AFEETMZE AWS API 153K,

LEER AWS S T1TRE (AWS CLI) E A —/ AWS SDKs mHE & HiERt AWS |, XETELH
HERCERETEMIEENHRIZHANELBER,

XK B A XA R AR

BB ERMERIF, BRENEN KA E feedback-awsaccounts@amazon.com , B & 45 &) #
EREKFEESIFREL, BXAWS XRFLENEZEER , BSHIRER,

ROIZEHMA RN

RS FERIEEL , K ERIREA JSON FUENMFRFERRARE , FERTHAIBRCER.
NARESTRYE , AEEFNRFRNERTRITHANES, YRIBMASHESTEBERFEENK
FREN , BINSBBARTAHLUER TN, ERHRLLEN JSON XARFRHFRHFERERH A

123k APl iF3K

K B X3 — T ERSS CloudTrail , A TFi2FE AWS 89 AP iEA AWS Ik & B E XL w2
Amazon S3 FfEiE. B FEAWENESR CloudTrail , &0 LAHEE BRLEE R 2 R Ih [ Ik~ B E 2R
EH., BEHTER, ANEAHE, EXKFEBRREXENEZEE CloudTrail , S FEMEAIERE
AWS Tk P& APl J§F AWS CloudTrail, 7 # ¥ 2EE CloudTrail , BENMREFSNEXKBEE
X, EFSHEAWS CloudTrail HFIER,

XEFUAT®RAE

« AcceptPrimaryEmailUpdate
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EnableRegion

GetAccountInformation

GetAlternateContact

GetContactInformation

GetPrimaryEmail
GetRegionOptStatus

ListRegions
PutAccountName

PutAlternateContact

PutContactinformation

StartPrimaryEmailUpdate

B

103



AWS Ik EE

SEES

AcceptPrimaryEmailUpdate

#EZ KB StartPrimaryEmailUpdate N ER N IEEMKF EFH EE B Fap4Fat ( AR NABAF B FoR 4

itk ) B9E R,

FRIEE

POST /acceptPrimaryEmailUpdate HTTP/1.1

Content-type: application/json

{
"AccountId": "string",
IIO_tEII: "String",
"PrimaryEmail": "string"
}

URI ERS#
BERTEAER URI S5,
ERIEN

FEREZ KA JSON AR LT HIE

Accountld

EELEBIMBREHRISH AWS IKF B 12 Utk ID 5, EERALSEH , BRAALAERE

SAEEKSREREERAKS PSR EEKS ID LHRE
A EEE , BARMTAKFERRSEAAEHEANE , IR REXEER K.

REREHALANEERKFNERXEERAKS NKAKSEA.

(@ Note

EBKFERERCDH AccountId,

EKH . FHH
B o \d{12}

MR RS, BABFE

AcceptPrimaryEmailUpdate
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AWS Ik EE

SEES

Otp

AK)*F| StartPrimaryEmailUpdate APl ff#§%E PrimaryEmail #9 OTP {3,

E

SR R
B3 : [a-zA-Z0-9]{63}
PrimaryEmail

EREEKF —EEANFHNEEH FiffFibit, XS5 StartPrimaryEmailUpdate APl B

FH PrimaryEmail — 3,
KA . FHHR
KERS : &Z/NKERN 5. KELRN 64,

g R

HTTP/1.1 200
Content-type: application/json

{

"Status": "string"

}

g B 7T 38
WMRLRERD , MiZRSFEKEE HTTP 200 MR,
AR5 LA JSON #&=0IR Bl BA T #4E.
Status
RRBEINEESB FIHFEMERRES.
RE TN

AMUE : PENDING | ACCEPTED
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Hix
BRARHEENEILERNEER , BEAELER.

AccessDeniedException
BRIEXRM , BA DR EERNRENR,

HTTP RS : 403

ConflictException

HTRBRNAIRSEEAR , RETELEBZER. S, IRZHAEAHNEER (&LTE
AAES ) NXE , EZHRKSNRAFEFHMAERXNCEEERANE FfiEa | MaRERX
AER o

HTTP RS : 409

InternalServerException
HTRABMEEHR  BEXK AWS, BEREEHZRIRE,

HTTP RZSAH : 500

ResourceNotFoundException
BREXK , HAFEENRIRF,

HTTP RESREE : 404

TooManyRequestsException
BRERWY , BRAMERESEEY T WRRH,

HTTP IRANHE : 429

ValidationException
BEXRY , HP—NAASBTH.

HTTP IRZSAH : 400

5iESH

BRUBEBESZ—FEAL APIIWEZEERE AWS SDKs , B HUTAR :
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AWS s BITRE

AWS AT NET # SDK

AWS j&HF C++ #y SDK

AWS AT Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X T E S

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT ET
AWS &R F Ruby V3 # SDK
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AWS K= B SEES

DeleteAlternateContact

MAFRIBRIEER & RBRA AWS IKF,
BXRUNAERAZRARIAARENTRBEAGE  FERNERENZRAKRAAL AWS IKF,

(@ Note

£ E#HH AWS OrganizationsBEE N Z AR AGEZH AWS Ik |, %AERS A AWS Ik~
EI 5 Organizations ZEHEK. BXEZELE , BRI AWS IKFEE S A TEHEN

R
HRE®

POST /deleteAlternateContact HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"AlternateContactType": "string"

URI ERS

ZERTEREM URI S8,

FERIENX

BEREZ XA JSON MU THIE.

Accountld
EEEET IRELRISERH AWS IKF B 12 L EIKF ID 5,
MRREERSEH , MRANATRARRENSHH AWS 1K,

EEARSY , AAALAAEEANEEKS RERTERAKSHHEH | HESEQKS D 4
FER—BARNRANKS . AAXAEFAFTETEE , QENTH KBRS E R TS
R, ATESEERESER K,
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AWS Tk EE SEES

® Note
EEIKFILERITIEEER AccountId ; ES4MEREFE AccountId SEWERT |, 34
3T XX AR R AE,

ENTRAAKANKSARLEE  TEEELSH , BUBRTERRIUERERKRIANKS,H
50 LRE,

RE :
B \d{12}

AlternateContactType

EEEMRBRNZRARREA.
KB . FRH
BZ{E : BILLING | OPERATIONS | SECURITY

e B 1R

HTTP/1.1 200

e Rz 7T 3=

MRIRERY , MIZRFLKIZEHHEZE HTTP IEXH HTTP 200 MR,
Hix

BEXARENELERNES  BESRELER,

AccessDeniedException
BEXRWY , AR MXEMENRENR,

HTTP RS : 403
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AWS Ik EE

SEES

InternalServerException
HTAEMER , BIEXK AWS, BERFEH=RRE,

HTTP R : 500

ResourceNotFoundException
BREXRK , HAFEENRIRF,

HTTP RS : 404

TooManyRequestsException
BREXRY , BRMERESEEY T FRRS,

HTTP RS : 429

ValidationException
BREXRY , HP —NAAS BTN,

HTTP RAESREE : 400

T~

=~ 1

ST RBIMIER T LEEA T ARRENKSNREEARRA,
RIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{
"AccountName":"MyAccount"
}
45l 8 2

HTTP/1.1 200 OK
Content-Type: application/json
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AWS K= B SEES

~l 2

BUTRBIMEBRTARAPEERAKSNIKERABRRA, LAEAKBAREEKF K~ EERSH
ZREEAKFANES.

RPIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{
"AccountId":"123456789012",
"AlternateContactType":"BILLING"
}
7~ 4511 Wie] 7

HTTP/1.1 200 OK
Content-Type: application/json

BESH
BRUBEIBESEZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS i R1TRE

- AWS @A T .NET #J SDK

« AWS &R T C++ 1§ SDK

« AWS ERA T Go v2 B SDK

- AWS & T Java #J SDK V2

+ AWS JavaScript V3 lRE#HF A T ES
« AWS &R T Kotlin 8 SDK

« AWS SEF T PHP #) SDK V3

+ AWS Python i A T ES

« AWS 5& AT Ruby V3 B SDK
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AWS Tk EE SEES

DisableRegion

R (EFRY ) KFRNBEXSE,

(® Note
ZAXENTHSBRNZXKBREMZRAAE IAM 177 FE R,

FRIEE

POST /disableRegion HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}

URI iR S

ZERNEAEA URI S
HRIEX

EREZ XA JSON M LT3z,
Accountld

EELEBIWRMET SR AWS K/ B 12 utk/ ID 5, MRKREELSEH , MERIARFA
HREEANSOHNTEIBRNEKS ., EFALSH , ARAALAERALAEEKFREREE
RIKFHRN S, BEEKS IDXARE-ALRNNRAKS . AAXHEAEYRE , BAAX
MAKFERRSEAAGHANER , MERIREEEERAKS,

(® Note
EBKF T EREBCH AccountIld. EMAMEREIE AccountId SEHWIERT , Eid
M ETXAERA L RE,
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AWS Tk EE SEES

ENTRAAKANKFARLEE  TEEELSH. AR , BURTERRIBERERKRAN
T = B B 4318 A L R 4o

KR . ZFH
R o \d{12}

RegionName
RNAEXFEMEEXSRB (HlW , af-south-1) , HEEAENMXER , AWS 2TEE

LEREKFPRZXE , AINERZXEFRH IAM BF. XNASHEKFMS , KSBRFE/LS 8
BfE , Bt AR EZRBNRREE, EERYEMKRTRZE , BT EERZXE,

KE . ZHH
<ERH : kKETRRA 1. HFAKERN 50,

g RI1E

HTTP/1.1 200

I 7 7T 35
MR RERT |, MZREFALLZEBFTEZE HTTP EEXH HTTP 200 MR,

ik
BEXERENELHRNER  BEAELER.
AccessDeniedException

BEXRWY , AR FMXEMENRENR.

HTTP RZSAKEE : 403
ConflictException
HTRFOISIPRSFEFR , AT ELEZER, Al , IR=HAEAHAEER (L TE

ARES ) NXE , HEZHRKSNRAFEFHMAERXNCEEERANE FfiEa  MarERX
MAER

DisableRegion 113



AWS Ik B BEEE
HTTP R : 409

InternalServerException

BT RBEEER , BEXK AWS, BHREEMZRRE,

HTTP RZESAH : 500

TooManyRequestsException
BAEXRK , BRAMERISEESL T WRERS

HTTP RS : 429

ValidationException
BIEXRM , HP —MEASBEN

HTTP RS : 400

BESH
BRUBEBESZ2—FERE APIWEZERE AWS SDKs , 5 HUTAR :

« AWS i B1TRE

« AWS S&A T .NET B SDK

« AWS EH T C++ B SDK

« AWS @A T Go v2 #J SDK

- AWS &R T Java #J SDK V2

» AWS JavaScript V3 [REHF AT ES
« AWS 5@ A T Kotlin #y SDK

« AWS AT PHP #y SDK V3

. AWS Python B & TE4A

« AWS & T Ruby V3 #J SDK
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AWS Ik EE

SEES

EnableRegion
REFBA GERMA ) HEXF,
BERIEE

POST /enableRegion HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}

URI &R S
ZiE R AT URI S8,
BRIEX

BEREZ XA JSON B A THIEE,

Accountld

EELEBILBRETHRSIEH AWS IKF B 12 Uk ID 5, WRKREELSH , MEANNAH
REEANSONITDBRNEKS. EERAKSYH , BRAATSMAERELEEKSNELEE
RS HRRNED, EEKS ID LARE-ALANNKRAKS . BLALHERAFREINEE , BAR®
MAKFEERRFSBEAANEHEENER , TR EEEEEAKS.

@ Note

BEEKP T EEEBECH AccountId,. EATMEREFE AccountId SHMERT , B
S T ERERE,

ENFTRALAKANKSARALEE  TEEELSH. R , FURTERRIBRERR AR
T P B9 5 408 At R 4R

RE : FREH

R o \d{12}
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AWS Tk &1 SEIEE
RegionName
NAEXFEMBEXHRE (Hl0 , af-south-1) ., EEA—IXEGE , AWS FHITEREU
HEBREBEZXEAWKS |, flIFEN IAM BR2 XA 1ZXiE, IAZHKFAFME , KEIEFE/L
DEPETE , BB ERREERARUNIERE, FUIRBERZE , B EFERAXE, i, E8AY
BMRTR 28 , B EZAZXE,

KR FBHH
KERS : KETRA 1. FAKERN 50

e R 1R

HTTP/1.1 200

e 57 7T 3=
MRBRERY , MWZRSLREMFEZE HTTP EXHK HTTP 200 AL,
Aix
BXRFAERENELERNES  BERELER.
AccessDeniedException

BRIERY , A DRAMENRENR.

HTTP RESHKEE : 403

ConflictException

HTRENSIRSFEFR , AT ELBZER, Sl , IR=HZERAEAEER (4T H
ARES ) NXE , HEZHRKSNBRAFEFHAERXNCECRANE it , MaRERX
MiER.

HTTP RAAHE : 409

InternalServerException

HTARBEEHER , BERXK AWS, BEHEEHZRRE,
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HTTP RRZSAH : 500

TooManyRequestsException

BAEXRW , ARAMELSSHER T WRRH,

HTTP RS : 429

ValidationException

BRERM , B —MRASHEER

HTTP RS : 400

5iFZH

BRUBEBESZ2—FERE APIWEZEER AWS SDKs , B HUTAR :

AWS i SITRE

AWS EHF NET # SDK

AWS ER T C++ # SDK

AWS EA T Go v2 # SDK

AWS SEH F Java #9 SDK V2

AWS JavaScript V3 liREH4F X T ES
AWS 5&H T Kotlin £ SDK

AWS F&H T PHP £ SDK V3

AWS Python i F X TES
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AWS Tk EE SEES

GetAccountIinformation

REEXEEKFAFNER  SFEEK/,E., K/ ID ARK/FIZBMeTE, E£HLK AP, IAM A
PRABNUAIMAE account :GetAccountInformation IAM X BR,

BRI

POST /getAccountInformation HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}

URI RS

ZERTEREA UR S5,

ERIEX

HRES KA JSON XML FHIE.

Accountld
IEEAEET R R ISR AWS TP 9 12 80K 1D 5,
MBRIEELSE , MBRIAN BT HBRED SDH AWS 1K/,

EEALSY  ARASSAEAALNEEKS RERTERKFFHEH | HEEENKS ID &4
FRRERA—BRRNRAKS . AESFEAFTEDE , AEAFNIKFERRSE R TE BN
B, ATSEIREREEAKS,

(® Note
EEBKFTEBITIEER AccountId ; EAMEREIE AccountId SEHWIBERT , Eid
M ETXARER L RE,

ENFTRALAKANKSARALEE  FTEEELRSH , FUBTERRIUERHERKRANIK/RY
SRR LRE,

KR FHH
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AWS K= B SEES

R o \d{12}

e R 1R &

HTTP/1.1 200
Content-type: application/json

{
"AccountCreatedDate": "string",
"AccountId": "string",
"AccountName": "string"
}
g BZ T &

MRERERTD , MZRSHLKIEE HTTP 200 WAL,
AR5 LA JSON #&8=0RE A T #HE,

AccountCreatedDate

K 19 81722 B HA R AT E] o
i I 5 11 FS

Accountld

EELEBIBREHRSIEH AWS IKF B 12 Utk ID 5, EEALSE , BRAALAERE
SEEKSRNEREEAKFFNEH. BEEKS ID XARE-ALANKAKS . BRUATE
ArEThEE , BARKFAKFERRSEAAGEEANE , TR I REXEERAKS.

REREHALANEERKFNERXEERAKS NEAKS @A,

® Note
EBKFLERERDW AccountId,

KR FBHH

GetAccountInformation 119


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS Tk EE SEES

B3 o \d{12}

AccountName

T F= B9 B o

KA PR

KERS : KETRA 1. ZFAKERN 50,
B[ -;=7-~]+

Hix
BXAERENERERNER  BSHELER.
AccessDeniedException

BRIERY , AABDRBERENRENR.

HTTP RESHKEE : 403

InternalServerException
ATRBFESER , BEAK AWS, EHEEHRZHEE.

HTTP IRZSAH : 500

TooManyRequestsException
BEXRY , ARAMERESEEY T WRRE,

HTTP RN : 429

ValidationException
BRIEXRM , HP - MR AS BTN

HTTP RS : 400

=~
=~ 1

BUT R B4 3R 68 A LR AR AERY IK P RO IK 7 15 B
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~lE R

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAccountInformation

{3

451 W) Rz

HTTP/1.1 200 OK
Content-Type: application/json

{
"AccountId": "123456789012",
"AccountName": "MyAccount",
"AccountCreatedDate": "2020-11-30T17:44:37Z"
}
il 2

LT REIRRAL[PEEXZAKSNIKSES. SAEARBAAEEKS K- EERSNEREE
R MK AYIES

RITER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAccountInformation

{
"AccountId": "123456789012"
}
A5 B2

HTTP/1.1 200 OK
Content-Type: application/json

"AccountId": "123456789012",
"AccountName": "MyMemberAccount",
"AccountCreatedDate": "2020-11-30T17:44:37Z"
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- AWS i S1TRE
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+ AWS iEH T C++ # SDK

+ AWS iEH T Go v2 9 SDK
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AWS K= B SEES

GetAlternateContact

KRN EEZRBKRA. AWS K/
BXRUNAERAZRARIAARENTRBEAGE  FERNERENZRAKRAAL AWS IKF,

(@ Note
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POST /getAlternateContact HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"AlternateContactType": "string"
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HTTP/1.1 200
Content-type: application/json

{

"AlternateContact": {

"AlternateContactType": "string",
"EmailAddress": "string",
"Name": "string",
"PhoneNumber": "string",
"Title": "string"

}

}
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POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

{

"AlternateContactType":"SECURITY"
}
5 B2

HTTP/1.1 200 OK
Content-Type: application/json

{
"AlternateContact":{
"Name":"Anika",
"Title":"COO",
"EmailAddress":"anikaeexample.com",
"PhoneNumber":"206-555-0198",
"AlternateContactType":"Security"
}
}
il 2
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RIE R

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

"AccountId":"123456789012",
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"AlternateContactType":"Operations"
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HTTP/1.1 200 OK
Content-Type: application/json

{
"AlternateContact": {
"Name":"Anika",
"Title":"COO",
"EmailAddress":"anikaeexample.com",
"PhoneNumber":"206-555-0198",
"AlternateContactType":"Operations"
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BRIAEAEERRARFENTREAREE
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POST /getContactInformation HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}
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HTTP/1.1 200
Content-type: application/json

{

"ContactInformation": {
"AddressLinel": "string",
"AddressLine2": "string",
"AddressLine3": "string",
"City": "string",
"CompanyName": "string",
"CountryCode": "string",
"DistrictOrCounty": "string",
"FullName": "string",
"PhoneNumber": "string",
"PostalCode": "string",
"StateOrRegion": "string",
"WebsiteUrl": "string"

}

}
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POST /getPrimaryEmail HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}
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HTTP/1.1 200
Content-type: application/json

{

"PrimaryEmail": "string"
}

e B 7T 3%
MRBRERD , WZRSHEKEE HTTP 200 AL,
ARS5EL JSON 18 UIR Bl A T #iR
PrimaryEmail
KEREEEKS XN EE B FHR bt
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Hix
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AccessDeniedException
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HTTP RS : 403

InternalServerException
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ResourceNotFoundException
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ValidationException
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GetRegionOptStatus
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POST /getRegionOptStatus HTTP/1.1
Content-type: application/json

{

}

"AccountId": "string",
"RegionName": "string"
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HTTP/1.1 200
Content-type: application/json

{
"RegionName": "string",
"RegionOptStatus": "string"
}
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MRERERT , MZRSHLKIEE HTTP 200 WAL,
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RegionName
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RegionOptStatus
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GetRegionOptStatus 136



AWS K= B

et

A ix
BXAERENERLHRNESR  BSHELER.
AccessDeniedException

BRIERM , B SR BEER&ENR,

HTTP RS : 403

InternalServerException

HTREFERR , BIEXK AWS, BHEERZIRIRE.

HTTP IRZSAH : 500

TooManyRequestsException
BAEXRW , ARAMERESEEY T TRRH.

HTTP ISR : 429

ValidationException
BREXRWY , HP — N ASBTH.

HTTP IRZSAH : 400

5iESH

BRUBEBESZ—FERL APIWEZEERE AWS SDKs , B HUTAR :

« AWS S R1TRE

- AWS EH T .NET # SDK

« AWS &M T C++ iy SDK

« AWS ERA T Go v2 HJ SDK

« AWS SEA T Java #J SDK V2

» AWS JavaScript V3 iR #HF X T EaE
« AWS & T Kotlin #§ SDK

« AWS SEAT PHP #) SDK V3

+ AWS Python B FF A TES

GetRegionOptStatus

137


https://docs.aws.amazon.com/goto/aws-cli/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/DotNetSDKV3/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/GetRegionOptStatus

AWS K= B SEES

« AWS & F Ruby V3 # SDK

GetRegionOptStatus 138


https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/GetRegionOptStatus

AWS Tk EE SEES

ListRegions

FIHAEKFHOMEXERES BWERMARS. tBATBIEEE region-opt-status-contains
SEIFIk ISR

BRI

POST /listRegions HTTP/1.1
Content-type: application/json
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EFEEKFHNK, B, EEAL APl | IAM ZEA XTI E account : PutAccountName IAM #X
PR

FREE

POST /putAccountName HTTP/1.1
Content-type: application/json

{
"AccountId": "string",

"AccountName": "string"

}

URI iER S

ZERFEREM UR S,

ERIEX

REZ XA JSON KAWL FHIE.
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KE . ZHH
R o \d{12}

AccountName
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K FRH

KERS : KETRA 1, RAKEXR 50,
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HTTP/1.1 200

e Rz 7T 3=
WMRIRERY , MIZRFLKIZEFTHEZE HTTP IEEXH HTTP 200 IR,
X
BEXFERENELERNEE  B2RELER.
AccessDeniedException

BREXK , AAFDEEPMENRERR.

HTTP R : 403

InternalServerException
HTRBFESER , BREAXK AWS, EHEERZRERE.
HTTP RZSKEE : 500

TooManyRequestsException

BRIERY , ARAMERLSEEI 7 TWREH.
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HTTP RS : 429

ValidationException
BRIEXRM , HP - MR AS BTN

HTTP IRZSAH : 400

=

=l 1

LT ROIEH T ERAEZRERRRENKSNER.
RIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV2021020@1.PutAccountName

{

"AccountName":"MyAccount"
}
T~ 451 W) Rz

HTTP/1.1 200 OK
Content-Type: application/json

R~ 2

LTROEH THRPEERAKFNIKS B, YTEARBERERRKS KT EERSNEREE

A MK AYIES

~lE R

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.PutAccountName

{
"AccountId": "123456789012",

"AccountName": "MyMemberAccount"
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HTTP/1.1 200 OK
Content-Type: application/json

SRS

BEXRUBEESZ—EHAI APl WEZEE AWS SDKs |, iF

« AWS i R1TRE

- AWS AT .NET #5 SDK

« AWS &R T C++ 1y SDK

« AWS ERA T Go v2 ¥ SDK

- AWS & T Java #J SDK V2

» AWS JavaScript V3 [REHF AT ES
« AWS & T Kotlin #§ SDK

« AWS 3@F T PHP #) SDK V3

» AWS Python B & TES

« AWS 5& AT Ruby V3 B SDK
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EAM MM EERABRRA. AWS K/~
BXRUNAERAZARIAARENTRBEMAEE  FERNEFRLHNZRAKRAAL AWS IKF,

® Note

FEE#HH AWS OrganizationsBEEW R ABRRAGEZH AWS Ik |, Z40EE A AWS Ik~
B 5 Organizations ZRINERK. BXEZEL , BSHN AWS kP EE S A AERRN

R
HRE

POST /putAlternateContact HTTP/1.1
Content-type: application/json

{

"AccountId": "string",
"AlternateContactType": "string",
"EmailAddress": "string",

"Name": "string",

"PhoneNumber": "string",

"Title": "string"

URI ERS
ZERTEREM URI S8,
HRIEX
BEREZ XA JSON BN THIE.
Accountld
EELEBT LRET R SIS HA AWS IKFRY 12 L HIKS ID 5.

MRREELSEH , WRINNA T RARRENSHH AWS kP,
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ENTRALAKANKSARALEE  TEEELSH , FUBTERRIUERHBKRANIKFARY
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AlternateContactType

EEEREREFMBNFABKR A
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7 . FRFER
A%{E : BILLING | OPERATIONS | SECURITY

EmailAddress
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RE . FH&H
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B [\sI*[\w+=.#]| l&-J+e[\w.-I+\. [\w]+[\s]*

Name
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PhoneNumber
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KERS : KRETRI 1. RAKENRN 25,
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Title
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KR FHH

KERS : KETRRA 1. RAKER 50,

0] R21E 3%

HTTP/1.1 200

e Bz 7T 3=

WMRIRERTY , MIZRFLKIZETHEZE HTTP IEXH HTTP 200 MR,
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EXFMERENELERNES  BBRELER.

AccessDeniedException
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SEES

HTTP RS : 403

InternalServerException
HTABEEHR  BEXK AWS, EHREEH=RIRE,

HTTP RZSAH : 500

TooManyRequestsException
BEXRK  ARAMEREESEEY 7 WRBREH .

HTTP RS : 429

ValidationException
BEXKM , B —NRASHETN.

HTTP RZSAH : 400

T~
w1
AT REIAEEEATAARENKSREKEEARIA

RPIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.PutAlternateContact

{
"AlternateContactType": "Billing",
"Name": "Carlos Salazar",
"Title": "CFO",
"EmailAddress": "carlos@example.com",
"PhoneNumber": "206-555-0199"

}

R B2

HTTP/1.1 200 OK
Content-Type: application/json
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LT ROIANELNEERRKFRELAERERZARRA. YAERARBA[EENRSHIKS EER
SHEREEAKFRIES.

~IE R

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.PutAlternateContact

{
"AccountId": "123456789012",
"AlternateContactType": "Billing",
"Name": "Carlos Salazar",
"Title": "CFO",
"EmailAddress": "carlos@example.com",
"PhoneNumber": "206-555-0199"

}

IR B2

HTTP/1.1 200 OK
Content-Type: application/json

BESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , B HUTAR :

« AWS i R1TRE

- AWS EA T .NET #y SDK

« AWS SEH T C++ 9 SDK

« AWS EHA T Gov2 K SDK

« AWS AT Java #J SDK V2

« AWS JavaScript V3 liREHF XTI ES
« AWS &EH T Kotlin # SDK

« AWS & T PHP #y SDK V3

+ AWS Python $i#fFF 5 TES

+ AWS 5& A F Ruby V3 B SDK
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PutContactInformation

EH AWS K EERRAEE.

BRNAEATERRARENTRBEAEE , BSREN

BERIEFE

POST /putContactInformation HTTP/1.1

Content-type: application/json

{
"AccountId": "string",
"ContactInformation": {
"AddressLinel": "string",
"AddressLine2": "string",
"AddressLine3": "string",
"City": "string",
"CompanyName": "string",
"CountryCode": "string",
"DistrictOrCounty": "string",
"FullName": "string",
"PhoneNumber": "string",
"PostalCode": "string",
"StateOrRegion": "string",
"WebsiteUrl": "string"
}
}
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BERIEX

%R XA JSON M LU T iz,
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AccessDeniedException
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InternalServerException

BT RBEEER , BEXK AWS, BHREEMZRRE,

HTTP RZESAH : 500

TooManyRequestsException
BAEXRK , BRAMERISEESL T WRERS

HTTP RS : 429

ValidationException
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HTTP RS : 400

BESH
BRUBEBESZ2—FERE APIWEZERE AWS SDKs , 5 HUTAR :

« AWS i B1TRE

« AWS S&A T .NET B SDK

« AWS EH T C++ B SDK

« AWS @A T Go v2 #J SDK

- AWS &R T Java #J SDK V2

» AWS JavaScript V3 [REHF AT ES
« AWS 5@ A T Kotlin #y SDK

« AWS AT PHP #y SDK V3

. AWS Python B & TE4A

« AWS & T Ruby V3 #J SDK
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BRI E K BT E B T ER At R AR
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POST /startPrimaryEmailUpdate HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"PrimaryEmail": "string"
}
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Content-type: application/json

{
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}
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AccessDeniedException
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CreateGovCloudAccount
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FERR A kAP RVER B RS o
KA FRFEH
KERS : KETRI 1. ZRAKER 20,

AddressLine2

FEBRRAMUPNETIT (0F ).
KA PR
KERS : KETRI 1, RAKER 60,

AddressLine3

FEBRRAMUPNE=IT (0F ).
R  FREH
KERS : KETRI 1, RAKER 60,

CompanyName
EFXFEBRRAGEXRBRNARNES (WF).
RE . 7R

BEE.

Contactinformation
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KERS : KETRRI 1. RAKER 50,

DistrictOrCounty

FERRAMUPRBEXNE (0F ).
RE : FFH
KERS : KETRRI 1. RAKER 50,

StateOrRegion

FEBRRAMUFHOMIWE, MR TFERE (US) EBR , MEFERPPETUEN
FRMATE (Bl NI ) , LA ARMNA LR ( HlI New Jersey ) . U TER/MMXEEER}F
EX : US. CA, GB, DE. JP, IN # BR,

RKHE  FREH
KERS : KETRI 1, FRAKERN 50,

WebsiteUrl

EXEBRRAGERBKAMIEA URL (8 ) .
KE  FREH
KERS : & PKERN 1. RAKER 256,

BESH
BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , B HUTAR :

« AWS EATF C++ #J SDK
« AWS AT Java B SDK V2
« AWS 5&HTF Ruby V3 By SDK
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https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/ContactInformation
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/ContactInformation
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Region

XR—MRIAEERKFHXBHENS , HPEFE - P BHRMER MRS,

RegionName
SEXFHXEHAHE (HlM0 us-east-1),
KE : FREH
KERS : KETRA 1. ZAKER 50,

RegionOptStatus

XAt TUTEERSZ— (ERR. BRA. E2A. £/, RAEEA ).
RE . FHH
B 3{E : ENABLED | ENABLING | DISABLING | DISABLED | ENABLED_BY_DEFAULT

HESH
BRUBEES 2 —EML APl WEZER AWS SDKs , BZRUTAZR :

« AWS & F C++ iy SDK
« AWS iEHATF Java 1Y SDK V2
+ AWS EF T Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/Region
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/Region
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/Region

AWS Ik EE

SEES

ValidationExceptionField
WAKRBEHE AWS RS EIREFERPIEENRSAL
RE
message
BIERENAHES,
KA FHH

ME B

name
KNBTHFZ BN FERER.
KH  FHRH

SRS

EXUBEESZ—EHAI APl WEZEE AWS SDKs |, iF

« AWS & F C++ B9 SDK
« AWS EATF Java Y SDK V2
« AWS 5&H T Ruby V3 B SDK

ENSH

SHELULTHEA :

UTHRTEMBRIEATERAERAFTREX Signature Version 4 IERFTEENSH. TABE
TRENSHHIEZRENET R, AXEBHRA4NESER , BE5H | AM AP EETFHEE

AWS API &K,

Action
ERITHRRE,

RH  FREH,

ValidationExceptionField
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https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/ValidationExceptionField
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/ValidationExceptionField
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/ValidationExceptionField
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html

AWS ik = sEHE

Version

BERATE X APl ARAS | IR KX KRR YYYY-MM-DD,
KR . FHH,

X-Amz-Algorithm
ZRTORERSENRBEE,
& HLEEAFHRPMAR HTTP BEURKFBEEHRIEEEN , HiEELSHK.
XKH . FHRH
BB : AWS4-HMAC-SHA256

WHE - i
X-Amz-Credential

FIECEE , ZER—INFHE , HPIeLNHRIESA. B, ZEEUN
Xig, BERWBRZURLIEFZRHE (“awsd_request” ) » EXRAUTHERAR
7~ : access_key/YYYYMMDD/region/service/aws4_request.

BEXEZEE  ESRIAM AFERFNLES LA AWS APl 153K,

M YEETHFHFEPFMAR HTTP BRURLH SRS HRIEEEN , BEEKSH,
KA PR
HE . &

X-Amz-Date

ATREZZM AR, BX40K 1ISO 8601 EAME (YYYYMMDD' T'HHMMSS'Z'), il , AT
H #A et 1B 2 B % X-Amz-Dateff : 20120325T120000Z,

% : X-Amz-Date NFIEERMS 2 UEN ; e ATEEXNBEREBFEANWER, MEH
HAFRBLL 1ISO 8601 EAKRIEE , Ml X-Amz-Date T2 4 EI, FH X-Amz-Dateft , EEEALE
= Date FrEBME,. BEXEZEE , FSH | AM BPEESH AWS APl EREEEE,

BERSH 169


https://docs.aws.amazon.com/IAM/latest/UserGuide/create-signed-request.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/signing-elements.html

AWS Tk EE SEES

KH . FHFH

I St
X-Amz-Security-Token

338 A AWS Security Token Service (AWS STS) FJREBM KRR £ S, AXXFRE AWS
STSHIEN Z&FIEMNRSFIER , HSE (IAM AFER) FHERA IAM BAWS RS,

S MBAFERANRPNIRN TSP AWS STS |, MIXTEERL M,
KR R

I 4

X-Amz-Signature
EENEZENFHBMRENSEZATEN T AR HRBLER,
K HEEEAFZHBEHIHAR HTTP BRURLFEREHRIEEEN , BEELSH,
K FHH

WEE R
X-Amz-SignedHeaders

EEENIBERN—BISEHE HTTP ik, BXEELERANESER , FS5H | AM
RAFEEFHLZEEERR AWS APLiER,

&M HBEEHZFEFAMTRE HTTP R F IR EHRIEELRN |, BEERSE,
RKA - FHH
HE &

® iR IR
ATHHTARA AWS BRSH APHREREILNER. X THRET LRSS AP RENEIR | TS50
Z APl BRERYEZ,

AccessDeniedException

R A RBNHRNER | TERITZRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/create-signed-request.html

AWS Ik B BEEE
HTTP R : 400

IncompleteSignature

WREETHE AWS Fk.

HTTP IRZSAH : 400

InternalFailure
HTRAEIR, RFEIHE , BREELXK.

HTTP RZSAH : 500

InvalidAction
FTiESRVIRIET M, BIAEBREAN T BRE,

HTTP RAESREE : 400
InvalidClientTokenld

BNV IEFHPAFERMEHN X509 iEHH AWS HE 4R 1D,

HTTP IRANKHE : 403
NotAuthorized

IBTTRNAT LR AE

HTTP RZSXEE : 400
OptinRequired

AWS 5B %40 ID EEIT RS

HTTP RS : 403
RequestExpired

EREFRNBYBEES 156 7HRERIYP A ( FINFALL URLs ) B 15 5 #HEERS |
HEFR LW B HBEE KRR 15 744,

HTTP RS : 400

ServiceUnavailable

BT ARSS 28 R & Im A BB T 5 BUE SR KW

ERER 171
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HTTP RZSAKHEE : 503
ThrottlingException

B T &SR BRI S BE R B4,

HTTP IRZSAH : 400

ValidationError
WMATEHE AWS RESEENAR,

HTTP IRZSAH : 400

BEERE HTTP E\iERKIEA AP

AT EEREXRMER AWS IKFEEEN API W —#REE. BX API BRENMERVIEHAEE , FSHAPI
£,

(® Note

BRI UERAEP -, MAREEEA AWS k- EEEH API AWS SDKs, AWS SDKs H
ERATEMEEESMES (Java, Ruby, .NET, iOS. Android & ) HEFREIRTEA K
SDKs 12t 7 —FEEMN 5 ERBIEX AWS Ik~ BB RETLRNR , AR AWS. fian
HRABFEIFTER SDKs #HITMEL LR, EBERNMBIERBERZENES. BXER
AWS SDKs , BiFufA T EMEZ&ETel] , ESHERA T Amazon Web Services FJ T &,

£/ AWS K EEEIR APl , BRI LRARSEE. TR APIERR HTTPS R , XA T
ERERITHIRENACtionS . AWS IKF BB XIFGETHPOSTIERFIERIE, HEEW , API R
ERENELRESEH GET , MX Hfh—LIREFEMA POST, A , GET iHR¥E URL W K/NREl, R
EWRFISHEEMEX , TIHBEER 2048 FF, Al , W TFERESHEH API ER , BXLAFEH
POST &K,

M2 XML X1, BXMNPIFEMAER , HSHE API SEHRWEMNRETE,
F&:
- THRUNMEE., BEMEE SageMaker i Ko

o MIUER HTTPS
« X2 AWS KPP EIE API &3R

K HTTP &ifiER 172


https://aws.amazon.com/tools
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THRNMESE, KEMEE SageMaker It Ko

AWS IKFEBRE —MEERXERS ( FEEILILER ) £k API KimT R AWS X,

BRIIARSH AWS KinTT QMXENESEERE |, RPN XFENLET RAWS — S E,

HIER HTTPS

MFEW AP 2 RERS ETSHBEL | BFUER HTTPS WG AP ER M,
XZE AWS IkFEE API 53K

AMERFE 2R ID MBBRHRBALBER. BRIBUBVUETER AWS RIKFERAT AWS
Tk EENEEIE, BRLUHERAT AWS Identity and Access Management (IAM) AP, t8 AL
EABEES , fIAT IAM B,

BXEBEW API BR , BAER AWS EEIRAK 4, BREALBHRA4NER , FSH | AM BFE
FHRIZEE AWS AP iER,

BXREZER , FSATIRNE :

« AWS T2 &I : RUBEXAATIHE AWSHEIEREN —REE.

- IAM PR L L HESE — REEXEA IAM RS RBBRFEH AWS BIR ( 2IE AWS kP EE
RERIR ) E.

« 1AM FRY G AT = £ FEAE - 1 BA IRl R 2 R 6E R im B T 2 A E

THNAESE, BEMEE SageMaker i Ko 173


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html

AWS Tk EE

SEES

HECE AWS k&8

BRI AWS BRS: AWS K BB RIAEE , LI A RE. BRIFEZHHA , SNEN M EHABR

AWS X ERN.

B AWS K BBEUTEKS EEMEXAEH.

RIR

BNEHRKF R A StartPrimaryEmailu
pdate ERH

— MR ERABRR AR AWS K-

BAKF B H R XEIEFRFRE
BNALANF R XEERFIF R

BNRAASKFH AcceptPrimaryEmail
Update ERER

SN IKF R DeleteAlternateContact iF

FNIKFH DisableRegion HREE
FNIKFH EnableRegion iERER

SNERAAKFH GetAccountInformat
ion ERER

BMKFH GetAlternateContact HRE

e

MK R GetContactInformation &

R
3031

3-BILLING, SECURITY #1 OPERATIONS &
—A

6

50

B, REIFY 14

BR 14, REIBY 6 I

B, REIBY 14
B, REFBY 14

B¥ 3, REIFY 3N

B 101, REIBY 151

B 104, REIFH 1514
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RIR

BNMNAAAKFH GetPrimaryEmail i
x

RIE

FNIKFH GetRegionOptStatus iERE

=

BNKF M ListRegions iFRESR

ENERAAKFH PutAccountName iE3RIE

2

MK H PutAlternateContact &
x
MK R PutContactInformation

BNMNAAAKFH StartPrimaryEmailu
pdate EXRER

F

BRER

BU I, REIBY 34

BU5S, REFFY S

BU 5, REIBY 54

B, REIBY 14

BU5S, REIBY 84

B¥ 5, REIBY 8N

B, REIBY 14
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E IR ENEE i X Y Ik P

WMREEM T HEY , AWS KPP HERNEENRRGAMKE LY | NENA A HURESHNER
AWS ERIT DM ERSFENEFMABTRAT (AWS HE ) FiTH. AWS HIEEEZNKE , KX
SEFUHEFLL (INR) MARET (USD) 3. BXEENER AWS IKF |, ESREERE AWS
I

MRIENKS VT AWS HE | FERATFHNSREZENIKS . ZEBNMENFEM AWS EE
K, wEHEKSERS, EEFFRIEARMNIEEENKAKS (PAN), AWS

EEMETRATER FRIER , AWS HIELEENERFKRE 2 NESLEHNRA. AWS RIETEXRE ,
EFEE2ENE S, ERIELESR , B L2EEREENRIT,

FB
« AWS Ik 5 AWS HIE —i2 6l
- BEEENEFRIEES

AWS K 5 AWS EIE —i2al4E

AWS EIERENE AWS MAHERE. WREWERR M MK Lt FEDE |, 7 BER0E K
P EERT SREM AWS EEKS

SEM AWS ENEEIK /-

1. FIALSREREER,
2. &R “BIE” AWS K

® Note

WRE AWS RITEFRY , MZETM AT FE, BRAREEFREFE, MRIERM
AWS IKFRTUNA AL | FEREFEMKS,  REEFECIEMH AWS IﬂKF'o

. BALNK/ER  WIESEFEbFiba | REAKS®RE-1ERE,
4. EFELWHNMA. NAKS MK, EFHERRSFEMIIEE.

5. WMAZHNATIRMABKRRER, MBEEMWEBER UK A v TENE | mumﬁem#fr%:mr%un
RI/MA (CERT-in) BIALE , AWS EREFEMER AWS REHNNR 281 , HTUNEMIKIEEN 515

1% /BNO

AWS K 5 AWS FIE —i2 tl4E 176


https://aws.amazon.com/
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10.
11.

12.

13.

14.

15.
16.
17.
18.

BMNEHNBERASIKEEEDERNBEESNEEITVNATEF,RIEMNIEIGH LS RS —3, f
W, MBRHRERATEMEPRIEC WK, | SSREHIER EERNATENR. AXTESH
BN FIER , S the section called “EZ WA TE A RIEM ENEIEH,

FEFAREFDE , BEPRRNFAERE , RRRERE,
EKEEET L, WABRERNNRAN, E4AERIELEFRREHE CVV,

HEBPANE? T, MRBERFARELETRKAKS (PAN) |, FEER , RERWALH
PAN, #N5R%H PAN SHEEEEMEHRM PAN , HEER,

EECWIE” F4EE, AWS ERIETES , HESOENERAFKRE 2 IESLEEMA. AWS B
UESERfE , ENERNRE2EDE < Lo

ERAENEORE L | EREIMKFNEERN.

ERREARKFIAENAMANRKE, NIREERLT., ARUSEKFENRENRE | Fh
AFTEEBARNESR, XBEBARATURESE, EEFEFARLFAESEN A,

BRECEENAMENRE | BAR-—MNIEIWMNEIEHREHTRIE , AERAEHIEHESR.

(® Note

WMRERENAKS AT RIEAEHNERBMAN SRR , RIMNBWEATEHNA
1IE1LT' ﬂj&‘ng_LlIEo

EEERATEFRIENTESR,

MRENKENBRREEFHSERSNERIAXEK , N2E RXEH R HEERE, BREEEN
#E ST ATESRIEAIEA3E EEJ:E’JH% . MRFBFENSEAK R SER #uk AR EREY
pe  EEETRIKFEM AR TER.

EERREEHITRIE , AEERRE,

TRKFEME , BRRBBREF RIS %E’JEE%EBFFE%DO EETUEKRFREFHNESR

iE TN E X FE /5 £ Healt AWS h Dashboard FEFRS., BAFUETFEFRIUEFRET R AWS AR

%o

EEEREBEXRERE (SMS) SR ITESTBERIIEZHNFINSE,
RRENERSMXKRE , RAERALHNFHSH,
EREERE,

BREREEERIAFUR, BERZZE , ENFINBEIECEREBERE MK PIN
B,

AWS Ik~ 5 AWS ENE — #2614 177



AWS Ik B BEEE
19. ERINENSHRTEL , MALKKEN PIN , REEEHRE,

20. HEREXFITRNE L , ERENIFITY , REEETREM. FENARAANEFRIELY
WibfE , BRI RBOB0E | BB S —BEIANBUEIK Ry B FER ¢,

® Note
MBEERTEFRILE, AARBT2ATRIISMHUER, iutRiEHd , NAEEE
BREFHATREFRIE, BEXEZEL , B35 the section called “4mEEEH Wi

Eg”
[= "5 W)

BEENFEFRIEER

RIFENETEY R RMB/NE (CERT-in) WHE , AWS ERFEFHNRIFEN AWS REHENREZ
Bl , XAUNENBIEEN FHER. BN S5 L406E R SRR EDERK S B Rith ik i A 2 & 3T
if, ERIESEF , AWS IREBIEHREEREBEN , UREREENBHEZEEETSLATEFR BRI X4
KEXWHE BT, EMRRARKLEEEPERNBZLASIHEHLERNEETE

EFHIKEHERNY  FERARRENE. EENENERIALERMitbit , FSH the section

called “EXT AWS IKF I EEBRRA", MRREBZHATELRIENEMESR , AINKERKRER
PR RENEL , NAREEERHERRXEFMRIERF S,

EEEZFRIPRES

RN EFEFRIENE EEFENEFEFRIEPRS. IRBIEPRSHNFERIEFRIEXRK , FRER
EHENERRIEEEAERRKIL,

BIRENFFRIEER

EXREFRILE  ARERHUTESINHNEILEHFNES. BXAUEIZINIEHRENIIK , ESH the
section called “EZHWATEFRIFMNENEIEH",

1. &%%F| AWS Management Console,
2. EHEELANSTESR , EEKFER (HFEB )  ARERKS,
3. EHMRET , #BEFRIL,

WMRZAERRRBELRIEERE , BT IHEEFRIEAE,
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https://console.aws.amazon.com/billing/home?#/paymentpreferences
https://console.aws.amazon.com/
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4. EEEESUNATEFRIEMEARE ENBREE—BEER. Hla, MR RIER L TEME
PRUERWIKS |, ELFURMIED EE R LT B

5, RHMHELERNERER, RELAENIIEHRE  SURFELGIIAEENETENEIZE, R
LETEGXH , FRRILEHATNAERESEEWH TN,

6. EERER.

BB B F R4 Healt AWS h Dashboard W EIE PR IEE RNERIEELSBREH,

REBENEFRIEER

BAIREBEFRIEESR , fAINEEMKIFNEEEN, SWALRRE  UREEATRIENESR, i
HRE, HEEFIEHER

NMRFRBATELRIENESRFIERHRE  RFEFTMEGEE , UREFEXFTEENRILELN S
%o

1. E%E AWS Management Consoles

2. EELANSHES  EEKFEN (B )  REERKS,

3. HEHMRET , EREFRIL,

4. EERE K AEEHEFANER.

EXESN , HEBUTERS
« MREFTENHSR  NZHR4AEETIATEFRIENIEF ENERTE - Hl, o
R KER QN FEMEBRIERWIKS | BAFERFUES EEREY QT B o

- MRERHMIEARE  LFELAUEGEENEE (ORER ) WEIAX, I ELEAHNRERE
BEEAEM AN

s MREBHEMAKFHITREREHNERPMANEFNER |, RIMNBEATEHN AUEHE
BB TR,
EXAESHIIHRENIIR , 53 ¥ the section called “ESHWATEFRIEMENEILESE",
5. ERER,

MEHTFRENEIECREMMSABRRIEEN SR , S EISE FIHFEZEREFRIELERNETAE
S| BH, B LURE SR PRI HES Healt AWS h Dashboard EF 4% X,

HRONEFREES =


https://console.aws.amazon.com/
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EZHHTEFRIERY N EUEAF

EXNERRERNUTIEFRERTES BRI,

® Note
BT AT RE 2 BERY BB R A T = 884,

* PAN - XAMKS (PAN) FEHRZMXEFFARER , ERSHMERSESRBAGENA, 28K
HERNE—FRRFIRANT. PAN BTN FREAR , LEFIAHRF , BN AAAAALLLLIA, E
ERALIEHBTIRUE | SE LR A PAN IEH EERAVHERS (A ) SUEMBH (&b ) |, 3
LEFRWER. BHREMAEHRSNETMNYE , EFER PAN HERIE,

« ERESMIL/EPIC - EREMIEBHNERTRANSMIE (EPIC) , HPIESHEREZR LMD
EREFHNERERNKE—REIBE, %R ID/EPIC SBH 10 NFREAR , SEFINHF. B
RINEEHEZRLCNBE AN , RELER ID NAMME. EEALIEAHTRIE , B4 EEF
FHEEMEE,

- BERHR - RN ERHBTEHMERBMAN , RIVBWUEAHAEHRBEHTRIE, B
BEEHA 12-16 ME/FEAR , BRFEFES. HFE, ERNEEZRF. EFALIEARTRIE , S04
MEERAH LA FAWERNEE. &ALERERZ H M EBH Parivahan Sewa W5 |, &
BEWHROBE R,

- FR-EFPRRNEARSHOMNIER , ol AEERRRITH S ER,. 7£H Passport Seva Kendra
(PSK) £EXMHF R , FRXESEENMNAFBREXBENE —FERFHRIAF., FRERSH 15
NFRERK , BEFEABTF. SFRSETE , FREMRSTUEENNEFBRNRE—TTHHK
B, EFERAIEHHTRIE, SATREAEEEH , ALEFBNE—TTNRE—T ( EEFRHR
5 ) o B LARIEENEANRZEBH Passport Seva Kendra MIER EENF BRESEEE N,

(® Note

NTFEFRIE , AESIEMEZRNMNEF R ENPRERS, MRENNEF REE M
B/ XERH , MAFERT B ENEIEARTES BRI,

o ANEEARED - ATEARES RAFNEATDESE (MCA ) BRITH , EEEH T ol %
ASRARHY B, S AT —ARRNREEDEEMNAT. SHOESBLSLTRIE CIN), X
R4 21 MNP (BRETENRT ) RN —FESRFHRAZ, BEALEHARTRE | 24
AL A TERREBAES, EAMMENEADESHI1S NIEREEN CIN REEH,
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https://eportal.incometax.gov.in/iec/foservices/#/pre-login/verifyYourPAN
https://electoralsearch.eci.gov.in
https://parivahan.gov.in/rcdlstatus/?pur_cd=101
https://passportindia.gov.in/AppOnlineProject/statusTracker/trackStatusInpNew
https://www.mca.gov.in/content/mca/global/en/mca/fo-llp-services/findCinFinalSingleCom.html

AWS K= B SEES

MAMBAKFEZHENEIEFRBERE :

s BRAF/MNAKF - PAN ., RS HIUE/EPIC, BB R,
o FEAFMSUKS - PAN RN RLEES.
EIRRH AWS E1E K

BRATES , EEKFNEFSENERABRNKS —H. BXEEKFH—KREE , i
EIKS .

il

g
&
i
[

2

£ AWS Management Console HI{TIA FES :

s AN RBAKAKS

RESNKAKS

the section called “EE N BT/ RIEER"
FEZ I EmARSHS (GSTs)
EEHRFEE
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-account-payment-aispl.html#aispl-add-pan
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-account-payment-aispl.html#aispl-edit-pan
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-account-payment-aispl.html#aispl-edit-gst
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-account-payment-aispl.html#aispl-view-tax

AWS K= B

SEES

(KFERRFER) HXHEAEIER

TRERT AWS 0K/ EEAY TR,

THE

K & APls

8 1 3t i i 2 2 Bk i 1R) BLAY 2
i

THY EHBFE APls

EE"XRAK/,EMA

TEBXIEMNFE R £ FE

THX# aws-portal @&

Z2 [g]

L

Support fo PutAccoun
tName APIsrnew
GetAccountInformat

ion . EFEHERIK, B

MFXRELL  FRMEE
IR T GBI T2
S

X FFHTEGetPrimar
yEmail FAcceptPri
maryEmailUpdate APIs
SR EH PR K

Y AR FH 7 BB F R R tth 3k AWS
Organizations, StartPrim
aryEmailUpdate HBXE%
BE , BZHAAFEETNE
# A A K AR A BB AR
3. AWS Organizations

EEBHRTBNRAKS E
B, SFERT WK A AR
MEEKFNVSR,

AIMTHAR , KREAMEE
(R BB R TR MK = T P

AWS ldentity and Access

Management Z 81 i T E &
IR B (IAM) 324E (61
faws-portal :ModifyA

B #

2025%4H22H

2025%1H6H

2024 56 A6 H

20242 A1H

2024 1 A5H

20241 A1H
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-acct-name.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutAccountName.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutAccountName.html
https://docs.aws.amazon.com/accounts/latest/reference/API_GetAccountInformation.html
https://docs.aws.amazon.com/accounts/latest/reference/API_GetAccountInformation.html
https://aws.amazon.com/about-aws/whats-new/2024/01/aws-accounts-discontinues-security-challenge-questions/
https://aws.amazon.com/about-aws/whats-new/2024/01/aws-accounts-discontinues-security-challenge-questions/
https://docs.aws.amazon.com/accounts/latest/reference/API_Operations.html
https://docs.aws.amazon.com/accounts/latest/reference/API_GetPrimaryEmail.html
https://docs.aws.amazon.com/accounts/latest/reference/API_GetPrimaryEmail.html
https://docs.aws.amazon.com/accounts/latest/reference/API_AcceptPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/reference/API_AcceptPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/reference/API_StartPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/reference/API_StartPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-closing.html
https://aws.amazon.com/about-aws/whats-new/2024/01/aws-accounts-discontinues-security-challenge-questions/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/migrate-granularaccess-whatis.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/migrate-granularaccess-whatis.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-primary.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-primary.html
https://docs.aws.amazon.com/accounts/latest/reference/API_Operations.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact.html#manage-acct-update-contact-alternate
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact.html#manage-acct-update-contact-alternate
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact.html#manage-acct-update-contact-alternate
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