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BERARER RS MRERNRY IAM ZREA , NTHEBIERBEEN S BRI,
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IAM KRE, ERILAMIINGERA CloudTrail BEFIZFRMIGRIESI LMK , MM fE AR EBSRAL
PR,

AIEENE T ELUETREA N AN IAM Access Analyzer 4, Bx IAM iR 2 #7859 — %S
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html

IAM Access Analyzer

APl &

BR1E
SHATRA

* ApplyArchiveRule

» CancelPolicyGeneration
* CheckAccessNotGranted

* CheckNoNewAccess
* CheckNoPublicAccess

* CreateAccessPreview

» CreateAnalyzer

* CreateArchiveRule

* DeleteAnalyzer

¢ DeleteArchiveRule

* GenerateFindingRecommendation

* GetAccessPreview

* GetAnalyzedResource

» GetAnalyzer
* GetArchiveRule

+ GetFinding
* GetFindingRecommendation

* GetFindingsStatistics
* GetFindingV2
* GetGeneratedPolicy

» ListAccessPreviewFindings

* ListAccessPreviews

» ListAnalyzedResources

* ListAnalyzers

* ListArchiveRules
» ListFindings

* ListFindingsV2
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+ ListPolicyGenerations

» ListTagsForResource

+ StartPolicyGeneration

» StartResourceScan

» TagResource
» UntagResource

* UpdateAnalyzer

» UpdateArchiveRule

» UpdateFindings

» ValidatePolicy
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ApplyArchiveRule

B EFEANNA TS FEANREN TSR,

HRIE

PUT /archive-rule HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ruleName": "string"

}

URI B3RS
ZERTHEREMA URI B8,
BERIEX

EREZ T JSON BRH L FHIE.

analyzerArn
P EREIL S BIR B R (ARN).

KR FHH

B [Ac]*[As]*:[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

clientToken
BT,

KR ZHH

ruleName

BN AN B o

ApplyArchiveRule
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RE . FHH
KERS : KETRN 1. ZAKEN 255,
X : [A-Za-z][A-Za-20-9_.-]1*

W R 18 5E

HTTP/1.1 200

e B7 7T 3R

MRIEERD , NZREZFLKIEETHFEZ HTTP IEXH HTTP 200 MR,

tHix

BEXAMERENELRERGEER , BZH EALEIR.
AccessDeniedException
FRBREBHHRNR | TENITIZERE,

HTTP RS : 403

InternalServerException
R EBAR ST 2R 4 iR o

HTTP RZSAH : 500

ResourceNotFoundException
KA REER R,

HTTP IRZSEE : 404
ThrottlingException

B R HIBR B4R R

HTTP JRARHE : 429

e R 1 %
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ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #9 SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ApplyArchiveRule

IAM Access Analyzer APl &&

CancelPolicyGeneration

E S I 18 R 9 SE B AE R

BERIEE

PUT /policy/generation/jobId HTTP/1.1

URI #FRZSH
EREAUT URI S5,

jobld

StartPolicyGenerationiE{EIREIM, JobIdJobIdAIMAE—EEMGetGeneratedPolicyk
KRERNEE A lE—RFEMACancelPolicyGenerationREUE KM AR ER,

w5 R4
ZERREEREL,
e 7 i

HTTP/1.1 200

e B7 7T 3R

MRIEERD , NZREZSLKIEETHFEZ HTTP IEXH HTTP 200 MK,

%

BXRFARENELEREE , BEH EALE R,

AccessDeniedException

R A RBNIRNER | TERITZRE,
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HTTP RS : 403

InternalServerException
R EBAR ST 2R 46 iR o

HTTP RZSH : 500
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS i R1TRE

« AWS & T .NET &Y SDK

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
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CheckAccessNotGranted

KRERBREETATFEENHRENR,
ERIE

POST /policy/check-access-not-granted HTTP/1.1
Content-type: application/json

{
"access": [
{
"actions": [ "string" 1],
"resources": [ "string" ]
}
1)
"policyDocument": "string",
"policyType": "string"
}

URI B3RS

BB R TR I URI 3%,
BEXRIEX

WRESRA JSON B U THIE.

dCCess

BETNHEERBETFHNRENFRINR. WR{UEE TR , IAM Access Analyzer 2R E R
BEHRMER , UEXNEBFNEARRRTED —TURE, MRMUEETHIR , U IAM Access
Analyzer 2K EHENR , MENZED —PNRFRRITEMARE, WREIEETRENER , IAM
Access Analyzer 2R ERBEHENR , AEXNED —MEERBRRITED —NMEERE,

KA . Access WHRHA
BUERR &2 0 M m. &% 11,
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policyDocument

BERBEARR JSON KIS Y,
KR FHH

policyType

REEHRE, FHKRED IAMZRARTRR. FHORBIFEHI IAM A6, AFNFANTE

SRBE M PIBR SR BE

RRRBER T AWS BRHINR, HRREESIE IAM BAENFIERKEN Amazon S3 BN 7

1 478 SR o
KE : FH&H

B{E : IDENTITY_POLICY | RESOURCE_POLICY

e R 18 S

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1)
"result": "string"
}

e B7 T 3R

MRERERT , MZRSHLKIEE HTTP 200 WAL,

e R 1 %

APl iRZ 2019-11-01 10



IAM Access Analyzer APl &

AR5 LA JSON #& =R B LA T #3E.

message

BERREAVEEHRAEE.

R FHE
reasons
X 45 R IR

A . ReasonSummary 3 REA

result

RERBATTRANGR, WREREPASS , NEENKBERRFHRNRPHE[AEERR. M
RERRFAIL , NS ERYRKEE AT 88 R VF 15 RIXY RAP IR D 2 TR

HE . FHR

BME : PASS | FAIL

tHix

BEXERENERLHRER  B5H ELER.
AccessDeniedException
FRBREBHHRENR |, T ENITIZERE,

HTTP RASHS : 403

InternalServerException
M ER AR S 25 %o

HTTP RZSKEE : 500

InvalidParameterException
EENZHELN.

HTTP RZSKEE : 400
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ThrottlingException
3 BRI BRHI 5 iR o

HTTP RS : 429

UnprocessableEntityException
T ER IS E YRR,

HTTP IRZSHS : 422

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS i R1TRE

- AWS iEH T .NET # SDK

« AWS @A T C++ iy SDK

« AWS iEH T Go v2 Y SDK

« AWS 5& T Java By SDK V2

» AWS JavaScript V3 ik SDK

« AWS FEH T Kotlin B SDK

« AWS 5& T PHP B SDK V3

« AWS Python I F AT ES

- AWS ;&M F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckAccessNotGranted

IAM Access Analyzer

APl &

CheckNoNewAccess

KRESYARBEMEL , ERNENRERE RVERRIERNR,

$E A ATE |AM Access Analyzer B W MR ERHIEFHET RIS ERBN R, H5T

AR EAEITH A F G R ER B E LK E GitHub, tbiFfEEF Y 5| XM 5 EEE

“AexistingPolicyDocumenti®EmRSHK,

HRiEE

POST /policy/check-no-new-access HTTP/1.1

Content-type: application/json

{
"existingPolicyDocument": "string",
"newPolicyDocument": "string",
"policyType": "string"

}

URI B3RS
ZERTEREMA URI B8,
BERIEX

EREZ T JSON HRH L FHIE.

existingPolicyDocument

REIAREEARR JSON KX,
KE: FH&H

newPolicyDocument

REERBERA AR JSON KA1,

KA . ¥R
CheckNoNewAccess

API k7 2019-11-01 13


https://github.com/aws-samples/iam-access-analyzer-custom-policy-check-samples
https://github.com/aws-samples/iam-access-analyzer-custom-policy-check-samples

IAM Access Analyzer

APl &

policyType

ERWRERE, FHXED IAMZRARTFRR. SHORBSEH IAM A€, AFNHA

RYFE & RBE M N BR SRS

RRRBERTX AWS BRHNR, HRREESDIE IAM AENEEREMN Amazon S3 F#HEHY
TFREMERES, BUURHENSORBIRFRE ZKNEABA , BT URHE NTERKH

Amazon S3 FHEFREE 2 KNIFER A,

KR FHH

B3E : IDENTITY_POLICY | RESOURCE_POLICY

fim

U R 18 &

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

I/ 7 7T 35
MBIIRERTD , NZRS L KIEE HTTP 200 1457,
BRZ LA JSON # = IRE A T EdE.

message
RAEHEHNREES R VFHERINRIER.

e R 1 %

API fRZ 2019-11-01 14



IAM Access Analyzer APl &

RE . FHE

reasons

X 45 REE R

M - ReasonSummary X REA

result

REMHRINBEWER, MREREPASS , NEHBEHWRBER A FHNHRINE, MRER
=FAIL , NEFHRKRE RS R FFE AR NR,

% P

BME : PASS | FAIL

tHix

BEXMERENELERER  BE2H EALEIR,
AccessDeniedException
BB RBHIHRINE , TTERITIZRE,

HTTP IRZSHE : 403

InternalServerException
M EBARSS 8RR iR

HTTP RZSXE : 500

InvalidParameterException
EENZHELN.

HTTP RZCE : 400
ThrottlingException

I BRI PR 4R R

HTTP RS : 429

iR AP kg7 2019-11-01 15



IAM Access Analyzer APl &

UnprocessableEntityException
To BRI E YRR

HTTP IRZSHS : 422

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK

BESH API k7 2019-11-01 16


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoNewAccess

IAM Access Analyzer APl &

CheckNoPublicAccess
RERBEEEERTIE TS E R R R K2 15 [ AR,
BRiBZE

POST /policy/check-no-public-access HTTP/1.1
Content-type: application/json

{
"policyDocument": "string",
"resourceType": "string"

}

URI iR
ZERTEAEM URI 5.
BERIEX

EREZ KA JSON B L TR,

policyDocument

BEFE AR TIRE JSON BRI,
KE : FH&H

BE 2
resourceType

EiPEE ARG RN ERIRER, Flan , EREX Amazon S3 FEBH AT IHENER |, &BET L%
FEAWS: :S3: :Bucket®IRER,

HNF A ERNBERENRFRZER | 1AM Access Analyzer FHRE iR,
HKH PR

BAME : AWS: :DynamoDB: : Table | AWS::DynamoDB::Stream |
AWS: :EFS::FileSystem | AWS::OpenSearchService: :Domain |
AWS: :Kinesis::Stream | AWS::Kinesis::StreamConsumer | AWS::KMS::Key

CheckNoPublicAccess API WRZAX 2019-11-01 17



IAM Access Analyzer APl &&

| AWS::Lambda::Function | AWS::S3::Bucket | AWS::S3::AccessPoint
| AWS::S3Express::DirectoryBucket | AWS::S3::Glacier |

AWS: :S30utposts: :Bucket | AWS::S30utposts::AccessPoint |

AWS: :SecretsManager::Secret | AWS::SNS::Topic | AWS::SQS::Queue

| AWS::IAM::AssumeRolePolicyDocument | AWS::S3Tables::TableBucket
| AWS::ApiGateway::RestApi | AWS::CodeArtifact::Domain |

AWS: :Backup: :BackupVault | AWS::CloudTrail: :Dashboard |

AWS: :CloudTrail::EventDataStore | AWS::S3Tables::Table |

AWS: :S3Express: :AccessPoint

PE =B
I 718 5%

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

RIVPIES
MRIIRIER T | WX FL KRB HTTP 200 WAL

ARS5 LA JSON #&=0IRE A T #HE,

message
RTNEERKES A ARERIRAHEE
R FREH

0 B8 & API kg7 2019-11-01 18



IAM Access Analyzer

APl &

reasons

BEERRRBEAMR T ZERREN 2L THRNRHERERGIXK.

M - ReasonSummary X REA

result

NEERFRENAHBRANBOREL R, WREREPASS , NiZRBER AFLXEFIEERNFE

JRER, MREREFAIL , MiZEKBEAIEERT
KA ZHH

BME : PASS | FAIL

tHix

BEXFAERENERLHRER  B5H ELEIR.
AccessDeniedException
XA REBHHRNR | TERITIZERE,

HTTP RS : 403

InternalServerException
M EBARSS BR 6 iR

HTTP R : 500

InvalidParameterException
BEENSBTH.

HTTP IRZSXEE : 400
ThrottlingException

T BRBIPR B4R R

HTTP RN : 429

UnprocessableEntityException

TR B E MR,

LAV R4 TE B9 B IR

API iRZ 2019-11-01 19



IAM Access Analyzer APl &

HTTP IRZSHS : 422

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEIBSZ—FEAL APIIWEZEE AWS SDKs , 55 HUTAR :

« AWS i R1TRE

« AWS @A T .NET B SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK

BESH API k7 2019-11-01 20


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoPublicAccess

IAM Access Analyzer APl &

CreateAccessPreview
BIRIFRIME , AT EEIEBRFENRZ AT R R IAM Access Analyzer BELE R,
R

PUT /access-preview HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"configurations": {
"string" : { ... }
}
}

URI B3RS

ZERTEAEM URI B3,
BERIEX

RS KA JSON BRI U TR,

analyzerArn

BATFERGRFEIK S 2858 ARN, EBREENEBAccountEEHFMActive RN D rEs 12
7 18] 7 58

RE . FHE
W [ [re]* e [re]* e [2 D% [~ 1% ranalyzer/ . {1, 255}

clientToken
EPTH.

KE: FHH

CreateAccessPreview APl iRZA 2019-11-01 21


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APl &
BE B

configurations

ATERBRMEN RN RZESIERE, 150K D ERENN TR ZRGEE ARG R T
IJ/?EIJ'IJ-.IE %o 12@3%% J\/\@E _/|\7C«§~o

KR . FRFEHEE Configuration X 5 HY BRET

e B2 15 &

HTTP/1.1 200
Content-type: application/json

{

IIEII: Ilstringll

}

e R T 3
WRIBRERD , MRS FLKEE HTTP 200 WAL,
BRS5 LA JSON #& iR B LA T 833 .
id
5 R TS HY ME— D,
RE : ZFH

B3 : [a-T0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

Hix
AXFARENELERES  E5H BLER,

AccessDeniedException

R A RBNHRNER | TERITZRE

0 B8 & AP k7 2019-11-01 22



IAM Access Analyzer

APl &

HTTP RS : 403

ConflictException
FPRFEEIR.

HTTP RS : 409

InternalServerException
REBARSS BR R iR

HTTP RS : 500

ResourceNotFoundException
BKAEREERR,

HTTP RS : 404

ServiceQuotaExceededException
RSB T Hixo

HTTP RS : 402
ThrottlingException

B R HIBR B4R R

HTTP RS : 429

ValidationException
Kif R B4R,

HTTP IRZSAH : 400

5ESH

BEXUEBEESZ—EAL APl HEZEE AWS SDKs |, iF

« AWS S T{TRE
- AWS EAT .NET #y SDK
- AWS EAT C++ By SDK

ZRUTAE

API iRZ 2019-11-01 23


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAccessPreview

IAM Access Analyzer

APl &

AWS ERF Go v2 By SDK
AWS & BT Java Y SDK V2
AWS JavaScript V3 lREHF X T ES

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT EQ
AWS &R F Ruby V3 # SDK

SHESH

API| kiR Zs 2019-11-01 24


https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAccessPreview

IAM Access Analyzer

APl &

CreateAnalyzer
NIRRT P DI 55 AT 88
BEREE

PUT /analyzer HTTP/1.1
Content-type: application/json

"analyzerName": "string",
"archiveRules": [

{
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,
" [ "string" 1]

neq":

+

"ruleName": "string"

1,

"clientToken": "string",
"configuration": { ... 1},
"tags": {

"string" : "string"

o
"type": "string"

URI &3R5S
ZiER T REM URI 35,
B/RIEX

BEREZ KA JSON BRI U THIE,

CreateAnalyzer

API k7 2019-11-01 25



IAM Access Analyzer APl &

analyzerName

EBIEH D TR E 7o

KA PRH

KERS : KETRN 1. RFAKER 255,
B=R : [A-Za-z][A-Za-20-9_.-]*

archiveRules
BEERNSMEIARMOZEAN, FEANLEDIE/TSERNANE XPIRENERSE R,

KA : |nlineArchiveRule Xt RE4A

clientToken
BT,
KH  FRH
wE B

configuration

EESHBRNEE, MRSMB[ERERANTE DR, NEREENRERBRNREEEITE
B, MRDIB|/RAMB R DEE , WEREENREREE D HANEITEE.

F A . AnalyzerConfiguration X &

AR B RE Union 3R, RBREESIRE N RE — MR

tags

ENATOMBENEERKEYA, SLEHA—4H Unicode 8., B=F., Z=1&,
*uo -

_ e \/=+\

NFHRERA , BALEE-—NMERN 1 3 128 MEFETEMBT RN aws : E.

BERIEX API kg7 2019-11-01 26



IAM Access Analyzer APl &&

XFHREE , EAEERERN 0 2 256 NFRFHE.

RE . FRBIFRFRME

type

EORNSMB[ORE, SIMXERARNENINKSCR-NDHEE. E8IXE , SMAKSA
LBl 5 Mo AR,

R . TR

5 {& : ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |
ORGANIZATION_INTERNAL_ACCESS

e R 18 &

HTTP/1.1 200
Content-type: application/json

{

}

arn": "string"

I 7 76 35
MBRIIRERTD , NZRS S KIEE HTTP 200 145,
BRS5 LA JSON #&30R B LA N8R,

arn

HRAER 2 2REY ARNG

B [A]*[A:]*[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

0 B8 & AP k7 2019-11-01 27



IAM Access Analyzer

APl &

tHix

BARBRENERLERER , BER ZIER,

AccessDeniedException

R A RBNIRNER , TERITIZRE,

HTTP RS : 403

ConflictException
HRREEIR

HTTP RS : 409

InternalServerException
REBARSS BR iR

HTTP RESKEE : 500

ServiceQuotaExceededException
RS HAMIBER T %o

HTTP R : 402
ThrottlingException

B BRBIPR B4R R

HTTP RS : 429

ValidationException
RIEFEHIR.

HTTP RAAHE : 400

5iEZH

BRUBEBESZ—FEAL APIIWEZEERE AWS SDKs , B HUTAR :

- AWS @i G1TRE

API iRZ 2019-11-01 28


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateAnalyzer

IAM Access Analyzer

APl &

AWS AT NET # SDK

AWS jE@HF C++ #y SDK

AWS R T Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X TES

AWS &R T Kotlin B SDK

AWS ERF PHP By SDK V3
AWS Python B AT ET
AWS &R F Ruby V3 # SDK

RESH

API hizZs 2019-11-01 29


https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAnalyzer

IAM Access Analyzer APl &

CreateArchiveRule
NIBEN DT[N EFTEAN, FEANS B EFHTFEEBELNERN N ATE L ZGHNHER,
ETHIRATEEHMANMNFLERS  BSH IAM BFIEEFH IAM Access Analyzer %240,

HRiEE

PUT /analyzer/analyzerName/archive-rule HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
},
"ruleName": "string"
}

URI #FRZSH
EREAUT URI S5,

analyzerName

BIEMN 5 AT RRHY B #ho
KEAR . &/PKEN 1. ZFAKERN 255,
X : [A-Za-z][A-Za-20-9_.-]1*

ERA
WREZRA JSON B L T HIE,

CreateArchiveRule API iRZA 2019-11-01 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-filter-keys.html

IAM Access Analyzer

APl &

clientToken
EPTH.
KA . PHE

PVE:B
filter

T -
KA . FHFEEF Criterion X RAYRES

ruleName
EQIZEAFN KB R,
KA . PE

KERS : KETEN 1, BAKER 255,
= : [A-Za-z][A-Za-20-9_.-1*

e R 18 &

HTTP/1.1 200

I 7 76 35
MR RERT , MZREZFLEZEBTEZ HTTP EEXH HTTP 200 MR,

%

BEXAERENERLHRER  B5H ELER.
AccessDeniedException

R A RBNHRNER | TERITZRE

e R 1 %

API fRZ 2019-11-01 31



IAM Access Analyzer

APl &

HTTP RS : 403

ConflictException
FPRFEEIR.

HTTP RS : 409

InternalServerException
REBARSS BR R iR

HTTP RS : 500

ResourceNotFoundException
BKAEREERR,

HTTP RS : 404

ServiceQuotaExceededException
RSB T Hixo

HTTP RS : 402
ThrottlingException

B R HIBR B4R R

HTTP RS : 429

ValidationException
Kif R B4R,

HTTP IRZSAH : 400

5ESH

BEXUEBEESZ—EAL APl HEZEE AWS SDKs |, iF

« AWS S T{TRE
- AWS EAT .NET #y SDK
- AWS EAT C++ By SDK

ZRUTAE

API iRZ 2019-11-01 32


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateArchiveRule

IAM Access Analyzer

APl &

AWS ERF Go v2 By SDK
AWS & BT Java Y SDK V2
AWS JavaScript V3 lREHF X T ES

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT EQ
AWS &R F Ruby V3 # SDK

SHESH

API k7 2019-11-01 33


https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateArchiveRule

IAM Access Analyzer APl &&

DeleteAnalyzer

MERIEEMN D27, MBRDMTERGE , LARTRBFEX BN IKF AL 1AM G R DT FWER, D4
SRERNFIERERNER MM R, TREHUELERE.

\i < Ay :
B :.E'LE' /Z-E
DELETE /analyzer/analyzerName?clientToken=clientToken HTTP/1.1

URI ERS#

EREAUT URI 2%

analyzerName

I BREY 0 T BFEY B TR
KEAR : R/DKERN 1, RAKER 255,
B : [A-Za-z][A-Za-z0-9_.-]*

clientToken

EFETHE,
BWREX
ZERZBEREZ.
W BB
HTTP/1.1 200

e B7 7T 3=

MRMIEERD , NZREZSAEKEBTEZ HTTP IEXH HTTP 200 MR,

DeleteAnalyzer API iRZA 2019-11-01 34



IAM Access Analyzer APl &

tHix

BXAERENEILEREES , BZH BLER.
AccessDeniedException
% B RBHHENR , TEMITZRAE

HTTP RS - 403

InternalServerException
MERARSS BR 1R o

HTTP IRZSAH : 500

ResourceNotFoundException
BAEREERR,

HTTP RS : 404
ThrottlingException

B BRI PR 4R 1R

HTTP RS : 429

ValidationException
Kif R E iR,

HTTP RS : 400

S1EZH

BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

AWS s BITHRE

AWS R T NET # SDK
AWS EA T C++ # SDK
AWS JERTF Go v2 B9 SDK
AWS EA T Java B9 SDK V2

iR API k7 2019-11-01 35


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteAnalyzer

IAM Access Analyzer

APl &

« AWS JavaScript V3 R #HF X T2

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT ET
AWS &R F Ruby V3 # SDK

SHESH
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteAnalyzer

IAM Access Analyzer

APl &

DeleteArchiveRule
1 B #E E BV I RFL I

ERIEE

DELETE /analyzer/analyzerName/archive-rule/ruleName?clientToken=clientToken HTTP/1.1

URI B3RS

BEREAUT URI S,

analyzerName
ST R B T2 RS S BR B 5 4T BB B e
KEYE  BMEEN 1. BAKEY 255,

= : [A-Za-z][A-Za-z0-9_.-1*

clientToken

EFP T

ruleName
E I BREY L B9 B FR,
KEAR B/ PKERN 1. BRKKER 255,
BR : [A-Za-z][A-Za-20-9_.-]*

R
BEREBFEREXL,

e R 18 S

HTTP/1.1 200

DeleteArchiveRule
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APl &

e 5 7T 3

MR RERID , MZREZALEZEBTEEZE HTTP IEXH HTTP 200 MR,

tHix

BRFARENELEREES , BEH ZIER.

AccessDeniedException

R A RBNIRNER , TERITIZRE

HTTP RS : 403

InternalServerException
M BP AR S 25 £ %o

HTTP IRZSAH : 500

ResourceNotFoundException
HAEEER R

HTTP IRZSHE : 404
ThrottlingException

B R HIBR B4R R

HTTP RS : 429

ValidationException
BiF R EHEiR.

HTTP IRZSAH : 400

5iESH

BRUBEBESZ—FERL APIIWEZERE AWS SDKs , B HUTAR :

« AWS iR 1THE
« AWS S&ATF NET 8y SDK

LIV

API iRZ 2019-11-01 38


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/DeleteArchiveRule

IAM Access Analyzer

APl &

AWS j@HF C++ #y SDK

AWS JER T Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X TE S

AWS &R T Kotlin B SDK

AWS &R F PHP By SDK V3
AWS Python B F AT ET
AWS &R F Ruby V3 # SDK

RESH
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteArchiveRule

IAM Access Analyzer APl &

GenerateFindingRecommendation
NREARRE R R REW,

BEREE

POST /recommendation/id?analyzerArn=analyzerArn HTTP/1.1

URI i&E3RSE
BHREAUT URI S,

analyzerArn
ATEREIMEUH 2 HE5H ARN,

B [Ac]*[A:]* [~ ]* [~ ]*:[A:]*:analyzer/. {1,255}

KIHENH— ID,
KERF : R/PKERN 0, RAKER 2048,
ERE
ZEREEERENL,
M) 37 18 3%
HTTP/1.1 200
I 7 76 35

MR RERT , MZBRSLEEBTFAEZ HTTP IEXH HTTP 200 MR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

tHix

BXMERENELERGER , 2R EALEIR.
AccessDeniedException
FRBREBHHRNR | TENITIZERE,

HTTP RS : 403

InternalServerException
M EBARSS 8RR

HTTP IRZS4H : 500
ThrottlingException

I BRBIPR B4R R

HTTP RS : 429

ValidationException
KiIf R EH IR,

HTTP R : 400

BiEZH

BRUBEBES 2 —FERE APIWEZER AWS SDKs , 5 HUTAR :

« AWS S B1TRE

« AWS S&A T .NET A SDK

« AWS EH T C++ B SDK

« AWS @A T Go v2 #J SDK

- AWS &R T Java #J SDK V2

» AWS JavaScript V3 [REHF AT ES
« AWS 5& A T Kotlin #9 SDK

« AWS AT PHP #y SDK V3

. AWS Python 4 F 4T B4
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GenerateFindingRecommendation

IAM Access Analyzer APl &

« AWS & F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation

IAM Access Analyzer APl &

GetAccessPreview

RREXIEES BN HEATALHIER.

BRIBE

GET /access-preview/accessPreviewId?analyzerArn=analyzerArn HTTP/1.1

URI &3R5
EREALT URI S5,

accessPreviewld

R FSE RV ME— 1D,

B3 : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0O-9]{12}
analyzerArn

R T A BT B T BY 95 7 2R BY ARN.

B [Ac]* [~ ]* [~ ]* [~ 1% [~ ]*:analyzexr/. {1,255}

ERA
ZERZBHEREZ,

e R 18 S

HTTP/1.1 200
Content-type: application/json

{

"accessPreview": {
"analyzerArn": "string",

GetAccessPreview API iRZA 2019-11-01 43


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APl &

"configurations": {
"string" : { ... }

1,

"createdAt": "string",

"id": "string",

"status": "string",

"statusReason": {
"code": "string"

I 7 76 35
MBRIIRERTD , NZRS S KIEE HTTP 200 1457,
BRSS LA JSON IR E LA T EdE,

accessPreview

BEVRFREXERHNR.

2R : AccessPreview X &

tHix

BEXFAERENERLHRER  B5H ELER.
AccessDeniedException
FORBRBHTENR , TERITZRE.

HTTP RS : 403

InternalServerException
REBARSS BR R iR

HTTP R : 500

ResourceNotFoundException

BB REER R

0 37 T 3= AP k7 2019-11-01 44
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HTTP IRZSEE : 404
ThrottlingException

B R HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java By SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAccessPreview

IAM Access Analyzer APl &

GetAnalyzedResource
RREXEORRNEL,

® Note
R BB 8 294 88 T 5 L R 1F o

EASES
lﬁ:jtli§/a§
GET /analyzed-resource?analyzerArn=analyzerArn&resourceArn=resourceArn HTTP/1.1
= v
URI B3RS
BEREALT URI S,

analyzerArn
ENFRREEN DM ARN,

B [A]*[A:]*[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

resourceArn

ERZFMEXEEWEIEREN ARN,
*ﬁ:—& : arn:[A:]*:[A:]*:[A:]*:[A:]*:.*

R4
ZERIZBEREL,

e R 18 S

HTTP/1.1 200
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

Content-type: application/json

{
"resource": {
"actions": [ "string" 1],
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"isPublic": boolean,
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sharedVia": [ "string" ],
"status": "string",
"updatedAt": "string"
}
}

RIVPVES
MRIIRIERT | WZMSFL KRB HTTP 200 WAL
BR%5 bA JSON #& IR EI LA T 3R

resource

—AMAnalyzedResourceX & , HHAEE IAM Access Analyzer 7 2 #T &R A FHE B,

F A . AnalyzedResource FT R

tHix

BRABHRENERLBRER  H5H ELER.

AccessDeniedException
FRBREBHHENR , T ENMITIZERE,

HTTP RS : 403

InternalServerException

N ERARSS BR tR %o

e 2 7T 3%
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HTTP IRZESAH : 500

ResourceNotFoundException
KRR ER R

HTTP IRZSEE : 404
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS i R1TRE

« AWS & T .NET &Y SDK

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK

BESH AP k7 2019-11-01 48


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzedResource

IAM Access Analyzer APl &

GetAnalyzer
REAXEESNHRNER.

WRE

GET /analyzer/analyzerName HTTP/1.1
URI B3RS

EREAUT URI 2

analyzerName

8RB D TERH B Mo
KEYR  &R/DKER 1. FRAKER 255,
B : [A-Za-z][A-Za-z0-9_.-]*

B3R
ZERELEEREX.

e R 18 S

HTTP/1.1 200
Content-type: application/json

"analyzer": {
n n Ilstringll’

arn":
"configuration": { ... 1},
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",
"name": "string",

"status": "string",
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APl &

"statusReason": {
"code": "string"

1,

"tags": {
"string" : "string"

iy

type": "string"

LEIVPIVES
MRUIRIERT | WZMSFLKEE HTTP 200 WAL
BR%5 5A JSON # IR EI LA T 3R

analyzer
BEDWERIHEAREEMAnalyzerSummary X K,

A . AnalyzerSummary J R

tHix

BXERENERLHRER  H5H BEALE R
AccessDeniedException

R A RBNIRNER | TERITZRE,

HTTP RS : 403

InternalServerException
REBARSS BR iR

HTTP RS : 500

ResourceNotFoundException
BAEREERR,

HTTP R : 404

LIV
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ThrottlingException
3 BRI BRHI 5 iR o

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzer

IAM Access Analyzer

APl &

GetArchiveRule

RRBXREFEANBER.

ETHITATAUREEANNFIEZRE , HSH IAM AP EETH IAM Access Analyzer Ffi%E 4.

WRIEE

GET /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1

URI iE3RSE
HREMAUT URI B,

analyzerName

ENFR RN G 2 EF 0 B FRo
KEAR : R/DKERN 1, RAKER 255,
B : [A-Za-z][A-Za-z0-9 .-]*

ruleName
ERRHIN Ao
KEAR &/ PKERN 1. FAKER 255,
BX : [A-Za-z][A-Za-20-9_.-]*

R4
EERIZFBERE,

U R 18 S

HTTP/1.1 200

GetArchiveRule
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-filter-keys.html

IAM Access Analyzer APl &

Content-type: application/json

{

"archiveRule": {
"createdAt": "string",
"filter": {

"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
},
"ruleName": "string",
"updatedAt": "string"
}
}

I 7 76 35
MRIIRERTD , NZRS L KIEE HTTP 200 14K,
BRZ5 LA JSON #&3NIRE A N8R

archiveRule

ERAXFEANNER. FEAN 2B TS BT BN FIE L K4S

A : ArchiveRuleSummary X &R

tHix

BXAMERENELEREER , BZH EALEIR.
AccessDeniedException
FRBRBHHRENR , T ENITIZERE,

HTTP RS : 403

InternalServerException

N ERARSS BR tR %o
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HTTP IRZESAH : 500

ResourceNotFoundException
KRR ER R

HTTP IRZSEE : 404
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS i R1TRE

« AWS & T .NET &Y SDK

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetArchiveRule

IAM Access Analyzer APl &&

GetFinding

REBXEEERLERMELR., GetFinding  GetFinding V2 #Baccess-analyzer:GetFindingfE
IAM R FBHBActiontRZRER, BYXTIPENITZaccess-analyzer:GetFinding#®&ERX
PR,

(@ Note
GetFinding (X< ERIH R D8R, N T ABMREAW TR TR , LKHER GetFinding
V2,
HRIEE

GET /finding/id?analyzerArn=analyzerArn HTTP/1.1
URI FRZSH
BEREALT URI S,

analyzerArn
R RINE RN D280 ARN,

B [A]*[A:]* [~ ]*:[A:]*: [~ ]*analyzer/. {1,255}

ERENEIH ID,

R4
BERXBEREL,

U L5

HTTP/1.1 200

GetFinding API R4 2019-11-01 55


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

Content-type: application/json

"finding": {
"action": [ "string" 1],
"analyzedAt": "string",
"condition": {
"string" : "string"
1,
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
1,

"resource": "string",

"resourceControlPolicyRestriction": "string",

"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

1,
"type": "string"

]I

"status": "string",

"updatedAt": "string"

e R T 3
MRELRERTD , MZRSHLKIEE HTTP 200 WAL,
AR5 LA JSON #&=0IR El BA T #E .
finding
BEERATHFindingX R,

e 2 7T 3%
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KA : Finding MR

tHix

BEXFERENERLHRER  B5H ELEIR.
AccessDeniedException
FRBRBHHRENR |, T ENITIZERE,

HTTP A& : 403

InternalServerException
M EBARSS BR iR

HTTP IRZ&SAH : 500

ResourceNotFoundException
BB ER R

HTTP IRZSXEE : 404
ThrottlingException

B BRI PR B4R R

HTTP RS : 429

ValidationException
Bif R E iR,

HTTP R : 400

5EZH

BEXRUEBEESZ—EAI APl WEZEE AWS SDKs |,

« AWS i 1THE
« AWS & TF .NET B SDK
« AWS EATF C++ By SDK

WSANTHA
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFinding

IAM Access Analyzer

APl &

AWS ERF Go v2 By SDK
AWS & BT Java Y SDK V2
AWS JavaScript V3 lREHF X T ES

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT EQ
AWS &R F Ruby V3 # SDK

SHESH
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFinding

IAM Access Analyzer APl &

GetFindingRecommendation
REBXEESTENERBUNEL.
BERIEBE

GET /recommendation/id?
analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken HTTP/1.1

URI &3R5
EREALT URI S5,

analyzerArn
ATHEREIEWNN2HTESH ARN,

B [A]*[A:]* [~ ]* [~ ]*: [~ ]*:analyzer/. {1,255}

RUEERNHE— 1D,
KERS : &PKERN 0. RAKERN 2048,

maxResults

e B2 PR B #9 8 K45 R
BRCEE : &/MER 1. &EAENA 1000,

nextToken

AT XRE RS REIT D THIFRIC,

WREX

ZIERZBERIEL.
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IAM Access Analyzer

APl &

e R 18 S

HTTP/1.1 200

Content-type: application/json

{
"completedAt": "string",
"error": {
"code": "string",
"message": "string"
}
"nextToken": "string",
"recommendationType": "string",
"recommendedSteps": [
{ ...}
1,
"resourceArn": "string",
"startedAt": "string",
"status": "string"
}

e 5 7T 3

MRBBERT , MZRSFLKIEE HTTP 200 WAL,

AR5 2L JSON #&=0IR Bl BA T #E.

completedAt
KRFELRBWE R E,
i N 11 F5

error

BARRRBPEERNEBWABHNRERNEFEAE S

KA - RecommendationError 3 &

nextToken

AT RIRER S R 1T 0 RIS,

KR FHH

e SIS
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APl &

recommendationType

BERNBERD,
R . PR

BEME : UnusedPermissionRecommendation

recommendedSteps

MELE RN —ARUF R,

A : RecommendedStep X R #H

resourceArn

RO IR ARNo

KE . FREH

B arn:[Ar]*:[A:]*: [~ ]*: [ ]

startedAt
FranRIAELE REWHETE,
RE : iEB

status
BRERBUHRRRS.
A FRE

38 : SUCCEEDED | FAILED | IN_PROGRESS

tHix

BRFBRENELEREES , BEH ZILE R,

AccessDeniedException

ORB BN RNR , TERTIZRE,

HTTP RS : 403

*
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InternalServerException
R EBAR ST 2R 46 iR o

HTTP IRZESAH : 500

ResourceNotFoundException
KRR ER R

HTTP IRZSEE : 404
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

« AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #9 SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingRecommendation

IAM Access Analyzer APl &

GetFindingsStatistics
REABHARKREANH I HBENREAETRERSIUERIIE,
BEREE

POST /analyzer/findings/statistics HTTP/1.1
Content-type: application/json

{

"analyzerArn": "string"
}

URI 15RZ#
ZERTEREMA URI B,
HRIEX

R A JSON R U T HKE,

analyzerArn
BATEREITTHIEN 2858 ARN,

KH . FEHR
B [A]*[A:]* [~ ]* [~ ]*: [~ ]*analyzer/. {1,255}

e L5 &

HTTP/1.1 200
Content-type: application/json

{
"findingsStatistics": [

{ ...}

]I
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IAM Access Analyzer APl &

"lastUpdatedAt": "string"

I/ )87 7T 35
MR RERTD , MZRS L KIER HTTP 200 MR,
BR%SEL JSON #&3iR B LA T 84

findingsStatistics

—ANRREEHARERAN T RLERETER.

M : FindingsStatistics ¥ REA
lastUpdatedAt

EREFBAELERSITHRENRRAE, MRZARRIEESMBNRIAERSITES , WT
LKUET W FER

KR iHEB

iR

BEXAMERENELRERGEER , BZH ELEIR.
AccessDeniedException

R ARBIHRNR | TERITZRE,

HTTP RS : 403

InternalServerException
M EBARSS 2R iR

HTTP IRZSAH : 500

ResourceNotFoundException
KA BEER R

HTTP RAAHEE : 404
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ThrottlingException
3 BRI BRHI 5 iR o

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingsStatistics

IAM Access Analyzer APl &

GetFindingV2

BREREXRIEELXNWEER, GetFinding M GetFinding V2 #faccess-analyzer:GetFindingfE
IAM KB FBHWActiontEPEA. BXAPEMNITZaccess-analyzer:GetFinding#BEMR
PR o

WRIEE

GET /findingv2/id?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI i&E3RSE
EREALT URI 35,

analyzerArn
EREIERN D HTERH ARN,

B [Ac]* [~ ]*:[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

ERRH R ID,

maxResults

e B AP IR B B B K45 SR B

nextToken

AT RIRER 4 Rt 1T 0 RIS,

HRIEX

ZFERIRBERE
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IAM Access Analyzer

APl &

e R 18 S

HTTP/1.1 200
Content-type: application/json

{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingDetails": [

{ ...}

1,
"findingType": "string",
"id": "string",
"nextToken": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"

}

e B 7T 3

MRERERT , MZRSHLRIEE HTTP 200 WAL,

ARS5 LA JSON & IR B AT 20

analyzedAt
DMERBEERNET RIRHRIES IAM KRR BT A

¥ I 11 F5

createdAt
b0z ORe k=40 T

KA - ifEE

error

_4\%1%0

e SIS

AP hiR7s 2019-11-01 67



IAM Access Analyzer

APl &

KA . ZHH
findingDetails

i (HE , ATHRBRRELSRARMAEREERBIES.

A : FindingDetails 3 ¥4

findingType

ZROER, NFHHIHEDMEE , XEHNExternalAccess, W FREANTHRIDHER,
EKA A LR UnusedIAMRole, UnusedIAMUserAccessKeyUnusedIAMUserPassword,

HUnusedPermission, X FHEBIH A 2485 , EHE NInternalAccess,

KA ZHH

B : ExternalAccess | UnusedIAMRole | UnusedIAMUserAccessKey |

UnusedIAMUserPassword | UnusedPermission | InternalAccess

BERRNRIA 1D,

KR ZHH

nextToken

AT XRE Y RE1T 0 THIFRIC,

XA . ZHH
resource

ERBES R R IR,
KHE  FHREH

resourceOwnerAccount

WERRH AWS IKF 1D,

KE : FREH

resourceType

FESRPEERNTIRRE,

KR FHH

LIV
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AME : AWS: :S3::Bucket | AWS:
AWS: :Lambda: :Function | AWS::
| AWS::SecretsManager:
AWS: :EC2::Snapshot | AWS:
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |
AWS: :DynamoDB: :Stream | AWS:

status
WERIIRES,
XKH . FRH

B3{E : ACTIVE | ARCHIVED | RESOLVED

updatedAt
BLERIVEFHITE,
R tEE

tHix

BRFARENELEREES , BEH EIER.

AccessDeniedException

8B RBHBERUR | TR

HTTP RS : 403

InternalServerException
M EB AR S5 2R 56 1R

HTTP IRARE : 500

ResourceNotFoundException
HABEER R

HTTP RS : 404

:IAM::Role | AWS::SQS::Queue |
::LayerVersion | AWS::KMS: :Key
::FileSystem |

:ECR: :Repository | AWS::RDS::DBSnapshot

:Secret | AWS::

:IAM: :User
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ThrottlingException
3 BRI BRHI 5 iR o

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingV2

IAM Access Analyzer APl &

GetGeneratedPolicy
KRMFEAStartPolicyGenerationt KA KL,
BEREE

GET /policy/generation/jobId?
includeResourcePlaceholders=includeResourcePlaceholders&includeServicelLevelTemplate=includeSeryv
HTTP/1.1

URI i&ERS

BEREAUT URI S8

includeResourcePlaceholders

BEERNEARE, BUMEERBNXEFRERRFERFIK ARNs ERVRELENTH SN
KB,

B | R AR | EABUKE — SRR, I, "Resource”:"arn:aws:s3:::
${BucketName}"MA =, "*"

includeServiceLevelTemplate

BEERNFARE, BNEEREEKRS KoK,

IAM Access iam:servicelastaccessed Analyzer B FiR B3I &iE A T 612 itk IR 9 5l Ak 19 BR
%,

jobld

StartPolicyGenerationig{EIREIR, JobIdJobIdALAE—EFEMAGetGeneratedPolicy3k
KERERWER Wl 5—EFEMACancelPolicyGenerationXkREUH KB4 K E Ko

ER

ZIEREBERIEL.

GetGeneratedPolicy APl fRZA 2019-11-01 71



IAM Access Analyzer APl &

e R 18 S

HTTP/1.1 200
Content-type: application/json

"generatedPolicyResult": {
"generatedPolicies": [

{

"policy": "string"

1,
"properties": {
"cloudTrailProperties": {
"endTime": "string",
"startTime": "string",
"trailProperties": [

{

"allRegions": boolean,
"cloudTrailArn": "string",

"regions": [ "string" ]

}I

"isComplete": boolean,
"principalArn": "string"

iy
"jobDetails": {
"completedOn": "string",

"jobError": {
"code": "string",

"message": "string"

1,

"jobId": "string",
"startedOn": "string",
"status": "string"

e B7 7T 3R

MRERERT , MZRSHLKRIEE HTTP 200 WAL,
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APl &

AR5 LA JSON #& =R B LA T #3E.

generatedPolicyResult

TEERP R MAERFMEEMNGeneratedPolicyResul tI R,

A : GeneratedPolicyResult Xf 5
jobDetails

BEBERERM R FMEEMGeneratedPolicyDetailsF R,

A . JobDetails &

tHix

BEXAERENERLHRER  B5H ELER.
AccessDeniedException
FRBRBHHRENR , T ENITIZERE,

HTTP RS : 403

InternalServerException
REBARSS BR 5 iR

HTTP RZ&CE : 500
ThrottlingException

RIS PR HI PR FI 45 1R

HTTP IRZSAKEE : 429

ValidationException
Bir R E iR,

HTTP RS : 400

BiBESH
BXRUBEES2—EAL API IEZEE AWS SDKs

FSHAUTAR
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APl &

AWS s BITRE

AWS AT NET # SDK

AWS j&HF C++ #y SDK

AWS AT Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X T E S

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT ET
AWS &R F Ruby V3 # SDK

RESH

API| k7 2019-11-01 74


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetGeneratedPolicy

IAM Access Analyzer APl &

ListAccessPreviewFindings
R EIEE T T A B 15 1 T 45 R B

WRIEE

POST /access-preview/accessPreviewId HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
b,
"maxResults": number,
"nextToken": "string"
}

URI i53RS#
BEREALT URI S,

accessPreviewld

T B T Y8 B9 ME— 1D,
B : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]{12}

R4k
EREZ XA JSON M LT3z,

analyzerArn
AT AR RN RE 2 HTESHY ARN,
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IAM Access Analyzer APl &

KH . FHFH

B [A]*c[A:]*c[A:]* [~ ]*: [~ ]*analyzer/. {1,255}

filter

fim

Ik IR [B] 45 RAVPRAE
KR LT Criterion X RAVRET

maxResults

|

e B R B #Y B K45 R

KA - B
nextToken

AT RIRER & Rt 1T 5 RIS,

RH . ZHFH
HE B

e R 18 S

HTTP/1.1 200
Content-type: application/json

"findings": [
{
"action": [ "string" ],
"changeType": "string",
"condition": {
"string" : "string"
.

"createdAt": "string",
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"error": "string",
"existingFindingId": "string",
"existingFindingStatus": "string",

"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
I
"resource": "string",
"resourceControlPolicyRestriction":
"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{

"detail": {

"accessPointAccount": "string",

"accessPointArn": "string"

iy

type": "string"

]I

"status": "string"

1,

"nextToken": "string"

e R T 3
MRELRERTD , MZRSHLKIEE HTTP 200 WAL,
fR %5 L JSON #&3IRE L T 547
findings
REEEMEFRMGNIFRIMME L RIIER,

A . AccessPreviewFinding 3 SR¥4A

nextToken

AT XIRERY 4 RE1T 0 THPRIC,

Mk

S -

S

aUi

"string",

e 2 7T 3%
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tHix

BARBRENERLERER , BER ZIER,

AccessDeniedException

R A RBNIRNER , TERITIZRE,

HTTP RS : 403

ConflictException
HRREEIR

HTTP RS : 409

InternalServerException
REBARSS BR iR

HTTP RESKEE : 500

ResourceNotFoundException
BAEREERR,

HTTP R : 404
ThrottlingException

B BRBIPR B4R R

HTTP RS : 429

ValidationException
RIEFEHIR.

HTTP RAAHE : 400

5iEZH

BRUBEBESZ—FEAL APIIWEZEERE AWS SDKs , B HUTAR :

- AWS @i G1TRE
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListAccessPreviewFindings

IAM Access Analyzer

APl &

AWS AT NET # SDK

AWS jE@HF C++ #y SDK

AWS R T Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X TES

AWS &R T Kotlin B SDK

AWS ERF PHP By SDK V3
AWS Python B AT ET
AWS &R F Ruby V3 # SDK

RESH
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings

IAM Access Analyzer APl &

ListAccessPreviews
B RIETE 2 W ES Y 1 18 TR M 51l 2%

WRIEE

GET /access-preview?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI i&E3RS
BEREALT URI 3,

analyzerArn
BT AR B R TRE 2 T E85HY ARN,

B [Ac]*[A:]*:[A:]* [~ ]*:[A:]*:analyzer/. {1,255}

maxResults

e B R B #Y B K45 R

nextToken

AT XRE Y REIT D THIFRIC,

HRIEX
B RRERREL

e R 18 &

HTTP/1.1 200
Content-type: application/json

{

"accessPreviews": [

{

ListAccessPreviews API iRZA 2019-11-01 80


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources
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APl &

"analyzerArn": "string",

"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
1,
"nextToken": "string"

e B7 7T 3R

MBRIIRERTD , NZRS S KIEE HTTP 200 1457,

AR5 LA JSON #& 0B E A T #HE,

accessPreviews

Ao HERR RV BRI SR,

A : AccessPreviewSummary 3 R#k4A

nextToken
ATF3HRERLE R 1T 9 TTEIFRIC,

KH .

S

aUi

tHix

BXAMAERENELRERGEER , B2H EALEIR.
AccessDeniedException
FRBREBHHRENR , T ENMITIZERE,

HTTP RN : 403

InternalServerException

N ERARSS 2R ta %o

e 2 7T 3%

AP k7 2019-11-01 81



IAM Access Analyzer APl &

HTTP IRZESAH : 500

ResourceNotFoundException
KRR ER R

HTTP IRZSEE : 404
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviews
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IAM Access Analyzer APl &

ListAnalyzedResources
RREHEES D MNIEERBNTRTIR.
BREE

POST /analyzed-resource HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"maxResults": number,
"nextToken": "string",
"resourceType": "string"
}

URI #FRZSH

ZERTEREM URI S8,

HRIEX

BEREZ XA JSON BB UATHIE.

analyzerArn
ENPRRED TR FRTIRN D22/ ARN,
RE : FFH

B [Ac]* [~ ]* [~ ]* [~ ]*:[A:]*:analyzer/. {1,255}

maxResults
M 57 IR [ B B K 45 R 3
KA B

nextToken

AT 3IRER 4 Rt 1T 5 TERIS,
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KH . FHFH

PVE B

resourceType

RIRAYRE,

ok

. FRFER

BME : AWS: :S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

PVE B
0] R 15 %

HTTP/1.1 200
Content-type: application/json

{
"analyzedResources": [
{
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string"
}
1,
"nextToken": "string"
}

I 7 76 35
MBRIIRERTD , NZBRS L KIEE HTTP 200 MR,

AR5 LA JSON #&=0RE A T #HE.
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analyzedResources

P il R VR

A : AnalyzedResourceSummary X4 KRB

nextToken
AT XR B # &5 1T THIFRIE,
KA . ZHFH

tHix

BXAERENEILEREES , BZH ELER.
AccessDeniedException
FRBREBHHRNR | T ENMITIZERE,

HTTP RS - 403

InternalServerException
REBARSS BR iR

HTTP RZSE : 500

ResourceNotFoundException
KA BEER R

HTTP RS : 404
ThrottlingException

I PR PR B4R R

HTTP RS : 429

ValidationException
EA'LIE%I% 'Lfo

HTTP RZSKEE : 400
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BiEZH

BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzedResources
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IAM Access Analyzer

APl &

ListAnalyzers
RS ER TR,

BRIEE

GET /analyzer?maxResults=maxResults&nextToken=nextToken&type=type HTTP/1.1

URI RS
BERERALLT URI S,
maxResults

e B R [ 89 B K45 R

nextToken

T 3IRE R 4 Rt 1759 TWFRIS,

type
SATERRIREL,

B {E : ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |
ORGANIZATION_INTERNAL_ACCESS

HRIEX
ZERZAEREL,

e R 18 £

HTTP/1.1 200
Content-type: application/json

{

"analyzers": [
{

arn": "string",

ListAnalyzers
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"configuration": { ... },
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",

"name": "string",
"status": "string",
"statusReason": {
"code": "string"
},
"tags": {
"string" : "string"
I
"type":

"string"

]I

"nextToken": "string"

e B 7T 3

MRBBRERT , MZRSFHLRIEE HTTP 200 WAL,

BRZ5 LA JSON #&3NIRE A N8R
analyzers
1 REIE 5 AT

FE A . AnalyzerSummary 3 R¥ A

nextToken

AT RIRER & Rt 1T0 TERIE,

KR FHH

tHix

BEXAERENERHRER  B5H ELER.
AccessDeniedException

R A RBNHRNER | TERITZRE

e 2 7T 3%
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HTTP RS : 403

InternalServerException
R EBAR ST 2R 46 iR o

HTTP RZSH : 500
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400
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« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK

BESH AP k7 2019-11-01 89
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzers

IAM Access Analyzer APl &

ListArchiveRules
REBERIEED W ECRMIZRAM TR,

BRI

GET /analyzer/analyzerName/archive-rule?maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 53R
FEREAUT URI S,

analyzerName

BN RAN Y5 #2789 B FRo
KEAR : RPKERN 1. RRAKER 255,

= : [A-Za-z][A-Za-z0-9_.-1*

maxResults

FERAPEROR R KRERH

nextToken

RATXRE Y RE1T0 TRIFRIC,

HRIEX
ZERZEEREL,

e R 18 &

HTTP/1.1 200
Content-type: application/json

{
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"archiveRules": [

{
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
},
"ruleName": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"

e B 7T 3

MRBBRERT , MZRSFHLRIEE HTTP 200 WAL,

BRZ5 LA JSON #&3NIRE A N8R
archiveRules
RNIEE DI ENFREAN IR,

A . ArchiveRuleSummary X REA

nextToken

RTXRE Y R 1T TRIFRIC,

KR FHH

tHix

BEXAERENERHRER  B5H ELER.
AccessDeniedException

R A RBNHRNER | TERITZRE

e 2 7T 3%
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HTTP RS : 403

InternalServerException
R EBAR ST 2R 46 iR o

HTTP RZSH : 500
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400
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« AWS Python REF AT ES
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BESH AP k7 2019-11-01 92
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListArchiveRules

IAM Access Analyzer APl &

ListFindings

KRRIEEDTERERNERIIR, ListFindings # ListFindings V2 #faccess-
analyzer:ListFindings#t IAM REEF BHMWActionTEFER, BXTPERNITIZaccess-
analyzer:ListFindingsi2{ERIXER,

ETTRUMTHRRRNERIIROFELSS | HSH IAM A 8T 1AM Access Analyzer Fik %
4.

@ Note
ListFindings X X &FAZ R 9 MEF. XN TRIBMARFEA BRI 2HES , DAL ListFindings
V2,
BRIEE

POST /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
.
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URI ERS

BERTEAER URI S5,
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IAM Access Analyzer APl &
S
BRIEX

BEREZ KA JSON BB U THIE,

analyzerArn
ENPRRERN DR ARN,

EKH  FHEH
B [A]*c[A:]* [~ ]* [~ ]*: [~ ]*analyzexr/. {1,255}

filter
S ER B 45 R B 8 TR RS
A . ZEET Criterion X RAY MR G

maxResults

M B R [E] B9 & K45 R 5
KR B

nextToken
ATF3HRER S Rt 1T 9 TTHIFRIC
KA FREH

sort

RE T RELSRVBEFIRF

=

A . SortCriteria &
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e R 18 S

HTTP/1.1 200
Content-type: application/json

findings": [
{

"action": [ "string" ],
"analyzedAt": "string",
"condition": {

"string" : "string"
b
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {

"string" : "string"
},

"resource": "string",

"resourceControlPolicyRestriction": "string",

"resourceOwnerAccount": "string",
"string",

"resourceType":
"sources": [

{
"detail": {
"accessPointAccount": "string",

"accessPointArn": "string"

}I

type": "string"

1,

"status": "string",
"updatedAt": "string"

1,

"nextToken": "string"

e B7 7T 3R

MRERERT , MZRSHLKRIEE HTTP 200 WAL,

e SIS
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ARS5 LA JSON #& iR = BL T 83

findings

MBI RENFESEEFERFENERIIEK (NRE ).

A - FindingSummary 3 REA

nextToken

RATXRE Y RBIT D THIFRIC,

e ¥l

S

B

tHix

BXRFIARENELEREE , BEH EALE R,

AccessDeniedException
BRBRBHTIRNR |, TERITZRE

HTTP RS : 403

InternalServerException
M EBARSS 8RR

HTTP IRZ&SAH : 500

ResourceNotFoundException
BAEREERR,

HTTP R : 404
ThrottlingException

B R HIBR B4R IR

HTTP RN : 429

ValidationException

RiIFREHER.
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HTTP RS : 400
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindings

IAM Access Analyzer

APl &

ListFindingsV2

REEEDMBERNERIIRK, ListFindings M ListFindings V2 #Baccess-
analyzer:ListFindings#t IAM KEEFBHAIActionTTEFFEA,
analyzer:ListFindingsig{EHIIER,

ETHRUTATRRERIIRNTEILERA

HRiEE

POST /findingv2 HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
},
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URI FRSHK
ZERTHEAEM UR S5,
HRIEX

HRIEZRA JSON #3205l F M,

analyzerArn

ENPRRERN DMETH ARN,

PP E N ITiZaccess-

B 1AM B P15 B EY IAM Access Analyzer Ji% % 4R

ListFindingsV2
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IAM Access Analyzer APl &
HA PR
A Ix A x [~ x [~ ] x [~ ] *ranalyzer /. {1, 2553

B
filter
SEREIME RME A TR,
A . LT Criterion X RAY ARG
maxResults
U L 7 IR B 9 2 K 2 R B
KR . B
nextToken

T3 IRE R 4 Rt 1759 RIS,

KR FHH
sort
iz 3= 0 719 I

KA - SortCriteria &

e R 18 S

HTTP/1.1 200
Content-type: application/json

{
"findings": [
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{

"analyzedAt": "string",
"createdAt": "string",

"error": "string",

"findingType": "string",

"id": "string",

"resource": "string",
"resourceOwnerAccount": "string",

"resourceType": "string",
"status": "string",

"updatedAt": "string"

}
]I

"nextToken": "string"

e B 7T 3R

MBRIIRERTD , NZRS L KIEE HTTP 200 1R,

AR5 LA JSON #&8=0RE A T #HE.

findings

Mo HBRBZINFESEERERFNERIIR (NRE ),

A : FindingSummaryV2 3T REA

nextToken

AT RIRER & Rt 1T 5 TAFRIS,
RE I

tHix

BRERENELERER , FEH BEALEIR.
AccessDeniedException
FLRBRBHTRENR |, TERITZRE.

HTTP RS : 403

e 2 7T 3%
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InternalServerException
R EBAR ST 2R 46 iR o

HTTP IRZESAH : 500

ResourceNotFoundException
KRR ER R

HTTP IRZSEE : 404
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

« AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #9 SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK

BESH API hZ 2019-11-01 101


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListFindingsV2
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListFindingsV2
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindingsV2
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IAM Access Analyzer APl &

ListPolicyGenerations
Bl i &£ R BRI PR 8 £ MK

WRIEE

GET /policy/generation?
maxResults=maxResults&nextToken=nextToken&principalArn=principalArn HTTP/1.1

URI #RSH
BFREAUT URI S,
maxResults
Wa B R B A9 B K 48 R B
BRCEE : &MER 16

nextToken

AT xR B/ & Rt 170 TTRIFRIC,
principalArn

BERHERKIERN IAMEE ( AFPSAER ) B ARN, ListGeneratedPoliciesfHEE -
AAffEsER , FHNIEREZTHNER,

B arn:[~:]*:iam::[~:]*:(role|user)/.{1,576}

WREX
ZERIZBEREZ,

e R 18 S

HTTP/1.1 200
Content-type: application/json

{

"nextToken": "string",

ListPolicyGenerations API fRZR 2019-11-01 102



IAM Access Analyzer

APl &

"policyGenerations": [

{

"completedOn": "string",
"jobId": "string",

"principalArn": "string",
"startedOn": "string",

"status": "string"

U Rz 7T 3=
MRELRERTD , MZRSHLKIEE HTTP 200 WERL,
ARSS LA JSON #830IR E LA T 3R,
nextToken
FAF 53R E H9 45 R #1759 TAIARIC
RE . FREB

policyGenerations

BEAXRERNEKENIFMEEMPolicyGenerationf R,

A : PolicyGeneration X ¥ 4A

tHix

BEXAERENERRRER , B5H ELER.
AccessDeniedException

BB BB BIAUR | Tk AT IR,

HTTP RS : 403

InternalServerException
M ER AR S5 25 £ %o

HTTP RZARE : 500

e 2 7T 3%
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ThrottlingException
3 BRI BRHI 5 iR o

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListPolicyGenerations

IAM Access Analyzer APl &&

ListTagsForResource
KRR TIRERFRNTEFI%,
BERIEE

GET /tags/resourceArn HTTP/1.1

URI {53k S

BEREALT URI S,

resourceArn
ENPRFEFREHNEIRN ARN,

B R
ZEREBEEREX,
0] R 18 3%

HTTP/1.1 200
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

I 7 7T 35
R RERTD , MZRS L KIER HTTP 200 MR,

AR5 LA JSON #&=0RE A T #HE.
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APl &

tags
RATEERRARE.
KA RRIIDHEMRY

tHix

BEXMERENELEREER , BZH EALEIR,
AccessDeniedException
FRBRBHHRENR , T ENITIZERE,

HTTP RS : 403

InternalServerException
MEBARSS 2R %o

HTTP IRZSAH : 500

ResourceNotFoundException
BABEER R

HTTP RSMREE : 404
ThrottlingException

B R HIBR B4R R

HTTP RS : 429

ValidationException
BiIEREHIR.

HTTP RZSMREE : 400

5iEZH

BXAUBEES 2—EAL API WEZEE AWS SDKs |,

HSHUTHE -

API fRZ 2019-11-01 106



IAM Access Analyzer

APl &

AWS s BITRE

AWS AT NET # SDK

AWS j&HF C++ #y SDK

AWS AT Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X T E S

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT ET
AWS &R F Ruby V3 # SDK

RESH
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListTagsForResource

IAM Access Analyzer APl &

StartPolicyGeneration

B KB E R IF R
HRiE

PUT /policy/generation HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"cloudTrailDetails": {
"accessRole": "string",
"endTime": "string",
"startTime": "string",
"trails": [

{

"allRegions": boolean,

"cloudTrailAzn": "string",

"regions": [ "string" ]

]
},
"policyGenerationDetails": {
"principalArn": "string"
}

URI i5RS#

iR EAE URI S8
HRIEX

R A JSON R U THE,

clientToken

ATHAREBERNEFSEMRAENE—. X2 XDNERNRA, FFETERER AP ERNTER—IX.
MNTFEHFER , MRFRBERKDTR , WEAEBES RS ENERERFRE FHKIERY
ZR , AEFSFEHMRM,
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MREREERFHTE , WA AWS SDK B ER— M EF TR

KA . R

cloudTrailDetails

—/CloudTrailDetailsM &R , EFTrail 8B ESMULE KK FHAFESE,

KA : CloudTrailDetails 3 &

VE B

policyGenerationDetails

BELENHERRKE IAM 4 ( AFRAR ) B ARN

A : PolicyGenerationDetails X &

el 215 &

HTTP/1.1 200
Content-type: application/json

{
"jobId": "string"
}

I/ 7 7T 35
MR RERTD , MHZRS L KIER HTTP 200 MR,
BRS5 LA JSON #&30R B LA N8R,

jobld

StartPolicyGenerationi#{EiREHR, JobIdJobIdAJ A —E#FEHGetGeneratedPolicyk
KRERPKE , LA lE—EEMHCancelPolicyGenerationREUE KB4 K iE R,

RE . 7R
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tHix

BARBRENERLERER , BER ZIER,

AccessDeniedException

R A RBNIRNER , TERITIZRE,

HTTP RS : 403

ConflictException
HRREEIR

HTTP RS : 409

InternalServerException
REBARSS BR iR

HTTP RESKEE : 500

ServiceQuotaExceededException
RS HAMIBER T %o

HTTP R : 402
ThrottlingException

B BRBIPR B4R R

HTTP RS : 429

ValidationException
RIEFEHIR.

HTTP RAAHE : 400

5iEZH

BRUBEBESZ—FEAL APIIWEZEERE AWS SDKs , B HUTAR :

- AWS @i G1TRE
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/StartPolicyGeneration

IAM Access Analyzer

APl &

AWS AT NET # SDK

AWS jE@HF C++ #y SDK

AWS R T Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X TES

AWS &R T Kotlin B SDK

AWS ERF PHP By SDK V3
AWS Python B AT ET
AWS &R F Ruby V3 # SDK

RESH
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartPolicyGeneration

IAM Access Analyzer APl &

StartResourceScan

MAFEHENA T EER R KK,

(® Note
REH\ERIE R 2 47 88 < IF BL R 4R

ERIEE

POST /resource/scan HTTP/1.1
Content-type: application/json

"analyzerArn": "string",
"resourceArn": "string",
"resourceOwnerAccount": "string"

URI iR

ZERTHEREMA URI B8,
BERIEX

ERESZ R JSON B L TR,

analyzerArn
ATRABNATEERRNKREEN DTS ARN,

KE : FREH

B [A]*[A:]* [~ ]* [~ ]*: [~ ]*analyzer/. {1,255}

resourceArn

BN FIRN ARN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

KA R
B arn:[Ar]*:[Ar]* A ]* [ ]*: L

resourceOwnerAccount

REGRN AWS K/ ID. WTAZSH AWS BRI , HAEEKS, R EIRTRAKS,

KR FHH

e R 18 S

HTTP/1.1 200

e B1 7T 3=

MRMIEERD , NZRESEKXEBTHEZ HTTP IEXH HTTP 200 MR,

tHix

BRAARENELBRER  H5H BELER.

AccessDeniedException
BLRBRBHTENR |, TERITZRE.

HTTP RS : 403

InternalServerException
REBARSS BR R 1R o

HTTP RZSAH : 500

ResourceNotFoundException
BT EEER R,

HTTP RAAHEE : 404

e R 1 %
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ThrottlingException
3 BRI BRHI 5 iR o

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartResourceScan

IAM Access Analyzer

APl &

TagResource
NIEE R TR IARE
BERIEE

POST /tags/resourceArn HTTP/1.1
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

URI {53k S

BERFEAUT URI S8,

resourceArn
ERMRER R IR ARN,

R4
EREZ XA JSON XM U THIE.

tags
ERMEZERNFRE,
KA PRRIITHEBE

e R 18 S

HTTP/1.1 200

TagResource
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e 5 7T 3

MR RERID , MZREZALEZEBTEEZE HTTP IEXH HTTP 200 MR,

tHix

BRFARENELEREES , BEH ZIER.

AccessDeniedException

R A RBNIRNER , TERITIZRE

HTTP RS : 403

InternalServerException
M BP AR S 25 £ %o

HTTP IRZSAH : 500

ResourceNotFoundException
HAEEER R

HTTP IRZSHE : 404
ThrottlingException

B R HIBR B4R R

HTTP RS : 429

ValidationException
BiF R EHEiR.

HTTP IRZSAH : 400

5iESH

BRUBEBESZ—FERL APIIWEZERE AWS SDKs , B HUTAR :

« AWS iR 1THE
« AWS S&ATF NET 8y SDK

LIV

API fRZ 2019-11-01 116


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/TagResource

IAM Access Analyzer

APl &

AWS j@HF C++ #y SDK

AWS JER T Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X TE S

AWS &R T Kotlin B SDK

AWS &R F PHP By SDK V3
AWS Python B F AT ET
AWS &R F Ruby V3 # SDK

RESH
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/TagResource

IAM Access Analyzer APl &

UntagResource

MEE BB BIRITE,

BEREE

DELETE /tags/resourceArn?tagKeys=tagKeys HTTP/1.1

URI {5 5R S
BEREALT URI S,
resourceArn
ENPBBRIFEN RN ARN,
BE R
tagKeys
ERMNREEH,

ME 2

ERA
ZERIZFBHERE.

e R 18 &

HTTP/1.1 200

e B1 7T 3=

MR IRERD , MZBRESASEEBTEZ HTTP IEXH HTTP 200 MR,

%

BRARHRENELBRER  HE5H ELER.
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AccessDeniedException
R BRBHHRNR | TERITIZERE,
HTTP RS : 403

InternalServerException
REBARSS BR R iR
HTTP RZSAH : 500

ResourceNotFoundException
BB ER R
HTTP RS : 404

ThrottlingException
3 BRI BRH iR o
HTTP RS : 429

ValidationException
Bif R EHiR.

HTTP IRZSAH : 400

HESH
BXUKERE 2 — LAl AP HES{E 8 AWS SDKs , HSHNTHRE :

« AWS i R1TRE

« AWS &HT NET B SDK

« AWS ER T C++ # SDK

+ AWS 5& T Go v2 B SDK

« AWS SEA T Java By SDK V2

« AWS JavaScript V3 liREHF AT ES
+ AWS 5& T Kotlin #9 SDK

+ AWS 5&fF PHP By SDK V3
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UntagResource

IAM Access Analyzer APl &

« AWS Python I F AT ES
- AWS ;&M F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UntagResource

IAM Access Analyzer APl &

UpdateAnalyzer
ERNEDFBOERE,

(® Note
S\ER I R 20 47 88 1 SR LR AF

WRIEE

PUT /analyzer/analyzerName HTTP/1.1
Content-type: application/json

{

"configuration": { ... }

}

URI &3R5
BEREALT URI 3,

analyzerName

EXC: SR OE=E
KEYR  &R/DEKER 1. FRAKER 255,
B : [A-Za-z][A-Za-z0-9_.-]*

R
&R Z KA JSON BRI U THIE,

configuration
FEBR AWS HAHKF DB ENEE.
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A . AnalyzerConfiguration ¥ &

AR BEXRRE Union KE, REEEESRELTRE—MKA.

e R 18 S

HTTP/1.1 200
Content-type: application/json

{

"configuration": { ... }

}

I 7 76 38
MR IRERTD |, MZRES L KIER HTTP 200 MR,

ARS5 LA JSON #& iR B BL T 847

configuration
TEABXR AWS AAHKF B ENE L.

A . AnalyzerConfiguration 34 &

AR WHRE Union 28, REEEERIRELNREI— MK A

Hix
BXFARENELEREL #2318 BLEIR,

AccessDeniedException
FRBREBHHRENR , T ENITIZERE,

HTTP RESHKEE : 403

ConflictException

RRFEHIR

e R 1 %
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HTTP RS : 409

InternalServerException
R EBARSS 2R 4 R0

HTTP RZSAH : 500

ResourceNotFoundException
BB ER R

HTTP IRZSEE : 404
ThrottlingException

B BRBIPR B4R R

HTTP RS : 429

ValidationException
BiIFREHIR.

HTTP RS : 400

BiEZH

BEXUBEEBES2—EAL APl WEZE 58 AWS SDKs

« AWS i B1TRE

« AWS S&A T .NET & SDK

« AWS EH T C++ B SDK

« AWS @A T Go v2 #J SDK

- AWS EH T Java By SDK V2

» AWS JavaScript V3 [REHF AT ES
« AWS 5@ A T Kotlin #y SDK

« AWS T PHP #y SDK V3

. AWS Python B & TE4A

« AWS & T Ruby V3 #J SDK

FSHAUTAR
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateAnalyzer

IAM Access Analyzer APl &

UpdateArchiveRule
e A RO SR RN

HRiEE

PUT /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
}
}

URI &3R5
BHREAUT URI S,

analyzerName

EF R EF AN EY A 2R 8 & o
KEAR : RPKERN 1. RRAKER 255,

=X : [A-Za-z][A-Za-20-9_.-1*

ruleName
EEHHAN KB R,

KEAOR  &PKERN 1. RAKER 255,

= : [A-Za-z][A-Za-z0-9_.-1*
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FRE
EREZ XA JSON XM LT HIE,
clientToken

BT,

KA . FHEH

filter
EEFEHHANMECENTER, RESTER[CEHE AN T SEFH,
KR FFEZ Criterion X RHAVRET

e R 18 SE

HTTP/1.1 200

e BI 7T 3=

MBRERI , MIZREFALLEBTEZ HTTP EEXH HTTP 200 MR,

tHix

BRFFAERENELEREE , BEH BILE R,

AccessDeniedException
FRBREBHHENR , T ENITIZEE,

HTTP RESHKEE : 403

InternalServerException

N ERARSS BR tR iR

ERE

API fRZ 2019-11-01 125



IAM Access Analyzer APl &

HTTP IRZESAH : 500

ResourceNotFoundException
KRR ER R

HTTP IRZSEE : 404
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

SESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS i R1TRE

« AWS & T .NET &Y SDK

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateArchiveRule

IAM Access Analyzer

APl &

UpdateFindings
F IS 4 RIRE.
BERIEBE

PUT /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ids": [ "string" 1,
"resourceArn": "string",
"status": "string"

}

URI 15RS#K

R EAE URI S8
HRIEX

R XA JSON R U T 5,

analyzerArn
EREFEFNEIME R 2250 ARN,

KE : FREH

B [~ ] [~ ]* [~ ]x [~ )% [A ] * ranalyzex/
clientToken

BT,

RHE : FH&H

BE B

.{1,255}

UpdateFindings
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IAM Access Analyzer APl &&

ids
B IDs HFEMN K,
RE  FHHRHA

resourceArn

HELRTFEEN TR ARN,
K FHREH

B arn:[Ac]*:[A:]*:[Ar]* [~ ]*: L

status

RAERTEFRAEERRSAERDNNRE, ATARCHIVERESHERERESX N EFHNERSE
Ko BATACTIVENEFRNERERERNEDIERE R,

KR FHREH
B3E : ACTIVE | ARCHIVED

e R 18 S

HTTP/1.1 200

) 7 7T 35
MRIEERD , NZREZFALKXIEETHHEZ HTTP IEXH HTTP 200 MK,

tHix

BXRIARENELHEREER , BEH BALE R,

AccessDeniedException

R A RBNHRNER | TERITZRE
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IAM Access Analyzer

APl &

HTTP RS : 403

InternalServerException
R EBARSS 2R 4 R0

HTTP RZSAH : 500

ResourceNotFoundException
BB ER R

HTTP IRZSEE : 404
ThrottlingException

B BRBIPR B4R R

HTTP RS : 429

ValidationException
BiIFREHIR.

HTTP RS : 400

BiEZH

BEXUBEEBES2—EAL APl WEZE 58 AWS SDKs

« AWS i B1TRE

« AWS S&A T .NET & SDK

« AWS EH T C++ B SDK

« AWS EEH T Go v2 B SDK

- AWS EH T Java By SDK V2
» AWS JavaScript V3 ik SDK

« AWS 5@ A T Kotlin #y SDK

« AWS T PHP #y SDK V3

« AWS Python B FF 4 TE4

« AWS & T Ruby V3 #J SDK

FSHAUTAR
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateFindings

IAM Access Analyzer APl &

ValidatePolicy

FRPIURBAEMERIIR, XERIMAFHBERR FEARETTHRVORERRZR | HERED
HENE T REZERNIIEERE,

HRIE

POST /policy/validation?maxResults=maxResults&nextToken=nextToken HTTP/1.1
Content-type: application/json

{
"locale": "string",
"policyDocument": "string",
"policyType": "string",
"validatePolicyResourceType": "string"
}

URI &R S
BERERLLT URI S,
maxResults

e B2 AP IR B Y B K45 R B

nextToken

AT 3IRER 4 Rt 1T 9 TERIS,

HRIEX
WR1EZE A JSON R U T HKE,

locale

BT At R I RV S HE,
KR . ZEH
B%%{E :DE | EN | ES | FR | IT | JA | KO | PT_BR | ZH_CN | ZH_Tw
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IAM Access Analyzer APl &&

policyDocument

FEREHN AR JSON KB #Y,
KR FHH
policyType

ERIFNRBERE, FHXED IAM ZRARTRR. SHORBIEH IAM A€, AFENEA
RYFEE R BE M N BR SRS

HIRKEBEERTX AWS BIRHNR, FRREEEE IAM BEHNEERKEM Amazon S3 fF#EHY
FRBER, SRUREENSORBIARREKNBRABA , BUTURAEDNEERER
Amazon S3 FE MR B 2 KB BFER Ao

AR S5 2 IR RE (SCPs) B — MM MNEIHLR, AWS HLRH{Y (OU) SIKF WAL KR,

B3E : IDENTITY_POLICY | RESOURCE_POLICY | SERVICE_CONTROL_POLICY |
RESOURCE_CONTROL_POLICY

validatePolicyResourceType

MBI R RRRBE AR IRE R, NHKRBERBE I , THARBRIERFRRBIEE
fERESOURCE_POLICY, f5ltn , ERUF EKINZE] Amazon S3 FERMNEIREKRE |, BaT Lk
FEAWS: :S3: :Bucket REEWIF &FRIEH,

FHFARAXBENERENETIREDR | IAM Access Analyzer 21E1TE A F A RIR K BE MY K BE
BE, Sl , ERIFEMNE KMS ZANEREKE , BFEANRBRIEEREIBEEE , IAM
Access Analyzer 2 TIERA T E R RREHNRBRE,

KH . FHH

BME : AWS::S3::Bucket | AWS::S3::AccessPoint |
AWS::S3::MultiRegionAccessPoint | AWS::S30bjectLambda::AccessPoint |
AWS: : IAM: :AssumeRolePolicyDocument | AWS::DynamoDB: :Table

BERIEX API| A< 2019-11-01 131



IAM Access Analyzer APl &

e R 18 S

HTTP/1.1 200
Content-type: application/json

{
"findings": [
{
"findingDetails": "string",
"findingType": "string",
"issueCode": "string",
"learnMorelLink": "string",
"locations": [
{
"path”: [
{ ...}
1,
"span": {
vend": {
"column": number,
"line": number,
"offset": number
.
"start": {
"column": number,
"line": number,
"offset": number
}
}
}
]
}
1,
"nextToken": "string"
}

LRIVPIES
IMRUIRIER T | WXL KRB HTTP 200 WAL

AR5 LA JSON #&=0R B LA T #3E.
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APl &

findings

IAM Access Analyzer RIEH RO EEMHIRE K REEFPHERIIxK,

A . ValidatePolicyFinding X1 R &4A

nextToken

ATXRE RS REIT D TAIFRIC,

BRAAEHRENELERER , 55

AccessDeniedException

R B RB RN , TERT

HTTP RS : 403

InternalServerException
REBARSS BR R iR o

HTTP RS : 500
ThrottlingException

B R HIBR B4R R

HTTP RS : 429

ValidationException
BiIEREHIR.

HTTP RZSMREE : 400

5iEZH

%E 1Ro

2R,

BXAUBEES 2—EAL API WEZEE AWS SDKs |,

HSHUTHE -
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APl &

AWS s BITRE

AWS AT NET # SDK

AWS j&HF C++ #y SDK

AWS AT Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X T E S

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT ET
AWS &R F Ruby V3 # SDK

RESH
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ValidatePolicy

IAM Access Analyzer APl &

B R

IAM Access Analyzer AP| @& MRECANSHHEIERE, AW FARERERBIFERE,

@ Note
TRARIEHRERELEHTEITRNITF. NARFTNRIGENIRF.

XEFATHIERE

« Access

* AccessPreview

* AccessPreviewFinding

* AccessPreviewStatusReason

* AccessPreviewSummary

* AclGrantee

 AnalysisRule
* AnalysisRuleCriteria

* AnalyzedResource

* AnalyzedResourceSummary

* AnalyzerConfiguration

* AnalyzerSummary

* ArchiveRuleSummary

* CloudTrailDetails

» CloudTrailProperties

+ Configuration
* Criterion

* DynamodbStreamConfiguration

* DynamodbTableConfiguration

» EbsSnapshotConfiguration

» EcrRepositoryConfiguration
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IAM Access Analyzer

APl &

EfsFileSystemConfiguration

ExternalAccessDetails

ExternalAccessFindingsStatistics
Finding
FindingAggregationAccountDetails

FindingDetails

FindingSource

FindingSourceDetall

FindingsStatistics

FindingSummary

FindingSummaryV2

GeneratedPolicy

GeneratedPolicyProperties

GeneratedPolicyResult

lamRoleConfiguration

InlineArchiveRule

InternalAccessAnalysisRule

InternalAccessAnalysisRuleCriteria

InternalAccessConfiguration

InternalAccessDetails

InternalAccessFindingsStatistics

InternalAccessResourceTypeDetails

InternetConfiguration
JobDetails
JobError

KmsGrantConfiguration

KmsGrantConstraints

KmsKeyConfiguration

Location

NetworkOriginConfiguration
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IAM Access Analyzer

APl &

PathElement

PolicyGeneration

PolicyGenerationDetails

Position

RdsDbClusterSnapshotAttributeValue

RdsDbClusterSnapshotConfiguration
RdsDbSnapshotAttributeValue

RdsDbSnapshotConfiguration

ReasonSummary

RecommendationError

RecommendedStep

ResourceTypeDetails

S3AccessPointConfiguration
S3BucketAclGrantConfiguration

S3BucketConfiguration

S3ExpressDirectoryAccessPointConfiguration

S3ExpressDirectoryBucketConfiguration

S3PublicAccessBlockConfiguration

SecretsManagerSecretConfiguration

SnsTopicConfiguration

SortCriteria

Span
SqgsQueueConfiguration

StatusReason

Substring
Trail

TrailProperties

UnusedAccessConfiguration

UnusedAccessFindingsStatistics

UnusedAccessTypeStatistics
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IAM Access Analyzer

APl &

UnusedAction

UnusedlamRoleDetails

UnusedlamUserAccessKeyDetails

UnusedlamUserPasswordDetails

UnusedPermissionDetails

UnusedPermissionsRecommendedStep

ValidatePolicyFinding

ValidationExceptionField

VpcConfiguration
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IAM Access Analyzer APl &

Access
AEEXBENRRNEER | XERENTREN TRIEZIHTRENNE,

of
actions

TR REVRIESI R EAATAE IAM REEFRENZTEHBTAEEZRENREIIRFER.

resources

HRARAIERFIR, £ IAM KEEF o] F4E Amazon HIRBF (ARN) R ZRF LA T AEER
BEHFRINERPER, B HEEE ARN RIEERR ID W2 ABEER S,

BAEMRA &2 0T, &% 100 MIE,

KEAR : RPKERN 0o ZRRKERN 2048,

BIEZH
BRUBEEBESZ—FERL APIIWEZERE AWS SDKs , B HUTAR :

« AWS EATF C++ By SDK
« AWS & F Java B9 SDK V2
« AWS ;& T Ruby V3 #J SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Access
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Access
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Access

IAM Access Analyzer APl &&

AccessPreview
BEAXRBRAMEHER.
of=
analyzerArn
AT ARG R 2 HERH ARN,
RE : FFH

B [A]*:[A:]*:[A:]* [~ ]*: [~ ]*:analyzexr/. {1,255}

configurations

B ERAE ARNs B&RE,
KR . FRFEHEE Configuration X A AR

createdAt
B 22 175 8] 771 98 A9 B D
i R 11 F5

Vi a) TR RO E— 1D,
KA . ¥R
B : [a-f0-9]{8}-[a-f0-9]{&}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

status

5 B 588 B IR
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« Creating-EEERIZIH TR,
« Completed-iFRIFINR ETEK. EAUMBEAIMLER | LMEAZBIE R E IR,
» Failed-% /R Fl 58 L W,

RKH . FRH
5 {& : COMPLETED | CREATING | FAILED

statusReason
RHUBXFRTRE L RENEZSHEAE L,

Bign  MRGRFEFARAY , MREFailedRAS. L RW AT EER H T 2 # 89 PI#0 E] B = 7 R
B B T AT Bo

KA . AccessPreviewStatusReason 3 &

BiESH

BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS EEATF C++ By SDK
« AWS @A TF Java B9 SDK V2
- AWS & T Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreview

IAM Access Analyzer APl &&

AccessPreviewFinding
3 [F) 91 %8 4 B AY 173 (R B8 45 SR
AES

changeType

REEXHERFKEERSE RUME IAM Access Analyzer FHRIREVILAE 17 B3 1T EERHY £ T 3
« New-iZKIER FH5I AN RNR,

« Unchanged-TMIXERBRIABERER , FREFE,

* Changed- MR ERERBRRSEERNINBERE R

fltn , EBChangedM IR AResolved M B RS HActiveERE RActiveRTIMBER
FfResolved N B IUHINPRE R L R,

KA . FHEH
B3E : CHANGED | NEW | UNCHANGED

createdAt
BB F R TE ERLE RAVetE,
g IR 5 11 FS

HEMEERLE R ID, bt ID E—FRIRFRIMEERERIIKPHNTE , H#HE Access Analyzer
RN ERLER ID Tx.

KR FBH

resourceOwnerAccount

RAEGRN AWS K/ ID. WTAZSH AWS BRI , HAEEKS, R EIRTRAIKS,
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IAM Access Analyzer APl &&

KH . FHFH

WBE R

resourceType
HRAELERP AL RINERER,
KA . TR
BRE : AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |
AWS: :DynamoDB: :Stream | AWS::IAM::User

PNE 2

status

BELREWTRRES. XMENBRBEEEINVRS, Hlwn , EBChangedFi A AResolvedFl
MAERSHActiveEBERE RActiveR RN EBLE RfFResolved AN EIWHNBEEHRNE R,

BME : ACTIVE | ARCHIVED | RESOLVED

PE =2

action
ABEFEABRNED R BRF AP HITIRE,
RKH . FREHA

HE B
condition

DB BERFRARFEERARR.
RE . FRHBIFRFRME
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APl &

error
—MEIR,
RE  FHH
©BE B

existingFindingld

IAM Access Analyzer F XIHWIE ID , NAMBRIMEM,

KA . ZREH

existingFindingStatus

FESRNIVR , NIRRT HEELR

B3E : ACTIVE | ARCHIVED | RESOLVED

isPublic
RRERPELERNKREED R FLOXRFRRIR,
KA - FHRE

principal

BRI FEEEXERN TR AES.
RE . 2RI FRFRRE
vE R

resource

ABEFRATG RN FR. X251 RFEAEREIR.
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KH . FHFH

resourceControlPolicyRestriction
X F Organizations #R#Z &K M (RCP) WEIRAMEEXN AES RIEMMNREIRE,
KA . FHH
BME : APPLICABLE | FAILED_TO_EVALUATE_RCP | NOT_APPLICABLE | APPLIED

sources

RIMRF. ERFMARTFERPESROVBRNR. ©2WEFEE Amazon S3 FFEBRINS
R,

A : FindingSource X R¥A

BIEZH
BRUBEBESZ—FERL APIWEZEERE AWS SDKs , B HUTAR :

« AWS &R TF C++ By SDK
« AWS AT Java Y SDK V2
« AWS & T Ruby V3 B SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AccessPreviewFinding
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreviewFinding
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreviewFinding

IAM Access Analyzer APl &

AccessPreviewStatusReason

REBXFRMELHIPRSNESHFHAES, Sl , MRGBHRME LK , MLIREIFailediRES.
It 5% AT RE R B T 40 AT Y PR 0 i) i B 3 W Y TR RS B R R B

AES
code
5 (Bl 4T 2 BRI R R A8,
KA . FHEH
B%{E : INTERNAL_ERROR | INVALID_CONFIGURATION

ME 2

FEZR
BRUBEBESZ—FERL APIIWEZEE AWS SDKs , B HUTAR :

« AWS S&FF C++ B9 SDK
« AWS &EATF Java B SDK V2
« AWS & T Ruby V3 B SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AccessPreviewStatusReason
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreviewStatusReason
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreviewStatusReason

IAM Access Analyzer APl &&

AccessPreviewSummary
BEAXRBRAMENEEHE.
o=
analyzerAmn
RATERBRITREHN D HTERH ARN,
RE : FHEH
B [Ae]*e [~ ] [~ ]* [~ ]* [~ ]*tanalyzex /. {1,255}

createdAt
B 2 177 (8] 771 58 A9 Bt 1D
i I 5 11 Fs

TR E— 1D,

KA . FRHH

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-T0-9]1{4}-[a-T0-9]{12}
status

T3 [A] T 58 R IR S o

« Creating-EfEAIZHRTMK,

« Completed-AMEFR 25K , IR RKMER , LUEAZFIH M EIR,

« Failed-f& 15 [\ 5 KK,

RE . FHEH

B{E : COMPLETED | CREATING | FAILED
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statusReason

REAXRGAMR LIRSV ESHHAREE. flmn , MRGBHRFRLARY , WLREFailediR
Do MR AT RER AT 20 47 B P #5 IR) BUS 22 WY R IR B i T S A B

KA - AccessPreviewStatusReason X &

BIEZH
BRUBEBESZ—FERL APIIWEZEERE AWS SDKs , B HUTAR :

+ AWS JERTF C++ iy SDK
« AWS & T Java # SDK V2
« AWS & AT Ruby V3 B SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AccessPreviewSummary
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreviewSummary
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreviewSummary

IAM Access Analyzer

APl &

AclGrantee

B AERE R —fREFENMMERNEEENREEN, BREEE—ME

E8. , {525 PutBucketAcl,

ES

/A Important
BB E N UNION , Rt EEASRER REEREL TRRA Z—.

id
EENERNATAS, ID, AWS K
RE  FHH
WFE A

uri

AT afE L WEER TR,

E
HE

: FRFER

&
|

BIEZH

BEXRUBEES A APIEZEER AWS SDKs , BZRUTHAR :

« AWS EATF C++ By SDK
« AWS & F Java B9 SDK V2
« AWS ;& T Ruby V3 #J SDK

HHEENE, AXES

AclGrantee
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketAcl.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AclGrantee
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AclGrantee
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AclGrantee

IAM Access Analyzer APl &

AnalysisRule

BEEXIMBIMANNEE. DTN RIEEIE OIEMN A E AR E WL SSAF A E
&R

of
exclusions
PHEANTER  HPIEBENDTHEERAIRAE, FFERANRENEEFEFT2ERBFEE R,

A - AnalysisRuleCriteria 3 R¥4H

BIEZH
BRUBEBESZ— AL APIWEZERE AWS SDKs , B HUTAR :

+ AWS JERTF C++ By SDK
« AWS EHTF Java Y SDK V2
« AWS 5& AT Ruby V3 By SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AnalysisRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AnalysisRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AnalysisRule

IAM Access Analyzer APl &

AnalysisRuleCriteria
PHBA AN, XEFERE T BLERAFEHAEER,
AES

accountlds

AWS IKF IDs EN AT 2 ANRENTI R, XEKFTRRBESARTMBAMBEEKST. 1K/ IDs
REENATHAR S RN D TANIRE, ZIRPFESESET 2,000 MK IDs.

resourceTags

SN R FEHECENEBENKA, BLEHA—4H Unicode 8., B=F., Z=1%,
*uo -

—_N N \/=+\

NTHREZRP , LANEE-NMERN 1 3 128 N2 FETEMBT RN aws : H.

X TFHREE , EAEEREN 0 B 256 MFRNE. REENREERN 0 NERF , MZANHF
MATEREERSRIFIBEEA,

RE . FRBINFRTRREOHRA

SEZH

BXRUBEES 2 —ERAL APl WEZEE AWS SDKs , FZ U TRAR :

« AWS EHATF C++ 9 SDK
« AWS iEHATF Java By SDK V2
. AWS 5B T Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AnalysisRuleCriteria
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AnalysisRuleCriteria

IAM Access Analyzer

APl &

AnalyzedResource
BEEXMINERBFAES,
AES
analyzedAt

2 W R B 18

KR . pfEB

createdAt
KM ERTE,
i 11 F5

isPublic

RINEKFES RN RBERE R LXK TN EIRE T ENR,

RKH - HRE

resourceArn

FR 3 #r 8y B IRAY ARN,
RKHE  FHREH

B arn:[A:]*:[A]*: A ]*: [ ]

resourceOwnerAccount

HERIRH AWS IKF 1D,

KR ZHH

*

AnalyzedResource
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PBE 2
resourceType

PR AT BRAY SR AL,

KH : FRHR

BME : AWS: :S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key

| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot

| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |
AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |
AWS: :DynamoDB: :Stream | AWS::IAM::User

PVE R
updatedAt

BEL ROEFHTE,
KA - ot B

WHE =

ERIFESRVRERATEZLEAR T ERANRIRE,

RE . Z2HHHA

HE B
error

BirEE.

KA ZHH

MHE B
sharedVia

RAMARFERBEEROHRERINE, X245 X Amazon S3 E#EAXMLERFTERN,
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RE  FRHFHA

status

BES TR RERNBES RO SRS,
KA . FRH
BB : ACTIVE | ARCHIVED | RESOLVED

BIEZH
BRUBEBESZ—FERL APIWEZEERE AWS SDKs , B HUTAR :
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AnalyzedResourceSummary
BEFRD HE IR ARN,
NES
resourceArn
PR AT 8 RAY ARNG
RHE  FHH
B arn: [Ar]*c[Ac]*c [ ]* [ D% *

PNE 2
resourceOwnerAccount

WERRH AWS IKF 1D,

KR ZHH

PBE 2
resourceType

Fr oo A 9 SRS B,

KA . FHHR

BME : AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |
AWS: :DynamoDB: :Stream | AWS::IAM::User

ME B

5iESH

BRUBEEBESZ— AL APIIWEZERE AWS SDKs , B HUTAR :
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AnalyzerConfiguration
FBEHX AWS HARKF DI REBEHER.
NE

/A Important
BB E N UNION , Rt EEASRER REEREL TRRA Z—.

internalAccess

7 AWS BRAHIKFIEENE BRI SMBNEE, WEERE T 2z 0@ iTEEN AWS TR H
Y15 R A PR

FH : InternalAccessConfiguration X &

unusedAccess
N AWS ARFHIKFIEEREANIGE D TEINEE,

F A : UnusedAccessConfiguration X &R

BIEZH
BRUBEEBESZ—FERL APIIWEZERE AWS SDKs , B HUTAR :

« AWS S&FF C++ #Y SDK
« AWS &R F Java By SDK V2
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AnalyzerSummary
BEEXDITBNEEL.,
AES
am
M2 ARN,
KA FHE
B (Al [~ ]* [~ ]* [~ ]* 2] *sanalyzer/. {1,255}

createdAt
palvin-ael keI LIRS A
i 11 F5

name
oW EREY B Mo

KR . ZFH
KERS : KETRA 1. ZFAKERN 255,
= : [A-Za-z][A-Za-20-9_.-1*

status
DB, Activen B WEREZIFN R BREHENFTHBEEL R, DisabledHAFBRE
( 513n AWS Identity and Access Management Access Analyzer M\ BBRTATEHERER ) B %

HERZ L E AT R I LE R BT AWS Organizations , I HI 88, RENCreating D ezl
BIEAERITUAR D HERGIERARAMFaileddY Bt iR,

KA ZHH
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B{E : ACTIVE | CREATING | DISABLED | FAILED

HE =

type
ZRBERARD RO EEXEIEE.
KH . PR

5 {E : ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |
ORGANIZATION_INTERNAL_ACCESS

configuration
BESEENBHE MR, REAYTE 2 HERE RN BT 2 48R,

A . AnalyzerConfiguration ¥ &

AR EXRRE Union KB, REEESREILTRH—MRA.
lastResourceAnalyzed

DR RIL 5 AT R IR

KA . FHREH
lastResourceAnalyzedAt

X B3 43 HT B9 BRI AT 20 AT BV B A o

EH . pfEB
statusReason

statusReasonBH T HXIMBLURSHNESFHAEE. HlW , MRSHT[ACIRRY , W
BRE—MFailediRES. WTUALNREN DR , LRMATREEREH T I AWS HL KR KA
FHVBRSS M X A B A 3 )

RS API| WA 2019-11-01 159



IAM Access Analyzer APl &

KA - StatusReason J &R

tags

Ha

NATFoWENEENHE, BEXNHE—4A Unicode &, #=F., 2., . . . _./. =M4ARK. +

RERANERERN 13 128 MNERF , EFBEMAIR. aws:
HEER—MERN 0 T 256 NFAFHE.
RE . PRI FARME

FEZR
BRUBEIBEEZ—FEAL APIWEZEE AWS SDKs , B HUTAR :

« AWS & F C++ B9 SDK
« AWS EATF Java B SDK V2
« AWS 5&H T Ruby V3 B SDK
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ArchiveRuleSummary

BEBAXREFHEANNEE . FEANL B FHEFSEENERN T AELFAHTER.

A&

createdAt
TR A9 B 2 Bt i)
RE : iEB

filter
AT E X FEANTIEES.
KA . ZRFEED Criterion X RAY ARG

WE R
ruleName
F R B o

KB . FHE
KERS : KETERN 1. RAKEN 255,
= : [A-Za-z][A-Za-20-9_.-]1*

updatedAt

LR A B B A
RKE : HAEE

5ESH

EXRUBEES2—EAI APl WEZEE AWS SDKs

, BSENTHREA :

ArchiveRuleSummary
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IAM Access Analyzer APl &&

CloudTrailDetails
A28 CloudTrail IHRIELR,

2

accessRole

IAM Access Analyzer B3 F i B ## CloudTrail IBERFARS LR iFREENERS AEKN ARN,
KR FHEH
B3 arn:[A:]*:iam::[*:]*:role/.{1,576}

startTime

IAM Access Analyzer & ZH CloudTrail EHHI BT ESTE AR IBAT A, B BB 1E LA R 2 BIRE
N e R

KA EE

trails
SERRREMNTrail R,
KA : Trail HR¥BA

endTime

IAM Access Analyzer & & CloudTrail EHH B ESEE NS RATA, B [E B T %60 B NS4
AN ER KRG, WRERPRIEWAE , WERIAE RN HFTETEL

KA - pfE B

5ESH

BRUBEBESZ—FERL APIIWEZERE AWS SDKs , B HUTAR :
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CloudTrailDetails

IAM Access Analyzer APl &

CloudTrailProperties
B EHX CloudTrail 5 RIHIE .

D
endTime

IAM Access Analyzer & & CloudTrail EHHI B ESTE NS RATE . B [E B T %6t B NS4
AN ER KRG, WRERPRIEWAE , WERRIAE RN HFTETEL

XA iHEB

startTime

IAM Access Analyzer B &&#) CloudTrail 486 B B H IR B, B [E B E 25 E
BRI E KR,

¥ N -TE S

trailProperties
—NEBEHEEHIRENTrailPropertiesH K,

M : TrailProperties 3 REA

HESH
BRUKEES 2 —EAL AP HESE8 AWS SDKs , HBHNTAE :

« AWS EEATF C++ By SDK
« AWS @A TF Java B9 SDK V2
- AWS & F Ruby V3 # SDK
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IAM Access Analyzer APl &

Configuration
BRI R RELN, SUGEBIEENLREEN, BREKEE-FRRHEERR,
AES

/A Important
LE#HESRE S UNION , Rt EEASRE I REBEEATHAZ—-

dynamodbStream
1B &I BB & A T DynamoDB HIE .

A : DynamodbStreamConfiguration XJ &

dynamodbTable

18]35 4l B & A F DynamoDB R & 5[,

A . DynamodbTableConfiguration ¥t &

ebsSnapshot

A2 &I B E & A T Amazon EBS &R ER,

A . EbsSnapshotConfiguration X¥ &

ecrRepository
R HIE B & A T Amazon ECR 26,

A . EcrRepositoryConfiguration XJ &

efsFileSystem

5 a4 A B E A T Amazon EFS R4,
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F A . EfsFileSystemConfiguration X4 &

iamRole

HRZEFHEEERT IAM &,

A : lamRoleConfiguration X &

kmsKey

HREFHEEER T KMS &4,

A . KmsKeyConfiguration 3 &

rdsDbClusterSnapshot

5 a4 f B E AT Amazon RDS $UEEEBIRE,

F A : RdsDbClusterSnapshotConfiguration X &

rdsDbSnapshot
Ve 35 4| B E A T Amazon RDS BUEEIR R,

A : RdsDbSnapshotConfiguration XJ &

s3Bucket

R FIEEERA T Amazon S3 @,

K # - S3BucketConfiguration X4 &R

s3ExpressDirectoryBucket

5 a4l f B E A T Amazon S3 B X F#E1.
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FH : S3ExpressDirectoryBucketConfiguration X1 &

secretsManagerSecret
HEEFIE EE AT Secrets Manager 47,

FH : SecretsManagerSecretConfiguration X1 &

snsTopic

R FIELEE AT Amazon SNS =3

A - SnsTopicConfiguration X &

sqsQueue

Rz FIELEE AT Amazon SQS A5,

A . SgsQueueConfiguration XJ &

BiEZH

BEXRUBEEBES 2— AL API WEZEE AWS SDKs |,

« AWS &R T C++ #J SDK
« AWS FEHATF Java B§ SDK V2
- AWS & F Ruby V3 # SDK

BSENUTHREA :
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IAM Access Analyzer

APl &

Criterion

HEENFEAN A TEILERSRFERANRE. BXTHABRZEANESEER

TRIEE
2

contains

€q

— N a8 B8N, ATTEATeZMNETIEER,

N

RE  ZHHHA
BAMRA &P 10, &% 20 W,

—NET ESE/N , ATEEA T eZMAN AT IEER,

exists

— “‘exists” BERF , AT EE A TIZAN SRS,
KR HRE

neq

— N RET 2B/, ATEEATeIZAN TR,
RE . Z2HHHA
BAMR & 10, &% 20 W,

B2 1AM Access Analyzer

Criterion
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IAM Access Analyzer APl &

BiEZH

BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS &R T C++ #J SDK
« AWS FEHATF Java B§ SDK V2
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Criterion
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Criterion
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Criterion

IAM Access Analyzer APl &

DynamodbStreamConfiguration

DynamoDB F# i B2 FE B, &I N DynamoDB FRIEEXRME , LA LARFHH DynamoDB sk
ZIHEMIAE DynamoDB HRiRHEE. BXEZEE , S PutResourcePolicy,

- MREEEAFTIE DynamoDB i , MEKRIEE DynamoDB KRE , M5 [A T i 65 iZ EIBHY I
& DynamoDB %K,

- MRIFRTKEZEXNFERN , MEKBEERE , WiHRTESBESEASERERN DynamoDB
Mo

« EEWMERIMA DynamoDB EEEKEE , BT LLN DynamoDB FHIEE— N EZRFH,

kS
streamPolicy

B B RS E L T AT BAA B R EE DynamoDB i

=

=Xi;

E

&
|

BIBEZH
BRUBEBESZ— AL APIWEZERE AWS SDKs , B HUTAR :

« AWS EEATF C++ By SDK
« AWS & F Java By SDK V2
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IAM Access Analyzer APl &

DynamodbTableConfiguration

DynamoDB F£ &R 5|HWE ML REHEE. BI AN DynamoDB RHBRSIIEERE , BRI LA
# DynamoDB RH X SIHEHEMNIA DynamoDB RRES|REEE. BEXEZER , ESH

PutResourcePolicy.

- MREBEHXIE DynamoDB RHRFE 5| , MEKIEE DynamoDB KB , N5 RIFKEFERZRS
K5I A DynamoDB Kk,

o WRIFEFERE I ERN , MBI EEERR , WA ERRE2RIZEERKEH DynamoDB &,
- EERWMERIE DynamoDB R KRS K , LA LN DynamoDB REEIEE —NEF R H,

2

tablePolicy

B B RS E L T AT AR R R EE DynamoDB ko

e

SR R

N
&
7

=

7|

BIBEZH
BRUBEBESZ— AL APIWEZERE AWS SDKs , B HUTAR :

« AWS EEATF C++ By SDK
« AWS & F Java By SDK V2
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IAM Access Analyzer APl &&

EbsSnapshotConfiguration

Amazon EBS BB EIARIEHIREE, B ABEEERF IDs, HAFMTERA AWS KMS &=
48, WETHY Amazon EBS B REBHEIMER Amazon EBS BRBIEHEE, EXEZEL , TS
ModifySnapshotAttribute,

2E

groups

BRHE Amazon EBS BIRBHEFE ., WRIEE Talliz{E , W Amazon EBS BIRERE LT
- MREEBEATIE Amazon EBS BIRE , MEKRIEEgroups , MiFRIFKFEANEH

ZgroupsHREE,
- MRIFRIFEBEXNFERN , MERBEEEgroups , MiFRIAKSERFT I EEAMHR
Bgroups.

o EEUMBRMEREZgroups , AIARIBE—NZES|EKgroups,

RE . Z2HHHA

\
&
7

=
kmsKeyld

7|

IRy Amazon EBS B1RIBH KMS ZAIRIRRF. KMS BAFRRAFRZE4A ARN, %47 ID, 318

ARN H#& KMS Z4AM 51 &

- MREEBERTIAE Amazon EBS BIRE , MEKRIEEkmsKeyId , RELEETZFHE , N
5 1R T3 S8 4 46 A iZ R BB kms Key IdHV IR B 1R BR

o MRFREFAEZENFTRRN , MAEEIEEKmsKeyId , M EFE QFREU A RMNE,

KR ZHH
userlds

B IR Amazon EBS B1REBM, IDs AWS JKF
- MREEEHATIAE Amazon EBS B1RE , MEKRIEEuserIds , MiFRFKLEEAINEH

FuserIdsHRER,
- MRFATLEREIFHERRN , MEEEREuserIlds , MFRALLSZELRSEEAR
BBuserIds,
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- EEWMBIIAERLZaccountIds , AIARIBE—PEFHKRuserIds,

RE . Z2HHHA
V =)

S
o

BEZH
BRUBEEBESZ—FERL APIIWEZEERE AWS SDKs , B HUTAR :
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« AWS S&HTF Java #J SDK V2
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EcrRepositoryConfiguration

Amazon ECR FEEM LA RZRHIE E, & LUBEHEE Amazon ECR RN H K Amazon ECR
FHEIEBENIE Amazon ECR EMEREEERZIN. BXEZER | BSREME,

- MREEBLHIIE Amazon ECR FfEE , MEKRIEE Amazon ECR KR , NG RITKHFERZE
fEFERII A Amazon ECR KK,

- MRFETALZENFIRRN , MALEEEERR , NFRTMESBREFHEEREN Amazon
ECR 77

- ERNUMBRIAE Amazon ECR ZEERKE |, LN Amazon ECR REEIEE—NEFZ/HE,

of
repositoryPolicy

BT Amazon ECR Ff#ER JSON F#ERE AR, BXEZEELR , S/ Amazon ECR AR
RPN E EEERE RS,

BIBEZH
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IAM Access Analyzer APl &

EfsFileSystemConfiguration

Amazon EFS XH RSN RIZEFHEE, B LUEEEE Amazon EFS KB AN FH Amazon EFS
NHREHEHEWIE Amazon EFS XHRSGIRHEEREIN, BXEZEER |, BHSHRE Amazon
EFS FfE AN H RS,

- MREEBLHIIAE Amazon EFS XHRS , MERIEE Amazon EFS KB , AR FERZX
BRI A Amazon EFS K&,

- MRFETMLANHREER , MEBREERE , N R TG EREFEREEREN Amazon EFS
XHRE,

« EEWMERIAE Amazon EFS X R KK | BT LN Amazon EFS REEIEE— N EZ/HE,

AES
fileSystemPolicy

BT Amazon EFS X R 4H JSON REEEN . BRI N HRARBNEEZNESRER | 1§
2% Amazon EFS ET &R EK,
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IAM Access Analyzer
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ExternalAccessDetails
BEEXNBHAEANEL,
N&E
condition
47 I 0 S B 75 B P S BN SR R R LA 1B
XA FHRIFHRRY

action
NBERABNEANE 2T BERE AP REE,
RKE . FRBEHA

isPublic

BEENBHRERRE LT

RKH - HRE

principal

BARGREEXERNTRNATBES
RE . ZHHREFRFRRE

resourceControlPolicyRestriction

X A Organizations #RIZHI KM (RCP) WHIRAIAEEXN BES RiEMAYRHIRE,

« APPLICABLE : H4H7FE—1 RCP , {B2 IAM Access Analyzer £ 8 X R P14
RARBIEE. Hlm , MR s3:DeleteObject# RCP Rk mBR%IIAPPLICABLE , M|
fis3:DeleteObjectFITEEERERNBEIRD,

ExternalAccessDetails
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« FAILED_TO_EVALUATE_RCP: i¥{& RCP Bt H4&.

« NOT_APPLICABLE: ZALHEEXHEEAR , RESEEATZRRNXFEES R, i
wm, EEDWEEIRZ Amazon RDS tRER | HAHFEF— RCP , {82 RCP {X& I Amazon S3
iR,

« APPLIED : PRI ai AR FASBHEL R,
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IAM Access Analyzer APl &

InternalAccessConfiguration

N AWS BRAHKFIEENT BRI SHBNEE, WEERE T 2z 0@ iT AR AWS TREHHRE
5 E AR

AES
analysisRule
BEAXRNBHE DB TANUNEE. XLERURE T EHAHLERMIGRER,

A : InternalAccessAnalysisRule 3§ &

BIEZH
BRUBEBESZ— AL APIWEZERE AWS SDKs , B HUTAR :

+ AWS JERTF C++ By SDK
« AWS EHTF Java Y SDK V2
« AWS 5& AT Ruby V3 By SDK
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/InternalAccessConfiguration

IAM Access Analyzer APl &&

InternalAccessDetails
BERXAHEEANNER. XBFEERELN AWS ALARMKF IR 516 759 R AT % 415 5.
ks
accessType
BAELERFEENRIBIG AR, XRAEEH AWS FRIEH 2 N RF 175 RARA,
KA PREH

AME : INTRA_ACCOUNT | INTRA_ORG

HE B
action

DR R BRI R RAVERE,

condition
S ENREERAPSHAIBIHRZIANER.
KB . FHRINFHRG

principal

BRIGFE AR R EROEE A
RE . PRI FAFRME

principalOwnerAccount
RENBHEEESERPEENEILAN AWS IKF 1D,

KR ZHH
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principalType

NEBHRBELERPRENZIEALRE , il IAM &3 1AM A,
KA . FRH
BH{E : IAM_ROLE | IAM_USER

resourceControlPolicyRestriction

F A RRIREIRIE (RCP) W ERATA &I AWS Organizations &4 RN AR R &I,

« APPLICABLE : A2 FHE—/ RCP , {82 IAM Access Analyzer 1£ 8 X R #Y 1T 14
RAREEE. Hl , MRs3:DeleteObject# RCP Rk m R %I APPLICABLE , M|
{is3:DeleteObjectFIEEERLERNWREIRP., CEATUKF NEEXH AR R A
!,

« FAILED_TO_EVALUATE_RCP: i¥{4 RCP Bt 44,

« NOT_APPLICABLE: ZHALFEEXFEERR, I TUKF AEEXWRIPIHFRLER ,
tBNOT_APPLICABLERJREREA&EBEA TZ&E R RCP,

« APPLIED : 442177 RCP , IAM Access Analyzer I EBEEE XN R TEF, Fla0 |, a0
Bs3:DeleteObject# RCP REkMBR%IFAPPLIED , Ms3:DeleteObject FaBEEER
SERNBREFNRD, NEATUARNEERNAITFIHRBEEL R,

RE . PR
H3ME : APPLICABLE | FAILED_TO_EVALUATE_RCP | NOT_APPLICABLE | APPLIED

serviceControlPolicyRestriction

AWS Organizations RS2 FIZKEE (SCP) M FELE R ANBRHIZEE,

« APPLICABLE : AR 7EE—4 SCP , {ER IAM Access Analyzer fE BN RV IR P R 2IE
©o RERAT UK, NEEXHAEREE LI,

« FAILED_TO_EVALUATE_SCP: i¥{f SCP B Hi4E,

« NOT_APPLICABLE: ZHLAHEE SCP, M TFUKF AEEXHRNIBIHRLR ,
tENOT_APPLICABLEATRERBIE BEER FER AMNSCP,
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« APPLIED : #4275 SCP , IAM Access Analyzer HEBEEE XN RN TEEF, CERATFUA
ARNEEXHABHFEREL R

WE B
sources

REB TR R KIF, XRRFMAMAEER AWS IMEHRRFERFELE R RRR,

A : FindingSource X ¥ A

S1ESH
BXUBTEESZ2—FERL APINEZSEE AWS SDKs , B HRATHEA :

« AWS & F C++ iy SDK
« AWS iEHATF Java Y SDK V2
. AWS EFF Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/InternalAccessDetails

IAM Access Analyzer APl &&

InternalAccessFindingsStatistics

RUEBAXEERNBHAIMBENAAERACELEITES . XFER, EFENCHERNERNIT
o

ok
resourceTypeStatistics
EERNEHR SN EMNERRENIIEREREH

KA . FHFEF InternalAccessResourceTypeDetails X &R Y BR&F

BMFH : AWS: :S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda::Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS: :EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

totalActiveFindings
B ER &R R 20 A7 28 49 3E 3 R TR
KR . B

totalArchivedFindings

BEAZBHEOMEINEMERERRE,
KA B

totalResolvedFindings
EERN BRI R 2 A8y E#RIRE R

KR . B
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/InternalAccessFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/InternalAccessFindingsStatistics

IAM Access Analyzer

APl &

InternalAccessResourceTypeDetails

BERXRABLE DR EFRRENES., CSEENEHERNEREREZBNEER

of
totalActiveFindings
RERG R S #HTae F 2 B RREAEIEREREH

KR . B

totalArchivedFindings

AZFH R DR PIZRRRBENFEERE RS,
KR . B

totalResolvedFindings
MEBIF R 43 #T 88 4T X 2 IR B EBREREH
KA . B

5ESH

BEXRUEBEES2—EAI APl WEZEE AWS SDKs

« AWS EEATF C++ By SDK
« AWS & F Java By SDK V2
« AWS ;& F Ruby V3 #J SDK

FSHAUTAR

InternalAccessResourceTypeDetails
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/InternalAccessResourceTypeDetails
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/InternalAccessResourceTypeDetails

IAM Access Analyzer APl &

InternetConfiguration

WELE R Amazon S3 AR ZXiFEAKKNMERFIREN. Internet
AES

M BIA LR RBURT £ T 3o

BEZH

BXUBEES 2 —ER AP| WESS8 AWS SDKs , BSHUTHE

« AWS &R F C++ #J SDK
« AWS FEAT Java ¥ SDK V2
- AWS & F Ruby V3 # SDK

InternetConfiguration API W7 2019-11-01 214
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/InternetConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/InternetConfiguration

IAM Access Analyzer APl &&

JobDetails
BEEXERERBERNIFAEL.
NE

jobld

StartPolicyGenerationig{EiREHR, JobIdJobIdAJAE—E#FEHGetGeneratedPolicyk
KRELERNER  BAlE—#R FHCancelPolicyGenerationkREUH KA KIER,

KR FHH

startedOn

1B FF 2R Bt 18] B B (R1 B
KA - pfE B

status
FHEE RIS,
KA . FHFEH
B3E : IN_PROGRESS | SUCCEEDED | FAILED | CANCELED

completedOn
b 5 B B[] 19 B (R B o
A at R B

jobError
R R RAVES HiRo

KA - JobError W&
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SESH
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/JobDetails
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/JobDetails
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/JobDetails

IAM Access Analyzer APl &

JobError

EEXREREREIRNFAEE.
2ES
code

S HIRNE,

KH . FHRH

B E : AUTHORIZATION_ERROR | RESOURCE_NOT_FOUND_ERROR |
SERVICE_QUOTA_EXCEEDED_ERROR | SERVICE_ERROR

message

BRERNEMARES. Hlan, WLRSS EH 2 s R KB B %R,

b
HE

: PR

N
&
7

£

fim

BIEZH

BXRUBEESZ— A APINEZEE AWS SDKs , BSRUTAR :

« AWS S&FF C++ B9 SDK
« AWS &EATF Java B SDK V2
« AWS & T Ruby V3 B SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/JobError
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/JobError
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/JobError

IAM Access Analyzer APl &

KmsGrantConfiguration
KMS MBI FERE. BEXEZEE , 2 # CreateGrant,
AES

granteePrincipal

RERTRFITFANLFSHEREA,

KA . FRFEH

issuingAccount
RBANBIEHY AWS K 3B, 127 A TIRIEBAE & AN IKS R HH AWS KMS K.
KA . FHH

operations

BRAVFRERTE,
RE . ZHHEHA

BM{E : CreateGrant | Decrypt | DescribeKey | Encrypt | GenerateDataKey
| GenerateDataKeyPair | GenerateDataKeyPairWithoutPlaintext |
GenerateDataKeyWithoutPlaintext | GetPublicKey | ReEncryptFrom |
ReEncryptTo | RetireGrant | Sign | Verify

constraints

ERANERBUNEREBERETESREENNE LT XS A ERN DI ITINERE,

KA - KmsGrantConstraints 3%

retiringPrincipal

B T £ A RetireGrantiR MM I SRR EFE A

KmsGrantConfiguration API W7 2019-11-01 218


https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#cryptographic-operations
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html

IAM Access Analyzer APl &

KH . FHFH

SESH
BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :
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« AWS FEHATF Java By SDK V2
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/KmsGrantConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/KmsGrantConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/KmsGrantConfiguration

IAM Access Analyzer APl &

KmsGrantConstraints

FRLERBNREREEREESEENINER E T F AFERENPHTNZRE, BREEE—F
KEMNMBRETX, ZHEHFEMARIEE, BEXREZEL , BHZSH GrantConstraints,

ES

encryptionContextEquals

BMEMZREERPAINE £ T XHETRNRENSFR, RNABERPHMEZE L TXELRYRPE
EHINE ETXMEER | RS RV ZEE.

*

RE . PRI FAFRRE
wE B
encryptionContextSubset

YRS ENBHREFROINE LT XHHREXIIR, ABELERFHMNE L TXESHLIRF
EENREXR , ZBRNT AFMNFRE , RECAUSFEMBREN,

RE  FRBIFRFRME

BIEZH
BRUBEEBESZ—FERL APIIWEZEERE AWS SDKs , B HUTAR :

« AWS S&FF C++ #Y SDK
« AWS &R F Java By SDK V2
« AWS & T Ruby V3 #J SDK
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#cryptographic-operations
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/APIReference/API_GrantConstraints.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#cryptographic-operations
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#cryptographic-operations
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/KmsGrantConstraints
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/KmsGrantConstraints
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/KmsGrantConstraints

IAM Access Analyzer APl &

KmsKeyConfiguration

KMS AL R HEE, S BT EEZRHREN AWS KMS RREE , NFTH KMS 24

FERBHUAE KMS ZHREEE, MREERTNINREAN , MEKAREEZAXRE , MiHRM
BREAZBEANIAEER, IRLATKERTHAR , HEEREERARR , Ni5RHKHEA
MINBRHREE, BUNZREZARBETIREZFZHE. AXESRELR  TERMABHERRE. BXBHR
BIRENESFEL , BSRATRE,

Rz
grants

KMS ZHAMENURNEE IR, MRBUNRNEEEZRTREES , NHRFRRERZNR
REBFIRRAENERN. BN , BEFTRFERAZZANIAFT RN

A . KmsGrantConfiguration 3 R¥4A

keyPolicies

KMS ZHN AR RBEE, ZHARBEMHE —FRERdefault. BXEZER , FSHAFIA
AR

RE . FRBIFRFRME

HESH
BRUKEES 2 —EAL AP HESE8 AWS SDKs , HBHNTAE :

« AWS EEATF C++ By SDK
« AWS @B TF Java B9 SDK V2
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default
https://docs.aws.amazon.com/kms/latest/developerguide/resource-limits.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/KmsKeyConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/KmsKeyConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/KmsKeyConfiguration

IAM Access Analyzer

APl &

Location

KEFH—MUE , RANEY JSON RRHBEMNMERNIEE,

2
path
REPHEE , KRIN—RIBETE,
A . PathElement X REA

span

REEPWEE.

BEXRUEBEES2—EAI APl WEZEE AWS SDKs

« AWS S&FF C++ #Y SDK
« AWS &R F Java #J SDK V2
« AWS AT Ruby V3 #J SDK

FSHAUTAR

Location
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Location
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Location
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Location

IAM Access Analyzer APl &

NetworkOriginConfiguration

BilInternetConfigurations MM VpcConfigurationF Amazon S3 AR, BULUENE
BMipEZEAR , B UEEBT ZEARRKENAEERBLIKBFENELLES (VPC), BR
REEE—MRENNZERE, BXEZER , BZHUEEAR,

AES

/A Important
LE#HESRE UNION , Rt EEASRE I ARREEL TEA Z—

internetConfiguration

WwInternetiRM Amazon S3 EA RS XIEEZEALANEE,

Z R . InternetConfiguration FF R

vpcConfiguration

Amazon S3 AR ELFAE R (VPC) BLE., VPC EETEATZXEEAR. EXESE
B, 55 # VpcConfiguratione

F R . VpcConfiguration FF &R

FEZR
BRUBEBESZ—FERL APIIWEZEE AWS SDKs , B HUTAR :

« AWS S&FF C++ B9 SDK
« AWS EATF Java B SDK V2
« AWS & T Ruby V3 B SDK
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https://docs.aws.amazon.com/AmazonS3/latest/dev/creating-access-points.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_VpcConfiguration.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/NetworkOriginConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/NetworkOriginConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/NetworkOriginConfiguration

IAM Access Analyzer

APl &

PathElement
FEEH JSON R RFERABBFHEANTE,

S

/A Important

I BHESRE )y UNION |, (X b7 68 A SR [l B

index

ER 2 JSON BAF MRS,

KR . B
key

EHIR JSON M RHHEA,
KH . FHFH

substring

B R JSON RPN FFRBHN T FAH,

%A : Substring IR

value

{5 JSON X KA TEREXBKNE,
KR FHH

7|

J’j\_FﬁEJ'E'\Z_o

PathElement
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BiEZH

BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/PathElement
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/PathElement
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/PathElement

IAM Access Analyzer APl &&

PolicyGeneration
AEEXERERRSHEENIFAES.
NE

jobld

StartPolicyGenerationi®/EREI#. JobIdJobIdAILAE—iEEMGetGeneratedPolicyX
KRERWEKRE Ll l5—EFHCancelPolicyGenerationXREUH KB4 K E Ko

KA ZHH

principalArn

BERNEERKREEN IAMEE (AFRSHAR ) B ARN,
KA . 2R
R :arn:[A:]*:iam::[*:]*:(role|user)/.{1,576}

startedOn

RS A pTT HR et R A B R B .
KA - pfE B

status
REEHE B RAVIRES .
KB . FHH
B%{E : IN_PROGRESS | SUCCEEDED | FAILED | CANCELED

completedOn

BRBE A B ST ARV B TR B
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i I 11 F5

SESH
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/PolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/PolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/PolicyGeneration

IAM Access Analyzer APl &

PolicyGenerationDetails

e NEERFRE IAM 28 ARN F4AEE,

AES
principalArn
BEAEERKBEN IAM X (AFRSRAER ) B ARN,
R FREH
X :arn:[A:]*:iam::[*:]*:(role|user)/.{1,576}

HESH
BRUKEES 2 —EAL AP HESE8 AWS SDKs , HBHNTAE :

« AWS &R F C++ #J SDK
« AWS FEATF Java ¥ SDK V2
- AWS & F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/PolicyGenerationDetails
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/PolicyGenerationDetails
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/PolicyGenerationDetails

IAM Access Analyzer

APl &

Position
1R R ERLY,
EA

column

ENZ , M 0T

KR . B
line

LB , M1 k.

KR . B
offset

KEASCNUNNNREBE , M0 FHh.
KR B

5ESH

BEXRUEBEES2—EAI APl WEZEE AWS SDKs

« AWS S&FF C++ #Y SDK
« AWS &R F Java #J SDK V2
« AWS & T Ruby V3 #J SDK

FSHAUTAR

Position
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Position
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Position
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Position

IAM Access Analyzer APl &&

RdsDbClusterSnapshotAttributeValue

Fzh Amazon RDS i EEH RBEMHEMNE.

2

/A Important

LE#HESRE S UNION , Rt EFEASRE I ABREEL THAZ—-

accountlds

B A F 3 Amazon RDS BiREEEIREBMN, AWS IKF IDs H1RIEE TallizE , N Amazon
RDS BiiEEEBRMBEATH , AL BB ASHIZIRE AWS K,

MREBEATIE Amazon RDS HiIEFEEHRR , MZBKaccountIdsEHIE
TERdsDbClusterSnapshotAttributeValue , MiFEFR B FERIE L ZaccountIdsHIR
B,

MR R RE I EIRN , MEEEIEE accountlds
inRdsDbClusterSnapshotAttributeValue , MG EFK 2 ZEFHEME EAIRE,

EEUMBIERZaccountIds , AT EaccountIdsh RIEE— 225
F<RdsDbClusterSnapshotAttributeValue,

RE . FRHBHA

BiESR

BXRUBEESZ— A APINEZEERE AWS SDKs , BSRUTAR :

« AWS EATF C++ #9 SDK

« AWS EATF Java B SDK V2

« AWS & T Ruby V3 B SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/RdsDbClusterSnapshotAttributeValue
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/RdsDbClusterSnapshotAttributeValue
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/RdsDbClusterSnapshotAttributeValue

IAM Access Analyzer APl &

RdsDbClusterSnapshotConfiguration

Amazon RDS BiEF £ RBNLINOFRZEHEE. BEEEMALERN AWS KMS i
4R, A LA T Amazon RDS BEESEFHRBHEHEN Amazon RDS BIEFEEE
HREBIRHABIE, RdsDbClusterSnapshotAttributeValueBXEZER , HSHREXK
DBClusterSnapshotAttribute,

2E

attributes

FHRFEEEHRBEENEZHRANE, FHIREEEHRBEMEATRNEM AWS IKF AREF
BB EERRE, BHMtAttributeNameIE—BEMER restore
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/RdsDbSnapshotConfiguration
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/RecommendedStep
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ResourceTypeDetails
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3AccessPointConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3AccessPointConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3AccessPointConfiguration
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https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html#setting-acls
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3BucketAclGrantConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3BucketAclGrantConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3BucketAclGrantConfiguration
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3BucketConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3BucketConfiguration
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-directory-buckets.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/creating-access-points.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3ExpressDirectoryAccessPointConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3ExpressDirectoryAccessPointConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3ExpressDirectoryAccessPointConfiguration
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-security-iam-example-bucket-policies.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3ExpressDirectoryBucketConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3ExpressDirectoryBucketConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3ExpressDirectoryBucketConfiguration
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket-publicaccessblockconfiguration.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3PublicAccessBlockConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3PublicAccessBlockConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3PublicAccessBlockConfiguration
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_limits.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SecretsManagerSecretConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SecretsManagerSecretConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SecretsManagerSecretConfiguration
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https://docs.aws.amazon.com/sns/latest/api/API_Topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SnsTopicConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SnsTopicConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SnsTopicConfiguration
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SortCriteria
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SortCriteria
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SortCriteria
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