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AWS B4 R e 51 AR 55 e AR

MR e RIBR ST &k APM BHRPIBN A RB AR AN ESER
APM BREVE BEAER,

CloudFormation iR EE& K, BIEMNER EIJXTJ&‘”‘{IKE&L?TTIREH BXmE AWS E48

25 {EH EventBridge $XHX

{#F EventBridge REL APM BRI B REH A ER
EHR T R 8 R ARSS MR EERE APM B4R ?

AWS B4R RBARSSFREEAMNREESHELE MW
ZEMFELK =

gt., REFRNEENCIEAENSEH
B R AR

AN

BFRRENRATRBRREED
Bk
R 4B ?

AWS EHRN R RS RN EHELEHFEENTH/H JSON REX

"detail-type":

ams.monitoring/generic-apm
source": "GenericAPMEvent"
"detail": {
"incident-detection-response-identifier": "Your alarm name from your APM"
}
}
BT REIE

LR T RESENHESHEENSHERRAIENER.
FeRAT

version": "Q",
"id": "a6150a80-601d-be4l-1alf-2c5527a99199"

"detail-type": "Datadog Alert Notification",

'source": "aws.partner/datadog.com/Datadog-aaalllbbbc",
account": "123456789012"

"time": "2023-10-25T14:42:257"
"region":

us-east-1",
resources":

: [,
"detail": {
"alert_type":

'error",
event_type": "

query_alert_monitor
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"meta": {

"monitor": {

AWS B0 R e 31 AR 55 B2 AR
Ilidll:

222222,

"org_id": 3333333333,
"type": "query alert",
"name": "UnHealthyHostCount",

"message": "@Eawseventbridge-Datadog-aaalllbbbc",
"query":
"max(last_5m):avg:aws.applicationelb.un_healthy_host_count{aws_account
<= 1",
"created_at":
"modified":

1123456789012}
1686884769000,
"options": {

1698244915000,

"thresholds": {

"critical": 1.0
}
},
I
"result": {
"result_id": 7281010972796602670,
"result_ts": 1698244878,
"evaluation_ts": 1698244868,
"scheduled_ts": 1698244938,
"metadata": {
"monitor_id": 222222,
"metric": "aws.applicationelb.un_healthy_host_count"
}
I
"transition": {
"trans_name": "Triggered",
"trans_type": "alert"
I
"states": {
"source_state": "OK",
"dest_state": "Alert"
I
"duration": @
I
"priority": "normal",
"source_type_name": "Monitor Alert",
"tags": [

"aws_account:123456789012",
"monitor"
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3

AWS SRR IR S B AR
EEE,

EFHRREH 28, detail-type M source EEABIREBEMN APM FHER . DAEREZ
BIX E##TE N, incident-detection-response-identifier B REE |, th AL FHELH
YIS

Lambda BR# M EREHHRERABIRBEXSIMINEHEL P, BRRENAERRFTLALENE
K REX,

BiRE
{
"version": "Q",
"id": "7f5e0fcl-e917-2b5d-a299-50f4735f1283",
"detail-type": "ams.monitoring/generic-apm",
"source": "GenericAPMEvent",
"account": "123456789012",
"time":

"2023-10-25T14:42:25Z2",
"region": "us-east-1",
"resources": [],

"detail": {
"incident-detection-response-identifier": "UnHealthyHostCount",
"alert_type": "error",
"event_type": "query_alert_monitor",
"meta": {

"monitor": {
"id": 222222,
"org_id": 3333333333,
"type": "query alert",
"name": "UnHealthyHostCount",

"message": "eEawseventbridge-Datadog-aaalllbbbc",
"query":

"max(last_5m):avg:aws.applicationelb.un_healthy_host_count{aws_account
<= 1Il’

1123456789012}
"created_at": 1686884769000,
"modified": 1698244915000,
"options": {

"thresholds": {

"critical": 1.0
}

iy
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"result": {
"result_id": 7281010972796602670,
"result_ts": 1698244878,
"evaluation_ts": 1698244868,
"scheduled_ts": 1698244938,
"metadata": {
"monitor_id": 222222,

"metric": "aws.applicationelb.un_healthy_host_count"
}
.
"transition": {
"trans_name": "Triggered",
"trans_type": "alert"
.
"states": {
"source_state": "OK",
"dest_state": "Alert"
.
"duration": 0
.
"priority": "normal",
"source_type_name": "Monitor Alert",
"tags": [
"aws_account:123456789012",
"monitor"
]

BEEE , detail-type HER ams.monitoring/generic-apm , JREER
GenericAPMEvent , ZHMEFEETHAMWEEN : incident-detection-response-
identifier,

incident-detection-response-identifier EREBFEEZEHN APM ZIENEREANERS
MAPEEA . APM BIRBFEER APM MF. HIIRE Lambda BEER , LUMEM Lambda W EIHY
APM JSON BEMEAT R EFRBERRMEREN , HEYHEHAT incident-detection-response-
identifier {E.

FNFEIEE AWS E4RN R M RFZHBHERESE | incident-detection-response-
identifier EX4MRM—H, incident-detection-response-identifier LiIREMN S/
— AFVRAIE A B E R4S AWS EHRN KX MR RSE M. T4EHE incident-detection-
response-identifier MW ERMFERKNEH,
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ME EventBridge EERKH APM FREUE R

THHWEBE R TME Amazon EventBridge BE#EERW R AREFEEKE (APM ) TE@ AWS S4
¥ Kz e B2 PR S5 & X B RAVIZ R, X5 Amazon EventBridge EEERH APM IR IIEK | HSH

Amazon EventBridge integrations.

B LAEBB AR HY CloudFormation AR F iR BELLEK. EREERZE , FRINEZRNIKS
FElET AWS RSHEXABE ( SLR ) AWSServiceRoleForHealth_EventProcessor,

&I 1 ; A CloudFormation

AILAfE A CloudFormation ARk E L BIZEKEMIZHENTE | ZEMIEERMNE Amazon
EventBridge SER Y APM SRS B IRRENE] AWS B4 K18 R RS Fr 4 FEH .

(® Note

« @It CloudFormation #EARZBBH EIR ( B4 Lambda 1 EventBridge ) 7= 4 &7\ &
A. BXRZXEBRFSHNENMNESER , BSH AWS Ef.

o £ AWS EH4R N K M 57 Bk S FEEHRIERN SN AWS Ik f X i EpE 1t
CloudFormation #1x, SHMZFRFIRENPUE APM BIRH AWS IKF EFF LW,

o ZRIXF4LL New Relic Il , {82 CloudFormation 14k o] A TE{AfF SaaS 5 Amazon
EventBridge £ &9 APM,

« MRXERE , M TransformLambdaFunction Bk logger.info() {4 , LABh LB RE A
H I Amazon CloudWatch Logs #,

T2tk CloudFormation #EARHY £ RF M -

 WJFE Amazon EventBridge iR BSEMXRFEHIR. BXF APM RERNSHRNEE , BSH
{Amazon EventBridge AIF#5/) S #IEH Amazon EventBridge M SaaS & 1ENK fEZRE 4,
o RAIRTE APM BE P ERE A JSON BERME HER PR
TransformLambdaFunction ( Lambda B¥{) , SAESF ["detail"]["incident-
detection-response-identifier"] iREBNFIEME,

TRFMHDR

1. 77 EventBridge ##l&B. EERXET , EREHFERFSESHR.
« £ Amazon EventBridge & {E{X#4EFE REH APM,

BIRENX W7 May 12, 2026 17
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« RERRE , RARRREMNEARITERE.

AWS B0 R e 31 AR 55 B2 AR

c IR BRE—IRERHAFHNEEAKHEEHRERESMAELXEK, BRLET S E3 62
EEENEEHRRBNEHFERESHEL (BMSAEER ) .

PartnerEventBusNameParameter 5,

SFEERFEEHELTIRNER. &8F CloudFormation #EiREt , BHELHFERAEE R

« New Relic B9/~ : aws.partner/newrelic.com/1234567/source_name
#82# CloudFormation #iREt , EHEFEKFS4HELIRTNE -2 LUm AR
PartnerEventBusPrefixParameter #,

« New Relic B9’~%IA aws.partner/newrelic.com

2. FEH Y% CloudFormation i,

o E#ERFPIKE TransformLambdaFunction

« £ def lambda_handler(event, context) T , ¥ event["detail"]["incident-

R

detection-response-identifier"] iREN json B&E , HIABEF , BIRBHEIE APM
BIRW json BB+, 8N APM R ETEANER. TEHUUER —LRF , BENESKE
WREAIESBIAE,
« New Relic ”Rfj] : event["detail"]["incident-detection-response-
identifier"] = event["detail"]["workflowName"],

« Datadog ="l : event["detail"]["incident-detection-response-identifier"]
event["detail"]["meta"]["monitoxr"]["name"]

« Splunk "l : event["detail"]["incident-detection-response-identifier"] =
event["detail"]["ruleName"]
« {&%F CloudFormation #&x,

M2 CloudFormation &4y :
1. &

/Ch

8 B #rlk 7 M X i3 3T FF CloudFormation 2|4 .
2. R RBIEMR, “ERMER (IRE)”

« RRERAER, EERRG. GRS RELE
3. EEMERWAEES -

R

AR R CloudFormation 4R,
o BWAMRBH ("B : NewRelicIntegrationForIDR ).

- BEETHERZHRERENSHIE,

« APMNameParameter ( ;=] : NewRelic )
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« PartnerEventBusNameParameter ( 7=Rfjl : aws.partner/newrelic.com/1234567/
source_name )

« PartnerEventBusPrefixParameter ( "5l : aws.partner/newrelic.com)
- EET—F,
4. B EHEHIRIN
- RPEFRNERI , AFIEPXH CloudFormation £ BE LA FRAIE IAM BRIRAVIE.
5. ERHMEIE
- RUIIBHERSEBEE , AEERRER.

6. CloudFormation X 2HBXEMNER , KEFEN APM BSHER T AWS S44 0 & 19 5 RS
L MRIRAE R CREATE_COMPLETE,

7. BRiIERBIECH A Z New Relic WS+ H 1 US-EAST-1 Xi#H3=1T , CloudFormation ik &6
EJ’)\—F_ﬁIJ?\o

+ CustomEventBus : NewRelic-AWSIncidentDetectionResponse-EventBus

+ EventBridgeRule : aws.partner/newrelic.com/1234567/source_name|NewRelic-
AWSiIncidentDetectionResponse-EventBridgeRule

» TransformLambdaExecutionRole : IDR-TransformLambdaExecutionRole-us-east-1
» TransformLambdaFunction : NewRelic-AWSIncidentDetectionResponse-Lambda-Transform

+ TransformLambdaPermission : NewReliclntegrationForIDR-TransformLambdaPermission-
[random_string]

SRR

HEHARE , BEM APM RIENHE BRI AL

1. 3% Lambda 4] & H#i%#¥ APMNameParameter-AWSIncidentDetectionResponse-
Lambda-Transform E¥, EF BRI+,

2. TEFERPIHRATINER.

3. £$# & & Amazon CloudWatch Logs , AR ERERPRBELNNZERRFIREFEEM[E

iRo
5 AWS E4RNZ R RS REEZENEHEL ARN

1. ¥TFF Amazon EventBridge ###| &, EFRBHE4%.
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2. EHl#E) CloudFormation 4%k —EB 5 B B E LEH ELH ARN (R
5l - arn:aws:events:us-east-1:123456789123:event-bus/NewRelic-
AWSIncidentDetectionResponse-EventBus ) o

o fFitk ARN RINEERFEUES - BLANE =T APM B 575 P W “‘EventBridge B4 54
ARN"FER,

3. EEANES , AWS E4RNEMNREZSELBENEHEL ESIZIEE R EventBridge M |
LUREUER APM B3R,

EIN 2 FEHER

7 AWS B4 R 8RR S BN REIVERN SN AWS IKF M AWS REZERATEE®, AWS
EHRNRENRSBVESENNARFRRMERN AWS IKFMXEHPREER , UEERBIAZ
FMRAEZHEHNRR. BANIFROIRENT KRR APM BRE AWS K- EFF I8,

1. B APM iZ & Amazon EventBridge §1EIX B4R , 812 EventBridge S EKEEH R4
( Hl0 aws.partner/apm_name/integrationName ) . X APM RBE N EH RIS , B
S %A Amazon EventBridge YK B SaaS S1EN B4,

2. BAT TR EZ— -

( B ) BIEE N $YourApmName-AWSIncidentDetectionResponse-EventBus Y
EventBridge BE X EH L4,

- (BR) EABRIAY EventBridge BHE 4 , MIEBENEHEL,

AWS =41 B 06 R fR S5 fF83d AWSServiceRoleForHealth_EventProcessor SLR, £ H
ENBBRINEHEL ELEILEXNHMN (AWSHealthEventProcessorEventSource-DO-NOT-
DELETE), MNEFEBELRRINEHLEL , AN BFRFRE AWS EA4ARN R MRS , mANF
SRTFEWNE=S APM B4 &M TE,

3. 8ZEE N $YourApmName-AWSIncidentDetectionResponse-LambdaFunction
f Lambda BEBCREFRENEEUKFE4LELES. BEENEARSSRERAN
AWSHealthEventProcessorEventSource-DO-NOT-DELETE fHCH,

- RIENE4STEE -/ AWS B4R KRB RSIRAR | F B4 RRNE A
BNFIRENE, &, RREH JSON BRBFTEMHRSEREAANENABTE,

* }f Lambda BB BFRIRENEDS R 2 IR EENEHEL (B ) HIRENEHRINEH
B

BRHER

lll

BiREX W7 May 12, 2026 20
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AWS EHHR B I8 R BR S5 A P ST
4.

AWS B4R R I RIS B R
B2 EventBridge MM , HEX SEEHIX T AWS S48 N 5 18 57 AR S 89 5 4851 2R 58 T B 49
EHER, ANWEREESR 1 PRIBRNESENHFSHEL (aws . partner/apm_name/

integrationName), MUK BIr2EELSR 3 POIEMN Lambda BEE ([apm_name] -

AWSIncidentDetectionResponse-LambdaFunction). BHXEX EventBridge MNKIERET |
2% Amazon EventBridge #1M,

BXRMFAIFER AWS E4RN KRR RSFHRESERFESHEELERNS S RE , FSRAERKE
Datadog #1 Splunk #93& %,

MKE EventBridge E#E&K KK APM REUEIR

AWS =4 R e B AR S5 % 3565 1 Webhook Mk 5 Amazon EventBridge EIZ&ERME =77 APM &
B R

BT LAERE CloudFormation R FHREEHK. FIREEX2H , FRIANEENKFAFEIET
AWS fR$MEXAE ( SLR ) AWSServiceRoleForHealth_EventProcessor,
&I 1 : £ A CloudFormation #&41x

A LAEA CloudFormation A kE{L BIZERERMIRHEHNERE | ZEMIREEMAKE Amazon
EventBridge EZE KA APM A EIRZENE| AWS E440 0 K I 57 AR S5 Fr 4 FE 1Y,
ZBE It CloudFormation iR Z B EEEM

LR R T EEA API Gateway Lambda #R1XF , KFE APM HERRBTHREEZNEHATES AWS
Secrets Manager P T HE#H TR, RTEFLE , WWHEEHFEENIELN KR, BXESE
B | &2 Lambda B,

£ AWS REHBEERXT  SERTHAREEANSHRIESEFSEHANZEER, RIMNBIUE
F3 AWS Secrets Manager XL RS , MAR2NE APl ZHBEN G ESHRAEEFE N ERBE
B, BXEZEER , HSHEEH AWS Secrets Manager #IZ2FEHE 4,
BREHE HMAC B F5H2INERB ( HMAC ) WE T RH

receive-webhooks, BXERETERNNVEZER
Lambda E%{’T‘@u o

2% aws-samples Github T H EH

27 API Gateway X5 ) TOKEN #1175
ZERRA RER APl Gateway FH RateLimit, BurstLimit 1 Quota R4 ERE, XETERET
FRENRBIRNATUGENERBE. IEPTHLEREIEKHAREEFRE. BEXTRNESZE
B, 55 AP| Gateway F XA RIE/E.

Ay =]

ZREA AWS Web B AP XiE ( WAF ) RK{&RH APl Gateway 22 2 ARV 1R IP iR E,

XEETHEERD APl & B AEERIERABIEER A SSEHFHXE,

R4S May 12, 2026 21
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« AWS Secrets Manager ThEERERN HTTP IRk EHEMARERF KR (APM ) TEd, ERAR
TREXK  FREATHRRDME,

« B Ik CloudFormation #EAREZBE R AR ( 6170 : Lambda 1 EventBridge ) = £8NEH, X
XERSHENNEZEER , BHSH AWS ENN

« MXERSE , M TransformLambdaFunction ( Lambda B %k ) & B logger.info() &4 , BABSLE
A¥ME A HIE Amazon CloudWatch Logs Ho

« 7£ AWS EHR M K[ RS BEEMN P BEIRERNE N AWS Ik - F X g &1t CloudFormation
EAR

#% CloudFormation 14y :

AEE B P R Dynatrace 76l , ERULEMR A A FEM AT L@ API Gateway KIXBREREH
APM,

1. TEHITFF CloudFormation &R,

2. EERFKE APIGWUsagePlan, &&F N RateLimit, BurstlLimit #l Quota Limit BZEH
B, XEERIAIZRER 20, 50 #2000, HRIXLELUHEZEHER,

3. EERFEE AuthorizerLambdaFunction, It Lambda BRI E S B RIENHR REl. BN
A7 authorizationToken AR AIREN— NS IEE , ZIFLARNEH APM HEiEH, &AL
Bt RE  FEFERALANTLEEN APM ER,

4. FEEMFHE) TransformLambdaFunction, fFFELER raw_json["detail"]

["ProblemTitle"] B NIEEMBRBAMIEER ( BIREHE APM B JSON BRERF X
%) o XIF Dynatrace , FERFEREH,

M2 CloudFormation &4y :

1. EEFRKF M AWS XEH$TFF CloudFormation 2% & .
2. ORER OB, ERTRR (FFE ).
« EFEERNBEER, EERRH, EEXH , RE LEEEHRFHN CloudFormation 14k,
3. EEHKRFMAER -
s WAMKB (R : DynatraceIntegrationForIDR, )
« APMNameParameter ( 7~fjl : Dynatrace. )
- BET—F,
4. BLEMERIETN :
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AWS S48 B 18 R BRSSP 185 AWS S B e B iR S5 8L F2
« RPFTEEL , AR/FiEP X CloudFormation /B E LB A IAM BIRHIE.

5. BRAMAIE
- RIISHERSEBERE , ARERRX.

6. CloudFormation ¥ 2B XRENRIR , FGEN APM BHERZ AWS B4 N &K E R RS o
£ 1FE % CloudFormation ¥R CREATE_COMPLETE,

7. Bi&~HI{E Dynatrace WA RIS F HTE US-EAST-1 XigiH#1T , CloudFormation #1% & 82
TR &IR,
- B4AE W : DynatraceMySecretTokenName ( 4+ 31 248 APMSecureToken SIZBEHZ4AE )
+ API Gateway &IR:

« APl &#5 : Dynatrace-AWSIncidentDetectionResponse-APIGW

- BYEREB A : Dynatrace-Stage-Prod

- &M% : Dynatrace-APIGW-Authorizer

- AR : APIGW_Throttling_Plan

Lambda B :

- ATHENHES : Dynatrace-AWSIncidentDetectionResponse-Lambda-Authorizer

- FATFHBEHEE : Dynatrace-AWSIncidentDetectionResponse-Lambda-Transform

BE X EHEL%BF - Dynatrace-AWSIncidentDetectionResponse-EventBus

IAM B :

» TransformLambdaExecutionRole : IDR-TransformLambdaExecutionRole-us-east-1

» AuthorizerLambdaExecutionRole : IDR-AuthorizerLambdaExecutionRole-us-east-1
8. 18 %& Webhook URL FI k8 -
 ITFF API Gateway ###|& , REIEEYERN CloudFormation #tk — I 5 812 H APl & #.

s NEMSMEHREZMNER , £8 + SEFMEREH , AB%EE POST, iixiAH URL. & APM
R URL BLE N KIZEIREHH Webhook BY B #7,

« ¥TFF AWS Secrets Manager 2§ & Hi&#FR/EHR CloudFormation 3tk —Z8 2 A 2K 240 B 7o
( =%l : DynatraceMySecretTokenName, )

- B'EHERIFS  RELRBHE, SFFEEHA"N APMSecureToken, IEFKZEHAE. &
NEFMA D ELFRHAE,
5= A it
HEHARE |, BEM APM RSN A RRE RN ALK
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1. 8% Lambda #2244 Hi%£32 APMNameParameter-AWSIncidentDetectionResponse-
Lambda-Transform BE¥k, EFHETETF,

2. HERERP I HRARIVEA,

3. & &EF Amazon CloudWatch Logs , AR EBAERFRBELNN X EREARRBFEEME
Ro

5 AWS B4R % MmMNRS HEENEH 4% ARN

1. 3TFF Amazon EventBridge #1148, EFEHE %,

2. E4I4ER CloudFormation % — 30 RIEZW B E N EHELHN ARN |, R
5l : arn:aws:events:us-east-1:123456789123:event-bus/Dynatrace-
AWSIncidentDetectionResponse-EventBus,

« Ut ARN RINBIERFEES - BLANE=H APM B 525 Y “EventBridge EH E4
ARN"FER,

3. EEALEF , AWS EARN KM ARSHELBAENEHE 4L LIEEE R EventBridge SN |
DEEER APM B,

RN 2 : FHER

ERUTHERRES AWS B4R K a5 RS 95K .

1. 817 Amazon AP| Gateway BLiEZ KB APM B8 R .
2. X Lambda B , LMEFA HHRIESEH TR
3. MITTSIREZ— -

« (B ) BIEERN $YourApmName-AWSIncidentDetectionResponse-EventBus B
EventBridge BE L EH L4,

( B ) EHEIAN EventBridge B4 E 4% , MIEEBENEHEL,

4. E X Lambda BIERE AWS B K e R AR S5 PR IR RS N BV BRI B B BIE R LA
LB BRI ER R AWS BRI K E R RS W EH .

 API| Gateway #4J 18 Ak Lambda ¥ , ZEBCFEIRE API Gateway 1&2iE B R E & .
o ¥ Lambda MBS AE LHE 3 RENNEHELDBEAKIRGENES,
5. }EH APM B R [E APl Gateway 4 KK URL &iEEA,
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ME Amazon SNS EEERKH APM BREUER

WMREH APM X3#5[M Amazon SNS EBAEREIR , NE T LUIRBAERGEN APM BiRFEF
AWS B4 & 1 5 RS o

BRI LAEBB AT IR Y CloudFormation iR F R B EK. FIREEKZH , FHRIAEELNIKS
FElE T AWS REHMHXAE (SLR ) AWSServiceRoleForHealth_EventProcessor,

&I 1 ; £ CloudFormation

AJLA{E A CloudFormation kR E{LBIZERKEMIREHNTE , ZEMIRERMNE Amazon SNS &
BRE APM A EIRFEEE AWS S48 K o N RS Fr 4 E /Y o

(® Note
- it It CloudFormation AR EBE R EIR ( I : Lambda M EventBridge ) 7= 4 &/ 5%
Ao BRXEBRFNENNESER , 5SH AWS Ef.

« It CloudFormation iR A MEFEBE AWS 4N FE R RS EENHFIEIRHVEAN
AWS Ik = M X g,

o RXHEFRMENREIERT Grafana , B2 LEMR 7 A F 5 Amazon Simple Notification
Service E#&E KN ER APM,

- HFRELZEE , AWS ZWM TransformLambdaFunction F#Bk logger.info() i&
A, LABF LA ME A 1SR E Amazon CloudWatch Logs Fo

R It CloudFormation HEARHY 5o RZH -
- 28I Amazon Simple Notification Service £ 8Kk B APM M EREH, 7£ Amazon
Simple Notification Service 2% & A2 SNS £,

o ATUREFTERN APM KIEHERFH TransformLambdaFunction , BAMESF ["detail"]
["incident-detection-response-identifier"] iIRENFIENE,

TERRTERFAF

1. T7F Amazon SNS 2|5 , REEFETE . EHNEBKRE APM NERSEHMEIZEA SNS £
# ARN,

« 7l arn:aws:sns:eu-west-1:012345678912:<your-apm-name>-sns
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aws cloudwatch set-alarm-state --alarm-name "ExampleAlarm" --state-value ALARM --state-
reason "Testing AWS Incident Detection and Response" --region us-east-1
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cloudwatch:SetAlarmState R,

EFM T RUAFSHE R CloudWatch BIREVIRA |, i35 SetAlarmState,
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%, EMANBRTZ R , AEMANERE N BIRRSE , AWS B4 K IE 57 AR S5 151852
THEABNBERFAEESERR.

FEH
« RECRE-BEXELER , BINEN TERARE R AWS SR K8 R ARS K12,

BRE% FRZR May 12, 2026 30


https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_SetAlarmState.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/permissions-reference-cw.html

AWS S0 K 8 B AR S A P 16 AWS B0 R e 31 AR 55 B2 AR

R BRGHE RN EAPIRER , AWS SRR E R RS 2 EAEREXRS MASHLN K
W B2 AR S5 Y TAESA B RSE I .

SN R E R ARSS F H TEASZEARSNERRZIAE (RER
£)

(® Note

MREBTEER AWS E4ARNRBMNRSZFEFRTTREREATERS  EEANUTRS
Kt 1T TAERBRAMBEREA

ATURM T HEF THEAFMA AWS B4R RIS RSUREBEERNE I ZBRSHERNETEEEN

A&, TEABMARBSEEZEXETHERR,. ERHEAGEUARBHBNRKRAN-—RES. £

BBERMESH  BFENEN TEARIEE MR ESHRN R ENIRS T EEANXRER , HiE

Ei:ﬁ?ﬂﬂﬁu 6 B RIBR R P LE A BAK B SRERREE 1, EIEEXLRERNEN AWS TEAR
B EMEAEARENXBI R,

THIERBEARS :
« RIMR

- BXhR
THERBRES :

« RIMR

- BXhR

THERABMARE - — iz E &

— fig @] &
[F] &2 0e B2 7= 451
A B #R Amazon Inc.
HITHEABHNEN (EEAEE ) Amazon Retail Operations ( ARO )

BARS (REBR) W7 May 12, 2026 31


https://d3oc37omrta8ht.cloudfront.net/AWS-Incident-Detection-and-Response-Workload-Onboarding-Questionnaire.xlsx
https://d3oc37omrta8ht.cloudfront.net/JP_AWS-Incident-Detection-and-Response-Workload-Onboarding-Questionnaire.xlsx
https://d3oc37omrta8ht.cloudfront.net/AWS-Incident-Detection-and-Response-Alarm-Ingestion-Questionnaire.xlsx
https://d3oc37omrta8ht.cloudfront.net/JP_AWS-Incident-Detection-and-Response-Alarm-Ingestion-Questionnaire.xlsx

AWS S0 K 8 B AR S A P 16

AWS B0 R e 31 AR 55 B2 AR

[F] &t
L TR EERL A M8

L TEABEANEAMI/HEEER , UKk
EHRERTEE AWS XEHVEAHETE.

THEREMAES - 2R
edola} o
Eo

AWS FRIrEFIR , AT ENE T TR
BV R. AWS fFfE A X EEAR SRR IR T
BOWRR , MEESHREHERENCRHEX
o

(@ Note
HREXDKNME, MREBIREZ AR
L, M TEARERANE RRE X
MEFHEBNRE,

W TEASERN AWS RSB FIR , URIE1T
XEERRSTHY AWS K 7 A X3

(® Note
BURSEHRE—1T.

ETEARFERAN AWS RFHIIEK , SIRIETT
XEERRSTHY AWS K 7 # X3,

W& 2 7R 51

LTEMBRR-—IMEFESNRARRF , &ELAR/
AESEWREHY R, LTHERBEERMNLS
Y E B AKIF,

ZIFEAREFELNEFEEBRRZEENIEEN
BEEIER.

0a) 2 7 451
MARRFBM : Optimax

g £

Route 53 : N EBMRERHE ALB,
K : 123456789101

Xi% : US-EAST-1, US-EAST-2

ALB : HEARERHE —HBE IR ECS B

K : 123456789101

TERAEMA RS - ZR¥9[E &

W7 May 12, 2026 32



AWS B84 % e 51 AR SS A 48w

AWS B0 R e 31 AR 55 B2 AR

[R] &R

(® Note
BUURS B E—1T.

W TEABERN AWS REHFIR , URIETT
IXLERRSSHY AWS K P F X35,

(® Note
BUURS BEHE—1T.

W TEABERN AWS REHFIR , URIETT
XEERRSTRY AWS K 7 M X35,

(@ Note
BURS EHNE—1T.

W TEABERN AWS REHFIR , URIETT
XEERRSTRY AWS K 7 A X3

(@ Note
BURSEHRE—1T.

AR BA R A0 A B H L R A AT RE 2 X itk TAE SR
BOE ARSI YT L TR o

REAERATHITERRAALIE AWS 4
2 MRE , WARFTLEH ? ITHLETHEE
?

1A XA X SR A REE A F RN B3 R E
BIRERE T RN FERER

) 37 7= 451
Xig : AEA

ECS : W FEEAFINITEER R, 3L
BEANAFBERAQNBFARRITENR,

K : 123456789101

Xi% : US-EAST-1

RDS : Amazon Aurora 52817 H ECS L &8
BEGRIMN AR,

K : 123456789101

Xi% : US-EAST-1

S3 : FEMLEBRANE~,
K : 123456789101

X1 : ~EHA

S ORIEMARS  FELEAFERE S HRIER
BT e RS i %o

FRAEZH AWS N EEMREHBET RN A it
RERSHITIRA

REMH. RIRFETEREEDRAEBE
US-WEST-2,

TERAEMA RS - ZR¥9[E &

W7 May 12, 2026 33



AWS E44 0 & H N RS A s AWS =45 & W N RS S MR F
ZiRE\EEHAS - BIAR

RERERRSY , EEENENIEAREEES S AWS BHARNRIENRSHXBER , URE
FLEEHEEIRNEX LBRARMITRINEKRA,

ERBIFAIBD AU TILANERS -

- RRALZY : B, BETERAMAN , ZE@EE AWS SHRNRENRSFIOIEHN XiF R4+
WEERRA , UREHEENSHIBERWNNARER. IRREMHDEXWEIED , AWS SHRN
R NS FHESHHRRCUESHAELW, ETR , EELRERRAURELERRBEZTEHRRA
RSB RN N A ER. &5 , SIHES4HRNEY XERMZERERSHRSEMVEMERR
Ao

o BIRIERE : P —HER , XEBREAMAKMITERR AWS B4R R MRS, FIEFRBERAEE
AR, HSHE AWS SHRNR NS ELNXBERTAE . BXEZER , B BREL.

« Amazon CloudWatch 23k ( f1R#&%%E Amazon CloudWatch 23R , HFLEH B2 )
- B=H APM Bk (WMREBEEE=75 APM BIR , BHLI Bz )
« EventBridge EH B4 ARN : XR2EEM S EventBridge EIEZEERK APM EEERBMNRE
EventBridge [E & MK APM BEEERPOIZEN B ENLEHEL% ARN 9 ARN,
o BIRFRAAT . HE APM BIRIKE, XEME K.

BERBEAS - 1T FAER

E 1T F A&
] &R W 7 7 451

AWS BE X1 BZOISTEABBRRABRR. & NARFHN
X TERBMABERN , EREERRA?

app@example.com
EELNEERNUNARER , AWS BESHAK
R BRIBAIX L AES., +612 3456 7890

(® Note

MBEREHREENSWUNARR , N
AWS 2ESEHREHRELRERR |, HiB
&£ Chime #F & MA,

BRBEES - Bk kR4 May 12, 2026 34



AWS B0 R e 81 BR 55 A P 46 =

AWS B0 R e 31 AR 55 B2 AR

[R] &R

NRECREHRABRTIERRRA , BRE
1R R BE IR R 4 L 3R Bk R A FBS R R

EEANSHHE , AWS 2EHBETY XFR=ME
BEHAT. 2ERETFEOHMRRAARBXLE
EHAR?

B IR

W& 2 7R 51

1.10 o8jE , MRFTERRAREOE | BB
R

John Smith - NARRFEE
john.smith@example.com
+61 2 3456 7890

2.10 o5hjg , R John Smith ;& BEEE |, FH
R

Jane Smith - 24K 8
jane.smith@example.com
+61 2 3456 7890

john.smith@example.com , jane.smith@ex
ample.com

RUNTEEUHE —ABR , XLEBRGHAR AWS BHRNRIENRSAREN THEARVES
o AWS EHRNRMARSH IRMEFELNERE , FRUEFANMAS R,

AWS B B 8 R AR 55 < BB HRATAE

« AWS B4R KR IENRFERNREZERH ITEAREZIERLSZEE ( RARK/BEFAKRE
% ) BREZE AR MBS TRENT SN BERRS,

« AWS BN K W8 R RS B IE A TEBR R R B R 2 Bl 58 THEABN B4 ERA R
Ro AWSEHZERQENRERREFELNBHFERARMDME, MERLSE-—MNEREEL

£ =B

« AWS BN K IWAARS BRRESTRENELNRENSENE , LMESSERMRN , Ba
TARE, MRBERNTEHR N EERSZH , 2FEEBHRMIERESRE 4 A R 89 0E R

KiEo

BiRAERF

W7 May 12, 2026 35



AWS S0 K 8 B AR S A P 16

AWS A5 % W8 R AR 55 4 b i 0 SR

AWS B0 R e 31 AR 55 B2 AR

RESREEMHN , TRBEEARJITEXERE, SHEEARSEENRREFZLE (TAM)
MERBRER , ABRERDEBERLT , MRNEEFERTFAURE  BEFLERERESHERE
FIRAER R |, M aFEMEE,

/A Important
FERHEERR AU AT IRAEE A 5 & BB th b | IXAFERRE AT SR S W A B9 35 D0 A0 1 BR T 72
FEIMETFM

MRIEFHE AWS BN KRN RS AR ER EIBRE B F M EL BN R REMTE
( SRE ) FIRAIT®BIE , FiRAUMMNNWEKREIE,

CallCount < 100000 ,
TR KR BB AL 9 R
x

BEREREE , BH
BABRRERD A
REIR B Ll M 4R IE B
FHERBR , HER
Y DNS LI FER
B, SBAFEER
A THEE

HAERE ?
ERR (ME
RE, Bz ) - &
HATH R AL B4
AHBIE , B IR
e

RAR : WWEAH
TR

iR IERE
IREF/ARN/RE 38 &5 ERBE
THEREHRE/ ZERRTEATE  IERELEHAE  REsTHs
B EAERE RIRAS 10 R LEE Z SRE@examp
CW Alarm ARN/ ERNAREASEE  BEERRNHRXE. le.com , BiRiEA
5 ki 5 AEay  EABIETER. itk T mES B 51 TR FA
o

RNEAIH ELB F
Amazon Route 53 AR
S0l AWS X X
B,

MRFEVEREUE
e : & EC2 AR
iR =R, FEd
B8, - HR 44 38 R 42 T A
EFRH, JE R
BE. (WRTFRE
MEVREER |, B8

b
= =4

BiRAERF

W7 May 12, 2026 36



AWS B0 R e 81 BR 55 A P 46 =

AWS B0 R e 31 AR 55 B2 AR

EFRE #V/ARN/RE
TAEREBERER/
CW Alarm ARN/

528N 5 MIER
(9 p90 ZER > 100 =
¥ R BELE
RERK

THEREERA A/
CW Alarm ARN/

594K 5 MNESKN
Al < 95% , Rk
KBBLLE N EREK,

458

HIERR R IERNER
5ERX HTTP &Ry
p90 %R,

BB R RIER (7
EMEEFARNE
B ) o

BIsFRR R THERAR
SR HTTP i&RH
A, SR
HTTP 200 $h&RRAE

LR R R TR
By AT A

=

ZERELAHANE
BRRES 0 R

HAERE ?
ERR (WP
HE, Bz &
HATH R AL B4
AHHE , B IR
e

RAR : hEAH
TR

ZERE LAHEA"
RRES 0 R

I/

FHEREA ?
“BHR (MR
NER, WEZ=) &
AT ER A B E
AL ERE) | LEEE RIS
B,

RAR  WLEASE
TR

ERAVERIE

R FHR 4

2 SRE@examp
le.com ,BRRUN
o] 52 14 TAZEARA

NEATEY ECW
RDS BRS5 612 AWS
x5 =,

MRFEVEREUE
e : EEC2 AR
iR =R, B
B, - R 44 38 RN 4 T A
EFRH, WERIF
BE. (WRTFEE
MEVREVER , B8

b}
= =4

R B FHR 4

2 SRE@examp
le.com ,BRRUN
o] 5214 TRZEARA

RNEAIH ELB #
Amazon Route 53 AR
S0l AWS X X
B,

MR FEE ] EIREE
. K&EEC2 AN
FRiEzR , HiES
B, - R 4388 &1 44 ] BA
EERA, BRI
BE&. (MBEFFEE
VENREER , B8

b
= =S

BiRAERF

W7 May 12, 2026 37



AWS B0 R e 81 BR 55 A P 46 =

AWS B0 R e 31 AR 55 B2 AR

EFRE ¥VARN/FE

New Relic ZR =¥l
Ui 2 v B8 BN 3t/
CW Alarm ARN/

3 RS RI A 1
2 HIER KRR R
3% , FHER KRB FELL
RERR

THEARINAN : I
FimniR THERRE
AWS X1 : US-EAS
T-1, AWS K/ ID :
012345678910

458

teEPR A TEER
B ALUER TER
BNE—R. Rz
MHXY , MERRF
HEFEEME  TEL
BlIFERE,

HERRTALETE
AHWFRZ MR

o

=

ZERELAHAE
BRRES 0 R

FHERE ?
“BEHR (R
nEB, NE=) &
RITHEN A B
A ERE) | SEEEIR IS
B,

BRAR : WRAIR
M TR

ERAVERIE

RILEBFHR¢

% SRE@examp
le.com , BRRIEK
o] 58 14 TR2EARA

REATH Amazon
Elastic Container
Service 1 Amazon
DynamoDB Bk %5612
AWS X £,

MRFEVEREUE
e : ®EEC2 AR
FEEZE , FEY
B, - R 44388 R 4 1 BA
EFRH, JE R
A&, (MRTEE
MEVREVER | B8

]
= =4

BiRAERF

W7 May 12, 2026 38



AWS S0 K 8 B AR S A P 16 AWS B0 R e 31 AR 55 B2 AR

BB B e B AR ST A Y TR S 8k

BRNEAEEN - M REDS BRIV ELANRENRES , RKMA, MNiAMLEH EZNTERR. X
—WONATXEEASR | SFEOELENETF MG T RIKES S AN BN | EMAF
X TAERSERTEEANRAMNBIE  FRESGLEFTEAREE  URBEFEEL BRI ER
HF,

F&

o BB 1T 3 A0 E B 1 RS B 55 440 T % e R AR 55 P Y B4
o IR E 0 A S K e B AR S5 Y TAE SRR

« BERERE A B B 0 R AR S5 Y T HE S Bk

o DI IR AR A I K a1 AR S5

o MEEHHRO I R Mo B AR S5 R B BR T 1E A 3k

0 2252 17 3 7 0 W) B2 1+ K SR B2 X S5 448 T K ) 2 AR 5 R Y B4

BN R E R ARS RSN AWS E4RNIRIENRSEFGSITREZALEFREBHERREE
EITFMAMEAITR , UEEEN TEAREXNEWNEG. STFMCRTEHLBENNEH4ME
BHSER, WNITRISZEDRFARTEN —NITENRE. SHEEANSRESE TEARBEARERMH
WEESIEXEENR, WAITR2ATFAAEHM AWS Systems Manager ( SSM ) X#4#&EtR, BT
fEEx SSM MRMEZER , i3 59 AWS Systems Manager X 14, BETHEXESHEEENESE
B, ES1 4 2 AWS Systems Manager Incident Manager ?

FEHE

« SERETERRE AWS BN K IERARS I E Lo
 SERL AWS SN R MR ARSS H B, B 1T F AR R E Lo

B LR 8 AWS B4R N K i R AR 52 1T F MR AU : aws-idr-runbook-example.zipo

ROVETEM -

Runbook template for AWS Incident Detection and Response
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This document is intended for [CustomerName] [WorkloadName].
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[Insert short description of what the workload is intended for].

## Step: Priority

**Priority actions**

1. When a case is created with Incident Detection and Response, lock the case to
yourself, verify the Customer Stakeholders in the Case from *Engagement Plans -
Initial Engagement*.

2. Send the first correspondence on the support case to the customer as below. If
there is no support case or if it is not possible to use the support case then backup
communication details are listed in the steps that follow.

Hello,

This is <<Engineer's name>> from AWS Incident Detection and Response. An alarm has
triggered for your workload <<application name>>. I am currently investigating and
will update you in a few minutes after I have finished initial investigation.

Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>

**Compliance and regulatory requirements for the workload**
<<e.g. The workload deals with patient health records which must be kept secured and
confidential. Information not to be shared with any third parties.>>

**Actions required from Incident Detection and Response in complying**
<<e.g Incident Management Engineers must not shared data with third parties.>>

## Step: Information
**Review of common information**

* This section provides a space for defining common information which may be needed
through the life of the incident.

* The target user of this information is the Incident Management Engineer and
Operations Engineer.

* The following steps may reference this information to complete an action (for
example, execute the "Initial Engagement" plan).

**Engagement plans**

Describe the engagement plans applicable to this runbook. This section contains
only contact details. Engagement plans will be referenced in the step by step
**Communication Plans**.
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* **Tnitial engagement**

AWS Incident Detection and Response Team will add customer stakeholder addresses below
to the Support Case. AWS Stakeholders are for additional stakeholders that may need to
be made aware of any issues.

When updating customer stakeholders details in this plan also update the Backup Mailto
links.

* ***Customer Stakeholders***: customeremaill; customeremail2; etc

* *x**AWS Stakeholders***: aws-idr-oncall@amazon.com; tam-team-email; etc.

* ***0Qne Time Only Contacts***: [These are email contacts that are included on only
the first communication. Remove these contacts after the first communication has gone
out. These could be customer paging email addresses such as pager-duty that must not
be paged for every correspondence]

* ***Backup Mailto Impact Template***: <*Insert Impact Template Mailto Link here*>

* Use the backup Mailto when communication over cases is not possible.
* ***Backup Mailto No Impact Template***: <*Insert No Impact Mailto Link here*>
* Use the backup Mailto when communication over cases is not possible.

* **Engagement Escalation**

AWS Incident Detection and Response will reach out to the following contacts when the
contacts from the **Initial engagement** plan do not respond to incidents.
For each Escalation Contact indicate if they must be added to the support case, phoned
or both.
* ***Fjrst Escalation Contact***: [escalationEmailAddress#1] / [PhoneNumber] - Wait
XX Minutes before escalating to this contact.
* [add Contact to Case / phone] this contact.
* ***Second Escalation Contact***: [escalationEmailAddress#2] / [PhoneNumber] - Wait
XX Minutes before escalating to this contact.
* [add Contact to Case / phone] this contact.
* Etc;

**Communication plans**

Describe how Incident Management Engineer communicates with designated stakeholders
outside the incident call and communication channels.

* **Tmpact Communication plan**
This plan is initiated when Incident Detection and Response have determined from step
**Triage** that an alert indicates potential impact to a customer.
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Incident Detection and Response will request the customer to join the predetermined
bridge (Chime Bridge/Customer Provided Bridge / Customer Static Bridge) as indicated
in **Engagement plans - Incident call setup**.

All backup email templates for use when cases can't be used are in **Engagement plans -
Initial engagement**.

* 1 - Before sending the impact notification, verify then remove and/or add customer
contacts from the Support Case CC based on the contacts listed in the **Initial
engagement** Engagement plan.

* 2 - Send the engagement notification to the customer based the following Template:

(choose one and remove the rest)
***Tmpact Template - Chime Bridge***

The following alarm has engaged AWS Incident Detection and Response to an Incident
bridge:
Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>
Please join the Chime Bridge below so we can start the steps outlined in your
Runbook:
<insert Chime Meeting ID>
<insert Link to Chime Bridge>
International dial-in numbers: https://chime.aws/dialinnumbers/

***Tmpact Template - Customer Provided Bridge***

The following alarm has engaged AWS Incident Detection and Response:
Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023 3:30 PM UTC>
Please respond with your internal bridge details so we can join and start the steps
outlined in your Runbook.

***Tmpact Template - Customer Static Bridge***

The following alarm has engaged AWS Incident Detection and Response to an Incident
bridge:

Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>

Please join the Bridge below so we can start the steps outlined in your Runbook:
Conference Number: <insert conference number>
Conference URL : <insert bridgeURL>
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* 3 - Set the Case to Pending Customer Action

* 4 - Follow **Engagement Escalation** plan as mentioned above.

* 5 - If the customer does not respond within 30 minutes, disengage and continue to
monitor until the alarm recovers.

* **No Impact Communication plan**
This plan is initiated when an alarm recovers before Incident Detection and Response
have completed initial **Triage**.

* 1 - Before sending the no impact notification, verify then remove and/or add
customer contacts from the Support Case CC based on the contacts listed in the
**Engagement plans - Initial engagement** Engagement plan.

* 2 - Send a no engagement notification to the customer based on the below template:

***No Impact Template***

AWS Incident Detection and Response received an alarm that has recovered for your
workload.
Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>
Alarm End Time - <Example: 1 January 2023, 3:35 PM UTC>
This may indicate a brief customer impact that is currently not ongoing.
If there is an ongoing impact to your workload, please let us know and we will engage
to assist.

* 3 - Put the case in to Pending Customer Action.
* 4 - If the customer does not respond within 30 minutes Resolve the case.

* **pdates**

If AWS Incident Detection and Response is expected to provide regular updates to
customer stakeholders, list those stakeholders here. Updates must be sent via the same
support case.

Remove this section if not needed.

* Update Cadence: Every XX minutes
* External Update Stakeholders: customeremailaddressl; customeremailaddress2; etc
* Internal Update Stakeholders: awsemailaddressl; awsemailaddress2; etc

**Application architecture overview**

This section provides an overview of the application/workload architecture for Incident
Management Engineer and Operations Engineer awareness.
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* **AWS Accounts and Regions with key services** - list of AWS accounts with regions
supporting this application. Assists Engineers in assessing underlying infrastructure
supporting the application.

* 123456789012
* US-EAST-1 - brief desc as appropriate
* EC2 - brief desc as appropriate
* DynamoDB - brief desc as appropriate
* etc.
* US-WEST-1 - brief desc as appropriate
* etc.
* another-account-etc.

* **Resource identification** - describe how engineers determine resource association
with application
* Resource groups: etc.
* Tag key/value: AppId=123456

* **CloudWatch Dashboards** - list dashboards relevant to key metrics and services
* 123456789012
* us-east-1
* some-dashboard-name
* etc.
* some-other-dashboard-name-in-current-acct

## Step: Triage

**Evaluate incident and impact**

This section provides instructions for triaging of the incident to determine correct
impact, description, and overall correct runbook being executed.

* **Evaluation of initial incident information**
* 1 - Review Incident Alarm, noting time of first detected impact as well as the
alarm start time.
* 2 - Identify which service(s) in the customer application is seeing impact.
* 3 - Review AWS Service Health for services listed under **AWS Accounts and Regions
with key services**.
* 4 - Review any customer provided dashboards listed under **CloudWatch Dashboards**

* **Tmpact**
Impact is determined when either the customer's metrics do not recover, appear to be
trending worse or if there is indication of AWS Service Impact.

* 1 - Start **Communication plans - Impact Communication plan**

* 2 - Start **Engagement plans - Engagement Escalation** if no response is received
from the **Initial Engagement** contacts.
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* 3 - Start **Communication plans - Updates** if specified in **Communication plans**

* **No Impact**

No Impact is determined when the customer's alarm recovers before Triage is complete
and there are no indications of AWS service impact or sustained impact on the
customer's CloudWatch Dashboards.

* 1 - Start **Communication plans - No Impact Communication plan**

## Step: Investigate
**Tnvestigation**

This section describes performing investigation of known and unknown symptoms.

**Known issue**
* *List all known issues with the application and their standard actions here*

**Unknown issues**
* Investigate with the customer and AWS Premium Support.
* Escalate internally as required.

## Step: Mitigation

**Collaborate**

* Communicate any changes or important information from the **Investigate** step to the
members of the incident call.

**Implement mitigation**
* **%| jst customer failover plans / Disaster Recovery plans / etc here for implementing
mitigation.

## Step: Recovery

**Monitor customer impact**

* Review metrics to confirm recovery.

* Ensure recovery is across all Availability Zones / Regions / Services

* Get confirmation from the customer that impact is over and the application has
recovered.

**Tdentify action items**

* Record key decisions and actions taken, including temporary mitigation that might
have been implemented.

* Ensure outstanding action items have assigned owners.

* Close out any Communication plans that were opened during the incident with a final
confirmation of recovery notification.
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Post ** Incident ** Report ** Template

Post Incident Report - 0000000123

Customer: Example Customer

AWS ## case ID(s): 0000000000

Customer internal case ID (if provided): 1234567890

Incident start: 2023-02-04T03:25:00 UTC

Incident resolved: 2023-02-04T0Q4:27:00 UTC

Total Incident time: 1:02:00 s

Source Alarm ARN: arn:aws:cloudwatch:us-east-1:000000000000:alarm:alarm-prod-workload-
impaired-useastl1l-P95

Problem Statement:

Outlines impact to end users and operational infrastructure impact.

Starting at 2023-02-04T03:25:00 UTC, the customer experienced a large scale outage
of their workload that lasted one hour and two minutes and spanning across all
Availability Zones where the application is deployed. During impact, end users were
unable to connect to the workload's Application Load Balancers (ALBs) which service
inbound communications to the application.

Incident Summary:

Summary of the incident in chronological order and steps taken by AWS Incident Managers
to direct the incident to a path to mitigation.

At 2023-02-04T03:25:00 UTC, the workload impairments alarm triggered a critical
incident for the workload. AWS Incident Detection and Response Managers responded to
the alarm, checking AWS service health and steps outlined in the workload’s runbook.

At 2023-02-04T03:28:00 UTC, ** per the runbook, the alarm had not recovered and the
Incident Management team sent the engagement email to the customer’s Site Reliability
Team (SRE) team, created a troubleshooting bridge, and an ## support case on behalf of
the customer.

At 2023-02-04T03:32:00 UTC, ** the customer’s SRE team, and ## Engineering joined the
bridge. The Incident Manager confirmed there was no on-going AWS impact to services
the workload depends on. The investigation shifted to the specific resources in the
customer account.

At 2023-02-04T03:45:00 UTC, the Cloud Support Engineer discovered a sudden increase
in traffic volume was causing a drop in connections. The customer confirmed this
ALB was newly provisioned to handle an increase in workload traffic for an on-going
promotional event.

At 2023-02-04T03:56:00 UTC, the customer instituted back off and retry logic. The
Incident Manager worked with the Cloud Support Engineer to raise an escalation a
higher support level to quickly scale the ALB per the runbook.
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At 2023-02-04T04:05:00 UTC, ALB support team initiates scaling activities. The
back-off/retry logic yields mild recovery but timeouts are still being seen for some
clients.

By 2023-02-04T0Q4:15:00 UTC, scaling activities complete and metrics/alarms return to
pre-incident levels. Connection timeouts subside.

At 2023-02-04T0Q4:27:00 UTC, per the runbook the call was spun down, after 1@ minutes
of recovery monitoring. Full mitigation is agreed upon between AWS and the customer.

Mitigation:

Describes what was done to mitigate the issue. NOTE: this is not a Root Cause Analysis
(RCA).
Back-off and retries yielded mild recovery. Full mitigation happened after escalation
to ALB support team (per runbook) to scale the newly provisioned ALB.

Follow up action items (if any):

Action items to be reviewed with your Technical Account Manager (TAM), if required.
Review alarm thresholds to engage AWS Incident Detection and Response closer to the
time of impact.

Work with AWS ## and TAM team to ensure newly created ALBs are pre-scaled to
accommodate expected spikes in workload traffic.

N
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