adws

AWS Z 48 U F0 08 B2 B B2 R A2

AWS E48 N F 0 R B F s

RRA May 15, 2025

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS S0 U R0 51 P $E RS AWS ZE 40 0 Fa B7 O BE-S MR

AWS S+ A= B A P iEE: AWS B44 0 MmN B2 EF

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FRE & WREME T Amazon. 5 Amazon BXEEH Amazon #B) , thaJgE R 2 Mt




AWS S0 U R0 51 P $E RS AWS ZE 40 0 Fa B7 O BE-S MR

Table of Contents

AR AWS BHRTUTNMIRL 2 ..ottt et e et e e et e e e e e e e e e e e e e e e e seeee e eee e 1
BB P B T e ettt ettt 1
B e ettt ettt en e 2
BB BB A A ettt 3
R B B D T ettt ettt et ettt ettt et e e ee e 4

T BB B P ettt ettt e n e 7
=71 OO 7
B R ettt ettt et 7
B A e et ettt ettt et 8

B B A T ettt ettt ettt 8
BEIRBEEN ..ottt b et bea ettt ettt et e 8
A B B ettt ettt e et en e 9
TR B A B B R - R B L oottt 9
TAESEEABRBIE-ZERIIAN L ..ottt ettt 9
THEREABIEER- AWS BRE BRI ..o, 11
R R BT A oot 12
B R B Bl ..ottt ettt 13
TAE B BRI oottt ettt 16
T B L BB oo e ettt ettt 17
B B B R ...ttt ettt 19
BIZE CloUAWALCN BEHR .o et 20
5/ CloudFormation R4 CloudWatch BEFR ...ocvvovveeeiiiiecececeeeeee e 23
CloudWatch BIRBVTRBIFIB ...t 25
BB AR .ottt et e ettt et n e 27
BRI IEIAUBR ..ottt ettt n et 28
BB CIOUAWALCK ...ttt et 28
BT ERMAIREN APMS B3R EVENBIIAGE ..ot 29
Bl EERR B Datadog Hl Splunk BIIBED ..o 30
M APMs ZEERHIER T EventBridge HEUEIR ....ooovoveiee e 39

B T A B B oottt ettt 40
B T AT T TR L IT TR ettt 40
TR B A Y B R oot 47

ClOUAWELCR BEHR ..ottt eee e e e ettt e e sae e e sreeean e 47
BB o T AP R e e 48

WRZ May 15, 2025 iii



AWS S0 U R0 51 P $E RS AWS ZE 40 0 Fa B7 O BE-S MR

TR T H ettt 48

BB R B B T B B .ottt 48
D AR ..ottt et e ettt n e 49
A R R B AR .ottt 49

A TR A B R A B B AR oo 54

R R R B A B R .o e 55

A - BRRIEN R B B B B B R e 56

BB R A B B oottt e, 57
T R AT B ettt ettt ettt e et e e e, 59
SR R A B oottt ettt e e e 59
B B T ettt ettt ettt 60
AR TR B BA IR LT RIABR ..ottt 62

B G EE E B EB B T .ottt ettt 62

T SR EE ML ..ottt ettt e ettt et n e 63
BT AETE AWS Support Center CONSOIE ........c.ooueee e 63

BT AW S I3 AP T B R oo e 64
BELATAXEE AWS Support APP iN SIACK ...t 64

15 BTS00 RN a7 3735 32451 AWS Support AP in SIACK ..., 66

TE Slack B R B R B A oo 66

£ Slack RBIEBEATIRITER .ottt 67

R T et — et e e e e e e e e e erar—— e 68
B M A R B et 69
T Bl B T o ettt e e e e e e aas 69

R Y B R B EE o ettt e, 70
R TT TR T ettt ettt ettt ettt e e 71
.......................................................................................................................................................... Ixxv

fR4s May 15, 2025 iv



AWS S0 U R0 51 P $E RS AWS ZE 40 0 Fa B7 O BE-S MR

42 AWS S48 A& 57 2

AWS =44 N A R R F A 548 E AWS nterprise Support EF R TEFNEHS S | LIBREK
R TR MBI EABMNPHHPRENEE, SHERNMMNEBTES AWS 261 , X
HXIEME LR ITEAREESNZTFMRFm R,

SEHRNAMEP IR AT EEI6E

- BETNEY . AWS TREMRIES  BHEEIEASNNABRFNEMENE ZBE X FMXEKE
AR , NTIR BRI H M,

o 5 DHIMRBETE  BEHEEIRET (IMEs) 2 KIREBRENBAIERE , URNEESEH. EBIR
ALRFE 5 28R A IMEs i Ma R |, & XY R @) 35 44 00 Rz 3 HH A9l S5 < S8 B Support 2R 45 i H i
R o

o ERMBAFRFAID : IMEs FARNEHIEABRFANFTEXTBEETFMRE 5 2 HAMEmEA ,
RFTELIR Support Rl , HEBITEARFHENH. IMEs NEHRERLEMEN , LREEE
) AWS TRRGEAM , ERSHEINER,

- SHEH4EE  ATRNTHRENXBIEMR (FOKF. REMEH ) WESR , RN ATUR
M AWS RESEHHEEN ITEARTESINED , HEHBEHANE, AWS WIEEXR , IMEs BHE
AWS REEZHR S&EA | FRMAEINEFTES. EASHRNM G T EERSESHHREML
KEZRENRE , BE4RNFMBIFEKRIRMT Support I5S , UBBIEKEEF TR,

« BARAMBTTEENE - BARRFBE , HEFEER IMEs N ERERHERTE, MA , AWS ERELS
€ , = AZ3H0)I| R SUH B4 ST RIFIRIEF M, BETUAFIA AWS Resilience Hub 3 TR
AT ELRY 5 M BR R

F&

o SERAS I A R A {5 SR K

o /A0 T A B AT ZR Y

o BRI AR A B IR
o SEARA I A R R Y X35 AT AR A

S5 44H0 0 A Wie R7 58 PR SR R

LR SIRBLR T A AWS EA4RNMBNKN TEEZRMBRE, EEARSZH , BHELTHRXER
B, ANTEETXHIUTHER, ABRRENSKEITRBRESHE,

RSN MRAS May 15, 2025 1



AWS S0 U R0 51 P $E RS AWS ZE 40 0 Fa B7 O BE-S MR

« AWS B4 A0 R SE B T E K M-S EX M ER Enterprise Support K,
o AWS BN MR FERTFESEXREESH Support 1K,
o EEARNAmERSHRA , BATIRLLES E AWS nterprise Supporte BXER , HSHE

nterprise Suppor to & 1E Enterprise Support 25 B[R RN AWS 4448 0 1 0 57 BR 55 7 i BR o

« AWS BN L FTE THEASRBLIET THEARBHARE.
o iTB0 AWS 44 0 B2 0K 7 B9 SRR HIBR 9 L+ (90) Ko PREBUH B E A IETE R BUE £ B

HE =+ (30) REEXR,

- AWS 8 (AWS B FH) HATRLLEEZENES.

® Note
BXREBHRNFE RN IT SRR |, ESHEREAWS TKEEE,

S5 A0 T 1 ) 82 2R 44

AWS EHKAMBA AT SEENABIREER , MTEFMR. ZRUBFEUTRS

I % EventBridge : I8 &% EventBridge &M TERAES AWS 448 710 57 2 8] B ME — SE 5
Ro B = EventBridge FAHEENTEXANEI L S CloudWatch\EHEET & ( Hlini
Db ) PIREA AWS, ERF “SHRN TR EMEE EventBridge MM , BEELEKRSHE
XAEG, ETHEXRXERFSNESEE , BRI LRI S # EventBridge#L 5# EventBridge
AN, HARLS# CloudWatch , AR FERARSHEXH B AWS Health A&,

AWS Health : AWS Health X B0 R RFBIAKR AWS RS Mk o AN FET LS, B4
K FUER AWS Health AWS RS B TIREEN THEARMEANSEH , AERIIKRBEHN THER
FNBRABEHNE, BETHRESELE AWS Health , ST L2 AWS Health,

AWS Systems Manager: Systems Manager 2t 7T — NG —WAFRE , ATE AWS BRHN B3
{LFESEE, AWS B4R A ERE AWS Systems Manager X4 HIEE T B X BN TEAFR
B, BRIEAREEE, BRFEREMENNEHERREFMR (BXFHAEBE , BSHAWS
Systems Manager 3(4% ) » BT ##E %58 AWS Systems Manager , i5Z 1 42 AWS Systems
Manager.

GHERREFM  SHEBEREFMENLT AWS B4R NNBMNESHEEHARITHIRE, &
WEMIZTFMaE M AWS B4 MG N BRRIE, MABRRMBIMNARELZHLEFER,

bl

| MRAS May 15, 2025 2


https://aws.amazon.com/premiumsupport/plans/enterprise/
https://aws.amazon.com/privacy/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-get-answers.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/health/latest/ug/using-service-linked-roles.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html

AWS 440U F08 818 7~ $5 AWS BHRN AR B SRR
S T A0 WR B2 P Y B B BRI

AWS BRI RACI ( ATME, AR, BWMAE ) RER T SEHHR M E BI48 5% HY & FhiE
FNABNTE. KREPTELESN AWS BHRNANENEAKSSHIERE, ZEEZFERE
B, KHrEE. SHEENSEEFESESHER.

SE B Customer E#RM
F0E R
HEWwE
BERMIEREEN E&H A=E
3 Wik AFE
=5 ARE ARE
WEZERER CloudWatch Bk ARE ARE
TE LA B2 1K) ARE ARE
EHEARRS Wik g nE=E
EEERBREE
N TEARBITHEORITHEE (WAR) E&H nE=E
WO UF S 4R [, E&H nEE
BIFERER E&H nz=E
WETEAREEEARRE AWS RS Wik = nz=E
K P B &
EEFKSFOE IAM BE Wik g
FHEENARLEKIEE EventBridge NI HIE ARE
Mz CloudWatch B4k ARE ARE

AEMFE M7 May 15, 2025 3



AWS 40 AN WE 1A P 3RS AWS ZE 40 0 Fa B7 O BE-S MR

)z Customer SN
00 2
RiFE P ERRE 5 B4R R\ RAEX His nERE
EHMER nRE E&H
EFE 1T F E&H nRE
EHEE
3038 B A WE R4S B 49 44 Hts ARME
RAEMB A Hits nE=E
RUEEMHMERE RMREEREY nEE E&H
EETE
BERERFE nERE HtE
RUEERTFE HtE AERME

S0 T AN 0 R Y X 45 AT A A

AWS E4R MM ER B e iR R EN BERE , EATREEUATE—MILH Enterprise Support Ik
F AWS XiF :

=L AWS [X i3

us-east-1 KERE (FHEFEIL )
us-east-2 EEFRE (AEXBEM )
us-west-1 EXEAELR ( AEEILILER )
us-west-2 XEEI (HERM )
ca-central-1 MEX (FE)

X33 7] A WA May 15, 2025 4



AWS 40 AN WE 1A P 3RS

AWS ZE 40 0 Fa B7 O BE-S MR

B
ca-west-1
sa-east-1
eu-central-1
eu-west-1
eu-west-2
eu-west-3
eu-north-1
eu-central-2
eu-south-1
eu-south-2
ap-south-1
ap-northeast-1
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-east-1
ap-northeast-3
ap-south-2
ap-southeast-3

ap-southeast-4

AWS X3
MEXEI (FRIME )
mEM (ERT )
UM X (E=54E )
RNt X ( ZR= )
BRIt X (23 )
BRI 3 X ( B2R )
Rt X ( ST EE SR )
RN ( 7RER )

RRM X (K= )
RUM X ( FEEEST )
AKX (EX)
WAMK (R )
TWAMX (HR )

0 A3 X (# A3 )
TA#X (EE )
TAMK (EE )
WA X ( KBR )
WA# X (BEAE )
TWAMX ( HeDE )
WA#X (BRE)

X35 7] A i

M7 May 15, 2025 5



AWS S0 U R0 51 P $E RS AWS ZE 40 0 Fa B7 O BE-S MR

B AWS [XiF
ap-southeast-5 AKX (BREL )
af-south-1 IEM (FFER)
il-central-1 &5l (fFhdgEx )
me-central-1 IR (PIERES )
me-south-1 FR (BH)

XA

RS May 15, 2025 6



AWS S0 U R0 51 P $E RS AWS ZE 40 0 Fa B7 O BE-S MR

TT 465 > B4 T F 1R 52

THEABRFERR AWS BHRNMIEMHZ L. AWS SEETEE  ELMEEXNZH LS EXE
ENRETERR. AWS BB REBER  REFEAKRRNESFT -~ LWENENEA, EHES
MR TESHRNMEN P#HITEHERNRESHMNEXREE,

TS

BRI LAER AWS EHRN MG SOE RS E THEABBITHEENXBE4EE. TEARRTRMLT
MES  SlIPREITEUEHLSNE, TEABRAERMBERITINIFHF/XREE (CRM) &
SWABERFENNRB, BUUELEN AWS KFPHZ D AWS K REE TERR.

Blan | BAIEEENKFARE T N BENARER (HlW, TEFWAISRNARER ). & , &
AN — NN ARRF (HlEFH Storefront Webapp ) 2N BEREKF MRS, THEAZRTES
BEMNABRFRIIEARRAZRR (FINBIEE ) , BT

EFBRERATEREANT , BEATEABRANTEREAARS,

%

EREEHRNMENANRXESD , RATCITNRILETHRNARFENERE AWS EftiRHER M,
AWS EREEEGCELSNENRTERRE  XEERNBEREEREELREENIEMARZETEY
Mt ftx, BRNIUBREEEENHRAARER AN TUSE4EERANNSEUPRIES
RAEMRE, SFEREEANNELHESEFFARAI TRAEZTELETIERN T HABRRS, —&X
BAANWERSTIFER TULESEMMNEIR. Amazon CloudWatch Canaries B ML BKBIXRNREE
R

B REAERRER , BSHEBERBRANERBZIAERE

® Note

EFQENETFR. TEARERH AWS EHARNNEN PBZHNER  FSRE SH4HE
AR REREREEANIEARK.

TEfE WA May 15, 2025 7



AWS S0 U R0 51 P $E RS AWS SE4HH0 U AN 08 B B2 AR
AT T 0 52

AWS E&44E |, JENTEASNERMAT AWS EH4LNFMERF, BEE AWS EHE4XE
EESHRN IR B H TEMSFANEREEASES, KFEMCERENEM TERAZK AppRegistry. B
XEZELR | 31 AppRegistry (FAFIERE) o

TEERT “BHRNMIEN" S TR AMBERREERNRE

TERE AT

EIEAESREEE , AWS 5841E , TREWIEE  URNAESHEMN AWS RZ B4 E B
RBEXE, ZREEXIEARNXEEE | UREBEHEE N,

FEAL

- —RIEAFER

- BRAT  SEREK

- BITFMRER

- BERRKBHNEH

« AWS BREESD

EiREE
AWS E&EBESFERAEREE. AWS S48 F0 0 52 7] BLUEE Amazon WSk B S# CloudWatch F

EZFNARFLREKE (APM) TEMNEIR, EventBridge \EREIRAISEHMEHEHARLNMN B E
H. BXEZER , HSHEMFEINE Amaz APMs on EventBridge E 25 KN ER,

FEFL
- BIRIERE

TRIE T HTEARMEE AWS B4RNMBAFRENLR, FTRERTBIESHFLRFETR
B, BIESHKER B AR BIEEAKNZH RN BEZIERE LW,

A M7 May 15, 2025 8


https://docs.aws.amazon.com/servicecatalog/latest/arguide/getting-started-ar.html
https://docs.aws.amazon.com/IDR/latest/userguide/idr-gs-ingest_alarms_from_apm_to_eventbridge.html

AWS S0 U R0 51 P $E RS AWS ZE 40 0 Fa B7 O BE-S MR

ST AR B AP Y TR B A M BERREUR B

ARTUERM T [ AWS B4R\ H A TR AR EEBRAZRIRSHEZEENFER
B, TEABARBPERREAXEHN THEAR., HRGEAEEURSHBARIAN —RER.
AERBEAERES , BUUE SHRNUMBA F1HEN THEAREENMESFOIEBNXRE
], ARBRMKREUARNRBLEEENZSTFRHES . EBEEXEFERSENEH AWS T
FERERESLZENEHBARENXBIR,

TRIEARARBAER,
TEERERES,
TR ARBER-—iX 6
—fi% 7] &
7] &R 0ja) 2 75
1= = E Amazon Inc.
ITHERBENEN (BETAEE ) T E#HEELS (ARO)
FERLAPMZITERRENINEE, THEAHBR—IMEFESNARRF , RATREL
AFMEEYR,. SHITEERRMNLEHE
EIWARIR,

TEASKNERSAN/IEEEZRAREH TEESREERRICRK , XEERLMELR
RE AWS EREXRINEMTE. o

T ES & A BR 7] - 2R #y [7] B
2819
(] & e 7 7R 451

AWS REARZHE  BFEYETFHIARSR SARESH : Optimax
WRF. AWS ERXERERFRETERR
AR | EESER SR R, HE £

PN:AE M7 May 15, 2025 9


https://d3oc37omrta8ht.cloudfront.net/AWS-Incident-Detection-and-Response-Workload-Onboarding-Questionnaire.xlsx
https://d3oc37omrta8ht.cloudfront.net/AWS-Incident-Detection-and-Response-Alarm-Ingestion-Questionnaire.xlsx

AWS 40 AN WE 1A P 3RS

AWS ZE 40 0 Fa B7 O BE-S MR

[R] &R

(® Note

HEX D KNE, MRERHSR
£, Wt TAEREE R TR R IR E &4
MERHBERIRE,

W THEREERN AWS BRESINRARENIARE
Y AWS Ik 7 M X 3

(® Note
HNEBUURSS BIE —H1T,

W THEREERN AWS BRFEINRARENIARAE
Y AWS K /= X 55

(@ Note
NEBUURS BIE — 1T,

WTHEREERN AWS RFEINRAREIIARE
Y AWS 0K /= X 35

(@ Note
NEBUURS BIE — M H1T.

ETEARFERAN AWS BRFINRUARENARE
Y AWS K 7= M X 3

(® Note
NEBBRS B8 — 1T,

W& 2 7R 51

B4k 53  FEBRMAREREBEE ALB,
K : 123456789101

Xi% : US-EAST-1, US-WEST-2

ALB : fHE AR 2 HE B R4 ECS &gs.

K : 123456789101

X : FEHA

ECS : M FEHAFINITEEREN, AL
BEANAFBERAQBFARRITENR,

K : 123456789101

Xi% : US-EAST-1

RDS : Amazon Aurora &7 M ECS %%
BEHRIMNAFPEEE,

K : 123456789101

Xi% : US-EAST-1

TR ARRS-24G AR

fR4s May 15, 2025 10



AWS 40 AN WE 1A P 3RS

AWS ZE 40 0 Fa B7 O BE-S MR

[R] &R
W THEREERN AWS BRFSINRAKRENARE
Y AWS I = X 5

(® Note
HNEBURRSS BIE —1H1T.

WARAERAR L/ TiFES  XEAHEDR
U A T A T R BN It TR SRR

REEEEA TR ITHEASENARERIFAWS 4
fr? MRR , EMNRH4 , 01T 7T HLEIEE ?

RETHXMXER BN EFAFIIR B HER
B/ RHENRE T R B i 415 B

) g 7 451
S3 : FFEM LB SR>,
K/ : 123456789101

X : FEH

HHWRIUEMARS : FELEAF MEERIZFK , B
N RE B D RIE.

FIBEETERMAVRER E AWS BRI
A RS AT B o

AFHl. RNWRFETRHEBIRERBE
US-WEST-2,

THEUEABRBEER- AWS BRSS4 R

AWS BR355E BRI
[]

RMEBKRAX ( name/email/phone) of your
company's internal major incident/ITEHl &2/
4,

BB A TR NEARSEN/ B EERR

MERES. MREERAERSNYT , BEES

WEERARRE , 3 AWS BESHREHREE
RIXEFMRER

e Rz 7R 451
EXREHEERNE
mim@example.com
+61 2 3456 7890
Amazon Chime

https://chime.aws/1234567890

THEARARBER- AWS RESBHRE

fR4s May 15, 2025 11



AWS 40 AN WE 1A P 3RS

AWS ZE 40 0 Fa B7 O BE-S MR

[R] &R

(® Note

MBRERME , W AWS 2EEHEE
RHEHEF | HIRMH—E Chime HFHEAR
A,

BRI AS
B 1T FA B
k!
AWS BT %1% RHI5 T EARBR AR,

HEX I THEARARERN  EREEHRR
A?

EEENBEESWNARRF , F AWS FESH
RAEHRERXLEFHARE S

(@ Note
MRARABENSWUNARERF , I
AWS 2 EHREHRSEERR |, HF&
f# Chime HrZSRHEEMA

MREAREHRAETERRAATTH , FEEE
BY IR SR R FRER R A MBS R R

W& 2 7R 51

e Rz R 41
MR /NA
app@example.com

+61 2 3456 7890

1.10 9505 , MRETEHRAKERE | B
A

N LRHT-NAEE
john.smith@example.com
+61 2 3456 7890

2. 10 7595 , MRAR PRECKELOE | B
A

BREDAS

fR4s May 15, 2025 12



AWS S0 U R0 51 P $E RS AWS ZE 40 0 Fa B7 O BE-S MR

[ e B2 7 431
o BB —EERE

jane.smith@example.com
+61 2 3456 7890

AWS EENEHFR  EHEIXERFMEEZR  john.smith@example.com , jane.smith@ex
FEE. EEHMBKRANZBEIXLERHIG ?  ample.com

B IR

REUTEEUBE —HBR , XEBRGER AWS B4R IE SRR REHN THENFGIES
o, AWS BEH4RN SRMHHN IRNEEENERE , FREFIANANLR,

AWS S 44 T R WE R o< SR B HRATME

« AWS EH4RNMIBBERMNERRTHEAFZIHERNLSEN (RABRK/EFAFREE ) BEE
BREAVEEERF SHA BIR RS

« AWS BN MIBNEREXAENRES S GENLEARARRULETHERR. AWSE
HELBEEBERTSENBRESHE  MIARETIAF—LBNE , REBLREE.

© AWS B AR BRI E SR E N E LR ENFENE |, XS L ERAREN , BMAM
HITAE, WRERE B M EERESZEB3) , WF=EK T D RS EEE R 898 HE

SN0

HN Q@ BERIRAERN AWS 5444 U 006 S BUK

XA EREEESEH L ERHITITEME, case-by-caseMMRMTREFBIRFATESMITE , HET K Ei
EHEEHEEMNES  NE4EEARSSZNEREFZE (TAMs ) SEHEER , HERD
BIERT 2R,

/A Important

FERMERR A e RER A BB FER bt | XHEERATUETEFZTFRHOER T2
R LA A B9 78 0 A BR

WMRIEFE AWS SRR A A E R IXHN RS S8 FRRHER I RE | BRAUEHN
UE R A SEMETE (SRE) FIRARYER R EBiFE,

BIRAERE kR4 May 15, 2025 13



AWS 40 AN WE 1A P 3RS

AWS ZE 40 0 Fa B7 O BE-S MR

EiRAEFER
ERB #V/ARN/RE
THERERE/

CW Alarm ARN/

CallCount £ 5 &
MNIREB 5 PMBER <
100000 , FFiEk K B2k
BUARNEX

TEREBERIER/
CW Alarm ARN/

p90 5 74P A 5 M
& RRVEER > 100 2
¥, FERNHER
NER

iR

ZERRTIEALE
NEWEABRE ,
£ Application Load
Balancer & 5l 3t 17

=
Bo

BEREEE , BH
RABERHNARE TR
A BEZRBA LR 45
BEFERE  HER
18 DNS K7 H
B, SBAFEER
B TR

ZEMKRRI/EAS
ER HTTP #F3RH
p90 %R,

BB RARIER (&
EMEEFARNE
B ) o

#x

ERELACHA B
B”IRA 10 R WLE
BEFERBAREL
EITHHTHRET
&,

B# ? B

‘B (WERR B, N
Bz )  ®RITRE
AYHtAL I AR A |
LR SITERE

BTAR : NIFAHR
TR

LA, BHREHA &
] RE 0 IR

B ? ‘B

‘B (WMRRA D, M
BZ)  #HITRE
AYHtALIE4E L HA)
LR S IMERE,

BATAR : DigaSE
HITFEIT

HREVRIE

[ LA 31k & 33 B,
FERMF , ST
S T2 RA A
SRE@xyz.com

NEAE ELB
Route 53 AR5 62
AWS Premimum
Support 241,

MRFZEIREAT
o REEC2AAA
FRE =R, HEY
B, - R 4438 X Y Z FE RA
ERXH, HEET
BERIF. (WRF
FEVHXREITH ,
FEZE

| LA ik & E
TR , 5
S TR EEA
SRE@xyz.com

REAIH ECW F
RDS AR5 612 AWS
Premimum Support &

B

MREEVEIRET
3 REEC2 TANR
FREZER , HESY
BB, - B 44 38 A X v Z B BA
BERRHl, HEIET
BER#. (WRF

BiRAERF

fR4s May 15, 2025 14



AWS S0 U R0 51 P $E RS

AWS ZE 40 0 Fa B7 O BE-S MR

EFRE ¥VARN/FE

THEREERAT AN/
CW Alarm ARN/

5 78R 5 MER
HY A AN T 95% ,
RN BREANE
Ko

AR R R

1

5+

BHERRR R TR
ALURE HTTP &
KRR, (S8
HTTP 200 89 R#u#
MER) -

LER RS TS
Ry AT At

=

LA, BRERA B
R RE 0 R

A8 2w
‘£ (MR, W
g7 )  ERTRE
o AL TR R
HERSREBHR.

BTAR : DigA 5
TR

ERAVERIE
FEVHRETE ,

s P
BEZ)

6] LA T 31k % 35 BB,
FHRMF , 57 A
S T2 R A
SRE@xyz.com

NEAH ELB
Route 53 B %562
AWS Premimum
Support &4,

MREFEEEIRET
) REEC2 AR
FREZR , HES
BB, - B 14 38 A X v Z B BA
BERRHl, HEIET
HERF. (WRF
FEVHXETH ,

E BN vo
BHEZE)

BiRAERF

fR4s May 15, 2025 15



AWS S0 U R0 51 P $E RS

AWS ZE 40 0 Fa B7 O BE-S MR

EFRE #V/ARN/RE
Ui 2 v B8 BN i3t/
CW Alarm ARN/

& 3 7 HpHErELat il
N, 1 D EIER AN
LN 3% , FFEHRKE
BUARERX

TEREINAN : I
Fim i TERRE

AWS X3 : US-EAS
T-1, AWS K/ ID :
012345678910

S A E B TSR

iR

ZEFR A T EER
RBALUEA TR
BNE—R. R
iAKW, MERRT
ELEBWFRE

LEER R R REB AL
THEABENLERS

o

=

i

LA, BHREHA "
R R 0 Ko

FE 7 A R

‘B (RRF W
g7 ) ERTHE
HOREAL TR Al SR

HERSAEEE,

BITAR : NIFAHR
TR

ERAVERIE

6 LA ik R % B,
FHRfF , 5P
S T2 RA s
SRE@xyz.com

AEAH ECS H
DynamoDB B %5
# AWS Premimum
Support &4,

MR EEEIREIT
3 REEC2 ATANR
F/REEZEE , HEY
B, B 44 38 X v Z R BA
Bk, REIEIT
BERFH. (WRF
FEVHIXRETE ,

XEpDvuo
THEZ)

AWS E&&E , RURESH THRAEXEN TEARNERELR. AWS B4R AR ERIXLEE LS
KEBIZITFEM , EESHM AWS RS EHME N ERUZE. IRERERHIRS AN E AL
REY TERBAMNERBEAS, X2EMTERENRESSEK AppRegistry, BXEZEE , H5H

AppRegistry {AFIE®E) o

FEFH -

- THEAEEER , fIMMTERBER, YR, BREGFXMLRES.
- 80 AWS XEH THERBUAER AWS RSN FAES.

- BXERS I HE AR BB A AWS W EAKER,

- BHHENEANER , BTRN T EARBNT=ERW,

THEREED

fR4s May 15, 2025 16


https://docs.aws.amazon.com/servicecatalog/latest/arguide/getting-started-ar.html
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4., FALEROER, 0, wA LiER2FEIEASRMET AWS E4RNFER, BENEE
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httperrorcode503

MR
A&

BIERE
EERA
(DBA)
RABY 13

HU s BRSS
BARYIT]

=

mEs5
Ho  iF
XL AR
SR
Premium
Support

=5

Lambda , AP
I
Gateway

Lambda , AP
I
Gateway

EXEEER

fR4s May 15, 2025 19
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https://repost.aws/selections/KP6FA7iQgVSVeSNq1jAcjwxg/incident-detection-and-response-idr
https://repost.aws/selections/KP6FA7iQgVSVeSNq1jAcjwxg/incident-detection-and-response-idr
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/viewing-cloudfront-metrics.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-cloudwatch-metrics.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-cloudwatch-metrics.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-websocket-api-logging.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-resolver-with-cloudwatch.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-resolver-with-cloudwatch.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#CloudWatch-alarms-avoiding-premature-transition
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#CloudWatch-alarms-avoiding-premature-transition
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_target_3

xx_count

m3=
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https://s3.us-east-1.amazonaws.com/aws-idr-cloudformation-nested-stacks/docs/HTTPSuccessResponseRateFromALB.json
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https://s3.us-east-1.amazonaws.com/aws-idr-cloudformation-nested-stacks/docs/TotalErrorRateFromCloudFront.json
https://s3.us-east-1.amazonaws.com/aws-idr-cloudformation-nested-stacks/docs/UnHealthyHostCountFromALB.json
https://s3.us-east-1.amazonaws.com/aws-idr-cloudformation-nested-stacks/docs/UnHealthyHostCountFromNLB.json
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://console.aws.amazon.com/cloudformation/
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-cloudwatch-metrics.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-cloudwatch-metrics.html
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(AALARM(latencyMetricApiGatewayAlarm))

NameSpace: AWS/API 3%

ComparisonOperator (B ) : KF (xHy MNEFHRE )
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-metrics-and-dimensions.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-metrics-and-dimensions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
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RABIELALE  MEXNBEANBELE,

ST AR © Minimum

TERERT RS C HRE :
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-cloudwatch.html#cloudwatch-metrics
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/eventbridge/integrations

AWS S0 U R0 51 P $E RS AWS SE4HH0 U AN 08 B B2 AR

£}

o B XS S5 44 A 0 R M 7 Y ' 4R 3R B i [ A BR
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FMAXRESR
BXEZEE , SN TER :
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https://docs.aws.amazon.com/health/latest/ug/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
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2. ERBIERE.
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EERHBEHFT , FHAENHABFAPMName-AWSIncidentDetectionResponse-
LambdaFunction,

AR 2 Datadog # Splunk B 7=41 :
« Datadog : Datadog-AWSIncidentDetectionResponse-LambdaFunction
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5. XFi=E{T8t , A Python 3.10,

6. MERFRAREBNMIAE, ERQERHK

7. ERBHEEAEL , FERIA Lambda EHBABRERNATREREIPHEREK.

BEEUTRBRAIF # FLHER, XEIRELETEFRNE.
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import boto3
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logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

# Change the EventBusName to the custom event bus name you created previously or
use your default event bus which is called 'default'.

# Example 'Datadog-AWSIncidentDetectionResponse-EventBus'

EventBusName = "Datadog-AWSIncidentDetectionResponse-EventBus"

def lambda_handler(event, context):

# Set the event["detail"]J["incident-detection-response-identifier"] value to
the name of your alert that is coming from your APM. Each APM is different and
each unique alert will have a different name.

# Replace the dictionary path, event["detail"]["meta"]["monitor"]["name"], with
the path to your alert name based on your APM payload.

# This example is for finding the alert name for Datadog.

event["detail"]["incident-detection-response-identifier"] = event["detail"]
["meta"]["monitor"]["name"]

logger.info(f"We got: {json.dumps(event, indent=2)}")

client = boto3.client('events')
response = client.put_events(

Entries=[
{
'Detail': json.dumps(event["detail"], indent=2),
'DetailType': 'ams.monitoring/generic-apm', # Do not modify. This
DetailType value is required.
'Source': 'GenericAPMEvent', # Do not modify. This Source value is
required.

'EventBusName': EventBusName # Do not modify. This variable is set
at the top of this code as a global variable. Change the variable value for your
eventbus name at the top of this code.

}
]
)

print(response['Entries'])

Splunk A IBER :

import logging
import json
import boto3

logger = logging.getlLogger()
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logger.setlLevel(logging.INFO)

# Change the EventBusName to the custom event bus name you created previously or
use your default event bus which is called 'default'.

# Example Splunk-AWSIncidentDetectionResponse-EventBus

EventBusName = "Splunk-AWSIncidentDetectionResponse-EventBus"

def lambda_handler(event, context):

# Set the event["detail"]["incident-detection-response-identifier"] value to
the name of your alert that is coming from your APM. Each APM is different and
each unique alert will have a different name.

# replace the dictionary path event["detail"]["ruleName"] with the path to your
alert name based on your APM payload.

# This example is for finding the alert name in Splunk.

event["detail"]["incident-detection-response-identifier"] = event["detail"]

["ruleName"]
logger.info(f"We got: {json.dumps(event, indent=2)3}")

client = boto3.client('events')
response = client.put_events(
Entries=[
{
'Detail': json.dumps(event["detail"], indent=2),
'DetailType': 'ams.monitoring/generic-apm', # Do not modify. This
DetailType value is required.
'Source': 'GenericAPMEvent', # Do not modify. This Source value is
required.
'EventBusName': EventBusName # Do not modify. This variable is set
at the top of this code as a global variable. Change the variable value for your
eventbus name at the top of this code.

}

)

print(response['Entries'])

8. 1EEIE,
9. NEFHEHREHHIELAEINEHELN Lambda 1 ITABRMPUtEventst R :

a. 71E£ AWS Lambda ##%|& E3TFH ‘¥ TUE,
b. ®EREH , ARE BE” EWM+ &R N,

c. EWITAE® T, &EABBZFILIE AWS Identity and Access Management 33 & 3T FF
RITAG,
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d. HE“NRREE T , RV E RSB FIT I REE

e. HUREEHAENHNERT , EFEHE.

f. HEXRBRESRTEL , ERFNHER .

9. RERBHANT —IMFNEAEY , REUTUTARR

h. FHOEHERNEFIERNATIED :

"Sid": "AWSIncidentDetectionResponseEventBus@",
"Effect": "Allow",

"Action": "events:PutEvents",
"Resource": "arn:aws:events:{region}:{accountId}:event-bus/{custom-eventbus-
name}"

}
i. BRERECEPRUENEENEASLNARN, SE 2 SIEAEVEALLREMREE
Lambda BB FEARINEHEL , WARINEHELE ARN,
10. EFHBNIENNREFMEARS,
11, %R FEHFRERABRIARE , REER “REEX .

BRBARRFEMFAL?
AWS B4 MBARENEF SLBHHREENT JSON Z4H:EX,

{
"detail-type": "ams.monitoring/generic-apm",
"source": "GenericAPMEvent"
"detail" : {
"incident-detection-response-identifier": "Your alarm name from your APM",
}
}

T ROIERT HIREIER B SERFEHELNES,

"version": "Q",
"id": "a6150a80-601d-bes4l-1alf-2c5527a99199",
"detail-type": "Datadog Alert Notification",
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"source": "aws.partner/datadog.com/Datadog-aaalllbbbc",
"account": "123456789012",
"time": "2023-10-25T14:42:257",

"region": "us-east-1",
"resources": [],
"detail": {

"alert_type": "error",

"event_type": "query_alert_monitor",

"meta": {

"monitor": {
"id": 222222,

"org_id": 3333333333,
"type": "query alert",
"name": "UnHealthyHostCount",
"message": "@Eawseventbridge-Datadog-aaalllbbbc",
"query":
"max(last_5m):avg:aws.applicationelb.un_healthy_host_count{aws_account:123456789012}
\u@03c\u003d 1",

"created_at": 1686884769000,
"modified": 1698244915000,
"options": {

"thresholds": {

"critical": 1.0

}

},
I
"result": {

"result_id": 7281010972796602670,
"result_ts": 1698244878,
"evaluation_ts": 1698244868,
"scheduled_ts": 1698244938,
"metadata": {

"monitor_id": 222222,

"metric": "aws.applicationelb.un_healthy_host_count"

}

I

"transition": {
"trans_name": "Triggered",
"trans_type": "alert"

I

"states": {
"source_state": "OK",
"dest_state": "Alert"

I
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"duration": 0
.
"priority": "normal",
"source_type_name": "Monitor Alert",
"tags": [
"aws_account:123456789012",
"monitor"

BEE , ERREHZE , detail-typeRTERKREWN APM |, KIERBE SEMKHE
APM , incident-detection-response-identifierBHFFE,

Lambda BEEHER EREHHFEHAABRBENSIMAZHLEL, BRENEREANESEAMEN
ﬁg:ﬁjqo

"version": "Q",
"id": "7f5e0fcl-e917-2b5d-a299-50f4735f1283",
"detail-type": "ams.monitoring/generic-apm",
"source": "GenericAPMEvent",
"account": "123456789012",
"time": "2023-10-25T14:42:25Z2",
"region": "us-east-1",
"resources": [],
"detail": {
"incident-detection-response-identifier": "UnHealthyHostCount",
"alert_type": "error",
"event_type": "query_alert_monitor",
"meta": {
"monitor": {
"id": 222222,
"org_id": 3333333333,
"type": "query alert",
"name": "UnHealthyHostCount",
"message": "@Eawseventbridge-Datadog-aaalllbbbc",
"query":
"max(last_5m):avg:aws.applicationelb.un_healthy_host_count{aws_account:123456789012}
\u@03c\u03d 1",
"created_at": 1686884769000,
"modified": 1698244915000,
"options": {
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"thresholds": {
"critical": 1.0

}
.
},
"result": {
"result_id": 7281010972796602670,
"result_ts": 1698244878,
"evaluation_ts": 1698244868,
"scheduled_ts": 1698244938,
"metadata": {
"monitor_id": 222222,
"metric": "aws.applicationelb.un_healthy_host_count"
}
},
"transition": {
"trans_name": "Triggered",
"trans_type": "alert"
},
"states": {
"source_state": "OK",
"dest_state": "Alert"
},
"duration": 0@
},
"priority": "normal",
"source_type_name": "Monitor Alert",
"tags": [
"aws_account:123456789012",
"monitor"
]

EEE , YlfEdetail -typeR sourceams.monitoring/generic-apm , MER
sourceGenericAPMEvent , ¥4IE R T B M key: value pair:. incident-detection-
response-identifier

EHEMNRAIH | Zincident-detection-response-identifierBEENHEB R THERS
#$.detail.meta.monitor.name, APM BRBEHEENMN—N APM E| 5 —N APM F[E, HH1E
% Lambda B3 , FREMERMSEMULEH JSON BEFRNEBHRBHIHNEAEE, incident-

detection-response-identifier
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FRENE I E—BFELEincident-detection-response-identifier ABREAE1E
4 AWS EHRMFMBER . FABEMRAANNES, incident-detection-response-
identifier

S 4 : 8| B ENX Amazon EventBridge HL1

S PO ENSENFEEHELEELRGEMN EventBridge MM, ZMANFFAFENS4EMNUHES4
B EEZNSE 3 P6lEM Lambda B,

BXE N EventBridge MLNKYIER , 1S Amazon EventBridge A,

1. $TFF Amazon EventBridge ##|7& , Bk https://console.aws.amazon.com/events/

2. IEEAN , REEFEEEN APM XKV ESERESHEL. UTREHFERAED SLH R

- Datadog : aws. partner/datadog.com/eventbus-%&
* Splunk : aws, partner/signalfx.com/RandomString
3. &R “BIZAN” LAEIZF EventBridge AN,
4. FERANEBHH |, WAL THEXHEFRAPMName-AWS Incident Detection and Response-
EventBridgeRule , RE®EET—%, UTRRHBIBH :
« Datadog : Datadog-AWSIncidentDetectionResponse-EventBridgeRule
» Splunk : Splunk-AWSIncidentDetectionResponse-EventBridgeRule
5. XNFEHXRF , £F AWS E4 5 EventBridge S 1EKEEDI,
6. MROISHMGIBRSERE NRMIAME,
7. XNTEBEMHER | FERELITRM

a. BRI : EventBridge &ML,
b. AYENRME  EEREN APM 1B
c. BHRRE : FIEEH,

T REHENRA

Datadog S4E = Rl

Splunk S A
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8. XTF "B, WIERLATIAD

a. B¥REBE . AWS RFH

b. EFBER : &EF Lambda B,

c. B :BEDR 2 HEIER Lambda BEAIE #Fo
9. ®EET—F , ®REM,

5 webhook MHIRERER , APMs EEEES Amazon £/ EventBridge
o

AWS 44 A R 1568 webhook M&KE Amazon E#5E APMs BRI 5 = HIREVE IR,

EventBridge

BXx APMs 5T 5@ BEREER K FIZE EventBridge , i5S R &# EventBridge M.

FRAUTSBRRES AWS E4RNMMMER, ERTXELSBEIE , FRIIENKFHEELE
7 AWS IEEH N AWSHealthEventProcessorEventSource-DO-NOT-DELETE

5/ webhook REE#

1. TEMX Amazon AP| Gateway BA#232 3k B I&H APM BB R,

2. FASHRIESHMEEIZEN AWS Lambda BE¥ , @0 EEFTR.

3. EMFEZA Lambda BEBUCREFR T AWS B4 M e SRR AT MBI RN B R AT FE T
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BRI AE R P EE TR

BRNEHEEN —IxBHoREUEEBHORENRR , UBA, WAMEF ZHEZNTHERE, K
TRETEASR , SEFESENESTFRANE RIS S EA X REAEMF | £ ABRBIXTH
THEASH#TESEMNAMNBIE  FREGXUEHMTEAR LR , AREFTEMESBRIENR,

F&

« ESHRNMEAL 5 HIE X 489S 1T F AR BT X
« E AW PN S H TERE

« EBHRNAEE PEREXESRANTERR

o HDHIEIR |, FEETTIEMER A0 A B AL

o T ARSI E B B ER

£ BRI AR AL A I E R S5 4R RYIZ 1T A A0 R AL i &)

EHR A R E A MARRBEREPRIOEEREEREFMAMAITR , UEBE M I ER
BNEHS, ETFMERTE4EEEERNB4NEXBNTR, WAITTRISBRHAREHNED—T
R, SHEEANREAE TEARAITHREAENGERAUBXLEER, WAITR2H TR
EHH AWS Systems Manager (SSM) X #4#&EtR, ETHEX SSM XHENEZFELR , HZHAWS
Systems Manager X145, ETHEXBHEERNESEE , BZRNEHEER ST L AWS Systems
Manager Incident Manager ?

FE~H

« STRUEX AWS BRI MM B89 THEREE Lo
* STEL AWS BRI MG R 5 EAVER., RETFHRERIHRIE Lo

BB AT E AWS E4R N F 00 832 17 F M R - aws-idr-runbook-example. zipo

EITFMRA
Runbook template for AWS Incident Detection and Response
# Description

This document is intended for [CustomerName] [WorkloadName].

[Insert short description of what the workload is intended for].
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## Step: Priority

**Priority actions**

1. When a case is created with Incident Detection and Response, lock the case to
yourself, verify the Customer Stakeholders in the Case from *Engagement Plans -
Initial Engagement*.

2. Send the first correspondence on the support case to the customer as below. If
there is no support case or if it is not possible to use the support case then backup
communication details are listed in the steps that follow.

Hello,

This is <<Engineer's name>> from AWS Incident Detection and Response. An alarm has
triggered for your workload <<application name>>. I am currently investigating and
will update you in a few minutes after I have finished initial investigation.

Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>

**Compliance and regulatory requirements for the workload**
<<e.g. The workload deals with patient health records which must be kept secured and
confidential. Information not to be shared with any third parties.>>

**Actions required from Incident Detection and Response in complying**
<<e.g Incident Management Engineers must not shared data with third parties.>>

## Step: Information
**Review of common information**

* This section provides a space for defining common information which may be needed
through the life of the incident.

* The target user of this information is the Incident Management Engineer and
Operations Engineer.

* The following steps may reference this information to complete an action (for
example, execute the "Initial Engagement" plan).

**Engagement plans**
Describe the engagement plans applicable to this runbook. This section contains
only contact details. Engagement plans will be referenced in the step by step

**Communication Plans**.

* **Tnitial engagement**
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AWS Incident Detection and Response Team will add customer stakeholder addresses below
to the Support Case. AWS Stakeholders are for additional stakeholders that may need to
be made aware of any issues.

When updating customer stakeholders details in this plan also update the Backup Mailto
links.

* ***Customer Stakeholders***: customeremaill; customeremail2; etc

* *x**AWS Stakeholders***: aws-idr-oncall@amazon.com; tam-team-email; etc.

* ***0Qne Time Only Contacts***: [These are email contacts that are included on only
the first communication. Remove these contacts after the first communication has gone
out. These could be customer paging email addresses such as pager-duty that must not
be paged for every correspondence]

* ***Backup Mailto Impact Template***: <*Insert Impact Template Mailto Link here*>

* Use the backup Mailto when communication over cases is not possible.
* ***Backup Mailto No Impact Template***: <*Insert No Impact Mailto Link here*>
* Use the backup Mailto when communication over cases is not possible.

* **Engagement Escalation**

AWS Incident Detection and Response will reach out to the following contacts when the
contacts from the **Initial engagement** plan do not respond to incidents.
For each Escalation Contact indicate if they must be added to the support case, phoned
or both.
* ***Fjrst Escalation Contact***: [escalationEmailAddress#1] / [PhoneNumber] - Wait
XX Minutes before escalating to this contact.
* [add Contact to Case / phone] this contact.
* ***Second Escalation Contact***: [escalationEmailAddress#2] / [PhoneNumber] - Wait
XX Minutes before escalating to this contact.
* [add Contact to Case / phone] this contact.
* Etc;

**Communication plans**

Describe how Incident Management Engineer communicates with designated stakeholders
outside the incident call and communication channels.

* **Tmpact Communication plan**

This plan is initiated when Incident Detection and Response have determined from step
**Triage** that an alert indicates potential impact to a customer.

Incident Detection and Response will request the customer to join the predetermined
bridge (Chime Bridge/Customer Provided Bridge / Customer Static Bridge) as indicated
in **Engagement plans - Incident call setup**.
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All backup email templates for use when cases can't be used are in **Engagement plans -
Initial engagement**.

* 1 - Before sending the impact notification, verify then remove and/or add customer
contacts from the Support Case CC based on the contacts listed in the **Initial
engagement** Engagement plan.

* 2 - Send the engagement notification to the customer based the following Template:

(choose one and remove the rest)
***Tmpact Template - Chime Bridge***

The following alarm has engaged AWS Incident Detection and Response to an Incident
bridge:
Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>
Please join the Chime Bridge below so we can start the steps outlined in your
Runbook:
<insert Chime Meeting ID>
<insert Link to Chime Bridge>
International dial-in numbers: https://chime.aws/dialinnumbers/

***Tmpact Template - Customer Provided Bridge***

The following alarm has engaged AWS Incident Detection and Response:
Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023 3:30 PM UTC>
Please respond with your internal bridge details so we can join and start the steps
outlined in your Runbook.

***Tmpact Template - Customer Static Bridge***

The following alarm has engaged AWS Incident Detection and Response to an Incident
bridge:

Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>

Please join the Bridge below so we can start the steps outlined in your Runbook:
Conference Number: <insert conference number>
Conference URL : <insert bridgeURL>

* 3 - Set the Case to Pending Customer Action
* 4 - Follow **Engagement Escalation** plan as mentioned above.
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* 5 - If the customer does not respond within 30 minutes, disengage and continue to
monitor until the alarm recovers.

* **No Impact Communication plan**
This plan is initiated when an alarm recovers before Incident Detection and Response
have completed initial **Triage**.

* 1 - Before sending the no impact notification, verify then remove and/or add
customer contacts from the Support Case CC based on the contacts listed in the
**Engagement plans - Initial engagement** Engagement plan.

* 2 - Send a no engagement notification to the customer based on the below template:

***No Impact Template***

AWS Incident Detection and Response received an alarm that has recovered for your
workload.
Alarm Identifier - <insert CloudwWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>
Alarm End Time - <Example: 1 January 2023, 3:35 PM UTC>
This may indicate a brief customer impact that is currently not ongoing.
If there is an ongoing impact to your workload, please let us know and we will engage
to assist.

* 3 - Put the case in to Pending Customer Action.
* 4 - If the customer does not respond within 3@ minutes Resolve the case.

* **Updates**

If AWS Incident Detection and Response is expected to provide regular updates to
customer stakeholders, list those stakeholders here. Updates must be sent via the same
support case.

Remove this section if not needed.

* Update Cadence: Every XX minutes
* External Update Stakeholders: customeremailaddressl; customeremailaddress2; etc
* Internal Update Stakeholders: awsemailaddressl; awsemailaddress2; etc

**Application architecture overview**

This section provides an overview of the application/workload architecture for Incident
Management Engineer and Operations Engineer awareness.

* **AWS Accounts and Regions with key services** - list of AWS accounts with regions
supporting this application. Assists Engineers in assessing underlying infrastructure
supporting the application.
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* 123456789012
* US-EAST-1 - brief desc as appropriate
* EC2 - brief desc as appropriate
* DynamoDB - brief desc as appropriate
* etc.
* US-WEST-1 - brief desc as appropriate
* etc.
* another-account-etc.

* **Resource identification** - describe how engineers determine resource association
with application
* Resource groups: etc.
* Tag key/value: AppId=123456

* **CloudWatch Dashboards** - list dashboards relevant to key metrics and services
* 123456789012
* us-east-1
* some-dashboard-name
* etc.
* some-other-dashboard-name-in-current-acct

## Step: Triage

**Evaluate incident and impact**

This section provides instructions for triaging of the incident to determine correct
impact, description, and overall correct runbook being executed.

* **Eyaluation of initial incident information**
* 1 - Review Incident Alarm, noting time of first detected impact as well as the
alarm start time.
* 2 - Identify which service(s) in the customer application is seeing impact.
* 3 - Review AWS Service Health for services listed under **AWS Accounts and Regions
with key services**.
* 4 - Review any customer provided dashboards listed under **CloudWatch Dashboards**

* **Tmpact**
Impact is determined when either the customer's metrics do not recover, appear to be
trending worse or if there is indication of AWS Service Impact.
* 1 - Start **Communication plans - Impact Communication plan**
* 2 - Start **Engagement plans - Engagement Escalation** if no response is received
from the **Initial Engagement** contacts.
* 3 - Start **Communication plans - Updates** if specified in **Communication plans**

* **No Impact**
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No Impact is determined when the customer's alarm recovers before Triage is complete
and there are no indications of AWS service impact or sustained impact on the
customer's CloudWatch Dashboards.

* 1 - Start **Communication plans - No Impact Communication plan**

## Step: Investigate
**Tnvestigation**

This section describes performing investigation of known and unknown symptoms.

**Known issue**
* *List all known issues with the application and their standard actions here*

**Unknown issues**
* Investigate with the customer and AWS Premium Support.
* Escalate internally as required.

## Step: Mitigation

**Collaborate**

* Communicate any changes or important information from the **Investigate** step to the
members of the incident call.

**Implement mitigation**
* **%*| ist customer failover plans / Disaster Recovery plans / etc here for implementing
mitigation.

## Step: Recovery

**Monitor customer impact**

* Review metrics to confirm recovery.

* Ensure recovery is across all Availability Zones / Regions / Services

* Get confirmation from the customer that impact is over and the application has
recovered.

**Tdentify action items**

* Record key decisions and actions taken, including temporary mitigation that might
have been implemented.

* Ensure outstanding action items have assigned owners.

* Close out any Communication plans that were opened during the incident with a final
confirmation of recovery notification.
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Customer: Example Customer

AWS Support case ID(s): 0000000000

Customer internal case ID (if provided): 1234567890

Incident start: 2023-02-04T03:25:00 UTC

Incident resolved: 2023-02-04T04:27:00 UTC

Total Incident time: 1:02:00 s

Source Alarm ARN: arn:aws:cloudwatch:us-east-1:000000000000:alarm:alarm-prod-workload-
impaired-useast1-P95

Problem Statement:

Outlines impact to end users and operational infrastructure impact.

Starting at 2023-02-04T03:25:00 UTC, the customer experienced a large scale outage
of their workload that lasted one hour and two minutes and spanning across all
Availability Zones where the application is deployed. During impact, end users were
unable to connect to the workload's Application Load Balancers (ALBs) which service
inbound communications to the application.

Incident Summary:

Summary of the incident in chronological order and steps taken by AWS Incident Managers
to direct the incident to a path to mitigation.

At 2023-02-04T03:25:00 UTC, the workload impairments alarm triggered a critical
incident for the workload. AWS Incident Detection and Response Managers responded to
the alarm, checking AWS service health and steps outlined in the workload’s runbook.

At 2023-02-04T03:28:00 UTC, ** per the runbook, the alarm had not recovered and the
Incident Management team sent the engagement email to the customer’s Site Reliability
Team (SRE) team, created a troubleshooting bridge, and an ## support case on behalf of
the customer.

At 2023-02-04T03:32:00 UTC, ** the customer’s SRE team, and ## Engineering joined the
bridge. The Incident Manager confirmed there was no on-going AWS impact to services
the workload depends on. The investigation shifted to the specific resources in the
customer account.

At 2023-02-04T03:45:00 UTC, the Cloud Support Engineer discovered a sudden increase
in traffic volume was causing a drop in connections. The customer confirmed this
ALB was newly provisioned to handle an increase in workload traffic for an on-going
promotional event.

At 2023-02-04T03:56:00 UTC, the customer instituted back off and retry logic. The
Incident Manager worked with the Cloud Support Engineer to raise an escalation a
higher support level to quickly scale the ALB per the runbook.

At 2023-02-04T0Q4:05:00 UTC, ALB support team initiates scaling activities. The
back-off/retry logic yields mild recovery but timeouts are still being seen for some
clients.

By 2023-02-04T04:15:00 UTC, scaling activities complete and metrics/alarms return to
pre-incident levels. Connection timeouts subside.
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At 2023-02-04T0Q4:27:00 UTC, per the runbook the call was spun down, after 10 minutes
of recovery monitoring. Full mitigation is agreed upon between AWS and the customer.

Mitigation:

Describes what was done to mitigate the issue. NOTE: this is not a Root Cause Analysis
(RCA).
Back-off and retries yielded mild recovery. Full mitigation happened after escalation
to ALB support team (per runbook) to scale the newly provisioned ALB.

Follow up action items (if any):

Action items to be reviewed with your Technical Account Manager (TAM), if required.
Review alarm thresholds to engage AWS Incident Detection and Response closer to the
time of impact.

Work with AWS ## and TAM team to ensure newly created ALBs are pre-scaled to
accommodate expected spikes in workload traffic.
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