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& A LA TE Amazon S3 R —H#E7E Outposts 7 L EAMERR API FITHEE , SIEIGRIKER, IR
FMirid. B LUEE AWS Management Console, AWS Command Line Interface (AWS CLI), AWS
SDK = REST API f£/ S3 on Outposts.
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- xRS
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BERWIEFHEE S3 on Outposts 1, BEBLCNERFET, CIBFHEN SR EEF#ERHM
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AR 88 BB B im R E R B RT5 R Ko

R T £ S3 R F BRI EM AWS RS BEF - NARFHBIETR. U5 R 2 M 0 S 765
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KREE T E R AR R G425,
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BT LAE A AWS Management Console, AWS CLI, AWS SDK = REST API 8|Z#& S3 on
Outposts EEH., HRIRMmR. ELEFMEIE S3 on Outposts BRI R |, B LAEHFAWS
CLI, AWS SDK = REST API,
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£ AWS Outposts FECHIE] , B3 AWS [HFOIZE RS EKIERE | AR Outpost E 1 E IR FRY
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Z# (AWS Outposts AFERE) 5 AWS X B Outpost iE#,
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A Outpost BMNKF HFHZ A LLE 100 NMEM# .
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REHBEBEMRRGFEBBE TR Outpost. FHEEEMLIERE Amazon S3 FEEam AN, £
S3 on Outposts # |, TFE @R X F Outposts F1 AWS Ik~ 2 —#Y, S3 on Outposts FEBEE
outpost-id. account-id ARATFIRBIEIINEFE#EEE K.

LR RBIERT AT S3 on Outposts 77 ##) Amazon Resource Name ( ARN ) %3, ARN 23F
Outpost FIE I XIE, &/ Outpost K. Outpost ID 1 @B Fro

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/bucket/bucket-name

BINNRBEFEE—NFHEED. BLAEATFRIKAE Outposts FEMPIEMITR, HEARR
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on Outposts #ih B LEAERBIE .

LR RBIEZRT S3 on Outposts KA ELR ARN 183X , 3 outpost-id. account-id FMiFE]
REM

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name
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X F Amazon S3 on Outposts , X REIERL 74T Outpost £, = AWS L& Outpost HL2RET ,

B BIERRETE Outpost AR M | BUBEBIREREER, BHFNRKZTFTLEFEMN Outpost , th
1 AWS X8 ., BT AWS Management Console EEXEA , B EEREH A LEZRER
Outpost FHIFI R, {BR , LA LAEH REST APl, AWS Command Line Interface (AWS CLI) 1 AWS
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NREBH (WBHEN ) REFE\BPNRNE—IRRAT. FREANESINNREBRAEBE MR, 74
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AT RHIERT S3 on Outposts X HRAY ARN &=, , HHEHE Outpost FTE X =R AWS XiF 1%
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arn:aws:s3-outposts:us-west-2:123456789012:outpost/ op-0lac5d28a6a232904/bucket/amzn-
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BEXRNRENWEZEER , 185 /4 S3 on Outposts X Ko

S3 MR A2l
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MR Z< ID

P E A S3 A 2HIET , S3 on Outposts 2 H A MNEIREF I BN RERME—HARZA ID. 5 AR
B FE T FEBPANRAMRA ID Fnull, REAHMBEESIXLE (REMEAMD ) WK,
B0 PutObject , MIFTA RIFIRGME—RIARA 1D,
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7 R 51 A 02
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S3 KEMMMEEE (SSE-S3) #ITMEH. BXEZEL , $Z5H S3 on Outposts FEYEIEMNZE,

T2 % 18 SR BE
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LHEANRBERERN , TERHRSR ARN RiFRIKEE. BXHRKMNENESZER , BS
1% 79 &89 S3 on Outposts @1 B) S E AR BB o

R KREETEMNRMMLEES , S3 on Outposts FEAN A TBER ZFE /KR HAEMER, 2
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S3 on Outposts HIZHEE

SN N
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S3 on Outposts £t T AT HEZMEEXN FEBMNRIGRATIEE. BRIAERT , S3 on Outposts
FHEBANRB2AEN . BREHREMERN S3 on Outposts &R

ERFIRHLNBEFERARANANE T RNRRFRZ S3 on Outposts BIRAINFR , BT LAERALT
IjJ BEo

S3 PRLEANFEIHR - FHIENFEBAN KRB AFHE. XTF Outposts LW FMEME , RIABERTHRES
F Block Public Access ( BEIEZANH151R] ) o

AWS Identity and Access Management ( IAM ) — IAM  —f Web IRE , A& BN R £ 2 &3
AWS BB ( ‘2%& S3 on Outposts &R ) HiFE. &8I IAM | & e LA R & TR 122 I A = 7 177 (5] R L&
AWSﬁEMﬂmoTuﬁmmm%ﬁﬂﬁﬁ#T%ﬁhﬁ(&ﬁﬁi)#& SEN ( EAHANK
BR ) SREAE IR,

S3 on Outposts 1517 = — BEIEXT S3 on Outposts PR EHRFEENERE L. HHREEEL
AiFERENEENZIRR. HRSMMEIEERS , T TRITRIEE (W0 GetObject
PutObject) o

- FHEBEER-ERAET IAMHRBESH SSERBREFHNREERE T RFENNR,
« AWS Resource Access Manager (AWS RAM) — BB &Y 4H 425 AWS Organizations A4 42 %4y

(OU) AWy AWS ik ££ = S3 on Outposts BE.

7% BRI R MG 2

S3 on Outposts iRt AFIEZRMEETE | B LIEAXLE T EREZEMZES S3 on Outposts & IRAY

« 34 S3 on Outposts BJ Amazon CloudWatch 3E#r — BRERERNEITRRAH THEIETHM,
« 4% S3 on Outposts B Amazon CloudWatch Events =4 — H4E{A S3 on Outposts APl =441

BAN , MEBNFAEZ IR CloudWatch Events B #r#ZBUEXD |, B#E Amazon Simple Queue
Service (Amazon SQS). Amazon Simple Notification Service (Amazon SNS) 1 AWS Lambdas,

« S3 on Outposts B AWS CloudTrail HE - i2XAF, A®D S3 on Outposts FHY AWS RS 1T

HR1E, CloudTrail BRERNERM T S3 EHBRANN RIIRENFH API RER,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsCloudtrail.html
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TRANEBERE—Bt. IMTABRERATHXNSKNEA , tEATEENEXNRMW PUT ERUK
DELETE &K, b4k , S3 on Outposts I RIFZ M R cdE ( Hla0 HEAD R ) EEFKH—H
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£/ Amazon EC2 Al A RIHANEHIR A , Rt BB REF A NBERLREF. LA LUER
Amazon EC2 BEIFTEHENELRFSE K ELTSMNERMUAREEEFM,
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TREBIFSIREBIEFEMTE S3 on Outposts ANk,
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&K Amazon RDS & 13 77 £ 249 Outpost Zxith,
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UREMFAZDMETR. S3 on Outposts B5 AWS DataSync £K. XN FTEESHFHEAR LR
it N FFER , S3 on Outposts 1M T A X RIFM | UK AR E #th i 2 W B0 & B BiE &
MAMEFKX , BEiLEES B AE Outposts F AWS [XiF 2 B/ i3Iz,

18 S3 on Outposts
B B A TSR S3 on Outpost :
AWS Management Console

BREARET Web WAHFHRME , BTFEE S3 on Outposts #1 AWS &R, WRESEM AWS IKF |
A LUEE & % AWS Management Console 7 M AWS Management Console £ Hi%#F S3 ki8]
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AWS B X T ET
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« FF#AHERA Amazon S3 on Outposts

+ S3 on Outposts KM &

 {#£F S3 on Outposts Ff# @

+ {8 S3 on Outposts XK

« S3 on Outposts PRI L £ M

« & S3 on Outposts 171
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% & Outpost

EFF A Amazon S3 on Outposts , BEEELMNREDIHEEE Amazon S3 AEH Outpost. B
XiTM Outpost 1 S3 BEMETMEE , 55 AWS Outposts, B E Outposts TFE ERREH

S3 ARE , A LMEH ListOutpostsWithS3 APl . BXMELUKRE T ## S3 on Outposts 5 Amazon

S3 AR 24k , 25 Amazon S3 on Outposts 5 Amazon S3 BRA[E ?

BXEZEERE , BEAUTEE,

£

« 1TM%T Outpost

1T 19 %7 Outpost

MREFEITMER S3 BEMH Outpost , FZSH AWS Outposts HLEEM L T #E A T Amazon
Elastic Compute Cloud (Amazon EC2), Amazon Elastic Block Store (Amazon EBS) 1 Amazon S3
A LD,

EEBRER , BB (AWS Outposts AAF1ER) H6IE Outpost 11T Outpost BE WIS RIRE,

T3 Outpost API fR78 2006-03-01 9


https://aws.amazon.com/outposts
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
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Amazon S3 on Outposts & Amazon S3 BAR[E ?

Amazon S3 on Outposts B &Y AWS Outposts SRR M R1Z4E. A S3 on Outposts , 7]
BENBEREFEAMNARZEFINL , BHEHEAGIE, BIETENTZINMEESER, ATEA
Amazon S3 API #1ZhgE , S3 on Outposts AILAR#FME. RI. #Rid. REFMZHIXT Outposts i
WiGE |, 5 AWS EfiRET BREGH AR , LIRE—BHESHR,

B>k S3 on Outposts I ZANESER , BSRAUT E&E,
F

 S3 on Outposts M3B

« S3 on Outposts Z#FH) API 24E

« S3 on Outposts & # Amazon S3 AWS CLI %%

« S3 on Outposts XK Amazon S3 Zh&E
« S3 on Outposts M4 ER

S3 on Outposts #3E

- Outposts FEBHIER A K/ 50 TB,

« 1 AWS Ik BB K Outpost FZEREEA 100,

« Outpost 77 R REFE A AR KR ML IRET LQEHITIHRE,

« 8/ Outposts FEMAI R AKIHE LA 10,

- AR SR EEHY K/MBREIHR 20 KB.

 Outpost #iE & AT LAEA AWS Resource Access Manager 7 AWS Organizations R E B &RH LA

B IABIPR. FTEiGA Outpost WFTEMK F 45 AWS Organizations FHIFFEE KL TR —4
aMm,

» S3on Outposts FRBHEEKFHRARERBPAENRNATEE.
« R A S3 on Outposts F& @A B MK, AT A FEBIITIEE,

. WRADBREE Amazon S3 —H.

« %&£ S3 on Outposts LK FTE X REFMEIE OUTPOSTS FiEERF.

- RERERBRT , F#E OUTPOSTS RPN AAX REBMEMEAR Amazon S3 FEEX INEFHH
(SSE-S3) HYBRSS SRR I B H 1T Il Bt AT ABAEERERER T RHEAINERA (SSE-C) KR
SRR IR B RIF N R
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- MEXARBHZEEERN Outpost LFENR , APl 2 RERETERE (ICE).

S3 on Outposts X#EFH API ##1E

B X S3 on Outposts XY API B4EM 5K , S FAmazon S3 on Outposts API ##1E,

S3 on Outposts X #FH Amazon S3 AWS CLI &5 %

Amazon S3 on Outposts B Biz#%LL T Amazon S3 AWS CLI i . BXEZELR , H550 (AWS
CLI Command Reference) A Y Available Commands.

« cp. mv M sync , ERE— Outposts FFEEH , WEEAMINES Outposts B,
+ 1s
* presign

e Irm

S3 on Outposts FZ#FH Amazon S3 IhEE

Amazon S3 on Outposts B I X#FLLT Amazon S3 e, BEFACIINEME LG ERIEL,

- BRHBER

- 5 EIREIFIZ&R (ACL)

. BEARAE (CORS)

- S3HMERKE

- S3BHERE

- BERBIAERBINE

- RNEFHERE

« ZERIE (MFA) MR

- S3 AR (BRT NRBERANELLRTHRE 2B EEUH)
- S3MNRBEMERE

- NRPERE

- B AWS Key Management Service ( AWS KMS ) Z4AM RS 850% 0% ( SSE-KMS )
- S3 EflatEES (S3 RTC)
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https://docs.aws.amazon.com/cli/latest/reference/s3/#available-commands
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/cp.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/mv.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/sync.html
https://docs.aws.amazon.com/cli/latest/reference/s3/ls.html
https://docs.aws.amazon.com/cli/latest/reference/s3/presign.html
https://docs.aws.amazon.com/cli/latest/reference/s3/rm.html
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« Amazon CloudWatch i&R1E#%
- EfRELE

 Transfer Acceleration

- S3EHBEH

- RIEHNREER

+ S3 Select

« AWS Lambda =4

« Server access logging (BRF 5140 B Fid %)
« HTTP POST &R

« SOAP

- MEiER

S3 on Outposts MK ER

- EFEREAZE S3 on Outposts TFRI R , EBATEIE S3 on Outposts Kiw T RHBITEHE, ATR
#I3E AT S3 on Outposts K&K & -

« Outpost EBIEA Virtual Private Cloud (VPC) #AI LB — N REMWA KT R , 81 Outpost &%
A LAE 100 MR IHT Ko

o ALLRZNMAERBRFBE —LiwT Ko
- RERLKIET SRMEIE CIDR RTELLT CIDR SEE /M FZERIAK VPC & :
* 10.0.0.0/8
» 172.16.0.0/12
* 192.168.0.0/16
- REEMNEETESE CIDR RH VPC F 8122 E| Outpost B L IwmT Mo
« REBEMFXTRHY Outposts TR A BB LimT Mo
- ATRIBART SN FRAAITEEA IP bk , LAt S3 on Outposts A

- MREEEEZEFHER IP sttt (ColP it ) , MEXETEHA IP #hik , LAt S3 on Outposts &
Ao

« 84 VPC &4 Outpost REERIZE — P KiIFT 2o

) £ BR 51 AP WA 2006-03-01 12



Amazon S3 on Outposts AriEE

F 154 A Amazon S3 on Outposts

&3 Amazon S3 on Outposts , & A LAE AWS Outposts L8| S3 4§ , HEAR# N EEAR MK
TR, RibBELENBETZNNAREFBAFEHEFREN R, S3 on Outposts 121 7 —/1NETEY
T3k S3 Outposts (OUTPOSTS) ; iZF KA Amazon S3 API , 3 B F 1 AWS Outposts E#
ZMEE MRS BB AT AT RIBEFEFERIE, &BEX Virtual Private Cloud ( VPC ) ERZEA S Mk
#E3ZE Outposts B@HTEE, A LURIE Amazon S3 #H —#7E Outpost 8 L FERHERK API #
Ihae , DR/ RIEKRE, MBRFMIRC. BRI LUEE AWS Management Console, AWS Command Line
Interface (AWS CLI), AWS SDK = REST API £/ S3 on Outposts.

iBIY Amazon S3 on Outposts , A LA&TE Amazon S3 £ —#7E AWS Outposts E{#H Amazon
S3 API MTheE , XS RFAE. HRIEKEE, MMZEMIRIC. BX S3 on Outposts WIEER , BSHEMT AR

Amazon S3 on Outposts ?

=

£
« @3 AWS Management ConsoleFF 34 &£ F
- B AWS CLI MER T Java B9 SDK FFiafEH

B AWS Management ConsoleFF ¥4 fE F

B A Amazon S3 on Outposts , BRI LAE AWS Outposts L6812 S3 4 , HEARM N EEAR I
TEipE, RiBELBENBETENNARFBEMNEEANRZEIIR, S3 on Outposts 2 7 —MNETHY
TZf%3K S3 Outposts (OUTPOSTS) ; ZF 3 H Amazon S3 API, 3} B A F1E AWS Outposts EHY
ZNRENBRFS |/ ZERFAT R FREEBIE. E&ED Virtual Private Cloud ( VPC ) ERAEA R NimR
HE$EE Outposts @ TEE. E A LURIE Amazon S3 7+ —# 7 Outpost 8 L FERAERK API #
Thee , BIEFRIFME, MBRFIRIZ. ELUEN AWS Management Console, AWS Command Line
Interface (AWS CLI), AWS SDK = REST API £/ S3 on Outposts. BEXEZEE , BZHT AR
Amazon S3 on Outposts ?

EBMEHAFHFERA S3 on Outposts , EZHUTEH, E&EST AWS CLI HEA T Java B9 AWS
SDK FFHafER , HSRET AWS CLI FEH F Java B SDK FFHAE A,

T8
. PIERBMHEE. BESMES
. BESE
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SIRFEM. HE KRS

UM T A{AE S3 on Outposts RIS —NMFEM. EREH A IRFMEN , L5ET el
BB RUREZEEBERENRS , AESTAFHREFERREEN R,

1. BFEAWS Management Console , AEET LA TMuLITFF Amazon S3 # & & : https:/
console.aws.amazon.com/s3/.

2. EEMSMEREH , % Outposts buckets ( Outposts & ) -
. %&# 8|2 Outposts FER.
4. 3F Bucket name ( FHEER ) B , MARFEEHA RS (DNS) R ENZHE B K.

FERBEMLITRBZUATER !

« £ AWS K. Outpost BAK Outpost FiE I AWS X 13 I {R 135 HE— 14,

- KER 3-63 MNEFF

- TEEREFR.

- UNEFEHBFITL.
BIEFERE K ELLEERHEN. BXAWEFHBNEER , B3H (Amazon S3 AiF1E
M) PHERF#EmEAN,

/A Important
BREFERENPIESBRRAGCE  OKS, FRBEHN2ETEEOFEBTFHANR
M URL H,

5. XF Outpost , EFRERE 7 MA Outpost,
6. 1E Bucket Versioning ( #iRA#2%] ) T , & S3 on Outposts FHY S3 lAZEFIRSIRE N A T ik
Wiz — :
- Disable (A ) ( RERE ) - BRERREZFIRES

* Enable (B ) - AEHAIIRIE A S3 MRAIESI, 78 H0 2BV P A X RESHF U B ME — AV AR AR
IDo

BX S3RAEHMNEZEE , 1S H N S3 on Outposts HEE S3 A2,

7. (A% ) ARINEE Outposts 7 W< Bx BV 4E{T optional tags ( AIIEMFRE ) » B LAERARESRKIR
EREAN B U B AR E |, RERARAR D BEARSIRE RN FHE R
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10.

11.

12.

13.

14.

REREBERT , FH7E Outposts FE A ATEXN REBHEA EHE Amazon S3 EEXMEF
48 (SSE-S3) MRS SR It (T, BT UBRERERAEAZE RN B4 (SSE-
C) MRS SR MBZEREFEM N R, EERMHRER | EBHHEH REST API, AWS Command Line
Interface (AWS CLI) =% AWS B #F X TE S,

£ Outposts access point settings ( Outposts 7RI RIZE ) Fo , WA R KB

S3 on Outposts 178 R AIE{LXT S3 on Outposts PR EHBEN ANERFEHREE, HRIS
2 Bt n 2 Outposts ERMNERENEZRER , BAUERAXEFHERBINGT S3XNREE, BXE
ZER, BSH EAL

T XIH A Outpost WK H |, AR BHRLAME— |, HIFSEALIRFFFRME,

3 it Amazon S3 on Outposts 178 Rik# VPC,

WMREEE VPC , i1k Create VPC (BIE VPC ) . BXEZEE , HZH (Amazon S3 AF
Er) FHRRRFIELNLER (VPC) NEAR.

J&id Virtual Private Cloud (VPC) , & aJLAF AWS FREFEEENHNEMMES, XMNELN
FELEZACHBEFLPEITHEEMEREMELY , HaWERHEEAN T REMIRENLE
AWS

( X}FIE VPC N AE ) Nim<RiEEFE Endpoint subnet ( IR FM ) o

M= EH VPC WY IP MuSEE., MRLZEMENTM |, iH1%E#E Create subnet ( I F
Iﬂ ) « BXREZER , BZH S3 on Outposts B ML,
( XMFIAE VPC A TE ) FiwmRiEE Endpoint security group ( IR ZE4A ) o

Z2AFTYE VPC WERBLALE , RS H I RE
( X¥FIMAE VPC R ik ) iE£$F Endpoint access type ( SmRiFRIZEE ) -

* Private (A% ) - E5 VPC —&fEH,
« Customerowned IP ( BEFHAEN IP) - EEX#HHENZHINEFBEN IP B—EFEA,

( ik ) 83 Outpost access point policy ( Outpost 18] K ) . EEIAL B E RGBS
Amazon Resource Name (ARN) , & 7] LATE SR BE AR 5 F 1% B #1o

%3282 Outposts FEHE
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-restrictions-limitations.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-vpc.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html
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® Note

B2 Outpost iIm RH HEZHFHUMER , RZAREEFEE 5 7R, EREHMTFHEE
RE |, HIEER View details ( EFFHAEE ) -

RELR

¥¥F Amazon S3 on Outposts , X REIEIR L 7ML Outpost £, % AWS L% Outpost HLERAT

B BB R B 7E Outpost A | LUBZBEREZER, BN RKEFTELEIFEH Outpost , 1
1 AWS X3 ., BT AWS Management Console i EEXER , BT EEREH A LERER
Outpost FHIFI R, 1BR , LA LAEA REST APl, AWS Command Line Interface (AWS CLI) 1 AWS
SDK B H R K L FEEN R,

#I2 S3 on Outposts Z##E. HRIAMBERZE , BAILEER AWS CLI &M F Java B SDK ,
NREEBEHEE, BXEZER , HSR X R E4£F S3 on Outposts FEHE,

B AWS CLI #5&H F Java B9 SDK F s fEH

B35 Amazon S3 on Outposts , A LATE AWS Outposts L8122 S3 1 , HER A EEAR MK
TEipE, RBELCENBETENNARFEMNFENREREITIR. S3 on Outposts 1t 7 —MNETHY
17f#2E S3 Outposts (OUTPOSTS) ; ZfEf#2EEH Amazon S3 API , 3} B B F 7 AWS Outposts EHY
EMEERNBRS R BAFA TR FHEEHIE, LB Virtual Private Cloud ( VPC ) EAEA SFIH R
HE$EE Outposts @ 1TEBE. E A LURIE Amazon S3 #H —# 7 Outpost 1§ L FERAERK API #
Thee , BIEFRIFME, MBRAIRIZ, ELUEE AWS Management Console, AWS Command Line
Interface (AWS CLI), AWS SDK = REST API £/ S3 on Outposts. EXEZEE , BSH 42
Amazon S3 on Outposts ?

EFHRMEA S3 on Outposts , BAMBNEFHERE. FRIAMBR. AE , BALUX R E4& B 176
Mo LU ROIE RIN{AET AWS CLI FERA T Java B9 SDK FF#a6E A S3 on Outposts, EiBid 54l
ABFBER |, H5REERT AWS Management ConsoleFF 41 o

£

- S| DIEEHE

- SR 2 BBHRIL
 BIERR

L ]

G
- HECHE
&olw [

Nil
B

- FFXF & E4& 2 S3 on Outposts 17 & i@

IFEE API k7 2006-03-01 16



Amazon S3 on Outposts

RAriEmE

ST REFEN
LA AWS CLI F5& A F Java # SDK RHIE Ran{a 612 S3 on Outposts Fi#E#.
AWS CLI

Example

LA RAIEA AWS CLI 82 S3 on Outposts fZf## (s3-outposts:CreateBucket), EE1TIL

W5, ™ user input placeholders BiHIEHOHWEER.

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904

SDK for Java
Example

LT REIERERT Java B9 SDK #12 S3 on Outposts 1# &1 (s3-
outposts:CreateBucket),

import com.amazonaws.services.s3control.model.*;
public String createBucket(String bucketName) {

CreateBucketRequest reqCreateBucket = new CreateBucketRequest()
.withBucket(bucketName)
.withOutpostId(OutpostId)
.withCreateBucketConfiguration(new CreateBucketConfiguration());

CreateBucketResult respCreateBucket =
s3ControlClient.createBucket(reqCreateBucket);

System.out.printf("CreateBucket Response: %s%n", respCreateBucket.toString());

return respCreateBucket.getBucketArn();

FE|2: HERBAR

E /A Amazon S3 on Outposts F i , BAMGIEMEEH R R, XLERHEROMAER AWS CLI

FEATF Java B9 SDK #IZ AR <.
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TR AT E{L3T Amazon S3 R HERFEEN AABEHEHEEE, HE K2 MBI EEFBN AW
Eimm , WAL IX ‘ﬂsﬁ-ﬁ%ﬁ?ﬂﬁ Amazon S3 S R4 ( & GetObject M PutObject ) . XIF

S3 on Outposts , &AM AEE i8] 21518 Outposts FEBFHEAN R, HRIANZEFEEUENRSF
ks

AWS CLI
Example
LA AWS CLI 7RI Outposts FEREIRIFRIR. BEEZfTGS , B user input

placeholders B NEBEHNER.

aws s3control create-access-point --account-id 123456789012
--name example-outposts-access-point --bucket "arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration Vpcld=example-vpc-12345

SDK for Java

Example

LTERT Java BEHFF & TEERHIR Outpost FEEAIR T ER. EFEAURAE , BN user
input placeholders B HEBEHER,

import com.amazonaws.services.s3control.model.*;
public String createAccessPoint(String bucketArn, String accessPointName) {

CreateAccessPointRequest reqCreateAP = new CreateAccessPointRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withName(accessPointName)

.withVpcConfiguration(new VpcConfiguration().withVpcId("vpc-12345"));

CreateAccessPointResult respCreateAP =
s3ControlClient.createAccessPoint(reqCreateAP);
System.out.printf("CreateAccessPoint Response: %s%n'", respCreateAP.toString());

return respCreateAP.getAccessPointArn();
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5551% 3 ﬁIJ Elﬁ PASNY

ERiEREEHE Amazon S3 on Outposts T E & , A EIE S3 on Outposts imR[RHBHTEHE. 1
TOBRS , BEETHRSH®EELT Outposts IEWE’LEE%JE?% Outposts EEYEA Virtual
Private Cloud (VPC) # A LAE — M REHNIRSR ., BXRmREFNEZEE , SR S3 on Outposts M
KER, BUBRLE—NHK , FHEVE Outposts BHHRITX RIFE, E%E%EE , B H WK

XL RGIE RANAEA AWS CLI FI5EA T Java B SDK Bl 2if K. B X I EE RS PTEN R
EZEE , 551 S3 on Outposts ik = KR,

AWS CLI
Example

LA AWS CLI R~BIER VPC BIRIARZER | 7 Outpost Blixw =, VPCIREE TN, BTt
W%, % user input placeholders Bt HEBECHEER.

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e0d1

BT AWS CLI REIEAZAMAL IP #ikt ( ColP it ) HFIZEN Outpost Bl S, EiE1T
&4, B user input placeholders Bt HEEHEHER,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e0dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567

SDK for Java

Example

LTREATF Java WEEF A TESREIA Outpost Bl EiwR. EEMALRA , 1 user input
placeholders B#¥NEBEHER.

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.CreateEndpointRequest;
import com.amazonaws.services.s3outposts.model.CreateEndpointResult;

public void createEndpoint() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
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.standard().build();

CreateEndpointRequest createEndpointRequest = new CreateEndpointRequest()
.withOQutpostId("op-0d79779cef3c30a40")
.withSubnetId("subnet-8c7a57c5")
.withSecurityGroupId('"sg-abl9e0di")
.withAccessType("CustomerOwnedIp")
.withCustomerOwnedIpv4Pool("ipv4pool-coip-12345678901234567");

// Use .withAccessType and .withCustomerOwnedIpv4Pool only when the access type

is

// customer-owned IP address pool (CoIP pool)

CreateEndpointResult createEndpointResult =

s30utpostsClient.createEndpoint(createEndpointRequest);

System.out.println("Endpoint is created and its ARN is " +

createEndpointResult.getEndpointArn());
}

PS4 W RE4EE S3 on Outposts F 1@

ELERR , BSEENR E4£F S3 on Outposts Z &,

SB 4 JXRREAZ S3 on Outposts 1Z14iE 1 API iRZ 2006-03-01 20
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S3 on Outposts HI M4

&R LA A Amazon S3 on Outposts N EERHKIET R, BFELBNBBEBEFENNARFEFER
KA R, AT T HR S3 on Outposts BIMEER,

£

- EEMKTEZER

« if1A] S3 on Outposts 1Z& EAIX K

- BIKFoEMMKED

M 515 R SR B

AU VPC RERSR A #th 4% 15 18] S3 on Outposts, &@E 8 A 17 17 R FL % T SUEEES Outposts
ERERHITERE, EENE AWS MERE VPC 1 S3 on Outposts F#EE 2 BRIFHE. SIBLKR
TR, BARTRLIRT RIFRIEREERN Private ( I F VPC BH ) & CustomerOwnedIp ( X
FHEPMAR IP ikt [ColP 3t ) o

« Private (X T VPC BH ) - MREFEEHLFZEKERE , S3 on Outposts FHFERIAFEA Private, £
F Private HRIZEE | VPC FHEHITELE IP it E AT 5 Outpost FH BRI TEE, BT
M VPC WM S3 on Outposts, XfEEim [ ABN E#E VPC BEAMNAMEZiHE, EXE
255 , 55 H (AWS Outposts FIF#5R) A YA o< B 3R

+ CustomerOwnedIp ( XfF ColP it ) - MNRETREBRIAER Private HEER HiEF
CustomerOwnedIp , MAFIETE IP thibSBE, EA LB MG RIZEEMA LR VPC A fEH
S3 on Outposts, IRl VPC K Outposts B S3 B , A At W< 7 T PR FI TR £

18] S3 on Outposts 17 FI Xt &

Ei5| S3 on Outposts FEBAXNR , BUTUHR AT ZRH -

« VPC H9iFR R
. EA— VPC &R =

- &1 Outpost 5 AWS Xz BRI EzhiERE. BXNFER Outpost EZFIXBHEZEER |, S
%] AWSOutposts A F#Em Y E HlZ| Outpost AWS X1,
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Bx14E S3 on Outposts P FEHEWANRNEZE L , BSHEH S3 on Outposts 17 1i# 1 F 1 F
S3 on Outposts FF KR,

5 U 7 558 1o P 44 43

S3 on Outposts LT A2 EHE2Y Amazon Resource Name (ARN) @& RiR, BIEBIXLELIET S
J& , AWS Outposts RIREZMEMKF#EMMERED, S3 on Outposts B ¥ MM EFE O SHM M E
EOMEL , BE -5 : S3 on Outposts [ EENK F @M M & O 5 Amazon EC2 SKHI# < B,

S3 on Outposts H & R4t ( DNS ) Bid Bk /3% 4 W 4538 O XHE Rt 1T A8 FE# . S3 on Outposts £
BEAWSTK 7 R A Btk PN EIED , © M Amazon EC2 #2#| & # Network interfaces (M 4%1%
N)ERFES.

SHFAEA ColP stimRIZEE LU =, S3 on Outposts FFMELER ColP iR o il IP it HHEE
B K 7 3 1 PR 4% 42 O AR < Bk o
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£/ S3 on Outposts 1Ffi& i@

BEi3EF Amazon S3 on Outposts , A LATE AWS Outposts L8122 S3 Z6E# , HEAMREER
HWEIEGE, RBBELENBETENNABRFENFE#ANRLEREITIR, S3 on Outposts I#H#E T —4
¥THY 776 2E S3 Outposts (OUTPOSTS) ; %73 £ Amazon S3 API , 3 B A T4 AWS Outposts £
MWZMERFRS B/ BIFA TR EERIE, B LRTE Amazon S3 I —##1E Outpost 1Ff#E L
FERAMERN API FITHEE , S/ IFRIKEE. MBFIFIC. BXEZELR , HSH 1 L2 Amazon S3 on
Outposts ?

#&3@33 Virtual Private Cloud (VPC) £ 148 R M4 s T RiZE1E 5 Outpost R TERS. EiGM
S3 on Outposts FHEFBIIXNR , BLMEE VPC HiFRISHME— VPC HARKTR. BXEZEER
%2/ S3 on Outposts BIF4E,

FrER

£ S3 on Outposts A , FE BB T Outposts EME—HY , H EFEE Outpost FTE XEH AWS XiF
X3 , AWS Ik ID, Outpost ID F1A FiRBI NN IZEE B Fro

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/bucket/bucket-name

BXEZEER , 55 S3 on Outposts &R ARN,

EAR

Amazon S3 on Outposts X #fF 4 Virtual Private Cloud (VPC) ## A = 4ER 5 1R] Outposts 1 1 1Y i
_ji:_r—to

TR AT L3 Amazon S3 R HERFEEN AABELREHEEE, HE S MBI EERN AN
Fims , WA LU X LA A5 A 1T Amazon S3 T RIBME ( 41 GetObject # PutObject ) o XF
S3 on Outposts , &40 F 15 8] =15 A Outposts B FREAN R, HEANXZEEUENRT
ks

LT RBIERBATF S3 on Outposts 58 =Y ARN #&=, 5= ARN 23E Outpost FiE X AWS
Xig 1., AWS lKF ID, Outpost ID Fij 8] =& #Fo

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name
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Vi R

EJFEREEHEE S3 on Outposts THRIR , BAF A2 S3 on Outposts Lim T [RHFHITEE. f&B) S3
on Outposts &L imT1 & , B LUF VPC FAREEF B Outpost 774, S3 on Outposts KixT K2
$EM@ S3 on Outposts FEFBHWA O KWE G —RIBEFRREF (URI) . EMNRKETE. TRNSE
A/ VPC A,

Outpost EH S Virtual Private Cloud (VPC) #8a] LAE —PMNREXHIAL T R , 8 Outpost & Z AT HA
B 100 MR R, BUMOIEBIXLELIHET R, TEEVE Outpost FREBH TR RIFIE, BlEIXL
KigT LIEBEE A FHERBRIRIETE S3 # S3 on Outposts F T4E | i API B FMITHMEE,

S3 on Outposts EKY API #4E

EEE Outpost 748 APl #4E , S3 on Outposts FHEE — N5 Amazon S3 L ii T KR E K FIHL
W R, XMNRIFT AR s3-outposts.region.amazonaws . coms

ZEfE A Amazon S3 API 4 |, B MER EHEM ARN B |, N EEBNN R

LT, BAME API EEFEE ARN , BAME Amazon S3 8EB B EER 243 Amazon

S3 (s3-control.region.amazonaws.com) & 24X S3 on Outposts (s3-
outposts.region.amazonaws.com). B3 ARN &3 , AAE S3 ATLUE Y XBFEERIER,

T AR R ZIEE] Amazon S3 ##IFH |, bt SDK #SM ARN FRIZERAH , HEE— N ER

3k x-amz-outpost-id , H outpost-id {EIRENE ARN, ARN FHRF A TE/BEREH

F| S3 on Outposts KIFTT RAZ B FERIITER., LITHERTFEH s3control BFmAEMNAT
B API &1k,

T&%IE T AT Amazon S3 on Outposts 93 & API R4ER EMEX F Amazon S3 W E Ko

API S3 on Outposts ZHE
CreateBucket E#EEE# A ARN , Outpost ID
ListRegionalBuckets Outpost ID

DeleteBucket FHEBEHN ARN
DeleteBucketLifecy FEMEMN ARN
cleConfiguration
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RAriEmE

API

GetBucketLifecycle
Configuration

PutBucketLifecycle
Configuration

GetBucketPolicy
PutBucketPolicy
DeleteBucketPolicy
GetBucketTagging
PutBucketTagging
DeleteBucketTagging
CreateAccessPoint
DeleteAccessPoint
GetAccessPoint
GetAccessPoint

ListAccessPoints

PutAccessPointPolicy
GetAccessPointPolicy

DeleteAccessPointPolicy

S3 on Outposts S#HE

FHEMEBHN ARN

FHEMEBHN ARN

FEBEHHR ARN
FEBEHH ARN
FEWEFHR ARN
FEBEHHR ARN
FEBEHH ARN
FEMEFHR ARN
HRREMA ARN
HEK/EHHA ARN
HEKREHA ARN
HRREMA ARN
HE KREFA ARN
HEKRE#HA ARN
R REMA ARN
HRREMA ARN

2|2 FEE S3 on Outposts 1FiE 1@

BHXBIEMEE S3 on Outposts FREBHNEZFES |

BESHEUTE-E,

BIEFMETE S3 on Outposts ZiE &
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#]72 S3 on Outposts 1Fi& 1@

B £ Amazon S3 on Outposts , AT LATE AWS Outposts EA2 S3 45 , HEARM N FEERE
BiAE, NipHELEBNBBIEHNARFBMNE#EIKEN R, S3 on Outposts 1#H 7 —NETHY
fZf%3& S3 Outposts (QUTPOSTS) ; Z 3 #EH Amazon S3 APl , # B A F 1 AWS Outposts EHY
ZEMERNRZ [ EFA TR EEBIE, EEXS Virtual Private Cloud ( VPC ) A S #liKm S
E$EE Outposts #@#HTEBE. B LURIE Amazon S3 # A —#7E Outpost 4§ L ERAHERAR API #
IheE , BRI RIEKEE, MBRMIRIC, EBaLLUET AWS Management Console, AWS Command Line
Interface (AWS CLI), AWS SDK =% REST API £/ S3 on Outposts. BEXEZEE. , B 4=
Amazon S3 on Outposts ?

(@ Note

BIRTFHEN AWS IKF HEZEER , tEH —TUOERRBRENK, . FHEEEE
EEM , W Outpost, #¥., RIAMEMHER[IRE. HRAKIEESEATHRFEEBIER
#Y Virtual Private Cloud (VPC) MR /R AR At t iz, BXEZER , iF2H S3on
Outposts #3B.

MRIEHEQE—NF , ZEEH AWS PrivateLink B3 ELFAE = ( VPC ) B0 VPC %
REMHENESERBR |, E20EAT S3 on Outposts B9 AWS PrivateLinko

AT RIS Ra{a £ AWS Management Console, AWS Command Line Interface (AWS CLI) # i&
AT Java B9 AWS SDK 6|E S3 on Outposts 7 .

£/ S3 #FlA

1. B FXEFJAWS Management Console , RGBT LA T Mt TH Amazon S3 ###l& : https:/
console.aws.amazon.com/s3/.

2. EENSMBE®KS , %E# Outposts buckets ( Outposts 1FEHE ) o
3. %&$ESIZ Outposts FEM.
4. IF Bucket name ( FHEER ) B , MAKTFEEHA RS (DNS) iR ENZHEEE .

FHEBEMLTRZUTER :

« £ AWS Ik, Outpost SA% Outpost Fi/E I AWS X 13 IR 51— 14,
- KER 3-63 MNEF.
- TEEREFEH,
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- BUNEFBHBF X

DREHERE  ELEBEREEN. AXNBFHEBNER , 55K (Amazon S3 A #E
M) PHEAFEER BN,

/A Important

BEEFERBENPELSHRBEE , KS, FEBEHNETEEONFREBPHNR
M URL H,

5. XTF Outpost , EFRERE T MAY Outpost,

6. 1E Bucket Versioning ( #iRA#2H] ) T , & S3 on Outposts FHY S3 lAEFIRSIRE N A T ik
Wiz — :
- Disable (A ) ( RERE ) - BRERREZFIRES

* Enable (B ) - AEHAIRIE A S3 MRAIES], 78 H0 2BV A X RESHRF U2 ME — AV AR AR
IDo

BX S3RAEBEHMNEZEE , 1S H N S3 on Outposts HEE S3 A2,

7. (A& ) AINEL Outposts F &< EKRYE1T optional tags ( ATIERE ) » BRI AMERAFERIER
PRI E U B AN |, EANE D BERSARE RN,

EREERT , F#E Outposts ﬁ%ﬁ'ﬁﬂ’])’ﬁﬁﬂ%%ﬂﬁﬁﬁ B85 Amazon S3 H£ER N
‘f'ﬂ (SSE-S3) MIRFBRImMBH TFMH. BEAUREERERAEEEF RENMZEZRH (SSE
C) BV IRS5 28 Um I 23 R F i XY R EE&M%’??‘E’L‘J , BXAER REST AP, AWS Command Line
Interface (AWS CLI) =% AWS B#F X TE D,

8. 1£ Outposts access point settings ( Outposts TG A RIRE ) T2 , WA RKE T
S3 on Outposts 178 R AIE{LXT S3 on Outposts PR EHBEN ANEHRFEHREE, HRIS
M NE Outposts FHEMBH EmEMKXinR , BAIUFERAXLEEMBINGT S3 NRIRE, BXE
ZEE  BEH EAL
T XIHA Outpost WK H , AR BHRAAME— , HFSEALIRFFFRME,

9. Atk Amazon S3 on Outposts A Rik#E VPC,

WMRERE VPC , i1k Create VPC ( BIEZ VPC ) . BXEZEE , HZH (Amazon S3 AF
Er) FHRERRFIELNLER (VPC) EAR.
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&3 Virtual Private Cloud (VPC) , &ALV AWS BRBFEBENNEMEZ S, XMEK
FELEHCHBEPOLPETHEREREREEL , HANERUEANTT REMIZENES
AWS

10. ( XNFIE VPC I % ) FimRIEEF Endpoint subnet ( imRFM ) o
FR2EHN VPC WM IP #itSBE, MMREZEMENFM |, 51E#F Create subnet ( BIEF
M) BXEZEE , 2 M S3 on Outposts KIM 4,
1. (XNFIMAE VPC A Wik ) HimRikEFE Endpoint security group ( IRZE4H ) o
Z2AFYE VPC HWERBTALE , UIESIA LM RE,
12. (XFIMAE VPC J mik ) i£$#F Endpoint access type ( SimRiFRIZER ) -
* Private (A% ) - E5 VPC —&fEH,
« Customerowned IP ( BEFHAEMN IP) - EEX#HHENZHINEAAEN IP B—EFEA,
13. ( AIi% ) $85E Outpost access point policy ( Outpost iRl KK ) , BEALBHERHRISHN
Amazon Resource Name (ARN) , & 7] LATE SR BE AR 5 1% B #1o
14. %A Outposts FHEM.
® Note
2% Outpost i R ERFRWUMRER RS AEFE S5 24Nt E., EREHMEES
RE |, HIEER View details ( EFFHAEE ) -
£ AWS CLI
Example

LAUR R BIfEF AWS CLI €12 S3 on Outposts Ff## (s3-outposts:CreateBucket), E&E{TLbds

PN
m,

B user input placeholders B#ftHEEHCHEER.,

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904
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FERERT Java ) AWS BiFF AT ES

Example

AR RBIERER T Java B9 SDK 82 S3 on Outposts 218 (s3-outposts:CreateBucket),

import com.amazonaws.services.s3control.model.*;
public String createBucket(String bucketName) {

CreateBucketRequest reqCreateBucket = new CreateBucketRequest()
.withBucket(bucketName)
.withOutpostId(OutpostId)
.withCreateBucketConfiguration(new CreateBucketConfiguration());

CreateBucketResult respCreateBucket =
s3ControlClient.createBucket(reqCreateBucket);
System.out.printf("CreateBucket Response: %s

[J

N

, respCreateBucket.toString());

return respCreateBucket.getBucketArn();

9 S3 on Outposts TFERE R IMIFE

&A1 LAH Amazon S3 on Outposts R INFRE |, SBRERE AN B 01 B 4 K 7768 A F H bR
o

@ Note
DEFERN AWS IKF B R EFER , tRE A UERHERENIKS .

£/ S3 #HA

1. BFEAWS Management Console , A/FEI LA TMuLITFF Amazon S3 # & & : https:/
console.aws.amazon.com/s3/.

2. EEMNSHBE®KD , %&# Outposts buckets ( Outposts #& ) o
R B BIREHERZM Outposts o
4. ERBMETF,
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5. 7 Tags (#%) T , %&# Edit (&EH ) -
6. 1%&#F Add new tag ( RIFTIRZ ) , REHA Key ( 8 ) MAMIER Value (1B ) -

WINEAREE Outposts FEAXBWEMIRE |, RS AT A 1 B A H bR,
7. i%&# Save changes (REEX )

A AWS CLI

LA AWS CLI RGIE R 2 5 ST R i EFRZEH JSON XY (tagging. json) MHricEB B A F S3
on Outposts F##E. BFEALLRE , BFEAN user input placeholder B RIBEEHEE.,

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging file://tagging.json

tagging.json

{
"TagSet": [
{
"Key": "organization",
"Value": "marketing"
}
]
}

LA AWS CLI ROIBEZMNGSITEFEEEN AT S3 on Outposts 77 .

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging 'TagSet=[{Key=organization,Value=marketing}]"

EXULHBTHNESREER , 28 (AWS CLI &) H# put-bucket-tagging.

FEREEBERIEEEX Amazon S3 on Outposts 12 #7518l

FEBERE2E T REMN AWS Identity and Access Management (IAM) 5RE& | BRI LAMERZE K EF
EREREPNKBEFHENE. RAEFHBREE TN R ESFHEXK. MBI F#ENNRER
TEABREEHENERBTIIENR. EHEREHANREERN 20KB. BEXEZEER , HSH
R
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BT L E T IE AR R B SR E XS Amazon S3 on Outposts ZERE IR, BEXEZELE , HSHEUT
£

£

« 79 Amazon S3 on Outposts 77 fi# 1 78 I 2R 4 55 17 £ 1 5% &
- & Amazon S3 on Outposts 17 i@ %R B

« MIBR Amazon S3 on Outposts 174 K #

o TFENERBE R P

9 Amazon S3 on Outposts 17 i# ¥ 7 N 2 4w 8 17 fif I 5% B&

FEBERE2E T RIEMN AWS Identity and Access Management (IAM) (RE& | BRI LAMERZE KB F
BEEREPRREBETFHENR. AEFEBREE TN R EFHEXK, N FEE0NNRER
THEEBAEERENERBTIIENR. ERBERBHKRIESHN 20KB. EXEZEER , BSH
R

AR EBE R E A AWS Management Console, AWS Command Line Interface (AWS CLI) = i&
BT Java B9 AWS SDK E# Amazon S3 on Outposts 1ZiEE K,

f£A S3 #FA&
B2 4w 58 17 1t A SR B

1. &FE| AWS Management Console , AGiEE LT MukTFF Amazon S3 #2#I4& : https:/
console.aws.amazon.com/s3/.

EEMSHBEES , %% Outposts buckets ( Outposts FZEHE ) -

EREERBEHMNPREAN Outposts FEH.

IEFENRIET

£ Outposts bucket policy ( Outposts & @R ) B8 , EQIENIRIER KR , FIEEF Edit (R
B/)o

o & 0D

WMIE , BEULURINZE 4% S3 on Outposts FEEERE, BXEZEE , SR £/4 S3 on
Outposts % & IAM,

/8 AWS CLI

LAR AWS CLI ;RI7E Outpost 174 1@ E B K 1K
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1. FUTFHERBEREL JSON XHF, EARRHIHR , XHaE R policyl. json. § user
input placeholders B AEESHER.

"Version":"2012-10-17",

"Id":"testBucketPolicy",

"Statement": [

{
"Sid":"st1l",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"

1,

"Action":"s3-outposts:*",

"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

}

}

2. ¥ JSON X #4ER put-bucket-policy CLI s vl —HH R, BEfTle®S , BF user
input placeholders B HEBEHER,

aws s3control put-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --policy file://policyl.json

FERAERT Java I AWS BEF AT ES
LAR SDK for Java "5l 7E Outpost Z &8 L BB KB .

import com.amazonaws.services.s3control.model.*;
public void putBucketPolicy(String bucketArn) {

String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testBucketPolicy\",
\"Statement\": [{\"Sid\":\"stl\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\"::\"" +

AccountId+ "\"},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + bucketArn + "\"3}13}";

PutBucketPolicyRequest reqPutBucketPolicy = new PutBucketPolicyRequest()
.withAccountId(AccountId)
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.withBucket(bucketArn)
.withPolicy(policy);

PutBucketPolicyResult respPutBucketPolicy =
s3ControlClient.putBucketPolicy(reqPutBucketPolicy);

System.out.printf("PutBucketPolicy Response: %s%n",
respPutBucketPolicy.toString());

}

# & Amazon S3 on Outposts 171 1 5k B

FEBERRE2E T RIEM AWS Identity and Access Management (IAM) (RE& | A LAMERIZE K G F
BEREPHRREBETFHENRE. AEFEBEREES N R EFHEEXK, MNBFEENNRER
THEEBBEEHENERBTIENR. ERBERBHKRPEG N 20KB. BEXEZEER , BSH
TR

BATR =B B an{a] 5 - AWS Management Console, AWS Command Line Interface (AWS CLI) = 5&
T Java B9 AWS SDK && Amazon S3 on Outposts FE @R

f£A S3 #FA
O 2 2 4 18 17 47 SR B

1. & %] AWS Management Console , RJ/FEET LA Mt FF Amazon S3 ###|A& : https://
console.aws.amazon.com/s3/.

2. HEEMSMBEES , %# Outposts buckets ( Outposts 1FEHE ) o

3. EREBERBHNRM Outposts FEH.

4. % Permissions &I,

5. 7 Outposts bucket policy ( Outposts FEREEE ) Hro , BAUEFNENFEREKE. BXE
ZER , F2 5 #H S3 on Outposts R & IAM,

£/ AWS CLI

BAR AWS CLI 7RI3RER Outposts F# MMV RRE, EETHEG T , B user input
placeholders B ANEEHSHER.
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aws s3control get-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

FRAERT Java i AWS HEFF AT ES
ATEAT Java W A T EAGRHIA Outpost F i #BIREUK BE o

import com.amazonaws.services.s3control.model.*;

public void getBucketPolicy(String bucketArn) {

GetBucketPolicyRequest reqGetBucketPolicy new GetBucketPolicyRequest()
.withAccountId(AccountId)

.withBucket(bucketAzrn);

GetBucketPolicyResult respGetBucketPolicy
s3ControlClient.getBucketPolicy(reqGetBucketPolicy);

[J n

System.out.printf("GetBucketPolicy Response: %s%n",
respGetBucketPolicy.toString());

fHIB& Amazon S3 on Outposts 17 @K B

FEBERRE2E T REM AWS Identity and Access Management (IAM) (RE& | BRI LAMERIZEK G
EBEREPHRREBETHENR. AEFEBEREE TN RS FHEEXK, N FEENNRER
THEEBBEEHENERBTIENR. ERBERBHKRPREGHN 20KB. BEXEZEER , BSH
R

T EBERIAERA AWS Management ConsoleZ AWS Command Line Interface (AWS CLI) &
Amazon S3 on Outposts 17 1 K 1

£/ S3 #FA&
) B T i 48 SR

1. B ATMuEITF Simple Storage Service ( Amazon S3 ) ##l& : https:/
console.aws.amazon.com/s3/.

2. EEMSMEREH , % Outposts buckets ( Outposts ) -
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3. EREBERBHNRM Outposts FiEM.

4. %$E Permissions £+,

5. 1£ Outposts bucket policy ( Outposts 7F&#EREE ) TH |, %E$F Delete ( MIER ) -
6. TEIAMIBRERME,

£/ AWS CLI

LA RAIEA AWS CLI Bk S3 on Outposts fZf##KEE (s3-outposts:DeleteBucket), EE1T
&4, B user input placeholders Bt HEEHEHER.

aws s3control delete-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

T2 8 SR B TR 5

£/ S3 on Outposts @K , LA LRI S3 on Outposts RN KR IFH |, X , REEEE
LNBRHAFPFEERRITEN. BEZEASHEIESEESNRHNZE 5 AR AP 7 EZE S3 on
Outposts &R

AFI M EXT S3 on Outposts WREH AR FARGN RG], ENHXXLRE | BFEF user
input placeholders B ANEBBECHER (HIUNEETEER) -

BERTFTHIELX AN REINR , ATLE AmazonBRE T ( ARN ) MEAERERBEERF (*). Hl
o, ERSAERIN BRI ARALEET REGENNRANTFE , FlH0 .html,

A>x AWS Identity and Access Management ( IAM ) REEBEEMNEZELR , BSHFEA S3 on
Outposts 1% & IAM,

(® Note

£/ Amazon S3 #2H| &M s3outposts RRET , BUMBFEFIEMFNHENR |, &0
s3outposts:createendpoint, s3outposts:listendpoints &%,

P T Ol 776 15 SR BE A9 H At 53R
« BXTEBIE S3 on Outposts FREEAHT AI LAEFAEY IAM policy ##4E, REMEHRNIIEK , BSH

Actions, resources, and condition keys for Amazon S3 on Outposts.
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- BXBIE S3 on Outposts FKEEWIER , 5SS H N Amazon S3 on Outposts F i 1 7A IR 4 58 714
R

F&
« ETHEEIP it EEX Amazon S3 on Outposts &Y 1 18] 1 fR

ETHE IP it EEX Amazon S3 on Outposts #1777 fX R

FEBERE2E T RIEM AWS Identity and Access Management (IAM) 5RE& | A LAMEHZEK G EF
EEREPHNREBETFHENR. AEFEBEREE SN REFHEEXK, MNBFREENNRER
THEEBBEEHENERBTIENR. ERBERBHKRNIRESG RN 20KB. BEXEZEER , HSH
R R,

FR&43E IP tth3ik A9 15 8] A PR

LT RBIIEL PR A P X8 ER X RINITET S3 on Outposts #1E , BRIFFERFKBIEEN IP ithit

SEE

® Note

EBRFIFAEE IP kB 15 B ARAT , SHAEEREBL VPC R, VPC IR IP it =R E8 IP
# 3k AT BAT5 18] S3 on Outposts 1. BN , MREHREEIEL FIAE AP 2B ESNRAER
T Xt S3 on Outposts #f 7 #IXF KINITAEA s3outposts B4E , MR ATEES K K3 1% AR 17 9] X
PR o

I BERY Condition BEAWEAH IP BRA 4 (IPv4 ) IP #3t8E % 192.0.2.0/24,

Condition $RfEMA NotIpAddress &4 aws:Sourcelp &H# (X2 AWS SEENZH

#), aws:Sourcelp ZHEREATLE IP hitBHE. BXZHENWEZELR |, 1S Actions,
resources, and condition keys for S3 on Outposts. aws:SourceIp IPv4 EERAFRHE CIDR RRE,
BXEZEERE , F20 (IAM AFiEE) /Y IAM JSON KB TESE,

/A Warning

A LE S3 on Outposts KEEZ 81 , UL RBIFE 192.0.2.0/24 |P it SBE BHR A EEHR
WEARGINE, SN , BFREZHEFHIEED,
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{
"Version": "2012-10-17",

"Id": "S30utpostsPolicyIdl",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "s3-outposts:*",
"Resource": [
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
accesspoint/EXAMPLE-ACCESS-POINT-NAME",
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
bucket/amzn-s3-demo-bucket"

1,
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "192.0.2.0/24"

}

&t A 1F IPv4 1 IPv6 ik

EIETFHRER IPv6 ket | BIUEFEREN IPv6 it SBE A RINER IPv4 SEESREFHALNFIAER
B, XA B T BRIX LSRRG 1 R34 B IPV6 R EE T W,

LLR S3 on Outposts REIFEREE A INMAER IPv4 # IPv6 #hiSEERBEALHFTEER IP it
Ht, ZRPBIKEEST RS R IP sk 192.0.2.1 M 2001 :DB8:1234:5678: :1 KyTHIE] , MiE4Et
et 203.0.113.1 F 2001 :DB8:1234:5678:ABCD: :1 By,

aws:Sourcelp R RBREATLE IP thiut58E, aws:Sourcelp B9 IPv6 EXIEAFRER CIDR
B R‘H: IPv6 , BATZEAMEH :: RR05EE (HliN , 2001:DB8:1234:5678::/64 ), HXES
B, BZH (AM BFIEmRE) #1 IP it REZER,

/A Warning

EEAL S3 on Outposts REEZB , U RAIFH IP it SeEEHR A ESENERRGIMN
B, &N , Bk EHEEFEBHEED
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RAriEmE
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{
"Id": "S30utpostsPolicyId2",

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowIPmix",
"Effect": "Allow",
"Principal": "*",

"Action": "s3outposts:*",

"Resource": [
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/

bucket/amzn-s3-demo-bucket",
"arn:aws:aws:s3-outposts:region:111122223333:0outpost/OUTPOSTS -

ID/bucket/amzn-s3-demo-bucket/*"
1,
"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"2001:DB8:1234:5678: : /64"
]

1,
"NotIpAddress": {

"aws:Sourcelp": [
"203.0.113.0/24",
"2001:DB8:1234:5678:ABCD: : /80"

5| Amazon S3 on Outposts 176 4§

XA Amazon S3 on Outposts , A LAFE AWS Outposts 812 S3 1 , HERH N EEAR b
TEipE, RiBELBENBFETENNARFBEMNEEANRZEIIR, S3 on Outposts 24 7 —MNETHY
1Zf%3& S3 Outposts (QUTPOSTS) ; ZFf# 2 #EH Amazon S3 APl , # BB F 1 AWS Outposts LY
ZMEZNRFZ BB AF AT R FEEIE, LB Virtual Private Cloud ( VPC ) £ AZEA KRR
HE$EE Outposts B@HHTEE, E A LURIE Amazon S3 i+ —# 7 Outpost 8 L FERAERK API #
Thee , BIEFRIFKRE, MBRFMIRIZ, ETLUEN AWS Management Console, AWS Command Line
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Interface (AWS CLI), AWS SDK = REST API £/ S3 on Outposts. EXEZEE , BSHET AR
Amazon S3 on Outposts ?

BXERA S3 on Outposts P ERBNESEE , S FEMA S3 on Outposts F .

LAURRBIST 4B T a0l A AWS Management Console, AWS CLI # 5& /A F Java 8 AWS SDK iR [E
S3 on Outposts FiEREHI &,

£/ S3 A

1. B AT MuLiTFF Amazon S3 ##I& : https://console.aws.amazon.com/s3/o
2. EEMSMBERKS , % Outposts buckets ( Outposts # ) o
3. 1£ Outposts buckets ( Outposts #Zf#&# ) T , &&F S3 on Outposts FEEH 5k,

5/ AWS CLI

LAF AWS CLI 7RIZREX Outpost HEVEZERSIR, EFAL G S , BFEAN user input
placeholder B NEEHCHER. BXILUWTHNESEFEE , HZH (AWS CLI ZE) H# list-
regional-buckets,

aws s3control list-regional-buckets --account-id 123456789012 --outpost-
id op-0lac5d28a6a232904

FEAERT Java B AWS SDK

LT ERAT Java B9 SDK RHIZREX Outpost RV FE SR, BXREZER , HZ 1 (Amazon
Simple Storage Service APl &) HH ListRegionalBuckets,

import com.amazonaws.services.s3control.model.*;

public void listRegionalBuckets() {

ListRegionalBucketsRequest reqglListBuckets = new ListRegionalBucketsRequest()
.withAccountId(AccountId)
.withOutpostId(OutpostId);

ListRegionalBucketsResult resplListBuckets
s3ControlClient.listRegionalBuckets(reqListBuckets);

System.out.printf("ListRegionalBuckets Response: %s%n",
respListBuckets.toString());

B R AR API k7 2006-03-01 39


https://console.aws.amazon.com/s3/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/list-regional-buckets.html
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}

{$H AWS CLI #EAF Java B9 SDK 3REX S3 on Outposts 16 18

B £ Amazon S3 on Outposts , A BATE AWS Outposts E82 S3 45 , HEARM N FEERE
BiAE, NiHELBENBBEIEVRNAERFBIMNE#EFIKENR, S3 on Outposts 1#H 7 —INFTHY
T3k S3 Outposts (OUTPOSTS) ; iZ# kKA Amazon S3 API , 3 B F 1 AWS Outposts E#
ZEMERNRZ [ BFATRMGEEBIE, EEX Virtual Private Cloud ( VPC ) EAEA S #flim S
EEE Outposts @#HTEE. B LURIE Amazon S3 A —#4E Outpost 4§ L ERAHERAE API #
Ihae , DR/ HRIEKRE, MHBRFMIRC. BRI LUEE AWS Management Console, AWS Command Line
Interface (AWS CLI), AWS SDK =t REST API £/ S3 on Outposts. BXEZEE , BZHMT LR
Amazon S3 on Outposts ?

DR RBIERT AR AWS CLI M EEAF Java B9 AWS SDK 3REX S3 on Outposts Ffi& .

(@ Note

L@ T AWS CLI 5 AWS SDK £/ Amazon S3 on Outposts B , &8 LR Outpost 8915
B = ARN SRR EBFHEBEN. HHER ARN XALUTHER , HA region & Outpost IAEHY
Xk AWS XA :
arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point

A% S3 on Outposts ARN WEZE LS |, 2 5S3 on Outposts IR ARN,

A AWS CLI

LAF S3 on Outposts ~EIEHA AWS CLI SREVE# . EFEALSS , BRS8N user input
placeholder HEHNEBCHER. AXRUTTNESER , BHZ5H (AWS CLI &) FH get-
bucket.

aws s3control get-bucket --account-id 123456789012 --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

FEAEAT Java B9 AWS SDK

LAF S3 on Outposts RHIMEAZER T Java B SDK SREVF# T, BXEZELR |, H5 (Amazon
Simple Storage Service APl %) H# GetBucket,
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import com.amazonaws.services.s3control.model.*;
public void getBucket(String bucketArn) {

GetBucketRequest reqGetBucket = new GetBucketRequest()
.withBucket(bucketArn)
.withAccountId(AccountId);

GetBucketResult respGetBucket = s3ControlClient.getBucket(reqGetBucket);
System.out.printf("GetBucket Response: %s%n', respGetBucket.toString());

f B& Amazon S3 on Outposts 1741

B E A Amazon S3 on Outposts , A LAE AWS Outposts L6812 S3 4 , HEARM A EEAR I
TEipE, RiBELBENBETENNARFBEMNEEANRZEIIR, S3 on Outposts 2 7 —MNETHY
TZf%3E S3 Outposts (QUTPOSTS) ; ZFM# 3 #EH Amazon S3 API, 3} B A F1E AWS Outposts EHY
ZMEZFRS B2 EFATRBEMEBIE. BBS Virtual Private Cloud ( VPC ) EABEA KBS
HEEE Outposts @ 1TEBE. E A LURIE Amazon S3 #H —# 7 Outpost 8 L FERAERK API #
Thee , BIEFRIFME, MBRAIRIZ, ETLUEN AWS Management Console, AWS Command Line
Interface (AWS CLI), AWS SDK 5 REST API £/ S3 on Outposts. BEXEZEE , BZHT AR
Amazon S3 on Outposts ?

BXEH S3 on Outposts AW FEEBHNEZELR |, FSREEA S3 on Outposts FEHE,

BIREFMHEE AWS IKF AR FME , hRE—TTURIBRTHKS .

® Note
« Outposts 17 i@ H 28 5 REHE 1T 1 BR o
Amazon S3 #2#| & X S3 on Outposts FRIEVE, EMIBR S3 on Outposts 174 #E H HI XY

R, B LER AWS CLI, AWS BR#F X TE B REST AP,

 TEMIBR Outposts FEMEZ BT , AT EMIBR1ZIZ M WAVEST Outposts THRI R, BXEZE
,% , 1ﬁ |Fﬂ ﬂﬂ'J B‘%%A/ ™0

- FEBERRETEIRE.
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AT RIS R A £ AWS Management Consolefl AWS Command Line Interface (AWS CLI) il B&
S3 on Outposts Ff& @

£/ S3 #FIA

1. BREAWS Management Console , REET LA TMukITFHF Amazon S3 ###|& : https:/
console.aws.amazon.com/s3/.

2. EEMNSMBE®KD , %&# Outposts buckets ( Outposts ZEHE ) o
3. GEREMBRVEMER , ABIERE Delete (MR ) -
4. WEIAMBRIERAE,

A AWS CLI

J«XT/U_?WEFH AWS CLI Bk S3 on Outposts #Ff## (s3-outposts:DeleteBucket), BE{TILH
, B¥F user input placeholders Bt HEBEHCHWEER,

aws s3control delete-bucket --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

{8 Amazon S3 on Outposts 78] R

E 5| Amazon S3 on Outposts F&#E , BAUMBIEFEE 77 R Ko

R AT E{E3T Amazon S3 R HERFEEN AABHEHEEE, HES2MMEIFEEBNGE N
Fim M_IJJ\EFHM‘”‘T?-{%*%}MT Amazon S3 SR ( & GetObject M PutObject ) . XF
S3 on Outposts , &AM A 5B =I5B Outposts FEBHFHNE AN R, HRIRNIZEFEEUENRT
ik,

(@ Note
83 Outposts FFEMEY AWS I/ B ZEFME , LRME—ATUNHESEHR KK

LU EB 2 N A mm a2 MEE S3 on Outposts FAEREHI 7R Ko

ES}
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https://console.aws.amazon.com/s3/
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Amazon S3 on Outposts RAriEmE
- B S3 on Outposts 1718 &

« JIEHY S3 on Outposts A& 177 7] = 5 A A8 =X B &

- BEEEXGERARENER

« &&F Amazon S3 on Outposts i 8] 2 K 5| &R

- MIBREAR

« A YRIET R KR

« & S3 on Outposts 177 /R

#1722 S3 on Outposts 58 K
E 1A Amazon S3 on Outposts ZEHE , AN EIE M EE 15 R =

TR KA B L3 Amazon S3 FHEHEEN AHELE LR EE, HRSIZMMNEFHENGSE N
FinR , BOLUERXEFHBHNIT Amazon S3 X RIRIE ( 40 GetObject M PutObject ) . XF
S3 on Outposts , LA EE A 5B 5B Outposts FHBHFHNEAN R, HRIKNZEFEUENRT
ik,

AR RGIE R[5 AWS Management Console, AWS Command Line Interface (AWS CLI) # 5&
AT Java B9 AWS SDK 6% S3 on Outposts 8] o

® Note
B2 Outposts FEMH AWS IKF WA ZFMAR , th2ME— AN H 2 B RRHKS .

£/ S3 #2HlA

1. BELATMuITH Amazon S3 ##lE : hitps://console.aws.amazon.com/s3/o
ELEMSABEEF , %$F Outposts buckets ( Outposts & ) -

R EN HBIE Outposts 1518 LAY Outposts F &l

1%£$8 Outposts 5B SETF,

£ Outposts access points ( Outposts FE R ) Zo H , 1E#F Create Outposts access point ( £l
£ Outposts AR ) o

6. 7E Outposts access point settings ( Outposts HRIRIRE ) F , WAHBKNBEN , REEEH
8] R B9 Virtual Private Cloud (VPC),

o b~ 0N
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7. WMERERHESRFMNKE | E7E Outposts access point policy ( Outposts 7517 SUEREE ) 2040 %6
AEHE,

BXEZEER , BSHR £ S3 on Outposts ZiE IAM,

5/ AWS CLI
Example

LA AWS CLI 7RI Outposts FiEEIEHRI R, EETa s , BN user input
placeholders B NEBEHNER.

aws s3control create-access-point --account-id 123456789012

--name example-outposts-access-point --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration Vpcld=example-vpc-12345

FEAERT Java 9 AWS B F AT ES
Example

LTERT Java BEHFF % TEERHIR Outpost i EAIRHE R. EFEALRAE , BN user
input placeholders Bt HEBECHER,

import com.amazonaws.services.s3control.model.*;
public String createAccessPoint(String bucketArn, String accessPointName) {

CreateAccessPointRequest reqCreateAP = new CreateAccessPointRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withName(accessPointName)
.withVpcConfiguration(new VpcConfiguration().withVpcId("vpc-12345"));

CreateAccessPointResult respCreateAP =
s3ControlClient.createAccessPoint(reqCreateAP);

System.out.printf("CreateAccessPoint Response: %s%n'", respCreateAP.toString());

return respCreateAP.getAccessPointArn();
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NIEH S3 on Outposts 117 7] = B = 5B

33F S3 on Outposts , A A EEA KI5 E Outposts FREBMHPWEMIT R, BRXEBRNEEFE
B#EA KRR, S3on Outposts LB ER —MEARB B, XN TEMABBEBERRE , BFE AT

FERALBE AR , MARHE S ARN, Flan | &7 LUE R R 238 RITRRERE |, Hlin
PUT, GET, LIST &, BXXLERENIIR , BSHATEENRH Amazon S3 API ##1E,

LT REIERT BA my-access-point BITE =H ARN Fi5R =518

« 5@ & ARN - arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/my-
access-point

« HEIKRBNAE -my-access-po-o00lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kuseld--op-s3

BXARN WEZEER , BHSH (AWS —f5E) S Amazon BREAF (ARN)

BXFRARNBENEZELR , BSRHUTES :
F&

- HRRRE

* 7£ S3 on Outposts XN RIFEFREA R K 5H
- BRI

7 | KB A

HiE R 5BE2ES S3 on Outposts FHERMN R ZEFCIRN, HELIEE KR , S3 on Outposts
LEPER—NEEERNHRK[BE. HRK[AERFSER S3 on Outposts WEFWFIEER , 2
FEUTES -

access point name prefix-metadata--op-s3

® Note

--op-s3 EERBATHRARINE , RNEBNETEGFHEATHR BRI REFH. HX S3on
Outposts BHRBANMEZEE , BSFHFER S3 on Outposts 1FE .
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BERGRR[BA

R RBIERT WEEA AmazonS3 #4|& f AWS CLI ERiGRIKRBIE.
Example : £ Amazon S3 #HlAPERHAEHH R K 5]A

EEHAEPIRIBRIRG , JEAM Access Points ( iGRIR ) FIZkEY Access Point alias ( GRS 318 )
SR IREGAE R RBIHE .

EHBEARBE

1. B LT MuLiTFF Simple Storage Service ( Amazon S3 ) ##|4& : https://
console.aws.amazon.com/s3/,

2. EEMNSMBE®ES , %E# Outposts access points ( Outposts THEIR ) o
3. EEHHMRBE , BMITUTREZ—

* £ Access Points ( TAER ) FIFRH |, EFHRK[BHREDRETIRM , AFI1EEFE Copy Access
Point alias ( E#FRI KA ) o

- FEBEEARENR. RS , £ Outposts access point overview ( Outposts 7RI RBR ) T, &
%Uijilﬁ.l /\\\%u% o

Example : f£F AWS CLI B2 58] K HE R P &K 15 E K5 A

LLREX create-access-point @ H AWS CLI REIGIEH R R HRE B ERFR BB
EEfTh®T , 5N user input placeholders Bt AEEHEHEER,

aws s3control create-access-point --bucket example-outposts-bucket --name example-
outposts-access-point --account-id 123456789012

{

"AccessPointArn":

"arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point",

"Alias": "example-outp-o00lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kuseld--op-s3"
}

Example : £ AWS CLI 3REi7 8 = 51 &

flan | LAREX get-access-point @R AWS CLI REIREIXFIENH R RNER, EES
FEiHRANE, BEETH®S , 58 user input placeholders Bt HEEHEHELR,
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aws s3control get-access-point --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-01lac5d28a6a232904/bucket/example-outposts-
bucket --name example-outposts-access-point --account-id 123456789012

"Name": "example-outposts-access-point",
"Bucket": "example-outposts-bucket",
"NetworkOrigin": "Vpc",
"VpcConfiguration": {
"VpcId": "vpc-01234567890abcdef"
.
"PublicAccessBlockConfiguration": {
"BlockPublicAcls": true,
"IgnorePublicAcls": true,
"BlockPublicPolicy": true,
"RestrictPublicBuckets": true
.
"CreationDate": "2022-09-18T17:49:15.584000+00:00",
"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"

Example : fEF AWS CLI 5l i R KA E KR R 2505

flan | LATRAX list-access-points @5 H AWS CLI RAIFIE X FHEENHRSNES, IKE
BEEHRANE. EETeGS , B8 user input placeholders Bt HZBCWEER,

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

"AccessPointList": [
{

"Name": "example-outposts-access-point",

"NetworkOrigin": "Vpc",

"VpcConfiguration": {

"VpcId": "vpc-01234567890abcdef"

},

"Bucket": "example-outposts-bucket",

"AccessPointArn": "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point",

"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"
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}

£ S3 on Outposts X RIEVEFRE A 7 A K5 &
KABELSE , BUUFERABRRLE , MEENRKBEHITAEER,

It AWS CLI RHIE R T £33 S3 on Outposts #HY get-object B|4E. RHIERHREKXBIBIER
--bucket W{E , MARZTEMNHE K ARN,

aws s3api get-object --bucket my-access-po-
00b1d075431d83bebde8xz5w8ijx1qz1lbp3i3kusel0--op-s3 --key testkey sample-object.rtf

{
"AcceptRanges": "bytes",
"LastModified": "2020-01-08T22:16:28+00:00",
"ContentLength": 910,
"ETag": "\"00751974dcl46b76404bb7290f8f51bb\"",
"VersionId": "null",
"ContentType": "text/rtf",
"Metadata": {3}

}

PR 1

- BERTEEENS
« TEEBRKLERER, BRHEADB,

o BREEFIHR K 5E AT S3 on Outposts #EHIHERIERME, BX S3 on Outposts 12 HIE R IR ER 5
=, BZRATERF®EE Amazon S3 £l AP,

- BBTFEEHTF AWS Identity and Access Management ( IAM ) SKEEH,

EERRTHREENEE

A /A B LI Amazon S3 VR EHBEEN AHERB AR EE, KR [LZMINEFHEENmE N
Fims , BWA LU A IX L Z AT Amazon S3 T RIBME ( 41 GetObject # PutObject ) o XF
S3 on Outposts , &AM AEE 1518 21518 Outposts FEBHFHEAN R, HRIANZEFEEUENRST
ks
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BT B BA an{a] 5 ;. AWS Management Console, AWS Command Line Interface (AWS CLI) # 5&
B TF Java B9 AWS SDK iR [E S3 on Outposts R R HEEE R,

£/ S3 24l A

1. B LT MutiTFF Amazon S3 #%I& : https://console.aws.amazon.com/s3/o

2. EEMNSHBE®KD , %8 Outposts access points ( Outposts TR ) o

3. EREEFHBEEFMAEEM Outposts 7R Ko

4. 7£ Outposts access point overview ( Outposts IFRIRBLR ) T , EFHR ARBIEFAELS.

£/ AWS CLI

LR AWS CLI 7RIZRER Outpost F MMV A E] Ko FF user input placeholders BAKLECS
E"J{E/%\O

aws s3control get-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

FEAERT Java i AWS B FF X T E4A
LT ERT Java WEHF & TEBRHISN Outpost i HEIRENTA B o

import com.amazonaws.services.s3control.model.*;
public void getAccessPoint(String accessPointArn) {
GetAccessPointRequest reqGetAP = new GetAccessPointRequest()
.withAccountId(AccountId)

.withName(accessPointArn);

GetAccessPointResult respGetAP = s3ControlClient.getAccessPoint(reqGetAP);
System.out.printf("GetAccessPoint Response: %s%n", respGetAP.toString());

# & Amazon S3 on Outposts 17 7] LK 5l &

ifillﬂ,\“—l”‘ﬁﬂﬁﬂ Amazon S3 FHHERBEMN AMBELHE L RIETE, HE 2N FE B HE N
Fims , WA LU X L AZ A A 1T Amazon S3 T RIBME ( 41 GetObject # PutObject ) o XF
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S3 on Outposts , #&AJfE MR K15 Outposts FEEPRVEMN R, HRIK/RIZFELDENKT
dko

AR =B A an{aE H AWS Management Console, AWS Command Line Interface (AWS CLI)  i&
B TF Java B9 AWS SDK iR [E S3 on Outposts i8] = HI 5l K

£/ S3 #HlA

1. B AT MuLiTFF Amazon S3 #2#& : https://console.aws.amazon.com/s3/o
2. TEEMSME®KS |, % Outposts access points ( Outposts FHIE R ) o
3. 1£ Outposts access points ( Outposts B R ) T , EFZEH S3 on Outposts 178 K5,

£/ AWS CLI

BAR AWS CLI "41%5I i Outposts FHBHIZEAR . BETGS , B user input
placeholders B NEBEHNEER.

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

FRERT Java i AWS HEF AT ES

LA SDK for Java 7515 H Outposts FE RV IEA Ko

import com.amazonaws.services.s3control.model.*;

public void listAccessPoints(String bucketArn) {

ListAccessPointsRequest reqlListAPs = new ListAccessPointsRequest()
.withAccountId(AccountId)
.withBucket(bucketArn);

ListAccessPointsResult respListAPs = s3ControlClient.listAccessPoints(reqlListAPs);
System.out.printf("ListAccessPoints Response: %s%n", resplListAPs.toString());
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M ERIEA R

TR AT E{L3T Amazon S3 PR ERFEEN AMBEHEHEEE, HES2M MBI EERN AN
Bime f&‘iTMﬁFﬁm“ﬁﬁ%ﬁ?ﬂﬁ Amazon S3 S R4 ( & GetObject M PutObject ) . XIF
S3 on Outposts , LA AE 15 18] 21518 Outposts FEBHFHEAN R, HRIANZEFEEUENRF
ks

LAUR RIS R an{aEH AWS Management Console®l AWS Command Line Interface (AWS CLI) il Bk
AR

£/ S3 2Hl A

1. B LA TMuLFTF Simple Storage Service ( Amazon S3 ) #2#I#& : https:/
console.aws.amazon.com/s3/,

2. EEMNSHBE®KD , &8 Outposts access points ( Outposts TR ) o

3. 7E Outposts access points ( Outposts B R ) o H , EFREMBREY Outposts G E Ko
4. 1%# Delete,

5. WIAIBRERE,

£/ AWS CLI

LA AWS CLI 7RI BR Outposts iGRIR. BiEfThar© , B user input placeholders i
NIEECHER,

aws s3control delete-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

N DN Y 38 17 8] LR B

BE R EETREHNEFMM =S | Amazon S3 on Outposts eI A T BT iZi5E 2K HHEMR
B3R, ﬁ/\?ﬁ)\ BRFIEEEE ALK, ZRBSRNIKEFEBNEEARKESER. &
XEZEE , B EAL

LA EBi 88 T an{a A AWS Management Console, AWS Command Line Interface (AWS CLI) #
EHAT Java B9 AWS SDK RN 4B & S3 on Outposts 1 8] 2 K EE
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£/ S3 #HlA

1. B AT MuLiTFF Amazon S3 #2#& : https://console.aws.amazon.com/s3/o
2. EEMNSMBE®ES , %E# Outposts buckets ( Outposts TFEHE ) o

3. EEENHRBIHEK[KKAE Outposts FiEH.

4. %$F Outposts A KLIET .
5

£ Outposts access points ( Outposts TFRIR ) THHF , EREEBHRENIHRR , REERF
Edit policy ( 4RERHEE ) -

6. 7E Outposts access point policy ( Outposts 58] RKEE ) TP ARMBEEREE, EXREZE
B | &5 # £/ S3 on Outposts i% & IAM,

£/ AWS CLI
LLR AWS CLI 7RHI1E Outposts 18] & £ B KB

1. FUTHRAKBRESR JSON XHF, EARTRHS , XHasBE N appolicyl. json, FFf user
input placeholders B AEBECHWEER,

"Version":"2012-10-17",
"Id":"exampleAccessPointPolicy",
"Statement": [
{
"Sid":"st1l",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"
},

"Action":"s3-outposts:*",

"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point

}
]

}

2. f¥ JSON M #ER put-access-point-policy CLI i SH—E0RR. F user input
placeholders B#¥NEBEHESR.
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aws s3control put-access-point-policy --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --policy file://appolicyl. json

FERERT Javati AWS TR AT ES

LA SDK for Java ;R5I#E Outposts #A = £ HE KB

import com.amazonaws.services.s3control.model.*;
public void putAccessPointPolicy(String accessPointArn) {

String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testAccessPointPolicy\",
\"Statement\": [{\"Sid\":\"stl\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":\"" +
AccountId + "\"J},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + accessPointArn +

"\"}1}";

PutAccessPointPolicyRequest reqPutAccessPointPolicy new
PutAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn)

.withPolicy(policy);

PutAccessPointPolicyResult respPutAccessPointPolicy
s3ControlClient.putAccessPointPolicy(reqPutAccessPointPolicy);
System.out.printf("PutAccessPointPolicy Response: %s%n",

respPutAccessPointPolicy.toString());
printWriter.printf("PutAccessPointPolicy Response: %s%n",
respPutAccessPointPolicy.toString());

2 & S3 on Outposts 8] & 5K BE

BE R EETREHNEFMM =4S | Amazon S3 on Outposts FFEAIMN A T B iZi5E 2K HHEMR
BR, BMNEARBFIEEENEASKE  ZXBSHNAKEEHEENFEERBESHER.
REZER B #AS

BXEH S3 on Outposts FHIAE RN EZER , FSHE A S3 on Outposts F .
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AR =B B an{a E F AWS Management Console, AWS Command Line Interface (AWS CLI) &
AT Java B9 AWS SDK &EE&H S3 on Outposts 177 LK B,

£/ S3 24l A

1. B AT MuLiTFF Amazon S3 # % & : https://console.aws.amazon.com/s3/o
2. EEMNSHB®KD , %&# Outposts access points ( Outposts TR ) o

3. EREEFHEKBER Outposts 1 E] Ko

4. 1 Permissions ( fXfR ) &+ L , && S3 on Outposts 18] LK,

5 ERBIHN KRR , SR INELEET KRR,

£ AWS CLI

LR AWS CLI 7RI3RER Outposts A LK, BETI®S , 8% user input placeholders
BN ECSHER,

aws s3control get-access-point-policy --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

ERAERAT Java ¥ AWS HHF R T ES

LA SDK for Java 7~ f5l3REX Outposts ## A KUK B,

import com.amazonaws.services.s3control.model.*;

public void getAccessPointPolicy(String accessPointArn) {

GetAccessPointPolicyRequest reqGetAccessPointPolicy
GetAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn);

new

GetAccessPointPolicyResult respGetAccessPointPolicy
s3ControlClient.getAccessPointPolicy(reqGetAccessPointPolicy);
System.out.printf("GetAccessPointPolicy Response: %s%n",

respGetAccessPointPolicy.toString());
printWriter.printf("GetAccessPointPolicy Response: %s%n",
respGetAccessPointPolicy.toString());
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}

£/ Amazon S3 on Outposts ¥ &

EHlﬁ SRE& B 2| Amazon S3 on Outposts 158 & , EAM G2 HBELE S3 on Outposts R, T 8l
BinR K SEECARSSEELT Outposts FXIGMSEERERE, Outposts EHIEA Virtual Private
Cloud (VPC) %‘B_IJ«)UE—A%E*E’J MR. BXRimAERFMHNESZER , BZH S3 on Outposts MEE
Ko BRUMBIE—NRKR , FTEEE Outposts MHRITHRRE. BEXEZEE , E3H Hs.

fBIERE , B UERRES ZER T #Bis LIRS, Zzu% &Y Outposts A FELIRES |, ©RIRE
CREATE_FAILED, #ZA UK ERSEZERE  HRimR , HEEZRERERCIZERE, BxHM
BRRBHIIER , B2HATX. BXESZEE , B2H K.

API Status KW R A E R HE - RMIERA

CreateEnd Create_ Fa  OutpostNotReachable BT 5#&#/ Outposts x X1Z Y RS 12

point iled EESHIT , lﬂﬁt%&ﬁﬂﬁlﬁﬁ, o B
EENEE  BRER , AEER,

CreateEnd Create_Fa InternalError ATRIHEIR , TEUNBES. HHER

point iled “ﬁ#i%ﬁﬁﬂﬂo

DeleteEnd Delete_Fa  OutpostNotReachable BT 58 Outposts x X 13 HY RS 6 12

point iled EECHT , AT ERRER. RE
EE, RARER,

DeleteEnd Delete Fa InternalError BTRIMBER , TEMBRER. BE

point iled Ho

BXEH S3 on Outposts P EEBWEZER , FHSHEEA S3 on Outposts F .

THEPINAT WMAEIERMEE S3 on Outposts A i o
E&
« 7£ Outpost E 81 i% =

« &F Amazon S3 on Outposts i & 5 &K
« MIB} Amazon S3 on Outposts & i
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£ Outpost EBIZ iR =

EJFE R B E Amazon S3 on Outposts 1B & , EA4F 612 S3 on Outposts ik R HHITEE. 7
TOBER , BEEFCHRSHEELT Outposts F XK ERERE, Outposts LEIEA Virtual

Private Cloud (VPC) HALE—NMRENIHER. BXRXGHREFNESZEE , $25H S3 on Outposts M

KER, BURLE—NmK , FHEER Outposts ﬁ#?ﬂﬁi‘lgﬂ &, E%E%E B, BEZH mL.

PR

BRUBIRERFIBENENEZEER , 155 S3 on Outposts Iin &KX E o

LR B2 UK 2B, S3 on Outposts ESERK AWS IkFHFEIE—MNRFSHEXAR, BXEZEER | iF
28 FREMERAEHT Amazon S3 on Outposts.

AT R"BIE RN AWS Management Console, AWS Command Line Interface (AWS CLI) # i&
AT Java B9 AWS SDK #1% S3 on Outposts Ui Ko

£ S3 =4|A

1. BREAWS Management Console , RGBT LA TMutITHF Amazon S3 ###l& : https:/
console.aws.amazon.com/s3/.

ELEMSHIBEEF , %42 Outposts access points ( Outposts THIE R ) o

1%£4% Outposts endpoints ( Outposts i = ) ET .

i%£3$% Create Outposts endpoint ( 2 Outposts ¥ ) -
£ Outpost T , 1% Outpost LATEE I bbik =,
£ VPC T , EFE—NME&ERILBHBAE Outposts i 2N K VPC,

2

&3 Virtual Private Cloud (VPC) , &R LU AWS BIREBF B EBE LMELIME D, XAEM
FXELEECHBBEBFOPETHEEMNEREAL , AW EREERNTT REMIREHLS
AWS

WMRERE VPC , i1k Create VPC (BIE VPC ) . BXEZEE , HZH (Amazon S3 AF
Er) FHRRFIELNLER (VPC) EAR.

7. %$® Create Outposts endpoint ( £12 Outposts imR ) o
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£/ AWS CLI

Example

L;ﬂ? AWS CLI RHIER VPC BIRIFRZER |/ Outpost tlEIwR. VPCIREBR TN, Eiz{Tibd
, 5% user input placeholders %#ﬁéﬁmﬁaﬂ’ﬂnmo

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e0d1

LAR AWS CLI ROIEREF AR IP it ( ColP ) R ZEE R Outpost 1K=, EizfTibd
o, B user input placeholders B RIEECHEELR,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567

FEAERT Java B AWS SDK
Example

LARER T Java 89 SDK R4I8 Outpost BlZBiw K. EFEALTRA , B user input
placeholders B NEEHEHER.

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.CreateEndpointRequest;
import com.amazonaws.services.s3outposts.model.CreateEndpointResult;

public void createEndpoint() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

CreateEndpointRequest createEndpointRequest = new CreateEndpointRequest()
.withOutpostId("op-0d79779cef3c30a40")
.withSubnetId("subnet-8c7a57c5")

.withSecurityGroupId("sg-abl9eadi")
.withAccessType("CustomerOwnedIp")
.withCustomerOwnedIpv4Pool("ipv4pool-coip-12345678901234567");
// Use .withAccessType and .withCustomerOwnedIpv4Pool only when the access type is
// customer-owned IP address pool (CoIP pool)
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CreateEndpointResult createEndpointResult =
s30utpostsClient.createEndpoint(createEndpointRequest);
System.out.println("Endpoint is created and its ARN is " +
createEndpointResult.getEndpointArn());
}

& & Amazon S3 on Outposts i 25| &

BB SR B F Amazon S3 on Outposts TR R , BAMEIE S3 on Outposts iR HBHITEE. 1
TRRES  BEECARSEEELE Outposts II:iEEE’J/EEiJEE Outposts £ Virtual
Private Cloud (VPC) HALE —PMXRENRR. BXRREFNELZEE , $2# S3 on Outposts M
KER, BAMBE—NwK , TEEHE Outposts MHMITI RIRE, E%E%EE\ , BSH IR o

LR RBIERT {6 H AWS Management Console, AWS Command Line Interface (AWS CLI) 1
ERT Java B9 AWS SDK jR[E S3 on Outposts it R B 5 &Ko

£/ S3 2%l A&

1. BELATRuITH Amazon S3 ##l& : hitps://console.aws.amazon.com/s3/o
2. TEEMSIMBE®KS |, % Outposts access points ( Outposts FHIE R ) o

3. 1£ Outposts access points ( Outposts TAE] R ) 7T £ , #%$#F Outposts endpoints ( Outposts i
KR ) &I+,

4. 7£ Outposts endpoints ( Outposts i ) T , BAILAEE S3 on Outposts im KHI F &K,

£/ AWS CLI

LLF AWS CLI RHIFIH T 5E&E 890K - <BXBY AWS Outposts BRMNIKR, BXETTHNESER | iF
2% (AWS CLI 2%) #H list-endpoints.

aws s3outposts list-endpoints

FERAERTF Java 9 AWS SDK

LATRSERF Java #9 SDK =415 H Outpost HisR. BXEZELR , 5 H (Amazon Simple
Storage Service APl %) Hi ListEndpoints,

import com.amazonaws.services.s3outposts.AmazonS30utposts;
import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
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import com.amazonaws.services.s3outposts.model.ListEndpointsRequest;
import com.amazonaws.services.s3outposts.model.ListEndpointsResult;

public void listEndpoints() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

ListEndpointsRequest listEndpointsRequest = new ListEndpointsRequest();

ListEndpointsResult listEndpointsResult =
s30utpostsClient.listEndpoints(listEndpointsRequest);

System.out.println("List endpoints result is " + listEndpointsResult);

f B Amazon S3 on Outposts & w1 &

EREREE B E Amazon S3 on Outposts 1B &R , BABEIE S3 on Outposts R HFHITHRE. 1
TRBGRR  BREECARSEEEILE Outposts F XM SEBRERE, Outposts EHIEA Virtual
Private Cloud (VPC) # A LAE — M REHNIRR. BXmRBEFNESZEE , SR S3 on Outposts M
BER, BYUMBIE—MNRR , TEEFE Outposts BHRITHRIRE. BXEZEE , BE5H H.

AT R BIE Ran{a £ AWS Management Console, AWS Command Line Interface (AWS CLI) 1 i&
AT Java B9 AWS SDK #filBk S3 on Outposts i1 =

£/ S3 2H A

1. BT MuLITFF Amazon S3 #%& : https://console.aws.amazon.com/s3/o

2. TEEMSME®KS , % Outposts access points ( Outposts THIE R ) o

3. Ti Outposts access points ( Outposts THRIR ) T L , i%#F Outposts endpoints ( Outposts Ui
KR ) ETF,

4. 7£ Outposts endpoints ( Outposts KixT =R ) T , R ERBRAOLXIHT R , AF%EF Delete (
BR) o

£/ AWS CLI

LR AWS CLI RBIMIBR Outpost &L IHT R BizfT@® T , BN user input placeholders
BRALBECSHER,

aws s3outposts delete-endpoint --endpoint-id example-endpoint-id --outpost-
id op-0lac5d28a6a232904
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RAriEmE

ERAERAT Java ¥ AWS HHFRITES

UTERT Java WEHF A TESRHILMBR Outpost WA IRTT R, EFEALTRH
input placeholders B AEBEESHER.

import com.amazonaws.arn.Arn;

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.DeleteEndpointRequest;

public void deleteEndpoint(String endpointArnInput) {
String outpostId = "op-0lac5d28a6a232904";
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

Arn endpointArn = Arn.fromString(endpointArnInput);

5/ user

String[] resourceParts = endpointArn.getResource().getResource().split("/");

String endpointId = resourceParts[resourceParts.length - 1];

DeleteEndpointRequest deleteEndpointRequest = new DeleteEndpointRequest()

.withEndpointId(endpointId)

.withOutpostId(outpostld);
s30utpostsClient.deleteEndpoint(deleteEndpointRequest);
System.out.println("Endpoint with id " + endpointId + " is deleted.");

T BRE& IR T R
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f#F S3 on Outposts FT &

B35 Amazon S3 on Outposts , A LATE AWS Outposts L8122 S3 1 , HER A FEER MK
FEiFE, RiBELCENBEEENNARFBEMNF#ENREREITIR. S3 on Outposts 1t 7 —MNETHY
1Zf%3% S3 Outposts (QUTPOSTS) ; Z M2 #EH Amazon S3 APl , # BB F 1 AWS Outposts LY
ZEMEBRARFEFZBFATTREEFEEEIE, EET Virtual Private Cloud ( VPC ) EREA Sk =
HE$EE Outposts @#H1TEE. E A LURIE Amazon S3 #H —# 7 Outpost 8 L FERAERK API #
Thee , BIEFRIFKME, MBRAIRIZ, ELUEN AWS Management Console, AWS Command Line
Interface (AWS CLI), AWS SDK =% REST API £/ S3 on Outposts.

X &2 Amazon S3 on Outposts 7K Bl SLE, BN REBEEFE - NMEERED. BLRAERE
Al R BETA[F] Outpost FFERHPMEMAN R, HEANKRBEREER , TUERATHFR K Amazon %
HREM (ARN ) HIFARAFNE. BARTRK[BNENESER , SH 1 EH S3 on Outposts 115 H R
EREAB B

LR RBIEZRT S3 on Outposts 1A E 2K ARN 18X , EHE3E Outpost FTE XK AWS Xig £
B, AWS IiKF° ID, Outpost ID MiFRIKBFE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

&% S3 on Outposts ARN WE Z{E & |, i55HS3 on Outposts B %R ARN,

FHR ARN AU T# , HARI$E Outpost JABH AWS X15, AWS K/ ID, Outpost ID, FiE4E
BRI REE

arn:aws:s3-outposts:us-west-2:123456789012:outpost/ op-0lac5d28a6a232904/bucket/amzn-
s3-demo-bucketl/object/myobject

*tF Amazon S3 on Outposts , X REIEIRLZFMETE Outpost £, ZH AWS Z & Outpost HLZEAT ,

B BIERRETE Outpost IR M | BUBEBEREBEER, BHXNRKZFLEFEHN Outpost , th
T AWS X35 F, BB F AWS Management Console £ EEXEK , B EEHREA LEREE
Outpost FHIFI R, 1BR , LA LAEH REST APl, AWS Command Line Interface (AWS CLI) 1 AWS
SDK B AR R LA MEENR,

F
« FX KR _E4EEF S3 on Outposts 1741

- £ ERT Java B9 AWS SDK & #J Amazon S3 on Outposts 174 1 1 BI X &
« M Amazon S3 on Outposts Zi# #83R BLX R
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+ HIH Amazon S3 on Outposts 17 i I X 5

il B Amazon S3 on Outposts 178 & BI X R

{# F HeadBucket B8 E 2 B 177 S3 on Outposts FEBUREEREFHRINR,
FRAERT Java B SDK ITHIEEB S BR L&

# FA5E AT S3 on Outposts I #E URL

Amazon S3 on Outposts 52 # Amazon EMR on Outposts

BN HRIEES

Fixt & E4£ 2 S3 on Outposts 1Ffi& 1@

FRZ Amazon S3 on Outposts FEEHEM KK, BIMNNRBEFEE—NEFHEER. BXAEAT
8] R BETH[A] Outpost WA EMAN R, HEBANRIZERENT , ATLMER R R Amazon &
BEM (ARN) HAFRRBE. EXHRR/SENESEER , BSHE I EH S3 on Outposts HikELR
FEARRAE.

LTRBIETRT S3 on Outposts TR RH ARN &% | HAE$E Outpost FTE XIEHY AWS X1 4
8. AWS Jik/= ID, Outpost ID Fif5 A /& :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A3 S3 on Outposts ARN WEZE S |, 2 5S3 on Outposts IR ARN,

¥ F Amazon S3 on Outposts , X REIEIRL 7T Outpost £, = AWS L& Outpost HLERET ,
BB RETE Outpost IR |, SUFEHEREEER, BHRXNRKZFLEFEH Outpost , t
1 AWS X5 ., HHF AWS Management Console EEEXEA , B EFEREH A LERER
Outpost FHIFI R, 1BR , LA LAEH REST APl, AWS Command Line Interface (AWS CLI) 1 AWS
SDK Bt iR R L&A M EEXN R,

BAF AWS CLI #iE A F Java B9 AWS SDK RIE R &S 8 A G R RS R £4£ 2] S3 on
Outposts FiEH.

AWS CLI

Example

AT RABIERA AWS CLI F—/18 R sample-object.xml BIXIRKEZI S3 on Outposts 171
(s3-outposts:PutObject)e EFAMGT , HFHEN user input placeholder B &
HEWER. AXLGTHNESER , 28 (AWS CLI 2E) ## put-objects
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RAriEmE

aws s3api put-object --bucket arn:aws:s3-
outposts:Region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml --body sample-object.xml

SDK for Java

Example

AR RBIERZERT Java B9 SDK [d S3 on Outposts FEBHREN R, EFEALTRE , HFED
user input placeholder B#¥rRIEBCHELR,

import
import
import
import
import
import

import

com.
com.
com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

java.io.File;

.AmazonServiceException;
SdkClientException;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
services.s3.model.ObjectMetadata;
services.s3.model.PutObjectRequest;

public class PutObject {

public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";
String stringObjKeyName = "#*** String object key name ***";
String fileObjKeyName = "#*** File object key name ***";
String fileName = "#*** Path to file to upload ***";

try {
// This code expects that you have AWS credentials set up per:

// https

credentials.html

Object");

AmazonS3

://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-

s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Upload a text string as a new object.

s3Client

.putObject(accessPointArn, stringObjKeyName, "Uploaded String

// Upload a file as a new object with ContentType and title specified.
PutObjectRequest request = new PutObjectRequest(accessPointAzrn,
fileObjKeyName, new File(fileName));

EEXIR

API k7 2006-03-01 63



Amazon S3 on Outposts AriEE

ObjectMetadata metadata = new ObjectMetadata();
metadata.setContentType("plain/text");
metadata.addUserMetadata("title", "someTitle");
request.setMetadata(metadata);
s3Client.putObject(request);

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();

} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

A ERAT Java B9 AWS SDK & #| Amazon S3 on Outposts 1
WP B &R

I &2 Amazon S3 on Outposts R EEHEREE, BINNREEFE—NEHEED. BXAFERT
8] R BETG A Outpost FE AN EMNR. HEAXNRBERERI , ATLAERHE K Amazon &
BREM (ARN) RiFAIRBNBE. BXHRRINBENEZEER | HSHENER S3 on Outposts #8177 &
FEAwNAE

T RABIETRT S3 on Outposts 7[RI = H ARN &3 , EAAE1E Outpost FIE XIF K AWS XiF 4
. AWS IKF ID, Outpost ID FifE KB F5

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A< S3 on Outposts ARN WEZER , 55 R S3 on Outposts BIE R ARN,

XF Amazon S3 on Outposts , X REIEIRLFMETE Outpost £, = AWS L& Outpost HL2RET ,

B BIERRETE Outpost AR M | BUBEBIEREBER, BHXNRKZTFTLEFEMN Outpost , th
T AWS X5 1, BT AWS Management Console S EEXEA , B EEREH A LERER
Outpost FHIFI R, 1BR , LA LAEA REST APl, AWS Command Line Interface (AWS CLI) 1 AWS
SDK B F R K LA FEEN R,

LT REIERIAER EAT Java B9 AWS SDK &4l S3 on Outposts F i FRIFT R,
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FEAERT Java B AWS SDK

LA S3 on Outposts RIERER T Java B SDK F— A NREFHBIE - NEEBPFHOFTHIR. EF
Bl Rl | B user input placeholders Bt HEEHCHWEER,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.CopyObjectRequest;

public class CopyObject {
public static void main(String[] args) {

String accessPointArn = "*** access point ARN *#**";
String sourceKey = "*** Source object key ***";

String destinationKey = "**#* Destination object key ***";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Copy the object into a new object in the same bucket.
CopyObjectRequest copyObjectRequest = new CopyObjectRequest(accessPointArn,
sourceKey, accessPointArn, destinationKey);
s3Client.copyObject(copyObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

FERERT Java B9 AWS SDK API R4 2006-03-01 65



Amazon S3 on Outposts AriEE

M Amazon S3 on Outposts TZf# FEIRELT R

¥R 2 Amazon S3 on Outposts FFEREMEEK, BINRBEFEE—NEHEEDR. BXLAERT
8] R BET51A] Outpost FEMFNEMNR. HEANRBERERN , ATAERHE K Amazon &
BREM (ARN) RiFAIK[BNBE. BXHRRINBENEZELR |, HSHENER S3 on Outposts #8177 =
FEARRAE.

TR RBIEZRT S3 on Outposts 1A E] 2K ARN 18X , EHE3F Outpost FTE XEH AWS Xig £
B, AWS IKF ID, Outpost ID FiFR] KA :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A% S3 on Outposts ARN WEZE S |, 2 5S3 on Outposts B4R ARN,

¥tF Amazon S3 on Outposts , X REIEIFLZME1E Outpost £, Z AWS L% Outpost HLZEAT ,

IRV BIE TR B £ Outpost ARy | LU ZHEHBER, BHNRKIZFLEFEM Outpost , 1
1E AWS X5 F1, B F AWS Management Console B EXIHA , BT EFEHRH A LEHER
Outpost FHIFI R, BR , LA LAEA REST AP, AWS Command Line Interface (AWS CLI) 1 AWS
SDK B iR R EEMERIIR,

THEHREEROMER AWS Command Line Interface (AWS CLI) #3ZAF Java #9 AWS SDK £
( FREX ) XK,

A AWS CLI

LAUR R~ BIfEER AWS CLI M S3 on Outposts 748 (s3-outposts:GetObject) FKEL—1E R
sample-object.xml X R, EFALGS , BHEN user input placeholder B HEH
CHEER. AXERTHNEZFEE , 28 (AWS CLI &) H# get-object.

aws s3api get-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point --key testkey sample-object.xml

FEAERAT Java B9 AWS SDK

LA S3 on Outposts RmEIMEREZR T Java B SDK KB R, EFEA LR , BFEAD user input
placeholder ¥ REBCWELR. BXEZEL , 2% Amazon Simple Storage Service APl
Z 1 GetObjecto

import com.amazonaws.AmazonServiceException;
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import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GetObjectRequest;

import com.amazonaws.services.s3.model.ResponseHeaderOverrides;
import com.amazonaws.services.s3.model.S30bject;

import java.io.BufferedReader;
import java.io.IOException;
import java.io.InputStream;
import java.io.InputStreamReader;

public class GetObject {
public static void main(String[] args) throws IOException {
String accessPointArn = "*** access point ARN *#**";
String key = "#*** Object key ***";

S30bject fullObject = null, objectPortion = null, headerOverrideObject = null;
try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Get an object and print its contents.

System.out.println("Downloading an object");

fullObject = s3Client.getObject(new GetObjectRequest(accessPointArn, key));

System.out.println("Content-Type: " +
fullObject.getObjectMetadata().getContentType());

System.out.println("Content: ");

displayTextInputStream(fullObject.getObjectContent());

// Get a range of bytes from an object and print the bytes.
GetObjectRequest rangeObjectRequest = new GetObjectRequest(accessPointAzrn,
key)
.withRange(0, 9);
objectPortion = s3Client.getObject(rangeObjectRequest);
System.out.println("Printing bytes retrieved.");
displayTextInputStream(objectPortion.getObjectContent());

// Get an entire object, overriding the specified response headers, and
print the object's content.
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ResponseHeaderOverrides headerOverrides = new ResponseHeaderOverrides()
.withCacheControl("No-cache")
.withContentDisposition("attachment; filename=example.txt");

GetObjectRequest getObjectRequestHeaderOverride = new

GetObjectRequest(accessPointArn, key)
.withResponseHeaders(headerOverrides);
headerOverrideObject = s3Client.getObject(getObjectRequestHeaderOverride);
displayTextInputStream(headerOverrideObject.getObjectContent());
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();

} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.

e.printStackTrace();

} finally {

// To ensure that the network connection doesn't remain open, close any

open input streams.

if (fullObject != null) {

fullObject.close();

}

if (objectPortion != null) {

objectPortion.close();

}

if (headerOverrideObject != null) {

headerOverrideObject.close();

private static void displayTextInputStream(InputStream input) throws IOException {
// Read the text input stream one line at a time and display each line.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
String line = null;
while ((line = reader.readLine()) != null) {
System.out.println(line);

}
System.out.println();
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5| Amazon S3 on Outposts 174 1@ HI 3T &R

&2 Amazon S3 on Outposts RV ERSEK, BN REBEFE—NEEEP. BLAERAH
8] R BETG 1Al Outpost FE WA NEMANR. HEBANRBERERN , ATAEHHE K Amazon &
BB (ARN) RiFAIR[BBE. BXHRRINBENEZELR , HSHENER S3 on Outposts #8177 &
FEARRAE.

LTRRHBIEZRT S3 on Outposts 1A E 2K ARN 1= , EH@3E Outpost FriE XEH AWS X £
. AWS IkF ID, Outpost ID FiFE KB FF :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A% S3 on Outposts ARN WEZER , 55 R S3 on Outposts BIEJRE ARN,

(® Note

X F Amazon S3 on Outposts , X REFEHRL 76 TE Outpost £, X AWS L3 Outpost H13R
B, BABIEFREE Outpost YA |, UREHBTEHEZER, ZHNRKEZFLETEN
Outpost , B AWS Xi3 #, B F AWS Management Console B XA , BT EE
s A EEREE Outpost FHIFR, 1B |, BRI LUMEA REST APl, AWS Command Line
Interface (AWS CLI) #1 AWS SDK @B i5[E] R L& MEEXT R,

LT RBIE Ran{aE A AWS CLI FEA T Java B9 AWS SDK %Il S3 on Outposts 17 @ PRI T Ko
A AWS CLI

AT R_BIfEA AWS CLI 5| S3 on Outposts 7748 (s3-outposts:ListObjectsV2) FEIXI R,
BEFEALGS , HNE user input placeholder B NEEHCHER, AXEGINESE
B, BZH (AWS CLI %) #HH list-objects-v2,

aws s3api list-objects-v2 --bucket arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

® Note

&3 AWS SDK fF bR £S5 Amazon S3 on Outposts &4 AR |, BATLUE
WA T REMER Outposts i) 2 ARN REEFFBEHBF : arn:aws:s3-
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outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-0Outposts-Access-Point, B> S3 on Outposts ARN HWE {5
B , 55 S3 on Outposts B &R ARN,

FEHRERT Java B8 AWS SDK

LA S3 on Outposts R"EIEFAERTF Java B9 SDK FIHEBEHHIN R, BFEALRE , HFE user
input placeholder B AEBEEWEER.,

/A Important
WRBIGEA ListObjectsV2 , X2 ListObjects APl IREMRFTRA . RIVEVEFEH ST
EW AP REFRTNARFIT R, A TRIABERE , Amazon S3 KL XH#Ik API BRIER T
B AR R,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Request;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;

public class ListObjectsV2 {

public static void main(String[] args) {
String accessPointArn = "**%* access point ARN *#**";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

System.out.println("Listing objects");

// maxKeys is set to 2 to demonstrate the use of

HIHIR API kg7 2006-03-01 70


https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html

Amazon S3 on Outposts AriEE

// ListObjectsV2Result.getNextContinuationToken()
ListObjectsV2Request req = new

ListObjectsV2Request().withBucketName(accessPointArn).withMaxKeys(2);
ListObjectsV2Result result;

do {
result = s3Client.listObjectsV2(req);

for (S30bjectSummary objectSummary : result.getObjectSummaries()) {

System.out.printf(" - %s (size: %d)\n", objectSummary.getKey(),
objectSummary.getSize());

}
// If there are more than maxKeys keys in the bucket, get a
continuation token
// and list the next objects.
String token = result.getNextContinuationToken();
System.out.println("Next Continuation Token: " + token);
req.setContinuationToken(token);
} while (result.isTruncated());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

i B& Amazon S3 on Outposts 1741 I 3T &

X &= Amazon S3 on Outposts 7K EAlSLE, BN REBEFE - NMEEED. BLAERE
Al R BETA[F] Outpost FFERPMEMAN R, HEANKRBEREER , TUERATHFR K Amazon #
BREM (ARN ) HIFARFNE. BARITRK[BNENESER , H5SH I EH S3 on Outposts 115 H R
EREAB B

LTRBIETRT S3 on Outposts TG AIRH ARN &3 | HAE$E Outpost FTE XIE K AWS X1 1
. AWS IKFf ID, Outpost ID FifE KRB F
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arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A% S3 on Outposts ARN WEZE S | 2 5S3 on Outposts %R ARN,

X F Amazon S3 on Outposts , X REIEIHRLFMETE Outpost £, = AWS L& Outpost HL2RET ,

B BIERRETE Outpost AR M | BUBEBIREREBEER, BHXNRKZTFTLEFEMN Outpost , th
1 AWS X3 1, BT AWS Management Console EEEXEA , BT EEREH A LERER
Outpost FHIFI R, 1BR , LA LAEA REST APl, AWS Command Line Interface (AWS CLI) 1 AWS
SDK B F R R LA FEEN R,

AR RIS Rin{aEH AWS Command Line Interface (AWS CLI) 5& B F Java 89 AWS SDK M S3
on Outposts F#EEMBRENRZ NI R,

£/ AWS CLI
AR RIS 7RI M S3 on Outposts ZiEEHIBR AN RSP R,

delete-object

LA R_IfE A AWS CLI M S3 on Outposts 77fi## (s3-outposts:DeleteObject) MlEr—1 %
79 sample-object.xml BN R, BEFEALkGS , BEEN user input placeholder Eik
NEHEWER. BXUTTHESEER , B5H (AWS CLI £&) H ) delete-object,

aws s3api delete-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml

delete-objects

AR R AIERA AWS CLI M S3 on Outposts 74§ (s3-outposts:DeleteObject) MIERAE 7
sample-object.xml # testl.text WHAIMNR, EFEAMSGS , BFHE user input
placeholder B NEECHER. XM THNESEE , 555 (AWS CLI &) iy
delete-objects,

aws s3api delete-objects --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --delete file://delete.json

delete.json
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{

"Objects": [
{
"Key": "testl.txt"
3,
{
"Key": "sample-object.xml"
}

]I

"Quiet": false

FEHRERT Java B AWS SDK

AR RBIE RN M S3 on Outposts 1Z& @HIBRE N RZ IR,

DeleteObject

LR S3 on Outposts ~lfEAERA T Java B9 SDK BIBRF#EFHINR. EFEALLRE , EiE
7E Outpost By A1 = ARN M EMI BRI RNV BB, BXRESEE , 152 H Amazon Simple
Storage Service APl 2Z H1y DeleteObject,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.DeleteObjectRequest;

public class DeleteObject {
public static void main(String[] args) {

String accessPointArn = "*** access point ARN ***";
String keyName = "*** key name ****";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.deleteObject(new DeleteObjectRequest(accessPointArn, keyName));
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} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

DeleteObjects

LA S3 on Outposts ;RBIEAEA T Java B SDK mE#ERE LERR , RAEHBRNR. EFEAL
Pl EIEE Outpost BiAEIR ARN. BXEZEE , B2 (Amazon Simple Storage Service
APl 2Z) H#) DeleteObjects,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.DeleteObjectsRequest;

import com.amazonaws.services.s3.model.DeleteObjectsRequest.KeyVersion;
import com.amazonaws.services.s3.model.DeleteObjectsResult;

import java.util.Arraylist;
public class DeleteObjects {

public static void main(String[] args) {
String accessPointArn = "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();
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// Upload three sample objects.

ArraylList<KeyVersion> keys = new ArraylList<KeyVersion>();

for (int i = 0; i < 3; i++) {
String keyName = "delete object example " + i;
s3Client.putObject(accessPointArn, keyName, "Object number " + i + "

to be deleted.");

keys.add(new KeyVersion(keyName));

}

System.out.println(keys.size() + " objects successfully created.");

// Delete the sample objects.
DeleteObjectsRequest multiObjectDeleteRequest = new
DeleteObjectsRequest(accessPointArn)
.withKeys(keys)
.withQuiet(false);

// Verify that the objects were deleted successfully.
DeleteObjectsResult delObjRes =
s3Client.deleteObjects(multiObjectDeleteRequest);
int successfulDeletes = delObjRes.getDeletedObjects().size();
System.out.println(successfulDeletes + " objects successfully
deleted.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

£ HeadBucket B8 E R & 1F1E S3 on Outposts FEBURERE
BEH RN,

¥ &2 Amazon S3 on Outposts FFEHEMEE, BINNRBERE —NFEHEET. BXLAERT
7] R BET5 A Outpost FEBHANEMIR. HEAXNRBERERIT , ATLERHE R Amazon &
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BEM (ARN) RiFAIK[BNBE. BXHRRINBEWNESELR | HSHENER S3 on Outposts #1717 &
FRARRNAE.

BLTFRHBIERT S3 on Outposts T71E) S ARN #=, , EFEFE Outpost FTE XK AWS Xig 1
. AWS IKF ID, Outpost ID FifE KB F5 :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A< S3 on Outposts ARN WEZER , 55 R S3 on Outposts BIEJRE ARN,

(® Note

¥¥F Amazon S3 on Outposts , X REIFTEIRLFME Outpost £, X AWS L3 Outpost #1382
B, BWBIERR B E Outpost By , BUREZHIBEBEFBRER, BHXNRKZFRLBEITEN
Outpost , R4 AWS X5 #, B F AWS Management Console £ EEXIEA , BT EME
R4l A EEHEE Outpost FHIXN R, BR |, BaLAER REST API, AWS Command Line
Interface (AWS CLI) #1 AWS SDK @i 5[ R L& MEEIT R,

LAR AWS Command Line Interface (AWS CLI) 1 &/ F Java B AWS SDK RIS R a04a 55 /3
HeadBucket API #/E#E Amazon S3 on Outposts ZEBRBEEUARZREER R ZEMEE. &
KREZEE |, 50 (Amazon Simple Storage Service APl &) H#) HeadBucket,

£ AWS CLI

LA S3 on Outposts AWS CLI R Z RIAEA head-bucket i SR EREBEREEURERR
ARUFRIZEMEE. BEFEALRGS , FFEA user input placeholder B NEEHCWER. B
RUBTHNEZEER |, 55 (AWS CLI 3#&) HH head-bucket,

aws s3api head-bucket --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

FEHRERT Java 8 AWS SDK

LA S3 on Outposts R E RINMAIEEFREBREFEUAREREENLR ZFEE. EEALT
5 , EIEE Outpost BIiAE = ARN, BEXEZEE | 55 (Amazon Simple Storage Service API &
Z) H# HeadBucket.

import com.amazonaws.AmazonServiceException;
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import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.HeadBucketRequest;

public class HeadBucket {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.headBucket(new HeadBucketRequest(accessPointAzrn));
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

FEHAERT Java B9 SDK UITRIEE 5 R 1%

£ Amazon S3 on Outposts , A LAfE AWS Outposts ‘BIR L6812 S3 F64% , HEXRMR
FEABIELNE, SBBELBENHETZENNAEFEERNREN R, SALEE AWS
Management Console, AWS Command Line Interface (AWS CLI), AWS SDK = REST API £/ S3
on Outposts, BXEZEE , HSH 142 Amazon S3 on Outposts ?

AR RIS R4 & A S3 on Outposts M & A T Java B AWS SDK RFITHEE 5 B L1k,
FB
« 1£ S3 on Outposts FEEFIRITH R PR L&
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- B 9B L4, 7£ S3 on Outposts EEEHEH AEN R

 7£ S3 on Outposts 77 5 H X KH 2 B

+ ¥3 S3 on Outposts FER P EREIHITH T R EERTIK

#£ S3 on Outposts FEBHIHNITI RN 7 & L&

LA S3 on Outposts REIEFAERTF Java ¥ SDK 531, LEMERTNREGFHEN IR EE, B
FERLLRE |, BFEAD user input placeholder B HIEHCHWER. BEXEZELR , H3H
{Amazon Simple Storage Service AF#g§m) FHEAT B LERELENR,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.list;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN ***";
String sourceObjectKey = "*** Source object key ***";
String destObjectKey = "#*#** Target object key ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.
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GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointArn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
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} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

BiX 5B L |, £ S3 on Outposts FEBEHEHI KRN R

THE# S3 on Outposts RBIEAERTF Java B9 SDK EHE#BEFHINR, EFEALKRS , BEENH
user input placeholder ¥ RIEECHEL,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.List;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN *#**";
String sourceObjectKey = "#*** Source object key ***";
String destObjectKey = "#*#** Target object key ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();
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// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointArn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
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s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");

initResult.getUploadId(),
getETags(copyResponses));

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process

// it, s

e.printS

o it returned an error response.
tackTrace();

} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client

// This is a helper function to construct a list of ETags.

// couldn't parse the response from Amazon S3.

e.printS

tackTrace();

private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {

etags.add(new PartETag(response.getPartNumber(), response.getETag()));

}

return etags;

£ S3 on Outposts 1FiE P 51l H X R 2 B

LR S3 on Outposts RIfEAEA T Java B SDK 5| B FEEBEFFRI RO DR, EFEALRE , BEE
N user input placeholder Bt HEEHCHEER.,

import com.
import com.
import com.
import com.
import com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

.AmazonServiceException;
SdkClientException;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
services.s3.model.*;

import java.util.List;

public class ListParts {
public static void main(String[] args) {

String accessPointArn = "**%* access point ARN *#**";

String keyName = "*** Key name ***";
String uploadId = "*** Upload ID ***";

1£ S3 on Outposts 7 1 7 51| H 33 Y 2 Bx
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try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

ListPartsRequest listPartsRequest = new ListPartsRequest(accessPointArn,
keyName, uploadId);

PartListing partListing = s3Client.listParts(listPartsRequest);

List<PartSummary> partSummaries = partlListing.getParts();

System.out.println(partSummaries.size() + " multipart upload parts");
for (PartSummary p : partSummaries) {
System.out.println("Upload part: Part number = \"" + p.getPartNumber()
+ "\", ETag = " + p.getETag());
}

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

¥ % S3 on Outposts FiEE P EEF TR 2 B L& IR

LA S3 on Outposts 7R354 BA 2n4al i f & T Java B9 SDK M Outposts 7B RIEEF TR R
FENHIR, EFERALRY , E88 user input placeholder B AEEHEHELR,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.ListMultipartUploadsRequest;
import com.amazonaws.services.s3.model.MultipartUpload;
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import com.amazonaws.services.s3.model.MultipartUploadListing;
import java.util.List;

public class ListMultipartUploads {
public static void main(String[] args) {
String accessPointArn = "**%* access point ARN *#**";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Retrieve a list of all in-progress multipart uploads.

ListMultipartUploadsRequest allMultipartUploadsRequest = new
ListMultipartUploadsRequest(accessPointArn);

MultipartUploadListing multipartUploadListing =
s3Client.listMultipartUploads(allMultipartUploadsRequest);

List<MultipartUpload> uploads =
multipartUploadlListing.getMultipartUploads();

// Display information about all in-progress multipart uploads.
System.out.println(uploads.size() + " multipart upload(s) in progress.");
for (MultipartUpload u : uploads) {
System.out.println("Upload in progress: Key = \"" + u.getKey() + "\",
id = " + u.getUploadId());
}
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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FE &M T S3 on Outposts FiZ & URL

EKTX Outpost A3t 17 X RV RET I MR T A EH FRMBRRE , B UERTALSR URL, &8
MEA URL , ENFEBHIEE  BUNUSEKELALER (VPC ) FHNNMALAENR , REOHR
T EAR SRR RERER

£/ AWS SDK = AWS Command Line Interface ( AWS CLI ) 8|2#i&Z & URL & , &% URL
EEMIENREXRR, BET B IEREE X E A ERZE FNHREE URL BIFRAT 77 RR |
BEMEMREREAN1H, ZREKAR7 R, HEMZE URL Bt , VPC N AATABITERATE
URL FiViRE , MMM REBIBEAF, URL EEXHZIBRBFAEH , TEEX.

BR&IFIER URL Zhae

MER URL MZhREZ IR TR AP HRRARS, MER URL XM ER—MFIEBTH , MFHHME
X URLWARTTHRMNR, Hit , RNBUWEEL R E11,

AWS &£ /R 4 ( Sigv4 )

£/ AWS EE R 4 ( Sigv4 ) IFZEHR URL ERH#THMINEN ERBBIRITHENITH , BRLE
FREBRENG L REPEAZER, flin, BUUIE—MEA s3-outposts:signatureAge
ZUENFEHBRE  UERXIBEWEER BT 10 2808t |, IELXT example-outpost-bucket
FENE P I RAEST Amazon S3 on Outposts FiZH URL K. EFALTA , B user input
placeholders B NEBEHESR.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Deny a presigned URL request if the signature is more than 10

minutes old",

"Effect": "Deny",

"Principal": {"AWS":"444455556666"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/
xn

"Condition": {

"NumericGreaterThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType": "REST-QUERY-STRING"}
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}

BXRECALEMAE 4 WMLEE URL BREITHMIANLER , TRATRERITHEETINRG RN
ROIRBERFIR |, HSH AWS ELRA 4 (SigV4 ) SHINERER R,

P 45 3% 42 PR

MEEFMZE URL WEAFFATAE S3 on Outposts G RIRENIFENMER R , B UREEREH
BEMERRERNER, EXRKEEAN IAM EERERS , BUUEAET HHH AWS Identity and
Access Management ( IAM ) KB ( BITNAF. AHNAERKRE ) . EXS S3 on Outposts HIRIZER

# , BEUUERAETRRNER (flW, FEBFNFRLEKRE ).

Xt IAM 4SNP EEERFE , ERAAEXLEFTIENAFMEENMEZRHER, NEERBIEA
KREBREGE , ERNZARNAIEERBPLTRBEENME, XLERHBEMRTHRER URL B
:OR%7B 8

BERAN IAM £ BEGERTIRSNER, MBEFEREAT S3 on Outposts A BIRS |, BFE
F aws:Sourcelp, MREFEHAFEHATF S3 on Outposts B VPC i = , A aws:SourceVpc 5
aws:SourceVpce,

AR 1AM policy BAER EFXMNIBEENMETE LR, AWSHER LR E AR , FrE G R ER4HK
BiZEl. XBEEAEAERT S3 on Outposts IFIEE URL B1ER. EFEALTRAE , B user
input placeholders B AEBEESHER.

{
"Sid": "NetworkRestrictionForIAMPrincipal",
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddressIfExists": {"aws:Sourcelp": "IP-address-range"},
"BoolIfExists": {"aws:ViaAWSService": "false"}
}
}

BXMEMH aws:SourceIP AWS £ F& 4895t S3 on Outposts 1ZEHERY 5 B BRE H 45 E MESEE K
M FEAEREREE |, BES R A S3 on Outposts & IAM,
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WAL ETE R URL

BAERZERIENEMAARAINUCIETES URL, BEFE VPC FRVAS KRN R , L4791 H
BHTMZLER URL FRETHVRFENRN A ZNZLER URL,

A UEA THNFIEIEZMES URL :

 |AM KHBIECE X - BRI K 6 AT,

« AWS Security Token Service — K AREIE ( Hlan , AWS Ik~ BAF S IAM AFWEILE ) £4
B, B 36 /et

« IAM AP - R AWS EERAE 4 8, ARHEHEK 7 Ko

BOEARHRK 7 RWMESR URL ,, TELAANMEANTRTEREE IAM AF KL ( 15R#H
MBEEH ) ., REEA AWS LERAE 4 ERFHEE URL,

® Note
- MREBEFEARNTEAUETMEE URL, Mtk URL HESEIHNIH , IEEERE
iRy B BB E €12 7 % URL.,

- ATMZER URL FEEFRZ URL WAEM AR TI5E S3 on Outposts i FEAIINER , 3]
BWEZERPEl]. AXRPHMESL URLWESER , 550 RS URL IhEE.

S3 on Outposts AR EFMZE URL Y ZIHA B HAF 6] ?

R HE HTTP iE3RAY , S3 on Outposts 2K EXH URL WEIHI B HAFIATE . a0 , (R E FimNl iF7E
BB B R TEENKE XY |, IEE THEEFEI B EE , THRESKREH T, BURE
BT, EEPREEEI RN BREERFR TR , WTEFSEXK,

BXREAMZSE URL HEFH LERNRNEZEFER , BSRNUTER,
E&

- FRAFEE URL HEXNKR

o EEFIZER URL LU R E4£F| S3 on Outposts 77 1i# 1
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EAMZEE URL HEXR

ERFX Outpost At 7 XY RV RES 5 R AN R T A B R B | WA MERTALR URL, EBh
MLER URL , FHNERENAEE A LAUSZRELNRES (VPC) FIPMARERR , HE@ER
F BRI ER RERER.

£ AWS SDK 5 AWS Command Line Interface ( AWS CLI ) 8|2#iZ & URL & , &% URL
EEMNSENREXEK, S8BT %R EE LB ERZFRNMEE URL HIBRAET 7 RIER |
BENFHNRAREAN 1R, FKITHN 7 X, HEWMLEH URL B, VPC RN AT MITRATE
URL #EViRE , MEMITMREBIBEAF ., URL EEXHZIBRBFAEH , TEEX.

RIS URL it , MARMENEZ2RIE , REEELTAR

* 1% Amazon S3 on Outposts 7 fH —MNF Rl R Amazon FIRER ( ARN )
. —IXTRE

« —MNHTTPAE (GET AT FEXR )

« —NEIH B HAIET

MEE URL NEEENERHNER. BN , B4AEDH BB EBXZBBE31% URL 7
VravERE, ERH AR/, BUUAZRERATLER URL. IREEFEAIRNTHEIRT
MEA URL , Mtk URL FET RIS |, BI6EEME A EBeAY 2 B et iE €3 7 1% URL.

ERFMAR (VPC) FARBRMESR URL WA AL RIXN R, flin , IREERFEE KRN
M, FARANKRGNALE , EUUBTERTALEEN URL REEMA S AZWIN, ATHES URL
FEFEZ URL WEM AR TR S3 on Outposts FEBHNR , BINBWEZERP XL URL,
BRAEPMLESR URLNESZSFAER  F5H RETMLEE URL HEE.

EAARZ2FUNEMARMAT A EMLES URL, ELABHBAEMITNESR URL FTE THVRIENIR
BAREIZMEE URL, BXEZER , B5H A EIETEE URL,

BRI BABEA AWS SDK #l AWS CLI £R % & URL BAH = S3 on Outposts FHEBHHN R, BXE
ZEE , BSRUT R,

5/ AWS SDK

O LAEF AWS SDK AR AT AR HAREMANTIZE URL , MEMIIAT R RN R,
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® Note
£/ AWS SDK A& fiZ# URL Bt , ll¥#A URL BV IIHIETE N @2 26t 7 X,

Java

Example

R ROMFER —MREE URL , BELUFHEMEHEMA |, BUEMIIAI S ZE S3 on Outposts
FHEBANR, BXEZELR , ESR £HEAT S3 on Outposts ZE URL, EfEMAILR
B , EFF user input placeholders B FEEHCHER,

import
import
import
import
import
import
import
import

import
import

import

public

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.AmazonServiceException;

amazonaws .HttpMethod;

amazonaws.SdkClientException;
amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.regions.Regions;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.services.s3.model.GeneratePresignedUrlRequest;

java.io.IOException;
java.net.URL;
java.time.Instant;

class GeneratePresignedURL {

public static void main(String[] args) throws IOException {
Regions clientRegion = Regions.DEFAULT_REGION;

String accessPointArn = "**%* access point ARN *#**";
String objectKey = "#*#** object key ***",

try {

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(clientRegion)
.withCredentials(new ProfileCredentialsProvider())
.build();

// Set the presigned URL to expire after one hour.
java.util.Date expiration = new java.util.Date();
long expTimeMillis = Instant.now().toEpochMilli();
expTimeMillis += 1000 * 60 * 60;
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expiration.setTime(expTimeMillis);

// Generate the presigned URL.
System.out.println("Generating pre-signed URL.");
GeneratePresignedUrlRequest generatePresignedUrlRequest =
new GeneratePresignedUrlRequest(accessPointArn, objectKey)
.withMethod(HttpMethod.GET)
.withExpiration(expiration);
URL url = s3Client.generatePresignedUrl(generatePresignedUrlRequest);

System.out.println("Pre-Signed URL: " + url.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't
process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

}
}
}
NET
Example

AT REFER —NMREE URL , BRILUFHREMREHEMA |, BUEMIIT LR ZE S3 on Outposts
FHEBANR, BXEZER , SR £HEAT S3 on Outposts ZEHE URL, EfEMAILR
B , ESF user input placeholders B FEEHCHER,

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;
using System;

namespace Amazon.DocSamples.S3

{
class GenPresignedURLTest
{
private const string accessPointArn = "**#* access point ARN ***";
private const string objectKey = "*** object key ***";
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// Specify how long the presigned URL lasts, in hours.

private const double timeoutDuration = 12;

// Specify your bucket Region (an example Region is shown).

private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.USWest2;

private static IAmazonS3 s3Client;

public static void Main()
{
s3Client = new AmazonS3Client(bucketRegion);
string urlString = GeneratePreSignedURL(timeoutDuration);

}
static string GeneratePreSignedURL(double duration)
{
string urlString = "";
try
{
GetPreSignedUrlRequest requestl = new GetPreSignedUrlRequest
{
BucketName = accessPointArn,
Key = objectKey,
Expires = DateTime.UtcNow.AddHours(duration)
};
urlString = s3Client.GetPreSignedURL(requestl);
}
catch (AmazonS3Exception e)
{
Console.WritelLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);
}
catch (Exception e)
{
Console.WriteLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);
}

return urlString;

Python

fE A& T Python (Boto3) Y SDK £ & E URL MAHENR, Hit0 , £H Boto3 &/ i M
generate_presigned_url EBAER — M ARTFE GET HRWMEE URL,
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import boto3
url = boto3.client('s3').generate_presigned_url(
ClientMethod='get_object',
Params={'Bucket': 'ACCESS_POINT_ARN', 'Key': 'OBJECT_KEY'},
ExpiresIn=3600)

BXxEHERT Python (Boto3) #9 SDK £RXFIEE URL WESZER , H5H (AWS SDK for
Python (Boto) API &) H# Python,

/8 AWS CLI

LUR 7RI AWS CLI 8598 —4 S3 on Outposts FERBER —IMZH URL, EFEALLRA |, BT

user input placeholders B REECHELR,

(® Note
5/ AWS CLI £ fIZ R URL i, fi¥H URL WEKEIHAR A ASIZ e 7 X,

aws s3 presign s3://arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point/mydoc.txt --expires-in 604800

BEXEZER , E55H (AWS CLI i R5E) H presign,
A RMER URL LR R £/ F S3 on Outposts 17if 1

ERFX Outpost At 7 X RV RES 15 R AR A B AR EE | WA BMERTALER URL, 58D
MEA URL , ENFEBHEE  BUNUSLELALER (VPC ) FHNNMALAENR , FEOHR
T EAR SR RERER

£ AWS SDK = AWS Command Line Interface ( AWS CLI ) 8I2fiX & URL & , & iZ URL
EENMNSENREXEK, & UEE %R 8 E LEIHEERZ FRNAZLE URL HIBRAET 7 RIER |
BENFHNRREAN 1R, ZFEKITHN 7 X, HEWMLEH URL ¥, VPC RN AT MITRATE
URL FEViRE , MMM RREBIEAF, URL EEXHZISRBMFA2EH , TEE.

BIEMER URL it , XTREENZEREILE , REEEUATRE

* 1% Amazon S3 on Outposts Ff##HY — NG Rl Amazon BIRE R ( ARN )
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- —ARE
« —MNHTP 773% (PUT AT LEXNR)
- —/NEIHA B HAFIA )

M&EE URL REEENERHANER,. tRMEH , BUAEZIH BNt EBEZ BB 311 URL 2
WHRE, ERHBHNREIEZH , BAUZRERATHZER URL, MRESHEH NS EGIEMR
LA URL , Mtk URL HfEShSEIRHTHER |, BEIECIZERN URL M EIHRRT R B MR th 2 20tk

MRMER URL AFHNIRERS AN TR (HlmoBRLEE ) |, NARER R RE B PES R,
23R S3 on Outposts ZIHXEARENEIHM URL BRHIENSR | LRFLBEBITEIR.

EEFER (VPC) HAERFEMER URL AR T LEXRTR. Fln, VPC R ERGRHESE URL
AP ATLUEXN R L&A BEN @S, BTHZEH URL @ VPC RAERIGEFZERE URL WEMAF
& Fi5E S3 on Outposts FHEBHINR , RINBIUEZERPIXL URL, BXRPAZLE URLHE
LZHMEE , BSH BREMZSE URL IhEk,

EREBNZERUENEMAZRATLUCIETNZLZR URL, BAMBEABEMITNESR URL FrE TRRERER
AR ZMESE URL. BXREZEER , TR EAUGIEMZLEE URL,

£ AWS SDK 3 S3 on Outposts X RIBELERFTHIZE URL
Java
SDK for Java 2.x

B RBIER T AR — N ZER URL , SMEERERBAATHRREEZEA S30n
Outposts Fi#EH. BEXEZEERE , 2 H FHEA T S3 on Outposts BFEE URL,

public static void signBucket(S3Presigner presigner, String
outpostAccessPointArn, String keyName) {

try {
PutObjectRequest objectRequest = PutObjectRequest.builder()
.bucket(accessPointAzrn)
.key(keyName)
.contentType("text/plain")
.build();

PutObjectPresignRequest presignRequest =
PutObjectPresignRequest.builder()
.signatureDuration(Duration.ofMinutes(10))
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.putObjectRequest(objectRequest)
.build();

PresignedPutObjectRequest presignedRequest =
presigner.presignPutObject(presignRequest);

String myURL = presignedRequest.url().toString();

System.out.println("Presigned URL to upload a file to: " +myURL);

System.out.println("Which HTTP method must be used when uploading a
file: " +

presignedRequest.httpRequest().method());

// Upload content to the S3 on Outposts bucket by using this URL.
URL url = presignedRequest.url();

// Create the connection and use it to upload the new object by using
the presigned URL.

HttpURLConnection connection = (HttpURLConnection)
url.openConnection();

connection.setDoOutput(true);

connection.setRequestProperty("Content-Type", "text/plain");

connection.setRequestMethod("PUT");

OutputStreamWriter out = new
OutputStreamWriter(connection.getOutputStream());

out.write("This text was uploaded as an object by using a presigned
URL.");

out.close();

connection.getResponseCode();
System.out.println("HTTP response code is " +
connection.getResponseCode());

} catch (S3Exception e) {
e.getStackTrace();

} catch (IOException e) {
e.getStackTrace();
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Python

SDK for Python (Boto3)

L RBIER 7 20414 B F] 72 PR E B B IR 1T N S3 on Outposts BREMTZLE URL, BXE
ZEE , BZH £AEAT S3 on Outposts I #E URL, EMfEMAZ URL KHER , EEA
Requests BF .,

import argparse

import logging

import boto3

from botocore.exceptions import ClientError
import requests

logger = logging.getlLogger(__name__)

def generate_presigned_url(s3_client, client_method, method_parameters,
expires_in):
Generate a presigned S3 on Outposts URL that can be used to perform an
action.

:param s3_client: A Boto3 Amazon S3 client.
:param client_method: The name of the client method that the URL performs.
:param method_parameters: The parameters of the specified client method.
:param expires_in: The number of seconds that the presigned URL is valid for.
:return: The presigned URL.
try:
url = s3_client.generate_presigned_url(
ClientMethod=client_method,
Params=method_parameters,
ExpiresIn=expires_in
)
logger.info("Got presigned URL: %s", url)
except ClientError:
logger.exception(
"Couldn't get a presigned URL for client method '%s'.",
client_method)
raise
return url
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def usage_demo():
logging.basicConfig(level=1logging.INFO, format='%(levelname)s: %(message)s')

print('-'#*88)
print("Welcome to the Amazon S3 on Outposts presigned URL demo.")
print('-'#*88)

parser = argparse.ArgumentParser()
parser.add_argument('accessPointArn', help="The name of the S3 on Outposts
access point ARN.")
parser.add_argument(
'key', help="For a GET operation, the key of the object in S3 on
Outposts. For a "
"PUT operation, the name of a file to upload.")
parser.add_argument(
'action', choices=('get', 'put'), help="The action to perform.")
args = parser.parse_args()

s3_client = boto3.client('s3'")
client_action = 'get_object' if args.action == 'get' else 'put_object'
url = generate_presigned_url(
s3_client, client_action, {'Bucket': args.accessPointArn, 'Key':
args.key}, 1000)

print("Using the Requests package to send a request to the URL.")
response = None
if args.action == 'get':
response = requests.get(url)
elif args.action == 'put':
print("Putting data to the URL.")
try:
with open(args.key, 'r') as object_file:
object_text = object_file.read()
response = requests.put(url, data=object_text)
except FileNotFoundError:
print(f"Couldn't find {args.key}. For a PUT operation, the key must
be the "
f"name of a file that exists on your computer.")

if response is not None:
print("Got response:")
print(f"Status: {response.status_code}")
print(response.text)
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print('-'*88)

if __name__ == '_main__"':
usage_demo()

Amazon S3 on Outposts 54 Amazon EMR on Outposts

Amazon EMR 22—/ MNEEREH T A , WHELE AWS LiE1T KEIEEZS ( 0 Apache Hadoop #
Apache Spark ) 4B B ATEERENRE. BEFERAXEELEMBXOTTRIME |, ST LB
F o ENNBENLSERIEME. Amazon EMR E T AR K BB H FHEBA/E
HETE AWS BIEEEFEIEE |, H#53F Amazon S3 on Outposts, BEXREZEER |, 1525 (Amazon
EMR EE#/) F# Amazon EMR on Outposts,

X F Amazon S3 on Outposts , Amazon EMR £/ 7.0.0 1 FF 82 ¥ Apache Hadoop S3A & #
25, FRHIRRAH Amazon EMR FX3#F7#h S3 on Outposts , B F X EMR XRS5 (EMRFS ) .

SZXENNARR
Amazon EMR & Amazon S3 on Outposts £&FEATXFUTHNAREF :

« Hadoop
» Spark

* Hue

* Hive

» Sqgoop
* Pig

« Hudi

* Flink

BEXEZER |, 21 (Amazon EMR RAIERE) .
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B MBEE Amazon S3 on Outposts 1

Amazon EMR ¥ EH T Java B9 AWS SDK 5 Amazon S3 on Outposts %&& i F Sk 174& 5 A S dE
W HIE, &8 Amazon EMR B E X4 E#ELZIEERHN XIS Amazon S3 U B , M AR FMEE
Outpost £, BEXEZEE , H5® (Amazon EMR BE#/8) F# Amazon EMR HiEo

77 H/E Amazon S3 Hl DNS WWER |, S3 on Outposts EAWBREFNBRME, BXESEEL , &
28 8l2 S3 on Outposts Z .

£ Amazon EMR R 7.0.0 RESHRAF | BATLLF Amazon EMR & S3 on Outposts #1 S3A X 4
REEEMER,

FRFM

S3 on Outposts X PR — ZH & B2 Amazon EMR SR E XX 4FRT , B A BXIEE S3 on Outposts
#9 AWS Identity and Access Management ( IAM ) #5% Z2[8], S3 on Outposts B8 B 2K & & Z=(H
s3-outposts*, BXFEALBEZENRHIKE , 2 FEH S3 on Outposts ZE 1AM,

S3A E#EES - ENER EMR £EE E H 15 R Amazon S3 on Outposts R RIE , BHHAER
Apache Hadoop S3A #2858, EFAZEEZSS , BHEMAME S3URI #BEA s3a AR, MREFEX
¥, BULEERAT EMR £EH XA RSEZI , LUME S3 URI ATLAE S3A E#EIBLEEFER.

ENYHRAXRNEEBNES S3A EERLESHER , BN EMR EBMER fs.file_scheme.impl
fs.AbstractFileSystem.file_scheme.impl BEEREM , HF file_scheme NN FEBER
S3URI Z£#, EFRALTRA , B¥F user input placeholders B HEEHCWERE, fln B
BEfEA s3 ARMN S3URI IXHREXRI , BEEUATEREEREM

[
{
"Classification": "core-site",
"Properties": {
"fs.s3.impl": "org.apache.hadoop.fs.s3a.S3AFileSystem",
"fs.AbstractFileSystem.s3.impl": "org.apache.hadoop.fs.s3a.S3A"
}
}
]

EFH S3A, B fs.file_scheme.impl ELEBMIRE R
org.apache.hadoop.fs.s3a.S3AFileSystem , #¥F
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fs.AbstractFileSystem.file_scheme.impl BMIZE R
org.apache.hadoop.fs.s3a.S3A,

Flan | MREEHEEEE s3a://bucket/... , BN fs.s3a.impl B
Mi&EHN org.apache.hadoop.fs.s3a.S3AFileSystem , RGN
fs.AbstractFileSystem.s3a.impl B 1iXEN org.apache.hadoop.fs.s3a.S3A,

FF 44 Amazon EMR & Amazon S3 on Outposts &4 i
UTEBNET AT E4F Amazon EMR 5 Amazon S3 on Outposts &4 f# .
&

- BIENFERRE

- BIEMEELR

- BRESR

IR RR B

EBIZE A Amazon S3 on Outposts B EMR 8281 , BAFBIE — IAM policy LA inE % &
M Amazon EC2 SEfIELE X, %KAM EHFME S3 on Outposts #EA R Amazon BHRE R

( ARN ) B9fXBR, B3<H S3 on Outposts £l IAM policy WEZEE |, SR A S3 on Outposts
®E IAM,

LT ROIFE RMMARFAAIENNRER, QIEKEE , SR MNBEHTEIE EMR S8 HSHIE
BEXHAE | W the section called “BIENELEEE o PR, EFEALTRH , % user input
placeholders B AEBEHNER.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
west-2:111122223333:0utpost/op-0lac5d28a6a232904/accesspoint/access-point-name,
"Action": [
"s3-outposts:*"
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BB MEEER
EBIE1E S3 on Outposts FIz1T Spark BWEE , BHEEHAPFTERATE R,
B2 1E S3 on Outposts FIE1T Spark HYEEEE

1. BELAT8E#4TH Amazon EMR #Z#|A& : https://console.aws.amazon.com/elasticmapreduce/,
2. EEMSMBERS , EREEH,
3. EEFCIEEEH,

4. XF Amazon EMR R | Bk emr-7.0.0 RE SR,

5. WTRAEFESE , BikE Spark RER. AF , ERECSEEHINEMECE NN
RERF.

6. ZEJFH Amazon S3 on Outposts , iEHALHEBEIRE.
TEIEEIRE

EFEAUTRAEEIRE , BN user input placeholders Bt HEBCWER.

[
{
"Classification": "core-site",
"Properties": {
"fs.s3a.bucket.DOC-EXAMPLE-BUCKET.accesspoint.arn": "arn:aws:s3-outposts:us-
west-2:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/access-point-name"

"fs.s3a.committer.name": "magic",
"fs.s3a.select.enabled": "false"
}
},
{
"Classification": "hadoop-env",
"Configurations": [
{
"Classification": "export",

"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
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1,
"Properties": {3}
},
{
"Classification": "spark-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
}
1,
"Properties": {3}
},
{
"Classification": "spark-defaults",

"Properties": {
"spark.executorEnv.JAVA_HOME": "/usr/lib/jvm/java-11-amazon-
corretto.x86_64",
"spark.sqgl.sources.fastS3PartitionDiscovery.enabled": "false"

}
}

7. EBRMIoH , EFEH AWS Outposts HIE EWERFAE = (VPC ) MFM, B3x Amazon
EMR on Outposts WEZER , 55K (Amazon EMR BIE#Er) HH AWS Outposts EHY
EMR £&.

8. 7 Amazon EMR By EC2 SKAIEEM &l , IBMMN T B2 I 02 B UREHAY IAM B,
9. BMERRNEHFHRE A6 ARREECIEEE,

B EBLR

TRERT SABE , LAREIREN S3 on Outposts 5 Amazon EMR &&# AR ERR ERIXLHE
ENSHIEENE,
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RAriEmE

S

fs.s3a.aw
s.credent
ials.provider

fs.s3a.co
mmitter.name

fs.s3a.se
lect.enabled

JAVA_HOME

MINE

MERIEE , S3AH
EXEEPERES
Outposts & #riY
S3.

file

TRUE

/usr/lib/jvm/
java-8

S3 on Outposts HY 424
=E

S3 on Outposts &@HY
EAR ARN

magic

FALSE

/usr/lib/jvm/
java-1l-amazon
-corretto
.x86_64

TRIERT Spark BLiE , ARFEIRER S3 on Outposts 5 Amazon EMR

BENSHEENE.

5

spark.sql
.sources.
fastS3Par
titionDis

covery.enabled

spark.exe
cutorEnv.
JAVA_HOME

INE

TRUE

/usr/lib/jvm/
java-8

S3 on Outposts K 4%
=E

FALSE

/usr/lib/jvm/
java-1l-amazon

L

Amazon S3 on
Outposts Z#FF4
Virtual Private Cloud
(VPC) A RENIH
i8] Outposts 1ZfEAEHY
ME—H X

Magic I XZEF= S3
on Outposts M —#
WRRXERF.

Outposts EARX#F S3
Select,

S3A £HY S3 on
Outposts FE Java h
K11,

EEERANERNENXLE

i BH

S3 on Outposts 3%
FRED X,

S3A EH S3on
Outposts FE Java ik
& 11,

FF#44% Amazon EMR & Amazon S3 on Outposts & &

API WA 2006-03-01 102



Amazon S3 on Outposts AriEE

S ZRINE S3 on Outposts Y44 L
EE
-corretto
. X86_64%

FEE

N2

L I&JF Amazon EMR 5 S3 on Outposts BERKAE , BEERUTILE :

Amazon EMR fRZK 7.0.0 RESMAXZ % Amazon S3 on Outposts.

$F S3 on Outposts 5 Amazon EMR & &R EE S3A E#ZsS. RAE SAEE5 S3on

Outposts R EFTERIIAE, BX S3A EER[RENER , BSR L REML

« Amazon S3 on Outposts ¥ F Amazon EMR X X% F Amazon S3 £ E N Z4AMN RS 25w MR
(SSE-S3) . BXEZFEE , S the section called “BEMNE",

« Amazon S3 on Outposts T #F{#H S3A FileOutputCommitter #1TE A, £ S3 on Outposts 1 L
£/ S3A FileOutputCommitter #1TEA RS HEL T 1R | InvalidStorageClass : BIEENF@ET
Mo

« Amazon EMR Serverless = Amazon EMR on EKS &3 # Amazon S3 on Outposts.

« Amazon EMR HEFMEZIEEMN X Amazon S3 LB , M A RAH#TFM7E S3 on Outposts
H,

BN HRIEEEF

S3 on Outposts AJ7E Outposts HlE L Z &b E A BT FHRIEFNRNEE. ZEF2EXNEME
K, BIBREIR AWS KB FIRITE, XEEBHRMEERT RN AIEM, &8 S3 on Outposts HHY
BHRIEMNBNEFIAE , B LIRB S Outposts FAWS X1 2 8] B9 2 HEIR To < B — BREER .

L& H S3 on Outposts APl iEKRE , SHRRIEFMRNBBPLBLZLMERF, AE , EFNEETH
FHELL S3 WK APl ERFTH BRI, EFEASERA 4A ( SigV4A ) WNiERHHTZHAT , S3on
Outposts R EZFZH B RIEMBRNEIE. EFERMFMEAE S3 on Outposts BRFHHI Outposts £, H&E
AW S3APIERE , EaRERIF. BFEEME , Outposts E R FMEME XA IMNEZEZHR.

% Outpost E#ZE AWS Xt , REFNERHREN 10 28, HEBKH S3 on Outposts API iF3K
i, EA2RSRIE , LBREAFZFTFER, MR Outpost 5 AWS XEMFFiERE , MEENERPHEK
A 12 /MEd,
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BB RN S AR &

S3 on Outposts &N E A Sigvda EEHRTEBRMNER , BIEFFHRIENRNEIE, EXEZE
B , B2 1 (AWS Identity and Access Management Fi 18R FHIXT AWS APl ER#1TER, 1
ERFTARAHY AWS SDK A2 T SigV4A &k, BalLUE M AWS 2N HZ178) ( CRT ) ERIRER

To

BEEFERARIMRAEE AWS SDK HLZEZHIRAH CRT, fltn , BRI LIERIEIT pip install
awscrt £/ Boto3 RIRENGRFMAH CRT,

S3 on Outposts TLE XM Sigv4 EZEHHITEEMER , EESFHRIEFMBTNEIE.
IiF SigV4A &

BT LAE R AWS CloudTrail RBIEREEMEH SigV4A MERFITTER. HXHF S3 on Outposts i&
iE CloudTrail WEZEE , SR A AWS CloudTrail H#E %2 S3 on Outposts,

BLiE CloudTrail f& , 8 LAfE CloudTrail B&EM SignatureVersion FERARKRIERE R EXiER#
T7Z8, £ SigV4A #H1T T EBMERK SignatureVersion FHi&EHN AWS4-ECDSA-P256-
SHA256, f£f Sigv4 #1T7 LB MBERK SignatureVersion Fi&EHN AWS4-HMAC-SHA256,
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S3 on Outposts FHZ £ M

AWS + BN nZeM. ATHENZL2MRHBHARNER , RNTETEEES T2 HNERE
ROMMERE, R AWS HEF , BHEITUMNXERFEROMMEREEZ RS,

ZEMR AWS NEWHERE, REHEEAFEHERNZNZEMNZFNESM

- THZEM—AWS ARARFE AWS Cloud HIE1T AWS BRSE HERMEE. AWS ER#TZS
FANERS. F=AFFRAEHNEANBREIRNNZSENERE |, R AWS M ITRIA —I
Do BT #REAT Amazon S3 on Outposts WEM TR , TSR EHEITRIEE N AWS B

%,

- THNREM - ENRERLEEAN AWS BF RE, EEFENEERENR , SFENHEN
BN, BRANERUREREREN.

I A BE B4R T SR AN 76 A S3 on Outposts Bf R AR BER, UTEHE R T M{AEE S3
on Outposts SISEIMBH R EMMERNEE IR, BELS T HRINAERE M AWS R BN R KR FR
#* S3 on Outposts &R

£

« f£f S3 on Outposts & & IAM

« S3 on Outposts A B9 ¥ & 127

« S3 on Outposts By AWS PrivateLink

« AWS ZEIA 4 ( Sigv4 ) BMINEEENRIKE

« &M T Amazon S3 on Outposts BJ AWS FEE R FERE
- FREMHEXAEHT Amazon S3 on Outposts

£ S3 on Outposts XE IAM

AWS Identity and Access Management ( IAM ) 2 —I1 AWS BR%S , ATUAESBIEE A T4 iR HIxXy
AWS FRIEE. IAM EE AEFETUET FHARIE (X ) MREERN ( EENR ) KEA
Amazon S3 on Outposts BiR. IAM 2 —IELEHNZHENAFERN AWS RS, BIABERT , ARX
S3 on Outposts FRMIBIEZXENR, EFEFX S3 on Outposts HIRF API IRER I B NFR |, & 7] LA
£/ 1AM BIZAF. A=A EHM IR,

ERHEBANR , EHENRAS, AHAEFNNR
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« AWS IAM Identity Center Y FBEA -

BIENRES, EE (AWS IAM Identity Center AAF1EE) HEIENRERHBHITERE,
- BYSHREBE AM FRENAF
HERERATEARSRINAR, R (AM AFER) FHNE=F 50 REHEUERSE (KE
SHRIE ) HIRARITERE,
- IAM AP :
- SIEENAFAUEENAE, BR (AM AFERE) 93 1AM A /2 A SRR TRE.

« (THEER ) BRBEZMNIAFSFRASRNEARE, &8 (AM BFER) PEAS
AIIRR (#2HE ) AR B TR,

BRET IAM B EIZERESL , S3 on Outposts BRI X FHAIFA LK. FEFEREMG R SKEZ
B p0Z] S3 on Outposts BIRHE T & RE KB

- FHEBREATHRMNIZES , EREREDPHTEATFIIELN FRBNFEBEPNRVIER,
- MBRKKERTHMEGRR , RFSIELI T EKEIER.

HE 2K AT SHNEIKE S3 on Outposts FHBHNFHBERELESERH. EFENAEFIAF B
B EA S3 on Outposts T8 iR EA S3 on Outposts IR |, 156 AR FREEELMA
FiZiER,

BHEBARKBEPIFENRECCEATESZEARXKHNER, Hla0, mRFEA TR M0 EA
W, WITEERA TR RUSKRERAFRIELERENZBRHOER. B2 , NAZF# SR RS The
S AL EEN ZFEBRET 2R RR EHIER,

£ 1AM policy St E T REMREEFR , BAUENEARTFHIELH S3 on Outposts #4E., S3 on
Outposts 2EX R F45EM S3 on Outposts API #4E, S3 on Outposts REfEMA s3-outposts: @

ZEEHI &R, ¥ AWS XE HH Amazon S3 on Outposts #24#] APl & HEYiER , LAK&F Outpost L&Y
R API Ig R & HEER |, EBREER IAM #1THMDIAEHIRIE s3-outposts: RAZEEARHEITR
M. EfEA S3 on Outposts , IHELEZRK IAM AP HEX s3-outposts: IAM ar & ZE RN B 1THR
o

BXEZER , H5H (BSENSZE) T/ Amazon S3 on Outposts FIRIE. AIRMEHE,
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® Note

+ S3 on Outposts X #&FifRI#2H 5] F* (ACL),

+ S3 on Outposts RINFFRBABEEMNINRAEE , UEHBREERNVIEEET2HEME
1k 175 18] SR A BRI R
+ S3 on Outposts FRA B A“S3 FIEAFIHR” , UEBEANKMNTFTLEE LB HRINE,

AxH S3 on Outposts IRE IAMWEZER , FSHRUTES,

FH

« S3 on Outposts K&K E &

« S3 on Outposts BV &R ARN

« S3 on Outposts K RGIKRE

« S3 on Outposts i 5 YR

« S3 on Outposts WIRZ XA

S3 on Outposts RE&HY FE 4K

BIEE T RRHEBE AR T S3 on Outposts F &RV IG R BREY |, BABER Principal THRXK
EETERNZBRITENMNRESIZENARSINARF. T S3 on Outposts KB , BELAEA
THEH—DNEE

« —/NAWS i

- 1AM A F

- IAM A

- FIEEH , BIEMEA Condition TRFHAFRSEERENFE IPEEHNREPIEEEER (*) X
HE

/A Important
& FER S3 on Outposts WRETE * TRPEABESRF (Principal ) BUKREL |, BRIEZ KL
RBE—NFHESEERE NIEE IP it SEE Y Condition, LEFRFIEBI FHRMARMEE S3 on
Outposts AW LT iGRE. BXRHI , EZHS3 on Outposts B =B B o
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BXx Principal TEHNEZER , H5H (AM AFIERE) HH AWS JSON KB TE : Principalo

S3 on Outposts B &R ARN

S3 on Outposts BY Amazon BIRE R (ARN) BR 782& Outpost IHEH AWS X5, AWS IiKF ID F%&
BEMI |, B EE Outpost ID, Eif[H Outposts FE BN RHAN SAIRITERIE , BL4AFEATERF
M?L/-J_‘Eg _*:IJ ARN *ﬁ‘:_r—to

ARN HHy partition HERE—H AWS XiF, 8 AWS Ik HERZSRI — 1N X, U TRXEN
X

« aws - AWS Xig
+ aws-us-gov — AWS GovCloud (US) X3

T&RERT S3 on Outposts ARN %=,

Amazon S3 on Outposts ARN  ARN # = AN
%M ARN arn:partition :s3- arn:aws:s3-outpo
outposts: region: sts: us-west-2
account_id :outpost 1123456789012 .
/ outpost_id / outpost/ op-0lacsd
bucket/bucket_name 28a6a232904 [/
bucket/amzn-s3-demo-
bucketl
AR ARN arn:partition :s3- arn:aws:s3-outpo
outposts: region: sts: us-west-2
account_id :outpost 1123456789012
/ outpost_id /accesspo outpost/ op-0lacsd
int/ accesspoint_name 28a6a232904 /accesspo

int/ access-point-

name
R ARN arn:partition :s3- arn:aws:s3-outpo
outposts: region: sts: us-west-2
account_id :outpost 2123456789012
/ outpost_id / outpost/ op-0lachd
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RAriEmE

Amazon S3 on Outposts ARN

S3 on Outposts 78] S X 5
ARN ( ERBEHFER )

S3 on Outposts ARN

ARN #& 3%

bucket/bucket_name /
object/object_key

arn:partition :s3-
outposts: region:
account_id :outpost

/ outpost_id /accesspo
int/ accesspoi

nt_name /
object/object_key

arn:partition :s3-
outposts: region:

account_id :outpost
/ outpost_id

S3 on Outposts B 7RI B

=~

28a6a232904 /
bucket/amzn-s3-demo-
bucketl /object/m
yobject

arn:aws:s3-outpo

sts: us-west-2
1123456789012

outpost/ op-0lachd

28a6a232904 /accesspo

int/ access-point-

name/object/myobject

arn:aws:s3-outpo
sts: us-west-2
1123456789012 .
outpost/ op-0lacsd
28a6a232904

Example : 28 AWS K E£4&# S3 on Outposts KB

AR B RE AR — 1 AWS K 4R FXIEA S3 on Outposts FE AV IR NR, EFEHX—
WERRE | B user input placeholders B AEEHEHEER,

"Version":"2012-10-17",

"Id":"ExampleBucketPolicyl",

"Statement": [

{
"Sid":"statementl",
"Effect":"Allow",
"Principal”:{
"AWS":"123456789012"

.

"Action":"s3-outposts:*",
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"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

}

Example : SERABEAEMA (*) MFHEFHFRSEERENESEE IP #utSEE /Y S3 on Outposts 5K B

TR EABERAEM (*) M aws:Sourcelp £HFHRSEERENFEN IP thuuE, B
X —f@%KME , BfF user input placeholders Bt HEEHCHWEER,

"Version": "2012-10-17",
"Id": "ExampleBucketPolicy2",
"Statement": [
{
"Sid": "statementl",
"Effect": "Allow",
"Principal": { "AwS" : "*" 3},
"Action":"s3-outposts:*",
"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket",
"Condition" : {
"IpAddress" : {
"aws:Sourcelp": "192.0.2.0/24"
},
"NotIpAddress" : {
"aws:Sourcelp": "198.51.100.0/24"

S3 on Outposts ¥ = KX BR

S3 on Outposts FE IAM FEE SR , KEE S3 on Outposts s LR,
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® Note

- NXTHEAZFAEN IP ittt (ColP it ) IFRIRENIER , BEXLINEFFER ColP e
IP it BYARBR |, a0 E&RPATIR,

« X FHEA AWS Resource Access Manager 58] S3 on Outposts I HERKF | XEHE
KRHPHAFRTEEAZFMELEHEECHIRR. IRAERKFFHNAFEEEECH
we , M HZMKF AIIE Outpost LRIBZBCHWFN, BEXEZEE |, BZ 1 the section
called “¥t = S3 on Outposts”,

T&RETRT S3on Outposts w2 AHRXE IAM PR,

BE IAM PR
CreateEndpoint s3-outposts:CreateEndpoint

ec2:CreateNetworkInterface
ec2:DescribeNetworkInterfaces
ec2:DescribeVpcs
ec2:DescribeSecurityGroups
ec2:DescribeSubnets
ec2:CreateTags

iam:CreateServicelinkedRole

S(TJF{EFHZIH&%F'TH%E’J |P ik ( ColP )
HREAENIES , NEZUTEIE :

s3-outposts:CreateEndpoint
ec2:DescribeCoipPools
ec2:GetCoipPoolUsage

ec2:AllocateAddress

U = B AR AP WA 2006-03-01 111
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R’ IAM X BR

ec2:AssociateAddress
ec2:DescribeAddresses

ec2:DescribelocalGatewayRou
teTableVpcAssociations

DeleteEndpoint s3-outposts:DeleteEndpoint
ec2:DeleteNetworkInterface

ec2:DescribeNetworkInterfaces

NTERARE AR IP it ( ColP i)
WRRENGHR , FEEUTHIMUR

s3-outposts:DeleteEndpoint
ec2:DisassociateAddress
ec2:DescribeAddresses
ec2:ReleaseAddress

ListEndpoints s3-outposts:ListEndpoints

® Note
BRI LAE A 1AM policy RV B RAR SR E N FR,

S3 on Outposts HWRFZHEXBE

S3 on Outposts A IAM BSHXABRRECIE—LENEREFE, BXEZEE , B850 HRSHEx
A BT Amazon S3 on Outposts,
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S3 on Outposts A EIEINZ

FEEREERT , F#E Amazon S3 on Outposts FHIFFEHIEEFE A Amazon S3 EE R MEH
A (SSE-S3) MRS ESIm MBI TN, BEXREZELR , 551 (Amazon S3 AFIER) FHHEHAE
B Amazon S3 EXNZHAWRFERWMNE ( SSE-S3)

ERBUERERT R RENINZERAN RS/ ImMNEZ (SSE-C). EEM SSE-C , BEXNR AP
FRPEEMZZR, RE[EMBLNBNRBBEMFENBENRTBE. EXEZER , FEH
(Amazon S3 AiF{ERE) FHEAESEF RENEHN RS SHIRIMNE,

(@ Note
S3 on Outposts FX & AWS Key Management Service (AWS KMS) Z4A Y IR %5 25 3 I 27
(SSE-KMS).

S3 on Outposts BY AWS PrivateLink

S3 on Outposts X AWS PrivateLink , FEBEEMNETAMBFNAERR , BEX S3on
Outposts FEMNEZEERILR, X , ERAEAEURAER (VPC ) RWFAE IP #hik , F{LAER
P& 2R ¥ H XS Outposts XN RIFFENITEERME. £HA AWS PrivateLink , TEFERALE IP bk sHE
AR5 88,

B3 AWS PrivateLink i F Amazon S3 on Outposts , BALERFAE = ( VPC ) RTAE

O VPC iwm& , BATAE S3 on Outposts REEMin L EIE APl, BYEMTAME (VPN ) 5 AWS
Direct Connect , ATAEEZENIPEE VPC A N ARRF1HE#EQ VPC iR, BRI LUET AWS
PrivateLink 5 R #@ Mk S B APl, AWS PrivateLink N X iFEiE &% AP #4E , 0 GET, PUT M
R APl, XLRETLZBEN S3 on Outposts i R FEAREEL R L. BXEZEL , E5H
S3 on Outposts BIM &,

BENmafm— NS EEMEED (EN) KK, XEZOZM VPC AN FR S ERFAE IP i,

[ S3 on Outposts WiEO KKK HIERTE3NEAE AWS ML LY S3 on Outposts A5 Fik RE
B APl, & T L& AWS Direct Connect 2% AWS Virtual Private Network (AWS VPN) M ZK ih 1 2
MARFIAE VPC FEORK S, BN VPC EXMMEEENELZELR |, 555 AWS Direct
Connect A 88 M AWS Site-to-Site VPN B 1.,

2 O i SUEE AWS R FET AWS PrivateLink B ¥ S3 on Outposts ik R EE APl BYiER |
MTER.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
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CUEN AWS Cloud Customer premises
S

AWS Outposts

Service link %

i S3 on Outposts
S3 on Outposts bucket AWS PrivateLink Interface VPC endpaint P!
management and for S3 on Outposts
endpoint management
APls

BXREOBIN—MREER , BSF AWS PrivateLink IEREHHED VPC ik (AWS PrivateLink).

£}

« BR&IF B PR

518 S3 on Outposts 1 A i &

EF At DNS B &

3 S3 on Outposts €| VPC % =

79 S3 on Outposts BIZEMFREEH VPC s =K B

PR %I M R BR 1%

L IRBIS AWS PrivateLink 718 S3 on Outposts HFFm R EE API & |, &R VPC BR#l, BXEZ
E8 , F3 % AWS PrivateLink I8P EOE S E ’|‘?E$E| FR#ILA K AWS PrivateLink Ei&i,

ok . AWS PrivateLink T XL TRE :

- ZEERIPESLERA (FIPS) R
+ S3 on Outposts #¥EiLH API, Hlan , GET, PUT ML R APl R1E,
- #.F DNS

PRI R R API hzZs 2006-03-01 114


https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://aws.amazon.com/compliance/fips/
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518 S3 on Outposts 1 O i &

E#H AWS PrivateLink 7518 S3 on Outposts Mz R EE API , BANEFNABRFUERHESET
i =B DNS B#5, BIE#EOimSAT , AWS PrivateLink %iﬁkﬂﬁﬁﬁmﬂ:ﬁ#‘ﬁ,ﬁﬁ’y S3 on Outposts &
*’Jl_\ . [Xﬁﬁ *ﬂﬁfﬁﬁ Izo

- X5 DNS &7 - SIEME—# VPC in R ID, BRFFRRFF, AWS X F vpce.amazonaws. com,
flan vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com,

- AJAX DNS &% - 2iEKE—H VPC in < ID, ATAKX, BRSHRIRRF. AWS XA
vpce.amazonaws.com , 5l vpce-1a2b3c4d-5e6f-us-east-1la.s3-outposts.us-
east-1.vpce.amazonaws.com, MRENEMFEE THAX , MATAEALIET, F , &7
T A X DNS £ #5fA T 5 E 12 i 25 b K X 35 B3 4% i B AR o

/A Important

S3 on Outposts #EOix R EMNE DNS H#FHT KM, S3 on Outposts FX#FHFAHE DNS, F
--endpoint-url ZHATHERNIRLEE AP,

AWS CLI =4l

£/ --region M --endpoint-url 2% , BT S3 on Outposts FE Ok LG EMEE MK /LE R
API,

Example : EAmA URL 5IHHEH S3 25| API B4

FEUTRBIF , HXiH us-east-1, VPC iR URL vpce-1a2b3c4d-5e6f.s3.us-
east-1.vpce.amazonaws.com MIKF |D 111122223333 B N HEMHEE.

aws s3control list-regional-buckets --region us-east-1 --endpoint-url
https://vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com --account-
id 111122223333

AWS SDK R4l

% SDK EFEIRFRA , ARPFEFIHEE RN FABSK URL 158 S3 on Outposts O iwm Sy S3 2
%l AP,

177 S3 on Outposts Ok A API W7 2006-03-01 115
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SDK for Python (Boto3)
Example : RS URL i5[8] S3 ##4 AP

EUTREIF | XS us-east-1 M VPC = URL vpce-1a2b3c4d-5e6f.s3-
outposts.us-east-1.vpce.amazonaws.com B AERMEE,

control_client = session.client(

service_name="'s3control’',

region_name="'us-east-1",
endpoint_url="https://vpce-la2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com'

)

BXEZEER , E5R (Boto3 AR ARERE) FMIERT Amazon S3 B9 AWS PrivateLinko

SDK for Java 2.x
Example : EA#w SR URL 7[R S3 #2244 AP

FELLTRHIF | & VPC iR URL vpce-1a2b3c4d-5e6f.s3-outposts. us-
east-1.vpce.amazonaws.com MXIF Region.US_EAST_1 B NHERKHEE.

// control client
Region region = Region.US_EAST_1;
s3ControlClient = S3ControlClient.builder().region(region)

.endpointOverride(URI.create("https://vpce-1a2b3c4d-5e6f.s3-outposts.us-

east-1.vpce.amazonaws.com"))
.build()

EXEZELR ,H5H (EHAT Java 8 AWS SDK API &%) ff§ S3ControlClient,

B A # DNS &

FAEET iR S8 DNS B iFRSEA T S3 on Outposts BEE MK A EE APl EORK S , £F
HEFAM DNS BEFREF. B LAFEARE2LE S3 on Outposts DNS 1Z#Y1E O ix KL FAE IP it
W4EE T ik 29 DNS & #5o

A S3 on Outposts Bl VPC im =

E 7 S3 on Outposts 1 VPC # AWK , i5S [ (AWS PrivateLink $88) FHIEIE VPC It Ko

BE#H A DNS B & API hzZ 2006-03-01 116


https://boto3.amazonaws.com/v1/documentation/api/latest/guide/s3-example-privatelink.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/s3control/S3ControlClient.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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79 S3 on Outposts BRI KRB VPC s SR B

I&EI LA VPC i s M N A F 124133 S3 on Outposts BY 1 8] By ik 3R #E . #&3E A] LATE S3 on Outposts
R AR aws:sourceVpce ZHRBREMEE VPC i 2GRS ENE. £H VPC k2 FKE
IEA LA X S3 on Outposts FHEE API s R B API Bi5E, EHABKE , S L3RFI33 S3 on
Outposts BEE APl BWiFRl, BR , BT EMEMA aws:sourceVpce BEXY S3 on Outposts HIFT R ig
ER I,

S3 on Outposts B IHRIKEEIEELTEE. :

- RUFEIEL EIRIEHN AWS Identity and Access Management (IAM) 44,
- RTFRIELR S3 BEHIRE,
- RFTIEL HIRER S3 on Outposts R

DUTRAIERTREXN B[N F RN K, BX VPC EENESZER , BSH AWS BEH
Amazon Virtual Private Cloud JE# 14 1£I B Network-to-VPC connectivity options ( MM & Z] VPC
RYE ML ) o

/A Important

o HEBMATFHRY VPC % SN A RAIKEER |, B gE T = A E XS R 7 B RBR. #8H
BREPREIMEIHENRE VPC I RMVIER , MIXAESMHEIEBIRMNAAEERE, AXxnAEElt
HEWESR , HSRRENEEREEEIRN VPC 5 VPC Iw A ID, X MR OKR B maE
SRBEFEEH AR 2

- EEAUTROIEER 2 , 58 VPC iR ID BN ESENERARFINE, BN , &%
ToE R RIS R

. MBEHERBBRATFMNEE VPC 52 151E S3 on Outposts 1 , ©NZABEIEHA1FRZ
W, AREHEERTFTRFEEEEN VPC k.

F
« R : BREIM VPC i 23 45 EREHY I 18]
« 751 - 7£ S3 on Outposts KRB FIELMNIFE VPC i K7 18]

B2 VPC i =R BE A48 SR B API fR4s 2006-03-01 117


https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
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R BREIM VPC s KXY ERRI 157

&) BABI 2 — i SUR B SN AT 1A R 45 E B S3 on Outposts . LA T KB F GetBucketPolicy ##4E
B B AR PR F example-outpost-bucket, BFERILEKR | BN ROEZEHRNEECHE

"Version": "2012-10-17",
"Id": "Policyl1415115909151",
"Statement": [
{ "Sid": "Access-to-specific-bucket-only",
"Principal": {"AWS":"111122223333"},
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Allow",
"Resource": "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-
bucket"

}

Bl - 7£ S3 on Outposts FFFEBE P IELE MIFE VPC Ui K17 A

AR S3 on Outposts HRBEIELEIS vpce-1a2b3c4d VPC iR if B example-outpost-bucket
¥ L GetBucketPolicy,

aws:sourceVpce ZHEERK , THE VPC iim [LRIEH Amazon BIEBM (ARN) , REERK
ID. EfFALER  BEHRGAEBRINEEEHE.

"Version": "2012-10-17",
"Id": "Policyl1415115909152",
"Statement": [

{

"Sid": "Deny-access-to-specific-VPCE",

"Principal”: {"AWS":"111122223333"},

"Action": "s3-outposts:GetBucketPolicy",

"Effect": "Deny",

"Resource": "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-
bucket",

"Condition": {

"StringEquals": {"aws:sourceVpce": "vpce-la2b3c4d"}

BIE VPC i = SRR H AR SR RE API hzZ 2006-03-01 118
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}

AWS ZZ A 4 ( Sigv4 ) BHIANEISER KRR

TRERTE AWS ZEIRA 4 (Sigv4 ) BMAEEXHNEHR , EULUTXELARA T Amazon
S3 on Outposts, BAILAEFHBREPRINXLESRM , LEEFRAZARRAE 4 XiER#H1TH G IAER
BEIMITRENITN. BXTAIKRE , 50 FASSERE 4 BXNREBNFRBER M. 8
REAZEIRAE 4 FHERBITEMDINEINEZEL , H50 (Amazon Simple Storage Service APl &
Z) FHERNEMINE (AWS EEIRA 4) .

ez ): Ok iR
s3-outpos S3 on Outposts XIFZMHHFMINESZE. BEREEZANBERERAIFENS
ts:authType PINERE , BRI AERA L RS 4E, flan , Be]LUE A R A2 R

AREFEBERGMIANERFER HTTP Authorization #rk,
BWME

REST-HEADER

REST-QUERY-STRING

s3-outpos FLEZRECEISMINENERPWERE (ULERDRENMN)
ts:signatur

eAge JJ:t%{q:{X;E% ?Tﬁg% URLO

EEERET 4T SEFZANERUARER 7 R, Bt , LENERHE
AR 7R, BXEZELE , $Z5H (Amazon Simple Storage Service
API 2Z) HH) LR EREN. BUUSERALEZGH —SRELSEENR
5,

T PIE: 600000

s3-outposts:x- BOERALZHRERLIEERPRSIBENNE,
amz-content-
sha256

LB 4 ( Sigv4 ) FrgeE API fR4s 2006-03-01 119


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html#signing-request-intro
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ERARNR iRk
FEAZEMRAE 4 8¢, FEH Authorization #RAKER K BEEXR
ZLEZITESRIM x-amz-content-sha256 #rk , AENEHEIRE
RNEFEAE

BRI EFERARIE P EA LR RKRIEL L REARERNERAH
Bign

- LML Authorization #RAXER#ITHMIAL , ERNERR
BHITSEN LEE, BXEZEL , 209 (Amazon Simple Storage
Service AP| 2&) PRELNXRPERERAR.

- BEEAMES URL B L2, MZEE URL 14 H —> UNSIGNED_
PAYLOAD . BXxEZEE , i55H (Amazon Simple Storage Service
APl 2&) PHIIERHEITHMINEM S BINES .

BEH{E : UNSIGNED-PAYLOAD

EAEBZE R 4 BRAKMARAYF6E 88 KB R A
EMFEALTRE , ™ user input placeholders Bt RHEECHEER,
Example : s3-outposts:signatureAge

DT E#BRBRSELENEFEENEET 10 2 H#etELX example-outpost-bucket FXIRAY S3
on Outposts FiZ# URL &K,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Deny a presigned URL request if the signature is more than 10
minutes old",
"Effect": "Deny",
"Principal": {"AWS":'"444455556666"},
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

* 10
’

ERAEEERA 4 BXROFMHENFERRE RO API fz7s 2006-03-01 120


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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"Condition": {
"NumericGreaterThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType": "REST-QUERY-STRING"}

Example : s3-outposts:authType

AR 7R AW ER Authorization FrkHTER G MIAEMNER, FAMZAEAMN URL &
REPFFEIEL , EAMES URL FRAEHASBCREHMERNSHINLEEE. BXEZER , ES3H
{Amazon Simple Storage Service AP| &) H 53 I\IEF

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow only requests that use the Authorization header for
request authentication. Deny presigned URL requests.",
"Effect": "Deny",
"Principal": {"AWS":"111122223333"},
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

* 1
’

"Condition": {
"StringNotEquals": {
"s3-outposts:authType": "REST-HEADER"

Example : s3-outposts:x-amz-content-sha256

DT E#BRIELEMNTEASZEERNARN L , SINFEAMZEE URLW EE, BXESER
2% (Amazon Simple Storage Service APl %) H 35 R 1T 5 4 IAER B3 1INE T o

"Version": "2012-10-17",

ERAEEERA 4 BXROFMHENFERRE RO API fz7s 2006-03-01 121


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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"Statement": [

{
"Sid": "Deny uploads with unsigned payloads.",

"Effect": "Deny",

"Principal": {"AWS":"111122223333"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/
K1

"Condition": {

"StringEquals": {
"s3-outposts:x-amz-content-sha256": "UNSIGNED-PAYLOAD"
}

& F Amazon S3 on Outposts B AWS & K

AWS EEAX KRR H AWS QIZMEENIRILRE. AWS HEXRBEEN TS EILASRMENER ,
LUEEAI LT R A R, ANMAeDENR,

FicE , AWS REXKBURTINENBEEAZRRTRENR , RACMNAHRAE AWS &
R, RMNBUEBLENBETENERAZRNES EEARBERE -SRI NR,

BREEN AWS HRERXNRBHELHINR, MR AWS E#HE AWS BEXNRBHELHNR , NE
M IZRBAMMENAMEEASH (AR, AFNAE ) . HFH AWS RS BaHHH API £
TR TIARSE , AWS REWREEH AWS REA KK,

BREZER , F5H (AM BFER) B AWS EEA KK,

AWS FEEA K : AWSS30nOutpostsServiceRolePolicy
ER RS AKX A AWSServiceRoleForS30n0utposts BI—&8% , REBNIGE M &R,

EEFNRFRBRHNR , H5H AWSS30n0utpostsServiceRolePolicy,

AWS FEERX KA S3 on Outposts E#
EE& B S3 on Outposts FFIRBERE LK , BXRLURFZH AWS REX KRB EFHVFAER,

AWS EE XK API WA 2006-03-01 122


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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B iR B
S3 on Outposts A i1 Y S3 on Outposts #i1Y 2023 10 A 3 H
AWSS30n0utpostsSer AWSS30n0utpostsSer
viceRolePolicy viceRolePolicy 4EX
BRSSHEX< A AWSServic
eRoleForS30n0utpos
ts WN—%2 , eHBBEE
R &R R o

S3 on Outposts FFERERERER  S3 on Outposts Fr R ERE 2023 £ 10 A 3 H
AWS EERX KB E L,

TR HX A BT Amazon S3 on Outposts

Amazon S3 on Outposts # AWS Identity and Access Management ( IAM ) fRFHEXx A€, RS HE
XABR—ME S3 on Outposts E#ZXEBHIHIFKER IAM A€, RFZMHEXAEBH S3 on Outposts
MENL , EERSKAKERART AWS RSFIENFIE IR,

RS Hx A it B FE R iR E S3 on Outposts , A RERAFERMSENNE, S3 on
Outposts EXHBEFHXBEBHWNIR , BRIESAEX , BMIRE S3 on Outposts AILMKAZBEE, E
XN R BIFBEEERIENRRRE |, AR T REM N EMEAI E Ath IAM 2RI PR SR BE o

REEEAMBREXRERE , BFERBRBRSEXAE, XFHRFEH S3 on Outposts BIR , FHE
T & ToE A il BR XS 68 R 69 175 7] A BR o

BXXERSHEXAGHEMRSNES , F2HA5 IAM BEEEA AWS RS , HERRSHEXA
BIFTERN RS, ERINEE  EFZRFHRSEXABE,

S3 on Outposts I RFZ K< A BN IR

S3 on Outposts A& AWSServiceRoleForS30nOutposts I RS < A @ RBEIREEMER
B

AWSServiceRoleForS30nOutposts RESHEXRABEEUATRERAZAE

* s3-outposts.amazonaws.com
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BN AWSS30n0utpostsServiceRolePolicy WA BINRKE L1 S3 on Outposts X8 E RIR T
BT R4E -

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
"ec2:DescribeCoipPools",
"ec2:GetCoipPoolUsage",
"ec2:DescribeAddresses",
"ec2:DescribelocalGatewayRouteTableVpcAssociations"
1,

"Resource": "*",
"Sid": "DescribeVpcResources"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

1,

"Sid": "CreateNetworkInterface"

"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface"
1,
"Resource": [

"arn:aws:ec2:*:*:network-interface/*"
1,
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"
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}I

"Sid": "CreateTagsForCreateNetworkInterface"

"Effect": "Allow",

"Action": [
"ec2:AllocateAddress"

1,

"Resource": [
"arn:aws:ec2:*:*:ipv4pool-ec2/*"

1,

"Sid": "AllocateIpAddress"

"Effect": "Allow",
"Action": [
"ec2:AllocateAddress"
1,
"Resource": [
"arn:aws:ec2:*:*:elastic-ip/*"
1,
"Condition": {
"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"”

},
"Sid": "CreateTagsForAllocateIpAddress"

"Effect": "Allow",

"Action": [
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:CreateNetworkInterfacePermission",

"ec2:DeleteNetworkInterface",

ec2:DeleteNetworkInterfacePermission",

"ec2:DisassociateAddress",

ec2:ReleaseAddress",
"ec2:AssociateAddress"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/CreatedBy": "S3 On

OQutposts"
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}I

"Sid": "ReleaseVpcResources"

"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": [
"CreateNetworkInterface",
"AllocateAddress"
1,
"aws:RequestTag/CreatedBy": [
"S3 On Outposts"
]
}
.
"Sid": "CreateTags"

HMEEMR , LA IAM K& (A6 ) 2l2, REIMRESHEXAR, AXESZER , BZH
C(IAM FF$ERE) i ARSSHE X A BRUR,

A S3 on Outposts BIERRSHERAE

BEEFHEERSHRAR, HEE AWS Management Console, AWS CLI 5 AWS AP| 82
S3 on Outposts iR EF , S3 on Outposts 2 N EBIERZHEXEE,

MBEEBBRZBESHEAXAE , RAEEEFEE , SALEAERGREEKFAFPEHUBLAR®, H&B
@12 S3 on Outposts %= AF , S3 on Outposts 2B X N EBGIERZHEXAE,

B A LA IAM 25|57 S3 on Outposts EAEFIBIZRFZEXRHAE, £ AWS CLI T AWS API
B, A s3-outposts.amazonaws.com RFBEMBIERSHERAR, EXEZER , FSH
(AM BFiEm) DMbIZRSHEXAE. MRERHRTHERSHEXAR , ATUFERARENIERR
BlEAE,
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/m%8 S3 on Outposts RS X AR

S3 on Outposts R iF &4 AWSServiceRoleForS30nOutposts FREHX AR, XBEARN
EZ2% , ARTRETRNEASIAiZAG, 7Y , BUUER IAM REACHIEE, BXELER
BHZH (IAM AFERE) PNREERSHEXAE,

fHIB& S3 on Outposts HARZAEX AR

NMRTBEECAENZTERSAXACHNFLERERS , RNEBWERBRZAC. XHERKBRKED
BEERNEFHREASKME, B, #AEBRBSHAXAGHNER , REFTEFIMERE.

(® Note

R 72 2R B M BR AR JRAT S3 on Outposts RFEEEAZAE , NBIERBRETESLIK, R
REXFER , BEF/LoHEER.

fil Bk AWSServiceRoleForS30nOutposts A& FA K S3 on Outposts iR

1. TEIEH) AWS KPP EEFTA AWS X Bk S3 on Outposts i 5.
2. R IAM BERRSHEXBE,

EH IAM #25|& , Bl AWS CLI 3 AWS API kil Bk AWSServiceRoleForS30n0Qutposts BRS
HXAt, BXEZER , 5255 (AM BFERE) BHRBRESHEXAE,

S3 on Outposts fRFHX B EH Z X HFXE

S3 on Outposts XHEREHRFSEXABHAE AWS KR FERZRS. BEXEZEL , F2H S3
on Outposts [X i3 #lifs 5.
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B S3 on Outposts 17

B EH Amazon S3 on Outposts , BRI LAE AWS Outposts L6812 S3 4 , HEARM A EEAR I
TEiFRE, RiBELCENBFEEENNARFEMNFHENREREITIR. S3 on Outposts 12t 7 —MNETHY
TZf%3K S3 Outposts (OUTPOSTS) ; ZF 3 #EH Amazon S3 API, 3} B A F1E AWS Outposts LHY
ZMERNRZ B[ BF AR EEIE, EEX Virtual Private Cloud ( VPC ) A S flixm S
HE$EE Outposts @ TEE. E A LRIE Amazon S3 #H —#7E Outpost 8 L FERAERK API
Thee , BIEFRIFME, MBAIRIZ, EALUEN AWS Management Console, AWS Command Line
Interface (AWS CLI), AWS SDK = REST API £/ S3 on Outposts. BEXEZEE , BSH 142
Amazon S3 on Outposts ?

BXEEHEZ Amazon S3 on Outposts FHREBENEZER , BSRAUTEE,
FH

« 73 S3 on Outposts HWEE S3 RAEF

« 9 Amazon S3 on Outposts ERIZMEBR L HEHERE

« &%l S3 on Outposts HIXI R

- BEEH AWS RAM £ = S3 on Outposts

« {#/ S3 on Outposts Ky E b AWS IRZ

A S3 on Outposts WMEE S3 Mx A2 Fl

BRRE , S3RAEFHEFXN KRN SN TRBAREFRE —MER. T Outpost MHFHBZNX
R, EABEA S3 RAEHIHEERRE . REFERESMRAE., S3 ARG/ BIEM A
BOARENNAEFREFIRE,

Amazon S3 on Outposts # 28 = f R AR HIRE -

« Unversioned ( A2 MAEE ) - MBRENREN LBRARE ST S3 AZH |, NELFARZRAEZE
FIRES , HFETIRE S3 lABEHIRE. BX S BAEFENWEZEER , ES S3 on Outposts #
BB S3 MRAEH,

* Enabled ( BEA ) - AP RE A S3 lrAERE, F00EI4E K PR A 3T SREDRF K EI i — R A
ID. BAMAEHNEFETFERTFHOXNRAMRAE ID Anull, MREHHMGREBSIOXLE ( SHEM
Hfth ) XK , 6120 PutObject , WX RAFFIRGME —HIARZS 1D,
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* Suspended ( EfF ) - PN RELF S3 RAEE, EERAZEERMNEBBH AN REHFR
EIRRA ID null. BXEZEE |, EZH (Amazon S3 AiFER) HHEXRIAME S EFRAE
Y o

FEXY S3 on Outposts F/E A S3 rAEZEHfE , ERHEEZREEFZIRAZHRS. B2, BILEE
MRA#E &, BX S3 MAEBEHNEZEER , ESH S3 on Outposts EEE S3 frRAZHo

HNFRPNEBINER , BHE - NHAURERARBNEZTNA LIS TR, I TREFERAE ,
BRSO S3 A ANANEE N EELFRAEEENRREIH. EXEZEE , BSHE
Amazon S3 on Outposts WFEIZMEE 4+ B HEE.

AR R~ & 7R an{al £ - AWS Management Console 1 AWS Command Line Interface ( AWS CLI )
XNIA S3 on Outposts #E ARG FRAZES, ERRERT S3 RAZEFNE , HSHAIE S3on
Outposts & o

® Note

DIREFHEEN AWS K/ BEZEFER , LEE—ATUAEREIRENKS, FEBERR

BEM , 20 Outpost, HE, RINMEMFERRE, HERRESEATHEFEEPIR
#Y Virtual Private Cloud (VPC) MifH SRR AR Ht iz, BEXEZEE , 558 S3on
Outposts #3B.o

£/ S3 #H A
YREBARRY S3 IRAZHIRE

1. BFREIAWS Management Console , AEET LT Mut3TH Amazon S3 #2&I& : https:/
console.aws.amazon.com/s3/,

EEMSMBEESF |, % Outposts buckets ( Outposts 1 ) -
ERENHBA S3 RAEHIH Outposts #.

EERE R,

EFERREEZEST | FEERRE.

BIEREATEDZ— , REE S3 RAZRHEIRE :

2L T

- EEY{F S3RAEEIHF L OEIHX RMA , HiEHE Suspend (EF ) .
- E5A S3RARHFHARFEINRNSNITEEZE |, 151£F Enable (BA ) -
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7. i&# Save changes (RTFEX )

58 AWS CLI

EfFEH AWS CLI X3 ARE = S3 A4 , i put-bucket-versioning &% , MU TR
BIFtRo BERAXLERE , FFEN user input placeholder BN EEHCHER,

BXEZER , 51 (AWS CLI %) ## put-bucket-versioningo

Example : BH S3 kR4l

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Enabled

Example : &1 S3 x4 2%l

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Suspended

3 Amazon S3 on Outposts HBEIEZME B A mEAEE

BT LAER S3 £ an ALt Amazon S3 on Outposts N EBRE, BRI LIGIBREGAHEMN | EX
REBCHN IR HERIARARNK . BACE, EA. ZAIMEREWEEIN,

AXx S3AEMAYNEZELR |, 297 Amazon S3 on Outposts R EFEE 4 A HEE,

(@ Note

BIEBEY AWS KB ZE , HERHE TR, BA. ZAMIERE /3 EH N 89K
P

EQ|ZMEE S3 on Outposts W EWEAHEE , HSHEUT &,
F&

« {£H AWS Management Console |2 #1 & 2 4 an & HA L NI

- 5/ AWS CLI #iEf F Java i) SDK SIZNE R+ AR E
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£ AWS Management Console |2 M &8 4 a F N

BRI LAME R S3 £ @ AHIME{t Amazon S3 on Outposts N EERE., BRI LAGIZEGABHAN | X
KEZ TR ERFTRAER, BAILCIE, SH. Z2HASMERESEHRN,

BAX S3AEMAYNEZELR |, 231597 Amazon S3 on Outposts RIS 4+ A HIEE,

@ Note
BIZMAY AWS IKFIRE RS , FERE—TTUGIE, BRA. ZERAZUMIBRE S EHENNE K
Fo

E A AWS Management Console 3 S3 on Outposts SIZZMERLEmEBRAN , FSRUTES,
£

- BIBRE AN

- BREwASHN

- wBEEGAHHN

o MiBRAEan B HIAL N

o2 4 a5 A B AL

1. BFEAWS Management Console , AEEI LA TMuLITFF Amazon S3 # & & : https:/
console.aws.amazon.com/s3/.

EEMSMEREF | 1% Outposts buckets ( Outposts #F ) -
ERERNHBEWABRMNE Outposts H.

1% Management ( B ) &I+ , AAJFi%$F Create Lifecycle rule ( SI24EwE MM ) o
73 Lifecycle rule name ( £ A BB ) WA —NME

£ Rule scope ( AEEE ) T , &BEUATEIZ— :

o a0 bk~ w DN

- NFTEREZEERESRY | H%R Limit the scope of this rule using one or more filters ( f&
A—ANRENEEFERBLEANBEE ) . R, RMBIBTFERE. HRERIRKD,

- EFEANSAFREPHRERR , HFiEE Apply to all objects in the bucket ( Bz 4 F B9 AT
BXRR)

7. 7 Lifecycle rule actions ( £ EAEIMMIERME ) T , BT EIIZ — -
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- Expire current versions of objects ( X RV HBIARAZ NTH ) - X T /8 AMRAEH N , S3
on Outposts £ARINMPIERIFIE , N KRB NIELBIRAR, N FAEA S3 RAZEFHHME , S3
on Outposts £ 7K X Ml BRI &Ko

« Permanently delete noncurrent versions of objects ( 7K AMIBRXS REVIEL FTARZA ) — S3 on
Outposts 7K A Ml BRX R B9 IE ZH BIAR Ao

« Delete expired object delete markers or incomplete multipart uploads ( il B #3 &9 il BR AR 12 5%
RFERM D B L& ) — S3 on Outposts 7k X Ml BR3T A 69 i BRAF iC SR AR TR AT 20 B £ 4%

MBEFEANRIRE R E BN WSEE , NFEIER Delete expired object delete
markers ( il BRI BB A9 XS SRMIBRFRIZ ) o HNRIRIEER Expire current object versions ( 24 81
FRMRATE ) |, £ Delete expired object delete markers ( il &3S 2 89 33 SR M BR ¥R
i),

(® Note
ET A/NTEESM TR T MIBRAR IS AR TTRE 2 B L% o

8. MRIE%EE T Expire current versions of objects ( Y FIARAKFTRIH ) = Permanently delete
noncurrent versions of objects ( K AMIBR RAWIEHBIRA ) , FREFEAHINRNFER
PREC E ALt % 2] o

9. MERi%IE T Delete expired object delete markers ( Ml B3I HARY 3T KRBIBRARIS ) , B IAMIBRS
HARO XS SR BRFRIC |, 1§42 Delete expired object delete markers ( il B3z B89 X M BRFRIE )

10. 1£ Timeline Summary ( REILMHE ) T , EFEENEFAHAN , R/F1EF Create rule ( BIZEM
oy

B R4 EEHN

BRRZERFEEREHAN

1.

B LR ML FTFF Simple Storage Service ( Amazon S3 ) ##I& : https:/
console.aws.amazon.com/s3/,

ELEMSHIBEHEF , %$F Outposts buckets ( Outposts 1 ) -
EERERNESARZAEGEAHMNAE Outposts #.

% Management ( B ) &I+ , ARFTE Lifecycle rule ( £ AHHAN ) TBRESZHAREH
AR
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5. ¥TF Action (#&4E ) , i%&# Enable or disable rule ( BRARZAMN ) .
miEE AN
1. B LATMUEITFF Simple Storage Service ( Amazon S3 ) ##I1& : https:/
console.aws.amazon.com/s3/,
2. EEMSMEREH , % Outposts buckets ( Outposts #F ) o
3. ERENHEHELEGAHMNNE Outposts #.
4. 1%$E Management ( B ) kI+ , AREBRBERENEGEHAN,
5. ("% ) EFF Lifecycle rule name ( £ BN ZH ) HE.
6. 7& Rule scope (MNEE ) T , REZFEHRETH :
- NFPEERHAZSERESH , 1EiEE Limit the scope of this rule using one or more filters ( i
A—ANRENEERGREULANECE ) . R, RMBIRTEERE. REIHRKND,
- EFERANSAFREPHRERR , HiEE Apply to all objects in the bucket ( Bz ZI# F B9 AT
BXR)
7. 7 Lifecycle rule actions ( £ EAEIMMIERME ) T , BT EIIZ — -

- Expire current versions of objects ( fFX R YRR R ALH ) - X T /8 AMRAKZEFINME , S3
on Outposts 27 MMPIERFRIE , HENRRBENIEHBRAR, N FFER S3 IRAZEH M , S3
on Outposts £ 7K A M BRI &Ko

« Permanently delete noncurrent versions of objects ( 7K AMIBRXS REVIEL BTARZA ) — S3 on
Outposts 7K A Ml BRX R Y IE ZH BIAR Ao

- Delete expired object delete markers or incomplete multipart uploads ( il BRI H3 &9 i Br#R 12 =5
R E £4& ) — S3 on Outposts 7K A Ml BRI HA 49 i BRFR 12 2 R TE Y 0 ER £ 1%

MR EFEANRIRE R £ BN WSEE , NFEIER Delete expired object delete
markers ( il BRI BB A9 XS SRMIBRFRIZ ) o HNRIRIEER Expire current object versions ( 24 i
FRMRATE ) |, thTEIEER Delete expired object delete markers ( il &3S 2 89 33 R M BR ¥R
i),

(® Note
ET A/NTEESME TR T MIBRAR IS AR TTRE 2 B Lo
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8. MRIE%EE T Expire current versions of objects ( Y FIARAKIFTRIH ) = Permanently delete
noncurrent versions of objects ( K AMIBRN RAWIEHBIRA ) , FREFEAHINREEHR
B AU i % B o

9. MWMERME%EIE T Delete expired object delete markers ( il BRI HARY 33 R BRARIE ) , EWIAMBRS
HARO XS SR BRFRIC |, i§1%4% Delete expired object delete markers ( il B3z B89 X KM BRFRIE ) o

10. EERE

1 BR 2 2n E HA AL

1. BB TFMUEITFF Simple Storage Service ( Amazon S3 ) ##l#& : https:/
console.aws.amazon.com/s3/,

2. EEMSMEEH , % Outposts buckets ( Outposts 4 ) o
TR EMIBRAE B EMN A Outposts #.

4. 1% Management ( B ) I~ , RS Lifecycle rule ( £amBEMN ) T , EEBREM RN
e
5. &% Delete (MiBR ) o

£HA AWS CLI FI5EFAF Java B9 SDK g2 MNEBE A B AR E

IEAILAE R S3 £ an ALt Amazon S3 on Outposts N EBRE, BRI LIGIBREGAHEMAN | EX
KREZBC T HHEEIFAREER, BALGIE, BA. Z2RAIMERESEEHN,

AXx S3AEMAYMNEZELR |, 23597 Amazon S3 on Outposts RIS 4 A HIEE,

® Note

BIEMH AWS IKFIREZE , HFEARE—TTUGIZE. BR. ZERDMERE W FHMN K
Fo

EffH AWS Command Line Interface ( AWS CLI ) # &/ F Java # AWS SDK #|ZFMEE S3 on
Outposts WA EE , HSFELT R,

e}
- W& (PUT) £ EAHEE
« 3REX ( GET ) S3 on Outposts #& £ 4 i B Hifl &
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ME (PUT) £ EHPEE

AWS CLI

LLR AWS CLI 7RHI7E Outposts # LB L o B G B R, LERKIEEEEHRICHR
(myprefix) WAIBXRR , HEREHE 10 XKESH., EFALTRS , FFEN user input
placeholder B} NIEHEHER.

1. FEPAHEERBREFE JSON XH4HR, ERTREP , XHawHE AN lifecyclel. json,

{
"Rules": [
{
"ID": "id-1",
"Filter": {
"And": {
"Prefix": "myprefix",
"Tags": [
{
"Value": "mytagvaluel",
"Key": "mytagkeyl"
3,
{
"Value": "mytagvalue2",
"Key": "mytagkey2"
}
1,
"ObjectSizeGreaterThan": 1000,
"ObjectSizelLessThan": 5000
}
.
"Status": "Enabled",
"Expiration": {
"Days": 10
}
}
]
}

2. fF JSON M ##EHRput-bucket-lifecycle-configuration CLI i K —IPo R, E
FEALHS , H/ED user input placeholder Bt HIEEHECHNER, BEXUHGHINE
ZER , HZH (AWS CLI &) ®# put-bucket-lifecycle-configuration,
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aws s3control put-bucket-lifecycle-configuration --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket --lifecycle-configuration file://lifecyclel. json

SDK for Java

LARER T Java B SDK RHBITE Outposts B EMEEwmBAHEE. tEmEAREEEEESFIC
BIZR (nyprefix) WAIBXR , HERZEE 10 XKESH. EFERLRS , B8 user input
placeholder BB NEBCHER. BXEZEER , i52H (Amazon Simple Storage Service
APl 22&) H# PutBucketLifecycleConfigurations

import com.amazonaws.services.s3control.model.*;

public void putBucketlLifecycleConfiguration(String bucketArn) {

S3Tag tagl
S3Tag tag2

new S3Tag().withKey("mytagkeyl").withValue("mytagkeyl");
new S3Tag().withKey("mytagkey2'").withValue( "mytagkey2");

LifecycleRuleFilter lifecycleRuleFilter = new LifecycleRuleFilter()
.withAnd(new LifecycleRuleAndOperator()
.withPrefix("myprefix")
.withTags(tagl, tag2))
.withObjectSizeGreaterThan(1000)
.withObjectSizelLessThan(5000);

LifecycleExpiration lifecycleExpiration = new LifecycleExpiration()
.withExpiredObjectDeleteMarker(false)
.withDays(10);

LifecycleRule lifecycleRule = new LifecycleRule()
.withStatus("Enabled")
.withFilter(lifecycleRuleFilter)
.withExpiration(lifecycleExpiration)
.withID("id-1");

LifecycleConfiguration lifecycleConfiguration = new LifecycleConfiguration()
.withRules(lifecycleRule);

PutBucketLifecycleConfigurationRequest reqPutBucketLifecycle = new
PutBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)

£ AWS CLI FI5E A F Java #9 SDK API hz 7 2006-03-01 136


https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketLifecycleConfiguration.html

Amazon S3 on Outposts AriEE

.withBucket(bucketArn)
.withLifecycleConfiguration(lifecycleConfiguration);

PutBucketLifecycleConfigurationResult respPutBucketLifecycle =
s3ControlClient.putBucketLifecycleConfiguration(reqPutBucketLifecycle);

System.out.printf("PutBucketLifecycleConfiguration Response: %s%n",
respPutBucketlLifecycle.toString());

¥XHY ( GET ) S3 on Outposts #& L £ B HE &
AWS CLI

LA AWS CLI 7RBIZRER Outposts #@ LM Em AR E. EfFALGS , B8 user input
placeholder B ANEEHCHEER. BXUBTHNESEE , HZH (AWS CLI &) H get-
bucket-lifecycle-configuration,

aws s3control get-bucket-lifecycle-configuration --account-id 123456789012 --bucket
arn:aws:s3-outposts:<your-region>:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket

SDK for Java

LARER T Java #9 SDK RHIFRER Outposts M EmAREE, BXEZER , HZH (Amazon
Simple Storage Service APl £#&) HH GetBucketLifecycleConfiguration,

import com.amazonaws.services.s3control.model.*;

public void getBucketlLifecycleConfiguration(String bucketArn) {

GetBucketLifecycleConfigurationRequest reqGetBucketLifecycle new
GetBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)

.withBucket(bucketAzrn);

GetBucketLifecycleConfigurationResult respGetBucketLifecycle
s3ControlClient.getBucketLifecycleConfiguration(reqGetBucketLifecycle);

System.out.printf("GetBucketLifecycleConfiguration Response: %s%n",
respGetBucketLifecycle.toString());
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}

£ %l S3 on Outposts HIXI R

f&Bh AWS Outposts £/ S3 & &l , LA LA Amazon S3 on Outposts ELiE R E R EH Outposts 2 [H]
£ — Outpost LM BBz EH S3 XWR, EAILAEA Outposts EH S3 £4 , FHEHTE
B Outposts EFEAIIK - 4P BIBEW SN EIAR | AEBH R HIBEZEER, Outposts E#Y S3 £l
EYTHREENENERERATUBRFNEELAZ, IRFERREEAESREETSMERE , AT
£ Outposts L#) S3 EFIRFEREFIE THBEBHON KRV EAE , MRHBFTROIZERE, FREFRA
IDo

Outposts L S3 EHIIARAFMAVIERFTEL , LEEF BN RE RS, EBITLER Amazon
CloudWatch , B BRIRFESNFTEHR., FEFNBRESURERMNBEGHAZBRNESIERRKEEES
HIHE, ERELHMYEERERB , &0 LRE Amazon EventBridge SUENAE X & #IX KR K MK E
o, ETHREZEL , B EBENES,

FH

- SFEE

« Qutposts EH S3 EFIER

- SHItARNAE?

« REHHTLAR?

« QOutposts EH) S3 EHIFZFHFHAL?
- REEFI

- EEEBNEH|

EFEE

S3 on Outposts S XML BXEFREHIRE. EEHEE XML XHF , ZFEE— AWS Identity
and Access Management (IAM) B &L K — N Z NN,

<ReplicationConfiguration>
<Role>IAM-role-ARN</Role>
<Rule>
</Rule>
<Rule>
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</Rule>

</ReplicationConfiguration>

S3 on Outposts TEERLBFTNBERATEFINR, BEAEEFREFEEN IAM A€[[E S3 on
Outposts R FPFR. S3 on Outposts X ALL IAM AEURREEFIFTR, EFHBRES F , B4 E
IAM B &R FRrEMNNR, B S3 on Outposts HIXENRHNEZER , FSHEIE IAM A&,

HEU TSN EHEE RN —PIRN

- BHRLEEFMBNR.
- BHRLEEFRNRTFE. BIEAMNPRN—NFERGE , TIRANKRFR. EERESRAF , BEX
KBAR, HMER_ENASUIMREZEQENARNBNRFE.

NRBEHHMANRTE , FEEFHEEFAMNSNIAN, £EMUG  BE-PMEETFRANRTE
RYTEIE SR Blan | BATREEERE TREIR N tax/ H document/ MEHNR, ERIEX—K , BFEE
AR, —MANEE tax/ BERFERHSE , 5 —MEE document/ IR,

B> S3 on Outposts EFIEEMEFIMANMWEZEE |, i55H (Amazon Simple Storage Service API
2#) H K ReplicationConfigurations

Outposts EH S3 EHIHER
SFRBETHERK :

« B #r Outpost CIDR SEEHAMIEIR Outpost FMEZHXEt, BXEZELR , BSH AEEHHNE
FREMH

- FRAMBERBSAIEEEA S3 RAES, BXRAZFHWESFEL , HSHF S3 on Outposts 1
E1E S3 Az Hl,
« Amazon S3 on Outposts BN K TXEFNKMNEREFZ B iItE. XEKREELANE—PR
A6 , LUMES GET M PUT XPBRZEIRLA S3 on Outposts,
1. ERIBRSAGZH , BXTIRE RN GET XRF B FRMEH PUT IR
2. ERIERSE A BLUNNPRZEIRSA S3 on Outposts , AT AEBERRL ALY IAM =& ( AR EHA
& ) $4T iam:CreateRole # iam:PassRole &E, ARE , BAYF IAM ZECIERSAE,
E{F S3 on Outposts REFKEBRALRFZ AR , HF GET F PUT NEZEIR4 S3 on Outposts , &
PR ZABSELENEEMNBREKE, Bx S3 on Outposts WX LENRHWEZEE |, ES
FelZE IAM B, BXEUERSACNEZEE , BSRMERSAE,
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EHHARNAE?
FEEREERT , S3 on Outposts 28 HILLTRE :

- PMEFEEZEEIRHIN R,
« NENREBANNRTETE, BXOMHETHBENREEHERENROESR , 55 HE Outposts

LB T Amazon S3 EIZAE i E L ot 8y & HPIRFS

- NEHRE (WRE) .

M BRIRAENS & RIRERFA I

wn

RENRFREBPRERNR , MWERRINER T RHITUATERE

o MRIBEH DELETE HRMAEBEXNRRA ID , S3 on Outposts &7l Br#ri2. S3 on Outposts

TR0 T PR RAL IR Z M BRFR T -
« BEIRBEERT , S3 on Outposts 1 & Hil BRFRIZ .

« BER , S LU BRAR IS E SR MBI SERE TAR AN, BXMAEEHIEE SIS AR RFICES
MEZEE , BSRER S3 #H4,

o WRRTE DELETE BRAIBE —NEM BRI RIRA ID , S3 on Outposts 2 TE IR A 7K A M BRiZ XY

KREAR, BR , EXNFRRBEEEFZERET. RYFR , EF2NEFFHEBEDHERE R
AR BEAT 9 A B A TR R BR &R

FEFTARE?
FEEREERT , S3 on Outposts FEHILLTRE :

- REERPENS —INEHANFTRREANNR. S, RREEENEFS  FEBARER 7

&% B R Br. IERREMSE —INEFEE , HFF#% B 2R , MF#EE C 2EKF. EX#
BT , 7618 B PENFHRE A PURNEI RN RT2EFEFHE®E C.

- RE#EBPEEFIEMBFHNR, fln  MREENEEFEEPERBHHE , I S3on

Outposts TBEXEFIXI R,

- FRAEREFRERHENMNEZANKRSBR/IBMNE (SSE-C ) tIZHNY R,
- NEEBED FRFRHEITHERR.

Pl , MREESEBAREEHQRFERIMBARE , NXLEESXFLNATBERFER. It
RS AT UEREN BT ESTENEE.
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- B EAHNEERITIERE.

filan , MRERERR LS REGEEEHE BT HRIE , S3 on Outposts 279 RAE AT H XY
KEEBERIRIE , EFSFXLEARICEFE BFFE. NMREFENRFEENEREETEMAERN
SwARERE , FNXANEEEAEENEGAREE, EXEGENEENESEFER , F5H
73 Amazon S3 on Outposts HAIEMEBE G AR E.

Outposts E#Y S3 EFITZIFMHXL ?

S3 on Outposts BRBIF XL T S3 EHlThEE,

« S3 Replication Time Control ( S3 RTC ) » 3% S3 RTC , B Outposts LH S3 EH|HHIIT R
MEET BN AR (AKX ) . BEXAHBMXHNESELR , 3R (AWS Outposts A F
B BPRYEA A M,

- ERTHEBRIAEY S3 24,
REE

(@ Note
2B EFRPELRESHFHANZARFENNR, ®RAEHR , Amazon S3 on
Outposts TUEHAREFIN R, EEHEEFREZFIENNR , BALUEA
CopyObject API #EREMNEFIZIRE —Mat., EFINKRE , EMNERFPERATINR ,
EFRERNATEN. AXEFINRNEARRES , FSHEH EAT Java B AWS SDK
&l Amazon S3 on Outposts 71 FHI XTI KM (Amazon Simple Storage Service APl
Z) J# CopyObject.

=S A Outposts £H S3 &4l , HFEHFURMEEHIR Outposts ¥, EFIFNIETR S3 on
Outposts IRBIEENAREFN R, EEFMRMUP , BLTIRHEUATAS

« JR Outposts @A R — 8% S3 on Outposts N E FIFTREEHEA R Amazon BRBE
(ARN) EARINBE. BXERABARINBNESZEER |, B5SH Y S3 on Outposts #@EA L FE A
BB

- EEFINXNR - BILLEFIR Outposts MAMFIEN KRB RFE, BIEREFRE—NESRH
B/ —PRZINRIFZL |, AIRIRFE,
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Flan , MBEEESFHANNEFBREHERA Tax/ XK , M| S3 on Outposts X E Fl4& A
Tax/docl 5 Tax/doc2 ZEHXNR, BEEFTEFHEFR Legal/doc3 N R, MREFITIEEH
FAM—NHZANEZL |, M S3 on Outposts NEH EERERIRNIFZHNITR,

- B#F Outposts #8 — &% S3 on Outposts HFHREFIZIH A ARN SIEA 2B

EAILAE A REST API, AWS SDK, AWS Command Line Interface ( AWS CLI ) 2% Amazon S3 2%l
AEESHH N,

S3 on Outposts B T API BERZIFREEHAN, BEXEZEE , 52 (Amazon Simple
Storage Service APl %) R TER :

» PutBucketReplication

» GetBucketReplication

» DeleteBucketReplication

FH;
- RIEEFIHN K SEREH
« 7£ Outposts L 8I|Z & HIH N

IR & FIHN By SR FZ M

&

x
- EEEHRA B AR Outpost FH
- BIE IAM BT

EREER IR B FR Outpost +M

EFE HREET A M MIR Outpost /&% F) B #x Outpost , BAFURII—RFEEHKREM L, 4
TFEASKNTEFFHERES (CIDR ) IETEEZE—RE, X TENEAR , BREFZE—RME
%,

REEZENEESBRERTE , E4ABURT S A SXBB Outposts i S B H R KR, K i ihREI2E
BRFE (EATF AWS Outposts WEEZEFAE = [VPC] 3EH ) REFFHEW IP ( XM EFEF
AR IP #uutih [ColP ] ) .
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HI® 1 . EHIR Outposts i = # CIDR SEE

EREREARLXBKENRKSH CIDRSEE

1. BFKEIAWS Management Console , A/FEI LA T MuLFTFF Amazon S3 #2&|& : https:/
console.aws.amazon.com/s3/.

EEMSHBEES |, %$F Outposts buckets ( Outposts 1 ) -

£ Outposts #FI&RAP , REER T EHRIRER.

1%£$# Outposts EARIEIF |, RERENEFIFNEZRFEEH Outposts EA Ko

i%£$% Outposts i 2o

E5FM ID LEDSER 5 R EA

AT E#KIR Outposts i # CIDR SEE M 5 EBUR T B MR S AV G R K E,

T L T <

£ Outposts i JBLIE o , EFHRIKE,

- MRHRIXBHFE , BFEHTEFFEEKE (CIDR ) BEAESER 6 FEM.
- MRFERBEHELHER IP, BHITUTRE :
1. EFIEFHEN IPv4 tE , BEAEIEHE D,
2. FTF AWS Outposts #2#|& (https://console.aws.amazon.com/outposts/)e
3. ESMERT , BEARMMNKIEEHAR,
4. ERIEHIR Outpost B A < B ID B,
5

 EFAEERERT | £ ColP AT, FEZEHHR ColP it ID WENMKIIERE
o

6. Xy TIEECHY ColP it , EHIERYIR Outposts ¥ REVMEM CIDR E , AEELER 6 REA.

S 2 . EH B ¥ Outposts wmKEYF M ID # CIDR S8 E

EEHRSEREARXBENBRE SN FM ID A CIDRSEE |, FIRELS R 1 ANHEB FSRETER
£, HERMAXEFLZBREFIR Outposts i R E N B #5 Outposts iR &ZH|B#x Outposts w28
FMIDE , MEESE 6 FEH., E%|B+r Outposts iim R H CIDRE , AMEESE 5 FFH,

$B 3 . EHIR Outpost HIAR#ER > ID
B IR Outpost FIA# % 1D

1. #TFF AWS Outposts #£#|& (https://console.aws.amazon.com/outposts/).
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2. EEMSMERSD , EFFHMK,

3. EAR#MMXTEL , LKEEATEFIKR Outpost Y Outpost ID,

4. SHIR Outpost AN ID B , REEDSER 5 PEA,

AXREMMAIMEZEL | 259 (AWS Outposts A IEREE) FHYA 1K %,
$ 4 . EHRBFF Outpost BIZAH# M >< 1D

EERK B 5 Outpost A#MX ID |, BIRBIR 3 PHHBEFIRIRE , TRZAERERBHF
Outpost #J Outpost ID., &% B #x Outpost BIZA#tM% ID B , AMEESE 6 FEMH,

S5 REMIR Outpost FME| B #5 Outpost F M HYE#E:
MIR Outpost FMiE$#EI B #5 Outpost F M

1. &3FZE| AWS Management Console $TFF VPC #2#I& , MitR : https:/
console.aws.amazon.com/vpc/e

2. EEMSME®H , % Subnets,

3. HEBREYF , MALESE 1 PHRIEMIR Outposts KK FM ID, EFEFTENFH IDHWF
Mo

4, WTFEBRNFMNEE |, EFZFRHEHRKRE

5. EEELAERBARNEL , ERERE , REERFERA.

6. EHRBEERANEL , EFFMEH,.

7. ®EBHT , ALZEDSER 2 PRI B R Outposts iw /K CIDR SEE .

8. TEBMRT , %#F Outpost At Mx , REHMAZRELSER 3 FIREIMIR Outpost B #b M < 1D,

9. i&# Savechanges (REEX )

10. BRBEHAVRENEDD.

SR 6 : iREM B #R Outpost FMEIJR Outpost F M #YE 2

1. B %E AWS Management Console}#TFF VPC #2#& , MikR : https:/
console.aws.amazon.com/vpc/e

2. EEMNSMEKRS , £ Subnets,

3. EBRZFEP , MALELR 2 PHRIIM B4R Outposts i HYFM 1D, EHEEFITER FM ID #Y
Mo
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4. WTEENFMRE | EFZFMNVEERE,

5, EESRERARNITEL , ERRME , AEBRREBEH.

6. TEREBEBHNEL  EERMEEH.

7. EERT K WAZELER 1 PHEIWIR Outposts iKY CIDR SEE

8

9

BT , %3 Outpost Kt x | RERABIELSE 4 FEHREIM B R Outpost BIZAH# R >< 1D,
%42 Save changes ( REFEEX ) -
10. BREBIRESHIER.

EEREARNBREASYN CIDR MEEE G , 4 EIE AWS Identity and Access
Management ( IAM ) A,

BIE IAM A&

REEZREERT , B S3 on Outposts IR ( . WRMEXFRER ) B2IHEN , RAERRAFEE
AT LATG R MBI AV B Ro S3 on Outposts & EMNPRF 8EMIR Outposts M EFN R, BB GIE—
MNAM REAE  AFEEFREFEEZAG , BFXENR,

MO N ABEERERATRENRENRER, ROTEARMACE AMBENITUHE, BXESE
B, 2 H £ Outposts EBIEEFIAN, HX IAM AEBHNESFELR , BE2H (AM AFERE) +1
IAM B,

o UTFRBIERT —MEEERM , BEHESPHR S3 on Outposts FriR A AR AL B BRI RS E 14K,

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",

"Principal":{
"Service":"s3-outposts.amazonaws.com"

iy

"Action":"sts:AssumeRole"

]
}

« UTFREIERT —NMEREE , EEHPOABGRTFAKRENTEFESHNR, % S3on
Outposts KA ARE , EFERLELRERIEENNER. EEARX KK , B user input
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placeholders B AEBECHNER. BREENERNIRF B #5 Outpost B Outpost ID LA K IR F
B #x Outposts W@ B FFEA KB R

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"
1,
"Resource":[
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
bucket/SOURCE-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
.
{
"Effect":"Allow",

"Action": [
"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete"

1,
"Resource": [
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/
bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/
accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]

T3 R SR 82 T LA T R AR ANR

« s3-outposts:GetObjectVersionForReplication — BFX AN RHNITLIRENNR ,
BA A2 S3 on Outposts SREVEE/ NN KK BRIV EX R,

« s3-outposts:GetObjectVersionTagging — £tXf SOURCE-OUTPOSTS-BUCKET & ( /&% )
AR YIS RITT LEIRERI IR /2 iF S3 on Outposts IREI RIS LB TEH, BXEZER , S

REEH API hzZ 2006-03-01 146



Amazon S3 on Outposts AriEE

% 5 S3 on Outposts ZEERMNIEZL, f8R S3 on Outposts B MWNR , EFEFFTRMEAR
X RIFE

« s3-outposts:ReplicateObject # s3-outposts:ReplicateDelete — &tX¢
DESTINATION-OUTPOSTS-BUCKET #& ( B#r#f ) PEIFFAN RIITIXERENNR 72 S3 on
Outposts FFxt R M BrFR 12 E #1F B #% Outposts . BXxMEBRIRIZCHEES |, B M BRIEEX
SHREFMEE,

® Note

« X DESTINATION-OUTPOSTS-BUCKET %8 ( B¥r48 ) 31T s3-
outposts:ReplicateObject BENNBREATFEFNRIFL, Hit , BLEFER
’FIT s3-outposts:ReplicateTags BIEMNIR,

- WFEWKFES , B#R Outposts MHIREEXMEHHBERR , LR T
DESTINATION-OUTPOSTS-BUCKET $1T s3-outposts:ReplicateObject B®{EH
PR, s3-outposts:ReplicateObject BIEARF S3 on Outposts 3T RFXS KR
Z & /% B #5 Otposts .

A% S3 on Outposts #EMFIFK , iESH S3 on Outposts E XK1,

/A Important

#E 1AM AEHN AWS Ik XA ERE IAM A&R FHIRIENR,

a0 | fRER Outposts HMEEHRE — AWS KFHENTN R, WROBEEESAE D
R AEASKE , QS IAM AN AWS IKFEXRFHLENNER, BN , S3on
Outposts FoETHRIX LXK , HMix L3 RN E HF XK.

WM ENRBRERESHEBHET, NRESERFNESHEE , M4ME S3 on
Outposts % F H MR,

TEJR A B #5 Outposts HHTEH AWS Ik P HE R FINER

X JRF B #5 Outposts MHET R AR , BHR Outposts FHVHE & L4 X B $rAs F A8 K B%
MiEA SR, XLEREXIMEIR Outposts MWFEEEMN IAM RFHBERFRITEFRENNE , 0
UTRBREIFAR , BNEFIHERK. ELTERBRBIF | DESTINATION-OUTPOSTS-BUCKET 28
. BEFAXEER R , BN user input placeholders Bt HEEHCHNER.,
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MREEFHAE IAMRZA/E , BNAGKRIREN role/service-role/ , WL T KB RBIFT
To BXEZELR | E2 (IAM AFERE) T/ IAM ARN,

"Version":"2012-10-17",
"Id":"PolicyForDestinationBucket",
"Statement": [
{
"Sid":"Permissions on objects",
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam: :SourceBucket-account-ID:role/service-role/source-
account-IAM-role"

1,

"Action": [
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateObject"

1,

"Resource": [
"arn:aws:s3-outposts:region:DestinationBucket-account-
ID:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*"
]

{
"Version":"2012-10-17",

"Id":"PolicyForDestinationAccessPoint",
"Statement": [
{
"Sid":"Permissions on objects",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :SourceBucket-account-ID:role/service-role/source-
account-IAM-role"

1,

"Action": [
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateObject"

1,

"Resource" :[
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"arn:aws:s3-outposts:region:DestinationBucket-account-
ID:outpost/DESTINATION-OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/
object/*"

]
}

(® Note
IR Outposts WA REEIRL |, FEEUTEM :
IR Outposts ##iE & [ S3 on Outposts BF AT s3-
outposts:GetObjectVersionTagging # s3-outposts:ReplicateTags BRIEANIR
REFNRIRE (BT IAM B ) , Il Amazon S3 HEFIFRZLURNR, X IAM AEHE
B, #ZHE E AV B,

£ Outposts L 8IZE & HH N

Outposts £#Y S3 E4|2EMEHAE AWS Outposts PHEBEZN. L EHXNR, SEFIBELSTR
Outposts EHFHEIEMN I RN REFH E #F| B #5 Outposts #, BEXEZEL |, FSE £4 S3on
Outposts BYFT K,

(® Note

FRLEHEIREE HIMN 2 FIFE TR Outposts PR, #AFH , S3 on Outposts
FUEHARXEFN R, EEFEEFREZACIENXNR , BALUFER CopyObject API
BREFENESER—MEF. EFXRE , ENERPETRAFTNR , EFEEENAT
Tl BXREFNFNKRNFAEE , BSHFEA EA T Java B AWS SDK £ #l Amazon S3 on
Outposts FEEF RN KM (Amazon Simple Storage Service AP 2% ) H#) CopyObjecto

EEEHIEY , EZEMIR Outposts R MEFIHN, EHIHMNE LEEFIHIR Outposts #X I FF
& EHI I REY B4R Outposts . ZAILABIR—FHAN , AEHFHEEBPNAMENKBIEERERS
BB/ —NHEZ PN RIFZEHNNRFE, BHR Outposts FEIRE Outposts 4 A1 LA F [E — Outpost
F, A B TR ERY Outpost H,

*tF S3 on Outposts EFIFLN , AR IR Outposts #EVEA R Amazon BIEBAF (ARN ) FE
¥R Outposts FMHVEA R ARN , MR ZIRH B #x Outposts ¥E o
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M RIEIEEEMBREIXT KRIRA ID , S3 on Outposts £7EJR Outposts &R HIBRIZN RRA, EEFTLHN
fl B2 4E 2 %% B #% Outposts #@H, #AFEWH , ©F2MB ¥R Outposts 1 H M BRE — 3T RAR A, 1t
171 AT BA L2 E M BR B

L EHAMNARME Outposts F/E , RERERA TRHEAESMAN , FZAMNELREFCEIULE
TR EER.

FELERBIR |, BRATFTARREHR Outposts £ BHER— AWS Ik~ HBERIRF B #7 Outposts FHiREE
#l, |RBMAT A Amazon S3 ##l&, AWS Command Line Interface (AWS CLI) JA % EAF Java B9
AWS SDK # @A T .NET #9 AWS SDK #97Rfl. HXEWK Outposts LH) S3 EHIRNES |, &
Z #7281 B #5 Outposts HHTREH AWS KGR FXER.

AKRIZE S3 on Outposts EFIFN K FLRFZM | FSHGE S BIFNEY STRFEAF.

£/ S3 24l A&

24 B #% Amazon S3 on Outposts . F &R Outposts AR E K Outpost FEf , BIRBUTSREEE
i FL I

2R B #5 Outposts # 5 R Outposts W TR/ F , &40 B #7 Outposts FARINFAREE , XA
fE @R Outposts #k BV E &R F @ B #5 Outposts # & &IX REVINER

I E &I

1. EFE|AWS Management Console , RAFET LT M ut3TFF Amazon S3 24| & : https:/
console.aws.amazon.com/s3/

2. £ Outposts #@%|&kH , R ERERBINEE .
EREEENF , @ TRFBBEFANER S , REEFRCIES AN,
EEFHANMERT , MARNNBHRUBBBERIAN, ZEHISXEDN , HECETFHEBRL
TEME—,

5. BRAT , EBAEREREBR TATEFRRS. EEANANNELREFCRILAFHIE,
MREELUEBERAZAN , HEEFECEA,

6. EMLERT , MNNRERERET EFEEENANNENAMBEAN, SNRTEES/NEH
N ESEE AT , S3 on Outposts E XL X RERBERFR, REREBERLT , AR
SLEEIMIEFRES. BHFHEX , LERES.

EFUANNLER , FEREAMNE , NEFHMIRPEEAN B , ERRE , REERER
B KR
7. HERT , SWBEEATEIREEFIR
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10.

- EEHEME , BREBNRAZBPHNAE MR

- EFIRIAERENARNEFR  FEREEA RSN EFARBLAMNGTEE. E7TN
A ERRNIRE,

- ZEEFIFFEEEHARNENXNR , BENKR TANEPRARR. EANKMEREFESIR
TN BHUEEZ A& (B0, pictures ) FXMABEXN R,

MEEMANBPRI2INHRER , WARER / ( ERHL ) EARE —1NFEF (5
| pictures/ ).

- EEHER-IPHSMHEENKRHRENAMANR , FREMNIRE , AEEEPHAREX,
BERNE—E , BEEZEE,. ARANKNRENESZESR , FS6 A S3 on Outposts 7
R A IR

EifEEH S3 on Outposts BRUUHHTES , BERBARBMT , BB —NMEZIREMEA
=

3l

EBHRT , EFEEFE S3 on Outposts A H & FIXTRH BH AR Outposts FHVIEA R ARN, B#R
Outposts # A LAEIR Outposts A FHERH A EH AWS 0K~ H,

MR B E5IR Outposts AT FREMIKS H |, #4791 E B #5 Outposts BRI REL , SUE R
JR Outposts FIK B ER TN REFZE| B4R Outposts MHAWNR, EXEZEER |, ES
% 1£)8#0 B #% Outposts BT EHK AWS kP HRAEN R TR,

® Note

R AR I B #5 Outposts #8/5 ARAIES , BFRIETSEARTEHZREANES, &EF
It 3240 AT X A S P MR AN 42 o

®REB AWS Identity and Access Management ( IAM ) R &€ , S3 on Outposts ALK A ZAE
DRREEFIT R,

ERE IAM A8 , & IAM BB THITUTREZ—

« Eit S3 0on Outposts NEHIEBRIEFN IAM A€ | FEENIE IAM BEFIERE  REE
BROEHAG, YEREZAMNE , FH IAM BBER —NSEEZFEHREF B #5 Outposts 1T
BT RRE, BUGBRERECIEBTAG,

« MALERFERIEN IAM AG, EXFAERT , BU4IER — NI LR T S3 on Outposts 24
ENRUBITEFINA®, NRKHAEEZERTF S3 on Outposts 2 1 HI X PR KB & 1) & FIH
e HIF LM,

BREEH API fR4s 2006-03-01 151



Amazon S3 on Outposts AriEE

ZRRIEAG , BEEMNIE IAM BEHEE  ABNTRXEFEEAR, BHALE
EmA IAM A€ ARN , REHA IAM A€K Amazon BFRAZF (ARN) ,

/A Important

LG EFHMNFIE S3 on Outposts #ET , BHAFEH iam: CreateRole
iam:PassRole W PRF eI ZE M 1£i%E [ S3 on Outposts FFE HINRH IAM B, X
BEZEE , #5H (IAM AFER) PHRARRTRAGZKIES AWS RFHR.

1. REREBRT , Outposts MR FTER REFZR, BX S3 on Outposts INEHNEZEE
Z#S3 on Outposts FHIETENE ., ReeEFIEAEE Amazon S3 ﬁ““ﬁ&’fﬂﬂﬁﬁﬁ“%ﬁﬁﬁ‘ﬁbﬂ
% ( SSE-S3 ) HITMEBEMIXN R, TXIFEHIFEHAER AWS Key Management Service ( AWS
KMS ) AR RS 2T IR INER ( SSE-KMS ) Siff AE PR R Z AN RS [ IHME ( SSE-C)
BTN R,

12. REFTE , T REEHANE BT E F LT LM

- MREEEHEEFSA S3 on Outposts EHIIEIR , BRFEHIENR. BXRESZER , F5H
EREHEREERE,

- MREEEHEEDSAMBRIFIZES , Bi%ZE Delete marker replication (I BRFri2E#l). B
XEZER , FSH BBRBRENSEHRES AR,

- MREFNEIRFABHTHEEEXEFEENR , FEREREREDLS. EXEZELE , B5H
£ Outposts E/Z T Amazon S3 BIAE K [E 2 b1 & HPA S

13. BRRF , HEFQEMAN,

HIBREAMNZE , BAIEE, BA. ZASRRENAN, BRHITXLRHE  FH IR Outposts
BWERIRTF , @ TRIFEFAMNE D , ERENAN , REEFRREAN.

/8 AWS CLI
E{FH AWS CLI 7R B 47 Outposts HE— AWS IKFHERREBE ) , BHHITUTIRE

- BIEFEH B4R Outposts #.

o XXFAMEE A MRAZRS

Bl [ S3 on Outposts R FEFHIX KENRE IAM B,
- FEFHEEFRINER Outposts M,
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ERIPENIRE , X EFTNE,

=R A B 4% Outposts HHE—1 AWS IKFHBENIRES &

1. N AWSCLI REFIEREXH, T RAS  BINERAERESXH B acctA, BXIREZIIERE
XHENEER |, 5 (AWS Command Line Interface AFIER) TR EE X4,

/A Important

AFHRTHBENREXGXNEEXENNR, flm , £EHEES , ATIEE S3
on Outposts XA IAM RS AE., NYEFMEANEEXHESR iam: CreateRole
# iam:PassRole IXPRAEY , BFEEMITHIRIE, BEXEZER , H5H (IAM AFIE
M) PHEAFETHAGKES AWS BREHNNR, NMREEAEEAKTIARGEE
BEXH , pEEENHNEERITHREESHLENR,

2. BIBE—NREMEE, HNESARAEES, LT create-bucket i S HEEZEERIB ( 385 RN
tEB ) (us-east-1) XiEHBIE—/ SOURCE-OUTPOSTS-BUCKET @, EfALGS , BF
user input placeholders B#REECHELR,

aws s3control create-bucket --bucket SOURCE-OUTPOSTS-BUCKET --outpost-id SOURCE-
OUTPOST-ID --profile acctA --region us-east-1

AR put-bucket-versioning ai S F SOURCE-OUTPOSTS-BUCKET #iJ/3 FAMRA 2%, EfE
RIt&$ , B user input placeholders Bt HIEEHCHER,

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS -
BUCKET --versioning-configuration Status=Enabled --profile acctA

3. BIBE—NEREERS, ANEBSAMRKES, LT create-bucket # R EXERT (BENX
M) (us-west-2 ) K| —A DESTINATION-OUTPOSTS-BUCKET ¥, BEFRLHT ,
B user input placeholders Bt HEEHCHEER.

(® Note
EERM B4R Outposts B FR— AWS Ik et EEHIEE , FEAR—HREEX

o WRHBIER acctA, EEMMEEHTE AWS KA HRARNEFIEERTNIR , £F
ENFMEEETRNEENH,
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aws s3control create-bucket --bucket DESTINATION-OUTPOSTS-BUCKET --create-bucket-
configuration LocationConstraint=us-west-2 --outpost-id DESTINATION-OUTPOST-ID --
profile acctA --region us-west-2

LR put-bucket-versioning @553 F DESTINATION-OUTPOSTS-BUCKET %8/ Fi kR As 12
l, EFALGHS , B user input placeholders B HIEHOHNEER.,

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-
OUTPOSTS-BUCKET --versioning-configuration Status=Enabled --profile acctA

4. BIE IAM RFACR, BREEFERED , MHRSZSARFINE SOURCE-OUTPOSTS-BUCKET &
A, S3on Outposts KA ABURREZEFTNR, 2HENTRLUE IAM A6 :

a. BIE—IAMBE,

i SHHUTEEER  ANEREIAEITENLYTERP—NEHN s3-on-
outposts-role-trust-policy.json BIX#. LEEEEE S3 on Outposts ARSS E &
BFRAZBRSASHNR,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal”:{
"Service":"s3-outposts.amazonaws.com"
.
"Action":"sts:AssumeRole"
}
]
}

i. BITUTHSLUGEA®, fF user input placeholders B RHEECHEER.,

aws iam create-role --role-name replicationRole --assume-role-policy-
document file://s3-on-outposts-role-trust-policy.json --profile acctA

b. HXRKREEM MRS AL,
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i ERTNRERE  HRERFIABITEN LHFEFRH—NEN s3-on-
outposts-role-permissions-policy.json X, WRERFXIER S3 on
Outposts WX RIRIEWNXR. EFEAIX—KRE , B user input placeholders
BRANEEEHER,

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"
1,
"Resource":[
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-
OUTPOST-ID/bucket/SOURCE-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-
OUTPOST-ID/accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
},

{
"Effect":"Allow",

"Action": [
"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete"
1,
"Resource": [
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-
OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-
OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]

i. BITATHSURIERBHTEMMEIAR®, N user input placeholders iR
mECHER.
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aws iam put-role-policy --role-name replicationRole --policy-
document file://s3-on-outposts-role-permissions-policy.json --policy-
name replicationRolePolicy --profile acctA

5. FE#IEERME SOURCE-OUTPOSTS-BUCKET %,

a. RE S3on Outposts APl EREHIELEXA XML 1= , 18 AWS CLI ZRZELL JSON &3
EESHEE, LT JSON REEITEN LA E FHh—NE R replication. json X
., BEFERALGS , B user input placeholders B NIEHTWELR,

{
"Role": "IAM-role-ARN",
"Rules": [
{

"Status": "Enabled",

"Priority": 1,

"DeleteMarkerReplication": { "Status": "Disabled" },

"Filter" : { "Prefix": "Tax"},

"Destination": {
"Bucket":
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST -

ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT"

}

b. ZE{TUAT put-bucket-replication as G LU EHIE ERMER Outposts ., EFEHA
&S , 5% user input placeholders Bt HEEHENER,

aws s3control put-bucket-replication --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OQUTPOST-
ID/bucket/SOURCE-OUTPOSTS-BUCKET --replication-configuration file://
replication. json --profile acctA

c. ERREHEE , EMEM get-bucket-replication %%, EFEALGS , TN user
input placeholders B AEBECHWEER,

aws s3control get-bucket-replication --account-id 123456789012 --bucket
arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
bucket/SOURCE-OUTPOSTS-BUCKET --profile acctA
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6. 7£ Amazon S3 ##l|& BN ZRE

a. FEFE|IAWS Management Console , AFE L T MiLITFF Amazon S3 #2FI& : https://
console.aws.amazon.com/s3/.

b. TE SOURCE-OUTPOSTS-BUCKET Zf&H® , BIEZ—1NB N Tax BXXHRK,
c. FRBIFFFERME SOURCE-OUTPOSTS-BUCKET BB H Tax XHX,
d. 7E DESTINATION-OUTPOSTS-BUCKET %% , BiIAUT/LE :

« S3 on Outposts E#l T X KR,

@ Note

S3 on Outposts EFINRAEN R BEEFRTFRRKD. BXUMEFEEFRSH
BE , BZRARMEFRBER.

- EXNRWEHEDFF , EFHRSRENEE (FEIRANBERR ) o

EEENEH

AF747T4R S3 on Outposts EAJAMEMEFIEEET, WABHESFRSARNAHESHFE, B
IROLEFBEENEE , FEHREEH,

£

- FRASHIIERERHTE

- REFREEE

- NEFIHTRBHE

« ¥ EventBridge Al T Outposts £#Y S3 &l

EHEFEREREE

Outposts L S3 EFIAEHIEEPHWEFIAMURM T FMNIER, FAEHER , BULUETRER
FEFNFTH, SHEENEHFHMFLENRER , U5 24 hRBEREEFNHE, N THBHE
B AEEEE , FIE T BUZE Amazon EventBridge RiEWE X E K MK E X,

BRE#E#RE , Outposts £ S3 B HI&F LT #EF: &M E Amazon CloudWatch :

« FEFNFIH -AEEFANNFEFINRNEF T,

EEENESF API hz 7 2006-03-01 157


https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/

Amazon S3 on Outposts AriEE
- EFIEER - XN TFEENEHHNN , EFEFEEEE T REHNRARDE
- FEHNRE-AEEFNANNESTEFNRENRE, BESENR, BIRFIEHRE,

® Note

Outposts E# S3 E #lIEFrHI T E S CloudWatch B E X IEHRBXER, EXEZER , S
% CloudWatch Et»

RMEFRSER

EFPR T AR B 288 E Amazon S3 on Outposts I[EEE FIHV I REVHBNRS. BN R E RS
iR B PENDING, COMPLETED., = FAILED., EIZAHIE HIRAFFIRE REPLICA,

EFRSER

EEFBEDR , BE—NER (NEEREES ) M—NBF4 ( S3 on Outposts FXNREHIFH
), HEBFERXLEFHFHONR (FH GetObject ) I RTEIE ( £/ HeadObject ) Bf , S3on
Outposts FMEMK FIRE x-amz-replication-status #xk , TR :

« MRBFEBRFEFWFHIXIR , S3 on Outposts JFIRE x-amz-replication-status #rk ( WREXR
PN RFEEFEHE) .

Flin | RREEEFIREFIEE THREIEZR TaxDocs , LAER S3 on Outposts X & #IB R TR N
TaxDocs BN R, B ELENEFLRBEMNBRNEMNR ( Fl2 TaxDocs/documentl. pdf ) &
E4l, XTEAUBEMRIBHNRIER , S3 on Outposts RIREEFNREFHRSHUTEZ—H
x-amz-replication-status #xk : PENDING, COMPLETED =% FAILED,

(® Note
MRELENRENREFHEAK , BELERES, EUNEHLENR. HTHRDEHA
EBRRBRDBENRERE , WRFELER FAILED RS X FISAT#&E ( Hlin , R4
= Outpost AATA ) , EFIRAST &N FAILED , M2R¥E PENDING, EXFRIRS KA
J& , S3 on Outposts FIRE & HliX LI R,

o HERBEFRMAPWIIRE , MRFERFPHNRZ S3 on Outposts BV EIZAS , S3 on Outposts IR
E{E8 REPLICA B x-amz-replication-status #r3ko
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® Note

EMNER T EFNRFEBIBERNRZE , FREZVKRVEFRS , MBREES T &N
Ko

£ Outposts E/Z A T Amazon S3 BlAE kB H it & SR A

HIEMEBHMNE AT S3 on Outposts EIA&IE K ELET , BIAAI8EIRET REPLICA AABIRES, MR

TTHEEREEEHITEESD |, BIZARM x-amz-replication-status ¥Rk FRE PENDING, HREI
KERE LS T EEF THIE , BIANIRNRIEE FAILED, MREBWE S TR | NEIANIRLFRE
{& REPLICA,

X & BT RBEHE

MRELBEESFZE , XREAKEIE BHR Amazon S3 on Outposts R , BEEAU T HEHE
RTAEEHBEEE,

« S3 on Outposts EFIXN RATFENERIBURF ZMNEE , SIERM B R Outposts ZBIKEE , AKX
KK

B UK ERMRNE RS, RN RWEHIIRARN PENDING , &7~ S3 on Outpost & KTKE
#Hl, MEERNKOESIAASRN FAILED , NN EMNFRBRENEHIEE,

- ERBLENESRERES , RIEUATILR :
- BFEREA R Amazon BIREH (ARN ) RIEBEHN.

- BERREDEH, fln, MRANRERENEFEEGIR Tax IR , WXEFHEE Tax/
documentl = Tax/document2 FREZNITIR, T2EFEEFRSE document3 IR,

« RABAREN Enabled,

- BIERBEEA— M LEERAZES, REMNBRE4ITE 8 ARAES,

- MRBHEAS—NAWS KFHE , BRIEFHEEREXN BEMBRET ATRBAEESHNR
WARRE, BXRA, BSFTEREM E#x Outposts METEH AWS Ik F A B F R

« MENREIFARHIAEESES , U TRBEARLSHELESH :

c MRFRFHENRRE — M EHEEFEIZNEIA , S3 on Outposts TLEHIZTR. M,
MRERENE A 2148 B BEIM C WEHIEE , M S3 on Outposts T 51 B FHINREIARE
#2H Co
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MREEFRAPHNRES N B HE C, BETANEFHAN PN EREFEERESME
Bfr. i, HFEME A LOEMFZEFAN , EF—-FANSEEFHZERE B, Z—FANE
EEHZ B 48 Co

- FREAAEETU@EM AWS KPR T EBRXIRENER. MIABRT , REREEX THEAKS €
BNREENR, EHEENEHRRARTENEERTRMBEHNR, NBREFFRZ , RF
RMEBTLAREM AWS KPR TFRFZAFHEIEX RAVNR , N EREH XX LN R E X TR
PR

s RREEFIEESR , BFNT —NMUAEFEERERENNRFE, EXHBERT , BLHAE A
BXNRENDESENIRSEBNE , LUE S3 on Outposts E4IN R, MRBLCENR , REMEZI
BXRAMFRZ |, S3 on Outposts HALE HIFT R,

- MEBRBELHNUTE-RETRNEHNSE  NEHFEAK

TR

"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"

B4 -

"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateTags"

o HWRTEEFFHE#R Outposts B , Amazon EventBridge AISLUBHIR, BXEZEE |, HSH
¥ EventBridge FiF Outposts E# S3 & #l,

¥ EventBridge AT Outposts £#) S3 &4l

Amazon S3 on Outposts E5 Amazon EventBridge & , # £/ s3-outposts &%
[, EventBridge 2 —METRFZF/EMHELRS , BALIERACRHNARRSX B SPRRNEERE
¥, BXEZER , FSH Amazon EventBridge A F 8K 142 Amazon EventBridge ? o

R T REBEREMESEERE , BT LLRE Amazon EventBridge RiEWE X & Hl &k WEHHIE A,
EXNRAE HIFH B #F Outposts BI1ER T , EventBridge AILUB AR, BXEAE SN RO LR
SHEZER , BSREFRSEIR,
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3 Outposts BH K EFLEHRT | S3 on Outposts AT LUFEH %X F EventBridge, SHEHME
BAE , BEFERERMUNEMHER, E A LAEA EventBridge MU FEH BB HMER. BA
EventBridge /& , S3 on Outposts & A N B S 4 K% F| EventBridge.

Bk i BA A 22 (6]
Operation SHRMVNHHNREFIELAK. Bx s3-outposts
FailedRep Outposts £HY S3 E#l K MR E K E

lication %ER , SR EventBridge BE

Outposts E# S3 Sl kMER,

£ EventBridge &%& Outposts L S3 E#|kWERER

T&R%H T Outposts LY S3 EFIEAMIER, &0JLAfF EventBridge # N EL & BT Amazon Simple
Queue Service ( Amazon SQS ) . Amazon Simple Notification Service ( Amazon SNS ) ., AWS
Lambda = Amazon CloudWatch Logs X FIEFELXMER, BxFXLRIFEMA T EventBridge FIE
NENEZEE  BZRNETRENEKREAT EventBridge,

SHAMER iR

AssumeRoleNotPermitted S3 on Outposts TERAEEFIEEFIEE
B AWS ldentity and Access Managemen
t(IAM) B,

DstBucketNotFound S3 on Outposts H A B EEFEEHIEERN B
o

DstBucketUnversioned RTE Outposts B #r-48 L8 FAMRAIZSl, EE
A Outposts £# S3 EFIREFIXNR , BAE
B AR LS AR AR,

DstDelObjNotPermitted S3 on Outposts 7oK BR R 4EE I 2 B #5

Mo &4 B#R#8H s3-outposts:Replic
ateDelete IXPRHAJEEHRK,
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RAriEmE

EHRMER

DstMultipartCompleteNotPermitted

DstMultipartInitNotPermitted

DstMultipartPartUploadNotPe

rmitted

DstOutOfCapacity

DstPutObjNotPermitted

DstPutTaggingNotPermitted

DstVersionNotFound

SrcBucketReplicationConfigMissing

SrcGetObjNotPermitted

SrcGetTaggingNotPermitted

iR

S3 on Outposts ToE7E BRI RH
P&, &YX BIRE#M@AY s3-outpos
ts:ReplicateObject R AT RETR K o

S3 on Outposts TEB N R & L&
FIBARHE. X BFRFHEMEH s3-outpos
ts:ReplicateObject  RPRATHEHR %,

S3 on Outposts To£7E B inZEN R L2 5
B EEIR. &X BIRFMMER s3-outpos
ts:ReplicateObject R AT BB TR K o

& B#% Outpost ¥ S3 FRBETE , FTIA
S3 on Outposts Fo3£ & #Z 1kt Outpost,

S3 on Outposts oI RE HIF B #1548,
XY B FRfE MY s3-outposts:Replic
ateObject IXPRATREBRK,

S3 on Outposts ToE X RIFEE HEI B 45
o &I B R s3-outposts:Replic
ateObject IXPRATREHRK,

S3 on Outposts o7 B/ X EIFTER XY
RIRA , N TS EE HIIZX KRR TR

S3 on Outposts % E| &R Outposts Bk
WEARNEFIEE,

S3 on Outposts To3& 7 [FIRHE A B 3T 5k
HITE S, XRFEMA s3-outpos
ts:GetObjectVersionForRepli
cation #MPRAJEERRK,

S3 on Outposts Jo3& 17 [BRH B X RIFE
EE. EXIRMA s3-outposts:GetObj
ectVersionTagging IXFRATAEER,
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SHRMER iR
SrcHeadObjectNotPermitted S3 on Outposts ToEMIRERBK REIT R T

. HXREMM s3-outposts:GetObj
ectVersionForReplication R A
BETR Ko

SrcObjectNotEligible NRAFEEFFLE. WRIENRIFZEEES
G [ =R N Ui T

BRPEEHFRBENESZER , BERUTER :

- Bl IAM BB
- NEHFITEBHE

£/ CloudWatch ¥%#2 EventBridge

R ITIEIE | Amazon EventBridge 5 Amazon CloudWatch ##5 M. EventBridge £ Bz &2 4

[@ CloudWatch KiAIERR. XLIEFRSIEAN TR N SHBEARAN AR B R AT
EventBridge F21T8 , FAASZANXEKWTE B 5. BALUIRBRET A RES CloudWatch ¥512
EventBridge T4,

« BT LAM CloudWatch &I EI#R % #2 EventBridge N A A A EventBridge 1E¥r. ARG , BAILIER
CloudWatch Zh&E ( 5l CloudWatch % ) NELERREETE. MRXLERKEEESEDIE
EWNEENRE , S8 EE FH 7T LAAE B it REUE 1

« A LU Amazon CloudWatch Logs i®&i& R EventBridge MNK B4R, A5 , EventBridge glZ B &

% , M CloudWatch Logs HEHFHNARFM N EELREB. BXEZEE |, i5ZH EventBridge #
CloudWatch Logs.

BXAH EventBridge B4R MEFEBHNESERE , BSHAUTER

- EHEHERANFEAEEAS
« 7##4 EventBridge 4
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-monitoring.html#eb-metrics
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-use-resource-based.html#eb-cloudwatchlogs-permissions
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-use-resource-based.html#eb-cloudwatchlogs-permissions
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rule-dlq.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-archive-event.html
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B fEA AWS RAM £ % S3 on Outposts

Amazon S3 on Outposts &I #H AWS Resource Access Manager (AWS RAM) & —AN il EY
ZENKFHE S3 BE, f8B) S3 on Outposts £ZE | A LA R F EH b AFEERE Outpost EBIEMEE
FER. Wwa M E R,

AEBERNAFER AWS RAM 528 AWS il Y 5 —4 AWS ik~ 3= S3 on Outposts FAHx<
TR

FRFH
« Outpost B &K 7E AWS Organizations FEE T —MNbill, BXEZEL , BSH AWS

Organizations FIFEEFHBIZE R,

o ZMBIFEEEZHE S3 on Outposts BREM AWS Ik, BEXEZER , BESH AWS
Organizations FIFIEEH Y@ AWS K KIX#IE,

- FEBREHFTWUTEIZ —, HIUERE -NEIR ( Subnets ( M ) =X Outposts ) , A EixRth
Al iEmE, wREMEER | LUEGE S3 on Outposts F i BV EUHE

IR 1 I 2
S3 on Outposts S3 on Outposts
AFAFPEZER Outposts MiFR KX LAIEFHE ATFAFEER Outposts ik AR L IR FE
B, AN RFMEXLEEFER, B, ARSI LEEFER,
M Outposts
AR A P EREE Virtual Private Cloud (VPC)  AFHAFEE S3 RER XM AWS Outposts
M EEH £ B < B AT i = o BHEER, EATAFPERLER Outposts £
B2 F M H 6l 2w =
T2

1. fERA#E Outpost B AWS Ik /7 & 5 B AWS Management Console , AF3 7 AWS RAM #2 &l
A , #HkA https://console.aws.amazon.com/ram/home,

2. WBREEE AWS RAM FF A5 AWS Organizations #Z, BXEZEL , 5 AWS RAM A
Fi8EF M AWS Organizations 8 FARRHE,
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https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html#orgs_manage_accounts_invite-account
https://console.aws.amazon.com/ram/home
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
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3. FEAKXRFHFHIEDT 1 RIET 2 QIBRFEHRE., WREEZ/ S3 on Outposts BIR , BERE
HEMRIRH Amazon #REF (ARN), EFARS , BHEEH FML Outpost,

BRIACIZRFERENEHNES , HSH AWS RAM AFERMP L ETRAE,

4, #BEZHZERN AWS K- BERZEEBEA S3 on Outposts 1. RIBBEELIRFHFIEEN
ﬁlji y I-EJJI]&FFEF?IE{/\J’/{-F1E«» .

IR 1 BRI 2
Outpost ID Outpost ID
VPC ID

+M ID

Z&24 D

® Note
AP LAER AWS RAM ###1&, AWS Command Line Interface (AWS CLI), AWS SDK =
REST APl BIAE M1 ZRIR. AP AILAEA get-resource-shares CLI in T EF 1A
ﬁﬁlﬁ/\?—o

FERBI

EERES—/1KFHE S3 on Outposts BIRfG , ZKF AT AEE Outpost N FEHBAIN R, MR
BHET Subnets (M ) BIR , BBAZKF A UEAZCENER, AT REERT AP0
AWS CLI EEHZ X LR RESEM Outpost E3f,

Example : Bl 1F#

AR RBIFE Outpost op-01ac5d28a6a232904 EBIEE N amzn-s3-demo-bucketl HFMHER. &
FRALGSZE , BHXNEHNERRMGEA user input placeholder B FEANE,

aws s3control create-bucket --bucket amzn-s3-demo-bucketl --outpost-
id op-0lac5d28a6a232904
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-create
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/get-resource-shares.html
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EXHBTHNEZELR , 5 (AWS CLI i H5#E) B create-bucket,

Example : 81215 E R

LT ROIERT RPN REISEIE Outpost ERIRBIHRIR, EFEALLGSZE , B X &8 EH RG]
Xt user input placeholder EF AWS Xif KB ER A EESHE.

8 E

7K~ 1D 111122223333

HRRBR example-outpost-access-point
Outpost ID op-0lac5d28a6a232904

Outpost Z &M & amzn-s3-demo-bucketl

VPC ID vpc-la2b3c4d5e6f7g8h9

® Note

JKF ID SRR FHEBAEERN AWS IKF ID , IXZERAF.

aws s3control create-access-point --account-id 111122223333 --name example-outpost-
access-point \

--bucket arn:aws:s3-outposts:us-east-1:111122223333:0utpost/op-0lac5d28a6a232904/
bucket/amzn-s3-demo-bucketl \

--vpc-configuration Vpcld=vpc-la2b3c4d5e6f7g8h9

XSG TNESZER , 58 (AWS CLI &) ®i create-access-point o

Example : EEXSR

AT RBIfSEE AWS Ik 111122223333 $8BH# Outpost op-01ac5d28a6a232904 ERIFIR] =
example-outpost-access-point , X my_image. jpg NAF WA HRSE LEEER
images/my_image.jpg BN R, EEALGBTZE , BN ENERARGINIXL user input
placeholder EF AWS Xig KB ER N EEHES
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/create-bucket.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/create-access-point.html

Amazon S3 on Outposts AriEE

aws s3api put-object --bucket arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-

point \
--body my_image.jpg --key images/my_image. jpg

BEXRUEGBTHNESZER , 828 (AWS CLI &) H M put-object,

(® Note
MRBBRESBARKRI B RERIITMA , NEW VPC AJEEEERERS.
ERERAFERERS , 18 {EFH list-shared- endpomts AWS CLI 55, HIREBEHERS
5 Outpost HEBESHERE -, BXEZEE , iH5H (Amazon Simple Storage Service
APl ZZ£) |y ListSharedEndpointso

Example : SlZix =

LT RBIERER Outpost LRIBIRR ., EFEALGSZE , B XN ZHNERZRHE Outpost ID, F
M ID MZ44E ID B user input placeholder EEHBRNEESNE,

(@ Note
REERRHAZHEE Outposts FIRAT , A/~ F A1 BAHRATILIRAE,

aws s3outposts create-endpoint --outposts-id op-0lac5d28a6a232904 --subnet-id XXXXXX --
security-group-id XXXXXXX

BXRLEHBTHNERELR , 28 (AWS CLI 2#&) F# create-endpoint.

£ S3 on Outposts By E Mt AWS RS

&K AWS Outposts Zith 1= 4T B H Ath AWS BRSSt AT BAE Al Amazon S3 on Outposts B&. £
Amazon CloudWatch 1 , S30utposts @& Z A&~ S3 on Outposts FEFHEIFMISIR , (HiXL
EBRTaEEM AWS RSWEABR. EEEHAM AWS IRSHFEAK S3 on Outposts BE , 55
-F?—E':P E/g{almo
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/put-object.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/list-shared-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/create-endpoint.html
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AWS RS iR THEZ

Amazon S3 FrIEE#EMEA S3 on Outposts BVIEREEELEMNIKFH  BSHER
176 #@ CloudWatch $&§#%.

Amazon Elastic X F Amazon EBS on Outposts , &8 LLi%#E AWS THRES

Block Store Outpost fERREBE Kb , FHRFEFMHTE S3 on Outpost

( Amazon EBS) i,

Amazon BRI LA Amazon RDS A & 134F RDS &0 F M 1E THRES

Relationa Outpost 781,

| Database

Service (Amazon

RDS)
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsCapacity.html#S3OutpostsCloudWatchMetrics
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshots-outposts.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-on-outposts.html

Amazon S3 on Outposts AriEE

5 #2 S3 on Outposts

B35 Amazon S3 on Outposts , A LATE AWS Outposts L8122 S3 1 , HER A FEER MK
FEiFE, RiBELENBFEEENNARFBEMNF#ENEEITIR. S3 on Outposts 1fit 7 —MNETHY
fZf#3k S3 Outposts (OUTPOSTS) ; iZ kKA Amazon S3 API , 3 BEF F 1 AWS Outposts E#
EMEBRARFEFZBFATTREFEEIE, EET Virtual Private Cloud ( VPC ) EREA SRR
#E$ZE Outposts @ 1TEE, A LURIE Amazon S3 #H —#7E Outpost # L FERHERK API #
Ihae , DR/ IHRIEKRE, MBRFMIRC. BRI LUEE AWS Management Console, AWS Command Line
Interface (AWS CLI), AWS SDK =% REST API £/ S3 on Outposts. BEXEZEE. , S 4=
Amazon S3 on Outposts ?

BX%# Amazon S3 on Outposts FREBENEZFER , BSHAUTEE,

£

- f£H Amazon CloudWatch 15#5 & S3 on Outposts BE

 {#H Amazon CloudWatch Events U S3 on Outposts 4 i& 41
« fEF AWS CloudTrail A& %2 S3 on Outposts

£ Amazon CloudWatch 842 &E ¥ S3 on Outposts BE

NEBIEE Outpost EMETE S3 BE , RIEBIWESIZE CloudWatch 127 , EE#AARBIHE
FER E S K HIER, B S3 on Outposts B CloudWatch IR EZER |, 55 ECloudWatch 15
Ro WMREEEBHZERELEM Outpost LFHENR , API FREFETFTERE (ICE), ERKZRE ,
] Aol 2 AR B BRI BREY CloudWatch 5% , RESEAEGENS HRBEN KT, HEM
BREBEZRELRE , BRI AWS DataSync F#E M Amazon S3 on Outposts £ #E AWS
Kigi ) S3 #. BXMEH DataSync WEZEE. , 521 (AWS DataSync AF#E®) F# AWS
DataSync Al 7,

CloudWatch 3§#%x

S30utposts @ f Z2[E‘2$E Amazon S3 on Outposts FHV A T i8#R. BRI UG RLERMN ETE S3
on Outposts ZFH#, BERATHRNETAFTHURFMENKWEKR/D, FIEEEMER S3 HWERER
BFESHIKFEXPIEIR. BEER S3 ( HlE17E Outpost £ 17 Amazon Elastic Block Store it
RE& =L Amazon Relational Database Service &3 ) RH# S3 BE , EF SR ERIK HXIERR
., B Amazon EBS AKithRIBMWEZFEE , i55H Outposts LH) Amazon EBS FKithiRIE, EEFH
&8 Amazon EBS B AR |, &1/ 1R https://console.aws.amazon.com/costmanagement/o
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https://docs.aws.amazon.com/datasync/latest/userguide/getting-started.html
https://docs.aws.amazon.com/datasync/latest/userguide/getting-started.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshots-outposts.html
https://console.aws.amazon.com/costmanagement/
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RAriEmE

® Note

S3 on Outposts XX FLTER , MAXZFHAM Amazon S3 EFr.
BT S3 on Outposts EEEERERS , At HMNBWECIE CloudWatch H& , A EEFME
FARBIISEREN SR LB,

1R

Outpost’
talByte:

Outpost!
eeBytes

BucketU:
dBytes

Accountl
edBytes

BytesPel
ingRepl:
ation

Operati
sPendin
eplicat:
n

Replica
onLaten

iR
Outpost WIMEBEEBE ( AF

TREN)

Outpost EATATHE#HEFHK
EW R AFT .

LEMNFIAXNRKE KD,

$EEH Outposts Mk~ R AT A XY
KRB KD,

LEE ST 1FE BT R
BEFETH. BXrOMAEAES
ENNEZEER , B2RE

Outposts 2 [ESIE S HIF N,

KESHANMNSEHIRE
WEE, BxumEHAES
EVNESER , BZHE
Outposts 2 [B SIS HIFN,

NFLEENESAN , EFIB
HEETREN Y ERY
. B AEHIERY
EZEER , HZRE Outposts
Z BRI E HIHN

A ER

5 7

5 7 &

5 2

5 2

By

it
<

+i
<+

i
<+

it
<

i
<t

T

»

RE

S3 on Outposts

S3 on Outposts

S3 on Outposts, {XFRE#EE
A S3,

S3 on Outposts, {XFREEAE
A S3.

A%, EAF Outposts L
S3 &4,

A%, EATF Outposts L
S3 &,

A%k, &M TF Outposts £HY
S3 &l

CloudWatch $g#%
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
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£ Amazon CloudWatch Events #U S3 on Outposts ZE4FiE 4

I&TILAE A CloudWatch Events J9{E{a Amazon S3 on Outposts API B4 SIZZHN|, SIEMNIET | &
AT LLUE R BN FT A XK CloudWatch BFR3RBEX , ‘©3&F Amazon Simple Queue Service ( Amazon
SQS ). Amazon Simple Notification Service ( Amazon SNS ) #1 AWS Lambda, BEXEZER , &
2% {Amazon CloudWatch Events A 15F) H#Y AI BAER CloudWatch Events B#:HY AWS RS
Sk, BEFEBIRIRSLLE S3 on Outposts L&A , HZ (Amazon CloudWatch Events FF 38
) R AWS CloudTrail 823 AWS API i# A& # CloudWatch Events 0,

(® Note
X¥F S3 on Outposts N RIEE , AEFRE ( TERTEEHIEEFESR ) BLENEZEW CloudTrail
RIEH AWS APl BAEHN , XESEHSSEEENAN, BXELELR , BSH (AWS
CloudTrail AF /) HKIEA CloudTrail BEX 4,

Example

LAR 2 DeleteObject BEMRAMN, EFEALLREIHA , B amzn-s3-demo-bucketl B
# S3 on Outposts HEHI & Ffo

"source": [
"aws.s3-outposts"
1,
"detail-type": [
"AWS API call through CloudTrail"
1,
"detail": {
"eventSource": [
"s3-outposts.amazonaws.com"
1,
"eventName": [
"DeleteObject"
1,
"requestParameters": {
"bucketName": [
"amzn-s3-demo-bucketl"
]
}
}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-CloudTrail-Rule.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-event-selectors-for-a-trail.html
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}

£ AWS CloudTrail B& Y12 S3 on Outposts

Amazon S3 on Outposts & AWS CloudTrail £/ , /& =7 S3 on Outposts FiIZHAF~. AEm
AWS BRSSP REUREM IE R RS . BAILAEA AWS CloudTrail 3RE>x F S3 on Outposts &% 5li&
RUBRNRRFERNEL , XEFEREEFITMIZRKERN S3 on Outposts EHEZ,

ENPRE Outposts W 4FE Outposts HHI5I5RE A CloudTrail BIEEH , EAMIE CloudTrail F5F
Ol R IR, B3 CloudTrail BEXHRENEZELR , 21 S3 on Outposts AEXHEE,

Ak S3 on Outposts B CloudTrail BHIESHHTEIIXK , 5SS (Amazon S3 AAFIERM) HHY
CloudTrail 9 Amazon S3 BIEE 4.

® Note

o RESREREN AWS CloudTrail #EE# Outposts FoIBE AR, BREEWBEAR
e, UEESEFEET T AR XA 8 B 2 /5 TE B BRIX L8 B & X4 X HE4 A] LU
4> Amazon Athena ABNERZTTNHEE., BXEZEE , 55 ¥ Amazon S3 on
Outposts HFRIEMER L mEAHEE.

o BXWU{a&EH CloudTrail BEW R |, i5S R AWS KEBIEBEXEFH AWS CloudTrail
F Amazon Athena iz &M, SAMRNIRIEZD,

79 S3 on Outposts WHEIXN RJZ A CloudTrail HEiZF

IBAILAE A Amazon S3 ##I A B E AWS CloudTrail R ERK 123 Amazon S3 on Outposts
BMPNROBIESEH. CloudTrail ZFidH S3 on Outposts T RE B API 4 , Bl
GetObject, DeleteObject # PutObject, XEEHHINBIESH.

FEEREBERT , CloudTrail REFIERBEEZH, B2, TANRERENICRKEIEERN S3 on
Outposts FEMAIEEH , ick AWS Ik HFTE S3 on Outposts FE RV BIRE 4,

CloudTrail "&7E CloudTrail E#A L IEXRPEREEEM4, I, H3EFTE S3 on Outposts 4 5!
API| REESIEFTE CloudTraill EH4FH F KA, BXUMMEN CloudTrail BENEZER |, HSH
AWS AR A EBYEF Amazon CloudWatch Logs J&i% 4 30 #1 Amazon Athena &if] CloudTrail

-+

/N o
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cloudtrail-logging-understanding-s3-entries.html#cloudtrail-logging-understanding-s3outposts-entries
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cloudtrail-logging-s3-info.html#cloudtrail-data-events
https://aws.amazon.com/blogs/big-data/aws-cloudtrail-and-amazon-athena-dive-deep-to-analyze-security-compliance-and-operational-activity/
https://aws.amazon.com/blogs/big-data/aws-cloudtrail-and-amazon-athena-dive-deep-to-analyze-security-compliance-and-operational-activity/
https://aws.amazon.com/premiumsupport/knowledge-center/find-cloudtrail-object-level-events/
https://aws.amazon.com/premiumsupport/knowledge-center/find-cloudtrail-object-level-events/
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EfRERRUIEFKE S3 on Outposts WHEKIES 4 , LA LAER AWS CloudTrail 2§ &%
Amazon S3 ##|&, MRLEREBEREUICEKEMN AWS K F A S3 on Outposts I BIEEH |
£ CloudTrail # 4| A &2F B, BXMEH CloudTrail 54| A fl B R ERLLIEF S3 on Outposts HIEE
HHEER , B3R (AWS CloudTrail B8/ FHEREEH.

/A Important
ERBBEEHNEBFNER. BXEZER , 525 AWS CloudTrail Efft.

DT BERIMAER Amazon S3 2 #| A ELE CloudTrail BRERKiE3% S3 on Outposts I EHIEE
#.

@ Note

BIEREN AWS IkFHEZE , HERKH —T L EEEXIEE AWS CloudTrail B9 S3 on
Outposts BIBEHHIKF .

79 S3 on Outposts WHHIXI KRB A CloudTrail ZiiEE4 A RICF

1. B FIAWS Management Console , fRFEX EL T Mt FF Amazon S3 24| & : https:/
console.aws.amazon.com/s3/,

EEMSHIMBEREF , %$F Outposts buckets ( Outposts 1 ) -

EEEFEA CloudTrail iIBREBIEEHH Outposts FEY B FFo

R

#£ AWS CloudTrail HIFE4E 5 H |, &7 CloudTrail HEE.

o ~ w0 DN

AWS CloudTrail #2&I & [ $T 7.

O] AR FHY CloudTrail REENEAIERE , HEEEEREFIEFEM S3 on Outposts FiE
=4,

6. 7£ CloudTrail B4 AMWEGIEHRTE L , ERIERER,

7. ESR1ERREEMENEL , RRERENER  ARATEFHERIRAEEHN S3# , BEEMENE
AHMRE , RRERET—F,

8. HIR2LEBRATEMHTHEMNEMHRET , BEBESH,

9 S3 on Outposts X HR/F A CloudTrail B&RiZH API WA 2006-03-01 173


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
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FFHRIBEEHER | EF S3 Outposts, EFET—%,

® Note

+ %7 S3 on Outposts BIZERERMEBEHIESMH A FICRAN , XIEBEBEHRFESHE

Fit [

o MREFEA CloudTrail #HlE |, BN THRIFESEHEEERE S3 Outposts, BXRUA1E
CloudTrail ##| & F IR R EEMNELS , BSHE AWS CloudTrail AR KA EH
BB EHBRER, BAXRMAIE CloudTrail %A P EE S3 on Outposts HIEEH
BEICEKWEER , 55 (AWS CloudTrail AF#E®™) FH i3 Amazon S3 T RHY
BIESH.

« MREAFEH AWS Command Line Interface ( AWS CLI ) 8 AWS SDK , &
resources.type FEIZEN AWS: SSOutposts :0bject. BXIAER AWS
CLI ig3% S3 on Outposts BIEEHMEZER , 5SS (AWS CloudTrail AF 1§
) HHYIEE S3 on Outposts 4,

- MREMEH CloudTrail #8#) A5 Amazon S3 £ & A B E RN RERLLIES S3 on
Outposts B BIEEH , Amazon S3 EHAFERENZBE AN REH B KL R,

9. EFWIEBNUENEL , EFLEENBEEBENBETEMH. RE , BEGERER,

79 S3 on Outposts AKX REA CloudTrail HESEHAKIZF

1. B %ZF AWS Management Console , AFEE L T Mt F CloudTrail #&|& : https:/
console.aws.amazon.com/cloudtrail,

EENSMERSD | ERRIR,

R IEEE A T8 S3 on Outposts @I EHHY R ER B Fro
ERENFAEEREL , EBELLANFLIDR.
EREEETRHXEES , ERELEER,

o &~ 0N

Amazon S3 on Outposts AWS CloudTrail B &34 % B

Amazon S3 on Outposts B E 4 A[ET AWS CloudTrail 21, tbsh , BETTLUEFE MM AWS
CloudTrail FHHBESHEABEHILR.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-examples
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-examples
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-CLI-outposts
https://console.aws.amazon.com/cloudtrail/
https://console.aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/enable-cloudtrail-events.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/enable-cloudtrail-events.html
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BREE—MEE , TATEEMHENBFEXHEEBRIEENXEMN S3 FEMEH., Outposts 7k
fEHY CloudTrail BEBFE— ¥ FER edgeDeviceDetails , ZFRATIRBIEEFHEBAEMN
Outpost,

Hit B EFERBIEERWIRIE., BRENBBPHetELAKRIERSE, CloudTrail BENXHTE2HA APl A
ANERFH#HKERE BT 2REAREIRFE R

THEHNRFIERT — CloudTrail B&%EB , %% BHH T s3-outposts £H PutObject #4E.

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/yourUserName",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "yourUserName"
},
"eventTime": "2020-11-30T15:44:337",
"eventSource": "s3-outposts.amazonaws.com",
"eventName": "PutObject",
"awsRegion": "us-east-1",

"sourceIPAddress": "26.29.66.20",
"userAgent": "aws-cli/1.18.39 Python/3.4.10 Darwin/18.7.0 botocore/1.15.39",
"requestParameters": {
"expires": "Wed, 21 Oct 2020 07:28:00 GMT",
"Content-Language": "english",
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",
"ObjectCannedACL": "BucketOwnerFullControl",
"Xx-amz-server-side-encryption": "Aes256",
"Content-Encoding": "gzip",
"Content-Length": "10",
"Cache-Control": "no-cache",
"Content-Type": "text/html; charset=UTF-8",
"Content-Disposition": "attachment",
"Content-MD5": "je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY",
"x-amz-storage-class": "Outposts",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",
"bucketName": "amzn-s3-demo-bucketl",
"Key": "path/upload.sh"
},
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"responseElements": {

"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/

bPXRTiCYEXAMPLEKEY",

"Xx-amz-server-side-encryption": "Aes256",
"x-amz-version-id": "001",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",

"ETag": "d41d8cd98f00b204e9800998ect8427f"
I
"additionalEventData": {
"CipherSuite": "ECDHE-RSA-AES128-SHA",
"bytesTransferredIn": 10,
"x-amz-id-2": "29xX@BV20
+XOHKItvzY1sulLvli6A52E0z0X159fpfsItYd58IhXwKxXAXI4IQkp6",
"SignatureVersion": "SigV4",
"bytesTransferredOut": 20,
"AuthenticationMethod": "AuthHeader"
},
"requestID": "8E96D972160306FA",
"eventID": "ee3b4e@c-abl2-459b-9998-0a5a6f2e4015",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::S30utposts::0bject",

"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/

bucket/path/upload.sh"

1,
{
"accountId": "222222222222",
"type": "AWS::S30utposts::Bucket",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "444455556666",
"sharedEventID": "©2759a4c-c040-4758-b84b-7cbaafl7747a",
"edgeDeviceDetails": {
"type": "outposts",
"deviceld": "op-0lac5d28a6a232904"
1,

"eventCategory": "Data"
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£/ Amazon S3 on Outposts B {TH .k

B\BII £ H Amazon S3 on Outposts , AT LAE AWS Outposts E8I2 S3 4 , HEARM N EEAR L
EiFE, NiHFELBNBFEIEHONARFBNFEEIRENR, S3 on Outposts 12 7 —NETHY
TZf# 3K S3 Outposts (OUTPOSTS) ; iZfF kKA Amazon S3 API , 3 B F 1 AWS Outposts E#J
EMERHNRFZESZBFATREFEEIE, &ET Virtual Private Cloud ( VPC ) fEREA SRR
E#EE Outposts BHFTEE. &R LURTE Amazon S3 #&H —H#£7E Outpost & LERMHEEK API A
IheE , BRI RIEKEE, MBMIRIC. BALLUET AWS Management Console, AWS Command Line
Interface (AWS CLI), AWS SDK = REST API £/ S3 on Outposts. BXEZEE , TSI LR
Amazon S3 on Outposts ?

LT EBIRMEA XA S3 on Outposts #HITHF EXWEER.
e}

« % #F S3 on Outposts AY XI5

« Amazon S3 on Outposts AP #4E

- EAERT Java B9 SDK 3 S3 on Outposts &l & S3 2 #I5& F i
« @33 IPv6 @ S3 on Outposts & HiER

3% S3 on Outposts HY X 15

LA AWS X183 %5 S3 on Outposts.

- XERZ (FHEFRLMILE ) (us-east-1)
« XERZ (HEZBM ) (us-east-2)

- ZERZ ( MRERELILE ) (us-west-1)
- XEEI (BBRM ) (us-west-2)

« IEM ( FER ) (af-south-1)

« AKX (KDL ) ( ap-sourtheast-3 )
« WAMKX (&3 ) (ap-south-1)

- WA#KX ( AFR ) (ap-northeast-3)

« WAM#X ( H7R ) (ap-northeast-2)

« WAHX ( #HNE ) (ap-southeast-1)

« WAM#X (Z&fE ) (ap-southeast-2)
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« WAMKX (ZRR ) (ap-northeast-1)

o MEKX ( FEB) (ca-central-1)

o BM#X (7£==%E ) (eu-central-1)

o BMX ( B/RZ ) (eu-west-1)

o BRM (123 ) (eu-west-2)

M (K= ) (eu-south-1)

o BN (B2 ) (eu-west-3)

o BN X ( BTEE/RE ) (eu-north-1)

- &% (Fh4EX ) (il-central-1)

« R ( B ) (me-south-1)

- mEMN(FZRF ) (sa-east-1)

« AWS GovCloud ( £E% %P ) (us-gov-east-1)
« AWS GovCloud ( £EEZB ) (us-gov-west-1)

X

Amazon S3 on Outposts API ##4E

AREBHH T BT LAE Amazon S3 on Outposts —#2 £ A K Amazon S3, Amazon S3 Control #
Amazon S3 on Outposts API ##4E,

&

- ATEENRI Amazon S3 API 124E

- ATEBEEMMA Amazon S3 #% AP

- ATEREIKSH S3 on Outposts API 4k

HATEENSRH Amazon S3 API #1E

S3 on Outposts E#EEA 5 Amazon S3 MHEIMIXI R API #&1E, EUABEER AR K= 8EH R Outpost
FHBPHNEMXNR. R API S S3 on Outposts & AR |, BEERME Outposts 177
K Amazon BREBF (ARN ) RiFEKBE. BXBRK[INENEZEER |, BHSHE N ER S3 on
Outposts HiH R S EABBIE

Amazon S3 on Outposts XL FAmazon S3 API #24E :

» AbortMultipartUpload
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» CompleteMultipartUpload

» CopyObject
* CreateMultipartUpload

+ DeleteObject
» DeleteObijects

» DeleteObjectTagging
+ GetObject

* GetObjectTagging

» HeadBucket

+ HeadObject
» ListMultipartUploads

+ ListObjects

* ListObjectsV2

* ListObjectVersions
 ListParts

+ PutObject
» PutObjectTagging

» UploadPart
» UploadPartCopy

BT EEE#EI Amazon S3 #2#] AP
S3 on Outposts XFFUT A TAEFE WA Amazon S3 2l API B1E,

* CreateAccessPoint

* CreateBucket

* DeleteAccessPoint

» DeleteAccessPointPolicy

* DeleteBucket

» DeleteBucketLifecycleConfiguration

* DeleteBucketPolicy

» DeleteBucketReplication

ATERF#E Amazon S3 24 API
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketReplication.html
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» DeleteBucketTagging

* GetAccessPoint

» GetAccessPointPolicy

* GetBucket

» GetBucketLifecycleConfiguration

+ GetBucketPolicy

+ GetBucketReplication

* GetBucketTagging

* GetBucketVersioning

» ListAccessPoints

» ListRegionalBuckets

» PutAccessPointPolicy

» PutBucketLifecycleConfiguration

» PutBucketPolicy

» PutBucketReplication

» PutBucketTagging

» PutBucketVersioning

AT &8 iw<# S3 on Outposts API #4E
S3 on Outposts XFLAT AT EELIRT KA Amazon S3 on Outposts API &1k,

» CreateEndpoint

» DeleteEndpoint

» ListEndpoints
* ListOutpostsWithS3
» ListSharedEndpoints

FERERAT Java B9 SDK A S3 on Outposts Eti& S3 #2415 i

LR RBIER SEATF Java B9 AWS SDK B Amazon S3 on Outposts EiiE Amazon S3 13 &% F i
EFEALRA , BFEAD user input placeholder Bt N EHOHWEER.,
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListRegionalBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_CreateEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_DeleteEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListEndpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.services.s3control.AWSS3Control;
import com.amazonaws.services.s3control.AWSS3ControlClient;

public AWSS3Control createS3ControlClient() {

String accessKey = AWSAccessKey;
String secretKey = SecretAccessKey;
BasicAWSCredentials awsCreds = new BasicAWSCredentials(accessKey, secretKey);

return AWSS3ControlClient.builder().enableUseArnRegion()
.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();

B IPv6 [ S3 on Outposts & H1FK

Amazon S3 on Outposts 1 S3 on Outposts XXtk im R FFEEA IPv6 = IPv4 i@ S3 on Outposts
MR HIER, €8) S3 on Outposts X IPv6 By , ATEUE IPv6 M4 fEA S3 on Outposts API 13
[ 048R VE 48 BA R 42 ) ED AR B TR o

(® Note
X IPv6 M4 E#Y S3 on Outposts X SIRYE ( FlEN PutObject =X GetObject ) o

B IPv6 M 45151 S3 on Outposts FEISMAZE, BX S3 on Outposts EZER , iS5 S3 on
Outposts EH.

£

« IPv6 Al

.« SERXUHERIERET IPve ME R HER
« £ IAM KB PR IPV6 ik

« iR IP st FRAM

« fF IPv6 5 AWS PrivateLink &4
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://aws.amazon.com/outposts/rack/pricing/
https://aws.amazon.com/outposts/rack/pricing/
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« f£/ S3 on Outposts Mtk i =

IPv6 Al]

EBE IPv6 [8 S3 on Outposts #& HEXR , BATERANMERIKT R, T — T B {6 A R L%
T AEE IPve XK HER,

THEREZ1EHES IPv6 148 S3 on Outposts @2 BTN EZFZEIMN :

o FEFEBAE S RNR S SR IFER IPV6,

- ERIEERBMRFABERSLABZ ZF , LUEHIT IPv6 iR, BXEZER , HSH £H S3
on Outposts M ik = o

- MR AWS Ildentity and Access Management ( IAM ) FiF 5K B&=, S3 on Outposts 185 B & £
R P ik ik | T AEH R M LA EHE IPv6 ik SEE .

® Note

WERUGER T¥ IPv6 M4&H S3 on Outposts HIREMZEIERER. FIFE IPve M
£ # Amazon S3 on Outposts 3 RIg4E.

- MREA IPv6 , BREERTHR BEXMH IPve & IP bk, AP A F 24 S3 on Outposts
BEXGHWNEIE, MAMRKGHITERN , WMETHIES 5T IPve HXNIERE IP ik, RF,
FHAITE, MANMRGFEBBEN IPv6 EXMWIZRE IP thit,

fE AR IR BT IPv6 W48 & HiER

Ei#EN IPv6 £ S3 on Outposts APl A& HiER , ATLUET AWS CLI 3 AWS SDK {5 A XAk im
R. TeEBEBEN IPv6 IHiUER IPv4 MG E S3 on Outposts , Amazon S3 #2%| API #4/EH S3 on
Outposts AP #2EM THEFREEMEEN. BFFE |, IPv6 MEFXHF S3 on Outposts X KigE (4l
70 PutObject X GetObject ) o

izu%ﬁm AWS Command Line Interface ( AWS CLI ) 1 AWS SDK , Al S B #r & LA E R M
KimR. B UELRE X4 EEENHERIEIIEE N B K S3 on Outposts i Ko

BAILUBE A TE—FR |, FFRAXNHERESET IPv6 158 S3 on Outposts #f :

« AWS CLI , IEZ M AWS CLI fE AR I =
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIsBucket
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIs
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIs
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
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- BX AWS FAITESE , #S/ M AWS SDK fF S3 on Outposts W I 5o

£ IAM KEEFRER IPv6 it

EZEHFERA IPv6 tHiLiF R S3 on Outposts W2 81 , iHHAA T IP ik iFEER IAM AP RS S3 on
Outposts #EKEE D EH N TIE IPv6 ST B, MRREH IP ik ik K LAUELL IR IPv6 it |, NITE
ZiAEH IPve et , EBARER T ETG R S3 on Outposts 4.

% IP #hutBY IAM policy £/ IP #hit £FZE R, TERY S3 on Outposts MREEEI A IP ik
SUHZER  BEATN IPv4 LR IPSBER 54.240.143.%, SBEZIMFTE IP #ik% S3 on
Outposts # ( DOC-EXAMPLE-BUCKET ) KVis R E4kiE4, BTFIE IPv6 it #HE R IFEE 25 ,
LR RE PR IE IPV6 tbik iR DOC-EXAMPLE-BUCKET,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3outposts:*",
"Resource": "arn:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
bucket/DOC-EXAMPLE-BUCKET/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}

& A LU S3 on Outposts HREEHY Condition TEE KN B RV IPv4 (54.240.143.0/24 )
IPv6 ( 2001:DB8:1234:5678::/64 ) #hitSBE , ML T REIFTR, B SAERA RBIFATREAERESE
HEY Condition REREH IAM A P MEE R,

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"

]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress
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}

R IPv6 28l , BAFXER IP #hit %R 1T IPve it SEE R AT A X 1AM P F 176 45 K Rk
HATER . BUEERERN IPv6 iSTE IR IIAH IPv4 it So B R EFHIEH IAM K, BXE
B R VFEE IPv6 M IPv4 # 1T R FMERE RG] , BSRRESE P it ey 7 RER.

& A LATE https://console.aws.amazon.com/iam/ LA IAM 2 EIAEE IAM AP KR, B IAM 1
EZER | B5H IAM AFEE, BX4%HE S3 on Outposts HERIEIEE , ES N Amazon S3 on
Outposts 77 fi# ¥ 78 N X 4r 5517 1 A8 R BK o

Mz 1P ik A M

MEREBFERAR R Linux 5 Unix 325K macOS X £ & , M A LUK EES IPve X XX i 2 B9 5 18],
filan |, ENRES IPv6 5 Amazon S3 on Outposts i mHYERE | BEMH dig &% :

dig s3-outposts.us-west-2.api.aws AAAA +short

WMREERETES IPv6 MENNHEKIFER , U dig v wFHREEEER IPv6 hut, i
dig s3-outposts.us-west-2.api.aws AAAA +short
2600:1f14:2588:4800:b3a9:1460:159f :ebce
2600:1f14:2588:4802:6df6:clfd:ef8a:fc76

2600:1f14:2588:4801:d802:8ccf:4e0@4:817

¥ IPv6 5 AWS PrivateLink &4 1§ A

S3 on Outposts 3% AWS PrivateLink IR Miw A IPv6 1, BT AWS PrivateLink X%
IPv6 tHi , A LUEE IPve M4 , N THiES H e A EEKEES VPC ANERSFHR. AWS
PrivateLink for S3 on Outposts X IPv6 B35k A &4 AWS PrivateLink Sk ik _UE Ko
BRWMAN AWS PrivateLink /5 F IPv6 B8 , 1§25 Expedite your IPv6 adoption with AWS
PrivateLink services and endpoints,

(® Note

ERZEFR IP atREM IPv4 EFH IPv6 , 1S5 (AWS PrivateLink User Guide) HRY
Modify the supported IP address type.
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
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55 IPv6 5 AWS PrivateLink &4 /4

MREF AWS PrivateLink 5 IPv6 & , NXAZ 61 IPve XU VPC AW, AR
{5 AWS Management Consolet|Z VPC s 2V — LT E , ES @ (AWS PrivateLink User
Guide) HHY Access an AWS service using an interface VPC endpoint,

AWS Management Console
FEAUTERE R ZIERES S3 on Outposts B0 VPC kKo

1. &3FZE| AWS Management Console $TFF VPC #2#I4& , Wit : https:/
console.aws.amazon.com/vpc/e

ESMERT , ERRR.

EF AIBIR R

NFREFER , %EFE AWS RS

N FRRES B, %$#F S3 on Outposts fRF ( com.amazonaws.us-east-1.s3-outposts ) .

F VPC , FBEEMFHE S3 on Outposts #Y VPC,

FHFFH , ¥ FEMNTHAXERE—NEFMHEE S3 on Outposts BIF M, BT EME—1]F
XAEREZNFM. WTEEENENFR , HEE-IMHNHLAMEED, RAMERT |, &

FM IP HuSEE R IP thit D EAIRSMNEED, ENRRMEEOEE P it | HiEFE
EIP it , R A FMib it SEE AT IPv6 it

8. XF IP bubKR | ERINHERK, BT IPv4 M IPv6 it D EAHRRMEREO, NYUMEL
EFMEEAR IPv4 F IPv6 bt SEE AT , = Kk,

9. NWFZLYA , EEEE VPCImRANKRNFEOXKNEZLH, MIABERT , RIALRL4AS
VPC #EX<Ek,

10. JFREE , HERTEHENRUAAGFFTEEAES VPC RN FMERERITHERE. &
M, &R EESCRH I VPC i SRR |, ZRER RS =BT VPC ik /X BIRMITERENK
BRo ZIETXERS X% VPC IR KN ATH, BXEZELR , S Endpoint policies,

1. (Wit ) BERMIRL | H%kER Add new tag ( FINFHFE ) , RAEWAZFENRAE,

12. EFVERS.

N o a kM Db

Example — S3 on Outposts 5K EE

E R S3 on Outposts 5 VPC i K[t TRE |, B LLEHEH S3 on Outposts Kk , MMTRFIR :

{
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RAriEmE

"Statement": [

{
"Effect": "Allow",
"Action": "s3-outposts:*",
"Resource": "*",
"Principal": "*"
}
]
}
AWS CLI
@ Note

EREZN VPC imR LB IPve M4 |, #4718 S3 on Outposts Y
SupportedIpAddressType FiEZHIRE IPV6,

LA RGIEER create-vpc-endpoint i S RIEF MR ZE O K S,

aws ec2 create-vpc-endpoint \

--vpc-id vpc-12345678 \

--vpc-endpoint-type Interface \

--service-name com.amazonaws.us-east-1.s3-outposts \
--subnet-id subnet-12345678 \

--security-group-id sg-12345678 \

--ip-address-type dualstack \

--dns-options "DnsRecordIpType=dualstack"

BHE AWS PrivateLink IRFEE , MOIBNIHRERTREESLH VPC mRRSRAMEES
RETER. BXEZER , B5H <<AWS PrivateLink User Guide) HH#) Accept and reject

endpoint connection requests,

J«XT/T\@HEFH modify-vpc-endpoint @ fFHXER IPv4 B9 VPC i S EH A N IR R, XUk

i REIET A VFTAE IPv4 F IPv6 P4%,

aws ec2 modify-vpc-endpoint \
--vpc-endpoint-id vpce-12345678 \
--add-subnet-ids subnet-12345678 \
--remove-subnet-ids subnet-12345678 \
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--ip-address-type dualstack \
--dns-options "DnsRecordIpType=dualstack"

BRWMAF AWS PrivateLink /5 A IPv6 MW EZE L , S # Expedite your IPv6 adoption with
AWS PrivatelLink services and endpoints.

£ S3 on Outposts M e i =

S3 on Outposts Xtk im R X 3FiE1T IPv6 # IPv4 [ S3 on Outposts F& HEVER . AT B fE
F S3 on Outposts X% i o

E&
« S3 on Outposts M HE# ik =

« M AWS CLI 5 i Xk im =
« M\ AWS SDK £ S3 on Outposts M % ik =

S3 on Outposts I HE4L i =

LR E X AR U R & H1E3KET , S3 on Outposts #8 URL #4728 IPv6 = IPv4 i, &< ifl@Es
IPv6 i8] S3 on Outposts W EZELR , ESHE IPv6 [ S3 on Outposts & H1EKo

EBRI XK S3 on Outpostsﬁ BEEAREER KR BEF. S3 on Outposts R T X 1IN
HRWRBN , XEKRE , EXNEBMFEEXE,

NFRHERBREERXN FIPRR , BEAUATHEAE !

s3-outposts-fips.region.api.aws

FFXNHEKLIEFIPS IR , BEAUTHBRAE

s3-outposts.region.api.aws

(® Note
S3 on Outposts X FELFEEH RN iK KB Ho
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M AWS CLI 5 Xk im =

ARG A T EXUER R KK HiERK AWS CLI @5 R bl. BXIRE AWS CLI WiRE , HSMED
AWS CLI F5&H T Java K9 SDK FF#afE A

£ AWS Config XA ELE XA P FEEE use_dualstack_endpoint iIRERN true , M\ s3
M s3api AWS CLI a5 5 K HEIFTE Amazon S3 B REEMEIEE XMW NHEKR KR, BRI UERE
XHHETHER --region BUIEEXE,

BB AWS CLI F ANtk A nt | (NEH path FuER, TRHREXEFPRENIUERHEEREN
REENNEFERE URLH, BXEZEER , 825 (AWS CLI AF1ERE) H# s3outposts.

E@EE AWS CLI FAXKRImSR , B --endpoint-url ¥ 5 http://
53 dualstack region.amazonaws. comj?,https'//53-outposts-fips.region.api.aws
mR— A FEM s3control = s3outposts &HHo

Bl

$ aws s3control list-regional-buckets --endpoint-url https://s3-
outposts.region.api.aws

M AWS SDK fEf S3 on Outposts Mt i =
AITIRME— LRG|, N BWMAER AWS SDK K17 B Rt ik = o
AWS SDK for Java 2. xX 4% i = = 41

LT RBIERT HEA AWS SDK for Java 2.x 812 S3 on Outposts B umAt | an{afE A
S3ControlClient # S30utpostsClient Ik B AMHERIH R, BXHA Amazon S3 on Outposts
BIZEFN R B R Java RAIRVEER | ESFEEST AWS CLI #iE A T Java B9 SDK FFiaE o

Example — 812 /5 AN #k ik S8 S3ControlClient 3£

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3control.S3ControlClient;

import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsRequest;
import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsResponse;
import software.amazon.awssdk.services.s3control.model.S3ControlException;
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public class DualStackEndpointsExamplel {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");
String accountId = "111122223333";
String navyIld = "9876543210";

try {

// Create an S3ControlClient with dual-stack endpoints enabled.

S3ControlClient s3ControlClient = S3ControlClient.buildexr()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListRegionalBucketsRequest listRegionalBucketsRequest =

ListRegionalBucketsRequest.builder()

.accountId(accountId)
.outpostId(navyId)
.build();

ListRegionalBucketsResponse listBuckets =
s3ControlClient.listRegionalBuckets(listRegionalBucketsRequest);
System.out.printf("ListRegionalBuckets Response: %s%n",
listBuckets.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S3ControlException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client
// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();
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Example — 812 /5 A Xk im LB S30utpostsClient

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3outposts.S30utpostsClient;

import software.amazon.awssdk.services.s3outposts.model.ListEndpointsRequest;
import software.amazon.awssdk.services.s3outposts.model.ListEndpointsResponse;
import software.amazon.awssdk.services.s3outposts.model.S30utpostsException;

public class DualStackEndpointsExample2 {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");

try {

// Create an S30utpostsClient with dual-stack endpoints enabled.

S30utpostsClient s30utpostsClient = S30utpostsClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListEndpointsRequest listEndpointsRequest =

ListEndpointsRequest.buildexr().build();

ListEndpointsResponse listEndpoints =
s30utpostsClient.listEndpoints(listEndpointsRequest);
System.out.printf("ListEndpoints Response: %s%n",
listEndpoints.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S30utpostsException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client
// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();
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}

WMREFE Windows £ AWS SDK for Java 2.x , FJREAAURBELT Java BEWL (JVM ) B :

java.net.preferIPv6Addresses=true
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