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f+ 4 & Amazon Elastic Container Registry ?

Amazon Elastic Container Registry (Amazon ECR) AWS 2 —IlZ %, A BEEATMENEERRE
BOEMRS . Amazon ECR £/ AWS IAM X FEFETREMNNRNIAEFEE. X BENA
F 3 Amazon EC2 EHIF AT AL R BN RBEHENESR. BUUFEARIE CLI #ix, REMERE
Docker BR#%&, Open Container ltistry (OCI) BR{&F1 OC| 3R B4,

(® Note

Amazon ECR i X F N\ HABMGEFEME, EXEZEE , 5% Amazon ECR Public BF
BEPHNT A2 Amazon ECR Public.

AWS B ERIRSH LT B — N ATTHERLE GitHub, E B2 B XA EEMMBRNESRS , H AW
B AWS EFRRHEERE. AXESEE , B3 AWS BERBEE,

Amazon ECR WL = 4H 4

Amazon ECR & AWSIEEMHH —TMZELEE X Docker AL IMRBS. CEATLLLARMFE. &
EMEE Docker BREgRG, XEMSMAHRRIRMZE, AT BMAERN Docker BESEM KRS
AWS | FRES SN ERENTBERRLNARER.

LA 2 Amazon ECR By — BBl S fA H -
AR

Amazon ECR EMtREZRHL TN AWS IKFHABFME , EUNEERCEZE - SN 7
B, XEFHEEATFEBERRPEMEMD K Docker H, FFHARRITXI (OCI) HEMHEAMLE OCI
RENITH. AWS BXEZEE , 155 Amazon ECR B EM &Ko

BT

B E P IR ATER AWS B Xt Amazon ECR EEMERBITH BRIE , AR s X MIRER
B, BXEZEE , HZH Amazon ECR FHA B EMER S HEIL,

TrfE

Amazon ECR A FHER—MBEES , B LEE R EM Docker B, Open Container
Initiative ( OCI ) BREEME A5 OCI BN, EE A Amazon ECREMERF , BAUBEZANE
EERBIBREEMG, BXEZEER , 1551 Amazon ECR FAB FEE,
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7 fif EE SR B

R LUES i E RS RN FREREPHABTNTR. BXEZELR , FS6 Amazon ECR
PHFAE R

B &

WA LTS 12 EEHEE AR A B R, XEMBROLUEF ARG R AR , th A LA Amazon
ECS £5 & X Amazon EKS Pod SBEARER. BXEZEER |, ESHEWN Amazon ECR BG5S
Amazon ECS &4 A F¥¥ Amazon ECR &5 Amazon EKS &4 & A,

o FHIR

Amazon ECR 4 ap JE H SR B 78 VFSEUES TE S IB R4 AR o8 R BER 18R 49 15 B A 8 A 1 Sie B S BR {5 9 A
wmEAH. BXEZELR , HSH £ Amazon ECR FE AL BRI RK B35 ER S,

BRI

Amazon ECR £ —IMER ARG THEE | UHBENRJIBBMETHN B4 RE. EXEZES
S £ Amazon ECR FHERGERE B FERERE.

= 22

Amazon ECR £/ IAM RIZHIX B FHENLR, BUINRIBREEHIEA, RIEEE Amazon
ECR Z#ENBENREN IAM AP, AFAt, EXEZEE , 55 Amazon Elastic Container
Registry FH L £ 14,

S A S (X 4

Amazon ECR XEFEZ N AWS IkFMXEHEHIREG , LIRS UAMHBEALEER, EXEZEE
&2 Amazon ECR FIFABERGE &,

hn&

Amazon ECR X#F# B AWS KMSXt Docker MG H ITE SRS J[IHMNE, EXEZELE , B5H
Amazon ECR I EIRRI .

AWS Command Line Interface &5

AWS CLI £t 75 Amazon ECR M EXEN S |, HlIZE, %|H. #HAMBEBRE,
AWS SmBins L

Amazon ECR E A LUBEI#HTEE AWS EEEGIS , eRET —1MNHFPREFNWFRE , FT&
LT 174 FE FNBRAR
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AWS CloudTrail

HFLZ2FMEM BB AWS CloudTrail , Amazon ECR &R, , RAF&idFZMF# @ Amazon ECR
XHEH AP AR, BXEZER , 85 £H125% Amazon ECR &4 AWS CloudTrailo

Amazon CloudWatch

Amazon ECR 2 a8 Amazon CloudWatchi&#Z W1/ B & |, FEEEW IREE Amazon ECR
FHENMENMERER. BEXEZELR , B35 Amazon ECR 1ZEEIE R,

REZLH

HEGHIEE Amazon ECR B} , HEZXRCHHERMELE , NTIRL T BRRELEE. BX
EZER , BEH KELR.

Amazon ECR HHyE I0, A 451

Amazon ECR 2 AWSIE#H -T2 IEE X Docker BEIMRBSF. SiRET -2 AT
BHE#E L BTE&MD K Docker BesE , FER N AR AEREFBEHLF LA
., Amazon ECR f8l{t T E&fh AWS BREMAINERHE, 2 XN TRSBCNARFENTERE,

LLTF & Amazon ECR By — 2 A A -
BERMEEEND X

Amazon ECR A&7 E , MEHLARNFME M2 K Docker REEMEH B LAXFEA., FXA
AU H A B[MEHIEE| Amazon ECR , REMNEAH AWSEAIITEIRE ( Flnl B EC2
2 Amazon EKS ) FIREUX LM, AWS FargateBXxEZER , S M Amazon ECR A5 174
B,

R MRS EE (CI/CD)

Amazon ECR 5 AWS CodeBuild AWS CodePipeline, FIEf CI/CD TETHEER , XEFED
ME, NHNBERRCNARRF. BEREATLUMER CI/ICD EEN —E2 B3I #ix 2 Amazon
ECR , NTTHREFRNREFRIT RN AT ENTE,

MRS 2R
Amazon ECR JEEEE A THRS RN , EXMMRSRET , MRAEFH D 8K E /97 BR

5, TEmASR. SMRSH TN B CHARRRERFMEE Amazon ECR 1, MSRE & MR
ST R, BENT R

EREAEA API R4 2015-09-21 3
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BECNZOEE

Amazon ECR XM E AT EMEK ( HI20 Docker Hub E = 5EMEK ) FIRMAI[MREGE, X
ARWFALRFEA Amazon ECR EABBMENPREREE , TRESISEHEPRE—HNBE
B,

mEEHNZ 2

Amazon ECR 1R 7T EAM e 3RSl ALE) | foVFLE 4R i ] LU EA R b X sRIR VA 2R &
CiE5E K AWS Identity and Access Management BT B IIEMITN , NTERN BSE K
MWEZLHE. BXREZEE |, i3/ Amazon Elastic Container Registry FH Z £ 14,

BRI R 4

Amazon ECR W BZ H# ARG , URIRMHRAMBENEESIR , MNTHEBEF LN
BRBEMR, BXESELR , 5 M £ Amazon ECR FHEMREREEFERMIFIE.

IRRJ|EME

NTFEEFRELZLHEEMNERNEAL , Amazon ECR Al AERERRIMEK , BRBBH B[N
BRLBRBENTLIMEK , ABREEHRN AWS IR IGR, BXEZEELR |, HZH Amazon
ECR #ABEM &Ko

£/ Amazon ECR E#|RekU Ko AN RAEFEE

FIFA Amazon ECR E#IThaE |, BRI LUF AL Web B ARRFRGEST R EFZ@#ES , AT E
ZMNAWS RENEHZI 2K , BREXNB-—HEERE , HEBRRZENE, EXEZER |, 55
%] Amazon ECR FHIFAERIGE &,

B3R R R RRE&

Amazon ECR £ @ FHIRM X HRFECE LMW ( FIMERFR, HHIRE ) BFEIAEY
R , WALFRBAE , EPAFOEMEK , BERLSENEANE , HBEIEHLRLT R ITHE
Fo BXEZEER , B350 £ Amazon ECR 4 an A KB B 3 FEM R,

Amazon ECR By Zh&E

Amazon ECR 12 LA T IhEE :

- EREANMRBEY TEERFEETRENEGAR, BUTUENSBEERERARGHAN . E7T
RN N A BT E 2 B Bt T, BXRESEE , FSH £ Amazon ECR H 4 &5 FH
R B BEREK,

Amazon ECR By Zh#g API R 2015-09-21 4
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- REHBAETRABEMEFNRGERE. BN FEERATUEENEHANETE, XTHER
PE#HEIFEEENSINTRG. AT, EUURRMRGRAENLE R, EXESZER , B3 &
Amazon ECR F ARG R B FEHFRIE.

- BXENEKS EHECTUERNHRREREEZTENVE, CEENIMRRE , AETEN
X, BXREZELR , H5 M Amazon ECR RV EEMERIRE,

- EFREDHNEMTEFE Amazon ECR FMERFEFLIMRPINEEEN ST, FRAEFR
EVHL Bt | Amazon ECR S EHIH R LMK , AR Amazon ECR FAE XM ERF EFZHREGE R
BIIRD. BREZER , TSR F L EMERS Amazon ECR FAEEMERES,

- FHEMNBERATFEEN Amazon ECR £HEEF, #HANGIESEFIRERHEARRECIENE
EENIRE, SUUNENBRNEEEREENETTEE, NEEE. FHERKE, £aBEHKKg
MRBHRE, BXEZEE , F2R ATERAEEFNE, #HiEr 2SS SR ERR N F6
FERREAR

- YERGHIET Amazon ECR B |, HEL BB ERMBEZE , N T BEMEZE, BXE
ZER  BSR KELR,

WA FF 5 A Amazon ECR

R & EH Amazon Elastic Container Service ( Amazon ECS ) = Amazon Elastic Kubernetes
Service ( Amazon EKS ) , EEE , XRIRFHIRES Amazon ECR HiZEZELL , B Amazon
ECR BEXHIRFHT .

AWS Command Line Interface 5 Amazon ECR —#2fEfARt , IE A X IF&FH Amazon ECR IhEEH AR
A, AWS CLI NREEHETFEX Amazon ECR IhEERI X3 AWS CLI , AR BN FHFRAH AWS
CLl, BXLZRZHRAEWER AWS CLI , i5ZH (AWS Command Line Interface FAF1ERE) AWS
CLIFM LR EFH B HIRAMN

BT MMM AWS CLI Ml Docker fF & 2BRIRRHEIZFIFAT Amazon ECR i ESF |, BSHE
Amazon ECR A&z RGN EMNEw B,

Amazon ECR Eft

£ Amazon ECR , BFRENFREFFRNBEE. BEHEENNERNBEEHAREEERITH
BGRE (PINEBRELENES ) 57, AXRESER , H5H Amazon ECR Efft,
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/ecr/pricing/
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£ Amazon ECR &3 MG HY /N4 o B 5

WMREREXEH Amazon ECR , NIiEfE A Docker CLI F1 AWS CLI &3 LA T &3 6122 REIRE&, [0
RINEMBFTEORIUEHBELEEME, RAENRGHATLEEEEANFREIMSG, TR
BGE , BIBR R BIBREG R F6 S

EEA AWS EEEZFE MA R AWS CLI, EFZ[ithe section called “B) 2 77 FE AFfER B,

EXTHATEE AWS BRNEMTENEZER , 8 ETFEN AWS F AT E4A, IDE TEGH

Windows PowerShell a5 51T LR |, 5/ http://aws.amazon.com/tools/,

TR
MBLRZHERH AWS CLI Hl Docker 3 AR EEFER , BEAUTSRREEEHN L,

Z%% AWS CLI

EX Amazon ECR £ AWS CLI , R EHZATHRAK AWS CLI, BEXxEE , FZSH (AWS
Command Line Interface AF#E8R) FHZ % AWS Command Line Interfaces

Z % Docker

Docker AT W ZFREIMNRIERS , BIEASEHIN Linux 2 &AR (20 Ubuntu) EFE MacOS
Windows, BXRIUAIESENIRIERS LZ%K Docker WEZER |, iH#E Docker T35,

BRERMFF X RSGENT A Docker, MNRBEEMEH Amazon EC2 , M A /F31 Amazon Linux 2023
S H 2% Docker LAFFRAE A,

MR E L% Docker , BHBIZZE 1 : 812 Docker E5o

£ Amazon Linux 2023 AMI 7£ Amazon EC2 3245l = %% Docker

1. {ERAH&IAR Amazon Linux 2023 AMI B313%6l, EXEZEE |, 55 (Amazon EC2 AAF1E
B B EsIEb),

2. EEINEHF, BXxEZER , 55 (Amazon EC2 AP ERE) BREREESR Linux =41,
3. EHXHLERZENEFENEFEEE.

sudo yum update -y

4., REEKHH Docker Community Edition BF .

FREM API R4 2015-09-21 6
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sudo yum install docker

5. JB3h Docker BE%

sudo service docker start

6. IF ec2-user HmiNZE| docker 4 , LA{ELREEHINIT Docker 55 , MEEMHEA sudos

sudo usermod -a -G docker ec2-user

7. B, BEFERLUSTHN docker BAUR, ALY ATH SSH AME N EHLRED
hEFEETIEA |, RHIX — IR, BHE SSH 2EFEEMAN docker BAUR.

8. IF ec2-user BEHREIEIRE sudo H1ER T121T Docker i 5o

docker info

(® Note

EREERT , EUREEEEFBIRG , UMEN ec2-user RMATHE Docker #HEFH
BEFIRR. MREFIUATHER , ARREREHRS)

Cannot connect to the Docker daemon. Is the docker daemon running on this
host?

S 1 8l% Docker & &

ERSTRP |, LRF0EREE Web ATRFHRY Docker B{& , HEAH R L5 Amazon EC2 324 L
LERR R,

BIZEE 2 Web NAREFH Docker H1&

1. BIEE 7N Dockerfile BIX 4., Dockerfile 2 —NEEXH |, #IA T AT Docker B EAR &K B
UREZENIEURERIE EETHRAE. BX Dockerfile WEZEER |, H#F Dockerfile &
%,

touch Dockerfile

S 1 8% Docker E& API fRZA 2015-09-21 7


https://docs.docker.com/engine/reference/builder/
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Amazon ECR

RAriEmE

2.

4.

YRR IENINI B2 Dockerfile HRMUTHE.

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

B3, EXPOSE EESERE LAFiwO 80, CMD IS B3 Web RS 85,

MIEH Dockerfile 4 B Docker %15,

(® Note

Itk Dockerfile £l Amazon ECR Public L3 EE /R Amazon Linux 2 A BB, RUN IESEFHIE
7, ZE-LEERT Web REBHNEHT , AR R Hello World” IAE A Web BRE 258 X418

Docker YR LEIRA A REBEEE LU TS F A Dockerfile TEEKEZE , MARFTRAAEI B

4
2,

docker build -t hello-world .

5| A AR B

docker images --filter reference=hello-world

i

S 1 8% Docker E&

API R4 2015-09-21 8
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REPOSITORY TAG IMAGE ID CREATED
SIZE

hello-world latest e9ffedc8c286 4 minutes ago
194MB

5. ETHHENGG. -p 80:80 ETFARLAFMIKO 80 MR EH RS LMIKA 80, X
docker run WEZEE |, 5% 2 Docker BT,

dockexr run -t -i -p 80:80 hello-world

(® Note

3k B Apache Web FRFSFMNHHNERELIRE AP, BALLZRK Could not
reliably determine the fully qualified domain name”HE.

6. ITFFM¥ESHIEMIEEIZTT Docker HIEBE LN ASEHNRE S,

- MREFEHNE EC2 X4l , XNEIRSEFH Public DNS & , WESEH TES SSH E#FEFE
FlE AR, BREFNZSAAGTFRDO 80 LMW ARE,

o MRRIEZAR#IZIT Docker , APRFERAIN BT BFHE M hitp://localhost/s

- WMRIEIETE Windows = Mac 1B EEH docker-machine , & docker-machine ip 5
TERILE Docker #Y VirtualBox VM B IP sttt , #4F machine-name B AR EEFEAN
Docker i+ &K & o

docker-machine ip machine-name

BRIEE—NE R“Hello World"EA8 MR,
7. BIEEA Ctrl + ¢ =1L Docker B85,

T2 QEFEE

MELCHAETHIET Amazon ECR 4G , EX4TRE—NERERREE, BEARGF | G2
—NE#A hello-repository WFME , A FH#IE hello-world:latest BBREXE, Edl
BE#EE  BETUTHS

aws ecr create-repository \

SR 2: EFHEE API R4 2015-09-21 9
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--repository-name hello-repository \
--region region

FRR 3 NN EMREUES 5

ZEHEE AWS CLI /7 , BERINEMRIAE Docker CLI BN &5, XBE—3K |, docker &9 Al LUES
Amazon ECR #IXFIZEVE®. AWS CLI 12 get-login-password @5 3R &1L & 0 RIETE,

E£ A get-login-password £ X Amazon ECR JEMF&RKUE Docker , IEIZ1T aws ecr get-login-
password T, &M IIESE4EIEL docker login S5 A , FRHME AWS AERF R |, HiEEEEN Hit
TH MK Amazon ECR Et&k URl, MR ZSANEMRH#ITEHRIE , ML EBMNEMERE

¢ -REAE

/A Important

MRKBEIR , BRERENBNEFREN AWS CLI, BEXEZEE |, HSHEAWS
Command Line Interface {FAF1ERE) R Z%E AWS Command Line Interface,

 get-login-password (AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

+ Get-ECRLoginCommand (AWS Tools for Windows PowerShell)

(Get-ECRLoginCommand).Passwoxrd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

SR 4 HIXE BT Amazon ECR

MEGEAUHIEEGT £ —29 Pl H Amazon ECR 7 E., EHEBEUTEAREZHEE , (£ docker
CLI HEERR 1

o BRBREMRAL docker : 1.7,

- 2 H docker login Bti& Amazon ECR RiX T,

« Amazon ECR E#EEE B AP B RZ 46 E# XN R,

SR 3 AEHNRIEMRRIE S5 API iR 2015-09-21 10
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ERBIXERREST , AP EGERSEEKSORIEMRPIUENFEESD,

FRICE B HHIXE Amazon ECR

2

1. JIHEBEREARHNES  SURIERICMIEENES.

dockex images

B
REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE
hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. WMICEBHEERNFEE.

dockex tag hello-world:latest aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository

3. HEHK

docker push aws_account_id.dkr.ecr.region.amazonaws.com/hello-repository:latest

i

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)
e9ae3c220b23: Pushed
a6785352b25c: Pushed
0998bf8fb9e9: Pushed
0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE
size: 6774

I8 5 : M Amazon ECR EE& %

EHIEMGE Amazon ECR F#ER , IMMNEMMERIZMRG, EHBUATEREMLEE , FH
docker CLI 12 ERAR & :

S 5 : M Amazon ECR 12E4E & API iR 2015-09-21 11




Amazon ECR A5
- REZFIERAH docker : 1.7,

- B A docker login Eti& Amazon ECR R Tk,

« Amazon ECR F#ERFEBR P BN F#EERIA R,

ERRXERREMGE , ARIENGES. EM Amazon ECR REURHIGRE , ST TSRS !
docker pull aws_account_id.dkr.ecr.region.amazonaws.com/hello-repository:latest

i

latest: Pulling from hello-repository

0aB85502c06c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

e9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal®5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

SR 6 MIBRGE K

NREBFBEE—NFHEEFHEMNRS , WM R ZMG. ERRREG , BIEECENERE
HIEEMBH imageTag = imageDigest BHo. AT RHIMBR hello-repository & FE HBRGHR
ZH latest WG, ENFEEFHBRROIRE , EESTUTHS

aws ecr batch-delete-image \
--repository-name hello-repository \
--image-ids imageTag=latest \
--region region

ST BIBRTF

NMRETBFERBINRGEMEE |, BRI EEE, AT RAER --force fREMBRITEMEH
FiEE. ZENREEMENFEE (REFHMERR) , HETUTH S :

aws ecr delete-repository \
--repository-name hello-repository \

S 6 HBRER API iRZ< 2015-09-21 12
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--force \
--region region

ST MIBRFMEE AP k7 2015-09-21 13
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{£1t, Amazon ECR Byt &E

B LMERAL TR T REFMEKEAEWIEFEH Amazon ECR BHE L 8E,
£ Docker 1.10 XA ERRA AT R A BB E L&

Docker B&HEAK , REGRN T EWEME, Dockerfile WE—1TEStIEFHE. HFEH
Docker 1.10 & A ERRAES | Docker EEERIATE IR T &1 L& ZE Amazon ECR Y [E) B #E3A R AT &
WE , NTh4aRE L&rtiE.

ERBR/NERFESK

B Docker Hub IRIEMEINER , TREBELNWNABRFIAZTENRS GBI, FZEEHEM
ATE Docker #t XBIE HHEF B/ NER , HAEA Docker /) Scratch REWEEBCHERE
B, BXEZELR |, FS Docker XTI EZERE G,

FRENERRDH K MR AEE Dockerfile

Docker EEF= , ARG ERE, MBEMNKE—XHEES  E—F LB EMER , N Docker
FERAEERA K MAEFHEE, B2 , BREEBMKBcaENNE, WRELAEER , N Docker
TEHRFZE , U2 EFRFZEZRHIANWMERE,

NTREBREFMIE Dockerfile HFEXT LARFAFAVEIE , A[Z B F LaHR RN E SRR KEAK
B A Dockerfile, REH BRI (21N AREFHVRNAE) BERAMER,
G T UBR TS EXXHH i

EEHUENFEXA2ENZEN—BoRE , EZEERFERPHEMER, ERUT R

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp

RUN rm software.tar.gz

EAXRRFF | F—PHEZN RUN BHEIRNEES SR targz XEREFFEBRERNE. BIESE
I RUN S5 EMIBR tar.gz X4, XEGDTUSAEE—RE , REMNIZETIES , UBRELR
Docker BT EE T LEMN X4,

WORKDIR /tmp
RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\

API| BA 2015-09-21 14
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mv software/binary /opt/bin/myapp &&\
rm software.tar.gz

158 P B Y (X S30 48 Ui T

BlmRERAREEFMZTNARFNXBLIRET R, ATSUBA M Amazon ECR REVE &IV
iR, MR NARFE Amazon EC2 k4 Liz1T , I LAEA LT shell KTBMEHIR 7T A XIRERX
5 -

REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone
I\
sed -n 's/\(\d*\)[a-zA-Z]1*$/\1/p")

A EAERA AWS CLI 282 XIgE1% 48 --region @5 % , SfEA aws configure s TR IZXFHIR A E
MEEXHNRIAXE, SEAJUEER AWS BHEF AT EGH#HTRAAMREXE. BXESE
ESHERATREERBESNRETRIEGNHE.

API| BA 2015-09-21 15
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@ Amazon ECR JEMRIZHER

BAILAE R IPVANPRA IR T SN ( F ) LimT [1E Amazon ECR FAB Mk #ix. HEL M
B, EEMEE OCI B, Docker MEGMFIRAE OCI I H, IPv4 IPVBEM IPv4 MK &K HER , &8
AILAE AR R IPv4 AR TT Ko BM IPv6 ML EHER , EEATHRLZET R, BXMER IPv4
XL LT 2@ Amazon ECR A3 EMIM A HERNEZEER |, iHZHME Amazon ECR a2 HE
MEENM A HER, 78 Amazon ECR EEXFEMAEHNZH. IPV6EXENMNELELR , HSH

Amazon Elastic Container Registry EE#T-

Amazon ECR &g S B H IPVAMXRKRIFT SRS MKL LK IFET AXFNELEE. XEBEHEATUE
¥

- Xif - BNMNmREBBEET — MK,

o RAH __BEANERBORTHREANERGET AT EAXEREFHEA OCl M AWS Docker 51T 0,

.« B4 - EP9#KX , Amazon ECR B2EE 4 FIPS FrENE 2. BXHE FIPS B Amazon ECR %
RIKRNEZER , TSR (ZEBKIPESLIERAE (FIPS) 5 140-3 iR)

BXAEE IPv4B CLI B9 Amazon ECR API AN ZE Fiw, Docker #l OC AWS | & Fim X510
BEAXRETANESZELE , AWS SDKs FSHEREKRiHET =,

F ek Higsk IPv6

E [ Amazon ECR AR A HER IPv6 , BEEFEANHERLITET o EIHA Amazon ECR &
21 IPV6 | FRIFATER :
o IBHE PR & A 23 IPV6,
« Amazon ECR ¥ LA TiERER : IPv6
« OCI # Docker ZFimiER :

<registry-id>.dkr-ecr.<aws-region>.on.aws

« AWS API &K :

ecr.<aws-region>.api.aws

o BAMEFERR IP it 55 A £ AWS Identity and Access Management (IAM) SEMRF
B, LLETE IPv6 hiEE,. BXESER , B50H £ IAM KB EA IPv6 b,

UNRRIZYE API| k7 2015-09-21 16
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- EAR IPV6 , BRS AR BE S IPv6 8N ERRemote IPHiit, EFMATE, MIAMEA N
FRATIXLE 1PV TULRY IP it

® Note
MRBEFE RS XHHFE IPv6 b BXRMBEER |, HEE5BRRAWS 2,

st 1P iy Fe /M

WMREFERABR use Linux/Unix  Mac OS X , W AT AER LT RAIAT R curlas & IPve RNIARE
A DA B R AR iR R

Example

curl --verbose https://ecr.us-west-2.api.aws
BIRENERUNTHIRTR. MREETEEN IP it IPve B 1TiER , NiZibib ¥ 2 — IPv6 i,

* About to connect() to ecr.us-west-2.api.aws port 443 (#0)

* Trying IPv6 address... connected

* Connected to ecr.us-west-2.api.aws (IPv6 address) port 443 (#0)
Host: ecr.us-west-2.api.aws

* Request completely sent off

\

W RIREAR K Microsoft Windows 7 2 Windows 10 , M AT LAE 27 IPve aJ LUEE IPv4 SHE
Bping@mHiHRINKES , THIFTR.

ping ecr.us-west-2.api.aws

AN IPv6 LT KUK HiE R

& 0] AR A XU L% 17 R A Amazon ECR APL,  IPv6 iRf&EA IPv4 &= , Amazon ECR API
BRENDBENERERRE - IPv6

£/ AWS Command Line Interface (AWS CLI) 183 AWS SDKs , &7 LUBES S BEir &k 3 A
IPve TR BINGEKR LR T R, AEEEEREXHPIEENHELRL T RUABEEBIA Amazon ECR
KiFpT R, BEAUFEAGTESHTREER , ERIAEEXHFF use_dualstack_endpoint ®iE
N true. BHX use_dualstack_endpoint WEZEER , TSR F FIPS i .

Wi 1P bk Fe A M API| BXA 2015-09-21 17
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Example EA S E R E

aws configure set default.ecr.use_dualstack_endpoint true
Example 12 HiER A= IPv6 fEA AWS CLI

aws ecr describe-repositories --region us-west-2 --endpoint-url https://
ecr.us-west-2.api.aws

M docker CLI EFH Amazon ECR &

FIEH Amazon ECR EEFEH AR ISR S |, & LA[E Amazon ECR JEfft R #EIXFMEHIEL OC| Bk
@%ﬂ Docker B, LA RBIER T 6 AN XL UK S A docker #E3EF docker HIELAR T o

Example {52 Fim S #EE docker R IPv4

docker push <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Example {5 F XXHERR i S HEIX docker BRI

docker push <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag
Example &R ix R 32E docker & 1% IPv4

docker pull <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Example {52 FA XX #EA% i P EX docker BR

docker pull <registry-id>.dkr-ecr.us-west-1l.on.aws/my-repository:tag

£ IAM KBS {E R IPv6 Hrhk

EFERFRGEMER A IPv6 |, FHERER IP it iF %A IAM B H Amazon ECR EMERKREEZE
IPv6 ST, RKREH IP i fE kK RESRAIE IPv6 bt , M B P iREFBERIMERN TEES
BiRERBTEFREME IPV6. BXRER IAM ERIFRNENEZEER |, 155H EH T Amazon

Elastic Container Registry B Identity and Access Management.

TRIE IP #hubRY IAM REEEER IP i R ZEER. AT EMRRMRGIEAMFAER IP IPv4

btk KA E E AR R AR 54 . 240. 143 . %SEE. WSEEZIAMFTE IP kX EMER
(exampleregistry) BiFREL#IEL, HTFIE IPvoittat #FHEH 7 A FWEE , it R SE
Ik IPv6 tbiitiGAlexampleregistry,

M docker CLI 8 Amazon ECR %5 AP BA 2015-09-21 18
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "ecr:*",
"Resource": "arn:aws:ecr:*:*:repository/exampleregistry/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}

ERIR A IPv4 (54.240.143.0/24) H IPv6 (2001:DB8:1234:5678:: /64) #ut 5B |, EEU0E
&R KBERY Condition 7T& , ML T RBIFTR. BAILAEA L Condition BRAFHKEH IAM A F
SRR

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"

]

/A Important

EFERAZE, IPv6 BXNEFHFAAMER IP it fF kX IAM AP AEMRERE, RIEIL
AEEEIMRREPFEA IP thutiiFik,

IETTLAER IAM 2 EIAEFEH IAM AP BEER |, Mt Ahttps://console.aws.amazon.com/iam/. &>
IAM NEZELR | 558 (IAM BF#8) https://docs.aws.amazon.com/IAM/latest/UserGuide/o

1£ IAM FBEFRER IPv6 ik API iRZ< 2015-09-21 19
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Amazon ECR #A BTt &

Amazon ECR A EEMETBELISETAAEAT BNRUREERRES. EUEALREIMKRER
B Docker 2A% Open Container Initiative(OCl) G M A4 ARXNILEEBREZMEE. 5/ AWS IkF
#HRMERERENFE Amazon ECR Fftik. HX Amazon ECR X EAMEKNESZEE |, BSH
Amazon Elastic Container Registry Public A F s B AEEM R,

IBEMREBR

- BHRIALBIEM R URL

https://aws_account_id.dkr.ecr.region.amazonaws.com,

« MRERT , BRKFTERFNBEAREEIMRPNFHE, B2, ARPFENRTIERA
Amazon ECR, APls AR EENFAE FHEERERIVEM G, Amazon ECR =t 7 21 HE R
REHTERANWAFER, BXEZEER , 5 H Amazon Elastic Container Registry EF 5144
ERERBI,

o AR Docker B IR FIEMRINFE , LAEEA docker push 1 docker pull 655X ZFAH E M
RPN EEERTHENRERGEGIRE, BXEZEER , 52H Amazon ECR FHAE MK S 4

- BN APGRRERFEERBNIAEFEEMNES, BXEEERBNESER , H5
EAmazon ECR R FAE 776 FE R BE o

- BEEELFEIMERNES , REIMRPOFEET LB CHAEEMRPH AWS Xz @ 5#
TEH , LB RMNKSHTES. BXEZFEEL , S5 Amazon ECR FHIAEMREE

Amazon ECR FWFAE XM & B 4 KRE

BATLAE A AWS EE124]4 AWS CLI, = AWS SDKs ReIZMEBEMELE, WA EAIXLE A E
FEGMITELERE | SlFEIMEBRESR. XEFEFRERREN AWS BHRIESE, REEHAK
E AT LA{E R Amazon ECR API #AFIREVE % , (BB E B Al RE{E A Docker CLI 4% E1E S #Y Dockerf
EE,

Docker CLI RX#FAA IAM BHRKIFHE, DR ITEMESE , LUE Amazon ECR AT LAY Docker
HEA FNIRENE R 1T B AR AT,

BIRHEUATETFANTBEM RS HRIES E.
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£/ Amazon ECR EiF#BIfEF

Amazon ECR 1 T Docker il #HBIEF , X ES7E Amazon ECR H#EMIENBE RN ERZ T
FBEFA Docker Fif, BXZEMBESLSE , 15518 Amazon ECR Docker FiF i BIFEF o

@® Note
B #I , Amazon ECR Docker ‘ZiIEBIF A X 5% EHHRIE (MFA),

ER RN S hE

BNSEANREESATRREMRIITHEN IAM ZRANNREEATCER, SARITESEATR
BRE IAM ZEREAB G R BEBRER 12 NEtHEM Amazon ECR JEfMR. EREURN T , MM
£/ GetAuthorizationTokenAP| KRR TE A BAWSHRIBEBH basebd MBI BN T, %
AWS CLI get-login-passwordmFEIK EZNBEDRNTERECLRME  REETUFEERE
Fldocker loginn & 1T H 4RI,

£/ get-login ¥t %t Amazon ECR #A & XM R IIE Docker

-  EfEA[E Amazon ECR JEMFEXS Docker #1T F B IE get-login-password , BT H. aws
ecr get-login-password: ¥ & 17 36 IE 55 B 4% 44 docker login @858 , FHE AWS BERF & , Hi8
EEXNH#1THBIIER Amazon ECR SEt R URI, MRXZAEMERFITEMGRIE , N XFE
NENEIMEREEZT S,

/A Important

MRKB4ER , FRESEHRIHZFHREN AWS CLI, BXEZEER |, H5H (AWS
Command Line Interface FAF#E§R) FMZ % AWS Command Line Interfaces

 get-login-password (AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecx.region.amazonaws.com

 Get-ECRLogin @5 % (AWS Tools for Windows PowerShell)

£ Amazon ECR EiF B2 F API iR 2015-09-21 21
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(Get-ECRLoginCommand).Passwoxd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

£ HTTP API 5551

Amazon ECR X #F Docker jxfft&& HTTP APl, {E2 , B F Amazon ECR B TR EEME , Hit&E
HATN HTTP BERBHBZNSIE, BRI BER -HIZTUR I HTTP BAURL |, curlR &% get-
authorization-token AWS CLI is S HE NS,

5/ Amazon ECR HTTP API| 31T &0

1. FARZRENTE AWS CLI FRHEHRENIMEEE,

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authoxrizationToken')

2. E[MO AP #{TEHKIE , AR $TOKEN ZTE&B | curl S  -H &, #ln , LTHSL5
i Amazon ECR F#EFRNEGIRL, BXEZEE , i85 Docker itk HTTP APl EX
4,

curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecr.region.amazonaws.com/v2/amazonlinux/tags/list

BRIBE— (T R) RBITHRHRITAAEXLRRE

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, 04 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50

Connection: keep-alive

{"name":"amazonlinux", "tags":["2017.09","latest"]}
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Amazon ECR FFEEM TR IZE

Amazon ECR E AR EM KR REEEMRKIEENRE. WML IEELFEIMRIRE, &
ALEAREEMRREKREEL T IEE,

o GEMRMIR - FMRARKRE R FRHEFHMNENEFNR. BXESZELR , 5K Amazon ECR
PR EEMRIR

- BIFREHN - BREEFAN A FE Amazon ECR FABEEMERPEBERE LiEMROBREGK., Bx
FLER , BB ML IMES Amazon ECR WEEMERS

- SHEE - SHEEATRHFHEERE AWS Xig XEEH , &2 AWS IKFEH. BXEZE
£ , #¥21 Amazon ECR RIVFAE MG E #l,

- GRENZER - FRELNZEIRA T ENE Amazon ECR RFRE I ENENANITEIR
B, i, BSNEEFRE HEANUERSEF RN ERE, BXEZEE , F5H HTE4
EEFNE, HIXNCIESE SR ERE BN Z6EENER,

- AFEE - RINBERT , REREMRBEREARRNE, B Lls B8R RAEIEE | ZIhERH—7E
FRENABES  TRHBRERENERESSRE. BXEZEE , B2 £ Amazon ECR
PERGREEESE R

« Pull-time updat e #EER — & 7] LAED B HLENAS EHTHERRI |, LARH LIE7E R EUAS E B & B B3 H )R B EY
BHE. XX FRAFURNEEHERFLEESHAF MEGEARRIEREN CI/CD EWNIEEER.
EXEZEER |, 55 Pull-time B HEKRI,

Amazon ECR AW FABE M TINFR

Amazon ECR SR FMERREEFLEEMRE BB AWS FHRF IR,

SEERETERFEMREERARKIEEN. BRMNRAEETRENEMRKRESTE : AR 1 (V1) FAR
R2(V2), V2 Y BHEMKREEE , HPIEFE ECR XR. BX API BIEENZEIIRK , S
%] Amazon ECR AP| 5. V2 IRARERIANEMKRKREEE, BEXEFHRREIMRRETENE
ZEE , BSR YRAY BIMERFKTE, HX Amazon ECR AAEEMREMNRENEER , SR
Amazon ECR AR EEMFRIZE,

IR

* V1 —XTFHRZE 1, Amazon ECR RIEFLAEEM R K 558 FIH AT A TR,

- ecr:ReplicateImage - MEAMKF, ( HFAFIME ) BRFHHEGEH 2R EMRANE,
XA TF Bk, S 6,
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Amazon ECR ArfEm
- ecr:BatchImportUpstreamImage — RN RAFBEGHGHS ABEBHNIBEME.

« ecr:CreateRepository - RFEMEEIMERFLURFEENNR. WRZAEEMERPE K
FEATERESNEGIAEFRENERE , WEZHNER,

* V2 —XTFHRAE 2, Amazon ECR RVFREEFHIFIAE ECR #1F , F&EMAE ECR FRPBEHMITE
itk R B

A EAEF A CLI EERNESUEMREHEE.

(® Note

BRI ecr: * RERNBLBEMERRKE , EREXKRRNREEEHNIBERNMAE
MBERE A MAREABES,

£

« Amazon ECR WyFAR JE A 2R R B R 51

- PIREY BEMRRTE

« ¥F 7 Amazon ECR F# T B MK = & #l#9 E A RAXR
« ®&F1E Amazon ECR FEEUEFH EMERNR

Amazon ECR WM FAE SE MR K BE =B
LTRAIERTETH TG AP Amazon ECR EMRATEZ RN EMRNEFREEF A,

(@ Note

E8ANROIF , MBENEHEMRKEEFMBR ecr:CreateRepository & , EFHAT
BERE, BR , EXUES , BEEEKF, PR EBTHERE NN FMEE,

B RVERKSHRERRE IAM E4EHAA R E
T EMRAUREK B A VFRIK S R AOFTA IAM £ (BFRNAG ) EHFEEEE.

ARUTILR
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- EERT  SEEREPFT AWS IKF ID IEERN E46T , BIEZKS FHARE IAM AR AR T
TEAER , MAMRERAFRFIHENR XABPKFRET S ZHEENR,

« REZFEEBW : KFENREFHEEKS PAA IAM RAERNTHENER, BREERFRBIEATFR
R, BREERIM IAM AP, ACSERAZFEIE-SREBHENR,

JSON

"Version":"2012-10-17",
"Statement":[
{

"Sid":"ReplicationAccessCrossAccount”,
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"
},
"Action":[
"ecr:CreateRepository"”,
"ecxr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/*"

1

™ REREZNKFH IAM E48
UTEMBRNBRERIEFHMNEA, SMEATRAERKSPHATE IAM 4 ( AFRMAER ) S5
BIEEE,

JSON

"Version":"2012-10-17",
"Statement":[
{

"Sid":"ReplicationAccessCrossAccountl”,
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"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"

}I

"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"

]I

"Resource": [
"arn:aws:ecr:us-west-2:123456789012:xepository/*"

"Sid":"ReplicationAccessCrossAccount2",
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam: :444455556666:xo0t"
}I
"Action":[
"ecr:CreateRepository"”,
"ecr:ReplicateImage"

1,
"Resource": [
"arn:aws:ecr:us-west-2:123456789012:xepository/*"

R RVERKSPRAE IAM THEEHAETRIR prod- WNIFREE

BTEMRNRREE R TFRKSHRAE IAM E46 ( BAFNAS ) EFIMELN prod- PR 7
FEo

JSON

"Version":"2012-10-17",
"Statement":[
{

"Sid":"ReplicationAccessCrossAccount"”,
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"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"

}I

"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"

]I

"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/prod-*"
]

TR BT BEMRREEE

/A Important

NFFAF , BEEMRSGEVES BSEENER V2 IMREKE, BEEXREEME
£, Amazon ECR FEIIRE B 2 5T EMRBER. V1

A fEAEFAS CLI EEREIUEMEREKTEE.

AWS BRI A

FERANTESREELNKSRE, EEEFIEFNIMERRETE , HSRAT LM CLI IR,

NIENFBEM RS A BRI MR R

1. EIMEZEMR/Z#EESITH Amazon ECR #4lA https://console.aws.amazon.com/ecr/
NSt | EEXE,

2
3. ESMBERKT , EBRAEEMER. DEMRE K REEFNR.
4

EREBRIE L , ¥ FEMKREKE , FEEERRE JSON. WREF VI XK, M2ER—%
#iE , HP IS EHE V2 A, HEEEA.

HER—MERE , RREMREBTEEE#HZT V2,
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Amazon ECR AriEE

5. BEALUERMEA CLI BENR, BXEZEER , 5 Amazon ECR HFAREM&KRIR
B.
® Note
EEEYEMEMKRKREE , BSHEAT LMW CLI B8,
AWS CLI

Amazon ECR 4 V2 it R KEE, R THEHNIRIEE  UEBRNEFIMRRETE, BLE
EREH AP EENEIEMRRETE.

- ERREY[EANEMREK,

aws ecr get-account-setting --name REGISTRY_POLICY_SCOPE

SPEMNBETFTR, NRETREEN , WFRBILATHER

aws: error: the following arguments are required: --name

EFEIMREMG TR, EUTREAMES |, SEMREBMRAEN V1,

"name": "REGISTRY_POLICY_SCOPE",
Ilvaluell: Ilvlll

R RRBEARAM V1 BN V2, VI FRIEFRIEMRKEEE

aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value value

plan , R TS SEHRE V2,

aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value V2

ERIMREHGTHEH, EUTROBEF , THREHERAEERE V2,
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{
"name": "REGISTRY_POLICY_SCOPE",

"value": "V2"

& F 1 Amazon ECR H#1TEIKF & &89 F At XA R

BIKFRBERBEATE AWS ZREARTRR , AP F#EENREMRREHFERN MR, FTRER
T, ZEREECHEIMRIEEEXHES, IRERTFHAKSFRATEHFHZEMRANR , MR
FEEEM R

M KRR ALIIRF ecr:ReplicateImage APl RERBR. Lt APl 2 —/1NWF Amazon

ECRAP| , JE XIGEKF 2 B E#lHE %, BIETLIRF ecr:CreateRepository MR ,
ZAX R L 1F Amazon ECR EEHEM R P U BEMHE (MREEERMTFE). MRKREH
ecr:CreateRepository X[R , MAMEIMERPFHCIRERFEEBMERNEEE. RMK
HEHERTER , EFNEK, EMABHIEECreateRepositorys ReplicateImage API 2E#H 4
£ RTEF CloudTrailo

EfREE SRR AWS EEZHE)

1. 3¥TF Amazon ECR ##|& , Mt Fhttps://console.aws.amazon.com/ecr/o

2. MNEMi=r | &5 XE R EE A R R

3. ESMERT , EEMNEEMR , ERHEMRE K RAREENR,

4. 71E Registry permissions ( EMRNR ) WE L , 1% Generate statement ( £KIEA ) »
5. EARMEMRBRTRUTTRUE REER,

a. NTREERHE  EZEEH - BKS,,

b. XTFEHID, mAM—WNFEHR D, FREIMREM LA Sid.

c. NTHKS" K MALED IDsHETFRRHBNKSHKS, EES MK IDs , ERESS
FBEA,

6. ‘&R

EffE S FIHNNRKEE (AWS CLI)
1. BIEHE N registry_policy.json WXHHFEREMERREIERE,
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RAriEmE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount"”,
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam::111122223333:root"
}I
"Action":[
"ecxr:CreateRepository"”,
"ecr:ReplicateImage"
]I
"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/*"

}

2. (ERSREE SR IEMR KRR,

aws ecr put-registry-policy \
--policy-text file://registry policy.json \
--region us-west-2

3. RREWINFEMRER,

aws ecr get-registry-policy \
--region us-west-2

& F1E Amazon ECR HFIZEENE FREM RINEE

Amazon ECR A EEMENRAAFRES IAM RAFEAHXEENNRTBE. MR IAM policy &%

F IAM SRRV R 2 T M RARRBE R TR , W IAM policy 4L 5.
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BB BEMREONREKE (AWS EEEFIE)

$TFF Amazon ECR #2#14& , Mt Fhttps://console.aws.amazon.com/ecr/o

MNEMmESR , EREEHPEENE TMRNRE T X,

ESMERSD , EF REEMK, EF DEMRE", AREE TR

# Registry permissions ( EMRNIRE ) WE L , 1% Generate statement ( £KIEA )
NTFEUENBNEFRIRRBIED , BMITUTERE,

o ~ w0 bh =

a. XTF Policy type ( KBEER ) | Fi%#E Pull through cache policy ( X ERFREE ) -
b. XF Statementid (iE@ ID) , HHEREEFEIRBKIEHRBN,

T IAM entities ( IAM 354K ) |, EEETEERBTINAF. A5A8E,

d. XF Cache namespace ( EFWEZEH ) , EEREESREXKNEREFAN,

e. XITF Repository names ( FEESBM ) , BEENAANNEEERELRBZM. flwm , WRE
#8#£ Amazon ECR Public L#¥E Amazon Linux FME |, F#EZMIF N amazonlinuxe

o
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Amazon ECR AriEE

Amazon ECR FAB 1ZfFE

Amazon ECR FAEZ#E I M Docker B &, Open Container Initiative ( OCI ) BR{&F] OCI &
¥, B A Amazon ECR APl #4EE, Amazon ECR 24| 8N EMES D |, B LEIE, KiEH
BRI G IFMEE |, HIRBENRAEE AL R EFE#E. Amazon ECR &5 Docker CLI &5 , E L&
A DU RS TT R IR R HEE B 7 B |, HIRER

£}

- WEFHEESS

- B2 Amazon ECR FABE 7 E L F R

« &% Amazon ECR B FHENRNEMNFHER
- £ Amazon ECR HHIBRFAEFHEE

« Amazon ECR FHIFAE 171 BE R

- f£ Amazon ECR H#FicFAEFHE

IR FEER=

« MABRT , ZHNKF A EBRMEARINEMERFOFHEE
(aws_account_id.dkr.ecr.region.amazonaws.com), 182 , AR EENRE T aLEA
Amazon ECR , APls LA a8 1 7764 FEHEIA S RIENAR &, Amazon ECR 2t 7 24 £ EREEKE
HARRBNBAFIFR, BXREZEER , S Amazon Elastic Container Registry T & 4 9 5K &
il

- BIRAPERRERN I FEERBY ARG ERE. BXESZEEL , 558 Amazon ECR FHFA
B E R

s FHEENAUXEFEGEEE , EUUEATEZE>EBUNFEE, Fl, RS HBERE
BEREMT , BB A JLAERA team-a ap &z , HIBA B JLAEA team-b tn A Z=H. X8 , 84
HAEHBEECH BN web-app WEEK , BNMNEGFUEANGAEZRFF L, XHEETER~E T
F1ER TR ERSANER ERXLEHE G, FHAR A WHEHE team-a/web-app , FIRA B WEBHE
team-b/web-app.

- BRNRBUUAEHCHEMRPEXSNEKS SR EMGFwE, SULNESEIMRIREFEE
EFIBERMNITIIERE, BXRXESER , $2 W Amazon ECR HHAMEEMRIRE,
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£ Amazon ECR FAHE 17 FE LAIZ & IR (&

/A Important
£/ AWS KMS (DSSE-KMS) M= AR 55 25 im I 24N 72 X = H AWS GovCloud (US) AT A,

B2 Amazon ECR A B E , REERAF#ERFERENTERG. FRREUATISRUER AWS
EEEH BN AFEE,

BIERIZME (AWS BEEIA)

1. fEhttps://console.aws.amazon.com/ecr/1Z & EE 3T FF Amazon ECR ## &,
2. MEmEd | ERECNEEEEN X,

3. EBRIETFHE A6 RBERCUBTFHE.
4

NTFEHERNR , AATFEENHE—B., FTHRESHRALBITIERE (B0 nginx-web-app).
mE , AU EHSIEMN LGSR ZERGEEESHBIEF D (B0 project-a/nginx-web-
app).

@ Note

FHEEASMRZSAUES 256 MNEN, EMSAUFEFX  HERRESNEFH, W
F, EFF. THEMERL,. FXEFEANEFR. R THLINERL,

5. WTREIREAXRY  AFEREEEEATHRETESREZ —

- IR MRLBBBZREIRE | FEREBELEDN. BUATEARNEERENTREE | UBR
Amazon ECR AT AEHEFH MK, Wi , BER —EARRENREER , BEAZREH
BRI ZSAE P 3l AR B MRS fE FIBEC AT (%) SRICE 2 MELIATIRE

« AAE  MRFBEALEBSREFE , MEERLED , EHEFEAERINREGN , EEA
TrREETNAERENEERT,. MREZHEETEUNEREMNIRE , Amazon ECR iR E
ImageTagAlreadyExistsException, b9 , BN —EFRATHIREEARSER , BEF
A AR BRI X AR P AR B RS e ABEL R () SRITE 2 MEL IR,
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® Note
FPREFEEMIEN AT EMIRE,

6. EHRTMBEE , HiEE AES-256 B AWS KMS, BXEZEE , SR BASME,
a. WMRikH , AWS KMS NERZIMZEMINE N 2 A#ITIERE. £H AWS KMS RE &
FEINTNREA, BXEZEL , 5P Amazon ECR [REEN.
b. BRIAMBERT , EEFEWHHERaws/ectBH AWS HEHH., WRBARELEXEEREH AWS
KMS EZENF#ENELENIKS R 2N, EREFEENESR (B8R ) LEREEHEH
AWS KMS #40, AWS KMS ZAXMEERHNV TR —MXiH, &EF 68 AWS KMS #
7, SME AWS KMS #ZH & U eI Z A S WEH,
7. WNTREHFRE K RELUUEFEEELINEFABIEERHRE  EREXKREENEIM
REFEEPHREE, BEIEARAIMRAFIBEARRE , KALEREEAEIELSAE B
B 38 B] BATE XA T 46 T R 12 43 46 R L2 1 B Y Tt SR o
8. IEEBIE.
DI FMEE (AWS CLI)
1. A LUER AWS CLI #raws ecr create-repository & B B B 17 4% B
aws ecr create-repository \
--repository-name hello-repository \
--region region
2. MREENLTFREECIRER , WA UEEEARAEN Amazon ECR #A@ T HIET BT EFM#

FER MV IRIR R B2 74 BF. Amazon ECR RHE R SR 7 B Sl 2 BRI TUE )R B B 3 N 186l
BE#EE, MREEREFEECZER , NN FENEGEEENERE XK,

docker push aws_account_id.dkr.ecr.region.amazonaws.com/prefix/my-new-
repository:tag
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RELR

EEENRBEEIENEFRENSR , FEREFHENESTHEAD T, BRATHIAREGHEED
FHEE , B2 HPREHEZE Amazon ECR AEFME.

EE Amazon ECR A B EEN A B FHME R
SIRIEBRER | BALE AWS BES4HATEESEEERLNEAEE -

- FREREETBERK

- EEREFFERNSMEEEXINEAEE  SESIMERN AN SHA BE
« NEHEEATEENTEHRER

- FRERBTEREZXERAVEDHNIEFAN

- FHRENNRRE

(@ Note

M Docker iRZs 1.9 i , EFEBHEIEZE V2 IRAH Docker jEMER 281 , Docker P ix4&
EREBHDE. dockerimages S THMHEE RRERBWESR K/, Hit , Fid{E , Docker
ARERIRE L AWS BEEZH AT REANER,

EEFHERE (AWS EBZHA)

fEhttps://console.aws.amazon.com/ecr/{Z & FE 3T FF Amazon ECR 4|4,

MNEmESR  EREEEEENFRENXE,

ESMERTD , ERE®E.

£ Repositories ( FfEE ) WEL , %R Private ( #48 ) U1+ , AEEBREEENEMHE,

EEEEFAGEEREL , ZBHABRIAN Images (G5 ) B, FASMELEEHMEFEMHEME
XEE,

1% Summary ( BE ) EFEMEEFAEEHNENZEM#ENITTHREE.

1%£3E Images ( B8 ) L EEBEEFZREFHNEBGEXNER, EEEEXEBGNEZER
ERBEGIRE, BXEZEL |, 5/ £ Amazon ECR HEFMREGEIFMEE,

o K~ w0 Dd =

MREBER BRABEGKERE , B LUERER RO FEEELMOE , REEERBR, BXE
ZER , H55 W Amazon ECR FRRY R,
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BEENRUERERATHFREENTHRERK, BXESZER , H5H Amazon ECR HHFAE
T2 R RS o

EEREDEHRBUEEEATERENESFHRBEAN, HLEAERELEGAREHTL
Bk, BXEZEER , S H £ Amazon ECR R A A AR B3 BB &,

BEEREUERER T FM#EN TBIERZE,

£ Amazon ECR R BRFAE FEE

MRAFRECERTE , EUURRE. EPREREFEER AWS EEZHE , FREPIENHEE
Bt 2WMIBR ; HIRETERUR.

/A Important
E I BR 171 B R B BRIt 4RI BR . SRTTSERUB LR B

T BR T BE ( AWS BRI A )

1. fEhttps://console.aws.amazon.com/ecr/7Z & FE 3T FF Amazon ECR #1154,

2. NSmER | EETE R F6EN X,

3. ESMERT , ERIFHE,

4. 7 Repositories ( 174 ) WE L , £ Private ( 08 ) &I+ , AR EBREMRNIEEE |, 3
%% Delete ( MIBR ) o

5. %&£ repository_name ‘BB EOH , BWIARENMBRIEENFHE , AEEE “BIER

Amazon ECR HIWFAE F 6 FEE R

Amazon ECR £ AE T IR RZGIX F#ER R, ETHRNNRLLE TS ERE% /R F4E
FEHNRAFRA®  URXEAFHASA N ZFEERNITHERE. RAMEAT , RE0IEEREEN
AWS T P BRG] 1718 BE . 8 AT DA R A 771 P SR B SR SL VR X 124k R Y LA AR

FH

- FEFEREES IAM policy

« Amazon ECR FHFAE 77 FE KB R Al

 1£ Amazon ECR iR EFAE 7 FE R = B3

1 B 170 API R 2015-09-21 36


https://console.aws.amazon.com/ecr/repositories

Amazon ECR AriEE

F#EEREES |IAM policy

Amazon ECR #Zfi FEEREE 2 |IAM policy By —EB% , XLEREET A TEREIX £/ Amazon ECR i FE
#9i5E. IAM policy EB%E A TR A4 X ZA Amazon ECR BREHINR , Bt B F 4 ERRN
i,

EBERMEEA P RA TR ERERTHRIEN , FEEHERA Amazon ECR 124 E %8 1AM
policy. 40533t 7 AE SE B 70 VP 5L FAL P S S HUAT S MRAEE BT 1AM policy 548 ELHA (T IR
(RRER) , WSS ZRIE, BASAERBEIEEERR IAM policy 2 —HRBHTEMRIEY
WA, MABER B AR T RRAEN T,

/A Important

Amazon ECR EXRAF B MNEE IAM policy A ecr:GetAuthorizationToken API , &
BT REFTEM R A1T B B RALH XEE Amazon ECR F# EH X RIBEEEE B, Amazon

ECR it T Z/MNHEE IAM RESRIZFIFTRERBNNWAF R, BEXEZEER , HSH Amazon
Elastic Container Registry &F & 13 8 5k #& =l o

BT LAME R IX AN R EG R B 2 — SRIZHIX BN RN TIR , AT REIH AR

LRBIERT —4 Amazon ECR R , ZRBATEMIERF A FRERFHRERNNS
B

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ECRRepositoryPolicy",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:usexr/username"},
"Action": [
"ecr:DescribelImages",
"ecr:DescribeRepositories”
]I

"Resource": "*"

1
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}

LERBIERT —4N IAM policy , ZRBEAKIESELEAMERNER , 5ZERERARESHEREKEERE
NEWEE (HFEEENTE ARN #87E), X Amazon Resource Name (ARN) EXHWEZEL , F5
57 B

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowDescribeRepolImage",

"Effect": "Allow",

"Action": [
"ecr:DescribeImages",
"ecr:DescribeRepositories"

]I

"Resource": ["arn:aws:ecr:us-

east-1:111122223333:repository/repository-name"]
}
]

Amazon ECR FHFAE 77 FE R B 7= 51

/A Important

L TUE LR FEERE R SENAT Amazon ECR #AB 7@ . MRERES IAM 44
BEA  XEFHEERBRTEERETHE , BRIFH#TER , & Amazon ECR FEEFEEENA
Ro AXRMAREFRERBNESEE , FSHE Amazon ECR HiREME FRERKE
EO

Amazon ECR Zf&FEREE = |IAM policy B —7 , XEREKET A TR £ Amazon ECR
i E. |IAM policy BE AT N A4 X EA Amazon ECR IREWR , Bt 7 A FR4I3 S ERRN
. BXEZER , BFSH FHEXRKS IAM policy.
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LA 1t BE R B R B2 7R 7 AT A T2 %I3F Amazon ECR FAH 176 FERY 15 R BRAY A PR = BA .

/A Important

Amazon ECR ERA P BEET IAM policy 1 ecr:GetAuthorizationToken API , &
BFREXEM R T E HBIEHMEE Amazon ECR FEH AR EREEZER K. Amazon

ECR 2t 7T Z/MNHEE IAM REEREZEHTRRANNVAF R, EXEZELR , HSH Amazon
Elastic Container Registry &F & 13 # 5K B& R4l

™ RE—ABSZAN AR
AT il B SR B R VF — DB R P [0 f7 i B HE S M 7 B R BUAR (R

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::111122223333:user/push-pull-user-1",
"arn:aws:iam::111122223333:usex/push-pull-user-2"

]

},
"Action": [

"ecxr:BatchGetImage",

"ecr:BatchCheckLayerAvailability",

"ecxr:CompletelLayerUpload",

"ecr:GetDownloadUrlForLayer",

"ecr:InitiatelLayerUpload",

"ecr:PutImage"”,

"ecr:UploadLayexPart"

]I
"Resource": "*"
}
]
}
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R RVFE AR
LAUT 16 FBE SR B R VP EIK P X LR

/A Important
R TRNIKF SIS At 27 EERMHXE , SNFRESEIR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCrossAccountPush",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:CompleteLayerUpload"”,
"ecr:InitiatelLayerUpload",
"ecr:PutImage",
"ecr:UploadLayexPart"
]I

"Resource": "*"

LTE#ERKAFEERAFPNINER (pull-user-1Mpull-user-2) , BITRHEX 5 —NEME
FERSELHRMNER (admin-user ) o

(® Note

NFEAAZEFNEERNFREERR AWS BEEEGHA |, &1 LA A set-repository-policy
AWS CLI 5% M KB
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Amazon ECR

RAriEmE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:usex/pull-user-1",
"arn:aws:iam::111122223333:usex/pull-user-2"

}I

"Action": [
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource": "*"

"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/admin-user"
}I
"Action": [
"ecr:*"

1,

"Resource": "*"

Gl LR
LU 1708 B SR SRR PR K P PR (9 P AR P SRR AR

JSON

T ik o SR RE R )
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "DenyPull",
"Effect": "Deny",
"Principal": "*",
"Action": [
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource":

myn

R BREIFTAETE IP ik i 15 [ A PR

AT RBIELE mEAT A P 42 572 5L TR B 45 7 th 4156 Bl B9 77 BE BN B 1T 4210 Amazon ECR BRI
PR o

WiBEAFRNRHFHEE T RFW Internet AR 4 (IPv4) IP thit 54 .240.143 . *SE5HE,

ZConditionREFANotIpAddress&H-Maws:SourcelpZHig , BER— N AWSTSEE MM
B, AXXERXMGBNELELE , SR AWS £REXH L T8, Xtaws:sourcelp IPv4 EFEA
AR CIDR RZE. BXEZEE , 28 (AM AFERE) F8 IP it R EE/

JSON

"Version":"2012-10-17",
"Id": "ECRPolicyIdi",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:*",
"Resource": "*"
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
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Amazon ECR

RAriEmE

R RVFEDL AWS RSS

LA 724 B 3R B o F AWS CodeBuild 15 [R] SiZBRFE K FTHER Amazon ECR APl #4E, AT R
et |, BRZMER aws : SourceArn  aws :SourceAccount S48 3K PR X VR LE 4% R A LA fiE A X &

/Ch

MR, AREZER

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"codebuild.amazonaws.com"
}I
"Action":[
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]I
"Resource": "*",
"Condition":{
"ArnLike":{
"aws:SourceArn'":"arn:aws:codebuild:us-

east-1:123456789012:pxoject/project-name"

},
"StringEquals": {
"aws :SourceAccount":"123456789012"

HZ @ (AWS CodeBuild AF1#E®) CodeBuild##) Amazon ECR =4,

T ik o SR RE R )
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https://docs.aws.amazon.com/codebuild/latest/userguide/sample-ecr.html
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£ Amazon ECR Hi& EFAE F i FE R I = 85

BRUBRBUT S RPN FEERNMNTEREEH, AWS BEEEHE SN NMeEEI NS
NREEFR, BXRPIEM , 5560 Amazon ECR Y FAHE 17 B SRR R 1o

/A Important

Amazon ECR ER A FEEE IAM policy A ecr:GetAuthorizationToken API , &
BFREXEMREITE BRIEH MIEE Amazon ECR Ef EH A RIBEEZHE M. Amazon

ECRIEH T ZANHEE IAM EBREZHARRINNAFHEE. BXRESES , 28 Amazon
Elastic Container Registry &F & 1389 5k #& =l o

RIE T R B

1. fEhttps://console.aws.amazon.com/ecr/7Z & EE 3T FF Amazon ECR %14,
MNEMER | ERTSEXHIRE KK B 76 FE N X,

ESMBEED , ERTFHEE.

ER@EENHL , EREXHRERBFANTEE  UEFERENRE.
MNEFEESEGIRUBNSMERF | EENR. &E.

o~ 0N

(® Note
MRIEARBINRIAT , FRREL T EREERRIRAEH,

FERENRIE L, EFERINFEH,
XTERABY , MAFHNBR.
NTFHR , EREBEBUFENEREATERABIEL,

NTEEA , BEREFANAZNEE. AXEZEELR , B8 IAM AP ERHH AWS JSON
EWLE T A,

© © N O

- BX&EH Everyone (*) B , I ZEANATARELI S HRIEN AWS AR,

s WFRZZEEA , EERSZEFLABIH (BIIN ecs. amazonaws . com) LUR 7 BF 51 A 245 E #Y BR
%,

« £ “AWS 1kF=” A IDs , EE—1 AWS K5 ( $120111122223333 ) , LU ZKEN A THE
AWS IKF TFRERF . TERES RN IIRIEEZNKF
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https://console.aws.amazon.com/ecr/repositories
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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/A Important
ER TR IKF SIS At 2 7S ERMHNXE , SNUFREER,

o XTF IAM Kk | HEFEEN AWS IKF TENAFHANASEHAS,

® Note

FHFBEAZ N ES N6 EREE AWS BIBREIA | &7 LUE Aset-repository-
policy AWS CLI f5 B iZ 5K #% .

10. JFFiRE , NED AP BRENFIRPIEFR Y N RS BEMN Amazon ECR AP| R2EMNSEE.
1. ZERfE , ERREIREERE,
12. WERNMWENGERHERBESEU LSRR,

£ Amazon ECR H#riCFAB FMEE

N T HBYIEEE Amazon ECR FE |, B LUMER AWS B R FECHW BB BLAFNWHINE
B Amazon ECR B E, 0 , LA LR KR Amazon ECR M EE N —HIRZS LU B IR R IR
NEBENRES,

REEARAIR

FREX Amazon ECR EEEMAENEN , NERERFRARHITHFT. FET2BH7HERR. &1
LS SAR L BIE |, I AR BR S RNIRE, BULURENERNIENEZFS , ERTAENE
BAZEE, MREFNPFRENESZES LOERENEMRR , FNERSESIAE, NREMBRE
B, Mz ERE PR AR Z th S R

Al LA{E A Amazon ECR #4|& AWS CLI, #1 Amazon ECR AP| R4 EBHRZ

& /8 AWS Identity and Access Management (IAM) , S8 A3 &) AWS K LR ENBIE, &
BB BRIRZ, BX IAM REEHRNIRZEMELR |, ESHthe section called “FEHAE TRZM T RIZEF,

FRiC IR AME T 1T 5%

&7 Amazon ECR FERMARSHERKANMEAXRBRER S ANLEEEER AT NEEEHL,
BXREZEEL |, E5H Amazon ECR AE#R%,
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https://docs.aws.amazon.com/cli/latest/reference/ecr/set-repository-policy.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/set-repository-policy.html

Amazon ECR AriEE

NMFEERHEARFNEAE , FREAHERERENTRALECNIKERFE, Fim , BATLUREERN
RRARFEMAELNERNFE  RRAAKEEE , UEFEBMRSTFNEAZNARFNE K
Ko BRREFENMENEADTEBENESELR , HSH AWS Billing AFERE N A E KA 2 Bk
==l

Ho

® Note
MREECBERME , WA BE 24 PEEEHANEE.

£ Amazon ECR HAFBE FHERNINIRE
B LURHR SN B FA B FEE .,

BXANZEMNREMENES , B5HA R AWS BFAFER) PHREmE RN ERUKRE
ESNE

B HERIIRE (AWS BEBHE )

$TFF Amazon ECR ##|& , Mt Jhttps://console.aws.amazon.com/ecr/o
MNEmEd | EREFEANXE,

ESMERTD , ERE®E,

EEMEREL , ERERCHERESINEEE.

MREXSE | ERERERE,

EEMEENRSTEL , ERRAMGE, RINFE,
EREEREFRENEL  NEMEEERENE K REERRF.

N o o bk~ 0w N =

BITEREEE ( AWS CLI 5 API ) SRATFRE

BRI AE A AP R ISR B E — 1 AWS CLI HEMFX,
. AWS CLI &% 5

« API #4E-TagResource

AT ROER A ER AWS CLIRARMIRE,

A1 PR EE
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html
https://docs.aws.amazon.com//tag-editor/latest/userguide/tagging.html#tag-conventions
https://docs.aws.amazon.com//tag-editor/latest/userguide/tagging.html#tag-best-practices
https://docs.aws.amazon.com//tag-editor/latest/userguide/tagging.html#tag-best-practices
https://console.aws.amazon.com/ecr/
https://docs.aws.amazon.com/cli/latest/reference/ecr/tag-resource.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_TagResource.html
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LT mhric F e E.

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tags Key=stack,Value=dev

=™ 2 ERZ MRS TR E

LT = MR RN 768 e

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tags Key=keyl,Value=valuel Key=key2,Value=value2 Key=key3,Value=value3

I 3 B AR
LT w5 5FEEXRBRIIRE,

aws ecr list-tags-for-resource \
--resource-arn arn:aws:ecr:region:account_id:repository/repository_name

Bl 4 BIERFHEEHFMRZ
DTS IE—NEN test-repo NEHEHFMEN team, EH devs HIFE,

aws ecr create-repository \
--repository-name test-repo \
--tags Key=team,Value=devs

£ Amazon ECR H \FAE 124 FEM BRIF X
& 0] LAMFLAE F4% FE b I BRIR X,
BENLBEEEEDRBRRE (AWS BEEZFHE )

1.  3TF Amazon ECR #£#|& , Pt R https://console.aws.amazon.com/ecr/o
2. M&mEd  EREFANXE,

3. EFMEREL , EHPEMNPRIRFEH 176 SIS EE.

4, MBREXHED  EEFHEERS,
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https://console.aws.amazon.com/ecr/
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5. HEFEENRENEL , EERE,
6. ERBEEESSTEL  EEEMERNEMIEN N , RAEERRE.

ENLB T EPRBRIRE (AWS CLI )
EAI AE A SR API ilBR — 1 AWS CLI Z MR,

« AWS CLI -BUB#RIE B R
- API #4E-UntagResource

AR RBIER T S{AIE A AWS CLIMTE A BE il BRARE .

aws ecr untag-resource \
--resource-arn arn:aws:ecx:region:account_id:xepositoxy/repository_name \
--tag-keys tag_key
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https://docs.aws.amazon.com/cli/latest/reference/ecr/untag-resource.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_UntagResource.html

Amazon ECR AriEE

Amazon ECR F A B IR &

Amazon ECR £ FAE % EE P 774# Docker B %, Open Container Initiative ( OCI ) BR{&F] OC| & &
¥, EAILAER Docker CLI S Bk RE F im M IF i FE # X MR EVG B

& Bh Amazon ECR X} OCIv1.1 WX , BAI LA E#FEER OCI 5| A< API EXWSEM#H, T
HEEZE. REYWEER (SBoMs), Helm B&, HBERMEH, RBRMGNEHABZESR £
e, HERN BIMMRGHTER | ZREBEEFEFHEBENRS,

£ Amazon ECR B A ZE 1 M Amazon ECR I\ BEZ#ESRRIRZZMEfa4 mmEBRM T M
AEREXEEXNBENTE, BANARMELEENEZEER , iHSH AWS Signer Developer

Guide ##Y Signing container images,

£

« [FBRGHEIXE Amazon ECR A EHEE

« M Amazon ECR FA B 77 FE T I B & M H g 44
« 7£ Amazon ECR H&EEMBIFHER

« M Amazon ECR FAF 77 B P G IR BN 8 Y A b IR 35
+ $2E Amazon Linux B85 &

+ MIBX Amazon ECR H#IBR &

+ 7£ Amazon ECR A E&E A

« EFH5i2 Amazon ECR FHYBR &

« BhIEBBHFRETE Amazon ECR HiFBEE

« Amazon ECR FH BB GEERA X

« f¥ Amazon ECR B &5 Amazon ECS £&FH

« f¥ Amazon ECR Mg 5 Amazon EKS £ & H

FHR G HE 3= = Amazon ECR FAE 174 &

IBALURF Docker 4515, &8 %]k F Open Container Initiative (OCI) S5 A R A W4 HIA TRV FL
BEME,

Amazon ECR A 7 —f G ENmEEH R EMEMEN T E, BIELZNAEEIMREEFTE
EEHIEE AU EECIMRIBEXEMNEBERARKFAH#ITES, BXEZEE |, 55 H Amazon
ECR A FAE EMRIRE,
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https://github.com/opencontainers/distribution-spec/blob/main/spec.md#enabling-the-referrers-api
https://docs.aws.amazon.com/signer/latest/developerguide/container-workflow.html

Amazon ECR

RAriEmE

® Note

MREHALF EEHNESG , N ZBGFEIMEHNEATRER, BXEANREEEGH
E%ELR |, {55 E7% Amazon ECR /B S .

ES ]

o SR HEIEZE Amazon ECR FAE 2 ER IAM R

« ¥ Docker B & ¥# 3% 2] Amazon ECR FAH 1Z& E

- HZRMRGEHIEE Amazon ECR FAE 7 E

o ¥ Helm B &R #*%ZE| Amazon ECR FAEF#E

R G HEIX E Amazon ECR FABEEER IAM R

AP EE/RMREHEIEE Amazon ECR B FM#ER IAM R, REBRFRENRARERR , B

RPN EFEERN T ENR,

1838 V] BARR T X4 i 1k B 9 13 [R1 A BR o

RAFZFBIERENTE , OE#IERENEA Amazon ECR FEM&FR#EITH BRI, Amazon ECR
RHET 2R AWS RERBEREGHTRARINOAFHRNR, BXEZEEL , HSH AWS Amazon #

HREREMRVIEE R

FERAUBIEZBCH IAM R, UUT IAM RERFRREGHIEISEFHEEMENNR. ERFIBE
R EWR |, F A E M ER TR Amazon BIRE R (ARN),

JSON

"Version":"2012-10-17",

"Statement": [
{

"Effect":
"Action":

"ecr

"ecr:
"ecr:
"ecr:
"ecr:

"Allow",
[

:CompletelLayerUpload",
"ecr:

UploadLayerPart",
InitiatelLayerUpload"”,
BatchCheckLayexrAvailability",
PutImage",

BatchGetImage"

FREEHY IAM 1R

AP kg7 2015-09-21 50



Amazon ECR AriEE

1,
"Resource": "arn:aws:ecr:us-
east-1:111122223333:repository/repository-name"
}I
{
"Effect": "Allow",
"Action": "ecr:GetAuthorizationToken",
"Resource": "*"
}

AT 1AM SRS 352 T 1 BRGHEXR B PR 7 4 FE P B VAR o

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:CompletelLayerUpload",
"ecr:GetAuthorizationToken",
"ecr:UploadLayexPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"

]I

"Resource": "arn:aws:ecr:us-west-2:111122223333:repository/*"

£ Docker B i% 2] Amazon ECR FAE ZEE
BB LAE A docker push s S AR BB #EIAE) Amazon ECR 7 &,

Amazon ECR & X # | B M X A T Z R ARG HEY Docker BE IR, BXRER , BSHAHFZ LB
5% E] Amazon ECR A B 7t B

#E3% Docker MR & API iR 2015-09-21 51
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#3% Docker 4183 Amazon ECR 12 E

HEIEHIERBZ AT , Amazon ECR FREEMLAFE , FELTNE N FREVNEER, BXESEE

s

FI63 Amazon ECR B EFELAFHMRENA TR EZFHNE, #HANGIBNE HIRERR

B2 AY 17 f FE IV R AR

1.

O E O XSS Amazon ECR MR IUE Docker B iH & 19, SN EIEMRIKE
BRSHE  SHEE%RERN 12 Mt. BXESZEER |, 555 Amazon ECR FMFAE XM RS ALK
iE.

E3t Amazon ECR SEMFRREIE Docker , 21T aws ecr get-login-password @5, N & RIE
ThE&ZIELS docker login T AT , fHE AWS AERF R , HEEEXNH#ITH A RIUEA Amazon
ECR JEf&R URl, MRX ZAEMKRFTHMEIE , WARERNBNEMKREEZT T

/A Important

MBUWRFIEE  BREREFIZIFRAN AWS CLI, BXxEZEL | 555 (AWS
Command Line Interface FAF#ER) I Z % AWS Command Line Interfaces

aws ecr get-login-password --region <region> | docker login --username AWS --
password-stdin <aws_account_id>.dkx.ecx.<region>.amazonaws.com

MREEHEIREIMRP E T EFELNEGEFRE , HELCELEN T FHEFEIEER , WAL
158 FA 170 o 0 B AR AR Y B SR A PIT 35 BY 176 FE B AR X BR B . ECR HE R 708 6 BEAR Y FUE
MREH N BEFEE,

MREXBENEENFEECNEER , WEBCR-MERE, BXESZEE , EESR ATE
HESFNE, AN IRHE HIRERR 62 74 FRERSK 812 Amazon ECR A B FHEF
LR R,

RBIEHIEN AT K. Z1T docker images B HREFHBRE R

dockexr images

A EERN S SR EPERZrepository: tagEHE % 1D K23 E &,

B EMFEAN Amazon ECR AR, FHEMNTEESGRIBEMASHRICENESR, EMREX
HNaws_account_id.dkr.ecr.region.amazonaws.com. FEEBHRNEENEGUENTE
E—H, MREBREGIFRL , BITHBERZ R latest,

#3% Docker M5 AP kg7 2015-09-21 52


https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
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BURRGIRF ID 9 R9 2 3t B AR 10

e9ae3c220b23Raws_account_id.dkr.ecr.region.amazonaws.com/my -

repository:tag.

docker tag e9ae3c220b23 aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:tag

5. {#/ docker push fn S HEIXE S :

docker push aws_account_id.dkr.ecx.region.amazonaws.com/my-repository:tag

6. (W) BXES Step 4 M Step 5, MEBRAEME MRS I IFIX LFRZHIZEF Amazon ECR.

T Z R IR G HEIZ E] Amazon ECR FA B 17 1&

B S MHEIE Docker JER IR |, WA LU Z R WIRGHIE T Amazon ECR B E, FHEIKREE
BEE—NMNHEZNMNEBRBHUEBNEGRIR, KZHBEILT , BRIXRENEHMEEYEEERTAE
BERSHEHNREGOEN, SHIRFEMVETR, BXESZELR , 1§51 Docker 5%,

BRYIRA LG E M Amazon ECR B —# 7 Amazon ECS £5E X 5 Amazon EKS Pod #5EH 18
=51,

FRFA

« £ Docker CLI H , FFIESEM M TheEE, BAXZRMIIEENEER. , BS W Docker XHHHH
Experimental features.

- EHEEBRZH , Amazon ECR E#EMLNELE, BXEZEER , 155 the section called “BIE7F
& FE LA R

- TE8IE Docker B 28l , XTUFMGHIAZENFHEE, BXNAHZIEGNER  BS2HA F
Docker B {§# 3% Z| Amazon ECR FAE FE,

22 #) Docker &5 #XE| Amazon ECR Ff4E

1. ME@REEESEN Amazon ECR EMRKIE Docker EFRIHMN B 4. M HNBNEIMRIKS
BRSE , SRAaMER 12 hit, BXEZELR , 55 Amazon ECR FHIFAE IM R I KK
o

XS EMEBR API R 2015-09-21 53


https://docs.docker.com/engine/reference/commandline/manifest/
https://docs.docker.com/engine/reference/commandline/cli/#experimental-features

Amazon ECR AriEE

EX Amazon ECR JEM TR Docker , #I1=1T aws ecr get-login-password . {5 & 0K 1iE
ThE&IRL docker login TR , fHE AWS AERF R , HEEEXNH#TH A RIUEA Amazon
ECR JEf& URl, MRX ZAEMRFTHBRIE , WAAERNENEMREEZT T

/A Important

MBWREIR  FREFEHRIEFTREHN AWS CLI, BXEZEER | H5H (AWS
Command Line Interface AF ) FHZ%E AWS Command Line Interfaces

aws ecr get-login-password --region <region> | docker login --username AWS --
passwoxrd-stdin <aws_account_id>.dkx.ecx.<region>.amazonaws.com

2. FEFHEFHRESR , BINEERE,

aws ecr describe-images --repository-name my-repository

3. Bl Docker /B8 %Ik, manifest create T RIUGIANBEGRRETEFEETENEMEES , H
EARMBIEFE,

dockexr manifest create aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository:image_one_tag aws_account_id.dkr.ecx.region.amazonaws.com/my-
repository:image_two

4. (Wli&) ®E Docker iFH IR, XELREBWINERIIRFSIANENEGBFTENKNNINBE,

docker manifest inspect aws_account_id.dkr.ecr.region.amazonaws.com/my-repository

5. f¥ Docker j& 8 5l &R #H X B|EH Amazon ECR 126 .

docker manifest push aws_account_id.dkr.ecr.region.amazonaws.com/my-repository

45 Helm B R #EIXZ Amazon ECR FAEEM#EE

& A LA Open Container Initiative ( OCI ) #3#4#£3% E| Amazon ECR F#EF. EEFILIIEERN RHAI
BEAUTSERE Helm B&RH#IEE Amazon ECR,
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html

Amazon ECR AriEE

B X TE Amazon EKS Hf£EH Amazon ECR & H Helm RBXRMWE L , FSHEE Amazon EKS £
ﬁ%’:‘é Helm 13;20

¥ Helm Chart #3% %I Amazon ECR 7%

1. REZWRAER Helm B iR, XLESRIZFMEA Helm kA< 3.18.6 mwEMN. EE Amazon EKS
X #FHY Kubernetes iR A5 A , BEM Helm IRZA 3.9 REBHRA. BEXESZEE , FEHEE

Helm,

2. FERUTHREEN Helm Charte BXREZEE , BZH Helm X1 - Al'l,

a. BIBEN helm-test-chart B Helm Chart 5Bk templates B ZHAR,

helm create helm-test-chart
rm -xf ./helm-test-chart/templates/*

b. 7£ templates XX A 6IE ConfigMap.

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
apiVersion: vl

kind: ConfigMap

metadata:

name: helm-test-chart-configmap
data:

myvalue: "Hello Woxld"
EOF

3. TER%. MRS EEEHIE Helm Chart HEANITEERN LA,

cd ../..
helm package helm-test-chart

Output

Successfully packaged chart and saved it to: /Users/username/helm-test-
chart-0.1.0.tgz

4. QIBFMELFM® Helm Charte FRENBMNSI IR 2 eI Helm Chart B #9 & FRIT
Bi. BXEZEE , 51 812 Amazon ECR B EUFHEMR K,

aws ecr create-repository \
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https://helm.sh/docs/intro/install/
https://helm.sh/docs/intro/install/
https://helm.sh/docs/chart_template_guide/getting_started/
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--repository-name helm-test-chart \
--region us-west-2

5. WEmEH#IX Helm Chart B9 Amazon ECR ¥R IE Docker iR B 19, SO =N EM
RIRBERNTHE , SEERHR 12 /Met, BXEZER |, 55 Amazon ECR FHRFAE FMFE
%ﬁgﬂﬁEo

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

6. A helm push i #i% Helm Chart, % N /@%E Amazon ECR & URI fl SHA B E,

helm push helm-test-chart-0.1.0.tgz
oci://aws_account_id.dkr.ecr.region.amazonaws.com/

7. ¥ERER Helm Chart,

aws ecr describe-images \
--repository-name helm-test-chart \
--region us-west-2

S | B artifactMediaType S¥IsREBWHIFIHRE,

{
"imageDetails": [
{
"registryId": "aws_account_id",
"repositoryName": "helm-test-chart",
"imageDigest":

"sha256:dd8aebdda7df991a0ffe@b3d6c@cf315fd582cd26f9755a347a52adEXAMPLE",
"imageTags": [
"90.1.0"
1,
"imageSizeInBytes": 1620,
"imagePushedAt": "2021-09-23T11:39:30-05:00",
"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json",
"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"
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8. (i) ABEXxHMER  FHLLE Helm ConfigMap HFFAEER Amazon EKS, BXEZELR |, iF
2 # £ Amazon EKS £ Z % Helm Bk,

M Amazon ECR #5785 17 fifl & A il R & M H w9 4+

EAILAE A ORAS & im 5l i A Bk Amazon ECR FAEFEPNEEMAEMSI AREMH4. BIRE
BMEAL S| A4S ERIR G 77 XKLL (FSH BBk Amazon ECR HRHIMRE ) o LA 2F 44
MERE B AE

E{#H ORAS CLI EER G4

1. RENEIE ORAS & ik,

BEARENEE ORAS BEFIHMNELR |, 1§51 ORAS XAHH Installation,
2. E%|HH Amazon ECR BMEE AT A4 |, A oras discover , FEMLEBREGEF

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

el VR

111222333444 .dkr.ecr.us-east-1.amazonaws.com/
ociesha256:88c0c54329bfdc1d94d6f58cd3fchb1226d46F58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature
### sha256:387c10c1598eel8aae8ldcfc86d0d06dll6e46461d1lc3cda8927e69c48108c42
### sha256:6527bcec87adf1d55460666183b9d0968b3cd4esbc34602d485206a219851171

3. EfFH ORAS CLI MiBrER , i EHIFFR , BHIATUATHS

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598eel18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42

el VR

Are you sure you want to delete the manifest "111222333444.dkr.ecr.us-
east-1.amazonaws.com/
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oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42" and
all tags associated with it? [y/N] vy

4. $Ey. MR,

FEHEE K I B ) 7R

MREAMBR (BRI ERNER ) KU, WSHIARULTRRA B,

Error response from registry: failed to delete 111222333444.dkr.ecr.us-
east-1.amazonaws.com/
0ci@sha256:387c10c1598eel8aae81ldcfc86d0d06dll6e46461d1lc3cda8927e69c48108c42:
unsupported: Requested image referenced by manifest list:
[sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b]

MERTE OCI 1.1 K6 Z BUHEEAVERBREY | ATREQ R AU MR, MEERPFLR | ST M BR 5| B iZ R &
RBR , RESREMBRIZRE , TR -

1. ERBRSERRIERREKNBE  HRA

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f0@8efccl66d6775f9b74943b5b

a0 tH A A0 R FROR

Are you sure you want to delete the manifest
"sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b" and all
tags associated with it? [y/N] vy

2. By, NMREER,
3. BRHEXKRE , BALMRES :

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42
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BMEHNMUWTAR : &y,

Are you sure you want to delete the manifest
"sha256:387c10c1598eel8aae81ldcfc86d0do6dll6es6461d1lc3cda8927e69c48108c42" and all
tags associated with it? [y/N] vy

Deleted [registry] 111222333444 .dkr.ecr.us-east-1.amazonaws.com/

0ci@sha256:387c10c1598eel18aae81dcfc86d0d06dl16e46461d1c3cda8927e69¢c48108c42

4. EERLERBOMBR , FEA

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

WMENWOTRR

111222333444 .dkr.ecr.us-east-1.amazonaws.com/
ociesha256:88c0c54329bfdcl1d94d6f58cd3fch1226d46F58670f44a8c689cbh3c9b37b6925
### application/vnd.cncf.notary.signature

### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

£ Amazon ECR A EFMBIFMEER

EMEHEEEER  TUEEREL. FafnitasamT :

.« &% URI

- BHINE

- MR ARR

- BERRR

- FERS

. EHBHIA/ (B MIB F#14)
o GGHEA B F 0 EE AV A A

- EFIRFS
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EEBRIEMED AWS SBEHA)

1. fEhttps://console.aws.amazon.com/ecr/1Z & FE 3T FF Amazon ECR #1548,
2. MNE&Ed  ERIEEEGMETHEENXE,

3. ESMERTP , ERFMHE,

4. HEBEMEREL 6 EBRESENEME.

5. & “FME : repository_name” TH L , EFEEFHIFHAEFEENESK,

M Amazon ECR FA8 7 i# FE F R IR E B Y AR b I35

MR F L= 1T Amazon ECR AR A F#Y Docker 1% , AT EAEA docker pull S5 S HIZIEI AR i IRE,
BT LMEBRINEM R EE M AWS K R BREYEM R P IIT IR E,

E & Amazon ECS F&E X A {EH Amazon ECR &% , 53 . ¥ Amazon ECR &5 Amazon
ECS £48#H

/A Important

BIEERMEFHENEG. LTENEFHNEG  RARFRERE]. BxFENREEK
MWEZER , HSHE Amazon ECR HEHE .

/A Important

Amazon ECR ERFH P BREE IAM policy A ecr:GetAuthorizationToken API, &
BF R EM R 1T BB RALH MEE Amazon ECR FEH X RIERIEEE B, Amazon
ECRIEH T ZH AWS RE REREZFHFRRBINWA /B RMNR. HX Amazon ECR AWS #
EXMBNELR , HSHAWS Amazon #EE R EMERITE T,

M Amazon ECR & E1RH Docker &1

1. FEH Docker B imEIF B EMNFIRIVE BRI Amazon ECR JEfftR. SN BN EMERIKSE
BRSE , SEMENERN 12 hit, BXEZEER |, 5 Amazon ECR FHFAEIMER S HEK
U,

2. (A&) R ERINVERK.
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«  TILAME aws ecr describe-repositories @5 5l HEM R P IE 6 FE

aws ecr describe-repositories

FERECEMRE —NEB I FME Eamazonlinux,
- TALAEA aws ecr describe-images S IR EHEF NG

aws ecr describe-images --repository-name amazonlinux

RROIFEEEEEIRE latest 1 2016.09 WEHR , A BEBRBENR
sha256.f1d4ae3f7261a72e98c6ebefe9985cf1®a®ea5bd762585a43e®7®®ed998638®7°

3. M docker pull s FIREVER. BBRBMIERRBN registry/repository [:tag] AMEEIR
ZIRE , WA registry /repository[@digest] LAMBRBEERE.

dockexr pull aws_account_id.dkx.ecx.us-west-2.amazonaws.com/amazonlinux:latest

/A Important

n R R E repository url not found: does not exist or no pull
access $5iR , BREEE R Amazon ECR RiF&H Docker B ik, BXEZEE | &
2% Amazon ECR R FAE EMER G HRIE.

$2HL Amazon Linux & 855

%2 Amazon Linux RS E G EHEAHE Amazon Linux AMI REERN A 4EMEE, Amazon
Linux BeBR&1EN Docker THERFHNEARMEG | WHAETMAREH, WREFIT S Linux AMI A
FI DA RAER EC2, NAIUEATLDE Linux BEGNNARFEHRHITESRL.

BT LATE AR FF & IR E R E ) Amazon Linux ?é‘:%% E SRS Amazon ECS S R AR FH#IX
B AWS £ Amazon ECS, BEXEZELR , 51 I Amazon ECR M{&5 Amazon ECS &4
.

Amazon Linux B858& %7 Amazon ECR Public 1 Docker Hub F 8, E3X% Amazon Linux &2%
MG 3 | BEE AWS FFE A G12E.
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M Amazon ECR Public #3#2Hl Amazon Linux Be3& %5

1. JHEH Amazon Linux Public St &R ## 4T Docker B 5K, WIFSENEXRER 12 /0
ife BXEZELR |, 1§34 Amazon ECR FWFAE M & FHKILE,

® Note

MARAS 1.18.1.187 744, AWS CLI A2 HHE ecr-public i , B2 , RIBWUEAK
¥ThRAS AWS CLI, BEXEZEE , 555 (AWS Command Line Interface AF1ER) &
M %% AWS Command Line Interface.

aws ecr-public get-login-password --region us-east-1 | docker login --username AWS
--password-stdin public.ecr.aws

BRBE— (T R) RBITHRRITAEXLRERE

Login succeeded

2. f£H docker pull i8R EX Amazon Linux B88%%. E7# Amazon ECR Public Gallery #&%&
Amazon Linux B8541& , 25 Amazon ECR Public Gallery - amazonlinux.

docker pull public.ecxr.aws/amazonlinux/amazonlinux:latest

3. (FIE) EAXRMIEITERR.

docker run -it public.ecr.aws/amazonlinux/amazonlinux /bin/bash

M Docker Hub $£EX Amazon Linux B85 &

1. f£H docker pull a5 #2E Amazon Linux BEFHE %

dockex pull amazonlinux

2. (HiE) EERMIZITER.

docker run -it amazonlinux:latest /bin/bash
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ffi B&k Amazon ECR H Ry {5

MREERERRS , TUNFREEFRERE, MRELERERFEE | TR RENMEFEUAREH
MBS G. BXESEER , HZH £ Amazon ECR FilBRFAE FMEE.

ERFINBREGNERSZE , BULCIBEEHELEGRAPRE  UEFFIEHEEETERNESD
BAHERE, £SRNRREINTHRERE, EXEZEER , ESH £ Amazon ECR FER L AH%K
B B 3B R,

® Note

MRENFREREPISESRE , HP —ERERE Amazon ECR X#F OCI v1.1 ZBIHE
By, WELELZLXBEOTINRERSIFFLTIR, Bt , HEMER OCI vi.1 ZBIRTHREK
Y, ATRET/ EFAIMIER 5| A ZBRGR VB 2 5 R = el BRiZ A 1

BB (AWS HEBI2A)

1. fEhttps://console.aws.amazon.com/ecr/#Z & FE T F Amazon ECR 2§ &,

MNEfEd | ER T2 ERBRBEGHN X,

ESMERTD , ERE®E,

EREEFENEHL , ERTEENBRNEGNTFEE.

£ “F68FF : repository_name” MH L , it P ERRIVEGEEN N EIERE , AEERE “BIER
ERBREGNEREF , RILEENEG 2D NEMER , REEERR.

o a0 kA W DN

T BREE B (AWS CLI)

1. JEFRETHNER, TRENEEFEFTRERBEUARMIRENIIR, THIRENRERNER
REREE,

aws ecr list-images \
--repository-name my-repo

2. (Wik) BIEEERBREGHXBRRERDBREEGNEMIFTENITE, NEGDH RS E— MR
£E , afRZ&ER.

aws ecr batch-delete-image \
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--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2

3. BUEERGHENBRTIHREIAITIRENGR. EELSIARGRERNREGN , RERERFR
B EH WM ER.

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE

ERBRZSIMRE , EUUEBRPEESMREREHERBE,

aws ecr batch-delete-image \

--repository-name my-repo \

--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE

£ Amazon ECR R 1ERE H

ECR FHEF#RBIRMTA?

Amazon ECR HRF#RXR —MHBFME , THATHFERERHBEKR, KEHNF#H. Amazon
ECR R MK

- ECR#r/HEFMRR — 2F B HAENERNMIAEREKS] .
- ECR F#RFM#EX — —MERANEFFEXS , ERTRLGREN TEARFIKBSEMTEREN
B, SATRKEEGRENIMEFMERIMAL  FEEERITUNRBRETERR, BXREAH

EMEE , 152 % Amazon ECR E/1»

EHEHER , CEFMER. Bk CTARBLHAMAN , BEUATREEHERER -
© BB R

+ B L RHERER A AR A0 B

- BRETHBERE

BT LRRERBEN ERBFEEENREREXKARBR. BXEZER , 55 W £ Amazon ECR
o {5 A 4 an B B SR B B BB IR AR IR
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WA LAEA Amazon ECR £ #1587 #E & , & AWS CLI, BXEZEER , H5H FLHE&,

LHEFTERBEAFEEGE , AUNHIRE S ECR IRAERFMES. BAILUMIt ECR 27 20 784K
REBRSG, RENWEBRNITHEMBENEGRL , METKEAIMLEER, RENEGZHHE, EF
MEHEEFELEGAPRBENAIR, BXESEE , F5H REESK,

ERETSEE

BRI LAE A Amazon ECR B 4|A FHF/AE & AWS CLI , A A ERE G EASEREFHEG. Y
R GERET -

- BEEBEENMEMER,

- TERINEMNES, EIEABRGNIERSEAK , HHIT 404 (iR,

- BARTENEESG , BRI LUER describe-imagesan S5 H# {TH#A | th o LAEAlist-imagesd
THH. BERAFERNARCHIVED,

- FEHEGHNREFHERA 90 X, BT eEHE 4 a5 3 H KBSk iR 2 A4 B 2 F 90 RWE B, W
REXTPREERNE DT 90 RWE S , MFEEFEA batch-delete-image API , BERFEZR 90
R B 58 71 Bt [ 49 2%

- BEETEFHENEN “FREEE RUFH (NIFREREDEFEET —KEBEN , ZRTFF
SHI;) .

- BEFHERECFRNEGIHEGEREEINFEE , TLFEGRENFHRE,
- MREFEEELEGEHR , REFHNBSOERRESG , WiZE GBI,

AWS BB &
FHEEG

1. fEhttps://console.aws.amazon.com/ecr/1Z & FE FFTF Amazon ECR 2 # &
EShES , 2RI EEFHEBENE®EENXE,

ESMERTD , ERE®E.

ERFEFENHL  EROEEFENBENFEE.

EREFMNESR. SFER BRIEFESE

EEMEG , EEE Y R, AEHIRTRENER N

MBEXRFHEEPHE KEFEEG , WEHIA - MV FEEGEDF , AT IS EEN
B, MREEEMEFENEG , N ILESRFERINENZETRF,

N o o k~ w0 b
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AWS CLI
FHEE®
f#£ Fupdate-image-storage-classin =B fF B G K EH NARCHIVE :
aws ecr update-image-storage-class \
--repository-name my-repository \
--image-id

imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE \
--target-storage-class ARCHIVE

ERAE AR FEER

U EREGRARRBEANCEREEMNAN | LB ERE®R. EHEABEEBATEREBEIUTR
HEHERER

- BB BEEIE AR B [E]

- BLXRAEE S KA E

- EREEIRTHNFEREGREK

LR AHEREHREEEN ERGFEEENAEREXKAMER. XIS FHERENLESRE
HRMNESFEENRE , S F1E Amazon ECR H{ A 4 @i A B K B B 3 MR,

(® Note

FHEGNRETFHEERN 90 X, ST RERLE 4 o7 /3 H 58 B SR R 7 148 (8 2 F 90 Ry
B, MREXTMBRFENELDT 90 RBB R , WFEZEMEHA batch-delete-image API
BEFERR 900 RWREFHERE,

£ A describe-imagestn T AR GAY , FRAEBRimage-statusW{ENARCHIVED, ZAILATFER
fimage-status AMREFEFHEGIREFEIERK,

e &

MEFEEGE , M ECR FHEFMEBE ECR IMEFMHES, MESNEBGIEGFATMRRRK
%R, METENITHIRES QIEFRER R ERNRMEREL

MEEE
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Amazon ECR ArfEm
- RETRE , ZREEAIHNE, MEBEEFE 20 24 , BEXHEEABEER,

- MRNEFRERAT RN, WEHERENER, W BEENZN0EHE BRI
Ao

c MENFRERETES , WORERENSATES , NERNREFREH.
- REENEGRESENHBEKRIIERS.

MERGEEFTE 20 74 , ETKETEATRERER, AERERTES , REDLTEERS , #IRETX
ZBIFER L.

AWS EE#EH &
e e FHENE &

1. fEhttps://console.aws.amazon.com/ecr/7Z & FE 3T FF Amazon ECR #1154,
EEMmiEF , BRI EMENFHEERGN 76 Er X,

ESMERP , EREF/E

ER#EFENE L, RO FEEREBNEEE.

R FREGET,

ERERENFRHESK,

HE RE” HEINERRE,

FEMETH. METHKE , BEFHIAEESEGIRP,

© N o o M~ w b

AWS CLI
hE e FHENE &

f#£ FAupdate-image-storage-classin &8I 5 17 14 B & iy 77 & 2 E#T 9 STANDARD :

aws ecr update-image-storage-class \
--repository-name my-repository \
--image-id
imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE \
--target-storage-class STANDARD
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£ Fldescribe-imagesin SR B BGET , EEMRENERBRSLE o image-status fACTIVATING, &1
LAMERERERBinage-statusACTIVATINGIAE & M al EERE KB %,

MEFHEENS —HHERNRGENMEEAIFME, YA CFENEGREN |, ZEREMA
MR A7 I BR

E 12 Amazon ECR ARy BR {5

f&Bh Docker Image Manifest V2 Schema 2 &% , AJUAEA --image-tag @~ H put-image &I E
MAMBEGFIMIEE, THEMEA Docker MR HEAER , AT EFHRINERS, ¥ TAEER ,
BAURKTEEHRNEGP MRS T W & 5T HATE

EMNEGIMIFE (AWS CLI)
EFEFAEFFICE & AWS CLI

1. {#H batch-get-image R AIRMEBEFRINFENEGNEGBTEHFEBEAXHF, FELERA)
F, FREPFTENRSNEGNBEEHBEAR NNWIREZ EMANIFEST, latest amazonlinux

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --image-ids
imageTag=latest --output text --query 'images[].imageManifest')

2. f£H put-image S --image-tag “IFEBBELEFHIFLE —LKEZ Amazon ECR F, £
eRfls , BEgEIRIEN2017.03,

(@ Note

WMRiZ--image-tagitMELBHW AR R AWS CLI , BARBIZFHRA, BXREZS
8 , 52/ (AWS Command Line Interface A E®E)Y T Z%E AWS Command Line
Interface,

aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-
manifest "$MANIFEST"

3. RIEENFRGHERBTEMMIENES, EATHEHTD , BEEBHL latest M
2017 .03,

aws ecr describe-images --repository-name amazonlinux
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B - (B R) RBTHRITAEXLRE

"imageDetails": [
{
"imageSizeInBytes": 98755613,
"imageDigest":
"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE",
"imageTags": [

"latest",

"2017.03"
1,
"registryId": "aws_account_id",
"repositoryName": "amazonlinux",

"imagePushedAt": 1499287667.0

B ANEBPINIEZL (AWS Tools for Windows PowerShell)
EFAEHFRICE B AWS Tools for Windows PowerShell

1. {£A Get-ECRImageBatch cmdlet SREREEFTR TSN RGERIER | A ZREEATIMEE
E, EROlP  BREDPTERENEGEBEARELESInage, latest amazonlinux

(® Note

MR RS L& B A Get-ECRImageBatch cmdlet , &5 AWS Tools for
PowerShell P8P RIIEE AWS Tools for Windows PowerShell,

$Image = Get-ECRImageBatch -ImageId @{ imageTag="latest" } -
RepositoryName amazonlinux

2. NHEEGWBEEE A$ManifestMEEZE,

$Manifest = $Image.Images[0].ImageManifest
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3. {#M Write-ECRImage cmdlet B -ImageTag TG &E 2 S#Hir&E — 2 ME | Amazon ECR
R, FEHRGIF , BEEIRIEHN2017. 09,

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -
ImageTag 2017.09

4. BIEENFRENERETCMMNIENGER. EUTREFR  REREBIRE latest H
2017.09,

Get-ECRImage -RepositoryName amazonlinux
BAUE—N T R) RBITPRITMEXLEERE .

ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707f4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707f4256d5d497 2017.09

B LE AR E 7E Amazon ECR H# B =

BAUEFEEPTBRETALY , U LEBEREFRE, IFBHREITAEME , IREHEEAN
HREEBREEHEEFHBG  FIRE ImageTagAlreadyExistsException iR, HREFTEH
LEFRMERE, BTEERERETAE , M5 —LENUTF2.

O LAER AWS EERHIA Ml AWSCLI TEAFE#ESINEE#HERERGRSHN LM, EfF
A48 S RONEBEFE | S H 012 Amazon ECR FAE 176 FE LUFE &,

EREIRENATEM (AWS BEEEZFIS )

BRERGIRENTEM

1. fEhttps://console.aws.amazon.com/ecr/7Z 4% FE A $TF Amazon ECR ##1&
2. MNEmEF | EROSERBNEHEENXE,
3. ESMBEKRTHIAEEMRT  EREEMREE,

MRETE “FHEE, FAER BEIMKR URFARE , RGag “FHE
4. HEMAFEREREL  ERENHERERBIRSTEEIRENFHEESMBIR RIEEE.
BERE , ARERETARF#E.
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6. NWTREMEARYE K AFREEEEATHRETESREZ —

- AF  MREGEBZMREHRE , BERLED, BENATEARRNEERENERE  UBR
Amazon ECR AILAEMEFHB G, A K EXEA—EATHRINREER , BRI TREH
BRIIN A E M ARE B RS EABEA (%) kTS MELERE,

« AAE  MREBEHLEBESREFE , MGEFLED , EHEFEAERINREGN , ©EA
TrHREETNAERENEERT,. MREZHEETEUNEREMNRE , Amazon ECR iR E
ImageTagAlreadyExistsException, b9 , BN —EFRATHIRLEARSER , BEF
A AR BRI X AR P AR B S ABE AT () RITE 2 MELIRE,

7. XF Image scan settings ( REAEKRE ) , RELTUEFHEERI NEMPAREEARE R
B, BSESKRREMEIMREFIEEAREE, BIEMEIMREIIEEAHKRE , B
EREBEAWSIEARRNE  ATNATEEARBLEFEENRERY. BXESER , H5H
£ Amazon ECR H MG R EFERHRME.

8. YT Encryption settings ( MFRIE ) , WFRNHEE , ENEREENNRREREFMELEST
B2 BT EER,

9. LERFREFUEMFMERE,

IRERGIRERI AT (AWS CLI )
HIRREET TR SN E
ERAUT S 2 —tIBRBAT TRRENHEGETRE.

« create-repository (AWS CLI) , EGBRGEIRS AT M

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --
region us-east-2

« create-repository (AWS CLI) , EEMGIRE A M HEBRIUIF L R4

aws ecr create-repository --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters
filterType=WILDCARD,filter=filter-text --region us-east-2

* ne@@ w-ECRRepository (AWS Tools for Windows PowerShell) 8 R &GIr&E A3 i

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-
east-2 -Foxce
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Amazon ECR AriEE

- TARGIRE T HHERRTIEEEM ne@@ w-ECRRepository (AWS Tools for Windows PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE_WITH_EXCLUSION
-ImageTagMutabilityExclusionFilter @{FilterType=WILDCARD Filtexr=filter-text} -
Region us-east-2 -Foxce

EFHERENREGIREATEMEIRE
ERAATH T —EFNNAFHEENRERETREMRE,

« put-image-tag-mutability(AWS CLI) EE BB IrEH T

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE --region us-east-2

« put-image-tag-mutability(AWS CLI) #8 REIrE ] B HERR T 888

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters
filtexType=WILDCARD,filter=1latest --region us-east-2

- write-ECRImage TagMutability (AWS Tools for Windows PowerShell) £45 B &R EH 1] E %

Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Force

o HTRGIRE T MHEBRITE T write-ECRImage TagMutability (AWS Tools for Windows
PowerShell)

Write-ECRImageTagMutability -RepositoryName name -
ImageTagMutability IMMUTABLE_WITH_EXCLUSION -ImageTagMutabilityExclusionFilter
@{FiltexType=WILDCARD Filtex=latest}

Amazon ECR I BREFIRE B2 R F

Amazon ECR XEHEUTRBEBRBERR -

- Docker Image Manifest V2 Schema 1 (5 Docker ixZ 1.9 M E R IRAE S FEH)
« Docker Image Manifest V2 Schema 2 (& Docker MR~ 1.10 FE#H AR AE &)
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https://docs.aws.amazon.com/powershell/latest/reference/items/New-ECRRepository.html
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« Open Container Initiative ( OCI ) #38 ( v1.0 F v1.1)

3} Docker Image Manifest V2 Schema 2 By X T2 LA R ThaE -

. BB RNBENRBEAZSIMINRZ,
. X#E1FME Windows BEEHE&.

Amazon ECR & &/5 $ i

£ Amazon ECR H#Ex MIZEVEGET , BN ARSI E iR (170 Docker) N5 MTRH#ITEEUR
ERmTHENBEERAUARER TRV EMRIEN — B,

£ Docker M2 1.9 RE |IHIRAFE G H#EX | Amazon ECR B, B8 £ [ 1FME R Docker
Image Manifest V2 Schema 1, £ Docker 2 1.10 S EFRAFFHE G #IEF Amazon ECR B
BBEEELFEM AN Docker Image Manifest V2 Schema 2,

£ M Amazon ECR R EIREVEBAT , Amazon ECR fREIFHEFMEPHNEHREFEER. XY
FERmEFZARNN , T2FHEED, IREFIEIE#ERFENRGEEEN , U Amazon ECR &
MEGBERRBNEFIREBEMBWEN., W0, 1R Docker 1.9 BEFIRBERNEGELFHERN
Docker Image Manifest V2 Schema 2 , if4 Amazon ECR #$ A Docker Image Manifest V2 Schema 1
BRNBREZEE, TRNE TERELSRIGSE Amazon ECR XM A AR

B P imisREV 2R H £ V2 Schema 1 #  {EN V2Schema2 # £ OCI #3%%| ECR

% ZE ECR % %E ECR
V2 Schema 1 TERR DH# N V2 Schema TR Ak
1
V2 Schema 2 LA AR , BF % TERIR 2 4# R V2 Schema
HE5RZE| V2 Schema 2
1
OCl Fou] AR 2N OClI TERR
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RAriEmE

/A Important

MBERFERINESR , MRETHANER, BNEFIKRAMR T BE4E Amazon ECR FHE
BEERKRN, WRETE Docker 1.9 HE IR E Fim LW E1F K Docker Image Manifest

V2 Schema 2 & , WEZERNG K. BEXEZEE | iE

EO

2% Docker XA EMERFRR

T RBlR , MREFRZFERE —FB , Amazon ECR 2 FHEBE L FKRIRN T ImaeB = #FH

B, REREIA,

£ Amazon ECR BR& 5 Amazon ECS

EEER

BRI LAE A Amazon ECR FAE R EXREERSBRENMH |, BH Amazon ECS £
SR MNP RIXEEGNIH, EFEKEER , Amazon ECS 5 Fargate & 25
REXMEFAEecr:BatchGetImageecr:GetDownloadUrlForLayer., FHIX
PR, ecr:GetAuthorizationToken APls

PRy 1AM X BR

TRERTEHEHXRBEESHN IAM B , ZABNEWESM Amazon ECR FAEFiEEIREURH
TATEMNPR, Amazon ECS & ZIFEFIENRWITE IAM KB,

BahRE

W 532 45] =89 Amazon EC2
ECS

Fargate £#Y Amazon ECS

IAM &

FERAREXEN IAM AL | %
ABSEMEIEE Amazon
ECS &M 5i# EC2 K4l
MXE, BXEZEE , #HS
%] Amazon Elastic Container
Service F X A RIEEHHE SR
4 IAM At

5 #1E Amazon ECS %
E X F 5| ANES T IAM
A, BXEZEER , E5

%] Amazon Elastic Container

AWS & IAM KB

AmazonEC2Container
ServiceforEC2Role

BEXEZER , F2H
Amazon Elastic Container
Service F R AR IEMEF
# AmazonEC2Container
ServiceforEC2Role

AmazonECSTaskExecu
tionRolePolicy

BXEZER  BHSH
Amazon Elastic Container

¥ Amazon ECR B {5 Amazon ECS &4 16/
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https://docs.docker.com/registry/compatibility/
https://docs.docker.com/registry/compatibility/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonEC2ContainerServiceforEC2Role
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonEC2ContainerServiceforEC2Role

Amazon ECR AriEE

BohEH IAM & AWS £E IAM KB
Service F R ARIEEFHIES  Service FRXARIEEEPH
1T IAM A f, AmazonECSTaskExecu

tionRolePolicy.

S\EZRSE4 E#Y Amazon ECS EAREEEM IAM A6 | iZA  AmazonEC2Container
B5FME Amazon ECS £8  ServiceforEC2Role
A i RS- 2R SR E HAHL ( VM) ~ L
MxH, AXESES, Ws A EORR WO

9
%] Amazon Elastic Container Amazon Elastic Container

Service F 4 A RISEhAE Service FFRA RIS T
24| Amazon ECS £, # AmazonEC2Container

ServiceforEC2Role,

/A Important

AWS £E IAM T ESEBURETATETENTANRENAEAH, EXHERLT , XEEMN
Amazon ECR FAE F EREFT EN RIENFR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"

}
]
}
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonEC2ContainerServiceforEC2Role
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£ Amazon ECS S E N HEE Amazon ECR &£

£1% Amazon ECS FHE XK , BAILUEETE Amazon ECR A EFMESTRENARESR. EF
SEXH , WA EHN Amazon ECR R EATEMN registry/repository:tag i, il
aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

UTESENRBES RT ATIEERE Amazon ECS F&E X FH Amazon ECR FIEE W A B &
B,

"family": "task-definition-name",

"containerDefinitions": [
{

"name": "container-name",
"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository:latest",

}
1,

¥ Amazon ECR B{& 5 Amazon EKS &&fEH

B LURF Amazon ECR M5 Amazon EKS &6 H.

M Amazon ECR 5| FHBRI&RET |, BATHBRGEA TR registry/repository:tag i, Hlul

aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

AERN IAM R
WMREF Amazon EKS TEHBREERET R, BEEBT R L AWS Fargate , BEFUTAR :

- EREATSFBTEENT R EIXEEMN Amazon EKS TEME; : 4R H Amazon EKS Worker
5 IAM & (NodeInstanceRole ) o Amazon EKS Worker ¥ & IAM A& X HBEULTERT
Amazon ECR &Y 1AM policy X R,

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"

(@ Note

MREBFEReksctls Amazon EKS A THH CloudFormation A RBIBERHMIET R
A MEINERT , XL IAM NRENATFENITETR IAM A,

- £E T Amazon EKS T{Efa# AWS Fargate : £/ Fargate ZREHITAE , ZABAIFIRE pod M
8 Amazon ECR FEFRRIMEG. BEXEZER |, 55 REEAIE Fargate Pod LITAE,

£ Amazon EKS £&# P 2% Helm B X
£ Amazon ECR FEE M Helm Chart A AR EE BRI Amazon EKS &£ L,

FoRFAM

o REBFMRALN Helm B iR, XESBREMEA Helm A& 3.9.0 REN, EXEZEE , B
%] Z % Helms,

« BEDLSBEITEN LLET AWSCLI HRA 1.23.952.6.3, BAXEZEL , FSRLESE
T AWS CLI H TR A,

« EBEF Helm Chart #IXFI&H Amazon ECR FiE., BXEZELR |, B85 & Helm AR HEEXE
Amazon ECR A E F# E,

- BEEE kubectl LAEA Amazon EKS, BXEZER |, 5 Amazon EKS AFEEFH A
Amazon EKS BIE kubeconfig. MREFHMNUTHTHI , WAL EEBERE.
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https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/eks/latest/userguide/fargate-getting-started.html#fargate-sg-pod-execution-role
https://helm.sh/docs/intro/install/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html

Amazon ECR AriEE

kubectl get svc

E £ Amazon EKS &8 H %% Helm B X

1. [HEE Helm Chart 8 Amazon ECR EMRWIFER Helm Bk, SN BN EIMRAREE
WS, SERAEMERN 12 /M et, BXEZER , 53 Amazon ECR FHFAEIMES KK
UuF

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

2. TEREXK, helm-test-chart IR EFEMEM 0.1.0 Helm BRHIRZE#,

helm install ecr-chart-demo oci://aws_account_id.dkr.ecxr.region.amazonaws.com/helm-
test-chart --version 0.1.0

i HH A A0 R AR

NAME: ecr-chart-demo

LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

3. RIIEARZE,

helm list -n default

L N
NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000
UTC deployed helm-test-chart-0.1.0 1.16.0

4. (W& ) EFECLXER Helm %k ConfigMap,
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kubectl describe configmap helm-test-chart-configmap

5. STHE , BRILMEE PR RERRA

helm uninstall ecr-chart-demo
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£ Amazon ECR BB &

Amazon ECR 5 AWS Signer £/ , A ERHARNEZRR[MEBN AR . £ELR (B3, #E)
MEHLE (B ) . BUUERBEENESEFZHELEEEESF,

EELERFE
Amazon ECR XX A RR[EBRN S L
RELE (#HE)

HEGHEIEE Amazon ECR B , HEZXRCHHEMMEBEL R, HAEMLTRE, N TARSH
RPXRE , TEXRREENTE. AXESRER  B5H KEER.

FHEH
FHERMEAPRIC CLI M AWS Signer BHNBEGHETER , REEFEHEIEE Amazon ECR, It

FEAUEFRHEELRE  SEFEEEETEREZANBEGHTEEAFTENS B IRER
ITRAERGN  WEERFEEER, BXESEE SR FHEE,

EEEIM
5/ Amazon ECR BE &R , NZEUT/LA :

« FRETEFEHSBITASIMERENRARRUENRS R e8I M rEENERESHS , 81
ZXEEE1ANIH, BXESELR , B2 ¥ Amazon ECR RS Eiél,

« HFEETRFESI B4R, Amazon ECR 4 FHIRHE ZBEREGM R/ 24 Nt BNEE
XL,

REZL®R

HEBGHIEE Amazon ECR B , Amazon ECR HEZ B AFAZIAR/ERMNEZE , N BT IEH
BAWS SZMGEHTER,. SHEMTERENREFFIKIE  HATERELBRENIMREEHITE

HEE,
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https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html

Amazon ECR AriEE

FRF M

ERBERELR , BILEM Amazon ECR ¢IZEELBRE , ZEESI A - ITHSIMERELEREX
| FETIERRRAE P 74 P Uk 2R SR PR I TR LE 77 i BE U X LR 1T R . ECESERE , Amazon ECR
REZRCEHEERGN B ERAEEIRBNIEN S ONEERITES.

ERERELAZH , SUMERZUT RN

- FEELEHRYUBEED NEEEZE/R, SEARR—MILEN AWS £EE
IR , AT T Amazon ECR RHITERRE, SEEENXHEEEBXYAEITH
( Bl BBHEBF AWS Lambda FED ) #TEBEMNKIE. BNEEREXHHIEE
BEEENEETE, YA I D MEMARKETFANER. flm , £/M= ARN IITFr
7R .o arn:partition:signer:region:account-id:/signing-profiles/profile-
name

« IAM R — #HIEBRER IAM ZRALARELEN IAM R 8EHREAXHER EXE TR
X ECR FftifE, BFBERIAM ZERANETENNERE , FHIHE ECR FREFERENZREL
BBRFEHR, LT RPIRBEER T AAFAINER

"Version": "2012-10-17",
"Statement": [
{

"Sid":"UploadSignaturePermissions",

"Effect":"Allow",

"Action":[
"ecr:CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchChecklLayerAvailability",
"ecr:PutImage"

1,

"Resource'":"arn:aws:ecr:region:account-id:repository/repository-name"

"Sid": "SignPermissions",

"Effect": "Allow",

"Action": [
"signer:SignPayload"

1,
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https://docs.aws.amazon.com/signer/latest/developerguide/signing-profiles.html

Amazon ECR AriEE

"Resource'": "arn:aws:signer:region:account-id:/signing-profiles/signing-profile-
name"
}
]

£/ Amazon ECR #ELH , BALGIRSNEENAN ( BMNEMRFRZ 104 ) |, ROIBEENZ
2R, Bl EERETESIHETE  AFLERISIEETUALZREFEE, EEFANS ,
BULEESEREXHHARBEFRERMTIER, SHEEAHEBE , Amazon ECR 2B BMEH
MNANLEREXH AT ANEGHTER. WRESANTED , Amazon ECR 24 RZNMER,

@ Note
MREBFHRIULE , MPHFEEZR L Notation CLI,

® Note
Amazon ECR REZRERATHAXEHERAESE AWS EHRTRRREERN AWS X,

T 98 1E

REUTSIREERES S, B L[E Amazon ECR REHNE R EZEERNEIA |, A TLEFRMTE
RS, DARR IR L8 17 fetf BRI R R ATE R

AWS B H &
ERUATHIREADEEELS AWS EEZHI A,

1. #T7F Amazon ECR #£#l&, HEMSMERT , ERLEIMER. DHEMRE, HELSR,
2. HEZRMANTEL , EHFEMAN,

3. H'FHRMARR WHEHM EFEAWS EEEFENMARE T, &FE QEHN AWS EEENIA
BE, MANARREN  RAEREFEEXZB/NH. REERET -,

4. TR AN BEERE T RATRESHFLE. ARLET 5.

5. ®'EFME TEHL , RIESEANAWS LEEMARBANFEESHLIER. WR—1]
IEW , FEE “RE
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https://console.aws.amazon.com/ecr/private-registry/repositories

Amazon ECR AriEE

AWS CLI
FAUT AWSCLI PR EREL R,
- BIEZRAN
ERENEREEX ARN SIZ2SEREE. ERANUTABEIZE JSON X4 :

"rules": [
{
"signingProfileArn": "arn:aws:signer:region:account-id:/signing-
profiles/profile-name",
"repositoryFilters": [

{
"filter": "test*",
"filterType": "WILDCARD_MATCH"

}

]
}
]
}
REBITUTHS

aws ecr --region region \
put-signing-configuration \
--signing-configuration file://signing-config.json

BNZLEIIELREREMN API R
- BEELNEARE

RRENEEEE -

aws ecr --region region \
get-signing-configuration

BNZLEIIEEREEMN API AL
- RERBRIBRS

HEGHEIEDENFEE,. flm
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Amazon ECR AriEE

dockex pull ubuntu

IMAGE_NAME="account-id.dkr.ecr.region.amazonaws.com/repository-name"
IMAGE_TAG="${IMAGE_NAME}:test-1"

docker tag ubuntu $IMAGE_TAG
docker push $IMAGE_TAG

HiEE  ERAENERREEEEERS

aws ecr --region region \
describe-image-signing-status \
--repository-name repository-name \
--image-id imageTag=test-1

MRAFREEMELERERE LN FEERERAETE , WENZLE AP B FERES
R MBREANRY , BNZLBIER EHEINBHEFERE,

- BIBRENEEERE

BREHNEERE

aws ecr --region region \
delete-signing-configuration

BNZBINISCMBRELEEN API W& 5L,

EEEIM
LTRFMINEERATFRELS :
s FEEEXBEE — LEREEXHMSINERN Amazon ECR JEMRNTFE —Xig, BAFeEFEH—

MEBHEREEX X T EMEX S EfRRPHEGHTESR,

- XPFBEKFEE — LR ERTUEEN Amazon ECREMRMU T ARNK, F, XEHLAEBE
FERSEREXH AR ATHMAKFHFREERAEN. BXESELR , S RAWS Signer FF
REEETHNNEEREREBEKSER,

« EETLELR-BIRACEELE ., RENBAHFEBHTESR,
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https://docs.aws.amazon.com/signer/latest/developerguide/signing-profile-cross-account.html

Amazon ECR AriEE

LRBUE

ENBREBETERRE , EUURIILR UBFRERARERXARBETFERIF. Amazon ECR X#F
SHRIEEENTE

£ Amazon EKS #H{THEEWIIF

Amazon EKS N BEHZEWIFIEMTEEER., HEBE Amazon EKS £ P EEZZWIEN |, ZRS
LEAGRBETZHEIRIIRAGER, BXBEESBRIINEZEELR | 551 Amazon EKS AP
RPN EBHERITRSEMEGEEE,

EATFITS# ECS Y Lambda 4 A 32438
Amazon ECS Rt IRFSEMARES , ATLERSTEHEZTEENZE, XLEEHTUESE

HREPHSENZAMAE AWS Lambda B , BEREBEATRSBHZARIERRRELE. AXE
ZfEE , IBZHAWS Signer TR A RIEBEHIEIE Amazon ECS WABRHRELER,

£ A18E CLI #HITF s IIiE

RATLAEAFRIE CLI FHRITZ R, A EEREBEAITEY R ITFRE P RENBEE Notation
CLl, B A Notation CLI RIFRGHIFHIHE , BZFAWS Signer F R EEETRNERXEELRH
B & B,

NEFEEF IREE S ORI

MREFEAFHEL R Notation CLI FHRIEL R , MXAAREFSEFF K , FHEEE
Amazon ECR # T RIE, MRETEZLE Notation BEFwHIE—FN EE%E T Docker , BBA
Notation & A& Docker &P imfEAMMEEF B RIESE. Docker login Mlogout@ AT
HFSsignflverifym SEAMEBNERE , MESF SRV FSHITEMRIE, BXEE Notation
ERm#TEHRIENIEMES , B2 5 Notary Project XRHH Authenticate with OCl-compliant
registrieso

MR % B FE A Docker S EAM{E A Docker EIEWIE |, BBARAIIEWE A Amazon ECR Docker &
B FERN BN EIL M, BXN{ALEFNEE Amazon ECR ZilBIFNEZELE |, 5 Amazon
ECR Docker ZEIEBIF,
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https://docs.aws.amazon.com/eks/latest/userguide/image-verification.html
https://docs.aws.amazon.com/eks/latest/userguide/image-verification.html
https://docs.aws.amazon.com/signer/latest/developerguide/ecs-verification.html
https://docs.aws.amazon.com/signer/latest/developerguide/image-verification.html
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https://notaryproject.dev/docs/user-guides/how-to/registry-authentication/
https://notaryproject.dev/docs/user-guides/how-to/registry-authentication/
https://github.com/awslabs/amazon-ecr-credential-helper
https://github.com/awslabs/amazon-ecr-credential-helper

Amazon ECR ArfEm
FHXA

FHE L FEAIRIE CLI F AWS Signer BEHXNBG#HTESR , REENFHEMIEE Amazon ECR, tF
FEAUEF RS ENE  YEEEAHERERTERECANBGHRITEEREEN SR IREHITHEA
B, A EFREEEA,

A XE M Notation CLI EEZ R EBMIFMULEA AWS Signer , FS R IE Signer I BREREGHTZ
HFMAWS Signer FF R EEEH MR E-E,

FRF M

TR Bl , BITUR BT ERFZH

« ZEHAEEZFRAN AWS CLI, BXEZEELR , 5558 (AWS Command Line Interface A
) PHZEHEMZIARAA AWS CLl,

o REKRIL CLI MRS AWS Signer . BXEZER , 5S4 (AWS Signer F XA REE) &
N R EHEHTERN R RE L

- XBFME Amazon ECR WEE#EFNARRERER. BXEZHFER , BZH FREHIEE Amazon
ECR FAE EfE E.

FHER AP kg7 2015-09-21 86
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£ Amazon ECR A #EHRER B FERFIFE

Amazon ECR BB B TiRB RBEME PN RH R, REUTHMERE,

/A Important

FEiEERAE, EXARENIENESRTEREA 2B SBEMBINABHTIBETA, &4
MEFRERH. B2 , MRETRE 2T EERA , W EEZLNEEFTH.

(® Note

TEPEEANERG®, YMEMEERNEG  AETRENERTHE. BXEMTMRERE
NEZEL | FSHE Amazon ECR B,

- @581 - Amazon ECR 5 Amazon Inspector £ AR BN FHEN BaELFE, Nad
HASMBREFERERENFRESORE. YHAFWRER , AELERLEFH , Amazon
Inspector &% Hi —1NE4 EventBridge K@ HE, BRI ELTIHAE
- BERGNRBESTRAE
o WRERME AN EARAELER

« EARTH — Amazon ECR R MRANELRP\E , eMEAELREMXE MO (CVES) HiE
FE..

o AWS EHERFHE-FEH AWS BYLEAR , EH T GA , BWWER. FIEHEF TMEHRINER
3 v

« Clair EA&13# - FHFFIR Clair iB, Clair IEHEH. BXFHEER |, 1§35 Clair A,

BEERGHE  SURFEERENEREANEDHE  SUMMTFHEAE | T Amazon ECR £12
HEBERIIR, EXRREREHUTIEE

- BERGHME

- MMEBEHRR . FHRENEENEE

/A Important

¥IRAH Amazon ECR EXRFH#H T DescribeImages API MR i
imageScanFindingsSummary 1 imageScanStatus B M RREAEHLE
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B, BHHA DescribeImageScanFindings APl, BEXEZEER |, 2R
DescribeImageScanFindings,

M Fi£$27E Amazon ECR F 3 4 TR L 17 fiff B BV T i Sk 1

NAEIMREERGHAMT , EUUEARERGERARMLFRE.

ERAERPHEE |, BALUSEHEN BRI | DUSERBLRM#EFEIRE N EHE T REE TR
B, FMSHEEFLR ENEXAPBEFTTENFEERFRENFHAHRE  XEREENTH
H, BAFHMAERE.

£/ enhanced ( 38758 ) e , BN EERBENESBB D BEEHERS. FAFFSHEREA
Wim AN FREERRERLE, NREEREBEHEH N EEFBNESRE D EE T Hiksk

fr , ARR—FREEFEZSIEEZM , W Amazon ECR L5 HIHIT 27 ERNEL TGRSR
A R HEE TR IR

U 1k SR A B B T

EEMESRME , REBEFNMERMNEEESZMERMGNTEFEESH. TEEM (*) B9
BRERHTREEAFEESR , BRTREETEREFHEERMNPHNFIHZNZH,

TRERT RO, EFERESHEKFHERT , REBERHEEEH LEE,

prod repo-prod prod-repo repo-prod- prodrepo
repo
prod X = = = =
*prod < = B B =
prod* = A = ) =
*prod* <¥ = = = =
prod*repo B A = B =
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AEMRGEIEK Amazon ECR FHIRERSGENEIEZEES 2IRE

Amazon ECR #3813 25 Amazon Inspector W& , ENEHNBRSFEGEMREIHA, F2P0E
AR ERERFERERSNERESIRE. BILUER Amazon ECR 1 Amazon Inspector B
EEAME R, BX Amazon Inspector WEZEER. , 1S5 Amazon Inspector A8 EA
Amazon Inspector HE R EFE B -

BBy ER AT , EUNEREEWLEFHERITANESHNY , KEWLFEEFTHEEMNETHE, 1t
BRFET IR EBAHEIEILRMF K.

WERENEESEM

JB A Amazon ECR AR ZRUTEE,

- EALLINEETR S UWEL Amazon ECR HEIS %% H , 182 Amazon Inspector & WEIHMRGREV TR
£ X% Amazon Inspector WX A RME T LIheE, BXEZER , S H:

« Amazon Inspector EE#I - Amazon Inspector E 4t
« Amazon Inspector X #FH X1 - X7 Mk =0

« Amazon ECR #58 B I B R T W{A7E Amazon EKS # Amazon ECS LR MG, EaLLER £
REARGHERE K HBEEESLEREASIMREG, HERTHBEENERRENREEENL
ZIRf, ERLMRIEFHEEPLEERTREZ T AANRBHTM, BXRUOMAFERXLEFEURMNAE
EMNMESZEER |, HSH DescribelImageScanFindings,

« Amazon Inspector XIFPAWBIFERERS. IRIEEIIFK , S Amazon Inspector AAFIERH
KRR IER S - Amazon ECR H#,

« Amazon Inspector EARS X IAM A& , ZAGREMH T HFHERBIERFAKMAMENNER. 7
BRI B ERIAME , Amazon Inspector 2 B BIZRFZHEX IAM A6, BXEZER , HS
%] Amazon Inspector AP iEE MRS XA B AT Amazon Inspector,

- YRR EEMEEAWBEAEIER , Amazon Inspector RAERIE B & i
IRIBIR BT & 14 KAH#EIXE Amazon ECR HWE G, ERMENFERSEA
SCAN_ELIGIBILITY_EXPIRED. MRZEFEELL Amazon Inspector HHHIXLRSG , NN FHEH
HIEB BRI

« WREM Amazon ECR REEMRITE THEEHH , N REEAERARERABFSAHERE
SUNFIEFEE, THSEAMESKGNEAFEERER Off BH#EME A EF2KAK, T
XEEAERPERTFIRE, BXEZER  FSM A TIEEE Amazon ECR Hr 3 i I £ 17 fi
FE BV BB 5 S o
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- MBEAHEEABNELERE I RNIEETHERY , HER—FHEFESSNHIESRYSE , W Amazon
ECR fBEHIMTZEMENELABMESRY , MARKEARKESRY
- BRERAERE , SEMENTBMELX £ EventBridge B , Amazon ECR B &% —1E

. EventBridge H#HRABTEHN AR LR, EHMFKXABGIHBLE R , Amazon Inspector 2K
HEH,

¥ X Amazon Inspector AR BR {518 58 33 48 1Y 45 22 A [A)

B REEAME , Amazon ECR 2B EMNFENR B NIFLAEMHEANRES. BRIAMERT , Amazon
Inspector 2 EIRENEFMHE , EEIMGEMBRSIEREPABHEZR N ILE, BAUUBREENFREER ,
£ Amazon Inspector 2 & & P ELEHEIX A BFLEE (RENETEAY ) NIEFRRFERE., 47
fEENPEZENBREIR , BRSNS RN SCAN_ELIGIBILITY_EXPIRED, B Amazon
Inspector F3 Amazon ECR BlE EfHHAE LM BIRENESZER , ESH Amazon Inspector A
BRI EE Amazon ECR EF B FLRTIE,

£ Amazon ECR Rt 1T FTEN IAM X R

Amazon ECR #52 HHEE — 15 Amazon Inspector REHXH IAM A€ |, HFBEBMER
HRAHEN IAM ZERABTRAAAE APIs FTEMNIL D2 Inspector. NIAEEMERIT B EBEAHE
J& , Amazon Inspector & Bz 8|2 Amazon Inspector FRE % IAM B, BXEZER , H5H
Amazon Inspector A FEE P RFZEXAEH T Amazon Inspector,

EATR 1AM policy BF /8 A6 AEEPBAENNIR, © 3% Amazon Inspector 812 RS H< 1AM
AGFENNIR , URFFBRKAEEFENLRIETTHLE RFTIERN Amazon Inspector APl X R,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector2:Enable"”,
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions",
"inspector2:ListCoverage"
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1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"inspector2.amazonaws.com"
]
}
}
}

£ Amazon ECR H it ERRGHY 82T 18

NENFAIMREES N XEERAH,

¥ ur

EERAERERBEAFNES IAM R, BXEE , 55 HE Amazon ECR H#t {73858 A #irr

FH 1AM R,

AWS EmEmsl L

ERNLBEMKRIT S HEBELAH

1.

2
3.
4

fEhttps://console.aws.amazon.com/ecr/7Z 4% FE T F Amazon ECR #4114,
MNemEd  ERENEHEERREENXSE,
ESMERT , EFAEEMEK , RABEFRE.

# Scanning configuration ( 3 EE ) WEH , 7 Scan type ( A#ERE ) %+ Enhanced
scanning ( {5 @3FH ) .

MIABERT , EBABL TEFRSE , TAF#EESRESAH.
ERRESPHNRBERME  BERESDMMEFHESRE  REENLRIESRMS
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/A Important
SREBEANHERENCE SIS ZFERENFTIEEEER . TEER (*) HNiFiE
FULCHRE#EESN , BEGTBREHEASMTNINEZNFER, EEEFHERHY
THHTRBI , &S Fthe section called “THik R BE .

a. WAETE@EEBVMOHEERN  REERRFNIFEESME.
b. REHIEMRGE EHHEMLFMEE

- EREHEANEHEAEEEE | BRREENARMEFEE.

- ERBEHENPDENSER#E  TRAETEFERERSVMOHESRYS | RBERHM
iprit S e

6. ‘&R
7. EREFREBRARNSIXEFEERESR,

AWS CLI

EALT AWS CLI s 5T BXI A EM KAV ERETH AWS CLI, BAIBMER rules NREEH
i

 put-registry-scanning-configuration (AWS CLI)

LT RESAENIAEEIMERFTBEERE. BABERT , RKEEE rules , Amazon ECR
SFPEERERB AN FIE M ERTIRERE,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--region us-east-2

LT RGN BB EMRIT B R AE A EERREERS . ROPNRBEFERAINE
MR prod MFTR FFETT B IS H,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--rules '[{"repositoryFiltexrs" : [{"filtexr":"prod","filtexrType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \
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--region us-east-2

LT ROMF NN BEMRIT BB ABAEES N AHERIESM4, ROPNEBHEREN
XNEAMHFHA prod WAIEFEETBHEANE | F AXNAE A ET SR HIER P,

aws ecr put-registry-scanning-configuration \

--scan-type ENHANCED \

--rules '[{"repositoryFiltexrs" : [{"filtexr":"prod",6"filtexrType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"},{"repositoryFilters" :
[{"filtexr":"*","filtexType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \

--region us-west-2

EventBridge i 7 £ Amazon ECR St 1Ti8s@ I # M K IS4

BRERAME , YEMEENBEREL £ EventBridge &F , Amazon ECR £ B X% —1MNE4,
EventBridge H{BABTER AR LE, EHMFKRABGITHLE R , Amazon Inspector & [EH &%
=4,

FRERERERERSEHF

FEMRFBEBREE , YHE THEHBIENERAEFT XA , Amazon ECR FLEUTEH, X
CREEECENFWEE. FEEREFEHENTRHENE  REBEFB 7THEBERABIENFHEDIZSMH
BEG, BEXEZER |, F5H £ Amazon ECR MG ES FEHERE,

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0abEXAMPLE",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:46Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
},
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{

"repository-name": "repository-2",

"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

},

{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

}

1,

"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"

}
}

NEBEERENSH (BREH )

NAEMKRFBSEBPEE , SUHRBRGIRBEAE , Amazon Inspector 2 ZKIEA T EH, finding-
severity-counts S¥H{URE™EMRFINE (MRFHE), flm , MREGFSEFEM CRITICAL
RANER , MFRQREFRAXBITE. BXESEE , BSH AERGELER Amazon ECR FH#
EREHREIES TR,

EHEN

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]

LN

"version": "Q",

"id": "739c0@d3c-4f02-85c7-5a88-94a9EXAMPLE",
"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
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"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/

amazon-ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,

"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

},
"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
"image-tags": [
"latest"

REQESRENNSEH (BEEHE)

NEMERFBEBEAEE , FOE, EFMI ARG ELRER , Amazon Inspector 2 KX TE
H, BEXESER , H3H ARG LUIER Amazon ECR FVIRERSENRZES R,

EHER

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]
}
R
{

"version": "Q",

"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:02:30Z",

"region": "us-east-2",

"resources": [

EventBridge =4 API k7 2015-09-21 95



Amazon ECR AriEE

"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/
sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"
1,
"detail": {

"awsAccountId": "123456789012",

"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted
SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",

"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/

be674aaddd0f75ac632055EXAMPLE",

"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",

"inspectorScore": 6.5,

"inspectorScoreDetails": {

"adjustedCvss": {
"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

iy
"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",

"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",

"version": "3.0"
},
{
"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",
"source": '"NVD",
"version": "2.0"
},
{

"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": '"NVD",
"version": "3.1"
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1,

"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"

1,

"source": "REDHAT_CVE",

"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",

"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
"name": "libssh2",
"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelLayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"

iy
"remediation": {
"recommendation": {

"text": "Update all packages in the vulnerable packages section to

their latest versions."

}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":
"sha256:36c7b282abd0186e01419f2e58743elbf635808231049bbc9d77e5EXAMPLE",
"imageTags": [
"latest"
1,
"platform": "AMAZON_LINUX_2",
"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"lastInUseAt": "Dec 3, 2021, 6:02:13 PM",
"inUseCount": 1,
"registry": "123456789012",
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"repositoryName": "amazon/amazon-ecs-sample"

}
}I

"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-

sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",

"partition": "N/A",

"region": "N/A",

"type": "AWS_ECR_CONTAINER_IMAGE"

}

1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2019-17498 - libssh2",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Dec 3, 2021, 6:02:30 PM"

¥ % Amazon ECR #1858 HEMNIAE X

BRI R FRERRERMGEAENAEAERI , A/F7E Amazon Inspector FITFRERXIMUE
BEEZIFAFER. ERVNNERHRARBEENLREAMKXKLMO (CVEs) BIEFEZEFEREIEHMN,

BXARBRGRONELRBENHFEFMAER , FSH JFE Amazon ECR FH R G R &,

AWS EmEmsl L

B AWS EERRHAERUTIREREGARE R

ERRREHFHFERN

1.

2

$TFF Amazon ECR ##|& , it Jhttps://console.aws.amazon.com/ecr/o
MSIEF | SRS T ETEN X,

ESMERP |, EEREF#E

EEF#EERIEL SRS SEARKRERNEGNFHEE,
ERGERNENRGIREST , EEREFEURRARBERIN,

E7£ Amazon Inspector BHI AP EFEZIFHARFE , TEBHIIPEFEHEE R,
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AWS CLI

FRALT AWS CLI s R ERARZBGEABLE R AWS CLl, BALFERA imageTag 5
imageDigest IEESH G , XHEE WL list-images CLI a5 HIREL

 describe-image-scan-findings (AWS CLI)

T RBIERRERE.

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
--region us-east-2

AT RBIERRERE.

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageDigest=sha256_hash \
--region us-east-2

£ Amazon ECR FHEREREFERERSRE

Amazon ECR ##t T W MRANELRGH , SIEAELREMRE (CVEs) HIEE

« AWS AHERRDH-EH AWS FALEAR , BIEH#EH GA , BiUER, INIHENERTHEENT
FREBESMRITERERENEFARSRNFRRN, XESEFEBE -—SINBERFRENE
£, FrEME P EMERR AL R L S RN,

 Clair EXA#E — 2aTNEXRAERE , ©EAFIR Clair B (S Clairon ) . GitHubClair
O#FER , B2026 F£2 A 2 BENTBZXE,

it XX 20 FAWS BRSSPI A AR X839 235 AWS RAEF#A Clair ER8H# |, E—HNTE AL
£ 2024 F 9 A2 EA MK XEAX$F Clair, FZHClair #H THEZER.

Amazon ECR X B L2 ERN CVE™EM (WRATH ). a0, FEAELREITES RS
(CVSS ) ¥4, CVSS 7 A FRENVD WA EHITIR, BXEZELR , S NVD RE™
EHITR
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XFMRAE Amazon ECR ERPAEHIFHIERMG , UEEHENZREMLEFME, TRSHIE
AETESETERNEEESHTRENFHRBENE , IEREELAFHFBAE. 824 DEEAHE
—RB&, 24 PR BFBAHEHEENEE (WERE ) UARFAFHAEAE. FREXRRE , A ETMH
x£H , 858 24 P RZ AL 100,000 MNEE, 100,000 PREBIEHE SR PBMFHAE |,
‘BFE Clair F st iy E AT,

AUASNMNEGRELAEERNEGHABE R, BBIEFETHKE , Amazon ECR £ 5 #
EventBridge X2 —1MNE#H, BEXEZEL , 2% L 3% ECR E4# EventBridge.

Clair #H

Amazon ECR ##Y Clair E#F H. Clair £ 2026 £2 A 2 B2 ri{haEH. B , BRi1EZNENE
RARSEF Clair EAIER AWS AHEXRRE, U TREMNZANEN Clar FAEL :
. FEXENAXE Clair, HB 2026 £ 2 A 2 BREMEXISEFRE X Clair,

- M2026 £2 A2 BE , BHTERTEM Clair 3 , FBEEL B 82 FELRHITHEAEREER
AR, THREFRAE , LT AX RERFTRE S REERERITHEE R

- £2026 F2 A 2 BHZH , BA BAE Clair MAAEAR D H# 2 BKE L)%k,

« MREZHBEIRE Clair, MM 2026 £2 A 2 BE , MR ZEIARYIER , WFFE VRIS HERT
o

AWS & Clair Gt | A EA LD HFERHE LT H0Z0EE

- HFERAERPHEPERRN , EQIRM 50 SMER , LERERRENRENEAES
(CVEs) . RERFN RPIBEHNERZL2LE. BEENEMERER , ARERFRHEREE
(NVD) # MITRE,

« AHNEFPFHBRELEH — IR BIRRIFRBEISE.
« RESRNBERN T ESHRTRERSGHER (BESHTX) .

EYREIBOH EWEARER | WS £ Amazon ECR YR BIUH MBS EAE M8 HE 5,
BRERSXFEFRARUHNERTHE
R —MERL/ERRAN T HLRAES | BUAKEEA T I RNRERGES. RE/NER

R, FRANRERSTBENREHIERF , MEEWRSIRLT , BFBRAFNRELE. I, 2
M RERSNIMEIFRE R | —EHNF2NENHEERFRHBRATNRELENRN, 2K
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REHENEHRFE , Amazon ECR BT BXFHFCREFERE. Amazon ECR A EEFH
BRERSERNABRAERABRRHSE, THIIHT A FENRERFENMRA,

BRIERS [N AWS R4 Bt b Clair 78

Alpine Linux (Alpine) 3.19
= =

Alpine Linux (Alpine) 3.20
= =

Alpine Linux (Alpine) 3.21 &
= =]

Alpine Linux (Alpine) 3.22 X
= =]

Alpine Linux (Alpine) 3.23 &
= =]

AlmaLinux 8 &
= B

AlmalLinux 9 &
= B

AlmaLinux 10 &
= B

TIE Linux (2AL2)  AL2
= i

I 55 Linux 2023 AL2023

(AL2023) £ 2

Debian AR 25 11

(Bullseye) = =

Debian AR5 25 12

(Bookworm) = =

BRERGXFEFAHR SN ERDIE
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BERS 7 AWS [R 4 Btk Clair E4&

Debian ARS5 8% (Trixie) 13 &
= B

Fedora 41 X
= B

OpenSUSE Leap 15.6 X
= B

Oracle Linux (Oracle) 8
= =

Oracle Linux (Oracle) 9
= =

Photon R{ER % 4 &
= =]

Photon R{ER & 5 &
= =]

Red Hat Enterprise 8

Linux (RHEL) = =

Red Hat Enterprise 9

Linux (RHEL) 2 2

Red Hat Enterprise 10 X

Linux (RHEL) = =]

Rocky Linux 8 &
= =]

Rocky Linux 9 X
= B

SUSE Linux Enterpris  15.6 X

e Server (SLES) = B
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Amazon ECR

RAriEmE

BRIERS

Ubuntu (Xenial)

Ubuntu (Bionic)

Ubuntu (Focal)

Ubuntu (Jammy)

Ubuntu (Noble

Numbat)

Ubuntu (Oracular
Oriole)

TS

16.04 (ESM)

18.04 (ESM)

20.04 (LTS)

22.04 (LTS)

24.04

2410

AWS [REE R

fim

fim

fim

fim

fim

=
=

£ Amazon ECR H i EMRG R E AT

BINMBR T , Amazon ECR AFRBREEIMRFTBEARGH, Hit , RFEEEXRTHAEEMRLHNA

HiRE , ANFFEFBELRRH, EXRETHEERTIR Clair B

B AMER AT S RE L — NS MEE P TRIE RS

ENRAIMRTEESTH

1.

2
3.
4

Clair &7

o

¥

fim

o

EFRBE EMER/ZMEFITFH Amazon ECR # | A& https://console.aws.amazon.com/ecr/

MNemiEd  ERENHEERREENXSE,
ESMERT , EEAEEMK. B,
# Scanning configuration ( 3 E ) WEH , 9 Scan type ( AR E ) % Basic

scanning ( 2433 )

& Amazon ECR 3 # R L2 17 1 B Y e Sk 4

>’

>’

BRANBRT , BB ERESREN FIHHEME, S LUERRETIEE XN H BTSSR RITE
HEREE, ERUNFFEERERE M EEREREENTHE, BXESFER , BEH ATE

BEEARDE
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https://console.aws.amazon.com/ecr/private-registry/repositories

Amazon ECR AriEE

® Note

MRANFRESRA THENEE  NEaNFHERENEGHTHE, RESNEET
MEEER BN EE S,

£ Amazon ECR H#]# 3 st (R G E RT3 The

Amazon ECR B £H AWS RAERARH iR ERTHREHEEN TR ERITHEINEE. thIhRe
BT iRBI BRRMREHNREFE, MREFEAHRRA CLAIR AR ERRENELRDHE , MUATH
2 AT H5 BY A 4D 46 B b B A3 4 A iR R AR

/A Important

NFHAF , BEERREEVENBIEENFER AWS_NATIVE AR, BLEXEE
{[#4E, Amazon ECR B A EMER LB ABEBEAR CLAIR, AN EFEAREHFH, X
BFHEE , 5 Clair #H,

AWS EE#EH A

ERLBEMRIT B SR ERLDH

1. EARBEMRKR/FHEEDITH Amazon ECR ###| A https://console.aws.amazon.com/ecr/

2. MNemERd | ZEEENHREAREEN X,

3. ESMERP  EFNEEMEK. DEFRE. HHE,

4. ERAEMEREL , EFMA (#E ) DUERERFPE S0 R,

5. MIAERT , BNMEFRKERHRENFHAHE., SR LUERETIEE AN B ER Ak
FREENPE, BUUNFEERERENFHEREREANAR, BXELER , B5H
A T3 Amazon ECR ML F M ENTRERM

AWS CLI

Amazon ECR AFTEREEIMERBATEARAE, FRAUTHTEELYNERTERE  HE
WIEMNE R HEER,

- ERREYEEANERTHERERA,
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Amazon ECR AriEE

aws ecr get-account-setting --name BASIC_SCAN_TYPE_VERSION

SHEMAVETFTR, MRETRERYN , WRFERBIATHEIR

aws: error: the following arguments are required: --name

EMENEARPTEERRAM CLAIR BN AWS_NATIVE, —BEFNERFTHER RAM
CLAIR BN AWS_NATIVE /5 , BWAEWE RN CLAIR,

aws ecr put-account-setting --name BASIC_SCAN_TYPE_VERSION --value value

£ Amazon ECR A FF ARG R B FERERERE

MRENFEERBLE N HENDHE , WALFHEHRERE, 8 24 PEAEHRRE, 24 Dat
BRENGEHEEREHE (WEERE ) AREMFIHEHE.

EXAHGEEENELRNENHEFMES , FZH 5FE Amazon ECR FHY G 1 7 &,

AWS EIBinsl s
B AWS EERFHESFEAUTTRABFHIEREDM,

EFEEMFR/FME R FTF Amazon ECR %4 https://console.aws.amazon.com/ecr/
MEIEF | ERECEFMEN X,

ESMBERD , ERTFEE.

ERF#EFENEHL , EREEERAENEENFEE.

ERENHL , EREARNGS , AEEEAM,

o > 0 bh =

AWS CLI

« start-image-scan (AWS CLI)

T RBIERBERE.

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --
region us-east-2
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https://console.aws.amazon.com/ecr/private-registry/repositories
https://docs.aws.amazon.com/cli/latest/reference/ecr/start-image-scan.html

Amazon ECR AriEE

UTRBlIERRERE.

aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash
--region us-east-2

AWS Tools for Windows PowerShell

« JREV-ECRImage ScanFinding (AWS Tools for Windows PowerShell)

T RBIERRERE.

Start-ECRImageScan -RepositoryName name -ImageId_ImageTag tag_name -Region us-
east-2 -Force

AT REERBRERE.

Start-ECRImageScan -RepositoryName name -ImageId_ImageDigest sha256_hash -
Region us-east-2 -Foxce

¥ 3E Amazon ECR FEXRPFENIAE LRI

BALRKRR EXATERNERNREGRENEEHFERI. SRINB4IRERBIERE R IRRE MK 6O
(CVEs) BiEFERTERESIHMN.

EXAHGEEENELRNENFEFMES , FZH 5FE Amazon ECR FHYBRGI HH [7) &,

AWS EmEimsl s
BN AWS EBEHAFRAUTSRREREGHAREE R,
ERRMGHERAELN

EFAEEMFR/FME R FTF Amazon ECR 2% & https://console.aws.amazon.com/ecr/
MSIEF | ERECIEFMEN X,

ESMERTD , ERE®E.

EERENERL , ERESERERERERNEGNERE,
ERETHENBRGIRZST | EERGREURRABAELN,

o & 0N =
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https://docs.aws.amazon.com/powershell/latest/reference/items/Start-ECRImageScan.html
https://console.aws.amazon.com/ecr/private-registry/repositories

Amazon ECR AriEE

AWS CLI

FEALT AWS CLI S EARREBRITWE R AWS CLI, BA[LAfEA imageTag 5
imageDigest IEESH G , XHEE WL list-images CLI a5 HIREL

 describe-image-scan-findings (AWS CLI)

T RBIERRERE.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageTag=tag_name --region us-east-2

AT RBIERRERE.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

AWS Tools for Windows PowerShell

« JREX-ECRImage ScanFinding (AWS Tools for Windows PowerShell)

LT ROIERRERE,

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageTag tag_name -
Region us-east-2

LT RBIERBEERE.

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageDigest sha256_hash -
Region us-east-2

HEZ Amazon ECR YRR I3 8] B

UTREENNEGRE AR, BALTE Amazon ECR ##HlAF & REHiF1E. B API HEMA AP
AWS CLI REEF KR, DescribeImageScanFindings
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Amazon ECR AriEE

UnsupportedlmageError

SEHXEA Amazon ECR A X HHEMGBGRABENRERSHENRGHTEMPAREN |, B8
£18 %] UnsupportedImageError f5ix. Amazon ECR X% Amazon Elastic Container Storage
Storage Simple Storage, Amazon Linux 2, Debian, Ubuntu, CentOS. Oracle Linux, Alpine #
RHEL Linux RITAHREVEZRA, —BE5RAEHHNENZE , Amazon ECR ATSEF B X FHM
TeBFERE. Amazon ECR A #H#iM Docker scratch REGHEN R K.

/A Important
fEF1B5E BT MAT , Amazon Inspector XIFHHFBERERSTMEFEHRE, HRTES|
& , FHZ 5 Amazon Inspector A FIER PRV TSRV IRIER SN RIF R E

JR[E UNDEFINED =EM A5

BHRE LW BITEEM AR BN UNDEFINED WHBLE R, &RXHEINERLRERRMNT
« CVE RARMIZIEE D B LR,
s ZREWEPE T — Amazon ECR TT3EIRBIM £,

ERERENTEENRR B NEENREE CVE,

T IRA SCAN_ELIGIBILITY_EXPIRED

MBENFEEMERB A T FEH Amazon Inspector 88  HELEEEEFHERED , WAsEs
EFAWIRASN SCAN_ELIGIBILITY_EXPIRED, #EARXMERNELREMNT,

o HIBRNIAEEMRIBTIT S ERAMAT , Amazon Inspector FFHARTEBR G HEX R BIR B % 30 X
MH#EIAF] Amazon ECR Wi, ERMEN AR SCAN_ELIGIBILITY_EXPIRED, R
BEELL Amazon Inspector X LG |, NI RCFHEFHIX B ENEHEE,

« IR TE Amazon Inspector EHIAFER T ECR EFHBBFLENBHAZNEEE , NEGHNEE
RESFELEXHN inactive HEREENR expired , HF NS RIFAZEGRNFTEXRKAE
SR, X2FH Amazon ECR ## & fFA#ERASSIJ SCAN_ELIGIBILITY_EXPIRED,
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https://hub.docker.com/_/scratch
https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html#ecr-supported-media

Amazon ECR AriEE

5 EifEMERE Amazon ECR FAEEMRE S

EREFRIAN , SR LFEMRAASBTS Amazon ECR EEMEKRL.

Amazon ECR B RIXEFNUT LiHEMReIZRMEEFNN,

« Amazon ECR Public, Kubernetes B3R EEMERF Quay ( FEESHRIE )

« Docker Hub. Microsoft Azure GitHub AR EMRk. AR EMEM GitLab A EMR® ( FEFEA
AWS Secrets Manager Z4A 3t 1T & 0 RIE )

« Amazon ECR ( ZEEfEH AWS IAM B &3# 1T 511 )

Xt F GitLab BEEM K , Amazon ECR XX FBEL HHEIERS (SaaS) =mizEEF. GitLabBXE
A GitLab# SaaS R EZER , 5ZH GitLab.com,

NTFEEFEAZARTHORIERN LMK ( HI0 Docker Hub ) |, BUIFERFHEZHAF.
AWS Secrets Manager &AL Amazon ECR ### A A ENKRE S0 KIUEH B TR elE
Secrets Manager %4A. Bx{#M Secrets Manager %] & 812 Secrets Manager RN EZELR |
BSRFEN LEFE#ESIEFM#TE AWS Secrets Manager 241 ¥,

5t F Amazon ECR , 1R iR T Amazon ECR I RE TAEMNKS, |, MAFmANE — IAM &
., AWS Bt IAM ABNEZER |, HSHEKF, ECR 2| ECR 2HEFMERN IAM KB,

N EREMRGZRIEFEANE , £/ Amazon ECR FAE MR URI MiZ Lk E M3k F iR ERAR 5 BT
A, AE , Amazon ECR 28| —NFE , EREEIMRFEFZRE. N THRENEBLERE
M EFBRERAVIEIER , Amazon ECR 2R E LififiiRk , EEREANRANEFTZBERSHMR
&, ARZREDFT 24 P EH —XBBEMRPHRE,

7 B B 2 R AR

Amazon ECR B X7 FE o2&, X#HFMIE , £ Amazon ECR EAEFREHNAREIEZN
MEEFEEENREEN  SF2HN, SMERBESFREGETZANER  ATRAFRESEE
BARE, BRAUEEREFEERENEE , SRETHRNLFRE, HERETE, MEMES
AR, FEEUERRTFNREREFEFLZABDNA , MU F#ESREREMESECE
MEF#EIEEAZE. BXESEL  F5H ATREHEEFNE, XN tIERE FIRERBE 6
By ER R,
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https://docs.gitlab.com/17.5/subscriptions/choosing_subscription/

Amazon ECR RFiERE
EAZFRIVINEEED

£/ Amazon ECR EF{EEH NI , BZEUTHA.

« UTXEAZEFEEFRIMN,
« FAE (4t ) (cn-north-1)
- FE ( TE ) (cn-northwest-1)
« AWS GovCloud ( EEZ% 3B ) (us-gov-east-1)
« AWS GovCloud ( EE®EB ) (us-gov-west-1)
« AWS Lambda X #FERARIEFMUM Amazon ECR {RENA RR .

- MEFARNEFRERNESR , 8XIENSESN T Amazon ECRFIPS fiFims. B2 , £H
Amazon ECR FIPS BR%5im & AT AL 38 fR 423 B,

B Amazon ECR #AHE &k URI REFEGE , BEIRECRHH AWS IP #at/F3), XA LA
RGBT A LB EM RS T IRENRELF

- HJEi¥ Amazon ECR FAEEME URI IREVREFRMEREY , Amazon ECR £248 24 PRIRE—IX L
HEEE  URIEEFHRGREENRIIRER, MR EFEMERPERFHOME , Amazon ECR &
THEMRFHNREG, LITRBETEFEENRE —IRER.

« R Amazon ECR H FHARRTEN L EMREHMREG , HAMEKEREI , WRENLREE
BERFHRE,

- ERIBEEE LHEMREIEN Secrets Manager Z4ARY , BB AER ecr-
pullthroughcache/ BIR, ZHEXLIERFIREGNAL T A8 [E 8 K - F X5,

- HEAKFRIANRENRSREEGER  BLIRNELIRPSIANENEGH2FRIE
Amazon ECR ZfiFEH, MRAERBIRISESREY , N MERASERXRNEGREESHE , M
FREBEIRIBENRZRIENER,

« Amazon ECR FARE M<K IAM B | ;1 Amazon ECR REFTENNIR , SSIBEFE#E. BER
AT EMRIER Secrets Manager 47 , AR AR REHIEZEFUE, RSEX IAM BRECEER
REANN EsI0E, BXELSER , B2H A TEFREIM Amazon ECR lRFHEXAE,

- BIAMBRT , EREFREHN IAM EEEFEBETH IAM policy BFHINR. &R LAEH Amazon
ECR B MRNPRFEEEH — S RE IAM EEHNINRBE. BEXEZEL , BSR £AEMEN
BRo

- ERAZFRIITFERCIZN Amazon ECR 7 FESEMHEM Amazon ECR FiEX EIFFN .
XEFMBEF#EEDRE  SINEHMEREREHE,

+ 3 Amazon ECR EARHMEFREARCCIEMEFEEN , RIFEFECENFMHELEZER , BN
LTRINRBRNA T R#EE, S UERFEEZENR , X Amazon ECR RRE G| ZH 176
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FEFMANRE. AXESER , BEH ATEHNESFNE, HErtIZRNEFRERR G2
T2 RV R AR

o MREFRTAEY - RZEF TR ERTTUBEMREBIREL, RIANBERT , MERS AR ( L
E%)oﬁﬂu%&ﬁgﬁﬁ,HﬁzﬁTiaﬁmﬁETﬁﬁgm%mxﬁﬁm,ﬁ&$ﬂ§e
1% TE B A A AR K HE BRI SCANAE o B B AR S HE BRI R 1L 544 o

« N3 — {EFABRIA AES256 N7,

- EENR - SR , TR AEMEEENRKERE,

- EMEAHEKR - B2 , TNATME GBI,

. RENRL - B2, TRATFARFRE,

- ERASFRIANNFEESARGIREFEM | XRFHELE Amazon ECR £ AR MRS EHMR
&

s HXREASFRIANEIMEGR  TEEEETERMNER, EELERT , SEETEHRN
MEEH , ARRIFIEE —FRIXHENRE , LR HITAHE, Rt , MREEH Amazon ECR B &
NEMAED VPC LixgTT R, AWS PrivateLink M FEEHRE —RNNEEEFERMNEHR, —f
FERERAN VPC FRIBTFEEBEMMXNAEFN , AEEREEEMNWEHERENLAE F
MERENEFN, FAKFREANFTHEEMERENTEERRE, BXRXELER , BFSH
{Amazon Virtual Private Cloud FAF5r) /Y R HBIEE BIED,

F EFFEMKRE Amazon ECR FAE ETMERE T AERN IAM X R

BR T N ABEMRA T H D IE AR XN ZIREGETATER Amazon ECR API fRERZ4L , BREL
THARRF AR EAZFRERIAN,

« ecr:CreatePullThroughCacheRule - & FRIEZNVEEFANNNR, KNRLNBEBIETH
389 1AM policy & F,

- ecr:BatchImportUpstreamImage - BRI RNABEGHGEHS AT BN EEMER, TUBET
FERAREIMENERE, ET S0 1AM policy SUEIS 6 A E T & RV 17 B A PR 5 BE 32 5 It A
BRo BXxFERAFMENRNEZEER , BZH Amazon ECR FHFAE F i FE KB,

« ecr:CreateRepository - RFEMEEMERFOUETFTEENNIR, NIRFHEEFEGHNFEE
FEE, WEERNR, TUESE T SMH IAM policy SFAR EM RAXR R LR F LLINER
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https://docs.aws.amazon.com/vpc/latest/userguide/route-table-options.html

Amazon ECR RFiERE
{5 FE A RN R

Amazon ECR R EEMERNRAAFREE IAM K ERAEFIRINEBE., R IAM policy
BT IAM REMR 2 FEMRNRRE R FHNE , U IAM policy {£5%€. fln , MRAFERT
ecr:* MR , MFTEFI M TR BIER,

BB EMRORKE (AWS EEZFH /)

1. $TF Amazon ECR ###|& , Mk A https://console.aws.amazon.com/ecr/o

2. ME&MEd  EREEEDERENEEMRNREFT N XE,

3. HESMBEHEF , EZ Private registry ( FABEM K ) . Registry permissions ( SEMRNIR ) -
4. 7f Registry permissions ( EMRNIR ) WE L , %#F Generate statement ( £KEA ) »

5. NTFEBNBNEFRIWNRRKIED , BT TERE,

a. XF Policy type ( SRBEKE ) , #Ei%&# Pull through cache policy ( #EEF K ) .
b. ¥ F Statementid (iE@ ID) , NHEEEFIEDRBIZHEBR,

c. XTF IAMentities (IAM3=4E ) |, EEETESERXRBHINAF. 45A4E,

d. XF Repository namespace ( F#EREZEE ) , EFRESKBERRANHEEZEFAN,

e. XF Repository names ( FEEEM ) , EEENAANNFEEEREZN. Flm , mRE
#8 7 Amazon ECR Public L3 Amazon Linux T E |, FEEBFERN amazonlinux.

EOEALBTMRAIRKE (AWS CLI)
EALT AWS CLI s S B I ERBEMRNER AWS CLI,

1. BIEHE RN ptc-registry-policy.json A4 , EFIEEMREEANS, LT RAI
& FoIE 7 EH M Amazon ECR Public FHEUEEREY ecr-pull-through-cache-user X
BR , Amazon ECR Public 25 Z & 812 /Y B E 75 NI A R BXHY £ETR.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
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Amazon ECR AriEE

"Principal": {

"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"
},
"Action": [

"ecxr:CreateRepository",

"ecr:BatchImportUpstreamImage"

1,

"Resource": "arn:aws:ecr:us-east-1:111122223333:repository/ecr-public/

/A Important

NEEREFEGNEEMETFEN I EE ecr-CreateRepository R, 4l , w0
REHENERENGSSINEIREREHEIMMN IAM 4 (FINMEBRAMALAR ) TR

2. fEMput-registry-policy i ik B EM R K

aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

IEE &y

EZREFREAZFRIANG , BIITUTEES R,

- BIEEFREAN, BXEZER , FSH £ Amazon ECR FEIZEF RN,

- BIEERECEER. BT FMECIEENR , £ Amazon ECR EEFRREUREHERRECIEMN
ME#EESOREN  BRATEHN, AXESER , F5H ATESNEEFNEL X622
=8 HIRVEHR ) 632 1Y 17 6 BE RV R AR
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https://docs.aws.amazon.com/cli/latest/reference/ecr/put-registry-policy.html

Amazon ECR AriEE

REEKF ECR Z| ECR PTC FYXBE

Amazon ECR | Amazon ECR ( ECR % ECR ) BEBEFIEXHEXE., AWS IKkFHHEZEH
FELSE G, £A ECR | ECRPTC , &A SRR HEIEE| = E Amazon ECR Atk , AERERIE
FRN , FFREGEIFTE T Amazon ECR MR A,

Bk~ ECR E| ECR ElREFFTERN IAM KB

EETRE AWS k8 Amazon ECR ik 2 B EFME , HE T EKF,FEIE IAM AGHEEART
ARV SR BE LR AR AR -

« Amazon ECR ZEEMNEF e R LM L Amazon ECR sk RIZENAR &, &A1 LUEE 62 IAM
At AREERNMEFANFSEEZAR  BFXLENR,

- LEREMERABEEELAOEFEMRAEE R T RREHA T RRBEFTFELNR,

KL

- 8l IAM B EXE IRIEFENR

. HIAM A ERIBEEERE

o 1£ L3 Amazon ECR ;MR P IR RERE

212 IAM B EXRE RIEFNR

UTRBIERT —MUBRKEE | iZFBET IAM AR , KREM L Amazon ECR SEM &R F1EE
MR, 34 Amazon ECR B ZA R , B REELF P IEENNR,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "VisualEditox0",

"Effect": "Allow",

"Action": [
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken",
"ecx:BatchImportUpstreamImage",
"ecr:BatchGetImage",
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"ecr:GetImageCopyStatus"”,
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource": "*"

7 1AM £ & 6 2 EE R

UTRBIERT —MEERE | ZREFF Amazon ECR FEZFHEN AT UBEEZHEHN AWS RS
EH,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pullthroughcache.ecr.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

1£ £ Amazon ECR JE &R # 6 2 &R KB

L8 Amazon ECR EMRAA EELFMVEM R KB RIFEERE |, URTFFOEMRAMBERNT
LU RAEFR BBV ER

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :444455556666:root"
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1,

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchImportUpstreamImage",
"ecr:GetImageCopyStatus"

]I

"Resource": "arn:aws:ecr:region:111122223333:repository/*"

£ Amazon ECR A |2 E F=EHFL N

X TR EEERE Amazon ECR REEMRFEFNRENZN LiFEMK , LT BEFRIM
e

NTFEECEABARTEORIEN LFERR , BXUHL Secrets Manager BAFHEIE, ZAIBAE
AIEN BRICNE—NHZEH. EBALE Amazon ECR 4| A 5 Secrets Manager 12§l & F 6l
Secrets Manager 2. Ef£M Secrets Manager 2% & M7= Amazon ECR 12#| & 83 Secrets
Manager % , BRI IEHY L {7 8 F U787 AWS Secrets Manager B H,

FRFH

- BRIFEEAHECEREFRIMANMNES IAM R, BXER , BZRAF LFEMES Amazon
ECR A AEMEREL AT IAM KR,

s NTEEFEARPAHTHEOARIUEN EEMER MREFERHINER , WIERIE Secrets Manager
FHREHREUATER :
- BEAMWBMEL ecr-pullthroughcache/ 7k, AWS BEE#ZEHA NERWHH ecr-

pullthroughcache/ B8 Secrets Manager 4R,

o ZHARTTE R K P A X384 00 5 48 17 42 B U i 72 /O ik 7= 0 X34 PR e

O EEFRIAN (AWS EEEHA)

AR SBE R E A Amazon ECR #2515 02 R FREMNIF Secrets Manager 41, EFH
Secrets Manager #5882 %4 , S RNEN LFFMEEZIEF#E AWS Secrets Manager % 4A
H,

¥#F Amazon ECR Public, Kubernetes &&3Eft &= Quay

1. 3TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o
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Amazon ECR A5
2. ME&iEd  EREREAEEIMRRENXE,

3. ESMBEHKP , % Private registry ( FABEM I ) . Pull through cache ( REFRE ) -

4. 7 Pull through cache configuration ( ZFRIEE ) WHE L , 1%#F Add rule (ARMAN ) .
5

ELSR1: BEEXRRREL , X FEMEK , ENLEEMRRHFIFRFIEE Amazon ECR
Public, Kubernetes = Quay , REEET—F,

6. HEHFW2: EEBHREL , X¥TF Amazon ECR FHEERR , FEEEEFENRELEEIMRPE
HHRENEERANFEREDEZANR , REEET—%. RUABERT , SExRGEZEE , Bt
A LEE B E LA 2.

7. HESR3: FRACENEL  FREFRIANEE K REEFCIE,

8. NECENEBNEFRINESE L —PR, ERNEIMXFHCIETEFRERIIAN,

3%4F Docker Hub

1. ¥TF Amazon ECR ##|& , Bt Fhttps://console.aws.amazon.com/ecr/o

MNEfEF | EREREAEEMKRRENXE,

ESMBEEF |, %4F Private registry ( #ABFEAM K ) . Pull through cache ( BFIEE ) -
£ Pull through cache configuration ( EFREEE ) WEH L , 1E#F Add rule (MM ) ,
ELSR1: BERFEREL , WFEMEK , %1% Docker Hub , RFERT —%,

ESR2  BEESORIIANEL , XF LBEIE , 84980 AWS Secrets Manager 247 17%
Docker Hub 9 &3 IIEZIE, BALUEEINE R , LA LUEA Amazon ECR £ # & B E &
H,

2

a. EERNERY , FREERINE AWS ZH. X TEHAEN , EATAUIIREZEAFTHER
H, REEET—F,

(® Note
AWS EE#ZHIA NEREMMEHecr-pullthroughcache/HI4XH Secrets

Manager 40, Z4AxE SN E5EFREFN A T E /K- FXE,
b. ERIB#ZER , FEEFNE AWS B8, WITUTHRE , RBEERT—F,

i. ERAENP  BABAEE - NMEREET. BRABNLMAEE 1-512 4 Unicode F
Fo

ii. 7£ Docker Hub B FHEB# |, I8EZEH Docker Hub BT HR 4,
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iii. 7£ Docker Hub ifE ks |, i§¥8E Docker Hub Bl i, B elE Docker Hub
HETHERNEZEE , 125 Docker XHHH Create and manage access tokens.
7. LT3 EEBHRREL , ¥F Amazon ECR R EFIR , BIEEEEEMNELAEEMER DR
RGN EFRANEREREZR , RFEERT -5,

RAMBRT , BEXRREZH , BRAILUEEAENLGEZER,
8. HIR4: FRHCENEL , FREFRIANEE B RFEFCIE,
9. NECENBNEFRNESEL IR, FUMNEBIMXHCETEFRERIAN,

X F GitHub &BaREM &R

1. ¥TF Amazon ECR #2#|& , Bt Fhttps://console.aws.amazon.com/ecr/o

MNEED | EREREMEIMRRENXE,

ESMBERF , &F Private registry ( #AFEAM R ) . Pull through cache ( ZfFHRE ) -

£ Pull through cache configuration ( ZFHREEE ) WHE L , 1&F Add rule (FIMHN ) o
SR EBEXRR WEL , T IEMK, &F “GitHub BeEMK" , ARER “T—F7

ESR2:  BESARII TEL , T LEHEILE , B%50F GitHub B8IMRN S HRILER
TZf#7E AWS Secrets Manager 4%, SR LUEEMNEFL , LA LAEA Amazon ECR #2514
BIEFEH.

2

a. EFEANAEY , BARCRIE AWS B, I THEHEN , FATAIRERNFHNE
0, REEET—F,

® Note

AWS B2 A NEREMEHecr-pullthroughcache/HI4kH Secrets
Manager 248, 416 XM 5 EFRIF N4 T8 [ 09 K 7 FXE,

b. ERIEMEN , BEFECGE AWS B, MITUTRAE , REEET—F,
i EBRARNP , BABREE - NEREET. BHBNLAEE 1-512 4 Unicode F
Fo
i. XFGitHub BEREMRA/A , BEELM GitHub BBREMKRAF B

i. XTFGitHub BSIMRIFEISHE , FIEELM GitHub BEXMRIFE T, Bt
GitHub i RIS EZER |, 55 H GitHub XHEFHEELEN N A GBS,
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https://docs.docker.com/security/for-developers/access-tokens/
https://console.aws.amazon.com/ecr/
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
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7. EHFWI:EEBHFREL , X¥TF Amazon ECR F#EERR , BEEEEFENRLEEIMERFE
WA RGN ZERANFEEREZE , RFERT -5,

MIABRT , BERWAZE , BHAILUEEBEN GBS EHE,
8. HIR4: FRHCUENHEL , FREFRIANEE K RFEFCIE,
9. NECENBNEFRNESEL IR, FUMNEBIMXFHCETEZFRERIAN,

33 F Microsoft Azure BE8¥ &

1. ¥TF Amazon ECR ##|& , Wit https://console.aws.amazon.com/ecr/o

MNERED | EREREMEIMRRENXE,

ESMBERF , &F Private registry ( #AFEAM R ) . Pull through cache ( ZfFHRE ) -
£ Pull through cache configuration ( ZFHREEE ) WHE L , 1&F Add rule (FIMHN ) o
EHFR1 BEEREREL , HITUTRAE,

o & 0N

a. TEEMERT , HikFEMicrosoft Azure B EMER
b. TEEEME URL & |, HIETE Microsoft Azure BEEIMEMNEBR , REEET —

/A Important
BRBEEEE , EARGERREER .azurecr.io B4,

6. ESR2 BRESHRIENEL , S(‘H:J:‘)'i? i, #&ATLL AWS Secrets Manager 2401764
Microsoft Azure Be3EM R B 3 IIEE —.U«)\?E’Eff' B%4 , o] LAE A Amazon ECR #
HABIBFHA,

a. EFEANAERY , BERCERAIAE AWS R, N THEHABR , FATAIRERABTNE
0, REERT—F,

(® Note

AWS EE#ZHIA NEREMMEHecr-pullthroughcache/HI4XH Secrets
Manager 40, Z4AxE SN E5EFREFN A T E K- MXE,

b. ZEQIEMEN , FIRFCE AWS B , ITUTRE , REEET—F,
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i. ERAENP  BABREE - MEREET. BREBNLAEE 1-512 4 Unicode F
Fo

ii. 7E Microsoft Azure ResEMIRAF B , i5I8E Microsoft Azure B EFMETAF B,

iii. 7E Microsoft Azure B FMTRIF RSP |, FIEE Microsoft Azure Beg/EMERIF RS
#, BXWNALIZ Microsoft Azure B EMRIFRITHEMNEZEER |, B5 1 Microsoft
Azure XHFHCIESHE - 117,

7. EHFWI:EEBHFREL , XITF Amazon ECR F#EERR , BEEEEFENRLEEIMERFE
WA RGN ZERANFEEREZE , RFERT -5,

RAMBRT , BEXRREZH , BRALEEAENLGEZER,
8. HIR4: FRHCENEL , FREFRIANEE B RFEFCIE,
9. NECENBNEFRNESEL IR, FUMNEBIMXFHCETEFRERIAN,

X F GitLab BaREAMR

1. ¥TF Amazon ECR ##|& , Bt Fhttps://console.aws.amazon.com/ecr/o

MNEMED | ERERELEIMRRENXE,

ESMBERF , &F Private registry ( #AFEM R ) . Pull through cache ( ZFHRE ) -

£ Pull through cache configuration ( ZfFHREEE ) WHE L , 1EF Add rule (FMHN ) o
SR EERR WEL , X TF EMKR, &F “ GitLab BEEMK" , RFEE “T—F7

ESR2: BESHARID TEL , §FLEHELE , B4 GitLab BEEIMEN S HRILER
T7f%1E AWS Secrets Manager 47, SR LEEIEZE , LA LAERA Amazon ECR 2§ &
BT,

2

a. EFRUEERYN K BERFERANE AWS B, W TRHEEN , FATHIRERINENE
8, RERTBET—%., BxE A Secrets Manager 14| & #12 Secrets Manager BN E S
B2 , BSREEN L FMEEZIEFM#E AWS Secrets Manager Z4A A,

o

® Note

AWS B2 A NEREMEHecr-pullthroughcache/HI4H Secrets
Manager 248, 416X E5EF RN A T8 [ 89 K 7 F X E,

b. EGIEMEN , BEFECGE AWS B, MITUUTRAE , REEET—F,
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https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
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i. HEZRPAENH  BABPEEE—NMEREEH. BEBHLSLIAEE 1-512 4 Unicode F
o

i. XFGitLab BREMERAF, R |, BIEEELEN GitLab BEIMERAF B,

ii. X FGitLab BEFEIMRIFRISHE |, HHEEELEN GitLab BEHIMRIFRISIE. BROIE
GitLab BReSIMRIFETENESZELR |, 55 H GitLab XRYF DA GRS, A
8] s I B i 18]S,

7. BESB I IBEBHRIAEL , T Amazon ECR FH#ERS , BIEEEEFEMNRAEEMEDIR
MG EFERANEHEETRZR , REEET L,

RAMBRT , BEXRREZH , BRAILUEEAENLGEZER,
8. HIR4: FRHACENEL K FHREFRIANEE A6 AREEFCIE,
9. NECENEBNEFRINESE L PR, ERMNEIMXFHLETEFRERDIAN,

ST FEH AWS K R Amazon ECR FABEMER

1. 3TFF Amazon ECR ##|& , Mt 7 https://console.aws.amazon.com/ecr/o

MNERESR | ERERENBIMRIRENXEH,

ESMBERF , &F Private registry ( #AFEAM R ) . Pull through cache ( ZfFHREE ) -
£ Pull through cache configuration ( ZfFHRIEE ) WHEH L , 1&F Add rule (AIMHN ) o

ELB1 EELEIEL , EEMRPIER Amazon ECR FAE LK, WFXE | T L
Amazon ECR AR XiE , REEET—F,

6. EFW2: BEEGREZHREL , N TEEREZHE , ARERVUEFTRENRERTHIIRAVZN
ZEFHE, MRERBENR , WAAEE - REN , ZEMRAEGEZRAN -2 , A
TEEXRB LFEMRAVBRE,

7. WNTLEHERBZRE , EREEMLEFEIMRPEENBENRTRN. WRERFHFNR , AT
MEREMRFPVEMFREEFRRBE. IREART , FREELFFEENR , AREET -
&

o > 0N

(® Note
ETHMEXBENEFENLEGEZRANESFEL | 55K BE Y ECR | ECR 2EE
FEHE#ER R,

8. HILZR3: FRHACENEL K FREFRIANEE A6 REEFCIE,
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https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://console.aws.amazon.com/ecr/
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9. NEGENBIRNESF , EEXESR, ERNEBIMXECETEFRDAN,

X F kB EHAM AWS Ik~ # Amazon ECR # & E &k

1. 3TF Amazon ECR #£#|& , Pt R https://console.aws.amazon.com/ecr/o

MNEED  EREREMEIMRRENXE,

ESMBERF , &F Private registry ( #ABEAM R ) . Pull through cache ( ZfFHRE ) -
£ Pull through cache configuration ( ZfFHREEE ) WHE L , 1EF Add rule (FMHN ) o

ESB1:EELHETEL , E3MRP%R Amazon ECR RAEMBEKF, WF X , &R L
Amazon ECREM RN X, £ ‘MK F |, 8T L Amazon ECR JEM&REI AWS K/ ID , &
BikE “T—%,

6. EFR2: BHENRIEL , XTIAM A , EEATEKFEREFHRNAE , AFiEE
=28

o & 0N

® Note

BHSLIERMERE BIKS ECR ¥ ECR REUEFAER IAM KB 62 REY IAM
ﬂ@lo

7. EFRWIEEGEZEHREL , N TEERAZE , AREUEFTRENRERTHIIRAZN
ZEEEE, NRERBENR , WATHEE - MREN , ZEBWRAEREZEAN -2 ,
TEFRE EfEMRARER,

8. NWTLHEWAZRE , AREEMLEFEIMRPEENRBENRTREN. WRERFHNR , AT

MEBEMRRPVEMAFFEEFETRISE. ARHART , BEELHFFRENR , RAEEET—
&

® Note
ETHRBEXEAENEZFNLFREZRANESER , H5H BEN ECR | ECR REI&Z
FHEEERR,

9. EIR4 . FRHCUENEL , FREFRIANEE  RFEFCIE,
10. NEQEZNBMENESF , EEXES R, RHMNBNXECE T EFREWN,
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Amazon ECR AriEE

RO REZFRIAN (AWS CLI)

£/ create-pull-through-cache- AWS CLI rule #5558 Amazon ECR #A B EMTRAIBEBEZFAN,
WFEEFERFARITEORIIN EHEMR | EATEL Secrets Manager Z4AFM#EIE, EMEH
Secrets Manager #8812 %4 , HSRNEMN EiEaEZIEFM#E AWS Secrets Manager % 4A
F,

HII NN D EMRBEEUT RO,
%t F Amazon ECR Public

AT RHI7 Amazon ECR AEEMRBE—NEFREMN, BEET FHEENR ecr-public , X
EHFEAEEFREIFANGENESNEEESRES ecr-public/upstream-repository-name %
FR,

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecr.aws \
--region us-east-2

3 F Kubernetes B85t &

AT "I Kubernetes N B FMBRAE T —NEFREIAN, SEE T FHEER kubernetes |, iX
EHFEHAEFREIANCENESNEEESREE kubernetes/upstream-repository-name w4
FER,

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix kubernetes \
--upstream-registry-url registry.k8s.io \
--region us-east-2

X F Quay

LT REIA Quay AEEMRGEBT —NEFRIAN, CEETHEEELSR quay , XSBERA#E
EEANCBHNENEEEBERWAR SR quay/upstream-repository-names

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
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https://docs.aws.amazon.com/cli/latest/reference/ecr/create-pull-through-cache-rule.html

Amazon ECR AriEE

--region us-east-2

% F Docker Hub

LA 7RBIA Docker Hub JEMRBIE T —NMNEFREFN, ©EET FMEENSR docker-hub , X%
BEASTFRIFNAENS NEHESESR docker-hub/upstream-repository-name w85
R, BYUBIEEDE Docker Hub FIEM Z4AHISTEE Amazon BIREF (ARN ) .

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix docker-hub \
--upstream-registry-uxrl registry-1.docker.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \
--region us-east-2

X TF GitHub BaFEM*E

AT RHIA GitHub BeEMREEZ TELEFAN, SEETEMETNSR github , “'E"Mﬁﬁﬁ%ﬁ
REHAN BB ENEEESREE github/upstream-repository-name BB H R, BYHMIEE
BEEM GitHub B EEME UM AR TE Amazon BIRE R (ARN),

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix github \

--upstream-registry-url ghcr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

5t F Microsoft Azure BESEM R

BAUR R IR Microsoft Azure REFEMKRBE T —NEFREAN., BEETHEEENR azure , X&
BEASTFRIFNMENES NEWESESR azure/upstream-repository-name up%jj_xo piN
MAEE R E Microsoft Azure BESEMRZ I ZEAMTE Amazon BIREZFH (ARN )

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix azure \
--upstream-registry-url myregistry.azurecr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2
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X F GitLab BaREAM&R

AR R BIA GitLab BEAEMTRUETELIEFAN, SEETFEENR gitlab , XSBERERF
REANSIZHNENEMEESRES gitlab/upstream-repository-name B AR, BUMIEE
TEEW GitLab BEEMEIEH ZH I TE Amazon BIRB TR (ARN),

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix gitlab \

--upstream-registry-url registry.gitlab.com \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

X F&E AWS Tk Y Amazon ECR FAB A&

AR RBIER— AWS Ik P iR B X8 Amazon ECR A EEMRGIZEBEEEMN, SEETE
ERR ecr , XERFEAZFRIFANCIENBNEEERHESR ecr/upstream-repository-

name WA HFR.

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr \
--upstream-registry-url aws_account_id.dkr.ecr.region.amazonaws.com \
--region us-east-2

FRBE HMm AWS IKF# Amazon ECR FAE E it &

AT RBIFER — AWS Ik o B X13H Amazon ECR AAESIRGIZEBEEMN, ©EETE
EANR ecr , ISBEARFREANIENENFHERHES ecr/upstream-repository-
name B R, BUTIEELEBTE £ Amazon ECR FHIEZEFRIMAN ha|ZHNRN IAM A&
fYSZE Amazon BIREB TR (ARN),

aws ecr create-pull-through-cache-xrule \
--ecr-repository-prefix ecr \
--upstream-registxy-uxl aws_account_id.dkx.ecx.region.amazonaws.com \
--custom-role-arn arn:aws:iam::aws_account_id:xrole/example-role \
--region us-east-2

RS LR

PIREFRIANG , BTIITUTEESR
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- QIBREMEECEER, 87 EMELEENR , £9 Amazon ECR EEFIRIUREHERRECIEN
FMEEEESRERN , BB REIN, BXELEE  B2H ATEHESFNE, HiARCIE
2% 2 5 VE HA 1) 81 22 19 12 0% FE AV AR AR

- BIFEFIREIN, ERIFEFRIMNE , Amazon ECR 25 LM REN MEER , Bife
EEALAEEE EFEMREILH Secrets Manager 48 , UR B HRITRERY. BEXESZE
B, #3/ Wif Amazon ECR R EFEEH N,

- FHRERASFERIUIN, BEXESZEER , 2 H £ Amazon ECR H i f 2 77 12 BV I SR 2 BB 5 o

I&F Amazon ECR H Y42 Z12EUHL U

BIBEFRIFNG , N TEESHRIEN EEMEK , BUUREZANREEEIE, ERIEET
REHN AT , Amazon ECR 5 L FfiRENMKZERE , RIITEEEUUFRSE LiEEREIE
# Secrets Manager %43 , HHEIAS B RIER TR I,

ERBREASFERIFN A , FRIAGHEEYN IAM R, BXEZEE , H3E FLEME
5 Amazon ECR 3B XM KRB LS AEN IAM R,

I BREFIREFN (AWS BEBEFH A )
LTS EERIN{AE A Amazon ECR 124] & 8 IF EFEEHN,

1. 3TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o

2. ESMEY  ERERERIINEFRIVINANXE,

3. TESMBERF , &EF Private registry ( FABEME ) . Pull through cache ( BFRE ) -

4, EFRTFRIEENEHL , ERERITINEFRIAN, RE , CARETHNXREAEREFTFAE

/N O

5. EEFRINNFMAEERAEL , FARETANXEHERERIES AR, Amazon ECR FE R
T4k REVAEIE,
6. WERIFNSNEFRIANEESE LRPIER,

I BR 2 F R BRI ( AWS CLI )

validate-pull-through-cache- AWS CLI rule a5 A TRIE Amazon ECR FABEMERNWEBEREZAN,
LT RBIER ecr-public B ZRBIR. FHXEEHRNERIUERY 17182 BH N H 51 8{E.

aws ecr validate-pull-through-cache-rule \
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--ecr-repository-prefix ecr-public \
--region us-east-2

EWERAF | isValid SEIERRIERERII. ME R true , MFE R Amazon ECR e i 18] L E A
*x , HEBHRIERIN, MRA false , MRREFEERTBTARIEAM, failure SBIERER,

£ Amazon ECR A fif FA &2 17 12 BUHL U Sk 12 B AR 15

TR ROVEREEAZFRIANKERREN ZERAN G TIEE. DREEEFNREFANAERE
HRERKEIEIR |, 50 HFE Amazon ECR AR EFRENAE , LLEE &F WAV IR AR i ## )R
XLEERIR,

EFREASFRIANE , FRIAEHEEYN IAM R, BXEZELR | HSH FLEME
5 Amazon ECR FAEEMERE L FAER IAM PR,

(® Note

AT RBIE R ERHBRIA Amazon ECR i EMBZEHE, AWS EEEZEH A BREFERAS
i@/ Amazon ECR FAEZE URI,

% F Amazon ECR Public

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Kubernetes A28 &R

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/kubernetes/repository_name/
image_name:tag

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/
image_name:tag

Docker Hub

X F Docker Hub E H IR :
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docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag

(® Note

¥ F Docker Hub BT , XMEBE /library B8k, X FFrEHE Mt Docker Hub 1Z4&FE |
NE®E /library B4k,

Xt F P Eftt Docker Hub MR :

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/repository_name/
image_name:tag

GitHub Bes Eft &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/github/repository_name/
image_name:tag

Microsoft Azure B8 &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/azure/repository_name/
image_name:tag

GitLab BEs)E &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/gitlab/repository_name/
image_name:tag

FHER L FEM# EEIEFM#IE AWS Secrets Manager Z4A

RNEESHRIIN DBEEEECREFRIVANE | BHAFEL Secrets Manager ZAFEMEFIUE, £
Secrets Manager Z4AAIgE2=4£ %A, BXEZEER , HZFAWS Secrets Manager ET.

DTEREISEBTHRUNARNSN XN LiFFMEELR Secrets Manager 240, AT SLERE
Amazon ECR #Z£#| A R EA“QIEEFRIFN" TEREKRCEEL , MA=2HEH Secrets Manager
BHAEXRVNBRZH, BXEZEL , 2 £ Amazon ECR F A2 EFRIN,
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Docker Hub
9 Docker Hub EUE 8|2 Secrets Manager %4 ( AWS BE#R&A )

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. ERTFHHBHA.
3. HEEREARBTNELE  RITUTRE:

a. XNTHHARE  FREAMEARE,

b. FER/EFH , % Docker Hub SEiF IR AT R/EN . EAMERHHEHSES 65536 1
.

i. XFHE— key/value Xt , I username A Z 4 , &M Docker Hub AP BIEENRN
=B

i. XFEHE= key/value ¥t , ¥EEaccessToken I Z4A |, [EH Docker Hub 18] 4 [ 1E
ENE. BXUWMAEIZ Docker Hub AR THEMNEZEE , 12 Docker XHEHHFH

Create and manage access tokens,

c. XNFmHBRZEL , REBIAK aws/secretsmanager AWS KMS key B , RFIEET—F,
FEREZRRF=EETMEH, BXEZFELE |, 55H (AWS Secrets Manager A 15
) HH Secrets Manager Y B 4A N B F R R

/A Important

IBAIERBRIA aws/secretsmanager MBZRZR4ARMEZ R4, Amazon ECR &
XFEANNEZRAEAZEFEETEEREHA (CMK) .

4. HEEEZHRNEL  WTHUATERE:

a. WA—NMERMER Secret name ( 4B ) M Description ( W%EA ) . BEABMLNETE
1-512 /N Unicode Z#&F , # HLL ecr-pullthroughcache/ A EI%R,

/A Important

Amazon ECR AWS EE12H|& NE RBEMFEAecr-pullthroughcache/fI4%
#) Secrets Manager #l %,
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Amazon ECR

RAriEmE

b. (W& ) ERZIWAH , EENBHAPRM—NESZ ML, BXFIERE , 52 H
{AWS Secrets Manager FiFF1§F) FHIFRIC Secrets Manager 4. BEFREFHEE
BEMEENREH , BRENIRME,

c. (H&k)ERFNR, BEFRRREFNNEENZAT  BEBRRENR. BXEZE
B, #Z[ (AWS Secrets Manager AAF{EM) IR R B 1] Secrets Manager

d. (W) ZEHNZEAP  EFENBHEFNR S —1NBEH AWS XiF | BEEREHZE
B, BUUNEEHER , LA LELESEH., BXEZER |, S (AWS Secrets
Manager AF{EmM) FRNZEBES R H i XE,

e. ﬁ#%jt_io

( AIi% ) 7£ Configure rotation ( ELE%#: ) WEL , BA G A BRIk, BEAURERE

KRR  REHEENHETF. BXEZFEL , ESH (AWS Secrets Manager FIF$ER) &

B FC#: Secrets Manager %4, ®EEBT—F,

£ Review (1) L , F&ENZHIFAEE , AF%EF Store (17H#).

Secrets Manager iR [E E|Z 475 &R, MREWFMBARE T , BIEF Refresh ( FlFT ) &
1,

GitHub Container Registry

NIREY GitHub B EMRZUL 812 Secrets Manager 248 (AWS BE 24| A)

1.
2.
3.

$TFF Secrets Manager ##|& , it A https://console.aws.amazon.com/secretsmanager/o

4R A7 R
ERBRAXBAAL , FTUTRIE -

a. NWTEHARE , FEEHMERARE,
b. FER/MENT , NEH GitHub TFEGIEMIT, ETUERAPEFMERS 65536 NF T,

i. XFHE— key/value Xt , IEEusername A FHH , FEHW GitHubAF BEERE-
i. XTFHE= key/value Xt , IEEaccessTokenhHZ4 |, ™ GitHub RS IEIEENE.
BXOIE GitHub HRI TN EZER , H2H GitHub XEHPMEEEN AL RS
Mo
c. XFMMHBERFEL , REERIAK aws/secretsmanager AWS KMS key B , RE%ERT—%,
FRALBARTEEMER, BXREZER , 555 (AWS Secrets Manager 15
) Y Secrets Manager F Y 2248 N Z MR 22,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://console.aws.amazon.com/secretsmanager/
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html

Amazon ECR AriEE

/A Important

BATERBRIA aws/secretsmanager MEZEFARIMNZE . Amazon ECR T
XBFANGEEZRAEAZEFEEIEEREHA (CMK) .

4. 71 Configure secret ( BLiEZ4A ) WHE L , HITATRME .

a. WA—/MNERMR Secret name ( Z4AE ¥ ) M Description ( %81 ) » HEABMXITEE
1-512 /N Unicode Z#F , # B ecr-pullthroughcache/ A IR,

/A Important

Amazon ECR AWS EE#Z2 & & RERE#MERAecr-pullthroughcache/RI%
#) Secrets Manager #l%,

b. (™) ERZHS P, EENZHRP RN —NRZMEL, BXRIFICEKE , BSH
{AWS Secrets Manager FIFF1EF) FHIFRIC Secrets Manager 4. B EFHBEE
BEMEENREH , BRENIRMNE,

c. (H&k)EREFENR, BEFRREREANEENZAT  BERRENR. BXEZE
B, B2 (AWS Secrets Manager AP 1ER) RV R KBS HIiNZ Secrets Manager

d.  (#lk) ZEHEAF  ENENBEHAEFR S —1EBH AWS XiF | EEESHZE
. BN EEREY , WA ELBEES, BXEZEER , 52H (AWS Secrets
Manager FIF1E/) FHFEHAE HE HMbXE,

e. iﬁ#T—*ﬁo

5. ("% ) 7 Configure rotation ( BLER#R ) MEL , A A Bz, SH A UINERE
KA  REHERETH. BXEZEE , 58 (AWS Secrets Manager AF{ER) &
HI%C# Secrets Manager %4, EBT—F,

6. 7E Review (F#%) WL , FZENZAFMEER , AFLEFE Store (7).

Secrets Manager fiREIF|Z4A5|&k. WREWHFHRET , iHi%F Refresh ( BIFT ) &
1,
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Amazon ECR AriEE

Microsoft Azure Container Registry
7 Microsoft Azure BEF M REIE A2 Secrets Manager 247 ( AWS BEEEFIE )

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. ERTFHHBHA.
3. HEEREARBTNELE  RITUTRE:

a. XNTHHARE  FREAMEARE,
b. ERMENH , A Microsoft Azure FiEIZMITRMEX , BRI AERAPEFERS 65536

N

FFTo

i. XFEHE— keylvalue Xt , IEEusername N F4H , FHRHY Microsoft Azure BegiEM &
RAFRBEENE,

i. XFEE= key/value Xt , FEEaccessTokenHZ4A |, ’MFREY Microsoft Azure B855E
MRBESEIEENE, BXUMALIE Microsoft Azure THRISENEZER | HSHE
Microsoft Azure X BIESHE - [T,

c. XNFmHBRZEL , REBIAK aws/secretsmanager AWS KMS key B , RFIEET—F,

FEREZRRF=EETMEH, BXEZFELE |, 55H (AWS Secrets Manager A 15
&) HHY Secrets Manager I ZR4A B MR R

/A Important

IBAIERBRIA aws/secretsmanager MBZRZR4ARMEZ R4, Amazon ECR &
XFEANNEZRAEAZEFEETEEREHA (CMK) .

4. 7E Configure secret ( BLEH4 ) WE L , MITUATIRE ;

a. WA—NMERMER Secret name ( 4B ) M Description ( W%EA ) . BEABMLNETE
1-512 /N Unicode Z#&F , # HLL ecr-pullthroughcache/ A EI%R,

/A Important

Amazon ECR AWS EE12H|& NE RBEMFEAecr-pullthroughcache/fI4%
#) Secrets Manager #l %,
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https://console.aws.amazon.com/secretsmanager/
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html

Amazon ECR

RAriEmE

b. (@& ) ENRIHLH , EENZHAPRIM—INREZ ML, BXFICEKE , BFSH
{AWS Secrets Manager FiFF1§F) FHIFRIC Secrets Manager 4. BEFREFHEE
EE®MERZH , BAElIRME,

c. (Wit)ERENR , ENFARREABEHNZAD | FERREENE. BXEZE
B |, %% (AWS Secrets Manager FAF18F) FPHVRXERE SR B HI INZEI Secrets Manager

d. (#i%) ZEFHBHD , ENENZRHENT S —NFH AWS XiF , FEREH
o BULIEEHRH  LUELBEEH, BEXEZER , HSH (AWS Secrets
Manager AP {ER) PR ZBES R HMXE,

e. iij:%-lt_io

( AIi% ) % Configure rotation ( ELE##t ) MEL , BN A Bz HR, BHLAUINERE

=P

XK  RERENEITH. BXEZEELR |, ESH (AWS Secrets Manager FIF#§F) &
B4 # Secrets Manager 243, ERET—F,

7 Review (%) Mt , FRENBAFMES | REIEF Store (7).

Secrets Manager fREIF|Z4A5|&K. WREWHFHRE T , iH%F Refresh ( BIF ) &
.

GitLab Container Registry

RIREY GitLab BEF MR ZIEA12 Secrets Manager 47 (AWS EEEH &)

1.
2.
3.

$TFF Secrets Manager #£#|& , M1t Fhttps://console.aws.amazon.com/secretsmanager/o

IERFHEAENA.
HEREERARERE L , FITUTHRAE

a. XNTHRHARE  FREHEMEARE,
b. ERMEXIH , NEM GitLab HIRCIEMIT, EAILERAPFHEEZRS 65536 NFT,

i.  XFHE— key/value Xt , EFEusernametENZ4 |, FTEM GitLab REREMRAF, B
EENE,

i. XFHE= keylvalue Xt , IEEaccessToken N EH , FEH GitLab BEFEM KGR
THREENE. X0 GitLab B IMKRFRTHENESZER |, HSH GitLab X
BN AGRGHE, BEBRSERIE GRS E.
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https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
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Amazon ECR AriEE

c. XFmMHBZE , REEIAK aws/secretsmanager AWS KMS key B , REEBR T —%,
FRALRBZATRTEERNTER, BXEZELR |, 55 (AWS Secrets Manager A5
) HHY Secrets Manager F B9 B4R IR M R 27 o

/A Important

BATERBRIA aws/secretsmanager MEZEFARIMNZE . Amazon ECR T
XBFANGHEFRAEAZEFEEIEEREHA (CMK),

4. 71E Configure secret ( BLiEZ4A ) WHE L , AT TRE .

a. BWA—/ERME Secret name ( Z4AHA 5 ) M Description (%A ) . BPABHLIEE
1-512 /N Unicode Z#F , # B ecr-pullthroughcache/ IR,

/A Important

Amazon ECR AWS EE#Z2 & & RERE#MERAecr-pullthroughcache/RI%
#) Secrets Manager #l %%,

b. (™) ERZHrH , EENZHRP RN —NRZMEL, BXRIFICEE , BSH
{AWS Secrets Manager FIF1EF) FHIFRIC Secrets Manager 4. B EFHBEE
BEMEENREH , BRENIRMNE,

c. (H&k)EREFENR, BEFRREREFNNEENZAT  BEBRRENR. BXEZE
B, #ZH (AWS Secrets Manager AP 1ER) RV R KBS HIiNZ Secrets Manager

d. (#lk) ZEHZEAF  ENENBHAEFR S —1EBH AWS XiF | BEESHZE
. BZANNEEREY , WA UELBEES, BXEZEER , 52H (AWS Secrets
Manager FIF18/) FHFEHASE HE HbXE,

e. iﬁ#T—*ﬁo

5. ("% ) 7 Configure rotation ( BLE®#R ) ME L , BRI A Bz, SH A UINERE
KK  REHERETH. BXEZEE , 258 (AWS Secrets Manager AF{ER) &
R %0 Secrets Manager %4, EBT—F,

6. 7E Review (F#%) WL , FZENHAFHER , AFLEFE Store (FF#).

Secrets Manager fiREIF| #4057k, WREWHZFHRET , H%F Refresh ( BIFT ) &
1,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
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Amazon ECR AFiEmE
HEMX ECR %/ ECR RRIEFHN 7 EFERR

REVEFANE R Z5F ecr T FERI RN L FHEENR. ecr FHEFRARR Amazon ECR &1

KPP SNV FREEDSZRAR. PIE AL ETSRAY 76 BEERT R N P E L BT RN
XEFRMEFHEFRE. Sl , 514 prod HEA T prod/ FANABFME. ERERRNAT
EMRFIRBERKREDNEFANNRABEFME , E£EH ROOT EABIR.

/A Important

HRRBRHRANABREN /. MREIEE ecr-public AHIZ , Amazon ECR & EHM A
ecr-public/,

LBFEENRE i FHEERMTE, MNERT , BREN ROOT , R EEM L F#ERITT
Bt RA Amazon ECR FFERIBKETZ ROOT Bt , B BEIRE LI F#EERR,

THREBRINEFANFHREE , E7 7 EFFEERNN LEEMESNTZRARNBRS,

ZEFEHEZEH ¥ an & 22 (A MREXR ( ZBEEME > LiF
TR )

ecr-public ROOT ( ®kiA) ecr-public/my-app/
imagel - my-app/im
agel

ecr-public/my-app/
image2 - my-app/im

age2

ROOT ROOT my-app/imagel - my-
app/imagel

team-a team-a team-a/myapp/imagel -

team-a/myapp/imagel

my-app upstream-app my-app/imagel -
upstream-app/imagel
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HEZ& Amazon ECR F Y EF1EE B &

ERNIMEFANNE EFREN , B2 BEINTEREIR.

BRETEE

ETRFHETFENEREERHZEMERFET Amazon ECR A EMKRPHEREMILE L
R BH IAM £43RF ecr:CreateRepository NRFTE. EffRILAEIR , BRIZRIEF EG
THHEHE URI B , ERAEEEESN IAM EERFAEN IAM R , SEERTLES
BHEZFl , EHEEH Amazon ECR B EMRPOIBEMEEIX LRGN FHEE. BXME
IAM RN EZEER , HSH F L EMES Amazon ECR A B EMERSFAERN IAM R,

AT B UL R RAY R B,

Error response from daemon: repository 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux not found: name unknown: The repository with

name 'ecr-public/amazonlinux/amazonlinux' does not exist in the registry with id
'111122223333"

AR RAVBRE

ERETIEGNEREEZRHZEGTFET L IMERFPREROAE LFEESRH IAM £
&F ecr:BatchImportUpstreamImage X PR{E 27 Amazon ECR FAEEMER PRI B EEEERT
B, EMRLEIR BRI EBESGNEGHRIEHERBEE , ¥ AEOAELFESGHN IAM
FHRBFAEN IAM R, BEXE IAM RN EZER |, 50 FLEEMES Amazon ECR
AEEMERESAFEN IAM KR,

AT R LR RAY R B,

Error response from daemon: manifest for 111122223333.dkr.ecr.us-
east-1.amazonaws.com/ecr-public/amazonlinux/amazonlinux:latest not found: manifest
unknown: Requested image not found

M Docker Hub 174 EE 3R EUAY & &£ 403 Forbidden 4&ix

M#RIEH Docker B 7 BR{&HEY Docker Hub Ff&BEF1RENAT , BWAMEFEAHN URI HEE /
library/. $l#l aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag., MREERE Docker Hub B FBREHE /library/ , M HEER
ERARINEFANKREMRGR , REFHRE 403 Forbidden #iR., BXEZER , B5H &
Amazon ECR H AR F RISk IR AR %,
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LT R REY R B,

Error response from daemon: failed to resolve reference "111122223333.dkr.ecr.us-

west-2.amazonaws.com/docker-hub/amazonlinux:2023": pulling from host
111122223333.dkr.ecr.us-west-2.amazonaws.com failed with status code [manifests
2023]: 403 Forbidden
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Amazon ECR FHIFAE MG E &l

ST LABLE Amazon ECR FAREMRAZ G FHEERNEH, Amazon ECR BFHER T B XEMEK
£, ERTEKSEH  BRKS SAREEMRNRKRE , ARTFNREMRRBTES. BXRXES
58 , 1§51 Amazon ECR FHFAE EMERMNIR.

£}

- BIKFEHRIRBER

- AWERBEFNIEEN

 Amazon ECR WA BR15 S &l 7R 6l

 1£ Amazon ECR Rl EFA GG S &

- BBX Amazon ECR A BB EFIRE

B IK = & I SR BE E R

EFEEIKS ECR EHERZIT , B4 THBNKS FEEEWLRE, 25020 EEA T7IRKS M E R
G O

Rt ERR

BIKF ECR EFINEFEEBARKS, LEREXRMK, RIKS T FEEMSRNFEESUEMRER,

- BIKF  EEMRREFEEEHAN, TENRFMEREEMWKRE,
- BRRIKF : BEEMRNRREE VRS S 6B &,

B FriEf R R EEE K

B PRIK P A B R A R A PR KBS , BAR TR 7 3017 A TR AR ANR -

« ecr:Replicatelmage - AVFRK/FRGEFZ B FREMEKRS

- ecr:CreateRepository - Aif ECR EBEMEKRFP BRI ERME ( WRXEFMEMTE
)
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Amazon ECR

RAriEmE

/A Important

MREBFERT ecr:CreateRepository R , MAMIE B R R F 302 E &N IF6E

B, RS ReRIEH.

B PR R KRB

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowCrossAccountReplication"”,
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"
},

"Action": [
"ecr:ReplicateImage",
"ecr:CreateRepository"

1,

"Resource": "*"

TR P B3R

RIS RE

« EEMFKREPEES FIHN LS E B FRK S M XE
- BMARBEEFI IAM EHHELER ECR NR

BREREETEERMERE, RE#EFETFEERTEHINRN 74 FRK,

R ER
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w N IRAE
MTFR%TF ECR BIKF S 5K MK H IR -
- R REHEBE R BARKS S SRR,

WX R ETEEE SRR S HIR
« R ORI A B ARIK P #E B MR R

WX AFERKF EEEMRNR K,
- R FRERBANEIMREBRE -EE,

Nk FREFERBESNENFREENTR , MERREBEEERRRIGORE , SlHEH.

X3 & KW TR B E
RIS EHIKM , BREUTHE :

- WIFEMRKFREEE 7 IEMRNRRR

- BFRIMERKBENEE ecr:ReplicateImage # ecr:CreateRepository B&1E
- WINEBFOEMRER P EBIEEE T IREKS 1D

- REBNEREREREE (MRKRET ecr:CreateRepository )

« BFERMCreateRepositorys ReplicateImage API AR CloudTrail H&

IERBEHREEEM
ERAALAHSE NI EA TSR,

RAGEEESHEHESERIFRENTFEENDTS 2WES, FEREFEALINFENATEHET
286, MREFEEFNNERFRERE , WENERTES, MREFEEHHERZIMFENRE ,
MR ERITES,

- EHERE , BXEMKS A FEES R RIFTE, Amazon ECR AXIFHEE HITEH E 7
FE& o

- BABEMBEMRUBTEHET , Amazon ECR @RKREVIBRFZEX IAM A€, BRFSHEX IAM

AERF Amazon ECR EHRZSEIMER PR EHEENEFHEGMIENNR, BEXEZELR , B
2% X Amazon ECR {EARSHEAXAR,
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- ERTEKFES , AEEMRERSAR T AT RIMREFNEEEHNIR, BYRELAIME
RPRREER TR RN, BXREZESR , 5K Amazon ECR R AEEMERMNR.

« MRERLBEM RN UM ERPR |, W ART R TR RV AT & HIE AT T Ko

- ERTEXESES  FiZKEASEZ XIS TEAESIREZT , RIKS R B ERIK P & 4505
AZXiH, BXEZER | H5H (Amazon Web Services —fig5£) PHEE AWS X1,

© FXEFHEAWS ZXzE#TEXEES, M, us-west-2 PRFRELEZEFE cn-
north-1, X AWS ZXWEZER , F5H (AWS —#xZZE) FH ARN &5,

- REIMERNEHRERZALETE 25 NEFFEANNKE— B4R, ZZHE 10 MM, SN
RZAEE 100 MEEZRS. XIAWNESERTEF TN RGN F6EEEERIRAIMN

- EFHREXFELEEFEENRRFELEIMRPEFNNFEE, BXTH , BSH =0 &£
A 1k P O e SR A G (B 5 XA A6

o BRHERGRIRERGE | SEFBRENEE—K, B0, MBEEE T M us-west-2 B us-
east-1 BARM us-east-1 El us-east-2 WEXEEH , N#HET us-west-2 WEBNE HIZ
us-east-1, EXALBEHIE| us-east-2, T HEMEAFTEXSMEKS S 4,

« REPBMREBLHETE 30 7HHNERES , EERIBERT , EHTEFEEERNEHE,

« EMREHTHATEMRBRRERFERAE. EFNRENFEELESBEAN LU ERBRREF
=R

- MREBEHWEREEFHEIER , MNEBRPRE,

- ERXSFEEEGN  FREFEIEHEEEERN BIRXE,

- FEFERES (245 IAM policy) MAGBAMKBEAIRMES , MARTHNEELNEFREZHSN , T
SF AR,

s MANBRTTAEHFHEERE , BUUEAFEFEUERREF FRERE, XERETERE
A, ME, FERENRNEREARRR, AXFRENRERNESES  F3H B TEHE
ZFHNE, S AIEEE HIREDRE 628 7 EFRER.

- MREFRELEATHRETEYE  ARERTSIARGEAHBRENES , NIZRGHRE
#, ETEEEENRE, XTRLFERRFIEHES.

Amazon ECR FWFA B MG E Fl R~ 5l

UTERERTRERBEFNERANAZ R, NREEREEES AWS CLI, M AT S 62
JSON M #FatfEf JSON ROIMERNER, MREER AWS EERHARESES , WEEFARXTHE
LEFEHMNET , BHFEBBRLUH JSON,
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html#arns-syntax

Amazon ECR RFiERE
A BEEXEE IR BRXE

THERTEENIMRIPEEEXFEESNRE, KREBREESNK, ID N 111122223333, 3
BEEFEXE (MR us-west-2) HiEEHEFIEE,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

R ER T RIS EE X E

THERTASHEZEHECEN FHEREEXGEF N R, LRFABREZNK, ID A
111122223333 , BIEEXE (MA 2R us-west-1) PFIEEEREFIERE , HEEFHEHN prod WF
&=,

{
"rules": [{

"destinations": [{

"region": "us-west-1",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

1]
}

R BEBXEEH R Z4 B RXE

THERTEENIMRPEEEXFESH N RE, LREBIZENKS IDR, 1111222233333
BfFus-west-18 AN XA IEEEFE Eus-west -2,
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{
"rules": [
{
"destinations": [
{
"region": "us-west-1",
"registryId": "111122223333"
},
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

R BEBEKS S

THERTHEIMREEEKFESNRE. WRENEES S E 444455556666 K us-
west-2 X,

/A Important

ERTEKFES , BRKF ANEBEMRNRRE LA FHITES, BXEZEE , B
2% Amazon ECR R FAE ST RAE,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "444455556666"
}
]
}
]
}
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M EEREPREESZ AN

UTERTEEIMEROZANESHANNRE, WREIEE 111122223333 KFHNES , HE®Z—
AN, BRI R prod ME#ES ST us-west-2 XiF , HIFRIERRN test WFEHESHIZ us-
east-2 Xigl, E4IBHEZFZAUEE 10 MM , FMNHNKZIEE 25 B R

{
"rules": [{

"destinations": [{

"region": "us-west-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

3,
{

"destinations": [{

"region": "us-east-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

1]

}
]
}

R BERFFE EHIRIE

THERTMEMRFBERAEEHREN TG, EBREFIRE  LAGRE—NEHRN L.

"rules": []
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/A Important

BREFRET2MBREMANEFHN FREESIRE, NRTEFEEHNAR , WLAFZ)
FELRBR

£ Amazon ECR Al EFA BB E &

NENBEIMREER M XENES, BUUEEEXHEFIHEKSEH,

BXEREFRNRA , 5 Amazon ECR KYFAE BREG S &l =,

BEEMEREHRE (AWS EEEZFHA)

1.

© N o o M~ w b

fEhttps://console.aws.amazon.com/ecr/1Z & FE A 3T FF Amazon ECR %8,

MNEfEF | EREREIMREFNRENXE,

ESMERT , EREAEEMRR.

RMEEMKR TELE , EF RE, RAEER EFEE TH “RE"

EEFIREL , EFEFMEHFHN,

EEHRENEL  EEREABXEES. BEKFEFIERRE , AREET—F,
MREATEXESES , WEREBRXKEH , EE— SN ERXE , REERET %,

MRERATEKFES , NEBEKSEH T  GRIMENERSEFRE, NTERKS , @A
BARIKF K ID AR EHBEFN —NHSMBERXE, EREHFKS + SUFEMEKSEEN
EHIB R

/A Important

ERTERSES , BIRKS SEEEMRNRERE , LAFRITES . BXEZE
£ , %% Amazon ECR RV FAR EMRNR

(RIiE) EARTEERARE L , NEFRVIEE - PRSNHERSE | REEERN. NESEH
BREMXBENENRARGEERS R, LIARMERGEENFEERBNIR, WRRHFINTHELE
&, WEHMEFERENAR, PIABRIESRARE , BET—F,

10. EFRENFTFENEXREL  EFEFHANEE , AEERRERIAN,
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B xRS HIZE (AWS CLI)

1. AIERESERNIMREXWEFHNME JSON X, EFEERSATLEE 10 ML , FRERN
RZEE 25 ME—BHR %A?JLWIJEE%%@A 100 MEEFM4, BEEHCHKATEEEXEE
# , FEEBCHIKS ID. BXRES A, S MAmazon ECR WHAEIREGE HI 7R 6],

{
"rules": [{
"destinations": [{
"region": "destination_region",
"registryId": "destination_accountId"
1,
"repositoryFilters": [{
"filter": "repository prefix_name",
"filterType": "PREFIX_MATCH"
1]
}]
}

2. tIEEMRNEHEE

aws ecr put-replication-configuration \
--replication-configuration file://replication-settings.json \
--region us-west-2

3. WAEREMRIRE.

aws ecr describe-registry \
--region us-west-2

#B% Amazon ECR HW A EIREEFZE

EBRAZAREEIMRNEFRE K CFERE—IZNEHFEE, AWS CLIFRE T ANBERS

To
EBRIMKREFRE (AWS EEZFIAR)
1. fEhttps://console.aws.amazon.com/ecr/7Z & EE 3T FF Amazon ECR #1154,

2. MEMmEd | EREBRIMREFRENXE.
3. HESMERT , AELFEIME.
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Amazon ECR

AFiE®E
4, EREEMK NEL , EERE, ARER “EFEE" TH HRE
5. RN TNE R BRETREBRAFE AN S HHN,
6. REERTFUNAZNEHEE,
EBRIMRESBZE (AWS CLI)
1. QBB EZ=MNKER JSON XH4LAMBRFAEEFIRE.
{
"rules": []
}
2. HZENEFRENATENEMRR.
aws ecr put-replication-configuration \
--replication-configuration file://empty-replication-settings.json \
--region us-west-2
3. BWAEFIREESBE.
aws ecr describe-registry \
--region us-west-2
R R&E BN Z replicationConfiguration,
/A Important
BREFRET2MBREMANSEFHNFRHERIRG, WRTEFEEFHNAER , MXAFH
T EMIBR
BREH
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ATEEEZFAE, Hixn a2 E IR ERE ol 2r T
FERYAR AR
A Amazon ECR 72f B 028K | 7.5 Amazon ECR REZRIERANRE, 17HMEIRE

WRANREREF#ENRBRANA  NAEFEERERETAEMT EIRNF#EREEAZE,
BEl , FREEERTATEFEEQEIEDNUTHEMARE

- ZFEW
- HEXRT BRI
- 854

riE FESIERAREY TR

B8, Amazon ECR EER XS EBTNIEE®E, B0

- BEREAZSFRIIINREER EFEFEENABTHEHEEZME T Amazon ECR FAEEM RS,
o HIBNEGHEDE A FENFEER,

o HEHEE Amazon ECR FEMEE HIF B — MK K F 6t

LR B BN EF RN S E 89 70 B T E R 76 B 0 2B ARET , Amazon ECR & ¥ 17 & £
RERIANRE, XEFRRINRESERMIREREZM, EH AES-256 % , AR AEAF#EES L
B AR

HREEEF AN B IR FE RN 74 F e 2 ERE , Amazon ECR A& EAMRIARE I ER
i FE

e B QI 2 EAR T AE X Amazon ECR I TR IER, #HiXNEZMEFRECIENHE
EEMNRE, BAUNHFEEEE IRERENE, MBRE, FHRENR, L£oEAHRENEFRRE,

TEER T EERAF#EEEEN R Amazon ECR AR TERE.
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L\
Repository created by Template applied :E
Amazon ECR to matching repository v—
Create on push, . IN Repository
Pull through cache, or w
Replication v —

Repository creation template

DTARFEMERT TR EUBERPHNENSH.
Prefix

Prefix R SERXBENERERAZR R, FHALIRNENFEFHETNAAERPE
NHRE, Bl |, 8148 prod MR AT prod/ FAWMEEME. B8 , 514 prod/team
MATFL prod/team/ AWM EFERKE, E3W MERMEMERS , MR —MERWETRR
“orod” , B —MEMRMBIZRN “prod/team”, the template with the prefix "prod/team” will be applied
to all repositories whose names start with "prod/team/”,

BERERRNA T EMRFZBRKIBERNAARFME | LRI LER ROOT EABIR,

/A Important
HBRRBHRANARBREN /. MREIETE ecr-public AHIZR , Amazon ECR £FHM K
ecr-public/., ERSFRIGINIE , &1ECIZH N 65 E N 76 Eal Rt B IsE R 76
Fr B 2 AR AR BT %o

i B9
WERERTE | BT RAEEECZERNBE,

N AN &
MAXNRIZERE T [6EH I AER I Z L Amazon ECR SIEZWEMEE. ARENR
PULL_THROUGH_CACHE, CREATE_ON_PUSH #1 REPLICATION, f5lfn , &8 XA EFEEHN

KR EFFERENADIFFEEMRT Amazon ECR BEEMKRN . HREELENERFREVAN
PCFC Y 771 B QI 2 4B ARET , Amazon ECR @A #i R AMRINRE,
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FRECEAE

FHREUEZABRE— IAM € ARN , BT FHEFIEZERCIZNEEFHEEFN , ZARNH
Amazon ECR #Bff. HEERF EAFMEERE and/or KMS RIATRHEL A | TN 176 E I EN
KW

o Y

ERERCIENFREZERANREATEMRE, MREILSEH , FEMR MUTABLE BIFRINR
B, ZRENATEEREIRE, X TEIEZFRIEFIEZNFHEEMEANER , BIEML
RE, XHFALUBRIFEMRE , Amazon ECR AIAE#EFRIBR K

WMRIEE IMMUTABLE , WZfFERNAIAREIREHFAATE , NP LEXERSRBE,
hnZEiE

/A Important

A AWS KMS (DSSE-KMS) HIME IR S 281 254X 42 X8 AWS GovCloud (US) T
Ho

ERARRENFREZEERNNFEE.,

MRIEMEH KMS INZER | NIEHEHR AWS KMSHZ4H AWS Key Management Service Z4A
MRS ERIR B R IMBFEENANS . HEEHA AWS KMS InZEE$ER , JLAE A Amazon ECR
R ERIA AWS B AWS KMS 247 , b A LU ER B S AWS KMS 4 |, ZRARBERCE
M, LEALLERFERAEEHENEMNRE. AWSKMSEXESZELR , BSH BAME, MREME
AR KMS MEREANEATEXSHES , NTREEEFNANNIR, BXESZER , F3H
Creating a KMS key policy for replication,

MREFEH AES256 tNEFKE | Amazon ECR A E%H Amazon S3 FEE N Z4A M AR S5 28k
g, MmfEA AES-256 MBE AN FREFHRGEHITME, EXEZER , 5 (Amazon
Simple Storage Service FIF g/ FHIFEHRA Amazon S3 HEINE HEA W RS 28w % (SSE-
S3) RIFBIE.

71 FE A PR

ERRRZNFREEZEN AN FRERRE. FHRERBEAETERNNRREFNFEENT
RIRFR, ETFTHRBRNNRILEATLIEERBFEFHEN IAM AFRAE , URXERFRART
LISzt AT R, BIABRT , RACIERCERN AWS IKF I BERGRCE, S UM
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REEXHERRTFHIELHN BN ERENEMNR. BXREZFEL , 55 KR Amazon ECR FHIFA
B E R

T fik B A o JB) S SR

ERARRENFREZEANENFYRE., EaEAHRBERTNLEFREFREN ERE
HEENESES, SanBAMRKE—ANAN , EhayS NN KN Amazon ECR EX — MR,
XEHT -HEFFERRRENGE , AINREFERYPRIVTBIHNGER, BXESEE , F
2 1£ Amazon ECR R EA At B MR B3 EER K,

RIFIRE
REMERNATEFHEENIRE  SEFHENHEH#TIORNEE, S/ MEHISELH -

BN —NLEE, MREERANRESEXESH RN FRENRER , NFEEFUNREAT
B PROEM R R

£ Amazon ECR A 822 17 # FE € 2 & 1R

A LB B 176 QI 2 R ARR TE A Amazon ECR EHEVETF., #HANIBHEFIREH R R REL
BNEHENRE, CIBFRECEERE  AMANENEFHERTNARXLERE. XTaXN a6
B Tt B 7= AR B

EEARRREF#EN , BT UARIEE KMS ZHAMBFRFE, MREITHRRE MRS MER
REMA KMS Z4, RRAEHMENAS , WFEE

- NEEERIEERCIE B E SRR,
- NEEECIRERE IAM AG.

BETRE , B 0H A E LA IMENEM RPNV EERR.

IR 7 FEQIEBERD 1AM R

IAM EHRFZERLUTRR , THREEFHEFLERER, WXENRLFBIET HBH IAM policy
RF.

« ecr:CreateRepositoryCreationTemplate — BB F M ECIRER,
 ecr:UpdateRepositoryCreationTemplate : B FEH 17 E I ZE AR,

« ecr:DescribeRepositoryCreationTemplates : FHEMEF 5 H 176 E I ZE AN
PR
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« ecr:DeleteRepositoryCreationTemplate — 2 Bk 17 % FE B BREAR
« ecr:CreateRepository : & F 812 Amazon ECR 174 FER X R,

« ecr:PutLifecyclePolicy - BRI CIBZEmEARREHFHNATEREE. N FHENEER
BEEGEABRREN , FTEERNR,

- ecr:SetRepositoryPolicy - RINCIBEFEMENNIRREE ., NHFMEQNEEIRNTEFMHERE
B, TEEHNR,

« iam:PassRole : RFAFEMCHEFCEZLARSINARFNNR, XBERNTFEERAF/EL
REBERITRENRSMNAREFR2LEN,

N7 G EE ARG E B E SRR

BRI LMER AWS EEEHAE REXEREFE IAM BeXBENER, 25  EkEFEEERR
B, ATEURI IAM A REFEERAER,

AWS EEEHA

EERA JSON K 4mIERN 7 F IR ER R B E UK.

1.

2
3
4,
5

X AWS BEEEGA HITH IAM #85|& , it Jvhttps://console.aws.amazon.com/iam/.
EEMNSMERP , EERE,

RO R,

ERMIRERRTED , %EF JSON &L,

£ JSON FE i AL TR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecxr:CreateRepository"”,
"ecr:ReplicateImage"”,
"ecr:TagResource"
]I

"Resource": "*"
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RAriEmE

Amazon ECR
},
{
"Effect": "Allow",
"Action": [
"kms :CreateGrant",
"kms :RetireGrant",
"kms :DescribeKey"
1,
"Resource": "*"
}
]
}
6. MAEBRIISEPERANTALZLES. BXIAEFNEBEST  RAEEET—F,
7. MRBEANMENRE , EET—F,
8. HEEFEMHENHEL , NUZENKBREARBAEMANER (k) . EFUHREDE LA
RUAEE RBE TR,
9. ZEEREVERBIRTHER,
10. BIZNBIEEIRSEMURBENAR , BSRNFEENERERLE IAM A6,

NEREECIEBERCE IAM A

HIEEERERENRENERECEERPIEEERELEZACHEERFPER KMS &, & LIER
BTl Amazon ECR A A, AWS BEEFH A

AWS EEEZH A

EoEAG,

1.

2
3.
4

B3R AWS EEEFA HITH IAM 2 & |, Bk https://console.aws.amazon.com/iam/s
ERFENSMBERD , & Roles , R/F1EHF Create role,
EREENEERERAREKE,

EHENGEEXRKESS , METEHIHNEEEERE

JSON

{
"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ecr.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]

}

iij:%—lt_ﬁo
ERMRIES , MUREBIIRPETEZHCENBENRKBENERE , AREET

_ﬁo

NTABEN , BAENACGRMA—INEN. ABEMNELNACHLAREME—H AWS K
F. EXREHRERAAREHINEER ARN W—o0 , BEEHRXDKNE, EEHEF
AEFLTAGENN (HMEEREREDR ) , ABBEMRTES R NE, BTSSR TEES]
RAzAt  Eit, ABAERER , ANEEREAEEN.

( /1% ) Xt F Description ( #1 ) , WA A BHHEIR,

REAE  RAEEFEAG,

I 17 B Z R AR

FTERERN B ERRFZME , BN AT 44 01 2 1765 0 248 4R,

AWS EEZH A

BIR T IR ER (AWS BEEEHE )

1.

2
3
4.
)

$TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o
SR | ERFEE I EERN I X,

ESMERT , fOERAEEMR, FRELIEER.
EFEEEERTE L |, EREIEER,

EHB|1 : EXERTEL , X TERFAES , ERBENR , FERNBTHENFEE
WAEER , AEEEFE ECRIMRFNEZIR , FERKA T 5% XS EAHAER
BT TEN A FEE.
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a. NMREFEFBENR, WEIBTEEENABRRNEEETEZETIR. RREBHL
MARBEW /. B, 814 prod MNA T prod/ FLANMEE#EE. BRE , IR
prod/team MR A F I prod/team/ Tk FFE F 6 E,

b. WMRERE ECRIZEMRINEZIR , METHRRE S ROOT,

6. ENAXNKRT , EELENRFNAT WL Amazon ECR T, GEHHN
PULL_THROUGH_CACHE, CREATE_ON_PUSH %I REPLICATION,

7. EERRERF , WEREETEER , REEET—F,

8. EHRW2: AMFHELIEZEENHL , EECRARRUEZNFREENANFREREE
B

a. HERGHRETEMA  EREFEANRSTERIRE, BXEZELR | BFSH B LERGHR
Z7E Amazon ECR B =,

- A% MREBBZREIRE | FERBWER. BURATEARNEFRENFRE
LA fR Amazon ECR A BAEMEFRIMRF. M , BERH - LU TIRENREER
HE W R AR LB BRI ANAE A 3 AR B RS fE A BB AT (%) SRICE S ME GRS

o AHZE : MREEHUEBEREIRE | NIERL®ED , FHEEFTENEHREH R
Bt , EERATFEETNAERENEERD, MRESHHEEFTENEIRZHR
£ , Amazon ECR f¥iR[E ImageTagAlreadyExistsException, Lt4k , Bl —L
FAENRERANRSER , BHEF UERZHERTCAE P i AR B PR B
& (%) RIEH ZMNHEEINIRE,

b. EMEZEREY , EREFANMBERE. AXESZEE , B3H #5N%E,

1%£3$% AES-256 B , Amazon ECR £ &8 Amazon Simple Storage Service & ME %
ARG S|IWMNE , N AES-256 INZEEX B[S BIEHTMNE ., WRFFEFE
AR

1%£$E AWS KMS B , Amazon ECR £/l E& AWS Key Management Service ( AWS
KMS ) R BAN RS SR|IHMNE ., HEEH AWS KMS EBIER |, B0 LAEHA R
A9 AWS FEE %48 ( B Amazon ECR B3 ) , b a[LUEE B H AWS KMS F48 ( #7
NEFREZNA) .

® Note
BRENRLE  FRENMERETAER.

BIE T B B AEAR API fR7s 2015-09-21 155



Amazon ECR AriEE

c. EFE#MENRF , BEEFEALERNENFEEENANFMEENRER., Bk
BREATHNEE  NRELNFERARAEE - JSON =™bl, BXEZEER , 55H
Amazon ECR FIVFAE FHEFE R BE o

d. EFEFELGEMRED 15T LEROIE N 74 B RN A R 76 B A a5 B H RS
BRBUERERATHURSE  NEEILNERARAIEEFE -1 JSON Rbl, BXEZER | #F
£ 1£ Amazon ECR R EA A d B MR B3 EER K.

e. XNTEMEAWS #1F , LRENNEXNEEESFEMHIEREZ N 76 FRBRH T
& RRERT—F, BXREZER , BZH £ Amazon ECR FHRCHE FiE,

f. NWTE#ECEAS  BMNTHUREGEREEBEN IAM A6 | UEEERTERF#ER
L5 KMS T A TR FEQIRER (FIF RSN FRECERERCE IAM B8 ), RE
ﬁ?%jt_io

9. HLR3: FRHAVENEL , FRENFHEEFEVUERRIEENRE, ERFEETUHITE

Ko TEXIE , EFCIE,

AWS CLI

xcreate-repository-creation-template AWS CLI @55 B T R ENFAE EM RO BT EER.

IR 7 eI 2R (AWS CLI )

1. fEMA AWS CLI Hcreate-repository-creation-template iy & 4 R HEZE.

aws ecr create-repository-creation-template \
--generate-cli-skeleton

Zo TR IR T M E IR ERN T RIE L,

{
"appliedFor":[""], // string array, but valid are PULL_THROUGH_CACHE,

CREATE_ON_PUSH, and REPLICATION

"prefix": "string",
"description": "string",
"imageTagMutability":

"MUTABLE" | "IMMUTABLE" | "IMMUTABLE_WITH_EXCLUSION" |"MUTABLE_WITH_EXCLUSION",
"imageTagMutabilityExclusionFilters": [
"filterType": "WILDCARD",
"filter": "string"
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2.

"repositoryPolicy": "string",

"lifecyclePolicy": "string"
"encryptionConfiguration": {
"encryptionType": "AES256"|"KMS",

"kmsKey": "string"

.

"resourceTags": [
{

"Key": "string",
"Value": "string"

}

1,

"customRoleArn": "string", // must be a valid IAM Role ARN

FERHE—SFHMEBIEERN repository-creation-template. json B4, LLiERA
FERFMERKE prod/* TRIENEAE#HEIRE KMS MBZH |, 1ZKE AP FREGHE
MEBEEIRRONFHE , REEBEHRR , SEIRBEANREGIH , HiRE AT ECR G

KMS %4 H R RIRE examplekey P BARREMENBEEN AR,

{
"prefix": "prod",

"description": "For repositories cached from my PTC rule and in my
replication configuration that start with 'prod/'",

"appliedFor": ["PULL_THROUGH_CACHE", "CREATE_ON_PUSH", "REPLICATION"],

"encryptionConfiguration": {
"encryptionType": "KMS",

"kmsKey": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-

cdef-examplel1111"

1,
"resourceTags": [
{
"Key": "examplekey",
"Value": "examplevalue"
}
1,

"imageTagMutability": "IMMUTABLE_WITH_EXCLUSION",
"imageTagMutabilityExclusionFilters": [

{

"filterType": "WILDCARD",

"filter": "latest"

1,

{

BIE 176 B EER API| MR 2015-09-21 157



Amazon ECR AriEE

"filterType": "WILDCARD",
"filter": "beta*"
}

]

"repositoryPolicy": "{\"Version\":\"2012-10-17\", \"Statement\":
[{\"Sid\":\"AllowPushPullIAMRole\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":
\"arn:aws:iam::111122223333:user\/IAMusername\"},\"Action\":[\"ecr:BatchGetImage
\",\"ecr:BatchCheckLayerAvailability\",\"ecr:CompletelLayerUpload\",
\"ecr:GetDownloadUrlForLayer\",\"ecr:InitiateLayerUpload\",\"ecr:PutImage\",
\"ecr:UploadLayerPart\"1}1}",

"lifecyclePolicy": "{\"rules\":[{\"rulePriority\":1,\"description\":\"Expire

images older than 14 days\",\"selection\":{\"tagStatus\":\"any\",\"countType
\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},\"action\":
{\"type\":\"expire\"}}1}",
"customRoleArn": "arn:aws:iam::111122223333:role/myRole"

}

3. FAUTHSRUEBERKELNEER, BSYEEEL—SPUBNEEXHNBHRRREN
T RHIFE repository-creation-template.json,

aws ecr create-repository-creation-template \
--cli-input-json file://repository-creation-template.json

ST I B B AR AR

NRFEERNFREFCIREREE  NWAUNERITRE, FETHEFECIRENRS  FEENATH
BER.

/A Important
X TN 2 BRI R A 6 B AR,

AWS EEEH &
BERBEMEEER (AWS EEEFE )

1.  3TF Amazon ECR #£#|& , Pt R https://console.aws.amazon.com/ecr/o
2. ESMED  ERERBNFEECNZEERMENXE,
3. ESMBERD  ERNEEMER , REERERIRE,
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4. MNSIIE IR T E S 2 ER,

5. EFEFEIRERTEL  ERERENFGEECIZER.
6. MBRETHRES  EEERE,
7. BERENEHFERERE,
8. AR EH AN R FH IR ERE E.
AWS CLI

BiREEMEZER (AWS CLI)

£ Fupdate-repository-creation-templatein 5 EF N B 76 FE QI BER, LIEEERD
prefix B, ATFRHIEHTHE prod BIRMNZELIBER,

aws ecr update-repository-creation-template \
--prefix prod \
--image-tag-mutability="IMMUTABLE_WITH_EXCLUSION" \
--image-tag-mutability-exclusion-filters filterType=WILDCARD, filtex=latest

WENREERT ENNFEEFEEZERNFAESE.

£ Amazon ECR H il Br 174 FE € 2 E AR

FHRTEMECEENRG , BRSO ERBR. WERFE#EEENRG , BRIERIEMTENENR , TN
ERNEFESEFREPRRAEXKIBRTHUENTME#EDNERRNRE , FSRFEELNEE
R TERIE,

/A Important
XX 2 B BB Y 170 B = AR R

AWS BEE#EH &
T BR 174k R R AR AR ( AWS BEEEHIE )

1.  3TF Amazon ECR #2#|& , Pt R https://console.aws.amazon.com/ecr/o

2. TESMER , ERERBRE T4 E I ZRARFEMN X,
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3. HESMBERT , KNERELFEMER. FEIRER,
4. HEFEECIEERTE L | EFZMERAYF6EE IR ER,
5. ERETHRED , EEMER,

AWS CLI
1l BR 17 6 = € 2 4R AR ( AWS CLI )

£ H delete-repository-creation-template.html @5 Sl BRIVE Y & FE B B EAR . AAUE EER
B prefix H. AT RAIMIBRT %8 prod BIH F M E IR ER,

aws ecr delete-repository-creation-template \
--prefix prod

wmH A E R T SR RRFEECIZERFERER.
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£ Amazon ECR H{E L& o B EI RIS B o) 5

Amazon ECR A AR BRER TN EFHEFRENETANEENE SRS, £mAHKEE
—IMEZWAN , FUWAN A Amazon ECR EX —NMEE, RBIEBL A HRRE PR EISRA |, BT
REFLEGEAHREPIEENIOEE 24 PRANESH#HTEAEIIH. = Amazon ECR ET £ EH
REEMITIRER |, LRMETE AWS CloudTraillR ek A —1NEH, BEXEZERE , BESH FALER
Amazon ECR #4E AWS CloudTrail,

£ o B H R TERE

S HEABHRBHE-RXRBZZANER , XERNBEFHEEPHBLEEGRLH, EZRERAETEE
REERY , SAFERAETAREBRMERBANETARERANSHNESR , AEBEENARFEE.
FEMEANRENAREMER , BEREEREZHIRER 24 MRS H, 3 Amazon ECR ET 4
R RS NATIRERT |, IXIF7E AWS CloudTrail Pig R A —1MNEH. BXEZEFER , B30 £AILEE
Amazon ECR &4 AWS CloudTrail,

TEERT L EAREREITERE.

All rules are
Create lifecycle . |Save and run test | evaluated and » a TTi"Z ;‘:ﬁsﬁ :Jenn .| Review the o |[Apply the rules as
policy test rules 7| lifecycle policy "l  images are " p?ul e priority "|results of the test | | a lifecycle policy
marked

1. S-SRI,

2. REMNHEMANHFZITIR.

3. 4AHAYMKKITLRFEDAMAEAN , AHRIESMANZEHER,

4. RfE, o EAYPRKITERBEANEEREARN , AEREFERETBLEGRENIHRE
B, MNEERBFHE/ , RERES. Hlm , LERF 1 WANRETFRERR 2 AN,

5. EFNRGR , BRIMCH IR FRHBBRFS ST,

6. RN BRI Iy T P Y A an B A SRR
7. PIBR4EGHARKERE  CNZHERGEAESHRERN 24 M NEHHF™,
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4 on B B SR B A AL

S BRI (LS AT LR AR JSON |, iEFAEHN |, REETFEI N & RFix L
HNNATFEEETNESR, TNEFAMBEBRTETEAPER T LEXANZE, BXR0 , 55
Amazon ECR =Y 4 i B B SR RE BY 7R 451

- HSEMBEFETEEEFE , Amazon ECR £ IR & X BE H WM RS EFREH 24 /et
RNE TR FRXLETE,

o TCHNAE LRI , iFEREBLENTEFAERN, TEFAEARNG , FHREAR NN RN AXLE
F,

- RE-ZHEFRANF 2FEREGSBRFH.

- FHEMNREERNE G ER ML R RBRNMNE BT,

« ANKZETERICHESMHEARANRICHESK , BMRATLUFHIRZNRIHRF,

- ERBEFRENAERNESXRDTE — A —HNEIR,

« RE-ZFANTLLERRTENEMERS , TERERMFENE K,

- MRFEIKRSIATEEG , WNMRTERBRIFRERIIER , NZBGTEIHHEFY,

- FHnt AR L Kpushed_at_timeTBEFtransitioned_at_time , F EHBAERIBNEGZ

N, WRBRGEEN , ARELENEMIHRIE |, last_activated_atNFERAZEGNK
Fpushed_at_time,

- S EAHREHMN AT LIEE tagPatternList = tagPrefixList , (BEFEERATIEEX B /NiE
O, B2, —MNEWAPEBITREIESS NN , MARNANTERNEAEXNERSIFK, MR
tagPatternList = tagPrefixList EF N IIRLSEMAMGHIRZCHE |, MR R IZRE
X 2h IC e,

« {X¥E tagStatus A tagged BT BEEA tagPatternList = tagPrefixList ¥,

- fEAR tagPatternList , AESBERFMESRHFLTE , IRTZMREIEE, G, &
BRI AMEIESMSERN prod* |, NFEE AR prod FFLHVBRGFRZ | flE0 prod, prodl =
production-teaml, E# , MRBAMNFEESRHERN *prod* , NFTEE BZFBE prod BEREGIR
% |, 5130 repo-production = prod-team,

/A Important

BINFRERZSAUMERAENBEERS (* ). flI, ["*test*1*2*3",
"test*1*2*3*"] B, M ["test*1*2*3*4*5%6"] TN,
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- M tagPrefixList Bt , R tagPrefixlList EFK LI BEFIHEFZEESEMARGHIRE
DT |, W3R 7R 1% AR5 AL Th T EL.

« ¥ countUnitHAsinceImagePushedsinceImagePulled, H&fcountTypeF FERZS
#sinceImageTransitioned,

« B countType = imageCountMoreThan , B&FRIBEMNZ/DEIZKIBIH1THE
F , pushed_at_timeREME X TEEHENEGE T IHRFN.

« f£McountType = sinceImagePushedft , FIEBEIEE XK EGEH T IHEE
¥, pushed_at_time countNumber

- M countType = sinceImagePulled , FiERlast_recorded_pulltimeFiEEREK
HE B countNumber B 7. WRMAKREEBEE% , pushed_at_timelllfE A ZE KA
#Hlast_recorded_pulltime, MIREKREFH , AREIENETAMRIRE , EBERBMRER
MAKREES , last_activated_atNEAZEBHNKE last_recorded_pulltime,

« fEfcountType = sincelmageTransitionedi , FiERlast_archived_atFiIEEXRKNE
B & countNumber EF 3 5,

- BHARTERLIRIBEBIEF |, pushed_at_timeH BHBKERFTHWERBG 2T H,

£ Amazon ECR A8l 2 4 dp B Hi K BE Tl IS

BULEREREMERMEENAESARRK I EEANRGBIFEEELNN G E, ERFEREY
REE N B B 2 BT T AN R — MR ESK K,

(® Note

WMRIEMER Amazon ECR EH|IEBEBE TR XK IZFREENEAE , FE8 , £58
HASRBE AT REQ XY B2 Z R B X E VAR BRI T IR, Btk , MRETF B T EHIZheE , M2
WHEENF#®ES SN SN XFEMK S P ol — N B IRK,

tIRAmARMRKIE (AWS EEZH A)

fEhttps://console.aws.amazon.com/ecr/7Z % FE F T F Amazon ECR #2414,
MEES | ERaEEXNERITE GBI T N F6 EHN X,
ESMBERTHNIAEIMRT  EBTFHEE.

EAEERENE LER—NMERE , ARERARETHSIRERE R AR,
EZEMENEGERREBEL |, EREENEMAN, IR,

o kb w0 bdp =
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6.

10.

11.

NEANNRERBRREANEEATEAEE

a. NTANLER , MAZANELREES, RNETLRE T 4 a5 /E 1 KBS N K B2 IR
Fo 78/ LEFMS, A, RERN 1 AL ETLESRN 2 AN,

b. XNTFHMUMER , i AN ZEr B RN A B A,

c. NTBRERE , ZFEHKIC (BEMFEE ). B4 (TRER ) . RIFEHER

/A Important
WREBEEZSME , WEEEAFREEERENER.

d. ﬂﬂ%ﬂy{ﬁ%hj‘ﬁﬁﬁ’]mahlﬂ (BEATE ) , UNTEERTERACRNIRE , B LS
wHEBES (*) WEREHRZYIER , MERESNEGEARRBENTERE, Sl , RIZREH
59&1%1‘?167] prod, prodl, prod2 & , N LAERE prod* R FIEIX LAMRGEHITERME, W
REEZIME , IMEREEMEEERENER.

/A Important

BINFRHERZULUEANNEERF (* ). Hla0, ["*test*1*2*3",
"test*1*2*3*"] AW, M ["test*1*2*3*4*5*6" ] T,

e. MREMGRTEFRNECHINC (ATREE ) , UNTEERATHREENFREL , BUIEE—
NREFRLETIR | LUERBEENE A BRRBHITRE.

f. ECEEEA F,EE BERGOIBRURNRE. ‘B LRXFRSREEEUKRORE, ‘B
FHENRYE I BRITE, REEE—ME,

g. XNT N &RME , EEF I RN FE

h. &HER7F.

EE% 57 SUGIEEMN L a5 B RN
EETEREARRBEIKE  FHEBEREFETMNR,
ENHEREDHANNEEGTETS  EEEREHHRBTEHZIE,

MENMLLERAE , BEBRNANESEARREAZEFEENN N L FAHRE, ENEM
it ENAEREANRKE , SEYRHEGFE 24 MR IHHEY,
MRERNTARERTHE |, ATLRBR—NRS NN L ERFHEAN |, 2 -PRSIHANRBHRE
1, REBEENH,
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£ Amazon ECR AR Ff#& FE | B 4 on B B R BE

EAEHEAMRRKEIE-ANN , FREANFERERGIHRFE. BESEIHRRKE , @I
BBHE 24 NSRBI EFR.

® Note

WMREMER Amazon ECR EFIIBEBEARNXERIK IR FRENRAE , IR, £0F
HASKBE AT REQ XY B2 Z R MR KB VAR R T IR, Btk , MRETF B T EHIZhEE , M2
WHEEHNFH#ESEF NS MXEAMKS P el — Mo B R,

FRF M

BRESRR : SIBE4ATAHRETE  URITETAHREANSHIFHNBEEEFSENTH, &
XUBA |, IHS 1 Amazon ECR 8|24 BRI R IRK,

HRAEBENER AWS EEREA)

1. fEhttps://console.aws.amazon.com/ecr/1Z 4 EE R FTFF Amazon ECR 2 &l &
MNEFES | R ESEXH IR 4L a0 B H RS 76 B X,
ESMERTNRAEEIMRT , ERTHE,

EAEFEERE LERE-—NMEREE  REERRETRIIRERE S BHRRE,
EZFEENEGEPREIEL | EFIERN,
WMALEDEABRBRANHATFAER.

o o A W N

a. XNTRUWEER , MAZAUNREROES. ANETFORE T 4 652 1 R wEH N 89 B2 IR
Fo MUELEFBFHD , RERES. fFlwm , LERN 1 WANREETFTRERR 2 AR
e

b. XNTFHRUHER , i A ZEon B H RN A B A
c. NTBREGRE , AFREHKIC (BEMFEE ). E4ric (TRER ) . RIFEHER

/A Important
MREEZ ML, WEREFRBERERSNRR,
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d. ﬂﬂ%ﬂy{ﬁ%hj‘ﬁﬁﬁ’]mahlﬂ (BEMFTE )  WNTEERTERFCENFE , BANE
WHEBERM (*) WREHFEESIR , UERBENEDABRBITRE, flH0, RIRED
Hﬂﬁﬁiﬂﬁg prod, prodl, prod2 % , MALA$EE prod* KX AIHEX LMRGEHITERE, W0
REEZSIME , WMNEREEMAEEERENES.

/A Important

BINFRHERZULUEANNEERF (* ). Hla0, ["*test*1*2*3",
"test*1*2*3*"] AW, M ["test*1*2*3*4*5*6" ] T,

e. MREMGRTEFRNECHINC (ATREE ) , UNTEERATHREENFRL , BUIEE—
MNREFRETIR | LUERBEENE oA BRBHITRE.

f.  ECEEERA F,EE BERGOIBRURNRE. ‘B LRXFRFREEEUKRORE, ‘B
FHENRYE I BRITE, REEE—ME,

g. NT N RME , EEF I RN FE
h. &HER7F.
7. EESR5-7 LGEEMEmABRRBEAN,

Bl an B HASK BE (AWS CLI)
1. FRENHOIRESEPRERNEEEN BT,

aws ecr describe-repositories

2. BIEENF policy.json ARG , HhIEEWAHRBNANSR, BXREMEHRETRA
2% Amazon ECR H iy 4 an B B R BE A = O,

3. BURERMEESWHSIACENEGREHRE JSON X445k 6) 8 4 & B H Kk

aws ecr put-lifecycle-policy \
--repository-name repository-name \
--lifecycle-policy-text file://policy.json

Amazon ECR R iy 4 #p B Hi SR B& 8 7~ 5

UTRAGIEmBRERE  HPERTIEE.
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EEEEXFEREMNESZESR | HSWAmazon ECR A M EAHREREM ., BXxEAVELERE
HASEM UL AWS CLI , B3 MAZ £ BHER (AWS CLI.

& a0 /B H R BE AR AR

EEFHEEXRRZNMEEREAYRRBHANET. UTR2EREYREN JSON FEER,

"rules": [
{

"rulePriority": integer,

"description": "string",

"selection": {
"tagStatus": "tagged"|"untagged"|"any",
"tagPatternList": list<string>,
"tagPrefixList": list<string>,
"storageClass": "standard"|"archive",
"countType":

"imageCountMoreThan"|"sinceImagePushed" |"sinceImagePulled" |"sinceImageTransitioned",

"countUnit": "string",
"countNumber": integer

},

"action": {
"type": "expire"|"transition",
"targetStorageClass": "archive"

R IEE R R H R E

DTRRGERT — NREHEGEARREL |, ZREMEA prod* B tagPatternList RBREHR
L prod FFAWRZEH B EEREBE 14 RWBRGLTH,

"rules": [

"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {

"tagStatus": "tagged",
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"tagPatternList": ["prod*"],

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14

},

"action": {
"type": "expire"

}

BIREGRHITHIFIL

UTREPERT — N RBENWERBRREEE | ZRBEFRNERE - DNARICHREH EATH EbREd
o

{
"rules": [
{
"rulePriority": 1,
"description": "Keep only one untagged image, expire all others",
"selection": {
"tagStatus": "untagged",
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}
]
}

BIEZ PN Tk

LT REIEERBRRBERERSEAN, FHEHRT —NROFEENEREHRBE AR LSRN
B,

A

FRENE
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RAriEmE

- BB A, FRZHIR : ["beta-1", "prod-1"] , SH#EE : 10 K8l

- B/ B, I3XHK : ["beta-2", "prod-2" , BH#EIX : 9 KAl
- 8% C, IRZIHIRK : ['beta-3"], SHE : 8 XAl

4 EH SRR SO
{
"rules": [
{

"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],

"countType": "imageCountMoreThan",
"countNumber": 1
1Y
"action": {
"type": "expire"
}
1Y
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
1,
"action": {
"type": "expire"
}
}

it E RN ZER

« AN FRATEBR prod RENHER. ENZMNZRENERITHERICESR  EXRT—IHED

HEE&ER. ©FRE ARICHATH.

RIEZ A HLN 736
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« AN 2 FRATHEBIR beta RENHER. ENZMNZENRERITHEIFICESR , EXRT—IHED
HMEE&ER. ©HRE A NE&BIRCAIH, B2, AN 1 EfRERE A, IREE&BEYH ,
MEBRAN 1, BBk,

- R BHRACSTH

~l B
XEFMENREMER  ERNEERRFLAERUARTER,
EREANS

« BB A, FRZHIE : ["beta-1", "prod-1"] , BH#ERE : 10 KA
- B% B, FREFIK : ['beta-2", "prod-2"] , BHEE : 9 KEl
- B&C, LK : ["beta-3"] , ©HERX : 8 XAl

A HAREE A -
{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1

},

"action": {
"type": "expire"

}

"rulePriority": 2,

"description": "Rule 2",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1
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I
"action": {
Iltypell: "eXpiIe"

}

Lt EHRENZEER
« AN FRATEER beta RENER. ENZNZENRERITHIFCESR , EXRT—IHED
HEE&RER. EUNAEIME=ITEE , FRER A NRK B R ATH,

« AN 2 FRRTHHEBIR prod RENHER. ENEZMNEENRRITHERICESR , ERRT—IHED
HMEE&ER. EF2FIEMAEE  RNAMETHREGELHENAN 1 /712 , Rt F 2RI HtER
&

- R HGEHBANBEIH.

FEEANHN P IFE S PIRE

UTROFENANFHNSMrERRIEE T EREAYPRBE L EHRHET N ROFERENESRE
HA SRS LA R 45 REV UL

A
EBEAAN LIEESAMREERE | MEXASFHES HNRSER TR,
FRENS

« BRA, LYK : ["alpha-1"] , BH#IE : 12 XHi

« B1& B, HRZ5|K : ["beta-1"], THEE : 11 XAl

& C , ¥rZ B : ["alpha-2", "beta-2"] , EH#EZE : 10 KAl
& D, }rZ 5K : ["alpha-3"] , BH#E* : 4 XAl

- B E, #rZ5IX : ['beta-3" , BHE : 3 Xl

« BB/ F , 5RZFIEK : ["alpha-4", "beta-4" , BH#EE : 2 KA

S

i

"rules": [
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{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "sinceImagePushed",
"countNumber": 5,
"countUnit": "days"
.
"action": {
"type": "expire"
}
}
]
}

L EHRENZEER

« AN 1 ATIRAFRICARR alpha Mbeta WK, EAINEIRGK CMF, EMNZFCEITERXR

MBS | 5 C BEtb&M.
- GER 8% C BN,
T~ B
LT REIEBAREREM S0,
FREANS

- BF A, XX : ["alpha-1", "beta-1", "gamma-1"] , B#E : 10 X5l

- B/ B, /3XH|K : ["alpha-2", "beta-2"] , EHEE : 9 K]

« B, C, FrZ%Ik : ["alpha-3", "beta-3", "gamma-2"] , E#i% : 8 X8I

"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",

EEATN AP IFIE S MRE
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"tagPatternList": ["alpha*", "beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1

1,
"action": {
"type": "expire"

}

It AR B ER

« AN 1 ATFIRFFRIEERIR alpha Mbeta MK, EAUBIMANRR. ENZNREHNER
FamRicEE , EFRT I RELHERGER. ©FEE D RIS H.

- ER . BEHBANBEIH.

TRk R RE&

T4 e ARRERIEEEEFTRMESFANMAERE R WARME T —NREIf76 & o5 F 1 RS
AR 45 RAVELEA

A
TEER T AR TFAEANERRE M BEH EHE E L B E M 0 HA 0 £ A R,
FHRERS .

- BB A, IRLS
- BEB, I7LH
- B C, IRXF

[=—2

& : ['alpha-1"] , ©H#EX : 4 X8I
& : ['beta-1"] , BH#EME : 3 XAl
&[], B 2 XAl

—_— =

- 8% D, irZFIK : ["alpha-2"] , BH#E 1 X5l
{
"rules": [
{

"rulePriority": 1,
"description": "Rule 1",
"selection": {
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"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1

.

"action": {
"type": "expire"

}

}
]
}

A AR ZER

« AN 1 RRFIERE®. EWNAEIRBAK A B, CHM D, ENZESHREZANMERMEESY

H., eFEBR A BHCHiZHIH.
- ZR HBA BN CEIH.

T~ B
LU RBI3LEA TSR EMNIERA ST — MR R £ S B E RS,
FRENS

« BB A, FRZHIRK : ["alpha-1", "beta-1"] , BH#EE : 4 X8I
- BF B, REY|X [, S#E : 3 XA

« B/ C, FrZFIK : ["alpha-2"] , BHEE : 2 XAE(

« B& D, HRZHK : ['githash"] , BH#X : 1 X#]

- BB E, XK |, BHE 1 X

{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*"],
"countType": "imageCountMoreThan",
"countNumber": 1
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}I

"action": {

"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
"rulePriority": 3,
"description": "Rule 3",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}

It AR IZER

« AN FRRATEEBR alpha RENER. BIRIERA M C. ENZRERMEGHRERERIT
BRI, ERERARIEATH.

o AW 2 FRIRKRIRIEHIER. ETNIRBIHEG B M E, ENZFEEE —XNEGIFCHITH, ©
MERE& B RS ATH,

« M 3HFIRMEERES. TIRBIKEHRA. B. C. DME, ERNZREBHEGHRAREGFIEHIL
B, BR , EXERIERHB A, B, CRE, ANENHARERESHMMIAL, ©FHEE D IRH
T,
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- R HBEA BMDEIH,

E2ZEpNY
ATRGIER T B QT 20 E G0 £ 6 BB R,
7 A5 et (RS 18 RE R B9 B 4%

UTFROIERT —MNEmARRRE , ZREEA T EREREUIT kprod BRI EIEE 30 RAYEE

{
"rules": [
{
"rulePriority": 1,
"description": "Archive production images older than 3@ days",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 30
},
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
}
]
}

FHAEEERBARNHE K
T RBIER T 744 900 KA RIBENHY B (R 19 £ 0 B AR SRS

"rules": [
{
"rulePriority": 1,
"description": "Archive images not pulled in 90 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePulled",
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"countUnit": "days",
"countNumber": 90
},
"action": {
"type": "transition",
"targetStorageClass": "archive"
}

B F A BRAL

LTRRBIERT —NEGAIEKR  ZERBEATEAET 30 XWBH® , RAEXKAMEREE&4ES 365
RKEBE % :

(@ Note
FHEEGNREFHEERN 900 X, LT REEE & o /3 HI 3K B SR BRIF 1 et | 2 F 90 KW E
5. MREXTMBRTFENELDT 90 RWE &, MFEEMEA batch-delete-image API , BFE
E1RR 00 KV &5 171 B (8 4 3% o

"rules": [

"rulePriority": 1,
"description": "Archive images older than 30 days",
"selection": {

"tagStatus": "any",

"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 30
},
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
.
{

"rulePriority": 2,
"description": "Delete images archived for more than 365 days",
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"selection": {
"tagStatus": "any",

"storageClass": "archive",
"countType": "sinceImageTransitioned",
"countUnit": "days",

"countNumber": 365
},
"action": {

"type": "expire"

}

Amazon ECR A A AR EE 4
£ EAPREEEUTE M.

EEELDEYPEKRN R , $3 R Amazon ECR AW A G EHIERN R, BXERSIEEGEE
KEERYIEEA AWS CLI , BZF 024 a B HIZERE (AWS CLI),

LI 5E 4

rulePriority
e i I

RENARANBIGF , MEES. BERN 1 NEGARBEANETERA , RERF 2 AN
T—1NRA , KEH#HE, YEQEMNEGERRERNMANE , DS NANRF—NE—
rulePriority B, B2 , ERBEHPNEANZE , BEFRFEINF. EF tagStatus B any B
MU HMEERAN rulePriority EH A&REHITE.

iR
description
KH . R
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(RIIE) $R 4 a5 B HA SR e R AL Y AR IR

RERDS
tagStatus
KE . FHEH

BEERMNEGEARREANRENEHRIEENRE., TEZHNIETERE tagged. untagged
= any, MREIEE any , UMBRGHBIBREANITFEHAN, MRIEEtagged , MEAIR
FEE—/tagPrefixListE® % M tagPatternList{E, MR Euntagged , ML [EETE
BétagPrefixList#, tagPatternList

REER &R
tagPatternList
KA : list[string]
MBI : tagStatus RERNEFrIE"BKRIEE tagPrefixList B , A IEM

NEMRICH RGO LG E RN , RESKIEMEA tagPatternList RKEEESTHIHFRZ,
BATEELES D BA TS ESBEES (¥ ) WREBHRIERIIR , MERBERIIRRKTESE
BASRBGIRAE, B0 | BRIRBEARIEH prod. prodl, prod2 & , M A LAERAIREERX IR prod*
RIEEMAEXLEMEG, WREBEZIMHE , MINEREEMEREERSHNER.

/A Important

BN FRERZSAUMERAENBEES (* ). flI, ["*test*1*2*3",
"test*1*2*3*"] B, M ["test*1*2*3*4*5%6"] TN,

RIS &R

tagPrefixList

R . list[string]
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MBI : tagStatus RENEFFIE"EARIEE tagPatternList B, RAEI

NIEBIEET "tagStatus": "tagged" {EXRIEFE tagPatternList RFEH, BLHIEEMN
ESoRNESKRIIRIEK , MERBRIIRNTEGEARRERE, fl0, MRENEEEIR
1279 prod. prodl, prod2 & , M A LAEARZRR prod MEEMEXEREL, MREESZHN
BE  M{UEREEMBEEREN RS,

Tk
storageClass
KB . FHH
AMEDL : 2, WRcountTypeR sinceImageTransitioned

ZANF LR ZEEEFINEBR, FHinageCountMoreThan, = o countType
sinceImagePushed f BfsinceImagePulled , M—X M ERstandard. EAITTHER
FfsinceImageTransitioned , X2 H4FEW , E—XFWERarchive, MRERKLLIN ,
N|standardfFEARE.

Epedid

countType
KH  FHRH
WE =
EEZENATESNITHRE,

MR countType IREH imageCountMoreThan , & W[ AFEE
countNumber A GIE—MAN , AT REFREEFFENEGRERS. MRiR
BEcountTypefisinceImagePushedsinceImagePulledsinceImageTransitioned. =,

NIE 7T A E countUnitMcountNumber K8 E 174k B 171 HY B R A9 8 [E] BR 1l

s &R )
countUnit

KR FHH
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MBI 2, XcountTypeXi& B HsinceImagePushedsinceImagePulled, =AY
sinceImageTransitioned

EEITHRM days EAREIRA , RRILzH , EBIEE countNumber RRZRKH,

HETE countType is sinceImagePushed sinceImagePulled, or B = NIEEL
{EsinceImageTransitioned ; MMREEITHENV N EAHEME , countTypell& HIEE IR,

T
countNumber
KA . BEY
BEEUTHHE, TESINENEER (0 FTRATEZNE).

WMERFEAMN countType £ imageCountMoreThan , NiZENEHFLEEEHEFRENEGN
BAHE, MEMFHAB countType & sinceImagePushed , MiZE RN EHHNHKAEHLR,
MR countTypefEAMIRsinceImagePulled , MZER B LXERBGUKHHEARE, W
RcountTypefFAMIRsinceImageTransitioned , NZE N BB BREMLRNZE AKX,

&
#
fim

EERMERE, XM ENexpire (MBRESK ) Mtransition (FEGBHIFHEEMR ).
targetStorageClass

KA . 2R
MBI 2, R typeR transition

BHEELDEANRBRREGIEINF#EI, archiveRME—XEFHE,
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Pull-time E#HEBRIN

Amazon ECR 2@F i /X hHlLastRecordedPullTime BT , Inspector BRI ENBR Ik, AWS
Pull-time EFHERR R VFEIEE IAM B ARNs |, XA S EN ENE GET T R 5 # E G A AT R |, 5Ia058
=735 ( Bl Crowdstrike. Snyk F Trivy ) W EESE. XX FAFURXNWEELEFTFESS
Bt ) 82 00 4 i B B SR B R SR Y CI/CD BMEE B A,

HHRIIRFHACNNEGE , R EFRETE, FAEGACHSUEFTIHAIEE ( H51T
) o BMNKFE&RZALEE 100 NHEBRD

B F & i EHT BRI
EEEHMA EFHRI , LR 1AM R -

« ecr:CreatePullTimeUpdateExclusion— BEFFHAE ARN FINEHEBRFIRANPR
 ecr:DeletePullTimeUpdateExclusion— ZFMNIEBRFIZRFMIBRAE ARN BIFR,
« ecr:ListPullTimeUpdateExclusions— & F %I HHEBRFIZK ARNs HFTE B BHINER,

@ Note

YRAEEiam: PassRoleifAJ, Amazon ECR FA&ABHITRIENAE | ©VERIEKREE
ARNSs k8 7E 2 7 B 5 5 B 589 IR BT 8]

B A LAEH Amazon ECR ##I|A 5 CLI BB ER EHHINME L. AWS
AWS EEiEEA

EIE AT ERTHERRTL )AWS BEEEGH A

1. EEIMR/FMEFITH Amazon ECR ##|A& https://console.aws.amazon.com/ecr/
2. MN&mEd | ERXHE,

3. ESMERP | &R BEIMR". DHEMRE" , AFERF Pul-time ERTHERIL,

4. ENINBERRDL , WEEFRRNMEEERT , MASE ARN , RFIEFEHM.

5. EMBRBEBRI , BMIIRFIEFEAE ARN , REEERER.

6.

EERMAHRM , JIRNETHTEEREN AR ARNS,
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https://console.aws.amazon.com/ecr/private-registry/repositories

Amazon ECR

RAriEmE

AWS CLI
B B HEV Y ST R BRI

«  {EMcreate-pull-time-update-exclusion&s + [ A& & ARN R IIZIHEBRFI X :

aws ecr create-pull-time-update-exclusion \
--role-axrn arn:aws:iam::123456789012:role/scanner-role

ZnSREAE ARN FolZEaf [

"roleArn": "arn:aws:iam::123456789012:role/scanner-role",
"createdAt": 1745531331.0

T B 51 B Bt BB 7 HEBRIN

«  {#Mdelete-pull-time-update-exclusion@i & MBEER 5| K P I BR & & ARN :

aws ecr delete-pull-time-update-exclusion \
--role-arn arn:aws:iam::123456789012:role/scanner-role

ZonRE IR A E ARN :

{

"roleArn": "arn:aws:iam::123456789012:role/scanner-role"

}

Bk H7 At 5 R BEBR I

1. fEAlist-pull-time-update-exclusions @i+ 5| H HEBR 5 3k ARNs FHIFFE AR :

aws ecr list-pull-time-update-exclusions

MRARECEB PRI, M ZeHROEE—PZEFIE

{

B E L EHTHERRI
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Amazon ECR

RAriEmE

"pullTimeUpdateExclusions": []

MREE T HRI , WZS T RHEE S S ARNsHIX

"pullTimeUpdateExclusions": [
"arn:aws:iam::123456789012:ro0le/security-role"

2. EXNSERMITOT , HEMA--max-resultsf--next-tokenZ# :

aws ecr list-pull-time-update-exclusions \
--max-results 4

ZHERZEREEEHENE R  nextTokenNBEELELERTA , MRE :

{

"pullTimeUpdateExclusions": [
"arn:aws:iam::123456789012:role/security-rolel",
"arn:aws:iam::123456789012:ro0le/security-role2",
"arn:aws:iam::123456789012:role/security-role3",
"arn:aws:iam::123456789012:ro0le/security-role4"

1,
"nextToken": "ukD72mdD/mC8b5xV3susmlzzaTgp3hKwR9nRUW1lyZZ79..."
}

ERET—TMWER , BEH LnextToken— NN :

aws ecr list-pull-time-update-exclusions \
--max-results 4 \

--next-token ukD72mdD/mC8b5xV3susmIzzaTgp3hKwROnRUW1yZZ79. ..

BB BRI E S

£ AR ENAY BT HEBRTIAY , BERUATILR ¢

o FIHBEBRIAYEBRIATTEI KN A 100, BAILAEAFmaxResultsHnextTokenS B M 5 7,

LB PRI EEEM
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- {NEEFZIEH ARN 2 ARNs B IAM A,

- MREBZRVBEEFENBRT , MW BExclusionAlreadyExistsExceptiondgiRHE., M
REBZ AR FEMHEBRIT , M2 W FExclusionNotFoundExceptionffiRiE .
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Amazon Elastic Container Registry HVZ £ M4

TREEAWS BREHZE, fFN AWS B , BAUSZRTENREASHZ BB EHALANERMY
BRBAEF UMM LR,

RERNMFHEEE AWS WEE, REREEXFEBERAZHN Z2MNEh WEEH

s BEE — AWS AFRPE AWS ZHIEIT AWS RS EAEN, AWS BHERREATUZEER
KBRS, BN AWS EMMIT XN —8%2 , E=AFRARFERNANBIIZEHNERMN. BT
f#5E AT Amazon ECR NEMMITR , BSREMEITREERAAWS RS

« DIHEE-EHNRERSEAN AWS RSRE, EEFENEMBRRNT , SREVBIFAIEUR
. BRANERUREREREMR.

B AEFEBIE T R A 1E £ Amazon ECR R AFEHREEN., U TEE A MMEE Amazon
ECR URMBHN T LM MEMNEB IR, BEFFI WAERAEM AWS RS KB B E G R RRT EH
Amazon ECR %R,

FH

@A T Amazon Elastic Container Registry 89 Identity and Access Management

« Amazon ECR FHEERYF

« Amazon Elastic Container Registry B & # 4£3%E

« Amazon Elastic Registry PR ERIREL £ %

Bh Lt B RRSS BB

i& T Amazon Elastic Container Registry BY Identity and Access
Management
AWS Identity and Access Management (IAM) AWS BRSs AI#HBIEE R 2 iR 53X AWS BR8]

PR IAM B R 26 AT LB H A RIE ( BF ) MR ( EANER ) /8 Amazon ECR #iR. &
AJEALERA IAM AWS BRSS |, TEXMNEAZA.

ES ]
- BEXRX

- ERASHHEITEHLRIE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

Amazon ECR AFiEmE
- EAXKEREHE

+ Amazon Elastic Container Registry #1fi1 5 IAM £ & & F

+ Amazon Elastic Container Registry & T & 1 19 5% B& ‘R~ 451

- EAETHREMNHIEES

« AWS Amazon # B 2REMRMNITE R

+ % Amazon ECR A RZHEXAR

+ 3EZ& Amazon Elastic Container Registry B & 17 11/ 8] % FR 6] &

Z AR
BRI EH X AWS Identity and Access Management (IAM) Ri&H AR MR :

- REAF - MREBFTAEFNEINEE , HREEARBENRE (ESHEEZE Amazon Elastic Container
Registry K9 & 13 177 (7] £X BR (6] &7 )

- RFEER - BEAFHRINRHARINERIER ( iEZHAmazon Elastic Container Registry #l{a 5
IAM EE&E8 )

« IAM EER - RERTEEHEINRAYEKR (1S HAmazon Elastic Container Registry EF H 41
REERB )

£ & 21T & IR AIE

SRBIFRE AWS A EIRFN AR, BXTEL IAM BF BHH#TEHBIE AWS K- 1R A
P, REBTET IAM AEH#TEBKIE,

& T L ME ISk B 54 RAVIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B REFKE
BHIES® Google/Facebook iEF , LBKE F M E R, BEXEBERNEZER , 56 (AWS X AF
B FHRIIEFEN AWS IKF,

NTF4HIZEBRE , AWS 24t SDK M CLI R BERBITMBLEE, BXRESZEER , H5H (IAM AFiE
) PREMAT APLERMAWS EEMRA 4,

AWS K7 root A F°

BIEET AWS K7 , BESBE 18BN AWS IKF root BFHNERSH , ZE O AUTLHRIAERIR
AWS BB MR R, BRINBNBWAERERBRAFHITEERES. EXFERAFRIENGES , BEH
(AM RF$Er) RIVEERA S TN ES,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

Amazon ECR AriEE

IAM A 7= MEF4A

IAM AP RN ENMNARRNARFEERENRN — 1540, BUERAGNEIE , MIEEFKHPEIE
B IAM AP, BXEZER , B0 IAM AFERETHNERARASEAS O RAENRS S HRIE
F B AWS i A I B IE B AT 5 ] o

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BXEZELR , 555 (AM A
FIER) Iy IAM B EA R,

IAM A&

IAM AEREERENRNEH , TREKNFIE. SUEIMNASRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM BEeXTIREAFIER. ket IAM BFRR, BIKFHR, BRSHRNAKRE Amazon EE1TH
MREFIEERR. EC2EXESZEER , F5H (IAM AFERE) HH IAM R EIK, FiRTE .

fi F SR e B 13 [A)
SRR AWS B SIS ST M INE) AWS SR RAFRBH TR HHRR. RRELT 550

RRRRETONR. AWS EZERARHBERIFMEXLEBR. KSHERBEELL JSON Xy AWS £
ANFEEP. BAX JSON KBXHEHNESEE , FZH (IAM B/ EmR) F#8 JSON KR,

EERAERARE , BYE BN EEATUNT LT RUREFASFATRITERE  REEEERRF R
ARE,

RABERT , AFPNARRANR, IAM EEACIE IAM R RERNIARF , REAF AL
ARERE, IAM KBEENIR | TAE RIEMER B G ERNITERE,

ET 5 Or R

ETHNNRBEEMMBSH A/, ARNAR ) B JSON RRKMIMAY, XERMIZH S 6 TE
ARZGETHBPLERFERITHLEE, BETHIACIRETSONER , 558 (AM AFERE) F
MEMAEFERRERKE L EEX IAM XER.

ETEMNIRBEALURARKKE ( EZRAZNENFHP ) AEERE (HNESNHHHIRLE
B ) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFER) PRERERKRSE
NER R B 2 R REAT IR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html

Amazon ECR AriEE
ETRIRH K

ETRIFHREE M N ZIRAY JSON KM, ~HIEHE IAM B EEEREHN Amazon S3 F#H
Kb, EXFHETRARNEKBORS T , BRSEEAAUEACIREFNBERFRNGR. SL0E
ETRIFH RS P IS E £,

ETHARVREEN T ZRSFHAKEKE, ETREETHRAREPER IAM FEY AWS £EXR
B

HREgRE
AWS HIFHAREERR K XEFHAB AU REEENNERLBT FHRANR
« RRILA - REETHOHNRBEALURT IAM RENFZARR, BXEZELR , F56H (IAM A/

S5/ P IAM EEHRRIL R

- RFEFIKRRE (SCPs)-EHRIEEH LA RA L B H AR AWS Organizations. EXEZER |, &
Z# (AWS Organizations FIF1ER) YIRS 15 5K B .

- RIRIEFHIREE (RCPs)-REKFHPRBENZATANR, BEXEZER , 52H (AWS
Organizations FIF#E/) P FERZEFIFKE (RCPs).

- RERE -ERACEKSAFCBIGRSERN , EASBERENEREKK, BEXEZER , BES
[ {IAM AFiEm) PHSERR,

S REERE

SN REWRBEEA T —MERE , ERBORREMEXNELIRE, BT RESRSHRBERER
W AWS BERBAWER , F5H IAM AP BB R ITEEE,

Amazon Elastic Container Registry #{a] 5 |IAM &4 £ F

EFERA IAM BEEX Amazon ECR BiARIBR Z 8l , BRiZ T RWFLE IAM ThaE R | F Amazon ECR.
E4MHT# Amazon ECR flE Mt AWS RSN E IAM BEES A |, 55F IAM BFEEHRHNE 1AM
BLEEFAMNAWS RS,

FH

- Amazon ECR E T 539 5K &
- Amazon ECR E T RRA KB
« ETF Amazon ECR #rEH X
« Amazon ECR IAM &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon ECR AriEE

Amazon ECR ET B HIKRE

BEEA IAM ETBGHXRE , B UEEATRELNRENRRURATFRIELEENR

ffo Amazon ECR XIFSFEMIRIE. BEMFZMHE. ETHE JSON REFERANMELE , TSR
(IAM BiFF5F8) ##Y IAM JSON KB TESE,

R

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUANT LR FERITER
&, ARIEMHAZRHETHIT,

JSON REEHY Action TEREMR A TERKP AWFRIEL G RINRIE, ERBHFIESREUARTR
ITRERERRR,

Amazon ECR I RMBRETRENEEAN TR : ecr:. HlW0 , ERFEAFEA Amazon ECR

CreateRepository API #4E8IE2 Amazon ECR F&FENR , BRI ecr:CreateRepository
BEMNAHRET, FRIFQMLINEE Action 3 NotAction ;tk, Amazon ECR EXT—4HETS
IR , RG] UERZRFSIMITHES.

EESENMBEAOPEESUMRE  BEAEZSYENRT , TR :
"Action": [

"ecr:actionl",
"ecr:action2"

BT ERBES (%) BEZSMRE, Hln , EIEELLEE Describe FFKWFTERE , BFEUT
BE

"Action": "ecr:Describe*"

EE & Amazon ECR ##1EN %%k , 1S IAM AAFEEH I Amazon Elastic Container Registry B
B, RIEMEZHE.

RIR
EER W LAER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUANT AR FERITER
1, ARIEMHAZRHETHIT,

Resource JSON R TEIBEEMENAREN —IPNHZ AR, FARESE , HFEHAE Amazon
HBRAF (ARN) BBERR. N TFAZERERNRWIRE , BEABES ) ERBONATHMER
Ro
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

Amazon ECR AriEE

"Resource": "*"

Amazon ECR FERFEERF LT ARN :

arn:${Partition}:ecr:${Region}:${Account}:repository/${Repository-name}

HRERXWEZEE ARNs , FS 1 Amazon FFEAFR (ARNs) #l AWS RS & ZEiE,

Bl EREFEAFIEE us-east-1 XFHH my-repo FE , BEALT ARN :

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/my-repo"
EEERETREKSNWAEFEME , BEABER ()

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/*"
EERENMEAFEESIAR , 1§ ARNs AES 2R,

"Resource": [
"resourcel",
"resource2"

EEFE Amazon ECR BIREHE K HFIFK ARNs |, B IAM AP ISP I 258 B8 )T A 5=
EVHRR, BT HFETLERABLRERESNRIREN ARN |, 5 # Amazon Elastic Container
Registry & X HIRE

e

EE R WLER AWS JSON REERIEEHEARIBEMF L, BR2R , BNEETUANT AR FERITER
1, UREMHAZRHETHIT,

Condition TEEEFIMRREELWIRERIT. BALGIRBERZEZEN (FlW, FFTH
T ) BEARER , MERBPHFAESERPINVEMTE. EEERE AWS £R&HE , 21
IAM AFEREPHAWS £ 354 £ T XXEHA.

Amazon ECR EX T HEW—A&RHR A EXFEA-L2/FHR. EEFME AWS 2R5FH4
® ,FZH IAM AP EEHHNAWS £ /&M LT XA,
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

Amazon ECR AriEE

K% Amazon ECR ##/E# % aws:ResourceTag M ecr:ResourceTag &#@., BEXESZE
B, F2H EAE TSN R ES,

EEF Amazon ECR #M4EMFIR , B2 IAM AFEREHH Amazon Elastic Container Registry &
NHERHE. ETHETUNBLRENZRERSZHR , 55 Amazon Elastic Container Registry
EXHEBIE,

=~

E&EEF Amazon ECR ET 5B W RBEH RHI , 52 Amazon Elastic Container Registry EF S 178
E g~

Amazon ECR E T &R/ KBS

ETRFEHREEZE JSON KX , BIEE TEEZ X ARE Amazon ECR &R LRITHRIENUKR
EHAZHETTIT. Amazon ECR Xi#F4t3 Amazon ECR F#ENE TR RNWARER, ETRR
WERBEAFESET R RO EMKF B FERANR, SHEaERERETERNREE T AWS RS 1
&) Amazon ECR Z .

EEABK/HE , BUUSENKFREMKS R IAM ZEEENETRRNREFHNET A
HEKSEFERAMEETRERNRERAREBIGEXRRIEN —¥ME.,. HEZERANBRLTFEHN
AWS Tk P R, BIE A EEFEASER T IHRZRANR, B FET 54509 K8 M N EI SR SUR
FRR, B2, MRETHRENKBEAR - NKF PR EARFIHRNRE , WEETSHNEBDTE
EZIW Amazon ECR EEENR, BEXESZELR , H2H8 (IAM AFiEE) 91 IAM ASET
BROEBEATE,

Amazon ECR BRSMZ#F—mREMNE T RFHREE (MABTHRRE ) |, XMREHMNEEEE, X
NERBENPLEERASZME (KF, AP, AENBRSS0GRAF, ) AINEFEE LTRE. ETHM
PR T R R INEFEE |, HSFAmazon ECR FHYFAE 17 FF 5K B

(® Note
£ Amazon ECR FEXRMESD | RIEITTE Sid X3 IAM policy FfI R X iE8) H At =& MA1 BB,

=l

E&EFE Amazon ECR ETRFRMEREM KA , 155 Amazon ECR FHFAE Z6EERIE RAI |
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
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Amazon ECR AriEE

EF Amazon ECR &R 21X

B LU AR XM INE] Amazon ECR BiR , B EERPFIFELEL Amazon ECR. EETHREEH
B, BEEMFA ecr:ResourceTag/key-nameaws :RequestTag/key-name = aws : TagKeys
FHERERBNZMETEZPRMEFZEFE . BXFIE Amazon ECR BIENEZER , B5H &
Amazon ECR F#riEFAE FH# E-

EERETHOORE ( ATRERR LARERBHXNZFRNTR ) BRI, FSHE EAETHR
LAY A2,

Amazon ECR IAM & &
| AM & & 281 AWS Ik BEE 4S5 ENRAY KK,
Fim et EiE A F Amazon ECR

A LAER IR EIE# TS ENRIEES , 2k IAM B89 REKF AR, S LUBEN
FAssumeRole= Z FH AWS STS API #/ERIREIE Bt Z2 £ iF 5 GetFederationToken,

Amazon ECR Z#:fE A Im it FZiiE o
REXBKAE

RSSHEXAERT AWS RS HRHEMES N RFUAARETREE. BSKREARERE IAM K
Fe o, HRZERESE. IAM BEAUEEETREARERS X KA CHNR,

Amazon ECR XEBRSHAXAR, BEXEZEEL , 5 X Amazon ECR ERABRSHEX AR,

Amazon Elastic Container Registry £ T & 13 #9 5 B& 7R 4l

RUNBERT , AFRNA XA ETIEH Amazon ECR BRIFHNNR. BERFAFSXNAETRNITRE
KIRPR , IAM B2 53 AT BB 1AM 5K HE,

BET7RUNAERXL RG] JSON REXHEGIEET IAM HHNEE , 56 (IAM AFiEE) P8l
2 IAM KB (258 ) .

BX Amazon ECR EXMBREMEREE (BRERSMRREXENEN ) WiFHEER , 525 (ARNs
RS EMNS#E) B Amazon Elastic Container Registry B2 4E, HRFMFZH 40,

ETHRNMAERXL RS JSON REEX#6I2 IAM ET S 0K , 28 (AM AFER) $N%E
JSON &+ L 63 R,

ES}
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Amazon ECR =R o
- RMSEXE

- f5F Amazon ECR ##|A

- ATAFPEEFEMHIIB SR

* A —/ Amazon ECR 4 E

REERIEREK

ETHONRBBEERNARSALGIE, HRZMEREK S HH Amazon ECR #iR. XELRETTEE
SfE AWS IKFFERAE. tIZRREET S ONREE | FEEUL T ERMEL

- FFAER AWS RERBAHRORENRNE —EFRBAFNIEARRETFNR , EEANTFS
ELAFIRFRRHNAWS HE R, SINEMRBMRAIRTH AWS kP, BRITEBIEESR E LEXY
ZH ARG AWS BEFREERERE —SRHINR. BEXEZER , ESH (AM AFER) $H
AWS EE RN THEIRBENAWS FHE K,

- MAZRIKNR : £FEA IAM KR ENRE , BB FRITESAENNR. At , BALE XL
ERERGTUUNBERRNTHRE , EHARENREFT, EXEA IAM BANRHESE
B, #ZH (AM AFER) B8 IAM R FIR

o {8 1AM RKBE B S — S BREITH RIAR ;48 AT LA 5 5K B A 00 5% 44 SR BR A X R AE RN FR AV 17 ) o
Bl | WA LURE RS RIEEMXTMER SSL XEFEER, MEBRSBEREIZRENSXE
FARY | JUlth AT BAGE R SR SR R T 3 AR SS#RAE R 7 (R AX R AWS BRSS |, #5120 CloudFormation, BXE
ZER ,1B2H (IAM AAF1EmE) FH IAM JSON EETE | &4,

- fE£M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEHN LS MHEMINEENY  IAM Access
Analyzer 2BIFF KB FINBRE , UBARKEAS IAM KEIES (JSON) M IAM H{ESE
. IAM Access Analyzer 12 100 ZURIEK BN TIRMENEN , UHBBEFELZ S BIgEMHEMN
KEk, BXEZEER , BESHE (AM BFigm) PMEA IAM Access Analyzer BiF SR B,

- FEZEHFHRIE (MFA)-INR AWS IkFENZRFE IAM AFRRBAF, , A MFA URSR
=, ZELAR AP BERNEE MFA , B MFA RERNMBZHNERD, BXEZER |, FS
F (IAM B F#8r) M EA MFA RF API 1A,

BX IAMHHREIRNESER , 250 (IAM AFER) #1 IAM F R 2 HEXE,

£/ Amazon ECR 124l &

E /"] Amazon Elastic Container Registry #2#1& |, BUMEE —HHREPNIR, X LR LI A TR
SIHMEFFRE AWS 1K HEY Amazon ECR BRNIFAFE. WRAIBXAENRENRRER™
BNETHHONER , XTHMTZREAZE (AFRAR )  BHAaNEEEMBERET,
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Amazon ECR AriEE

A RIX LSRR T LAEFH Amazon ECR 1244 | BERER
flAmazonEC2ContainerRegistryReadOnly AWS E X, BXEZER , 55 IAM AF
AP RINAR

ELERURBINR , BSH (AWS REA RS E) T/

AmazonElasticContainerRegistryPublicReadOnly,

NFMEA AWS CLI 2 AWS API BWAF |, BEENEHBREREZRH AR, Hk , RATFHRASE
2R MITH APl BR/EM TE R 1E,

ARFAFEEMIIE SR

ZORBIGER T A B R |, LAY IAM AP EEM MBI EAS B ONNERANEE R, R
BIEEEFE LHER AWS CLI X AWS API BU4wE TR IRER R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"
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Amazon ECR AriEE

]I

"Resource": "*"

e — Amazon ECR 17

FEARGIG | &4\ AWS K R E B P BT RER Amazon ECR ZEERIR, my-repofEiE
EARVFAF#E, REAIIERES.

JSON

"Version":"2012-10-17",
"Statement":[

{

"Sid":"GetAuthorizationToken",

"Effect":"Allow",

"Action":[

"ecr:GetAuthorizationToken"

1,

"Resource":"*"

},
{

"Sid":"ManageRepositoryContents",

"Effect":"Allow",

"Action":[
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories"”,
"ecr:ListImages",
"ecr:DescribelImages",
"ecx:BatchGetImage",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource":"arn:aws:ecr:us-east-1:123456789012:xepositoxy/my-repo"

}
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EAHE TSR TR 2

FIF Amazon ECR CreateRepository API 1k , B U ECIBRERERIEENE. BXEZE
B , {52/ £ Amazon ECR F#ri2FAE ZME E,

EFAFEBTURFRBINCERER AR XENEACERRNIRE (6
o, ecr:CreateRepository ). MIRERRCBRREDIEE THZX , M Amazon &%
ecr:CreateRepository BEWMITHANENR , MRIEAFREEZCIBRITENNR,.

AT LB IAM policy RERE TFHREMHEZES, REIWOT,
UTRENXATFRAFPEFERESRFEIRIEH key=environment, value=dev,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"

}

"Sid": "AllowTagRepository",

"Effect": "Allow",

"Action": [
"ecr:TagResource"

1,

"Resource": "*",
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"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"

LT REEARTR P MABF#EDRIBREG | BRIFXLEFEEIRICH

key=environment, value=prod.

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource": "*"

"Effect": "Deny",

"Action": [
"ecr:BatchGetImage",
"ecxr:GetDownloadUrlForLayer"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"ecr:ResourceTag/environment": "prod"
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AWS Amazon # 4 A5 E M RNV ITE KA

AWS EERBEHLIENEENILT KK AWS, AWS RERBEENTZENLRBBIRENR , UE
BRUFBAAF, ANBESENR,

FicE , AWS RERBURTISNENBERFRTFRENRNER , BAEMNAHME AWS FF £
M. BMNBVBEIEXBETEARINE S EERHRRRE —SRDNR.

BT EEH AWS HERBPE LR, MR AWS B AWS RERBPELHNR , NEHFLE
IZRMATXBRNFEZERASH (AR, 4NABE. ). AWS REFRERIITHN API RIME RS T
LLERH AWS BRSS B API BR4ERSE T AWS FEE KK,

BREZER , F5H (AM BFER) B AWS EEA KK,

Amazon ECR Rt 7 2 MNEE KK , BAILURFIXLERBE M IE IAM FHHIL S5 EC2 EHl, EBIX
LRH |, T3 Amazon ECR FRM API BEM LRI RE TR RIRA RS, BXRIXLEREHRE
e AP RENEZER , 51 Amazon Elastic Container Registry AP| & Ry R4,

F&

« Amazon EC2 ContainerRegistryFullAccess

« Amazon EC2 ContainerRegistryPowerUser

« Amazon EC2 ContainerRegistryPullOnly

» Amazon EC2 ContainerRegistryReadOnly
« AWSECRPuUllThroughCache_ServiceRolePolicy

» ECRReplicationServiceRolePolicy

 ECRTemplateServiceRolePolicy
« Amazon ECR E# 7 £ AWS EBUR

Amazon EC2 ContainerRegistryFullAccess

BT LU AmazonEC2ContainerRegistryFullAccess REEMIMNE] IAM B3, ZRBER T3
Amazon ECR B#RHNEBRILFRINE , H&TF IAM 54 (SIAF., BALAE ) HF S Amazon ECR
ERH AWS REHIFRINPR , LAERAPFTA Amazon ECR A, AL T LATSE] AWS BEIEiE4]
A FREHFTE Amazon ECR AL,

EEFHEBHNR , H5H (AWS HEXRSZE) EC2ContainerRegistryFullAccessH #Y
Amazon,
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Amazon ECR AriEE

Amazon EC2 ContainerRegistryPowerUser

BAI LU AmazonEC2ContainerRegistryPowerUser SREEKTHINE] IAM &1, LEREERFEEN
R, LAY IAM AR EEFEE , BF AT BR1F 0% 2 =5 ch N A T 1768 BE 09 SR B S04

EEFHFRBHNR , HSH (AWS RE XS ZE) EC2ContainerRegistryPowerUser® #)
Amazon,

Amazon EC2 ContainerRegistryPullOnly

I&T LU AmazonEC2ContainerRegistryPullOnly KBS ANE] IAM B, HLEFREETZFM
Amazon ECR REXASJMGEHNE. MFEEMREA TEFRI , WeBFATFN L EMRS AR
BV R EL

EEFHFBHNR , HSH (AWS RE KBS ZE) EC2ContainerRegistryPullOnlyF # Amazon,
Amazon EC2 ContainerRegistryReadOnly

EA LU AmazonEC2ContainerRegistryReadOnly SKESHIINEI IAM B 13, LEREEIEF Amazon
ECR WRENR. XBEINHEFHEEREPEGNINGE, ©E3BIEFEA Docker CLI M Amazon ECR
REVEGHNINEE,

EEFHRBEHNR , 25 (AWS EE XS E) EC2ContainerRegistryReadOnly® # Amazon,
AWSECRPullThroughCache_ServiceRolePolicy

BT BERF AWSECRPullThroughCache_ServiceRolePolicy &/ IAM policy i inZEIEH IAM
KR, WEEREEKIZRSHEXAR |, ZA®AY Amazon ECR B EERENTERGESHEEIF6#
FE. BXEZEE , F5H ATEFRI Amazon ECR [REHEXAE,

ECRReplicationSexrviceRolePolicy

BT 8EYF ECRReplicationServiceRolePolicy &/ IAM policy K tNE| R EY IAM SE4&, LEF AN
BIRFZHEXABHEKRE T Amazon ECR RREWMITRE. BXEZELE , 2H X Amazon ECR
FARSHEXAE,

ECRTemplateServiceRolePolicy

BT 8EY¥ ECRTemplateServiceRolePolicy &/ IAM policy Bt iNE KT IAM SE4, 1tk Bt b0 2 AR
SHXA BN EKE AR Amazon ECR RFREMITIRIE. BXREZFELR , S X Amazon ECR £/
REEXBE,
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Amazon ECR AriEE

Amazon ECR E#1 73 AWS BHXK

EEBZBSFBRERIXLEERELEI Amazon ECRAWS HEBREEFTNFHAEE, BXHTEHE
KW BEFIRTR |, FiTH Amazon ECR XA xR E LK RSS iR,

B DU Sy

AT &7 Amazon ECR  Amazon ECR fF# X BRI in 2025 3 A 12 H
fRESHEXAE - NABXEN  F AWSECRPullThroughC
B ache_ServiceRolePo

licy KB, XLENRAGF

Amazon ECR M ECR #A & *

MRk PIREAR &, ZH{EARE

ZFANREFHAM Amazon

ECR FAE E Mk H A BRI AT |

FEEHENE,
i &5% EC2 Container Amazon ECR AT —NEI%K 2024 £10 B 10 H
RegistryPullOnly-#T B % B , F§F ™ Amazon ECR & F

R B BR
ECRTemplateService Amazon ECR 0T 2 2024 £6 A 20 H
RolePolicy : ¥ 5E# B&o ULREES AT 170l

BENRIIEER ECRTempla
teServiceRolePolicy

BRSSMER B BXREK,
AWSECRPullThroughC Amazon ECR &7 PR 0 2023 11 A 15 H
ache_ServiceRolePolicy — ¥t F| AWSECRPullThroughC
NEXRBHERN ache_ServiceRolePo

licy KRB, XLENREAYF
Amazon ECR # 3 Secrets
Manager ZAMMEZAR. =
FRAZFRIANXREFTEE
SR R A IR B A AR
BGet , FEHENR,
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Amazon ECR

RAriEmE

EK

AWSECRPullThroughC
ache_ServiceRolePolicy : #7

KRB

ECRReplicationServiceRolePo
licy : #TR &

M55 EC2 Container
RegistryFullAccess-3 H1 8 B
ROER

NI 53 EC2 Container
RegistryReadOnly-X B 5 B %
R

MI 53 EC2 Container
RegistryPowerUser-33 Bl B B
RN EH

DU

Amazon ECR 7N T $5K B
WEREERATRFRINIIE
B AWSServiceRoleForE
CRPullThroughCache
RS A X,

Amazon ECR 07 # €

B, LRIESATEHThEE
B AWSServiceRoleForE
CRReplication MR MK

AERX.

Amazon ECR F# R 0
F| AmazonEC2Container
RegistryFullAccess
Kig, XENRAFEFEAL
# Amazon ECR RE XA
&,

Amazon ECR 374X BR 7 o0
F| AmazonEC2Container
RegistryReadOnly 2§
B, ZREE AR ARRE
AR, JHAREURE
REGNPABE R,

Amazon ECR FF#TX PR in
F| AmazonEC2Container
RegistryPowerUser K
g, XL PR A FEHEAERE
Han AR, FIHREUR
EREGHNAEE R,

B

202111 A 29 H

2020 12 A4 8

2020 12 A4 H

2019 % 12 A 10 H

2019 % 12 A 10 H

AWS Amazon ECR HYIE & XK
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RAriEmE

EK

I 5#k EC2 Container
RegistryFullAccess-3i 18 B
R EHT

I 55% EC2 Container

RegistryReadOnly-X B BB E

GOEE

M55 EC2 Container
RegistryPowerUser-31 Z1 5 B
ROER

NI 53 EC2 Container
RegistryReadOnly-#7 B &

NI 53 EC2 Container
RegistryPowerUser-37 BUR

DU

Amazon ECR F# R 1N
F| AmazonEC2Container
RegistryFullAccess

K, SATREKERH
CloudTrail{#3R iV EE =45,
AWS CloudTrail Insights =
.

Amazon ECR 74X BR 7 o0
F| AmazonEC2Container
RegistryReadOnly =X
B, XLENRAFEEAER
Amazon ECR &1&.

Amazon ECR F#T R 0
F| AmazonEC2Container
RegistryPowerUser X
B, XLENRATFEIEARR
Amazon ECR &1&.

Amazon ECR AT —/N#TR
B , FiF [ Amazon ECR %
F RIENBR, X LR BIET
HiFEEREPREEHINEE,
TAlE23EFE A Docker CLI M
Amazon ECR ZEUEBHITh

ab
BEo

Amazon ECR I T —BUT R
B, ZRBRTEENE , N
mAFRAPIREF#E , BF
S VR AT BR A7 6 P o BB 2R L
P T 770 B ) SR B 3T

B

2017 £11 A 10 H

2016 £10 A 11 H

2016 £10 A 11 H

2015 12 A 21 H

2015 12 A 21 H
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B iR H H#A
U 5% EC2 Container Amazon ECR 107 #TK B, 2015 12 A 21 B
RegistryFullAccess-#7 B R BE T Amazon ECR M58
2 RIRR.
Amazon ECR FIRBRIEE X Amazon ECR BFF #4 IR iR 2021 £ 6 A 24 H
AWS FEE R EN,

¥ Amazon ECR EFABRFZMEKRAE

Amazon Elastic Container Registry (Amazon ECR) AWS Identity and Access Management £ A

(IAM) BRSS X ABREHREAEFNRNEFHEAENNIR, BRSHEAXARRE —MIRERERN IAM
AE , ©5 Amazon ECR BEi#Z#Xx. RFHEXAEH Amazon ECR TIEN ., EBEZREZHFILE
EMRNEFNEFRECHEMENFERR. NEIMKREEEFHNEFRNZE , RELBHCIER
SHEXAR, BXEZEL , B35 M Amazon ECR HIVFAE EMFRIRE.

RESEXAEFALEERMBEY Amazon ECR REEHMEFRN. X2EN , £RZAE , &5
TRBFHRMABLENNR, Amazon ECR EXHEBRFSHXAEBHNER , RFIESHAENL , NI
Amazon ECR I AZA®., EXKNRRSEFEERBEANNRKE . T2 R KB M0 EEM
HAth 1AM 4%,

REEZRIMERELNVEFIEFRIMZE , TR BRERNNERSHEXAR, XAUBRETALATER
il Bk Amazon ECR XX L ThREFT ERIR R

BXXERSHEXAGHEMRSNES , F2H5 IAM BEEEANAWS RS, FLHEEREL , &
RERSHEXAGTEFRENRS. ARREEFZRFSNRSEXRA B EE,

£}

« Amazon ECR fRE XA & X iy X1

- ATEHIH Amazon ECR REHEXAE

- ATEFRIN Amazon ECR REHEXAE

- AT EMEEERN Amazon ECR REHEXAE
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Amazon ECR AriEE

Amazon ECR fREHEXx A BTN X

Amazon ECR £t Amazon ECR IREMFAIBEXE X FFER RS HEXRAEB, BX Amazon ECR XiF
AAMMNESZER , 58 AWS XEHiE =,

AT E 4|8 Amazon ECR R&SHEX<AR

Amazon ECR # A& N RS X A AWSServiceRoleForECRReplication , iZ & 53 Amazon
ECR B Z/NK - & HIBR £,

Amazon ECR HVRE X AR

AWSServiceRoleForECRReplication [RFHXBBEETUTRERRAAZAL

* replication.ecr.amazonaws.com

AR ECRReplicationServiceRolePolicy ABIXPRERE R F Amazon ECR S BRRERAUTE
£ :

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": "*"
}
]
}
(® Note

ReplicateImage  Amazon ECR AT E#IHAEE APl , TREE R,
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Amazon ECR AriEE

MREERR , 2 IAM R (AR, 45Ae ) 212, FEIMERBRSHEXAG, BXESE
B, BEZHR IAM AP ErP RS EX A EBNER.

5 Amazon ECR IS HXAE

FTEF I Amazon ECR RESHEXAR®, HEE AWS EEiEGA. 5 AWS API - EREE
S 4R &t AWS CLI , Amazon ECR @R &8RS HEXAE,

MRIEMBRT RS HEXACAEFTEFTRCET , WAL EAEBNREEENK, RERCIZLA
B, HEREIMREESEFREN , Amazon ECR HEBXANERERSHEXAE,

A Amazon ECR ‘REBREZHKAE

Amazon ECR K ¥ F3h 4% AWSServiceRoleForECRReplication FRZHx A&, ERIERSEHER
AR K BRELTEEHACHEN , ANTREESHXESIAZAR, T3 , BALUSER IAM FEA
BRHE, BXEZELS B2 (AM AFER) FNERERS <BKAE®,

A Amazon ECR MIBRIRZHKAE

MRTBRECARNZERSKEKAGHNIRERIRS , RINEBUEHRZAG, XEERIEREE
HERREFNREATE, BR , BLAERRENXSEPREMREGRE , = 88F MRS
xA®,

(® Note

MREZHMERAIR , T Amazon ECR RS MEEAAE , MRERRETRLAK. WRE
EXMER , BEF/ Lo RBER,

il BR = FA#9 Amazon ECR &R AWSService RoleFor ECRReplication

1. #TFF Amazon ECR #£#|& , Wit A https://console.aws.amazon.com/ecr/o

2. MNemEd  ZFERAHEBEEFRENXE,

3. ESMmERP , EEILEEME.

4. 7£ Private registry ( 3AEEM R ) WE LM Replication configuration ( E4IEE ) 272 , &
Edit ( %% ) -

5. EMRFIEEHIMN , FikF Delete all ( =ZPMIER ) o WSBREEHIA,

£/ IAM FE MRS KRB E
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Amazon ECR AriEE

5/ IAM #24%|& AWS CLI, 3 AWS API il BRAWSServiceRoleForECRReplication RS Hx A&, &
REZER , m2H (IAM AFER) PORIBRRS<EKAE,

AT EFEHA Amazon ECR REHEX AR

Amazon ECR £ & N K RS X A& AWSServiceRoleForECRPullThroughCache , Z & &% F
Amazon ECR K REHITREUZHEFRIURENNR. EXEFRINESEE , BRHATE
FIERFHEL, HEEEA 0IESE BRI I 2N 746 ERER.

Amazon ECR B RS HEX A ENR
AWSServiceRoleForECRPullThroughCache [REHEXx A BEEUTRSRRAAZAE,

* pullthroughcache.ecr.amazonaws.com

RERFMER

AWSECRPullThroughCache_ServiceRolePolicy #X PRk B Fff A0 EI R S5 48
KAE, LIEERBERN Amazon ECR ITUT#H®R#E. BEXEZEER , H5H
AWSECRPullThroughCache_ServiceRolePolicy,

* ecr - fo¥F Amazon ECR BRF MM G HRGHE LB FMRE,

- secretsmanager:GetSecretValue— 3 Amazon ECR fR$# 3 AWS Secrets Manager &
AHRMBENER, SEAKFRIANELREIMRIEFTESORIEN LFIMRPAREGE | F
ERRNR, WABRMERFH ecr-pullthroughcache/ EF BRI Z,

AWSECRPullThroughCache_ServiceRolePolicy HFEEEELLT JSON,

JSON

"Version":"2012-10-17",
"Statement": [

{
llsidll : IIECR",
"Effect": "Allow",
"Action": [

"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
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"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"”,
"ecr:BatchGetImage",
"ecx:BatchImportUpstreamImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetImageCopyStatus"

1,

"Resource": "*"

"Sid": "SecretsManager",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:ecr-pullthroughcache/

"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"

}

MREERR , 2 IAM R (AR, Ad5Ae ) 22, FEIMBRBRSHEXAG, BXESE
B, B2 (AM AFERE) PRRSKERABRR,

A Amazon ECR BIZRZHEXER

EEFINEFRIEE Amazon ECR BRSHEXAGR, HEHE AWS EEEFIE, = AWS API
AEEMEROBEBZFANET AWS CLI, Amazon ECR £/ ERIERSHEXAE,

MRIEMBRT RS HEXACAEFTEFTRCET , WAL EAEBNREEENKS FERCIZLA
B, YENLEEIMRCEZEFRERIAN , WRBFEXBEETFE , W Amazon ECR FHEE
REBZAG.
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A Amazon ECR RERSHXAR

Amazon ECR R ¥ F3h 4B AWSServiceRoleForECRPullThroughCache RS <A, ERIERS
HxAtR K SNTLENACHNEN , AN EZNXAS|IAZAR. T , BALUEA IAM 4
BABWHE, BXEZEERE , B2H (AM AFER) FHEERSXKAE,

A Amazon ECR MIBRERSHX AR

MRTBEERECAENZTERSKEKACNIIRTRS , RINEBUER R ZAR. XIFERIEAREE
SRR EF N AREARE, BR , BLFERBRENXEFEMREFREAN , = 88F MR
SHEXAG,

® Note

MREZHEMERAIR , T Amazon ECR RS MEEAAE , NREBRRETRLAN. WRE
EXHER  BEF/LoH , REER.

Efif Bk AWSServiceRoleForECRPullThroughCache RS # < & & FFE A K Amazon ECR &R

1. #TFF Amazon ECR #£#|& , Wit A https://console.aws.amazon.com/ecr/o

2. MNemEd | FBEFRIMMRENXE,

3. ESMERP , ERILEEME.

4. 1 Private registry ( A XM ) TWE LK Pull through cache configuration ( EF1I2EEE ) &B
o, R Edit (&8 ).

5. NFEAUBNENEFREFAN , EFZMAN , ARE%EEF Delete rule ( MIBRAN ) .

ER IAM FEMBREES <BRA |

5/ IAM #2%|& AWS CLI, 3 AWS API il BRAWSServiceRoleForECRPullThroughCachefR %5 48 % &
B, BXEZEER , ESH (AM AFERE) BB BRESX<EAE,

AT & ECZERN Amazon ECR FRSHXAE

Amazon ECR E A& N W RS < A& AWSServiceRoleForECRTemplate , %A &% Amazon
ECR RREHITIRMELL T N 1768 B 0 B2 ERIREN DR,

Amazon ECR HIRE X AN R

AWSServiceRoleForECRTemplate RS XA BEFEEUTRFRRAAZALE,
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¢ eCcr.amazonaws.com

KR FHE R

ECRTemplateServiceRolePolicy IR KREEMMBEIRSHEXAE, HIEERKER T Amazon ECR
RIBIENIT IR0 E B R IRERIABR

ECRTemplateServiceRolePolicy M EE LT JSON,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateRepositoryWithTemplate",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*"
}
]
}

MREERR , £ IAM R (AR, 45A86 ) 012, FEIMERBRSHEXAG, BXESE
B, BEZHR (AM AFERE) RS KA BNIR,

A Amazon ECR 8|2 RESHKAE

BEFNFHEECEZERFIEE Amazon ECR RSHX AR, LK AWS EEEH S, 3AWS
AP| R RAFAE XM R OB F M EERMNET AWS CLI, Amazon ECR 2R BIERSHEXAE,

MREMBRT RS HEXACAEFTERTRCET , WU LEAEBNREETENKS RERCIRL A
B, HENLBEIMRCBFREELIEAN Y , MRBSFSHAXABEEFEFE , W Amazon ECR FHE
BREIBZAE,
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A Amazon ECR RERSHXAR

Amazon ECR F R Fzh4mEAWSServiceRoleForECRTemplate RS X A, ERERSHEXAR®
B, BRTLEERR/CHNEN , ENTREZNIASIAZAR. T , BALUEA IAM EEAEHN
W, BXEZEE , E5H (AM AFER) FNRERSXBKAR,

A Amazon ECR MIBRERSHKX AR

MRTBEECAENTFTERSKKACNIIRIRS , RINBUERH R ZAR. XIHEERIERAEE
HERREF N REALME, BR , BLAERREN XS PRGEMREIZRAN , 288 F 3 HBR ARS8
XAE,

® Note

MREZHMERAIR , ™ Amazon ECR BRFMEEABE , MRERRETRLEAKR. WRE
EXHER  BEF/LoM , REER.

EMiBR AWSServiceRoleForECRTemplate fR$5 X A& FTE AR Amazon ECR %R

$TFF Amazon ECR ##|& , Bk https://console.aws.amazon.com/ecr/o
MNEMiEd | ERECIE 76 F o EM N A Er XiE,

ESMERT , ERAEEMRE
EABEIMERENE LN EEECEERT S |, EFRE.
NFEBNENMEEEQEAN |, EFEZAN |, AEEFER RN,

o K~ w0 bnp =

£/ IAM FahHIBRARSS KBk B &

5/ IAM #24]& AWS CLI, = AWS API il BRAWSServiceRoleForECRTemplate R ZHHX A, Hx
BEZEER , H5H (AM AFEm™E) PHRIBRESR<EAE,

HEZE Amazon Elastic Container Registry #9 & 7 117 &) % R =] &
AILAERALUTER , RS AIESEEMER Amazon ECR # 1AM B A 828 B A9 & I 18] &,
FB

o HELMNIE Amazon ECR FITIRIE

« REMIAIT iam : PassRole
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Amazon ECR AriEE

« RBATFRIUANATHEIER AWS IK # Amazon ECR &R

K TLNIE Amazon ECR At T4k
MRBIRBNEIRET |, BEELIITEMRE | W ATEFH R A FRITIZIRE,

% mateojackson IAM AFZHERARBAEEFEBXREM my-example-widget BENIFHEE. ,
BFEBEREM ecr:GetWidget R , @ KEUT REIE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ecr:GetlWidget on resource: my-example-widget

FEHRBERT , BHAEH mateojackson AFKER , LAFER ecr:GetWidget BIETHE my-

example-widget &iRo
MRLFERHY , BHRREN AWS EEA, ZNEERARRMUEREIENA,
BTN IT iam : PassRole

MR BT —MEIR | RPBLBTINIT iam: PassRole B4E , MIAMEHMEBUA TG ABIERLS
Amazon ECR,

BE AWS B A ERIIAEABKEL1ZRS , MAREIRMNBSACIRSHERAR, it ,
LY MEB A ELERSHINR,

HE N marymajor Y IAM AP EAER G B Amazon ECR H#ITIRMER , 2R E LT RAIE
%o BR , RELMEFRSACHRFHNRT AIMITILEE, Mary FEBRABEZIE RSN
BRo

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE S b 4T iam: PassRole #1E,
MRIGEBEHEY  BFHRIALHNAWS BEER, FHNEEARREMHEZFEIIN A,
RE AL TR NG REIE AWS K B9 Amazon ECR &R

ZABR—-1MAE , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BIEEEESEY , AURAAG, X TXHETRIFARERTEZEH IR (ACLs) WARSS , BT
158 P IX L5 SR BE (0] ATV R T 173 (R 8B B R AV A PR
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ETHRESER , FZEAUATREA :

- BT Amazon ECR BEXIFIXLLINEE , S M Amazon Elastic Container Registry #1415 IAM 45
&M,

- BET7THRUNMBRENESHEENERRNIGRNE AWS KF , 50 IAM AP EETR N EEHRE AWS
KB5S — 1AM A P iR B AR .

s BETHRNMAEE=SREAN B EFRIBRINE AWS IKF , ESHE IAM AFREEPFHREE=41R
HIFRER. AWS K

- ETHUOMABEESHRERIEREHFNER , F5H (IAM AFEmRE) FHRALENE S HKRIERN
AP ( BHBEERIE ) RHEHRNE,

c ETHEAACNETRRNRBETERK,IGRIZENES , 56 (IAM BFERE) B 1AM
RV ESIK - R IR I E

Amazon ECR A HY BB R

TEAWS HEEXERATILD#HEMEARBRSPHEBERF . ORERFNR AWS |, ARRFPIEITA
EABENLIKEMEN AWS =, BATEPNREERREMEN EWANBENES, BEATEFRER
N AWS RS NLLBEENEETS. BXBERMNESER , FZRABERLENLRE, XK
MNBRERIFWESR , 5SS H AWS Security Blog LB AWS Shared Responsibility Model and GDPR 1§
BEXE,

HTFHERPEH , BIMNBUERF AWS Ik EUEHEH AWS IAM Identity Center 2, AWS Identity
and Access Management (IAM) RENMNAAF . X# , SMNAFRREETHIEIRIRAMENNE,
REWEES T AR EIE

- NBNKFPERAZESHRIE (MFA) .

+ AT SSLITLS 5 AWS HERE. RMNBREM TLS 1.2, BUEM TLS 1.3,

- FERIRE API MAFEZ BE AWS CloudTraile BXxfE A CloudTrail lRERIHZIR AWS SEZIMIEER |
E5 (AWS CloudTrail BF#®E) RMEAR CloudTrail o

o A AWS MEBRARZUAREPWFIERINLZLEH AWS RS,

- FABRIEEZLRS (HW Amazon Macie ) , EEBIF XM AR Z4%1E Amazon S3 HEBUR
iR

« WMREE AWS BEGSTRESR API #THRINEELT FIPS 140-3 BRIFM MBER | &4 A
FIPS i . BXAAMN FIPS IsRNNEZER , B5H (XERFEELEIRE (FIPS ) % 140-3
MY https://aws.amazon.com/compliance/fips/o
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Amazon ECR AriEE

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABAXNEFR
(WEMRFER ) . XTEE AWS RS £AEFIE. API H5 Amazon ECS S EAHLE AWS CLIE
fERt AWS SDKs, A TREMMNIRER B B A NAEFRP R ANEABRERTESATIT RN
A&, WRE@MAIRSR[RMA URL , BBWEFEENULFEEEIEEERRIEN ZRS RN E
Ko

F&
IR

H

A INE

/A Important
5/ AWS KMS (DSSE-KMS) KX /R Bk 55 85 it 23X 7£ X 48, AWS GovCloud (US) T A,

Amazon ECR H& B Z#1E Amazon ECR EIEM Amazon S3 F#EF., BIAERT , Amazon

ECR A E%E Amazon S3 HEMEZRAMRSR/IHMNE , NTEMA AES-256 INZE EXN BSEHIE
HITINR, XTFELXEEATs , BEF2FAKREFERA. BXEZELR |, 2R Amazon Simple
Storage Service Fi PR ME BN Amazon S3 FEE R N2 240 19 IR S5 25 Uk 11 28 (SSE-S3) R EK
.

AT EiFbiE s Amazon ECR F#ENMNE , B LAERARSSH[IHME , HEAFHEE AWS Key
Management Service (JAWS KMSHH) KMS 4. R AWS KMS mEKIER |, Bl A EA S
Amazon ECR EEMERIA AWS RERNZAZH , LA MEEBCH KMS Z4 (MABEFRES
), BXEZGER , A (IR L FHERSAFER) PHEARSSHHMNBENFEE AWS
KMS (SSE-KMS) # ) KMS ZARF HIE.

BALLUERERANERSFIRMNE () SHER Amazon ECR BUEM AR E N AWS KMS %, DSSE-
KMS DSSE-KMSIETZE Ll FSSE-KMS , ERN AN RN LN NER K MAR—F. BXEZE
B, BZHAERAT AWS KMS AN NE RS 2Rin 1% (DSS E-KMS).

8/ Amazon ECR FE#HAE — M NEEE , ZEEEIEFHENTTRE. BUNESNMEHE
LEATRNNEEREE, BXEZEE , HSH £ Amazon ECR A8 f7f# B LA B (R

EBH AWS KMS ZNER T EIZE#EERN | A KMS RN EHENABTHITINE, It
L , Amazon ECR &£ @ KMS Z4A7%5 11 AWS KMS #21X , #F Amazon ECR 1 EENEENREE
Ao
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Amazon ECR AriEE

UTREREM T X Amazon ECR Mfi15 AWS KMS £ 5 LA N M i 25 178 T Y & 2 R %

1. BIEFM#ER , Amazon ECR £ [E & %DescribeKey@ , AWS KMS BURIE M RN & F 5
EB KMS Z4AMIE S FIRBEF (ARN),

2. Amazon ECR [E &3 T HiNCreateGranti® >R AWS KMS |, E3R1E KMS %48 LB , UAWF
Amazon ECR £ AR = A = M B = 53w

3. HERB/E , REam A HGenerateDataKeyiER AWS KMS |, IEEA TMZEEGENE LK KMS
4,

4. AWS KMS £ #FTHMIER4A , FRIEEN KMS BRANHEBTINER  REAZESEHEGE THIEM
BRGEE —BEFENNZBIERA,

5. NENAGRE , 2@ A HHEZEIER AWS KMS |, EEMZENBEZ,

6. AWS KMS &2 I 25 1 3R 2 40 H S M 2 S 0 B 248 & % 2 Amazon S3.

7. BEFAATERNEGEZ XN L#THE,

8. MIBRFEfEEE/S , Amazon ECR & X B PRetireGrantiER , E3R{E AWS KMS AR Z 16k E 622
OE

EEEM

#£ Amazon ECR H £/ AWS KMS E T EAAINE ( SSE-KMSEHDSSE-KMS ) Bt , RIE R TJL
=]

/AN O

- MREBNEXA KMS INZH Amazon ECR FE |, BXRIEE KMS 48 , Il Amazon ECR &Rk
A AWS FEERX R4 AR aws/ecril. BXRRIERB A KMS INZ1Z#ER |, EENKFS
BIZR I KMS 2348,

- IEERER , BT EAERFRENZRE.,
« HER KMS MZEEEHCH KMS RALSEAN , RS EENFRENMTRE —MXEH,

« Amazon ECR R RZEBIZNWRN TR RE. MREHHE R T Amazon ECR FERZEKFF AWS
KMS ZHEIBR , Amazon ECR S ETHRIX LEHIE, MEHEEFHENTREG , LT EERR
RIS HB TR, HEBE Amazon ECR RIXA , BeF I BNER . EREHHRINER , N R ERTF
E , MTARRHEIZRN. WERTFM#ERS , Amazon ECR 2R KREER RN,

- EFA AWS KMS ZAaF=4—ENFEA. BXELZEER , HZHAWS Key Management Service &

e

- ERANRERSREMBR=ERM. BXREZELR , 55K Amazon ECR EfT.

A API fRZ 2015-09-21 215


https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
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Amazon ECR AriEE

ATEH 1AM R

BIZRMBRER AWS KMSH# 1TRS SRR MM Amazon ECR & EEEY , FTEMANREBUR T B IEEE
RAREE KMS B4,

EFER T Amazon ECR RHEE AWS £EXZ4H 1 IAM R

BINERT , WRA Amazon ECR FER A T AWS KMS % , {BRIEE KMS 4 , NIEA
AWS FEE R %40 EA T Amazon ECR W, Y Amazon ECR 9 AWSIEE KMS Z4R INZHF M E
i, A ENCIREEENZREACTUERME LS A AWS KMS %, B2 , BBREFE#ESN IAM
EREAYIER kms:RetireGrant PR, XA LAME A AIEFEEFNRIINE AWS KMS ZHH &
o

BUTR 7RI 1AM policy FIERN REXRBORMEIAF |, LBARAFEEHRE ANBNF#EmRNRE
R, ATLERRFRSHIEER T MBRF#EN KMS B,

JSON

"Version":"2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{

"Sid": "AllowAccessToRetireTheGrantsAssociatedWithTheKey",

"Effect": "Allow",

"Action": [

"kms :RetireGrant"

1,

"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}
]

ERAEFREZHARNERD IAM R

ERAFEFEERACREA AWS KMS ZE NN FERN |, I2FRENAS A RLHAAE KMS
ZEAREEA 1AM R B AR,

BIZEHCH KMS ZRY , B LAERREIREFHRKEE AWS KMS €32 , T U E B CHBEHAK
i, NBRESFAAEEATUNEEEFRENEN , KMS ZHANBARBN LK HRAF AWS
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Amazon ECR AFiEmE
KMS HITFrE#1E. AT EBARBRMAANERFENR , EELNEARAFRTEE KMS E4
MR, EAYF KMS 24X A TR B Amazon ECR BIER |, A LU kms: ViaService 42475
E—#&EA, ecr.<region>.amazonaws.com

LT RBIZEARENIBAE KMS 240 AWS IKF ( BRAF ) Bt 73 KMS ZN T2 HENER. &
R RAFARHENESZESR |, HSHAWS Key Management Service FF & A R IEREF R R 15 1]
AWS Ik /S A IAM KB,

JSON
{
"Version":"2012-10-17",
"Id": "ecr-key-policy",
"Statement": [
{
"Sid": "EnableIAMUsexPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "kms:*",
"Resource": "*"
}
]
}

BT 4 EH Amazon ECR B R\ |, BIEFMEN IAM A
Fkms:CreateGrantkms:RetireGrant. IAM &5 AWS Ik &SRB AE.

FMkms :DescribeKey#X R,

® Note

kms:RetireGrant XPRATURINEIRIZFHENAF A EH IAM policy

i, kms:CreateGrant # kms:DescribeKey PR A LARINZE] KMS % 4R HY 2347 SR RE =4 A

BE#ENAFSAGH IAM policy . BHX AWS KMS IRTHERENELER , HSH
{AWS Key Management Service FF X EEFE) FH AWS KMS API IR : BENRRESE,
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Amazon ECR AriEE

LUTR R 61 1AM policy AIEN AR MBIAF , LBRAFAEURERANENFREMENRE
R, HETHIF#EERRBRF@EE. AMERRRSBIEER T MEFEERN AWS KMS key .

JSON

"Version":"2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Ssid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",
"Effect": "Allow",
"Action": [
"kms :CreateGrant",
"kms :RetireGrant",
"kms :DescribeKey"

1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"

}
1

BEFEMER , RTAFERS AR 5E KMS Z4

£/ Amazon ECR #2#| & 0|27 Fet , BUUR TR , AR/ S AF#EEMNZN T XiEH
FIHEFEER KMS #4. BT IAM policy RHIER T MRS B85 H KMS 24 M 3 & A B A X
PR o

JSON

{
"Version'":"2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"kms:ListKeys",
"kms:ListAliases",
"kms :DescribeKey"
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1,

"Resource": "*"

Y532 Amazon ECR 5§ AWS KMSHI &£,

Al LAE A AWS CloudTrail SRERE Amazon ECR RF#E&3i% AWS KMS Bk, BEFH
CloudTrail BE&BE38M®% ETXFA , EFi2%,

Amazon ECR & LT X

MELETY R-HE2EEFNBRENREN,. SEENBRHENERPISMBELTXH , 20
& AWS KMS FURINE E T B ERMBRE, BERRRE |, S47E AHBNNE LT3

EX BB R GenerateDataKey MAZERF , AWS KMS Amazon ECR A EEWR N B HEX K INEZR
ETx, BT RRE#EMEEERN Amazon S3 E# . MUTREFAR. BHTa2%TlL , E5H
HEWME £ TXLEESMEMF.

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-
fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e0ef33fc3df",

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

}

S

BRI AERAME E T XEFITIEERMBE ( Fl20HR Amazon CloudWatch Logs ) HiR Bl & i %%
£, HEARBARNPRNEZMSE. AWS CloudTrail

Amazon ECR lIZ L TXE@EWmMNEHEX,

« aws:s3:arn - EB—PNER - EXNRRFEE. 82 aws:s3:arn. {2 Amazon S3 FERERY
Amazon Resource Name (ARN),

"aws:s3:arn": "ARN of an Amazon S3 bucket"

flan | MRFEFEH ARN  arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713¢c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df ,
g £ T 3CHaEUAT I,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09eef33fc3df"

- aws:ecr:arn — E2=NEW - EXHRIRFMEER Amazon Resource Name (ARN), #=2
aws:ecr:arn. EREMEN ARN,

"aws:ecr:arn": "ARN of an Amazon ECR repository"

flan |, MRFHFEMN ARN  arn:aws:ecr:us-
west-2:111122223333:repository/repository-name , B LT HFEBRBU T,

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

R HEE

fE R #ZH &M ER Amazon ECR frf# R |, MR 7 FEE K IIMER , B Amazon ECR & F R INE
TFiEE KMS BN , LRKRBILTHEIRER

The repository [{repository-name}] has been deleted successfully but the grants created
by the kmsKey [{kms_key}] failed to be retired

RAEXMERE , B E SBUENF#EN AWS KMS &%,
FHEUEX 76 R AWS KMS 24X

1. BIHATEMERN AWS KMS Z4EN, key-id BEE2EELENEHAKRIINEIRD, BET
DERAlist-keys@ R HKF AR EXEFHNEFIEEN KMS %48 AWS HRERXZH MEF
B KMS 247,

aws kms list-grants \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc

--region us-west-2

i 28 EncryptionContextSubset AR Z#EEH Amazon Resource Name (ARN), XA
ATFEERMIZRAPHBENENRLELEFANTEN, Grantld BEFET —SHERRNEE
o
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2. BUBNFEESRMNK AWS KMS ZHNEIEREN. FNEERNGrantId L —H5H HP RN
IDo

aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
--region us-west-2

Amazon Elastic Container Registry BY& M £ 38 IE

ETHREABTRESAIURAEE , FSHAWS RS “REAIT XKD AEE" ", RFEFERN
BHEMITR. AWS RS AXx—KREE , BSHAWS ST HAWS,

EAMEA TRE=HFIHRE AWS Artifact. HXESER , BSMPH THIEE" PH “AWS
Artifact,

BEMFER AWS RS N ENRIERTENBIENSREYE, RLATMNENBRUARERNEENE
M, BXBEFAFNENETENESZEE AWS RS , BSHRAWS 24 X,

Amazon Elastic Registry PV ERMIEEZ M

ER—MIEERS , Amazon HHAREMERZ AWS 2IKRNEL LR . BX AWS RL£RFU
Ruf AWS RIF EMRENER , BZHAWS %22, EFAEMERLZSNREIERRIZITEN
AWS I}h3E | IS8 S AWS ecurity Pillar Well-Architected Fram ework A 89 E A% HE R o

O LAGEF AWS EX Y AP A ABE M 1A R Amazon ECR, BEFRMAMEZFUTHA -

- RRERREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLAERR (PFS) WHRIBEH , #lin DHE ( et Diffie-Hellman ) 5 ECDHE ( I B4 & #h
% Diffie-Hellman ) « AZHINNRRE (W Java7 RESRAE ) BRI LEER,

ST A MAE AT 484 B 8 AR 3X L2 API #24E , 1B Amazon ECR "X #Z#E TR FEMNIFEER , Hhala
SETRIP it fIPR &, BIETLAER Amazon ECR REERZFIKEBETSRENAES (IS
# VPC ) Kim T RIS E VPCsA W T KM IGR, KFRL , XATLUFXI4AE Amazon ECR &R M &
HEESMEFHNEE VPC BREFR. AWS EXEZEER , 3 Amazon ECR #0 VPC Lin T R
()AWS PrivateLinko
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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Amazon ECR ## 0 VPC £&ix1 & (JAWS PrivateLink

BB LU Amazon ECR BB R EA#E O VPC i m M thE VPC L2 RT. VPC KT ah— Ik
RIZE T AWS PrivateLink , iZEREZREER APIs BEFAE IP it ( HE IPv4 32E IPv6 ) FAB1H
@] Amazon ECR, AWS PrivateLink fF{&# VPC # Amazon ECR 2Z [8] 7B M 4& 7t £ PR %I 2 I 2 i#h
Mg, BEEEBKRMMR, NAT BREREURLEMRK,

AKX AWS PrivateLink 1 VPC Xix T RINEZEER |, 15 H Amazon VPC AFEREHH VPC LigT
&

N\ O

Amazon ECR VPC i R EZ B
£7 Amazon ECR B¢& VPC a2l , HEELATE

- EATKEELTH EC2 4] E# Amazon ECS £ M Amazon ECR EEIAAEHE %K , BRI
ECS 8l#E Q0 VPC ART R, BXEZER , BEH (LM ARRSFAREER) FHED
VPC &1 & (AWS PrivatelLink)o

« M Amazon ECR ZEVA B E /K Amazon ECS 55 ( ¥ Fargate LR E ) TUBELQAEESHE
FHIT IAM AERINEEE  REIXNEESEANSE VPC MERSERAN VPC iw_iihE. &
KREZEER , 2% Amazon Elastic Container Service F X A RIEEHMN A TE "H%III i S P2 BX
Amazon ECR 8 1&# Fargate EE I a[i% IAM BBR,

- MtinE VPC i R Z A XM ATFHO 443 LR B VPC HWFEAE FRI & AT,

« Amazon ECR VPC KR RN (IPv4 M IPV6 ) B, HEB0IENKL VPC KT RE , ©
AT LA E T X PR AN ik IPv4 F IPVEFARE IP bt AR E .

« VPC XiFTRBENTEERI (3HERILIIL ) AWS Y API SDK 4% KX #F Amazon ECR
NHETFEE,

« VPC &3 s X #ET Amazon Route 53 AWS 12 DNS, MNEBRFEFEHBE A DNS , 1
LIERS%H DNS %, BXxEZEE , H2 5 Amazon VPC AFEE+HH DHCP &I,

- MRENBEEEE Amazon S3 WG ER , WA Amazon S3 Mxin Rl , HiEEARERE
Zehr, BRI hN BB —NMEA Amazon S3 Fxix RSB VPC |, AE¥F Amazon ECS £
BREAF[IEBEZH VPC,

- BEXEASFRIANERSESGN , RE2HN Amazon ECR ELE JEE AWS PrivateLink 1%
OVPCimR , BEZELER—1 VPC HAIE—1FHE NAT WX NEFR , RAEEEEBRNNME
HILREMNRLE FREEEE NAT WX , TeEERIREEE . BENEGRITZFERERKE,
BXEZEER , 55 H Amazon Virtual Private Cloud BFIERE SNz S . NAAE F M5 E BEM,

. WFEEBET FIPS 140-3 BiF#9 N ESR M TERA S . Amazon ECR Xi& VPC K% S FIPS
QQ.LIJ.I-H-
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#public-nat-internet-access
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Windows K& FEEWM

ETF Windows B ERSENERBIEZIFIERSIME LD KW E4. FUIRERT , HEF Windows

BB H#EIEE Amazon ECR FER , 38X EMHHNERHHE  BRACIMHEMIABE. S04
B Microsoft 128 , FFM Microsoft Azure EMiiE PR EATE. Hit , EFERET8EBM Azure F
REUXENIE |, BRT B VPC iR 2i , EEERTHMSE,

IR Windows &5 # A E| Amazon ECR B, AJLUE E A Docker SFHF#EHA --allow-
nondistributable-artifacts #ridBELITH. BRAE , IFE&RF A E#HIXE Amazon
ECR , MNMEIX LSBT LUE R VPC % S M Amazon ECR 12H , M EH /518 Azure,

/A Important
A --allow-nondistributable-artifacts i AL HEBRIBIESE Windows BE5E At
BHBFFIERFRHNS  BFEELT Windows IR AR FE=FEEHFS, XK. LFELEE
CHIRERFEA,

E1£ Docker ¥ /g FILHRIE |, BTSN Docker SFHHTREE X4 |, 1BIBEM Docker T3 |
ZBLE X 48 & 7 LATE Docker Engine #2 THIREREXMXEFEE , t VBN EERE C:
\ProgramData\docker\config\daemon. json X#HEE.

LT RAREEN RS, FEERNEFGEREASIEPNF#E URD

{

"allow-nondistributable-artifacts": [
"111122223333.dkr.ecr.us-west-2.amazonaws.com"
]
}

&4 Docker ST HBREXHE , BLAEZRHEE KRB ZBIEHS 30 Docker FH#HE. BEIRIE
EMERBHEAIECNFEE K BAEETHESRER,

@ Note

Windows RN EMBERE R, BEARNTSHIERKKEIER B , F1E Amazon ECR H g inix L&
RENFERA, HTXERRA |, RAOTEDRE R E R & LUR 2> 19 22 5 (B FFEF L 1265 B
At E R kT, 3N , £ Amazon ECR FESZE , mcr.microsoft.com/windows/
servercore &E&EMN K/ NIR 1.7 GiB,
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3 Amazon ECR 6|2 VPC iz &=

E5 Amazon ECR R8I VPC B 4 , i A Amazon VPC AFEEHHNOIEZ DK SITE,

Amazon ECR VPC K ix T S XM (IPv4 M IPv6 ) iEE, LHERENK VPC KigT AN , ES
észUEﬁLLﬂﬁ/\i&ﬂt IPv4 1 IPv6 A58 IP it YR E ., KiwT SFIRIEEN E - is i M & B &
jﬁ"ﬁ:ﬁ E’JIjJEb , {EEMEF“E’J IP WZF%EEMLEO

MEBEIMAE IPVAXRERN VPC AT RAHAFLEIBRINHKRAFET R, N LUSHIMELHT L
TRNHRERE | ENEFTHNMERS Ja”ﬁ* BB RALHET AN, BEEFREN VPC M+
BEEFRWN IP RAR, SIEXCHERIFERE , mRNEN X IPv4 #. IPV6

REFEIL S EC2 £4] EH Amazon ECS S EZERE R H Amazon ECR 4w 2 Amazon S3
LI T Ko

FEAFEEMRK 1.4.0 HEERAE Fargate LHEER Amazon ECS £5%FE Amazon ECR VPC i
R Amazon S3 WXk Ko

FE T Fargate L BERAFARAEL.3.0KE RRAH Amazon ECS FFRAEEREA
com.amazonaws, region.ecr.dkr Y 5 ECR VPC L im¥ 2 ML Di# S3 MARL T =

® Note
BIEBIE SR FLEXEE,

com.amazonaws., region.ecr.dkr
It im = F Docker JEffF &R APls, ##0 push # pull X## Docker B Fimn A i <o

FERlRE iR [EY , SIS AFAE DNS EHlE. A, ERAKRELE VPC im et , &£ Amazon
VPC T’E%ﬂfz‘u‘ﬂlﬂiﬁﬁﬁﬁﬁﬂxﬁ DNS & #Rik i,
NTF/FE FIPS 140-3 WiE#E , A FIPS 4% /& # com.amazonaws, region.ecr-fips.dkr

com.amazonaws. region.ecr.api

(® Note

JEEMregionik N Amazon ECR X#F#) AWS X5 ( Hlilus-east-2XERIP ( Bz B
M) it X X PR IRA
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X TFRE FIPS 140-3 Wi , EEA FIPS IR & ¥ : com.amazonaws, region.ecr-fips.dkr
com.amazonaws. region.ecr-fips.apio

teim ] AT X Amazon ECR API #4THYE A, APl #4E ( # DescribeImages
CreateRepository ) #Ztim =,

ERZB It aat |, B LLUER B BFAE DNS £Hl8, £6I12E VPC imant , @Y7 VPC #2#H &+
ERERFAE DNS £, I AIEE., MBHH VPC KigT S S HAFE DNS =HE , H58
B SDK HE# AWS CLI BIGRFIRA , AMEEMFE A SDK = AWS CLI R EEEBEL BT | URL,

XNTF/E FIPS 140-3 WiE#E |, BFEA FIPS LixT 2 & com.amazonaws, region.ecr-
fips.apio

MREZSHAIE DNS EHEBHEFRANE 2019 F 1 A 24 B 2RI XK SDK 5 AWS CLI iRZs |
N AR - -endpoint-urlSHREEEOL B TR, UTRHAERTIHS URL BIER,

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecx.region.amazonaws.com

MREFH VPC iw A FAFAE DNS 4B , MAMER --endpoint-url SHEHEEEORI
W VPC iR ID. A TFRAIERT iR URL B9,

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecx.region.vpce.amazonaws.com

S FHFE FIPS 140-3 K% |, iEFEMH FIPS iima Mt :

aws ecr create-repository --repository-name name --endpoint-url https://api.ecx-
fips.region.amazonaws.com

B2 Amazon S3 W< R

% F M Amazon ECR IREXFABE R % HY Amazon ECS F55 , #8448 Amazon S3 BIEM Xk R, M
BIEMxiwR , AN Amazon ECR 8 Amazon S3 5!%1'?—11%‘,&’35’]%*13%}: L AB/M Amazon ECR T?JZ
H&et, eM24316E Amazon ECR F8ERENVE BB L , AT Amazon S3 FEE T HEREHRE. L
TREE8 Docker HEEM Amazon S3 77 #H Amazon Resource Name (ARN),

arn:aws:s3:::prod-region-starport-layer-bucket/*
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® Note

MR Amazon ECR BI2XEH VPC LinTi R , NEFEE G ZM M Amazon S3 F< 3%
AL K. BAXRFHMAFEE , F5H S3 X,

£/ Amazon VPC R FIERAH 612 W xinm 3N Amazon ECR 82 LT Amazon S3 MR im Ko
ERBIRRR |, BE S RNEN VPC EREKHBARK.

com.amazonaws. region.s3

Amazon S3 Mkix £ 1AM policy XHERR I BRSFHITF R, AT AR L 1H RINRRE
HREEES IAM A HA IAM AP REFIRENTARSDAERTIRE, MREH
Amazon S3 174 #8177 R X PR BR %13 ) Amazon ECR FTEHKIEMNRER , #E2 1 Amazon ECR By
Amazon S3 F R IEXR

Amazon ECR #J Amazon S3 F# R ENE

Amazon S3 MximREA IAM policy XAHKERHIXTRFZHEE . EX AT Amazon ECR BY Amazon
S3 FHEBRIEMNIR , BFENIwSLIZE IAM policy X #4At , FRFIX Amazon ECR £A# Amazon S3 77
itk KB Y5 1R AXBR o

TRIEART Amazon ECR FrEH Amazon S3 Z @R B R,

R i B3

arn:aws:s3:::prod- region-starport RB#HXIBEEEA Docker ZH/EHR Amazon S3

-layer-bucket/* FHEOIERENPR, & Amazon ECR X #EFH
AWS Xy XIARIRAF |, flanEERI ( B%
B ) XM us-east-2

=~

LA R~ 5135 B8 204 2 X4 Amazon ECR #2#4EFTER Amazon S3 F& @R 15 R XUBR .

{
"Statement": [

{
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"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [

"s3:GetObject"

iF
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]

#17 CloudWatch B &=

£/ Fargate Bz E K Amazon ECS FF5FE/RAIZE com.amazonaws , XEFEHFFEREE BN
M VPC , tifEawslogs CloudWatch BEEXZEF M AEXKEBERFEER. region.logs #EO
VPC CloudWatch BELIRT R, BXEZEE |, i85 Amazon CloudWatch Logs F F 18R P Y
CloudWatch B&5# 0 VPC £ i'r‘f‘azﬁ,“ﬁﬂé‘ﬁﬁﬁo

3 Amazon ECR VPC i &= 8 2 i & 5K B

VPC i RIREE R —H IAM HIREKE |, SEIRSISWR QR HERNERSR. MREECBLRT
KEFARKINKREE , AWS NN EH AL THRRSHMIARE, KRIKXKETXBENBRAS R
BEERARS I ER R, XR—MRIMARE , ATREMRE QPR IEERSHTHER. kRSN
XA JSON BHXEE, BXELELR , 28 (Amazon VPC AFEm) FMEA VPC i S 2 FIxt
AR S5 BV 15 R A ER

RNBWEAE - IAM BREE , FHZEBEREMINEHS Amazon ECR VPC xR,
THERHAT Amazon ECR Byim SRR, HREEAIFISE IAM A€M Amazon ECR FIREVE K.

{
"Statement": [{
"Sid": "AllowPull",
"Principal": {
"AWS": "arn:aws:iam::1234567890:r0le/role_name"
},
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,
"Effect": "Allow",
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
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Amazon ECR

RAriEmE

}

3]

Resource": "*"

T TET A i SR 5 B O 451 B L T B 4 X O T i

{

THNRRUSRE RN H N ROESE — RS,

{

"Statement": [{

}

"Sid": "AllowAll",

"Principal": "*",
"Action": "*",
"Effect": "Allow",
"Resource": "*"

’

"Sid": "PreventDelete",
"Principal": "*",

"Action": "ecr:DeleteRepository",
"Effect": "Deny",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"

"Statement": [{

}

}
{

"Sid": "AllowAll",
"Effect": "Allow",

"Principal": "*",
IIACtionll: Il*ll’
"Resource": "*"

’

"Sid": "PreventDelete",

"Effect": "Deny",

"Principal": "*",

"Action": "ecr:DeleteRepository",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"

’

"Sid": "AllowPull",

#¥0 VPC % & (AWS PrivateLink)
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
.
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
1,
"Resource": "*"
}
]
}

&2k Amazon ECR Y VPC i S 5K B

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &

2. ESMERTP , ERRR

3. MWMREZEHEN Amazon ECR Bl VPC iR , 5 H J3 Amazon ECR 2 VPC it &

4. EFEFEEFMEIN Amazon ECRVPC iR , AREREN T H L0 PkFREETF,
5. ERRERBANKBETELR.

6. BEERREFEURFREE,

HETK

BEEESEAENFRRGE, #HR, EXIMER VPC KR, BR , BUNESERAEN FRFBE
A VPC iR

B L 85 AR 55 0B B R

BAREREAR-IMRZEMEE , DFEFRFRITNROKAARIBEERTESNRNKERIT
ZIRF, R AWS , ERFEGTRLSSBRILNBEFRE, — MRS ( RS ) WS —TURS
(FIBARSS ) Bt , ATRES REBRS KL, TLURNBARS , £RAENRUEEMER T ZBRST
RBHRRBRH G AN S —NELNERETRE. AHEXMER , AWS REAIHEBEFRTF AER
SHBENTE  MXERSFIRS EEETRRTFKS P ER.

RINBWERBREBPMER aws: SourceArn & aws : SourceAccount £REHF LT3 , L
FR# Amazon ECR A EMBRFZIREMNERIARNE, NMRERFEF —NMNRREERS A MEX
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Bt , B, aws:SourceArniR &4 R F1ZK P RV TR R SBRS FERIRIEMRXRE |, E6E

A, aws:SourceAccount

PP EREREBERBRAERN A ERMER aws:SourceArn £R&HF LT XRBRIERATE ARN, 1R
THERRNTE ARN , REFEEEEEZSNER , BHX ARN KA EAHFEEERFFZHF (* )W
aws:SourceArn £/ L X &M, BN arn:aws:servicename:region:123456789012: %,

MR aws:SourceArn EFRSEMKS ID , i1 Amazon S3 74 ARN , BUATEARILREEL
T STEESR R EI PR o

aws:SourceArn BY{E4 N ResourceDescription,

UTRBIRRT £ A Amazon ECR i FEREE PR aws : SourceArnflaws : SourceAccount®
B4 T XFAXR ALY AWS CodeBuild 15 R 5iZRSZERFTAERN Amazon ECR API #4E |, &
B0 BARS IE MBI AL AR TR | 7L

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid":"CodeBuildAccess",

"Effect":"Allow",

"Principal":{
"Service":"codebuild.amazonaws.com"

}I

"Action":[
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

]I

"Resource": "*",

"Condition":{
"ArnLike":{

"aws:SourceArn'":"arn:aws:codebuild:us-
east-1:123456789012:project/project-name"
}I
"StringEquals":{
"aws :SourceAccount'":"123456789012"

}

B L5 AR S5 0R R R FE API fR7 2015-09-21 230



Amazon ECR AriEE

Bh LB BRSS RIB R AP 7 2015-09-21 231



Amazon ECR AriEE

Amazon ECR l&5#E

BRI LUBE T S s R 8B Amazon ECR API £/ F:/R CloudWatch , I B# & ER B S ECR

W REHIE N HAE N AR, 8 F R ERR. ibéﬁl'l'%lﬁéﬁﬁﬂﬁﬂ , LERIFRIFAEEEH
FiFith TR API RSN . Amazon ECR B REIESE — % # CloudWatch B3I XixEl, BXHNE

%S & CloudWatch , % Amazon CloudWatch F F ¥/,

Amazon ECR £ T API BERAtER , XEERERA TR, EEMHENFEGRIURE,

Wi R4 Amazon ECR FIEH) AWS SRS RN TR, TAENMENERARSS. RNBY
ENIRL AWS B3R5 SRR SRS SR | AL IS AP AT U E BN T T
i, 7 IR Amazon ECR 281 , #RIHIE — MG RIFHE T BT 58 -
. WEENRHA?
. R AR ?
USRI 2
R ERABLL BT ?
- P
- I

RHTHRES?
XA MIE A ?

T—% , BIEFTENAMFTREARIZLH TUEME , EENRRHEITIEE Amazon ECR HaEHNE
o YR Amazon ECR BY , FEAEMEKE , UEFEBESHOEEREH#HITHR , BELEERE
MEREXMMERE , HRITHREBN S %,
£
« AL Service Quotas HIREEHR
« Amazon ECR A £1E#x
« Amazon ECR AER&E
« Amazon ECR FH#EER
- 5% ECR E4# EventBridge
- A2 Amazon ECR ##4E AWS CloudTrail

API fRZ 2015-09-21 232


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon ECR AriEE

AT {14t Service Quotas FH1i& B Z1R

& LAER CloudWatch #2H A EMNE R ENRSEH , HEFENLRERAESRSERAIN LLIE
Mo AR EER , MM EETE A [ EREEA,

TP BR S5 LA 5 i 4 1 0 1R B B3R

1.
2.
3.

$TF CloudWatch ##|& , Bt https://console.aws.amazon.com/cloudwatch/,
ESMBERF , EFER,
EFMEERENFL  EREFEAE , AEERREE AWS TR,

KRR SRS EH A BRI R
B ER - NMERF LN EIRE,

ZERIEREHAN1Z AWS BIRERBR.
BERBRSEFIMNIER , FHRITUATERE

a. 1%&#% Graphed metrics ( 28R ) EIF,

b. ERBMFHRIAN, MNEXRERFIH, RREMTH , BFAFET , WA
SERVICE_QUOTA(m1),

XEEEARFRIN—NT , HETRENRDPR IOV ERNRSE S,
ELRFIBOENEREELNLEGTHE , BANMFHRIAEXHERZHE SERVICE_QUOTA XRiA
R MWFHFHHMREX , 5 H m1/60/SERVICE_QUOTA(m1)*100,

(i) BiRE—NER , WEERARSOEIM @EBLEBH | ERITUATRE

a. 7£ m1/60/SERVICE_QUOTA(m1)*100 1T EHYIR/ET , EBREHREIF. ZEFFRZRGE—
£,
XHERERGER@E.

b. EXHT , BREBERENEDS , HFH Expression! RIEEAKF. EZTT , #A 80,
XNSIE—NER , YASBIETMN 80% i , ZEBIRM#H A ALARM R,

c. EERT—Z,

d. ETF—TL, &EHE— Amazon SNS EEHKGIE — N EB, HBHRI A ALARM RSHT
Mt FBREEH, REEET—F,

e. ETF—NL, WABRNEHNER , AREET -5,

f. EEREZER.
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Amazon ECR HE1E#Fr

&R LAEA CloudWatch fE A B E#RKR T B ENIKF N ERERAER. ERAXLERE CloudWatch
RAMURREATRCEHBN RS ERBER.

Amazon ECR A RS AWS RS EFMAX N, BuAEEEIR , LAEHEEITRS B EAT @&
KHEIR, X Amazon ECR %ﬁ%ﬁﬁ%@ﬂ%ﬁﬂ’ﬂ%?ﬂa, . 1§35 Amazon ECR RE L&,

Amazon ECR £ AWS/Usage @5 & Z=E B R & 1 LA T B4R,

1R 54 BH
CallCount MR A AP HRIERIR B, BIRBASERKIERNEREE
Mo

IERSERANSITTEER SUM , RREXBERAXBAMERE
EHNENEM.

T4 ERT {1t B Amazon ECR X A E2IER.

HE Wi B8

Service TERRFRH AWS REMW B Fr. XTF Amazon ECR AE#E#F |, It
HEMERN ECR,

Type EEREHRANERE, B, Amazon ECR AEEHRNE—F
MIEN API,

Resource EEETHRFRNER, BEl , Amazon ECR £ REBEXAT

AP| #1EHY API FH;E’H.:. o

* GetAuthorizationToken

* BatchCheckLayerAvailability
« InitiatelLayerUpload

* UploadLayerPart

* CompletelLayerUpload

* PutImage
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% i B3
* BatchGetImage
* GetDownloadUrlForlLayer

Class FRIRERH AIRAIZE, Amazon ECR BRI EHESE,

Amazon ECR AE# &

AWS 12#t& 7 Cost Explorer & FIRE T E | FEEE9 9 T Amazon ECR RIRAI AN ERE R o

£/ Cost Explorer & AABMBANE R, BRUERZH 13 MANEE , AMNEERETR=AD
ARAEEFENTEA, ERLUER Cost Explorer EEAXE—BREEAE AWS RFiR 7 ER 52 ARE
A, BEFERA-—SEANSTEAREETAT THRENRANES, SETLUIEERENRETEE ,
ARRXIZAEFNEHSE.

BAFAEREPHNITERTEE REFAE Amazon ECR ZRENAE. BXEZEE , B5H Fid&
BAETIT %o

BREE AWS KANEABRBRENESZE L , 55 R (AWS Billing AF1ER) PRAWS HAHE
AtERRE.

Amazon ECR =& E B PR

Amazon ECR [l i CloudWatch &= 7% FEiREUITE3EPF. Amazon ECR #E#R¥iES
CloudWatch £ 1 8N Bz XEF., BXxMWEZEE CloudWatch , 2@ Amazon CloudWatch
FiEm,

&

« A CloudWatch 3§#x

- ATRENRT4EE

- FAEFHAEE Amazon ECR #845 CloudWatch

/& B CloudWatch 18%x

Amazon ECR B3I ZEFI B F @ ENFEERER. TENTEAFHSR,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon ECR ArfEm
A AiERAEE

LLTE 7 5T Amazon ECR KiE4 T S CloudWatchfyisFrFl4EE

Amazon ECR 18#%
Amazon ECR Rt 7 A T 5 F i EMNEIR. B LNER BT
AWS/ECR & Z R 2L T HERR.
RepositoryPullCount
X 7 FE R Gy BRI BUX K
BEM4E : RepositoryName,
BERRTHIE . F9E, &/ME. ZKE. BiHAEEAY. SEANSITEREN.
B4 B,

Amazon ECR 18RI 4 E
Amazon ECR 1E#rfEH AWS/ECR & Z= 8 H IR EH A T4 E M IER.
RepositoryName

I 4 2 R 018 R S8 0 45 TE 7 B R PR B B R BE SRV B

FERES S EEFH Amazon ECR #E#r CloudWatch

& AT LATE CloudWatch ##l& E&EH Amazon ECR Fi&FEE#¥R. CloudWatch 12 & & BT X #& /Y 73 R it
TEAETEAENNE R, BXEZEEL , 1% Amazon CloudWatch FiF 1§,

I 5% ECR B4 EventBridge

Amazon EventBridge £85I AWS BREBa0ME , HENWNREEH , il N AEF AR
FREFER, KEH AWS RENEHJLFER EventBridge #h&1%F|, BRI LURE I AM N K RE
FANEH  ACREETSHEEANNRITHENLRE. TEHAMENREDIE

s FEHRMEBBEFI CloudWatch BEA
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Amazon ECR A5
- AABEE AWS Lambda

@A Amazon EC2 21TH %

FFEHH 43 Amazon Kinesis Data Streams

& AWS Step Functions JARZS#

- J&XH Amazon SNS E£& =, Amazon SQS RA %l

BEXEZER , 520 (D% EventBridge FAF#§®) EventBridge Y “Y Zi#h A 717

5k B Amazon ECR B RBIE 4

BT 2% B Amazon ECR N RHIEH, REXRBHREEH,

EXRBEREENSEN

BIMEBREETERE , FREUTENS. BXESZEE , 55 & Docker B H#EIXE] Amazon ECR
MEE#E,

"version": "Q",
"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T0Q1:54:347",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4f46592d1fd3410c4a79dac4189e4782432e0378abcd1234",
"action-type": "PUSH",
"image-tag": "latest"

ZERIRENEH

ZREFRIUREN  RREUATEN, BXESFEE , B2 B LFIMERS Amazon ECR B *
ERES
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"version": "Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",
"detail-type": "ECR Pull Through Cache Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2023-02-29T02:36:487",
"region": "us-west-2",
"resources": [
"arn:aws:ecr:us-west-2:123456789012:repository/docker-hub/alpine"
1,
"detail": {
"rule-version": "1",
"sync-status": "SUCCESS",
"ecr-repository-prefix": "docker-hub",
"repository-name": "docker-hub/alpine",
"upstream-registry-url": "public.ecr.aws",
"image-tag": "3.17.2",
"image-digest":
"sha256:4aa08ef415aecc80814cb42fa41b658480779d80c77abl5EXAMPLE",
}

EXKEGRENSESH (EXEH )

NEMRBAEERPERE A8 MNEGABTAN , 2 X EUTEH, finding-severity-counts
SHPUREEMRFINE (MREE). fli, WRBEGTIEEM CRITICAL RFINLER , T4
IREMERIZXRBITER. BXEZELR , HS5 £ Amazon ECR P HERGEREERERS R,

(® Note

Bx/E AEEIE%E Amazon Inspector X N EHIFHAES , 152 H EventBridge I T
Amazon ECR H#t 1T m RIENEH.

"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",
"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",
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"time": "2019-10-29T02:36:487",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

1,

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",
"finding-severity-counts": {
"CRITICAL": 10,
"MEDIUM": 9

1,

"image-digest":
"sha256:7f5b2640fe61b4146592dfd3410c4a79dac4189e4782432e0378abcd1234",
"image-tags": []

BRTEBARNARNZEEBHNSEH (HEREH )

FEMREAEREHEE , YA THEBRRBENTRERXEERN , Amazon ECR NXEUTEH, X
TREECENFEHE, EEEANEEENRABENE [EBEEA THEBARYENEHEDQE
HMREGRETE, BXEZEL |, 535 £ Amazon ECR FHEMEGERFENERIA.

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:46Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
3,
{
"repository-name": "repository-2",
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"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

},

{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

}

1,

"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"

}
}

SEGMBRAE 4
MIBREGRIERIEATENH, BEXEZEER |, 55 MIBR Amazon ECR FHYERE,

"version": "Q",
"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T02:01:05Z2",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe61b41f46592dfd3410c4a79dac4189e4782432e0378abcd1234",
"action-type": "DELETE",
"image-tag": "latest"

RIS LRI B

EHEGRASKXEUTEH, Ztarget-storage-classFERFIRE NARCHIVE, ZEHBIEE
MG EEERE  ATFHRREERHNANTNER,
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"version": "Q",

"id": "4fS5ec4d5-4desd-7aad-a046-EXAMPLE",
"detail-type": "ECR Image Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T00:58:097",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",

"target-storage-class": "ARCHIVE",

"image-digest":
"sha256:1f98d67af8e53a536502bfc600de3266556b06ed635a32d60aa’a5fe6d7e609d7",

"repository-name": "ubuntu",
"result": "SUCCESS",
"manifest-media-type": "application/vnd.oci.image.manifest.vl+json",
"artifact-media-type": "application/vnd.oci.image.config.vl+json"
}
}
BGIRERENSH

MEFREGEE | FEAEUTEH, Ztarget-storage-classFERIZENSTANDARD, ZEHE
FE—NMNERBBRLXXRENENlast-activated-atF &,

"version": "Q",

"id": "7b8fc5e6-5ef5-8bbe-b157-EXAMPLE",
"detail-type": "ECR Image Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T@1:15:22Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",

"target-storage-class": "STANDARD",

"image-digest":
"sha256:198d67af8e53a536502bfc600de3266556b06ed635a32d60aa7a5fe6d7e609d7",

"repository-name": "ubuntu",
"result": "SUCCESS",
"manifest-media-type": "application/vnd.oci.image.manifest.vl+json",
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"artifact-media-type": "application/vnd.oci.image.config.vl+json",
"last-activated-at": "2025-10-10T19:13:02.74Z"
}
}
R gk E BRIER B4

MEFMN R OEE (SZEXR , 5l SBOM, LZHIEA ) i, MEEUTEHR, B

& , detail-typeRECR Referrer ActionA THEEENBBGIREX DR, manifest-
media-typefartifact-media-typeFBATIRRAEMENROEENISERE, EEATAH ,
IEfERE SBOM XK.,

"version": "Q",

"id": "8c9gd6f7-6fg6-9ccf-c268-EXAMPLE",
"detail-type": "ECR Referrer Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T0Q1:20:45Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",

"target-storage-class": "STANDARD",

"image-digest":
"sha256:198d67af8e53a536502bfc600de3266556b06ed635a32d60aa7abfe6d7e609d7",

"repository-name": "sbom",
"result": "SUCCESS",
"manifest-media-type": "application/vnd.cncf.oras.artifact.manifest.vl+json",
"artifact-media-type": "text/sbom+json",
"last-activated-at": "2025-10-10T19:13:02.742"
}
}
ETHREEFNEH

BIMREEFTRE , RREATEMH. AXESZEE , S5 Amazon ECR FHIFABMREE

"version": "Q",
"id": "c8b1l33b1-6029-ee73-e2al-4f466b8ba999",
"detail-type": "ECR Replication Action",
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"source": "aws.ecr",
"account": "123456789012",
"time": "2024-05-08T20:44:5472",
"region": "us-east-1",
"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/docker-hub/alpine"
1,
"detail": {
"result": "SUCCESS",
"repository-name": "docker-hub/alpine",
"image-digest":
"sha256:7f5b2640fe6fb41f46592dfd3410c4a79dac4189e4782432e0378abcd1234",
"source-account": "123456789012",
"action-type": "REPLICATE",
"source-region": "us-west-2",
"image-tag": "3.17.2"

REE R RMNVEH

MURE S RMET , FRIEATEH. result FERINITE FAILED , HttfHiRER TR

1§ /%\ ':Fl o

"version": "Q",

"id": "d9c244c2-7130-ff84-f3b2-59577c9ch000",

"detail-type": "ECR Replication Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2024-05-08T20:45:127",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-app"

1,

"detail": {
"result": "FAILED",
"repository-name": "my-app",

"image-digest":
"sha256:8g6c3751gf7gc5g47603eged4511d5a80ead5g901589354311489bde2345",

"source-account": "123456789012",

"action-type": "REPLICATE",

"source-region": "us-west-2",

EREESMHFA

5k B Amazon ECR HIRHIE4
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"image-tag": "latest"
}
}

£ 12 %% Amazon ECR &4 AWS CloudTrail

Amazon ECR 5 AWS CloudTrail—IRFERK , ZRFEEAF. ABH AWS R Amazon ECR
FFSRENAVIRERYIE R, CloudTrail f$ LT Amazon ECR BEHIR A EH -
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- AT A EAREANMEIWERIE , SERIIF TR IIAIRE

/A Important
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., MREBAREERE , BNATLIE CloudTraill BHAKN ‘BHALRER FEERFHNES. FH
WER , B LAEM Amazon ECR A THALER, AHERN IP b, MAXKHEER, #HR
(9 & Bt 8] LA R E A AR 2.

EXEZEER , 55 AWS CloudTrail {FFIERE)

T &% ECR {E B4 F CloudTrail

CloudTrail &¢I AWS IKF R EEZNKS EEM. 3 Amazon ECR RRETEFA , ZEHEE
Hfth AWS BRS5 CloudTrail B4 —RBICFESHALIEFEP. EUUEBACH AWS K- HER, X
NTHRRERENEN. AXESFEE , BEREASHALIERES CloudTrail .

ERSZICRKEN AWS IKFFIEH | 2% Amazon ECR WEH |, BEIRIRER, REAYF CloudTrail

FAEXH & E Amazon S3 FiEM. FEEE A P OIERERE , BULUFRERN AR ENXEHFTE
Xig, RERIEFE AWS 2 XHPWEH |, HFAEXHEEREIEEN Amazon S3 F#E#E. ok, &7
AR B H A AWS RS SR 2 T FI4L 2 CloudTrail B EHINENEHHIE. BXEZELE , H5H:
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Referrers API ﬁﬂiﬁﬁﬁ&ﬂiiﬁﬁﬁlﬁql1¢ﬁﬂﬁﬂ1 2% —MListImageReferrers CloudTrail
B, BXxXEELEFHRH , HS6 CloudTrail BEZE =41,

BINEHHETREBESEXRERBFRNAREGR. BOEEABTEHEUTRE !

- EREFEHABRAFREILIEAR AREILEAHN
- BREFAACEREKRSAFPN RN ZEEIELHN
- BERESHEM AWS RF A H

BEXEZELR , 2 CloudTrail userIdentity T,

T Amazon ECR BEX#%H

RERE—MEE , APHEHEN BEXHRRAEIEIEEN Amazon S3 F#HM. CloudTrail BEX#
BE—NHZNEERE, BHRRKEEARFENEMER , S/BEXRFMERRENER. BAENAE
HAetE, BRSBUAKREMES. CloudTrail BEXHTR A APl BANEFHRRIER , itE
MNAF 2 EEFERIRF EH .
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LTR—LEMN Amazon ECR £/ CloudTrail HE% B R4,
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"eventVersion": "1.04",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-11T21:54:07Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
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"accountId": "123456789012",

"userName": "Admin"
}

}
},
"eventTime": "2018-07-11T22:17:437",
"eventSource": "ecr.amazonaws.com",
"eventName": "CreateRepository",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"repositoryName": "testrepo"
.

"responseElements": {
"repository": {

"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"repositoryName": "testrepo",
"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",

"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

iy

"requestID": "cbhb8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"resources": [

{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",

"accountId": "123456789012"
1,

"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

Pl : 8122 Amazon ECR 12 ERTHY AWS KMSCreateGrant API #24E

LTRBIERT —/ CloudTrail BE%KE , ZRBERTEBAT KMS IZEH1ER T /2 Amazon
ECR Z#FERTAY AWS KMS CreateGranti®iE, M FENSHA KMS MZR BN ERE , BRIZATE
FEZFHNCreateGrant HEZ% B CloudTrail,

"eventVersion": "1.05",
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"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIEP6W46J43IG7LXAQ",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"sessionIssuer": {

I
"webIdFederationData": {

iy
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2020-06-10T19:22:10Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",
"granteePrincipal": "ecr.us-west-2.amazonaws.com",
"operations": [

"GenerateDataKey",

"Decrypt"
1,
"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
"constraints": {

"encryptionContextSubset": {

"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

}I

"responseElements": {

"grantId": "3636af9adfeelacch67b83941087dcd45e7fadcse74ff0103bb338422b50553"
3,
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"requestID": "@47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39¢c8-41ad-

b589-18464af7758a"

=~

AT RHBIERT — CloudTrail BEEKE , ZFRBERTEAZPutInageRIERN B G,

®

}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

D RRHEIAIRE

Note
HEEBEY | £9EFE CloudTrail BEFE
FlInitiatelLayerUploadUploadLayerPart, FCompletelLayerUploads|f,

"eventVersion": "1.04",

"userIdentity": {

"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Mary_Major",
"sessionContext": {
"attributes": {

}
}
iy

"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

"eventTime": "2019-04-15T16:45:00Z2",
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"eventSource": "ecr.amazonaws.com",
"eventName": "PutImage",
"awsRegion": "us-east-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": {

"repositoryName": "testrepo",

"imageTag": "latest",

"registryId": "123456789012",

"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/

vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6acbdbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda®8f2a9cd698ca7e3dbbc44e6ab6e7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \'"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b0b08c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb@c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30ba®6c7bfla®c3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4cbhb19ca508750b15845a5d97becbhdlafe
\"\n },\n {\n \"mediaType\": \"application/
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vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \'"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeaf@b56e425ell1a50@afe42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaafelc802633bbd94849b9ab73926f0bas6cdae91629\"\n J\n
I\n}"
.
"responseElements": {
"image": {
"repositoryName": "testrepo",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6acbdbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda®8f2a9cd698ca7e3dbbc44e6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \'"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b0b08c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb@c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30ba®6c7bfla®c3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
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},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \'"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4cbhb19ca508750b15845a5d97becbhdlafe
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf@29bb6315feeaf@b56e425ell1a50@afte42\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":

\"sha256:2b220f8b0f32b7c2ed8eaafelc802633bbd94849b9ab73926f0bas6cdae91629\"\n J\n
I\n}",
"registryId": "123456789012",
"imageId": {
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e”,
"imageTag": "latest"
}

}

+
"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139cc57",

"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",

"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

3,
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

R REREURE

RRBIERT — CloudTraill BEFKE , %% BERT A ZBatchGetImageRERY B & HIEL,
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HPEARGEY |, IR AR & EME |, B1E CloudTrail B &EH &R EE
GetDownloadUrlForLayer 5|,
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"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

}
},
"eventTime": "2019-04-15T17:23:207",
"eventSource": "ecr.amazonaws.com",
"eventName": "BatchGetImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com'",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"imageIds": [{
"imageTag": "latest"
1,
"acceptedMediaTypes": [
"application/json",
"application/vnd.oci.image.manifest.vl+json",
"application/vnd.oci.image.index.v1l+json",
"application/vnd.docker.distribution.manifest.v2+json",
"application/vnd.docker.distribution.manifest.list.v2+json",
"application/vnd.docker.distribution.manifest.vl+prettyjws"
1,
"repositoryName": "testrepo",
"registryId": "123456789012"
I
"responseElements": null,
"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",
"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",

T f# Amazon ECR BEX#%E

API fR7 2015-09-21 253



Amazon ECR ArfEm
"recipientAccountId": "123456789012"
}
O BGEm AR RIERE
J'){-F/T_\ﬂ’-] R T — CloudTrail B#E%E , ZXBERTEGANEEGAHREEAN IR, T&E

HFEEHBEHFEREN PolicyExecutionEvent SREM L EHER,

LENREDABRKETKR , Amazon ECR 24K — CloudTrail B&E% B , HEHEHF
B ADryRunEvent , &M 5T 2B, PolicyExecutionEvent B NEHEMEXRR
DryRunEvent , A LAck i HE 754,
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¥ , Amazon ECR 2B X% ZMNE#H, CloudTraillksk , Amazon ECR 8 MNEHBSEZ S8

100 MRZ,

"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

I

"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923aa",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"

}

]I
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"eventType": "AwsServiceEvent",
"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{
"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
"countType": "Image count more than",
"countNumber": 2
1,

"action": "expire"

15
"lastEvaluatedAt": 0,

"policyVersion": 1,
"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"
1,
"lifecycleEventImageActions": [
{
"lifecycleEventImage": {
"digest":
"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742¢c90e6e1297bfalbc@c45",
"tagStatus": "Tagged",

"tagList": [
"alpine"
1,
"pushedAt": 1584042813000
1,
"rulePriority": 1
1,
{

"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71c1b6660d645d2cd79cc8ce91b38e@352cbf9561e050427baf",
"tagStatus": "Tagged",
"tagList": [
"centos"

1,
"pushedAt": 1584042842000
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},
"rulePriority": 1
}
1,
"lifecycleEventFailureDetails": [
{

"lifecycleEventImage": {
"digest":
"sha256:9117el1bc28cd20751e584b4ccd19b1178d14cf02d134b0@4cebbe@cc51bff762a",
"tagStatus": "Untagged",
"tagList": [],
"pushedAt": 1584042844000
},
"rulePriority": 1,
"failureCode": "ImageReferencedByManifestList",
"failureReason": "Requested image referenced by manifest list:
[sha256:4b27c83d44a18c31543039d9e8b2786043ec6c8d00804d5800c5148d6b6f65bc]"
}

R BEREERE

UTRBIERT —4 CloudTrail BE%KH , 2% BERT#FEMtargetStorageClassiREN
fUpdateImageStorageClassigEX B GHITEMHARCHIVE,

{
"eventVersion": "1.11",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"
}
}
},
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"eventTime": "2019-04-15T16:45:00Z7",

"eventSource": "ecr.amazonaws.com",
"eventName": "UpdateImageStorageClass",
"awsRegion": "us-east-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"repositoryName": "testrepo",

"imageId": {

"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
.

"targetStorageClass": "ARCHIVE",
"registryId": "123456789012"
},
"responseElements": {
"image": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
},
"imageStatus": "ARCHIVED"
}
I
"requestID": "cf@44b7d-EXAMPLE",
"eventID": "2bfd4ee2-EXAMPLE",
"readOnly": false,
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

T~ BEIRERE
UTREERTERBGELEIRER CloudTrail BER B, IREEEGE , AERHNEH -
1. BEIERERE APl HRSEH
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#0%R AP Y8 FISTANDARD. W RZfF B SRS E /R NACTIVATING,

"eventVersion": "1.11",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

}
},
"eventTime": "2019-04-15T16:45:00Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "UpdateImageStorageClass",
"awsRegion": "us-east-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e”
1,
"targetStorageClass": "STANDARD",
"registryId": "123456789012"

I

"responseElements": {
"image": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"imageId": {
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"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
},
"imageStatus": "ACTIVATING"
}
.
"requestID": "cf@44b7d-EXAMPLE",
"eventID": "2bfd4ee2-EXAMPLE",
"readOnly": false,
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

BSEH (METK )

UTRBIERT REERBRETENERNESZTSM4., TBELHESHEHRFTEN
ImageActivationEvent REMIEHFKE, ZserviceEventDetailsHBoBEXRRERNE&
BRAGIR TS

W
2ol

"eventVersion": "1.11",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

},

"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
"eventName": "ImageActivationEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"eventID": "9354dd7f-EXAMPLE",
"readOnly": true,

"resources": [

{
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"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"

1,

"eventType": "AwsServiceEvent",

"managementEvent": true,

"recipientAccountId": "123456789012",

"serviceEventDetails": {
"repositoryName": "testrepo",
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fcb6d3e",

"targetStorageClass": "STANDARD",
"result": "SUCCESS",
"imageStatus": "ACTIVE"

1,

"eventCategory": '"Management"

R BRG] R v SR AE

UTRBIERT — AWS CloudTrail B&E%E , Z&KBETRTOCI 116N EFimfI A API 3R
RN REEEHSENHIIR, Referrers

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-10-08T16:38:397",
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"mfaAuthenticated": "false"

I
"ec2RoleDelivery": "2.0"
I
"invokedBy": "ecr.amazonaws.com"
I
"eventTime": "2024-10-08T17:22:517",
"eventSource": "ecr.amazonaws.com",
"eventName": "ListImageReferrers",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"subjectId": {

"imageDigest":

"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8albace6dbf503a"

}I

"nextToken": "urD72mdD/mC8b5-EXAMPLE"

},
"responseElements": null,
"requestID": "cbh8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": true,
"resources": [

{

"accountId": "123456789012",

"ARN": "arn:aws:ecr:us-east-2:123456789012

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

:repository/testrepo"
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£ Amazon ECR E# A X T EB3HES AWS £ A

AWS BT R EH (SDKs) TRTHZRITHREES. BMRUETRTEIEREM AP, K13 RHE
MK, EARAREBERMGUEERIESHENARR.

SDK 344

EATF C++ B9 AWS SDK

AWS CLI

EHAT Go By AWS SDK

EAT Java B9 AWS SDK

EF T JavaScript B9 AWS SDK

EAT Kotlin B AWS SDK

EHAT NET 8 AWS SDK

FEHAT PHP 9 AWS SDK

AWS Tools for PowerShell

& FF Python (Boto3) B9 AWS SDK

i& T Ruby B9 AWS SDK

EAT Rust B9 AWS SDK

HERATF SAP ABAP £ AWS SDK

FEAT Swift 8 AWS SDK
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A Amazon ECR WA Rl AWS SDKs

LT RBROIERT M Amazon ECR 5 AWS 84 X E 4 (SDK) —#2E M,
EXNERMER TUAERSPHITELRRENRBRA,

RERKEEFNRBER , LTELTXHRET. BANBITRET BOMERAENMESEY , &7
MBS HBEXZEN ETXERRF,

BX S AWS DK FREEEMNRBROMNTESIXK , 55 Amazon ECR EHRHFATESES
AWS A, REBEIEEXANEERUAREXR LGN SDK AN FHAE L.

FT 3R 6 A

FF#56 A Amazon ECR

UTRBREETRT WAFHEER Amazon ECR,
Java

SERAT Java B9 SDK 2.x

(® Note
EHEZHREER GitHub, # AWS KB REIFEEFERTERA , THROFZHTIR
BMIZ{T.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {
public static void main(String[] args) {

final String usage = """
Usage: <repositoryName>
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Where:
repositoryName - The name of the Amazon ECR repository.

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builderx()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imagelds().stream())
.forEach(image -> System.out.println("The docker image tag is: "
+image.imageTag()));

}

- BXAPI H#AER |, 5 (AWS SDK for Java 2.x API Reference) H# listimages.

Kotlin

& AT Kotlin B SDK

(@ Note
EREZHKREL GitHub, £ AWS KB ROIFMEEFEKRTERA , T7HRNAHITIR
BEMIZTT.
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import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t otrimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
imageResponse.imagelds?.forEach { imageIld ->

println("Image tag: ${imageld.imageTag}")

- BX API #4ELR , H2H (AWS SDK for Kotlin API Reference) ## listimages.
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Python

& AT Python #9 SDK ( Boto3 )

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:
Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)
client and list the images in a repository.
This example uses the default settings specified in your shared credentials
and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.

:param repository_name: The name of an Amazon ECR repository in your account.
print(

f"Hello, Amazon ECR! Let's list some images in the repository

'{repository_name}':\n"

)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}

image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
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for schedule_name in image_names:
print(f"\t{schedule_name}")

if _name__ == "__main__":
parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)

« BXx API #FHEE |, i55H (AWS SDK for Python (Boto3) API Reference) HHY
listimages.

R ERN]
« fF Amazon ECR FE ARSI AWS SDKs
* Hello Amazon ECR
- FREAFRXIESES Amazon ECR K EHR AR AWS
« f£H Amazon ECR #{THY 1 AWS SDKs
+ CreateRepository5 AWS SDK = CLI B2 & 1F
+ DeleteRepository5 AWS SDK = CLI #i & H
+ Describelmages5 AWS SDK = CLI B.& 1 A
+ DescribeRepositories5 AWS SDK = CLI #it & £ F
- GetAuthorizationToken5 AWS SDK = CLI Ei & & F
+ GetRepositoryPolicy5 AWS SDK = CLI &1 A
+ Listimages5 AWS SDK = CLI E2&
« 5 AWS SDK PushimageCmd & & i F
+ PutLifeCyclePolicy5 AWS SDK = CLI Bt &1 A
+ SetRepositoryPolicy5 AWS SDK = CLI B &1
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£/ Amazon ECR WY E AR AWS SDKs

LTRBREIBRT W6 H Amazon 3814 A 857 Mt R Y B4 &0112 AWS SDKs.,

]|
* Hello Amazon ECR
s FRABHEFAXIESFS Amazon ECR W ERHANR AWS
 f£A Amazon ECR {THY 1 AWS SDKs
+ CreateRepository5S AWS SDK = CLI B & fF
+ DeleteRepository5 AWS SDK 5, CLI Bt & fF
+ Describelmages5 AWS SDK = CLI Bt &1
+ DescribeRepositories’5 AWS SDK = CLI #ii & £ F
« GetAuthorizationToken& AWS SDK =, CLI Et & &£
+ GetRepositoryPolicy 5 AWS SDK = CLI & & £ F
+ Listimages&5 AWS SDK = CLI B2 & fF
+ 5 AWS SDK PushimageCmd & & i F
+ PutLifeCyclePolicy5 AWS SDK = CLI Bt &1
+ SetRepositoryPolicy 5 AWS SDK = CLI & &
« StartLifecyclePolicyPreview5S AWS SDK = CLI fii & £/

Hello Amazon ECR
UTRBREETRT AFEER Amazon ECR,
Java

EAT Java B9 SDK 2.x

® Note
EBEZMXER GitHub,  AWS KIBRHIFMHEEREXRTERRH , THOARTR
BERZE1T.

import software.amazon.awssdk.regions.Region;
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import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {

public static void main(String[] args) {
final String usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imagelds().stream())
.forEach(image -> System.out.println("The docker image tag is:
+image.imageTag()));

}

- BX API #4ER , H2H (AWS SDK for Java 2.x API Reference) ## listimages.
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FE AT Kotlin 9 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t otrimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
imageResponse.imagelds?.forEach { imageId ->

println("Image tag: ${imageld.imageTag}")
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- BX AP #4ER , H2H (AWS SDK for Kotlin API Reference) ## listimages.

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
EHEZHKRIEL GitHub,  AWS KB ROIFEEFERTERA , THRNFZHITIR
BEMIZTT.

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:

Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)

client and list the images in a repository.

This example uses the default settings specified in your shared credentials

and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.

:param repository_name: The name of an Amazon ECR repository in your account.
print(

f"Hello, Amazon ECR! Let's list some images in the repository

'{repository_name}':\n"

)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}
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image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
for schedule_name in image_names:
print(f"\t{schedule_name}")

if __name__ == "__main__":

parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)

- BX APIFAEER , H5H (AWS SDK for Python (Boto3) API Reference) H1HY
listimages.

AKX S AWS DK F R EIEEMNRBRANTESIXK , §S R Amazon ECR ERHFATERERS
AWS A, REFBEIFEBERANERARBXRERNHN SDK AN HFHAE R

FEAMETF A TES%Y Amazon ECR B ER iR AWS

LU I ROIE R T 04

- 8l# Amazon ECR .

- REFHEEXRK,

- WERFMHE URIs,

- 3REY Amazon ECR &,

- IR{E Amazon ECR 74 £ o B B K B .
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« HIHEIKF Y Amazon ECR F#E , ARIBEXEMNNEHAEE.

- MiBX Amazon ECR 16 &

Java

FEATF Java By SDK 2.x

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIZE1T,

BIT— 1M REXZS , B~ Amazon ECR By Ih&E,

import software.amazon.awssdk.services.ecr.model.EcrException;
import
software.amazon.awssdk.services.ecr.model.RepositoryPolicyNotFoundException;

import java.util.Scanner;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* This Java code example requires an IAM Role that has permissions to interact
with the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This Java scenario example requires a local docker image named echo-text.
Without a local image,
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* this Java program will not successfully run. For more information including
how to create the local
* image, see:

*

* /scenarios/basics/ecr/README
*
*/
public class ECRScenario {
public static final String DASHES = new String(new char[80]).replace("\0",
Il_ll);
public static void main(String[] args) {
final String usage = """
Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions
to access and manage the Amazon ECR repository.
accountId - Your AWS account number.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
retuzrn;

ECRActions ecrActions = new ECRActions();
String iamRole = args[0];

String accountId = args[1l];

String localImageName;

Scanner scanner = new Scanner(System.in);
System.out.println("""
The Amazon Elastic Container Registry (ECR) is a fully-managed
Docker container registry
service provided by AWS. It allows developers and organizations to
securely
store, manage, and deploy Docker container images.
ECR provides a simple and scalable way to manage container images
throughout their lifecycle,
from building and testing to production deployment.\s

The “EcrAsyncClient’ interface in the AWS SDK for Java 2.x provides
a set of methods to
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programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images
as part of their application

deployment pipelines. With ECR, teams can focus on building and
deploying their

applications without having to worry about the underlying
infrastructure required to

host and manage a container registry.

This scenario walks you through how to perform key operations for
this service.
Let's get started...

You have two choices:

1 - Run the entire program.

2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of

this program that did not complete).

")

while (true) {

String input = scanner.nextLine();

if (input.trim().equalsIgnoreCase("1")) {
System.out.println("Continuing with the program...");
System.out.println("");
break;

} else if (input.trim().equalsIgnoreCase("2")) {
String repoName = "echo-text";
ecrActions.deleteECRRepository(repoName);
retuzrn;

} else {
// Handle invalid input.
System.out.println("Invalid input. Please try again.");

waitForInputToContinue(scanner);
System.out.println(DASHES);

System.out.println("""
1. Create an ECR repository.

TREEANTNEE
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The first task is to ensure we have a local Docker image named echo-

text.
If this image exists, then an Amazon ECR repository is created.
An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it
easy
to store, manage, and deploy Docker container images.\s
mEt);
// Ensure that a local docker image named echo-text exists.
boolean doesExist = ecrActions.isEchoTextImagePresent();
String repoName;
if (!doesExist){
System.out.println("The local image named echo-text does not exist");
return;
} else {
localImageName = "echo-text";
repoName = "echo-text";
}
try {
String repoArn = ecrActions.createECRRepository(repoName);
System.out.println("The ARN of the ECR repository is " + repoArn);
} catch (IllegalArgumentException e) {
System.err.println("Invalid repository name: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
e.printStackTrace();
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function
is crucial for maintaining

the security and integrity of your container images. The repository
policy allows you to
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define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

IIIIII);

waitForInputToContinue(scanner);

try {
ecrActions.setRepoPolicy(repoName, iamRole);

} catch (RepositoryPolicyNotFoundException e) {

System.err.println("Invalid repository name: " + e.getMessage());
retuzrn;

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
3. Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

mut);

waitForInputToContinue(scanner);

try {
String policyText = ecrActions.getRepoPolicy(repoName);
System.out.println("Policy Text:");
System.out.println(policyText);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

waitForInputToContinue(scanner);
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System.out.println(DASHES);
System.out.println("""
4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient” is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

IIIIII);
waitForInputToContinue(scanner);
try {

ecrActions.getAuthToken();

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the
authorization token: " + e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to
a container orchestration platform like Amazon Elastic Kubernetes Service

(EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the
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correct container image from the ECR repository.

Illlll);

waitForInputToContinue(scanner);

try {
ecrActions.getRepositoryURI(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the URI: " +
e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker
images stored in your ECR repositories.

These policies allow you to automatically remove old or unused Docker
images from your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the
container registry
by automatically removing older and potentially unused images,
ensuring that the
storage is optimized and the registry remains up-to-date.
")
waitForInputToContinue(scanner);
try {
ecrActions.setLifeCyclePolicy(repoName);

} catch (RuntimeException e) {
System.err.println("An error occurred while setting the lifecycle
policy: " + e.getMessage());
e.printStackTrace();
retuzrn;
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waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.

The method uses the authorization token to create an ‘AuthConfig® object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

")

waitForInputToContinue(scanner);

try {
ecrActions.pushDockerImage(repoName, localImageName);

} catch (RuntimeException e) {
System.err.println("An error occurred while pushing a local Docker

image to Amazon ECR: " + e.getMessage());
e.printStackTrace();
retuzrn;
}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("8. Verify if the image is in the ECR Repository.");
waitForInputToContinue(scanner);
try {
ecrActions.verifyImage(repoName, localImageName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
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} catch (RuntimeException e) {
System.err.println("An error occurred " + e.getMessage());
e.printStackTrace();
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("9. As an optional step, you can interact with the
image in Amazon ECR by using the CLI.");
System.out.println("Would you like to view instructions on how to use the
CLI to run the image? (y/n)");
String ans = scanner.nextLine().trim();
if (ans.equalsIgnoreCase("y")) {
String instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon
ECR, you need to authenticate with the registry. You can do this using the AWS
CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin %s.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name %s --image-ids imageTag=

o\
n

3. Run the Docker container and view the output using this command:

docker run --rm %s.dkr.ecr.us-east-1.amazonaws.com/%s:%s

[TRTRIEN
’

instructions = String.format(instructions, accountId, repoName,
localImageName, accountId, repoName, localImageName);
System.out.println(instructions);

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("10. Delete the ECR Repository.");
System.out.println(

If the repository isn't empty, you must either delete the contents of the
repository
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or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents

on your behalf.

")

System.out.println("Would you like to delete the Amazon ECR Repository?
(y/m)");

String delAns = scanner.nextlLine().trim();

if (delAns.equalsIgnoreCase("y")) {

System.out.println("You selected to delete the AWS ECR resources.");

try {
ecrActions.deleteECRRepository(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " +
e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while deleting the Docker

image: " + e.getMessage());
e.printStackTrace();
return;
}
}

System.out.println(DASHES);
System.out.println("This concludes the Amazon ECR SDK scenario");
System.out.println(DASHES);

private static void waitForInputToContinue(Scanner scanner) {
while (true) {
System.out.println("");
System.out.println("Enter 'c' followed by <ENTER> to continue:");
String input = scanner.nextlLine();

if (input.trim().equalsIgnoreCase("c")) {

System.out.println("Continuing with the program...");
System.out.println("");
break;

} else {

// Handle invalid input.
System.out.println("Invalid input. Please try again.");
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import com.github.dockerjava.netty.NettyDockerCmdExecFactory;
import java.time.Duration;

import java.util.Baseb4;

import java.util.list;

import java.util.concurrent.CompletableFuture;

import java.util.concurrent.CompletionException;

public class ECRActions {
private static EcrAsyncClient ecrClient;

private static DockerClient dockerClient;
private static Logger logger = LoggerFactory.getLogger(ECRActions.class);

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
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}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,

moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();

return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);
}
}
}
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}

DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
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.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}

1)

// Wait for the CompletableFuture to complete
response.join();

private static DockerClient getDockerClient() {
String osName = System.getProperty("os.name");
if (osName.startsWith("Windows")) {
// Make sure Docker Desktop is running.
String dockerHost = "tcp://localhost:2375"; // Use the Docker Desktop
default port.
DockerCmdExecFactory dockerCmdExecFactory = new
NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout(20000);
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build();
}

return dockerClient;

/**
* Retrieves an asynchronous Amazon Elastic Container Registry (ECR) client.
*

TRRELZAINEE API fR7s 2015-09-21 286



Amazon ECR AriEE

* @return the configured ECR asynchronous client.
*/
private static EcrAsyncClient getAsyncClient() {

/*

The “NettyNioAsyncHttpClient  class is part of the AWS SDK for Java,
version 2,

and it is designed to provide a high-performance, asynchronous HTTP
client for interacting with AWS services.

It uses the Netty framework to handle the underlying network
communication and the Java NIO API to

provide a non-blocking, event-driven approach to HTTP requests and
responses.

*/

SdkAsyncHttpClient httpClient = NettyNioAsyncHttpClient.builder()
.maxConcurrency(50) // Adjust as needed.
.connectionTimeout(Duration.ofSeconds(60@)) // Set the connection

timeout.
.readTimeout(Duration.ofSeconds(6@)) // Set the read timeout.
.writeTimeout(Duration.ofSeconds(60)) // Set the write timeout.
.build();

ClientOverrideConfiguration overrideConfig =
ClientOverrideConfiguration.buildex()
.apiCallTimeout(Duration.ofMinutes(2)) // Set the overall API call
timeout.
.apiCallAttemptTimeout(Duration.ofSeconds(90)) // Set the individual
call attempt timeout.
.build();

if (ecrClient == null) {
ecrClient = EcrAsyncClient.builder()
.region(Region.US_EAST_1)
.httpClient(httpClient)
.overrideConfiguration(overrideConfig)
.build();
}

return ecrClient;

/**
* Sets the lifecycle policy for the specified repository.
*
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* @param repoName the name of the repository for which to set the lifecycle

policy.
*/
public void setLifeCyclePolicy(String repoName) {
/*
This policy helps to maintain the size and efficiency of the container
registry
by automatically removing older and potentially unused images,
ensuring that the storage is optimized and the registry remains up-to-
date.
*/
String polText = """
{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}

StartLifecyclePolicyPreviewRequest lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest.builder()
.lifecyclePolicyText(polText)
.repositoryName(repoName)
.build();

CompletableFuture<StartLifecyclePolicyPreviewResponse> response =
getAsyncClient().startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest);
response.whenComplete((lifecyclePolicyPreviewResponse, ex) -> {
if (lifecyclePolicyPreviewResponse != null) {

System.out.println("Lifecycle policy preview started
successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {

String errorMessage = "Unexpected error occurred: " +
ex.getMessage();

throw new RuntimeException(errorMessage, ex);

1}
// Wait for the CompletableFuture to complete.
response.join();

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)

.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {

throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
} else {
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throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

/**
* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.

* @throws EcrException if there is an error retrieving the repository
information.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(0).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}
}

1)

response.join();
}
/**

* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.

* If the operation is successful, the method prints the token to the
console.

* If an exception occurs, the method handles the exception and prints the

€IIror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
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AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(Q);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

}
}
});
GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;
}
/**

* Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal

to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """
{
"Version":"2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" i "%s"
1,
"Action" : "ecr:BatchGetImage"
]
}
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min o,
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();

throw new RuntimeException(errorMessage, cause);

1)

response.join();

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {

System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");

CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
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String token =
response.authorizationData().get(0Q).authorizationToken();

String decodedToken = new
String(Baseb4.getDecoder().decode(token));

String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
)
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to
ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}
return CompletableFuture.completedFuture(authConfig);

1)

authResponseFuture.join();
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// Make sure local image echo-text exists.
public boolean isEchoTextImagePresent() {
try {
List<Image> images = getDockerClient().listImagesCmd().exec();
boolean helloWorldFound = false;
for (Image image : images) {
String[] repoTags = image.getRepoTags();
if (repoTags != null) {
for (String tag : repoTags) {
if (tag.startsWith("echo-text")) {
System.out.println(tag);
helloWorldFound = true;

}

if (helloWorldFound) {
System.out.println("The local image named echo-text exists.");
return true;

} else {
System.out.println("The local image named echo-text does not

exist.");

return false;

}

} catch (DockerClientException ex) {
logger.error("ERROR: " + ex.getMessage());
return false;

« Bx API F4EE |, iH5E (AWS SDK for Java 2.x API Reference) FHUTES,

» CreateRepository

» DeleteRepository

« Describelmages

» DescribeRepositories

» GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy
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« StartLifecyclePolicyPreview

Kotlin

FE AT Kotlin 8 SDK

(® Note
BEEZHXEER GitHub, £ AWS R RHIFEERERTERG |, T #BOA#ITIE
BMIZ1T,
BIT— 1M XREXIZS , B~ Amazon ECR By Ih&E,

import java.util.Scanner

/**
* Before running this Kotlin code example, set up your development environment,
including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html
*

* This code example requires an IAM Role that has permissions to interact with
the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This code example requires a local docker image named echo-text. Without a
local image,

* this program will not successfully run. For more information including how to
create the local

* image, see:

*

* /scenarios/basics/ecr/README

*

*/

val DASHES = String(CharArray(80)).replace("\u0@000", "-")
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suspend fun main(args: Array<String>) {
val usage =

Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions to
access and manage the Amazon ECR repository.
accountId - Your AWS account number.

"t otrimIndent()

if (args.size != 2) {
println(usage)
return

var iamRole = args[0]

var localImageName: String

var accountId = args[1]

val ecrActions = ECRActions()

val scanner = Scanner(System. in’)

println(

The Amazon Elastic Container Registry (ECR) is a fully-managed Docker
container registry

service provided by AWS. It allows developers and organizations to
securely

store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images
throughout their lifecycle,

from building and testing to production deployment.

The “EcrClient’ service client that is part of the AWS SDK for Kotlin
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images as
part of their application

deployment pipelines. With ECR, teams can focus on building and deploying
their
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applications without having to worry about the underlying infrastructure
required to
host and manage a container registry.

This scenario walks you through how to perform key operations for this
service.
Let's get started...

You have two choices:
1 - Run the entire program.
2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of
this program that did not complete).

"t trimIndent(),

while (true) {
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("1", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else if (input.trim { it <= ' ' }.equals("2", ignoreCase = true)) {
val repoName = "echo-text"
ecrActions.deleteECRRepository(repoName)
return

} else {

// Handle invalid input.
println("Invalid input. Please try again.")

waitForInputToContinue(scanner)
println(DASHES)
println(

1. Create an ECR repository.
The first task is to ensure we have a local Docker image named echo-
text.

If this image exists, then an Amazon ECR repository is created.

An ECR repository is a private Docker container repository provided
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by Amazon Web Services (AWS). It is a managed service that makes it easy

to store, manage, and deploy Docker container images.

nnn.trimIndent()r

// Ensure that a local docker image named echo-text exists.
val doesExist = ecrActions.listlLocalImages()
val repoName: String
if (!doesExist) {
println("The local image named echo-text does not exist")

return

} else {
localImageName = "echo-text"
repoName = "echo-text"

val repoArn = ecrActions.createECRRepository(repoName).toString()
println("The ARN of the ECR repository is $repoArn")
waitForInputToContinue(scanner)

println(DASHES)
println(

2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function

is crucial for maintaining
the security and integrity of your container images. The repository
policy allows you to
define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

"t trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.setRepoPolicy(repoName, iamRole)
waitForInputToContinue(scanner)

println(DASHES)
println(

3. Display ECR repository policy.

TREEANTNEE

API fR7s 2015-09-21 300



Amazon ECR AriEE

Now we will retrieve the ECR policy to ensure it was successfully set.
"t trimIndent(),

)

waitForInputToContinue(scanner)

val policyText = ecrActions.getRepoPolicy(repoName)

println("Policy Text:")

println(policyText)

waitForInputToContinue(scanner)

println(DASHES)
println(

4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient’ is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

" trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.getAuthToken()
waitForInputToContinue(scanner)

println(DASHES)
println(

5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to

a container orchestration platform like Amazon Elastic Kubernetes Service
(EKS)
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or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the

correct container image from the ECR repository.

"t trimIndent(),

)

waitForInputToContinue(scanner)

val repositoryURI: String? = ecrActions.getRepositoryURI(repoName)
println("The repository URI is $repositoryURI")
waitForInputToContinue(scanner)

println(DASHES)
println(

6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images

stored in your ECR repositories.
These policies allow you to automatically remove old or unused Docker

images from your repositories,
freeing up storage space and reducing costs.

"t trimIndent(),
)

waitForInputToContinue(scanner)

val pol = ecrActions.setLifeCyclePolicy(repoName)
println(pol)

waitForInputToContinue(scanner)

println(DASHES)
println(

7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.
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The method uses the authorization token to create an ‘AuthConfig’ object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

nnn.trimIndent()r

waitForInputToContinue(scanner)
ecrActions.pushDockerImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)

println("8. Verify if the image is in the ECR Repository.")
waitForInputToContinue(scanner)
ecrActions.verifyImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)
println("9. As an optional step, you can interact with the image in Amazon
ECR by using the CLI.")
println("Would you like to view instructions on how to use the CLI to run the
image? (y/n)")
val ans = scanner.nextLine().trim()
if (ans.equals("y", true)) {
val instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon ECR,

you need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin $accountId.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name $repoName --image-ids
imageTag=$localImageName

3. Run the Docker container and view the output using this command:
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docker run --rm $accountId.dkr.ecr.us-east-1.amazonaws.com/$repoName:
$localImageName

println(instructions)

}

waitForInputToContinue(scanner)

println(DASHES)
println("1@. Delete the ECR Repository.")
println(
If the repository isn't empty, you must either delete the contents of the
repository
or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents
on your behalf.

""" otrimIndent(),
)
println("Would you like to delete the Amazon ECR Repository? (y/n)")
val delAns = scanner.nextLine().trim { it <= ' ' }

if (delAns.equals("y", ignoreCase = true)) {
println("You selected to delete the AWS ECR resources.")
waitForInputToContinue(scanner)
ecrActions.deleteECRRepository(repoName)

println(DASHES)
println("This concludes the Amazon ECR SDK scenario")
println(DASHES)

private fun waitForInputToContinue(scanner: Scanner) {
while (true) {
println("")
println("Enter 'c' followed by <ENTER> to continue:")
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("c", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else {

// Handle invalid input.
println("Invalid input. Please try again.")
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
com.
com.
com.
com.
com.

sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.

kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
github.dockerjava.
github.dockerjava.
github.dockerjava
github.dockerjava.
github.dockerjava.

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

java.io.IOException
java.util.Baseb64

class ECRActions {
private var dockerClient: DockerClient? = null

ecr.
ecr.
ecr.
ecr.

ecr

ecr.
ecr.
.model.
ecr.

ecr

ecr.

ecr

EcrClient

model.
model.
model.
.model.
model.
model.

model.
model.
.model.

CreateRepositoryRequest
DeleteRepositoryRequest
DescribeImagesRequest
DescribeRepositoriesRequest
EcrException
GetRepositoryPolicyRequest
ImageIdentifier
RepositoryAlreadyExistsException
SetRepositoryPolicyRequest
StartLifecyclePolicyPreviewRequest

api.DockerClient
api.command.DockerCmdExecFactory
.api.model.AuthConfig
core.DockerClientBuilder
netty.NettyDockerCmdExecFactory

private fun getDockerClient(): DockerClient? {

val osName = System.getProperty("os.name")

if (osName.startsWith("Windows")) {

// Make sure Docker Desktop is running.

val dockerHost = "tcp://localhost:2375" // Use the Docker Desktop
default port.
val dockerCmdExecFactory: DockerCmdExecFactory =

NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout (20000)
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build()

TREEANTNEE

API fR7s 2015-09-21 305



Amazon ECR AriEE

return dockerClient

/**
* Sets the lifecycle policy for the specified repository.
*
* @param repoName the name of the repository for which to set the lifecycle
policy.
*/
suspend fun setLifeCyclePolicy(repoName: String): String? {
val polText =

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
""" otrimIndent()

val lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest {
lifecyclePolicyText = polText
repositoryName = repoName

// Execute the request asynchronously.
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest)
return response.lifecyclePolicyText
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* Retrieves the repository URI for the specified repository name.

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {

return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")
return ""
}
}
}
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->

// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
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/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText

/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version":"2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
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"Effect" : "Allow",
"Principal” : {

"AWS" : "$iamRole"
1,

"Action" : "ecr:BatchGetImage"

31

"t otrimIndent()
val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.
* @throws RepositoryAlreadyExistsException if the repository exists.
* @throws EcrException if an error occurs while creating the
repository.
*/
suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
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response.repository?.repositoryArn
}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null

suspend fun getRepoARN(repoName: String): String? {

// Fetch the existing repository's ARN.

val describeRequest =
DescribeRepositoriesRequest {

repositoryNames = listOf(repoName)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeResponse =

ecrClient.describeRepositories(describeRequest)

return describeResponse.repositories?.get(0)?.repositoryArn

fun listlLocalImages(): Boolean = try {
val images = getDockerClient()?.listImagesCmd()?.exec()
images?.any { image ->
image.repoTags?.any { tag -> tag.startsWith("echo-text") } ?: false
} ?: false
} catch (ex: Exception) {
println("ERROR: ${ex.messagel}")
false

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
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imageName: String,

) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUri}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}
println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
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*

* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

/**
* Deletes an ECR (Elastic Container Registry) repository.
*

* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
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val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

// Return an AuthConfig.
private suspend fun getAuthConfig(repoName: String): AuthConfig {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
val decodedToken = String(Baseb4.getDecoder().decode(token))
val password = decodedToken.substring(4)

val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val descrRepoResponse = ecrClient.describeRepositories(request)
val repoData = descrRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
val registryURL: String =
repoData?.repositoryUri?.split("/")?.get(@) 2: ""

return AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL)
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- BXx API FHAEE |, 52 (AWS SDK for Kotlin APl Reference) AR T EH,

» CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy

+ StartLifecyclePolicyPreview

Python

EATF Python #9 SDK ( Boto3 )

® Note
EBEZMXFER GitHub,  AWS KIS ROIFMHEEREXRTERRH , THNARTR
BEMETT,

A TRAMPETREA TR

class ECRGettingStarted:

A scenario that demonstrates how to use Boto3 to perform basic operations
using

Amazon ECR.

def __init_ (
self,
ecr_wrapper: ECRWrapper,
docker_client: docker.DockerClient,

self.ecr_wrapper = ecr_wrapper
self.docker_client = docker_client
self.tag = "echo-text"
self.repository_name = "ecr-basics"
THRERINAE API fR7ZS 2015-09-21 314



https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/ecr#code-examples

Amazon ECR AriEE

self.docker_image = None
self.full_tag_name = None
self.repository = None

def run(self, role_arn: str) -> None:

Runs the scenario.

print(
The Amazon Elastic Container Registry (ECR) is a fully-managed Docker container
registry

service provided by AWS. It allows developers and organizations to securely
store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images throughout
their lifecycle,

from building and testing to production deployment.

The “ECRWrapper' class is a wrapper for the Boto3 'ecr' client. The 'ecr' client
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows developers to
automate the storage, retrieval, and management of container images as part of
their application

deployment pipelines. With ECR, teams can focus on building and deploying their
applications without having to worry about the underlying infrastructure required
to

host and manage a container registry.

This scenario walks you through how to perform key operations for this service.
Let's get started...

)
press_enter_to_continue()
print_dashes()
print(
Frmn
* Create an ECR repository.

An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it easy
to store, manage, and deploy Docker container images.

)

print(f"Creating a repository named {self.repository_namel}")
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self.repository =
self.ecr_wrapper.create_repository(self.repository_name)

print(f"The ARN of the ECR repository is
{self.repository['repositoryArn']}")

repository_uri = self.repository["repositoryUri"]

press_enter_to_continue()

print_dashes()

print(
.FIIIIII
* Build a Docker image.

Create a local Docker image if it does not already exist.
A Python Docker client is used to execute Docker commands.
You must have Docker installed and running.

)

print(f"Building a docker image from 'docker_files/Dockerfile'")

self.full_tag_name = f"{repository_uri}:{self.tag}"

self.docker_image = self.docker_client.images.build(
path="docker_files", tag=self.full_tag_name

)[0]

print(f"Docker image {self.full_tag_name} successfully built.")

press_enter_to_continue()

print_dashes()

if role_arn is None:
print(
* Because an IAM role ARN was not provided, a role policy will not be set for
this repository.

)
else:
print(

* Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function is

crucial for maintaining
the security and integrity of your container images. The repository policy allows

you to
define specific rules and restrictions for accessing and managing the images

stored within your ECR

TRRELZAINEE API fR7 2015-09-21 316



Amazon ECR AriEE

repository.

self.grant_role_download_access(role_arn)

print(f"Download access granted to the IAM role ARN {role_arn}")
press_enter_to_continue()

print_dashes()

print(

* Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

)

policy_text =
self.ecr_wrapper.get_repository_policy(self.repository_name)

print("Policy Text:")

print(f"{policy_text}")

press_enter_to_continue()

print_dashes()

print(

* Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the Amazon

ECR registry.
The ‘get_authorization_token™ method of the ‘ecr’ client is responsible for

securely accessing

and interacting with an Amazon ECR repository. This operation is responsible for
obtaining a

valid authorization token, which is required to authenticate your requests to the

ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

)

authorization_token = self.ecr_wrapper.get_authorization_token()
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print("Authorization token retrieved.")
press_enter_to_continue()
print_dashes()

print(

* Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to deploy a
container image to

a container orchestration platform like Amazon Elastic Kubernetes Service (EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full image
URI,

which includes the ECR repository URI. This allows the container runtime to pull
the

correct container image from the ECR repository.

)

repository_descriptions = self.ecr_wrapper.describe_repositories(
[self.repository_name]

)

repository_uri = repository_descriptions[@]["repositoryUri"]

print(f"Repository URI found: {repository_uri}")

press_enter_to_continue()

print_dashes()

print(

* Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images stored
in your ECR repositories.

These policies allow you to automatically remove old or unused Docker images from
your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the container
registry

by automatically removing older and potentially unused images, ensuring that the
storage is optimized and the registry remains up-to-date.

)

press_enter_to_continue()
self.put_expiration_policy()
print(f"An expiration policy was added to the repository.")
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print_dashes()

print(

* Push a docker image to the Amazon ECR Repository.

The Docker client uses the authorization token is used to authenticate the when
pushing the image to the
ECR repository.

)

decoded_authorization =
base64.b64decode(authorization_token).decode("utf-8")
username, password = decoded_authorization.split(":")

resp = self.docker_client.api.push(
repository=repository_uri,
auth_config={"username": username, "password": password},
tag=self.tag,
stream=True,
decode=True,

for line in resp:
print(line)

print_dashes()

print("* Verify if the image is in the ECR Repository.")
image_descriptions = self.ecr_wrapper.describe_images(
self.repository_name, [self.tag]
)
if len(image_descriptions) > 0:
print("Image found in ECR Repository.")
else:
print("Image not found in ECR Repository.")
press_enter_to_continue()
print_dashes()

print(
"* As an optional step, you can interact with the image in Amazon ECR
by using the CLI."

)
if g.ask(
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"Would you like to view instructions on how to use the CLI to run the

image? (y/n)",
g.is_yesno,

print(
Frmn
1. Authenticate with ECR - Before you can pull the image from Amazon ECR, you
need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --username AWS
--password-stdin {repository_uri.split("/")[0]}

2. Describe the image using this command:

aws ecr describe-images --repository-name {self.repository_name} --image-ids
imageTag={self.tag}

3. Run the Docker container and view the output using this command:

docker run --rm {self.full_tag_name}

self.cleanup(Tzrue)

def cleanup(self, ask: bool):
Deletes the resources created in this scenario.
:param ask: If True, prompts the user to confirm before deleting the
resources.
if self.repository is not None and (
not ask
or q.ask(
f"Would you like to delete the ECR repository
'{self.repository_name}? (y/n) "
)

print(f"Deleting the ECR repository '{self.repository_name}'.")
self.ecr_wrapper.delete_repository(self.repository_name)

if self.full_tag_name is not None and (
not ask
or q.ask(
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f"Would you like to delete the local Docker image
'{self.full_tag_name}? (y/n) "
)

print(f"Deleting the docker image '{self.full_tag_name}'.")
self.docker_client.images.remove(self.full_tag_name)

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version":"2012-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

1,

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
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"countNumber": 14,

iy

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

if __name__ == "__main__":
parser = argparse.ArgumentParser(
description="Run Amazon ECR getting started scenario."
)
parser.add_argument(
"--iam-role-arn",
type=str,
default=None,
help="an optional IAM role ARN that will be granted access to download
images from a repository.",
required=False,

)
parser.add_argument(

"--no-art",

action="store_true",

help="accessibility setting that suppresses art in the console output.",
)

args = parser.parse_args()
no_art = args.no_art
iam_role_arn = args.iam_role_azrn
demo = None
a_docker_client = None
try:
a_docker_client = docker.from_env()
if not a_docker_client.ping():
raise docker.errors.DockerException("Docker is not running.")
except docker.errors.DockerException as err:
logging.error(
The Python Docker client could not be created.
Do you have Docker installed and running?
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Here is the error message:
[J
%S

mmn
’

err,
)
sys.exit("Error with Docker.")
try:
an_ecr_wrapper = ECRWrapper.from_client()
demo = ECRGettingStarted(an_ecr_wrapper, a_docker_client)
demo.run(iam_role_arn)

except Exception as exception:
logging.exception("Something went wrong with the demo!")
if demo is not None:
demo.cleanup(False)

ECRWrapper £ % Amazon ECR ##1ER K,

class ECRWrapper:
def __init__ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
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try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.errox(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.
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:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.
raise

, repository_name)

else:
logger.errox(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
raise

else:
logger.error(
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def

"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.error(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],

)

raise
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def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")
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image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.errox(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

« BX API#4ER , E5H (AWS SDK for Python (Boto3) API Reference) FHEJLL TR ER,

» CreateRepository

» DeleteRepository

* Describelmages

» DescribeRepositories

» GetAuthorizationToken

* GetRepositoryPolicy

+ SetRepositoryPolicy

+ StartLifecyclePolicyPreview
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AWS [FH, AETTEBEEXATNEBLLRAEXLRR SDK lRAMIFAER,
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LUTRBREERT AERRITEAN Amazon ECR ##/E, AWS SDKsENRAEIEAE —MNMERMEE
## GitHub , B EEFRIEXRREMNETRBAHE,
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+ DeleteRepository5 AWS SDK 5, CLI Bi&

+ Describelmages5 AWS SDK = CLI B2 &1

+ DescribeRepositories5 AWS SDK = CLI #it & F

* GetAuthorizationToken5 AWS SDK = CLI Bi & &

+ GetRepositoryPolicy 5 AWS SDK = CLI & & £ F

+ Listimages5 AWS SDK = CLI EB2& £

« 5 AWS SDK PushimageCmd & & i F

+ PutLifeCyclePolicy S AWS SDK = CLI Bi& 1

+ SetRepositoryPolicy 5 AWS SDK = CLI & & & F

» StartLifecyclePolicyPreview5 AWS SDK = CLI #@& £

CreateRepository5S AWS SDK = CLI B2 & H
TR RHIERIN{AIER CreateRepository,

BERFIRAEEFNRBRER , XTAELTXHZET, EUTREBREG | BAUUEFHRENLET
X:

- THREARTNEE

CLI
AWS CLI
R Rl E
BT create-repository REIFEKFRINVEMRPHEEREZ RN IRFME.

aws ecr create-repository \
--repository-name project-a/sample-repo

7l o

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
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"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo"

}

BEXREZER , 52K (Amazon ECR AFiER) hMEIEEME,
w2 BIEEE T RERE N E NI E
BAR create-repository ROIFEKFWERIAIMERPUEEHREFE T T ENIFMEE,

aws ecr create-repository \
--repositoxry-name project-a/sample-repo \
--image-tag-mutability IMMUTABLE

i

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageTagMutability": "IMMUTABLE"

BXEZEER , 20 (Amazon ECR AF#Em) FHBREIREAEM,
=3 IZERERHEEN FiEFE

LU create-repository REMFIEMK - B9 BRIAE MR b 6 B E & H EBRGHEE P T IRER
B FEE.

aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-scanning-configuration scanOnPush=true

M

"repository": {
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"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageScanningConfiguration": {
"scanOnPush": true

BEXEZELR | E2H (Amazon ECR BAF#Em) HHIBGE,
« BX API HiFES |, S AWS CLI s S5 Z CreateRepository Y,

Java

ERAT Java B9 SDK 2.x

(® Note
EREZHRIEL GitHub,  AWS KB REIEEEFERTERA , THROFZHITIR
EMIZTT.
/**

* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.

*

* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
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.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,
moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();
return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);

« BX API SR |, 519 AWS SDK for Java 2.x APl 22 CreateRepository F #J,
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Kotlin

FE AT Kotlin 9 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
/**

* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.

*

* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws RepositoryAlreadyExistsException if the repository exists.

* @throws EcrException if an error occurs while creating the
repository.

*/

suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
response.repository?.repositoryArn

}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null
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- BX API Hi#EE , iS5 ¥i&EH CreateRepositoryF K otlin BIAWS SDK APl $&,

Python

& AT Python #9 SDK ( Boto3 )

® Note
EBEZMXFER GitHubo  AWS KIS ROIFMHEEREXRFERRH , THMARTR
BHIZETT.

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
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print(f"Repository {repository_name} already exists.")

response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]

)

return self.describe_repositories([repository_name])[0]

else:

logger.error(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

« BXx API BN 4E R , S 95&E A CreateRepositoryF Python BJAWS SDK (Boto3) APl &
Z,

BX SAWS DK F R EBIERMMRBRIINTEIER |, HESRE Amazon ECR S84HF AT EGEE
AWS FfH, RETEIEERANTNEE LR EXEEH SDK AW IEMAEE,

DeleteRepository5S AWS SDK = CLI B2&EH
TR RBRHGVERIM{AIEEA DeleteRepository,

BERFIRAEEFNRBRER , XTAELTXHZET, EUTREBREG | BUUEFLHRENLET
X

- THREXINEE

CLI
AWS CLI
1B BR 17 6 R

LAR delete-repository Rflan &R HIMRIK~ BRINVEMERPIEENFHEE. WRFHE
DEWE , MFEE --force #r&o

aws ecr delete-repository \
--repository-name ubuntu \
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--force

w
{
"repository": {
"registryId": "123456789012",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/ubuntu"
}
}

EXEZER , 2% (Amazon ECR AF#8m) HHIMIBREM®E.
- BXx API HiFMER , iIHSFIAWS CLI s 53 #&DeleteRepository i,

Java

EA T Java B9 SDK 2.x

(® Note
EHEZHKREER GitHub, £ AWS KB REIEEEFERTERE , THROFZHTIR
BMIZ{T.
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}
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DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
1)

// Wait for the CompletableFuture to complete
response.join();

« BX API HiEELR | 59 AWS SDK for Java 2.x APl $#DeleteRepository F#,

Kotlin

FEAT Kotlin 8 SDK

® Note
EBEZMXFER GitHub,  AWS KIS RHIFMHEREXRTERRH , THNARTR
BMIZE1T.
/**
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* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
}

val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

« BX API iF4EL |, 12 95&EADeleteRepositoryF K otlin BHAWS SDK APl £,

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
EHEZHKRIEL GitHub, £ AWS KB ROIEEEFERTERA , THROFZHTIR
BEMIZTT.

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

« BX API Hi¥E LR |, 25 195&E A DeleteRepositoryF Python BIAWS SDK (Boto3) APl &
£,

B S AWS DK F A Efm MR RGN TEYIXK , FSN Amazon ECR ER#F AT ETERE
AWS [, AETTEBEEXATNEBLLRAEXELRR SDK lRAMIFHAER,

DescribeImages5 AWS SDK = CLI &
LT RBRAVERIAMER DescribeImages,

BERIRAKEEFNREBRER , XA L TXHFIET. EUTRERFG  BUUEFLKRENLET
X :
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- THREXINEE

CLI

AWS CLI
B R FE P Y ER R

LA describe-images RHIEREBGIRZE v1.13.6 M cluster-autoscaler FEEHE
MNRGH X FEAE S

aws ecr describe-images \
--repository-name cluster-autoscaler \
--image-ids imageTag=v1.13.6

M
{
"imageDetails": [
{
"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"imageDigest":

"sha256:4al1c6567c38904384ebcb64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTags": [
"v1.13.6"
1,
"imageSizelInBytes": 48318255,
"imagePushedAt": 1565128275.0

- BXx APl HiFMER , iIHSAWS CLI ts 52 #&Describelmages P,
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Java

FEATF Java By SDK 2.x

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
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}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {

System.out.println("Image is present in the repository.");
} else {

System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

- BX API HiFMEER , B3 AWS SDK for Java 2.x APl $Z DescribelmagesH Y,

Kotlin

FEAT Kotlin B SDK

® Note
EBEZHXER GitHub,  AWS KIS RHIFMHEEPEXRTERRH , THNARTR
BHIZETT.
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }
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val imageld =
Imageldentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describelImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

« X API HiFEMEER |, S HEMDescribelmagesT K otlin BWAWS SDK APl &%,

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
EHEZHKRIEL GitHub, £ AWS KB ROIEEEFERTERA , THROFZHTIR
BEMIZTT.

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")

image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.error(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

- BXx APl BiFMER , iHS05&EMDescribelmagesF Python BIAWS SDK (Boto3) APl &
£,
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Bx S AWS DK FF A EfmMRE REINTEYIXK , FSN Amazon ECR ER#F AT EIERE
AWS [, AETTEBFEEXATNEBLLREXELRH SDK IRAMIFMAER,

DescribeRepositories5 AWS SDK = CLI Bt &
TR RIBROVERM{ASE R DescribeRepositories,

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | BUUEFHRENLET
X :

- THREAXTNEE

CLI
AWS CLI
R EM R R F 6
e TR BIRFER I P BRUAEA R PRV R

5p
Gl

aws ecr describe-repositories

i
{
"repositories": [
{
"registryId": "012345678910",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/
ubuntu"
},
{
"registryId": "012345678910",
"repositoryName": "test",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/test"
}
]
}
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« BX APl HFAER |, iBHSIIAWS CLI i3S 3£ DescribeRepositories 1 #,

Java

FEATF Java By SDK 2.x

® Note
REEZHXEE GitHub, 7 AWS KRB ROIFEERERTERG , THMABITIR
EMIZE1T,
/**

* Retrieves the repository URI for the specified repository name.
*
* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
* @throws EcrException if there is an error retrieving the repository
information.
* @throws CompletionException if the asynchronous operation completes
exceptionally.
*/
public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(0).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}

1)

response.join();

« BX API HiFMEER , B3 AWS SDK for Java 2.x APl $#DescribeRepositories F Y o

Kotlin

ERAT Kotlin B SDK

(® Note
EHEZHRIEL GitHub,  AWS KB ROIFEEFERTERA , THRNFZHTR
BEMIZTT.
/**

* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
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* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {
return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")

return

« BX APl HFER |, iHSU5EADescribeRepositories F K otlin BJAWS SDK APl &%,

Python

& AT Python #9 SDK ( Boto3 )

® Note
EBEZMXER GitHub,  AWS KIBRHIFMHEEREXRTERRH , THOARTR
BMIZE1T.

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.errox(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],
)

raise

- BX API iF4E LR , 3 95&E A DescribeRepositories T Python BJAWS SDK (Boto3) API
B,
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Rust

FEAT Rust B SDK

@ Note
EHEEZMKREL GitHub, £ AWS KB ROIFMEEFEKRTERA , THNARHITIR
BEMIZ{T.

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(),
aws_sdk_ecr: :Error> {
let rsp = client.describe_repositories().send().await?;

let repos = rsp.repositories();

println!("Found {} repositories:", repos.len());

for repo in repos {
println!(" ARN: {3}", repo.repository_arn().unwrap());
println!(" Name: {}", repo.repository_name().unwrap());

}

0k(())

« BX API HNi¥MEER , B3 EMDescribeRepositories T Rust BIAWS SDK API %,

BXx S AWS DK FF A EfmMRE RGN TESIXK , FSN Amazon ECR ER#F AT ETERE
AWS [FH, AEXTRDFEEXATNEELURE LM SDK AW IFHAES,

GetAuthorizationToken5 AWS SDK =% CLI B2 & fEH
AT R REERNMAIFER GetAuthorizationToken,

BERIRKEEFNAREBRER , MAE L TXHFIET. EUTRERFG  BUUEFLKRENLET
X :

- THREARTNEE
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CLI
AWS CLI
EREBEIAEM RTINS
LA get-authorization-token RIS AIREBRIAEM R AR T,
aws ecr get-authorization-token
i
{
"authorizationData": [
{
"authorizationToken": "QVdTOkN...",
"expiresAt": 1448875853.241,
"proxyEndpoint": "https://123456789012.dkr.ecr.us-
west-2.amazonaws.com"
}
]
}
« X API NFAEER |, FSHEAWS CLI 555 Z GetAuthorizationTokenF #Y,
Java

FEATF Java By SDK 2.x

@ Note

EREZHKEER GitHub, £ AWS KB REIFREFERTERG , THMMAHEITIR
BF/Z1T.

/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.
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* If the operation is successful, the method prints the token to the
console.
* If an exception occurs, the method handles the exception and prints the

€Irror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(0);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

. BX API WiFHEER , B3 AWS SDK for Java 2.x APl & GetAuthorizationToken® 8,
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Kotlin

FE AT Kotlin 9 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR

—

BEMIZ1T.

/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")

« BXx APl WiFHEER |, F35HEAGetAuthorizationTokenF K otlin BIAWS SDK API $#,

Python

AT Python # SDK ( Boto3 )

(® Note
EHEZHRIEL GitHub,  AWS KB REIEEEFERTERA , THRNFZHTIR
EMIZTT.
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class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.errox(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

- B APl WiFME R , iBS &M GetAuthorizationTokenF Python BJAWS SDK (Boto3)
APl &,

BX SAWS DK FREEEMNRBRONTESIXK , 555 Amazon ECR EHRAFATESES
AWS A, REBEIIEEXANERUARBEXRERH SDK AN FHAE L.
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GetRepositoryPolicy5 AWS SDK = CLI &4 £

LTFRBROERMAFER GetRepositoryPolicy.,

BERFIRAEEFNREER , XA L TXHFIET. EUTRERGG | BUUEFLRENLET
X

- THREXRINEE

CLI

AWS CLI
BERRATFREENTFEERRE

LAF get-repository-policy RHIER cluster-autoscaler 74 FEH 176 ERBEAI4E
RFMES,

aws ecr get-repository-policy \
--repository-name cluster-autoscaler

i

"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

« BX API HIFER |, BHSFAWS CLI 6353 # GetRepositoryPolicy F #
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Java

FEATF Java By SDK 2.x

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
/**

* Gets the repository policy for the specified repository.

* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);
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1)

GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;

- BX APIHiFMEER , 5 AWS SDK for Java 2.x APl 2 GetRepositoryPolicy P #

Kotlin

& AT Kotlin B SDK

(@ Note

EREZHKEER GitHub, £ AWS KB REIFREFERTERG , THMMAHEITR
BEFMZ1T.

/**
* Gets the repository policy for the specified repository.

*

* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {

require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText
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- BXx API liFME R , S U5&E A GetRepositoryPolicy T K otlin BJAWS SDK APl 2%,

Python

& AT Python #9 SDK ( Boto3 )

® Note
EBEZMXFER GitHub, # AWS KIBROIFMHEEREXRTERRH , THNARTR
BMIZETT.

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)

return response["policyText"]
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except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":

logger.error("Repository does not exist. %s.", repository_name)
raise

else:
logger.error(

"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

- BX API iF4ELR , 15 13& A GetRepositoryPolicy F Python #IAWS SDK (Boto3) API
2&,

HX S AWS DK F R EIREMABRGINTRIIK , S FE Amazon ECR ERHAHFATEGES
AWS R, AFBEBEAXRANNERUREXRLIHN SDK RAHFMEL

ListImages5 AWS SDK = CLI B4 M
DTFRERGVERIAEA ListImages,
CLI

AWS CLI

3 H T i R R

BAF list-images RHIfFE R cluster-autoscaler ZiERBRGYIE,

aws ecr list-images \
--repository-name cluster-autoscaler

7l o

"imagelIds": [
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"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.8"
},
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.7"
I
{
"imageDigest":
"sha256:4al1c6567c38904384ebcb64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTag": "v1.13.6"

- BXAPIHEHAEE , HSHAWS CLI s 5 ZEListimagesH .

Rust

FEAT Rust B9 SDK

® Note
EBEZHXER GitHub,  AWS KIS RHIFMHEERERTERRH , THNARTR
BHIZETT.

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
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println!("found {} images", images.len());

for image in images {
println!(
"image: {}:{1}",
image.image_tag().unwrap(),
image.image_digest().unwrap()
);
}

ok(())

- BX API HEHAELS , HSEERListimagesF Rust BIAWS SDK API $&,

AKX S AWS DK FF R EEEMMNRBRANTESIX , SRR Amazon ECR ERHFAATESERS
AWS A, ZEFBEISEBERANNERARBXRERNHN SDK AN FHAE R

5 AWS SDK PushImageCmd B &
DTFRBROVERMASER PushImageCmd,
Java

SERAT Java B9 SDK 2.x

(@ Note
EHEZHKREER GitHub, £ AWS KB REIFEEFERTERA , THROFZHTIR
BMIZIT.
/**

* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.

*

* @param repoName the name of the ECR repository to push the image to.

* @param imageName the name of the Docker image.

*/

public void pushDockerImage(String repoName, String imageName) {
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RAriEmE

System.out.println("Pushing " + imageName + " to Amazon ECR will take a

few seconds.");
CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
String token =
response.authorizationData().get(Q@).authorizationToken();
String decodedToken = new
String(Base64.getDecoder().decode(token));
String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse

getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->

r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[0@];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);

return authConfig;

b
.thenCompose(authConfig -> {

DescribeRepositoriesResponse descrRepoResponse

getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->

r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",

repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-

text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to

ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}

return CompletableFuture.completedFuture(authConfig);
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1)

authResponseFuture.join();

- BXx API HiFME R , 539 AWS SDK for Java 2.x APl 22ZPushimageCmd#H #Y,

Kotlin

& AT Kotlin B SDK

(® Note

EBEZMEREE GitHub, £ AWS REBRHIF i EFEFRERTER , T7HMMHITIR
BEMZ1T.

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
imageName: String,
) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = 1istOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
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describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUril}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)
}

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}

println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

}

- BXx APl HiFMER , S FEMAPushimageCmd¥F K otlin BWAWS SDK API %,

BXx S AWS DK F A Efm MR RGN TEYIXK , FSN Amazon ECR ER#F AT ETERE
AWS [, AEXTRDFEEXATNEELURE LM SDK AN IFEHAES,

PutLifeCyclePolicy5 AWS SDK = CLI B4 M

LTFRERGERMAEER PutLifeCyclePolicy,
CLI

AWS CLI

4 on B R SR B
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BAF put-lifecycle-policy RHIFKFHERINEMRPWIEERMELNRE G EHIKE,

aws ecr put-lifecycle-policy \
--repository-name '"project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json AR :

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}
i
{
"registryId": "<aws_account_id>",
"repositoryName": "project-a/amazon-ecs-sample",

"lifecyclePolicyText": "{\"rules\":[{\"rulePriority\":1,\"description\":
\"Expire images older than 14 days\",\"selection\":{\"tagStatus\":\"untagged\",
\"countType\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},
\"action\":{\"type\":\"expire\"}}]1}"

}

BXEZER , 521 (Amazon ECR AF{ERE) DM LG EHER,
« BX API HiF4ES |, S HAWS CLI fs S 3 ZPutLifeCyclePolicy i
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Python

& AT Python #9 SDK ( Boto3 )

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
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logger.error(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

RBEIH B BB HY R

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",

"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 14,

.

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

- BX APl HiFHER , iHSEMAPutLifeCyclePolicy T Python BIAWS SDK (Boto3) APl 2
£,

AKX S AWS DK F R EEEMNRBRANTESIXK , SR Amazon ECR EHRHFATESERS
AWS £/, AEBESEAXRAHERURBRTHHN SDK RAERFHEE.
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SetRepositoryPolicy5 AWS SDK = CLI B4 £

DR REROVERMASER SetRepositoryPolicy,

BERIRAEEFNRERER , XA L TXHFIET. EUTRERFG  BUUEFLHRENLET
X :

- THREXRINEE

CLI
AWS CLI
BENFEERE T E R

LN set-repository-policy REINXHFRBENFMEEREMMNE cluster-
autoscaler FfEFE,

aws ecr set-repository-policy \
--repository-name cluster-autoscaler \
--policy-text file://my-policy.json

my-policy.json AR :

{
"Version":"2012-10-17",
"Statement" : [
{

"Sid" : "allow public pull",

"Effect" : "Allow",

"Principal" : "*",

"Action" : [
"ecr:BatchChecklLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

]

}
]
}
B
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"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

- BX API HiF4ESR , S AWS CLI fi 5 E SetRepositoryPolicy F Y,

Java

EATF Java B9 SDK 2.x

® Note
EBEEZHERER GitHub, £ AWS KB RHIFEEFERTEERE , T HMMARITIR
BHMIZE{T.
/**

* Sets the repository policy for the specified ECR repository.

*

* @param repoName the name of the ECR repository.

* @param iamRole the IAM role to be granted access to the repository.

* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the
‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal
to retrieve Docker images from the ECR repository.
*/
String policyDocumentTemplate = """

{
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"Version":"2012-10-17",
"Statement" : [ {

"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" i "%s"
},
"Action" : "ecr:BatchGetImage"
11
}

[TRTRIEN
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);

1)

response.join();

- HX API HiFMEER , S AWS SDK for Java 2.x APl $# SetRepositoryPolicy F i
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Kotlin

FE AT Kotlin 9 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
/**

* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version":"2012-10-17",
"Statement" : [ {

"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" : "$iamRole"
.
"Action" : "ecr:BatchGetImage"
11
}
"t otrimIndent()

val setRepositoryPolicyRequest =

SetRepositoryPolicyRequest {

repositoryName = repoName
policyText = policyDocumentTemplate
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EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

- BXx API liFM{E R , S U&EMA SetRepositoryPolicy F K otlin BJAWS SDK APl 2%,

Python

& AT Python #9 SDK ( Boto3 )

® Note
EBEZHXFER GitHub,  AWS KIS RHIFMHEEREXRTERRH , THOARTR
BHIZETT.

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.
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:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
raise
else:
logger.error(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

[ IAM B8 & T T 15 RRRN R

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version":"2012-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}
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}

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

)

- BX API iFHEER , ¥ 5& A SetRepositoryPolicy F Python BIAWS SDK (Boto3) API
B,

AR S AWS DK FF R EREEMAB ROINTRIIK , §SHE Amazon ECR ERHAF AT ESERE
AWS A, REBEIEBERANNERARBXRERH SDK AN FHAE R

StartLifecyclePolicyPreview5S AWS SDK = CLI Bt &£/
TR REERINAER StartLifecyclePolicyPreviews

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | BUUEFHRENLET
X

- THREARINEE

CLI
AWS CLI
E O oy B KRR T

BAF start-lifecycle-policy-preview RHIBIE T HIEEFMEMN JSON XHE WL
B H R T .

aws ecr start-lifecycle-policy-preview \
--repository-name 'project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json WAEA :

"rules": [
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"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {

"tagStatus": "untagged",

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
L7l e
{
"registryId": "012345678910",
"repositoryName": "project-a/amazon-ecs-sample",
"lifecyclePolicyText": "{\n \"rules\": [\n {\n
\"rulePriority\": 1,\n \"description\": \"Expire images older than 14
days\",\n \"selection\": {\n \"tagStatus\": \"untagged
\",\n \"countType\": \"sinceImagePushed\",\n
\"countUnit\": \"days\",\n \"countNumber\": 14\n },\n
\"action\": {\n \"type\": \"expire\"\n J\n
N\n I\n}\n",
"status": "IN_PROGRESS"
}

- BX API HiF4ELR |, S AWS CLI a5 53 Z StartLifecyclePolicyPreview 1 i,

Java

EA T Java B9 SDK 2.x

® Note
EREZHXER GitHub, # AWS KIBRHIFMHEEREXRTERRH , THNARTR
BHIZETT.
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/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();
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- BX API HiFMEER , S AWS SDK for Java 2.x APl $2 StartLifecyclePolicyPreview
Mo

Kotlin

EAT Kotlin By SDK

(@ Note
BB EZMEXER GitHub, £ AWS RIEE Rl FEERERTERG , 7 HNAHITIR
BENE1T.
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)
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}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

}
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Z

AKX S AWS DK F R EEEMNRBRAMNTESIXK , SR Amazon ECR ERHFATERERS
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» M Amazon ECR REVE&AT , HI4E1% : “Filesystem Layer Verification Failed” (X R 4 o B R E
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o HEIEBFMEREI HTTP 403 £51% 3 “no basic auth credentials”((% 8 Bt 30 UE EF) 51%

Docker BE B ETHMN B IRER

EFREIR T Docker X RIE |, B AELBHENEF LZ1TH Docker SFH#EF HFF/F Docker
RWidm . WREFEHAM Amazon ECS A283E6I1 E# Amazon ECR HiREXH R & , MIEZS ]
Amazon Elastic Container Service Developer Guide F#J Configuring verbose output from the Docker
daemon,

M Amazon ECR FEFEREE S , HIEEIR © “Filesystem Verification
Failed” (X RS k) 5“404: Image Not Found”(404 : T EIER)

£ Docker 1.9 RE S MAH A docker pull i M Amazon ECR Z g FEIREVE &R , ATaE 24
ix Filesystem verification failed. MRFEAMRE 1.9 ZATH Docker R , I 7T B I 45 1R
4Q@4: Image not found.
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X F FEBERT I HTTP 403 451X “no basic auth credentials”(3% & &
RWIEEE) iR

At , EIEREMEMR HTTP 403 (Forbidden) @SB INE Docker & 45IE , thAJBESM no
basic auth credentials 3% docker push @Y Z docker pull £5ix & 1% H & aws ecr get-
login-password, LA T 2LtEEHN—LEHMMER :
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BRBLXENNRRKETNFRE, BXESZER , H2 W Amazon ECR HHFAE 7 EER MK,
BHTEEIEH,

X FEA GetAuthorizationToken BERE T , MIARNSEERE RN 12 i,
wincred FiFEEEEF IR

R & AHE AT Windows BY Docker A& A wincred WEIEEESR , (BT A EFRLE
aws ecr get-login-password £ X # Docker B xZ o+ ( BXEZEL , BSHNEHALEEM®E
CredsStore kM ) . ATLLUEITHENMHEM Docker BFZmT , EUNRERHEERENER |, XL
BEEKM, BEXMERNAZER , I TFM https:// #HHH Docker EFmw , BBREFME
S HH aws ecr get-login-password H R, M TAIRAR® HTTPS J5RM Docker BERWH R
il

docker login -u AWS -p <password> <aws_account_id>.dkx.ecr.<region>.amazonaws.com
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AIBEM B R E BRI T,
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HTTP 429 : i§3K3d %5} ThrottleException

B ge e M— N Z /N Amazon ECR #Ek API BAWE| 429: Too Many Requests £HiRZ}
ThrottleException #ix. XRTFHTEEERNBINES A Amazon ECR RN LIFET R
EHEREZRE. ENMNAFRE—BRNEAN , BRAENRET SNBSS EREN , REr-£R
#llo

Amazon ECR &8 APl R{EHE — NS 2 HEXMERRS|, B0 , GetAuthorizationToken
BRENREINER 20 NES (TPS), AFEIE 200 TPS HWRIE, EHIMXE , S KA SKE —
NA[1F# 2% 200 & GetAuthorizationToken DM E#TE, XLER DS 20 SAERE 4
7. MEEBWEMEE 200 K5, MAKIMEH 200 4 GetAuthorizationToken APl EFH (¥
HZ—1), RELRBMLEIFEY 20 NESK, HX Amazon ECRAPI RERHEHNEZER , F5H
Amazon ECR RSBl

BELBRHER  BERBIEREEEBRERRK. BXEZEL , i85 AWS SDKs and Tools
Reference Guide H#J Retry behavior, 5 —fiEERERRESERRES , BRI AEARSEIIZESE
RITHIRIE, BXEZER , BSH, £ AWS EBEHAPEEEMN Amazon ECR REELET

HTTP 403 : “User [arn] is not authorized to perform [operation]’(F /= [arn]
SR B AT [operation] BIRLER)

=18 Amazon ECR HU{T#RERT , B RESKRBILTF4ER

$ aws ecr get-login-password
A client error (AccessDeniedException) occurred when calling the GetAuthorizationToken
operation:
User: arn:aws:iam::account-number:user/username is not authorized to perform:
ecr:GetAuthorizationToken on resource: *

XRRENAFREIREBEMA Amazon ECR IR , REFXLENRRREF EHH, LEREX Amazon
ECR TR , BRIERBERTFAFFRIZEMENNR, HXLIEMEIE Amazon ECR R
E2ELR , B3 &A T Amazon Elastic Container Registry # Identity and Access Management.
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- BWINEREHEHANR AWS CLIMRA 2 , UREWRS EBF AWS CLI ARAS 1 B9 RAR, A%
BEZEE , BEHTEDREH AWS CLI B SZHRA,

- FRINEREEABREIENEN AWS CLI#HITTERE. BXEZER , BSHZEREHN AWS
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¥ Podman 5 Amazon ECR &4 (& H

¥f Podman & Amazon ECR & & EAFHALREBFIA Podman L2 MFEEM K ANZHETH
TARREEEMN Amazon ECR WA BMMTEM, BIERBMANTSRANGS , FEAARNE
BERAUECEHBRSRIER BBt HRIERANAR, BERR W ERELTHIES , £/
Podman # Amazon ECR A EEMIBER BN ARFRM TRAMRBNHERS R

£ Podman &J¥ Amazon ECR #1T 50 1iF

A Podman 5 Amazon ECR #1TRXRE2 8l , FEEHTHHRILE, _IJ«){Li_J«XTJ':T'ﬁ%;—EEEJtt %
YE : 1217 "aws ecr get-login-password' WHERERFHRIESE , RAEFZFEES podman
login' & —EAEA , LB Amazon ECR 31T &A1,

aws ecr get-login-password --region <region> | podman login --username AWS --password-
stdin <aws_account_id>.dkr.ecr.<region>.amazonaws.com

¥ Amazon ECR ZifB)F 5 Podman B&EH

Amazon ECR 2t 7 A1 5 Podman Bl & A # Docker RiEBIF., FEiFBhF 1 }‘El_ﬂyl@f:ﬂ Amazon
ECR MIMNEIERMEERZ FZ@EMER Docker Eif, EXZENERELS R , 1S/ Amazon ECR
Docker ‘EiF B F o

/A Important

Podman X B4 X #F docker-creds-helper #1358, Podman X#F Docker Bt & HY
credHelpers X#®¥F , B X credsStore XEF,
E¥ Amazon ECR EilB)F 5 Podman Bi& A , &M credHelpers &AL E B

Docker Bt i& ¥ :
{
"credHelpers": {
"public.ecr.aws": "ecr-login",
"<aws_account_id>.dkr.ecr.<region>.amazonaws.com": "ecr-login"

}

Podman AX#F LT credsStore B&
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"credsStore": "ecr-login"

@ Note
B &I , Amazon ECR Docker ‘ZiIEB) F A X 5% E HHRIE (MFA),

£ Podman M Amazon ECR 12ElRR {5

BRI ITEHARILE , TEAERA®ETE Amazon ECR 464 E URI 8 “podman pull’ &3S M
Amazon ECR 2N A 28,

podman pull aws_account_id.dkr.ecr.region.amazonaws.com/repository_name:tag

£ A Podman =17 Amazon ECR K& 28
REFFEMGE , WA podman run' ®HEH{LAES.

podman run -d aws_account_id.dkr.ecr.region.amazonaws.com/repository_name:tag

£ Podman MR & #ix E| Amazon ECR

B A 1 G IX E] Amazon ECR , 41 E A "podman tag’ JEREHRIE Amazon ECR T7#FF
URI , R 8EEA “podman push’ @ FME 452 Amazon ECR,

podman
tag local_image:tag aws_account_id.dkx.ecx.region.amazonaws.com/repository_name:tag
podman push aws_account_id.dkr.ecr.region.amazonaws.com/repository_name:tag
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