adws

FAFiETE
AWS Resource Groups

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Resource Groups AriEE

AWS Resource Groups: FiF 1§/

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




AWS Resource Groups AriEE

Table of Contents

NI 3 9 ;= R TR 1
BRI ELBRZET oottt 1
BETRLBBIIE I BRI ..ottt ettt 2

AWS Resource Groups FIIPBR .....c.ooe ittt e ens 3
AWS RESOUICE GrOUPS BEMR ooveeeeeeeeeeeee e ettt te et te et e e e e eteeaesteeae e e et e eteeeeateeneeneenes 3
FRIBHI TAEIRER oottt a bbbttt 3
3 L RO 4

G T R ettt r et r et ae et be st re st ne et s e s 4
Resource Groups FRAXFNTT BB ......ooviieie e ete e enes 10

AWS S 2B A EAIARS AWS RESOUICE GrOUPS .....cocveveeeeeeeieeeeeeeeeseeeseee s ee e e 10

B G B I ...ttt ettt et e et e et e e et e e eteeeteeeteeeteeeaeeeteeeteeeaeeeteeeteeeneeenreas 13
171 RO 14
L7 | R 14

BB BIANB I oottt 15

g == RS 30
g i L 3 R 30
MHEBRETIHREMBEBFBIERLE ..ot 34
BIZETF AWS CloudFormation HERREIBELE .....ooooiiiiieeee e 36
L= RS RRURSUR 38
= S g e K R 38
BEHET AWS CloudFormation HERREIBEE ..o 40

e A= S e RS 43
T B A T B I . ittt 44
BIBAETMAIIILII ..ot 46
BB NERISEAEMAIBEAIRBAIIM oo 49

R A A AT B BT .ottt 49
R g A I SR 51
etail FBRHIGE I oot 52

BTE N EBHFRRETUIRB oottt e, 59
12 R 62
B R OO SO O SOPOTRUSOSRUROS 63
F A ST 1= =T 010 1 4] oY 1S R 64
AMAZON AP GAEWAY ...ttt e e e e e e e e e sttt et e e e e e e e e e e e e b b 65
AMAzoN AP GateWay V2 ... ...ttt e e e e e e e et e e e e e e e e e e e e e 65




AWS Resource Groups AriEE

IAM ACCESS ANAIYZET ...t e e e ettt e e e e e e ee et e e e e e eeasa e eeaeeeasnaaaeeaeennes 66
F AT S T N £ o 1 U EPERPRPR 66
AWS APP RUNNET ..ttt e e e e e e e e e e e e e e e e e e ettt e e e e e b e e e e e e e eaaaaaaaaaeeees 66
AWS APPCONTIG ..ottt ettt e e e e e e e e e e e e e e et e e e ————————————————— 67
AWS APPFADIIC ... ..ttt e e e e e e e e e e e e e e e e e e e e eeeereeeaanaaraa——_ 67
F N g = o] Y o] o 1 [ 1 RSP 68
DAY o] o 1 (=Yo | r=1 (o) 1= RSP 68
AWS APP MESK ...ttt e et e e e e e e ettt aaaaaaaaaaes 69
AMAZON APPSIIAM .. ... e et e et e e e e e e e e e et ettt et e e e e e e e aaaaaaaaaaeaaeeeeera————_ 69
AWS APPSYNC ...t e et et e e e e e e e e e e e ettt ————— e eaaeeeeeaaaaaaaeeeeeeerea———————————— 70
Application AULO SCaliNG ......ccooiiiieee et aaaaaaaaaaas 70
AWS Application Migration SEIVICE .........uuuuuuuiiiiiei i e e e e e e e e e e e eeees 71
AT EBEIRIE (AIOPS) ettt ettt ae et e et e e e e eteete et eneenesteseeenneane e 71
AMAZON ATNENA ... . e e e e e e e e e e e e e e e eeeaeerannnannna 72
AWS AUIt IMANAGET ......oeeeeeiieeee ettt e e e e e e e e e e e e e e e e e e eeeeeeeeeeassrananaannann 72
AWS BB BB I ..ottt et e e ans 72
AWS BACKUP .eeeiieee e et e e e e e e e e e e e e e e e e e e e e e et e e e eeeee s s eaa e e e eeeaaeaaaaaaaeeeeeeerraarara 73
AWS BaCKUP QAEWAY ......ooeiiiiiiiiiiiieie e et e et e e ettt e e e e e e e e e e e e eaeaeaaeeeeeeeeeessaasnnnaannns 74
AWS BaCKUD FEZR .. oottt ettt e et e et et et e teeteete e e eneens 74
E AT S T = = e o OO SPEEEURRR 74
AMAZON BEATOCK ... e e et e e e e e e e e e e e e et e e e e et eeeeeeannnnnnn s 75
AWS Billing CONAUCTON ......uiiiiiiiii et e e e e e e e e e e e e et e e e e e e e e e aaaaaaas 76
AWS TR B B B B IR ettt ettt e et e e ean e te e 77
AMAZON BrakKet ... e e e e e e e e e e e e e e e e eeerananannaa 77
AWS BUAGELS ...ttt ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e b b aaaeas 77
AWS BUGBUSL ...ttt e e e e e e e e e e e e e e e e e e e e e e e e et aareaaaaaaaeens 78
AWS Certificate IMANAGET .........ouveeiiieceee ettt e e e e e e e e e e e aaeaeaeaeeeeeeeeeesssannnnes 78
AWS Certificate Manager FABIEBIME LI ....ocvviveeeeeeeeeeeeeee e 78
BIRBFAREFEFRH AMazon Q FFE BT ...ooeoeeeeeeeeeeeeeee ettt 79
N3 4 F= 4o o O 1o T SRR RRR 79
AWS ClEAN ROOMS ....eiiiiiiiiiiee e ettt e e e e e e e e e e e e et e e eeaaaaaeeeeaaaaannnsstaseaeeeeeaaaaaeaeessaans 80
AWS Clean ROOMS ML ....coiiiiiiiieeee ettt et e e e e e e e e e e e s eeeeaeeaaaaeeeeaaanns 81
AMAZON CloUd DIFECIOTY ....ueeiiieee et e e e e e e e as 81
AWS ClOUAD ...ttt e oottt et e e e e e e e e e e e e aa e naesseeeeeeeeaaaaeeeeeeaaaannnnnnnneees 82
F AT AS @ (o1 T | o5 o =1 (o o PR 82
FaN g 4 F= 4o o T O o0 T | e o | O EEERPPPR 82




AWS Resource Groups ArE

AWS CIOUAHSIM ...ttt e e et e e e e e e e e e e e e e e e e eaeasassaeees 83
AWS ClOUA AP ...ttt ettt e e e e e e e e e e e e e e eaaeeeeeeeeeesesesasssaan s 83
AMAZON ClOUASEAICH ......ovieeieeee e e e e e e e e e e e e e e e et e e e e e e e as 84
AWS ClOUATTAI ..ottt e e e e e e e e e e e e e e e e e e e e eaaaeeeeeeeeaannssssaenns 84
AMAzZON ClOUAWAALCK ...t e e e e e e e e e e aaaeaees 84
Amazon CloudWatch BIFTEFFIIER ...ttt e e ee e aaea 85
CloUAW AL CN B R B 5 oottt ettt e e 85
ClOUAWELC SEFR ..o oottt ettt e et e e et e e et e s e s e e ees s e eteeeesaeesaneeeaneas 86
YN g P=Vdo o T 01 Lo YU To VAT 2= (o) s T = SRRSO 86
Amazon CloudWatch Al Xl M B B B .o ettt 87
| O [ 10 o LAV = ! T 1Y RO 87
Amazon S CloudWatch ynthetiCSs ... 87
AWS COAEATTIFACE ... e e e e e e e e e e e e e e e e e e e e e e aas 88
AWS COAEBUIIA ...ttt e e e e e e e e e e e e e e e aerereeaaaaeens 88
AMAzZoN CodeCatalySt .........cooiii it ———————————————————————— 88
AWS CoAECOMMIL ... e e e e e e e e e e e e e e e e e e e e e et e e a e e e s e e e e eeeaaaaaaaaeeeeeeens 89
AWS COAECONNECLIONS ...t e et et e e e e e e e e e e ettt e e e e e e e e e aaaaaeaaaes 89
AWS COAEDEPIOY ...ttt ettt ettt e e e e e e e e e e e e e aaeeeeeeeeeeeeesaassr s s 90
AMAazon CoAeGUIU REVIEWET ..........cooiiiiiieeeee ettt e e e e e e e aaaaaas 90
AMAazon P CodeGUIU TOfIIEI ........oeeeieeeee e e e e e e e e e e e e e eeees 90
AWS COEPIPEIINE ...ttt ettt s e e e e e e e e e e e e e e e eeeeeeeeeeeessssssaannes 91
J N TSR e (=551 v= T - PSP 91
AWS COAECONNECLIONS ...ttt e e e e e e e e e e e et e e et s e e e e e e e e aaaaaeeeees 91
AMAzZON COAEWNRISPETET ........coeeeieeeeeeet et e e et et e e e e e ettt e e e e e e e e eeaaaaaaaaeeeeeesenessnes 92
AMAZON COGNILO ... .ot e e e e e e e e e e et e et e e e et e et e e e e e eeeeeaaaaaaaeaeeeeeeeanarrnnnraanaas 92
AMAzZoN COMPIENENG ........eeeiieiciee e e e e e e e e e e e e e e e e e e e e e e e e e e e ea s s s s es 93
AWS G0N g ittt oot et e e e ettt et e e e e e e e e aaaaaaeaeeeeaereaaaaaaar————— 94
AMAZON CONNECL ... ..ottt e et e e e e e e e ettt et e e e e e e e e aeeaaaaaaaeeeeeeeeeesssssnnssannns 95
AMAZON CONNECE CASES ......ccooiiiiiiiieeeeeeee et e e e e e e e e e e e e e e e et e e e e e e e e e e e e e e aaaaaaaaaaeeees 96
Amazon Connect CUStOMEr Profil€s ...........ouuueiiiiiiiieeee e 97
AMazon ConNect IR B B Bl oo, 97
AmMAazon ConNECE VOICE ID .......oooiiiie e e e e e e e e e e e e e e e e eeees 97
AMAazon CoNNECE WISAOM ......ouiiiiiiiiiieie et e e e e e e e e e e e e e e e e e e e e eeeeeeeeaenssaannnes 98
AWS CONIIOI TOWET ..ottt e e e et e e e e e e e e e e e e e e e e e et e e e e e e e e e e e e aeaaaaaaaaeeeeeeees 98
AWS COSE EXPIOTET ...ttt e e e e e e e e e e e e e e e e e e e e e e e e e e e s s s e eeeeeas 99
AWS B B B T R AT oottt ettt enn, 99




AWS Resource Groups ArE

AWS Data EXCRhaNGE ........cooooii ettt a e e e e e e e e e 100
AWS Data EXPOILS ....oooiiiiiiiiiiiecee et e e e e e e e e e e e e e e e e e e e e e e e e e eeerararraaanaa————- 100
Amazon Data LifeCyCle ManAQETr ..........cociiiiiiiii et e e e e 100
AWS Data PIPEIINE ...ttt e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaa 101
AWS DAASYNC ..ottt et e e e e e e e e e e e e e e e e e e e e et e e ————————————————————— 101
AMAZON DAtA@ZONE ..ot a e e rr 102
AWS Database Migration SErVICE ........cccooiiiiiiiiiii et e e e e e e e 102
AWS Deadling ClOUd ..ot et e e e e e e et s e e e e e e e e aaeaaaeeaeeeeees 103
AMAZON DEIECHIVE .....ieeee e e e e e e e e e e e e e e eaa e e e e e eeennnaas 103
AWS DEVICE FaAM ...ttt ettt e e e e e e e e e e e e e e aaaaeaeeeeeeeeenesssnnes 104
AWS DIiodE MESSAGING ...evvrveiiiiiiiiiieee e e e e e ettt e e e e e e e e e e e e e aaeaaaeeeeeeeeeeassannnaannnas 104
AWS Diode Jd R R B IRSS ..o 105
AWS DIr€Ct CONNECT ...t e e e e e e e e e e e e e e e e e e e e e eeeeeeassssesaaanne 105
AWS DIrECIONY SEIVICE ...ttt ettt e e e e e e e e e e e e e aaaeeeeeeeeeeeessannasanna 105
Amazon DocumentDB ElastiC CIUSIEIS .........ccoooiiiiiiiie et 106
AMazon DYNamODB ... 106
DyNamoDB ACCEIEIAtOr .......coooeiieei e e e e e 106
N = o o T = | PP 107
AMAZON EMR B BE oottt ettt et e et e et e et ettt et et et eete e eae e e eeenes 107
AMAzon EMR SEIVEIESS ...ttt e e e e e aaaaaa s 108
AMAzZON EIGSICACNE .......eeeeii et ——————— 108
AWS Elastic BEANSIAIK .........ooeeieieieceee e ————— 109
VIR K oy = el (Y B 0 TR 109
Amazon Elastic Container REGISIIY ........ouvvieiiiiccieee e 114
Amazon Elastic ContaiNer SErVICE .......cccooiiiiiiiii it e e e 115
AWS Elastic DiSaster RECOVEIY ........coooiiiiieeeeeee ettt 115
Amazon EIastiC File SYSIEM ......ooeiieeee e e 116
Amazon Elastic Kubernetes Service(Amazon EKS) .........ooovriiiiiiiiiiiiiiiieee e, 116
Elastic Load BalanCiNg ...........oiiiiiiiiiiiie ettt s e e e e et e e e e e e et e e e e e e et e aaaaee 117
MG OpenSearch ARST ...cc.oooueeiee et et 117
AWS Elemental MeAIaLiVe ..........ouuueuieiiiiii i e e e e e e e e e e e e e e e e e aaaaanaas 118
AWS Elemental MediaCONVErt ...........uueiiiiiiii e e e e e e e e e e e e e e e e e e eaanaeaes 119
AWS Elemental MediaPackage V2 ...ttt e e e e 119
AWS Elemental MediaSTore ..........uuuuuuuiiiiiiiie s e e e e e e e e e e e e e e e e 120
Y =To 1= 1= o RSP RPPTPPRN 120
AWS ElemMeENtal SUPPOIT ... ..ot e e e s e e e e e e e e aaaaaaeaaes 120

Vi



AWS Resource Groups ArE

N VISR = 492 = = RS 121
AWS Entity Resolution ZIIEITELARSS ......ovveeeeeeee et 121
IR O Lo YU T L= ot o =~ R 121
AmMazon EventBridge PIPES ... 122
Amazon EventBridge ERRZZHE ...ooo oot 122
B VLY a1 o (o =R < . RS 123
AMAZON F O X oottt e e et e e oo e e e e e e e e ettt e e e aaaaaaaaaaaaaaaeeeaees 123
AWS Fault INJECHON SEIVICE .....ooeeeieiieeee e e e e e e e e e e e e e e e e e e e e eeeeaeaaes 124
AmMazon FINSPACE ZEHH .. ..ottt enens 124
AWS FireWall MANAQET .......cccooiiiiieeeeeee ettt e ettt e e e e e e e e aaaaaaaeeees 125
AWS 10T FIEEE HUD ...t e e e e e e e e e e e e eeeeeaaeeeeeeas 125
AMAZON FOMECAST ... e et e e e e e et e e e e e e e e aaa e e e e e eeennnaas 125
AMAzZON Fraud DeteCIOr ... ..o 126
FrEE R T O S .. ettt et oo oo oottt eeeeeeeaeeeeaaaeeeta—————————————————— 127
RSB C T T o L= I = = SRR 128
AWS GIODal ACCEIEIALON ...ttt e e e e e e e e aaaaaaeaes 128
AT T 1 TSP 129
AWS GIUE DAtaBreW ......coooeiieiiiiiceee ettt e e e e e e e e e e e e e e e e e e a e ——————— 130
AWS Ground STAtiON ........ueiiiiie i e e e e e e e e e e e e e e e e e e ———————— 131
AMAzZON GUANADULY ..ottt e e e e e e e e e e aaaaaaeaaaeeaaes 131
AWS HealthlmMaging .......uuueeiiii et e e e e e e e e e e e e e e e e e e e e e s 132
AWS HEAINLAKE ...t e e e e e e e e e e e e e e e e e e e e e as 132
AWS HEAINOIMICS ..o e e e e e e e e e e e e et e e as 132
Amazon INteractive VidE0 SEIVICE .......uuuuiiiiiiie et e e e e e e e e 133
LA e e — e et e e eaeeeeeeeeaaaaaan_hEtaeteteeeeeeeaeeeeeaaaaaannnntraneeeeeeeeaeaeeeaeeaaaanns 134
AWS Identity and Access Management ...........cooiiiiiiiiiii i 134
EC2 IMage BUIIAET ... e e e e e e e e e e e e e e e e e e e e e e e e eesaaenaaanaa 135
N g = o] T 1< 01T (o ] PP 136
O = e T LR RO 137
N AT T Lo PR 137
AWS [OT ANGIYEICS ..ottt ettt e e e e e e e e e aaaaaaeeeeeeeees 138
AWS 0T COre DEVICE AQVISON .......ooeieeieeeeeet ettt ettt e e e e e e e e e e aeaaaaeees 139
AWS [OT EVENLS ..ottt e e e e e e e e e e e e e e e e e e e e e e e e e e ee s s e s e e as 139
AWS [OT FIEEIWISE ... et e e e e e e e e e e e e e e e e e as 140
AWS [OT GIrEENGIASS ... .cceeeieieeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e et et et e e e e saa e st b e e e eaaeaeaaaaaaaaeaees 140
AWS 10T Greengrass VEISION 2 ......cccooeiiiiieeie et e e e e e e e e e e e e e e e e e e e e e e e as 141

Vii



AWS Resource Groups ArE

AWS 10T SHEWISE B B ..ottt ettt e et te e teeeeeaeeenens 141
AWS 10T WIFEIESS ...ttt e e e e e e e e e e e e e e e e e e e e aaaeeeeeeeaaaannnnseeenees 142
LN g aE= Vo) o I (=T o T [ = 143
Amazon Kendra Intelligent RanKing .........ccoooooiiiiii e 144
AWS Key ManagemeEnt SEIVICE ......ccccooiiiiiiiiiii et e e e e e e e e e e e e e e e e e r e 144
Amazon Keyspaces ( Apache Cassandra FRZ ) .ooceoeeoeeieceeee et eae s 144
LN Vo) o T ] 1T 145
FEAT Apache Flink BITE D E B BRSS .o 145
AMaAzon Data FIrENOSE ... e e e e e e e e e e e 145
Amazon Kinesis VIAEO SrEAMS ........uuiiiiiiiiiiiiiee e e e e e e e e e e e e e e 146
AWS LambDaa ... et ea e e e e e e e e e e e e e e nnnnrrrennees 146
AWS LaunCh WIZArd ...ttt e e e e e e e e e ettt e e e e e e e e e e e e e e e e s nnneenneees 147
N TV o) T I G PPPURSTRRR 147
AWS LICENSE MANAGET ... oottt e e e e e ettt e e e e e e e e aaaaaaeaeeeeeees 147
AMAZON LIGhESaIl ....coeeei e et e e e e 148
AWS License Manager Y LINUX TTBE ....cooieieieeeecece et 149
AMAzZON LOCALION SEIVICE ...ceiiiiiiiiiieee et e e e e e e e e e e e e s e eeeeeeeaaaeens 149
Lookout for EQUIDPMENT ......eeeeeeeeeece e e e e e e e e e e e e e e e e e e e e e e e e eaaaaaaa——— 149
Amazon LOOKOUL fOr MELIICS .....coiieiiiiieeeicceee et e e e e e e e e e e e e eeeas 150
(0T (o1 UL {0 VAT T o S EEEEPPPRR 150
3.4 F= o o T L O EEEPRRPR 151
AMazon MacChing LEaArNiNgG .........coouuuuiiiiie ettt e e e e e et e e e e e e e eata e e e e e eeessaaaeeaaaennes 151
LN aE= Vo) o I 1Y =T 1 O 151
AWS Mainframe Modernization ..o e e e e e e ee s 152
AWS Mainframe Modernization BIFTEEMAR .....ocoovieieieeeeeeeeeee e 152
Amazon Managed BIOCKCNAIN .........ccooiiiii e 153
Amazon Managed Grafana ............ooooiiiiiiiiie e 153
Amazon Managed Service for PrometheuUS ..o 154
Amazon Managed Streaming for Apache KafKa ... 154
Amazon Managed Streaming for Apache Kafka Connect ................oovvviiiiiiiiiiiiiieeeeeeeee 154
Amazon Managed Workflows for Apache Airflow ..............ooorrimmmiiiiicccei e, 155
AWS Marketplace Catalog AP ... e e e e e 155
AWS Elemental MediaCOnNECt ...........uuiiiiiiiiieiee et e e e e e e e e e e e e e e e e ennes 156
AWS Elemental MediaPacCKagEe .........ccciiiieiiiiiiie e e e e e e e e e e e e e 156
AMAazon MemOIYDB ... ..o e e e e e raa—— 157
AWS Migration HUub Orchestrator .............vvueiiiiiiiiiiiee e 157

viii



AWS Resource Groups ArE

AWS Migration Hub Refactor SPaces ..........oooooiiiiiiieeee e 158
N g = o] T NN (=T o] (U =PSRRI 158
AWS NEtWOIK FIr@WAIl ......oeeeeiiiieiiee ettt e e e e e e e e e e e e e s e eeeeeaaaeens 158
PULEEREHEIAL oottt 159
AWS NEtWOIrK IMANAGET .......oeeeiiiiieee ettt et e e s e e e e e e e e e e e e e e e eeeeeeeeeessssnnasanan 159
N3 4 F= 4o o T ] = O SEEPRRPR 160
MG OpenSearch BRET OPENSEArCh .........c.oocuieiuieie e 161
OPENSEAICh ToHRZTBE . oottt ettt ettt 161
MG OpenSearch ARSDT ....c.oooueeieeeeeeeee ettt 161
Tk OpenSearch BRIFEREL ...c.ooiie ettt eeneeee e eenn e 162
AWS OPSWOTKS ...t e e e et e et et e e e e e e e e e e e ettt et eeee e e e e e e e e eeeeeaaaaaaaaeeeseeeesensssnnnnes 162
AWS OrganizZatiONS ........uuuueieiieieee oo e s e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaa i ——————— 162
AWS OULPOSES ..ottt et e e e e e e e e e ettt e e e e e e e e e e e e e aaaaaaaaaaaaees 163
L AT IS T =T T = o = PP 163
AWS Parallel COMPULING SEIVICE .....ooveieiiiiiiceee e a e e e e e 164
AWS Payment CryptOgrapRiy .....uu e oo e e e e e e e e e e e e e e e e e e e e e e e e e e aeeeraaaaaaaaaa 164
AMAZON PAYMENTS ...t e et e e e e e e et e e e e e e e e e s e e e e e e e aa e e e e eeennaaan 164
Amazon Relational Database Service Performance Insights ...........cccccooiiiiiiiiiiiiiees 165
AMAZON PErSONAIIZE ..o e e e e e e e e e e e e e e e e e e eeeeeeenaennnnes 165
N g = o] T T 0T 0T 1 o | USSP 166
Amazon Pinpoint SMS Fll VOICE AP .....o.o oo 166
F N R = 1 = USROS 167
AWS Private CA BB B RIE BT . ettt 167
SEFTF SCEP 9 AWS Private CA JEREBR ..o 167
AT S T o (] (] o PP 168
D O IR S 2 =3 = SRRSO 168
AMAzZON Q TEMEAR ...veeeeeeeeeeee et te e et 169
Amazon Quantum Ledger Database (Amazon QLDB) .......cccccuiiiiiiiiiiiieee e 169
AmMazon QUICKSIGNT ... e e e e e e e e e e e e e e e e e e e e e e e e nnnneees 170
AWS DEEPRACET ...ttt oot e e e e e e e e e e e e e e e e e e e e e e e — i ———————— 171
B ettt e ettt e e et ettt e e te et e eteeteeaeeeteeteeneeeteenes 171
FN g 4 F= o T = To L] 11 1 PR 172
Amazon Redshift SErVEIIESS ... e e e e e e e e e e e 173
FaN g = o] T =1 Ko o | 11 [0} o PP 173
Amazon Relational Database Service (Amazon RDS) .........oooviiiimiiiiiiciceceeeeeeeeeee e 173
AWS RESIIENCE HUD ...t e e e e e e e e e e e e e e e aaaeaeeas 175




AWS Resource Groups ArE

AWS ReSOUrce ACCESS MANAQGET ......cooiiiiii it e e e e e e e e e e e e e e e e e e e e esaanaaaanaas 175
AWS RESOUICE (GIOUPS ...uuuiuiiieeiieeee e e e e e e e et e e ettt e e e e e e e e e eeaaaeaaaeeeeeeeeeeessssssssannnnnnnan 176
F AT S T (o] o To ] 1 4 F= 1T PP 176
FaN g Vdo) o T TN | (T3 P 177
FaN g Vdo) o T TN | (T3 P 177
AmMazon ROULE 53 ProfileS ... e e e 178
MARFIREZRFIES (ARC) £ 8 Amazon Route 53 TREHERTREE ..o 178
AMAzon ROULE 53 RESOIVET ... s 179
FN g 4 F= o] TS 3 1= T 1= O PRERPRRR 180
AWS SQL WOIKDENCK ... .ttt e e e e e e et e e e e e e e e e e e e e e e e e nnnnenes 180
ST 1= 1Y F=1 T A OO 180
I Si#h SageMaker Al HIEBZEIE] ..ottt ettt et enes 184
AT BTl R oottt ettt ettt ettt st 184
AWS SECIEtS IMANAGET ...ttt e e ettt e e e e e e e e e e e e e eaeaeeeeeeeeeeeesssannananna 185
AWS SECUNLY HUD . e e e e e e e e e e e s e snnnreeeeeeannes 185
AWS SErviCe CatalOog ......cooeeiiiiiiiiiieiee e e e e e e e e e e e e e e e e e ————— 185
AWS Service Catalog APPREGISIIY ...t 186
BRBTEILEI ...ttt ettt h ettt et et et e b e r e ae e st et et e teeteeaeereeneeneas 186
AWS SHIEIA ...ttt ettt e e e e ettt e e e e e e e s ee e e e e e s aanaae e e e e e e e nnneeeaeeeanbreeeeeeeanrees 187
AWS SIMSPACE WEAVET ..ottt ettt e e e e e e e e e e e e e aaaaaaeeeeeeeeeeesssannnees 187
Amazon Simple EMail SEIVICE ........ooooiiiieeee e 187
Amazon Simple NOtIfiCation SEIVICE .........uuueiiiiiiiee e 188
Amazon SiMPle QUEUE SEIVICE .......uuuiiiiiiiiieee ettt e e e e e e e e e e e e e eeeeaaaaaaeeeeeeaannnes 188
Amazon Simple Storage Service ( AmMAazon S3 ) ..o 189
Amazon Simple WOrKFfIOW SEIVICE ........uuuueiiiiiei et e e e e 189
AWS Snowball Edge Device Management .............oooiiiiiiiiiiiiiiiese e e e e 190
AWS SEEP FUNCLIONS ... .ottt e e e e e e e e e e e e aaaeeaes 190
StOrage GaAtEWAY ........oooiiiiiieiii ettt e e e e e e e e e e e e e e e e et e e e aaaa————————— 190
AWS SUPPIY CRAIN ...ttt e e e e e e e e e e e e e e e e e e e e e e e e eeraaaaaaaaa 191
AWS SyYStEMS MANAGET ...ttt e e e e ettt e e e e e e e e e aaaaaaaes 191
AWS Systems Manager Incident Manager .............uuuuuuiiiiiiiiee e 192
AWS Systems Manager Incident Manager BRI A ..o 193
AWS Systems Manager RIBEIZE AL .......ccoooeieee et te e ete e 193
AWS Systems Manager 3BT SAP ...t 193
FN SR <R b R oy 2 TSR 194
FaN TV o) o T = = T R 194




AWS Resource Groups AriEE

FaN g = o] T T4 U= TS] (Y= o o PP 194
AMAZON TIrANSCIIDE ... .ttt e e e e e et a e e e e e e e asa e e e e e eeeasneeeeeeeensnnns 195
AWS Transfer FamIly ..o e e e e e e e e e aaaaaaas 195
AMAZON TraNSIALE ...t e e e e e e e raaaa 196
AWS B BB AIBRSS ..ottt 196
B ITHE AWS LICENSE MANAGET .....c.oveveeeeeeeeeeeeeeeeee ettt eneete e neene e 197
AMAZON VPO LatliCe ...ttt e e e e e e e e e e e aaaaaas 197
AWS Marketplace BERITEILER .......coo oottt et n et et nnene e 198
AWS WV A ittt e ettt e e e e ettt e e e e e s st eeeeeeaas s beeeee e e e naneeeee e e e nnneeeeeeaanrrnaeeeeannrees 199
AWS WAF ClasSiC REQIONAI ........uuuiiiiiie e e e e e e e e e e e e e e e e e e e e e e e eaensaaaaans 199
AWS WEII-AIChIteCted TOON ...ttt 200
F TS T T PSSR 200
AMAZON WOTKIMAIL ... ..ot e e e e e et e e e e e e e e s e e e e e e eeasa e e eeeeeensnnns 200
AMAZON WOTKSPACES ......ccooiiiiiiieeeeeee ettt e e e e et e e e e e e e e e e ettt e e e e e e e e e e aaaaaaeaaeeeeeeeeees 201
Amazon WorkSpaces TR BEES .....ovoiiie ettt 201
AmMazon WorkSpaces FEZ T AL ....cvieeeeeee ettt ettt n e 202
AWS XoRAY ..ottt e ettt e e e ettt e e e e e et e e e e e e e et eaeeeeeeaan—areee e e e nraeeaeeaanrreeeeeeeannrnes 202
R L R 3 OO 203
fEH AWS CloudFormation ZIRBIZRBEA ..o 204
Resource Groups 1 AWS CloudFormation ZEHR .........coooeiiiiiiiii e, 204
THEEZRT AWS ClOUAFOIMALION ......viiieieecieicieieieie e 204
- 2k 1 SRR 205
B B R ettt ettt e te e e e teeaneatean 205
BIBIIBER oottt ettt ettt ettt et et ettt et et e e ae et e eae e neenens 206
BBRMEETRBBREEA oottt ettt ettt n et 207
BADFITIEIBEER ..ooeeeceeeeee ettt ettt 207
0 N 207
FER BT HADIE ..o 208
BE R TR BE B BRI IE] oottt ettt e et et et et et et e e eae e reneas 210
Resure Groups JMATE IAM GG .ot 212

LN R 2 = <. SRS 216
Ed e iz =< == USROS 220
BT BBHIBEBE TR oottt 223
L2 1 SRR 226

B R R T o ettt ettt et et ae et et nas 228
CloudTrail INtegration ..o e e e e e e e e e aaaaas 228

Xi



AWS Resource Groups AriEE

BHMEIRTIE ..ottt n ettt en e 231
== =2 O 232
B A e . < R 232
AWS PrivateLinK ........ooooiiiiiiiiiee et e e e e e e e e e e e e e e e e e e e e e raaaa————— 233

D= =5 233

e e = PR 233

LB T g < OO 233

e 2=+ Ly = SRR 234
- TR 236
B 1 TS 237
L R 245
....................................................................................................................................................... cexlvi

Xii



AWS Resource Groups AriEE

fTARRIRA ?

B L E R ERARAL AWS AR, AWS Resource Groups 2 —HRS |, Al AR EEMBE
RITRERELNES, RiEEHERERINAE AWS Resource GroupsH I EZMERERRA, &7
X EBRBITHESEMERN AWS REMF. BXxXFNIRS %K AWS Resource Groups LA K
BURS ATFENRRARITHRENEERR , HSRAWS 52iaEANES AWS Resource
Groups.

& LB E A R EI A O K175 8] Resource Groups.

- ESMEM AWS Management Console # , EREF. AR5, EEEMAET , 1%£#F Resource
Groups MR EmEES.

B $2453E : AWS Resource Groups 2 #l&

- B AWS CLI 55 AWS SDK 4218 S H £/ Resource Groups APl, BXEZELR , ESH
AWS Resource Groups APl $#&,

f£ AWS Management Console RS HRRASHE

1. %&%Z| AWS Management Console.

ESmESR , EERS.

EEBIAET , i Resource Groups MirZRiERS,

EEMNSRERT  RRRENERAUERAINEGYE , SRR 0IBALSIBFTA,

nal N

RRN HEFHRA

Ed AWS , BR2ETLERANRE, RO SFEL D EC2 24|, AWS CloudFormation 4% 5}
Amazon S3 F# i, MREFERASNER , BUELKKAFCIMERN —NMEARTER , MARRIEM
FEEMN—N AWS RE#BES —MNRSLREA. NREELEBAEMXER , fINERNARFEEN
EC2 26l , MR ERN N X ERFNTHERE, HEBRENRHISIE

- NAEHREZLHT,

- ARBAERF.

« ITHABKAZMEREN KO,

« MR SEHIBA SR 45 E M A BTG R EIE,

PR RS 7


https://console.aws.amazon.com/console/home
https://console.aws.amazon.com/resource-groups
https://docs.aws.amazon.com/ARG/latest/APIReference/Welcome.html

AWS Resource Groups AriEE
BRARIEE AWS BIREHEE AWS X EFEHEAPIEENRUENETRES.
£ Resource Groups 1 , BRI AFEARMEENEARELH, AMERELBITEFEH

AWS: :service: :resource BRIBEWHIR,

- ETHRE

ETHENFRANKARBETEERARRENFZINRNEN, X BEBEEALAFIRIR
RARX HBITHFNE, (L) X S/NE.

/A Important

BEAENRERFEIAFSLEE (PI) RGBT BRBREE . RIMNEIIRENCRHEKE
MEERS., HETESATLARBRESE.

« AWS CloudFormation & F 1%

AWS CloudFormation EF# N R RANK A BERETEISXEHPIEELK S HH AWS
CloudFormation &, AEMKRPEFRETSEHAPHNRFERE, EREET - AWS
CloudFormation & # 1T& 1),

ARSS KB R IRA

BY AWS kS EXTRIRA , BReEFEAZRSWESERAUBMEEXLRRA , AR APIs.
£ Resource Groups #E#Hl&H |, BAI LT XLHRITIREZZIRGE, BXEZER | BESH AWS
Resource Groups APl Z2ZEmHP N ERANRSEE.

AUBRE HRE  BRETUEERE - KT RERRL.
B R Y P =

EIAEIR T AWS Management Console , #& AWS IRFAL ., BEEFEH Resour AWS
CloudFormation ce Groups , A ABIZE B ENLIEHE , REFRIHPIEENFFESHR PR RIRRAR
MEESEE. UTHIRMR T 8R4 7] LARS Bh A QBRI — L1855 .

- BEETEME (MFR. EFENEF ) WNARER.

« HEMNBIIHIMAEENTE,

- — AWS BR , B —BATAHmME , IELBEN - NMEHTEER KGR —HBER,

« BEEEEFS (W Android 2 i0S ) EIETHNARRFHERXHN —H TR,

RIRA K R =P 2


https://docs.aws.amazon.com/ARG/latest/APIReference/about-slg.html

AWS Resource Groups AriEE

flan , WEF X — Web B ATERF , BN alpha, beta M A ERE RN ERE. B NRAEE
Amazon L£iz1T EC2 , WA i Elastic Block Store 17 ZEi8l, &6 Elastic Load Balancing & &
FREHFEA Route 53 BB, MR AFFEH Resource Groups , XA TRERSHVIRS , ER T
W— MR ARFRANIRE , Bt SFF RSN EEH S,

£ Resource Groups , B AERAENTTHEEMNEEECHER. Al , RREERAZIENN
BREFNENRA (alpha, beta MIAMIR ) AIERRE, ERELHBMAREFN alpha R EIR
BITARRA, ARERRANHELIEEFESES, BRI ERR , BERERANH LWHENE
B, LR EEMERENRSEFAE,

AWS Resource Groups FIX R

Resource Groups WEER R RIKF &R F, LERZENKSHN IAM £ (HlINAENEAF ) EEEH
B 1AM RBR |, #4150 AT LA B 42 00 32 B SRR o

HERRFNENE , ALENHENBENKFHRE, SBINENEFNRAFTALAEDLE (4755 ) &
BATIERE , LBV ECHNAENRTEEUNRRE. RAXARSHESRERFEAZRRA
B, FREOREERRRIPR,

AWS Resource Groups %R

£ Resource Groups # |, ME— AN A R2AH, BHHEEEHKRENHE— Amazon BRSB
# (ARNs), BXFEZEE ARNs , HSHHH Amazon BREH (ARN) #l AWS R &%
[Ele Amazon Web Services — x5 &

BRFER  ARN R

SR IE Y . . . 9y C c
RA arn:aws:resource-groups: region:account:group/group-name

FRiCH THERIE

FRERRANEX , UXHATHLER AWS BRHTHE. ¥ T RS AWS BIR , L2 Amazon EC2
2, Amazon S3 F#EEREMBEIR , BMUUERIRBRRITIERRMFE, T , Bwa UEH
MERESR - RXAZSNEIHRRANNE, BHNENIRENEFHESH , ARAERERTINE
SRR, BBRREBRRE, ETHRENEHT AND ZEFIEANES , WEERRESEERRER
MATE B E RS I il 9 T 5 R

AWS Resource Groups FX R 3


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS Resource Groups AriEE

/A Important

BEAENRERFEIASHEE (PI) HEMIBRHBEE . RINEIIRENERATKEMN
EERS, RETESRATARRBRALKIE.

BREZER , FERANERERANER, SUNERARSREESRFICIFNRR , AEIENEE
RIRH RS 125 & P EARC I REtRic — £ E TR

AI7 AWS Resource Groups

R AWS , BRIRREFAERR M, ROISFEL D EC2 354, TWDi# S3 F#EMIL S# Route
53 HEXEH, MREERAZ IR, BURLKRIVFEIMEN —MERTERE , MARABIESMN
— N AWS BREHEBEE - M RFIREA,

AR R AT A AWS Resource Groups. B 5t , BEEMRESEEIR TR AWS BRAN IR
ZHRALNER,. A5, 7£ Resource Groups FHEEN , HPIFAPAENERERE , URENA
T RRORZ,

£ Resource Groups FRIBZRRASS , FAEWNE L 2ER AWS Systems Manager T E R &4t %
REANERTS.

AX AWS Systems Manager WEERMI T EATTNEZEL |, 21 (AWS Systems Manager f F g
) o

F&
- ERAMEREH AWS Resource Groups
- THEBEX AWS Resource Groups RN MiH R EFHIHNEZEE

{55 FA B9 55 R & AWS Resource Groups

EFRERARRAZH , FRREE—NEEUERFENES AWS K , UARATHRIERRMLIEA
Y& LR

F&:

- {RES I AWS

o BIEFIR

Al 4


https://docs.aws.amazon.com/tag-editor/latest/userguide
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html

AWS Resource Groups AriEE

- RENXR

IRLZZS 1 AWS

WMRIERE AWS IKF |, BRI T SRR GIZE -1
&S AWS K~

1. $TFhttps://portal.aws.amazon.com/billing/3E AR
2. ZEBE®LMHBARE,

FOEMET , fFHETBEE  EXRERABERERA - RSB,

HRGEMET AWS IKF |, BLRBIZAWS IKFRAF —1 RAFBERGRZKS RHRE AWS
RS MRF. FANREREXEK , FAAFIEERLRANR , A ARERARAFKKTEER
AP R RNES

BB R IR

BRI DR RRE  BELAPEREZH , BLENBRRARARITEMNES, EXRZIEFHNERE
HNEZER , FSRUUSHRERES —# AWS Resource Groups ff R RIREE,

RENR

ERS2FARRANGLHEES BT EESNRRGIERRREERRNRSBNE, XENR
DREATEER :

- EEEMNRSHNR , AFRiEHNESRAFIESHENERS I ER,

- FRANESREESEFHAFTEHANERE

« fH AWS Resource Groups #2441 API FRER R,

MBELLEER |, M LUET &S AWS Identity and Access Management (IAM) RS 61 22 5K BE 5k 1y 18
HWAFRMNE, ZEECEREZEREA , flIAM B2/ |, & EHAEL AWS IAM Identity Center
MWIRSFNT G B EEH AWS IREXEER, RE , ZAULUNAEEAFPAMENRNER, BXxtlE
M IAM KEENEER , BSREHAERE,

TR 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/ManagingPolicies.html

AWS Resource Groups AriEE

TE] ) S BR 55 B AX PR

/A Important
AN BELIEENFCK B H MRS ES AR RS APIsIX &3 R 7 10 21 3R 4A 5 P A X
PR o

MFRREFARE TR , SMNERABRTIHAZE- IS MIERJENEERENBRFRNES
EORFARMRE , ERERENARAENRSNSENR, flw , ERCTEDE EC2 Kfl |, &&
AR BEIZRSH API FHATIRCRERINER |, Hlan (IS EC2 AFIERE) H 5 HAVRER.

BERXSNABTRANRE  EFEANTARSEHEUREEFERFHITRENEMNR, AXRID
B UL R BN RH EC2 , w50 (WD EC2 AFiEr) PRI D EC2 24 & B IER = A

Resource Groups MR ¥ 4miE 28T BRI IR

E{#FH Resource Groups ML 4mEERT , HAE IAM AL T BRAN MBI AR BRES, EaLl
N up-to-date R EH 4 HF MR EH AWSIEEREE AWS |, th Al BIRIZ M4 B S B E KR,

FH AWS FEEKIEIREL Resource Groups FFRZ 4R 1E 251 R

AWS Resource Groups M ERBEIZIFLUT AWS HEXRH , SR XLEREEAFEH—4A
ENXKNR, B XLEREERBEMMEEAAS., AEHA , REEIENTAE AR —#,

ResourceGroupsandTagEditorReadOnlyAccess

ISR BE [ F DN EY IAM B % F 5 Resource Groups FIFRE 4w 4E 2518 RIRIRENNR, E
BREURRNARE , BEXNBET 2N RBAEZRZRNNE (FSHANTEERHEA") .

ResourceGroupsandTagEditorFullAccess

LEERBEINF INEY IAM B AP R FERZRmERST HAET Resource Groups LA R 52 ELA
EAGZRENNRE, BEERBEARRNRE | BEXI0ET LN REAEIZRRANE (&
SRLUTEEHRA)

/A Important
B ULRBE R T 18 A Resource Groups MIirEmEIRIEURFERAXEREFH AR, T
Resource Groups 2F , XERKERE® , HESRFERREARFEPERAETARRIAEN
FTIEN R,

TR 6


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html#Using_Tags_CLI
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-policies-ec2-console.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess

AWS Resource Groups

T, N TRCRENGERERZERNE  NREMEH. B RXLARAFEAZBRENNR
R, 4R EXNEZ R BRI ERSINFERROVEANNR, ERFIAENHRAMNR , 5
BT BNA T SR B 2 —

« AWS-manage ReadOnlyAccessd REER TN MRS RIRHN RIRBMENPR. AWS 2
AWS RS A AR , 2 BRI EHARBUR,
- BZRESMPIREHETRZH RIE AWSTHEREE |, &0 LAE 1% 58 B {5 177 8] £ BR PR %1 794X
HEZRSRERMNER. Hla0 , WS# EC2 ML Z#EC2ReadOnlyAccess,
- BALBIEBCNER  ENEHELRAFHRNDBRS M RIRETFIES S46HNIRRE
RN PR. LLRBEMER AR IFHIR RIS RIEL TR KR,

AWFIRKBRAXE-NEX , DERBHABARFLRZE , RIABRTRELEH,
& AT LAGE R BT R RY SRR

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [ "resource-groups:*" ],

"Resource": "arn:aws:resource-groups:*:123456789012:group/*"
}

W&, BULEREL SR KR | B 7oV U5 R BRIGEA T8 R LE 1Y B IR 2 SN PR R R

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [ "resource-groups:*" ],
"Resource": "arn:aws:resource-groups:*:123456789012:group/*"
}

TR


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonEC2ReadOnlyAccess

AWS Resource Groups AriEE

F 3% N Resource Groups M¥rZ 4miE 25 R

« resource-groups:* ( WWAPR AU ITATE Resource Groups ., MREAEREI AT AR
£, MU EB B N5 ER Resource Groups B1E , RE BN LUES 2 RIVIRIESIR )

e cloudformation:DescribeStacks

* cloudformation:ListStackResources
e tag:GetResources

* tag:TagResources

* tag:UntagResources

* tag:getTagKeys

* tag:getTagValues

« resource-explorer:*

@ Note

It resource-groups:SearchResources NREAFHEHEREELEAGSRBRIETTIEE
AT 5 H R

It resource-explorer:ListResources MR A IFIRE HEESFIE BIE R AR T HER
MEEENERFE,

E7x 5 AP A Resource Groups MinXymiEss , KT EIZIT resource-
groups:ListGroupResources BREMNNIR. WAXREFE LT XFHPTHARREEPTLENSE
. HPAZEFEAH resource-groups:ListGroupResources BRI

B FEH AWS Resource Groups FHR% 4% %8 25 B9 A PR

[0 P RN F SR BE AWS Resource Groups MR 4miEas | HHITUTEE,

1. FTFF IAM BEEREIA,
2. HESMBE®RD , &B Users( AF ),

3. RIGCEqHEZFNEMNAF AWS Resource Groups ML 4miESENIR, EEAFHNBHUITFF
AFEMI,

4. % Add permissions ( FRINAER ) o

TR 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsresourcegroups.html
https://console.aws.amazon.com/iam

AWS Resource Groups ArfEm
5. i&#¥ Attach existing policies directly ( E1ZM EIE KL ) .

6. IEF GIERR,

7. 1E JSON &L , ML T REEFEH,

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"resource-groups:*",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:*"

1,

"Resource": "*"

(® Note

Z R SR RE 75 BRI T AWS Resource Groups MR EREFIRIENNR. SRR

8] AWS Resource Groups %A F# AWS Systems Manager 1%, #ilf |, kXK

& F&EA Systems Manager Ba1{Lan FTRINPR, EXTRIRLAINIT Systems Manager
F55 |, BT Systems Manager X PR IRV KB ( FIE0 ssm:* ) o BXREFIHRE
Systems Manager IR EZEE , S H AWS Systems Manager AP IEREHAHELE
%} Systems Manager B 1/ 88X FR .

8. LEBREFEM,
9. NFEEIBEBMMIER (70 AWSResourceGroupsQueryAPIAccess ) o
10. EROIEFEL,

1. B , ZRBEREFE IAM B, SRSCREMNBEMRAF . BXUOABASMNKENESE
B, S5 |AM A 7 18R R E S B R SR BB A E A P R AR

TR 9


https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-access.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#by-direct-attach-policy

AWS Resource Groups AriEE

T AR AWS Resource Groups B FHEEZEHNEZER

Resource Groups X#FU TR A,

- ETRFENRE, Sl B GIE— 1K, LAFAFPHAIT ListGroups #B14E , (EREEMITHM
BE,

o HWRHFNPR. Resource G ARNsroups X #HEARIEEREPHENRIR,

- BEHFRZHITERN. Resource Groups XHHERBIZH T EARERE, flu , BB —1NK
B , ALY Resource Groups AP XA EMRIENAER T2 IHENR,

o I5EHEIE, AP ATLAUEE 2 AWS Resource Groups REHI R RIPEL R,

Resource Groups T X #FE T #RIVREE,

A% Resource Groups M#rL4r4EE5 {5 AWS Identity and Access Management (IAM) £ E S
8 , S EAWS Identity and Access Management FA PSRRI LA T £,

- AWS 5 IAM L&A RS

- WIRME, BFEMEZHE AWS Resource Groups

- ERRBIEGE

AWS EZ Bl & AR RS AWS Resource Groups

B LAREAT AWS BRSS 5 — A AWS Resource Groups.

AWS BR% 5 Resource Groups &4 £/
AWS CloudFormation— {5 F %4k AWS EIRTEMH AR AWS BiR, BRITSRER
CloudFormation £ 8|2 &R4A R BEHEMMEKRFPHNERIR. EH Amazon

£ AWS FIRA P IKREB R B R IR LR |
CloudWatch 2% £ /I SRBUZ E & HE AWS
Systems Manager,

BXEZER , 52 H (AWS CloudFormation
FAF1ERE) i ResourceGroups HiREH S
£

Resource Groups #ZAX M A12 &l 10


https://docs.aws.amazon.com/ARG/latest/APIReference/API_ListGroups.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html#management_svcs
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_ResourceGroups.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_ResourceGroups.html

AWS Resource Groups

RAriEmE

AWS BRE

CloudTrail— fE F#IRFI B B IRAEIE AWS
CloudTrail,

Amazon CloudWatch — B A3 &/ AWS &R
MIBZITHN AT RATIEE AWS,

Amazon CloudWatch R HREF N # — RNE
F.NET # SQL Server N AR FHE L]
B,

Amazon DynamoDB R4 - &/ DynamoDB
REEBEREZESA , LMEEBMBEERER IR,

Lo EC2 TRAEN — FRANENESHE. &
N = E AL E A F ATE |, 2% Windows
Server, Microsoft SQL Server, SUSE # Linux
il fR S8,

5 Resource Groups &4 £/

BRAERXNEHRFRAHRTHRENESR 28
WATRIENAR (IAMZEREA | fluae, BF
5 AWS RS ) . AIRHRITIRE, BEREREM
g (TR IP ik ) FRAES. R, XEER
AT B Ea R E SR F,

EXEZEE , 85 EA CloudTrail E4H E
EREEEH,

BALLHNE R ETERENRFREARNIERM

Ak
=

o

EXEZEE |, i5Z% Amazon CloudWatch
FHRESRHXERRADHISFRANER,

WSiEE T RRAMN NET # SQL Server AR
F &R

EXEZEE |, 2% Amazon CloudWatch f
FEEHPNXENNBARERAH.

1£ DynamoDB BR{EX 2 R a2, 4miBHBIR—
4 DynamoDB %

BXEZEE , BZ Amazon DynamoDB 7
AAREE,

£ Amazon EC2 RHIBFhBIEHRIFLAAH |, 2L
HEBRABREMRESEAETHHNR AR,

BEXEZEEL , 1§50 Amazon EC2 AAF ¥R
R R E A E.

AWS 5 E&EFA RS AWS Resource Groups


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Automatic_Dashboards_Resource_Group.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html#appinsights-components
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-hosts-overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html
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RAriEmE

AWS BRE

TO% EC2 RETME-NEWL T E EC2 K4l
MERE , UEEFENSER. EAURNETEM

BiECEM , FEMNERATHERACEEHEIH
Amazon EC2 =4,

AWS License Manager — Bt IF ER 4 {4 Bi i i
BRI =HTRE,

AWS R L — EZRARFENNABRFRE
R

AWS Resource Access Manager— 5 H ik /-~
HEEZWEWEE AWS &R

AWS Service Catalog AppRegistry — E X &
BENNAREFRETHE,

5 Resource Groups &4 £/

FH2H Amazon EC2 EHIEz B BE — 1R Z
NREMBENRRAF, WRZASEERLTRE
BHEMMBEREGITRABENTENE , MiZ%
BIFERREXHIZT. WRBETCENEE
MBAMEBSRAF , MKPIFEIEEMER
ELBRHABHEZBEF,

EXEZELR , 1§20 Amazon EC2 AAFIER
FHERBSEMES,

fil B E VL5 RA LL A2 1F License Manager &
BHEREEN.

BEXEZEE , ESH License Manager A F
R M License Manager FRYEHLFIRA

KIE A Resource Groups EX M N ARERF

BXEZER , FSH AWS FTEEEPHEA
AWS Resilience Hub # £ 12 & &HW N HAREF
it

FERAXEZEHNEIRELE AWS RAM,

BEXEZEE , B30 AWS RAM AFfEm 9
M HENR IR,

L IRTE B2 N ATEFET AppRegistry |, ZRS
LB N ZNARFURRREA, NARFRR
HERNMARFYAMAERENES., ZRSESN
5 AWS CloudFormation B T2 Fx BRI B4
HROIE - NETHERNTIRAE,

BXEZER , B2 (AWS Service Catalog
EERIEM) AppRegistryd# “FEA"
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-capacity-reservations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservations-using.html#create-cr-group
https://docs.aws.amazon.com/license-manager/latest/userguide/license-manager.html
https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://docs.aws.amazon.com/ram/latest/userguide/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-arg
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
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RAriEmE

AWS BRE

AWS Systems Manager— J& i AWS &R 1]
PR :F kAT P

Amazon VPC R 4& 1518 9 4785 — AIiRBIXY AWS
T RBEHASRENZIGRA,

R R AR S5 B iE

5 Resource Groups &4 £/

WKEZENRE , HBRFEFFRAX NARFFRE
2R, 7£ AWS Systems Manager #2#|&
& | Application Manager ¥y “BEX N AREF
NHSBSAHERETRRANNAERN
BERE, BLUEEA Application Manager £
MEERBHEBHEAPNBLREREFESERHt
BEEIHE  URBLERREZRE,

BXEZEER , 55 H AWS Systems Manager
B PR AE Application Manager /{8 F 51
RAERF.

BRI LAE RSk E M B 1A R ERAYSRIRA B i it
AWS Resource Groups, X &I AEEEA
AWS IRFERHRH LG RINPR , A HEE RN
i & P 48

BEXEZER , HZH Amazon ER\FAE =R
FiE™EF K Resource Groups 5 M RE
BEEEEA

RRAEEREBE T AWS RREESEN — M ETRTEER, FL AWS REEIXANFRE R AT
BERBERZIFX—RKo WRBSTURAKMNEERN JSON BIEEHENRENATERANRE

FREAEE.

REBN A AWS RSN THEERE.
ES]

« G0{R 7 iR BY A0 Y FR A Y BRSS B B

« IRSSELERY JSON iEE

- XENEERENSHK

BREEE


https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/application-manager-working-applications.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/application-manager-working-applications.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
https://www.json.org/

AWS Resource Groups AriEE
A0 4eT 73 (=) B A0 2 3 R 4E B AR SS IS

XERSABRANBRSBEESEESERZRSRERHUN IR (HIMZRSHEZRFEIE AWS CLI M
AWS SDK #1F ) A EIRERE, RFERSESTLEEERSARE , RIFERH G R FHAE AWS
BRSRENGT , BVNETEAEFAFANEH#TER. B, EREBERT , EALUER AWS
SDKs SH AWS CLI ERIH AT API REERSEEHTRE !

« fEfCreateGroupiRERIEE AR , B LG ECHEEM MBIEA,
« $&TALAAE A PutGroupConfigurationi@ fE4E S B I B4R B9 L BT ELiE
« &ATLLE IS I A GetGroupConfigurationi2EREE R RAN LRIE &,

ARSSECERY JSON E3E
RRATURE-HEE  REEELEATENZEARR WA RN RS HERE,

BELL JSON WRHWFEREKT. ERINE , BERARET ENHL., SMNMEEWMBEHISHI T
E:ATEEN Type , URHBZERENKH—A Parameters, EPSHEBELE — Name M —1 =
ZA Values WA, AT R¥lplaceholdersERT BN RHIFREEEBEHEREEX, WRHE
RTEERINSHNER K HESNSBHBERNME. TN RBRERNER, SHBAE,

[
{
"Type": "configuration-type",
"Parameters": [
{
"Name": "parameterl-name",
"Values": [
"valuel",
"value2"
]
.
{
"Name": "parameter2-name",
"Values": [
"value3",
"value4"
]
}
]
}
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https://docs.aws.amazon.com/ARG/latest/APIReference/API_CreateGroup.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_PutGroupConfiguration.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetGroupConfiguration.html
https://www.json.org/
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GroupConfigurationItem.html
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]

X FVEERENSHK
RRAXFEANTRERE, SHEBLNSE —EX ZRBERNSL.
)

« AWS::ResourceGroups::Generic

« AWS::AppRegistry::Application

 AWS::CloudFormation::Stack

« AWS::EC2::CapacityReservationPool
« AWS::EC2::HostManagement
» AWS::NetworkFirewall::RuleGroup

AWS: :ResourceGroups: :Generic

ERERBEENRRABHIRABRKERNRE , MTEN AWS BFEERERREENITH.
WEBXAEHREEZCHWRSXBABZRM , Hl AWS: :EC2: :CapacityReservationPool #
AWS::EC2: :HostManagment Z&,

LA Parameters XfAWS: :ResourceGroups: :GenericfRFXREKAType B,
* allowed-resource-types

S HIEERIRAREH - MRS MEEREN FIRE MK

ENHERE  F/HH

RFHE :

e AWS::EC2::Host- HRFEmMBELTEXE AWS: :EC2: :HostManagement fY
Configuration Bt , EEFATELSHEAEN Configuration, XA AR
ZHostManagement& 4 R 88 E Amazon EC2 T A EMN.

« AWS::EC2::CapacityReservation- ¥RESEBEEISHKA

AWS: :EC2::CapacityReservationPool # Configuration B R , EEFEATEILSHK
FM{EH Configuration, X#HFAJLAH{R — N CapacityReservationl REEE2E Amazon EC2

L —8

REMEBRE,

BEEXRBENSH



AWS Resource Groups

RAriEmE

MEBRYE , ETHWMBIERANEAM Configuration TE, BXATHNE , BSHANENS

Bo

AT RG9S EEA R R BR#18 R 8 Amazon EC2 E#HL3R41,

[
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
}
]
}
]

* deletion-protection

WSBEERIFRFATIEEMRA , BT EFERBR. BXEZELR , HSH License

Manager F = 1578 B9 BR =5 RE

ENBIERE  FREHR4E

AVHE  WE—RFHIER [ "UNLESS_EMPTY" ] (IXEXAANKE ).

HE AR ETHMBIRRANEM Configuration T&E, NYRBRAEE R —NEE
Type B9 AWS: :EC2: :HostManagement B Configuration TEK , TEEWSHE,

LU ROINZA S AMBRERY | BRIFZEIRE R A T se s EMIBR.

[
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}
EBRAENSHK 16


https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html#host-resource-group-delete
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]

AWS: : AppRegistry: :Application
HConfigurationKBEERFRANRKHLNENRAREF AWS Service Catalog AppRegistry,
LR FRATEH AppRegistry RFERE , AEFEAREN T ESEHAFLIE, EHIMBIBR

AppRegistry,

(® Note

HTWREFREAR AWS AF B IBRNEY K MARHAFEE , RXEHRATITAL
£ R AB 2 Y R KR R A B E R ECE PR B AWS K/

BEXEZELR , 5K (S ervice Catalog FAF1ER) AppRegistry i “fEF",

£ AppRegistry I L ERSHERXERAR , ©E2 B3I HAWS CloudFormation 55 T2 F X B H =
AN AWS CloudFormation ek 6 2 — /N Ih AV MY N ARSS A< o

AppRegistry Bzhin & HOIBA M ERFZHERA , BI8RAWS_AppRegistry_Application-/FEREA
EFHE . AWS_AppRegistry_Application-MyAppName

AWS : :AppRegistry: :Application REXBRAXRITHUTSH,
* Name
EBEEETUNENARFNBEAF S EHRIFER AppRegistry.
EHBIERE . FHH
ARVFWME : AppRegistry RS AT R ARFEHNEANEFRESR,

* Arn

WSHBIEER D BN ARFRN Amazon FIRE# (ARN) 84, AppRegistry

ENHIERE . FRFS

BEEXRBENSH 17


https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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RVFHE : BREY ARN,

® Note

EFRAXETEFNEM— , BLIER AppRegistry 26| & 3 1% RS AWS SDK H
AWS CLI BERIE R AEF.

LR AR EREA BN E AppRegistry M ATEFXEXBIAWS CloudFormation #4% 6l # #IR4A 5
RER G B LAE M ZListGroupResourcesiREREFIX L T4,

LT RAIETRT AWS: : AppRegistry: :Application BRESX}EBRAMNEEI 2

"Type": "AWS::AppRegistry::Application",
"Parameters":[

{
"Name": "Name",
"Values": [

"MyApplication"

]

.

{
"Name": "Arn",
"Values": [

"arn:aws:servicecatalog:us-east-1:123456789012:/
applications/<application-id>"
]
}

AWS: :CloudFormation: :Stack

tConfigurationX &g EH KK AWS CloudFormation % | H K G 2iZ#EHR I AWS BIR,



https://docs.aws.amazon.com/ARG/latest/APIReference/API_ListGroupResources.html
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L AWS CloudFormation 34k 5 AppRegistry lRGxBkET , REL BN BB EFTRA. B
FERARMNTE  BNET LR, EHDMERIXLEA AppRegistry,

AppRegistry BZ T B2 E B ERS XA |, 518RAWS_CloudFormation_Stack-/EiR#% B
M : AWS_CloudFormation_Stack-MyStackName

(® Note

BT HRFAREAH AWS AP EaI0I@N4Er K MARHAFEE , Rk XERFEARITAL
T A A 2 AV SR AR RA R E R ECER PR B AWS K/

BXEZER , 555 (S ervice Catalog FiF#ER) AppRegistry iy “E A",

AppRegistry Bz R &5 AppRegistry R AR FXEKBEN AWS CloudFormation etk 61 22 1tk 28 B 4y AR
SHEXBRHA, XERFAFRA AppRegistry S ATEF R EREAN FRA

% AWS CloudFormation #iJR4E B B R 24N HEAR Y — #0262 /Y AWS BIR,
AWS: :CloudFormation: :Stack RFXBKAXREXFUTSH,
* Name
b S BIEE 012 AWS CloudFormation 4% B 7= 23 Bt B9 HEAR O R 37 & e
ERBIERE . FRH
SLVFHIME : AWS CloudFormation BRS5 7t R RY AR B RV AR XA Z /T &,

* Arn

WS HUIEE B I B R AR FH AWS CloudFormation ##%H9 A mazon &IRAFr (ARN) &,
AppRegistry

ENHRERE  F/H
SRVFHRE : BREY ARN,



https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/AppRegistry.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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® Note

BEFEXETEFNEM— , KHER AppRegistry 24 & HEHRA AWS SDK H AWS
CLI B{ERIEUNAER

LLTFRBIERT AWS: :CloudFormation: :Stack BREXEAAMBEEZ S .

"Type": "AWS::CloudFormation::Stack",
"Parameters":[

{
"Name": "Name",
"Values": [

"MyStack"

]

},

{
"Name": "Arn",
"Values": [

"arn:aws:cloudformation:us-
east-1:123456789012:stack/MyStack/<stack-id>"
]
}

AWS::EC2::CapacityReservationPool

It Configuration REEERREARTZARARMNARETEN, ZRREANKAXLAZ
Amazon EC2 REMBE AR, RRAVUSELAEKFPHENAEMBEURBIFANEMIK, 5
IBHEWNBTETE AWS Resource Access Manager, X AR FERALKERAENTETMEZESHNER
B3 Amazon EC2 £6l, HEMITIIREN , SKERERALATRHNATAMBRE. WRARAZEATA
BRE , MZEFFENMABAIMIEEZRFE3. BXEZEE , S H Amazon EC2 AF IR
NEARETMESE,

MREFERAREE Configuration M B EERSFRERIRA , NEAMER LT EIEELEIMA
Configuration WK :

WEXHASH 20


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-cr-group.html
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- BEE—/SHH AWS: :ResourceGroups: :Generic A :

- 28 allowed-resource-types F#/NME AWS: :EC2: :CapacityReservation, X# AL
¥R AHE Amazon EC2 REMBE ALK A BEIRAMK R -

HAEEFH AWS: :EC2: :CapacityReservationPool I B A XFEMSE,

AU RBIRRIEEAR Configuration E% .

[
{
"Type": "AWS::EC2::CapacityReservationPool"
3,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::CapacityReservation" ]
}
]
}
]

AWS: :EC2: :HostManagement

WARIRFFIEE T Amazon EC2 EHEEMIRIE AWS License Manager , iXEi&E R BEK A58
HIITH. BXREZER , BZRPHEVEIREA AWS License Manager,

MREFEAUEEE Configuration BB BERF KRB RIRA , WA XAMERA LT EIEELIRA
Configuration IiH :

« —Hh AWS: :ResourceGroups: :Generic & A HZ#H allowed-resource-types , £/ME
79 AWS: :EC2: :Hosto X#H# A LABERRE Amazon EC2 TAEN AR A ZEAMNK A

- —fh AWS: :ResourceGroups: :Generic & , HZ¥H deletion-protection , E/MENR
UNLESS_EMPTY, X4 AJLASMRERIFANZE , BN FEMBRZA

AWS::EC2: :HostManagement FRFREBRAXBE T IFUTSH,

 auto-allocate-host

WEXHASH 21


https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html
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WSBIEEXFIRERENERENLEY  CREEELEEEENTMATHAEN LES. BXES
E8 , B2/ (Amazon EC2 AF#ER) HM “T BN RMFFEFR 1",

ENHRERE  wRE

ARUFHIE : “true”=H “false” ( XMRANE ) ,

[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "auto-allocate-host",
"Values": [ "true" ]
1,
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}
]
1,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::Host" ]
I
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}
]

 auto-release-host

ZSHEEATFNERENELRVETHRFRLEREAIRM. BXEZER , 55 Amazon
EC2 AFEmPRBERETAEN,

BEEXRBENSH 22


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-understanding
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-releasing
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ENHRERE  /wRE

ARUFHIE : “true”=H “false” ( XMRNE ) ,

[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "auto-release-host",
"Values": [ "false" ]
1,
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}
]
1,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::Host" ]
I
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}
]

 allowed-host-families
WS BIEER T1Z A B 551 v LA A ERLE S HISE R K 5,

ERBIERE  FRHER4E.

BEEXRBENSH 23
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RAriEmE

RFNE  SMEHBLAREMB Amazon EC2 SEHIZE R R FIFRIZEC4 , HlAOM5P3dn, .

5{R5d,
MNE B

LT ROIEED B EER KGR C5 F M5 KFIRBERIINAR

[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-families",
"Values": ["c5", "m5"]
},
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}
]
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
1,
{
"Name": "deletion-protection",
"Values": ["UNLESS_EMPTY"]
}
]
}
]

allowed-host-based-license-configurations

SBEEENATERAN —PMHSMNETRAREEFNFTIEREN Amazon FREH

(ARN ) &%,

EREIEER  #i48 ARNSs,

24


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html#AvailableInstanceTypes
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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ARTFHE  SMEHBLARERM License Manager Bt iE ARN,

AIE M, BULIEERSEE any-host-based-1license-configuration , B gEEIAY
EERE, XESHREERMN,

R RBlEETHE EH KR A EAPMMNMEER License Manager Bt &,

"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-based-license-configurations",
"Values": [
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2baslEXAMPLE1111",
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1lic-8a786a26f50ba4l6eb658EXAMPLE2222"

]
}
]
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::Host" ]
I
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}

* any-host-based-license-configuration

S HEELET B ENTFAIIEREXRKIENE. EXMERT , MEETARERFNTR
REMATHENRRATNRAEA, WRENFANEREFR , A LBEHNENFARHEITH
1t , BERALRE,

BEEXRBENSH 25


https://docs.aws.amazon.com/service-authorization/latest/reference/about-service-linked-groups.xmllist_awslicensemanager.html#awslicensemanager-resources-for-iam-policies
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ENHRERE  /wRE

ARUFHIE : “true”=H “false” ( XMRNE ) ,

A KM, BABUEERSHEE allowed-host-based-license-configurations , ER
HERNIEERE, XESHIEERFN,

AT ROIEETUEEAR R AT AEREMETAR/EZEFHIFAEEE,

[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
},
{
"Name": "deletion-protection",
"Values": ["UNLESS_EMPTY"]
}
]
}
]

LT ROIGAIAFAAEENNERRE-BESEENMRED,

"Type": "AWS::EC2::HostManagement",
"Parameters": [

WEXHASH 26
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"Name": "auto-allocate-host",
"Values": ["true"]

},

{
"Name": "auto-release-host",
"Values": ["false"]

},

{
"Name": "allowed-host-families",
"Values": ["c5", "m5"]

},

{
"Name": "allowed-host-based-license-configurations",
"Values": [

"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2basl1EXAMPLE1111",

"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1ic-8a786a26f50bas16eb658EXAMPLE2222"

]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
},
{
"Name": "deletion-protection",
"Values": ["UNLESS_EMPTY"]
}
]
}

AWS: :NetworkFirewall: :RuleGroup

PRI BT B A AR R R &l 1THY AWS Network Firewall #N4ARIZE ., BFAIEEIE R af A E L
FEARRAN ARN |, LURTEBF MBI BB BT IZAR R IP it , MASFHINEE M i, X
EZER |, 587 AWS Network Firewalld A E FTHREH & IRA,

BEEXRBENSH 27


https://docs.aws.amazon.com/network-firewall/latest/developerguide/resource-groups.html
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#a] LA{E B Network Firewall #2418 1=1T AWS CLI i85 = AWS SDK 121ER a2 it BR AR EIR
4,

hEERBENFTRAERUTRS :

Z4E B X R X B Network Firewall X388 RIEBILA Ko

ZAVMBEETHRENERNTREERANRARE ; EAFRENAR , MRERSEESEHRAT
B , BB RN ZANKR

WEEXRB AL Parameters,
EMBRI A BR BN EIRA |, £17 Network Firewall #NI4H E#BTE 5| % ERA,

AT RGIEEE T L3R BUA MY Configuration l ResourceQuery %

{
"Configuration": [
{
"Type": "AWS::NetworkFirewall: :RuleGroup",
"Parameters": []
}

1,
"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":
[{\"Key\":\"environment\",\"Values\":[\"production\"1}13}",
"Type": "TAG_FILTERS_1_0"
}

LU RGI AWS CLI sr B ERA SR EBEMNE R IR R RA.

$ aws resource-groups create-group \
--name test-group \
--resource-query '{"Type": "TAG_FILTERS_1_0", "Query": "{\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\"], \"TagFilters\": [{\"Key\": \"environment\", \"Values\":
[\"production\"]3}13}"}"' \

--configuration '[{"Type": "AWS::NetworkFirewall::RuleGroup", "Parameters": []}]’

"Group":{
"GroupArn":"arn:aws:resource-groups:us-west-2:123456789012:group/test-group",
"Name":"test-group",

"OwnerId":"123456789012"
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},
"Configuration": [
{
"Type": "AWS::NetworkFirewall::RuleGroup",
"Parameters": []
}
1,

"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":
[{\"Key\":\"environment\",\"Values\":[\"production\"1}13}",
"Type": "TAG_FILTERS_1_0"
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EHeZETEHNEA AWS Resource Groups

wIRA EHRYRE

£/ AWS Resource Groups , EHEETEWNHFHANEM, BUUNRREAETARNEENE R

o

ETHRE

ETFHRENERNSTEFEAUTIER AWS: :service: :resource MMFZIEENRRIERIIR, &
L REBRAALPNERFEUARNERTHFNE, (k) mEXTESRNE.

FNFETHRENER , BETUEEEENARANERAZHNRE, i, mRE
ENE-IMNEREA , HP IR TETHARREMN R M PATE Amazon EC2 41

M Amazon S3 g , H EEWZFMEEBUXM A FIE , BN TRIIRPIE

FEAWS: :EC2::InstancefAWS: :S3: :Bucket ®REHE , REIEERZIHStage , ItXE
Ho Test

ETFHRENRRAMN ResourceQuery SHIEXEEUTTE ;

* Type

BARRTHHIENESRRERL. BURETHRENTRE  FROTHREEER
TAG_FILTERS_1_0:

"Type": "TAG_FILTERS_1_0"
* Query

rRELATEREARNEGRERN, B2 EBUTTEN JSON EHNFRHERR

* ResourceTypeFilters

bt R A RR BN CE R R AR R RRE, ATEENTE :

« "AWS::AllSupported" - EELR AN ITESERICHE B L 61H Resource Groups BRS
TRHNEERBERR,

« "AWS::service-id::resource-type - \ES DRI EFRREITFFRYIEK , HE
XA, HlE "AWS: :EC2: :Instance",

 TagFilters
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W EREESHMESFTENFRIHITHENB/EFTTEN, RERNESHERFMETEN
NENIEEADT. BNMNEERHFEHBUT TRAN :

« "Key"-HHEBEMNFTRHE, NERAGLEFCRBEVNRRSHERGELTE K HAR
ZAMK R

« "Values" - —INFfE , EhEES I RVEERESR, XERERFTRRERNE
( GHIIRPH—PTREREE ) RIZENKR.

FrEIXL JSON TREMLMAE K JSON £HHBETFRBRREN. 0, ZEREFUTRH
JSON £ fJf9 Query, LEEMNIEEIZL R “Stage” BE R “Test” B Amazon EC2 3£,

{
"ResourceTypeFilters": [ "AWS::EC2::Instance" ],
"TagFilters": [
{
"Key": "Stage",
"Values": [ "Test" ]
}
]
}

% JSON AIARTR AU T RITFRE |, HAE Query TEMNE. BT JSON SR ELTZIN 5
SEFE , R STOHEMBRANNE SFHRERMIFRARITERNL , SERESN N FZNEME
RFHL , WTRAR

"Query":"{\"ResourceTypeFilters\":[\"AWS::AllSupported\"],\"TagFilters\": [{\"Key\":
\"Stage\",\"Values\":[\"Test\"1}1}"

REHTEM ResourceQuery FRABERTZA CLI RS, TR :

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters\":
[\"AWS: :AllSupported\"],\"TagFilters\":[{\"Key\":\"Stage\",\"Values\":[\"Test
\"1}13"}"

EFAWS CloudFormation %

£ AWS CloudFormation EF3# AWS CloudFormation # & |, &7 2 5] XS K/~ p kiR —
N REEHERPEREMAZANEERRE, BREET —/ AWS CloudFormation i3
TEH,
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® Note

— /N AWS CloudFormation % aJ A 2 & EH A AWS CloudFormation “F” ik, B2 , &
FRHERN T RAHTEEN FHERNAAERREEN AKX RIRE. RRAST FHRERE
MNMARRARMBRERNERAS , ABFLTNHHATIT R,

Resource Groups X#HE T EB LTRSS Z—K AWS CloudFormation ##k I &Eif,
* CREATE_COMPLETE

« CREATE_IN_PROGRESS

« DELETE_FAILED

« DELETE_IN_PROGRESS

« REVIEW_IN_PROGRESS

/A Important

REEEATRERHER —BIEZVNBN ARSI 2TEERREAP, USH AWS
CloudFormation ## R A SIZW R R TR R ZEANKRA. Bl , MRBECIENBIHEK
{4 AWS CloudFormation ¥ER #ik 0 —22 , WiZBZIRRARRZENK A, BE- , B
ZEBT RBAENHBE—Z20EMN Amazon EC2 EHIF2ETF AWS CloudFormation
MR B ERAR KR

MR HEET AWS CloudFormation Htk I E A |, H BIXHERNRAEFERINTEXRENBEATH
ERA9EFAH (30 ) DELETE_COMPLETE , MZ & RAMAREE , B EERXRARER.

EORRRAR , EUUEZATHRRLNITES.
CloudFormation E F# A RAMResourceQuerySHIBZETEUT TE :
* Type

L TERTHBRERE L ERE,

E 8|2 AWS CloudFormation E TR EIRLE , BROTHAIEE
ECLOUDFORMATION_STACK_l_@ :
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"Type": "CLOUDFORMATION_STACK_1_0"
* Query
AEREATEREARNEGERN. EB8EBUTTEN JSON EHHNFRBRT

* ResourceTypeFilters

I TR A5 SRR FI 9 AN U FL ik SR Y RSB, AU ELATE -
« "AWS::AllSupported" - BEEERTUBEEETHE VT MAEEN TR,
« "AWS::service-id::resource-type - BGES D RIWERLEINCFARIIR , HEX
B o, Bl "AWS: :EC2: :Instance",
« StackIdentifier

WREREEEFERREEELHPH AWS CloudFormation ##) Amazon BREBZFR (ARN )

XL JSON TEEATELAESK JSON £ BETFZRABERRER. Hlan , ZEREFUTRY
JSON £#f9 Query, LEHEENTEE TEE AWS CloudFormation 348 Amazon S3 7Zfi#
o

"ResourceTypeFilters": [ "AWS::S3::Bucket" ],

"StackIdentifier": "arn:aws:cloudformation:us-
west-2:123456789012:stack/MyCloudFormationStackName/fb0d5000-aba8-00e8-
aa9e-50d5cEXAMPLE"

}

% JSON AT BAR R AU T RITFZNE |, FBE Query TEME. BT JSON EMHNELTMENS|SF

T ST AHSRANNE| S ZFRERITIZ/ARTHY , FERESNZ/AEMN LT
WTRFAR :

"Query":"{\"ResourceTypeFilters\":[\"AWS::S3::Bucket\"],\"StackIdentifier\":
\"arn:aws:cloudformation:us-west-2:123456789012:stack\/MyCloudFormationStackName\/
fb@d5000-aba8-00e8-aa9e-50d5cEXAMPLE\"

RIS EEM ResourceQuery FHHRKRTRA CLIRSSH , TR :

--resource-query '{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::S3::Bucket\"],\"StackIdentifier\":\"arn:aws:cloudformation:us-

FIRAEHHRE
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west-2:123456789012:stack\/MyCloudFormationStackName\/fb0d5000-aba8-00e8-
aa9e-50d5cEXAMPLEN"}"

HMEETHENE AN ZA

UTEREUWA T MUHEETHRENERNMERLERIRZTRE.

Console

1.

2
3.
4

8.

&5 AWS Resource Groups ##14.
ESMBERP , BRIBFERA,
EOZETEANATE EMARAT  EREFTHRIALRR,

EDEZHET  EBREGEERRATNERERE, BESAUEETATIE 20 FHRIRE
B, EARESGSD | EBRAWS:EC2:Instancefl. AWS::S3::Bucket

MESEFHT , INEEEFSBIAIRNEY , FEENFFRRHNRETESAEEER
ICH AR, EEREMNIRER |, HiEE Add (R 10) IR Enter. EZRHIF |, fHiEEHF Stage
RERNAR. MEERTEN , E&RE—FHNERNER, EULNETERSEZERM
OR BE/ARNHERFNZME, BEFMESHIRE | HERERI. AR AND ZEFDELS
L LESEENRFRRENMEEERELENEARRBFHERERE,

ME “DARLE T , EF “MRARR , REGK,S P EEERZEHACER EC2 £4|F S3
TFREBRSIR.

REMBNGRRE , RELERGE A,

a. HAFRHAEET, XTEHEBHR , hNENTRABA—NBW,

RFAEHZZAUTE 128 N FH , BRFE. BF. EFF. A N TIL. EHF
BELL AWS T aws FFk, XEEZHREMER, FIRESFEEKF 89 = 51 X8 L0002 1
_EI‘JO

b, (i) EAMET , WACHANRE

c. (W) EEFER OFMUEATHORE (HTERTATHRARR ) WIRSRAE
o
MBI WFRAERRAAORR , WAFERRER, BT REREED — MrER
HEE | Rl , BHLFARETHES —MFERPMITEHRENEAANAH,

ERAE , BE0RA,
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AWS CLI & AWS SDKs
EFmZEMAET TAG_FILTERS_1_0 EEMEA,

1. EAWSCLI &iFH , BAUTRE , ARG Enter , NEABH, HR, BRERE, LR
MRESENESRNECHE. ERRZUUEE SNAFH , BFFE, BF. EF/HF. T
&, MRAFSHNZEE, ERZUUEEAPEE 20 MERXE, FRABHEZINEE
128 NZRF , BEFE., BF. EFF. AT TRE. BFTELL AWS 2 aws FFk, XL
EMEMBN., BRABHRELHKS P LT ZHE—,

FEFHAEL— ResourceTypeFilters B, BEREMERRERE | BF
AWS: :Al1Supported #E5 ResourceTypeFilters B,

$ aws resource-groups create-group \

--name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\",\"resource_type2\"],\"TagFiltexrs\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuei\",\"Value2\"]1}, {\"Key\":\"Key2\" ,\"Values\":[\"Valuel\",
\"Value2\"]}]}"}'

UTasR—1NREl.

$ aws resource-groups create-group \

--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":
[\"Test\"1}1}"}'

UTHHR—RE , R BEFE XA RAL,

$ aws resource-groups create-group \

--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS: :Al1lSupported\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":[\"Test
\"1}1}"}"

2. ENWTHBAEFERELTAR.

- BOIENAENTERMRR,
- BRATOEZEANTRER,
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. SEXBIRE,

B2 EF AWS CloudFormation #Etk B9 BE4A

MUTERHA T NAMNEE T RN ERNER L ER G ZTRA,

Console

1.

2
3.
4

8.

&5 AWS Resource Groups 2 #14.
ESMERY , ERUERIRA,
EOBETERNREAD , EFAXET , &FEE T CloudFormation HEik RV EFLH LR,

EREENEEMAER, REERARAET — Mk, EMEMERIIR | BT HRB AR
Bho MEFIRPERERIIFHVRSHYHA

HEHERFERELSHEATNRFRE, WTHREEL , BREMRNEFEZIFNRIFR
B, BXUNEEATNZIXIEFRRRENESEERE , BRI UERERES —#E AWS

Resource Groups £ #Y &IRKEE,
‘EEFEHEFRLGRE AWS CloudFormation i STt AR AR TR M R RHIR.
REFMENERE , BRELERCIE -4,

a. HAFRMAEET, XTHEHN , hENTRABRA—NER,

/

BRAEMHERZULUITE 128 NFH , EFE, BF. EFHF. AATIL. EHF
BELL AWS T aws FFk, XEEHRIRMER, FIRERFEEMKF B =S 8 Xig 4502
_EI\JO

b, (Tih ) AT , ALHANEE.

c. (W) EARES  FONERTARA (MAEATATHRA AR ) WFERAE
%t
MBIHRAENRAANRR  WARSEHER. BFREREED —MRERY
tRA | Rl , BSAFAREFHED —MrERF NI HHENERANAT,

EXAE  EBURA,

AWS CLI & AWS SDKs

AWS CloudFormation EF AR TR A EIH, CLOUDFORMATION_STACK_1_0

B2 E T AWS CloudFormation 4% Y Bf4A 36


https://console.aws.amazon.com/resource-groups
https://console.aws.amazon.com/resource-groups/groups/new

AWS Resource Groups AriEE

1. BTUTHT , FEARRK, #R, ERFRAFNTRRENEBRANECEHCHE, HR52T
LEE 512N, 27, BF. BEFN. THL. SRFsSHZER.

MBRIEERFELA | N Resource Groups BE KPP EXIFNRRER, BHZ AL
EEADPITE 20 MRREE, RRAEHEZAUITE 128 N7/ , 3FFE. BF. EF
T, ARMTRL. BFTEELL AWS 5 aws FFk, XEZHETMEN . BRAZFHELHK
P AT — 0,

stack_identifier2i#ik ARN , RBIEBFIRo

$ aws resource-groups create-group \
--name group_name \
--description "description" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Quexry":"{\"StackIdentifier\":
\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"1}"}'

UTamR—1REl.

$ aws resource-groups create-group \

--name My-CFN-stack-group \

--description "My first CloudFormation stack-based group" \

--resource-query

'{"Type":"CLOUDFORMATION_STACK_1_0","Quexry":"{\"StackIdentifier\":

\"arn:aws:cloudformation:us-west-2:123456789012:stack\/AlWStestuseraccount\/
fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\", \"ResourceTypeFilters\":
[\"AWS::EC2::Instance\",\"AWS::5S3: :Bucket\"]1}"}’'

2. EXGTHEEFEELATAR.

- BOIENAERNTERR,
- BRTORANRFREN,
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B REEE AWS Resource Groups

E 7 Resource Groups PEFHETHRENREAE , B URBENAEMNERANIFE, REBEIR
BERNHIRZN A ESCREAFRMAM R R R, TREEREEA PRI RAISERR. EAHFRM
RBRBERRNRESEZRFEBZRENGE, AF , RIEEHNRREAGESEARTELERE B ZIR
X, BEfBRTEREHFERBMALZNA,

EFEH AWS CloudFormation E F#igEIFEA , ATLLUARHMHR, SETAEHR P RNEE
BREMAZANRRXRE, EFICERPATANETR , BEFMATOIE#RHN AWS CloudFormation
Bk , REEPEHHL AWS CloudFormation. BXMEE#H AWS CloudFormation #kHEZ{E
B, B2 (AWS CloudFormation FAF 1) FHIAWS CloudFormation i E#.

£ AWS CLI, B L AR S EMEA,
« update-group , ATEMANER,
« update-group-query , ATEHATHEANK R BRN T RERNFIFL,

EEEAT | BTEFET AWS CloudFormation HRHWA TR A ETHRINERA , R2TR. T
&, A LAEH Resource Groups APl ( B#EfE AWS CLIs ) $uiTiZIR4E,

EHETHRENERA
UTEERQEZERNAEHRETHRENERA,
Console

AU EEAPERAAMETHRRRESINEUAETHMETIRENE, BEFJLUMNRERANHE

o

1. &3 AWS Resource Groups 2#|& .
2. ESMBERPHRENEFRATH , ERZEANEN , AREEREE.

(® Note
FARENECHENERRA, FIEENERENERANKFIENR. WRFEET
RIBBBFIKFHEAMAERRTE AWS License Managerf8lEH, BEXEZELR | &
2% License Manager Al 18R F K AWS License Manager B 41L& R4 o
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3.

EREATHENDESZHET , RINSBRERRE, ZFREZALUEEAHRETE 20 HERSR
B, EMRRERER  BEZERFENFLE LIERE X, EREFHRRUEEEXNMAEIN
BHENRRRR. EAELES , RIMFEREE AWS:: RDS:: DBInstance AW iNEI &R,

MESEFHT , REFERBHE. BZRAIG , HWIEES Stage FRER A Test
REENER, MEERIEN  E2R-—SHPIERNER. ERRRE | FEERE Lk
£ X

RHMESS , U RBAER, EelBARE K B ERBANEN.

( Ak ) HARZF , BRI BBRFL., ANRIREXBTRANTBE, BTN
BMARR,. BEEIARFANEREENTR , BEDAFRS TREIRE.

MR RFHAENBRRANRKR , WAREFERTR, Z6EA  LAZLEERSR,
b, FELEARTPHIUTHREINRAAFHERNED —MrLHE,

IEETMRATRUARRENKS P EEERSERACER EC2 K|, S3 F#MEM Amazon
RDS BIEEXFINEMFIR, MREFIRPEFIFTFENAR , FHREAEDAFMPEE
HYPREFRIE T R

Exma , BRREFEER.

AWS CLI & AWS SDKs

EH AWSCLI , BAIEARNTRING S ETHANETOHAEHFRRANER, TREEEIE
HMNEH. T AWSCLI , BRI LUNETIRZEMNAEHRNET CloudFormation HiRHIE | K2 TR

;\!\;O

1.

MRETEERANER , FRCSHRIRAEIT —F, £ AWSCLI 2FEF , BAUTH
&, REE Enter , HHABMNERNERR N B SHE.

$ aws resource-groups update-group \
--group-name resource-group-name \
--description "description_text"

UTam_—1NREl.

$ aws resource-groups update-group \

--group-name my-resource-group \

--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."
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ZmToRE—/NTE, EMNEAHKR,

2. EEHMANERANRE  FRAUTH T, FEARH, BRXE, FEIRENRSEBRRNER
CH{E, REHE Enter, BRZSATUEERAPIE 20 HHEIFRRE,

$ aws resource-groups update-group-query \

--group-name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\" ,\"resource_type2\"],\"TagFilters\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuel\",\"Value2\"1}, {\"Key\":\"Key2\",\"Values\":[\"Valuel\",
\"Value2\"]}]}"}'

LT asR—1NR6l.

$ aws resource-groups update-group-query \

--group-name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\",\"AWS: :S3: :Bucket\",\"AWS: :RDS: :DBInstance\"],
\"TagFiltexrs\": [{\"Key\":\"Stage\",\"Values\":[\"Test\"]1}1}"}"'

ZHTAREEEMNERENLR.,

FHETF AWS CloudFormation #t#k I EE4H

TR mER R ER CloudFormation EFHERAILH,

Console

BTTEE PN AWS CloudFormation E T HRWAERXNETFTHEMNA, AWS Management
ConsolefBER , B UERZAFMETHMHEK b UERESTEEADAHERBTRER, £1ET
LU sl B8 S 4H Y #E R

1. &3 AWS Resource Groups &l A

2. HESMERFHNERENFERATE  ERZEANER , AEEREE,
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3.
® Note
BREEHFECHANERA, FFIEEYERSNERANKFFIEN, KFPFAEET
RIEBEZIKFHEMAERRTE AWS License ManagerF8l2ZH ., BEXEZER | &
2 A License Manager Fi P8R #9 AWS License Manager/ B9 = #1748 R 4H o

4, HEHREEBHTEHEN2ERET  EERAFMETH#K |, A TRIIRFIEF ZHER, R6E
FRRAET— Nk, EMEHEKRIIK  BARBAMKNEN,. REJIRPEREEX
BFRRSHHER, BXAZFNRSYER , BSRAEETNETCRZETERNEH AWS
Resource Groups.

5 NMEBIBRERER, NETHIRPETRHERTFVATARERE, RMAENFEZIIENR
FEE, BRZUAUEEAPEE 20 MRREH, ERBRETRER  FEZRREENFE
FiEE X, BXAULBEREEATPNZIIHFRRELENESER , FRAUUSKHEERESE &
AWS Resource Groups 1 & RFER,

6. BT ARRUKZE AWS CloudFormation Ht% A1 5 AT ik 4 R3S BUAR ITEL Y B IR 5 Ko

7. EEHMEES , BULREBAER, ERIBEAR , BLEREAN A,

8. HEAREF , FMIMBRHFE, AFERAXRRANTEE. ENT2¥BRARER. EE
XRFEANEREREN TR , FEDARFFREIRE.

MRTXFBHAFENRRANKR , NWARLEERR, BOIRE , #AEDEERLR. &
I, FESEARIEPHIUTREINRAAFHNERNNED —MrER,

9. HEEHE 6 EERERFER.

AWS CLI & AWS SDKs

AR AWSCLI, B AEARN RN G EFFHEANETOAEFTTRANER, TrEmBEINE
HAMEH. T AWSCLI, BALUNETRZEMNAEHRNET CloudFormation HiRHIE | K2 IR
Ao

1. WREFVEXRANHER , BRIUSRARKIT —F, STUTHT , FEABHNELENE
BN EHCHE,

$ aws resource-groups update-group \
--group-name "resource-group-name'" \
--description "description_text"

UTamR—NREl.
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$ aws resource-groups update-group \

--group-name "My-CFN-stack-group" \

--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."

ZTRIRE -, EHMAVAREIR.

2. EEHMANERNRE  BETUTHT. FEARH, HERMAFNTRRENERRNER
CHE. ERMEREE  FEGTPRETENRFRRESIR , MARMURERFINAY R IFSE
B, ERZUNEEAPITE 20 HEFRRE,

stack_identifier 3tk ARN , HIRBIG P Ro

$ aws resource-groups update-group-query \
--group-name resource-group-name \
--description "description" \
--resource-query
'{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"1}"}'

UTamR—NREl.

$ aws resource-groups update-group-query \

--group-name "my-resource-group" \

--description "Updated CloudFormation stack-based group" \

--resource-query

'{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":

\"arn:aws:cloudformation:us-west-2:810000000000:stack\/AWStestuseraccount
\/fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\",\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\",\"AWS::S3: :Bucket\"]1}"}"'

Zi T RBREEEHMNERENER,
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PEMBEAREHNH  KERRFRANEN

£ AWS Resource Groups & RALRAR , BULLEMXEAREEEENEHOEBLTFHNE
Wo BAILANBIEXETFZNEAN , LUHEABXWMEMRIENES, fl0 , BALIREEARREEE
REBURRIENBH, S0 LAERRMITEK RN ZRENSHRAKR Lambda BE , ZEBARERE
FREEFEHR , LARFTNARAFEHARRENEAMER, 3K Lambda BB AT AT E T K 88
BIXEERNOIFTAKARTEIREE, ABBRERRMSBNWEGTEESA L Lambda B |, iZ
HBMITEMALENEE | 5 BREEEN TR,

/
\ ¢

BYARBRAFBSHALEGEAREH , BT Amazon BREXBATENEH , EventBridge
HNHRMLFIEZ EventBridge X BIRERS. AT, B UL RFRRFEE N B3 RITH
SMENTARE, XEERTERMIRS |, FilaL S E£BH AWS RS (Amazon SNS) Simple
Notification Service, I 55 {& 2 kA 5IARSS (Amazon SQS) Simple Queue Service #, AWS Lambda
f&B) Lambda 2 XM RS , ZNE4 UM AFERARBRITAERENRREBN, BXELUEMRN
AWS fR%5%3k EventBridge , 55 # (I 5# EventBridge FiF388) AL S# EventBridge B
¥Fo

FEBALEmEARHEHR , AWS Resource Groups £8IZLLTIE :

- —/ AWS Identity and Access Management (IAM) lREHEXAE , ENEREZNERREEEEHE
I , HENEE AWS CloudFormation 3tk &RV EME X,

« Resource Groups ¥£& EventBridge M0 , A FHR B RN EARZHHER B RNV IFHER,
EventBridge SE ALt AN X L E B AR RA, RS , Resource Groups &4 N E K IEH B A R i&
=4 , EventBridge &8 B E L H AL,

BR%5 < Bk A R EEH Resource Groups BRE5#EF. Bk Resource Groups 7 bt IhaE B RS < Bk A
BHREZEE , H2H 7 Resource Groups fEARSHXHE,

FRLIEEE , HEMNTRAHHITUTEMENRE , Resource Groups 4E K —NEH -

- B EIRA,

- EEMETERNAFRARRARENEN,
- EHFRSABRAFRANES.

- EHARRANER,

« MIBREEIRE
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com/ARG/latest/APIReference/about-slg.html
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- BEERRAPFIMIBRAFRESRRANK R B, HIREE R AWS CloudFormation
BRREZR , HAREREKR RBEE.

/A Important

s ERINZWRAMMNEASH , BRI Resource Groups Hl EventBridge, &L
REZEINFHITENR , ERELENAMNRSHITERZH , FTFEMAHFAS4LAHE
EventBridge B #Ro

s BREANERTSEXNH MBI ZRARSHEARENER, ERFEHENTSERERE
#, HERERaws . tagiRiM A 2KIEM EventBridge aws . resource-groupsHil,
BXREZER , 55 Amazon EventBridge A FIEEHFHAWS BREIF ST FE4,

£

- 7£ Resource Groups RFF /B A £ EAHRE 4

- SIERATRHRRFAEDEAPEHFN L MIBAY EventBridge FNI
- XIMAETmEAREH

« Resource Groups £ AHEHNEHMIEE

£ Resource Groups R BH 4+t EAHIEH

ERWEXBRAEGEANENNELN , JUEAEGAREH LBRBA, RS , Resource Groups
LRHEXREHNEHANL S EventBridge VB XM E S, £+ EventBridge , B LA ERBRE
EventBridge AR HE LM SR T4 38 & H AT 30,

® :PMUR
EEFAEHALEGEARES AWS K/, BATUEBF L TPRE AWS Identity and Access
Management (IAM) ZEA BB E X :
* resource-groups:UpdateAccountSettings
* iam:CreateServicelinkedRole

 events:PutRule

FRAEGAREH 44


https://docs.aws.amazon.com/eventbridge/latest/userguide/event-types.html#tag-event-types
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* events:PutTargets

* events:DescribeRule

* events:ListTargetsByRule

* cloudformation:DescribeStacks

* cloudformation:ListStackResources

* tag:GetResources

UEREPTFAHALESABHEHT AWS K , Resource Groups 2812 —1NF
JJAWSServiceRoleForResourceGroupsWiRFHEXAE, LITEABENEA Resource Groups
& EventBridge M, ZH M £ W5 122 B N 2 2 R AR S LA R S8 F B9 AWS CloudFormation 3
RERBEMENR, RS , Resource Groups X L F & 4 EL S# K BRINEH S 4 EventBridge.
ZREELBIEE B EventBridge £ E#MIManaged.ResourceGroups.TagChangeEvents,
AN IR G R RIS E B iEME R, X , Resource Groups BiAJLLEREBE R IEN K R AIEE
# , EventBridge B ENANLE, RE , BH EventBridge MM T LUES @# N A & B B A5 %
3A 38 A0SR R EE 4,

ERXESRRE , ERXESHHRANNZSE/LDHEFBEREN,

B LAE A AWS Management Console 2 SDK A @ SRF BEHAEHEHEH APIs, AWS CLI

® Note

MRENARARTIS , WEETEEAERANESH. AXRESEE  FEEEERSK
o

AWS Management Console
£ Resource Groups ##| & BAEmEAHEH

1. %&£ Resource Groups #ZH|l AT RENH.
2. HEALXGEPSEHNI P, EEBHAEXRAZLHITX.
3. HEWINXEAES , EREFEBH.

PEEFXETBHMETE,
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https://console.aws.amazon.com/events/home#/eventbus/default/rules/Managed.ResourceGroups.TagChangeEvents
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
https://console.aws.amazon.com/resource-groups/groups/settings
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Bt , ZEEBNE—BI TR FBBEHEHG , BULE Amazon R EIEH N EventBridge , #
REMHHFHREEHENE AWS RS #TLAE,

AWS CLI

ERRAFALEGEAHEHN , BER AWS CLI 3 AWS SDKs

LA 7R BI5E R 4] I £ Resourc AWS CLI e Groups R BEA LG EANEHR, MAHTERSE
KSENGS , MERR. @AHERZIENYSIRASMAAERS.

$ aws resource-groups update-account-settings \
--group-lifecycle-events-desired-status ACTIVE

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "IN_PROGRESS"

}

}

BABEETU T ROGERBNZDEET . SR MMEFRETEBRNER , BEMNER
Fo

$ aws resource-groups get-account-settings

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "ACTIVE"

}

}

BXREZEE , FSAUTHAR

« AWS CLI — aw s & R4 update-account-settingsHl aws R4 get-account-settings

« API| — UpdateAccountSettings A& GetAccountSettings

A THRBEAEwEAPEHRN R MABEHA EventBridge AN

BRI LER N ERREATEHAETRABPEN |, FEH LM AWS Resource Groups £ Amazon
EventBridge. A5 , BAILUB X B4 ZIX A H M A3 T3 — DR A0 MIX EEH AWS
BRSS 89 EventBridge# M,
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https://docs.aws.amazon.com/cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateAccountSettings.html
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AWS CLI

HEH 2R T EventBridge IREMFH IR ELEFAE B HRRSHANMIEFTER L3449 CLI

LA
mT -

1. 812 EventBridge MM AR EMNEH
2. G a] AR BB E A B #5B inE) EventBridge NI

S 1 IEHIREHH EventBridge AN

BAR AWS CLI put-ruleRlEH8IE T — EventBridge %# N , AT #HIRFTE Resource
Groups £ AHEHFE R,

$ aws events put-rule \
--name "CatchAllResourceGroupEvents" \
--event-pattern '{"source":["aws.resource-groups"]}'

{
"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/

CatchAllResourceGroupEvents"

}

wHEEFMNE Amazon FHREZF (ARN) .

(® Note
RFEEFEANRERSEHN Shell , BESIAFRENSHBEEEFTANEIAAN, XNTF
ZAIEEH MR , 4B R T Linux BASH Shell EiZ21THIM S . BX N EMIRER
4 (Bl Windows iR RRTH ) BRILHFEBRAXNSI SN FHENEA , 55 AWS
Command Line Interface AR ERMPWEFHFEREASI S,
BESHFRAREHHEREESR  EZINAXHFTNSHEMFTREEERSITHFEA
SRELERS , HEFTRZHE,

UTEHENREARFINNEREEAMKRE. HHE ARNFRANSEN, EEFEAR -8
Y JSON & | HEMKRIT. EFFE LAY JSON ZRF &R , HAEMERES, LUK
NFFEFHEEXHT.

HEHFEN JSON ZREFEEXHF. ETENRBRES , XHFH

eventpattern.txt,

tIEAEmERE4FMN 47


https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-quoting-strings.html#cli-usage-parameters-quoting-strings-containing
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html
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{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-resource-group-arn" ]
}
}
}

RE , REUToSROEAN , HEMNXHPRREELEHEN,

$ aws events put-rule \
--name "CatchResourceGroupEventsForMyGroup" \
--event-pattern file://eventpattern.txt

{
"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/
CatchResourceGroupEventsForMyGroup"

}
ERHREMER W Resource Groups B |, 5 --event-pattern FHFREFRN T EHH

#y EventBridge BENX SHEX A &0 E RO TEESHE.
SR 2 A EEHH B FRMNEl EventBridge FLMI

Ui  LELEERRBMNBEAHMAN , TSN — RSN BERRTE4RTEMRE L
H,

LAR AWS CLI put-targetstnf¥my-sns-topicH J 9L 7k 2] 2 58 RS (Amazon
SNS) Simple Notification Service EBH INENEE £ — PN RBIFLIRAMAN, HIAAFHIEENH
REEXRH , ZEBNAEITAEHREEAN,

$ aws events put-targets \
--rule CatchResourceGroupEventsForMyGroup \
--targets Id=1,Arn=arn:aws:sns:us-east-1:123456789012:my-sns-topic

"FailedEntryCount": 0,
"FailedEntries": []

bEt  EASHAN PN EHAERECENAERRETEIRETEREN — IS NERF, L
IR , MR BEFRR Amazon SNS £/ , MZEBWFAEITRAEHLKE —RBEZEHHHE
B, %1 Resource Groups £ @5 B BB 4K & FIEZE FRR,

tIEAEmERE4FMN 48


https://docs.aws.amazon.com/cli/latest/reference/events/put-targets.html
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BXREZER , FSAUTHAR

« AWS CLI — aws e vents put-rule #1 aws E# K& B #x

« APl — PutRule A% PutTargets

IRMUEREEAL RSB

BUERABENEHERGEAN  ZEXNEREBNBNES, BXNMNEABENEHERTHT
‘EABHNZRIFE |, 558 (ILE# EventBridge AF1ER) 1 # Amazon EventBridge ZE4,

Flan | BRIZEBERN A B REIEFHEIRLAM Resource Groups BAl, BRI LAERAKLUTFUT R
Bl B ENSBHER,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group State Change" ],
"detail": {
"state-change": "create"
}
}

ZREFGRBREEEFRTEERHRENSH. EXAHELENFERNTEIXK , B5H
Resource Groups 4w EAHIEHNEWEZE

XAHELEmEREHN

ST LASK PR B 4E A an A HAEE 4 LA{Z LE AWS Resource Groups 8] Amazon EventBridge %54, #
I, EATLAME A S SDK B a5 AWS Management Console AWS CLI S E A — M5 SRFIT IR 4E
APls,

(® Note

RIABFAE R EAREHLBIRATAERERZMN AWS CloudFormation #ix 2 BB E W
Resource Groups & EventBridge M|, % /R4 ( Resource Groups ) oZBX LT ik
%4 EventBridge, &7 HE LK E{TEF Resou EventBridge rce Groups 44 #9 #1 N &R 4=
IEBERELBENSEH, MREITEERBAFRAEmARES , WALZAZHMAN, WE
BRTEBRERXLEAN , MTBREM]. BXREZEEL , 1525 Amazon EventBridge
AP igE Ry 2 B =i Br EventBridge MM,

ENHERFEAE R AREMEENAN 49


https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html
https://docs.aws.amazon.com/cli/latest/reference/events/put-targets.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutRule.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutTargets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-and-event-patterns.html
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KA EFAPEHT2BRESXBKAR, MREFELA IAM , AT LAF 3l Br AR 55 < Bk
A, MREHEFEFBXFARAEWEAREYS, , MIRSKEKABTEFE , Resource Groups
LBEFEFMURZAE,

® B/MUR
BEEHBRAPRAFAEGEARER AWS IKF |, BLILEF TR AWS Identity
and Access Management (IAM) ZFEA B3 &% :
* resource-groups:UpdateAccountSettings
* events:DeleteRule
* events:RemoveTargets
* events:DescribeRule

* events:ListTargetsByRule

AWS Management Console
EXRAEA WA HEHEA EventBridge

1. 7£ Resource Groups 2 #l AR ITFF R E N H,
2. EHEGEAPE4HsD  EREBHNETEZLNITX,
3. EWIAXHEES , EFXABH,

HMERWEEFX : SHBACKA,

LBt , Resource Groups 7@ EventBridge BRIANEH S & X EAEH , HHEFTBEBEKELNEBNE
HIBHEHEEMAN, 58 0] SASk 2  BRiIX LE M LA SERGOB .

AWS CL
EXRABAEwEAHEHEA EventBridge

LA 74515 BA fina] 4 A Sk >< B Resour AWS CLI ce Groups VB A4+ BHIE 4,

$ aws resource-groups update-account-settings \
----group-lifecycle-events-desired-status INACTIVE
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https://console.aws.amazon.com/resource-groups/groups/settings
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{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "INACTIVE",
"GroupLifecycleEventsStatus": "INACTIVE"

BXREZER  FEANUTHR

« AWS CLI — aw s &R4H update-account-settingsHl aws &iR4H get-account-settings

« API — UpdateAccountSettings LA} GetAccountSettings

Resource Groups 4 an A Hi =4 BV &I FE 5%

=30l
+ detail FERRIL,

« FRAHIK EventBridge B E X EHEX R

H 4 an B HAZE 4 AWS Resource Groups XM JSON RRFAFHER , —BEXWT,

"version": "Q",

"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",

"detail-type": "ResourceGroups Group ... Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/MyGroupName"

1,
"detail": {

BXFIEL % EventBridge EHHNBRFERNWIFAEE , H5R (L% EventBridge AAFIERE) #
#YIL 5 # EventBridge =, T&R1%H T4 ET Resource Groups B 41E B

EHHERARE =


https://docs.aws.amazon.com/cli/latest/reference/resource-groups/update-account-settings.html
https://docs.aws.amazon.com/cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetAccountSettings.html
https://json.org
https://docs.aws.amazon.com/eventbridge/latest/userguide/aws-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/aws-events.html
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RAriEmE

FEREW

detail-type

source

resources

detail

FRE

—4 Amazon &RB
(ARNSs)

JSON W RF &

detail FERHEVEH

detail FBREBEBEXRKFEENMNFTE Resource Groups FRFHFEFME R . BIFL— T PIERH
detail FBfE , X detail-type ZFERAUMURAMMHERN 2 — , HARSERXSHA R R EE R

/A Important

iR

51 F Resource Groups , detail-type FERIL

=UTEZ—:

* ResourceGroups Group State Change -
RABEARSEKEBREHNER,

* ResourceGroups Group Membership
Change - RREFA K B BIEHNE R,

%+ F Resource Groups , LL{ERL N "aws.reso
urce-groups" o
LHFBRATEMRILEHNEAN Amazon BIRA
# (ARN) .

WRER , KFEREALLEFERINEZ ARNs A
MZAFBBRINFTE TR,

XEBEHNERAT, detail ZBRHRNAERE
detail-type MEMZE. EXEZELRE , BES
Jll_l.:—F_:.ﬁo

XEEHAFHNRRAHRAN ARN M1E2E UUID B9 "unique-id" FRAAFRIRZ, B
UUID ERBRRA B HH —E 2 , BUUX S ERBRAOAFEERERBZHEIZNTEL,

BIN2WE

PARSE R

 ARN Mt — ID WBRBRANEFPEXEEATENEANE,

"detail-type": "ResourceGroups Group State Change"

detail FERHEW
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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AWS Resource Groups

RAriEmE

It detail-type ERTAXRFHNRS (SEERHBE ) EEXR. WERREELNE. EHMIMBIRA
Bt , @ detail A HY "change" FEFIRo

IEEL detail-type B , details P BENEFEEBRETRIPHRNFER,

FERAEWN
event-seq
uence
group

state-cha
nge

old-state

new-state

Group JSON &
AR

GroupState JSON
PR

GroupState JSON
PIE

group JSON WRBETRFHEARNWTE,

FEREM
arn
name

unique-id

EEPU

— A RFRERT | AT IS EANS4IR
F. UEHIBZAFNRE - RENAN | 25
TABE,

#HE ARN, BHHME— ID EEHRBENEAXNR.
RENRSERRE, TR TEME :

e Ccreate

* update
* delete

BERETWARE,
B

ZNRNEBE S ERRE R

ERENARS. ZNRNIEEELHNEMN
=1

PN
A9 ARN,
PR T AR

HE—8 GUID B , AT X2 S MiEREY4E 5 R EH
HEBFHA ARN BlZHN S —MNE, ERBHRERX
LEAR | £ ARN ML ER BEIERN Z AR HE—
%0

detail FERHEW
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GroupState JSON XM RBE TR RN TR,

FEREWN E3it] iR

description FrFE RBRANEFREHER,

resource- ResourceQuery ENAKZNERN JSON RN, LWFERMNE

query JSON X & ATETERANA., ILFBRMNEEB ResourceQ
uery API IEREE N, BIEMEHRSHREIhI
BT XFEBRG,

group-con Configuration BERFXRKAXRKNEESHH JSON RRFEX,

figuration JSON X & BXEZER , 55 AWS Resource Groups API

SEFNREDRANEE.

LTEMNMBREIEET S state-change REH detail AR,
e e
"state-change": "create"

ZEHARTHACORE, ZEHESABRYRRENTEATRKERE. RIEANE , ENHEHZ
FBERXA—IMHZMERARKEN. ERZENBET2ERESHIEXH,

AT RAIEHRTEN my-service-group WHFTERFAH., EHREF , ZAEAETHRENE
#, ZEANEREEFZIRZL "project"="my-service"WL B #zE M4 it E= (Amazon EC2) 3£
B,

"version": "Q",
"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",
"account": "123456789012",
"time": "2020-09-29T09:59:01z",
"region": "us-east-1",
"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"
1,
"detail": {
"event-sequence": 1.0,

detail FERHEW 54
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"state-change": "create",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service-group",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4aldfcceea"
1,
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
}Il
}
}
}
}
B

"state-change": "update"

ZEARTAFACEREM AN BHR. ZBEHNTENLEIRSESNELE. REXNBEEFSERE
EHIEXH,

LT RBIBHRE , E—NREVTRAPETIHRENERERE RN EZEAP EEE Amazon EC2
BHEIR-

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",

"detail-type": "ResourceGroups Group State Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"

15

"detail": {
"event-sequence": 3.0,
"state-change": "update",

detail FERHEW 55
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"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service",

"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
.
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\",
\"AWS::EC2::Volume\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
}Il

1,
"old-state": {

"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"Project\", \"Values\":[\"my-service\"}]
3"

bl B
"state-change": "delete"

ZEHARTNEACHEBIBR. BRTARRI , FAGRFRTEIEXTEHNTEIE, Z event-
sequence FRFELBEHZEFEE , RAREEN , R arn M unique-id WE&FE—1MEH.

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01Z7",

"region": "us-east-1",

detail FERHEW
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"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service"

1,
"detail": {
"event-sequence": 4.0,
"state-change": "delete",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
}
}
}
N R TIRER
"detail-type": "ResourceGroups Group Membership Change"

It detail-type BERTFZEMNKABREEQZARNBTRINAFBREREMENR, EE
ltdetail-typefE/g , ifiresourcesFERNITIERNARKEERNEFHR ARN AR EiZ ARNs 4
ORISR B BRIV A RIRH ARN,

IEEL detail-type B , details PP BENEEBRETRIPHRNFE,

FREW - 3il iR
event-seq NEE —NERBEENRT  KRIEEEANSEHINF. 5
uence HIEMREEME— ID ElE , ZBFLEE.
group Group JSON R BiZ ARN, Z#FFME— ID FRRSEH BN AXS
Ko
resources ResourceChange HRR G RREE N EIREBA,
JSON XY ¥

It ResourceChange WNRIS/BNMRFRHUTF
B :

« membership-change - iZEXN "add" =&
"remove',

o arn - NHNHBERHIEIRA ARN,

detail FERHEW 57
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FEREWN i) iR
« resource-type - RMBPBERABIRFEE,

TR ROIHEA T HBERAREEXRENEHRNR, RGEREEDARRN—NRER , LEM
ZAPBER—NRIR.

"version": "Q",

"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",

"detail-type": "ResourceGroups Group Membership Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01z",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222"

1,

"detail": {

"event-sequence": 2.0,
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
b,
"resources": [
{
"membership-change": "add",
arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"resource-type": "AWS::EC2::Instance"

"membership-change": "remove",
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222",
"resource-type": "AWS::EC2::Instance"

detail FEM4E 58
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T EABHIE EventBridge B E X BHE R

AR =4l EventBridge B E X E4#E X &% H Resource Groups £ EH , NERENEFEEH
M B FRRBHEH,

EUTRERGHR , MRFERENHELRR , TS Nuser input placeholder R RER
NIEECHER,

T8 Resource Groups =4

"source": [ "aws.resource-groups" ]

PRB AR RAEEREHF

UTRBROERTARAERSER.

"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group State Change " ]

UTRBREERTAREARRRBENR,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ]
}
BEANSEH
{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-group-arn" ]
}
}
}
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FIEA AR T N EEANER. UTROBITHEBENRE , HEESHRZARS —MEANK
AR H E R

{
"source": [ "aws.resource-groups" ],
"resources": [ "my-group-arn" ]
}
BERRNSEH

B RETF IR B E AR R BRI AR R R E RSB,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change " 1],
"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
}

BERBRENSEH
SR LAE A AT SR IEC ARNs SRICECAS E SRR B S 4

{
"source": [ "aws.resource-groups" ],
"resources": [
{ "prefix": "arn:aws:ec2:us-east-1:123456789012:1instance" }
]
}

HE , BRI LUBEEA resource-type FRIRAFREABHITE , MM aJ AE S CE 2N KE,
SENRETE , AT RANEREARAREEXEH , RIARDEXEHN detail FEH

AEEFE resources,

{

"source": [ "aws.resource-groups" ],

"detail": {

"resources": {
"resource-type": [ "AWS::EC2::Instance", "AWS::EC2::Volume" ]
}

}

}
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FBERRBREMH

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ],
"detail": {
"resources": {
"membership-change": [ "remove" ]
}
}
}

BERRNTERFRBREN

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" 1],

"detail": {

"resources": {
"membership-change": [ "remove" ],
"arn": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
}
}
}

BRREFEAERTE - N REPFEHANTIH resources BAEHRTHREHR IR, XERNTAR
resources TEANHRRAERAMMBLAPNER , HEAZEHNMALSEE, BaFR , LTRK
BRETESIREEZNESH, B , FEAL—NROIFERNIEZE,

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" ],

"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ],

"detail": {

"resources": {
"membership-change": [ "remove" ]
}
}

}

B X BHER 7] &
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M A R B %R SR 4E AWS Resource Groups

IEA LAE R AWS Resource Groups #2241 A8 M AWS CLI il Br &R 4E AWS Resource Groups. il B&
BRATLMBRERAR AN ERIERARELORE, SMIBRASHFEMARBIRE,

Console
EMIRREIRA

&5 AWS Resource Groups 2 #15.

ESMERT , ERREFNHERE,
BERERBRHNTRANEN  AREREFFHAEGE.
FANFAEEREL , BFEEA L AKRBR,
FERREEIAMIBRET | EEMER,

o K~ w0 Dh =

AWS CLI & AWS SDKs
E BRI IRA

1. BITLAT®@S , resource_group_nameBif N IGHBEH B,

$ aws resource-groups delete-group \
--group-name resource_group_name

2. ERTEWIAERE , A yes , RAFI Enter,
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A A EFRERE R —#E AWS Resource Groups f§ F B R R
7l

A LAE A AWS Management Console S 8|2 % JR4H AWS CLI , RAEBHX LA SR BRETR
B, BALLAEZ AWS BRFNRE , RAEFEAXERSKEBFARRBTR. XETNBERUE
R AWS BIREBIEERFEAS AWS Resource Groups , AR I LA AR K R EEEIFRICHR
RER,

/A Important
ETHESIFNAREBEERAN T RATELHEENEBNEZEINFMKA , BA
Resource Groups X&F#H A R. ENETAEZXFNRREENINERFEHZTENLHH
it EEFE , FEE , STXERENRRAURLLEXCIEZANIENRRSES, Xt
AREEKREZNEMTRUEN B CRES2NA T AIREERT RN RIRS T ERK T TRE
SRR, EXMBERT , BULURNRRERF LB RIEERBEEREN TR REN N Z
HE—E 5

Create query-based group

Grouping criteria

A resource group is a collection of resources that share tags. You can define the grouping criteria based on resou

|...T Lirce Lty v

(All supported resource types D

TRIE T XBFEFRZRESFFTRGE, ETFHREEHNEENR R AEURET AWS
CloudFormation ## Y BE4H F Y B B BRI HYRIRIEH,
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BIE X

- MEEERFIC -Z TAERAGESRESES AR TRRNFE, BN, A0 6E R % TR
HWHERS R4 XIFH AWS Resource Groups Tagging APl AR12 RS«

- ETHZINGE - B FRERFRIEERRAT , ERAREBEMNMNEERAOFEERE. ZAEE
RERBNEMNE , T ARZEEN B EREBHEIR N ZEAN -2

« AWS CloudFormation E TN A- B AFHERRISERRELAD , ER A TEBEENHERD
— o BN ERARK. CloudFormation iZ4 5 EHEIR A ARN , EFTE R IRER B 31 B R Z4E 19 B
Ao [ AWS CloudFormation ¥ R IR E S BUEREH .

B < Resource Groups EFAABTBEIFNRERELEIR  BSHAETTREN EFANEIRES I

VAN
Ao

® Note
Resource Groups IR EEBEHRZIF TRPVRREE  BELRRXREAEEENPRTH
AWS X1,

AWS DeepComposer

RIR mERESR ETHREMN AWS
FRid 4 CloudForm
ation EF
MR BFA
AWS : :DeepComposer: :Composition ) v = X &
AWS : : DeepComposer : :Model X & v = X &

AWS DeepComposer 64
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https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html#gettingstarted-query-tag-based
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Amazon API Gateway

TR mEmEsR ETHREHN  AWS
Frid 4H CloudForm

ation EF

R EEA
AWS: :ApiGateway: :Account X & X & v 2
AWS: :ApiGateway: :ApiKey X & v = v =
AWS: :ApiGateway::ClientCertificate X & Ve X &a
AWS: : ApiGateway: :DomainName X & X & Ve
AWS: :ApiGateway: :RestApi ) v = v =
AWS: :ApiGateway: :Stage X & v = X &
AWS: :ApiGateway: :UsagePlan X & v = v =

Amazon API| Gateway V2

BIR mEiREsE ETHRLEH AWS
#R18 il CloudForm
ation EF
RN EA
AWS: :ApiGatewayV2: :Api X & Ve X &

Amazon API Gateway 65
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|IAM Access Analyzer
TR & miEss ETHREN  AWS
FRid 4 CloudForm
ation EF
R EEA
AWS: :AccessAnalyzer::Analyzer X & v = X &
AWS Amplify
TR mEmiEsE ETHREN AWS
Frid A CloudForm
ation EF
HERNEFA
AWS: : Amplify: :App X & Ve X &
AWS App Runner
TR mEREESR ETHREMN  AWS
FRid 4 CloudForm
ation EF
R EEA
AWS: :AppRunner: :AutoScalingConfigura < & /B < &
tion
AWS : : AppRunner: :Connection X & v = X &
AWS: : AppR ::0b bilityConfi
- ppRunner servabilityConfigu « & /8 « &
ration
AWS : : AppRunner: :Service X & v = X &

IAM Access Analyzer
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TR mEmiEsE ETHREN  AWS
Frid A CloudForm
ation EF
HEREFA
AWS : : AppRunner: :VpcConnector X & v 2 X &
AWS : : AppRunner: :VpcIngressConnection X & v = X &
AWS AppConfig
TR mEmiEsE ETHREN AWS
Frid A CloudForm
ation EF
HEREFA
AWS: : AppConfig: :Application X & v 2 X &
AWS : : AppConfig::ConfigurationProfile X & v = X &
AWS : : AppConfig: :Deployment X & v = X &
AWS: : AppConfig: :DeploymentStrategy X & v = X &
AWS : : AppConfig: :Extension X & v = X &
AWS: : AppConfig: :ExtensionAssociation X & v = X &
AWS AppFabric
TR EmiEss ETHREN  AWS
FRid 4H CloudForm
ation EF
R BEA
AWS : : AppFabric: :AppAuthorization X & v = X &

AWS AppConfig 67
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RIR mEREERE ETHREHN  AWS
Frid izl CloudForm
ation EF
R EEA
AWS: : AppFabric: :AppBundle X & Ve X &
AWS : : AppFabric::Ingestion X & v = X &

Amazon AppFlow

BIR mEmiEsE ETHREN  AWS
Frid A CloudForm
ation EF
HRHBEA
AWS : : AppFlow: :Connector X & Ve X &
AWS : : AppFlow: : Flow X & v = X &

Applntegrations

R mERESR ETHRER  AWS
FRid ‘A CloudForm
ation EF
HEAR Y EEA
AWS: :AppIntegrations: :Application X & Ve X &

AWS: :AppIntegrations::Datalntegratio

X & v = X &
n
AWS: :AppIntegrations: :EventIntegrati
PPINteg g X & ! X &

on

Amazon AppFlow 68
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AWS App Mesh

RIR mERESR ETHREMN  AWS
Frid A CloudForm

ation EF

R EEA
AWS : : AppMesh: : GatewayRoute ) v = X &
AWS: : AppMesh: :Mesh X & v = X &
AWS: : AppMesh: :Route X & Ve X B
AWS: : AppMesh: :VirtualGateway X & v = )
AWS : : AppMesh: :VirtualNode ) v = X &
AWS : : AppMesh: :VirtualRouter X & v =2 X &
AWS: : AppMesh: :VirtualService X & v = X &

Amazon AppStream

TR REimEsR ETHREMN  AWS
Frid A CloudForm

ation EF

HRHBEA
AWS : : AppStream: :AppBlock X & Ve X &
AWS: : AppStream: : AppBlockBuilder X & v = X &
AWS: : AppStream: :Application ) v = X &
AWS: : AppStream: :Fleet Ve v = v 2
AWS: : AppStream: : Image X & v = X &
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AWS Resource Groups AriEE

IR mEmiEsE ETHREN  AWS
Frid A CloudForm
ation EF
HEREFA
AWS: : AppStream: : ImageBuilder v = v = v =
AWS: : AppStream: :Stack v = v = v =
AWS AppSync
BIR mEmiEsE ETHREN  AWS
Frid izl CloudForm
ation EF
HRHBEA
AWS : : AppSync: :Api X & v 2 X &
AWS : : AppSync: :DataSource X B ) v =
AWS : : AppSync: :DomainName X & v = X &
AWS : : AppSync: :GraphQLApi X & X B v =

Application Auto Scaling

BIR REgmiEsE ETHREHN AWS
Frid | CloudForm
ation &£F
MR EEA

AWS: :ApplicationAutoScaling::Scalabl

X & v = X &
eTarget

AWS AppSync 70



AWS Resource Groups AriEE

AWS Application Migration Service

TR mEgREsR ETHREMN AWS
FRid A CloudForm
ation &£F
MR BFA
AWS: :MGN: : Application ) v = X &
AWS: :MGN: : Connector X B v = X &
AWS: :MGN: : Job X & v = X &
AWS: :MGN: :LaunchConfigurationTemplat < & /B < &
e
AWS: :MGN: :ReplicationConfigurationTe « & /e < &
mplate
AWS: :MGN: :SourceServer ) v = X B
AWS: :MGN: :VcenterClient X & v = X B
AWS: :MGN: :Wave ) v = X &
2y =
AL E8E#ERFE (AlOps)
TR mEREERE ETHREHW  AWS
Fric 4 CloudForm
ation EF
ARV B
AWS: : AIOps: :InvestigationGroup X & v = X &

AWS Application Migration Service [l
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Amazon Athena

IR

AWS: :Athena: :CapacityReservation
AWS: :Athena: :DataCatalog

AWS: :Athena: :WorkGroup

AWS Audit Manager

IR

AWS: :AuditManager: :Assessment

AWS: : AuditManager: :AssessmentFramewo

rk

AWS: : AuditManager: :Control

AWS B2B $HIEX

IR

AWS: :B2BI::Capability

A
nEiRESE ETHZLZH AWS
¥R18 V| CloudForm
ation EF
RN EA
X & v = X &
X & v B X &
X & v = X &
nEgREE ETHRZIH  AWS
#rid ¢ CloudForm
ation EF
MR EA
X & v = X &
X & v & X &
X & v = X &
nEgRESE ETHRZIH  AWS
#rid il CloudForm
ation EF
MR EA
X & v = X &

Amazon Athena
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IR mEmiEsE ETHREN  AWS
Frid A CloudForm
ation EF
HEREFA
AWS: :B2BI::Partnership X & v = X &
AWS: :B2BI::Profile X B v = X &
AWS: :B2BI::Transformer X & v = X &
AWS Backup
TR HEREESR ETHREMN  AWS
FRid H CloudForm
ation EF
R EEA
AWS : :Backup: :BackupPlan X & v = X &
AWS: :Backup: :BackupVault X & v = X &
AWS : :Backup: : Framework X & v = X B
AWS: :Backup: :LegalHold X & v = X B
AWS: :Backup: :ReportPlan X & v = X &
AWS: :Backup: :RestoreTestingPlan X & v 2 X &

AWS Backup 73
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AWS Backup gateway

RIR mERESR ETHREMN  AWS
Frid A CloudForm
ation EF
R EEA
AWS : :BackupGateway: :VirtualMachine X & v = X &

AWS Backup #3%&

TR mEREERE ETHREHW  AWS
Frid 4 CloudForm
ation &£F
MRV R
AWS : :BackupSearch: :SearchExportJob X & v = X &
AWS : :BackupSearch: :SearchJob ) v = )
AWS Batch
TR mEREERE ETHREHN  AWS
Frid A CloudForm
ation &£F
MR B
AWS: :Batch: :ComputeEnvironment X & v = X &
AWS: :Batch: :ConsumableResource X & v = )
AWS: :Batch::Job X & v = X &
AWS: :Batch: :JobDefinition X B v = X &

AWS Backup gateway 74
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TR mEmEsE ETHRIH  AWS
FRic iz | CloudForm
ation EF
MR FA
AWS: :Batch: : JobQueue X & v B X &
AWS: :Batch: :SchedulingPolicy X & v = X &

Amazon Bedrock

BIR nEiREE ETHRLEH AWS
¥R12 48 CloudForm
ation EF
RN EA
AWS : :Bedrock: : Agent X & v 2 X &
AWS: :Bedrock: :AgentAlias X & v = X &
AWS: :Bed k::ApplicationInf P
' edroc pplicationInferencePr « & /8 < &
ofile
AWS : :Bedrock: :AsyncInvoke X & v = X &
AWS: :Bedrock: : CustomModel X & v = X &
AWS: :Bedrock: :EvaluationJob X & Va3 X &
AWS: :Bedrock: :Flow X & v = X &
AWS: :Bedrock: :FlowAlias X & v = X B
AWS: :Bedrock: :Guardrail X B v = X &
AWS: :Bedrock: :KnowledgeBase X & v = X &
AWS: :Bedrock: :ModelCustomizationJob X & v = X &

Amazon Bedrock 75
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RAriEmE

RIR

AWS:

AWS:

AWS :

AWS:

:Bedrock:

:Bedrock:

:Bedrock:

:Bedrock:

:ModelEvaluationJob
:ModelImportJob
:ModelInvocationJob

:PromptVersion

AWS Billing Conductor

IR

AWS :

AWS:

AWS :

AWS:

:BillingConductor: :BillingGroup

:BillingConductor: :CustomLinelte

:BillingConductor: :PricingPlan

:BillingConductor: :PricingRule

mERER ETHREN

FRic

x
7|

wERER ETHREN

FRic

X &

H

A

AWS
CloudForm
ation EF
HEAR AV BFAH

X &

X &

x
7]

AWS
CloudForm
ation EF
HEAR B

v 2

AWS Billing Conductor
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A e
AWS k2 ERAEE
TR nREimEsE ETHRSH  AWS
Frid iz | CloudForm
ation &£F
MBI EEA
AWS: :Billing::BillingView X & v = X &
Amazon Braket
TR mEwiEss ETHRZH AWS
Frid Lz | CloudForm
ation EF
HARAEEA
AWS: :Braket::Job X & v B X &
AWS: :Braket: :QuantumTask v = v X &
AWS Budgets
TR mEmiEss ETHRZIH AWS
Frid Lz | CloudForm
ation EF
MARAEEA
AWS: :Budgets: :Budget X & v = X &
AWS : :Budgets: :BudgetsAction X & v = X &

AWS Ik SRAEE
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AWS BugBust
TR mERESR ETHREMN  AWS
Frid A CloudForm
ation EF
R EEA
AWS: :BugBust: :Event X & v = X &
AWS Certificate Manager
TR mEmiEsE ETHREN  AWS
FRid 4H CloudForm
ation EF
HRHEEA
AWS: :CertificateManager::Certificate v = v = v =
AWS Certificate Manager FAH iE 5 & #1439
"R mEmiEsE ETHREN AWS
Frid A CloudForm
ation EF
HEREFA
AWS: : ACMPCA: :CertificateAuthority X & Ve X &

AWS BugBust
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B K B FREF TR Amazon Q FF& &R

BIR nmEEESR ETHRZIH  AWS
#Rig 48 CloudForm
ation EF
MR EA
AWS: :Chatbot: :ChatbotConfiguration X & v = X &
AWS: :Chatbot: :CustomAction X & v = X &

Amazon Chime

R mEmiEsR ETHREHN  AWS
FRid 4H CloudForm
ation EF
HERR Y EFA
AWS: :Chime: :AppInstance X B v = X &
AWS: :Chime: :AppInstanceBot X & Ve X &
AWS: :Chime: :AppInstanceUser X & v = X &
AWS: :Chime: :Channel X & v = X &
AWS: :Chime: :MedialInsightsPipelineCon
: . ? g X & v 2 X &
figuration
AWS: :Chime: :MediaPipeline X & v = X &
AWS: :Chime: :MediaPipelineKinesisVide
; X & v = X &
oStreamPool
AWS: :Chime: :SipMediaApplication X & v = X &
AWS : :Chime: :VoiceConnector X & Ve X &

WK R 27 Y Amazon Q FF & E /R 79
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BIR nERER ETHRZH  AWS
¥R18 48 CloudForm
ation EF
R EA
AWS: :Chime: :VoiceProfileDomain X & v = X &

AWS Clean Rooms

TR nERESR EBETHRZIH AWS
¥R18 iz CloudForm
ation EF
I EEA
AWS: :CleanRooms: :AnalysisTemplate X & v = X &
AWS: :CleanRooms: :Collaboration X & v = X &
AWS: :CleanRooms: :Confi edAudienceM
et rguredattt X & /B X &
odelAssociation
AWS: :CleanRooms: :ConfiguredTable X & v = X &B
AWS: :CleanRooms: :ConfiguredTableAsso
W5 v X & VB X &
ciation
AWS : :CleanRooms: :Membership X & Ve X &
AWS: :CleanRooms: :PrivacyBudgetTempla
yeudg P X B VB X &

te

AWS Clean Rooms 80
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RAriEmE

AWS Clean Rooms ML

IR

AWS: :CleanRoomsML:

nJob

AWS: :CleanRoomsML :

AWS: :CleanRoomsML :

eModel

AWS: :CleanRoomsML :

gorithm

AWS: :CleanRoomsML:

:AudienceGeneratio

:AudienceModel

:ConfiguredAudienc

:ConfiguredModelAl

:TrainingDataset

Amazon Cloud Directory

IR

AWS: :CloudDirectory::Directory

L YR E ER
FRic

PR Y B AR
FRic

ETHEN
|

ETHREN
il

AWS

CloudForm
ation &£F
R EEA

X &

AWS

CloudForm
ation EF
HERR B

X &

AWS Clean Rooms ML
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AWS Cloud9
BIR nmEEESR ETHRZIH  AWS
#Rig 48 CloudForm
ation EF
MR EA
AWS: :Cloud9: :Environment v B v = X B
AWS CloudFormation
BIR nEiREsE ETHRLEH AWS
#R18 il CloudForm
ation EF
MR EA
AWS: :CloudFormation: :Stack v B v B v =
AWS: :CloudFormation: :StackSet X & v = X B
Amazon CloudFront
BIR nEiREsE ETHRLEH AWS
#R1g il CloudForm
ation EF
MR EA
AWS: :CloudFront: :Distribution v 2! v 22 v 22
AWS: :CloudFront: :StreamingDistributi /e T T
on
AWS: :CloudFront: :VpcOrigin X & v =2 X &

AWS Cloud9
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"XBAEXERD (FBEEFELILE ) KERENEZKBRSHRER, EFARSHEESNIZARER
BB INRE |, BUNENRSREREFHESPERENRICNARE T AWEEXFHIERPEE us-
east-1,

XREZERT (HFRLILT ) KBREENEIKRFZHWEIR. BT Resource Groups XX
4 B AWS X5 | EIb &40 AWS Management Console & RANRETEETSHEAS
WREN, ECIREELRARNETRE , XIAEHAE LA XE%EFES AWS Management Console
FENRFRARBENEZERE (HFEFELILEP ) us-east-1, AWS Management Console

AWS CloudHSM

BIR nEiREsE ETHRLEH AWS
#R18 il CloudForm
ation EF
MR EA
AWS : : CloudHSM: :Backup X & v = X &
AWS: :CloudHSM: :Cluster X & v = X &

AWS Cloud Map

HIR mEmEsR ETHREN  AWS
FRid A CloudForm
ation EF
HER W EFA
AWS: :ServiceDiscovery: :Namespace X & v = X &
AWS: :ServiceDiscovery: :Service X & v = )

AWS CloudHSM 83
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RAriEmE

Amazon CloudSearch

IR

AWS: :CloudSearch: :Domain

AWS CloudTrall

IR

AWS:

AWS :

AWS:

AWS:

:CloudTzrail:

:CloudTzrail:

:CloudTrail:

:CloudTzrail:

:Channel

:Dashboard

:EventDataStore

:Trail

Amazon CloudWatch

=R

AWS: :CloudWatch: :Alarm

AWS: :CloudWatch: :Dashboard

L YR E ER
FRic

SR B
FRic

YR8 BR
FRic

ETHREM
i

ETHREM
i

ETHREN
il

AWS

CloudForm
ation &£F
R EEA

X &

AWS

CloudForm
ation EF
HEAR Y EFA

AWS

CloudForm
ation &£F
HERNEFA

Amazon CloudSearch
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BIR nEiREE ETHRLEH AWS
¥R18 48 CloudForm
ation EF
R EA
AWS: :CloudWatch: :InsightRule X & v 2 X &
AWS: :CloudWatch: :MetricStream X & v = X B
AWS: :CloudwWatch::S icelL 10bjecti
oudwWatc ervicelLevelObjecti < % /8 < T
ve
Amazon CloudWatch B FAFEF )%
BIR nEiREE ETHRZLEH AWS
¥R12 iz CloudForm
ation EF
RN EA
AWS: :ApplicationInsights: :Applicati
pplicationInsights pplicatio < & /8 < &
n
CloudWatch B AEERES
BIR nEiREE ETHRLEH AWS
¥R18 iz | CloudForm
ation EF
RN EA
AWS: :ApplicationSignals::Serviceleve < & /e « &

10bjective

Amazon CloudWatch i Fi %2 5 )le 22 85
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CloudWatch & &

TR mEmEsR ETHREHN  AWS
Frid 4 CloudForm
ation EF
HER Y EFA
AWS: :Evidently: :Feature X & v = X &
AWS: :Evidently: :Launch X & v = X &
AWS: :Evidently::Project X & Ve X B
AWS: :Evidently: :Segment X & v = X &

Amazon CloudWatch B &

HIR REimEsR ETHREMN AWS
FRid 4H CloudForm

ation EF

HREBEA
AWS: :Logs: :AnomalyDetector X & v = X &
AWS: :Logs: :Delivery X & v = X &
AWS: :Logs: :DeliveryDestination X & v = X &
AWS: :Logs: :DeliverySource X & v = X &
AWS: :Logs: :Destination X & v = X &
AWS: :Logs: :LogGroup X & v = Ve

CloudWatch £ & 86
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A
Amazon CloudWatch A X {4 & ¥E 28
TR nREimEsE ETHRSH  AWS
Frid iz | CloudForm
ation &£F
MBI EEA
AWS: :0am: :Link X & v = X &
AWS: :0am: :Sink X & v B X &
I & 3% CloudWatch RUM
BT mEimEsE ETHRSIH  AWS
Frid iz | CloudForm
ation &£F
HRBEEA
AWS: :RUM: : AppMonitor X & v = X &
Amazon S CloudWatch ynthetics
BT mEmiEss ETHRZIH AWS
Frid Lz | CloudForm
ation &£F
MARAEEA
AWS: :Synthetics: :Canary X & e v
AWS: :Synthetics: :Group X & v = X &

Amazon CloudWatch B ¥ 14 & 12 85
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RAriEmE

AWS CodeArtifact

IR

AWS: :CodeArtifact: :Domain

AWS: :CodeArtifact: :PackageGroup

AWS: :CodeArtifact: :Repository

AWS CodeBuild

2

iR

AWS: :CodeBuild: :Fleet
AWS: :CodeBuild: :Project

AWS: :CodeBuild: :ReportGroup

Amazon CodeCatalyst

IR

AWS: :CodeCatalyst: :Connection

AWS CodeArtifact

mERER ETHEN
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MR EA
AWS: :MedialLive: :Channel X & v = X B

AWS: :Medialive: :ChannelPlacementGrou

- X & v 2 X &
AWS: :Medialive: :CloudWatchAlarmTempl

e P X & v B X &
AWS: :Medialive: :CloudWatchAlarmTempl < & /e < 5
ateGroup

AWS: :Medialive: :EventBridgeRuleTempl

e J P X & v 2 X &
AWS: :Medialive: :EventBridgeRuleTempl « & /B2 « &
ateGroup

AWS: :Medialive: :Input X & v = X &
AWS: :Medialive: :InputDevice X & v = X &
AWS: :Medialive: :InputSecurityGroup X & Ve X &
AWS: :Medialive: :Multiplex X & v = X &
AWS: :Medialive: :Network X & v = X B
AWS: :Medialive: :Node ) v = X B
AWS: :Medialive: :Reservation X & v = X &
AWS: :Medialive::SignalMap X & v = X &
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FA T
AWS Elemental MediaConvert
RIR mERESR ETHREMN  AWS
Frid 4 CloudForm
ation EF
R EEA
AWS : :MediaConvert: :Job X & v = X &
AWS: :MediaConvert::JobTemplate ) v = X &
AWS: :MediaConvert: :Preset X & Ve X B
AWS: :MediaConvert: :Queue X & v X &
AWS Elemental MediaPackage V2
HIR EmiEss ETHEN  AWS
FRid 4H CloudForm
ation EF
HREBEA
AWS : :MediaPackageV2: :Channel X & v = X B
AWS : :MediaPackageV2: :ChannelGroup X & v = X &
AWS: :MediaPackageV2::0riginEndpoint X & v = X &

AWS Elemental MediaConvert
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AWS Elemental MediaStore

BIR nEiRESE ETHZLZH AWS
¥R18 V| CloudForm
ation EF
RN EA
AWS: :MediaStore: :Container X & v = X &
MediaTailor
BIR mEiREE ETHRZLZHN  AWS
¥R18 48 CloudForm
ation EF
RN EA
AWS: :MediaTailor: :Channel X & v = X B
AWS: :MediaTailor::LiveSource X & v = X &

AWS: :MediaTailor::PlaybackConfigurat

. X & v = X &
ion
AWS: :MediaTailor: :SourcelLocation X & Va3 X &
AWS: :MediaTailor: :VodSource X & v = X &
AWS Elemental Support
BIR nEiREsE ETHRLEH AWS
#R1C il CloudForm
ation EF
MR EA
AWS: :ElementalSupportCases: :Case X & v = X &
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AWS LR FHEER
RIR nhEREESR ETHREMN AWS
FRid 4H CloudForm
ation EF
R EEA
AWS: :SocialM ing: :WhatsAppBusi
ocialMessaging atsAppBusine « & /B « &
ssAccount
AWS Entity Resolution Z{#E LB RS
IR REgmiEsE ETHREHN AWS
Frid 4H CloudForm
ation EF
R EFA
AWS: :Enti ion:: i
S ntityResolution::IdMappingWork $E /2 « &
flow
AWS: :EntityResolution::IdNamespace X & v = X &
AWS: :Enti ion:: i
ntityResolution: :MatchingWorkf $E /B2 « &
low
AWS: :EntityResolution: :SchemaMapping X & v = X &
I 5% CloudWatch 5&3f
BIR EmiEss ETHREN  AWS
FRid 4H CloudForm
ation EF
R BEA
AWS: :Events: :EventBus X & v = X &

AWS ZLRFIHBAER
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RIR mEREERE ETHREHN  AWS
Frid izl CloudForm
ation &£F
R EEA
AWS: :Events: :Rule v = v = v =
(® Note
HERERITIFEENEHELPIAN,
Amazon EventBridge Plpes
R mEEERE ETHRIH  AWS
Frid | CloudForm
ation &£F
MR EEA
AWS: :Pipes: :Pipe X & v = X &
Amazon EventBridge B2 Z 5k
TR mEgREsR ETHREHN AWS
FRic 4 CloudForm
ation &£F
MR BFA
AWS: :Scheduler: :ScheduleGroup ) v = X &

Amazon EventBridge Plpes
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I &% EventBridge 2243

BIR nmEEESR ETHRZIH  AWS
#Rig 48 CloudForm
ation EF
MR EA
AWS: :EventSchemas: :Discoverer X & v = X &
AWS: :EventSchemas: :Registry X & v = X &
AWS: :EventSchemas: :Schema X & v = X &

Amazon FSx

TR mEmiEsE ETHREN AWS
Frid 4 CloudForm

ation EF

RN EFA
AWS: : FSx: :Backup X & Ve X &
AWS: :FSx: :DataRepositoryTask X & v 2 X &
AWS: :FSx::FileCache X & v = X &
AWS: :FSx::FileSystem Ve v = X &
AWS: :FSx: :Snapshot X & Ve X &
AWS: :FSx::StorageVirtualMachine X & v = X &
AWS: : FSx: :Volume X & v = X &
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AWS Fault Injection Service

TR mERESR ETHREMN  AWS
Frid 4 CloudForm
ation EF
R EEA
AWS: :FIS::Experiment X & v = X &
AWS: :FIS::ExperimentTemplate ) v = X &

Amazon FinSpace %8#j

RIR mEREESR ETHREMN AWS
FRid 4 CloudForm

ation EF

R EEA
AWS: :FinSpace: :Environment X & v = X &
AWS: :FinSpace: :KxCluster X & Ve X &
AWS: :FinSpace: :KxDatabase X & v = X &
AWS: :FinSpace: :KxDataview ) v = X &
AWS: :FinSpace: :KxEnvironment ) v = X &
AWS: :FinSpace: :KxScalingGroup X & v = X &
AWS: :FinSpace: :KxUser ) v = X &
AWS: :FinSpace: :KxVolume X & v = X &
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AWS Firewall Manager

BIR nmEEESR ETHRZIH  AWS
#Rig 48 CloudForm
ation EF
MR EA
AWS: :FMS: :Applicationslist ) v = X &
AWS: :FMS: :Policy X & v = X &
AWS: :FMS: :ProtocolslList X & v = X &
AWS: :FMS: :ResourceSet X & v = X &

AWS loT Fleet Hub

R REimEsR ETHREMN AWS
FRid 4H CloudForm
ation EF
HEMR Y EEA
AWS: :IoTFleetHub: :Application X & v = X &

Amazon Forecast

RIR mEmiEsE ETHREN AWS
Frid 4H CloudForm
ation EF
R EEA
AWS: :Forecast: :Dataset v = Ve X &
AWS: :Forecast: :DatasetGroup v = v = X &
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RIR mEREERE ETHREHN  AWS
Frid izl CloudForm
ation EF
R EEA
AWS: :Forecast: :DatasetImportJob v = v 2 X &
AWS: :Forecast::Explainability X & v = X &
AWS: :Forecast::ExplainabilityExport X & v = X &
AWS: :Forecast: :Forecast v = v = X &
AWS: :Forecast: :ForecastEndpoint X & v = X &
AWS: :Forecast: :ForecastExportJob v = v = )
AWS: :Forecast: :Predictor v = v = X &
AWS: :Forecast: :PredictorBacktestExpo
g s e X &
rtJob
AWS: :Forecast: :WhatIfAnalysis X & Ve X &
Amazon Fraud Detector
TR mEgmEsRE ETHREN AWS
Frid 4 CloudForm
ation EF
MR EEA
AWS: :FraudDetector: :BatchImport X & v = X &
AWS: : FraudDetector: :BatchPrediction X & v = X &
AWS: :FraudDetector: :Detector v = v = X &
AWS: :FraudDetector: :DetectorVersion X & v = )
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RAriEmE

BIR

AWS: :FraudDetector:
AWS: :FraudDetector:
AWS: : FraudDetector:
AWS: :FraudDetector:
AWS: :FraudDetector:
AWS: : FraudDetector:
AWS: :FraudDetector:
AWS: :FraudDetector:
AWS: : FraudDetector:
AWS: : FraudDetector:
FreeRTOS

TR

:EntityType
:EventType
:ExternalModel
:Label

:List

:Model
:ModelVersion
:Outcome

:Rule

:Variable

AWS: :FreeRTOS: :Subscription

mERER ETHREN

FRic

nERER ETHREN
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X &

FreeRTOS

127



AWS Resource Groups AriEE

I &3 GamelLift fR55 28

BIR nmEEESR ETHRZIH  AWS
#Rig 48 CloudForm
ation EF
MR EA
AWS: :GameLift: :Alias X & v = X &
AWS: :GameLift: :ContainerFleet X & v = X &
AWS: :GameLift: :ContainexrGroupDefinit
X RIS X & v = X &
ion
AWS: :GamelLift::Fleet X & v = X &
AWS: :GameLift: :GameServerGroup X & Ve X&B
AWS: : GameLift: :GameSessionQueue X & v B X &
AWS: :GamelLift::Location X & v B X B
AWS: :GameLift: :MatchmakingConfigurat
. 2 2 X & /2 X &
ion
AWS: :GameLift: :MatchmakingRuleSet X & v = X &
AWS: :GamelLift::Script X & v = X B
AWS Global Accelerator
BIR nEiREE ETHRZLEH AWS
¥R18 iz | CloudForm
ation EF
RN EA
AWS: :GlobalAccelerator: :Accelerator X & v B X &
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TR nEmEsR ETHRZIH AWS
FRic 4H CloudForm

ation £F

MR FA
AWS: :GlobalAccelerator: :CrossAccount < & /e X &
Attachment

AWS Glue
TR mEwmiEsRs ETHRZH AWS
Frid Lz | CloudForm

ation £F

HARAEEA
AWS: :Glue: :Blueprint X & Ve X &
AWS: :Glue: :Catalog X & v = X &
AWS: :Glue: :Completion X & v = X &
AWS: :Glue: :Connection X & v B X &
AWS: :Glue: :Crawler v = v = X &
AWS: :Glue: :CustomEntityType X & v = X &
AWS: :Glue: :Database X & v = v =
AWS: :Glue: :DataQualityRuleset X & v X &
AWS: :Glue: :DevEndpoint X & v = X &
AWS: :Glue: :Job v B v B X &
AWS: :Glue: :MLTransform X & v = X &
AWS: :Glue: :Registry X & v = X &
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BIR nEiREE ETHRLEH AWS
¥R18 48 CloudForm

ation EF

R EA
AWS: :Glue: :Schema X & v B X &
AWS: :Glue: :Session X & v = X B
AWS: :Glue::Trigger v = v = X &
AWS: :Glue: :UsageProfile X & v 2 X &
AWS: :Glue: :Workflow X & v = X B

AWS Glue DataBrew
BIR nEiREE ETHRZLEH AWS
¥R18 48 CloudForm

ation EF

RN EA
AWS: :DataBrew: :Dataset v = v =
AWS: :DataBrew: : Job v 2 v =
AWS: :DataBrew: :Project v = v =
AWS: :DataBrew: :Recipe v = v =
AWS: :DataBrew: :Ruleset X B X B
AWS: :DataBrew: :Schedule v R =

AWS Glue DataBrew
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AWS Ground Station
BIR nmEEESR ETHRZIH  AWS
#Rig 48 CloudForm
ation EF
R EA
AWS: : GroundStation: :Config X & X &
AWS: :GroundStation: :Contact X & X &
AWS: :G dStation: :DataflowEndpoint
roun ation ataflowEndpoin « & « &
Group
AWS: :GroundStation: :Ephemeris ) X &
AWS: :GroundStation: :MissionProfile X & X &
AWS: :GroundStation::Satellite X & X &
Amazon GuardDuty
BIR nEiREsE ETHRELEH AWS
#R18 Lz | CloudForm
ation &£F
MR EA
AWS: : GuardDuty: :Detector X & e
AWS: :GuardDuty::Filter X & X &
AWS: :GuardDuty: : IPSet X & X B
AWS: :GuardDuty: :MalwareProtectionPla
uty warePr i « & <« &
n
AWS: :GuardDuty: : ThreatIntelSet X & X &

AWS Ground Station
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AWS Healthimaging
BIR nmEEESR ETHRZIH  AWS
#Rig 48 CloudForm
ation EF
MR EA
AWS: :HealthImaging: :Datastore X & v = X &
AWS: :HealthImaging: : ImageSet X & v = X &
AWS HealthLake
BIR mEEESR ETHRZIH AWS
i 48 CloudForm
ation EF
MR EA
AWS: :HealthLake: :FHIRDatastore X & v = X B
AWS HealthOmics
BIR nEiREsE ETHRLEH AWS
#R1g il CloudForm
ation EF
MR EA
AWS: :Omics: :AnnotationStore X & v = X &
AWS: :Omics: :AnnotationStoreVersion X & v = X &
AWS: :Omics: :ReadSet X & v B X &
AWS: :Omics: :Reference X & v = X &

AWS Healthlmaging
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RIR mEREERE ETHREHN  AWS
Frid izl CloudForm

ation &£F

R EEA
AWS: :Omics: :ReferenceStore X & v = X &
AWS: :Omics: :Run X B v = X &
AWS: :Omics: :RunCache ) v = X B
AWS: :Omics: :RunGroup X & v = X B
AWS: :0Omics: :SequenceStore X & v = X &
AWS: :Omics::VariantStore ) v = X B
AWS: :Omics: :Workflow X & v = X &

Amazon Interactive Video Service
TR mEgRER ETHRSH AWS
FRic 4a CloudForm

ation &£F

b5 40k 2%
AWS: :IVS: :Channel X & v = X &
AWS: : IVS: :Composition X & v = X &
AWS: :IVS: :EncoderConfiguration X & v = X B
AWS: :IVS::IngestConfiguration X & v = X B
AWS: :IVS::PlaybackKeyPair X & v = X &
AWS: :IVS::PlaybackRestrictionPolicy X & v = X B
AWS: : IVS: :PublicKey X & v = X &
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BIR nEiREE ETHRLEH AWS
¥R18 48 CloudForm
ation EF
R EA
AWS: : IVS: :RecordingConfiguration X & Ve X &
AWS: :IVS::Stage X & v = X &
AWS: :IVS::StorageConfiguration X & v = X B
AWS: :IVS: :StreamKey X & Ve X &
IAM
BIR nmERESR ETHRZIH AWS
Frid 48 CloudForm
ation EF
MR EA
AWS: :SSO: :Application ) v = )
AWS: :SS0O: :Instance X & v B X &
AWS: :SSO: :PermissionSet X & v = X &
AWS: :SSO: : TrustedTokenIssuer X & v = X &
AWS ldentity and Access Management
BIR nEiREsE ETHRLEH AWS
#R18 il CloudForm
ation EF
MR EA
AWS: :IAM: :InstanceProfile v 2! v 22 X &
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BIR nEiREE ETHRLEH AWS
¥R18 48 CloudForm

ation EF

R EA
AWS: : TAM: :ManagedPolicy v 2! v 22 X &
AWS: : IAM: :OpenIDConnectProvider v = v =2 X &
AWS: :IAM: :Role X & X & v 2
AWS: :IAM: :SAMLProvider v = v B2 X &
AWS: :IAM: :ServerCertificate J/ = v 22 X &
AWS: : TAM: :VirtualMFADevice v 2! v 22 X B

'RREXERE (FFELILE ) REXENERRSHNRR, BEAREREBEINZARRKE
YRS AIRE |, BUAEREREFEFHEPEREFICH TR T ANEREXEIRPEE us-

east-1,

2IXREXERD (FEFRLILE ) KEREENLKEFHNRIR. BT Resource Groups 2 X EMKX
a4 H AWS XiF |, FbEH4M AWS Management Console & FRAYIHREZEETEEAS
WERN, ZRETE2RTRNRRE , XAFERE LA XIEHIERESE AWS Management Console
FENERARENEZERS ( FFELILE ) us-east-1, AWS Management Console

EC2 Image Builder

TR mEmiEsEs ETHREN  AWS
Frid A CloudForm
ation EF
HRHBEA
AWS: : ImageBuilder: :Component X & Ve X &
AWS: : ImageBuilder: :ContainerRecipe X & v = X &
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R mEmiEsE ETHREN  AWS
Frid A CloudForm
ation EF
HEAR AV BFAH
AWS: :ImageBuilder: :DistributionConfi
. J X & v 2 X &
guration
AWS: : ImageBuilder: :Image X & v = )
AWS: : ImageBuilder: :ImagePipeline X & v 2 X &
AWS: : ImageBuilder: : ImageRecipe X & v = X &
AWS: : I Builder::Infrast t C
' m?ge uilder::InfrastructureCon < 5 /B < &
figuration
AWS: : ImageBuilder::LifecyclePolicy X & v = X &
AWS: : ImageBuilder: :Workflow X & v = X &
Amazon Inspector
TR mEREESR ETHREMN AWS
FRid 4 CloudForm
ation EF
HEAR B
AWS: :Inspector: :AssessmentTemplate X B v = v =
AWS: :InspectorV2::CisScanConfigurati
: 2 X & v = X &
on
AWS: :InspectorV2::Filter X & v = X &

Amazon Inspector 136
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RAriEmE

Internet Y5 11 28

IR

AWS: :InternetMonitor: :Monitor

AWS loT
R
AWS: :IoT:
AWS: :ToT:
AWS: :IoT:
AWS: :IoT:
AWS: :IoT:
AWS: :IoT:
AWS: :IoT:
AWS: :IoT:
AWS: :IoT:
AWS: :IoT:
AWS: :IoT:

:Authorizer
:BillingGroup
:CACertificate
:CertificateProvider
: Command
:CustomMetric
:Dimension
:DomainConfiguration
:FleetMetric

:Job

:JobTemplate

mERER ETHEN
FRic 4

mERER ETHEN

Frid A
X & Ve
X B v =
X & v =
X & v 2
X & v =
X & v =
X & Ve
X & v =
X & v =
X & v =
X & v =

AWS
CloudForm
ation &£F
R EEA

X &

AWS
CloudForm
ation EF
HEAR Y EFA

X &

X &
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RIR

AWS:

AWS:

AWS :

AWS:

AWS:

AWS :

AWS:

AWS:

AWS :

AWS:

AWS:

AWS:

AWS:

:IoT:

:IoT:

:IoT:

:IoT:

:IoT:

:IoT:

:IoT:

:IoT:

:IoT:

:IoT:

:IoT:

:IoT:

:IoT:

:MitigationAction
:0TAUpdate
:Policy
:ProvisioningTemplate
:RoleAlias
:ScheduledAudit
:SecurityProfile
:SoftwarePackage
:Stream
:ThingGroup
:ThingType
:TopicRule

:Tunnel

AWS loT Analytics

IR

AWS: :ToTAnalytics: :Channel

mERER ETHREN

FRic

mERER ETHSEN

FRid
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H
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ation £F

HER RV EA
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BIR nEiREE ETHRLEH AWS
¥R18 48 CloudForm
ation EF
R EA
AWS: :IoTAnalytics: :Dataset v = Ve X &
AWS: :IoTAnalytics::Datastore X & v = X &
AWS: :IoTAnalytics::Pipeline X & v = X &
AWS loT Core Device Advisor
BIR nmEERESR ETHRZIH AWS
#R1g iz CloudForm
ation EF
MR EA
AWS: :IoTCoreDeviceAdvi ::SuiteDefi
5 reDeviceAdvisor: :SuiteDefi « & /2 « &
nition
AWS: : ToTCoreDeviceAdvisor: :SuiteRun X B Va3 X &
AWS loT Events
BIR nEiREE ETHRLH AWS
¥R18 iz CloudForm
ation EF
RN EA
AWS: :IoTEvents: :AlarmModel X & v =B X &
AWS: :IoTEvents: :DetectorModel v = v B v =
AWS: :IoTEvents: :Input v = v = v =
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AWS loT FleetWise

BIR nmEEESR ETHRZIH  AWS
#Rig 48 CloudForm

ation EF

R EA
AWS: :IoTFleetWise: :Campaign X & v = Ve
AWS: :IoTFleetWise: :DecoderManifest X & v = v =
AWS: :IoTFleetWise: :Fleet X & v = v =
AWS: :IoTFleetWise: :ModelManifest X & v B v B
AWS: :IoTFleetWise: :SignalCatalog X & v = Ve
AWS: :IoTFleetWise: :StateTemplate X & v = X &
AWS: :IoTFleetWise: :Vehicle X & v B v B

AWS loT Greengrass

TR REimEsR ETHREMN  AWS
Frid A CloudForm

ation EF

HRHBEA
AWS: :Greengrass: :BulkDeployment X & Ve X &
AWS: :Greengrass: :ConnectorDefinition v = v = X &
AWS: :Greengrass: :CoreDefinition v = v = X &
AWS: :Greengrass: :DeviceDefinition v = v = X &
AWS: :Greengrass: :FunctionDefinition v = v = X &
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RIR mEmiEsE ETHREN  AWS
Frid A CloudForm
ation EF
HEREFA
AWS: :Greengrass: :Group v = Ve X &
AWS: :Greengrass: :LoggerDefinition v = v = X &
AWS: :Greengrass: :ResourceDefinition v = v = X &
AWS: :Greengrass: :SubscriptionDefinit
. ? P /R /R X 7
ion
AWS loT Greengrass Version 2
RIR EmiEsE ETHREN  AWS
Frid A CloudForm
ation EF
HREBEA
AWS: :GreengrassV2: :ComponentVersion X & v = X &
AWS: :GreengrassV2: :CoreDevice X & v = X &
AWS loT SiteWise 12 & &
TR mEmiEsE ETHREN  AWS
FRid A CloudForm
ation EF
R BEA
AWS: :ToTSiteWise: :AccessPolicy X & Ve X &
AWS: :IoTSiteWise: :Asset X & v = X &

AWS loT Greengrass Version 2
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:Project
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AWS loT Wireless

TR
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figuration
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:ImportTask
:MulticastGroup

:NetworkAnalyzerCon

mERER ETHREN

FRic

x X X X
O o o

x
7|

mERER ETHREN

FRic

x X
17 B

x
7|

H

A

AWS

CloudForm

ation £F

HER RV EA

X &

X &

>
7]

x
17|

AWS

CloudForm

ation EF

HER R BFA

X &

X &

x
17|

x
7|

AWS loT Wireless

142



AWS Resource Groups

RAriEmE

RIR

AWS:
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AWS :
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:IoTWireless: :PartnerAccount
:IoTWireless::ServiceProfile
:IoTWireless: :TaskDefinition
:IoTWireless::WirelessDevice

:IoTWireless: :WirelessGateway

Amazon Kendra
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Amazon Kendra Intelligent Ranking
TR mEmEsR ETHREHN  AWS
Frid 4 CloudForm
ation EF
HER Y EFA
AWS: :KendraRanking: :ExecutionPlan X & v = X &
AWS Key Management Service
TR REREsR ETHREMN  AWS
Frid 4H CloudForm
ation EF
HEAR Y EFA
AWS: :KMS::Alias ) X & v 2
AWS : : KMS: :Key v 2 v 2 v 2
Amazon Keyspaces ( Apache Cassandra #%& )
TR REmEsR ETHREMN  AWS
Frid 4H CloudForm
ation EF
HEMR W EEA
AWS: :Cassandra: :Keyspace X & v = v =
AWS: :Cassandra: :Table X & v = X &
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Amazon Kinesis

BIR mEiREE ETHRZH  AWS
#ric 48 CloudForm
ation EF
MR EA
AWS: :Kinesis: :Stream v = v e -

FERA T Apache Flink B9 St E RS

TR REREsR ETHREMN  AWS
Frid 4H CloudForm
ation EF
HRHEEA
AWS: :KinesisAnalytics: :Application v = v 2 v =
AWS: :KinesisAnalyticsV2::Application X & X & v =

Amazon Data Firehose

TR wEgmEsR ETHEN  AWS
Frid 4H CloudForm
ation EF
HEAR R BFA
AWS: :KinesisFirehose: :DeliveryStream X & Ve Ve
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Amazon Kinesis Video Streams

IR

AWS: :KinesisVideo: :SignalingChannel

AWS: :KinesisVideo: :Stream

AWS Lambda
Gy
AWS: :Lambda: :Alias
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AWS: :Lambda: :LayerVersion
AWS: :Lambda: :Version
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AWS : : AmazonMQ: : Configuration v = v 2 X &
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AWS: :Grafana: :Workspace ) v = X &

Amazon Managed Blockchain

153



AWS Resource Groups

P15
Amazon Managed Service for Prometheus
TR mERESR ETHREMN  AWS
Frid A CloudForm
ation EF
R EEA
AWS : : APS: :RuleGroupsNamespace ) v = X &
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AWS Outposts
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AWS: :QuickSight: :Theme X & v X &
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AWS SDKs, ERTEMWHREHEHRAXAFEREHAANTARESTELATIHRRIIZHA
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- HPAWEARR ( XERREEERMNBHAES )
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AWS Identity and Access Management (IAM) AWS RS T #EIEE R L& iR HIX AWS BRI [
PR, IAM BEEREFHETLUEE &ML ( B% ) MTAX ( BN ) #£H Resource Groups &R
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- FRASHHTEHRIE

- FARKEEN
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REBTZEAEERABERESHNIR., WRELZEE Resource Groups RFIVINEE , HSH X AWS
Resource Groups & 3 5 A # 1T S FE HERR o

RFSEER - MREELTHTEE Resource Groups &R , A sEEH Resource Groups KT 21
ENPR, BEREHELNIRS BF N5 E B Resource Groups HHREF AR, AE , EH9E 1AM
EEARXBERUESBRSAFHNR, BEEZNHLNEEUTH IAMNERE S, ETHAEX
B2 T aAEF IAM 5 Resource Groups BEERAMNEZEE , i55H Resure Groups HI{i5 IAM
ZafH.

IAM BER - MREE IAMEER , BAEFE 7B NAHEERKIIEEX Resource Groups #Ii57]
MREFAEE ., EEFATE IAM REABE T Resource Groups § I RBE R , SR AWS
Resource Groups & T & 1789 K #E =4l o

£ 51T S 0 WIUE

BRBIERE AWS FASMEIEFNAR. BXT IAM AP BHEHETE AWS KRBT
IAM BT EHRRIE (B2FAWS ),

B EABEY & MRRENEREIL AWS BRE 508K, AWS IAM Identity Center ( IAM Identity
Center) AF, RLORAIMNE SEFREMRRILIKREH Google = Facebook EREMEKE & 178 =G,
BB EBRERN , SFNEEALGER IAM AERE T BHRKESRIE. HIREMAKSIHR AWS
i, R R EREE— 1A,

BFBEHNAPER | EALIEF AWS Management Console 2 AWS 5HITF, BEXBEZFNEZER
AWS |, S (AWS &5 AFEmR) PR AEZEE AWS KFH,

WMRE AWS BURTEFXIFR , 4 AWS BRERETF AEH (SDK) Miarw1T#E0 (CLI) , LMEFEAE
HEENERFTMNZLSE, RERERAAWS TE  NIXFTECZEBER, BXEAKENSEE
TXEBERNEZELR | H55H (AM BFERE) WA TEE API i5REAWS £ 4,

TRERAMEMRIESE  SRUTEFERTEHMRLER. 0, AWS BNAERAZEFHRIE
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IAM AP B4

| AM A 24 AWS IKF AR NMNARNARFEERENRN S B, ETENERT , RIMNEBIE
AIEREIE , MARMEEEKEI (MEBMBRZH ) B IAM AP, B2, IREE-LEE
WERZSEERHEIELR IAM AP | BUUERHRIE R 34, E%E%Ew,m/@<mmth
M) PN TEEKHREIENAS  NEZFENEHIHEER.

IAM AR —NMEE—H IAM AR B R, BTeEEREANEHESR, BUUERAXR—XIERIZIMNAE
FEENR, MREXERF , FRATUERMMEBRAFNR, flin , SBE— N a2 hNE
4B, IAMAdminsH EiZEA B FEE IAM FRIBR,

AFREAGFE., AFE—ESEMNARBRNARFXEK K MAREEILEECHNEMAKRA. AFE
BAKANKBEL K mAeRHRNZE. ETHEZEER , BEZH (AM AFER) 98 1AM AR
RS ESA

IAM B

|AM AERENIBERRENR AWS IKF HWEM. ERET IAM AR , EEREARTXEK. EE
FIRRTELE IAM B AWS Management Console , & LM A F 12| IAM A6 ( 248 ) . &T
LB A AWS CLI 5 AWS API R ESEABEEX URL RRAAE, BXxFRACHEEZNESE
B, #ZH (AM AFER) PR ABEBNE Z.

BEHIGEIEN IAM BRELATERLTERER :

- REAFHE  EARESHIENR , BUEABGHNAGENNR., YRE5HHTEHR
iftﬂ‘f ZEHEEACHEXBAMBE THACE LN, BEXATHREFHRIINAGHE
, mZHE IAM AFER) PRHNE=F SO REBUERAE (KESHRIE) . ﬂﬂ%i&?ﬁﬁﬁ
IAM Identity Center , NI ZEEFRENRE. N EFHENSHEHTEMRIUEETRIHERANE ,
Identity Center FHXPRES IAM A B BHEXEK, BXNRENEE , ESH (AWS IAM Identlty
Center AF1EF) FHNRE,

o IERt IAM B FPABR - IAM AP ARRA IAM RS AR® , LERRESHNBEESHTRNR,
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£ F SR E IR 17 )

ERELAWS B eI 2 R EM IR AWS SH R FERZEFFAHRNR, REREFH—
MR AWS | SEEHHFARIEN , EQELENR, AWS EEEA (AP, root AFHAES
E ) RHERTAEXLRE, REFHRBERATERIELER, KSBERKELL JSON 34
By AWS FEXfFEEH. BX JSON RBNHENEHMNABTNESEE , SR IAM AFEREFRY
JSON KB

EERWLER AWS JSON REERIEEHEARIBEMF L, BREYR , BNEETUNT LR FERITER
&, ARIEMHAZRHETHIT,

MIANBERT , ARFMALRXENR, ERTFRAPNAERFRITRENNER , IAWM EER T 6I2
IAM KB, EERBETUARAERMMNIAM KB , HREATURABE,

IAM SREEE IRENNR , TXFEFERAMI G EZHITRE. 0, RIREEF—N AW iam: GetRole
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B,
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ET 508K

ETEHNRBETMMESZH (0 IAM AF, AFASAER ) 1Y JSON RRREE A, XL R
EHRFMASAEMPRA TN BERRRITHBLERE, ETHRNTOERET HHRRRE  FSH
(AM RF$Em) FHVEAE S EERBE L EE YL IAM IR,

ETEHNRBALR -SARNAKRKEREEA KK, ARKBEERALEINAS, 4HAG
. RERBRMIMAVKE , SULLEEMMIFHSIRAS, HEANAE AWS K, RERKIE
AWS HEXRBMEFEERE, BT HRNMEEERBNARKE 2BRTER , BS6H IAM BF
B PRERERBSRNBRERR < BFEITEE,

BT HIRM R

ETRIFHRE MR R JSON RN, BETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE., EXFETHRVRBHRS T , RSEE R JLMER EIREZHII 4 E R
FREVEE . N THEERMIMREA TR , REEE IS EE AN 2R RINTREREAREF LSRN
THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e

ETRFHNRERNM T ZRSFHRNEKERKE, ETREETRARNKBEHERM IAM P AWS EX
B

HEEFI5] R (ACLs)

REFIFIR (ACLs) 2HBLERFEA (KFKA, ARRA® ) BNBRER, ACLs SETHIRM
REERL , RETMAEEM JSON RME K,

Amazon S3 # Amazon VPC R X FM RS =¥l ACLs. AWS WAFE T EZ{SE ACLs , iEZH
(IO EAFEFRSTT X EERE) FHhRES FIER (ACL) #ER,

HREgRE
AWS XFHMAIAERAREERE, XERBRETLREERE ANKBERERER TFHRANR.

« RRBFA : NRLAR—ANSREBAL , AT REETSHHREETLRN IAM =K (1AM AR A
&) BFHRANR. EUTAEBRENRILR, XELERNBEEZEETHRNRERENROR
M, £ Principal PEEAFSACHETREN KRBT ZNRLARH, E—MXKFHE
NELFBEAR Y. BXANRURNESZEE , HSRIAM AFEEDH IAM ESEHRRII R,
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EENRS. MREEAALTHFAEIIEE , WA LUFRSEHIKE (SCPs) AT ENEARAE
tk . SCP PR&IAK R MK PHISEE (BEEND AWS kPR AFEE ) PR, A% Organization
SCPss MINEZE L |, 210 (AWS Organizations A 1E/) YIRS 3 HI R,

- BIREHIZERE (RCPs) — RCPs & JSON KB , WA LMERAERREKS, PRREHNZRARAN
R, MEEEFHMBEBENENREN IAM K#, RCP FR&IK R MK P RBREHNNE , 7
ARG (IEFHD ) WERNR AWS IKFIRAF , TRXESHEEE TEWAL,
A< Organizations FIE Z{E 8 RCPs , 8% AWS RS ZX K %I&K RCPs |, i55H (AWS
Organizations FIF1EFE) PR FERZEFIHRE (RCPs).

- 2EERE  SERBREIAEURERANBERKESAFT B IGR 2ERMEN SBUL BN S KK,
ZRAFENNREAFIBENETHHNRBMNSERBHTE, NREBALKEERETHRAK
B, E—TIRBETHNENELFEEAT. BXEZER , FSH IAM AFEEHRHNSERE,

S REERE

SN RBEWRBEA T —MERE , ERBORREMERNELIRE, BT RES RS HRIEER
W AWS BERBAWER , F5H IAM AP BTN R ITEEE,

Resure Groups A& IAM & &M
EEA IAM BEXS Resource Groups HIi5[R 2 8 , 85 7 #EHRLE |IAM ZhEE R &5 Resource Groups &

&M, EANT# Resource Groups MEE AWS BREWMAIE IAM —R246H |, 525 1AM A
EHHES IAM — 2 ERNAWS R,

FH

« Resource Groups &F 5 HI KR
- ETRERHNRE

« EF Resource Groups ¥R X
« Resource Groups IAM &

Resource Groups & T & 7K KB

BEEA IAM ETBGHRE , BUUEEATRELNRENRRUR AFRIELEENR
#F. Resource Groups XI#FFERVIRIE. BEMFZMHE, ETHE JSON RERERANMELTE |, 1B
ZH (IAM AiF#EE) F /Y IAM JSON K TESE,
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EIE R A LAER AWS JSON REERIEEW ARG RMT L, HHRY , BN EAATLIMF AR RINITER
&, BAREA ARG TIIT,

JSON KHEHY Action TEEARTATERBP AN RIELIFENRE, RRBEEEEXEKN AWS
APl BERIE. B—EHIAMER , GIaEE TE AP BRENN RN B1F, EF —LREZZERE
RIITZ MR X LM INREFR R B RIRE,

HREEFE2ERFEUR FHATREIRERIRR,

Resource Groups R RESIREEIRERFER I THIZ : resource-groups:. MIRESFRIETS
EERFIEPINGT , BEEAEZBEPFTEER resource-explorer,

Flin | BERFEAMEH Resource Groups CreateGroup APl #4812 Resource Groups AKX
BR , #BRI¥ resource-groups:CreateGroup BEAAEL KK S, KEBALMIE Action
NotAction Jt#, Resource Groups EX T —4HBECHWIRE , LUHERET ERAZRSHITHES

BEEREMEYPIEES T Resource Groups MirLmIBRFIRE , BEMAESFHENRIT , MTAR :

"Action": [
"resource-groups:actionl",
"resource-groups:action2",
"resource-explorer:action3"

BB L MERBES (*) BESMRE, HlN , BEIRELLEIE List FFLANMERE , SEUTE
1E :

"Action": "resource-groups:List*"

E&EF Resource Groups BREM IR , HSHE IAM AR B8 AWS Resource GroupsH R1E, &
b S

BIR
EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRY , BANEATTLIF AR RRITER
&, BAREAARETIIT,

Resource JSON KB TEZIEEEQHNAREN —IPHZ IR, BAXTEE Resource :|
NotResource Tk, EANBESE , FHEMAHE Amazon BEE# (ARN ) ERR. W TFXEEE
BRER (MR BRRNR ) WIRE , B ARITIEERE,
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XN T AXEFRRRNROERE (W HERE) | EEAEES () ENEANATHERR.

"Resource": "*"

Mt —#9 Resource Groups BIRRH, HABRFEXALT ARN & :

arn:${Partition}:resource-groups:${Region}:${Account}:group/${GroupName}

BXRERXWEZE L ARNs , BS ] Amazon FFEAF (ARNs) #l AWS RS & ZE 18,

fFlan | BEEFEBADHRIBE my-test-group BR4A , HEALT ARN :
"Resource": "arn:aws:resource-groups:us-east-1:123456789012:group/my-test-group"
EEERTREKFNAMEYL  BEABESR ()

"Resource'": "arn:aws:resource-groups:us-east-1:123456789012:group/*"

TR ERFHITEL Resource Groups #1F , flan , AT RIBFRNRE. EXLERRT , BL
MERBERF ().

"Resource": "*"

— L& Resource Groups AP BRETH R SR, a0 , DeleteGroup MIBREFA , Kb EHX
MEAMBRSEARFAEANNR, EEEMEAFTIEESNEIR , & ARNs 255 R.

"Resource": [
"resourcel",
"resource2"

E&EF Resource Groups BREHE K HFIKR ARNs , F 7 &0 LUE A B2 ERIEE ST E RN
ARN , 525 IAM B F#Er AWS Resource Groups BV IRIE, HRAFMH 24,

e

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRYN , BNEEATLF AR RRITER
&, BAREA ARG TIIT,
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f£ Condition Jt¥& ( = Condition 3t ) A , AT EBAERMNEH. Condition TEETE
N, BUCIEFERAZRGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
HMTE,

MREE—MEAPEESZ A Condition THE , HEEA Condition TEFEESME , U AWS
EFAEHE AND BEIFHEN]. IRENENMFHREESME , NERABBORZER AWS WESK
fro ERTFEUNNRZALTRBBENRMSE,

EEERMGN , BUTUERASUNEE. flm, REEER IAM AF &2 IAM B, 828R
HETFHRARONR. AXESEELR , HZH (AM AFER) P IAM BB TE | TENFRL,

AWS X EERFHEZANBETRSHFMHENR. BEEEME AWS 2/FHR , F5H IAM BFiE
MTHNAWS £BEH L TXEHR,

Resource Groups EXTECW—HEZMHE K EXFEA-L2R&HE. EEFME AWS 2R%H#
®  BES IAM AFERRHNAWS £REH LT XEA,

E&EF Resource Groups FHEHIIR , H THAUUNBERENTREAZHER , 25 IAMAFR
R P A AWS Resource GroupsiyigfE, FIRMEZM4E,

R~

EEEFET Resource Groups F17HI KRB , S H AWS Resource Groups ET 54 H) R R
£l o

ETHRAV K

Resource Groups T X5 E T #RII KB,
E T Resource Groups FrE I

& A LU AR Bt i1 Resource Groups FHY4E |, B E B RPIFRE151E 4 Resource Groups, EE
FrrZiEEimE , BEEMA aws:ResourceTag/key-name, aws:RequestTag/key-name =%
aws:TagKeys R4 BERBNZHTEPRMRIEE, ECIBRIFENAN , TGRS NA Tt
‘4, B<TE Resource Groups FRARMTEENEZEE | BZRNERPN EHEETEANE
{8 AWS Resource Groups Fl B P HIAF4H AWS Resource Groups.

EEEETHONXRE (ATRERR LMV RBHIFNZEENTFR ) W6, BSRAEEETHE
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Resource Groups IAM &€&

| AM £ 2 &8 AWS Ik BG4S ENBRIISE/R, Resource Groups S RERFEARS AR,
FFim 84 4E3E A T Resource Groups

£ Resource Groups # , A LA FEA G EIEH TS B HESF , HF IAM ACZEBEETEKFAE,
Ba LB A A AssumeRoleH 2 M AWS STS API ##4ERIREUIE Bt &2 £ iF B GetFederationToken,

RSHEXAE

ARZ5HE R A € e VF AWS ARSS 1 8] H A AR S5 AP Y R A R I TERIR1E
Resource Groups X ERFHEXAE , REFEARSHEXAE,
BSAR

LIEEAFRSRREEBERS A E,

Resource Groups ¥ B~ ERARSAE,

AWS BV E KB AWS Resource Groups

AWS RERKEHYUEMEEAINL R AWS, AWS RERMEEN TS ELABIRMANR , LUE
BRIBFIRAAF, ANBesENR.

FicfE , AWS RERB AT NENHEASRTFRENRNR , BACNTHAE AWS FFE
M. BNBZWBIEHETENEAZSNE S EEHRERE -SRI NR,

BIEEHR AWS HERBPE LR, MR AWS B AWS HERBPELHNR , MEHFLE
I iZREATXBRNFTEZERASH (AP, ANBE ). AWS BREAREERIFHN API HERS T
LLERH AWS BRSS B API BRAERS BT AWS FEE XK,

BXREZEER , F5H (AM BFERE) HH AWS HE XK.

Resource Groups FIAWSITE K B

» ResourceGroupsServiceRolePolicy

» ResourceGroupsTaggingAPITagUntagSupportedResources

» ResourceGroupsTaggingAPITagUntagSupportedResources
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AWS IEEXRE . ResourceGroupsServiceRolePolicy

BT 8E¥F ResourceGroupsServiceRolePolicy MiINZEIB 2 #Y IAM 324k, LEKIMERSHEXAE
H R BE foF Resource Groups RIREMITIRIE, BXEZER , B2 H 7 Resource Groups £ AR
SHEXAR,

LR BE IR F Resource Groups # R B XY 6 RA B B 3R AR X L 35 R P8 BV 4E /] AWS
CloudFormation ¥ #E EFTE IR, X /2 1F Resource Groups NEFH £ B EISEHIhREE K
CloudWatch =4,

EEFI AWS RERBWRIRA , HSH IAM 2/ BResourceGroupsServiceRolePolicy
;8

AWS IEEXRE . ResourceGroupsandTagEditorFullAccess

FERBEM IR ZFEASSARE | BN ZSHAR TRIEPELHNR, AWS ELMBACHERBMEL |, £
ERBEETUERMEANAR, ANAEIEELNVNR.

LR EER F 3T Resource Groups MirEmiEas e T2 1H R T ERI PR
EEEFN AWS RERBAOKIIRA , EZH IAM 2§

AResourceGroupsandTagEditorFullAccessH i,

AXIEBNESZEER , H3 5 ResourceGroupsandTagEditorFullAccess {AWS & RIS EK
)

AWS IEE X . ResourceGroupsandTagEditorReadOnlyAccess

FRBEM IR ZFEASSARES | BN ZSRA R FREPELHNR, AWS ELMBCHEREMEL |, £
ERBEETUERMEANAR, ANAEIEELINR.

LR B& IR T3 Resource Groups M#R&4migas TheERY R 15 B AT AV PR -
EEF I AWS RERBHRITRAE , 526 IAM 25l

AResourceGroupsandTagEditorReadOnlyAccessH#Y,

BXUEBPNESZEER , H3 5 ResourceGroupsandTagEditorReadOnlyAccess (AWS & KIS
EZiEm)

AWS IEEXRIE . ResourceGroupsTaggingAPITagUntagSupportedResources

FERBEM IR ZFEASKARES |, BIEZSRA R FRIEPELHNR, AWS ELJECHERMEL |, £
ERBESTUERMENAR, ANAEIEELHNIR,
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HERBER FRICHMBUEARIEARIC APl XEFNFTE RIRERENN

BRAWS: : ApiGateway , fE. AWS::CloudFormationAWS: :CodeBuild. #IBR%\., AWS Resource
Groups AWS: :ServiceCataloghrie MIBUEFRICIX LRI B RERZFETHNRZIENR |, X
LR A VFBRIFICMBUBEAR S Z AN ERE, T HIRER THRISHBUEFRIC KBS T HEBRAY B RSE B
TEMLAR -

« AWS::ApiGateway®HREHEZEE API Gateway BRI apigateway:PatchiX R , L FHRE
Eapigateway:Put, apigateway:Get, apigateway:DeleteffR,

« AWS::CloudFormation®/RKEE
Ecloudformation:UpdateStack#cloudformation:UpdateStackSetiX R,

« AWS::CodeBuild®REHFEEcodebuild:UpdateProjectiXbR,

« AWS::ServiceCatalog®RERE
Eservicecatalog:TagResource., servicecatalog:UntagResourceservicecatalog:Update
Mservicecatalog:UpdateProductf R,

BEERBEE R Tl R IRAIRIC API A2 RFrE EARICSEABIAR IS By B IRAT B AR,

EEEI AWS RERBNRFRE , S0 IAM 2645
ResourceGroupsTaggingAPITagUntagSupportedResources®#y,

AXRILRBHESZEELR | 35 ResourceGroupsTaggingAPITagUntagSupportedResources {AWS
RERMSEER) .

Resource Groups X AWS & R EFH

BEBHIZRESHHRBERRA ( Resource Groups ) AWS HEFHMTEURXEETHNEFEMAER. &
R EERMEZNIRT , iE1TH Resource Groups M#4 £id R HE LK RSS Ko

B B =p:

E#HEHHE — ResourceG Resource Groups B3 7 It 2024 £ 12 A 20 H
roupsTaggingAPITag BUR | i T AT R SS #Y#X
UntagSupportedResources iR, @RI SHNARFIRE

2 #|28 (ARC) FL S # VPC
Lattice, ZREEH M T LA T
PR :
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RAriEmE

BEX

DU

kinesisvideo:TagRe
source

kinesisvideo:Untag
Resource

redshift-serverles
s:TagResource

redshift-serverles
s:UntagResource

route53-recovery-c
ontrol-config:TagR
esource

route53-recovery-c
ontrol-config:Unta
gResource

route53-recovery-r
eadiness:TagResour
ce

route53-recovery-r
eadiness:UntagReso
urce

ssm-contacts:TagRe
source

ssm-contacts:Untag
Resource
ssm-incidents:TagR
esource
ssm-incidents:Unta
gResource
vpc-lattice:TagRes
ource
vpc-lattice:UntagR
esource
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RAriEmE

EK

¥R — ResourceG
roupsTaggingAPITag
UntagSupportedResources

BURE#H — ResourceG
roupsandTagEditorFullAccess

BERE#H — ResourceG
roupsandTagEditorR

eadOnlyAccess

#TBR — ResourceG
roupsServiceRolePolicy

Resource Groups FFIRIRERE
'

iR
* workspaces-web:Tag
Resource

* workspaces-web:Unt
agResource

Resource Groups %7 —

TSR G , SURMAAR I FIER

SEFRICHRIE APl XEMATE

BREBFAFENNR. AWS
Resource Groups

Resource Groups B 7 —1I
KEE , FHOSTHM AWS
CloudFormation ™ FE.

Resource Groups E#7 7 —1i
KEg , FHOE T Hi AWS
CloudFormation X B&,

Resource Groups 10— It
RERZEHBRSZSKIBKAE,

Resource Groups FF iR IRERE
AWS EERBEHE R,

A Resource Groups EHRSZHEXAR

B

2024 £10 A 11 H

20238 A 10 H

20238 A10 H

2022 11 A 17 H

2022 £11 A 17 H

AWS Resource Groups £ AWS Identity and Access Management (IAM) fRSEX B €, RS HE
XABE—MISRTMN IAM A€ | ©5 Resource Groups BEi###x, REHEXAEBH Resource
Groups IENX , HEEZBRFAKEFAEE AWS BRF RFAAERN — IR,

RS AER AT EE R MIRE Resource Groups , R REBFRSF RS ENNR., Resource
Groups EX THERFZHEXACHNE , AN ACXEEFSERELLARNE Resource Groups AR
SAHETHAR, EXHNNRIIEEERBINNRER , AR TREM MEMEMEM IAM SRR RE

B&o

ERARSHEXAR

220


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

AWS Resource Groups AriEE

BRXFRSERAGHEMERSZNEES , B5HE IAM BESEANAWS RS , AERSHEXARS
REHINE ‘B WRS. ERENEE K EFZRSHNBRSHEXABXH,

Resource Groups B RSEZ XA BN IR

Resource Groups AU TRZFEXAGRKIFHEGEARES, FUERAGE , EEAGEM LN
3z BIOfE IAM BHATREFZAG,

 AWSServiceRoleForResourceGroups

Resource Groups ALt BEH AWS i NEEREBHFEEENRRNA , SR BIRREBAR R EE
8] B H R B ZEEH up-to-date, E foIF Resource Groups B Li# EventBridge RS £ 3% SRS X
HEH,

AWSServiceRoleForResourceGroups REHEXBEBNEEUTRIZTRKETZAL !

* resourcegroups.amazonaws.com

MNEZAERRBRRELT AWS HEXRK, ERRBEEN ENEE | £ IAM 2F5 8 EF R,

 AWS ##### AWS Resource Groups

7 Resource Groups BI2RESHXAE

/A Important

NREEHMFZLACHFNRNRS PEUENMRE | RS HAXBETHIEZR
KPR, BXESER , BEH ‘B FHI T - HAE AWS K.

EOEBRSHAXAE  EAEALEREHEFE.

/m%E Resource Groups MRZHERXAE

Resource Groups T o ¥ &4 %5 AWSServiceRoleForResourceGroups lRE X AR, ECIERRSH
XAGRRE  CRELENACHNENR , ANTRESHNAEIAZAR. T3 , BUUER IAM &1
ABNEE, BXEZER , H52H (AM AFER) FRNEERSHEXAE,

EARSEXAL 7T
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ffl B& Resource Groups HI RS KX AR

REEXAALEGRAREHZE , BT TLURBRRSHEXAR,

/A Important

- AWS BFILEBRIRSHEXAS , BERERXAMRZACHEAESEARERIEE.
s BIMBWETERRRSHEXAR , siiR2EMN AWS KPR G REAPITSEMARA, MR
&M BRE A€ , Resource Groups BRESH LR EEHMARE AWS RS REBEWEA,

FHMEBRBRSHEXAE

5/ IAM #24]& AWS CLI, = AWS API i Bk AWSServiceRoleForResourceGroupsfRESHx B,
BXEZEER , HZH (AM AFEmRE) PHRIBRERESHEXAE,

Console
Ml % Resource Groups BRSHxAE

1. 177 1AM 25 &N A6 T H.

2. BREBNHAE AWSServiceRoleForResourceGroups , AREiE P HED N EIEE,
3. IEFEMIBR.

4., EEPRALBBNEN , RAREERR , UBASITERNRZAE,

AEM IAM ZH AR ABIIRPIEX,
AWS CLI

fil B* Resource Groups BRZ <A

ERRBE  FRANTS T , HSRUOEMTR. FTEHREME.

$ aws iam delete-service-linked-role \
--role-name AWSServiceRoleForResourceGroups
{
"DeletionTaskId": "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"
}
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AWS Resource Groups AriEE

ZmTIRE—MES ID. RN ACRIBRERSHITH, BuLUET FREMNESFMREMERS L
T AWS CLI f =3k E A B ERAVIRES,

$ aws iam get-service-linked-role-deletion-status \
--deletion-task-id "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"

{
"Status": "SUCCEEDED"

}

Resource Groups AR5 % A € X HFH X5

Resource Groups XIFEFMERMRS AWS X5 Wit S EASRSHEINAR, BXEZELR B
;%lﬁ—.l AWS Efﬁﬂllﬁ'ﬁ, )

AWS Resource Groups &TF & 1319 5K k& 7~ 45l

RIABRT , IAM £k (HlnBeMAF ) RELIESRIE K Resource Groups BRI, fflthF
A AWS Management Console AWS CLI, 2 AWS API i 1TES. IAM B2 7 A IAM R
B, UENE AR FHNRANAENEEZRRITHEN AP B, RAiF , BE R SPURX L 5K B
MBI EEX LR E 4,

BT RMAERXL RG] JSON REEXHEIE IAM ET HHNERE , 55 (IAM BFiERE) $FHE
JSON JET+ L 632 KK

£

- RMSERE

- £/ Resource Groups & A # API
- AAFPEEMHIIB SR

- BEEETHRENA

KA {ESRE
ETEONERBBEEREMNAZRSUNUME, WIﬂZRﬂﬂJF%mLKFEFE’J Resource Groups &R, XLEigkE

ARERE AWS IKF AR A, SIZRRBET HHONREN , HEEU T ERMEI

« AWS RERBREDKENRFAAN-BFGEAASNIEARR TR , HEAAWS HEXR
BERAFZSERNERAZRRTFRR. SNEROBREAPTH AWS IKF, RMNBWEBTE EFETE
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MERZ RN AWS EFREARBEKE-SRINR,. AXESZEELE , HZH (AM AFERE) +
By AWS HE KN TFEREENAWS FEE XK.

« NASENR : £EMA IAM REERENRE , BREFRITESENNR. Ak, EAIER
EREFATAUNBERFERITHRE , BN RERRFAT. BXEM IAM NARBRNESE
B, BZH (AM BFERE) F8 JAM 8y KB ER.

« EM 1AM KBS AP RY SRR — S BRBITFRIAXPR 48 AT LA 5] SR B AN 0 SR 44 SR BR 5 3T R A R SRR 15 1R
Bl | BRI R E R ARG RIEELAER SSL RIEFTAEER. MRBIRE AWS RS ( Hlm )
ERARSERE | BETUERRERR TN RS RENHRNER AWS CloudFormation, BXEZE
B, #ZH (IAM BF1ERE) F/# IAM JSON KM TE | i,

 f£M IAM Access Analyzer BiFZRH IAM KBS , IR RN Z 2R IhEEM — IAM Access
Analyzer BIFFH REEMIMB KR , LBRRERFS IAM KEIES (JSON )  IAM HESE
B, IAM Access Analyzer 12 100 ZTURBREM AIRENREI , SUHBBEFHIELS BINEMEN
Kk, BXREZELE , B2H (AM AFER) FHEA IAM Access Analyzer B KB,

- FEZEFHRIE (MFA) — NMREFALGNFEERENHE IAM ARHBAF , AWS KFER
A MFARIZER2M. BETAR API BENFEE MFA , 51 MFA RERMBEHRET, BX
BZER , B5H (AM AFiEm) PR MFA &RF AP G,

BX IAM FHRESSRNESER , F5H (AM AFER) F8 IAM AR 22 SEXEK,.

& Resource Groups 2 4I& 1 API

Ei5 | AWS Resource Groups M imERZEH S , BXLITIRE —HRENNR. XL PRAM AT
IBEED BN EFHXE AWS K 1 Resource Groups BRENIFAER ., NREHENET S M
REELEATENRENBEES®K , WEENEFTZRENESLK (1AM BEFZAF ) BMBETZESE
M APl @55,

EWFRIX LSRRI A Resource Groups , AJEISEAK LA T REE ( HEE LA T REE 5 H VIR
WEREE ), BXEZELR , B23H (IAM BFIERE) TR AP RISUR

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-groups:*",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Resource Groups AriEE

"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"

]I

"Resource": "*"

B X EN 7 E Resource Groups HEZEER , BSRAAIEMPH BFEH AWS Resource Groups #
BERERNNE.

AFAFESHITE SR

ZORBIGLER T A B R |, SV IAM AP EEM MBI EAS B ONNERANEE R, R
SEERH S EERIIRERE U REESNER AWS CLI 5 AWS API Fr BRI R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,
"Resource": "*"
}
]
}
BEEETHENA

ER L EETESRNREPFERAZYE , MEETHRZEHIX Resource Groups HRIVIGE . Z Rl
BT ONARRRBEUATETERR , BERHIPAERA, B2, NHYEHRX project EEERAE
M INE project X MEEMNERN , TR FRER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "resource-groups:GetGroup",
"Resource": "arn:aws:resource-groups::region:account_ID:group/group_name",
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}
}
}
]
}

RO LA B SR BE B AN B S P R Y 4R, MR EBHRZER project X E alpha WEBKZHAEF
BIRA | NIESTITZAFRE project=alpha, &N , ZAFFHIEL TR, FHRZR project
PLfl Project M project , RARHRBEMFTX S K NE, BEXEZEL , HSH IAM AAFER F
B9 IAM JSON KB TE : &t

X AWS Resource Groups & 3 #0175 8] # 1T ¥ FE BEBR
A LA TS B I B2 Wi A48 £ 749 Resource Groups H IAM — 24 f A Al AEIE B9 & 0 18] &

£}
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« RFEMFE Resource Groups L ITIRE

- EFEBIHT iam : PassRole

« BAEAWF AWS KPP 2B NG R A Resource Groups

K FIE Resource Groups FHITIRE

R AWS Management Console HiFEBLTNMITEIRME NS TNBKREBERAIT KRB, EEAR
R B R EIEN A,

% mateojackson AFZHFEARFAEFANFMAEE , EBFEE resource-
groups:ListGroups MPREY , &KL T REIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: resource-groups:ListGroups on resource: arn:aws:resource-groups::us-
west-2:123456789012:group/my-test-group

FEXFIERT , Mateo ERMHIEE R ERMERKE , LAWMAEA resource-groups:ListGroups
BAESR my-test-group &R

KRR AT iam : PassRole

MBLWE —MEIR | RABERINIT iam: PassRole B , MM AEHRBEUA T BN A BLIZEL
Resource Groups.

BE AWS S AT ERIEAGRKREAZES K MAREURFNERSALIBSAXEE, Ak,
BB MER A BELEIRSHINER.

& H marymajor Ky IAM AP iR E ARG A7 Resource Groups RHITIRIER , 2 KEUT RHI
HiR, B2 , BEAMEERFSACHKR FHNRT THITIIRE, Mary TEBERAGEZIEEIRSH
R

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , DAEFH Mary B RBELL 1T iam: PassRole #1E,

MREFERDY , BTHRREN AWS BEER, ENEEARRHEFREILEN A,
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HAE ARV AWS K 2 A A BRI E B Resource Groups

ZALOIE—-1MAE , UEAMKFPHNAFIEALNANARTUERZAGKIL RN TR, &7
UEEH#HESREH , AURAAE, X TXHETHRRNRBEHIEFZHFIK (ACLs) BARS , &REL
156 R 3 L5 SR B o) AATT 4R T 1 8] S8 B BHR VAR

ETHEZER , BSRAUATHE :

- E T ## Resource Groups 2B XIFIXLEINEE , 55 R Resure Groups #A5 IAM & &1# A,

- BETHUNMARENSRENERNIGENERE AWS K |, BHSE IAM AP EEFR N EEHRE AWS
K S — 1AM B PR AT R AR

- ETHROMAEE=SRANEHERNIGRINE AWS IKF , ESH IAM AFREETHEE=4E
HIFER. AWS K

- ETHRIMABEESAKRERIERAFRNR , H56 (IAM BFERE) PR AET /B AKIEN
AP ( BBKERIE ) BEHRXER,

- ETHREAACNETRRNRHATER,FRIZENEZS , H2H (IAM AFERE) F8 IAM
PV IK - R IR R,

Resource Groups F Y B & 12 & 145 13

FB AWS Resource Groups £ E &% AWS CloudTrail,

{123 AWS Resource Groups API i AWS CloudTrail

AWS Resource Groups M#rE w5 — MRS EK AWS CloudTrail , ZIRFRHAF, AR
AWS BrS57E Resource Groups SR & 4miEsr PIITHIREMNIER, CloudTrail & RHEAMFTE API
RABRAIES , BRERXEBERREAI NI REFEHENARAUARN RRANKIBIER APIs, 1R
O T RER , WAL CloudTrail S#54&4&HEl Amazon S3 7 , BIERREANSEH. R
BAREBEBRE , Z{ATLE CloudTraill B#HANEHHLIERPEESEFNES,. BIRENER
CloudTrail , A LA E [ Resource Groups X HEVIER, K HiERE IP ik, #AWE TER, AN
REBERURHAMFAEE,

ETHEZEE CloudTrail , 2 FEAWS CloudTrail AF &R,

F Y Resource Groups 1§ & CloudTrail

CloudTrail FTEf& 812 AWS KPR EELNIKF EBHA. H7Es X 4E 7 Resource Groups SR 4w i
BEslATE | ZEFELEHM AWS RS CloudTrailE# —RIERESHH L icFHH, BRI EH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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o AWS IKFHREE, BERANTHRIELENEN,, EXEZEE  BSHREHAEHTLIERET
CloudTrail B4,

EREICRKEN AWS IKFFIEH | 235 Resource Groups WEH | BRIERER, REAY
CloudTrail ¥ A& X H &% El Amazon S3 FiEf. BIABRT , EEH AP OIRREIERICSRAT |, RER
BERMATMERXE, REIEFK AWS 2 XHAmEXENESH , HiH A EXHZIEREREER Amazon
S3 7M. A\, BRLEERM AWS RS , 3 —F 5 7E CloudTrail B EHRWRENSHHIEHX
WiTsh. BXEZEER , BSH :

- SIEREER
* CloudTrail 3589 AR5 M AL

« BEE Amazon SNS EHI CloudTrail
o EWXRBZAMXEM CloudTrail B &AM ZANK F#UR CloudTrail B &34

P& Resource Groups ##/E#H APl 2Z12% CloudTrail #i23%1E AWS Resource

Groups APl 2#+h, HfJ Resource CloudTrail Groups ###E R HFLL API i Rresource-
groups.amazonaws.comBARREHNEH, a0 , FCreateGroupGetGroup,
MUpdateGroupQueryiRERABA S CloudTrail BENXHFERFKE. BHAPNIRS HESFIRE
A CloudTrailid & H# & R~ AREB APl it Rresource-explorer RRNEH,

BIMNEHHETREBESEXRERBFRNARGR. SOEETHEBEHEUTRE

- FREEARAFZIEER IAM AP FIEREN.
- FREEAACERKEAFNIGNZ2EIER BN,
- FREEHHEM AWS BF R H.

BXREZELR , 2 M CloudTrail userIdentity &,

T f Resource Groups BEX#H%E

BERE—MEE , APREHENBEXGEHWEIEIEEN Amazon S3 F##, CloudTrail B &4
BENEBZENMNEEFZRB. —NEHRRREBEMEN—NMER , BIEERFMERWIRE, BENBH
MetE, FRSBEFHEWELS, CloudTrail BEXHTRLA M AP AN A FHKRE , Hiteq]
A EAREERFE R

AR RBIE R T ERIZIRVEN CloudTrail B&E% B CreateGroups

{"eventVersion":"1.05",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/ARG/latest/APIReference/
https://docs.aws.amazon.com/ARG/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"userIdentity":{
"type":"AssumedRole",
"principalId":"ID number:AWSResourceGroupsUser",

"arn":"arn:aws:sts::831000000000:assumed-role/Admin/AWSResourceGroupsUser",

"accountId":"831000000000", "accessKeyId":"ID number",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2018-06-05T22:03:47Z"
.
"sessionIssuer":{
"type":"Role",
"principalId":"ID number",
"arn":"arn:aws:iam: :831000000000:role/Admin",
"accountId":"831000000000",
"userName":"Admin"

}

},
"eventTime":"2018-06-05T722:18:2372",
"eventSource":"resource-groups.amazonaws.com",
"eventName":"CreateGroup",
"awsRegion":"us-west-2",
"sourceIPAddress":"100.25.190.51",
"userAgent":"console.amazonaws.com",
"requestParameters":{
"Description": "EC2 instances that we are using for application staging.",
"Name": "Staging",
"ResourceQuery": {
"Query": "string",
"Type": "TAG_FILTERS_1_0"
.
"Tags": {
"Key":"Phase",
"Value":"Stage"
}
},
"responseElements":{
"Group": {
"Description":"EC2 instances that we are using for application staging.",

"groupArn":"arn:aws:resource-groups:us-west-2:831000000000:group/Staging"

"Name":"Staging"
I

"resourceQuery": {

CloudTrail Integration
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"Query":"string",
"Type":"TAG_FILTERS_1_0"
}

I
"requestID":"de7z64z9-d394-12ug-8081-7zz0386fbch6",
"eventID":"82z7z18dz-6z90-47bz-87cf-e8346428zzz3",
"eventType":"AwsApiCall",
"recipientAccountId":"831000000000"

Resource Group B &M I IE

ETHREABTRESAIURAEE , FSHAWS RS “REAIT XK DAEE"" , RFEFERN
BHEMITR. AWS RS AX—KREE , BSHAWS ST HAWS,

BO LA THE=ZFFITIRE AWS Artifact, BXEZEE , BSRPH “THIRES” HY “AWS

Artifact,

MR AWS RS TN EATEBR T ENBRENHBME, RATANENBIRUARERNERNE
M. AWS RET U TR RRFESNIASHE

- Security Compliance & Governance : IX¥RAREBIEMITIC TREBERER , ARH THER
2HMEAEIEN SR,

- BE HIPAA ZERMRFZSE : SIHFE HIPAA ERWIRS . HIEMB AWS RS AZRFE HIPAA
A

- AWS EAWS AIRIR — tt THEBNIEmETREER TENTLNMAMEBX,

- AWS BEFEHER —MNERAETHITEHREREN, XEEBELE TRFVRESE , AWS RS
HHEERHIBESMER ( BREEERRASEARHARER (NIST), INFTLZLREERR
(PCI) FMEFFFORALALR (1SO) ) R 24,

- EFAAWS Config J7F & A R 5 E R BV AL {15 R — % AWS Config RS ZNBRREBEEZ K
BELRAERNIPRE, TAENFEM,

« AWS Security Hub— X AWS frSs AILA2H T #REN T 2R AWS, Security Hub B 24125
BT EEN AWS BRAREHREBFELZETUIVENRESRE., BXIIHFRSREHBEN
BI&K , HS 1 Security Hub ##liEHES =,

« Amazon GuardDuty — BB EEZRH AWS IKFIMEFRREFEIRFEEES , kK AWS kS
KNEBH TR, BRENBETDRNEEREN. GuardDuty B3 #HZRELEEHAMERAENAE
RMNER | AAASBEHEEEMEMNEER , Hln PCI DSS,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
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« AWS Audit Manager— X AWS RS R ARS B R4 w1t AWS SEAER , M fai{bXUBS & 38 LA K
EMMITALFRER S HM

Resource Group FHY R & &E

AWS Resource Groups B Z R EIRNIBRS AR, XLEZHTFTHAFERE, B5NERTHNRGE
£33 N%. Resource Groups & ##E &% Amazon DynamoDB #,

AWS £IRERIRIERE S AWS X TAXHWERN, AWS Xl RESMERBENRENITAKX ,
XETAXBIRLER, SEHENSELRHIMNGERE, MATHKX , BULRITNREETRARZ
BTl B SRM AR BB NARFNBEE, ERENEIRSNEREPOEMEMAEL , TH
XERESHN AL, REENTT BX.

BEAFRRATEERMFASBEFBEER  BAXRSHEFRIERRE AWS JRAXEHIH
(AZs) . MREEINMBREA , BBR AWS =i Hbo

BXAWS X MU AXNESER , FSHAWS 2 IREM R,

Resource Groups PR ERIREL £

R B HAM G EXRRE Resource Groups IRMMARFZHINERE. WRER , BEA AWSHERE. &
A BA7E VPC #f£ A Resource Groups AP| Fl#Z I & k&R AREHIESRAMEMIZELZ S,

ER —TFEE RS AWS Resource Groups , % AWS 2R E LM R, HXR AWS ZL£REZU
R AWS RIFEREENER , BSRAWS =22, EFAREMIERZ SN RESSERRZITEN
AWS IR | iS00 S AWS ecurity Pillar Well-Architected Fram ework B89 B & FER I

BAILAER AWS EA Y API R EIS M & 178 Resource Groups, BF MM TIFLUTRE -

- RREREMHIL (TLS ) . BIMNEREA TLS 1.2, BIWUEEA TLS 1.3,

- EERLMAERE (PFS) WHEWEH , #lin DHE ( 8T Diffie-Hellman ) 8 ECDHE ( I B4 & 4
% Diffie-Hellman ) « XZHINRREG ( W Java7 REFRA ) BIZFXLER,

o, HAERFRIZES ID M5 IAM TERBKAMEZ TR BARNBERH#ITEE. HE , EOUER
AWS Security Token Service ( AWS STS ) £ R Ifff R 2 FE USRI ERHITZEAR,
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https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://console.aws.amazon.com/support/home#/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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AWS Resource Groups {# i #2 0ix A 317151 (AWS PrivateLink)

BRI AR AWS PrivateLink E&8) VPC Mz B 8IZFABERE AWS Resource Groups. &1 LA&TG
[EEHY VPC — AR RE , TEFERAEBRMMX, NAT iR%Z. VPN E#=® AWS Direct Connect i&
o &K VPC RHEBITFEELE IP #utENA 158 Resource Groups.

A LUBS 812 B AWS PrivateLinki2t X FME QR AREN MG ERE. BRIFEENENRIR
ANBNFRPIE— MM EED, XEEEREEENMEZED , AELE Resource Groups
FRENA DR

EXEZEER , S FAWS PrivateLink 18 AWS PrivateLink R BIAWS BRZS @il i5 8],

FIRERNESSEI

£ 9 Resource Groups & EZEOIKKRZ 8l , IBEFAWS PrivateLink P HFEET,

Resource Groups X#FBEIE O LEAEHFTE APl #14E,
A Resource Groups #IZ2#E OiK R

I&AILAE A Amazon VPC # %14 5 AWS Command Line Interface (AWS CLI) A Resource Groups
BIBEOKRRTR. BXEZELR , HZH (AWS PrivateLink $§/) FHAIEZE DK,

FERALTREBF R Resource Groups BIEEOLFET A :

com.amazonaws. region .resource-groups

MRENFEOL IR LS AFAE DNS |, AT LA6E A 3 RE R ERIAX I DNS & #5[@ Resource Groups
K APl 53R, #l40 resource-groups.us-east-1.amazonaws . como

A VPC i & 8l 2 ik ML SR RS

AR —f IAM BR , B LUFEMNEEORS. RALRETARBATFESEOLET L5
2HEERE, EREARTFMNER VPC 1A Resource Groups FIRRER | B B E L &7 S 5K B i
Eu%mégﬁﬁuﬁ:ﬁ-/\\\o

mRARBEEATESR !

o ATITIRERES. (AWS K. 1AM AP H IAM B8 ) .
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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- AIRITHVIRYE,
o AIXHRITERENEIR,

BREZEER , F5H (AWS PrivateLink 5E) #9582 56 B 422 5 3 AR 35 A9 13 [RI A PR o

5 - Resource Groups #EfY VPC 417 SR BE

LUTREEN mAKRBHW R, YEFHREHEMNIZEOKLEDT AN , caBRFREEREARMERR
175 H# Resource Groups & /E/Y I B BR .

{
"Statement": [

{

"Principal": "*",

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:GetAccountSettings",
"resource-groups:GetGroupQuery"

1,

"Resource":"*"

Resource Groups W &Z £ &{EXEK

UTBRESKRE-BRESEN , A TRARTEZLBRA R, FEFEXIRAEFTESHESTHEHR
BER , BRHEANBANZRREMA B,

. FERABRIEKNRZFAHIGENRAEN, Resource Groups XiFRBERMNBR, NEBERFEERS
RIEELHNHRNR, BREQMERAFRFMELAS NN REFHRERAES, BXxRENERE
NEZELR | HSH IAM BPERP IR FHIENR,

s BEELNHRFERPIENEEE. ENBMUNBRZTHIE. AEHRNE, BOELHBHPMAR
Jﬁ{n /BN O QE*E IE*L\EL: /BN O

BAENZRIGSEPRALBRHRE R,

- EEHNERAETHIZHEMN. Resource Groups XIFE TIHREM TN, B URARMIFE | A
JREF M INE AT IAM £ (BIMMAFMNAR ) WERE , LRENATANRERREELREK
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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Ao BRUAEARETHRENRRNNESELR , F2H IAM AP EEPRES AWS RIFIREEG
X3 B R A9 15 R A PR

% AWS RFEXFETHRRNFEHITRN, 531X, JREXNEAPHRARREEE TIRE
RN, WRNEARRNIGRZERENRE] , MARSFTINN AP HA TR AN X LR RINITIRE
HEN. Bl , MBEH—NAHED Amazon EC2 EHlfiConfidentiality#rEERN , #5
ZENHigh , HELLRN ERIEMNBEFRZE{TwSConfidentiality :High , MIBIE RA B HY
HA SRR hIITIRYE |, X% EC2 SEHIHITHIRES AL AN, BXWLERS ZHFNHEE
BHITETHRENERNESZEE , 528 IAM AFRERHTHN S IAM BE&EHANAWS RS

BRA AWS BRFIERERBNESER , FSRAWS FRICKRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
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R 4E Y AR 55 PR E

TRH#ERT AWS Resource Groups ( Resource Groups ) R E &, EiFRE D , BT LLTE Service
Quotas #2# & P HIEE INACE,

=L AINE a0 #ER
i3
B
BAOIK B EIRAR BIEFHX = BESERIKS el

= : 100 N BBRANZABE, TR
HEFEFENRHEN AWS
RRES,
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https://console.aws.amazon.com/servicequotas/home
https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas/L-2BAA18A0
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AWS Resource Groups #4712 &%

TE

X ETRIREE M Support

AWS PrivateLink

X R IRZEE M Support

BT AWS HEERR
ResourceGroupsTagging
APITag UntagSupportedReso

5 BA
Resource Groups Mir & 4m1E
BUELE K 160 FRIFER

A,

£ f AWS PrivateLink o AWS

Resource Groups r , & 7] LAfE

urces

AEFAE = (VPC) HAYEO
KimT RBEEEREEF Resource
Groups.

Resource Groups MR &4 1E
BUAELR T 172 HRIRER

A,

Resource Groups E#
TURES , IDAT AT
PR : kinesisvideo:TagRe
source kinesisvi
deo:Untag

Resource redshift-
serverless:TagReso
urce redshift-
serverless:UntagRe
source , route53-r
ecovery-control-
config:TagR
esource , route53-r
ecovery-control-co
nfig:UntagResource
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B
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https://docs.aws.amazon.com/ARG/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ARG/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ARG/latest/userguide/security_iam_awsmanpol.html#security-iam-awsmanpol-ResourceGroupsTaggingAPITagUntagSupportedResources
https://docs.aws.amazon.com/ARG/latest/userguide/security_iam_awsmanpol.html#security-iam-awsmanpol-ResourceGroupsTaggingAPITagUntagSupportedResources
https://docs.aws.amazon.com/ARG/latest/userguide/security_iam_awsmanpol.html#security-iam-awsmanpol-ResourceGroupsTaggingAPITagUntagSupportedResources
https://docs.aws.amazon.com/ARG/latest/userguide/security_iam_awsmanpol.html#security-iam-awsmanpol-ResourceGroupsTaggingAPITagUntagSupportedResources
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X #RREE B Support

I T #E AWS FEE R

ResourceGroupsTagging

APITag UntagSupportedReso

urces
BEHTHR
EFESRFERE

ecovery-readiness:
UntagResource

contacts:TagRe
source , , ssm-

v Ssm-

contacts:Untag
Resource ., ssm-
incidents:TagR
esource , ., ssm-incid
ents:UntagResource

. vpc-lattice:TagRes
ource ., ., vpc-
lattice:UntagR
esource , workspaces-
web:TagResource . .
FMworkspaces-web:Unt
agResource .

#IRA (Resource Groups)
&R RR IR X85 405 7

b <
ﬁ/ﬁg_cggo

Resource Groups #i17T —4
Y AWS IEERREE , URT
FRiCFBUEFRICHRIE APl X
HHPE RRERFTFENR
BR ( BISMERERIN ) o AWS
Resource Groups It R #%
TR EIRAIRIE APl R KPR
B ERIE S A BT R 1C B9 3R P
FEHIR,

BT EBRBAERART
NE , RS EN TR
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Resource Groups MirX 4miE
RINEXFEZSHIREE,
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2024 £10 A 11 H

2024 8 A1H
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https://docs.aws.amazon.com/ARG/latest/userguide/security_iam_awsmanpol.html#security-iam-awsmanpol-ResourceGroupsTaggingAPITagUntagSupportedResources
https://docs.aws.amazon.com/ARG/latest/userguide/security_iam_awsmanpol.html#security-iam-awsmanpol-ResourceGroupsTaggingAPITagUntagSupportedResources
https://docs.aws.amazon.com/ARG/latest/userguide/security_iam_awsmanpol.html#security-iam-awsmanpol-ResourceGroupsTaggingAPITagUntagSupportedResources
https://docs.aws.amazon.com/ARG/latest/userguide/security_iam_awsmanpol.html#security-iam-awsmanpol-ResourceGroupsTaggingAPITagUntagSupportedResources

AWS Resource Groups

RAriEmE

BT AWS HEEXRK
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agEditorFullAccess
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Resource Groups B R SS BRER

IAM S =R EH

HEREREEEBEHRD
FORELE]
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