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SDDC Deployment and Best Practices Guide on AWS
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This guide is intended for IT infrastructure architects, administrators, and IT professionals who
are planning to implement a VMware Cloud Software Defined Data Center (SDDC). It contains the
steps and considerations required to stand up an SDDC as well as leveraging best practices and
recommendations.

The information is written for readers who have used vSphere in an on-premises environment and
are familiar with virtualization concepts.

A moderate knowledge of Amazon Web Services (AWS) is useful, but is not required.

The AWS Well-Architected Framework helps you understand the pros and cons of the decisions

you make when building systems in the cloud. The six pillars of the Framework allow you to learn
architectural best practices for designing and operating reliable, secure, efficient, cost-effective,
and sustainable systems. Using the AWS Well-Architected Tool, available at no charge in the AWS

Management Console, you can review your workloads against these best practices by answering a

set of questions for each pillar.

For more expert guidance and best practices for your cloud architecture—reference architecture
deployments, diagrams, and whitepapers—refer to the AWS Architecture Center.

To prepare for deployment, you should understand design decisions and gather necessary
information. This deployment guide provides planning considerations and step-by-step
instructions.

This guide covers the following planning considerations:

Architecture

Personnel

Account requirements

AWS infrastructure

Network planning

Additionally, the guide provides you with step-by-step instructions to activate VMware Cloud on
AWS and create your first SDDC.



https://www.vmware.com/products/vsphere.html
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/well-architected-tool/
https://console.aws.amazon.com/wellarchitected
https://console.aws.amazon.com/wellarchitected
https://aws.amazon.com/architecture/
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Introduction

To prepare for deployment, you should understand design decisions and gather necessary
information. This deployment guide provides planning considerations and step-by-step
instructions.

This guide covers the following planning considerations:

Architecture

Personnel

Account requirements

AWS infrastructure

Network planning

Additionally, the guide provides you with step-by-step instructions to activate VMware Cloud on
AWS and create your first SDDC.

Are you Well-Architected?

The AWS Well-Architected Framework helps you understand the pros and cons of the decisions

you make when building systems in the cloud. The six pillars of the Framework allow you to learn
architectural best practices for designing and operating reliable, secure, efficient, cost-effective,
and sustainable systems. Using the AWS Well-Architected Tool, available at no charge in the AWS
Management Console, you can review your workloads against these best practices by answering a
set of questions for each pillar.

For more expert guidance and best practices for your cloud architecture—reference architecture
deployments, diagrams, and whitepapers—refer to the AWS Architecture Center.

Introduction 2


https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/well-architected-tool/
https://console.aws.amazon.com/wellarchitected
https://console.aws.amazon.com/wellarchitected
https://aws.amazon.com/architecture/
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Before you begin

Planning a VMware Cloud on AWS deployment requires a moderate level of familiarity with AWS.
If you're new to AWS, visit the AWS Identity and Access Management (IAM) site and the Amazon
Virtual Private Cloud (VPC) site. These will help provide you with the foundational constructs
you need. These sites provide materials for learning how to design, deploy, and operate your
infrastructure and applications on the AWS Cloud.



https://aws.amazon.com/iam/
https://aws.amazon.com/vpc/?vpc-blogs.sort-by=item.additionalFields.createdDate&vpc-blogs.sort-order=desc
https://aws.amazon.com/vpc/?vpc-blogs.sort-by=item.additionalFields.createdDate&vpc-blogs.sort-order=desc
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Architecture

This is a high-level overview architecture.

Region

VMware Cloud on AWS Account (Managed service)

VMware Cloud on AWS VPC

Private subnet

| Software Defined |

Data Center E
(SDDC) i

! Customer AWS Account (Customer managed)

i8] Connected VPC

Private subnet

hsssansnnnnnnnns ]

Elastic Network Interface
(ENI)

High-level architecture of the VMware Cloud on an AWS managed account connected to a customer

owned AWS account

This paper covers key preparation steps, associated resources, and deployment instructions to

guide you through deployment of your first SDDC environment within your chosen Region and

Availability Zone. This includes the following:

« Creating a single Virtual Private Cloud (VPC) within your AWS account

« Planning and provisioning a private subnet network within your chosen Availability Zone (AZ) for

SDDC integration

« Activating the VMware Cloud on the AWS service



https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
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» Deployment of a non-stretched SDDC within a single AZ
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Personnel planning

A critical first step in the planning process is to identify personnel that will be involved in the initial
account onboarding process, and technical personnel involved in the deployment of the SDDC. The
following is a list of common “roles” required to activate the service and deploy an SDDC.

(® Note

Depending on the organizational structure, a single person may encompass more than one
role.

« AWS administrator — Required to ensure that at least one user is created with the permissions
necessary to link the VMware Cloud on the AWS service with a new or existing AWS account.

« Cloud administrator — Performs all planning for the deployment of the SDDC. Performs the
deployment of the SDDC. Performs the initial account link to the AWS account.

o Network administrator — Allocates IP ranges needed for the deployment of the SDDC and AWS
environment. The network administrator will work with the cloud administrator to ensure that
the correct network classless inter-domain routing (CIDR) ranges are set during deployment. The
network administrator plans and implements connectivity from the on-premises environment to
the SDDC.

« Security administrator — Reviews and approves security policy for the SDDC.
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Account requirements

Topics

AWS account

VMware Customer Connect account

VMware Cloud on AWS account

Infrastructure preparation and planning

AWS account

One of the requirements of VMware Cloud on AWS is that all deployed SDDCs must be linked to
your AWS account. If you have a pre-existing account, you can use it for this purpose. If you don't
have an AWS account, see How do | create and activate a new AWS account? for instructions.

@ Important

After an AWS account has been associated with a VMware Organization as the seller of
record, the AWS account number cannot be updated. There can be only one AWS seller of
record per VMware Organization.

Once you have an AWS account, ensure that all technical personnel have been added to the
account and that they have been configured with the permissions necessary to properly manage
the account. At minimum, there must be one user within the AWS account who has sufficient
permissions to run the AWS CloudFormation template, which performs account linking to the
SDDC.

When creating a stack, AWS CloudFormation makes underlying service calls to AWS to provision
and configure your resources. You can use AWS Identity and Access Management (IAM) to manage

permissions.

AWS account management: explore AWS Organizations

AWS accounts that host the Connected VPC can belong to AWS Organizations. This enables you to

centrally govern your AWS Cloud resources.

AWS account 7


https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://aws.amazon.com/organizations/
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If you are using AWS Organizations, you should determine which accounts you want to associate
with VMware Cloud on AWS in advance. You can then create an organization unit (OU) and
associate those accounts with the account identified for VMware Cloud on AWS.

The Connected VPC or AWS customer account is owned, operated, and paid for directly by the

you, if you choose to utilize any AWS services within that account. To successfully attach the AWS
customer-owned account to the SDDC, the AWS account should have at least one VPC within that
account. This attachment enables you to use native AWS services to compliment whatever service
you use to run on VMware Cloud on AWS.

Multi-account governance: AWS Control Tower and Landing Zones

You may want to utilize AWS Control Tower to manage the AWS Organization to enforce

governance across multi-account environments. In this scenario, create a separate OU for the
account to use with VMware Cloud on AWS. On the OU, ensure the guardrail rules you put into
place do not restrict CloudFormation from creating the necessary resources in the connected VPC.

The CloudFormation template used by VMware has the prefix vmware-sddc-formation. The
CloudFormation stack does the following in the connected VPC within the connected account:

o It creates immutable IAM roles in the VPC; namely RemoteRole, RemoteRolePlayer,
RemoveRoleService, and BasicLambdaRole.

« It creates an IAM policy called AmazonVPCCrossAccountNetworkOperations for the above
roles.

o |t creates AWS Lambda functions for event notifications.

whether you use AWS Organizations or AWS Control Tower with landing zones, you need to
configure your policies to allow the account that will be associated with VMware Cloud on AWS to
complete these operations in the VPC.

Standalone accounts

Standalone accounts can be added to an AWS Organizations or AWS Control Tower landing zone
later. When using standalone accounts, ensure you have set your governance policies to allow you
to run any native AWS service you may require in your connected VPC.

Multi-account governance: AWS Control Tower and Landing Zones 8


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://aws.amazon.com/blogs/apn/account-and-vpc-considerations-for-vmware-cloud-on-aws/
https://aws.amazon.com/controltower/
https://aws.amazon.com/lambda/
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VMware Customer Connect account

You will require a VMware Customer Connect (formerly MyVMware) profile to access the VMware
Cloud on AWS service. If you do not have a profile, you can create one at VMware Customer

Connect.

Once created, ensure that your account is up-to-date and all required fields are filled in. If required
fields are missing, you will not be able to create your first SDDC.

VMware Cloud on AWS account

During the deal process, your Cloud Sales Specialist or Client Executive requests that you identify
a Fund Owner and a Fund User. After your deal is processed, a service welcome email is sent to
the Fund Owner and Fund User. This email contains the link you must use to sign up for a VMware
Cloud on AWS account. This link can be used only once. The link will redirect you to the VMware
Cloud Services Portal (CSP) website where you can log in into the VMware Cloud on AWS service
using your VMware Customer Connect credentials.

VMware Cloud on AWS accounts are based on an Organization, which corresponds to a group

or line of business subscribed to VMware Cloud on AWS services. Your VMware Customer

Connect account is used to create the Organization and will make you an Organization

Owner. Organizational Owners are assigned the Organization Owner's role and have complete
administrative access to their Organization. They grant roles to access the Organization and its
services, manage billing and subscription, and file support requests. New users can be assigned the
Organization Owner role or the Organization Member role. Both types of users can manage the
SDDC cloud, but only those with the Organizational Owner role can invite more users.

VMware Cloud on AWS has its own set of roles within IAM that need to be enabled manually:

Administrator

Administrator (delete restricted)
NSX Cloud Administrator
NSX Cloud Auditor

The major tasks performed by Organization users include, but are not limited to:

« Adding hosts to the SDDC

VMware Customer Connect account 9


https://customerconnect.vmware.com/home
https://customerconnect.vmware.com/home
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» Removing hosts from the SDDC

» Configuring the management network for vCenter access / administration: VPN, DNS, Firewall
rules

« Configuring and maintaining the compute network for workloads: logical networks, firewall
rules, NAT, VPN, DNS, Public IP addresses

Infrastructure preparation and planning

Before you begin, examine the deployment requirements as specified in the following table.

Table 1 — Design considerations

Area Description

Region VMware Cloud on AWS isn't currently
supported in all AWS Regions. For a current
list of supported Regions for VMware Cloud on
AWS, see Available AWS Regions.

Availability Zone (AZ) It is good practice to deploy the SDDC to
the same Region and AZ as your current
or planned native AWS workloads. Traffic
between the SDDC and the AWS resources in
the same AZ as your customer-owned VPC
will not incur cross-AZ traffic charges. Traffic
between different AZs in the same Region is
billable to the customer-owned AWS account.
This is according to the standard pricing of
AWS.

VPC and subnet Within a Region, a VPC and subnet are
required to facilitate cross-account linking to

the SDDC. Here are some things to consider
when selecting these resources:

» A new or existing VPC can be leveraged as
the Connected VPC. This provides the SDDC

Infrastructure preparation and planning 10


https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-operations/GUID-9708C514-30FE-4D75-A3E4-E358166EEB1F.html
https://aws.amazon.com/pricing/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html
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with high bandwidth and low latency access
to native AWS services.

o When creating new VPC, consider a unique

IPv4 CIDR block which is non-overlapping
with the SDDC. This is particularly important
if you will be connecting your AWS VPC via a
VPN or Direct Connect to your on-premises
environment.

» The subnet must be in an AWS AZ
where VMware Cloud on AWS is available
. Start by creating a subnet in every AZ
in the AWS Region where the SDDC will
be created. This helps you identify all
AZs where an SDDC can be deployed, and
select the one that best meets your SDDC
placement needs. You may want to keep
your VMC workloads close to or isolated
from your AWS workloads running in a
particular AZ, depending on your organizat
ion’s security requirements,

See Creating a subnet in Your VPC to learn

how to use the Amazon VPC console to
create a subnet in your VPC.

o As part of the SDDC deployment, a series
of Elastic network interfaces (ENIs) are
created for use by the hosts of the SDDC.
An ENI is a high bandwidth, private, and
dedicated connection which resides inside
the customer VPC. An AWS subnet is
required to facilitate the account linking.

» The linked AWS account must have sufficien
t capacity to create a minimum of 17
ENIs per SDDC cluster in each Region
where an SDDC is deployed. Although you
cannot provision more than 16 hosts in a

Infrastructure preparation and planning 11


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/gsg_create_vpc.html#create_vpc
https://www.ipaddressguide.com/cidr
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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VPC route table

cluster, SDDC operations, including planned
maintenance and Elastic DRS, can require
AWS to temporarily add as many as 16 more
hosts, so AWS recommends using an AWS
account that has sufficient capacity for 34
ENIs per SDDC per Region.

« AWS recommends dedicating a /26-CIDR
block for each SDDC. Do not use that subnet
for any other AWS services or Amazon
Elastic Compute Cloud (Amazon EC2)
instances. Because some of the IP addresses

in this block are reserved for internal use,

a /26 CIDR block is the smallest subnet that
can accommodate the addresses required
for an SDDC.

« The subnet must exist in the AWS account
and not be shared from another account.

When VMware Cloud on AWS is connected to
your VPC, it always uses the main route table
in the VPC. The main route table should be
dedicated to VMware Cloud on AWS. Where
applicable, the route table is updated by
VMware with new networks created within the
SDDC.

There are scenarios where customers

create separate route tables within a VPC

for different reasons. In these instances,
remember that the custom route table will
not be automatically updated when the main
route table is updated based on any network
changes within the SDDC. You'll have to
manually update the custom route table in the
connected VPC.

Infrastructure preparation and planning
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https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-operations/GUID-81BD6D29-EB69-4EFF-8060-71ACE4C8F51F.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
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Security groups The Cross-account ENIs exist within the
customer-owned AWS account, and you have
full access to apply security groups to the
ENIs, which should otherwise not be touched.
These actions can permanently undermine
connectivity between the AWS environment
and the SDDC. These can be identified in the
AWS console with the description VMware
VMC Interface DO NOT USE.

Resources If necessary, request service quota increases

for the following resources. You might need
to do this if an existing deployment uses
these resources, and you might exceed the
default quotas with this deployment. The
Service Quotas console displays your usage
and quotas. For more information, see AWS
service quotas. The deployment requires the

following:
Resource This deployment
uses
VPCs 1
Subnet 1
ENIs 17
Route Table 1

Infrastructure preparation and planning 13


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://console.aws.amazon.com/servicequotas/home?region=us-east-2#!/
https://console.aws.amazon.com/servicequotas/home?region=us-east-2#!/
https://console.aws.amazon.com/servicequotas/home?region=us-east-2#!/
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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IAM permissions

For a summary of the permissions required to
run the CloudFormation template, see AWS
Roles and Permissions. Some of the initial
permissions required to create the SDDC are
removed from the role after the SDDC is has

created. These can be seen in the Appendix of
this document.

Infrastructure preparation and planning
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https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-operations/GUID-DE8E80A3-5EED-474C-AECD-D30534926615.html
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-operations/GUID-DE8E80A3-5EED-474C-AECD-D30534926615.html
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SDDC management IP planning

When you create an SDDC, you are required
to specify an IP range for your managemen

t network. This IP address range cannot be
changed after the SDDC is created. As a result,
it is critical to carefully plan out this IP range.
In single-AZ deployment, a /23 CIDR can
support 27 ESXi hosts, while a /20 can support
up to 251, and a /16 up to 4091, but the
number of hosts is currently limited to the
SDDC maximum of 300. When deploying a
multi-AZ (or stretched cluster) SDDC, the
limits are 22 hosts, 246 hosts, and the SDDC
maximum hosts for /23, /20 and /16 CIDRs,
respectively.

» Size — The range needs to be large enough
to facilitate all hosts which will be deployed
on day one, but also must account for future
growth.

« Uniqueness — You should provision an IP
range which is unique within your organizat
ion. This is particularly important if you will
be connecting to your SDDC via a VPN or
AWS Direct Connect, or if you are cross-lin
king to a production VPC or other SDDCs.

« Ability to summarize — Ideally this block
should be a subnet of some larger space
which is allocated to the SDDC as a whole.
By subnetting a larger dedicated supernet,
you will gain the ability to simplify routing
between your on-premises environment and
the SDDC, and you will potentially simplify
network security policies used to secure the
SDDC.

Infrastructure preparation and planning
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SDDC compute IP planning

To provision compute workloads within the
SDDC, you must create at least one compute
network segment. Although it is not required
to provision an SDDC, VMware recommends
allocating at least one IP address range for the
SDDC compute network. After the SDDC has
been provisioned, you can create a network
segment using this address range.

Compute networks are used for all VM traffic
within the SDDC and are defined as individua
 segments in NSX. VMware Cloud on AWS
supports three types of logical network
segments: routed, extended, and disconnec
ted.

» Routed — Has connectivity to other logical
networks in the SDDC and, through the
SDDC firewall, to external networks. This is
the only segment type that supports DHCP.

« Extended — Extends an existing Layer 2
MPLS VPN (L2VPN) tunnel, providing a
single IP address space that spans the SDDC
and an on-premises network.

« Disconnected — has no uplink and provides
an isolated network accessible only to VMs
connected to it. Disconnected segments are
created when needed by VMware HCX.

Infrastructure preparation and planning
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Prepare DNS strategy

VMware Cloud on AWS customers have many
options to implement hybrid DNS solutions

, ranging from self-hosted to fully managed
native services from AWS.

Considerations:

Google DNS servers are set up initially when
the SDDC is first deployed.

NSX-T Tier 1 gateways, the management
gateway (MGW) and the compute gateway
(CGW) in VMware Cloud on AWS, act only

as forwarders, relaying the queries from

VMs to the actual DNS servers specified. The
devices also cache the responses, improving
performance. DNS servers configured under
the MGW DNS Forwarder are used by the
management components such as vCenter to
resolve the on-premises fully qualified domain
names (FQDNSs). Features such as Hybrid
Linked Mode (HLM) or Site Recovery may not
work until the customer-managed DNS servers
are configured here, as the management VMs
using Google DNS cannot resolve the on-
premises resources by default.

On-premises DNS servers

This is an option for customers who have on-
premises DNS servers they wish to leverage.
The benefit of this setup is that you can
quickly get started, but because the SDDC VMs
send DNS queries back to these servers over a
IPSEC VPN or Direct Connect (Private VIF), you
should be aware that a potential latency can
be introduced.

Infrastructure preparation and planning

17



SDDC Deployment and Best Practices Guide on AWS AWS Whitepaper

The subnets containing these DNS servers
must be permitted or advertised over VPN or
Direct Connect. This makes them dependent
on the network connectivity. In addition to the
network connectivity, both firewalls (VMware
Cloud on AWS and the on-premises firewall)
must allow DNS traffic UDP/53 and TCP/53).
Both the primary and secondary DNS servers
should be reachable and provide consistent
results.

Local DNS servers

In this configuration, DNS servers reside in
one or more logical networks of the VMware
Cloud on AWS SDDC. To avoid single points
of failure and to prevent traffic going back
to the on-premises data center, ensure that
additional DNS servers are available in the
cloud SDDC. Placing local AD/DNS servers
in the SDDC could be a preferred method
for increased availability and performance
because workloads are catered locally.

If you are syncing with on-premises AD/DNS,
both primary and secondary DNS servers
should be reachable and provide consistent
results. Subnets containing these DNS servers
must be permitted or advertised over VPN

or Direct Connect along with the firewalls
configured to allow DNS traffic (UDP/53 &
TCP/53) on the MGW of the SDDC.

DNS server in AWS

In this configuration, customers can leverage
DNS servers that reside in AWS. Examples
of this are Amazon EC2 instances with DNS

Infrastructure preparation and planning 18
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configured, or making use of Amazon DNS
services. This is useful for customers who
already use DNS in their AWS environment.
The benefit of this is you can take advantage
of cross-VPC connectivity. Take into considera
tions the DNS design with VMC and the
following DNS options, as described in this

blog.

Infrastructure preparation and planning
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Summary of IP Planning The following table is an example of how to
plan your IP addresses and subnets.

For customers planning to deploy multiple
SDDG s, it is important to ensure the CIDRs do
not overlap.

When deploying SDDCs into different AZs and
subnets, ensure that you plan properly using
unique subnets on each site.

Component Value

AWS Region  Frankfurt

VPC Name VMC-VPC

VPC CIDR 172.31.0.
Block 0/16

SDDC Name VMC-SDDCO

1
SDDC 10.3.0.0/16
Managemen
t CIDR block
Subnet Availability Availability
Purpose Zone A Zone B
Connected 172.31.1. 172.31.2.
SDDC 0/24 0/24
NTP planning Ensure that your on-premises data center and

your cloud SDDC are synchronized to an NTP
service or other authoritative time source.
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Security audit Because VMware Cloud requires certain
permissions within the customer-owned AWS
account, you may be required to perform
a security audit prior to onboarding. Most
typically, security auditors want to review the
CloudFormation template used by VMware
Cloud.

Release notes VMware Cloud on AWS is able to release new
features at a faster pace than traditional on
premises software products. Check the release
notes page frequently to keep updated on the
new features that have been released.

Bookmark the VMware Cloud on AWS release
notes page.

Service alerts The VMware Cloud Operations team posts
updates on planned maintenance events,
maintenance start and end times, and service
incidents on the VMware Cloud Services status

page.

Bookmark the VMware Cloud Services Status
page.

(Optional) Subscribe to receive real time alerts
and updates.
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Service Level Agreement (SLA) The Service Level Agreement (SLA) for
VMware Cloud on AWS defines the service
components that have an availability
commitment as well as their associated
targets.

You may be eligible for an SLA credit if one

of the service components is unavailable

and breaches the target SLA. The amount

of the SLA credit you may be eligible for is
dependent on the monthly uptime percentage
for the affected availability component.

Read and bookmark the Service Level
Agreement for VMware Cloud on AWS.
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Deployment steps

Step 1. Sign in to your AWS account

1. Sign in to your AWS account at https://aws.amazon.com with an IAM user that has the necessary
permissions. For details, see Infrastructure preparation and planning.

2. Ensure that your AWS account is configured correctly, as discussed in Infrastructure preparation
and planning.

adWws

Sign in as IAM user
Account ID (12 digits) or account alias Am a zo n R Ds
for SQL Server

Build applications that
scale with a fully managed

customer-workshop

IAM user name

Password

SQL Server database

Sign in using root user email aWS
Forgot password? U

English -

Terms of Use Prvacy Policy © 1996-2021, Amazon Web Services, Inc. or s attiliates,

Sign in to Amazon RDS for SQL Server

3. At this stage you need to define the Amazon VPC which will be linked to the SDDC during the
onboarding phase. If you intend to use an existing VPC, skip Step 2 and continue from Step 3 to
create a private subnet for ENI connectivity.
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Step 2. Create a new VPC

1. Ensure the AWS Region displayed in the upper-right corner of the navigation bar is the correct

Region in which you intend to deploy your VMware Cloud on AWS SDDC.

2. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

3. In the navigation pane, choose Your VPCs > VPCs.

New VPC Experience
© Tell us what yunpmmk Launch VPC Wizard Launch EC2 Instances

Note: Your Instances will launch in the US West (Oregon) region.
VPC Dashboard
Resources by Reglon C Refresh Resources

Filter by VPC:
4
Q selecta VPC You are using the following Amazon VPC resources
VIRTUAL PRIVATE -
v e
et 4 NAT Gateways
See all regions See all regions
Your VPCs
Subnet: . i
b Subnets 15 VPC Peering Connections
Route Tables See all regions See all regions
Internet Gateways
Route Tabl Network ACL:
Egress Only Internet e 8 kil >
See all regions See all regions
Gateways
Carrier Gateways
Internet Gateways 3 Security Groups
DHCP Options Sets See all regions See all regions
Elastic IPs
Managed Prefix Lists Egress-only Internet 0 Customer Gateways
Gateways See all regions
Endpoints See all regions

Endpoint Services Virtual Private Gateways

A DHCP options sets 2 aa all raninnc

From the Amazon VPC Console, choose Your VPCs > VPCs

4. Choose Create VPC.

22

Service Health

Current Status Details

© Amazon EC2 - US West (Oregon) Service is operating normally

View complete service health details

Settings

Zones

Console Experiments

Additional Information

VPC Documentation
All VPC Resources
Forums

Report an Issue

Transit Gateway Network Manager

Network Manager enables centrally manage your global network across
AWS and on-premises. Learn more

Step 2. Create a new VPC
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@ New VPC Experience
Tell us what you think

Your VPCs (1) info

VPC Dashboard

Q
Filter by VPC:

w VIRTUAL PRIVATE
CcLouD

Your VPCs

Name

Subnets
Route Tables
Internet Gateways

Egress Only Internet
Gateways

Carrier Gateways
DHCP Options Sets

Elastic IPs

v

VPCID

vpc-db56ecad

v

State

@ Available

v

1 o]

IPv4 CIDR

172.31.0.0/16

IPv6 CIDR (Network

Managed Prefix Lists
Endpoints Select a VPC above

Endpoint Services

Choose Create VPC

5. Enter the VPC details:

« Name tag — Optionally provide a name for your VPC. This creates a tag with a key of Name

and the value that you specify.

« IPv4 CIDR block — Specify an IPv4 CIDR block for the VPC. The smallest CIDR block you can
specify is /26, and the largest is /16. AWS recommends that you specify a CIDR block from
the private (non-publicly routable) IP address ranges as specified in RFC 1918. For example,

10.0.0.0/16,0r 192.168.0.0/16.

» Tenancy — Default.

Step 2. Create a new VPC
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VPC > YourVPCs > CreateVPC

Create VPC i

A VPC is an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2 instances.

VPC settings

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

IPv4 CIDR block Info

IPv6 CIDR block Info

© No IPv6 CIDR block
Amazon-provided IPv6 CIDR block
IPv6 CIDR owned by me

Tenancy Info

Default v

Tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

No tags associated with the resource.

Add new tag

You can add 50 more tags.

ey

Enter the VPC details and choose Create VPC

6. Choose Create VPC.

7. Choose Close.
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Step 3. Create a private subnet for the ENI

In this step, you will create a private subnet for each Availability Zone where you want to deploy

VVMware Cloud on AWS.

(® Note

A subnet with no internet gateway attached is recommended unless there is valid reason to

do otherwise.

Add subnets to the VPC. You will add three subnets in different Availability Zones.

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

2. In the navigation pane, choose Subnets.

o New VPC Experience
Tell us what you think

Subnets (6) info
VPC Dashboard
Filter by VPC: =

Q: &

w VIRTUAL PRIVATE
cLouD

Name v Subnet ID

- subnet-23c6f30c

v

State

@ Available

v

0] [~ I

1 @

VPC v IPv4 CIDR

vpc-db56ecal 172.31.80.0/20

Your VPCs

Route Tables

Select a subnet

Internet Gateways

Egress Only Internet
Gateways

Carrier Gateways
DHCP Options Sets
Elastic IPs

Managed Prefix Lists
Endpoints

Endpoint Services

Choose Subnets

3. Choose Create Subnet.

E = @

Step 3. Create a private subnet for the ENI
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o New VPC Experience
Tell us what you think

Subnets (7) ifo c ‘ Actions v

VPC Dashboard

Q 1
Filter by VPG: @
Q v Default subnet v Auto-assign public IPv4 ad... ¥ Auto-assign customer-own... v Customer-owned IPv4 pool [ ¥ Auto-assign IPv6 ac
VIRTUAL PRIVATE
v _
cLouD No No No No
Your VPCs Yes Yes No - No
Subnets Yes Yes No - No
Route Tables e e o i Ho
Yes Yes No - No
Internet Gateways
Yes Yes No - No
Egress Only Internet
Gateways Yes Yes No - No

Carrier Gateways
DHCP Options Sets
Elastic IPs

Managed Prefix Lists

Choose Create subnet

4. In the Create Subnetdialog box, do the following:

For Name tag, type an identifiable name such as “SDDC ENI private subnet”.

For Availability Zone, choose the first Availability Zone in the list.

For CIDR block, type the CIDR block to use for the subnet.

Choose Create.
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Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name o

Create a tag with a key of 'Name' and a value that you specify.

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

No preference v

IPv4 CIDR block Info 9

Q
¥ Tags - optional

No tags associated with the resource. o

| Add new tag

You can add 50 more tags.
Remove

‘ Add new subnet |

Enter subnet settings and choose Create subnet

5. Repeat steps 2 and 3 to create subnets for each remaining Availability Zone in the Region.

6. In this example, you have three subnets attached to the VPC.

(B New VPG Experience Actions v
Leam more

<
VPG Dashboard Q Filter by tags and attributes or search by keyword 1to3of3
Filter by VPC:
. Name ~| SubnetID ~ State - VPC ~ IPv4 CIDR = Available IPv4 ~ IPv6 CIDR Availability Zone -  Availability Zone ID
Q selecta VPG
VMC ENI Subnet1-AZ1 subnet-03e082621539577b1 available vpc-907bb6fa 172.31.1.0/24 251 eu-central-1c euct-az1
— VIRTUAL PRIVATE VMC ENI Subnet2-AZ2 subnet-0a1177433b435627d available vpc-907bb6fa 172.31.2.0/24 251 eu-central-1a eucl-az2
CLOUD
Your VPCs VMC ENI Subnet3-AZ3 subnet-0cBc1fb2f543a8bb1 available vpc-907bb6fa 172.31.3.0/24 251 eu-central-1b euc1-az3
Subnets

Route Tables

Internet Gateways
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The three subnets attached to the VPC

You are now ready to activate your VMware Cloud on AWS service.

Step 4. Activate VMware Cloud on AWS

The following steps require activation to the VMware Cloud on AWS. This step can be skipped if
already completed.

During the process of purchasing VMware Cloud on AWS, you specify an email contact for your
Organization on the order form submitted to AWS. After the purchase is processed, AWS sends a
welcome email to the email addresses specified.

1. After receiving the Welcome letter from AWS, choose the Activate Service link to be redirected
to the VMware Cloud on AWS portal.
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Thank for your purchase of VMware Cloud on AWS via Amazon
Web Services!

e be followed

To ensure a smooth and successful onboarding, it is imperative that the following guida

with regards ta the activation of your Qrganization

Organization
You are required to establish a new Organization for the Vitware Cloud on AWS service
procured via Amazon Web Services [(AWS). This means that all previous funds, funding sources,

hosts, subscriptions, and licer L Ot

not transfer from the exist ng ViMware Org to the new

AW'S Org. If there are any questions about this policy, please contact your AWS or Vidware
account team

Status
We recammend .'~é|'.'|'|l'__: our Se e Status Fage and subdsonbe 1o service :"-.-'éli.él'_‘:i.l‘.',- upoanes.

Pricing
Please ensure that you understand the pricing of the service. Your YMware billing portal will

not represent accurate pricing due to the potential discounts AWS has offered you through the

Enterprise Discount Program, Please contact your AWS sales team for pricing questions and

advanced review of your bill to utilization ratios. To stop being charged for the service, you will

nead o Jd

Your subscription Activation Link is the first step to getting started:

Choose Activate Service

/A Important
The welcome email is sent from no-reply-vmware-cloud-on-aws@amazon.com. Ensure

the email wasn't processed by corporate spam filter.
VMware Cloud on AWS accounts are based on an Organization name and ID. The very
first user will need a valid VMware Customer Connect account. This account is used

Step 4. Activate VMware Cloud on AWS
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to create an Organization (Name and ID), and the initial user used is set up as the
Organization Owner.

2. Log in using the VMware Customer Connect credentials previously supplied to AWS.

3. Review the terms and conditions for service usage, then select the check box to accept.

4. Choose Next to successfully complete the account activation. You will be redirected to the

VMware Cloud on AWS console via https://vmc.vmware.com.

5. Create an Organization linked to the VMware Customer Connect account. Each Organization
corresponds to a group or line of business subscribed to VMware Cloud on AWS.

2 - ldentity Veribeation

Select or Create Organization

Choose an exicting organization

Add user test

0¢ Croate & now organization 1o provide controled access to I2's Te

1603 Amphitheatre Phwy, MOUNTAIN VIEW, CA, United States (a4

= AWS Org

24001 Hilbdiow Ave, Palo Afto, CA, United States (et

Create an Organization linked to the VMware Customer Connect account

e o complete The crganization prafie

3 - Grgarization and Paymert

¥ou are signing up for

@ [Z's Test Reseller60

T, 25 Purchased from AWS

FAG

Vinat does “Furchased from AWS® mean? ¥

Wihat 5 an onganization®

Wit wil | stari getting charged?

6. Enter the Organization name and address to provide a logical distinction for the organization. In

the example below, AWSTest0rg@1l is used for the organization name.

Step 4. Activate VMware Cloud on AWS
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1. VMware Account 2 - Idantity Verification 3 - Organization and Payment

*fou are signing up for

Organization and Payment [§) 1's Test Reseller60

% Purchased from AWS

Create an organization to provide controied access to your cloud services FAG

‘What does “Purchased from AWS® mean?

CGrganization Profile

‘What is an arganization? i
Diganization Mame a g

Address (1 ‘When will | start getting chargea? ~

You'll be charged when you begin 1o use &
service.

3401 Hillview Ave
Palo Alto, CA

United States 34304 [ Uss

Paymant Methad

dWs

BACK CREATE ORGANIZATION AND COMPLETE SIGH-UP

Enter the Organization name

7. Choose Create Organization and complete sign-up to successfully complete the process.

® Note

This organization has no relationship to AWS Organizations. Each organization has one
or more Organization Owners, who have access to all the resources and services of the
Organization and can invite users to the account.

Step 5. Identity and Access Management

Just as it is a best practice to limit access to the vSphere Client, it is also a best practice to limit
access to the Cloud Services and SDDC console. Users requiring access to the vSphere Client do not
necessarily require access to the Cloud Services and SDDC console. Only users who are responsible
for the entire SDDC or NSX components (such as VPN or firewall) should have access.

Within the newly created organization, there are two types of Organization Roles — Organization
Owner and Organization Member. As the creator of the Organization, the initial user used is setup
as the Organization Owner. This means you can add, remove, and modify users as well as access
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to VMware Cloud Services. There can be multiple owners. Organization Members can access Cloud
Services, but cannot add, remove, or modify users.

Within the Cloud Services Console, you can assign specific service roles to Organization members.

For example, the VMware Cloud on AWS service enables you to assign Administrator, Administrator
(Delete Restricted), NSX Cloud Auditor, and NSX Cloud Administrator roles.
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VMware Cloud Services

r
8 VMware Cloud on AWS Service
|

|
|
Organization Owners ]
|

Service Roles

> Administrator

o :+ Administrator (Delete Restricted)
=P NSX Cloud Auditor
I+ NSX Cloud Admin

Organization Members
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Two types of role-based access roles

Federation

An enterprise using VMware Cloud Services can set up federation with a corporate domain. This
enables you to use your Organization’s single sign-on and identity source to sign in to VMware
Cloud Services. You can then set up multi-factor authentication as part of federation access policy
settings.

Using federated identity management enables you to control authentication to your Organization
and services by assigning Organization and service roles to your enterprise groups.

To set up a federated identity with the VMware Identity Manager service you will need the VMware
Identity Manager connector, which is provided at no additional cost.
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Deploying VMware Cloud on AWS SDDC

To start the deployment process, sign in to Cloud Services Portal (CSP).

1. Log in to the VMC Console at https://vmc.vmware.com.

2. Choose VMware Cloud on AWS Service from the services listed.

wvmw VMware Cloud Services
«

85 Services My Services

i Identity & Access Management ~

OAuth Apps ~ -
([‘_jjz' VMware Cloud on AWS |f§,‘-'| VWMware Cost Insight

3 Billing & Subscriptions ¥

i3 Support Requests .
@ VMware Marketplace "L} YMware vRealize Log Insight Cloud

Choose VMware Cloud on AWS Service

3. Choose Create SDDC.

wmw VMware Cloud

«

Software-Defined Data Centers (SDDC) 8=

Launchpad
™ SDDCs
Cew Welcome to VMware Cloud on AWS!

ul scr\pnons
= Activity Log

= Tools

< Developer Center \
CREATE SDDC

| PURCHASE TERM SUBSCRIPTION |

Choose Create SDDC
4. Enter the SDDC properties:

« AWS Region — Choose the Region where you want to deploy the SDDC. This will be the same
Region as the previously created VPC.
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» Deployment — Choose Multi-Host or Single-Host. Single-Host configuration is limited to a
30-day lifespan. You can scale up to the minimum of 2-host without disruption before the 30-
day period ends.

» Host Type — Select the host type: 13 or i3en.

« SDDC Name — Enter the name of SDDC. This is a display name and doesn't reflect the cluster
or vCenter name.

« Number of Hosts — if you are deploying a multi-host cluster, specify the initial number of
hosts in the SDDC. You can add or remove hosts later if needed.

» Host Capacity and Total Capacity — This will update to reflect the number of hosts selected.

« Show Advanced Configuration — (Optional) Select the size of the SDDC appliances.

By default, a new SDDC is created with medium-sized NSX Edge and vCenter Server appliances.
Large-sized appliances are recommended for deployments with more than 30 hosts or 3000 VMs
or in any other situation where management cluster resources might be oversubscribed.

The Large SDDC type is also required for the "Edge Scale Out" feature; should be noted that if a
customer plans to leverage Traffic Groups (to scale out source-based routes via distinct Edges)
that this is required at deployment time. It should also be noted that this setting cannot be
changed after the SDDC has been deployed.

If you create the SDDC with a medium appliance configuration and find that you need additional
management cluster resources, you can upsize the configuration to large sized appliances.

5. When you have finished, choose Next.
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1. SDDC Properties Give your SDDC a name, choose a size, and specify the AWS region where it will be created.

AWS Region o EU {(Frankfurt)

Deployment 9 Single Host u Multi-Host Stretched Cluster
Host Type e ﬂ 13 {Local S50 13en {Local S50}

SDDC Mame o WME-EDDCT

Number of Hosts 9 3

Host Capacity 2 Sockets, 36 Cores, 512 GIB RAM, 10.37 TiB Storage
Total Capacity & Sockets, 108 Cores, 1.5 TiB RAM, 31.1 TIB Storage

SHOW ADVANLCED CONFIGURATICN

NEXT

Enter the SDDC properties and choose NEXT

6. Connect to your AWS account.

@ Important

After an AWS account has been associated with a VMware Organization as the seller of
record, the AWS account number cannot be updated. There can be only one AWS seller
of record per VMware Organization.

» Connect to a new AWS account — Select this option and follow the instructions on the page.
The VMC Console shows the progress of the connection. Once completed, you can progress
to the next step. The account needs to have sufficient permissions to run a CloudFormation
Template in the customer account.

7. Choose NEXT.
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2. Connect to AWS Specify the AWS account that you want to connect your SDDC with.

This step gives VMware permission to set up networking correctly for your SDDC on your AWS infrastructure using cross-account rules.

Choose an AWS account

Congratulations!
i aws 'y
Your connection is successfully established.
CF Stack: vmware-sddc-formation-72bc85ab-77be-401e-bd6c-75e1d2882h72
AWS Account ID: [ e |

me

After you connect to your AWS account, choose NEXT

8. Select your previously-configured VPC and subnet.

3. VPC and subnet Specify the VPC and the subnet to connect to your AWS account.
Ploass coloct & subnat fram tha VMware Closd {7, 7) Your Amazon Accoust
VPC vpc-207bbEfa (172.31.08=4
VMwiare Claud VPC Your AWS VEC
Subnet | ®
Avvailability Zane 1
@ To leverage native 4 VMC ENI Subnet2-AZ2 (172.31.2.0/24, eu-central-1a, eucl-az2) ame availability zone to avoid cross AZ traffic charge. . e e
WMC ENI Subnet3-AZ3 (172.31.3.0/24, eu-central-1b, eucl-az3) “ b g ECElmunces
WVMC ENI Subnet1-AZ1 (172.31.1.0/24, eu-central-1c, eucl-azl) 1
detwol T aws suboer 2
o EC2 lastances
Availability Zewe 2

Select your previously-configured VPC and subnet.

9. Choose NEXT.
T10Enter the Management Subnet CIDR block for the SDDC.
11Choose NEXT.
4, Configure Network Management Subnet (opticnal)
+ Specify a private subnet range {RFC 1918) to be used for vCenter Server, NSX Manager, and ESXi hosts.
+ Choose a range that will not overlap with other networks or SDDC group members that connect to this SDDC.

+ Minimum CIDR sizes: /23 for up to 27 hosts, /20 for up to 251 hosts, M6 for up to 4091 hosts.
* Reserved CIDRs: 10.0.0.0A15, 172.31.0.0/6.

Management Subnet 10.3.0.06

Cefault: 10.2.0.0/16
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Enter the Management Subnet CIDR block for the SDDC and choose NEXT

/A Important

This must be a RFC1918 private address space (10.0.0.0/8,172.16.0.0/12, or
192.168.0.0/16) with CIDR block sizes of /16, /20, or /23. The management CIDR
block cannot be changed after the SDDC is deployed. Choose a range of IP addresses
that does not overlap with the AWS subnet you are connecting to. If you plan to connect
the SDDC to an on-premises DC or another environment, the IP subnet must be unique
within your enterprise network infrastructure. Choose a CIDR that will give you future
scalability.

Refer to the SDDC management IP planning entry in the Design considerations table,
located in the the section called “Infrastructure preparation and planning” section of this
document.

12Acknowledge that you understand and take responsibility for the costs you incur when you
deploy an SDDC, then choose DEPLOY SDDC to create the SDDC.

5. Review and Acknowledge Review and acknowledge cost before deployment

Fleaze confirm that you are aware of the following before deploying this SDDC

arges start once your SDDC has finished deploying. Accrued charges will be biled at end of the month.

icing is per host-hour consumed for each host, from the time a host is launched until it is deleted.

| G:l For up-to-date pricing and promotions, visit our website. Learn more [

DEPLOY SDDE */-

Select DEPLOY SDDC to create the SDDC

Charges begin when you click DEPLOY SDDC. You cannot pause or cancel the deployment process
after it starts. You won't be able to use the SDDC until deployment is complete. Deployment
typically takes about two hours.
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Software-Defined Data Centers (SDDC) B8 | =
s500Cs SDDC Groups
{h VMC-SDDCO1
Region EU (Frankfurt) Clusters 1
Type WMC on AWS Hosts 3
Availability Zones eu-central-1a Cores 108
CPU Memory Storage
248.4 GHz 1.5 TiB 311 TiB

VIEW DETAILS OPEN VCENTER ACTIONS ™~

A successfully deployed SDDC
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Conclusion

This guide is intended for IT infrastructure architects, administrators, and IT professionals who are
planning to implement a VMware Cloud Software Defined Data Center (SDDC).

You can experiment with the features and capabilities of VMware Cloud on AWS with a low-

cost single host SDDC starter configuration for test and development or proof of concept use cases.
You can easily scale the number of hosts within the 30-day time period to a 2+ host SDDC and
retain all your data.

43



SDDC Deployment and Best Practices Guide on AWS

AWS Whitepaper

Contributors

Contributors to this document include:

« Kiran Reid, Partner Specialist Solutions Architect

« Osama Masfary, Specialist Solutions Architect

44



SDDC Deployment and Best Practices Guide on AWS AWS Whitepaper

Appendix

IAM roles

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResource",
"cloudformation:DescribeStackResources",
"cloudformation:GetTemplateSummary",
"cloudformation:ListStackResources",
"cloudformation:GetTemplate",
"cloudformation:ListChangeSets",
"cloudformation:GetStackPolicy"

1,

+

"Effect": "Allow",
"Action": [
"iam:CreateRole",

"iam:CreatePolicy",
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"iam:AttachRolePolicy",

"iam:GetRole",

"iam:PassRole",

"iam:PutRolePolicy",
"lambda:CreateFunction",
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration",
"cloudformation:DescribeStackResource",

"cloudformation:DescribeStackResources"

1,

The other roles remain in your AWS account:

arn:aws:iam::aws:policy/AmazonVPCCrossAccountNetworkInterfaceOperations

e arn:aws:iam: :role/vmware-sddc-formation-4c517b6f-1e2-BasicLambdaRole-
SD40OX7YN3MNU

e arn:aws:iam: :role/vmware-sddc-formation-4c517b6f-1le2-
RemoteRolePayer-169300WFK6EYA

e arn:aws:iam: :aws:policy/AmazonVPCCrossAccountNetworkInterfaceOperations
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Document revisions

To be notified about updates to this whitepaper, subscribe to the RSS feed.

Change Description Date

Minor update MyVMware is now VMware July 13, 2023
Customer Connect.

Initial publication Whitepaper published. May 20, 2021

(® Note

To subscribe to RSS updates, you must have an RSS plug-in enabled for the browser you are

using.
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Notices

Customers are responsible for making their own independent assessment of the information in

this document. This document: (a) is for informational purposes only, (b) represents current AWS
product offerings and practices, which are subject to change without notice, and (c) does not create
any commitments or assurances from AWS and its affiliates, suppliers or licensors. AWS products or
services are provided “as is” without warranties, representations, or conditions of any kind, whether
express or implied. The responsibilities and liabilities of AWS to its customers are controlled by
AWS agreements, and this document is not part of, nor does it modify, any agreement between
AWS and its customers.

© 2022 Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Glossary

For the latest AWS terminology, see the AWS glossary in the AWS Glossary Reference.
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