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What is AWS Sign-In?

This guide helps you understand the different ways that you can sign in to Amazon Web Services
(AWS), depending on what type of user you are. For more information about how to sign in
based on your user type and the AWS resources that you want to access, see one of the following
tutorials.

« Sign in to the AWS Management Console

Sign in to your AWS access portal

Sign in as a federated identity

Sign in through the AWS Command Line Interface

Sign in with AWS Builder ID

If you're having issues signing in to your AWS account, see Troubleshooting AWS account sign-in

issues. For help with your AWS Builder ID see Troubleshooting AWS Builder ID issues. Looking to

create an AWS account? Sign up for AWS. For more information about how signing up for AWS can

help you or your organization, see Contact Us.

Topics

« Terminology
» Region availability for AWS Sign-In

« Sign-in event logging

« Determine your user type

» Determine your sign-in URL

« Domains to add to your allow list

» Security best practices for AWS account administrators

Terminology

Amazon Web Services (AWS) uses common terminology to describe the sign in process. We

recommend you read and understand these terms.

Terminology 1


https://portal.aws.amazon.com/billing/signup#/start/email
https://aws.amazon.com/contact-us/sales-support-1v/
https://docs.aws.amazon.com//general/latest/gr/glos-chap.html
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Administrator

Also referred to as an AWS account administrator or IAM administrator. The administrator,
typically Information Technology (IT) personnel, is an individual who oversees an AWS account.
Administrators have a higher level of permissions to the AWS account than other members of their
organization. Administrators establish and implement settings for the AWS account. They also
create IAM or IAM Identity Center users. The administrator provides these users with their access
credentials and a sign-in URL to sign in to AWS.

Account

A standard AWS account contains both your AWS resources and the identities that can access those
resources. Accounts are associated with the account owner’s email address and password.

Credentials

Also referred to as access credentials or security credentials. In authentication and authorization,

a system uses credentials to identify who is making a call and whether to allow the requested
access. Credentials are the information that users provide to AWS to sign in and gain access to AWS
resources. Credentials for human users can include an email address, a user name, a user defined
password, an account ID or alias, a verification code, and a single use multi-factor authentication
(MFA) code. For programmatic access, you can also use access keys. We recommend using short-
term access keys when possible.

For more information about credentials, see AWS security credentials.

® Note

The type of credentials a user must submit depends on their user type.

Corporate credentials

The credentials that users provide when accessing their corporate network and resources. Your
corporate administrator can set up your AWS account to use the same credentials that you use
to access your corporate network and resources. These credentials are provided to you by your
administrator or help desk employee.

Administrator 2


https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
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Profile

When you sign up for an AWS Builder ID, you create a profile. Your profile includes the contact
information you provided and the ability to manage multi-factor authentication (MFA) devices and
active sessions. You can also learn more about privacy and how we handle your data in your profile.
For more information about your profile and how it relates to an AWS account, see AWS Builder ID
and other AWS credentials.

Root user credentials

The root user credentials are the email address and password used to create the AWS account. We
strongly recommend that MFA be added to the root user credentials for additional security. Root
user credentials provide complete access to all AWS services and resources in the account. For more
information on the root user, see Root user.

User

A user is a person or application that has permissions to make API calls to AWS products or to
access AWS resources. Each user has a unique set of security credentials that aren't shared with
other users. These credentials are separate from the security credentials for the AWS account. For
more information, see Determine your user type.

Verification code

A verification code verifies your identity during the sign-in process using multi-factor
authentication (MFA). The delivery methods for verification codes varies. They can be sent via text
message or email. Check with your administrator for more information.

Region availability for AWS Sign-In

AWS Sign-in is available in several commonly used AWS Regions. This availability makes it easier
for you to access AWS services and business applications. For a full list of the Regions that Sign-in
supports, see AWS Sign-In endpoints and quotas.

Sign-in event logging

CloudTrail is automatically enabled on your AWS account and records events when activity occurs.
The following resources can help you learn more about logging and monitoring sign-in events.
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« CloudTrail logs attempts to sign in to the AWS Management Console. All IAM user, root user, and
federated user sign-in events generate records in CloudTrail log files. For more information, see
AWS Management Console sign-in events in the AWS CloudTrail User Guide.

« If you use a Regional endpoint to sign in to the AWS Management Console, CloudTrail records
the Consolelogin event in the appropriate Region for the endpoint. For more information
about AWS Sign-In endpoints, see AWS Sign-In endpoints and quotas in the AWS General

Reference Guide.

» To learn more about how CloudTrail logs sign-in events for IAM Identity Center, see
Understanding IAM Identity Center sign-in events in the IAM Identity Center User Guide.

« To learn more about how CloudTrail logs different user identity information in IAM, see Logging
IAM and AWS STS API calls with AWS CloudTrail in the AWS Identity and Access Management User
Guide.

AWS Sign-In supports resource-based policies and resource control policies that enable you to
restrict console access based on network location and principal identity. For root users, network
location is validated before the password prompt appears. For all principal types, policies are
evaluated at pre-authentication and post-authentication. For more information, see Controlling
console access with resource-based policies and resource control policies.

AWS Sign-In logs policy evaluation events to CloudTrail. When a resource-based policy or resource
control policy (RCP) denies access during sign-in, CloudTrail records the evaluation result, including
the policy statements that were evaluated and the final decision (allow or deny). Use these logs

to monitor unauthorized access attempts and troubleshoot policy configuration issues. For more
information, see Monitor and audit continuously.

The following example shows a CloudTrail event for a failed console login attempt denied by a
resource-based policy:

{

"eventVersion": "1.11",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/ExampleUser",
"accountId": "111122223333",
"userName": "ExampleUser"

.

"eventTime": "2026-02-18T21:19:28Z7",

Sign-in events 4
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"eventSource": "signin.amazonaws.com",

"eventName": "Consolelogin",

"awsRegion": "us-east-1",

"sourceIPAddress": "[IP_ADDRESS]",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) ...",
"errorCode": "AccessDenied",

"errorMessage": "Authorization denied because of a resource-based policy",

"requestParameters": null,
"responseElements": {
"Consolelogin": "Failure"
},
"additionalEventData": {
"LoginTo": "https://console.aws.amazon.com/console/home?region=us-east-1",
"MobileVersion": "No",
"MFAUsed": "No"
I
"eventID": "db26d1f9-ce73-4dd9-9081-cdf2aEXAMPLE",
"readOnly": false,
"eventType": "AwsConsoleSignIn",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "signin.aws.amazon.com"

This CloudTrail event shows a failed console login attempt where access was denied by a
resource-based policy. The errorMessage field indicates the policy type that caused the

denial: "Authorization denied because of a resource-based policy" for resource-based policy, or
"Authorization denied because of a resource control policy" for RCPs. The event captures the IAM
user identity, timestamp, source IP address, and login destination.

CloudTrail generates events for both pre-authentication denials (when AWS Sign-In blocks the
credential page for root users) and post-authentication denials (when a policy denies access after
credentials are validated).
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Determine your user type

How you sign in depends on what type of AWS user you are. You can manage an AWS account as
a root user, an IAM user, a user in IAM Identity Center, or a federated identity. You can use an AWS
Builder ID profile to access certain AWS services and tools. The different user types are listed below.

Topics

Root user

IAM user

IAM Identity Center user

Federated identity

AWS Builder ID user

Root user

Also referred to as the account owner or account root user. As the root user, you have complete
access to all AWS services and resources in your AWS account. When you first create an AWS
account, you begin with a single sign-in identity that has complete access to all AWS services and
resources in the account. This identity is the AWS account root user. You can sign in as the root user
using the email address and password that you used to create the account. Root users sign in with
the AWS Management Console. For step by step instructions on how to sign in, see Sign in to the

AWS Management Console as the root user.

/A Important

When you create an AWS account, you begin with one sign-in identity called the AWS
account root user that has complete access to all AWS services and resources. We strongly
recommend that you don't use the root user for everyday tasks. For tasks that require root
user credentials, see Tasks that require root user credentials in the IAM User Guide.

For more information about IAM identities including the root user, see IAM Identities (users, user

groups, and roles).
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IAM user

An IAM user is an entity you create in AWS. This user is an identity within your AWS account that's
granted specific custom permissions. Your IAM user credentials consist of a name and password
used to sign in to the AWS Management Console. For step by step instructions on how to sign in,
see Sign in to the AWS Management Console as an IAM user.

For more information about IAM identities including the 1AM user, see |IAM Identities (users, user
groups, and roles).

IAM Identity Center user

An IAM Identity Center user is a member of AWS Organizations and can be granted access to
multiple AWS accounts and applications through your AWS access portal. If their company has
integrated Active Directory or another identity provider with IAM Identity Center, users in IAM
Identity Center can use their corporate credentials to sign-in. IAM Identity Center can also be an
identity provider where an administrator can create users. Regardless of the identity provider, users
in IAM Identity Center sign in using your AWS access portal, which is a specific sign-in URL for their
organization. IAM Identity Center users can't sign in through the AWS Management Console URL.

Human users in IAM Identity Center can get your AWS access portal URL from either:

« A message from their administrator or help desk employee

o An email from AWS with an invitation to join IAM Identity Center

® Tip
All emails sent by the IAM Identity Center service originate from either the address no-
reply@signin.aws or no-reply@login.awsapps.com. We recommend that you configure
your email system so that it accepts emails from these sender email addresses and doesn't
handle them as junk or spam.

For step by step instructions on how to sign in, see Sign in to your AWS access portal.
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® Note

We recommend you bookmark your organization's specific sign-in URL for your AWS access
portal so that you can access it later.

For more information about IAM Identity Center, see What is IAM Identity Center?

Federated identity

A federated identity is a user who can sign in using a well-known external identity provider (IdP),
such as Login with Amazon, Facebook, Google, or any other OpenlID Connect (OIDC)-compatible
IdP. With web identity federation, you can receive an authentication token, and then exchange that
token for temporary security credentials in AWS that map to an IAM role with permissions to use
the resources in your AWS account. You don't sign in with the AWS Management Console or AWS

access portal. Instead, the external identity in use determines how you sign in.

For more information, see Sign in as a federated identity.

AWS Builder ID user

As an AWS Builder ID user, you specifically sign in to the AWS service or tool that you want to
access. An AWS Builder ID user complements any AWS account you already have or want to create.
An AWS Builder ID represents you as a person, and you can use it to access AWS services and tools
without an AWS account. You also have a profile where you can see and update your information.
For more information, see Sign in with AWS Builder ID.

AWS Builder ID is separate from your AWS Skill Builder subscription, an online learning center
where you can learn from AWS experts and build cloud skills online. For more information about
AWS Skill Builder, see AWS Skill Builder.

Determine your sign-in URL

Use one of the following URLs to access AWS depending on what kind of AWS user you are. For
more information, see Determine your user type.

Topics

» AWS account root user sign-in URL
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o AWS access portal

» |AM user sign-in URL

» Federated identity URL

o AWS Builder ID URL

AWS account root user sign-in URL

The root user accesses the AWS Management Console from the AWS sign-in page: https://
console.aws.amazon.com/ .

This sign-in page also has the option of signing in as an IAM user.

AWS access portal

The AWS access portal is a specific sign-in URL for users in IAM Identity Center to sign in and access
your account. When an administrator creates the user in IAM Identity Center the administrator
chooses whether the user receives either an email invitation to join IAM Identity Center or a
message from the administrator or help desk employee that contains a one-time password and
AWS access portal URL. The format of specific sign-in URL is like the following examples:

https://d-xxxxxxxxxx.awsapps.com/start

or

https://your_subdomain.awsapps.com/start

The specific sign-in URL varies because your administrator can customize it. The specific sign-
in URL might begin with the letter D followed by 10 randomized numbers and letters. Your
subdomain might also be used in the sign-in URL and may include your company name like the
following example:

| W AWS Management Consale  * + = o
» G @ https://AnyCompany.awsapps.com/start Q@

% Pr cing Do entation Learm  Partn Ty AWS Mark S Curst &f Enablement Events Explore More

AWS Free Tier Crverview FAQs Terms and Conditions
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® Note

We recommend that you bookmark the specific sign-in URL for your AWS access portal so
that you can access it later.

For more information about your AWS access portal, see Using the AWS access portal.

IAM user sign-in URL

IAM users can access the AWS Management Console with a specific IAM user sign-in URL. The IAM
user sign-in URL combines your AWS account ID or alias and signin.aws.amazon.com/console

An example of what an IAM user sign-in URL looks like:

https://account_alias_or_id.signin.aws.amazon.com/console/

If your account ID is 111122223333, your sign-in URL would be:

| W AWS Management Consale  * + - o
> G @ https://111122223333 . signin.aws.amazon.com/console/ a | @

Contact Ui Support + English« My ACcol

Solutions  Pricing Documentation Learn  Partner Network AWS Markeiplace Customer Enablement Events

AWS Frea Tier Drverview FAQs Terms and Conditions

If you're experiencing issues accessing your AWS account with your IAM user sign-in URL, see
Resilience in AWS Identity and Access Management for more information.

Federated identity URL

The sign-in URL for a federated identity varies. The external identity or external Identity Provider
(IdP) determines the sign-in URL for federated identities. The external identity could be Windows
Active Directory, Login with Amazon, Facebook, or Google. Contact your administrator for more
details on how to sign in as a federated identity.

For more information about federated identities, see About web identity federation.

IAM user sign-in URL 10
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AWS Builder ID URL

The URL for your AWS Builder ID profile is https://profile.aws.amazon.com/. When using your AWS
Builder ID, the sign-in URL depends on what service you want to access. For example, to sign in to
AWS Builder Center, open the AWS Builder Center website.

Domains to add to your allow list

If you filter access to specific AWS domains or URL endpoints by using a web content filtering
solution such as next-generation firewalls (NGFW) or Secure Web Gateways (SWG), you must add
the following domains or URL endpoints to your web-content filtering solution allowlists.

AWS Sign-In domains to allowlist

If you or your organization implement IP or domain filtering, you may need to allowlist domains to
use the AWS Management Console. The following domains must be accessible on the network from
which you are trying to access the AWS Management Console.

[Region].signin.aws

[Region].signin.aws.amazon.com

signin.aws.amazon.com

* cloudfront.net

opfcaptcha-prod.s3.amazonaws.com

AWS Sign-In administration domains to allowlist

If you configure console access controls by using the AWS CLI, you must allowlist the AWS Sign-
In control plane endpoint. This endpoint handles policy administration and is distinct from the
console sign-in domains in the previous section.

e signin.[Region].api.aws

Replace [Region] with the AWS Region you are calling. Available in all commercial Regions.
Example: signin.us-east-1.api.aws.

AWS Builder ID URL 11
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AWS access portal domains to allowlist

If you filter access to specific AWS domains or URL endpoints by using a web content filtering
solution such as next-generation firewalls (NGFW) or Secure Web Gateways (SWG), you must add
the following domains or URL endpoints to your web-content filtering solution allowlists. Doing so
enables you to access your AWS access portal.

The following lists provide the IPv4 and dual-stack domains and URL endpoints to add to your
web-content filtering solution allowlists. For more information about dual-stack endpoints, see
Update firewalls and gateways to allow access to the AWS access portal in the IAM Identity Center
User Guide.

IPv4 allow list

e [Directory ID or alias].awsapps.com

[IAM Identity Center instance ID].[Region].portal.amazonaws.com

* . aws.dev

* awsstatic.com

* . console.aws.a2z.com

oidc.[Region].amazonaws.com

* ,SS0.amazonaws.com

*.sso0.[Region].amazonaws.com

* . sso-portal.[Region].amazonaws.com

Dual-stack allow list

[IAM Identity Center instance ID].portal.[Region].app.aws

* . aws.dev

* awsstatic.com

* . console.aws.a2z.com

oidc.[Region].api.aws

sso.[Region].api.aws

portal.sso.[Region].api.aws

AWS access portal domains to allowlist 12


https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-identity-center-portal-access.html

AWS Sign-In User Guide

e [Region].sso.signin.aws

e« [Region].signin.aws.amazon.com

e signin.aws.amazon.com

« * cloudfront.net

e« cdn.us-east-1.threat-mitigation.aws.amazon.com
e us-east-1.threat-mitigation.aws.amazon.com

e amcs-captcha-prod-us-east-1.s3.dualstack.us-east-1.amazonaws.com

AWS Builder ID domains to allowlist

If you or your organization implement IP or domain filtering, you may need to allowlist domains to
create and use an AWS Builder ID. The following domains must be accessible on the network from
which you are trying to access AWS Builder ID.

view.awsapps.com/start

e * portal.*.app.aws

« *. aws.dev

o« * api.aws

e * uis.awsstatic.com

e« * console.aws.a2z.com

e oidc.*.amazonaws.com

e oidc.*.api.aws

e *.,SsS0.amazonaws.com

e *_,5s50.*.amazonaws.com

e * . sso-portal.*.amazonaws.com
e SSO.*.api.aws

e *.signin.aws

o *.cloudfront.net

« opfcaptcha-prod.s3.amazonaws.com

e profile.aws.amazon.com
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Security best practices for AWS account administrators

If you're an account administrator who has created a new AWS account, we recommend the

following steps to help your users follow AWS security best practices when they sign in.

1.

Sign in as the root user to Enable multi-factor authentication (MFA) and create an AWS

administrative user in IAM Identity Center if you haven't already done so. Then, safeguard your

root credentials and don't use them for everyday tasks.

Sign in as the AWS account administrator and set up the following identities:

» Create least-privilege users for other humans.

» Set up temporary credentials for workloads.

« Create access keys only for use cases that require long-term credentials.

Add permissions to grant access to those identities. You can get started with AWS managed
policies and move towards least-privilege permissions.

» Add permission sets to AWS IAM Identity Center (successor to AWS Single Sign-On) users.

« Add identity-based policies to IAM roles used for workloads.

« Add identity-based polices for IAM users for use cases that require long-term credentials.

« For more information about IAM users, see Security best practices in IAM.

Save and share information about Sign in to the AWS Management Console. This information

varies, depending on the type of identity you created.

Keep your root user email address and primary account contact phone nhumber up to date to
ensure that you can receive important account and security-related notifications.

» Modify the account name email address, or password for the AWS account root user.

o Access or update the primary account contact.

Review Security best practices in IAM to learn about additional identity and access

management best practices.

Implement network-based access controls: Use Sign-in resource-based policies or resource
control policies (RCPs) to restrict console sign-in to requests from approved IP address ranges
or VPCs. For environments using Console Private Access, configure VPC endpoint policies to
control which accounts can be accessed through your endpoints (see Console Private Access).

Together, Sign-in resource-based policies, RCPs, and VPC endpoint policies provide layered
network controls at different enforcement points. For root users, Sign-in policies block the

Security best practices
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credential page entirely on access attempts from unauthorized networks. AWS recommends
configuring excluded principals for recovery access to prevent account lockout, though this is
optional. For more information, see Controlling console access with resource-based policies

and resource control policies.
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Sign in to the AWS Management Console

When you sign in to the AWS Management Console from the main AWS sign-in URL (https://
console.aws.amazon.com/) you must choose your user type, either Root user or IAM user. If you're

not sure what kind of user you are, see Determine your user type.

The root user has unrestricted account access and is associated with the person who created the
AWS account. The root user then creates other types of users, such as IAM users and users in AWS
IAM Identity Center, and assigns them access credentials.

An IAM user is an identity within your AWS account that has specific custom permissions. When
an |IAM user signs in, they can use a sign-in URL that includes their AWS account or alias, such as
https://account_alias_or_id.signin.aws.amazon.com/console/ instead of the main
AWS signin URL https://console.aws.amazon.com/ .

You can sign in to up to 5 different identities simultaneously in a single browser in the AWS
Management Console. These can be a combination of root users, IAM users, or federated roles in
different accounts or in the same account. For details, see Signing in to multiple accounts in the

AWS Management Console Getting Started Guide.

Tutorials

 Sign in to the AWS Management Console as the root user

 Sign in to the AWS Management Console as an IAM user

If you're not sure what kind of user you are, see Determine your user type.

Tutorials

 Sign in to the AWS Management Console as the root user

 Sign in to the AWS Management Console as an IAM user

Sign in to the AWS Management Console as the root user

When you first create an AWS account, you begin with one sign-in identity that has complete
access to all AWS services and resources in the account. This identity is called the AWS account root
user and is accessed by signing in with the email address and password that you used to create the
account.

Sign in as the root user 16
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/A Important

We strongly recommend that you don't use the root user for your everyday tasks.
Safeguard your root user credentials and use them to perform the tasks that only the root
user can perform. For the complete list of tasks that require you to sign in as the root user,
see Tasks that require root user credentials in the JAM User Guide.

To sign in as the root user

You can sign in as the root user while you are already signed in to another identity in the AWS
Management Console. For details, see Signing in to multiple accounts in the AWS Management
Console Getting Started Guide.

AWS accounts managed using AWS Organizations may not have root user credentials, and you
must contact an administrator to perform root user actions in your member account. If you can't
sign in as the root user, see Troubleshooting AWS account sign-in issues.

1. Open the AWS Management Console at https://console.aws.amazon.com/.

® Note

If you signed in previously as an IAM user using this browser, your browser might
display the IAM user sign-in page instead. Choose Sign in using root user email.

2. Choose Root user.
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Sign in

®) Root user
Account owner that performs tasks requiring
unrestricted access. Learn more

"IAM user

User within an account that performs daily tasks
Learn mora

Root user email address

username@example.com

3. Under Root user email address, enter the email address associated with your root user. Then,
select Next.

4. If you're prompted to complete a security check, enter the characters presented to you to
continue. If you can't complete the security check, try listening to the audio or refreshing the
security check for a new set of characters.

® Tip

Type the alphanumeric characters you see (or hear) in order without spaces.

Security check

Type the characters seen in the image below

5. Enter your password.
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Root user signin o
Email: username@example.com

Fassword Forgot password’y

Sign in to a different account

Create a new AWS account

6. Authenticate with MFA. MFA is enforced by default on the root user. For root users of
standalone and member accounts, you must manually enable MFA, which is strongly
recommended. For more information, see Multi-factor authentication for AWS account root

user in the AWS Identity and Access Management User Guide.

® Tip
As a security best practice, we recommend removing all root user credentials from
member accounts in your AWS organization to help prevent unauthorized use. If you
choose this option, member accounts can't sign in as the root user, perform password
recovery, or set up MFA. In this case, only the management account administrator can
perform a task that requires root user credentials in a member account. For details,
see Centrally manage root access for member accounts in the AWS Identity and Access

Management User Guide.

7. Choose Sign in. The AWS Management Console appears.

After authentication the AWS Management Console opens to the Console Home page.

Additional information

If you want more information about the AWS account root user, refer to the following resources.

« For an overview of the root user, see AWS account root user.

Additional information
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» For details about using the root user, see Using the AWS account root user.

» For step-by-step directions on how to reset your root user password, see | forgot my root user
password for my AWS account.

Sign in to the AWS Management Console as an IAM user

An IAM user is an identity created within an AWS account that has permission to interact with AWS
resources. |IAM users sign-in using their account ID or alias, their user name, and a password. IAM
user names are configured by your administrator. IAM user names can be either friendly names,
such as Zhang, or email addresses such as zhang@example. com. |AM user names can't include
spaces, but can include upper and lower case letters, numbers, and the symbols + = @ _ -,

’

® Tip
If your IAM user has multi-factor authentication (MFA) enabled, you must have access to the
authentication device. For details, see Using MFA devices with your IAM sign-in page.

To sign in as an IAM user

You can sign in as an IAM user while you are already signed in to another identity in the AWS
Management Console. For details, see Signing in to multiple accounts in the AWS Management
Console Getting Started Guide.

1. Open the AWS Management Console at https://console.aws.amazon.com/.

2. The main sign-in page appears. Enter the account ID (12 digits) or alias, your IAM user name,
and password.

(® Note

You might not have to enter your account ID or alias if you've previously signed in as
the IAM user with your current browser or if you are using your account sign-in URL.

3. Choose Sign in.

4. If MFA is enabled for your IAM user, AWS requires you to confirm your identity with an
authenticator. For more information, see Using multi-factor authentication (MFA) in AWS.
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After authentication the AWS Management Console opens to the Console Home page.
Additional information
If you want more information about IAM users, refer to the following resources.

» For an overview of IAM, see What is Identity and Access Management?

« For details about AWS account IDs, see Your AWS account ID and its alias.

» For step-by-step directions on how to reset your IAM user password, see | forgot my IAM user
password for my AWS account.
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Sign in to your AWS access portal

A user in IAM Identity Center is a member of AWS Organizations. A user in IAM Identity Center can
access multiple AWS accounts and business applications by signing in to your AWS access portal
with a specific sign-in URL. For more information about the specific sign-in URL, see AWS access
portal.

Before you sign in to an AWS account as a user in IAM Identity Center, gather the following
required information.

« Corporate user name

» Corporate password

» Specific sign-in URL

® Note

After you sign in, your AWS access portal session is valid for 8 hours. You are required to
sign in again after 8 hours.

To sign in to your AWS access portal

1. Inyour browser window, paste in the sign-in URL that you were provided through email,
such as https://your_subdomain.awsapps.com/start or the dual-stack URL format
https://[IAM Identity Center instance ID].portal.[Region].app.aws. Then,
press Enter.

2. Signin using your corporate credentials (like a user name and password).

(® Note

If your administrator sent you an email one-time password (OTP) and this is your first
time signing in, enter that password. After you're signed in, you must create a new
password for future sign-ins.
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3. If you are asked for a verification code, check your email for it. Then copy and paste the code
into the sign-in page.

® Note

Verification codes are typically sent through email, but the delivery method might
vary. If haven't received one in your email, check with your administrator for details
about your verification code.

4. If MFA is enabled for your user in IAM Identity Center, you then authenticate using it.
5. After authentication, you can access any AWS account and application that appears in the

portal.

a. Tosign in to the AWS Management Console choose the Accounts tab and select the
individual account to manage.

The role for your user is displayed. Choose the role name for the account to open the
AWS Management Console. Choose Access keys to get credentials for command line or
programmatic access.

b. Choose the Applications tab to display available applications and choose the icon of the
application that you want to access.

Signing in as an user in 1AM Identity Center provides you credentials to access resources for a set
duration of time, called a session. By default, a user can be signed into an AWS account for 8 hours.
The IAM Identity Center Administrator can specify a different duration, from a minimum of 15
minutes to a maximum of 90 days. After your session ends, you can sign in again.

Additional information

If you want more information about users in IAM Identity Center, refer to the following resources.

« For an overview of IAM Identity Center, see What is IAM Identity Center?

» For details about your AWS access portal, see Using the AWS access portal.

» For details about IAM Identity Center sessions, see User authentications.

« For step-by-step directions on how to reset your IAM Identity Center user password, see | forgot
my IAM Ildentity Center password for my AWS account.
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« If you or your organization implement IP or domain filtering, you may need to allowlist domains
to create and use your AWS access portal. IAM Identity Center supports both IPv4 and dual-stack
endpoints. If your network uses IPv6, use the dual-stack endpoint domains. For details about
allowlisting domains, see Domains to add to your allow list.
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Sign in through the AWS Command Line Interface

You must establish how the AWS CLI authenticates with AWS. Choose the method that best fits
your workflow and security requirements.

» Login with console credentials (Recommended) if you use root, IAM users or federation with IAM

for AWS account access.

o Login with IAM Identity Center credentials if you use Identity Center for AWS account access.

Login with console credentials (Recommended)

This authentication method lets you use your console credentials with the AWS CLI, making it
easy to get started with AWS programmatically within minutes of account set up. You can get
temporary credentials that work seamlessly across local development tools like the AWS CLI, AWS
SDKs and AWS Tools for PowerShell.

Prerequisites

« Install the AWS CLI. For more information, see Installing or updating to the latest version of the

AWS CLI. A minimum version of 2.32.0 is required to use the aws login command.

» Access to sign into the AWS Management Console as a root user, IAM user, or through federation
with IAM. If you use IAM Identity Center, go to Login with IAM Identity Center credentials instead.

« Ensure the IAM identity has the appropriate permissions. Attach the
SigninLocalDevelopmentAccess managed policy to your IAM user, role, or group. If you sign in as

a root user, no additional permissions are required.

To login with console credentials

1.  Run the following command to start the browser-based authentication process:

$ aws login

The aws login command supports several optional parameters:

« aws login --remote - For cross-device authentication when your device doesn't support
a browser
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® Note

You can control access to same-device (aws login) and cross-device (aws login
--remote) authentication. Use the following resource ARNSs in any relevant IAM

policy.
e arn:aws:signin:region:account-id:oauth2/public-client/
localhost — Use this ARN for same-device authentication with aws login.

e arn:aws:signin:region:account-id:oauth2/public-client/remote —
Use this ARN for cross-device authentication with aws login --remote.

« aws login --profile profile-name - To authenticate with a specific profile
« aws login --region region - To authenticate in a specific region

2. Follow the prompts in your terminal. The command will automatically open your default
browser and guide you through the authentication process. After successful authentication,
your AWS CLI session will be valid for up to 12 hours.

3. To end your session, use:
$ aws logout
If you are accessing AWS services programmatically by using AWS Tools for PowerShell, please

see Authenticating the AWS Tools for PowerShell with AWS. If you are using AWS SDKs, please see
Authentication and access using AWS SDKs and tools.

Login with IAM Identity Center credentials

The AWS access portal makes it easy for IAM Identity Center users to select an AWS account and
get temporary security credentials for the AWS CLI. For more information about how to get these
credentials, see Region availability for AWS Builder ID. You can also configure the AWS CLI directly
to authenticate users with IAM Identity Center.

To login with 1AM Identity Center credentials

1. Check that you've completed the Prerequisites.

2. If you're signing in for the first time, configure your profile with the aws configure sso

wizard.
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3. After you configure your profile, run the following command, then follow the prompts in your
terminal:

$ aws sso login --profile my-profile

Additional information

If you want more information about signing-in using the command line, refer to the following
resources.

« For more information on using your console credentials to login for AWS local development, see
Authentication and access credentials for the AWS CLI.

» For more information on the AWS CLI sign-in process, see Authenticating with short-term
credentials for the AWS CLI.

 For details on IAM Identity Center configuration, see Configuring the AWS CLI to use IAM Identity

Center.
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Sign-In with OAuth 2.0

OAuth overview

With AWS Sign-In industry-standard OAuth 2.0 support, agents and applications can access
supported AWS services using OAuth authorization.

OAuth integrates with your existing AWS identities and authorization model. Applications obtain
short-lived OAuth tokens through AWS Sign-In. OAuth tokens work with your existing IAM
identities, policies, service control policies (SCPs), resource control policies (RCPs), and other AWS
authorization controls. OAuth introduces a standards-based authorization model without changing
how access to AWS resources is governed.

With AWS Sign-In, you can authorize applications through a browser (interactive), or applications
with existing AWS credentials can obtain OAuth access tokens programmatically (non-interactive).

Supported capabilities

AWS Sign-In provides the following OAuth capabilities.

Capability Description
Interactive authorization Browser-based OAuth authorization for users.
Non-interactive authorization OAuth authorization for agents and applications using

existing AWS credentials without requiring a browser.

Token management Issue and introspect access and refresh tokens, and

revoke refresh tokens.

Dynamic client registration Register approved OAuth-compatible applications with
AWS Sign-In.
IAM integration Govern OAuth authorization using IAM permissions,

resources, and condition keys.

CloudTrail integration Audit OAuth authorization and token lifecycle events
using AWS CloudTrail.
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How OAuth works

OAuth authorization in AWS Sign-In follows the OAuth 2.0 standard.

1. An agent or application requests authorization to access a supported AWS service.
2. AWS Sign-In authenticates the user.

3. AWS Sign-In issues OAuth tokens that authorize the application to access the requested AWS
service on behalf of the user.

4. The AWS service evaluates every request using the existing AWS authorization model, including
IAM policies, service control policies (SCPs), resource control policies (RCPs), permission
boundaries, and other applicable controls.

OAuth tokens authorize an application to access a supported AWS service. They do not grant
additional AWS permissions. Applications can perform only the actions already permitted by the
authenticated 1AM identity.

Authorization models

AWS Sign-In supports two OAuth authorization models.

Interactive authorization

Interactive authorization is intended for developers using browser-based authentication.

AWS Sign-In enforces the OAuth 2.1 Authorization Code Grant with Proof Key for Code Exchange
(PKCE). When an application requires authorization, it redirects the user to AWS Sign-In, where the
user authenticates, reviews the authorization request, and grants consent.

After successful authorization, AWS Sign-In issues:

» Access tokens — Short-lived OAuth tokens (up to one hour) that authorize applications to access
supported AWS services.

» Refresh tokens - Used to obtain new access tokens without requiring the user to authenticate
again. AWS Sign-In automatically manages token refresh for authorized applications.

Interactive authorization supports:
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e |AM users

« AWS account root users

« |IAM Identity Center users

o SAML and Custom Ildentity broker users

For a walkthrough of connecting an agent using interactive authorization, see AWS MCP Server.

Non-interactive authorization

Non-interactive authorization is intended for agents and applications that already possess AWS
credentials and cannot perform browser-based authentication.

AWS Sign-In implements the OAuth 2.0 Client Credentials Grant using AWS Signature Version 4
(SigV4) credentials instead of a static OAuth client secret. Applications authenticate to the AWS
Sign-In token endpoint using existing AWS credentials and receive a short-lived OAuth access token
that can be used to access supported AWS services.

The client credentials grant issues only access tokens (no refresh tokens). Request a new access
token when the current token expires.

For a walkthrough of connecting an application using non-interactive authorization, see AWS MCP
Server.

Security model

OAuth authorization integrates with the existing AWS security model. AWS Sign-In extends this
authorization model with OAuth-specific capabilities, including:

» |AM actions for OAuth authorization and token management. See Actions, resources, and

condition keys for AWS Sign-In.

« OAuth authorization grant resources. See Actions, resources, and condition keys for AWS Sign-In.

o OAuth-specific IAM condition keys. See OAuth condition keys.

» Token introspection and revocation APIs.

» AWS CloudTrail auditing for OAuth authorization and token lifecycle events. See Monitoring
OAuth activity.

» Required PKCE (Proof Key for Code Exchange) with OAuth 2.1 for interactive authorization flows.

Non-interactive authorization 30


https://docs.aws.amazon.com/service-authorization/latest/reference/list_signin.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_signin.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_signin.html
https://docs.aws.amazon.com/signin/latest/APIReference/API_dataplane-signin_IntrospectOAuth2TokenWithIAM.html
https://docs.aws.amazon.com/signin/latest/APIReference/API_dataplane-signin_RevokeOAuth2TokenWithIAM.html

AWS Sign-In User Guide

» Single-use authorization codes and rotating single-use refresh tokens to prevent replay attacks.

» VPCE support for OAuth APIs. See AWS PrivateLink.

» Support trusted redirect URIs in DCR.

These capabilities allow administrators to govern OAuth authorization using the same IAM
authorization model they already use across AWS.

OAuth endpoints

AWS Sign-In provides the following OAuth endpoints.

Endpoint Path Description
Authorization /vl/authorize Initiates the interactive authorization flow.
Token /v1l/token Exchanges authorization codes, refresh tokens,

or client credentials for OAuth tokens.

Introspection /vl/introspect Returns metadata about an OAuth token.

Revocation /vl/revoke Revokes a refresh token.

Dynamic Client /vl/register Registers approved OAuth clients with AWS

Registration Sign-In. Only allowlisted redirect URIs are
accepted.

Use this regional endpoint for the OAuth flow at https://{region}.oauth.signin.aws. Fora
list of possible region values, see the Region column in AWS Sign-In endpoints.

Services supporting OAuth

AWS Sign-In OAuth is available for AWS services that support OAuth authorization. The following
AWS services currently support OAuth through AWS Sign-In.

« AWS MCP Server - Connect Al agents and developer tools to AWS using OAuth authorization.
See AWS MCP Server.
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AWS MCP Server

Overview

AWS MCP Server supports OAuth authorization through AWS Sign-In. With OAuth authorization,
agents can access AWS using the same identities, permissions, and governance model that you
already use with the AWS Management Console and AWS CLI. When you authorize an agent, it can
access AWS MCP Server on your behalf. Authorization does not grant the agent additional AWS
permissions.

Use this guide to configure OAuth access to AWS MCP Server. It covers supported authorization
models, required IAM permissions, and how to govern and monitor OAuth access.

For more information about OAuth support in AWS Sign-In, see Sign-In with OAuth 2.0.

Prerequisites

Before connecting an agent to AWS MCP Server, make sure that:

» Your IAM identity has the required permissions for OAuth authorization.
» Your agent supports the Model Context Protocol (MCP).

» Your agent supports OAuth 2.1 authorization.

Grant the required permissions by attaching the AWS managed policy:

aws iam attach-role-policy \
--role-name MyRole \
--policy-arn arn:aws:iam::aws:policy/AWSMCPSignInOAuthAccessPolicy

This managed policy grants:

e signin:AuthorizeOAuth2Access

« signin:CreateOAuth2Token

If you authenticate as the AWS account root user, no additional IAM permissions are required.
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Supported Redirect URIs for DCR

Agents can register with AWS Sign-In and use one or more approved redirect URIs during the

OAuth authorization process.

OAuth client
Localhost
Claude

Cursor Desktop

Cursor Web

Visual Studio Code
Visual Studio Code (Web)
ChatGPT

ChatGPT Connectors

Replit
Lovable
Lovable Developer

Vercel vO

Redirect URI(s)
localhost ,127.0.0.1
https://claude.ai/*

cursor://anysphere.cursor-mcp/oauth/
callback

https://www.cursor.com/agents/mcp/oa
uth/callback

vscode://*
https://vscode.dev/*
https://chatgpt.com/*

https://chatgpt.com/connector_platfo
rm_oauth_redirect

https://replit.com/
https://lovable.app/*
https://lovable.dev/*

https://api.v0.dev/vl/mcp-servers/oa
uth/callback

Connect an agent to AWS MCP Server

The steps to configure an OAuth-compatible agent vary depending on the application. For

instructions for supported agents, see the AWS MCP Server Guide.

AWS MCP Server
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The general workflow is:

1. Configure the AWS MCP Server endpoint.
2. Authenticate through AWS Sign-In or obtain an OAuth access token programmatically.
3. Approve the authorization request (interactive flow only).

4. Begin invoking tools provided by AWS MCP Server.

Authorization models

AWS MCP Server supports the authorization models provided by AWS Sign-In.
Interactive authorization

Interactive authorization is intended for developers using agents on local workstations.

When an agent requires authorization:

1. The agent redirects the user to AWS Sign-In.

2. The user authenticates using their AWS identity.

3. The user reviews and approves the authorization request.
4. AWS Sign-In issues OAuth access and refresh tokens.

5. The agent accesses AWS MCP Server on the user's behalf.

Required IAM permissions:

e signin:AuthorizeOAuth2Access

e signin:CreateOAuth2Token

Non-interactive authorization

Non-interactive authorization uses the OAuth 2.0 client credentials grant. It is intended for
agents and applications that already possess AWS credentials and cannot perform browser-based
authentication.

Applications authenticate using existing AWS Signature Version 4 (SigV4) credentials and obtain
OAuth access tokens through the CreateOAuth2TokenWithIAM API.
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Unlike the interactive flow, only access tokens are issued. Applications request a new access token
when the current token expires.

Required IAM permission:

e signin:CreateOAuth2Token

The following example shows how to obtain an access token using the AWS CLI:

aws signin create-oauth2-token-with-iam \
--grant-type client_credentials \
--resource aws-mcp.amazonaws.com \
--region us-east-1

OAuth resource types

AWS Sign-In represents OAuth authorization targets and public OAuth clients as IAM resources. You
reference these resources in IAM policies to grant or control OAuth authorization.

The following resource types are currently supported.

Resource type ARN format Description

AWS MCP Server arn:aws:s Represents the AWS MCP Server.
ignin: region:account-i Use this resource to grant or
d :service-principal/ control OAuth authorization for
aws-mcp.amazonaws.com applications that access AWS MCP

Server.

OAuth public client arn:aws:s Represents the AWS CLI public

(same-device) ignin: region:account- OAuth client for same-device
id :oauth2/public-cli authorization. Use this resource
ent/localhost with aws login, where the

browser and AWS CLI run on the
same device.

OAuth public client arn:aws:s Represents the AWS CLI public
(cross-device) ignin: region:account- OAuth client for cross-dev
ice authorization. Use this
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Resource type ARN format Description
id :oauth2/public-cli resource with aws login --
ent/remote remote, where authentication is

completed on a separate device.

Token lifecycle

AWS Sign-In manages the lifecycle of OAuth tokens issued for AWS MCP Server.

Token Description

Interactive access token Valid for up to one hour. Automatically refreshed while
the refresh token remains valid.

Non-interactive access token Valid for the shorter of one hour or the remaining AWS
session duration. Applications request a new token after
expiration.

Refresh token Issued only for interactive authorization. Allows applicati

ons to obtain new access tokens without requiring the
user to sign in again. Refresh tokens are rotated and
single-use.

Managing OAuth tokens

AWS Sign-In provides APIs for validating and managing OAuth authorizations.

API Purpose
IntrospectOAuth2Token Returns metadata describing an OAuth token.
RevokeOAuth2Token Revokes a refresh token.

Monitoring OAuth activity

OAuth-related activities are recorded in AWS CloudTrail.
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CloudTrail records events including:

OAuth authorization requests

OAuth token issuance

Token introspection

Token revocation

CloudTrail also records the OAuth client, redirect URI, authorization flow, AWS MCP Server
resource, and associated AWS Sign-In session, allowing administrators to correlate AWS API activity
with the originating OAuth authorization.

Example CloudTrail events are available for:

e AuthorizeOAuth2Access
e CreateOAuth2Token

Example - AuthorizeOAuth2Access event:

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLE:testuser",
"arn": "arn:aws:sts::111111111111:assumed-role/Admin/testuser"”,
"accountId": "111111111111",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLE",
"arn": "arn:aws:iam::111111111111:role/Admin",
"accountId": "111111111111",
"userName": "Admin"
.
"attributes": {
"creationDate": "2026-06-09T05:06:39Z",
"mfaAuthenticated": "false"

iy
"eventTime": "2026-06-09T05:09:00Z2",
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"eventSource": "signin.amazonaws.com",
"eventName": "AuthorizeOAuth2Access",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.1",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) ...",
"requestParameters": {
"resource": "https://aws-mcp.us-west-2.api.aws/mcp",

"redirect_uri": "http://127.0.0.1:60432/0auth/callback",
"code_challenge_method": "S256",
"client_id": "arn:aws:signin:us-west-2::external-client/dcr/
b3f2c8al-9d4e-4f7a-8c6b-2e1f5a3d9b7c"
.
"responseElements": null,
"additionalEventData": {
"success": "true"
.
"requestID": "4fb4ff7b-6yu7-9090-78i9-9c0088a65134",
"eventID": "bb@5b222-31lec-4237-b8e7-8eb26d4fd48b",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111111111111",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "us-west-2.oauth.signin.aws

Example - CreateOAuth2Token event:

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLE:testuser",
"arn": "arn:aws:sts::111111111111:assumed-role/Admin/testuser"”,
"accountId": "111111111111",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLE",
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arn": "arn:aws:iam::111111111111:role/Admin",
"accountId": "111111111111",
"userName": "Admin"

.

"attributes": {
"creationDate": "2026-06-09T05:06:39Z",
"mfaAuthenticated": "false"

.
"signInSessionArn": "arn:aws:signin:us-west-2:111111111111:session/
daffo60f-7871-4ab6-92cd-a@7bbdabe6la"
}
.
"eventTime": "2026-06-09T05:10:04Z2",
"eventSource": "signin.amazonaws.com",
"eventName": "CreateOAuth2Token",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.1",
"userAgent": "curl/8.7.1",
"requestParameters": {

"resource": "https://aws-mcp.us-west-2.api.aws/mcp",
"client_id": "arn:aws:signin:us-west-2::external-client/dcr/
b3f2c8al-9d4e-4f7a-8cbb-2elf5a3d9b7c"

},
"responseElements": null,
"additionalEventData": {
"signInSessionArn": "arn:aws:signin:us-west-2:111111111111:session/
daffo60f-7871-4ab6-92cd-a@7bbdabe6la",
"grant_type": "refresh_token",
"success": "true"
.
"requestID": "44d6d7ce-e4r5-4cbf-0909-bfb8a8295a76",
"eventID": "f79cc63f-b383-4e3c-ale5-97c7dblab833",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111111111111",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "us-west-2.oauth.signin.aws
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Additional audit events and logging details for calls made using OAuth access tokens to the AWS
MCP Server can be found in the AWS MCP Server CloudTrail logging guide.

Troubleshooting
Permission denied when connecting to AWS MCP Server

Verify that your IAM identity has the signin:AuthorizeOAuth2Access and
signin:CreateOAuth2Token permissions for the AWS MCP Server authorization grant resource.

Access token expired

Interactive authorization automatically refreshes access tokens while the associated refresh token
remains valid. If the refresh token has expired or been revoked, authenticate again through your
agent.

For non-interactive authorization, you can request a new access token from the token endpoint.
Invalid target resource

When calling CreateOAuth2TokenWithIAM, verify that the resource parameter identifies a
supported target service. For AWS MCP Server, use the AWS MCP Server service principal.

Agent cannot register as an OAuth client

Only approved agents can register through Dynamic Client Registration (DCR). If you are
developing an MCP-compatible agent, contact AWS support.

OAuth condition key policy is not taking effect

Verify that the condition key applies to the IAM action being evaluated. Some condition keys are
supported only by specific OAuth actions. For more information, see Sign-In with OAuth 2.0.

Session revoked but the agent still has access

Revoking a refresh token immediately prevents new access tokens from being issued. Existing
access tokens remain valid until they expire (up to one hour).

For immediate containment, apply an IAM policy using the aws :SignInSessionArn global
condition key to deny requests associated with the affected sign-in session.

Related topics

« Sign-In with OAuth 2.0
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« AWS Sign-In condition keys reference

» Connect an agent to AWS MCP Server

AWS PrivateLink

AWS Sign-In OAuth APIs support AWS PrivateLink, enabling you to access OAuth authorization
endpoints from within your Amazon VPC without traversing the public internet. You can configure
VPC endpoints for AWS Sign-In to keep OAuth authorization traffic on the AWS network.

Use VPC endpoints for AWS Sign-In OAuth when you need:

« Private connectivity for OAuth authorization flows from within your Amazon VPC or connected
on-premises networks.

» Network-level access controls for OAuth authorization using VPC endpoint policies.

o OAuth authorization in network-isolated environments without public internet access.

Configuring VPC endpoints for accessing Sign-In OAuth APIs

AWS Sign-In OAuth supports operating in networks without access to the public internet.
When you configure a VPC endpoint for AWS Sign-In, OAuth authorization traffic between your
applications and AWS Sign-In is routed through AWS PrivateLink. Internet connectivity is not
required for the OAuth authorization flow itself.

The VPC endpoint required depends on your authorization model. Replace region with your own
Region information.

Interactive mode

Interactive OAuth authorization (browser-based) requires the following VPC endpoints:

e COM.amazonaws.region.signin

e COM.amazonaws.region.signin-v2

Non-interactive mode

Non-interactive OAuth authorization (client credentials grant using SigV4) requires the following
VPC endpoint:
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e COM.amazonaws.region.signin-v2

Implementing access controls

You can use VPC endpoint policies to control which identities and accounts are permitted to use
AWS Sign-In OAuth APIs through your private network. VPC endpoint policies are evaluated across
OAuth operations.

Trusted identities

The AWS Sign-In VPC endpoint requires policies with specific Sign-In actions and condition keys
appropriate to each authentication phase:

» Pre-authentication phase - Evaluated before the user's identity is established. Only resource-
based condition keys are available, because principal information is not yet known.
» Supported actions: signin:Authenticate, signin:CreateOAuth2PublicClient

» Supported condition keys: aws : ResourceOrgId or aws:ResourceAccount

® Note

signin:CreateOAuth2PublicClient only supports the
signin:0AuthRedirectUri condition key. Other condition keys are not supported
with this action.

» Post-authentication phase - Evaluated after authentication when the sign-in service issues
session credentials. Full principal information is available.

» Supported actions: signin:AuthorizeOAuth2Access, signin:CreateOAuth2Token,
signin:IntrospectOAuth2Token, signin:RevokeOAuth2Token

» Supported condition keys: aws : PrincipalOrgId or aws:PrincipalAccount,
aws :ResourceOrgld, aws:ResourceAccount

Example: Allow OAuth operations only for accounts in your organization

This AWS Sign-In VPC endpoint policy uses action-specific statements to allow OAuth operations
for AWS accounts in the specified AWS organization at both the pre-authentication and post-
authentication phases.
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"Version":"2012-10-17",
"Statement": [

{

Example: Allow OAuth operations only for specific accounts

"Sid": "PreAuthOrgRestriction",
"Effect": "Allow",

"Principal": "*",
"Action": "signin:Authenticate",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:ResourceOrgID": "0O-XXXXXXXXXXX"

"Sid": "PostAuthOrgRestriction",

"Effect": "Allow",

"Principal": "*",

"Action": [
"signin:AuthorizeOAuth2Access",
"signin:CreateOAuth2Token"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:PrincipalOrgId": "o-XXXXXXXXXXX"

This AWS Sign-In VPC endpoint policy uses action-specific statements to allow OAuth operations

for a list of specific AWS accounts at both the pre-authentication and post-authentication phases.

"Version":"2012-10-17",
"Statement": [

{

"Sid": "PreAuthAccountRestriction",

Implementing access controls
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"Effect": "Allow",

"Principal": "*",
"Action": "signin:Authenticate",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:ResourceAccount": [ "123456789012", "210987654321" ]

"Sid": "PostAuthAccountRestriction",

"Effect": "Allow",

"Principal": "*",

"Action": [
"signin:AuthorizeOAuth2Access",
"signin:CreateOAuth2Token"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [ "123456789012", '"210987654321" ]

Example: Restrict Dynamic Client Registration to localhost redirect URIs

This AWS Sign-In VPC endpoint policy restricts Dynamic Client Registration to localhost redirect
URIs only.

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowDCRLocalhostOnly",
"Effect": "Allow",

"Principal": "*",
"Action": "signin:CreateOAuth2PublicClient",
"Resource": "*",

"Condition": {
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"StringlLike": {
"signin:0AuthRedirectUri": "http://localhost:*"

Example: Allow token introspection and revocation for specific accounts

This AWS Sign-In VPC endpoint policy allows token introspection and revocation for specific AWS
accounts.

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowIntrospectAndRevoke",

"Effect": "Allow",

"Principal": "*",

"Action": [
"signin:IntrospectOAuth2Token",
"signin:RevokeOAuth2Token"

1)

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [ "123456789012", "210987654321" ]

Expected networks

For network-based access controls, see Controlling console access with resource-based policies and

resource control policies.
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Controlling account signup flows

The signin:CreateAccount action controls whether the AWS account signup flow is accessible
from within your private network. This action uses an anonymous principal (no account exists
during signup) and does not support condition keys.

When using the AWS Sign-In VPC endpoint policy format, the signup flow is blocked by implicit
deny unless you explicitly allow it. If your organization requires account signup from within the
private network, add the following statement to your AWS Sign-In VPC endpoint policy:

{
"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowAccountSignup",
"Effect": "Allow",
"Principal": "*",
"Action": "signin:CreateAccount",
"Resource": "*"

}

Related topics

AWS MCP Server
OAuth condition keys
AWS Sign-In AP| Reference

Actions, resources, and condition keys for AWS Sign-In
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AWS Sign-In condition keys reference

This page lists the condition keys you can use in AWS Sign-In resource-based policies and resource
control policies (RCPs), and shows the evaluation phase and action that each key applies to. Only
signin:PrincipalAzrn is specific to AWS Sign-In; the others are AWS global condition keys. For
the global key definitions, see AWS global condition context keys.

For the complete list of actions and condition keys in the Service Authorization Reference, see
Actions, resources, and condition keys for AWS Sign-In.

Network-based condition keys

These condition keys check where the request originates from. AWS Sign-In evaluates them for
all AWS Sign-In actions (signin:Authenticate, signin:AuthorizeOAuth2Access, and
signin:CreateOAuth2Token) in both resource-based policies and RCPs.

Network-based condition keys

Condition key Operators Description Usage rules
aws:Sourcelp IpAddress , Public IP address or CIDR  Not present when a
NotIpAddress range request uses a VPC
endpoint. Use IfExists
operators when
combining with VPC-
based conditions in the
same statement.
aws:Sourc StringEqu VPC ID (vpc-XXXXX Only present when
eVpc als ,StringNot xxx ) a request uses a VPC
Equals endpoint. Use with
aws :RequestedRegio
n to prevent cross-reg
ion VPC ID collision.
aws:Sourc StringEqu VPC endpoint ID (vpce- Only present when
eVpce als ,StringNot  xXxxxxxxx ) a request uses a VPC

Equals

endpoint.

Network-based condition keys
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Condition key

aws :VpcSo
urcelp

aws:Reque
stedRegion

/A Important

Operators Description

IpAddress , Private IP within the VPC
NotIpAddress

StringEqu Target AWS Region code

als ,StringNot
Equals

Usage rules

Always use the

aws :VpcSourcelp
condition key with the
aws:SourceVpc or
aws:SourceVpce
condition keys.

Recommended when
using aws : SourceVpc
to prevent cross-region
VPC ID collision. Multiple
Regions can be specified.

A single request contains either aws : SourceIp (public network) or aws : SourceVpc (VPC

endpoint), not both. When writing deny-unless policies covering both paths, use IfExists

operators (for example, Not IpAddressIfExists) or create separate statements.

Identity-based condition keys

These condition keys check who is making the request. They are available only for the post-
authentication actions (signin:AuthorizeOAuth2Access and signin:CreateOAuth2Token),
where the principal identity has been established.

Identity-based condition keys

Condition key

aws:Princ
ipalArn

Operators Description

ArnEquals , ARN of the authentic
ArnLike, ArnNotEqu ated IAM principal
als ,StringEqu

als ,StringlLike

Examples

arn:aws:i

am: :12345
6789012 :user/
alice ,arn:aws:i
am: :12345

Identity-based condition keys
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Condition key Operators Description Examples

6789012:r0le/

Admin
aws:Princ StringEquals , AWS account ID of the 123456789012
ipalAccou StringNotEquals principal
nt

Service-specific condition key: signin:PrincipalArn

The following condition key is specific to AWS Sign-In and is not a global AWS key. It is available
only during pre-authentication evaluation. Use signin:PrincipalAzrn to identify the principal
initiating sign-in before authentication completes. This is the pre-authentication equivalent of
aws :PrincipalArn, which is not available until after authentication.

Operators

ARN operators (ArnEquals, ArnLike, ArnNotEquals, ArnNotLike) and string operators
(StringEquals, StringlLike).

Availability

AWS Sign-In includes this key in the request context during the pre-authentication phase
(the signin:Authenticate action). It is not available for the post-authentication actions
(signin:AuthorizeOAuth2Access and signin:CreateOAuth2Token).

Data type

ARN. Use ARN operators rather than string operators.
Value type

Single-valued.

Supported in

Resource-based policies and RCPs.

Use ARN operators to compare values. You can specify the following principal types:

e AWS account root user (arn:aws:iam: :123456789012:root)
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e |[AMuser (arn:aws:iam: :123456789012:usexr/user-name)

e I[AMrole (arn:aws:iam: :123456789012:role/role-name)

Use case: Exempt an excluded principal identity from network restrictions, preventing lockout
while still enforcing network controls for all other access attempts.

Example - Deny pre-authentication access from unauthorized networks, except for the root
user:

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Principal”: { "AWS": "*" 3},
"Action": ["signin:Authenticate"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"signin:PrincipalArn": "arn:aws:iam::123456789012:root"
.
"NotIpAddress": {
"aws:Sourcelp": "203.0.113.0/24"
},
"StringEquals": {
"aws:ResourceAccount": "123456789012"
}
}
.
{

"Effect": "Deny",
"Principal": { "AwS": "*" },
"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:root"
},
"NotIpAddress": {
"aws:Sourcelp": "203.0.113.0/24"
.
"StringEquals": {
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"aws:ResourceAccount": "123456789012"

This policy denies console access from outside the 203.0.113.0/24 IP range, except for

the account root user. The pre-authentication statement uses signin:PrincipalAzrnto
exempt the root user before authentication completes. The post-authentication statement uses
aws :PrincipalArn to exempt the same principal after authentication, during OAuth token
exchange. See Policy examples.

OAuth condition keys

AWS Sign-In provides OAuth-specific condition keys that you can use in 1AM policies to control

how applications obtain OAuth authorization and OAuth tokens. These condition keys allow

you to restrict which OAuth clients can connect, which redirect URIs are trusted, which OAuth
authorization flows are permitted, how OAuth clients authenticate, and which OAuth tokens can be
managed.

OAuth condition keys can be used in IAM identity policies, service control policies (SCPs), resource
control policies (RCPs), and other IAM policy types that support AWS Sign-In actions.

The following OAuth condition keys are available.

Condition key Type Description Applicable actions

signin:0A String Restricts authorization to signin:Au

uthClientId approved OAuth clients. thorizeOA
uth2Acces
s ,signin:Cr
eateOAuth
2Token ,
signin:In
trospectO
Auth2Token
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Condition key Type Description Applicable actions
signin:0A String Restricts OAuth authorization to signin:Au
uthRedirectUri approved redirect URIs. thorizeOA

uth2Acces
s ,signin:Cr
eateOAuth
2Token ,
signin:Cr
eateOAuth
2PublicClient
signin:0A String Controls which OAuth grant signin:Cr
uthGrantType types are permitted. Values: eateOAuth
authorization_code , 2Token
refresh_token ,client_cr
edentials
signin:0A String Controls permitted OAuth client signin:Cr
uthClient authentication methods. eateOAuth
Authentication 2Token
signin:0A String Controls operations performed signin:Re
uthTokenType on OAuth access and refresh vokeOAuth
tokens. Values: access_token , 2Token ,
refresh_token . signin:In
trospectO
Auth2Token

signin:OAuthClientid

Use signin:0AuthClientId to allow or deny OAuth authorization based on the registered

OAuth client requesting access.

OAuth client IDs are represented as AWS Sign-In Dynamic Client Registration (DCR) ARNSs.

signin:OAuthClientld
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For the non-interactive (client credentials) flow, the implicit client ID is
arn:aws:signin:::client-credentials/sigva.
Applicable actions

e signin:AuthorizeOAuth2Access

« signin:CreateOAuth2Token

e signin:IntrospectOAuth2Token

Example - Allow only a specific registered OAuth client:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"signin:AuthorizeOAuth2Access",
"signin:CreateOAuth2Token"
1,
"Resource": "arn:aws:signin:*:*:service-principal/aws-mcp.amazonaws.com",
"Condition": {
"StringEquals": {
"signin:0AuthClientId": "arn:aws:signin:us-east-1::external-client/
dcr/08le@aeb-e779-4dfe-9648-bd5bf6ebafas”
}
}
}
]
}

signin:OAuthRedirectUri

Use signin:0OAuthRedirectUri to restrict where OAuth authorization responses are delivered.

This is commonly used to ensure OAuth authorization responses are returned only to trusted
redirect URIs, such as localhost during development.

For the signin:CreateOAuth2PublicClient action, this condition key only applies in VPC
endpoint (VPCE) policy evaluation.
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Applicable actions
e signin:AuthorizeOAuth2Access
e signin:CreateOAuth2Token
e signin:CreateOAuth2PublicClient

Example - Allow browser-based authorization only for localhost redirect URIs and only for
interactive OAuth flows:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"signin:AuthorizeOAuth2Access",
"signin:CreateOAuth2Token"
1,
"Resource": "arn:aws:signin:*:*:service-principal/aws-mcp.amazonaws.com",
"Condition": {
"StringLike": {
"signin:0AuthRedirectUri": "http://localhost:*"
},
"StringEquals": {
"signin:0AuthGrantType": [
"authorization_code",
"refresh_token"

signin:OAuthGrantType

Use signin:0AuthGrantType to control which OAuth grant types applications are allowed to
use.

Supported values include:

e authorization_code
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e refresh_token

e client_credentials

Applicable actions
e signin:CreateOAuth2Token

Example - Allow only browser-based OAuth authorization while preventing applications from
using the Client Credentials Grant:

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "signin:CreateOAuth2Token",
"Resource": "*",
"Condition": {
"StringEquals": {
"signin:0AuthGrantType": [
"authorization_code",
"refresh_token"

signin:OAuthClientAuthentication

Use signin:0AuthClientAuthentication to control which client authentication methods
OAuth clients can use when requesting access tokens.

Currently supported value:

e Nnone

Applicable actions
e signin:CreateOAuth2Token
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Example - Deny public clients for OAuth operations:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "signin:CreateOAuth2Token",
"Resource": "*",
"Condition": {
"StringEquals": {
"signin:0AuthClientAuthentication”: "none"
}
}
}
]
}

signin:OAuthTokenType

Use signin:0AuthTokenType to control which OAuth token types may be introspected or
revoked.

Supported values include:

e access_token

« refresh_token

Applicable actions
e signin:IntrospectOAuth2Token
e signin:RevokeOAuth2Token

Example - Allow revocation of refresh tokens only:

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": "signin:RevokeOAuth2Token",
"Resource": "*",
"Condition": {
"StringEquals": {
"signin:0AuthTokenType": "refresh_token

Condition key availability by action

The following table shows which condition keys are available for each action.

Condition signin:Au  signin:Au signin:Cr  signin:Re

key thenticat thorizeOA eateOAuth vokeOAutt
e uth2Acces 2Token 2Token

s

aws:Sourc Yes Yes Yes Yes

elp

aws :Sourc Yes Yes Yes Yes

eVpc

aws:Sourc Yes Yes Yes Yes

eVpce

aws :VpcSo Yes Yes Yes Yes

urcelp

aws :Reque Yes Yes Yes Yes

stedRegio

n

aws:Princ No Yes Yes Yes

ipalAzrn

signin:in
trospectO
Auth2Toke
n

Yes

Yes

Yes

Yes

Yes

Yes

signin:Cr
eateOAuth
2PublicCl
ient

No

No

No

No

No

No

Condition key availability by action
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Condition
key

aws:Princ
ipalAccou
nt

signin:Pr
incipalAr
n

signin:0A
uthClient
Id

signin:0A
uthRedire
ctUri

signin:0A
uthGrantT
ype

signin:0A
uthClient
Authentic
ation

signin:0A
uthTokenT
ype

signin:Au

thenticat

e

No

Yes

No

No

No

No

No

signin:Au

uth2Acces 2Token
s

Yes

Yes

No No

Yes

Yes

Yes

Yes

No Yes

No Yes

No No

signin:Cr
thorizeOA eateOAuth

signin:Re

vokeOAutt

2Token

Yes

No

No

No

No

No

Yes

signin:In
trospectO
Auth2Toke
n

Yes

No

Yes

No

No

No

Yes

signin:Cr
eateOAuth
2PublicCl
ient

No

No

No

Yes

No

No

No
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® Note
The signin:CreateAccount action is used exclusively in VPC endpoint policies for
Console Private Access and is not available for resource-based policies or RCPs. No service-
specific condition keys are associated with it. See Console Private Access.

Related information

Controlling console access with resource-based policies and resource control policies

AWS Management Console Private Access

AWS global condition context keys

Actions, resources, and condition keys for AWS Sign-In
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Controlling console access with resource-based policies
and resource control policies

/A Important

Console sign-in access is enabled by default. AWS Sign-In allows unrestricted console
access initially. To add restrictions, enable console authorization configuration for your
account or organization. The resource permission statements that you create have no effect
until you enable console authorization. See Getting started with console access control

using resource policies.

AWS Sign-In supports resource-based policies and resource control policies (RCPs) to control
access to AWS Sign-In. Use these policies to verify user identity and network location throughout
AWS Management Console access — before, during, and after authentication. For root users, these
policies validate network location and user identity before credential collection begins. Credentials
can be entered only when access originates from expected networks.

AWS Sign-In resource-based policies:

« Apply to individual AWS accounts.

» Let account administrators restrict console access based on network parameters and principal
identities.

Resource control policies (RCPs):

» Apply organization-wide through AWS Organizations.

» Provide centralized governance across all member accounts.

Both policy types verify access before authentication. This blocks principals from accessing the
sign-in page from unexpected networks.

These policies do not replace IAM identity-based policies, which continue to apply.
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® Note

For complete documentation on resource control policies, including organization-level
configuration and management, see Resource control policies in the AWS Organizations
User Guide. This section focuses primarily on AWS Sign-In resource-based policies.

AWS Sign-In resource-based policies and RCPs apply to the following authentication methods:

« AWS Management Console — Direct sign-in using the console login page.
» Federated identity providers — Sign-in through SAML or OIDC federation.

« Applications integrated with AWS Sign-In — Amazon Connect, Amazon QuickSight, AWS Health
Dashboard, Amazon AppStream, Amazon Lightsail, AWS IQ.

® Note

Console access through the IAM Identity Center portal is not currently compatible with
AWS Sign-In policies that restrict access based on network condition keys. Enabling
network-based restrictions will block console access for user in IAM Identity Center users.

These controls do not apply to programmatic access using access keys (AWS SDKs or API calls
signed with SigV4).

How AWS Sign-In evaluates resource-based policies

AWS Sign-In evaluates the applicable resource-based policies or resource control policies (RCPs) at
two points during console access: before authentication (the pre-authentication phase) and after
successful authentication (the post-authentication phase). Each evaluation checks the condition
keys defined in your policy. The keys available depend on the phase and action. For details, see
Supported condition keys.
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® Note

For root user sign-in, an access attempt from unexpected networks is blocked before

the password prompt appears. This prevents submission of credentials from unexpected
networks.

After authentication, the evaluation also considers the principal's identity-based policies. An IAM
policy that denies the relevant sign-in action can prevent the console session from being granted,
even when network conditions are met.

Supported actions

AWS Sign-In resource policies (resource-based policies and RCPs) support the following actions:

signin:Authenticate

This is an evaluation-only (not callable) action that is assessed when a sign-in request is

received. This is a pre-authentication check and happens when either the principal enters
credentials on the sign-in page (root user, IAM user) or initiates console sign-in using credentials
from an identity provider or AWS STS (federated user, role).

Supported condition keys: aws :Sourcelp, aws:SourceVpc, aws:SourceVpce,
aws :VpcSourcelp, aws:RequestedRegion, signin:PrincipalAzn.

Principal-based global condition keys (aws : PrincipalAzrn, aws:PrincipalAccount) are not
available for this action because the user's identity has not yet been confirmed.

signin:AuthorizeOAuth2Access

Used for OAuth authorization code generation. After successful authentication, this action is
triggered when the system generates an OAuth authorization code. At this point, the user is
authenticated and principal-based condition keys are available.

Supported condition keys: aws : Sourcelp, aws:SourceVpc, aws:SourceVpce,
aws:VpcSourcelp, aws:RequestedRegion, aws:PrincipalAzrn,
aws:PrincipalAccount.
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signin:CreateOAuth2Token

This post-authentication action is used for OAuth token creation and exchange. This action

is triggered when redeeming authorization codes for access tokens, refreshing tokens, or
performing token exchange operations. Principal-based condition keys are available during this
phase.

Supported condition keys: aws : Sourcelp, aws:SourceVpc, aws:SourceVpce,
aws :VpcSourcelp, aws:RequestedRegion, aws:PrincipalAzrn,
aws:PrincipalAccount.

/A Important

When creating AWS Sign-In policies (resource-based policies or RCPs), cover all three
actions across your policy - signin:Authenticate in a pre-authentication statement,
and signin:AuthorizeOAuth2Access and signin:CreateOAuth2Tokenin a
post-authentication statement. Console sign-in uses OAuth 2.0, which flows through all
three actions sequentially. If your policy omits an action, the corresponding phase is not
protected. For VPC endpoint policy actions including signin:CreateAccount, see AWS
Management Console Private Access.

Supported condition keys

AWS Sign-In supports the following condition keys in resource-based policies and resource control
policies (RCPs). Use these keys to control console access based on network location and principal
identity:

» Network-based (all actions): aws : Sourcelp, aws:SourceVpc, aws:SourceVpce,
aws :VpcSourcelp, aws:RequestedRegion.
« Identity-based (post-authentication actions): aws:PrincipalArn, aws:PrincipalAccount.

 Service-specific (pre-authentication only): signin:PrincipalAzrn.

For detailed usage rules, operator compatibility, combination restrictions, and the availability
matrix by action, see AWS Sign-In condition keys reference.
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Getting started with console access control using resource
policies
Prerequisites

o AWS CLlI installed and configured.

o Appropriate IAM permissions (see AWS managed policy: AWSSignInResourcePolicyManagement).

« Identified network perimeters (IP ranges, VPCs, or VPC endpoints).

» Designated excluded principals to retain access (recommended but optional).

« If your network uses egress filtering, allowlist the AWS Sign-In control plane endpoint (see AWS

Sign-In administration domains to allowlist).

/A Important

Before enabling console authorization in production, AWS recommends configuring at least
one excluded principal to maintain emergency recovery access. All principals, including root

user, are subject to the policy unless explicitly excluded. Excluded principals are optional,
but omitting them increases the risk of account lockout if network conditions change
unexpectedly.

Specify --region us-east-1 for all write operations on AWS Sign-In policies. AWS replicates
policies globally from this Region. Read operations can target any Region.

Step 1: Create resource permission statements

Create permission statements that define your access controls. All write operations require - -
region us-east-1 (the AWS Sign-In service accepts policy changes only in this Region). The
remaining parameters (--source-vpc, --source-ip, --requested-region, --excluded-
principal) define the conditions in your policy. For example, --requested-region us-
west-2 adds a condition restricting sign-in to the us-west-2 regional sign-in endpoint.

Example - Restrict access to corporate VPC:

aws signin put-resource-permission-statement \
--source-vpc vpc-0abcl23def456789 \
--requested-region us-west-2 \

Getting started with console access control using resource policies
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--excluded-principal "arn:aws:iam::123456789012:user/EmergencyAdmin" \
--client-token unique-request-id-12345 \
--region us-east-1

Example - Restrict access to specific IP range:

aws signin put-resource-permission-statement \
--source-ip "IP_ADDRESS" \
--excluded-principal "arn:aws:iam::123456789012:role/BreakGlassRole" \
--region us-east-1

(® Note

The --excluded-principal parameter designates an excluded principal that bypasses
the network restrictions, preserving emergency access if network conditions change.

Step 2: Enable console authorization configuration

The following step activates policy enforcement for the console sign-in process on your account
or organization. Resource permission statements can be created at any time, but they are not
evaluated until console authorization is enabled.

/A Warning

Enabling console authorization can lock out principals if your network conditions

are misconfigured, or if an existing service control policy (SCP) or resource control
policy (RCP) denies the AWS Sign-In actions. Before you enable console authorization,
confirm your permission statements are correct, and remove or adjust any SCP or
RCP that denies signin:Authenticate, signin:AuthorizeOAuth2Access, or
signin:CreateOAuth2Token.

For standalone accounts:

aws signin put-console-authorization-configuration \
--target-id <your-aws-account-id> \
--region us-east-1
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For AWS Organizations:

aws signin put-console-authorization-configuration \
--target-id <your-aws-organization-id> \
--region us-east-1

Verify the configuration:

aws signin get-console-authorization-configuration \
--target-id <your-target-id> \
--region <your-region>

Delete the console authorization configuration:

aws signin delete-console-authorization-configuration \
--target-id <your-target-id> \
--region us-east-1

Step 3: Verify your policy
List all permission statements:

aws signin list-resource-permission-statements \
--max-results 50 \
--region <your-region>

Retrieve the complete consolidated policy:

aws signin get-resource-policy \
--region <your-region>

The get-resource-policy command returns the complete resource-based policy composed
of all your permission statements. Review this policy to confirm it reflects your intended access
controls before testing console access.

Regional availability

Console authorization APIs are available in all AWS commercial Regions. You can call these APIs
from any Region where you operate.
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/A Important

Write operations (put-console-authorization-configuration, put-resource-
permission-statement, delete-console-authorization-configuration,
delete-resource-permission-statement) must be performed in the us-east-1
Region. Policies created in us-east-1 automatically replicate globally. Read operations
(get-console-authorization-configuration, list-resource-permission-
statements, get-resource-policy) can be performed from any Region.

Understanding the policy structure

AWS Sign-In policies contain two statements that protect different phases of the console sign-in
flow:

« Pre-authentication statement (Action: signin:Authenticate): Evaluated when the sign-
in request is received, before authentication completes. The global key aws:PrincipalArn
is not available at this phase because the principal's identity is unconfirmed. In this phase
signin:PrincipalAzrn is available to exempt specific principals from network restrictions.
Network-based condition keys are available for evaluation in this phase.

» Post-authentication statement (Action: signin:AuthorizeOAuth2Access,
signin:CreateOAuth2Token): Evaluated after authentication, during OAuth token exchange.
Uses aws:PrincipalAxrn to exempt specific principals. All network-based and identity-based
condition keys are available for evaluation in this phase.

Both statements are required because console sign-in uses OAuth 2.0, which flows through
all three actions sequentially. A policy with only one statement leaves the other phase
unprotected. signin:PrincipalArn supports root user, IAM user, and role principal types.
aws :PrincipalArn supports all principal types (root user, IAM user, federated user, role).

Policy examples

Example 1: RCP with network perimeter and excluded principals

The following resource control policy (RCP) denies AWS Management Console sign-in from outside
your corporate network across all accounts in your organization. Designated excluded principals are
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exempted for emergency access. Since VPC IDs are unique only within a Region, the policy includes
a third statement that pins VPC-based access to the expected Region.

The EnforceNetworkPerimeterPreAuth statement uses signin:PrincipalAzrn

to exempt excluded principals during the pre-authentication phase. The
EnforceNetworkPerimeterPostAuth statement uses aws:PrincipalArn to exempt excluded
principals after authentication. The EnforceSourceVPCRegion statement ensures the request
Region matches the VPC Region, restricting access to the expected Region for the specified VPC.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "EnforceNetworkPerimeterPreAuth",
"Effect": "Deny",
"Principal": "*",
"Action": ["signin:Authenticate"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"signin:PrincipalArn": [
"arn:aws:iam::111122223333:roo0t",
"arn:aws:iam: :444455556666:root",
"arn:aws:iam::777788889999:user/EmergencyUser",
"arn:aws:iam::777788889999:role/0rgBreakGlassRole"
]
},
"NotIpAddressIfExists": {
"aws:Sourcelp": "<my-corporate-cidr>"
I
"StringNotEquals": {
"aws:SourceVpc": "<my-vpc>"
}
}
},
{
"Sid": "EnforceNetworkPerimeterPostAuth",
"Effect": "Deny",
"Principal": "*",
"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],
"Resource": "*",

"Condition": {
"ArnNotEquals": {
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"aws:PrincipalArn": [
"arn:aws:iam::111122223333:ro00t",
"arn:aws:iam: :444455556666:root",
"arn:aws:iam::777788889999:user/EmergencyUser",
"arn:aws:iam::777788889999:ro0le/0rgBreakGlassRole"
]
},
"NotIpAddressIfExists": {
"aws:Sourcelp": "<my-corporate-cidr>"
.
"StringNotEquals": {
"aws:SourceVpc": "<my-vpc>"
}
}
},
{
"Sid": "EnforceSourceVPCRegion",
"Effect": "Deny",
"Principal": "*",
"Action": [
"signin:Authenticate",
"signin:CreateOAuth2Token",
"signin:AuthorizeOAuth2Access"
1,
"Resource": "*",

"Condition": {
"StringEquals": {

"aws:SourceVpc": "<my-vpc>"
1,
"StringNotEqualsIfExists": {
"aws:RequestedRegion": "<my-vpc-region>"
}
}
}
]
}
This policy:

» Denies access to the sign-in page unless the request originates from the corporate IP range or

corporate VPC. Excluded root accounts and 1AM users are exempted via signin:PrincipalArn

(pre-a

uthentication).

Example 1: RCP with network perimeter and excluded principals
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» Denies OAuth token exchange unless from the corporate IP range or VPC. Excluded root
accounts, IAM users, and roles are exempted via aws : PrincipalAzrn (post-authentication
global key).

« If a request comes from the specified VPC but the Region does not match, access is denied. AWS

VPC IDs are unique within a Region, and the same VPC ID can exist in different Regions.

» Applies globally across your AWS Organization when configured as an RCP.

Example 2: Resource-based policy for IP-based access with excluded

principal

The following resource-based policy denies console access to all principals making requests from
outside the specified IP range, with an excluded principal exempted. The policy contains two

stateme
key, and

nts: a pre-authentication statement that uses the service-specific signin:PrincipalAzrn
a post-authentication statement that uses the global aws : PrincipalArn key.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Deny",
"Principal”: { "AWS": "*" 3},
"Action": ["signin:Authenticate"],
"Resource": "*",
"Condition": {

"ArnNotEquals": {

"signin:PrincipalArn": "<excluded-principal-arn>"
I
"NotIpAddress": {
"aws:Sourcelp": "<my-corporate-cidr>"
1,
"StringEquals": {
"aws:ResourceAccount": "<my-aws-account-id>"
}

"Effect": "Deny",

"Principal": { "AwS": "*" },

"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],
"Resource": "*",
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"Condition": {
"ArnNotEquals": {

"aws:PrincipalArn": "<excluded-principal-arn>"

I

"NotIpAddress": {
"aws:Sourcelp": "<my-corporate-cidr>"

1,

"StringEquals": {
"aws:ResourceAccount": "<my-aws-account-id>"

}

}
}
]
}
This policy:

» Denies access to all principals unless they connect from the IP range <my-corporate-cidr>.

« Exempts the excluded principal from network restrictions using signin:PrincipalAzxn (pre-
authentication) and aws :PrincipalAxrn (post-authentication).

» Applies only to the specific account where the resource-based policy is configured (identified by
<my-aws-account-id>).

Best practices

Configure excluded principals for emergency recovery access

AWS recommends configuring at least one excluded user before enforcing console authorization
policies in production. At the pre-authentication stage, the signin:PrincipalArn condition

key exempts root user, IAM user, and role principals. At the post-authentication stage, the

aws :PrincipalArn condition key exempts all principal types (root user, IAM user, federated user,
role).

Excluded principals are optional, but omitting them increases the risk of account lockout if network
conditions change unexpectedly or if policies are misconfigured.

Recommended excluded-principal configuration steps:

1. Create an excluded IAM role (for example, BreakGlassRole).
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2. For excluded roles, require MFA in the role trust policy.
3. Grant the excluded identity only the minimum permissions needed for emergency recovery.

4. Include the excluded principal ARN in both pre-authentication (signin:PrincipalAxn) and
post-authentication (aws : PrincipalAzrn) policy statements.

5. Document the recovery procedure and store it securely outside AWS.

6. Test excluded principal access periodically to confirm it works when needed.

Maintain recovery access paths

In addition to the excluded principal described above, ensure alternative access methods are
available in case console authorization policies block sign-in unexpectedly:

» Role-based programmatic access: Console authorization policies apply only to interactive
console sign-in. They do not apply to API requests signed with SigV4. If you have
programmatic access (for example, existing access keys, a cross-account role), use it to call
signin:DeleteConsoleAuthorizationConfiguration and remove the restricting policy.
The credentials must include signin:DeleteConsoleAuthorizationConfiguration
permission (included in the AWSSignInResourcePolicyManagement managed policy). AWS
recommends temporary credentials over long-term IAM user access keys. For member accounts,
management account administrators can assume OrganizationAccountAccessRole in the
member account (aws sts assume-role) to obtain these temporary credentials.

« AWS support recovery: Keep your root user account email and phone number current. If
excluded-principal and programmatic access are both unavailable, AWS Support can provide a
recovery portal link after identity verification. See | am locked out of my account after enabling

console authorization for the full recovery process.

Test before production deployment

AWS recommends that you don't attach restrictive RCPs to the root of your organization without
thoroughly testing the impact that the policy has on accounts. Instead, create an OU that you
can move your accounts into one at a time, or at least in small numbers, to ensure that you don't
inadvertently lock users out of key accounts.

Testing workflow:

1. Create a single permission statement with your primary network restrictions.

Maintain recovery access paths 72



AWS Sign-In User Guide

Enable console authorization in a non-production account.

Test console access from both allowed and denied networks.

Review Amazon CloudTrail logs to confirm policy evaluation behavior.
Test access using your excluded principal.

Gradually expand to additional networks and accounts.

N o u B~ W N

Monitor before enforcing in production accounts.

Design with defense-in-depth

Use AWS Sign-In resource-based policies and resource control policies as one layer within a broader
security strategy. AWS Sign-In policies restrict console access based on network location and
principal identity. Combine them with other policy types to create comprehensive access controls:

« AWS Sign-In policies (resource-based policies and RCPs): Restrict console access based on
network location and principal identity before, during, and after authentication.

« IAM policies: Control what actions users can perform after signing in.

« Service control policies (SCPs): Apply organization-wide permission guardrails across all
principals.

« VPC endpoint policies: Control which services and accounts can be accessed through VPC
endpoints.

Monitor and audit continuously

AWS CloudTrail automatically records all AWS Sign-In policy evaluations and configuration
changes. View these events in CloudTrail Event history for up to 90 days. For longer retention,
deliver events to Amazon S3 by creating a trail (see Creating a trail). For real-time alerting, create
Amazon EventBridge rules that match AWS Sign-In events, configure your trail to deliver to a
CloudWatch Logs log group for metric filter-based alarms, or forward events to your existing SIEM
solution.
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Use cases

Network perimeter enforcement

Restrict console access to corporate VPCs or approved IP ranges. Use resource-based policies
for individual accounts or resource control policies (RCPs) for organization-wide enforcement
to ensure that users can only sign in from trusted network locations, preventing unauthorized
access from public or untrusted networks.

Example scenario: A company requires all console access to originate from their corporate
network or approved AWS VPCs. They configure a resource-based policy for a single account, or
an RCP across their organization, that denies access from all other networks while maintaining
emergency recovery access for emergency administrators.

Compliance requirements

Meet regulatory requirements for network-based access controls. Many compliance frameworks
require organizations to restrict access to sensitive systems based on network location. AWS
Sign-In policies provide auditable, enforceable controls that demonstrate compliance with these
requirements.

Example scenario: A financial services company must comply with regulations requiring console
access only from approved networks. They use RCPs to enforce organization-wide network
restrictions and maintain AWS CloudTrail logs as evidence of compliance.

Multi-account governance

Implement consistent console access policies across AWS Organizations. Use RCPs to enforce
standard network restrictions across all member accounts, ensuring consistent security posture
without requiring individual account-level configuration.

Example scenario: An enterprise with 100+ AWS accounts uses RCPs to enforce a policy
requiring all console access to originate from VPC endpoints within their organization,
confirming consistent network controls across all accounts.

Third-party access control
Grant temporary console access to partners or contractors from specific networks.

Organizations can create time-limited, network-restricted console access for external parties
without compromising overall security posture.
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Example scenario: A company needs to grant a consulting firm temporary console access. They
create a resource-based policy that allows access only from the consulting firm's known IP
ranges and only for the IAM roles assigned to the consultants.

Restrict console access to specific principals

Allow only a defined set of principals to sign in to the AWS Management Console, and deny

all others, regardless of network location. This is useful for customers who are not using VPC
endpoints and want identity-based console restrictions. Principals that are denied console sign-
in keep their programmatic access; AWS Sign-In policies gate only console sign-in, and only the
principals you exempt can sign in.

Example scenario: A company wants only its administrators to use the console. They configure
an RCP that denies console sign-in for all principals except the administrator principal ARNs. An
Amazon EC2 instance role with valid credentials cannot sign in to the console, because it is not
an exempted principal, even though it retains its programmatic permissions. This addresses the
common case of instance-role credentials being used for console sign-in.

Troubleshooting console access control

| cannot sign in due to network conditions in Sign-in resource-based
policies

You may see one of the following error messages when access is denied by a AWS Sign-In policy:

» "Your authentication information is incorrect. Please try again." (pre-authentication denial by
resource-based policy)

« "Authentication failed Invalid request" (pre-authentication denial by RCP)

» "Authentication failed: To access this account, sign in from a different network, or contact your
administrator for more information" (post-authentication denial)

If you see any of these errors and believe your access should be allowed, contact your AWS
administrator. They can review CloudTrail logs for ConsolelLogin events with errorMessage
"Authorization denied because of a resource-based policy" or "Authorization denied because of a
resource control policy" to identify which policy statement denied access.

Possible causes:
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» Your source IP address is not in the allowed CIDR range.
» You are not connected to the required VPC or VPC endpoint.

» You are accessing a regional sign-in endpoint that does not match the expected Region in the
policy.
 Your principal ARN is not correctly listed in the policy's excluded principals.

» The policy was recently updated, and the change has not yet replicated globally.

Resolution:

IAM Identity Center portal users: Console access through the IAM Identity Center portal is not
currently compatible with AWS Sign-In policies that restrict access based on network condition
keys. To restore access for user in IAM Identity Center users, remove or adjust the network-based
condition keys in your policy, or direct those users to sign in through an alternative authentication
method.

 Verify you are connected to your corporate network or VPN.

« Confirm you are accessing through the correct VPC endpoint if VPC endpoint-based restrictions
are configured.

» Contact your AWS administrator to verify the policy configuration and confirm which networks
are authorized.

« If you are configured as an excluded principal, verify that your principal ARN is correctly
configured in the excluded principals list.

« If policy changes were recently made, wait a few minutes for global replication to complete.

For administrators diagnosing this issue:

» Review AWS CloudTrail logs for policy evaluation events to identify which policy statement
denied access.

e Use aws signin get-resource-policy to review the current policy configuration.

 Verify that the user's network location matches the conditions in the policy.

« Confirm that excluded principals are correctly configured if the user should be exempted from
network restrictions.
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I am locked out of my account after enabling console authorization

If you configured console authorization and can no longer access your account, you may not have
configured excluded principals before enforcing the policy.

There are multiple paths to regain access, depending on your account type and available
credentials.

Option 1: Use programmatic access (AWS CLI or SDK)

Console authorization policies apply only to interactive console sign-in. They do not apply to API
requests signed with SigV4. If you have programmatic access (for example, existing access keys,

a cross-account role), use it to call signin:DeleteConsoleAuthorizationConfiguration
and remove the restricting policy. The credentials you use must have permission

to call signin:DeleteConsoleAuthorizationConfiguration. The
AWSSignInResourcePolicyManagement managed policy includes this permission. AWS
recommends temporary credentials over long-term IAM user access keys. For member accounts,
management account administrators can assume OrganizationAccountAccessRole in the
member account to obtain temporary credentials. This role is not automatically created in accounts
that were invited to join the organization.

aws signin delete-console-authorization-configuration \
--target-id <your-aws-account-id> \
--region us-east-1

Or delete specific permission statements:

# First, list statements to get the statement ID
aws signin list-resource-permission-statements \
--region us-east-1

# Then delete the problematic statement

aws signin delete-resource-permission-statement \
--statement-id <statement-id> \
--region us-east-1

Option 2: Contact AWS Support

If you do not have programmatic access and cannot use the OrganizationAccountAccessRole
for account access, contact AWS Support to initiate the lockout recovery process.
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The recovery process works as follows:

1. If you cannot resolve the issue using the options above, open a support case at the AWS
Support Center. AWS Support will verify your identity before examining your account.
Verification methods may include confirming the root user account email address, responding
to a phone verification call, or answering account security questions.

2. AWS Support confirms that the console access issue is caused by a resource-based policy
lockout.

3. AWS Support shares a recovery portal link. Use this link to sign in with an IAM principal in the
account that has signin:DeleteConsoleAuthorizationConfiguration permission. This
permission allows the principal to delete the console authorization configuration causing the
lockout.

/A Important

The recovery portal removes the entire console authorization configuration for the
account, including all resource permission statements. The recovery portal does not allow
reconfiguration of AWS Sign-In resource-based policies.

The recovery portal link expires 72 hours after AWS Support shares it. If you do not complete
recovery within that window, contact AWS Support to restart the process.

After regaining access:

» Review and update your resource permission statements to include properly configured excluded
principals.

» Test console access from expected networks before re-enabling console authorization.

« Document your recovery procedures for future reference.

Changes that | make are not always immediately visible

Policy changes replicate globally, but replication may take a few minutes.
Resolution:

« Wait a few minutes after making policy changes for global replication to complete.
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Verify your changes using the get-resource-policy command:

aws signin get-resource-policy --region <your-region>

« Check AWS CloudTrail logs for policy evaluation events to confirm the new policy is being
evaluated.

« Confirm you are using the correct Region for your operations (write operations must use us-
east-1).

« If using VPC endpoint-based conditions, verify that the VPC endpoint policies are also correctly
configured.

Common policy replication issues:

» Cached sign-in page: Browsers may cache the sign-in page. Clear your browser cache or use an
incognito window to test policy changes.

« Conflicting statements: If you have multiple permission statements, confirm they do not conflict
with each other. Use get-resource-policy to review the consolidated policy.

« VPC endpoint policies: AWS Sign-In policies work in conjunction with VPC endpoint policies.
Both must allow the desired access.
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Sign in as a federated identity

A federated identity is a user that can access secure AWS account resources with external identities.
External identities can come from a corporate identity store (such as LDAP or Windows Active
Directory) or from a third party (such as Login in with Amazon, Facebook, or Google). Federated
identities don't sign in with the AWS Management Console or AWS access portal. The type of
external identity in use determines how federated identities sign in.

Administrators must create a custom URL that includes https://signin.aws.amazon.com/
federation. For more information, see Enabling custom identity broker access to the AWS
Management Console.

(® Note

Your administrator creates federated identities. Contact your administrator for more details
on how to sign in as a federated identity.

For more information about federated identities, see About web identity federation.
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Sign in with AWS Builder ID

AWS Builder ID is a personal profile that provides access to select tools and services including
AWS Builder Center, Amazon Q Developer, and AWS Training and Certification. AWS Builder ID
represents you as an individual and is independent from any credentials and data you may have
in existing AWS accounts. Like other personal profiles, AWS Builder ID remains with you as you
progress through your personal, educational, and career goals.

Your AWS Builder ID complements any AWS accounts you may already own or want to create.
While an AWS account acts as a container for AWS resources you create and provides a security
boundary for those resources, your AWS Builder ID represents you as an individual. For more
information, see AWS Builder ID and other AWS credentials.

AWS Builder ID is free. You only pay for the AWS resources you consume in your AWS accounts. For
more information about pricing, see AWS Pricing.

If you or your organization implement IP or domain filtering, you may need to allowlist domains
to create and use an AWS Builder ID. For details about allowlisting domains, see Domains to add to
your allow list.

(@ Note

AWS Builder ID is separate from your AWS Skill Builder subscription, an online learning
center where you can learn from AWS experts and build cloud skills online. For more
information about AWS Skill Builder, see AWS Skill Builder.

Topics

« To sign in with AWS Builder ID

» Region availability for AWS Builder ID

o Create your AWS Builder ID

« AWS tools and services that use AWS Builder ID
« Edit your AWS Builder ID profile

« Change your AWS Builder ID password

» Delete all active sessions for your AWS Builder ID
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o Delete your AWS Builder ID

« Manage AWS Builder ID multi-factor authentication (MFA)

» Privacy and data in AWS Builder ID

o AWS Builder ID and other AWS credentials

To sign in with AWS Builder ID

1.

Navigate to the AWS Builder ID profile or the sign-in page of the AWS tool or service that
you want to access. For example, to access AWS Builder Center, open the AWS Builder Center

website.

Choose how to sign-in to your AWS Builder ID

o | have an existing account
o | have a Google Account
o | have an Apple Account

. | have a GitHub Account

. | have an Amazon Account

| have an existing account

1.

For existing accounts, enter the email you used to create your AWS Builder ID and choose Sign
in.

Enter the email you used to create your AWS Builder ID and choose Sign in.
On the Sign in with your AWS Builder ID page, enter your Password.

(Optional) If you want future sign-ins from this device to not prompt for additional
verification, check the box next to This is a trusted device.

Choose Continue.

If prompted with an Additional verification required page, follow the instructions from your
browser to provide the required code or security key.
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® Note

For your security, we analyze your sign-in browser, location, and device. If you tell us to
trust this device, you won't have to provide a multi-factor authentication (MFA) code every
time you sign in. For more information, see Trusted devices.

| have a Google Account

If your Google Account is already associated with an AWS Builder ID, you must use a different email
address to sign in to an application. For more information, see | can't sign in with Google.

1. To use your Google Account to sign in to AWS Builder ID, choose Continue with Google.
2. On the Sign in with Google page, enter the information for your Google Account to sign in.

3. Choose Continue to load the AWS application homepage.

| have an Apple Account

If your Apple Account is already associated with an AWS Builder ID, you must use a different email
address to sign in to an application. For more information, see | can't sign in with Apple.

1. To use your Apple Account to sign in to AWS Builder ID, choose Continue with Apple.
2. On the Sign in with Apple page, enter the information for your Apple account to sign in.

3. Choose Continue to load the AWS application homepage.

| have a GitHub Account

If your GitHub Account is already associated with an AWS Builder ID, you must use a different email
address to sign in to an application. For more information, see | can't sign in with GitHub.

1. To use your GitHub Account to sign in to AWS Builder ID, choose Continue with GitHub.
2. On the Sign in with GitHub page, enter the information for your GitHub Account to sign in.

3. Choose Continue to load the AWS application homepage.
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| have an Amazon Account

If your Amazon Account is already associated with an AWS Builder ID, you must use a different
email address to sign in to an application. For more information, see | can't sign in with Amazon.

1. To use your Amazon Account to sign in to AWS Builder ID, choose Continue with Amazon.
2. On the Sign in with Amazon page, enter the information for your Amazon Account to sign in.

3. Choose Continue to load the AWS application homepage.

Region availability for AWS Builder ID

AWS Builder ID is available in the following AWS Regions. Applications that use AWS Builder ID may
operate in other Regions.
Name Code

US East (N. Virginia) us-east-1

Create your AWS Builder ID

You create your AWS Builder ID when you sign up for one of the AWS tools and services that use
it. Sign up with your email address, name, and password as part of the sign-up process for an AWS
tool or service.

Your password must adhere to the following requirements:

Passwords are case-sensitive.

Passwords must be between 8 and 64 characters in length.

Passwords must contain at least one character from each of the following four categories:
« Lowercase letters (a-z)

» Uppercase letters (A-2)

e Numbers (0-9)

« Non-alphanumeric characters (~!@#$%*&*_-+="|\({}[1:;"'<>,.2/)

The last three passwords cannot be reused.
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» Passwords that are publicly known through a data set leaked from a third party cannot be used.

®

Note

Tools and services that use AWS Builder ID direct you to create and use your AWS Builder ID
when needed.

To create your AWS Builder ID

1. Navigate to the AWS Builder ID profile or the sign-up page of the AWS tool or service that
you want to access. For example, to access AWS Builder Center, open the AWS Builder Center

website.

2. Choose how to create your AWS Builder ID

To use your Google Account, choose Continue with Google and follow the prompts to
complete the sign-up process. This skips steps 3-8 below. Go to step 9.

To use your Apple Account, choose Continue with Apple and follow the prompts to
complete the sign-up process. This skips steps 3-8 below. Go to step 9.

® Note

If you choose to enable the iCloud+ "Hide My Email" feature for Sign in with Apple,
your AWS Builder ID will be created with the designated Hide My Email address

in your Apple Account instead of your real email address. You will not be able to
change this email address, but your first and last name will still be editable. If you
need to sign in to AWS Builder ID, you should use your Hide My Email address.
AWS Builder ID will use your Hide My Email address to send email communications
to you. For more details, see How to use Hide My Email with Sign in with Apple.

To use your GitHub Account, choose Continue with GitHub and follow the prompts to
complete the sign-up process. This skips steps 3-8 below. Go to step 9.

To use your Amazon Account, choose Continue with Amazon and follow the prompts to
complete the sign-up process. This skips steps 3-8 below. Go to step 9.

To create an account with email and password, continue with the following steps.

3. On the Create AWS Builder ID page, enter Your email address. We recommend that you use a

personal email.

Create your AWS Builder ID
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4. Choose Next.
5. Enter Your name, and then choose Next.

6. On the Email verification page, enter the verification code that we sent to your email address.
Choose Verify. Depending on your email provider, it might take a few minutes for you to
receive the email. Check your spam and junk folders for the code. If you don't see the email
from AWS after five minutes, choose Resend code.

7. After we verify your email, on the Choose a password page, enter a Password and Confirm
password.

8. If a Captcha appears as additional security, enter the characters that you see.
Choose Create AWS Builder ID.

Trusted devices

After you select the This is a trusted device option from the sign-in page, we consider all future
sign-ins from that web browser on that device authorized. This means that you don't have to
provide an MFA code on that trusted device. However, if your browser, cookies, or IP address
change, you might have to use your MFA code for additional verification.

AWS tools and services that use AWS Builder ID

You can sign in with your AWS Builder ID to access the following AWS tools and services. Access to
capabilities or benefits that are offered for a charge require an AWS account.

By default, when you sign in to an AWS tool or service using your AWS Builder ID, the session
duration lasts for 30 days except for Amazon Q Developer, which has a 90 day session duration.
After your session ends, you will need to sign in again.

AWS Builder Center

With the AWS Builder Center website, you can discover educational content, explore hands-on

workshops, share your personal projects, and connect with other builders. You can access AWS
Builder Center with your AWS Builder ID.

AWS Migration Hub

Access AWS Migration Hub (Migration Hub) with your AWS Builder ID. Migration Hub provides
a single place to discover your existing servers, plan migrations, and track the status of each

application migration.
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Amazon Q Developer

Amazon Q Developer is a generative Al-powered conversational assistant that can help you to
understand, build, extend, and operate AWS applications. For more information, see What is
Amazon Q Developer? in the Amazon Q Developer User Guide.

AWS re:Post

AWS re:Post provides you with expert technical guidance so you can innovate faster and
improve operational efficiency using AWS services. You can sign in with your AWS Builder ID and
join the community on re:Post without an AWS account or credit card.

AWS Startups

Use your AWS Builder ID to join AWS Startups where you can use learning content, tools,
resources, and support to grow your startup with AWS.

AWS Training and Certification

You can use your AWS Builder ID to access AWS Training and Certification where you can build
your AWS Cloud skills with AWS Skill Builder, learn from AWS experts, and validate your cloud
expertise with an industry-recognized credential.

Kiro

Kiro is an agentic IDE that helps you go from prototype to production with spec-driven
development. From simple to complex tasks, Kiro works alongside you to turn prompts into
detailed specs, then into working code, docs, and tests. With Kiro, what you build is exactly
what you want and is ready to share with your team. Kiro’s agents help you solve challenging
problems and automate tasks like generating documentation and unit tests. With Kiro, you can
build beyond prototypes while being in the driver’s seat every step of the way.

Website Registration Portal (WRP)

You can use your AWS Builder ID as a persistent customer identity and registration profile for
the AWS Marketing Website. To register for new webinars and to view all webinars that you
have registered for or attended, see My webinars.

Edit your AWS Builder ID profile

You can change your profile information at any time. You can edit the Email address and Name
that you used to create an AWS Builder ID, as well as your Nickname. When using social logins like
Google or Apple, only Name and Nickname are editable.
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Your Name is how you're referred to in tools and services while interacting with others. Your

Nickname indicates how you want to be known by AWS, friends, and other people you collaborate
with closely.

® Note

Tools and services that use AWS Builder ID direct you to create and use your AWS Builder ID
when needed.

To edit your profile information

1. Signin to your AWS Builder ID profile at https://profile.aws.amazon.com.

Choose My details.
On the My details page, choose the Edit button next to Profile.

On the Edit profile page, make any desired changes to your Name and Nickname.

Lok W

Choose Save changes. A green confirmation message appears at the top of the page to let you
know that you updated your profile.

® Note

Changing your name and nickname with one of our other sign in partners does not update
the same settings for your AWS Builder ID.

To edit your contact information

1. Signin to your AWS Builder ID profile at https://profile.aws.amazon.com.

Choose My details.
On the My details page, choose the Edit button next to Contact information.
On the Edit contact information page, change your Email address.

Choose Verify email. A dialog box appears.

o v oA WD

In the Verify email dialog box, after you receive the code in your email, enter the code in
Verification code. Choose Verify.
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Change your AWS Builder ID password

Your password must adhere to the following requirements:

Passwords are case-sensitive.

Passwords must be between 8 and 64 characters in length.

Passwords must contain at least one character from each of the following four categories:
« Lowercase letters (a-2)

o Uppercase letters (A-2)

o Numbers (0-9)

« Non-alphanumeric characters (~!@#$%*&*_-+="|\({}[1:;"'<>,.2/)

The last three passwords cannot be reused.

(@ Note

Password changes are not available for AWS Builder ID accounts that use social logins
such as Google or Apple. If you signed in using a social login, you manage your password
through your social login account. To change your password for a social login:

» For a Google Account, see Change or reset your (Google) password.

» For an Apple Account, see Change your Apple Account password.

» For a GitHub Account, see Updating your GitHub access credentials.

» For an Amazon Account, see How to change Amazon password.

To change your AWS Builder ID password

1. Signin to your AWS Builder ID profile at https://profile.aws.amazon.com.

Choose Security.

On the Security page, choose Change password. This takes you to a new page.

P WD

On the Re-enter your password page, under Password, enter your current password. Then
choose Sign in.

5. On the Change your password page, under New password, enter the new password that you
want to use. Then under Confirm password, re-enter the new password that you want to use.
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6. Choose Change password. You're redirected to your AWS Builder ID profile.

Delete all active sessions for your AWS Builder ID

Under Signed in devices, you can view all the devices that you're currently signed in to. If you
don't recognize a device, as a security best practice, first change your password and then sign out

everywhere. You can sign out from all devices by deleting all your active sessions on the Security
page for your AWS Builder ID.

(@ Note

AWS Builder ID supports 90 day extended sessions for Amazon Q Developer in an IDE. For
each new IDE sign in, you can see two session entries. When you sign out of your IDE, you
may continue to see IDE sessions listed under Signed in devices even though they are no
longer valid. These sessions disappear once the 90 days expire.

To delete all active sessions

1. Signin to your AWS Builder ID profile at https://profile.aws.amazon.com.

2. Choose Security.

3. On the Security page, choose Delete all active sessions.

4. Inthe Delete all sessions dialog box, enter delete all. By deleting all your sessions, you sign
out of all devices that you may have signed into using your AWS Builder ID, including different
browsers. Then choose Delete all sessions.

(® Note

When using a social login account like Google or Apple, deleting active AWS Builder ID
sessions will not log you out of your social login account.

Delete your AWS Builder ID

The following procedure describes how to delete your AWS Builder ID account.
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/A Warning
Deleting your AWS Builder ID will result in the following:

» Loss of access — You can no longer access any AWS tools and services that you previously
accessed through AWS Builder ID. Your AWS Builder ID is separate from any AWS account
you may have, and deletion of your AWS Builder ID will not close your AWS account.

« Content deletion — Any remaining content associated solely with your AWS Builder ID
will be deleted and you will no longer be able to access or recover your content from
applications using your AWS Builder ID.

« Personal information deletion — Any personal information you provided in connection
with the creation and administration of your AWS Builder ID will be deleted, except that
AWS may retain personal information as required or permitted by law, such as records of
your deletion request or data in a form that does not identify you.

You can find out more about how we handle your information in the AWS Privacy Notice.

You can update your AWS communication preferences or unsubscribe by visiting the AWS
Communications Preferences Center.

» Social login accounts remain unchanged - If you are using a social login such as Google
or Apple, deleting your AWS Builder ID does not delete anything related to your social
login account. Refer to the documentation from your social login provider to learn how
to delete those accounts. Deleting the AWS Builder ID connection from your social login
account does not delete your AWS Builder ID account, but you will no longer be able to
access your AWS Builder ID profile.

To delete your AWS Builder ID

1. Sign in to your AWS Builder ID profile at https://profile.aws.amazon.com.

Choose Privacy & data.
On the Privacy & data page, under Deleting AWS Builder ID, choose Delete AWS Builder ID.

Select the check box beside each disclaimer to confirm that you are ready to proceed.

Lok W

Choose Delete AWS Builder ID.
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Manage AWS Builder ID multi-factor authentication (MFA)

Multi-factor authentication (MFA) is a simple and effective mechanism to enhance your security.
The first factor — your password — is a secret that you memorize, also known as a knowledge
factor. Other factors can be possession factors (something you have, such as a security key) or
inherence factors (something you are, such as a biometric scan). We strongly recommend that you
configure MFA to add an additional layer for your AWS Builder ID.

You can register a built-in authenticator and also register a security key that you keep in a
physically secure location. If you're unable to use your built-in authenticator, then you can use your
registered security key. For authenticator applications, you can also enable the cloud backup or
sync feature in those apps. This helps you avoid losing access to your profile if you lose or break
your MFA device.

Key points

« We recommend that you register multiple MFA devices. If you lose access to all registered MFA
devices, you will be unable to recover your AWS Builder ID.

« We recommend that you periodically review your registered MFA devices to ensure they are up
to date and functional. Additionally, you should store those devices in a place that is physically
secure when not in use.

o If you created your account using Continue with Google, you can enable multi-factor
authentication through your Google account. For details, see Turn on 2-Step Verification.

« If you created your account using Continue with Apple, multi-factor authentication is likely
already enabled in your Apple Account. If not, for details on how to enable it, see Two-factor
authentication for Apple Account.

« If you created your account using Continue with GitHub, you can enable multi-factor
authentication through your GitHub Account. For details, see Configuring (GitHub) two-factor
authentication.

« If you created your account using Continue with Amazon, you can enable multi-factor
authentication through your Amazon Account. For details, see What is Two-Step Verification?.

Available MFA types for AWS Builder ID

AWS Builder ID supports the following multi-factor authentication (MFA) device types.

Manage multi-factor authentication (MFA) 92


https://support.google.com/accounts/answer/185839
https://support.apple.com/en-us/102660
https://support.apple.com/en-us/102660
https://docs.github.com/en/authentication/securing-your-account-with-two-factor-authentication-2fa/configuring-two-factor-authentication
https://docs.github.com/en/authentication/securing-your-account-with-two-factor-authentication-2fa/configuring-two-factor-authentication
https://www.amazon.com/gp/help/customer/display.html?nodeId=G3PWZPU52FKN7PW4

AWS Sign-In User Guide

FIDO2 authenticators

FIDO?2 is a standard that includes CTAP2 and WebAuthn and is based on public key cryptography.
FIDO credentials are phishing-resistant because they are unique to the website that the credentials
were created such as AWS.

AWS supports the two most common form factors for FIDO authenticators: built-in authenticators
and security keys. See below for more information about the most common types of FIDO
authenticators.

Topics
e Built-in authenticators

 Security keys
» Password managers, passkey providers, and other FIDO authenticators

Built-in authenticators

Some devices have built-in authenticators, such as TouchID on MacBook or a Windows Hello-
compatible camera. If your device is compatible with FIDO protocols, including WebAuthn, you can
use your fingerprint or face as second factor. For more information, see FIDO Authentication.

Security keys

You can purchase a FIDO2-compatible external USB, BLE, or NFC-connected security key. When
you're prompted for an MFA device, tap the key's sensor. YubiKey or Feitian make compatible
devices. For a list of all compatible security keys, see FIDO Certified Products.

Password managers, passkey providers, and other FIDO authenticators

Multiple third party providers support FIDO authentication in mobile applications, as features
in password managers, smart cards with a FIDO mode, and other form factors. These FIDO-
compatible devices can work with 1AM Identity Center, but we recommend that you test a FIDO
authenticator yourself before enabling this option for MFA.

(® Note

Some FIDO authenticators can create discoverable FIDO credentials known as passkeys.
Passkeys may be bound to the device that creates them, or they may be syncable and
backed up to a cloud. For example, you can register a passkey using Apple Touch ID on
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a supported Macbook, and then log in to a site from a Windows laptop using Google
Chrome with your passkey in iCloud by following the on-screen prompts at sign-in.

For more information about which devices support syncable passkeys and current

passkey interoperability between operating systems and browsers, see Device Support at
passkeys.dev, a resource maintained by the FIDO Alliance And World Wide Web Consortium
(W3Q).

Authenticator applications

Authenticator apps are one-time password (OTP)-based third party-authenticators. You can use
an authenticator application installed on your mobile device or tablet as an authorized MFA
device. The third-party authenticator application must be compliant with RFC 6238, which is a
standards-based time-based one-time password (TOTP) algorithm capable of generating six-digit
authentication codes.

When prompted for MFA, you must enter a valid code from your authenticator app within the input
box presented. Each MFA device assigned to a user must be unique. Two authenticator apps can be
registered for any given user.

You can choose from the following well-known third-party authenticator apps. However, any
TOTP-compliant application works with AWS Builder ID MFA.
Operating system Tested authenticator app

Android 1Password, Authy, Duo Mobile, Microsoft
Authenticator, Google Authenticator

i0S 1Password, Authy, Duo Mobile, Microsoft
Authenticator, Google Authenticator

Register your AWS Builder ID MFA device

(® Note

After you sign up for MFA, sign out, and then sign in on the same device, you might not be
prompted for MFA on trusted devices.

Register your AWS Builder ID MFA device 94


https://passkeys.dev/device-support/
https://passkeys.dev/
https://play.google.com/store/apps/details?id=com.onepassword.android
https://play.google.com/store/apps/details?id=com.authy.authy
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile
https://play.google.com/store/apps/details?id=com.azure.authenticator
https://play.google.com/store/apps/details?id=com.azure.authenticator
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
https://apps.apple.com/us/app/1password-password-manager/id1511601750
https://apps.apple.com/us/app/authy/id494168017
https://apps.apple.com/us/app/duo-mobile/id422663827
https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://apps.apple.com/us/app/google-authenticator/id388497605

AWS Sign-In User Guide

To register your MFA device using an authenticator app

1.

Lok W

Sign in to your AWS Builder ID profile at https://profile.aws.amazon.com.

Choose Security.
On the Security page, choose Register device.
On the Register MFA device page, choose Authenticator app.

AWS Builder ID operates and displays configuration information, including a QR code graphic.
The graphic is a representation of the "secret configuration key" that is available for manual
entry in authenticator apps that do not support QR codes.

Open your authenticator app. For a list of apps, see Authenticator applications.

If the authenticator app supports multiple MFA devices or accounts, choose the option to
create a new MFA device or account.

Determine whether the MFA app supports QR codes, and then do one of the following on the
Set up your authenticator app page:

1. Choose Show QR code, and then use the app to scan the QR code. For example, you might
choose the camera icon or choose an option similar to Scan code. Then use the device's
camera to scan the code.

2. Choose Show secret key, and then enter that secret key into your MFA app.

When you finish, your authenticator app will generate and display a one-time password.

In the Authenticator code box, enter the one-time password that currently appears in your
authenticator app. Choose Assign MFA.

/A Important

Submit your request immediately after generating the code. If you generate the code
and then wait too long to submit the request, the MFA device is successfully associated
with your AWS Builder ID, but the MFA device is out of sync. This happens because
time-based one-time passwords (TOTP) expire after a short period of time. If this
happens, you can resync the device. For more information, see | get the message 'An

unexpected error has occurred' when | try to register or sign in with an authenticator

app.
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9. To give your device a friendly name in AWS Builder ID, choose Rename. This name helps you
distinguish this device from others that you register.

The MFA device is now ready for use with AWS Builder ID.

Register a security key as your AWS Builder ID MFA device

To register your MFA device using a security key

1. Signin to your AWS Builder ID profile at https://profile.aws.amazon.com.

Choose Security.
On the Security page, choose Register device.

On the Register MFA device page, choose Security key.

ok W

Ensure that your security key is enabled. If you use a separate physical security key, connect it
to your computer.

6. Follow the instructions on your screen. Your experience varies based on your operating system
and browser.

7. To give your device a friendly name in AWS Builder ID, choose Rename. This name helps you
distinguish this device from others that you register.

The MFA device is now ready for use with AWS Builder ID.

Rename your AWS Builder ID MFA device

To rename your MFA device

1. Sign in to your AWS Builder ID profile at https://profile.aws.amazon.com.

2. Choose Security. When you arrive at the page, you see that Rename is grayed out.

3. Select the MFA device that you want to change. This allows you to choose Rename. Then a
dialog box appears.

4. Inthe prompt that opens, enter the new name in MFA device name, and choose Rename. The
renamed device appears under Multi-factor authentication (MFA) devices.
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Delete your MFA device

We recommend that you keep two or more active MFA devices. Before you remove a device, see
Register your AWS Builder ID MFA device to register a replacement MFA device. To disable multi-

factor authentication for your AWS Builder ID, remove all registered MFA devices from your profile.
To delete an MFA device

Sign in to your AWS Builder ID profile at https://profile.aws.amazon.com.

Choose Security.
Select the MFA device that you want to change and choose Delete.

In the Delete MFA device? modal, follow the instructions to delete your device.

i kA W=

Choose Delete.

The deleted device no longer appears under Multi-factor authentication (MFA) devices.

Privacy and data in AWS Builder ID

The AWS Privacy Notice outlines how we handle your personal data. For information on how to
delete your AWS Builder ID profile, see Delete your AWS Builder ID.

Request your AWS Builder ID data

You can request and view the personal information associated with your AWS Builder ID and

the AWS applications and services you accessed with your AWS Builder ID. For more information
about exercising your data subject rights, including for personal information provided in relation
to other AWS websites, applications, products, services, events, and experiences, see https://
aws.amazon.com/privacy.

To request your data

1. Signin to your AWS Builder ID profile at https://profile.aws.amazon.com.
2. Choose My AWS Builder ID data.

3. On the My AWS Builder ID data page, under Deleting AWS Builder ID, choose Request your
data.

4. A green confirmation message appears at the top of the page that we received your request
and will complete it within 30 days.
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5.  When you receive an email from us that the request has been processed, navigate back to
the Privacy & data page of your AWS Builder ID profile. Choose the newly available button
Download ZIP archive with your data.

While your data request is pending, you will not be able to delete your AWS Builder ID.

AWS Builder ID and other AWS credentials

Your AWS Builder ID is separate from any AWS account or sign in credential. You can use the same
email for your AWS Builder ID and for the root user email of an AWS account.

An AWS Builder ID:

« Allows you to access tools and services that use AWS Builder ID.

» Doesn't impact existing security controls, such as policies and configurations that you've
specified on your AWS accounts or applications.

» Doesn't replace any existing root, IAM Identity Center, or IAM users, credentials, or accounts.

« Can't obtain AWS IAM credentials to access the AWS Management Console, AWS CLI, AWS SDKs,
or AWS Toolkit.

An AWS account is a resource container with contact and payment information. It establishes a
security boundary in which to operate billed and metered AWS services, like S3, EC2, or Lambda.
Account owners can sign in to an AWS account in the AWS Management Console. For more
information see Signing in to the AWS Management Console.

How AWS Builder ID relates to your existing IAM Identity Center
identity

As the individual who owns the identity you manage the AWS Builder ID. It's not connected to any
other identity you may have for another organization, such as school or work. You might use a
workforce identity in IAM Identity Center to represent your work-self and an AWS Builder ID to
represent your private-self. These identities operate independently.

Users in AWS IAM ldentity Center (successor to AWS Single Sign-On) are managed by a corporate IT
or cloud administrator, or by the administrator of the organization’s identity provider, such as Okta,
Ping, or Azure. Users in 1AM Identity Center can access resources across multiple accounts in AWS
Organizations.
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Multiple AWS Builder ID profiles

You can create more than one AWS Builder ID as long as each ID uses a unique email address.
However, using more than one AWS Builder ID can make it difficult to recall which AWS Builder ID
you used for which purpose. When possible, we recommend using a single AWS Builder ID for all
your activities in AWS tools and services.
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Sign out of AWS

How you sign out of your AWS account depends on what type of AWS user you are. You can be
an account root user, an IAM user, a user in IAM Identity Center, a federated identity, or an AWS
Builder ID user. If you're not sure what kind of user you are, see Determine your user type.

Topics

« Sign out of the AWS Management Console

» Sign out of your AWS access portal

» Sign out of AWS Builder ID

Sign out of the AWS Management Console

To sign out of the AWS Management Console

1. After you're signed in to the AWS Management Console, you arrive at a page similar to the
one shown in the following image. Your account name or IAM user name is shown in the upper
right corner.

Console Home .. Eevet Ly dufaull Layourt + Add widgaen

Recently visited wu Welcoma to AWS i AWS Health =

FEEEEE

2. In the navigation bar on the upper right, choose your user name.
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Any Town * example.com ¥

Reset to default layout + Add widgets

AWS Health infe

Open issues
O Past 7 days

Scheduled changes

D Upcoming and past 7 days

3. Choose a Sign out option. The button options differ based on how many accounts you are
signed in to.
« Select Sign out if you are signed in to only one account.
« Select Sign out of all sessions to sign out of all your identities simultaneously.
« Select Sign out of current session to sign out of the identity you have selected.

4. You are returned to the AWS Management Console webpage.

For more information about signing in to multiple accounts, see Signing in to multiple accounts in
the AWS Management Console Getting Started Guide.

Sign out of your AWS access portal

To sign out of your AWS access portal

1. In the navigation bar on the upper right, choose your user name.

2. Select Sign out as shown in the following image.
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aWs  access portal

AWS access portal

Accounts Applications

Applications (2)

Q, Find applications by name

AmazonQ QuickSight

[l lad

3. If you successfully sign out, you now see your AWS access portal sign in page.

If you use an external identity provider (IdP) as your identity source, the active session for your
credentials is not terminated when you sign out. If you navigate back to the AWS access portal, you
may be automatically signed in without having to provide your credentials.

Sign out of AWS Builder ID

To sign out of an AWS service that you've accessed using your AWS Builder ID, you must sign out of
the service. If you want to sign out of your AWS Builder ID profile, see the following procedure.

To sign out of your AWS Builder ID profile

1. After you have signed in to your AWS Builder ID profile at https://profile.aws.amazon.com/,
you arrive at My details.

2. Inthe top right of your AWS Builder ID profile page, choose Sign out.

aws 1 out

AWS Builder ID X
My details
s

Changes to your AWS Builder ID apply to all AWS services and applications that you access using your AWS Builder ID.

Profile information Edit

yyyyyyyyyyyyyy

3. You're signed out when you no longer see your AWS Builder ID profile.
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Troubleshooting AWS account sign-in issues

Use the information here to help you troubleshoot sign-in and other AWS account issues. For step-
by-step directions on signing in to an AWS account, see Sign in to the AWS Management Console.

If none of the troubleshooting topics help you address your sign-in issue, you can create a case
with Support by filling out this form: I'm an AWS customer and I'm looking for billing or account
support. As a security best practice, Support can't discuss the details of any AWS account other
than the account that you're signed in to. AWS Support also can't change the credentials associated

with an account for any reason.

(® Note

Support does not publish a direct phone number for reaching a support representative.

For more assistance on troubleshooting your sign-in issues, see What do | do if I'm having trouble

signing in to or accessing my AWS account? If you are having trouble signing in to Amazon.com, see

Amazon Customer Service instead of this page.

Topics

« My AWS Management Console credentials aren't working

» Password reset is required for my root user

» | don't have access to the email for my AWS account

« My MFA device is lost or stopped working

« | can’'t access the AWS Management Console sign-in page

« | cannot sign in due to network conditions in Sign-in resource-based policies

« | am locked out of my account after enabling console authorization

« My policy changes are not taking effect

o How can | find my AWS account ID or alias

| need my account verification code

| forgot my root user password for my AWS account

| forgot my IAM user password for my AWS account
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| forgot my federated identity password for my AWS account

| can't sign in to my existing AWS account and | can't create a new AWS account with the same
email address

| need to reactivate my suspended AWS account

| need to contact Support for sign-in issues

I need to contact AWS Billing for billing issues

| have a question about a retail order

| need help managing my AWS account

My AWS access portal credentials aren't working

| forgot my IAM Identity Center password for my AWS account

| receive an error that states ‘It's not you, it's us' when | try to sign in to the IAM Identity Center
console

My AWS Management Console credentials aren't working

If you remember your username and password, but your credentials don't work, you might be on
the wrong page. Try signing in on a different page:

Root user sign-in page

o If you created or own an AWS account and are performing a task that requires root user
credentials, enter your account email address in the AWS Management Console. To learn how to

access the root user, see To sign in as the root user. If you forgot your root user password, you

can reset it. See | forgot my root user password for my AWS account for more information. If you

forgot your root user email address, check your email inbox for an email from AWS.

« If you tried to sign in to your root user account and received the error: Password recovery is
disabled for my root user account, you have no root user credentials. You can't sign in as a root
user or perform password recovery for your account’s root user. AWS member accounts managed
using AWS Organizations may not have a root user password, access keys, signing certificates, or
active multi-factor authentication (MFA).

Only the management account or delegated administrator for IAM can perform root user actions
in your member account. Contact your administrator if you need to perform a task that requires
root user credentials. For more information, see Centrally manage root access for member

accounts in the AWS Identity and Access Management User Guide.
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IAM user sign-in page

« If you or someone else created an IAM user within an AWS account, you must know that AWS
account ID or alias to sign in. Enter your account ID or alias, username, and password in to the
AWS Management Console. To learn how to access the IAM user sign-in page, see To sign in as

an IAM user. If you forgot your IAM user password, you can see | forgot my IAM user password

for my AWS account for information on resetting your 1AM user password. If you forgot your

account number, search your email, browser favorites, or browser history for a URL that includes
signin.aws.amazon.com/. Your account ID or alias will follow the "account=" text in the
URL. If you can't find your account ID or alias, contact your administrator. Support can’t help you
recover this information. You can’t see your account ID or alias until after you sign in.

Password reset is required for my root user

For your account protection, you may receive the following message when you try to sign in to the
AWS Management Console:

Password reset is required. For security concerns, you need to reset your password. To keep your
account secure, you must choose Forgot password below and reset your password.

In addition to this message, AWS also notifies you when we identify a potential issue through the
email associated with your account. This email includes the reason the password reset is required.
For example, when we identify unusual login activity to your AWS account or credentials associated
with your AWS account are publicly available online.

Update your password to ensure your root user credentials stay secure. To learn how to reset your
root user password, see | forgot my root user password for my AWS account.

I don't have access to the email for my AWS account

When you create an AWS account, you provide an email address and password. These are the
credentials for the AWS account root user. If you aren't sure of the email address associated with
your AWS account, look for saved correspondence ending in @signin.aws or @verify.signin.aws to
any email address for your organization that might have been used to open the AWS account. Ask
other members of your team, organization, or family. If someone you know created the account,
they can help you get access.
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If you know the email address but no longer have access to the email, first try to recover access to
the email using one of the following options:

« If you own the domain for the email address, you can restore a deleted email address.
Alternatively, you can set up a catch-all for your email account, which "catches all" messages sent
to email addresses that no longer exist in the mail server and redirects them to another email
address.

o If the email address on the account is part of your corporate email system, we recommend that
you contact your IT system administrators. They might be able to help you regain access to the
email.

If you're still not able to sign in to your AWS account, you can find alternate support options by
contacting Support.

My MFA device is lost or stopped working

If your MFA device is lost, damaged, or not working, you don't receive a one-time passcode (OTP)
when you send an MFA verification request.

IAM users
You can sign in using another MFA device registered to the same IAM user.

IAM users must contact an administrator to deactivate an MFA device that is not working. These
users can't recover their MFA device without the administrator's assistance. Your administrator

is typically an Information Technology (IT) personnel who has a higher level of permissions to
the AWS account than other members of your organization. This individual created your account
and provides users with their access credentials to sign in.

Root users

To recover access to the root user, you must sign in using another MFA device registered to the
same root user. Then, review the following options to recover or update your MFA device:

 For step-by-step directions to recover an MFA device, see What if an MFA device is lost or

stops working?

 For step-by-step directions on how to update a telephone number for an MFA device, see
How do | update my telephone number to reset my lost MFA device?
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» For step-by-step directions to activate MFA devices, see Enabling MFA devices for users in
AWS.

« If you can't recover your MFA device, contact Support.

® Note

IAM users must contact their administrator for assistance with MFA devices. Support
can't assist IAM users with MFA device issues.

| can’t access the AWS Management Console sign-in page

If you can't see your sign-in page, the domain might be blocked by a firewall. Contact your network
administrator to add the following domains or URL endpoints to your web-content filtering
solution allow-lists depending on what type of user you are and how you sign in.

Root user and IAM users *.signin.aws.amazon.com

Amazon.com account sign-in www.amazon.com

IAM Identity Center users and first-party « *.awsapps.com (http://awsapps.com/)
application sign-in . *signin.aws

I cannot sign in due to network conditions in Sign-in resource-
based policies

If you see one of the following error messages, a Sign-in resource-based policy or resource control
policy (RCP) might be restricting access based on your network location:

» "Your authentication information is incorrect. Please try again."

« "Authentication failed Invalid request"

» "Authentication failed: To access this account, sign in from a different network, or contact your
administrator for more information"
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Contact your administrator or see | cannot sign in due to network conditions in Sign-in resource-
based policies for detailed troubleshooting steps.

I am locked out of my account after enabling console
authorization

If you configured console authorization and can no longer access your account, you might not
have configured excluded principals or emergency recovery access before enforcing the policy. For
resolution steps including AWS CLI self-service, the OrganizationAccountAccessRole, and
AWS Support options, see | am locked out of my account after enabling console authorization.

My policy changes are not taking effect

Changes to console authorization configuration and resource permission statements replicate
globally and may take a few minutes to take effect. If your changes are not visible after waiting,
see Changes that | make are not always immediately visible for troubleshooting steps.

How can | find my AWS account ID or alias

If you are an IAM user and you aren't signed in, ask your administrator for the AWS account ID or
alias. Your administrator is typically an Information Technology (IT) personnel who has a higher
level of permissions to the AWS account than other members of your organization. This individual
created your account and provides users with their access credentials to sign in.

If you are an IAM user with access to the AWS Management Console, your account ID can be
found in your sign-in URL. Check your emails from your administrator for the sign-in URL.
The account ID is the first twelve digits in the sign-in URL. For example, in the following URL,
https://111122223333.signin.aws.amazon.com/console, your AWS account ID is
111122223333.

After you sign in to the AWS Management Console, you can find your account information located
in the navigation bar next to your Region. For example in the following screenshot, the IAM user
Carlos has an AWS account of 1111-2222-3333.
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Account ID
0 1111-2222-3333

IAM user
[C] carlos

Account

Organization

Service Quotas

Billing and Cost Management

Security credentials

Role history

For more information about your AWS account ID and alias and how to find it, see Your AWS
account ID and its alias.

I need my account verification code

If you provided your account email address and password, AWS sometimes requires you to provide
a one-time verification code. To retrieve the verification code, check the email that's associated
with your AWS account for a message from Amazon Web Services. The email address ends in
@signin.aws or @verify.signin.aws. Follow the directions in the message. If you don't see the
message in your account, check your spam and junk folders. If you no longer have access to the
email, see | don't have access to the email for my AWS account.
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| forgot my root user password for my AWS account

If you are a root user and you have lost or forgotten the password for your AWS account, you can
reset your password by selecting the "Forgot Password" link in the AWS Management Console. You
must know your AWS account's email address and must have access to the email account. You will
be emailed a link during the password recovery process to reset your password. The link will be
sent to the email address you used to create your AWS account.

To reset the password for an account that you created using AWS Organizations, see Accessing a
member account as the root user.

To reset your root user password

1. Use your AWS email address to begin signing in to the AWS Management Console as the root
user. Then, choose Next.

Sign in

® Root user
Account owner that performs tasks requiring

unrestricted access. Learn more
L 1AM user
User within an account that performs daily tasks

Learn more

Root user email address

usernamelexample. com

® Note

If you are signed in to the AWS Management Console with 1AM user credentials, then

you must sign out before you can reset the root user password. If you see the account-
specific IAM user sign-in page, choose Sign-in using root account credentials near the
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bottom of the page. If necessary, provide your account email address and choose Next
to access the Root user sign in page.

2. Choose Forgot password?

Root user sign in @

Email;: username@example.com

Password Forgot password?

3. Complete the password recovery steps. If you can't complete the security check, try listening
to the audio or refreshing the security check for a new set of characters. An example of a

password recovery page is shown in the following image.

Password recovery x

Email address

username@example.com

Type the characters seen in the image
below

e

~
L=
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4. After you complete the password recovery steps, you receive a message that further
instructions have been sent to the email address associated with your AWS account.

An email with a link to reset your password is sent to the email used to create the AWS

account.

® Note

The email will come from an address ending in @signin.aws or @verify.signin.aws.

5. Select the link provided in the AWS email to reset your AWS root user password.

6. The link directs you to a new webpage to create a new root user password.

Reset password

New password

Confirm new password

You receive a confirmation that your password reset was successful. A successful password
reset is shown in the following image.

Password reset successful

Your password has been updated successfully. Sign in

to access AWS properties.

For more information on resetting your root user password, see How do | recover a lost or

forgotten AWS password?
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| forgot my IAM user password for my AWS account

To change your IAM user password, you must have the proper permissions. For more information
about resetting your IAM user password, see How an IAM user changes their own password.

If you do not have the permission to reset your password, then only your IAM administrator can
reset the IAM user password. IAM users should contact their IAM administrator to reset their
password. Your administrator is typically an Information Technology (IT) personnel who has a
higher level of permissions to the AWS account than other members of your organization. This
individual created your account and provides users with their access credentials to sign in.

Sign in as IAM user

Account 1D (12 digits) or account alias

111122223333

|AM user name

Password

[[] Remember this account

Sign in using root user email

rFurgot password?

Account owners, return to the main sign-in page and
sign in using your email address. IAM users, only your
administrator can reset your password. For help,
contact the administrator that provided you with your
user name. Learn more

For security purposes, Support doesn't have access to view, provide, or change your credentials.

For more information on resetting your IAM user password, see How do | recover a lost or forgotten
AWS password?
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To learn how an administrator can manage your password, see Managing passwords for IAM users.

| forgot my federated identity password for my AWS account

Federated identities sign in to access AWS accounts with external identities. The type of external
identity in use determines how federated identities sign in. Your administrator creates federated
identities. Check with your administrator for more details on how to reset your password. Your
administrator is typically an Information Technology (IT) personnel who has a higher level of
permissions to the AWS account than other members of your organization. This individual created
your account and provides users with their access credentials to sign in.

| can’t sign in to my existing AWS account and | can't create a
new AWS account with the same email address

You can associate an email address with only one AWS account root user. If you close your root user
account and it remains closed for more than 90 days, then you are not able to reopen your account
or create a new AWS account using the e-mail address associated with this account.

To fix this issue, you can use subaddressing where you add a plus sign (+) after your usual email
address when you sign up for a new account. The plus sign (+) can be followed by uppercase or
lowercase letters, numbers, or other Simple Mail Transfer Protocol (SMTP) supported characters.
For example, you can use email+l@yourcompany.comor email+tag@yourcompany.com where
your usual email is email@yourcompany.com. This is considered a new address even though it's
connected to the same inbox as your usual email address. Before you sign up for a new account, we
recommend that you send a test email to your appended email address to confirm that your email
provider supports subaddressing.

I need to reactivate my suspended AWS account

If your AWS account is suspended and you want to reinstate it, see How can | reactivate my

suspended AWS account?

I need to contact Support for sign-in issues

If you tried everything, you can get help from Support by completing the Billing and Account
Support request.
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I need to contact AWS Billing for billing issues

If you can't sign in to your AWS account and would like to contact AWS Billing for billing issues, you
can do so through a Billing and Account Support request. For more information about AWS Billing
and Cost Management, including your charges and payment methods, see Getting help with AWS

Billing.

| have a question about a retail order

If you have an issue with your www.amazon.com account or a question about a retail order, see
Support Options & Contact Us.

| need help managing my AWS account

If you need help changing a credit card for your AWS account, reporting fraudulent activity, or
closing your AWS account, see Troubleshooting other issues with AWS accounts.

My AWS access portal credentials aren't working

When you can't sign in to your AWS access portal, try to remember how you previously accessed
AWS.

If you don't remember using a password at all

You might have previously accessed AWS without using AWS credentials. This is common for
enterprise single sign-on through IAM Identity Center. Accessing AWS this way means that you
use your corporate credentials to access AWS accounts or applications without entering your
credentials.

« AWS access portal - If an administrator allows you to use credentials from outside AWS to access
AWS, you need the URL for your portal. Check your email, browser favorites, or browser history
for a URL that includes awsapps.com/start or signin.aws/platform/login.

For example, your custom URL might include an ID or a domain such as
https://d-1234567890.awsapps.com/start. If you can't find your portal link, contact your
administrator. Support can't help you recover this information.
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If you remember your username and password, but your credentials don't work, you might be on
the wrong page. Look at the URL in your web browser, if it's https://signin.aws.amazon.com/ then
a federated user or IAM Identity Center user can't sign-in using their credentials.

« AWS access portal - If an administrator set up an AWS IAM Identity Center (successor to AWS
Single Sign-0On) identity source for AWS, you must sign in using your username and password
at your AWS access portal for your organization. To locate the URL for your portal check your
email, secure password storage, browser favorites, or browser history for a URL that includes
awsapps.com/start or signin.aws/platform/login. For example, your custom URL
might include an ID or a domain such as https://d-1234567890.awsapps.com/start. If
you can't find your portal link, contact your administrator. Support can't help you recover this
information.

| forgot my IAM Identity Center password for my AWS account

If you are a user in IAM Identity Center and you have lost or forgotten the password for your AWS
account, you can reset your password. You must know the email address used for the IAM Identity
Center account and have access to it. A link to reset your password is sent to your AWS account
email.

To reset your user in IAM Identity Center password

1. Use your AWS access portal URL link and enter your username. Then, choose Next.

Sign in

Username

Jane_Doe

Remember username

2. Select Forgot password as shown in the following image.
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Sign in

Password

Username: Jane_Doe (not you?)

Show password

Forgot password

| Cancel

3. Complete the password recovery steps.

Username: Jane_Doe

Forgot password

Verify that you're a real person. Enter the
characters from the image below.

Cancel

4. After you complete the password recovery steps, you receive the following message

confirming that you've been sent an email message that you can use to reset your password.

| forgot my IAM Identity Center password for my AWS account
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(i) Reset password email sent

Please check your inbox. If you did
not receive a password reset email,
confirm that your username is
correct, or ask your administrator
to check your registered email.

An email with a link to reset your password is sent to the email associated with the IAM
Identity Center user account. Select the link provided in the AWS email to reset your password.
The link directs you to a new web page to create a new password. After creating a new
password, you receive confirmation that the password reset was successful.

If you didn't receive an email to reset your password, ask your administrator to confirm which
email is registered with your user in IAM Identity Center.

| receive an error that states ‘It's not you, it's us’' when I try to
sign in to the IAM Identity Center console

This error indicates there is a setup problem with your instance of IAM Identity Center or the
external identity provider (IdP) it's using as its identity source. We recommend that you verify the
following:

« Verify the date and time settings on the device you're using to sign in. We recommend that you
allow the date and time to be set automatically. If that's not available, we recommend syncing
your date and time to a known Network Time Protocol (NTP) server.

 Verify that the IdP certificate uploaded to IAM Identity Center is the same one provided by
your identity provider. You can check the certificate from the IAM Identity Center console
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by navigating to Settings. In the Identity Source tab, under Action, choose Manage
Authentication. You may need to import a new certificate.

 Inyour IdP's SAML metadata file, ensure that the NamelD Format is
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.

« If you're using AD Connector, verify that the credentials for the service account are correct
and have not expired. For more information, see Update your AD Connector service account

credentials in Directory Service.
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Troubleshooting AWS Builder ID issues

Use the information here to help you troubleshoot issues you might have with your AWS Builder ID.

Topics

My email is already in use

| can't complete email verification

| can't sign in with Google

| can't sign in with Apple

| can't sign in with GitHub

| can't sign in with Amazon

| received a sign in error when | attempted to sign up for an AWS Builder ID using continue with
Google

| received a sign in error when | attempted to sign up for an AWS Builder ID using continue with
Apple

| received a sign in error when | attempted to sign up for an AWS Builder ID using continue with
GitHub

| received a sign in error when | attempted to sign up for an AWS Builder ID using continue with
Amazon

| receive an error that states 'lIt's not you, it's us' when | try to sign in with my AWS Builder ID

| forgot my password

| can't set a new password

My password isn't working

My password isn't working and | can no longer access emails sent to my AWS Builder ID email

address

| can't enable MFA

| can't add an authenticator app as a MFA device

| can't remove an MFA device

| get the message 'An unexpected error has occurred' when | try to register or sign in with an

authenticator app

| get the message 'lt's not you, it's us' when trying to sign in to AWS Builder ID
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« Sign out doesn't sign me out completely

« I'm still looking to solve my problem

My email is already in use

If the email that you entered is already in use and you recognize it as your own, then you may
already have signed up for an AWS Builder ID. Try signing in using that email address. If you don't
remember your password, see | forgot my password.

I can't complete email verification

If you signed up for AWS Builder ID but have not received your verification email, complete the
following troubleshoot tasks.

1. Check your spam, junk, and deleted items folder.

® Note

This verification email comes from either the address no-reply@signin.aws or no-

reply@login.awsapps.com. We recommend that you configure your mail system so that
it accepts emails from these sender email addresses and does not handle them as junk
or spam.

2. Choose Resend code, refresh your inbox, and check your spam, junk, and deleted items folders
again.
3. If you still don't see your verification email, double-check your AWS Builder ID email address

for typos. If you entered the wrong email address, sign up again with an email address that
you own.

I can’t sign in with Google

If you have an existing AWS Builder ID profile with the same email address as your Google account,
use your AWS Builder ID password to sign in to your account. If you don't remember your password,
see | forgot my password.

For help signing in with your Google password, see Can't sign in to your Google Account.
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| can't sign in with Apple

If you have an existing AWS Builder ID profile with the same email address as your Apple Account,
use your AWS Builder ID password to sign in to your account. If you don't remember your password,
see | forgot my password.

For help signing in with your Apple password, see If you can't sign in to your Apple Account.

I can't sign in with GitHub

If you have an existing AWS Builder ID profile with the same email address as your GitHub account,
use your AWS Builder ID password to sign in to your account. If you don't remember your password,
see | forgot my password.

For help signing in with your GitHub password, see Unable to sign in - GitHub Support.

| can't sign in with Amazon

If you have an existing AWS Builder ID profile with the same email address as your Amazon
account, use your AWS Builder ID password to sign in to your account. If you don't remember your
password, see | forgot my password.

For help signing in with your Amazon password, see Help with signing in.

I received a sign in error when | attempted to sign up for an
AWS Builder ID using continue with Google

This means that you either have an existing AWS Builder ID using the same email address as your
Google Account, or that the email address associated with your Google Account is not verified. In
either case, please try to sign up again entering your email address and providing a password.

| received a sign in error when | attempted to sign up for an
AWS Builder ID using continue with Apple

This means that you either have an existing AWS Builder ID using the same email address as your
Apple Account, or that the email address associated with your Apple Account is either not verified
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or managed by your company with Apple Business Manager or by your school with Apple School

Manager. In either case, please try to sign up again entering your email address and providing a
password.

| received a sign in error when | attempted to sign up for an
AWS Builder ID using continue with GitHub

This means that you either have an existing AWS Builder ID using the same email address as your
GitHub Account, or that the email address associated with your GitHub Account is not verified. In
either case, please try to sign up again entering your email address and providing a password.

| received a sign in error when | attempted to sign up for an
AWS Builder ID using continue with Amazon

This means that you either have an existing AWS Builder ID using the same email address as your

Amazon Account, or that the email address associated with your Amazon Account is not verified. In

either case, please try to sign up again entering your email address and providing a password.

| receive an error that states 'It's not you, it's us' when | try to
sign in with my AWS Builder ID

If you receive this error message when you try to sign in, there might be an issue with your local
settings or email address.

« Verify the date and time settings on the device you're using to sign in. We recommend that you

allow the date and time to be set automatically. If that's not available, we recommend syncing
your date and time to a known Network Time Protocol (NTP) server.

» Review your email address for formatting errors. The following issues will return an error when
trying to sign in with your AWS Builder ID.

« Space in an email address

Forward slash (/) in an email address

Two periods (.) in an email address

Two ampersands (@) in an email address

Comma (,) at the end of an email address

| received a sign in error when | attempted to sign up for an AWS Builder ID using continue with GitHub
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» Bracket (]) at the end of an email address

| forgot my password

To reset your forgotten password

1.  On the Sign in with AWS Builder ID page, enter the email you used to create your AWS
Builder ID in Email address. Choose Next.

2. Choose Forgot password?. We send a link to the email address associated with your AWS
Builder ID where you can reset your password.

3. Follow the instructions in the email.

I can't set a new password

For your security, you must follow these requirements whenever you set or change your password:

Passwords are case-sensitive.

Passwords must be between 8 and 64 characters in length.

Passwords must contain at least one character from each of the following four categories:
« Lowercase letters (a-z)

o Uppercase letters (A-2)

o Numbers (0-9)

« Non-alphanumeric characters (~!@#$%”management portal*_-+="|\(0{}[1:;;"'<>,.?/)

The last three passwords can't be reused.

Passwords that are publicly known through a data set leaked from a third party can't be used.

My password isn't working

If you remember your password, but it isn't working when you sign in with AWS Builder ID, make
sure that:

o Caps lock is off.

» You're not using an older password.
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« You're using your AWS Builder ID password and not one for an AWS account.

If you verify that your password is up-to-date and entered correctly, but it still doesn't work, follow
the instructions in | forgot my password to reset your password.

My password isn't working and | can no longer access emails
sent to my AWS Builder ID email address

If you can still sign in to your AWS Builder ID, use the Profile page to update your AWS Builder ID
email to your new email address. After you complete email verification, you are able to sign in to
AWS and receive communications at your new email address.

If you used a work or college email address, and have left the company or school and can't receive
any emails sent to that address, reach out to the administrator of that email system. They might
be able to forward your email to a new address, grant you temporary access, or share content from
your mailbox.

| can't enable MFA

To enable MFA, add one or more MFA devices to your profile by following the steps in Manage AWS
Builder ID multi-factor authentication (MFA).

I can't add an authenticator app as a MFA device
If you find that you can't add another MFA device, you may have reached the limit of MFA devices

that you can register in that application. Try removing an unused MFA device or using a different
authenticator app.

| can't remove an MFA device

If you intend to disable MFA, then proceed with removing your MFA device by following the steps
in Delete your MFA device. However, if you want to keep MFA enabled, you should add another MFA

device before attempting to delete an existing MFA device. For more information about adding
another MFA device, see Manage AWS Builder ID multi-factor authentication (MFA).
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| get the message 'An unexpected error has occurred' when | try
to register or sign in with an authenticator app

A time-based one-time password (TOTP) system, such as the one used by AWS Builder ID in
combination with a code-based authenticator app, relies on time synchronization between the
client and the server. Ensure that the device where your authenticator app is installed is correctly
synchronized to a reliable time source, or manually set the time on your device to match a reliable
source, such as NIST or other local/regional equivalents.

| get the message 'It's not you, it's us' when trying to sign in to
AWS Builder ID

Verify the date and time settings on the device you're using to sign in. We recommend that you set
the date and time to be set automatically. If that's not available, we recommend syncing your date
and time to a known Network Time Protocol (NTP) server.

Sign out doesn't sign me out completely
The system is designed to sign out immediately, but full sign out may take up to an hour.

(® Note

When using a social login account like Google or Apple, deleting active AWS Builder ID
sessions will not log you out of your social login account.

I'm still looking to solve my problem

You can fill out the Support Feedback form. In the Request information section, under How can
we help you, include that you're using AWS Builder ID. Provide as much detail as possible so that
we can most efficiently address your issue.
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AWS managed policies for AWS Sign-In

An AWS managed policy is a standalone policy that is created and administered by AWS. AWS
managed policies are designed to provide permissions for many common use cases so that you can
start assigning permissions to users, groups, and roles.

Keep in mind that AWS managed policies might not grant least-privilege permissions for your
specific use cases because they're available for all AWS customers to use. We recommend that you
reduce permissions further by defining customer managed policies that are specific to your use

cases.

You cannot change the permissions defined in AWS managed policies. If AWS updates the
permissions defined in an AWS managed policy, the update affects all principal identities (users,
groups, and roles) that the policy is attached to. AWS is most likely to update an AWS managed
policy when a new AWS service is launched or new APl operations become available for existing
services.

For more information, see AWS managed policies in the IAM User Guide.

AWS managed policy: AmazonManagedSignUpServicePolicy

The AmazonManagedSignUpServicePolicy policy grants permissions required to complete
AWS account sign-up processes.

You can attach AmazonManagedSignUpServicePolicy to your users, groups, and roles.
Permissions details

This policy includes the following permissions:
« Customer verification - Allows creating, retrieving, and updating customer verification details

and eligibility status, including creating upload URLs for verification documents.

To view more details about the policy, including the latest version of the JSON policy document,
see AmazonManagedSignUpServicePolicy in the AWS Managed Policy Reference Guide.
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AWS managed policy: ApplicationProvisioningPolicy

The ApplicationProvisioningPolicy policy grants comprehensive permissions for application
provisioning and identity management operations, including 1AM role and policy management,
SSO configuration, and identity store operations.

You can attach ApplicationProvisioningPolicy to your users, groups, and roles.
Permissions details

This policy includes the following permissions:
« IAM management - Allows comprehensive IAM operations including creating, updating, and
deleting roles and policies, managing role attachments, and creating service-linked roles.

» Research and Engineering Studio on AWS - Allows all operations on Research and Engineering
Studio on AWS resources.

» Role passing - Allows passing IAM roles to other services.

« IAM Identity Center - Allows managing IAM Identity Center instances, applications, assignments,
grants, and authentication methods.

« Identity Store - Allows reading user and group information from the Identity Store.

« IAM Identity Center OAuth - Allows authenticating IAM sessions through IAM Identity Center
OAuth.

» User Profile and Directory - Allows managing IAM Identity Center connectors, user profiles, and
directory configurations including external identity provider setup.

» User Subscriptions - Allows listing user subscriptions.

To view more details about the policy, including the latest version of the JSON policy document,
see ApplicationProvisioningPolicy in the AWS Managed Policy Reference Guide.

AWS managed policy: SigninLocalDevelopmentAccess

The SignInLocalDevelopmentAccess policy grants permissions for programmatic access to
AWS using your console credentials.

You can attach SignInLocalDevelopmentAccess to your users, groups, and roles.
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Permissions details
This policy includes the following permissions:

« Authorizing OAuth2 access - Grants permission to authenticate through a browser and obtain
an OAuth 2.0 authorization code for credential exchange

« OAuth2 token creation - Grants permission to exchange an authorization code for OAuth 2.0
access token and refresh token that can be used to access AWS services from developer tools and
applications

(@ Note

Adding this AWS managed policy gives you permission for both same-device and cross-
device authentication. This policy authorizes actions on the following resources:

e arn:aws:signin:region:account-id:oauth2/public-client/localhost -
Used for same-device authentication with aws login.

e arn:aws:signin:region:account-id:oauth2/public-client/remote - Used
for cross-device authentication with aws login --remote.

To control access to either authentication method, you can create your own managed policy
or service control policy (SCP). Use these resource ARNs to allow or deny programmatic
access to AWS using your console credentials.

For more information, see Login with console credentials (Recommended). To view more
details about the policy, including the latest version of the JSON policy document, see
SigninLocalDevelopmentAccess in the AWS Managed Policy Reference Guide.

AWS managed policy: AWSSigninResourcePolicyManagement

The AWSSignInResourcePolicyManagement policy grants permissions to manage console
authorization configuration and resource permission statements for AWS Sign-In.

You can attach AWSSignInResourcePolicyManagement to your users, groups, and roles.

Permissions details
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This policy includes the following permissions:

e signin:PutConsoleAuthorizationConfiguration - Create or update console
authorization settings.

e signin:GetConsoleAuthorizationConfiguration - Retrieve the current console
authorization configuration.

e signin:DeleteConsoleAuthorizationConfiguration - Remove the console
authorization configuration.

« signin:PutResourcePermissionStatement - Create or update resource permission
statements.

« signin:DeleteResourcePermissionStatement — Remove resource permission statements.

e signin:ListResourcePermissionStatements - List resource permission statements for the
account.

« signin:GetResourcePolicy - Retrieve the consolidated resource-based policy.

The following is the policy JSON:

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"signin:PutConsoleAuthorizationConfiguration",
"signin:GetConsoleAuthorizationConfiguration",
"signin:DeleteConsoleAuthorizationConfiguration",
"signin:PutResourcePermissionStatement"”,
"signin:DeleteResourcePermissionStatement",
"signin:ListResourcePermissionStatements",
"signin:GetResourcePolicy"

1,

"Resource": "*"

Attach this policy to IAM principals (users or roles) who manage resource-based policies for AWS
Sign-In. This includes security administrators responsible for configuring network-based access
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controls, compliance officers who need to audit console access policies, and operations teams

managing emergency recovery access configurations.

/A Important

This policy grants administrative access to console authorization controls. Apply the

principle of least privilege when assigning this policy. Consider using IAM conditions to

further restrict when and how these permissions can be used.

To view more details about the policy, including the latest version of the JSON policy document,
see AWSSignInResourcePolicyManagement in the AWS Managed Policy Reference Guide.

AWS Sign-In updates to AWS managed policies

View details about updates to AWS managed policies for AWS Sign-In since this service began
tracking these changes. For automatic alerts about changes to this page, subscribe to the RSS feed

on the AWS Sign-In Document history page.

Change Description
AWSSigninResourceP Added a new AWS managed
olicyManagement — New policy that grants permissio
policy ns to manage console

authorization configuration
and resource permission
statements for AWS Sign-In.

SigninLocalDevelop Added a new AWS managed
mentAccess — New policy policy that grants permissio
ns for programmatic access

to AWS using your existing
console credentials.

ApplicationProvisioningPolicy  Added a new AWS managed
— New policy policy that grants comprehen

sive permissions for applicati
on provisioning and identity

Date

June 10, 2026

November 19, 2025

September 30, 2025

Policy updates
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Change Description Date

management operations,
including IAM role and policy
management, 1AM Identity
Center configuration, and
Identity Store operations.

AmazonManagedSignU Added a new AWS managed September 30, 2025
pServicePolicy — New policy policy that grants permissio

ns required for AWS account
sign-up processes, including
customer verification and
payment setup operations.

AWS Sign-In started tracking AWS Sign-In started tracking September 30, 2025
changes changes for its AWS managed
policies.
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Document history

The following table describes important additions to the AWS Sign-In documentation. We also
update the documentation frequently to address the feedback that you send us.

« Latest major documentation update: June 10, 2026

Change

Support for Sign-in resource-

based policies and resource

control policies

Support for Sign in with
GitHub and Amazon

Support for Sign in with
Apple

Description

Added documentation for
controlling AWS Management
Console access by using Sign-
in resource-based policies
and resource control policies
(RCPs), a new condition keys
reference, the AWSSignIn
ResourcePolicyMana
gement managed policy,
and related troubleshooting.

AWS Sign-In now supports
Sign in with GitHub and Sign
in with Amazon so you can
create an AWS Builder ID
using your GitHub or Amazon
Account.

AWS Sign-In now supports
Sign in with Apple so you
can create an AWS Builder

ID using your Apple Account.
AWS Builder ID topics
updated and new troublesh
ooting topics added to
Troubleshooting AWS Builder
ID issues.

Date

June 10, 2026

March 10, 2026

February 5, 2026
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New Managed Policy AWS Sign-In has released November 19, 2025
a new managed policy.
SignInLocalDevelop
mentAccess grants

permissions for programma
tic access for programmatic
access to AWS using your
existing console credentia
ls. For information, see AWS
Sign-In updates to AWS
managed policies.

Support for Sign in with AWS Sign-In now supports September 30, 2025
Google Sign in with Google so

you can create an AWS
Builder ID using your Google
Account. AWS Builder ID
topics updated and new
troubleshooting topics added
to Troubleshooting AWS
Builder ID issues.
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AWS Sign-In

User Guide

New managed policies

Updated troubleshooting
topics

Updated several topics for
organization

Updated several topics and

top banner

AWS Sign-In has released
two new managed policies.
AmazonManagedSignU
pServicePolicy grants
permissions required to
complete AWS account sign-
up processes. Applicati
onProvisioningPoli

cy grants comprehensive
permissions for application
provisioning and identity
management operations. For
information, see AWS Sign-
In updates to AWS managed

policies.

Added new troubleshooting
topics for signing in to AWS
Builder ID and the AWS
Management Console.

February 27, 2024

Updated User types, May 15, 2023
Removed Determine user

type and incorporated its

content into User types, How

to sign in to AWS

Updated User types, March 3, 2023
Determine user type, How

to sign in to AWS, What is

AWS Sign-in?. Also updated

root user and 1AM user sign in

procedures.

September 30, 2025
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AWS Sign-In

User Guide

Updated intro paragraph for

AWS Management Console
signin

Added AWS Builder ID

Organizational update

New guide

Moved Determine user type
to the top of the page and
removed note that exists in

Account root user.

Added AWS Builder ID topics
to the AWS Sign-In User

Guide and integrated content

into existing topics.

Based on customer feedback,
updated the TOC to be clearer

about sign-in methods.
Updated the sign-in tutorials
. Updated Terminology

and Determine user type.
Improved cross-linking to

define terms like IAM user and

root user.

This is the first release of the
AWS Sign-In User Guide.

February 27, 2023

January 31, 2023

December 22, 2022

August 31, 2022
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