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Embracing Zero Trust: A strategy for security 
modernization

Greg Gooden, Amazon Web Services

Today, more than ever, organizations are focusing on security as a key priority. This enables a wide 
range of benefits, from maintaining the trust of their customers, to improving the mobility of 
their workforce, to unlocking new digital business opportunities. As they do so, they continue to 
ask an age-old question: What are the optimal patterns to ensure the right levels of security and 
availability for my systems and data? Increasingly, Zero Trust has become the term used to describe 
the modern answer to this question.

Zero trust architecture (ZTA) is a conceptual model and an associated set of mechanisms that focus 
on providing security controls around digital assets that do not solely or fundamentally depend on 
traditional network controls or network perimeters. Instead, network controls are augmented with 
identity, device, behavior, and other rich context and signals to make more granular, intelligent, 
adaptive, and continuous access decisions. By implementing a ZTA model, you can achieve a 
meaningful next iteration in the continuous maturation of cybersecurity and concepts of defense in 
depth in particular.

Decision-making processes

Implementing a ZTA strategy requires careful planning and decision-making. It involves evaluating 
various factors and aligning them with organizational goals. Key decision-making processes for 
embarking on a ZTA journey include:

1. Stakeholder engagement – It's crucial to engage other CxOs, VPs, and senior managers to 
understand their priorities, concerns, and vision for your organization's security posture. By 
involving key stakeholders from the outset, you can align the ZTA implementation with the 
overall strategic objectives and gains the necessary support and resources.

2. Risk assessment – Conducting a comprehensive risk assessment helps identify issues, excessive 
surface area, and critical assets, which helps you make informed decisions on security controls 
and investment. Evaluate your organization's existing security posture, identify potential 
weaknesses, and prioritize areas of improvement based on the risk landscape that is specific to 
your industry and operational environment.

Decision-making processes 1
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3. Technology evaluation – Assessing the organization's existing technology landscape and 
identifying gaps helps in selecting appropriate tools and solutions that align with the ZTA 
principles. This evaluation should include a thorough analysis of the following:

• Network architecture

• Identity and access management systems

• Authentication and authorization mechanisms

• Unified endpoint management

• Resource ownership tools and processes

• Encryption technologies

• Monitoring and logging capabilities

• Choosing the right technology stack is crucial for building a robust ZTA model.

4. Change management – Recognizing the cultural and organizational impacts of adopting a 
ZTA model is essential. Implementing change management practices helps ensure smooth 
transition and acceptance throughout the organization. It involves educating employees about 
the principles and benefits of ZTA, providing training on new security practices, and fostering a 
security-conscious culture that encourages accountability and continuous learning.

This prescriptive guidance aims to provide CxOs, VPs, and senior managers with a comprehensive 
strategy for implementing ZTA. It will delve into the key aspects of ZTA, including the following:

• Organizational readiness

• Phased adoption approaches

• Stakeholder collaboration

• Best practices to achieve a secure and agile business transformation

By following this guidance, your organization can navigate the ZTA landscape and achieve 
successful outcomes in your security journey in the Amazon Web Services (AWS) Cloud. AWS 
offers a variety of services that you can use to implement a ZTA, such as AWS Verified Access, AWS 
Identity and Access Management (IAM), Amazon Virtual Private Cloud (Amazon VPC), Amazon 
VPC Lattice, Amazon Verified Permissions, Amazon API Gateway, and Amazon GuardDuty. These 
services can help to protect AWS resources from unauthorized access.

Decision-making processes 2
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Targeted business outcomes

This section discusses the expected outcomes associated with defining and implementing a zero 
trust architecture across your organization.

Improved security posture

By adopting Zero Trust principles, your organization can strengthen its security posture, mitigate 
security risks, and protect your cloud infrastructure and data. The Zero Trust fundamental principle 
of granting access on a need-to-know basis, coupled with stringent controls, significantly reduces 
the surface area, and it limits the potential impact of security events. This proactive approach helps 
organizations stay ahead of emerging security risks and helps ensure the confidentiality, integrity, 
and availability of assets.

Seamless cloud adoption

Developing a well-defined zero trust architecture (ZTA) adoption plan can help ensure a smooth 
and successful transition to the cloud environment. ZTA principles align closely with cloud security 
best practices by providing a strong foundation for organizations to securely gain the benefits 
of cloud computing. Incorporating ZTA principles from the beginning helps your organization to 
design its cloud architecture with security as a core element.

Compliance and regulatory alignment

Implementing ZTA practices can help your organization to meet industry and regulatory 
requirements and standards. ZTA inherently promotes the principle of least privilege and enforces 
strict access controls. Access controls are often mandated by regulations such as the following:

• Federal Risk and Authorization Management Program (FedRAMP)

• Health Insurance Portability and Accountability Act (HIPAA)

• Payment Card Industry Data Security Standard (PCI DSS).

By adopting Zero Trust, your organization can help demonstrate its commitment to data 
protection, privacy, and regulatory compliance while minimizing the potential for penalties or 
reputational damage.

Improved security posture 3
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Enhanced data protection

Organizations can protect sensitive data throughout the cloud adoption process by implementing 
data encryption, access controls, and regular security assessments. Your organization can take the 
following specific steps:

• Data encryption – Data encryption – Data encryption is the process of encrypting cleartext data 
into ciphertext in a way that requires a key to decrypt the data back into the original cleartext 
form. This makes it much more difficult for unauthorized individuals to access sensitive data, 
even if they are able to obtain a copy of the data.

• Access controls – Access controls restrict who can access sensitive data and what they can do 
with it. This can be done by assigning user roles and permissions, and by using multi-factor 
authentication or other methods to verify user identity.

• Regular security assessments – Regular security assessments can help organizations identify and 
address security issues and proactively remediate them. These assessments can be conducted by 
internal security teams or by external security firms.

Zero trust architectures take a comprehensive approach to data protection by implementing a 
number of security measures. These measure include strong authentication, data encryption, and 
granular access controls. This approach minimizes the risk of data-related security events, and it 
safeguards sensitive information from unauthorized access.

Efficient incident response

Organizations can detect and respond to security events more quickly and effectively by 
establishing monitoring and incident response frameworks in the cloud environment. Zero 
trust architectures emphasize continuous monitoring, threat intelligence integration, and real-
time visibility into user activities, network traffic, and system behavior. Security teams can then 
proactively identify and mitigate security events. This approach reduces the time to detect and 
respond to potential issues, and it minimizes the impact on business operations. Key points include 
the following:

• Testing – Regardless of the incident response framework or methodology your organization 
aligns with, you should test your incident response plan regularly. Tabletop exercises, 
simulations, and red teaming provide opportunities to practice incident response in realistic 
settings, uncover tooling and capability gaps, and build the experience and confidence of 
incident responders.

Enhanced data protection 4



AWS Prescriptive Guidance Embracing Zero Trust: A strategy for security modernization

• Monitoring – Continuously monitor your cloud environments for signs of abnormal activity. You 
can do this by using a variety of tools and techniques, such as log analysis, network monitoring, 
and vulnerability scanning.

• Threat intelligence integration – Integrate threat intelligence into your monitoring and incident 
response frameworks. This will help your organization to identify and respond to threats more 
quickly and effectively.

• Real-time visibility – To identify and respond to security incidents quickly, your organization 
needs real-time visibility into user activities, network traffic, and system behavior.

• Proactive identification and mitigation – By proactively identifying and mitigating security 
events, your organization can reduce the time to detect and respond to potential threats, 
minimizing the impact on business operations.

Improved workforce productivity

The modern workforce requires flexibility to get work done from an increasing array of 
locations, devices, and times. By implementing a ZTA, you can support these requirements and 
improve workforce mobility, productivity, and satisfaction, while maintaining or improving the 
organization's security posture.

Enable digital transformation

Organizations are increasingly pursuing the interconnection of devices, machines, facilities, 
infrastructure, and processes outside the traditional network perimeter as part of digital 
transformation. Internet of things (IoT) and operational technology (OT, also known as Industrial 
Internet of Things, or IIoT) devices often transmit telemetry and predictive maintenance 
information directly to the cloud. To protect workloads, this requires the application of security 
controls that extend beyond the traditional perimeter approach.

Section summary

By focusing on these targeted business outcomes, your organization can realize the full potential 
of ZTA and strengthen your security posture in the cloud. It's important to align these outcomes 
with specific organizational goals, tailor them to your unique business requirements, and regularly 
assess their effectiveness to drive continuous improvement.

Improved workforce productivity 5
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Understanding Zero Trust principles

Zero trust architecture (ZTA) is based on a set of core principles that form the foundation of its 
security model. Understanding these principles is essential for organizations looking to adopt a 
ZTA strategy effectively. This section covers the core principles of ZTA.

Verify and authenticate

The verify and authenticate principle emphasizes the importance of strong identification and 
authentication for principals of all types, including users, machines, and devices. ZTA requires 
continuous verification of identities and authentication status throughout a session, ideally on 
each request. It doesn't rely solely on traditional network location or controls. This includes 
implementing modern strong multi-factor authentication (MFA) and evaluating additional 
environmental and contextual signals during authentication processes. By adopting this principle, 
organizations can help ensure that resource authorization decisions have the best possible identity 
inputs.

Least privilege access

The principle of least privilege involves granting principals the minimum level of access required to 
perform their tasks. By adopting the principle of least privilege access, organizations can enforce 
granular access controls, so that principals have access only to the resources necessary to fulfill 
their roles and responsibilities. This includes implementing just-in-time access provisioning, role-
based access controls (RBAC), and regular access reviews to minimize the surface area and the risk 
of unauthorized access.

Micro-segmentation

Micro-segmentation is a network security strategy that divides a network into smaller, isolated 
segments for authorizing specific traffic flows. You can achieve micro-segmentation by creating 
workload boundaries and enforcing strict access controls between different segments.

Micro-segmentation can be implemented through network virtualization, software-defined 
networking (SDN), host-based firewalls, network access control lists (NACLs), and AWS specific 
features such as Amazon Elastic Compute Cloud (Amazon EC2) security groups or AWS PrivateLink. 

Verify and authenticate 6
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Segmentation gateways control traffic between segments to explicitly authorize access. Micro-
segmentation and segmentation gateways help organizations restrict unnecessary pathways 
through the network, particularly those that lead to critical systems and data.

Continuous monitoring and analytics

Continuous monitoring and analytics involve the collection, analysis, and correlation of security-
related events and data across your organization's environment. By implementing robust 
monitoring and analytics tools, your organization can evaluate security data and telemetry in a 
converged way.

This principle emphasizes the importance of visibility into user behavior, network traffic, and 
system activities to identify anomalies and potential security events. Advanced technologies such 
as security information and event management (SIEM), user and entity behavior analytics (UEBA), 
and threat intelligence platforms play a vital role in achieving continuous monitoring and proactive 
threat detection.

Automation and orchestration

Automation and orchestration help organizations to streamline security processes, reduce 
manual intervention, and enhance response times. By automating routine security tasks and 
using orchestration capabilities, your organization can enforce consistent security policies and 
rapidly respond to security events. This principle also includes automating access provisioning and 
deprovisioning processes to help ensure timely and accurate management of user permissions. By 
embracing automation and orchestration, your organization can improve operational efficiency, 
reduce human errors, and focus resources on more strategic security initiatives.

Authorization

In a ZTA, each request to access a resource should be explicitly authorized by a gating enforcement 
point. In addition to the authenticated identity, authorization policies should consider additional 
context, such as device health and posture, behavior patterns, resource classification, and 
network factors. The authorization process should evaluate this converged context against the 
corresponding access policies that are relevant to the resource being accessed. Optimally, machine 
learning models can provide a dynamic supplement to the declarative policies. When utilized, these 
models should focus on additional restrictions only, and they should not grant access that wasn't 
explicitly specified.

Continuous monitoring and analytics 7
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Section summary

By adhering to these core principles of ZTA, organizations can establish a robust security model 
that aligns with the diversity of the modern enterprise environment. Implementing these principles 
requires a comprehensive approach that combines technology, processes, and people to achieve a 
zero trust mindset and build a resilient security posture.

Section summary 8
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Key components of a zero trust architecture

To implement a zero trust architecture (ZTA) strategy effectively, your organization must 
understand the key components that make up a ZTA. These components work together to 
continuously improve upon a comprehensive security model that aligns with Zero Trust principles. 
This section covers those key components of a ZTA.

Identity and access management

Identity and access management forms the foundation of a ZTA by providing robust user 
authentication and coarse-grain access-control mechanisms. It includes technologies such as 
single sign-on (SSO), multi-factor authentication (MFA), and identity governance and management 
solutions. Identity and access management provides a high level of authentication assurance and 
important context that are integral to making zero trust authorization decisions. At the same time, 
ZTA is a security model in which access to applications and resources is granted on a per-user, per-
device, and per-session basis. This helps to protect organizations from unauthorized access, even if 
a user's credentials are compromised.

Secure access service edge

Secure access service edge (SASE) is a new approach to network security that virtualizes, combines, 
and distributes networking and security functions into a single, cloud-based service. SASE can 
provide secure access to applications and resources, regardless of the user's location.

SASE includes a variety of security features, such as secure web gateways, firewall as a service, and 
zero trust network access (ZTNA). These features work together to protect organizations from a 
wide range of threats, including malware, phishing, and ransomware.

Data loss prevention

Data loss prevention (DLP) technologies can help organizations protect sensitive data from 
unauthorized disclosure. DLP solutions monitor and control data in motion and at rest. This helps 
organizations to define and enforce policies that prevent data-related security events, helping to 
ensure that sensitive information remains protected throughout the network.

Identity and access management 9
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Security information and event management

Security information and event management (SIEM) solutions collect, aggregate, and analyze 
security event logs from various sources across an organization's infrastructure. You can use this 
data to detect security incidents, facilitate incident response, and provide insights into potential 
threats and vulnerabilities.

For ZTA specifically, a SIEM solution's ability to correlate and understand related telemetry from 
different security systems is critical to improved detection of and response to abnormal patterns.

Enterprise resource ownership catalog

To properly grant access to enterprise resources, an organization must have a reliable system 
that catalogs these resources and, importantly, who owns them. This source of truth needs to 
provide workflows that facilitate access requests, the associated approval decisions, and regular 
attestations thereof. In time, this source of truth will contain the answers to "who can access what?" 
within the organization. You can use the answers for both authorization and audit and compliance.

Unified endpoint management

In addition to strongly authenticating the user, a ZTA must also consider the health, posture, and 
state of the user's device to assess whether corporate data and resource access is secure. A unified 
endpoint management (UEM) platform provides the following capabilities:

• Device provisioning

• Ongoing configuration and patch management

• Security baselining

• Telemetry reporting

• Device cleansing and retirement

Policy-based enforcement points

In a ZTA, access to each resource should be explicitly authorized by a gating policy-based 
enforcement point. Initially, these enforcement points can be based on existing enforcement points 
in existing network and identity systems. The enforcement points can be made incrementally more 
capable by considering the wider array of context and signals that ZTA provides. Longer term, 

Security information and event management 10
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your organization should implement ZTA-specific enforcement points that operate on converged 
context, consistently integrate signal providers, maintain a comprehensive policy set, and are 
enhanced with intelligence gleaned from combined telemetry.

Section summary

Understanding these key components is essential for organizations planning to adopt a ZTA. 
By implementing these components and integrating them into a cohesive security model, your 
organization can establish a strong security posture based on the principles of Zero Trust. The 
following sections explore organizational readiness, phased adoption approaches, and best 
practices to help you successfully implement ZTA within your organization.

Section summary 11
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Assessing organizational readiness for Zero Trust 
adoption

Adopting a new architecture strategy is a significant undertaking that requires careful planning 
and consideration of organizational factors. This section focuses on key organizational readiness 
considerations for Zero Trust adoption across the enterprise. By addressing these considerations, 
your organization can pave the way for a stronger and more successful security posture.

Leadership alignment and communication

Leadership alignment and communication are essential for the successful implementation of Zero 
Trust. Leadership must understand the benefits of Zero Trust and the resources required. Leaders 
must also be willing to make changes to the organization's culture and processes. Communication 
with employees is necessary for building trust and buy-in. Employees need to understand why 
the organization is implementing Zero Trust, what it means for them, and how they can help. 
Communication should be open, transparent, and ongoing.

Leadership support and buy-in

For a successful zero trust architecture (ZTA) implementation, it's crucial that you align key 
stakeholders and executives on the architecture's goals, benefits, and measures of success. Share 
the importance of the Zero Trust principles in enhancing security and enabling business agility by 
moving away from traditional perimeter-based security to a more granular, user-centric approach. 
By switching to this approach, your organization can adapt to changes and threats more quickly. 
Executive alignment establishes the tone for the organization and helps overcome potential 
resistance to change.

Transparent communication

Maintain open and transparent communication with employees throughout the Zero Trust 
implementation process. Explain the rationale, benefits, and expected outcomes of the adoption, 
and address concerns promptly. Provide regular updates on the progress of the implementation. 
This will increase buy-in, reduce resistance, and build trust.

Leadership alignment and communication 12
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Skill development and training

After leadership is aligned and communication is open, it's important to develop the skills and 
knowledge of the employees who will implement Zero Trust. This includes understanding the Zero 
Trust principles, how to implement them in their work, and how to respond to security events. 
Provide training and development opportunities to help employees acquire these skills.

Cloud knowledge and skills

Assess the organization's skills and knowledge gaps in cloud technologies and Zero Trust principles. 
Provide training and development programs to upskill employees and equip them with the 
necessary expertise to work effectively in a cloud-centric and Zero Trust environment. To keep pace 
with evolving technologies and security practices, foster a culture of continuous learning.

Security culture and awareness

Assess the organization's security culture. Evaluate the level of security awareness among 
employees, their understanding of security best practices, and their adherence to policies and 
procedures. Identify any gaps in security knowledge. Consider conducting security-awareness 
training programs to educate employees about the importance of Zero Trust and their roles in 
maintaining a secure environment.

Organizational structure and roles

To successfully implement Zero Trust, establish an effective organizational structure and roles. This 
includes creating a Cloud Center of Excellence (CCoE), reviewing and modifying security operations, 
and assigning roles and responsibilities for vulnerability management, incident response, and 
security monitoring.

Cloud Center of Excellence

Establish a CCoE to provide guidance, best practices, and oversight for cloud operations. A CCoE 
is a team or group of individuals responsible for creating and implementing cloud-related best 
practices, guidelines, and governance policies. The CCoE should include representatives from 
different business units and IT teams to help ensure collaboration and alignment. The CCoE plays a 
crucial role in driving the adoption of Zero Trust principles into cloud-hosted workloads. The CCoE 
also facilitates knowledge sharing across the organization.

Skill development and training 13
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Security operations

To meet the needs of a Zero Trust environment, review and modify the current security operations 
organization. To improve monitoring, incident response, and threat intelligence capabilities, 
consider implementing security operations centers (SOCs) or managed security service providers 
(MSSPs). Establish roles and responsibilities for vulnerability management, incident response, and 
security monitoring. A well-functioning incident response process is critical to ensuring that minor 
security events can be detected and remediated quickly to disrupt the sequence of events. This 
helps to prevent a minor event from evolving into a more impactful one.

IT infrastructure and architecture

Examine the IT architecture and infrastructure of your company to find any constraints or 
dependencies that might affect the adoption of a Zero Trust approach. Determine whether current 
applications and systems are compatible with the necessary zero trust architectural components. 
Analyze whether any infrastructure improvements or adjustments are required to support the 
successful deployment of Zero Trust principles. For each application or system, consider whether 
Zero Trust is best implemented in place or through a larger modernization effort.

Risk management, governance, and change control

To successfully implement Zero Trust, Establish effective risk management, governance, and 
change control processes. This includes aligning risk management with Zero Trust principles, 
developing an incident response plan, working with legal and compliance departments, and 
establishing a change control process.

Risk management

Examine the risk management strategy in place at your company and determine how well it 
adheres to the Zero Trust principles. Analyze the efficiency of the present incident response 
systems, security measures, and risk assessment procedures. Determine which areas need to be 
improved to conform to the Zero Trust strategy. Begin developing an automated incident response 
system or a continuous monitoring and analytics framework to increase speed to resolution.

Change control processes

To help ensure that all cloud-related modifications abide by security and compliance requirements, 
establish effective change control methods. Establish a systematic change management procedure 

Security operations 14
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that includes security configuration analysis, risk evaluations, approvals, and documentation. 
Review and audit updates frequently to preserve the integrity of the zero trust architecture.

Monitoring and evaluation

To successfully implement Zero Trust, your organization must continuously monitor and evaluate 
its security posture. This includes establishing key performance indicators (KPIs), monitoring and 
evaluating the KPIs, and fostering a culture of continuous improvement. By following these steps, 
organizations can ensure that their Zero Trust implementation is successful and that they are 
always working to improve their security.

Key performance indicators

Establish pertinent key performance indicators (KPIs) to gauge the success and efficacy of the Zero 
Trust deployment. These KPIs might measure user satisfaction, equipment and rollout progress, 
cost reduction, compliance observance, and the number of security occurrences. To track the 
overall development and find opportunities for improvement, regularly monitor and evaluate these 
KPIs.

Continuous improvement

Establishing systems to elicit opinions and insights from stakeholders will help to foster a culture 
of continuous improvement. Encourage staff members to offer thoughts and proposals for 
improving the cloud environment's security, effectiveness, and user experience. Use this input to 
streamline procedures, improve security measures, and spur innovation.

Section summary

By addressing these organizational and cultural considerations, your organization can foster a 
supportive environment for the cloud adoption of a Zero Trust security model. The next section 
explores phased adoption approaches, providing guidance on how to gradually implement Zero 
Trust principles in a practical and manageable manner.

Monitoring and evaluation 15
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Cultivating a Zero Trust mindset

Implementing Zero Trust goes beyond technical implementations. It requires a cultural shift within 
your organization. Fostering a Zero Trust mindset involves emphasizing the following key aspects.

Zero Trust education and training

Educate employees about the values and advantages of zero trust architecture (ZTA). Provide 
technical and non-technical explanations of ZTA concepts and approaches through training 
sessions, workshops, and other resources. Encourage staff members to be aware of their 
responsibilities in establishing and upholding a Zero Trust security paradigm.

Collaboration and communication

Foster collaboration and transparency across all teams and departments involved in the ZTA 
implementation. To ensure everyone has a thorough understanding of the plan, promote cross-
functional communication, knowledge sharing, and information exchange. Create a culture of 
shared responsibility where everyone recognizes the importance of their contributions to the 
overall security of the business.

Continuous learning and improvement

Prioritize continuous learning and improvement in the context of Zero Trust. Encourage employees 
to stay up to date on the latest security trends, technologies, and best practices. Nurture a culture 
of innovation and experimentation in which employees are encouraged to explore new solutions 
and approaches to strengthen the organization's security posture.

Metrics and accountability

Establish clear metrics and accountability mechanisms to measure the effectiveness of the Zero 
Trust strategy. Define key performance indicators (KPIs) that align with the organization's security 
goals, and regularly track progress. Hold individuals and teams accountable for their contributions 
to the implementation and maintenance of Zero Trust principles.

Zero Trust education and training 16
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Section summary

By addressing these aspects and cultivating a Zero Trust mindset, organizations can create a solid 
foundation for successful adoption and implementation of Zero Trust. This cultural shift is essential 
for helping everyone in the organization to understand the importance of Zero Trust and actively 
contribute to its success.

The next section explores phased adoption approaches, providing guidance on how to gradually 
implement Zero Trust principles in a practical and manageable manner.

Section summary 17
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Phased approach to Zero Trust

Adoption of a zero trust architecture (ZTA) requires careful planning and implementation. We 
recommend a phased adoption approach to smooth transition and minimize disruption to business 
operations. This section provides guidance on the key phases involved in adopting a ZTA.

Phase 1: Assessment and planning

The first phase of Zero Trust implementation is assessment and planning. This phase is critical 
to the success of the overall implementation, because it involves identifying and addressing any 
gaps in your organization's current security posture. By taking the time to assess your current 
state and define your security objectives, you can lay the foundation for a successful Zero Trust 
implementation.

At the same time, a perfectly complete and accurate assessment might not be always realistic. 
To avoid analysis paralysis that prevents you from moving on to further phases, be prepared to 
compartmentalize or otherwise accept some level of imperfection.

1. Assess the current state – Conduct an assessment of your existing security infrastructure, 
policies, and controls. Identify potential vulnerabilities, gaps in security, and areas where the 
implementation of Zero Trust principles can provide improvements.

2. Define security objectives – Based on the current state assessment findings, define security 
objectives that align with the principles of Zero Trust. These security objectives should also align 
with your organization's overall security strategy and address identified vulnerabilities and gaps.

3. Design the architecture – Develop a ZTA that supports your organization's security goals. 
This architecture should include the necessary components, such as identity and access 
management solutions, network segmentation mechanisms, and continuous monitoring 
systems. The architecture should also be scalable, adaptable, and capable of accommodating 
future growth and technological advancements. Ideally, this architecture should be represented 
in a format that's easily consumed by the teams responsible for implementing it, such as an AWS 
CloudFormation template, not just as a document or diagram.

4. Engage stakeholders – Involve all stakeholders, including business units, IT teams, and security 
teams, to gain insights and align their objectives with the ZTA implementation plan. Encourage 
collaboration and communication to establish a shared understanding of the benefits and 
requirements of the Zero Trust approach.

Phase 1: Assessment and planning 18
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Phase 2: Piloting and implementation

The second phase of Zero Trust implementation is piloting and implementation. This phase 
involves testing the ZTA in a small-scale, controlled environment, and then iteratively deploying it 
across your organization. It's important to educate employees on the new security measures and 
their roles in maintaining a Zero Trust environment.

1. Pilot the deployment – Test the ZTA in a small-scale, controlled environment. Implement the 
necessary components and security controls that were defined in the architecture design phase. 
Monitor the pilot deployment closely, gather feedback, and make any necessary adjustments. Be 
prepared to be flexible early in the process, when Zero Trust moves from being a hypothetical 
exercise to one that you're building real experience with.

2. Deploy iteratively – Based on the lessons learned from the pilot deployment, begin the iterative 
deployment of Zero Trust across the organization. Build momentum through a flywheel effect 
that doesn't require an extensive campaign to achieve critical deployment mass. Reserve 
leadership mandates or escalations for the longer tail of the rollout where they might be 
required.

3. Provide user training and raise awareness – Educate employees on the new security measures 
and their roles in maintaining a Zero Trust environment. Emphasize the importance of secure 
practices, such as strong passwords, multi-factor authentication, and regular security updates.

4. Manage change – Create a comprehensive change management plan to address the 
organizational and cultural changes associated with Zero Trust adoption. Communicate 
the benefits and rationale behind the adoption to employees, and address any concerns or 
resistance. Provide ongoing support and guidance to facilitate a smooth transition.

Phase 3: Monitoring and continuous improvement

The third and final phase of Zero Trust implementation is monitoring and continuous 
improvement. This phase involves establishing a comprehensive monitoring and analytics 
program, creating a comprehensive incident response plan, and regularly soliciting feedback from 
stakeholders and users.

1. Monitor continuously – Establish a comprehensive monitoring and analytics program to assess 
the security posture continuously and detect any potential anomalies. Use advanced security 
tools and technologies to monitor user behavior, network traffic, and system activities.
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2. Plan incident response and remediation – Create a comprehensive incident response plan 
that aligns with the Zero Trust principles. Establish clear escalation paths, define roles and 
responsibilities, and implement automated incident response mechanisms where possible. 
Regularly test and update the incident response plan.

3. Obtain feedback and evaluation – Regularly solicit feedback from stakeholders and users to 
gather insights into the effectiveness of the zero trust architecture (ZTA). Conduct periodic 
evaluations and assessments to measure the impact on security posture, operational efficiency, 
and user experience. Use the feedback and evaluation results to identify areas for improvement. 
Expect that your ZTAs will change over time, and consider how development teams will 
implement these updates with minimal effort or disruptions.

Section summary

By following this phased adoption approach, organizations can effectively transition to a ZTA while 
minimizing risks and disruptions. The next section discusses best practices for achieving success 
with Zero Trust implementation, covering key considerations and recommendations for CxOs, VPs, 
and senior managers.

Section summary 20
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Best practices for achieving success with Zero Trust

Successful adoption of zero trust architecture (ZTA) requires a strategic approach and adherence to 
best practices. This section presents a set of best practices to guide CxOs, VPs, and senior managers 
in achieving success with their Zero Trust adoption. By following these recommendations, your 
organization can establish a strong security foundation and realize the benefits of a Zero Trust 
approach:

• Define clear objectives and business outcomes – Clearly define the objectives and desired 
business outcomes of the cloud operations. Align these objectives with the principles of Zero 
Trust to build a strong security foundation while enabling business growth and innovation.

• Conduct a comprehensive assessment – Perform a comprehensive evaluation of the current IT 
infrastructure, applications, and data assets. Identify dependencies, technical debt, and potential 
compatibility issues. This evaluation will inform the adoption plan and help prioritize workloads 
based on criticality, complexity, and business impact.

• Develop an adoption plan – Incorporate a detailed adoption plan that outlines the step-by-step 
approach for moving workloads, applications, and data to the cloud. Define adoption phases, 
timelines, and dependencies. Engage key stakeholders and allocate resources accordingly.

• Start building early – Your ability to authentically represent what Zero Trust will look like within 
your organization will substantially increase after you start building and deploying it (rather than 
analyzing and talking about it).

• Obtain executive sponsorship – Secure executive sponsorship and support for the Zero Trust 
implementation. Engage other C-level executives to champion the initiative and allocate 
the necessary resources. Leadership commitment is essential for driving the cultural and 
organizational changes required for a successful implementation.

• Implement a governance framework – Create a governance framework that defines roles, 
responsibilities, and decision-making processes for the Zero Trust implementation. Clearly define 
accountability and ownership of security controls, risk management, and compliance. Regularly 
review and update the governance framework to adapt to evolving security requirements.

• Support cross-functional collaboration – Encourage collaboration and communication between 
different business units, IT teams, and security teams. Create a culture of shared responsibility 
to foster alignment and coordination throughout the Zero Trust implementation. Encourage 
frequent interactions, knowledge sharing, and joint problem-solving.

• Secure your data and applications – Zero Trust isn't only about end-users accessing resources 
and applications. Zero Trust principles should also be implemented within and between 
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workloads. Apply the same technical principles—strong identity, micro-segmentation, and 
authorization—by using all available context within the data center as well.

• Provide defense in depth – Implement a defense-in-depth strategy by using multiple layers of 
security controls. Combine various security technologies, such as multi-factor authentication 
(MFA), network segmentation, encryption, and anomaly detection, to provide comprehensive 
protection. Make sure that each layer complements the others to create a strong defense system.

• Require strong authentication – Enforce strong authentication mechanisms, such as MFA, for 
all users accessing all resources. Ideally, consider modern MFA, such as FIDO2 hardware-backed 
security keys, that provides a high level of authentication assurance for Zero Trust and carries 
broad security benefits (for example, protection against phishing).

• Centralize and improve authorization – Specifically authorize every access attempt. Depending 
on the protocol specifics, this should be done on a per-connection or per-request basis. Per-
request is ideal. Use all available context, including identity, device, behavior, and network 
information to make more granular, adaptive, and sophisticated authorization decisions.

• Use the principle of least privilege – Implement the principle of least privilege to grant users 
the minimum access rights required to perform their job duties. Regularly review and update 
access permissions based on job roles, responsibilities, and business needs. Implement just-in-
time access provisioning.

• Use privileged access management – Implement a privileged access management (PAM) 
solution to secure privileged accounts and reduce the risk of unauthorized access to critical 
systems. PAM solutions can provide privileged access controls, session recording, and auditing 
capabilities to help your organization protect its most sensitive data and systems.

• Use micro-segmentation – Divide your network into smaller, more isolated segments. Use 
micro-segmentation to enforce strict access controls between segments based on user 
roles, applications, or data sensitivity. Strive to eliminate all unnecessary network pathways, 
particularly those that lead to data.

• Monitor and respond to security alerts – Implement a comprehensive security monitoring and 
incident response program in the cloud environment. Use cloud-native security tools and services 
to detect threats in real time, analyze logs, and automate incident response. Establish clear 
incident response procedures, conduct regular security assessments, and continuously monitor 
for anomalies or suspicious activities.

• Use continuous monitoring – To detect and respond to security incidents quickly and effectively, 
implement continuous monitoring. Use advanced security analytics tools to monitor user 
behavior, network traffic, and system activities. Automate alerts and notifications to ensure that 
incidents are responded to in a timely manner.
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• Promote a culture of security and compliance – Promote a culture of security and compliance 
throughout the organization. Educate employees on security best practices, the importance 
of adhering to Zero Trust principles, and employees' role in maintaining a secure cloud 
environment. Conduct regular security awareness training to help ensure that employees are 
vigilant against social engineering and that they understand their responsibilities regarding data 
protection and privacy.

• Use social engineering simulations – Conduct social engineering simulations to assess user 
susceptibility to social engineering attacks. Use the results of the simulations to tailor training 
programs for improved user awareness and response to potential threats.

• Promote continuous education – Establish a culture of continuous education and learning by 
providing ongoing security training and resources. Keep users informed about evolving security 
best practices. Encourage users to stay vigilant and report any suspicious activities promptly.

• Continuously assess and optimize – Regularly assess the cloud environment for areas of 
improvement. Use cloud-native tools to monitor resource usage and performance, and conduct 
vulnerability assessments and penetration testing to identify and address any weaknesses.

• Establish a governance and compliance framework – Develop a governance and compliance 
framework to help ensure that your organization is aligned with industry standards and 
regulatory requirements. In the framework, define policies, procedures, and controls to 
protect data and systems from unauthorized access, use, disclosure, disruption, modification, 
or destruction. Implement mechanisms for tracking and reporting on compliance metrics, 
conducting regular audits, and addressing any non-compliance issues promptly.

• Encourage collaboration and knowledge sharing – Encourage collaboration and knowledge 
sharing among teams involved in the ZTA adoption. You can do this by fostering cross-functional 
communication and collaboration between IT, security, and business units. Your organization can 
also establish forums, workshops, and knowledge-sharing sessions to promote understanding, 
address challenges, and share lessons learned throughout the adoption process.
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Key takeaways

This guide has explored the essential aspects of developing a successful zero trust architecture 
(ZTA) strategy. This section summarizes the key takeaways from the prescriptive guidance 
presented:

• Understand Zero Trust principles – Zero Trust is a conceptual model and an associated set of 
mechanisms that focus on providing security controls around digital assets that do not solely or 
fundamentally depend on traditional network controls or network perimeters. Instead, network 
controls are augmented with identity, device, behavior, and other rich context and signals to 
make more granular, intelligent, adaptive, and continuous access decisions. Familiarize yourself 
with the core principles of Zero Trust, such as least privilege, micro-segmentation, continuous 
authentication, and adaptive authorization.

• Define clear objectives – Clearly define the objectives and desired business outcomes of the ZTA 
adoption. Align these objectives with the principles of Zero Trust to help ensure a strong security 
foundation while enabling business growth and innovation.

• Conduct comprehensive assessments – Perform a thorough assessment of your existing 
IT infrastructure, applications, and data assets. Identify dependencies, technical debt, and 
compatibility issues to inform your adoption strategy.

• Develop a ZTA adoption plan – Create a detailed plan that outlines the step-by-step approach 
for moving workloads, applications, and data to the cloud. Consider factors such as compliance 
requirements and application modernization.

• Implement a robust ZTA – Design and implement a ZTA that enforces granular access controls, 
strong authentication mechanisms, and continuous monitoring. For a more efficient ZTA 
adoption, use cloud-native Zero Trust services, such as AWS Verified Access and Amazon VPC 
Lattice.

• Prioritize data and application security – Apply Zero Trust principles—strong identity, micro-
segmentation, and authorization—to provide all available context. Use this context for users 
accessing systems and resources and for the flow of communications and data within and 
between backend components.

• Establish monitoring and incident response frameworks – Implement robust security 
monitoring and incident response capabilities in the cloud environment. Use cloud-native 
security tools for real-time threat detection, log analysis, and incident response automation, such 
as Amazon Inspector, AWS Security Hub CSPM, and Amazon GuardDuty.
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• Foster a culture of security and compliance – Promote a culture of security awareness and 
compliance throughout the organization. Educate employees on security best practices and their 
role in maintaining a secure cloud environment.

• Continuously assess and optimize – Regularly assess the cloud environment, security 
controls, and operational processes. To gather insights and optimize resource utilization, cost 
management, and performance, use cloud-native analytics and monitoring tools such as Amazon 
CloudWatch and AWS Security Hub CSPM.

• Establish governance and compliance frameworks – Develop governance and compliance 
frameworks that align with industry standards and regulatory requirements. Define policies, 
procedures, and controls to help ensure adherence to security, privacy, and compliance 
standards.
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Next steps

Adopting a zero trust architecture (ZTA) is one of the most secure ways to improve your 
organization's posture and reduce risk. This prescriptive guidance has provided you with a 
comprehensive roadmap for implementing Zero Trust, from understanding the principles to 
assessing your readiness, to implementing the necessary components.

The next steps in this workstream or domain involve the following:

• Implementing the adoption plan

• Implementing the ZTA

• Conducting regular security assessments

• Continuously optimizing the cloud environment and security controls

ZTA is an ongoing process that requires constant monitoring, evaluation, and adaptation to 
ensure a strong security foundation. By following the best practices outlined in this guidance, your 
organization can enhance its security posture, ensure compliance with regulations, and protect 
sensitive data.
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FAQ

This section provides answers to commonly raised questions about designing and implementing a 
zero trust architecture (ZTA).

What is Zero Trust?

Zero trust is a conceptual model and an associated set of mechanisms that focus on providing 
security controls around digital assets that do not solely or fundamentally depend on traditional 
network controls or network perimeters. Instead, network controls are augmented with identity, 
device, behavior, and other rich context and signals to make more granular, intelligent, adaptive, 
and continuous access decisions.

What AWS services can help me implement zero trust 
architecture?

AWS provides several services that can assist in implementing Zero Trust, such as AWS Verified 
Access, AWS Identity and Access Management (IAM), Amazon Virtual Private Cloud (Amazon VPC), 
Amazon VPC Lattice, Amazon Verified Permissions, Amazon API Gateway, and Amazon GuardDuty.

How can I ensure data security with AWS?

AWS offers services such as AWS Key Management Service (AWS KMS) for data encryption at rest 
and in transit, Amazon Virtual Private Cloud (Amazon VPC) for network isolation, and AWS Secrets 
Manager for secure storage and retrieval of credentials.

Can AWS help with compliance requirements in a Zero Trust 
environment?

Yes, AWS has compliance programs and services to help meet various regulatory requirements. 
AWS Artifact provides access to AWS compliance reports, and AWS Config supports continuous 
monitoring and assessment of compliance.
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Are there any AWS tools or services for automating security in a 
Zero Trust environment?

AWS provides services such as AWS Security Hub CSPM, which centralizes and automates security 
findings, and AWS Config rules for defining and enforcing security policies.

How can I ensure continuous monitoring and incident response 
in a Zero Trust cloud environment with AWS?

AWS offers services such as Amazon CloudWatch for real-time monitoring and AWS CloudTrail for 
logging and analysis. For incident response best practices, you can use the AWS Security Incident 
Response Guide.

Are there any AWS tools or services for automating security in a Zero Trust environment? 28
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Resources

References

• What is a cloud center of excellence and why should your organization create one? – This blog 
post provides an overview of CCoE, best practices for how to create an effective CCoE, and more.

• Zero Trust on AWS – This page provides an overview of Zero Trust security principles and best 
practices in the AWS environment.

• Zero Trust architecture: An AWS perspective – This blog post shares a definition and guiding 
principles for the way that Zero Trust is implemented at AWS.

• AWS Identity and Access Management (IAM) User Guide – This guide offers comprehensive 
documentation on managing user access and permissions in IAM, a crucial component of zero 
trust architecture.

• AWS Security Hub – Learn about Security Hub CSPM, a service that provides a comprehensive 
view of security alerts and compliance status across your AWS accounts.

• AWS Well-Architected Framework – Explore the Well-Architected Framework, which provides 
guidance on building secure, high-performing, resilient, and efficient architectures on AWS.

• AWS Security Incident Response Guide – This guide presents an overview of the fundamentals of 
responding to security incidents within your organization's AWS Cloud environment. It provides 
an overview of cloud security and incident response concepts and identifies cloud capabilities, 
services, and mechanisms that are available to customers who respond to security issues.

Tools

• Amazon API Gateway

• AWS Artifact

• AWS CloudTrail

• Amazon CloudWatch

• AWS Config

• Amazon GuardDuty

• AWS Identity and Access Management

• AWS Key Management Service
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• AWS Secrets Manager

• AWS Security Hub CSPM

• AWS Verified Access
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