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Securing semiconductor development environments on
AWS

Mike Virgilio, Allan Carter, and Nikhil Marrapu, Amazon Web Services

This document provides strategic guidance to help you secure and meet compliance requirements
for semiconductor workloads operating in the AWS Cloud. It includes sample architectures and

overviews of AWS services and features that can you can use to implement this guidance and help
protect sensitive data from security risks.

Semiconductor industry overview

According to the Semiconductor Industry Association, the semiconductor business is a USD573.44

billion global industry. Security is a top priority for the industry in order to safeguard intellectual
property (IP). Semiconductor companies require development environments so their engineers
can design chips, electronic systems, circuit boards, and other products. A secure development
environment must strictly control who can access the IP within it.

Companies develop their own IP, but they commonly also use IP from third-party vendors, such

as processor cores, standard interfaces, process design kits (PDKs) from semiconductor foundries,
and licensed tools from electronic design automation (EDA) companies. The highly collaborative
nature of the development process means internal engineers and engineers from those third-
party companies need access to the development environment. A critical security requirement is to
protect against unauthorized data exfiltration from the secure development environment.

Semiconductor companies require the latest technical
capabilities

Semiconductor companies operate within a competitive industry, where speed-to-market and
innovation are essential for success. As chip design and fabrication requirements become more
intricate, semiconductor companies require access to the latest technologies to meet and exceed
the industry's demands. The exponential growth in compute and storage requirements can be
met by the scalability and capacity of the AWS Cloud. With a comprehensive infrastructure and
robust set of compute, network, and storage solutions, AWS empowers semiconductor companies
to utilize cutting-edge technologies, such as machine learning, high-performance computing,

Semiconductor industry overview 1


https://aws.amazon.com/manufacturing/semiconductor-electronics/resources/
https://www.semiconductors.org/the-2023-sia-factbook-your-source-for-semiconductor-industry-data/

AWS Prescriptive Guidance Securing semiconductor development environments on AWS

and automation. Use of these technologies can accelerate research and development efforts,
optimize the manufacturing processes, and provide access to the latest technology. Valuable
IP is a compelling target for sophisticated attacks, making security the top priority for a secure
development environment.

Using economies of scale, elasticity, and automation

AWS provides companies with economy of scale, resource elasticity, and automation capabilities
that are essential to success. Because AWS has partnered with hundreds of thousands of
companies, massive economies of scale can be achieved, and this translates to lower costs for all.
AWS infrastructure elasticity allows companies to easily scale up to satisfy the most demanding
workloads and then scale down to optimize costs. In addition, AWS automation capabilities help
companies create repeatable processes that minimize undifferentiated, manual tasks. AWS offers
a wide range of security services and features to help semiconductor companies secure their
workloads through strong security controls, including network segmentation, data encryption,
and regulatory compliance. By building in the AWS Cloud, semiconductor companies can focus
on innovation and growth, while also ensuring that their data and operations are resilient against
potential security risks.

Using economies of scale, elasticity, and automation 2
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Achieving security and compliance for semiconductor
development environments on AWS

AWS has developed best practice guidance to implement security controls and published reference
architectures to address semiconductor industry needs. This section discusses how to use the AWS
recommended designs and reference architectures to help achieve security and compliance for your
mission-critical workloads on AWS.

Reducing compliance efforts with AWS

The AWS shared responsibility model describes how responsibility for security and compliance
is shared between AWS and the customer. AWS is responsible for security of the cloud, and the
customer is responsible for security in the cloud. This can help companies reduce the effort

necessary to achieve compliance with corporate and regulatory requirements by placing the
responsibility for cloud infrastructure on AWS.

The following AWS services can help semiconductor companies demonstrate compliance with
corporate and regulatory requirements:

o AWS Artifact provides downloadable compliance reports for various compliance frameworks,
including International Organization for Standardization (ISO), National Institute of Standards
and Technology (NIST), and Federal Risk and Authorization Management Program (FedRAMP).
You can combine AWS Artifact reports with corporate assessment of cloud resources to
demonstrate compliance to auditors and help reduce the time and effort required to become
compliant with regulations such as United States International Traffic in Arms Regulations (ITAR).

« AWS Audit Manager can map your compliance requirements to AWS usage data by using prebuilt

and custom frameworks and automated evidence collection.

By using these services and features, companies can achieve compliance with corporate and
regulatory requirements more efficiently and effectively. For more information about whether
an AWS service is in scope of AWS assurance programs, see AWS services in scope by compliance

program.

Reducing compliance efforts with AWS 3
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Using provided reference architectures

AWS develops prescriptive guidance and best practices based on thousands of deployments
across various industries. These recommendations are included within the AWS Well-Architected
Framework, AWS Cloud Adoption Framework (AWS CAF), and AWS Security Reference Architecture
(AWS SRA).

When architecting and designing your secure development environment, AWS provides
semiconductor and electronics reference architectures that are based on the aforementioned

frameworks. These reference architectures are designed to protect data and workloads.

You can use the AWS Security Maturity Model to guide you through the backlog of security controls
in a phased approach.

By utilizing these frameworks, models, and reference architectures, you can establish a robust
security posture in the cloud and help protect critical assets.

Using provided reference architectures 4
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Securing semiconductor data on AWS

With AWS, you manage the privacy controls of your data, and you control how your data is used,
who has access to it, and how it is encrypted. These capabilities are underpinned with a flexible and
secure cloud computing environment. This section reviews AWS capabilities to help semiconductor
companies implement data access controls and address data residency requirements.

This section contains the following topics:

» Preventing unauthorized access and data exfiltration

» Meeting data residency requirements on AWS

Preventing unauthorized access and data exfiltration

According to 2022 Cost of a Data Breach Report (Ponemon Institute report), the average

cost of a data breach in 2022 was USD4.3 million. For semiconductor companies, protecting
intellectual property (IP) is critical. Loss of IP due to unauthorized access can result in financial
loss, reputational damage, or even regulatory consequences. These potential consequences make
controlling access to the data and the flow of data critical aspects of a well-architected design.

Key considerations to secure your data include:

» User authentication for access to the secure development environment

» User authorization for access to data within the secure development environment
» Logging all transfers into and out of the secure development environment
 Architecting secure data flows between environments

« Encryption of data in transit and rest

« Limiting and logging outbound network traffic

Configuring permissions

AWS ldentity and Access Management (IAM) helps you securely manage access to your AWS

resources by controlling who is authenticated and authorized to use them. By default, any action
in AWS is implicitly denied unless it is explicitly allowed. You manage access in AWS by creating
policies. You can use policies to define, at a granular level, which users can access which resources
and what actions they can perform on those resources. An AWS best practice is to apply least-

Preventing unauthorized access and data exfiltration 5


https://securityintelligence.com/series/2022-cost-of-a-data-breach-report/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html

AWS Prescriptive Guidance Securing semiconductor development environments on AWS

privilege permissions, which means you grant users only the permissions they require to perform
their tasks. For more information, see the following in the IAM documentation:

» Policies and permissions in IAM

» Policy evaluation logic

» Security best practices in IAM

Authenticating users

It's an AWS best practice to require human users to use federation with an identity provider to
access AWS by using temporary credentials. The recommended service for centralizing your user
workforce access is AWS IAM Identity Center. This service helps you securely create or connect

your workforce identities and manage their access centrally across AWS accounts and applications.
IAM Identity Center can federate with external identity providers (IdPs) by using SAML 2.0, Open
ID Connect (OIDC), or OAuth 2.0 in order to provide seamless integration and user management.
For more information, see Identity federation in AWS (AWS marketing) and Identity providers and

federation (IAM documentation).

You can also authenticate and authorize users by using AWS Directory Service to manage users

and groups that are defined in a directory, such as Active Directory. Within the secure development
environment, you can use Linux file permissions to authorize and restrict data access within the
virtual private cloud (VPC). Use VPC endpoints to provide access to AWS services without traversing

the public internet. Use endpoint policies to restrict which AWS principals can use the endpoint,
and use identity-based policies to restrict access to AWS services.

Transferring data

AWS provides several ways to migrate on-premises data to the cloud. It's common to initially
store the data in Amazon Simple Storage Service (Amazon S3). Amazon S3 is a cloud-based

object storage service that helps you store, protect, and retrieve any amount of data. It provides
bandwidth of up to 25 Gbps when transferring data to or from an Amazon Elastic Compute Cloud
(Amazon EC2) instance. It also offers cross-Region data replication and data tiering. Data stored in
Amazon S3 can serve as a replication source. You can use it to create new file systems or to transfer
data to EC2 instances. You can use Amazon S3 as the backend of an AWS managed, Portable
Operating System Interface (POSIX)-compliant file system for semiconductor tools and flows.

Another AWS storage service is Amazon FSx, which provides file systems that support industry-
standard connectivity protocols and offers high availability and replication across AWS Regions.

Authenticating users 6
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Common choices for the semiconductor industry include Amazon FSx for NetApp ONTAP, Amazon

FSx for Lustre, and Amazon FSx for OpenZFS. The scalable, high-performance file systems in

Amazon FSx are well suited to storing data locally within the secure development environment.

AWS recommends that you define storage requirements for your semiconductor workloads on
AWS first and then identify the appropriate data transfer mechanism. AWS recommends
using AWS DataSync to transfer data from on premises to AWS. DataSync is an online data
transfer and discovery service that helps you move files or object data to, from, and between
AWS storage services. Depending on whether you are using self-managed storage systems

or a storage provider such as NetApp, you can configure DataSync to accelerate moving and
replicating data to your secure development environment over the internet or through AWS

Direct Connect. DataSync can transfer your file system data and metadata, such as ownership,
timestamps, and access permissions. If you're transferring files between FSx for ONTAP and NetApp
ONTAP, AWS recommends using NetApp SnapMirror. Amazon FSx supports encryption at rest and
in transit. Use AWS CloudTrail and other service-specific logging features to log all API calls and
related data transfers. Centralize logs in a dedicated account, and apply granular access policies for
immutable history.

AWS provides additional services to help control data flows, including application-aware network
firewalls such as AWS Network Firewall, Amazon Route 53 Resolver DNS Firewall, AWS WAF, and
web proxies. Control data flows within the environment by enforcing network segmentation with

security groups, network access control lists, and VPC endpoints in Amazon Virtual Private Cloud

(Amazon VPC), AWS Network Firewall, transit gateway route tables, and service control policies

(SCPs) in AWS Organizations. Centrally log all network traffic by using VPC Flow Logs and the
available fields from versions 2--5 of VPC Flow Logs.

Encrypting data

Encrypt all data at rest by using AWS Key Management Service (AWS KMS) customer managed keys

or AWS CloudHSM. Create and maintain granular key resource policies. For more information, see

Creating an enterprise encryption strategy for data at rest.

Encrypt data in transit by enforcing a minimum of TLS 1.2 with an industry-standard 256-bit
Advanced Encryption Standard (AES-256) cipher.

Managing outbound network traffic

If the secure development environment requires internet access, then all outbound internet traffic
should be logged and restricted through a network-level enforcement point, such as through AWS

Encrypting data 7
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Network Firewall or Squid, which is an open-source proxy. VPC endpoints and the internet proxy
help protect against unauthorized exfiltration of data by users. This is critical to allow access to
data within the secure development environment and only within the VPC.

Finally, you can use Network Access Analyzer, a feature of Amazon VPC, to perform network
segmentation validation and identify potential network paths that do not meet your specified
requirements.

By layering of security controls, you can establish and enforce a robust data perimeter. For more
information, see Building a Data Perimeter on AWS.

Meeting data residency requirements on AWS

The available partitions, AWS Regions, Availability Zones, and Local Zones allow companies to
choose the best location for their data and workloads based on their unique requirements:

A partition is a logical group of AWS Regions. AWS commercial Regions are in the aws partition,
Regions in China are in the aws-cn partition, and AWS GovCloud (US) Regions are in the aws -
us-gov partition.

An AWS Region is a separate geographic area where AWS clusters data centers.

Each AWS Region has multiple, isolated locations known as Availability Zones.

A Local Zone is an extension of a Region that is geographically close to your users.

For more information about the currently available Regions, Availability Zones, and Local Zones,
see AWS Global Infrastructure.

A partition provides data, network, and machine isolation from Regions in other partitions. AWS
partitions create logical network isolation with separate credentialed access between Regions in
the different partitions. Partitions include one or more Regions, but an AWS Region exists only
within one partition; an AWS Region cannot be a part of two partitions.

Meeting data residency requirements on AWS 8
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@Y AWS standard partition (global) Y AWS GovCloud (US) partition /@Y AWS China partition (China)

AWS Region 1 GovCloud Region 1 China Region 1

AWS Region 2 GovCloud Region 2 China Region 2

AWS Region 3

AWS Region 4

AWS Region 5

&

Internet

You can choose between partitions based on whether a United States government security
classification is required. Workloads processing unclassified or official data can use both the AWS
GovCloud (US) or standard partitions. AWS also offers additional partitions accredited to operate
workloads at the Secret and Top-Secret US security classification levels, but these are out of scope
for this guide. For more information about operating workloads at these classification levels, see
Cloud Computing for US Defense and Cloud Computing for the US Intelligence Community.

We recommend deploying multi-Region workloads within a single partition to reduce any
compliance, operational, and technical challenges. However, there are limited use cases, such as
with AWS Direct Connect or Amazon CloudFront, where you can integrate services across multiple
to meet specific objectives. For more information, contact your AWS Solutions Architect.

Meeting data residency requirements on AWS 9
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Providing a secure remote experience for engineers

Remote visualization is a key component in semiconductor design. Tool engineers use remote
verification, and chip designers use it to submit jobs and view their status. This section presents
a robust solution that can perform well over varying network conditions. It is designed be cloud-
native so that it can seamlessly integrate with AWS security services.

This section contains the following topics:

» Optimize the remote desktop experience

« Securing engineering collaboration with third parties

Optimize the remote desktop experience

Designers typically use terminal-based SSH sessions or graphical remote desktops to submit and
visualize workflows. A remote desktop offers GUI-driven interactive tools (such as layout, place,
and route) for tool engineers and chip designers to submit jobs. AWS offers Amazon DCV, which is
a high-performance remote display protocol that provides a robust user interface for engineering
and physical design teams. Amazon DCV performs well over varying network conditions.

Amazon DCV streams pixels and not geometries in order to help protect data privacy. In addition,
Amazon DCV uses TLS to secure pixels and end-user inputs.

Using a connection file, users can instantly connect to a Amazon DCV session. However, note that
the connection file parameters use the password and proxypassword fields without encryption.
For more information, see Using a connection file. Amazon DCV establishes a TLS connection

between the server and client. A validation policy in the connection file determines how the
client responds when a certificate can't be verified as trustworthy. For more information, see Set
certificate validation policy.

Other on-premises commercial solutions that provide remote desktop functionality include
NoMachine or OpenText Exceed TurboX.

With any remote desktop solution, the underlying infrastructure is powered by Amazon Elastic
Compute Cloud (Amazon EC2). According to the shared responsibility model, your responsibility
includes the following areas to help secure remote desktop instances:

Optimize the remote desktop experience 10
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« Controlling network access to your instances, such as by configuring your VPC and security
groups. For more information, see Controlling network traffic.

« Managing the credentials used to connect to your instances.

« Managing the guest operating system and software deployed to the guest operating system,
including updates and security patches. For more information, see Update management in
Amazon EC2.

« Configuring the IAM roles that are attached to the instance and the permissions associated with
those roles. For more information, see IAM roles for Amazon EC2.

Securing engineering collaboration with third parties

Collaboration with third parties is essential during development in order to debug tool problems,
get help with IP integration for designs, and to bring in external contractors with specialized skills.
It can be difficult to provide secure access to third parties from on-premises infrastructure. By
using AWS infrastructure as code (IaC), you can create a copy of your primary secure development
environment, called a collaboration chamber. To help prevent data exfiltration, tighten the security
posture of a collaboration chamber by not allowing access to the internet. A collaboration chamber
has accounts for the collaborators, and you can curate the data, tools, and infrastructure in the
chamber to include only what is required for the collaboration. When the collaboration is done,
delete the collaboration chamber in order to reduce costs and to remove any potential access to
the data. The following diagram shows how different participants in the design and manufacturing
process might use various types of collaboration chambers.

Securing engineering collaboration with third parties 11
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The following image is a reference architecture for a collaboration chamber. This architecture can
be used as reference when designing and building a collaboration chamber on AWS. The AWS
security, governance, and monitoring services in the diagram help secure the chamber in order to
protect IP. For more information about these services, see AWS security services for semiconductor

development environments in this guide.
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AWS security services for semiconductor development
environments

AWS has developed security services designed to protect your workloads and applications in

the AWS Cloud. These services can help protect any type of workload operating in the cloud,

not just semiconductor workloads. By using these AWS services, companies can establish strong
preventative and detective controls, monitor their security posture in near real-time, and quickly
remediate security risks and incidents as they arise. These services are capable of automatically
scaling with the environment as it grows in order to maintain coverage and the established
security posture. Also, while these services might focus on specific functionality, they support a
common messaging bus known as Amazon EventBridge so that you can integrate the services and

automatically response to security risks.

The following AWS services and features can help you manage access and policies, detect and
respond to security risks and events, and implement monitoring and logging in your AWS
environment:

o AWS CloudTrail helps you audit the governance, compliance, and operational risk of your AWS

account.

« Amazon GuardDuty is a continuous security monitoring service that analyzes and processes logs

to identify unexpected and potentially unauthorized activity in your AWS environment.

« Amazon Inspector is a vulnerability management service that continuously scans your AWS

workloads for software vulnerabilities and unintended network exposure.

o AWS Security Hub CSPM provides a comprehensive view of your security state in AWS. It also

helps you check your AWS environment against security industry standards and best practices.

« Amazon Security Lake automatically centralizes security data from cloud, on-premises, and

custom sources into a purpose-built data lake stored in your AWS account. You can query and
analyze this security data to discover trends and anomalies.

 Service control policies (SCPs) are a type of policy in AWS Organizations that helps you centrally

manage the use of AWS services across multiple accounts.

« VPC Flow Logs is a feature of Amazon Virtual Private Cloud (Amazon VPC) that captures
information about the IP traffic going to and from network interfaces in your VPC. You can use
this data to troubleshoot and respond to incidents.
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Securing semiconductor workloads and data against
ransomware

Ransomware is a malicious software that is designed to block access to a computer system or data
until a payment is made. Unfortunately, this type of attack is prevalent across the internet and can
affect enterprises of any size. Aside from financial loss and reputational damage, semiconductor
companies must prevent operational disruption because disruptions can cause large, cascading
supply chain affects across the business ecosystem. It can also result in the loss of valuable
intellectual property.

To help protect against ransomware, semiconductor companies must be vigilant to secure all
aspects of their on-premises and cloud environments, especially systems that store, process, or
transmit data. AWS provides many architecture designs and controls that can help protect against
these types of incidents. In addition to the controls mentioned in this guide, see the following AWS
resources about protecting cloud workloads from ransomware:

o AWS Cloud Security - Protecting against ransomware (AWS Cloud Security)

o AWS Blueprint for Ransomware Defense (AWS Security blog post)

« Protecting your AWS environment from ransomware (AWS webinar)

« eBook: Protecting your AWS environment from ransomware (AWS eBook)

» The anatomy of ransomware event targeting data residing in Amazon S3 (AWS Security blog
post)

« Ransomware Risk Management on AWS Using the NIST Cyber Security Framework (CSF) (AWS
whitepaper)
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The AWS Cloud differentiator for the semiconductor
industry

The business case for migrating from on-premises environments to AWS can be highly compelling
for semiconductor companies. On-premises infrastructure can be expensive to manage, requires
significant upfront investments, requires a significant amount of effort to maintain and stay
current with the latest technology, and requires sourcing security tooling from a wide range of
independent vendors. With AWS, you pay only for the resources you use, which can help you
optimize costs for workloads. AWS also provides instant access to the latest high-performance

computing (HPC) and cloud storage services and features. As an example, Amazon FSx for NetApp

ONTAP is a commonly used storage service. You can use it to seamlessly migrate data from on-
premises NetApp storage to the AWS Cloud, and it provides network isolation, resource-level
permissions, identity-based authentication, encryption, logging, and auditing.

AWS can also improve the efficiency of provisioning and managing security solutions for
semiconductor companies. Using the advanced security features and services in AWS, you can
implement a robust security posture that helps protect your data and workloads against security
risks. By using AWS Organizations and integrated security services, you can automatically deploy
security controls across all AWS accounts within the organization. Automation capabilities help

you automatically respond to risks and streamline your security operations, reducing the time and
resources required to manage comprehensive security architectures. For example, AWS provides
tools and services for automated security management, continuous compliance monitoring, and
risk detection and response across the entire environment. By using these solutions, semiconductor
companies can improve their security posture while also reducing costs and increasing efficiency.
Overall, migrating to AWS can help semiconductor companies realize significant benefits in terms
of scalability, flexibility, and security.
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Conclusion

AWS provides an extensive and secure platform that supports the needs of semiconductor
companies. By using the latest technologies and by taking advantage of the economy of scale,
elastic scaling capabilities, and a wide range of security services, semiconductor companies can
transform their business in the AWS Cloud. These benefits of the AWS Cloud solve complex
challenges while optimizing for innovation and continued growth. AWS global infrastructure is
prepared to support the most sophisticated requirements, such as data residency and security
classification requirements. AWS can help you reduce costs, improve agility, innovate faster, and
secure intellectual property in the cloud. For help with configuring semiconductor development
environments in the AWS Cloud, contact your AWS account team or use the Contact AWS form. For
additional AWS information and resources for the semiconductor industry, see Semiconductor &
Hi-Tech Electronics.
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