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Accelerating observability outcomes

Jyothi Madanlal, Abhaya Chauhan, and Jose Augusto Ferronato, Amazon Web Services

Dr. Werner Vogels, Vice President and Chief Technology Officer at Amazon, once said, "Everything 
fails, all the time... so plan for failure and nothing will fail" (AWS re:Invent 2024 keynote 
presentation). Adopting this mindset is at the heart of an effective and robust observability 
implementation.

This strategy document explores how you can elevate your observability posture to create more 
resilient and efficient systems. It also discusses how you can  define an anchor objective (North 
Star) that provides effective alignment across your organization, which leads to increased customer 
trust, brand reputation, and team morale. The document highlights the key things to consider 
and a recommended approach to accelerating observability outcomes. This approach includes 
unlocking new business opportunities, delivering better user experiences, optimizing performance 
and cost, and improving operational efficiencies across your organization. Regardless of the 
maturity of your observability implementation, this document provides incremental and actionable 
insights in the pursuit of your observability goals.

Intended audience

This information is intended for the following audiences:

• Technical leaders and architects who are responsible for defining an observability strategy

• Engineering managers and DevOps leaders who are responsible for overseeing operational 
excellence

• Platform engineering teams that are responsible for building observability foundations

• Site reliability engineers (SREs) who are responsible for implementing the observability practices

Objectives

The information in this guide helps you elevate your observability practices to create more resilient 
and efficient systems that are aligned across your organization. It provides you with a framework 
for adopting good observability practices across three pillars: people, process, and technology. The 
information is broadly applicable regardless of the tools you choose to use. If you are interested in 
the AWS services that support observability, see Monitoring and observability on the AWS website.
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Overview

Why you need to rethink your observability strategy

Observability evolved from monitoring, which focused on the collection of telemetry signals such 
as logs, metrics, and traces, to help you debug your applications. Because of this association, 
observability was often an afterthought and resulted in too much or too little instrumentation, the 
inability to correlate signals, disconnected visibility, and multiple tools that often did not integrate 
cohesively. These led to a perceived lack of value and costs that seemed to outweigh the benefits 
of observability. From a business perspective, these issues meant a longer mean time to identify 
(MTTI), a longer mean time to recover (MTTR), and a degradation in user experience, trust, brand 
reputation, and revenue. Observability today is not only about the ability to debug and diagnose 
an application but also the ability to validate that the application is behaving exactly as intended.

The confluence between businesses that want to provide users with the best experiences and the 
evolution of observability tooling and features requires a reconsideration and reprioritization of 
observability.

Observability tools and frameworks

Before OpenTelemetry became available in 2019, specialized tools that provided observability 
solutions for application performance monitoring (APM) and digital experience monitoring (DEM) 
made the disconnections across the telemetry signals more visible and highlighted poor user 
experiences.

• APM tracks and analyzes software application behavior in real time. It measures key metrics 
such as response times, error rates, and resource usage while monitoring user transactions 
across application components. APM tools help teams quickly identify performance issues, 
bottlenecks, and errors before these problems affect users. Their primary goal is to maintain 
optimal application performance and user experience while reducing the time needed to resolve 
issues.

• DEM measures and analyzes the quality of users' interactions with digital services from their 
perspective. It combines real user monitoring (RUM), synthetic monitoring, and endpoint 
monitoring to provide a complete view of the user experience. DEM tracks metrics such as 
page load times, application responsiveness, and user journey completions across different 
devices, browsers, and locations. This helps organizations understand how users experience their 
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digital services, identify performance issues that affect user satisfaction, and optimize digital 
touchpoints. The insights enable businesses to make data-driven decisions to improve customer 
experience and maintain competitive advantage.

The launch of OpenTelemetry in 2019  provided an open source, unified standard for generating, 
collecting, managing, and exporting telemetry data. This framework focuses on bridging the 
gaps between telemetry signals by adding context, offering better correlation across signals, 
and providing better derived value. For example, using structured logs with added context helps 
you derive metrics from the ingested logs and analyze the information in different ways to get 
to the root cause more quickly. Before OpenTelemetry, signals were viewed in isolation. To add 
functionality, you had to revise the code to add a new dimension to an existing metric or create 
a new metric, wait for the code to go through the development lifecycle, and then wait for the 
metrics to be observed in a suitable environment before you could make deductions. This process 
delayed visibility and affected your ability to correlate the data to logs or traces if necessary.

The support for OpenTelemetry, and the tooling improvements that stem from this support,  help 
you derive better value from observability platforms, enhance user experiences, and improve both 
operational efficiencies and team morale.

If you want to improve and enhance your observability posture, where and how do you actually 
start? We recommend an approach that consists of three steps, which are discussed in detail in this 
guide:

• Stage 1: Define your North Star

• Stage 2: Implement observability

• Stage 3: Inspect, adapt, and iterate

Observability tools and frameworks 3
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Stage 1: Define your North Star

A successful implementation of observability is not just about operations and tools—it is about 
fostering a culture of ownership, continuous improvement, and proactive problem-solving. As with 
any successful strategy, your strategy for observability requires a holistic consideration of three 
pillars: people, process, and technology.

When you want to establish or improve your observability posture, we recommend that you start 
by defining what matters, work back from your business outcomes, and continually review, adjust, 
and realign your strategy as your business, teams, and products evolve.

In this first stage, you define and establish your North Star, which is an agreed upon and well 
understood definition of what good looks like for your organization. We recommend that you 
revisit some or all of the activities in this stage as your business evolves, when you launch a new 
product, application, or service, or when you design a major architectural change, to reassess your 
observability platform and organizational needs.

Integrate observability earlier in the development lifecycle 
(shift-left approach)

Make observability a responsibility for every member of the engineering, operations, and product 
teams, and treat it as a primary functional requirement, similar to the way you treat unit tests 
or security. This does not shift the responsibility from the operations team to the development 
team, but highlights the collaboration required across the multiple teams. It's helpful for teams to 
perform the following activities in collaboration early in the development lifecycle. You might want 
to perform these on a per-ticket, per-feature, or per-product basis.

• Identify stakeholders. Who are the stakeholders and what matters to them if this feature or 
product doesn't work as expected? When you identify stakeholders, consider aspects such as 
functionality, availability, security, cost, sales, and product usage. Stakeholders can include 
your team, your product's customers, internal business stakeholders, members of the platform 
operations team, and application developers. Depending on the scenario, your security and 
finance teams can be stakeholders too.

• Identify key outcomes. Determine the key outcomes and their impact on the business and on 
each stakeholder. Identify success and failure for each outcome and stakeholder. Outcomes are 
typically defined as service-level objectives (SLOs) and must be quantifiable. An SLO is a measure 
for each outcome. A good SLO has a target value that should be strived for, or maintained, 
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as a goal. An SLO can be a measure of user satisfaction. A service-level indicator (SLI) is the 
actual measurement or metrics that is used to determine if you're meeting the SLO: It is the 
quantifiable data point that you track against your objective. Examples include reducing MTTR 
by 60 percent, maintaining application availability at 99.99 percent, or improving developer 
productivity by 30 percent.

Let's take the example of maintaining application availability at 99.99 percent and define the 
SLO, SLI, and metrics required to measure and validate success. For this example, let's consider 
a RESTful application and define application availability as the successful completion of all 
incoming requests. This requires measuring the total number of requests to the application and 
the completion status of each request. When you translate these into SLO and SLI, you need one 
metric that captures incoming requests and another metric that captures the status of requests. 
If all requests complete successfully, the application is considered to be available. If one or more 
requests result in errors, the application is considered to be unavailable. Therefore, the SLI would 
be the sum of request completions that are in error, divided by the sum of incoming requests in a 
5-minute interval—effectively, an error rate. You can add a goal to this SLI to turn it into an SLO; 
for example: Strive for the error rate to be less than 0.1 percent across 3 consecutive 5-minute 
intervals.

• Prioritize key outcomes. Based on the priority you set for each outcome, you can choose 
to focus on outcomes that have the highest impact first, instead of doing everything at the 
same time. Start small, iterate, and improve your observability posture in small increments. 
Observability is a process that requires ongoing reviews, audits, enhancements, and 
improvements toward increasing maturity and benefits. Prioritization can also give you an 
opportunity to define incremental milestones toward identified outcomes.

• Identify required instrumentation. What are the components and related features of the 
architecture or implementation that can influence the outcomes that matter, as identified in the 
previous steps? For example, when you run an application on an Amazon Elastic Compute Cloud 
(Amazon EC2) instance, the number of cores and available RAM can impact the responsiveness 
and throughput of the application. At this stage, it might also be helpful to determine whether 
the tools or libraries you use already provide some of this instrumentation. Conducting a series 
of preliminary reviews or adding questions such as the following to a ticket's definition of ready 
(DoR) can make this activity part of the standard process.

• If this operation were to fail, what would you need to know to address the failure? How does a 
typical or problematic operation affect the components involved? What kind of signal should 
this operation send: log, metric, or trace? What is the cost of this instrumentation compared 
with its value? What kind of aggregation would be acceptable without breaching SLOs?

Integrate observability earlier in the development lifecycle (shift-left approach) 5
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• What are the components and dependencies that can cause a failure in this operation? How 
will you identify which component or dependency caused the failure? What are the different 
configuration levers of these components and dependencies, and how does each affect the 
operation?

• What is the required metric granularity and sampling rate to ensure that the SLI and SLO can 
be accurately measured?

• Define success criteria. For each prioritized outcome, define thresholds that are aligned with the 
impact of meeting or not meeting objectives. The success criteria provide additional context to 
teams when they respond to alerts. They also give you the ability to forecast and make tradeoffs 
against the cost of the instrumentation for the visibility required.

Set up an effective organization and team structure

Based on the architectural complexity and size of your business, you might need to set up a 
dedicated team that focuses on observability. This team will be responsible for configuring the 
observability tools and setting up the observability platform for other teams. We also recommend 
setting up a dedicated team if you choose a standard OpenTelemetry implementation. In smaller 
organizations, you can assign observability as an additional responsibility for every team member 
and also appoint observability champions who evangelize and enforce best practices across teams. 
These champions volunteer a part of their day to define processes and set standards for the 
organization. They work either as a self-norming team or can be led by dedicated observability 
specialists. The following diagram shows how your investment can determine your organizational 
approach.

The champions could be fully embedded in teams (as shown for Team 2 in the following 
illustration) or be part of an enabling team that rotates across the teams to establish and promote 
best practices (Team 1 in the illustration).

Set up an effective organization and team structure 6
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Track cost allocation

Organizations should implement comprehensive cost tracking and visibility across metrics, logs, 
and traces while establishing team-specific accountability for resource usage and costs. Successful 
integration of financial operations (FinOps) practices requires automated monitoring systems 
with budget alerts that are paired with systematic data retention and collection optimization. 
The engineering and finance teams should align their objectives through shared dashboards and 
regular reviews. Organizations benefit from implementing clear chargeback models and cost 
allocation strategies to drive ownership and accountability.

Define standards

Identify and define the base signals and telemetry that an application requires, including alerting 
and dashboard strategies. Create a checklist or formal review process for every application. The
AWS Observability Best Practices website provides guidelines for alerting and dashboard creation, 
such as setting appropriate alert thresholds, minimizing alert fatigue, creating dashboards with 

Track cost allocation 7
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enough context for each persona, and so on. For connected and curated observability experiences, 
see Application signals in the Amazon CloudWatch documentation.

Establish escalation processes

It is important to establish and enforce escalation mechanisms, alert ownership, and response 
procedures. We recommend that you promote a culture where escalation is not frowned upon.

Improve skills through training

Identify the best way to upskill existing and new team members, reinforce the importance of 
observability, and foster a culture of continuous improvement. Based on your organization's needs, 
you can choose between pre-recorded, on-demand training or classroom training that is delivered 
by observability champions or specialists. Your AWS account team can deliver in-depth, hands-
on training sessions such as the One Observability Workshop or GameDays to coach and improve 
observability skills and best practices. Additionally, incorporate mechanisms to reinforce best 
practices and to promote the standards defined by your organization.

Establish escalation processes 8
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Stage 2: Implement observability
At this stage, you start the process for your teams to incrementally work their way to the North 
Star.

Choose your observability platform

The first step is to identify the right tools to ingest, visualize, and analyze the signals, and to send 
alerts. When you select a tool, consider its feature set, licensing model, price, skill requirements, 
and maintenance.

Feature set

Here are some of the questions to consider:

• Configurability and customization. Which features does the tool provide to simplify the 
investigative experience and to help reduce the MTTR? Does the tool provide alarm correlation, 
metric math, flexibility in handling missing telemetry, or anomaly detection?

• Granularity. What is the supported granularity of telemetry signal ingestion and visualization?

• Personas. Does the tool support the experiences that you want to offer to your developers, 
platform engineers, and other personas? Does it  work for both technical and business personas?

• Widgets. What kinds of widgets do the dashboards support? Does the tool allow the creation of 
custom widgets?

• Prebuilt solutions. What kinds of prebuilt observability solutions does the tool offer to reduce 
the time to value?

• Automation and generative AI. What features does the tool provide that can help automate 
or reduce toil for you and your team? For example, automatic anomaly detection, predictive 
analytics, and other generative AI capabilities can help reduce the stress of assumptions and
unknown-unknowns (that is, things that you're neither aware of nor fully understand). Does the 
tool support the use of generative AI/ML models to enhance the analysis of the data at scale? 
Does it provide you with the option to automate and implement AIOps?

• Security. What kinds of authentication and authorization integrations does the tool support? Do 
the user and login experiences meet the needs of your organization?

• OpenTelemetry support. Do the tool and agent support OpenTelemetry? Most observability 
platforms support the ingestion of OpenTelemetry-compatible signals, but not all agents 
provide configuration options to forward these signals to an observability platform.

Choose your observability platform 9
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• Integrations. What integrations does the tool offer? Consider whether you need to send alerts to 
Slack, page team members, or automate resolution.

• Scalability. How scalable and performant is the tool? The observability solution has to scale 
as your demands and usage increase, so it can provide diagnoses even if your application is 
unavailable.

• Support. What support model is offered? Your observability tool has to be available even if your 
application fails so you can meet your MTTR and application availability targets or service-level 
agreements (SLAs). Open source solutions might offer limited formal support.

Licensing and deployment model

Consider the solution's licensing model (open source or commercial) and deployment model (self-
hosted or cloud-based). Open source options often have lower upfront costs but might require 
more time for deployment, setup and configuration, maintenance, and team upskilling before 
they provide value. If you are considering open source options, you might need a dedicated team 
of observability experts. Commercial software typically offers faster time to value with a higher 
upfront cost, and the need for a dedicated observability team evolves over time as adoption, 
complexity, and maturity increase. Self-hosted solutions require more time for deployment, 
setup and configuration, maintenance, and operational overhead in comparison with cloud-based 
solutions.

Pricing dimensions

How will the tool's pricing model impact your total cost of ownership (TCO) as your application 
gains new users, a larger architecture footprint, or new features and applications? For example, 
some typical licensing models are perpetual or based on subscriptions, the number of named users, 
consumption, or volume. Consider how your application and the observability tool will scale in 
usage and how the licensing model can impact the cost of the tool.

Team skills

Depending on the current skill set and maturity of your team, you'll need to determine how much 
upskilling will be required. Consider what kind of support the vendor provides to train your team. 
Also consider whether your organizational structure supports the configuration and management 
of the tool that you choose. For example, if you choose OpenTelemetry, you should consider 
setting up a separate team that specializes in observability.

Licensing and deployment model 10
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Operations and maintenance

Evaluate the following questions:

• What deployment options does the observability agent or collector offer? Do those options meet 
the requirements of your architecture? For example, if you use a containerized deployment for 
the observability tool, does it support a daemonset or sidecar? What additional steps or tools 
would the operations team need to take or use to ensure alignment with security and all other 
processes?

• What is the effort required to maintain the solution? How simple or automated is the process 
of updating the agent or collector? Fully managed and cloud-based observability interfaces 
typically have lower operational overhead compared with self-deployed and hosted applications, 
although the management of the agent or collector stays the same. Take your team structure 
into consideration, and factor in the human cost of maintaining the option you choose.

Instrument your application

The answers to the questions in the previous section give you the information you need to 
instrument your application—that is, to add code to capture telemetry signals to your application 
and to measure, observe, and validate behaviors. You can use SDKs such as the OpenTelemetry 
SDK for your application's language to automatically instrument your application. You might still 
need to add manual instrumentation code to cover any gaps and to ensure end-to-end visibility. 
Be intentional about the telemetry you add, and make sure that you can connect it back to one or 
more SLIs and SLOs that you established in the previous stage.

Collect telemetry

Configure the telemetry collector or agent to ingest the relevant telemetry signals in alignment 
with the outcomes that you prioritized in stage 1.

Implement observability components

When the telemetry is flowing and ingested into an observability platform, create dashboards, 
alerts, playbooks, and runbooks.

• Dashboards: Create dashboards that contain relevant information, including a visual 
representation of current and historical trends associated with your prioritized outcomes. Make 

Operations and maintenance 11
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these dashboards available to the stakeholders you defined in stage 1. For more information, see
Building dashboards for operational visibility on the Amazon Builders' Library website.

• Alerts: Define alerts to notify your team when outcomes are at risk or are being breached. 
Consider adding alerts for security and performance issues. Optimize alerts to reduce alert 
fatigue and costs by adopting the following:

• Use anomaly detection to avoid setting hard thresholds, which require frequent adjustments, 
and to reduce the occurrence of unknown-unknowns.

• Use intelligent alert combinations that look at multiple, related metrics together instead of 
setting up individual alerts for each metric. For example, instead of setting up separate alerts 
for CPU, memory, and response time, create one meaningful alert that triggers only when 
these metrics collectively indicate a real problem. This approach significantly reduces alert 
noise and helps your teams focus on actual service-impacting issues instead of having to 
respond to isolated metric spikes.

• Generate alerts only when user experience or outcomes are at risk. For example, avoid getting 
alerts about a CPU spike that's caused by an automated upgrade when your application has no 
active users.

• Playbooks: A playbook provides a mental model and context to the person who responds to an 
incident or alert, and helps them identify the root cause faster. Consider creating playbooks for 
highly coupled, complex applications and for applications that lack instrumentation but directly 
impact the outcomes you identified and prioritized in stage 1.

• Runbooks: Use runbooks to define the steps that are required to resolve an incident or alert.

Validate the observability system

Throughout your software development lifecycle (SDLC), validate that dashboards provide the 
expected behaviors and updates during system tests. Implement chaos engineering and validate 
the steps that are documented in playbooks and runbooks, to make sure that they are accurate and 
serve their purpose. You should also validate alert ownership and escalation paths.

Validate the observability system 12
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Stage 3: Inspect, adapt and iterate

After you implement your observability system, we recommend that you continually review, assess, 
learn, adapt, and improve your implementation. You can use the AWS Observability Maturity Model
as a tool to assess the maturity of your implementation and to identify and prioritize areas for 
improvement.

Implement regular reviews

Observability is an iterative process. It requires regular audits and assessments of existing 
components, and changes and enhancements to drive continual improvement. We recommend that 
you perform regular reviews to reevaluate SLOs, alert thresholds, dashboards, metric granularity, 
retention policies, sampling strategies, and so on to ensure that these are driving value for your 
teams and business. By connecting observability costs to specific teams and services, you can 
enable data-driven decisions about coverage and resource allocation.

At Amazon, we conduct weekly Operational Readiness Reviews (ORRs) to audit teams' processes 
and observability postures against best practices. This is a non-blocking exercise that aligns with 
the number of services and frequency of releases at Amazon.

Depending on the size of your organization, you can also have a business as usual (BAU) roster, 
where one member of each team is responsible for reporting on anomalies and trends, uncovering 
unknown-unknowns, removing unwanted instrumentation and alerts, improving dashboards, 
and ensuring that the observability solution continues to work for the team and is aligned to the 
team's objectives and success metrics. This could also be an opportunity to reassess the alerting 
strategy to be more responsive, proactive, and closer to the user. The goal with these reviews is to 
create a virtuous cycle, as shown in the following illustration, and to improve the maturity of your 
observability posture maturity, as described in the AWS Observability Maturity Model.

Implement regular reviews 13
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Identify the playbooks that are accessed most frequently and consider improving your application 
or adding more instrumentation. Identify the runbooks that are executed most frequently and 
consider automating those runbooks.

The learnings from these reviews are also shared with the observability squad and specialists, 
to highlight improvements in central programs and the observability platform. For example, 
depending on the frequency of deployment-triggered events, you might decide to prioritize the 
improvement of the deployment pipeline over other components. If the MTTR is higher because of 
monitoring gaps, you can prioritize improving the observability platform and its configuration.

Celebrate wins

Share success stories from teams that use observability tools. For example, highlight the success of 
a team that used observability metrics to implement an alternative solution that is more efficient 

Celebrate wins 14
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and leads to lower latency or cost. Communicating this success underscores the importance of 
observability and motivates other teams to improve their observability posture and strive for 
similar success.

Learn from incidents

Conduct blameless post-incident exercises similar to the correction of errors (COE) process at 
Amazon to identify areas for improvement and to prevent future issues. As with wins, the learnings 
from this exercise can be shared broadly with other teams to reinforce the value of observability 
and best practices.

Learn from incidents 15
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Next steps and resources

By starting with your users and business outcomes, and by focusing on impact, you can derive 
better value from your observability solution while controlling costs and avoiding tool sprawl. 
Remember that observability is an iterative process, not a destination. Set up your teams and 
processes to continuously iterate and improve your observability posture, incorporate best 
practices, and close gaps as your architecture, business requirements, and teams evolve, with 
well-defined goals as a guide. By planning for failure, incorporating a culture of continuous 
improvement, and adopting the best practices that are discussed in this guide, you should be able 
to put the guidance from Dr. Werner Vogels into practice:"Everything fails all the time... so plan for 
failure and nothing will fail."

For a hands-on workshop to help you define your observability strategy, contact your AWS 
representative to deliver an Observability Strategy workshop.

Resources

For more information and guidance for implementing an effective observability strategy on AWS, 
see the following resources:

• Monitoring and observability (AWS observability services)

• AWS Observability Best Practices

• AWS Distro for OpenTelemetry

• Operational excellence pillar (AWS Well-Architected Framework)

• Building dashboards for operational visibility (The Amazon Builders' Library)

• DevOps guidance (AWS Well-Architected Framework)

Resources 16

https://catalog.us-east-1.prod.workshops.aws/workshops/e31f4fcc-1944-4e46-815d-26fc9eafabce/en-US/howtorun
https://aws.amazon.com/cloudops/monitoring-and-observability/
https://aws-observability.github.io/observability-best-practices/
https://aws.amazon.com/otel/
https://docs.aws.amazon.com/en_us/wellarchitected/latest/framework/operational-excellence.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/observability.html
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