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Applying the AWS Well-Architected Framework for
Amazon Neptune

Brian O'Keefe, Javed Ali, Michael Havey, Melissa Kwok, Abhishek Mishra, Sakti Mishra, Kevin Phillips,
and Ganesh Sawhney, Amazon Web Services

You can build graph-based solutions on Amazon Web Services (AWS) by using Amazon Neptune.

This guide provides prescriptive guidance for applying the AWS Well-Architected Framework

principles when you plan your Neptune deployment.

The AWS Well-Architected Framework helps you build secure, high-performing, resilient, and
efficient infrastructures for a variety of applications and workloads. It also provides a consistent
approach for you to evaluate architectures and implement scalable designs.

The AWS Well-Architected Framework is built around the following six pillars:

» Operational excellence
» Security

« Reliability

« Performance efficiency
» Cost optimization

« Sustainability

This guide provides information from the AWS Well-Architected Framework design pillars and best
practices, and considerations to keep in mind when deploying Neptune on AWS.

Intended audience

This guide is intended for data engineers, solution architects, and data analysts who design and
implement solutions that use graphs on AWS.

Objectives

This guide can help you and your organization do the following:

Intended audience 1
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» Choose from the supported deployment options and query languages, based on your use case
and query patterns.

» Follow the AWS Well-Architected design patterns that will help in improving resiliency and
security.

» Design your queries for optimal performance and cost savings.

« Learn how to be operationally efficient when managing your Neptune cluster in production.

Objectives 2
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Operational excellence pillar

The operational excellence pillar of the AWS Well-Architected Framework focuses on running
and monitoring systems, and continually improving processes and procedures. It includes the
ability to support development and run workloads effectively, gain insight into their operation,

and continuously improve supporting processes and procedures to deliver business value. You can
reduce operational complexity through self-healing workloads, which detect and remediate most
issues without human intervention. You can work toward this goal by following the best practices
described in this section. Use Amazon Neptune metrics, APls, and mechanisms to properly respond
when your workload deviates from expected behavior.

This discussion of the operational excellence pillar focuses on the following key areas:

« Infrastructure as code (laC)

« Change management
 Resiliency strategies
 Incident management

« Audit reporting for compliance

« Logging and monitoring

Automate deployment using an laC approach

Best practices for automating deployment on Neptune using laC include the following:

» Apply infrastructure as- code (IaC) to deploy Neptune clusters whenever possible. For consistent
environment configuration, use an AWS CloudFormation template, AWS Cloud Development Kit

(AWS CDK), or HashiCorp Terraform to create all the required resources for your cluster.

« Automate Neptune operational procedures, such as resizing instances, adding or removing read
replicas, or doing manual failovers on global tables, whenever possible.

» Store connection strings externally from your client. Use extract, transform, and load (ETL)
processes to facilitate blue/green deployment strategies, disaster recovery (DR), and near-zero
downtime migrations to new clusters. Connection strings can be stored in AWS Secrets Manager,

Amazon DynamoDB, or any location where they can be changed dynamically.

» Use tags to add metadata to your Neptune resources, and track usage based on tags. For more
information, see Tagging Amazon Neptune Resources.

Automate deployment using an laC approach 3
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Make frequent, small, reversible changes

The following recommendations focus on small, reversible changes to minimize complexity and
reduce the likelihood of workload disruption:

» Store laC templates and scripts in a source control service, such as GitHub or GitLab.

/A Important

Do not store AWS credentials in source control.

« Require IaC deployments to use a continuous integration and continuous delivery (Cl/CD) service,
such as AWS CodePipeline or AWS CodeBuild. These services compile, test, and deploy code in a

non-production environment containing an ephemeral Neptune cluster before impacting your
production Amazon Neptune cluster.

» Test infrastructure and application queries in a lower environment before you deploy them to
production. This will minimize the likelihood of a disruption and help ensure they perform well
with your workload and scale.

Anticipate failure

A self-healing infrastructure exemplifies operational excellence by anticipating failure and
attempting to resolve any issues without intervention. The following recommendations help you
achieve that maturity with Neptune:

» Create a monitoring plan that uses Amazon CloudWatch metrics to monitor your DB instance's
CPU and memory usage, and understand the usage patterns. Create CloudWatch dashboards and
alarms for key metrics and the Neptune client responses found in your application logs. For more
information about indicators of high or low CPU utilization, see Using CloudWatch to monitor DB

instance performance in Neptune in the Neptune documentation.

If you frequently get out-of-memory exceptions on your queries, consider reducing the total
number of nodes your query traverses or try using an instance from the X2 family, which has a
higher RAM-to-CPU ratio.

 Set notifications to monitor the health of the Neptune cluster. For example,
BufferCacheHitRatio should be constantly high (greater than 99.9 percent), whereas

Make frequent, small, reversible changes 4
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MainRequestQueuePendingRequests should be constantly low (ideally O but dependent on
your requirements and latency tolerance).

« Consider using read replicas to achieve high availability within Neptune. You should have at least
two read replicas in different Availability Zones from the writer instance to ensure an instance is
always available to serve read queries during a failover event.

» Automatically scale read replicas based on utilization metrics. For more information, see Auto-

scaling the number of replicas in an Amazon Neptune DB cluster.

» Test failover for your DB instance to understand how long the process takes for your use case.

« If your application requires surviving a complete AWS Region outage, consider using global
databases as part of your DR plans.

Learn from all operational failures

A self-healing infrastructure is a long-term effort that develops in iterations as rare problems occur
or responses are not as effective as desired. Adopting the following practices drives focus toward
that goal:

» Drive improvement by learning from all failures.

« Share what is learned across teams and the organization. If multiple teams within an
organization use Neptune, create a common chatroom or user group to share learnings and best
practices.

Use logging capabilities to monitor for unauthorized or
anomalous activity

To observe anomalous performance and activity patterns, store logs in Amazon CloudWatch Logs.
Consider the following best practices:

« Enable slow-query logging. Regularly review the log and diagnose why certain queries are slow.

Use the Neptune explain and profile endpoints for Gremlin, SPARQL, or openCypher to gain

insights into why these queries are slow.

» Enable Neptune audit logs, and regularly review the logs for unauthorized access or anomalies.

« If you are using slow-query logging or audit logging, enable publishing to CloudWatch Logs. This
will help you to avoid running out of disk space on instances. Neptune instances have limited log

Learn from all operational failures 5
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storage capacity and will overwrite older log files when log space is exceeded. CloudWatch Logs
supports long-term retention of logs. The enhanced monitoring capabilities in CloudWatch Logs
will improve your ability to query logs and diagnose issues.

 To facilitate better analysis tools for your audit logs, you can configure a Neptune DB cluster
to publish audit log data to a log group in CloudWatch Logs. With CloudWatch Logs, you
can perform real-time analysis of the log data, use CloudWatch to create alarms and view
metrics, and use CloudWatch Logs to store your log records in highly durable storage. For more
information, see Publishing Neptune logs to Amazon CloudWatch Logs.

» Neptune supports logging of control plane actions using AWS CloudTrail. For more information,
see Logging Amazon Neptune API Calls with AWS CloudTrail.

Use logging capabilities to monitor for unauthorized or anomalous activity 6
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Security pillar

Cloud security at AWS is the highest priority. As an AWS customer, you benefit from a data center
and network architecture that is built to meet the requirements of the most security-sensitive
organizations.

Security is a shared responsibility between AWS and you. The shared responsibility model describes
this as security of the cloud and security in the cloud:

» Security of the cloud — AWS is responsible for protecting the infrastructure that runs AWS
services in the AWS Cloud. AWS also provides you with services that you can use securely. Third-
party auditors regularly test and verify the effectiveness of AWS security as part of the AWS
compliance programs. To learn about the compliance programs that apply to Amazon Neptune,
see AWS Services in Scope by Compliance Program.

« Security in the cloud - Your responsibility is determined by the AWS service that you use. You
are also responsible for other factors, including the sensitivity of your data, your company's
requirements, and applicable laws and regulations. For more information about data privacy,
see the Data Privacy FAQ. For information about data protection in Europe, see the AWS Shared
Responsibility Model and GDPR blog post.

The security pillar helps you understand how to apply the shared responsibility model when using

Neptune. The following topics show you how to configure Neptune to meet your security and
compliance objectives. You also learn how to use other AWS services that help you to monitor and
secure your Neptune resources.

The security pillar includes the following key focus areas:

» Data security
« Network security

« Authentication and authorization

Implement data security

Data leakage and breaches put your customers at risk and can cause substantial negative impact on
your company. The following best practices help protect your customer data from inadvertent and
malicious exposure:

Implement data security 7
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» Cluster names, tags, parameter groups, AWS Identity and Access Management (IAM) roles, and
other metadata should not contain confidential or sensitive information because that data might
appear in billing or diagnostic logs.

« URIs or links to external servers stored as data in Neptune should not contain credential
information to validate requests.

» Neptune encrypted instances provide an additional layer of data protection by helping to secure
your data from unauthorized access to the underlying storage. You can use Neptune encryption
to increase data protection of your applications that are deployed in the cloud. You can also
Neptune encryption to fulfill compliance requirements for data at rest.

To enable encryption for a new Neptune DB instance, choose Yes in the Enable

encryption section on the Neptune console (selected by default), or by setting the
AWS::Neptune::DBCluster::StorageEncrypted property in CloudFormation. If encryption is
enabled, Neptune will use the Amazon Relational Database Service (Amazon RDS) AWS managed
key by default, or you can create a customer managed key. For information about creating a

Neptune DB instance, see Creating a new Neptune DB cluster. For more details, see Encrypting

Neptune Resources at Rest. Your automated and manual snapshots use the same encryption that
you selected for your Neptune cluster.

« When using SPARQL and openCypher languages, practice proper input validation and
parameterization techniques to prevent SQL injection and other forms of attacks. Avoid
constructing queries that use string concatenation with user-supplied input. Use parameterized
queries or prepared statements to safely pass input parameters to the graph database. For more
information, see Examples of openCypher parameterized queries and SPARQL Injection Defence.

» For the Gremlin language, use Gremlin Language Variants instead of directly passing string-
based Gremlin Scripts to avoid potential injection issues.

Secure your networks

An Amazon Neptune DB cluster can be created only in a virtual private cloud (VPC) on AWS.

Until Neptune 1.4.6.0, the Neptune DB cluster's endpoints were accessible only within that VPC.
As of Neptune 1.4.6.0 and later, Neptune instances can be configured to be publicly accessible
over the internet. It is a best practice to use this feature only in non-production environments to
enable simplified access to Neptune for your developers (though IAM authentication is always
required on to enable public accessibility). If you have public accessibility enabled, consider setting
inbound security group rules for your database port to only known IP address traffic. In production
environments or with clusters containing sensitive data, secure your Neptune data by not allowing

Secure your networks 8
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public accessibility and limiting access to the VPC where your Neptune DB cluster is located. For
more information, see Connecting to your Amazon Neptune graph.

To protect your data in transit, Neptune enforces SSL connections through HTTPS to any instance
or cluster endpoint using secure protocols and ciphers. Neptune provides SSL certificates for your

Neptune DB instances. Neptune SSL certificates support only cluster endpoint, reader endpoint,
and instance endpoint hostnames.

If you are using a load balancer or a proxy server (such as HAProxy), you must use SSL termination
and have your own SSL certificate on the proxy server. SSL passthrough doesn't work because the
provided SSL certificates don't match the proxy server hostname. For more information about
connecting to Neptune endpoints with SSL, see Using the HTTP REST endpoint to connect to a
Neptune DB instance.

Implement authentication and authorization

To control who can perform Neptune management actions on Neptune DB clusters and DB
instances, enable IAM database authentication and use IAM credentials. When you connect to
AWS using IAM credentials, your 1AM role must have IAM policies that grant the permissions
required to perform Neptune management operations. Ensure that you follow principle of least

privilege, granting only the permissions required to complete a task. For more information, see
Using different kinds of IAM policies for controlling access to Neptune and IAM Authentication
Using Temporary Credentials.

To control who can connect to a Neptune cluster and query the data, you can use IAM to
authenticate to your Neptune DB instance or DB cluster. If you enable IAM authentication in
a Neptune DB cluster, anyone accessing the DB cluster must first be authenticated. For more
information, see Enabling IAM database authentication in Neptune for steps to enable IAM
authentication.

When IAM database authentication is enabled, each request must be signed using AWS Signature
Version 4. To understand how to send signed requests to all Neptune endpoints with IAM
authentication enabled, see Connecting and Signing with AWS Signature Version 4. Many libraries
and tools, such as awscurl, already support AWS Signature Version 4.

For interacting with other AWS services, Amazon Neptune uses IAM service-linked roles. A service-

linked role is a unique type of IAM role that is linked directly to Neptune. Service-linked roles are
predefined by Neptune and include all the permissions that the service requires to call other AWS
services on your behalf. For more information, see Using Service-Linked Roles for Neptune.

Implement authentication and authorization 9
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Reliability pillar

The reliability pillar encompasses the ability of a workload to perform its intended function
correctly and consistently when it's expected to. This includes the ability to operate and test the
workload through its total lifecycle.

A reliable workload starts with upfront design decisions for both software and infrastructure. Your
architecture choices will impact your workload behavior across all of the AWS Well-Architected
pillars. For reliability, there are specific patterns you must follow.

The reliability pillar focuses on the following key areas:

» Workload architecture, including service quotas and deployment patterns
« Change management

 Failure management

Understand Neptune service quotas

A Neptune cluster volume can grow to a maximum size of 128 tebibytes (TiB) in all supported AWS

Regions except China and GovCloud, where the quota is 64 TiB.

The 128 TiB quota is sufficient to store approximately 200-400 billion objects in the graph. In a
labeled property graph (LPG), an object is a node, an edge, or a property on a node or edge. In a
Resource Description Framework (RDF) graph, an object is a quad.

For any Neptune Serverless cluster, you set both the minimum and the maximum number of

Neptune Capacity Units (NCUs). Each NCU consists of 2 gibibytes (GiB) of memory and the
associated vCPU and networking. The minimum and maximum NCU values apply to any serverless
instances in the cluster. The highest maximum NCU value you can set is 128.0 NCUs, and the lowest
minimum is 1.0 NCUs. Optimize the NCU range that works best for your application by observing
the Amazon CloudWatch metrics ServerlessDatabaseCapacity and NCUUtilizationto
capture the range you commonly run in and correlate undesired behavior or costs within that
range. In many workloads, 1.0 NCU is too low of a starting point and results in unreliable behavior
after periods of inactivity. If you find that your workload doesn't scale fast enough, increase the
minimum NCUs to provide enough processing for the initial surge while it scales.

Each AWS account has quotas for each Region on the number of database resources that you can
create. These resources include DB instances and DB clusters. After you reach a limit for a resource,

Understand Neptune service quotas 10


https://docs.aws.amazon.com/wellarchitected/latest/framework/reliability.html
https://docs.aws.amazon.com/neptune/latest/userguide/feature-overview-storage.html
https://docs.aws.amazon.com/neptune/latest/userguide/graph-get-started.html
https://docs.aws.amazon.com/neptune/latest/userguide/feature-overview-data-model.html
https://docs.aws.amazon.com/neptune/latest/userguide/neptune-serverless-capacity-scaling.html

AWS Prescriptive Guidance Applying the AWS Well-Architected Framework for Amazon Neptune

additional calls to create that resource fail with an exception. Some quotas are soft quotas that
can be increased by request. For a list of quotas shared between Amazon Neptune and Amazon
RDS, Amazon Aurora, and Amazon DocumentDB (with MongoDB compatibility), along with links to
request quota increases when available, see Quotas in Amazon RDS.

Understand Neptune deployment patterns

In Neptune DB clusters, there is one primary DB instance and up to 15 Neptune replicas.

The primary DB instance supports read and write operations, and it performs all of the data
modifications to the cluster volume. Neptune replicas connect to the same storage volume as the
primary DB instance, and they support only read operations. Neptune replicas can offload read
workloads from the primary DB instance.

To achieve high availability, use read replicas. Having one or more read replica instances available
in different Availability Zones can increase availability because read replicas serve as failover
targets for the primary instance. If the writer instance fails, Neptune promotes a read replica
instance to become the primary instance. When this happens, there is a brief interruption
(generally less than 30 seconds) while the promoted instance is rebooted, during which read and
write requests made to the primary instance fail with an exception. For highest reliability, consider
two read replicas in different Availability Zones. If the primary instance in Availability Zone 1 goes
offline, the instance in Availability Zone 2 is promoted to primary, but it cannot handle queries
while that happens. So an instance in Availability Zone 3 is required to handle read queries during
the transition.

If you are using Neptune Serverless, reader and writer instances in all Availability Zones will scale
up and down, independently of each other, depending on their database load. You can set the
promotion tier of a reader instance to 0 or 1 so that it scales up and down along with the capacity
of the writer instance. This makes it ready to take over the current workload at any time.

If your application has a worldwide footprint or requires multi-Region failover, consider using

a Neptune global database. An Amazon Neptune global database spans multiple AWS Regions,

enabling low-latency global reads and providing fast recovery in the rare case where an outage
affects an entire AWS Region. A Neptune global database consists of a primary DB cluster in one
Region and up to five secondary DB clusters in different Regions.
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Manage and scale Neptune clusters

You can use Neptune auto-scaling to automatically adjust the number of Neptune replicas in a DB

cluster to meet your connectivity and workload requirements based on CPU utilization thresholds.
With auto-scaling, your Neptune DB cluster can handle sudden increases in workload. When the
workload decreases, auto-scaling removes unnecessary replicas so that you aren't paying for
unused capacity. Be aware that new instance startup can take as long as 15 minutes, so auto-
scaling alone is not a sufficient solution for rapid changes in demand.

You can use auto-scaling only with a Neptune DB cluster that already has one primary writer
instance and at least one read-replica instance (see Amazon Neptune DB Clusters and Instances).

Also, all read-replica instances in the cluster must be in an available state. If any read-replica is
in a state other than available, Neptune auto-scaling does nothing until every read-replica in the
cluster is available.

If you experience rapid changes in demand, consider using serverless instances. The serverless
instances can scale vertically over short periods while auto-scaling scales horizontally over longer
periods. This configuration provides optimal scalability because the serverless instances scale
vertically while auto-scaling instantiates new read replicas to handle the workload beyond the
maximum capacity of a single serverless instance. For more information about capacity scaling of
Amazon Neptune Serverless, see Capacity scaling in a Neptune Serverless DB cluster.

If your scaling needs change at predictable times, you can schedule changes to the minimum

instances, maximum instances, and thresholds to better handle those shifting needs. Remember
to schedule scale-out events at least 15 minutes in advance to allow for those instances to come
online when needed.

You manage your database configuration in Amazon Neptune by using parameters in a parameter
group. Parameter groups act as a container for engine configuration values that are applied to one
or more DB instances. When modifying cluster parameters in parameter groups, understand the
difference between static and dynamic parameters, and how and when they are applied. Use the
status endpoint to see the current applied configuration.

Manage backups and failover events

Neptune backs up your cluster volume automatically, and it retains backed up data for the length
of the backup retention period. Neptune backups are continuous and incremental so you can
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quickly restore to any point within the backup retention period. You can specify a 1-35 day backup
retention period when you create or modify a DB cluster.

To retain a backup beyond the backup retention period, you can also take a snapshot of the data in
your cluster volume. Storing snapshots incurs the standard storage charges for Neptune.

When you create an Amazon Neptune snapshot of a DB cluster, Neptune creates a storage volume
snapshot of the cluster, backing up all its data, not just individual instances. You can later create

a new DB cluster by restoring from this DB cluster snapshot. When you restore the DB cluster, you
provide the name of the DB cluster snapshot to restore from, and then you provide a name for the
new DB cluster that is created by the restore.

Test how your system responds to failover events. Use the Neptune API to force a failover

event. Reboot with failover is beneficial when you want to simulate a failure of a DB instance

for testing or for restore operations to the original Availability Zone after a failover occurs. For
more information, see Configuring and managing a Multi-AZ deployment. When you reboot a DB

writer instance, it fails over to the standby replica. Rebooting a Neptune replica does not initiate a
failover.

Design your clients for reliability. Test their behavior during failover events. Implement retry logic
in your client with exponential backoff logic. Code examples that implement this logic can be
found in the documentation under the AWS Lambda function examples for Amazon Neptune.

Consider using AWS Backup if you have a common set of backup requirements you apply across
multiple database engines.
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Performance efficiency pillar

The performance efficiency pillar of the AWS Well-Architected Framework focuses on how

to optimize performance while ingesting or querying data. Performance optimization is an
incremental and continual process of the following:

« Confirming business requirements

« Measuring the workload performance

« ldentifying under-performing components

« Tuning the components to meet your business needs

The performance efficiency pillar provides use case-specific guidelines that can help in identifying
the right graph data model and query languages to use. It also includes best practices to follow
when ingesting data into and consuming data from Amazon Neptune.

The performance efficiency pillar focuses on the following key areas:

Graph modeling

Query optimization

Cluster right-sizing

Write optimization

Understand graph modeling

Understand the difference between Labeled Property Graph (LPG) and Resource Description
Framework (RDF) models. In most cases, it is a matter of preference. There are several use cases,
however, where one model is better suited than the other. If you require knowledge of the path
connecting two nodes in your graph, choose LPG. If you want to federate data across Neptune
clusters or other graph triple stores, choose RDF.

If you are building a software as a service (SaaS) application or an application that requires multi-
tenancy, consider incorporating the logical separation of tenants in your data model instead

of having one tenant for each cluster. To achieve that type of design, you can use SPARQL

named graphs and labeling strategies, such as prepending customer identifiers to labels or
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adding property key-value pairs representing tenant identifiers. Make sure your client layer
injects these values to keep that logical separation. For more information about multi-tenancy
recommendations, see Multi-tenancy guidance for ISVs running Amazon Neptune databases.

The performance of your queries depends on the number of graph objects (nodes, edges,
properties) that need to be evaluated in the processing of your query. As such, the graph model can
have significant impact on the performance of your application. Use granular labels when possible,
and store only the properties you need to achieve path determination or filtering. To achieve
higher performance, consider precalculating parts of your graph, such as creating summarization
nodes or more direct edges connecting common paths.

Try to avoid navigating across nodes that have an abnormally high number of edges with the same
label. Such nodes often have thousands of edges (where most nodes have edge counts in the tens).
The result is much higher compute and data complexity. These nodes might not be problematic

in some query patterns, but we recommend modeling your data differently to avoid it, especially

if you will navigate across the node as an intermediate step. You can use slow-query logs to help

identify queries that navigate across these nodes. You will likely observe much higher latency and
data access metrics than your average query patterns, especially if you use debug mode.

Use deterministic node IDs for nodes and edges if your use case supports it instead of using
Neptune to assign random GUID values for IDs. Accessing nodes by ID is the most efficient method.

Optimize queries

The openCypher and Gremlin languages can be used interchangeably on LPG models. If
performance is a top concern, consider using the two languages interchangeably because one
might perform better than the other for specific query patterns.

Neptune is in the process of converting to its alternative query engine (DFE). openCypher runs
on the DFE only, but both Gremlin and SPARQL queries can be optionally set to run on the DFE
by using query annotations. Consider testing your queries with the DFE activated and comparing
performance of your query pattern when not using the DFE.

Neptune is optimized for transactional type queries that start at a single node or set of nodes
and fan out from there, rather than analytical queries that evaluate the entire graph. For your
analytical query workloads, use Neptune Analytics. Neptune Analytics is an ideal choice for

investigatory, exploratory, or data-science workloads that require fast iteration for data, analytical
and algorithmic processing. It can also perform a vector search on graph data and can load data
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directly from your Neptune database instance. If Neptune Analytics does not meet your needs,
you can also consider AWS SDK for Pandas or using neptune-export combined with AWS Glue or
Amazon EMR.

To identify inefficiencies and bottlenecks in your models and queries, use the profile and
explain APIs for each query language to obtain detailed explanations of the query plan and
query metrics. For more information, see Gremlin profile, openCypher explain, and SPARQL explain.

Understand your query patterns. If the number of distinct edges in a graph becomes large, the
default Neptune access strategy can become inefficient. The following queries might become quite
inefficient:

« Queries that navigate backward across edges when no edge labels are given.

« Clauses that use this same pattern internally, such as .both() in Gremlin, or clauses that drop
nodes in any language (which requires dropping incoming edges without knowledge of labels).

» Queries that access property values without specifying property labels. These queries might
become quite inefficient. If this matches your usage pattern, consider enabling the OSGP index
(object, subject, graph, predicate).

Use slow-query logging to identify slow queries. Slow queries can be caused by unoptimized query

plans or unnecessarily large numbers of index lookups, which can increase I/O costs. The Neptune
explain and profile endpoints for Gremlin, SPARQL, or openCypher can help you understand why

these queries are slow. Causes might include the following:

» Nodes with an abnormally high number of edges compared with the average node in the graph
(for example, thousands compared with tens) can add computational complexity and therefore
longer latency and greater resource consumption. Determine whether these nodes are correctly
modeled, or whether the access patterns can be improved to reduce the number of edges that
must be traversed.

« Unoptimized queries will contain a warning that specific steps are not optimized. Rewriting these
queries to use optimized steps might improve performance.

« Redundant filters might cause unnecessary index lookups. Likewise, redundant patterns might
cause duplicate index lookups that can be optimized by improving the query (see Index
Operations - Duplication ratio inthe profile output).

« Some languages such as Gremlin don't have strongly typed numerical values, and they use type
promotion instead. For example, if the value is 55, Neptune looks for values that are integers,
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longs, floats, and other numerical types equivalent to 55. This results in additional operations. If
you know your types match in advance, you can avoid this by using a query hint.

» Your graph model can greatly impact performance. Consider reducing the number of objects that
need to be evaluated by using more granular labels or by precalculating shortcuts to multiple-
hop linear paths.

If query optimization alone does not allow you to reach your performance requirements, consider
using a variety of caching techniques with Neptune to achieve those requirements.

Neptune performance is continuously improving with each version. Review the release notes to see
details of the improvements with each release. Consider planning regular updates to your Neptune
DB cluster to help achieve optimal performance. Newer versions also support newer instances.
Consider upgrading to 1.4.5.0 or later to be able to utilize the 189 instances. For more information
about how this can improve your workload's performance, see 4.7 times better write query price-

performance with AWS Graviton4 R8g instances using Amazon Neptune v1.4.5.

Right-size clusters

Size your cluster for your concurrency and throughput requirements. The number of concurrent
queries that can be handled by each instance in the cluster is equal to two times the number

of virtual CPUs (vCPUs) on that instance. Additional queries that arrive while all worker threads
are occupied are put into a server-side queue. Those queries are handled on a first-in-first-out

(FIFO) basis when worker threads become available. The MainRequestQueuePendingRequests
Amazon CloudWatch metric shows the current queue depth for each instance. If this value is
frequently above zero, consider choosing an instance with more vCPUs. If the queue depth exceeds

8,192, Neptune will return a ThrottlingException error.

Approximately 65 percent of the RAM for each instance is reserved for buffer cache. The buffer
cache holds the working data set of data (not the entire graph; just the data that is being queried).
To determine what percentage of data is being fetched from the buffer cache instead of storage,
monitor the CloudWatch metric BufferCacheHitRatio. If this metric often drops below 99.9
percent, consider trying an instance with more memory to determine if it decreases your latency
and I/0O costs.

Read replicas do not have to be the same size same as your writer instance. However, heavy write
workloads can cause smaller replicas to fall behind and reboot because they cannot keep up
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with the replication. Therefore, we recommend making replicas equal to or larger than the writer
instance.

When using auto-scaling for your read replicas, remember that it might take up to 15 minutes to
bring a new read replica online. When the client traffic increases quickly but predictably, consider
using scheduled scaling to set the minimum number of read replicas higher to account for that
initialization time.

Serverless instances support several different use cases and workloads. Consider serverless over
provisioned instances for the following scenarios:

 Your workload fluctuates often throughout the day.
» You created a new application and you are unsure what the workload size will be.

» You're performing development and testing.

It's important to note that serverless instances are more expensive than equivalent provisioned
instances on a dollar per GB of RAM basis. Each serverless instance consists of 2 GB of RAM along
with associated vCPU and networking. Perform a cost analysis between your options to avoid
surprise bills. In general, you will achieve cost savings with serverless only when your workload is
very heavy for only a few hours each day and almost zero the rest of the day or if your workload
fluctuates significantly throughout the day.

Utilize the Amazon Neptune Pricing Calculator to help assess the correct configuration for your

cluster based upon factors like queries-per-second (QPS) requirements.

Optimize writes

To optimize writes, consider the following:

« The Neptune Bulk Loader is the optimal way to initially load your database or append to existing

data. The Neptune loader is not transactional and cannot delete data, so do not use it if these are
your requirements.

« Transactional updates can be made by using the supported query languages. To optimize write I/
O operations, write data in batches of 50-100 objects per commit. An object is a node, an edge,
or a property on a node or edge in LPG, or a triple store or a quad in RDF..

« All transactional Neptune write operations are single threaded for each connection. When
sending a large amount of data to Neptune, consider having multiple parallel connections that
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are each writing data. When you choose a Neptune provisioned instance, the instance size is
associated with a number of vCPUs. Neptune creates two database threads for each vCPU on
the instance, so start at twice the number of vCPUs when testing for optimal parallelization.
Serverless instances scale the number of vCPUs at a rate of approximately one for each 4 NCUs.

® Note
This does not apply to the bulk loading API, only direct connections.

« Plan for and efficiently handle ConcurrentModificationExceptions during all write processes, even

if only a single connection is writing data at any time. Design your clients for reliability when
ConcurrentModificationExceptions occur.

« If you want to delete all of your data, consider using the fast reset API instead of issuing
concurrent delete queries. The latter will take much longer and incur substantial 1/0 cost
compared with the former.

« If you want to delete most of your data, consider exporting the data you that you want to keep
by using neptune-export to load the data into a new cluster. Then delete the original cluster.
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Cost optimization pillar

The cost optimization pillar of the AWS Well-Architected Framework focuses on avoiding
unnecessary costs. The following recommendations can help you meet the cost optimization
design principles and architectural best practices for Amazon Neptune.

The cost optimization pillar focuses on the following key areas:

« Understanding spending over time and controlling fund allocation
» Selecting resources of the right type and quantity

» Scaling to meet business needs without overspending

Understand usage patterns and services needed

Neptune is a good fit for your workload if your data model has a discernible graph structure, and
your queries need to explore relationships and traverse multiple hops. A graph database isn't a
good fit for the following patterns:

» Mainly single-hop queries (consider whether your data might be better represented as attributes
of an object)

« JSON or BLOB data stored as properties

» Queries that aggregate across a dataset, such as calculating the sum of a numeric property
across a large number of nodes

Consider whether using several purpose-built databases together for specific access patterns might
address all of your needs. For example:

« An API that requires less frequent complex graph navigations alongside highly concurrent
retrieval of properties for a single node might be best presented by using one or more of
Neptune, DynamoDB, or Amazon DocumentDB.

 Relational databases can co-exist with Neptune to maintain your existing functionality, but
use Neptune only for multiple-hop traversals that do not perform and scale well in relational
databases.
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Understand the costs associated with services that interact with and complement Neptune,
including the following:

« Amazon Simple Storage Service (Amazon S3) storage costs for data files being bulk loaded into
Neptune

« Lambda functions used for insert or upsert queries, read queries, and Neptune streams
processing

« The API layer built on Neptune to interact with the client application (instead of having direct
connections to the database) in Amazon API Gateway or AWS AppSync

« AWS Glue jobs used to transfer data to and from Neptune

« Amazon Kinesis or Amazon Managed Streaming for Apache Kafka (Amazon MSK) instances
receiving streaming data for near real-time ingestion into Neptune.

« AWS Database Migration Service for migration of relational data to Neptune

« Amazon SageMaker Runtime costs for Jupyter notebooks and deep graph library machine
learning models

Select resources with attention to cost

Neptune pricing is based on hourly instance cost (or Neptune Compute Units consumed for
serverless), data I/0O, and storage usage. Instances make up, on average, 85 percent of the overall
cost, so right-sizing can have significant cost implications. The best way to right-size instances is to
test application performance on a variety of instances and compare following factors:

» Does the MainRequestQueuePendingRequests CloudWatch metric stay at a consistently low
number near zero?

» Does the BufferCacheHitRatio CloudWatch metric stay at or above 99.9 percent a majority
of the time?

» What are the cost and performance curves for instance costs and for associated data I/O costs?
Data read costs might increase significantly with an undersized instance that requires frequent
buffer cache swapping with storage. BufferCacheHitRatio will be dropping frequently in
these scenarios.

Instance costs scale linearly with size within the same instance family. The hourly cost of the
db.r6i.2xlarge instance is twice that of the db.r6i.x1large instance and also has twice
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the resource allocation. The db.r6i.24x1large instance is 24 times the hourly cost of the
db.r6i.xlarge instance.

Estimate the number of concurrent queries you must support. You can have between zero and
fifteen read replicas for processing read-only queries. If your requirements vary by the time of
day, week, or month, you can use multiple smaller instances to scale on a schedule. Each vCPU on
an instance provides two threads for handling concurrent queries. Three db.r6i.xlarge read
replicas, with 4 vCPU each, can handle 24 concurrent queries..

If your traffic volume is instead measured in queries per second (QPS), you must experiment to
determine the average latency of your queries. The number of queries per second a Neptune
cluster can supportis equal to vCPU x 2 x (1 second/average query latency). For
example, if you have 4 vCPU and query latency of 100 milliseconds (0.1 second), QPS = 4 x 2 x
(1s/0.1s) = 80 queries per second.

Provisioned instances are cheaper than serverless for continuous, stable, and predictable
workloads. Serverless provides opportunities for optimizing costs when you have a workload that
requires very high usage for just a few hours per day (for example, db.r6i.4xlarge) and then
almost no traffic for the remainder of the day (for example, 1 Neptune Compute Unit). A serverless
instance that scales up for a few hours and then back down will be less expensive than using a
provisioned db.r61i.4xlarge instance all day.

Consider upgrading to Neptune 1.4.5.0 or later and utilizing r8g instances to achieve better read
and write throughput at a lower cost than older generation instances, such as r7g or r6g. For more
information, see 4.7 times better write query price-performance with AWS Graviton4 R8g instances
using Amazon Neptune v1.4.5 (AWS blog post).

Neptune clusters are created by default with standard storage (if you create using the console, it

will default to selecting I/O-optimized storage). With |/O-optimized storage, you pay a slightly
higher cost for storage and instances, but there are no I/O costs. This leads to more predictable
recurring costs, but if your 1/0 usage is generally low, it may be more cost efficient to utilize
standard storage. If you intend to load a lot of data initially, you can optimize cost by choosing
I/O-optimized storage, performing your initial data load, and then switch to standard storage.

The storage type affects the billing model only and has no technical difference in the Neptune DB
cluster or instance configuration. You can change the storage type once per 30 days. After 30 days,
check your detailed Neptune costs and use the Neptune pricing page to calculate whether your

costs would have been higher using 1I/O-optimized storage. If they would have been, continue to
use standard storage, otherwise switch back to I/O-optimized.
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Choose the best Neptune instance configuration for your
workload
If you created your AWS account before July 15th, 2025, you can use the AWS Free Tier for entry-

level experimentation with Neptune. The 750 free hours of db.t3.mediumand db.t4g.medium
instance usage are enough for you to get a good understanding of Neptune at low scale. Your

cluster will remain after the free trial period ends, although you will be charged for usage going
forward from that point.

The db.t3.mediumand db. t4g.medium instances are good for low-cost development
environments where you are not using openCypher, Graph Explorer, or various generative Al
integrations. These instances have a smaller RAM-to-vCPU ratio (2:1) than the R family instances
(8:1) or X family instances (16:1). This reduces ratio prevents the use of DFE engine statistics
that enable openCypher performance, GenAl integrations (to inform the LLM of the graph

schema), and Graph Explorer. Performance profiles might differ significantly when using T

family instances, especially for the previously mentioned workloads. These instances can also
increase the occurrence of QutOfMemoryExceptions when queries navigate across a significant
portion of the graph. To determine whether the latter condition might be affected, check the
BufferCacheHitRatio CloudWatch metric.

We strongly advise against doing any performance or load testing with T family instances because
you might experience inconsistent results that are not indicative of a production environment.

Provisioned instances give you the best cost and performance combination when your workload is
fairly stable and predictable. Choose the instance size based on the request concurrency required
and the query complexity. Higher concurrency requires more vCPUs. Higher query complexity
requires more RAM. Use the MainRequestQueuePendingRequests CloudWatch metric to
determine the impact of the former (greater than zero represents more concurrent requests than
can be handled). Use the BufferCacheHitRatio CloudWatch metric to determine the impact of
the latter. A ratio that is frequently falling lower than 99.9 percent suggests that there isn't enough
RAM to contain the working portion of the graph being evaluated, which results in more frequent
cache swapping. If the R family of instances provides sufficient concurrency but not enough RAM,
consider trying the X family of instances.

Ideal use cases for serverless instances are described in the Neptune documentation. If you are

unsure whether provisioned or serverless is best for you, and cost is your primary concern, test your
workload in serverless to determine the number of NCUs used and compare the cost of provisioned
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(N hours x hourly provisioned cost) with serverless (sum of NCUs x hourly cost
per NCU). If you are unsure about the equivalent sized provision instance, one NCU is equivalent
to approximately 2 GB of RAM and associated vCPU and networking. If your provisioned instance

is from the r6i family, the ratio is 1 vCPU per 8 GB of RAM, or 4 NCUs, along with associated
networking. The Amazon Neptune Pricing Calculator also provides a comparison to help you decide

your optimal cost configuration.

When using serverless for primary and replica instances, remember that read replicas in promotion
tiers 0 and 1 will scale their NCUs in line with the writer instance so that they are properly scaled if
a failover event occurs. Set your NCU limits for these instances based on which of your instances—
writer or readers—receive the most traffic.

In environments where the cluster is not needed 24 hours per day, 7 days a week, consider writing
scripts that will turn off the Neptune instances when not in use and start them again before they
are used. Neptune instances will automatically restart every 7 days to ensure required maintenance
updates are applied. If you intend to leave the instances off for long durations, use a weekly script
to shut them down again.

Right-size data storage and transfer

More efficient queries (for example, queries that need to touch fewer nodes, edges, and properties
in the graph) require less 1/0 transfer and potentially can make use of smaller instances because
less buffer cache is required. Use the profile or explain endpoints for your query language to
optimize your query, and consider optimizing your graph model for your query performance.

Neptune uses dictionary encoding on large strings, and that dictionary is optimized for
performance, not efficiency. If you have large BLOBs, JSON, or frequently changing strings for
properties, consider storing them outside Neptune in Amazon S3, Amazon DynamoDB, or Amazon
DocumentDB, and store only a reference within the Neptune node.

In some cases, choosing a larger instance size can be cheaper. If your 1/0 costs are very high
because of a low BufferCacheHitRatio, it's possible that the larger buffer cache would
significantly reduce that cost. That's because all of the data would fit in the cache instead of being
frequently swapped from storage and incurring the 1/0 transfer rate.

Neptune uses copy-on-write cloning. When cloning to split a graph into multiple shards, it might
be more efficient not to delete the unwanted data on the cloned cluster because that will involve
the creation of new data pages, resulting in increased storage costs. Data that is unchanged from
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before the cloning event will exist in a single data page shared across the two clusters and will be
charged only for that single copy.

Do not enable the OSGP index or use R5d instances unless you have tested to confirm that they
make a substantial difference in your workload. Both are designed for rarely occurring scenarios,
and they might increase your costs for minimal or no gains.
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Sustainability pillar

The sustainability pillar focuses on minimizing the environmental impacts of running cloud

workloads. Key topics include a shared responsibility model for sustainability, understanding
impact, and maximizing use to minimize required resources and reduce downstream impacts.

The sustainability pillar contains the following key focus areas:

« Your impact

« Sustainability goals

« Maximized usage

 Anticipating and adopting new, more efficient hardware and software offerings
» Use of managed services

« Downstream impact reduction

This guide focuses on your impact. For more information about the other sustainability design
principles, see the AWS Well-Architected Framework.

Your choices and requirements have an impact on the environment. If you can choose AWS
Regions that have lower carbon intensity, and if your requirements reflect actual workload needs
instead of just maximizing uptime and durability, the sustainability of the workload increases.
The next sections discuss best practices and thoughtful considerations that will have a positive
environmental impact if adopted in your workload design and ongoing operations.

AWS Region selection

Some AWS Regions are near Amazon renewable energy projects or located where the grid has a
published carbon intensity that is lower than others. Consider the sustainability impact for Regions

that might be viable for your workload, and cross-reference your list with the Regions where

Neptune is available.

Consumption based on user-behavior patterns

Right-sizing your consumption to match the traffic and behavior of your users helps AWS minimize
the impact of services on the environment. Consider the following best practices when designing
your solution:
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Monitor Amazon CloudWatch metrics such as CPUUtilization,
MainRequestQueuePendingRequests, and TotalRequestsPerSec to determine when your
demand is highest and lowest, and ensure that your cluster resources are right-sized during those
times.

Automate the stopping of non-production environments during hours when they are not being
used. For more information, see the blog post Automate the stopping and starting of Amazon

Neptune environment resources using resource tags.

If your traffic patterns vary frequently and unpredictably, consider using Neptune Serverless
instances that will scale up and down with demand instead of using an instance provisioned for
peak traffic.

Consider aligning your service-level agreements with sustainability goals in addition to business

continuity goals. Easing requirements such as multi-Region disaster recovery, high availability, or
long-term backup retention, especially for non-production environments or non-mission critical

workloads, can reduce the amount of resources required to meet those goals.

Optimize software development and architecture patterns

To prevent waste, optimize your models and queries, and share compute resources so that you use

all the resources available in Neptune instances and clusters. Specific best practices include:

Have developers share Neptune instances and Jupyter Notebook application instances instead
of each creating their own. Give each developer their own logical partition in a single Neptune
cluster through the use of multi-tenancy partitioning strategies, and create separate notebook

folders for each developer on a single Jupyter instance.

Implement patterns that maximize the use of resources and minimize idle time, such as parallel
threads for loading data and batching records together into a larger transaction.

Optimize your queries and graph model to minimize the resources required to compute the
results.

For Gremlin query results, use the results cache feature to minimize the resources spent
recalculating paginated or frequently recurring queries.

Keep your Neptune environments up to date. The newest versions of Neptune support the
latest Amazon EC2 instances, such as Graviton, that are more efficient. They also have query
optimization improvements and bug fixes that reduce the amount of resources needed to
calculate your queries.
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Resources

References

AWS Well-Architected

AWS Well-Architected Framework documentation

Neptune latest updates

Best practices: getting the most out of Neptune

Amazon Neptune Pricing Calculator

Blog posts

« Automated testing of Amazon Neptune data access with Apache TinkerPop Gremlin

« Automate the stopping and starting of Amazon Neptune environment resources using resource

tags
« Fine Grained Access Control for Amazon Neptune data plane actions

» 4.7 times better write query price-performance with AWS Graviton4 R8g instances using Amazon
Neptune v1.4.5

« How Orca Security optimized their Amazon Neptune database performance

 Build graph applications faster with Amazon Neptune public endpoints

« New Amazon Neptune engine version delivers up to 9 times faster and 10 times higher

throughput for openCypher query performance

Free AWS Skill Builder courses

» Getting Started with Amazon Neptune

 Building Applications on Amazon Neptune

» Data Modeling for Amazon Neptune
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Document history
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Neptune release updates We updated the documenta January 2, 2026
tion to include informati
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