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Applying the AWS Well-Architected Framework for
Amazon Neptune Analytics

Michael Havey and Renuka Uttarala, Amazon Web Services

You can build graph-based solutions on Amazon Web Services (AWS) by using Amazon Neptune.
Neptune includes Neptune Analytics, a memory-optimized graph analytics engine that can

quickly analyze large amounts of graph data to get insights and find trends. It can perform
analytics on data in your existing Neptune database cluster, or you can load and analyze data from
external datasets. This guide provides prescriptive guidance for applying the AWS Well-Architected
Framework principles when you plan your Neptune Analytics deployment. Applying the AWS Well-

Architected Framework for Amazon Neptune covers the same topic for a Neptune database.

The AWS Well-Architected Framework helps you build secure, high-performing, resilient, and
efficient infrastructures for a variety of applications and workloads. It also provides a consistent
approach for you to evaluate architectures and implement scalable designs.

The AWS Well-Architected Framework is built around the following six pillars:

« Operational excellence
« Security

 Reliability

» Performance efficiency
» Cost optimization

 Sustainability

This guide provides information from the Well-Architected Framework design pillars and best
practices, and considerations to keep in mind when you deploy Neptune Analytics on AWS.

Intended audience

This guide is intended for data engineers, solutions architects, and data analysts who design and
implement solutions that use graphs on AWS.

Intended audience 1


https://aws.amazon.com/neptune/
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/what-is-neptune-analytics.html
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Objectives

This guide can help you and your organization do the following:

o Choose from the supported deployment options.
» Follow the AWS Well-Architected design patterns that help you improve resiliency and security.
« Design your queries for optimal performance and cost savings.

« Learn how to be operationally efficient when managing your Neptune Analytics graph in
production.

Objectives 2
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Operational excellence pillar

The operational excellence pillar of the AWS Well-Architected Framework focuses on running
and monitoring systems, and continually improving processes and procedures. It includes the

ability to support development and run workloads effectively, gain insight into their operation,
and continuously improve supporting processes and procedures to deliver business value. You can
reduce operational complexity through self-healing workloads, which detect and remediate most
issues without human intervention. You can work toward this goal by following the best practices
described in this section, and use Amazon Neptune Analytics metrics, APIls, and mechanisms to
properly respond when your workload deviates from expected behavior.

This discussion of the operational excellence pillar focuses on the following key areas:

« Infrastructure as code (laC)

« Change management
 Resiliency strategies
 Incident management

 Audit reporting for compliance

« Logging and monitoring

Automate deployment using an laC approach

Best practices for automating deployment on Neptune by using laC include the following:

« Apply IaC to deploy Neptune Analytics graphs and related resources. For consistent environment
configuration, use the support for Neptune Analytics provided by AWS CloudFormation to
provision graphs and private endpoints.

« Use CloudFormation to provision Neptune notebook instances on Amazon SageMaker Al. You can

use notebooks to query and visualize data in a Neptune Analytics graph.

« When you create a Neptune Analytics graph from an existing source, such as a Neptune database
cluster or snapshot, or data files staged in Amazon Simple Storage Service (Amazon S3), monitor
the bulk import task.

« Automate Neptune Analytics operational procedures, such as resizing the graph, deleting and

snapshotting the graph, restoring the graph from a snapshot, and resetting and reloading

Automate deployment using an laC approach 3


https://docs.aws.amazon.com/wellarchitected/latest/framework/operational-excellence.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_NeptuneGraph.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/create-notebook-cfn.html
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/bulk-import-checking-details.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_UpdateGraph.html
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the graph. Use the Neptune Analytics API, which is available through the AWS Command Line
Interface (AWS CLI) or SDKs.

» Assess the required uptime of your graph. Analytics is often ephemeral; the graph is required
only for the time you need to run algorithms. If this is the case, use the AWS CLI or SDKs to
snapshot and delete the graph when it is no longer required. You can then restore it from a

snapshot later, if necessary.

« Store connection strings externally from your client. You can store connection strings in AWS
Secrets Manager, Amazon DynamoDB, or any location where they can be changed dynamically.

» Use tags to add metadata to your Neptune Analytics resources, and track usage based on tags.
Tags help organize your resources. For example, you can apply a common tag to resources in a
specific environment or application. You can also use tags to analyze billing of resource usage;

for more information, see Organizing and tracking costs using AWS cost allocation tags in the
AWS Billing User Guide. Additionally, you can use conditions in your AWS Identity and Access
Management (IAM) policies to control access to AWS resources based on the tags used on that
resource. You can do this by using the global aws :ResourceTag/tag-key condition key. For
more information, see Controlling access to AWS resources in the IAM User Guide.

Design for operations

Adopt approaches to improve how you operate Neptune Analytics graphs:
» Maintain separate Neptune Analytics graphs for development, test, and production use. These
graphs might have different datasets, users, and operational controls.

» Maintain separate Neptune Analytics graphs for different uses. For example, if two groups of
analytical users require separate graphs with different timelines, models, performance and
availability SLAs, and usage patterns, maintain separate graphs for each group.

» Prepare users and operational staff for Neptune Analytics maintenance updates.

Make frequent, small, reversible changes

The following recommendations focus on small, reversible changes you can make to minimize
complexity and reduce the likelihood of workload disruption:

» Store laC templates and scripts in a source control service such as GitHub or GitLab.

Design for operations 4


https://docs.aws.amazon.com/neptune-analytics/latest/apiref/Welcome.html
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
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https://docs.aws.amazon.com/neptune-analytics/latest/userguide/graph-snapshots.html#graph-snapshots-restoring
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/managing-tagging.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html#access_tags_control-resources
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/managing-maintaining.html
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/A Important

Do not store AWS credentials in source control.

» Require IaC deployments to use a continuous integration and continuous delivery (Cl/CD) service
such as AWS CodeDeploy or AWS CodeBuild. Compile, test, and deploy code in a non-production
Neptune Analytics environment before promoting it to a production graph.

Implement observability for actionable insights

Gain a comprehensive understanding of workload behavior, performance, reliability, cost, and
health. The following recommendations help you gain that level of understanding in Neptune
Analytics:

» Monitor Amazon CloudWatch metrics for Neptune Analytics. From these metrics, you can
determine the size of a graph (number of nodes, edges, and vectors, plus total byte size), CPU
utilization, and query request and error rates.

o Create CloudWatch dashboards and alarms for key metrics such as
NumQueuedRequestsPerSec, NumOpenCypherRequestsPerSec,
GraphStorageUsagePercent, GraphSizeBytes, and CPUUtilization as well as Neptune
client responses found in your application logs.

« Set notifications to monitor the health of the Neptune Analytics graph such as when
graph size, request rate, or CPU utilization exceeds your threshold. For example, if
GraphStorageUsagePercent has climbed to 90 percent on a graph you intend to grow
significantly, decide whether to increase memory-optimized Neptune Capacity Unit (m-NCU)
capacity. If current m-NCU is 128, increasing it to 256 will reduce storage by about 45 percent. If
NumQueuedRequestsPerSec is often greater than zero, consider increasing m-NCU capacity to
provide more compute capacity. Alternatively, you can reduce client-side concurrency.

Learn from all operational failures

A self-healing infrastructure is a long-term effort that develops in iterations as rare problems occur
or responses are not as effective as desired. Adopting the following practices drives focus toward
that goal:

Implement observability for actionable insights 5
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« Drive improvement by learning from all failures.

« Share what is learned across teams and the organization. If multiple teams within your
organization use Neptune, create a common chatroom or user group to share learnings and best
practices.

Use logging capabilities to monitor for unauthorized or
anomalous activity

Use logging to observe anomalous performance and activity patterns. Consider the following best
practices:

» Neptune Analytics supports logging of control plane actions by using AWS CloudTrail. For
more information, see Logging Neptune Analytics API calls using AWS CloudTrail. Through this
capability, you can track the creation, update, and deletion of Neptune Analytics resources.
For robust monitoring and alerting, you can also integrate CloudTrail events with Amazon
CloudWatch Logs. To enhance your analysis of Neptune Analytics service activity and identify
changes in activities for an AWS account, you can query CloudTrail logs by using Amazon Athena.
For example, you can use queries to identify trends and further isolate activity by attributes such
as source IP address or user.

» You can also use CloudTrail to enable logging of Neptune Analytics data plane activities such as

query executions. You can view which queries are being run, their frequency, and their source. By
default, CloudTrail doesn't log data events. Additional charges apply for data events. For more
information, see AWS CloudTrail pricing.

» You can also log your application calls to Neptune Analytics in either the control plane or
the data plane. For example, if you use the AWS SDK for Python (Boto3) to make queries,
you can enable debug-level logging to obtain a trace of queries to the console or file. This is
useful during development. We also recommend that you catch and log exceptions from your

application.

Use logging capabilities to monitor for unauthorized or anomalous activity 6


https://docs.aws.amazon.com/neptune-analytics/latest/userguide/monitoring.html#monitoring-cloudtrail
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/athena/latest/ug/cloudtrail-logs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
https://aws.amazon.com/cloudtrail/pricing/
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
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AWS Prescriptive Guidance Applying the AWS Well-Architected Framework for Amazon Neptune
Analytics

Security pillar

Cloud security is the highest priority at AWS. As an AWS customer, you benefit from a data center
and network architecture that is built to meet the requirements of the most security-sensitive
organizations. Security is a shared responsibility between you and AWS. The shared responsibility

model describes this as security of the cloud and security in the cloud:

» Security of the cloud — AWS is responsible for protecting the infrastructure that runs AWS
services in the AWS Cloud. AWS also provides you with services that you can use securely.
Third-party auditors regularly test and verify the effectiveness of AWS security as part of AWS
compliance programs. To learn about the compliance programs that apply to Neptune, see AWS

Services in Scope by Compliance Program.

« Security in the cloud - Your responsibility is determined by the AWS service that you use. You
are also responsible for other factors, including the sensitivity of your data, your company's
requirements, and applicable laws and regulations. For more information about data privacy,
see the Data Privacy FAQs. For information about data protection in Europe, see the AWS Shared
Responsibility Model and GDPR blog post.

The security pillar of the AWS Well-Architected Framework helps you understand how to apply the

shared responsibility model when you use Neptune Analytics. The following topics explain how to
configure Neptune Analytics to meet your security and compliance objectives. You also learn how
to use other AWS services that help you monitor and secure your Neptune Analytics resources. The
security pillar includes the following key focus areas:

« Data security

» Network security

« Authentication and authorization

Implement data security

Data leakage and breaches put your customers at risk and can cause substantial negative impact on
your company. The following best practices help protect your customer data from inadvertent and
malicious exposure:

Implement data security 7


https://aws.amazon.com/compliance/shared-responsibility-model/
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« Graph names, tags, IAM roles, and other metadata should not contain confidential or sensitive
information, because that data might appear in billing or diagnostic logs.

« URIs or links to external servers stored as data in Neptune should not contain credential
information to validate requests.

« A Neptune Analytics graph is encrypted at rest. You can use the default key or an AWS Key
Management Service (AWS KMS) key of your choosing to encrypt the graph. You can also encrypt
snapshots and data that's exported to Amazon S3 during bulk import. You can remove the
encryption when the import is complete.

« When you use the openCypher language, practice proper input validation and parameterization
techniques to prevent SQL injection and other forms of attacks. Avoid constructing queries
that use string concatenation with user-supplied input. Use parameterized queries or prepared
statements to safely pass input parameters to the graph database. For more information, see
Examples of openCypher parameterized queries in the Neptune documentation.

Secure your networks

You can enable a Neptune Analytics graph for public connectivity so it can be reached from
outside a virtual private cloud (VPC). This connectivity is disabled by default. The graph requires
IAM authentication. The caller must obtain an identity and have permissions to use the graph.
For example, to run an openCypher query, the caller would need to have read, write, or delete

permissions on the specific graph.

You can also create private endpoints for the graph to access the graph from within a VPC. When

you create the endpoint, you specify the VPC, subnets, and security groups to restrict access to call
the graph.

To protect your data in transit, Neptune Analytics enforces SSL connections through HTTPS to the
graph. For more information, see Data protection in Neptune Analytics in the Neptune Analytics

documentation.

Implement authentication and authorization

Calls to a Neptune Analytics graph require IAM authentication. The caller must obtain an identity
and possess sufficient permissions to perform the action on the graph. For descriptions of API
actions and their required permissions, see the Neptune Analytics APl documentation. You can

enforce condition checks to restrict access by tag.

Secure your networks 8
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IAM authentication uses the AWS Signature Version 4 (SigV4) protocol. To simplify usage from your
application, we recommend that you use an AWS SDK. For example, in Python, use the Boto3 client
for Neptune Graph, which abstracts SigVv4.

When you load data into the graph, batch loading uses the IAM credentials of the caller. The caller
must have permissions to download data from Amazon S3 with the trust relationship set up so that
Neptune Analytics can assume the role to load the data into the graph from Amazon S3 files.

Bulk import can be performed either during graph creation (by the infrastructure team) or on an
existing, empty graph (by the data engineering team that has permissions to start import tasks).
In both cases, Neptune Analytics assumes the IAM role that the caller provides as input. This role
gives it permission to read and list the contents of the Amazon S3 folder where input data is
staged.

Implement authentication and authorization 9
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Reliability pillar

The AWS Well-Architected Framework reliability pillar encompasses the ability of a workload to

perform its intended function correctly and consistently when it's expected to. This includes the
ability to operate and test the workload through its entire lifecycle.

A reliable workload starts with upfront design decisions for both software and infrastructure. Your
architecture choices impact your workload behavior across all the Well-Architected pillars. For
reliability, there are specific patterns you must follow, as discussed in this section.

The reliability pillar focuses on the following key areas:

« Workload architecture, including service quotas and deployment patterns
» Change management

 Failure management

Understand Neptune service quotas

Your AWS account has default quotas (formerly referred to as limits) for each AWS service. Unless
otherwise noted, each quota is Region-specific. You can request increases for some, but not all,
quotas.

To find quotas for Neptune Analytics, open the Service Quotas console. In the navigation pane,

choose AWS services, and then select Amazon Neptune Analytics. Pay attention to quotas on
the number of graphs and snapshots, maximum provisioned memory for a graph, and API request
rates.

If the maximum provisioned memory isn't sufficient for your dataset, assess which node and edge
types are essential for your intended analytical usage. Load a subset of the data so that analytics
are possible within an allowable provisioned capacity. Many analytics workloads, especially those
that run graph algorithms, only need the topology with a limited set of properties instead of the

full transactional graph. (For a discussion of the differences between transactional and analytical

workloads, see the Performance efficiency pillar section.)

If the maximum number of graphs isn't sufficient for your intended use:

« Consider combining graphs that have similar uses.

Understand Neptune service quotas 10
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» Assess how many graphs have to run at a given time. If you have an ephemeral analytics use
case, snapshot and delete a graph when it is no longer needed. This reduces the number of
graphs against the quota.

« Consider provisioning graphs in different AWS accounts.

Understand Neptune deployment patterns

Understand the following decision points when you plan to deploy a Neptune Analytics graph:

» Seeding: Decide whether to create an empty graph or load data into it at creation time with
data from Amazon S3, an existing Neptune database cluster, or an existing Neptune database
snapshot.

Recommendation: If the source is a Neptune cluster or snapshot, you must load its data at graph
creation time. If the source is Amazon S3, load the data at creation time if the effort of loading it
is significant and best performed as an infrastructure provisioning activity. If you prefer to load
data as an data engineering or application activity, create an empty graph and load data from
Amazon S3 later.

» Capacity: Estimate the required provisioned capacity for a graph, given the data size and
expected application usage.

Recommendation: At creation time, specify maximum provisioned memory to limit the graph

size. This setting is mandatory. You can change capacity later if necessary.

« Availability and fault tolerance: Decide whether replicas are required for availability. A replica
acts as a warm standby for recovery in case of graph failure. A graph with replicas recovers faster
than a graph without replicas. Also consider how long the graph is needed, whether it is for
ephemeral analytics only, and, if so, when it will be removed.

Recommendation: Determine availability requirements—such as how long the graph can be
unavailable and when it can be removed—before you create a graph.

« Networking and security: Determine whether you need public connectivity, private connectivity,
or both, and whether you want to encrypt your data.

Recommendation: Understand organizational requirements—such as whether public connectivity
is allowed and where graph client applications will be deployed—before you create a graph.
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« Backups and recovery: Determine whether snapshots should be created, and, if so, when
or under which conditions. Consider whether your organization has disaster recovery (DR)
requirements.

Recommendation: Creating snapshots is a manual activity. Decide when to create snapshots and
consider your DR requirements before you create a graph.

Manage and scale Neptune clusters

A Neptune Analytics graph consists of a single, memory-optimized instance. The capacity (m-

NCU) of the instance is set at creation time. The instance can be vertically scaled by increasing
provisioned capacity through an administrative action; provisioned capacity can also be decreased.
Replicas are passive failover targets, so they do not increase the scale of a graph. In this respect, a
graph replica differs from a Neptune database read replica, which is an active instance in a Neptune
cluster that can process read operations from applications.

Replicas incur cost. The replica is priced at the m-NCU rate of the graph. For example, if a graph is
provisioned for 128 m-NCU and has a single replica, the cost is twice that of an equivalent graph
that has no replicas.

In analytics, there are two primary reasons to scale up:

» To provide more memory and CPU for analytical queries and algorithms, because the individual
query is expensive, the graph algorithm to run is inherently complex and requires more resources
given its input, or the concurrent request rate is high. If such queries are encountering out-of-
memory errors, scaling up is a reasonable remedy.

» To support a larger graph size than you planned for. For example, if the current provisioned
capacity is 128 m-NCU to support 60 GB of source data and you need an additional 40 GB of
source data, an increase to 256 m-NCU is warranted.

Monitor CloudWatch metrics for Neptune Analytics, such as NumQueuedRequestsPerSec,
NumOpenCypherRequestsPerSec, GraphStorageUsagePercent, GraphSizeBytes, and
CPUUtilization, to determine if scaling is necessary. You can update a graph's configuration
through the console, AWS CLI, or SDKs. (For examples and best practices, see the Operational
excellence pillar section.)
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Manage backups and failover events

Use replicas to ensure that a graph remains available in case of failure. A graph uses log-based
persistence to commit changes across Availability Zones in an AWS Region. The replica acts as a
warm standby and has access to this data. If there is a failure, the graph resumes operations on
the replica. The application continues to use the same endpoint to connect to the graph. In-flight
requests during the failure generate errors with a service unavailable exception. Consider using

a retry with backoff pattern in the application code to catch the error, and try again after a brief
interval. New requests made during failover are queued and might experience longer latency.

If no replica is configured and the graph fails, Neptune Analytics recovers from durable storage, but
recovery takes longer because Neptune has to re-initialize resources.

Create snapshots of the graph. (Neptune Analytics doesn't take automatic snapshots.) If the graph
is modified on a regular basis after creation, take frequent snapshots to capture its current state.
Delete older snapshots if restoration to an earlier point in time isn't required.

You can share snapshots with other accounts and across AWS Regions. If you have DR
requirements, consider whether restoring the graph in a different Region from a snapshot meets
your recovery time objective (RTO) and recovery point objective (RPO) requirements.
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Performance efficiency pillar

The performance efficiency pillar of the AWS Well-Architected Framework focuses on how
to optimize performance while ingesting or querying data. Performance optimization is an

incremental and continual process of the following:

Confirming business requirements

Measuring workload performance

Identifying under-performing components

Tuning components to meet your business needs

The performance efficiency pillar provides use case-specific guidelines that can help you identify
the right graph data model and query languages to use. It also includes best practices to follow
when ingesting data into, and consuming data from, Neptune Analytics.

The performance efficiency pillar focuses on the following key areas:

Graph modeling

Query optimization

Graph right-sizing

Write optimization

Understand graph modeling for analytics

The guide Applying the AWS Well-Architected Framework for Amazon Neptune discusses graph
modeling for performance efficiency. Modeling decisions that affect performance include choosing

which nodes and edges are required, their IDs, their labels and properties, the direction of edges,
whether labels should be generic or specific, and generally how efficiently the query engine can
navigate the graph to process common queries.

These considerations apply to Neptune Analytics, too; however, it is important to distinguish
between transactional and analytical usage patterns. A graph model that is efficient for queries in a
transactional database such as a Neptune database might need to be reshaped for analytics.

For example, consider a fraud graph in a Neptune database whose purpose is to check for
fraudulent patterns in credit card payments. This graph might have nodes that represent accounts,
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payments, and features (such as email address, IP address, phone number) of both the account
and the payment. This connected graph supports queries such as traversing a variable-length path
that starts from a given payment and takes several hops to find related features and accounts. The
following figure shows such a graph.

(Feature) IP address feature of
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e

Account 123

1
e©
ieﬁwf payment on

(Feature) email feature of

address > Payment abc
xyz@example.org

f
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Payment def
payment on

Account 456

The analytical requirement might be more specific, such as finding communities of accounts that
are linked by a feature. You can use the weakly connected components (WCC) algorithm for this
purpose. To run it against the model in the previous example is inefficient, because it needs to
traverse through several different types of nodes and edges. The model in the next diagram is
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more efficient. It links account nodes with a shares feature edge if the accounts themselves
—or payments from the accounts—share a feature. For example, Account 123 has email feature
xyz@example.org, and Account 456 uses that same email for a payment (Payment def).

shares feature
Account 123 - Account 456

The computational complexity of WCCis O( |E|1ogD), where |E| is the number of edges in the
graph, and D is the diameter (the length of the longest path) that connects nodes. Because the
transactional model omits inessential nodes and edges, it optimizes both the number of edges and
the diameter, and reduces the WCC algorithm's complexity.

When you use Neptune Analytics, work back from required algorithms and analytical queries. If
necessary, reshape the model to optimize these queries. You can reshape the model before you
load data into the graph, or write queries that modify existing data in the graph.

Optimize queries
Follow these recommendations to optimize Neptune Analytics queries:

» Use parameterized queries and the query plan cache, which is enabled by default. When you use

the plan cache, the engine prepares the query for later use—provided that the query completes
in 100 milliseconds or less—which saves time on subsequent invocations.

« For slow queries, run an explain plan to spot bottlenecks and make improvements accordingly.

« If you use vector similarity search, decide if smaller embeddings yield accurate similarity results.

You can create, store, and search smaller embeddings more efficiently.

« Follow documented best practices for using openCypher in Neptune Analytics. For example, use

flattened maps in an UNWIND clause and specify edge labels where possible.

« When you use a graph algorithm, understand the algorithm's inputs and outputs, its

computational complexity, and broadly how it works.

» Before you call a graph algorithm, use a MATCH clause to minimize the input node set. For
example, to limit nodes to do breadth-first search (BFS) from, follow the examples provided in

the Neptune Analytics documentation.
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« Filter on node and edge labels if possible. For example, BFS has input parameters to filter
traversal to a specific node label (vertexLabel) or specific edge labels (edgelLabels).

» Use bounding parameters such as maxDepth to limit results.

« Experiment with the concurrency parameter. Try it with a value of O, which uses all available
algorithm threads to parallelize processing. Compare that with single-threaded execution by
setting the parameter to 1. An algorithm can complete faster in a single thread, especially on
smaller inputs such as shallow breadth-first searches where parallelism offers no measurable
reduction in execution time and might introduce overhead.

» Choose between similar types of algorithms. For example, Bellman-Ford and delta-stepping

are both single-source shortest path algorithms. When testing with your own dataset, try both
algorithms and compare the results. Delta-stepping is often faster than Bellman-Ford because
of its lower computational complexity. However, performance depends on the dataset and
input parameters, particularly the delta parameter.

Optimize writes

Follow these practices to optimize write operations in Neptune Analytics:

« Seek the most efficient way to load data into a graph. When you load from data in Amazon
S3, use bulk import if the data is greater than 50 GB in size. For smaller data, use batch load. If
you get out-of-memory errors when you run batch load, consider increasing the m-NCU value
or splitting the load into multiple requests. One way to accomplish this is to split files across
multiple prefixes in the S3 bucket. In that case, call batch load separately for each prefix.

« Use bulk import or the batch loader to populate the initial set of graph data. Use transactional
openCypher create, update, and delete operations for small changes only.

 Use either bulk import or the batch loader with a concurrency of 1 (single threaded) to ingest
embeddings into the graph. Try to load embeddings up front by using one of these methods.

» Assess the dimension of vector embeddings needed for accurate similarity search in vector
similarity search algorithms. Use a smaller dimension if possible. This results in faster load speed
for embeddings.

« Use mutate algorithms to remember algorithmic results if required. For example, the degree
mutate centrality algorithm finds the degree of each input node and writes that value as a

property of the node. If the connections surrounding those nodes do not subsequently change,
the property holds the correct result. There is no need to run the algorithm again.
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» Use the graph reset administrative action to clear all nodes, edges, and embeddings if you need
to start over. Dropping all nodes, edges, and embeddings by using an openCypher query is
not feasible if your graph is large. A single drop query on a large dataset can time out. As size
increases, the dataset takes longer to remove and transaction size increases. By contrast, the
time to complete a graph reset is roughly constant, and the action provides the option to create
a snapshot before you run it.

Right-size graphs

Overall performance depends on the provisioned capacity of a Neptune Analytics graph. Capacity
is measured in units called memory-optimized Neptune Capacity Units (m-NCUs). Make sure that
your graph is sufficiently sized to support your graph size and queries. Note that increased capacity
doesn't necessarily improve the performance of an individual query.

If possible, create the graph by importing data from an existing source such as Amazon S3 or an
existing Neptune cluster or snapshot. You can place bounds on mininum and maximum capacity.

You can also change provisioned capacity on an existing graph.

Monitor CloudWatch metrics such as NumQueuedRequestsPerSec,
NumOpenCypherRequestsPerSec, GraphStorageUsagePercent, GraphSizeBytes, and
CPUUtilization to assess whether the graph is right-sized. Determine if more capacity is needed
to support your graph size and load. For more information about how to interpret some of these
metrics, see the Operational excellence pillar section.
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Cost optimization pillar

The cost optimization pillar of the AWS Well-Architected Framework focuses on avoiding

unnecessary costs. The following recommendations can help you meet the cost optimization
design principles and architectural best practices for Neptune Analytics.

The cost optimization pillar focuses on the following key areas:

» Understanding spending over time and controlling fund allocation
« Selecting resources of the right type and quantity

« Scaling to meet business needs without overspending

Understand usage patterns and services needed

Before you adopt Neptune Analytics, assess whether your use case is a good fit for graph analytics.

» Graph databases: A graph database such as Neptune is a good fit for your workload if your
data model has a discernible graph structure and your queries need to explore relationships and
traverse multiple hops. A graph database isn't a good fit for the following patterns:

« Mainly single-hop queries. In this use case, consider whether your data might be better
represented as attributes of an object.

« JSON or binary large object (blob) data stored as properties.

« Graph analytics: Neptune Analytics is a graph analytics database engine that can quickly analyze
large amounts of graph data in memory to get insights and find trends. You can store and query
graph data in both a Neptune database and a Neptune Analytics graph. A Neptune database is
best suited for scalable online transactional processing (OLTP) needs. Neptune Analytics is best
for ephemeral analytics workloads. You can use the two in combination by loading data from
your transaction-oriented Neptune database to a Neptune Analytics graph to run analytics of
that data. When analysis is complete, you can remove the Neptune Analytics graph. For a more
detailed comparison, see When to use Neptune Analytics and when to use Neptune Database in

the Neptune Analytics documentation.

Determine, with attention to cost, how best to populate your Neptune Analytics graph.
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« Bulk-import graph data that's staged in an S3 bucket. We recommend this option if your data
was previously staged for bulk load to a Neptune database, or if you already have, or can readily
produce, the data to be analyzed in CSV or other supported formats that bulk import requires.
You can run the bulk import as part of the graph creation procedure. You can place bounds on

minimum and maximum capacity. You can also run the import on a previously created empty

graph and monitor the import task while it runs.

» You can create an empty graph and then populate it through an openCypher query by using
batch load. This option is ideal if the data to be loaded is staged in Amazon S3 and is smaller
than 50 GB.

» You can populate the graph from data in your Neptune database cluster (supported in Neptune

Database version 1.3.0 or later). The intent of this pattern is to run analytics on data that's
currently in your graph database. Even if the database was initially populated through bulk load,
it might have changed significantly since then. To import from the database, Neptune Analytics
clones your database and exports data from the clone to an S3 bucket. This procedure incurs
costs: notably Neptune database costs for running the clone and Amazon S3 costs for storing
and consuming the exported data. The clone is removed when the export is complete. You can
delete the exported data in Amazon S3.

« You can populate the graph from the snapshot of a Neptune database cluster. This is similar to

the previous option, except that the source is a database snapshot. To import from a snapshot,
Neptune Analytics first restores the snapshot to a new database cluster, and then exports the
data to an S3 bucket. This procedure incurs costs: notably Neptune database costs for running
the restored cluster and Amazon S3 costs for storing and consuming the exported data.

» You can also perform openCypher queries to create, update, or delete data by using atomicity,
consistency, isolation, durability (ACID) compliant transactions on the graph. We recommend this
approach as a way to make small updates but not as a way of seeding the graph.

If the data needed for analytics is already staged in Amazon S3, we recommend bulk import or
batch load. These are more cost-effective than populating the graph from a Neptune database
cluster or snapshot.

Select resources with attention to cost

Neptune Analytics pricing uses a unit known as memory-optimized Neptune Capacity Unit (m-

NCU). There is a fixed hourly cost for running a graph with a given m-NCU. A graph might have
replicas for failover, and these replicas also incur hourly m-NCU cost.
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We recommend the following best practices to estimate capacity, to limit costs, and to monitor
costs against performance:

« If possible, create the graph by importing data from an existing source: data staged in Amazon
S3 or an existing Neptune cluster or snapshot. This saves you effort because Neptune Analytics
performs the heavy lifting of seeding the graph, and you can specify a bound maximum capacity.

» You can change provisioned capacity on an existing graph.

« When the graph is no longer needed, you can create a snapshot and delete the graph. If you
need to use it again, you can restore the graph from the snapshot.

» You can choose the number of replicas when you create the graph. Set the value according to
your analytics availability requirement. Save costs by minimizing this setting. The maximum
value of 2 allows two replica instances in separate Availability Zones. The minimum value of 0
means that Neptune Analytics will not run a replica. However, recovery is faster when a replica is
available. For an explanation of graph failure and recovery, see the Reliability pillar section.

« Monitor Neptune Analytics expenses for current and past billing periods by using AWS Billing
and Cost Management.

« Monitor Neptune Analytics metrics for CloudWatch, especially NumQueuedRequestsPexrSec,
NumOpenCypherRequestsPerSec, GraphStorageUsagePercent, GraphSizeBytes, and
CPUUtlization, to assess whether the provisioned capacity is appropriately sized for the graph.
Determine if a smaller capacity can accommodate the observed request rate, CPU usage, and
graph size.

« If you require a private endpoint for your graph, pay attention to costs for elastic IPs, virtual
private cloud (VPC) endpoints, NAT gateways, or other VPC-related costs. For more, see Amazon
VPC pricing and Amazon EC2 pricing.

« You might want to run one or more Neptune notebook instances to provide a client interface to
help developers and analysts query and visualize the graph (see Neptune workbench pricing). To

minimize costs, share the instance among users and create separate notebook folders for each
user. Shut down the instance when it isn't in use. For an approach to automate the shutdown,
see the AWS blog post Automate the stopping and starting of Amazon Neptune environment

resources using resource tags.
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Sustainability pillar

The sustainability pillar of the AWS Well-Architected Framework focuses on minimizing the

environmental impacts of running cloud workloads. Key topics include a shared responsibility
model for sustainability, understanding impact, and maximizing use to minimize required resources
and reduce downstream impacts.

The sustainability pillar contains the following key focus areas:

« Your impact

 Sustainability goals

» Maximized usage

« Anticipating and adopting new, more efficient software offerings
» Use of managed services

« Downstream impact reduction

This guide focuses on understanding your impact. For more information about the other
sustainability design principles, see the AWS Well-Architected Framework.

Your choices and requirements have an impact on the environment. If you can choose AWS Regions
that have lower carbon intensity, and if your requirements reflect actual workload needs instead

of only maximizing uptime and durability, the sustainability of the workload increases. The next
sections discuss best practices and considerations that will have a positive environmental impact if
adopted in your workload design and ongoing operations

Consider your AWS Region selection

Some AWS Regions are near Amazon renewable energy projects or located where the grid has a
published carbon intensity that is lower than others. Consider the sustainability impact for Regions
that might be viable for your workload, and cross-reference your list with the Regions where
Neptune Analytics is available.

Optimize consumption

Minimize the consumption of Neptune Analytics by practicing the following:
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« Analytics is often ephemeral. The graph is required only for the time to run algorithms and
record the results. If this is the case, snapshot and delete the graph when it is no longer needed.
You can restore it from a snapshot later if necessary.

« If the workload is ephemeral and you have the flexibility to decide when to run the analytics,
consider day-to-day trends in power consumption. Demand for electricity is higher during certain
times. If you're in the United States, see the metrics on daily electricity consumption on the U.S.
Energy Information Administration (EIA) website. Run workloads during off-peak periods for your
Region if possible.

« If the workload is not ephemeral but needs to be available only for limited periods, delete the
graph and restore it from a snapshot when it is needed. If its availability follows a schedule,
automate the restoration process through scripts so that the graph is ready at the scheduled
time.

« If the data is read-only or has not changed since the last snapshot, do not snapshot it again
before deletion.

« Stop Neptune notebooks when they are not in use.

« Monitor CloudWatch metrics such as NumQueuedRequestsPerSec,
NumOpenCypherRequestsPerSec, GraphStorageUsagePercent, GraphSizeBytes, and
CPUUtilization to assess whether the graph is oversized. Determine if a smaller instance
capacity can accommodate the observed request rate, CPU usage, and graph size.
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To prevent waste, optimize your models and queries, and share compute resources so that you use
all the resources available in Neptune instances and clusters. Specific best practices include:

« Optimize queries and graph algorithm invocations. Use parameterized queries and use the
query plan cache, which is enabled by default. For slow queries, run an explain plan to make

improvements. If you use vector similarity search, decide if smaller embeddings yield accurate

similarity results, because smaller embeddings can be created, stored, and searched more
efficiently. Before you call a graph algorithm, use a MATCH clause to minimize the input node set.

Filter on node and edge labels if possible.

« Seek the most efficient way to load data into the graph. If you load from data in Amazon S3, use
bulk import if the data is greater than 50 GB in size. Use batch load for smaller data.
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https://docs.aws.amazon.com/neptune-analytics/latest/userguide/managing-deleting.html
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/graph-snapshots.html#graph-snapshots-restoring
https://www.eia.gov/electricity/gridmonitor/dashboard/electric_overview/US48/US48
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/query-plan-cache.html
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/query-plan-cache.html
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/query-explain.html
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/vector-similarity.html
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/algorithms.html
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/bulk-import.html
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/batch-load.html
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» Ask developers to share Neptune notebook instances instead of each creating their own instance.
Create separate notebook folders for each developer on a single Jupyter instance. Shut down the
instance when it is not in use.
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Resources

References

AWS Well-Architected

AWS Well-Architected Framework documentation

Applying the AWS Well-Architected Framework for Amazon Neptune

Neptune Analytics best practices

Blog posts and videos

» Neptune blog posts (AWS Database Blog)

« Automate the stopping and starting of Amazon Neptune environment resources using resource
tags (AWS Database Blog)

« Amazon Neptune snackables (short YouTube videos)

Training

Getting Started with Amazon Neptune

Build with Amazon Neptune

Data Modeling for Amazon Neptune

Amazon Neptune Analytics Workshop
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https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/neptune-well-architected-framework/introduction.html
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/bestPractices.html
https://aws.amazon.com/blogs/database/category/database/amazon-neptune/
https://aws.amazon.com/blogs/database/automate-the-stopping-and-starting-of-amazon-neptune-environment-resources-using-resource-tags/
https://aws.amazon.com/blogs/database/automate-the-stopping-and-starting-of-amazon-neptune-environment-resources-using-resource-tags/
https://www.youtube.com/playlist?list=PLhr1KZpdzukfS8UlzkdZFzn86t90hUT6i
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14165/getting-started-with-amazon-neptune
https://explore.skillbuilder.aws/learn/course/external/view/elearning/16559/build-with-amazon-neptune
https://explore.skillbuilder.aws/learn/course/external/view/elearning/16133/data-modeling-for-amazon-neptune
https://catalog.us-east-1.prod.workshops.aws/workshops/28907bd0-e855-428a-aabd-ae2173eef31b/en-US
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