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Best practices for assessing applications to be retired
during a migration to the AWS Cloud

Damien Renner, Amazon Web Services

Choosing to retire applications during a migration to the Amazon Web Services (AWS) Cloud can
be a complex decision. By following this guide's best practices you can implement a smoother and
more efficient retirement process for your applications.

This guide is for technology or application owners who have analyzed their estate and identified
applications that can be retired or decommissioned.

Overview

The purpose of this guide is to provide best practices for applications categorized as "retire" in a
migration plan for the AWS Cloud.

A critical first step in creating a migration strategy is collecting application portfolio data, such
as extracts from a configuration management database. This data must be evaluated against
the seven common migration strategies (7 Rs) for moving applications to the AWS Cloud. These
strategies are rehost, relocate, replatform, refactor, repurchase, retain, and retire.

After you complete this initial portfolio analysis, you should have an initial plan for how each
application will be migrated. This plan should be regularly optimized for future migration waves
and teams, based on lessons learned and new data that becomes available during the migration
process. The following diagram illustrates the strategy planning process.

Overview 1
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Deciding if applications should be retired can often become complex and involves a level of risk.
This can result in action being postponed, especially if subject matter experts (SMEs) have left an
organization. Also, documentation about legacy systems can be sparse.

However, identifying and retiring applications that are no longer useful helps boost your business
case and directs your team's attention toward maintaining resources that are more widely used.
This guide outlines six best practices to use when assessing applications to be retired in your
migration strategy.

Targeted business outcomes

After you assign a migration strategy to each application, it may become apparent that some of
those applications can be retired. It's not unusual to find that more than 10 percent of workloads

in an enterprise IT portfolio are no longer useful and can be turned off, thereby creating savings for
your organization.

These savings can help direct your team's attention to systems or applications that provide value
to your business; it also reduces the scope of applications you have to migrate, secure, and operate.

Targeted business outcomes 2
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Additionally, it's worth evaluating the long-term benefits of keeping unused applications, because
they might still need to be licensed, maintained, and upgraded to remain operational.

Retiring applications can cause uncertainty and a level of risk. Because institutional knowledge
about legacy systems can often be limited by outdated documentation or personnel changes,
there's a risk that IT assets labeled as "no longer required" are, in fact, being consumed elsewhere
within your organization.

To avoid this situation, you must fully understand all upstream dependencies of an application
within your organization. This is especially important when you are working toward a business
outcome, such as migrating workloads to the AWS Cloud so a data center can be closed by a
defined date.

Deploying this guide's six best practices and its data-driven methodology will help reduce this risk
level when choosing to retire applications.

Targeted business outcomes 3
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Best practices

Choosing to retire applications can be a complex decision, especially during a migration to the AWS
Cloud. The following sections provide best practices to use in your decision-making process.

» Consider a migration factory approach

« Identify and retire applications early in your migration

» Be data-driven and use discovery tooling to avoid disruptions

» Schedule a controlled stop

» Reassess if the application should be migrated

« Retire the application

Consider a migration factory approach

An important part of any large-scale migration is establishing a migration factory after the initial
pilot workloads are migrated.

A migration factory consists of teams, tools, and processes that work together to streamline
migrations in a systematic way, incorporating lessons learned from previous migration waves. The
migration factory applies patterns, which accelerate workload migrations and improve the final
outcome.

Based on the size of the IT portfolio you need to retire, it's worth considering if there's value in
implementing a migration factory approach. The methodologies and principles outlined in this
guide will also complement this approach and can be embedded into its mechanisms.

Typically, twenty to fifty percent of an enterprise application portfolio consists of repeated
patterns that can be optimized by using a migration factory approach. For an example of a pattern,
see the AWS Cloud Migration Factory Solution, which can be implemented by a migration team to

coordinate and automate migrations.

The team should begin with applications that have the lowest business criticality, before gradually
moving toward more critical systems. By the time the team begins to migrate business-critical
systems, they will have migrated hundreds, if not thousands, of workloads and learned many
lessons.

Consider a migration factory approach 4


https://aws.amazon.com/solutions/implementations/cloud-migration-factory-on-aws/

AWS Prescriptive Guidance Best practices for assessing applications to be retired during a
migration to the AWS Cloud

Before the assessment phase begins, you can create a process to capture one month of dependency
data for applications that are identified for retirement. A team is notified and given access to

the data when it is ready. The team then gives the data a score based on the potential for an
application to cause an impact. The application owners might then do a deeper analysis of the
connections before next steps begin.

For more information about the migration factory methodology, see the Guide for AWS large
migrations.

Identify and retire applications early in your migration

Identifying and then retiring applications early in the migration process is important and should be
carried out while workloads are being migrated.

Migration projects often prioritize migrating workloads, so it's common for systems that are
identified as to be retired (and not migrated) to receive focus toward the end of the project.
However, there's a risk that leaving these applications until the end of the project will leave very
little time to include it in the migration if the application is later deemed important.

Retiring workloads early during a migration project reduces the workload of teams that maintain
them. For example, retiring servers during a migration project's early phases means that operating
system teams have fewer servers to patch, upgrade, maintain, or support. Those teams are then
able to focus on the migration project itself.

Finally, some of this guide's best practices are most effective when you follow them for longer
periods of time. If you begin the retirement process early but later determine that an application is
actually required by another service, you will be able to modify your migration plan and include it
in a future migration wave.

Be data-driven and use discovery tooling to avoid disruptions

Being data-driven is critical when considering retiring applications. Architecture diagrams and
institutional knowledge can easily be outdated or incomplete. Sometimes unanticipated problems
can also surface, such as another application becoming dependent on your system without formal
engagement due to a break-fix scenario.

A data-driven approach provides the foundation on which you can make decisions or validate an
approach. When assessing if an application can be retired, you must confirm that the workloads

Identify and retire applications early in your migration 5
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you are migrating aren't dependent on it. Migrating those workloads and then retiring a
dependency could cause a service degradation, or worse, service interruption.

Fortunately, it's fairly straightforward to understand these dependencies by using data to monitor
the network inbound and outbound connections on a server that is scheduled for retirement.
Network inbound connections, such as an application connecting to your application, and
outbound connections, such as a file upload to a Network File System (NFS) share, indicate a
potential dependency. This dependency needs to be investigated, because if a workload that's
due to be migrated to the AWS Cloud connects to the application, there's a potential for service
disruption if the application is retired later. This process might require diving deep to follow the
dependency chain. Following the previous example, if the application uploads a file to an NFS
share, the next step will be to understand which system consumes that file and the status of that
application.

You might decide to investigate those connections and assess the impact level. To do this, you
can use discovery tooling to show the connections being initiated to a server that is scheduled
for retirement. You might notice that most connections are from management servers and can
be ignored, because they are tools that collect performance metrics or system administrator
proxy instances. However, if there are applications connecting to the server that are scheduled
for migration, you should dive deeper and check the potential impact of migration on that
application. AWS Application Discovery Service helps customers plan migration projects by
gathering information about on-premises data centers that they are planning to retire. After you
deploy the agent to your servers, Application Discovery Service records inbound and outbound
network activity for each server, along with other information. By using Amazon Athena to analyze
this data, you can identify if other applications are depending on servers that are planned for
retirement. AWS Migration Competency Partners can also provide deep discovery and planning
tooling.

® Note

AWS Application Discovery Service is no longer open to new customers. Alternatively,

use AWS Transform which provides similar capabilities. For more information, see AWS
Application Discovery Service availability change. For example, the following screen
illustration shows four source IP addresses connecting to the server on port 22 (destination
=172.31.1.117).

Be data-driven and use discovery tooling to avoid disruptions 6


https://aws.amazon.com/application-discovery/
https://aws.amazon.com/athena/
https://aws.amazon.com/migration/partner-solutions/
https://docs.aws.amazon.com/application-discovery/latest/userguide/application-discovery-service-availability-change.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/application-discovery-service-availability-change.html

AWS Prescriptive Guidance Best practices for assessing applications to be retired during a
migration to the AWS Cloud

Results LY
4 account_number v agent_id source_ip source_port v destination_ip v destination_port v ip_version v transport_protocol ¥ agent_assigned_process_id agent_creation_date

1 0-57bo0a320czmdév4d 172.31.4.134 172.31.1.117 80 IPv4 TCP 3E43D4CF02E35EB1CC57D121CAFCA3DB132A9FA1  2020-08-15 17:15:00.000
2 0-57bo0a320czmdévad 172.31.12.72 172.31.1.117 80 IPv4 TCP 3E43D4CFO02E35EB1CCS57D121CAFCA3DB132A9FA1  2020-08-15 17:15:00.000
3 0-57bo0a320czmdévdd 67.54.159.145 172.31.1.117 22 1Pv4 TCP 3B5033CF35BDEFB7BD9441490269A77D7337433E  2020-08-15 17:15:00.000
4 0-57bo0a320czmdév4d 67.54.159.145 172.31.1.117 22 IPvd TCP 57A2A51EC7C18629216CFOD381BCSE1E28A9CA60  2020-08-15 17:15:00.000
5 0-57bo0a320czmdév4d 192.35.168.219 172.31.1.117 22 1Pv4 TCP 3B5033CF35BDEFB7BD9441490269A77D07337433E  2020-08-15 16:30:00.000
6 0-57bo0a320czmdévad 77.37.222.242 172.31.1.117 22 IPv4 TCP 3B5033CF35BDEFB7BD9441490269A77D7337433E  2020-08-15 16:45:00.000

These are bastion hosts that are used by the system administrators and can be ignored. The

image also shows two servers connecting to this application on port 80, which are in scope of a
planned migration. At this stage, you would need to dive deeper and understand the connecting
applications. This deeper analysis will allow you to assess if there will be any upstream impact after
retirement.

Schedule a controlled stop

In your migration plan, be sure to schedule time for a controlled stop during the migration process.
A controlled stop pauses the migration process to identify the potential for disruption if an
application is retired. It simulates the application's retirement, and allows you to observe the
consequences. When the controlled stop period is completed, the migration can easily resume.

The controlled stop approach varies depending on the type of application and the associated
processes you are working with. Common controlled stop patterns include:

Implementing a host-based firewall to block all traffic, which simulates retirement

Pausing a virtual machine

Stopping a service on the host

Blocking all traffic by using an external firewall

The migration project and application owners need to define the duration of a controlled stop,
depending on the application type. For example, if you're retiring a batch-based workload that only
runs once a month or once a quarter, performing a one-week controlled stop might not be enough
to determine the impact on other systems.

Continuing with the example from the previous section, another application was connecting to the
server that was scheduled for retirement. An initial assessment concluded that there should not
be an impact on the upstream servers. A controlled stop can now be carried out to understand the
impact.

Schedule a controlled stop 7
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This controlled stop would be carried out by implementing a host-based firewall to block all traffic,
simulating the effect of shutting down the server. If this causes service issues for applications that
are scheduled to be migrated to the AWS Cloud, a firewall rule is added and all traffic resumes.
After the controlled stop, the server's retirement is reconsidered due to this service degradation or
interruption.

Reassess if the application should be migrated

The last two best practices we discussed help determine if it's appropriate to continue action

on the systems that are scheduled for retirement. If those best practices highlight a potential
upstream business impact, you should consider reassessing the application's migration pattern.
By beginning the application retirement process early, you now have sufficient time to include the
application in a subsequent migration wave if you encounter issues or dependencies that mean it
cannot be retired.

If, after following those best practices, you are not fully confident in retiring the application,
consider if it should be rehosted to the AWS Cloud. This is particularly important if your migration
has a set end date, such as a data center lease expiry.

Services such as the AWS Transform MGN simplify the rehost migration approach. When you
migrate applications to AWS, you could take a snapshot of the Amazon Elastic Block Store
(Amazon EBS) volumes and terminate the Amazon Elastic Compute Cloud (Amazon EC2) instance

to reduce costs and test the retirement of the application over an extended period of time. If an
impact or issue arises, you then have the confidence of being able to recreate the Amazon EBS
volumes based on the snapshot to resume the Amazon EC2 instance.

/A Important

Test this recovery process before you terminate the Amazon EC2 instance.

Retire the application

After following this guide's previous five best practices, you might have determined that it's safe
to retire an application. You deployed a migration factory approach, began the retirement process
early, used data and discovery tools to monitor the inbound connections, performed a successful
controlled stop, and assessed if the application should be retired. Retiring the application is now
possible as part of your migration strategy.

Reassess if the application should be migrated 8
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At this point, you should check if the application contains data that might be useful in the future.
Machine learning (ML) and analytics have given data greater value than ever before. Although you
might not be developing ML algorithms now, historical data can prove beneficial in the future. You
might also have regulatory or compliance requirements to store the data for a defined period of
time, even if the application has been retired.

AWS offers a comprehensive set of cloud storage services for long-term retention, compliance,
and digital preservation. AWS storage solutions for data archiving help provide unlimited scale,
99.999999999% durability, data reliability, and data security.

To assist your compliance efforts, AWS regularly achieves third-party validation for thousands of
global compliance requirements. These are continually monitored to help you meet security and
compliance standards for finance, retail, healthcare, government, and beyond.

For more information on data archiving with AWS, see Data Archiving on the AWS website.

Retire the application 9
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FAQ

This section provides answers to commonly raised questions about retiring applications.

My applications are containerized. Can I still adopt a data-
driven approach to migration?

Yes, by using the port and IP address to distinguish between different containers.

How long should I run discovery tooling?

The duration depends on an individual application. Four weeks should be enough. However, for
batch applications that run only once a quarter, you'll need to plan accordingly.

My applications are containerized. Can | still adopt a data-driven approach to migration? 10
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Conclusion

This guide outlined six best practices to consider when retiring applications in your migration
plan. They provide a framework for you to use when evaluating the applications scheduled for
retirement and their potential impact.

Although this framework is not exhaustive and you'll want to embed processes that are specific to
your organization (such as tracking the retired infrastructure in your configuration management
database), it will help manage this migration workstream.

Following these guidelines helps you gain confidence and earn trust in retiring applications, while
providing enough time to migrate applications that have been incorrectly categorized.

Tools

« AWS Application Discovery Service
o AWS Transform MGN

Tools 11
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Resources

AWS resources

Mobilizing your organization to accelerate large-scale migrations

Migrating with AWS

Migrating to AWS: Best Practices and Strategies

AWS Prescriptive Guidance
AWS Migration Whitepaper

AWS services

« Amazon Athena

« AWS Application Discovery Service
o AWS Transform MGN
« AWS - Data Archiving

« Amazon Elastic Block Store (Amazon EBS)

« Amazon Elastic Compute Cloud Amazon EC2)

AWS Partners

» Tool options for different migration phases

AWS resources 12
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