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Replatforming COTS and in-house applications during a 
migration to the AWS Cloud

Anbu Selvan, Amazon Web Services

This guide describes seven areas that you should focus on when you replatform commercial off-
the-shelf (COTS) and in-house applications in the Amazon Web Services (AWS) Cloud. The guide 
also provides strategies, tools, and AWS services to help you replatform application components. 
COTS applications are third-party applications that are ready-made and can be purchased in a 
commercial market (for example, AWS Marketplace). In-house applications are developed and used 
internally by your organization.

After you decide to migrate your COTS or in-house applications to the AWS Cloud, you must 
evaluate which of the seven common migration strategies (7 Rs) to use. These strategies are 
refactor, replatform, repurchase, rehost, relocate, retain, and retire. We recommend that you 
replatform applications that use components or databases that reached, or are close to reaching, 
their end-of-support (EOS) date. EOS is when a vendor withdraws technical support for a product. 
If you choose to replatform an application in the AWS Cloud, you can benefit from the following 
capabilities:

• Automate in-place operating system (OS) upgrades with AWS Systems Manager.

• Use snapshot storage volumes to quickly create Amazon Machine Images (AMIs) from Amazon 
Elastic Compute Cloud (Amazon EC2) instances.

• Create a private subnet to isolate workloads that run on outdated operating systems (OSs).

• Use high-speed networking to rapidly replicate production environments for testing the 
replatforming.

• Quickly set up a separate application stack with on-demand EC2 instances, without using 
additional on-premises hardware.

To benefit from these and other capabilities available on the AWS Cloud, we recommend that you 
first rehost your application by using AWS Application Migration Service. You can then upgrade the 
application in the AWS Cloud. The following list provides examples of when an application should 
be replatformed:

1

https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/os-inplaceupgrade.html
https://docs.aws.amazon.com/mgn/latest/ug/what-is-application-migration-service.html


AWS Prescriptive Guidance Replatforming COTS and in-house applications during a migration to 
the AWS Cloud

• Support is no longer available for the application's OS, runtimes (for example, Apache Tomcat,
JBoss, or Oracle WebLogic Server), databases, or runtime components (for example, Java, 
Python, or Perl).

• The application must become more resilient and automatically recover from failures (for 
example, software bugs or infrastructure issues).

• New application functionalities are required for new customer segments or to support increased 
loads.

• The application is unstable and requires improvements to enhance operational stability.

Before you begin a replatforming journey, you should explore alternatives to your application's 
functionalities; for example, evaluate whether you can replace them with a software as a service 
(SaaS) solution from an independent software vendor (ISV). You might also be able to rebuild 
application functionalities by using AWS services such as AWS Lambda, Amazon Cognito, Amazon 
MQ, AWS Glue, Amazon QuickSight, or Amazon Aurora.

This guide is for IT administrators, application owners, architects, technical leads, and project 
managers. The guide provides the following seven areas to focus on when you replatform COTS 
and in-house applications in the AWS Cloud:

• Choosing the replatforming environment

• Replatforming application components running on unsupported OSs

• Replatforming backend databases

• Replatforming file shares

• Updating the logging and monitoring components

• Testing and validating your applications

• Automating ongoing OS patching

Targeted business outcomes

You should expect the following four outcomes after replatforming COTS and in-house 
applications in the AWS Cloud:

• Reduce security risks from legacy applications that run unsupported software or OSs.

• Lower your overall application ownership costs by removing expensive, non-essential database 
editions or adopting open-source databases.

Targeted business outcomes 2
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• Reduce operational overhead by using AWS managed databases (for example, Amazon Relational 
Database Service (Amazon RDS) or Aurora) to achieve higher levels of availability and reliability 
for your applications.

• Make legacy applications more resilient by adopting cloud-native automation and monitoring 
features, such as Amazon CloudWatch monitoring or Systems Manager-based OS patching.

Targeted business outcomes 3

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html


AWS Prescriptive Guidance Replatforming COTS and in-house applications during a migration to 
the AWS Cloud

Choosing the replatforming environment

We recommend that you replatform an application in the AWS Cloud to use capabilities such as
Amazon Elastic Block Store (Amazon EBS) snapshots or cloning an EC2 instance to create an AMI. 
These capabilities help your upgrading and testing process.

Typically, you start by rehosting the application to the AWS Cloud and then begin the 
replatforming process. However, you must be careful if you migrate applications that have 
vulnerabilities or run unsupported software and OSs. These applications could expose security 
vulnerabilities that are dangerous for your migration and future operations. Instead, we 
recommend using Application Migration Service to replicate the application components to a 
private subnet with limited egress. This approach isolates your workloads, and you can then 
securely replatform and test them before they are deployed to a production environment.

Your organization might have purchased extended OS support from an ISV, which extends OS 
patching beyond the official EOS date for a period of three to five years. This is a temporary 
measure and provides additional time to refactor or align your product upgrade or migration 
timelines with a COTS application vendor's product release schedule. However, we recommend 
using AWS tools and expertise from AWS Professional Services or AWS migration competency 
partners to replatform these workloads to newer OSs. This helps avoid expensive extended license 
contracts and means that you can complete your migration more quickly.

4
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Replatforming application components running on 
unsupported OSs

The replatforming approach for application components that run on unsupported OSs is different 
for each application component. The following table summarizes the replatforming options 
available for application components that reached EOS.

Application component Solution for COTS applicati 
ons

Solution for in-house 
applications

Application server Upgrade to the version 
recommended by the 
application's vendor.

Identify the most recent 
application server version. 
Build and validate it in a 
development environment 
before you upgrade.

OS Upgrade to the version 
recommended by the 
application's vendor.

Identify the most recent OS 
version. Build and validate it 
in a development environme 
nt before you upgrade.

Runtime libraries Upgrade to the version 
recommended by the 
application's vendor.

Upgrade and validate against 
the latest version.

Other application 
components

Request new application 
binaries from the application's 
vendor.

Build with the most recent 
OS, runtime, and application 
server versions.

The following sections provide more information about replatforming approaches for your 
application components.

5
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Replacing unsupported OSs or application servers

If you replace unsupported application servers (for example, Apache Tomcat 6.0, Apache 2.2, 
or IIS 7.x), your new application server versions might require an underlying OS upgrade. Most 
unsupported OSs are Red Hat Enterprise Linux (RHEL) versions 5 and 6, CentOS versions 5 and 6, or 
Windows 2008 R2. You should deploy the following steps for applications running those OSs:

1. Launch an EC2 instance with the required OS version.

2. Install the required application server version.

3. There are two separate approaches for in-house and COTS applications:

• In-house applications – Redeploy the application to the EC2 instance.

• COTS applications – Contact the application's vendor and request application binaries that are 
certified for the required OS or application server versions.                                

Upgrading the OS for COTS applications

Most COTS application vendors support Windows 2016 or RHEL 7. If your legacy COTS application 
doesn't support Windows 2016, we recommend an in-place upgrade from Windows 2008 R2 to 
Windows 2012 R2 by using the in-place upgrade option provided by Microsoft. You can also use
AWS Systems Manager Automation runbooks to automatically upgrade Windows Server running 
on EC2 instances. We recommend that you contact the application's vendor and ask them to certify 
their software for the latest OS version.

Upgrading the OS for in-house applications

We recommend that you compile and rebuild your in-house application's software by using the 
most recent OS and software runtime versions (for example, Java, C++, .NET, or Python). You can 
then clone the existing application environment, manually deploy and validate the functionality, 
and update your build environment to the most recent OS, runtime software components, and 
libraries before upgrading to your production environment.

Replatforming application libraries and dependent software

The approach for replatforming application libraries and dependent software is similar to the 
approach for OSs but you only upgrade the libraries. You then test the application's functionality 

Replacing unsupported OSs or application servers 6
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and replicate the required libraries in your pre-production and production servers. Typically, the 
COTS application's vendor handles the required updates for application components through their 
ongoing software releases.

Replatforming application libraries and dependent software 7
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Replatforming backend databases

The approach for replatforming backend databases is different for COTS and in-house applications. 
This is because the source code is typically only available for in-house applications. The following 
illustration shows the replatforming options available for your application's backend databases.

The following sections explain the replatforming approaches for backend databases belonging to 
COTS or in-house applications.

Replatforming backend databases for COTS applications

We recommend that you use an Aurora database if your COTS application supports open-source 
databases. Using an open-source database helps reduce licensing costs, and you can also use tools 
such as AWS Schema Conversion Tool (AWS SCT) and AWS Database Migration Service (AWS DMS) 
to achieve a cutover with minimal downtime during your migration.

If your COTS application doesn't support open-source databases, we recommend replatforming to 
a commercial database on Amazon Relational Database Service (Amazon RDS) such as Amazon RDS 
for Oracle or Amazon RDS for Microsoft SQL Server. You should evaluate the database features 
used by your application and make sure that they are supported in Amazon RDS before you begin 
your migration. For more information, see Limits for Microsoft SQL Server database instances in 
the Amazon RDS documentation.

You can also use your remaining database licensing and run self-managed commercial databases 
on EC2 instances. If you choose this approach, we recommend that you begin the license 
verification process with your database's vendor. After the license verification process is complete, 

Replatforming backend databases for COTS applications 8
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you should design a self-managed database solution on Amazon EC2 for your application's 
required recovery time objective (RTO) or recovery point objective (RPO).

Finally, we recommend replatforming security-sensitive, high-performance COTS applications 
that use SQL Server databases to SQL Server running on Amazon EC2 Linux instances. For more 
information about this, see Migrating your on-premises SQL Server Windows workloads to Amazon 
EC2 Linux.

Replatforming backend databases for in-house applications

You can reduce your database licensing costs and increase scalability by replatforming your in-
house application's backend databases to AWS managed databases (for example, Amazon RDS for 
PostgreSQL, Amazon RDS for MySQL, Aurora, or Amazon DynamoDB).

AWS managed databases help you reduce recurring administrative tasks for your databases (for 
example, performing backups or patching databases and OSs). If you use Amazon RDS Multi-
AZ deployments, you can also increase your application's availability by preventing outages 
from database hardware failures. Multi-AZ databases are continuously replicated to a different 
Availability Zone and the application transparently fails over to the replicated database during 
outages.

You can use AWS DMS and AWS SCT to convert commercial databases to Aurora and Amazon 
RDS. AWS SCT automates the database schema conversion process, and AWS DMS enables data 
replication from on-premises databases to Amazon RDS. AWS DMS also helps achieve a minimal 
downtime cutover when you migrate on-premises applications to the AWS Cloud.

Replatforming backend databases for in-house applications 9
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Replatforming file shares

If your in-house applications use on-premises external file shares, such as Network File Systems 
(NFS) or Server Message Block (SMB), we recommend changing the application's code to use 
Amazon Simple Storage Service (Amazon S3) and Amazon CloudFront. However, if block-based 
access is required, you can use Amazon Elastic File System (Amazon EFS) or Amazon FSx for Lustre. 
Amazon EFS and Amazon FSx are AWS options for applications that require shared file storage.

For COTS applications, we recommend migrating data from on-premises file shares to Amazon 
EFS on Linux or FSx for Windows File Server. You should expose the block-based file shares to the 
application in the same way that on-premises file shares are exposed. Amazon EFS and Amazon 
FSx provide NFS and SMB-based file shares with the same functionalities that on-premises file 
shares provided. To use Amazon EFS or Amazon FSx for file shares, only configuration changes are 
required for COTS applications.
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Updating the logging and monitoring components

Some legacy environments use centralized logging and monitoring tools (for example, Splunk,
SolarWinds, or Zabbix) for infrastructure and application monitoring. Application support 
teams might also use Secure Shell (SSH) protocol or remote desktop protocol (RDP) to monitor 
and debug. To avoid this manual and repetitive process, you can use CloudWatch to automate 
monitoring on the AWS Cloud.

We recommend using CloudWatch metrics to monitor your infrastructure and CloudWatch agents 
to send application logs to CloudWatch. After application logs are received by CloudWatch, you 
can create CloudWatch metric filters and use CloudWatch alarms to monitor application errors and 
automatically notify support teams.

CloudWatch also provides tools to build operational dashboards for ongoing reviews of production 
operations for your applications. Third-party centralized monitoring tools can be integrated with 
CloudWatch and other AWS services, and this helps extend your existing operational practices to 
infrastructure and applications on the AWS Cloud. However, you might have to retrain your support 
or operation teams if you choose to operate applications in the AWS Cloud. For more information 
about this, see the Operations perspective: Manage and scale section of the AWS Cloud Adoption 
Framework (AWS CAF) whitepaper.
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Testing and validating your applications

Functional and performance testing is an important part of an application's replatforming journey. 
Typically, legacy applications rely on an application owner's knowledge for testing because 
functional details aren't correctly or fully documented. However, we recommend that you record 
application use cases by using behavioral and automated testing. This approach quickly and 
reliably validates an application's functionality before and after replatforming. You can use 
automated testing tools (for example, Selenium, Tricentis, or Gatling) to build functional and 
performance tests. A baseline result must be generated by running functional and performance 
tests on your current application environment. The test results between the current and target 
application environment can be compared and used as acceptance criteria.

We recommend using canary testing for customer-facing applications. Canary testing periodically 
tests critical application workflows in the production environment and notifies support teams of 
errors. For more information, see the Canary deployment section of the AWS Well-Architected 
Framework.
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Automating ongoing OS patching

Legacy applications in on-premises data centers often rely on manual operational processes for 
ongoing OS patching and software updates. During your replatforming journey, we recommend 
that you automate OS patching by using Systems Manager Patch Manager or other automated 
patching processes. Patch Manager provides a centralized and consistent process to gather 
operational insights and implement routine operational tasks on both the AWS Cloud and on-
premises resources.

We recommend patching development environments earlier than the patching time window used 
for production environments. For more information about this, see the Patch Manager runbook for 
automating OS patching. You should also deploy canary testing to periodically test key application 
functionalities in pre-production or production environments, and alert support teams if the 
testing fails. This helps avoid unplanned outages for your application.

Using automation tools and infrastructure as a code (IaC)

As part of your application's replatforming journey, you should automate platform builds by using 
configuration management tools such as Chef, Puppet, or Ansible. These tools enable a repeatable 
build of the application stack and formalize the steps for generating an application instance, 
including the stack's configuration.

We recommend that you provision your infrastructure by using IaC best practices. There are several 
options available for this, including AWS Cloud Development Kit (CDK), AWS CloudFormation and
Terraform. Chef, Ansible, and Puppet also have limited capabilities that might deliver enough 
automation for your use case.

Repeatable builds that use IaC and configuration management code help you test infrastructure 
without the overhead and risk of rebuilding those resources. Patching and updating an existing 
instance can cause a state that makes it difficult to reproduce and identify issues.

If a COTS application doesn't support automated installation, we recommend consulting the
AWS Partner Network (APN). For more information about this, see the Platform perspective: 
Applications and infrastructure section of the AWS CAF whitepaper.

Using automation tools and infrastructure as a code (IaC) 13
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FAQ

This section provides answers to commonly raised questions about replatforming COTS and in-
house applications.

When should I choose to replatform instead of rehosting?

You should replatform non-database components if the OS vendor has discontinued security 
updates (for example, RHEL 5 and Windows 2008). For unsupported OSs, you can rehost 
components to an isolated private subnet and upgrade them before you deploy them to a 
production environment.

For database components, you should evaluate if replatforming to a commercial database on 
Amazon RDS is an appropriate choice. You can also use a self-managed database running on 
Amazon EC2 if the database's vendor allows you to use your current license on the AWS Cloud.

Can I refactor my COTS application to an open-source 
database?

It's possible to refactor a COTS application to an open-source database if your application's vendor 
supports open-source databases. We don't recommend using open-source databases for COTS 
applications without obtaining the vendor's support.

What AWS tools can I use to quickly rehost my servers to the 
AWS Cloud?

You can use Application Migration Service as your primary migration service to lift and shift your 
applications to AWS.

What AWS tools can I use for replatforming my applications?

There are several tools available on the AWS Cloud including:

• Systems Manager automated upgrades – Upgrade Windows 2008 and SQL Server 2008 on the 
AWS Cloud.

When should I choose to replatform instead of rehosting? 14

https://docs.aws.amazon.com/mgn/latest/ug/what-is-application-migration-service.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/automated-upgrades.html


AWS Prescriptive Guidance Replatforming COTS and in-house applications during a migration to 
the AWS Cloud

• AWS SCT – Convert database schema from commercial to open-source databases.

• AWS DMS – Replicate data from on-premises databases to the AWS Cloud, either on Amazon RDS 
databases or databases running on Amazon EC2.

What AWS tools can I use for replatforming my applications? 15
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Resources

References

• AWS Cloud Adoption Framework from the AWS migration whitepaper

• Create a CloudWatch dashboard

• Limits for Microsoft SQL Server DB instances

• Migrate a self-managed Microsoft SQL Server database to a fully managed database on Amazon 
RDS

• AWS workshop: Microsoft SQL Server failover cluster instance on Amazon FSx

• Upgrade Amazon EC2 Windows Server instance OS

Tools

• AWS CodeBuild and AWS CodePipeline help you build continuous integration and continuous 
development (CI/CD) pipelines on the AWS Cloud.

• AWS DataSync – DataSync helps replicate on-premises file stores to the AWS Cloud.

• AWS DMS – AWS Database Migration Service (AWS DMS) helps replicate data from on-premises 
databases to Amazon RDS databases or databases on Amazon EC2.

• AWS Systems Manager-based automated upgrades help upgrade Windows 2008 and SQL Server 
2008 on the AWS Cloud.

• AWS SCT – AWS Schema Conversion Tool helps convert database schema from commercial to 
open-source databases.

• Application Migration Service – AWS Application Migration Service is a highly automated 
lift-and-shift (rehost) solution that simplifies, expedites, and reduces the cost of migrating 
applications to AWS.

• Windows to Linux replatforming assistant for Microsoft SQL Server databases is a replatforming 
tool.
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