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Migrating to MongoDB Atlas on AWS

Battulga Purevragchaa and Igor Alekseev, Amazon Web Services

Babu Srinivasan, MongoDB

This guide describes the architecture, tools, considerations, and use cases for migrating from an 
on-premises relational, legacy, or other type of database to MongoDB Atlas in the AWS Cloud. 
Source relational databases include Oracle Database, SQL Server, MySQL, PostgreSQL, and other 
databases such as Sybase and IBM Db2. You can also migrate from databases such as Azure Cosmos 
DB, Apache Cassandra, Couchbase, and Redis. For step-by-step instructions, see the following 
patterns on the AWS Prescriptive Guidance website:

• Migrate a self-hosted MongoDB environment to MongoDB Atlas on AWS

• Migrate a relational database to MongoDB Atlas on AWS

• Stream data from IBM Db2, SAP, Sybase, and other databases to MongoDB Atlas on AWS

Overview

MongoDB Atlas is a developer data platform that provides a document model database built 
on a scale-out architecture for developers who build scalable web and business applications. 
Development teams use MongoDB for the following reasons:

• Flexible data model – MongoDB is document-oriented, so it supports dynamic and nested data 
without restrictive schemas. This makes it easier for developers to represent complex or changing 
data.

• High performance – MongoDB provides high throughput and low latency with native indexing, 
in-memory computing, and other optimizations. This is critical for modern applications.

• Scalability – MongoDB scales horizontally on commodity hardware with built-in sharding and 
replication. This makes it easy to scale from hundreds to millions of operations per second 
without compromising high availability.

• Robust and unified queries – MongoDB supports flexible ad-hoc queries, indexing, and 
aggregation. It performs well without extensive tuning and enables a wide range of query 
patterns.

Overview 1

https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-a-self-hosted-mongodb-environment-to-mongodb-atlas-on-the-aws-cloud.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-relational-database-to-mongodb-atlas.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/stream-data-from-ibm-db2-to-mongodb-atlas.html
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• Ease of use – MongoDB provides a developer-friendly experience with JSON-like documents, rich 
drivers for many languages, and extensive documentation and community. It's easy for teams to 
get productive quickly.

• Resilience and high availability – MongoDB Atlas is designed with resilience and high 
availability in mind. Its database replica sets consist of primary and secondary members, 
ensuring automatic failover to a secondary member in the event of a disruption in the primary 
member. Atlas is trusted by organizations of all sizes to support mission-critical workloads.

Other features include indexing on nested fields, atomicity, consistency, isolation, durability (ACID) 
transactions, and geospatial queries. MongoDB Atlas also supports:

• A single view that aggregates data from multiple sources.

• Real-time data analysis.

• Internet of Things (IoT) applications.

• Scalable mobile applications.

• Catalogs of database assets, entities, and metadata that simplify data storage, data retrieval, and 
schema changes.

• Ability to store and manage any type of content.

• Ability to offload mainframe applications to modern platforms.

• Database support for gaming applications.

• Reduced complexity for working with time series data.

• Generative artificial intelligence (AI) use cases with MongoDB Atlas Vector Search.

For more use cases, see the MongoDB website.

MongoDB Atlas on AWS

MongoDB Atlas on AWS is a fully managed database as a service (DBaaS) that is highly available, 
performant at a global scale, and compliant with demanding security and privacy standards in 
cost-effective ways. Here are some notable benefits:

• Global footprint – AWS has a global footprint, that includes data centers in regions all around 
the world. This makes it easy to deploy your MongoDB Atlas clusters close to your users, which 
can improve performance and reduce latency.

MongoDB Atlas on AWS 2

https://www.mongodb.com/use-cases
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• Security – MongoDB Atlas supports SAML 2.0 authentication through integration with AWS 
IAM Identity Center. It also lets customers centralize access management to Atlas by supporting 
single sign-on (SSO) by using corporate directory credentials.

• Cost optimization – AWS provides cost optimization tools that help you save money by analyzing 
your database usage patterns and identifying opportunities to optimize your spending. You can 
also user AWS Reserved Instances and other savings plans to get significant discounts on your 
MongoDB Enterprise Advanced clusters.

• Backup and disaster recovery – AWS provides a full range of backup and disaster recovery 
capabilities that help protect your data in the event of a disaster. MongoDB Atlas on AWS 
provides continuous backups, point-in-time restores, and cross-Region replication to help make 
sure that your data is always safe and recoverable.

• Seamless integrations – Integrations with other AWS services are seamless with MongoDB Atlas.

MongoDB Atlas on AWS 3
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Migration summary

The following provides a summary of the MongoDB Atlas on AWS migration environment, 
including assumptions, tools, and compliance certifications.

Source workload A wide range of relational, 
legacy, and other databases 
, including Oracle Database, 
SQL Server, PostgreSQL, 
Azure Cosmos DB, and IBM 
Db2.

Workload

Destination workload MongoDB Atlas

Migration strategy (7 Rs) Replatform or re-architect

Is this an upgrade in the 
workload version?

See the upgrade compatibi 
lity considerations in the 
MongoDB documentation.

Migration duration 3 days to 5 weeks (including 
all the tasks in the associate 
d patterns). The duration 
might vary based on data 
size, application complexity, 
network bandwidth between 
source and target, and similar 
factors.   

Migration

Automated deployment to 
provision workload infrastru 
cture on AWS

You can use AWS Partner 
Solutions, CloudFormation, 
or AWS Cloud Developme 
nt Kit (AWS CDK). For 
more information, see the
MongoDB website.

Cost Cost of running ISV workload 
on AWS

See MongoDB Pricing on the 
MongoDB website.

4

https://www.mongodb.com/docs/v4.4/tutorial/upgrade-revision/
https://www.mongodb.com/docs/v4.4/tutorial/upgrade-revision/
https://www.mongodb.com/docs/v4.4/tutorial/upgrade-revision/
https://www.mongodb.com/blog/post/atlas-integrations-aws-cloud-formation-cdk-now-generally-available#:~:text=quick%20demo.-,Option%202%3A%20AWS%20CDK,-After%20its%20launch
https://www.mongodb.com/pricing
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See AWS Pricing Calculator
for AWS services.

Service-level agreements 
(SLAs)

For availability, see MongoDB 
Atlas Service Level Agreement
 on the MongoDB website.

Cluster durability depends 
on a cluster's geographical 
deployment configuration.

For cluster limits, connectio 
n limits, organization, 
and project limits, see
Atlas Service Limits on the 
MongoDB website.

Recovery time objectives 
(RTOs)

For information about how 
MongoDB Atlas automated 
backup features can meet 
your strict RTOs, see Reliabili 
ty on the MongoDB website.

Recovery point objectives 
(RPOs)

For information about how 
MongoDB Atlas point-in- 
time recovery features satisfy 
RPOs, see Reliability, Back 
Up Your Cluster, and Manage 
Online Archives on the 
MongoDB website.

Assumptions and prerequis 
ites

Licensing and operating 
model for the target AWS 
account

Software as a service (SaaS)

5

https://calculator.aws/#/
https://www.mongodb.com/cloud/atlas/sla
https://www.mongodb.com/cloud/atlas/sla
https://www.mongodb.com/cloud/atlas/sla
https://docs.atlas.mongodb.com/reference/atlas-limits/
https://www.mongodb.com/cloud/atlas/reliability
https://www.mongodb.com/cloud/atlas/reliability
https://www.mongodb.com/cloud/atlas/reliability
https://docs.atlas.mongodb.com/backup/cloud-backup/overview/
https://docs.atlas.mongodb.com/backup/cloud-backup/overview/
https://www.mongodb.com/docs/atlas/online-archive/query-online-archive/
https://www.mongodb.com/docs/atlas/online-archive/query-online-archive/
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Migration tooling See MongoDB Relationa 
l Migrator and Atlas Live 
Migration Service on the 
MongoDB website.

AWS services used • Amazon Elastic Compute 
Cloud (Amazon EC2)

• Amazon Virtual Private 
Cloud (Amazon VPC)

• AWS Key Management 
Service (AWS KMS)

• AWS PrivateLink (optional)

Benchmarks See MongoDB Benchmark on 
the MongoDB website.

Compliance Compliance certifications • Health Insurance Portabili 
ty and Accountability Act 
(HIPAA)

• General Data Protection 
Regulation (GDPR)

• System and Organization 
Controls (SOC)

• EU-US Privacy Shield

• ISO/IEC 27001:2013

• Payment Card Industry 
Data Security Standard (PCI 
DSS)

For details, see AWS 
Compliance Programs on the 
AWS website and MongoDB 
Trust Center on the MongoDB 
website.

6

https://www.mongodb.com/products/relational-migrator
https://www.mongodb.com/products/relational-migrator
https://www.mongodb.com/cloud/atlas/migrate
https://www.mongodb.com/cloud/atlas/migrate
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
https://aws.amazon.com/vpc/
https://aws.amazon.com/vpc/
https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://aws.amazon.com/privatelink/
https://www.mongodb.com/scale/mongodb-benchmark
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://www.mongodb.com/cloud/trust
https://www.mongodb.com/cloud/trust
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Limitations System limitations 
(minimum/maximum 
requirements)

See Atlas Service Limits on 
the MongoDB website.

7

https://www.mongodb.com/docs/atlas/reference/atlas-limits/
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Costs and licensing

The pricing for MongoDB Atlas includes the following costs:

• Cluster configuration costs

• Data transfer costs

• Costs for subscriptions and additional services

• Backup costs

For more information, see Manage Billing in the MongoDB documentation.

MongoDB Atlas can be purchased directly from AWS Marketplace, which simplifies the billing 
process. You can choose from the following MongoDB offerings in AWS Marketplace:

• MongoDB Atlas (pay-as-you-go)

• MongoDB Atlas for Government (US)

• MongoDB Enterprise Advanced for AWS GovCloud

• MongoDB Professional Services

8

https://docs.atlas.mongodb.com/billing/
https://aws.amazon.com/marketplace/pp/prodview-pp445qepfdy34?sr=0-2&ref_=beagle&applicationId=AWSMPContessa
https://www.mongodb.com/products/platform/atlas-for-government
https://aws.amazon.com/marketplace/pp/prodview-izui66iqhb7ue?sr=0-3&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-hdelmkf7yknny?sr=0-1&ref_=beagle&applicationId=AWSMPContessa
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Migration tools and high-level migration steps

After you deploy MongoDB Atlas on AWS, you can use the following tools to migrate data from 
the source (a public cloud, your data center, or a third-party DBaaS provider) to MongoDB Atlas on 
AWS, with minimal impact on your applications. There are three basic steps for the simplified data 
migration process:

1. Deploy your new cluster.

2. Live migrate the data.

3. Cut over in seconds when ready.

You can use the following migration tools for the second step:

• Atlas Live Migration Service

• MongoDB Relational Migrator

Choosing the right tool for your migration

If you are already running MongoDB instances in your source environment, we recommend that 
you use the Altas Live Migration Service, with minimal impact to your applications. If you want to 
migrate a relational database workload to MongoDB, use the MongoDB Relational Migrator.

For common migration scenarios, see the following AWS Prescriptive Guidance patterns:

• Migrate a self-hosted MongoDB environment to MongoDB Atlas on AWS

• Migrate a relational database to MongoDB Atlas on AWS

• Stream data from IBM Db2, SAP, Sybase, and other databases to MongoDB Atlas on AWS

For additional migration scenarios, see the MongoDB website:

• Live Migrate (Pull) a Replica Set into Atlas (MongoDB Before 6.0.13)

• Migrating from a self-managed replica set on AWS to MongoDB Atlas

• Atlas Live Migration service and documentation

• RDBMS to MongoDB Migration Guide

Choosing the right tool for your migration 9

https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-a-self-hosted-mongodb-environment-to-mongodb-atlas-on-the-aws-cloud.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-relational-database-to-mongodb-atlas.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/stream-data-from-ibm-db2-to-mongodb-atlas.html
https://docs.atlas.mongodb.com/import/live-import/?from=migration-site
https://docs.mongodb.com/guides/cloud/migrate-from-aws-to-atlas/
https://www.mongodb.com/cloud/atlas/migrate
https://www.mongodb.com/resources/solutions/use-cases/rdbms-mongodb-migration-guide


AWS Prescriptive Guidance Migrating to MongoDB Atlas on AWS

Atlas Live Migration Service

The Atlas Live Migration Service initiates an initial copy of the data from the source database 
(only MongoDB databases), monitors for any subsequent changes, and ensures synchronization 
until it's time to cut over to MongoDB Atlas. Throughout this process, applications can maintain 
their normal read and write operations on the source database. When you're ready to perform the 
cutover, the connection string in the application is updated from the source database to the Atlas 
cluster, which completes the migration.

A typical migration workflow consists of the following steps:

Step 1. Prepare

• Assess the current MongoDB data size and workload. For instructions, see Identify Application 
Workload in the MongoDB documentation.

• Determine the size of the Atlas cluster on AWS.

• Prepare for migration and cutover plans.

Step 2. Deploy

• Set up a new environment on AWS for the MongoDB Atlas cluster, based on the sizing you 
determined in step 1.

• Configure network access. For instructions, see Configure IP Access List Entries in the MongoDB 
documentation.

• Configure security for the destination cluster. For instructions, see Configure Security Features 
for Clusters in the MongoDB documentation.

Step 3. Migrate

• Configure the source and destination in the Atlas Live Migration Service.

• Run the migration.

• Cut over to MongoDB Atlas on AWS.

For more information about this migration option, see Migrate a self-hosted MongoDB 
environment to MongoDB Atlas on AWS.

Atlas Live Migration Service 10

https://www.mongodb.com/cloud/atlas/migrate
https://www.mongodb.com/docs/manual/data-modeling/schema-design-process/identify-workload/
https://www.mongodb.com/docs/manual/data-modeling/schema-design-process/identify-workload/
https://www.mongodb.com/docs/atlas/security/ip-access-list/#configure-ip-access-list-entries
https://www.mongodb.com/docs/atlas/setup-cluster-security/#configure-security-features-for-clusters
https://www.mongodb.com/docs/atlas/setup-cluster-security/#configure-security-features-for-clusters
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-a-self-hosted-mongodb-environment-to-mongodb-atlas-on-the-aws-cloud.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-a-self-hosted-mongodb-environment-to-mongodb-atlas-on-the-aws-cloud.html
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For MongoDB 6.0.8 and later

If both your source and destination clusters are running MongoDB 6.0.8 or a later version, you can 
use a guided live migration option (pull or push) to migrate your data from a source cluster to an 
Atlas MongoDB cluster:

• Live migration (pull)

• Live migration (push)

For earlier MongoDB versions

To migrate MongoDB versions earlier than 6.0.8, use one of the migration strategies discussed in 
the MongoDB documentation.

MongoDB Relational Migrator

MongoDB Relational Migrator is a tool to help you migrate relational database workloads to 
MongoDB Atlas. Relational Migrator allows you to:

• Design an effective MongoDB schema that is derived from an existing relational schema.

• Migrate data from Oracle, SQL Server, MySQL, PostgreSQL, or Sybase ASE to MongoDB, while 
transforming your current schema to the target schema.

• Generate code artifacts to reduce the time required to update application code.

The Relational Migrator assists in the following migration activities:

• Schema mapping and modeling. You can view your schema by using entity-relationship style 
diagrams and edit mapping rules to shape the target schema. You can split or merge tables 
across collections, or use embedded array and embedded document mapping rules to embed 
tables. You can use calculated fields (JavaScript expressions) to transform columns from your 
source relational database into custom MongoDB fields.

• Schema recommendations. You can use mapping rules suggested by Relational Migrator to 
speed up schema mapping, and apply the mapping to your collections.

• Synchronized data. You can replicate data from Oracle, MySQL, SQL Server, PostgreSQL, or 
Sybase ASE to MongoDB Atlas. During one-time or continuous replication, you can automatically 
transform data by using rules to map the columns in your relational database to MongoDB fields.

MongoDB Relational Migrator 11

https://www.mongodb.com/docs/atlas/setup-cluster-security/#configure-security-features-for-clusters
https://www.mongodb.com/docs/atlas/import/c2c-push-live-migration/#std-label-c2c-push-live-migration
https://www.mongodb.com/docs/atlas/import/#earlier-mongodb-versions--live-migrate-to-atlas
https://www.mongodb.com/products/tools/relational-migrator
https://www.mongodb.com/docs/relational-migrator/diagrams/diagrams/#std-label-rm-diagrams
https://www.mongodb.com/docs/relational-migrator/mapping-rules/mapping-rule-options/embedded-array/#std-label-rm-embedded-array
https://www.mongodb.com/docs/relational-migrator/mapping-rules/mapping-rule-options/embedded-documents/#std-label-rm-embedded-documents
https://www.mongodb.com/docs/relational-migrator/mapping-rules/fields/calculated-fields/calculated-fields/#std-label-rm-calculated-fields
https://www.mongodb.com/docs/relational-migrator/mapping-rules/new-rules-suggested-mappings/#std-label-rm-new-rules-from-mappings
https://www.mongodb.com/docs/relational-migrator/mapping-rules/mapping-rules/#std-label-rm-mapping-rules
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• Converting application code. MongoDB supports C#, Java, JavaScript, JSON, and multiple 
template frameworks. You can use the code generation feature to create code for entity classes, 
persistence layers, and APIs, to accelerate your development tasks.

For more information about this migration option, see Migrate a relational database to MongoDB 
Atlas on AWS.

MongoDB Relational Migrator 12

https://www.mongodb.com/docs/relational-migrator/code-generation/generate-app-code/#std-label-rm-code-generation-templates
https://www.mongodb.com/docs/relational-migrator/code-generation/generate-app-code/#std-label-rm-code-generation-templates
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-relational-database-to-mongodb-atlas.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-relational-database-to-mongodb-atlas.html
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Integration architectures

MongoDB Atlas integrates seamlessly with most AWS services, as shown in the following diagram.

The following sections describe reference architectures to integrate MongoDB Atlas on AWS with 
AWS AppSync, Amazon SageMaker AI, Amazon EventBridge, Amazon Data Firehose, and Amazon 
Managed Streaming for Apache Kafka (Amazon MSK).

All these reference architectures are built on a secured network by using AWS PrivateLink, AWS 
KMS, and IAM roles. For more information, see the Best practices section later in this guide.

Streamlined data integration with AWS AppSync

Integrating MongoDB Atlas with AWS AppSyncprovides seamless data synchronization, real-time 
interactions, and dynamic, responsive user experiences. The following diagram shows an example 
implementation.

Streamlined data integration with AWS AppSync 13

https://aws.amazon.com/pm/appsync/
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Key highlights:

• A unified GraphQL endpoint for multiple data sources

• Sub-graphs managed independently

• End-to-end serverless architecture

• Conflict resolution by using schema directives

• Automatic scaling based on API request volumes

For more information, see the blog post How to Build Advanced GraphQL-based APIs With 
MongoDB Atlas and AWS AppSync Merged APIs on the MongoDB website.

Generative AI with Amazon SageMaker AI JumpStart and 
MongoDB Atlas Vector Search

Amazon SageMaker AIJumpStart provides pre-trained AI foundation models such as Retrieval 
Augmented Generation (RAG) for intelligent text applications. You can combine JumpStart with
MongoDB Atlas Vector Search, which enables semantic similarity queries on text, image, and other 

Generative AI with Amazon SageMaker AI JumpStart and MongoDB Atlas Vector Search 14

https://www.mongodb.com/blog/post/how-build-advanced-graphql-based-apis-mongodb-atlas-aws-appsync-merged-apis
https://www.mongodb.com/blog/post/how-build-advanced-graphql-based-apis-mongodb-atlas-aws-appsync-merged-apis
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-jumpstart.html
https://www.mongodb.com/products/platform/atlas-vector-search
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data, to build powerful search experiences. For example, your developers can implement intuitive 
semantic search over customer conversations by using Atlas Vector Search, and use Amazon 
SageMaker AI RAG models to add interactive summarization and translation, as illustrated in the 
following diagram.

This unlocks a variety of AI-driven search use cases, including automated support, smart content 
management, content summarization, and enhanced recommendations. By implementing intuitive 
precision search with MongoDB and generative capabilities from Amazon SageMaker JumpStart, 
developers can rapidly deliver impactful cognitive search applications.

Key highlights:

• Enterprise chatbot use cases

• Support for the RAG model architecture

• MongoDB Atlas Vector Search

• Support for 2K Embedding

Generative AI with Amazon SageMaker AI JumpStart and MongoDB Atlas Vector Search 15
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• Secured data transfer

• Reduced likelihood of hallucinations

For more information about this implementation, see the AWS blog post Retrieval-Augmented 
Generation with LangChain, Amazon SageMaker AI JumpStart, and MongoDB Atlas Semantic 
Search.

Event-driven architecture with Amazon EventBridge

You can integrate MongoDB Atlas with Amazon EventBridge to orchestrate data flows, enable 
automated responses, and gain near real-time insights for applications. The following diagram 
shows an example reference architecture.

Key highlights:

• Seamless event orchestration

• Real-time responsiveness

• Automated workflows

• Scalability and agility

• Insights for Innovation

For more information about this implementation, see the AWS blog post Ingesting MongoDB Atlas 
data using Amazon EventBridge.

Event-driven architecture with Amazon EventBridge 16

https://aws.amazon.com/blogs/machine-learning/retrieval-augmented-generation-with-langchain-amazon-sagemaker-jumpstart-and-mongodb-atlas-semantic-search/
https://aws.amazon.com/blogs/machine-learning/retrieval-augmented-generation-with-langchain-amazon-sagemaker-jumpstart-and-mongodb-atlas-semantic-search/
https://aws.amazon.com/blogs/machine-learning/retrieval-augmented-generation-with-langchain-amazon-sagemaker-jumpstart-and-mongodb-atlas-semantic-search/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/blogs/compute/ingesting-mongodb-atlas-data-using-amazon-eventbridge/
https://aws.amazon.com/blogs/compute/ingesting-mongodb-atlas-data-using-amazon-eventbridge/
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Data streaming with Amazon Data Firehose

You can integrate MongoDB Atlas with Amazon Data Firehose to stream, transform, and load 
data efficiently. This integration provides automated, real-time data delivery and scalability for 
optimized analytics and insights. The following diagram shows an example reference architecture.

Key highlights:

• Dynamic schema evolution

• Continuous data streaming

• Enhanced analytics

• Scalability and agility

• Reliable data delivery

Data streaming with Amazon Data Firehose 17

https://aws.amazon.com/kinesis/data-firehose/
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For more information, see the AWS blog post Integrating MongoDB's Application Data Platform 
with Amazon Data Firehose.

Real-time processing with Amazon MSK

You can integrate MongoDB Atlas with Amazon Managed Streaming for Apache Kafka (Amazon 
MSK) enhances real-time data processing. you can build robust, event-driven architectures by using 
the streaming capabilities in Amazon MSK with the MongoDB document model for agile and data-
rich applications. The following diagram illustrates an example reference architecture.

Key highlights:

• Seamless event integration

• Event-driven agility

• Real-time insights

• Application-driven analytics

• Highly scalable data streams
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https://aws.amazon.com/blogs/big-data/integrating-the-mongodb-cloud-with-amazon-kinesis-data-firehose/
https://aws.amazon.com/blogs/big-data/integrating-the-mongodb-cloud-with-amazon-kinesis-data-firehose/
https://aws.amazon.com/msk/
https://aws.amazon.com/msk/


AWS Prescriptive Guidance Migrating to MongoDB Atlas on AWS

For details and step-by-step implementation instructions, see the AWS blog post Build a serverless 
streaming pipeline with Amazon EMR Serverless, Amazon MSK Connect, and MongoDB Atlas.

Fraud detection with Amazon SageMaker AI Canvas

You can integrate MongoDB Atlas with Amazon SageMaker AI Canvas to construct a powerful fraud 
detection system that combines real-time data analysis with advanced machine learning to help 
detect and prevent fraudulent activity.

The following diagram shows an example reference architecture for detecting fraud.

MongoDB website

(Adapted with permission from the .)

For more information, see the MongoDB blog post Unmasking Deception: Harnessing the Power of 
MongoDB Atlas and Amazon SageMaker AI Canvas for Fraud Detection.
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https://aws.amazon.com/blogs/big-data/build-a-serverless-streaming-pipeline-with-amazon-msk-serverless-amazon-msk-connect-and-mongodb-atlas/
https://aws.amazon.com/blogs/big-data/build-a-serverless-streaming-pipeline-with-amazon-msk-serverless-amazon-msk-connect-and-mongodb-atlas/
https://docs.aws.amazon.com/sagemaker/latest/dg/canvas.html
https://www.mongodb.com/resources/products/unmasking-deception-harnessing-power-atlas-amazon-sage-maker-canvas-fraud-detection
https://www.mongodb.com/resources/products/unmasking-deception-harnessing-power-atlas-amazon-sage-maker-canvas-fraud-detection
https://www.mongodb.com/resources/products/unmasking-deception-harnessing-power-atlas-amazon-sage-maker-canvas-fraud-detection


AWS Prescriptive Guidance Migrating to MongoDB Atlas on AWS

Best practices

Provisioning and CI/CD automation

MongoDB Atlas is available for provisioning through AWS Marketplace. You can subscribe to the
pay-as-you-go MongoDB Atlas option to pay through AWS without any upfront commitments. 
Choosing the Atlas free-forever tier provides a free starting point and the ability to scale as 
required. For more information about these options, see the blog post Introducing Pay as You Go 
MongoDB Atlas on AWS Marketplace on the MongoDB website.

You can deploy MongoDB Atlas infrastructure resources by using CloudFormation templates and 
the AWS Cloud Development Kit (AWS CDK). This approach facilitates continuous integration and 
continuous delivery (CI/CD) automation. For more information, see the blog post MongoDB Atlas 
Integrations for CloudFormation and CDK are now Generally Available on the MongoDB website.

Security

You can connect to MongoDB Atlas from AWS services through a secured private network with 
multiple authentication options:

• Configure connectivity between your databases and AWS services by using VPC peering or AWS 
PrivateLink.

• Implement SAML 2.0 authentication by using AWS IAM Identity Center.

• Use integrated authentication by using AWS Identity and Access Management (IAM).

• Use integrated security credentials with AWS Secrets Manager and AWS Key Management 
Service (AWS KMS).

The following sections describe these integrations in more detail.

Private network connectivity

You can use AWS PrivateLink to connect MongoDB Atlas to your AWS applications and ensure 
private connectivity among all your AWS services and accounts. For more information, see the blog 
post MongoDB Atlas Integrations for CloudFormation and CDK are now Generally Available on the 
MongoDB website.
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https://aws.amazon.com/marketplace/pp/prodview-pp445qepfdy34
https://www.mongodb.com/pricing
https://www.mongodb.com/blog/post/introducing-pay-as-you-go-mongodb-atlas-aws-marketplace
https://www.mongodb.com/blog/post/introducing-pay-as-you-go-mongodb-atlas-aws-marketplace
https://www.mongodb.com/blog/post/atlas-integrations-aws-cloud-formation-cdk-now-generally-available
https://www.mongodb.com/blog/post/atlas-integrations-aws-cloud-formation-cdk-now-generally-available
https://aws.amazon.com/iam/identity-center/
https://www.mongodb.com/docs/atlas/security/passwordless-authentication/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://www.mongodb.com/blog/post/atlas-integrations-aws-cloud-formation-cdk-now-generally-available
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The following diagram illustrates the private network connectivity option.

AWS PrivateLink provides these benefits:

• One-way connection: no extension of the network trust boundary.

• Consolidated security controls across AWS applications and environments through private 
networking.

• Ability to use a virtual private network (VPN) in conjunction with either VPC peering or 
PrivateLink, for developers who want to access Atlas from AWS environments.

Implementing SAML 2.0 authentication

Atlas supports SAML 2.0 authentication through integration with IAM Identity Center and other 
identity management providers. SAML 2.0 authentication is an open standard for exchanging 
identity and security information between applications and service providers. Atlas administrators 
can centralize user management and single sign-on by using identity management services such 
as IAM Identity Center or existing corporate directory services. The following diagram shows how 
you can use IAM Identity Center with Atlas. For more information, see the AWS blog post How to 
Integrate AWS Single Sign-On with MongoDB Atlas.
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https://aws.amazon.com/blogs/apn/how-to-integrate-aws-single-sign-on-with-mongodb-atlas/
https://aws.amazon.com/blogs/apn/how-to-integrate-aws-single-sign-on-with-mongodb-atlas/
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AWS Partner Network Blog

For additional best practices for using MongoDB Atlas on AWS, see .
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https://aws.amazon.com/blogs/apn/tag/mongodb-atlas/
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Additional resources

MongoDB documentation

• MongoDB Use Cases

• Manage Billing

• Atlas Live Migration Service

• Getting started and migration guides

• MongoDB Atlas production notes and best practices

• Manage Connections with AWS Lambda

AWS resources

• MongoDB Atlas Data lake Lets Developers Create Value from Rich Modern Data (AWS Partner 
Network blog post)

• Integrating the MongoDB Cloud with Amazon Data Firehose (AWS Big Data blog post)
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https://www.mongodb.com/use-cases
https://docs.atlas.mongodb.com/billing/
https://www.mongodb.com/cloud/atlas/migrate
https://docs.mongodb.com/guides/
https://docs.atlas.mongodb.com/best-practices/
https://docs.atlas.mongodb.com/best-practices-connecting-to-aws-lambda/
https://aws.amazon.com/blogs/apn/mongodb-atlas-data-lake-lets-developers-create-value-from-rich-modern-data/
https://aws.amazon.com/blogs/big-data/integrating-the-mongodb-cloud-with-amazon-kinesis-data-firehose/
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Document history

The following table describes significant changes to this guide.

Change Description Date

Major update Revised all sections of the 
guide; added new integration 
architectures.

November 12, 2024

Initial publication — October 30, 2020
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