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Choosing a Git branching strategy for multi-account
DevOps environments

Mike Stephens, Abhilash Vinod, and Rayjan Wilson, Amazon Web Services

Moving to a cloud-based approach and delivering software solutions on AWS can be
transformative. It might require changes to your software development lifecycle process. Typically,
multiple AWS accounts are used during the development process in the AWS Cloud. Choosing

a compatible Git branching strategy to pair with your DevOps processes is essential to success.
Choosing the right Git branching strategy for your organization helps you concisely communicate
DevOps standards and best practices across development teams. Git branching can be simple in

a single environment, but it can become confusing when applied across multiple environments,
such as sandbox, development, testing, staging, and production environments. Having multiple
environments increases the complexity of the DevOps implementation.

This guide provides visual diagrams of Git branching strategies that show how an organization can
implement a multi-account DevOps process. Visual guides help teams understand how to merge
their Git branching strategies with their DevOps practices. Using a standard branching model,

like Gitflow, GitHub Flow, or Trunk, for managing the source code repository helps development
teams align their work. These teams can also use standard Git training resources on the internet to
understand and implement those models and strategies.

For DevOps best practices on AWS, review the DevOps Guidance in AWS Well-Architected. As you
review this guide, use due diligence to select the right branching strategy for your organization.

Some strategies might fit your use case better than others.

Objectives

This guide is part of a documentation series about choosing and implementing DevOps branching
strategies for organizations with multiple AWS accounts. This series is designed to help you apply
the strategy that best meets your requirements, goals, and best practices from the outset, to
streamline your experience in the AWS Cloud. This guide does not contain DevOps executable
scripts because they vary based on the continuous integration and continuous delivery (Cl/CD)
engine and technology frameworks that your organization uses.

This guide explains the differences between three common Git branching strategies: GitHub Flow,
Gitflow, and Trunk. The recommendations in this guide help teams identify a branching strategy

Objectives 1
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that aligns with their organizational goals. After reviewing this guide, you should be able to choose
a branching strategy for your organization. After choosing a strategy, you can use one of the
following patterns to help you implement that strategy with your development teams:

« Implement a Trunk branching strategy for multi-account DevOps environments

« Implement a GitHub Flow branching strategy for multi-account DevOps environments

« Implement a Gitflow branching strategy for multi-account DevOps environments

It's important to note that what works for one organization, team, or project might not be suitable
for others. The choice between Git branching strategies depends on various factors, such as team
size, project requirements, and the desired balance between collaboration, integration frequency,
and release management.

Using CI/CD practices

AWS recommends that you implement continuous integration and continuous delivery (CI/CD),
which is the process of automating the software release lifecycle. It automates much or all of

the manual DevOps processes that are traditionally required to get new code from development
into production. A Cl/CD pipeline encompasses the sandbox, development, testing, staging, and
production environments. In each environment, the CI/CD pipeline provisions any infrastructure
that is needed to deploy or test the code. By using Cl/CD, development teams can make changes
to code that are then automatically tested and deployed. CI/CD pipelines also provide governance
and guardrails for development teams. They enforce consistency, standards, best practices,

and minimum acceptance levels for feature acceptance and deployment. For more information,
see Practicing Continuous Integration and Continuous Delivery on AWS.

All of the branching strategies discussed in this guide are well suited to CI/CD practices. The
complexity of the CI/CD pipeline increases with the complexity of the branching strategy. For
example, Gitflow is the most complex branching strategy discussed in this guide. CI/CD pipelines
for this strategy require more steps (such as for compliance reasons), and they must support
multiple, simultaneous production releases. Using Cl/CD also becomes more important as the
complexity of the branching strategy increases. This is because Cl/CD establishes guardrails and
mechanisms for development teams that prevents developers from intentionally or unintentionally
circumnavigating the defined process.

AWS offers a suite of developer services that are designed to help you build CI/CD pipelines.
For example, AWS CodePipeline is a fully managed continuous delivery service that helps you

Using CI/CD practices 2
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automate your release pipelines for fast and reliable application and infrastructure updates. AWS

CodeBuild compiles source code, runs tests, and produces ready-to-deploy software packages. For
more information, see Developer Tools on AWS.

Using CI/CD practices
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Understanding the DevOps environments

To understand the branching strategies, you must understand the purpose and activities that

occur in each environment. Establishing several environments helps you separate the development
activities into stages, monitor those activities, and prevent the unintentional release of unapproved
features. You can have one or more AWS accounts in each environment.

Most organizations have several environments outlined for use. However, the number of
environments can vary by organization and according to software development policies. This
documentation series assumes that you have the following five, common environments that span
your development pipeline, although they might be called by different names:

« Sandbox - An environment where developers write code, make mistakes, and perform proof of
concept work.

» Development — An environment where developers integrate their code to confirm that it all
works as a single, cohesive application.

» Testing — An environment where QA teams or acceptance testing takes place. Teams often do
performance or integration testing in this environment.

« Staging - A preproduction environment where you validate that the code and infrastructure
perform as expected under production-equivalent circumstances. This environment is configured
to be as similar as possible to the production environment.

» Production - An environment that handles traffic from your end users and customers.

This section describes each environment in detail. It also describes the build steps, deployment
steps, and exit criteria for each environment so that you can proceed to the next. The following
image shows these environments in sequence.

D— @ —@—0—0

Sandbox Development Testing Staging Production
environment environment environment environment environment

Topics in this section:

+ Sandbox environment

« Development environment
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» Testing environment

» Staging environment

+ Production environment

Sandbox environment

The sandbox environment is where developers write code, make mistakes, and perform proof of
concept work. You can deploy to a sandbox environment from a local workstation or through a
script on a local workstation.

Access

Developers should have full access to the sandbox environment.

Build steps

Developers manually run the build on their local workstations when they are ready to deploy
changes to the sandbox environment.

Use git-secrets (GitHub) to scan for sensitive information
Lint the source code

Build and compile the source code, if applicable

Perform unit testing

Perform code coverage analysis

Perform static code analysis

Build infrastructure as code (laC)

Perform laC security analysis

Extract open source licenses

OPublish build artifacts

=2 © 0 N o U A WD =

Deployment steps

If you're using the Gitflow or Trunk models, the deployment steps automatically initiate when
a feature branch is successfully built in the sandbox environment. If you're using the GitHub

Sandbox environment 5
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Flow model, then you manually perform the following deployment steps. The following are the
deployment steps in the sandbox environment:

1. Download published artifacts
2. Perform database versioning
3. Perform laC deployment

4. Perform integration testing

Expectations before moving to the development environment

e Successful build of the feature branch in the sandbox environment

« A developer has manually deployed and tested the feature in the sandbox environment

Development environment

The development environment is where developers integrate their code together to ensure it all
works as one cohesive application. In Gitflow, the development environment contains the latest
features included by merge request and are ready for release. In GitHub Flow and Trunk strategies,
the development environment is considered to be a testing environment, and the code base might
be unstable and unsuitable for deployment to production.

Access

Assign permissions according to the principle of least privilege. Least privilege is the security best
practice of granting the minimum permissions required to perform a task. Developers should have
less access to the development environment than they have to the sandbox environment.

Build steps

Creating a merge request to the develop branch (Gitflow) or the main branch (Trunk or GitHub
Flow) automatically starts the build.

1. Use git-secrets (GitHub) to scan for sensitive information
2. Lint the source code
3. Build and compile the source code, if applicable

4. Perform unit testing

Expectations before moving to the development environment 6
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Perform code coverage analysis
Perform static code analysis
Build l1aC

Perform laC security analysis

o B N WU

Extract open source licenses

Deployment steps

If you're using the Gitflow model, the deployment steps automatically initiate when a develop
branch is successfully built in the development environment. If you're using the GitHub Flow
model or Trunk model, then the deployment steps automatically initiate when a merge request
is created against the main branch. The following are the deployment steps in the development
environment:

1. Download the published artifacts from the build steps
2. Perform database versioning
3. Perform laC deployment

4. Perform integration tests

Expectations before moving to the testing environment

 Successful build and deployment of the develop branch (Gitflow) or the main branch (Trunk or
GitHub Flow) in the development environment

» Unit testing passes at 100%
« Successful 1aC build
« Deployment artifacts were successfully created

» A developer has performed a manual verification to confirm that the feature is functioning as
expected

Testing environment

Quality assurance (QA) personnel use the testing environment to validate features. They approve
the changes after they finish testing. When they approve, the branch moves on to the next

Deployment steps 7
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environment, staging. In Gitflow, this environment and others above it are only available for
deployment from release branches. A release branch is based on a develop branch that
contains the planned features.

Access
Assign permissions according to the principle of least privilege. Developers should have less access

to the testing environment than they have to the development environment. QA personnel require
sufficient permissions to test the feature.

Build steps

The build process in this environment is only applicable for bugfixes when using the Gitflow
strategy. Creating a merge request to the bugfix branch automatically starts the build.

—

. Use git-secrets (GitHub) to scan for sensitive information
Lint the source code

Build and compile the source code, if applicable

Perform unit testing

Perform code coverage analysis

Perform static code analysis

Build l1aC

Perform laC security analysis

© ® N o U A W N

Extract open source licenses

Deployment steps

Automatically initiate deployment of the release branch (Gitflow) or the main branch (Trunk or
GitHub Flow) in the testing environment after deployment in the development environment. The
following are the deployment steps in the testing environment:

1. Deploy the release branch (Gitflow) or main branch (Trunk or GitHub Flow) in the testing
environment

2. Pause for manual approval by designated personnel

Access 8
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Download published artifacts
Perform database versioning
Perform laC deployment
Perform integration tests

Perform performance tests

© N o u b~ W

Quality assurance approval

Expectations before moving to the staging environment

» The development and QA teams have performed sufficient testing to satisfy your organization's
requirements.

« The development team has resolved any discovered bugs through a bugfix branch.

Staging environment

The staging environment is configured to be the same as the production environment. For example,
the data setup should be similar in scope and size to production workloads. Use the staging
environment to verify that code and infrastructure operate as expected. This environment is also
the preferred choice for business use cases, such as previews or customer demonstrations.

Access

Assign permissions according to the principle of least privilege. Developers should have the same
access to the staging environment as they do the production environment.

Build steps

None. The same artifacts that were used in the testing environment are reused in the staging
environment.

Deployment steps

Automatically initiate deployment of the release branch (Gitflow) or the main branch (Trunk
or GitHub Flow) in the staging environment after approval and deployment in the testing
environment. The following are the deployment steps in the staging environment:

Expectations before moving to the staging environment 9
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1. Deploy the release branch (Gitflow) or main branch (Trunk or GitHub Flow) in the staging
environment

. Pause for manual approval by designated personnel
. Download published artifacts

. Perform database versioning

Perform laC deployment

(Optional) Perform integration testing

(Optional) Perform load testing

® N O U A WN

Obtain approval from the required development, QA, product, or business approvers

Expectations before moving to the production environment

« A production-equivalent release has been deployed successfully to the staging environment

» (Optional) Integration and load testing were successful

Production environment

The production environment supports the released product, handling real data by real clients. This
is a protected environment that is assigned access by least privilege and elevated access should
only be allowed through an audited exception process for a limited period of time.

Access

In the production environment, developers should have limited, read-only access in the AWS
Management Console. For example, developers should be able to access log data for day-to-day
operations. All releases to production should be gated by an approval step prior to deployment.

Build steps

None. The same artifacts that were used in the testing and staging environments are reused in the
production environment.

Expectations before moving to the production environment 10
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Deployment steps

Automatically initiate deployment of the release branch (Gitflow) or the main branch (Trunk
or GitHub Flow) in the production environment after approval and deployment in the staging
environment. The following are the deployment steps in the production environment:

1. Deploy the release branch (Gitflow) or main branch (Trunk or GitHub Flow) in the production
environment

. Pause for manual approval by designated personnel
. Download published artifacts

. Perform database versioning

o A W N

. Perform laC deployment

Deployment steps 11
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Best practices for Git-based development

To successfully adopt Git-based development, it's important to follow a set of best practices that
promote collaboration, maintain code quality, and support continuous integration and continuous
delivery (CI/CD). In addition to the best practices in this guide, review the AWS Well-Architected
DevOps Guidance. The following are some key best practices for Git-based development on AWS:

» Keep changes small and frequent — Encourage developers to commit small, incremental
changes or features. This reduces the risk of merge conflicts and makes it easier to identify and
fix issues quickly.

» Use feature toggles — To manage the release of incomplete or experimental features, use feature
toggles or feature flags. This helps you hide, enable, or disable specific features in production
without affecting the main branch's stability.

« Maintain a robust test suite — A comprehensive, well-maintained test suite is crucial for
detecting issues early and verifying that the code base remains stable. Invest in test automation
and prioritize fixing any failing tests.

« Embrace continuous integration — Use continuous integration tools and practices to
automatically build, test, and integrate code changes into the develop branch (Gitflow) or
main branch (Trunk or GitHub Flow). This helps you catch issues early and streamlines the
development process.

» Perform code reviews — Encourage peer reviews of code to maintain quality, share knowledge,
and catch potential issues before they're integrated into the main branch. Use pull requests or
other code review tools to facilitate this process.

» Monitor and fix broken builds — When a build breaks or tests fail, prioritize fixing the issue as
soon as possible. This keeps the develop branch (Gitflow) or main branch (Trunk or GitHub
Flow) in a releasable state and minimizes the impact on other developers.

o Communicate and collaborate — Promote open communication and collaboration among team
members. Make sure that developers are aware of ongoing work and changes being made to the
code base.

» Refactor continuously — Regularly refactor the code base to improve its maintainability and
reduce technical debt. Encourage developers to leave the code in a better state than they found
it.

» Use short-lived branches for complex tasks — For larger or more complex tasks, use short-lived
branches (also known as task branches) to work on the changes. However, make sure to keep the

12
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branch lifespan short, typically less than a day. Merge the changes back into the develop branch
(Gitflow) or main branch (Trunk or GitHub Flow) as soon as possible. Smaller and more frequent
merges and reviews are easier for a team to consume and process than one large merge request.

« Train and support the team - Provide training and support to developers who are new to Git-
based development or who require guidance in adopting its best practices.

13
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Git branching strategies

In order of least to most complex, this guide describes the following Git-based branching strategies
in detail:

» Trunk - Trunk-based development is a software development practice in which all developers
work on a single branch, typically called the trunk or main branch. The idea behind this
approach is to keep the code base in a continuously releasable state by integrating code changes
frequently and relying on automated testing and continuous integration.

« GitHub Flow - GitHub Flow is a lightweight, branch-based workflow that was developed by
GitHub. It is based on the idea of short-lived feature branches. When a feature is complete and
ready to be deployed, the feature is merged into the main branch.

« Gitflow — With a Gitflow approach, development is completed in individual feature branches.
After approval, you merge feature branches into an integration branch that is usually named
develop. When enough features have accumulated in the develop branch, a release branch
is created to deploy the features to upper environments.

Each branching strategy has advantages and disadvantages. Although they all use the same
environments, they don't all use the same branches or manual approval steps. In this section of
the guide, review each branching strategy in detail so that you're familiar with its nuances and can
evaluate whether it fits your organization's use case.

Topics in this section:

« Trunk branching strategy

o GitHub Flow branching strategy

« Gitflow branching strategy

Trunk branching strategy

Trunk-based development is a software development practice in which all developers work on a
single branch, typically called the trunk or main branch. The idea behind this approach is to keep
the code base in a continuously releasable state by integrating code changes frequently and relying
on automated testing and continuous integration.

Trunk branching strategy 14



AWS Prescriptive Guidance Choosing a Git branching strategy for multi-account DevOps
environments

In trunk-based development, developers commit their changes to the main branch multiple times
a day, aiming for small, incremental updates. This enables quick feedback loops, reduces the risk
of merge conflicts, and fosters collaboration among team members. The practice emphasizes

the importance of a well-maintained test suite because it relies on automated testing to catch
potential issues early and make sure that the code base remains stable and releasable.

Trunk-based development is often contrasted with feature-based development (also known as
feature branching or feature-driven development), where each new feature or bug fix is developed
in its own dedicated branch, separate from the main branch. The choice between trunk-based
development and feature-based development depends on factors such as team size, project
requirements, and the desired balance between collaboration, integration frequency, and release
management.

For more information about the Trunk branching strategy, see the following resources:

« Implement a Trunk branching strategy for multi-account DevOps environments (AWS
Prescriptive Guidance)

 Introduction to Trunk-Based Development (Trunk Based Development website)

Topics in this section:

 Visual overview of the Trunk strategy

» Branches in a Trunk strategy

« Advantages and disadvantages of the Trunk strategy

Visual overview of the Trunk strategy

The following diagram can be used like a Punnett square (Wikipedia) to understand the Trunk

branching strategy. Line up the branches on the vertical axis with the AWS environments on

the horizontal axis to determine what actions to perform in each scenario. The circled numbers
guide you through the sequence of actions represented in the diagram. This diagram shows the
development workflow of a Trunk branching strategy, from a feature branch in the sandbox
environment to production release of the main branch. For more information about the activities
that occur in each environment, see DevOps environments in this guide.
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Branches in a Trunk strategy

A Trunk branching strategy commonly has the following branches.
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feature branch

You develop features or create a hotfix in a feature branch. To create a feature branch, you
branch off of the main branch. Developers iterate, commit, and test code in a feature branch.
When a feature is complete, the developer promotes the feature. There are only two paths forward
from a feature branch:

« Merge into the sandbox branch

» Create a merge request into the main branch

Naming convention: feature/<story number>_<developer
initials>_<descriptor>

Naming convention example: feature/123456_MS_Implement
_Feature_A
sandbox branch

This branch is a non-standard trunk branch, but it is useful for CI/CD pipeline development. The
sandbox branch is primarily used for the following purposes:
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o Perform a full deployment to the sandbox environment by using the CI/CD pipelines

» Develop and test a pipeline before submitting merge requests for full testing in a lower
environment, such as development or testing.

Sandbox branches are temporary in nature and are intended to be short-lived. They should be
deleted after the specific testing is complete.

Naming convention: sandbox/<story number>_<developer
initials>_<descriptor>

Naming convention example: sandbox/123456_MS_Test_Pipe
line_Deploy
main branch

The main branch always represents the code that is running in production. Code is branched
from main, developed, and then merged back to main. Deployments from main could target any
environment. To protect against deletion, enable branch protection for the main branch.

Naming convention: main

hotfix branch

There is no dedicated hotfix branch in a trunk-based workflow. Hotfixes use feature branches.

Advantages and disadvantages of the Trunk strategy

The Trunk branching strategy is well suited for smaller, mature, development teams that have
strong communication skills. It also works well if you have continuous, rolling feature releases for
the application. It is not well suited if you have large or fragmented development teams or if you
have expansive, scheduled feature releases. Merge conflicts will occur in this model, so be aware
that resolution of merge conflicts is a key skill. All team members must be trained accordingly.
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Advantages

Trunk-based development offers several advantages that can improve the development process,
streamline collaboration, and enhance the overall quality of the software. The following are some
of the key benefits:

» Faster feedback loops — With trunk-based development, developers integrate their code
changes frequently, often multiple times a day. This enables faster feedback regarding potential
issues and helps developers identify and fix problems more quickly than they would in a feature-
based development model.

» Reduced merge conflicts — In trunk-based development, the risk of large, complicated merge
conflicts is minimized because changes are integrated continuously. This helps maintain a cleaner
code base and reduces the amount of time spent resolving conflicts. Resolving conflicts can be
both time-consuming and error-prone in feature-based development.

« Improved collaboration — Trunk-based development encourages developers to work together on
the same branch, promoting better communication and collaboration within the team. This can
lead to faster problem-solving and a more cohesive team dynamic.

» Easier code reviews — Because code changes are smaller and more frequent in trunk-based
development, it can be easier to conduct thorough code reviews. Smaller changes are generally
easier to understand and review, leading to more effective identification of potential issues and
improvements.

« Continuous integration and delivery — Trunk-based development supports the principles of
continuous integration and continuous delivery (CI/CD). By keeping the code base in a releasable
state and integrating changes frequently, teams can more easily adopt Cl/CD practices, which
leads to faster deployment cycles and improved software quality.

« Enhanced code quality — With frequent integration, testing, and code reviews, trunk-based
development can contribute to better overall code quality. Developers can catch and fix issues
more quickly, reducing the likelihood of technical debt accumulating over time.

« Simplified branching strategy — Trunk-based development simplifies the branching strategy by
reducing the number of long-lived branches. This can make it easier to manage and maintain the
code base, especially for large projects or teams.
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Disadvantages

Trunk-based development does have some disadvantages, which can impact the development
process and the team dynamics. The following are a few notable drawbacks:

 Limited isolation — Because all developers work on the same branch, their changes are
immediately visible to everyone on the team. This can lead to interference or conflicts, causing
unintended side effects or breaking the build. In contrast, feature-based development isolates
changes better so that developers can work more independently.

 Increased pressure on testing — Trunk-based development relies on continuous integration
and automated testing to catch issues quickly. However, this approach can put a lot of pressure
on the testing infrastructure and requires a well-maintained test suite. If the tests aren't
comprehensive or reliable, it can lead to undetected issues in the main branch.

» Less control over releases — Trunk-based development aims to keep the code base in a
continuously releasable state. While this can be advantageous, it might not always be suitable
for projects with strict release schedules or those that require specific features to be released
together. Feature-based development provides more control over when and how features are
released.

» Code churn - With developers constantly integrating changes into the main branch, trunk-based
development can lead to increased code churn. This can make it difficult for developers to keep
track of the current state of the code base and might cause confusion when trying to understand
the effect of recent changes.

» Requires a strong team culture — Trunk-based development demands a high level of discipline,
communication, and collaboration among team members. This can be challenging to maintain,
particularly in larger teams or when working with developers who are less experienced with this
approach.

 Scalability challenges — As the size of the development team grows, the number of code
changes being integrated into the main branch can increase rapidly. This can lead to more
frequent build breaks and test failures, making it difficult to keep the code base in a releasable
state.
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GitHub Flow branching strategy

GitHub Flow is a lightweight, branch-based workflow was developed by GitHub. GitHub Flow is
based on the idea of short-lived feature branches that are merged into the main branch when the
feature is complete and ready to be deployed. The key principles of GitHub Flow are:

« Branching is lightweight — Developers can create feature branches for their work with just a few
clicks, improving the ability to collaborate and experiment without affecting the main branch.

« Continuous deployment — Changes are deployed as soon as they are merged into the main
branch, which allows for rapid feedback and iteration.

» Merge requests — Developers use merge requests to initiate a discussion and review process
before merging their changes into the main branch.

For more information about GitHub Flow, see the following resources:

» Implement a GitHub Flow branching strategy for multi-account DevOps environments (AWS

Prescriptive Guidance)
o GitHub Flow Quickstart (GitHub documentation)
o Why GitHub Flow? (GitHub Flow website)

Topics in this section:

 Visual overview of the GitHub Flow strategy

» Branches in a GitHub Flow strategy

« Advantages and disadvantages of the GitHub Flow strategy

Visual overview of the GitHub Flow strategy

The following diagram can be used like a Punnett square to understand the GitHub Flow branching

strategy. Line up the branches on the vertical axis with the AWS environments on the horizontal
axis to determine what actions to perform in each scenario. The circled numbers guide you
through the sequence of actions represented in the diagram. This diagram shows the development
workflow of a GitHub Flow branching strategy, from a feature branch in the sandbox environment
to production release of the main branch. For more information about the activities that occur in
each environment, see DevOps environments in this guide.
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Branches in a GitHub Flow strategy

A GitHub Flow branching strategy commonly has the following branches.
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feature branch

You develop features in feature branches. To create a feature branch, you branch off of the
main branch. Developers iterate, commit, and test the code in the feature branch. When a
feature is complete, the developer promotes the feature by creating a merge request to main.

Naming convention: feature/<story number>_<developer
initials>_<descriptor>

Naming convention example: feature/123456_MS_Implement
_Feature_A

bugfix branch

The bugfix branch is used to fix issues. These branches are branched off of the main branch.
After the bugfix is tested in sandbox or any of the lower environments, it can be promoted to
higher environments by merging it to main through a merge request. This is a suggested naming
convention for organization and tracking, this process could also be managed using a feature
branch.
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Naming convention: bugfix/<ticket number>_<developer
initials>_<descriptor>

Naming convention example: bugfix/123456_MS_Fix_Problem_A

hotfix branch

The hotfix branch is used to resolve high impact critical issues with minimal delay between
the development staff and the code deployed in production. These branches are branched off of
the main branch. After the hotfix is tested in sandbox or any of the lower environments, it can
be promoted to higher environments by merging it to main through a merge request. This is a
suggested naming convention for organization and tracking, this process could also be managed
using a feature branch.

Naming convention: hotfix/<ticket number>_<developer
initials>_<descriptor>

Naming convention example: hotfix/123456_MS_Fix_Problem_A

main branch

The main branch always represents the code that is running in production. Code is merged into the
main branch from feature branches by using merge requests. To protect against deletion and

to prevent developers from pushing code directly to main, enable branch protection for the main
branch.

Naming convention: main

Advantages and disadvantages of the GitHub Flow strategy

The Github Flow branching strategy is well suited for smaller, mature, development teams
that have strong communication skills. This strategy is well suited to teams that want to
implement continuous delivery, and it is well supported by common CI/CD engines. GitHub Flow is
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lightweight, doesn't have too many rules, and is capable of supporting fast-moving teams. It is not
well suited if your teams have strict compliance or release processes to follow. Merge conflicts are
common in this model and will likely happen often. Resolution of merge conflicts is a key skill, and
you must train all team members accordingly.

Advantages

GitHub Flow offers several advantages that can improve the development process, streamline
collaboration, and enhance the overall quality of the software. The following are some of the key
benefits:

« Flexible and lightweight — GitHub Flow is a lightweight and flexible workflow that helps
developers collaborate on software development projects. It allows for quick iteration and
experimentation with minimal complexity.

« Simplified collaboration - GitHub Flow provides a clear and streamlined process for managing
feature development. It encourages small, focused changes that can be quickly reviewed and
merged, improving efficiency.

« Clear version control — With GitHub Flow, every change is made in a separate branch. This
establishes a clear and traceable version control history. This helps developers track and
understand changes, revert if necessary, and maintain a reliable code base.

« Seamless continuous integration — GitHub Flow integrates with continuous integration tools.
Creation of pull requests can initiate automated testing and deployment processes. Cl tools help
you thoroughly test changes before they are merged into the main branch, reducing the risk of
introducing bugs into the code base.

» Rapid feedback and continuous improvement — GitHub Flow encourages a rapid feedback loop
by promoting frequent code reviews and discussions through pull requests. This facilitates early
detection of issues, promotes knowledge sharing among team members, and ultimately leads to
higher code quality and better collaboration within the development team.

« Simplified rollbacks and reverts - In the event that a code change introduces an unexpected
bug or issue, GitHub Flow simplifies the process of rolling back or reverting the change. By
having a clear history of commits and branches, it is easier to identify and revert problematic
changes, helping to maintain a stable and functional code base.

 Lightweight learning curve - GitHub Flow can be easier to learn and adopt than Gitflow,
especially for teams already familiar with Git and version control concepts. Its simplicity and
intuitive branching model make it accessible for developers of varying experience levels,
reducing the learning curve associated with adopting new development workflows.
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« Continuous development - GitHub Flow empowers teams to embrace a continuous deployment
approach by enabling the immediate deployment of every change as soon as it is merged into
the main branch. This streamlined process eliminates unnecessary delays and makes sure that
the latest updates and improvements are quickly made available to users. This results in a more
agile and responsive development cycle.

Disadvantages

While GitHub Flow offers several advantages, it is important to consider its potential disadvantages
as well:

« Limited suitability for large projects — GitHub Flow may not be as suitable for large-scale
projects with complex code bases and multiple long-term feature branches. In such cases, a more
structured workflow, like Gitflow, might provide better control over concurrent development and
release management.

» Lack of formal release structure — GitHub Flow does not explicitly define a release process or
support features such as versioning, hotfixes, or maintenance branches. This can be a limitation
for projects that require strict release management or have a need for long-term support and
maintenance.

« Limited support for long-term release planning — GitHub Flow focuses on short-lived feature
branches, which might not align well with projects that require long-term release planning, such
as those with strict roadmaps or extensive feature dependencies. Managing complex release
schedules can be challenging within the constraints of GitHub Flow.

« Potential for frequent merge conflicts - Because GitHub Flow encourages frequent branching
and merging, there is a possibility of encountering merge conflicts, especially in projects with a
lot of development activity. Resolving these conflicts can be time-consuming and might require
additional effort from the development team.

» Lack of formalized workflow phases — GitHub Flow does not define explicit phases for
development, such as alpha, beta, or release candidate stages. This can make it harder to
communicate the project's current state or the stability level of different branches or releases.

» Impact of breaking changes — Because GitHub Flow encourages merging changes into the
main branch frequently, there is a higher risk of introducing breaking changes that affect the
stability of the code base. Strict code review and testing practices are crucial to mitigate this risk
effectively.
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Gitflow branching strategy

Gitflow is a branching model that involves the use of multiple branches to move code from
development to production. Gitflow works well for teams that have scheduled release cycles and a
need to define a collection of features as a release. Development is completed in individual feature
branches that are merged, with approval, into a develop branch, which is used for integration.

The features in this branch are considered ready for production. When all planned features

have accumulated in the develop branch, a release branch is created for deployments to upper
environments. This separation improves control over which changes are moving to which named
environment on a defined schedule. If necessary, you can accelerate this process into a faster
deployment model.

For more information about the Gitflow branching strategy, see the following resources:

» Implement a Gitflow branching strategy for multi-account DevOps environments (AWS
Prescriptive Guidance)

» The original Gitflow blog (Vincent Driessen blog post)

o Gitflow workflow (Atlassian)

Topics in this section:

 Visual overview of the Gitflow strategy

« Branches in a Gitflow strategy

« Advantages and disadvantages of the Gitflow strategy

Visual overview of the Gitflow strategy

The following diagram can be used like a Punnett square to understand the Gitflow branching

strategy. Line up the branches on the vertical axis with the AWS environments on the horizontal
axis to determine what actions to perform in each scenario. The circled numbers guide you through
the sequence of actions represented in the diagram. For more information about the activities that
occur in each environment, see DevOps environments in this guide.
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Branches in a Gitflow strategy

A Gitflow branching strategy commonly has the following branches.
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Feature branches are short-term branches where you develop features. The feature branch is

created by branching off of the develop branch. Developers iterate, commit, and test code in the

feature branch. When the feature is complete, the developer promotes the feature. There are

only two paths forward from a feature branch:

Branches in a Gitflow strategy

29



AWS Prescriptive Guidance Choosing a Git branching strategy for multi-account DevOps
environments

» Merge into the sandbox branch

» Create a merge request into the develop branch

Naming convention: feature/<story number>_<developer
initials>_<descriptor>

Naming convention example: feature/123456_MS_Implement
_Feature_A

sandbox branch

The sandbox branch is a non-standard, short-term branch for Gitflow. However, it is useful for Cl/
CD pipeline development. The sandbox branch is primarily used for the following purposes:

o Perform a full deployment to the sandbox environment by using the CI/CD pipelines rather than
a manual deployment.

» Develop and test a pipeline before submitting merge requests for full testing in a lower
environment, such as development or testing.

Sandbox branches are temporary in nature and are not meant to be long-lived. They should be
deleted after the specific testing is complete.

Naming convention: sandbox/<story number>_<developer
initials>_<descriptor>

Naming convention example: sandbox/123456_MS_Test_Pipe
line_Deploy

develop branch

The develop branch is a long-lived branch where features are integrated, built, validated, and
deployed to the development environment. All feature branches are merged into the develop
branch. Merges into the develop branch are completed through a merge request that requires a
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successful build and two developer approvals. To prevent deletion, enable branch protection on the
develop branch.

Naming convention: develop

release branch

In Gitflow, release branches are short-term branches. These branches are special because

you can deploy them to multiple environments, embracing the build-once, deploy-many
methodology. Release branches can target the testing, staging, or production environments.
After a development team has decided to promote features into higher environments, they create
a new release branch and use increment the version number from the previous release. At gates
in each environment, deployments require manual approvals to proceed. Release branches should
require a merge request to be changed.

After the release branch has deployed to production, it should be merged back into the develop
and main branches to make sure that any bugfixes or hotfixes are merged back into future
development efforts.

Naming convention: release/v{major}.{minor}

Naming convention example: release/v1.0

main branch

The main branch is a long-lived branch that always represents the code that is running in
production. Code is merged into the main branch automatically from a release branch after a
successful deployment from the release pipeline. To prevent deletion, enable branch protection on
the main branch.

Naming convention: main
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bugfix branch

The bugfix branch is a short-term branch that is used to fix issues in release branches that haven't
been released to production. A bugfix branch should only be used to promote fixes in release
branches to the testing, staging, or production environments. A bugfix branch is always branched
off of a release branch.

After the bugfix is tested, it can be promoted to the release branch through a merge request.
Then you can push the release branch forward by following the standard release process.

Naming convention: bugfix/<ticket>_<developer
initials>_<descriptor>

Naming convention example: bugfix/123456_MS_Fix_Problem_A

hotfix branch

The hotfix branch is a short-term branch that is used to fix issues in production. It only be used
to promote fixes that must be expedited to reach the production environment. A hotfix branch is
always branched from main.

After the hotfix is tested, you can promote it to production through a merge request into the
release branch that was created from main. For testing, you can then push the release branch
forward by following the standard release process.

Naming convention: hotfix/<ticket>_<developer
initials>_<descriptor>

Naming convention example: hotfix/123456_MS_Fix_Problem_A

Advantages and disadvantages of the Gitflow strategy

The Gitflow branching strategy is well suited to larger, more distributed teams that have strict
release and compliance requirements. Gitflow contributes to a predictable release cycle for the
organization, and this is often preferred by larger organizations. Gitflow is also well suited for
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teams that require guardrails to complete their software development lifecycle properly. This is
because there are multiple opportunities for reviews and quality assurance built into the strategy.
Gitflow is also well suited for teams that must maintain multiple versions of production releases
simultaneously. Some disadvantages of Gltflow are that is it more complex than other branching
models and requires strict adherence to the pattern to complete successfully. Gitflow does not
work well for organizations striving for continuous delivery due to the rigid nature of managing
release branches. Gitflow release branches can be long-lived branches that can accumulate
technical debt if not properly addressed in a timely manner.

Advantages

Gitflow-based development offers several advantages that can improve the development process,
streamline collaboration, and enhance the overall quality of the software. The following are some
of the key benefits:

» Predictable release process - Gitflow follows a regular and predictable release process. It is well
suited to teams with regular development and release cadences.

« Improved collaboration - Gitflow encourages the use of feature and release branches.
These two branches help teams work in parallel with minimal dependencies on each other.

« Well suited for multiple environments - Gitflow uses release branches, which can be longer-
lived branches. These branches enable teams to target individual releases over a longer period of
time.

» Multiple versions in production - If your team supports multiple versions of the software in
production, Gitflow release branches support this requirement.

« Built-in code quality reviews — Gitflow requires and encourages the use of code reviews and
approvals before code is promoted to another environment. This process removes friction
between developers by requiring this step for all code promotions.

« Organization benefits — Gitflow has advantages at an organization level as well. Gitflow
encourages the use of a standard release cycle, which helps the organization understand and
anticipate the release schedule. Because the business now understands when new features can
be delivered, there is reduced friction about timelines because there are set delivery dates.

Disadvantages

Gitflow-based development does have some disadvantages that can impact the development
process and the team dynamics. The following are a few notable drawbacks:
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« Complexity — Gitflow is a complex pattern for new teams to learn, and you must adhere to the
rules of Gitflow to use this successfully.

« Continuous deployment - Gitflow doesn't fit a model where many deployments are released to
production in a rapid fashion. This is because Gitflow requires the use of multiple branches and a
strict workflow governing the release branch.

« Branch management - Gitflow uses many branches, which can become burdensome to maintain.
It can be challenging to track the various branches and merge released code in order to keep the
branches properly aligned with each other.

« Technical debt — Because Gitflow releases are typically slower than the other branching models,
more features can accumulate for release, which can cause technical debt to accumulate.

Teams should carefully consider these drawbacks when deciding whether Gitflow-based
development is the right approach for their project.
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Next steps

This guide explains the differences between three common Git branching strategies: GitHub Flow,
Gitflow, and Trunk. It describes their workflows in detail and also provides the advantages and
disadvantages of each. The next steps are to choose one of these standard workflows for your
organization. To implement one of these branching strategies, see the following:

o Implement a Trunk branching strategy for multi-account DevOps environments

« Implement a GitHub Flow branching strategy for multi-account DevOps environments

« Implement a Gitflow branching strategy for multi-account DevOps environments

If you are unsure where to start your team's journey to using Git and DevOps processes, we
recommend picking a standard solution and testing it. Using a standard branching convention
helps the team build upon existing documentation and learn what works best for them.

Don't be afraid to change your strategy if it isn't working for your organization or development
teams. The needs and requirements of development teams can change over time, and there is no
single, perfect solution.
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Resources

This guide doesn't include training for Git; however, there are many high-quality resources available
on the internet if you need this training. We recommend that you start with the Git documentation
site.

The following resources can help you with your Git branching journey in the AWS Cloud.

AWS Prescriptive Guidance

o Implement a Trunk branching strategy for multi-account DevOps environments

« Implement a GitHub Flow branching strategy for multi-account DevOps environments

« Implement a Gitflow branching strategy for multi-account DevOps environments

Other AWS guidance

AWS DevOps Guidance

AWS Deployment Pipeline Reference Architecture
What is DevOps?

DevOps resources

Other resources

» Twelve-factor app methodology (12factor.net)
 Git-Secrets (GitHub)
» Gitflow

« The original Gitflow blog (Vincent Driessen blog post)

Gitflow workflow (Atlassian)

Gitflow on GitHub: How to use Git Flow workflows with GitHub Based Repos (YouTube video)

Git Flow Init Example (YouTube video)

The Gitflow Release Branch from Start to Finish (YouTube video)
e GitHub Flow
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/devops-guidance.html
https://pipelines.devops.aws.dev/
https://aws.amazon.com/devops/what-is-devops/
https://aws.amazon.com/devops/resources/
https://12factor.net/
https://github.com/awslabs/git-secrets
https://nvie.com/posts/a-successful-git-branching-model/
https://www.atlassian.com/git/tutorials/comparing-workflows/gitflow-workflow
https://youtu.be/WQuxeEvaCxs
https://www.youtube.com/watch?v=d4cDLBFbekw
https://www.youtube.com/watch?v=rX80eKPdA28
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o GitHub Flow Quickstart (GitHub documentation)
o Why GitHub Flow? (GitHub Flow website)
e Trunk

 Introduction to Trunk-Based Development (Trunk Based Development website)
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https://docs.github.com/en/get-started/quickstart/github-flow
https://githubflow.github.io/
https://trunkbaseddevelopment.com/
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