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Choosing an infrastructure as code tool for your
organization

Siamak Heshmati, Mason Cahill, Sandip Gangapadhyay, Sandeep Gawande, and RAJNEESH TYAGI,
Amazon Web Services

Infrastructure as code (laC) is the process of provisioning and managing an application's
infrastructure through a set of configuration files. 1aC is designed to help you centralize
infrastructure management, standardize resources, and scale quickly so that new environments are
repeatable, reliable, and consistent. It's a key component of Agile and DevOps practices, such as
version control, continuous integration, and continuous deployment.

Choosing an infrastructure as code (laC) tool is considered a strategic decision for an organization.
This decision affects all of the teams that build infrastructure, applications, and services for the
company. Each tool has pros and cons; therefore, there is no one-size-fits-all model.

In the past, managing and provisioning infrastructure was a manual process fraught with errors.
laC streamlines these tasks through code and has become a reliable solution for deploying
infrastructure. laC tools empower developers to define and deploy infrastructure by using
programming languages. This not only enhances business agility but also accelerates growth and
the speed of innovation. In addition, IaC significantly improves security because laC allows your
organization to scan the code before deployment, verifying that the infrastructure is reliable and
secure. Ultimately, the right IaC tool is not just a technical decision but a strategic one that directly
impacts the overall success of the business.

This guide explores five different 1aC tools that can be used to provision AWS resources: AWS
CloudFormation, AWS Serverless Application Model (AWS SAM), AWS Cloud Development Kit

(AWS CDK), HashiCorp Terraform, and Pulumi. It compares these tools and guides you through the
process of choosing one that meets the needs of your team, organization, and cloud talent. The
key is to align the chosen laC tool with your organization goals and the skillsets of your developers.
For example, if your team is proficient in JavaScript, you might choose AWS CDK with TypeScript as
your primary laC tool because it optimizes your development workflow.
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Benefits of implementing laC

By choosing the right IaC tool for your organization, you can achieve the following benefits:

« Speed - One goal of l1aC is to make things faster by eliminating manual processes. A code-based
approach makes it easier to get more done in less time. Manually setting up each IT environment
is very expensive and requires dedicated engineers and architects for setting up the hardware
and software. By increasing speed, organizations are better able to adapt quickly to changing
customer needs and market conditions. It also allows you to write your 1aC code once and deploy
that same code to hundreds of environments in a fraction of the time that it would take you to
create them manually.

» Scalability — IaC makes it easier to add resources to existing infrastructure. Upgrades are
provisioned quickly so that you can rapidly expand during peak usage periods. For example,
organizations running online services can scale up to keep up with user demands during high-
demand periods, such as Black Friday.

« Enhanced security — IaC excels at enabling security and compliance for organizations.
Organizations are able to set baseline security policies and configurations and enforce them
through pipelines by running automated tests against your IaC. If the laC violates compliance
rules, the pipeline fails and automatically provides feedback back to the developer. This can
prevent the creation of unsecure infrastructure.

« Consistency — Consistency is another vital benefit of [aC. When multiple engineers are manually
deploying configurations, inconsistencies are inevitable. Over time, it becomes difficult to track
and reproduce the same environments. These inconsistencies often lead to critical differences
between development, QA, and production environments.

« Efficiency - laC improves efficiency and productivity across the development lifecycle.
Programmers create sandbox environments to develop in isolation. Operations can quickly
provision infrastructure for security tests. QA engineers have exact copies of the production
environments during testing. When they're ready to deploy, developers push both infrastructure
and code to production in one step. It can also allow for a higher level of collaboration and
teamwork. Teams can create secure patterns for applications and then share those templates or
constructs with other teams, which reduces duplicative work.

» Reduced costs — IaC reduces the costs of developing software. There is no need to spend
resources on setting up environments manually. You only pay for the resources you are actively
using, so there is no unnecessary overhead.
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« Improved reliability - If your infrastructure is large, it becomes easy to misconfigure a resource
or provision services in the wrong order. With 1aC, the resources are always provisioned and
configured exactly as declared. Because creating resources manually is error prone, you can have
a high degree of confidence that your infrastructure will be created as intended when using laC.

« Configuration drift detection — Configuration drift occurs when the configuration that
provisioned your environment no longer matches the actual environment. Many laC tools help
you detect drift and remediate it. For example, if someone incorrectly modifies your resources
manually, you can use the laC tool to detect what was changed and restore it to the intended
state.

« Experimentation — Because laC makes provisioning new infrastructure so much faster and easier,

you can make and test experimental changes without investing lots of time and resources. If you
like the results, you can quickly scale up the new infrastructure for production.
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laC tools

This guide explores five different laC tools that can be used to provision AWS resources. It
compares these tools and guides you through the process of choosing one that meets the needs
of your team, organization, and cloud talent. The key is to align the chosen laC tool with your
organization goals and the skillsets of your developers.

In this section, you learn more about how each tool works and about its advantages and
disadvantages. For example, some tools can only be used in the AWS Cloud, and they're not well
suited for multi-cloud or hybrid-cloud deployments. Others require knowledge of specialized
programming languages, and others support common programming languages. Evaluate the
advantages and disadvantages of each tool, and consider what would be the best fit for your
organization.

This section discusses the following laC tools:

AWS CloudFormation
AWS Serverless Application Model (AWS SAM)
AWS Cloud Development Kit (AWS CDK)

HashiCorp Terraform

Pulumi

CloudFormation

AWS CloudFormation is an AWS service that uses template files to automate the provisioning of
AWS resources. You create a template that describes all of the AWS resources that you want to
deploy, and CloudFormation provisions and configures those resources for you.

CloudFormation templates are written by using JSON or YAML. A CloudFormation stack is the
implementation of the resources defined in your template. You can manage your CloudFormation
stacks through the AWS Management Console, programmatically through the CloudFormation
SDK, or through the AWS Command Line Interface (AWS CLI). For more information about how
CloudFormation works, see AWS CloudFormation concepts and How does AWS CloudFormation
work in the CloudFormation documentation.

Advantages of using CloudFormation:

CloudFormation 4


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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CloudFormation change sets allow you to preview changes to a running stack before you
deploy those changes. Change sets summarize the proposed changes to the running resources
in an existing stack. This can help you identify conflicts or unintended consequences before
deployment. For example, if you change the name of an Amazon Relational Database Service
(Amazon RDS) database instance, CloudFormation will create a new database and delete the
old one. You would lose the data in the old database unless you've already backed it up. If you
generate a change set, you see that your change will cause your database to be replaced, and
you will be able to plan accordingly before you update your stack.

If an error occurs during the deployment of a change set, CloudFormation rolls back
automatically to the last known working state.

You can use CloudFormation stack sets to deploy resources across multiple AWS accounts and
AWS Regions.

There is no additional charge for using CloudFormation with resource providers in the following
namespaces: AWS::*, Alexa::*, and Custom::*. In these cases, you pay only for the AWS resources
that you provision, as if you had provisioned them manually.

CloudFormation manages state for you. This means that CloudFormation makes underlying
service calls to AWS to provision and configure your resources as defined in your CloudFormation
templates.

CloudFormation provides tools to detect and remediate configuration drift. For more
information, see Detecting unmanaged configuration changes to stacks and resources in the

CloudFormation documentation.

You can use CloudFormation to create custom resources. You can write custom provisioning logic

in templates that CloudFormation runs anytime you create, update, or delete stacks.

CloudFormation supports the modeling, provisioning, and managing of third-party application
resources with CloudFormation registry.

CloudFormation supports importing existing resources into CloudFormation management.

Disadvantages of using CloudFormation:

If you are not familiar with JSON or YAML syntax, it may take some getting used to. JSON was
not designed to be human readable, and it does not allow you to make inline comments. YAML
allows you to make comments and is easier to read. However, its syntax is based on tabs and
spaces, so it can be easy to make indentation mistakes.

CloudFormation does not support multi-cloud deployments.

CloudFormation 5


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html#cfn-concepts-change-sets
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-custom-resources.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/registry.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import.html
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« You must use a higher-level implementation, such as the AWS Cloud Development Kit (AWS
CDK), to create reusable constructs and other modularized code.

AWS SAM

The AWS Serverless Application Model (AWS SAM) is a toolkit that extends AWS CloudFormation.
It includes additional features designed to help you create serverless applications more quickly.
When you deploy an AWS SAM template, it is converted to CloudFormation in order to create

the defined resources. AWS SAM consists of two parts, the AWS SAM template specification and
the AWS SAM Command Line Interface (AWS SAM CLI). Although you can use CloudFormation
syntax directly in the AWS SAM template, AWS SAM offers its own unique syntax that focuses
specifically on speeding up serverless development. This short-hand syntax allows for optimized
definitions of IaC for serverless resources, such as Amazon APl Gateway, AWS Lambda, and AWS
Step Functions resources. The AWS SAM CLlI is a developer tool that includes features to help you
test AWS Lambda functions locally, create continuous integration and continuous delivery (Cl/CD)

pipelines, and run commands to deploy serverless applications.
Advantages of using AWS SAM:

o AWS SAM has the same advantages as CloudFormation.

« Compared to CloudFormation, you can more easily use AWS SAM to create serverless
applications and resources, such as an Amazon APl Gateway that is backed by AWS Lambda.

« Using the AWS SAM CLI, you can test AWS Lambda functions locally. When you locally invoke a
Lambda function in debug mode, you can then attach a debugger to it. With the debugger, you
can step through your code line by line, see the values of various variables, and fix issues the
same way you would for any other application.

Disadvantages of using AWS SAM:

« AWS SAM has the same disadvantages as CloudFormation.
« AWS SAM cannot be used outside of AWS.

AWS CDK

The AWS Cloud Development Kit (AWS CDK) is an open source software development framework

that lets you define your cloud application resources by using familiar programming languages.

AWS SAM 6


https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/what-is-sam.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/what-is-sam.html#what-is-sam-template
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/what-is-sam.html#what-is-sam-cli
https://docs.aws.amazon.com/cdk/v2/guide/home.html
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The AWS CDK supports JavaScript, TypeScript, Python, Java, C#, and Go. The AWS CDK provisions
your resources in a safe, repeatable manner through AWS CloudFormation. When you synthesize
your AWS CDK code, the result is a CloudFormation template. The AWS CDK provides high-level
abstractions that simplify the process of defining AWS resources.

The AWS CDK uses the concept of constructs. A construct is a component within your application
that represents one or more CloudFormation resources and their configuration, such as an Amazon
Simple Storage Service (Amazon S3) bucket. Constructs can be composed and customized to
create more complex infrastructure. For more information, see Construct levels in the AWS CDK

documentation. The AWS CDK generates CloudFormation templates based on the code written

by developers. This eliminates the need for manual CloudFormation template creation. Many
organizations customize, share, and reuse constructs within a community, just like any other
software library. Sharing constructs helps developers code faster and incorporate best practices by
default.

AWS CDK aspects can help organizations apply standards to all constructs within a given scope.
The aspect could modify the constructs, such as by adding tags. Or it could verify something about
the state of the constructs.

The AWS CDK allows developers to use their existing programming skills and knowledge to
define cloud infrastructure. By using familiar programming languages, developers can apply their
expertise to describe AWS resources, making it easier to transition from application development
to infrastructure provisioning. Also the AWS CDK can expedite the creation of AWS infrastructure.
This accelerates the development lifecycle compared to manually writing CloudFormation
templates.

Advantages of using the AWS CDK:

« The AWS CDK supports well-known programming languages.

» General-purpose languages allow for the use of logical constructs, such as for-loops, objects,
strong types, and other programming techniques. This helps developers declare infrastructure
in a concise and error-free manner. This approach also makes it possible to use an integrated
development environment (IDE) and related tooling to help manage the complexity around
declaring a large number of resources.

« AWS CDK constructs are shareable and help you meet your governance and compliance
requirements.

« The AWS CDK constructs can decrease time and effort for development. For more information,
see the Construct Library API Reference.

AWS CDK 7


https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html#constructs_lib_levels
https://docs.aws.amazon.com/cdk/v2/guide/aspects.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-construct-library.html
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o The AWS CDK is based on CloudFormation. If you are familiar with CloudFormation and its
concepts, then AWS CDK concepts are easier to understand.

« The AWS CDK helps you perform unit tests and snapshot tests.

« If a feature is not supported natively in the AWS CDK, you can use a Level 1 construct and

raw overrides. Alternatively, you can use a CloudFormation custom resource that calls the API
directly.

» You can clean up resources efficiently by deleting CloudFormation stacks.

Disadvantages of using the AWS CDK:

» The AWS CDK requires a bootstrapped environment in each AWS account. Bootstrapping is a

one-time action that you must perform for every environment that you deploy resources into.

» The AWS CDK can be used to deploy laC only in the AWS Cloud.

Terraform

HashiCorp Terraform is an infrastructure as code (laC) tool that help you manage your cloud

infrastructure. Using Terraform, you can define both cloud and on-premises resources in
configuration files that you can version, reuse, and share. You can then use a consistent workflow
to provision and manage all of your infrastructure throughout its lifecycle.

Developers use a high-level configuration language called Terraform language. The native,

low-level syntax of Terraform language is HashiCorp Configuration Language (HCL). Terraform

language is designed to be easy for humans to read and write. You use Terraform language to
describe the desired end state of the cloud or on-premises infrastructure. Terraform then generates
a plan for reaching that end state, and you execute the plan to provision the infrastructure.

Advantages of using Terraform:

» Terraform is platform agnostic. You can use it with any cloud services provider. You can
configure, test, and deploy infrastructure across AWS and many other cloud providers. If your
organization uses multiple cloud providers, Terraform can be a single, unified, consistent solution
to manage cloud infrastructure. For more information about multi-cloud support, see Multi-
cloud provisioning on the Terraform website.

« Terraform is agentless. It doesn't require any software to be installed on the managed
infrastructure.

Terraform 8


https://docs.aws.amazon.com/cdk/v2/guide/testing.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html#constructs_lib_levels_one
https://docs.aws.amazon.com/cdk/v2/guide/cfn_layer.html#cfn_layer_raw
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-custom-resources.html
https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html
https://developer.hashicorp.com/terraform
https://developer.hashicorp.com/terraform/language
https://developer.hashicorp.com/terraform/language/syntax/configuration
https://www.terraform.io/use-cases/multi-cloud-deployment
https://www.terraform.io/use-cases/multi-cloud-deployment
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« Terraform modules are a powerful way to reuse code and stick to the Don't Repeat Yourself (DRY)
principle. For example, you might have a specific configuration for an application which contains
an Amazon Elastic Compute Cloud (Amazon EC2) instance, Amazon Elastic Block Store (Amazon
EBS) volumes, and other resources that are logically grouped. If you need to create multiple
copies of this configuration or application, you can package the resources into a Terraform
module and create multiple instances of the module rather than copying the entire code multiple
times. These modules can help you to organize, encapsulate, and reuse configurations. They also
provide consistency and ensure best practices.

« Terraform is able to detect and manage drift (Terraform blog post) in your infrastructure. For
example, if resources managed by Terraform are modified outside of Terraform, you can detect
the drift and restore them to the desired state by using the Terraform CLI.

Disadvantages of using Terraform:

» Support for new features or new resources related to any cloud provider might not be available.

« Terraform does not automatically manage your state like AWS CloudFormation. It is stored by
default in a local file, but you can also store it remotely in an Amazon S3 bucket or through

Terraform Enterprise.

« The Terraform state can contain sensitive data, such as database passwords, which can
pose security concerns. It's best practice to encrypt your state file, store it remotely, enable
file versioning on it, and use least privileges for read and write operations on it. For more
information, see Securing sensitive data by using AWS Secrets Manager and HashiCorp

Terraform.

 In August 2023, Hashicorp made an announcement that it would no longer be licensed as open
source under the Mozilla Public License. Instead, it is now licensed under the Business Source

License.

Pulumi

Pulumi is an open source infrastructure as code tool. It supports existing, common programming
languages, such as TypeScript, JavaScript, Python, Go, .NET, Java, and YAML. It also uses its native
ecosystem to interact with cloud resources through the Pulumi SDK. A downloadable CLI, runtime,
libraries, and a hosted service work together to provision, update, and manage cloud infrastructure.

You can use the Pulumi SDK to create and deploy cloud software that use containers, serverless
functions, hosted services, and infrastructure, on any cloud.

Pulumi 9


https://www.hashicorp.com/blog/detecting-and-managing-drift-with-terraform
https://developer.hashicorp.com/terraform/language/settings/backends/s3
https://developer.hashicorp.com/terraform/enterprise
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/introduction.html
https://www.mozilla.org/en-US/MPL/
https://github.com/hashicorp/terraform/blob/b145fbcaadf0fa7d0e7040eac641d9aef2a26433/LICENSE
https://github.com/hashicorp/terraform/blob/b145fbcaadf0fa7d0e7040eac641d9aef2a26433/LICENSE
https://www.pulumi.com/docs/get-started/
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You can optionally pair Pulumi with the Pulumi Cloud. Pulumi Cloud is a managed service that
stores your state and secrets, and it manages deployments of your Pulumi infrastructure.

Advantages of using Pulumi:

o Pulumi provides infrastructure from more than fifty cloud and software as a service (SaaS)
providers.

« It offers a complete and consistent interface that is designed to reduce cloud complexity.

Disadvantages of using Pulumi:

o While Pulumi has an active community that offers support, it is smaller than the Terraform
community.

o Pulumi has a steeper learning curve.

Pulumi 10
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Choosing an laC tool

So, which tool should you choose?

With so many different tool options and varying business requirements, there's no one-size-fits-all
approach. In addition to the advantages and disadvantages for each tool discussed in this guide,
consider the following recommendations for your business requirements and operating model:

« If you are managing or deploying a serverless AWS solution with minimal dependency or
dependents, AWS Serverless Application Model (AWS SAM) might be a good option for you. It
has all the same features as AWS CloudFormation. It also simplifies testing and deployment of
serverless applications to the AWS Cloud.

« If you are managing your infrastructure entirely on AWS, then AWS CloudFormation and the
AWS Cloud Development Kit (AWS CDK) are good options. They provide out-of-the-box state
management, and you can also natively use new features or AWS resources.

o If you want a multi-provider utility, especially for managing multi-cloud or hybrid-cloud
infrastructure, Terraform might be a good choice because it is platform agnostic. With Terraform,
you can also use a wide range of plugins, and it has a large community with enterprise support
options.

« If you have a top-down distribution with best practices and if you have orchestration where you

create, publish, and distribute reusable modules by using common programming languages, then
the AWS CDK might be a good option.

« If your organization can tolerate a high level of risk and needs to support multi-cloud or hybrid-
cloud environments, consider using Pulumi.

11
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Next steps

This guide discussed the advantages and disadvantages of several infrastructure as code (laC) tools
that you can use to build, deploy, and manage AWS resources and infrastructure. Based on the tool
that you choose, we recommend that you visit the following resources to get started.

AWS Cloud Development Kit (AWS CDK)

o AWS CDK intro workshop

AWS CloudFormation

o AWS CloudFormation workshop

HashiCorp Terraform

o AWS Terraform workshop

o CDK for Terraform repository (GitHub)

Pulumi

o Pulumi repository (GitHub)

o AWS modernization with Pulumi workshop

12


https://cdkworkshop.com/
https://catalog.workshops.aws/cfn101/en-US
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https://github.com/pulumi/pulumi
https://pulumi.awsworkshop.io/
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Resources

AWS documentation

» Best practices for using the AWS CDK in TypeScript to create 1aC projects (AWS Prescriptive

Guidance)

o Check AWS CDK applications or CloudFormation templates for best practices by using cdk-nag

rule packs (AWS Prescriptive Guidance)
 Introduction to DevOps on AWS: Infrastructure as code (AWS whitepaper)

« AWS CloudFormation documentation

Other documentation

Getting Started with Infrastructure as Code (HashiCorp website)

HashiCorp Terraform documentation

Pulumi documentation

Pulumi: What is Infrastructure as Code (Pulumi website)

Tools

+ cdk-nag (GitHub)
« cfn-nag (GitHub)

e Terratest

AWS documentation 13


https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/check-aws-cdk-applications-or-cloudformation-templates-for-best-practices-by-using-cdk-nag-rule-packs.html
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https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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