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Best practices for cutting over network traffic to AWS
during a migration

Damien Renner, Ernest Asare, Martin Fluck, Khurram Mahmood, and Mark Willis, Amazon Web
Services

The cutover phase is one of the most critical stages in a cloud migration. In a cutover, you redirect
your network traffic from a source system to a target system hosted on Amazon Web Services
(AWS). During the cutover, your systems and users are most likely to experience some level of
disruption. To minimize disruption and mitigate cutover risks, we recommend that you develop

a cutover plan that aligns with the best practices covered in this guide. This guide is intended for
migration consultants, application architects, program managers, application owners, and any
other role that's implementing or leading a cloud migration to AWS.

Targeted business outcomes

The ultimate goal of this guide is to help you minimize the disruptions and mitigate the risks
associated with the cutover phase of a cloud migration. This guide can help you achieve this overall
goal by meeting the following targeted business outcomes:

« Developing an optimal cutover process
« Developing a communication and governance strategy for your cutover

« Understanding the different cutover options and choosing the most effective one based on your
requirements

Targeted business outcomes 1



AWS Prescriptive Guidance Best practices for cutting over network traffic to AWS during a
migration

Overview of the cutover phase

In the cutover phase of the migration process, you move network traffic from your existing
endpoints to your newly deployed resources in the AWS Cloud. For example, you may update the
Domain Name System (DNS) records to the endpoints for your newly provisioned Elastic Load
Balancer. For most applications, you'll likely have multiple integration points that must be cut over
during this phase of the migration (for example, cutting over the application and database tier to
migrate a two-tier application).

The time, complexity, and risks associated with a cutover depend on your business requirements,
technology stack, risk appetite, application architecture, and other factors. However, in general, as
the cutover window decreases in time, the complexity of the cutover increases. There is a strong
correlation between the length of the required downtime window for the cutover and the criticality
of the applications being migrated. Typically, the risk increases for business-critical applications
because they require a shorter downtime window. This increased risk, in turn, leads to the need for
more extensive planning to manage the complexity and mitigate the risks of the cutover.

The cutover phase comes toward the end of the migration process. The following diagram shows

where the cutover phase fits in to the migration process. As the diagram illustrates, communication
and governance (covered in the next section of this guide) play a significant role in the cutover
phase.

Pre-Cutover Post-Cutover
Design and Build and Prepare for Warr.anty Handover Decommission
Plan Validate Migration Period On-Prem
N
Stop On- Backup On- Final Data 4, Routing » Testing Rollback

—>
Prem App Prem Sync Changes

Communication and Governance
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Communication and governance planning

Communication and governance strategy

What you communicate and how you communicate can be key to the success of your cutover.

To achieve success, we recommend that you develop and implement a communication and
governance strategy that provides clear guidance on communication tooling, defines ownership
roles, and specifies communication channels for each cutover task. We also recommend that your
communication strategy is documented and governed by the migration team and integrated with
your migration escalation path as part of project governance.

Communication and governance channel

When you create a communication channel, it's important to define the target audience and
decide which communication method is most effective. For example, if most people within your
organization don't actively monitor emails, instant messaging might be the preferred method.
We recommend that you establish a channel across all relevant stakeholders. Ideally, the channel
is open before, during, and after the cutover, and your stakeholders are held accountable for the
communication protocol that you set.

In some cases, it might be necessary to group communication channels (for example, creating
Slack groups for business units or closely-related applications). We recommend that you assign the
responsibility of managing communications and messaging to a communication lead or migration
manager.

(® Note

In advance of any cutover, it's a best practice to get buy-in from the migration team, wave
owners, and application owners. Be sure to inform all application stakeholders about the
cutover with sufficient notice.

The following table shows an example of high-level communication protocols for various
communication channels.

Channel Method Owner Frequency

Communication and governance strategy 3
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Senior stakeholders
(internal)

Project/Technical
team

Data center
monitoring teams/L1
ops

Customer's senior
stakeholders

End customers

Email

Slack or Microsoft
Teams chat room

Briefing sessions and

email

Briefing sessions and
email

Email

Program manager or
cutover manager

All stakeholders
responsible for
posting updates
about their activities

Program manager or
cutover manager

Program manager or
cutover manager

Program manager or
cutover manager

Program manager or
application owner

Major events (for
example, start

and end dates) or
confirmed P1 issues

All task start and end
dates and delays

Engagement start
(four weeks out) with
updates for each
completed stage

Engagement start
(four weeks out) with
updates for each
completed stage

Start and end of
cutover

Communication and governance channel
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Pre-cutover stage

Your cutover options depend on various factors, including what migration pattern you're using
and the tools, technologies, and configurations of both your source and target environment. For
example, the cutover options are different for migrating a VMware environment to AWS compared
to building a completely new stack.

Fundamentally, all cutovers strive to achieve the same outcome—moving a workload to another
location. It's important to understand where servers or applications have moved to so that you can
configure upstream and downstream dependencies to connect to the new endpoint.

Depending on the nature of the service, the existing databases and its connections to other
systems that move to the new location can be complex. The synchronization of databases to
ensure consistent data in both locations can increase complexity. In addition, multiple services
require that you either adjust your network configuration or cut over multiple services at the same
time.

Developing a cutover plan

To reduce the risk of delay, rework, unplanned outages, data loss, performance issues, and a

poor user experience, you can develop a cutover plan, create a cutover workbook, and practice
rehearsing your cutover. We recommend that your cutover plan includes contingency plans and
risk mitigation strategies for failure in the event of an unsuccessful cutover. Be sure to document a
rollback procedure as part of the cutover plan.

We recommend that you analyze and assess the following critical items as part of your pre-cutover
planning process:

Downtime required, including:

» Impact to the business (for example, on revenue or trust) of an overrun of the allocated
downtime window

« Contingency for "fix forward" activities in the event of unforeseen events

« Rollback time in the event of a failure

User connectivity

Application and system dependencies

Infrastructure changes

Developing a cutover plan 5
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» Operational changes
» Testing plans, including:
« Functional testing
» Performance testing with baseline testing and post-cutover testing
« Integration and connectivity testing for dependent applications, systems, and services
« Strategies testing during the cutover and warranty period

» Deployment changes related to tooling and strategy

Finally, consider incorporating the following into your plan:

« Task definitions and duration
« Task owners

« Sequence of stages and tasks

Creating a cutover runbook

We recommend that you create a cutover runbook that your migration team can use to track
activities, including their respective planned start and end times, sequence, and owners. You can
use a RACI matrix to assign responsibilities to the appropriate team members. A cutover runbook
can provide the following benefits:

» Reduced risk by proactively aligning different stakeholders

« Increased productivity by reusing a proven mechanism for migrating applications to the AWS
Cloud

« Increased velocity of application migration by using a structured template for cutover planning
» Providing a framework so that required processes are followed

« Providing a mechanism where changes to processes can be communicated to all teams

Creating a cutover runbook 6
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Cutover stage

When you migrate components that store data, you need to consider if data consistency is a key
requirement. If it is, then you may need to lock the source environment (such as a database lock)
prior to starting the cutover process. Locking the database can ensure that no new transactions are
made to the source environment. However, locking may require a larger downtime window.

Cutover generally involves the following phases:

» Ingestion freeze - Freeze the ingestion of on-premises applications and data into the database.
This ensures that the on-premises version of the application doesn't receive any new transactions
or data during the cutover.

« Backup - Take the final backup of the on-premises system. If necessary, you can use this backup
for the rollback in the event of an emergency.

» Data sync - Complete a final data sync between the on-premises and target (cloud)
environments.

« Routing changes — Route users to the cloud environment (for example, updating DNS records or
changing load balancer targets).

« Testing — Test and validate that everything is working prior to marking the migration as
complete.

Cutover approach

There are two cutover approaches to consider: an all-at-once approach or a phased approach.
The key to choosing the best cutover approach is to understand your business requirements and
technical constraints. This section provides an overview of both approaches.

All-at-once approach

If you take the all-at-once approach, then you cut over the entire solution with a flip of a switch.
For example, you can do this by updating the DNS or changing a load balancer. Then, all users
and live traffic are immediately using the new system. This approach can be useful in scenarios
where you can't bring new systems online due to a potential host-name conflict, license issues,
or domain authentication constraints. Because time is critical, the key emphasis is on when or
who will call for a failback. We recommend that your plans for an all-at-once approach include

Cutover approach 7
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extensive performance testing and, where applicable, regression testing, so that you can validate
both functional and non-functional features of the application.

Phased approach (canary deployments)

The phased approach involves a gradual cutover over a defined period of time. This approach
includes continuous monitoring and checks to validate if the current system can sustain the load
and if each system component is functioning as expected. A phased approach can help reduce the
risk of potential cutover issues because you can adjust system performance based on feedback. It's
also easier to roll back any changes if you identify critical issues.

Choosing the right approach

To choose the right approach, identify the following:

» Dependent applications and services that are part of the same move group
« Common data sources that can be used between on-premises and migrated applications

» Applications and infrastructure that can redirect partial loads to different endpoints

If you have an application that can't tolerate increased latency between the data source and the
application servers, this is a clear indicator that an all-at-once approach is required. In this scenario,
you can cut over all the application resources (servers and databases) together to avoid impacting
performance.

In a phased cutover, you split a percentage of the servers and services that constitute an
application from the whole and cut over to AWS while the remaining servers and services remain
on-premises. Then, you route client traffic to both environments based on load balancing or DNS
policy. The phased cutover helps you minimize user impact so that the fewest number of users
are affected by the cutover. If you can identify an impact, then you can adjust the percentages
of servers and services accordingly. However, a phased cutover approach relies on the ability of
your underlying applications to support the approach. We recommend that you ask yourself the
following questions:

» Does the application have multiple tiers (front end, back end, database) made up of resilient
pairs or groups of servers that can be split?

« Is the application accessed through a load balancer and does the load balancer support routing
traffic to the AWS network and on-premises network?

Phased approach (canary deployments) 8



AWS Prescriptive Guidance Best practices for cutting over network traffic to AWS during a
migration

« Can application servers migrated to AWS tolerate latency to a database or other backend
dependency. If the database is cut over to AWS, can servers or services remaining on-premises
continue to function and perform as required?

The ability to send a percentage of your users to newly migrated servers in AWS while maintaining
your existing on-premises capacity has a key advantage over an all-at-once approach when it
comes to rollback capability. Because you have a mix of migrated and existing servers that serve
the application with a load spread between them, it is both fast and simple to revert back in

the event of issues. In most cases, all that's required is a change to a load balancer, DNS rule, or
policy. The phased cutover approach also lets you gradually increase load on AWS, which enables
application teams to evaluate the performance of the application and make required updates or
changes before the full load is transferred.

Choosing whether it's best to cut over an application or stack of dependent applications all at
once, or whether to use an incremental approach where servers and services are cut over in stages
is unlikely to be a one-size-fits-all decision. We commonly see customers adopt the following
approaches:

» Development and test environments that can tolerate some downtime will benefit from the
simplicity and lower level of effort in cutting over with the all-at-once approach.

« In contrast, the phased approach is more complex and time consuming but typically provides a
lower downtime requirement and faster rollback options. For this reason, the phased approach is
most commonly adopted for business-critical production workloads.

We recommend taking the time to understand your source systems prior to the cutover change
window. By investing more time in the early planning stages, you can support various processes,
such as cutover preparation and post-migration validation. Customers may change the IP
addresses of their servers when migrating to AWS. In this scenario, the key factor to avoid is having
hardcoded IP addresses inside your application. We recommend that you look holistically at your
source environment, which can have both upstream or downstream dependencies. For example,
you're more likely to cause an issue to other systems that connect to the service you migrated. It's
worth considering if there's value in moving all connections to use fully qualified domain names
(FQDN) or DNS records prior to starting your cutover.

Choosing the right approach 9
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When to perform the cutover

In general, the best time for a cutover event is when you have the fewest users, as you'll experience
the least business impact. However, this needs to be balanced with availability of support teams
during the cutover window. You need support teams to help troubleshoot and resolve potential
issues. It's also important to consider the date and time of the cutover along with stakeholder
readiness. If any of your stakeholders are not prepared and available at the scheduled date and
time, then your cutover can face the risk of delay.

What to test before cutover

If your migration approach permits, it's a best practice to perform functional and non-functional
testing ahead of the cutover window. For example, you can leverage load testing tools to validate if
the new environment is appropriately configured ahead of the cutover window. In general, testing
during this phase is non-disruptive as the AWS environment isn't serving live traffic.

What can't be tested before cutover

It might not be possible to test all scenarios that will happen in production due to dependencies
with other applications. In such cases, document the potential risks, how you plan to identify the
risks, and what corresponding mitigation approaches your team will take if the test fails.

Operational readiness review

Before you cut over your application to AWS, we recommend that you perform an operational
readiness review. This is where you evaluate the completeness of the testing, validate the ability
of your team to monitor and obtain alerts, and confirm that your stakeholders understand

how to support and maintain the workload. This will likely require working with both business
and technical teams. For more information on operational readiness, see the Operational
Excellence Pillar of the AWS Well-Architected Framework from AWS Well-Architected in the AWS
documentation.

Rollback

A migration rollback may be necessary under certain conditions. To prepare for a potential rollback,
we recommend that you develop a rollback plan that includes the following:

» Defined checkpoints that set off a rollback during the cutover if certain predefined criteria are
met

When to perform the cutover 10
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« Arollback strategy for managing the rollback and handling the data

« A point of contact who will make the decision to either fix forward or roll back the migration

Rollback during cutover or without new data

If you and your stakeholders decide to perform a rollback without any data being changed, then
the rollback approach can be as simple as resuming the on-premises instances and then redirecting
your traffic by modifying load balancer or DNS configurations.

Rollback with the changed data

If a rollback is initiated after a successful cutover and your application has received new
transactions and data, then you might have to restore the data from the cloud environment to
the on-premises environment. We recommend that you consider the following approaches in this
scenario:

 Fail-forward approach - Your on-premises database is likely to become stale post-cutover
since the post-migration AWS database becomes the main database. You can use AWS Database
Migration Service (AWS DMS)to set up a fail-forward database, which will replicate the data to a
new on-premises database. In the event of any issues, AWS DMS rolls back your applications to a

designated fail-forward database rather than to a stale on-premises database.

« Dual write strategy - In this case, your application logic must allow writes to both the old and
new database.

« Native backup and restore — To evaluate the time required for the restore, perform backup and
restore tests using lower environments (that is, non-production environments) during the pre-
cutover stage.

Rollback during cutover or without new data 11
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Post-cutover stage

Setting up a monitoring dashboard

After an application is migrated to the cloud, we recommend that you work with your stakeholders
to determine the information or parameters which should be monitored and published to a
monitoring dashboard. Typically, dashboards monitor key service-level agreement (SLA) metrics
and service-level indicators (SLIs) that are required for operations. You can monitor reachability,
availability, security, traffic patterns, and other relevant data points. Monitoring this data not only
validates that your application is performing as expected but also reveals if your application is
delivering the expected quality.

Understanding and communicating success

After you successfully complete your workload migrations, we recommend communicating this
success to the relevant stakeholders. Your stakeholders could include a single threaded leader,
sponsors, end users, workload application owners, and any other dependent application owner.

Additionally, it's worth considering any learnings that will help improve the process for future
application migrations. You can use a migration score card to measure the success of your
migration and communicate overall migration progress across applications and business units. This
effort can act as a catalyst for teams to look for opportunities to learn from each other, minimize
migration risks, and adopt best practices.

Defining a warranty period

It's common for migration projects to have a warranty period in which the migration teams provide
support in the event that an issue occurs within a predefined window (typically from one day to
one week). It's important to agree on a suitable timeframe based on the application that you're
migrating. For example, a one-week warranty might not be sufficient if your application runs on a
quarterly batch schedule. Furthermore, we recommend that your migration team uses the warranty
period to validate that business continuity and disaster recovery elements are configured and
working as expected.

Setting up a monitoring dashboard 12



AWS Prescriptive Guidance Best practices for cutting over network traffic to AWS during a
migration

Conclusion

Cutover is a complex activity that involves more than re-routing traffic to new systems. This
complexity depends on many factors, including business criticality, number of upstream and
downstream systems, number of users, and more. It's important that your team understand all
the intricacies around people, process, and technology for your cutover phase. Based on these
complexities, you could identify, develop, and adopt the communication and governance plans
for the pre-cutover, cutover, and post-cutover activities of your migration. Finally, we recommend
that you use the existing knowledge of your on-premises system to estimate the duration of your
cutover. It can be a useful exercise to work backward from the desired outcome of the cutover.

13
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Resources

« AWS Well-Architected Tool
» Rolling back from a migration with AWS DMS

« AWS Database Migration Service

14


https://aws.amazon.com/well-architected-tool/?nc1=h_ls&whats-new-cards.sort-by=item.additionalFields.postDateTime&whats-new-cards.sort-order=desc
https://aws.amazon.com/blogs/database/rolling-back-from-a-migration-with-aws-dms/
https://aws.amazon.com/dms/

AWS Prescriptive Guidance Best practices for cutting over network traffic to AWS during a
migration

Document history

The following table describes significant changes to this guide.

Change Description Date

Initial publication — October 31, 2022
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