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What Is Amazon EventBridge?

EventBridge is a serverless service that uses events to connect application components together,
making it easier for you to build scalable event-driven applications. Event-driven architecture

is a style of building loosely-coupled software systems that work together by emitting and
responding to events. Event-driven architecture can help you boost agility and build reliable,
scalable applications.

EventBridge provides simple and consistent ways to ingest, filter, transform, and deliver events so
you can build applications quickly.

EventBridge includes two ways to process and deliver events: event buses and pipes.

« Event buses are routers that receive events and delivers them to zero or more targets. Use
EventBridge to route events from sources such as home-grown applications, AWS services, and
third-party software to consumer applications across your organization.

Event buses are well-suited for routing events from many sources to many targets, with optional
transformation of events prior to delivery to a target.

» Pipes EventBridge Pipes is intended for point-to-point integrations; each pipe receives events
from a single source for processing and delivery to a single target. Pipes also include support for
advanced transformations and enrichment of events prior to delivery to a target.

Pipes and event buses are often used together. A common use case is to create a pipe with an
event bus as its target; the pipe sends events to the event bus, which then sends those events on
to multiple targets. For example, you could create a pipe with a DynamoDB stream for a source,
and an event bus as the target. The pipe receives events from the DynamoDB stream and sends
them to the event bus, which then sends them on to multiple targets according to the rules
you've specified on the event bus.

In addition, EventBridge provides EventBridge Scheduler, a serverless scheduler that allows you
to create, run, and manage tasks from one central, managed service. With EventBridge Scheduler,
you can create schedules using cron and rate expressions for recurring patterns, or configure one-
time invocations. You can set up flexible time windows for delivery, define retry limits, and set the
maximum retention time for failed API invocations.
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Getting started: Create an Amazon EventBridge event
bus rule

To get familiar with EventBridge rules and their capabilities, we'll use a CloudFormation template
to set up an event bus rule and associated components, including an event source, event pattern,
and target. Then we can explore how rules work to select the events you want.

The template creates a rule on the default event bus. This rule uses an event pattern to filter for
events from a specific Amazon S3 bucket. The rule sends matching events to the specified target,
an Amazon SNS topic. Every time an object is created in the bucket, the rule sends a notification to
the topic, which then sends an email to your specified email address.

The deployed resources consist of:

An Amazon S3 bucket with EventBridge notifications enabled to act as the event source.

An Amazon SNS topic and email subscription as the target for notifications.

An execution role that grants EventBridge the necessary permissions to publish to the Amazon
SNS topic.

The rule itself, which:

» Defines an event pattern that matches only Object Created events from the specific
Amazon S3 bucket.

» Specifies the Amazon SNS topic as a target to which EventBridge delivers matching events.

For specific technical details of the template, see Template details.
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Before you begin

To receive Amazon S3 events in EventBridge, you must enable EventBridge within Amazon S3.
This topic assumes EventBridge is enabled. For more information, see Enabling EventBridge in the

Amazon S3 User Guide.

Creating the rule using CloudFormation

To create the rule and its associated resources, we'll create a CloudFormation template and use it
to create a stack containing a sample rule, complete with source and target.

/A Important
You will be billed for the Amazon resources used if you create a stack from this template.

Prerequisites
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Creating the template

First, create the CloudFormation template.

1. Inthe Template section, click the copy icon on the JSON or YAML tab to copy the template

contents.

2. Paste the template contents into a new file.

3. Save the file locally.

Creating the stack

Next, use the template you've saved to provision a CloudFormation stack.

Create the stack using CloudFormation (console)

1. Open the CloudFormation console at https://console.aws.amazon.com/cloudformation/.

2. On the Stacks page, from the Create stack menu, choose with new resources (standard).

3. Specify the template:

a.
b.
C.

d.

Under Prerequisite, choose Choose an existing template.
Under Specify template, choose Upload a template file.
Choose Choose file, navigate to the template file, and choose it.

Choose Next.

4. Specify the stack details:

a.

b.

d.

e.

Enter a stack name.

For BucketName, enter a globally unique bucket name. Amazon S3 bucket names must be
unique across all AWS accounts.

For SNSTopicDisplayName, SNSTopicName, and RuleName, accept the default values or
enter your own.

For EmailAddress, enter a valid email address where you want to receive notifications.

Choose Next.

5. Configure the stack options:

a.

Under Stack failure options, choose Delete all newly created resources.

Create the rule 5
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® Note

Choosing this option prevents you from possibly being billed for resources whose
deletion policy specifies they be retained even if the stack creation fails. For more
information, see DeletionPolicy attribute in the CloudFormation User Guide.

b. Accept all other default values.

¢. Under Capabilities, check the box to acknowledge that CloudFormation might create IAM
resources in your account.

d. Choose Next.

6. Review the stack details and choose Submit.

Create the stack using CloudFormation (AWS CLI)

You can also use the AWS CLI to create the stack.

. Use the create-stack command.

o Accept the default template parameter values, specifying the stack name, email address,
and bucket name. Use the template-body parameter to pass the template contents, or
template-url to specify a URL location.

aws cloudformation create-stack \
--stack-name eventbridge-rule-tutorial \
--template-body template-contents \
--parameters \
ParameterKey=EmailAddress, ParameterValue=your.email@example.com \
ParameterKey=BucketName, ParameterValue=my-unique-bucket-name \
--capabilities CAPABILITY_IAM

o Override the default value(s) of one or more template parameters. For example:

aws cloudformation create-stack \
--stack-name eventbridge-rule-tutorial \
----template-body template-contents \
--parameters \
ParameterKey=EmailAddress, ParameterValue=your.email@example.com \
ParameterKey=BucketName, ParameterValue=my-custom-bucket-name \
ParameterKey=RuleName, ParameterValue=my-custom-rule-name \

Create the rule 6
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--capabilities CAPABILITY_IAM

CloudFormation creates the stack. Once the stack creation is complete, the stack resources are
ready to use. You can use the Resources tab on the stack detail page to view the resources that
were provisioned in your account.

After the stack is created, you will receive a subscription confirmation email at the address you
provided. You must confirm this subscription to receive notifications.

Exploring rule capabilities

Once the rule has been created, you can use the EventBridge console to observe rule operation and
test event delivery.

1. Open the EventBridge console at https://console.aws.amazon.com/events/home?#/rules.

2. Choose the rule you created.

On the rule detail page, the Rule details section displays information about the rule, including
its event pattern and targets.

Examining the event pattern

Before we test the rule operation, let's examine the event pattern we've specified to control which
events are sent to the target. The rule will only send events that match the pattern criteria to the
target. In this case, we only want the event that Amazon S3 generates when an object is created in
our specific bucket.

« On the rule detail page, under Event pattern, you can see the event pattern selects only
events where:

e The source is the Amazon S3 service (aws.s3)
e The detail-type isObject Created

o The bucket name matches the name of the bucket we created

"source": ["aws.s3"],

Explore the rule 7
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"detail-type": ["Object Created"],

"detail": {
"bucket": {
"name": ["eventbridge-rule-example-source"]
}
}

Sending events through the rule

Next, we'll generate events in the event source to test that the rule matching and delivery is
operating correctly. To do this, we'll upload an object to the S3 bucket we specified as the event
source.

1. Open the Amazon S3 console at https://console.aws.amazon.com/s3/.
2. In the Buckets list, choose the bucket you created with the template.
3. Choose Upload.

4. Upload a test file to generate an Object Created event:

a. Choose Add files and select a file from your computer.
b. Choose Upload.

5. Wait a few moments for the event to be processed by EventBridge and for the notification to
be sent.

6. Check your email for a notification about the object creation event. The email will contain
details about the S3 event, including the bucket name and the object key.

Viewing rule metrics

You can view metrics for your rule to confirm that events are being processed correctly.

1. Inthe EventBridge console, choose your rule.

2. Choose the Metrics tab.

3. You can view metrics such as:

 Invocations: the number of times the rule was triggered.

« TriggeredRules: the number of rules that were triggered by matching events.

Send events
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Clean up: deleting resources

As a final step, we'll delete the stack and the resources it contains.

/A Important

You will be billed for the Amazon resources contained in the stack for as long as it exists.

1. Open the CloudFormation console at https://console.aws.amazon.com/cloudformation/.

2. On the Stacks page, choose the stack created from the template, and choose Delete, then
confirm Delete.

CloudFormation initiates deletion of the stack and all resources it includes.

CloudFormation template details

This template creates resources and grants permissions in your account.
Resources

The CloudFormation template for this tutorial will create the following resources in your account:

/A Important

You will be billed for the Amazon resources used if you create a stack from this template.

e AWS::S3::Bucket: An Amazon S3 bucket that acts as the event source for the rule, with
EventBridge notifications enabled.

« AWS::SNS::Topic: An Amazon SNS topic that acts as the target for the events matched by the
rule.

e AWS::SNS::Subscription: An email subscription to the SNS topic.

o« AWS::IAM: :Role:lAM execution roles granting permissions to the EventBridge service and
Lambda cleanup function.

« AWS::Events: :Rule: The rule connecting the Amazon S3 bucket events to the Amazon SNS
topic.

Deleting resources 9
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e« AWS::Lambda: :Function: A Lambda function that empties the Amazon S3 bucket when the
stack is deleted, enabling clean deletion of all resources.

Permissions

The template includes an AWS: : IAM: : Role resource that represents an execution role. This role
grants the EventBridge service (events.amazonaws. com) the following permissions in your
account.

The following permissions are granted through the managed policy AmazonSNSFullAccess:

 Full access to Amazon SNS resources and operations

CloudFormation template

Save the following YAML code as a separate file to use as the CloudFormation template for this
tutorial.

YAML

AWSTemplateFormatVersion: '2010-09-09'
Description: '[AWSDocs] EventBridge: event-bus-rule-get-started'

Parameters:
BucketName:
Type: String
Description: Name of the S3 bucket (must be globally unique)

SNSTopicDisplayName:
Type: String
Description: Display name for the SNS topic
Default: eventbridge-rule-example-target

SNSTopicName:
Type: String
Description: Name for the SNS topic
Default: eventbridge-rule-example-target

RuleName:
Type: String
Description: Name for the EventBridge rule

Permissions
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Default: eventbridge-rule-example

EmailAddress:
Type: String
Description: Email address to receive notifications
AllowedPattern: '~[a-zA-Z0-9._%+-]1+e@[a-zA-Z0-9.-]+[a-zA-Z0-9-1*(\\.[a-zA-
Z0-9-1+)*$'

Resources:
# S3 Bucket with notifications enabled
S3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Ref BucketName
NotificationConfiguration:
EventBridgeConfiguration:
EventBridgeEnabled: true

# Lambda function to empty the S3 bucket before deletion
EmptyBucketFunction:
Type: AWS::Lambda::Function
Properties:
Runtime: python3.12
Handler: index.handler
Timeout: 60
Role: !GetAtt EmptyBucketRole.Azrn
Code:
ZipFile: |
import boto3
import cfnresponse
def handler(event, context):
bucket = event['ResourceProperties']['BucketName']
if event['RequestType'] == 'Delete':
s3 = boto3.resource('s3"')
bucket_resource = s3.Bucket(bucket)
bucket_resource.objects.all().delete()
cfnresponse.send(event, context, cfnresponse.SUCCESS, {})

# IAM Role for the bucket cleanup Lambda function
EmptyBucketRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17'

Template
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Statement:
- Effect: Allow
Principal:

Service: lambda.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Policies:
- PolicyName: EmptyBucketPolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:
- s3:DeleteObject
- s3:ListBucket
Resource:
- ISub arn:aws:s3:::${BucketName}
- ISub arn:aws:s3:::${BucketName}/*

# Custom resource to trigger bucket cleanup on stack deletion

EmptyBucketOnDelete:
Type: Custom::EmptyBucket
Properties:

ServiceToken: !GetAtt EmptyBucketFunction.Azrn
BucketName: !Ref S3Bucket

# SNS Topic for email notifications
SNSTopic:
Type: AWS::SNS::Topic
Properties:
DisplayName: !Ref SNSTopicDisplayName
TopicName: !Ref SNSTopicName

# SNS Subscription for email
SNSSubscription:
Type: AWS::SNS::Subscription
Properties:
Protocol: email
Endpoint: !Ref EmailAddress
TopicArn: !Ref SNSTopic

# EventBridge Rule to match S3 object creation events and send them to the SNS
topic

Template 12
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EventBridgeRule:
Type: AWS::Events::Rule
Properties:
Name: !Ref RuleName

Description: "Rule to detect S3 object creation and send email notification"

EventPattern:
source:
- aws.s3
detail-type:
- "Object Created"
detail:
bucket:
name:
- !Ref BucketName
State: ENABLED
Targets:
- Id: SendToSNS
Arn: !Ref SNSTopic
RoleArn: !GetAtt EventBridgeRole.Arn

# IAM Role for EventBridge to publish to SNS
EventBridgeRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: events.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonSNSFullAccess

Outputs:

BucketName:
Description: Name of the S3 bucket
Value: !Ref S3Bucket

SNSTopicARN:
Description: ARN of the SNS topic
Value: !Ref SNSTopic

EmailSubscription:
Description: Email address for notifications

Template
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Value: !Ref EmailAddress

JSON

"AWSTemplateFormatVersion": "2010-09-09",
"Description": "[AWSDocs] EventBridge: event-bus-rule-get-started",
"Parameters": {
"BucketName": {
"Type": "String",
"Description": "Name of the S3 bucket (must be globally unique)"
},
"SNSTopicDisplayName": {
"Type": "String",
"Description": "Display name for the SNS topic",
"Default": "eventbridge-rule-example-target"
b
"SNSTopicName": {
"Type": "String",
"Description": "Name for the SNS topic",
"Default": "eventbridge-rule-example-target"
},
"RuleName": {
"Type": "String",
"Description": "Name for the EventBridge rule",
"Default": "eventbridge-rule-example"
b
"EmailAddress": {
"Type": "String",
"Description": "Email address to receive notifications",
"AllowedPattern": "~[a-zA-Z0-9._%+-]1+@[a-zA-Z0-9.-]+[a-zA-Z0-9-]1*(\\.[a-zA-
Z0-9-1+)*$"
}
},

"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": {
"Ref": "BucketName"
.
"NotificationConfiguration": {
"EventBridgeConfiguration": {

Template 14
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"EventBridgeEnabled": true

}
1,
"EmptyBucketFunction": {

"Type": "AWS::Lambda::Function",

"Properties": {
"Runtime": "python3.12",

"Handler": "index.handler",

"Timeout": 60,
"Role": {

"Fn::GetAtt": ["EmptyBucketRole", "Arn"]

iy
"Code": {

"ZipFile": "import boto3\nimport cfnresponse\ndef
event[ 'ResourceProperties']

handler(event, context):\n bucket

[ 'BucketName']\n if event['RequestType'] == 'Delete':\n
boto3.resource('s3')\n bucket_resource
bucket_resource.objects.all().delete()\n

cfnresponse.SUCCESS, {})"
}
}
I
"EmptyBucketRole": {
"Type": "AWS::IAM::Role",
"Properties": {

"AssumeRolePolicyDocument":

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "lambda.amazonaws.com"

}I

"Action": "sts:AssumeRole"

]

1,
"ManagedPolicyArns": [

"arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole"

15
"Policies": [

{

{

s3.Bucket(bucket)\n
cfnresponse.send(event, context,

Template
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"PolicyName": "EmptyBucketPolicy",
"PolicyDocument": {

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["s3:DeleteObject", "s3:ListBucket"],
"Resource": [
{"Fn::Sub": "arn:aws:s3:::${BucketName}"},
{"Fn::Sub": "arn:aws:s3:::${BucketName}/*"}
]
}
]
}
}
]
}
I
"EmptyBucketOnDelete": {
"Type": "Custom::EmptyBucket",
"Properties": {
"ServiceToken": {
"Fn::GetAtt": ["EmptyBucketFunction", "Arn"]
I
"BucketName": {
"Ref": "S3Bucket"
}
}
},
"SNSTopic": {
"Type": "AWS::SNS::Topic",
"Properties": {
"DisplayName": {
"Ref": "SNSTopicDisplayName"
},
"TopicName": {
"Ref": "SNSTopicName"
}
}
I
"SNSSubscription": {
"Type": "AWS::SNS::Subscription",
"Properties": {
"Protocol": "email",
Template 16
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"Endpoint": {

"Ref": "EmailAddress"
},
"TopicArn": {

"Ref": "SNSTopic"

}

iy
"EventBridgeRule": {

"Type": "AWS::Events::Rule",
"Properties": {
"Name": {
"Ref": "RuleName"
I
"Description": "Rule to detect S3 object creation
notification",
"EventPattern": {
"source": [
"aws.s3"
1,
"detail-type": [
"Object Created"
1,
"detail": {
"bucket": {
"name": [
{

"Ref": "BucketName"

}
+
"State": "ENABLED",

"Targets": [
{
"Id": "SendToSNS",
"Arn": {
"Ref": "SNSTopic"
}I
"RoleArn": {
"Fn::GetAtt": [
"EventBridgeRole",
"Arn"

and send email

Template
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]
}
}
]
}
I
"EventBridgeRole": {
"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
},
"ManagedPolicyArns": [
"arn:aws:iam: :aws:policy/AmazonSNSFullAccess"
]
}
}
},
"Outputs": {
"BucketName": {
"Description": "Name of the S3 bucket",
"Value": {
"Ref": "S3Bucket"
}
I
"SNSTopicARN": {
"Description": "ARN of the SNS topic",
"Value": {
"Ref": "SNSTopic"
}
I
"EmailSubscription": {
"Description": "Email address for notifications",
"Value": {
"Ref": "EmailAddress"
Template 18
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Getting started: Create an Amazon EventBridge pipe

To get familiar with pipes and their capabilities, we'll use a CloudFormation template to set up an
EventBridge pipe and associated components. Then we can explore various pipe features.

® Tip
For a more comprehensive, hands-on learning experience, try the EventBridge Pipes
Workshop. This interactive workshop walks you through building and troubleshooting a
pipe that connects DynamoDB to APl Gateway with a Lambda enrichment.

The template creates an EventBridge pipe that connects a stream from a DynamoDB table to an
Amazon SQS queue. Every time a record is created or modified in the database table, the pipe
sends the resulting event to the queue.

The deployed pipe consists of:
« A DynamoDB table (and stream) to act as the pipe source, and an Amazon SQS queue as the
target.

« An execution role that grants EventBridge the necessary permissions to access the DynamoDB
table and Amazon SQS queue.

« The pipe itself, which contains an event filter that selects only events generated when a table
item is created (inserted) or modified.

For specific technical details of the template, see Template details.

20
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Creating the pipe using CloudFormation

To create the pipe and its associated resources, we'll create a CloudFormation template and use it
to create a stack containing a sample pipe, complete with source and target.

/A Important

You will be billed for the Amazon resources used if you create a stack from this template.

Creating the template

First, create the CloudFormation template.

1. In the Template section, click the copy icon on the JSON or YAML tab to copy the template
contents.

2. Paste the template contents into a new file.

3. Save the file locally.

Creating the stack

Next, use the template you've saved to provision a CloudFormation stack.
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1. Open the CloudFormation console at https://console.aws.amazon.com/cloudformation/.

2. On the Stacks page, from the Create stack menu, choose with new resources (standard).

3. Specify the template:

a. Under Prerequisite, choose Choose an existing template.
b. Under Specify template, choose Upload a template file.
c. Choose Choose file, navigate to the template file, and choose it.
d. Choose Next.
4. Specify the stack details:

a. Enter a stack name.
b. For parameters, accept the default values or enter your own.
c. Choose Next.

5. Configure the stack options:

a. Under Stack failure options, choose Delete all newly created resources.

® Note

Choosing this option prevents you from possibly being billed for resources whose
deletion policy specifies they be retained even if the stack creation fails. For more
information, see DeletionPolicy attribute in the CloudFormation User Guide.

b. Accept all other default values.

c. Under Capabilities, check the box to acknowledge that CloudFormation might create IAM
resources in your account.

d. Choose Next.

6. Review the stack details and choose Submit.

Create the stack using CloudFormation (AWS CLI)

You can also use the AWS CLI to create the stack.

. Use the create-stack command.
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o Accept the default template parameter values, specifying the stack name. Use the
template-body parameter to pass the template contents, or template-url to specify a
URL location.

aws cloudformation create-stack \
--stack-name eventbridge-rule-tutorial \
--template-body template-contents \
--capabilities CAPABILITY_IAM

o Override the default value(s) of one or more template parameters. For example:

aws cloudformation create-stack \

--stack-name eventbridge-rule-tutorial \

--template-body template-contents \

--parameters \
ParameterKey=SourceTableName, ParameterValue=pipe-example-source \
ParameterKey=TargetQueueName, ParameterValue=pipe-example-target \
ParameterKey=PipeName, ParameterValue=pipe-with-filtering-example \

--capabilities CAPABILITY_IAM

CloudFormation creates the stack. Once the stack creation is complete, the stack resources are
ready to use. You can use the Resources tab on the stack detail page to view the resources that
where provisioned in your account.

Exploring pipe capabilities

Once the pipe has been created, you can use the EventBridge console to observe pipe operation
and test event delivery.

1. Open the EventBridge console at https://console.aws.amazon.com/events/home?#/pipes.

2. Choose the pipe you created.

On the pipe detail page, the Pipe Components section displays the resources that make up the
pipe, and contains tabs that provide more details on each component.
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Pipe Components info

Source Filtering h Target
- Required Optional /—\ Required
- equire: D-DH-)O
DynamoDB Stream Added J e 5Q5 queue

Source Filtering Target

You can find the execution role we created for the pipe on the Settings tab, in the Permissions
section.

Examining the pipe filter

Before we test the pipe operation, let's examine the filter we've specified to control which events
are sent to the target. The pipe will only send events that match the filter criteria to the target; all
others are discarded. In this case, we only want events generated when table entries are created or
modified being sent to the Amazon SQS queue.

o On the pipe detail page, under Pipe Components, choose the Filtering tab.

We've included a filter that selects only events where the eventName is set to INSERT or
MODIFY.

{
"eventName": ["INSERT", "MODIFY"]

Sending events through the pipe

Next, we'll generate events in the pipe source to test that the pipe filtering and delivery is
operating correctly. To do this, we'll create and edit an item in the DynamoDB table we specified as
the pipe source.

1.  On the pipe detail page, under Pipe Components, choose the Source tab.

2. Under Source, choose the DynamoDB stream name.
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This opens the DynamoDB console in a separate window, with the source table details
displayed.

Choose Explore items.

Generate an INSERT event by creating an item in the table:

a. Choose Create item.
b. Add values for the Album and Artist attributes.
c. Choose Create item.

Generate a DELETE and an INSERT event by editing the item:

a. Choose the item from the list, and from the Actions menu, choose Edit item.
b. Enter a new value for the Album or Artist attribute.

c. Tick the box that confirms you are changing the value of the item keys, and then choose
Recreate item.

This results in the item being deleted and then recreated, generating a DELETE event, and
then a new INSERT event.

Generate a MODIFY event by adding an attribute to the item:

a. Choose the item from the list, and from the Actions menu, choose Edit item.
b. From the Add new attribute menu, choose Number.

c. For the attribute name, enter Year, and then enter a value for the attribute. Choose Save
and close.

Confirming event delivery through the pipe

Finally, we'll confirm that the pipe successfully filtered and delivered the events we generated by

creating and editing the table item in DynamoDB.

1.
2.

On the pipe detail page, under Pipe Components, choose the Target tab.

Under Target, choose the Amazon SQS queue name.

This opens the Amazon SQS console in a separate window, with the target queue details
displayed.

Choose Send and receive messages.
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4. Under Receive messages, choose Poll for messages.

Amazon SQS loads messages received into the queue. Click on an individual message to see its
details.

There should be three event messages in the queue:

« Two of type INSERT, one generated when you first created the table item, and the other
generated when you recreated the item by changing a key value.

« One of type MODIFY, generated when you added an attribute to the table item.

Notice that there isn't an event message of type DELETE in the queue, even though one was
generated when you deleted and recreated the table item by changing a key value. The pipe
filter we specified only selects on INSERT and MODIFY, so the pipe filtered out the DELETE
event rather than deliver it to the queue.

Clean up: deleting resources

As a final step, we'll delete the stack and the resources it contains.

/A Important

You will be billed for the Amazon resources contained in the stack for as long as it exists.

1. Open the CloudFormation console at https://console.aws.amazon.com/cloudformation/.

2. On the Stacks page, choose the stack created from the template, and choose Delete, then
confirm Delete.

CloudFormation initiates deletion of the stack and all resources it includes.

CloudFormation template details

This template creates resources and grants permissions in your account.
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Resources

The CloudFormation template for this tutorial will create the following resources in your account:

/A Important

You will be billed for the Amazon resources used if you create a stack from this template.

« AWS::DynamoDB: : Table: A DynamoDB table that acts as the event source for the pipe.

o AWS::SQS: :Queue: An Amazon SQS queue that acts as the target for the events flowing

through the pipe.

o« AWS::IAM: :Role: An IAM execution role granting permissions to the EventBridge Pipes service

in your account.

o« AWS::Pipes::Pipe: The pipe connecting the DynamoDB table to the Amazon SQS queue.

Permissions

The template includes an AWS: : IAM: : Role resource that represents an execution role. This role
grants the EventBridge Pipes service (pipes.amazonaws.com) the following permissions in your
account.

The following permissions are scoped to the DynamoDB table and stream the template creates as
the event source for the pipe:

« dynamodb:DescribeStream
« dynamodb:GetRecords
« dynamodb:GetShardIterator

e dynamodb:ListStreams

The following permission is scoped to the Amazon SQS queue the stack creates as the target of the
pipe:

« sqs:SendMessage

Resources 27


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-dynamodb-table.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-sqs-queue.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-pipes-pipe.html

Amazon EventBridge User Guide

CloudFormation template

Save the following JSON or YAML code as a separate file to use as the CloudFormation template
for this tutorial.

JSON

"AWSTemplateFormatVersion": "2010-09-09",
"Description" : "[AWSDocs] EventBridge: pipes-get-started",

"Parameters" : {
"SourceTableName" : {
"Type" : "String",
"Default" : "pipe-example-source",
"Description" : "Specify the name of the table to provision as the pipe
source, or accept the default."
},
"TargetQueueName" : {
"Type" : "String",
"Default" : "pipe-example-target",
"Description" : "Specify the name of the queue to provision as the pipe target,
or accept the default."
},
"PipeName" : {
"Type" : "String",
"Default" : "pipe-with-filtering-example",
"Description" : "Specify the name of the table to provision as the pipe
source, or accept the default."
}
.
"Resources": {
"PipeSourceDynamoDBTable": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {

"AttributeDefinitions": [{
"AttributeName": "Album",
"AttributeType": "S"

.

{
"AttributeName": "Artist",
"AttributeType": "S"
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"KeySchema": [{
"AttributeName": "Album",
"KeyType": "HASH"

.

{
"AttributeName": "Artist",
"KeyType": "RANGE"

}

1,

"ProvisionedThroughput": {
"ReadCapacityUnits": 10,
"WriteCapacityUnits": 10

},

"StreamSpecification": {

"StreamViewType": "NEW_AND_OLD_IMAGES"

iy

"TableName": { "Ref" : "SourceTableName" }

}

},

"PipeTargetQueue": {
"Type": "AWS::SQS: :Queue",
"Properties": {

"QueueName": { "Ref" : "TargetQueueName" }

}
},
"PipeTutorialPipeRole": {
"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {

"Service": "pipes.amazonaws.com"

}I

"Action": "sts:AssumeRole",

"Condition": {
"StringLike": {
"aws:SourceArn": {
"Fn::Join": [

Template
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[
"arn:",
{ "Ref": "AWS::Partition" 3},
":pipes:",
{ "Ref": "AWS::Region" },
{ "Ref": "AWS::AccountId" 1},
"ipipe/",
{ "Ref": "PipeName" }
]
]
},
"aws:SourceAccount": { "Ref" : "AWS::AccountId" }
}
}
1]
1,
"Description" : "EventBridge Pipe template example. Execution role that
grants the pipe the permissions necessary to send events to the specified pipe.",
"Path": "/",

"Policies": [{
"PolicyName": "SourcePermissions",
"PolicyDocument": {
"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"dynamodb:DescribeStream",
"dynamodb:GetRecords",
"dynamodb:GetShardIterator",
"dynamodb:ListStreams"

1,

"Resource": [

{ "Fn::GetAtt" : [ "PipeSourceDynamoDBTable", "StreamArn" ] }

"PolicyName": "TargetPermissions",
"PolicyDocument": {
"Version": "2012-10-17",
"Statement": [{
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"Effect": "Allow",
"Action": [
"sgs:SendMessage"
1,
"Resource": [
{ "Fn::GetAtt" : [ "PipeTargetQueue", "Arn" ] }

]
1]
}
}
]
}
},
"PipeWithFiltering": {

"Type": "AWS::Pipes::Pipe",
"Properties": {

"Description" : "EventBridge Pipe template example. Pipe that receives
events from a DynamoDB stream, applies a filter, and sends matching events on to an
SQS Queue.",

"Name": { "Ref" : "PipeName" 3},

"RoleArn": {"Fn::GetAtt" : ["PipeTutorialPipeRole", "Arn"] 1},

"Source": { "Fn::GetAtt" : [ "PipeSourceDynamoDBTable", "StreamArn" ] },

"SourceParameters": {

"DynamoDBStreamParameters" : {
"StartingPosition" : "LATEST"
I
"FilterCriteria" : {
"Filters" : [ {
"Pattern" : "{ \"eventName\": [\"INSERT\", \"MODIFY\"] }"
1]

}

I

"Target": { "Fn::GetAtt" : [ "PipeTargetQueue", "Arn" ] }

}
}
}
}
YAML

AWSTemplateFormatVersion: '2010-09-09'
Description: '[AWSDocs] EventBridge: pipes-get-started'
Parameters:
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SourceTableName:
Type: String
Default: pipe-example-source
Description: Specify the name of the
accept the default.
TargetQueueName:
Type: String
Default: pipe-example-target
Description: Specify the name of the
accept the default.
PipeName:
Type: String
Default: pipe-with-filtering-example
Description: Specify the name of the
accept the default.
Resources:
PipeSourceDynamoDBTable:
Type: AWS::DynamoDB::Table

Properties:
AttributeDefinitions:
- AttributeName: Album
AttributeType: S
- AttributeName: Artist
AttributeType: S
KeySchema:
- AttributeName: Album
KeyType: HASH
- AttributeName: Artist

KeyType: RANGE
ProvisionedThroughput:
ReadCapacityUnits: 10
WriteCapacityUnits: 10
StreamSpecification:

table to provision as the pipe source, or

queue to provision as the pipe target, or

table to provision as the pipe source, or

StreamViewType: NEW_AND_OLD_TIMAGES

TableName: !Ref SourceTableName
PipeTargetQueue:
Type: AWS::SQS: :Queue
Properties:
QueueName: !Ref TargetQueueName
PipeTutorialPipeRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:

Version: '2012-10-17'

Template
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Statement:
- Effect: Allow
Principal:

Service: pipes.amazonaws.com
Action: sts:AssumeRole
Condition:

Stringlike:

aws:SourceArn: !Join

- - 'arn:
- IRef AWS::Partition
- ':pipes:'
- IRef AWS::Region

- IRef AWS::AccountId
- ':pipe/'
- IRef PipeName
aws:SourceAccount: !Ref AWS::AccountId
Description: EventBridge Pipe template example. Execution role that grants the
pipe the permissions necessary to send events to the specified pipe.
Path: /
Policies:
- PolicyName: SourcePermissions
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:
dynamodb:DescribeStream
dynamodb:GetRecords
dynamodb:GetShardIterator
dynamodb:ListStreams
Resource:
- !GetAtt PipeSourceDynamoDBTable.StreamAzrn
- PolicyName: TargetPermissions
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:
- sgs:SendMessage
Resource:
- !IGetAtt PipeTargetQueue.Arn
PipeWithFiltering:

Template 33



Amazon EventBridge

User Guide

Type: AWS::Pipes::Pipe
Properties:

Description: EventBridge Pipe template example. Pipe that receives events from
a DynamoDB stream, applies a filter, and sends matching events on to an SQS Queue.

Name: !Ref PipeName
RoleArn: !GetAtt PipeTutorialPipeRole.Arn
Source: !GetAtt PipeSourceDynamoDBTable.StreamAzrn
SourceParameters:
DynamoDBStreamParameters:
StartingPosition: LATEST
FilterCriteria:
Filters:
- Pattern: '{ "eventName": ["INSERT", "MODIFY"] }°'
Target: !GetAtt PipeTargetQueue.Arn

Template
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Event buses in Amazon EventBridge

An event bus is a router that receives events and delivers them to zero or more destinations, or
targets. Event buses are well-suited for routing events from many sources to many targets, with
optional transformation of events prior to delivery to a target.
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Rules associated with the event bus evaluate events as they arrive. Each rule checks whether an
event matches the rule's pattern. If the event does match, EventBridge sends the event

You associate a rule with a specific event bus, so the rule only applies to events received by that
event bus.

® Note

You can also process events using EventBridge Pipes. EventBridge Pipes is intended for
point-to-point integrations; each pipe receives events from a single source for processing
and delivery to a single target. Pipes also include support for advanced transformations
and enrichment of events prior to delivery to a target. For more information, see ???.

How event buses work in EventBridge

Event buses enable you to route events from multiple sources to multiple destinations, or targets.
At a high level, here's how it works:

1. An event source, which can be an AWS service, your own custom application, or a SaaS provider,
sends an event to an event bus.

2. EventBridge then evaluates the event against each rule defined for that event bus.
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For each event that matches a rule, EventBridge then sends the event to the targets specified for
that rule. Optionally, as part of the rule, you can also specify how EventBridge should transform
the event prior to sending it to the target(s).

An event might match multiple rules, and each rule can specify up to five targets. (An event may
not match any rules, in which case EventBridge takes no action.)
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Consider an example using the EventBridge default event bus, which automatically receives events
from AWS services:

1. You create a rule on the default event bus for the EC2 Instance State-change
Notification event:

» You specify that the rule matches events where an Amazon EC2 instance has changed its
state to running.

You do this by specifying JSON that defines the attributes and values an event must match to
trigger the rule. This is called an event pattern.

"source": ["aws.ec2"],
"detail-type": ["EC2 Instance State-change Notification"],
"detail": {
"state": ["running"]
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}

» You specify the target of the rule to be a given Lambda function.

2. Whenever an Amazon EC2 instance changes state, Amazon EC2 (the event source) automatically
sends that event to the default event bus.

3. EventBridge evaluates all events sent to the default event bus against the rule you've created.

If the event matches your rule (that is, if the event was an Amazon EC2 instance changing state
to running), EventBridge sends the event to the specified target. In this case, that's the Lambda
function.

The following video describes what event buses are and explains some of the basics of them:

Amazon EventBridge: What are event buses?

The following video covers the different event buses and when to use them:

Amazon EventBridge: The differences between event buses

Event bus concepts in Amazon EventBridge

Here's a closer look at the main components of an event driven architecture built on event buses.

Event buses

An event bus is a router that receives events and delivers them to zero or more destinations,or
targets. Use an event bus when you need to route events from many sources to many targets, with
optional transformation of events prior to delivery to a target.

Your account includes a default event bus that automatically receives events from AWS services.
You can also:

» Create additional event buses, called custom event buses, and specify which events they receive.

« Create partner event buses, which receive events from Saa$S partners.

Common use cases for event buses include:

« Using an event bus as a broker between different workloads, services, or systems.
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« Using multiple event buses in your applications to divide up the event traffic. For example,
creating a bus to process events containing personal identification information (Pll), and another

bus for events that don't.

« Aggregating events by sending events from multiple event buses to a centralized event bus.
This centralized bus can be in the same account as the other buses, but can also be in a different

account or Region.
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At its simplest, an EventBridge event is a JSON object sent to an event bus or pipe.

In the context of event-driven architecture (EDA), an event often represents an indicator of a
change in a resource or environment.

Events
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For more information, see ???.

Event sources

EventBridge can receive events from event sources including:

» AWS services
o Custom applications

» Software as a service (SaaS) partners

Rules

A rule receives incoming events and sends them as appropriate to targets for processing. You can
specify how each rule invokes their target(s) based on either:

« An event pattern, which contains one or more filters to match events. Event patterns can include
filters that match on:

« Event metadata - Data about the event, such as the event source, or the account or Region in
which the event originated.

« Event data - The properties of the event itself. These properties vary according to event.
« Event content — The actual property values of the event data.

« A schedule to invoke the target(s) at regular intervals.

You can specify a scheduled rule within EventBridge, or by using EventBridge Scheduler.

® Note

Scheduled rules are a legacy feature of EventBridge.

EventBridge offers a more flexible and powerful way to create, run, and manage
scheduled tasks centrally, at scale: EventBridge Scheduler. With EventBridge Scheduler,
you can create schedules using cron and rate expressions for recurring patterns, or
configure one-time invocations. You can set up flexible time windows for delivery, define
retry limits, and set the maximum retention time for failed API invocations.

Scheduler is highly customizable, and offers improved scalability over scheduled rules,
with a wider set of target API operations and AWS services. We recommend that you use
Scheduler to invoke targets on a schedule.
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For more information, see ??? or the EventBridge Scheduler User Guide.

Each rule is defined for a specific event bus, and only apply to events on that event bus.
A single rule can send an event to up to five targets.

By default, you can configure up to 300 rules per event bus. This quota can be raised to thousands
of rules in the Service Quotas console. Since the rule limit apply to each bus, if you require even

more rules, you can create additional custom event buses in your account.

You can customize how events are received in your account by creating event buses with different
permissions for different services.

To customize the structure or date of an event before EventBridge passes it to a target, use the
input transformer to edit the information before it goes to the target.

For more information, see ???.

Targets

A target is a resource or endpoint to which EventBridge sends an event when the event matches
the event pattern defined for a rule.

A target can receive multiple events from multiple event buses.

For more information, see ??7.

Advanced features for event buses

EventBridge includes the following features to help you develop, manage, and use event buses.
Using API destinations to enable REST API calls between services

EventBridge API destinations are HTTP endpoints that you can set as the target of a rule, in the

same way that you would send event data to an AWS service or resource. By using API destinations,
you can use API calls to route events between AWS services, integrated Saa$S applications, and your
applications outside of AWS. When you create an API destination, you specify a connection to use
for it. Each connection includes the details about the authorization type and parameters to use to
authorize with the API destination endpoint.

Archiving and replaying events to aid development and disaster recovery
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You can archive, or save, events and then replay them at a later time from the archive. Archiving is
useful for:

» Testing an application because you have a store of events to use rather than having to wait for
new events.

» Hydrating a new service when it first comes online.

« Adding more durability to your event-driven applications.

Using the Schema Registry to jump-start event pattern creation

When you build serverless applications that use EventBridge, it can be helpful to know the
structure of typical events without having to generate the event. The event structure are described
in schemas, which are available for all events generated by AWS services on EventBridge.

For events that don't come from AWS services, you can:

o Create or upload custom schemas.

» Use Schema Discovery to have EventBridge automatically create schemas for events sent to the
event bus.

Once you have a schema for an event, you can download code bindings for popular programming
languages.
Managing resources and access with policies

To organize AWS resources or to track costs in EventBridge, you can assign a custom label, or tag,
to AWS resources. Using tag-based policies, you can control what resources can and can’t do within
EventBridge.

In addition to tag-based policies, EventBridge supports identity-based and resource-based policies

to control access to EventBridge. Use identity-based policies to control the permissions of a group,
role, or user. Use resource-based policies to give specific permissions to each resource, such as a
Lambda function or Amazon SNS topic.

Creating an event bus in Amazon EventBridge

You can create a custom event bus to receive events from your applications. Your applications
can also send events to the default event bus. When you create an event bus, you can attach a
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resource-based policy to grant permissions to other accounts. Then other accounts can send events
to the event bus in the current account.

The following video goes through creating event buses: Creating an event bus

To create a custom event bus

1. Open the Amazon EventBridge console at https://console.aws.amazon.com/events/.

In the navigation pane, choose Event buses.
Choose Create event bus.

Enter a name for the new event bus.

ok W

Choose the KMS key for EventBridge to use when encrypting the event data stored on the
event bus.

® Note

Schema discovery is not supported for event buses encrypted using a customer
managed key. To enable schema discovery on an event bus, choose to use an AWS
owned key. For more information, see KMS key options.

o Choose Use AWS owned key for EventBridge to encrypt the data using an AWS owned
key.

This AWS owned key is a KMS key that EventBridge owns and manages for use in multiple
AWS accounts. In general, unless you are required to audit or control the encryption key
that protects your resources, an AWS owned key is a good choice.
This is the default.

o Choose Use customer managed key for EventBridge to encrypt the data using the

customer managed key that you specify or create.

Customer managed keys are KMS keys in your AWS account that you create, own, and
manage. You have full control over these KMS keys.

a. Specify an existing customer managed key, or choose Create a new KMS key.

Creating an event bus 42


http://www.youtube.com/embed/ZcG3kFmS8es
https://console.aws.amazon.com/events/

Amazon EventBridge User Guide

EventBridge displays the key status and any key aliases that have been associated
with the specified customer managed key.

b. Choose the Amazon SQS queue to use as the dead-letter queue (DLQ) for this event
bus, if any.
EventBridge sends events that aren't successfully encrypted to the DLQ, if configured,
So you can process them later.

6. (Optional) Under Logs - optional, you can set up how EventBridge logs event information,
including how to configure those logs.

For more information about event bus logs, see Logging event buses .

CloudWatch logs is selected as a log destination by default, as is the ERROR log level. So,
by default, EventBridge creates a new CloudWatch log group to which it sends log records
containing the ERROR level of detail.

To have EventBridge send log records to any of the supported log destinations, do the
following:

a. Under Logs - optional, choose the destinations to which you want log records delivered.

b. For Log level, choose the level of information for EventBridge to include in log records.
The ERROR log level is selected by default.

For more information, see Specifying log level.

c. Select Include detail data if you want EventBridge to include event and target
information in log records.

For more information, see Including details in logs.

d. Configure each log destination you selected.

7. Configure optional event bus features:

» Specify a resource-based policy by doing one of the following:

« Enter the policy that includes the permissions to grant for the event bus. You can paste
in a policy from another source or enter the JSON for the policy. You can use one of the
example policies and modify it for your environment.
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» To use a template for the policy, choose Load template. Modify the policy as appropriate
for your environment, including adding additional actions that you authorize the principal
in the policy to use.

For more information about granting permissions to an event bus through resource-based
policies, see ???.

« Enable an archive (optional)

You can create an archive of events so that you can easily replay them at a later time.
For example, you might want to replay events to recover from errors or to validate new
functionality in your application. For more information, see ???

a. Under Archives, choose Enabled.

b. Specify a name and description for the archive.
You can't change the archive name once it has been created.

When creating an archive as part of creating a new event bus, you can't set the event
retention period or an event pattern for the archive. You can specify these for the archive
once it has been created. For more information, see Updating archives.

» Enable schema discovery (optional)

Enable schema discovery to have EventBridge automatically infer schemas directly from
events running on this event bus. For more information, see ???

a. Under Schema discovery, choose Enabled.

® Note

Schema discovery is not supported for event buses encrypted using a customer
managed key. To enable schema discovery on an event bus, choose to use an AWS
owned key. For more information, see KMS key options.

» Specify tags (optional)

A tag is a custom attribute label that you assign to an AWS resource. Use tags to identify
and organize your AWS resources. Many AWS services support tagging, so you can assign the
same tag to resources from different services to indicate that the resources are related. For
more information, see ???
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b. Specify a key and, optionally, a value for the new tag.

8. Choose Create.

Updating an event bus in Amazon EventBridge

You can update the configuration of event buses after you create them. This includes the default
event bus, which EventBridge creates in your account automatically.

To update an event bus (console)

Open the Amazon EventBridge console at https://console.aws.amazon.com/events/.

1

2. In the navigation pane, choose Event buses.
3. Choose the event bus you want to update.
4

Do one or more of the following:

» To create, edit, or delete an archive, see the following procedures:

Creating archives

Updating archives

Deleting archives

» To add or remove tags, see the following procedure:

Managing event bus tags

« To manage event bus permissions, see the following procedure:

Managing event bus permissions

» To change the AWS KMS key used to encrypt events, see the following procedure:

Update encryption on an event bus

Updating a default event bus using AWS CloudFormation in
EventBridge

CloudFormation enables you to configure and manage your AWS resources across accounts and
regions in a centralized and repeatable manner by treating infrastructure as code. CloudFormation
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does this by letting you create templates, which define the resources you want to provision and
manage.

Because EventBridge provisions the default event bus into your account automatically, you cannot
create it using a CloudFormation template, as you normally would for any resource you wanted to
include in a CloudFormation stack. To include the default event bus in a CloudFormation stack, you
must first import it into a stack. Once you have imported the default event bus into a stack, you can
then update the event bus properties as desired.

To import an existing resource into a new or existing CloudFormation stack, you need the following
information:

« A unique identifier for the resource to import.

For default event buses, the identifier is Name and then identifier value is default.

« A template that accurately describes the current properties of the existing resource.

The template snippet below contains an AWS: : Events: :EventBus resource that describes the
current properties of a default event bus. In this example, the event bus has been configured to
use a customer managed key and DLQ for encryption at rest.

Also, the AWS: :Events: :EventBus resource that describes the default event bus you want to
import should include a DeletionPolicy property set to Retain.

{
"AWSTemplateFormatVersion": "2010-09-09",
"Description": "Default event bus import example",
"Resources": {
"defaultEventBus": {
"Type" : "AWS::Events::EventBus",
"DeletionPolicy": "Retain",
"Properties" : {
"Name" : "default",
"KmsKeyIdentifier" : "KmsKeyArn",
"DeadLetterConfig" : {
"Arn" : "DLQ_ARN"
}
}
}
}
}
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For more information, see Bringing existing resources into CloudFormation management in the
CloudFormation User Guide.

Deleting an event bus in Amazon EventBridge

You can delete a custom or partner event bus. You cannot delete the default event bus. Deleting an
event bus deletes the rules associated with that event bus.

To delete an event bus using the EventBridge console

1. Open the Amazon EventBridge console at https://console.aws.amazon.com/events/.

2. In the navigation pane, choose Event buses.
3. Choose the event bus you want to delete.
4. Do one of the following:

e Choose Delete.

. Choose the name of the event bus.

On the event bus details page, choose Delete.

Generating an CloudFormation template from an existing
EventBridge event bus

AWS CloudFormation enables you to configure and manage your AWS resources across

accounts and regions in a centralized and repeatable manner by treating infrastructure as code.
CloudFormation does this by letting you create templates, which define the resources you want to
provision and manage.

EventBridge enables you to generate templates from the existing event buses in your account,
as an aid to help you jumpstart developing CloudFormation templates. In addition, EventBridge
provides the option of including the rules associated with that event bus in your template. You
can then use these templates as the basis for creating stacks of resources under CloudFormation
management.

For more information on CloudFormation see The CloudFormation User Guide.
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® Note

EventBridge does not include managed rules in the generated template.

You can also generate a template from one or more rules contained in a selected event bus.

To generate an CloudFormation template from an event bus

1. Open the Amazon EventBridge console at https://console.aws.amazon.com/events/.

2. In the navigation pane, choose Event buses.
3. Choose the event bus from which you want to generate a CloudFormation template.
4

From the Actions menu, choose CloudFormation Template, and then choose which format
you want EventBridge to generate the template in: JSON or YAML.

EventBridge displays the template, generated in the selected format. By default, all rules
associated with the event bus are included in the template.

« To generate the template without including rules, deselect Include rules on this
EventBus.

5. EventBridge gives you the option of downloading the template file, or copying the template to
the clipboard.

« To download the template file, choose Download.
« To copy the template to the clipboard, choose Copy.

6. To exit the template, choose Cancel.

Once you've customized your CloudFormation template as necessary for your use case, you can use
it to create stacks in CloudFormation.

Considerations when using CloudFormation templates generated from
Amazon EventBridge

Consider the following factors when using a CloudFormation template you generated from an
event bus:

» EventBridge does not include any passwords in the generate template.
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You can edit the template to include template parameters that enable users to specify passwords
or other sensitive information when using the template to create or update a CloudFormation
stack.

In addition, users can use Secrets Manager to create a secret in the desired region and then edit
the generated template to employ dynamic parameters.

» Targets in the generated template remain exactly as they were specified in the original event
bus. This can lead to cross-region issues if you do not appropriately edit the template before
using it to create stacks in other regions.

Additionally, the generated template will not create the downstream targets automatically.

Permissions for event buses in Amazon EventBridge

The default event bus in your AWS account only allows events from one account. You can grant
additional permissions to an event bus by attaching a resource-based policy to it. With a resource-
based policy, you can allow PutEvents, PutRule, and PutTargets API calls from another
account. You can also use IAM conditions in the policy to grant permissions to an organization,
apply tags, or filter events to only those from a specific rule or account. You can set a resource-
based policy for an event bus when you create it or afterward.

EventBridge APIs that accept an event bus Name parameter such as PutRule, PutTargets,
DeleteRule, RemoveTargets, DisableRule, and EnableRule also accept the event bus ARN.
Use these parameters to reference cross-account or cross-Region event buses through the APIs.
For example, you can call PutRule to create a rule on an event bus in a different account without
needing to assume a role.

You can attach the example policies in this topic to an IAM role to grant permission to send events
to a different account or Region. Use IAM roles to set organization control policies and boundaries
on who can send events from your account to other accounts. We recommend always using IAM
roles when the target of a rule is an event bus. You can attach IAM roles using PutTarget calls. For
information about creating a rule to send events to a different account or Region, see Sending and
receiving events between AWS accounts in Amazon EventBridge.
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Managing event bus permissions in Amazon EventBridge

Use the following procedure to modify the permissions for an existing event bus. For information
about how to use CloudFormation to create an event bus policy, see AWS::Events::EventBusPolicy.

To manage permissions for an existing event bus

1. Open the Amazon EventBridge console at https://console.aws.amazon.com/events/.

2. Inthe left navigation pane, choose Event buses.

3. In Name, choose the name of the event bus to manage permissions for.

If a resource policy is attached to the event bus, the policy displays.
4. Choose Manage permissions, and then do one of the following:

« Enter the policy that includes the permissions to grant for the event bus. You can paste in
a policy from another source, or enter the JSON for the policy.

« To use a template for the policy, choose Load template. Modify the policy as appropriate
for your environment, and add additional actions that you authorize the principal in the
policy to use.

5. Choose Update.

The template provides example policy statements that you can customize for your account and
environment. The template isn't a valid policy. You can modify the template for your use case, or
you can copy one of the example policies and customize it.

The template loads policies that include an example of how to grant permissions to an account

to use the PutEvents action, how to grant permissions to an organization, and how to grant
permissions to the account to manage rules in the account. You can customize the template for
your specific account, and then delete the other sections from the template. More example policies
are included later in this section.

If you try to update the permissions for the bus but the policy contains an error, an error message
indicates the specific issue in the policy.

### Choose which sections to include in the policy to match your use case. ###
### Be sure to remove all lines that start with ###, including the ### at the end of
the line. #i##
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### The policy must include the following: ###

"Version": "2012-10-17",

"Statement": [

### To grant permissions for an account to use the PutEvents action, include the
following, otherwise delete this section: ###

{

"Sid": "AllowAccountToPutEvents",

"Effect": "Allow",

"Principal": {

"AWS": "<ACCOUNT_ID>"

I

"Action": "events:PutEvents",

"Resource": "arn:aws:events:us-east-1:123456789012:event-bus/default"
},

### Include the following section to grant permissions to all members of your AWS
Organizations to use the PutEvents action ###

"Sid": "AllowAllAccountsFromOrganizationToPutEvents",
"Effect": "Allow",
"Principal": "*",
"Action": "events:PutEvents",
"Resource": "arn:aws:events:us-east-1:123456789012:event-bus/default",
"Condition": {

"StringEquals": {

"aws:PrincipalOrgID": "o-yourOrgID"

}
}I

### Include the following section to grant permissions to the account to manage
the rules created in the account ###

"Sid": "AllowAccountToManageRulesTheyCreated",
"Effect": "Allow",
"Principal": {

"AWS": "<ACCOUNT_ID>"
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},
"Action": [
"events:PutRule",
"events:PutTargets",
"events:DeleteRule",
"events:RemoveTargets",
"events:DisableRule",
"events:EnableRule",
"events:TagResource",
"events:UntagResource",
"events:DescribeRule",
"events:ListTargetsByRule",
"events:ListTagsForResource"],
"Resource": "arn:aws:events:us-east-1:123456789012:rule/default"”,
"Condition": {
"StringEqualsIfExists": {
"events:creatorAccount": "<ACCOUNT_ID>"

]

Example policy: Send events to the default bus in a different account in
Amazon EventBridge

The following example policy grants the account 111122223333 permission to publish events to
the default event bus in the account 123456789012.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "sid1l",
"Effect": "Allow",
"Principal": {"AWS":"arn:aws:iam::111112222333:root"},
"Action": "events:PutEvents",
"Resource": "arn:aws:events:us-east-1:123456789012:event-bus/default"”

}
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}

Example policy: Send events to a custom bus in a different account in
Amazon EventBridge

The following example policy grants the account 111122223333 permission to publish events to
the central-event-bus in account 123456789012, but only for events with a source value set
to com.exampleCorp.webStore and adetail-type set to newOrderCreated.

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Sid": "WebStoreCrossAccountPublish",
"Effect": "Allow",
"Action": [
"events:PutEvents"
1,
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
}I
"Resource": "arn:aws:events:us-east-1:123456789012:event-bus/central-event-
bus",
"Condition": {

"ForAllValues:StringEquals": {
"events:source": '"com.exampleCoxp.webStore",
"events:detail-type": "newOrderCreated"

}

}
}
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Example policy: Send events to an event bus in the same account in
Amazon EventBridge

The following example policy attached to an event bus named CustomBus1 allows the event bus
to receive events from the same account and Region.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"events:PutEvents"
1,
"Resource": [
"arn:aws:events:us-east-1:111122223333:event-bus/CustomBusl”
]
}
]
}

Example policy: Send events from specific rules to an Amazon
EventBridge bus in a different Region

The following example policy grants the account 111122223333 permission to send events that
match a rule named SendToUSE1AnotherAccount in the Middle East (Bahrain) and US West
(Oregon) Regions to an event bus named CrossRegionBus in the US East (N. Virginia) in account
123456789012. The example policy is added to the event bus named CrossRegionBus in account
123456789012. The policy allows events only if they match a rule specified for the event bus in
account 111122223333, The Condition statement restricts events to only events that match the
rules with the specified rule ARN.

JSON
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"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowSpecificRulesAsCrossRegionSource",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111112222333:root"
}I
"Action": "events:PutEvents",
"Resource": "arn:aws:events:us-east-1:123456789012:event-bus/
CrossRegionBus",
"Condition": {
"ArnEquals": {
"aws:SourceArn": [
"arn:aws:events:us-west-2:111112222333:xule/CrossRegionBus/
SendToUSEl1AnotherAccount”,
"arn:aws:events:me-south-1:111112222333:xrule/CrossRegionBus/
SendToUSE1AnotherAccount"

Example policy: Send events only from a specific Region to a different
Region in Amazon EventBridge

The following example policy grants account 111122223333 permission to send all events

that are generated in the Middle East (Bahrain) and US West (Oregon) Regions to the event bus
named CrossRegionBus in account 123456789012 in the US East (N. Virginia) Region. Account
111122223333 doesn't have permission to send events that are generated in any other Region.

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Sid": "AllowCrossRegionEventsFromUSWest2AndMESouthl",
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111112222333:xroo0t"

},
"Action": "events:PutEvents",
"Resource": "arn:aws:events:us-east-1:123456789012:event-bus/

CrossRegionBus",
"Condition": {
"ArnEquals": {
"aws:SourceArn": [
"arn:aws:events:us-west-2:*:*",
"arn:aws:events:me-south-1:*:*"

Example policy: Deny sending events from specific Regions in Amazon
EventBridge

The following example policy attached to an event bus named CrossRegionBus in account
123456789012 grants permission for the event bus to receive events from the account
111122223333, but not events that are generated in the US West (Oregon) Region.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "1AllowAnyEventsFromAccount111112222333",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111112222333:root"
}I
"Action": "events:PutEvents",
"Resource": "arn:aws:events:us-east-1:123456789012:event-bus/
CrossRegionBus"
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}I

{
"Sid": "2DenyAllCrossRegionUSWest2Events",
"Effect": "Deny",
"Principal": {

"AWS": "EM
},
"Action": "events:PutEvents",
"Resource": "arn:aws:events:us-east-1:123456789012:event-bus/

CrossRegionBus",
"Condition": {
"ArnEquals": {
"aws:SourceArn": [
"arn:aws:events:us-west-2:*:*"

Events in Amazon EventBridge

An event indicates a change in an environment such as an AWS environment, a Saa$S partner service
or application, or one of your applications or services. The following are examples of events:

« Amazon EC2 generates an event when the state of an instance changes, such as from pending to
running.

« AWS CloudFormation generates an event when it creates, updates, or deletes a stack.

« AWS CloudTrail publishes events when you make API calls.

You can also set up scheduled events that are generated on a periodic basis.

Events are represented as JSON objects and they all have a similar structure, and the same top-
level fields. For more information, see Event structure in the EventBridge Events Reference.

Events from AWS services

Many AWS services generate events that EventBridge receives. When an AWS service in your
account sends an event to EventBridge, it goes to your account’s default event bus.
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For a list of AWS services that send events to EventBridge, and the events they send, see the
EventBridge Events Reference.

AWS services send events to EventBridge on a durable or best-effort basis. For more information,
see Event delivery level in the EventBridge Events Reference.

The following video explains the basics of events:

Amazon EventBridge: What is an event?

The following video covers the ways events get to EventBridge:

Amazon EventBridge: Where do events come from?

Sending events with PutEvents in Amazon EventBridge

The PutEvents action sends multiple events to EventBridge in a single request. For more
information, see PutEvents in the Amazon EventBridge API Reference and put-events in the AWS CLI
Command Reference.

Each PutEvents request can support a limited number of entries. For more information, see
Amazon EventBridge quotas. The PutEvents operation attempts to process all entries in the

natural order of the request. After you call PutEvents, EventBridge assigns each event a unique
ID.

The following example Java code sends two identical events to EventBridge.

AWS SDK for Java Version 2.x

EventBridgeClient eventBridgeClient =
EventBridgeClient.builder().build();

PutEventsRequestEntry requestEntry = PutEventsRequestEntry.buildexr()
.resources("resourcel", "resource2")
.source("com.mycompany.myapp")

.detailType("myDetailType")
.detail("{ \"keyl\": \"valuell", \"key2\": \"value2\" }")
.build();

List <
PutEventsRequestEntry > requestEntries = new Arraylist <
PutEventsRequestEntry > ();
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requestEntries.add(requestEntry);

PutEventsRequest eventsRequest = PutEventsRequest.builder()
.entries(requestEntries)
.build();

PutEventsResponse result = eventBridgeClient.putEvents(eventsRequest);

for (PutEventsResultEntry resultEntry: result.entries()) {
if (resultEntry.eventId() != null) {
System.out.println("Event Id: " + resultEntry.eventId());
} else {
System.out.println("PutEvents failed with Error Code: " +
resultEntry.errorCode());

}

AWS SDK for Java Version 1.0

EventBridgeClient eventBridgeClient =
EventBridgeClient.builder().build();

PutEventsRequestEntry requestEntry = new PutEventsRequestEntry()
.withTime(new Date())
.withSource("com.mycompany.myapp")
.withDetailType("myDetailType")
.withResources("resourcel", "resource2")
.withDetail("{ \"keyl\": \"valuel\", \"key2\": \"value2\" 1}");

PutEventsRequest request = new PutEventsRequest()
.withEntries(requestEntry, requestEntry);

PutEventsResult result = awsEventsClient.putEvents(request);

for (PutEventsResultEntry resultEntry : result.getEntries()) {
if (resultEntry.getEventId() !'= null) {
System.out.println("Event Id: " + resultEntry.getEventId());
} else {
System.out.println("Injection failed with Error Code: " +
resultEntry.getErrorCode());

}
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After you run this code, the PutEvents result includes an array of response entries. Each entry in
the response array corresponds to an entry in the request array in order from the beginning to the
end of the request and response. The response Entries array always includes the same number of
entries as the request array.

Handling failures with PutEvents

By default, if an individual entry within a request fails, EventBridge continues processing the rest of
the entries in the request. A response Entries array can include both successful and unsuccessful
entries. You must detect unsuccessful entries and include them in a subsequent call.

Successful result entries include an Id value, and unsuccessful result entries include ExrrorCode
and ErrorMessage values. ErrorCode describes the type of error. ErTrorMessage provides
more information about the error. The following example has three result entries for a PutEvents
request. The second entry is unsuccessful.

{
"FailedEntryCount": 1,
"Entries": [
{
"EventId": "11710aed-b79e-4468-a20b-bb3c0c3b4860"
},
{ "ErrorCode": "InternalFailure",
"ErrorMessage": "Internal Service Failure"
.
{
"EventId": "d804d26a-88db-4b66-9eaf-9allc708ae82"
}
]
}
(® Note

If you use PutEvents to publish an event to an event bus that does not exist, EventBridge
event matching will not find a corresponding rule and will drop the event. Although
EventBridge will send a 200 response, it will not fail the request or include the event in the
FailedEntryCount value of the request response.
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You can include entries that are unsuccessful in subsequent PutEvents requests. First, to find
out if there are failed entries in the request, check the FailedRecordCount parameterin
PutEventsResult. If it isn't zero, then you can add each Entry that has an ErrorCode that is
not null to a subsequent request. The following example shows a failure handler.

PutEventsRequestEntry requestEntry = new PutEventsRequestEntry()
.withTime(new Date())
.withSource("com.mycompany.myapp")
.withDetailType("myDetailType")
.withResources("resourcel", "resource2")
.withDetail("{ \"keyl\": \"valuel\", \"key2\": \"value2\" }");

List<PutEventsRequestEntry> putEventsRequestEntrylList = new ArraylList<>();
for (int i = 0; i < 3; i++) {
putEventsRequestEntrylList.add(requestEntry);

PutEventsRequest putEventsRequest = new PutEventsRequest();
putEventsRequest.withEntries(putEventsRequestEntrylList);
PutEventsResult putEventsResult = awsEventsClient.putEvents(putEventsRequest);

while (putEventsResult.getFailedEntryCount() > 0) {
final List<PutEventsRequestEntry> failedEntrieslList = new ArraylList<>();
final List<PutEventsResultEntry> PutEventsResultEntrylList =
putEventsResult.getEntries();
for (int i = @; i < PutEventsResultEntrylList.size(); i++) {
final PutEventsRequestEntry putEventsRequestEntry =
putEventsRequestEntrylList.get(i);
final PutEventsResultEntry putEventsResultEntry =
PutEventsResultEntrylList.get(i);
if (putEventsResultEntry.getErrorCode() != null) {
failedEntriesList.add(putEventsRequestEntry);

}

putEventsRequestEntrylList = failedEntrieslList;
putEventsRequest.setEntries(putEventsRequestEntrylList);
putEventsResult = awsEventsClient.putEvents(putEventsRequest);

}
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Sending events using the AWS CLI

You can use the AWS CLI to send custom events to EventBridge so they can be processed. The
following example puts one custom event into EventBridge:

aws events put-events \

--entries '[{"Time": "2016-01-14T01:02:03Z", "Source": '"com.mycompany.myapp",
"Resources": ["resourcel", "resource2"], "DetailType": "myDetailType", "Detail":
"{ \"keyI\": \"valuel\", \"key2\": \"value2\" }"}]'

You can also create a JSON file that contains custom events.

[
{
"Time": "2016-01-14T01:02:03Z",
"Source": '"com.mycompany.myapp",
"Resources": [
"resourcel",
"resource2"
1,
"DetailType": "myDetailType",
"Detail": "{ \"keyl\": \"valuell\", \'"key2\": \"value2\" }"
}
]

Then, to use the AWS CLI to read the entries from this file and send events, at a command prompt,
type:

aws events put-events --entries file://entries.json
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Calculating PutEvents event entry size

When you send custom events to EventBridge using the PutEvents action, you can batch up to
10 event entries into one request for efficiency. The total request size—that is, the sum of all event
entries in the request—must be less than 1 MB. This limit applies to the request as a whole, not to
individual entries. A single event can use up to the full 1 MB if it is the only entry in the request.
You can calculate the entry size before you send the events.

(@ Note

The size limit is imposed on the entry. Even if the entry is less than the size limit, the event
in EventBridge is always larger than the entry size due to the necessary characters and
keys of the JSON representation of the event. For more information, see Events in Amazon

EventBridge.

EventBridge calculates the PutEventsRequestEntry size as follows:

« If specified, the Time parameter is 14 bytes.

e The Source and DetailType parameters are the number of bytes for their UTF-8 encoded
forms.

« If specified, the Detail parameter is the number of bytes for its UTF-8 encoded form.

« If specified, each entry of the Resources parameter is the number of bytes for its UTF-8
encoded forms.

The following example Java code calculates the size of a given PutEventsRequestEntry object.
In order to verify the 1MB limit is not violated, you need to perform the calculation for all events in
a request.

int getSize(PutEventsRequestEntry entry) {
int size = 0;
if (entry.getTime() !'= null) {
size += 14;
}
size += entry.getSource().getBytes(StandardCharsets.UTF_8).length;
size += entry.getDetailType().getBytes(StandardCharsets.UTF_8).length;
if (entry.getDetail() != null) {
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size += entry.getDetail().getBytes(StandardCharsets.UTF_8).length;
}
if (entry.getResources() != null) {
for (String resource : entry.getResources()) {
if (resource != null) {
size += resource.getBytes(StandardCharsets.UTF_8).length;

}
}
}
return size;
}
(@ Note

If the entry size is larger than 1MB, we recommend uploading the event to an Amazon S3
bucket and including the Object URL inthe PutEvents entry.

How EventBridge retries delivering events

Sometimes an event isn't successfully delivered to the target specified in a rule. This can happen,
for example:

« If the target resource is unavailable

o Due to network conditions

When an event isn't successfully delivered to a target because of retriable errors, EventBridge
retries sending the event. You set the length of time it tries, and number of retry attempts in the
Retry policy settings for the target. By default, EventBridge retries sending the event for 24 hours
and up to 185 times with an exponential back off and jitter, or randomized delay.

If an event isn't delivered after all retry attempts are exhausted, the event is dropped and
EventBridge doesn't continue to process it.

To avoid losing events after they fail to be delivered to a target, configure a dead-letter queue
(DLQ) to receive all failed events. For more information, see the section called “Using dead-letter

queues”.
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Using dead-letter queues to process undelivered events in EventBridge

To avoid losing events after they fail to be delivered to a target, you can configure a dead-letter
queue (DLQ) and send all failed events to it for processing later.

EventBridge DLQs are standard Amazon SQS queues that EventBridge uses to store events that
couldn't successfully be delivered to a target. When you create a rule and add a target, you can
choose whether or not to use a DLQ. When you configure a DLQ, you can retain any events that
weren't successfully delivered. Then you can resolve the issue that resulted in the failed event
delivery and process the events at a later time.

When you configure a DLQ for a target of a rule, EventBridge sends the events with failed
invocations to the Amazon SQS queue selected.

Event errors are handled in different ways. Some events are dropped or sent to a DLQ without any
retry attempts. For example, for errors that result from missing permissions to a target, a target
resource that no longer exists, or a target that cannot be found due to an invalid address or DNS
lookup failure, no retry attempts will happen until action is taken to resolve the underlying issue.
EventBridge sends these events directly to the target DLQ, if you have specified one.

When an event delivery fails, EventBridge publishes an event to Amazon CloudWatch metrics
indicating that a target invocation failed. If you use a DLQ, additional metrics are sent to
CloudWatch including InvocationsSentToDLQ and InvocationsFailedToBeSentToDLQ.

You can also specify DLQs for event buses, if you use AWS KMS customer managed keys to encrypt
events at rest. For more information, see ???.

Each message in your DLQ will include the following custom attributes:

e RULE_ARN
o TARGET_ARN
« ERROR_CODE

The following is a sample of the error codes a DLQ can return:
ACTION_DECRYPTION_FAILURE

CONNECTION_FAILURE
CROSS_ACCOUNT_INGESTION_FAILED
CROSS_REGION_INGESTION_FAILED
ERROR_FROM_TARGET
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EVENT_DECRYPTION_FAILURE
EVENT_ENCRYPTION_FAILURE
EVENTS_IN_BATCH_REQUEST_REJECTED
FAILED_TO_ASSUME_ROLE
INTERNAL_ERROR

INVALID_JSON

INVALID_PARAMETER
NO_PERMISSIONS

NO_RESOURCE
RESOURCE_ALREADY_EXISTS
RESOURCE_LIMIT_EXCEEDED
RESOURCE_MODIFICATION_COLLISION
RULE_DECRYPTION_FAILURE
SDK_CLIENT_ERROR
THIRD_ACCOUNT_HOP_DETECTED
THIRD_REGION_HOP_DETECTED
THROTTLING

TIMEOUT

TRANSTIENT_ASSUME_ROLE

UNKNOWN

 ERROR_MESSAGE

o EXHAUSTED_RETRY_CONDITION

The following conditions can be returned:

MaximumRetryAttempts

MaximumEventAgeInSeconds

o« RETRY_ATTEMPTS

]ﬁj_‘né; %eoaﬂ—letter queues

owing video goes over setting up DLQs: Using dead-letter queues

(DLQs)
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Topics

« Considerations for using a dead-letter queue

« Granting permissions to the dead-letter queue

« How to resend events from a dead-letter queue

Considerations for using a dead-letter queue

Consider the following when configuring a DLQ for EventBridge.

» Only standard queues are supported. You can't use a FIFO queue for a DLQ in EventBridge.

« EventBridge includes event metadata and message attributes in the message, including: the
Error Code, Error Message, the Exhausted Retry Condition, Rule ARN, Retry Attempts, and the
Target ARN. You can use these values to identify an event and the cause of the failure.

» Permissions for DLQs in the same account:

« If you add a target to a rule using the console, and you choose an Amazon SQS queue in the
same account, a resource-based policy that grants EventBridge access to the queue is attached

to the queue for you.

 If you use the PutTargets operation of the EventBridge API to add or update a target for a
rule, and you choose an Amazon SQS queue in the same account, you must manually grant
permissions to the queue selected. To learn more, see Granting permissions to the dead-letter

queue.

» Permissions for using Amazon SQS queues from a different AWS account.

« If you create a rule from the console, queues from other accounts aren't displayed for you
to select. You must provide the ARN for the queue in the other account, and then manually
attach a resource-based policy to grant permission to the queue. To learn more, see Granting
permissions to the dead-letter queue.

« If you create a rule using the API, you must manually attach a resource-based policy to the SQS
queues in another account that is used as the dead-letter queue. To learn more, see Granting
permissions to the dead-letter queue.

« The Amazon SQS queue you use must be in the same Region in which you create the rule.
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Granting permissions to the dead-letter queue

To successfully deliver events to the queue, EventBridge must have permission to do so. When
you specify a DLQ using the EventBridge console, the permissions are automatically added. This
includes:

« When you configure a DLQ for a target of a rule.

« When you configure a DLQ for an event bus where you've specified that EventBridge use an AWS
KMS customer managed key to encrypt events at rest.

For more information, see ???.

If you specify a DLQ using the API, or use a queue that is in a different AWS account, you must
manually create a resource-based policy that grants the required permissions and then attach it to
the queue.

Target dead-letter queue permissions example

The following resource-based policy demonstrates how to grant the required permissions for
EventBridge to send event messages to an Amazon SQS queue. The policy example grants the
EventBridge service permissions to use the SendMessage operation to send messages to a queue
named "MyEventDLQ". The queue must be in the us-west-2 Region in AWS account 123456789012.
The Condition statement allows only requests that come from a rule named "MyTestRule" that is
created in the us-west-2 Region in the AWS account 123456789012.

{
"Sid": "Dead-letter queue permissions",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
3,
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:us-west-2:123456789012:MyEventDLQ",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "arn:aws:events:us-west-2:123456789012:rule/MyTestRule"
}
}
}
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Event bus dead-letter queue permissions example

The following resource-based policy demonstrates how to grant the required permissions when
specifying a DLQ for an event bus. In this case, aws : SourceArn specifies the ARN of the event bus
sending the events to the DLQ. Here again in this example, the queue must be in the same Region
as the event bus.

{
"Sid": "Dead-letter queue permissions",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
.
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:region:account-id:queue-name",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "arn:aws:events:region:account-id:event-bus/event-bus-arn"
}
}
}

To attach the policy to the queue, use the Amazon SQS console, open the queue, then choose the
Access policy and edit the policy. You can also use the AWS CLI. To learn more, see Amazon SQS

permissions.
How to resend events from a dead-letter queue
You can move messages out of a DLQ in two ways:

« Avoid writing Amazon SQS consumer logic — Set your DLQ as an event source to the Lambda
function to drain your DLQ.

« Write Amazon SQS consumer logic — Use the Amazon SQS API, AWS SDK, or AWS CLI to write
custom consumer logic for polling, processing, and deleting the messages in the DLQ.

AWS service events delivered via AWS CloudTrail

AWS CloudTrail is a service that automatically records events such as AWS API calls. You can create
EventBridge rules that use the information from CloudTrail. For more information about CloudTrail,
see What is AWS CloudTrail?.
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CloudTrail sends the following types of events to the default EventBridge event bus. In each case,
the detail-type value of the event is the listed event type:

« AWS API Call via CloudTrail
Events that represent a request to a public AWS service API.

For more information, see Understanding CloudTrail events in the AWS CloudTrail User Guide.

« AWS Console Signin via CloudTrail

Attempts to sign in to the AWS Management Console, the AWS Discussion Forums, and the AWS
Support Center.

For more information, see AWS Management Console sign-in events in the AWS CloudTrail User
Guide.

e AWS Console Action via CloudTrail
Actions that were taken in the console that were not an API calls.

For more information, see AWS Management Console sign-in events in the AWS CloudTrail User
Guide.

e AWS Service Event via CloudTrail

Events created by AWS services but are not directly triggered by a request to a public AWS
service API.

For more information, see AWS service events in the AWS CloudTrail User Guide.

« AWS Insight via CloudTrail
Insights events are triggered by CloudTrail when customer enables the CloudTrail Insight feature.

For more information, see CloudTrail Insights in the AWS CloudTrail User Guide.

To record events with one of the CloudTrail detail-type values, you must enable a CloudTrail
trail with logging. For more information, see Working with CloudTrail trails in the AWS CloudTrail
User Guide.

Some occurrences in AWS services can be reported to EventBridge both by the service itself and by

CloudTrail. For example, an Amazon EC2 API call that starts an instance generates multiple events:
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« EC2 Instance State-change Notification events sent directly from Amazon EC2 to
EventBridge, as the instance enters the pending and then running states. For example:

{
"detail-type":"EC2 Instance State-change Notification",
"source":"aws.ec2",
"detail": {
"instance-id":"i-abcd1111",
"state":"pending"
}
}

« An AWS API Call via CloudTrail event sent from CloudTrail to EventBridge that
represents the API call itself. For example:

{
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.ec2",
1,
"detail": {
"eventSource": "ec2.amazonaws.com",
"eventName": "StartInstances"
}
}
(® Note

If you use a Put*Events API call event as the basis for creating an event pattern, make
sure the final event pattern does not exceed 1 MB. The maximum size of any Put*Events
requests is 1 MB. For more information, see ???.

For more information about the services that CloudTrail supports, see CloudTrail supported

services and integrations in the CloudTrail User Guide.
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Receiving read-only management events from AWS services

You can set up rules on your default or custom event bus to receive read-only management
events from AWS services via CloudTrail. Management events provide visibility into management
operations that are performed on resources in your AWS account. These are also known as control
plane operations. For more information, see Logging management events in the CloudTrail User
Guide.

For each rule on the default or custom event buses, you can set the rule state to control the types
of events to receive:
 Disable the rule so that EventBridge does not match events against the rule.

« Enable the rule so that EventBridge matches events against the rule, except for read-only AWS
management events delivered through CloudTrail.

« Enable the rule so that EventBridge matches all events against the rule, including read-only
management events delivered through CloudTrail.

Partner event buses do not receive AWS events.

Some things to consider when deciding whether to receive read-only management events:

« Certain read-only management events, such as AWS Key Management Service GetKeyPolicy
and DescribeKey, or IAM GetPolicy and GetRole events, occur at a much higher volume
than typical change events.

« You may already be receiving read-only management events even if those events don't start with
Describe, Get, or List. One such example is TestEventPattern from EventBridge.

For a list of read-only management events that do not adhere to the Describe, Get, or List
naming convention, by AWS services, see ???.

To create a rule that receives read-only management events using the AWS CLI

e Usethe put-rule command to create or update the rule, using parameters to:

« Specify that the rule belongs on the default event bus, or a specific custom event bus

» Setrule state as ENABLED_WITH_ALL_CLOUDTRAIL_MANAGEMENT_EVENTS
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aws events put-rule --name "ruleForManagementEvents" --event-bus-name
"default" --state "ENABLED_WITH_ALL_CLOUDTRAIL_MANAGEMENT_EVENTS"

(@ Note

Enabling a rule for CloudWatch management events is supported through the AWS CLI and
CloudFormation templates only.

Example

The following example illustrates how to match against specific events. Best practice is to define a
dedicated rule for matching specific events, for clarity and ease of editing.

In this case, the dedicated rule matches the AssumeRole management event from AWS Security

Token Service.

{
"source" : [ "aws.sts" 1],
"detail-type": ["AWS API Call via CloudTrail"],
"detail" : {
"eventName" : ["AssumeRole"]
}
}

Management events generated by AWS services in EventBridge

In general, APIs that generate management (or read-only) events start with the verbs Describe,
Get, or List. The table below list AWS services and the management events they generate that do
not follow this naming convention. For more information on management events, see ???.

Management events that don't start with Describe, Get, or List

The following table list AWS services and the management events they generate that do not follow
typical naming conventions of starting with Describe, Get, or List.
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Service

Alexa for Business

Alexa for Business

Alexa for Business

Alexa for Business

Alexa for Business

Alexa for Business

Alexa for Business

Alexa for Business

IAM Access Analyzer

AWS AdSpace Clean Rooms
AWS Amplify Ul Builder
AWS Amplify Ul Builder
AWS Amplify Ul Builder
Amazon OpenSearch Service
Amazon AP| Gateway

AWS AppConfig

Amazon AppFlow

Amazon CloudWatch
Application Insights

Amazon Athena

Amazon Athena

Event name
ResolveRoom
SearchAddressBooks
SearchContacts
SearchDevices
SearchProfiles
SearchRooms
SearchSkillGroups
SearchUsers
ValidatePolicy
BatchGetSchema
ExportComponents
ExportForms
ExportThemes
BatchGetCollection
ExportApi
ValidateConfiguration
RetrieveConnectorData

UpdateApplicationD
ashboardConfiguration

BatchGetNamedQuery

BatchGetPreparedStatement

Event type
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call

API call

API call

API call

Events via CloudTrail

74



Amazon EventBridge

User Guide

Service

Amazon Athena
Amazon Athena
Amazon Athena

AWS Auto Scaling
AWS Auto Scaling
AWS Marketplace
AWS Backup

AWS Backup

AWS Backup gateway

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

Event name
BatchGetQueryExecution
CheckQueryCompatibility
ExportNotebook
AreScalableTargetsRegistered
Test

SearchAgreements
CreatelLegalHold
ExportBackupPlanTemplate
TestHypervisorConfiguration

AWSPaymentinstrume
ntGateway.Get

AWSPaymentPortalSe
rvice.DescribeMake
PaymentPage

AWSPaymentPortalSe
rvice.DescribePaymentsDashb
oard

AWSPaymentPortalSe
rvice.GetAccountPreferences

AWSPaymentPortalSe
rvice.GetAdvancePa
ySummary

AWSPaymentPortalSe
rvice.GetAsoBulkDownload

Event type
API call
API call
API call
API call
API call
API call
API call
API call
API call

Console action

Console action

Console action

Console action

Console action

Console action
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Service

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

Event name

AWSPaymentPortalSe
rvice.GetBillingContactAddr
ess

AWSPaymentPortalSe
rvice.GetDocuments

AWSPaymentPortalSe
rvice.GetEligiblePaymentins
truments

AWSPaymentPortalSe
rvice.GetEntitiesBylds

AWSPaymentPortalSe
rvice.GetFundingDocuments

AWSPaymentPortalSe
rvice.GetKybcValidationStatus

AWSPaymentPortalSe
rvice.GetOneTimePa
sswordStatus

AWSPaymentPortalSe
rvice.GetPaymentHistory

AWSPaymentPortalSe
rvice.GetPaymentProfileByArn

AWSPaymentPortalSe
rvice.GetPaymentProfileCurr
encies

AWSPaymentPortalSe
rvice.GetPaymentProfiles

Event type

Console action

Console action

Console action

Console action

Console action

Console action

Console action

Console action

Console action

Console action

Console action
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Service

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

Event name

AWSPaymentPortalSe
rvice.GetPaymentProfileServ
iceProviders

AWSPaymentPortalSe
rvice.GetPaymentsDue

AWSPaymentPortalSe
rvice.GetRemittancelnformat
ion

AWSPaymentPortalSe
rvice.GetTaxlnvoiceMetadata

AWSPaymentPortalSe
rvice.GetTermsAndConditions
ForProgramGroup

AWSPaymentPortalSe
rvice.GetTransactionsHistory

AWSPaymentPortalSe
rvice.GetUnappliedFunds

AWSPaymentPortalSe
rvice.GetUnpaidlnvoices

AWSPaymentPreferen
ceGateway.Get

CancelBulkDownload

DownloadCommerciallnvoice

Event type

Console action

Console action

Console action

Console action

Console action

Console action

Console action

Console action

Console action

Console action

Console action
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Service

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

AWS Billing and Cost
Management

Amazon Braket
Amazon Braket

Amazon Braket

Amazon Connect Cases

Event name

DownloadCsv

DownloadDoc

DownloadECSVForBillingPerio
d

DownloadPaymentHistory

DownloadRegistrati
onDocument

DownloadTaxInvoice

FindBankRedirectPaymentinst
ruments

FindECSVForBillingPeriod

ValidateReportDestination

VerifyChinaPaymentEligibility

SearchCompilations
SearchDevices
SearchQuantumTasks

BatchGetField

Event type

Console action

Console action

Console action

Console action

Console action

Console action

Console action

Console action

Console action

Console action

API call
API call
API call

API call

Events via CloudTrail

78



Amazon EventBridge

User Guide

Service

Amazon Connect Cases
Amazon Connect Cases
Amazon Chime

Amazon Chime

Amazon Chime SDK Identity
Amazon Chime SDK Identity
AWS Clean Rooms

Amazon Cloud Directory
Amazon Cloud Directory
CloudFormation
CloudFormation
CloudFormation
CloudFormation
CloudFormation

AWS CloudShell

AWS CloudTrail

AWS CodeArtifact

AWS CodeArtifact

AWS CodeArtifact

AWS CodeBuild

Event name

SearchCases
SearchRelatedltems
RetrieveDataExports
SearchChannels
DeleteProfile
DeleteWorkTalkAccount
BatchGetSchema
BatchRead

LookupPolicy
DetectStackDrift
DetectStackResourceDrift
DetectStackSetDrift
EstimateTemplateCost
ValidateTemplate
RedeemCode
LookupEvents
ReadFromRepository
SearchPackages
VerifyResourcesExistForTagris

BatchGetBuildBatches

Event type
API call

API call

API call

API call
Service event
Service event
API call

API call

API call

API call

API call

API call

API call

API call

API call

API call

API call

API call

API call

API call
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AWS CodeBuild
AWS CodeBuild
AWS CodeBuild
AWS CodeBuild
AWS CodeBuild
AWS CodeBuild
AWS CodeBuild
AWS CodeCommit
AWS CodeCommit
AWS CodeCommit
AWS CodeCommit

AWS CodeCommit

AWS CodeCommit
AWS CodeDeploy
AWS CodeDeploy
AWS CodeDeploy

AWS CodeDeploy

AWS CodeDeploy

AWS CodeDeploy

Event name
BatchGetBuilds
BatchGetProjects
BatchGetReportGroups
BatchGetReports
BatchPutCodeCoverages
BatchPutTestCases
RequestBadge
BatchDescribeMergeConflicts
BatchGetCommits
BatchGetPullRequests
BatchGetRepositories

EvaluatePullRequestApproval
Rules

GitPull
BatchGetApplicationRevisions
BatchGetApplications
BatchGetDeploymentGroups

BatchGetDeployment
Instances

BatchGetDeployments

BatchGetDeploymentTargets

Event type
API call
API call
API call
API call
API call
API call
Service event
API call
API call
API call
API call

API call

API call
API call
API call
API call

API call

API call

API call
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AWS CodeDeploy

Amazon CodeGuru Profiler
Amazon CodeGuru Profiler
AWS CodePipeline
AWS CodePipeline

CodeConnections

CodeConnections
CodeConnections

Amazon CodeWhisperer
Amazon CodeWhisperer
Amazon CodeWhisperer
Amazon CodeWhisperer
Amazon CodeWhisperer
Amazon Cognito ldentity
Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito user pools

Amazon Cognito user pools

Event name

BatchGetOnPremises
Instances

BatchGetFrameMetricData
SubmitFeedback
PollForJobs
PollForThirdPartyJobs

StartAppRegistrationHandsha
ke

StartOAuthHandshake
ValidateHostWebhook
CreateCodeScan
CreateProfile
CreateUploadUrl
GenerateRecommendations
UpdateProfile
LookupDeveloperldentity
AdminGetDevice
AdminGetUser
AdminListDevices
AdminListGroupsForUser

AdminListUserAuthEvents

Event type

API call

API call
API call
API call
API call

API call

API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call

API call
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Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito user pools
Amazon Cognito Sync
Amazon Comprehend

Amazon Comprehend

Amazon Comprehend
Amazon Comprehend

Amazon Comprehend

Event name
Beta_Authorize_GET

Confirm_GET

ConfirmForgotPassword_GET

Error_GET
ForgotPassword_GET
IntrospectToken
Login_Error_POST
Login_GET

Mfa_GET
MfaOption_GET
ResetPassword_GET
Signup_GET
Userinfo_GET
Userinfo_POST
BulkPublish
BatchContainsPiiEntities

BatchDetectDominan
tLanguage

BatchDetectEntities
BatchDetectKeyPhrases

BatchDetectPiiEntities

Event type
Service event
Service event
Service event
Service event
Service event
API call
Service event
Service event
Service event
Service event
Service event
Service event
Service event
Service event
API call

API call

API call

API call
API call

API call

Events via CloudTrail
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Amazon Comprehend
Amazon Comprehend

Amazon Comprehend

Amazon Comprehend
Amazon Comprehend
Amazon Comprehend
Amazon Comprehend
Amazon Comprehend
Amazon Comprehend
Amazon Comprehend
Amazon Comprehend
Amazon Comprehend
Amazon Comprehend

AWS Compute Optimizer

AWS Compute Optimizer

AWS Compute Optimizer

AWS Compute Optimizer

Event name
BatchDetectSentiment
BatchDetectSyntax

BatchDetectTargete
dSentiment

ClassifyDocument
ContainsPiiEntities
DetectDominantLanguage
DetectEntities
DetectKeyPhrases
DetectPiiEntities
DetectSentiment
DetectSyntax
DetectTargetedSentiment
DetectToxicContent

ExportAutoScalingG
roupRecommendations

ExportEBSVolumeRec
ommendations

ExportECInstanceRe
commendations

ExportECSServiceRe
commendations

Event type
API call
API call

API call

API call
API call
API call
API call
API call
API call
API call
API call
API call
API call

API call

API call

API call

API call

Events via CloudTrail
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AWS Compute Optimizer

AWS Compute Optimizer

AWS Config

AWS Config

AWS Config

AWS Config

Amazon Connect

Amazon Connect
Amazon Connect
Amazon Connect
Amazon Connect
AWS Glue DataBrew
AWS Data Pipeline
AWS Data Pipeline
AWS Data Pipeline
AWS DataSync

AWS DeeplLens

Event name

ExportLambdaFuncti
onRecommendations

ExportRDSInstanceR
ecommendations

BatchGetAggregateR
esourceConfig

BatchGetResourceConfig

SelectAggregateResourceConf
ig

SelectResourceConfig

AdminGetEmergencyA
ccessToken

SearchQueues
SearchRoutingProfiles
SearchSecurityProfiles
SearchUsers
SendProjectSessionAction
EvaluateExpression
QueryObijects
ValidatePipelineDefinition
VerifyResourcesExistForTagris

BatchGetDevice

Event type

API call

API call

API call

API call

API call

API call

API call

API call
API call
API call
API call
API call
API call
API call
API call
API call

API call

Events via CloudTrail
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AWS DeeplLens
AWS DeeplLens
AWS DeeplLens
AWS DeepRacer
AWS DeepRacer
AWS DeepRacer
AWS DeepRacer

Amazon Detective

Amazon Detective

Amazon Detective
Amazon DevOps Guru
Amazon DevOps Guru

AWS Database Migration
Service

AWS Database Migration
Service

AWS Database Migration
Service

AWS Database Migration
Service

AWS Directory Service

Event name

BatchGetModel
BatchGetProject
CreateDeviceCertificates
AdminGetAccountConfig
AdminListAssociatedUsers
TestRewardFunction
VerifyResourcesExistForTagris

BatchGetGraphMembe
rDatasources

BatchGetMembership
Datasources

SearchGraph
Searchlnsights
SearchOrganizationinsights

BatchStartRecommmendations

ModifyRecommendation

StartRecommendations

VerifyResourcesExistForTagris

VerifyTrust

Event type
API call
API call
API call
API call
API call
API call
API call

API call

API call

API call
API call
API call

API call

API call

API call

API call

API call

Events via CloudTrail
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Amazon Elastic Compute
Cloud

Amazon Elastic Compute
Cloud

Amazon Elastic Container
Registry

Amazon Elastic Container
Registry

Amazon Elastic Container
Registry

Amazon Elastic Container
Registry

Amazon Elastic Container
Registry

Amazon Elastic Container
Registry

Amazon Elastic Container
Registry Public

Amazon Elastic Container
Service

Amazon Elastic Container
Service

Amazon Elastic Container
Service

Amazon Elastic Container
Service

Event name

ConfirmProductinstance

ReportinstanceStatus

BatchCheckLayerAvailability

BatchGetlmage

BatchGetlmageReferrer

BatchGetRepository

ScanningConfiguration

DryRunEvent

PolicyExecutionEvent

BatchCheckLayerAvailability

DiscoverPollEndpoint

FindSubfleetRoute

ValidateResources

VerifyTaskSetsExist

Event type

API call

API call

API call

API call

API call

API call

Service event

Service event

API call

API call

API call

API call

API call

Events via CloudTrail
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Amazon Elastic Kubernetes
Service

AWS Elastic Beanstalk
AWS Elastic Beanstalk
AWS Elastic Beanstalk
AWS Elastic Beanstalk
Amazon Elastic File System
Amazon Elastic File System
Amazon Elastic Transcoder
Amazon Elastic Transcoder
Amazon Elastic Transcoder
Amazon EventBridge
Amazon EventBridge

Amazon FinSpace API

Amazon FinSpace API
Amazon FinSpace API
Amazon FinSpace API
Amazon FinSpace API
Amazon FinSpace API

Amazon FinSpace API

Event name

AccessKubernetesApi

CheckDNSAvailability
RequestEnvironmentinfo

RetrieveEnvironmentinfo

ValidateConfigurationSettings

NewClientConnection
UpdateClientConnection
ReadJob

ReadPipeline
ReadPreset
TestEventPattern
TestScheduleExpression

BatchListCatalogNo
desByDataset

BatchListNodesByDataset
BatchValidateAccess
CreateAuditRecordsQuery
SearchDatasets
SearchDatasetsV

ValidateldToken

Event type

API call

API call
API call
API call
API call
Service event
Service event
API call
API call
API call
API call
API call

API call

API call
API call
API call
API call
API call

API call

Events via CloudTrail
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AWS Firewall Manager
Amazon Forecast
Amazon Forecast
Amazon Forecast
Amazon Forecast
Amazon Forecast
Amazon Fraud Detector
Amazon Fraud Detector
FreeRTOS

Amazon GamelLift Servers
Amazon Gamelift Servers
Amazon Gamelift Servers
Amazon Gamelift Servers
Amazon GameSparks
Amazon Location Service
Amazon Location Service
Amazon Location Service
Amazon Location Service

Amazon Location Service

Amazon Location Service

Event name
DisassociateAdminAccount
InvokeForecastEndpoint
QueryFeature

QueryForecast
QueryWhatlfForecast
VerifyResourcesExistForTagris
BatchGetVariable
VerifyResourcesExistForTagris
VerifyEmailAddress
RequestUploadCredentials
ResolveAlias
SearchGameSessions
ValidateMatchmakingRuleSet
ExportSnapshot
BatchGetDevicePosition
CalculateRoute
CalculateRouteMatrix
SearchPlacelndexForPosition

SearchPlacelndexForSuggesti
ons

SearchPlacelndexForText

Event type
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call

API call

API call

Events via CloudTrail
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Amazon Glacier

AWS Glue

AWS Glue

AWS Glue

AWS Glue

AWS Glue

AWS Glue

AWS Glue

AWS Glue

AWS Glue

AWS Glue

AWS Glue

AWS Glue

AWS Glue

AWS Glue

AWS Glue

AWS Glue

AWS HealthLake

AWS HealthLake

Event name
InitiateJob

BatchGetBlueprints

BatchGetColumnStatisticsFor

Table

BatchGetCrawlers

BatchGetCustomEntityTypes

BatchGetDataQualityResult
BatchGetDevEndpoints
BatchGetJobs
BatchGetMLTransform
BatchGetPartition
BatchGetTriggers
BatchGetWorkflows
QueryJobRuns
QueryJobRunsAggregated
QueryJobs

QuerySchemaVersion
Metadata

SearchTables
ReadResource

SearchWithGet

Event type
API call
API call

API call

API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call

API call

API call
API call

API call

Events via CloudTrail
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AWS HealthLake

AWS Identity and Access
Management

AWS Identity and Access
Management

AWS Identity and Access
Management

AWS Identity and Access
Management

AWS Identity and Access
Management

AWS Identity Store

AWS Identity Store Auth
Amazon Inspector Classic
Amazon Inspector Classic
Amazon Inspector Classic
Amazon Inspector Classic

AWS Invoicing

AWS loT
AWS loT

AWS loT

Event name
SearchWithPost

GenerateCredentialReport

GenerateOrganizationsAccess
Report

GenerateServiceLastAccessed
Details

SimulateCustomPolicy

SimulatePrincipalPolicy

IsMemberIinGroups
BatchGetSession
PreviewAgents
BatchGetAccountStatus
BatchGetFreeTriallnfo
BatchGetMember

ValidateDocumentDe
liveryS3Locationinfo

Searchindex
TestAuthorization

TestlnvokeAuthorizer

Event type
API call

API call

API call

API call

API call

API call

API call
API call
API call
API call
API call
API call

API call

API call
API call

API call

Events via CloudTrail
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AWS loT

AWS loT Analytics

AWS loT SiteWise

AWS loT Things Graph
AWS loT Things Graph
AWS loT Things Graph
AWS loT Things Graph
AWS loT Things Graph
AWS loT Things Graph
AWS loT TwinMaker

AWS loT Wireless

AWS loT Wireless

AWS loT Wireless

Amazon Interactive Video
Service

Amazon Interactive Video
Service

Amazon Kendra

Amazon Kendra

Event name

ValidateSecurityProfileBeha
viors

SampleChannelData

GatewaysVerifyResourcesExis
tForTagrisinternal

SearchEntities
SearchFlowExecutions
SearchFlowTemplates
SearchSysteminstances
SearchSystemTemplates
SearchThings
ExecuteQuery

CreateNetworkAnalyzerConfig
uration

DeleteNetworkAnalyzerConfig
uration

DeregisterWirelessDevice

BatchGetChannel

BatchGetStreamKey

BatchGetDocumentStatus

Query

Event type

API call

API call

API call

API call
API call
API call
API call
API call
API call
API call

API call

API call

API call

API call

API call

API call

API call

Events via CloudTrail
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Amazon Managed Service for
Apache Flink

AWS Key Management
Service

AWS Key Management
Service

AWS Key Management
Service

AWS Key Management
Service

AWS Key Management
Service

AWS Key Management
Service

AWS Key Management
Service

AWS Key Management
Service

AWS Key Management
Service

AWS Key Management
Service

AWS Key Management
Service

AWS Key Management
Service

Event name

DiscoverlnputSchema

Decrypt

Encrypt

GenerateDataKey

GenerateDataKeyPair

GenerateDataKeyPai

rWithoutPlaintext

GenerateDataKeyWit

houtPlaintext

GenerateMac

GenerateRandom

ReEncrypt

Sign

Verify

VerifyMac

Event type

API call

API call

API call

API call

API call

API call

API call

API call

API call

API call

API call

API call

API call

Events via CloudTrail
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AWS Lake Formation
AWS Lake Formation
AWS Lake Formation

Amazon Lex

Amazon Lex

Amazon Lex

Amazon Lex
Amazon Lex

Amazon Lightsail

Amazon Lightsail
Amazon Lightsail
Amazon CloudWatch Logs

Amazon Macie

Amazon Macie
AWS Elemental MediaConnect
AWS Elemental MediaConnect

AWS Application Migration
Service

Event name
SearchDatabasesByLFTags
SearchTablesByLFTags
StartQueryPlanning

BatchCreateCustomV
ocabularyltem

BatchDeleteCustomV
ocabularyltem

BatchUpdateCustomV
ocabularyltem

DeleteCustomVocabulary
SearchAssociatedTranscripts

CreateGUISessionAccessDetai
ls

DownloadDefaultKeyPair
IsVpcPeered
FilterLogEvents

BatchGetCustomDataldentifie
rs

UpdateFindingsFilter
ManagedDescribeFlow
PrivateDescribeFlowMeta

OperationalDescribeJobLoglt
ems

Event type
API call
API call
API call

API call

API call

API call

API call
API call

API call

API call
API call
API call

API call

API call
API call
API call

API call

Events via CloudTrail
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AWS Application Migration
Service

AWS Application Migration
Service

AWS Application Migration
Service

AWS Application Migration
Service

AWS Application Migration
Service

AWS Application Migration
Service

AWS HealthOmics
AWS HealthOmics
Amazon Polly
Amazon Polly
Amazon Polly

AWS service providing
managed private networks
AWS Proton

AWS Proton

Amazon QLDB

Event name

OperationalDescribeJobs

OperationalDescribeReplicat
ionConfigurationTemplates

OperationalDescribeSourceSe
rver

OperationalGetLaun
chConfiguration

OperationalListSourceServers

VerifyClientRoleForMgn

VerifyResourceExists
VerifyResourcesExistForTagris
SynthesizeLongSpeech
SynthesizeSpeech
SynthesizeSpeechGet

Ping

DeleteEnvironmentT
emplateVersion

DeleteServiceTemplateVersio
n

ShowCatalog

Event type

API call

API call

API call

API call

API call

API call

API call
API call
API call
API call
API call

API call

API call

API call

API call

Events via CloudTrail
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Amazon Quick

Amazon Quick

Amazon Quick
Amazon Quick
Amazon Quick
Amazon Quick
Amazon Quick
Amazon Quick
Amazon Quick
Amazon Quick

Amazon Relational Database
Service

Amazon Relational Database
Service

Amazon Rekognition
Amazon Rekognition
Amazon Rekognition
Amazon Rekognition
Amazon Rekognition

Amazon Rekognition

Event name

GenerateEmbedUrlFo
rAnonymousUser

GenerateEmbedUrlFo
rRegisteredUser

QueryDatabase
SearchAnalyses
SearchDashboards
SearchDataSets
SearchDataSources
SearchFolders
SearchGroups
SearchUsers

DownloadCompleteDBLogFile

DownloadDBLogFilePortion

CompareFaces
DetectCustomLabels
DetectFaces
DetectLabels
DetectModerationLabels

DetectProtectiveEquipment

Event type

API call

API call

Service event
API call
API call
API call
API call
API call
API call
API call

API call

API call

API call
API call
API call
API call
API call

API call

Events via CloudTrail
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Amazon Rekognition
Amazon Rekognition
Amazon Rekognition
Amazon Rekognition
Amazon Rekognition
Amazon Rekognition

AWS Resource Explorer
AWS Resource Explorer
AWS Resource Groups
AWS Resource Groups
AWS RoboMaker

Amazon Route 53

Amazon Route 53 Domains
Amazon Route 53 Domains
Amazon Route 53 Domains
Amazon Route 53 Domains
Amazon Route 53 Domains
Amazon Route 53 Domains
Amazon Route 53 Domains

Amazon Route 53 Domains

Event name

DetectText
RecognizeCelebrities
SearchFaces
SearchFacesBylmage
SearchUsers
SearchUsersBylmage
BatchGetView

Search

SearchResources
ValidateResourceSharing
BatchDescribeSimulationJob
TestDNSAnswer
checkAvailabilities
CheckDomainAvailability
checkDomainTransferability
CheckDomainTransferability
isEmailReachable
searchDomains
sendVerificationMessage

ViewBilling

Event type
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call

API call

Events via CloudTrail
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Amazon Route 53 Domains

Amazon CloudWatch RUM

Amazon Simple Storage
Service

Amazon Simple Storage
Service

Amazon SageMaker Al
Amazon SageMaker Al
Amazon SageMaker Al
Amazon SageMaker Al
Amazon SageMaker Al

Amazon EventBridge
Schemas

Amazon EventBridge
Schemas

Amazon SimpleDB
AWS Secrets Manager
AWS Service Catalog
AWS Service Catalog
AWS Service Catalog

AWS Service Catalog

Event name

viewBilling

BatchGetRumMetricDefinition

S

echo

Generatelnventory

BatchDescribeModelPackage

DeleteModelCard
QueryLineage
RenderUiTemplate
Search

ExportSchema

SearchSchemas

DomainMetadata
ValidateResourcePolicy
ScanProvisionedProducts
SearchProducts
SearchProductsAsAdmin

SearchProvisionedProducts

Event type
API call

API call

API call

Service event

API call
API call
API call
API call
API call

API call

API call

API call
API call
API call
API call
API call

API call

Events via CloudTrail
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Amazon SES
Amazon SES
Amazon SES

Amazon Simple Notification
Service

AWS SQL Workbench
AWS SQL Workbench

Amazon EC2 Systems
Manager

AWS Systems Manager
Incident Manager

AWS |IAM Identity Center
AWS |IAM Identity Center
AWS |IAM Identity Center
AWS STS

AWS STS

AWS STS

AWS STS

AWS Tax Settings

AWS WAFV2

AWS WAFV2

Event name
BatchGetMetricData
TestRenderEmailTemplate
TestRenderTemplate

ChecklfPhoneNumber
IsOptedOut

BatchGetNotebookCell
ExportNotebook

ExecuteApi

DeleteContactChannel

IsMemberlnGroup
SearchGroups

SearchUsers

AssumeRole
AssumeRoleWithSAML
AssumeRoleWithWebldentity
DecodeAuthorizationMessage
BatchGetTaxExemptions
CheckCapacity

GenerateMobileSdkR
eleaseUrl

Event type
API call
API call
API call

API call

API call
API call

API call

API call

API call
API call
API call
API call
API call
API call
API call
API call
API call

API call

Events via CloudTrail
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AWS Well-Architected Tool

AWS Well-Architected Tool

AWS Well-Architected Tool

AWS Well-Architected Tool

Amazon Connect Wisdom

Amazon Connect Wisdom

Amazon Connect Wisdom

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Event name
ExportLens
TagResource
UntagResource
UpdateGlobalSettings
QueryAssistant
SearchContent
SearchSessions

AbortDocumentVersi
onUpload

AddUsersToGroup
BatchGetUsers
CheckAlias

CompleteDocumentVe
rsionUpload

CreateAnnotation
CreateComment
CreateFeedbackRequest
CreateFolder
CreateGroup
CreateShare

CreateUser

Event type
API call
API call
API call
API call
API call
API call
API call

API call

API call
API call
API call

API call

API call
API call
API call
API call
API call
API call

API call

Events via CloudTrail
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Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Event name
DeleteAnnotation
DeleteComment
DeleteDocument
DeleteFeedbackRequest
DeleteFolder
DeleteFolderContents
DeleteGroup
DeleteOrganizationShare
DeleteUser
DownloadDocumentVersion

DownloadDocumentVe
rsionUnderlays

InitiateDocumentVersionUplo
ad

LogoutUser

PaginatedOrganizationActivi
ty

PublishAnnotations
PublishComments
RestoreDocument
RestoreFolder

SearchGroups

Event type
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call

API call

API call

API call

API call

API call
API call
API call
API call

API call

Events via CloudTrail
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Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkDocs

Amazon WorkMail

Amazon WorkMail

Amazon WorkMail

Amazon WorkMail

Amazon WorkMail

Amazon WorkMail

Event name
SearchOrganizationUsers
TransferUserResources
UpdateAnnotation
UpdateComment
UpdateDocument
UpdateDocumentVersion
UpdateFolder
UpdateGroup
UpdateOrganization
UpdateUser
AssumelmpersonationRole
QueryDnsRecords
SearchMembers
TestAvailabilityConfiguration
TestinboundMailFlowRules

TestOutboundMailFlowRules

Amazon EventBridge events detail reference

Event type
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call
API call

API call

EventBridge itself emits the following events. These events are automatically sent to the default

event bus as with any other AWS service.

For definitions of the metadata fields that are included in all events, see AWS service event
metadata in the Events Reference.

EventBridge events
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Event detail type Description

Scheduled Event Represents a scheduled event.

Schema Created Represents the creation of a new event schema.

Schema Version Created Represents the creation of a new version of a new or existing

event schema.

Connection state events Represents a change in the state of a connection.

API Destination state events Represents a change in the state of an API destination.

Schedule events

EventBridge sends the following schedule events to the default event bus. For more information,
see Scheduler.

Scheduled Event
Represents a scheduled event.

The source and detail-type fields are included because they contain specific values for
EventBridge events. For definitions of the other metadata fields that are included in all events, see
AWS service event metadata in the Events Reference.

{
"detail-type": "Scheduled Event",
"source": "aws.events",
"detail": {}

}

detail-type
Identifies the type of event.
For this event, this value is Scheduled Event.

Required: Yes
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source

Identifies the service that generated the event. For EventBridge events, this value is
aws.events.

Required: Yes
detail

A JSON object that contains information about the event. The service generating the event
determines the content of this field.

Required: Yes

There are no required fields in this object for Scheduled Event events.

Example Scheduled Event event

{
"version": "Q",
"id": "89d1a@2d-5ec7-412e-82f5-13505f849b41",
"detail-type": "Scheduled Event",
"source": "aws.events",
"account": "123456789012",
"time": "2016-12-3QT18:44:49Z",
"region": "us-east-1",
"resources": ["arn:aws:events:us-east-1:123456789012:rule/SampleRule"],
"detail": {3}
}

Schema registry events

EventBridge sends the following schema registry events to the default event bus. For more
information, see ??7.

Schema Created
Represents the creation of a new schema.

When a schema is created, EventBridge sends both a Schema Created and a Schema Version
Created event.
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The source and detail-type fields are included because they contain specific values for
EventBridge events. For definitions of the other metadata fields that are included in all events, see
AWS service event metadata in the Events Reference.

{
"detail-type": "Schema Created”,
"source": "aws.schemas",
"detail": {
"SchemaName" : "String",
"SchemaType" : "String",
"RegistryName" : "String",
"CreationDate" : "DateTime",
"Version" : "Number"
}
}

detail-type
Identifies the type of event.
For this event, this value is Schema Created.

Required: Yes

source

Identifies the service that generated the event. For EventBridge events, this value is
aws.schemas.

Required: Yes
detail

A JSON object that contains information about the event. The service generating the event
determines the content of this field.

Required: Yes

For this event, this data includes:

SchemaName

The name of the schema.
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Required: Yes
SchemaType
The type of schema.
Valid values: OpenApi3 | JSONSchemaDraft4
Required: Yes
RegistryName
The name of the registry that contains the schema.
Required: Yes
CreationDate
The date the schema was created.
Required: Yes
Version
The version of the schema.
For Schema Created events, this value will always be 1.
Required: Yes
Example Schema Created event
{
"version": "Q",
"id": "01234567-0123-0123-0123-012345678901",
"detail-type": "Schema Created",
"source": "aws.schemas",
"account": "123456789012",
"time": "2019-05-31T21:49:54z2",
"region": "us-east-1",
"resources": ["arn:aws:schemas:us-east-1::schema/myRegistry/mySchema"],
"detail": {
"SchemaName": "mySchema",
"SchemaType": "OpenApi3",
"RegistryName": "myRegistry",
"CreationDate": "2019-11-29T20:08:557",
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"Version": "1"

Schema Version Created
Represents the creation of a new version of a new or existing event schema.

When a schema is created, EventBridge sends both a Schema Created and a Schema Version
Created event.

The source and detail-type fields are included because they contain specific values for
EventBridge events. For definitions of the other metadata fields that are included in all events, see
AWS service event metadata in the Events Reference.

{
"detail-type": "Schema Version Created",
"source": "aws.schemas",
"detail": {
"SchemaName" : "String",
"SchemaType" : "String",
"RegistryName" : "String",
"CreationDate" : "DateTime",
"Version" : "Number"
}
}

detail-type
Identifies the type of event.
For this event, this value is Schema Version Created.

Required: Yes

source

Identifies the service that generated the event. For EventBridge events, this value is
aws.schemas.

Required: Yes
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detail

A JSON object that contains information about the event. The service generating the event
determines the content of this field.

Required: Yes

For this event, this data includes:

SchemaName
The name of the schema.

Required: Yes
SchemaType

The type of schema.
Valid values: OpenApi3 | JSONSchemaDraft4

Required: Yes

RegistryName
The name of the registry that contains the schema.

Required: Yes

CreationDate
The date the schema version was created.

Required: Yes

Version
The version of the schema.

Required: Yes

Example Schema Version Created event

{
"version": "Q",
"id": "01234567-0123-0123-0123-012345678901",
"detail-type": "Schema Version Created",
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"source": "aws.schemas",
"account": "123456789012",
"time": "2019-05-31T21:49:547",

"region": "us-east-1",
"resources": ["arn:aws:schemas:us-east-1::schema/myRegistry/mySchema"],
"detail": {

"SchemaName": "mySchema",

"SchemaType": "OpenApi3",
"RegistryName": "myRegistry",
"CreationDate": "2019-11-29T20:08:55Z",
"Version": "5"

Connection events

EventBridge sends the following connection events to the default event bus. For more information,
see Connections.

Connection state events
These events each represent a change in the state of a new or existing connection.

The source and detail-type fields are included because they contain specific values for
EventBridge events. For definitions of the other metadata fields that are included in all events, see
AWS service event metadata in the Events Reference.

{
"detail-type": "Connection status",
"source": "aws.events",
"detail": {
"ConnectionName" : "String",
"StateReason" : "String",
"Timestamp" : "DateTime"

detail-type

Identifies the type of event.
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For this event, this value is one of the following:
« Connection Creation Started

« Connection Update Started

« Connection Deletion Started

« Connection Activated

« Connection Authorized

« Connection Authorization Started

« Connection Deauthorization Started
« Connection Deauthorized

 Connection Failed Connectivity

Required: Yes

source

Identifies the service that generated the event. For EventBridge events, this value is
aws.events.

Required: Yes
detail

A JSON object that contains information about the event. The service generating the event
determines the content of this field.

Required: Yes

For this event, this data includes:

ConnectionName
The name of the connection.

Required: Yes

StateReason
The reason the connection state has changed.

Required: No
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Timestamp
The time and date the connection state changed.

Required: Yes

Example Connection state event

{
"version": "Q",
"id": "1d7a4ac6-a50a-745f-a331-a0d802f7badb",
"detail-type": "Connection Creation Started",
"source": "aws.events",

"account": "123456789012",
"time": "2024-10-28T09:08:20Z",
"region": "us-east-1",
"resources": [
"arn:aws:events:us-east-1:123456789012:connection/sample-connection/
ee7e4d52-8df0-4bed-a0d5-fa7deas3fcf8"

1,
"detail": {
"ConnectionName": "sample-connection",
"Timestamp": "2024-10-24 09:26:35 +0000 UTC"
}

API Destination events

EventBridge sends the following API destination events to the default event bus. For more
information, see API destinations.

API Destination state events
These events each represents a change in the state of an API destination.

The source and detail-type fields are included because they contain specific values for
EventBridge events. For definitions of the other metadata fields that are included in all events, see
AWS service event metadata in the Events Reference.
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"detail-type": "API Destination status",
"source": "aws.events",
"detail": {
"ApiDestinationName" : "String",
"Timestamp" : "DateTime"
}

detail-type

Identifies the type of event.

For this event, this value is one of the following:

e API Destination Activated

e API Destination Deactivated

Required: Yes

source

Identifies the service that generated the event. For EventBridge events, this value is

aws.events.

Required: Yes
detail

A JSON object that contains information about the event. The service generating the event

determines the content of this field.
Required: Yes

For this event, this data includes:

ApiDestinationName
The name of the API destination.

Required: Yes

Timestamp

The time and date the API destination state changed.
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Required: Yes

Example API destination state event

"version": "Q",

"id": "l1ld7a4ac6-a50a-745f-a331-a0d802f7badb",

"detail-type": "API Destination Deactivated",

"source": "aws.events",

"account": "123456789012",

"time": "2024-10-28T09:08:20Z",

"region": "us-east-1",

"resources": [

"arn:aws:events:us-east-1:123456789012:api-destination/sample-api-destination/

ee7e4d52-8df0-4bed-a0d5-fa7deas3fcf8”

1,

"detail": {
"ApiDestinationName": "sample-api-destination",
"Timestamp": "2024-10-24 09:26:35 +0000 UTC"

}

Rules in Amazon EventBridge

You specify what EventBridge does with the events delivered to each event bus. To do this, you
create rules. A rule specifies which events to send to which targets for processing. A single rule can
send an event to multiple targets, which then run in parallel.

You can create two types of rules: rules that match on event data as events are delivered, and rules
that run on a defined schedule. In addition, certain AWS services may create and manage rules in
your account as well.

Rules that match on event data

You can create rules that match against incoming events based on event data criteria (called an
event pattern). An event pattern defines the event structure and the fields that a rule matches. If
an event matches the criteria defined in the event pattern, EventBridge sends it to the target(s) you
specify.

For more information, see ???.
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Rules that run on a schedule

® Note

Scheduled rules are a legacy feature of EventBridge.

EventBridge offers a more flexible and powerful way to create, run, and manage scheduled
tasks centrally, at scale: EventBridge Scheduler. With EventBridge Scheduler, you can create
schedules using cron and rate expressions for recurring patterns, or configure one-time
invocations. You can set up flexible time windows for delivery, define retry limits, and set
the maximum retention time for failed API invocations.

Scheduler is highly customizable, and offers improved scalability over scheduled rules,
with a wider set of target API operations and AWS services. We recommend that you use
Scheduler to invoke targets on a schedule.

For more information, see ??? or the EventBridge Scheduler User Guide.

You can also create rules that sends events to the specified targets at specified intervals. For
example, to periodically run an Lambda function, you can create a rule to run on a schedule.

For more information, see ???.

Rules managed by AWS services

In addition to the rules you create, AWS services can create and manage EventBridge rules in your
AWS account that are needed for certain functions in those services. These are called managed
rules.

When a service creates a managed rule, it can also create an IAM policy that grants permission to
that service to create the rule. IAM policies created this way are scoped narrowly with resource-
level permissions to allow the creation of only the necessary rules.

You can delete managed rules by using the Force delete option, but you should only delete them
if you're sure that the other service no longer needs the rule. Otherwise, deleting a managed rule
causes the features that rely on it to stop working.
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Creating rules in Amazon EventBridge

Prerequisites
Before you begin, ensure you have:

» Access to the Amazon EventBridge console
» Appropriate IAM permissions to create EventBridge rules

« Basic understanding of event-driven architectures

Overview

To take action on events received by EventBridge, you can create rules. When an event matches the
event pattern defined in your rule, EventBridge sends the event to the specified target.

This topic walks you through creating a rule that EventBridge uses to match events as they are sent
to the specified event bus.

Creating EventBridge rules involves four main steps:

1. Choose the events you want to process
2. Configure event filtering and testing
3. Select and configure targets

4. Configure the rule settings

Choose the events
First, choose the events you want to send to the target.
To select an event

1. Open the Amazon EventBridge console at https://console.aws.amazon.com/events/.

2. In the navigation pane, choose Rules, and then choose Create Rule.

3. Inthe Events tab, find the events you want to send to the target:

a. Choose AWS Service Events or Custom Events.

b. Use the Search box or browse the event list to find the events you want to send to the
target.
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c. Drag one or more events into the Build canvas and drop it on Triggering Events.

EventBridge displays the Triggering Events section. This section includes:

Events, which lists the event you chose.

Schema, which displays the schema of the selected event, if available.

Schema contains three tabs:
« Tree: A tree view of the event schema.
» Code: The event schema in Open API spec or JSON format.
« Info: Overview information about the schema.
« Sample event, which displays a sample of a selected event, if available.

« Event pattern (filter), which contains an event pattern that selects all events you've chosen.

Filter events to send only what you want

You probably won't want to send all events of a specific type to a target. You can make your event
pattern more specific so that it only selects events that contain the attributes and values you're
interested in.

Edit the event pattern (optional)

In the Triggering events pane, you can build the event pattern two ways:

« Visually, using the Schema tree view

« By directly editing the JSON in the Event pattern pane

To edit the event pattern using the Schema tree view

1. Choose the Tree tab of the Schema pane.
2. Add and edit filters to build out the event pattern.

a. Choose the filter icon next to the attribute you want to add as a filter to the event pattern.

b. Choose a comparison operator from the drop-down list.

For more information on comparison operators, see Creating event patterns.

c. Enter the value you want to match.
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d. Click the check mark to finish.

EventBridge adds the filter you've created to the JSON in the Event pattern pane.

3. Add additional filters until you've constructed an event pattern that matches on all the event
attributes you want.

Test the event pattern

After you construct an event pattern that matches all the event attributes you want, test to ensure
the event pattern performs as expected.

Test the event pattern (optional)
1. Choose a sample event for testing, or use your own.

« Use sample events provided
1. Choose Use sample events provided.

2. Under Sample triggering event, select the event to use for testing from the drop-down
list.

« Use your own event

1. Choose Use your own event.

EventBridge displays a generic event with an empty details element.

2. Edit the event JSON to create the event against which you want to test your event
pattern.

® Tip
You can use the sample events provided as starting points for creating your own
custom events to use in your testing:

a. Choose Use sample events provided, choose an event from the Sample
triggering event, and then choose Copy.

b. Choose Use your own event.
c. Select the entire event in the window, and paste the sample event over it.

d. Edit the event as desired.
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2. Choose Run Test.

EventBridge displays a message stating whether the test event matches the event pattern.

Select targets

Drag one (and up to five) targets into the Build canvas and drop it on Targets to receive events
that match the specified event pattern. Targets can include:

« Other EventBridge event buses, in the same or a different AWS account
« EventBridge API destinations, including SaaS partners such as Salesforce

« Arange of AWS service resources, such as Amazon SQS queues or Amazon SNS topics

To select targets

1. Select the target type from the Targets pane, and drop it onto the Targets shape in the Build
canvas.

EventBridge displays the Target section in the Build, with the applicable configuration options
based on the type of target you selected.

® Tip
If you have specified more than one target, selecting the target shape displays the
configuration section for that target.

2. Configure the target based on your target type. For detailed configuration steps, see
EventBridge Targets.

Customize the event data sent to the target

If you select a target other than an EventBridge event bus or EventBridge API destination, you have
the option of customizing what data actually gets delivered to the target.

Transform or replace the event data sent (optional)
1. In the Build design canvas, choose the Input transformation icon in the Targets shape.

EventBridge displays the Input transformation section.
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Under Input transformation configuration, choose Enable.

Select the Transformation method to choose how you want to customize the text sent to the
target for matching events:

« Part of the matched events - EventBridge only sends the specified portion of the original
source event to the target.

» Constant (JSON text) — EventBridge sends only the specified JSON text to the target. No
part of the original source event is sent.

 Input transformer — Configure an input transformer to customize the text you want
EventBridge to send to the target. For more information, see Transforming target input.

Configure the rule

Finally, configure and create the rule.

To configure the rule (console)

1. Choose Configure.

2. Enter a Name and, optionally, a Description for the rule.
A rule can't have the same name as another rule in the same AWS Region and on the same
event bus.

3. For Event bus, choose the event bus to associate with this rule.
If you want this rule to match events that come from your account, select AWS default event
bus. When an AWS service in your account sends an event, it always goes to your account's
default event bus.

4. To enable the rule as soon as it is created, under Activation enable Active.
(Optional) Enter one or more tags for the rule. For more information, see Tagging resources in
Amazon EventBridge.

6. Choose Create.

Next steps

After creating your rule, you can:

« Monitor rule performance using metrics
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» Test your rule with sample events

» Modify event patterns as needed

« Add additional targets to existing rules

Additional resources

For more information about EventBridge rules, see:

EventBridge rules overview

Creating event patterns

EventBridge targets

Troubleshooting EventBridge rules

Creating rules that react to events in Amazon EventBridge

To take action on events received by Amazon EventBridge, you can create rules. When an event
matches the event pattern defined in your rule, EventBridge sends the event to the specified target

and triggers the action defined in the rule.
Use the following procedure to create an Amazon EventBridge rule that responds to events.

The following steps walk you through how to create a rule that EventBridge uses to match events
as they are sent to the specified event bus.

Steps

Define the rule

Build the event pattern

Select targets

Configure tags and review rule

Define the rule

First, enter a name and description for your rule to identify it. You must also define the event bus
where your rule looks for events to match to an event pattern.
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To define the rule detail

Open the Amazon EventBridge console at https://console.aws.amazon.com/events/.

1
2. In the navigation pane, choose Rules.
3. Choose Create rule.
4

Enter a Name and, optionally, a Description for the rule.

A rule can't have the same name as another rule in the same AWS Region and on the same
event bus.

5. For Event bus, choose the event bus to associate with this rule. If you want this rule to match
events that come from your account, select AWS default event bus. When an AWS service in
your account emits an event, it always goes to your account’s default event bus.

6. For Rule type, choose Rule with an event pattern.

7. Choose Next.

Build the event pattern

Next, build the event pattern. To do this, specify the event source, choose the basis for the event
pattern, and define the attributes and values to match on. You can also generate the event pattern
in JSON and test it against a sample event.

To build the event pattern

1. For Event source, choose AWS events or EventBridge partner events.

2. (Optional) In the Sample events section, choose a Sample event type against which you want
to test your event pattern.

The following sample event types are available:

« AWS events — Select from events emitted from supported AWS services.

« EventBridge partner events - Select from events emitted from third-party services that
support EventBridge, such as Salesforce.

« Enter my own - Enter your own event in JSON text.

You can also use an AWS or partner event as the starting point for creating your own custom
event.

1. Select AWS events or EventBridge partner events.
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2. Use the Sample events dropdown to select the event you want to use as a starting point
for your custom event.

EventBridge displays the sample event.
3. Select Copy.
4. Select Enter my own for Event type.

5. Delete the sample event structure in the JSON editing pane, and paste the AWS or
partner event in its place.

6. Edit the event JSON to create your own sample event.
3. Choose a Creation method. You can create an event pattern from an EventBridge schema or

template, or you can create a custom event pattern.

Existing schema

To use an existing EventBridge schema to create the event pattern, do the following:

1. In the Creation method section, for Method, select Use schema.

2. In the Event pattern section, for Schema type, select Select schema from Schema
registry.

3. For Schema registry, choose the dropdown box and enter the name of a schema
registry, such as aws . events. You can also select an option from the dropdown list that
appears.

4. For Schema, choose the dropdown box and enter the name of the schema to use. For
example, aws.s3@0bjectDeleted. You can also select an option from the dropdown
list that appears.

5. In the Models section, choose the Edit button next to any attribute to open its
properties. Set the Relationship and Value fields as needed, then choose Set to save the
attribute.

(@ Note

For information about an attribute's definition, choose the Info icon next to the
attribute's name. For a reference on how to set attribute properties in your event,
open the Note section of the attribute properties dialog box.
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To delete an attribute's properties, choose the Edit button for that attribute,
then choose Clear.

6. Choose Generate event pattern in JSON to generate and validate your event pattern as
JSON text.

7. (Optional) To test the sample event against your test pattern, choose Test pattern.

EventBridge displays a message box stating whether your sample event matches the
event pattern.

You can also choose any of the following options:
« Copy - Copy the event pattern to your device's clipboard.
« Prettify — Makes the JSON text easier to read by adding line breaks, tabs, and spaces.

Custom schema

To write a custom schema and convert it to an event pattern, do the following:

1. In the Creation method section, for Method, choose Use schema.
2. In the Event pattern section, for Schema type, choose Enter schema.
3. Enter your schema into the text box. You must format the schema as valid JSON text.

4. In the Models section, choose the Edit button next to any attribute to open its
properties. Set the Relationship and Value fields as needed, then choose Set to save the
attribute.

@ Note
For information about an attribute's definition, choose the Info icon next to the
attribute's name. For a reference on how to set attribute properties in your event,
open the Note section of the attribute properties dialog box.
To delete an attribute's properties, choose the Edit button for that attribute,
then choose Clear.

5. Choose Generate event pattern in JSON to generate and validate your event pattern as
JSON text.

6. (Optional) To test the sample event against your test pattern, choose Test pattern.
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EventBridge displays a message box stating whether your sample event matches the
event pattern.

You can also choose any of the following options:
« Copy - Copy the event pattern to your device's clipboard.

» Prettify — Makes the JSON text easier to read by adding line breaks, tabs, and spaces.

Event pattern

To write a custom event pattern in JSON format, do the following:

1. In the Creation method section, for Method, choose Custom pattern (JSON editor).
2. For Event pattern, enter your custom event pattern in JSON-formatted text.

3. (Optional) To test the sample event against your test pattern, choose Test pattern.

EventBridge displays a message box stating whether your sample event matches the
event pattern.

You can also choose any of the following options:
« Copy - Copy the event pattern to your device's clipboard.
» Prettify — Makes the JSON text easier to read by adding line breaks, tabs, and spaces.

« Event pattern form — Opens the event pattern in Pattern Builder. If the pattern can't
be rendered in Pattern Builder as-is, EventBridge warns you before it opens Pattern
Builder.

4. Choose Next.

Select targets

Choose one or more targets to receive events that match the specified pattern. Targets can
include an EventBridge event bus, EventBridge API destinations, including SaaS partners such as
Salesforce, or another AWS service.

To select targets

1. For Target type, choose one of the following target types:

Creating rules (wizard) 123



Amazon EventBridge User Guide

Event bus

1. Select EventBridge event bus.
2. Choose the event bus to use as the target.
« To use an event bus in the same AWS Region as this rule:
a. Select Event bus in the same account and Region.

b. For Event bus for target, choose the dropdown box and enter the name of the
event bus. You can also select the event bus from the dropdown list.

For more information, see ???.
« To use an event bus in a different AWS Region or account as this rule:
a. Select Event bus in a different account or Region.

b. For Event bus as target, enter the ARN of the event bus you want to use.

For more information, see:

o 777

o 777

3. For many target types, EventBridge needs permissions to send events to the target. In
these cases, EventBridge can create the IAM role needed for your rule to run.

For Execution role, do one of the following:
« To create a new execution role for this rule:
a. Select Create a new role for this specific resource.

b. Either enter a name for this execution role, or use the name generated by
EventBridge.

« To use an existing execution role for this rule:
a. Select Use existing role.
b. Enter or select the name of the execution role to use from the dropdown list.

4. (Optional) For Additional settings, specify any of the optional settings available for your
target type:

(Optional) For Dead-letter queue, choose whether to use a standard Amazon SQS queue
as a dead-letter queue. EventBridge sends events that match this rule to the dead-letter
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» Choose None to not use a dead-letter queue.

» Choose Select an Amazon SQS queue in the current AWS account to use as the

dead-letter queue and then select the queue to use from the drop-down list.

« Choose Select an Amazon SQS queue in an other AWS account as a dead-letter

queue and then enter the ARN of the queue to use. You must attach a resource-based

policy to the queue that grants EventBridge permission to send messages to it.

For more information, see Granting permissions to the dead-letter queue.

API destination

1. Select EventBridge API destination.

2. Choose a new or existing API destination:

« To use an existing API destination, select Use an existing API destination. Then select
an API destination from the dropdown list.

» To create a new API destination, select Create a new API destination. Then, provide
the following details for the destination:

Name - Enter a name for the destination.

Names must be unique within your AWS account. Names can have up to 64
characters. Valid characters are A-Z, a-z, 0-9, and . _ - (hyphen).

(Optional) Description — Enter a description for the destination.

Descriptions can have up to 512 characters.

API destination endpoint — The URL endpoint for the target.

The endpoint URL must start with https. You can include the * as a path parameter
wildcard. You can set path parameters from the target's Ht tpParameters
attribute.

HTTP method - Select the HTTP method used when you invoke the endpoint.

(Optional) Invocation rate limit per second - Enter the maximum number of
invocations accepted for each second for this destination.

This value must be greater than zero. By default, this value is set to 300.

Connection — Choose to use a new or existing connection:
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« To use an existing connection, select Use an existing connection and select the
connection from the dropdown list.

« To create a new connection for this destination select Create a new connection,
then define the connection's Name, Destination type, and Authorization type.
You can also add an optional Description for this connection.

3. For many target types, EventBridge needs permissions to send events to the target. In
these cases, EventBridge can create the IAM role needed for your rule to run.

For Execution role, do one of the following:
« To create a new execution role for this rule:
a. Select Create a new role for this specific resource.

b. Either enter a name for this execution role, or use the name generated by
EventBridge.

« To use an existing execution role for this rule:
a. Select Use existing role.
b. Enter or select the name of the execution role to use from the dropdown list.

4. (Optional) For Additional settings, specify any of the optional settings available for your
target type:

Note that EventBridge may not display all of the following fields for a given AWS service.

a. (Optional) For Configure target input, choose how you want to customize the text sent
to the target for matching events. Choose one of the following:

» Matched events - EventBridge sends the entire original source event to the target.
This is the default.

« Part of the matched events - EventBridge only sends the specified portion of the
original source event to the target.

Under Specify the part of the matched event, specify a JSON path that defines the
part of the event you want EventBridge to send to the target.

« Constant (JSON text) — EventBridge sends only the specified JSON text to the
target. No part of the original source event is sent.

Under Specify the constant in JSON, specify the JSON text that you want
EventBridge to send to the target instead of the event.
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 Input transformer — Configure an input transformer to customize the text you want
EventBridge send to the target. For more information, see ??7?.

i. Select Configure input transformer.
ii. Configure the input transformer following the steps in 2?2

b. (Optional) Under Retry policy, specify how EventBridge should retry sending an event
to a target after an error occurs.

o Maximum age of event — Enter the maximum amount of time (in hours, minutes,
and seconds) for EventBridge to retain unprocessed events. The default is 24 hours.

» Retry attempts — Enter the maximum number of times EventBridge should retry
sending an event to the target after an error occurs. The default is 185 times.

c. (Optional) For Dead-letter queue, choose whether to use a standard Amazon SQS
queue as a dead-letter queue. EventBridge sends events that match this rule to the
dead-letter queue if they are not successfully delivered to the target. Do one of the
following:

» Choose None to not use a dead-letter queue.

» Choose Select an Amazon SQS queue in the current AWS account to use as the
dead-letter queue and then select the queue to use from the drop-down list.

« Choose Select an Amazon SQS queue in an other AWS account as a dead-letter
queue and then enter the ARN of the queue to use. You must attach a resource-
based policy to the queue that grants EventBridge permission to send messages to
it.

For more information, see Granting permissions to the dead-letter queue.

For more information, see ???.

AWS service

1. Select AWS service.
2. For Select a target, select an AWS service to use as the target.

3. If you choose an AWS service that supports cross-account targets, you can select a target
in the same account as the event bus, or a different account.

» For a target in the same account, for Target type select Target in this account.

a. Provide the information requested for the service you select.
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® Note

The fields displayed vary depending on the service selected. For more
information about available targets, see Event bus targets available in the
EventBridge console.

b. For many target types, EventBridge needs permissions to send events to the target.
In these cases, EventBridge can create the IAM role needed for your rule to run.

For Execution role, do one of the following:
« To create a new execution role for this rule:
i. Select Create a new role for this specific resource.

ii. Either enter a name for this execution role, or use the name generated by
EventBridge.

« To use an existing execution role for this rule:
i. Select Use existing role.
ii. Enter or select the name of the execution role to use from the dropdown list.

» For a target in a different account, for Target type select Target in another AWS
account.

a. Enter the ARN of the target resource to which you want to send events.
b. Provide any additional information requested for the service you select.
c. Select the name of the execution role to use from the dropdown list.

4. (Optional) For Additional settings, specify any of the optional settings available for your
target type:

a. (Optional) For Configure target input, choose how you want to customize the text sent
to the target for matching events. Choose one of the following:

» Matched events - EventBridge sends the entire original source event to the target.
This is the default.

« Part of the matched events - EventBridge only sends the specified portion of the

original source event to the target.

Under Specify the part of the matched event, specify a JSON path that defines the
part of the event you want EventBridge to send to the target.
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» Constant (JSON text) — EventBridge sends only the specified JSON text to the
target. No part of the original source event is sent.

Under Specify the constant in JSON, specify the JSON text that you want
EventBridge to send to the target instead of the event.

 Input transformer — Configure an input transformer to customize the text you want
EventBridge send to the target. For more information, see ??7?.

i. Select Configure input transformer.
ii. Configure the input transformer following the steps in 2?2

b. (Optional) Under Retry policy, specify how EventBridge should retry sending an event
to a target after an error occurs.

o Maximum age of event — Enter the maximum amount of time (in hours, minutes,
and seconds) for EventBridge to retain unprocessed events. The default is 24 hours.

» Retry attempts — Enter the maximum number of times EventBridge should retry
sending an event to the target after an error occurs. The default is 185 times.

c. (Optional) For Dead-letter queue, choose whether to use a standard Amazon SQS
queue as a dead-letter queue. EventBridge sends events that match this rule to the
dead-letter queue if they are not successfully delivered to the target. Do one of the
following:

» Choose None to not use a dead-letter queue.

» Choose Select an Amazon SQS queue in the current AWS account to use as the
dead-letter queue and then select the queue to use from the drop-down list.

« Choose Select an Amazon SQS queue in an other AWS account as a dead-letter
queue and then enter the ARN of the queue to use. You must attach a resource-
based policy to the queue that grants EventBridge permission to send m