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What is AWS CodePipeline?

AWS CodePipeline is a continuous delivery service you can use to model, visualize, and automate
the steps required to release your software. You can quickly model and configure the different
stages of a software release process. CodePipeline automates the steps required to release your
software changes continuously. For information about pricing for CodePipeline, see Pricing.

Topics

« Continuous delivery and continuous integration

o What can | do with CodePipeline?

« A quick look at CodePipeline

« How do | get started with CodePipeline?

» CodePipeline concepts

» DevOps pipeline example

« How pipeline executions work

 Input and output artifacts

» How do stage conditions work?

» Pipeline types

« What type of pipeline is right for me?

Continuous delivery and continuous integration

CodePipeline is a continuous delivery service that automates the building, testing, and deployment
of your software into production.

Continuous delivery is a software development methodology where the release process is

automated. Every software change is automatically built, tested, and deployed to production.
Before the final push to production, a person, an automated test, or a business rule decides when
the final push should occur. Although every successful software change can be immediately
released to production with continuous delivery, not all changes need to be released right away.

Continuous integration is a software development practice where members of a team use a version

control system and frequently integrate their work to the same location, such as a main branch.
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Each change is built and verified to detect integration errors as quickly as possible. Continuous
integration is focused on automatically building and testing code, as compared to continuous
delivery, which automates the entire software release process up to production.

For more information, see Practicing Continuous Integration and Continuous Delivery on AWS:

Accelerating Software Delivery with DevOps.

You can use the CodePipeline console, the AWS Command Line Interface (AWS CLI), the AWS SDKs,
or any combination of these to create and manage your pipelines.

What can | do with CodePipeline?

You can use CodePipeline to help you automatically build, test, and deploy your applications in the
cloud. Specifically, you can:

« Automate your release processes: CodePipeline fully automates your release process from
end to end, starting from your source repository through build, test, and deployment. You can
prevent changes from moving through a pipeline by including a manual approval action in
any stage except a Source stage. You can release when you want, in the way you want, on the
systems of your choice, across one instance or multiple instances.

 Establish a consistent release process: Define a consistent set of steps for every code change.
CodePipeline runs each stage of your release according to your criteria.

» Speed up delivery while improving quality: You can automate your release process to allow
your developers to test and release code incrementally and speed up the release of new features
to your customers.

» Use your favorite tools: You can incorporate your existing source, build, and deployment tools
into your pipeline. For a full list of AWS services and third-party tools currently supported by
CodePipeline, see Product and service integrations with CodePipeline.

« View progress at a glance: You can review real-time status of your pipelines, check the details of
any alerts, retry failed stages or actions, view details about the source revisions used in the latest
pipeline execution in each stage, and manually rerun any pipeline.

» View pipeline history details: You can view details about executions of a pipeline, including start
and end times, run duration, and execution IDs.

A quick look at CodePipeline
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The following diagram shows an example release process using CodePipeline.
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commit are built deployed and deployed to
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N’ N
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Developers Customers
Changes, Ideas,
Updates, Requests,
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In this example, when developers commit changes to a source repository, CodePipeline
automatically detects the changes. Those changes are built, and if any tests are configured, those
tests are run. After the tests are complete, the built code is deployed to staging servers for testing.
From the staging server, CodePipeline runs more tests, such as integration or load tests. Upon the
successful completion of those tests, and after a manual approval action that was added to the
pipeline is approved, CodePipeline deploys the tested and approved code to production instances.

CodePipeline can deploy applications to EC2 instances by using CodeDeploy, AWS Elastic Beanstalk,
or AWS OpsWorks Stacks. CodePipeline can also deploy container-based applications to services by
using Amazon ECS. Developers can also use the integration points provided with CodePipeline to
plug in other tools or services, including build services, test providers, or other deployment targets
or systems.

A pipeline can be as simple or as complex as your release process requires.

How do | get started with CodePipeline?

To get started with CodePipeline:

1. Learn how CodePipeline works by reading the CodePipeline concepts section.

2. Prepare to use CodePipeline by following the steps in Getting started with CodePipeline.

3. Experiment with CodePipeline by following the steps in the CodePipeline tutorials tutorials.
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4. Use CodePipeline for your new or existing projects by following the steps in Create a pipeline,

stages, and actions.

CodePipeline concepts

Modeling and configuring your automated release process is easier if you understand the
concepts and terms used in AWS CodePipeline. Here are some concepts to know about as you use
CodePipeline.

For an example of a DevOps pipeline, see DevOps pipeline example.

The following terms are used in CodePipeline:

Topics

« Pipelines

« Pipeline executions

» Stage operations

e Action executions

« Execution types

 Action types
o Artifacts

e Source revisions

 Triggers
« Variables

« Conditions

+ Rules

Pipelines

A pipeline is a workflow construct that describes how software changes go through a release
process. Each pipeline is made up of a series of stages.

Stages

A stage is a logical unit you can use to isolate an environment and to limit the number of
concurrent changes in that environment. Each stage contains actions that are performed on the
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application artifacts. Your source code is an example of an artifact. A stage might be a build stage,
where the source code is built and tests are run. It can also be a deployment stage, where code is
deployed to runtime environments. Each stage is made up of a series of serial or parallel actions.

Transitions

A transition is the point where a pipeline execution moves to the next stage in the pipeline. You can
disable a stage's inbound transition to prevent executions from entering that stage, and then you
can enable the transition to allow executions to continue. When more than one execution arrives
at a disabled transition, only the latest execution continues to the next stage when the transition

is enabled. This means that newer executions continue to supersede waiting executions while the
transition is disabled, and then after the transition is enabled, the execution that continues is the
superseding execution.

Pipeline

Stage

Action Action

Transition

Stage

Action Action

Action

Actions

An action is a set of operations performed on application code and configured so that the actions
run in the pipeline at a specified point. This can include things like a source action from a code
change, an action for deploying the application to instances, and so on. For example, a deployment
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stage might contain a deployment action that deploys code to a compute service like Amazon EC2
or AWS Lambda.

Valid CodePipeline action types are source, build, test, deploy, approval, and invoke. For a
list of action providers, see Valid action providers in CodePipeline .

Actions can run in series or in parallel. For information about serial and parallel actions in a stage,
see the runOrder information in action structure requirements.

Pipeline executions

An execution is a set of changes released by a pipeline. Each pipeline execution is unique and has
its own ID. An execution corresponds to a set of changes, such as a merged commit or a manual
release of the latest commit. Two executions can release the same set of changes at different
times.

While a pipeline can process multiple executions at the same time, a pipeline stage processes
only one execution at a time. To do this, a stage is locked while it processes an execution. Two
pipeline executions can't occupy the same stage at the same time. The execution waiting to enter
the occupied stage is referred to an inbound execution. An inbound execution can still fail, be
superseded, or be manually stopped. For more information about how inbound executions work,
see How Inbound Executions Work.

Pipeline executions traverse pipeline stages in order. Valid statuses for pipelines are InProgress,
Stopping, Stopped, Succeeded, Superseded, and Failed.

For more information, see PipelineExecution.

Stopped executions

The pipeline execution can be stopped manually so that the in-progress pipeline execution does
not continue through the pipeline. If stopped manually, a pipeline execution shows a Stopping
status until it is completely stopped. Then it shows a Stopped status. A Stopped pipeline
execution can be retried.

There are two ways to stop a pipeline execution:

« Stop and wait

« Stop and abandon

Pipeline executions API Version 2015-07-09 6
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For information about use cases for stopping an execution and sequence details for these options,
see How pipeline executions are stopped.

Failed executions

If an execution fails, it stops and does not completely traverse the pipeline. Its status is FAILED
status and the stage is unlocked. A more recent execution can catch up and enter the unlocked
stage and lock it. You can retry a failed execution unless the failed execution has been superseded
or is not retryable. You can roll back a failed stage to a previous successful execution.

Execution modes

To deliver the latest set of changes through a pipeline, newer executions pass and replace less
recent executions already running through the pipeline. When this occurs, the older execution is
superseded by the newer execution. An execution can be superseded by a more recent execution at
a certain point, which is the point between stages. SUPERSEDED is the default execution mode.

In SUPERSEDED mode, if an execution is waiting to enter a locked stage, a more recent execution
might catch up and supersede it. The newer execution now waits for the stage to unlock, and the
superseded execution stops with a SUPERSEDED status. When a pipeline execution is superseded,
the execution is stopped and does not completely traverse the pipeline. You can no longer retry the
superseded execution after it has been replaced at this stage. Other available execution modes are
PARALLEL or QUEUED mode.

For more information about execution modes and locked stages, see How executions are processed
in SUPERSEDED mode.

Stage operations

When a pipeline execution runs through a stage, the stage is in the process of completing all of the
actions within it. For information about how stage operations work and information about locked
stages, see How executions are processed in SUPERSEDED mode.

Valid statuses for stages are InProgress, Stopping, Stopped, Succeeded, and Failed.
You can retry a failed stage unless the failed stage is not retryable. For more information, see
StageExecution. You can roll back a stage to a specified previous successful execution. A stage can

be configured to roll back automatically on failure as detailed in Configuring stage rollback. For

more information, see RollbackStage.
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Action executions

An action execution is the process of completing a configured action that operates on designated
artifacts. These can be input artifacts, output artifacts, or both. For example, a build action might
run build commands on an input artifact, such as compiling application source code. Action
execution details include an action execution ID, the related pipeline execution source trigger, and
the input and output artifacts for the action.

Valid statuses for actions are InProgress, Abandoned, Succeeded, or Failed. For more
information, see ActionExecution.

Execution types

A pipeline or stage execution can be either a standard or a rolled-back execution.

For standard types, the execution has a unique ID and is a full pipeline run. A pipeline rollback has
a stage to be rolled back and a successful execution for the stage as the target execution to which
to roll back. The target pipeline execution is used to retrieve source revisions and variables for the
stage to rerun.

Action types

Action types are preconfigured actions that are available for selection in CodePipeline. The action
type is defined by its owner, provider, version, and category. The action type provides customized
parameters that are used to complete the action tasks in a pipeline.

For information about the AWS services and third-party products and services you can integrate
into your pipeline based on action type, see Integrations with CodePipeline action types.

For information about the integration models supported for action types in CodePipeline, see
Integration model reference.

For information about how third-party providers can set up and manage action types in
CodePipeline, see Working with action types.

Artifacts

Artifacts refers to the collection of data, such as application source code, built applications,
dependencies, definitions files, templates, and so on, that is worked on by pipeline actions.
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Artifacts are produced by some actions and consumed by others. In a pipeline, artifacts can be the
set of files worked on by an action (input artifacts) or the updated output of a completed action
(output artifacts).

Actions pass output to another action for further processing using the pipeline artifact bucket.
CodePipeline copies artifacts to the artifact store, where the action picks them up. For more
information about artifacts, see Input and output artifacts.

Source revisions

When you make a source code change, a new version is created. A source revision is the version of
a source change that triggers a pipeline execution. An execution processes source revisions. For
GitHub and CodeCommit repositories, this is the commit. For S3 buckets or actions, this is the
object version.

You can start a pipeline execution with a source revision, such as a commit, that you specify. The
execution will process the specified revision and override what would have been the revision used
for the execution. For more information, see Start a pipeline with a source revision override.

Triggers

Triggers are events that start your pipeline. Some triggers, such as starting a pipeline manually,
are available for all source action providers in a pipeline. Certain triggers depend on the source
provider for a pipeline. For example, CloudWatch events must be configured with event resources
from Amazon CloudWatch that have the pipeline ARN added as a target in the event rule. Amazon
CloudWatch Events is the recommended trigger for automatic change detection for pipelines
with a CodeCommit or S3 source action. Webhooks are a type of trigger configured for third-
party repository events. For example, WebhookV?2 is a trigger type that allows Git tags to be

used to start pipelines with third-party source providers such as GitHub.com, GitHub Enterprise
Server, GitLab.com, GitLab self-managed, or Bitbucket Cloud. In the pipeline configuration, you
can specify a filter for triggers, such as push or pull request. You can filter code push events on Git
tags, branches, or file paths. You can filter pull request events on event (opened, updated, closed),
branches, or file paths.

For more information about triggers, see Start a pipeline in CodePipeline. For a tutorial that walks

you through using Git tags as triggers for your pipeline, see Tutorial: Use Git tags to start your
pipeline.
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/A Important

Pipelines that are inactive for longer than 30 days will have polling disabled for the
pipeline. For more information, see pollingDisabledAt in the pipeline structure reference.

For the steps to migrate your pipeline from polling to event-based change detection, see
Change Detection Methods.

Variables

A variable is a value that can be used to dynamically configure actions in your pipeline. Variables
can be either declared on the pipeline level, or emitted by actions in the pipeline. Variable values
are resolved at the time of pipeline execution and can be viewed in the execution history. For
variables declared at the pipeline level, you can either define default values in the pipeline
configuration, or override them for a given execution. For variables emitted by an action, the value
is available after an action succesfully completes. For more information, see Variables reference.

Conditions

A condition contains a set of rules that are evaluated. If all rules in a condition succeed, then the
condition is met. You can configure conditions so that when the criteria are not met, the specified
result, such as failing the stage, engages. Conditions are also referred to as gates because they
allow you to specify when an execution will enter and run through a stage or exit the stage after
running through it. This is analogous to allowing a line of traffic on a roadway to gather at a closed
gate, and then specifying the opening of the gate to allow flow of traffic into an area. Results for
condition types include failing the stage or rolling back the stage. Conditions help you to specify
when these actions happen in a pipeline stage. You can override conditions at runtime.

There are three types of conditions. Entry conditions answer the question “If the rules for the
condition are met, then enter the stage.” The stage is locked when the execution enters the stage,
and then the rules are run. For On Failure conditions, the rule engages when a stage has failed,
with a result of rolling back a failed stage. For On Success conditions, the rule engages when a
stage is successful, such as checking a successful run for alarms before proceeding. For example,
an On Success condition would result in a rollback of a successful stage if the CloudWatchAlarm
rule finds that there are alarms in the deployment environment. For more information, see How do
stage conditions work?.
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Rules

Conditions use one or more preconfigured rules that run and perform checks that will then engage
the configured result for when the condition is not met. For example, meeting all rules for an Entry
condition rule that checks for alarm status and deployment window times will deploy a successful
stage after all checks pass. For more information, see How do stage conditions work?.

DevOps pipeline example

As an example of a DevOps pipeline, a two-stage pipeline might have a source stage called Source
and a second stage called Prod. In this example, the pipeline is updating the application with the
latest changes and continuously deploying the latest result. Before it deploys the latest application,
the pipeline builds and tests the web application. In this example, a group of developers have set
up an infrastructure template and the source code for a web application in a GitHub repository
called MyRepository.
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For example, a developer pushes a fix to the web application's index page, and the following
occurs:
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1. The application source code is maintained in a repository configured as a GitHub source action in
the pipeline. When developers push commits to the repository, CodePipeline detects the pushed
change, and a pipeline execution starts from the Source Stage.

2. The GitHub source action completes successfully (that is, the latest changes have been
downloaded and stored to the artifact bucket unique to that execution). The output artifacts
produced by the GitHub source action, which are the application files from the repository, are
then used as the input artifacts to be worked on by the actions in the next stage.

3. The pipeline execution transitions from the Source Stage to the Prod Stage. The first action
in the Prod Stage runs a build project created in CodeBuild and configured as a build action in
the pipeline. The build task pulls a build environment image and builds the web application in a
virtual container.

4. The next action in the Prod Stage is a unit test project created in CodeBuild and configured as a
test action in the pipeline.

5. The unit tested code is next worked on by a deploy action in the Prod Stage that deploys the
application to a production environment. After the deploy action completes successfully, the
final action in the stage is an integration testing project created in CodeBuild and configured as
a test action in the pipeline. The test action calls to shell scripts that install and run a test tool,
such as a link checker, on the web application. After successful completion, the output is a built
web application and a set of test results.

Developers can add actions to the pipeline that deploy or further test the application after it is
built and tested for each change.

For more information, see How pipeline executions work.

How pipeline executions work

This section provides an overview of the way CodePipeline processes a set of changes.
CodePipeline tracks each pipeline execution that starts when a pipeline is started manually or a
change is made to the source code. CodePipeline uses the following execution modes to handle the
way each execution progresses through the pipeline. For more information, see Set or change the

pipeline execution mode.

« SUPERSEDED mode: A more recent execution can overtake an older one. This is the default.

« QUEUED mode: Executions are processed one by one in the order that they are queued. This
requires pipeline type V2.
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o PARALLEL mode: In PARALLEL mode, executions run simultaneously and independently of
one another. Executions don't wait for other runs to complete before starting or finishing. This

requires pipeline type V2.

/A Important

For pipelines in PARALLEL mode, stage rollback is not available. Similarly, failure
conditions with a rollback result type cannot be added to a PARALLEL mode pipeline.

How pipeline executions are started

You can start an execution when you change your source code or manually start the pipeline. You
can also trigger an execution through an Amazon CloudWatch Events rule that you schedule. For
example, when a source code change is pushed to a repository configured as the pipeline's source
action, the pipeline detects the change and starts an execution.

(® Note
If a pipeline contains multiple source actions, all of them run again, even if a change is
detected for one source action only.

How source revisions are processed in pipeline executions

For each pipeline execution that starts with source code changes (source revisions), source revisions

are determined as follows.

» For pipelines with a CodeCommit source, the HEAD is cloned by CodePipeline at the moment
that the commit is pushed. For example, a commit is pushed, which starts the pipeline for
execution 1. At the moment a second commit is pushed, this starts the pipeline for execution 2.

(® Note
For pipelines in PARALLEL mode with a CodeCommit source, regardless of the commit
that triggered the pipeline execution, the source action will always clone the HEAD at
the time it is started. For more information, see CodeCommit or S3 source revisions in

PARALLEL mode might not match EventBridge event .
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» For pipelines with an S3 source, the EventBridge event for the S3 bucket update is used. For
example, the event is generated when a file is updated in the source bucket, which starts the
pipeline for execution 1. At the moment that the event for a second bucket update is made, this
starts the pipeline for execution 2.

® Note

For pipelines in PARALLEL mode with an S3 source, regardless of the image tag that
triggered the execution, the source action will always start with the latest image tag. For
more information, see CodeCommit or S3 source revisions in PARALLEL mode might not
match EventBridge event .

« For pipelines with a connections source, such as to Bitbucket, the HEAD is cloned by CodePipeline
at the moment that the commit is pushed. For example, for a pipeline in PARALLEL mode, a
commit is pushed, which starts the pipeline for execution 1, and the second pipeline execution
uses the second commit.

How source overrides work with the EventBridge input transformer

You can use overrides to start a pipeline with a specific source revision ID that you provide for the
pipeline execution. For example, if you want to start a pipeline that will process a specific commit
ID from your CodeCommit source, you can add the commit ID as an override when you start your
pipeline.

There are four types of source revision for revisionType:

COMMIT_ID

IMAGE_DIGEST

S3_OBJECT_VERSION_ID

S3_OBJECT_KEY

(® Note

For the COMMIT_ID and IMAGE_DIGEST types of source revisions, the source revision ID
applies to all content in the repository, across all branches.
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® Note

For the S3_OBJECT_VERSION_ID and S3_OBJECT_KEY types of source revisions, either of
the types can be used independently, or they can be used together to override the source
with a specific ObjectKey and VersionID. For S3_0BJECT_KEY, the configuration parameter
AllowOverrideForS30bjectKey needs to be set to true. For more information on S3
source configuration parameters, see Configuration parameters .

You can specify source overrides using the input transformer in EventBridge. Use the input
transformer to pass the data as one of the following:
» You can use the input transformer to pass the data as JSON parameters.

« You can use the input transformer to pass pipeline variables.

For examples of passing the data as JSON parameters, see Amazon ECR source actions and
EventBridge resources, Connecting to Amazon S3 source actions that use EventBridge and AWS
CloudTrail for S3, and CodeCommit source actions and EventBridge for CodeCommit.

How pipeline executions are stopped

To use the console to stop a pipeline execution, you can choose Stop execution on the pipeline
visualization page, on the execution history page, or on the detailed history page. To use the
CLI to stop a pipeline execution, you use the stop-pipeline-execution command. For more
information, see Stop a pipeline execution in CodePipeline.

There are two ways to stop a pipeline execution:

« Stop and wait: All in-progress action executions are allowed to complete, and subsequent
actions are not started. The pipeline execution does not continue to subsequent stages. You
cannot use this option on an execution that is already in a Stopping state.

« Stop and abandon: All in-progress action executions are abandoned and do not complete, and
subsequent actions are not started. The pipeline execution does not continue to subsequent
stages. You can use this option on an execution that is already in a Stopping state.
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® Note

This option can lead to failed tasks or out of sequence tasks.

Each option results in a different sequence of pipeline and action execution phases, as follows.
Option 1: Stop and wait

When you choose to stop and wait, the selected execution continues until in-progress actions are
completed. For example, the following pipeline execution was stopped while the build action was
in progress.

1. In the pipeline view, the success message banner is displayed, and the build action continues
until it is completed. The pipeline execution status is Stopping.

In the history view, the status for in-progress actions, such as the build action, is In progress
until the build action is completed. While actions are in progress, the pipeline execution status is
Stopping.

2. The execution stops when the stopping process is complete. If the build action is completed
successfully, its status is Succeeded, and the pipeline execution shows a status of Stopped.
Subsequent actions do not start. The Retry button is enabled.

In the history view, the execution status is Stopped after the in-progress action is completed.
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Option 2: Stop and abandon

When you choose to stop and abandon, the selected execution does not wait for in-progress
actions to complete. The actions are abandoned. For example, the following pipeline execution was
stopped and abandoned while the build action was in progress.

1. In the pipeline view, the success banner message is displayed, the build action shows a status of
In progress, and the pipeline execution shows a status of Stopping.

2. After the pipeline execution stops, the build action shows a status of Abandoned, and the
pipeline execution shows a status of Stopped. Subsequent actions do not start. The Retry
button is enabled.

3. In the history view, the execution status is Stopped.
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Use cases for stopping a pipeline execution

We recommend that you use the stop and wait option to stop a pipeline execution. This option is
safer because it avoids possible failed or out-of-sequence tasks in your pipeline. When an action
is abandoned in CodePipeline, the action provider continues any tasks related to the action. In the
case of an CloudFormation action, the deployment action in the pipeline is abandoned, but the
stack update might continue and result in a failed update.

As an example of abandoned actions that can result in out-of-sequence tasks, if you are deploying
a large file (1GB) through an S3 deployment action, and you choose to stop and abandon the
action while the deployment is already in progress, the action is abandoned in CodePipeline, but
continues in Amazon S3. Amazon S3 does not encounter any instruction to cancel the upload.
Next, if you start a new pipeline execution with a very small file, there are now two deployments
in progress. Because the file size of the new execution is small, the new deployment completes
while the old deployment is still uploading. When the old deployment completes, the new file is
overwritten by the old file.

You might want to use the stop and abandon option in the case where you have a custom action.
For example, you can abandon a custom action with work that does not need to finish before
starting a new execution for a bug fix.
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How executions are processed in SUPERSEDED mode

The default mode for processing executions is SUPERSEDED mode. An execution consists of a set
of changes picked up and processed by the execution. Pipelines can process multiple executions at
the same time. Each execution is run through the pipeline separately. The pipeline processes each
execution in order and might supersede an earlier execution with a later one. The following rules
are used to process executions in a pipeline for SUPERSEDED mode.

Rule 1: Stages are locked when an execution is being processed

Because each stage can process only one execution at a time, the stage is locked while in progress.
When the execution completes a stage, it transitions to the next stage in the pipeline.

Stage 1 Stage 1

Stage 2 Stage 2

Before: Stage 1 is locked as Execution 1 enters. After: Stage 2 is locked as Execution 1 enters.
Rule 2: Subsequent executions wait for the stage to be unlocked

While a stage is locked, waiting executions are held in front of the locked stage. All actions
configured for a stage must be completed successfully before the stage is considered complete.
A failure releases the lock on the stage. When an execution is stopped, the execution does not
continue in a stage and the stage is unlocked.

(@ Note

Before you stop an execution, we recommend that you disable the transition in front of the
stage. This way, when the stage is unlocked due to the stopped execution, the stage does
not accept a subsequent pipeline execution.
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Stage 1 Stage 1
Stage 2 Stage 2

Before: Stage 2 is locked as Execution 1 enters. After:
Execution 2 exits Stage 1 and waits between stages.

Rule 3: Waiting executions are superseded by more recent executions

Executions are only superseded in between stages. A locked stage holds one execution at the front
of the stage awaiting the stage to complete. A more recent execution overtakes a waiting execution
and continues to the next stage as soon as the stage is unlocked. The superseded execution does
not continue. In this example, Execution 2 has been superseded by Execution 3 while awaiting the
locked stage. Execution 3 enters the stage next.

Stage 1 Stage 1
Stage 2 Stage 2

Before: execution 2 waits between stages while execution 3 enters stage 1.
after: execution 3 exits stage 1. execution 2 is superseded by execution 3.

For more information about considerations for viewing and switching between execution modes,
see Set or change the pipeline execution mode. For more information about quotas with execution

modes, see Quotas in AWS CodePipeline.

How executions are processed in QUEUED mode

For pipelines in QUEUED mode, stages are locked when an execution is being processed; however,
waiting executions do not overtake executions that have already started.
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Waiting executions gather at the entry points to locked stages in the order that they reach the
stage, forming a queue of waiting executions. With QUEUED mode, you can have multiple queues
in the same pipeline. When a queued execution enters a stage, the stage is locked and no other
executions can enter. This behavior remains the same as SUPERSEDED mode. When the execution
finishes the stage, the stage becomes unlocked and ready for the next execution.

The following diagram shows how stages in a QUEUED mode pipeline process executions. For
example, while the Source stage processes execution 5, the executions for 6 and 7 form Queue #1
and wait at the stage entry point. The next execution in the queue will be processed after the stage

unlocks.
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For more information about considerations for viewing and switching between execution modes,
see Set or change the pipeline execution mode. For more information about quotas with execution
modes, see Quotas in AWS CodePipeline.

How executions are processed in PARALLEL mode

For pipelines in PARALLEL mode, executions are independent of one another and don't wait for
other executions to complete before starting. There are no queues. To view parallel executions in
the pipeline, use the execution history view.

Use PARALLEL mode in development environments where each feature has its own feature branch
and deploys to targets that are not shared by other users.

For more information about considerations for viewing and switching between execution modes,
see Set or change the pipeline execution mode. For more information about quotas with execution
modes, see Quotas in AWS CodePipeline.

Managing Pipeline Flow

The flow of pipeline executions can be controlled by:

« A transition, which controls the flow of executions into the stage. Transitions can be enabled
or disabled. When a transition is disabled, pipeline executions cannot enter the stage. The
pipeline execution waiting to enter a stage where the transition is disabled is called the inbound
execution. After you enable the transition, an inbound execution moves into the stage and locks
it.

Similar to executions awaiting a locked stage, when a transition is disabled, the execution waiting
to enter the stage can still be superseded by a new execution. When a disabled transition is re-
enabled, the latest execution, including any that superseded older executions while the transition
was disabled, enters the stage.

« An approval action, which prevents a pipeline from transitioning to the next action until
permission is granted (for example, through manual approval from an authorized identity). You
might use an approval action when you want to control the time at which a pipeline transitions
to a final Production stage, for example.

How executions are processed in PARALLEL mode API Version 2015-07-09 23



AWS CodePipeline User Guide

® Note

A stage with an approval action is locked until the approval action is approved or rejected
or has timed out. A timed-out approval action is processed in the same way as a failed
action.

A failure, when an action in a stage does not complete successfully. The revision does not
transition to the next action in the stage or the next stage in the pipeline. The following can
occur:

« You manually retry the stage that contains the failed actions. This resumes the execution (it
retries failed actions and, if they succeed, continues in the stage/pipeline).

« Another execution enters the failed stage and supersedes the failed execution. At this point,
the failed execution cannot be retried.

Recommended pipeline structure

When deciding how a code change should flow through your pipeline, it is best to group related
actions within a stage so that, when the stage locks, the actions all process the same execution.
You might create a stage for each application environment, AWS Region, or Availability Zone,
and so on. A pipeline with too many stages (that is, too granular) can allow too many concurrent
changes, while a pipeline with many actions in a large stage (too coarse) can take too long to
release a change.

As an example, a test action after a deployment action in the same stage is guaranteed to test the
same change that was deployed. In this example, a change is deployed to a Test environment and
then tested, and then the latest change from the test environment is deployed to a Production
environment. In the recommended example, the Test environment and the Prod environment are
separate stages.
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Left: related test, deploy, and approval actions grouped together
(recommended). Right: related actions in separate stages (not recommended).

How Inbound Executions Work

An inbound execution is an execution that is waiting for an unavailable stage, transition, or action
to become available before it moves forward. The next stage, transition, or action might be
unavailable because:

« Another execution has already entered the next stage and locked it.

» The transition to enter the next stage is disabled.

You might disable a transition to hold an inbound execution if you want to control whether a
current execution has time to complete in subsequent stages, or if you want to stop all actions at
a certain point. To determine if you have an inbound execution, you can view the pipeline in the
console or view the output from the get-pipeline-state command.

Inbound executions operate with the following considerations:

» As soon as the action, transition, or locked stage becomes available, the in-progress inbound
execution enters the stage and continues through the pipeline.

« While the inbound execution is waiting, it can be manually stopped. An inbound execution can
have an InProgress, Stopped, or Failed state.

« When an inbound execution has been stopped or has failed, it cannot be retried because there
are no failed actions to retry. When an inbound execution has been stopped, and the transition is
enabled, the stopped inbound execution does not continue into the stage.

You can view or stop an inbound execution.

Input and output artifacts

CodePipeline integrates with development tools to check for code changes and then build and
deploy through all of the stages of the continuous delivery process. Artifacts are the files that are
worked on by actions in the pipeline, such as files or folders with application code, index page files,
scripts, and so on. For example, the Amazon S3 source action artifact is a file name (or file path)
where the application source code files are provided for the pipeline source action. The files are
provided as a ZIP file, such as the following example artifact name: SampleApp_Windows.zip.
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The output artifact for the source action, the application source code files, is the output artifact
from that action and is the input artifact for the next action, such as a build action. As another
example, a build action might run build commands that compile application source code for an
input artifact, which is the application source code files. See the action configuration reference
page for a specific action for details about artifact parameters, such as AWS CodeBuild build and

test action reference for the CodeBuild action.

Actions use input and output artifacts that are stored in the Amazon S3 artifact bucket you
chose when you created the pipeline. CodePipeline zips and transfers the files for input or output
artifacts as appropriate for the action type in the stage.

® Note

The artifact bucket is not the same bucket as the bucket used as the source file location for
a pipeline where the chosen source action is S3.

For example:

1. CodePipeline triggers your pipeline to run when there is a commit to the source repository,
providing the output artifact (any files to be built) from the Source stage.

2. The output artifact (any files to be built) from the previous step is ingested as an input artifact
to the Build stage. An output artifact (the built application) from the Build stage can be an
updated application or an updated Docker image built to a container.

3. The output artifact from the previous step (the built application) is ingested as an input artifact
to the Deploy stage, such as staging or production environments in the AWS Cloud. You can
deploy applications to a deployment fleet, or you can deploy container-based applications to
tasks running in ECS clusters.

When you create or edit an action, you designate the input and output artifact or artifacts for the
action. For example, for a two-stage pipeline with a Source and Deploy stage, in Edit Action, you
choose the artifact name of the source action for the input artifact for the deploy action.

« When you use the console to create your first pipeline, CodePipeline creates an Amazon S3
bucket in the same AWS account and AWS Region to store items for all pipelines. Every time you
use the console to create another pipeline in that Region, CodePipeline creates a folder for that
pipeline in the bucket. It uses that folder to store artifacts for your pipeline as the automated
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release process runs. This bucket is named codepipeline-region-12345EXAMPLE, where region
is the AWS Region in which you created the pipeline, and 12345EXAMPLE is a 12-digit random
number that ensures the bucket name is unique.

(@ Note

If you already have a bucket starting with codepipeline-region- in the Region where you
are creating the pipeline, CodePipeline uses that as the default bucket. It also follows
lexicographical order; for example, codepipeline-region-abcexample is chosen before
codepipeline-region-defexample.

CodePipeline truncates artifact names, which can cause some bucket names to appear similar.
Even though the artifact name appears to be truncated, CodePipeline maps to the artifact
bucket in a way that is not affected by artifacts with truncated names. The pipeline can function
normally. This is not an issue with the folder or artifacts. There is a 100-character limit to
pipeline names. Although the artifact folder name might appear to be shortened, it is still unique
for your pipeline.

When you create or edit a pipeline, you must have an artifact bucket in the pipeline AWS account
and AWS Region, and you must have one artifact bucket per Region where you plan to execute
an action. If you use the console to create a pipeline or cross-Region actions, default artifact
buckets are configured by CodePipeline in the Regions where you have actions.

If you use the AWS CLI to create a pipeline, you can store the artifacts for that pipeline in any
Amazon S3 bucket as long as that bucket is in the same AWS account and AWS Region as the
pipeline. You might do this if you are concerned about exceeding the limits of Amazon S3
buckets allowed for your account. If you use the AWS CLI to create or edit a pipeline, and you add
a cross-Region action (an action with an AWS provider in a Region different from your pipeline),
you must provide an artifact bucket for each additional Region where you plan to execute an
action.

« Every action has a type. Depending on the type, the action might have one or both of the
following:

« An input artifact, which is the artifact it consumes or works on over the course of the action
run.

« An output artifact, which is the output of the action.
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Every output artifact in the pipeline must have a unique name. Every input artifact for an
action must match the output artifact of an action earlier in the pipeline, whether that action is
immediately before the action in a stage or runs in a stage several stages earlier.

An artifact can be worked on by more than one action.

How do stage conditions work?

For each condition that specifies a rule, the rule is run. If the condition fails, the result is engaged.
The stage performs the specified result only when the condition fails. Optionally, as part of the
rule, you also specify which resources CodePipeline should use for certain cases. For example, the
CloudWatchAlarm rule will use a CloudWatch alarm resource to run checks for the condition.

A condition might match multiple rules, and each rule can specify one of three providers.

The high-level flow for creating conditions as as follows.

1. Choose the type of condition from the available condition types in CodePipeline. For example,
use an On Success condition type to set up a stage so that after the stage succeeds, a set of rules
can be used to run checks before proceeding.

2. Choose the rule. For example, the CloudWatchAlarm rule will check for alarms and uses EB to
check for a preconfigured alarm threshold. If the check is successful, and the alarm is below the
threshold, the stage can proceed.

3. Configure the result, such as a rollback that would be used if the rule fails.

Conditions are used for specific types of expressions and each has specific options for results
available as follows:

« Entry - The conditions for making checks that, if met, allow entry to a stage. Rules are engaged
with the following result options: Fail or Skip

« On Failure - The conditions for making checks for the stage when it fails. Rules are engaged with
the following result option: Rollback

« On Success - The conditions for making checks for the stage when it succeeds. Rules are
engaged with the following result options: Rollback or Fail

How do stage conditions work? API Version 2015-07-09 29



AWS CodePipeline User Guide

The following diagram shows an example flow for the Entry condition type in CodePipeline.
Conditions answer the question, What should happen if the condition is not met, meaning any
rule fails? In the following flow, an Entry condition is configured with a Lambdalnvoke rule and a
CloudwWatchAlazrm rule. If the rule fails, then the configured result, such as Fail, is engaged.

Stage configured for entry condition

Condition: Override A
Entry R

| |

CWE +——

Results: Rule { .. } | ® :— !
Block or r=—=-=-1
Enter RuleZ { ...} |

| Lambda

[ I |

s Rule2 status: Failed (Error), Result: Block

\/ Rule2 status: Succeeded, Result: Enter

G Rulel status: Failed (Alarm), Result: Block

\/ Rule2 status: Succeeded, Result: Enter

J ‘ Override results in Stage status: Enter

The following diagram shows an example flow for the On Failure condition type in CodePipeline.
Conditions answer the question, What should happen if the condition is met, meaning the rules
all succeed their checks? In the following flow, an On Failure condition is configured with a

Lambdalnvoke rule and a CloudWatchAlazrm rule. If the rule succeeds, then the configured result,
such as Fail, is engaged.
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Stage configured for On Failure condition

Condition: Override A
OnFailure T
| |
Result: Rulet { .. } | ® :_ - ! |
Rollback r ::::"
Rule2 {...} | ' .
| Lambda |
[ I

Q Rule2 status: Failed (Error), Result: Rollback

\/ Rule2 status: Succeeded, Result: Fail stage

@ Rulel status: Failed (Alarm), Result: Rollback

\/ Rule2 status: Succeeded, Result: Fail stage

l ; Override results in Stage status: Failed

The following diagram shows an example flow for the On Success condition type in CodePipeline.
Conditions answer the question, What should happen if the condition is met, meaning the rules
all succeed their checks? In the following flow, an On Success condition is configured with a

LambdaInvoke rule and a CloudWatchAlazrm rule. If the rule succeeds, then the configured
result, such as Fail, is engaged.
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Stage configured for On Success condition

Condition: Override A
Entry T

| |
Results: Rulet { .. } | O :_ - I |
Rollback r ::::"
or Fail Rule2 {...} | !

| Lambda |

[ I

Q Rule2 status: Failed (Error), Result: Rollback or Fai

\/ Rule2 status: Succeeded, Result: Proceed

@ Rulel status: Failed (Alarm), Result: Rollback or F%il

\/ Rule2 status: Succeeded, Result: Proceed

|

; Override results in Stage status: Proceed

Rules for stage conditions

When you configure stage conditions, you select from pre-defined rules and specify the results

for the rule. A condition state will be Failed if any of the rules in the condition are failed and
Succeeded if all the rules succeed. How criteria are met for conditions for On Failure and On

Success depends on the type of rule.

The following are managed rules that you can add to stage conditions.

« Conditions can use the Commands rule to specify commands to meet the rule criteria for

conditions. For more information about this rule, see Commands.

« Conditions can use the AWS DeploymentWindow rule to specify approved deployment times for
allowing a deployment. The criteria for the rule will be measured with a provided cron expression
for a deployment window. The rule succeeds when the date and time in the deployment window
meet the criteria in the cron expression for the rule. For more information about this rule, see

DeploymentWindow.

» Conditions can use the AWS Lambda rule to check for error states returned from configured
Lambda functions. The rule is met when the check receives the Lambda function result. An error

Rules for stage conditions
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from the Lambda function meets the criteria for On Failure conditions. For more information
about this rule, see Lambdalnvoke.

« Conditions can use the AWS CloudWatchAlarm rule to check for alarms configured from
CloudWatch events. The rule is met when the check returns an alarm state of OK, ALARM,
or INSUFF_DATA. For On Success conditions, OK and INSUFFICIENT_DATA meet the criteria.
ALARM meets the criteria for On Failure conditions. For more information about this rule, see
CloudWatchAlarm.

« Conditions can use the VariableCheck rule to create a condition where the output variable is
checked against a provided expression. The rule passes the check when the variable value meets
the rule criteria, such as the value being equal or greater than a specified output variable. For
more information about this rule, see VariableCheck.

Pipeline types

CodePipeline provides the following pipeline types, which differ in characteristics and price, so that
you can tailor your pipeline features and cost to the needs of your applications.

« V1 type pipelines have a JSON structure that contains standard pipeline, stage, and action-level
parameters.

« V2 type pipelines have the same structure as a V1 type, along with additional parameters for
release safety and trigger configuration.

For information about pricing for CodePipeline, see Pricing.

See the CodePipeline pipeline structure reference page for details about parameters in each

pipeline type. For information about which type of pipeline to choose, see What type of pipeline is
right for me?.

What type of pipeline is right for me?

The pipeline type is determined by the set of characteristics and features supported by each
pipeline version.

The following is a summary of the use cases and characteristics available for each type of pipeline.
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V1 type V2 type
Characteristics

Use cases « Standard deployments « Deployments with
configuration from passing
pipeline-level variables at
runtime

« Deployments where
pipelines are configured to
start on Git tags

Action-level variables Supported Supported
PARALLEL execution mode Not supported Supported
Pipeline-level variables Not supported Supported
QUEUED execution mode Not supported Supported
Rollback for pipeline stages Not supported Supported
Source revision overrides Not supported Supported
Stage conditions Not supported Supported
Triggers and filtering Git tags, = Not supported Supported
pull requests, branches, or file

paths

The Commands action Not supported Supported
Creating Entry conditions Not supported Supported

with Skip result

Configure a stage for Not supported Supported

automatic retry on failure

For information about pricing for CodePipeline, see Pricing.
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You can create and run a Python script to help you analyze the potential cost of moving a V1 type
pipeline to a V2 type pipeline.

(® Note

The sample script below is intended for demonstration and evaluation purposes only.

It is not a quote tool and does not guarantee the cost for your actual use of a V2 type
pipeline, and it does not include any taxes that might apply. For information about pricing
for CodePipeline, see Pricing.

To create and run a script to help you evaluate the cost of moving a V1 type pipeline to a V2
type pipeline

1. Download and install python.

2. Open a terminal window. Run the following command to create a new python script named
PipelineCostAnalyzer.py.

vi PipelineCostAnalyzer.py

3. Copy and paste the following code into the PipelineCostAnalyzer.py script.

import boto3

import sys

import math

from datetime import datetime, timedelta, timezone

if len(sys.argv) < 3:
raise Exception("Please provide region name and pipeline name as arguments.
Example usage: python PipelineCostAnalyzer.py us-east-1 MyPipeline")
session = boto3.Session(profile_name='default', region_name=sys.argv[1l])
pipeline = sys.argv[2]
codepipeline = session.client('codepipeline')

def analyze_cost_in_v2(pipeline_name):
if codepipeline.get_pipeline(name=pipeline)['pipeline']['pipelineType'] ==
'V2':
raise Exception("Provided pipeline is already of type V2.")
total_action_executions = 0
total_blling_action_executions = 0
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total_action_execution_minutes = 0
cost = 0.0

hasNextToken = True

nextToken = ""

while hasNextToken:
if nextToken=="":
response =
codepipeline.list_action_executions(pipelineName=pipeline_name)
else:
response =
codepipeline.list_action_executions(pipelineName=pipeline_name,
nextToken=nextToken)
if 'nextToken' in response:
nextToken = response['nextToken']
else:
hasNextToken= False
for action_execution in response['actionExecutionDetails']:
start_time = action_execution['startTime']
end_time = action_execution['lastUpdateTime']
if (start_time < (datetime.now(timezone.utc) - timedelta(days=30))):
hasNextToken= False
continue
total_action_executions += 1
if (action_execution['status'] in ['Succeeded', 'Failed', 'Stopped']):
action_owner = action_execution['input']['actionTypeld']['owner"']
action_category = action_execution['input']['actionTypeld']
['category']
if (action_owner == 'Custom' or (action_owner == 'AWS' and
action_category == 'Approval')):
continue

total_blling_action_executions += 1

action_execution_minutes = (end_time -
start_time).total_seconds()/60

action_execution_cost = math.ceil(action_execution_minutes) * 0.002

total_action_execution_minutes += action_execution_minutes

cost = round(cost + action_execution_cost, 2)

print ("{:<40}".format('Activity in last 30 days:'))

print ("| {:<40} | {:<10}".format(' ',
' "))

print ("| {:<40} | {:<10}".format('Total action executions:',
total_action_executions))
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print ("| {:<40} | {:<10}".format('Total billing action executions:',
total_blling_action_executions))

print ("| {:<40} | {:<10}".format('Total billing action execution minutes:',
round(total_action_execution_minutes, 2)))

print ("| {:<40} | {:<10}".format('Cost of moving to V2 in $:', cost - 1))

analyze_cost_in_v2(pipeline)

4. From the terminal or command prompt, change directories to where you created the analyzer
script.

From that directory, run the following command, where region is the AWS Region where you
created the V1 pipelines you want to analyze. You can also optionally evaluate a specific
pipeline by providing its name:

python3 PipelineCostAnalyzer.py region --pipelineName

For example, run the following command to run the python script named
PipelineCostAnalyzer.py. In this example, the Region is us-west-2.

python3 PipelineCostAnalyzer.py us-west-2

(® Note

This script will analyze all V1 pipelines in the specified AWS Region unless you specify a
specific pipeline name.

5. In the following sample output from the script, we can see the list of action executions, the list
of action executions that were eligible for billing, the total runtime of these action executions,
and the estimated cost of these actions as performed in a V2 pipeline.

Activity in last 30 days:
I

I
| Total action executions: | 9
| Total billing action executions: | 9
| 5

I

| Total billing action execution minutes:
| Cost of moving to V2 in $:
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In this example, the negative value in the last row represents the estimated amount that might
be saved by moving to V2 type pipelines.

® Note

The script output and related examples that show costs and other information are
estimates only. They are intended for demonstration and evaluation purposes only and
do not guarantee any actual savings. For information about pricing for CodePipeline,

see Pricing.
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Getting started with CodePipeline

If you are new to CodePipeline, you can follow the tutorials in this guide after following the steps
in this chapter to get set up.

The CodePipeline console includes helpful information in a collapsible panel
that you can open from the information icon or any Info link on the page.

®
(
You can close this panel at any time.

The CodePipeline console also provides a way to quickly search for your resources, such as
repositories, build projects, deployment applications, and pipelines. Choose Go to resource or press
the / key, and then type the name of the resource. Any matches appear in the list. Searches are
case insensitive. You only see resources that you have permissions to view. For more information,
see Viewing resources in the console.

Before you can use AWS CodePipeline for the first time, you must create your AWS account and
create your first administrative user.

Topics

« Step 1: Create an AWS account and administrative user

Step 2: Apply a managed policy for administrative access to CodePipeline

Step 3: Install the AWS CLI

Step 4: Open the console for CodePipeline
Next steps

Step 1: Create an AWS account and administrative user

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.
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2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a
verification code on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and
entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create a user with administrative access

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM lIdentity Center, grant administrative access to a user.
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For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the user with administrative access

o Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Assign access to additional users

1. In 1AM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.

2. Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.

Step 2: Apply a managed policy for administrative access to
CodePipeline

You must grant permissions to interact with CodePipeline. The quickest way to do this is to apply
the AWSCodePipeline_FullAccess managed policy to the administrative user.

(@ Note

The AWSCodePipeline_FullAccess policy includes permissions that allow the console
user to pass an IAM role to CodePipeline or other AWS services. This allows the service to
assume the role and perform actions on your behalf. When you attach the policy to a user,
role, or group, the iam:PassRole permissions are applied. Make sure the policy is only
applied to trusted users. When users with these permissions use the console to create or
edit a pipeline, the following choices are available:
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» Create a CodePipeline service role or choose an existing one and pass the role to
CodePipeline

» Might choose to create a CloudWatch Events rule for change detection and pass the
CloudWatch Events service role to CloudWatch Events

For more information, see Granting a user permissions to pass a role to an AWS service.

® Note

The AWSCodePipeline_FullAccess policy provides access to all CodePipeline actions
and resources that the IAM user has access to, as well as all possible actions when creating
stages in a pipeline, such as creating stages that include CodeDeploy, Elastic Beanstalk, or
Amazon S3. As a best practice, you should grant individuals only the permissions they need
to perform their duties. For more information about how to restrict IAM users to a limited
set of CodePipeline actions and resources, see Remove permissions from the CodePipeline

service role.

To provide access, add permissions to your users, groups, or roles:

« Users and groups in AWS IAM Identity Center:

Create a permission set. Follow the instructions in Create a permission set in the AWS IAM
Identity Center User Guide.

« Users managed in IAM through an identity provider:

Create a role for identity federation. Follow the instructions in Create a role for a third-party
identity provider (federation) in the IAM User Guide.

e |AM users:

» Create a role that your user can assume. Follow the instructions in Create a role for an IAM user
in the JAM User Guide.

» (Not recommended) Attach a policy directly to a user or add a user to a user group. Follow the
instructions in Adding permissions to a user (console) in the JAM User Guide.
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Step 3: Install the AWS CLI

To call CodePipeline commands from the AWS CLI on a local development machine, you must
install the AWS CLI. This step is optional if you intend to get started using only the steps in this
guide for the CodePipeline console.

To install and configure the AWS CLI

1. Onyour local machine, download and install the AWS CLI. This will enable you to interact with
CodePipeline from the command line. For more information, see Getting Set Up with the AWS

Command Line Interface.

(® Note

CodePipeline works only with AWS CLI versions 1.7.38 and later. To determine

which version of the AWS CLI that you may have installed, run the command aws --
version. To upgrade an older version of the AWS CLI to the latest version, follow the
instructions in Uninstalling the AWS CLI, and then follow the instructions in Installing
the AWS Command Line Interface.

2. Configure the AWS CLI with the configure command, as follows:

aws configure

When prompted, specify the AWS access key and AWS secret access key of the IAM user that
you will use with CodePipeline. When prompted for the default region name, specify the
region where you will create the pipeline, such as us-east-2. When prompted for the default
output format, specify json. For example:

AWS Access Key ID [None]: Type your target AWS access key ID here, and then press
Enter

AWS Secret Access Key [None]: Type your target AWS secret access key here, and then
press Enter

Default region name [None]: Type us-east-2 here, and then press Enter

Default output format [None]: Type json here, and then press Enter
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® Note

For more information about IAM, access keys, and secret keys, see Managing Access
Keys for IAM Users and How Do | Get Credentials?.

For more information about the Regions and endpoints available for CodePipeline, see
AWS CodePipeline endpoints and quotas.

Step 4: Open the console for CodePipeline

« Sign in to the AWS Management Console and open the CodePipeline console at http://
console.aws.amazon.com/codesuite/codepipeline/home.

Next steps

You have completed the prerequisites. You can begin using CodePipeline. To start working with
CodePipeline, see the CodePipeline tutorials.
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Product and service integrations with CodePipeline

By default, AWS CodePipeline is integrated with a number of AWS services and partner products
and services. Use the information in the following sections to help you configure CodePipeline to
integrate with the products and services you use.

The following related resources can help you as you work with this service.

Topics

 Integrations with CodePipeline action types

» General integrations with CodePipeline

» Examples from the community

Integrations with CodePipeline action types

The integrations information in this topic is organized by CodePipeline action type.

Topics

» Source action integrations

 Build action integrations

» Test action integrations

» Deploy action integrations

« Approval action integration with Amazon Simple Notification Service

 Invoke action integrations

Source action integrations

The following information is organized by CodePipeline action type and can help you configure
CodePipeline to integrate with the following source action providers.

Topics

« Amazon ECR source actions

« Amazon S3 source actions
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« Connections to Bitbucket Cloud, GitHub (via GitHub App), GitHub Enterprise Server, GitLab.com,
and GitLab self-managed

¢ CodeCommit source actions

o GitHub (via OAuth app) source actions

Amazon ECR source actions

Amazon ECR is an AWS Docker image repository service. You use Docker push and pull commands
to upload Docker images to your repository. An Amazon ECR repository URI and image are used in
Amazon ECS task definitions to reference source image information.

Learn more:

» To view configuration parameters and an example JSON/YAML snippet, see Amazon ECR source
action reference

» Create a pipeline, stages, and actions

« Tutorial: Create a pipeline with an Amazon ECR source and ECS-to-CodeDeploy deployment

Amazon S3 source actions

Amazon S3 is storage for the internet. You can use Amazon S3 to store and retrieve any amount of
data at any time, from anywhere on the web. You can configure CodePipeline to use a versioned
Amazon S3 bucket as the source action for your code.

® Note

Amazon S3 can also be included in a pipeline as a deploy action.

Learn more:

» To view configuration parameters and an example JSON/YAML snippet, see Amazon S3 source
action reference

» Step 1: Create an S3 source bucket for your application

« Create a pipeline (CLI)

» CodePipeline uses Amazon EventBridge (previously Amazon CloudWatch Events) to detect
changes in your Amazon S3 source bucket. See General integrations with CodePipeline.
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Connections to Bitbucket Cloud, GitHub (via GitHub App), GitHub Enterprise
Server, GitLab.com, and GitLab self-managed

Connections (CodeStarSourceConnection actions) are used to access your third-party Bitbucket
Cloud, GitHub, GitHub Enterprise Server, GitLab.com, or GitLab self-managed repository.

(@ Note

This feature is not available in the Asia Pacific (Hong Kong), Asia Pacific (Hyderabad), Asia
Pacific (Jakarta), Asia Pacific (Melbourne), Asia Pacific (Osaka), Africa (Cape Town), Middle
East (Bahrain), Middle East (UAE), Europe (Spain), Europe (Zurich), Israel (Tel Aviv), or AWS
GovCloud (US-West) Regions. To reference other available actions, see Product and service
integrations with CodePipeline. For considerations with this action in the Europe (Milan)

Region, see the note in CodeStarSourceConnection for Bitbucket Cloud, GitHub, GitHub
Enterprise Server, GitLab.com, and GitLab self-managed actions.

Bitbucket Cloud

You can configure CodePipeline to use a Bitbucket Cloud repository as the
source for your code. You must have previously created a Bitbucket account
and at least one Bitbucket Cloud repository. You can add a source action for
your Bitbucket Cloud repository by either creating a pipeline or editing an
existing one.

(@ Note

You can create connections to a Bitbucket Cloud repository. Installed
Bitbucket provider types, such as Bitbucket Server, are not supported

You can set up resources called connections to allow your pipelines to access
third-party code repositories. When you create a connection, you install the
connector app with your third-party code repository, and then associate it
with your connection.

Source action integrations
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GitHub
or GitHub
Enterprise
Cloud

For Bitbucket Cloud, use the Bitbucket option in the console or the
CodestarSourceConnection action in the CLI. See Bitbucket Cloud

connections.

You can use the Full clone option for this action to reference the repositor
y Git metadata so that downstream actions can perform Git commands
directly. This option can only be used by CodeBuild downstream actions.

Learn more:

« To view configuration parameters and an example JSON/YAML snippet,
see CodeStarSourceConnection for Bitbucket Cloud, GitHub, GitHub
Enterprise Server, GitLab.com, and GitLab self-managed actions.

« To view a Getting Started tutorial that creates a pipeline with a Bitbucket
Cloud source, see Getting started with connections.

You can configure CodePipeline to use a GitHub repository as the source
for your code. You must have previously created a GitHub account and at
least one GitHub repository. You can add a source action for your GitHub
repository by either creating a pipeline or editing an existing one.

You can set up resources called connections to allow your pipelines to access
third-party code repositories. When you create a connection, you install the
connector app with your third-party code repository, and then associate it
with your connection.

Use the GitHub (via GitHub App) provider option in the console or the
CodestarSourceConnection action in the CLI. See GitHub connectio

ns.

You can use the Full clone option for this action to reference the repositor
y Git metadata so that downstream actions can perform Git commands
directly. This option can only be used by CodeBuild downstream actions.

Learn more:

Source action integrations
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» To view configuration parameters and an example JSON/YAML snippet,
see CodeStarSourceConnection for Bitbucket Cloud, GitHub, GitHub
Enterprise Server, GitLab.com, and GitLab self-managed actions

 For a tutorial that shows you how to connect to a GitHub repository
and use the Full clone option, see Tutorial: Use full clone with a GitHub
pipeline source.

« The current GitHub (via GitHub App) action is the version 2 source action
for GitHub. The GitHub (via OAuth app) action is the version 1 GitHub
action managed with OAuth token authentication. While we don't
recommend using the GitHub (via OAuth app) action, existing pipelines
with the GitHub (via OAuth app) action will continue to work without
any impact. You can now use a CodeStarSourceConnection for Bitbucket
Cloud, GitHub, GitHub Enterprise Server, GitLab.com, and GitLab self-
managed actions source action in your pipeline that manages your GitHub
source action with GitHub apps. If you have a pipeline that uses the
GitHub (via OAuth app) action, see the steps to update it to use a GitHub
(via GitHub App) action in Update a GitHub (via OAuth app) source action
to a GitHub (via GitHub App) source action.

GitHub You can configure CodePipeline to use a GitHub Enterprise Server repositor
Enterprise y as the source for your code. You must have previously created a GitHub
Server account and at least one GitHub repository. You can add a source action for

your GitHub Enterprise Server repository by either creating a pipeline or
editing an existing one.

You can set up resources called connections to allow your pipelines to access
third-party code repositories. When you create a connection, you install the
connector app with your third-party code repository, and then associate it
with your connection.

Use the GitHub Enterprise Server provider option in the console or the
CodestarSourceConnection actionin the CLI. See GitHub Enterprise
Server connections.
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GitLab.com

GitLab self-
managed

You can use the Full clone option for this action to reference the repositor
y Git metadata so that downstream actions can perform Git commands
directly. This option can only be used by CodeBuild downstream actions.

Learn more:

« To view configuration parameters and an example JSON/YAML snippet,
see CodeStarSourceConnection for Bitbucket Cloud, GitHub, GitHub
Enterprise Server, GitLab.com, and GitLab self-managed actions

 For a tutorial that shows you how to connect to a GitHub repository
and use the Full clone option, see Tutorial: Use full clone with a GitHub
pipeline source.

You can configure CodePipeline to use a GitLab.com repository as the source
for your code. You must have previously created a GitLab.com account and
at least one GitLab.com repository. You can add a source action for your
GitLab.com repository by either creating a pipeline or editing an existing
one.

Use the GitLab provider option in the console or the CodestarS
ourceConnection action with the GitLab provider in the CLI. See
GitLab.com connections.

Learn more:

« To view configuration parameters and an example JSON/YAML snippet,
see CodeStarSourceConnection for Bitbucket Cloud, GitHub, GitHub
Enterprise Server, GitLab.com, and GitLab self-managed actions

You can configure CodePipeline to use a GitLab self-managed installation as
the source for your code. You must have previously created a GitLab account
and have a subscription for self-managed GitLab (Enterprise Edition or
Community Edition). You can add a source action for your GitLab self-mana
ged repository by either creating a pipeline or editing an existing one.

Source action integrations
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You can set up resources called connections to allow your pipelines to access
third-party code repositories. When you create a connection, you install the
connector app with your third-party code repository, and then associate it
with your connection.

Use the GitLab self-managed provider option in the console or the
CodestarSourceConnection action in the CLI. See Connections for
GitLab self-managed.

You can use the Full clone option for this action to reference the repositor
y Git metadata so that downstream actions can perform Git commands
directly. This option can only be used by CodeBuild downstream actions.

Learn more:

« To view configuration parameters and an example JSON/YAML snippet,
see CodeStarSourceConnection for Bitbucket Cloud, GitHub, GitHub
Enterprise Server, GitLab.com, and GitLab self-managed actions

« For the steps to create a connection with this provider type, see Connectio
ns for GitLab self-managed.

CodeCommit source actions

CodeCommit is a version control service that you can use to privately store and manage assets

(such as documents, source code, and binary files) in the cloud. You can configure CodePipeline
to use a branch in a CodeCommit repository as the source for your code. Create the repository

and associate it with a working directory on your local machine. Then you can create a pipeline
that uses the branch as part of a source action in a stage. You can connect to the CodeCommit

repository by either creating a pipeline or editing an existing one.

You can use the Full clone option for this action to reference the repository Git metadata so
that downstream actions can perform Git commands directly. This option can only be used by
CodeBuild downstream actions.

Learn more:

» To view configuration parameters and an example JSON/YAML snippet, see CodeCommit source
action reference.
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» Tutorial: Create a simple pipeline (CodeCommit repository)

» CodePipeline uses Amazon CloudWatch Events to detect changes in CodeCommit repositories
used as a source for a pipeline. Each source action has a corresponding event rule. This event
rule starts your pipeline when a change occurs in the repository. See General integrations with

CodePipeline.

GitHub (via OAuth app) source actions

The GitHub (via OAuth app) action is the version 1 GitHub action managed with OAuth Apps. In
available Regions, you can also use a CodeStarSourceConnection for Bitbucket Cloud, GitHub,

GitHub Enterprise Server, GitLab.com, and GitLab self-managed actions source action in your
pipeline that manages your GitHub source action with GitHub Apps. If you have a pipeline that
uses the GitHub (via OAuth app) action, see the steps to update it to use a GitHub (via GitHub
app) action in Update a GitHub (via OAuth app) source action to a GitHub (via GitHub App) source

action.

(® Note

While we don’t recommend using the GitHub (via OAuth app) action, existing pipelines with
the GitHub (via OAuth app) action will continue to work without any impact.

Learn more:

« For more information about OAuth-based GitHub (via OAuth app) access in contrast to app-
based GitHub access, see https://docs.github.com/en/developers/apps/differences-between-

github-apps-and-oauth-apps.

« To view an appendix that contains the GitHub (via OAuth app) action details, see Appendix A:
GitHub (via OAuth app) source actions.

Build action integrations

The following information is organized by CodePipeline action type and can help you configure
CodePipeline to integrate with the following build action providers.

Topics

o CodeBuild build actions
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« CloudBees build actions

« Amazon ECR build and publish actions

« Jenkins build actions

« TeamCity build actions

CodeBuild build actions

CodeBuild is a fully managed build service that compiles your source code, runs unit tests, and
produces artifacts that are ready to deploy.

You can add CodeBuild as a build action to the build stage of a pipeline. For more information,
see the CodePipeline Action Configuration Reference for AWS CodeBuild build and test action

reference.

(® Note

CodeBuild can also be included in a pipeline as a test action, with or without a build output.

Learn more:

» To view configuration parameters and an example JSON/YAML snippet, see AWS CodeBuild build

and test action reference.

+ What Is CodeBuild?

o CodeBuild - Fully Managed Build Service

CloudBees build actions

You can configure CodePipeline to use CloudBees to build or test your code in one or more actions
in a pipeline.

Learn more:

e re:INVENT 2017: Cloud First with AWS
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Amazon ECR build and publish actions

Amazon ECR is an AWS Docker image repository service. You use Docker push and pull commands
to upload Docker images to your repository.

You can add the ECRBuildAndPublish action to your pipeline to automate building and
pushing an image. For more information, see the CodePipeline Action configuration reference for
ECRBuildAndPublish build action reference.

Jenkins build actions

You can configure CodePipeline to use Jenkins Cl to build or test your code in one or more actions
in a pipeline. You must have previously created a Jenkins project and installed and configured the
CodePipeline Plugin for Jenkins for that project. You can connect to the Jenkins project by either
creating a new pipeline or editing an existing one.

Access for Jenkins is configured on a per-project basis. You must install the CodePipeline Plugin
for Jenkins on every Jenkins instance you want to use with CodePipeline. You must also configure
CodePipeline access to the Jenkins project. Secure your Jenkins project by configuring it to accept
HTTPS/SSL connections only. If your Jenkins project is installed on an Amazon EC2 instance,
consider providing your AWS credentials by installing the AWS CLI on each instance. Then configure
an AWS profile on those instances with the credentials you want to use for connections. This is an
alternative to adding and storing them through the Jenkins web interface.

Learn more:

» Accessing Jenkins

» Tutorial: Create a four-stage pipeline

TeamC ity build actions

You can configure CodePipeline to use TeamCity to build and test your code in one or more actions
in a pipeline.

Learn more:

» TeamCity Plugin for CodePipeline

Build action integrations API Version 2015-07-09 54


https://docs.aws.amazon.com/AmazonECR/latest/userguide/
https://jenkins-ci.org/
https://wiki.jenkins.io/display/JENKINS/Starting+and+Accessing+Jenkins
https://www.jetbrains.com/teamcity/
https://plugins.jetbrains.com/plugin/9213-aws-codepipeline

AWS CodePipeline User Guide

Test action integrations

The following information is organized by CodePipeline action type and can help you configure
CodePipeline to integrate with the following test action providers.

Topics

CodeBuild test actions

AWS Device Farm test actions

Ghost Inspector test actions

OpenText LoadRunner Cloud test actions

Reflect test automation

CodeBuild test actions

CodeBuild is a fully managed build service in the cloud. CodeBuild compiles your source code, runs
unit tests, and produces artifacts that are ready to deploy.

You can add CodeBuild to a pipeline as a test action. For more information, see the CodePipeline
Action Configuration Reference for AWS CodeBuild build and test action reference.

(® Note

CodeBuild can also be included in a pipeline as a build action, with a mandatory build
output artifact.

Learn more:

» To view configuration parameters and an example JSON/YAML snippet, see AWS CodeBuild build
and test action reference.

+ What Is CodeBuild?

AWS Device Farm test actions

AWS Device Farm is an app testing service that you can use to test and interact with your Android,

iOS, and web applications on real, physical phones and tablets. You can configure CodePipeline
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to use AWS Device Farm to test your code in one or more actions in a pipeline. AWS Device Farm
allows you to upload your own tests or use built-in, script-free compatibility tests. Because testing
is performed in parallel, tests on multiple devices begin in minutes. A test report that contains
high-level results, low-level logs, pixel-to-pixel screenshots, and performance data is updated as
tests are completed. AWS Device Farm supports testing of native and hybrid Android, iOS, and Fire
OS apps, including those created with PhoneGap, Titanium, Xamarin, Unity, and other frameworks.
It supports remote access of Android apps, which allows you to interact directly with test devices.

Learn more:

» To view configuration parameters and an example JSON/YAML snippet, see AWS Device Farm

test action reference.
+ What Is AWS Device Farm?

» Using AWS Device Farm in a CodePipeline Test Stage

Ghost Inspector test actions

You can configure CodePipeline to use Ghost Inspector to test your code in one or more actions in a
pipeline.

Learn more:

» Ghost Inspector documentation for service integration with CodePipeline

OpenText LoadRunner Cloud test actions

You can configure CodePipeline to use OpenText LoadRunner Cloud in one or more actions in a
pipeline.

Learn more:

» LoadRunner Cloud documentation for integrating with CodePipeline

Reflect test automation

Reflect is the Al-powered test automation solution that empowers you to simplify testing and
overcome the challenges of manual processes. With no-code test automation, Reflect streamlines
test creation, execution, and maintenance, enabling you to create robust, repeatable tests without

Test action integrations API Version 2015-07-09 56


https://docs.aws.amazon.com/devicefarm/latest/developerguide/
https://docs.aws.amazon.com/devicefarm/latest/developerguide/codepipeline.html
https://ghostinspector.com/
https://ghostinspector.com/docs/integration/aws-codepipeline/
https://www.opentext.com/products/loadrunner-cloud
https://admhelp.microfocus.com/lrc/en/24.1/Content/Storm/LoadTestWithAWSPipeline.htm
https://reflect.run/docs/integrations/continuous-integration/#aws-codepipeline

AWS CodePipeline User Guide

requiring any technical knowledge. By eliminating complexity and ensuring minimal disruption to
your workflows, it helps you accelerate testing and confidently deliver high-quality applications
every time.

Learn more:

« AWS CodePipeline test integration with Reflect

Deploy action integrations

The following information is organized by CodePipeline action type and can help you configure
CodePipeline to integrate with the following deploy action providers.

Topics

« Amazon EC2 deploy actions

« Amazon Elastic Kubernetes Service EKS deploy actions

« Amazon S3 deploy actions

« AWS AppConfig deploy actions

o CloudFormation deploy actions

o CloudFormation StackSets deploy actions

« Amazon ECS deploy actions

« Elastic Beanstalk deploy actions

» OpsWorks deploy actions

» Service Catalog deploy actions

« Amazon Alexa deploy actions

o CodeDeploy deploy actions

» Xebialabs deploy actions

Amazon EC2 deploy actions

Amazon EC2 allows you to create and manage compute in the cloud. You can add an action to a
pipeline that uses Amazon EC2 as a deployment provider that deploys your application to your
instances.
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Learn more:

» See the action reference page at Amazon EC2 action reference.

« For a tutorial, see Tutorial: Deploy to Amazon EC2 instances with CodePipeline.

Amazon Elastic Kubernetes Service EKS deploy actions

Amazon EKS allows you to create and manage kubernetes clusters. You can add an action to a
pipeline that uses Amazon EKS as a deployment provider that deploys your image to your cluster.
You can use helm templates or kubernetes manifest files.

Learn more:

« See the action reference page at Amazon Elastic Kubernetes Service EKS deploy action reference.

« For a tutorial, see Tutorial: Deploy to Amazon EKS with CodePipeline.

Amazon S3 deploy actions

Amazon S3 is storage for the internet. You can use Amazon S3 to store and retrieve any amount of
data at any time, from anywhere on the web. You can add an action to a pipeline that uses Amazon
S3 as a deployment provider.

(® Note

Amazon S3 can also be included in a pipeline as a source action.

Learn more:

» Create a pipeline, stages, and actions

« Tutorial: Create a pipeline that uses Amazon S3 as a deployment provider

AWS AppConfig deploy actions

AWS AppConfig is a capability of AWS Systems Manager to create, manage, and quickly deploy
application configurations. You can use AppConfig with applications hosted on EC2 instances, AWS
Lambda, containers, mobile applications, or IoT devices.
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Learn more:

» CodePipeline Action Configuration Reference for AWS AppConfig deploy action reference

« Tutorial: Create a pipeline that uses AWS AppConfig as a deployment provider

CloudFormation deploy actions

CloudFormation gives developers and systems administrators an easy way to create and manage a

collection of related AWS resources, using templates to provision and update those resources. You
can use the service's sample templates or create your own. Templates describe the AWS resources
and any dependencies or runtime parameters required to run your application.

The AWS Serverless Application Model (AWS SAM) extends CloudFormation to provide a simplified
way to define and deploy serverless applications. AWS SAM supports Amazon API Gateway

APIs, AWS Lambda functions, and Amazon DynamoDB tables. You can use CodePipeline with
CloudFormation and the AWS SAM to continuously deliver your serverless applications.

You can add an action to a pipeline that uses AWS CloudFormation as a deployment provider.
When you use AWS CloudFormation as a deployment provider, you can take action on
CloudFormation stacks and change sets as part of a pipeline execution. CloudFormation can
create, update, replace, and delete stacks and change sets when a pipeline runs. As a result, AWS
and custom resources can be created, provisioned, updated, or terminated during a pipeline
execution according to the specifications you provide in CloudFormation templates and parameter
definitions.

Learn more:

» CodePipeline Action Configuration Reference for CloudFormation deploy action reference

» Continuous Delivery with CodePipeline — Learn how to use CodePipeline to build a continuous

delivery workflow for CloudFormation.

« Automating Deployment of Lambda-based Applications — Learn how to use the AWS Serverless

Application Model and CloudFormation to build a continuous delivery workflow for your
Lambda-based application.

CloudFormation StackSets deploy actions

CloudFormation gives you a way to deploy resources across multiple accounts and AWS Regions.
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You can use CodePipeline with CloudFormation to update your stack set definition and deploy
updates to your instances.

You can add the following actions to a pipeline to use AWS CloudFormation StackSets as a
deployment provider.

+ CloudFormationStackSet

+ CloudFormationStacklnstances

Learn more:

» CodePipeline Action Configuration Reference for CloudFormation StackSets deploy action
reference

o Tutorial: Create a pipeline with AWS CloudFormation StackSets deployment actions

Amazon ECS deploy actions

Amazon ECS is a highly scalable, high performance container management service that allows
you to run container-based applications in the AWS Cloud. When you create a pipeline, you can
select Amazon ECS as a deployment provider. A change to code in your source control repository
triggers your pipeline to build a new Docker image, push it to your container registry, and then
deploy the updated image to Amazon ECS. You can also use the ECS (Blue/Green) provider action
in CodePipeline to route and deploy traffic to Amazon ECS with CodeDeploy.

Learn more:

What Is Amazon ECS?

Tutorial: Continuous Deployment with CodePipeline

Create a pipeline, stages, and actions

Tutorial: Create a pipeline with an Amazon ECR source and ECS-to-CodeDeploy deployment

Elastic Beanstalk deploy actions

Elastic Beanstalk is a service for deploying and scaling web applications and services developed
with Java, .NET, PHP, Node.js, Python, Ruby, Go, and Docker on familiar servers such as Apache,
Nginx, Passenger, and IIS. You can configure CodePipeline to use Elastic Beanstalk to deploy your
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code. You can create the Elastic Beanstalk application and environment to use in a deploy action in
a stage either before you create the pipeline or when you use the Create Pipeline wizard.

(@ Note

This feature is not available in the Asia Pacific (Hyderabad), Asia Pacific (Melbourne), Middle
East (UAE), Europe (Spain), or Europe (Zurich) Regions. To reference other available actions,
see Product and service integrations with CodePipeline.

Learn more:

» Getting started using Elastic Beanstalk

» Create a pipeline, stages, and actions

OpsWorks deploy actions

OpsWorks is a configuration management service that helps you configure and operate
applications of all shapes and sizes using Chef. Using AWS OpsWorks Stacks, you can define the
application’s architecture and the specification of each component including package installation,
software configuration and resources such as storage. You can configure CodePipeline to use AWS
OpsWorks Stacks to deploy your code in conjunction with custom Chef cookbooks and applications
in OpsWorks.

o Custom Chef Cookbooks — OpsWorks uses Chef Cookbooks to handle tasks such as installing
and configuring packages and deploying applications.

« Applications - An OpsWorks applications consists of code that you want to run on an application
server. The application code is stored in a repository, such as an Amazon S3 bucket.

Before you create the pipeline, you create the OpsWorks stack and layer. You can create the
OpsWorks application to use in a deploy action in a stage either before you create the pipeline or
when you use the Create Pipeline wizard.

CodePipeline support for OpsWorks is currently available in the US East (N. Virginia) Region (us-
east-1) only.

Learn more:
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» Using CodePipeline with AWS OpsWorks Stacks

» Cookbooks and Recipes

o AWS OpsWorks Apps

Service Catalog deploy actions

Service Catalog enables organizations to create and manage catalogs of products that are
approved for use on AWS.

You can configure CodePipeline to deploy updates and versions of your product templates to
Service Catalog. You can create the Service Catalog product to use in a deployment action and then
use the Create Pipeline wizard to create the pipeline.

Learn more:

» Tutorial: Create a pipeline that deploys to Service Catalog

» Create a pipeline, stages, and actions

Amazon Alexa deploy actions

Amazon Alexa Skills Kit lets you build and distribute cloud-based skills to users of Alexa-enabled
devices.

(@ Note

This feature is not available in the Asia Pacific (Hong Kong) or Europe (Milan) Region. To use
other deploy actions available in that Region, see Deploy action integrations.

You can add an action to a pipeline that uses Alexa Skills Kit as a deployment provider. Source
changes are detected by your pipeline, and then your pipeline deploys updates to your Alexa skill in
the Alexa service.

Learn more:

« Tutorial: Create a pipeline that deploys an Amazon Alexa skill

Deploy action integrations API Version 2015-07-09 62


https://docs.aws.amazon.com/opsworks/latest/userguide/other-services-cp.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workingcookbook.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workingapps.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/
https://developer.amazon.com/docs/custom-skills/use-the-alexa-skills-kit-samples.html

AWS CodePipeline User Guide

CodeDeploy deploy actions

CodeDeploy coordinates application deployments to Amazon EC2/on-premises instances, Amazon
Elastic Container Service compute platforms, and serverless AWS Lambda compute platforms. You
can configure CodePipeline to use CodeDeploy to deploy your code. You can create the CodeDeploy
application, deployment, and deployment group to use in a deploy action in a stage either before
you create the pipeline or when you use the Create Pipeline wizard.

Learn more:

« Step 3: Create an application in CodeDeploy

 Tutorial: Create a simple pipeline (CodeCommit repository)

XebialLabs deploy actions

You can configure CodePipeline to use XebialLabs to deploy your code in one or more actions in a
pipeline.

Learn more:

» Using XL Deploy with CodePipeline

Approval action integration with Amazon Simple Notification Service

Amazon SNS is a fast, flexible, fully managed push notification service that lets you send individual
messages or to fan out messages to large numbers of recipients. Amazon SNS makes it simple

and cost effective to send push notifications to mobile device users, email recipients or even send
messages to other distributed services.

When you create a manual approval request in CodePipeline, you can optionally publish to a topic
in Amazon SNS so that all IAM users subscribed to it are notified that the approval action is ready
to be reviewed.

Learn more:

+« What Is Amazon SNS?

« Grant Amazon SNS permissions to a CodePipeline service role
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Invoke action integrations

The following information is organized by CodePipeline action type and can help you configure
CodePipeline to integrate with the following invoke action providers.

Topics

« Amazon Inspector invoke actions

+« Lambda invoke actions

« Step Functions invoke actions

Amazon Inspector invoke actions

Amazon Inspector is a vulnerability management service that automatically discovers workloads

and continually scans them for software vulnerabilities and unintended network exposure. Amazon
Inspector supports multiple archive formats including tar and war, and Amazon Inspector supports
binaries including Rust and Go binaries.

You can configure the CodePipeline InspectorScan action to automate scanning your source
code or Amazon ECR image repository for vulnerabilities.

Learn more:

» CodePipeline action configuration reference for Amazon Inspector InspectorScan invoke
action reference

Lambda invoke actions

Lambda lets you run code without provisioning or managing servers. You can configure
CodePipeline to use Lambda functions to add flexibility and functionality to your pipelines. You can
create the Lambda function to add as an action in a stage either before you create the pipeline or
when you use the Create Pipeline wizard.

Learn more:

» CodePipeline Action configuration reference for AWS Lambda invoke action reference

« Invoke an AWS Lambda function in a pipeline in CodePipeline
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Step Functions invoke actions

Step Functions lets you create and configure state machines. You can configure CodePipeline to use

Step Functions invoke actions to trigger state machine executions.

Learn more:

« CodePipeline Action Configuration Reference for AWS Step Functions invoke action reference

» Tutorial: Use an AWS Step Functions invoke action in a pipeline

General integrations with CodePipeline

The following AWS service integrations are not based on CodePipeline action types.

Amazon CloudWatch

Amazon EventBridge

Amazon CloudWatch monitors your AWS resources.

Learn more:

+« What Is Amazon CloudWatch?

Amazon EventBridge is a web service that detects changes in your

AWS services based on rules that you define and invokes an action in
one or more specified AWS services when a change occurs.

« Start a pipeline execution automatically when something

changes — You can configure CodePipeline as a target in rules set
up in Amazon EventBridge. This sets up pipelines to start automatic
ally when another service changes.

Learn more:

« What Is Amazon EventBridge?

« Start a pipeline in CodePipeline.

o CodeCommit source actions and EventBridge

Receive notifications when a pipeline state changes — You can
set up EventBridge rules to detect and react to changes in execution
state for a pipeline, stage, or action.

Learn more:

General integrations with CodePipeline
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» Monitoring CodePipeline events

o Tutorial: Set up a CloudWatch Events rule to receive email

notifications for pipeline state changes

AWS Cloud9 AWS Cloud9 is an online IDE, which you access through your web
browser. The IDE offers a rich code editing experience with support for
several programming languages and runtime debuggers, as well as a
built-in terminal. In the background, an Amazon EC2 instance hosts an
AWS Cloud9 development environment. For more information, see the
AWS Cloud9 User Guide.

Learn more:

« Setting up AWS Cloud9

AWS CloudTrail CloudTrail captures AWS API calls and related events made by or on
behalf of an AWS account and delivers log files to an Amazon S3
bucket that you specify. You can configure CloudTrail to capture API
calls from the CodePipeline console, CodePipeline commands from
the AWS CLI, and from the CodePipeline API.

Learn more:

« Logging CodePipeline API calls with AWS CloudTrail

AWS CodeStar You can set up notifications to make users aware of important
Notifications changes, such as when a pipeline starts execution. For more informati
on, see Create a notification rule.
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AWS Key Managemen
t Service

AWS KMS is a managed service that makes it easy for you to create
and control the encryption keys used to encrypt your data. By default,
CodePipeline uses AWS KMS to encrypt artifacts for pipelines stored
in Amazon S3 buckets.

Learn more:

« To create a pipeline that uses a source bucket, artifact bucket, and
service role from one AWS account and CodeDeploy resources from
a different AWS account, you must create a customer-managed
KMS key, add the key to the pipeline, and set up account policies
and roles to enable cross-account access. For more information, see
Create a pipeline in CodePipeline that uses resources from another
AWS account.

» To create a pipeline from one AWS account that deploys an
CloudFormation stack to another AWS account, you must create a
customer-managed KMS key, add the key to the pipeline, and set
up account policies and roles to deploy the stack to another AWS
account. For more information, see How do | use CodePipeline to

deploy an AWS CloudFormation stack in a different account?

» To configure server-side encryption for your pipeline’s S3 artifact
bucket, you can use the default AWS managed KMS key or create
a customer-managed KMS key and set up the bucket policy to use
the encryption key. For more information, see Configure server-side

encryption for artifacts stored in Amazon S3 for CodePipeline.

For an AWS KMS key, you can use the key ID, the key ARN, or the alias
ARN.

(® Note

Aliases are recognized only in the account that created the
KMS key. For cross-account actions, you can only use the
key ID or key ARN to identify the key. Cross-account actions
involve using the role from the other account (AccountB), so

General integrations with CodePipeline
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specifying the key ID will use the key from the other account
(AccountB).

Examples from the community

The following sections provide links to blog posts, articles, and community-provided examples.

(® Note

These links are provided for informational purposes only, and should not be considered
either a comprehensive list or an endorsement of the content of the examples. AWS is not
responsible for the content or accuracy of external content.

Topics

« Integration examples: Blog posts

Integration examples: Blog posts

» Tracking the AWS CodePipeline build status from the third-party Git repository

Learn how to set up resources that will display your pipeline and build action status in your third-
party repository, making it easy for the developer to track status without switching context.

Published March 2021

o Complete CI/CD with AWS CodeCommit, AWS CodeBuild, AWS CodeDeploy, and AWS
CodePipeline

Learn how to set up a pipeline that uses the CodeCommit, CodePipeline, CodeBuild, and
CodeDeploy services to compile, build, and install a version-controlled Java application onto a
set of Amazon EC2 Linux instances.

Published September 2020
» Testing and creating CI/CD pipelines for AWS Step Functions
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Learn how to set up resources that will coordinate your Step Functions state machine and your
pipeline.

Published March 2020
« Implementing DevSecOps Using CodePipeline

Learn how to use a CI/CD pipeline in CodePipeline to automate preventive and detective security
controls. This post covers how to use a pipeline to create a simple security group and perform
security checks during the source, test, and production stages to improve the security posture of
your AWS accounts.

Published March 2017

» Continuous Deployment to Amazon ECS Using CodePipeline, CodeBuild, Amazon ECR, and

CloudFormation

Learn how to create a continuous deployment pipeline to Amazon Elastic Container Service
(Amazon ECS). Applications are delivered as Docker containers using CodePipeline, CodeBuild,
Amazon ECR, and CloudFormation.

» Download a sample CloudFormation template and instructions for using it to create your own
continuous deployment pipeline from the ECS Reference Architecture: Continuous Deployment

repo on GitHub.

Published January 2017

» Continuous Deployment for Serverless Applications

Learn how to use a collection of AWS services to create a continuous deployment pipeline for
your serverless applications. You'll use the Serverless Application Model (SAM) to define the
application and its resources and CodePipeline to orchestrate your application deployment.

» View a sample application written in Go with the Gin framework and an APl Gateway proxy

shim.

Published December 2016
» Scaling DevOps Deployments with CodePipeline and Dynatrace

Learn how use Dynatrace monitoring solutions to scale pipelines in CodePipeline, automatically
analyze test executions before code is committed, and maintain optimal lead times.

Published November 2016
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Blog posts

Create a Pipeline for AWS Elastic Beanstalk in CodePipeline Using AWS CloudFormation and

CodeCommit

Learn how to implement continuous delivery in a CodePipeline pipeline for an application in
AWS Elastic Beanstalk. All AWS resources are provisioned automatically through the use of an
CloudFormation template. This walkthrough also incorporates CodeCommit and AWS Identity
and Access Management (IAM).

Published May 2016

Automate CodeCommit and CodePipeline in CloudFormation

Use CloudFormation to automate the provisioning of AWS resources for a continuous delivery
pipeline that uses CodeCommit, CodePipeline, CodeDeploy, and AWS Identity and Access
Management.

Published April 2016

Create a Cross-Account Pipeline in AWS CodePipeline

Learn how to automate the provisioning of cross-account access to pipelines in AWS
CodePipeline by using AWS Identity and Access Management. Includes examples in an
CloudFormation template.

Published March 2016

Exploring ASP.NET Core Part 2: Continuous Delivery

Learn how to create a full continuous delivery system for an ASP.NET Core application using
CodeDeploy and AWS CodePipeline.

Published March 2016

Create a Pipeline Using the AWS CodePipeline Console

Learn how to use the AWS CodePipeline console to create a two-stage pipeline in a walkthrough
based on the AWS CodePipeline Tutorial: Create a four-stage pipeline.

Published March 2016
Mocking AWS CodePipeline Pipelines with AWS Lambda

Learn how to invoke a Lambda function that lets you visualize the actions and stages in a
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As you design your pipeline structure, you can use the Lambda function to test whether your
pipeline will complete successfully.

Published February 2016
e Running AWS Lambda Functions in CodePipeline Using AWS CloudFormation

Learn how to create an AWS CloudFormation stack that provisions all the AWS resources used in
the user guide task Invoke an AWS Lambda function in a pipeline in CodePipeline.

Published February 2016

« Provisioning Custom CodePipeline Actions in AWS CloudFormation

Learn how to use AWS CloudFormation to provision custom actions in CodePipeline.

Published January 2016

« Provisioning CodePipeline with AWS CloudFormation

Learn how to provision a basic continuous delivery pipeline in CodePipeline using AWS
CloudFormation.

Published December 2015
» Deploying from CodePipeline to OpsWorks Using a Custom Action and AWS Lambda

Learn how to configure your pipeline and the AWS Lambda function to deploy to AWS OpsWorks
using CodePipeline.

Published July 2015
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CodePipeline tutorials

After you complete the steps in Getting started with CodePipeline, you can try one of the AWS

CodePipeline tutorials in this user guide.

Topics

Tutorial:

Deploy to Amazon EC2 instances with CodePipeline

Tutorial:

Build and push a Docker image to Amazon ECR with CodePipeline (V2 type)

Tutorial:

Deploy to Amazon EKS with CodePipeline

Tutorial:

Create a pipeline that runs commands with compute (V2 type)

Tutorial:

Use Git tags to start your pipeline

Tutorial:

Filter on branch names for pull requests to start your pipeline (V2 type)

Tutorial:

Use pipeline-level variables

Tutorial:

Create a simple pipeline (53 bucket)

Tutorial:

Create a simple pipeline (CodeCommit repository)

Tutorial:

Create a four-stage pipeline

Tutorial:

Set up a CloudWatch Events rule to receive email notifications for pipeline state

changes
Tutorial:

Create a pipeline that builds and tests your Android app with AWS Device Farm

Tutorial:

Create a pipeline that tests your iOS app with AWS Device Farm

Tutorial:

Create a pipeline that deploys to Service Catalog

Tutorial:

Create a pipeline with AWS CloudFormation

Tutorial:

Create a pipeline that uses variables from AWS CloudFormation deployment actions

Tutorial: Amazon ECS Standard Deployment with CodePipeline

Tutorial:

Create a pipeline with an Amazon ECR source and ECS-to-CodeDeploy deployment

Tutorial:

Create a pipeline that deploys an Amazon Alexa skill

Tutorial:

Create a pipeline that uses Amazon S3 as a deployment provider

Tutorial:

Create a pipeline that publishes your serverless application to the AWS Serverless

Application Repository

Tutorial:

Lambda function deployments with CodePipeline
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 Tutorial: Using variables with Lambda invoke actions

o Tutorial: Use an AWS Step Functions invoke action in a pipeline

» Tutorial: Create a pipeline that uses AWS AppConfig as a deployment provider

» Tutorial: Use full clone with a GitHub pipeline source

» Tutorial: Use full clone with a CodeCommit pipeline source

» Tutorial: Create a pipeline with AWS CloudFormation StackSets deployment actions

» Tutorial: Create a variable check rule for a pipeline as an entry condition

Tutorial: Deploy to Amazon EC2 instances with CodePipeline

This tutorial helps you to create a deploy action in CodePipeline that deploys your code to
instances you have configured in Amazon EC2.

(® Note

As part of creating a pipeline in the console, an S3 artifact bucket will be used by
CodePipeline for artifacts. (This is different from the bucket used for an S3 source action.)
If the S3 artifact bucket is in a different account from the account for your pipeline,

make sure that the S3 artifact bucket is owned by AWS accounts that are safe and will be
dependable.

(@ Note
The EC2 deploy action is only available for V2 type pipelines.

Prerequisites

There are a few resources that you must have in place before you can use this tutorial to create
your CD pipeline. Here are the things you need to get started:

(® Note

All of these resources should be created within the same AWS Region.
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« A source control repository (this tutorial uses GitHub) where you will add a sample script.sh
file.

» You must use an existing CodePipeline service role that has been updated with the permissions
for this action. To update your service role, see Service role policy permissions for the EC2 deploy
action.

After you have satisfied these prerequisites, you can proceed with the tutorial and create your CD
pipeline.

Step 1: Create Amazon EC2 Linux instances

In this step, you create the Amazon EC2 instances where you will deploy a sample application. As
part of this process, create an instance role in 1AM, if you have not already created an instance role
in the Region where you want to create resources.

To create an instance role

1. Open the IAM console at https://console.aws.amazon.com/iam/).

2. From the console dashboard, choose Roles.

3. Choose Create role.

4. Under Select type of trusted entity, select AWS service. Under Choose a use case, select EC2.
Under Select your use case, choose EC2. Choose Next.

5. Search for and select the policy named AmazonSSMManagedEC2InstanceDefaultPolicy.

6. Search for and select the policy named AmazonSSMManagedInstanceCore. Choose Next:
Tags.

7. Choose Next: Review. Enter a name for the role (for example, EC2InstanceRole).

(® Note

Make a note of your role name for the next step. You choose this role when you are
creating your instance.
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® Note

You will add permissions to this role to allow access to the S3 artifact bucket for your
pipeline after pipeline creation.

Choose Create role.

To launch instances

10.
11.

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

From the side navigation, choose Instances, and select Launch instances from the top of the
page.

In Name, enter MyInstances. This assigns the instance a tag Key of Name and a tag Value of
MyInstances.

Under Application and OS Images (Amazon Machine Image), locate the Amazon Linux AMI
option with the AWS logo, and make sure it is selected. (This AMI is described as the Amazon
Linux 2 AMI (HVM) and is labeled "Free tier eligible".)

Under Instance type, choose the free tier eligible t2.micro type as the hardware
configuration for your instance.

Under Key pair (login), choose a key pair or create one.
Under Network settings, make sure the status is Enable.

Expand Advanced details. In IAM instance profile, choose the IAM role you created in the
previous procedure (for example, EC2InstanceRole).

@ Note

Do not leave the instance role blank as this creates a default role and does not select
the role you created.

Under Summary, under Number of instances, enter 2.
Choose Launch instance.

You can view the status of the launch on the Instances page. When you launch an instance, its
initial state is pending. After the instance starts, its state changes to running, and it receives
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a public DNS name. (If the Public DNS column is not displayed, choose the Show/Hide icon,
and then select Public DNS.)

Step 2: Add artifact bucket permissions to the EC2 instance role

You must update the EC2 instance role you created for your instance to allow it access to your
pipeline's artifact bucket.

® Note

When you create the instance, you create or use an existing EC2 instance role. To avoid
Access Denied errors, you must add S3 bucket permissions to the instance role to give
the instance permissions to the CodePipeline artifact bucket. Create a default role or
update your existing role with the s3:GetObject permission scoped down to the artifact
bucket for your pipeline's Region.

1. Navigate to your pipeline in the CodePipeline console. Choose Settings. View the name
and location of the artifact store for an existing pipeline. Make a note of the artifact bucket
Amazon Resource Name (ARN) and copy it.

2. Navigate to the IAM console and choose Roles. Choose the instance role you created in Step 1
of this tutorial.

3. On the Permissions tab, choose Add inline policy.

4. Add the following JSON to the policy document, replacing the value in the Resource field
with the bucket ARN.

{

"Effect": "Allow",

"Principal": "*",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::BucketName"
}

5. Choose Update.
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Step 3: Add a script file to your repository

Paste this sample text to create your script.sh file for the post-script step in the deployment.

echo "Hello World!"

To add a script.sh file to your source repository

1. Open a text editor and then copy and paste the file above into a new file.

2. Commit and push your script.sh file to your source repository.

a. Add the file.

git add .

b. Commit the change.

git commit -m "Adding script.sh."

c. Push the commit.

git push

Make a note of the path in your repository.

/MyDemoRepo/test/script.sh

Step 4: Creating your pipeline

Use the CodePipeline wizard to create your pipeline stages and connect your source repository.
To create your pipeline

1. Open the CodePipeline console at https://console.aws.amazon.com/codepipeline/.

2. Onthe Welcome page, Getting started page, or the Pipelines page, choose Create pipeline.
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3.

10.

On the Step 1: Choose creation option page, under Creation options, choose the Build
custom pipeline option. Choose Next.

In Step 2: Choose pipeline settings, in Pipeline name, enter MyPipeline.

CodePipeline provides V1 and V2 type pipelines, which differ in characteristics and price. The
V2 type is the only type you can choose in the console. For more information, see pipeline
types. For information about pricing for CodePipeline, see Pricing.

In Service role, choose Use existing service role, and then choose the CodePipeline service
role that has been updated with the required permissions for this action. To configure your
CodePipeline service role for this action, see Service role policy permissions for the EC2 deploy

action.

Leave the settings under Advanced settings at their defaults, and then choose Next.

On the Step 3: Add source stage page, add a source stage:

a. InSource provider, choose GitHub (via GitHub App).

b. Under Connection, choose an existing connection or create a new one. To create or
manage a connection for your GitHub source action, see GitHub connections.

c. In Repository name, choose the name of your GitHub repository.

Choose Next.
On the Step 4: Add build stage page, choose Skip.
On the Step 5: Add deploy stage page, choose EC2.
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No more than 100 characters

Instance type
Choose the instance type that you want to deploy to. Supported types are Amazon EC2 instances or AWS Systems Manager (S5M) managed nodes. You must have already created, tagged, and installed the SSM agent on all instances.

EC2 v
You can add one group of tags for EC2 instances to this deployment group.
One tag group: Any instance identified by the tag group will be deployed to.
Key Value - optional

Q, Name X | ‘ Q, ec2 X

Matching instances

1 unique matched instance. Click here for details [ K

Deploy specifications

O Use action configurations () Use a DeploySpec file
Store deploy specifications in a YAML-formatted DeploySpec file

Store deploy specifications as action configurations

Target directory
Specify the location of the target directory you want to deploy to. Use an absolute path like '/home/ec2-user/deploy

| /home/ec2-user/testhelloworld |

PreScript - optional
Path to the executable script file that runs BEFORE the Deploy event. It should be relative to the root directory of your uploaded source artifact. Use a relative path like ‘'uploadDir/preScript.sh’

PostScript
Path to the executable script file that runs AFTER the Deploy event. It should be relative to the root directory of your uploaded source artifact. Use a relative path like 'uploadDir/postScriptsh’.

| test/script.sH |

a. For Target directory, enter the directory on the instance that you want to deploy to, such
as /home/ec2-user/testhelloworld.

(@ Note

Specify the deployment directory that you want the action to use on the instance.
The action will automate creating the specified directory on the instance as part of
the deployment.

b. For PostScript, enter the path and file name for your script, such as test/script.sh.

c. Choose Next.

11. On the Step 6: Review page, review your pipeline configuration and choose Create pipeline to
create the pipeline.
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@ Source Succeeded

Pipeline execution ID: e4e9371ec-56ch-

Source
GitHub (via GitHub App) 2
@ Succeeded - 42 minutes ago

f8¢490e7

f8c490e7 Source: Edited script.sh

Disable transition

Start rollback

@ Deployto EC2 Ssucceeded

Pipeline execution ID: e4e931ec-56ch

EC2Deploy

Amazon EC2

@ Succeeded - 38 minutes ago

View details

f8c490e7 Source: Edited script.sh

\I{I Disable transition l

12. After the pipeline runs successfully, choose View details to view the logs on the action to view

the managed compute action output.
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Logs Summary Input Output

Showing the last 38 lines of the build log. View entire log “

A\ Show previous logs

[2025/82/13 ©0:15:04.521] Describing tag, tag key = Name. tag value = my-instances.
[2025/02/13 ©0:15:04.784] Found 2 instances: 1-0145; , 1-8586¢

[2625/082/13 ©0:15:04.873] Processing deploy event BLOCK_TRAFFIC on instances: i-

0145;

[2025/02/13 ©0:15:04.891] Skipping deploy event BLOCK_TRAFFIC on instances: i-©145

as not specified in action configuration

[2025/02/13 ©0:15:04.918] Processing deploy event DOWNLOAD on instances: i-8145;

[2625/082/13 ©8:15:085.893] Executing commands on instances i-8145 » SSM command id
9d57dace- , commands: mkdir -p /tmp/codepipeline/53

aws s3api get-object --bucket codepipeline-us-east-1-2938| --key
rbtest/SourceArti/rwfBtWb /tmp/codepipeline/53é@
unzip -o /tmp/codepipeline/53839%
/tmp/codepipeline/536:

rm /tmp/codepipeline/5383985c-fc99-4

[2025/02/13 ©@:15:38.348] Deploy event DOWNLOAD succeeded on instances: i-©145

[2025/02/13 @@:15:38.397] Processing deploy event BEFORE_DEPLOY on instances: i-

©145: 7

[2025/02/13 @0:15:38.412] Skipping deploy event BEFORE_DEPLOY on instances: i-

LY as not specified in action configuration

[2025/02/13 ©08:15:38.436] Processing deploy event DEPLOY on instances: i-8145

[2025/02/13 @@:15:38.523] Executing commands on instances i-©145 , SSM command id
6c7d0edl-( ), commands: mkdir -p /home/ec2-user/testhelloworld

cp -r /tmp/codepipeline/530@: ) B 3/* /home/ec2-user/testhelloworld
rm -rf /tmp/codepipeline/53¢ . : T T =

[2625/02/13 ©6:16:13.616] Deploy event DEPLOY succeeded on instances: i-8145 7.
[2025/02/13 ©0:16:13.673] Processing deploy event AFTER_DEPLOY on instances: i-

/1

Step 4: Creating your pipeline API Version 2015-07-09 81



AWS CodePipeline User Guide

Logs Summary Input Output

rbtest/SourceArti/rwfBtWb /tmp/codepipeline/5:
unzip -o /tmp/codepipeline/53¢
/tmp/codepipeline/5363

rm /tmp/codepipeline/53
[2025/82/13 ©0:17:17.891] Deploy event DOWNLOAD succeeded on instances: i-@5866

[2025/02/13 ©0:17:17.942] Processing deploy event BEFORE_DEPLOY on instances: i-

05866

[2025/82/13 ©8:17:17.953] Skipping deploy event BEFORE_DEPLOY on instances: i-
©58663cf25cc55720 as not specified in action configuration

[2025/02/13 @0:17:17.974] Processing deploy event DEPLOY on instances: i-85866

[2e25/€2/13 ©e:17:18.862] Executing commands on instances i-@5866 , SSM command id
d7abdg&ec- , commands: mkdir -p /home/ec2-user/testhelloworld

cp -r /tmp/codepipeline/S28258 oDCeCd e otu et /* [home/ec2-user/testhelloworld
rm -rf /tmp/codepipeline/ J s S *

[2025/82/13 ©0:17:18.129] Total instances 2, pending instances @, in progress instances 1.
[2625/82/13 @0:17:49.738] Deploy event DEPLOY succeeded on instances: i-@5866

[2025/02/13 €@:17:49.787] Processing deploy event AFTER_DEPLOY on instances: i-

058663

[2025/82/13 ©8:17:49.880] Executing commands on instances i-©5866: , SSM command id
©636F , commands: chmod u+x /home/ec2-
user/testhelloworld/test/script.sh

/home/ec2-user/testhelloworld/test/script.sh

[2025/02/13 ©0:17:49.938] Total instances 2, pending instances @, in progress instances 1.
[2025/82/13 ©©:18:20.868] Deploy event AFTER_DEPLOY succeeded on instances: i-

05866 .

[2025/02/13 ©0:18:208.921] Processing deploy event UNBLOCK_TRAFFIC on instances: i-

85866 [

[2e25/€2/13 ©©:18:20.933] Skipping deploy event UNBLOCK_TRAFFIC on instances: i-

05866 ) as not specified in action configuration

[2625/82/13 @8:18:21.875] Describing tag, tag key = Name. tag value = my-instances.
[2025/02/13 €@:18:21.322] Found @ more instances:

[2025/©2/13 ©©:18:21.415] Deployment SUCCEEDED

Step 5: Test Your Pipeline

Your pipeline should have everything for running an end-to-end native AWS continuous
deployment. Now, test its functionality by pushing a code change to your source repository.

To test your pipeline

1. Make a code change to your configured source repository, commit, and push the change.

2. Open the CodePipeline console at https://console.aws.amazon.com/codepipeline/.

3. Choose your pipeline from the list.

Step 5: Test Your Pipeline API Version 2015-07-09 82


https://console.aws.amazon.com/codepipeline/

AWS CodePipeline User Guide

4. Watch the pipeline progress through its stages. Your pipeline should complete and your action
deploys the script on your instances.

5. For more troubleshooting information, see EC2 Deploy action fails with an error message No

such file.

Tutorial: Build and push a Docker image to Amazon ECR with
CodePipeline (V2 type)

This tutorial helps you to create a build action in CodePipeline that runs and pushes your Docker
image to Amazon ECR after a change to your source code. This tutorial also shows you how to add
an Amazon ECS deploy action that deploys your pushed image.

/A Important

As part of creating a pipeline in the console, an S3 artifact bucket will be used by
CodePipeline for artifacts. (This is different from the bucket used for an S3 source action.)
If the S3 artifact bucket is in a different account from the account for your pipeline,

make sure that the S3 artifact bucket is owned by AWS accounts that are safe and will be
dependable.

(® Note

This tutorial is for the ECRBuildAndPublish build action for a CodePipeline pipeline with

a GitHub source repository and an Amazon ECS standard action for deploying to an
Amazon ECS cluster. For a tutorial that uses a pipeline with an ECR image repository as the
source for an Amazon ECS to CodeDeploy blue/green deployment action in CodePipeline,
see Tutorial: Create a pipeline with an Amazon ECR source and ECS-to-CodeDeploy

deployment.

/A Important

This action uses CodePipeline managed CodeBuild compute to run commands in a build
environment. Running the commands action will incur separate charges in AWS CodeBuild.
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Prerequisites

There are a few resources that you must have in place before you can use this tutorial to create
your CD pipeline. Here are the things you need to get started:

® Note

All of these resources should be created within the same AWS Region.

» A source control repository (this tutorial uses GitHub) where you will add the following for this
tutorial:

 In Step 1, you will add a sample Dockerfile to your source repository as the input artifact for
the ECRBuildAndPublish build action in CodePipeline.

« In Step 2, you will add a sample imagedefinitions.json file to your source repository as a
requirement for the Amazon ECS standard deploy action in CodePipeline.

« An Amazon ECR image repository that contains an image you have built from your Dockerfile.
For more information, see Creating a Repository and Pushing an Image in the Amazon Elastic
Container Registry User Guide.

« An Amazon ECS cluster and service created in the same Region as the image repository. For more
information, see Creating a Cluster and Creating a Service in the Amazon Elastic Container Service
Developer Guide.

After you have satisfied these prerequisites, you can proceed with the tutorial and create your CD
pipeline.

Step 1: Add a Dockerfile to your source repository

This tutorial uses the ECRBuildAndPublish action to build your Docker image and push the image to
Amazon ECR. The managed compute action in CodePipeline uses CodeBuild to run the commands
for the ECR login and image push. You do not need to add a buildspec.yml file to your source
code repository to tell CodeBuild how to do that. You only provide the Dockerfile in your repository
as follows for this example.

Paste this sample text to create your Dockerfile file. This sample Dockerfile is the same as the
sample used in the ECR image instructions in the prerequisites.
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FROM public.ecr.aws/amazonlinux/amazonlinux:latest
# Install dependencies

RUN yum update -y && \

yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

To add a Dockexfile file to your source repository

1. Open a text editor and then copy and paste the Dockerfile above into a new file.

2. Commit and push your Dockerfile file to your source repository.

a. Add the file.

git add .

b. Commit the change.

git commit -m "Adding Dockexfile."

c. Push the commit.

git push

Be sure to place the file at the root level of your repository.

/ Dockerfile
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Step 2: Add an imagedefinitions.json file to your source repository

This tutorial uses theAmazon ECS standard deploy action in CodePipeline to deploy your
container to your Amazon ECS cluster. The Amazon ECS standard deploy action requires an
imagedefinitions.json file containing your image name and URI. For more information about the
imagedefinitions.json file, see imagedefinitions.json file for Amazon ECS standard deployment
actions.

Paste this sample text to create your imagedefinitions. json file. Use the name in your
Dockerfile, such as hello-world, and use the URI from your Amazon ECR repository where the
image is stored.

"name": "hello-world",
"imageUri": "ACCOUNT-ID.dkr.ecr.us-east-1.amazonaws.com/actions/image-repo"

}
]

To add an imagedefinitions. json file to your source repository

1. Open a text editor and then copy and paste the example above into a new file.

2. Commit and push your imagedefinitions. json file to your source repository.

a. Add the file.

git add .

b. Commit the change.

git commit -m "Adding imagedefinitions.json."

c. Push the commit.

git push

Be sure to place the file at the root level of your repository.

/ imagedefinitions.json
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Step 3: Creating your pipeline

Use the CodePipeline wizard to create your pipeline stages and connect your source repository.
To create your pipeline

1. Open the CodePipeline console at https://console.aws.amazon.com/codepipeline/.

2. Onthe Welcome page, Getting started page, or the Pipelines page, choose Create pipeline.

3. Onthe Step 1: Choose creation option page, under Creation options, choose the Build
custom pipeline option. Choose Next.

4. In Step 2: Choose pipeline settings, in Pipeline name, enter MyPipeline.

5. CodePipeline provides V1 and V2 type pipelines, which differ in characteristics and price. The
V2 type is the only type you can choose in the console. For more information, see pipeline
types. For information about pricing for CodePipeline, see Pricing.

6. In Service role, choose New service role to allow CodePipeline to create a service role in IAM.
7. Leave the settings under Advanced settings at their defaults, and then choose Next.

8. On the Step 3: Add source stage page, add a source stage:

a. In Source provider, choose GitHub (via GitHub App).

b. Under Connection, choose an existing connection or create a new one. To create or
manage a connection for your GitHub source action, see GitHub connections.

c. In Repository name, choose the name of your GitHub repository.

d. In Default branch, choose the branch that you want to specify when the pipeline is
started manually or with a source event that is not a Git tag. If the source of the change is
not the trigger or if a pipeline execution was started manually, then the change used will
be the HEAD commit from the default branch.

Choose Next.

9. On the Step 4: Add build stage page, choose Other build providers choose
ECRBuildAndPublish.
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10.

11.

12.

13.

Developer Tools » CodePipeline > Pipelines » Create new pipeline

Step 1 Add build stage i«

Choose creation option Step 4 of 6

Step 2

Choose pipeline settings

Build - optional

Step 3
Add source stage Build provider

Choose the tool you want to use to run build commands and specify artifacts for your build action.
Step 4

() Commands ‘

© Other build providers

Add build stage

Step 5 AWS ECRBuildAndPublish

ECR Repository Name

Step 6 Enter a name for the ECR repository

‘ Q actions/image-repo

Image Tag - optional
Enter an image tag

Dockerfile Path - optional
Enter the path to the Dockerfile

Region

US East (M. Virginia)

Input artifacts
Choose an input artifact for this action. Learn more E

a. For ECR repository name, choose your image repository.

b. Choose Next.

In Step 5: Add test stage, choose Skip test stage, and then accept the warning message by

choosing Skip again.

Choose Next.

On the Step 6: Add deploy stage page, choose Skip deploy stage. You will add the ECS action

in the following step.

On the Step 7: Review page, review your pipeline configuration and choose Create pipeline to

create the pipeline.

Edit your pipeline to add the Amazon ECS deploy action to your pipeline:

a. Inthe upper right, choose Edit.

Step 3: Creating your pipeline
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b. At the bottom of the diagram, choose + Add stage. In Stage name, enter a name, such as
Deploy.

c. Choose + Add action group.
d. In Action name, enter a name.
e. In Action provider, choose Amazon ECS. Allow Region to default to the pipeline Region.

f.  In Input artifacts, choose the input artifact from the source stage, such as
SourceArtifact.

g. For Cluster name, choose the Amazon ECS cluster in which your service is running.
h. For Service name, choose the service to update.
i. Choose Save.

j- On the stage you are editing, choose Done. In the AWS CodePipeline pane, choose Save,
and then choose Save on the warning message.

k. To submit your changes and start a pipeline build, choose Release change, and then
choose Release.

14. After the pipeline runs, view the pipeline structure and status.
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v

®© Build  succeeded Start rollback ‘

Pipeline execution ID: 186696f4-0925-¢

Build
AWS ECRBuildAndPublish

@ Succeeded - 5 minutes ago

View details

3524bc39 Source: Added imagedefinitions.json

Disable transition

® Deploy Succeeded Start rollback

Pipeline execution ID: 186696f4-0925-:

DeploytoECS
Amazon ECS [4

@ Succeeded - 1 minute ago

View details

3524bc39 Source: Added imagedefinitions.json

15. After the pipeline runs successfully, choose View details to view the logs on the action to view
the managed compute action output.

Step 3: Creating your pipeline API Version 2015-07-09 90



AWS CodePipeline User Guide

Action execution details

X

Action name: ECRB  Status: Succeeded

&6

&

[Container] 2824/11/@8 88:13:31.386122 Registering with agent

[Container] 2824/11/@8 88:13:31.42621@ Phases found in YAML: 1

[Container] 2824/11/@8 88:13:31.426236 BUILD: 7 commands

[Container] 2824/11/@8 88:13:31.426568 Phase complete: DOWMLOAD_ SOURCE State: SUCCEEDED
[Container] 2024/11/88 @8:13:31.426647 Phase context status code: Message:
[Container] 2024/11/88 @8:13:31.584822 Entering phase INSTALL

[Container] 2824/11/@8 93:13:31.620447 Phase complete: INSTALL State: SUCCEEDED
[Container] 2824/11/@8 @8:13:31.620467 Phase context status code: Message:
[Container] 2824/11/@8 88:13:31.660146 Entering phase PRE_BUILD

[Container] 2824/11/@8 @8:13:31.688298 Phase complete: PRE_BUILD State: SUCCEEDED
[Container] 2024/11/@8 ©8:13:31.688315 Phase context status code: Message:
[Container] 2024/11/@8 @8:13:31.725497 Entering phase BUILD

[Container] 2024/11/88 @8:13:31.764737 Running command mkdir -p /tmp/cp-action-source

o)

@

[Container] 20824/11/88 @3:13:31.774878 Running command export CODEPIPELIME_INPUT_ACTION_SOURCE_PATH=/tmp/cp-action-source

[Container] 2824/11/@8 @8:13:31.783232 Running command curl I.tgz -o /tmp/cp-action-sourcefaction-archive.tgz
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

8
2577k

] -] @ -] @ a a a -
18 162k 18@ 162k a @ 2548k @

[Container] 2824/11/@8 @8:13:34.296832 Running command tar -xvzf /tmp/cp-action-source/action-archive.tgz --strip-components=1 -C /tmp/cp-action-source
package/dist/index.js

package/dist/validationUtils.js

package/package. json

package/dist/index.d.ts.map

package/dist/index.js.map

package/dist/validationUtils.d.ts.map

package/dist/validationUtils.js.map

package/dist/index.d.ts

package/dist/validationUtils.d.ts

[Container] 2024/11/88 @8:13:34.76687%9 Running command node $CODEPIPELINE_INPUT_ACTION_SOURCE_PATH/dist/index.js

ECR Build and publish image started for repository actions/image-repo with Dockerfile in . path with tags latest

Running command: aws ecr get-login-password --region us-east-1 | docker login --username AMS --password-stdin i/image-repo
WARNING! Your password will be stored unencrypted in /root/.docker/config.json.

Configure a credentizl helper to remowve this warning. See

https://docs.docker.com/engine/reference/commandline/login/#credentials-store

Docker authenticated.
Running command: docker build -t actions/image-repo .
#8 building with "default” instance using docker driver

16. Troubleshoot any failed actions. For example, the ECS deploy action can fail if the

imagedefinitions.json file is not in the source repository. The following is an example of the

error message that displays when the imagedefinitions.json file is missing.
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Developer Tools » CodePipeline » Pipelines » ecrbuild-to-ecs > Debug ecrbuild-to-ecs

ec rbu | ld_to_ecs Back to pipeline Release change
Y B L . .
» Pipeline execution details
v @ Source
Source
) T
GitHub (via GitHub App) DeploytoECS
w @ Build Action execution ID: 68e3ec5a-5f06-+
Build
AWS ECRBuildAndPublish Summary Input
v (® Deploy
Status Last updated
DeploytoECS
® Failed Just now

Amazon ECS

Action execution ID

[ 68e3ec5a-5f06

Error code

Invalid action configuration

Error message

Did not find the image definition file imagedefinitions.json in the input artifacts ZIP file. Verify the
file is stored in your pipeline’s Amazon S3 artifact bucket: codepipeline-us-east-1-
key: ecrbuild-to-ecs/SourceArti/

Step 4: Test Your Pipeline

Your pipeline should have everything for running an end-to-end native AWS continuous
deployment. Now, test its functionality by pushing a code change to your source repository.

To test your pipeline

1. Make a code change to your configured source repository, commit, and push the change.

Open the CodePipeline console at https://console.aws.amazon.com/codepipeline/.

Choose your pipeline from the list.

P WD

Watch the pipeline progress through its stages. Your pipeline should complete and your action
pushes the Docker image to ECR that was created from your code change.
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Tutorial: Deploy to Amazon EKS with CodePipeline

This tutorial helps you to create a deploy action in CodePipeline that deploys your code to a cluster
you have configured in Amazon EKS.

The EKS action supports both public and private EKS clusters. Private clusters are the type
recommended by EKS; however, both types are supported.

(® Note

As part of creating a pipeline in the console, an S3 artifact bucket will be used by
CodePipeline for artifacts. (This is different from the bucket used for an S3 source action.)
If the S3 artifact bucket is in a different account from the account for your pipeline,

make sure that the S3 artifact bucket is owned by AWS accounts that are safe and will be
dependable.

(® Note

This action uses CodePipeline managed CodeBuild compute to run commands in a build
environment. Running the commands action will incur separate charges in AWS CodeBuild.

(® Note
The EKS deploy action is only available for V2 type pipelines.

Prerequisites

There are a few resources that you must have in place before you can use this tutorial to create
your CD pipeline. Here are the things you need to get started:

(® Note

All of these resources should be created within the same AWS Region.
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« A source control repository (this tutorial uses GitHub) where you will add a sample
deployment.yaml file.

» You must use an existing CodePipeline service role that you will update with the permissions
for this action using Step 3: Update the CodePipeline service role policy in IAM below. The
permissions needed are based on the type of cluster you create. For more information, see
Service role policy permissions.

« A working image and repository tag that you have pushed to ECR or your image repository.
After you have satisfied these prerequisites, you can proceed with the tutorial and create your CD
pipeline.

Step 1: (Optional) Create a cluster in Amazon EKS

You can choose to create an EKS cluster with a public or private endpoint.

In the following steps, you create a public or a private cluster in EKS. This step is optional if you
have already created your cluster.

Create a public cluster in Amazon EKS
In this step, you create a cluster in EKS.
Create a public cluster

1. Open the EKS console, and then choose Create cluster.
2. In Name, name your cluster. Choose Next.

3. Choose Create.

Create a private cluster in Amazon EKS

In case you choose to create a cluster with a private endpoint, make sure to attach the private
subnets only, and make sure they have internet connection.

Follow the next five sub-steps for creating a cluster with a private endpoint.
Create a VPC in the console

1. Open the VPC console, and then choose Create VPC.
2. Under VPC settings, choose VPC and more.
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3. Choose to create one public and 4 private subnets. Choose Create VPC.

4. On the subnets page, choose Private.

Determine the private subnets in your VPC

1. Navigate to your VPC and choose the VPC ID to open the VPC details page.
2. On the VPC details page, choose the Resource map tab.

3. View the diagram and make a note of your private subnets. The subnets display with labels to
indicate public or private status, and each subnet is mapped to a route table.

VPC show details Subnets (6) Route tables (6)

Your AWS virtual network Subnets within this VPC Route network traffic to resources

project-vpc us-east-1a project-rtb-private2-us-east-1b
@ project-subnet-public1-us-east-1a project-rtb-private4-us-east-1b
B project-subnet-private3-us-east-1a project-rtb-private1-us-east-1a
B project-subnet-private1-us-east-1a rthb-0a3d97c0:
us-east-1b project-rtb-private3-us-east-1a
©® project-subnet-public2-us-east-1b project-rtb-public

B project-subnet-private2-us-east-1b

B project-subnet-private4-us-east-1b

Note that a private cluster will have all private subnets.

4. Create a public subnet to host the NAT gateway. You can attach only one internet gateway to a
VPC at a time.
Create a NAT gateway in the public subnet

1. Inthe public subnet, create a NAT gateway. Navigate to the VPC console, and then choose
Internet gateways. Choose Create internet gateway.

2. In Name, enter a name for your internet gateway. Choose Create internet gateway.

Update the route table for the private subnet to direct traffic to the NAT gateway.
Add the NAT gateway to your route tables for your private subnets

1. Navigate to the VPC console, and then choose Subnets.
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2. For each private subnet, choose it and then choose the route table for that subnet on the
details page, Choose Edit route table.

3. Update the route table for the private subnet to direct internet traffic to the NAT gateway.
Choose Add route. Choose NAT gateway from the options to add. Choose the internet
gateway you created.

4. For the public subnet, create a custom route table. Verify that the network access control list
(ACL) for your public subnet allows inbound traffic from the private subnet.

5. Choose Save changes.

In this step, you create a cluster in EKS.
Create a private cluster

1. Open the EKS console, and then choose Create cluster.
2. In Name, name your cluster. Choose Next.

3. Specify your VPC and other configuration information. Choose Create.

Your EKS cluster can be a public or a private cluster. This step is for clusters that have ONLY a
private endpoint. Make sure that if your cluster is private.

Step 2: Configure your private cluster in Amazon EKS

This step is applicable only if you have created a private cluster. This step is for clusters that have
ONLY a private endpoint.

Configure your cluster

1. Attach private subnets only in the EKS cluster under the Networking tab. Attach the private
subnets captured in the Determine the private subnets in your VPC section under Step 1:
(Optional) Create a cluster in Amazon EKS.

2. Make sure that the private subnets have access to the internet since CodePipeline stores and
retrieves artifacts from the S3 artifact bucket for your pipeline.
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Step 3: Update the CodePipeline service role policy in IAM

In this step, you will update an existing CodePipeline service role, such as cp-service-role, with
permissions required by CodePipeline to connect with your cluster. If you do not have existing role,
create a new one.

Update your CodePipeline service role with the following steps.
To update your CodePipeline service role policy

1. Open the IAM console at https://console.aws.amazon.com/iam/).

From the console dashboard, choose Roles.
Look up your CodePipeline service role, such as cp-service-role.

Add a new inline policy.

ok~ W

In the Policy editor, enter the following.

« For a public cluster, add the following permissions.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "EksClusterPolicy",
"Effect": "Allow",
"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:us-east-1:111122223333:cluster/my-
clustex"
},
{

"Sid": "EksVpcClusterPolicy",

"Effect": "Allow",

"Action": [
"ec2:DescribeDhcpOptions"”,
"ec2:DescribeNetworkIntexfaces”,
"ec2:DescribeRouteTables",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"
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1,

"Resource": [

myn

» For a private cluster, add the following permissions. Private clusters will require additional
permissions for your VPC, if applicable.

JSON

"Version":"2012-10-17",

"Statement": [
{

"Sid": "EksClusterPolicy",

"Effect": "Allow",

"Action": "eks:DescribeCluster",

"Resource": "arn:aws:eks:us-east-1:111122223333:cluster/my-

clustex"
}I
{

"Sid": "EksVpcClusterPolicy",

"Effect": "Allow",

"Action": [
"ec2:DescribeDhcpOptions"”,
"ec2:DescribeNetworkIntexrfaces",
"ec2:DescribeRouteTables”,
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"

]I

"Resource": [

g

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",
"Resource": "*",

"Condition": {
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"StringEqualsIfExists": {
"ec2:Subnet": [

"arn:aws:ec2:us-east-1:ACCOUNT-ID:subnet/
subnet-03ebd65daeEXAMPLE",

"arn:aws:ec2:us-east-1:ACCOUNT-ID:subnet/
subnet-0e377f6036EXAMPLE",

"arn:aws:ec2:us-east-1:ACCOUNT-ID:subnet/
subnet-0db658balcEXAMPLE",

"arn:aws:ec2:us-east-1:ACCOUNT-ID:subnet/
subnet-0db658balcEXAMPLE"

]
}
}
}I
{
"Effect": "Allow",
"Action": "ec2:CreateNetworkIntexrfacePermission",
"Resource": "*",

"Condition": {
"ArnEquals": {
"ec2:Subnet": [
"arn:aws:ec2:us-east-1:111122223333:subnet/
subnet-03ebd65daeEXAMPLE",
"arn:aws:ec2:us-east-1:111122223333:subnet/
subnet-0e377f6036EXAMPLE",
"arn:aws:ec2:us-east-1:111122223333:subnet/
subnet-0db658balcEXAMPLE",
"arn:aws:ec2:us-east-1:111122223333:subnet/
subnet-0db658balcEXAMPLE"

]
}
}
},
{
"Effect": "Allow",
"Action": "ec2:DeleteNetworkIntexface",
"Resource": "*",

"Condition": {
"StringEqualsIfExists": {
"ec2:Subnet": [
"arn:aws:ec2:us-east-1:ACCOUNT-ID:subnet/
subnet-03ebd65daeEXAMPLE",
"arn:aws:ec2:us-east-1:ACCOUNT-ID:subnet/
subnet-0e377f6036EXAMPLE",
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"arn:aws:ec2:us-east-1:ACCOUNT-ID:subnet/
subnet-0db658balcEXAMPLE",
"arn:aws:ec2:us-east-1:ACCOUNT-ID:subnet/
subnet-0db658balcEXAMPLE"
]

}

6. Choose Update policy.

Step 4: Create an access entry for the CodePipeline service role

In this step, you create an access entry on your cluster that will add the CodePipeline service role
you updated in Step 3, along with a managed access policy.

1. Open the EKS console and navigate to your cluster.

2. Choose the Access tab.

3. Under IAM access entries, choose Create access entry.
4,

In IAM principal ARN, enter the role you just updated for the action, such as cp-service-
role. Choose Next.

5. Onthe Step 2: Add access policy page, in Policy name, choose the managed policy for access,
such as AmazonEKSClusterAdminPolicy. Choose Add policy. Choose Next.

(@ Note

This is the policy that the CodePipeline action uses to talk to Kubernetes. As a best
practice, to scope down permissions in your policy with least privilege rather than the
administrative policy, attach a custom policy instead.

6. On the review page, choose Create.

Step 5: Create a source repository and add the helm chart config files

In this step, you create a config file that is appropriate for your action (Kubernetes manifest files
or Helm chart) and store the config file in your source repository. Use the appropriate file for your
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configuration. For more information, see https://kubernetes.io/docs/reference/kubectl/quick-
reference/ or https://helm.sh/docs/topics/charts/.

« For Kubernetes, use a manifest file.

e For Helm, use a Helm chart.

1. Create or use an existing GitHub repository.

2. Create a new structure in your repository for your helm chart files as shown in the example
below.

mychart
| -- Chart.yaml
| -- charts
| -- templates
| |-- NOTES.txt
| -- _helpers.tpl

|

| | -- deployment.yaml
| | -- ingress.yaml

|

‘-- service.yaml
“-- values.yaml

3. Add the file to the root level of your repository.

Step 6: Creating your pipeline
Use the CodePipeline wizard to create your pipeline stages and connect your source repository.

To create your pipeline

1. Open the CodePipeline console at https://console.aws.amazon.com/codepipeline/.

2. Onthe Welcome page, Getting started page, or the Pipelines page, choose Create pipeline.

3. Onthe Step 1: Choose creation option page, under Creation options, choose the Build
custom pipeline option. Choose Next.

4. In Step 2: Choose pipeline settings, in Pipeline name, enter M\yEKSPipeline.

CodePipeline provides V1 and V2 type pipelines, which differ in characteristics and price. The
V2 type is the only type you can choose in the console. For more information, see pipeline
types. For information about pricing for CodePipeline, see Pricing.

6. In Service role, choose the service role that you updated in Step 3.
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7.
8.

10.

Leave the settings under Advanced settings at their defaults, and then choose Next.

On the Step 3: Add source stage page, for Source provider, choose to create a connection to

your GitHub repository.

On the Step 4: Add build stage page, choose Skip.

On the Step 5: Add deploy stage page, choose Amazon EKS.

C.

Deploy configuration type
Please select deploy configuration type.

O Helm O Kubectl
Kubectl configuration type

Helm configuration type

Helm release name

Enter the helm release name.

‘ my-release

Helm chart location

Enter folder location of helm chart.

‘ nginx-chart

Override for helm values files - optional
Enter comma-separated helm values files in helm chart location.

Kubernetes namespace - optional

You can provide a name for the Kubernetes namespace to override the default.

Subnet IDs
Specify the subnet IDs that your compute action will use.

Under Deploy configuration type, choose Helm.

location, enter the path for your helm chart files, such as mychart.

Choose Next.

In Helm chart location, enter the release name, such as my-release. For Helm chart

11. On the Step 6: Review page, review your pipeline configuration and choose Create pipeline to

create the pipeline.

Step 6: Creating your pipeline
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@ Source succeeded

Pipeline execution ID: D483d26d-5000-¢

4

Source

GitHub (via GitHub App) &

@ Succeeded - 3 minutes ago

11412f6c 2
View details

1141276c [ Source: Update helm chart values.yaml

l ‘ Disable transition

@ Deploy Succeeded

Pipeline execution ID: 0483d26d-5000

Deploy

Amazon EKS (2

@ Succeeded - 2 minutes ago

12. After the pipeline runs successfully, choose View details to view the logs on the action to view
the action output.

Tutorial: Create a pipeline that runs commands with compute
(V2 type)
In this tutorial, you configure a pipeline that continuously runs provided build commands using

the Commands action in a build stage. For more information about the Commands action, see
Commands action reference.

/A Important

As part of creating a pipeline, an S3 artifact bucket provided by the customer will be used
by CodePipeline for artifacts. (This is different from the bucket used for an S3 source
action.) If the S3 artifact bucket is in a different account from the account for your pipeline,
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make sure that the S3 artifact bucket is owned by AWS accounts that are safe and will be
dependable.

Prerequisites

You must already have the following:

« A GitHub repository. You can use the GitHub repository you created in Tutorial: Use full clone

with a GitHub pipeline source.

Step 1: Create source files and push to your GitHub repository

In this section, you create and push your example source files to the repository that the pipeline
uses for your source stage. For this example, you produce and push the following:

« AREADME. txt file.

To create source files

1. Create a file with the following text:

Sample readme file

2. Save the file as README. txt.

To push files to your GitHub repository

1. Push or upload the files to your repository. These files are the source artifact created by the
Create Pipeline wizard for your deployment action in AWS CodePipeline. Your files should look
like this in your local directory:

README. txt

2. To use the Git command line from a cloned repository on your local computer:

a. Run the following command to stage all of your files at once:
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git add -A

b. Run the following command to commit the files with a commit message.

git commit -m "Added source files"

c. Run the following command to push the files from your local repo to your repository:

git push

Step 2: Create your pipeline

In this section, you create a pipeline with the following actions:

» A source stage with a GitHub (via GitHub App) action for the repository where the source files are
stored.

« A build stage with the Commands action.

To create a pipeline with the wizard

1. Sign in to the AWS Management Console and open the CodePipeline console at http://
console.aws.amazon.com/codesuite/codepipeline/home.

2. Onthe Welcome page, Getting started page, or the Pipelines page, choose Create pipeline.

3. On the Step 1: Choose creation option page, under Creation options, choose the Build
custom pipeline option. Choose Next.

4. In Step 2: Choose pipeline settings, in Pipeline name, enter M\yCommandsPipeline.

5. CodePipeline provides V1 and V2 type pipelines, which differ in characteristics and price. The
V2 type is the only type you can choose in the console. For more information, see pipeline
types. For information about pricing for CodePipeline, see Pricing.

6. In Service role, choose New service role to allow CodePipeline to create a service role in IAM.

(® Note

If you are using an existing service role, to use the Commands action, you will need
to add the following permissions for the service role. Scope down the permissions
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to the pipeline resource level by using resource-based permissions in the service role
policy statement. For more information, see the policy example in Service role policy

permissions.

 logs:CreateLogGroup
 logs:CreateLogStream

 logs:PutLogEvents

7. Leave the settings under Advanced settings at their defaults, and then choose Next.

8. On the Step 3: Add source stage page, add a source stage:

a. InSource provider, choose GitHub (via GitHub App).

b. Under Connection, choose an existing connection or create a new one. To create or
manage a connection for your GitHub source action, see GitHub connections.

c. InRepository name, choose the name of your GitHub.com repository.

d. In Default branch, choose the branch that you want to specify when the pipeline is
started manually or with a source event that is not a Git tag. If the source of the change is
not the trigger or if a pipeline execution was started manually, then the change used will
be the HEAD commit from the default branch. Optionally, you can also specify webhooks
with filtering (triggers). For more information, see Automate starting pipelines using

triggers and filtering.

Choose Next.

9. In Step 4: Add build stage, choose Commands.

® Note

Running the Commands action will incur separate charges in AWS CodeBuild.

Enter the following commands:

1s

echo hello world

cat README.txt

echo pipeline Execution Id is #{codepipeline.PipelineExecutionId}
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10.

11.

12.
13.

Choose Next.

Add source stage Build - optionai

Step 3
Add build stage Build provider

Choose the tool you want to use to run build commands and specify artifacts for your build action.
Step 4 _ ) )

© Commands () Other build providers

Step 5 Commands

Specify the shell commands to run with your compute action in CodePipeline. You de not need to create any resources in CodeBuild. Note

Using compute time for this action will incur separate charges in AWS CodeBuild.

ls

echo hello world
echo pipeline Execution Id is #{codepipeline.PipelineExecutionld}

A
Input artifacts
Choose an input artifact for this action. Learn more [
v
SourceArtifact X
Defined by: rce
Mo more than 100 characters
Cancel ‘ Previous ‘ ‘ Skip build stage ‘ Next

In Step 5: Add test stage, choose Skip test stage, and then accept the warning message by
choosing Skip again.

Choose Next.

In Step 6: Add deploy stage, choose Skip deploy stage, and then accept the warning message
by choosing Skip again.

Choose Next.

In Step 7: Review, review the information, and then choose Create pipeline.

As a final step for creating your action, add an environment variable to the action that will
result in an output variable for the action. On the Commands action, choose Edit. On the Edit
screen, specify a variable namespace for your action by entering compute in the Variable
namespace field.

Add the CodeBuild output variable AWS_Default_Region, and then choose Add variable.
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Input artifacts
Choose an input artifact for this action. Learn more [2 FAC 0
Vi

| «

SourceArtifact X
Defined by: Source

Mo more than 100 characters

Commands

Specify the shell commands to run with your compute action in CodeFipeline. You do not need to create any resources in CodeBuild. Note: Using compute time for this action will incur separ
CodeBuild.

Is
echo hello

echo pipeline Execution Id is #{codepipeline.PipelineExecutionid} P
Z

Variable namespace - optional

Choose a namespace for the output variables from this action. You must choose a namespace if you want to use the variables this action produces in your configuration. Learn more [2

‘ compute

Variables
Specify the names of the variables in your environment that you want to export.

| AWS?DEFAULT?REG[OM | ‘ Add variable

Output artifacts
Choose a name for the output of this action. CodePipeline will create the output artifact for your pipeline artifact store.

Name

Files

Add to file
‘ paths

Step 3: Run your pipeline and verify build commands

Release a change to run your pipeline. Verify that the build commands ran by viewing the
execution history, the build logs, and the output variables.

To view action logs and output variables

1. After the pipeline runs successfully, you can view the logs and output for the action.

2. To view the output variables for the action, choose History, and then choose Timeline.

View the output variable that was added to the action. The output for the Commands action
shows the output variable resolved to the action Region.
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Artifacts

Artifact name Artifact type Artifact provider
SourceArtifact [A Input Amazon 53
Output variables

Key Value
AWS_DEFAULT_REGION us-east-1

3. To view the logs for the action, choose View details on the successful Commands action. View
the logs for the Commands action.

Action execution details

Action name: Commands_action Status: Succeeded

R L ommm i mmg e aaw . emmo e me e =
16 [Container] 2824,/18/82 15:84 .06 BUILD: 3 commands

17 [Container] 2824/18/82 15:04:32.66 4 Phase complete: DOWNLOAD SOURCE State: SUCCEEDED
18 [Container] 2824/18/82 15:04:32.66 Phase context status code: Message:

19 [Container] 2824/18/82 04:32.764 Entering phase INSTALL

20 [Container] 2824/18/82 a4 .76 Phase complete: INSTALL 5tate: SUCCEEDED

21 [Container] 2824/18,/82 04:32.76 Phase context status code: Message:

22 [Container] 2024/16/82 15:04:32.815049 Entering phase PRE_BUILD

23 [Container] 2824/18/82 84:32.820275 Phase complete: PRE_BUILD State: SUCCEEDED

24 [Container] 2824/18/82 94:32.820297 Phase context status code: Message:

25 [Container] 2824/18/82 04 .865495 Entering phase BUILD

26 [Container] 2824/18/82 104:32.915858 Running command ls

27 README.txt

28

29 [Container] 2824/18/82 15:04:32.923632 Running command echo hello

38 hello

31

32 [Container] 2824/18/82 15:04:32.929143 Running command echo pipeline Execution Id is a55e3d
33

34

35 [Container] 2824/18/82 15:04:32.937518 Phase complets: BUILD State: SUCCEEDED

36 [Container] 2824/18/82 184:32.937536 Phase context status code: Message:

37 [Container] 2824/18/82 24:32.986%928 Entering phase POST_BUILD

38 [Container] 2824/18/82 094:32.992223 Phase complete: POST_BUILD State: SUCCEEDED

39 [Container] 2824/18/82 04:32.992242 Phase context status code: Message:

48

Tutorial: Use Git tags to start your pipeline

In this tutorial, you will create a pipeline that connects to your GitHub repository where the source
action is configured for the Git tags trigger type. When a Git tag is created on a commit, your
pipeline starts. This example shows you how to create a pipeline that allows filtering for tags
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based on the syntax of the tag name. For more information about filtering with glob patterns, see
Working with glob patterns in syntax.

/A Important

As part of creating a pipeline, an S3 artifact bucket provided by the customer will be used
by CodePipeline for artifacts. (This is different from the bucket used for an S3 source
action.) If the S3 artifact bucket is in a different account from the account for your pipeline,
make sure that the S3 artifact bucket is owned by AWS accounts that are safe and will be
dependable.

This tutorial connects to GitHub through the CodeStarSourceConnection action type.

(@ Note

This feature is not available in the Asia Pacific (Hong Kong), Africa (Cape Town), Middle East
(Bahrain), or Europe (Zurich) Regions. To reference other available actions, see Product and
service integrations with CodePipeline. For considerations with this action in the Europe

(Milan) Region, see the note in CodeStarSourceConnection for Bitbucket Cloud, GitHub,

GitHub Enterprise Server, GitLab.com, and GitLab self-managed actions.

Topics

Prerequisites
Step 1: Open CloudShell and clone your repository

Step 2: Create a pipeline to trigger on Git tags

Step 3: Tag your commits for release

Step 4: Release change and view logs

Prerequisites
Before you begin, you must do the following:

» Create a GitHub repository with your GitHub account.

« Have your GitHub credentials ready. When you use the AWS Management Console to set up a
connection, you are asked to sign in with your GitHub credentials.
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Step 1: Open CloudShell and clone your repository

You can use a command line interface to clone your repository, make commits, and add tags. This
tutorial launches a CloudShell instance for the command line interface.
1. Signin to the AWS Management Console.

2. Inthe top navigation bar, choose the AWS icon. The main page of the AWS Management
Console displays.

3. Inthe top navigation bar, choose the AWS CloudShell icon. CloudShell opens. Wait while the
CloudShell environment is created.

® Note

If you don't see the CloudShell icon, make sure that you're in a Region supported by
CloudShell. This tutorial assumes you are in the US West (Oregon) Region.

4. In GitHub, navigate to your repository. Choose Code, and then choose HTTPS. Copy the path.
The address to clone your Git repository is copied to your clipboard.

5. Run the following command to clone the repository.

git clone https://github.com/<account>/MyGitHubRepo.git

6. Enter your GitHub account Username and Password when prompted. For the Password
entry, you must use a user-created token rather than your account password.

Step 2: Create a pipeline to trigger on Git tags

In this section, you create a pipeline with the following actions:

» A source stage with a connection to your GitHub repository and action.

« A build stage with an AWS CodeBuild build action.

To create a pipeline with the wizard

1. Signin to the CodePipeline console at https://console.aws.amazon.com/codepipeline/.

2. Onthe Welcome page, Getting started page, or Pipelines page, choose Create pipeline.
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3. Onthe Step 1: Choose creation option page, under Creation options, choose the Build
custom pipeline option. Choose Next.

4. In Step 2: Choose pipeline settings, in Pipeline name, enter MyGitHubTagsPipeline.

5. In Pipeline type, keep the default selection at V2. Pipeline types differ in characteristics and

price. For more information, see Pipeline types.

6. In Service role, choose New service role.

(® Note

If you choose instead to use your existing CodePipeline service role, make sure that
you have added the codestar-connections:UseConnection IAM permission to
your service role policy. For instructions for the CodePipeline service role, see Add
permissions to the the CodePipeline service role.

7. Under Advanced settings, leave the defaults. In Artifact store, choose Default location to use
the default artifact store, such as the Amazon S3 artifact bucket designated as the default, for
your pipeline in the Region you selected for your pipeline.

(@ Note

This is not the source bucket for your source code. This is the artifact store for your
pipeline. A separate artifact store, such as an S3 bucket, is required for each pipeline.

Choose Next.

8. On the Step 3: Add source stage page, add a source stage:

e.

In Source provider, choose GitHub (via GitHub App).

Under Connection, choose an existing connection or create a new one. To create or
manage a connection for your GitHub source action, see GitHub connections.

In Repository name, choose the name of your GitHub repository.

In Default branch, choose the branch that you want to specify when the pipeline is
started manually or with a source event that is not a Git tag. If the source of the change is
not the trigger or if a pipeline execution was started manually, then the change used will
be the HEAD commit from the default branch.

Under Webhook events, in Filter type, choose Tags.
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In the Tags or patterns field, enter release*.

/A Important

Pipelines that start with a trigger type of Git tags will be configured for
WebhookV2 events and will not use the Webhook event (change detection on all
push events) to start the pipeline.

Choose Next.

9. In Add build stage, add a build stage:

a. In Build provider, choose AWS CodeBuild. Allow Region to default to the pipeline Region.
b. Choose Create project.

c. InProject name, enter a name for this build project.

d. In Environment image, choose Managed image. For Operating system, choose Ubuntu.
e. For Runtime, choose Standard. For Image, choose aws/codebuild/standard:5.0.

f.  For Service role, choose New service role.

(® Note

Note the name of your CodeBuild service role. You will need the role name for the
final step in this tutorial.

g. Under Buildspec, for Build specifications, choose Insert build commands. Choose Switch
to editor, and paste the following under Build commands.

version: 0.2
#env:
#variables:
# key: "value"
# key: "value"
#parameter-store:
# key: "value"
# key: "value"
#git-credential-helper: yes
phases:
install:
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#If you use the Ubuntu standard image 2.0 or later, you must specify
runtime-versions.
#If you specify runtime-versions and use an image other than Ubuntu
standard image 2.0, the build fails.
runtime-versions:
nodejs: 12
#commands:
# - command
# - command
#pre_build:
#commands:
# - command
# - command
build:
commands:
#post_build:
#commands:
# - command
# - command
artifacts:
files:

1t

# - location
name: $(date +%Y-%m-%d)
#discard-paths: yes
#base-directory: location
#cache:
#paths:
# - paths

h. Choose Continue to CodePipeline. This returns to the CodePipeline console and creates
a CodeBuild project that uses your build commands for configuration. The build project
uses a service role to manage AWS service permissions. This step might take a couple of
minutes.

i. Choose Next.

10. In Step 5: Add test stage, choose Skip test stage, and then accept the warning message by
choosing Skip again.

Choose Next.

11. On the Step 6: Add deploy stage page, choose Skip deploy stage, and then accept the
warning message by choosing Skip again. Choose Next.
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12. On Step 7: Review, choose Create pipeline.

Step 3: Tag your commits for release

After you create your pipeline and specify Git tags, you can tag commits in your GitHub repository.
In these steps, you will tag a commit with the release-1 tag. Each commit in a Git repository
must have a unique Git tag. When you choose the commit and tag it, this allows you to incorporate
changes from different branches into your pipeline deployment. Note that the tag name release
does not apply to the concept of a release in GitHub.

1. Reference the copied commit IDs you want to tag. To view commits in each branch, in the
CloudShell terminal, enter the following command to capture the commit IDs you want to tag:

git log

2. Inthe CloudShell terminal, enter the command to tag your commit and push it to origin. After
you tag your commit, you use the git push command to push the tag to origin. In the following
example, enter the following command to use the release-1 tag for the second commit with
ID 49366bd. This tag will be filtered by the pipeline release* tag filter and will start the
pipeline.

git tag release-1 49366bd

git push origin release-1
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Developer Tools x Developer Tools » CodePipeline » Pipelines » connpipeline ©
CodePipeline -]
- -
I connpipeline
b Source s CodeCommit
Oy Notify = Edit Stop execution Clone pipeline

» Artifacts « CodeArtifact

Release cha
» Build » CodeBuild nge

» Deploy = CodeDeploy
SOUrCe succeeded
¥ Pipeline « CodePipeline Pigeline execution |0: 65447 0c-a357-419d-8729-20B24326¢137
Getting started
Fipelines Source ®
Pipeline
Histary

Settings

» Settings

Q, Go to resource a9 ¥iGbda [ Source: New change on feature branch

B Feedback
l Disable transition

© Build

B AWS CloudShell Actions ¥

Step 4: Release change and view logs
1. After the pipeline runs successfully, on your successful build stage, choose View log.

Under Logs, view the CodeBuild build output. The commands output the value of the entered
variable.

2. In the History page, view the Triggers column. View the trigger type GitTag : release-1.
Tutorial: Filter on branch names for pull requests to start your
pipeline (V2 type)

In this tutorial, you will create a pipeline that connects to your GitHub.com repository where the
source action is configured to start your pipeline with a trigger configuration that filters on pull
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requests. When a specified pull request event occurs for a specified branch, your pipeline starts.
This example shows you how to create a pipeline that allows filtering for branch names. For more
information about working with triggers, see Add filters for push and pull request event types (CLI).
For more information about filtering with regex patterns in glob format, see Working with glob
patterns in syntax.

/A Important

As part of creating a pipeline, an S3 artifact bucket provided by the customer will be used
by CodePipeline for artifacts. (This is different from the bucket used for an S3 source
action.) If the S3 artifact bucket is in a different account from the account for your pipeline,
make sure that the S3 artifact bucket is owned by AWS accounts that are safe and will be
dependable.

This tutorial connects to GitHub.com through the CodeStarSourceConnection action type.

Topics

« Prerequisites

» Step 1: Create a pipeline to start on pull request for specified branches

» Step 2: Create and merge a pull request in GitHub.com to start your pipeline executions

Prerequisites

Before you begin, you must do the following:

o Create a GitHub.com repository with your GitHub.com account.

« Have your GitHub credentials ready. When you use the AWS Management Console to set up a
connection, you are asked to sign in with your GitHub credentials.

Step 1: Create a pipeline to start on pull request for specified branches

In this section, you create a pipeline with the following actions:

« A source stage with a connection to your GitHub.com repository and action.

A build stage with an AWS CodeBuild build action.
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To create a pipeline with the wizard

1. Sign in to the CodePipeline console at https://console.aws.amazon.com/codepipeline/.

2. Onthe Welcome page, Getting started page, or Pipelines page, choose Create pipeline.

3. On the Step 1: Choose creation option page, under Creation options, choose the Build
custom pipeline option. Choose Next.

4. In Step 2: Choose pipeline settings, in Pipeline name, enter MyFilterBranchesPipeline.

5. In Pipeline type, keep the default selection at V2. Pipeline types differ in characteristics and
price. For more information, see Pipeline types.

6. In Service role, choose New service role.

® Note

If you choose instead to use your existing CodePipeline service role, make sure that you
have added the codeconnections:UseConnection IAM permission to your service
role policy. For instructions for the CodePipeline service role, see Add permissions to
the the CodePipeline service role.

7. Under Advanced settings, leave the defaults. In Artifact store, choose Default location to use
the default artifact store, such as the Amazon S3 artifact bucket designated as the default, for
your pipeline in the Region you selected for your pipeline.

® Note

This is not the source bucket for your source code. This is the artifact store for your
pipeline. A separate artifact store, such as an S3 bucket, is required for each pipeline.

Choose Next.

8. On the Step 3: Add source stage page, add a source stage:

a. InSource provider, choose GitHub (via GitHub App).

b. Under Connection, choose an existing connection or create a new one. To create or
manage a connection for your GitHub source action, see GitHub connections.

c. In Repository name, choose the name of your GitHub.com repository.

d. Under Trigger type, choose Specify filter.
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Under Event type, choose Pull request. Select all of the events under pull request so that
the event occurs for created, updated, or closed pull requests.

Under Branches, in the Include field, enter main*.

Edit: Triggers Cancel ‘ Done ‘
For source action: Source Remove
Filters

Pull request ®

Events: Created Closed Revised

Add filt
Include branches: main* + fheer

I,
X

<+ Add trigger

/A Important

Pipelines that start with this trigger type will be configured for WebhookV2 events
and will not use the Webhook event (change detection on all push events) to start
the pipeline.

Choose Next.

9. In Step 4: Add build stage, in Build provider, choose AWS CodeBuild. Allow Region to default
to the pipeline Region. Choose or create the build project as instructed in Tutorial: Use Git tags
to start your pipeline. This action will only be used in this tutorial as the second stage needed

to create your pipeline.

10. In Step 5: Add test stage, choose Skip test stage, and then accept the warning message by
choosing Skip again.

Choose Next.

11. On the Step 6: Add deploy stage page, choose Skip deploy stage, and then accept the
warning message by choosing Skip again. Choose Next.
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12. On Step 7: Review, choose Create pipeline.

Step 2: Create and merge a pull request in GitHub.com to start your
pipeline executions

In this section, you create and merge a pull request. This starts your pipeline, with one execution
for the opened pull request and one execution for the closed pull request.

To create a pull request and start your pipeline

1. In GitHub.com, create a pull request by making a change to the README.md on a feature
branch and raising a pull request to the main branch. Commit the change with a message like
Update README.md for PR.

2. The pipeline starts with the source revision showing the Source message for the pull request
as Update README.md for PR.

® Source Succeeded

Pipeline execution 1D: 7elbecf6-fc7d-44b5-9157-56e9d7982a93

Source

GitHub (Version 2) 2

@ Succeeded - Just now
030c6b39 [2

238c5b39 [4 Source: Update README.md for PR

l ‘ Disable transition

@ Build in progress

Pipeline execution 1D: 7elbecf6-fc7d-44b5-9157-56e9d7982a93

3. Choose History. In the pipeline execution history, view the CREATED and MERGED pull request
status events that started the pipeline executions.
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Developer Tools » CodePipeline » Pipelines » new-github » Execution history

Execution history info

Q

Execution ID Status Trigger

PullRequest 5 MERGED
From
repository/branch:

/MyGitHubRepo

O 61986255 [feature-branch [

@ Succeeded

To repository/branch:

/MyGitHubRepo
/main [A

PullRequest 5 CREATED
From
repository/branch:

/MyGitHubRepo

O b9614702 [feature-branch [

@ Succeeded

To repository/branch:

/MyGitHubRepo
/main [

Webhook
connection/40d122c4-23fb-

O 09c14335 © Succeeded

48bf-
a08f-1cd9 |

Started

Feb 7, 2024 6:26 PM
(UTC-8:00)

Feb 7, 2024 6:26 PM
(UTC-8:00)

Feb 5, 2024 1:19 AM
(UTC-8:00)

Tutorial: Use pipeline-level variables

Duration

5 minutes 31 seconds

4 minutes 7 seconds

2 days 16 hours

Release change
1 ®

Completed

Feb 7, 2024 6:32 PM
(UTC-8:00)

Feb 7, 2024 6:30 PM
(UTC-8:00)

Feb 7, 2024 538 PM
(UTC-8:00)

In this tutorial, you will create a pipeline where you add a variable at the pipeline level and run a

CodeBuild build action that outputs your variable value.

/A Important

As part of creating a pipeline, an S3 artifact bucket provided by the customer will be used

by CodePipeline for artifacts. (This is different from the bucket used for an S3 source

action.) If the S3 artifact bucket is in a different account from the account for your pipeline,

make sure that the S3 artifact bucket is owned by AWS accounts that are safe and will be

dependable.

Topics

« Prerequisites
« Step 1: Create your pipeline and build project

» Step 2: Release change and view logs

Tutorial: Use pipeline-level variables
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Prerequisites

Before you begin, you must do the following:

o Create a CodeCommit repository.

o Add a .txt file to the repository.

Step 1: Create your pipeline and build project

In this section, you create a pipeline with the following actions:

» A source stage with a connection to your CodeCommit repository.

« A build stage with an AWS CodeBuild build action.

To create a pipeline with the wizard

1. Sign in to the CodePipeline console at https://console.aws.amazon.com/codepipeline/.

2. Onthe Welcome page, Getting started page, or Pipelines page, choose Create pipeline.

3. Onthe Step 1: Choose creation option page, under Creation options, choose the Build
custom pipeline option. Choose Next.

4. In Step 2: Choose pipeline settings, in Pipeline name, enter M\yVariablesPipeline.

5. In Pipeline type, keep the default selection at V2. Pipeline types differ in characteristics and
price. For more information, see Pipeline types.

6. In Service role, choose New service role.

(@ Note

If you choose instead to use your existing CodePipeline service role, make sure that you
have added the codeconnections:UseConnection IAM permission to your service
role policy. For instructions for the CodePipeline service role, see Add permissions to
the the CodePipeline service role.

7. Under Variables, choose Add variable. In Name, enter timeout. In Default, enter 1000. In
description, enter the following description: Timeout.
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10.

This will create a variable where you can declare the value when the pipeline execution starts.
Variable names must match [A-Za-z0-9@\-_]+ and can be anything except an empty string.

Under Advanced settings, leave the defaults. In Artifact store, choose Default location to use
the default artifact store, such as the Amazon S3 artifact bucket designated as the default, for
your pipeline in the Region you selected for your pipeline.

(® Note

This is not the source bucket for your source code. This is the artifact store for your
pipeline. A separate artifact store, such as an S3 bucket, is required for each pipeline.

Choose Next.

On the Step 3: Add source stage page, add a source stage:

a. InSource provider, choose AWS CodeCommit.

b. In Repository name and Branch name, choose the your repository and branch.

Choose Next.

In Step 4: Add build stage, add a build stage:

a. In Build provider, choose AWS CodeBuild. Allow Region to default to the pipeline Region.
b. Choose Create project.

c. InProject name, enter a name for this build project.

d. In Environment image, choose Managed image. For Operating system, choose Ubuntu.
e. For Runtime, choose Standard. For Image, choose aws/codebuild/standard:5.0.

f.  For Service role, choose New service role.

(@ Note

Note the name of your CodeBuild service role. You will need the role name for the
final step in this tutorial.

g. Under Buildspec, for Build specifications, choose Insert build commands. Choose Switch
to editor, and paste the following under Build commands. In the buildspec, the customer
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variable $CUSTOM_VAR1 will be used to output the pipeline variable in the build log.
You will create the $CUSTOM_VAR1 output variable as an environment variable in the
following step.

version: 0.2
#env:
#variables:
# key: "value"
# key: "value"
#parameter-store:
# key: "value"
# key: "value"
#git-credential-helper: yes
phases:
install:
#If you use the Ubuntu standard image 2.0 or later, you must specify
runtime-versions.
#If you specify runtime-versions and use an image other than Ubuntu
standard image 2.0, the build fails.
runtime-versions:
nodejs: 12
#commands:
# - command
# - command
#pre_build:
#commands:
# - command
# - command
build:
commands:
- echo $CUSTOM_VAR1
#post_build:
#commands:
# - command
# - command
artifacts:
files:

VR

# - location
name: $(date +%Y-%m-%d)
#discard-paths: yes
#base-directory: location
#cache:
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#paths:
# - paths

h. Choose Continue to CodePipeline. This returns to the CodePipeline console and creates
a CodeBuild project that uses your build commands for configuration. The build project
uses a service role to manage AWS service permissions. This step might take a couple of
minutes.

i.  Under Environment variables - optional, to create an environment variable as
an input variable for the build action that will be resolved by the pipeline-level
variable, choose Add environment variable. This will create the variable specified
in the buildspec as $CUSTOM_VARL1. In Name, enter CUSTOM_VARL. In Value, enter
#{variables.timeout}. In Type, choose Plaintext.

The #{variables.timeout} value for the environment variable is based on the
pipeline-level variable namespace variables and the pipeline-level variable timeout
created for the pipeline in step 7.

j- Choose Next.

11. In Step 5: Add test stage, choose Skip test stage, and then accept the warning message by
choosing Skip again.
Choose Next.

12. On the Step 6: Add deploy stage page, choose Skip deploy stage, and then accept the
warning message by choosing Skip again. Choose Next.

13. On Step 7: Review, choose Create pipeline.

Step 2: Release change and view logs
1. After the pipeline runs successfully, on your successful build stage, choose View details.

On the details page, choose the Logs tab. View the CodeBuild build output. The commands
output the value of the entered variable.

2. Inthe left-hand nav, choose History.

Choose the recent execution, and then choose the Variables tab. View the resolved value for
the pipeline variable.
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Tutorial: Create a simple pipeline (S3 bucket)

The easiest way to create a pipeline is to use the Create pipeline wizard in the AWS CodePipeline
console.

In this tutorial, you create a two-stage pipeline that uses a versioned S3 source bucket and
CodeDeploy to release a sample application.

(® Note

When Amazon S3 is the source provider for your pipeline, you may zip your source file or
files into a single .zip and upload the .zip to your source bucket. You may also upload a
single unzipped file; however, downstream actions that expect a .zip file will fail.

/A Important

As part of creating a pipeline, an S3 artifact bucket provided by the customer will be used
by CodePipeline for artifacts. (This is different from the bucket used for an S3 source
action.) If the S3 artifact bucket is in a different account from the account for your pipeline,
make sure that the S3 artifact bucket is owned by AWS accounts that are safe and will be
dependable.

After you create this simple pipeline, you add another stage and then disable and enable the
transition between stages.

/A Important

Many of the actions you add to your pipeline in this procedure involve AWS resources
that you need to create before you create the pipeline. AWS resources for your source
actions must always be created in the same AWS Region where you create your pipeline.
For example, if you create your pipeline in the US East (Ohio) Region, your CodeCommit
repository must be in the US East (Ohio) Region.

You can add cross-region actions when you create your pipeline. AWS resources for cross-
region actions must be in the same AWS Region where you plan to execute the action. For
more information, see Add a cross-Region action in CodePipeline.
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Before you begin, you should complete the prerequisites in Getting started with CodePipeline.

Topics

Step 1: Create an S3 source bucket for your application

Step 2: Create Amazon EC2 Windows instances and install the CodeDeploy agent

Step 3: Create an application in CodeDeploy

Step 4: Create your first pipeline in CodePipeline

(Optional) Step 5: Add another stage to your pipeline

(Optional) Step 6: Disable and enable transitions between stages in CodePipeline

Step 7: Clean up resources

Step 1: Create an S3 source bucket for your application

You can store your source files or applications in any versioned location. In this tutorial, you create

an S3 bucket for the sample application files and enable versioning on that bucket. After you have

enabled versioning, you copy the sample applications to that bucket.

To create an S3 bucket

1.
2.

Sign in to the console at AWS Management Console. Open the S3 console.
Choose Create bucket.

In Bucket name, enter a name for your bucket (for example, awscodepipeline-
demobucket-example-date).

(@ Note

Because all bucket names in Amazon S3 must be unique, use one of your own, not the
name shown in the example. You can change the example name just by adding the
date to it. Make a note of this name because you need it for the rest of this tutorial.

In Region, choose the Region where you intend to create your pipeline, such as US West
(Oregon), and then choose Create bucket.

After the bucket is created, a success banner displays. Choose Go to bucket details.

On the Properties tab, choose Versioning. Choose Enable versioning, and then choose Save.
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When versioning is enabled, Amazon S3 saves every version of every object in the bucket.

6. On the Permissions tab, leave the defaults. For more information about S3 bucket and object
permissions, see Specifying Permissions in a Policy.

7. Next, download a sample and save it into a folder or directory on your local computer.

a. Choose one of the following. Choose SampleApp_Windows. zip if you want to follow the
steps in this tutorial for Windows Server instances.

« If you want to deploy to Amazon Linux instances using CodeDeploy, download the
sample application here: SampleApp_Linux.zip.

« If you want to deploy to Windows Server instances using CodeDeploy, download the
sample application here: SampleApp_Windows.zip.

The sample application contains the following files for deploying with CodeDeploy:

« appspec.yml - The application specification file (AppSpec file) is a YAML-formatted
file used by CodeDeploy to manage a deployment. For more information about the
AppSpec file, see CodeDeploy AppSpec File reference in the AWS CodeDeploy User Guide.

e index.html - The index file contains the home page for the deployed sample
application.

o LICENSE. txt - The license file contains license information for the sample application.

« Files for scripts — The sample application uses scripts to write text files to a location on
your instance. One file is written for each of several CodeDeploy deployment lifecycle
events as follows:

e (Linux sample only) scripts folder — The folder contains the following shell scripts
to install dependencies and start and stop the sample application for the automated
deployment: install_dependencies, start_server, and stop_server.

e (Windows sample only) before-install.bat - This is a batch script for the
BeforeInstall deployment lifecycle event, which will run to remove old files
written during previous deployments of this sample and create a location on your
instance to which to write the new files.

b. Download the compressed (zipped) file. Do not unzip the file.

8. Inthe Amazon S3 console, for your bucket, upload the file:

a. Choose Upload.
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b. Drag and drop the file or choose Add files and browse for the file.
c. Choose Upload.

Step 2: Create Amazon EC2 Windows instances and install the
CodeDeploy agent

® Note

This tutorial provides sample steps for creating Amazon EC2 Windows instances. For
sample steps to create Amazon EC2 Linux instances, see Step 3: Create an Amazon EC2

Linux instance and install the CodeDeploy agent. When prompted for the number of

instances to create, specify 2 instances.

In this step, you create the Windows Server Amazon EC2 instances to which you will deploy a
sample application. As part of this process, you create an instance role with policies that allow
install and management of the CodeDeploy agent on the instances. The CodeDeploy agent is

a software package that enables an instance to be used in CodeDeploy deployments. You also
attach policies that allow the instance to fetch files that the CodeDeploy agent uses to deploy your
application and to allow the instance to be managed by SSM.

To create an instance role

P WD

b

Open the IAM console at https://console.aws.amazon.com/iam/).

From the console dashboard, choose Roles.
Choose Create role.

Under Select type of trusted entity, select AWS service. Under Choose a use case, select EC2,
and then choose Next: Permissions.

Search for and select the policy named AmazonEC2RolefoxrAWSCodeDeploy.

Search for and select the policy named AmazonSSMManagedInstanceCore. Choose Next:
Tags.

Choose Next: Review. Enter a name for the role (for example, EC2InstanceRole).
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® Note

Make a note of your role name for the next step. You choose this role when you are
creating your instance.

Choose Create role.

To launch instances

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. From the side navigation, choose Instances, and select Launch instances from the top of the
page.

3. Under Name and tags, in Name, enter MyCodePipelineDemo. This assigns the instances a
tag Key of Name and a tag Value of MyCodePipelineDemo. Later, you create a CodeDeploy
application that deploys the sample application to the instances. CodeDeploy selects instances
to deploy based on the tags.

4. Under Application and OS Images (Amazon Machine Image), choose the Windows option.
(This AMI is described as the Microsoft Windows Server 2019 Base and is labeled "Free tier
eligible" and can be found under Quick Start..)

5. Under Instance type, choose the free tier eligible t2.micro type as the hardware
configuration for your instance.

6. Under Key pair (login), choose a key pair or create one.

You can also choose Proceed without a key pair.

(® Note

For the purposes of this tutorial, you can proceed without a key pair. To use SSH to
connect to your instances, create or use a key pair.

7. Under Network settings, do the following.

In Auto-assign Public IP, make sure the status is Enable.

» Next to Assign a security group, choose Create a new security group.
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« In the row for SSH, under Source type, choose My IP.
« Choose Add security group, choose HTTP, and then under Source type, choose My IP.

8. Expand Advanced details. In IAM instance profile, choose the IAM role you created in the
previous procedure (for example, EC2InstanceRole).

9. Under Summary, under Number of instances, enter 2..
10. Choose Launch instance.
11. Choose View all instances to close the confirmation page and return to the console.

12. You can view the status of the launch on the Instances page. When you launch an instance, its
initial state is pending. After the instance starts, its state changes to running, and it receives
a public DNS name. (If the Public DNS column is not displayed, choose the Show/Hide icon,
and then select Public DNS.)

13. It can take a few minutes for the instance to be ready for you to connect to it. Check that
your instance has passed its status checks. You can view this information in the Status Checks
column.

Step 3: Create an application in CodeDeploy

In CodeDeploy, an application is an identifier, in the form of a name, for the code you want to
deploy. CodeDeploy uses this name to ensure the correct combination of revision, deployment
configuration, and deployment group are referenced during a deployment. You select the name
of the CodeDeploy application you create in this step when you create your pipeline later in this
tutorial.

You first create a service role for CodeDeploy to use. If you have already created a service role, you
do not need to create another one.

To create a CodeDeploy service role

Open the IAM console at https://console.aws.amazon.com/iam/).

1

2. From the console dashboard, choose Roles.
3. Choose Create role.
4

Under Select trusted entity, choose AWS service. Under Use case, choose CodeDeploy.
Choose CodeDeploy from the options listed. Choose Next. The AWSCodeDeployRole
managed policy is already attached to the role.

5. Choose Next.
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6.

Enter a name for the role (for example, CodeDeployRole), and then choose Create role.

To create an application in CodeDeploy

o v A~ W

Open the CodeDeploy console at https://console.aws.amazon.com/codedeploy.

If the Applications page does not appear, on the AWS CodeDeploy menu, choose
Applications.

Choose Create application.
In Application name, enter MyDemoApplication.
In Compute Platform, choose EC2/0On-premises.

Choose Create application.

To create a deployment group in CodeDeploy

—

On the page that displays your application, choose Create deployment group.
In Deployment group name, enter M\yDemoDeploymentGxoup.

In Service role, choose the service role you created earlier. You must use a service role that
trusts AWS CodeDeploy with, at minimum, the trust and permissions described in Create

a Service Role for CodeDeploy. To get the service role ARN, see Get the Service Role ARN
(Console).

Under Deployment type, choose In-place.

Under Environment configuration, choose Amazon EC2 Instances. Choose Name in the Key
field, and in the Value field, enter MyCodePipelineDemo.

/A Important

You must choose the same value for the Name key here that you assigned to your EC2
instances when you created them. If you tagged your instances with something other
than MyCodePipelineDemo, be sure to use it here.

Under Agent configuration with AWS Systems Manager, choose Now and schedule updates.
This installs the agent on the instance. The Windows instance is already configured with the
SSM agent and will now be updated with the CodeDeploy agent.

Under Deployment settings, choose CodeDeployDefault.OneAtaTime.
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8. Under Load Balancer, make sure the Enable load balancing box is not selected. You do not
need to set up a load balancer or choose a target group for this example. After you de-select
the checkbox, the load balancer options do not display.

9. Inthe Advanced section, leave the defaults.

10. Choose Create deployment group.

Step 4: Create your first pipeline in CodePipeline

In this part of the tutorial, you create the pipeline. The sample runs automatically through the
pipeline.

To create a CodePipeline automated release process

1. Signin to the AWS Management Console and open the CodePipeline console at http://
console.aws.amazon.com/codesuite/codepipeline/home.

2. Onthe Welcome page, Getting started page, or the Pipelines page, choose Create pipeline.

3. On the Step 1: Choose creation option page, under Creation options, choose the Build
custom pipeline option. Choose Next.

4. In Step 2: Choose pipeline settings, in Pipeline name, enter M\yFirstPipeline.

(® Note

If you choose another name for your pipeline, be sure to use that name instead of
MyFirstPipeline for the rest of this tutorial. After you create a pipeline, you cannot
change its name. Pipeline names are subject to some limitations. For more information,
see Quotas in AWS CodePipeline.

5. CodePipeline provides V1 and V2 type pipelines, which differ in characteristics and price. The
V2 type is the only type you can choose in the console. For more information, see pipeline
types. For information about pricing for CodePipeline, see Pricing.

6. In Service role, do one of the following:

o Choose New service role to allow CodePipeline to create a new service role in IAM.

« Choose Existing service role to use a service role already created in IAM. In Role name,
choose your service role from the list.

7. Leave the settings under Advanced settings at their defaults, and then choose Next.
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8. In Step 3: Add source stage, in Source provider, choose Amazon S3. In Bucket, enter the
name of the S3 bucket you created in Step 1: Create an S3 source bucket for your application.
In S3 object key, enter the object key with or without a file path, and remember to include
the file extension. For example, for SampleApp_Windows.zip, enter the sample file name as
shown in this example:

SampleApp_Windows.zip

Choose Next step.

Under Change detection options, leave the defaults. This allows CodePipeline to use Amazon
CloudWatch Events to detect changes in your source bucket.

Choose Next.

9. In Step 4: Add build stage, choose Skip build stage, and then accept the warning message by
choosing Skip again. Choose Next.

10. In Step 5: Add test stage, choose Skip test stage, and then accept the warning message by
choosing Skip again.

Choose Next.

11. In Step 6: Add deploy stage, in Deploy provider, choose CodeDeploy . The Region
field defaults to the same AWS Region as your pipeline. In Application name, enter
MyDemoApplication, or choose the Refresh button, and then choose the application name
from the list. In Deployment group, enter M\yDemoDeploymentGroup, or choose it from the
list, and then choose Next.

(® Note

The name Deploy is the name given by default to the stage created in the Step 4: Add
deploy stage step, just as Source is the name given to the first stage of the pipeline.

12. In Step 7: Review, review the information, and then choose Create pipeline.

13. The pipeline starts to run. You can view progress and success and failure messages as
the CodePipeline sample deploys a webpage to each of the Amazon EC2 instances in the
CodeDeploy deployment.

Congratulations! You just created a simple pipeline in CodePipeline. The pipeline has two stages:
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» A source stage named Source, which detects changes in the versioned sample application stored
in the S3 bucket and pulls those changes into the pipeline.

» A Deploy stage that deploys those changes to EC2 instances with CodeDeploy.

Now, verify the results.
To verify your pipeline ran successfully

1. View the initial progress of the pipeline. The status of each stage changes from No executions
yet to In Progress, and then to either Succeeded or Failed. The pipeline should complete the
first run within a few minutes.

2. After Succeeded is displayed for the action status, in the status area for the Deploy stage,
choose Details. This opens the CodeDeploy console.

3. In the Deployment group tab, under Deployment lifecycle events, choose an instance ID. This
opens the EC2 console.

4. On the Description tab, in Public DNS, copy the address, and then paste it into the address bar
of your web browser. View the index page for the sample application you uploaded to your S3
bucket.

The web page displays for the sample application you uploaded to your S3 bucket.

For more information about stages, actions, and how pipelines work, see CodePipeline concepts.

(Optional) Step 5: Add another stage to your pipeline

Now add another stage in the pipeline to deploy from staging servers to production servers using
CodeDeploy. First, you create another deployment group in the CodePipelineDemoApplication in
CodeDeploy. Then you add a stage that includes an action that uses this deployment group. To add
another stage, you use the CodePipeline console or the AWS CLI to retrieve and manually edit the
structure of the pipeline in a JSON file, and then run the update-pipeline command to update the
pipeline with your changes.

Topics

» Create a second deployment group in CodeDeploy

« Add the deployment group as another stage in your pipeline
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Create a second deployment group in CodeDeploy

(® Note

In this part of the tutorial, you create a second deployment group, but deploy to the same
Amazon EC2 instances as before. This is for demonstration purposes only. It is purposely
designed to fail to show you how errors are displayed in CodePipeline.

To create a second deployment group in CodeDeploy

Open the CodeDeploy console at https://console.aws.amazon.com/codedeploy.

1

2. Choose Applications, and in the list of applications, choose MyDemoApplication.
3. Choose the Deployment groups tab, and then choose Create deployment group.
4

On the Create deployment group page, in Deployment group name, enter a name for the
second deployment group (for example, CodePipelineProductionFleet).

5. In Service Role, choose the same CodeDeploy service role you used for the initial deployment
(not the CodePipeline service role).

6. Under Deployment type, choose In-place.

7. Under Environment configuration, choose Amazon EC2 Instances. Choose Name in the Key
box, and in the Value box, choose MyCodePipelineDemo from the list. Leave the default
configuration for Deployment settings.

8. Under Deployment configuration, choose CodeDeployDefault.OneAtaTime.
9. Under Load Balancer, clear Enable load balancing.

10. Choose Create deployment group.

Add the deployment group as another stage in your pipeline

Now that you have another deployment group, you can add a stage that uses this deployment
group to deploy to the same EC2 instances you used earlier. You can use the CodePipeline console
or the AWS CLI to add this stage.

Topics

« Create a third stage (console)

» Create a third stage (CLI)
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Create a third stage (console)

You can use the CodePipeline console to add a new stage that uses the new deployment group.
Because this deployment group is deploying to the EC2 instances you've already used, the deploy
action in this stage fails.

1. Sign in to the AWS Management Console and open the CodePipeline console at http://
console.aws.amazon.com/codesuite/codepipeline/home.

2. In Name, choose the name of the pipeline you created, MyFirstPipeline.
3. On the pipeline details page, choose Edit.

4. On the Edit page, choose + Add stage to add a stage immediately after the Deploy stage.

Developer Tools CodePipeline Pipelines MyFirstPipeline
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5. In Add stage, in Stage name, enter Production. Choose Add stage.
6. Inthe new stage, choose + Add action group.

7. In Edit action, in Action name, enter Deploy-Second-Deployment. In Action provider,
under Deploy, choose CodeDeploy.

8. Inthe CodeDeploy section, in Application name, choose MyDemoApplication from the
drop-down list, as you did when you created the pipeline. In Deployment group, choose the
deployment group you just created, CodePipelineProductionFleet. In Input artifacts,
choose the input artifact from the source action. Choose Save.
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9.

10.

11.

12.

On the Edit page, choose Save. In Save pipeline changes, choose Save.

Although the new stage has been added to your pipeline, a status of No executions yet is
displayed because no changes have triggered another run of the pipeline. You must manually
rerun the last revision to see how the edited pipeline runs. On the pipeline details page, choose
Release change, and then choose Release when prompted. This runs the most recent revision
available in each source location specified in a source action through the pipeline.

Alternatively, to use the AWS CLI to rerun the pipeline, from a terminal on your local Linux,
macOS, or Unix machine, or a command prompt on your local Windows machine, run the
start-pipeline-execution command, specifying the name of the pipeline. This runs the
application in your source bucket through the pipeline for a second time.

aws codepipeline start-pipeline-execution --name MyFirstPipeline

This command returns a pipelineExecutionId object.

Return to the CodePipeline console and in the list of pipelines, choose MyFirstPipeline to open
the view page.

The pipeline shows three stages and the state of the artifact running through those three
stages. It might take up to five minutes for the pipeline to run through all stages. You see the
deployment succeeds on the first two stages, just as before, but the Production stage shows
the Deploy-Second-Deployment action failed.

In the Deploy-Second-Deployment action, choose Details. You are redirected to the page for
the CodeDeploy deployment. In this case, the failure is the result of the first instance group
deploying to all of the EC2 instances, leaving no instances for the second deployment group.

® Note

This failure is by design, to demonstrate what happens when there is a failure in a
pipeline stage.

Create a third stage (CLI)

Although using the AWS CLI to add a stage to your pipeline is more complex than using the

console, it provides more visibility into the structure of the pipeline.
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To create a third stage for your pipeline

1.  Open a terminal session on your local Linux, macOS, or Unix machine, or a command prompt
on your local Windows machine, and run the get-pipeline command to display the structure of
the pipeline you just created. For MyFirstPipeline, you would type the following command:

aws codepipeline get-pipeline --name "MyFirstPipeline"

This command returns the structure of MyFirstPipeline. The first part of the output should look
similar to the following:

"pipeline": {
"roleArn": "arn:aws:iam::80398EXAMPLE:role/AWS-CodePipeline-Service",
"stages": [

The final part of the output includes the pipeline metadata and should look similar to the

following:
1)
"artifactStore": {
"type": "S3"
"location": "amzn-s3-demo-bucket",
b
"name": "MyFirstPipeline",
"version": 4
},
"metadata": {

"pipelineArn": "arn:aws:codepipeline:us-
east-2:80398EXAMPLE :MyFirstPipeline",

"updated": 1501626591.112,

"created": 1501626591.112

2. Copy and paste this structure into a plain-text editor, and save the file as pipeline. json.
For convenience, save this file in the same directory where you run the aws codepipeline
commands.
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® Note

You can pipe the JSON directly into a file with the get-pipeline command as follows:

aws codepipeline get-pipeline --name MyFirstPipeline >pipeline.json

3. Copy the Deploy stage section and paste it after the first two stages. Because it is a deploy
stage, just like the Deploy stage, you use it as a template for the third stage.

4. Change the name of the stage and the deployment group details.

The following example shows the JSON you add to the pipeline.json file after the Deploy
stage. Edit the emphasized elements with new values. Remember to include a comma to
separate the Deploy and Production stage definitions.

~

"name": "Production",
"actions": [
{
"inputArtifacts": [
{
"name": "MyApp"
}
1,

"name": "Deploy-Second-Deployment",
"actionTypeId": {
"category": "Deploy",
"owner": "AWS",
"version": "1",
"provider": "CodeDeploy"
I
"outputArtifacts": [],
"configuration": {
"ApplicationName": "CodePipelineDemoApplication",
"DeploymentGroupName": "CodePipelineProductionFleet"
},
"runOrder": 1

}
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5.

If you are working with the pipeline structure retrieved using the get-pipeline command,
you must remove the metadata lines from the JSON file. Otherwise, the update-pipeline
command cannot use it. Remove the "metadata": { } lines and the "created",
"pipelineARN", and "updated" fields.

For example, remove the following lines from the structure:

"metadata": {

"pipelineArn": "arn:aws:codepipeline:region:account-ID:pipeline-name",
"created": "date",

"updated": "date"

}

Save the file.
Run the update-pipeline command, specifying the pipeline JSON file, similar to the following:

aws codepipeline update-pipeline --cli-input-json file://pipeline.json

This command returns the entire structure of the updated pipeline.

/A Important

Be sure to include file:// before the file name. It is required in this command.

Run the start-pipeline-execution command, specifying the name of the pipeline. This runs the
application in your source bucket through the pipeline for a second time.

aws codepipeline start-pipeline-execution --name MyFirstPipeline

This command returns a pipelineExecutionId object.

Open the CodePipeline console and choose MyFirstPipeline from the list of pipelines.

The pipeline shows three stages and the state of the artifact running through those three
stages. It might take up to five minutes for the pipeline to run through all stages. Although the
deployment succeeds on the first two stages, just as before, the Production stage shows that
the Deploy-Second-Deployment action failed.

In the Deploy-Second-Deployment action, choose Details to see details of the failure. You are
redirected to the details page for the CodeDeploy deployment. In this case, the failure is the
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result of the first instance group deploying to all of the EC2 instances, leaving no instances for
the second deployment group.

® Note

This failure is by design, to demonstrate what happens when there is a failure in a
pipeline stage.

(Optional) Step 6: Disable and enable transitions between stages in

CodePipeline

You can enable or disable the transition between stages in a pipeline. Disabling the transition
between stages allows you to manually control transitions between one stage and another. For
example, you might want to run the first two stages of a pipeline, but disable transitions to the
third stage until you are ready to deploy to production, or while you troubleshoot a problem or
failure with that stage.

To disable and enable transitions between stages in a CodePipeline pipeline

1.
2.

Open the CodePipeline console and choose MyFirstPipeline from the list of pipelines.

On the details page for the pipeline, choose the Disable transition button between the second
stage (Deploy) and the third stage that you added in the previous section (Production).

In Disable transition, enter a reason for disabling the transition between the stages, and then
choose Disable.

The arrow between stages displays an icon and color change, and the Enable transition
button.

Disable transition X

You are about to disable the transition between "Source” and "Production”.

Disabling reason

Disabling transition while | troubleshoot the failure

Cancel

Upload your sample again to the S3 bucket. Because the bucket is versioned, this change starts
the pipeline.
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5. Return to the details page for your pipeline and watch the status of the stages. The pipeline
view changes to show progress and success on the first two stages, but no changes occur on
the third stage. This process might take a few minutes.

6. Enable the transition by choosing the Enable transition button between the two stages. In the
Enable transition dialog box, choose Enable. The stage starts running in a few minutes and
attempts to process the artifact that has already been run through the first two stages of the
pipeline.

® Note

If you want this third stage to succeed, edit the CodePipelineProductionFleet
deployment group before you enable the transition, and specify a different set of EC2
instances where the application is deployed. For more information about how to do
this, see Change deployment group settings. If you create more EC2 instances, you
might incur additional costs.

Step 7: Clean up resources

You can use some of the resources you created in this tutorial for the Tutorial: Create a four-

stage pipeline. For example, you can reuse the CodeDeploy application and deployment. You can
configure a build action with a provider such as CodeBuild, which is a fully managed build service in
the cloud. You can also configure a build action that uses a provider with a build server or system,

such as Jenkins.

However, after you complete this and any other tutorials, you should delete the pipeline and the
resources it uses, so that you are not charged for the continued use of those resources. First, delete
the pipeline, then the CodeDeploy application and its associated Amazon EC2 instances, and finally,
the S3 bucket.

To clean up the resources used in this tutorial

1. To clean up your CodePipeline resources, follow the instructions in Delete a pipeline in AWS
CodePipeline.

2. To clean up your CodeDeploy resources, follow the instructions in To clean up resources

(console).
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3. To delete the S3 bucket, follow the instructions in Deleting or emptying a bucket. If you do
not intend to create more pipelines, delete the S3 bucket created for storing your pipeline

artifacts. For more information about this bucket, see CodePipeline concepts.

Tutorial: Create a simple pipeline (CodeCommit repository)

In this tutorial, you use CodePipeline to deploy code maintained in a CodeCommit repository
to a single Amazon EC2 instance. Your pipeline is triggered when you push a change to the
CodeCommit repository. The pipeline deploys your changes to an Amazon EC2 instance using
CodeDeploy as the deployment service.

/A Important

As part of creating a pipeline, an S3 artifact bucket provided by the customer will be used
by CodePipeline for artifacts. (This is different from the bucket used for an S3 source
action.) If the S3 artifact bucket is in a different account from the account for your pipeline,
make sure that the S3 artifact bucket is owned by AWS accounts that are safe and will be
dependable.

The pipeline has two stages:

» A source stage (Source) for your CodeCommit source action.

» A deployment stage (Deploy) for your CodeDeploy deployment action.

The easiest way to get started with AWS CodePipeline is to use the Create Pipeline wizard in the
CodePipeline console.

(® Note

Before you begin, make sure you've set up your Git client to work with CodeCommit. For
instructions, see Setting up for CodeCommit.
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Step 1: Create a CodeCommit repository

First, you create a repository in CodeCommit. Your pipeline gets source code from this repository
when it runs. You also create a local repository where you maintain and update code before you
push it to the CodeCommit repository.

To create a CodeCommit repository

1. Open the CodeCommit console at https://console.aws.amazon.com/codecommit/.

2. In the Region selector, choose the AWS Region where you want to create the repository and
pipeline. For more information, see AWS Regions and Endpoints.

On the Repositories page, choose Create repository.

4. On the Create repository page, in Repository name, enter a name for your repository (for
example, MyDemoRepo).

5. Choose Create.

(® Note

The remaining steps in this tutorial use MyDemoRepo for the name of your CodeCommit
repository. If you choose a different name, be sure to use it throughout this tutorial.

To set up a local repository

In this step, you set up a local repository to connect to your remote CodeCommit repository.

(@ Note

You are not required to set up a local repository. You can also use the console to upload
files as described in Step 2: Add sample code to your CodeCommit repository.

1. With your new repository open in the console, choose Clone URL on the top right of the
page, and then choose Clone SSH. The address to clone your Git repository is copied to your
clipboard.

2. Inyour terminal or command line, navigate to a local directory where you'd like your local
repository to be stored. In this tutorial, we use /tmp.
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3. Run the following command to clone the repository, replacing the SSH address with the one
you copied in the previous step. This command creates a directory called MyDemoRepo. You
copy a sample application to this directory.

git clone ssh://git-codecommit.us-west-2.amazonaws.com/v1l/repos/MyDemoRepo

Step 2: Add sample code to your CodeCommit repository

In this step, you download code for a sample application that was created for a CodeDeploy sample
walkthrough, and add it to your CodeCommit repository.

1. Next, download a sample and save it into a folder or directory on your local computer.

a. Choose one of the following. Choose SampleApp_Linux.zip if you want to follow the
steps in this tutorial for Linux instances.

« If you want to deploy to Amazon Linux instances using CodeDeploy, download the
sample application here: SampleApp_Linux.zip.

« If you want to deploy to Windows Server instances using CodeDeploy, download the
sample application here: SampleApp_Windows.zip.

The sample application contains the following files for deploying with CodeDeploy:

« appspec.yml — The application specification file (AppSpec file) is a YAML-formatted
file used by CodeDeploy to manage a deployment. For more information about the
AppSpec file, see CodeDeploy AppSpec File reference in the AWS CodeDeploy User Guide.

e index.html - The index file contains the home page for the deployed sample
application.

o LICENSE. txt - The license file contains license information for the sample application.

« Files for scripts — The sample application uses scripts to write text files to a location on
your instance. One file is written for each of several CodeDeploy deployment lifecycle
events as follows:

 (Linux sample only) scripts folder — The folder contains the following shell scripts
to install dependencies and start and stop the sample application for the automated
deployment: install_dependencies, start_server, and stop_server.
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e (Windows sample only) before-install.bat - This is a batch script for the
BeforeInstall deployment lifecycle event, which will run to remove old files
written during previous deployments of this sample and create a location on your
instance to which to write the new files.

b. Download the compressed (zipped) file.

2. Unzip the files from SampleApp_Linux.zip into the local directory you created earlier (for
example, /tmp/MyDemoRepo or c:\temp\MyDemoRepo).

Be sure to place the files directly into your local repository. Do not include a
SampleApp_Linux folder. On your local Linux, macQOS, or Unix machine, for example, your
directory and file hierarchy should look like this:

/tmp
#-- MyDemoRepo

#-- appspec.yml

#-- index.html

#-- LICENSE.txt

#-- scripts
#-- install_dependencies
#-- start_server
#-- stop_server

3. To upload files to your repository, use one of the following methods.
a. To use the CodeCommit console to upload your files:

i. Open the CodeCommit console, and choose your repository from the Repositories
list.
ii. Choose Add file, and then choose Upload file.

iii. Select Choose file, and then browse for your file. To add a file under a folder, choose
Create file and then enter the folder name with the file name, such as scripts/
install_dependencies. Paste the file contents into the new file.

Commit the change by entering your user name and email address.

Choose Commit changes.

iv. Repeat this step for each file.

Your repository contents should look like this:
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#-- appspec.yml

#-- index.html

#-- LICENSE.txt

#-- scripts
#-- install_dependencies
#-- start_server
#-- stop_server

b. To use git commands to upload your files:

i. Change directories to your local repo:

(For Linux, mac0S, or Unix) cd /tmp/MyDemoRepo
(For Windows) cd c:\temp\MyDemoRepo

ii. Run the following command to stage all of your files at once:

git add -A

iii. Run the following command to commit the files with a commit message:

git commit -m "Add sample application files"

iv. Run the following command to push the files from your local repo to your
CodeCommit repository:

git push

4. The files you downloaded and added to your local repo have now been added to the main
branch in your CodeCommit MyDemoRepo repository and are ready to be included in a
pipeline.

Step 3: Create an Amazon EC2 Linux instance and install the
CodeDeploy agent

In this step, you create the Amazon EC2 instance where you deploy a sample application. As part of
this process, create an instance role that allows install and management of the CodeDeploy agent
on the instance. The CodeDeploy agent is a software package that enables an instance to be used
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in CodeDeploy deployments. You also attach policies that allow the instance to fetch files that the
CodeDeploy agent uses to deploy your application and to allow the instance to be managed by
SSM.

To create an instance role

1. Open the IAM console at https://console.aws.amazon.com/iam/).

2. From the console dashboard, choose Roles.

3. Choose Create role.

4. Under Select type of trusted entity, select AWS service. Under Choose a use case, select EC2.
Under Select your use case, choose EC2. Choose Next: Permissions.

5. Search for and select the policy named AmazonEC2RolefoxrAWSCodeDeploy.

6. Search for and select the policy named AmazonSSMManagedInstanceCore. Choose Next:
Tags.

7. Choose Next: Review. Enter a name for the role (for example, EC2InstanceRole).

(® Note

Make a note of your role name for the next step. You choose this role when you are
creating your instance.

Choose Create role.

To launch an instance

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. From the side navigation, choose Instances, and select Launch instances from the top of the
page.

3. In Name, enter MyCodePipelineDemo. This assigns the instance a tag Key of Name and a tag
Value of MyCodePipelineDemo. Later, you create a CodeDeploy application that deploys the
sample application to this instance. CodeDeploy selects instances to deploy based on the tags.

4. Under Application and OS Images (Amazon Machine Image), locate the Amazon Linux AMI
option with the AWS logo, and make sure it is selected. (This AMI is described as the Amazon
Linux 2 AMI (HVM) and is labeled "Free tier eligible".)
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5. Under Instance type, choose the free tier eligible t2.miczro type as the hardware
configuration for your instance.

6. Under Key pair (login), choose a key pair or create one.

You can also choose Proceed without a key pair.

(® Note

For the purposes of this tutorial, you can proceed without a key pair. To use SSH to
connect to your instances, create or use a key pair.

7. Under Network settings, do the following.
In Auto-assign Public IP, make sure the status is Enable.

For the created security group, choose HTTP, and then under Source type, choose My IP.

8. Expand Advanced details. In IAM instance profile, choose the IAM role you created in the
previous procedure (for example, EC2InstanceRole).

9. Under Summary, under Number of instances, enter 1..
10. Choose Launch instance.

11. You can view the status of the launch on the Instances page. When you launch an instance, its
initial state is pending. After the instance starts, its state changes to running, and it receives
a public DNS name. (If the Public DNS column is not displayed, choose the Show/Hide icon,
and then select Public DNS.)

Step 4: Create an application in CodeDeploy

In CodeDeploy, an application is a resource that contains the software application you want to
deploy. Later, you use this application with CodePipeline to automate deployments of the sample
application to your Amazon EC2 instance.

First, you create a role that allows CodeDeploy to perform deployments. Then, you create a
CodeDeploy application.

To create a CodeDeploy service role

1. Open the IAM console at https://console.aws.amazon.com/iam/).
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2.
3.
4.

From the console dashboard, choose Roles.
Choose Create role.

Under Select trusted entity, choose AWS service. Under Use case, choose CodeDeploy.
Choose CodeDeploy from the options listed. Choose Next. The AWSCodeDeployRole
managed policy is already attached to the role.

Choose Next.

Enter a name for the role (for example, CodeDeployRole), and then choose Create role.

To create an application in CodeDeploy

o v A W N

Open the CodeDeploy console at https://console.aws.amazon.com/codedeploy.

If the Applications page does not appear, on the menu, choose Applications.
Choose Create application.

In Application name, enter M\yDemoApplication.

In Compute Platform, choose EC2/0On-premises.

Choose Create application.

To create a deployment group in CodeDeploy

A deployment group is a resource that defines deployment-related settings like which instances to
deploy to and how fast to deploy them.

1.
2.

On the page that displays your application, choose Create deployment group.
In Deployment group name, enter M\yDemoDeploymentGroup.

In Service role, choose the ARN of the service role you created earlier (for example,
arn:aws:iam::account_ID:role/CodeDeployRole).

Under Deployment type, choose In-place.

Under Environment configuration, choose Amazon EC2 Instances. In the Key field,
enter Name. In the Value field, enter the name you used to tag the instance (for example,
MyCodePipelineDemo).

Under Agent configuration with AWS Systems Manager, choose Now and schedule updates.
This installs the agent on the instance. The Linux instance is already configured with the SSM
agent and will now be updated with the CodeDeploy agent.
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7.
8.

Under Deployment configuration, choose CodeDeployDefault.OneAtaTime.

Under Load Balancer, make sure Enable load balancing is not selected. You do not need to
set up a load balancer or choose a target group for this example.

Choose Create deployment group.

Step 5: Create your first pipeline in CodePipeline

You're now ready to create and run your first pipeline. In this step, you create a pipeline that runs

automatically when code is pushed to your CodeCommit repository.

To create a CodePipeline pipeline

1.

Sign in to the AWS Management Console and open the CodePipeline console at http://
console.aws.amazon.com/codesuite/codepipeline/home.

Open the CodePipeline console at https://console.aws.amazon.com/codepipeline/.

On the Welcome page, Getting started page, or the Pipelines page, choose Create pipeline.

On the Step 1: Choose creation option page, under Creation options, choose the Build
custom pipeline option. Choose Next.

In Step 2: Choose pipeline settings, in Pipeline name, enter MyFirstPipeline.

CodePipeline provides V1 and V2 type pipelines, which differ in characteristics and price. The
V2 type is the only type you can choose in the console. For more information, see pipeline
types. For information about pricing for CodePipeline, see Pricing.

In Service role, choose New service role to allow CodePipeline to create a service role in IAM.
Leave the settings under Advanced settings at their defaults, and then choose Next.

In Step 3: Add source stage, in Source provider, choose CodeCommit. In Repository name,
choose the name of the CodeCommit repository you created in Step 1: Create a CodeCommit

repository. In Branch name, choose main, and then choose Next step.

After you select the repository name and branch, a message displays the Amazon CloudWatch
Events rule to be created for this pipeline.

Under Change detection options, leave the defaults. This allows CodePipeline to use Amazon
CloudWatch Events to detect changes in your source repository.

Choose Next.
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9. In Step 4: Add build stage, choose Skip build stage, and then accept the warning message by
choosing Skip again. Choose Next.

® Note
In this tutorial, you are deploying code that requires no build service, so you can
skip this step. However, if your source code needs to be built before it is deployed to
instances, you can configure CodeBuild in this step.

10. In Step 5: Add test stage, choose Skip test stage, and then accept the warning message by
choosing Skip again.

Choose Next.

11. In Step 6: Add deploy stage, in Deploy provider, choose CodeDeploy. In Application name,
choose MyDemoApplication. In Deployment group, choose MyDemoDeploymentGroup, and
then choose Next step.

12. In Step 7: Review, review the information, and then choose Create pipeline.

13. The pipeline starts running after it is created. It downloads the code from your CodeCommit
repository and creates a CodeDeploy deployment to your EC2 instance. You can view progress
and success and failure messages as the CodePipeline sample deploys the webpage to the
Amazon EC2 instance in the CodeDeploy deployment.
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Congratulations! You just created a simple pipeline in CodePipeline.

Next, you verify the results.

To verify that your pipeline ran successfully

1.

View the initial progress of the pipeline. The status of each stage changes from No executions
yet to In Progress, and then to either Succeeded or Failed. The pipeline should complete the
first run within a few minutes.

After Succeeded is displayed for the pipeline status, in the status area for the Deploy stage,
choose CodeDeploy. This opens the CodeDeploy console. If Succeeded is not displayed see
Troubleshooting CodePipeline.

On the Deployments tab, choose the deployment ID. On the page for the deployment, under
Deployment lifecycle events, choose the instance ID. This opens the EC2 console.

On the Description tab, in Public DNS, copy the address (for example, ec2-192-0-2-1.us-
west-2.compute.amazonaws.com), and then paste it into the address bar of your web
browser.
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The web page displays for the sample application you downloaded and pushed to your
CodeCommit repository.

For more information about stages, actions, and how pipelines work, see CodePipeline concepts.

Step 6: Modify code in your CodeCommit repository

Your pipeline is configured to run whenever code changes are made to your CodeCommit
repository. In this step, you make changes to the HTML file that is part of the sample CodeDeploy
application in the CodeCommit repository. When you push these changes, your pipeline runs again,
and the changes you make are visible at the web address you accessed earlier.

1. Change directories to your local repo:

(For Linux, mac0S, or Unix) cd /tmp/MyDemoRepo
(For Windows) cd c:\temp\MyDemoRepo

2. Use a text editor to modify the index.html file:

(For Linux or Unix)gedit index.html
(For 0S X)open -e index.html
(For Windows)notepad index.html

3. Revise the contents of the index.html file to change the background color and some of the
text on the webpage, and then save the file.

<IDOCTYPE html>
<html>
<head>
<title>Updated Sample Deployment</title>
<style>
body {
color: #000000;
background-color: #CCFFCC;
font-family: Arial, sans-serif;
font-size:14px;

hl {
font-size: 250%;
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font-weight: normal;
margin-bottom: 0;

}

h2 {
font-size: 175%;
font-weight: normal;
margin-bottom: 0;
}
</style>
</head>
<body>
<div align="center"><hl>Updated Sample Deployment</hl></div>
<div align="center"><h2>This application was updated using CodePipeline,
CodeCommit, and CodeDeploy.</h2></div>
<div align="center">
<p>Learn more:</p>
<p><a href="https://docs.aws.amazon.com/codepipeline/latest/
userguide/">CodePipeline User Guide</a></p>
<p><a href="https://docs.aws.amazon.com/codecommit/latest/
userguide/">CodeCommit User Guide</a></p>
<p><a href="https://docs.aws.amazon.com/codedeploy/latest/
userguide/">CodeDeploy User Guide</a></p>
</div>
</body>
</html>

4. Commit and push your changes to your CodeCommit repository by running the following
commands, one at a time:

git commit -am "Updated sample application files"

git push

To verify your pipeline ran successfully

1. View the initial progress of the pipeline. The status of each stage changes from No executions
yet to In Progress, and then to either Succeeded or Failed. The running of the pipeline should
be complete within a few minutes.
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2. After Succeeded is displayed for the action status, refresh the demo page you accessed earlier
in your browser.

The updated webpage is displayed.

Step 7: Clean up resources

You can use some of the resources you created in this tutorial for other tutorials in this guide.

For example, you can reuse the CodeDeploy application and deployment. However, after you
complete this and any other tutorials, you should delete the pipeline and the resources it uses so
that you are not charged for the continued use of those resources. First, delete the pipeline, then
the CodeDeploy application and its associated Amazon EC2 instance, and finally, the CodeCommit
repository.

To clean up the resources used in this tutorial

1. To clean up your CodePipeline resources, follow the instructions in Delete a pipeline in AWS
CodePipeline.

2. To clean up your CodeDeploy resources, follow the instructions in Clean Up Deployment

Walkthrough Resources.

3. To delete the CodeCommit repository, follow the instructions in Delete a CodeCommit
repository.

Step 8: Further reading

Learn more about how CodePipeline works:

« For more information about stages, actions, and how pipelines work, see CodePipeline concepts.

« For information about the actions you can perform using CodePipeline, see Integrations with

CodePipeline action types.

« Try this more advanced tutorial, Tutorial: Create a four-stage pipeline. It creates a multi-stage
pipeline that includes a step that builds code before it's deployed.
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