aws

User Guide

AWS CloudHSM

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS CloudHSM User Guide

AWS CloudHSM: User Guide

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon's trademarks and trade dress may not be used in connection with any product or service
that is not Amazon's, in any manner that is likely to cause confusion among customers, or in any
manner that disparages or discredits Amazon. All other trademarks not owned by Amazon are
the property of their respective owners, who may or may not be affiliated with, connected to, or
sponsored by Amazon.




AWS CloudHSM User Guide

Table of Contents

What is AWS CLOUAHSMY .....eeriiiiiiiiiiiiiiiiiiiiiiiiiisiessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 1
USE CASES ettt ettt ettt s b st s b st e b e st ea s s et e et e b e s b e Rt s b e et e Rt e b e et e e st et e et e e seesbesneenas 2
HOW Tt WOTKS ettt ettt ettt et sttt et s s b et e s b et e e e e sae st e e sassensns 4

CLUSTEIS ettt ettt sttt et et s et et s e st et e e b e st et s s e st et e se s b et e seeae b e st esassastesassantantesesensenssanes 5
USErs iN AWS CLOUAHSM ..ottt sttt st st et se st s s b et st e s s et e ssasae e ssans 5
KEYS iN AWS CLOUAHSM ...ttt ettt et ste s tesse s e esa e e et et et e saasaassassessaennensanaans 6
CLIENT SDKS ...ttt ettt sttt et s e st et s e st st s s s et e e s s et et e e s et esassabentesassassensssansessesansensesesen 7
BACKUPS ettt ettt et e s te st e e e e e e e e e st e st et et e s b e e aaeReesae st et et e benteetaeseereereeraententantan 7
Supported Regions for AWS CLOUAHSM ...ttt aeaeaan 8
Pricing fOr AWS CLOUAHSM ... ettt ve e e et st e st sae st s s e e e e et et e tasanns 9

Getting StArted .....ccciiiiiiiieeeeeciiiiiceeiiiiiieeanseeeiiissseeeesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 10

Create IAM admMiNISTrators ..ottt ettt sttt e st e st e s s et e st s e se e e e ssassessenassanes 10
Create an IAM user and adminiStrator QroUP ......ccccccececerereeeceete ettt sa et sae e 11
Create @ VP U .ttt et ettt s e a s sb e et be st e st e b e et et e b st e e st e ae e b e neerenn 13
CrEALE @ CLUSTEN ettt et sttt s b et s s s e st st s b e b et e sb et e e saesbe st esessassesasan 13
Review the ClUSter SECUMLY GrOUP oo iiiicieieeececee ettt te et e e et et e aesaesaessessa s e e nenannans 18
LAUNCH @N EC2 CLENT ..ottt ettt st ettt s bt sae b et esesaa st e e ssassenaesansan 19
Configure EC2 iNStanNCe SECUILY GrOUPS ...cceeeeieieirerteerestestessesseeeeeessesessessessessessessessssssessessessessessassans 22
Step 1. Modify the default SECUritY GroUP ... 22
Step 2. Connect the Amazon EC2 instance to the AWS CloudHSM cluster ........cocvevvvevecvenennee 23
Create AN HSM L. ettt b e st b e sttt a e s et e et e b e et e ae s neent s 24
Verify HSM identity (OPLionNaL) ettt ettt e s e e sa et aens 25
Step 1. Get certificates from the HSM ...ttt sae e 28
Step 2. Get the ro0ot COrtifiCates ...ttt nean 31
Step 3. Verify certificate Chains ...ttt saeaan 31
Step 4. Extract and compare PUbLliC KEYS ...ttt 33
INITIAlIZE ThE CLUSTEL ettt sttt se s sttt e st et e s se b e e saesaasaenans 33
Step 1. Get the CLUSEEI TSR ...ttt ettt e re e e e e e st e s ae st e s b e s saese e e ennannan 34
StEP 2. SIGN the CSR .ttt ettt et e st e s e e s e e e e e e e et e tesae st e sasaeesesnnenaanes 36
Step 3. INItIalize the CLUSTEN .ottt e e e e nan 38
INSEALL CLOUAHSM CLI vttt ettt st sae st e s e st et e s st e e s e st et e e ssa st e e esassessenasansan 40
ACLIVATE the CLUSTET .ttt ettt sttt et et b e st e e s e sae s e e saassesaenans 44
Setup MTLS (reCOMMENAEA) ...oueeeieeeeeeeee ettt s e st e et e a e e e stesaesaassessa e e e e eaannaneans 47

Step 1. Create and register a trust anchor onto the HSM ... 47




AWS CloudHSM User Guide

Step 2. Enable MTLS for AWS CLOUAHSM ...ttt ste e sennens 51
Step 3. Set the mTLS enforcement for AWS ClLOUdHSM ...t 56
Create and use keys in AWS CLOUAHSM ...ttt ettt sae st ae e a e ae e 58
BESt PracCtiCes c.ucciciiiiiiimneennnnniiiiiiieceniienneanesssssssssseessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssass 59
CLUSEEr MANAGEMENT ...ttt e e te e e e e e st e st et et e s s e s se e e e e e st e s etestessassassasssensensanean 59
Scale your cluster to handle peak traffic ... 59
Architect your cluster for high availability ... 59
Have at least three HSMs to ensure durability for newly generated keys .........cccocvecvecvecvenenne. 60
SECUre ACCESS tO YOUI CLUSTEN ..ottt ettt e e et et e ae b e s ae e e saennennan 60
Reduce costs by Scaling tO YOUI NEEAS ...ttt aenens 60
USEr MANAGEMENT .....ceiiieieeeceetert ettt st s st e s sae e st e ssse s st e s s st essse s sa e sbesssaesssessaesssassssesssessseesseessaenns 61
Protect your HSM users' Cred@ntials .........ccceceeereeeeeeiceeceeecteecec ettt sae e nnan 61
Have at least two admins to prevent LoCkOUL ... 61
Enable quorum for all user management OPerations ........c.ccceeeeeeeececceeceeceece e 61
Create multiple crypto users, each with limited permissions ..........ccceveveveeeneniecvecceeceeceeeenee. 61
KEY MANAGEMIENT ...ttt sttt e et e st e s se e st e s sae s s sae s sa e st assaeasssasssaesssasssaesssessseesssesseans 62
Cho0Se the FIght KEY TYPE ettt ettt s e st e nes 62
Manage key Storage LIMILS ...ttt a ettt ae s s a s 62
Managing and Securing KeY WrapPiNg ...c.ccccceeeeeeeeieereeeeseestestesseeeesesseessessessessessessesssssssssessessessanses 63
APPLICAtIoN INEEGIAtION ..ot e e e e e s e e sa et e b e aesbesseeaeennenes 63
BOOtStrap YOUr CLENT SDK ..ottt e et e st e ste st e stesse e e e e e e e e et estessesaassassnesnanes 63
Authenticate to perform OPEratioNs ...ttt st re e nean 64
Effectively manage keys in your application ...t 65
USE MULEI-ERIEAAING ettt ettt e e ettt e st e st e e se e e e saennanes 65
HaNdLe throttling @ITOFS ... ettt ettt e e e e et saesaesbe s e sa e e e e e nnanes 66
Integrate retries on cluster OPEratioNs ...t aesaeeens 66
Implement disaster recoVery Strat@gies .....ccoiirirereeiereectesese ettt steste s e e e e aenenens 66
MONIEOTING .eviiiieeieicteeteert et rte et es e et s te s st e st e s sae s s st e s saesstassaessssessseessaesssessssessseesseesssessseesssessseesssennns 67
MORNTLOT CLENT LOGS ..ottt et et e st e st e s te s e e s s e e e et e aesaa b e sassaesasnnennan 67
MONILOT QUAIL LOGS ettt et et et et e st e s e s e e e s s e e e s e s esasaassassassassnensannans 67
MONItOr AWS CLOUATIQIL woviriiiirieieereietreriert sttt sttt se st et st et e e s e sae e s e sae e e e ssessesassessenssnans 68
Monitor Amazon CloudWatch MELIICS .....coeviirirenieirencrercncteeret ettt et et sae e nas 68
CLUSTEIS ..ciiiiiiiriiissssssssssssssssssnnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnne 69
CLUSEEE QrCRITECLUIE .ttt ettt ettt sa e st st s b e b et s e sbe st e e ssesaesasnessassessssens 69
Cluster SYNCRIONIZAtION ......ceiieeeeecee ettt re et st e st e s ae s e ae e e s e e s et et asaesaenes 71
Cluster high availability and load balanCing ... 72




AWS CloudHSM User Guide

CLUSEEE MOAES ...ttt te e e e et e ste st e st e st e s s e e se s e e s et e st estassessassaeseessensensessassansensanseesesnsanean 73
HSM LYPES ettt sttt st e s st e s ae e st s ae s e e s ae e st e s b e e e e e aaessa e e b e e st e e s e e st e e ae e st eeaaennaans 74
CONNECEING tO thE CLUSTEN ...ttt ste e st e s b e s se e e e e e e e st e sae b essasessesnasneans 76
Place the issuing certificate on each EC2 iNSTANCE .......ooeveeeieieeceeeeeeeece sttt 76
Specify the location of the issuing certificate ... 76
BOOtStrap the CLENT SDK ...ttt sa et et esteste e e s e e e s e b et e aasansans 78
SCALING HSMS ..ttt ettt et e st e st e st st e e e s e e e et et e b e besseeseesae st estensansasensassnssaeseanes 82
AAING AN HSM ..ttt ettt et e st e st e st e st s et e e et et et e st et e sasseesasssensansensansansans 82
REMOVING QN HSM ettt st re et ssae s e e s se s s at e s e e s sa e s saeessaessba s saesaaesnnasssannns 84
DELELING @ CLUSLEN ettt te s e e se et et e st e st e st e e s e e e sa e e et et et e sassassassassnenaanes 85
Creating clusters from DACKUPS ...t a e s resaeean 87
Create clusters from backups (CONSOLE) ... 87
Create clusters from backups (AWS CLI) ..ottt sre e e aennan 88
Create clusters from backups (AWS CLOUAHSM API) ...ttt 89
Migrating HSM CLUSTEE TYPES ....uvoueieeeceeeeee ettt ettt e ae e s e e e e e s e e e st e sbasaasseesnennaneans 89
Migrating from hsm1.medium to hsm2m.medium ... 90
HSM USEIS cccvueiiinnniiinnenierneciensecsisssessessessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssnne 98
User management With CLOUAHSM CLI ...ttt sve e e st saesaesaasaens 98
PrErEQUISITES .eeeeeiieeieeteece ettt ettt s sttt s e e st e s sae s sae e s b e s sse e s saesssaesssesssaesssasssaesssessssenssessseesssesnses 99
USEE TYPIES ittt ettt et st s e s st e s ste s s e e s b e s ssa e s sbe s st e s sseessaassse e st esssa e seessaesstasseesssessaesssessaans 100
PerMISSIONS tADLE ...ttt st s te e e st b st e s aestasbessa e e e e ennenaanes 102
CrEATE AUIMIN ..ottt e e e et et e st e st e s e s e e e e e e se et et e besbe st aesaeseensesaantansansanes 104
CrEATE CUS ittt ettt sttt et e st s st e e s e e s e e s e e e s aa e s sae e st e s ba e sae e aeessaessa e ssassseesssesssaanssansaans 105
LIST @LL USEIS ettt ettt ettt e e e e st t e s b e st e s be s e e e e st et et et esaessassaesaenaansensansanes 106

(@ F=Tp[e [T o T 1Y o]  c L3OO ORI 106
DELELE USEIS ..ttt ettt et e s e e et et e st et e st e s saesaeseesae s et et etassassassaesasssensansansansn 108
MANQAQGE USEE MFA ...ttt sttt e st st e s ste e st e s sae e st e s saesssae s sa e saasssesssaesssassseesssesssaenssens 109
Manage quorum authentication (M Of N) ..ot 124
User management With CMU ...ttt re et e et et esaestesse s e sa s s e aannans 148
PrErEQUISITES .ottt ettt sre s st e s sae s s st e st e e st e s sae s ssaeesae e s st assseesssesasaesstasssessssessseennees 149
USEE TYPBS oeeeieiieeeteeecteeecteeesrte e ettt sssatesssaeesesae s s st e sesstessssaessssasssssesssssessssesssseessssaesssseesssseesssaesssses 153
PerMISSIONS tADLE ...ttt st e e et et e st e s tasbasae e e s aaennenaenes 154
CrEATE USEIS ..ottt ettt s st e s st e e st e st e s ae s s e e s s e e s st e s saesssasssaessaasssassssesssaesssesssesssaesseensaens 156
LIST @LL USEIS ettt ettt st st e e e st et e s b e b e be s e e e e st et et et asaessasseesaenaensensansanes 159
CRANGE PASSWOIAS ...cveieieeieeieeeetetete e te e ee e e e e et e s et e saestessesseesae e et esaessestassassassassaesssssensansansansan 161
DELELE USEIS .ttt ettt st e e e e e e e e e st e st et e st e s s e e saesaesae s et et assasassassaesasnsensansansansan 164




AWS CloudHSM User Guide

MANAGE USEE 2FA ...ttt ettt s e s st e s sae e st e s be e st e s sae e s st e s stasssaasssesssaesssessssesssessseesssessseenssens 165
Using CMU to manage quorum authentication ... 174
KBS auriiineiirnneniinnnninsencirnsessesssestessessessesscsssessesssssssssssssssessesssssssssesssssssssssssssesssssssssssssssesssssssssssnsssans 194
Key SYNC and dUFability ....ccuecveeeeeeeeeeeeeeeee ettt ve e e e e ae st e st e sae s e s e e s esneaesanaans 194
CONCEPLS ettt ettt et e st e st e s sae e st e e s te s s e e s sae e s st e e b e e saessbe e saesssassssesssesssaesssesssaesssessseesssessseessaens 195
Understanding key SYNChronization ...ttt saesae e 195
Change client key durability SEtEINGS .....ccueoueeeeeeeeeeeeee e 197
Synchronizing keys across cloN@d CLUSLENS .....cc.coieeeeeeeeeeeeeecee ettt 202
AES KEY WIAPPING weeuvereirecieeieeieeeetetestestestestessesseeseessessessessessessassassasssssssssensassenssessassessassessesssessessessessassans 202
SUPPOrted AlGOTIERIMIS ..ottt e et et a e e st s e e e e e e e e a et e naenaan 203
Using AES key wrap in AWS CLOUAHSM ...ttt sae e ae e nennens 204
TIUSEEA KBYS ettt ettt te e st e s e e e e e et et et e st e s s e e b e s seesa et et et asbansasseeseesaeneansansansansanes 206
UNderstanding truSTEA KEYS ...ttt ss e st e s besaesae s s e s naens 206
Trusted KeY QttriDULES ......oeeeeeeeeee ettt st e e et a et 206
How to use trusted keys to Wrap data KeYS ...ttt 207
How to unwrap a data key with @ trusted KeY .......coeoeeeeeeieieeeeeeeee ettt 210
Key management With CLOUAHSM CLI ...ttt a ettt ae s naan 210
GENEIATE KEYS ..ottt te sttt et et e st et e stesteese e e e s e e et et e aesessassessaesaassansansansansanses 211
DELEEE KBYS ..ttt sttt ettt e st e st e e b e et e e e e e et et et e beeaasseeaaereeneenaenaanes 217
Share and UNSNAre KEYS ...ttt steste s e e e e et e aesae st e ssessessa e s enansantans 220
FILLEE DY KEYS ettt te s ve s te e e st st et e st e s s e s b e e b e e e e s et et esbestasassasseeseansansansansan 227
Mark @ KEY @S TIUSTEA ...ttt ettt e st b e s e s se e e s e e e e aestessansansans 234
Manage quorum authentication (M Of N) ..o et 236
Key management With KMU ...ttt ae st stesaesse s e s e s e e s e saesaesaanaans 256
GENEIATE KBYS ...ttt ettt et et et e st et e sbesteese s e e s et et e tesaesbessasseesaesaasaansensansansanses 257
IMIPOIT KEYS .ttt ettt et e e st e st e st e st e e e e e e s et e st e st e sbessaesessaessansessensansasansansassaeseanaans 258
EXPOIT KBYS ettt ettt te s te s te st e e e e et e b e st e st e st e b e e sasss e e e st esa et et esessasseesaeneantentansanes 261
DELEEE KBYS ..ttt sttt ettt e st e st e e b e et e e e e e et et et e beeaasseeaaereeneenaenaanes 263
Share and UNSNArE KEYS ...ttt ettt st ste s e e e e et e aesae st e s s e s sessa e s enansaneans 263
Mark @ KEY @S TFUSTEA ...ttt et e st et ae b e s s e e e e e e e e a et e aansasans 264
CLUSEEE DACKUPS ceveeiiiiiiiiiiiiinieeneniiiiiiiieetiiesnsnssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 265
WOrking With DACKUPS ...ttt sa et este s b e s s e st e e e e s e e e saeaantans 265
Removing expired Keys Or iNACLIVE USEIS .......ccoiieceiiieeieeececeeeeeeee ettt sve e e e s s sa s s s 266
ConSIiAering diSASLEr FECOVEIY ......eiieieieeeciecterteeeeeeteste e stestestestesee e e s esessessessessassesssesasssensasansans 266
DELELE DACKUPS .ttt ettt e e e sttt e st e st e s b e e e e e e sa e e e e abestessansassessnesaanaans 266
RESTOIE DACKUPS ...ttt et e st st st e st e s b s e e e s e e e et et e bestesaessasseensensansansansanes 268

Vi



AWS CloudHSM User Guide

Configure backup rELENTION ..ottt te s ae e e e e e e e e et e e e saessassans 269
Managed backup retENTION ...ttt sae st e s e seennens 269
Copying backups ACroSS REGIONS ......c.cceeieieiiecieciereeeee et e e stestestestesee e e s e s e saessessessessasseesseaessansanes 273
Copy backups to different Regions (CONSOLE) ....eoueeuieieiecieceeeeeeee e 273
Copy backups to different Regions (AWS CLI) ...cveuiieeieeeeeeeeeeeetete et sae s 274
Copy backups to different Regions (AWS CLOUAHSM API) ... 274
Working with shared DackUPS ...ttt ettt nnan 274
Prerequisites for sharing Backups ...ttt aens 275
ShariNG @ DACKUP ettt e et a et et e s ae st e s e e e e e e e et et entanaanes 275
Unsharing a shared DaCKUP ..ottt sttt 278
Identifying @ shared DackUpP ...ttt s 279
Permissions for shared DacCkUPS ...ttt 279
BilliNg aNd MELEIING oottt st e et e b e b e s aa s e se e e e naanes 280
CLlONEA CLUSLELS ...ciiiiiiiiiniiisinsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 281
Get an IP address fOr @n HSM ...ttt ettt e st st s sse st e e s e st et s e ssasaesaesens 282
RELATEA TOPICS ettt te e e e et et e st e st e st e s s e s e e e esaesa et astantessansassessnesaanaans 283
TG FESOUNCES cuueiirreecirreencersessessesscsssessessessasssssssssssssssssssssssssesssssssssssssssessssssssssssssssssssssssssssssssssssnesss 284
Add OF UPAALE tAGS ettt ettt et st et este st e s e e e s s e s e e e b e tassassassessessaensensansansansans 284
LIST LGS teiiiriiiitirtecctertere ettt e sttt e s re e st e s st e st s e e e e b e s s a e e e be s a e e et e e s e e et e e s e e et e e st e e beesraessaesseasnraenns 285
REMOVE TGS ceeiiiiiiitecteccterterte ettt ettt e st e s et s st e st e s st e s b e s ssa e s b e s saesssessseesssessaesssassseesssessssesseensseens 286
CommMaANd liNe tOOLS ...cciiiiiiiiiiiiiinniinsssssssssssssssnnssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 288
CONTIGUIE TOOL ..ttt st e st e et e e e e e et e st e st e st e s b e s seesaeseesse st assansessessessasseenaanes 289
Client SDK 5 CONFIGUIE T0O0L .....eeeieeeeeeeee ettt ettt saesteste s e e sa e aesaesaaaans 290
Client SDK 3 cONfIGUIE T0O0L .....eeeieeeeeeee ettt ettt e steste e e s e s a e aesaasaans 317
CLOUAHSM CLI ittt ettt sttt sae sttt et st et e s et e e s e b et s e sae b e st esansessesessansenssnnnns 326
SUPPOIEEA PLALFOIMS ettt sa e st e st e s te s e e e e e e e b e taaasnas 327
Migrate from CMU and KMU t0 CLOUAHSM CLI .....uomiiieeicieeeceeeeeee ettt nenens 328
GELEING STAMTEA .ottt ettt e st et e st e s e e e e e e e e e et e stasasessassaenaannans 328
COMMANG MOAES ..ottt ettt sttt e st e e s et et s e s be st e e sse st et ssassassesassansessesarsensenenns 336
KEY QELIIDULES ...ttt s e et a et e st et e s e e e saesa et e e e tanes 337
Advanced CONFIGUIALIONS ....cuouieececceeeee ettt sttt st b e s ae s s e s se e e e e e aenaanes 343
RETFEIENCE ..ottt ettt et sttt e st et s aa s b et e e s b e be st esasbansenaens 350
AWS CloudHSM Management ULILILY ...ccceoeoieeeeceeeeeee ettt sve e e nesaesaenaens 590
SUPPOIEEA PLALFOIMS .ttt et esae s s e e e e e e e b e naaaenas 591
GELEING STAMTEA .ottt e e e et e st st et e s be st e s e e e e st et et esaasassassessasnaannans 592
INSEALL the CLIENT (LINUX) veverreiieiiiiieieeteeeceeeeeeeeeetecesareeesarecesaeeseseeessseesssseessssesssssssssssesssssessnsesssnseens 596

vii



AWS CloudHSM User Guide

INSEALl the CLIENT (WINAOWS) oottt et eeeaeecesatecesseeessaeesssessssseeesssesessseessssesssssesssssessnns 599
RETFEIENCE ...ttt sttt sa ettt e st et s st et e e s s e be st esassensenaens 600
Key ManagemeEnt ULILILY ..cc.co oottt e e sa et st e st e b e s s s e e s s e aennans 659
GELEING STAMTEA ..ottt te e et et e st st e st e s b e s s e s se e e e se et et esaesaabassassasnaannans 659
INSEALL the CLIENT (LINMUX) vevereeieeiiiiieieeteeeeeeeeeeeeeeeeeessreeesareeesaeeeeseeessseessssesssssesssssssssssesssssessnsesssseens 664
INSEALl the CLIENT (WINAOWS) oottt et eeeareteeatecessteeesaeeesseessseeesssesesssessssssessssesssssessnn 666
REFEIENCE ...ttt sttt sa ettt s et et s e st et e e e b asbe st esassansenaens 667
CLIENT SDKS ..uiiiiiiiiiisssssssssssssssssnsessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssse 792
CRECK YOUR VEISION ...uoeieieieieeieceeeetete e stesteste s e s e e se e e et et estesaeste st asseesesssensessessesassessassassssnsansansansensanes 793
Compare COMPONENT SUPPOIT .....eiiiiieeterteereceteeseeste et eseeesteestesssessssessssesssasssessssesssessssesssessssesnnes 795
PKCS BT LIDIAIY ettt ste et e e e e e e e et et e st e st e s be s e e e e e s e s et e aesbasassassessaennenaanes 795
CloudHSM Management ULility (CMU) ...ttt ve e aeaenan 796
Key Management Utility (KMU) ...ttt s saesaeste s e sre s s s e enenannans 796
JCE PrOVIAEN ..ttt ettt e e e e e e e e e et et e st et e s b e s s e s saeseesaestessansastassassessaessessensensantansans 796
OpenSSL DYNAMUC ENGINE ...ttt st e st e s sae s e essaessseesssesssaessessseesssessssessaesssnanns 796
Key Storage Provider (KSP) ...ttt st steste e e s e sae st e st e saesaesse s e e e s nesa e aanes 797
Migrating to the LateSt SDK ...ttt s te st e s e e s et ae st ees 797
Migrate@ PKCS #T7T LDIAIY ettt e e e et e saesae s s s se e s a et et et e aanns 798
Migrate OpenSSL DYNamiC ENGINE ....cuiiiiiiiniertiieectcstessreestesseeessesssesssaessseessnesssessssesssesssnens 801
Migrate Key Storage ProVider (KSP) ...ttt ste e e e e e s saessesaesaessassessnensannens 803
MiIGrate JCE PrOVIAEN ..ottt e e s st st e ste st e s sessesse e e e e e s e s et essessassessaeseessensansanes 810
CLIENT SDK 5 .ottt ettt sttt ettt s ettt e st e s se st et s e st et esasbenbesassassansenassassensesarsensesarsen 821
Benefits Of the Lat@st SDK ...ttt sttt s sae st s sa e e s e sa e s 821
SUPPOIEEA PLALFOIMS .ttt et esbe s s e e e e e e e e b e aeaannan 823
PKCS BT LIDIAIY ettt te e st e e e e s sa et e st e s besbe s e s e e e s s e s et e aesbasassassessasnnenaanes 825
OpeNnSSL DYNAMUC ENGINE ...ttt st esteesreessae s e essaessseesssessssesssessseesssessssessaesssnanns 876
Key Storage Provider (KSP) ...ttt te e stesse e e e e sae st e stesaesaasse s s e s nesaesaanes 882
JCE PrOVIAEN ..ttt ettt te s te s ve e e e e e e et et e st et e b e s b e s s e essesa et e s ansastassassesseessessassensansansans 913
PrEVIOUS VEISION ..ttt sttt et et s et st e st s st st et ssse s sbe st s st s b e et essesbesstesesnsannns 950
UPGrade CLENT SDK 3 ...ttt et et e stestessesse e e e s s e e s et e sessesbasseesaesaesaennansansansanes 951
SUPPOIEEA PLALFOIMS .ttt sr e st et esbe st e e e e e e e b e aanaanas 960
PKCS BT LIDIAIY ettt te et e e e e e st e st e st e s tesbe s e e e e e e e s et e sbesbasassassessaesnenaanes 962
OpenSSL DYNAmUC ENGINE ...ttt st see st e s saessseessesssessssessssesssessssssssessssesseans 1004
JOE PrOVIAEN ettt te s te st e s e e e e e et et e st et e s e s s e ssaesaessaneensansansansassessesseessaneans 1008
KSP and CNG PrOVIAEIS ....ovieiieeeeeeteteteteteete e e et stetestestessesse e e e e s e e saesaessessassessaesnsssessensanes 1037
Integrating third-party appliCations .......ccciiiiiiiieeeeiiiiiiiiiiiiiinnnennnniiiiiiiciiiniessesssssssssssssssssssses 1050

viii



AWS CloudHSM User Guide

S I I SN 1 Lo Y= [ [ RRR R PRRRRRR 1050
HOW Tt WOTKS <.ttt ettt ettt st ettt et s a e st et e s sa s s e s s e ssasaesassansans 1051
Offload on LinuX With OPENSSL ...ttt e saesaesse s e s e e e e e eaenans 1052
Offload 0N LIiNUX WIth JSSE ...c..ouiiiieesteteertresestets ettt sae st e sse st et sessasaesassassans 1121
OFFLOad ON WINAOWS ....c.viiiiiiieietrerictctrestct ettt sttt et ss e s e s e s e st s e ssa st e e ssasaesasnassanes 1132
Add a load balancer (OPLioNAL) ...ttt aan 1147

WINAOWS SEIVEE CA ...ttt s et s e ste st s e ste st e e sse st et ssesse st esassassessssassensesassassessesensenseses 1153
Client SDK 5 With WINAOWS SErver CA .......eriirenieirenesteesentesesessessssessessesessessessesessessenes 1154
Client SDK 3 with WINAOWS SErver CA ... iiireieireneseeesentesesessessssessessesessessessssessessenes 1159

Oracle database ENCIYPLION ...ttt st e st esae e s e aenes 1164
SEL UP Prer@QUISITES .ceeiiiieiteteetertecctesre sttt st s st e s sre s st e s sae s ssaessae s s st essaesssaesssassssassseessaesnses 1165
Step 3: Generate the Oracle TDE master encryption KeY .......cccoeeeeeeeeceeceececieneneseseeeenens 1166

MiICrOSOTE SIGNTOOL ..ottt et e e et a e st e st e s ae s et e e se e e e s e nenaeaanes 1168
Client SDK 5 with Microsoft SiIgNTOOL .......cceceeieieieieeeececeree ettt 1168
Client SDK 3 with Microsoft SiIgNTOOL .......ccceerieiiieiceeeeceree et 1172

Java Keytool @nd JArSIGNEN ... ettt st e ve e s e e e s e e e s e st e sae s b e s e s sa e e e e naannan 1177
Client SDK 5 with Java Keytool and JarSigner ..........eeeeeeeeceeeceeretetesresteee e e sessenens 1177
Client SDK 3 with Java Keytool and JarSigner ...ttt seseeeese e nessenens 1189

Microsoft Manifest Generation and Editing TOOL ......c.cceoieiiieeiceeeeeeee e 1205
Step 1: Set Up the Prer@qUISILES ...ttt ettt te e e s e saeae s 1205
Step 2: Create a sSigNinNg CertifiCate ...t nens 1206
SEEP 3: SIGN @ FILE ceeeeeeeee ettt ettt st a e et e aenaan 1208

Other third-party vendor iNtegrations ...t sae st aens 1209

MONIEOKING ceveiiiiiiiiiiiiiiineenniiiiiieeeeiittnsssessssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssass 1211

CLIENT SDK LOGS ettt ettt te e stesteste s e e e e e e e et e st e st e st e b assa s e s e esaesaestessansansansansessaensansansansan 1211
CLIeNt SDK 5 LOGQING .uoiiiiiieieeeeeeeetetete e ste et e e reesaesaestessessas e sse e s e s essessessassassassessasnsansansans 1212
CLIENt SDK 3 LOGGING .uveiiieieeieeieceeeetete e ste e steste e e e ee e e saesaestestessassesse s s e s e sessessassassassessasnsansansans 1213

AWS CLOUATIAIL careeeeeeeeee ettt te e ettt et et e s e s e s se e e e e e e et et e st e sasessassessnensanes 1215
AWS CloudHSM information in CLoudTrail .....occeeeiiinenieirinenieerectreneecesesrer et eesaene 1215
Understanding AWS CloudHSM 10g file @Ntries ......c.coeeeeeeeeieeeceeeceeeee et 1216

AUAIT LOGS ettt ettt e st et e st e st e e e e e e e et et e st et essaeseeseesaensestassansansassaeseesaensansanes 1217
HOW LOGQING WOTKS ...ttt e et et et e ae st e s e e e s e e s e e e stesaassassassnennennans 1218
VIEBWING LOGS vttt ettt ettt e st este s e e e e e e et et e st e st e st e e sessa e s e s et ensesassansansassaessansansansan 1219
INEEIPIELING LOGS ettt s re e e e e et e st st et e st e st e s e e se e e e e e aessantansansansans 1222
LOG FEIEIEINCE .ottt st e e e et st et e st e st e s s e s seesa e e e e essastasbansassesseessensansans 1237

CLOUAWALCN MELEICS ittt sttt st et ettt sae st e s e b et s e sse s s e sassenees 1240




AWS CloudHSM User Guide

PerfOrMMAnCE ..ccccciiiiiiissssssssssssssnneeeesesssssssssssssssssssssssssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssee 1242
PerfOorManCe data ......coueciiirieieireererectctc ettt sttt sttt s b e st et s sa et e s s e b e e nes 1242
............................................................................................................................................................. 1242
HSM EhEOttlNG oottt ettt et e s be e e s e e e et e st e st et e seese e e esnenseaansansan 1243
SECUNITY eiiiiiiiiennnnniiiiiieeeiieneneessssssssssssesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 1244
Control APl access With TAM POLICIES ....ccueeueeieieeceeictetetec ettt ste e sae e se e e e e e saesaaneans 1245
Upgrade IAM PoLICIES 1O IPVG ...ttt st saesae s a e sae st s 1245
DAta PrOTECLION ..ottt sttt s sae e st s ae s st e s s e e s e e s sae s saessaaessaesssaassaensseeneans 1248
ENCIYPLION @t FOST .ttt ettt s st e s e s s e e s sa e s ssa e s be s ssa e s sesssaessnassnaanns 1249
ENCryplion iN traNSIt ..ottt ettt s e e s e e s sae s st e s aesssn e s aaessaesssaessnassneanns 1250
ENd-10-€NA ENCIYPLION .ttt ettt s te s te st e e e sae st e st e st e s ae s e e se e e ennennan 1250
CLUSEEE DACKUPS ettt a e s be s e e e e et et e aesbessasseesnennans 1251
Identity and access MANAGEMENT ...ttt e e e e e et esaesaesaessesse e e snnans 1252
Grant permissions USING [AM POLICIES ....ccuecvecieeerieeceeeceee ettt st a s 1253
APl actions for AWS CLOUAHSM ...ttt ettt sse st sse e sse e e ssanes 1254
Condition keys for AWS CLOUAHSM ...ttt sae s 1254
Predefined AWS managed policies for AWS CloudHSM ... 1255
Customer managed policies for AWS CLOUdHSM ...t 1255
SEIVICE-LINKEA FOLES ...ttt sttt et b e st et s et et s ssa e e e sanean 1258
COMIPLIANCE ettt s e e et e et e st e st et et e st e st e eseesesssessassastassansassasseeseessensantensansansans 1260
PCI-PIN FAQS oottt st este s st esstessaeessaesssaessesssassssessssasssesssassssessssesssessssesssessssesssesssseneens 1262
DEPIECATIONS .ottt ettt e s st e st e s re e st e s s st e ssae s sa e ssessaeasssessaesssassssesssessseesssessseanns 1263
RESILIEICE ..ottt ettt ettt s b e st s b et st et e e e b e sae st e sa b e st esaesestensesesensesans 1265
INFrasStrUCTUIE SECUNILY .uviieieteeee ettt ettt e st e st e e e e e e e et e ae st e saesaessessaesnennannans 1265
NETWOIK ISOLAION ..ottt ettt s sa e st ssa e e e saeen 1265
AULNOFIZAtION OF USEIS ..ttt sttt sa e sttt s et e st s e saesaesnenens 1266
VPC endpoints (AWS PrivateLinK) ......ccceceeeeeeieeeeetetetecteteste e se et saesaestesse s e e s e e s e e snesae s 1266
Considerations for AWS CloudHSM VPC endpoints ......ccccceeeeeeeereereeciesiesieceseeeeeeeese e snenns 1266
Creating an interface VPC endpoint for AWS CloUdHSM .......ooiiiiieieciececeeeecee e 1266
Creating a VPC endpoint policy for AWS CLOUdHSM ...t 1267
Update ManagemMENT ...ttt ettt st e steste s e se e s e e et e s ae st e st e s b e s sassa s s essensansansansans 1268
TroubLeShOOTING ..ciiiiiiiieiiiiiiiiiiiiiiiiiteenneniiiiiieeeeteteassasssssssssssssessssssssssssssssssssssssssssssssssssssssssssssass 1269
AWS CLOUAHSM KNOWN ISSUES ....uviuiiereirenientitsentetsestenteesessessessessesessessessssessessesessessessesessensesenns 1269
Known issues for all HSM INSTANCES ......coeiviviiriiinietcteteesesietsesee et see st sae e ssesae e 1270
Known issues for hsSmMT.MediUm ...ttt ettt sa e sae s e 1274
Known issues for hSM2m.mediUum ...ttt esse st e s e sseseesessens 1275




AWS CloudHSM User Guide

Known issues for the PKCS #7171 LBIrary ..ttt eae s s naens 1277
KNown issu@s fOr the JCE SDK ...ttt e et e esesse st e e ssessesas e ssessesassenes 1283
Known issues for the OpenSSL Dynamic ENGINe .......coovieieieceneeececteeeteee et 1288
Known issues for the Key Storage Provider (KSP) ...t 1290
Known issues for Amazon EC2 instances running Amazon LinuxX 2 ........ccccceevevevenveeceeeennnne 1292
Known issues for integrating third-party applications .........ccocueveeeeenecieneececeeeeecen, 1293
Known issues for cluster Modification ... see e 1293
Known issues of operation failure using AWS CloudHSM client version 5.12.0 on
NSM 2 MIEAIUM ettt ettt b e sttt s e b et e s s et e e s anans 1294
Client SDK 3 key synchronization failures ...........coeeeieieceecececeeeeeceeeete e ne s 1295
Client SDK 3 Verify Performance ...ttt e st et tesaeste e sa e e s nennan 1295
Test reCOMMENAALIONS ....coviviiirieiereeereet ettt ettt e e s s e st e e s s et e e s e ssestesassenean 1297
Configurable options for the pkpspeed t0O0l ... 1297
Tests that can be ran with the pkpspeed tool ... 1298
EXQIMIPLES ..ttt ettt et et e st e st e e e e e e e e e et et et e s asseeseeseeseense st antansansesseeseenaanaans 1299
Client SDK 5 user contains iNnCONSISENt VALUES .......cocvviirerienirinenietreseteesestee et e saeseeesaens 1302
Client SDK 5 user replicate fQilures ...ttt 1308
Problem: The selected user is not synchronized throughout the cluster ..............ccccueuu.....e. 1308
Problem: User exists on the destination cluster with different attributes ...............c.c......... 1310
Client SDK 5 key replicate fQilures ...ttt nan 1310
Problem: The selected key is not synchronized throughout the cluster .........coevveeeeennnnenee 1310
Problem: Key with same reference exists in destination cluster with different information
OF QEEFTDULES <ttt ettt s sb et e s e b e s s et et e s s et e e enas 1312
AWS CloudHSM error seen during key availability check ... 1313
EXtracting KeYS USING JCE ...ttt teste e e e sa et e st e s ba s s e e e e aeaa s 1314
getEncoded, getPrivateExponent, or getS returns NULL ........cccoeeeeiieeiececceececececeeee e, 1314
getEncoded, getPrivateExponent, or getS return key bytes outside of the HSM ................ 1314
HSM ThEOtElNG oottt ettt st e s re e s e e e et e st e st e b e seese e e ennensaaansansan 1314
RESOLULION ...ttt ettt s b st st et s e b et e e s be b esessesbe st esassessesaesansansens 1315
KEEP HSM USEIS N SYNC .eeiiiieeiiiieecieesteect e ssreeste s st sseesseeesseesssesssaesssaessaesssesssaesssaesssessseasssessseesseans 1316
LOSE COMMECTION .ttt ettt e ettt st st e s e b e st e sesbessteseennanns 1316
Missing AWS CloudHSM audit logs in CloudWatch ... 1319
NON-COMPLIANT AES KEY WIAPS ..vecueeeieeeieteiecteetee et etetestestestessesseses e e s essessesaessessassessassesssensansans 1320
Determine whether your code generates irrecoverable wrapped keys .......ccccvevecvecvecvenneee. 1320
Actions you must take if your code generates irrecoverable wrapped keys ............ccuu...... 1321
Resolving AWS CloudHSM cluster creation failures .........ccoeeeeeeveeceeceececececeeeeee e 1322

Xi



AWS CloudHSM User Guide

Add the mMiSSING PEIMISSION ......ccuiieieeceeeeeete et e it st e st e stesse e e se e s e e e e e saestaaaneas 1323
Create the service-linked role ManUaLly ... 1323

USE @ NON-TEAEIATEA USEI .ttt ettt sb e sttt s sa e s ssasaanes 1323
Retrieving AWS CloudHSM client configuration logs .......ccceeeeeeieceeciccieeeeecee e 1324
Client SDK 5 SUPPOIT OO c..ueeieieieieteietecteseete ettt stestesse s e se e s s s aeaesaesbessassassesnnennanaans 1325
Client SDK 3 SUPPOIT TOOL c..ueeieieieietetctectesee ettt teste e e e se s s e s aesaesaesbessassassassnennanaans 1326
QUOLAS ceeeniiniinnieniceeceeceecceccencsncseccesccsscssscssssssssssssssssscssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnse 1328
DOWNLOAAS ..ciiiiiiiiiinsinsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 1330
LATEST FELEASE ..ottt ettt sttt ettt s s et et e b et e e e se st et esa b et enessassensenessansenarsans 1330
Client SDK 5 release: Version 5.T6.0 .....cocririnirineninineniesesesiesteesesseseesessessessssessessessssessenees 1330
PrEVIOUS FELEASE ...uevveveieierierteteestetetstest et e sttt s et et e sesae st s e se st e e s sesbe st ssassastesessessestesasessesessensensesenes 1336
DEPreCated FELEASES ....ceoveeeeeeeeeeeeee ettt et s et e e s e e s e e et et e b e saessasseesaenneneentanaanes 1356
Deprecated Client SDK 5 FELEASES .....cccceeeeeeeeieectetestete e ere e e e stesaesaesaessesse s e s e e s e aesaessanes 1356
Deprecated ClienNt SDK 3 FELEASES .....ccceceeeeeeerieirteeesteete e ste e e eee s e saesaestestessesses e s e esaessesaensanes 1371
EN-0F-LIf@ FELEASES ...oveteeeetete ettt sttt s a e st et b et e ss et e s sa s 1381

(DT oYal Ty 1 U= 01 a1 TS o] o PP UPURTN 1382
RECENT UPAALES ..ttt ettt et e s te e e e s et e st et e st e b e s e e sa e e e e e b e tasessessaeseennensanes 1382
EQrlIEr UPAALES ..ottt st e e s et st e st e st e st esseeseesa e e e s et entebansassassassessaanean 1388

xii



AWS CloudHSM User Guide

What is AWS CloudHSM?

AWS CloudHSM combines the benefits of the AWS cloud with the security of hardware security
modules (HSMs). A hardware security module (HSM) is a computing device that processes
cryptographic operations and provides secure storage for cryptographic keys. With AWS CloudHSM,
you have complete control over high availability HSMs that are in the AWS Cloud, have low-
latency access, and a secure root of trust that automates HSM management (including backups,
provisioning, configuration, and maintenance).

AWS CloudHSM offers customers a variety of benefits:
Access to FIPS and non-FIPS clusters

AWS CloudHSM offers clusters in two modes: FIPS and non-FIPS. In FIPS mode, only Federal
Information Processing Standard (FIPS) validated keys and algorithms can be used. Non-FIPS
mode offers all the keys and algorithms that are supported by AWS CloudHSM, regardless of
FIPS approval. For more information, see AWS CloudHSM cluster modes.

HSMs are general purpose, single tenant, and either FIPS 140-2 level-3 or FIPS 140-3 level-3
validated for clusters in FIPS mode

AWS CloudHSM uses general purpose HSMs that provide more flexibility when compared to
the fully-managed AWS services that have predetermined algorithms and key lengths for your
application. We offer HSMs that are standards-compliant, single-tenant, and are either FIPS
140-2 level-3 or FIPS 140-3 level-3 validated for clusters in FIPS mode. For customers with use
cases outside the restrictions of FIPS 140-2 or FIPS 140-3 level-3 validation, AWS CloudHSM
also offers clusters in non-FIPS mode. See AWS CloudHSM clusters for more information.

E2E encryption is not visible to AWS

Because your data plane is end-to-end (E2E) encrypted and not visible to AWS, you control your
own user management (outside of IAM roles). The trade off for this control is you have more
responsibility than if you used a managed AWS service.

Full control of your keys, algorithms, and application development

AWS CloudHSM gives you full control of the algorithms and keys you use. You can generate,
store, import, export, manage, and use cryptographic keys (including, session keys, token
keys, symmetric keys and asymmetric key pairs). Additionally, AWS CloudHSM SDKs give you
full control over application development, application language, threading, and where your
applications physically exist.
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Migrate your cryptographic workloads to the cloud

Customers migrating public key infrastructure that use Public Key Cryptography Standards #11
(PKCS #11), Java Cryptographic Extension (JCE), Cryptography API: Next Generation (CNG),

or Key Storage Provider (KSP) can migrate to AWS CloudHSM with fewer changes to their
application.

To learn more about what you can do with AWS CloudHSM, see the following topics. When you are
ready to get started with AWS CloudHSM, see Getting started.

® Note

If you want a managed service for creating and controlling your encryption keys but you
don't want or need to operate your own HSMs, consider using AWS Key Management
Service.

If you are looking for an elastic service that manages payment HSMs and keys for payment
processing applications in the cloud, consider using AWS Payment Cryptography.

Contents

« AWS CloudHSM use cases

« How AWS CloudHSM works

« Pricing for AWS CloudHSM

AWS CloudHSM use cases

AWS CloudHSM can be used to accomplish a variety of goals. The content in this topic provides an
overview of what you can do with AWS CloudHSM.

Achieve regulatory compliance

Businesses that need to align with enterprise security standards can use AWS CloudHSM

to manage private keys that protect highly confidential data. The HSMs provided by AWS
CloudHSM are FIPS 140-2 level 3 certified and comply with PCI DSS. Additionally, AWS
CloudHSM is PCI PIN compliant and PCI-3DS compliant. For more information, see Compliance.

Use cases 2
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Encrypt and decrypt data

Use AWS CloudHSM to manage private keys that protect highly confidential data, encryption
in transit, and encryption at rest. Additionally, AWS CloudHSM offers standards-compliant
integration with multiple cryptographic SDKs.

Sign and verify documents with private and public keys

In cryptography, using a private key to sign a document allows recipients to use a public key
to verify that you (and not someone else) actually sent the document. Use AWS CloudHSM to
create asymmetric public and private key pairs that are specifically designed for this purpose.

Authenticate messages using HMACs and CMACs

In cryptography, Cipher Message Authentication Codes (CMACs) and Hash-based Message
Authentication Codes (HMACs) are used to authenticate and ensure the integrity of messages
sent over unsafe networks. With AWS CloudHSM, you can securely create and manage
symmetric keys that support HMACs and CMACs.

Leverage the benefits of AWS CloudHSM and AWS Key Management Service

Customers can combine AWS CloudHSM and AWS KMS to store key material in a single-tenant
environment while also getting the key management, scaling, and cloud integration benefits
of AWS KMS. For details on how to do this, see AWS CloudHSM key stores in the AWS Key
Management Service Developer Guide.

Offload SSL/TLS processing for web servers

To securely send data over the internet, web servers use public—private key pairs and SSL/TLS
public key certificate to establish HTTPS sessions. This process involves a lot of computation
for web servers, but you can reduce computational burden while providing extra security by
offloading some of this to your AWS CloudHSM cluster. For information about setting up SSL/
TLS offload with AWS CloudHSM, see SSL/TLS offload.

Enable transparent data encryption (TDE)

Transparent Data Encryption (TDE) is used to encrypt database files. Using TDE, database
software encrypts data before storing it on disk. You can achieve greater security by storing the

Use cases 3
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TDE master encryption key in HSMs in your AWS CloudHSM. For information about setting up
Oracle TDE with AWS CloudHSM, see Oracle database encryption.

Manage the private keys of an issuing certificate authority (CA)

A certificate authority (CA) is a trusted entity that issues digital certificates that bind a public
key to an identity (a person or organization). To operate a CA, you must maintain trust by
protecting the private key that signs certificates issued by your CA. You can store such private
keys in your AWS CloudHSM cluster and then use your HSMs to perform cryptographic signing
operations.

Generate random numbers

Generating random numbers to create encryption keys is core to online security. AWS
CloudHSM can be used to securely generate random numbers in HSMs you control and are only
visible to you.

How AWS CloudHSM works

This topic provides an overview of the basic concepts and architecture you use to securely encrypt
data and perform cryptographic operations in HSMs. AWS CloudHSM operates in your own Amazon
Virtual Private Cloud (VPC). Before you can use AWS CloudHSM, you first create a cluster, add HSMs
to it, create users and keys, and then use Client SDKs to integrate your HSMs with your application.
Once this is done, you use Client SDK logs, AWS CloudTrail, audit logs, and Amazon CloudWatch to
monitor AWS CloudHSM.

Learn AWS CloudHSM's basic concepts and how they work together to help protect your data.

Topics
e AWS CloudHSM clusters
e Users in AWS CloudHSM

o Keys in AWS CloudHSM

e Client SDKs for AWS CloudHSM

o AWS CloudHSM cluster backups

« Supported Regions for AWS CloudHSM

How it works 4
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AWS CloudHSM clusters

Making individual HSMs work together in a synchronized, redundant, and highly-available way
can be difficult, but AWS CloudHSM does the heavy lifting for you by providing hardware security
modules (HSMs) in clusters. A cluster is a collection of individual HSMs that AWS CloudHSM keeps
in sync. When you perform a task or operation on one HSM in a cluster, the other HSMs in that
cluster are automatically kept up to date.

AWS CloudHSM offers clusters in two modes: FIPS and non-FIPS. In FIPS mode, only Federal
Information Processing Standard (FIPS) validated keys and algorithms can be used. Non-FIPS
mode offers all the keys and algorithms that are supported by AWS CloudHSM, regardless of FIPS
approval. AWS CloudHSM also offers two types of HSMs: hsm1.medium and hsm2m.medium. For
details on the differences between each HSM type and cluster mode, see AWS CloudHSM cluster
modes. The hsm1.medium HSM type is reaching end of support so new clusters cannot be created

with this type. For more information, see Deprecation notifications for details.

To meet your availability, durability, and scalability goals, you set the number of HSMs in your
cluster across multiple availability zones. You can create a cluster that has 1 to 28 HSMs (the
default limit is 6 HSMs per AWS account per AWS Region). You can place the HSMs in different
Availability Zones in an AWS region. Adding more HSMs to a cluster provides higher performance.
Spreading clusters across Availability Zones provides redundancy and high availability.

For more information about clusters, see Clusters in AWS CloudHSM.

To create a cluster, see Getting started.

Users in AWS CloudHSM

Unlike most AWS services and resources, you do not use AWS Identity and Access Management
(IAM) users or IAM policies to access resources within your AWS CloudHSM cluster. Instead, you use
HSM users directly on HSMs in your AWS CloudHSM cluster.

HSM users are distinct from IAM users. IAM users who have the correct credentials can create HSMs
by interacting with resources through the AWS API. Since E2E encryption is not visible to AWS, you
must use HSM user credentials to authenticate operations on the HSM because credentials takes
place directly on the HSM. The HSM authenticates each HSM user by means of credentials that

you define and manage. Each HSM user has a type that determines which operations that user can
perform on the HSM. Each HSM authenticates each HSM user by means of credentials that you
define using CloudHSM CLI.

Clusters 5
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If you are using the previous SDK version series, then you will use CloudHSM Management Utility
(CMU).

Keys in AWS CloudHSM

AWS CloudHSM allows you to securely generate, store, and manage your encryption keys in single-
tenant HSMs that are in your AWS CloudHSM cluster. Keys can be symmetric or asymmetric, can be
session keys (ephemeral keys) for single sessions, token keys (persistent keys) for long-term use,
and can be exported from and imported into AWS CloudHSM. Keys can also be used to complete
common cryptographic tasks and functions:

« Perform cryptographic data signing and signature verification with both symmetric and
asymmetric encryption algorithms.

» Work with hash functions to compute message digests and hash-based message authentication
codes (HMACs).

« Wrap and protect other keys.

» Access cryptographically secure random data.

The maximum keys a cluster can have depends on the type of HSMs that are in the cluster. For
example, hsm2m.medium stores more keys than hsm1,medium. For a comparison, see AWS
CloudHSM quotas.

Additionally, AWS CloudHSM follows a few foundational principles for key usage and management:

Many key types and algorithms to choose from

To allow you to customize your own solutions, AWS CloudHSM provides many key types and
algorithms to choose from. algorithms support a range of key sizes. For more information, refer
to the attributes and mechanism pages of each Offload operations with AWS CloudHSM Client
SDKs.

How you manage keys

AWS CloudHSM keys are managed through SDKs and command line tools. For information on
how to use these tools to manage keys, see Keys in AWS CloudHSM and Best practices for AWS
CloudHSM.
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Who owns keys

In AWS CloudHSM, the crypto user (CU) who creates the key owns it. The owner can use the
key share and key unshare commands to share and unshare the key with other CUs. For more
information, see Share and unshare keys using CloudHSM CLI.

Access and usage can be controlled with attribute-based encryption

AWS CloudHSM allows you to use attribute-based encryption, a form of encryption that lets
you use key attributes to control who can decrypt data based on policies.

Client SDKs for AWS CloudHSM

When using AWS CloudHSM, you perform cryptographic operations with AWS CloudHSM Client
Software Development Kits (SDKs). AWS CloudHSM Client SDKs include:

Public Key Cryptography Standards #11 (PKCS #11)

JCE provider

OpenSSL Dynamic Engine

Key Storage Provider (KSP) for Microsoft Windows

You can use any or all of these SDKS in your AWS CloudHSM cluster. Write your application code to
use these SDKs to perform cryptographic operations in your HSMs. To see what platforms and HSM
types support each SDK, see AWS CloudHSM Client SDK 5 supported platforms

Utility and command line tools are needed not only to use SDKs but also to configure the
credentials, policies, and settings of your application. For more information, refer to AWS
CloudHSM command line tools.

For more information about installing and using the Client SDK or the security of the client
connection, see Client SDKs and End-to-end encryption.

AWS CloudHSM cluster backups

AWS CloudHSM makes periodic backups of the users, keys, and policies in the cluster. Backups
are secure, durable, and updated on a predictable schedule. The following illustration shows the
relationship of your backups to the cluster.

Client SDKs 7
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For more information about working with backups, see Cluster backups.

Security

When AWS CloudHSM makes a backup from the HSM, the HSM encrypts all of its data before
sending it to AWS CloudHSM. The data never leaves the HSM in plaintext form. Additionally,
backups cannot be decrypted by AWS because AWS doesn't have access to key used to decrypt
the backups. For more information, see Security of cluster backups

Durability

AWS CloudHSM stores backups in a service-controlled Amazon Simple Storage Service (Amazon
S3) bucket in the same region as your cluster. Backups have a 99.999999999% durability level,
the same as any object stored in Amazon S3.

Supported Regions for AWS CloudHSM

For information about the supported Regions for AWS CloudHSM, see AWS CloudHSM Regions and
Endpoints in the AWS General Reference, or the Region Table.
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AWS CloudHSM might not be available in all Availability Zones in a given Region. However, this
should not affect performance, as AWS CloudHSM automatically load balances across all HSMs in a
cluster.

Like most AWS resources, clusters and HSMs are regional resources. You cannot reuse or extend a
cluster across Regions. You must perform all the required steps listed in Getting started with AWS
CloudHSM to create a cluster in a new Region.

For disaster recovery purposes, AWS CloudHSM allows you to copy backups of your AWS CloudHSM
Cluster from one region to another. For more information, see AWS CloudHSM cluster backups.

Pricing for AWS CloudHSM

With AWS CloudHSM, you pay by the hour with no long-term commitments or upfront payments.
For more information, see AWS CloudHSM Pricing on the AWS website.

Pricing for AWS CloudHSM 9


https://aws.amazon.com/cloudhsm/pricing/

AWS CloudHSM User Guide

Getting started with AWS CloudHSM

The following topics help you create, initialize, and activate a cluster in AWS CloudHSM. After you
complete these procedures, you'll be ready to manage users, manage clusters, and use the included
software libraries to perform cryptographic operations. For the best experience, follow the topics
in the listed order.

Contents

» Create IAM administrative groups for AWS CloudHSM

» Create a virtual private cloud (VPC) for AWS CloudHSM

« Create a cluster in AWS CloudHSM

» Review the security group for your cluster in AWS CloudHSM

e Launch an Amazon EC2 client instance for interacting with AWS CloudHSM

» Configure the Client Amazon EC2 instance security groups for AWS CloudHSM

¢ Create an HSM in AWS CloudHSM

« Verify the identity and authenticity of your cluster's HSM in AWS CloudHSM (optional)

« Initialize the cluster in AWS CloudHSM

« Install and configure CloudHSM CLI

o Activate the cluster in AWS CloudHSM

o Set up mutual TLS between client and AWS CloudHSM (recommended)

o Create and use keys in AWS CloudHSM

Create IAM administrative groups for AWS CloudHSM

The first step to getting started with AWS CloudHSM is to set up IAM permissions.

As a best practice, don't use your AWS account root user to interact with AWS, including AWS
CloudHSM. Instead, use AWS lIdentity and Access Management (IAM) to create an IAM user, IAM
role, or federated user. Follow the steps in the section Create an IAM user and administrator group

to create an administrator group and attach the AdministratorAccess policy to it. Then create
a new administrator user and add the user to the group. Add additional users to the group as
needed. Each user you add inherits the AdministratorAccess policy from the group.
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Another best practice is to create an AWS CloudHSM administrator group that has only the
permissions required to run AWS CloudHSM. Add individual users to this group as needed. Each
user inherits the limited permissions that are attached to the group rather than full AWS access.
The Customer managed policies for AWS CloudHSM section that follows contains the policy that
you should attach to your AWS CloudHSM administrator group.

AWS CloudHSM defines a service-linked role for your AWS account. The service-linked role
currently defines permissions that allow your account to log AWS CloudHSM events. The role can
be created automatically by AWS CloudHSM or manually by you. You cannot edit the role, but you
can delete it. For more information, see Service-linked roles for AWS CloudHSM.

Create an IAM user and administrator group

Start by creating an IAM user along with an administrator group for that user.
Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.
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Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and
entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create a user with administrative access

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM lIdentity Center, grant administrative access to a user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the user with administrative access

« Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Assign access to additional users

1. In 1AM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.
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2. Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.

For example policies for AWS CloudHSM that you can attach to your IAM user group, see Identity
and access management for AWS CloudHSM.

Create a virtual private cloud (VPC) for AWS CloudHSM

You need a virtual private cloud (VPC) for your cluster in AWS CloudHSM. If you don't already have
one, follow the steps in this topic to create a VPC.

(® Note

Following these steps will result in the creation of public and private subnets.

To create a VPC

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

2. On the navigation bar, use the region selector to choose one of the AWS Regions where AWS
CloudHSM is currently supported.

3. Select the Create VPC button.

4. For Resources to create, choose VPC and more.

5. For Name tag auto-generation, type an identifiable name such as ClLoudHSM.

6. For IPv6 CIDR block, select Amazon-provided IPv6 CIDR block to use IPv6 connectivity for

your HSMs and have AWS allocate an IPv6 CIDR block for your cluster. This setting supports
the dual-stack Network Type. Keep the default setting if you don't need IPv6 connectivity.

Leave all other options set to their defaults.
8. Choose Create VPC.
9. After the VPCis created, select View VPC to view the VPC you just created.

Create a cluster in AWS CloudHSM

A cluster is a collection of individual hardware security modules (HSMs). AWS CloudHSM
synchronizes the HSMs in each cluster so that they function as a logical unit. AWS CloudHSM offers
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two types of HSMs: hsm1.medium and hsm2m.medium. When you create a cluster, you choose
which of the two will be in your cluster. For details on the differences between each HSM type and
cluster mode, see AWS CloudHSM cluster modes.

When you create a cluster, AWS CloudHSM creates a security group for the cluster on your

behalf. This security group controls network access to the HSMs in the cluster. It allows inbound
connections only from Amazon Elastic Compute Cloud (Amazon EC2) instances that are in the
security group. By default, the security group doesn't contain any instances. Later, you launch a
client instance and configure the cluster's security group to allow communication and connections
with the HSM.

/A Important

When you create a cluster, AWS CloudHSM creates a service-linked role named
AWSServiceRoleForCloudHSM. If AWS CloudHSM cannot create the role or the role does
not already exist, you may not be able to create a cluster. For more information, see

Resolving AWS CloudHSM cluster creation failures. For more information about service-
linked roles, see Service-linked roles for AWS CloudHSM.

/A Important

If you are using the AWS CloudHSM dual-stack endpoint (that is,
cloudhsmv2.<region>.api.aws), ensure that your IAM policies are updated to handle IPv6.
For more information, see the Upgrade IAM policies to IPv6 section under Security.

You can create a cluster from the AWS CloudHSM console, the AWS Command Line Interface (AWS
CLI), or the AWS CloudHSM API.

(@ Note

For details on cluster arguments and APlIs, see create-cluster in the AWS CLI Command
Reference.

Create a cluster 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/general/latest/gr/cloudhsm.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/ip-access.html
https://console.aws.amazon.com/cloudhsm/
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/reference/cloudhsmv2/create-cluster.html

AWS CloudHSM User Guide

Console
To create a cluster (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

2. On the navigation bar, use the region selector to choose one of the AWS Regions where
AWS CloudHSM is currently supported.

Choose Create cluster.

4. In the Cluster configuration section, do the following:

a. For VPC, select the VPC that you created in Create a virtual private cloud (VPC) for
AWS CloudHSM.

b. For Availability Zone(s), next to each Availability Zone, choose the private subnet that
you created.

(® Note
Even if AWS CloudHSM is not supported in a given Availability Zone,
performance should not be affected, as AWS CloudHSM automatically
load balances across all HSMs in a cluster. See AWS CloudHSM Regions and
Endpoints in the AWS General Reference to see Availability Zone support for
AWS CloudHSM.

c. For HSM type, select the HSM type that can be created in your cluster along with the
desired mode of the cluster. To see what HSM types are supported in each region, see
the AWS CloudHSM pricing calculator.

/A Important
After the cluster is created, the cluster mode cannot be changed. For
information on which type and mode is right for your use case, see AWS
CloudHSM cluster modes.

d. For Network Type, choose the IP address protocols for accessing your HSMs. IPv4
limits communication between your application and HSMs to IPv4 only. This is the
default option. Dual-stack enables both IPv4 and IPv6 communication. To use dual-
stack, add both IPv4 and IPv6 CIDRs to your VPC and subnet configurations. The
Network Type is difficult to change after initial setup. To modify it, create a backup of
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your existing cluster and restore a new cluster with the desired Network Type. For more
information, see Creating AWS CloudHSM clusters from backups

e. For Cluster source, specify whether you want to create a new cluster or restore one
from an existing backup.

« Backups of clusters in non-FIPS mode can only be used to restore clusters that are in
non-FIPS mode.

» Backups of clusters in FIPS mode can only be used to restore clusters that are in FIPS
mode.

5. Choose Next.

6. Specify how long the service should retain backups.

(@ Note

Accept the default retention period of 90 days or type a new value between 7 and
379 days. The service will automatically delete backups in this cluster older than
the value you specify here. You can change this later. For more information, see
Configure backup retention.

7. Choose Next.

8. (Optional) Type a tag key and an optional tag value. To add more than one tag to the
cluster, choose Add tag.

9. Choose Review.

10. Review your cluster configuration, and then choose Create cluster.

If your attempts to create a cluster fail, it might be related to problems with the AWS
CloudHSM service-linked roles. For help on resolving the failure, see Resolving AWS CloudHSM
cluster creation failures.

AWS CLI

To create a cluster (AWS CLI)

o At acommand prompt, run the create-cluster command. Specify the HSM instance type,
the backup retention period, and the subnet IDs of the subnets where you plan to create
HSMs. Use the subnet IDs of the private subnets that you created. Specify only one subnet
per Availability Zone.
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$ aws cloudhsmv2 create-cluster --hsm-type hsm2m.medium \
--backup-retention-policy Type=DAYS,Value=<number of days> \
--subnet-ids <subnet ID> \
--mode <FIPS> \
--network-type <IPV4>

"Cluster": {
"BackupPolicy": "DEFAULT",
"BackupRetentionPolicy": {
"Type": "DAYS",
"Value": 90
.
"VpcId": "vpc-50ae0636",
"SubnetMapping": {
"us-west-2b": "subnet-49albc00",
"us-west-2c": "subnet-6f950334",
"us-west-2a": "subnet-fd54af9ob"
.
"SecurityGroup": "sg-6cb2c216",
"HsmType": "hsm2m.medium",
"NetworkType": "IPV4",
"Certificates": {3},
"State": "CREATE_IN_PROGRESS",
"Hsms": [1,
"ClusterId": "cluster-igklspoyj5v",
"ClusterMode": "FIPS",
"CreateTimestamp": 1502423370.069

(® Note

ClusterMode is a required parameter for all hsm types except hsm1.medium.- -
mode:

$ aws cloudhsmv2 create-cluster --hsm-type hsm2m.medium \
--backup-retention-policy Type=DAYS,Value=<number of days> \
--subnet-ids <subnet ID> \
--mode NON_FIPS
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If your attempts to create a cluster fail, it might be related to problems with the AWS
CloudHSM service-linked roles. For help on resolving the failure, see Resolving AWS CloudHSM

cluster creation failures.

AWS CloudHSM API
To create a cluster (AWS CloudHSM API)

« Send a CreateCluster request. Specify the HSM instance type, the backup retention policy,
and the subnet IDs of the subnets where you plan to create HSMs. Use the subnet IDs of
the private subnets that you created. Specify only one subnet per Availability Zone.

If your attempts to create a cluster fail, it might be related to problems with the AWS
CloudHSM service-linked roles. For help on resolving the failure, see Resolving AWS CloudHSM

cluster creation failures.

Review the security group for your cluster in AWS CloudHSM

When you create a cluster, AWS CloudHSM creates a security group with the name cloudhsm-
cluster-<clusterID>-sg. This security group contains a preconfigured TCP rule that allows
inbound and outbound communication within the cluster security group over ports 2223-2225.
This SG allows your EC2 instances to use your VPC to talk to HSMs in your cluster.

/A Warning

« Do not delete or modify the preconfigured TCP rule, which is populated in the cluster
security group. This rule can prevent connectivity issues and unauthorized access to your
HSMs.

» The cluster security group prevents unauthorized access to your HSMs. Anyone that can
access instances in the security group can access your HSMs. Most operations require a
user to log in to the HSM. However, it's possible to zeroize HSMs without authentication,
which destroys the key material, certificates, and other data. If this happens, data
created or modified after the most recent backup is lost and unrecoverable. To prevent
unauthorized access, ensure that only trusted administrators can modify or access the
instances in the default security group.

Review the cluster security group
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» The hsm2m.medium clusters introduces mTLS feature to restrict unauthorized
users from connecting to the cluster. Unauthorized users will require a valid mTLS
credentials to successfully connect to cluster before attempting zeroization.

In the next step, you can launch an Amazon EC2 instance and connect it to your HSMs by attaching

the cluster security group to it.

Launch an Amazon EC2 client instance for interacting with AWS
CloudHSM

To interact with and manage your AWS CloudHSM cluster and HSM instances, you must be able to
communicate with the elastic network interfaces of your HSMs. The easiest way to do this is to use
an EC2 instance in the same VPC as your cluster. You can also use the following AWS resources to
connect to your cluster:

 Amazon VPC Peering

« AWS Direct Connect

« VPN Connections

(® Note

This guide provides a simplified example of how to connect an EC2 instance to your AWS
CloudHSM cluster. For best practices around secure network configurations, refer to Secure
access to your cluster.

The AWS CloudHSM documentation typically assumes that you are using an EC2 instance in the
same VPC and Availability Zone (AZ) in which you create your cluster.

To create an EC2 instance

1. Open the EC2 Dashboard at https://console.aws.amazon.com/ec2/.

2. Select Launch instance. From the drop-down menu, choose Launch instance.

3. Inthe Name field, enter a name for your EC2 instance.
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4.

10.
11.

12.
13.
14.
15.

In the Applications and OS Images (Amazon Machine Image) section, choose an Amazon
Machine Image (AMI) that corresponds to a platform CloudHSM supports. For more
information, see AWS CloudHSM Client SDK 5 supported platforms.

In the Instance Type section, choose an instance type.

In the Key pair section, use an existing key pair or select Create new key pair and complete
the following steps:

o

For Key pair name, enter a name for the key pair.

b. For Key pair type, choose a key pair type.

c. For Private key file format, choose the private key file format.
d. Select Create key pair.

e. Download and save the private key file.

/A Important

This is your only chance to save the private key file. Download and store the file in a
safe place. You must provide the name of your key pair when you launch an instance.
Additionally, you must provide the corresponding private key each time you connect to
the instance and choose the key pair that you created when setting up.

In Network settings, select Edit.

For VPC, choose the VPC that you previously created for your cluster.
For Subnet, choose the public subnet that you created for the VPC.
For Auto-assign Public IP, choose Enable.

For Auto-assign IPv6 IP, choose Enable to use IPv6 connectivity with your clusters and

the Dual-stack NetworkType. If you enable this option, update your Amazon EC2 instance's
security group rules, VPC and subnet route tables, and network ACLs to allow IPv6 outbound
traffic from the instance to the HSMs.

Choose Select an existing security group.
In Common security groups, select the default security group from the drop-down menu.
In Configure Storage, use the drop-down menus to choose a storage configuration.

In the Summary window, select Launch instance.
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® Note

Completing this step will start the process for creating your EC2 instance.

For more information about creating a Linux Amazon EC2 client, see Getting Started with Amazon
EC2 Linux Instances. For information about connecting to the running client, see the following
topics:

« Connecting to Your Linux Instance Using SSH

» Connecting to Your Linux Instance from Windows Using PuTTY

The Amazon EC2 user guide contains detailed instructions for setting up and using your Amazon
EC2 instances. The following list provides an overview of available documentation for Linux and
Windows Amazon EC2 clients:

» To create a Linux Amazon EC2 client, see Getting Started with Amazon EC2 Linux Instances.

For information about connecting to the running client, see the following topics:

« Connecting to your Linux Instance Using SSH

» Connecting to Your Linux Instance from Windows Using PuTTY

» To create a Windows Amazon EC2 client, see Getting Started with Amazon EC2 Windows

Instances. For more information about connecting to your Windows client, see Connect to Your
Windows Instance.

® Note

Your EC2 instance can run all of the AWS CLI commands contained in this guide. If the AWS
CLI is not installed, you can download it from AWS Command Line Interface. If you are

using Windows, you can download and run a 64-bit or 32-bit Windows installer. If you are
using Linux or macOS, you can install the CLI using pip.
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Configure the Client Amazon EC2 instance security groups for
AWS CloudHSM

When you launched an Amazon EC2 instance for your cluster in AWS CloudHSM, you associated it
with a default Amazon VPC security group. This topic explains how to associate the cluster security
group with the EC2 instance. This association allows the AWS CloudHSM client running on your EC2
instance to communicate with your HSMs. To connect your EC2 instance to your AWS CloudHSM
cluster, you must properly configure the VPC default security group and associate the cluster
security group with the instance.

Use the following steps to complete the configuration changes.

Topics

« Step 1. Modify the default security group

» Step 2. Connect the Amazon EC2 instance to the AWS CloudHSM cluster

Step 1. Modify the default security group

You need to modify the default security group to permit the SSH or RDP connection so that you
can download and install client software, and interact with your HSM.

To modify the default security group

1. Open the EC2 Dashboard at https://console.aws.amazon.com/ec2/.

2. Select Instances (running) and then select the check box next to the EC2 instance you want to
install the AWS CloudHSM client.

Under the Security tab, choose the security group named Default.
At the top of the page, choose Actions, and then Edit Inbound Rules.
Select Add Rule.

A

For Type, do one of the following:

e  For a Windows Server Amazon EC2 instance, choose RDP. The port 3389 is automatically
populated.

e ForaLinux Amazon EC2 instance, choose SSH. The port range 22 is automatically
populated.
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7. For either option, set Source to My IP to allow you to communicate with your Amazon EC2
instance.

/A Important

Do not specify 0.0.0.0/0 as the CIDR range to avoid allowing anyone to access your
instance.

8. Choose Save.

Step 2. Connect the Amazon EC2 instance to the AWS CloudHSM cluster

You must attach the cluster security group to the EC2 instance so that the EC2 instance can
communicate with HSMs in your cluster. The cluster security group contains a preconfigured rule
that allows inbound communication over ports 2223-2225.

To connect the EC2 instance to the AWS CloudHSM cluster

1. Open the EC2 Dashboard at https://console.aws.amazon.com/ec2/.

2. Select Instances (running) and then select the check box for the EC2 instance on which you
want to install the AWS CloudHSM client.

At the top of the page, choose Actions, Security, and then Change Security Groups.

4. Select the security group with the group name that matches your cluster ID, such as
cloudhsm-cluster-<clusterID>-sqg.

5. Choose Add Security Groups.

6. Select Save.

® Note

You can assign a maximum of five security groups to an Amazon EC2 instance. If you have
reached the maximum limit, you must modify the default security group of the Amazon
EC2 instance and the cluster security group:

In the default security group, do the following:

« Add an inbound rule to permit traffic using the TCP protocol over ports 2223-2225 from
the cluster security group.
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In the cluster security group, do the following:

« Add an inbound rule to permit traffic using the TCP protocol over ports 2223-2225 from
the default security group.

Create an HSM in AWS CloudHSM

After you create a cluster in AWS CloudHSM, you can create a hardware security module (HSM).
However, before you can create an HSM in your cluster, the cluster must be in the uninitialized
state. To determine the cluster's state, view the clusters page in the AWS CloudHSM console, use
the AWS CLI to run the describe-clusters command, or send a DescribeClusters request in the AWS
CloudHSM API. You can create an HSM from the AWS CloudHSM console, the AWS CLI, or the AWS
CloudHSM API.

Console
To create an HSM (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

Select the radio button next to the ID of the cluster you want to create an HSM for.
Select Actions. From the drop down menu, choose Initialize.

Choose an Availability Zone (AZ) for the HSM that you are creating.

ik W

Select Create.

After you create a cluster and HSM, you can optionally verify the identity of the HSM, or
proceed directly to Initialize the cluster.

AWS CLI
To create an HSM (AWS CLI)

o At acommand prompt, run the create-hsm command. Specify the cluster ID of the cluster
that you created previously and an Availability Zone for the HSM. Specify the Availability
Zone in the form of us-west-2a, us-west-2b, etc.
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$ aws cloudhsmv2 create-hsm --cluster-id <cluster ID> --availability-
zone <Availability Zone>

{
"Hsm": {
"HsmId": "hsm-ted36yp5b2x",
"EniIp": "10.0.1.12",
"EniIpV6": "2600:113f:404:be09:310e:ed34:3412:F733",
"AvailabilityZone": "us-west-2a",
"ClusterId": "cluster-igklspoyj5v",
"EniId": "eni-5d7ade72",
"SubnetId": "subnet-fd54af9b",
"State": "CREATE_IN_PROGRESS"
}
}

After you create a cluster and HSM, you can optionally verify the identity of the HSM, or

proceed directly to Initialize the cluster.

AWS CloudHSM API
To create an HSM (AWS CloudHSM API)

« Send a CreateHsm request. Specify the cluster ID of the cluster that you created previously
and an Availability Zone for the HSM.

After you create a cluster and HSM, you can optionally verify the identity of the HSM, or

proceed directly to Initialize the cluster.

Verify the identity and authenticity of your cluster's HSM in
AWS CloudHSM (optional)

To initialize your cluster in AWS CloudHSM, you sign a certificate signing request (CSR) generated
by the cluster's first hardware security module (HSM). Before you do this, you might want to verify
the identity and authenticity of the HSM.
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® Note

This process is optional. However, it works only until a cluster is initialized. After the cluster
is initialized, you cannot use this process to get the certificates or verify the HSMs.

To verify the identity of your cluster's first HSM, complete the following steps:

1. Get the certificates and CSR - In this step, you get three certificates and a CSR from the HSM.
You also get two root certificates, one from AWS CloudHSM and one from the HSM hardware
manufacturer.

2. Verify the certificate chains — In this step, you construct two certificate chains, one to the AWS
CloudHSM root certificate and one to the manufacturer root certificate. Then you verify the HSM
certificate with these certificate chains to determine that AWS CloudHSM and the hardware
manufacturer both attest to the identity and authenticity of the HSM.

3. Compare public keys — In this step, you extract and compare the public keys in the HSM
certificate and the cluster CSR, to ensure that they are the same. This should give you confidence
that the CSR was generated by an authentic, trusted HSM.

The following diagram shows the CSR, the certificates, and their relationship to each other. The
subsequent list defines each certificate.
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AWS Root Certificate

This is AWS CloudHSM's root certificate.

Manufacturer Root Certificate

This is the hardware manufacturer's root certificate.

AWS Hardware Certificate

AWS CloudHSM created this certificate when the HSM hardware was added to the fleet. This

certificate asserts that AWS CloudHSM owns the hardware.

Manufacturer Hardware Certificate

The HSM hardware manufacturer created this certificate when it manufactured the HSM
hardware. This certificate asserts that the manufacturer created the hardware.

Verify HSM identity (optional)

27



AWS CloudHSM User Guide

HSM Certificate

The HSM certificate is generated by the FIPS-validated hardware when you create the first HSM
in the cluster. This certificate asserts that the HSM hardware created the HSM.

Cluster CSR

The first HSM creates the cluster CSR. When you sign the cluster CSR, you claim the cluster.
Then, you can use the signed CSR to initialize the cluster.

Step 1. Get certificates from the HSM

To verify the identity and authenticity of your HSM, start by getting a CSR and five certificates. You
get three of the certificates from the HSM, which you can do with the AWS CloudHSM console, the
AWS Command Line Interface (AWS CLI), or the AWS CloudHSM API.

Console
To get the CSR and HSM certificates (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

2. Select the radio button next to the cluster ID with the HSM you want to verify.
3. Select Actions. From the drop down menu, choose Initialize.
4,

If you did not complete the previous step to create an HSM, choose an Availability Zone
(AZ) for the HSM that you are creating. Then select Create.

5. When the certificates and CSR are ready, you see links to download them.
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Certificate signing request

To initialize the cluster, you must download a certificate signing
request (CSR) and then sign it [4].

N Cluster CSR

Cluster verification certificate

Optionally, you may wish to download the HSM certificate below
which generated this Cluster CSR and verify its authenticity [4].

M HSM certificate

6. Choose each link to download and save the CSR and certificates. To simplify the
subsequent steps, save all of the files to the same directory and use the default file names.
AWS CLI
To get the CSR and HSM certificates (AWS CLI)

o At a command prompt, run the describe-clusters command four times, extracting the CSR
and different certificates each time and saving them to files.

a. Issue the following command to extract the cluster CSR. Replace <cluster ID> with
the ID of the cluster that you created previously.
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$ aws cloudhsmv2 describe-clusters --filters clusterIds=<cluster ID> \
--output text \
--quexry
'"Clusters[].Certificates.ClustexCsr' \
> <cluster ID>_ClusterCsr.csr

b. Issue the following command to extract the HSM certificate. Replace <cluster ID>
with the ID of the cluster that you created previously.

$ aws cloudhsmv2 describe-clusters --filters clusterIds=<cluster ID> \
--output text \
--quexry
'"Clusters[].Cexrtificates.HsmCertificate' \
> <cluster ID>_HsmCexrtificate.crt

c. Issue the following command to extract the AWS hardware certificate. Replace
<cluster ID> with the ID of the cluster that you created previously.

$ aws cloudhsmv2 describe-clusters --filters clusterIds=<cluster ID> \
--output text \
--query
'"Clusters[].Cexrtificates.AwsHardwareCertificate' \
> <cluster ID>_AwsHardwareCertificate.crt

d. Issue the following command to extract the manufacturer hardware certificate.
Replace <cluster ID> with the ID of the cluster that you created previously.

$ aws cloudhsmv2 describe-clusters --filters clusterIds=<cluster ID> \
--output text \
--query
'Clusters[].Certificates.ManufacturerHardwareCertificate' \
> <cluster
ID>_ManufacturerHardwareCertificate.crt

AWS CloudHSM API
To get the CSR and HSM certificates (AWS CloudHSM API)

« Send a DescribeClusters request, then extract and save the CSR and certificates from the

response.
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Step 2. Get the root certificates

Follow these steps to get the root certificates for AWS CloudHSM and the manufacturer. Save the
root certificate files to the directory that contains the CSR and HSM certificate files.

To get the AWS CloudHSM and manufacturer root certificates

1. Download the AWS CloudHSM root certificate: AWS_CloudHSM_Root-G1.zip

2. Download the right manufacturer root certificate for your HSM type:

« hsm1.medium manufacturer root certificate: liquid_security_certificate.zip

o hsm2m.medium manufacturer root certificate: liquid_security_certificate.zip

® Note

To download each certificate from its landing page, use the following links:

« Landing page for hsm1.medium's manufacturer root certificate

« Landing page for hsm2m.medium's manufacturer root certificate

You might need to right-click the Download Certificate link and then choose Save
Link As... to save the certificate file.

3. After you download the files, extract (unzip) the contents.

Step 3. Verify certificate chains

In this step, you construct two certificate chains, one to the AWS CloudHSM root certificate and
one to the manufacturer root certificate. Then use OpenSSL to verify the HSM certificate with each
certificate chain.

To create the certificate chains, open a Linux shell. You need OpenSSL, which is available in most
Linux shells, and you need the root certificate and HSM certificate files that you downloaded.
However, you do not need the AWS CLI for this step, and the shell does not need to be associated
with your AWS account.
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To verify the HSM certificate with the AWS CloudHSM root certificate

1. Navigate to the directory where you saved the root certificate and HSM certificate files that
you downloaded. The following commands assume that all of the certificates are in the current
directory and use the default file names.

Use the following command to create a certificate chain that includes the AWS hardware
certificate and the AWS CloudHSM root certificate, in that order. Replace <cluster ID> with
the ID of the cluster that you created previously.

$ cat <cluster ID>_AwsHardwareCertificate.crt \
AWS_CloudHSM_Root-Gl.cxt \
> <cluster ID>_AWS_chain.crt

2. Use the following OpenSSL command to verify the HSM certificate with the AWS certificate
chain. Replace <cluster ID> with the ID of the cluster that you created previously.

$ openssl verify -CAfile <cluster ID>_AWS_chain.crt <cluster ID>_HsmCertificate.crt
<cluster ID>_HsmCertificate.crt: OK

To verify the HSM certificate with the manufacturer root certificate

1. Use the following command to create a certificate chain that includes the manufacturer
hardware certificate and the manufacturer root certificate, in that order. Replace <cluster
ID> with the ID of the cluster that you created previously.

$ cat <cluster ID>_ManufacturerHardwareCertificate.crt \
liquid_security_certificate.crt \
> <cluster ID>_manufacturer_chain.crt

2. Use the following OpenSSL command to verify the HSM certificate with the manufacturer
certificate chain. Replace <cluster ID> with the ID of the cluster that you created
previously.

$ openssl verify -CAfile <cluster ID>_manufacturer_chain.crt <cluster
ID>_HsmCertificate.crt
<cluster ID>_HsmCertificate.crt: OK
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Step 4. Extract and compare public keys

Use OpenSSL to extract and compare the public keys in the HSM certificate and the cluster CSR, to
ensure that they are the same.

To compare the public keys, use your Linux shell. You need OpenSSL, which is available in
most Linux shells, but you do not need the AWS CLI for this step. The shell does not need to be
associated with your AWS account.

To extract and compare the public keys

1. Use the following command to extract the public key from the HSM certificate.

$ openssl x509 -in <cluster ID>_HsmCertificate.crt -pubkey -noout > <cluster
ID>_HsmCextificate.pub

2. Use the following command to extract the public key from the cluster CSR.

$ openssl req -in <cluster ID>_ClusterCsr.csxr -pubkey -noout > <cluster
ID>_ClusterCsx.pub

3. Use the following command to compare the public keys. If the public keys are identical, the
following command produces no output.

$ diff <cluster ID>_HsmCertificate.pub <cluster ID>_ClusterCsr.pub

After you verify the identity and authenticity of the HSM, proceed to Initialize the cluster.

Initialize the cluster in AWS CloudHSM

After you create your cluster and add your hardware security module (HSM) in AWS CloudHSM, you
can initialize the cluster. Complete the steps in the following topics to initialize your cluster.

(® Note

Before you initialize the cluster, review the process by which you can verify the identity
and authenticity of the HSMs. This process is optional and works only until a cluster is
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initialized. After the cluster is initialized, you cannot use this process to get your certificates
or verify the HSMs.

Topics
» Step 1. Get the cluster CSR
« Step 2. Sign the CSR

» Step 3. Initialize the cluster

Step 1. Get the cluster CSR

Before you can initialize the cluster, you must download and sign a certificate signing request (CSR)
that is generated by the cluster's first HSM. If you followed the steps to verify the identity of your
cluster's HSM, you already have the CSR and you can sign it. Otherwise, get the CSR now by using
the AWS CloudHSM console, the AWS Command Line Interface (AWS CLI), or the AWS CloudHSM
API.

/A Important

To initialize your cluster, your trust anchor must comply with RFC 5280 and meet the
following requirements:

o If using X509v3 extensions, the X509v3 Basic Constraints extension must be present.
« The trust anchor must be a self-signed certificate.

« Extension values must not conflict with each other.

Console
To get the CSR (console)

Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

1.

2. Select the radio button next to the cluster ID with the HSM you want to verify.
3. Select Actions. From the drop down menu, choose Initialize.
4.

If you did not complete the previous step to create an HSM, choose an Availability Zone

(AZ) for the HSM that you are creating. Then select Create.
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5.  When the CSR is ready, you see a link to download it.

Certificate signing request

To initialize the cluster, you must download a certificate signing
request (CSR) and then sign it [4].

N Cluster CSR

Cluster verification certificate

Optionally, you may wish to download the HSM certificate below
which generated this Cluster CSR and verify its authenticity [4].

M HSM certificate

6. Choose Cluster CSR to download and save the CSR.

AWS CLI
To get the CSR (AWS CLI)

o At a command prompt, run the following describe-clusters command, which extracts
the CSR and saves it to a file. Replace <cluster ID> with the ID of the cluster that you
created previously.

$ aws cloudhsmv2 describe-clusters --filters clusterIds=<cluster ID> \
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--output text \
--quexry 'Clusters[].Certificates.ClusterCsr'

> <cluster ID>_ClusterxrCsr.csr

AWS CloudHSM API
To get the CSR (AWS CloudHSM API)

1. Send a DescribeClusters request.

2. Extract and save the CSR from the response.

Step 2. Sign the CSR

Currently, you must create a self-signed signing certificate and use it to sign the CSR for your
cluster. You do not need the AWS CLI for this step, and the shell does not need to be associated
with your AWS account. To sign the CSR, you must do the following:

1. Complete the previous section (see Step 1. Get the cluster CSR).

2. Create a private key.
3. Use the private key to create a signing certificate.

4. Sign your cluster CSR.

Create a private key

(® Note

For a production cluster, the key you are about to create should be created in a secure
manner using a trusted source of randomness. We recommend that you use a secured
offsite and offline HSM or the equivalent. Store the key safely. The key establishes the
identity of the cluster and your sole control over the HSMs it contains.

For development and testing, you can use any convenient tool (such as OpenSSL) to create
and sign the cluster certificate. The following example shows you how to create a key. After
you have used the key to create a self-signed certificate (see below), you should store it in

a safe manner. To sign into your AWS CloudHSM instance, the certificate must be present,
but the private key does not.
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Use the following command to create a private key. When initializing an AWS CloudHSM cluster,
you must use the RSA 2048 certificate or the RSA 4096 certificate.

$ openssl genrsa -aes256 -out customexCA.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
Enter pass phrase for customerCA.key:
Verifying - Enter pass phrase for customerCA.key:

Use the private key to create a self-signed certificate

The trusted hardware that you use to create the private key for your production cluster should

also provide a software tool to generate a self-signed certificate using that key. The following
example uses OpenSSL and the private key that you created in the previous step to create a signing
certificate. The certificate is valid for 10 years (3652 days). Read the on-screen instructions and
follow the prompts.

$ openssl req -new -x509 -days 3652 -key customerCA.key -out customerCA.crt
Enter pass phrase for customerCA.key:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:

Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

This command creates a certificate file named customerCA. crt. Put this certificate on every host
from which you will connect to your AWS CloudHSM cluster. If you give the file a different name
or store it in a path other than the root of your host, you should edit your client configuration file
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accordingly. Use the certificate and the private key you just created to sign the cluster certificate
signing request (CSR) in the next step.

Sign the cluster CSR

The trusted hardware that you use to create your private key for your production cluster should
also provide a tool to sign the CSR using that key. The following example uses OpenSSL to sign the
cluster's CSR. The example uses your private key and the self-signed certificate that you created in
the previous step.

$ openssl x509 -req -days 3652 -in <cluster ID>_ClusterCsr.csr \
-CA customexCA.crt \
-CAkey customerCA.key \
-CAcreateserial \

-out <cluster ID>_CustomerHsmCertificate.crt
Signature ok

subject=/C=US/ST=CA/0=Cavium/OU=N3FIPS/L=SanJose/CN=HSM: <HSM
identifier>:PARTN:<partition number>, for FIPS mode

Getting CA Private Key

Enter pass phrase for customerCA.key:

This command creates a file named <cluster ID>_CustomerHsmCertificate.crt. Use this
file as the signed certificate when you initialize the cluster.

Step 3. Initialize the cluster

Use your signed HSM certificate and your signing certificate to initialize your cluster. You can use
the AWS CloudHSM console, the AWS CLI, or the AWS CloudHSM API.

Console
To initialize a cluster (console)

Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

Select the radio button next to the cluster ID with the HSM you want to verify.

1
2
3. Select Actions. From the drop down menu, choose Initialize.
4

If you did not complete the previous step to create an HSM, choose an Availability Zone
(AZ) for the HSM that you are creating. Then select Create.

5. Onthe Download certificate signing request page, choose Next. If Next is not available,
first choose one of the CSR or certificate links. Then choose Next.
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6. On the Sign certificate signing request (CSR) page, choose Next.
7. On the Upload the certificates page, do the following:
a. Next to Cluster certificate, choose Upload file. Then locate and select the HSM

certificate that you signed previously. If you completed the steps in the previous
section, select the file named <cluster ID>_CustomerHsmCertificate.crt.

b. Next to Issuing certificate, choose Upload file. Then select your signing
certificate. If you completed the steps in the previous section, select the file named
customerCA.crt.

¢. Choose Upload and initialize.

AWS CLI
To initialize a cluster (AWS CLI)

e At acommand prompt, run the initialize-cluster command. Provide the following:

« The ID of the cluster that you created previously.

o The HSM certificate that you signed previously. If you completed the
steps in the previous section, it's saved in a file named <cluster
ID>_CustomerHsmCertificate.crt.

» Your signing certificate. If you completed the steps in the previous section, the signing
certificate is saved in a file named customerCA.crt.

$ aws cloudhsmv2 initialize-cluster --cluster-id <cluster ID> \
--signed-cext file://<cluster
ID>_CustomexHsmCertificate.crt \
--trust-anchox file://customexCA.crt

"State": "INITIALIZE_IN_PROGRESS",
"StateMessage": "Cluster is initializing. State will change to INITIALIZED
upon completion."

}
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AWS CloudHSM API
To initialize a cluster (AWS CloudHSM API)

« Send an InitializeCluster request with the following:

« The ID of the cluster that you created previously.
o The HSM certificate that you signed previously.

 Your signing certificate.

Install and configure CloudHSM CLI

To interact with the HSM in your AWS CloudHSM cluster, you need the CloudHSM CLI.

Connect to your client instance and run the following commands to download and install the AWS
CloudHSM command line tools. For more information, see Launch an Amazon EC2 client instance
for interacting with AWS CloudHSM.

Amazon Linux 2023

Amazon Linux 2023 on x86_64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Amzn2023/
cloudhsm-cli-latest.amzn2023.x86_64.xrpm

$ sudo yum install ./cloudhsm-cli-latest.amzn2023.x86_64.xrpm

Amazon Linux 2023 on ARM64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Amzn2023/
cloudhsm-cli-latest.amzn2023.aarch64.xpm

$ sudo yum install ./cloudhsm-cli-latest.amzn2023.aarch64.xrpm

Amazon Linux 2

Amazon Linux 2 on x86_64 architecture:
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$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL7/cloudhsm-cli-
latest.el7.x86_64.xrpm

$ sudo yum install ./cloudhsm-cli-latest.el7.x86_64.rpm

Amazon Linux 2 on ARM64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL7/cloudhsm-cli-
latest.el7.aarch64.rpm

$ sudo yum install ./cloudhsm-cli-latest.el7.aarch64.xrpm

RHEL 9 (9.2+)

RHEL 9 on x86_64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL9/cloudhsm-cli-
latest.el9.x86_64.xpm

$ sudo yum install ./cloudhsm-cli-latest.el9.x86_64.rpm

RHEL 9 on ARM64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL9/cloudhsm-cli-
latest.el9.aarch64.rpm

$ sudo yum install ./cloudhsm-cli-latest.el9.aarch64.xpm

RHEL 8 (8.3+)

RHEL 8 on x86_64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL8/cloudhsm-cli-
latest.el8.x86_64.xrpm

$ sudo yum install ./cloudhsm-cli-latest.el8.x86_64.rpm
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Ubuntu 24.04 LTS

Ubuntu 24.04 LTS on x86_64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Noble/cloudhsm-
cli_latest_u24.04_amd64.deb

$ sudo apt install ./cloudhsm-cli_latest_u24.04_amd64.deb

Ubuntu 24.04 LTS on ARM64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Noble/cloudhsm-
cli_latest_u24.04_arm64.deb

$ sudo apt install ./cloudhsm-cli_latest_u24.04_arm64.deb

Ubuntu 22.04 LTS

Ubuntu 22.04 LTS on x86_64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Jammy/cloudhsm-
cli_latest_u22.04_amd64.deb

$ sudo apt install ./cloudhsm-cli_latest_u22.04_amd64.deb

Ubuntu 22.04 LTS on ARM64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Jammy/cloudhsm-
cli_latest_u22.04_arm64.deb

$ sudo apt install ./cloudhsm-cli_latest_u22.04_arm64.deb

Ubuntu 20.04 LTS

Ubuntu 20.04 LTS on x86_64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Focal/cloudhsm-
cli_latest_u20.04_amd64.deb
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$ sudo apt install ./cloudhsm-cli_latest_u20.04_amd64.deb

Windows Server 2022

For Windows Server 2022 on x86_64 architecture, open PowerShell as an administrator and run
the following command:

PS C:\> wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Windows/
AWSCloudHSMCLI-latest.msi -Qutfile C:\AWSCloudHSMCLI-latest.msi

PS C:\> Start-Process msiexec.exe -ArgumentList '/i C:\AWSCloudHSMCLI-latest.msi /
quiet /norestart /log C:\client-install.txt' -Wait

Windows Server 2019

For Windows Server 2019 on x86_64 architecture, open PowerShell as an administrator and run

the following command:

PS C:\> wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Windows/
AWSCloudHSMCLI-latest.msi -Outfile C:\AWSCloudHSMCLI-latest.msi

PS C:\> Start-Process msiexec.exe -ArgumentList '/i C:\AWSCloudHSMCLI-latest.msi /
quiet /norestart /log C:\client-install.txt' -Wait

Windows Server 2016

For Windows Server 2016 on x86_64 architecture, open PowerShell as an administrator and run
the following command:

PS C:\> wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Windows/
AWSCloudHSMCLI-latest.msi -Outfile C:\AWSCloudHSMCLI-latest.msi

PS C:\> Start-Process msiexec.exe -ArgumentList '/i C:\AWSCloudHSMCLI-latest.msi /
quiet /norestart /log C:\client-install.txt' -Wait

Use the following commands to configure CloudHSM CLI.
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To bootstrap a Linux EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of the HSM(s) in your cluster.
$ sudo /opt/cloudhsm/bin/configure-cli -a <The ENI IPv4 / IPv6 addresses of the

HSMs>

To bootstrap a Windows EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of the HSM(s) in your cluster.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" -a <The ENI
IPv4 / IPv6 addresses of the HSMs>

Activate the cluster in AWS CloudHSM

When you activate an AWS CloudHSM cluster, the cluster's state changes from initialized to active.
You can then manage the hardware security module (HSM) users and use the HSM.

/A Important

Before you can activate the cluster, you must first copy the issuing certificate to the default
location for the platform on each EC2 instance that connects to the cluster (you create the
issuing certificate when you initialize the cluster).

Linux

/opt/cloudhsm/etc/customerCA.crt
Windows

C:\ProgramData\Amazon\CloudHSM\customerCA.crt

After placing the issuing certificate, install CloudHSM CLI and run the cluster activate command

on your first HSM. You will notice the admin account on the first HSM in your cluster has the
unactivated-admin role. This a temporary role that only exists prior to cluster activation. When you

activate your cluster, the unactivated-admin role changes to admin.
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To activate a cluster

1. Connect to the client instance that you previously launched in. For more information, see
Launch an Amazon EC2 client instance for interacting with AWS CloudHSM. You can launch a
Linux instance or a Windows Server.

2. Run the CloudHSM CLI in interactive mode.

Linux
$ /opt/cloudhsm/bin/cloudhsm-cli interactive
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

3. (Optional) Use the user list command to display the existing users.

aws-cloudhsm > user list

{
"error_code": 0,
"data": {
"users": [
{
"username": "admin",
"role": "unactivated-admin",
"locked": "false",
"mfa": []1,
"cluster-coverage": "full"
.
{
"username": "app_user",
"role": "internal (APPLIANCE_USER)",
"locked": "false",
"mfa": [],
"cluster-coverage": "full"
}
]
}
}

4. Use the cluster activate command to set the initial admin password.
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aws-cloudhsm > cluster activate
Enter
password: <NewPassword>
Confirm password:<NewPassword>
{
"error_code": 0,
"data": "Cluster activation successful"

We recommend that you write down the new password on a password worksheet. Do not lose
the worksheet. We recommend that you print a copy of the password worksheet, use it to
record your critical HSM passwords, and then store it in a secure place. We also recommended
that you store a copy of this worksheet in secure off-site storage.

5. (Optional) Use the user list command to verify that the user's type changed to admin/CO.

aws-cloudhsm > user list

{
"error_code": 0,
"data": {
"users": [
{
"username": "admin",
"role": "admin",
"locked": "false",
"mfa": [],
"cluster-coverage": "full"
1,
{
"username": "app_user",
"role": "internal(APPLIANCE_USER)",
"locked": "false",
"mfa": []1,
"cluster-coverage": "full"
}
]
}
}

6. Use the quit command to stop the CloudHSM CLI tool.
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aws-cloudhsm > quit

For more information about working with CloudHSM CLI or the CMU, see Understanding HSM
Users and Understanding HSM User Management with CMU.

Set up mutual TLS between client and AWS CloudHSM
(recommended)
The following topics describe the steps that you must complete to enable the mutual TLS

(mTLS) between client and AWS CloudHSM. Currently this feature is exclusively available on
hsm2m.medium. For more information about HSM type, see AWS CloudHSM cluster modes .

Topics

« Step 1. Create and register a trust anchor onto the HSM

o Step 2. Enable mTLS for AWS CloudHSM

o Step 3. Set the mTLS enforcement for AWS CloudHSM

Step 1. Create and register a trust anchor onto the HSM

A trust anchor must be created and registered onto the HSM before enabling mTLS. This is a two-
step process:

Topics

« Create a private key and self-signed root certificate

» Register the trust anchor onto the HSM

Create a private key and self-signed root certificate

@ Note

For a production cluster, the key you are about to create should be created in a secure
manner using a trusted source of randomness. We recommend that you use a secured
offsite and offline HSM or the equivalent. Store the key safely.
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For development and testing, you can use any convenient tool (such as OpenSSL) to create
the key and self-sign a root certificate. You will need the key and root certificate to sign the
client certificate in the enable mTLS for AWS CloudHSM.

The following examples show how to create a private key and self-signed root certificate with
OpenSSL.

Example - Create a private key with OpenSSL

Use the following command to create a 4096-bit RSA key encrypted with the AES-256 algorithm.
To use this example, replace <mtls_ca_root_1.key> with the name of the file where you want
to store the key.

$ openssl genrsa -out <mtls_ca_root_1.key> -aes256 4096
Generating RSA private key, 4096 bit long modulus

L+t

e is 65537 (0x10001)

Enter pass phrase for mtls_ca_root_1l.key:

Verifying - Enter pass phrase for mtls_ca_root_1l.key:

Example - Create a self-signed root certificate with OpenSSL

Use the following command to create a self-signed root certificate named mt1ls_ca_root_1.crt
from the private key you just created. The certificate is valid for 25 years (9130 days). Read the on-
screen instructions and follow the prompts.

$ openssl req -new -x509 -days 9130 -key mtls_ca_root_1.key -out mtls_ca_root_1l.crt
Enter pass phrase for mtls_ca_root_1l.key:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:

Organizational Unit Name (eg, section) []:
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Common Name (e.g. server FQDN or YOUR name) []:
Email Address []:

Register the trust anchor onto the HSM

After creating a self-signed root certificate, the admin must register it as the trust anchor with the
AWS CloudHSM cluster.

To register a trust anchor with the HSM
1. Use the following command to start CloudHSM CLI:

Linux
$ /opt/cloudhsm/bin/cloudhsm-cli interactive
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Using CloudHSM CLlI, log in as an admin.

aws-cloudhsm > login --username <admin> --role admin
Enter password:

{
"error_code": 0,
"data": {
"username": "<admin>",
"role": "admin"
}
}

3. Usethe Register a trust anchor with CloudHSM CLI command to register the trust anchor.
For more information, see the following example or use the help cluster mtls register-trust-

anchor command.

Example - Register a trust anchor with AWS CloudHSM cluster

The following example shows how to use the cluster mtls register-trust-anchor command in
CloudHSM CLI to register an trust anchor onto the HSM. To use this command, the admin must be
logged in to the HSM. Replace these values with your own:
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aws-cloudhsm > cluster mtls register-trust-anchor --path </path/mtls_ca_root_1.crt>

{
"error_code": 0,
"data": {
"trust_anchor": {
"certificate-reference": "0x01",
"certificate": "<PEM Encoded Certificate>",
"cluster-coverage": "full"

}

® Note

AWS CloudHSM supports registering intermediate certificates as trust anchor. In such cases,
the entire PEM-encoded certificate chain file needs to be registered onto the HSM, with the

certificates in hierarchical order.
AWS CloudHSM supports a certificate chain of 6980 bytes.

After successfully registering the trust anchor, you can run the cluster mtls list-trust-anchors
command to check the current registered trust anchors, as shown below:

aws-cloudhsm > cluster mtls list-trust-anchors

{
"error_code": 0,
"data": {
"trust_anchors": [
{
"certificate-reference": "0x01",
"certificate": "<PEM Encoded Certificate>",
"cluster-coverage": "full"
}
]
}
}
(® Note

The maximum number of trust anchors can be registered onto hsm2m.medium is two (2).

Step 1. Create and register a trust anchor onto the HSM 50



AWS CloudHSM User Guide

Step 2. Enable mTLS for AWS CloudHSM

To enable the mTLS for AWS CloudHSM, you need to create a private key and a client certificate
signed by the root certificate we generated in Create and register a trust anchor onto the HSM, and

then use any of the Client SDK 5 configure tool to setup the private key path and client certificate
chain path.

Topics

» Create a private key and client certificate chain

» Configure mTLS for Client SDK 5

Create a private key and client certificate chain
Example - Create a private key with OpenSSL

Use the following command to create a 4096-bit RSA key. To use this example, replace <ss1 -
client. key> with the name of the file where you want to store the key.

$ openssl genrsa -out <ssl-client.key> 4096
Generating RSA private key, 4096 bit long modulus

L+t
e is 65537 (0x10001)

Example - Generate a certificate signing request (CSR) with OpenSSL

Use the following command to generate a certificate signing request (CSR) from the private key
you just created. Read the on-screen instructions and follow the prompts.

$ openssl req -new -key <ssl-client.key> -out <ssl-client.csr>

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:
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Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

Example - Sign the CSR with the root certificate

Use the following command to sign the CSR with the root certificate we created and registered
in Create and register a trust anchor onto the HSM and create a client certificate named ss1-

client.crt. The certificate is valid for 5 years (1826 days).

$ openssl x509 -req -days 1826 -in <ssl-client.csr> -CA <mtls_ca_root_1.crt> -
CAkey <mtls_ca_root_1.key> -CAcreateserial -out <ssl-client.crt>

Example - Create a client certificate chain

Use the following command to combine the client certificate and root certificate we created and
registered in Create and register a trust anchor onto the HSM and create a client certificate chain

named ssl-client.pem, which will be used to configure in next step.

$ cat <ssl-client.crt> <mtls_ca_root_1.crt> > <ssl-client.pem>

(@ Note

If you registered intermediate certificates in Create and register a trust anchor onto the

HSM as trust anchor, make sure to combine the client certificate with the entire certificate
chain to create a client certificate chain.

Configure mTLS for Client SDK 5

Use any of the Client SDK 5 configure tools to enable the mutual TLS by providing the right client
key path and client certificate chain path. For more information about configure tool for Client SDK
5, see 777,
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PKCS #11 library

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Linux

1. Copy your key and certificate to the appropriate directory.

$ sudo cp ssl-client.pem </opt/cloudhsm/etc>
$ sudo cp ssl-client.key </opt/cloudhsm/etc>

2. Use the configure tool to specify ssl-client.pemand ssl-client.key.

$ sudo /opt/cloudhsm/bin/configure-pkcsll \
--client-cext-hsm-tls-file </opt/cloudhsm/etc/ssl-client.pem> \
--client-key-hsm-tls-file </opt/cloudhsm/etc/ssl-client.key>

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Windows

1. Copy your key and certificate to the appropriate directory.

cp ssl-client.pem <C:\ProgramData\Amazon\CloudHSM\ssl-client.pem>
cp ssl-client.key <C:\ProgramData\Amazon\CloudHSM\ssl-client.key>

2. With a PowerShell interpreter, use the configure tool to specify ssl-client.pemand
ssl-client.key.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-pkcsll.exe" °
--client-cext-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl-
client.pem> °
--client-key-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl-
client. key>

OpenSSL Dynamic Engine

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Linux

1. Copy your key and certificate to the appropriate directory.
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$ sudo cp ssl-client.pem </opt/cloudhsm/etc>
sudo cp ssl-client.key </opt/cloudhsm/etc>

2. Use the configure tool to specify ssl-client.pemand ssl-client.key.

$ sudo /opt/cloudhsm/bin/configure-dyn \
--client-cext-hsm-tls-file </opt/cloudhsm/etc/ssl-client.pem> \
--client-key-hsm-tls-file </opt/cloudhsm/etc/ssl-client.key>

Key Storage Provider (KSP)

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Windows

1. Copy your key and certificate to the appropriate directory.

cp ssl-client.pem <C:\ProgramData\Amazon\CloudHSM\ssl-client.pem>
cp ssl-client.key <C:\ProgramData\Amazon\CloudHSM\ssl-client.key>

2. With a PowerShell interpreter, use the configure tool to specify ssl-client.pemand
ssl-client.key.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-ksp.exe" °
--client-cext-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl-
client.pem> °
--client-key-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl-
client. key>

JCE provider

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Linux

1. Copy your key and certificate to the appropriate directory.

$ sudo cp ssl-client.pem </opt/cloudhsm/etc>
sudo cp ssl-client.key </opt/cloudhsm/etc>
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2. Use the configure tool to specify ssl-client.pemand ssl-client.key.

$ sudo /opt/cloudhsm/bin/configure-jce \
--client-cext-hsm-tls-file </opt/cloudhsm/etc/ssl-client.pem> \
--client-key-hsm-tls-file </opt/cloudhsm/etc/ssl-client.key>

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Windows

1. Copy your key and certificate to the appropriate directory.

cp ssl-client.pem <C:\ProgramData\Amazon\CloudHSM\ssl-client.pem>
cp ssl-client.key <C:\ProgramData\Amazon\CloudHSM\ssl-client.key>

2. With a PowerShell interpreter, use the configure tool to specify ssl-client.pemand
ssl-client.key.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-jce.exe" °
--client-cert-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl-
client.pem>
--client-key-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl-
client.key>

CloudHSM CLI

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Linux

1. Copy your key and certificate to the appropriate directory.

$ sudo cp ssl-client.pem </opt/cloudhsm/etc>
sudo cp ssl-client.key </opt/cloudhsm/etc>

2. Use the configure tool to specify ssl-client.pemand ssl-client.key.

$ sudo /opt/cloudhsm/bin/configure-cli \
--client-cext-hsm-tls-file </opt/cloudhsm/etc/ssl-client.pem> \
--client-key-hsm-tls-file </opt/cloudhsm/etc/ssl-client.key>
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To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Windows

1. Copy your key and certificate to the appropriate directory.

cp ssl-client.pem <C:\ProgramData\Amazon\CloudHSM\ssl-client.pem>
cp ssl-client.key <C:\ProgramData\Amazon\CloudHSM\ssl-client.key>

2. With a PowerShell interpreter, use the configure tool to specify ssl-client.pemand
ssl-client.key.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" °
--client-cext-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl-
client.pem> °
--client-key-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl-
client.key>

Step 3. Set the mTLS enforcement for AWS CloudHSM

After configuring with any of the Client SDK 5 configure tools, connection between client and AWS
CloudHSM will be mutual TLS in the cluster. However, removing the private key path and client
certificate chain path from the config file will turn the connection into regular TLS again. You can
use CloudHSM CLI to set the mtls enforcement in the cluster by completing the following steps:

1. Use the following command to start CloudHSM CLI:
Linux
$ /opt/cloudhsm/bin/cloudhsm-cli interactive
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Using CloudHSM CLlI, log in as an admin.

aws-cloudhsm > login --username <admin> --role admin
Enter password:

{

"error_code": 0,
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"data": {
"username": "<admin>",
"role": "admin"
}
}
(@ Note

1. Make sure you have configured the CloudHSM CLI and start the CloudHSM CLI under

a mTLS connection.
2. You must be logged in as the default admin user with username as admin before set

mTLS enforcement.

3. Usethe Set the mTLS enforcement level with CloudHSM CLI command to set the
enforcement. For more information, see the following example or use the help cluster mtls

set-enforcement command.
Example - Set mTLS enforcement with AWS CloudHSM cluster

The following example shows how to use the cluster mtls set-enforcement command in
CloudHSM CLI to set the mTLS enforcement with the HSM. To use this command, the admin
with username as admin must be logged in to the HSM.

aws-cloudhsm > cluster mtls set-enforcement --level cluster

{
"error_code": 0,
"data": {
"message": "Mtls enforcement level set to Cluster successfully"
}
}
/A Warning

After you enforce mTLS usage in the cluster, all existing non-mTLS connections will be
dropped and you can only connect to the cluster with mTLS certificates.
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Create and use keys in AWS CloudHSM

Before you can create and use keys in your new cluster, create a hardware security module (HSM)
user with the AWS CloudHSM CLI For more information, see Understanding HSM User Management
Tasks, Getting started with AWS CloudHSM Command Line Interface (CLI), and How to Manage
HSM Users.

(® Note
If using Client SDK 3, use CloudHSM Management Utility (CMU) instead of CloudHSM CLI.

After you create HSM users, you can sign in to the HSM and manage keys using any of these
options:

» Use key management utility, a command line tool

 Build a C application using the PKCS #11 library

« Build a Java application using the JCE provider

o Use the OpenSSL Dynamic Engine directly from the command line

o Use the OpenSSL Dynamic Engine for TLS offload with NGINX and Apache web servers

» Use the Key Storage Provider (KSP) for AWS CloudHSM with Microsoft Windows Server
Certificate Authority (CA)

» Use the Key Storage Provider (KSP) for AWS CloudHSM with Microsoft Sign Tool

» Use the Key Storage Provider (KSP) for TLS offload with Internet Information Server (IIS) web
server
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Best practices for AWS CloudHSM

Perform the best practices in this topic to effectively use AWS CloudHSM.

Contents

o AWS CloudHSM cluster management best practices

AWS CloudHSM user management best practices

AWS CloudHSM key management best practices

AWS CloudHSM application integration best practices

AWS CloudHSM monitoring best practices

AWS CloudHSM cluster management best practices

Follow the best practices in this section when creating, accessing, and managing your AWS
CloudHSM cluster.

Scale your cluster to handle peak traffic

Several factors can influence the maximum throughput that your cluster can handle, including
client instance size, cluster size, network topography, and the cryptographic operations you require
for your use case.

As a starting point, refer to the topic AWS CloudHSM performance information for performance

estimates on common cluster sizes and configurations. We recommend you load test your cluster
with the peak load you anticipate to determine whether your current architecture is resilient and at
the right scale.

Architect your cluster for high availability

Add redundancy to account for maintenance: AWS may replace your HSM for scheduled
maintenance or if it detects a problem. As a general rule, your cluster size should have at least
+1 redundancy. For example, if you require two HSMs for your service to operate at peak times,
your ideal cluster size will then be three. If you follow the best practices relating to availability,
these HSM replacements should not impact your service. However, in-progress operations on the
replaced HSM may fail and must be retried.
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Spread your HSMs across many Availability Zones: Consider how your service will be able to
operate during an Availability Zone outage. AWS recommends that you spread your HSMs across as
many Availability Zones as possible. For a cluster with three HSMs, you should spread HSMs across
three Availability Zones. Depending on your system, you may require additional redundancy.

Have at least three HSMs to ensure durability for newly generated keys

For applications that require durability of newly generated keys, we recommend having at least
three HSMs spread across different Availability Zones in a region.

Secure access to your cluster

Use private subnets to limit access to your instance: Launch your HSMs and client instances in the
private subnets of your VPC. This limits access to your HSMs from the outside world.

Use VPC endpoints to access APIs: The AWS CloudHSM data plane was designed to operate
without needing access to the internet or AWS APIs. If your client instance requires access to the
AWS CloudHSM API, you can use VPC endpoints to access the API without requiring internet access
on your client instance. See AWS CloudHSM and VPC endpoints for more information.

Reduce costs by scaling to your needs

There are no upfront costs to use AWS CloudHSM. You pay an hourly fee for each HSM you launch
until you terminate the HSM. If your service does not require continuous usage of AWS CloudHSM,
you can reduce costs by scaling down (deleting) your HSMs to zero when they are not needed.
When HSMs are again needed, you can restore your HSMs from a backup. If, for example, you have
a workload requiring you to sign code once a month, specifically on the last day of the month, you
can scale up your cluster before, scale it down by deleting your HSMs after the work is completed,
and then restore your cluster to perform signing operations again at the end of the next month.

AWS CloudHSM automatically makes periodic backups of the HSMs in the cluster. When adding
a new HSM at a later date, AWS CloudHSM will restore the latest backup onto the new HSM so
that you can resume usage from the same place you left it. To calculate your AWS CloudHSM
architecture costs, see AWS CloudHSM Pricing.

Related resources:

» General overview of backups

» Backup retention policy

» Copying AWS CloudHSM cluster backups across AWS Regions

Have at least three HSMs to ensure durability for newly generated keys 60


https://aws.amazon.com/cloudhsm/pricing/

AWS CloudHSM User Guide

AWS CloudHSM user management best practices

Follow the best practices in this section to effectively manage users in your AWS CloudHSM cluster.
HSM users are distinct from IAM users. IAM users and entities that have an identity-based policy
with the appropriate permissions can create HSMs by interacting with resources through the AWS
API. After the HSM is created, you must use HSM user credentials to authenticate operations on the
HSM. For a detailed guide of HSM users, see HSM users in AWS CloudHSM.

Protect your HSM users' credentials

It is imperative to keep the credentials of your HSM users securely protected as HSM users are the
entities that can access and perform cryptographic and management operations on your HSM.
AWS CloudHSM does not have access to your HSM user credentials, and will be unable to assist you
if you lose access to them.

Have at least two admins to prevent lockout

To avoid being locked out of your cluster, we recommend you have at least two admins in case
one admin password is lost. In the event this happens, you can use the other admin to reset the
password.

(® Note
Admins in Client SDK 5 are synonymous with crypto officers (COs) in Client SDK 3.

Enable quorum for all user management operations

Quorum allows you to set a min number of admins that must approve a user management
operation before that operation can take place. Due to the privilege that admins have, we
recommend that you enable quorum for all user management operations. This can limit the
potential for impact if one of your admin passwords is compromised. For more information, see
Managing Quorum.

Create multiple crypto users, each with limited permissions

By separating the responsibilities of crypto users, no one user has total control over the entire
system. For this reason, we recommend you create multiple crypto users and limit the permissions
of each. Typically, this is done by giving different crypto users distinctly different responsibilities
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and actions they perform (for example, having one crypto user who is responsible for generating
and sharing keys with other crypto users who then utilize them in your application).

Related resources:

e Share a key using CloudHSM CLI
» Unshare a key using CloudHSM CLI

AWS CloudHSM key management best practices

Follow the best practices in this section when managing keys in AWS CloudHSM.

Choose the right key type

When using a session key, your transactions per second (TPS) will be limited to one HSM where
the key exists. Extra HSMs in your cluster will not increase the throughput of requests for that
key. If you use a token key for the same application, your requests will be load balanced across
all available HSMs in your cluster. For more information, see Key synchronization and durability
settings in AWS CloudHSM.

Manage key storage limits

HSMs have limits on the maximum number of token and session keys that can be stored on an
HSM at a single time. For information on key storage limits, see AWS CloudHSM quotas. If your

application requires more than the limit, you can use one or more of the following strategies to
effectively manage keys:

Use trusted wrapping to store your keys in an external data store: Using trusted key wrapping,
you can overcome the key storage limit by storing all of your keys wrapped inside an external data
store. When you are required to use this key, you can unwrap the key into the HSM as a session key,
use the key for your required operation, and then discard the session key. The original key data
remains safely stored in your data store for use whenever you need it. Using trusted keys to do this
maximizes your protection.

Distribute keys across clusters: Another strategy for overcoming the key storage limit is storing
your keys in multiple clusters. In this approach, you maintain a mapping of the keys that are stored
in each cluster. Use this mapping to route your client requests to the cluster with the required key.
For information on how to connect to multiple clusters from the same client application, see the
following topics:
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o Connecting to multiple AWS CloudHSM clusters with the JCE provider
« Multiple slot configuration with PKCS #11 library for AWS CloudHSM

Managing and securing key wrapping

Keys may be marked either extractable or non-extractable through the EXTRACTABLE attribute. By
default, HSM keys are marked as extractable.

Extractable keys are keys that are permitted to be exported from the HSM through key wrapping.
Keys that are wrapped are encrypted, and must be unwrapped using the same wrapping key
before they can be used. Non-extractable keys may not be exported from the HSM under any
circumstance. There is no way to make a non-extractable key extractable. For this reason, it is
important to consider whether you require your keys to be extractable or not and to set the
corresponding key attribute accordingly.

If you require key wrapping in your application, you should utilize trusted key wrapping to limit the
ability of your HSM users to only wrap/unwrap keys which have been explicitly marked as trusted
by an admin. For more information, see topics on trusted key wrapping in Keys in AWS CloudHSM.

Related resources

« Wrap and Unwrap functions

« Cipher functions for JCE
» Supported Java key attributes for AWS CloudHSM Client SDK 5
» Key attributes for CloudHSM CLI

AWS CloudHSM application integration best practices

Follow the best practices in this section to optimize how your application integrates with your AWS
CloudHSM cluster.

Bootstrap your Client SDK

Before your client SDK can connect to your cluster, it must be bootstrapped. When bootstrapping
IP addresses to your cluster, we recommend using the --cluster-id parameter when possible.
This method populates your config with all HSM IP addresses in your cluster without needing

to keep track of each individual address. Doing this adds extra resilience to your application
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initialization in the event an HSM is undergoing maintenance or during an Availability Zone outage.
For more details, see Bootstrap the Client SDK.

Authenticate to perform operations

In AWS CloudHSM, you must authenticate to your cluster before you are able to perform most
operations such as cryptographic operations.

Authenticate with CloudHSM CLI: You can authenticate with CloudHSM CLI using either its single
command mode or interactive mode. Use the Log in to an HSM using CloudHSM CLI command

to authenticate in interactive mode. To authenticate in single command mode, you must set the
environmental variables CLOUDHSM_ROLE and CLOUDHSM_PIN. For details on doing this, refer to
Single Command mode. AWS CloudHSM recommends securely storing your HSM credentials when

not being used by your application.

Authenticate with PKCS #11: In PKCS #11, you login using the C_Login API after opening a session
using C_OpenSession. You only need to perform one C_Login per slot (cluster). After you have
successfully logged in, you can open additional sessions using C_OpenSession without the need

to perform additional login operations. For examples on authenticating to PKCS #11, see Code
samples for the PKCS #11 library for AWS CloudHSM Client SDK 5.

Authenticate with JCE: The AWS CloudHSM JCE Provider supports both implicit and explicit
login. The method that works for you depends on your use case. When possible, we recommend
using Implicit Login because the SDK will automatically handle authentication if your application
becomes disconnected from your cluster and needs to be re-authenticated. Using implicit login
also allows you to provide credentials to your application when using an integration that doesn't
allow you to have control over your application code. For more about login methods, see Step 2:
Provide credentials to the JCE provider.

Authenticate with OpenSSL: With the OpenSSL Dynamic Engine, you provide credentials through
environment variables. AWS CloudHSM recommends securely storing your HSM credentials

when not being used by your application. If possible, you should configure your environment to
systematically retrieve and set these environment variables without manual entry. For details on
authenticating with OpenSSL, see Install the OpenSSL Dynamic Engine for AWS CloudHSM Client
SDK 5.

Authenticate with KSP: You can authenticate with Key Storage Provider (KSP) using either
Windows credential manager or environment variables, see Install the Key storage provider (KSP)
for AWS CloudHSM Client SDK 5.
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Effectively manage keys in your application

Use key attributes to control what keys can do: When generating a key, use key attributes to
define a set of permissions that will allow or deny specific types of operations for that key. We
recommend that keys be generated with the least amount of attributes needed to complete their
task. For example, an AES key used for encryption should not also be allowed to wrap keys out of
the HSM. For more information, see our attributes pages for the following Client SDKs:

o PKCS #11 key attributes

o JCE key attributes

When possible, cache key objects to minimize latency: Key find operations will query every HSM
in your cluster. This operation is expensive and does not scale with HSM count in your cluster.

« With PKCS #11, you find keys using the C_FindObjects API.

« With JCE, you find keys using the KeyStore.

For optimal performance, AWS recommends that you utilize key find commands (like Search for
AWS CloudHSM keys by attributes using KMU and List keys for a user with CloudHSM CLI) only
once during your application start-up and cache the key object returned in application memory.

If you require this key object later on, you should retrieve the object from your cache instead of
querying for this object for each operation which will add significant performance overhead.

Use multi-threading

AWS CloudHSM supports multi-threaded applications, but there are certain things to keep in mind
with multi-threaded applications.

With PKCS #11, you should initialize the PKCS #11 library (calling C_Initialize) only once. Each
thread should be assigned its own session (C_OpenSession). Using the same session in multiple
threads is not recommended.

With JCE, the AWS CloudHSM provider should be initialized only once. Do not share instances of
SPI objects across threads. For example, Cipher, Signature, Digest, Mac, KeyFactory or KeyGenerator
objects should only be utilized in the context of their own thread.
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Handle throttling errors
You may experience HSM throttling errors under the following circumstances:

» Your cluster is not properly scaled to manage peak traffic.
» Your cluster is not sized with a +1 redundancy during maintenance events.

 Availability Zone outages result in a reduced number of available HSMs in your cluster.

See HSM throttling for information on how to best handle this scenario.

To ensure your cluster is adequately sized and will not be throttled, AWS recommends you load test
in your environment with your expected peak traffic.

Integrate retries on cluster operations

AWS may replace your HSM for operational or maintenance reasons. In order to make your
application resilient to such situations, AWS recommends that you implement client-side retry logic
on all operations that are routed to your cluster. Subsequent retries on failed operations due to
replacements are expected to succeed.

Implement disaster recovery strategies

In response to an event, it may be necessary to shift your traffic away from an entire cluster or
region. The following sections describe multiple strategies for doing this.

Use VPC peering to access your cluster from another account or region: You can utilize VPC
peering to access your AWS CloudHSM cluster from another account or region. For information on
how to set this up, see What is VPC peering? in the VPC Peering Guide. Once you have established

your peering connections and configured your security groups appropriately, you can communicate
with HSM IP addresses in the same way as you normally would.

Connect to multiple clusters from the same application: The JCE provider, PKCS #11 library, and
CloudHSM CLI in Client SDK 5 support connecting to multiple clusters from the same application.
For example, you can have two active clusters, each in different regions, and your application can
connect to both at once and load balance between the two as part of normal operations. If your
application is not using Client SDK 5 (the latest SDK), then you cannot connect to multiple clusters
from the same application. Alternatively, you can keep another cluster up and running and, in the
event there is a regional outage, shift your traffic to the other cluster to minimize downtime. See
the respective pages for details:
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» Multiple slot configuration with PKCS #11 library for AWS CloudHSM
« Connecting to multiple AWS CloudHSM clusters with the JCE provider

« Connecting to multiple clusters with CloudHSM CLI

Restore a cluster from a backup: You can create a new Cluster from a backup of an existing
Cluster. For more information, see Cluster backups in AWS CloudHSM.

AWS CloudHSM monitoring best practices

This section describes multiple mechanisms you can use to monitor your cluster and application.
For additional details on monitoring, see Monitoring AWS CloudHSM.

Monitor client logs

Every Client SDK writes logs that you can monitor. For information on client logging, see Working
with AWS CloudHSM client SDK logs.

On platforms that are designed to be ephemeral, such as Amazon ECS and AWS Lambda, collecting
client logs from a file can be difficult. In these situations, it is a best practice to configure your
Client SDK logging to write logs to the console. Most services will automatically collect this output
and publish it to Amazon CloudWatch logs for you to keep and view.

If you are using any third-party integration on top of the AWS CloudHSM Client SDK, you should
ensure that you configure that software package to log its output to the console as well. The
output from the AWS CloudHSM Client SDK may be captured by this package and written to its
own log file otherwise.

See the AWS CloudHSM Client SDK 5 configure tool for information on how to configure logging

options in your application.
Monitor audit logs

AWS CloudHSM publishes audit logs to your Amazon CloudWatch account. Audit logs come from
the HSM and track certain operations for auditing purposes.

You can use audit logs to keep track of any management commands that are invoked on your HSM.
For example, you can trigger an alarm when you notice an unexpected management operation
being performed.
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See How HSM audit logging works for more details.

Monitor AWS CloudTrail

AWS CloudHSM is integrated with AWS CloudTrail, a service that provides a record of actions taken
by a user, role, or an AWS service in AWS CloudHSM. AWS CloudTrail captures all API calls for AWS
CloudHSM as events. The calls captured include calls from the AWS CloudHSM console and code
calls to the AWS CloudHSM API operations.

You can use AWS CloudTrail to audit any API call that is made to the AWS CloudHSM control plane
to ensure that no unwanted activity is taking place in your account.

See Working with AWS CloudTrail and AWS CloudHSM for details.

Monitor Amazon CloudWatch metrics

You can use Amazon CloudWatch metrics to monitor your AWS CloudHSM cluster in real time. The
metrics can be grouped by region, cluster ID, or HSM ID and cluster ID.

Using Amazon CloudWatch metrics, you can configure Amazon CloudWatch alarms to alert you
of any potential issue that may arise that could impact your service. We recommend configuring
alarms to monitor the following:

Approaching your key limit on an HSM

Approaching the HSM session count limit on an HSM

Approaching the HSM user count limit on an HSM

Differences in HSM user or key count to identify synchronization issues

Unhealthy HSMs to scale your cluster up until AWS CloudHSM can resolve the issue

For more details, see Working with Amazon CloudWatch Logs and AWS CloudHSM Audit Logs.
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Clusters in AWS CloudHSM

A cluster is a collection of individual hardware security modules (HSM) that AWS CloudHSM keeps
in sync. When you perform a task or operation on one HSM in a cluster, the other HSMs in that
cluster are automatically kept up to date.

You can manage your AWS CloudHSM clusters from the AWS CloudHSM console or one of the AWS
SDKs or command line tools. For more information, see the following topics.

To create a cluster, see Getting started.

The following topics provide more information about clusters.

Topics

¢« AWS CloudHSM cluster architecture

o AWS CloudHSM cluster synchronization

o AWS CloudHSM cluster high availability and load balancing
o AWS CloudHSM cluster modes

o HSM types in AWS CloudHSM

» Connect the client SDK to the AWS CloudHSM cluster

o Scaling HSMs in an AWS CloudHSM cluster

« Deleting an AWS CloudHSM cluster

» Creating AWS CloudHSM clusters from backups

o Cluster HSM type migration

AWS CloudHSM cluster architecture

When you create a cluster, you specify an Amazon Virtual Private Cloud (VPC) in your AWS
account and one or more subnets in that VPC. We recommend that you create one subnet in each
Availability Zone (AZ) in your chosen AWS Region. You can create private subnets when you create
a VPC. To learn more, see Create a virtual private cloud (VPC) for AWS CloudHSM.

Each time you create an HSM, you specify the cluster and Availability Zone for the HSM. By putting
the HSMs in different Availability Zones, you achieve redundancy and high availability in case one
Availability Zone is unavailable.
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When you create an HSM, AWS CloudHSM puts an elastic network interface (ENI) in the specified
subnet in your AWS account. The elastic network interface is the interface for interacting with the
HSM. The HSM resides in a separate VPC in an AWS account that is owned by AWS CloudHSM. The
HSM and its corresponding network interface are in the same Availability Zone.

To interact with the HSMs in a cluster, you need the AWS CloudHSM client software. Typically you
install the client on Amazon EC2 instances, known as client instances, that reside in the same VPC
as the HSM ENls, as shown in the following figure. That's not technically required though; you can
install the client on any compatible computer, as long as it can connect to the HSM ENIs. The client
communicates with the individual HSMs in your cluster through their ENIs.

The following figure represents an AWS CloudHSM cluster with three HSMs, each in a different
Availability Zone in the VPC.
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AWS CloudHSM cluster synchronization

In an AWS CloudHSM cluster, AWS CloudHSM keeps the keys on the individual HSMs in sync. You
don't need to do anything to synchronize the keys on your HSMs. To keep the users and policies
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on each HSM in sync, update the AWS CloudHSM client configuration file before you manage HSM
users. For more information, see Keep HSM users in sync.

When you add a new HSM to a cluster, AWS CloudHSM makes a backup of all keys, users, and
policies on an existing HSM. It then restores that backup onto the new HSM. This keeps the two
HSMs in sync.

If the HSMs in a cluster fall out of synchronization, AWS CloudHSM automatically resynchronizes
them. To enable this, AWS CloudHSM uses the credentials of the appliance user. This user exists on
all HSMs provided by AWS CloudHSM and has limited permissions. It can get a hash of objects on
the HSM and can extract and insert masked (encrypted) objects. AWS cannot view or modify your
users or keys and cannot perform any cryptographic operations using those keys.

AWS CloudHSM cluster high availability and load balancing

When you create an AWS CloudHSM cluster with more than one HSM, you automatically get
load balancing. Load balancing means that the AWS CloudHSM client distributes cryptographic
operations across all HSMs in the cluster based on each HSM's capacity for additional processing.

When you create the HSMs in different AWS Availability Zones, you automatically get high
availability. High availability means that you get higher reliability because no individual HSM is a
single point of failure. We recommend that you have a minimum of two HSMs in each cluster, with
each HSM in different Availability Zones within an AWS Region.

For example, the following figure shows an Oracle database application that is distributed to

two different Availability Zones. The database instances store their master keys in a cluster that
includes an HSM in each Availability Zone. AWS CloudHSM automatically synchronizes the keys to
both HSMs so that they are immediately accessible and redundant.
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AWS CloudHSM cluster modes

AWS CloudHSM offers clusters in two modes: FIPS and non-FIPS. In FIPS mode, only Federal
Information Processing Standard (FIPS) validated keys and algorithms can be used. Non-FIPS

mode offers all the keys and algorithms that are supported by AWS CloudHSM, regardless of FIPS

approval.

Review the details on this page before deciding which cluster mode and HSM type is right for your

needs.

(® Note

All clusters created before June 10, 2024 are in FIPS mode and have HSM type

hsm1.medium.

To see your cluster's mode and HSM type, use the describe-clusters command.

Cluster modes
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The following table lists the major differences between each cluster mode:

Differentiating feature

HSM type compatibility

Backup compatibility

Key selection

Algorithms

FIPS mode

Available with hsm1.medium
and hsm2m.medium.

Can only be used to backup

restore clusters in FIPS mode.

Supports generating and
using keys with mechanisms

that are FIPS approvedl.

Supports AWS CloudHSM
algorithms that are FIPS

approvedl.

[1] See Deprecation notifications for details.

Non-FIPS mode

Available with hsm2m.med
ium.

Can only be used to backup
restore clusters in non-FIPS
mode.

Supports generating and
using keys with all FIPS-
validated mechanisms, in
addition to other non-valid
ated mechanisms.

Supports AWS CloudHSM
algorithms that are both
FIPS approved and not FIPS
approved.

Before choosing a cluster mode, note that a cluster’'s mode (FIPS or non-FIPS) cannot be changed
after it is created, so ensure you select the right mode for your needs.

HSM types in AWS CloudHSM

AWS CloudHSM also offers two hardware security module (HSM) types: hsm1.medium and
hsm2m.medium. Review the details on this page before deciding which HSM type is right for your

needs.

In addition to cluster modes, AWS CloudHSM offers two HSM types: hsm1.medium and
hsm2m.medium. Each HSM type uses different hardware, and each cluster can only contain one
type of HSM. The following table lists the major differences between the two:

HSM types
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Differentiating feature

Cluster mode compatibility

Network type compatibility

Backup compatibility

Key capacity

Client SDKs

Client SDK versions

Region availability

Performance

hsm1.medium

Available for clusters in FIPS
mode.

Not available

Can be used to backup and
restore to hsm1.medium and
hsm2m.medium clusters in
FIPS mode.

3,300 per cluster.

Supports all Client SDKs.

Compatible with SDK version
3.1.0 and later.

CloudHSM no longer supports
creating new clusters in

any AWS Region. For more
information, see Deprecation
notifications for details.

hsm2m.medium

Available for clusters in FIPS
or non-FIPS mode.

Available for clusters in FIPS
or non-FIPS mode.

Can only be used to backup
and restore hsm2m.medium
clusters.

16,666 total keys, with
asymmetric keys having
a maximum of 3,333 per
cluster.

Supports all Client SDKs.

Compatible with Client SDK
version 5.9.0 and later.

Available in all regions that
CloudHSM is available, except

for:

« US West (N. California) (us-
west-1 )

« Asia Pacific (Hyderabad)
(ap-south-2 )

Additional regions coming
soon.

To see the performance of each HSM type, refer

to AWS CloudHSM performance information.
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Differentiating feature hsm1.medium hsm2m.medium

Certification FIPS 140-2, PCI DSS, PCI PIN, FIPS 140-3, PCI DSS, PCI PIN,
SOC2, and PCI-3DS compliant and SOC2 compliant.

Connect the client SDK to the AWS CloudHSM cluster

To connect to the cluster with either Client SDK 5 or Client SDK 3, you must first do two things:

« Have an issuing certificate in place on the EC2 instance
» Bootstrap the Client SDK to the cluster
Place the issuing certificate on each EC2 instance

You create the issuing certificate when you initialize the cluster. Copy the issuing certificate to the
default location for the platform on each EC2 instance that connects to the cluster.

Linux
/opt/cloudhsm/etc/customerCA.crt
Windows

C:\ProgramData\Amazon\CloudHSM\customerCA.crt

Specify the location of the issuing certificate

With Client SDK 5, you use the configure tool to specify the location of the issuing certificate.
PKCS #11 library
To place the issuing certificate on Linux for Client SDK 5

«  Use the configure tool to specify a location for the issuing certificate.
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$ sudo /opt/cloudhsm/bin/configure-pkcsll --hsm-ca-cext <customerCA certificate
file>

To place the issuing certificate on Windows for Client SDK 5

« Use the configure tool to specify a location for the issuing certificate.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-pkcsll.exe" --hsm-ca-
cert <customerCA certificate file>

OpenSSL Dynamic Engine
To place the issuing certificate on Linux for Client SDK 5

« Use the configure tool to specify a location for the issuing certificate.

$ sudo /opt/cloudhsm/bin/configure-dyn --hsm-ca-cert <customerCA certificate
file>

Key Storage Provider (KSP)

To place the issuing certificate on Windows for Client SDK 5

«  Use the configure tool to specify a location for the issuing certificate.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-ksp.exe" --hsm-ca-
cert <customerCA certificate file>

JCE provider
To place the issuing certificate on Linux for Client SDK 5

« Use the configure tool to specify a location for the issuing certificate.

$ sudo /opt/cloudhsm/bin/configure-jce --hsm-ca-cert <customerCA certificate
file>

Specify the location of the issuing certificate 77



AWS CloudHSM User Guide

To place the issuing certificate on Windows for Client SDK 5

« Use the configure tool to specify a location for the issuing certificate.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-jce.exe" --hsm-ca-
cert <customerCA certificate file>

CloudHSM CLI
To place the issuing certificate on Linux for Client SDK 5

« Use the configure tool to specify a location for the issuing certificate.

$ sudo /opt/cloudhsm/bin/configure-cli --hsm-ca-cert <customerCA certificate
file>

To place the issuing certificate on Windows for Client SDK 5

« Use the configure tool to specify a location for the issuing certificate.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" --hsm-ca-
cert <customerCA certificate file>

For more information, see Configure Tool.

For more information about initializing the cluster or creating and signing the certificate, see
Initialize the Cluster.

Bootstrap the Client SDK

The bootstrap process is different depending on the version of the Client SDK you're using, but you

must have the IP address of one of the hardware security modules (HSM) in the cluster. You can use
the IP address of any HSM attached to your cluster. After the Client SDK connects, it retrieves the IP
addresses of any additional HSMs and performs load balancing and client-side key synchronization

operations.
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To get an IP address for the cluster

To get an IP address for an HSM (console)

1.

2
3.
4

Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

To change the AWS Region, use the Region selector in the upper-right corner of the page.
To open the cluster detail page, in the cluster table, choose the cluster ID.

To get the IP address, go to the HSMs tab. For IPv4 clusters, choose an address listed under ENI
IPv4 address. For dual-stack clusters use either the ENI IPv4 or the ENI IPv6 address.

To get an IP address for an HSM (AWS CLI)

Get the IP address of an HSM by using the describe-clusters command from the AWS CLI.
In the output from the command, the IP address of the HSMs are the values of EniIp and
EniIpVe (if it is a dual-stack cluster).

$ aws cloudhsmv2 describe-clusters

{
"Clusters": [
{ ...}
"Hsms": [
{
"EniIp": "10.0.0.9",
o
{

"EniIp": "10.0.1.6",
"EniIpV6": "2600:113f:404:be@9:310e:ed34:3412:f733",

For more information about bootstrapping, see Configure Tool.
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To bootstrap Client SDK 5
PKCS #11 library
To bootstrap a Linux EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of an HSM in your cluster.

$ sudo /opt/cloudhsm/bin/configure-pkcsll -a <HSM IP addresses>

To bootstrap a Windows EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of an HSM in your cluster.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-pkcsll.exe" -a <HSM IP
addresses>

OpenSSL Dynamic Engine
To bootstrap a Linux EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of an HSM in your cluster.

$ sudo /opt/cloudhsm/bin/configure-dyn -a <HSM IP addresses>

Key Storage Provider (KSP)
To bootstrap a Windows EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of an HSM in your cluster.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-ksp.exe" -a <HSM IP
addresses>
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JCE provider
To bootstrap a Linux EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of an HSM in your cluster.

$ sudo /opt/cloudhsm/bin/configure-jce -a <HSM IP addresses>

To bootstrap a Windows EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of an HSM in your cluster.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-jce.exe" -a <HSM IP
addresses>

CloudHSM CLI

To bootstrap a Linux EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of the HSM(s) in your cluster.

$ sudo /opt/cloudhsm/bin/configure-cli -a <The ENI IPv4 / IPv6 addresses of the
HSMs>

To bootstrap a Windows EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of the HSM(s) in your cluster.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" -a <The ENI
IPv4 / IPv6 addresses of the HSMs>

(® Note

you can use the --cluster-id parameter in place of -a <HSM_IP_ADDRESSES>. To see
requirements for using --cluster-id, see AWS CloudHSM Client SDK 5 configure tool.
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To bootstrap Client SDK 3
To bootstrap a Linux EC2 instance for Client SDK 3

« Use configure to specify the IP address of an HSM in your cluster.

sudo /opt/cloudhsm/bin/configure -a <IP address>

To bootstrap a Windows EC2 instance for Client SDK 3

« Use configure to specify the IP address of an HSM in your cluster.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\configure.exe" -a <HSM IP address>

For more information about configure, see ?7?.

Scaling HSMs in an AWS CloudHSM cluster

To scale up or down your AWS CloudHSM cluster, add or remove HSMs by using the AWS
CloudHSM console or one of the AWS SDKs or command line tools. We recommend load testing
your cluster to determine the peak load you should anticipate, and then add one more HSM to it to
ensure high availability.

Topics

» Adding an HSM to an AWS CloudHSM cluster

» Removing an HSM from an AWS CloudHSM cluster

Adding an HSM to an AWS CloudHSM cluster

The following figure illustrates the events that occur when you add an HSM to a cluster.
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1. You add a new HSM to a cluster. The following procedures explain how to do this from the AWS
CloudHSM console, the AWS Command Line Interface (AWS CLI), and the AWS CloudHSM API.

This is the only action that you take. The remaining events occur automatically.

2. AWS CloudHSM makes a backup copy of an existing HSM in the cluster. For more information,

see Backups.

3. AWS CloudHSM restores the backup onto the new HSM. This ensures that the HSM is in sync
with the others in the cluster.

4. The existing HSMs in the cluster notify the AWS CloudHSM client that there's a new HSM in the
cluster.

5. The client establishes a connection to the new HSM.

To add an HSM (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

2. Choose a cluster for the HSM that you are adding.
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3. Onthe HSMs tab, choose Create HSM.

4. Choose an Availability Zone (AZ) for the HSM that you are creating. Then choose Create.

To add an HSM (AWS CLI)

e At acommand prompt, issue the create-hsm command, specifying a cluster ID and an
Availability Zone for the HSM that you are creating. If you don't know the cluster ID of your
preferred cluster, issue the describe-clusters command. Specify the Availability Zone in the
form of us-east-2a, us-east-2b, etc.

$ aws cloudhsmv2 create-hsm --cluster-id <cluster ID> --availability-
zone <Availability Zone>

{
"Hsm": {
"State": "CREATE_IN_PROGRESS",
"ClusterId": "cluster-5a73d5qzrdh",
"HsmId": "hsm-lgavgitns2a",
"SubnetId": "subnet-0e358c43",
"AvailabilityZone": "us-east-2c",
"EniId": "eni-bab18892",
"EniIp": "10.0.3.10",
"EniIpV6": "2600:113f:404:be09:310e:ed34:3412:F733"
}
}

To add an HSM (AWS CloudHSM API)

« Send a CreateHsm request, specifying the cluster ID and an Availability Zone for the HSM that
you are creating.

Removing an HSM from an AWS CloudHSM cluster

You can remove an HSM by using the AWS CloudHSM console, the AWS CLI, or the AWS CloudHSM
API.

To remove an HSM (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.
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2. Choose the cluster that contains the HSM that you are removing.
3. Onthe HSMs tab, choose the HSM that you are removing. Then choose Delete HSM.

4. Confirm that you want to delete the HSM. Then choose Delete.

To remove an HSM (AWS CLI)

o At acommand prompt, issue the delete-hsm command. Pass the ID of the cluster that
contains the HSM that you are deleting and one of the following HSM identifiers:

e The HSMID (--hsm-id)
e The HSM IP address (--eni-ip)

e The HSM's elastic network interface ID (--eni-id)

If you don't know the values for these identifiers, issue the describe-clusters command.

$ aws cloudhsmv2 delete-hsm --cluster-id <cluster ID> --eni-ip <HSM IP address>

{
"HsmId": "hsm-lgavqgitns2a"

}

To remove an HSM (AWS CloudHSM API)

o Send a DeleteHsm request, specifying the cluster ID and an identifier for the HSM that you are
deleting.

Deleting an AWS CloudHSM cluster

Before you can delete a cluster, you must remove all HSMs from the cluster. For more information,
see Removing an HSM from an AWS CloudHSM cluster.

After you remove all HSMs, you can delete a cluster by using the AWS CloudHSM console, the AWS
Command Line Interface (AWS CLI), or the AWS CloudHSM API.

To delete a cluster (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.
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2. Choose the cluster that you are deleting. Then choose Delete cluster.

3. Confirm that you want to delete the cluster, then choose Delete.

To delete a cluster (AWS CLI)

o At acommand prompt, issue the delete-cluster command, passing the ID of the cluster that
you are deleting. If you don't know the cluster ID, issue the describe-clusters command.

$ aws cloudhsmv2 delete-cluster --cluster-id <cluster ID>

{
"Cluster": {
"Certificates": {
"ClusterCertificate": "<certificate string>"
1,
"SourceBackupId": "backup-rtg2dwi2gq6",
"SecurityGroup": "sg-40399d28",
"CreateTimestamp": 1504903546.035,
"SubnetMapping": {
"us-east-2a": "subnet-f1d6e798",
"us-east-2c": "subnet-0e358c43",
"us-east-2b": "subnet-40ed9d3b"
1,
"ClusterId": "cluster-kdmrayrc7gi",
"VpcId": "vpc-641d3ced",
"State": "DELETE_IN_PROGRESS",
"HsmType": "hsml.medium",
"StateMessage": "The cluster is being deleted.",
"Hsms": [],
"BackupPolicy": "DEFAULT"
}
}

To delete a cluster (AWS CloudHSM API)

« Send a DeleteCluster request, specifying the ID of the cluster that you are deleting.
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Creating AWS CloudHSM clusters from backups

To restore an AWS CloudHSM cluster from a backup, follow the steps in this topic. Your cluster

will contain the same users, key material, certificates, configuration, and policies that were in the

backup. For more information about managing backups, see Cluster backups.

Create clusters from backups (console)

1.
2.

10.
11.

Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

Choose Create cluster.

In the Cluster configuration section, do the following:

a. For VPC, choose a VPC for the cluster that you are creating.

b. For AZ(s), choose a private subnet for each Availability Zone that you are adding to the
cluster.

c. For Network type, choose the IP protocol your HSMs will use for connections.

In the Cluster source section, do the following:

a. Choose Restore cluster from existing backup.

b. Choose the backup that you are restoring.

Choose Next: Review.

Review your cluster configuration, then choose Create cluster.

Specify how long the service should retain backups.

Accept the default retention period of 90 days or type a new value between 7 and 379 days.
The service will automatically delete backups in this cluster older than the value you specify
here. You can change this later. For more information, see Configure backup retention.

Choose Next.

(Optional) Type a tag key and an optional tag value. To add more than one tag to the cluster,
choose Add tag.

Choose Review.

Review your cluster configuration, and then choose Create cluster.

Creating clusters from backups
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® Tip
To create an HSM in this cluster that contains the same users, key material, certificates,
configuration, and policies that were in the backup that you restored, add an HSM to the
cluster.

Create clusters from backups (AWS CLI)

To determine the backup ID, issue the describe-backups command.

o At acommand prompt, issue the create-cluster command. Specify the HSM instance type, the
subnet IDs of the subnets where you plan to create HSMs, and the backup ID of the backup
that you are restoring.

$ aws cloudhsmv2 create-cluster --hsm-type hsm2m.medium \
--subnet-ids <subnet ID 1> <subnet ID 2> <subnet ID

N>\
--source-backup-id <backup ID>
--mode <FIPS> \
--network-type <IPV4>
{
"Cluster": {
"HsmType": "hsm2m.medium",
"VpcId": "vpc-641d3ced",
"Hsms": [],

"State": "CREATE_IN_PROGRESS",
"SourceBackupId": "backup-rtq2dwi2gqg6",
"BackupPolicy": "DEFAULT",
"BackupRetentionPolicy": {
"Type": "DAYS",
"Value": 90
},
"NetworkType": "IPV4",
"SecurityGroup": "sg-640fab0c",
"CreateTimestamp": 1504907311.112,
"SubnetMapping": {
"us-east-2c": "subnet-0e358c43",
"us-east-2a": "subnet-f1d6e798",
"us-east-2b": "subnet-40ed9d3b"
},

"Certificates": {
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"ClusterCertificate": "<certificate string>"

1,
"ClusterId": "cluster-jxhlf7644ne"

Create clusters from backups (AWS CloudHSM API)

Refer to the following topic to learn how to create clusters from backups by using the API.

¢ CreateCluster

Cluster HSM type migration

AWS CloudHSM offers the ability to change the HSM type of an existing cluster. Review the table
on this page to determine whether the HSM type modification is allowed.

For more information on the types of HSMs supported and their features please refer to HSM types
in AWS CloudHSM.

(@ Note

You cannot change the FIPS mode of a cluster during this operation.

From To Comment
hsm1.medium hsm2m.medium Allowed
hsm2m.medium hsm1.medium Conditional. You can roll

back from hsm2m.medium
to hsm1.medium within
24 hours of the start of a
migration.

Topics
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« Migrating from hsm1.medium to hsm2m.medium

Migrating from hsm1.medium to hsm2m.medium

You can migrate your AWS CloudHSM cluster from hsm1.medium to hsm2m.medium. This topic
describes the prerequisites, migration process, and rollback procedures.

Before starting the migration, make sure your application follows the recommendations in
Architect your cluster for high availability. This helps avoid downtime during the process.

Overview of the hsm1.medium to hsm2m.medium migration process

You can start the migration using the AWS CloudHSM Console, the AWS CLI, or the AWS CloudHSM
API. No matter where you initiate it, the AWS CloudHSM cluster migration uses the modify-
cluster API endpoint. Once the migration starts, your entire cluster enters a limited-write mode.
For more information, see Cluster limited-write mode.

To minimize impact, AWS CloudHSM changes HSMs from hsm1.medium to hsm2m.medium one at
a time. The replacement HSMs maintain the same IP addresses, thereby requiring no configuration
changes during or after migration.

Here's how the migration works:

1. Before migrating the first HSM, AWS CloudHSM creates a full backup of the entire cluster.

2. Using this backup, AWS CloudHSM creates a new HSM of the requested type (hsm2m.medium)
to replace the first HSM.

3. Before migrating each subsequent HSM, AWS CloudHSM creates a new full backup of the entire
cluster.

4. AWS CloudHSM repeats steps 3 and 4 for each HSM in the cluster, migrating one HSM at a time.

5. Each individual HSM migration takes approximately 30 minutes.

AWS CloudHSM monitors cluster health and performs validations throughout the migration
process. If AWS CloudHSM detects an increase in errors or a validation check fails, it will
automatically stop the migration and revert the cluster to its original HSM type. You can also roll
back manually for up to 24 hours after starting the migration. Before rolling back, see HSM type
rollback considerations.
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Prerequisites for migrating to hsm2m.medium

Your existing AWS CloudHSM cluster must meet these requirements to migrate to hsm2m.medium.
If any condition isn't met during validation checks, AWS CloudHSM automatically reverts the
cluster to its original HSM type.

For a list of known migration issues, see ???

« In the last 7 days:
 All client connections have used SDK 5.9 or higher.
o If performing ECDSA Verify, all client connections have used SDK 5.13 or higher.

o AWS CloudHSM instances have used only supported (and none of the deprecated)
functionalities. See Deprecation notifications for details.

» You must have used an SDK to connect with at least one HSM in the cluster in the past 7 days.
o The cluster is in an ACTIVE state.
o The cluster has 27 HSMs or fewer.

« The error rate for HSM operations doesn't increase during migration.

(@ Note

The previous restriction which prevented customers with token key workloads from
migrated has been removed.

Cluster limited-write mode

When you start the cluster migration, it enters a limited-write mode. Operations that can change
the HSM state are rejected. All read operations remain unaffected.

During migration, your application receives an error from the HSM when attempting these
operations:

Token key generation and deletion (session key workloads continue to operate).

All user creation, deletion, or modification.

Quorum operations.

Modification of keys within the HSM, such as changing key attributes.
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« mTLS registration.

AWS CloudHSM also places your cluster in a MODIFY_IN_PROGRESS state during migration. During
this time, you can't add or remove HSMs from the cluster.

Starting the migration

The cluster migration process replaces individual HSMs in your cluster one at a time. The duration
depends on the number of HSMs in your cluster. On average, this process takes about 30 minutes
per HSM. You can track progress by monitoring the HSM type of individual HSMs in the cluster to
see how many have been migrated to the new type.

Console
To change the HSM type (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

2. Select the radio button next to the ID of the cluster you want to change

3. From the Actions menu, choose Modify HSM Type and select the desired HSM type

This procedure puts your cluster into the MODIFY_IN_PROGRESS state. After migration, your
cluster returns to the ACTIVE state.

AWS CLI
To change the HSM type (AWS CLI)

o At acommand prompt, run the modify-cluster command. Specify the cluster ID and the
desired HSM type.

$ aws cloudhsmv2 modify-cluster --cluster-id <cluster ID> --hsm-type <HSM Type>

"Cluster": {
"BackupPolicy": "DEFAULT",
"BackupRetentionPolicy": {
"Type": "DAYS",
"Value": 90
1,
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"VpcId": "vpc-50ae0636",
"SubnetMapping": {
"us-west-2b": "subnet-49albc00",
"us-west-2c": "subnet-6f950334",
"us-west-2a": "subnet-fd54af9b"

1,
"SecurityGroup": "sg-6cb2c216",
"HsmType": "hsm2m.medium",

"HsmTypeRollbackExpiration": 1730383180.000,
"Certificates": {3},

"State": "MODIFY_IN_PROGRESS",

"Hsms": [],

"ClusterId": "cluster-igklspoyj5v",
"ClusterMode": "FIPS",

"CreateTimestamp": 1502423370.069

This procedure puts your cluster into the MODIFY_IN_PROGRESS state. After migration, your
cluster returns to the ACTIVE state.

AWS CloudHSM API
To change the HSM type (AWS CloudHSM API)

« Send a ModifyCluster request. Specify the cluster ID and the desired HSM type for the
cluster.

This procedure puts your cluster into the MODIFY_IN_PROGRESS state. After migration, your
cluster returns to the ACTIVE state.

Rolling back the migration

AWS CloudHSM monitors for elevated error rates and performs continuous validation checks
throughout the migration. If AWS CloudHSM detects a decrease in service quality or any validation
failures, it automatically initiates a rollback to your cluster's original HSM type. During a rollback,
for each HSM in the cluster:
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o AWS CloudHSM uses the backup taken at the start of that HSM's migration.
« It replaces one HSM at a time until all HSMs are returned to the original type.

« Your cluster remains in limited-write mode throughout the process.

You can roll back the migration within 24 hours of starting it. To check the rollback deadline:

1. Run the describe-clusters command.

2. Look for the HsmTypeRollbackExpiration value. This timestamp is your rollback deadline.

If you decide to roll back, do it before this deadline. The rollback uses the latest backup of your
original HSM type.

/A Warning

Be cautious about rolling back after a migration is complete. If you complete a migration
and then use AWS CloudHSM to create new keys or users, rolling back can result in data
loss. See Synchronizing Data After a Rollback to learn how to mitigate data loss after a
rollback.

Console
To roll back your HSM type (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

2. Select the ID of the cluster you want to roll back.

3.  From the Actions menu, choose Modify HSM Type and select the original HSM type

This procedure puts your cluster into the ROLLBACK_IN_PROGRESS state. After rollback, your
cluster returns to the ACTIVE state.

AWS CLI
To roll back your HSM type (AWS CLI)

o At acommand prompt, run the modify-cluster command. Specify the cluster ID and the
original HSM type.
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$ aws cloudhsmv2 modify-cluster --cluster-id <cluster ID>

{
"Clu

ster": {
"BackupPolicy": "DEFAULT",
"BackupRetentionPolicy": {
"Type": "DAYS",
"Value": 90
.
"VpcId": "vpc-50ae0636",
"SubnetMapping": {
"us-west-2b": "subnet-49albc00",
"us-west-2c": "subnet-6f950334",
"us-west-2a": "subnet-fd54af9b"

3,
"SecurityGroup": "sg-6cb2c216",
"HsmType": "hsml.medium",

"HsmTypeRollbackExpiration": 1730383180.000,
"Certificates": {3},

"State": "ROLLBACK_IN_PROGRESS",

"Hsms": [1,

"ClusterId": "cluster-igklspoyj5v",
"ClusterMode": "FIPS",

"CreateTimestamp": 1502423370.069

--hsm-type

<HSM Type>

This procedure puts your cluster into the ROLLBACK_IN_PROGRESS state. After rollback, your

cluster retu

rns to the ACTIVE state.

AWS CloudHSM API

To roll back your HSM type (AWS CloudHSM API)

« Send a ModifyCluster request. Specify the cluster ID and the original HSM type for the

cluster.

Migrating from hsm1.medium to hsm2m.medium

95


https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_ModifyCluster.html

AWS CloudHSM User Guide

This procedure puts your cluster into the ROLLBACK_IN_PROGRESS state. After rollback, your
cluster returns to the ACTIVE state.

Synchronizing data after a rollback

During migration, HSMs are in limited-write mode, preventing changes to HSM state. If you roll
back during this time (while the cluster is MODIFY_IN_PROGRESS), it results in a cluster with
content identical to the original cluster.

After your cluster returns to the ACTIVE state, limited-write mode is lifted. If you create a key or
user while in ACTIVE state and then roll back, that key or user won't be present in your rolled back
cluster.

To resolve this, use the CloudHSM CLI's key replicate command to replicate a key between two
clusters. If you haven't installed it, see the instructions in ???.

To synchronize keys after rollback

Follow these steps after completing the rollback. We'll use these terms:

o "cluster-1": Your rolled back cluster (now hsm1.medium)

o "cluster-2": A new temporary hsm2m.medium cluster that you will create

1. Create a new hsm2m.medium cluster (cluster-2) using the latest hsm2m.medium backup from
cluster-1:

aws cloudhsmv2 create-cluster --hsm-type hsm2m.medium \

--subnet-ids <subnet ID 1> <subnet ID 2> <subnet ID
N>\

--source-backup-id <backup ID>

--mode <FIPS>

2. Create an HSM in cluster-2:

aws cloudhsmv2 create-hsm --cluster-id <cluster-2 ID>

3. List keys in cluster-2 that need replication:
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cloudhsm-cli key list --cluster-id <cluster-2 ID>

4. Replicate each key from cluster-2 to cluster-1:

cloudhsm-cli key replicate --source-cluster-id <cluster-2 ID> \
--destination-cluster-id <cluster-1 ID> \
--filter attr.label=<key ID>

5. Repeat step 4 for each key that needs copying.
6. Delete the HSM in cluster-2:

aws cloudhsmv2 delete-hsm --cluster-id <cluster-2 ID> --hsm-id <HSM ID>

7. Delete cluster-2:

aws cloudhsmv2 delete-cluster --cluster-id <cluster-2 ID>
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HSM users in AWS CloudHSM

Before you can use your AWS CloudHSM cluster for cryptoprocessing, you must create users and
keys on the hardware security modules (HSM) in your cluster.

(® Note

HSM users are distinct from 1AM users. IAM users who have the correct credentials can
create HSMs by interacting with resources through the AWS API. After the HSM is created,
you must use HSM user credentials to authenticate operations on the HSM.

In AWS CloudHSM, you must use CloudHSM CLI or CloudHSM Management Utility (CMU) command
line tools to create and manage the users on your HSM. CloudHSM CLlI is designed to be used with

the latest SDK version series, while the CMU is designed to be used with the previous SDK version

series.

See the following topics for more information about managing HSM users in AWS CloudHSM. You
can also learn how to use quorum authentication (also known as M of N access control).

Topics

e HSM user management with CloudHSM CLI

o HSM user management with CloudHSM Management Utility (CMU)

HSM user management with CloudHSM CLI

To manage hardware security module (HSM) users in AWS CloudHSM, you must log in to the HSM
with the user name and password of an admin. Only admins can manage users. The HSM contains a
default admin named admin. You set the password for admin when you activated the cluster.

This topic provides step-by-step instruction on and detail about managing HSM users with
CloudHSM CLI.

Topics
» Prerequisites for user management in CloudHSM CLI

o HSM user types for CloudHSM CLI
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o HSM user permissions table for CloudHSM CLI
o Create an HSM user admin using CloudHSM CLI

o Create an HSM crypto user using CloudHSM CLI

 List all HSM users in the cluster using CloudHSM CLI

o Change HSM user passwords using CloudHSM CLI
o Delete HSM users using CloudHSM CLI
« Manage MFA for HSM users using CloudHSM CLI

» Manage quorum authentication (M of N access control) using CloudHSM CLI

Prerequisites for user management in CloudHSM CLI

Before you use CloudHSM CLI to manage hardware security modules (HSM) users in AWS
CloudHSM, you must complete these prerequisites. The following topics describe getting started
with the CloudHSM CLI.

Topics
o Get the IP address of an HSM in AWS CloudHSM
e Download CloudHSM CLI

Get the IP address of an HSM in AWS CloudHSM

To use CloudHSM CLI, you must use the configure tool to update the local configuration. For
instructions on running the configure tool with CloudHSM CLI, see Getting started with AWS
CloudHSM Command Line Interface (CLI). The -a parameter requires you to add the IP address
of an HSM in your cluster. If you have multiple HSMs, you can use any IP address. This ensures

CloudHSM CLI can propagate any changes you make across the entire cluster. Remember that
CloudHSM CLI uses its local file to track cluster information. If the cluster has changed since the
last time you used CloudHSM CLI from a particular host, you must add those changes to the local
configuration file stored on that host. Never remove an HSM while you're using CloudHSM CLI.

To get an IP address for an HSM (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

2. To change the AWS Region, use the Region selector in the upper-right corner of the page.

3. To open the cluster detail page, in the cluster table, choose the cluster ID.
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4. To get the IP address, go to the HSMs tab. For IPv4 clusters, choose an address listed under ENI
IPv4 address. For dual-stack clusters use either the ENI IPv4 or the ENI IPv6 address.

To get an IP address for an HSM (AWS CLI)

o  Get the IP address of an HSM by using the describe-clusters command from the AWS CLI.
In the output from the command, the IP address of the HSMs are the values of EniIp and
EniIpVe (if it is a dual-stack cluster).

$ aws cloudhsmv2 describe-clusters

{
"Clusters": [
{ ...}
"Hsms": [
{
"EniIp": "10.0.0.9",
1,
{

"EniIp": "10.0.1.6",
"EniIpV6": "2600:113f:404:be@9:310e:ed34:3412:f733",

Download CloudHSM CLI

The latest version of CloudHSM CLlI is available for HSM user management tasks for Client SDK 5.
To download and install CloudHSM CLI, follow the instructions in Install and configure CloudHSM
CLI.

HSM user types for CloudHSM CLI

Most operations that you perform on the hardware security module (HSM) require the credentials
of an AWS CloudHSM HSM user. The HSM authenticates each HSM user and each HSM user has a
type that determines which operations you can perform on the HSM as that user.
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® Note

HSM users are distinct from IAM users. IAM users who have the correct credentials can
create HSMs by interacting with resources through the AWS API. After the HSM is created,
you must use HSM user credentials to authenticate operations on the HSM.

User types

« Unactivated admin

¢« Admin

» Crypto user (CU)

» Appliance user (AU)

Unactivated admin

In CloudHSM CLI, The unactivated admin is a temporary user that exists only on the first HSM in an
AWS CloudHSM cluster that has never been activated. To activate a cluster, run the cluster activate
command in CloudHSM CLI. After running this command, unactivated admin are prompted to
change the password. After changing the password, the unactivated admin becomes an admin.

Admin

In CloudHSM CLI, admin can perform user management operations. For example, they can create
and delete users and change user passwords. For more information about admins, see the HSM
user permissions table for CloudHSM CLI.

Crypto user (CU)

A crypto user (CU) can perform the following key management and cryptographic operations.

« Key management - Create, delete, share, import, and export cryptographic keys.

» Cryptographic operations — Use cryptographic keys for encryption, decryption, signing,
verifying, and more.

For more information, see the HSM user permissions table for CloudHSM CLI.
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Appliance user (AU)

The appliance user (AU) can perform cloning and synchronization operations on your cluster's
HSMs. AWS CloudHSM uses the AU to synchronize the HSMs in an AWS CloudHSM cluster. The AU
exists on all HSMs provided by AWS CloudHSM, and has limited permissions. For more information,
see the HSM user permissions table for CloudHSM CLI.

AWS cannot perform any operations on your HSMs . AWS cannot view or modify your users or keys
and cannot perform any cryptographic operations using those keys.

HSM user permissions table for CloudHSM CLI

The following table lists hardware security module (HSM) operations sorted by the type of HSM
user or session that can perform the operation in AWS CloudHSM.

Admin Crypto User Appliance User Unauthent
(Cu) (AU) icated Session
Get basic cluster
info’
Yes Yes Yes Yes
Change own Not applicable
password
Yes Yes Yes
Change any
user's password
Yes No No No
Add, remove
users
Yes No No No
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Get sync status?

Extract, insert
masked objects?

Key managemen
t functions*

Encrypt, decrypt

Sign, verify

Generate digests
and HMACs
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icated Session

Z
o

« [1] Basic cluster information includes the number of HSMs in the cluster and each HSM's IP

address, model, serial number, device ID, firmware ID, etc.
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» [2] The user can get a set of digests (hashes) that correspond to the keys on the HSM. An
application can compare these sets of digests to understand the synchronization status of HSMs
in a cluster.

» [3] Masked objects are keys that are encrypted before they leave the HSM. They cannot be
decrypted outside of the HSM. They are only decrypted after they are inserted into an HSM that
is in the same cluster as the HSM from which they were extracted. An application can extract and
insert masked objects to synchronize the HSMs in a cluster.

» [4] Key management functions include creating, deleting, wrapping, unwrapping, and modifying
the attributes of keys.

Create an HSM user admin using CloudHSM CLI

Follow these steps to create a hardware security module (HSM) admin user using the CloudHSM
CLI.

1. Use the following command to start CloudHSM CLI interactive mode.

Linux
$ /opt/cloudhsm/bin/cloudhsm-cli interactive
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Use the login command and log in to the cluster as the admin.

aws-cloudhsm > login --username <username> --role admin

3. The system prompts you for your password. Enter the password, and the output shows that
the command was successful.

Enter password:

{
"error_code": 0,
"data": {
"username": "<username>",
"role": "admin"
}
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}

4. Enter the following command to create an admin:

aws-cloudhsm > user create --username <username> --role admin

5. Enter the password for the new user.

6. Re-enter the password to confirm the password you entered is correct.

Create an HSM crypto user using CloudHSM CLI

Follow these steps to create a hardware security module (HSM) crypto user (CU) using the
CloudHSM CLI.

1. Use the following command to start CloudHSM CLI interactive mode.

Linux
$ /opt/cloudhsm/bin/cloudhsm-cli interactive
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Use the login command and log in to the cluster as the admin.

aws-cloudhsm > login --username <username> --role admin

3. The system prompts you for your password. Enter the password, and the output shows that
the command was successful.

Enter password:

{
"error_code": 0,
"data": {
"username": "<USERNAME>",
"role": "admin"
}
}

4. Enter the following command to create a crypto user:
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aws-cloudhsm > user create --username <username> --role crypto-user

5. Enter the password for the new crypto user.

6. Re-enter the password to confirm the password you entered is correct.

List all HSM users in the cluster using CloudHSM CLI

Use user list command in the CloudHSM CLI to list all the users in the AWS CloudHSM cluster. You
do not have to log in to run user list. All user types can list users.

Follow these steps to list all users in the cluster
1. Use the following command to start CloudHSM CLI interactive mode.

Linux
$ /opt/cloudhsm/bin/cloudhsm-cli interactive
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Enter the following command to list all the users in the cluster:

aws-cloudhsm > user list

For more information about user list, see user list.

Change HSM user passwords using CloudHSM CLI

Use the user change-password command in the CloudHSM CLI to change a hardware security
module (HSM) user's password.

User types and passwords are case sensitive, but user names are not case sensitive.

Admin, crypto user (CU), and appliance user (AU) can change their own password. To change the
password of another user, you must log in as an admin. You cannot change the password of a user
who is currently logged in.
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To change your own password
1. Use the following command to start CloudHSM CLI interactive mode.

Linux

$ /opt/cloudhsm/bin/cloudhsm-cli interactive

Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Use the login command and log in as the user with the password you want to change.

aws-cloudhsm > login --username <username> --role <role>

3. Enter the user's password.

Enter password:

{
"error_code": 0,
"data": {
"username": "<username>",
"role": "<role>"
}
}

4. Enter the user change-password command.

aws-cloudhsm > user change-password --username <username> --role <role>

5. Enter the new password.

6. Re-enter the new password.

To change the password of another user

1. Use the following command to start CloudHSM CLI interactive mode.
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Linux

$ /opt/cloudhsm/bin/cloudhsm-cli interactive

Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Using CloudHSM CLlI, log in as an admin.

aws-cloudhsm > login --username <admin> --role admin
Enter password:

{
"error_code": 0,
"data": {
"username": "<admin>",
"role": "admin"
}
}

3. Enter the user change-password command along with the username of the user whose
password you want to change.

aws-cloudhsm > user change-password --username <username> --role <role>

4. Enter the new password.

5. Re-enter the new password.

For more information about user change-password, see user change-password.

Delete HSM users using CloudHSM CLI

Use user delete in the CloudHSM CLI to delete a hardware security module (HSM) user. You must
log in as an admin to delete another user.

® Tip

You can't delete crypto users (CU) that own keys.
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To delete a user
1. Use the following command to start CloudHSM CLI interactive mode.

Linux

$ /opt/cloudhsm/bin/cloudhsm-cli interactive

Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Use the login command and log in to the cluster as the admin.

aws-cloudhsm > login --username <username> --role admin

3. The system prompts you for your password. Enter the password, and the output shows that
the command was successful.

Enter password:

{
"error_code": 0,
"data": {
"username": "<username>",
"role": "admin"
}
}

4. Use the user delete command to delete the user.

aws-cloudhsm > user delete --username <username> --role <role>

For more information about user delete, see deleteUser.

Manage MFA for HSM users using CloudHSM CLI

For increased security, you can configure multi-factor authentication (MFA) for users to help protect
the AWS CloudHSM cluster.
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When you log in to a cluster with an MFA enabled hardware security module (HSM) user account,
you provide the CloudHSM CLI with your password—the first factor, what you know—and
CloudHSM CLI provides you with a token and prompts you to have the token signed.

To provide the second factor—what you have—you sign the token with a private key from a key
pair you've already created and associated with the HSM user. To access the cluster, you provide the
signed token to CloudHSM CLI.

For more information on setting up MFA for a user see Set up MFA for CloudHSM CLI

The following topics provide more information about working with quorum authentication in AWS
CloudHSM.

Topics

e Quorum authentication and MFA in AWS CloudHSM clusters using CloudHSM CLI
« MFA key pair requirements for AWS CloudHSM using CloudHSM CLI

» Set up MFA for CloudHSM CLI

» Create users with MFA enabled for CloudHSM CLI

e Log in users with MFA enabled for CloudHSM CLI

» Rotate keys for users with MFA enabled for CloudHSM CLI

» Deregister an MFA public key using CloudHSM CLI

» Token file reference for MFA with CloudHSM CLI

Quorum authentication and MFA in AWS CloudHSM clusters using CloudHSM CLI

The AWS CloudHSM cluster uses the same key for quorum authentication and for multi-factor
authentication (MFA). This means a user with MFA enabled is effectively registered for MofN or
quorum access control. To successfully use MFA and quorum authentication for the same HSM user,
consider the following points:

« If you are using quorum authentication for a user today, you should use the same key pair you
created for the quorum user to enable MFA for the user.

« If you add the MFA requirement for a non-MFA user who is not a quorum authentication user,
then you register that user as a quorum (MofN) registered user with MFA authentication.

« If you remove the MFA requirement or change the password for an MFA user who is also a
registered quorum authentication user, you will also remove the user's registration as a quorum
(MofN) user.
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« If you remove the MFA requirement or change the password for an MFA user who is also a
quorum authentication user, but you still want that user to participate in quorum authentication,
then you must register that user again as a Quorum (MofN) user.

For more information about quorum authentication, see Manage quorum authentication (M of N).

MFA key pair requirements for AWS CloudHSM using CloudHSM CLI

To enable multi-factor authentication (MFA) for a hardware security module (HSM) user in
AWS CloudHSM, you can create a new key pair or use an existing key that meets the following
requirements:

Key type: Asymmetric

Key usage: Sign and verify
Key spec: RSA_2048

Signing algorithm includes: sha256WithRSAEncryption

(® Note

If you are using quorum authentication or plan to use quorum authentication, see Quorum
authentication and MFA in AWS CloudHSM clusters using CloudHSM CLI

You can use CloudHSM CLI and the key pair to create a new admin user with MFA enabled.

Set up MFA for CloudHSM CLI
Follow these steps to set up multi-factor authentication (MFA) for CloudHSM CLI.

1. To setup MFA using the Token Sign Strategy you must first generate a 2048 bit RSA private key
and associated public key.

$ openssl genrsa -out officerl.key 2048
Generating RSA private key, 2048 bit long modulus (2 primes)

e is 65537 (0x010001)

$ openssl rsa -in officerl.key -outform PEM -pubout -out officerxl.pub
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writing RSA key
2. Use the following command to start the CLI in interactive mode.

Linux
$ /opt/cloudhsm/bin/cloudhsm-cli interactive
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

3. Using the CloudHSM CLlI, login to your user account.

aws-cloudhsm > login --username <admin> --role <admin> --cluster-id <cluster ID>
Enter password:

{
"error_code": 0,
"data": {
"username": "<admin>",
"role": "<admin>"
}
}

4. Next, execute the command to change you MFA strategy. You must provide the parameter - -
token. This parameter specifies a file that will have unsigned tokens written to it.

aws-cloudhsm > user change-mfa token-sign --token unsigned-tokens.json --
username <username> --role crypto-user --change-quorum

Enter password:

Confirm password:

5. You now have a file with unsigned tokens that need to be signed: unsigned-tokens. json.
The number of tokens in this file depends on the number of HSMs in your cluster. Each token
represents one HSM. This file is JSON formatted and contains tokens that need to be signed to
prove you have a private key.

$ cat unsigned-tokens.json
{
"version": "2.0",
"tokens": [
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{
"unsigned": "Vtf/9Q0FY45v/ElosvpEMr59]snP/hLDm4It002vqlL8=",
"signed": ""

.

{
"unsigned": "wVbCO/5IKwjyZK2NBpdFLyI7BiayZ24YcdUdlcxLwza=",
"signed": ""

.

{
"unsigned": "z6aWSRzErJBL5KqFG5h81hTVt9oLbxppjod@Ebysydw="",
"signed": ""

}

6. The next step is to sign these tokens with the private key created in step 1. Place the
signatures back in the file. First, you have to extract and decode the base64 encoded tokens.

echo "Vtf/9Q0FY45v/E1losvpEMXr59]snP/hLDm4It002vqL8=" > tokenl.b64
echo "wVbCO/5IKwjyZK2NBpdFLyI7BiayZ24YcdUdlcxLwZ4=" > token2.b64
echo "z6aW9RzExJIBL5KqFG5h81hTVt9oLbxppjod@Ebysydw=" > token3.b64
base64 -d tokenl.b64 > tokenl.bin
base64 -d token2.b64 > token2.bin
base64 -d token3.b64 > token3.bin

A A A B A A

7. Now, you have binary tokens that you can sign using the RSA private key created in step 1.

$ openssl pkeyutl -sign \
-inkey officerl.key \
-pkeyopt digest:sha256 \
-keyform PEM \
-in tokenl.bin \
-out tokenl.sig.bin

$ openssl pkeyutl -sign \
-inkey officerl.key \
-pkeyopt digest:sha256 \
-keyform PEM \
-in token2.bin \
-out token2.sig.bin

$ openssl pkeyutl -sign \
-inkey officerl.key \
-pkeyopt digest:sha256 \
-keyform PEM \
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-in token3.bin \
-out token3.sig.bin

8. Now, you have binary signatures of the tokens. You must encode them using base64, and then
place them back in your token file.

$ base64 -w@ tokenl.sig.bin > tokenl.sig.b64
$ base64 -w@ token2.sig.bin > token2.sig.b64
$ base64 -w@ token3.sig.bin > token3.sig.b64

9. Finally, you can copy and paste the base64 values back into your token file:

"version": "2.0",
"tokens": [
{

"unsigned": "1jqwxb9bJOUUQLiNb7mxXS1uBJsEXhOB9nj0@5BqnPsE="",

"signed": "eiw3fZeCKIY50C4zPeg9Rt90M1Q1lq3W1Ih6Yw7xXm4nF6e9ETLE39+9M
+rUqDWMRZjaBfaMbg5d9yDkz5p13U7ch2t1F9LoYabsWutkT@14KRq/xcYMVFsU9Nn/Ey/
TKOPVaxLN42X+pebV4juwMhN4mK4CzdFAJgM+UGBOj4yB9recpOBBI9K8QFSpIZALSEdDgUc/
mS1leDq3xrU0int6+4NKuLQjpR
+LSEIWRZ6g6+MND2vXGskxHjadCQOIL7Tz8VcWjKDbxJcBiGKvkqyoz19zxGo8fA3WHBmwiAgS61Mexx77ZGY4PFR37
YMSC14prCN15DtMRv2xA1SGSb4w=="

}I
{

"unsigned": "LMMFc34ASPnvNPFzBbMbr9FProS/Zu2P8zF/xzk5hVQ="",

"signed": "HBImKnHmw+6R2TpFEpfiAg4+hu2pFNwn43C1hKPkn2higbEhUDOJVi
+4MexSyvU/NN79iWVxDvI9Ito+jpiRQjTfTGEoIteyuArlv/Bzh+Hjmxr0530QpZal/VXGIgApDOmyuu/
ZGNKQTCSkkL7+V81FG7yR1Nm22jUeGa735zvm/E+cenvZdy@VVx6A7WeWrl3JEKKBweHbi+7BwbaW
+PTdCuIRd4Ug76Sy+cFhsvcGlk7cMwDh8MgXzIZ2mlf/hdy2j8qAxORTL1mwyUOYvPYOvUhc
+s83hx36QpGwGcD7RAObPT50xrTx7PHdON1CL+Wwy91We8yIOFBS6NnXx01R7w=="

}I
{

"unsigned": "dzeHbwhiVXQqcUGj563z51/7sLUdxjL93SbOUyZRjH8="",

"signed": "VgQPvxTsvGljVBFxHnswduql6x8ZxrnxfcYVYGF/
N7gEzI4At3GDs2EVZWTRdAvSQuGHdkFYplapHgJZ7PDVmGcTkIXVD21FYppcgNl1SzkY1ftx5E0jqS9ZjYEqgGuB4g//
MxaBaRbJai/6B1cE92NIdBusTtreIm3yTpjIXNAVoeRSnkfuw7wZcL96Qok1Nb1WUuSHw
+psUyeIVtIwFMHEfFoRCOt
+Vhmn1lnFnkjGPb9W3Aprw2dRRVFM3R2ZTDVMCiOYDzUCd43GftGq2LfxH3qSD510FHg1HQVOYQjyVzz1Avub5HQdt0(

}
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10. Now that your token file has all the required signatures, you can proceed. Enter the name of
the file containing the signed tokens and press the enter key. Finally, enter the path of your
public key.

Enter signed token file path (press enter if same as the unsigned token file):
Enter public key PEM file path:officerl.pub

{
"error_code": 0,
"data": {
"username": "<username>",
"role": "crypto-user"
}
}

Now you have setup your user with MFA.

"username": "<username>",
"role": "crypto-user",
"locked": "false",
mfa": [
{
"strategy": "token-sign",
"status": "enabled"
}
1,

"cluster-coverage": "full"

}I

Create users with MFA enabled for CloudHSM CLI

Follow these steps to create AWS CloudHSM users with multi-factor authentication (MFA) enabled.

1. Use CloudHSM CLI to log in to the HSM as an admin.

2. Use the user create command to create a user of your choice. Then follow the steps in Set up
MFA for CloudHSM CLI to setup MFA for the user.
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Log in users with MFA enabled for CloudHSM CLI
Follow these steps to log in AWS CloudHSM users with multi-factor authentication (MFA) enabled.

1. Use the login mfa-token-sign command in CloudHSM CLI to start the login process with MFA
for a user who has MFA enabled.

aws-cloudhsm > login --username <username> --role <role> mfa-token-sign --
token <unsigned-tokens.json>
Enter password:

2. Enter your password. You will then be prompted to enter the path to the token file which
contains unsigned/signed token pairs, where signed tokens are those generated by using your
private key.

aws-cloudhsm > login --username <username> --role <role> mfa-token-sign --
token <unsigned-tokens.json>

Enter password:

Enter signed token file path (press enter if same as the unsigned token file):

3.  While prompted to enter the signed token file path, you can inspect the unsigned token
file in a separate terminal. Identify the file with unsigned tokens that need to be signed:
<unsigned-tokens. json>. The number of tokens in this file depends on the number of
HSMs in your cluster. Each token represents one HSM. This file is JSON formatted and contains
tokens that need to be signed to prove you have a private key.

$ cat <unsigned-tokens.json>

{
"version": "2.0",
"tokens": [
{
"unsigned": "Vtf/9QO0FY45v/ElosvpEMr59]snP/hLDm4It002vqL8=",
"signed": ""
1,
{
"unsigned": "wVbCO/5IKwjyZK2NBpdFLyI7BiayZ24YcdUdlcxLwzZ4=",
"signed": ""
1,
{
"unsigned": "z6aW9RzErJBL5KgFG5h81hTVt9oLbxppjod@Ebysydw=",
"signed": ""
}
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]

4. Sign the unsigned tokens with the private key created in step 2. First you have to extract and
decode the base64 encoded tokens.

echo "Vtf/9Q0FY45v/E1losvpEMXr59]snP/hLDm4It002vqL8=" > tokenl.b64
echo "wVbCO/5IKwjyZK2NBpdFLyI7BiayZ24YcdUdlcxLwZ4=" > token2.b64
echo "z6aWI9RzExIBL5KqFG5h81hTVt9oLbxppjod@Ebysydw=" > token3.b64
base64 -d tokenl.b64 > tokenl.bin
base64 -d token2.b64 > token2.bin
base64 -d token3.b64 > token3.bin

A A A B A S

5.  You now have binary tokens. Sign them using the RSA private key you previously created in
step 1 of MFA setup.

$ openssl pkeyutl -sign \
-inkey officerl.key \
-pkeyopt digest:sha256 \
-keyform PEM \
-in tokenl.bin \
-out tokenl.sig.bin

$ openssl pkeyutl -sign \
-inkey officerl.key \
-pkeyopt digest:sha256 \
-keyform PEM \
-in token2.bin \
-out token2.sig.bin

$ openssl pkeyutl -sign \
-inkey officerl.key \
-pkeyopt digest:sha256 \
-keyform PEM \
-in token3.bin \
-out token3.sig.bin

6. You now have binary signatures of the tokens. Encode them using base64, and place them
back in your token file.

$ base64 -w@ tokenl.sig.bin > tokenl.sig.b64
$ base64 -w@ token2.sig.bin > token2.sig.b64
$ base64 -w@ token3.sig.bin > token3.sig.b64

7. Finally, copy and paste the base64 values back into your token file:
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"version": "2.0",
"tokens": [
{

"unsigned": "1jqwxb9bJOUUQLiNb7mxXS1uBJsEXh@B9nj@5BqnPsE=",

"signed": "eiw3fZeCKIY50C4zPeg9Rt90M1Qlg3W1Ih6Yw7xXm4nF6e9ETLE39+9M
+rUgDWMRZjaBfaMbg5d9yDkz5p13U7ch2t1F9LoYabsWutkT@14KRq/rcYMvFsU9n/Ey/
TKOPVaxLN42X+pebV4juwMhN4mK4CzdFAJgM+UGBOj4yB9recpOBBOK8QFSpIZALSEdDgUc/
mS1leDq3rUQint6+4NKuLQjpR
+LSEIWRZ6g6+MND2vXGskxHjadCQO9OL7Tz8VcWjKDbxJcBiGKvkqyoz19zrGo8fA3WHBmwiAgS61Merx77ZGY4PFR37
YMSC14prCN15DtMRV2XxA1SGSb4w=="

},
{

"unsigned": "LMMFc34ASPnvNPFzBbMbr9FProS/Zu2P8zF/xzk5hVvQ=",

"signed": "HBImKnHmw+6R2TpFEpfiAg4+hu2pFNwn43ClhKPkn2higbEhUD@JIVi
+4MexrSyvU/NN79iWVxDv]I9Ito+jpiRQjTfTGEoIteyuArlv/Bzh+Hjmr0530QpZal/VXGIgApDOmyuu/
ZGNKQTCSkkL7+V81FG7yR1Nm22jUeGa735zvm/E+cenvZdy@VVx6A7WeWr13JEKKBweHbi+7BwbaW
+PTdCuIRd4Ug76Sy+cFhsvcGlk7cMwDh8MgXzIZ2mlf/hdy2j8gAXxORTL1mwyUOYvPYOvUhc
+s83hx36QpGwGcD7RAObPT50rTx7PHAONL1CL+Wwy91We8yIOFBS6NnXx01R7w=="

},
{

"unsigned": "dzeHbwhiVXQqcUGj563z51/7sLUdxjL93SbOUyZRjH8="",

"signed": "VgQPvrTsvGljVBFxHnswduql6x8ZrnxfcYVYGf/
N7gEzI4At3GDs2EVZWTRAvSQuUGHdkFYplapHgJZ7PDVmGcTkIXVD21FYppcgN1SzkY1ftr5E0jqS9ZjYEqQGuB4g//
MxaBaRbJai/6B1cE92NIdBusTtreIm3yTpjIXNAVoeRSnkfuw7wZcL96Qok1INbIWUuSHw
+psUyeIVtIwFMHEfFoORCOt
+VhmnlnFnkjGPbOW3Aprw2dRRVFM3R2ZTDvMCi0YDzUCd43GTtGq2LfxH3qSD510FHg1HQVOY@jyVzz1Avub5HQdt0C

}

8. Now that your token file has all the required signatures, you can proceed. Enter the name
of the file containing the signed tokens and press the enter key. You should now log in
successfully.

aws-cloudhsm > login --username <username> --role <role> mfa-token-sign --
token <unsigned-tokens.json>
Enter password:
Enter signed token file path (press enter if same as the unsigned token file):
{

"error_code": 0,

"data": {
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"username": "<username>",
"role": "<role>"

Rotate keys for users with MFA enabled for CloudHSM CLI

Follow these steps to rotate keys for AWS CloudHSM users with multi-factor authentication (MFA)
enabled.

<result>

You have signed the generated JSON formatted token file with your private key and registered a
new MFA public key.
</result>

1. Use CloudHSM CLI to log in to the HSM as any admin or as the specific user who has MFA
enabled (see Log in users with MFA enabled for details).

2. Next, execute the command to change you MFA strategy. You must provide the parameter --
token. This parameter specifies a file that will have unsigned tokens written to it.

aws-cloudhsm > user change-mfa token-sign --token unsigned-tokens.json --
username <username> --role crypto-user --change-quorum

Enter password:

Confirm password:

3. ldentify the file with unsigned tokens that need to be signed: unsigned-tokens. json.
The number of tokens in this file depends on the number of HSMs in your cluster. Each token
represents one HSM. This file is JSON formatted and contains tokens that need to be signed to
prove you have a private key. This will be the new private key from the new RSA public/private
key pair you wish to use for rotating the currently registered public key.

$ cat unsigned-tokens.json

{

"version": "2.0",
"tokens": [
{
"unsigned": "Vtf/9Q0FY45v/ElosvpEMr59]snP/hLDm4It002vqlL8=",
"signed": ""

iy
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{
"unsigned": "wVbCO/5IKwjyZK2NBpdFLyI7BiayZ24YcdUdlcxLwza=",
"signed": ""

.

{
"unsigned": "z6aWSRzErIJBL5KqFG5h81hTVt9oLbxppjod@Ebysydw="",
"signed": ""

}

4. Sign these tokens with the private key you previously created during setup. First we have to
extract and decode the base64 encoded tokens.

echo "Vtf/9Q0FY45v/ElosvpEMXr59]snP/hLDm4It002vqL8=" > tokenl.b64
echo "wVbCO/5IKwjyZK2NBpdFLyI7BiayZ24YcdUdlcxLwZ4=" > token2.b64
echo "z6aW9RzExJIBL5KqFG5h81hTVt9oLbxppjod@Ebysydw=" > token3.b64
base64 -d tokenl.b64 > tokenl.bin
base64 -d token2.b64 > token2.bin
base64 -d token3.b64 > token3.bin

A A A B A S

5.  You now have binary tokens. Sign them using the RSA private key you previously created
during setup.

$ openssl pkeyutl -sign \
-inkey officerl.key \
-pkeyopt digest:sha256 \
-keyform PEM \
-in tokenl.bin \
-out tokenl.sig.bin

$ openssl pkeyutl -sign \
-inkey officerl.key \
-pkeyopt digest:sha256 \
-keyform PEM \
-in token2.bin \
-out token2.sig.bin

$ openssl pkeyutl -sign \
-inkey officerl.key \
-pkeyopt digest:sha256 \
-keyform PEM \
-in token3.bin \
-out token3.sig.bin
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6. You now have binary signatures of the tokens. Encode them using base64, and place them
back in your token file.

$ base64 -w@ tokenl.sig.bin > tokenl.sig.b64
$ base64 -w@ token2.sig.bin > token2.sig.b64
$ base64 -w@ token3.sig.bin > token3.sig.b64

7. Finally, copy and paste the base64 values back into your token file:

"version": "2.0",
"tokens": [
{
"unsigned": "1jqwxb9bJOUUQLiNb7mxXS1uBJsEXh@B9nj05BqnPsE="",
"signed": "eiw3fZeCKIY50C4zPeg9Rt90M1Q1q3W1Ih6Yw7xXm4snF6e9ETLE39+9M
+rUqDWMRZ jaBfaMbg5d9yDkz5p13U7ch2t1F9LoYabsWutkT@14KRq/xrcYMvFsU9n/Ey/
TKOPVaxLN42X+pebV4juwMhN4mK4CzdFAIgM+UGBOj 4yB9recpOBBIKS8QFSpIZALSEdDgUC/
mS1leDq3xrU0int6+4NKuLQjpR
+LSEIWRZ6g6+MND2vXGskxHjadCQO9L7Tz8VcWjKDbxJcBiGKvkqyoz19zxGo8fA3WHBmwiAgS61Mexx77ZGY4PFR37
YMSC14prCN15DtMRv2xA1SGSbh4w==""
}I

{
"unsigned": "LMMFc34ASPnvNPFzBbMbx9FPx0S/Zu2P8zF/xzk5hVQ="",

"signed": "HBImKnHmw+6R2TpFEpfiAg4+hu2pFNwn43ClhKPkn2higbEhUDOJVi
+4MexSyvU/NN79iWVxDvI9Ito+jpiRQjTfTGEoIteyuArlv/Bzh+Hjmxr0530QpZal/VXGIgApDOmyuu/
ZGNKQTCSkkL7+V81FG7yR1Nm22jUeGa735zvm/E+cenvZdy@VVx6A7WeWr13JEKKBweHbi+7BwbaW
+PTdCuIRd4Ug76Sy+cFhsvcGlk7cMwDh8MgXzIZ2mlf/hdy2j8qAxORTL1mwyUOYvPYOvUhCc
+s83hx36QpGwGcD7RAObPT50r Tx7PHdON1CL+Wwy91We8yIOFBS6nx01R7w=="

}I
{

"unsigned": "dzeHbwhiVXQqcUGj563z51/7sLUdxjL93SbOUyZRjH8="",

"signed": "VgQPvxTsvGljVBFxHnswduql6x8ZxrnxfcYVYGF/
N7gEzI4At3GDs2EVZWTRdAvSQuGHdkFYplapHgJZ7PDVmGcTkIXVD21FYppcgN1SzkY1ftx5E0jqS9ZjYEqgGuB4g//
MxaBaRbJai/6B1lcE92NIdBusTtreIm3yTpjIXNAVoeRSnkfuw7wZcL96Qok1Nb1WUuSHw
+psUyeIVtIwFMHEfFoRCOt
+Vhmn1nFnkjGPb9W3Aprw2dRRVFM3R2ZTDVMCi0YDzUCd43GftGq2LfxH3qSD510FHg1HQVOYQjyVzz1Avub5HQdt0C

}

8. Now that your token file has all the required signatures, you can proceed. Enter the name of
the file containing the signed tokens and press the enter key. Finally, enter the path of your
new public key. Now you will see the following as part of the output of user list.
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Enter signed token file path (press enter if same as the unsigned token file):

Enter public key PEM file path:officerl.pub

{
"error_code": 0,
"data": {
"username": "<username>",
"role": "crypto-user"
}
}

Now we have setup our user with MFA.

"username": "<username>",
"role": "crypto-user",
"locked": "false",
mfa": [
{
"strategy": "token-sign",
"status": "enabled"

}

1,

"cluster-coverage": "full"

iy

Deregister an MFA public key using CloudHSM CLI

Follow these steps to deregister a multi-factor authentication (MFA) public key for AWS CloudHSM

admin users when MFA public key is registered.

1. Use CloudHSM CLI to log in to the HSM as an admin with MFA enabled.

2. Use the user change-mfa token-sign command to remove MFA for a user.

aws-cloudhsm > user change-mfa token-sign --username <username> --role admin --

deregister --change-quorum
Enter password:
Confirm password:
{
"error_code": 0,
"data": {
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"username": "<username>",
"role": "admin"

Token file reference for MFA with CloudHSM CLI

The token file generated when either registering a multi-factor authentication (MFA) public key or
when attempting to login to the CloudHSM CLI using MFA consists of the following:

» Tokens: An array base64 encoded unsigned/signed token pairs in the form of JSON object
literals.

« Unsigned: A base64 encoded and SHA256 hashed token.

« Signed: A base64 encoded signed token (signature) of the unsigned token, using the RSA 2048-
bit private key.

"version": "2.0",
"tokens": [
{

"unsigned": "1jqwxb9bJOUUQLiNb7mxXS1uBJIsEXh@B9nj@5BqnPsE=",

"signed": "eiw3fZeCKIY50C4zPeg9Rt90M1Qlg3W1Ih6Yw7xXm4nF6e9ETLE39+9M
+rUgDWMRZjaBfaMbg5d9yDkz5p13U7ch2t1F9LoYabsWutkT@14KRq/rcYMvFsU9Nn/Ey/TKOPVaxLN42X
+pebV4juwMhN4mK4CzdFAJgM+UGBOj4yB9recpOBB9K8QFSpJZALSEdDgUc/mS1eDq3rU@int6+4NKuLQjpR
+LSEIWRZ6g6+MND2vXGskxHjadCQ@OL7Tz8VcWjKDbxJcBiGKvkqyozl19zrGo8fA3WHBmwiAgS61Merx77ZGY4PFR37+5/
YMSC14prCN15DtMRv2xA1SGSb4w=="

1,
{
"unsigned": "LMMFc34ASPnvNPFzBbMbr9FProS/Zu2P8zF/xzk5hVvVQ=",

"signed": "HBImKnHmw+6R2TpFEpfiAg4+hu2pFNwn43ClhKPkn2higbEhUD@JIVi
+4MexrSyvU/NN79iWVxDv]I9Ito+jpiRQjTfTGEoIteyuArlv/Bzh+Hjmr0530QpZal/VXGIgApDOmyuu/
ZGNKQTCSkkL7+V81FG7yR1Nm22jUeGa735zvm/E+cenvZdy@VVx6A7WeWr13JEKKBweHbi+7BwbaW
+PTdCuIRd4Ug76Sy+cFhsvcGlk7cMwDh8MgXzIZ2mlf/hdy2j8gAXORTL1mwyUOYvPYOvUhc
+s83hx36QpGwGcD7RAQObPT50r Tx7PHAON1CL+Wwy91We8yIOFBS6nXx01R7w=="

1,
{

"unsigned": "dzeHbwhiVXQqcUGj563z51/7sLUdxjL93SbOUyZRjH8=",

"signed": "VgQPvrTsvGljVBFxHnswduql6x8ZrnxfcYVYGT/
N7gEzI4At3GDs2EVZWTRAvSQuGHdkFYplapHgJZ7PDVmGcTkIXVD21FYppcgN1SzkY1ftr5E0jqS9ZjYEqQGuB4g//
MxaBaRbJai/6B1cE92NIdBusTtreIm3yTpjIXNAVoeRSnkfuw7wZcL96Qok1INbIWUuSHw
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+psUyeIVtIwFMHEfFoORCOt
+VhmnlnFnkjGPbOW3Aprw2dRRVFM3R2ZTDVvMCi0YDzUCd43GftGq2LfxH3qSD510FHg1HQVOYQjyVzz1Avub5HQdt0QdEr]
}
]
}

Manage quorum authentication (M of N access control) using CloudHSM
CLI

AWS CloudHSM clusters support quorum authentication, also known as M of N access control. This
feature requires HSM users to cooperate for certain operations, adding an extra layer of protection.

With quorum authentication, no single user on the HSM can perform quorum-controlled
operations on the HSM. Instead, a minimum number of HSM users (at least 2) must cooperate to do
these operations.

Quorum authentication can control the following operations:

« HSM user management by admin: Creating and deleting HSM users or changing a different
HSM user's password. For more information, see User management with quorum authentication
enabled for AWS CloudHSM using CloudHSM CLI.

Key points about quorum authentication in AWS CloudHSM.

o An HSM user can sign their own quorum token—that is, providing one of the required approvals
for quorum authentication.

» You choose the minimum number of quorum approvers, which ranges from two (2) to eight (8).

o HSMs can store up to 1024 quorum tokens. When this limit is reached, the HSM purges an
expired token to create a new one.

» Tokens expire ten minutes after creation by default.

 For clusters with MFA enabled, the same key is used for quorum authentication and multi-factor
authentication (MFA). See Using CloudHSM CLI to manage MFA for more information.

« Each HSM can contain one token per Admin service and multiple tokens per Crypto User service.

The following topics provide more information about quorum authentication in AWS CloudHSM.

Topics
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o Quorum authentication process for CloudHSM CLI

o Supported AWS CloudHSM service names and types for quorum authentication with CloudHSM
CLI

« Set up quorum authentication for AWS CloudHSM admins using CloudHSM CLI

« User management with quorum authentication enabled for AWS CloudHSM using CloudHSM CLI

» Change the quorum minimum value for AWS CloudHSM using CloudHSM CLI

Quorum authentication process for CloudHSM CLI

The following steps summarize the quorum authentication processes for CloudHSM CLI. For the
specific steps and tools, see User management with quorum authentication enabled for AWS
CloudHSM using CloudHSM CLI.

1. Each hardware security module (HSM) user creates an asymmetric key for signing. Users do this
outside of the HSM, taking care to protect the key appropriately.

2. Each HSM user logs in to the HSM and registers the public part of their signing key (the public
key) with the HSM.

3. When an HSM user wants to do a quorum-controlled operation, the same user logs in to the
HSM and gets a quorum token.

4. The HSM user gives the quorum token to one or more other HSM users and asks for their
approval.

5. The other HSM users approve by using their keys to cryptographically sign the quorum token.
This occurs outside the HSM.

6. When the HSM user has the required number of approvals, the same user logs in to the HSM
and runs the quorum-controlled operation with the --approval argument, supplying the signed
quorum token file, which contains all necessary approvals (signatures).

7. The HSM uses the registered public keys of each signer to verify the signatures. If the signatures
are valid, the HSM approves the token and the quorum-controlled operation is performed.

Supported AWS CloudHSM service names and types for quorum authentication
with CloudHSM CLI

Admin Services: Quorum authentication is used for admin privileged services like creating users,
deleting users, changing user passwords, setting quorum values, and deactivating quorum and MFA
capabilities.
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Crypto User Services: Quorum authentication is used for crypto-user privileged services associated

with a specific key like signing with a key, sharing/unsharing a key, wrapping/unwrapping a key,

and setting a key's attribute. The quorum value of an associated key is configured when the key is

generated, imported, or unwrapped. The quorum value must be equal to or less than the number
of users that the key is associated with, which includes users that the key is shared with and the key

owner.

Each service type is further broken down into a qualifying service name, which contains a specific

set of quorum supported service operations that can be performed.

Service name

user

quorum

cluster1

key-management

key-usage

[1] Cluster service is exclusively available on hsm2m.medium

Service type

Admin

Admin

Admin

Crypto User

Crypto User

Service operations

user create
user delete
user change-password

user change-mfa

quorum token-sign set-
quorum-value

cluster mtls register-trust-
anchor

cluster mtls deregister-
trust-anchor

cluster mtls set-enfor
cement

key wrap
key unwrap
key share
key unshare

key set-attribute

key sign
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Set up quorum authentication for AWS CloudHSM admins using CloudHSM CLI

The following topics describe the steps that you must complete to configure your hardware
security module (HSM) so that AWS CloudHSM admins can use quorum authentication. You need
to do these steps only once when you first configure quorum authentication for admins. After
you complete these steps, see User management with quorum authentication enabled for AWS
CloudHSM using CloudHSM CLI.

Topics

Prerequisites
Step 1. Create and register a key for signing

Step 2. Set the quorum minimum value on the HSM

Quorum minimum values

Prerequisites

To understand this example, you should be familiar with CloudHSM CLI.

Step 1. Create and register a key for signing
To use quorum authentication, each admin must complete all of the following steps:

Topics

» Create an RSA key pair

« Create and sign a registration token

» Register the public key with the HSM

Create an RSA key pair

There are many different ways to create and protect a key pair. The following examples show how
to do it with OpenSSL.

Example - Create a private key with OpenSSL

The following example demonstrates how to use OpenSSL to create a 2048-bit RSA key. To use this
example, replace <admin. key> with the name of the file where you want to store the key.

$ openssl genrsa -out <admin.key>
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Generating RSA private key, 2048 bit long modulus

LHHt
e is 65537 (0x10001)

Next, generate the public key using the private key that you just created.
Example - Create a public key with OpenSSL

The following example demonstrates how to use OpenSSL to create a public key from the private
key you just created.

$ openssl rsa -in admin.key -outform PEM -pubout -out adminl.pub
writing RSA key

Create and sign a registration token

You create a token and sign it with the private key you just generated in the previous step.
Example - Create a registration token

1. Use the following command to start the CloudHSM CLI:

Linux
$ /opt/cloudhsm/bin/cloudhsm-cli interactive
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Create a registration token by running the quorum token-sign generate command:

aws-cloudhsm > quorum token-sign generate --service registration --token /path/
tokenfile
{
"error_code": 0,
"data": {
"path": "/path/tokenfile"
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3. The quorum token-sign generate command generates a registration token at the specified file
path. Inspect the token file:

$ cat /path/tokenfile

{
"version": "2.0",
"tokens": [
{
"approval_data": <approval data in base64 encoding>,
"unsigned": <unsigned token in base64 encoding>,
"signed": ""
}
]
}

The token file consists of the following:

- approval_data: A base64 encoded randomized data token whose raw data doesn't exceed
the maximum of 245 bytes.

» unsigned: A base64 encoded and SHA256 hashed token of the approval_data.

« signed: A base64 encoded signed token (signature) of the unsigned token, using the RSA
2048-bit private key previously generated with OpenSSL.

You sign the unsigned token with the private key to demonstrate that you have access to the
private key. You will need the registration token file fully populated with a signature and the
public key to register the admin as a quorum user with the AWS CloudHSM cluster.

Example - Sign the unsigned registration token

1. Decode the base64 encoded unsigned token and place it into a binary file:

$ echo -n '6BMUj6mUjjko6ZLCEdzG1lWpR5sILhFIfqhWlej30qlg=" | base64 -d > admin.bin

2. Use OpenSSL and the private key to sign the now binary unsigned registration token and
create a binary signature file:

$ openssl pkeyutl -sign \
-inkey admin.key \
-pkeyopt digest:sha256 \
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-keyform PEM \
-in admin.bin \
-out admin.sig.bin

3. Encode the binary signature into base64:

$ base64 -w@ admin.sig.bin > admin.sig.b64

4. Copy and paste the base64 encoded signature into the token file:

{
"version": "2.0",
"tokens": [
{
"approval_data": <approval data in base64 encoding>,
"unsigned": <unsigned token in base64 encoding>,
"signed": <signed token in base64 encoding>
}
]
}

Register the public key with the HSM
After creating a key, the admin must register the public key with the AWS CloudHSM cluster.

To register a public key with the HSM

1. Use the following command to start CloudHSM CLI:

Linux

$ /opt/cloudhsm/bin/cloudhsm-cli interactive

Windows
PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Using CloudHSM CLlI, log in as an admin.

aws-cloudhsm > login --username <admin> --role admin
Enter password:
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{
"error_code": 0,
"data": {
"username": "<admin>",
"role": "admin"
}
}

3. Use the Register a user's token-sign quorum strategy using CloudHSM CLI command to

register the public key. For more information, see the following example or use the help user
change-quorum token-sign register command.

Example - Register a public key with AWS CloudHSM cluster

The following example shows how to use the user change-quorum token-sign register command
in CloudHSM CLI to register an admin' public key with the HSM. To use this command, the admin
must be logged in to the HSM. Replace these values with your own:

aws-cloudhsm > user change-quorum token-sign register --public-key </path/admin.pub> --
signed-token </path/tokenfile>

{
"error_code": 0,
"data": {
"username": "admin",
"role": "admin"
}
}
(® Note

/path/admin.pub: The filepath to the public key PEM file
Required: Yes

/path/tokenfile: The filepath with token signed by user private key
Required: Yes

After all admins register their public keys, the output from the user list command shows this in the
quorum field, stating the enabled quorum strategy in use, as shown below:

aws-cloudhsm > user list
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{
"error_code": 0O,
"data": {
"users": [
{
"username": "admin",
"role": "admin",
"locked": "false",
mfa": [],
"quorum": [

{

"strategy": "token-sign",
"status": "enabled"
}
1,

"cluster-coverage": "full"

"username": "admin2",
"role": "admin",
"locked": "false",
"mfa": [],
"quorum": [
{
"strategy": "token-sign",
"status": "enabled"
}
1,

"cluster-coverage": "full"

"username": "admin3",
"role": "admin",
"locked": "false",
mfa": [],

"quorum": [

{

"strategy": "token-sign",
"status": "enabled"
}
1,
"cluster-coverage": "full"
},
{

Manage quorum authentication (M of N)

132



AWS CloudHSM User Guide

"username": "admins4",
"role": "admin",
"locked": "false",
"mfa": [],
"quorum": [
{
"strategy": "token-sign",
"status": "enabled"
}
1,

"cluster-coverage": "full"

"username": "app_user",

"role": "internal (APPLIANCE_USER)",
"locked": "false",

"mfa": [],

"quorum": [],

"cluster-coverage": "full"

In this example, the AWS CloudHSM cluster has two HSMs, each with the same admins, as shown in
the following output from the user list command. For more information about creating users, see
User management with CloudHSM CLI

Step 2. Set the quorum minimum value on the HSM

To use quorum authentication, an admin must log in to the HSM and then set the quorum
minimum value. This is the minimum number of admin approvals that are required to perform
HSM user management operations. Any admin on the HSM can set the quorum minimum value,
including admins who have not registered a key for signing. You can change the quorum minimum
value at any time. For more information, see Change the minimum value.

To set the quorum minimum value on the HSM

1. Use the following command to start CloudHSM CLI:
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Linux
$ /opt/cloudhsm/bin/cloudhsm-cli interactive
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Using CloudHSM CLlI, log in as an admin.

aws-cloudhsm > login --username <admin> --role admin
Enter password:

{
"error_code": 0,
"data": {
"username": "<admin>",
"role": "admin"
}
}

3. Use the Update a quorum value using CloudHSM CLI command to set the quorum minimum
value. The --service flag identifies the HSM service that you're setting values for. See the
following example or use the help quorum token-sign set-quorum-value command for more

information.

Example - Set the quorum minimum value on the HSM

This example uses a quorum minimum value of two (2). You can choose any value from two (2)
to eight (8), up to the total number of admins on the HSM. In this example, the HSM has four (4)
admins, so the maximum possible value is four (4).

To use the following example command, replace the final number (<2>) with the preferred quorum
minimum value.

aws-cloudhsm > quorum token-sign set-quorum-value --service user --value <2>
{

"error_code": 0,

"data": "Set quorum value successful"

}
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In this example, the Show quorum values using CloudHSM CLI command lists the HSM service
types, names, and descriptions that are included in the service.

Quorum minimum values

To get the quorum minimum value for a service, use the quorum token-sign list-quorum-values
command:

aws-cloudhsm > quorum token-sign list-quorum-values

{
"error_code": 0,
"data": {
"usexr": 2,
"quorum": 1
}
}

The output from the preceding quorum token-sign list-quorum-values command shows that the
quorum minimum value for HSM user service, responsible for user management operations, is now
two (2). After you complete these steps, see User management with quorum (M of N).

Admin Services: Quorum authentication is used for admin privileged services like creating users,
deleting users, changing user passwords, setting quorum values, and deactivating quorum and MFA
capabilities.

Crypto User Services: Quorum authentication is used for crypto-user privileged services associated
with a specific key like signing with a key, sharing/unsharing a key, wrapping/unwrapping a key,
and setting a key's attribute. The quorum value of an associated key is configured when the key is
generated, imported, or unwrapped. The quorum value must be equal to or less than the number
of users that the key is associated with, which includes users that the key is shared with and the key
owner.

Each service type is further broken down into a qualifying service name, which contains a specific
set of quorum supported service operations that can be performed.
Service name Service type Service operations

user Admin e user create

o user delete
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Service name

quorum

cluster1

key-management

key-usage

[1] Cluster service is exclusively available on hsm2m.medium

Service type

Admin

Admin

Crypto User

Crypto User

Service operations

user change-password

user change-mfa

quorum token-sign set-
quorum-value

cluster mtls register-trust-
anchor

cluster mtls deregister-
trust-anchor

cluster mtls set-enfor
cement

key wrap
key unwrap
key share
key unshare

key set-attribute

key sign

User management with quorum authentication enabled for AWS CloudHSM using

CloudHSM CLI

An AWS CloudHSM admin on the hardware security module (HSM) can configure quorum
authentication for the following operations in the AWS CloudHSM cluster:

Create an AWS CloudHSM user with CloudHSM CLI

Delete an AWS CloudHSM user with CloudHSM CLI

Change a user's password with CloudHSM CLI

The user change-mfa category in CloudHSM CLI
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After the AWS CloudHSM cluster is configured for quorum authentication, admins cannot perform
HSM user management operations on their own. The following example shows the output when
an admin attempts to create a new user on the HSM. The command fails with an error, stating that
quorum authentication is required.

aws-cloudhsm > user create --username userl --role crypto-user
Enter password:
Confirm password:

{

"error_code": 1,
"data": "Quorum approval is required for this operation”

}

To perform an HSM user management operation, an admin must complete the following tasks:

Topics

» Step 1. Get a quorum token

» Step 2. Get signatures from approving admins

» Step 3. Approve the token on the AWS CloudHSM cluster and execute a user management
operation

Step 1. Get a quorum token

First, the admin must use CloudHSM CLI to request a quorum token.
To get a quorum token
1. Use the following command to start CloudHSM CLI.

Linux

$ /opt/cloudhsm/bin/cloudhsm-cli interactive

Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Using CloudHSM CLlI, log in as an admin.

Manage quorum authentication (M of N) 137



AWS CloudHSM User Guide

aws-cloudhsm > login --username <admin> --role admin
Enter password:

{
"error_code": 0,
"data": {
"username": '"<admin>",
"role": "admin"
}
}

3. Use the quorum token-sign generate command to generate a quorum token. For more
information, see the following example or use the help quorum token-sign generate
command.

Example - Generate a quorum token

This example gets a quorum token for the admin with user name admin and saves the token to a
file named admin. token. To use the example command, replace these values with your own:

« <admin> - The name of the admin who is getting the token. This must be the same admin who
is logged in to the HSM and is running this command.

e <admin.token> - The name of the file to use for storing the quorum token.

In the following command, user identifies the service name for which you can use the token that
you are generating. In this case, the token is for HSM user management operations (user service). .

aws-cloudhsm > login --username <admin> --role admin --password <password>

{

"error_code": 0,

"data": {
"username": '"<admin>",
"role": "admin"

}

aws-cloudhsm > quorum token-sign generate --service user --token </path/admin.token>

{

"error_code": 0,
"data": {
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"path": "/home/tfile"

The quorum token-sign generate command generates a user service quorum token at the
specified file path. The token file can be inspected:

$ cat </path/admin.token>

"version": "2.0",

"service": "user-management",

"approval_data": "AAEAAwAAABgAAAAAAAAAAJ9eFkfcP3mNzJAlfK
+0WbNhZG1pbgAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABj 5vbe AAAAAAAAAAAAAQADAAAAFQAAAAAAAAAAW/
v5Euk83amqlfij@zyvD2FkbW1uAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGPMOt4AAAAAAAAAAAABAAMAAAAUA
+b23gAAAAAAAAAA",

"token": "012LZkmAHZyAclhPhyckOoVW33aGrgG77qmDHWQ3CI8=",

"signatures": []

}

The token file consists of the following:

« service: An identifier for the quorum service the token is associated with.
- approval_data: A base64 encoded raw data token generated by the HSM.
» token: A base64 encoded and SHA-256 hashed token of the approval_data

« signatures: An array of base64 encoded signed tokens (signatures) of the unsigned token, where
each signature of an approver is in the form of a JSON object literal:

{

"username": "<APPROVER_USERNAME>",

"role": "<APPROVER_ROLE>",

"signature": "<APPROVER_RSA2048 BIT_SIGNATURE>"
}

Each signature is created from the result of an approver using their corresponding RSA 2048-bit
private key whose public key was registered with the HSM.

The generated user service quorum token can be confirmed to exist on the CloudHSM cluster by
running the quorum token-sign list command:
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aws-cloudhsm > quorum token-sign list

{
"error_code": 0,
"data": {
"tokens": [
{
"username": "admin",
"service": "user",
"approvals-required": {
"value": 2
.
"number-of-approvals": {
"value": 0
1,
"token-timeout-seconds": {
"value": 597
.
"cluster-coverage": "full"
}
]
}
}

The token-timeout-seconds time indicates the timeout period in seconds for a generated
token to be approved before it expires.

Step 2. Get signatures from approving admins

An admin who has a quorum token must get the token approved by other admins. To give their
approval, the other admins use their signing key to cryptographically sign the token. They do this
outside the HSM.

There are many different ways to sign the token. The following example shows how to do it with
OpenSSL. To use a different signing tool, make sure that the tool uses the admin's private key
(signing key) to sign a SHA-256 digest of the token.

Example - Get signatures from approving admins

In this example, the admin that has the token (admin) needs at least two (2) approvals. The
following example commands show how two (2) admins can use OpenSSL to cryptographically sign
the token.
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1. Decode the base64 encoded unsigned token and place it into a binary file:

$ echo -n '012LZkmAHZyAclhPhyckOoVW33aGrgG77qmDHWQ3CJ8=" | base64 -d > admin.bin

2. Use OpenSSL and the respective private key of the approver (admin3) to sign the now binary
quorum unsigned token for the user service and create a binary signature file:

$ openssl pkeyutl -sign \
-inkey admin3.key \
-pkeyopt digest:sha256 \
-keyform PEM \

-in admin.bin \

-out admin.sig.bin

3. Encode the binary signature into base64:

$ base64 -w@ admin.sig.bin > admin.sig.b64

4. Finally, copy and paste the base64 encoded signature into the token file, following the JSON
object literal format specified earlier for approver signature:

"version": "2.0",

"approval_data": "AAEAAwAAABgAAAAAAAAAAJ9eFkfcP3mNzJAlfK
+0WbNhZG1pbgAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAB j5vbe AAAAAAAAAAAAAQADAAAAFQAAAAAAAAAAN
v5Euk83amqlfijOzyvD2FkbW1uAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGPMOt4AAAAAAAAAAAABAAMAA
+b23gAAAAAAAAAA"T,

"token": "012LZkmAHZyAclhPhyckOoVW33aGrgG77qmDHWQ3CI8=",

"signatures": [

{

"username": "admin2",

"role": "admin",

"signature": "06qgx7/mUaVkYYVr1PW718JJko+Kh3e8zBIqdk3tAiNy+1rW
+0sDtvYujhEU4a0FVLcrUFmyB/CX90QmgJLgx/pyK+ZPEH+GoJGgk9YZ7X1n0XwZRP9g7hKV
+7XCtg9TuDFtHYWDpBfz2jWiu2fXfX4/
jTs4f2xIfFPIDKcSP8fhxjQ63xEcCfljzGha6rDQMuaxUWwWdtDgfT7um7EJ9dXNoHgLB7cTzphaubNaEFbFPXQ1lsiGn
ssktwyruGFLpXs1n@tJOEglGhx2gbYTs+omKWZdOR15WIWEXW3IXw/
Dg5vVObrNpvG@eZKO8nSMc27+cyPySc+ZbNw=="

1,
{

"username": "admin3",
"role": "admin",
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"signature": "06qx7/mUaVkYYVr1PW7183Jko+Kh3e8zBIqdk3tAiNy+1rW
+0sDtvYujhEU4a0FVLcrUFmyB/CX90QmgJLgx/pyK+ZPEH+GoJGgk9YZ7X1n0XwZRP9g7hKV
+7XCtg9TuDFtHYWDpBfz2jWiu2fXfX4/
jTs4f2xIfFPIDKcSP8fhxjQ63xEcCfljzGha6rDQMuaxUWwWdtDgfT7um7EJ9dXNoHgLB7cTzphaubNaEFbFPXQ1lsiGn
ssktwyruGFLpXs1n@tJOEglGhx2gbYTs+omKWZdOR15WIWEXW3IXw/
Dg5vVObrNpvG@eZKO8nSMc27+cyPySc+ZbNw=="

}

Step 3. Approve the token on the AWS CloudHSM cluster and execute a user management
operation

After an admin has the necessary approvals/signatures, as detailed in the previous section, the
admin can supply that token to the AWS CloudHSM cluster along with one of the following user
management operations:

+ Create

o delete

» change-password

» user change-mfa

For more information about using these commands, see User management with CloudHSM CLI.

During the transaction, the token will be approved within the AWS CloudHSM cluster and execute
the requested user management operation. The success of the user management operation is
contingent upon both a valid approved quorum token and a valid user management operation.

The admin can use the token for only one operation. When that operation succeeds, the token is
no longer valid. To do another HSM user management operation, the admin must repeat the above
outlined process. That is, the admin must generate a new quorum token, get new signatures from
approvers, and then approve and consume the new token on the HSM with the requested user
management operation.

(® Note

The quorum token is only valid as long as your current login session is open. If you log out
of CloudHSM CLlI or if the network disconnects, the token is no longer valid. Similarly, an
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authorized token can only be used within CloudHSM CLI. It cannot be used to authenticate
in a different application.

Example Creating a new user as an admin

In the following example, a logged in admin creates a new user on the HSM:

aws-cloudhsm > user create --username userl --role crypto-user --approval /path/
admin. token

Enter password:

Confirm password:

{
"error_code": 0,
"data": {
"username": "userl",
"role": "crypto-user"
}
}

The admin then enters the user list command to confirm the creation of the new user:

aws-cloudhsm > user list

{
"error_code": 0,
"data": {
"users": [
{
"username": "admin",
"role": "admin",
"locked": "false",
"mfa": []1,
"quorum": [
{
"strategy": "token-sign",
"status": "enabled"
}
1,
"cluster-coverage": "full"
I
{
"username": "admin2",
"role": "admin",
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"locked": "false",
"mfa": [],
"quorum": [
{
"strategy": "token-sign",
"status": "enabled"
}
1,

"cluster-coverage": "full"

"username": "admin3",
"role": "admin",
"locked": "false",
mfa": [],

"quorum": [

{

"strategy": "token-sign",
"status": "enabled"
}
1,

"cluster-coverage": "full"

"username": "admin4",
"role": "admin",
"locked": "false",
"mfa": []1,
"quorum": [
{
"strategy": "token-sign",
"status": "enabled"
}
1,

"cluster-coverage": "full"

"username": "userl",
"role": "crypto-user",
"locked": "false",

"mfa": [],

"quorum": [],
"cluster-coverage": "full"

iy
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{
"username": "app_user",
"role": "internal (APPLIANCE_USER)",
"locked": "false",
"mfa": [],
"quorum": [],
"cluster-coverage": "full"

}

]
}
}

If the admin tries to perform another HSM user management operation, it fails with a quorum
authentication error:

aws-cloudhsm > user delete --username userl --role crypto-user

{
"error_code": 1,
"data": "Quorum approval is required for this operation”

}

As shown below, the quorum token-sign list command shows that the admin has no approved
tokens. To perform another HSM user management operation, the admin must generate a new
quorum token, get new signatures from approvers, and execute the desired user management
operation with the --approval argument to supply the quorum token to be approved and
consumed during execution of the user management operation.

aws-cloudhsm > quorum token-sign list

{
"error_code": 0,
"data": {
"tokens": []
}
}

Change the quorum minimum value for AWS CloudHSM using CloudHSM CLI

After setting the quorum minimum value for CloudHSM admins, you might need to adjust the

quorum minimum value. The HSM allows changes to the quorum minimum value only when the
number of approvers meets or exceeds the current value. For example, with a quorum minimum
value of two (2), at least two (2) admins must approve any changes.
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® Note

The quorum value of the user service must always be less than the quorum value of the
quorum service. For information on service names, see Supported AWS CloudHSM service

names and types for quorum authentication with CloudHSM CLI.

To get quorum approval to change the quorum minimum value, you need a quorum token for

the quorum service using the quorum token-sign set-quorum-value command. To generate a
quorum token for the for the quorum service using the quorum token-sign set-quorum-value
command, the quorum service must be higher than one (1). This means that before you can change
the quorum minimum value for user service, you might need to change the quorum minimum value
for quorum service.

Steps to change the quorum minimum value for admins
1. Start the CloudHSM CLI interactive mode.

Linux

$ /opt/cloudhsm/bin/cloudhsm-cli interactive

Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Using CloudHSM CLlI, log in as an admin.

aws-cloudhsm > login --username <admin> --role admin
Enter password:

{
"error_code": 0,
"data": {
"username": '"<admin>",
"role": "admin"
}
}

3. Check current quorum minimum values:
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aws-cloudhsm > quorum token-sign list-quorum-values

4. If the quorum minimum value for the quorum service is lower than the value for the user
service, change the quorum service value:

aws-cloudhsm > quorum token-sign set-quorum-value --service quoxrum --value <3>

Generate a quorum token for the quorum service.

Get approvals (signatures) from other admins.

Approve the token on the CloudHSM cluster and execute a user management operation..

© N o WU

Change the quorum minimum value for the user service:

aws-cloudhsm > quorum token-sign set-quorum-value

Example Adjusting quorum service minimum values

1. Check current values. The example shows that the quorum minimum value for user service is
currently two (2).

aws-cloudhsm > quorum token-sign list-quorum-values

{
"error_code": 0,
"data": {
"user": 2,
"quorum": 1
}
}

2. Change quorum service value. Set the quorum minimum value for quorum service to a value
that is the same or higher than the value for user service. This example sets the quorum
minimum value for quorum service to two (2), the same value that was set for user service in the
previous example.

aws-cloudhsm > quorum token-sign set-quorum-value --service quorum --value 2

{

"error_code": 0,
"data": "Set quorum value successful"
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3. Verify the changes. This example shows that the quorum minimum value is now two (2) for user
service and quorum service.

aws-cloudhsm > quorum token-sign list-quorum-values

{
"error_code": 0,
"data": {
"user": 2,
"quorum": 2
}
}

HSM user management with CloudHSM Management Utility
(CMU)

To manage hardware security module (HSM) users in AWS CloudHSM, you must log in to the HSM
with the user name and password of a cryptographic officer (CO). Only COs can manage users. The

HSM contains a default CO named admin. You set the password for admin when you activated the
cluster.

This topic provides step-by-step instruction on and detail about managing HSM users with AWS
CloudHSM Management Utility (CMU).

Topics

» Prerequisites for user management in AWS CloudHSM Management Utility

o HSM user types for AWS CloudHSM Management Utility

o HSM user permissions table for AWS CloudHSM Management Utility

» Create HSM users using AWS CloudHSM Management Utility

« List all HSM users in the cluster using AWS CloudHSM Management Utility

o Change HSM user passwords using AWS CloudHSM Management Utility

» Delete HSM users using AWS CloudHSM Management Utility

» Manage 2FA for users using AWS CloudHSM Management Utility

» Using CloudHSM Management Utility (CMU) to manage quorum authentication (M of N access

control)

User management with CMU 148



AWS CloudHSM User Guide

Prerequisites for user management in AWS CloudHSM Management
Utility

Before you use AWS CloudHSM Management Utility (CMU) to manage hardware security module
(HSM) users in AWS CloudHSM, you must complete these prerequisites. The following topics
describe getting started with the CMU.

Sections

o Get the IP address of an HSM in AWS CloudHSM

» Using CMU with Client SDK 3.2.1 and earlier

« Download CloudHSM Management Utility

Get the IP address of an HSM in AWS CloudHSM

To use CMU, you must use the configure tool to update the local configuration. CMU creates its
own connection to the cluster and this connection is not cluster aware. To track cluster information,
CMU maintains a local configuration file. This means that each time you use CMU, you should

first update the configuration file by running the configure command line tool with the --cmu
parameter. If you are using Client SDK 3.2.1 or earlier, you must use a different parameter than - -
cmu. For more information, see the section called “Using CMU with Client SDK 3.2.1 and earlier”.

The - -cmu parameter requires you to add the IP address of an HSM in your cluster. If you have
multiple HSMs, you can use any IP address. This ensures CMU can propagate any changes you make
across the entire cluster. Remember that CMU uses its local file to track cluster information. If the
cluster has changed since the last time you used CMU from a particular host, you must add those
changes to the local configuration file stored on that host. Never add or remove an HSM while
you're using CMU.

To get an IP address for an HSM (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

2. To change the AWS Region, use the Region selector in the upper-right corner of the page.
3. To open the cluster detail page, in the cluster table, choose the cluster ID.
4

To get the IP address, go to the HSMs tab. For IPv4 clusters, choose an address listed under ENI
IPv4 address. For dual-stack clusters use either the ENI IPv4 or the ENI IPv6 address.
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To get an IP address for an HSM (AWS CLI)

o  Get the IP address of an HSM by using the describe-clusters command from the AWS CLI.
In the output from the command, the IP address of the HSMs are the values of EniIp and
EniIpVe (if it is a dual-stack cluster).

$ aws cloudhsmv2 describe-clusters

{
"Clusters": [
{ ...}
"Hsms": [
{
"EniIp": "10.0.0.9",
1,
{

"EniIp": "10.0.1.6",
"EniIpV6": "2600:113f:404:be@9:310e:ed34:3412:f733",

Using CMU with Client SDK 3.2.1 and earlier

With Client SDK 3.3.0, AWS CloudHSM added support for the - -cmu parameter, which simplifies
the process of updating the configuration file for CMU. If you're using a version of CMU from
Client SDK 3.2.1 or earlier, you must continue to use the -a and -m parameters to update the
configuration file. For more information about these parameters, see Configure Tool.

Download CloudHSM Management Utility

The latest version of CMU is available for HSM user management tasks whether you are using
Client SDK 5 and Client SDK 3.

To download and install CMU

. Download and install CMU.
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Amazon Linux

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL6/cloudhsm-
mgmt-util-latest.el6.x86_64.rpm

$ sudo yum install ./cloudhsm-mgmt-util-latest.el6.x86_64.xrpm

Amazon Linux 2

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL7/cloudhsm-
mgmt-util-latest.el7.x86_64.rpm

$ sudo yum install ./cloudhsm-mgmt-util-latest.el7.x86_64.xrpm

CentOS 7.8+

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL7/cloudhsm-
mgmt-util-latest.el7.x86_64.rpm

$ sudo yum install ./cloudhsm-mgmt-util-latest.el7.x86_64.xrpm

CentOS 8.3+

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL8/cloudhsm-
mgmt-util-latest.el8.x86_64.rpm

$ sudo yum install ./cloudhsm-mgmt-util-latest.el8.x86_64.xrpm

RHEL 7 (7.8+)

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL7/cloudhsm-
mgmt-util-latest.el7.x86_64.rpm

$ sudo yum install ./cloudhsm-mgmt-util-latest.el7.x86_64.xrpm
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RHEL 8 (8.3+)

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL8/cloudhsm-
mgmt-util-latest.el8.x86_64.rpm

$ sudo yum install ./cloudhsm-mgmt-util-latest.el8.x86_64.xrpm

Ubuntu 16.04 LTS

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Xenial/
cloudhsm-mgmt-util_latest_amd64.deb

$ sudo apt install ./cloudhsm-mgmt-util_latest_amd64.deb

Ubuntu 18.04 LTS

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Bionic/
cloudhsm-mgmt-util_latest_ul8.04_amd64.deb

$ sudo apt install ./cloudhsm-mgmt-util_latest_ul8.04_amd64.deb

Windows Server 2012

1. Download CloudHSM Management Utility.

2. Run the CMU installer (AWSCloudHSMManagementUtil-latest.msi) with Windows
administrative privilege.

Windows Server 2012 R2

1. Download CloudHSM Management Utility.

2. Run the CMU installer (AWSCloudHSMManagementUtil-latest.msi) with Windows
administrative privilege.

Windows Server 2016

1. Download CloudHSM Management Utility.
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2. Run the CMU installer (AWSCloudHSMManagementUtil-latest.msi) with Windows
administrative privilege.

HSM user types for AWS CloudHSM Management Utility

Most operations that you perform on the hardware security module (HSM) require the credentials
of an AWS CloudHSM HSM user. The HSM authenticates each HSM user and each HSM user has a
type that determines which operations you can perform on the HSM as that user.

(® Note

HSM users are distinct from 1AM users. IAM users who have the correct credentials can
create HSMs by interacting with resources through the AWS API. After the HSM is created,
you must use HSM user credentials to authenticate operations on the HSM.

User types
« Precrypto officer (PRECO)
« Crypto officer (CO)

» Crypto user (CU)

« Appliance user (AU)

Precrypto officer (PRECO)

In both the cloud management utility (CMU) and the key management utility (KMU), the PRECO

is a temporary user that exists only on the first HSM in an AWS CloudHSM cluster. The first HSM

in @ new cluster contains an PRECO user indicating that this cluster has never been activated. To
activate a cluster, you execute the cloudhsm-cli and run the cluster activate command. Log in to
the HSM and change the PRECQO's password. When you change the password, this user becomes the
crypto officer (CO).

Crypto officer (CO)

In both the cloud management utility (CMU) and the key management utility (KMU), a crypto
officer (CO) can perform user management operations. For example, they can create and delete
users and change user passwords. For more information about CO users, see the HSM user
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permissions table for AWS CloudHSM Management Utility. When you activate a new cluster, the
user changes from a Precrypto Officer (PRECO) to a crypto officer (CO).-->

Crypto user (CU)

A crypto user (CU) can perform the following key management and cryptographic operations.

« Key management - Create, delete, share, import, and export cryptographic keys.

» Cryptographic operations — Use cryptographic keys for encryption, decryption, signing,
verifying, and more.

For more information, see the HSM user permissions table for AWS CloudHSM Management Utility.

Appliance user (AU)

The appliance user (AU) can perform cloning and synchronization operations on your cluster's
HSMs. AWS CloudHSM uses the AU to synchronize the HSMs in an AWS CloudHSM cluster. The AU
exists on all HSMs provided by AWS CloudHSM, and has limited permissions. For more information,
see the HSM user permissions table for AWS CloudHSM Management Utility.

AWS cannot perform any operations on your HSMs . AWS cannot view or modify your users or keys
and cannot perform any cryptographic operations using those keys.

HSM user permissions table for AWS CloudHSM Management Utility

The following table lists hardware security module (HSM( operations sorted by the type of HSM
user or session that can perform the operation in AWS CloudHSM.

Crypto officer Crypto User Appliance User Unauthent
(CO) (Cu) (AU) icated Session

Get basic cluster
info’
Yes Yes Yes Yes
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Change own
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Change any
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Crypto officer Crypto User Appliance User Unauthent
(CO) (Cu) (AU) icated Session

Sign, verify

and HMACs

No No
Generate digests ® ®
No No

No Yes

e [1] Basic cluster information includes the number of HSMs in the cluster and each HSM's IP
address, model, serial number, device ID, firmware ID, etc.

» [2] The user can get a set of digests (hashes) that correspond to the keys on the HSM. An
application can compare these sets of digests to understand the synchronization status of HSMs
in a cluster.

 [3] Masked objects are keys that are encrypted before they leave the HSM. They cannot be
decrypted outside of the HSM. They are only decrypted after they are inserted into an HSM that
is in the same cluster as the HSM from which they were extracted. An application can extract and
insert masked objects to synchronize the HSMs in a cluster.

» [4] Key management functions include creating, deleting, wrapping, unwrapping, and modifying
the attributes of keys.

Create HSM users using AWS CloudHSM Management Utility

Use createUser in AWS CloudHSM Management Utility (CMU) to create new users on the hardware
security module (HSM). You must log in as a CO to create a user.

To create a new CO user

1. Use the configure tool to update the CMU configuration.
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Linux
$ sudo /opt/cloudhsm/bin/configure --cmu <IP address>
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\configure.exe" --cmu <IP address>
2. Start CMU.

Linux
$ /opt/cloudhsm/bin/cloudhsm_mgmt_util /opt/cloudhsm/etc/cloudhsm_mgmt_util.cfg
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\cloudhsm_mgmt_util.exe" C:
\ProgramData\Amazon\CloudHSM\data\cloudhsm_mgmt_util.cfg

3. Loginto the HSM as a CO user.

aws-cloudhsm > loginHSM CO admin co12345

Make sure the number of connections CMU lists match the number of HSMs in the cluster. If
not, log out and start over.

4. Use createUser to create a CO user named example_officer with a password of
passwoxrdl.

aws-cloudhsm > createUser CO example_officer passwordl

CMU prompts you about the create user operation.

*************************CAUTION********************************

This is a CRITICAL operation, should be done on all nodes in the
cluster. AWS does NOT synchronize these changes automatically with the
nodes on which this operation is not executed or failed, please

ensure this operation is executed on all nodes in the cluster.

kkhkkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkikhkikkxx
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Do you want to continue(y/n)?

5. Typey.

To create a new CU user
1. Use the configure tool to update the CMU configuration.

Linux

$ sudo /opt/cloudhsm/bin/configure --cmu <IP address>

Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\configure.exe" --cmu <IP address>
2. Start CMU.

Linux

$ /opt/cloudhsm/bin/cloudhsm_mgmt_util /opt/cloudhsm/etc/cloudhsm_mgmt_util.cfg

Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\cloudhsm_mgmt_util.exe" C:
\ProgramData\Amazon\CloudHSM\data\cloudhsm_mgmt_util.cfg

3. Loginto the HSM as a CO user.

aws-cloudhsm > loginHSM CO admin co12345

Make sure the number of connections CMU lists match the number of HSMs in the cluster. If
not, log out and start over.

4. Use createUser to create a CU user named example_user with a password of passwoxrd1l.

aws-cloudhsm > createUser CU example_user passwordl

CMU prompts you about the create user operation.
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*************************CAUTION********************************

This is a CRITICAL operation, should be done on all nodes in the
cluster. AWS does NOT synchronize these changes automatically with the
nodes on which this operation is not executed or failed, please

ensure this operation is executed on all nodes in the cluster.
IR R R RS SRS SR SRR SRS SRR SRS SRS SR SRR SRR SRR R R R R R R R R SRR SRR EEEEEEEE RS

Do you want to continue(y/n)?

5. Typey.

For more information about createUser, see createUser.

List all HSM users in the cluster using AWS CloudHSM Management
Utility

Use listUsers command in the AWS CloudHSM Management Utility (CMU) to list all the users in the
AWS CloudHSM cluster. You do not have to log in to run listUsers and all user types can list users.

To list all users on the cluster
1. Use the configure tool to update the CMU configuration.

Linux
$ sudo /opt/cloudhsm/bin/configure --cmu <IP address>
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\configure.exe" --cmu <IP address>
2. Start CMU.

Linux

$ /opt/cloudhsm/bin/cloudhsm_mgmt_util /opt/cloudhsm/etc/cloudhsm_mgmt_util.cfg
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Windows
PS C:\> & "C:\Program Files\Amazon\CloudHSM\cloudhsm_mgmt_util.exe" C:
\ProgramData\Amazon\CloudHSM\data\cloudhsm_mgmt_util.cfg
3. Use listUsers to list all the users on the cluster.
aws-cloudhsm > listUsers
CMU lists all the users on the cluster.
Users on server 0(10.0.2.9):
Number of users found:4
User Id User Type User Name
MofnPubKey LoginFailureCnt 2FA
1 AU app_user NO
0 NO
2 co example_officer NO
0 NO
3 CcuU example_user NO
0 NO
Users on server 1(10.0.3.11):
Number of users found:4
User Id User Type User Name
MofnPubKey LoginFailureCnt 2FA
1 AU app_user NO
0 NO
2 co example_officer NO
0 NO
3 cu example_user NO
0 NO
Users on server 2(10.0.1.12):
Number of users found:4
User Id User Type User Name
MofnPubKey LoginFailureCnt 2FA
1 AU app_user NO
0 NO
2 co example_officer NO
0 NO
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3 CuU example_user NO

For more information about listUsers, see listUsers.

Change HSM user passwords using AWS CloudHSM Management Utility

Use changePswd in the AWS CloudHSM Management Utility (CMU) to change a hardware security
module (HSM) user's password.

User types and passwords are case sensitive, but user names are not case sensitive.

CO, Crypto user (CU), and appliance user (AU) can change their own password. To change the
password of another user, you must log in as a CO. You cannot change the password of a user who
is currently logged in.

To change your own password
1. Use the configure tool to update the CMU configuration.

Linux
$ sudo /opt/cloudhsm/bin/configure --cmu <IP address>
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\configure.exe" --cmu <IP address>
2. Start CMU.

Linux
$ /opt/cloudhsm/bin/cloudhsm_mgmt_util /opt/cloudhsm/etc/cloudhsm_mgmt_util.cfg
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\cloudhsm_mgmt_util.exe" C:
\ProgramData\Amazon\CloudHSM\data\cloudhsm_mgmt_util.cfg

3. Loginto the HSM.
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aws-cloudhsm > loginHSM CO admin co12345

Make sure the number of connections CMU lists match the number of HSMs in the cluster. If
not, log out and start over.

4. Use changePswd to change your own password.

aws-cloudhsm > changePswd CO example_officexr <new password>

CMU prompts you about the change password operation.

*************************CAUTION********************************

This is a CRITICAL operation, should be done on all nodes in the
cluster. AWS does NOT synchronize these changes automatically with the
nodes on which this operation is not executed or failed, please

ensure this operation is executed on all nodes in the cluster.
khkkkhkkhkkhkhkkhkkhkkhkhkhkkhkhhkkhkhhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkkhkhkkhkhkkhkhkkhkkkkkkkkkkkkkx*x*%

Do you want to continue(y/n)?

5. Typey.

CMU prompts you about the change password operation.

Changing password for example_officer(CO) on 3 nodes

To change the password of another user
1. Use the configure tool to update the CMU configuration.

Linux
$ sudo /opt/cloudhsm/bin/configure --cmu <IP address>
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\configure.exe" --cmu <IP address>

2. Start CMU.
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Linux
$ /opt/cloudhsm/bin/cloudhsm_mgmt_util /opt/cloudhsm/etc/cloudhsm_mgmt_util.cfg
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\cloudhsm_mgmt_util.exe" C:
\ProgramData\Amazon\CloudHSM\data\cloudhsm_mgmt_util.cfg

3. Logintothe HSM as a CO user.

aws-cloudhsm > loginHSM CO admin co12345

Make sure the number of connections CMU lists match the number of HSMs in the cluster. If
not, log out and start over.

4. Use changePswd to change the password of another user.

aws-cloudhsm > changePswd CU example_user <new password>

CMU prompts you about the change password operation.

*************************CAUTION********************************

This is a CRITICAL operation, should be done on all nodes in the
cluster. AWS does NOT synchronize these changes automatically with the
nodes on which this operation is not executed or failed, please

ensure this operation is executed on all nodes in the cluster.

khkkkkkhkkhkkhkhkhkhkhkhkhhkkhkhhkhkhkhkhkhkhkikhkhkhkhkhkhkhkhkhkkhkhkkhkhkkhkkkkkkkkkkkkkx*x*%
Do you want to continue(y/n)?
5. Typey.

CMU prompts you about the change password operation.

Changing password for example_user(CU) on 3 nodes

For more information about changePswd, see changePswd.

Change passwords 163



AWS CloudHSM User Guide

Delete HSM users using AWS CloudHSM Management Utility

Use deleteUser in the AWS CloudHSM Management Utility (CMU) to delete a hardware security
module (HSM) user. You must log in as a CO to delete another user.

® Tip

You can't delete crypto users (CU) that own keys.

To delete a user
1. Use the configure tool to update the CMU configuration.

Linux
$ sudo /opt/cloudhsm/bin/configure --cmu <IP address>
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\configure.exe" --cmu <IP address>
2. Start CMU.

Linux
$ /opt/cloudhsm/bin/cloudhsm_mgmt_util /opt/cloudhsm/etc/cloudhsm_mgmt_util.cfg
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\cloudhsm_mgmt_util.exe" C:
\ProgramData\Amazon\CloudHSM\data\cloudhsm_mgmt_util.cfg

3. Loginto the HSM as a CO user.

aws-cloudhsm > loginHSM CO admin co012345

Make sure the number of connections CMU lists match the number of HSMs in the cluster. If
not, log out and start over.
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4. Use deleteUser to delete a user.

aws-cloudhsm > deleteUser CO example_officer

CMU deletes the user.

Deleting user example_officer(CO) on 3 nodes
deleteUser success on server 0(10.0.2.9)
deleteUser success on server 1(10.0.3.11)
deleteUser success on server 2(10.0.1.12)

For more information about deleteUser, see deleteUser.

Manage 2FA for users using AWS CloudHSM Management Utility

For increased security, you can configure two-factor authentication (2FA) to help protect the AWS
CloudHSM cluster. You can only enable 2FA for crypto officers (CO).

When you log in to a cluster with a 2FA-enabled hardware service module (HSM) account, you
provide cloudhsm_mgmt_util (CMU) with your password—the first factor, what you know—and
CMU provides you with a token and prompts you to have the token signed. To provide the second
factor—what you have—you sign the token with a private key from a key pair you've already
created and associated with the HSM user. To access the cluster, you provide the signed token to
CMuU.

(® Note

You cannot enable 2FA for crypto users (CU) or applications. Two-factor authentication
(2FA) is only for CO users.

Topics
e Quorum authentication and 2FA in AWS CloudHSM clusters using AWS CloudHSM Management
» 2FA key pair requirements for AWS CloudHSM using AWS CloudHSM Management Utility

» Create users with 2FA enabled for AWS CloudHSM Management Utility users

« Manage 2FA for HSM users using AWS CloudHSM Management Utility
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» Disable 2FA for HSM users using AWS CloudHSM Management Utility

» Configuration reference for 2FA with AWS CloudHSM Management Utility

Quorum authentication and 2FA in AWS CloudHSM clusters using AWS CloudHSM
Management Utility

The cluster uses the same key for quorum authentication and for two-factor authentication 2FA).
This means a user with 2FA enabled is effectively registered for M-of-N-access-control (MofN). To
successfully use 2FA and quorum authentication for the same HSM user, consider the following
points:

« If you are using quorum authentication for a user today, you should use the same key pair you
created for the quorum user to enable 2FA for the user.

« If you add the 2FA requirement for a non-2FA user that is not a quorum authentication user, then
you register that user as an MofN user with 2FA authentication.

« If you remove the 2FA requirement or change the password for a 2FA user that is also a quorum
authentication user, you will also remove the registration of the quorum user as an MofN user.

« If you remove the 2FA requirement or change the password for a 2FA user that is also a quorum
authentication user, but you still want that user to participate in quorum authentication, then you
must register that user again as an MofN user.

For more information about quorum authentication, see Using CMU to manage quorum
authentication.

2FA key pair requirements for AWS CloudHSM using AWS CloudHSM Management
Utility

To enable two-factor authentication (2FA) for an AWS CloudHSM hardware security module (HSM)
user, use a key that meets the following requirements.

You can create a new key pair or use an existing key that meets the following requirements.

Key type: Asymmetric

Key usage: Sign and Verify
Key spec: RSA_2048

Signing algorithm includes:
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» sha256WithRSAEncryption

(@ Note

If you are using quorum authentication or plan to use quorum authentication, see the
section called “Quorum authentication”.

Create users with 2FA enabled for AWS CloudHSM Management Utility users

Use AWS CloudHSM Management Utility CMU (CMU) and the key pair to create a new crypto office
(CO) user with two-factor authentication (2FA) enabled.

To create CO users with 2FA enabled
1. In one terminal, perform the following steps:

a. Access your HSM and log in to the CloudHSM Management utility:

/opt/cloudhsm/bin/cloudhsm_mgmt_util /opt/cloudhsm/etc/cloudhsm_mgmt_util.cfg

b. Login asa CO and use the following command to create a new user MFA with 2FA:

aws-cloudhsm > createUser CO MFA <CO USER NAME> -2fa /home/ec2-user/authdata
*************************CAUTION********************************

This is a CRITICAL operation, should be done on all nodes in the

cluster. AWS does NOT synchronize these changes automatically with the

nodes on which this operation is not executed or failed, please

ensure this operation is executed on all nodes in the cluster.
khkkkhkhkkhkhhkhkhhkhhhkhhkhkhhkhkhhkhkhhkhkhhkhkhhkhkhhkhkhhkhhhkhhhkhhkhkhhkkhkhkkhkhkkhkikkikkki*x%x%

Do you want to continue(y/n)? y

Creating User exampleuser3(C0) on 1 nodesAuthentication data written to: "/
home/ec2-user/authdata"Generate Base64-encoded signatures for SHA256 digests in
the authentication datafile.

To generate the signatures, use the RSA private key, which is the second factor
ofauthentication for this user. Paste the signatures and the corresponding
public keyinto the authentication data file and provide
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the file path below.Leave this field blank to use the path initially
provided.Enter filename:

c. Leave the above terminal in this state. Do not press enter or enter any filename.

2. In another terminal, perform the following steps:

a. Access your HSM and log in to the CloudHSM Management utility:

/opt/cloudhsm/bin/cloudhsm_mgmt_util /opt/cloudhsm/etc/cloudhsm_mgmt_util.cfg

b. Generate a public-private key-pair using the following commands:

openssl genpkey -algorithm RSA -out private_key.pem -pkeyopt
rsa_keygen_bits:2048

openssl rsa -pubout -in private_key.pem -out public_key.pem

¢. Run the following command to install a json querying feature for extracting the Digest
from authdata file:

sudo yum install jq

d. To extract the digest value, first find the following data in the authdata file:

{
"Version":"1.0",
"PublicKey":"",
"Data":[
{
"HsmId": <"HSM ID">,
"Digest": <"DIGEST">,
"Signature": ""
}
]
}
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® Note

The obtained Digest is base64 encoded, however to sign the digest, you need the
file to be decoded first and then signed. The following command will decode the
digest and store the decoded content in ‘digest1.bin’

cat authdata | jq '.Data[@].Digest' | cut -c2- | rev | cut -c2- | rev
base64 -d > digestl.bin

e. Convert the public key content, adding "\n" and removing spaces as shown here:

/A Important

The above command shows how "\n" is added immediately after BEGIN PUBLIC
KEY----- , spaces between "\n" and the first character of the public key are
removed, "\n" is added before ----- END PUBLIC KEY, and spaces are removed
between "\n" and the end of the public key.

This is the PEM format for public key which is accepted in the authdata file.

f.  Paste the public key pem format content in the public key section in the authdata file.

vi authdata

{
"Version":"1.0",
"PublicKey":"----- BEGIN PUBLIC KEY----- \n<"PUBLIC KEY'">\n----- END PUBLIC
KEY----- ",
"Data":[
{
"HsmId":<"HSM ID">,
"Digest" :<"DIGEST">,
"Signature": ""
}
]

Manage user 2FA 169



AWS CloudHSM User Guide

}

g. Sign the token file using the following command:

openssl pkeyutl -sign -in digestl.bin -inkey private_key.pem -pkeyopt
digest:sha256 | base64

Output Expected:

<"THE SIGNATURE">

(@ Note

As shown in the above command, use openssl pkeyutl instead of openssl dgst for
signing.

h. Add the signed digest in the Authdata File in "Signature" field.

vi authdata

{
"Version": "1.0",
"PublicKey": "----- BEGIN PUBLIC KEY----- cee o mm--- END PUBLIC KEY----- ",
"Data": [
{
"HsmId": <"HSM ID">,
"Digest": <"DIGEST">,
"Signature": <"Kkdl ... rkrvJeQ==">
iy
{
"HsmId": <"HSM ID">,
"Digest": <"DIGEST">,
"Signature": <"Klhxy ... Q261Q==">
X
]
X

3. Go back to the first terminal and press Entexr:

Generate Baseb4-encoded signatures for SHA256 digests in the authentication
datafile. To generate the signatures, use the RSA private key,
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which is the second factor ofauthentication for this user. Paste the signatures and
the corresponding public keyinto the authentication data file and provide the file
path below. Leave this field blank to use the path initially provided.

Enter filename: >>>>> Press Enter here

createUser success on server 0(10.0.1.11)

Manage 2FA for HSM users using AWS CloudHSM Management Utility

Use changePswd in AWS CloudHSM Management Utility (CMU) to modify two-factor
authentication (2FA) for a user. Each time you enable 2FA, you must provide a public key for 2FA
logins.

changePswd performs any of the following scenarios:

Change the password for a 2FA user

Change the password for a non-2FA user

Add 2FA to a non-2FA user

Remove 2FA from a 2FA user

Rotate the key for a 2FA user

You can also combine tasks. For example, you can remove 2FA from a user and change the
password at the same time, or you might rotate the 2FA key and change the user password.

To change passwords or rotate keys for CO users with 2FA enabled

1. Use CMU to log in to the HSM as a CO with 2FA enabled.

2. Use changePswd to change the password or rotate the key from CO users with 2FA enabled.
Use the -2fa parameter and include a location in the file system for the system to write the
authdata file. This file includes a digest for each HSM in the cluster.

aws-cloudhsm > changePswd CO example-user <new-password> -2fa /path/to/authdata

CMU prompts you to use the private key to sign the digests in the authdata file and return
the signatures with the public key.
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3. Use the private key to sign the digests in the authdata file, add the signatures and the public
key to the JSON formatted authdata file and then provide CMU with the location of the
authdata file. For more information, see the section called “Configuration reference”.

(® Note

The cluster uses the same key for quorum authentication and 2FA. If you are using
quorum authentication or plan to use quorum authentication, see the section called

“Quorum authentication”.

Disable 2FA for HSM users using AWS CloudHSM Management Utility

Use the AWS CloudHSM Management Utility (CMU) to disable two-factor authentication (2FA) for
hardware security module HSM) users in AWS CloudHSM.

To disable 2FA for CO users with 2FA enabled
1. Use CMU to log in to the HSM as a CO with 2FA enabled.

2. Use changePswd to remove 2FA from CO users with 2FA enabled.

aws-cloudhsm > changePswd CO example-user <new password>

CMU prompts you to confirm the change password operation.

(® Note
If you remove the 2FA requirement or change the password for a 2FA user that is also a
quorum authentication user, you will also remove the registration of the quorum user
as an MofN user. For more information about quorum users and 2FA, see the section
called "Quorum authentication”.

3. Typey.

CMU confirms the change password operation.
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Configuration reference for 2FA with AWS CloudHSM Management Utility

The following is an example of the two-factor authentication (2FA) properties in the authdata file
for both the AWS CloudHSM Management Utility (CMU) generated request and your responses.

{
"Version": "1.0",
"PublicKey": "----- BEGIN PUBLIC KEY----- e mmm-- END PUBLIC KEY----- ",
"Data": [
{
"HsmId": "hsm-lgavgitns2a",
"Digest": "k501p3f6foQRVQH7S8Rrjcaubh3TYqsSdrl6A54+qG8="",
"Signature": "Kkdl ... rkrvJe@=="
1,
{
"HsmId": "hsm-lgavqitns2a",
"Digest": "IyBcx4I5Vyx1jztwvXinCBQd91Dx80Qe7iRrWjBAilw="",
"Signature": "Klhxy ... Q261Q=="
}
]
}
Data

Top-level node. Contains a subordinate node for each HSM in the cluster. Appears in requests
and responses for all 2FA commands.

Digest

This is what you must sign to provide the second factor of authentication. CMU generated in
requests for all 2FA commands.

Hsmld

The ID of your HSM. Appears in requests and responses for all 2FA commands.

PublicKey

The public key portion of the key pair you generated inserted as PEM-formatted string. You
enter this in responses for createUser and changePswd.

Signature

The Base 64 encoded signed digest. You enter this in responses for all 2FA commands.
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Version

The version of the authentication data JSON formatted file. Appears in requests and responses
for all 2FA commands.

Using CloudHSM Management Utility (CMU) to manage quorum
authentication (M of N access control)

The HSMs in your AWS CloudHSM cluster support quorum authentication, which is also known as
M of N access control. With quorum authentication, no single user on the HSM can do quorum-
controlled operations on the HSM. Instead, a minimum number of HSM users (at least 2) must
cooperate to do these operations. With quorum authentication, you can add an extra layer of
protection by requiring approvals from more than one HSM user.

Quorum authentication can control the following operations:

« HSM user management by crypto officers (COs) — Creating and deleting HSM users, and changing

a different HSM user's password. For more information, see User management with quorum
authentication enabled for AWS CloudHSM Management Utility.

Note the following additional information about using quorum authentication in AWS CloudHSM.

o An HSM user can sign their own quorum token—that is, the requesting user can provide one of
the required approvals for quorum authentication.

» You choose the minimum number of quorum approvers for quorum-controlled operations. The
smallest number you can choose is two (2), and the largest number you can choose is eight (8).

o The HSM can store up to 1024 quorum tokens. If the HSM already has 1024 tokens when you
try to create a new one, the HSM purges one of the expired tokens. By default, tokens expire ten
minutes after their creation.

» The cluster uses the same key for quorum authentication and for two-factor authentication
(2FA). For more information about using quorum authentication and 2FA, see Quorum
Authentication and 2FA.

The following topics provide more information about quorum authentication in AWS CloudHSM.

Topics
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o Quorum authentication process for AWS CloudHSM Management Utility

« Set up quorum authentication for AWS CloudHSM crypto officers

« User management with quorum authentication enabled for AWS CloudHSM Management Utility

o Change the quorum minimum value with AWS CloudHSM Management Utility

Quorum authentication process for AWS CloudHSM Management Utility

The following steps summarize the quorum authentication processes. For the specific steps and
tools, see User management with quorum authentication enabled for AWS CloudHSM Management

Utility.

1. Each HSM user creates an asymmetric key for signing. They do this outside of the HSM, taking
care to protect the key appropriately.

2. Each HSM user logs in to the HSM and registers the public part of their signing key (the public
key) with the HSM.

3. When an HSM user wants to do a quorum-controlled operation, each user logs in to the HSM
and gets a quorum token.

4. The HSM user gives the quorum token to one or more other HSM users and asks for their
approval.

5. The other HSM users approve by using their keys to cryptographically sign the quorum token.
This occurs outside the HSM.

6. When the HSM user has the required number of approvals, the same user logs in to the HSM and
gives the quorum token and approvals (signatures) to the HSM.

7. The HSM uses the registered public keys of each signer to verify the signatures. If the signatures
are valid, the HSM approves the token.

8. The HSM user can now do a quorum-controlled operation.

Set up quorum authentication for AWS CloudHSM crypto officers

The following topics describe the steps that you must complete to configure your hardware
security module (HSM) so that AWS CloudHSM crypto officers (COs) can use quorum
authentication. You need to do these steps only once when you first configure quorum

authentication for COs. After you complete these steps, see User management with quorum
authentication enabled for AWS CloudHSM Management Utility.
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Topics

« Prerequisites
« Step 1. Create and register a key for signing

» Step 2. Set the quorum minimum value on the HSM

Prerequisites

To understand this example, you should be familiar with the cloudhsm_mgmt_util (CMU) command
line tool. In this example, the AWS CloudHSM cluster has two HSMs, each with the same COs, as
shown in the following output from the listUsers command. For more information about creating

users, see HSM users.

aws-cloudhsm > listUsers
Users on server 0(10.0.2.14):
Number of users found:7

User Id User Type User Name MofnPubKey
LoginFailureCnt 2FA
1 PRECO admin NO
0 NO
2 AU app_user NO
0 NO
3 co officerl NO
0 NO
4 co officer2 NO
0 NO
5 co officer3 NO
0 NO
6 co officer4 NO
0 NO
7 co officer5 NO
0 NO

Users on server 1(10.0.1.4):
Number of users found:7

User Id User Type User Name MofnPubKey
LoginFailureCnt 2FA
1 PRECO admin NO
0 NO
2 AU app_user NO
0 NO
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3 co officerl NO
0 NO

4 co officer2 NO
0 NO

5 co officer3 NO
0 NO

6 co officer4 NO
0 NO

7 co officer5s NO
0 NO

Step 1. Create and register a key for signing
To use quorum authentication, each CO must do all of the following steps:

Topics

» Create an RSA key pair

» Create and sign a registration token

» Register the public key with the HSM

Create an RSA key pair

There are many different ways to create and protect a key pair. The following examples show how
to do it with OpenSSL.

Example - Create a private key with OpenSSL

The following example demonstrates how to use OpenSSL to create a 2048-bit RSA key that is
protected by a pass phrase. To use this example, replace officerl. key with the name of the file
where you want to store the key.

$ openssl genrsa -out <officerl.key> -aes256 2048
Generating RSA private key, 2048 bit long modulus

L+t
e is 65537 (0x10001)

Enter pass phrase for officerl.key:

Verifying - Enter pass phrase for officerl.key:

Next, generate the public key using the private key that you just created.
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Example - Create a public key with OpenSSL

The following example demonstrates how to use OpenSSL to create a public key from the private
key you just created.

$ openssl rsa -in officerl.key -outform PEM -pubout -out officerl.pub
Enter pass phrase for officerl.key:
writing RSA key

Create and sign a registration token
You create a token and sign it with the private key you just generated in the previous step.
Example - Create a token

The registration token is just a file with any random data that doesn't exceed the maximum size
of 245 bytes. You sign the token with the private key to demonstrate that you have access to the
private key. The following command uses echo to redirect a string to a file.

$ echo <token to be signed> > officerl.token

Sign the token and save it to a signature file. You will need the signed token, the unsigned token,
and the public key to register the CO as an MofN user with the HSM.

Example - Sign the token

Use OpenSSL and the private key to sign the registration token and create the signature file.

$ openssl dgst -sha256 \
-sign officerl.key \
-out officerl.token.sig officerl.token

Register the public key with the HSM
After creating a key, the CO must register the public part of the key (the public key) with the HSM.
To register a public key with the HSM

1. Use the following command to start the cloudhsm_mgmt_util command line tool.

$ /opt/cloudhsm/bin/cloudhsm_mgmt_util /opt/cloudhsm/etc/cloudhsm_mgmt_util.cfg
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2. Use the loginHSM command to log in to the HSM as a CO. For more information, see ???.

3. Use the registerQuorumPubKey command to register the public key. For more information,

see the following example or use the help registerQuorumPubKey command.

Example - Register a public key with the HSM

The following example shows how to use the registerQuorumPubKey command in the
cloudhsm_mgmt_util command line tool to register a CO's public key with the HSM. To use this
command, the CO must be logged in to the HSM. Replace these values with your own:

aws-cloudhsm > registerQuorumPubKey

CO <officerl> <officerl.token> <officerl.token.sig> <officerl.pub>
*************************CAUTION********************************

This is a CRITICAL operation, should be done on all nodes in the
cluster. AWS does NOT synchronize these changes automatically with the
nodes on which this operation is not executed or failed, please

ensure this operation is executed on all nodes in the cluster.
IR R R RS SRS S SRS SRS SR SRS SRS SR SRR SRR SRR RS EREEEEEEEEEEEEEEEEEEEEE RS

Do you want to continue(y/n)? vy
registerQuorumPubKey success on server 0(10.0.2.14)

<officer1.token>

The path to a file that contains an unsigned registration token. Can have any random data of
max file size of 245 bytes.

Required: Yes

<officer1.token.sig>

The path to a file that contains the SHA256_PKCS mechanism signed hash of the registration
token.

Required: Yes
<officer1.pub>

The path to the file that contains the public key of an asymmetric RSA-2048 key pair. Use the
private key to sign the registration token.

Required: Yes
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After all COs register their public keys, the output from the listUsers command shows this in the
MofnPubKey column, as shown in the following example.

aws-cloudhsm > listUsers

Users on server 0(10.0.2.14):
Number of users found:7
User Id User Type User Name MofnPubKey
LoginFailureCnt 2FA
1 PRECO admin NO
0 NO
2 AU app_user NO
0 NO
3 co officerl YES
0 NO
4 co officer2 YES
0 NO
5 co officer3 YES
0 NO
6 co officer4 YES
0 NO
7 co officer5s YES
0 NO
Users on server 1(10.0.1.4):
Number of users found:7
User Id User Type User Name MofnPubKey
LoginFailureCnt 2FA
1 PRECO admin NO
0 NO
2 AU app_user NO
0 NO
3 co officerl YES
0 NO
4 co officer2 YES
0 NO
5 co officer3 YES
0 NO
6 co officer4 YES
0 NO
7 co officer5s YES
0 NO
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Step 2. Set the quorum minimum value on the HSM

To use quorum authentication for COs, a CO must log in to the HSM and then set the quorum
minimum value, also known as the m value. This is the minimum number of CO approvals that are
required to perform HSM user management operations. Any CO on the HSM can set the quorum
minimum value, including COs that have not registered a key for signing. You can change the
quorum minimum value at any time; for more information, see Change the minimum value.

To set the quorum minimum value on the HSM

1. Use the following command to start the cloudhsm_mgmt_util command line tool.

$ /opt/cloudhsm/bin/cloudhsm_mgmt_util /opt/cloudhsm/etc/cloudhsm_mgmt_util.cfg

2. Use the loginHSM command to log in to the HSM as a CO. For more information, see ???.

3. Use the setMValue command to set the quorum minimum value. For more information, see
the following example or use the help setMValue command.

Example - Set the quorum minimum value on the HSM

This example uses a quorum minimum value of two. You can choose any value from two (2) to
eight (8), up to the total number of COs on the HSM. In this example, the HSM has six COs, so the
maximum possible value is six.

To use the following example command, replace the final number (2) with the preferred quorum
minimum value.

aws-cloudhsm > setMValue 3 <2>
*************************CAUTION********************************

This is a CRITICAL operation, should be done on all nodes in the
cluster. AWS does NOT synchronize these changes automatically with the
nodes on which this operation is not executed or failed, please

ensure this operation is executed on all nodes in the cluster.

hhkkhkkhhkkhhhhhhhhhhhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhdhhhdhhhdhhdddddddhdxsx%x

Do you want to continue(y/n)? y
Setting M Value(2) for 3 on 2 nodes

In the preceding example, the first number (3) identifies the HSM service whose quorum minimum
value you are setting.
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The following table lists the HSM service identifiers along with their names, descriptions, and the
commands that are included in the service.

Service Identifier Service Name Service Description HSM Commands
3 USER_MGMT HSM user o createUser
management - deleteUser

» changePswd
(applies only when
changing the
password of a
different HSM user)

4 MISC_CO Miscellaneous CO « setMValue
service

To get the quorum minimum value for a service, use the getMValue command, as in the following
example.

aws-cloudhsm > getMValue 3
MValue of service 3[USER_MGMT] on server 0 : [2]
MValue of service 3[USER_MGMT] on server 1 : [2]

The output from the preceding getMValue command shows that the quorum minimum value for
HSM user management operations (service 3) is now two.

After you complete these steps, see User management with quorum authentication enabled for
AWS CloudHSM Management Utility.

User management with quorum authentication enabled for AWS CloudHSM
Management Utility

An AWS CloudHSM crypto officer (CO) on the hardware security module (HSM) can configure
quorum authentication for the following operations on the HSM:

o Creating HSM users
« Deleting HSM users
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« Changing another HSM user's password

After the HSM is configured for quorum authentication, COs cannot perform HSM user
management operations on their own. The following example shows the output when a CO
attempts to create a new user on the HSM. The command fails with a RET_MXN_AUTH_FAILED
error, which indicates that quorum authentication failed.

aws-cloudhsm > createUser CU userl password
*************************CAUTION********************************

This is a CRITICAL operation, should be done on all nodes in the
cluster. AWS does NOT synchronize these changes automatically with the
nodes on which this operation is not executed or failed, please

ensure this operation is executed on all nodes in the cluster.

khkkkhkhkkhkhhkhkhhhhhhhkhhhkhkhhhkhhhkhhkhhhhhhhhhhhhhhhkhhhhhhhhkhhdkkhhdkkddxkxx%x%

Do you want to continue(y/n)? y

Creating User userl(CU) on 2 nodes
createUser failed: RET_MXN_AUTH_FAILED
creating user on server 0(10.0.2.14) failed

Retry/Ignore/Abort?(R/I/A): A

To perform an HSM user management operation, a CO must complete the following tasks:

1. Get a quorum token.

2. Get approvals (signatures) from other COs.

3. Approve the token on the HSM.

4. Perform the HSM user management operation.

If you have not yet configured the HSM for quorum authentication for COs, do that now. For more
information, see First time setup.

Step 1. Get a quorum token
First the CO must use the cloudhsm_mgmt_util command line tool to request a quorum token.
To get a quorum token

1. Use the following command to start the cloudhsm_mgmt_util command line tool.
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$ /opt/cloudhsm/bin/cloudhsm_mgmt_util /opt/cloudhsm/etc/cloudhsm_mgmt_util.cfg

2. Use the loginHSM command to log in to the HSM as a CO. For more information, see ???.

3. Use the getToken command to get a quorum token. For more information, see the following
example or use the help getToken command.

Example - Get a quorum token

This example gets a quorum token for the CO with user name officer1 and saves the token to a file
named officerl.token. To use the example command, replace these values with your own:

e officerl - The name of the CO who is getting the token. This must be the same CO who is
logged in to the HSM and is running this command.

o« officerl.token - The name of the file to use for storing the quorum token.

In the following command, 3 identifies the service for which you can use the token that you are
getting. In this case, the token is for HSM user management operations (service 3). For more
information, see Step 2. Set the quorum minimum value on the HSM.

aws-cloudhsm > getToken 3 officerl officerl.token
getToken success on server 0(10.0.2.14)
Token:

Id:1

Service:3

Node:1

Key Handle:0@

User:officerl

getToken success on server 1(10.0.1.4)
Token:

Id:1

Service:3

Node: 0

Key Handle:0@

User:officerl
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Step 2. Get signatures from approving COs

A CO who has a quorum token must get the token approved by other COs. To give their approval,
the other COs use their signing key to cryptographically sign the token. They do this outside the
HSM.

There are many different ways to sign the token. The following example shows how to do it with
OpenSSL. To use a different signing tool, make sure that the tool uses the CO's private key (signing
key) to sign a SHA-256 digest of the token.

Example - Get signatures from approving COs

In this example, the CO that has the token (officer1) needs at least two approvals. The following
example commands show how two COs can use OpenSSL to cryptographically sign the token.

In the first command, officer1 signs his or her own token. To use the following example commands,
replace these values with your own:

e« officerl.key and officer2.key —The name of the file that contains the CO's signing key.

e« officerl.token.sigl and officerl. token.sig2 - The name of the file to use for storing
the signature. Make sure to save each signature in a different file.

« officerl. token - The name of the file that contains the token that the CO is signing.

$ openssl dgst -sha256 -sign officerl.key -out officerl.token.sigl officerl.token
Enter pass phrase for officerl.key:

In the following command, officer2 signs the same token.

$ openssl dgst -sha256 -sign officer2.key -out officerl.token.sig2 officerl.token
Enter pass phrase for officer2.key:

Step 3. Approve the signed token on the HSM

After a CO gets the minimum number of approvals (signatures) from other COs, he or she must
approve the signed token on the HSM.

To approve the signed token on the HSM

1. Create a token approval file. For more information, see the following example.
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2. Use the following command to start the cloudhsm_mgmt_util command line tool.

$ /opt/cloudhsm/bin/cloudhsm_mgmt_util /opt/cloudhsm/etc/cloudhsm_mgmt_util.cfg

3. Use the loginHSM command to log in to the HSM as a CO. For more information, see ???.

4. Use the approveToken command to approve the signed token, passing the token approval file.
For more information, see the following example.

Example - Create a token approval file and approve the signed token on the HSM

The token approval file is a text file in a particular format that the HSM requires. The file contains
information about the token, its approvers, and the approvers' signatures. The following shows an
example token approval file.

# For "Multi Token File Path", type the path to the file that contains
# the token. You can type the same value for "Token File Path", but

# that's not required. The "Token File Path" line is required in any

# case, regardless of whether you type a value.

Multi Token File Path = officerl.token;

Token File Path = ;

# Total number of approvals
Number of Approvals = 2;

# Approver 1

# Type the approver's type, name, and the path to the file that
# contains the approver's signature.

Approver Type = 2; # 2 for CO, 1 for CU

Approver Name officerl;

Approval File = officerl.token.sigl;

# Approver 2

# Type the approver's type, name, and the path to the file that
# contains the approver's signature.

Approver Type = 2; # 2 for CO, 1 for CU

Approver Name officer2;

Approval File officerl.token.sig2;

After creating the token approval file, the CO uses the cloudhsm_mgmt_util command line tool to
log in to the HSM. The CO then uses the approveToken command to approve the token, as shown
in the following example. Replace approval. txt with the name of the token approval file.
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aws-cloudhsm > approveToken approval. txt
approveToken success on server 0(10.0.2.14)
approveToken success on server 1(10.0.1.4)

When this command succeeds, the HSM has approved the quorum token. To check the status of a
token, use the listTokens command, as shown in the following example. The command's output
shows that the token has the required number of approvals.

The token validity time indicates how long the token is guaranteed to persist on the HSM. Even
after the token validity time elapses (zero seconds), you can still use the token.

aws-cloudhsm > listTokens

Service:3

Node:1

Key Handle:0

User:officerl

Token Validity: 506 sec
Required num of approvers : 2
Current num of approvals : 2
Approver-0: officerl
Approver-1: officer2

Num of tokens =1

Service:3

Node: 0

Key Handle:0

User:officerl

Token Validity: 506 sec
Required num of approvers : 2
Current num of approvals : 2
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Approver-0: officerl
Approver-1: officer2
Num of tokens =1

listTokens success

Step 4. Use the token for user management operations

After a CO has a token with the required number of approvals, as shown in the previous section,
the CO can perform one of the following HSM user management operations:

o Create an HSM user with the createUser command
o Delete an HSM user with the deleteUser command

» Change a different HSM user's password with the changePswd command

For more information about using these commands, see HSM users.

The CO can use the token for only one operation. When that operation succeeds, the token is no
longer valid. To do another HSM user management operation, the CO must get a new quorum
token, get new signatures from approvers, and approve the new token on the HSM.

(® Note

The MofN token is only valid as long as your current login session is open. If you log out of
cloudhsm_mgmt_util or the network connection disconnects, the token is no longer valid.
Similarly, an authorized token can only be used within cloudhsm_mgmt_util, it cannot be
used to authenticate in a different application.

In the following example command, the CO creates a new user on the HSM.

aws-cloudhsm > createUser CU userl <password>
*************************CAUTION********************************

This is a CRITICAL operation, should be done on all nodes in the
cluster. AWS does NOT synchronize these changes automatically with the
nodes on which this operation is not executed or failed, please

ensure this operation is executed on all nodes in the cluster.
khkkkhkhkkhkhhkhkhhkhkhhkhhkhkhhkhkhhhkhhkhkhhkhkhhkhhhkhkhhkhhhkhhkhkhhkhkhhkkhkhhkkhkhkkhikkikkkx%x%

Do you want to continue(y/n)? y
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Creating User userl(CU) on 2 nodes

After the previous command succeeds, a subsequent listUsers command shows the new user.

aws-cloudhsm > listUsers
Users on server 0(10.0.2.14):
Number of users found:8

User Id User Type User Name MofnPubKey
LoginFailureCnt 2FA
1 PCO admin NO
0 NO
2 AU app_user NO
0 NO
3 co officerl YES
0 NO
4 co officer2 YES
0 NO
5 co officer3 YES
0 NO
6 co officer4 YES
0 NO
7 co officer5s YES
0 NO
8 cu userl NO
0 NO

Users on server 1(10.0.1.4):
Number of users found:8

User Id User Type User Name MofnPubKey
LoginFailureCnt 2FA
1 PCO admin NO
0 NO
2 AU app_user NO
0 NO
3 co officerl YES
0 NO
4 co officer2 YES
0 NO
5 co officer3 YES
0 NO
6 co officer4 YES
0 NO
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7 co officer5s YES
0 NO

8 Ccu userl NO
] NO

If the CO tries to perform another HSM user management operation, it fails with a quorum
authentication error, as shown in the following example.

aws-cloudhsm > deleteUser CU userl
Deleting user userl(CU) on 2 nodes
deleteUser failed: RET_MXN_AUTH_FAILED
deleteUser failed on server 0(10.0.2.14)

Retry/rollBack/Ignore?(R/B/I): I
deleteUser failed: RET_MXN_AUTH_FAILED
deleteUser failed on server 1(10.0.1.4)

Retry/rollBack/Ignore?(R/B/I): I

The listTokens command shows that the CO has no approved tokens, as shown in the following
example. To perform another HSM user management operation, the CO must get a new quorum
token, get new signatures from approvers, and approve the new token on the HSM.

aws-cloudhsm > listTokens

Num of tokens = 0

listTokens success

Change the quorum minimum value with AWS CloudHSM Management Utility

After you set the quorum minimum value so that AWS CloudHSM crypto officers (COs) can use
quorum authentication, you might want to change the quorum minimum value. The HSM allows
you to change the quorum minimum value only when the number of approvers is the same or

Using CMU to manage quorum authentication 190



AWS CloudHSM

User Guide

higher than the current quorum minimum value. For example, if the quorum minimum value is

two, at least two COs must approve to change the quorum minimum value.

To get quorum approval to change the quorum minimum value, you need a quorum token for the

setMValue command (service 4). To get a quorum token for the setMValue command (service 4),

the quorum minimum value for service 4 must be higher than one. This means that before you

can change the quorum minimum value for COs (service 3), you might need to change the quorum

minimum value for service 4.

The following table lists the HSM service identifiers along with their names, descriptions, and the

commands that are included in the service.

Service Identifier Service Name

3 USER_MGMT HSM user
management
4 MISC_CO Miscellaneous CO

service

To change the quorum minimum value for crypto officers

Service Description

HSM Commands

e createUser
« deleteUser

« changePswd
(applies only when
changing the
password of a
different HSM user)

« setMValue

1. Use the following command to start the cloudhsm_mgmt_util command line tool.

$ /opt/cloudhsm/bin/cloudhsm_mgmt_util /opt/cloudhsm/etc/cloudhsm_mgmt_util.cfg

2. Use the loginHSM command to log in to the HSM as a CO. For more information, see ???.

3. Use the getMValue command to get the quorum minimum value for service 3. For more

information, see the following example.

4. Use the getMValue command to get the quorum minimum value for service 4. For more

information, see the following example.

Using CMU to manage quorum authentication

191



AWS CloudHSM User Guide

5. If the quorum minimum value for service 4 is lower than the value for service 3, use the
setMValue command to change the value for service 4. Change the value for service 4 to one
that is the same or higher than the value for service 3. For more information, see the following
example.

6. Geta guorum token, taking care to specify service 4 as the service for which you can use the

token.

7. Get approvals (signatures) from other COs.

8. Approve the token on the HSM.

Use the setMValue command to change quorum minimum value for service 3 (user
management operations performed by COs).

Example - Get quorum minimum values and change the value for service 4

The following example command shows that the quorum minimum value for service 3 is currently
two.

aws-cloudhsm > getMValue 3
MValue of service 3[USER_MGMT] on server @ : [2]
MValue of service 3[USER_MGMT] on server 1 : [2]

The following example command shows that the quorum minimum value for service 4 is currently
one.

aws-cloudhsm > getMValue 4
MValue of service 4[MISC_CO] on server 0 : [1]
MValue of service 4[MISC_CO] on server 1 : [1]

To change the quorum minimum value for service 4, use the setMValue command, setting a value
that is the same or higher than the value for service 3. The following example sets the quorum
minimum value for service 4 to two (2), the same value that is set for service 3.

aws-cloudhsm > setMValue 4 2
*************************CAUTION********************************

This is a CRITICAL operation, should be done on all nodes in the
cluster. AWS does NOT synchronize these changes automatically with the
nodes on which this operation is not executed or failed, please

ensure this operation is executed on all nodes in the cluster.

khkkkhhkkhkhhkhkhhhhhhhhkhhkhhhhkhhhkhhkhhhkhhhhhhhhhhhhhhhhhhhhkhhdkkhidkkdddkxx%x%
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Do you want to continue(y/n)? vy
Setting M Value(2) for 4 on 2 nodes

The following commands show that the quorum minimum value is now two for service 3 and
service 4.

aws-cloudhsm > getMValue 3
MValue of service 3[USER_MGMT] on server 0 : [2]
MValue of service 3[USER_MGMT] on server 1 : [2]

aws-cloudhsm > getMValue 4
MValue of service 4[MISC_CO] on server 0 : [2]
MValue of service 4[MISC_CO] on server 1 : [2]
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Keys in AWS CloudHSM

Before you can use your AWS CloudHSM cluster for cryptoprocessing, you must create users and
keys on the hardware security modules (HSM) in your cluster.

In AWS CloudHSM, use any of the following to manage keys on the HSMs in your cluster:

PKCS #11 library

JCE provider
CNG and KSP providers
CloudHSM CLI

Before you can manage keys, you must log in to the HSM with the user name and password of a
crypto user (CU). Only a CU can create a key. The CU who creates a key owns and manages that key.

See the following topics for more information about managing keys in AWS CloudHSM.

Topics

» Key synchronization and durability settings in AWS CloudHSM
AES key wrapping in AWS CloudHSM

Using trusted keys in AWS CloudHSM

Key management with CloudHSM CLI
Key management with the AWS CloudHSM KMU

Key synchronization and durability settings in AWS CloudHSM

AWS CloudHSM synchronizes every token key you create. Key synchronization is mostly an
automatic process, but you can use a minimum of two hardware security modules (HSM) in your
cluster to make keys more durable. This topic describes key synchronization settings, common
issues customers face working with keys on a cluster, and strategies for making keys more durable.

This topic describes key synchronization settings in AWS CloudHSM, common issues customers face
working with keys on a cluster, and strategies for making keys more durable.

Topics
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o AWS CloudHSM key concepts
« Understanding AWS CloudHSM key synchronization
o Change AWS CloudHSM client key durability settings

« Synchronizing keys across cloned AWS CloudHSM clusters

AWS CloudHSM key concepts

The following are concepts to be aware of when working with keys in AWS CloudHSM.
Token keys

Persistent keys that you create during key generate, import or unwrap operations. AWS
CloudHSM synchronizes token keys across a cluster.

Session keys

Ephemeral keys that exist only on one hardware security module (HSM) in the cluster. AWS
CloudHSM does not synchronize session keys across a cluster.

Client-side key synchronization

A client-side process that clones token keys you create during key generate, import or unwrap
operations. You can make token keys more durable by running a cluster with a minimum of two
HSMs.

Server-side key synchronization

Periodically clones keys to every HSM in the cluster. Requires no management.
Client key durability settings
Settings you configure on the client that impact key durability. These settings work differently
in Client SDK 5 and Client SDK 3.
 In Client SDK 5, use this setting to run a single HSM cluster.
« In Client SDK 3, use this setting to specify the number of HSMs required for key creation

operations to succeed.
Understanding AWS CloudHSM key synchronization

AWS CloudHSM uses key synchronization to clone token keys across all the hardware security
modules (HSM) in a cluster. You create token keys as persistent keys during key generation, import,
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or unwrap operations. To distribute these keys across the cluster, CloudHSM offers both client-side
and server-side key synchronization.

A
k
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synchronization X synchronization

The goal with key synchronization—both server side and client side—is to distribute new keys
across the cluster as quickly as possible after you create them. This is important because the
subsequent calls you make to use new keys can get routed to any available HSM in the cluster. If
the call you make routes to an HSM without the key, then the call fails. You can mitigate these
type failures by specifying that your applications retry subsequent calls made after key creation
operations. The time required to synchronize can vary, depending on the workload of your cluster
and other intangibles. Use CloudWatch metrics to determine the timing your application should
employ in this type situation. For more information, see CloudWatch Metrics.

The challenge with key synchronization in a cloud environment is key durability. You create keys on
a single HSM and often begin using those keys immediately. If the HSM on which you create keys
should fail before the keys have been cloned to another HSM in the cluster, you lose the keys and
access to anything encrypted by the keys. To mitigate this risk, we offer client-side synchronization.
Client side synchronization is a client-side process that clones the keys you create during key
generate, import, or unwrap operations. Cloning keys as you create them makes keys more durable.
Of course, you can't clone keys in a cluster with a single HSM. To make keys more durable, we

also recommend you configure your cluster to use a minimum of two HSMs. With client-side
synchronization and a cluster with two HSMs, you can meet the challenge of key durability in a
cloud environment.
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Change AWS CloudHSM client key durability settings

Key synchronization is mostly an automatic process, but you can manage client-side key durability
settings. Client-side key durability settings works differently in Client SDK 5 and Client SDK 3.

 In Client SDK 5, we introduce the concept of key availability quorums which requires you to run
clusters with a minimum of two HSMs. You can use client-side key durability settings to opt out
of the two HSM requirement. For more information about quorums, see the section called “Client
SDK 5 concepts”.

 In Client SDK 3, you use client-side key durability settings to specify the number of HSMs on
which key creation must succeed for the overall operation to be deemed a success.

Client SDK 5 client key durability settings

In Client SDK 5, key synchronization is a fully automatic process. With key availability quorum,
newly created keys must exist on two HSMs in the cluster before your application can use the key.
To use key availability quorum, your cluster must have a minimum of two HSMs.

If your cluster configuration doesn't meet the key durability requirements, any attempt to create or
use a token key will fail with the following error message in the logs:

Key <key handle> does not meet the availability requirements - The key must be
available on at least 2 HSMs before being used.

You can use client configuration settings to opt out of key availability quorum. You might want to
opt out to run a cluster with a single HSM, for example.

Client SDK 5 concepts

Key Availability Quorum

AWS CloudHSM specifies the number of HSMs in a cluster on which keys must exist before your
application can use the key. Requires clusters with a minimum of two HSMs.

Managing client key durability settings

To manage client key durability settings, you must use the configure tool for Client SDK 5.
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PKCS #11 library
To disable client key durability for Client SDK 5 on Linux

« Use the configure tool to disable client key durability settings.

$ sudo /opt/cloudhsm/bin/configure-pkcsll --disable-key-availability-check

To disable client key durability for Client SDK 5 on Windows

«  Use the configure tool to disable client key durability settings.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-pkcsll.exe" --disable-
key-availability-check

OpenSSL Dynamic Engine
To disable client key durability for Client SDK 5 on Linux

« Use the configure tool to disable client key durability settings.

$ sudo /opt/cloudhsm/bin/configure-dyn --disable-key-availability-check

Key Storage Provider (KSP)
To disable client key durability for Client SDK 5 on Windows

«  Use the configure tool to disable client key durability settings.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-ksp.exe" --disable-
key-availability-check

JCE provider
To disable client key durability for Client SDK 5 on Linux

« Use the configure tool to disable client key durability settings.
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$ sudo /opt/cloudhsm/bin/configure-jce --disable-key-availability-check

To disable client key durability for Client SDK 5 on Windows

«  Use the configure tool to disable client key durability settings.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-jce.exe" --disable-
key-availability-check

CloudHSM CLI
To disable client key durability for Client SDK 5 on Linux

« Use the configure tool to disable client key durability settings.

$ sudo /opt/cloudhsm/bin/configure-cli --disable-key-availability-check

To disable client key durability for Client SDK 5 on Windows

«  Use the configure tool to disable client key durability settings.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" --disable-
key-availability-check

Client SDK 3 client key durability settings

In Client SDK 3, key synchronization is mostly an automatic process, but you can use the

client key durability settings to make keys more durable. You specify the number of HSMs on
which key creation must succeed for the overall operation to be deemed a success. Client-side
synchronization always makes a best-effort attempt to clone keys to every HSM in the cluster no
matter what setting you choose. Your setting enforces key creation on the number of HSMs you
specify. If you specify a value and the system cannot replicate the key to that number of HSMs,
then the system automatically cleans up any unwanted key material and you can try again.
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/A Important
If you don't set client key durability settings (or if you use the default value of 1), your keys

are vulnerable to loss. If your current HSM should fail before the server-side service has
cloned that key to another HSM, you lose the key material.

To maximize key durability, consider specifying at least two HSMs for client-side synchronization.
Remember that no matter how many HSMs you specify, the workload on your cluster remains the
same. Client-side synchronization always makes a best-effort attempt to clone keys to every HSM
in the cluster.

Recommendations

o Minimum: Two HSMs per cluster

o Maximum: One fewer than the total number of HSMs in your cluster

If client-side synchronization fails, the client service cleans up any unwanted keys that may have
been created and are now unwanted. This clean up is a best-effort response that may not always
work. If cleanup fails, you may have to delete unwanted key material. For more information, see
Key Synchronization Failures.

Setting up the configuration file for client key durability

To specify client key durability settings, you must edit cloudhsm_client.cfq.
To edit the client configuration file

1. Opencloudhsm_client.cfg.

Linux;

/opt/cloudhsm/etc/cloudhsm_client.cfg

Windows:

C:\ProgrambData\Amazon\CloudHSM\data\cloudhsm_client.cfg
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2. Inthe client node of the file, add create_object_minimum_nodes and specify a value for
the minimum number of HSMs on which AWS CloudHSM must successfully create keys for key
creation operations to succeed.

"create_object_minimum_nodes" : 2

® Note

The key_mgmt_util (KMU) command-line tool has an additional setting for client
key durability. For more information, see the section called “KMU and client-side

synchronization”

Configuration reference

These are the client-side synchronization properties, shown in an excerpt of the
cloudhsm_client.cfq:

"client": {
"create_object_minimum_nodes" : 2,

iy

create_object_minimum_nodes

Specifies the minimum number of HSMs required to deem key generation, key import, or
key unwrap operations a success. If set, the default is 1. This means that for every key create
operation, the client-side service attempts to create keys on every HSM in the cluster, but to
return a success, only needs to create a single key on one HSM in the cluster.

KMU and client-side synchronization

If you create keys with the key_mgmt_util (KMU) command-line tool, you use an optional
command line parameter (-min_szrv) to limit the number of HSMs on which to clone keys. If you
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specify the command-line parameter and a value in the configuration file, AWS CloudHSM honors
the LARGER of the two values.

For more information, see the following topics:

» genDSAKeyPair

» genECCKeyPair

» genRSAKeyPair

« genSymKey

» importPrivateKey

o importPubKey

« imSymKey
« insertMaskedObiject

» unWrapKey

Synchronizing keys across cloned AWS CloudHSM clusters

Client-side and server-side synchronization are only for synchronizing keys within the same AWS
CloudHSM cluster. If you copy a backup of a cluster to another region, you can use the syncKey
command of the cloudhsm_mgmt_util (CMU) for synchronizing keys between clusters. You might
use cloned clusters for cross-region redundancy or to simplify your disaster recovery process. For
more information, see syncKey.

AES key wrapping in AWS CloudHSM

This topic describes the options for AES key wrapping in AWS CloudHSM. AES key wrapping uses an
AES key (the wrapping key) to wrap another key of any type (the target key). You use key wrapping
to protect stored keys or transmit keys over insecure networks.

Topics

» Supported algorithms

» Using AES key wrap in AWS CloudHSM
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Supported algorithms

AWS CloudHSM offers three options for AES key wrapping, each based on how the target key is
padded before being wrapped. Padding is done automatically, in accordance with the algorithm
you use, when you call key wrap. The following table lists the supported algorithms and associated
details to help you choose an appropriate wrapping mechanism for your application.

AES Key Wrap Specification Supported Padding AWS CloudHSM
Algorithm Target Key Scheme Client Availabil
Types ity
AES Key Wrap RFC 5649 and All Adds zeros SDK 3.1 and
with Zero SP 800-38F after key bits, later
Padding if necessary, to
block align
AES Key Wrap RFC 3394 and Block-aligned None SDK 3.1 and
with No Padding  SP 800-38F keys such as AES later
and 3DES
AES Key Wrap None All At least 8 bytes All
with PKCS #5 are added as
Padding per PKCS #5

padding scheme
to block align

To learn how to use the AES key wrap algorithms from the preceding table in your application, see
Using AES Key Wrap in AWS CloudHSM.

Understanding initialization vectors in AES key wrap

Prior to wrapping, CloudHSM appends an initialization vector (IV) to the target key for data
integrity. Each key wrap algorithm has specific restrictions on what type of IV is allowed. To set the
IV in AWS CloudHSM, you have two options:

« Implicit: set the IV to NULL and CloudHSM uses the default value for that algorithm for wrap and
unwrap operations (recommended)

» Explicit: set the IV by passing the default IV value to the key wrap function
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/A Important

You must understand what IV you are using in your application. To unwrap the key, you
must provide the same IV that you used to wrap the key. If you use an implicit IV to wrap,
then use an implicit IV to unwrap. With an implicit IV, CloudHSM will use the default value
to unwrap.

The following table describes permitted values for 1Vs, which the wrapping algorithm specifies.

AES Key Wrap Algorithm Implicit IV Explicit IV
AES Key Wrap with Zero Required Not allowed
Padding

Default value: (IV calculated
internally based on specifica

tion)
AES Key Wrap with No Allowed (recommended) Allowed
Padding
Default value: 9xA6AG6A6A Only this value accepted:
6A6A6A6A6 OxA6A6A6A6A6A6A6A6
AES Key Wrap with PKCS #5 Allowed (recommended) Allowed
Padding
Default value: 9xA6AG6A6A Only this value accepted:
6A6A6A6A6 OxA6A6A6A6A6A6A6A6

Using AES key wrap in AWS CloudHSM

You wrap and unwrap keys as follows:

« In the PKCS #11 library, select the appropriate mechanism for the C_WrapKey and
C_UnWrapKey functions as shown in the following table.

« In the JCE provider, select the appropriate algorithm, mode and padding combination,
implementing cipher methods Cipher.WRAP_MODE and Cipher.UNWRAP_MODE as shown in the
following table.
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 In the CloudHSM CLI, choose the appropriate algorithm from the list of supported The key wrap

command in CloudHSM CLI and The key unwrap command in CloudHSM CLI algorithms as shown

in the following table.

o In key_mgmt_util (KMU), use commands Export an AWS CloudHSM key using KMU and Unwrap

an AWS CloudHSM key using KMU with appropriate m values as shown in the following table.

AES Key Wrap
Algorithm

AES Key Wrap
with Zero
Padding

AES Key Wrap
with No Padding

AES Key Wrap
with PKCS #5
Padding

PKCS #11
Mechanism

o CKM_CLOUD

HSM_AES_K
EY_WRAP_Z
ERO_PAD
(Vendor
Defined
Mechanism)

CKM_CLOUD
HSM_AES_K
EY_WRAP_N
O_PAD
(Vendor
Defined
Mechanism)

CKM_CLOUD
HSM_AES_K
EY_WRAP_P
KCS5_PAD
(Vendor
Defined
Mechanism)

Java Method

AESWrap/E
CB/ZeroPa
dding

AESWrap/E
CB/NoPadd
ing

AESWrap/E
CB/PKCS5P
adding

CloudHSM CLI
Sub Command

aes-zero-pad

aes-no-pad

aes-pkcs5-pad

Key
Management
Utility (KMU)
Argument

m=6

m=4

Using AES key wrap in AWS CloudHSM

205



AWS CloudHSM User Guide

Using trusted keys in AWS CloudHSM

AWS CloudHSM supports trusted key wrapping to protect data keys from insider threats. This topic
describes how to create trusted keys to secure data.

Topics
» Understanding trusted keys in AWS CloudHSM
o Trusted key attributes in AWS CloudHSM

» How to use trusted keys to wrap data keys in AWS CloudHSM

» How to unwrap a data key with a trusted key for AWS CloudHSM

Understanding trusted keys in AWS CloudHSM

A trusted key is a key that is used to wrap other keys and that admins and cryptographic officers
(COs) specifically identify as trusted using the attribute CKA_TRUSTED. Additionally, admins and
cryptographic officers (COs) use CKA_UNWRAP_TEMPLATE and related attributes to specify what
actions data keys can do once they are unwrapped by a trusted key. Data keys that are unwrapped
by the trusted key must also contain these attributes for the unwrap operation to succeed, which
helps ensure that unwrapped data keys are only permitted for the use you intend.

Use the attribute CKA_WRAP_WITH_TRUSTED to identify all of the data keys you want to wrap with
trusted keys. Doing this allows you to restrict data keys so applications can only use trusted keys

to unwrap them. Once you set this attribute on the data keys, the attribute becomes read-only and
you cannot change it. With these attributes in place, applications can only unwrap your data keys
with the keys you trust, and unwraps always result in data keys with attributes that limit how these
keys can be used.

Trusted key attributes in AWS CloudHSM

The following attributes allow you to mark an AWS CloudHSM key as trusted, specify a data key
can only be wrapped and unwrapped with a trusted key, and control what a data key can do after it
is unwrapped:

o CKA_TRUSTED: Apply this attribute (in addition to CKA_UNWRAP_TEMPLATE) to the key that will
wrap data keys to specify that an admin or crypto officer (CO) has done the necessary diligence
and trusts this key. Only an admin or CO can set CKA_TRUSTED. The crypto user (CU) owns the
key, but only a CO can set its CKA_TRUSTED attribute.
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o CKA_WRAP_WITH_TRUSTED: Apply this attribute to an exportable data key to specify
that you can only wrap this key with keys marked as CKA_TRUSTED. Once you set
CKA_WRAP_WITH_TRUSTED to true, the attribute becomes read-only and you cannot change or
remove the attribute.

o CKA_UNWRAP_TEMPLATE: Apply this attribute to the wrapping key (in addition to CKA_TRUSTED)
to specify which attribute names and values the service must automatically apply to data keys
that the service unwraps. When an application submits a key for unwrapping, the application can
also provide its own unwrap template. If you specify an unwrap template and the application
provides its own unwrap template, the HSM uses both templates to apply attribute names and
values to the key. However, if a value in the CKA_UNWRAP_TEMPLATE for the wrapping key
conflicts with an attribute provided by the application during the unwrap request, then the
unwrap request fails.

For more information about attributes, refer to the following topics:

« PKCS #11 key attributes

» JCE key attributes

o CloudHSM CLI key attributes

How to use trusted keys to wrap data keys in AWS CloudHSM

To use a trusted key to wrap a data key in AWS CloudHSM, you must complete three basic steps:

1. For the data key you plan to wrap with a trusted key, set its CKA_WRAP_WITH_TRUSTED
attribute to true.

2. For the trusted key you plan to wrap the data key with, set its CKA_TRUSTED attribute to true.

3. Use the trusted key to wrap the data key.

Step 1: Set the data key's CKA_WRAP_WITH_TRUSTED to true

For the data key you want to wrap, choose one of the following options to set the key's
CKA_WRAP_WITH_TRUSTED attribute to true. Doing this restricts the data key so applications can
only use trusted keys to wrap it.
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Option 1: If generating a new key, set CKA_WRAP_WITH_TRUSTED to true

Generate a key using PKCS #11, JCE, or CloudHSM CLI. See the following examples for more
details.

PKCS #11

To generate a key with PKCS #11, you need to set the key's CKA_WRAP_WITH_TRUSTED
attribute to true. As shown in the following example, do this by including this attribute in the
key's CK_ATTRIBUTE template and then setting the attribute to true:

CK_BYTE_PTR label = "test_key";

CK_ATTRIBUTE template[] = {
{CKA_WRAP_WITH_TRUSTED, &true_val, sizeof (CK_BBOOL)},
{CKA_LABEL, label, strlen(label)},

I

For more information, see our public samples demonstrating key generation with PKCS #11.

JCE

To generate a key with JCE, you need to set the key's WRAP_WITH_TRUSTED attribute to
true. As shown in the following example, do this by including this attribute in the key's
KeyAttributesMap and then setting the attribute to true:

final String label = "test_key";

final KeyAttributesMap keySpec = new KeyAttributesMap();
keySpec.put(KeyAttribute .WRAP_WITH_TRUSTED, true);
keySpec.put(KeyAttribute.LABEL, label);

For more information, see our public samples demonstrating key generation with JCE.

CloudHSM CLI

To generate a key with CloudHSM CLI, you need to set the key's wrap-with-trusted attribute

to true. Do this by including wrap-with-trusted=true in the appropriate argument for the
key generation command:

o For symmetric keys, add wrap-with-trusted to the attributes argument.
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» For public keys, add wrap-with-trusted to the public-attributes argument.

» For private keys, add wrap-with-trusted to the private-attributes argument.

For more information on key pair generation, see The generate-asymmetric-pair category in
CloudHSM CLI.

For more information on symmetric key generation, see The generate-symmetric category in
CloudHSM CLI.

Option 2: If using an existing key, use CloudHSM CLI to set its CKA_WRAP_WITH_TRUSTED to
true

To set an existing key's CKA_WRAP_WITH_TRUSTED attribute to true, follow these steps:

1. Use the Log in to an HSM using CloudHSM CLI command to log in as a crypto user (CU).

2. Use the Set the attributes of keys with CloudHSM CLI command to set the key's wrap-with-
trusted attribute to true.

aws-cloudhsm > key set-attribute --filter attr.label=test_key --name wrap-with-
trusted --value true

{
"error_code": 0,
"data": {
"message": "Attribute set successfully"
}
}

Step 2: Set the trusted key's CKA_TRUSTED to true

To make a key a trusted key, its CKA_TRUSTED attribute must be set to true. You can either use
CloudHSM CLI or the CloudHSM Management Utility (CMU) to do this.

o If using CloudHSM CLI to set a key's CKA_TRUSTED attribute, see Mark a key as trusted using
CloudHSM CLI.

« If using the CMU to set a key's CKA_TRUSTED attribute, see How to mark a key as trusted with
the AWS CloudHSM Management Utility.
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Step 3. Use the trusted key to wrap the data key

To wrap the data key referenced in Step 1 with the trusted key you set in Step 2, refer to the
following links for code samples. Each demonstrates how to wrap keys.

o AWS CloudHSM PKCS #11 examples
o AWS CloudHSM JCE examples

How to unwrap a data key with a trusted key for AWS CloudHSM

To unwrap a data key in AWS CloudHSM, you need a trusted key that has CKA_UNWRAP set to true.
To be such a key, it must also meet the following criteria:

« The key's CKA_TRUSTED attribute must be set to true.

e The key must use CKA_UNWRAP_TEMPLATE and related attributes to specify what actions data
keys can perform once they are unwrapped. If, for example, you want an unwrapped key to be
non-exportable, you set CKA_EXPORTABLE = FALSE as part of the CKA_UNWRAP_TEMPLATE.

(@ Note
CKA_UNWRAP_TEMPLATE is only available with PKCS #11.

When an application submits a key to be unwrapped, the application can also provide its own
unwrap template. If you specify an unwrap template and the application provides its own unwrap
template, the HSM uses both templates to apply attribute names and values to the key. However,
if during the unwrap request a value in the trusted key's CKA_UNWRAP_TEMPLATE conflicts with an
attribute provided by the application, the unwrap request fails.

To see an example on unwrapping a data key with a trusted key, refer to this PKCS #1171 example.

Key management with CloudHSM CLI

If using the latest SDK version series, use CloudHSM CLI to manage the keys in your AWS
CloudHSM cluster. For more details, see the topics below.

« Using trusted keys describes how to use CloudHSM CLI to create trusted keys to secure data.
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» Generating keys includes instructions on creating keys, including symmetric keys, RSA keys, and
EC keys.

« Deleting keys describes how key owners delete keys.

« Sharing and unsharing keys details how key owners share and unshare keys.

« Filtering keys offers guidelines on how to use filters to find keys.

« Manage key quorum authentication (M of N) offers guidelines on how to setup and use quorum
authentication with keys.

Generate keys with CloudHSM CLI

Before you can generate a key, you must start CloudHSM CLI and log in as a crypto user (CU). To
generate keys on the HSM, use the command that corresponds to the type of key that you want to

generate.

Topics

» Generate symmetric keys with CloudHSM CLI

o Generate asymmetric keys using CloudHSM CLI
o AWS CloudHSM key related topics

Generate symmetric keys with CloudHSM CLI

Use the commands listed in The generate-symmetric category in CloudHSM CLI to generate

symmetric keys for AWS CloudHSM. To see all available options, use the help key generate-
symmetric command.

Generate an AES key

Use the key generate-symmetric aes command to generate AES keys. To see all available options,
use the help key generate-symmetric aes command.

Example

The following example generates a 32-byte AES key.

aws-cloudhsm > key generate-symmetric aes \
--label aes-example \
--key-length-bytes 32
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Arguments
<LABEL>
Specifies a user-defined label for the AES key.

Required: Yes
<KEY-LENGTH-BYTES>

Specifies the key length in bytes.

Valid values:
e 16, 24, and 32

Required: Yes
<KEY_ATTRIBUTES>

Specifies a space separated list of key attributes to set for the generated AES key in the form of
KEY_ATTRIBUTE_NAME=KEY_ATTRIBUTE_VALUE (for example, sign=true)

For a list of supported AWS CloudHSM key attributes, see Key attributes for CloudHSM CLI.

Required: No

<SESSION>
Creates a key that exists only in the current session. The key cannot be recovered after the
session ends. Use this parameter when you need a key only briefly, such as a wrapping key that

encrypts, and then quickly decrypts, another key. Do not use a session key to encrypt data that
you might need to decrypt after the session ends.

To change a session key to a persistent (token) key, use key set-attribute.

By default, when keys are generated they are persistent/token keys. Using <SESSION> changes
this, ensuring a key generated with this argument is a session/ephemeral

Required: No

Generate generic secret key

Use the key generate-symmetric generic-secret command to generate generic secret keys. To see
all available options, use the help key generate-symmetric generic-secret command.
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Example

The following example generates a 32-byte generic secret key.

aws-cloudhsm > key generate-symmetric generic-secret \
--label generic-secret-example \
--key-length-bytes 32

Arguments

<LABEL>
Specifies a user-defined label for the generic secret key.

Required: Yes
<KEY-LENGTH-BYTES>

Specifies the key length in bytes.

Valid values:

« 1to 800

Required: Yes
<KEY_ATTRIBUTES>

Specifies a space separated list of key attributes to set for the generated generic secret key in
the form of KEY_ATTRIBUTE_NAME=KEY_ATTRIBUTE_VALUE (for example, sign=true)

For a list of supported AWS CloudHSM key attributes, see Key attributes for CloudHSM CLI.

Required: No

<SESSION>
Creates a key that exists only in the current session. The key cannot be recovered after the
session ends. Use this parameter when you need a key only briefly, such as a wrapping key that

encrypts, and then quickly decrypts, another key. Do not use a session key to encrypt data that
you might need to decrypt after the session ends.

To change a session key to a persistent (token) key, use key set-attribute.
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By default, when keys are generated they are persistent/token keys. Using <SESSION> changes
this, ensuring a key generated with this argument is a session/ephemeral

Required: No

Generate asymmetric keys using CloudHSM CLI

Use the commands listed in The generate-asymmetric-pair category in CloudHSM CLI to
generate asymmetric key pairs for AWS CloudHSM clusters.

Generate an RSA key

Use the key generate-asymmetric-pair rsa command to generate an RSA key pair. To see all
available options, use the help key generate-asymmetric-pair rsa command.

Example

The following example generates an RSA 2048-bit key pair.

aws-cloudhsm > key generate-asymmetric-pair rsa \
--public-exponent 65537 \
--modulus-size-bits 2048 \
--public-label rsa-public-example \
--private-label rsa-private-example

Arguments
<PUBLIC_LABEL>
Specifies a user-defined label for the public-key.

Required: Yes
<PRIVATE_LABEL>

Specifies a user-defined label for the private-key.

Required: Yes
<MODULUS_SIZE_BITS>

Specifies the length of the modulus in bits. The minimum value is 2048.
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Required: Yes
<PUBLIC_EXPONENT>

Specifies the public exponent. The value must be an odd number greater than or equal to
65537.

Required: Yes
<PUBLIC_KEY_ATTRIBUTES>

Specifies a space-separated list of key attributes to set for the generated RSA public key in the
form of KEY_ATTRIBUTE_NAME=KEY_ATTRIBUTE_VALUE (for example, sign=true).

For a list of supported AWS CloudHSM key attributes, see Key attributes for CloudHSM CLI.

Required: No
<SESSION>

Creates a key that exists only in the current session. The key cannot be recovered after the
session ends. Use this parameter when you need a key only briefly, such as a wrapping key that
encrypts, and then quickly decrypts, another key. Do not use a session key to encrypt data that
you might need to decrypt after the session ends.

To change a session key to a persistent (token) key, use key set-attribute.

By default, when keys are generated they are persistent/token keys. Using <SESSION> changes
this, ensuring a key generated with this argument is a session/ephemeral

Required: No

Generate EC (elliptic curve cryptography) key pairs

Use the key generate-asymmetric-pair ec command to generate an EC key pair. To see all
available options,including a list of the supported elliptic curves, use the help key generate-
asymmetric-pair ec command.

Example

The following example generates an EC key pair using the Secp384r1 elliptic curve.

aws-cloudhsm > key generate-asymmetric-pair ec \
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--curve secp384rl \
--public-label ec-public-example \
--private-label ec-private-example

Arguments
<PUBLIC_LABEL>

Specifies a user-defined label for the public-key. The maximum size allowable for 1abel is
127 characters for Client SDK 5.11 and after. Client SDK 5.10 and before has a limit of 126
characters.

Required: Yes
<PRIVATE_LABEL>

Specifies a user-defined label for the private-key. The maximum size allowable for 1abel is
127 characters for Client SDK 5.11 and after. Client SDK 5.10 and before has a limit of 126
characters.

Required: Yes
<CURVE>

Specifies the identifier for the elliptic curve.

Valid values:
e prime256v1
e secp256r1
e secp224ri
e secp384ri
o secp256k1
e secp521r1

Required: Yes
<PUBLIC_KEY_ATTRIBUTES>

Specifies a space-separated list of key attributes to set for the generated EC public key in the
form of KEY_ATTRIBUTE_NAME=KEY_ATTRIBUTE_VALUE (for example, verify=true).

For a list of supported AWS CloudHSM key attributes, see Key attributes for CloudHSM CLI.
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Required: No
<PRIVATE_KEY_ATTRIBUTES>

Specifies a space-separated list of key attributes to set for the generated EC private key in the
form of KEY_ATTRIBUTE_NAME=KEY_ATTRIBUTE_VALUE (for example, sign=tzrue).

For a list of supported AWS CloudHSM key attributes, see Key attributes for CloudHSM CLI.

Required: No

<SESSION>
Creates a key that exists only in the current session. The key cannot be recovered after the
session ends. Use this parameter when you need a key only briefly, such as a wrapping key that

encrypts, and then quickly decrypts, another key. Do not use a session key to encrypt data that
you might need to decrypt after the session ends.

To change a session key to a persistent (token) key, use key set-attribute.

By default, keys that are generated are persistent (token) keys. Passing in <SESSION> changes
this, ensuring a key generated with this argument is a session (ephemeral) key.

Required: No

AWS CloudHSM key related topics
See the following sections for additional information about keys in AWS CloudHSM.

» Key attributes for CloudHSM CLI

» The generate-asymmetric-pair category in CloudHSM CLI

» The generate-symmetric category in CloudHSM CLI

Delete keys using CloudHSM CLI

Use the example in this topic to delete a key with CloudHSM CLI. Only key owners can delete keys.

Topics

« Example: Delete a key

» Related topics
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Example: Delete a key

1. Run the key list command to identify the key you want to delete:

aws-cloudhsm > key list --filtexr attr.label="my_key_to_delete" --verbose

{
"error_code": 0,
"data": {
"matched_keys": [
{
"key-reference": "0x0000000000540011",
"key-info": {
"key-owners": [
{
"username": "my_crypto_user",
"key-coverage": "full"
}
1,

"shared-users": [],
"key-quorum-values": {
"manage-key-quorum-value": 0,
"use-key-quorum-value": 0
1,
"cluster-coverage": "full"
1,
"attributes": {
"key-type": "rsa",
"label": "my_key_to_delete",

Ilidll: IIII’
"check-value": "@x29bbd1",
"class": "private-key",

"encrypt": false,
"decrypt": true,

"token": true,
"always-sensitive": true,
"derive": false,
"destroyable": true,
"extractable": true,
"local": true,
"modifiable": true,
"never-extractable": false,
"private": true,
"sensitive": true,
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"sign": true,

"trusted": false,

"unwrap": true,

"verify": false,

"wrap": false,

"wrap-with-trusted": false,

"key-length-bytes": 1217,

"public-exponent": "0x010001",

"modulus":
"@x8b3a7c20618e8be@8220ed8ab2c8550b65fclaad8d4cf@4fbf2be685F97eeb78fcbbad9b02cd91a3b15e99¢

"modulus-size-bits": 2048

}
1,
"total_key_count": 1,
"returned_key_count": 1

2. After identifying the key, run the key delete with the key's unique label attribute to delete
the key:

aws-cloudhsm > key delete --filter attr.label="my_key_ to_delete"

{
"error_code": 0,
"data": {
"message": "Key deleted successfully"
}
}

3.  Run the key list command with the key's unique 1abel attribute and confirm the key has been
deleted. As shown in the following example, no key with the label my_key_to_delete isin
the HSM cluster:

aws-cloudhsm > key list --filter attr.label="my_key_to_delete"

{
"error_code": 0,
"data": {
"matched_keys": [],
"total_key_count": O,
"returned_key_count": 0
}
}
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Related topics

» Key attributes for CloudHSM CLI
» Delete a key with CloudHSM CLI

Share and unshare keys using CloudHSM CLI

Use the commands in this topic to share and unshare keys in CloudHSM CLI. In AWS CloudHSM, the
crypto user (CU) who creates the key owns it. The owner can use the key share and key unshare
commands to share and unshare the key with other CUs. Users with whom the key is shared can
use the key in cryptographic operations, but they cannot export the key, delete the key, or share it
with other users.

Before you can share a key, you must log in to the HSM as the crypto user (CU) who owns the key.

Topics

« Example: Sharing and unsharing a key

» Related topics

Example: Sharing and unsharing a key
Example

The following example shows how to share and unshare a key with crypto user (CU) alice. Along
with the key share and key unshare commands, sharing and unsharing commands also requires a
specific key using CloudHSM CLI key filters and the specific username of the user whom the key will
be shared or unshared with.

1. Start by running the key list command with a filter to return a specific key and see whom the
key is already shared with.

aws-cloudhsm > key list --filtexr attr.label="rsa_key_to_share" --verbose
{
"error_code": 0,
"data": {
"matched_keys": [
{

"key-reference": "0x00000000001c0686",
"key-info": {
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"key-owners": [

{

}
1,

"username": "cu3",
"key-coverage": "full"

"shared-users": [

{

+
1,

"username": "cu2",
"key-coverage": "full"

"username": "cul",
"key-coverage": "full"

"username": "cu4",
"key-coverage": "full"

"username": "cub",
"key-coverage": "full"

"username": "cu6",
"key-coverage": "full"

"username": "cu7",
"key-coverage": "full"

"key-quorum-values": {

"manage-key-quorum-value": 0,
"use-key-quorum-value": 0

iy

"cluster-coverage": "full"

iy

"attributes": {
"key-type": "rsa",

"label": "rsa_key_to_share",
Ilidll: Illl’

"check-value": "@xae8ff0",
"class": "private-key",
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"encrypt": false,

"decrypt": true,

"token": true,

"always-sensitive": true,

"derive": false,

"destroyable": true,

"extractable": true,

"local": true,

"modifiable": true,

"never-extractable": false,

"private": true,

"sensitive": true,

"sign": true,

"trusted": false,

"unwrap": true,

"verify": false,

"wrap": false,

"wrap-with-trusted": false,

"key-length-bytes": 1219,

"public-exponent": "0x010001",

"modulus":
"@xa8855cba933cec@c21a4df0450ec31675c024f3e65b2b215a53d2bdabdcd191f75729150b59b4d86df58254

"modulus-size-bits": 2048

}
1,
"total_key_count": 1,
"returned_key_count": 1

2. View the shared-users output to identify whom the key is currently shared with.

3. To share this key with crypto user (CU) alice, enter the following command:

aws-cloudhsm > key share --filter attr.label="rsa_key_to_share" attr.class=private-
key --username alice --role crypto-user

{
"error_code": 0,
"data": {
"message": "Key shared successfully"
}
}
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Note that, along with the key share command, this command uses the unique label of the key
and the name of the user whom the key will be shared with.

4. Run the key list command to confirm that the key has been shared with alice:

aws-cloudhsm > key list --filtexr attr.label="rsa_key_to_share" --verbose
{
"error_code": 0,
"data": {
"matched_keys": [
{
"key-reference": "0x00000000001c0686",
"key-info": {
"key-owners": [
{
"username": "cu3",
"key-coverage": "full"
}
1,
"shared-users": [
{
"username": "cu2",
"key-coverage": "full"
1,
{
"username": "cul",
"key-coverage": "full"
1,
{
"username": '"cu4",
"key-coverage": "full"
1,
{
"username": "cu5",
"key-coverage": "full"
1,
{
"username": "cu6",
"key-coverage": "full"
1,
{
"username": "cu7",
"key-coverage": "full"
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},
{
"username": "alice",
"key-coverage": "full"
}
1,

"key-quorum-values": {
"manage-key-quorum-value": 0,
"use-key-quorum-value": 0

},

"cluster-coverage": "full"

},
"attributes": {

Ilkey_typell: "ISa" ,

"label": "rsa_key_to_share",
Ilidll: Illl’

"check-value": "@xae8ff0",
"class": "private-key",

"encrypt": false,

"decrypt": true,

"token": true,

"always-sensitive": true,

"derive": false,

"destroyable": true,

"extractable": true,

"local": true,

"modifiable": true,

"never-extractable": false,

"private": true,

"sensitive": true,

"sign": true,

"trusted": false,

"unwrap": true,

"verify": false,

"wrap": false,

"wrap-with-trusted": false,

"key-length-bytes": 1219,

"public-exponent": "0x010001",

"modulus":
"@xa8855cba933cec@c21a4df0450ec31675c024f3e65b2b215a53d2bdabdcd191f75729150b59b4d86df58254

"modulus-size-bits": 2048

}
1,
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"total_key_count": 1,
"returned_key_count": 1

5. To unshare the same key with alice, run the following unshare command:

aws-cloudhsm > key unshare --filter attr.label="rsa_key_to_share"
attr.class=private-key --username alice --role crypto-user

{
"error_code": 0,
"data": {
"message": "Key unshared successfully"
}
}

Note that, along with the key unshare command, this command uses the unique label of the
key and the name of the user whom the key will be shared with.

6. Run the key list command again and confirm the key was unshared with crypto user alice:

aws-cloudhsm > key list --filtexr attr.label="rsa_key_to_share" --verbose
{
"error_code": 0O,
"data": {
"matched_keys": [
{
"key-reference": "0x00000000001c0686",
"key-info": {
"key-owners": [
{
"username": '"cu3",
"key-coverage": "full"
}
1,
"shared-users": [
{
"username": "cu2",
"key-coverage": "full"
1,
{
"username": "cul",
"key-coverage": "full"
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},
{
"username": "cu4",
"key-coverage": "full"
},
{
"username": "cu5",
"key-coverage": "full"
},
{
"username": "cu6",
"key-coverage": "full"
},
{
"username": "cu7",
"key-coverage": "full"
},

1,

"key-quorum-values": {
"manage-key-quorum-value": 0,
"use-key-quorum-value": 0

I

"cluster-coverage": "full"

I
"attributes": {

"key-type": "rsa",

"label": "rsa_key_to_share",

"id". ",

"check-value": "@xae8ff0",

"class": "private-key",

"encrypt": false,

"decrypt": true,

"token": true,

"always-sensitive": true,

"derive": false,

"destroyable": true,

"extractable": true,

"local": true,

"modifiable": true,

"never-extractable": false,

"private": true,

"sensitive": true,

"sign": true,

"trusted": false,
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"unwrap": true,
"verify": false,
"wrap": false,
"wrap-with-trusted": false,
"key-length-bytes": 1219,
"public-exponent": "0x010001",
"modulus":
"@xa8855cba933cec@c21a4df0450ec31675c024f3e65b2b215a53d2bdabdcd191f75729150b59b4d86df58254
"modulus-size-bits": 2048
}
}

15
"total_key_count": 1,

"returned_key_count": 1

Related topics

Key attributes for CloudHSM CLI
Share a key using CloudHSM CLI
Unshare a key using CloudHSM CLI
Filter keys using CloudHSM CLI

Filter keys using CloudHSM CLI

Use the following key commands to utilize the standardized key filtration mechanisms for
CloudHSM CLI.

key list

key delete

key share

key unshare

key set-attribute

To select and/or filter keys with CloudHSM CLI, key commands utilize a standardized filtration
mechanism based on Key attributes for CloudHSM CLI. A key or set of keys can be specified in
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key commands by using one or more AWS CloudHSM attributes that can identify a single key or
multiple keys. The key filtration mechanism operates only on keys that the currently logged in user
owns and shares, as well as all public keys in the AWS CloudHSM cluster.

Topics

Requirements

Filtering to find a single key

Filtration Errors

Related topics

Requirements
To filter keys, you must be a logged in as a crypto user (CUs).

Filtering to find a single key

Please note that in the following examples, each attribute that is used as a filter must be written in
the form of attr.KEY_ATTRIBUTE_NAME=KEY_ATTRIBUTE_VALUE. For example, if you want to
filter by the label attribute, you will write attr.label=my_label.

Example Use a single attribute to find a single key

This example demonstrates how to filter to a single unique key using only a single identifying
attribute.

aws-cloudhsm > key list --filtexr attr.label="my_unique_key_label" --verbose
{
"error_code": 0,
"data": {
"matched_keys": [
{
"key-reference": "0x00000000001c0686",
"key-info": {
"key-owners": [
{
"username": "cul",
"key-coverage": "full"
}
1,

"shared-users": [
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"username": "alice",
"key-coverage": "full"
}
1,
"key-quorum-values": {
"manage-key-quorum-value": 0,
"use-key-quorum-value": 0

},
"cluster-coverage": "full"
},
"attributes": {
"key-type": "rsa",
"label": "my_unique_key_label",
"id". ",
"check-value": "0xae8ff0Q",
"class": "private-key",

"encrypt": false,

"decrypt": true,

"token": true,

"always-sensitive": true,

"derive": false,

"destroyable": true,

"extractable": true,

"local": true,

"modifiable": true,

"never-extractable": false,

"private": true,

"sensitive": true,

"sign": true,

"trusted": false,

"unwrap": true,

"verify": false,

"wrap": false,

"wrap-with-trusted": false,

"key-length-bytes": 1219,

"public-exponent": "0x010001",

"modulus":
"@xa8855cba933cec@c21a4df0450ec31675c024f3e65b2b215a53d2bdabdcd191f75729150b59b4d86df58254c8fE

"modulus-size-bits": 2048

}
1,
"total_key_count": 1,
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"returned_key_count": 1

Example Use a multiple attributes to find a single key

The following example demonstrates how to find a single key using multiple key attributes.

aws-cloudhsm > key list --filtexr attr.key-type=rsa attr.class=private-key attr.check-
value=0x29bbdl --verbose

{
"error_code": 0,
"data": {
"matched_keys": [
{
"key-reference": "0x0000000000540011",
"key-info": {
"key-owners": [
{
"username": "cu3",
"key-coverage": "full"
}
1,
"shared-users": [
{
"username": "cu2",
"key-coverage": "full"
}
1,

"key-quorum-values": {
"manage-key-quorum-value": O,
"use-key-quorum-value": 0

.

"cluster-coverage": "full"

.
"attributes": {

Ilkey_typell: "ISa",

"label": "my_crypto_user",
Ilidll: Illl’

"check-value": "@x29bbdl",
"class": "my_test_key",

"encrypt": false,
"decrypt": true,
"token": true,
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"always-sensitive": true,

"derive": false,

"destroyable": true,

"extractable": true,

"local": true,

"modifiable": true,

"never-extractable": false,

"private": true,

"sensitive": true,

"sign": true,

"trusted": false,

"unwrap": true,

"verify": false,

"wrap": false,

"wrap-with-trusted": false,

"key-length-bytes": 1217,

"public-exponent": "0x010001",

"modulus":
"@x8b3a7c20618e8be0@8220ed8ab2c8550b65fclaad8d4cf04fbf2be685f97eeb78fcbbad9b02cd91a3b15e990c2a7

"modulus-size-bits": 2048

}

iF
"total_key_count": 1,
"returned_key_count": 1

Example Filtering to find a set of keys

The following example demonstrates how to filter to find a set of private rsa keys.

aws-cloudhsm > key list --filtexr attr.key-type=rsa attr.class=private-key --verbose

{
"error_code": 0,
"data": {
"matched_keys": [
{
"key-reference": "0x00000000001c0686",
"key-info": {
"key-owners": [
{
"username": "my_crypto_user",
"key-coverage": "full"

Filter by keys 231



AWS CloudHSM

User Guide

}
1,
"shared-users": [
{
"username": "cu2",
"key-coverage": "full"

"username": "cul",
"key-coverage": "full"
},

1,

"key-quorum-values": {
"manage-key-quorum-value":
"use-key-quorum-value": 0

I

"cluster-coverage": "full"

I
"attributes": {

"key-type": "rsa",

"label": "rsa_key_to_share",

"id". ",

"check-value": "@xae8ff0",

"class": "private-key",

"encrypt": false,

"decrypt": true,

"token": true,

"always-sensitive": true,

"derive": false,

"destroyable": true,

"extractable": true,

"local": true,

"modifiable": true,

"never-extractable": false,

"private": true,

"sensitive": true,

"sign": true,

"trusted": false,

"unwrap": true,

"verify": false,

"wrap": false,

"wrap-with-trusted": false,

"key-length-bytes": 1219,

"public-exponent": "0x010001"

0,

’
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"modulus":
"@xa8855cha933cec@c21a4df0450ec31675c024f3e65b2b215a53d2bdabdcd191f75729150b59b4d86df58254c8f5
"modulus-size-bits": 2048

}
},
{
"key-reference": "0x0000000000540011",
"key-info": {
"key-owners": [
{
"username": "my_crypto_user",
"key-coverage": "full"
}
1,
"shared-users": [
{
"username": "cu2",
"key-coverage": "full"
}
1,

"key-quorum-values": {
"manage-key-quorum-value": 0,
"use-key-quorum-value": 0

1,

"cluster-coverage": "full"

1,
"attributes": {

"key-type": "rsa",

"label": "my_test_key",

Ilidll: Illl’
"check-value": "©@x29bbdl",
"class": "private-key",

"encrypt": false,
"decrypt": true,

"token": true,
"always-sensitive": true,
"derive": false,
"destroyable": true,
"extractable": true,
"local": true,
"modifiable": true,
"never-extractable": false,
"private": true,
"sensitive": true,
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"sign": true,

"trusted": false,

"unwrap": true,

"verify": false,

"wrap": false,

"wrap-with-trusted": false,

"key-length-bytes": 1217,

"public-exponent": "0x010001",

"modulus":
"@x8b3a7c20618e8be@8220ed8ab2c8550b65fclaad8d4cf@4fbf2be685f97eeb78fcbbad9b02cd91a3b15e990c2a7

"modulus-size-bits": 2048

}
1,
"total_key_count": 2,
"returned_key_count": 2

}

Filtration Errors

Certain key operations can only be performed on a single key at a time. For these operations, the
CloudHSM CLI will provide an error if the filtration criteria is not sufficiently refined and multiple
keys match the criteria. One such example is shown below with the key delete.

Example Filtration Error when matching too many keys

aws-cloudhsm > key delete --filter attr.key-type=rsa

{
"error_code": 1,
"data": "Key selection criteria matched 48 keys. Refine selection criteria to select
a single key."
}

Related topics

» Key attributes for CloudHSM CLI

Mark a key as trusted using CloudHSM CLI

The content in this section provides instructions on using CloudHSM CLI to mark a key as trusted.
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1. Using the CloudHSM CLI login command, log in as a crypto user (CU).

2. Use the key list command to identify the key reference of the key you want to mark as trusted.
The following example lists the key with the label key_to_be_trusted.

aws-cloudhsm > key list --filtexr attr.label=test_aes_trusted

{
"error_code": 0,
"data": {

"matched_keys": [
{

"key-reference": "0x0000000000200333",
"attributes": {
"label": "test_aes_trusted"
}
}
1,
"total_key_count": 1,
"returned_key_count": 1

}

3. Using the Log out of an HSM using CloudHSM CLI command, log out as a crypto user (CU).

4. Using the Log in to an HSM using CloudHSM CLI command, log in as an admin.

5. Using the key set-attribute command with the key reference you identified in step 2, set the

key's trusted value to true:

aws-cloudhsm > key set-attribute --filter key-reference=<Key Reference> --name
trusted --value true

{
"error_code": 0,
"data": {
"message": "Attribute set successfully"
}
}
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Manage quorum authentication (M of N access control) using CloudHSM
CLI

The hardware security modules (HSMs) in your AWS CloudHSM cluster support quorum
authentication, also known as M of N access control. With quorum authentication, no single user
on the HSM can perform quorum-controlled operations. Instead, a minimum number of HSM users
(at least 2) must cooperate to do these operations. Quorum authentication adds an extra layer of
protection by requiring approvals from multiple HSM users.

Quorum authentication can control the following operations:

« HSM key usage and management by a crypto-user — Creating signatures with a key, or wrapping,
unwrapping, sharing, unsharing, and setting an attribute of a key.

Important considerations

o An HSM user can sign their own quorum token—that is, the requesting user can provide one of
the required approvals for quorum authentication.

» You choose the minimum number of quorum approvers for quorum-controlled operations. The
smallest number you can choose is two (2), and the largest number you can choose is eight (8).

o The HSM can store up to 1,024 quorum tokens. If the HSM already has 1,024 tokens when you
try to create a new one, the HSM purges one of the expired tokens. By default, tokens expire ten
minutes after their creation.

o If multi-factor authentication (MFA) is enabled, the cluster uses the same key for quorum
authentication and for MFA. For more information about using quorum authentication and MFA,
see Using CloudHSM CLI to manage MFA.

« Each HSM can only contain one token per Admin service at a time, but multiple tokens per
Crypto User service.
The following topics provide more information about quorum authentication in AWS CloudHSM.

Topics

e Quorum authentication process for CloudHSM CLI

o Supported AWS CloudHSM service names and types for quorum authentication with CloudHSM
CLI

» Set up quorum authentication for AWS CloudHSM crypto-users using CloudHSM CLI
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» Key management and usage with quorum authentication enabled for AWS CloudHSM using
CloudHSM CLI

Quorum authentication process for CloudHSM CLI

The following steps summarize the quorum authentication processes for CloudHSM CLI. For the
specific steps and tools, see Key management and usage with quorum authentication enabled for
AWS CloudHSM using CloudHSM CLI.

1. Each hardware security module (HSM) user creates an asymmetric key for signing. Users do this
outside of the HSM, taking care to protect the key appropriately.

2. Each HSM user logs in to the HSM and registers the public part of their signing key (the public
key) with the HSM.

3. When an HSM user wants to do a quorum-controlled operation, the same user logs in to the
HSM and gets a quorum token.

4. The HSM user gives the quorum token to one or more other HSM users and asks for their
approval.

5. The other HSM users approve by using their keys to cryptographically sign the quorum token.
This occurs outside the HSM.

6. When the HSM user has the required number of approvals, the same user logs in to the HSM
and runs the quorum-controlled operation with the --approval argument, supplying the signed
quorum token file, which contains all necessary approvals (signatures).

7. The HSM uses the registered public keys of each signer to verify the signatures. If the signatures
are valid, the HSM approves the token and the quorum-controlled operation is performed.

Supported AWS CloudHSM service names and types for quorum authentication
with CloudHSM CLI

Admin Services: Quorum authentication is used for admin privileged services like creating users,
deleting users, changing user passwords, setting quorum values, and deactivating quorum and MFA
capabilities.

Crypto User Services: Quorum authentication is used for crypto-user privileged services associated
with a specific key like signing with a key, sharing/unsharing a key, wrapping/unwrapping a key,
and setting a key's attribute. The quorum value of an associated key is configured when the key is
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generated, imported, or unwrapped. The quorum value must be equal to or less than the number
of users that the key is associated with, which includes users that the key is shared with and the key

owner.

Each service type is further broken down into a qualifying service name, which contains a specific

set of quorum supported service operations that can be performed.

Service name

user

quorum

cluster1

key-management

key-usage

[1] Cluster service is exclusively available on hsm2m.medium

Service type

Admin

Admin

Admin

Crypto User

Crypto User

Service operations

user create
user delete
user change-password

user change-mfa

quorum token-sign set-
quorum-value

cluster mtls register-trust-
anchor

cluster mtls deregister-
trust-anchor

cluster mtls set-enfor
cement

key wrap
key unwrap
key share
key unshare

key set-attribute

key sign
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Set up quorum authentication for AWS CloudHSM crypto-users using CloudHSM
CLI

These topics describe how to configure your CloudHSM for quorum authentication by crypto-users.
Perform these steps once during initial setup. For subsequent key management and usage, refer

to Key management and usage with quorum authentication enabled for AWS CloudHSM using
CloudHSM CLI.

Topics

« Prerequisites
» Step 1. Create and register a key for signing

o Step 2. Set the key quorum values during key generation

Prerequisites

« Familiarity with the CloudHSM CLI

Step 1. Create and register a key for signing
To use quorum authentication, each crypto-user must complete all of the following steps:

Topics

» Create an RSA key pair

» Create a registration token

 Sign the unsigned registration token

» Register the public key with the HSM

Create an RSA key pair

There are many different ways to create and protect a key pair. The following examples show how
to do it with OpenSSL.

Example - Create a private key with OpenSSL

The following example demonstrates how to use OpenSSL to create a 2048-bit RSA key. To use this
example, replace <crypto_userl. key> with the name of the file where you want to store the
key.
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$ openssl genrsa -out <crypto_userl.key>
Generating RSA private key, 2048 bit long modulus

CHH
e is 65537 (0x10001)

Next, generate the public key using the private key that you just created.
Example - Create a public key with OpenSSL

The following example demonstrates how to use OpenSSL to create a public key from the private
key you just created.

$ openssl rsa -in crypto_userl.key -outform PEM -pubout -out crypto_userl.pub
writing RSA key

Create a registration token

You create a token and sign it with the private key you just generated in the previous step.
Create a registration token

1. Use the following command to start the CloudHSM CLI:

Linux
$ /opt/cloudhsm/bin/cloudhsm-cli interactive
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Create a registration token by running the quorum token-sign generate command:

aws-cloudhsm > quorum token-sign generate --service registration --token /path/
tokenfile
{
"error_code": 0,
"data": {
"path": "/path/tokenfile"
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}

3. The quorum token-sign generate command generates a registration token at the specified file
path. Inspect the token file:

$ cat /path/tokenfile

{
"version": "2.0",
"tokens": [
{
"approval_data": <approval data in base64 encoding>,
"unsigned": <unsigned token in base64 encoding>,
"signed": ""
}
]
}

The token file consists of the following:

« approval_data: A base64 encoded randomized data token whose raw data doesn’t exceed
the maximum of 245 bytes.

« unsigned: A base64 encoded and SHA256 hashed token of the approval_data.

« signed: A base64 encoded signed token (signature) of the unsigned token, using the RSA
2048-bit private key previously generated with OpenSSL.

You sign the unsigned token with the private key to demonstrate that you have access to the
private key. You will need the registration token file fully populated with a signature and the
public key to register the crypto-user as a quorum user with the AWS CloudHSM cluster.

Sign the unsigned registration token

1. Decode the base64 encoded unsigned token and place it into a binary file:

$ echo -n '6BMUj6mUjjko6ZLCEdzG1WpR5sILhFIfqhWlej30qlg=" | base64 -d >
crypto_user.bin

2. Use OpenSSL and the private key to sign the now binary unsigned registration token and
create a binary signature file:
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$ openssl pkeyutl -sign \
-inkey crypto_userl.key \
-pkeyopt digest:sha256 \
-keyform PEM \

-in crypto_user.bin \
-out crypto_user.sig.bin

3. Encode the binary signature into base64:

$ base64 -w@ crypto_user.sig.bin > crypto_user.sig.b64

4. Copy and paste the base64 encoded signature into the token file:

{
"version": "2.0",
"tokens": [
{
"approval_data": <approval data in base64 encoding>,
"unsigned": <unsigned token in base64 encoding>,
"signed": <signed token in base64 encoding>
}
]
}

Register the public key with the HSM

After creating a key, the crypto-user must register the public key with the AWS CloudHSM cluster.

1. Start CloudHSM CLI:

Linux
$ /opt/cloudhsm/bin/cloudhsm-cli interactive

Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Signin as the crypto-user whose public key you want to register.
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aws-cloudhsm > login --username crypto_userl --role crypto-user
Enter password:

{
"error_code": 0,
"data": {
"username": "crypto_userl",
"role": "crypto-user"
}
}

3. Register the public key with the Register a user's token-sign quorum strategy using
CloudHSM CLI. For more information, see the following example or use the help user change-
quorum token-sign register command.

Example - Register a public key with AWS CloudHSM cluster

The following example shows how to use the user change-quorum token-sign register
command in CloudHSM CLI to register a crypto-user public key with the HSM. To use this
command, the crypto-user must be logged in to the HSM. Replace these values with your own:

aws-cloudhsm > user change-quorum token-sign register --public-key </path/
crypto_user.pub> --signed-token </path/tokenfile>

{
"error_code": 0,
"data": {
"username": "crypto_userl",
"role": "crypto-user"
}
}
(® Note

/path/crypto_user.pub: The filepath to the public key PEM file
Required: Yes

/path/token_file: The filepath with token signed by user private key
Required: Yes

4. After all crypto-users register their public keys, the output from the user list command shows
this in the quorum field, stating the enabled quorum strategy in use.
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In this example, the AWS CloudHSM cluster has two HSMs, each with the same crypto-users,
as shown in the following output from the user list command. For more information about
creating users, see User management with CloudHSM CLI.

aws-cloudhsm > user list

{
"error_code": 0,
"data": {
"users": [
{
"username": "admin",
"role": "admin",
"locked": "false",
"mfa": [],
"quorum": [],
"cluster-coverage": "full"
.
{
"username": "crypto_userl",
"role": "crypto-user",
"locked": "false",
"mfa": [],
"quorum": [
{
"strategy": "token-sign",
"status": "enabled"
}
1,
"cluster-coverage": "full"
},
{
"username": "crypto_user2",
"role": "crypto-user",
"locked": "false",
"mfa": []1,
"quorum": [
{
"strategy": "token-sign",
"status": "enabled"
}
1,
"cluster-coverage": "full"
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},
{
"username": "crypto_user3",
"role": "crypto-user",
"locked": "false",
"mfa": []1,
"quorum": [
{
"strategy": "token-sign",
"status": "enabled"
}
1,
"cluster-coverage": "full"
.
{
"username": "app_user",
"role": "internal (APPLIANCE_USER)",
"locked": "false",
"mfa": [],
"quorum": [],
"cluster-coverage": "full"
}
]

Step 2. Set the key quorum values during key generation

To use quorum authentication, a crypto-user must log in to the HSM and then set the associated
key quorum values. This is the minimum number of crypto-user approvals that are required to
perform HSM key management/usage operations. For more information about the associated key
commands associated with either key management or key usage, see Supported services and types.

Generate a key pair with key quorum values set
1. Use the following command to start CloudHSM CLI:

Linux

$ /opt/cloudhsm/bin/cloudhsm-cli interactive
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Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Using CloudHSM CLlI, log in as a crypto-user.

aws-cloudhsm > login --username crypto_userl --role crypto-user
Enter password:

{
"error_code": 0,
"data": {
"username": "crypto_userl",
"role": "crypto-user"
}
}

This example generates an RSA key pair which has key quorum values of two (2) set for both key-
management and key-usage operations. You can choose any value from zero (0) to eight (8), up to
the total number of crypto-users on the HSM. In this example, the HSM has three (3) crypto-users,
so the maximum possible value is three (3). Note that in this example we are sharing the key with
<crypto_user2> during key generation. Also note that public keys do not have quorum values.

aws-cloudhsm > key generate-asymmetric-pair rsa \
--public-exponent 65537 \
--modulus-size-bits 2048 \
--public-label rsa-public-key-example \
--private-label rsa-private-key-example \
--public-attributes verify=true \
--private-attributes sign=true
--share-crypto-users crypto_user2 \
--manage-private-key-quorum-value 2 \
--use-private-key-quoxrum-value 2
{
"error_code": 0,
"data": {
"public_key": {
"key-reference": "0x0000000000640006",
"key-info": {
"key-owners": [

{

Manage quorum authentication (M of N) 246



AWS CloudHSM User Guide

"username": "crypto_user",
"key-coverage": "full"
}
1,
"shared-users": [],
"key-quorum-values": {
"manage-key-quorum-value": 0,
"use-key-quorum-value": 0
},
"cluster-coverage": "full"

},

"attributes": {
"key-type": "
"label": "rsa-public-key-example",
"id": "ox",

"check-value": "0x218f50",
"class": "public-key",
"encrypt": false,
"decrypt": false,

"token": true,
"always-sensitive": false,
"derive": false,
"destroyable": true,
"extractable": true,
"local": true,
"modifiable": true,
"never-extractable": false,
"private": true,

rsa",

"sensitive": false,
"sign": false,
"trusted": false,
"unwrap": false,
"verify": true,
"wrap": false,
"wrap-with-trusted": false,
"key-length-bytes": 512,
"public-exponent": "0x010001",
"modulus":
"@xbdf471a3d2a869492f51c767bece8780730ae6479a9a75efffe7cea3594fb28ca518630e7b1d988b45d2fedc83¢
"modulus-size-bits": 2048
}
I
"private_key": {
"key-reference": "0x0000000000640007",
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"key-info": {
"key-owners": [
{
"username": "crypto_user",
"key-coverage": "full"
}
1,
"shared-users": [
{
"username": "crypto_user2",
"key-coverage": "full"
}
1,

"key-quorum-values": {
"manage-key-quorum-value": 2,
"use-key-quorum-value": 2

},
"cluster-coverage": "full"
},
"attributes": {
"key-type": "rsa",
"label": "rsa-private-key-example",
"id": "ox",
"check-value": "0x218f50",
"class": "private-key",

"encrypt": false,
"decrypt": false,

"token": true,
"always-sensitive": true,
"derive": false,
"destroyable": true,
"extractable": true,
"local": true,
"modifiable": true,
"never-extractable": false,
"private": true,
"sensitive": true,

"sign": true,

"trusted": false,

"unwrap": false,

"verify": false,

"wrap": false,
"wrap-with-trusted": false,
"key-length-bytes": 1216,
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"public-exponent": "0x010001",

"modulus":
"Q@xbdf471a3d2a869492f51c767bece8780730ae6479a9a75efffe7cea3594fb28ca518630e7b1d988b45d2fedc83¢

"modulus-size-bits": 2048

When generating a key with quorum controls, the key must be associated with a minimum number
of users equal to the largest key quorum value. Associated users include the key owner and

Crypto Users with whom the key is shared with. To determine the number of minimum users to
share the key with, get the largest quorum value between the key usage quorum value and the
key management quorum value and subtract 1 to account for the key owner, who is by default
associated with the key. To share the key with more users, use the Share a key using CloudHSM

CLI command.

Failure to share the key with enough users at key generation will result in failure, as shown below.

aws-cloudhsm > key generate-asymmetric-pair rsa \
--public-exponent 65537 \
--modulus-size-bits 2048 \
--public-label rsa-public-key-example \
--private-label rsa-private-key-example \
--public-attributes verify=true \
--private-attributes sign=true
--share-crypto-users crypto_user2 crypto_usexr3 \
--manage-private-key-quorum-value 3 \
--use-private-key-quorum-value 4
{

"error_code": 1,

"data": "Invalid quorum value provided."

}

Key management and usage with quorum authentication enabled for AWS
CloudHSM using CloudHSM CLI

After you configure quorum authentication for your AWS CloudHSM cluster, crypto users can't
perform HSM key management or usage operations on their own if their key has associated
quorum values. This topic explains how a crypto-user can get a temporary token to perform an
HSM key management or key usage operation.
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® Note

Each quorum token is valid for one operation. When that operation succeeds, the token

is no longer valid and the crypto-user must obtain a new token. A quorum token is only
valid during your current login session. If you log out of the CloudHSM CLI or if the network
disconnects, the token is no longer valid and you need to get a new token. You can only use
a CloudHSM token within the CloudHSM CLI. You can't use it to authenticate in a different
application.

The following example shows the output when a crypto-user tries to create a signature with a
quorum-associated key on the HSM after quorum authentication is configured. The command fails
with a Quorum Failed error, which means quorum authentication failed:

aws-cloudhsm > crypto sign rsa-pkcs --key-filter attr.label=rsa-private-key-example --
hash-function sha256 --data YWJjMTIz
{

"error_code": 1,
"data": "Quorum Failed"

A crypto-user must complete the following tasks to get a temporary token for performing a key
management or key usage operation on the HSM:

Steps

« Step 1. Get a quorum token

» Step 2. Get signatures from approving crypto-users

» Step 3. Approve the token on the CloudHSM; cluster and execute an operation

Step 1. Get a quorum token
1. Start CloudHSM CLI.

Linux

$ /opt/cloudhsm/bin/cloudhsm-cli interactive

Manage quorum authentication (M of N) 250



AWS CloudHSM User Guide

Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

2. Login to the cluster as a crypto-user.

aws-cloudhsm > login --username <crypto_userl> --role crypto-user --
password passwordl23

This example signs crypto_userl into the CloudHSM CLI with the crypto-user role.
Replace these values with your own.

{
"error_code": 0,
"data": {
"username": "crypto_userl",
"role": "crypto-user"
}
}

3. Generate a quorum token using the quorum token-sign generate command.

In the following command, key-usage identifies the service name where you will use token
that you are generating. In this case, the token is for key-usage operations (key-usage
service) This example uses the --filter flag to associate the token with a specific key.

aws-cloudhsm > quorum token-sign generate --service key-usage --token </path/
crypto_userl.token> --filter attr.label=rsa-private-key-example

{
"error_code": 0,
"data": {
"path": "/home/crypto_userl.token"
}
}

This example gets a quorum token for the crypto-user with username crypto_userl and
saves the token to a file named crypto_userl. token. To use the example command,
replace these values with your own:
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The quorum token-sign generate command generates a key-usage service quorum token at
the specified file path. You can inspect the token file:

$ cat </path/crypto_userl.token>

"version": "2.0",

"service": "key-usage",

"key_reference": "0x0000000000680006",

"approval_data":
"AAIABQAAABKAAAAAAGgABi5CDa9x9VyyRIaFbkSrHgJjcnlwdGOfdXN1cgAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL

+GJj8gX091KUuANGNyeXBOb191c2VyAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGCIOAESAAAAAAAAAAA=="",

"token": "5GlgoW01QU4fw4QI1bxkPGZVOVoDugFGuSKE/k67ncM="",

"signatures": []

}

The token file consists of the following:

« service: An identifier for the quorum service the token is associated with.

» key_reference: An identifier for the key that this quorum token is associated with.
« approval_data: A base64 encoded raw data token generated by the HSM.

» token: A base64 encoded and SHA-256 hashed token of the approval_data

« signatures: An array of base64 encoded signed tokens (signatures) of the unsigned token.
Each approver signature is in the form of a JSON object literal:

{

"username": "<APPROVER_USERNAME>",

"role": "<APPROVER_ROLE>",

"signature": "<APPROVER_RSA2048 BIT_SIGNATURE>"
}

Each signature is created from the result of an approver using their corresponding RSA
2048-bit private key whose public key was registered with the HSM.

4. Validate the new user service quorum token. The quorum token-sign list command confirms
that the token exists on CloudHSM.

aws-cloudhsm > quorum token-sign list

{

"error_code": 0,
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"data": {
"tokens": [
{
"username": "crypto_user",
"service": "key-usage",

"key-reference": "0x0000000000680006",
"minimum-token-count": 2

The minimum-token-count presents an aggregated cluster view of the minimum usable
number of key tokens corresponding to the username, service, and key-reference that are
retrieved from a single HSM in the cluster.

For example, assuming a 2-HSM cluster, if we receive two (2) key-usage tokens generated by
user crypto_userl for key with reference 0x0000000000680006 from the first HSM in
the cluster and we receive one (1) key-usage tokens generated by user crypto_userl for
key with reference 0x0000000000680006 from the other HSM in the cluster, we will display
"minimum-token-count": 1.

Step 2. Get signatures from approving crypto-users

An crypto user who has a quorum token must get the token approved by other crypto-users. To
give their approval, the other crypto =-users use their signing key to cryptographically sign the
token outside the HSM.

There are many different ways to sign the token. The following example shows how to sign the
token using OpenSSL. To use a different signing tool, make sure that the tool uses the private key
(signing key) of the crypto-user to sign a SHA-256 digest of the token.

In this example, the crypto-user that has the token (crypto-user) needs at least two (2)
approvals. The following example commands show how two (2) crypto-users can use OpenSSL to
cryptographically sign the token.

1. Decode the base64 encoded unsigned token and place it into a binary file:

$echo -n '5GlgoW01QU4fw4QIlbxkPGZVOVoDugFGuSKE/k67ncM=" | base64 -d >
crypto_userl.bin
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2. Use OpenSSL and the approver's private key to sign the binary quorum unsigned token for the
user service and create a binary signature file:

$openssl pkeyutl -sign \
-inkey crypto_userl.key \
-pkeyopt digest:sha256 \
-keyform PEM \

-in crypto_userl.bin \
-out crypto_userl.sig.bin

3. Encode the binary signature into base64:

$ base64 -w@ crypto_userl.sig.bin > crypto_userl.sig.b64

4. Copy and paste the base64 encoded signature into the token file, using the JSON object literal
format specified earlier for approver signature:

"version": "2.0",

"service": "key-usage",

"key_reference": "0x0000000000680006",

"approval_data":
"AATIABQAAABKAAAAAAGgABi5CDa9x9VyyRIaFbkSrHgljcnlwdGOfdXN1cgAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

+GJj8gX091KUANGNYyeXBOb191c2VyAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGCOAESAAAAAAAAAAA=="",

"token": "5GlgoW01QU4fw4QI1lbxkPGZVOVoDugFGUSKE/k67ncM="",

"signatures": [

{

"username": "crypto_userl",

"role": "crypto-user",

"signature": "wa7aPzmGwBjcEoZ6jAzYASp841AfgOvcI27Y/
tG1Cj1E9DawnFw5Uf@IIT2Ca7T5XD2ThVkUi@B+dhAomdqYN16aUUFrJyHI9GB]
+EQPmMA5jNVm25tzeRWBIzneTg4/
zTeE2reNqrHFHicWnttQLe9jS09]11znuDGWDe@HaBKWUaz2gUInJRgmeXDsZYdSvZksrqUH5dci/
RsaDE2+tGiS9g@RcIkFbsPW4HpGe2e5HVZzGsqrV803PK1YQve+fymfcNTTuoxKcHAkOjpl4a3QSuSIu2gVq7KI8mSmmh
+oiukaNfLIr+MoDKzAvCGDg4cDArg=="

1,
{

"username": "crypto_user2",

"role": "crypto-user",

"signature": "wa7aPzmGwBjcEoZ6jAzYASp841AfgOvcI27Y/
tG1Cj1E9DawnFw5Uf@IIT2Ca7T5XD2ThVkUi@B+dhAomdqYN16aUUFrJyHI9GB]
+EQPmMA5jNVm25tzeRWBIzneTg4/
zTeE2reNqrHFHicWnttQLe9jS09]11znuDGWDe@HaBKWUaz2gUInJRgmeXDsZYdSvZksrqUH5dci/
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RsaDE2+tGiS9g@RcIkFbsPW4HpGe2e5HVZzGsqrV803PK1YQve+fymfcNTTuoxKcHAkOjpl4a3QSuSIu2gVq7KI8mSmmh
+oiukaNfLJr+MoDKzAvCGDg4cDArg=="
}

Step 3. Approve the token on the CloudHSM; cluster and execute an operation

After a crypto-user has the necessary approvals and signatures, they can supply that token to the
CloudHSM cluster along with a key management or key usage operation.

Make sure the key operation corresponds to the appropriate quorum service associated with the
quorum token. For more information, see Supported services and types for more information.

During the transaction, the token will be approved within the AWS CloudHSM cluster and execute
the requested key operation. The success of the key operation is contingent upon both a valid
approved quorum token and a valid key operation.

Example Generate a signature with the RSA-PKCS mechanism

In the following example, a logged in crypto-user creates a signature with a key on the HSM:

aws-cloudhsm > crypto sign rsa-pkcs --key-filter attr.label=rsa-private-key-example --
hash-function sha256 --data YWJjMTIz --approval /path/crypto_userl.token

{
"error_code": 0,
"data": {
"key-reference": "0x0000000000640007",
"signature":

"h6hMgXacBrT3x3MXV13RXHdQno0+IQ6iy@kVrGzo23+eoWT@ZZgrSpBCu5KcuP6IYYHWOgoQ5CfPf4jI1n05m/
IUJtF1A11mcz@HjEy1CI7ICXNReDRyeOU8mM43dkIzt@0UdkbtkDIGAcxkbKHLZ@2uWsGXaQ8b0OKhoGwsRAHHF6N1dTXquIC
+pZmUS38ythybney94Wj6fzYOER8v7VIY51jQGa3LfxrjSG4aw6QijEEbNo5LST18ahEaVKmVENDBL54ty1CIBGVGSYSYOF
TDd2wfvP4PaxbFRyyHaw==""

}

If the crypto user tries to perform another HSM key usage operation with the same token, it fails:

aws-cloudhsm > crypto sign rsa-pkcs --key-filter attr.label=rsa-private-key-example --
hash-function sha256 --data YWJjMTIz --approval /home/crypto_userl.token
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{
"error_code": 1,
"data": "Quorum approval is required for this operation"

}

To perform another HSM key operation, the crypto user must generate a new quorum token,
get new signatures from approvers, and execute the desired key operation with the --approval
argument to supply the quorum token.

Use the quorum token-sign list to check for available token. This example shows that the crypto-
user has no approved tokens.

aws-cloudhsm > quorum token-sign list

{
"error_code": 0,
"data": {
"tokens": []
}
}

Key management with the AWS CloudHSM KMU

If using the latest SDK version series, use CloudHSM CLI to manage the keys in your AWS
CloudHSM cluster.

If using the previous SDK version series, you can manage keys on the hardware security modules
(HSM) in your AWS CloudHSM cluster using the key_mgmt_util (KMU) command line tool. Before
you can manage keys, you must start the AWS CloudHSM client, start key_mgmt_util, and log in to
the HSMs. For more information, see Getting Started with key_mgmt_util.

» Using trusted keys describes how to use PKCS #11 library attributes and CMU to create trusted

keys to secure data.

« Generating keys has instructions on generating keys, including symmetric keys, RSA keys, and EC

keys.

« Importing keys provides details on how key owners import keys.

« Exporting keys provides details on how key owners export keys.

» Deleting keys provides details on how key owners delete keys.
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« Sharing and unsharing keys details how key owners share and unshare keys.

Generate keys with the AWS CloudHSM KMU

To generate keys on the hardware security module (HSM), use the command in AWS CloudHSM
key_mgmt_util (KMU) that corresponds to the type of key that you want to generate.

Topics
» Generate symmetric keys with the AWS CloudHSM KMU
o Generate RSA key pairs with the AWS CloudHSM KMU

» Generate ECC (elliptic curve cryptography) key pairs using the AWS CloudHSM KMU

Generate symmetric keys with the AWS CloudHSM KMU

Use the genSymKey command in AWS CloudHSM key_mgmt_util (KMU) to generate AES and other
types of symmetric keys for AWS CloudHSM. To see all available options, use the genSymKey -h
command.

The following example creates a 256-bit AES key.

Command: genSymKey -t 31 -s 32 -1 aes256
Cfm3GenerateSymmetricKey returned: 0x00 : HSM Return: SUCCESS

Symmetric Key Created. Key Handle: 524295
Cluster Error Status
Node id @ and err state 0x00000000 : HSM Return: SUCCESS

Node id 1 and err state Ox00000000 : HSM Return: SUCCESS
Node id 2 and err state 0x00000000 : HSM Return: SUCCESS

Generate RSA key pairs with the AWS CloudHSM KMU

To generate an RSA key pair for AWS CloudHSM, use the genRSAKeyPair command in AWS
CloudHSM key_mgmt_util. To see all available options, use the genRSAKeyPair -h command.

The following example generates an RSA 2048-bit key pair.

Command: genRSAKeyPair -m 2048 -e 65537 -1 rsa2048
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Cfm3GenerateKeyPair returned: @0x@@ : HSM Return: SUCCESS
Cfm3GenerateKeyPair: public key handle: 524294 private key handle: 524296

Cluster Error Status

Node id @ and err state 0x00000000 : HSM Return: SUCCESS
Node id 1 and err state 0x00000000 : HSM Return: SUCCESS
Node id 2 and err state 0x00000000 : HSM Return: SUCCESS

Generate ECC (elliptic curve cryptography) key pairs using the AWS CloudHSM
KMU

To generate an ECC key pair for AWS CloudHSM, use the genECCKeyPair command in AWS
CloudHSM key_mgmt_util. To see all available options, including a list of the supported elliptic
curves, use the genECCKeyPair -h command.

The following example generates an ECC key pair using the P-384 elliptic curve defined in NIST
FIPS publication 186-4.

Command: genECCKeyPair -i 14 -1 ecc-p384
Cfm3GenerateKeyPair returned: 0x00 : HSM Return: SUCCESS

Cfm3GenerateKeyPair: public key handle: 524297 private key handle: 524298

Cluster Error Status

Node id @ and err state 0x00000000 : HSM Return: SUCCESS
Node id 1 and err state 0x00000000 : HSM Return: SUCCESS
Node id 2 and err state 0x00000000 : HSM Return: SUCCESS

Import keys with the AWS CloudHSM KMU

To import secret keys—that is, symmetric keys and asymmetric private keys—into the hardware
security module (HSM) using the AWS CloudHSM key_mgmt_util, you must first create a wrapping
key on the HSM. You can import public keys directly without a wrapping key.

Topics

o Import secret keys with the AWS CloudHSM KMU

o Import public keys with the AWS CloudHSM KMU
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Import secret keys with the AWS CloudHSM KMU

Complete the following steps to import a secret key into AWS CloudHSM using the key_mgmt_util
(KMU). Before you import a secret key, save it to a file. Save symmetric keys as raw bytes, and

asymmetric private keys in PEM format.

This example shows how to import a plaintext secret key from a file into the HSM. To import an

encrypted key from a file into the HSM, use the unWrapKey command.

To import a secret key

1.

Use the genSymKey command to create a wrapping key. The following command creates a
128-bit AES wrapping key that is valid only for the current session. You can use a session key
or a persistent key as a wrapping key.

Command: genSymKey -t 31 -s 16 -sess -1 import-wrapping-key
Cfm3GenerateSymmetricKey returned: 0x00 : HSM Return: SUCCESS

Symmetric Key Created. Key Handle: 524299

Cluster Error Status
Node id 2 and err state Ox00000000 : HSM Return: SUCCESS

Use one of the following commands, depending on the type of secret key that you are
importing.

« To import a symmetric key, use the imSymKey command. The following command imports
an AES key from a file named aes256. key using the wrapping key created in the previous
step. To see all available options, use the imSymKey -h command.

Command: imSymKey -f aes256.key -t 31 -1 aes256-imported -w 524299
Cfm3WrapHostKey returned: ©x00 : HSM Return: SUCCESS

Cfm3CreateUnwrapTemplate returned: @x@0 : HSM Return: SUCCESS
Cfm3UnWrapKey returned: @x@0 : HSM Return: SUCCESS

Symmetric Key Unwrapped. Key Handle: 524300

Cluster Error Status

Node id @ and err state Ox00000000 : HSM Return: SUCCESS
Node id 1 and err state 0x00000000 : HSM Return: SUCCESS
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Node id 2 and err state 0x00000000 : HSM Return: SUCCESS

« To import an asymmetric private key, use the importPrivateKey command. The following

command imports a private key from a file named rsa2048. key using the wrapping key
created in the previous step. To see all available options, use the importPrivateKey -h
command.

Command: impoxtPrivateKey -f rsa2048.key -1 rsa2048-imported -w 524299
BER encoded key length is 1216

Cfm3WrapHostKey returned: ©x00 : HSM Return: SUCCESS
Cfm3CreateUnwrapTemplate returned: 0x0@ : HSM Return: SUCCESS
Cfm3UnWrapKey returned: @x@00 : HSM Return: SUCCESS

Private Key Unwrapped. Key Handle: 524301

Cluster Error Status

Node id @ and err state 0x00000000 : HSM Return: SUCCESS

Node id 1 and err state 0x00000000 : HSM Return: SUCCESS
Node id 2 and err state 0x00000000 : HSM Return: SUCCESS

Import public keys with the AWS CloudHSM KMU

Use the importPubKey command in the AWS CloudHSM key_mgmt_util (KMU) to import a public
key. To see all available options, use the importPubKey -h command.

The following example imports an RSA public key from a file named rsa2048. pub.

Command: impoxtPubKey -f rsa2048.pub -1 rsa2048-public-imported

Cfm3CreatePublicKey returned: 0x00 : HSM Return: SUCCESS
Public Key Handle: 524302

Cluster Error Status

Node id @ and err state 0x00000000 : HSM Return: SUCCESS
Node id 1 and err state Ox00000000 : HSM Return: SUCCESS
Node id 2 and err state 0x00000000 : HSM Return: SUCCESS
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Export keys with the AWS CloudHSM KMU

To export AWS CloudHSM secret keys—that is, symmetric keys and asymmetric private keys—from
the hardware security module (HSM) using the AWS CloudHSM key_mgmt_util (KMU), you must
first create a wrapping key. You can export public keys directly without a wrapping key.

Only the key owner can export a key. Users with whom the key is shared can use the key in
cryptographic operations, but they cannot export it. When running this example, be sure to export
a key that you created.

/A Important

The exSymKey command writes a plaintext (unencrypted) copy of the secret key to a file.
The export process requires a wrapping key, but the key in the file is not a wrapped key. To
export a wrapped (encrypted) copy of a key, use the wrapKey command.

Topics
» Export secret keys with the AWS CloudHSM KMU
« Export public keys with the AWS CloudHSM KMU

Export secret keys with the AWS CloudHSM KMU

Complete the following steps to export a secret key from AWS CloudHSM using the key_mgmt_util
(KMU).

To export a secret key

1. Use the genSymKey command to create a wrapping key. The following command creates a
128-bit AES wrapping key that is valid only for the current session.

Command: genSymKey -t 31 -s 16 -sess -1 export-wrapping-key
Cfm3GenerateSymmetricKey returned: ©x00 : HSM Return: SUCCESS

Symmetric Key Created. Key Handle: 524304

Cluster Error Status
Node id 2 and err state 0x00000000 : HSM Return: SUCCESS

Export keys 261



AWS CloudHSM User Guide

2. Use one of the following commands, depending on the type of secret key that you are
exporting.

» To export a symmetric key, use the exSymKey command. The following command exports an
AES key to a file named aes256.key.exp. To see all available options, use the exSymKey -
h command.

Command: exSymKey -k 524295 -out aes256.key.exp -w 524304
Cfm3WrapKey returned: 0x@@ : HSM Return: SUCCESS

Cfm3UnWrapHostKey returned: @x00 : HSM Return: SUCCESS

Wrapped Symmetric Key written to file "aes256.key.exp"

® Note

The command's output says that a "Wrapped Symmetric Key" is written to the
output file. However, the output file contains a plaintext (not wrapped) key. To
export a wrapped (encrypted) key to a file, use the wrapKey command.

« To export a private key, use the exportPrivateKey command. The following command
exports a private key to a file named rsa2048.key.exp. To see all available options, use
the exportPrivateKey -h command.

Command: exportPrivateKey -k 524296 -out rsa2048.key.exp -w 524304
Cfm3WrapKey returned: 0x@@ : HSM Return: SUCCESS

Cfm3UnWrapHostKey returned: ©x00 : HSM Return: SUCCESS

PEM formatted private key is written to rsa2048.key.exp

Export public keys with the AWS CloudHSM KMU

Use the exportPubKey command in the AWS CloudHSM key_mgmt_util (KMU) to export a public
key. To see all available options, use the exportPubKey -h command.

The following example exports an RSA public key to a file named rsa2048.pub.exp.
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Command: expoxtPubKey -k 524294 -out rsa2048.pub.exp
PEM formatted public key is written to rsa2048.pub.key

Cfm3ExportPubKey returned: 0x00 : HSM Return: SUCCESS

Delete keys with KMU and CMU

Use the deleteKey command to delete a key, as in the following example. Only the key owner can
delete a key.

Command: deleteKey -k 524300
Cfm3DeleteKey returned: @Ox@00 : HSM Return: SUCCESS

Cluster Error Status

Node id @ and err state 0x00000000 : HSM Return: SUCCESS
Node id 1 and err state 0x00000000 : HSM Return: SUCCESS
Node id 2 and err state 0x00000000 : HSM Return: SUCCESS

Share and unshare keys with KMU and CMU

In AWS CloudHSM, the CU who creates the key owns it. The owner manages the key, can export
and delete it, and can use the key in cryptographic operations. The owner can also share the
key with other CU users. Users with whom the key is shared can use the key in cryptographic
operations, but they cannot export or delete the key, or share it with other users.

You can share keys with other CU users when you create the key, such as by using the -u parameter
of the genSymKey or genRSAKeyPair commands. To share existing keys with a different HSM

user, use the cloudhsm_mgmt_util command line tool. This is different from most of the tasks

documented in this section, which use the key_mgmt_util command line tool.

Before you can share a key, you must start cloudhsm_mgmt_util, enable end-to-end encryption,
and log in to the HSMs. To share a key, log in to the HSM as the crypto user (CU) that owns the key.
Only key owners can share a key.

Use the shareKey command to share or unshare a key, specifying the handle of the key and the IDs
of the user or users. To share or unshare with more than one user, specify a comma-separated list
of user IDs. To share a key, use 1 as the command's last parameter, as in the following example. To
unshare, use 0.

aws-cloudhsm > shareKey 524295 4 1
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*************************CAUTION********************************

This is a CRITICAL operation, should be done on all nodes in the
cluster. AWS does NOT synchronize these changes automatically with the
nodes on which this operation is not executed or failed, please

ensure this operation is executed on all nodes in the cluster.

kkhkkhkkhkkhkkhkkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkhkkx

Do you want to continue(y/n)? vy

shareKey success on server 0(10.0.2.9)
shareKey success on server 1(10.0.3.11)
shareKey success on server 2(10.0.1.12)

The following shows the syntax for the shareKey command.

aws-cloudhsm > shareKey <key handle> <user ID> <Boolean: 1 for share, @ for unshare>

How to mark a key as trusted with the AWS CloudHSM Management
Utility

The content in this section provides instructions on using the AWS CloudHSM management Utility
(CMU) to mark a key as trusted.

1. Using the loginHSM command, log in as a crypto officer (CO).

2. Use the Set the attributes of AWS CloudHSM keys using CMU command with
OBJ_ATTR_TRUSTED (value 134) set to true (1).

aws-cloudhsm > setAttribute <Key Handle> 134 1
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Cluster backups in AWS CloudHSM

AWS CloudHSM makes periodic backups of your cluster at least once every 24 hours. Each backup
contains encrypted copies of the following data:

« Users (COs, CUs, and AUs)
« Key material and certificates

« Hardware security module (HSM) configuration and policies

You can't instruct the service to make backups, but you can take certain actions that force the
service to create a backup. The service makes a backup when you perform any of the following
actions:

« Activate a cluster
+ Add an HSM to an active cluster

« Remove an HSM from an active cluster

AWS CloudHSM deletes backups based on the backup retention policy you set when you create
clusters. For information about managing backup retention policy, see Configure backup retention.

Topics

« Working with AWS CloudHSM cluster backups
» Delete AWS CloudHSM cluster backups

o Restore AWS CloudHSM backups

» Configure AWS CloudHSM backup retention policy

» Copying AWS CloudHSM cluster backups across AWS Regions

» Working with shared backups in AWS CloudHSM

Working with AWS CloudHSM cluster backups

When you add a hardware security module (HSM) to a cluster in AWS CloudHSM that previously
contained one or more active HSMs, the service restores the latest backup onto the new HSM. Use
backups to manage HSMs you use infrequently. When you don't need the HSM, delete it to trigger
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a backup. Later, when you need the HSM, create a new one in the same cluster, and this action will
restore the backup you previously created with the delete HSM operation.

Removing expired keys or inactive users

You may want to remove unwanted cryptographic materials from your environment such as
expired keys or inactive users. This is a two-step process. First, delete these materials from your
HSM. Next, delete all existing backups. Following this process ensures you do not restore deleted
information when initializing a new cluster from backup. For more information, see the section
called "Delete backups”.

Considering disaster recovery

You can create a cluster from a backup. You might want to do this to set a recovery point for your
cluster. Nominate a backup that contains all the users, key material, certificates that you want in
your recovery point, and then use that backup to create a new cluster. For more information about
creating a cluster from a backup, see Creating clusters from backups.

You can also copy a backup of a cluster into a different region, where you can create a new cluster
as a clone of the original. You may want to do this for a number of reasons, including simplification
of the disaster recovery process. For more information about copying backups to regions, see
Copying backups across Regions.

Delete AWS CloudHSM cluster backups

After you delete an AWS CloudHSM cluster backup, the service holds the backup for seven days,
during which time you can restore the backup. After the seven-day period, you can no longer
restore the backup. For more information about managing backups, see Cluster backups.

The following table describes how to delete a backup.
Console
To delete a backup (console)

Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

1

2. To change the AWS Region, use the Region selector in the upper-right corner of the page.
3. In the navigation pane, choose Backups.
4

Choose a backup to delete.
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5. To delete the selected backup, choose Actions, Delete.

The Delete backups dialog box appears.

6. Choose Delete.

The state of the backup changes to PENDING_DELETE. You can restore a backup that is
pending deletion for up to 7 days after you request the deletion.

To list backups (AWS CLI)

« To see a list of all backups in the PENDING_DELETION state, run the describe-backups
command and include states=PENDING_DELETION as a filter.

$ aws cloudhsmv2 describe-backups --filters states=PENDING_DELETION
{
"Backups": [
{

"BackupId": "backup-ro5c4er4aac",
"BackupState": "PENDING_DELETION",
"ClusterId": "cluster-dygnwhmscg5",
"CreateTimestamp": 1534461854.64,
"DeleteTimestamp": 1536339805.522,
"HsmType": "hsm2m.medium",
"Mode": "NON_FIPS",
"NeverExpires": false,
"TagList": []

AWS CLI

Check the status of a backup or find its ID by using the describe-backups command from the
AWS CLI.

To delete a backup (AWS CLI)

e At acommand prompt, run the delete-backup command, passing the ID of the backup to
be deleted.

$ aws cloudhsmv2 delete-backup --backup-id <backup ID>
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{

"Backup": {
"CreateTimestamp": 1534461854.64,
"ClusterId": "cluster-dygnwhmscg5",
"BackupId": "backup-ro5c4er4aac",
"BackupState": "PENDING_DELETION",
"DeleteTimestamp": 1536339805.522,
"HsmType": "hsml.medium",
"Mode": "FIPS"

AWS CloudHSM API

Refer to DeleteBackup to learn how to delete backups by using the API.

Restore AWS CloudHSM backups

AWS CloudHSM holds deleted backups for seven days, during which time you can restore the
backup. After the seven-day period, you can no longer restore the backup. For more information
about managing backups, see Cluster backups.

The following table describes how to delete a backup.
Console
To restore a backup (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

To change the AWS Region, use the Region selector in the upper-right corner of the page.
In the navigation pane, choose Backups.

Choose a backup in the PENDING_DELETE state to restore.

v A WN

To restore the selected backup, choose Actions, Restore.
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AWS CLI
To restore a backup (AWS CLI)

o To restore a backup, issue the restore-backup command, passing the ID of a backup that is
in the PENDING_DELETION state.

$ aws cloudhsmv2 restore-backup --backup-id <backup ID>

{
"Backup": {
"ClusterId": "cluster-dygnwhmscg5",
"CreateTimestamp": 1534461854.64,
"BackupState": "READY",
"BackupId": "backup-ro5c4er4aac"
}
}

AWS CloudHSM API

Refer to RestoreBackup to learn how to restore backups by using the API.

Configure AWS CloudHSM backup retention policy

AWS CloudHSM purges backups based on the backup retention policy you set when you create
a cluster. Backup retention policy applies to clusters. If you move a backup to a different region,
that backup is no longer associated with a cluster and has no backup retention policy. You must
manually delete any backups not associated with a cluster. AWS CloudHSM does not delete a
cluster's last backup.

AWS CloudTrail reports backups marked for deletion. You can restore backups the service purges

just as you would restore manually deleted backups. To prevent a race condition, you should

change the backup retention policy for the cluster before you restore a backup deleted by the
service. If you want to keep the retention policy the same and preserve select backups, you can
specify that the service exclude backups from the cluster backup retention policy.

Managed backup retention

Clusters created before 18 November 2020 have a backup retention policy of 90 days plus the age
of the cluster. For example, if you created a cluster on 18 November 2019, the service would assign
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your cluster a backup retention policy of one year plus 90 days (455 days). You can set this period
to any number between 7 and 379 days. AWS CloudHSM does not delete a cluster's last backup.
For more information about managing backups, see Cluster backups.

(® Note

You can opt out of managed backup retention altogether by contacting support (https://
aws.amazon.com/support).

The following table describes how to set the backup retention.
Console
To configure backup retention policy (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

2. To change the AWS Region, use the Region selector in the upper-right corner of the page.

3. Click the cluster ID of a cluster in the Active state to manage the backup retention policy
for that cluster.

4. To change the backup retention policy, choose Actions, Change backup retention period.

The Change backup retention period dialog box appears.
5. In Backup retention period (in days), type a value between 7 and 379 days.

6. Choose Change backup retention period.

To exclude or include a backup from backup retention policy (console)

Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

1
2. To view your backups, in the navigation pane choose Backups.
3. Click the backup ID of a backup in the Ready state to exclude or include.
4. On the Backup details page, take one of the following actions.

o To exclude a backup with a date in Expiration time, choose Actions, Disable
expiration.

« Toinclude a backup that does not expire, choose Actions, Use cluster retention policy.
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AWS CLI

To configure backup retention policy (AWS CLI)

e At acommand prompt, issue the modify-cluster command. Specify the cluster ID and the
backup retention policy.

$ aws cloudhsmv2 modify-cluster --cluster-id <cluster ID> \
--backup-retention-policy
Type=DAYS,Value=<number of days to retain backups>

{

"Cluster": {

"BackupPolicy": "DEFAULT",
"BackupRetentionPolicy": {
"Type": "DAYS",
"Value": 90
1,
"Certificates": {3},
"ClusterId": "cluster-kdmrayrc7gi",
"CreateTimestamp": 1504903546.035,
"Hsms": [],
"HsmType": "hsml.medium",
"SecurityGroup": "sg-40399d28",
"State": "ACTIVE",
"SubnetMapping": {
"us-east-2a": "subnet-f1d6e798",
"us-east-2c": "subnet-0e358c43",
"us-east-2b": "subnet-40ed9d3b"

1,
"TagList": [
{
"Key": "Cost Center",
"Value": "12345"
}
1,

"VpcId": "vpc-641d3c@d"
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To exclude a backup from backup retention policy (AWS CLI)

o At acommand prompt, issue the modify-backup-attributes command. Specify the backup
ID and set the never-expires flag to preserve the backup.

$ aws cloudhsmv2 modify-backup-attributes --backup-id <backup ID> \
--never-expires

{
"Backup": {
"BackupId": "backup-ro5c4er4aac”,
"BackupState": "READY",
"ClusterId": "cluster-dygnwhmscg5",
"NeverExpires": true
}
}

To include a backup in backup retention policy (AWS CLI)

o At acommand prompt, issue the modify-backup-attributes command. Specify the backup
ID and set the no-never-expires flag to include the backup in backup retention policy, which
means the service will eventually delete the backup.

$ aws cloudhsmv2 modify-backup-attributes --backup-id <backup ID> \
--no-never-expires

{
"Backup": {
"BackupId": "backup-ro5c4er4aac",
"BackupState": "READY",
"ClusterId": "cluster-dygnwhmscg5",
"NeverExpires": false
}
}

AWS CloudHSM API

Refer to the following topics to learn how to manage backup retention by using the API.

« ModifyCluster

« ModifyBackupAttributes
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Copying AWS CloudHSM cluster backups across AWS Regions

You can copy AWS CloudHSM cluster backups across Regions for many reasons, including cross-
region resilience, global workloads, and disaster recovery. After you copy backups, they appear in
the destination region with a CREATE_IN_PROGRESS status. Upon successful completion of the
copy, the status of the backup changes to READY. If the copy fails, the status of the backup changes
to DELETED. Check your input parameters for errors and ensure that the specified source backup is

not in a DELETED state before rerunning the operation. For information about backups or how to
create a cluster from a backup, see Cluster backups or Creating clusters from backups.

Note the following:

» To copy a cluster backup to a destination region, your account must have the proper IAM policy
permissions. In order to copy the backup to a different region, your IAM policy must allow access
to the source region in which the backup is located. Once copied across regions, your IAM policy
must allow access to the destination region in order to interact with the copied backup, which
includes using the CreateCluster operation. For more information, see Create IAM administrators.

» The original cluster and the cluster that may be built from a backup in the destination region are
not linked. You must manage each of these clusters independently. For more information, see
Clusters.

« Backups cannot be copied between AWS restricted regions and standard regions. Backups can be
copied between the AWS GovCloud (US-East) and AWS GovCloud (US-West) regions.

Copy backups to different Regions (console)

To copy backups to different Regions (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

To change the AWS Region, use the Region selector in the upper-right corner of the page.
In the navigation pane, choose Backups.

Choose a backup to copy to a different region.

LA

To copy the selected backup, choose Actions, Copy backup to another region.

The Copy backup to another region dialog box appears.

6. In Destination region, choose a region from Select a region.
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7. (Optional) Type a tag key and an optional tag value. To add more than one tag to the cluster,
choose Add tag.

8. Choose Copy backup.

Copy backups to different Regions (AWS CLI)

To determine the backup ID, run the describe-backups command.

To copy backups to different regions (AWS CLI)

« At acommand prompt, run the copy-backup-to-region command. Specify the destination

region and the backup ID of the source backup. If you specify a backup ID, the associated
backup is copied.

$ aws cloudhsmv2 copy-backup-to-region --destination-region <destination region> \
--backup-id <backup ID>

Copy backups to different Regions (AWS CloudHSM API)

Refer to the following topic to learn how to copy backups to different regions by using the API.

» CopyBackupToRegion

Working with shared backups in AWS CloudHSM

CloudHSM integrates with AWS Resource Access Manager (AWS RAM) to enable resource sharing.
AWS RAM is a service that enables you to share some CloudHSM resources with other AWS
accounts or through AWS Organizations. With AWS RAM, you share resources that you own by
creating a resource share. A resource share specifies the resources to share, and the consumers with
whom to share them. Consumers can include:

« Specific AWS accounts inside or outside of its organization in AWS Organizations
« An organizational unit inside its organization in AWS Organizations

« An entire organization in AWS Organizations
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For more information about AWS RAM, see the AWS RAM User Guide.

This topic explains how to share resources that you own, and how to use resources that are shared
with you.

Contents

» Prerequisites for sharing backups

« Sharing a backup

» Unsharing a shared backup

« Identifying a shared backup

» Permissions for shared backups

« Billing and metering

Prerequisites for sharing backups

» To share a backup, you must own it in your AWS account. This means that the resource must be
allocated or provisioned in your account. You cannot share a backup that has been shared with
you.

« To share a backup, it must be in the READY state.

» To share a backup with your organization or an organizational unit in AWS Organizations, you
must enable sharing with AWS Organizations. For more information, see Enable Sharing with
AWS Organizations in the AWS RAM User Guide.

Sharing a backup

When you share a backup with other AWS accounts, you enable them to restore clusters from the
backup which contain the keys and users stored in the backup.

To share a backup, you must add it to a resource share. A resource share is an AWS RAM resource
that lets you share your resources across AWS accounts. A resource share specifies the resources
to share, and the consumers with whom they are shared. When you share a backup using the
CloudHSM console, you add it to an existing resource share. To add the backup to a new resource
share, you must first create the resource share using the AWS RAM console.

If you are part of an organization in AWS Organizations and sharing within your organization is
enabled, consumers in your organization are automatically granted access to the shared backup.
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Otherwise, consumers receive an invitation to join the resource share and are granted access to the
shared backup after accepting the invitation.

You can share a backup that you own using the AWS RAM console or AWS CLI.
To share a backup that you own using the AWS RAM console

See Creating a Resource Share in the AWS RAM User Guide.

To share a backup that you own (AWS RAM command)

Use the create-resource-share command.

To share a backup that you own (CloudHSM command)

/A Important

While you can share a backup using the CloudHSM PutResourcePolicy operation, we
recommend using AWS Resource Access Manager (AWS RAM) instead. Using AWS RAM
provides multiple benefits as it creates the policy for you, allows multiple resources to

be shared at one time, and increases the discoverability of shared resources. If you use
PutResourcePolicy and want consumers to be able to describe the backups you shared with
them, you must promote the backup to a standard AWS RAM Resource Share using the
AWS RAM PromoteResourceShareCreatedFromPolicy APl operation.

Use the put-resource-policy command.

1. Create a file named policy. json and copy the following policy into it.

{
"Version":"2012-10-17",
"Statement":[{
"Effect":"Allow",
"Principal”:{
"AWS" :"<consumer-aws-account-id-or-user>"
.
"Action":[
"cloudhsm:CreateCluster",
"cloudhsm:DescribeBackups"],
"Resource":"<arn-of-backup-to-share>"

]

Sharing a backup 276


https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
https://docs.aws.amazon.com/cli/latest/reference/cloudhsmv2/put-resource-policy.html

AWS CloudHSM User Guide

}

2. Update policy. json with the backup ARN and identifiers to share it with. The following
example grants read-only access to the root user for the AWS account identified by
123456789012.

"Version":"2012-10-17",
"Statement":[{

"Effect":"Allow",

"Principal":{

"AWS": [
"account-id"
]

},

"Action":[
"cloudhsm:CreateCluster",
"cloudhsm:DescribeBackups"],

"Resource":"arn:aws:cloudhsm:us-west-2:123456789012:backup/backup-123"

1]
}

/A Important

You can only grant permissions to DescribeBackups at the account level. When
you share a backup with another customer, any principal that has DescribeBackups
permission in that account can describe the backup.

3. Run the put-resource-policy command.

$ aws cloudhsmv2 put-resource-policy --resource-arn <resource-arn> --policy file://
policy.json

(@ Note

At this point, the consumer can use the backup but it will not show up in the
DescribeBackups response with the shared parameter. The next steps describe how to
promote the AWS RAM resource share in order for the backup to be included in the
response.
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4. Get the AWS RAM resource share ARN.

$ aws ram list-resources --resource-owner SELF --resource-arns <backup-arn>

This returns a response similar to this:

{
"resources": [
{
"arn": "<project-arn>",
"type": "<type>",
"resourceShareArn": '"<resource-share-arn>",
"creationTime": "<creation-time>",
"lastUpdatedTime": "<last-update-time>"
}
]
}

From the response, copy the <resource-share-arn> value to use in the next steps.

5.  Run the AWS RAM promote-resource-share-created-from-policy command.

$ aws ram promote-resource-share-created-from-policy --resource-share-
arn <resource-share-arn>

6. To validate that the resource share has been promoted, you can run the AWS RAM get-
resource-shares command.

$ aws ram get-resource-shares --resource-owner SELF --resource-share-
arns <resource-share-arn>

When the policy has been promoted, the featureSet listed in the response is STANDARD. This
also means the backup can be described by the new accounts in the policy.

Unsharing a shared backup

When you unshare a resource, the consumer may no longer use it to restore a cluster. Consumers
will still be able to access any clusters that they restored from the shared backup.
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To unshare a shared backup that you own, you must remove it from the resource share. You can do
this using the AWS RAM console or AWS CLI.

To unshare a shared backup that you own using the AWS RAM console

See Updating a Resource Share in the AWS RAM User Guide.

To unshare a shared backup that you own (AWS RAM command)

Use the disassociate-resource-share command.

To unshare a shared backup that you own (CloudHSM command)

Use the delete-resource-policy command.

$ aws cloudhsmv2 delete-resource-policy --resource-arn <resource-arn>

Identifying a shared backup

Consumers can identify a backup shared with them using the CloudHSM console and AWS CLI.
To identify backups shared with you using the CloudHSM console

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

2. To change the AWS Region, use the Region selector in the upper-right corner of the page.
3. In the navigation pane, choose Backups.
4

In the table, choose the Shared backups tab.

To identify backups shared with you using the AWS CLI

Use the describe-backups command with the --shared parameter to return the backups that are
shared with you.

Permissions for shared backups

Permissions for owners

Backup owners can describe and manage a shared backup as well as use it to restore a cluster.
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Permissions for consumers

Backup consumers cannot modify a shared backup, but they can describe it and use it to restore a
cluster.

Billing and metering

There are no additional charges for sharing backups.
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Cloned clusters in AWS CloudHSM

Use AWS CloudHSM Management Utility (CMU) to synchronize a cluster in a remote region, if the
cluster in that region was originally created from the backup of a cluster in another region. Let's
say you copied a cluster to another region (destination) and then later you want to synchronize
changes from the original cluster (source). In scenarios like this, you use CMU to synchronize

the clusters. You do this by creating a new CMU configuration file, specifying hardware security
modules (HSM) from both clusters in the new file, and then using CMU to connect to the cluster
with that file.

To use CMU across cloned clusters

1. Create a copy of your current configuration file and change the name of the copy to something
else.

For example, use the following file locations to locate and create a copy of your current
configuration file, then change the name of the copy from cloudhsm_mgmt_config.cfg to
syncConfig.cfgq.

e Linux: /opt/cloudhsm/etc/cloudhsm_mgmt_config.cfg

« Windows: C:\ProgramData\Amazon\CloudHSM\data\cloudhsm_mgmt_config.cfg

2. Inthe renamed copy, add the Elastic Network Interface (ENI) IP of the destination HSM
(the HSM in the foreign region that needs to be synced). We recommend that you add the
destination HSM below the source HSM.

{
"servers": [
{
"hostname": "<ENI Source IP>",
i
{
"hostname": "<ENI Destination IP>",
}
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}

For more information about how to get the IP address, see the section called "Get an IP
address for an HSM",

Initialize CMU with the new configuration file:

Linux
$ /opt/cloudhsm/bin/cloudhsm_mgmt_util /opt/cloudhsm/etc/userSync.cfg
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\cloudhsm_mgmt_util.exe" C:
\ProgramData\Amazon\CloudHSM\data\userSync.cfg

Check the status messages returned to ensure that the CMU is connected to all desired HSMs
and determine which of the returned ENI IPs corresponds to each cluster. Use syncUser and
syncKey to manually synchronize users and keys. For more information, see syncUser and

syncKey.

Get an IP address for an HSM

Use this section to obtain an IP address for an HSM.

To get an IP address for an HSM (console)

1.

2
3.
4

Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

To change the AWS Region, use the Region selector in the upper-right corner of the page.
To open the cluster detail page, in the cluster table, choose the cluster ID.

To get the IP address, go to the HSMs tab. For IPv4 clusters, choose an address listed under ENI
IPv4 address. For dual-stack clusters use either the ENI IPv4 or the ENI IPv6 address.
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To get an IP address for an HSM (AWS CLI)

o  Get the IP address of an HSM by using the describe-clusters command from the AWS CLI.
In the output from the command, the IP address of the HSMs are the values of EniIp and

EniIpVe (if it is a dual-stack cluster).

$ aws cloudhsmv2 describe-clusters

{
"Clusters": [
{ ... 2%
"Hsms": [
{
"EniIp": "10.0.0.9",
.
{

"EniIp": "10.0.1.6",
"EniIpV6": "2600:113f:404:be@9:310e:ed34:3412:F733",

Related topics

» syncUser

» syncKey
» Copying Backups Across Regions
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Tag AWS CloudHSM resources

A tag is a label that you assign to an AWS resource. You can assign tags to your AWS CloudHSM
clusters. Each tag consists of a tag key and a tag value, both of which you define. For example, the
tag key might be Cost Center and the tag value might be 12345. Tag keys must be unique for each
cluster.

You can use tags for a variety of purposes. One common use is to categorize and track your AWS
costs. You can apply tags that represent business categories (such as cost centers, application
names, or owners) to organize your costs across multiple services. When you add tags to your AWS
resources, AWS generates a cost allocation report with usage and costs aggregated by tags. You
can use this report to view your AWS CloudHSM costs in terms of projects or applications, instead
of viewing all AWS CloudHSM costs as a single line item.

For more information about using tags for cost allocation, see Using Cost Allocation Tags in the
AWS Billing User Guide.

You can use the AWS CloudHSM console or one of the AWS SDKs or command line tools to add,
update, list, and remove tags.

Topics
« Add or update tags for AWS CloudHSM resources
o List tags for AWS CloudHSM resources

» Remove tags from AWS CloudHSM resources

Add or update tags for AWS CloudHSM resources

You can add or update tags from the AWS CloudHSM console, the AWS Command Line Interface
(AWS CLI), or the AWS CloudHSM API.

To add or update tags (console)

Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

1.

2. Choose the cluster that you are tagging.
3. Choose Tags.

4. To add a tag, do the following:
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a. Choose Edit Tag and then choose Add Tag.

b. For Key, type a key for the tag.

c. (Optional) For Value, type a value for the tag.
d. Choose Save.

5. To update a tag, do the following:

a. Choose Edit Tag.

(@ Note

If you update the tag key for an existing tag, the console deletes the existing tag
and creates a new one.

b. Type the new tag value.

c. Choose Save.

To add or update tags (AWS CLI)

1. Atacommand prompt, issue the tag-resource command, specifying the tags and the ID of
the cluster that you are tagging. If you don't know the cluster ID, issue the describe-clusters

command.

$ aws cloudhsmv2 tag-resource --resource-id <cluster ID> \
--tag-list Key="<tag key>",6Value="<tag value>"

2. To update tags, use the same command but specify an existing tag key. When you specify a
new tag value for an existing tag, the tag is overwritten with the new value.

To add or update tags (AWS CloudHSM API)

« Send a TagResource request. Specify the tags and the ID of the cluster that you are tagging.

List tags for AWS CloudHSM resources

You can list tags for a cluster from the AWS CloudHSM console, the AWS CLI, or the AWS CloudHSM
API.
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To list tags (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

2. Choose the cluster whose tags you are listing.
3. Choose Tags.
To list tags (AWS CLI)

« Atacommand prompt, issue the list-tags command, specifying the ID of the cluster whose
tags you are listing. If you don't know the cluster ID, issue the describe-clusters command.

$ aws cloudhsmv2 list-tags --resource-id <cluster ID>

{
"TagList": [
{
"Key": "Cost Center",
"Value": "12345"
}
]
}

To list tags (AWS CloudHSM API)

« Send a ListTags request, specifying the ID of the cluster whose tags you are listing.

Remove tags from AWS CloudHSM resources

You can remove tags from an AWS CloudHSM cluster by using the AWS CloudHSM console, the
AWS CLI, or the AWS CloudHSM API.

To remove tags (console)

1. Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

2. Choose the cluster whose tags you are removing.

3. Choose Tags.

4. Choose Edit Tag and then choose Remove tag for the tag you want to remove.
5

Choose Save.
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To remove tags (AWS CLI)

o At acommand prompt, issue the untag-resource command, specifying the tag keys of the tags
that you are removing and the ID of the cluster whose tags you are removing. When you use
the AWS CLI to remove tags, specify only the tag keys, not the tag values.

$ aws cloudhsmv2 untag-resource --resource-id <cluster ID> \
--tag-key-list "<tag key>"

To remove tags (AWS CloudHSM API)

« Send an UntagResource request in the AWS CloudHSM API, specifying the ID of the cluster and

the tags that you are removing.
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AWS CloudHSM command line tools

In addition to the AWS Command Line Interface (AWS CLI) that you use for managing your AWS
resources, AWS CloudHSM offers command-line tools for creating and managing hardware security
module (HSM) users and keys on your HSMs. In AWS CloudHSM, you use the familiar CLI to manage
your cluster, and the CloudHSM command-line tools to manage your HSM.

These are the various command-line tools:
To manage HSMs and clusters

CloudHSMv2 commands in AWS CLI and HSM2 PowerShell cmdlets in the AWSPowerShell
module

» These tools get, create, delete, and tag AWS CloudHSM clusters and HSMs:

o To use the commands in CloudHSMv2 commands in CLI, you need to install and configure
AWS CLI.

o HSM2 PowerShell cmdlets in the AWSPowerShell module are available in a Windows
PowerShell module and a cross-platform PowerShell Core module.

To manage HSM users

CloudHSM CLI

» Use CloudHSM CLI to create users, delete users, list users, change user passwords, and
update user multi-factor authentication (MFA). It is not included in the AWS CloudHSM client
software. For guidance on installing this tool, see Install and configure CloudHSM CLI.

Helper Tools

Two tools help you to use AWS CloudHSM tools and software libraries:

« The configure tool updates your CloudHSM client configuration files. This allows AWS
CloudHSM to synchronize the HSMs in a cluster.

AWS CloudHSM offers two major versions, and Client SDK 5 is the latest. It offers a variety of
advantages over Client SDK 3 (the previous series).

» pkpspeed measures the performance of your HSM hardware independent of software
libraries.
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Tools for previous SDKs

Use the key management tool (KMU) create, delete, import, and export symmetric keys and
asymmetric key pairs:

o key_mgmt_util. This tool is included in the AWS CloudHSM client software.

Use the CloudHSM management tool (CMU) to create and delete HSM users, including
implementing quorum authentication of user management tasks

o cloudhsm_mgmt_util. This tool is included in the AWS CloudHSM client software.

The following topics further describe the command-Lline tools available for managing and using
AWS CloudHSM.

Topics

o AWS CloudHSM configure tool

e AWS CloudHSM Command Line Interface (CLI)

o AWS CloudHSM Management Utility (CMU)

o AWS CloudHSM Key Management Utility (KMU)

AWS CloudHSM configure tool

AWS CloudHSM automatically synchronizes data among all hardware security modules (HSM)
in a cluster. The configure tool updates the HSM data in the configuration files that the
synchronization mechanisms use. Use configure to refresh the HSM data before you use the
command line tools, especially when the HSMs in the cluster have changed.

AWS CloudHSM includes two major Client SDK versions:

» Client SDK 5: This is our latest and default Client SDK. For information on the benefits and
advantages it provides, see Benefits of AWS CloudHSM Client SDK 5.

o Client SDK 3: This is our older Client SDK. It includes a full set of components for platform and
language-based applications compatibility and management tools.

For instructions on migrating from Client SDK 3 to Client SDK 5, see Migrating from AWS
CloudHSM Client SDK 3 to Client SDK 5.
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Topics
o AWS CloudHSM Client SDK 5 configure tool
o AWS CloudHSM Client SDK 3 configure tool

AWS CloudHSM Client SDK 5 configure tool

Use the AWS CloudHSM Client SDK 5 configure tool to update client-side configuration files.

Each component in Client SDK 5 includes a configure tool with a designator of the component in
the file name of the configure tool. For example, the PKCS #11 library for Client SDK 5 includes a
configure tool named configure-pkcsll on Linux or configure-pkcsll.exe on Windows.

Topics

AWS CloudHSM Client SDK 5 configuration syntax
AWS CloudHSM Client SDK 5 configuration parameters
AWS CloudHSM Client SDK 5 configuration examples

Advanced configurations for the Client SDK 5 configure tool

AWS CloudHSM Client SDK 5 related topics

AWS CloudHSM Client SDK 5 configuration syntax
The following table illustrates the syntax for AWS CloudHSM configuration files for Client SDK 5.

PKCS #11

configure-pkcsll[ .exe ]
-a <ENI IP address>
[--hsm-ca-cert <customerCA certificate file path>]
[--cluster-id <cluster ID>]
[--endpoint <endpoint>]
[--region <region>]
[--client-cert-hsm-tls-file <client certificate hsm tls path>]
[--client-key-hsm-tls-file <client key hsm tls path>]
[--1log-level <error | warn | info | debug | trace>]
Default is <info>
[--log-rotation <daily | weekly>]
Default is <daily>
[--1log-file <file name with path>]
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Default is </opt/cloudhsm/run/cloudhsm-pkcsll.log>
Default for Windows is <C:\\Program Files\\Amazon\\CloudHSM\
\cloudhsm-pkcs1l.log>
[--log-type <file | term>]
Default is <file>
[-h | --help]
[-V | --version]
[--disable-key-availability-check]
[--enable-key-availability-check]
[--disable-validate-key-at-init]
[--enable-validate-key-at-init]
This is the default for PKCS #11

OpenSSL

configure-dyn[ .exe ]
-a <ENI IP address>
[--hsm-ca-cert <customerCA certificate file path>]
[--cluster-id <cluster ID>]
[--endpoint <endpoint>]
[--region <region>]
[--client-cert-hsm-tls-file <client certificate hsm tls path>]
[--client-key-hsm-tls-file <client key hsm tls path>]
[--1log-level <error | warn | info | debug | trace>]
Default is <error>
[--log-type <file | term>]
Default is <term>
[-h | --help]
[-V | --version]
[--disable-key-availability-check]
[--enable-key-availability-check]
[--disable-validate-key-at-init]
This is the default for OpenSSL
[--enable-validate-key-at-init]

KSP

configure-ksp[ .exe ]
-a <ENI IP address>
[--hsm-ca-cert <customerCA certificate file path>]
[--cluster-id <cluster ID>]
[--endpoint <endpoint>]
[--region <region>]
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[--client-cert-hsm-tls-file <client certificate hsm tls path>]
[--client-key-hsm-tls-file <client key hsm tls path>]
[--1log-level <error | warn | info | debug | trace>]

Default is <info>
[--log-rotation <daily | weekly>]

Default is <daily>
[--1log-file <file name with path>]

Default is <C:\\Program Files\\Amazon\\CloudHSM\\cloudhsm-ksp.log>
[--log-type <file | term>]

Default is <file>
[-h | --help]
[-V | --version]
[--disable-key-availability-check]
[--enable-key-availability-check]
[--disable-validate-key-at-init]

This is the default for KSP
[--enable-validate-key-at-init]

JCE

configure-jce[ .exe ]
-a <ENI IP address>
[--hsm-ca-cert <customerCA certificate file path>]
[--cluster-id <cluster ID>]
[--endpoint <endpoint>]
[--region <region>]
[--client-cert-hsm-tls-file <client certificate hsm tls path>]
[--client-key-hsm-tls-file <client key hsm tls path>]
[--1log-level <error | warn | info | debug | trace>]
Default is <info>
[--log-rotation <daily | weekly>]
Default is <daily>
[--1log-file <file name with path>]
Default is </opt/cloudhsm/run/cloudhsm-jce.log>
Default for Windows is <C:\\Program Files\\Amazon\\CLloudHSM\
\cloudhsm-jce.log>
[--log-type <file | term>]
Default is <file>
[-h | --help]
[-V | --version]
[--disable-key-availability-check]
[--enable-key-availability-check]
[--disable-validate-key-at-init]
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CloudHSM CLI

This is the default for IJCE
[--enable-validate-key-at-init]

configure-cli[ .exe ]

-a <ENI IP address>
[--hsm-ca-cert <customerCA certificate file path>]
[--cluster-id <cluster ID>]
[--endpoint <endpoint>]
[--region <region>]
[--client-cert-hsm-tls-file <client certificate hsm tls path>]
[--client-key-hsm-tls-file <client key hsm tls path>]
[--1log-level <error | warn | info | debug | trace>]
Default is <info>
[--log-rotation <daily | weekly>]
Default is <daily>
[--1log-file <file name with path>]
Default for Linux is </opt/cloudhsm/run/cloudhsm-cli.log>
Default for Windows is <C:\\Program Files\\Amazon\\CloudHSM\

\cloudhsm-cli.log>

[--log-type <file | term>]

Default setting is <file>
[-h | --help]
[-V | --version]
[--disable-key-availability-check]
[--enable-key-availability-check]
[--disable-validate-key-at-init]
[--enable-validate-key-at-init]

This is the default for CloudHSM CLI

AWS CloudHSM Client SDK 5 configuration parameters

The following is a list of parameters to configure AWS CloudHSM Client SDK 5.

-a<ENI IP address>

Adds the specified IP address to Client SDK 5 configuration files. Enter any ENI IP address of an
HSM from the cluster. For more information about how to use this option, see Bootstrap Client

SDK 5.
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Required: Yes

--hsm-ca-cert <customerCA certificate file path>

Path to the directory storing the certificate authority (CA) certificate use to connect EC2 client
instances to the cluster. You create this file when you initialize the cluster. By default, the
system looks for this file in the following location:

Linux

/opt/cloudhsm/etc/customerCA.crt

Windows

C:\ProgramData\Amazon\CloudHSM\customerCA.crt

For more information about initializing the cluster or placing the certificate, see ??? and ???.

Required: No

--cluster-id <cluster ID>

Makes a DescribeClusters call to find all of the HSM elastic network interface (ENI) IP
addresses in the cluster associated with the cluster ID. The system adds the ENI IP addresses to
the AWS CloudHSM configuration files.

® Note

If you use the --cluster-id parameter from an EC2 instance within a VPC that does
not have access to the public internet, then you must create an interface VPC endpoint
to connect with AWS CloudHSM. For more information about VPC endpoints, see 272,

Required: No

--endpoint <endpoint>

Specify the AWS CloudHSM API endpoint used for making the DescribeClusters call. You
must set this option in combination with --cluster-id.

Required: No
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--region <region>

Specify the region of your cluster. You must set this option in combination with --cluster-
id.

If you don't supply the --region parameter, the system chooses the region by attempting
to read the AWS_DEFAULT_REGION or AWS_REGION environment variables. If those variables
aren't set, then the system checks the region associated with your profile in your AWS config
file (typically ~/.aws/config) unless you specified a different file in the AWS_CONFIG_FILE
environment variable. If none of the above are set, the system defaults to the us-east-1
region.

Required: No

--client-cert-hsm-tls-file <client certificate hsm tls path>
Path to the client certificate used for TLS client-HSM mutual authentication.

Only use this option if you have registered at least one trust anchor onto HSM with CloudHSM
CLI. You must set this option in combination with --client-key-hsm-tls-file.

Required: No
--client-key-hsm-tls-file <client key hsm tls path>

Path to the client key used for TLS client-HSM mutual authentication.

Only use this option if you have registered at least one trust anchor onto HSM with CloudHSM
CLI. You must set this option in combination with --client-cert-hsm-tls-file.

Required: No

--log-level <error [ warn | info | debug | trace>

Specifies the minimum logging level the system should write to the log file. Each level includes
the previous levels, with error as the minimum level and trace the maximum level. This means
that if you specify errors, the system only writes errors to the log. If you specify trace, the
system writes errors, warnings, informational (info) and debug messages to the log. For more
information, see Client SDK 5 Logging.

Required: No
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--log-rotation <daily [ weekly>

Specifies the frequency with which the system rotates logs. For more information, see Client
SDK 5 Logging.

Required: No
--log-file <file name with path>

Specifies where the system will write the log file. For more information, see Client SDK 5
Logging.

Required: No
--log-type <term [ file>

Specifies whether the system will write the log to a file or terminal. For more information, see
Client SDK 5 Logging.

Required: No
-h | --help

Displays help.

Required: No

-v | --version
Displays version.

Required: No
--disable-key-availability-check

Flag to disable key availability quorum. Use this flag to indicate AWS CloudHSM should disable
key availability quorum and you can use keys that exist on only one HSM in the cluster. For
more information about using this flag to set key availability quorum, see ???.

Required: No

--enable-key-availability-check

Flag to enable key availability quorum. Use this flag to indicate AWS CloudHSM should use key
availability quorum and not allow you to use keys until those keys exist on two HSMs in the
cluster. For more information about using this flag to set key availability quorum, see ???.
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Enabled by default.

Required: No

--disable-validate-key-at-init

Improves performance by specifying that you can skip an initialization call to verify permissions
on a key for subsequent calls. Use with caution.

Background: Some mechanisms in the PKCS #11 library support multi-part operations where an
initialization call verifies if you can use the key for subsequent calls. This requires a verification
call to the HSM, which adds latency to the overall operation. This option enables you to disable
the subsequent call and potentially improve performance.

Required: No

--enable-validate-key-at-init

Specifies that you should use an initialization call to verify permissions on a key for subsequent
calls. This is the default option. Use enable-validate-key-at-init to resume these
initialization calls after you use disable-validate-key-at-init to suspend them.

Required: No

AWS CloudHSM Client SDK 5 configuration examples

These examples show how to use the configure tool for AWS CloudHSM Client SDK 5.
Bootstrap Client SDK 5

Example

This example uses the -a parameter to update the HSM data for Client SDK 5. To use the -a
parameter, you must have the IP address for one of the HSMs in your cluster.

PKCS #11 library
To bootstrap a Linux EC2 instance for Client SDK 5

» Use the configure tool to specify the IP address of an HSM in your cluster.

$ sudo /opt/cloudhsm/bin/configure-pkcsll -a <HSM IP addresses>
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To bootstrap a Windows EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of an HSM in your cluster.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-pkcsll.exe" -a <HSM IP
addresses>
OpenSSL Dynamic Engine
To bootstrap a Linux EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of an HSM in your cluster.

$ sudo /opt/cloudhsm/bin/configure-dyn -a <HSM IP addresses>

Key Storage Provider (KSP)
To bootstrap a Windows EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of an HSM in your cluster.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-ksp.exe" -a <HSM IP
addresses>

JCE provider
To bootstrap a Linux EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of an HSM in your cluster.

$ sudo /opt/cloudhsm/bin/configure-jce -a <HSM IP addresses>

To bootstrap a Windows EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of an HSM in your cluster.
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PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-jce.exe" -a <HSM IP
addresses>

CloudHSM CLI
To bootstrap a Linux EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of the HSM(s) in your cluster.

$ sudo /opt/cloudhsm/bin/configure-cli -a <The ENI IPv4 / IPv6 addresses of the
HSMs>

To bootstrap a Windows EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of the HSM(s) in your cluster.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" -a <The ENI
IPv4 / IPv6 addresses of the HSMs>

(® Note

you can use the --cluster-id parameter in place of -a <HSM_IP_ADDRESSES>. To see
requirements for using --cluster-id, see AWS CloudHSM Client SDK 5 configure tool.

For more information about the -a parameter, see the section called “Parameters”.

Specify cluster, region, and endpoint for Client SDK 5
Example

This example uses the cluster-id parameter to bootstrap Client SDK 5 by making a
DescribeClusters call.
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PKCS #11 library
To bootstrap a Linux EC2 instance for Client SDK 5 with cluster-id

e Usethe cluster ID cluster-1234567 to specify the IP address of an HSM in your cluster.

$ sudo /opt/cloudhsm/bin/configure-pkcsll --cluster-id <cluster-1234567>

To bootstrap a Windows EC2 instance for Client SDK 5 with cluster-id

e Usethe cluster ID cluster-1234567 to specify the IP address of an HSM in your cluster.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-pkcsll.exe" --cluster-
id <cluster-1234567>

OpenSSL Dynamic Engine
To bootstrap a Linux EC2 instance for Client SDK 5 with cluster-id

e Use the cluster ID cluster-1234567 to specify the IP address of an HSM in your cluster.

$ sudo /opt/cloudhsm/bin/configure-dyn --cluster-id <cluster-1234567>

Key Storage Provider (KSP)
To bootstrap a Windows EC2 instance for Client SDK 5 with cluster-id

e Use the cluster ID cluster-1234567 to specify the IP address of an HSM in your cluster.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-ksp.exe" --cluster-
id <cluster-1234567>

JCE provider
To bootstrap a Linux EC2 instance for Client SDK 5 with cluster-id

e Usethe cluster ID cluster-1234567 to specify the IP address of an HSM in your cluster.
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$ sudo /opt/cloudhsm/bin/configure-jce --cluster-id <cluster-1234567>

To bootstrap a Windows EC2 instance for Client SDK 5 with cluster-id

o Use the cluster ID cluster-1234567 to specify the IP address of an HSM in your cluster.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-jce.exe" --clustex-
id <cluster-1234567>

CloudHSM CLI
To bootstrap a Linux EC2 instance for Client SDK 5 with cluster-id

o Use the cluster ID cluster-1234567 to specify the IP address of an HSM in your cluster.

$ sudo /opt/cloudhsm/bin/configure-cli --cluster-id <cluster-1234567>

To bootstrap a Windows EC2 instance for Client SDK 5 with cluster-id

o Use the cluster ID cluster-1234567 to specify the IP address of an HSM in your cluster.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" --cluster-
id <cluster-1234567>

You can use the --region and --endpoint parameters in combination with the cluster-id
parameter to specify how the system makes the DescribeClusters call. For instance, if the
region of the cluster is different than the one configured as your AWS CLI default, you should
use the --region parameter to use that region. Additionally, you have the ability to specify the
AWS CloudHSM API endpoint to use for the call, which might be necessary for various network
setups, such as using VPC interface endpoints that don’t use the default DNS hostname for AWS
CloudHSM.
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PKCS #11 library
To bootstrap a Linux EC2 instance with a custom endpoint and region

« Use the configure tool to specify the IP address of an HSM in your cluster with a custom
region and endpoint.

$ sudo /opt/cloudhsm/bin/configure-pkcsll --cluster-id <cluster-1234567> --
region <us-east-1> --endpoint <https://cloudhsmv2.us-east-1.amazonaws.com>

To bootstrap a Windows EC2 instance with a endpoint and region

« Use the configure tool to specify the IP address of an HSM in your cluster with a custom
region and endpoint.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-pkcsll.exe" --cluster-
id <cluster-1234567>--xegion <us-east-1> --endpoint <https://cloudhsmv2.us-
east-1.amazonaws.com>

OpenSSL Dynamic Engine
To bootstrap a Linux EC2 instance with a custom endpoint and region

« Use the configure tool to specify the IP address of an HSM in your cluster with a custom
region and endpoint.

$ sudo /opt/cloudhsm/bin/configure-dyn --cluster-id <cluster-1234567> --
region <us-east-1> --endpoint <https://cloudhsmv2.us-east-1.amazonaws.com>

Key Storage Provider (KSP)
To bootstrap a Windows EC2 instance with a endpoint and region

« Use the configure tool to specify the IP address of an HSM in your cluster with a custom
region and endpoint.
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PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-ksp.exe" --clustex-
id <cluster-1234567> --region <us-east-1> --endpoint <https://cloudhsmv2.us-
east-1.amazonaws.com>

JCE provider
To bootstrap a Linux EC2 instance with a custom endpoint and region

« Use the configure tool to specify the IP address of an HSM in your cluster with a custom
region and endpoint.

$ sudo /opt/cloudhsm/bin/configure-jce --cluster-id <cluster-1234567> --
region <us-east-1> --endpoint <https://cloudhsmv2.us-east-1.amazonaws.com>

To bootstrap a Windows EC2 instance with a endpoint and region

« Use the configure tool to specify the IP address of an HSM in your cluster with a custom
region and endpoint.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-jce.exe" --clustex-
id <cluster-1234567> --region <us-east-1> --endpoint <https://cloudhsmv2.us-
east-1.amazonaws.com>

CloudHSM CLI
To bootstrap a Linux EC2 instance with a custom endpoint and region

« Use the configure tool to specify the IP address of an HSM in your cluster with a custom
region and endpoint.

$ sudo /opt/cloudhsm/bin/configure-cli --cluster-id <cluster-1234567> --
region <us-east-1> --endpoint <https://cloudhsmv2.us-east-1.amazonaws.com>
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To bootstrap a Windows EC2 instance with a endpoint and region

« Use the configure tool to specify the IP address of an HSM in your cluster with a custom
region and endpoint.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" --cluster-
id <cluster-1234567> --region <us-east-1> --endpoint <https://cloudhsmv2.us-
east-1.amazonaws.com>

For more information about the --cluster-id, --region, and --endpoint parameters, see the
section called “Parameters”.

Update client certificate and key for TLS client-HSM mutual authentication
Example

This examples shows how to use the --client-cert-hsm-tls-file and --client-key-hsm-
tls-file parameters to reconfigure SSL by specifying a custom key and SSL certificate for AWS
CloudHSM

PKCS #11 library

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Linux

1. Copy your key and certificate to the appropriate directory.

$ sudo cp ssl-client.pem </opt/cloudhsm/etc>
$ sudo cp ssl-client.key </opt/cloudhsm/etc>

2. Use the configure tool to specify ssl-client.pemand ssl-client.key.

$ sudo /opt/cloudhsm/bin/configure-pkcsll \
--client-cert-hsm-tls-file </opt/cloudhsm/etc/ssl-client.pem> \
--client-key-hsm-tls-file </opt/cloudhsm/etc/ssl-client.key>

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Windows

1. Copy your key and certificate to the appropriate directory.
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cp ssl-client.pem <C:\ProgramData\Amazon\CloudHSM\ssl-client.pem>
cp ssl-client.key <C:\ProgramData\Amazon\CloudHSM\ssl-client.key>

2. With a PowerShell interpreter, use the configure tool to specify ssl-client.pemand
ssl-client.key.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-pkcsll.exe" °
--client-cext-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl-
client.pem> °
--client-key-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\sslL-
client.key>

OpenSSL Dynamic Engine

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Linux

1. Copy your key and certificate to the appropriate directory.

$ sudo cp ssl-client.pem </opt/cloudhsm/etc>
sudo cp ssl-client.key </opt/cloudhsm/etc>

2. Use the configure tool to specify ssl-client.pemand ssl-client.key.

$ sudo /opt/cloudhsm/bin/configure-dyn \
--client-cert-hsm-tls-file </opt/cloudhsm/etc/ssl-client.pem> \
--client-key-hsm-tls-file </opt/cloudhsm/etc/ssl-client.key>

Key Storage Provider (KSP)

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Windows

1. Copy your key and certificate to the appropriate directory.

cp ssl-client.pem <C:\ProgramData\Amazon\CloudHSM\ssl-client.pem>
cp ssl-client.key <C:\ProgramData\Amazon\CloudHSM\ssl-client.key>
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2. With a PowerShell interpreter, use the configure tool to specify ssl-client.pemand
ssl-client.key.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-ksp.exe" °
--client-cert-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl1-
client.pem>
--client-key-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl-
client. key>

JCE provider

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Linux

1. Copy your key and certificate to the appropriate directory.

$ sudo cp ssl-client.pem </opt/cloudhsm/etc>
sudo cp ssl-client.key </opt/cloudhsm/etc>

2. Use the configure tool to specify ssl-client.pemand ssl-client.key.

$ sudo /opt/cloudhsm/bin/configure-jce \
--client-cext-hsm-tls-file </opt/cloudhsm/etc/ssl-client.pem> \
--client-key-hsm-tls-file </opt/cloudhsm/etc/ssl-client.key>

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Windows

1. Copy your key and certificate to the appropriate directory.

cp ssl-client.pem <C:\ProgramData\Amazon\CloudHSM\ssl-client.pem>
cp ssl-client.key <C:\ProgramData\Amazon\CloudHSM\ssl-client.key>

2. With a PowerShell interpreter, use the configure tool to specify ssl-client.pemand
ssl-client.key.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-jce.exe" °
--client-cert-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl-
client.pem> °
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--client-key-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl-
client.key>

CloudHSM CLI

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Linux

1. Copy your key and certificate to the appropriate directory.

$ sudo cp ssl-client.pem </opt/cloudhsm/etc>
sudo cp ssl-client.key </opt/cloudhsm/etc>

2. Use the configure tool to specify ssl-client.pemand ssl-client.key.

$ sudo /opt/cloudhsm/bin/configure-cli \
--client-cext-hsm-tls-file </opt/cloudhsm/etc/ssl-client.pem> \
--client-key-hsm-tls-file </opt/cloudhsm/etc/ssl-client.key>

To use a custom certificate and key for TLS client-HSM mutual authentication with Client
SDK 5 on Windows

1. Copy your key and certificate to the appropriate directory.

cp ssl-client.pem <C:\ProgramData\Amazon\CloudHSM\ssl-client.pem>
cp ssl-client.key <C:\ProgramData\Amazon\CloudHSM\ssl-client.key>

2. With a PowerShell interpreter, use the configure tool to specify ssl-client.pemand
ssl-client.key.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" °
--client-cert-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl1-
client.pem>
--client-key-hsm-tls-file <C:\ProgramData\Amazon\CloudHSM\ssl-
client. key>

For more information about the --client-cert-hsm-tls-file and --client-key-hsm-
tls-file parameters, see the section called “Parameters”.
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Disable client key durability settings

Example

This example uses the --disable-key-availability-check parameter to disable client

key durability settings. To run a cluster with a single HSM, you must disable client key durability
settings.

PKCS #11 library
To disable client key durability for Client SDK 5 on Linux

« Use the configure tool to disable client key durability settings.

$ sudo /opt/cloudhsm/bin/configure-pkcsll --disable-key-availability-check

To disable client key durability for Client SDK 5 on Windows

« Use the configure tool to disable client key durability settings.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-pkcsll.exe" --disable-
key-availability-check
OpenSSL Dynamic Engine
To disable client key durability for Client SDK 5 on Linux

« Use the configure tool to disable client key durability settings.

$ sudo /opt/cloudhsm/bin/configure-dyn --disable-key-availability-check

Key Storage Provider (KSP)
To disable client key durability for Client SDK 5 on Windows

« Use the configure tool to disable client key durability settings.
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PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-ksp.exe" --disable-
key-availability-check

JCE provider
To disable client key durability for Client SDK 5 on Linux

« Use the configure tool to disable client key durability settings.

$ sudo /opt/cloudhsm/bin/configure-jce --disable-key-availability-check

To disable client key durability for Client SDK 5 on Windows

« Use the configure tool to disable client key durability settings.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-jce.exe" --disable-
key-availability-check

CloudHSM CLI
To disable client key durability for Client SDK 5 on Linux

« Use the configure tool to disable client key durability settings.

$ sudo /opt/cloudhsm/bin/configure-cli --disable-key-availability-check

To disable client key durability for Client SDK 5 on Windows

« Use the configure tool to disable client key durability settings.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" --disable-
key-availability-check

For more information about the --disable-key-availability-check parameter, see the
section called “Parameters”.
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Manage logging options
Example
Client SDK 5 uses the 1log-file, log-level, log-rotation, and log-type parameters to

manage logging.

(@ Note

To configure your SDK for serverless environments such as AWS Fargate or AWS Lambda,
we recommend you configure your AWS CloudHSM log type to term. The client logs will

be output to stderr and captured in the CloudWatch Logs log group configured for that
environment.

PKCS #11 library
Default logging location

« If you do not specify a location for the file, the system writes logs to the following default
location:

Linux

/opt/cloudhsm/run/cloudhsm-pkcsll.log

Windows

C:\Program Files\Amazon\CloudHSM\cloudhsm-pkcsll.log

To configure the logging level and leave other logging options set to default

$ sudo /opt/cloudhsm/bin/configure-pkcsll --log-level info
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To configure file logging options

$ sudo /opt/cloudhsm/bin/configure-pkcsll --log-type file --log-file <file name
with path> --log-rotation daily --log-level info

To configure terminal logging options

$ sudo /opt/cloudhsm/bin/configure-pkcsll --log-type term --log-level info

OpenSSL Dynamic Engine
Default logging location

« If you do not specify a location for the file, the system writes logs to the following default
location:

Linux

stderr

To configure the logging level and leave other logging options set to default

$ sudo /opt/cloudhsm/bin/configure-dyn --log-level info

To configure file logging options

$ sudo /opt/cloudhsm/bin/configure-dyn --log-type <file name> --log-file file --
log-rotation daily --log-level info

To configure terminal logging options

$ sudo /opt/cloudhsm/bin/configure-dyn --log-type term --log-level info
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Key Storage Provider (KSP)
Default logging location

« If you do not specify a location for the file, the system writes logs to the following default
location:

Windows

C:\Program Files\Amazon\CloudHSM\cloudhsm-ksp.log

To configure the logging level and leave other logging options set to default

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-ksp.exe" --log-level
info

To configure file logging options

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-ksp.exe" --log-type
file --log-file <file name> --log-rotation daily --log-level info

To configure terminal logging options

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-ksp.exe" --log-type
term --log-level info

JCE provider
Default logging location

« If you do not specify a location for the file, the system writes logs to the following default
location:

Linux

/opt/cloudhsm/run/cloudhsm-jce.log
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Windows

C:\Program Files\Amazon\CloudHSM\cloudhsm-jce.log

To configure the logging level and leave other logging options set to default

$ sudo /opt/cloudhsm/bin/configure-jce --log-level info

To configure file logging options

$ sudo /opt/cloudhsm/bin/configure-jce --log-type file --log-file <file name> --
log-rotation daily --log-level info

To configure terminal logging options

$ sudo /opt/cloudhsm/bin/configure-jce --log-type term --log-level info

CloudHSM CLI
Default logging location

« If you do not specify a location for the file, the system writes logs to the following default
location:

Linux

/opt/cloudhsm/run/cloudhsm-cli.log

Windows

C:\Program Files\Amazon\CloudHSM\cloudhsm-cli.log
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To configure the logging level and leave other logging options set to default

$ sudo /opt/cloudhsm/bin/configure-cli --log-level info

To configure file logging options

$ sudo /opt/cloudhsm/bin/configure-cli --log-type file --log-file <file name> --
log-rotation daily --log-level info

To configure terminal logging options

$ sudo /opt/cloudhsm/bin/configure-cli --log-type term --log-level info

For more information about the 1log-file, 1log-level, log-rotation,and log-type
parameters, see the section called “Parameters”.

Place the issuing certificate for Client SDK 5

Example

This example uses the --hsm-ca-cert parameter to update the location of the issuing certificate
for Client SDK 5.

PKCS #11 library
To place the issuing certificate on Linux for Client SDK 5

« Use the configure tool to specify a location for the issuing certificate.

$ sudo /opt/cloudhsm/bin/configure-pkcsll --hsm-ca-cext <customerCA certificate
file>

To place the issuing certificate on Windows for Client SDK 5

« Use the configure tool to specify a location for the issuing certificate.

Client SDK 5 configure tool 314



AWS CloudHSM User Guide

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-pkcsll.exe" --hsm-ca-
cert <customerCA certificate file>

OpenSSL Dynamic Engine
To place the issuing certificate on Linux for Client SDK 5

« Use the configure tool to specify a location for the issuing certificate.

$ sudo /opt/cloudhsm/bin/configure-dyn --hsm-ca-cert <customerCA certificate
file>

Key Storage Provider (KSP)

To place the issuing certificate on Windows for Client SDK 5

« Use the configure tool to specify a location for the issuing certificate.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-ksp.exe" --hsm-ca-
cert <customerCA certificate file>

JCE provider
To place the issuing certificate on Linux for Client SDK 5

«  Use the configure tool to specify a location for the issuing certificate.

$ sudo /opt/cloudhsm/bin/configure-jce --hsm-ca-cert <customerCA certificate
file>

To place the issuing certificate on Windows for Client SDK 5

« Use the configure tool to specify a location for the issuing certificate.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-jce.exe" --hsm-ca-
cert <customerCA certificate file>
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CloudHSM CLI
To place the issuing certificate on Linux for Client SDK 5

« Use the configure tool to specify a location for the issuing certificate.

$ sudo /opt/cloudhsm/bin/configure-cli --hsm-ca-cert <customerCA certificate
file>

To place the issuing certificate on Windows for Client SDK 5

« Use the configure tool to specify a location for the issuing certificate.

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" --hsm-ca-
cert <customerCA certificate file>

For more information about the --hsm-ca-cert parameter, see the section called "Parameters”.

Advanced configurations for the Client SDK 5 configure tool

The AWS CloudHSM Client SDK 5 configure tool includes advanced configurations that are not
part of the general features most customers utilize. Advanced configurations provide additional
capabilities.

/A Important

After making any changes to your configuration, you need to restart your application for
the changes to take effect.

» Advanced configurations for PKCS #11
« Multiple slot configuration with PKCS #11 library for AWS CloudHSM
o Retry commands for PKCS #11 library for AWS CloudHSM

« Advanced configurations for OpenSSL
o Retry commands for OpenSSL for AWS CloudHSM

» Advanced configurations for KSP
» SDK3 compatibility mode for Key Storage Provider (KSP) for AWS CloudHSM
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» Advanced configurations for JCE
o Connecting to multiple AWS CloudHSM clusters with the JCE provider
o Retry commands for JCE for AWS CloudHSM
» Key extraction using JCE for AWS CloudHSM
» Advanced configurations for AWS CloudHSM Command Line Interface (CLI)

« Connecting to multiple clusters with CloudHSM CLI

AWS CloudHSM Client SDK 5 related topics
See the following related topics to learn more about the AWS CloudHSM Client SDK 5.

» DescribeClusters APl operation
 describe-clusters AWS CLI

« Get-HSM2Cluster PowerShell cmdlet

» Bootstrap Client SDK 5

o AWS CloudHSM VPC endpoints

« Managing Client SDK 5 Key Durability Settings
« Client SDK 5 Logging

o Setup mTLS (recommended)

AWS CloudHSM Client SDK 3 configure tool

Use the AWS CloudHSM Client SDK 3 configure tool to bootstrap the client daemon and configure
CloudHSM Management Utility (CMU).

Topics

o AWS CloudHSM Client SDK 3 configuration syntax

« AWS CloudHSM Client SDK 3 configuration parameters

o AWS CloudHSM Client SDK 3 configuration examples

« AWS CloudHSM Client SDK 3 configuration related topics

AWS CloudHSM Client SDK 3 configuration syntax

The following table illustrates the syntax for AWS CloudHSM configuration files for Client SDK 3.
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configure -h | --help
-a <ENI IP address>
-m [-i <daemon_id>]
--ssl --pkey <private key file> --cert <certificate file>
--cmu <ENI IP address>

AWS CloudHSM Client SDK 3 configuration parameters
The following is a list of parameters to configure AWS CloudHSM Client SDK 3.
-h | --help

Displays command syntax.

Required: Yes
-a <ENI IP address>

Adds the specified HSM elastic network interface (ENI) IP address to AWS CloudHSM
configuration files. Enter the ENI IP address of any one of the HSMs in the cluster. It does not
matter which one you select.

To get the ENI IP addresses of the HSMs in your cluster, use the DescribeClusters operation, the
describe-clusters AWS CLI command, or the Get-HSM2Cluster PowerShell cmmdlet.

(® Note

Before running the -a configure command, stop the AWS CloudHSM client. Then,
when the -a command completes, restart the AWS CloudHSM client. For details, see the

examples.

This parameter edits the following configuration files:

» /opt/cloudhsm/etc/cloudhsm_client.cfg: Used by AWS CloudHSM client and
key_mgmt_util.

« /opt/cloudhsm/etc/cloudhsm_mgmt_util.cfg: Used by cloudhsm_mgmt_util.

When the AWS CloudHSM client starts, it uses the ENI IP address in its configuration file
to query the cluster and update the cluster.info file (/opt/cloudhsm/daemon/1/
cluster.info) with the correct ENI IP addresses for all HSMs in the cluster.
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-m

Required: Yes

Updates the HSM ENI IP addresses in the configuration file that CMU uses.

(® Note

The -m parameter is for use with CMU from Client SDK 3.2.1 and earlier. For CMU
from Client SDK 3.3.0 and later, see - -cmu parameter, which simplifies the process of
updating HSM data for CMU.

When you update the -a parameter of configure and then start the AWS CloudHSM client, the
client daemon queries the cluster and updates the cluster.info files with the correct HSM IP
addresses for all HSMs in the cluster. Running the -m configure command completes the update
by copying the HSM IP addresses from the cluster.info to the cloudhsm_mgmt_util.cfg
configuration file that cloudhsm_mgmt_util uses.

Be sure to run -a configure command and restart the AWS CloudHSM client before running
the -m command. This ensures that the data copied into cloudhsm_mgmt_util.cfg from
cluster.infois complete and accurate.

Required: Yes

Specifies an alternate client daemon. The default value represents the AWS CloudHSM client.
Default: 1

Required: No

--ssl

Replaces the SSL key and certificate for the cluster with the specified private key and certificate.
When you use this parameter, the --pkey and --cert parameters are required.

Required: No

--pkey

Specifies the new private key. Enter the path and file name of the file that contains the private
key.
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Required: Yes if --ssl is specified. Otherwise, this should not be used.

--cert

Specifies the new certificate. Enter the path and file name of the file that contains the
certificate. The certificate should chain up to the customerCA. crt certificate, the self-signed
certificate used to initialize the cluster. For more information, see Initialize the Cluster.

Required: Yes if --ssl is specified. Otherwise, this should not be used.

--cmu <ENI IP address>

Combines the -a and -m parameters into one parameter. Adds the specified HSM elastic
network interface (ENI) IP address to AWS CloudHSM configuration files and then updates the
CMU configuration file. Enter an IP address from any HSM in the cluster. For Client SDK 3.2.1
and earlier, see Using CMU with Client SDK 3.2.1 and Earlier.

Required: Yes

AWS CloudHSM Client SDK 3 configuration examples

These examples show how to use the configure tool for AWS CloudHSM Client SDK 3.

Example : Update the HSM data for the AWS CloudHSM client and key_mgmt_util

This example uses the -a parameter of configure to update the HSM data for the AWS CloudHSM
client and key_mgmt_util. To use the -a parameter, you must have the IP address for one of the
HSMs in your cluster. Use either the console or the AWS CLI to get the IP address.

To get an IP address for an HSM (console)

1.

2
3.
4

Open the AWS CloudHSM console at https://console.aws.amazon.com/cloudhsm/home.

To change the AWS Region, use the Region selector in the upper-right corner of the page.
To open the cluster detail page, in the cluster table, choose the cluster ID.

To get the IP address, go to the HSMs tab. For IPv4 clusters, choose an address listed under ENI
IPv4 address. For dual-stack clusters use either the ENI IPv4 or the ENI IPv6 address.
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To get an IP address for an HSM (AWS CLI)

o  Get the IP address of an HSM by using the describe-clusters command from the AWS CLI.
In the output from the command, the IP address of the HSMs are the values of EniIp and
EniIpVe (if it is a dual-stack cluster).

$ aws cloudhsmv2 describe-clusters

{
"Clusters": [
{ ...}
"Hsms": [
{
"EniIp": "10.0.0.9",
1,
{

"EniIp": "10.0.1.6",
"EniIpV6": "2600:113f:404:be@9:310e:ed34:3412:f733",

To update the HSM data

1. Before updating the -a parameter, stop the AWS CloudHSM client. This prevents conflicts that
might occur while configure edits the client's configuration file. If the client is already stopped,
this command has no effect, so you can use it in a script.

Amazon Linux

$ sudo stop cloudhsm-client
Amazon Linux 2

$ sudo service cloudhsm-client stop
CentOS 7

$ sudo service cloudhsm-client stop
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CentOS 8

$ sudo service

RHEL 7

$ sudo service

RHEL 8

$ sudo service

Ubuntu 16.04 LTS

$ sudo service

Ubuntu 18.04 LTS

$ sudo service

Windows

cloudhsm-client

cloudhsm-client

cloudhsm-client

cloudhsm-client

cloudhsm-client

« For Windows client 1.1.2+:

C:\Program Files\Amazon\CloudHSM>net.exe stop AWSCloudHSMClient

stop

stop

stop

stop

stop

+ For Windows clients 1.1.1 and older:

Use Ctrl+C in the command window where you started the AWS CloudHSM client.

2. This step uses the -a parameter of configure to add the 10.0.0.9 ENI IP address to the

configurations files.

Amazon Linux

$ sudo /opt/cloudhsm/bin/configure -a 10.0.0.9
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Amazon Linux 2

$ sudo /opt/cloudhsm/bin/configure

CentOS 7

$ sudo /opt/cloudhsm/bin/configure

CentOS 8

$ sudo /opt/cloudhsm/bin/configure

RHEL 7

$ sudo /opt/cloudhsm/bin/configure

RHEL 8

$ sudo /opt/cloudhsm/bin/configure

Ubuntu 16.04 LTS

$ sudo /opt/cloudhsm/bin/configure

Ubuntu 18.04 LTS

$ sudo /opt/cloudhsm/bin/configure

Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\configure.exe" -a 10.0.0.9

10.

10.

10.

10.

10.

10.

10.

3. Next, restart the AWS CloudHSM client. When the client starts, it uses the ENI IP address in its
configuration file to query the cluster. Then, it writes the ENI IP addresses of all HSMs in the

cluster to the cluster.info file.
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Amazon Linux

$ sudo start cloudhsm-client

Amazon Linux 2

$ sudo

CentOS 7

$ sudo

CentOS 8

$ sudo

RHEL 7

$ sudo

RHEL 8

$ sudo

service

service

service

service

service

Ubuntu 16.04 LTS

$ sudo

service

Ubuntu 18.04 LTS

$ sudo

Windows

service

cloudhsm-client

cloudhsm-client

cloudhsm-client

cloudhsm-client

cloudhsm-client

cloudhsm-client

cloudhsm-client

o For Windows client 1.1.2+:

C:\Program Files\Amazon\CloudHSM>net.exe start AWSCloudHSMClient

start

start

start

start

start

start

start
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« For Windows clients 1.1.1 and older:

C:\Program Files\Amazon\CloudHSM>start "cloudhsm_client" cloudhsm_client.exe
C:\ProgramData\Amazon\CloudHSM\data\cloudhsm_client.cfg

When the command completes, the HSM data that the AWS CloudHSM client and
key_mgmt_util use is complete and accurate.

Example : Update the HSM Data for CMU from client SDK 3.2.1 and earlier

This example uses the -m configure command to copy the updated HSM data from the
cluster.info file to the cloudhsm_mgmt_util.cfg file that cloudhsm_mgmt_util uses. Use
this with CMU that ships with Client SDK 3.2.1 and earlier.

« Before running the -m, stop the AWS CloudHSM client, run the -a command, and then restart
the AWS CloudHSM client, as shown in the previous example. This ensures that the data
copied into the cloudhsm_mgmt_util.cfg file from the cluster. info file is complete and

accurate.

Linux
$ sudo /opt/cloudhsm/bin/configure -m
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\configure.exe" -m

Example : Update the HSM Data for CMU from client SDK 3.3.0 and later

This example uses the - -cmu parameter of the configure command to update HSM data for CMU.
Use this with CMU that ships with Client SDK 3.3.0 and later. For more information about using
CMU, see Using CloudHSM Management Utility (CMU) to Manage Users and Using CMU with Client
SDK 3.2.1 and Earlier.

e Use the --cmu parameter to pass the IP address of an HSM in your cluster.
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Linux
$ sudo /opt/cloudhsm/bin/configure --cmu <IP address>
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\configure.exe" --cmu <IP address>

AWS CloudHSM Client SDK 3 configuration related topics

See the following related topics to learn more about the AWS CloudHSM Client SDK 3.

o Set up AWS CloudHSM key_mgmt_util

AWS CloudHSM Command Line Interface (CLI)

CloudHSM CLI helps admins manage users and crypto users manage keys in their cluster in
AWS CloudHSM. The CLI includes tools that can be used to create, delete and list users, change
user passwords, update user multi-factor authentication (MFA). It also includes commands
that generate, delete, import, and export keys, get and set attributes, find keys, and perform
cryptographic operations.

For defined list of CloudHSM CLI users, see HSM user management with CloudHSM CLI . For

a defined list of key attributes for CloudHSM CLI, see Key attributes for CloudHSM CLI. For
information on how to use CloudHSM CLI to manage keys, see Key management with CloudHSM
CLI.

For a quick start, see Getting started with AWS CloudHSM Command Line Interface (CLI). For
detailed information about the CloudHSM CLI commands and examples of using the commands,

see Reference for CloudHSM CLI commands.

Topics

o AWS CloudHSM Command Line Interface (CLI) supported platforms

» Migrate from AWS CloudHSM Client SDK 3 CMU and KMU to Client SDK 5 CloudHSM CLI
o Getting started with AWS CloudHSM Command Line Interface (CLI)

« Command modes in CloudHSM CLI
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» Key attributes for CloudHSM CLI

» Advanced configurations for CloudHSM CLI

« Reference for CloudHSM CLI commands

AWS CloudHSM Command Line Interface (CLI) supported platforms
This topic describes the Linux and Windows platforms that the AWS CloudHSM CLI supports.

Linux support

Supported platforms X86_64 Architecture ARM architecture
Amazon Linux 2 Yes Yes

Amazon Linux 2023 Yes Yes

Red Hat Enterprise Linux 8 Yes No

(8.3+)

Red Hat Enterprise Linux 9 Yes Yes

(9.2+)

Ubuntu 22.04 LTS Yes Yes

Ubuntu 24.04 LTS Yes Yes

» SDK 5.16 was the last release to provide Ubuntu 20.04 LTS platform support. For more
information, see the Ubuntu website.

« SDK 5.12 was the last release to provide CentOS 7 (7.8+) platform support. For more
information, see the CentOS website.

« SDK 5.12 was the last release to provide Red Hat Enterprise Linux 7 (7.8+) platform support. For
more information, see the Red Hat website.

» SDK 5.4.2 was the last release to provide CentOS 8 platform support. For more information, see
the CentOS website.
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Windows support

o Microsoft Windows Server 2016

o Microsoft Windows Server 2019

Migrate from AWS CloudHSM Client SDK 3 CMU and KMU to Client SDK
5 CloudHSM CLI

Use this topic to migrate workflows that use the AWS CloudHSM Client SDK 3 command line tools,
the CloudHSM Management Utility (CMU) and the Key Management Utility (KMU), to instead use
the Client SDK 5 command line tool, CloudHSM CLI.

In AWS CloudHSM, customer applications perform cryptographic operations using the AWS
CloudHSM Client Software Development Kit (SDK). Client SDK 5 is the primary SDK that continues
to have new features and platform support added to it. This topic provides details specific to
migrating from Client SDK 3 to Client SDK 5 for command line tools.

Client SDK 3 includes two separate command line tools: the CMU for managing users and the KMU
for managing keys and performing operations with keys. Client SDK 5 consolidates the functions
of the CMU and KMU (tools that were offered with Client SDK 3) into a single tool, the AWS
CloudHSM Command Line Interface (CLI). User management operations can be found under the

subcommands The user category in CloudHSM CLI and The quorum category in CloudHSM CLI. Key

management operations can be found under the key subcommand, and cryptographic operations

can be found under the crypto subcommand. See Reference for CloudHSM CLI commands for a

complete list of commands.

For instructions on migrating to Client SDK 5, see Migrating from AWS CloudHSM Client SDK 3 to
Client SDK 5. For benefits on migrating, see Benefits of AWS CloudHSM Client SDK 5.

Getting started with AWS CloudHSM Command Line Interface (CLI)

With the CloudHSM CLI Command Line Interface (CLI), you can manage users in your AWS
CloudHSM cluster. Use this topic to get started with basic hardware security module (HSM) user
management tasks, such as creating users, listing users, and connecting CloudHSM CLI to the
cluster.
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« Install the CloudHSM CLI

+ Use the CloudHSM CLI

Install the CloudHSM CLI

Use the following commands to download and install the CloudHSM CLI for AWS CloudHSM.

Amazon Linux 2023

Amazon Linux 2023 on x86_64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Amzn2023/
cloudhsm-cli-latest.amzn2023.x86_64.xrpm

$ sudo yum install ./cloudhsm-cli-latest.amzn2023.x86_64.xrpm

Amazon Linux 2023 on ARM64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHismClient/Amzn2023/
cloudhsm-cli-latest.amzn2023.aarch64.rpm

$ sudo yum install ./cloudhsm-cli-latest.amzn2023.aaxrch64.xrpm

Amazon Linux 2

Amazon Linux 2 on x86_64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL7/cloudhsm-cli-
latest.el7.x86_64.rpm

$ sudo yum install ./cloudhsm-cli-latest.el7.x86_64.xrpm

Amazon Linux 2 on ARM64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL7/cloudhsm-cli-
latest.el7.aaxch64.rpm
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$ sudo yum install ./cloudhsm-cli-latest.el7.aarch64.xrpm

RHEL 9 (9.2+)

RHEL 9 on x86_64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL9/cloudhsm-cli-
latest.el9.x86_64.xpm

$ sudo yum install ./cloudhsm-cli-latest.el9.x86_64.rpm

RHEL 9 on ARM64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL9/cloudhsm-cli-
latest.el9.aarch64.rpm

$ sudo yum install ./cloudhsm-cli-latest.el9.aarch64.xpm

RHEL 8 (8.3+)

RHEL 8 on x86_64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/EL8/cloudhsm-cli-
latest.el8.x86_64.rpm

$ sudo yum install ./cloudhsm-cli-latest.el8.x86_64.xpm

Ubuntu 24.04 LTS

Ubuntu 24.04 LTS on x86_64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Noble/cloudhsm-
cli_latest_u24.04_amd64.deb

$ sudo apt install ./cloudhsm-cli_latest_u24.04_amd64.deb

Ubuntu 24.04 LTS on ARM64 architecture:
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$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Noble/cloudhsm-
cli_latest_u24.04_arm64.deb

$ sudo apt install ./cloudhsm-cli_latest_u24.04_arm64.deb

Ubuntu 22.04 LTS

Ubuntu 22.04 LTS on x86_64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Jammy/cloudhsm-
cli_latest_u22.04_amd64.deb

$ sudo apt install ./cloudhsm-cli_latest_u22.04_amd64.deb

Ubuntu 22.04 LTS on ARM64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Jammy/cloudhsm-
cli_latest_u22.04_arm64.deb

$ sudo apt install ./cloudhsm-cli_latest_u22.04_arm64.deb

Ubuntu 20.04 LTS

Ubuntu 20.04 LTS on x86_64 architecture:

$ wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Focal/cloudhsm-
cli_latest_u20.04_amd64.deb

$ sudo apt install ./cloudhsm-cli_latest_u20.04_amd64.deb

Windows Server 2022

For Windows Server 2022 on x86_64 architecture, open PowerShell as an administrator and run
the following command:

PS C:\> wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Windows/
AWSCloudHSMCLI-latest.msi -Outfile C:\AWSCloudHSMCLI-latest.msi
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PS C:\> Start-Process msiexec.exe -ArgumentList '/i C:\AWSCloudHSMCLI-latest.msi /
quiet /norestart /log C:\client-install.txt' -Wait

Windows Server 2019

For Windows Server 2019 on x86_64 architecture, open PowerShell as an administrator and run
the following command:

PS C:\> wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Windows/
AWSCloudHSMCLI-latest.msi -Outfile C:\AWSCloudHSMCLI-latest.msi

PS C:\> Start-Process msiexec.exe -ArgumentList '/i C:\AWSCloudHSMCLI-latest.msi /
quiet /norestart /log C:\client-install.txt' -Wait

Windows Server 2016

For Windows Server 2016 on x86_64 architecture, open PowerShell as an administrator and run
the following command:

PS C:\> wget https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Windows/
AWSCloudHSMCLI-latest.msi -Outfile C:\AWSCloudHSMCLI-latest.msi

PS C:\> Start-Process msiexec.exe -ArgumentList '/i C:\AWSCloudHSMCLI-latest.msi /
quiet /norestart /log C:\client-install.txt' -Wait

Use the following commands to configure CloudHSM CLI.
To bootstrap a Linux EC2 instance for Client SDK 5

«  Use the configure tool to specify the IP address of the HSM(s) in your cluster.

$ sudo /opt/cloudhsm/bin/configure-cli -a <The ENI IPv4 / IPv6 addresses of the
HSMs>

To bootstrap a Windows EC2 instance for Client SDK 5

« Use the configure tool to specify the IP address of the HSM(s) in your cluster.
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PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" -a <The ENI
IPv4 / IPv6 addresses of the HSMs>

Use the CloudHSM CLI

Use the following commands to start and use the CloudHSM CLI.
1. Use the following command to start CloudHSM CLI.

Linux

$ /opt/cloudhsm/bin/cloudhsm-cli interactive

Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive
2. Use the login command to log in to the cluster. All users can use this command.

The command in the following example logs in admin, which is the default admin account. You

set this user's password when you activated the cluster.

aws-cloudhsm > login --username admin --role admin

The system prompts you for your password. You enter the password, and the output shows
that the command was successful.

Enter password:

{
"error_code": 0,
"data": {
"username": "admin",
"role": "admin"
}
}

3. Run the user list command to list all the users on the cluster.

aws-cloudhsm > user list
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{
"error_code": 0,
"data": {
"users": [
{
"username": "admin",
"role": "admin",
"locked": "false",
"mfa": [],
"cluster-coverage": "full"
},
{
"username": "app_user",
"role": "internal (APPLIANCE_USER)",
"locked": "false",
"mfa": []1,
"cluster-coverage": "full"
}
]
}
}

4. Use user create to create a CU user named example_user.

You can create CUs because in a previous step you logged in as an admin user. Only admin
users can perform user management tasks, such as creating and deleting users and changing

the passwords of other users.

aws-cloudhsm > user create --username example_user --role crypto-user

Enter password:
Confirm password:

{
"error_code": 0,
"data": {
"username": "example_user",
"role": "crypto-user"
}
}

5. Use user list to list all the users on the cluster.

aws-cloudhsm > user list
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{
"error_code": 0,
"data": {
"users": [
{
"username": "admin",
"role": "admin",
"locked": "false",
"mfa": [],
"cluster-coverage": "full"
},
{
"username": "example_user",
"role": "crypto_user",
"locked": "false",
"mfa": []1,
"cluster-coverage": "full"
.
{
"username": "app_user",
"role": "internal (APPLIANCE_USER)",
"locked": "false",
"mfa": [],
"cluster-coverage": "full"
}
]
}
}

6. Use the logout command to log out of AWS CloudHSM cluster.

aws-cloudhsm > logout

{

"error_code": 0,
"data": "Logout successful"

7. Use the quit command to stop the CLI.

aws-cloudhsm > quit
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Command modes in CloudHSM CLI

In CloudHSM CLI, you can run commands two different ways: in single command mode and
interactive mode. Interactive mode is designed for users, and single command mode is designed for
scripts.

(® Note

All commands work in interactive mode and single command mode.

Interactive mode
Use the following commands to start CloudHSM CLI interactive mode

Linux
$ /opt/cloudhsm/bin/cloudhsm-cli interactive
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive

When using the CLI in Interactive Mode, you can log in to a user account using the login command.
aws-cloudhsm > login --username <USERNAME> --role ROLE>

To list all CloudHSM CLI commands, run the following command:
aws-cloudhsm > help

To get the syntax for a CloudHSM CLI command, run the following command:
aws-cloudhsm > help <command-name>

To get a list of users on the HSMs, enter user list.

aws-cloudhsm > user list
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To end your CloudHSM CLI session, run the following command:
aws-cloudhsm > quit

Single Command mode

If you run CloudHSM CLI using Single Command Mode, you need to set two environment variables
to provide credentials: CLOUDHSM_PIN and CLOUDHSM_ROLE:

$ export CLOUDHSM_ROLE=admin

$ export CLOUDHSM_PIN=admin_username:admin_password

After doing this, you can execute commands using the credentials stored in your environment.

$ cloudhsm-cli user change-password --username alice --role crypto-user
Enter password:
Confirm password:

{
"error_code": 0,
"data": {
"username": "alice",
"role": "crypto-user"
}
}

Key attributes for CloudHSM CLI

This topic describes how to use CloudHSM CLI to set key attributes. A key attribute in CloudHSM
CLI can define a key's type, how a key can function, or how a key is labeled. Some attributes define
unique characteristics (a key's type, for example). Other attributes can be set to true or false—
changing them either activates or deactivates a part of the key's functionality.

For examples showing how to use key attributes, see the commands listed under the parent
command The key category in CloudHSM CLI.

The following topics provide additional detail about key attributes in CloudHSM CLI.

Topics

o Supported attributes for CloudHSM CLI
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e Check value in CloudHSM CLI

» Related topics for CloudHSM CLI

Supported attributes for CloudHSM CLI

As a best practice, only set values for attributes you wish to make restrictive. If you don't specify a

value, CloudHSM CLI uses the default value specified in the table below.

The following table lists the key attributes, possible values, defaults, and related notes for
CloudHSM CLI. An empty cell in the Value column indicates that there is no specific default value

assigned to the attribute.

CloudHSM
CLI attribute

always-
sensitive

check-value

class

curve

Value

The value is True
if sensitive
has always been
set to True and

has never changed.

The check value of
the key. For more
information, see

Additional Details.

Possible values:
secret-key ,
public-key ,and
private-key .

Elliptic curve
used to generate
the EC key pair.

Valid Values:
secp224rl ,
secp256rl ,

Modifiable with key
set-attribute

No

No

No

No

Settable at key
creation

No

No

Yes

Settable with EC, not
settable with RSA
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CloudHSM
CLI attribute

decrypt

derive

destroyable

ec-point

encrypt
extractable

id

Value

prime256vl ,
secp384rl ,
secp256kl ,
and secp521rl

Default: False

Default: False

Default: True

For EC keys, DER-

encoding of ANSI

X9.62 ECPoint
value "Q"in a

hexadecimal format.

For other key

types, this attribute

does not exist.
Default: False
Default: True

Default: Empty

Modifiable with key
set-attribute

Yes

Derive can be set
on hsm2m.medium
instances. It cannot
be set for RSA keys
on hsm1.medium
instances.

Yes

No

Yes
No

id can be set on
hsm2m.medium
instances. It cannot
be set on hsm1.medi
um instances.

Settable at key

creation

Yes

Yes

Yes

No

Yes

Yes

Yes
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CloudHSM
CLI attribute

key-lengt
h-bytes

key-type

label

local

modifiable

modulus

modulus-
size-bits

Value

Required for
generating
an AES key.

Valid values: 16,
24, and 32 bytes.

Possible values:
aes, rsa, and ec

Default: Empty

Default: True for
keys generated in
the HSM, False
for keys imported
into the HSM.

Default: True

The modulus that

was used to generate

an RSA key pair.
For other key
types, this attribute
does not exist.

Required for
generating an
RSA key pair.

Minimum
value is 2048.

Modifiable with key
set-attribute

No

No

Yes

No

Can be changed from

true to false, but not
from false to true.

No

No

Settable at key
creation

No

Yes

Yes

No

Yes

No

Settable with RSA,
not settable with EC

Key attributes

340



AWS CloudHSM

User Guide

CloudHSM
CLI attribute

never-ext
ractable

private

public-exponent

sensitive

Value

The value is True if
extractable has never
been set to False.

The value is False if
extractable has ever
been set to True.

Default: True

Required for
generating an
RSA key pair.

Valid values: The

value must be an odd

number greater than
or equal to 65537.

Default:

e Thevalueis True
for AES keys

and EC and RSA
private keys.

. The value is
False for EC and
RSA public keys.

Modifiable with key
set-attribute

No

No

No

No

Settable at key
creation

No

Yes

Settable with RSA,
not settable with EC

Settable with private
keys, not settable
with public keys.
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CloudHSM
CLI attribute

sign

token

trusted

unwrap

unwrap-template

verify

wrap

Value

Default:

The value is True
for AES keys.

The value is
False for RSA
and EC keys.

Default: True

Default: False

Default: False

Values should use the
attribute template
applied to any key

unwrapped using
this wrapping key.

Default:

The value is True
for AES keys.

The value is
False for RSA
and EC keys.

Default: False

Modifiable with key
set-attribute

Yes

Can be changed from
false to true, but not
from true to false.

Only admin users can
set this parameter.

Yes

Yes

Yes

Yes

Settable at key
creation

Yes

Yes

No
Yes, except for public

keys.

No

Yes

Yes, except for
private keys.
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CloudHSM Value Modifiable with key  Settable at key
CLI attribute set-attribute creation
wrap-template Values should use the Yes No

attribute template

to match the key
wrapped using

this wrapping key.

wrap-with Default: False Yes Yes
-trusted

Check value in CloudHSM CLI

The check value in CloudHSM CLlI is a 3-byte hash or checksum of a key that is generated when the
HSM imports or generates a key. You can also calculate a check value outside of the HSM, such as
after you export a key. You can then compare the check value values to confirm the identity and
integrity of the key. To get the check value of a key, use key list with the verbose flag.

AWS CloudHSM uses the following standard methods to generate a check value:

« Symmetric keys: First 3 bytes of the result of encrypting a zero-block with the key.
« Asymmetric key pairs: First 3 bytes of the SHA-1 hash of the public key.
« HMAC keys: KCV for HMAC keys is not supported at this time.

Related topics for CloudHSM CLI
See the following topics for more information about CloudHSM CLI.

» The key category in CloudHSM CLI

o Reference for CloudHSM CLI commands

Advanced configurations for CloudHSM CLI

The AWS CloudHSM Command Line Interface (CLI) includes the following advanced configuration,
which is not part of the general configurations most customers utilize. These configurations
provide additional capabilities.
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« Connecting to multiple clusters

Connecting to multiple clusters with CloudHSM CLI

With AWS CloudHSM Client SDK 5, you can configure CloudHSM CLI to allow connections to
multiple CloudHSM clusters from a single CLI instance.

The following topics describe how to use the CloudHSM CLI multi-cluster functionality to connect
with multiple clusters.

Topics

o Multi-cluster prerequisites for AWS CloudHSM

Configure the CloudHSM CLI for multi-cluster functionality

Add a cluster to your AWS CloudHSM configuration

Remove a cluster from your AWS CloudHSM configuration

Interact with multiple clusters in AWS CloudHSM

Multi-cluster prerequisites for AWS CloudHSM

Before configuring your cluster in AWS CloudHSM to connect to multiple clusters, you must meet
the following prerequisites:

o Two or more AWS CloudHSM clusters to which you'd like to connect to, along with their cluster
certificates.

« An EC2 instance with Security Groups correctly configured to connect to all of the clusters above.
For more information about how to set up a cluster and the client instance, refer to Getting
started with AWS CloudHSM.

» To set up multi-cluster functionality, you must have already downloaded and installed the
CloudHSM CLL. If you have not already done this, refer to the instructions in ???.

» You will not be able to access a cluster configured with . /configure-cli[.exe] -asince
it will not be associated with a cluster-id. You can reconfigure it by following config-cli
add-cluster as described in this guide.

Configure the CloudHSM CLI for multi-cluster functionality

To configure your CloudHSM CLI for multi-cluster functionality, follow these steps:
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1. Identify the clusters you want to connect to.

2. Add these clusters to your CloudHSM CLI configuration using the configure-cli subcommand
add-cluster as described below.

3. Restart any CloudHSM CLI processes in order for the new configuration to take effect.

Add a cluster to your AWS CloudHSM configuration

When connecting to multiple clusters, use the configure-cli add-cluster command to add a
cluster to your configuration.

Syntax

configure-cli add-cluster [OPTIONS]
--cluster-id <CLUSTER ID>
[--region <REGION>]
[--endpoint <ENDPOINT>]
[--hsm-ca-cert <HSM CA CERTIFICATE FILE>]
[--client-cert-hsm-tls-file <CLIENT CERTIFICATE FILE>]
[--client-key-hsm-tls-file <CLIENT KEY FILE>]
[-h, --help]

Examples
Add a cluster using the cluster-id parameter
Example

Use the configure-cli add-cluster along with the cluster-id parameter to add a cluster
(with the ID of cluster-1234567) to your configuration.

Linux
$ sudo /opt/cloudhsm/bin/configure-cli add-cluster --cluster-id <cluster-1234567>
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" add-cluster --
cluster-id <cluster-1234567>
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® Tip
If using configure-cli add-cluster with the cluster-id parameter doesn't result
in the cluster being added, refer to the following example for a longer version of this
command that also requires --region and --endpoint parameters to identify the cluster
being added. If, for example, the region of the cluster is different than the one configured
as your AWS CLI default, you should use the --region parameter to use the correct region.
Additionally, you have the ability to specify the AWS CloudHSM API endpoint to use for
the call, which may be necessary for various network setups, such as using VPC interface
endpoints that don't use the default DNS hostname for AWS CloudHSM.

Add a cluster using cluster-id, endpoint, and region parameters
Example

Use the configure-cli add-cluster along with the cluster-id, endpoint, and region
parameters to add a cluster (with the ID of cluster-1234567) to your configuration.

Linux

$ sudo /opt/cloudhsm/bin/configure-cli add-cluster --cluster-id <cluster-1234567> --
region <us-east-1> --endpoint <https://cloudhsmv2.us-east-1.amazonaws.com>

Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" add-cluster --
cluster-id <cluster-1234567> --region <us-east-1> --endpoint <https://cloudhsmv2.us-
east-1.amazonaws.com>

For more information about the --cluster-id, --region, and --endpoint parameters, see the
section called “Parameters”.
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Parameters
--cluster-id <Cluster ID>

Makes a DescribeClusters call to find all of the HSM elastic network interface (ENI) IP
addresses in the cluster associated with the cluster ID. The system adds the ENI IP addresses to
the AWS CloudHSM configuration files.

(@ Note

If you use the --cluster-id parameter from an EC2 instance within a VPC that does
not have access to the public internet, then you must create an interface VPC endpoint
to connect with AWS CloudHSM. For more information about VPC endpoints, see ???.

Required: Yes

--endpoint <Endpoint>

Specify the AWS CloudHSM API endpoint used for making the DescribeClusters call. You
must set this option in combination with --cluster-id.

Required: No

--hsm-ca-cert <HsmCA Certificate Filepath>
Specifies the filepath to the HSM CA certificate.

Required: No

--region <Region>

Specify the region of your cluster. You must set this option in combination with --cluster-
id.

If you don't supply the --region parameter, the system chooses the region by attempting
to read the AWS_DEFAULT_REGION or AWS_REGION environment variables. If those variables
aren't set, then the system checks the region associated with your profile in your AWS config
file (typically ~/.aws/config) unless you specified a different file in the AWS_CONFIG_FILE
environment variable. If none of the above are set, the system defaults to the us-east-1
region.

Required: No
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--client-cert-hsm-tls-file <client certificate hsm tls path>
Path to the client certificate used for TLS client-HSM mutual authentication.

Only use this option if you have registered at least one trust anchor onto HSM with CloudHSM
CLI. You must set this option in combination with --client-key-hsm-tls-file.

Required: No
--client-key-hsm-tls-file <client key hsm tls path>

Path to the client key used for TLS client-HSM mutual authentication.

Only use this option if you have registered at least one trust anchor onto HSM with CloudHSM
CLI. You must set this option in combination with --client-cert-hsm-tls-file.

Required: No

Remove a cluster from your AWS CloudHSM configuration

When connecting to multiple clusters with CloudHSM CLI, use the configure-cli remove-
cluster command to remove a cluster from your configuration.

Syntax

configure-cli remove-cluster [OPTIONS]
--cluster-id <CLUSTER ID>
[-h, --help]

Examples
Remove a cluster using the cluster-id parameter
Example

Use the configure-cli remove-cluster along with the cluster-id parameter to remove a
cluster (with the ID of cluster-1234567) from your configuration.

Linux

$ sudo /opt/cloudhsm/bin/configure-cli remove-cluster --cluster-id <cluster-1234567>
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Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\configure-cli.exe" remove-cluster --
cluster-id <cluster-1234567>

For more information about the --cluster-id parameter, see the section called “Parameters”.

Parameter

--cluster-id <Cluster ID>
The ID of the cluster to remove from the configuration.

Required: Yes

Interact with multiple clusters in AWS CloudHSM

After configuring multiple clusters with CloudHSM CLI, use the cloudhsm-c1li command to
interact with them.

Examples
Setting a default cluster-id when using interactive mode
Example

Use the ??? along with the cluster-id parameter to set a default cluster (with the ID of
cluster-1234567) from your configuration.

Linux

$ cloudhsm-cli interactive --cluster-id <cluster-1234567>

Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" interactive --
clustex-id <cluster-1234567>
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Setting the cluster-id when running a single command
Example

Use the cluster-id parameter to set the cluster (with the ID of cluster-1234567) to get ???
from.

Linux
$ cloudhsm-cli cluster hsm-info --cluster-id <cluster-1234567>
Windows

PS C:\> & "C:\Program Files\Amazon\CloudHSM\bin\cloudhsm-cli.exe" cluster hsm-info
--cluster-id <cluster-1234567>

Reference for CloudHSM CLI commands

CloudHSM CLI helps admins manage users in their AWS CloudHSM cluster. CloudHSM CLI can be
run in two modes: Interactive Mode and Single Command Mode. For a quick start, see Getting
started with AWS CloudHSM Command Line Interface (CLI).

To run most CloudHSM CLI commands, you must start the CloudHSM CLI and log in to the HSM. If
you add or delete HSMs, update the configuration files for CloudHSM CLI. Otherwise, the changes
that you make might not be effective for all HSMs in the cluster.

The following topics describe commands in CloudHSM CLI:

Command Description User Type

activate Activates an CloudHSM Unactivated admin
cluster and provides
confirmation the cluster
is new. This must be done
before any other operations
can be performed.
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Command

hsm-info

ECDSA

rsa-pkcs

rsa-pkcs-pss

ecdsa

Description

List the HSMs in your cluster.

Generates a signature using
an EC private key and the
ECDSA signing mechanism.

Generates a signature using
an RSA private key and the
RSA-PKCS signing mechanism

Generates a signature using
an RSA private key and

the RSA-PKCS-PSS signing
mechanism.

Confirms a file has been
signed in the HSM by a
given public key. Verifies the
signature was generated
using the ECDSA signing
mechanism. Compares a
signed file against a source
file and determine whether
the two are cryptographically
related based on a given
ecdsa public key and signing
mechanism.

User Type

All l, including unauthent
icated users. Login is not
required.

Crypto users (CU)

Cu

Ccu

Cu
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Command

rsa-pkcs

rsa-pkcs-pss

key delete

key generate-file

key generate-asymmetric-pair

rsa

Description

Confirms a file has been
signed in the HSM by a
given public key. Verifies the
signature was generated
using the RSA-PKCS signing
mechanism. Compares a
signed file against a source
file and determines whether
the two are cryptographically
related based on a given

rsa public key and signing
mechanism.

Confirms a file has been
signed in the HSM by a
given public key. Verifies the
signature was generated
using the RSA-PKCS-

PSS signing mechanism

. Compares a signed file
against a source file and
determines whether the two
are cryptographically related
based on a given rsa public
key and signing mechanism.

Deletes a key from your AWS
CloudHSM cluster.

Generates a key file in your
AWS CloudHSM cluster.

Generates an asymmetric
RSA key pair in your AWS
CloudHSM cluster.

User Type

Cu

Ccu

@)

CuU

Cu
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Command

key generate-asymmetric-pair

ec

key generate-symmetric aes

key generate-symmetric

generic-secret

key import pem

key list

key replicate

key set-attribute

key share

key unshare

Description

Generates an asymmetric
Elliptic-curve (EC) key pair in
your AWS CloudHSM cluster.

Generates a symmetric AES
key in your AWS CloudHSM
cluster.

Generates a symmetric
Generic Secret key in your
AWS CloudHSM cluster.

Imports a PEM format key
into an HSM. You can use it
to import public keys that
were generated outside of the
HSM.

Finds all keys for the current
user present in your AWS
CloudHSM cluster.

Replicate a key from a source
cluster to a cloned destinati
on cluster.

Sets the attributes of keys in
your AWS CloudHSM cluster.

Shares a key with other CUs in
your AWS CloudHSM cluster.

Unshares a key with other
CUs in your AWS CloudHSM
cluster.

User Type

Cu

Ccu

Ccu

CuU

CuU

Cu

CUs can run this command,
admins can set the trusted
attribute.

Cu

Cu

Reference

353



AWS CloudHSM

User Guide

Command

des-gcm

aes-no-pad

aes-pkcs5-pad

aes-zero-pad

cloudhsm-aes-gcm

rSa-aes

Description

Unwraps a payload key into
the cluster using the AES
wrapping key and the AES-
GCM unwrapping mechanism.

Unwraps a payload key
into the cluster using the
AES wrapping key and the
AES-NO-PAD unwrapping
mechanism.

Unwraps a payload key using
the AES wrapping key and the
AES-PKCS5-PAD unwrapping
mechanism.

Unwraps a payload key into
the cluster using the AES
wrapping key and the AES-
ZERO-PAD unwrapping
mechanism.

Unwraps a payload key
into the cluster using the
AES wrapping key and the
CLOUDHSM-AES-GCM
unwrapping mechanism.

Unwraps a payload key
using an RSA private key and
the RSA-AES unwrapping
mechanism.

User Type

Cu

Ccu

@)

CuU

Cu

Cu
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Command

rsa-oaep

rsa-pkcs

des-gcm

aes-no-pad

aes-pkcs5-pad

aes-zero-pad

cloudhsm-aes-gcm

Description

Unwraps a payload key using
the RSA private key and

the RSA-OAEP unwrapping
mechanism.

Unwraps a payload key using
the RSA private key and

the RSA-PKCS unwrapping
mechanism.

Wraps a payload key using
an AES key on the HSM and
the AES-GCM wrapping
mechanism.

Wraps a payload key using
an AES key on the HSM and
the AES-NO-PAD wrapping
mechanism.

Wraps a payload key using

an AES key on the HSM and
the AES-PKCS5-PAD wrapping
mechanism.

Wraps a payload key using
an AES key on the HSM and
the AES-ZERO-PAD wrapping
mechanism.

Wraps a payload key using
an AES key on the HSM and
the CLOUDHSM-AES-GCM
wrapping mechanism.

User Type

Cu

Ccu

Ccu

CuU

Cu

Cu

CUs
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Command

rSa-aes

rsa-oaep

Description

Wraps a payload key using an
RSA public key on the HSM
and the RSA-AES wrapping
mechanism.

Wraps a payload key using an
RSA public key on the HSM
and the RSA-OAEP wrapping
mechanism.

User Type

Cu

Ccu
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Command

Use the key wrap rsa-pkcs

command in CloudHSM CLI

to wrap a payload key using

an RSA public key on the

hardware security module

(HSM) and the RSA-PKCS

wrapping mechanism. The

payload key's extractable

attribute must be set to true.

Only the owner of a key, that

is the crypto user (CU) who

created the key, can wrap the

key. Users who share the key

can use the key in cryptogra

phic operations.

To use the key wrap rsa-

pkcs command, you must

first have an RSA key in your

AWS CloudHSM cluster. You

can generate an RSA key

pair using the The generate-

asymmetric-pair category

in CloudHSM CLI command

and the wrap attribute set to

true.

User type

The following types of users

can run this command.

« Crypto users (CUs)

Requirements

»To run-this command,you

Description

Wraps a payload key using an
RSA public key on the HSM
and the RSA-PKCS wrapping
mechanism.

User Type

Cu

Reference
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Command

login

logout

qguorum token-sign delete

qguorum token-sign generate

quorum token-sign list

quorum token-sign list-quor

um-values

quorum token-sign set-quoru

m-value

user change-mfa

user change-password

user create

Description

Log in to your AWS CloudHSM
cluster.

Log out of your AWS
CloudHSM cluster.

Deletes one or more tokens
for a quorum authorized
service.

Generates a token for a
quorum authorized service.

Lists all token-sign quorum
tokens present in your
CloudHSM cluster.

Lists the quorum values set in
your CloudHSM cluster.

Sets a new quorum value for
a quorum authorized service.

Changes a user's multi-factor
authentication (MFA) strategy.

Changes the passwords of
users on the HSMs. Any

user can change their own
password. Admins can change
anyone's password.

Creates a user in your AWS
CloudHSM cluster.

User Type

Admin, crypto user (CU), and
appliance user (AU)

Admin, CU, and appliance
user (AU)

Admin

Admin

All L, including unauthent
icated users. Login is not
required.

All l, including unauthent
icated users. Login is not
required.

Admin

Admin, CU

Admin, CU

Admin
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Command Description User Type

user delete Deletes a user in your AWS Admin
CloudHSM cluster.

user list Lists the users in your AWS AllL including unauthent
CloudHSM cluster. icated users. Login is not
required.
user change-quorum token- Registers the quorum token- Admin
sign register sign quorum strategy for a
user.

Annotations

o [1] All users includes all listed roles and users not logged in.

The cluster category in CloudHSM CLI

In the CloudHSM CLI, cluster is a parent category for a group of commands that, when combined
with the parent category, create a command specific to clusters. Currently, the cluster category
consists of the following commands:

Topics

 Activate a cluster with CloudHSM CLI

o List HSMs with CloudHSM CLI

o The cluster mtls category in CloudHSM CLI

Activate a cluster with CloudHSM CLI

Use the cluster activate command in CloudHSM CLI to activate a new cluster in AWS CloudHSM.

This command must be run before the cluster can be used to perform cryptographic operations.
User type

The following types of users can run this command.

« Unactivated admin
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Syntax

This command has no parameters.

aws-cloudhsm > help cluster activate
Activate a cluster

This command will set the initial Admin password. This process will cause your CloudHSM
cluster to
move into the ACTIVE state.

USAGE:
cloudhsm-cli cluster activate [OPTIONS] [--password <PASSWORD>]

Options:
--cluster-id <CLUSTER_ID>
Unique Id to choose which of the clusters in the config file to run the
operation against. If not provided, will fall back to the value provided when
interactive mode was started, or error

--password <PASSWORD>
Optional: Plaintext activation password If you do not include this argument
you will be prompted for it

-h, --help
Print help (see a summary with '-h')

Example

This command activates your cluster by setting the initial password for you admin user.

aws-cloudhsm > cluster activate
Enter password:
Confirm password:

{
"error_code": 0,
"data": "Cluster activation successful"

Related topics

e user create

o user delete

Reference 360



AWS CloudHSM User Guide

 user change-password

List HSMs with CloudHSM CLI

Use the cluster hsm-info command in CloudHSM CLI to list the hardware security modules (HSMs)
in your AWS CloudHSM cluster. You do not need to be logged in to CloudHSM CLI to run this
command.

® Note

If you add or delete HSMs, update the configuration files that the AWS CloudHSM client
and the command line tools use. Otherwise, the changes that you make might not be
effective on all HSMs in the cluster.

User type

The following types of users can run this command.

« All users. You do not need to be logged in to run this command.

Syntax

aws-cloudhsm > help cluster hsm-info
List info about each HSM in the cluster

Usage: cloudhsm-cli cluster hsm-info [OPTIONS]

Options:

--cluster-id <CLUSTER_ID> Unique Id to choose which of the clusters in the
config file to run the operation against. If not provided, will fall back to the value
provided when interactive mode was started, or error

-h, --help Print help

Example

This command lists the HSMs present in your AWS CloudHSM cluster.

aws-cloudhsm > cluster hsm-info
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{
"error_code": 0,
"data": {
"hsms": [
{

"vendor": "Marvell Semiconductors, Inc.",
"model": "NITROX-III CNN35XX-NFBE",
"serial-number": "5.3G1941-ICMQQ0590",
"hardware-version-major": "5",
"hardware-version-minor": "3",
"firmware-version-major": "2",
"firmware-version-minor": "6",
"firmware-build-number": "16",
"firmware-id": "CNN35XX-NFBE-FW-2.06-16"
"fips-state": "2 [FIPS mode with single factor

"vendor": "Marvell Semiconductors, Inc.",
"model": "NITROX-III CNN35XX-NFBE",
"serial-number": "5.3G1941-ICMQ0Q0625",
"hardware-version-major": "5",
"hardware-version-minoxr": "3",
"firmware-version-major": "2",
"firmware-version-minor": "6",
"firmware-build-number": "16",

"firmware-id": "CNN35XX-NFBE-FW-2.06-16"
"fips-state": "2 [FIPS mode with single factor

"vendor": "Marvell Semiconductors, Inc.",
"model": "NITROX-III CNN35XX-NFBE",
"serial-number": "5.3G1941-ICMQQ0663",
"hardware-version-major": "5",
"hardware-version-minor": "3",
"firmware-version-major": "2",
"firmware-version-minor": "6",
"firmware-build-number": "16",

"firmware-id": "CNN35XX-NFBE-FW-2.06-16"
"fips-state": "2 [FIPS mode with single factor

authentication]"

authentication]"

authentication]"
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The output has the following attributes:

Vendor: The vendor name of the HSM.

Model: The model number of the HSM.

Serial-number: The serial number of the HSM. This may change due to replacements.
Hardware-version-major: The major hardware version.

Hardware-version-minor: The minor hardware version.

Firmware-version-major: The major firmware version.

Firmware-version-minor: The minor firmware version.

Firmware-build-number: The firmware build number.

Firmware-id: The firmware ID, which includes the major and minor versions along with the build.

FIPS-state: The FIPS mode the cluster and the HSMs in it. If in FIPS mode, the output is "2 [FIPS
mode with single factor authentication]." If in non-FIPS mode, the output is "0 [non-FIPS mode
with single factor authentication]".

Related topics

Activate a cluster with CloudHSM CLI

The cluster mtls category in CloudHSM CLI

In CloudHSM CLI, cluster mtls is a parent category for a group of commands that, when combined
with the parent category, create a command specific to AWS CloudHSM clusters. Currently, this
category consists of the following commands:

Topics

Deregister a trust anchor with CloudHSM CLI

Get the mTLS enforcement level with CloudHSM CLI

List trust anchors with CloudHSM CLI

Register a trust anchor with CloudHSM CLI

Set the mTLS enforcement level with CloudHSM CLI
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Deregister a trust anchor with CloudHSM CLI

Use the cluster mtls deregister-trust-anchor command in CloudHSM CLI to deregister a trust
anchor for mutual TLS between client and AWS CloudHSM.

User type

The following users can run this command.

¢« Admin

Requirements

 To run this command, you must be logged in as a admin user.

Syntax

aws-cloudhsm > help cluster mtls deregister-trust-anchor
Deregister a trust anchor for mtls

Usage: cluster mtls deregister-trust-anchor [OPTIONS] --certificate-reference
[<CERTIFICATE_REFERENCE>...]

Options:

--certificate-reference <CERTIFICATE_REFERENCE> A hexadecimal or decimal
certificate reference

--cluster-id <CLUSTER_ID> Unique Id to choose which of the clusters in the
config file to run the operation against. If not provided, will fall back to the value
provided when interactive mode was started, or error

--approval <APPROVAL> Filepath of signed quorum token file to approve operation

-h, --help Print help

Example
Example

In the following example, this command removes a trust anchor from the HSM.

aws-cloudhsm > cluster mtls deregister-trust-anchor --certificate-reference 0x01
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{
"error_code": 0,
"data": {
"message": "Trust anchor with reference 0x01 deregistered successfully"
}
}

You can then run the list-trust-anchors command to confirm that trust anchor has been
deregistered from the AWS CloudHSM:

aws-cloudhsm > cluster mtls list-trust-anchors

{
"error_code": 0,
"data": {
"trust_anchors": []
}
}
Arguments

<CLUSTER_ID>
The ID of the cluster to run this operation on.

Required: If multiple clusters have been configured.
<CERTIFICATE_REFERENCE>

A hexadecimal or decimal certificate reference.
Required: Yes

/A Warning

After you deregister a trust anchor in the cluster, all existing mTLS connections using
the client certificate signed by that trust anchor will be dropped.
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<APPROVAL>

Specifies the file path to a signed quorum token file to approve operation. Only required if
quorum cluster service quorum value is greater than 1.

Related topics

o cluster mtls reregister-trust-anchor

o cluster mtls list-trust-anchors

o Setup mTLS (recommended)

Get the mTLS enforcement level with CloudHSM CLI

Use the cluster mtls get-enforcement command in CloudHSM CLI to get the enforcement level of
the usage of mutual TLS between client and AWS CloudHSM.

User type
The following users can run this command.

¢« Admin

» Crypto users (CUs)

Requirements

« To run this command, you must be logged in as a admin user or crypto user (CUs).

Syntax

aws-cloudhsm > help cluster mtls get-enforcement
Get the status of mtls enforcement in the cluster
Usage: cluster mtls get-enforcement [OPTIONS]
Options:
--cluster-id <CLUSTER_ID> Unique Id to choose which of the clusters in the

config file to run the operation against. If not provided, will fall back to the value
provided when interactive mode was started, or error
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-h, --help Print help

Example
Example

In the following example, this command lists the mtls enforcement level of the AWS CloudHSM.

aws-cloudhsm > cluster mtls get-enforcement

{
"error_code": 0,
"data": {
"mtls-enforcement-level": "none"
}
}
Arguments

<CLUSTER_ID>
The ID of the cluster to run this operation on.

Required: If multiple clusters have been configured.

Related topics

o cluster mtls set-enforcement

o Setup mTLS (recommended)

List trust anchors with CloudHSM CLI

Use the cluster mtls list-trust-anchors command in CloudHSM CLI to list all the trust anchors
which can be used for mutual TLS between client and AWS CloudHSM.

User type

The following users can run this command.

« All users. You do not need to be logged in to run this command.
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Syntax

aws-cloudhsm > help cluster mtls list-trust-anchors
List all trust anchors for mtls
Usa