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AWS Blockchain Templates was discontinued on April 30, 2019. No further updates to this service
or this supporting documentation will be made. For the best Managed Blockchain experience

on AWS, we recommend that you use Amazon Managed Blockchain (AMB). To learn more about
getting started with Amazon Managed Blockchain, see our workshop on Hyperledger Fabric, or our
blog on deploying an Ethereum node. If you have questions about AMB or require further support,
contact Support or your AWS account team.



https://aws.amazon.com/managed-blockchain/
https://catalog.us-east-1.prod.workshops.aws/workshops/008da2cb-8454-42d0-877b-bc290bff7fcf/en-US
https://aws.amazon.com/blogs/database/deploy-an-ethereum-node-on-amazon-managed-blockchain/
https://console.aws.amazon.com/support/home#/case/create?issueType=technical
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What Is AWS Blockchain Templates?

AWS Blockchain Templates helps you quickly create and deploy blockchain networks on AWS using
different blockchain frameworks. Blockchain is a decentralized database technology that maintains
a continually growing set of transactions and smart contracts hardened against tampering and
revision using cryptography.

A blockchain network is a peer-to-peer network that improves the efficiency and immutability of
transactions for business processes like international payments, supply chain management, land
registration, crowd funding, governance, financial transactions, and more. This allows people and
organizations who may not know one another to trust and independently verify the transaction
record.

You use AWS Blockchain Templates to configure and launch AWS CloudFormation stacks to create
blockchain networks. The AWS resources and services you use depend on the AWS Blockchain

Template you choose and the options that you specify. For information about available templates
and their features, see AWS Blockchain Templates and Features. The fundamental components of

a blockchain network on AWS created using AWS Blockchain Templates are shown in the following
diagram.
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How to Get Started

The best place to start depends on your level of expertise with blockchain and AWS—particularly
the services related to AWS Blockchain Templates.

I'm proficient with AWS and blockchain

Start with the topic in AWS Blockchain Templates and Features about the framework you want to
use. Use the links to launch the AWS Blockchain Template and configure the blockchain network, or
download the templates to check them out on your own.

How to Get Started 2
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I'm proficient with AWS and new to blockchain

Start with the Getting Started with AWS Blockchain Templates tutorial. This walks you through
creating an introductory Ethereum blockchain network with default settings. When you finish, see
AWS Blockchain Templates and Features for an overview of blockchain frameworks and links to
learn more about configuration choices and features.

I'm a beginner with AWS and proficient with blockchain

Start with Setting Up AWS Blockchain Templates. This helps you get set up with fundamentals on
AWS, like an account and a user profile. Next, run through the Getting Started with AWS Blockchain
Templates tutorial. This tutorial walks you through creating an introductory Ethereum blockchain

network. Even if you won't ultimately use Ethereum, you get hands-on experience setting up
related services. This experience is useful for all blockchain frameworks. Finally, see the topic in the
AWS Blockchain Templates and Features section for your framework.

I'm new to AWS and blockchain

Start with Setting Up AWS Blockchain Templates. This helps you get set up with fundamentals on
AWS, like an account and a user profile. Then run through the Getting Started with AWS Blockchain
Templates tutorial. This tutorial walks you through creating an introductory Ethereum blockchain
network. Take the time to explore the links to learn more about AWS services and Ethereum.

Related Services

Depending on the options you select, AWS Blockchain Templates can use the following AWS
services to deploy blockchain:

« Amazon EC2—Provides compute capacity for your blockchain network. For more information,
see the Amazon EC2 User Guide.

« Amazon ECS—Orchestrates container deployment among EC2 instances in a cluster for your
blockchain network, if you choose to use it. For more information, see the Amazon Elastic

Container Service Developer Guide.

« Amazon VPC—Provides network access for the Ethereum resources that you create. You can
customize configuration for accessibility and security. For more information, see the Amazon VPC
Developer Guide.

« Application Load Balancing—Serves as a single point of contact for access to available user
interfaces and internal service discovery when using Amazon ECS as a container platform. For

I'm proficient with AWS and new to blockchain 3
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https://docs.aws.amazon.com/AmazonVPC/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonVPC/latest/DeveloperGuide/
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more information, see What is an Application Load Balancer? in the User Guide for Application

Load Balancers..

Related Services 4


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
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Setting Up AWS Blockchain Templates

Before you start with AWS Blockchain Templates, complete the following tasks:

 Sign Up for AWS

e Create an IAM User

« Create a Key Pair

These are fundamental prerequisites for all blockchain configurations. In addition, the blockchain
network that you choose may have prerequisites, which vary according to your desired
environment and configuration choices. For more information, see the relevant section for your
blockchain template in AWS Blockchain Templates and Features.

For step-by-step instructions to set up prerequisites for a private Ethereum network using an
Amazon ECS cluster, see Getting Started with AWS Blockchain Templates.

Sign Up for AWS

When you sign up for AWS, your AWS account is automatically signed up for all services. You are
charged only for the services that you use.

If you have an AWS account already, skip to the next task. If you don't have an AWS account, use
the following procedure to create one.

To create an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a
verification code on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

Sign Up for AWS 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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Note your AWS account number. You need it when you create an IAM user in the next task.

Create an IAM User

Services in AWS require that you provide credentials when you access them, so that the service
can determine whether you have permissions to access its resources. The console requires your
password. You can create access keys for your AWS account to access the command line interface
or API. However, we don't recommend that you access AWS using the credentials for your AWS
account; we recommend that you use AWS Identity and Access Management (IAM) instead. Create
an IAM user, and then add the user to an IAM group with administrative permissions or grant this
user administrative permissions. You can then access AWS using a special URL and the credentials
for the IAM user.

If you signed up for AWS but have not created an IAM user for yourself, you can create one using
the IAM console. If you already have an IAM user, you can skip this step.

To create an administrator user, choose one of the following options.

Choose To By You can also

one

way to

manage

your

administr

ator

In IAM Use short-term Following the instructions Configure programmatic

Identity  credentials to access in Getting started in the access by Configuring the

Center AWS. AWS IAM Identity Center AWS CLI to use AWS IAM
User Guide. Identity Center in the AWS

(Recomme This aligns with the Command Line Interface User

ded) security best practices Guide.

. For information
about best practices

, see Security best
practices in IAM in the
IAM User Guide.

Create an IAM User 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
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Choose To By You can also

one

way to

manage

your

administr

ator

In IAM Use long-term Following the instructions  Configure programmatic
credentials to access in Create an IAM user for access by Manage access keys

(Not AWS. emergency access in the for IAM users in the IAM User

r(;c)ommer IAM User Guide. Guide.

e

To sign in as this new |IAM user, sign out of the AWS Management Console, then use the following
URL, where your_aws_account_id is your AWS account number without the hyphens (for example, if
your AWS account number is 1234-5678-9012, your AWS account ID is 123456789012):

https://your_aws_account_id.signin.aws.amazon.com/console/

Enter the IAM user name and password that you just created. When you're signed in, the navigation
bar displays "your_user_name @ your_aws_account_id".

If you don't want the URL for your sign-in page to contain your AWS account ID, you can create an
account alias. From the IAM dashboard, choose Create Account Alias and enter an alias, such as
your company name. To sign in after you create an account alias, use the following URL:

https://your_account_alias.signin.aws.amazon.com/console/

To verify the sign-in link for IAM users for your account, open the IAM console and check under IAM
users sign-in link on the dashboard.

For more information, see the AWS Identity and Access Management User Guide.

Create an IAM User 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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Create a Key Pair

AWS uses public-key cryptography to secure the login information for the instances in a blockchain
network. You specify the name of the key pair when you use each AWS Blockchain Template. You
can then use the key pair to access instances directly, for example, to log in using SSH.

If you already have a key pair in the right Region, you can skip this step. If you haven't created

a key pair already, you can create one using the Amazon EC2 console. Create the key pair in the
same Region that you use to launch the Ethereum network. For more information, see Regions and
Availability Zones in the Amazon EC2 User Guide.

To create a key pair

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. From the navigation bar, select a Region for the key pair. You can select any Region that's
available to you, regardless of your location, but key pairs are specific to a Region. For
example, if you plan to launch an instance in the US East (Ohio) region, you must create a key
pair for the instance in the same Region.

In the navigation pane, choose Key Pairs, Create Key Pair.

4. For Key pair name, enter a name for the new key pair. Choose a name that is easy for you to
remember, such as your IAM user name, followed by -key-pair, plus the region name. For
example, me-key-pair-useast2. Choose Create.

5. The private key file is automatically downloaded by your browser. The base file name is the
name that you specified as the name of your key pair, and the file name extension is . pem.
Save the private key file in a safe place.

/A Important

This is the only chance for you to save the private key file. You provide the name of
your key pair when you launch the Ethereum network.

For more information, see Amazon EC2 Key Pairs in the Amazon EC2 User Guide. For more

information about connecting to EC2 instances using the key pair, see Connect to Your Linux
Instance in the Amazon EC2 User Guide.

Create a Key Pair 8


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
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Getting Started with AWS Blockchain Templates

This tutorial demonstrates how to use the AWS Blockchain Template for Ethereum to create a
private blockchain network on AWS through AWS CloudFormation. The network that you create
has two Ethereum clients and one miner running on Amazon EC2 instances in an Amazon ECS
cluster. Amazon ECS runs these services in Docker containers pulled from Amazon ECR. Before you
start this tutorial, it's helpful to know about blockchain networks and the AWS services involved,
but not required.

This tutorial assumes that you have set up the general prerequisites covered in Setting Up AWS
Blockchain Templates. In addition, you must set up some AWS resources, such as an Amazon VPC
network and specific permissions for IAM roles, before you use the template.

The tutorial demonstrates how to set up those prerequisites. We made setup choices, but they are
not prescriptive. As long as you meet the prerequisites, you can make other configuration choices
based on the needs of your application and environment. For information about the features and
general prerequisites for each template, and to download templates or launch them directly in
AWS CloudFormation, see AWS Blockchain Templates and Features.

Throughout this tutorial, examples use the US West (Oregon) Region (us-west-2), but you can use
any region that supports AWS Blockchain Templates:

« US West (Oregon) Region (us-west-2)
« US East (N. Virginia) Region (us-east-1)
« US East (Ohio) Region (us-east-2)

(® Note

Running a template in a Region not listed above launches resources in the US East (N.
Virginia) Region (us-east-1).

The AWS Blockchain Template for Ethereum that you configure using this tutorial creates the
following resources:

« On-Demand EC2 instances of the type and number that you specify. The tutorial uses the default
t2.medium instance type.
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« Aninternal Application Load Balancer.

Following the tutorial, steps are provided to clean up resources that you create.

Topics

Set Up Prerequisites

Create the Ethereum Network

Connect to EthStats and EthExplorer Using the Bastion Host

Clean Up Resources

Set Up Prerequisites

The AWS Blockchain Template for Ethereum configuration that you specify in this tutorial requires

that you do the following:

e Create a VPC and Subnets

« Create Security Groups

o Create an IAM Role for Amazon ECS and an EC2 Instance Profile

« Create a Bastion Host

Create a VPC and Subnets

The AWS Blockchain Template for Ethereum launches resources into a virtual network that you
define using Amazon Virtual Private Cloud (Amazon VPC). The configuration you specify in this
tutorial creates an Application Load Balancer, which requires two public subnets in different
Availability Zones. In addition, a private subnet is required for the container instances, and the
subnet must be in the same Availability Zone as the Application Load Balancer. You first use the
VPC Wizard to create one public subnet and a private subnet in the same Availability Zone. You
then create a second public subnet within this VPC in a different Availability Zone.

For more information, see What is Amazon VPC? in the Amazon VPC User Guide.

Use the Amazon VPC console (https://console.aws.amazon.com/vpc/) to create the Elastic IP
address, the VPC, and the subnet as described below.

Set Up Prerequisites

10
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To create an Elastic IP address

P W N

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

Choose Elastic IPs, Allocate new address, Allocate.
Make a note of the Elastic IP address that you create and choose Close.

In the list of Elastic IP addresses, find the Allocation ID for the Elastic IP address created
earlier. You use this when you create the VPC.

To create the VPC

From the navigation bar, select a Region for the VPC. VPCs are specific to a Region, so select
the same Region in which you created your key pair in and where you are launching the
Ethereum stack. For more information, see Create a Key Pair.

On the VPC dashboard, choose Start VPC Wizard.

On the Step 1: Select a VPC Configuration page, choose VPC with Public and Private
Subnets, Select.

On the Step 2: VPC with Public and Private Subnets page, leave IPv4 CIDR block and IPv6
CIDR block to their default values. For VPC name, enter a friendly name.

For Public subnet's IPv4 CIDR, leave the default value. For Availability Zone, choose a zone.
For Public subnet name, enter a friendly name.

You specify this subnet as one of the first of two subnets for the Application Load Balancer
when you use the template.

Note the Availability Zone of this subnet because you select the same Availability Zone for the
private subnet, and a different one for the other public subnet.

For Private subnet's IPv4 CIDR, leave the default value. For Availability Zone, select the same
Availability Zone as in the previous step. For Private subnet name, enter a friendly name.

For Elastic IP Allocation ID, select the Elastic IP address that you created earlier.
Leave the default values for other settings.

Choose Create VPC.

The example below shows a VPC EthereumNetworkVPC with a public subnet
EthereumPubSub1 and a private subnet EthereumPvtSub1. The public subnet uses
Availability Zone us-west-2a.

Create a VPC and Subnets 11
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Step 2: VPC with Public and Private Subnets

IPv4 CIDR block:* | 10.0.0.0/16 (62531 IP addresses available)

IPvE CIDR block: ® No IPve CIDR Block
Amazon provided IPve CIDR block

VPC name: EthereumVPC

Public subnet's IPv4 CIDR:®  10.0.0.0/24 (251 IF addresses available)

Availability Zone:* | ys-west-Za W
Public subnet name:  EthereumPubSub1

Private subnet's IPv4 CIDR:* | 10.0.1.0/24 (251 IP addresses available)

Availability Zone:* | us-west-23 ¥
Private subnet name: EthereumPviSub

You can add more subnets after AWS creates the VPC.

Specify the details of your NAT gateway | NAT gateway rates apply ). Use a NAT instance instead

Elastic IP Allocation ID:* | eipalloc-

Service endpoints

Add Endpoint

Enable DNS hostnames:* ® Yes () No

Hardware tenancy:* | Default W
Cancel and Exit Back Create VPC

To create the second public subnet in a different Availability Zone

1. Choose Subnets and then select the public subnet that you created earlier from the list. Select
the Route Table tab and note the Route table ID. You specify this same route table for the
second public subnet below.

2. Choose Create Subnet.

Create a VPC and Subnets 12
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3. For Name tag, enter a name for the subnet. You use this name later when you create the
bastion host in this network.

4. For VPC, select the VPC that you created earlier.

5. For Availability Zone, select a different zone from the zone that you selected for the first
public subnet.

6. For IPv4 CIDR block, enter 10.0.2.0/24.
7. Choose Yes, Create. The subnet is added to the list of subnets.

8. With the subnet selected from the list, choose Subnet Actions, Modify auto-assign IP
settings. Select Auto-assign IPs, Save, Close. This allows the bastion host to obtain a public IP
address when you create it in this subnet.

9. On the Route Table tab, choose Edit. For Change to, select the route table ID that you noted
earlier and choose Save.

You should now see three subnets for the VPC that you created earlier. Make a note of the subnet
names and IDs so that you can specify them using the template.

Services Resource erps - * I - Oregon « Support ~
VPC Dashboard Create Subnet Subnet Actions - B @
Filter by WPC .
Q, Search Subnets and their proj X 1to 11 of 11 Subnets
q 2elect 3 VT
Name Subnet 1D State - VPC = |Pvd CIDR Available IPv4 i~
EthersumPubSub2 subnet ivailat VPt EthereumVPC 10.0.2. 0024 250
Your VPCs EthersumPubSubi submet- avallable vpe- EthereumVPC 10.0.0.0/24 249

Subnets EthareumPviSub 1 subnatl- availabile VD~ EthareumVPC 10.0.1.024 248

Create Security Groups

Security groups act as firewalls, controlling inbound and outbound traffic to resources. When you
use the template to create an Ethererum network on an Amazon ECS cluster, you specify two
security groups:

» A security group for EC2 instances that controls traffic to and from EC2 instances in the cluster

» A security group for the Application Load Balancer that controls traffic between the Application
Load Balancer, EC2 instances, and the bastion host. You associate this security group with the
bastion host as well.

Create Security Groups 13
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Each security group has rules that allow communication between the Application Load Balancer
and the EC2 instances, as well as other minimum rules. This requires that the security groups
reference one another. For this reason, you first create the security groups and then update them
with appropriate rules.

To create two security groups

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. In the navigation pane, choose Security Groups, Create Security Group.

3. For Security group name, enter a name for the security group that's easy to identify and will
differentiate it from the other, such as EthereumEC2-5G or EthereumALB-SG. You use these
names later. For Description, enter a brief summary.

4. For VPC, select the VPC that you created earlier.
5. Choose Create.

6. Repeat the steps above to create the other security group.

Add inbound rules to the security group for EC2 instances

1. Select the security group for EC2 instances that you created earlier
2. On the Inbound tab, choose Edit.

3. For Type, choose All traffic. For Source, leave Custom selected, and then choose the security
group you are currently editing from the list, for example, EthereumEC2-SG. This allows the
EC2 instances in the security group to communicate with one another.

4. Choose Add Rule.

5. For Type, choose All traffic. For Source, leave Custom selected, and then choose the security
group for the Application Load Balancer from the list, for example, EthereumALB-SG. This
allows the EC2 instances in the security group to communicate with the Application Load
Balancer.

6. Choose Save.

Add inbound and edit outbound rules for the security group for the Application Load Balancer

1. Select the security group for Application Load Balancers that you created earlier

2. On the Inbound tab, choose Edit and then add the following inbound rules:
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a.

f.

For Type, choose All traffic. For Source, leave Custom selected, and then choose the
security group you are currently editing from the list, for example, EthereumALB-SG. This
allows the Application Load Balancer to communicate with itself and with the bastion
host.

Choose Add Rule.

For Type, choose All traffic. For Source, leave Custom selected, and then choose the
security group for EC2 instances from the list, for example, EthereumEC2-SG. This allows
the EC2 instances in the security group to communicate with the Application Load
Balancer and the bastion host.

Choose Add Rule.

For Type, choose SSH. For Source, select My IP, which detects your computer's IP CIDR
and enters it.

/A Important

This rule allows the bastion host to accept SSH traffic from your computer,
enabling your computer to use the bastion host to view web interfaces and
connect to EC2 instances on the Ethereum network. To allow others to connect to
the Ethereum network, add them as sources to this rule. Only allow inbound traffic
to trusted sources.

Choose Save.

3. On the Outbound tab, choose Edit and delete the rule that was automatically created to allow
outbound traffic to all IP addresses.

4. Choose Add Rule.

5. For Type, choose All traffic. For Destination, leave Custom selected, and then choose the

security group for EC2 instances from the list. This allows outbound connections from the
Application Load Balancer and the bastion host to EC2 instances in the Ethereum network.

Choose Add Rule.

For Type, choose All traffic. For Destination, leave Custom selected, and then choose the
security group you are currently editing from the list, for example, EthereumALB-SG. This
allows the Application Load Balancer to communicate with itself and with the bastion host.

Choose Save.
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Create an IAM Role for Amazon ECS and an EC2 Instance Profile

When you use this template, you specify an IAM role for Amazon ECS and an EC2 instance profile.
The permissions policies attached to these roles allow the AWS resources and instances in your
cluster interact with other AWS resources. For more information, see IAM Roles in the IAM User
Guide. You set up the 1AM role for Amazon ECS and the EC2 instance profile using the IAM console
(https://console.aws.amazon.com/iam/).

To create the IAM role for Amazon ECS

1. Open the IAM console at https://console.aws.amazon.com/iam/.

2. In the navigation pane, choose Roles, Create Role.

3. Under Select type of trusted entity, choose AWS service.

4. For Choose the service that will use this role, choose Elastic Container Service.
5. Under Select your use case, choose Elastic Container Service, Next:Permissions.

Services « Resowrce Groups ~ *

Select type of trusted entity

."i AN senvice @ Ancther AWS account @ WD iantaty @ SAML 2.0 federation
F—

Choose the service that will use this role
EC2

Lambda

Elastic Container Service

Select your use case

EC2 Rode for Elastc Container Sarvice

W Fesdback 3 Englith [US)
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6. For Permissions policy, leave the default policy (AmazonEC2ContainerServiceRole) selected,
and choose Next:Review.

7. For Role name, enter a value that helps you identify the role, such as ECSRoleForEthereum. For
Role Description, enter a brief summary. Note the role name for later.

8. Choose Create role.

9. Select the role that you just created from the list. If your account has many roles, you can
search for the role name.

E!'“r'_s_ Services -~ Resource Groups -

Dashboarg Q ethere Showing 1 result

Rele name = Description Trusted entities

o Créaleé and manage AWS reSources on your behalf D BCE
Roles 3 Creal AL ) I 1l AWS service

@ Fesdback (3 English [US)

10. Copy the Role ARN value and save it so that you can copy it again. You need this ARN when
you create the Ethereum network.

Services ~ Rescurce Groups ~

Rales 3 ECSRokForEhensuma;
q

Summa[y Delets role

Dashooard
Role ARN  am sws ke f
Ralé description eale and m
Instance Profile ARNS ]
Roles
Path

Creation time

Maximum CLVAP| session duration 1 hour Edit

Permissions Trust relationships Access Advisor Revoke sesdions

Attach policy Amached policies: 1

Palicy name - Palicy type =

» AmazanEC 2ContainerSenvice ok AVWWS managed policy x

O Add inline paohcy

@ Fesdback 3 English (US) 1 w o5, Inc of B afales. AN ights mestreed. Privacy Policy  Terms of Uss

The EC2 instance profile that you specify in the template is assumed by EC2 instances in the
Ethereum network to interact with other AWS services. You create a permissions policy for the role,
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create the role (which automatically creates an instance profile of the same name), and then attach
the permissions policy to the role.

To create an EC2 instance profile

1. In the navigation pane, choose Policies, Create policy.

2. Choose JSON and replace the default policy statement with the following JSON policy:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecs:CreateCluster",
"ecs:DeregisterContainerInstance",
"ecs:DiscoverPollEndpoint",
"ecs:Poll",
"ecs:RegisterContainerInstance",
"ecs:StartTelemetrySession",
"ecs:Submit*",
"ecr:GetAuthorizationToken",
"ecr:BatchChecklLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"dynamodb:BatchGetItem",
"dynamodb:BatchWriteItem",
"dynamodb:PutItem",
"dynamodb:DeleteItem",
"dynamodb:GetItem",
"dynamodb:Scan",
"dynamodb:Query",
"dynamodb:UpdateItem"
1,

"Resource": "*"

3. Choose Review policy.
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4. For Name, enter a value that helps you identify this permissions policy, for example
EthereumPolicyForEC2. For Description, enter a brief summary. Choose Create policy.

Services ~ Resource Groups - *

Review palicy

Name"
Descripbion Péfmidsions pokcy for CC2 indtanies in 1he EiRheréum network
Summary
O Fit
s e RSN R O
Allow (4 of 134 sServices) Show remaining 1
Limited: VWnte All FESOUrCes
Limmited Read. Wiile AN rESOUNCes
Limited: Read Al TESOLINTES,
Limited VWiie Al resources
3

® Reguired Cancel Pravious m

W Feedback @ English (US)

5. Choose Roles, Create role.
6. Choose EC2, Next: Permissions.

7. In the Search field, enter the name of the permissions policy that you created earlier, for
example EthereumPolicyForEC2.

8. Select the check mark for the policy that you created earlier, and choose Next: Review.
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Services Resource Groups -~ *

Global ~ Support

R

Attach permissions policies

Choose one or more policies to attach 1o your new rol
Create policy <~ Refresh
Filter: Policy type ~ QL EthersumPolicyForEC2 Showing 1 result

Folicy name - Attachments = Description

td 3 EthersumPolicyForEC2

0 Permissions policy for EC2 instances in the Ethensum network

* Requined Cancel Previous MNext: Review

@ Feedback (@ English (US)

Privacy Policy Tenms of Lse

9. For Role name, enter a value that helps you identify the role, for example

EC2RoleForEthereum. For Role description, enter a brief summary.Choose Create role.
10. Select the role that you just created from the list. If your account has many roles, you can enter
the role name in the Search field.

aws

Services Resource Groups -~ *

- Global - Support -

- &t @
Dashbaoard Q. EC2RoleforEthereum Showing 1 result
Groups
Role name Description Trusted entities
Users
I Roles [ ECZRoleforEther 1"0-.-.5 EC2 instances to call AWS ser AWS service: ec2
Policies

Identity providers

Account settin as

& Feedback (@ English (US)

Frivacy Policy Terms of Use

11. Copy the Instance Profile ARN value and save it so you can copy it again. You need this ARN
when you create the Ethereum network.
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Services - Resource Groups ~

EC2RseNEMmereum

! Su mmary Delete role

Role ARN AT WS i

Rode description Allpws ECZ instances to call AV

I Instance Profile ARNS AT WS I Instance-profieEC 2RO IorE1herem ﬂ
Roles

Path
Creation time

Maximum CLUAP 3e35ion durstion
Parmissions Trust relationships Access Advisor Revoke se55i0ns

Cmenpory T

Policy name - Palisy type ~

¥ EthereumPolicyForEC: IManaged policy x

Q Add inline policy

% Feedback @ English (US)

Create a Bastion Host

In this tutorial, you create a bastion host. This is an EC2 instance that you use to connect to the web
interfaces and instances in your Ethereum network. Its sole purpose is to forward SSH traffic from
trusted clients outside the VPC so that they can access Ethereum network resources.

You set up the bastion host because the Application Load Balancer that the template creates is
internal, meaning it only routes internal IP addresses. The bastion host:

« Has aninternal IP address that the Application Load Balancer recognizes because you launch it in
the second public subnet that you created earlier.

« Has a public IP address that the subnet assigns, which can be accessed by trusted sources outside
the VPC.

« Is associated with the security group for the Application Load Balancer you created earlier, which
has an inbound rule that allows SSH traffic (port 22) from trusted clients.

To be able to access the Ethereum network, trusted clients need to be set up to connect through
the bastion host. For more information, see Connect to EthStats and EthExplorer Using the Bastion
Host. A bastion host is one approach. You can use any approach that provides access from trusted
clients to private resources within a VPC.
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To create a bastion host

1. Follow the first five steps to Launch an Instance in the Amazon EC2 User Guide.

2. Choose Edit Instance Details. For Network, choose the VPC you created earlier, for Subnet
select the second public subnet that you created earlier. Leave all other settings to their
defaults.

3. Confirm the change when prompted, and then choose Review and Launch.

4. Choose Edit Security Groups. For Assign a security group, choose Select an existing security
group.

5. From the list of security groups, select the security group for the Application Load Balancer
that you created earlier, and then choose Review and Launch.

6. Choose Launch.

7. Note the instance ID. You need it later when you Connect to EthStats and EthExplorer Using
the Bastion Host.

Launch Status

& Yourinstances are now launching
The following instance launches have been initiatgd: i- View launch log

Create the Ethereum Network

The Ethereum network that you specify using the template in this topic launches an AWS
CloudFormation stack that creates an Amazon ECS cluster of EC2 instances for the Ethereum
network. The template relies on the resources that you created earlier in Set Up Prerequisites.

When you launch the AWS CloudFormation stack using the template, it creates nested stacks
for some tasks. After they are complete, you can connect to resources served by the network's
Application Load Balancer through the bastion host to verify that your Ethereum network is
running and accessible.
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To create the Ethereum network using the AWS Blockchain Template for Ethereum

1. See Getting Started with AWS Blockchain Templates, and open the latest AWS Blockchain
Template for Ethereum in the AWS CloudFormation console using the quick-links for your AWS
Region.

2. Enter values according to the following guidelines:

» For Stack name, enter a name that is easy for you to identify. This name is used within the
names of resources that the stack creates.

o Under Ethereum Network Parameters and Private Ethereum Network Parameters, leave
the default settings.

/A Warning
Use the default accounts and associated mnemonic phrase for testing purposes only.
Do not send real Ether using the default set of accounts because anyone with access
to the mnemonic phrase can access or steal Ether from the accounts. Instead, specify
custom accounts for production purposes. The mnemonic phrase associated with the
default account is outdoor father modify clever trophy abandon vital
feel portion grit evolve twist.

« Under Platform configuration, leave the default settings, which creates an Amazon ECS
cluster of EC2 instances. The alternative, docker-local creates an Ethereum network using a
single EC2 instance.

« Under EC2 configuration, select options according to the following guidelines:

» For EC2 Key Pair, select a key pair. For information about creating a key pair, see Create a
Key Pair.

» For EC2 Security Group, select the security group you created earlier in Create Security
Groups.

» For EC2 Instance Profile ARN, enter the ARN of the instance profile that you created
earlier in Create an IAM Role for Amazon ECS and an EC2 Instance Profile.

« Under VPC network configuration, select options according to the following guidelines:

« For VPCID, select the VPC that you created earlier in Create a VPC and Subnets.

» For Ethereum Network Subnet IDs, select the single private subnet that you created
earlier in the procedure To create the VPC.
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Under ECS cluster configuration, leave the defaults. This creates an ECS cluster of three EC2
instances.

Under Application Load Balancer configuration (ECS only), select options according to the
following guidelines:

» For Application Load Balancer Subnet IDs, select two public subnets from the list of
subnets that you noted earlier.

» For Application Load Balancer Security Group, select the security group for the
Application Load Balancer that you created earlier in Create Security Groups.

« For IAM Role, enter the ARN of the ECS role that you created earlier in Create an IAM Role
for Amazon ECS and an EC2 Instance Profile.

Under EthStats, select options according to the following guidelines:

» For Deploy EthStats, leave the default setting, which is true.

« For EthStats Connection Secret, type an arbitrary value that is at least six characters.
Under EthExplorer, leave the default setting for Deploy EthExplorer, which is true.

Under Other parameters, leave the default value for Nested Template S3 URL Prefix and
make a note of it. This is where you can find nested templates.

3. Leave all other settings to their defaults, select the acknowledgement check box, and choose

Create.

The Stack Detail page for the root stack that AWS CloudFormation launches appears.

4. To monitor the progress of the root stack and nested stacks, choose Stacks.

EIWS Services v Resource Groups + *
o

@ CloudFormation v | Stacks | > Stack Detalil

MyFirstEthereumStack

5.  When all stacks show CREATE_COMPLETE for Status, you can connect to Ethereum user
interfaces to verify that the network is running and accessible. When you use the ECS
container platform, URLs for connecting to EthStats, EthExplorer, and EthJsonRPC through the
Application Load Balancer are available on the Outputs tab of the root stack.
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/A Important

You won't be able to connect directly to these URLs or SSH directly until you set
up a proxy connection through the bastion host on your client computer. For more
information, see Connect to EthStats and EthExplorer Using the Bastion Host.

Services ~

aws

Resource Groups + %

- Oregon ~ Support ~

@ CloudFormation v

Create Stack ‘ = Actions ~

Filter: Active ~
Stack Name
MyFirstEthereumStack-Ether..
MyFirsiEthereumStack-Ether..

MyFirstEthereumStack-Ether

Stacks

Design template

Created Time
2018-04-12 13:26:46 UTC-0700
2018-04-12 13:26:38 UTC-0700

2018-04-12 13:25:69 UTC-0700

| @ MyFirstEthereumStack

I 2018-04-12 13:25:54 UTC-0700

Status

CREATE_COMPLETE
CREATE_COMPLETE
CREATE_COMPLETE

CREATE_COMPLETE

c &
Showing 4 stacks

Description

This template creates an AutoScalingGroup of EC2 1...
This template creates the ECS cluster and Ethereu. ..
This template deploys an Ethereum cluster on an ex

This template creates an Ethereum network on an A...

Overview Outputs Resources Events Template Parameters Tags Stack Policy Change Sets Rellback Triggers R =N=]
Key Value Description Export Name
http: /My Fir-
EthStatsURL P Visit this URL to see the status of your ...
DOWI T us-west-2.elb.amazonaws.com
Rty Fir-_mmes | 4
EthExplorerURL .us-west-2.elb.amazonaws.com:80  Visit this URL to view transactions on yo..
80
hitp: /My Fir-
EthJsonRPCURL us-west-2.elb.amazonaws.com:85  Use this URL to access the Geth JSON ..
45

Q Feedback ices, Inc. or its affiliates. All rights Privacy Policy Terms of Use

@ English (US)

Connect to EthStats and EthExplorer Using the Bastion Host

To connect to Ethereum resources in this tutorial, you set up SSH port forwarding (SSH tunneling)
through the bastion host. The following instructions demonstrate how to do this so that you can
connect to EthStats and EthExplorer URLs using a browser. In the instructions below, you first

set up a SOCKS proxy on a local port. You then use a browser extension, FoxyProxy, to use this
forwarded port for your Ethereum network URLs.

If you use Mac OS or Linux, use an SSH client to set up the SOCKS proxy connection to the bastion
host. If you are a Windows user, use PuTTY. Before you connect, confirm that the client computer
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you are using is specified as an allowed source for inbound SSH traffic in the security group for the

Application Load Balancer that you set up earlier.

To connect to the bastion host with SSH port forwarding using SSH

Follow the procedures in Connecting to Your Linux Instance Using SSH in the Amazon EC2 User
Guide. For step 4 of the Connecting to Your Linux Instance procedure, add -D 9001 to the SSH
command, specify the same key pair that you specified in the AWS Blockchain Template for
Ethereum configuration, and specify the DNS name of the bastion host.

ssh -i /path/my-template-key-pair.pem ec2-user@bastion-host-dns -D 9001

To connect to the bastion host with SSH port forwarding using PuTTY (Windows)

1.

Follow the procedures in Connecting to Your Linux Instance from Windows Using PuTTY in the
Amazon EC2 User Guide through step 7 of the Starting a PUTTY Session procedure, using the
same key pair that you specified in the AWS Blockchain Template for Ethereum configuration.

In PUTTY, under Category, choose Connection, SSH, Tunnels.

For Port forwarding, choose Local ports accept connections from other hosts.

Under Add new forwarded port:

a. For Source port, enter 9001. This is an arbitrary unused port that we chose, and you can
choose a different one if necessary.

b. Leave Destination blank.

c. Select Dynamic.

d. Choose Add.

For Forwarded ports, D9001 should appear as shown below.
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Category:
=) Teminal e Cptions controlling S5H port forwarding
ge;_.lrl:ucuard Port forwarding
F:atures Local ports accept connections from other hosts
5 Window [ ] Remote ports do the same (SSH-2 only)
- Appearance Forwarded ports: Remaove
- Behaviour
- Tranglation D001
- Selection
- Colours
L comechion Add new forwarded port:

.. Data Source port 3001 Add

Destination | |
' () Local (") Remote (®) Dynamic
= (@) Auto () |Pwd () IPvE
W
About Help Open Cancel

5. Choose Open and then authenticate to the bastion host as required by your key configuration.
Leave the connection open.

With the PUTTY connection open, you now configure your system or a browser extension to use
the forwarded port for your Ethereum network URLs. The following instructions are based on using
FoxyProxy Standard to forward connections based on the URL pattern of EthStats and EthExplorer
and port 9001, which you established earlier as the forwarded port, but you can use any method
that you prefer.

To configure FoxyProxy to use the SSH tunnel for Ethereum network URLs

This procedure was written based on Chrome. If you use another browser, translate the settings
and sequence to the version of FoxyProxy for that browser.

1. Download and install the FoxyProxy Standard browser extension, and then open Options
according to the instructions for your browser.

2. Choose Add New Proxy.
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3. On the General tab, make sure that the proxy is Enabled and enter a Proxy Name and Proxy
Notes that help you identify this proxy configuration.

4. On the Proxy Details tab, choose Manual Proxy Configuration. For Host or IP Address (or
Server or IP Address in some versions), enter localhost. For Port, enter 9007. Select SOCKS
Proxy?.

5. On the URL Pattern tab, choose Add New Pattern.

6. For Pattern name, enter a name that's easy to identify, and for URL Pattern, enter a pattern
that matches all Ethereum resource URLs you created with the template, for example http://
internal-MyUser-LoadB-*. For information on viewing URLs, see Ethereum URLs.

7. Leave the default selections for other settings and choose Save.

You are now able to connect to the Ethereum URLs, which are available on CloudFormation console
using the Outputs tab of the root stack that you created with the template.

Clean Up Resources

AWS CloudFormation makes it easy to clean up resources that the stack created. When you delete
the stack, all resources that the stack created are deleted.

To delete resources that the template created

« Open the AWS CloudFormation console, select the root stack that you created earlier, choose
Actions, Delete.

The Status of the root stack you created earlier and the associated nested stacks update to
DELETE_IN_PROGRESS.

You may choose to delete the prerequisites you created for the Ethereum network.

Delete the VPC

« Open the Amazon VPC console, select the VPC you created earlier and then choose Actions,
Delete VPC. This also deletes the subnets, security groups, and the NAT gateway associated
with the VPC.
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Delete the IAM role and EC2 instance profile

o Open the IAM console and choose Roles. Select the role for ECS and the role for EC2 that you
created earlier and choose Delete.

Terminate the EC2 instance for the bastion host

« Open the Amazon EC2 dashboard, choose Running instances, select the EC2 instance that you
created for the bastion host, choose Actions, Instance State, Terminate.

Clean Up Resources 29



AWS Blockchain Templates Developer Guide

AWS Blockchain Templates and Features

This section provides links for you to begin creating a blockchain network right away, as well as
information about configuration options and prerequisites for setting up the network on AWS.

The following templates are available:

« AWS Blockchain Template for Ethereum

« AWS Blockchain Template for Hyperledger Fabric

AWS Blockchain Templates is available in the following Regions:

« US West (Oregon) Region (us-west-2)
« US East (N. Virginia) Region (us-east-1)
« US East (Ohio) Region (us-east-2)

® Note

Running a template in a Region not listed above launches resources in the US East (N.
Virginia) Region (us-east-1).

Using the AWS Blockchain Template for Ethereum

Ethereum is a blockchain framework that runs smart contracts using Solidity, an Ethereum-specific
language. Homestead is the most recent release of Ethereum. For more information, see the
Ethereum Homestead Documentation and the Solidity documentation.

Links to Launch

See Getting Started with AWS Blockchain Templates for links to launch AWS CloudFormation in
specific Regions using the Ethereum templates.

Ethereum Options

When you configure the Ethereum network using the template, you make choices that determine
the subsequent requirements:
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o Choosing the Container Platform

» Choosing a Private or Public Ethereum Network

» Changing the Default Accounts and Mnemonic Phrase

Choosing the Container Platform

AWS Blockchain Templates use Docker containers stored in Amazon ECR to deploy blockchain
software. The AWS Blockchain Template for Ethereum offers two choices for the Container
Platform :

» ecs—Specifies that Ethereum runs on an Amazon ECS cluster of Amazon EC2 instances.

» docker-local—Specifies that Ethereum runs on a single EC2 instance.

Using the Amazon ECS Container Platform

With Amazon ECS, you create your Ethereum network on an ECS cluster composed of multiple EC2
instances, with an Application Load Balancer and related resources. For more information about
using the Amazon ECS configuration, see the Getting Started with AWS Blockchain Templates

tutorial.

The following diagram depicts an Ethereum network created using the template with the ECS
container platform option:
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Alternatively, you can launch Ethereum containers within a single Amazon EC2 instance. All
containers run on a single EC2 instance. This is a simplified setup.

The following diagram depicts an Ethereum network created using the template with the docker-
local container platform option:
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Choosing a Private or Public Ethereum Network

Choosing an Ethereum Network ID value other than 1-4 creates private Ethereum nodes that run
within a network that you define, using the private network parameters that you specify.

When you choose an Ethereum Network ID from 1-4, the Ethereum nodes that you create are
joined to the public Ethereum network. You can ignore private network settings and their defaults.
If you choose to join Ethereum nodes to the public Ethereum network, ensure that the appropriate
services in your network are internet-accessible.
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Changing the Default Accounts and Mnemonic Phrase

A mnemonic phrase is a random set of words that you can use to generate Ethereum wallets (that
is, private/public key pairs) for associated accounts on any network. The mnemonic phrase can be
used to access Ether for associated accounts. We created a default mnemonic associated with the
default accounts that the Ethereum template uses.

/A Warning

Use the default accounts and associated mnemonic phrase for testing purposes only.

Do not send real Ether using the default set of accounts because anyone with access

to the mnemonic phrase can access or steal Ether from the accounts. Instead, specify
custom accounts for production purposes. The mnemonic phrase associated with the
default account is outdoor father modify clever trophy abandon vital feel
portion grit evolve twist.

Prerequisites

When you set up your Ethereum network using the AWS Blockchain Template for Ethereum, the
minimum requirements listed below must be satisfied. The template requires the AWS components
listed for each of the following categories:

Topics

» Prerequisites for Accessing Ethereum Resources

IAM Prerequisites

Security Group Prerequisites

VPC Prerequisites

Example IAM Permissions for the EC2 Instance Profile and ECS Role

Prerequisites for Accessing Ethereum Resources

Prerequisite For ECS Platform For Docker-Local

An Amazon EC2 key pairthat ¢ v
you can use to access EC2
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Prerequisite For ECS Platform

instances. The key must exist
in the same Region as the ECS
cluster and other resources.

An internet-facing v
component, such as a bastion
host or an internet-facing
load balancer, with an
internal address from which
traffic is allowed into the
Application Load Balancer.
This is required with the

ECS platform because the
template creates an internal
load balancer for security
reasons. This is required with
the docker-local platform
when the EC2 instance is in

a private subnet, which we
recommend. For information
about configuring a bastion
host, see Create a Bastion

Host.

IAM Prerequisites

Prerequisite For ECS Platform

An IAM principal (user or v
group) that has permissio

ns to work with all related
services.

An Amazon EC2 instance v
profile with appropriate

For Docker-Local

v (with private subnet)

For Docker-Local

v
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Prerequisite For ECS Platform For Docker-Local

permissions for EC2 instances
to interact with other
services. For more informati
on, see To create an EC2

instance profile.

An IAM role with permissions ¢
for Amazon ECS to interact

with other services. For more
information, see Creating the

ECS Role and Permissions.

Security Group Prerequisites

Prerequisite For ECS Platform For Docker-Local

A security group for EC2 v v
instances, with the following
requirements:

o Outbound rules that allow v v
traffic to 0.0.0.0/0 (default)

e Aninbound rule that allows v
all traffic from itself (the
same security group).

o Aninbound rule that allows
all traffic from the security
group for the Application
Load Balancer.

o Inbound rules that allow v
HTTP (port 80), EthStats
(served on port 8080),
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Prerequisite For ECS Platform For Docker-Local

JSON RPC over HTTP (port
8545), and SSH (port 22)
from trusted external
sources, such as your client
computer's IP CIDR.
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Prerequisite For ECS Platform

A security group for the v
Application Load Balancer,

with the following requireme

nts:

« An inbound rule that allows
all traffic from itself (the
same security group).

« Aninbound rule that allows
all traffic from the security
group for EC2 instances.

o Outbound rules that
allow all traffic only to
the security group for
EC2 instances. For more
information, see Create
Security Groups.

« If associating this same
security group with a
bastion host, an inbound
rule that allows SSH (port
22) traffic from trusted
sources.

« If the bastion host or other
internet-facing component
is in a different security
group, an inbound rule that
allows traffic from that
component.

For Docker-Local

Prerequisites
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VPC Prerequisites

Prerequisite For ECS Platform For Docker-Local
An Elastic IP address, whichis ¢ v

used for accessing Ethereum

services.

A subnet to run EC2 instances v

. We strongly recommend a
private subnet.

Two publicly accessible v
subnets. Each subnet must be

in different Availability Zones

from each other, with one in

the same Availability Zone as

the subnet for EC2 instances.

Example IAM Permissions for the EC2 Instance Profile and ECS Role

You specify an EC2 instance profile ARN as one of the parameters when you use the template. If
you use the ECS container platform, you also specify an ECS role ARN. The permissions policies
attached to these roles allow the AWS resources and instances in your cluster to interact with
other AWS resources. For more information, see IAM Roles in the IAM User Guide. Use the policy
statements and procedures below as a starting point for creating permissions.

Example Permissions Policy for the EC2 Instance Profile

The following permissions policy demonstrates allowed actions for the EC2 instance profile when
you choose the ECS container platform. The same policy statements can be used in a docker-local
container platform, with ecs context keys removed to limit access.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"ecs:CreateCluster",
"ecs:DeregisterContainerInstance",
"ecs:DiscoverPollEndpoint",
"ecs:Poll",
"ecs:RegisterContainerInstance",
"ecs:StartTelemetrySession",
"ecs:Submit*",
"ecr:GetAuthorizationToken",
"ecr:BatchChecklLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"dynamodb:BatchGetItem",
"dynamodb:BatchWriteItem",
"dynamodb:PutItem",
"dynamodb:DeleteItem",
"dynamodb:GetItem",
"dynamodb:Scan",
"dynamodb:Query",
"dynamodb:UpdateItem"

1,

"Resource": "*"

Creating the ECS Role and Permissions

For the permissions attached to the ECS role, we recommend that you start with the
AmazonEC2ContainerServiceRole permissions policy. Use the following procedure to create a role
and attach this permissions policy. Use the IAM console to view the most up-to-date permissions in
this policy.

To create the IAM role for Amazon ECS

1. Open the IAM console at https://console.aws.amazon.com/iam/.

In the navigation pane, choose Roles, Create Role.

Under Select type of trusted entity, choose AWS service.

P WD

For Choose the service that will use this role, choose Elastic Container Service.
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5. Under Select your use case, choose Elastic Container Service, Next:Permissions.

Services ~ Resource Groups *

Select type of trusted entity

."i AWE service @ Another AWS account @ Wb idencaty @ SAML 2.0 federation
F—

Allows AWS SENVIOES 10 perform actions on your behall. Learm more

Choose the service that will use this role

EC2

Lambda

Elastic Container Service

Select your use case

ECZ Role for Elastic Container Service

Elastic Container Service

@ rFesdback 3 English (US)

6. For Permissions policy, leave the default policy (AmazonEC2ContainerServiceRole) selected,
and choose Next:Review.

7. For Role name, enter a value that helps you identify the role, such as ECSRoleForEthereum. For
Role Description, enter a brief summary. Note the role name for later.

8. Choose Create role.

9. Select the role that you just created from the list. If your account has many roles, you can
search for the role name.
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Services Resource Groups -

Q sther Showing 1 result

Rele name = Description Trusted entities

25 10 créale and manage AWS nesounces on your béhall D BCE
Roles 3 Creal AL ) I 1l AWS service

@ Fesdback (3 English [US)

10. Copy the Role ARN value and save it so that you can copy it again. You need this ARN when
you create the Ethereum network.

Services ~ Rescurce Groups ~

Rales 3 ECSRokForEhensuma;
q
Summa[y Delets role
shiooard
Role ARN  am sws e vleForEiheneuni?
Ralé description eale and m
Instance Profile ARNS ]
Roles
Path

Creation time

Maximum CLVAP| session duration 1 hour Edit

Permissions Trust relationships Access Advisor Revoke sesdions

Attach policy Amached policies: 1

Palicy name - Palicy type =

» AmazanEC 2ContainerSenvice ok AVWWS managed policy x

O Add inline paohcy

@ Fesdback 3 English (US) 1 w o5, Inc of B afales. AN ights mestreed. Privacy Policy  Terms of Uss

Connecting to Ethereum Resources

After the root stack that you create with the template shows CREATE_COMPLETE, you can connect
to Ethereum resources using the AWS CloudFormation console. How you connect depends on the
container platform that you choose, ECS or docker-local:

o ECS—The Output tab of the root stack provides links to services running on the Application
Load Balancer. These URLs are not directly accessible for security reasons. To connect, you can
set up and use a bastion host to proxy connections to them. For more information, see Proxy
Connections Using a Bastion Host below.
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» docker-local—You connect using the IP address of the EC2 instance hosting Ethereum services
as listed below. Use the EC2 console to find the ec2-IP-address of the instance that the
template created.

« EthStats—Use http://ec2-IP-address
« EthExplorer—Use http://ec2-IP-address:8080
« EthJsonRpc—Use http://ec2-IP-address:8545

If you specified a public subnet for Ethereum Network Subnet ID (List of VPC Subnets to use
within the template), you can connect directly. Your client must be a trusted source of inbound
traffic for SSH (port 22), as well as the ports listed. This is determined by the EC2 Security Group
that you specified using the AWS Blockchain Template for Ethereum.

If you specified a private subnet, you can set up and use a bastion host to proxy connections to
these addresses. For more information, see Proxy Connections Using a Bastion Host below.

Proxy Connections Using a Bastion Host

With some configurations, Ethereum services may not be publicly available. In those cases, you can
connect to Ethereum resources through a bastion host. For more information about bastion hosts,
see Linux Bastion Host Architecture in the Linux Bastion Host Quick Start Guide.

The bastion host is an EC2 instance. Make sure that the following requirements are met:

» The EC2 instance for the bastion host is within a public subnet with Auto-assign Public IP
enabled and that has an internet gateway.

« The bastion host has the key pair that allows ssh connections.

« The bastion host is associated with a security group that allows inbound SSH traffic from the
clients that connect.

» The security group assigned to the Ethereum hosts (for example, the Application Load Balancer if
ECS is the container platform, or the host EC2 instance if docker-local is the container platform)
allows inbound traffic on all ports from sources within the VPC.

With a bastion host set up, ensure that the clients that connect use the bastion host as a proxy. The
following example demonstrates setting up a proxy connection using Mac OS. Replace BastionIP
with the IP address of the bastion host EC2 instance and MySshKey . pem with the key pair file that
you copied to the bastion host.
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On the command line, type the following:

ssh -i mySshKey.pem ec2-user@BastionIP -D 9001

This sets up port forwarding for port 9001 on the local machine to the bastion host.

Next, configure your browser or system to use SOCKS proxy for localhost:9001. For example,
using Mac OS, select System Preferences, Network, Advanced, select SOCKS proxy, and type
localhost:9001.

Using FoxyProxy Standard with Chrome, select More Tools, Extensions. Under FoxyProxy
Standard, select Details, Extension options, Add New Proxy. Select Manual Proxy Configuration.
For Host or IP Address type localhost and for Port type 9001. Select SOCKS proxy?, Save.

You should now be able to connect to the Ethereum host addresses listed in the template output.

Using the AWS Blockchain Template for Hyperledger Fabric

Hyperledger Fabric is a blockchain framework that runs smart contracts called chaincode, which are
written in Go. You can create a private network with Hyperledger Fabric, limiting the peers that can
connect to and participate in the network. For more information about Hyperledger Fabric, see the
Hyperledger Fabric documentation. For more information about chaincode, see the Chaincode for

Developers topic in the Hyperledger Fabric documentation.

The AWS Blockchain Template for Hyperledger Fabric only supports a docker-local container
platform, meaning the Hyperledger Fabric containers are deployed on a single EC2 instance.

Links to Launch

See Getting Started with AWS Blockchain Templates for links to launch AWS CloudFormation in
specific Regions using the Hyperledger Fabric templates.

AWS Blockchain Template for Hyperledger Fabric Components

The AWS Blockchain Template for Hyperledger Fabric creates an EC2 instance with Docker, and
launches a Hyperledger Fabric network using containers on that instance. The network includes
one order service and three organizations, each with one peer service. The template also launches a
Hyperledger Explorer container, which allows you to browse blockchain data. A PostgreSQL server
container is launched to support Hyperledger Explorer.
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The following diagram depicts a Hyperledger Fabric network created using the template:
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Prerequisites

Before you launch a Hyperledger Fabric network using template, make sure that the following

requirements are satisfied:

» The IAM principle (user or group) that you use must have permission to work with all related

services.
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You must have access to a key pair that you can use to access EC2 instances (for example, using
SSH). The key must exist in the same region as the instance.

You must have an EC2 instance profile with a permissions policy attached that allows access to
Amazon S3 and to Amazon Elastic Container Registry (Amazon ECR) to pull containers. For an
example permissions policy, see Example IAM Permissions for the EC2 Instance Profile.

You must have a Amazon VPC network with a public subnet, or a private subnet with a NAT
Gateway and Elastic IP address so that Amazon S3, AWS CloudFormation, and Amazon ECR can
be accessed.

You must have an EC2 security group with inbound rules that allow SSH traffic (port 22) from the
IP addresses that need to connect to the instance using SSH, and the same for clients that need
to connect to Hyperledger Explorer (port 8080).

Example IAM Permissions for the EC2 Instance Profile

You specify an EC2 instance profile ARN as one of the parameters when you use the AWS

Blockchain Template for Hyperledger Fabric. Use the following policy statement as a starting point

for the permissions policy attached to that EC2 role and instance profile.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchChecklLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories",
"ecr:ListImages",
"ecr:DescribeImages"”,
"ecr:BatchGetImage",
"s3:Get*",
"s3:List*"
1,

"Resource": "*"
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Connecting to Hyperledger Fabric Resources

After the root stack that you create with the template shows CREATE_COMPLETE, you can
connect to Hyperledger Fabric resources on the EC2 instance. If you specified a public subnet,
you can connect to the EC2 instance as would any other EC2 instance. For more information, see
Connecting to Your Linux Instance Using SSH in the Amazon EC2 User Guide.

If you specified a private subnet, you can set up and use a bastion host to proxy connections to
Hyperledger Fabric resources. For more information, see Proxy Connections Using a Bastion Host
below.

(@ Note

You may notice that the template allocates a public IP address to the EC2 instance hosting
Hyperledger Fabric services; however, this IP address is not publicly accessible because
routing policies in the private subnet you specify do not allow traffic between this IP
address and public sources.

Proxy Connections Using a Bastion Host

With some configurations, Hyperledger Fabric services may not be publicly available. In those
cases, you can connect to Hyperledger Fabric resources through a bastion host. For more
information about bastion hosts, see Linux Bastion Host Architecture in the Linux Bastion Host
Quick Start Guide.

The bastion host is an EC2 instance. Make sure that the following requirements are met:

« The EC2 instance for the bastion host is within a public subnet with Auto-assign Public IP
enabled and that has an internet gateway.

« The bastion host has the key pair that allows ssh connections.

» The bastion host is associated with a security group that allows inbound SSH traffic from the
clients that connect.

» The security group assigned to the Hyperledger Fabric hosts (for example, the Application Load
Balancer if ECS is the container platform, or the host EC2 instance if docker-local is the container
platform) allows inbound traffic on all ports from sources within the VPC.
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With a bastion host set up, ensure that the clients that connect use the bastion host as a proxy. The
following example demonstrates setting up a proxy connection using Mac OS. Replace BastionIP
with the IP address of the bastion host EC2 instance and MySshKey . pem with the key pair file that
you copied to the bastion host.

On the command line, type the following:

ssh -i mySshKey.pem ec2-user@BastionIP -D 9001

This sets up port forwarding for port 9001 on the local machine to the bastion host.

Next, configure your browser or system to use SOCKS proxy for localhost:9001. For example,
using Mac OS, select System Preferences, Network, Advanced, select SOCKS proxy, and type
localhost:9001.

Using FoxyProxy Standard with Chrome, select More Tools, Extensions. Under FoxyProxy
Standard, select Details, Extension options, Add New Proxy. Select Manual Proxy Configuration.
For Host or IP Address type localhost and for Port type 9001. Select SOCKS proxy?, Save.

You should now be able to connect to the Hyperledger Fabric host addresses listed in the template
output.
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Document History

The following table describes the documentation changes for this guide.

Latest documentation update: May 1, 2019

Change

Discontinuation of AWS
Blockchain Templates.

Bastion host updates.

Created guide.

Description

AWS Blockchain Templates
was discontinued on April 30,
2019. No further updates to
this service or this supportin
g documentation will be
made. For the best Managed
Blockchain experience on
AWS, we recommend that
you use Amazon Managed
Blockchain (AMB).

Modified getting started
tutorial and Ethereum
prerequisite requirements for
the addition of a bastion host,
which allows access to web
resources served through the
internal load balancer when
using the ECS platform and
the EC2 instance when using
docker-local.

New developer guide to
support initial release of AWS
Blockchain Templates.

Date

May 1, 2019

May 3, 2018

April 19, 2018
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AWS Glossary

For the latest AWS terminology, see the AWS glossary in the AWS Glossary Reference.
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