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Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces.
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« URL - OZZ[AH O|MHIM AH83tE URL Z2EZ EB0|AE EE{AFLCt

« HTTP &'Ef 2= - 4 Z 2|7 0| Mol M HEhsts HTTP AEf 32 &
Ch AFS A XIS S ZEE X|HsHHLE Che BolM Mg £ Lt

m]

4

ol R FELIC

530
S
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https://console.aws.amazon.com/cloudwatch/
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« 404 - NHOIM @M E | AAE 32 £ QiaLCH

-
* 500 - A0 M of| 7|X| B2 70| distod LHF 277t YlFi&LICH

=2 StLt ol MEHSH CHF R 2|0l FIHE MEHSHo] H|O|X| A EHo| EE E3FH A F7Hg L
Ct.

4. U EPO/AE 3top{d 72| Zeof EQo|A IDE AT 248t X-Ray HAl =
W3C(World Wide Web Consortium) &AI2 AFEE = Q&LICt 0o & £04 AWS Distro for
OpenTelemetryE At&36t0{ MEl EBf|o[A= W3C S ALICt

@ Note
W3C &Alo| EFflo|A IDE MAMEI ER 4|o|¢§ 23|50 Qx|
st= EB0|ATI 2£0i X-Ray @422 EAIELICH o & E0

4efaaf4d1e872®b395419®195®®19ee5§ W3C g4lo 2 F2[6tH SS8F X-Ray
& A9l 1-4efaafsd-1e8720b39541901950019ee57F & 01 E AIELICH.

5. M O|X| 3tEte| EBfo|A MMof| YUX|Sl= EOlA S8 EAItE{H X EX| Fel e
MEHSIAA.

tel Ef|o|A0]| CHE ERO|A MIE ME HO|XK|E EAIStE{H S 20| A EYO|A IDE AMEH

|C}.

()]
1%
T

CtZ o|0|X|= Edlo|Agt BEE MH|A =0 EB0|AE FHS= MOHETL O|SE 8

E2E LBl E = 7to| AX|7l Z&E EB0|A S HoiFLICH Efo|A M 2o EGY

OlA Q90| EAIEILICEH Q0= ME GET &Y, SE I E, Eo|A7 A™E|= O ZE! 7|

7Y H J|ztof Ciet HET Zefk|o] U&LICH EBO[A MOIHE & 62 MOHE| 7|
T

= Ct.
¢t 2oix = MIOHE Etgietel2 Eollola 29F 7o EA[ELICH
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P Legend and options n-ﬂ

(2)

O customers
/ DynamoDB Table

Client i api pruducts
ElasticBea...Environment ElasticBea...Environment /
g |
|

No node selected

Select a node to see its details

Trace Summary

Method Response Code Duration
GET 200 17ms

Age
a few seconds (2022-01-20 16:35:56)

Segments Timeline info

Segment Response Duration 0.0 a0 40 60 2.0 10 12 14 16 18
status code & Ll\']S . Jms 3 VFTIS . L!’T\S . L""\S J’HS Jms !TIS [ﬂS :’T\S

¥ api Aws:ElasticBeanstalk:Environment

api @ oK 200 17ms [ GET ..
auth @ oK - Oms |
forward @ ok - 17ms I ——
products.eba-cvkws4f... () OK 200 17ms

Amazon SQS & Lambdag& AI23t= O|HE 7|gt ofE2|70|M0| UE E2, EBlolA Hof
Mzt 2o st EBo|AE HZAE HElZ 2 £ &L YoM HIAIX| #akxto| Egflo]
A= AWS Lambda AH|XFQ| Ef|0|A S 44|, MM FEHO| SIX|E2 EAIE/LICH O|HE 7|

2k o Z2|7i| ol Mol CHE RtMIEF L& 2 O[HIE 7[8F of ZEE|F0|ME X B S HZSHAIR.

EE1IOI 3 EgfolA MF HE mo|X|oMe WA AE FAE X[HELICH 0|& S35 E&
Ola S8 & EB0|A 2 LioAM od2] AHe| ETO[AE LIFE &= /U&LICH.
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X-Ray console

X-Ray 2&0iA ECflo|&E EE{H

X-Ray 2&9| E2{|0|A HO|X|E YLICH E&0|A 7 o
ResourceARN, Instanceld& Z &8t UUtxQl 7|52 253 E EQo|A S 20| EAIEL

Trace overview
Group by URL -
URL = Avg response time - % of Traces « Response -
hitp ifscorekeep elastic beanstalk com/apiuser 391 ms 4. T6% 1 OK. 0 Throttied, O Errors, 0 Faulls :
hitp:'scorekeep elastic beanstalk com/apysessio &3l 330 ms 4.T8% 1 O, O Throdtied, O Emrors, 0 Faulls
hitp.i'scorekeep elastic beanstalk com/apiisession 00.5 ms 0.52% 2 O, 0 Throdtied, 0 Errors, 0 Faults
Trace list (21)
[+ 98 Age = Method = Response . Response time - URL ~ Annotations -
1562473 5.0 min POST 200 3 ms http:fiscorekeep elastic beanstalk com/apliuser 0
cle3gos0 5.0 min PUT 200 330 ms hitpfiscorekeep elastic beanstalk comfapiisession/BNEILUCE 0
dd653edc 5.0 min POST 200 19.0 ms hitp:fiscorekeep elasiic beansialk com/aplisession 0
ATESTecB 5.0 min GET 200 1862 ms hitp iscorekeep elastic beanstalk comfaplsession o
84 4.7 min POST 200 950 ms hittp:fisconekeep elastic beansialk com/apimove/BNEILUOEZNSEACTLIPPMPBLIB
4.8 min POST 200 950 ms Nty fiscorekeep. elasiic Deanstalk com'apimove/BNE3LUQSZNEACT LIPFMPELIB
237e0705 4.8 min POST 200 205 ms hitpiiscorekeep. elastic beanstalk comfapimove/SNEILUCEZNSEACTL/IPPMPELIB
BET82227 4.9 min POST 200 25.0 ms hittpfsconekeep elastic beanstalk comfapigameBNGILUCE2NSBACT LIusers
T2 2 4.9 min PUT 200 121 ms http fiscorekeep elastic beanstalk. com/apiigameBNEILUQEZNSEACTL e T Tac Toe
rca2elst 1.4 min GET 200 140 ms hitp fiscorekeep elastic beanstalk comfapd'gameBHNEZL UGN IEACTL 0
1.7 min GET 200 12.0ms hiip:fiscorekeep elastic beansialk comfapiigameBNEILUOG2NSEACTL 0
1.9 min GET 200 9.0 ms hitp:fiscorekeep elasiic beansialk com/apiigame/BNEILUQG2ZNSSACTL 0
4.9 min PUT 200 E9.0ms nitpcfscorekeep elastic DEANSIAK com/aplgame BNEILUQEZNSBACTL
TArShbE T 4.9min POST 200 §10ms hitpi/fscorekeep elastic beanstalk comiapligame/aNe3LUGEe 1

EfolA SE0M &0lE EY0|AS IDE MEYEILICE EFAH oM MH|A BHE MEHSI0 §
M MH|A =0 CHE EBO|AE & =% U&LICH OH O siE = E9F 4EtE EF|o|A

g £ &+ J&Uh

m

2etRl Joll= Egflojaol CiEt 23 5&0| ZAIZIH COHS SE7F L ELICH

- Efjojaol Zt MOIHEO CHEt B2 |

e NIOHEJ EF0|A Ho| L Eof ZEStE O 22 AlZH

Egola
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https://console.aws.amazon.com/xray/home#/traces

JHEER} 70| =

CtE 382 ME ofZ2(7o|Mof CHEt GET 23 ot
SIdEE A MIOIHET @FHE 2E57| fldl 0l
GET 27 501 O|F 4%l & A7 AIELICH
Timeline Raw data
Method v Response v Duration
GET 200 80.1 ms
¥ Trace Map
& 80ms
1 Request
Client www
AWS5:ElasticBeanstalk: :Environment
Name Res. Duration
¥ WWW AWS: ElasticBeanstalk::Environment
WWwW 200
auth -

auth.eba-cvkwsdfz.us-east-1.elasticbeanstalk 200
request -

response -

Et ol &ofl CHEt REAM[EH L2 ot 2] Exploring

Al C|olE Holl= EBf0o]A2 O|F 7
JSON B4 22 EA[E L of7[olE ChHE BE L

=TIPN

|K

Hote MIHE

Z3E + &Lt

T E EBjjo|& Mol fAlE EoiELICH
st Z2E EAELCH MHIA LEOE
v Age v
9.4 min (2022-01-21 00:35:05 U...
avg. S0ms I‘
2 Fequests
api “[ 15m
AWVS::ElasticBeanstalk:Environment
1 Riequest
products
AW ElasticBeanstalk::Environment
i
2ms
1 Rsquest
avg. Ame
auth
AWS:-FlasticBeanatallc:Envirenment < Requests
customers
Status l:l.l:llms 1 Dll'ns 20:119 :ml'ns
G |
G 1
v I Remote: GET ... /auth/delay/
G
G
the trace timeline B2 & X5HMIR.
2 St MOHE e HE Tt

Egola
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Edo|A EFYEIR] A T{E T

Etletel Mol MOHES ot MAHET HE 722 EAZIH, O Fole 5HY 2= Alzhol &
got= 7h= o7t LIEHELICH S 59| & M F=0| MaHEQIH|, B 2ol AMH|20 2ls 7|
£ ZE Clo|BE LEHLICH 5t MOHE = S0{AMr7|E|o MZHE ofzol| LIFELICH Holl=
Zt MaHEl| CHE HEIF L E|of U&LICH

o
t MHE = ot MaHET A= YA o|A Es #E0| LIAELICH
m]

X|2t 4 EtEtQIo| CHE MIOHE & 6t MIMHES H|mstod MIMHE & 69 M2
E7F M™E 7|2t SHESHE 7H2 2ot

MHIA LEHEHZE JOHE U S MOIHE SE JE56ied{H =28 OS82 ZL|Ct

X-Ray console

Egjola MF EE& mHo|x|oi M Et Rl S MEistH ER0[AE Fgst= 2 MOHES 5t
MIIHEC| EtUEIQIE &QlE = &LCh

X-Ray 2&0|M EtHetel2 o2 HE & MSELICH

« O|F &: EBl[O|&o| HIOHE A 5t MaHE| 0|F 0| LI ELICH
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AppSignals-StandardMetrics.html#AppSignals-StandardMetrics-Dimensions

AWS X-Ray JHet Rt 7holE

. SE o NIWE EE 39| MIHES| HEtS K 2ol ChEt HTTP ST 4| TE7} LIS
CHAIZElE Z2)

. 717 o MIIHE EE 39| MIHETF AYE AlZHo| LI

. ME Y MOTE EE 59 MIHE Aejol At LI

+ DFXITH 9 EFQIEFRIO| CHE NIEIE i 5H9I MITES HIm3tod MIE Ei 59| Ml
HE T} ME 7|zrol siEsts 7k Shoizk EAIELIC

Z&0lM ErUatele MAdste ol AB3He HIAl EBI0A CIOIEIE 24P Al ClOE HS M
=HEHLICH $IAI CIOJE{olis EI0IA9 0|8 TAsHE NIHE U 5t9l M| Tt M7t

JSON Ao 2 EAIELICH o{7|0E Chg HET 23 E & &Lt

o MIHE E&= 62| MOHEL} dgtE Elaa

[ -
e NIOHE = 5 MIOAHES| AA = 7|7

2
Mk
o
N
o
rﬁ

Aol st F7F HE(ofl: HTTP &2 8&)

H&El AWS SDK, HTTP EE= SQL 22t0]¢d
X-Ray SDKE t¢| MIHEE RSS2 7|5 E
Soil CHall AL AL XIH 5t MOIHEE 7|88

= st 7|88 F7t 5t MOHEE= AKX

_I__I_

NIHE HME HE 27
Eo|A Bt M M7 HEE Eids MIHE o|F S MEELICH

MHE M5 &2 midoll= e, 2las, &M, HEH0E, o 2], sQL &o| EAIELICH CHE ALY
o| ME&ELICH.

. 42 B0l 23 W STl CHEt HEJt EAIEILICH O, AIE AlZh B2 AlZH 71z 2% URL, 2
MY 98 8% Ac, oF U Za 5o WeEvt T

- MOIHEQ| 2|4 A Bio= X-Ray SDK2| HE U o E2|7i0|ME M™st= AWS 2|40 CHEH ™
E 7} E AELICH. Amazon EC2, AWS Elastic Beanstalk === X-Ray SDK& Amazon ECS Z2{210!
2 AE5IH MH[AYE ElaAa HEE J7|8E = A&LICH Ec{alol cigt RhAlE LI 2 Javad X-
Ray SDK 7 40ilA AH|A £330 EH2IS B ESHMIL.
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Aot o2l Sz HAMELICH =4 A MHEHH O|E{ 0| = X-Ray SDKO|M XS st= &S
835t0d 7|F &= £t HEIF 2 ELICH MaHEN F4 == MECIOIEE F7tst2dH X-Ray
SDKE A8 ELICE RtMEF LI 2 & oiE 2710/ A= AWS X-RayollA AWS X-Ray SDKZ O &
2|70l H|F ofelof LIHE do{E B3 E HEotMR.

« LIHZ| &ol= MHEo Ccheli 7|5 & =44, HEHO|H & of| 2|7t ZEAIELICH AFE 2Eo|AM &
sl= X
[e]

Sl MOHE MF HE E

N

EBo|lA EtHetelol M HF HEE Eed= ot?l MaHE o|FS MEELICH

. 742 Hols 2% U SEof CiEt HE7t
712t @& URL, 2 e £

o SUE 52 A

ZetElo] A&LICEH 047]0l= OIF, AlIE AlZH, =& AlZt,
E,2F Y &A% So| ZELICH FIE 22to|HEo 9
%

=
2|70l 2rHolA el 2 I SEol cHer Y27t

M
2
m
lor
o o

- 59 MOHEQ| ElAA BolE 5t MOHEE A& O AHSE AWS ZlaA0 CiEH MR HE
Lambda &4 ARN, DynamoDB Ei|0|£0f CHEt ME,

. Lhoix| folls sh9l MaTEO] Chal 715 E A1, Hietelols X oflelzt EAIELICH ASE 2 Mol
M Y AsHE oflols RS 22 HAELICH 41 U HIELE|O|Efol = X-Ray SDKOIM MIZ e e
r

2 A835tod 7|8 Rl F7F HEIF ZEEUCH MOHE £ = HEIC|OIEHE F7tst2{H X-
Ray SDKE AFSELIC RtAlEt LI&2 & ol E (70|41 H= AWS X-Rayoll A AWS X-Ray SDKE
O Z 2[70]4 H|F of2fof LIPEl 2do{E 213 & FHZESHMIL.

AEXREXIE ot MOHE S| A2, 7R Bl 5h¢l MITHE | 0| 0| EAIE/LICE 0| O|F2 0] 5t
MIHEI 7|85t 2 E JA0|Lt g+ E XI™Este o BHE = UL RtAIE LI 2 Javad X-
Ray SDKE AtE35l0o{ AL % X[H 5t JOHE A5 7|0i A AWS X-Ray SDKZ oHZ 2|71 0| |
= ool LIQEl Qlofd 23 2 &AL,

4o @
x

CtS Ol0IX[= ALEXL XIH ot 2l MaHEL| 712 B EoiELICE 0= ot MHE ID, &<
ID, OI&, At X & AlZh 7|2t & 2 2F == A0l £& o] [U&LICH
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Subsegment - # GameModel.saveGame

Overview Resources Annotations Metadata Exceptions

Subsegment ID  5075ca62460494d16
Parent ID 69e25bb5bfedc13f
Name ## GameModel saveGame

Time

Start time 2017-03-14 17:10:56 800 (UTC)
End time 2017-03-14 17:10:56.814 (UTC)
Duration 14.0 ms

In progress False

Errors & Faults

Error False
Fauit False

AM-EXt X|E st MaHE S| HEHH|O|H BollE siE st¢l MaAHENWAM AEstE 2|40 TiE
(@)

=
H7t JSON Ao =2 ZEfk|of /U&LICH

M
n
FH
e
1z

A-S

ZE| EHAIS AB510 S 8, MH|A, £ Mu|A 7ho| IZ(UX) EE £ BEsE 2o
CHaH E30lA B £ E0IAE EAIZ 4 UALICH X-Rays 2 60, S5 Aef U 2af M2
Eo| ol AlE TWeof ZEE CIOIEE 7I¥oE 28, MHlA W XIS TE|Ysts TE B84l o]
g mZerLic

X-Ray Z&0iM £ E(0122] 717t2 MY 1] Z&0M EAIZ 4 Q= AIECHCf B HHE
g 4 aLch 25 4T 2MallM 242 A E8[0120] £ U A 7H5E Ed0IAT Cf

o
EXIE EAELCH EE E3AE AEs6tH 21Xt st= EdfolAz At HIE & &+ A&LICH

|

FEETIN 29



AWS X-Ray JHet Rt 7holE

- JE0 ZH EHAME
« ZIE EEHA 2R

- 22 7|9IE

- A F7|RIE

- EXY 7[RIE

- S 7I9E

- id &=

e EHA AR HE

=
Ch s EME EASHAHLU §H 233t gt El
2 A
=

(® Note
Edo|A Bl M ACHE] AlZH HRE MEHSI T =8 MEHSIH 240 AlZH HYE ™o
ol Z2 Alzto 2 wHErstLch =0 chEt EB|o|A T M ZTtof| LIEILIEE 61 = E
7t & ZEf7L o M AlZtE AZHSHK| IR S 2l Azt Helol =7 EQIo|lAE &
X 74

=
Meteds E< EdilolA Ho]x[ef 4 Ch
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Loading 52% scanned (found 49 iraces) $ 'ﬁ‘

tod

[e]]]

182 WE EHAlZ Ko

(] SQLICH &S AFH85H0{ F£7F MH|A Oz & =y
Amazon CloudWatch X|E & S2& = ¢

A& LI
1E2 0|8 E Amazon ElAA O|S(ARN)S 2 Aldg|i TE| E3HAlIS Z33tLCH 0] MulAE
£ EFO|AE E3AID H|m5tod T0f ik MRFELICH
e 2HA M 21%0 e EECH2 HIRE AL85tod 188 st =He = J&LIt
® Note
MHIAT7F 358 fd8ste ol @77 ddstH T 2152 o old =4 EBfo|A X{2|oi &
FElX| e @F X|E7t 7ISEL|CH

AU&LICE 0E E0{ responsetime XA}

A
T A
S|E0|H ALt BHEAE HALKIE AL 6o HInE £ JU&LCH

ZIE]| B34l 31
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i
rot
o
0

Example- 8 AlZFO| 5ZX & =1}

responsetime > 5

AND & OR QM XHE ALE3t0 042 EHAE otLte| 57 HAloz A8 e + U&LICH

5

ol 2%

Example- & 7|7t0| 5~8
duration >= 5 AND duration <= 8

= W AR AL B EBI0IA £ F0IMEH ERI7L YHATILICH 277 HR2AE R
OF O Z 217401 40i| Of3H RZIE|T ALSAFOIH BHEFEIX| O Z error ZHMoIAE &
L

CH2AER EX7F e ECO|AE &7 sl =
7|9EE Ar8stH EE EHAS 2

st 5 =
ZF o x|oll M8 +~ U&LICH S MES
L

]

7191= =
q%AEahF:ﬂmquE%iEEE

t2dR id() Bf & A& 3dto] AMH|A 2 AX|E EHET

rin

(][]

2 7I19E U2 true EE falseULICH 277 Y AlE EC|O|AE H2E{H 0] 7|H=E ASELICH

« ok - & AEj =7} 2XX Success.

« error - & AEH I =7} 4XX Client Error.
e-SE AE| ZE7} 429 @ njct,

« fault - 8& AE§ =7} 5XX Server Error.

 partial - @&of tE2L|X| ot MIHETJ} QUS.

« inferred - Q| FEE MIIHETI US
(o]

H

(@)

(@)

t-l'
x
T
>
:i
g
o
>
1o
A
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0
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rr
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MRHE K|HE 7|7 true EE falsell MOHEE Bt&LICH

I
Mo
5%

I
Ho
rO

AR

« none — 7| E7} trueO|d E$4A!0| trueYLICE.

« | - 7|9|=E7| falseO|H E244|0| true dLICt
- =,1=-7|9E9| g2 BEAY true = falselt H|WELICE O|2{8t Q&tAb= CHE QAR 8
X

otH 2t St x|2F 2oF BAALICH

Example- S &Ei7} 2XX OK
ok
Example- S& &E{7} 2XX OK7} ot
1ok
Example- 85 &E{7} 2XX OK7} ot
ok = false
Example— OFX|2hoi] @7HE 27 EBf|o|A2| 2F 0|&0]| “deserialize”

rootcause.fault.entity { last and name = "deserialize" }

Example- H2[7t 0.72Ct 31 MH|A O|F0] “traces"@! €A MOIHET Z&E 2F
rootcause.responsetime.entity { remote and coverage > 0.7 and name = "traces" }
Example- AH|A 2% 0| "AWS:DynamonDB"Ql £ MIMEJ} ZHE 2%H
rootcause.fault.service { inferred and name = traces and type = "AWS::DynamoDB" }
Example- O|& 0| “data-plane’@! MIZHE7} REZ ZEE 2 H

service("data-plane") {root = true and fault = true}
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A 7IHE
= 7I9IEE A8 S S Alzh 717 E= SH HEIE FE 2% e + AsLich
=x 719IE

« responsetime - M7t 8EHE ™&st= ol ZEl Alzt.

>
m
u
ol
M
mo
Hel
gll_-
_o'l_-
Ol
FO
_)I{_u
d
N
°
C
[ul

« duration-2E I
- http.status - 8 &Ef ZE.

e index-¥H =

J
=3
E
FO
P>
lo
Jo
pall

« coverage - FE MIHE & Alzt ZAutol [E 7HA S Alzte| MEIHIE SH Al 22
THA Y [HE AL 7HS EFLICH

T AH ALERE

XA 7|IHEE EE SA 2 H|W HAMKE AFSELICH
¢ <<=, >>=-0| 7| EE= A ECH &S E= 2L Ct

Example- 85 #'E{7} 200 OK7} ot

http.status != 200

o

5

ol 2%

Example- & 7|70 5~8
duration >= 5 AND duration <= 8

Example- 2 CI22AEZ SES Z§5104 3% O|LHof| 43Xz 2=El 2F
ok !partial duration <3

Example- 52 Ct 2 QIHATJF Z 3 El HHE S5 7HA|

rootcause.fault.service { index > 5 }
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Example- 0.8 2Ct & H[7} Z & & Ot X[ 7HAel 23

rootcause.responsetime.entity { last and coverage > 0.8 }

SR 7IQSE ASSHE 28 50 EE S5 ASKH DO S HAEI THE EH0IAS FS 4
LTt

« http.url - 2% URL.

« http.method - 28 HME.

« http.useragent - 27 AtEX} 0|0|HME EXAFA.

« http.clientip-EXIP F4.

« user - EQ[0|A L NIOHEO| AHEX} EE 2L

« name — MH|A &= of| 2] O|F

« type- MH|A &

« message — 02| HA|X|

« availabilityzone — E&||0|A L} MITHE 9| availabilityzone EE ¢
« instance.id - ETO|A L HOHEQ| QIARA D EE g}

« resource.arn- EBHO|A L MOIHEO| Z2|AA ARN ZI= Zt

EAE MKt EYH HAEQ 2L O|E XL EoleE US HELICL U2 Y AUE R

fon
i
=
ol
ofr
)

« =,1=-0| 7|}HE= RN 25 E= 2K 5Lt

[ ]
« CONTAINS-O| Z|¥E= EH EXAtAS E&ELICH

Example- http.url Z/E]

http.url CONTAINS "/api/game/"
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Egola0lM zkat Stgio] §E HEJF EXSteEX| BHIAEsiZA™ HET Bl EXEE 2 St=X|

gtolgfLc}.
Example- AFE X EE

A2ZH D7 Qe 2E EXO|AE B4 LCY.

user CONTAINS ""

Example- “Auth’2t£ OI§ 2| MH[ATH ZetEl A 2 & §2lo| U= EBo|&E M=FrL|CH

rootcause.fault.service { name = "Auth" }

Example- OFX|2} A{H|A0] DynamoDB 30| Z &t & & AlzZt 2& #Helo| = Edo|AE MEIF
L|CH.
rootcause.responsetime.service { last and type = "AWS::DynamoDB" }

Example— OFX|2} 04 2|01 "access denied for account_id: 1234567890" MIA|X|7} Z&HEl 28 2& H
10| U= FHE MEAFLICH

rootcause.fault.exception { last and message = "Access Denied for account_id:
1234567890"

= T
S 7|HEE AF850{ MH|A O|F, AX| 0|8 £ FM US 71822 QEE 32 = UELICH A
HIA S SIX[o] B MH|A E= X0 MBE[= FIt HE E3HAIE XYY &= JUaLct Mo F
P B2, K EE EXY HAMXIE A850] §H 7|12 4 gt2 TEEE = /&Lt
5 719=
 annotation[key] - key 7t Ue MO gL FAM U2 B2, A EE EXAEY = UeEE
= e 7|HES}

Zc =34
olg{et f&2l H| %&Xf% EEASE = UsL
4(D

S ALY =+ &L

=
=
HAZELICH MEfMo 2 0] 19| HIIL._" of ME8kl= WE E3A2 SEEE T2 + UELICL
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« json—JSON Z £ 2401 ZH&|. JSON 7HAMIE T2 a2 WAlo 2 MASHE EHAlE AWS X-Rayoi|
MOOIE 7tX27| Mdg FESMUAR.

« service(name) {filter} - O|&0| nameQ MH|A ME{X{o=Z MH|AOM MMetE MOIHE
of MBEl= HE E¥HAS SEIE |2 + UGLICL

EYO|A HOIM EX Cof EE3 @FHo

EBO|AE Hof{H MH|A 7|RIEE AASELICH

Sg 7|9E AMRE X HE 717 AEEIRAL AEEX] g2 MaHEE &L

+ none - 7|7t MHE AL EHAO| trueLICH FIYT Tt B2 SBOI BL 2 7oz Bt
L|C}.

« 1 - FI9IETE MHEIR| 2 B EHA0| truelLIT FIYET B2 RHO B B2 o2 B}
Lot

. =1=- 7|90 Zte HimELICH

« edge(source, destination) {filter} - source MH|AQ} destination MH|A AIO|E
AT LICH MEiMo 2 o] AL MIOHEN MEE|= TWH E3AS FHEE |2 = UELICH

« annotation[key] —key EEJ} U= FMo| gt FMHUS B2, A EE —E—XP"E""E' F= ooz
Ol{3 RO H|m HMKIE BT AFRE £ Q&LICH O] 7|EE service EEE edge 7|HEQ}
B AL E = l&LICt

« json—-JSON Z& 2! Zix|. JSON 7HX|E =2 a2 wAlozZ MMEE BHAlE AWS X-Rayo]|
M O[O[E{ 7t X2 7| MME FESMAIL

ENO|A HOIM EX L E0 EEE %o EPO|AE 30oP{H MH|A F|REE AFREHLICE.
Example— AMH|A ZE

api.example.com 2E& X &5t 2F (500 AlZ|Z 2F)7t Ydet 2H
service("api.example.com") { fault }

MH|A O|& 2 M Llstod HE EFAS MH|A Mo ZE =20 M8E &+ UA&LICH

Example- MH|A& Z/E

Egola Mol o= RUME 2FE L7l 2FLICH

[}
ke

FETY =
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service() { fault }

Al
)

x| 7|19 E= EEH &

o
o

F e 7k dZof M &Lc.
Example- S x| ZE]

api.example.com MH|A7} backend.example.comE E&3HoL} AUisiT @7 7| gst o X

edge("api.example.com", "backend.example.com") { error }
3 AHIA U OliX| 7|k BT | HARHE AFZ 504 THE IE| EFAQ| ZTof A AMHIA EE of

X|E Melg =+ A&LC

Example- MH|A & @3 ZEIE

URLO| http://api.example.com/2SE A&t /v2/8 Z&SHX|BH api.example.com AH|A
of 4LX| efeE 2F

http.url BEGINSWITH "http://api.example.com/" AND http.url CONTAINS "/v2/" AND !
service("api.example.com")

=
]
il

Example- MH|A & SE Al

http urlo| Md&E[o{ {1 SE AlZho| 2XECt 2 EBf|0[AE H&LICH
http.url AND responseTime > 2

t= Hi

[e][]

Mo| A annotation[key]7t MHEI 2 E EMOIAE Y S E5HL 2 8 Y
E M8F =+ &L

Example- 2AtQ 22 £ & ESS

P

ol
rr

MO
oo
i
FO
o

A4 Zt0l gameid®! "817DL6EVO"El= FA40| &£

annotation[gameid] = "817DL6VO"

ZE 34 38
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JHeER 7Hol=

annotation[age]

Example- 40| MY E|X| eIt &LICH

FO
ok

age setO|2t= FMO| gie
lannotation[age]

=
4

P

o
rr

Example- <A} Zf2 £ &

FMo| +Fo| XA gL 29ECH 2 2F

annotation[age] > 29

1o
rot

=
74

Example- MH|A EE= X[t &
service { annotation[request.id] = "917DL6VO" }

edge { source.annotation[request.id] = "916DL6VO" }

edge { destination.annotation[request.id] = "918DL6V0O" }

Example- AFEAL7t /= &

EBo|lA7t high_response_time & ZE{(0l:responseTime > 3)& §F5t1 AFE Xt 0| 0|

Alice?! 3.
group.name = "high_response_time" AND user = "alice"

Example- 2 & Q1 7§ 7} Z&E JSON

= 22 He A7 2 E 2F

o

UR|

rootcause.json = #[{ "Services": [ { "Name": '"GetWeatherData", "EntityPath": [{ "Name':

"GetWeatherData" }, { "Name'": '"get_temperature" } ] }, { "Name":

"EntityPath'": [ { "Name": "GetTemperature" } ] } ] }]

"GetTemperature",

e
m
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o
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id

oo

A
T

service = edge 7|9=0] MH|A O|§ 2 MBstH T Ol ZE =7 22 EHEHEILICH
o MYsHA ZE{2Isted™ id & 42 0|2 Qo MH|A S8 X|Hslod 0|80 L2 =8 7

= A&Lich

DL AE0M ofe] #A[E2| EBfo|AE £ M O] account.id &+E ALS
HE Rlggfoh

9'|_l
o
s
X
E
>.
1o
Am
>|
02
s

id(name: "service-name", type:'"service::type", account.id:"account-ID")
MH|A 2 SIX| ZEo] MH|A Ol CHAl id B +& AMFEE =+ /&Lt

service(id(name: "service-name", type:'"service::type")) { filter }

edge(id(name: "service-one", type:"service::type"), id(name: "service-two"
type:"service::type")) { filter }

0| & E0{, AWS Lambda &= EZIO|A Mo &+ ZtH S E8 = E2 Lambda MH|IAE =E F 7
E MMEILICH & === 0|§0| ZX|2t RYHO| CHELICH E& MH|A EEeE 5 =E 259 EF|0|
AE F&LICH

Example— MH|A EE

random-nameO|2tE= AMH|AO| CHEt @FE Z &5 2H™
service("random-name") { error }

MHIAZ OISt QR E NelstD & AAe] LFE HM HRE F5|2dHM id 45 AH2ELCH
Example-id & =& At&%t MH[A EEH
230| random-name@! AWS: :Lambda: : Function AMH|AQS| 2F7E Z &5t ™

service(id(name: "random-name", type: "AWS::Lambda::Function")) { error }

R
rot

Ol & 23| Melstol mEE REER AME + /U&LICH

Example-id 7|s & MH|A &

o2
jo

i

ok
g'l_l
rr
x
o
[>
1]
o

20| AWS: :Lambda: :Function®! MH|AQS| @FE Z &= 2H™

e
m
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o
1z
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service(id(type: "AWS::Lambda::Function")) { error }

E4 AWS A™Ho| CHEt ==

AMstEdm HH IDE KIHSH A2,

A&

o

Example-id 7|5 2 A& ID MH|A ZE

jn

Am

X A% ID AWS: :Lambda: : Function Lol MHIAE Z&stE 2F.
service(id(account.id: "account-id"))

Wik AE F=H
AWS X- Ray._ 74I 7 SE HEEE KHtEZ AWS 2| L2 o] AH-Hol|l 2X U= oiEEIF 0]
o = QeLict HgE ZE AlEel X|&, 23 A FHE OFX| stLEC
Fst Al A A A7—|§P 2 EME + UA&LICH 0|E S 4 -I7|7‘o04| ax

. CloudWatch £ LH2| X-Ray E&{l0|A BT} EQ|o|A

& SE #EA Y OolHE S /32 ¥4 EM0| 23 E + A&LCH

Amazon CloudWatch2| X|E&

Amazon CloudWatch Logs2| 21 &

AWS X-Ray9| =

Amazon CloudWatch Application Insights2| O Z 2|71 0| M

WA A HELE gd5tetei™ stLt Ol ol AWS ZLER H™HE MAStD 048] &4 HHo A4
StH2. ELIEE AE2 A4 AHHoM EHE A J HO[EHE E1 &5 58 & A= Y AWS
AEULICH &A A™EH2 &S Ao QY= 2lia0i chet 2Had ojo|EE ddstE 71E AwS Al

2LICH.

40|BE ZLIEE AYn S/ELICH EBfojlas

J C Zt A A ™EHol M ZICH 5712
PLEZ AHo 2 SAHELICH &4 HHoM X Hf ZLIEE AE2Eo| E
|..

dlola AlE2 FEY

LICH £71 ELIEZ Ao 2 MEE EO|A AIE2 EF @Z0 et ZF AA A& o HTEEL|CE
Q20 chst XM HE = AWS X-Ray 2= 2! Amazon CloudWatch 228 HZXSHMIS.
T AE =5 "


https://console.aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/pricing/
https://aws.amazon.com/cloudwatch/pricing/

AWS X-Ray JHet Rt 7holE

PLEZ A™ED AA AHY 7ho| 213 & MAM5HE4{™ CloudWatch 2& = AWS CLI 2 APIS| M2 2
Observability Access Manager B ALE5HAM[ L. AtAIBH LI 2 CloudWatch WAl A& & HE #
ZotMR.

-

® Note
X-Ray EB0|AE +=EE AWS HHoZE 30| W ELICH MEZE Q0| & 0|49
AWS HHo| 2™ U= MHIAQI B2 ZF A™S HE E35t1 ZE Edo|Aa
= st EBo|A IDE SR/E z & L8 2 AWS X-Ray
= 2! Amazon CloudWatch 228 X 35IAAI2.

ot

IEOF

ox AE FH 27|

il

>

FANME FH 2UEE HZ™Eo| EAIELLCH Z AA AH™HoleE slE EX H&el =24
|[ElL|ct Clg MM ME 2LE R H ™ol 2221511 Amazon CloudWatch 2£8
i3fLICt Edio|A M1t EB|o|A HO[X| 2F0M ZLIEE HH tiX|7F LEZ Aol ZAIELICH

LGBl 4 Last updated now

5m 15m 30m 1h 3h 6h Custom C v X Map view List view

o>' B Rl
>.

Ego|lAa T

CloudWatch 2& 2| 2% Ef M o] 9= X-Ray EB0|A0|MH EB0|A Big MEHSHLICH 7|EXo
Efo|A Molle 2LEZR Aol EBO|AE ELfe ZE AA AN et =9 ZLIEE HH
AMoi cHet = =7t EAIELICH EBO|A ol IF A Thof = HEHE MEfsto] HH EECIRE
5to1 Edilo|A Y2 EEHZELICH HE EE7I MEE|H A EEQF LXISHR] b= Aol A
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://aws.amazon.com/xray/pricing/
https://aws.amazon.com/xray/pricing/
https://aws.amazon.com/cloudwatch/pricing/
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AWS X-Ray
Y Filters o Q, Filter by X-Ray group + Q Select a node
Y Filters X
Accounts
Select accounts \ 4
Monitoring account X
1234567890123
Clear all
Map layout
@ Sshow nodes with no filters
applied.
O TestLambda
Lambda Function
MHIA S EE MEHSHHE = MEHE Fol MulAao] A™E D dlol€ 0| ZEELICH
v TestLambda I View logs [4 H View traces H Analyze traces [4 H View dashboard
Lambda Function Account: Monitoring account (1234567890123)
Metrics Alerts Response time distribution
EHO|A Ho| QEZ AEOM B2 2|8 MYsHH MH|A = B2 HOIF 4 aLich MHlA
LE SE0ls ZUER AE U THE 2E A& Ao Mu|ATF ZEELICH = E{of A MEs}
of AM gilo|2 E= HAH IDE 7|ELR L E S52 ZEAFLICH
Nodes (2)
Q, Account id =| X
Use: "Account id ="
Alarms Vv Latency (avg) ¥ Faults (5xx) ¥
Values
: A1 13ms 0.00/min
Account id = 461265027466
e
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AWS X-Ray
Edola

2 ULEZ HE0lM CloudWatch 2&2 &1 1% B M & 9| X-Ray traces0i| A TracesE 41EH45104 04
B A™ol ZdE FHo| ME HEE QIgfLICt X-Ray ERIO|A YoM EE MEISHCIS = ME

BE FolM E2I0l2 27|18 M=stod 0| HOIXIE ¥ £ UsLICH

1™ stLt of&f o A ID7H & &l #HE|

C
n
Rl
2
9'|_l
ru

Traces(—’_ﬁ"—'!) HOo|X|= HE IDE #EIE XIHE
£ Ql24stLIct ChS oAl MHE A™E ID X EE YE S8t Eo|AE R 2IgLct.

EI:I =

service(id(account.id:"X")) OR service(id(account.id:"Y"))

Traces Info 5m 15m 30m 1h  3h 6h Custom

Q Filter by X-Ray group service(id(account.id: "1234567890123"))

® 5 traces retrieved

AEER AEIE FASSHMR. FF0iA stLt o &f el A™EE st Add to query(FHEIo| F7HE
MeigLIc
¥ Query refiners

Refine query by | Account v 1 selected Add to query

Select rows to filter traces

Q

Account name and ID

Monitoring account (1234567890123)

Edol4 Mg HE

d

o| Egflo|& F50{M ECi0|A&E MEYSt0 ER0|20 MF HEE & = U

Egjol& mO|x] ot =
LICH EB|o|A MF HEol= Egflo|a7t SatEt 2E HEL
g A-E

ol
L

E MHo| EAIELICH &M MHIA L EE MEISHTH
HaHE EFlatol MMols EFlatQlol 2t MaMEo e HIE M5 HEJF EAIELICH
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V TestLambda AWS::Lambda::Function Monitoring account (1234567890123)

TestLambda ®@ ok = 28ms
Invocation ®@okK - Tms
Overhead ®oK - 8ms

O|HIE Z[gF o ZE|7|0|H =X

AWS X-Ray= Amazon SQS2} AWS LambdaZ AI&35t04 O|HE 7|8t ofZ2|70|M FHE K| HE L
C}. CloudWatch 24 & AFE6tH 2 2% 0| Amazon SQSZE CHZ |0l F£7+x|1 §HLt OIM | Lambda
ol os ME|E W HEE BEVIE & & USLICH YAER HAIX| MoXe| EBO|ATICIRAE

B Lambda & 2| EBi|0|&0] XIS 22 HAAL|ZE A ofZE2|F0|ME SHHME Ltofe + UG
L{Ct.
@® No

S, F o]

rr

%|CH 100742 2137} &

= o Zc =M M 37|18 Z=1}5}04
SENESISE= —%%EJ $ is EH%* ¢ A&LICt o & S0{ F™0| #/-85HE Lambda &7t
8t EHO| 7t S EZ BE2 SQS MHIAIXIE CH7 Yol ME5E B Ol Yol ehMe 4~ &L
Ct. o]l 2|7} LAstsE 732 X-Ray SDKE ALEstE 25 w2 Al8E

= A& LI KpAMIE
LH &2 XtHE, Node.js, Python, Go EE&= .NET8 X-Ray SDKE <

o
b
Q'I_l
Iz
>

EzfolA HoiM AZEE Elo|a 2T

CloudWatch 2 L{e| EBi|o|A B H|O|X|o| M= HIAIX| &AXECe| EB|O|A T Lambda 2H|XLC]
Efo|]Aao dAE EQOo|lA WS % £ Q& LICE O|qEF &3 = Amazon SQS L EQ CIRAEE]
Lambda AH|XF = E& 45t MM AKXt & EAIELICE

o

O ProducerFunction O https://...MySQSQueue
SQS Queue

.
I
I
I
I
I
I
I
I
I
I
I
I
I
I
v

O ConsumerFunction
Lambda Context

O[HIE 7|8 of Z 2|7 0] =X 45


https://docs.aws.amazon.com/general/latest/gr/xray.html#limits_xray
https://github.com/aws/aws-xray-sdk-java#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-node/tree/master/packages/core#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-python#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-go#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-dotnet#oversampling-mitigation
https://console.aws.amazon.com/cloudwatch/
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H AX|E HE{stH = LE O[HIE 7[7 SIAETR S EA[ELICEH O SIAETE AH|RIL =4
gt O|HIE 7|zto| RE & i LIC 7I7t2 OolHET} =41 miobct A&l

v Edge details

Source: https://sgs.us-east-1.amazonaws.com/1234567890123/MySQSQueue Destination: ConsumerFunction

Received event age distribution
The time taken for data to be retrieved from an asynchronous system.
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Duration
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{0l x|ofl HIAIX|ZH EAIELICH

CloudWatch Traces Trace 1-4368449e-afb1eac1c8de3d4c027ec436

Trace 1-6368449e-afb1eac1c8de3d4c027ec436 Info

E0l& HIE HE Mols Hr) E2I01A% B UAER W2 AER| HZE EFO0AT EA
%I, 2 E8(01A0] ZAE LIEFLIE AR otofl 2t E30|A7}
ola7} of2] YAER Ei CheAER £ 0j20] HHE/0] Yk BL

EZ| EPO|A LHo| = EJ} ABE| 1 EF|O|A MEH H{E 0| E A|E/LCE.

O[HIE 7|8 of Z 2|7 0] =X 46
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» Legend and options n-n

3. Linked traces. Id: 1-63684¢

2. Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436

@ & A A e A

O HellowWorldFunction O https://...MySQSQueue
O ConsumerFunction O ConsumerFunction Ohttps://...MySQSQueue2 O ConsumerFunction2

SQS Queue
Lambda Context Lambda Function SQS Queue Lambda Context

Select trace

E3ol4 M HE W ool YAED U ChR2AE R0 HZE Ed0lAT ZEHE EF0A M2
HE of EatQl0] EAIFILICH YAER Ei ChRAE 0| HPE EH[0IATF 043 7} s B 5
o MIEE ME HEE EAY £ 9aLIC HZE £ ME Lol B F:of ChEt M1HE ME
HEE 2oi ofdfol MTE 2 DY 5 Mtz

Segments Timeline info

0.0ms 20ms 40ms 60ms 80ms 100ms
Name Segment status Response code Duration ' : : ' : :
P 1. Linked trace. 2x batch
¥ 2, Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436
¥ ConsumerFunction AWS:Lambda
ConsumerFunction ® oK 200 167ms
¥ ConsumerFunction AWS::Lambda::Function
ConsumerFunction ® ok - 160ms
Invocation ® ok - 159ms
lambda_function.la... ® oK - 40ms
SQs @ OK 200 40ms SendMessage: https://sqgs.us-east-1.amaz
Overhead ® oK - oms
v SQS AWS::SQS::Queue
SQS @ OK 200 40ms SendMessage: https://sgs.us-east-1.amaz
QueueTime ® ok - 40ms
» 3. Linked trace. Id: 1-4368449e-38dd979cba3833b657057436
AZE Efo|A ME LHolMH B EBo|A MERSEHT|
HA4E Edola MEE B Edfo|20] HE{Z50] EFUZIQI0IM MOIHE MF HEE &elg =
A& LICE.
= = = _
1. Edola T HE 2o AAE EBo|A of2foi M Edio|A MHMES MEMSHLICH £ S50l &
AlELICH.

O|HE 7|4t ojEE|7|0|M FX 47
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AWS X-Ray
Traces (2)
Q. Start typing to filter trace list
ID v Trace status v Timestamp v Response code Vv
(o] ...3fd6e9600d58fea82597e9af @ OK 11.7min (2022-11-06 15:34:54) 200
@) ..223d41cc17bae4a5394423a0 ®oK 11.7min (2022-11-06 15:34:54) 200
2. EZBo|A 9| ElC|2 HE S ME5t0] EY0|A ME HE oM Edi|o|AE 2felgLct
3. 4 Edolao| MAM MEE E2{H Edfoja ME FAE ME{ELICH
2. Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436

O ConsumerFunction

4’. _____________ _’®—’®—’. ________
O https://...MySQSQueue O ConsumerFunction Ohttps://...MySQSQueue2
SQS Queue Lambda Context Lambda Function SQS Queue

‘ X Cancel trace selection ‘

X|Qd A2t SIAEDR AR
AWS X-Ray EH|O|A HHO|M = EL AX|E MEASHH X-Ray 2£01| X|Qd AlZH 2XZ S|AETZO| £

AlELIct

x|94 AlZH

O| S|AEIZHES 300ms O|Bt0o] @FHO| CHEE &tE2 &= MH|A

HH S0|3t2 o2t 2 ARILcH

=< 1

ZHR| del,




JHEER}E 710l =
2:1%—||'|
|
15%—|i|
10% | ||
5% ||
0% k\"‘ T e T 1
0 1.0s 2 0= 3.0s
MHIA S &5 A
MH|A SIAEO™-I} of|X| SIAEIS MH|A EEE QXIS 20| X[@d AlZHE Ao Z &E
SAglct.
© 88 Feifof Al =S8 MEELICL XRayE Hul0lk HEIE 230l cie! slasag
HofFLICH x| AlZh2 MH[20i ofsl 7|FE Z0IH MH[AL QAL 7 HIEQZ X[ AlZh2 2
5t x| ef&LC.

X
MH|A ZF 7EREE[e] MO|Lt 3tarE B2 28|60 SIX|E MEHELICH X-RayE CH2AEH
A0 A x-IEIoF QLAEXS| Q™o H?_F SIAETRYE HoiFELICE X[ AlZh2 2FXtol| ol 7|5

rﬂ_-ln

[Service details] Ii'd SIAEIES SHA5tE{M S
|:+ olz48t E0|Z g SIAEI™OIM I3 E= ¢n+o|a§ Hd = Ao

XA AlZEE 7222 EERIE E0|AE Hi{H S|AETI0M HIE MEELICE MEHE A%}
o= XM E 2&8stn 2I50|M 2EZ2=Z Z0{ Edio|& EEo| ZFAIZ x| Azt HRIE BZ
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Service details £

Name: Scorekeep
Type: AWS: ElasticBeanstalk::Environment
Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

Foom
20% —
15% —
()
10% —
5% —
0% i, d-l =, T, T e b = . P )
a 1.0s 2.0s 3.0s
Druration
HQIE MEE % [Zoom]E MHst0o] SIAETIHO| ST FERH 2T MHUS OIM ZHE & UsLiCt
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Service details £

Name: Scorekeep

Type: AWS: ElasticBeanstalk::Environment

Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

Reset
0.3% — !l
0.2% —
0.10% —
0% T I I 1
2.0= 2.8= 3.0=
Dwration

Response status

Choose one or more colors to add response status to the filter
when viewing traces.

Bl 0K 100% Error: 0%

Bl F=ult 0% Il Throttle: 0%

FHo M [View traces|E MEHELICE.

=i

rr

Fdoll =

fjo
>|E'-

X-Ray QIAIO|E AHE

AWS X-Raye Aol £X HIO|EE XISHMo 2 BM3tod ofZE(7|0|Me| ZIZE EXE AlEE L
Ch ZetE0| ollef HRIE =1tstH EXME 7S5t Ex7t sl 2E W7tk 2 I&E FXst= 2Atol
EE ddELIct QIMO|IEE Saf TS +dE + U&LICH

« OHZE[7o|doM EXTH Y

s AT S
’ = =
MASste Q& =42 Sdll ol o AU RU=/E T&Y &= U&LICH

Insights 51
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« Alzto| X|Efol et X7t HEE T
O|lE o2le T2l ul otz

ol et XtSstE oMY &=

&LICt. Amazon EventBridge% AtE35t0{ QIA}
&L Ol 88 7Is2 AS5tH EXel Azt

X-Ray 2&2 Erfo|& HolM Tl S AUAHET U= =EE MEELICH QA0|E 292 Hid
Moy =EE MEistAAR. 215 B M FolAM QIALO|EE MBY5t04 QIALOIEE & Qlstn HEZE
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products x @ @ Q ' @ Maplegend @  Service details

Mame: products
Type: AWS::DynamoDB::Table

The incident lasted for 10 minutes. Overall, 47% of the client
requests were impacted and 6% of the requests to products

= Irnslgh'l
[AWS::D)«’namODB::Tﬂme] had issues.
Jul 27th 2020, 19:11
Insight Thwotte 4%
5.6K i . View full Insight
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AWS:DynameD8::Table Response distribution
Click and drag to select an area to zoom in on or use as a latency filter when
viewing traces.
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JHeER 7Hol=

AWS X-Ray
From 2021-01-18 20:00 | [ To 2021-01-20 11:00 | [ Group Default v State All v [+ (2]
Description Duration Root cause service Anomalous services Group Start time -
Overall, 30% of the client requests failed 2 minutes 58 api WWwW Default Jan 19th 2021, 19:02
due to faults and 19% of the requests to seconds (AWS::ElasticBeanstalk::Envir... (AWS::ElasticBeanstalk::Envir...
api (AWS::ElasticBeanstalk::Environment) api

failed due to faults. (AWS::ElasticBeanstalk::Envir...
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4. O|HE mEig MES Ot AFS AL XY THEHS MEIELICH "source": [ "aws.xray" ] %
"detail-type": [ "AWS X-Ray Insight Update" ]2 Z&sle= IHEHS MBSHAAIL.
CtE2 7ts8t HEel B 7 x| od ILICt.

«  X-Ray QIAIO|EOAM E0{2E= 2 E O|HES YUx|5H= O[HE miE:

{

"source": [ "aws.xray" 1],
"detail-type": [ "AWS X-Ray Insight Update" ]
}

« X|HE state L category?t Lx|5HE O|HIE mHE:

{
"source": [ "aws.xray" ],
"detail-type": [ "AWS X-Ray Insight Update" ],
"detail": {
"State": [ "ACTIVE" ],
"Category": [ "FAULT" ]
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Anomalous Services M0z QIAIEHE & A& E2°| BH451E E0o{F = ZF MH|A0f CHEF EFIEHRI 0]
EAIEILICEH EFEIRIo= AEo| /e FHo| 7ot 7|5 E Eci=
o

= Z| oFof| [[}2} O At E|= Z33H &2 L}
ElLle AlM BHE 7} ZAR{K] EAIEILICE QIAIO|E R|& A|ZH2 QIAIHE 1T 0] A|ZHSEE|0] EAIE
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CHS o= QAIEHEE YAzl A7 ol S7HE EoiE LI

products (AWS::DynamoDB::Table) of Default group

Overview Inspect

The incident lasted for 5 minutes. Overall, 43% of the client requests were impacted and 5% of the requests to products (AWS::DynamoDB::Table) had Analyze insight |~
issues.

Root cause service products(AWS:DynamoDB::Table) State Starttime Jul 30th 2020, 21:37

Anomaly products(AWS::ElasticBeanstalk::Environment)

Group Default End time Jul 30th 2020, 21:43
Impact 0.52% request to products(AWS::DynamoDB::Table)
i i 5 minutes 58 seconds
40.79% of total client request Categories m Duration :
Anomalous services
products (AWS::ElasticBeanstalk::Environment)
: Insight start time | Insight end time Incident window Prediction
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JHeER 7Hol=

Root cause
View root cause details (' @ © Q ' @, Maplegend @
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Anomaly
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Impact

Client requests impact for Default group
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ol W KIHE 7|zt LHoll ATstHL 2R E Yo7le 2o b mHat ZYE LI o] ¥y
M2 S5l S AILEISE VltoR N0l AZTo oM #2918 TEE 4 YaLch o] Yy
QIAOIE 2B Q0T 2 BZo| YRz MBELIC

55 N7

AWS X-Ray CIAIO|E= 042{ OIO|Z 2 MH|A0M S5 El= EME MR LICE o|& &
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Ol ASS 2ol=x| #lst, I AWE stLte| QIAIOIER 7|SELICH

X-RayE QIAOIE7} ST W] F7|Xe2 MYItstn, FHE
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products (AWS::DynamoDB::Table) of Default group

Overview Inspect

‘You can use this section to investigate the progress of the insight by choosing an event on the timeline, and then viewing the impact and the corresponding incident graph.

Impact timeline (5 Events) Details for Jul 30th 2020, 21:42
5 -
) Jul 30th 2020, 21:43 6% of the requests to products are now having issues.
40.86% Client impact has decreased; 49% of the client requests are now impacted.
o 0
8.27% ¥ Since the start of the incident, 43% of the client requests were impacted and 5% of the requests to products

® (AWS::DynamoDB::Table) had issues.
Insight is closed

7 P Map time range : 2020-07-30T21:37:00~2020-07-30T21:42:00
® Jul 30th 2020, 21:42

48.93% ® 0 aq | @ Maplegend ©
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Impact analysis
Choose a node in the event map or choose a service from the list to view its statistical data over time.
products (AWS::ElasticBeanstalk::Envir... *
: Insight start time | Insight end time | Event time reported Event window Prediction

500 1

400 I

a0 ,/\'/r—__k-\

=\ J\\ﬂ A T

o
21:20:00 21:25:00 213000 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

® I Fault Error Il Throttle I Ok

£ HAF H O[X|of| M o|HE EME MEsH &AL,
H

E [ [ -
24 HO|X|E AHS3H0] 5 252 MES ST WY S W ASKHE MY £ laLich RME LY
se 4% %

2 Efjo|A Cl0|E{E aifAd5tod ol Z2|7/0lM T 7|8 MH|AL| H5E 27
CFQLICH E2L0ME ChHEtE ST AlZt 2 AlAY JElzE S8l E

4
of
S EAM 2 AIZE Y = &L

B Ba0lM M 2&0| ME E7|0j20| 5+ EIBTXI BHstol TEIS MaBLICH HAY
E x

= =]
2 Ts o IPHZ o IS B2 IS MR ARl LEIZ &4 ololE

olo
Il
> N

« QI EZZ 22 0 A

o MH|A = o| 748 mH&t

- MECIE 7IEE A88H &3 T 2749 Hlw
- st EB0|A AlM S HIE HE 27|
= 58



Features

Feature
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console-filters.html#groups
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-filters.html#groups

AWS X-Ray

Feature

mkl
_L
o
rn
|m
i
o
>
A
ot
w

Filtered trace set B(Z

Response Time Root Cause Entity Paths(S &
Al 22 el i Z=

HEH (@)

0%

A
o

%10
I

u
i = oY nlo

1

4
Wi
Q'I_l
|
T
>
L
a
Q'I_l
A >

ol
S

o 1o
]
i

RN

B2 A
N E
jull
i H

ox
2o F

I

o o L

T

r

A

NARE L
s 10 2 Ih

40 1o ]
> Fob 30 I

or

m o
CH=

mo m

=)
K|
Hd
lo rin
o
icl
=
I
=
et

m Y
I

oW
I

tn

Eﬁoy
o 3» [H
>|ul£4>|u

MNE B7F MAME|HH ZIEEI=E S
%&Emﬂuﬂ—rxﬂwééﬂl
o ME AE IHE HEj2 SXI5
_7;gx4 HIE BOJ| 23t A TIE{= MEHSH |

CEE7 M2 A8 JHs# Edlola £
HME E30|A 0| TA| CHH| HIE 0| #4XH Ef
U LHOl M AH|lAHEILICH EE{7} Filtered trace set
(%E_|EIE| 7<7H Ilol- B) [_:_ oI LHO‘||A‘| E-HJE KH
QIX|H, EtUoi| M ZE|E MHE =% &Lt

px S x

L‘aﬁ_rEFJﬂmE

|0|/\0*|A‘| =
=o 74z} ':'°'|°|X| 7=|x-|o+|__||:+ Zope
te= A AE FZ2E LEHLHEH, 85 AlZt 2

Heleoz2 BELICH ol AE o |
S Al HHEEl= S0t A7t Hste 1 5|
Lict. 22 ®¢el ‘5545 AMERt X|M5t, APIE
Sall CIOIEIE 7t & ol it

rHI ol

il
1]0

i

FFE

2 28 el EAM 71X 7| & A3 BHS
2 Z=SHAAL

=X EE AL =X EE B 25 #Y AElY
[ X|ZE Eo|g0l F7IEl= LLICH HE 42
=X EE AQL £X ElE Bl £X H|E ®I0|E
At

Elis
2z


https://docs.aws.amazon.com/xray/latest/devguide/xray-api-gettingdata.html#xray-api-analytics
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Response time distribution @
Click and drag to filter the traces by response time.
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Time series activity @
Click and drag to filter the traces by time.
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console.html#xray-console-servicemap
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I All traces in the group @ 5.2K traces in the group. Show in charts @

Retrieved traces @ Filtered trace set A ©@
5.2K traces 4590 traces (87.66% of retrieved traces.)

Filters: responsetime @ Refine

Response time distribution @
Click and drag to filter the traces by response time.

ME|l ZEJ EAEEE FH EHT|

rin

2= ot2H X|E E|O|E 2 AHS5H MEfEt |3 W0 £5t= EBIO|AE AHMISHA A T{E = U&

L|Ct. HTTP STATUS CODE H|O|20| M &2 Z2l5tH R =& HIO|E MEN EHE{7I AISSE M
ElLICH o & E01 #E} Z =7} 5002 EB|0|A U&LICH SAlof EBflo|A &E EFUo
http.statusZle= O E TH E27t M4

=L
MN-SRto|H HAZE ot & 5 2F 27|
AEXL URL, SH AlZt 28 HQ EE VB MY HYE SEE 7|52z 2F HE S RiAstA &
I EL|Ct ol & S0 é*EH FET500Q EBolAa EEE FII2 HEBECt T 7MEE 49, BHY
MEdfLICH 2™ EBjjo|& &g Etol| of M XIERE http.statuset

USERS E{|0|£0jAM &S MEHE]
userZtX| ZE| EiL 2747 3

MELCHE 7|ES AH8E &4 A 2719/ H|1

CHF et ALERte AL8 A2 POST 2 E H|m 3t

L

Qx| W ABRAE FALICH X MR ZE &Y
S ®MELCH o e SF Al B JaimolM TEtM Moz MolgLith I OHS HZE M
gL T2]H Mol Edlola B Aol TE =AHE O] MAELICH

7% stedH EBjo|& &g Bol HE %* ZE MEE Mz golgLich & Hm Hgf2 sM Moz §
AlELICH o2l oo M mEkA S =M &|Alof| et CHE Mo 2 FE AIZ[o] Q&LICH

Elis
2z

64



AWS X-Ray JHet Rt 7holE

I All traces in the group @ 7 5K traces in the group. Show in chars @ Complete 100% scanned {found 8K traces)

Retrieved traces @ Filtered trace set A @ Filtered trace setB @
7611 traces (94,88% of retrieved traces.) 953 traces (11.88% of retrieved traces,)
Filters: responsetime Filters: timerange ©

Response time distribution @
Click and drag 1o fiter the traces by response time.

Time series activity @
Click and drag to fier te traces by ime
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https://aws-otel.github.io/docs/getting-started/java-sdk/auto-instr#using-x-ray-remote-sampling
https://aws-otel.github.io/docs/getting-started/go-sdk/manual-instr#configuring-sampling
https://aws-otel.github.io/docs/getting-started/js-sdk/trace-metric-auto-instr#using-x-ray-remote-sampling
https://aws-otel.github.io/docs/getting-started/python-sdk/auto-instr#using-x-ray-remote-sampling
https://aws-otel.github.io/docs/getting-started/dotnet-sdk/auto-instr#using-x-ray-remote-sampling
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
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https://github.com/aws-observability/aws-otel-java-instrumentation/releases/tag/v2.11.5

>
=
w
X
Y
[V}
<
=
T
pal
N
S
n

Old 210

Y 5 & AMelel 2E ofZE[AH0|M MHlA= LR F SDKE S5 0|4 SHE LHEE = &Lt

« RE MH|A - MER- BAEE #3524 XM= SDK & ESHE| M AAsHoF gLIct RE
MHE|ATt R|HE|X| pfo™ BAETL WSt X| b &LICH

« CIRAER MH|A -CIRAER MHIAE O|40t En5iH ME- Z2HE L = i&aLUch O
AEZ| MH|AT} X|2E[= SDKE A 52 B2 0|4 0| XM MEZ FAET| EE[HE
T AGLICH CH2AE R MH|ATL X[RHEX| o= F2(0f: 0| SDK A&) sHE MH|A Q| 0|4 244
2 BAEE E2[HstX| & &LICE 0|28 MHlAE B&E HHAE MIK0d: W3C &3 ZAHAE I
HHZ|X))E [ E [ 0iX5| CIRAERIC R ZAMAEE MItE = Q&LICH O|FA 5t &7t Ch24A
EZ| MH|20|M X|2E[= SDK7I RAEE EE|HSE oY 24 S 208 = JU&LIct

BEAE ElO|Y & 2

« EE2[7 X[ - X-Ray7} O|& 2 ZX|et F 2|4 10X ol METY RFAET AISE A2z of&fed =

A& LICH.

. HAE 7|7 X-Ray7t SAEE B F AC) 12 S XISE $ 7|2 MEY 52 SotyL
.

. FX|RAE-HAETLUME F FX| 7I2H0| ZIHE HIHX| X-Rays S Y 720l ChaH CHE &
AEE EB|H8HX| et&LIC

cooldown2 10222 MYSIH BAEJI ZSEEHCZ 102 72X M EAEE E
(o]

E £ M cooldownS 1202 MMHsH ER BEA
=

E
MOl XISEH HAETL A& Moz 3/ £ UsLlch

® Note
2 E MHl20] X|MElE SDK X BHES AFSELICH MER SAEE x|#ElE SDK L &
SHZolAEt A SELICH MEY RAEE 0|4 S WY JH54o| £XIB BE o4 FX
S Axstx|s 7E = AsUo

Mo MEZ2 83



JHeER 7Hol=

AWS X-Ray

=N
]
—<

Hl

REE Aoz LEL|Ct.

<

- RuleName(

H

x

SamplingRateBoost7} &

. BAEJ} EEIHE 0 F

FAIZILICE.

.
o4 2t

O

(of: 27 =5 £ x| AlZh O[HIE) 1t

(=]
[

&Lich x| & 2t

A
249

XEE

I.

—

0xt 1 Atole| & A AFLICH

Amazon CloudWatch X|ZE 2| AWS/X-Ray HI&AH 0| A0i|A{ O|2

=3
—

ST & LIEHLY

70
Wl
ol
mo0
H

100

M SamplingRateBoost

=

4

=

2|7i 0]

HoHZ

5

. 0]

Al

Al
=]

LHE2

|.

S
[l

&L|CH REA

ol
RA

A
o

shg

Ml
00
Kio
il
o<
<+
@

o4

o
ol
o
Hll
=0
100

H

TEE Zchgt LHollM ME- &

=
[

5}5t 24 X-Ray

=k A
= O

=1E=2
o=

Rl

Al
=

Default

| —
—

SamplingRateBoost

A& LICH

Al
=

==
=4

At
(=]

SamplingRateBoost 2E& Of

{

"SamplingRateBoost":

0.25,

"CooldownWindowMinutes":

"MaxRate":

10

i X-Ray7}

F

(=3
=

MaxRatet O|&S ZX|

&

=S

O| #|cH 25%7t K| B7t3

b
S
FHIES

LICt 0 € S04 "MaxRate":

2EELch

X1x4s
=

°

ICHZk ALO

soi ket 7[ & =

E Ol &

& Lct X-Ray

84

o
H
il

oy

0l

X_|


https://docs.aws.amazon.com/xray/latest/devguide/xray-console-sampling.html#xray-console-custom
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CooldownWindowMinutes= MEZ3 &L FAEE LI EEAHE = U= 7I1ZHE)2 Holg U
Ot HAETL w3 ol Ch2 7|12HK| 71 BAE T S E|X| ataLIch 2t 98 M4E)UL
ct.
M8y METYS A8ste 73 oA

{

"RuleName": "MyAdaptiveRule",
"Priority": 1,
"ReservoirSize": 1,
"FixedRate": 0.05,

"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",

"SamplingRateBoost": {
"MaxRate": 0.25,
"CooldownWindowMinutes": 10

O| Mol 7|& MEZZI2 5%(FixedRate: 0.05)R!LICH. =
25%(MaxRate: 0.25)71X| =& = A&LICt. 1020tCt & ‘='._'|':'.J HEAEgLICE
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ADOT SDK7t O|& AHE ZEX|5tH S LS FHoIM 7t S8t &t B2 ATE LHE LH2{T A= &Lt
0| 7|S0IM LHE L= 2 E AM™o|= £4 aws.trace.flag.sampled = 022 H:L7} X &=L
X A

Cl. O|E S5l ETHAM AM Al BEMojM 22 FH(0|4 X))ot MA FH(EY HEF)S &H +-
g £ UsLch

B2 xxMg H1 3Z|6ie{H E

Signals 2£ 92| MH|A H|0|X|& E0{ELIC}. ServiceCE O|& ATH Z4 "|
AEJMEE|E 2 XQlo U

. CtZ odlAl= Application
TEE|H .:.%% =2

H-”—l—

= CloudWatch > Services > ServiceC @ ®

St B o [ som Th 3h 12n custom B || Local timezone v | GET /c >

Overview Service operations Dependencies Synthetics Canaries User experience Related metrics New Correlate with Other Metrics

Spans and top contributors that are correlated to an operation and plot-point in the graphs.

v Selected operation: GET /c

Choose a point in the graphs to view correlated spans and more.

Faults
‘Time range of traces: 2025-09-03 25:47:00 (UTC-07:00) - 1 minute

[ (@ New! Choose a point in the graphs to see correlated spans and more. X J Correlated spans Top contributors Application logs
Requests and Availability i Latency i Faults and Errors
Correlated spans (3/3)
Requests Availability % Milliseconds Faults vl 20 i 3 Most recent spans with a spike in faults. View more [2
1,908 10000 188 e 120 1.00
954 50.00 9.4 60 0.50 Group spans by:
Q, attributes.aws.trace.flag.sampled X
o o 0 o o I ’
2325 2330 2335 2340 2345 2350 2325 2330 2335 2340 2345 2350 2325 2530 2335 2340 2345 2350 n a d | s
\ws trace flag sample ans
@ Requests ® nvallablity @09 ®p%0 @ps0 ®Fautts Errors 9 samp P
o 20  [E———
» Runtime Metrics |6 metrics selected v | [ o s ]
View runtime metrics for the service.
Trace ID | Spanname | Spanstatus | SpanID
Service operations (1) it @ 68b93601768002e6e4066cbd9498¢673 GET /c @Fault (5xx)  981fca7:
Select an operation to view chart trends. You can optimize your experience by configuring which operations appear. Learn more [3
68b935¢8c67708b502257c88265bc74¢ GET /e @Fault (5x)  716efdg,
Q Fiter operations and resources by text, property or value 1 S
68b935ab13777fbb349f73b3ecacce70 GET /c @Fault (5x)  BedeO7f
Name v | sustatus v | Dependencies v | Latencyp99 v | Latencyp90 v | LatencypS50 v | Requests v | Faultr
[ O GET/ 4 17.7ms 157 ms 13.8ms 55.5K 0.1% (

) CloudShell  Feedback
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version: 1.0
anomalyConditions:
- errorCodeRegex: "A5\\d\\d$"
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https://docs.aws.amazon.com/xray/latest/devguide/xray-transactionsearch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
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usage: both
- operations:
- "/api"
errorCodeRegex: "~429]|5\\d\\d$"
highLatencyMs: 300
usage: sampling-boost
- highLatencyMs: 1000
usage: anomaly-span-capture

anomalyCapturelLimit:
anomalyTracesPerSecond: 1
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 anomalyConditions - O|& 0| ZX|El= 270 AHE LS Mo|ghct,
- errorCodeRegex - O|& 92 ZtFE|= HTTP #Ei I EE Ho|st= M EHAULICH
« operations - Z710| M E|= &Y E£&= A=EQIE SF0|EICH.
* highLatencyMs - 20| O|& 2 = X{E|El= X[ Alzh LAHIZH(EEIZ)JLICH
« usage - Z70| ME k&= 7|52 HolgfLct
* both- HEZ BAE I 0|4 AH ZX{0f HEELICHAIE 0| XI™E|X| et 2 B2 7|24h).
« sampling-boost - &3 REAEE EZ|Hst= OBt AHESELICH
- anomaly-span-capture - O|4& AT ZHX{0f| 2t AtSELICH.
AN

« anomalyCapturelLimit - O|& AHO| HEE[= FX £=0f CHet AetS HolgLIct.

anomalyTracesPerSecond - 2t =8t AT
CH =™ =elL|Ct@anomalyCaptureLimitO| 83

® Note
« AnomalyConditionstE MEZ23 EAEHTTP 5xx)0il CHE 7|2 o4 =S AHoEL
Ch 24 72 AI8stsE 82 7|2 ZUE RXISHE{™ AnomalyConditionsl| 2ZE &5
of AMo =2 Zfslok gfL|ct
« ZF anomalyConditions & =0 CH3H:
- operations EE ME5IH XZ10| ZE A U(MH|A =F)0f HSEILICE
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« operations EEJ} QXD HI =
g =0l &s5tx| ek&L
« errorCodeRegex % highLatencyMs& ZF A&
ooz g =0l 2S5 X| et&LICh.
- =23 #A:
« anomalyConditions®| &5 7t #7l= ORILICE.
- B &= LM 02 EE(0d: errorCodeRegex & highLatencyMs)7t ANDE Zgf

Lot

of:

errorCodeRegex: "~429|5\\d\\d$"
highLatencyMs: 300

Ol Z2 HEl I =7} 429 EE& 5xx2t YRSt X[ A|ZFHO[ > 300ms S 2|O[&fLICH.

ADOT SDKO{| 24 3+ Mg

B4 B4 AWS_XRAY_ADAPTIVE_SAMPLING_CONFIGE A1%5t0od ADOT SDKO|| 24 2MHS M

[y —_
A&LICH 22 R &3 YAML EAM(Ql2tel EE= S53)040F g LICt.

—

0{| €& £0{ Amazon EC2 &! Amazon ECSE #

AWS_XRAY_ADAPTIVE_SAMPLING_CONFIG="{version: 1.0, anomalyConditions:
\"7500%$\", usage: \"sampling-boost\"}, {errorCodeRegex: \"~501$\", usage: \"anomaly-

trace-capture\"}], anomalyCaptureLimit: {anomalyTracesPerSecond: 10}}"

F74 H
O -

+E SHE YAMLE HolgfLct.

ok

Amazon EKSQ| 22 ZE A LHQ|

apiVersion: vl
kind: Pod
metadata:

name: adot-sample

[{errorCodeRegex:

ok
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spec:
containers:
- name: adot-app
image: my-app:latest
env:
- name: AWS_XRAY_ADAPTIVE_SAMPLING_CONFIG
value: |
version: 1.0
anomalyConditions:
- errorCodeRegex: "~500%"
usage: sampling-boost
- errorCodeRegex: "A501%"
usage: anomaly-trace-capture
anomalyCapturelLimit:
anomalyTracesPerSecond: 10

|§ Ar8stod & Enflolaz E&Fst7HLE EBflojA2t EB0|& Mo HEZE EI|2

=23g & el
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o
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ru

« A|Z 0| X| — xray/home#/welcome

« AlZS17| - xray/home#/getting-started

E&|o|A ¥ - xray/home#/service-map

- Ef|0|A - xray/homet#/traces

EfolA

i Ei[o|A O EFRUEIQI, HA| L ET|olq ITE MMHE &= Ql&Lict
Edo|A EFJEIR! - xray/home#/traces/trace-id

Al EBYO|A OIO|E| — xray/home#/traces/trace-id/raw

Example- & A| E&|O[A Ci|O|E

https://console.aws.amazon.com/xray/home#/traces/1-57f5498f-d91047849216d0f2ea3b6442/
raw
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https://console.aws.amazon.com/xray/home#/welcome
https://console.aws.amazon.com/xray/home#/getting-started
https://console.aws.amazon.com/xray/home#/service-map
https://console.aws.amazon.com/xray/home#/traces
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ZEZE Eo|la SES 2 4% LICE
ZIEYE EfO|A E7| - xray/home#/traces?filter=filter-expression
Example- ZE| E 344

https://console.aws.amazon.com/xray/home#/traces?filter=service("api.amazon.com")
{ fault = true OR responsetime > 2.5 } AND annotation.foo = "bar"

Example- ZE 3 A/(URLE QIZEE)

https://console.aws.amazon.com/xray/home#/traces?filter=service(%22api.amazon.com
%22)%20%7B%20fault%2 D%20true%200R%20responsetime%20%3E%202.5%20%7D%20AND
%2®annotat10n.f0012®f D%20%22bar%22

TE EHAO) CHE RIME LIS S B8 BESHAAIQ LE

"
o

A NS

|0

7|12 EE Al A BE AlZHE 1S08601 A2 2 X|HELICH AlZh H@l= UTC 7|Z0|H Z=|CH 6 Az

7|2t - xray/home#/page?timeRange=range-in-minutes

Example- K|t 8t A|ZH S0Qto| Ef|o|A
https://console.aws.amazon.com/xray/home#/service-map?timeRange=PT1H

AlZF 2 B F A|ZH - xray/home#/page?timeRange=start~end

Example- & EH| A7t 2]

https://console.aws.amazon.com/xray/home#/traces?
timeRange=2023-7-01T16:00:00~2023-7-01T22:00:00

Example- & EH?| AlZH ¢

https://console.aws.amazon.com/xray/home#/traces?
timeRange=2023-7-01T16:00~2023-7-01T722:00
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2|

m

Ze 20| Oixizez

[0

ot Bl71o| Holx|of @17 AWS BIRiE XIHELICH BIFe KIKEHE| 8
423t BlFe R BlciHMELIC

2|™ - xray/home?region=region#/page

Example- O|= M5 (L22[7d)(us-west-2)2| EB|0|A T
https://console.aws.amazon.com/xray/home?region=us-west-2#/service-map

FIC| oteto|E 7t CHE 2|2 28 AIZ E<2 2™ 227 Al Zol 21 X-Ray &/ #E|7} HO[X] O]
& Floll SLict

Example- 0|2 ME(22|7)(us-west-2)Q| x|t & AlZt S0to| EF||o|A
https://console.aws.amazon.com/xray/home?region=us-west-2#/service-map?timeRange=PT1H

=

U]

Example- 2|2 E&|0|AQ} 7|ZF ZE

https://console.aws.amazon.com/xray/home#/traces?timeRange=PT15M&filter=duration%20%3E
%3D%205%20AND%20duration%20%3C%3D%208

24
24

T

. J‘Hlolxl—EEﬂOIﬁ
« AlZF Q| - o}x|e 158
« Z/E{ - duration >= 5 AND duration <= 8

X-Ray API At

X-Ray SDKOIM =2 J2H Y Q10{E X|HotX| &t = B X-Ray APIE & A& 3H7HLE AWS
Command Line Interface(AWS CLI)E AF23104 X-Ray APl B2 2 &8 = Q&L ChS K|
ol 2t APIE & & 2 Z5te WS MEISHMIR.

- Ol2| EAlo| X|HE HHEE ML LYo SME FI15H04 o ZHEHSE 1 EE AL 3524 AWS
CLIE ArE &Lt

X-Ray API At 91
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+ X-Rayoill CHet @Ho| Ridnt A& X8 & SCHEstEdE X-Ray APIE 2 AFSELICH

AWS CLI CH&l X-Ray APIE ZIH A83%ts 42 Q¥ S 242 dlo|e Ao 2 ntato|E{stsHof 5t
ol
AA

0I5 W oF AMElT TAHOF & 4

ChS Ctolo{12Y2 X-Ray API2t &f & %t &st= Y'HE MEist= X[EHE EoiELICh
s N

Maximum
flexibility and
customization

Choose how to
use an API

Use the X-Ray API

Your application directly

Simple syntax

and pre-
formatted
commands

Use the AWS CLI L bl s
application

Confi
S S s |
AN Y,
X-Ray APIE At&3dtod Ei|0|A C|O|E{E X-Ray2 &M & ELICH X-Ray API= CHSot 22 gt
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https://docs.aws.amazon.com/xray/latest/api/Welcome.html
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://docs.aws.amazon.com/xray/latest/api/API_BatchGetTraces.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraph.html
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/put-trace-segments.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/batch-get-traces.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-trace-summaries.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-trace-graph.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-service-graph.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/index.html

AWS X-Ray JHe R} 7HolE

M Z=A

—

O] FEC|Y| M= Scorekeep M E OfE2|A 0|t ZFHEI AFEEE A& 35101 Ei0|A Ci|O[E 2t
MH|A 2 dderct FEE|Y AlEst7|9 X0l e F o ZZIFH 0| AlZFEFLICE.
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bin/test-api.shE& Y1 API /2 £7Z URLZ H}ELICH.

A w0 Db =

#1/bin/bash
API=scorekeep.9hbtbm23t2.us-west-2.elasticbeanstalk.com/api

5. APIZ 7= ECHEIE MMdStE AT EEE ARELICEH

~/debugger-tutorial$ ./bin/test-api.sh
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://stedolan.github.io/jq/
https://curl.haxx.se/download.html
https://console.aws.amazon.com/elasticbeanstalk
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html
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Creating users,

session,

game,

configuring game,

playing game,

ending game,

game complete.

{"id":"MTBP8BAS", "session":"HUF6IT64", "name":"tic-tac-toe-test", "users":

["QFF3HBGM", "KL6JRO8D"], "rules":"102","startTime" :1476314241,"endTime" : 1476314245, "states":
["JQVLEOM2","D67QLPIC","VFOBMINC", "OEAA6GK9", "2A705073","1U2LFTLJI", "HUKIDD7Q", "BAN1C8FI",6 "C
["BS8F8LQ", "4MTTSPKP", "4630ETES", "SVEBCL3N", "N7CQ1GHP", "0840NEPD", "EG4BPROQ", "V4BLIDJ3", "9R
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AWS CLIE GetServiceGraph & GetTraceSummariesE X & 3t0{ X-Ray7l MZ = ZE API
&hdof CHE HWHEE MBS ELICH XElE ZE 2ot ZF 2ol M AH& E[= Ci|O|Ef &40l CHEH RtHA]
3t LI 2 AWS X-Ray AP| 2t =& & Z3HAA2.

Example bin/service-graph.sh

EPOCH=$(date +%s)
aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

0| AgERIEL= Obx|at 102 7He] MH|A JEl= E 7HX{SLC}

~/eb-java-scorekeep$ ./bin/service-graph.sh | less

{
"StartTime": 1479068648.0,
"Services": [
{
"StartTime": 1479068648.0,
"Referenceld": O,
"State": "unknown",
"EndTime": 1479068651.0,
"Type": "client",
"Edges": [
{
"StartTime": 1479068648.0,
"ReferenceId": 1,
"SummaryStatistics": {
"ErrorStatistics": {
REDY
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https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray/latest/api/Welcome.html
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"ThrottleCount": 0,
"TotalCount": 0,
"OtherCount": 0

.

"FaultStatistics": {
"TotalCount": 0,
"OtherCount": 0

.

"TotalCount": 2,

"OkCount": 2,

"TotalResponseTime": 0.054000139236450195

.
"EndTime": 1479068651.0,
"Aliases": []

}
]
},
{
"StartTime": 1479068648.0,
"Names": [
"scorekeep.elasticbeanstalk.com"
1,
"ReferenceId": 1,
"State": "active",

"EndTime": 1479068651.0,
"Root": true,
"Name": "scorekeep.elasticbeanstalk.com",

Example bin/trace-urls.sh

EPOCH=%$(date +%s)

aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60)) --
query 'TraceSummaries[*].Http.HttpURL'

O| AFEIEE 18 1t 28 A Alo|of MA=El EF|0|2] URLE 7FX{SLICE.

~/eb-java-scorekeep$ ./bin/trace-urls.sh

[
"http://scorekeep.elasticbeanstalk.com/api/game/6QOUE1DG/5FGLMOU3/

endtime/1479069438",
"http://scorekeep.elasticbeanstalk.com/api/session/KH4341QH",
"http://scorekeep.elasticbeanstalk.com/api/game/GLQBI3K5/153AHDIA"
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"http://scorekeep.elasticbeanstalk.com/api/game/VPDL672]/G2V41HM6/
endtime/1479069466"

]

Example bin/full-traces.sh

EPOCH=$(date +%s)

TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)

aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'

Ol AT BIE

rr

18 ot 28 © Atolof & 2E EB0|E 7FXSLCH.

~/eb-java-scorekeep$ ./bin/full-traces.sh | less

L

"Segments": [
{

"Id": "3f212bc237bafd5d",

"Document": "{\"id\":\"3f212bc237bafd5d\",\"name\":\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a906693931t4343211bclcf75\",\"start_time\":1.479072242459E9,
\"end_time\":1.479072242477E9,\"parent_id\":\"72a08dcf87991ca9\",\"http\":
{\"response\":{\"content_length\":60,\"status\":200}},\"inferred\":true,\"aws\":
{\"consistent_read\":false,\"table_name\":\"scorekeep-session-xray\",\"operation\":
\"GetItem\",\"request_id\":\"QAKE@S8DDOLIM245KA0OPMA746BVV4KQNSO5AEMVIF66Q9ASUAAIG\",
\"resource_names\":[\"scorekeep-session-xray\"1},\"origin\":\"AWS: :DynamoDB: :Table\"}"

1,
{

"Id": "309e355f1148347f",

"Document": "{\"id\":\"309e355f1148347f\",\"name\" :\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a906693931t4343211bclcf75\",\"start_time\":1.479072242477E9,
\"end_time\":1.479072242494E9,\"parent_id\":\"37f14ef837f00022\",\"http\":
{\"response\":{\"content_length\":606,\"status\":200}},\"inferred\":true,\"aws\":
{\"table_name\":\"scorekeep-game-xray\",\"operation\":\"UpdateItem\",\"request_id
\":\"388GEROC4PCA6D59ED3CTI5SEEIVV4KQNSO5AEMVIF66Q9ASUAAIG\ ", \"resource_names\":
[\"scorekeep-game-xray\"]1},\"origin\":\"AWS: :DynamoDB: : Table\"}"

}
1,
"Id": "1-5828d9f2-a90669393f4343211bclcf75",
"Duration": 0.05099987983703613
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ExampleZ|4 gt MOIHE

{
"name" : "Scorekeep",
"id" : "70de5b6f19ff9a0a",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a0@06649127e371903a2de979",
"end_time" : 1.478293361449E9
}

RHO| wAEH ol A2 E MHX| ZHE MOAHEE A2l EAXE MEE = JU&LICH

I EZ0|A IDE MH|A ZHo] 0|S st 932 Efo|Aast
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https://console.aws.amazon.com/elasticbeanstalk
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html
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ExampleZ/@ 5Q AOHE

{
"name" : "Scorekeep",
"id" : "70de5b6f19ff9a0db",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a006649127e371903a2de979",
“in_progress”: true
}
MIHEE =M, PutTraceSegments, =& X-Ray CHE(daemon)g2 S35l X-RayZ 29 = &L
C}.
CHE 20| o Z2|H 0|42 AWS SDKE AtE35t0d CHE MHIAE E &L 2lA A0 HMAF LICH
CIRAEZ S &0 CHet MEE 5t MOIHEO 7S LICH X-Ray= 52 MOHEE ALE35H04 Al
JOHEE MESHK| 281 MH|A J2=Zoi MOHE Chet 52 A5t K| f= CHRAEZ MH|A
g At
5t MOHE= A MIHE Mol YHEE|HL 7HEMo 2 MEE = JU&LICH 5t MOIHE
E /HEMoE TME5to] HAIZ AEl= ol CHet CIRAER 3£ S HISV|ASRE EB|0|ASHA
LI 2| MOHE BAM 27((64 kB)E Z1t3HK| ot =5 & LICTH

Exampledt @ MIHE

5t MOME = typel| subsegmentt &9 MOIHEE A5l = parent_idE #&LICH
{
"name" : "www2.example.com",
"id" : "70de5b6f19ff9a0c",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a006649127e371903a2de979"

“end_time” : 1.478293361449E9,
“type” : “subsegment”,
“parent_id” : “70de5b6f19ff9a0b”
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« PutTraceSegments AFHZ2

« NOHE EME X CHE(daemon)2 2 TS

%% D MM
CIOIE|E X-Ray2 HM& 324 2 2ol Chsl TR8t 2|04 IDE MAdsiok &,
X-Ray EQ|0|A ID &4

X-Ray trace_id= St0|ECE R EE 3742 =AE LY ELICH o|& 04 1-58406520-
a006649127e371903a2de979lL|C}. o7 |of= C}S 0| Z&ELICH

- HM HE(1)
- Yol 2| AZHBAIE| 16EIT8 AH& 3t Unix |23 AlZh)

)l

rr

o€ S04, 0lZ3 AlZt2Z 2016 128 12 27 10A|(PST)E 1480615200= 0|0, 16X+ 2
584065202l L|C}.
- EDO|AQS| 96HIE 22 117 AR 24AtE] 16T5)

(® Note
X-RayE= O|A| OpenTelemetry 2! W3C E&f|0|A ZHEIAE A4S E46tE T
Et ZR|JITE AH835to{ MM E EB0|A IDE X[HELICH X-RayE MEE
[ W3C E&o|A IDE X-Ray E&|0|A ID &4loo{of °H—II:+ ol & %01, W3C

1-4efaaf4d-1e872@b395419@195@@19ee59+ 2 %;'MOINO# °H—II:+ X-Ray Ej|0|A&
D= el R EFIARYI (Unix 0| 23 A[ZH 7t Z & E|0f UX[BF, W3C EBi|0|A IDE X-
Ray @4l 2 M&& s Zo35HK| ot& Lt

AEZ AL O] ECO|& IDE dEstE 23R EE HYY = J&LICH ChE2 F 7HX| o &LCH.

import time
import os
import binascii
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https://www.w3.org/TR/trace-context/
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START_TIME = time.time()
HEX=hex(int (START_TIME))[2:]
TRACE_ID="1-{}-{3}".format(HEX, binascii.hexlify(os.urandom(12)).decode('utf-8'))

Bash —

START_TIME=$(date +%s)

HEX_TIME=$(printf '%x\n' $START_TIME)

GUID=$(dd if=/dev/random bs=12 count=1 2>/dev/null | od -An -tx1 | tr -d ' \t\n')
TRACE_ID="1-$HEX_TIME-$GUID"

EBo|A IDE M5t MOMHEE X-Ray CiE(daemon)2 2 ELHe A3 ZE o CH5l Scorekeep
Z ofE|7o|ME =

* Python - xray_start.py

« Bash-xray_start.sh

PutTraceSegments AFH2

PutTraceSegments APIE AtE5t0] MOHE EME YEEE £ JU&LICE O APIO= JSON Ml
MHE BEMO 582 7ML= B Tt2t0|E TraceSegmentDocumentsZt & LICEH

AWS CLIOIM aws xray put-trace-segments HHE AE35t0{ MIOTHE EME X-RayZ 2
M&ELCH

$ DOC='{"trace_id": "1-5960082b-ab52431b496add878434aa25", "id": "6226467e3f845502",
"start_time": 1498082657.37518, "end_time": 1498082695.4042, "name':
"test.elasticbeanstalk.com"}'

$ aws xray put-trace-segments --trace-segment-documents "$DOC"

{

"UnprocessedTraceSegments": []
}
(® Note

Windows EZ % 2|7|2} Windows PowerShell2 JSON 2 X}230{ A 2]
CEL|C} RIMIEH LIS AWS CLI AF2 M Ao 2X1YE 0l &%
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https://github.com/awslabs/eb-java-scorekeep/blob/xray/bin/xray_start.py
https://github.com/awslabs/eb-java-scorekeep/blob/xray/bin/xray_start.sh
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-using-param.html#quoting-strings
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Holz MEIE AuEt MIHEI 25 LIGELICH 6§ S0 E&0|& IDL| M7t 4T H DpHY

{
"UnprocessedTraceSegments": [
{
"ErrorCode": "InvalidTraceId",
"Message": "Invalid segment. ErrorCode: InvalidTraceId",
"Id": "6226467e3f845502"
}
]
}

0] MIOHE EME SO E FE510 SAlof MEE = JU&Lct
$ aws xray put-trace-segments --trace-segment-documents "$DOC1" "$DOC2"

MIHE EME X CHE(daemon)2 2 ™S

MIHE EME APIZ M&Est= A, MOIHE 2 512 M2HEE X-Ray CHE(daemon)2 2 & &
|

= RU&LICt o] CHE(daemon)2 MOHE L 5t MOIHEE HIH{ZSICH7t HEX| B2 X-Ray API
2 YECFLICH X-Ray SDKE AWSE 2| £ W X|5t7| fls MIHE EME T2 (daemon)2
2 H&FLIC

CHE S AYseE W2 220l A X-Ray CHE(daemon) Al1&5H7| MME XM L.

CI2 8l {"format": "json", "version": 1}\n7} &0l 22 JSON 84 JOHEE UDP X
E 200022 ™M&ErLCt

{"format": "json", "version": 1}\n{"trace_id": "1-5759e988-bd862e3felbes46a994272793",
"id": "defdfd9912dc5a56", "start_time": 1461096053.37518, "end_time": 1461096053.4042,
"name": "test.elasticbeanstalk.com"}

1E

MO

& £ QlaLIch slHet MOMHE BAME

LinuxOl M= M2 ME Bash E{O|'H0|H QIR 2 ™S E
£ nto|Z gfLct.

mE|
BIAE I 2 XESD /dev/udpE AFE510q catE Tt

$ cat segment.txt > /dev/udp/127.0.0.1/2000
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Example segment.txt

{"format": "json", "version": 1}

{"trace_id": "1-594aed87-ad72e26896b3f9d3a27054bb", "id": "6226467e3f845502",
"start_time": 1498082657.37518, "end_time": 1498082695.4042, '"name":
"test.elasticbeanstalk.com"}

CHE (daemon) 218 E6i MIHE I} X-RayZ S EIQEXR| &QlghL|ct

2017-07-07T0Q1:57:24Z [Debug] processor: sending partial batch
2017-07-07T01:57:24Z [Debug] processor: segment batch size: 1. capacity: 50
2017-07-07T01:57:24Z [Info] Successfully sent batch of 1 segments (0.020 seconds)

AWS X-Ray0i| A Cl|O|E{ 7}X{2 7|

0F>

AWS X-Ray= AFEAL7L &5t Ei0|A CIO|HE ®E[Sto] TIA| EBf|o|A, EBO|A 2F & MH|
A JEZE JSONSE MBI LICH AWS CLIE AFE5104 APIOIA 21 M4 E CI0|EHE AMeE = )

&Lct

MM

- MH|A JEHZ 7HX27|

- JE8H MH|A TJeli= M
. AH

P
Mro(a2 (o
o

MH|A T2 71X 27|

GetServiceGraph APIE AI83t0{ JSON MH|A O & ZAAME = QI&LICH API= AR AlZtot
R AZHE 22 gLct O] A|ZH2 Linux0ll M date B2 AFE5H04 AAHE = Ql&LICH

$ date +%s
1499394617

date +%s& EME X B2 EXFLICE Ol ZAE = ATtz A&st1, 0470 AlZhE R
otoq A%} AlzhE FELICH

ExampleOtX|2F 102 72| MH|A J2fZ & 71X 7| &3t 23 BIE

EPOCH=%$(date +%s)
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https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraph.html
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aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

CH2 ox|l= E2H0|E &, EC2 2IAEA DynamoDB E|O|E€ ! Amazon SNS FX|E Z &5t 474
ol L7t = MH|A Jei= & Ho{E LIt

Example GetServiceGraph &2

{
"Services": [
{
"ReferenceId": 0O,
"Name": "xray-sample.elasticbeanstalk.com",
"Names": [
"xray-sample.elasticbeanstalk.com"
1,
"Type": "client",
"State": "unknown",

"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [
{
"ReferenceId": 2,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 3,
"ErrorStatistics": {
"ThrottleCount": O,
"OtherCount": 1,
"TotalCount": 1
},
"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0
},
"TotalCount": 4,
"TotalResponseTime": 0.273

.
"ResponseTimeHistogram": [
{
"Value": 0.005,
"Count": 1
},
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{
"Value": 0.015,
"Count": 1
I
{
"Value": 0.157,
"Count": 1
I
{
"Value": 0.096,
"Count": 1
}
1,
"Aliases": []
}
]
},
{

"ReferenceId": 1,

"Name": "awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA",

"Names": [
"awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA"

1,
"Type": "AWS::DynamoDB: :Table",
"State": "unknown",

"StartTime": 1528317583.0,
"EndTime": 1528317589.0,

"Edges": [],
"SummaryStatistics": {
"OkCount": 2,

"ErrorStatistics": {
"ThrottleCount": O,
"OtherCount": 0,
"TotalCount": 0

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 2,

"TotalResponseTime": 0.12

I
"DurationHistogram": [

{
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"Value": 0.076,

"Count": 1
},
{
"Value": 0.044,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.076,
"Count": 1
},
{
"Value": 0.044,
"Count": 1
}
]

"ReferenceId": 2,

"Name": "xray-sample.elasticbeanstalk.com",

"Names": [
"xray-sample.elasticbeanstalk.com"
1,
"Root": true,
"Type": "AWS::EC2::Instance",
"State": "active",
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [
{
"ReferenceId": 1,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 0,
"TotalCount": 0
I
"FaultStatistics": {
"OtherCount": 0,
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"TotalCount": @

I
"TotalCount": 2,
"TotalResponseTime":
1,
"ResponseTimeHistogram":
{
"Value": 0.076,
"Count": 1
I
{
"Value": 0.044,
"Count": 1
}

]I

"Aliases": []

"ReferenceId":

"StartTime":
"EndTime":

3,

"SummaryStatistics": {
"OkCount":
"ErrorStatistics":

"ThrottleCount": 0,

"OtherCount": 0,

"TotalCount": 0

2,

{

{

.
"FaultStatistics":
"OtherCount": 0,
"TotalCount": 0
.
"TotalCount": 2,
"TotalResponseTime":
},
"ResponseTimeHistogram":
{
"Value": 0.049,
"Count": 1
.
{
"Value": 0.076,
"Count": 1
}

0.12

L

1528317567.0,
1528317589.0,

0.125

L
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]I

"Aliases": []

}
1,
"SummaryStatistics": {
"OkCount": 3,
"ErrorStatistics": {
"ThrottleCount": O,
"OtherCount": 1,
"TotalCount": 1

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 4,

"TotalResponseTime": 0.273

I
"DurationHistogram": [

{
"Value": 0.005,
"Count": 1

},

{
"Value": 0.015,
"Count": 1

},

{
"Value": 0.157,
"Count": 1

},

{
"Value": 0.096,
"Count": 1

}
1,
"ResponseTimeHistogram": [
{
"Value": 0.005,
"Count": 1

},

{

"Value": 0.015,
"Count": 1
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},

{
"Value": 0.157,
"Count": 1

},

{
"Value": 0.096,
"Count": 1

}

"ReferenceId": 3,
"Name": "SNS",
"Names": [

]I

IISNSII

"Type": "AWS::SNS",
"State": "unknown",
"StartTime": 1528317583.0,
"EndTime": 1528317589.0,
"Edges": [],
"SummaryStatistics": {

iy

"OkCount": 2,

"ErrorStatistics": {
"ThrottleCount": 0O,
"OtherCount": 0,
"TotalCount": 0

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 2,

"TotalResponseTime": 0.125

"DurationHistogram": [

{
"Value": 0.049,
"Count": 1

},

{

"Value": 0.076,
"Count": 1
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}
1,
"ResponseTimeHistogram": [
{
"Value": 0.049,
"Count": 1
},
{
"Value": 0.076,
"Count": 1
}
]
}
]
}
I MulA 2z 7
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aws xray get-service-graph --group-name "Examplel"

GetTraceSummaries APIE AI235I01 £ Q0| S EE 71X £ UELICH EfolA 220
7‘“, QYL ME A |IDE T &St A EBO|AE CIRELC5E{E EQIO|AE AHESE O AHEE

TimeRangeTypeE ST EE M AI8E £ U= 5 7IX| aws xray get-trace-summaries Z2i1
7t A& Lt

« TracelD — 7|2 GetTraceSummaries M2 TracelD AlZtE Al OHII=| HAHE [start_time,
end_time) ¥ LM A|ZE EBO|AE BHEHEILICEH EFQUAEHE O] #1Q|= TracelD LH2| EF
/\EH_u. O|=;I:IC> 7|I:||-o§ 74|A|-5|7.||__|. = o=z 7819_|3

A

« Event AlZt - AWS X-Ray= Alzt Zatof roh2f & E ZHM5t7| ?I5H o|H E Et e
IE M5 EY0|AS ZHME £ QI&LICH Event AlZH2 EB|0|A T} A|EHEl AZHo]| 2HA|SF |
[start_time, end_time) HQ| S0t &4 EQ|0|AE dt&tE
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aws xray get-trace-summaries BHEZ AtE5t0{ EB|0|A QS| FEE JIXMSZLICH Ot B
H2 7|& Traceld AlZH2 AFE35t04 XL 120IM 282 AtO|] EBfO|A R S 82 JtAMSLCH

ExampleE[0|4 R0tg EEsE A32E

EPOCH=$(date +%s)
aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60))

Example GetTraceSummaries &=

"TraceSummaries": [
{

"HasError": false,

"Http": {
"HttpStatus": 200,
"ClientIp": "205.255.255.183",
"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/session",
"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"HttpMethod": "POST"

I

"Users": [],

"HasFault": false,

"Annotations": {3},

"ResponseTime": 0.084,

"Duration": 0.084,

"Id": "1-59602606-a43alac52fc7ee@eeal2a82c",

"HasThrottle": false

"HasError": false,

"Http": {
"HttpStatus": 200,
"ClientIp": "205.255.255.183",
"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/user",
"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"HttpMethod": "POST"

I

"Users": [

{
"UserName": "5M388M1E"
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15
"HasFault": false,

"Annotations": {
"UserID": [
{
"AnnotationValue": {
"StringValue": "5M388M1E"

}
}
1,
"Name": [
{
"AnnotationValue": {
"StringValue": "0la"
}
}
]

},

"ResponseTime": 3.232,

"Duration": 3.232,

"Id": "1-59602603-23fc5b688855d396af79b496",
"HasThrottle": false

]I

"ApproximateTime": 1499473304.0,
"TracesProcessedCount": 2

BatchGetTraces APIE AI835l041 £ L £ IDE ™A FH2 ZAMELICt

Example BatchGetTraces @&

$ aws xray batch-get-traces --trace-ids 1-596025b4-7170afe49f7aa708b1ldd4a6b

Example BatchGetTraces & 23

"Traces": [

{
"Duration": 3.232,

"Segments": [

{
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"Document": "{\"id\":\"1fb07842d944e714\",\"name\":
\"random-name\",\"start_time\":1.499473411677E9,\"end_time\":1.499473414572E9,
\"parent_id\":\"0c544c1lblbbff948\",\"http\":{\"response\":{\"status\":200}},
\"aws\":{\"request_id\":\"ac086670-6373-11e7-al174-f31b3397f190\"},\"trace_id\":
\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :Lambda\",\"resource_arn\":
\"arn:aws:lambda:us-west-2:123456789012:function:random-name\"}",

"Id": "1fb@7842d944e714"

.
{

"Document": "{\"id\":\"194fcc8747581230\",\"name\":\"Scorekeep
\",\"start_time\":1.499473411562E9,\"end_time\":1.499473414794E9,\"http\":{\"request
\":{\"url\":\"http://scorekeep.elasticbeanstalk.com/api/user\",\"method\" :\"POST\",
\"user_agent\":\"Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/59.0.3071.115 Safari/537.36\",\"client_ip\":\"205.251.233.183\"},
\"response\":{\"status\":200}},\"aws\":{\"elastic_beanstalk\":{\"version_label\":\"app-
abb9-170708_002045\",\"deployment_id\":406,\"environment_name\":\"scorekeep-dev\"},
\"ec2\":{\"availability_ zone\":\"us-west-2c\",\"instance_id\":\"i-0cd9e448944061b4a
\"},\"xray\":{\"sdk_version\":\"1.1.2\",\"sdk\":\"X-Ray for Java\"}},\"service
\":{3},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"user\":\"5M388M1E
\",\"origin\":\"AWS: :ElasticBeanstalk: :Environment\",\"subsegments\":[{\"id\":
\"@c544c1lblbbff948\",\"name\":\"Lambda\",\"start_time\":1.499473411629E9,\"end_time
\":1.499473414572E9,\"http\":{\"response\": {\"status\":200,\"content_length\":14}},
\"aws\":{\"log_type\":\"None\",\"status_code\":200,\"function_name\":\"random-name
\",\"invocation_type\":\"RequestResponse\",\"operation\":\"Invoke\",\"request_id
\":\"ac086670-6373-11e7-al74-f31b3397f190\",\"resource_names\":[\"random-name\"]},
\"namespace\" :\"aws\"}, {\"id\":\"071684f2e555e571\",\"name\" :\"## UserModel.saveUser
\",\"start_time\":1.499473414581E9,\"end_time\":1.499473414769E9,\"metadata\": {\"debug
\":{\"test\":\"Metadata string from UserModel.saveUser\"}},\"subsegments\":[{\"id\":
\"4cd3f10b76c624b4\",\"name\" :\"DynamoDB\", \"start_time\":1.49947341469E9,\"end_time
\":1.499473414769E9,\"http\":{\"response\": {\"status\":200,\"content_length\":57}},
\"aws\":{\"table_name\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id
\":\"MFQ8CGJ3JTDDVVVASUAAJGQ6NI82F738B0OB4KQNSO5AEMVIF66Q9\", \"resource_names\":
[\"scorekeep-user\"]},\"namespace\":\"aws\"}1}1}",
"Id": "194fcc8747581230"
},
{

"Document": "{\"id\":\"00f91aa@1f4984fd\",\"name\":
\"random-name\",\"start_time\":1.49947341283E9,\"end_time\":1.49947341457E9,
\"parent_id\":\"1fb07842d944e714\",\"aws\": {\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\",\"resource_names\":[\"random-name\"],
\"account_id\":\"123456789012\"},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",
\"origin\":\"AWS: :Lambda: :Function\",\"subsegments\":[{\"id\":\"e6d2fe619f827804\",
\"name\":\"annotations\",\"start_time\":1.499473413012E9,\"end_time\":1.499473413069E9,
\"annotations\":{\"UserID\":\"5M388M1E\",\"Name\":\"01la\"}}, {\"id\":\"b29b548af4d54a0f
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\",\"name\" :\"SNS\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,
\"http\":{\"response\":{\"status\":2003}},\"aws\":{\"operation\":\"Publish\",
\"region\":\"us-west-2\",\"request_id\":\"a2137970-f6fc-5029-83e8-28aadeb99198\",
\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-west-2:123456789012:awseb-e-
ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"},\"namespace\":\"aws\"}, {\"id\":
\"2279c0030c955e52\",\"name\":\"Initialization\",\"start_time\":1.499473412064E9,
\"end_time\":1.499473412819E9,\"aws\":{\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\"}}]1}",

"Id": "@0f91aa@1f4984fd"

.
{

"Document": "{\"id\":\"17ba309b32c7fbaf\",\"name\":
\"DynamoDB\",\"start_time\":1.49947341469E9,\"end_time\":1.499473414769E9,
\"parent_id\":\"4cd3f10b76c624bs\",\"inferred\":true,\"http\":{\"response
\":{\"status\":200,\"content_length\":573}},\"aws\":{\"table_name
\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id\":
\"MFQ8CGJ3JTDDVVVASUAAJGQ6NI82F738BOB4KQNSO5AEMVIF66Q9\",\"resource_names\":

[\"scorekeep-user\"]},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":

\"AWS: :DynamoDB: : Table\"}",
"Id": "17ba309b32c7fbaf"
},
{

"Document”: "{\"id\":\"lee3c4a523f89ca5\",\"name\" :\"SNS
\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,\"parent_id\":
\"b29b548af4d54a0f\",\"inferred\":true,\"http\":{\"response\": {\"status\":200}},\"aws
\":{\"operation\":\"Publish\",\"region\":\"us-west-2\",\"request_id\":\"a2137970-
f6fc-5029-83e8-28aadeb99198\",\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-
west-2:123456789012:awseb-e-ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"},
\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :SNS\"}",

"Id": "lee3c4a523f89ca5"

1,
"Id": "1-59602603-23fc5b688855d396af79b496"

]I

"UnprocessedTracelds": []
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HEE MAMELICH 08 S04, AISElS 220IIES A8 50 DynamoDBE XM 2 S5Hs B2,
X-Ray SDK7} AHA19| B0l M ZI% £ &oll ChEt M2 P E st9l M=ol 7|S LIt 5&|pt
DynamoDBE Si% MAHEE H& 3R] SL&LICH X-Rays 39| MIHEQ| HEE AL 5t0f 8
£ M2HEE 44d5t0f EF[0|4 Hof DynamoDB 2|4 A E LIEHHT 0|F E30l4 2 Aol %7+

LICE.

APIO| A 042 ER|O|AE 7HXK{22{™ AWS CLI #Z|E &3l get-trace-summaries EH0M F
£8 = U= EC0|A ID SF0| HELICH §H 7|ztol CHal A ECil0|AE 7HME{H §8&
batch-get-tracesQ| YO =Z E[C|AMELIC.

—H

Example 12 7F2| A EO|AE 7HX{27| f|&t A3 EE

EPOCH=$(date +%s)

TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)

aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'

Z & He EM M7 & #AE

GetTraceSummaries APIZ EH0|A @240| MMEE|HHIZ 22 EQ0o|A 224 S JSON Ao Z
Al ALE35tod 2 & elof et 7AlIsHE EE E3HAS MAE = &L XIS EHAlof| CHS o4

2 of2 M E B ESHMAIR.

Example GetTraceSummaries £33 0i|Al| - SH Al7k 2 & &l MM

"Services": [
{
"Name": "GetWeatherData",
"Names": ["GetWeatherData"],
"AccountId": 123456789012,
"Type": null,
"Inferred": false,
"EntityPath": [
{
"Name": "GetWeatherData",
"Coverage": 1.0,
'Remote": false
},
{

"Name": "get_temperature",
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"Coverage": 0.8,
"Remote": false
}
]
},
{
"Name": "GetTemperature",

"Names": ["GetTemperature"],
"AccountId": 123456789012,
"Type": null,

"Inferred": false,
"EntityPath": [

{
"Name": "GetTemperature",
"Coverage": 0.7,
"Remote": false

}

]
}
]
}

{
"Services": [
{
"Name": "GetWeatherData",
"EntityPath": [
{
"Name": "GetWeatherData"
.
{
"Name": "get_temperature"
}
]
},
{
"Name": "GetTemperature",

JHA|OFCE o] JSON EHE ALS
b 2= x| efe®™ Egfo|A T} BrEHE|X| 2

AlelotelestE Zho| ELct.
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"EntityPath": [

{
"Name": "GetTemperature"
}
]
}
]
}

O] JSONL rootcause.json = #[{}] ESE2 Soll ZE| ZFA0| YR 2 ALSELICH EE{ EFHA
g Arg s H2IsHe ol T3t RFMISH LiSS TE| EHHA Celg BRI,

Example JSON EE{ oA

rootcause.json = #[{ "Services": [ { "Name'": "GetWeatherData'", "EntityPath": [{ "Name":
"GetWeatherData" }, { "Name': "get_temperature" } ] }, { "Name": "GetTemperature",
"EntityPath": [ { "Name": "GetTemperature" } ] } 1 }]

AWS X-Ray APIZ MET, 08 Y g3t dH

AWS X-Raye= MEZ2 &, I8 & U 255 MYS #+M517] 218 APIE MBS & LCH
MM

- 53 HY

oF 5 3ol AL2 & AWS Key Management Service (AWS KMS) 7|2 X|& &t O
PutEncryptionConfigZ& AFEEfLICEH

(® Note
X-Ray= HICHE KMS 7|& X|§8tx| ef&LCH

$ aws xray put-encryption-config --type KMS --key-id alias/aws/xray
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"EncryptionConfig": {
"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-

b@ea215cbba5",
"Status": "UPDATING",

IlTypell : IIKMSII
}
}
7| IDE = oi{Aof| Lt WAME HEOI|L 7| ID, E= Amazon 2|4&A O|F(ARN)E AEE = A&LICH
™ YEi=

GetEncryptionConfig® Ar&35t0 TR £ M2 7tXZLICH X-Ray7t A MEE Otx|

UPDATINGO{ A ACTIVER Hb®&L|C}.

$ aws xray get-encryption-config

{
"EncryptionConfig": {
"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
b@ea215cbba5",
"Status": "ACTIVE",
"Type'": "KMS"
}
}
ASSE ASSEAH F53 FES NONELE MY L|CH

KMS 7| A2 & SEstn 7|2

$ aws xray put-encryption-config --type NONE

{
"EncryptionConfig": {
"Status": "UPDATING",
"Type": "NONE"
}
}
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"SamplingRuleRecords": [
{

"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
"ResourceARN": '"*'",
"Priority": 10000,
"FixedRate": 0.05,
"ReservoirSize": 1,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 0.0,

"ModifiedAt": 1529959993.0

A2 OHE A dRISHK| hE ZE ¥ MBELUDH M &7t 7tE
- u PE)=

Lt
gi&LICh J2{ut UpdateSamplingRuleZ HIZD 2[MH 37|18 HEEY =

Example UpdateSamplingRule0i CHEt API 223 — 10000-default.json

{

"SamplingRuleUpdate": {
"RuleName": "Default",
"FixedRate": 0.01,
"ReservoirSize": 0

}

}

CtZ oAM= O Il 2 UBOZ ALS 3P04 7|12 7= ElXMHI e 1HMER .
Ef2= MEH AMEQLICH B3 8 F7t6teE B2 B3 7(7F 256t BN 72 MEH AFEIL|Ct ME
2 #ElofM 7|&E Ef2E M7{3HE4™H UntagResourceE AFE5HAI 2.

$ aws xray update-sampling-rule --cli-input-json file://1000-default.json --tags
[{"Key": "key_name","Value": "value"}, {"Key": "key_name",6"Value": "value"}]
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{

"SamplingRuleRecords": [

{

"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
"ResourceARN": "*'",
"Priority": 10000,
"FixedRate": 0.01,
"ReservoirSize": 0O,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}

.

"CreatedAt": 0.0,

"ModifiedAt": 1529959993.0

},
B &7t MEZ 7EI8 ehELICh. CreateSamplingRule 7AIS BHE [ CHEEO| 73 HEEs T
L|ch ot oMM & F JHE BHELICE o & Hml H &2 Scorekeep M E OfE 27| 0[M 2]
M &7 H 2 7EI UXISHX| b= APIOIM 2|5t ZE 2T x|

Example UpdateSamplingRule0il CHEH API /24 — 9000-base-scorekeep.json

{
"SamplingRule": {
"RuleName": "base-scorekeep",
"ResourceARN": '"*'",

"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "*",
"URLPath": "=*",
"Version": 1
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5 Hm &2 ScorekeepoilE MEE|X|P M =7t o =10 FAHQULICE o] #EI2 £33 ™|
CHEH O H2 MEZ HIE2S AYFLICH A AEfof B3 AL 0| Q=X & l5t7| {5 E2H0IME

7t B XOich +&etE GET 2L

Example UpdateSamplingRule0i CHEF API 2123 — 5000-polling-scorekeep.json

{
"SamplingRule": {
"RuleName": "polling-scorekeep",
"ResourceARN": '"*'",
"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1
}
}

EHTE M AFEILICH BN E F7bshE ZS B4 717t TR stn efT gte M A lLIc

$ aws xray create-sampling-rule --cli-input-json file://5000-polling-scorekeep.json --
tags [{"Key": "key_name","Value": "value"},{"Key": "key name","Value": "value"}]
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "polling-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-
scorekeep",

"ResourceARN": '"*'",

"Priority": 5000,

"FixedRate": 0.003,

"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "GET",
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"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {}

.

"CreatedAt": 1530574399.0,

"ModifiedAt": 1530574399.0

}
}

$ aws xray create-sampling-rule --cli-input-json file://9000-base-scorekeep.json

{
"SamplingRuleRecord": {

"SamplingRule": {
"RuleName": "base-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/base-

scorekeep",
"ResourceARN": "*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 1530574410.0,

"ModifiedAt": 1530574410.0

MEZ2 722 MX|5ted™H DeleteSamplingRule AFSEHLICH.

$ aws xray delete-sampling-rule --rule-name polling-scorekeep
{
"SamplingRuleRecord": {
"SamplingRule": {
"RuleName": "polling-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-

scorekeep",
"ResourceARN": "*'",
"Priority": 5000,
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"FixedRate": 0.003,
"ReservoirSize": 0,
"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {}
},
"CreatedAt": 1530574399.0,
"ModifiedAt": 1530574399.0
}
}
Groups
X-Ray APIE 0|83dll AHe| 282 el = JU&LItH O82 ZEe EHACE Mot FH 23
Lict 2§ S Ar835t0 F£7F MH|A =& X435t Amazon CloudWatch X|E& M3 & = U&L
Ct. X-Ray APIE S&F MH|A T2z 2 X[ZE =doi cHEr XEMEH LHE 2 AWS X-Ray0i| M | O|E 7+X4
07| 22 HESAAL. IS0 ChE RIME HEE 18 74 MM XML B0 7 Y &
2ol CHet AFAIEH LIS 2 X-Ray ME 72 & 28 Ei7 X|&57| 4ME HE MR,
CreateGroupOl(7}) Rl & 44 EjaE M AbgQiLICh EHOE F7bsts Z2 B 717 Bt

04 B2 22 M= AFS AL

$ aws xray create-group --group-name "TestGroup" --filter-expression
"service(\"example.com\") {fault}" --tags [{"Key": "key_name","Value": "value"},
{"Key": "key_name","Value": "value"}]

{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelID",

"FilterExpression": "service(\"example.com\") {fault OR error}"

GetGroupsZ 7|& 282 25 7IXMSLCt.

$ aws xray get-groups

{
"Groups": [
{

"GroupName": "TestGroup",
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"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"
1,
{
"GroupName": "TestGroup2",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup2/
UniquelID",
"FilterExpression": "responsetime > 2"
}
1,
"NextToken": "tokenstring"

}

UpdateGroupO|(7}) U= I & YOIO|E EfO= MEH AP ILICH EfOE

F7tste < e 7|71 E
QotH BT 7t ME A LT a8 0M 7|E Ef2E W72 UntagResource E AFESHAIR.

$ aws xray update-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-
east-2:123456789012:group/TestGroup/UniqueID" --filter-expression
"service(\"example.com\") {fault OR error}" --tags [{"Key"

: "Stage","Value": "Prod"},
{"Key": "Department","Value": "QA"}]

{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"

}

DeleteGroupO|(7h) U= I E A

=~

$ aws xray delete-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-
east-2:123456789012:group/TestGroup/UniqueID"

{

}

X-Ray API0|| ME2 & AFE
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$ aws xray get-sampling-rules

{
"SamplingRuleRecords": [
{
"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/Default",
"ResourceARN": '"*'",
"Priority": 10000,
"FixedRate": 0.01,
"ReservoirSize": 0,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "=*",
"Version": 1,
"Attributes": {}
.
"CreatedAt": 0.0,
"ModifiedAt": 1530558121.0
},
{
"SamplingRule": {
"RuleName": "base-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/base-scorekeep",
"ResourceARN": "*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 2,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}
},
"CreatedAt": 1530573954.0,
"ModifiedAt": 1530920505.0
.
{
"SamplingRule": {
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"RuleName": "polling-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/polling-scorekeep",
"ResourceARN": "*'",
"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {}
.
"CreatedAt": 1530918163.0,
"ModifiedAt": 1530918163.0
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$ aws xray get-sampling-targets --sampling-statistics-documents '[
{
"RuleName": "base-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
"Timestamp": '"2018-07-07T00:20:06",
"RequestCount": 110,
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"SampledCount": 20,
"BorrowCount": 10

"RuleName": "polling-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
"Timestamp": "2018-07-07T00:20:06",
"RequestCount": 10500,

"SampledCount": 31,

"BorrowCount": 0

"SamplingTargetDocuments": [
{
"RuleName": "base-scorekeep",
"FixedRate": 0.1,
"ReservoirQuota": 2,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10

"RuleName": "polling-scorekeep",
"FixedRate": 0.003,
"ReservoirQuota": 0,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10

1,
"LastRuleModification": 1530920505.0,

"UnprocessedStatistics": []
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® Note
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ExampleZ|4 gt MOIHE

"name" : "example.com",

"id" : "70de5b6f19ff9a0a",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a0@06649127e371903a2de979",
"end_time" : 1.478293361449E9
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Example HIC|E 62| MIIHET} = AOIHE

S8 o2l MaHEE= typel| subsegmentt &4 MOIHEE A5t = parent_idE #&LICH
{
"trace_id" : "1-5759e988-bd862e3felbe46a994272793",
"id" : "defdfd9912dc5a56",
"start_time" : 1461096053.37518,
"end_time" : 1461096053. 4042,
"name" : "www.example.com",
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Ilhttpll . {
"request" : {
Ilurlll
"method"

"user_agent"

"https://www.example.com/health",

IIGETII ,

"Mozilla/5.0 (Macintosh;

AppleWebKit/601.7.7",

JHeER 7Hol=

Intel Mac 0S X 10_11_6)

"client_ip" "11.0.3.111"
.
"response" : {
"status" . 200,
"content_length" : 86
}
},
"subsegments"
{
"id" ""53995c3f42cd8ad8",
"name" : "api.example.com",
"start_time" : 1461096053.37769,
"end_time" : 1461096053.40379,
"namespace" : "remote",
"http" : {
"request" : {
"url" "https://api.example.com/health",
"method" "POST",
"traced" : true
.
"response" : {
"status" . 200,
"content_length" : 861
}
}

CIRASE X-Rayoll 2 =, 5t<| Al

"name"
Ilidll

"example.com",
"70de5b6f19ff9a0db",
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"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a006649127e371903a2de979",
"in_progress": true

ExampleS & 52 AIHE

S22 52 MaMHEE= typel| subsegment, trace_idet &4 MOAHEE A= parent_idE
A &LCh.
{
"name" : "api.example.com",
"id" : "53995c3f42cd8ad8",

"start_time" : 1.478293361271E9,
"end_time" : 1.478293361449E9,

"type" : "subsegment",
"trace_id" : "1-581cf771-a006649127e371903a2de979"
"parent_id" : "defdfd9912dc5a56",
"namespace" : "remote",
"http" : {
"request" : {
"url" : "https://api.example.com/health",
"method" : "POST",
"traced" : true
.
"response" : {
"status" . 200,

"content_length" : 861

LHEO| 2= EH, end_timeDt B CtA| HESH MIHEE B2 MA R 2EE MIHEE TH S
LHOIHEE 'E—:'N%I—IEP.

HIS7| YZE2E QUE 22 230l o9 MIHES HEMoR MEY £5 YBLICH oS Sof
2 APIS ALSXITF 83 SIS AlRsty| EiTol ok 200 ST HHEHSHYIE HLICH STO| HAE
= Z Al M5 MIHEE X-Rayoll M&st1, LIS0| g2 &R 519l M1pES Hasiz Lo

Jlsoz HsB Oa ecER =

=
MIHEO| 72, 59 MIME Z22 69| MIHET} ARHE
S0| HRE|S FAIHA 59 MIHER HolM T ELich

CHe e 59 MIBE T4MolL 2R T4l Wt
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S&et ¢Z0| gl B 42 zIcH 250KH2! EXxtdoloof g LICH.

id- SYEt EQOlA L MOHEHM DREt 5t MOHE Q| 64H|E AHERILICH16KIE] 16T
&=

name — 3¢ MaHE Q| =2|HLICH CIRAER] XY $&E0| Ao ElAALL HHIAE &
gt F 5 MIHEC| 0|2 XIHHMAI2. ALR X 59l MAHE S| FR0l= 0|§ 748 2
C O|&(0f: &= 0lF)2 Het Foi &t M2HE 0|F 2 It MAIR

&
start _time - 5t MOIHEI} MME AIZIS o|Z 3 AIZICE UB|EK| BES ALFOZ EA
ZRFILICH of: 1480615200.0105= 1.480615200010E9.

end_time - 3t/ MIHEE B2 AlZtS EAIE AFRLICEH o 1480615200.090E &=

1.480615200090E9. end_time EEE in_progressE K| &LICH.

in_progress - 62| MIHEI} AZE[RX|BH 22X AAZS S 7IF5HDR end_timeE K|S

St= CHA true2 M S $—%.°=!LIE+ CIRAER QF Y 2HYE 5t MOHE Lt ME 5,
T 51 6t MOAHEE= 174 E£= 074 LIt

trace_id -3t/ MIHEQ 4 | MIMHE EO|A IDYLICE 3t MOIHEE JfHEMo 2 ™S

& ek ZFhct.

-

X-Ray E&0|A ID &4

X-Ray trace_ide t0|E2E FEE 3712 =XIE FEELICH 0 E S04 1-58406520-
a006649127e371903a2de979lLICt. 047|of= CtZ 0| Z & LICt

- HM HE(1)

- o 2| AZHBAIEl 16T+ AHE3HE Unix 0l 23 AlZh)

0 & E01, X3 AZF2 2 2016 12% 12 27 10A|(PST)= 1480615200% 0|, 167!
£ 584065202]L|C}.

- EPO|AQS| 96HIE 22 117 AXI24AtE] 16T5)

A
I
Hu

(® Note
X-Ray= O|A| OpenTelemetry & W3C EZ|O|A HEIAE ALY E E435HE T
El ZHUIE AB5to] MME Ef0|A IDE X|MELICH X-Ray2 H&E
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[ W3C Edllo|A IDE X-Ray EB|0|A ID &Alo|o{ok & LIC} of 2
EBO|A ID 4efaaf4d1e8720b39541901950019¢ee5&= X-Ray2
1-4efaafsd-1e8720b39541901950019ee5%F 22 & Al0jofof B
IDM|= el L EFUARMI (Unix 0| 23 A[ZH 7t Z & E[04 UX[TH W3C EHIOI/\ IDE X-
Ray G4lo2 MEE e ERSHX| et&LICH

« parent_id-3t2| MOIHEQS| &2 MIHENW MEE MIHE IDYLICE 5t AIHEE i
Mo 2 MEE met WeLch - E o< MI HEO| AL, 5tLto| otf MOAHE = 5tLte| A

HEE ZE5HHL &9 MOIHEEM 5t MOIHEE =

iz stsh
* type — subsegment. §¢ MIOAHEE 7H'='E4"—19§ &g met et

\O

4
30
o>
r
ful

(=]

ul
ajo
rlo

ot MaHE | MEH AbEQl E=Qluct.

X
i
0%

st MaHE EHE

+ namespace — AWS SDK £&9| B2 awsO|H, C}E

« http- YA HTTP E&0i CHEt MEI} U= http A LICEH

 aws - OfZ2|70|M0| T EF CHRAEZ AWS 2|4

« error, throttle, fault, & cause - LF7I HUIMUZS S EAISIH LR E RS of| 2 AbEol| CH
B HEEHZI 2 F EELCh.

« annotations - X-Ray7| AMEo =2 QIEAF 7|-Zt W 047} %= annotations Z4A|L|Ct.

« metadata - MIHEON MEE F7} OI0|E{7t U= metadata ZA|LICH.

« subsegments — subsegment ZHX[2| HiRFIL|C.

« precursor_ids — O| 5t¢| MOHE O|™of| 28 4 MOIHEE A|#HSI= 5t MZHE ID HY
G Lct.

HTTP 2% H|0o|&

HTTP 52 083l o Z2I7H(0lM0] XM2(E HTTP 28 HEE (MIHEol) 7|55t 74Lt ofZ2|7 o]
MO| CFR AE R HTTP API0] M8t HTTP 2% HEE (519 MM Eof) 7ISELch of &0

— =
S ZE oiRES HTTP 2 U S| s HEol HZEL

Ct.

« request — Q0] CHEF HEQIL|CH
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« method - 28 HMEQILICE 0 & S04 GETRILICE
. Url-IZE2EZ2 SAE 0|21 2% ZA2olM Lot Yst @& 0| & URLYLICH
« user_agent - 23Xt ECIO|HEN U= AHE XL 0O E

« client_ip- S&XIO| IP FAQILICE IP IZ! Q| Source AddressOilA, £ MEE 3ol 4
2 X-Forwarded-For SIEH0IM &S = U&LICEH

EArE Lt

« x_forwarded_for - (MZHE ™
Z Feq7t lof MEE + QIS EAlstE #EYULT

« traced - (ot MIHE M) CIRAEZ 2 S£0|CHE ECO[AE MHIAE Y2 &
EAlstE F2LULCH o] 2= , lolgss

(=)

=

Zaet 5t MOHES| idet Uk
o|A 7} WAl Ho 2 7+x°+l__||:+

« response - SEO| CHEt HE L

« status - SEO| HTTP ArEH

=
=
« content_length- 8% E&9| ZO0|

CIR2AEZ 2 APIO| CHet 21 2 E£2 ASE WHTTP 2F L SH CHet WEE ALE35tod 5t¢l Al
OHEE J7|SELICH X-RayE ot MIIHEE ALE5t04 37 APIof| sl FHE MIHEE Hde
LICF.

Example Amazon EC20{M A& &2l ofZ 2|7 0|M 0| MEISt= HTTP £ &

0l
=
4
e
m

"id": "6b55dcc497934f1a",
"start_time": 1484789387.126,
"end_time": 1484789387.535,
"trace_id": "1-5880168b-fd5158284b67678a3bb5a78c",
"name": "www.example.com",
"origin": "AWS::EC2::Instance",
"aws": {
"ec2": {
"availability_zone": "us-west-2c",
"instance_id": "i-@b5a4678fc325bg98"
.
"xray": {
"sdk_version": "2.11.0 for Java"
},
.
"http": {
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"request": {
"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",

"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0)

Firefox/45.0",
"x_forwarded_for": true

1,
"response": {
"status": 200

ExampleCt2AEZ HTTP S £0i CiEt 5t MaHE

{
"id": "Q04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"

},

"response": {
"content_length": -1,
"status": 200

}

}
}

ExampleCt2AEZ HTTP &0 Chst FHE MOHE

"id": "168416dc2ea97781",

"name": "names.example.com",

"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,

"end_time": 1484786387.501,

"parent_id": "@04f72bel9cddc2a",

"http": {

Gecko/20100101

NaHE =M
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"request":
"method":
"url":

{

"GET",
"https://names.example.com/"
.

"response": {
"content_length":
200

-1,
"status":
}
},

"inferred": true

Annotations

MNIIHES} 52 M1
annotations Z4%||
XM EE AEEX|E

y7|. .u.IE.I
‘,?A'AL—lEP.
y7t E&i|0]

>

O|=
AA -

ExampleF440| HTTP

2 MOHE

"id": "6b55dcc497932f1la",

"start_time": 1484789187.126,

"end_time": 1484789187.535,

"trace_id": "1-5880168b-fd515828bs@7678a3bb5a78c",
"name": "www.example.com",

"origin": "AWS::EC2:
{

"ec2":

:Instance",
"aws":
{

"availability_zone":
"instance_id":

"us-west-2c",

"i-@b5a4678fc325bg98"

.

"xray": {

"sdk_version": "2.11.0 for Java"
},

.

"annotations": {
"customer_category"
"zip_code" : 98101,
"country" : "United States",
"internal" : false

},
"http":

: 124,

{

NaHE =M
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"request": {
"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0) Gecko/20100101
Firefox/45.0",
"x_forwarded_for": true
.
"response": {
"status": 200

2
o>

TE{OIM AFS ST 717t WX K040 BHLICH LES SIS ELICH THE 7|59 T2 5B EIX
Lict

HIE}E| O E

MIIHES} 6t MOIHEE= ZHA|Q 0-|E4|0|§ Zeet B E FF9 22 7tE 2ETt 5tLt of4
AUE metadata ZHAE £EE X-Ray= HEIH[O|EE Q= &J5tX| pfo M, MIH™
E 2M7} 2| 27(|(64kB)E =1 Fﬁﬂl E’l': o4 22 37|17t MetElX| et&LIct HIEHHO|E =
BatchGetTraces API7} Btgtst= ™A MOIHE E M0 & eleh = A&LICH AWS . 2 A|Z 5= E

E 7|(ctg odlX[2] debug)= AWS7t ME35t= SDK L Z210|E AHE S sl o| & LCt

7‘-|-

ExampleH|EFEH|O|E{7F Z&El AL X X|H 5t MOHE

"id": "@e58d2918e9038e8",
"start_time": 1484789387.502,
"end_time": 1484789387.534,
"name": "## UserModel.saveUser",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
},
"subsegments": [
{
"id": "0f910026178b71eb",
"start_time": 1484789387.502,
"end_time": 1484789387.534,
"name": "DynamoDB",
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"namespace": "aws",
"http": {
"response": {
"content_length": 58,

"status": 200

}

},

"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "3AIENM5J4ELQ3SPODHKBIRVIC3VV4KQNSO5AEMVIF66Q9ASUAAIG",
"resource_names": [

"scorekeep-user"

]

}

}
]
}

AWS Z|AA O|0|H

MIHE 9| 732 aws ZiA|ol= ofZ2|7H 0|42 Aalste 2lAAof Cist METH =& EL|CH ofg] Z
EEOYUBAAE M8F £+ U&LICE E %O-I Elastic BeanStalk2| HE|Z4E{ 0|1 Docker Z 0|
M AEistE O Z 2|7 0|42 Amazon EC2 €l , LUAEAE ABHE= Amazon ECS Z1E|O[L12t
Elastic Beanstalk 82 XtAof Ciet HEE Z&E =+ A&LICH

>

15

aws (M|2HE)

=

2

rin
1]

L=

rr

MEY AbEFILICEH

« account_id - OHZE[Z|0|M0| MIOIHEE CHE AWS A ol & EHCHH, of 2[0S A st
= HE IDE Z|SEct

 cloudwatch_logs - 2 CloudWatch 21 I &8 HdEst= 24X Hi.
« log_group - CloudWatch 21 I1& 0|E.
« arn - CloudWatch 21 11§ ARN.

« ec2-EC2 QIAE A CHEt HE

I>

« instance_id - EC2 QIAEIAO| QIAEIA |D.
« instance_size - EC2 QIAEIA R,

* ami_id - Amazon Machine Image ID.
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« availability_zone — QIAEIAT} A IO 718 WA,
+ ecs — Amazon ECS Z4E{|O|L{ #t7d HE.

« container - Z4E|0[L{Q| SAE 0O|F.

 container_id - ZiE{ 0|4 2] T

« container_arn - ECS ZiE|O|Lq QIAEIA O] ARN.
» eks — Amazon EKS E2{AE0| CiEt HE.

« pod—EKS ZE9| SAE 0|8

« cluster_name - EKS 22{AFE| 0|8.

« container_id - Z1E[0|L{2Q| A Z4E|O|LA ID.

« elastic_beanstalk - Elastic Beanstalk 8tZ30] Ciet ME o] ME = %|
Z9| /var/elasticbeanstalk/xray/environment.conf It 0{ A

rﬂ
§
L
O

L

Elastic Beanstalk =5
FOlsH & olA |C}.

—_=

=

ol

d

« environment_name - 79| 0|EQ]L|C}.
« version_label - 2HE X2|EF AUAE A0 $4XH HHEZEl O Z 2|7 0|M HHH 0| E.

ME|gt QIAEAO| CHsl OtX|2f ez S5 HHZ 2| IDE EAltE =

mm m

« deployment_id - 28
NS

- xray - AFSE HE7(9 & L sH{7Tof CHEt HIEFC|OfE.
« auto_instrumentation - XIS A& ALE 012 E LtEIHLH= £ 2 (0d: Java OO|HE).
« sdk_version- A2 5@l SDK EE= O O|ME Q| HHZ.

 sdk — SDKO| & L|Ct.

i

ExampleZ2{19/0| = AWS EE

"aws":{
"elastic_beanstalk":{
"version_label":"app-5a56-170119_190650-stage-170119_190650",

"deployment_id":32,

"environment_name":"scorekeep"

1,

"ec2":{
"availability_zone":"us-west-2c",
"instance_id":"i-075ad396f12bc325a",
"ami_id":

1,

"cloudwatch_logs": [

{
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"log_group":"my-cw-log-group",
"arn":"arn:aws:logs:us-west-2:012345678912:1og-group:my-cw-log-group"
}
1,
"xray":{
"auto_instrumentation":false,
"sdk":"X-Ray for Java",
"sdk_version":"2.8.0"
}

5t MaAHE S| A0|= ofZ 2|7 0| 0| HMASH= AWS AMH|ALQ 2| AAN CHEF MEE 7|E%
L|Ct. X-RayE= O| HEE AtE30{ MH[|A BHoj Q= CHRAER| MH|AE LIEtULE &
HdEhLCt

rh
=
4
2
m
i

aws (ot?{ MI2HE)

DE Zos ME AFE Lot

« operation-AWS MH|AL} Z|AAE HTHE S &8 API 29| o|F&LCt

 account_id - O Z2[70|M0| Tt E HHo| E|AAE HMASHHL CHE AL MIHEE ©S
& 22, ol Z 2|7 0|M0| HMASHE AWS EIAAE AREH HHO| IDE 7| &LCH

- region - ElAA7} o EE[F0|MI CHE 2|0l RICHH, 2|ME 7S &L o & 01 us-

west-2¢L|C}
« request_id - F0{ CHet D) AEXILICEH
« queue_url - CHZ7|YE ZHolAM CHZ|¥ S| URLE 2|O|ELCt.

« table_name — DynamoDB E|0|£ 2| Z40{AM Ef|0|2 2] 0|§2 2|O|&LLCt.

Example& S X% 5t7| /& DynamoDB 2% E£0] CHEH 5t MIHE

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
Ilhttpll: {

"response": {
"content_length": 60,
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"status": 200

}
},
"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

LRI UYstE AR, AERE Y LFA LFE o7l ool ciEt WEE 7ISE = U&LICH
OHZ2|7[0|MO0| ALEXto|H 27 E EretstH MIaHE|, CI2AER 2 E0| 2R/ E HHetstE ¢
MaIHEN 2LFE 7ISFLICH

2F 7Y

ChE EE & oLt O[S trueZ s LFII L UMES EAYLICH S& 272 82 o /Y
£ M8Y = UEGLICHL 6§ S CIR2AER ZE0M &8t 429 Too Many Requests 2F = Of
£2/710[/440| 500 Internal Server ErrorE HrgtstH BFE7|T stH, 0| 32 37X 80| 2
F M8ELIcH

« error - 2CI0|UE @FJI HUMS S LIEHLH= F2ULICHEE 4Bl ZETHAXX 2EI0|PE 2
« throttle - @QHO| MEtEHRSEE LIEILE B2 ULICHSE S4Bl ZE71429 2% 1trCtel).

il
« fault - M 77t AR SE LIEILE F2ULICHESE B 2 =71 5XX HH 2F &).

MIHEL 39| MOHE 29l QHMES Zotsh 270 HOlS EAFLICH
cause
21912 16%t 042/ DL, C+S TEE T et 24x7H 2 4 AL,

« working_directory - 0i|Q| & A|o] 2 C|ZE{Z| A B2 JL|Ct.
 paths - 0i|l2| & A| AH& QI 2to|EE{E|Lt 2E2| A= i lLCt.

 exceptions - 02| Z4A| HHAEL|Ct.

StLt Ol&fof of | ZA|ofl RlE 2/ ol CHEr MF HEE Z&ELich
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exception
DE WEE MY AL

id- 58 EBO|A | MOHENM 1 RE oi2|o] 64H|E AlMEXIQILICH16KE] 16T!).
message — 02| HIA[X[ILC}.
type - 0 Q| RELICH
« remote - CtRAEZ MH|AT} Btetdt @7 [ E 0l of 7t UM S S LIEHLH= 22 Lct
« truncated - stackO|AM ML|El AB =XHE LIEILH= Hlu|ch

=

+ skipped - Of oil2lot 11 59 B2, & sHT 07k KLEt of2f Zhol LA F 09| £AHE EAISHE
SRRl

« cause-0i2o| ¥ T F, & i of2E RS 0|2 IDYILICE.

« stack — stackFrame Zi&l| Hfd2lL|C}.

o
ror
0
HL
i
N
T
o
-
n

7}S5HCHH, stackFrame ZH%|| 2] S5 AEHO

stackFrame

sqQL #Hz|

sql
DE Hes ME A U
« connection_string - URL @12 EX¥E AIE35tX| &t= SQL ME{Lt CHE CIO|E{H| 0| A 4 9

BRol= AEE Melst HE EXEE IS LI

url - URL 914 EXtEE A8 stE OlO|EH[0|A o] FolE 235 & Melgt URLE 7|5 L
Ct.

* sanitized_query - AF&X7F 2k E M 7ot HLE b2l E A= CHAEH Ci|O|E{H| O] A F{2[LIC
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 database_type - OIO|E{H|O|A QlIZIo| O|F &L|CH.
. database_version—E||0|E-||:|'||0| QAZEIO| T H S L|C}

* driver_version - OZ2[70|40| At&St= CIO|E{H|O|A Ul E2tO[H2| O|F 1t T #HE &
L|Ct.

* user - Cl|O|E{H| O] & AFE X} O|F LT

 preparation - #2|7l PreparedCall2 Attt callolx, 22|17}
PreparedStatement& A& 3HCHH statement &ILICEH

_I_

Example SQL # 2|7t /= 5t MIHE

"id": "3fd8634e78ca9560",
"start_time": 1484872218.696,
"end_time": 1484872218.697,

"name": "ebdbaawijb5u25wdoy.cpamxznpdoq8.us-west-2.rds.amazonaws.com",
"namespace": "remote",
Ilsqlll : {

"url": "jdbc:postgresql://aawijb5u25wdoy.cpamxznpdoq8.us-
west-2.rds.amazonaws.com:5432/ebdb",

"preparation": "statement",

"database_type": "PostgreSQL",

"database_version": "9.5.4",

"driver_version": "PostgreSQL 9.4.1211.jre7",

"user" : "dbuser",

"sanitized_query" : "SELECT * FROM customers WHERE customer_id=?;"
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AWS X-Ray 7H'd

AWS X-RayEe MHIAZEE| CIO|E{E MOIMER £ LICH X-RayE B8 20| e MOMEE
Edo|la2 &3 ELICE X-Ray= Ei|0|AE *E|5t04 o EE[F O] |
A Jefz g oot

g
jo
>
N
2
|0
Hu
=5
o
Q'I_l
rr
x
[

7H'=

« Segments
o St HMIOHE

o MH|A Jgj=

Segments
ofZZI70old 2E|g Adsts HFE 2l
LICH MOHEE 2|4&249| 0 =

|

=
=, = S
HTTP 20| o Z2|7|0|Mdofl TE 5t MIHET} OIS CIOIEIE 7|58 £ &L

- SAE_SAE O, HEE EEIPFA

« 2 -MHAME, 2CI0|UE FA4, FE, ALEXL o O[TE
- SEH-dHf, 2H=

- 2R E Y- AR A B AlZh ot MIHE

. WASHE 28 - 09 A0l XHS HHE LEE 2F, Zet U o9l

>
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Segment details: Scorekeep @ X
Overview Resources Annotations Metadata Exceptions sQL

Overview Time Errors and faults Requests & Response
Subsegment ID Start Time Error Request url
1-12345678- 2023-06-23 20:34:58.099 (UTC) false http://scorekeep.us-west-
5120cbe96265dfa965¢cbalac- 2.elb.amazonaws.com/fapi/game/
556f7a611a12900FF End Time Fault

2023-06-23 20:34:58.110 (UTC) false Request method
Name GET
Scorekeep Duration

11ms Response code
Origin 200

AWS:ECS:Container
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&

Segments Timeline info

0.0ms 20ms 40ms 60ms B0ms 100ms 120ms
1 ]

@O Group by nodes Segment status Response code Duration

¥ Scorekeep AWS:ECS:Container

Scorekeep @ ok 200 118ms PUT http://scorekeep. t-2.elb 1aws.com/api/game/rules/TicTacToe
DynamoDB @ ok 200 3ms Betitem: scorekeep-game
DynamoDB @ OK 200 34ms Getltemn: scorekeep-session
DynamoDB ®@ok 200 40ms Getitem: scorekeep-game
DynamoDB ® ok 200 25ms Updateltem: scorekeep-state:
DynamoDEB @ QK 200 4ms Getltem: scorekeep-session
DynamoDB ®okK 200 5ms Updateltem: scorekeep-game

Amazon DynamoDB2} Z 0| x| MIHEE ELHX| &= MH|A Q| AL X-RayE 3t MIOAHEE Al
| =

Stod E20|4 YoM FEE MIHE YCheAER =8 MHHLIL O/E Sl ORAER 5
440l EBI0IAE XIHSHX| 2t7iL 9 FEMOI FRo|T Y S44S 25 £ £ el

St MIHEE= CIR2AER S £0| ofE2|70|M E7(|E Seto|UEZ EHFLICH CI2AEE] MY
A E 2

AT TAE A2 T MHlATE HUE MIHES YAER 22H0lRtE0] 59| MIHE 0l M A
£l0f REE H2PIZE CHYELICE NS J2Z0| S BY Mol MBS0l B2NE ks
B HD)E ABHH T LT 7 AXIE YAER MulAC] 59| MIHEES ASELICH

—

o€ E0{ HE AWS SDK EZI0|HEE S5 DynamoDB% 2 £ &5t X-Ray SDKE alig &0
CHet 5t MOHEE 7|E8LICt DynamoDBE MIHEE T&6HX| oz EfO|ANM FEE
MIZMHE, MH|A Z20Z 2| DynamoDB - E, A—IHIQQF DynamoDB Ato|o| AX|ol= 25 &t MaH
EQo| HET7} ZtE|o] U&LICH
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O scurekeep -state
DynamoDB Table

,f“'
'\f"/" 0\
B os;rm b S~

O scorekeep-game
DynamoDB Table

_\\".
|
/

Client

v Edge details

Source: Scorekeep Destination: scorekeep-game

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart
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O MyLambdaFunction ikl —
Lambda Function

o-)e |

#,xx,ffﬁﬁgffi::npghkujnemuQUEUE

N \'\/ ueue

© MyLambdaFunction2
Lambda Function

v Edge details

Source: MyLambdaFunction Destination: https://sqs.us-west-2.amazonaws.com/MySQSQueue

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart.
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MH|A JeZ = ofZE2[FH0|ME FEetE MH|A & ElAA0 TiE HEE B = JSON ML
Ch X-Ray 2&£2 AMH|& 2= E APo 5t0{ A|Z3t EE= AH|A ME HghLich

scorekeep-move
DynamoDB Table
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Client O Scorekeep SNS

ECS Container
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O scorekeep-session
DynamoDB Table
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https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
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O
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0 2 £01, ScorekeepO| OFO|Z 2 MH|A(AWS Lambda & )8 5 &35t & APIE A™ELICE O] O}
0|32 MH|A = Node.js EI0|EHE{2|E ALE 350 2|0 O|F 2 MM ELICt Java& X-Ray SDKE E
HO|A IDE 445t O|& Lambda E£0i| Z& & LICH Lambda= E2I|0|A O|0|E{E M&E5ID Ed

O|A IDE &40 MY ELICH Node.js& X-Ray SDKE EBO|A IDE AF235104 O|O|E{E & EHLICH
Zutxo 2 API, Lambda AMH|A 2! Lambda & 0| CHE tE= 25 EQ|0|A oM 74| ==0|
X|Et AHE L E2 EA|FLICH

MH|A 2= H|Io|E & 30 S¢oF 2 2HElL|C.

Efo|A
E#|0|A IDE EZZ|A0|ME ZQste 3o A2 E EF0|ABLICH EHOlAE B @%of o
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‘ Go to service map |

Trace Map

» Legend and options ﬂ-ﬂ
b

O customers

= f(n /ﬁ\ DynamoDB Table
2—®

Client i api products
ElasticBea...Environment ElasticBea...Environment /
No node selected
Select a node to see its details
A

Trace Summary
Method Response Code Duration Age
GET 200 17ms a few seconds (2022-01-20 16:35:56)

Segments Timeline Info

Segment Response Duration 0.0 20 40 8.0 5.0 10 i3 14 16 18
status CDdE K lms . lms 1 JF'I'IS . lms lh‘]S lI’\‘]S :'ns !TIS {T\S ‘ms

¥ api AWS:ElasticBeanstalk::Environment

api @ ok 200 17ms 1 cET .
auth ® oK - Oms |
forward @ ok - 17ms |
products.eba-cvkws4f... () OK 200 17ms e e

X-Ray Trace2| &7 &&lof CHEt REMIEH LI 2 AWS X-Ray 222 X 5HAAIL. EBO|A HIOIEE
30 Sot E-ElL|C.

AH I 2]

(==

EE2XQ EQ0|AE EH st o EZE[FH0|MMH MEItE 2| CHEXM MEZ MS5t7| 28k X-
Ray SDK= MEZ3 21 2|&E XHEst0 Edlo|lALls 2FE AHELICHL 72X 22 X-Ray SDKE
OfZE & B @ -0t F71 @HO| 5%E 7|SELCH.
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https://aws.amazon.com/xray/pricing/

DE LE2 Y ItsE xlA IR ECO|AELICE Y 2|4 Vo EEHSH S LRLE HISS
g X|5H7| {a el £ HIZ0| EB|o|AELICH MER A Bl0|A ID7F X-Amzn-Trace-

IdZt= Ol§ 2| Edo|A SHM|AM HTTP &0l FIHEILICEH 0| R st X M X-Ray S & A
HIA7F Egflo|A SIS £ 7tEtLICE o] EBo|A SIE{E X-Ray SDKo| o|s EHS E|H 2ol Z&HE
L|Ct.

ple)
Im

o

ExampleFE Ef0|A ID & MEZ ZA™H0| Z&E E&fo|A 3l

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793; Parent=53995c3f42cd8ad8; Sampled=1

® Edlola &lic| 2ot
Eg0|A SI{E X-Ray SDK, AWS AMH|A E= ZS2I0|HE QMM MEE 4 Q&LICh of
ZZ|AHIo|ME =4l Q-0 M X-Amzn-Trace-IdE AM7H35to{ AFEX}7F EQO|A ID EEE ME

=
2l AR QMo Zobshod Washs EXIE WRIE 4+ UsLich
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ExampleEZ|O|A ID, 42 MOIHE ID & MEZ ZH0| & E EBfolA 3

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793; Parent=53995c3f42cd8ad8; Sampled=1

Lineage= Lambda & 7|El AWS MH|AO|M X2l HFHLIE S| YR E FX &l|C{o| FHE = 2
A A Me e ELich

>_
EI
I

ExampleZ|L|X|E& 0|88t 3l £

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793; Parent=53995c3f42cd8ad8; Sampled=1;Lineage=25:a87bd80c:1

MEZE MEstHets SEE oiZ 2|7 0[M2 CHE o HIO|HE HHELICH AWS X-Ray Z2£2 H
Mst7| #l2 MHl& JeiZ 27| MSELICH o] E7|= ol EE2[7H oMol EX & =Mt 7[5 & &
A

2F
o —
Ct Ol 27 =
SELICE 12 Edo|A9| B2, /1E %ol Cis Egfola
EY Bz EE A SXtet HHE EL0[2E HE =+ UE

Traces Info

Find traces by typing a trace ID or query, build a query using the Query refiners section, or choose a sample query. You can also type a trace |D here.

Q, Filter by X-Ray group http.url CONTAINS “api/moves"

Runquery () 5 traces retrieved

¥ Query refiners

Traces (5)

This table shows the most recent traces with an average response time of 0,165 It shows as many as 1000 traces.

Q, Start typing to filter trace list

D v Trace status ¥ Timestamp v Response code ¥ Response Time ¥ Duration ¥ HTTP Method
561513004630e58c75¢992ed )oK 3.4min (2023-08-16 17:39:20) 200 0.104s 0.104s POST
.2883714b7daac593167d2e73 ® oK 3.4min (2023-08-16 17:39:19) 200 0.07s 0.07s POST
..54740787431329383155f154 oK 3.4min (2023-08-16 17:39:18) 200 0.15 0.1s POST
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Groups
X-Rayc ZE| EHAL &S0 I8 7|5k XHELICH EH ETHAE ALE5tod 280 £ 5
Ests 7|1&88 Holg = /JU&Lct

O|& = Amazon 2|42
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A2e HI0|E{E 7|28t 7L GetTraceSummaries APIE R 5 &8 [ AF25HAI2.
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HEHOIEE A2t S5 2ot ZE Rl 71-2f wo{o[x|2 2/ & E[o] IX|E ef&LICH HIE
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https://aws.amazon.com/xray/pricing/
https://aws.amazon.com/xray/pricing/
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
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¥ DynamoDB AWS::DynamoDB::Table

DynamoDB &) 0K 200 T Getltem: scorekeep-session

DynamoDB ) 0K 200 10ms Updateltem: scorekeep-game
DynamoDB @ oK 200 46ms Getitem: scorekeep-session
DynamoDB oK 200 39ms

Segment details: DynamoDB

Overview Resources Annotations Metadata Exceptions SQL

SF, 48 2o
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o| 22I2E 2ot AWS O] %|2M £2(Lich AWS 122
E5t=E 7S E olo|E{ ME| 2 HELZ ot 7|=R o] 0|

o
OH
ofn
12
ne
H
[
rlo
o
i
Mju
u
40
N
lo
HL
re
H
Mju
u
40
In
-

OF2 AWS 2} AIE Xl Zto| 25 QL
oto = MEHEL|C}.

ZEI9E Hob- AWS £ AWS MH|A oM AR EIE QIZalE 258 Meo| laLict AWS 22t
ST AWS E3He M ALR Y 4 U MHIAE MBHLICH ME THE| ZARHE H7IMo=
AWS TE F4 Z2I30| Yo R ot TS BAEST ABHLICH X-Rayol MBElE 7
=4 Z22of hat AHMIE LH%% FHES L2002 HT M LHﬂIAWS MEIAE BESMS.
202 AWS MHIA AFsHEOfl et ZEELICH E8 ClolEfel Bl

[ = o
3jo] 271 U B2t HE U FHE HIRE TI5 240] CHME H2l0| AL

= In

Ol @BME X-Ray AI8 Al S5 M ZEHE MEsl= YHE oldliste ol ==0| LItk oS =X
Mz Bt 2 Y &+ SEE S5t S X-RayE 7dst= dHE EoiELICH E8 X-Ray 2|2
28 PLIEZstn BEE5t= Ol =20/ AWS MH|A E|l= CHEE ME6ts WYk otELch

A

- AWS X-Ray__| S84
.« AWS X-Ray0ll A 91z 2} & ot

O| H|o|E{ E=AWS X-Ray

[LICH #E & Ee WR QU ME
ol AWS Key Management Service

AWS X-Ray= &4 E

of 53t 7|8 HAlStD
E =2
= o

(AWS KMS) 7|

i
0%
fol
ol
=
2
ob

I

ML
Y
4l
o
n
]]O
fob 11°"
tol

X-Ray= aws/xraycte O 2| AWS B 2|¥ 7|2 MBS LIct. AWS CloudTrailoll M 7| AHS 2 &
AtStD 7| AHME 2Elg 227t gle™ o] 7|18 MESIMAIR. F(of CHEt HMAE BFEISHAHLE 7| I
HME Tsliol & A9 o gE| 7|1E daE = U&Lioh

CloIeH E= 159


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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(® Note

X-Ray7t KMS 7|2 FX H|0|E & = 3t5t LT = 3HE sHAE [ AWS KMS 2= 0| £t
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Note
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https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/eventbridge/latest/userguide/data-protection.html
https://console.aws.amazon.com/cloudwatch/
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« aws/xray — AWS ZZ|& 7|12 AFE5HA AL
o 7| HE - AEHHM 12 22| CMKE At &Lt

- 7| ARN =& 3 - CI& H™Hol| = o 22| 7|& MASFLICH LtEtHL = 2ol 7(2]
Amazon Z|AA O|&(ARN)E ™Al CF l=d8hL|ct.

7. Update encryption (=3} O|0|E)E MENELIC

X-Ray console
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsx-ray.html
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O| ol Al HH EX= FX CI|0|E{E X-Ray=Z & st Ol E2 8 Amazon SNSe| HetE x| LI

Version: "2012-10-17",
Statement: [
{
Sid: "SNSAccess",
Effect: Allow,
Principal: {
Service: "sns.amazonaws.com",
},
Action: [
"xray:PutTraceSegments",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsx-ray.html#awsx-ray-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsx-ray.html#awsx-ray-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsx-ray.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/sns/latest/dg/sns-active-tracing.html
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"xray:GetSamplingRules",
"xray:GetSamplingTargets"
1,
Resource: "*",
Condition: {
StringEquals: {

"aws:SourceAccount": "account-id"
.
StringLike: {

"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"
}
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aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
'{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess",
"Effect": "Allow", "Principal": { "Service": "sns.amazonaws.com" }, "Action":
[ "xray:PutTraceSegments", "xray:GetSamplingRules", '"xray:GetSamplingTargets" ],
"Resource": "*", "Condition": { "StringEquals": { "aws:SourceAccount": "account-
id" }, "StringlLike": { "aws:SourceArn": "arn:partition:sns:region:account-id:topic-

name" } } } 1 }'

O| (IMIE AF®3tEd™, partition, region, account-id, topic-nameS 58 AWS IIE|M, B,
A’H ID, Amazon SNS FA| O|E2 2 #HZASIM L. 2 E Amazon SNS FA|7} £X O|0|E{E X-Ray2
MESTE HEt2 20oi5t2{H FX| O|F 2 * 2 HITFMAIL.
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AWS CLI A EoF xt74 5 M EE H M.

Example~/.aws/credentials

[default]

aws_access_key_id={access key ID}
aws_secret_access_key={access key}
aws_session_token={AWS session token}

AWSSDK EE= AWS CLILOI AF8E X143 3EFE ol0| 718 B2 CiE(daemon)O| s X3 5ES
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« Amazon Elastic Compute Cloud(Amazon EC2) — IAM &S MM 1 QIARHA T 202 EC2
QAR AOf AZAELICE.

- Amazon Elastic Container Service(Amazon ECS) — IAM 23& 2 44435t 1 Z1E{| 0|4 QIAE A0f 74
E O[] QIAEIA JAM & 2 A3 Lt

« AWS Elastic Beanstalk (Elastic Beanstalk) — Elastic Beanstalk2 7|& @/A
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« AWS Lambda (Lambda) — A 7| HEHE ol A™ dgtof gL cH

X-Rayoil At E g S HgstedH

1. IAM 2£&8 YgLct
2. ¥arg MEdSFL|CH
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/concepts-roles.html#concepts-roles-instance
https://console.aws.amazon.com/iam/home

JHeER 7Hol=

4. Role Name(23& 0|&)0ll xray-applicationS 248L|Ct C}S EHAHIE ME4SHLICEH
5. [Role Type]ollA [Amazon EC2]E ME4EFLIC}.
6. ZEIE HAMg 04745104 o Z 2|7 0| Mol AWS AH|A AMH|AO0] CHEH HMAES Hodgh|ct.

- AWSXRayDaemonWriteAccess — X-Ray CH= (daemon)0ll £ H|0|E{E YZEE = U= ™
gh2 2 o4gfLC.

OHZ2|7{0|M0

AWS SDKZE Al2350{ CtE MH|A0| HMASHE AL Y MH|A0| CHEH HA|

|>
oo mm my

M 4r
X

mo  mjm

Ard
Q'I_l
o fr

n

(0¢]
19
ek
0z
0x

& Z3tof CHEH ALE R HE

HAS S5 X-Rayoll 718 ALS 50 ¢ 5318 HEHS Hodsfor FLICH Al OB ASAHE X-Ray
Z&0lM 22 5HE S5 ClOJEIS W 7lof CHE M2 HEto] BRELICH
17 pald 7lo| B9 OFg TS 5185 AN MM 718 AL

i1}
Fol
\_?ﬂ
rn
h
i
jnl
o
m
=)
12
x
|>
9'I_
4
30
rr
>
oo
>
rr
~
3
(V2]
lw)
D
(@]
H
<
©
+
i
Fol
M
Mok
4>
30
rr
[
_o'l_-
mo
N
iRal
rC

rH
g

o 7| A MMM 7| AF X 2 &0l AHEAHE F7I5HH SHiE AR XHE O]
&2 A guict 7| BMoMe HEtot MY E
KMS HEH2 ZQ 6 K| et&LICH REMISH LI 2 AWS KMS 7HEFX

a0

Pl
oo
al
(=)
N H
e
o
C
[ul
>
=
(Va]
>
H
Q)
<
<
c
|_|
|_|
>
(@]
(@]
D
()]
()]
[=)
Hel
ok
r
)
C
m
3
(@)
H
=<
o
+
|_l.
(@)
3
(@)
(@)
3
_h
|_l.
(@]
=)
2
=

[

—
-
£ le RS ST B8 THS WHE + aUth AR 453t 7|8 WZHK| 23

=
l 8t24™ PutEncryptionConfigE AFEE HetE F043H K| OMAMI2.

o Lt

171


https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/xray/latest/api/API_PutEncryptionConfig.html
https://docs.aws.amazon.com/xray/latest/api/API_PutEncryptionConfig.html

AWS X-Ray JHet Rt 7holE

AWS X-Ray At 5F 7|tk 22 of A

7I82Mo 2 AF8AF U AT o= X-Ray EIAAE MYSHL =HE = e © .
AWS Management Console AWS CLIEE= AWS APIE AF235104 24 &8s 4~ gia L.

= XEE 2laA0M EE API EHATE s&E = U HEFS ALK g of|H §045t= IAM
M2 dMEloF gLICH O™ ChS #ElRlE sHE HEto| 2 ft AF8AF == 80 o|28 HAS o
ZAstof gfLct.

0|24 oIl JSON M= 2ME AHR5104 IAM R+
IAM AFERF A 2] JSON B0l A X3 M2 AT 6HMIR.

|
« YA D AL

+ EH0d 7|EHEE X-Ray I8 U ME FE0f ChEF HAMA BE]

 X-RayOi| CHEH IAM 22| &3
« AWS 2|3 H2Hoj Ci$t X-Ray YOIO|E

o IAM A Lo 2|AA K-

x4
o

12

B AR

ID 7|8k HAof h2F AEHAAM AL A7 X-Ray ElAAE M, HMA L= AXE = UEX| 0487}
ZA™ELICE ol Yo 2 QI5H AWS 7|50l H|S 0| e = A&LICH A3 B3F 7| YA M5t

AL BHEE e oS XED HE A E IHELICH

« AWS Z2|8 HME AZ5tD 2| A HEoZ M- ALK 2 {3 Z=of HE 20{E A|E5HE{H™
or2 QlHt& Ol AL AlEilof| CHEH HEtES F045tE AWS 218 HAE AISELICEH ol AIEE £
Q& LICH AWS H K. AF2 AtElo = AWS 124 2|3 X2 g X o|stof HE ==o|u A
0 ;EI—IEP KEMIEH LI 2 IAM AL RF M-EA 2| AWS 22|13 HA EE= AWS

e HEStHR.

O:| |=||-|——||:I'- Ol o '" o= AA
51912 FOlFLICH IAME AS3Hod MEHS M3t Witol Chet ALAMIEH HEE 1AM AL X A4
o

HH 5 7|8 A of 172


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AWS X-Ray JHet Rt 7holE

« IAM Ao RS A8 5H04 M| A FIHAEE - HAol| =

- 12 FItstod 2 I 2[AaA0] CHEH
HIAE MBHe & ASLICH 08 501, SSLS ALZ 501 RE 28 Masfof BTt XIYstE &
MAEAS AEY = USLICEH AWS MHH|AQL Z2 EHE So AIEls B ZUE ALE5H0q A
HIA ZHodofl CHE HMIA HBHE Foi8 4% ABLICH CloudFormation. AFAIEH LIS S 1AM AHS R}
M &

= 1 7|52l Mt EE - JAM Access

Analyzerol| A= IAM &2 ©10{(JSON)Qt 28 Atai|7} A= 2o 9l 7|E Hue
EQIEFLICEH IAM Access Analyzer= 10071 O|&o| Z4=H &to| &5 A&l 758t FHE X|S5H0d
obstm 7|5 MRl HME MG TS E4LICH RHMEH LI&2 IAM AL RE MHA{Q| IAM Access

Analyzero M H2 HE S M ESHAMIL.

 |IAM Access AnalyzerE &3l IA

H

- Ct8 2B (MFA) 22 -0llM IAM AL XL EE= FE ALSXI7F HRE ALE[R7t e 89 FI7H 2o
= flol MFAE AWS 7A'SALICH APl 5t E AHMez S £ M MFA7H 225t E20| MFA
ZUE FIHLICH XEAEH LIE2 IAM AL X DEBAM Sl MFAE SEF E2F API HMIAE R Z=StAl
(@}

IAM2| 225 Atzd|ol| CHEF REMIEE LHE 2 IAM ALE R dB A L] IAMO| E o Y A& & ZshM|2.

X-Ray 2& At&35t7]

AWS X-Ray 2& 01 HAM|ASHE{H &[4 Mt Ego| 2{ofoF B LICE of248t HEH20|M X-Ray El&4
51&sHoF LIt AWS HIE. =4 e HETECH O A&
CC

of CHer MIF HEE LtdstT 2 = UATSH
XA BB 7| YA S dHotes B2, 2&0| T G0l HEE HEIE[(AIER E= A&)odl CHal

o T
[©)

O|mi= % SstX| pf&LICH.

m>

o|g{et AME{E|7t 047"'0| Ray 2£2 A& £ U S 5t24™ AWSXRayReadOnlyAccess AWS &
2l HAZ AEE|o] ¢ Z*L—|E|'. O] M2 X-Ray2| IAM 22|38 H2o| RtM|S| MH |01 A& LICH.
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"Version": "2012-10-17",
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

usernamel}"]

Efi 704 7|ghet X-Ray 2& X MET 7=of CHEF HAMA 2|

ID 7|8t HHo| 7S AE5to{ EHIE 7|BISE X-Ray 218 I MEZ 7=/of it AMAE X0

g o A&LICH OFHE ol EA2 AE X g o CHs Ef 2 stage:prod & tage°preprod% At
85tod 152 M, MK E= UH0|EE = U= ALSKt Aol Mt E O ALSE = UG
LICH X-Ray ME% & A O & EfiZol CiEF RiMIEF LI 2 X-Ray 2T & 2 I 5 B3 X|Est
718 HZstAIR

MER A& MM S HE5IE{H aws :RequestTageS A E5H0{ 4 QO UFE X T ol= H
OE EANFMR. MER 729 UC0|E E= MAME HESIE{™ aws :ResourceTagE AH& 3104
i 2l 0| 70l 7|BHEH 2t 4 HESHAAIL.
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A LY ALE X0l olz{8t MM MP(E= T WMo =2 A e s Hig e )E += JUal

Ch. ARt 38 E= MET 22 HEstedH I8 = HET 720l stage=prepod =
stage=prod i & Xl""ﬁHA‘IE ot ElLct =7 7| O|F§ 2 LA EKE F25HK| L7 ME o =74 Ef
1 7| Stage= Stage & stage 2F ot LXIFLICH =74 250 CHE XEAM[EH LIE2 1AM AFE M

MOl IAM JSON 2 9 A Z7A2 B X SHMIR.

Che x4z Q|

role:admin7} &= 2|A&

HAAE &2 T A8 RHE BlAA0 role:admin EfE F7HE £ gle
A0|M EfZE MHE = ei&Lch

0

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"
},
{
"Sid": "DenyRequestTagAdmin",
"Effect": "Deny",
"Action": "xray:TagResource",
"Resource": "*"
"Condition": {
"StringEquals": {
"aws:RequestTag/role": "admin"
}
}
}I
{
"Sid": "DenyResourceTagAdmin",
"Effect": "Deny",
"Action": "xray:UntagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/role": "admin"
}
}
}
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X-RayO CHEH 1AM 22| =

et 2048 7HA3E 57| I8 IAM2 ZF MH|20f CHEH 2 E2l™ EAMg X LICH MHIAE M APIs.
M7 M8 A 2[R AR AtEof CHE 2H2ld HA 2 AWS X-Ray A3 & LCH.

« AWSXrayReadOnlyAccess - X-Ray 2& AWS CLIEE= AWS SDKE A& 75104 X-Ray APIMIMH E
20| Ci[O|E], EB||o|A B, QIAO|E & X-Ray T+ &2 7HK2 = U e &7| HEHLICEH 2 &0i A
CloudWatch &} 74| S8 & Mo YR = _/.\_ﬁ HAHM BRE FHE S s UEE SI= EF
BHEH HA|A BE|RHOAM) oam:ListSinks 2! oam:ListAttachedSinks T8H0| Z & E|0 QU
&LICH BatchGetTraceSummaryById 2! GetDistinctTraceGraphs APl 22 =0 &
£35t7| 9|8t 730 ofL|H AWS CLI & AWS SDKso| Z & E|X| i &LIC.

~

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries",
"xray:BatchGetTraces",
"xray:BatchGetTraceSummaryById",
"xray:GetDistinctTraceGraphs",
"xray:GetServiceGraph",
"xray:GetTraceGraph",
"xray:GetTraceSummaries",
"xray:GetGroups",
"xray:GetGroup",
"xray:ListTagsForResource",
"xray:ListResourcePolicies",
"xray:GetTimeSeriesServiceStatistics",
"xray:GetInsightSummaries",
"xray:GetInsight",
"xray:GetInsightEvents",
"xray:GetInsightImpactGraph",
"oam:ListSinks"

1,
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"Resource": [

i n

]
.
{

"Effect": "Allow",

"Action": [

"oam:ListAttachedLinks"

1,

"Resource": "arn:aws:oam:*:*:sink/*"
}

« AWSXRayDaemonWriteAccess - X-Ray Ol AWS CLIEE= AWS SDKE A& 3504 Al E
4 £HE X-Ray APIO| JE2EE £ Q= M7| HEtL|CH MES #Eg 7t MEY &
Bng el7| Heto| = ELICH

M
2

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"xray:PutTraceSegments",
"xray:PutTelemetryRecords",
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries"

]I

"Resource": [
nwxn

]

}

« AWSXrayCrossAccountSharingConfiguration - A 7ol X-Ray 2|AAE SR5H7| I8t
Observability Access Manager @38 FtE1, 2|5t € & Y TEES 2o4ELICH A4 AH
o 2LEZ A™ 7te| CloudwWatch HIH 7+ #E Mg gdstste ol AFSELUCt
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:Link",
"oam:ListLinks"
]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"oam:DeletelLink",
"oam:GetLink",
"oam:TagResource"

1,

"Resource": "arn:aws:oam:*:*:link/*"

"Effect": "Allow",
"Action": [
"oam:CreatelLink",
"oam:UpdateLink"
1,

"Resource": [
"arn:aws:oam:*:*:1link/*",
"arn:aws:oam:*:*:sink/*"

« AWSXrayFullAccess — 217| T8t A 7| d-Ynt MEZ 73
2 X3 0P04 D E X-Ray APIE A& HEHRIL {4 CloudWatch 1k} 7
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I
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HH 5 7|8 A of

178


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html

AWS X-Ray JHe R} 7HolE

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:*",
"oam:ListSinks"
]I
"Resource": [
wxn
]
}I
{
"Effect": "Allow",
"Action": [
"oam:ListAttachedLinks"
1,
"Resource": "arn:aws:oam:*:*:sink/*"
}
]
}

AWS 2| EAof CHet X-Ray HHEIO|E

Ol MHIAT} O|2{8h ¥iE AP E FX5t7| AlEF e 0| FF B X-Ray2| AWS 2|8 E3 Adol|o|E0o Cf
e MF HEE ZLICH ol Ho|X|2 #iE Atgof CHE AtS Y EIE & 2e{™ X-Ray =AM 7|5 H|O[X]
oM RSS IZIEE 7 55HM2.
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* CreateGroup

* GetGroup

* UpdateGroup

* DeleteGroup

* CreateSamplingRule
* UpdateSamplingRule

DeleteSamplingRule

n

&2 CreateGroup ol CHet AtE 5 7|8t HEk HA oi M L|CE. O diAo M= /FUEF;
EZ 18 IDE 7IX|E 18 0|8 local-userset 2 E ARNS| AFEE€ E0{ELIC IR IDE 2
E2 U= M H-EE|7| 2ol HAol M O|2| 0o Fe &= & LICt GetGroup, UpdateGroup E&
DeleteGroup2 AFSE [, Ol IDE Z&st0od tU=FtE E= HES ARNSZ HOo|E £ Q&L
Ct.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:CreateGroup"
]I
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:group/local-users/*"
]
}
]
}

CI=22 CreateSamplingRule 240l CHEt A}23 SF 7|8 HEH A of MLt
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:CreateSamplingRule"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:sampling-rule/base-
scorekeep"
]
}
]
}
@ Note
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AWS X-Ray JHet Rt 7holE

X-Rayoll M Ztedg &g HEtol eig

AWS Management Console0 M 2rd2 &g T80l Qict= MHIAIXIZt LIEtLLE B EEIXAH &
O|5t04 =22 ook gLICt HEIXH=E 20 Eot 015 HEE XS AFR Lt

CHE ool 2F = mateojackson AERI7H 2& ALE5to MER m=/of CHEt MR HEE BT
St X|2F xray:GetSamplingRules T™EH0| Qi BA<0i eh g LICt.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: xray:GetSamplingRules on resource: arn:${Partition}:xray:${Region}:
${Account}:sampling-rule/${SamplingRuleName}

O] B2 Mateo= xray:GetSamplingRules &S At8350 MEZ 73] 2|AA0 CHEF HMAE
HESIEE HAME LHIO|EE WS #elxtoAH 2F&LIct

iam:PassRoleE &g Hsto| gig

ian:PassRole SIUS S HY + QU= HEHO| UCHE 277} +4IE/E X-Rayo] AL S MY 4 2

T E HAg dd|o|E sl oF & LICt

U AWS MHIAOIAE ME S MHIA 48 i AfHIA 917 B8 Matshs ThAI ST AfHIAof
= e MY & UELICH O[3 S ALBAITL MEIA0] B S HYH 4+ s HEtg Il

x| Qloqof &L|ct.

CH2 oMl @ 7= marymajor(Ol)2HE IAM AF2RF7F 242 AF25104 X-Raydll M EHde £35ie{n
= 40| ghgLIct st X|et 2 dE s SkE{H MHU|A & ol Fo4gk HEHo| MHH|A
LICt Mary= MH|AO| &S MY e = e HEt2 7HX|D JUX| et&Lct

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

0| B2, Mary7t iam:PassRole &2 =™E = UL T Mary2| M2 oo|E3loF & L|Ct.
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I

IAM Identity Centerg& At&3tX| et B HMAT B AAEXL EE= o Z2[AH 0| Mo CHE |
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AWS CloudTrail 21
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
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« Transport Layer Security(TLS) TLS 1.2& E<0|H TLS 1.3 HEFLICH

« DHE(Ephemeral Diffie-Hellman) &= ECDHE(Elliptic Curve Ephemeral Diffie-Hellman)2}t 2 & &%
ME EoHPFS)0| X2 El &4 E ME Java 7 0|4 o] 2[4l A|IARI2 CHE R 0|28t ZEE X|¥E L

Ct.

VPC = Z QIE 9} &7H AWS X-Ray AHS

VPCe} X-RayZHof|

Amazon Virtual Private Cloud(VPC)E& AI&35t0] AWS Z2|AAE SAESE B2,
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Ztolsl ddEe MEE £ U&LICEH O] HAE AF835HH X-Ray MH|A T HE
1 Amazon VPCO| 2| A A9} EAIE 4= Q)| S LCt.

Amazon VPCEF AF&X}7} Holsh 714 L ET oM AWS EIAAE AIRFE I AR E £+ U= AWS
MH|AQILICEH VPCE AI23610{ IP T4 #He|, MEY ZIRE Eo|E, HEXT HolES 0| 52 1
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/
https://aws.amazon.com/blogs/aws/new-aws-privatelink-endpoints-kinesis-ec2-systems-manager-and-elb-apis-in-your-vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/GetStarted.html
https://docs.aws.amazon.com/vpc/latest/userguide/GetStarted.html

AWS X-Ray IR 740l =
MEfS AWS 2|1 & 501 X-Ray8 VPC HEZQIEE M 4 Qx| &#lste{H XL = 2TE
AEstAAIR.
X-Ray& VPC AIEXQIE MM
VPCO{| A X-RayE AtE3IEiH X-Ray& QUE{H 0|4 VPC AEZQIEE MMM L.
1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2&& LI}
2. EHMEMA=ZEZQRIER 0|5 OIS AEZQIE MHS MEAEHLICE.
3. AWS X-Ray AH|A O|F§ 2 HM5t0o4 MEHEILIC}H com.amazonaws.region.xray.
Service category . AWS services
) Find service by name
) Your AWS Marketplace services
Service Name com.amazonaws.us-west-2.xray 0
Filter by attributes or search by keyword
Service Name Owner Type
com.amazonaws.us-west-2.transfer.server amazon Interface
com.amazonaws.us-west-2.workspaces amazon Interface
() com.amazonaws.us-west-2.xray amazon Interface
4, et VPCE MEHEHCOHS CIE{HO|A AEZQIEE AL E VPCL| MEUIS MEASL|Ct, AEH
& MEUM A= ZQIE HESYT QE{HO0|ATF MAM=ELICH 27| CHE 718 Qod(AMH|A0 2
s X[l M stLt olat el MEHIE X250 QIE{HO|A AEXQIETL 7HE W Fo WM Al 5
22 XIIELICH Ol 554 XIZB ZF M=ol QIE{TOlA HIESIT QIE{H 0l AT AAEL
Ch.
VPC* | vpc-4fee3a3? +~xC e
Subnets = subnet-40d87938 (i)
Availability Zone Subnet ID
us-west-2a (usw2-az1) subnet-40d87938 -
[J  us-west-2b (usw2-az2) subnet-ff4281b5 -
[ us-west-2c (usw2-az3) subnet-d14bfb8c -
[ us-west-2d (usw2-az4) subnet-1faf8734 -
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https://console.aws.amazon.com/vpc/
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2 A83t0{ X-Rayoll L& £ %'%L—“:l'. _LL01| [EPEP HIgd3lst & MEfe &= Q& LCt.

6. Eot 82 XIH3I0{ AEXQIE HERF QIE{HOo|A L AT LICEH

Security group = sg-d4f14if4 Create a new security group €

Select security groups a

&
Filter by tags and attributes or search by keyword 1to50f5
Group ID Group Name VPC ID Description Owner ID
sg-0683c... ssh-hitp vpc-4f6e3a3dy EC2-VPC launch-wizar... 979300271395
sg-0774... awseb-e-7xv5...  vpc-4f6e3a37 EC2-VPC SecurityGrou. .. 979300271395
sg-0a46... launch-wizard-1 vpc-4f6e3a37 EC2-VPC launch-wizar... 979300271395
sg-0d62... awseb-e-7xv5...  vpc-4f6e3a37 EC2-VPC Elastic Beans... 979300271395
B sg-ddf14...  default vpc-4f6e3a37 EC2-VPC default VPCs... 979300271395
Close

7. (M AME) X-Ray AH|A0| AMAS = Qs HErE Moiste ALSAF XIE Mg X|HE LD
ZlE2Mez A HMA HEro| s{SELICH

VPC QIEZQIE MM E ZOIEE BHELE 47 Al IEZOIEof HZsHe 1AM 2lAA QL
tX| et2™ Amazon VPCE= AMH|AM CHE A HMAE 5
: C.’ilEEO.JE HE2 IAM AL S AL M = MH[AE HAg
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html

AWS X-Ray JHe R} 7HolE

{"Statement": [
{"Sid": "Allow PutTraceSegments",
"Principal": "*",
"Action": [
"xray:PutTraceSegments"

1,
"Effect": "Allow",
"Resource": "*"
}
]
}
X-Ray0ll CHEH VPC AIEZQIE HAMZ TME5tE{H

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L|C}.

2. EIM Zo|M A= ZQIES MEISH|CE

==

3. X-Ray& =X QIEE ot %] W5t X| &2 BR X-Ray& VPC Q=X QIE o[ uHE MEY
AR,

4. com.amazonaws.region.xray AEZQIEE MEASH O} A B2 MENSHLICE
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https://console.aws.amazon.com/vpc/
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« AWS GovCloud(0|= %)

« AWS GovCloud(O|= M%)

WA MH[A ESE CH2[2! X

=S T CH2|xt 2Xl= &g +38E Heto| gie AEE[7F HEto| B2 AEE[of|H 2dE =~ st
CEZE = A= Bt EXUch AWSOIM=E TAt MH|A 7HEH S 2 Qlsl 2S5 CHEIRF 2 X7t
dF g = A&LICH WA MH|A 7HE 2 Bt ME|A(ZESHe MH[A)7HCHE MH|IA(ZE K= ML)
E AYMoE SEF M YdE = JUELICH E™HMoR S E5= MH|AE OHE T 9| 2[A A0 CH
Sl MM A HEHO| Qe YAoE 2S5 HEtS MESEE Z&E = UELICH O|F Ux|st7| s
AWSOHI M= Aol 2|iaA0f CHEF HM|A HEHO| F04El MHH|A 2ot FH|E ALE 501 ZE A{H|AO0]
CHet Cllo|lHE 223t ol 80| &l =+ & M3 Lt

AWS X-Ray7} ElAA0] CHsH CHE MH|AO| MEsteE Het2 Aetstedw 2lAA Mo M

aws :SourceArn, aws :SourceAccount, aws : Source0rglID, aws :Source0rgPaths 228 =
HHHAE F|1E AMB5tE XW0| E&LICE aws:SourceArne A& S LS| BlAA R WA AMH|
A HMA HEtT HAZAEILICH aws:SourceAccountE AFESHH SHE HAIHO| RE BlAATF WX A
HIA AFE HEtT @4ZAEILICH aws:SourceOrgIDE AMBSHH X2 L 2E HHEHO ZE 2l4AA7 0
At MH|A AFR HEtD AZAE £+ U&LICH aws:SourceOrgPathsE AHE 51T AWS Organizations
BE LA™ RE E[AATF IR MH|A A THetah (IZELICH B2 ALE I ofslofl CHEr REHAlIE
LH& 2 AWS Organizations AIE{E| ZZ 0|5l5t7| MM2 3

=
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceorgid
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceorgpaths
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data-orgs.html#access_policies_access-advisor-viewing-orgs-entity-path
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JHeER 7Hol=

2 D2 7L} 02 BAAE X|Xsts A2, ARNO| & &
E2XH(*)E Z & aws:SourceArn 22 =7 HEA

H
(=

arn:aws:servicename:*:123456789012: * lL|C}.

OtoF aws : SourceArn Zf0ll Amazon S3 HHZ! ARNTF ZF2 A™

Mgtst2dm 5 aws:SourceAccount 2! aws:SourceArnE 25 A

ESE EIX EMZRE 25 5t2H 2laA 7|8 HMoM 2laa
o &7 aws:SourceOrgID &= aws:SourceOrgPaths & =
aws :SourceOrgID & aws:SourceOrgPaths 7|7F Z&E
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Ct= ol= X-Ray2| aws : SourceArn & aws:SourceAccount T =

SE e[zt EXME YX|sts dHE 2oiFELIch

"Sid": "BlockCrossAccountUnlessSameSource",

"Effect": "Deny",

"Principal": {
"AWS™ . "M

},

"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext"

1,

"Resource": "*",

"Condition": {
"StringNotEquals": {

"aws:PrincipalAccount": "123456789012",

"aws:SourceAccount": "123456789012"

1,
"ArnNotLike": {

"aws:SourceArn": "arn:*:*:*:123456789012:
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AWS X-Ray THLRE 7H0|=

Of = 2|71 0]+
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AWS X-Ray A

(® Note
X-Ray SDK/CIE | X| 2] SX| - 20261 28 2520{l AWS X-Ray SDKs/CIE2 FX| #El 2
C2 XMetE|H, 047|M AWS & EoF 2x|2t 538t £ 2 X-Ray SDK 2! 0|2 ZIZ|AE A|EHE
LIct X|§d ol et REAISH LH& 2 X-Ray SDK & Tl X|3 EIRJEtQl MME XML,
OpenTelemetry2 0+O|12{|0|M3t= Z30| Z&LICH OpenTelemetry2 0+O|12{|0|M5t= &

ol CHE REMIBH LHE 2 X-Ray AIS 0 M OpenTelemetry A5 2 2 0i0|28|0|ME EZE A

(@}

L.

GitHub 01| A APRZ" £ &= AWS X-Ray eb-java-scorekeep MZ Y2 AWS X-Ray SD
AI HTTP 2 &, DynamoDB SDK E'El'Ol?_"E EJ HTTP EEI' |9_§% 7=”§3I'E %Hill% _‘?'_0=|§L—|E|'

MEZ M2 CloudFormation & AM&3+0{ DynamoDB H|O|E & MA5t1, QIAEANA Java ZEE &
o5t m, F7F 74 910| X-Ray Cl2 2 Al@FLICH
AWS Management Console == E AtE35t04 ASE M E ofZ (A 0|Mo| M| L A2 AlEf5ted

™ Scorekeep AH&EME EZSHAML AWS CLI.

ames
Username 9 tac

Create a game

random =

| tac |

) Rules: | Tic TacToe ¥ |
Session

(e | = g
q * Games
| session ID ﬁ| . * tac .

o7|ofz ZHEE 4 M, o] o] 2 EESt= API, O] /0| L|O|HE M&Est= Ol ArEste=

DynamoDB E|O| £ 0 £3+5|o1 A&LICH EH, E2{39 & AEE AWS SDK ECI0|HEE AHSEt

7|12 HE2 ZTEMEQ| xray-gettingstartedE X[l EA[E/LICt Ol= AlZSH7| RH& A0 A BH

Zst= 27|LIch ol 2710l 712 ME e X E|o] 22 2 master &7(2H2| RO|EE & Ql5tod
712 A E A& olshE = A&LICEH
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray

AWS X-Ray JHet Rt 7holE

arn:aws:sns:us-west-2:97930027 ...

4 AWS::SNS
scorekeep-session

AWS::DynamoDB:: Table

avg. 1 1 ms

avg. 10me 0.6 vmin
|
1 t/min
>
scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep

AWS::ECS::Container

710ms

0.07 vmin

SNS
AWS::SNS

scorekeep-game
AWS::DynamoDB::Table

60ms

0.07 vmin

scorekeep-user
AWS::DynamoDB::Table

HE oE2/7old2 Chg T M 7|8 T+ EE Eod FLICH

« HTTP 2% EE| -WebConfig. java

+ AWS SDK Z2}0|E A= -build.gradle

o EZ 2|7 0o|Me
Lambda &<+ &

HlI

7l HTTPClient, &A1, SQL # 2|, AFE XA X 5t MIHE, 7 HE AWS
ZF7|3t 32 LD AFEE ASS T&ELICH
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/WebConfig.java
https://github.com/awslabs/eb-java-scorekeep/tree/xray/build.gradle

AWS X-Ray JHet Rt 7holE

HER KoM AF X 23921 & AWS SDK for JavaScript AFH& 2 X|'°.:4 57| @8l xray-cognito&
xlE A8 Q15 2 Mt Ho{E X|45H7| 2|5 Amazon CognitoE F7HgHLICH Amazon CognitoOll A
JtM2 2ot 015 HEE A85to{ E 2 EBfo|A HIO|EE X-Rayol| 2L 20| E T o A2
QE HEE HIYELICH 2Bt X 2Et0[ME = EBO|A Yof At cEZ EA|EH, AFEA7E E
7 e HOo|X[e] URL 2! AHE XIS IDE =8 =7 HEE 7S &LIch

OX|Z 22 xray-worker®7|= Amazon SQS CH7|[F0M *2| E =52 SEMo=Z Alst=

A 7|3tE Python Lambda & +& F7I & LICt Scorekeep= H|I0| B motch CH7 Kol & =2 F7t

grLIC}. Cloudwatch OHIE 0| 9|5 E2|7HE/= Lambda 2 HAE B £ 7HH0 2 CH7 WM &5 2

7t & x2l5tod EM2 flal Al BlZEE Amazon S301| ME & LICH.

=

* Scorekeep MEZ OHEZ|7H 0|M AlESH7]

- AWS SDK Z20|2E =8 HF

- TS MIOIHE MY

« &M HEHOo|EH 2 MEXHID 7[5
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X-Ray SDK/HIZ S X| 2| ZX| - 2026 22 2520 AWS X-Ray SDKs/EI2E K| &2 2
2 MEEIH, 047|M AWS £ EoF 2R|EH 8125t = X-Ray SDK X G2 A S M3He
LICH R Lol CHEF REMIEH LI 2 X-Ray SDK 2! CIE |2 EFQIZIQI MME & EFIAHQ
OpenTelemetry2 O+O|12{|0|M3lE Zd0| E&LICH OpenTelemetryZ 0HO|184|0|M5HE &
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html

AWS X-Ray JHet Rt 7holE

O| Rt&MoM=E ALE35H01 Amazon ECSOIAM M E o ZE2|70|M 2 X-Ray L2 A&s5t= 2l

E Mt 745t = Scorekeep ME OHEEIF|0[M2| xray-gettingstartedEEH#HXIE AFSE |
Ct. CloudFormation OHZ E2[#H| 0|42 Spring Z2| T E ALE 35104 JSON & APIQIE +3 AWS SDK
for Java 501 Amazon DynamoDBO{| Cl|O|EHE& | X[&FL|Ct. o E 2|70l Mo MEZ! EE{= o EE(7
O|MoIM XEIStE ZE 4 22 HS35l1 SDK AWS 22H0|HE 9| 2% BHEE{E= DynamoDBO|

ciEt ceAE2 358 ARSI

AWS Management Console ==& AF&350{0| A& ME [MHE &= A& LICH AWS CLI.

Sections
. |-7C-{ x 7-|

+ CloudFormation2 A+&3+04 Scorekeep OHE 2|7 0| A x|

.+ ClOIE 27 44

- 0 Egflo|A B E 7| AWS Management Console

O| Xt& MOl MHE CloudFormation & ALE5t04 MZ OHEE(7 0|44 & X-Ray HIE 2 A&st= 2|AAE
Hstn FHELICH REEIYE HX[stn MRStE{H OIS A 2F MEo| ZHe gL ch

1. HEHO| MEHE IAM ALBRHE AFSSHE AL 1AM 2401A CHe AFSRE HAE F7tetAAIR.

« AWSCloudFormationFullAccess— CloudFormation YAIA Ll Al

« AmazonS3FullAccess -E At&35t0{ E1E3! I 2 E CloudFormation0f Y2 =5t2{H AWS
Management Console

+ IAMFullAccess— Amazon ECS & Amazon EC2 QIAEIA o4& MM
* AmazonEC2FullAccess— Amazon EC2 2|AA MM
« AmazonDynamoDBFullAccess— DynamoDB Ei|O|& A4

« AmazonECS_FullAccess— Amazon ECS Z|AA Mo
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https://console.aws.amazon.com/iam

AWS X-Ray JHet Rt 7holE

« AmazonSNSFullAccess— Amazon SNS F&{| 244
« AWSXrayReadOnlyAccess — X-Ray 2&0|M EB|0|A Yt ETO|IAE =
2. B A83to] A& AME M™SE{™ CLI T 2.7.9 0|42 AWS CLIM%|5tD O|H
CLIE #/8fLIC}. https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
AWS CLI AR 2 E T e M 2IF0| |0 U=X| LIt X[Fo| T EEX| gt B
2 E CLI B0l --region AWS-REGIONS F7}aHoF gLt
3. ME oiEz|7o|M E|IZX|EEIE FH5tE{H Gito| Ax|E[o{ R{0{ok &FL|Ct.

4. S ZE of|XE AE5t0{ Scorekeep EIZX|EE|2| xray-gettingstarted ERX|E SXIF
L|CF.

git clone https://github.com/aws-samples/eb-java-scorekeep.git xray-scorekeep -b
xray-gettingstarted

CloudFormation2 A& 3104 Scorekeep OHE 2|7 0| MR

AWS Management Console

E AL83to{ ME ofZ2|7H 0|4 x| AWS Management Console

1. CloudFormation 2& 7|

2. 2Edds UEE s EECIR HiwolM M 2laA ALES MEFLICH

3. HEZXNE MMM HEER ItY A2 EE MEAEFLICH

4, u MEHZ MEHST gitrepoE SAME M MM E xray-scorekeep/cloudformation &
HZ 0|88 CHS cf-resources.yaml TS MEAEFL|CY,

5. CI2S MEstod A& TIELIct

6. AEH 0|2 2dBto] scorekeep U245t |O|X| StEHOA] CHS S MEHSIO] H|& RIEHL
Ct 212 o]l REEIYO| LIHX| EE0MHE AEI0| 0|E0| scorekeepl 2 X|IHEIRICHT 7}
St

7. AEEM M OO|IX[ HEHOE AT ESI0] LSS MBSt A& RIGELICEH

8. 2|8 Ho|Xx| stEt2 2 A3 E35l0d CloudFormationO| AF2 A} X|& O|ES 2 |IAM B|AAE TF
E T USS &Q5tE MIAYAE MEMF OIS, AR MMHS MEAFHLICE

F
9. O|A| CloudFormation AE0| MME|T QU&LICH AEY MEj= 2F 582 SO
CREATE_IN_PROGRESSZ §X|Z|C}7} CREATE_COMPLETERZ HHZAELICH MElE F7|Xo 2
MZ IXX|H, HO|X|E MZ & = A&LICH
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-config
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://github.com/git-guides/install-git
https://console.aws.amazon.com/cloudformation/

AWS X-Ray JHe R} 7HolE

AWS CLI

E Ar&8sto{ ME oiZ2(7 0| AX| AWS CLI

1. REZY dRE0M SHE xray-scorekeep EZlZX|EE[Q| cloudformation £Z2HZ O]
sach
cd xray-scorekeep/cloudformation/
2. CtS AWS CLI BHE 2 245104 CloudFormation AB4 S MAMFHL|CE,

aws cloudformation create-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

3. CloudFormation AEH AEH7} CREATE_COMPLETEO| & 77 X| ZICI 2| M A|2. 2k 5E20| AL F
LICI. Ct& AWS CLI HHEE AI835t0{ & ENE = elghLCt.

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

GlOJE] & A4

ofZ2|70o| Mol ZHE A= ¢ Ho| ZF (o] UELICH & A2 ALE5tod API EBfEIE ddstn
Edo|A ClO|E{E X-RayZ M&ELICH THX AWS Management Console B = AWS CLIE A8 3104
2 H URLS AMFLICEH

AWS Management Console
E M&3to{ o Z 2|7 0| URL & 7| AWS Management Console

1. CloudFormation 2& 47|

2. Stacks 50| A scorekee

P
3. scorekeep AEH H|O|X[of| M &3 &2 MENStD LoadBalancerUrl URL @3 & MEHNSHO]
2 ofZ2[AH 0|2 JLCt.

=[[o]|=]

2
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https://console.aws.amazon.com/cloudformation/
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AWS CLI

£ A&3stod ofZ2|71|0|d URL 27| AWS CLI

1. Ct

0jo

HHOoIE AS35toq gl off Z2|7io|d 2| URLE EAIFLICH

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].Outputs[@].OutputValue"

2. O|URLZ SAtstod HELR X0l YT Scorekeep E OHEZ2|7H|0|440| E A[FLICH

2l o= 2|AH| 0| M2 AFR50d EB|O|A T|O|E{2 MAISHAIAIL.
1. [Create]2 MEf5t0{ AFR X} LU MM MAIEHLIC}

2. MY olEg Udstn, #2I2 Tic Tac ToeZ A8 O, M2 MEisiof A BHELICH
4. Etelg Meistol 8% ot Y HEIE HBHLIC

O|F Zt EtA[0I M A+9x+ MI:', AY, 52 U MEf CIOIEHE ¢1 47| 2IsH APIOf CHE HTTP 2%

oA EfOo|A B 27| AWS Management Console

MEZ ofZ2|70|MoM M E EBfo|A Bt EB|O|AE X-Ray & CloudWatch 2£0{A & olE &~
OIAL||_—_|.
AA EH .

X-Ray console
X-Ray 2& AtE35t7]

1. X-Ray 2£9| Edilo|A& ¥ H O|X|& HJLICt.

2. Z2&0f ojEzl7o|Mo| ﬁ%érf Edlo|A IOIE{Z R E| X-Ray7} MA5lE MH|A 2= 7}
EAELCH 2Hest B2 EQo|A Bo| 7|2t Z=H5lo # ol Z2|FAH0|ME XS AlIZEH O|F
2E EfolAat EAIEILE grLict.

-
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https://console.aws.amazon.com/xray/home#/service-map
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0 Last 15 minutes ¥

Custom (UTC) Relative

minutes () (5 (350 (30

Hours (1) (2] (3 (&)

Erjo|A Moz & & ZE}0IYUE, Amazon ECSO|A &A™ QI API, o ZE(F| 0| AEStE
Zf DynamoDB Ei|0|= 0| Z A[ELICt. off Z2|7i|o|4dof CHet 2E 27Foi| Chsl, 20l APIoi| =& &t

0, ORAER MH[AE 3stD, 2t 2 E M 0ix 74 7t K| 20| Edio|aH

LICH

ar
rot
ﬂ
u]
d

[T

MHIA JBHZ M EE MElSH Y = E2 ECfEE
Ct. X Amazon SNS cE &= 2L |C}
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AWS X-Ray
100ms
0.07 vmin
arn:aws:sns:us-west-2:97930027 ...
4 AWS::SNS
scorekeep-session
AWS::DynamoDB::Table
avg.10ms
" 1 t/min
" scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep
AWS::ECS::Container
1 Y
710ms
avg. 8ms 0.07 vmin
5 tmin
SNS
AWS::SNS
scorekeep-game
AWS::DynamcDB::Table
‘
60ms
0.07 v/min
scorekeep-user
AWS::DynamoDB::Table
250l #olg orH
1. [SNS]EtE LEE MEigLCt = ME HE mido| ZAIELICH
2. View traces(EQ0|A E7|)E MEHSI09 Trace overview(EH|O|A 7HR2) StEdof| HM|AEFLICH.
3. [Trace list]oil Al EB|O|AE MEAFILICE O] ECflo|lAE =&l %o CHEt ST O okLI2k AlE
Al 7|15 & JOo|22 HAME E= URLO| ei&LICH

oM EBo|A& ¥ E 7] AWS Management Console
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JHEER} 70| =

Q, senice("SNS")

Trace overview

Group by: URL A
URL -
Trace list (1)
IDa Age~  Method ~

48b5a1 1.1 min

© | LastsMinutes v | &
Avg Latency - % of Traces ~ Response .
1.3 sec 100.00% 1 OK, 0 Throttled, 0 Errors, 0 Faults
Response « Latency - URL « Client IP « Annotations «
1.3 sec 0

Ho|X| 8tEt2] Amazon SNS M|IHEO|M 27

9| ofl | m|o|x|7F HEILICE.

Traces > Details

Q, 1-62f40175-86b347fc50bc57a992e9b835

Timeline Raw data
Method Response Duration
- - 2.1 sec
¥ Trace Map
Client
Name Res. Duration
¥ Scorekeep AWS::EC2:Instance
Scorekeep - 2.1sec
SNS 400 728 ms

P SNS AWS::SNS (Client Response)

oM Ezilo]A 2 27 AWS Management Console

Age

8.3 min (2022-08-10 19:05:25 UTC)

2.11s

1 Request

Scorekeep
AWS::EC2:Instance

Status D.Dlms zuulms Aoc:ms

600ms
I

&/ Ef o}0|Z2 2 =50 SNS 5t MHE

Q

ID

1-62f40175-86b347fc50bc57a992e9b835

= Q l Q Map legend @
728ms
1 Request
SNS
AWS::SNS Services Icons ()
m Health Traffic
No node resizing

Bﬂﬂlms 1.2s 14s

1.0s
I

Subscribe
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JHEER} 70| =

5. X-Ray SDK= TAE AWS SDK 22}0|HE0AM LMst= o8 RSO 2 MRS
MEZ 7|8t

Subsegment - SNS

Overview Resources Annotations Metadata Exceptions

Working directory  /varfapp/current
Paths -

Cause

o A

com.amazonaws.senvices.sns.model.InvalidParameterException: Invalid parameter: Email address (Senvice:

Amazon3M3; Status Code: 400; Error Code: InvalidParameter; Request ID: 8d29cd97-003a-5e7 d-9dfb-
9cffe0b7b9ab)

at handleErrorResponse (AmazonHitpClient java: 1545)

at executeOneRequest (AmazonHitpClient java: 1183)

at executeHelper (AmazonHtipClient java:964)

at doExecute (AmazonHttpClient java:676)

at executeWithTimer (AmazonHttpClient java:650)

at execute (AmazonHttpClient java:633)

at access$300 (AmazonHitpClient java:601)

at execute (AmazonHttpClient java:583)

at execute (AmazonHttpClient java:447)

at dolnvoke (Amazon2MSClient java2003)

atinvoke (Amazon3M3Clientjava: 1979)

at subscribe (AmazonSMSClient java:1881)

at createSubscription (Utils java:34)

at =clinit= (WebConfig. java:52)

at forhame0 (Class java-2)

at farflame (Class.iava 348}

CloudWatch console

CloudWatch & Al23517|

1. CloudWatch 2& 2| X-Ray E&|0|A M HO|X|E IL]C}.

=

m

2. Z&of ofE2AHo|M0| M&ESH= EBIO|A CIOIEHHZ R E| X-Ray7t MM 35t= MHIA T2 Z 7}

EAIELICH et A9 EdO|A Ho| 7|ZtE ZX5t04 & ofEE[AH0|ME MZ AR S O|F
ZE EQO|A7I EAEIEE g LC.
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https://console.aws.amazon.com/cloudwatch/home#xray:service-map/map

JHeER 7Hol=

Custom

AWS X-Ray
5m 15m 30m 1h 3h 6h

Add to dashboard

8st=

Egfo|4 Yol o H 2EH0IUE, Amazon EC20M A& ZQ1 API, o Z2[FH 0|0l M Ak
Z} DynamoDB E0|20| E AIEILIC}. ofZ 2|7 oMol CHE ZE 230fl CH3H, 230 APl T3t
Jhs 3t =) JH47HR| 20| EB0|AE

1, CHRAER MHIAE Q&6 D, 22 0f 0fE 74

I—IEP.
MH[& e ZolM =EE MEsiH ey =2 EcfEE 4™ S
CE FEMeLICH E20H25t04 0|/ & FQlstAA2.

Ct. $9XH Amazon SNS =

203
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DynlamoDB Table

O storekeep-game
ynamoDB Table

scorekeep-move
DynamoDB Table

. O SNS
Client O Scorek SNS
ECS Container
O scorekeep-session
DynamoDB Table

oM Ezilo]A 2 27 AWS Management Console 204




JHEER}E 710l =
Rl #olg FroyH

1. [SNSEt= =E& MEHErL|CE SNS = E M[F HE m'd2 K| otefofl EA[E LICH

2. FX™M H7Y|E ME45t0o] FZ mf| o[ X|of| HAM[AFLICH
3. HOo|X| 5tEHE FIIetD T STE0MH FXHE MENFLICE o] EQolAE= =4 &0 CHE
SEro| ofL|Et AIEf Al 7|8 El WOo|E 2 MIME &= URLO| & LCt.
Traces Info

5m 15m 30m 1h 3h 6h Custom

Q, Filter by X-Ray group service(id(name: "SNS", type: "AWS::SNS"))

Vi
m ® 1 traces retrieved
BQuery refiners

Traces (1)

This table shows the most recent traces with an average response time of 2.11s. It shows as many as 1000 traces

Add to dashboard

Q, Start typing to filter trace list

1 &
ID v Trace status v Timestamp v Response code ¥ Response Time ¥ Duratior
..86b347fc50bc572992e9b835 ® ok 19.17min (2022-08-10 12:05:25) - 2.11s 2.11s

4. MIIHE EFUEIl 5EH A Amazon SNS 612 MIOHEE MEHS T, SNS 5t MIHE 9
02| BfS MEHSI0o] ol Q] ME HMEE &QlL|Ct.

T oL &= T

Segments Timeline info

. 0.0ms 200ms 400ms 600ms B80Oms 1.0s 125 14s  16s
Segment status Response code Duration L L I 1 1 I

¥ Scorekeep AWS::EC2:Instance

Scorekeep @ ok - 2.11s I —
SNS @ Fault (5xx) 400 728ms I sbscribe
¥ SNS AWS:SNS
SNS A Error (4xx) 400 728ms ] suuscriu|e

Segment details: SNS

Overview Resources Exceptions

Exceptions

Working Directory Paths message

Invalid parameter: Email address (Service:
‘AmazonSNS; Status Code: 400; Error Code:
InvalidParameter; Request ID: 8b80c997-
630d-5c94-a67f-92f960ba0d3e)

oM EBo|A& ¥ E 7] AWS Management Console 205
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24912 webConfig 22fA 0| A O|F 04Tl createSubscription 2 &M MZE OHY FA
7h 22 E ZdLct g AMolME o] EXIE a5t &LCH.

Amazon SNS 2] 1A

Scorekeep2 Amazon SNSE AtE5t0] ALEXI7F H 2 2 E5tH L RS MEFLICH o ZE 2|7 oM
0| A|=HE|54 CloudFormation AEH OH7HEdZ~ 04 A30| =l O|H|Y =A0| CHEt RES MAISE{D A|E &

LICH s 2d &2 o st A&LICH SRS ASst S L E ojHde st EBfjola

AWS Management Console

£ A&3t0{ Amazon SNS & &2 T +33t24™ AWS Management Console

1. CloudFormation 2& 97|

2. SE0|M scorekeep AEH 0| F0]

70l U= BlC|2 HES MEIE OIS UO(0|EE MEIE L
Ch.
3. #M HEZ ALE0| MEiE|0] J=X| &elstT HHI0|E AR H|O|X|o| M Ct& S S =ILICH.
4. S0iA oMY of7H Bd~E Zol 7|24t2 RES O|HY FAE HiELICH
EcsinstanceTypeT3
Specifies the EC2 instance type for your container instances. Defaults to t3.micro.
t3.micro
Email
UPDATE_ME|

FrontendimageUri

public.ecr.aws/xray/scorekeep-frontend:latest

5. HO|X|e| slEte 2 AT EStD (Next)= ME4FLICEH

Ct=
O 2 A3 E35}0{ CloudFormationO| AF2 X} X|Z O|ES 2 IAM B|AAE T
% =

6. 2% Ho|x| et d
S 4 82 S0stE HALAE MEF OHe, A% Uolo|E MEHLIC

7. O|A| CloudFormation AE40| UH[O|E | YU&LICH AEH MEfE 2&F 582 SO

— — S =
UPDATE_IN_PROGRESSZ R X|xZ|Ct7} UPDATE_COMPLETERZ WA ELICH B F7|Mo2
MZ DAX|0, HO|X|E M2 TE 5 Q&LCh

L= T T A=
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https://console.aws.amazon.com/cloudformation/

AWS X-Ray JHe R} 7HolE

AWS CLI
£ ME735l04 Amazon SNS &2 F445t2{™H AWS CLI

1. O|Fof| BHE xray-scorekeep/cloudformation/ Z2CZ 0|535t0{ HIAE TE!|7|0f M
cf-resources.yaml I+ L|C}

2. O|HIY OH7H Bd4=0i M Default Zt2 &0} UPDATE MEOIM §E 8t O|HIY FAZ B85
Ct.

Parameters:
Email:
Type: String
Default: UPDATE_ME # <- change to a valid abcedef.xyz email address

3. cloudformation EH0|AM CIS AWS CLI HHE AL 35109 CloudFormation 2B S 40| O]
EgfLct.

aws cloudformation update-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

4. CloudFormation AEH AEN7} UPDATE_COMPLETEO| E 77 X| ZICIE|AMAIR. H E HE A2
ElLIC}H CHS AWS CLI H™E S AF25tod HEHE & QlstL|Ct.

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

Aol E7l &t 2 &|TH ScorekeepO| CHA| A|ZFS T SNS I1|01| Cist +52 ddgLct olHY
Rl5to A2 A EE [ YO[0|EE E7| 9ft #52 =QlgfLct Eo|lA ME Yo{SNS Y &
£0| O o|&f Aulistx| f=X[ & QlghLct.

ME OfZEI7H 0l B

MZ O ZZ|H 0|2 Javad X-Ray SDKE AFRSHEE TAE Java HTTP & APIILICH
CloudFormation ®ElZ3!/2 At&75104 OHE 2|7 0|42 B Z 5t ECS0| M Scorekeep= A& SH=

R &t DynamoDB El|0|&, Amazon ECS E{AE & 7|Ef MH|AE MeLICt ECSE 2] Ho| u}
22 CloudFormation2 &3l M4E LIt O] ItYU2 ECS E{AE|A EAHZE AHE = ZHEl| Ol
O|0|X|& HolgfLIct. o] o|O|X|= 4! X-Ray 371 ECRM|AM 7tX42 ZALICt. Scorekeep API ZHE|
O|L{ o|0|X|ol= GradleZ HutUE API7 U&LICH Scorekeep ZEEQIE Z1E| 0|4 2| ZHE{| 0|1 O]

HMEZ ofZ 2|70l B M 207
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O/X|E nginx ZEA| HHE ALE810 ZEEAN= 0l MH|AE MBELICE 0| MHE /api2 AlEHsHE
Z2o| gt 2EE APIE Bt ELIC

AHTTP & F45t7| 2I5H o Z (70|42 SDK7t MB st TracingFilter& F7HELICE.
Example src/main/java/scorekeep/WebConfig.java - HE 2! ZE

import javax.servlet.Filter;
import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

L

Zel7loldo| MElste ZE +4 20l Cisl 2 URL, HAE, SE &EH, Al AlzH &
Sz Azt Zefet Efo|A H|O|HE & ELICH

—

et ofZ 2|7 0|42 AWS SDK for JavaE AFE 3104 DynamoDBO| CHEH CH2 = MdE
C}. Ol248t &2 HIE35t7| 5 OHZE|7H0|M2 SDKAWS HE 51 ZES SEHZE M83 1
Java® X-Ray SDKE ZE AWS SDK 2ZI0|HEE X522 HSE LI

OHZ2|7]0| M2 Docker2 AF235t04 Gradle Docker Image%t E7H AA FEE QUAEA LY0I A
4= 8t 10 Scorekeep API Dockerfile IIUE AFE3104 GradleO| ENTRYPOINTOIAM MAI5HE Al
& Jts 8t JARS Al&stLCt

Example Gradle =74 O|0|X|E& Eal Y=35l7] Qs =H AFE

docker run --rm -v /PATH/TO/SCOREKEEP_REPO/home/gradle/project -w /home/gradle/project
gradle:4.3 gradle build

Example Dockerfile ENTRYPOINT

ENTRYPOINT [ "sh", "-c", "java -Dserver.port=5000 -jar scorekeep-api-1.0.0.jar" ]
build. gradle Ito| AutY =5 SDK ot EE2 SEE2E H21510f Maven 28 E{ O|E 5

¢ 2ES 2 =8 CH

ME of =27 0] B 208


https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/javax/servlet/AWSXRayServletFilter.html

AWS X-Ray JHe R} 7HolE

Example build.gradle -- &4

dependencies {
compile("org.springframework.boot:spring-boot-starter-web")
testCompile('org.springframework.boot:spring-boot-starter-test')
compile('com.amazonaws:aws-java-sdk-dynamodb')
compile("com.amazonaws:aws-xray-recorder-sdk-coxre")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk-instrumentor")

}
dependencyManagement {
imports {
mavenBom('"com.amazonaws:aws-java-sdk-bom:1.11.67")
mavenBom("com.amazonaws: aws-xray-recorder-sdk-bom:2.11.0")
}
}

304, AWS SDK & AWS SDK Instrumentor 5t 2 &2 AWS SDKZ O|F0{ZI CIRAEZ] N;

So2 ASsts ol W BE ZelLt

fok
Y]
ffo

Al M2HE O|0|E{E X-Ray APIZ Y 35l24™ X-Ray CHE(daemon)O| UDP Z E 20000 A EcH=
£ 4= plsHok BHLICH 0|2 2I5H ofZ 2|70l ZE| 0|40l M X-Ray CHE (daemon)S A5t T, 0| A
EO|L1= AO|=E7t ZE|O|L{Z ECSH| Scorekeep OHZ 2|71 0|44t B 74| HHEZ EILICH KEA[E LI 2 X-
Ray CHE(daemon) &5 & EX5HAMIL.

Example ECS 24 & 2|9| X-Ray CHE(daemon) Z1E{|0|L] 9|

Resources:
ScorekeepTaskDefinition:
Type: AWS::ECS::TaskDefinition
Properties:
ContainerDefinitions:

- Cpu: '256'
Essential: true
Image: amazon/aws-xray-daemon
MemoryReservation: '128'
Name: xray-daemon

HE o E 2701 BF A 209
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PortMappings:
- ContainerPort: '2000'
HostPort: '2000'
Protocol: udp

Java& X-Ray SDK= ZEE H&E5t= O A" = U= TracingHandler?! ¥ BHIZHE MB35t
= AWSXRayEte oA E MBS EUcH MY HIEHE A5t =4I HTTP S Z£0i CHal MOIHEE
&'dst= AWSXRayServletFilter& ALEXL X|EE += Q&LICH O] ME2 WebConfig 22201
E{02 U MEY AEE AE5I0{ TP BAHE F Y5t EX 858 Z&EELIC

Example src/main/java/scorekeep/WebConfig.java - 2l ZH

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

import com.amazonaws.xray.plugins.ECSPlugin;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
ECSPlugin()).withPlugin(new EC2Plugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

O| M= YUHE AI8304 sampling-rules.json IIUZRE MEZ F=8 2= LICH HER
TEI2 SDK7t E012 &= Q9 MOHEE 7|F5t= d|2o] et ChELICH.
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Example src/main/java/resources/sampling-rules.json

{
"version": 1,
"rules": [
{
"description": "Resource creation.",
"service_name": "*",
"http_method": "POST",
"url_path": "/api/*",
"fixed_target": 1,
"rate": 1.0
.
{
"description": "Session polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/session/*",
"fixed_target": 0,
"rate": 0.05
.
{
"description": "Game polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/game/*/*",
"fixed_target": 0,
"rate": 0.05
.
{
"description": "State polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/state/*/*/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
}
}
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Example cf-resources.yaml BZ 2! ECSTaskRole & 2|

ECSTaskRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: "Allow"
Principal:
Service:
- "ecs-tasks.amazonaws.com"
Action:
- "sts:AssumeRole"
ManagedPolicyArns:
- "arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess"
- "arn:aws:iam::aws:policy/AmazonSNSFullAccess"
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"arn:aws:iam: :aws:policy/AWSXrayFullAccess"
RoleName: "scorekeepRole"

M2 Ao|o|E5tE{™ HX| DynamoDB 2|4 A9 ARNS AlEELICH O S AFSAE XIE 1AM H
ARNZ ALSELICE OFX|T S 2 o|2{8 WA E QIARA T2 lo] M
DynamoDB Z|A~A 9| ARNZS A/HH35l2{H:

1. DynamoDB ££2

r

Ct.

=
21% HiwolA ElolE 2 MEfELICH

2.
3. scorekeep-* & otLIE MEHSI04 EH|O|E AT HE HO|XIE EAIELICH
4. IR Bo|M FIt HEE MEHG0] MM E TR Amazon 2|44 O|F(ARN)S =QIgLICE Of

ZfE SAHELICH

5. ARNSZ C}2 IAM XM2Ho0f 42lst AWS_REGION 2 AWS_ACCOUNT_ID Zt2 E™ x| L HH™ ID
2 HFEgLC ol M B2 2 E &2 §{& 5= AmazonDynamoDBFullAccess & CH Al X|
ME ot HSErLIC

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ScorekeepDynamoDB",
"Effect": "Allow",
"Action": [
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:GetItem",
"dynamodb:Scan",
"dynamodb : Query"
1,
"Resource": "arn:aws:dynamodb:us-east-1:111122223333:table/
scorekeep-*"

}
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AWS CLI
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aws cloudformation delete-stack --stack-name scorekeep
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2. CloudFormation AEHO| [ O|&F EAYSHK| ok
C}S AWS CLI HEE AFE35H0o{ A EY
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E 30|
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aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"
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KA HE HFsted™ Javad X-Ray SDK = CHE X-Ray SDK & stLtof| CH3H AHAIS| 2otE A,

. Javag X-Ray SDK — AWS X-Ray Java2 SDK
» Node.js& X-Ray SDK — AWS Node.js& X-Ray SDK
« .NET& X-Ray SDK - AWS X-Ray .NET& SDK

24 E=0M X-Ray Ol22 A& sttd{H MMS AWSEH Z5HMIQAWS X-Ray Hl=.

GitHub| A M4 E of Z2[F 0] Moil 7|045+24™ eb-java-scorekeep EHHE R R FHAAIL.

AWS SDK Z2}0|ME &5 HS
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Lict. X|¢d ™ol chet REMIEE LH8 2 X-Ray SDK & Cl& X|# Efiztol ”'*"% A xESHMI2.
OpenTelemetry2 00|12{|0|Md5t= 730 Z&LICt OpenTelemetryZ OO|12i|04d5t= &
eHoil CH8t REMIBH LHE 2 X-Ray A5 0l M OpenTelemetry A5 2 2 010|28|0|ME EZE A
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Example sxrc/main/java/scorekeep/SessionModel.java - &8 AWS SDK Z2I0|1E 74

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.handlers.TracingHandler;
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public class SessionModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Constants.REGION)
.withRequestHandlers(new TracingHandler(AWSXRay.getGlobalRecoxrdex()))
.build();
private DynamoDBMapper mapper = new DynamoDBMapper(client);

ZZME F4540|M AWS SDK Instrumentor 5t 2EE M7HstH 8522 74 E AWS SDK 2t
O|HEDF EF|O|A BHO| LIEFLLICH

(® Note

X-Ray SDK/CIE K| #2| SX|-2026'A 28 2520{ AWS X-Ray SDKs/HIES SR & 2
EE T™EtE|H, 07| AWS = 2ot ZX|BH i 26t == X-Ray SDK ! C|= 2E2|AE ANEHE
LIt X|§d ™ol cHEt REMIEH LI 2 X-Ray SDK & Ol & X|# EF et ”'M% ’E.ZF_%WIE.
OpenTelemetry2 0+O|12{|0[M35t= Zd0| Z&LICH OpenTelemetry2 0+O|124|0|M5t=
eof et XEMIBH LI 2 X-Ray IS0 M OpenTelemetry A5 2 2 0F0|28|0|ME R R SHA|
o

-l .

AEX 2 ZeHA0M oHEE|FH0|E2 =522 o< HI OHEE 4/d5l0] saveUser & 04| A A
HE REOR2AER S £ 0838 stn HEH|O|HE FItgfLCH

Example src/main/java/scorekeep/UserModel.java - AFEX} X|H 5t MIOAHE

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Subsegment;

public void saveUser(User user) {
// Wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## UserModel.saveUser");
try {
mapper.save(user);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();
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@® Note
X-Ray SDK/CIE K| #2| SX|-2026H 2& 2520 AWS X-Ray SDKs/CIE2 fX| &2l 2
E2 MetE|H, 047|A AWS = 2ot EX|F s 25t == X-Ray SDK X HI2 Z2E2AE g
LICh X|2d 2&of CHet XEAISH LHE 2 X-Ray SDK & CI|2 X|2 ElQJztQl MMg X StMI2.
g

o
eof CHgt XEMIBH LI 2 X-Ray AIZ 0 M OpenTelemetry AIS 2 2 0F0|28)|0|MS R R SHA|
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Example sxc/main/java/scorekeep/GameModel.java — A4 & HIEIC]|O|E

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionlId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resouxces", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
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throw e;
} finally {
AWSXRay.endSubsegment();

[a

B2, oHECIF 0|2 AL EXL IDE setUseret &7H 7|Z&LICH AAEXLIDE MO

EEg2{o
EOo|HE Tcof 7|25|H HAMEo 2 Ol AL|X| ot&L|C}H

Example src/main/java/scorekeep/MoveController.java — AF& X} ID

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)

public Move newMove(@PathVariable String sessionIld, @PathVariable String
gameld, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,

RulesException {
AWSXRay.getCurrentSegment().setUsex(userId);
return moveFactory.newMove(sessionId, gameld, userId, move);

}
dAMHTTP ZE 74
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Example sxrc/main/java/scorekeep/UserFactory.java — HTTPClient 743

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;
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public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuilder.create().build();
HttpGet httpGet = new HttpGet("http://uinames.com/api/");
CloseableHttpResponse response = httpclient.execute(httpGet);
try {
HttpEntity entity = response.getEntity();
InputStream inputStream = entity.getContent();
ObjectMapper mapper = new ObjectMapper();
Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);
String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;
} finally {
response.close();

%1% org.apache.http.impl.client.HttpClientBuilderE A& Q! F2 alie SciAo0i CH
8t import 22 com.amazonaws.xray.proxies.apache.http.HttpClientBuilder0i CHE &
O 2 HtE = /&Lt

PostgreSQL O O|E{H|0|A0i| CHEF & T4

@ Note
X-Ray SDK/CI|E & X| 22| 3X|-2026H 2& 2520 AWS X-Ray SDKs/CI|l=2 | X| ZE|
E = M=, 047|M Aws = 2¢F EX|B sl A5t =5 X-Ray SDK & G2 EE2[&
Lict K| %ol it RFMIBH LI 2 X-Ray SDK & G2 x| EFIEtRl MM
OpenTelemetry2 0+O0|124[0|M35t= ZJ0| Z&LICE OpenTelemetryZ OtO|1E{|0|M&t=
ol CHSH REMIBH LHE 2 X-Ray AIS 0 M OpenTelemetry AIS2 2 00| 8|0|ME EHZE5HA|

o

-l .

application-pgsql.properties It RdsWebConfig. javaollA 24dE CI|O|Ef AA0] X-
Ray PostgreSQL &% QIE{ME{E FIHELICH

Example application-pgsql.properties — PostgreSQL Ci|O|E{H|O|A T4

spring.datasource.continue-on-error=true
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spring.jpa.show-sql=false
spring.jpa.hibernate.ddl-auto=create-drop

spring.datasouxce.jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor

spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect
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Scorekeep Instructions Powered by AWS X-Ray

AWS X-Ray integration

This branch is integrated with the AWS X-Ray SDK for Java to record information about
requests from this web app to the Scorekeep APL and calls that the API makes to Amazon
DynamoDB and other downstream services

Trace game sessions

Create users and a session, and then create and play a game of tic-tac-toe with those users.
Each call to Scorekeep is traced with AWS X-Ray, which generates a service map from the
data.

| Trace game sessions |

View service map AWS X-Ray

Trace SQL queries

Simulate game sessions, and store the results in a PostgreSQL Amazon RDS database
attached to the AWS Elastic Beanstalk environment running Scorekeep. This demo uses an
instrumented JDBC data source to send details about the SQL queries to X-Ray.

For more information about Scorekeep’s SQL integration, see the sql branch of this project.

Trace SQL queries

View traces in AWS X-Ray
ID Winner Loser
1 Mugur Gheorghita
2 Paula Adorjan
3 Apylog Stela
4 {1 Parvana
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AU Mg AlZeilo|Md5tn 2 E CIo|E{H|o|A 0 AtE X{E5tE{H [Trace SQL queries] & A1E4
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Traces > Details
Timeline Raw data
Method Response Duration Age o
GET 200 16.0 ms 26 min (2017-04-13 02:42:37 UTC) 1-58eee50d-334c bdaddB40dc 1c85a23037T
Name Res. Duration Status @ lJlm ] 4 Gms @ Ulm‘ B.0ms 10ms 1:'Inn 1dma 16y 1aIrm
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avg. 62%ms

1 t'min

random-name
AWS: Lambda::Function

SMNS
AWEIENS

avg. 688ms
avg. 443ms

1 timin
9 t'min

random-name

Scorekee
AWs: Lambds P

AWS: ElasticBeanstalk:: Environment

random-name &
SNSE oI-EI<>
M7 2|54 of &
E &0l FA

O

= Node.jsOHH T3 EILICH Node.jsQ| JavaScript& SDKE AF&310{ Amazon

LI T Node.js& X-Ray SDKE AH25104 AWS SDK Z2H0IMEE AHS3tLICH FAi2
= AWSXRay.captureFuncE Al&35to{ AAEXl X|H 5t MOHEE BHED 74
2 &LICH LambdadiME & MIOIMHEN FMS 2 £ & o MM 5he MO
P

Eof gt & £

ES L

Cr.

-

Example function/index. js -- Random name Lambda & ==

var AWSXRay = require('aws-xray-sdk-core');
var AWS = AWSXRay.captureAWS(require('aws-sdk'));

AWS.config.update({region: process.env.AWS_REGION});
var Chance = require('chance');

var myFunction = function(event, context, callback) {
var sns = new AWS.SNS();
var chance = new Chance();
var userid = event.userid;
var name = chance.first();

AWSXRay.captureFunc('annotations', function(subsegment){
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subsegment.addAnnotation('Name', name);
subsegment.addAnnotation('UserID’', event.userid);

1)

// Notify
var params = {

Message:
Subject:

TopicAzn:

'Created randon name

'New user:

'+ name,

"' + pname + '"" for user

"' + yserid + '".',

process.env.TOPIC_ARN

i
sns.publish(params,
if (err) {
console.log(err,
callback(err);
}
else {
console.log(data);
callback(null, {"name":
}
1)

function(err, data) {

err.stack);

name});

i

exports.handler = myFunction;

ME ofZ2|#H 0|42 Elastic Beanstalkoll HHZ & [ A}S2 =2 MM EILICH xray ETH
Lambda &+& MM35l7| st AT EJI ZEEILICE .ebextensions EEHO| 74

aT= 10
npm install 0 £ &= M7|X|& YEF CHE AWS CLIZ Lambda &8 AC|0|Eg& LICt

_E_ |o.|| x.||_._EI|__||:|. XI-O-Ix|.
glLict. X|&& £7] readme
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i
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0| 7|52 50t HE Z XMZZlE Amazon CloudWatch O|HIE o |3 EE|[7HEILICE o] & 71 &
Y =|™ ScorekeepO| B 2|5t= Amazon SQS CH7[Foi|MH &F 2 7 X4ZLIC Z HAIX|ol= &t 2F A
ol CHer HE 7 E0{U&LICH.
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DynamoDB2| A BlZE0= HYH & AddE S5 50| ZFELICH 0| FFol= 0| Axll= S04
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2l ZIARtE HASE HECSIAOIMoZRE RS £ ASHK| 222 AWS Lambda = £X SlIHE
&I5tx| St&LICH Lambdas #4 £5E A 85tod £ IDE ddstn MEY ZAHS W=l

0>-

Python& X-Ray SDKE= SDKE 7IX21 & +& Al~&601 Amazon SQS & Amazon S3& = &5t
ol AH2 3= AWS SDK for Python (Boto) 2! HTTclientsdH= patch_all &+ &Eto| 34 Eof 2
LICt Of ZrdX}t7t Scorekeep APIE &35t SDKE =M 5HE & o £7t3t04 API% sl =
FMELCE
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I

HH»
mjo

S

Example_lambda/scorekeep-worker/scorekeep-worker.py -- 24X}t Lambda & <

import os
import boto3
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import json

import requests

import time

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()
queue_url = os.environ[ 'WORKER_QUEUE']

def lambda_handler(event, context):
# Create SQS client
sqs = boto3.client('sqgs')
s3client = boto3.client('s3')

# Receive message from SQS queue
response = sqs.receive_message(
QueueUrl=queue_url,
AttributeNames=[
'SentTimestamp'

1,

MaxNumberOfMessages=1,
MessageAttributeNames=[
'All’

15
VisibilityTimeout=0,
WaitTimeSeconds=0

Az ZFE 78

(@ Note
X-Ray SDK/CIE R X| &2 X -2026'A 28 252 0{ AWS X-Ray SDKsllﬂlie R E=a=
C 2 M&tD|m, 047|M AWS & E ot 2|0t 3§25t E = X-Ray SDK L C|2 2|4 f
LIch X|9 ol ek xMISH LIS 2 X-Ray SDK & G2 X[ EtJetol Mg &
OpenTelemetry2 0+0|212|0|M3H= Z40] E&LICH OpenTelemetry2 00| 12|0|M%
B0l CHE REMIEH LI 2 X-Ray HAIE MM OpenTelemetry A5 2 2 00| 2{|0|ME & E 1A
o

-l .

= 2!
ZE%M‘”..?_
H

AlZt3E 7 228


https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html

JHEER} 70| =

AWS X-Ray
Java& X-Ray DSK7} =41 @0l CHEt MOHEE RSS2 dMELICH &0l e Lol /U2 mHo
= BA gio] 2 EE EEI0|M1EE AI85t1 ot MOHEE BZEE &= U&LICH ASE Z2to|ed
EE AZF ZEO|M A8 3HE{E < SegmentNotFoundExceptionO| g A4 & L|C}.

AlE FEE 2 o ZEAo|M EE QH/SH 58 QR0M A™EISZ AlF 2= E FASHEH Al
JHEE =822 M8l of g LICt ScorekeepOl| sHE WebConfig MP oM A2 ZEQ| R HE &
AIBFLICH ScorekeepOl| AlZF S0f SQL Ci|O|E{H|O| A2t Amazon SNSE S E&LICt
0.3 t'min
ebdb@aaw25wdopdogly...
Database: 50QL
&
Clients
Scorekeep-init
AWS:ElasticBeanstalk:: Environment
avg. 314ms
0.07 t/min
SNS
AWS-ENS

7|& webConfig Z2iA7F L &IZ2 28 Amazon SNS 52 M- LICH Amazon SNS ZE10|
HEJ ASE X-Ray SDK7t 7|5E MIHEE NMS35t7| 2l ScorekeepO| 7193 B ZH0i| A

beginSegment % endSegment& & LICH.

Example sxc/main/java/scorekeep/WebConfig.java — A|ZF Z =0 HEE AWS SDK 2t
O|HE

AWSXRay.beginSegment("Scorekeep-init");
if ( System.getenv("NOTIFICATION_EMAIL") != null ){
try { Sns.createSubscription(); }
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catch (Exception e ) {
logger.warn("Failed to create subscription for email "+
System.getenv("NOTIFICATION_EMAIL"));
}

}
AWSXRay.endSegment();

Amazon RDS Ci|O|E{HIO| A7} @14 E|0] U2 [ ScorekeepO| AFE 5= RdsWebConfigHMe 74
ol At Sof Clo|E{Hlo|A AF|0E XS ) Hibernate7} AFESHE SQL 22H0|HE0f CHEH M2 H
ET Mgt

Example src/main/java/scorekeep/RdsWebConfig.java — A|Xf Z =0 HSE SQL HIO|E
HIO|A Z2t0|ME

@PostConstruct
public void schemaExport() {

EntityManagerFactoryImpl entityManagerFactoryImpl = (EntityManagerFactoryImpl)
localContainerEntityManagerFactoryBean.getNativeEntityManagerFactory();

SessionFactoryImplementor sessionFactoryImplementor =
entityManagerFactoryImpl.getSessionFactory();

StandardServiceRegistry standardServiceRegistry =
sessionFactoryImplementor.getSessionFactoryOptions().getServiceRegistry();

MetadataSources metadataSources = new MetadataSources(new
BootstrapServiceRegistryBuildexr().build());

metadataSources.addAnnotatedClass(GameHistory.class);

MetadataImplementor metadatalImplementor = (MetadataImplementor)
metadataSources.buildMetadata(standardServiceRegistry);

SchemaExport schemaExport = new SchemaExport(standardServiceRegistry,
metadataImplementor);

AWSXRay.beginSegment("Scorekeep-init");
schemaExport.create(true, true);
AWSXRay.endSegment();

}

SchemaExport7} A5
ScorekeepO| 7|& T34
grct,

OF AT SQL ECI0|HE T AAZEILICH EEIHET TMEQlenZ
£ M olst Zeto|MET &= [ SDKOIM A2 MOIHEE K25l ok

A 3IE 74 230
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AFEIE T

(® Note

X-Ray SDK/CI2 S X| 2| 2X| - 2026 28 2520 AWS X-Ray SDKs/CI22 RX| #2| 2

L mm o

C2 Mo, 047|M AWS = 2ot 2X|gh i35t E S X-Ray SDK X HIE 2E|AE ABHet
LIch X128 2&of chEt RbAIEH LIS 2 X-Ray SDK 2 CIE X|# Etlatol Mg X FAMR.
dot= o

OpenTelemetry2 0FO|1ei0|M5t= Zd0] Z&LICH OpenTelemetryZ 0FO|12[O]
2ol CHEF REMIBH LI 2 X-Ray HIS 0 OpenTelemetry AE2 2 Oto|ad|0|ME & Z=5HA|

(@)

- .

OHZ 2|70l Mol ULt ot I EE FHE =& U&LIC X-Ray CiE(daemon)0| A& S0[|H X-
Ray SDKOIM MEE|X| ¢t 2 AR 45t 2E MOIMHEE X=RayZ &2I|0|&LIC}. Scorekeep
2T AIEEE AE5I0 HiZ5t= SoF ofE2|7H0|ME Hutdste HEE FAFLICH
Example bin/build.sh— ASE Y= AJZRE

SEGMENT=$(python bin/xray_start.py)
gradle build --quiet --stacktrace &> /var/log/gradle.log; GRADLE_RETURN=$7?
if (( GRADLE_RETURN != @ )); then
echo "Gradle failed with exit status $GRADLE_RETURN" >&2
python bin/xray_error.py "$SEGMENT" "$(cat /var/log/gradle.log)"
exit 1
fi
python bin/xray_success.py "$SEGMENT"
xray_start.py, xray_error.py & xray_success.pyE MIHE x| E M5 £ JSON &
ME #Hetetn UDPE &6l =0l ELHE ZHEFEF Python 23 BIEQILIC}H Gradle HE
2 X-Ray 2& E0|A B0l M scorekeep-build =EE 22|58 2LF MHAIXIE &g & U&LCH

N
>
=]
-
_O'I_l
rir
oY

a avyg. 14.6=
0.07 timin
Clients

Scorekeep-build

231


https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/build.sh
https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/xray_start.py
https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/xray_error.py
https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/xray_success.py

AWS X-Ray JHet Rt 7holE

Traces > Details

Timeline Raw data
Method Response Duration Age ID
- - 14.6 sec 4.5 min (2017-09-14 01:25:01 UTC) 1-59b9dabd-ab8ca2666217h31al3effacd
Name Res. Duration Status El.ﬂlms 2.:35 4.P5 B.Fs B.Ps 1?5 1?5 1]15 ‘HISs
¥ Scorekeep-build
Scorekeep-build - 14.6 sec

Segment - Scorekeep-build

x
Overview Resources Annotations Metadata Exceptions
Working directory Marfapp/current
Paths ar/app/current/src/main/javalscorekeep/
Cause

Ivarfapp/staging/src/main/javalscorekeep/RdsWebConfig java:89: error: cannot find symbaol

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder standard() withPlugin{new EC2Flugin()).withPlugin{new ElasticBeanstalkPlugin());
~
symbol: class ElasticBeanstalkPlugin
location: class Rds\WebConfig
1 error

FAILURE: Build failed with an exception.

o ZEHo|¢ME 7

(® Note

X-Ray SDK/CIE | X| 2| 2X| - 20261 22 252 0{ AWS X-Ray SDKs/HIE2 SX| #&l 2

=2 HEEIH, 047|M AWS £ 29t SR8 5175t S X-Ray SDK X Ol 2 2a|AE &atet

Lict K| 2ol Cigt RFMIEH LI 2 X-Ray SDK & CIE X[ EFUEHQl MM E X 5HMIL.
OpenTelemetry2 0+O|12{|0[M5t= Zd0| Z&LICH OpenTelemetry2 0tO|12{|0|M5t= &

o
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HHof CHEt REAIBH LI 2 X-Ray AE 0 M OpenTelemetry AIS 22 0+0|Z2|0|ME &= SHA|
o

L.

P

ol

xray-cognito EZX|0| A ScorekeepOl Amazon CognitoE AFE 2 E AL A7 HEHS &Y
1 Y A™¥eZ2 2215104 Amazon Cognito AHEAE Z201| M RHAIC| ASA HEE AME = &

LICH AFRE7F 232151 Scorekeep Amazon Cognito AH4 S E2 AF2510{0AM AFSE A
AWS %t 5HEE 7HX{ZLICH AWS SDK for JavaScript.

A BF E2 2308 AL XRH7E =5 O|0|E{E AWS X-Rayoll £ £ U= & FHE|0] U&LICH &
A2 olgfet &t ZTE AL8stod 2 2lE AL8 ALl ID, BBt X B2 3! Scorekeep API 2 01 CH
gt 2CtOIMES| EY|E BZIE L

O[2{Eh Hrdo| CHF 22 O|& 0| xray Q! MH|A SEHANM +-ELICH O] MH|A EaiAEs He 4

HAL MY, T B MIHE dY, MIHE ZF, X-Ray APIO]| HMIZHE B S 52| e <

Example public/xray.js— AM1HE 7|2 L {2

service.beginSegment = function() {
var segment = {};
var traceld = 'l-' + service.getHexTime() + '-' + service.getHexId(24);

var id = service.getHexId(16);
var startTime = service.getEpochTime();

segment.trace_id = traceld;
segment.id = id;
segment.start_time = startTime;

segment.name = 'Scorekeep-client';
segment.in_progress = true;
segment.user = sessionStoragel['userid'];

segment.http
request: {
url: window.location.href

{

}
i

var documents = [];
documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

o
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return segment;

}

service.endSegment = function(segment) {
var endTime = service.getEpochTime();
segment.end_time = endTime;
segment.in_progress = false;
var documents = [];
documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

sexrvice.putDocuments = function(documents) {
var xray = new AWS.XRay();
var params = {
TraceSegmentDocuments: documents
};
xray.putTraceSegments(params, function(err, data) {
if (err) {
console.log(err, err.stack);
} else {
console.log(data);

}
1)

0248t HIME= ¥ 0| Scorekeep APIE E&35tE Ol AH&3HE 2lAA MH|A 9| 3T &

transformResponse &0 SEELICIH API7} M85t MOHER S FXof ECI0|ME
MIHEE Z&ste{H ¥ 0| £ 5| (X-Amzn-Trace-1d)oll X IDet MIOME IDE EZ& AlF
of 5t, O| 3ld= X-Ray SDK7t @12 = L0o{of & LICt. FEl Java OHZE|FH 0| 0| O 3|2t EH
A ™ Java& X-Ray SDKE 8 U8t =X IDE AIE5tn & & ECt0|HELS| MOIHEE 5

Example public/app/services.js — Angular E2|AA SE0| CHE MOHE 2|2E 2 FH 5l

AT |

var module = angular.module('scorekeep');
module.factory('SessionService', function($resource, api, XRay) {
return $resource(api + 'session/:id', { id: 'e@_id' }, {
segment: {3},
get: {
method: 'GET',
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headers: {

'X-Amzn-Trace-Id': function(config) {
segment = XRay.beginSegment();
return XRay.getTraceHeader(segment);

}

I

transformResponse: function(data) {
XRay.endSegment(segment);
return angular.fromJson(data);

iy

avg. 38ms

6 t'min

Scorekeep-client

avyg. 46ms

22 t'min

Scorekeep

AWS: ElasticBeanstalt. Environmennt

avg. 717ms

12 t'min

awg. 6.43s

11 timin

SNS
AWS:ENE

random-name

AWS:Lambads

random-name

4

Het KoM E= URLE EAIFLICH/#/2 AlF
i 40| ZE35t= API 2| 249 URLE 7HX{27(8F g LCtH
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Trace overview

Group by: | URL -
URL Avg response time
hitp://scorekeep.elasticheanstalk. comi# 86.2 ms
http:/iscorekeep.elastichbeanstalk. com/#/session/40RPTOBMATHASETD 98.5 ms
hitp://scorekeep.elasticheanstalk. comi#/game/4ORPTOBS/AI4SAFFD/ATHASETD 255 ms

AUX AP =0AM £ EE 2EH0|UE AS

(® Note
X-Ray SDK/CIE | X| #2| S| -2026 2& 2520 AWS X-Ray SDKs/CIE2 FX| #2l &2
EZ MetE|H, 0{7|M AWS = 2ot EX|8F {25t = 5 X-Ray SDK 2 OIZ E2|AE MEte
LICtH X9 &&doi CiEr REMIEF LH& =2 X-Ray SDK 2! 0| X|& EtIete] MMHE EESHA|
OpenTelemetry2 0}0|1ei0|M35t= 20| E&LICE OpenTelemetry= OtO|1E]|0|M&t= &

I

;

o
ol CH8 REMIBH LI 2 X-Ray AIS 0l M OpenTelemetry A5 2 2 0i0|28|0|ME EZE A
o

Scorekeep X UX AP EE {1 AL X7} Aol A 0]Z [ Amazon SNSOi| 222 HIAIEL
Ch 222 AAIHE S 2 E 8 HYo| LIHX|IE =8 E HECH H B2 A|7FO| A2 2zt
Xto{e
i —

OIE == AL RfoIH 2gte x| ebaLich whahA ol HIE7|Alog £8i5te e STt A

J2{Lt Java& X-Ray SDK= ABE7H HME M o{EH MOHET} FMSEIRI=X| & X| RELICH o
EtA ABIE LHof M A= El AWS SDK for Java 22I0|HEE AFE5ted D 5t ¢dst T AR =7}
SegmentNotFoundException& E&LICt

Example web-1.error.log

Exception in thread "Thread-2" com.amazonaws.xray.exceptions.SegmentNotFoundException:
Failed to begin subsegment named 'AmazonSNS': segment cannot be found.
at sun.reflect.NativeConstructorAccessorImpl.newInstance@(Native Method)
at
sun.reflect.NativeConstructorAccessorImpl.newInstance(NativeConstructorAccessorImpl.java:62)
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at
sun.reflect.DelegatingConstructorAccessorImpl.newInstance(DelegatingConstructorAccessorImpl. ja

ol EXME allZ25t7| I5H oHZE[AH 0|M0flM GetTraceEntityE AFE3510{ 7|E AB=EHM MOIHE
of CHEt =& 7t Entity.run()E AFE5I0 MOHE Q| ZAEIA Eof CHEF AMA HEtS 2
AR AR E I EE OHMGHA ARELICEH

Example sxc/main/java/scorekeep/MoveFactory.java— H YA AP E0] FX HEAE ™
=5t 7|
= O

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorder;
import com.amazonaws.xray.entities.Entity;
import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

Entity segment = recorder.getTraceEntity();
Thread comm = new Thread() {
public void run() {
segment.run(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("## Send notification");

Sns.sendNotification("Scorekeep game completed", "Winner: " + userld);
AWSXRay.endSubsegment();
}
}

O|X| Amazon SNSE& %% S &5l7| Tofl 20| SHAL7| Z o oHZ (70|22 A8 =0of CHEr &
Ol & MOHEE M|t o|Z A 51T X-Ray SDK7F Amazon SNS2| SEE 7I5357|
of MOHEE & | oI & LICt ScorekeepO| L2 HAE M P U= MOIHETL 12 Amazon

SNse| 80| £24E = J&LICH
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Name Res. Duration Status 0.0ms 20ms. 40ms 60ms 80ms 100ms 120ms 140ms 160ms 180ms
1 1 I 1 1 1 1 1 1 1

¥ Scorekeep AWS::ElasticBeansialk::Environment

Scorekeep 200 : I o= scorckeep elastichea...
DynamoDB 200 | Bl Getitem: scorekeep-game
DynameoDB 200 E B Getitemn: scorekeep-state
DynamoDB 200 40 ms . . Getltem: scorekeep-game
# Send notifcaton i — ]
SNS 200 | Publish
—
## GameModel saveGame : : 1
DynamoDB 200 | ! Getitern: scorekeep-session
DynamoDB 200 E Updateltem: scorekeep-game
DynameDB 200 | B Updateltem: scorekeep-game
DynameoDB 200 E B Getitem: scorekeep-game
## GameModel saveGame | ]
DynamoDB 200 E Gelltem: scorekeep-session
DynamoDB 200 | Updateltem: scorekeep-game
DynamoDB 200 ' - Updateltem: scorekeep-game
DynamoDB 200 B Getitem: scorekeep-session
DynamoDB 200 |l Getitem: scorekeep-game
DynamoDB 200 I Updateltem: scorekeep-move
DynamoDB 200 B Getitem: scorekeep-session
DynamoDB 200 [l Getitem: scorekeep-game
DynamoDB 200 I Undateltem: scorekeep-state

HE|AZ ol CHEF XEMIEH L8 2 HE[AEIE o ZEE[F0[M0lM ABE ZF MOHE HEAE HE
MME HXotM 2.
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AWS X-Ray OI&

@® Note
X-Ray SDK/CIE R X| 2| ZX| - 2026' 22 252 0{ AWS X-Ray SDKs/CIE2 S X| #El 2
E2 MEE|H, 047|MH AWS = 2ot ZXM|Bt i 25t =5 X-Ray SDK & Ol ZE[AE X EHE
LICt X[ Lxdofl it REMIBH LHE 2 X-Ray SDK 2! C|2 x| EFEIQl MME 2R SIAMIS.
OpenTelemetry2 0+O|12{|0[M5t= Zd0| Z&LICH OpenTelemetry2 0+0|124|0|M5t= &
eof CHEt XEMIBH LI 2 X-Ray HIE 0 M OpenTelemetry A2 2 0F0|28|0|ME R R SHA|
o

@® Note

CloudWatch 00| ME £ AF25}04 Amazon EC2 QIAEIA gl 2 ma|0|A ME{o|M X|E, 21,
FXg $2% 4 AUALICH CloudWatch 0 0| ME A 1.300025.0 0|42 OpenTelemetry &
= X-Ray 20| E SDKOlM FHE 4501 X-Raydll & & =+ //&LICH AWS Distro for
OpenTelemetry(ADOT) Collector EE = X-Ray CllZ CH &l CloudWatch 00| EE ALE3t0d &
xig £ st HEsHe oloIME £8 Y £ UALICH RHAIEH LI& 2 CloudWatch AHS 4
H A2 CloudWatch M|O|ME g5 B XFHAMAIL.

[o][]

Cl22 UDP ZE AWS X-Ray 200001 M EZ{ES &4l Chy
AWS X-Ray API0{ 2i3|0]stE AZE o] ofZ 2|7 0|42
55t SDKsOll A &8 Bl 0|E{7} X-Ray AMH|A0f ZEHE
AZZMEQL|ICH ZZNMHEE [}
RYE NMEY = U&LICH

|5t A M2HE H|o|E{E £El5H0q
LICt dI2 :AWSX—RaySDKsQP EES)
= JUZF A¥ Fo0l|ofof ELICt X-Ray
= 71

11 GitHub(github.com/aws/aws-xray-

CHE(daemon)2 @& 4
daemon)oilM 24| 2 =

AWS Lambda Zof| A sHE AH|A LS| X-Ray2to| S & 2 AWS Elastic BeanstalkAt&3t04 Hl=2 4
ELICt Lambdas MEZE 8o CHall &7t =& E Wotct AAS2 2 = (daemon)2 A
gtLIC}. Elastic Beanstalkol A& XRayEnabled 7 %*d% AE3t04 4 L QIABIAO|IM CHE

(daemon)2 ARMELICH AtAIEH LI 2 CHE MME T T M.
X-Ray Cl22 24, 2xf|0/A E= CHEMM A& stE{™H AWS MH|ACIREEStT ME CHE Al
OHE BME X-Rayd|l YZEE £ Qle= HEHS Fo4LICh
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://github.com/aws/aws-xray-daemon
https://github.com/aws/aws-xray-daemon

AWS X-Ray

JHeER 7Hol=

O ChREE

Amazon S3, Amazon ECR E= Docker HubO| A CH = (daemon)2 CH2EE Ot EZH0IM A~ 5t

4L} AlZF Al Amazon EC2 QIAE A Mx|E 4 &LICt.

Amazon S3

X-Ray CHE(daemon) Mx| =23 o Mg m}fel

* Linux (A& ) - aws-xray-daemon-1linux-3.x.zip (sig)

+ Linux (RPM A& x| 2|Xt

~—"

—aws-xray-daemon-3.x.xrpm

« Linux (DEB x| #2|x}

~—

—aws-xray-daemon-3.x.deb

« Linux (ARM64, &l& 1) — aws-xray-daemon-linux-arm64-3.x.zip (sig)

« Linux (ARM64, RPM A x| Z2|Xt) - aws-xray-daemon-arm64-3.x.rpm

* Linux (ARM64, DEB A x| #2|X}) - aws-xray-daemon-arm64-3.x.deb

« OS X (A& m) - aws-xray-daemon-macos-3.x.zip (sig)

* Windows (&3 It ) — aws-xray-daemon-windows-process-3.x.zip (sig)

+ Windows (MH|A) - aws-xray-daemon-windows-service-3.x.zip (sig)

2 &2 CH=(daemon) 2| %41 3.x RIZIAE 7t2/ZLICH §H 2EAE CIRECESE{H

E 23

oo A

[=N—1 .

« HX13.3.00|M EEZAE CIRECESE{MH 3.xE HTX HEZE "IELICEH o€ S0{2.1.0L]
Ch BT 3.3.0 O|™O| A8 718 R LUE Ol F|BIX = arm64ILICH 0d: 2.1.0 & arm64.

© 3.3.0 X 0|F ZEAE CIREESEH 3. x= HY HSEE, arche OF7[EIM RE2SE HE
ELch

X-Ray At&t2 X|HElE 2E 2™ HEo| SXELICH AR E= AWS ElAALL 7HE 71t

2 HZAE AI8stedH 9 @30 2[dE siE 2l 2 HhE Lot

https://s3.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-daemon/aws-xray-
daemon-3.x.rpm
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https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-3.x.rpm
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-3.x.deb
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-arm64-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-arm64-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-arm64-3.x.rpm
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-arm64-3.x.deb
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-macos-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-macos-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-process-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-process-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-service-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-service-3.x.zip.sig

AWS X-Ray
Amazon ECR
7 3.2.05 B Amazon ECRMH|A CHE(daemon)2 &2 = A&LICt O|0XK|E 7t 27| T
Z20|1EE 21580k Lt

Amazon ECR HE 2! 3| X|AE 2|0] docker 2

E 3x HM B3 & 7t ZLIct

| A=A

b

He st

docker pull public.ecr.aws/xray/aws-xray-daemon:3.x
OlF Zals Ei Yt YalAE 3.x2 alpha £ S5 HH HE2 4}70{ H22EE £ 28
LICH Z2EM oM Lot ef27t Rl CiE(daemon) O|0|X|E ME5HX| b= ol E&L
Ct.
Docker Hub
CH=(daemon)2 Docker Huboll M & = Q&LICH |4 Bl2[A 3x HAME CHREEStE{™ CHS
THE AdAtM 2.
docker pull amazon/aws-xray-daemon:3.x
O™ | CHE(daemon)2 3. x& ¥st= HE2Z wA|stod EE|AE + JU&LICH
C|Z ofzto|E2e| ME &2l
ZIP otzto|lE = A FE OlZ KH&to Chs GPG ME mhdo| 2 ELICH HEE 7| /IXlE et €&
LICt. aws-xray.gpg.
HE2| 718 AHS5t04 B2 2| ZIP of7H0| 27} = O|H £ HEIX| L= X| HOIY 4 QALICH BX
£ 7txXELch

GnuPGE AlE35lod HEZ! 7|8

HE2 7| 72 7]

1. HEEZ 7|E
$ BUCKETURL=https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2

$ wget $BUCKETURL/xray-daemon/aws-xray.gpg

Ol& 7|2 7}KSLCt.

2l 57lg

I

2. I

$ gpg --import aws-xray.gpg
241
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https://gallery.ecr.aws/xray/aws-xray-daemon
https://docs.aws.amazon.com/AmazonECR/latest/public/public-registries.html#public-registry-auth
https://hub.docker.com/r/amazon/aws-xray-daemon
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray.gpg
https://gnupg.org/index.html

AWS X-Ray JHe R} 7HolE

gpg: /Users/me/.gnupg/trustdb.gpg: trustdb created
gpg: key 7BFEQ36BFE6157D3: public key "AWS X-Ray <aws-xray@amazon.com>" imported

gpg: Total number processed: 1
gpg: imported: 1

X2 7|18 MEstod T Z ZIP ot7to|2 o] MBS & lgfLCt.
ot7}olE M =2l

1. ot7tolE A ME oS C22 =8 L

$ BUCKETURL=https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip.sig

2. gpg --verify& A#sto MBS FHAFLiCt

$ gpg --verify aws-xray-daemon-linux-3.x.zip.sig aws-xray-daemon-linux-3.x.zip
gpg: Signature made Wed 19 Apr 2017 05:06:31 AM UTC using RSA key ID FE6157D3

gpg: Good signature from "AWS X-Ray <aws-xray@amazon.com>"

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.

Primary key fingerprint: EA6D 9271 FBF3 6990 277F 4B87 7BFE ©36B FE61 57D3

7|gk MZEuUCt ol

MZlof et ZTE BESHMR. AEXRE EEE AERI7E ME[et= AR O] MEE
g Qlstx| gf2 ZdLch.

MEOo| AR EISE 2lOlstX| e&LICH B X| sl ALS AT HER FIE

e A
WHES ASsto{HIES EZHE A-AELICH -0 SME M350 24 ZEo|M M™AS T -n2 2
2™ d-gfich

~/Downloads$ ./xray -o -n us-east-2

F

SEE FIPN N

oll

2H

=
A =

o
oo
o

Ct

Ot
rlo

H ME X

M|k

e Linux (2Z) - Linuxt| A X-Ray CH& (daemon) A&

 Windows (£Z) - Windows0i|A{ X-Ray CH= (daemon) &J2H
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- Elastic Beanstalk — 0{| A X-Ray Cll&= &2 AWS Elastic Beanstalk
« Amazon EC2 — Amazon EC20{|A{ X-Ray ClIE A5l 7|
« Amazon ECS - Amazon ECSH|A{ X-Ray CH= (daemon) &35l 7

HHE SMEE TH IUS AIZ5I0{ OIEL SEHE FIIZE AFEX XIHE £+ USLICH M2 HE
= AWS X-Ray Ol 74 MM HZTFAML.

CHE (daemon)oil X-Ray2 ClIO|EE T&E HEH £04

X-Ray Cll22 AWS SDKE At&3t04 Ej|0|A |O|E{& X-Rayoll Y2 E5HH, O|F st HE
O] = At S0l E2FLITHAWS .

Amazon EC20| M= CHE (daemon)O| A2 2 QI
=2 EZoiM Ast= ol 2t A3 ZHol| cHEr XhA|EH LHE 2 2 Z 0 A
ZotM2.

I>
rm
>.
o
o
).
rm
|>
|H
Hu
_",-1
o
2
g'l_-
o
Pl

A B o, QlABHA 2O B #E He S & 0|4 2] /IZIM RHE 82 X8R <
SDK 324t #|2lo| AEH XA 5FS AEELICH SDKo|| AtA SBE MSst= Lo CiEh xhAlet
LHE2 AWS SDK for Go 7HEr &t QHLHA O] Rt 74 B x| EHS B XA,

Cl=2| 2tH 80| £5t= 1AM A& E= ASK = AMHI20] CIOIHE 7IS# HEHo] R/o{oF & LICt.

« Amazon EC20{| A CHZ(daemon)2 AtSStE{T M QIARA Z2 MU A E S HLE 7|1E A
off el 8AME FIHE ot

« Elastic Beanstalk0i| A Ci & (daemon)2 Al&3t24™ Elastic Beanstalk 7|& QIAEHA T2 upQl o4&t
of 22| ¥AME FIterLct

« CHE(daemon)E ZZof|M Alstistzd™ ZZof| M ofZ 2|FH| 0| AsHE X etAAI2.

REMIEH LHE 2 of CHE XF24 B 2 MM A EE[ AWS X-Ray EHHE B ESHMAIL.

X-Ray C=(daemon) 211
HlEe #A 74 U EE0| EUis MIME] the &2 E S2FLICHAWS X-Ray.

2016-11-24T06:07:06Z [Info] Initializing AWS X-Ray daemon 2.1.0
2016-11-24T06:07:06Z [Info] Using memory limit of 49 MB

CHE (daemon)ofl X-RayZ H|0|E{E & E Mt Foq 243
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https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/#specifying-credentials

AWS X-Ray JHe R} 7HolE

2016-11-24T06:07:06Z [Info] 313 segment buffers allocated
2016-11-24T06:07:08Z [Info] Successfully sent batch of 1 segments (0.123 seconds)
2016-11-24T06:07:09Z [Info] Successfully sent batch of 1 segments (0.006 seconds)

7|2XMo 2 o&2 STDOUTH 238 E2FLct Magt2c oM 22 A™dsts 42 --1og-
235l 2O Y ZEE Mﬂon,u:f tEMEOSEE M

file HHE SMHMEE FTH IUS A

Motn 23 &2t 2 HIZEsHE = UaLUch RhME LHE2 AWS X-Ray CI= 74 MME & E5HA
L.

Elastic BeanstalkOll M= Z24Z0f| [}2} CHE(daemon) 219| ¥ x|7F MHELICH ME HE = oA X-

Ray O£ A% AWS Elastic Beanstalk MME B XML,

AWS X-Ray O|& 7

@ Note

X-Ray SDK/C|2 K| 22| SX|-2026H 2& 2520 AWS X-Ray SDKs/O|I=22 K| &2 2
E2 MEtE|H, 047/ AWS = 2ot ZXM|2t i 25t =5 X-Ray SDK & Ol ZE[AE X EHE
LICh X|§d 2ol et REMISH LHE 2 X-Ray SDK & Ol X|& ElQIztQl Mg XML,
OpenTelemetry2 0+0|18|0[M5t= 20| EZ&LICH OpenTelemetryZ OO[212[0|45= &
Bof CHEt XEAIBH LI 2 X-Ray AIZ0i M OpenTelemetry AIS 2 2 0+0|28|0|ME &= SHA|
2.

HAE M L= 71 1Y 2 AFE 5104 X-Ray CHE (daemon)2| S22 ALEAL X|HE = U&LICH 5

JHR Y RE CHE RS SME MAEE = UXRIEH 7 mtLoBt A8t SME T BHEEofet

AEste SME JU&Lct

CH=(daemon)O| X-Rayoll EZ{|O|A HIO|EE MEE I AAEE 28 MHESt= -n
SMOE oo A|ZFEE = Q& LT

IR

= --region

~/xray-daemon$ ./xray -n us-east-2

CH=(daemon)& Amazon EC27} otLet EHE Ml FQl A2, -0 SME FII6l QlAHA T =0t
A B &ol2 ALF == 5104 CHE(daemon)2 M W2 H &H|E & U&LIch

~/xray-daemon$ ./xray -o -n us-east-2
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html

JHeER 7Hol=

AWS X-Ray
LIHX| BB E SM2 2LE 7G5 HLE CHE ZE0M =45 CIZ 0| A E = = HEE2[2Q]
&2 ANetst7HL, EBO|A CIOIEE CHE AHe R HiLls Y& g Te ol A8 = /U&LICH

rot

CHE(daemon)of 7t oS M 02
m] il X

2 A g Mol UM AT, X-Rayoll ChEH EA| 35 % X
23 HEAE U ZS Ao 2R34T M 5o g I

&Lct.

ol

HE Ha & X|HELICH

X-Ray Ci 2 (daemon)2 CtS1t 22

r

« AWS_REGION - X-Ray AH|A AIEZQIE S| AWS E[ME KIZ LY.

« HTTPS_PROXY - M[OIHE HZ=0f O|EE CHE(daemon)2| ZEA| FAE X[HELICH O AR
DNS CIZ OIF Y =& U1, ZEA| MHHM AIESt= IP FL ZE HE

BUE SH A

2o £ ALSR OB AT YEE ALB5t0of CIES M8 0f o|2{8 242 CI2of MY EL
=

0

24z =2
o=

[

« -b, --bind - Ct2 UDP ZEO0|M MIHE EME =4I CH7|ELICH.
--bind "127.0.0.1:3000"

71= 2k - 2000.
. -t, --bind-tcp - C}Z TCP ZE0|AM X-Ray AMH|A0 Ci8t 5

My
jo
4>
>
jml
\d
IO
-
[u]l

-bind-tcp "127.0.0.1:3000"

XplElE 2 we 245


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html#cli-quick-configuration-region

AWS X-Ray JHet Rt 7holE

« -c, --config- X|HE AZ20|M 74 otgde 2= &Lct

--config "/home/ec2-user/xray-daemon.yaml"

e -f, --log-file-X|HE It Z2 2 2O E E=2rLLC}.

--log-file "/var/log/xray-daemon.log"

e -1, --log-level - 21 BYIH(EICH A Mol =4 A MITHK]) dev, debug, info, warn, error, prod.

--log-level warn

7|22k - prod

e -m, --buffer-memory - HHIH{7} A& £ Q= HIZE| S

11|

--buffer-memory 50

7122 - 718 HZ2 22 1%.
« -0, --local-mode - EC2 RIAEIA HEIH|O|E{E M
JMHE

e -1, --role-arn- X|HE IAM 4 & 2ol M2

« -a, --resource-arn- 022 A= 2lAA 9] Amazon AWS 2|4 A O|F(ARN)ILICY.
« -p, --proxy-address- ZTHA|E AWS X-Ray &3li0] AOIHEE UZEFLICE TFA| M| =
EEZE K|™sf{of LCt.

--proxy-address "http://192.0.2.0:3000"

* -Nn, --Iegion - A‘llZLEﬂE% Eg EIE OI _|H|/\§ E%E}-L—ltlﬂ
« -v, AWS X-Ray --version- Ol HTE _.E_._A|§, L|C}.
 -h, --help-E2Y 3HE EAIFfLICH

T8 ot Al

YAML SA I U E AME5t0{ HEE FHE o UELICH -c SME M85 7 S HIEc=z
Mo

oo

e EEp 246
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JHeER 7Hol=

~$ ./xray -c ~/xray-daemon.yaml

T8 o M
* TotalBufferSizeMB - %|CH HHIH I 7|(THl: MB, £|4 3). SAE HIEE|Q 1%E ALE5IE{H 02
MEREFL|CE.
« Concurrency - MOIHE EME YZE37| AWS X-Ray QI8Hof CHEt ZICH SA| & +¢lL|ct
* Region- MOIHEE &7 2[T9| AWS X-Ray AMH|AZ &S ELICH
+ Socket - CHE(daemon)o| HIQIES T A4&FL|C}
« UDPAddress - CliiE(daemon)O| =&l CH7|5t= ZEE WA LIC
« TCPAddress — CH& TCP ZEO0|AM X-Ray AMH|A0| CHEF S &2 =4I CHZ (& LICH
- Logging - 2Z S&2 7 ggLct
* LogRotation- 21 &S H|EH35l2{H false2 MYELICH
* LogLevel -2 &2 7tE RAMEt £E8EH 71E I 2 =&7HK| HEELICHdev, debug,
info EE&= prod, warn, error, prod). 7|2&t2 prodO|H, infolt S L& LICH
« LogPath-X|HEl td 22 238 E=FLICH
* LocalMode — EC2 QIARA HIEIH|O|H 2Rl 7AL{5|E{™ trueE Y ELICH
« ResourceARN - HIE2 A&5t= 2lA&A 2] Amazon AWS E[AA O|F(ARN)ILIC.
* RoleARN - X|HE IAM H& S Lot MOHEE CHE HESE YR = LcH
« ProxyAddress - ZEA|E AWS X-Ray S50l HIOAHEE Z=3tL|C}.
« Endpoint - CHE(daemon)O| MIHE EME ™ESt= X-Ray MH|A QIEZQIEE BHZAFLICY.
* NoVerifySSL - TLS @I58 M & QIS H|g g5t
« Version - CHiE(daemon) 74 It U F 4! A, 0 4 HEH2 T U= A L.
Example xray-daemon.yaml
T o2 o2l +4 ZEE 300022 #HZFst1, AARA HEHO[E &Qlg 11, MIHE
ECO MY dgE MYsty, 21 U =22 SMHS HEELICH
Socket:
UDPAddress: "127.0.0.1:3000"
TCPAddress: "127.0.0.1:3000"
Region: "us-west-2"
Logging:

T4 o A8
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LogLevel: "warn"
LogPath: "/var/log/xray-daemon.log"
LocalMode: true

RoleARN: "arn:aws:iam::123456789012:role/xray-cross-account"
Version: 2

E Z0{| M X-Ray Cil &=(daemon) A& 35t7|

(® Note
X-Ray SDK/CIIE x| 2| SX|-2026H 28 2520 AWS X-Ray SDKs/CIE2 fX| &2l 2
EZ MEtE|H, 047|M AWS £ 2ot EX|0F S| ZE == X-Ray SDK 2 HIE 2EAE
LICH x| 2 Lol ik RhMIEH LHE 2 X-Ray SDK & H|& K| Etctel MM S & A& SHA

o
OpenTelemetryZ 0Ot0|12|0|M5t= 730 Z&LICt OpenTelemetry2 O+O|1Ei|0|M5t= &
ol CHE REMIBH LI 2 X-Ray AIS 0l M OpenTelemetry A5 22 010|28|0|ME EZE A
o

AWS X-Ray O£ Linux, MacOS, Windows = Docker ZIE|O[L{0|IMH 242 A& E &~ Ql&LICH.
TMHE ofZZ|A0|ME i L E|AEE m CHE(daemon)2 M™5H X-Ray2 £ H|0|EHE
LiCt. o47|o| X|&of et B2 2 Cte*EE$t ot FEELICH

EZo|M A M o222 AWS SDK AtZ2 53 mt
E HP0H A BHE o2 = U&LICH RhAIEH LY
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(.aws/credentialsAt&X} C|EE{Z|
82 2 (daemon)0ll X-RayZ CI|O|E{E & &
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O| &2 ZE 20000{ M UDP CIO|E{& & CH7[ELICH T4 it U FHEE SME AE5t0{ ZE
ol 7|E} M HAE £ &LCh AHMIEH LI8 2 AWS X-Ray CIE 74 BHE HZFAA
Linux0f| A X-Ray CH&=(daemon) &1

THEOMOE A ot S e = UELICH -0 SHE M85t 2H REo|AM &St -n2

~/xray-daemon$ ./xray -o -n us-east-2 &
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pkill2 HiFM A= g Z2MAE SEELICH

~$ pkill xray

(Docker Z4E{|0|L404| A X-Ray CHE (daemon) A&

T ZEolHoM HIE2g 2EZE M™st7| 2I5H CHS BIAE & DockerfileO|2teE THUZE MEEL
Ct. Amazon ECRO|AM F&| 0|0|X| oA & CIRZESH A AIL. REAIEH LI 2 CHE(daemon) CIHRZE

ot7|E xS,

Example = 7{Tt 2 — Amazon Linux

FROM amazonlinux

RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/
xray-daemon/aws-xray-daemon-linux-3.x.zip

RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

docker build& AF&35toqd Z4El|O[L1 O|O|XIE YUEgFLIC
~/xray-daemon$ docker build -t xray-daemon .
docker rung AtE35t04 Z4El|O[L{0i| A O|O|X|E AT LICEH

~/xray-daemon$ docker run \
--attach STDOUT \
-v ~/.aws/:/root/.aws/:xro \
--net=host \
-e AWS_REGION=us-east-2 \
--name xray-daemon \
-p 2000:2000/udp \
xray-daemon -o

JEEE

Ct

0jo

SME ALSELCH

rlo

« --attach STDOUT - E{0O/'=0{ A CHE (daemon) EE

24
« -v ~/.aws/:/root/.aws/:ro - AWS SDK X}Z4d &
E{2|o] CHEF 17| & HMA HEHS FoigfLch

mo mr

ole 4= 9l 2 AHE|o|L{o] . aws C|2
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« AWS_REGION=us-east-2 - AWS_REGION &4 H~& M%5t0{ CHE (daemon)d 0 2| S At
SEX| L&Lct.

¢ --net=host — ZIE{|O|L4E host UER T HAZELICI SAE HEXF S ZAHOIHHE ZEE Al
ASHR| &t M2 SAIE = U&LIch

« -p 2000:2000/udp - AFE{2| UD
HES{Z 9| ZE| 04772 S&lstE e ER

—
HHEHMHECE MIHES MEE £
Al

13
|
[m
N
(e}
(e}
(@)
o
e
Ll
o
L
|0
i
¢ o
rok
ke
[m
HU
=2
OH
oo
r
[ul
ol
ne
rot

« --name xray-daemon - &2|2| 0|5 & MAlst
Aot

« -0 (0|O|X| 0|5 %) - ZdE|0|L] Lol M CHE (daemon)2 A&lis = t
O] M2 CHE(daemon)O| Amazon EC2 QIAEIA HEIC|O|EE QX RIS 2ZZE ZEMM A
St & K|A|LC.

22 SXI5t24™H docker stop2 AFEELICH Dockerfiles #4735104 Af O|OIX|E LESH B2,
Z2 0|ESZ CtE HE|0|HE MM5tedH 7|E Z4EI0|LH{E AFA|SHoF gfLIct. Z4EI0|L{= docker
rm= AS35t04 AFA|ELICtH

$ docker stop xray-daemon
$ docker rm xray-daemon

HHZOIM CIE MY HUS NBE £ ASLID -0 SHS AB5H0I 2T ZEolM MY T -ne
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> .\xray_windows.exe -0 -n us-east-2

PowerShell A3 BIEE Al&5t04 CIE& AMH|AE ddet A>dELICH

Example PowerShell A3 & E - Windows

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ){
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

}

if ( Get-Item -path aws-xray-daemon -ErrorAction SilentlyContinue ) {
Remove-Item -Recurse -Force aws-xray-daemon
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$currentlLocation = Get-Location

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$currentLocation\$zipFileName"
$destPath = "$currentLocation\aws-xray-daemon"

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "C:\inetpub\wwwroot\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath

Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

sc.exe create AWSXRayDaemon binPath= "$daemonPath -f $daemonLogPath"
sc.exe start AWSXRayDaemon

OS X0{| A X-Ray CH= (daemon) &3

':‘0434-’-‘-01|H O A oS A + UELICH -0 SHE AE5tod 2H ZE0|M ™5t -n2

~/xray-daemon$ ./xray_mac -o -n us-east-2 &
EHOlo| 2& mf olE0| B2 &= A2 EX[5tEd™ nohupE AFSELICH

~/xray-daemon$ nohup ./xray_mac &

0| X-Ray &2 A& AWS Elastic Beanstalk

(® Note
X-Ray SDK/CIE | X| 2] B X| - 20261 28 252/0{ AWS X-Ray SDKs/CI| &

rIo

X &2 2

EE e, 07| AWS = 2ot ZX|BH | 265 X-Ray SDK ! C|= Z2E|AE ANEHE
LICH X[ Lol CHEF REMIEH L& 2 X-Ray SDK 2! CIE X|3 EFIEI2l MME X 35HAM L.
OpenTelemetry2 0+0|12|0[M5t= 20| E&LICH OpenTelemetryZ O-O|1i[0|M5H= &
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HHof CHEt REAIBH LI 2 X-Ray AE 0 M OpenTelemetry AIS 22 0+0|Z2|0|ME &= SHA|
o

L.

o EZZ|70|Moi M 2 Erio|A HIO|EHE El2|0|5t24™ Elastic Beanstalk £ 73 2| Amazon EC2 Q!
AEAOM X-Ray C|l22 A™E AWS X-Rays JA&LICE X[HE|l= ESHE S5 2 AWS Elastic
Beanstalk 7H2t X} OFLHA{ 2| AWS X-Ray C|HZ 7AI2 & ESHAAIR

@ Note
OE2e HErE 6l 8-49| CIAEA T 20 US AL EHLICE Elastic Beanstalk QIAEA T2
ot Uof| HetE FIIeHE REAMIEH LIE 2 CHE(daemon)0il X-RayZ Cl|O|E{E M& & Het £ 0o
MM 2R SHAAIL

Elastic Beanstalk Z3H&0l|l= CHE(daemon)2 AISCE AMSIEE HHE = U= 74 SM0| U&

LiCh A& =0 7 T2 A8 3H7LE Elastic Beanstalk 2£ 0 A SM 2 ME4504 CHE(daemon)
£ gdste = JaLich 7 S gdststH 0| QAR A EXED MHAZ A->HELICH
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Elastic Beanstalk ZS1& 0] Z & & HZ 0| &l HHTO| ob'd &= U&LICH Y ZSHE T AFS
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Elastic Beanstalk = HE|Z1E|0|L] = 7{(Amazon ECS) Z21Z0{ M X-Ray CHE(daemon)E XS K|
of&LCh.
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Elastic Beanstalk X-Ray & & 2 A& 3504 X-Ray Cii &(daemon) &l
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Elastic Beanstalk 2Z 01X X-Ray CHE(daemon)2 &3}

Elastic Beanstalk 2 &2

A B0l gtHo| te| 242 o|SELICH
TS MEHEFLICE

[Software Settings]& ME{EFL|C}.

[X-Ray daemon]0i| A [Enabled]Z ME4EILICEH
MES MEHFLICY.
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T otdg A4 Ao ZEHAIH TS #Y AololM 0|5 £ JaLch
Example.ebextensions/xray-daemon.config

option_settings:
aws:elasticbeanstalk:xray:
XRayEnabled: true

Elastic Beanstalk2 74 I} € CHE(daemon)oll MEstD 238 E& QIXIZ &=L
Windows Server Z31&

« 74 Tt - C:\Program Files\Amazon\XRay\cfg.yaml
« 27 - c:\Program Files\Amazon\XRay\logs\xray-service.log

Linux ZH &

- M ot - /etc/amazon/xray/cfg.yaml
« 21 - /var/log/xray/xray.log

Elastic Beanstalk= AWS Management Console EE & B E0|M QIABHA ZOE 71X EFE
NM3gLich 74 U2 X85t Y2 F7}5101 Elastic BeanstalkO| X-Ray Cii &=(daemon) 21 &
ol
AA

TEIGEE XIHE £
Example.ebextensions/xray-logs.config - Linux

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf" :
mode: "Q00644"
owner: root
group: root
content: |
/var/log/xray/xray.log

Example.ebextensions/xray-logs.config - Windows Server

files:
"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf" :
mode: "0Q00644"

Elastic Beanstalk X-Ray & &2 At&3t04 X-Ray Ci=(daemon) A&5t7| 253
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owner: root
group: root
content: |
c:\Progam Files\Amazon\XRay\logs\xray-service.log

XEMIEE LHE 2 AWS Elastic Beanstalk 7H&F A} FLH A 2| Elastic Beanstalk 2 30 A Amazon EC2 214

EHAOC| 210 E7|E HXSHMR.

SHE Fdoi X-Ray CHE(daemon)2 AFEE &= e B9 Amazon S30AM CHREES5H0{ 4 THY

Elastic Beanstalk 7+ I} 22 A& 3l04 Ci=(daemon)2 CIR2E2 =5t A& LICY.

Example.ebextensions/xray.config — Linux

commands:
01-stop-tracing:
command: yum remove -y Xray
ignoreErrors: true
02-copy-tracing:
command: curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-
daemon/aws-xray-daemon-3.x.rpm -o /home/ec2-user/xray.rpm
03-start-tracing:
command: yum install -y /home/ec2-user/xray.rpm

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf"
mode: "0Q00644"
owner: root
group: root
content: |
/var/log/xray/xray.log
"/etc/amazon/xray/cfg.yaml"
mode: "0Q00644"
owner: root
group: root
content: |
Logging:
LogLevel: "debug"
Version: 2
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Example.ebextensions/xray.config - Windows Server

container_commands:
0l-execute-config-script:
command: Powershell.exe -ExecutionPolicy Bypass -File c:\\temp\\installDaemon.psl
waitAfterCompletion: 0

files:
"c:/temp/installDaemon.psl":
content: |
if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetlLocation) -eq 0) {
mkdir $targetLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetlLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/
xray-daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath’" -f '"$daemonLogPath ""
sc.exe start AWSXRayDaemon
encoding: plain
"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf"
mode: "Q00644"
owner: root
group: root
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content: |
C:\Program Files\Amazon\XRay\xray-daemon.log

Lt O] oMol M= CHE(daemon)2l 21 Tt YU S Elastic Beanstalk Bl 21 Zof 7504 2&
IE = Elastic Beanstalk @& & CIE{HO|A(EB CLNE 238 & M Z&E|TS &Lct

Amazon EC20{| M X-Ray CIE A&35l7|

(® Note
X-Ray SDK/HIE | X| 2] ZX| - 20261 28 252/ 0il AWS X-Ray SDKs/CIE2 SX| B2l 2
CE =2 Metz|H, 07|M AWS £ 2ot X2t s{Z5H =5 X-Ray SDK X HIE 2E|AE MEHE
LICH x| Lol CHEr RhMIEH LH& 2 X-Ray SDK & o= K| Etl2el MME FEFAML.
OpenTelemetry2 0O+0|12i|0|M3t= Zd0| Z&LICH OpenTelemetry2 O+O|22i0|M3t= &

|
eHof et XEMIBH LI 2 X-Ray AIE 0 M OpenTelemetry AIS 2 2 0+0|28|0|ME R R SHA|
o

-l .

- rIo

Amazon EC22| C2 2 Aol M X-Ray CHE(daemon)2 AgHe = l&LICH

* Amazon Linux
* Ubuntu
« Windows Server(2012 R2 O|4})

RQIAEA X2 UAUZ A& 5104 CHE(daemon)O| FX H|O|EHHE X-Rayol YEE=& MEH=2 Fo{FLICH.
RtAMEH LHE 2 EH% daemon)01| X-RayE IO|E{E &Y Het Fo{ HHE FZstA A2,

AEXOIOIE AT RIEE AE5I0d QUARIAE ARE ] XIS Z CHE(daemon)2 ™Y & U&
LICE.

ExampleAt& Xt Ci|O|EH AT & E - Linux

#1/bin/bash

curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-
daemon-3.x.rpm -o /home/ec2-user/xray.rpm

yum install -y /home/ec2-user/xray.rpm
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Examplerl|O|E{ A3 BIE A& - Windows Server

<powershell>

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetLocation) -eq 0) {
mkdir $targetLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath'" -f '"$daemonLogPath ""

sc.exe start AWSXRayDaemon

</powershell>

Amazon ECSO{| A X-Ray CHE(daemon) A& 5t 7|

(® Note
X-Ray SDK/CIE | X| 2] ZX| - 20261 28 252 0{l AWS X-Ray SDKs/CIE2 SX| #El 2
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OpenTelemetry2 0FO|28|0|M3t= Zd0] Z&LICH OpenTelemetryE OO|22|0[M5t= &
Hofl CHEt XEAMIBH LI 2 X-Ray AIZ0i A OpenTelemetry AIS 2 2 0+0|28|0|ME &= SHA|
(@}

Amazon ECS0| X X-Ray CH= (daemon)2 A&st= =7 0|
ol Y2 =8t CHS Amason ECS Z2{AE{0]| HiZ & L—IEP. xto] XMo| mtelo| ZE oL 2 HEQ3 2
MHEZ AL83t04 o E 2|7 o|4M0]| o2 ZHEl| 0|12t *

ZA 271 0[0IX| A
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[71& &ZRSAL.

X-Ray= O Z2[7o|M1t &7H Hi= & =
RtAM[EH LHE 2 CHE(daemon) CH2E2E5

ExampleEfA 3 H9|

{
"name": "xray-daemon",
"image": "amazon/aws-xray-daemon",
"cpu": 32,

"memoryReservation": 256,
"portMappings" : [

{
"hostPoxt": O,
"containerPort": 2000,
"protocol": "udp"

}

=74 olOIx| M4 W U
M-SR XY 742 A2 A =74 O|0|X|& HeolsioF & £ /d&LICt

G2 S F 7}l CHE(daemon)oll EB|0|A HIO|E{E X-Rayoll YZEE HetE &
ofEfL|Ct RIMIEH LHE 2 CHE (daemon)0il X-RayZ HI|O|E{E MEE HE 2o BHE AT SAAIR
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Example = 7{Tt 2 — Amazon Linux

FROM amazonlinux

RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/
xray-daemon/aws-xray-daemon-linux-3.x.zip

RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

® Note

C18 2elolLf 220l RS S4l tlsts Hil F48 AYsRE E2h ¢ L b7}

Example Dockerfile — Ubuntu

Clbieh T4 BEol 79, x| ZRIYES CHeREY I X7 WAsHK TS CAQE JIE) 9B
ME AdxlsHoF BLICt

FROM ubuntu:16.04

RUN apt-get update && apt-get install -y --force-yes --no-install-recommends apt-

transport-https curl ca-certificates wget && apt-get clean && apt-get autoremove && rm
-rf /var/lib/apt/lists/*

RUN wget https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-

xray-daemon-3.x.deb

RUN dpkg -i aws-xray-daemon-3.x.deb

ENTRYPOINT ["/usr/bin/xray", "--bind=0.0.0.0:2000", "--bind-tcp=0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

AM83te HESZ 2o et 2 Holo| +Mo| FetElLIcH 7|22t EEIX| U ESIZ0|H, 7|2
VPCOI| A Al-g-éa £ olaLch 22| LI 2/ 30{| A AWS_XRAY_DAEMON_ADDRESS &4 #H4+E MY
504 SDKO|| =& ZE|O|L{ ZEE 2|1 SAE TEE MXLIC} 02 S0{, UDP ZE 20002
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ExampleEfA 3 H9|
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{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,
"memoryReservation": 256,
"portMappings" : [
{
"hostPoxt": O,
"containerPort": 2000,
"protocol": "udp"
}
]
},
{
"name": "scorekeep-api",
image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,

"memoryReservation": 512,
"environment": [

{ "name" : "AWS_REGION", "value" : "us-east-2" },
{ "name" : "NOTIFICATION_TOPIC", "value" "arn:aws:sns:us-
east-2:123456789012:scorekeep-notifications" },
{ "name" : "AWS_XRAY_DAEMON_ADDRESS", "value" : "xray-daemon:2000" }
1,
"portMappings" : [
{
"hostPort": 5000,
"containerPort": 5000
}
1,
"links": [
"xray-daemon"
]

VPCO| Zz}o|d! MEUloM E2HAEE Adst=E AR

=3 ST, awsvpc HER3 ZEE AF2350{ Z4E{| 0]
o ENI(Et2dX HIER T QIE{HO|A)E HAE = UELICH O|ZM &3 A T|E £+ UY&LICH
E o=, 2/3 2! AWS_XRAY_DAEMON_ADDRESS &3 H0|M SAE T EE MEFSHL|CTH

Example VPC 224 & 9|

"family": "scorekeep",
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= =2—

260


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-networking.html

AWS X-Ray JHe R} 7HolE

"networkMode":"awsvpc",
"containerDefinitions": [

{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,
"memoryReservation": 256,
"portMappings" : [
{
"containerPort": 2000,
"protocol": "udp"
}
]
.
{
"name": "scorekeep-api",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,
"memoryReservation": 512,
"environment": [
{ "name" : "AWS_REGION", "value" : "us-east-2" 1},
{ "name" : "NOTIFICATION_TOPIC", "value" : "arn:aws:sns:us-
east-2:123456789012:scorekeep-notifications" }
1,
"portMappings" : [
{
"containerPort": 5000
}
]

Amazon ECS 220 HHE= M 74
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27 B A0 ASEIRIE B HAE Mt S0t HOIS Qs ASSHHLE AR Z2NAE Hof
3171 I3 MBS E +5 UBLICH

HHEF M2 %715t 246 0|0l M E|S Docker CMD7H UE|O|= EILICH XRMIEH LIS 2 Docker
M AT E HOISHAAIR
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https://console.aws.amazon.com/ecs/0| Al Amazon ECS 24 2& 2 YLCt.
B B 20l EjAT Ho|7t S0 U= EIE MENEFLICE.
E

J

1.

2. H

3. B FolM ElAT HolE MEErLIC

4. =l &l Holxlol M NEE 2ol Mol %ol 2olghg MetEh 3 A JHE Mg MetsLIC)
5. e 5olo| A 7HE A4 w0l XlolM ZE0|LIE M=ystLCt

6. BZ MMM HER TRE BYE SM 282 T Tool FoHELC

7. ololEg MearLict,

8. HEE HOIB F M4 (Create)S MEHBILICH

CHS oMol A= RoleARN SMof CHe &lE 2
RoleARN SM2 X|HE 1AM & a

mjo
me
(@]
=

Example

--role-arn, arn:aws:iam::123456789012:r0le/xray-cross-account

X-RayOllM AtE 7Hs8 BHEE S0 CiEh RtAM[EH LI 2 AWS X-Ray CIlE FEE A XML,
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CHE AWS X-Ray 2t 88 AWS MH|A

(® Note
X-Ray SDK/CIE | X| &2 2X| - 20264 22 252 0] AWS X-Ray SDKs/CIE22 K| 22|
CEE MEEH, 07| AWS = EQt EX|2 sl 25t =5 X-Ray SDK & o= ZEAE
LICt K| Lol Ci$t RFMIEH LI 2 X-Ray SDK & CIE X[ EFUEIQ] MME R E5HMIL.
OpenTelemetry2 0+0|12{|0|M3t= Zd0| Z&LICH OpenTelemetry2 O+O|12[O|M3t= &

ol CHt REMIBH L8 2 X-Ray AIS 0 M OpenTelemetry A2 2 00|21 8|0|ME EZE A
2.

=4 QHo| SlHE MERISHT F7+5t1, X-Ray K22 A5, X O|0O|E{E X-RayZE At M&

Ste S CHY st £F 0| X-Ray E82 AWS AMH|A RMBELICH X-Rayete| S&tolle Ch20| Z&E £

A& LIt

- EHAS -l FE MEYS D TP L

« & AE - CHE MH[&0f o HEZE 238 FIFLIcH

c QY FH_ZE M FHEHHE FItetD CIRAERCSE TMOtELICH

« =7 - X-Ray CiiE(daemon)2 Al&5t0{ X-Ray SDKEEE{ MIHEE =4I LICH

@ Note

X-Ray SDKs Z & £|0] Q&LICH AWS MH|A. 0i & £ 04 Java Elastic Beanstalk& X-Ray SDK
Z£0{10QI2 AI835to4 84 O|ED ID S ol Z2|70|M 0| A E|= Elastic Beanstalk 7301 CH
gt HEE FIIE £ JUsLct

CHH2 2 X-Rayet S&HEIQ| & 74K| o AWS MH|A lL|CH

« AWS Distro for OpenTelemetry(ADOT) - ADOTE AFE &t 2 X|L|0{7} o E2|Zi0|4dE 8t 1 A

£5t0 AT U KIE L FXME Amazon CloudWatch, AWS X-Ray, Amazon OpenSearch

Service, Amazon Managed Service for PrometheusE Z &8t 0i2{ AWS ZL|EZ £F Mo 2 M&

g & A&LICH

4>
ofn
1A
|0
Hu
N
I
o
-
[ul
rr

m
o=}
o
[>

a

« AWS Lambda - ZE HEIY0|M $£AlEE 2HE 55H & a4
of & 7He] .=EE AWS Lambda F7&fLI|C}. 5tLHE AWS Lambda AH|A&0| CHE stLte &
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SLIC A& S g3 5tHE X-Ray SDK E7H AHE & Java 2! Node.js HEFRI0| M X-Ray Ol 2
AWS Lambda = A&}

« Amazon APl Gateway — HE|E 2 T{A|E HE. API HO|EH0l= MEZ FEI2 AHE5t0 7I§E
LHEE A™S T MHIA Hof HO|ERO| BHAHo CHE = EE FIHEHL Y.

« AWS Elastic Beanstalk — =7 . Elastic Beanstalke Ct& £33 &0 L X-Ray CHE(daemon)2 %
stst|Ct.
=y = |

« Java SE-2.3.0 0|4 14
« Tomcat—2.4.0 O|&F 7244
* Node.js —3.2.0 O|&F 4

« Windows Server — 2016 128 9! O|F & 2|AEl Windows Server Core 0|2|9| 2 & T/,

Elastic Beanstalk 2& 2 AF&75t0q 0|28t EH &0 M T = (daemon)E A&t = Elastic

Beanstalk0ol| X|A|5t7{L} aws:elasticbeanstalk:xray HIRIAH O|A0|M XRayEnabled &4

= A8E + &Lt

« Elastic Load Balancing — Application Load Balancer0i M £2& 2 & & L|Ct. Application Load
Balancer= E0|A IDE QA 5lEH| ME S O QLE SIHE iy 2§22 MESFLICH

« Amazon EventBridge — & 7|%. EventBridge0l| O|HEE H A|5t= MH|A T} X-Ray SDKZ HZE

s @2, Ol E1e £ SICiE S AI5T e £5 IDE HS Mg £ gL

« Amazon Simple Notification Service — =& 7|&. Amazon SNS H|A|X}7} X-Ray SDKZ ZE2I0|¢E
E FHdtes 8%, #5its FHIAHE dAstod 3Ust FX IDE 7t AAKEZREH HE FHE

A& Hubg = &Lt

« Amazon Simple Queue Service — =& 7|&. X-Ray SDKE At&35l04 2
= @2, Amazon SQSE FX &l|HE T™SE& st W AIK It AH[KF|H EH H
IDE Hl&8HA ™utErL|Ct

« Amazon Bedrock AgentCore - AgentCoret=
OHEZZ|FO|ME Sall LEO0I S E M &S

2 AIshatEd MHIA ZHlo 25 HYAE
5 F

o
St S A OlA
sEHE = U&LCH

;

Z X8 2 Ql&LICH AgentCore 2lA A0 CHEF 2HEFM
E mustn Aloo|TE =7 0| 5ol ChEr 7HAIY

=H

« Amazon Bedrock AgentCore 2! AWS X-Ray

« Amazon Elastic Compute Cloud2t AWS X-Ray
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« Amazon SNS 2 AWS X-Ray
+ Amazon SQS 2! AWS X-Ray
« Amazon S3 2! AWS X-Ray

» AWS Distro for OpenTelemetry & AWS X-Ray
« AWS ConfigE AF835l04 X-Ray &5 3} 7 B3 £x451 7|

+ AWS AppSync & AWS X-Ray

« AWS X-Ray0l CHEt Amazon API Gateway {E[2 Ej|0]4 X| ¥
« OFOFE EC2 & AWS App Mesh

+ AWS App Runner 2! X-Ray

+ AWS CloudTrail& At& 38104 X-Ray APl 3 & 25 7|
 CloudWatch@t X-Ray & &f
» AWS Elastic Beanstalk 2! AWS X-Ray

+ Elastic Load Balancing 2! AWS X-Ray

« Amazon EventBridge & AWS X-Ray
+ AWS Lambda 2! AWS X-Ray
« AWS Step Functions & AWS X-Ray

Amazon Bedrock AgentCore ! AWS X-Ray

Amazon Bedrock AgentCore =2t S8 £/|0{ Al Of0|ME & =7 E IFt B4 FX 7|52 AWS X-Ray
MBELct o]l 382 Sall oo|ME ofZEZAH0|ME Stste RE S FHEY = USEE 5 HE
a2 AlYstn BXE HEY = Uauct

AgentCore= X-Ray S&& %?_F 24 FMZ X2 E AIOO|FE W EFo| M58 ELIHEE
= A&LICt AgentCore ElAA0f CHEH 2HEHE S B ASHSHE MH[A ZAHo EE{IOI/\ HEIAEE ™
ut5t 1 o O|ME I CHE AWS A‘I ot 4% A ste WAS It e = USLICH XFMEH LIS

| &
Amazon Bedrock AgentCore& & Z5HAM|2.

o ZX HHAEEZ CI2AER| MH|AZ Mu}

« AWS Distro for OpenTelemetry(ADOT) SDKE A28+ A2 X X|H AS
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AgentCoreE Al &35t0{ X-Ray M7

AgentCore0l| M X-RayE At&5tE{T AWS 7| 0{| A CloudWatch EZHZ M S 2 4d5}afofF L
Ct. 0] ™2 AgentCore7t 5 C|O|E{E X-RayZ2 M& e £ UTE st Us|A AHQLICE RbAIEH

82 ERAMME HM HEstE H st L.

AgentCoreo| &t Mo ChEt AFMIEH LI 2 Amazon Bedrock AgentCore 00| E EE= E 104
SESCYS RN

TaN E0tE A

AgentCoreOl A F£X 5l AL

AgentCore= B4 FXE Q{8 X-Ray £ 5l @Al X|@ELICt AgentCored CHEH 2o X-
Amzn-Trace-Id SIHE Z&5t0{ MH|A FA HEtol| A FH AHAEE RXIE = U&LICH

Amazon Elastic Compute Cloud2} AWS X-Ray

INE=INS -IIOIE-I AT ZEE AME35t0{ Amazon EC2 QIAEI A0 A X-Ray CH = (daemon)2 Mx|st1 4

sk £ Ql&LICH REMIEH LI 2 Amazon EC20{M X-Ray CI2 Alglis7| MMdE & xsHM2
RQARA Z 2 Ug AE3610{ CHE (daemon)O| A L|O|E{E X-Rayo|l Y=2E=& THetS FogLict
AtAMIE LHE 2 CHE(daemon)0il X-Ray2E Cl[O|EHE MEE HEt 2o MME FXFAML

Amazon SNS 2! AWS X-Ray

Amazon Simple Notification Service(SNS)2F AWS X-RayE &7 AF&5tH SNS FXA|E &3l SNS %
H 75 MHIAR O|Sste 2FE FMot1 BME = U&LICH Amazon SNS2F &7 X-Ray FXE
ArE35to{ ETofAM RLEO| A= AlZh 4 EZo| 250 HAIX|IE MY st Ol ZEl= AlZE S O
AlX|2t SHE WA MH|A Q| X4 AlZtE 240e = AU&LICE Amazon SNS= E& ! FIFO FX|of

CHsll X-Ray F£XE X[ ELICH

0|0] X-Ray2 HFE MH|A0AM Amazon SNS FH|0f| HAl5tE A<, Amazon SNS&= HA|KFo{| A
FEXAH FA HEIAEE XMEFSHL|CH, EEdF 2 A =R E & A44515104 7S E SNS 22} 0|E0f
M HAIE! HIAIX[of CHSH Amazon SNS F+5=0f CHEt M2HE C|0|EE X-RayE TEE = U&LICEH
Amazon SNS 2& 2 A8 3l7{Lt Amazon SNS API EE= CLIE A& 304 Amazon SNS F=A|of| CHEt
2 FH2 293t ELICH SNS 20| E HFof CHet RhM[EH LHE2 of EE[AH 0| HF S &6t
A2,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Transaction-Search.html
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Amazon SNS &4 F& L M517|

Amazon SNS £ 0|L} AWS CLI EE= SDKE AF23104 Amazon SNS &8 FHg A HE = USL
Ct.

Amazon SNS 2£& A& [l Amazon SNS= SNS7t X-RayE 2 3 &5te O 2ot Hete M
M5tE{D A= & LICH X-Ray 2laA HAME oHE = U= 528 HEto| gl 42 A7t HEE
£ QlaLIch o|g{st #etol Cist XEMIBH LHE 2 Amazon Simple Notification Service 72 A} 7}0| =0
M Amazon SNS &I 2 A 22| L Amazon SNS A|04 O A|E & ZSHM 2. Amazon SNS 2& 8
ArE35to{ HE|H FXMZ 7= Lol CHEE AHAIEH LHE 2 Amazon B &2 MH[A JHE XL 740| =29
Amazon SNSO|A HE[EH FH AE MY T =2 FXSHML.

m

AWS CLI E£= SDKE At835t0od & FXE FH3lste 42 BlaA 78t HMS ALE OP i
SoZ 760k gLIC} PutResourcePolicyE AF23H0{ Amazon SNS7} X-RayZ F*
4 9l-E LB BlAA J|# MO 2 X-RayE FAELICH

i rﬁ

2 re
4

OF mlo

Example Amazon SNS &% F2of CiEt X-Ray 2|44 7[HE 22 o Al

Ol Al A EXM= £ HIO|EE X-RayZ T™&steE Ol 228 Amazon SNS2| Hets X|H & LICH

Version: "2012-10-17",
Statement: [
{
Sid: "SNSAccess",
Effect: Allow,
Principal: {
Service: "sns.amazonaws.com",
I
Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
"xray:GetSamplingTargets"
1,
Resource: "*",
Condition: {
StringEquals: {

"aws:SourceAccount": "account-id"
I
StringLike: {

"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"
}
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https://docs.aws.amazon.com/sns/latest/dg/sns-authentication-and-access-control.html
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[}

CLIE A&5t0{ £ O|0|E{E X-RayE MEE &= U= Amazon SNS HEt2 Hoists 2lo4A J(HE Y

aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
'{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess",
"Effect": "Allow", "Principal": { "Service": "sns.amazonaws.com" }, "Action":
[ "xray:PutTraceSegments", "xray:GetSamplingRules", "xray:GetSamplingTargets" 1,
"Resource": "*", "Condition": { "StringEquals": { "aws:SourceAccount": "account-
id" }, "StringLike": { "aws:SourceArn": "arn:partition:sns:region:account-id:topic-

name" } } } 1 }'

Ol IME Ar&3t2d™, partition, region, account-id, topic-name2 5§78 AWS IIE|M, X[,
HH ID, Amazon SNS FA|| 0|52 2 HASIM 2. 2 E Amazon SNS FX|7F £ C|0|E{E X-RayZ
&S S Hele Roiste{H FX| 0| *2 HITMAIR.

X-Ray £ 0 A Amazon SNS HA|X} & SR FX 27|

X-Ray 2& &2 Ar&35t0{ Amazon SNS HA|At & 2 E5Xt0| HAAE HEHE EAlSt= Edio|A Yot E
HiolA ME HEE 2 £ U&LICH FH|ol Chal Amazon SNS &4 £X{0| 74X /2™ X-Ray EQ|O|
A SO EBO|A MIE ’é 340{| Amazon SNS HlA|X}, Amazon SNS FA|| !l Ct2AEZ F=Xtod Cf

Client O Publisher O myTopic
SNS Topic

O https://s...mySqsQueue
SQS Queue

Amazon SNS H ARt S A}
EfolA ME ME 2t M2 EP?:.EPO._'OI EAIEILIC

™ X-Ray E&0|A AF HE m| 0| x|o]

NM
Dﬂ
S o
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|m
z
o
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x
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™
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Example Amazon SNS HA[X} & R EX}E7F 2 & E of| & EFietel

0| o= Amazon SQS Al A|RF7F Amazon SNS FA|0i HIA|X|E ELH= EFQEICIS E0{F 0, O| H|A|
X|= Amazon SQS FEXt7t A 2|gfLct.

Segments Timeline info o)
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms
Name Segment status Response code Duration ! ‘ ‘ ! ! ‘ ‘ !
¥ Publisher
Publisher ®oK - 295ms
SNS @ OK 200 263ms Publish: arn:aws:sns:us-east-1:....myTopic

¥ myTopic AWS::SNS::Topic

myTopic ®oK 200 37ms

SQs @ OK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqgsQueue
¥ SQS AWS:SQS::Queue

SQs @ OK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqgsQueue
QueueTime ®oK - 36ms

/2| of| M| Et 222 Amazon SNS HIA|X| S &oi CHEr MF HEE M LICH

« SNS M[ZHEE= ZCI0|HE Q| Publish API 21X 3 & &2 AlzZtS LIEFLICEH
« myTopic MIAHE & HA| 2&0f Cigt Amazon SNS S& 2| x| AlZtS LIEFHLICE

« SQS 5t M2MHE = Amazon SNS7 Amazon SQS CH7 o]l HIA|X|E HA|HE O AE2l= &2
AlZHE LIEFLICE

« myTopic MZHER} SQS 6t MIHHE AtO|2] A|ZH2 Amazon SNS A|AEI|AM HIAIX|7I HFE =
AlZHE LEEFRLICE

Example 22 X 2|E Amazon SNS HIA|X|7} Z &HE EFUEIO! 04 A

0424 7H2| Amazon SNS HIA|X|7t StLEO| =X Lo L& &ME|Zl= B2, Ma™E Ereletelod= &E
El Zt HAIXIE LEHLE MaHET EAIELICH

X-Ray Z& 0l A Amazon SNS HAIRt Y EX £ E7| 269



AWS X-Ray JHet Rt 7holE

Segments Timeline info [}
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms 400ms
Name Segment status Response code Duration ! ! ! ! ! ! ! ' !
¥ Publisher
Publisher ®@oK - 356ms
SNS ®@oK 200 323ms PublishBatch

¥ myTopic AWS::SNS::Topic

myTopic ®@oK 200 63ms
Message-3 ®@ ok - 58ms
SQS @ oK 200 62ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySqsQueue
Message-2 ®@oK - 57ms
SQsS @ oK 200 51ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
Message-1 ® oK - 57ms
SQsS @ oK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue

¥ SQS AWS:SQS::Queue

SQS @ oK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 55ms

SQs @ok 200 51ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySgsQueue
QueueTime ® oK - 51ms

SQS @ oK 200 62ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 62ms

Amazon SQS %! AWS X-Ray

AWS X-Ray= Amazon Simple Queue Service(Amazon SQS)2 E&£|0{ Amazon SQS CH7 | S
S&ll MY El= HAIXIE FXELICEH X-Ray SDKE AH&35to 2 Z

Amazon SQStE FH FIHE ™&EstT YWAIKIE AH|KHO| A 2LH S

SHA I LICH AL Kb O|2{3t FXo| &M HEO CHRAER AMH|A Mo AX =&, &4

U CIHZE = UELICH

AWS X-Ray= Amazon SQS2t AWS Lambda& A&3t04 O|HE 7|8t ofZ2|70|M =M Z X|HE L

C}. CloudWatch 2& 2 AF83tH 2t 2% 0| Amazon SQSZ CH7|¥of| £7IE|T CHR2AE 2| Lambda

ol ol XM2[E  HZEE BEVIE 2 = UELICH HUAEZ HAIX| Matxte| EO|ATLE

2 Lambda & 2| EB|0|A0 RIS 2 HAAL|IZE ™A o E2|F0|ME FHHoRE Lt = Us

LICE XAt LI 2 O[HE S4l o Z2|70|MH FXE T XML,
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o

O ProducerFunction O https://...MySQSQueue
SQS Queue

v
I
1
1
I
|
1
|
I
]
|
I
1
|
1
v

O ConsumerFunction
Lambda Context

Al

Amazon SQSE Lt €2 FH &l AES KM LICH

« 7|82 HTTP 3l - AWS SDKE &3l Amazon SQSE Z£35t™M X-Ray SDKE AHS2 2 FH &
E HTTP SICE ®MESLIct 712 £ Slei= X-Amzn-Trace-IdE 22{L|MH, SendMessage &=
SendMessageBatch L0l & &l 2E HAIX[o HEELICEH 7|2 HTTP 3l|lC{of| CHeh REA[EF LY

e otelg A XFAIAFEA F|-

. AWSTraceHeader AMAE £ - AWSTraceHeader= CH7[Z 2| HA|X[2F &7H X-Ray F3 S
M St7| 25 Amazon SQSIAM AFE5HE HIAIX| AIAE S-lLCt o & E0{ ME2 2104
01I CHEH &% SDKE gl=¢ et ZH0| X-Ray SDKE S8t xS HS0| MBEX| e Fox
AWSTraceHeader& MEE # JU&LICH F 7tX| &l AIE S HEstT LM O HAIX| A|lAH &
MO|HTTP &X 5l|{E FHo{&L|ch

Amazon EC20|M A&3t= 2 Amazon SQSE & #oil stLES| HIAIX| XM EIE K[HFLICH o|R2
2Z oA SAENM A %}E A< 2! AWS Fargate, Amazon ECS E== AWS App Mesh@t ZH2
Ao s gt

r|r o2t

_|
ZE|o|L MH[AE ALS st

llcH= Amazon SQS HIAIX| 27| €& & L HAIX| £ gEEolM MlELICH &, X- Ray
£ &d35}5HE Amazon SQS &3S =1 K| f&LICH AWS g 2o CHst REMIEH LHE
Amazon SQS &S A XFAMAIL.

b P
A )

HTTP % slc] &%

Amazon SQS2| & AK A @A E SendMessageBatch & SendMessage 2 3 &8 Sl F
M HEHE XS MEE = U&LICH AWS SDK E210|21EE H &35 X-Ray SDKO|AM X El=
ZE 0|2 A5 0| JHSFLICH FXE AWS MH|ASH ST MB|A(0: Amazon S3 H{Z! Ei=
Amazon SQS CH7|Y¥) LHOIM HMASHE ElAAE X-Ray 2£2| EBO|A M| CIHRAER LEZ
F AIELCY.
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o= A0{Z AWS SDK &2 FXMot= S E AHM|5| ot edH X[ El= SDKO|A CHE FXE

« Go-Go& X-Ray AWS SDKE A}235}0{ SDK 35 &
Java - Java& X-Ray AWS SDKE AIE35l0{ SDK & &
Node.js — Node.js& X-Ray AWS SDKE AI&35l0{ SDK & &
Python — Python& X-Ray AWS SDKE At&35l0{ SDK 2 & F™
Ruby — Ruby& X-Ray AWS SDKE AIE35t0{ SDK & FH
NET - NET& X-Ray AWS SDKE Al835t0§ SDK & F*

|>

X 5|C] 4 ol =& FHE

Zx = HEIAE 23
Lambda CI2AEZ| AH|XIE A5t G2 £ ZEHAE
Amazon SQS AH|XIQF ZAEIAE MUt & 7|4 5t2{H
7|& 3l oF &rLC}.

FM AMAEE SH6= HAE 37 M BAZ LHELUC

+ ReceiveMessage APIZ £Z&35}04 AWSTraceHeader &40 CH8t CH7|Foi M HIAIXKIE =218
Ct.

. &40IM £ slc{E AMErLICH

S0 =X IDE STELICH HetchH i MaHE| X[ 2E O F7HEfLCH

CHe 2 Javag X-Ray SDKE EHAEl 7134 of &l LICh.

Example: ¥4 &l A4 L X HHAE =7

// Receive the message from the queue, specifying the "AWSTraceHeader"
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
.withQueueUrl(QUEUE_URL)
.withAttributeNames("AWSTraceHeader");
List<Message> messages = sqs.receiveMessage(receiveMessageRequest).getMessages();

if (!messages.isEmpty()) {
Message message = messages.get(0);

// Retrieve the trace header from the AWSTraceHeader message system attribute
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String traceHeaderStr = message.getAttributes().get("AWSTraceHeader");
if (traceHeaderStr != null) {
TraceHeader traceHeader = TraceHeader.fromString(traceHeaderStr);

// Recover the trace context from the trace header
Segment segment = AWSXRay.getCurrentSegment();
segment.setTraceld(traceHeader.getRootTraceld());
segment.setParentId(traceHeader.getParentId());

segment.setSampled(traceHeader.getSampled().equals(TraceHeader.SampleDecision.SAMPLED));
}
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AWS X-Ray= Amazon S32 S E|01 YAER @M E FX5t0{ o Z2|70|MH 2| S3 2 o]
EgLch MH|ATE X-Ray SDKE AF&350d ™S FXM5l= 42, Amazon S3= FH S|HE AWS
Lambda, Amazon SQS, Amazon SNS& Z 2 CIRAEZ| O|HE FEXIo|H B = U&LICH X-

Ray= Amazon S3 O|HIE r2lof CHEt =X HIA|XIE EMstEFLIct

X-Ray EBl0|A HE AF25104 Amazon S32 O Z 2|71 0| M0l M A2 8HE CHE MH|A L] 1ZAE & Ol
e QJQLIEP. st 2LE2 A85t0{ WE Ch7| AlZH X Ao 242 HERIE 8 & U&LICH X-
Ray 2& AMS gheHol st REM|SH LIE 2 X-Ray 2& AIS5H7| AME XFHAAIL

Amazon S3E 7|£ http S HIS 2 X|HELICH AWS SDKE S35l Amazon S3E X% 5 &6HH X-

Ray SDKE XAHS2 2 FX 5|HE HTTP dIHE MSLICt 7|2 £ 5= X-Amzn-Trace-Id&

MEELICH £ &l|c{ol| CHet RtAIE LI 2 70 Ho|X|e| £ §|HE HZ5tAAI2. Amazon S3

FM HUHAE ™t Chg 7 5AHE XIAFLICH Lambda, SQS X SNS. SQSeF SNSE MIHE O
O|E{E AtAMZ o2 ®ME K| 47| IHE0| EBO|A SIHE CHRAE R AH|A0| Mutst2HE S30]
ol EE|HE W EdilolA EEE EBo|A Bof LIEFLFX| of&LCH.

Amazon S3 O|HE & 1M

7t = UA&LIct o|2{E

L EI-

mII
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rE
uﬂ
fljo
3
mjo

Amazon S3 22 7158 AL ST HIZI0IA] S ol
o2l ofZEIAH Ol Lol ChHg Chatoll Hmhar 4 9

oy [m

» Amazon Simple Notification Service(Amazon SNS)
* Amazon Simple Queue Service(Amazon SQS)
* AWS Lambda
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Al

X|HEl= o|HE S52 Amazon S3 JHE Xl 7HO|=0iA X[ E[= O[HIE REE HX

o

Amazon SNS 2! Amazon SQS

SNS FH| EE= SQS tH7 |0l &2 H AlStE{H TX{ Amazon S3 TEHE F045{of & LICH O|2{&t
TEt2 Foiste{™ & SNS FX| EE= SQS CHZ |0l AWS Identity and Access Management (IAM)

S AZeLICE 228 IAM ZAoi| CHsl XtA|S| 2ot E{™ SNS X[ EE= SQS CH7[Eoil HIAIX]
AR HEE F0o{ Mg HESHAAIL.

SNS2 SQSE X-Ray®l S&5t= Lol CHEF AHAIEH LIE 2 Amazon SNS 2! AWS X-Ray &
Amazon SQS 2! AWS X-Ray2 & X 35HAAIL.

AWS Lambda

Amazon S3 2& 2 AL83510{ S3 H{Z!0f Lambda & +8 O[HE S T HE M 0| 2&2 HAM
g8 7t EE5t7| 98 MEFE Amazon S30 £045t =5 Lambda & =01 T HEtES HHEE L
Ct. XkAISH LH& 2 Amazon Simple Storage Service 2& AME MY A{Q| S3 H{Z/of CHEF O|HIE LIS
M3tetT TA5E{H oEH SHof FHLER?E B ESIMLR.

D:

T

£ $t, AWS LambdaOllA Lambda & +& S £&
REMIEH LI 2 AWS Lambda 7HEt At RHLHA{ S| AF

Z5HMIR.

(o My

A

o

Fa
=

Lambda®}t X-RayE S&st= 2edof CHEF AHM[EH LHE 2 AWS Lambda®i M o] AtHE ZE A S S X
StAAIL.

AWS Distro for OpenTelemetry & AWS X-Ray

OpenTelemetry& AWS HIZ T (ADOT) 2 At835t04 X|EQt FHME £=%l5t0{ AWS X-Ray2t Amazon
CloudWatch, Amazon OpenSearch Service, Prometheus& Amazon Managed Service S2| 7|E} 2L

Bl ¢ R MOE MEY 4 aLith

AWS Distro for OpenTelemetry

QE HHEZIS AWS HZE (ADOT) 2 22t E H|O[E|E HFE AE (CNCF) o 2 & =
HEZ ZZHMEE J[HoZ 5t AWS HHZEHRILICH OpenTelemetry= 24HE EfojA 2 O
E22 £TE £ U= U 2E A2 AP, Elo|E2E{E| 2 o0|FE MEE HI%E*I—IEF o 2%
AWSO|M EI|IAE, 2[x35}, 2ot B X[5t= SDK, AHS HE o 0|ME W +E7|E X HAEZ
OpenTelemetry 7+43 2 A O| HiZ ZFQIL|C}

ok
S
[[...
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/enable-event-notifications.html
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https://docs.aws.amazon.com/lambda/latest/dg/java-tracing.html
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ADOTE AtE35tH ofE2|70|ME &t H H|F5to{ &5 #EdEl X|ZE 2t FXE Amazon CloudWatch,
AWS X-Ray, Amazon OpenSearch Service, Prometheus& Amazon Managed ServiceE Z & 8 012
AWS ZLIE{R &R Mo B MEE £ USLICH

L2 AWS MH[A2t S8 Elo £ 2 HERIE X-Rayot Z2 ZLIEY £F Moz
2olg 7hAstErLICh ADOTSF S8HEl MH|A Q| B J1X| of= Ch2 o ZH&Lich:

« AWS Lambda— ADOT& AWS #2/& Lambda A5 2 Lambda &+ XIS 2 HE51,
OpenTelemetryE HIZ A& £ Qle 714 &l M o| ZHHsH H|S0il AWS Lambda 2! X-Ray 2t
°+771| 7| Aeto2M E2{1 H Z8|0]| A2 K} B3 XZELICH A2 ZEE H=|7=|o|'7(| ot

T Lambda & =01 CH3H OpenTelemetryE &3} & H|gH31e = U&LICH REMIEH LIS

OpenTeIemetry Lambda& AWS HZ E2 & ZSHA 2.

« Amazon Elastic Container Service (ECS) — OpenTelemetry Collector& AWS Hi Z E S A& 5104
Amazon ECS OfZ 2|7 oMM HEEZIDt EBO|AE +=F5t0{ X-Ray & 7[E} ZLIEHE &F Mo
2 MEELICH XFMIEH LIS S Amazon ECS kA OHLI MO A OfZ 2|70 £ Hilo|E] +EIS
xI-I o|'k|| Q.

« AWS 4 2L — App Runner= OpenTelemetry& AWS Hi Z ZHADOT)2 A8 3504 X-Raydll FHS
T&e 4 TS X|HELICH ADOT SDKE AHS 5104 Z4E{ O|L13HE! O Z 2|74 0] 4dod| et &% o
O|EE =&t 1, X-RayE AtE35tod HIFE o E2|7H|0|dS EA4st T QIAOIEE ¥E = J&L
Ch. REMIEH LI 2 AWS App Runner 2! X-Ray& & ZE5HAM2.

Z=7F AWS MH|AQIO| S8 2 Z & 50 OpenTelemetry& AWS HIZ o] CHEF REAIEH LIS 2
OpenTelemetry& AWS HHZ I HdHME FHEFHAMIR.

OpenTeIemetry% AWS Distro 2! X-RayE& At&3toq{ of Z 2| 0| M
82 OpenTelemetry& AWS DistroE A& 304 O Z2|7i0|M HIE

r>-
Io

ot Aol CHer REAIEE LY

AWS ConfigE AI&3t04 X-Ray & &3} 74 844 FX517|
AWS X-Ray= AWS Configet S8 |0 X-Ray & &3} 2lAA0 CHEF £ HAEE 7|5 ELICH AWS
Config& AFE35l04 X-Ray 2535} EIAAE QIHIEZ|SI T, X-Ray 714 7|52 ZHAISID, ElAA B4

of CHEH 3 E 2B == U&LICH

AWS Config= Ctg X-Ray &3t 2|44 BHZEZ O|HER 2dsteE W2 RIHFLICH

« FTEHHB L33 7| HE E=E FIH EE 72 X-Ray d 23t dHe 2 E[EE|7]
CHE XIE& AL&50{ X-Ray 2 AWS Config ZF 7|2 €1Z2E ddsts YHES YotEMAIR

AWS Config 275


https://aws-otel.github.io/docs/getting-started/lambda
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/trace-data.html
https://aws-otel.github.io/docs/introduction
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Lambda &4 E2|7{ MM

A&Xt X3 AWS Lambda 22 435t2{™H ALS At | AW s Config & 9| ARNO| Z#fL|C}
CtZ X|&2 2 Node.jsE AHE oP04 AWS Config Z|AA Q| A =
XrayEncryptionConfigZ E&HetE 7|8 &8 M E*L—l Ct.

AWS::XrayEncryptionConfig ¥448 E2|7HE At& 35104 Lambda &+ & d44d5t2{™
1. Lambda Z2&£& YLICt & MyYS MEELICH
2. =RIZIZEE MEistn EF T EIE 2t0|E2{2|E config-rule-change-triggered 2T ZZEE &
E{2ELCt ERZEIEQ| 0|F0AM B3 E EEISHHU FS MEHS0 A& TI—-ELICH
3. C}8 EEE ™Molstod ERZZEE FHELICH
 [Name]o|AM O|§ 2 =dgfLCt.

« [Role]0ll A [Create new role from template(s)| & MEHEFLICEH

« [Role name]oi| O|§ & I=IgfLICt.

- HM HZ30{ M AWS Config & TEHS MEHEHLIC,
4. g ddgg MEi5to] @8 MME £ AWS Lambda 2& 0 E A[FLICH
5. g+ 3 E MES0{ AWS: :EC2: :InstanceE AWS: :XrayEncryptionConfigZ® Hb&E LICH.
MY ZEE UO0|ESA Ol HE LSS BtFe =& &Lt
72 3E
if (configurationItem.resourceType !== 'AWS::EC2::Instance') {

return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';

return 'NON_COMPLIANT';
A-o|EE I E

if (configurationItem.resourceType !== 'AWS::XRay::EncryptionConfig') {
return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';
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return 'NON_COMPLIANT';

6. X-Rayoll HAHAE = UZF IAM L ™ A&hol|l CtF2 F7tgfLCt CHE HEH2 X-Ray 2l&
of CHEt &17| & HMAE S ELICH HHE 2|laA0] CHEt HMA HEHE XS 5K Egeﬂd T
2|0t HAZAE Lambda &4+ 2 LI 1 AWS Configdll M HIE edo{tcte HIAIX|ZF EAIEL
Ct.

"Sid": "Stmt1529350291539",
"Action": [
"xray:GetEncryptionConfig"

1,
"Effect": "Allow",

"Resource'": "*"

X-Ray& AL X X|H AWS Config 72| 44

Lambda &7 A& & 9| ARN2 & Z 3511 AWS Config 2£ 2 0|5 3504 AF8 A X|H FEI2
Mggfuct.

& dstod

o
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X-Ray& AWS Config 7+

1.  AWS Config 2& 2| #&! 10| X|& Y¥LICt.

2. TE FIIE MEHE CHE MAEA X|H 7& FIHE MEAFLICH

3. AWS Lambda &= ARNOIM A& 3tE{= Lambda & =2t 21Z4E ARNS &g LCt.
4 !

Magt 22|70l

10

| 0| HZEE|MH AWS Config7t B7HE EZ|HE
LHE oo Al >E LI

O o =2 _I?I_
2715 - AWS ConfigE AL A7} AME4EH RIS (0f: O 24A12H) 2 O] 7 Eloil CHE B7HE M

C
0x
[m
I

O 4
L
~lo
nE
U fo
_hQ
% o
]

LiCt.
5. ZlAA REoZE X-Ray MM0{M EncryptionConfigE AMEHEHLICY.
6. XMES ME{ELICH
AWS Config 2&0| 2ol #H &8 SAI HItgLCH BItE =25t ol ¥ 2 Hx 23 = UE

LICH.
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OlAl o] #2l0| FHE E452 2 AWS Config7t ZHAL 7|18 oS AlEHE 4= Ql&LICH AWS
Configi= EFIEIQI HAIOE ElAaA HAZS 7|SELICH O|HE o

[HOFCH AWS Confige T/F @Al HIO|ES2 Mdsto] 53t 7|19 JISON I HZEE LY
88 E0{&ELICt EncryptionConfiget AAZAEl 2719| ZE B2 Configuration.type &
Configuration.keyID®IL|C}.

21t of

ChE2 &4 YAlol st HEE2 2 0iF = AWS Config Bt HEH219| 0d &ILICE.

XRay EncryptionConfig 366702083853 @
on June 18, 2018 1:40:38 PM Pacific Daylight Time (UTC-07:00)
[ n h h (
08 I.|.-nezn|s 08 :unsm!& OB.IJune 2018 . tow
1:19:19 AM 1:30:18 PM 1:38:40 PM i
Changes b

CHS2 AWS Config H8 E52| o LIt HE LI 0o| /& A2 EAELICE o] o= 7[& X-

= Changes )

Configuration Changes o

Field From To

west-2: 366722083853  key /e@531084-B8ad-4d7F- Jeab-53dd693a%45c"

Amazon SNS &2/

T BHZE0] CiE 222 2o 2{M AWS ConfigE Amazon SNS 222 A
3t LIS 0| 2UE AWS Config BlAA ¥78 B L|E{2 EHIS R X 5HAIA

AWS AppSync 2! AWS X-Ray

AWS AppSyncoll ChEt @82 2adststn £XF 4 laLIch RHAIE LIS S AWS X-RayZ £
718 HESYAIL.
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https://docs.aws.amazon.com/appsync/latest/devguide/x-ray-tracing.html
https://docs.aws.amazon.com/appsync/latest/devguide/x-ray-tracing.html
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AWS AppSync API0i| CH3H X-Ray &= g M5ttt A &0l & e Heto| U= AWS Identity and
Access Management AH|A 9174 of&to| A5 22 MMEL|CH 0|2 S35 AWS AppSynco| A X-Ray

2 g oHsH HMa Y + UL

2

AWS X-Rayo0i| CH&t Amazon API Gateway HE|2 Efj|0| 4! x|

A& X 22 0| Amazon API Gateway APIE S35l 7|2 MH|IAZ 0|S5tE S92 X-RayE AFHE 35104 A
i M8 FHE 1 EAME & U&LICH API Gateway= 2 E API Gateway IEZQIE F&(2|H,
AUX| =Mz, Zetol)ol CHs X-Ray FHE X|MELICH X-RayE MEE + U= ZE AWS 2™
0 A Amazon API Gateway®l &7H X-RayE AtEE £ U&LICH AtMIE LIS E L ot=E 218 Amazon
API Gateway i At PHLHM S| AWS X-RayE ALE 8 API HO|ERO| AP A3 FHE FZHMIL.

(® Note
X-Ray= API HO|E|0|E S8t REST API0| CHEH Aok x| &Lt

AWS X-Rayol CH&t Amazon API Gateway 24E|E E2{|0|4] x| API AE|O|X[oMH &M T2 &

gtstod =4l @HEE MEZ ST FXME X-Rayol| & ELICH

AP| AE||O|X|of A B4 TR

utok

g =tstedH

(][]

1. https://console.aws.amazon.com/apigateway/H| A Amazon API Gateway 2&& iLIC}.

APIE MEIEFLICEH

AH|O|X|E MEFFLICH

27/ B0l M X-Ray Tracing 243515 MESH O} #H7 AFS K& S MEfstL|CH.
Et

212 &M 3H0i| M Resources(2lAA)E MEIEHLICEH

o o bk~ w0 DN

MZ2 MH g2 AH835104 APIE CHA| HHZ 524 Actions(2 ) EELCHR2 S MBI CH2, Deploy
API(API 2 )E MEEFLICY,

AP| HO|E9|0|= X-Ray 2&0M Holst= M 2 Ar835to 7|18 E EE Z™ELICH AP
gt MEE|= #EOILE §H &7 2 E QEA B MEE|= #AIE HYEE = U&LICH API (O]
EQolz= B L 2o cHet MR HEQ BA MOHES| £4of SIEE 7ISELICH AtAE L2

HMET A 7Y S HEsAML.
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@ Note
API| Gateway HTTP S& 2 &3l REST APIE E&i|o|&& mf Zt MOIHES| MH|A 0|2
API| GatewayOll M HTTP S8 IEXZQIER ¥ot= R URL 22 M™E|E2 24t 1R URL
Z20f CHEt X-Ray EBl0|A Bofl MHIA =7} MAMELICH URL Z27I Bto™ EojlA
Ol == $t= 21 10,0007HE Z1t5t04 L7 7} Mg = &Lt
API| GatewayOll M M45t= MH|A =EO| =& %4 356t2{H POSTE S35l URL #2| EAtA
e o3 2F0 met0leHE MEste A
7t URL Z20i| Z & E|X| 2t A E|[22 1 Ret
Ct.

DE #4 2%0 Cisl API HO|EH|0olE =5 &7t obF gis =&l HTTP 2ol £ s|HE F7t
gLt

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbe46a994272793

X-Ray EB|0O|A ID 4]

X-Ray trace_ide= 3t0|Z2 2 FEE 3709 =AIZ2 L ELICH o|& £04 1-58406520-
a006649127e371903a2de979lL|C}. o7 |ofl= C}S 0| Z&ELIC.

c
E
it
Fol

(1)
2 2| A[ZHBRIE[ 16TI~E A5t Unix 0 23 AlZh)

e

0 & E01, 0Z3 AZ2 2 20161 12% 12 27 10A|(PST)= 1480615200% 0|, 16TI+-2 =
584065202L|C}.

EB0|A0| 96HIE 2 EH 1] AHER (24Kt 2] 16%!)

28 FHo| U MHstE 40l EH2 METYstT FHE AEE MH|A0M 30| 2 AH|O

X|E o{&5| NIOHEE J|EELIC oE Sof, FME ¢ ofZ2|70|M2 HTTP 22I0|HEE AR
501 API HIO|EQIO| APIE 2 S & == A&LICE X-Ray SDKE A&35t0{ HTTP 20| EE H|
5t MEZ 2Yo| ZEE =X 6|7 YAl Fol| FIHELICH AP HI0|EQol= FX SIHE ¢
T MEJE ™ol st MOHEE MAMELC

AP| 7|O|E Q0|2 At235t0{ API0| CHEF Java SDKE AMAdstE 4 SDK ZCI0|¢HEE =82

=3
2 FH5te Aot SUs WAoo R ZEH0IYME et B 2F

AWS
S0E #7501 SDK 2EH0|HE

e 4o
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https://docs.aws.amazon.com/apigateway/latest/developerguide/setup-http-integrations.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-generate-sdk.html
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E 7de = U&LICH RtMIEH 82 Java& X-Ray AWS SDKE AtE350{ SDK &
ZotMlL.

M

ototE EC2 & AWS App Mesh

AWS X-Ray2 AWS App Mesh@t £8fE|o{ 0I0|3 2 MHIAE Envoy ZEAIE #2|8fLICt App Mesh
2] L= ZEO| ZE| 0|0 M A& S0l X-Ray CHE (daemon)oll £ HI0|E{1E &
£ = Envoy HME M3 #LICH X-Ray= CHS 1 22 App Mesh 8t MH|AE &8t &

« Amazon Elastic Container Service(Amazon ECS)
* Amazon Elastic Kubernetes Service(Amazon EKS)

* Amazon Elastic Compute Cloud(Amazon EC2)

App Mesh& Sdll X-Ray X gdstots YHS LotE ™ CFS X[&E AFSELICH
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https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
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Service map

default-ateway

Clients

appmesh/colorgateway-vn
AWS: AppMash:Proxy

avg. 0.08ms

B8 tmin

Clients avg. 2ms
default-colorteller-white

B8 t'min

appmesh/colorteller-white-vn
AWEAppheash:: Proxy

Envoy 5 A|7} X-RayZ Cl|O|E{& &5t
H

TdstEdH e[ ol H oo M
ENABLE_ENVOY_XRAY_TRACING 2t H+E 4

(® Note
Envoy°| App Mesh X2 &4

Ls H

16.3 O|%19]

e
a1,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html#envoy-config
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-sampling.html
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Example Amazon ECS& Envoy Z1E[0|L{ & 9]

"name": "envoy",
"image": "public.ecr.aws/appmesh/aws-appmesh-envoy:envoy-version",
"essential": true,

"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"

},

{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"

}

1,

"healthCheck": {
"command": [

"CMD-SHELL",

"curl -s http://localhost:9901/server_info | cut -d' ' -f3 | grep -q live"

A,
"startPeriod": 10,

"interval": 5,
"timeout": 2,
"retries": 3

}
(® Note
A& 7ts 8t Envoy X[ FA0f CHE REAIEH LIS 2 AWS App Mesh A& AE A 2| Envoy O
OIX|& &=3stAAIL.

ZAE|O[L{0f| M X-Ray CH = (daemon)2 A&st= Yol CHEF AEAIEH LHE 2 Amazon ECS0i|M X-Ray

CHE= (daemon) &1285t7| EHE FESHAAIR. MH[A HIA|, 00|22 MH|A, Envoy ZFA| & X-
Ray CH&Z(daemon)O| Z & El HE ol E 2|7 0|42 B2 App Mesh Examples GitHub 2|Z X|E 2|0

colorapp MEE HEZSIAAIL,

XM G| otE 7|

« A|E3H7|AWS App Mesh
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://github.com/aws/aws-app-mesh-examples/tree/master/examples
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting_started.html
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« AWS App Mesh® Amazon ECS A|ZH5}7|

AWS App Runner 2! X-Ray

AWS App Runner E AA FE £ ZE|0|L o|O|XK|oIM AWS IR E9| & H Jhsdtm Qe |l

OHEZE|7| 0| Mof| 21 Hf= & = QU= =21 7HHSI0H HI8 223 YHE M3 5t= AWS AMH|A Y

LICH MER 7|&2 7L, AASE HFE MH|AE A™Est7HL, AWS EI_/.*_A% Z2H|MEstn
(@] =0

TS E WHe oE Tt Qi&LICH REAMIEH LH& =2 AWS App RunnerZt FUULITI?E &R 5HA
A2,

AWS App Runner= OpenTelemetry& AWS Hi Z ZH (ADOT) It & 5t0{ X-Rayd| EZI|0|AE T&E
LICt. ADOT SDKE At&35to{ ZIE| 0|43+l of Z 2|7 0|40 CHE =% CI|O|E{E &5t 1, X-RayE
ArE5to] HIFE ofEEIF0[ME 2M5t D QAOIEE HE = JU&LICH RtME LIS 2 X-RayE Al

¢t App Runner OHZ2|AH0|MH FX{517| 8 R ESHAAIL.

AWS CloudTrail A8 304 X-Ray APl & 225} 7|

AWS X-Ray= AFEA}, 8 EE= AWS MH|ATF =8t 2ol B|ZEE N3 35t= AMHIARI AWS
CloudTrailt & & & LICt CloudTrail X-Rayoll CHet 2 & API 21 3£ O|HER ZX{gfL|ct. &
*El= :’E‘Oﬂ_ X-Ray iﬁOﬂH e &'7.;1 SEDX- Ray AP Xodof CHEt 2= XY s &0| X7
%5._' A|7J, MR HEE 3—.“&'%F = UA&LCt,

DEOME = 20 F0s QES YT AAEXtol| gt MEJH ZEELICH AtF 3EHEZ 018
St CE2 eH HEE = JsLc

- QES FEMEXNE X AMEX EHOt QIBCE Fe=X| 0482

* 1AM Identity Center At&XHE CHAISH0] 20| O|F0o{Fi= K| o2 LTt

- Ag = el o[ M ALSAtof CHEt Al A SEE AFE5H0] 0| HHE[R=X] 042,

- CHE AWS MH|A0M @EF=X| 042,

HAHEE HdE m AWS HH0| M CloudTrailO| &+ 4E{0|H, CloudTrail O|HIE 7|F0i XIS 2 HA|
AE = U&LICE CloudTrail O|HIE 7|§2 X[t 90 7F AWS 27| #2| O|HI Eof CHH 27], M
U CRELETL 7ts5HD, 0| 275t tlZEE MBS ELICH RHAlE B2 AWS CloudTrail AHE
MHXM | CloudTrail O|HIE 7|5 &S & ZASHML. Event history(0|HIE 7|F) 2 7|= CloudTrail
= 0| Ft&|X| f&LCt.

App Runner 284


https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-getting-started-ecs.html
https://docs.aws.amazon.com/apprunner/latest/dg/what-is-apprunner.html
https://docs.aws.amazon.com/apprunner/latest/dg/monitor-xray.html
https://docs.aws.amazon.com/apprunner/latest/dg/monitor-xray.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

AWS X-Ray JHet Rt 7holE

K|t 90 Sk AWS Ao ZI™ ¢l o|HIE 7|58 EE{H 2 EE= CloudTrail Lake O|HIE O
OlE] £2E0{E HdgfLCt

CloudTrail &%

ok

CloudTrail2 £X&2 At&5t0{ Amazon S3 HAICE 21 WS MEE = U&LICH AWS
Management Console2 AtE5t0{ BtE FX2 25 ChF 2[HYLICH AWS CLIE AFE35tod BHY
S EEOF 2 FHg MME = et A™el ZE AWS E|MoM 852 LA SIEE,
CHE 2| & M-go| MEELICH B 2™ FHE Mddte 49 £l AWS 2ol 2ZEl 0]
HIEDH & 5= QU&LICH FX0of ch§t AtMIE LI 2 AWS CloudTrail AHE B AM 2| Creating a trail
for your AWS 7| 3! Creating a trail for an organization€ & X 3stMI2.

CloudTrailof M FxE M5t £l S2l 22| O|HE Q| A2 3tLIE Amazon S3 HHZISZE £ &
2 MEE = URIB, Amazon S3 2AEE|X| 2 20| E3-EILICH CloudTrail 2 201 CHEH XFAM|Et
LI AWS CloudTrail 222 & X5tAM 2. Amazon S3 2201 CHet XFAM|8H LI 2 Amazon S3 2

CloudTrail Lake O|HIE Ci|O|E{ AE 04

CloudTrail Lake& Ar& 3t O|HIEof CH3H SQL 7|8t #HEIE A E = U &LICH CloudTrail Lake
= & 7|8t JSON &4lo| 7|& O|HIEE Apache ORC @Alo 2 #EHEFLICH ORCE HiHE C|O|E
Aol x[xgtEl A 7| AEZ|X| FAL|CH O|/HE = O|HE O|0|H AE0{2 EAHE[H, O
E Oo|e{ AE0{= & O|HE MEHT|E 2 &5l04 MEAE |-’.-f—% 7ete 2 st HE E0tsE

O|HIE ZA=MelL|Ct. O|HIE H[0|Ef AE04{0f 2 E5t= MEHT|= o O|HIET} XKD HE]
g = A= K| Mo{gLICt. CloudTrail Lakeod| CHE REAIBH LEE 2 AWS CloudTrail AHE AdE A2
Working with AWS CloudTrail LakeE & X 3IMIS.

CloudTrail Lake O|HIE H|O|E{ AE0{ & HZ|0l= H|S 0| & MEfLICt O|HIE H|0|E| AEO0{E
Me i O|HE CIO|E| AE0{0| AL E 22 SME MEIELICH 23 SMo el O|HE 2o 7|
2 X{Z H|81} o|HIE IO|E| AE0{2] 7|2 & %|ci E& 7|zto] ZHEELICE CloudTrail 2 0|
CHEF REMIEE LI 2 AWS CloudTraill 2 =22 #ZX3stMI2

|

« CloudTrail2| X-Ray #2| O|HE

« CloudTrail2| X-Ray Cl|O|E{ O|HE

« X-Ray O[HIE oiX|

CloudTrail 285


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/

AWS X-Ray JHet Rt 7holE

CloudTrail2| X-Ray £2| O|HIE

AWS X-Ray= X-RayOl| A AL X}, & EE= AWS MH|A T =25t SESRES

CloudTrailZt & ELICt CloudTrail2 AFE35t0{ X-Ray API LS AMA|ZtS 2 P LIE{3S 1T Amazon
S3, Amazon CloudWatch Logs 2! Amazon CloudWatch Eventsol 218 K& & £ &LICH X-Ray
i CloudTrail 21 mtoi| Ct S 2t OHEZ 2ZFLCH

X|HEl= APl 2

» PutEncryptionConfig

* GetEncryptionConfig

» CreateGroup

» UpdateGroup
» DeleteGroup
+ GetGroup

+ GetGroups

+ Getlnsight
* GetlnsightEvents

» GetlnsightimpactGraph

* GetlnsightSummaries

» GetSamplingStatisticSummaries

CloudTrail 2| X-Ray Ci|O|E{ O|HIE

CO|E O[HIE = 2[AA0 CHa| E= ElaA0M s E 2o 2rdo] CHet HEE MBS ELCHOo: Al
JHE EME X-Rayoll 2 E35t= PutTraceSegments).

O|Z IOl ¥ ardol2t = & LCt Co|H O|HIE7L CHE 882l ARk JA&LICH 72X =2
CloudTrail2 Cl|O|E{ O|HEE 225t K| L& LICt CloudTrail O|HE 7|§2 C|O|E{ O|HEE 7|55t
x| &Lt

CiloE] o|HIEof

= L.

rr

Z7t 20| M2E=ILIC}. CloudTrail 2 201 CHEF AHAM|IEF LI 2 AWS CloudTrail £

oy

P

ot

[o][]

CloudTrail &, AWS CLI & CloudTrail APl 242 AL 3104 X-Ray 2lAA & oi CHEt H|0|E{ Of
HEE 228 & Q&Lct CIo|E| O|HEE 245t dedol et RtAIE LH8 2 AWS CloudTrail At

CloudTrail2| X-Ray 2| O|HIE 286
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https://docs.aws.amazon.com/xray/latest/api/API_GetEncryptionConfig.html
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https://docs.aws.amazon.com/xray/latest/api/API_GetGroups.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsight.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightEvents.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightImpactGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightSummaries.html
https://docs.aws.amazon.com/xray/latest/api/API_GetSamplingStatisticSummaries.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
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ofl CH3H CloudTrailoll 2ZEl API & 0| EA|ELICH
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ClO|E] O|HIE S&(22) resources.type Zf CloudTrailoll 22 &|= o|0|E
API
X-Ray Ei|0|A& AWS: :XRay::Trace « PutTraceSegments

» GetTraceSummaries

» GetTraceGraph

» GetServiceGraph
* BatchGetTraces

* GetTimeSeriesServi
ceStatistics

* PutTelemetryRecords

» GetSamplingTargets

eventName 2 readOnly ZEE EEZS01 SR8 O|HER 2T E T3 O|HE METZIE 7
M 4 Ql&Lict d8{Lt X-Ray EB|0|A0] ARNO| ¢i7| IHE 0l resources.ARN ZE MEHT|E &
7t5t04 O|HIEE MEHE 4 Qi&LICt o|2f8 E=of CHEH RFMIEH LHE 2 AWS CloudTrail APl &£ = 9|

AdvancedFieldSelector M/M2 & ESHMIR. CFH2 2 put-event-selectors AWS CLI HHE2 A
504 CloudTrail &0 Ciet CIO|E{ O|HEE Edot= Yo o LICH HHEE A=A HL FHO

= ocoo=2 =2 O
M E EIME K[™stof gfLict. 2= X[ b2 20| A InvalidHomeRegionException 042|7}
HbetEILICH

aws cloudtrail put-event-selectors --trail-name myTrail --advanced-event-selectors \
{
"AdvancedEventSelectors": [

{
"FieldSelectors": [

{ "Field": "eventCategory", "Equals": ["Data"] },
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraphs.html
https://docs.aws.amazon.com/xray/latest/api/API_BatchGetTraces.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTimeSeriesServiceStatistics.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTimeSeriesServiceStatistics.html
https://docs.aws.amazon.com/xray/latest/api/API_PutTelemetryRecords.html
https://docs.aws.amazon.com/xray/latest/api/API_GetSamplingTargets.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudtrail/put-event-selectors.html
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{ "Field": "resources.type", "Equals": ["AWS::XRay::Trace"] },
{ "Field": "eventName", "Equals":
["PutTraceSegments", "GetSamplingTargets"] }
15

"Name": "Log X-Ray PutTraceSegments and GetSamplingTargets data events"
}l
X-Ray O|H E of/x|

2| O|HIE oA, GetEncryptionConfig

Ct=2 CloudTrail2| X-Ray GetEncryptionConfig 21 & =0i| CHE of M| I LICt.

Example

"eventVersion"=>"1.05",
"userIdentity"=>{
"type"=>"AssumedRole",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM:MyName",
"arn"=>"arn:aws:sts::123456789012:assumed-role/MyRole/MyName",
"accountId"=>"123456789012",
"accessKeyId"=>"AKIAIOSFODNN7EXAMPLE",
"sessionContext"=>{
"attributes"=>{
"mfaAuthenticated"=>"false",
"creationDate"=>"2023-7-01T00:24:36Z"
I
"sessionIssuer"=>{
"type"=>"Role",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM",
"arn"=>"arn:aws:iam::123456789012:ro0le/MyRole",
"accountId"=>"123456789012",
"userName'"=>"MyRole"

},
"eventTime"=>"2023-7-01T00:24:367",
"eventSource'"=>"xray.amazonaws.com",
"eventName"=>"GetEncryptionConfig",
"awsRegion"=>"us-east-2",
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"sourceIPAddress"=>"33.,255.33.255",
"userAgent"=>"aws-sdk-ruby2/2.11.19 ruby/2.3.1 x86_64-1linux",
"requestParameters"=>nil,

"responseElements'"=>nil,
"requestID"=>"3fda699a-32e7-4c20-37af-edc2be5achdb",
"eventID"=>"039c3d45-6baa-11e3-2f3e-e5a036343c9f",
"eventType"=>"AwsApiCall",
"recipientAccountId"=>"123456789012"

ClO|E{ O|HIE Of|A|, PutTraceSegments
CH2 2 CloudTrail2| X-Ray PutTraceSegments CO|E{ O|HIE 21 & 5o CiEh of M IL|Ch.

Example

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAWYXPW54Y4NEXAMPLE:i-0dzz2acl111c83zz0z",
"arn": "arn:aws:sts::012345678910:assumed-role/my-service-role/
i-0dzz2ac111c83zz0z",
"accountId": "@12345678910",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAWYXPW54Y4NEXAMPLE",

"arn": "arn:aws:iam::012345678910:r0le/service-role/my-service-role",
"accountId": "012345678910",
"userName": "my-service-role"

I,

"attributes": {
"creationDate": "2024-01-22T17:34:117",
"mfaAuthenticated": "false"

},
"ec2RoleDelivery": "2.0"
}
.
"eventTime": "2024-01-22T18:22:057",
"eventSource": "xray.amazonaws.com",
"eventName": "PutTraceSegments",
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"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.0",
"userAgent": "aws-sdk-ruby3/3.190.0 md/internal ua/2.0 api/xray#1.0.0 os/linux md/
x86_64 lang/ruby#2.7.8 md/2.7.8 cfg/retry-mode#legacy",
"requestParameters": {
"traceSegmentDocuments": [
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0000",
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0000",
"trace_id:1-00zzz24z-EXAMPLE4f4e41754c77d0001",
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0002"
]
.
"responseElements": {

"unprocessedTraceSegments": []
},
"requestID": "5zzzzz64-acbd-46ff-z544-451a3ebcb2f8",
"eventID": "4zz51z7z-77f9-44zz-9bd7-6c8327740f2e",
"readOnly": false,
"resources": [

{

"type": "AWS::XRay::Trace"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "012345678910",
"eventCategory": "Data",
"tlsDetails": {

"tlsVersion": "TLSv1l.2",

"cipherSuite": "ZZZZZ-RSA-AAA128-GCM-SHA256",

"clientProvidedHostHeader": "example.us-west-2.xray.cloudwatch.aws.dev"
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Client AWS: ApiGateway: Stage
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@, Maplegend @  Service details

Name: Canary
Type: client::Synthetics

View in Synthetics [

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces.

100%

0 200ms a00ms B00ms BOOmS

Response status

Choose response statuses to add to the filter when viewing traces.
b3 I Fault: 0% v Error: 25%
I Throttle: 0% I OK: 75%

Analyze traces [~ View traces >

services Icons (I

m Health = Traffic

No node resizing Close
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Q, 1-5dcc3953-835d19c7d843bfBed45f4ebd

Traces » Details

Timeline Raw data
Method Response Duration Age D
GET 500

1.8 sec 5.4 day (2019-11-1317:11:47 UTC) 1-5dcc3953-835d19c7d843br8ed45debg

¥ Trace Map
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Cllent: synintice - 2

/’"\\ 25-,\
—a #8307 | 1»_/
~

—_

UAER I}

Ho

AEZ MHIAAM X|& X0 Al

_ = =

El

ol

—

T

el 22

o

uto)

Synthetics canary2| Amioi| CiEF CloudWatch ZE

E 2o X-Ray2| Ef|0|A Cl|O|E{ol| CHEH S
Doale Ale c

504 X-Ray Analytics 2& LHO|A sHE Aol CH3H 7IsH UesE Z2E QIS mhothL|
Ct. Analytics 2& 2| & Alzt 22 el Ho|Zol=

= 7|5 E A 27t EAIELCH X-Ray= Et|0]
A0|M SH Al HRez 71 7tsd0l g2 B2 & ZYE LD Zo2 gdst= A #AE =&

LIEHLI, S AlzF 28 ez EHLCH

CtZ 0d| Ao A= Amazon DynamoDB Ei|0|& 2| X{EZ|Z EF 0= QI5H API H|O|E L] 0[0of| A At

.I
= API “XXX"0fl CHB Synthetics EIAE 7} AlTigte HodS LIt

==

CloudWatch Synthetics

296



AWS X-Ray

JHeER 7Hol=

Canary x l @, Maplegend @  Service detalls §
Name: Canary
Type: client::Synthetics
View in Synthetics (£
Response distribution
Click and drag to select an area to zoom in on or use as a latency filter when
viewing traces.
100%
8%
Select the node o
4%
20%
0%+ T T T T T 1
Fault 67% 0 200ms 400ms  BOOMS  BODmS 108 128
3 ehiin Duration
AWS::FlasticBeanstalk::Environment Response status
‘Choose response statuses to add to the filter when viewing traces.
) Fault: 67% Error: 0%
I Throttle: 0% I OK: 33%
Ganary
client::Synthetics
Analyze traces View traces >
Services Icons ()
Health Traffic
No node resizing Close
Service map o
Traces FAULTROOT CAUSE COUNT %
| Analytics www (AWS: ElasticBeanstalic:Environment) — eror = api (AWS: ElasticBeanstalk. Environment) — eror = products (AWS: ElasticBeanstalkc Environment) — eror = progducts (AWS:DynamoDB: Table) 4 100.00%
B configuratior
Sampling
Encryplion FAULT ROOT CAUSE MESSAGE COUNT %
ProvisionedT! The level of for the table was exceeded. Consider increasing your provisioning level with the UpdateTable AP1. status code: 4 4 100.00%

i)

Root cause analysis indicating throughput capacity exceeded for DynamoDB table
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AWS:CANARY_ARN COUNT

Fault Root Cause
arm:aws:synthetics:us-east-1:779168132807 canary:www-test 118
Annotation_acl_cached

Annotation_authenticated

Annotation_cold_start

Annotation_credentials_cached

Annotation_queries

M5 HS B W RM et
U 7|7k St EB0|A MR HE WE ML= Synthetics 7L 2|2 X|&A{Q EBHEE AFE35104 Al
7t Zotol IHE A=ZQIE 52| FME &g = UA&LICH

Default ¥ | O edge(id(name: “www", type: “client Synthetics™), id(name: "www", type: "AWS: ElasticBeanstalk. Environment’)) © | 201911113 11:00-20191111317:00 ~ | &
I All traces in the group @ 433K traces in the group. Show in charts @ Complete 100% scanned (found 205 traces)
| Retrieved traces © | Filtered trace setA ©

205 traces (0.05% of traces in the group ) To add a filter, click and drag one of the charts below or click one of the table rows.

Response time distribution @

Click and drag to filter the traces by response time.

‘ /\\ . <J:I p50, p80, p95 perce

Time series activity @
Click and drag to filter the traces by time.

inderstand occurrence of traces
00 Pt 020020 P 020000 P 040020 P

Bi74 M5 0| X|9d A|ZtT} QB E= FolE H|T
BHZ30| 2hA st AlZH2 XE5| mhetstod FHLFE|ol A gt 74t BAlo| B siE HAS B AIZ £ Q)
&LICH X-Ray Analytics 22E AF25104 0| 2 0|F A|ZH Q= C}2 EF0|A MEZ XMolstod
o AlZHEZ0IM AlZtHoR TRE 4 Q=S BHELICH
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Default * | Q service(id(name: "www", lype: "AWS: ElasticBeanstalic Environment™)) © Lastznours v | &
I All traces in the group € B65.9K traces in the group. Show in charts @ Complete 100% scanned (found 10 7K traces)
Retrieved traces ® Filtered trace set A © Filtered trace set B @
10.7K traces (16.26% of traces in the group.) 10480 traces (37.83% of retrieved traces.) 233 traces (2.17% of retrieved traces.)
Fillers: Annotation aws canary_am Filters. Annotation aws-canary_am ©

Response time distribution @ ﬁ ﬁ

Click and drag to fifter the traces by response time

Time series activity &
Click and arag to filer the traces by time.

@ @
USER COUNT % a HTTP STATUS CODE COUNT % a
Emma 76 3262% -0.15% - 200 213 91.42% -1.97%
Clivia 40 17.17% -3.15% 500 13 5.58% +1.00% <::|
‘William 34 14 59% +141% 401 7 3.00% .97

Soonia 3 g o 310

ZE AP| 2l URLO|| ZIR 8t FiLtE|oF M He| ZH

X-Ray AnalyticsE AF&35t0o{ 7tLt2(ote] RS AF&Xtet H|w ghL|Ct. CH& Ul ZELt2lotol| CHEr m}
BHA A AT AL AFOH| CHEH =M MM S EodELICH E5 Ml 7Hel URL B 5 7Holl FHLtE[of Bl &
E7l gitte HWE & = USLICH
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Response time distribution @
Click and drag to filter the traces by response time.

& of traces
=0
50

Time series activity @
Click and drag to filter the traces by time.

S00ms 1.08 158 208 258

- Faie o

070000 AM 0705:00 AW 70200 AM

Select rows from the following tables to filter traces. Choose the cog icon to explore table configuration options. ﬂ

o @
USER COUNT % A HTTP STATUS CODE COUNT Ya A
William 134 30.66% oo 500 428 97.94% -2.06%
Emma 17 26.77% oo 502 9 2.06% o
Olivia Il 16.25% =
Ava a0 6.86% e
Sophia 28 6.41% oo
Liam 20 4.58% e
test 14 3.20% -86.80%
[T — a4 o A

o

URL COUNT % A
http://storefront.us-east- 1.elasticbeanstalk.com’ 422 96.57% -3.43%
http://store-api.us-east-1.elasticbeanstalk com/orders/status =] 2.06% oo
hittp:/fstore-api.us-east-1.elasticbeanstalk. com/products/ B 1.37% wa <:

ZE EAE AH86104 X-Ray 152 BHE0{ §H I E= TE(0dl: AWS Elastic Beanstalk0l| Al &
A= ofE 2|70l 'www'oll CHE &M EIAE) 0| B E = JU&LICH SEHE 7|9E service( )&
edge()S AHE38t01 MH[A L AX|IE EEZE = J&Lict

Example 1§ EE{ 34

"edge(id(name: "www", type: "client::Synthetics"), id(name: "www", type:
"AWS: :ElasticBeanstalk: :Environment"))"
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Error 13%
0.1 t/min

&
avg. 1s

0.1 t/min

WWwW
AWS::ElasticBeanstalk::Environment

Canary
client::Synthetics

AWS Elastic Beanstalk & AWS X-Ray

(@ Note
X-Ray SDK/CIl& | X| 2] SX| - 2026'c 228 252 0{ AWS X-Ray SDKs/Cl| =

EZ MEtE|H, 047|M AWS £ EoF EX|BH i ZSH = F X-Ray SDK 2! CIE 2E|AE A&

2 RX #el 2

FI

o

r
I

LICH K| L&oll cHEt REMIEH LI 2 X-Ray SDK 2! |2 X|& EFEIol MME & ZE M L.
&LICH OpenTelemetry2 OFO|1g[0|M5HE &

OpenTelemetry2 O+O|12{|0|M5t= 0| &
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HHof CHEt REAIBH LI 2 X-Ray AE 0 M OpenTelemetry AIS 22 0+0|Z2|0|ME &= SHA|
o

L.

AWS Elastic Beanstalk £ & 0= X-Ray Ol= 0| Z & ElLICl. Elastic Beanstalk 2& 0| S M2 M
N °|'7‘||-|' ‘_I"'A-| _u_l.OIO F%gl' :l EH%(daemon)% )él%c}jéal- ¢ AA|=||—|E|'

Java SE ZS Z 0| M= Buildfile TFUS AL 5 QUAEIA Arof M Maven L= Gradle2 OfEZ 2|7 0| M

2 4dcEg ¢ ?Jﬁl—lEF Java® X-Ray SDK ! AWS SDK for Java = MavenOilM AF2E £ Qlo=
OHZ2|70|M Z =R HiZ5tT QIARAE FHSt0| ZE SE5HS HERS T YR ESHK| ot E
L|Ct.

Elastic Beanstalk 4 £42 AI83+0{ X-Ray SDKE T d& = QU &LICt Elastic Beanstalk7} &
38 &9 o E27o|Mo MY ste Ol AH8st= W2 ESHE0iCH CHELICH 3 &0 2t X-Ray
SDKO| Bt4 = EE= A|AR] S48 A8THMAIR.

rnr_>.'_

e Node.js ZSHE — &3 H ALE
a W

« Java SEHd4 ESHE &
A

« Tomcat ESHE —

RtA[EH LHE 2 AWS Elastic Beanstalk 72 Xt LA 2] AWS X-Ray CIHZ 42 HEFHAM L.

Elastic Load Balancing 2! AWS X-Ray

Elastic Load Balancing OHZ2|710|M 2E W M7} X-Amzn-Trace-Id2tE SIHMH =& HTTP
&of Edlo|A IDE F7HELICH

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbe46a994272793

X-Ray EB|0O|A ID 4]

X-Ray trace_id= 5t0|E2 2 FEE 37He| =AtE T ELICH o|& S04 1-58406520-
a006649127e371903a2de979lLICt. 047|0of= CtZ0| Z & E LICt

- HHE #H3(1)
- e 29| AIZHBAIE| 16TI~E AR 3= Unix 0|23 AlZH
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O€ E0{, olZ3 AlZtSZ 2016'H 128 12 2™ 10A|(PST)= 1480615200% 0|04, 16 TI+2 &
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Amazon EventBridge £/ AWS X-Ray

AWS X-Ray £ Amazon EventBridge@t S & £|0{ EventBridgeE S5l MY &l= O|HEE FXEHL|CH.

X-Ray SDKZ HE35H= MH|AT}F O|HEE EventBridgeZ M&5tH F8 ZHEIAE T FX & LYo
CIRAEZ O|HE ElZIoZ MEE|LICH X-Ray SDKE RIS 2 FXM IHE 7t 0| 29| 2E 7|
Fof| MEELICH 0|28 &8 E Sl APQXPE CIHRAEZ MH|A TMEtE &8, 2o CIHZE ¢

RIS AARIS ECt 2t mhorer + Qe

RtA[EH LHE 2 Amazon EventBridge At& &H A 2| EventBridge X-Ray S &2 HZE5HMIR.

X-Ray AMH|A& @M A4 S CHE 27

-

X-Ray E2{0|A o= TS oflok 20l &4 Sl CHY MHlA
E Al

0O

sfn- Iargel

i AWS::StepFul
Client event-source-lambda AWS::StepFunctions::StateMachin
. L ambd event-source-lambda
AWS::Lambda
fisamhe AWS::Lambda::Function

lambda-target

Events AWS::Lambda::Function
AWS::Events @

lambda-target
AWS:Lambda

jn

X435t = EventBridge O[HIE - E7}
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-request-tracing.html
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X-Ray SDKE At&3tM™ EventBridge O|HIE AAT T HEHAEES CIRAEZ O|HE CHASE ™
g = A&LCt oS oo of|dls 24 F30| E 435t El Lambda & 50| M EventBridgeE = &35t
HF 4 H
= el

X-Rayol He8t S5HEE FItstM L.

« AWS X-Ray SDK for Java
- AWS X-Ray Java& ol Z{ SDK

package example;

import com.amazonaws.services.lambda.runtime.Context;

import com.amazonaws.services.lambda.runtime.RequestHandler;

import com.amazonaws.services.lambda.runtime.events.SQSEvent;

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.services.eventbridge.AmazonEventBridge;

import com.amazonaws.services.eventbridge.AmazonEventBridgeClientBuilder;
import com.amazonaws.services.eventbridge.model.PutEventsRequest;
import com.amazonaws.services.eventbridge.model.PutEventsRequestEntry;
import com.amazonaws.services.eventbridge.model.PutEventsResult;
import com.amazonaws.services.eventbridge.model.PutEventsResultEntry;
import com.amazonaws.xray.handlers.TracingHandler;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import
import
import
import
import

/*

java

java.
java.
java.
java.

.lang.
util.
util.
util.
util.

StringBuilder;
Map;

List;

Date;
Collections;

Add the necessary dependencies for XRay:
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-xray

https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk

*/

public class Handler implements RequestHandler<SQSEvent, String>{
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private static final Logger logger = LoggerFactory.getlLogger(Handler.class);

/*
build EventBridge client
*/
private static final AmazonEventBridge eventsClient =
AmazonEventBridgeClientBuilder
.standard()
// instrument the EventBridge client with the XRay Tracing Handler.
// the AWSXRay globalRecorder will retrieve the tracing-context
// from the lambda function and inject it into the HTTP header.
// be sure to enable 'active tracing' on the lambda function.
.withRequestHandlers(new TracingHandler (AWSXRay.getGlobalRecorder()))
.build();

@Override
public String handleRequest(SQSEvent event, Context context)
{
PutEventsRequestEntry putEventsRequestEntry® = new PutEventsRequestEntry();
putEventsRequestEntry@.setTime(new Date());
putEventsRequestEntry@.setSource("my-lambda-function");
putEventsRequestEntry@.setDetailType("my-lambda-event");
putEventsRequestEntry@.setDetail (" {\"lambda-source\":\"sqs\"}");
PutEventsRequest putEventsRequest = new PutEventsRequest();
putEventsRequest.setEntries(Collections.singletonList(putEventsRequestEntryQ));
// send the event(s) to EventBridge
PutEventsResult putEventsResult = eventsClient.putEvents(putEventsRequest);
try {
logger.info("Put Events Result: {}", putEventsResult);
} catch(Exception e) {
e.getStackTrace();
}

return "success";

Python

requirements.txt It Lol Ctg SEEE FIHSHMIR.

aws-xray-sdk==2.4.3

import boto3
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from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

# apply the XRay handler to all clients.
patch_all()

client = boto3.client('events')

def lambda_handler(event, context):
response = client.put_events(
Entries=[

{
'Source': 'foo',
'DetailType': 'foo',
'Detail': '{\"foo\": \"foo\"}'

I

)

return response

Go

package main

import (
"context"
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-xray-sdk-go/xray"
"github.com/aws/aws-sdk-go/service/eventbridge"
"fmt"

var client = eventbridge.New(session.New())

func main() {

//Wrap the eventbridge client in the AWS XRay tracer
xray.AWS(client.Client)
lambda.Start(handleRequest)

306



AWS X-Ray

JHeER 7Hol=

func handleRequest(ctx context.Context, event events.SQSEvent) (string, error) {

_, err := callEventBridge(ctx)

if err !'= nil {
return "ERROR", err

}

return "success", nil

func callEventBridge(ctx context.Context) (string, error) {

entries := make([]*eventbridge.PutEventsRequestEntry, 1)
detail := "{ \"foo\": \"foo\"}"

detailType := "foo"

source := "foo"

entries[@] = &eventbridge.PutEventsRequestEntry{
Detail: &detail,
DetailType: &detailType,
Source: &source,

input := &eventbridge.PutEventsInput{
Entries: entries,

// Example sending a request using the PutEventsRequest method.

resp, err := client.PutEventsWithContext(ctx, input)

success := "yes"

if err == nil { // resp is now filled
success = "no"
fmt.Println(resp)

}

return success, err

Node.js

const AWSXRay = require('aws-xray-sdk')

//Wrap the aws-sdk client in the AWS XRay tracer
const AWS = AWSXRay.captureAwWS(require('aws-sdk'))
const eventBridge = new AWS.EventBridge()

exports.handler = async (event) => {
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C#

C#

let myDetail = { "name": "Alice" }

const myEvent = {
Entries: [{
Detail: JSON.stringify({ myDetail }),
DetailType: 'myDetailType',
Source: 'myApplication',
Time: new Date

3]

// Send to EventBridge
const result = await eventBridge.putEvents(myEvent).promise()

// Log the result
console.log('Result: ', JSON.stringify(result, null, 2))

S M40f 2 X-Ray HZ|X|E FII6tMI 2.

<PackageReference Include="AWSXRayRecorder.Core" Version="2.6.2" />
<PackageReference Include="AWSXRayRecorder.Handlers.AwsSdk" Version="2.7.2" />

using System;
using System.Collections.Generic;

using System.Ling;

using System.Threading.Tasks;

using Amazon;

using Amazon.Util;

using Amazon.Lambda;

using Amazon.Lambda.Model;

using Amazon.Lambda.Core;

using Amazon.EventBridge;

using Amazon.EventBridge.Model;
using Amazon.Lambda.SQSEvents;

using Amazon.XRay.Recorder.Core;
using Amazon.XRay.Recorder.Handlers.AwsSdk;
using Newtonsoft.Json;

using Newtonsoft.Json.Serialization;

308



AWS X-Ray JHe R} 7HolE

[assembly:
LambdaSerializer(typeof(Amazon.Lambda.Serialization.Json.JsonSerializer))]

namespace blankCsharp

{

public class Function

{

private static AmazonEventBridgeClient eventClient;

static Function() {
initialize();

static async void initialize() {
//Wrap the AWS SDK clients in the AWS XRay tracer
AWSSDKHandler.RegisterXRayForAllServices();
eventClient = new AmazonEventBridgeClient();

public async Task<PutEventsResponse> FunctionHandler(SQSEvent invocationEvent,
ILambdaContext context)

{
PutEventsResponse response;
try
{
response = await callEventBridge();
}
catch (AmazonLambdaException ex)
{
throw ex;
}
return response;
}

public static async Task<PutEventsResponse> callEventBridge()
{
var request = new PutEventsRequest();
var entry = new PutEventsRequestEntry();
entry.DetailType = "foo";
entry.Source = "foo";
entry.Detail = "{\"instance_id\":\"A\"}";
List<PutEventsRequestEntry> entries = new List<PutEventsRequestEntry>();
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entries.Add(entry);
request.Entries = entries;

var response = await eventClient.PutEventsAsync(request);
return response;

[a

AWS Lambda & AWS X-Ray

(@ Note
X-Ray SDK/Cl|2 & X| # 2| 3X|-2026'A 22 250 AWS X-Ray SDKs/Cl=2 |X| 22

1% o

CEE MEEH, 07| AWS = 2ot 2Bt i 25t =5 X-Ray SDK & Ol ZE2[AE A&
LICH R Lol CHEF REMIEH LI 2 X-Ray SDK 2! CIE |2 E}QIEIQI MME & EFIAQ
OpenTelemetry2 0}O|18|0|M3t= Zd0] EZ&LICH OpenTelemetry2 OO|22|0|M5t= &
BHof CHEt REAIBE LI 2 X-Ray AIE 0 A OpenTelemetry AIS2 2 0+0|Z22|0|ME &= SHA|
o
AWS X-Ray € At&30{ AWS Lambda & & FHE = U&LICH Lambdas X-Ray CHE
(daemon)S AAstD g+ & I Aol CHet ME HEJ T E MIHEE J7|SELIch FHF
ME 2l5H AR &2t &7 X-Ray SDKE HEZSI0 el &2 7|F5t1 &4 L HEH|O|HE
F7te = U&Loh.

MH|£0|M Lambda & ~& 2&56t= 32 £ ol0| HEZFE RES FIH 74 glo] &4
gt YAER MHlAE FHE & OHEEI70|M = CFHE Lambda B+ = AUELICH MH|2E
HEE AWS SDK 22H0[HEZ XY g+ & SE5t7LE HAISE HTTP 220/ E 2 API Gateway
APIE 2 E5t0 g§+8 588 = A&

— =
HELICH CloudWatch 2& 2 ALE5E ZF 20| Amazon SQSE CH7|€ol| F7HE|n Ch2AEE
Lambda & ==0i 2lal MEIE M BEE E7V|E & == JUGLICH UA2EZ HAIX] Yitxte| Egflo|aTt

CH2AER| Lambda &2 ECf0|A0 AIS22 HZAE[EE HA| ol EE|7l|oldE S = upof

g & A&LICH RtAMEH LI 2 O[HIE S ol ZE(7 0l FHE HZEsHM L.
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@® Note
CI2AEZ| Lambda & <01 CH3l EBi0|AT| &8st El B, CIRAER &7 EBO|AE
YMsteiH O 2AER 48 2 55 FE Lambda &40l CHSHAME EBjl0lATt &4
3tz|o{ Qlo{of &L|ct.

Lambda &4 7+ 6 HOI2 ARE|HL TAIEIX| of2 MHIAOIM SE 5= A &M £M2 S5 55

2 MEZ25I1D 7|85t =5 LambdagE #+8E = U&LICH
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e X-Ray SDKE At 5t= HEIIO|A LambdaEe X-Ray CHE(daemon) T Al EHLICt

Lambda2l| X-Ray SDK

Go& X-Ray SDK — Go 1.7 & |Al ZHEI Y

Java& X-Ray SDK — A}H} 8 FHE}

Node.js X-Ray SDK — Node.js 4.3 &/ Z|Al FHE}Q]

Python& X-Ray SDK — Python 2.7, Python 3.6 %! Z|Al #HE}Q]

NET& X-Ray SDK — .NET Core 2.0 & Z|Al HEI

Lambda0ll M X-Ray SDKE AFE 8™ A HEIS AAISH mjobch B4 R 9t 37 WS >etLIch o
B MHIAOIM MBE|S OHERIAOIMS TAIE M SUS HMZE AL 5t04 Lambda B+ T4
¥ 4+ UBLICH FEAOIHE £4 @S THHD MEY BHS LI MIHES H4sts of

SDKE At&stX| et=Che ALict
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Lambda & 71t @ ol ZE|7|0[M T ZFo| 7|EF Xt 0[H 2 LambdaZt 44 5t01 X-RayZ T1& st
£ MIHEE &f+ ZEE Sol =8 = Qictes JULICH 59 MaHEE Yot ot MIHE
of chell =4 & HIEICIOIEE 7IFE = UKIE =4 L HEIHO[EE &2 MaHEN FIHE & &}

&LCh.

REMIEH L2 AWS Lambda 7HEE R} QLM O] AWS X-Ray AFES S B RFHAAIL.

AWS Step Functions & AWS X-Ray

AWS X-Ray2 AWS Step Functions@t & & |01 Step Function0i| CiEt RS FHMstm EA4FLICH

HEf AAR T QAE AMZE5IT 5 HE TS AEsIH QLRI Yle 2H EXME SHEE =
AUA&LICH REAMIEH L& 2 AWS Step Functions 72kt OFLHA{ S| AWS X-Ray 2! Step Functions& & X

StMIR.
MZ2 A AAEIS MAME [ X-Ray EC0|AS EAM315H7]

1. https://console.aws.amazon.com/states/0| A Step Functions &2 3L|C}.

2. MEH Al S MetELC

oo =
3. &Ef K4l Mol mo| X0 M Zto 2 AM5t7| L BIZSloZ A|RHSL7|E MEHEL|CH M
Z Z2MEE MAFIT|IE MElF A2 M Fols X-Ray TS g4 e = lgLch oial &
Ei AIAEIE BHE & X-Ray FHE &2 45I5HM2
4. rt

6. X-Ray £ g#MstE MEHFILICEH

7|1& ME| A|IAEHO|M X-Ray EA43H67]

1. Step Functions Z2&£ 0| EC|0| a2 &dstsltis o Ef A|IARIZ MENFHLCH

2. MRS MEigLCt

3. X-Ray & gMstE MEHFILICEH

4. (MEH AR THEF ZolAM A 2 BHE TS MEISto] A AN CHEE M 82 XS 4 5tod X-
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Permissions

Execution role
The IAM ro

© Create new role

Choose an existing role

Enter a role ARN

® Note
M 2 Ef A|AEIS
Zte {AEZ| M

Step Functions

1 Amazon API Gateway === AWS LambdaZ}
=1 HIA0M FX0| %“é;'iPEl'.:‘j PEOE FMELICH 2&2 Sl FHEIX| &
7|& &Elf Al CIoudFormatlo

gt §0{5t= IAM HA O

the IAM console [/}

AL X-Ray XS &Adslet & 9l
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g ofEZZ|7Ho| M A F AWS X-Ray

(® Note

X-Ray SDK/O|E ®X| 22| X[ -2026H 28 2520il AWS X-Ray SDKs/HIZ2 & X| &2
E2 ™MEE|H, 47| AWS & 20t A8t | A5t 5 X-Ray SDK & O|= &2

LICtH X|§ Lo CHEt REMIEE LH& 2 X-Ray SDK 2! Ol & x| EFletel MME # 2.
OpenTelemetry2 OtO|12{|0|M3l= Zd0| E&LICH OpenTelemetryZ OHO|184|0|M3HE &
ol CHEH REMIBH LH& 2 X-Ray AIS 0 A OpenTelemetry AIS 2 2 00|21 8|0|ME &= 5tAl
(@]

- .

ofZ 2[Z0|M AFol= ZF 2ol Cigt HIEHC|O|E{2t & 7A oHEZEIFHI0|M Lol =4l S B A Q% 4l 7
Et O|HIEof CHEt £% H|O|EE T&she &rdo| ZEELICH §H 7 AFg mhat ofg 7HX| AlS
SME MEISH AL ZEE &~ USLICH
. XS HE - Uurxio
gi0| oHZE[Fo|ME
- Zlo|EEH2] HlE - of ZE2|FH 0] S
£ SQL Ezto[1ES 2 EH EPOIEHEI Fe

=3
A

gfLCt.
- =5 HAE - FH HEE ™Esttds 2 f/AXIo|M ol EE2[FH|0|Mol| AF Z=E FIHELICH
ofZ 2|70l 2] X-Ray EEf|0|&lE 2T HIFo| AEE + U= 0424 7FX| SDK, Ol|0|HE & =T 7} QU
&LiCt.
|

« AWS Distro for OpenTelemetryE AF& 3504 O Z 2|7 0|M HS
- AWS X-Ray SDKs At&35t0o{ o ZE[AH0|M AF
« AWS Distro for OpenTelemetry@} X-Ray SDKs & 0f|A{ A1E4

AWS Distro for OpenTelemetryE A& 3104 OEZ2|7[0|M HF

AWS Distro for OpenTelemetry(ADOT)= Cloud Native Computing Foundation(CNCF)
OpenTelemetry Z2ME & 7|HtS 2 5= AWS HiZ L|C}. OpenTelemetry= & 4&HEl EBf|0|A &
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html

AWS X-Ray JHet Rt 7holE

HE2lS $7% 4 o= 0 OF 44 AP, 2H0|232] L ofo|HE MEE MEELICH o £22
AWSOHK| Sl 25, 31548}, =t 2 x|%érs SDK, &S 75 ol0|TE U +F7|8 ZEE HAEY

ADOTE AHE5tH AX|L|0{7t ofEZ2|7H0|MS B H ASstD 4zEtAH 7 U= XIEY FHE
Amazon CloudWatch AWS X-Ray, Amazon OpenSearch ServiceE Z &8t 0481 AWS ZLIE{E & F

Moz TMEe + &L

ADOTS} &7 X-RayE AME36IE24H F 71X 4 A7 2o gtL|Ct X-RayQt &7 AF2E £+ Qe
OpenTelemetry SDK2} X-Ray2t &7H A& & &= Q= OpenTelemetry CollectorE ¢|EtAWS HH = ZH ]
LICt AWS X-Ray 2! 7|E}oflA{ AWS Distro for OpenTelemetryE AF25HE Yol CHE REAIBH LI 2
AWS Distro for OpenTelemetry AEAME AWS MH|AZIXZFHA2.

do{ X|3d I ALZ ol CHE REMIEF LHE 2 Github2|AWS EZHE HE M ESHMIL.

ol

(® Note

CloudWatch 00| EE AF23510 Amazon EC2 QIAEA 2 2= 0/A MEHUIM X|E, 21,
FMg &E = U&LICt CloudWatch 00| E H{T 1.300025.0 0|42 OpenTelemetry 5
£ X-Ray 22}0|2AE SDKOIM F£X& +£l8t04 X-Rayll & & = l&LICH. AWS Distro for
OpenTelemetry(ADOT) Collector &£ = X-Ray Ol & CH4! CloudWatch 00| EE ALE 504 &
Mg sEotH HElote olo|TE =& EYU = USLICH RtA|IEF LI 2 CloudWatch AHE M
HM2| CloudWatch HO|ME &FE HZsHAAIL.

ADOTOl|= ChZ 0| Z & EL|cH

« AWS OpenTelemetry Go& HH & E

« AWS OpenTelemetry Java& HH & Tt

« AWS Distro for OpenTelemetry JavaScript
« AWS OpenTelemetry Python& HH = It
« AWS OpenTelemetry NET& H{Z Tt

&AXH ADOTOH|= JavaR! Pythonof CHEt AHS HF K| 0| Z& [0 U&LICH EEEF ADOTE AFE St
™ ADOT & 2/&8 AWS Lambda AIE5 & &3l Java, Node.js 2! Python HEFIE A& 3104 Lambda &
= UG ORAER QEE AS2E ASFE = U&LICH hitps://aws-otel.github.io/docs/getting-
started/lambda
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https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws-otel.github.io/docs/getting-started/go-sdk
https://aws-otel.github.io/docs/getting-started/java-sdk
https://aws-otel.github.io/docs/getting-started/javascript-sdk
https://aws-otel.github.io/docs/getting-started/python-sdk
https://aws-otel.github.io/docs/getting-started/dotnet-sdk
https://aws-otel.github.io/docs/getting-started/java-sdk/auto-instr
https://aws-otel.github.io/docs/getting-started/python-sdk/auto-instr
https://aws-otel.github.io/docs/getting-started/lambda
https://aws-otel.github.io/docs/getting-started/lambda
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Java & Go& ADOT SDK._ X-Ray S8 MEZ2 &S X[HEFLICH CHE 24012 X-Ray ET =0
CH8 x| 20| E 8 B2 AWS X-Ray SDK AFE S 11245HAI2.

(® Note

O|M W3C £™ IDE X-RayZ B 4= Q& LICt 7|[EM2S 2 OpenTelemetry2 M El E20]
A0 E0|A ID A2 W3C Trace Context At 2 7|d FQ 2 gLct 0l X-Ray SDKE At
&304 dHE|HLE X-Ray2t S & E AWS AMH[A0f ofdl MM |z F% IDs2| EA{ut CHEL
Ct. W3C &Alo| Ef0]|A ID7} X-RayolM 81 E|= S 624 ADOT Collector HHA 0.34.0 O|
Aol 27 El AWS X-Ray Exporter HHT 0.86.0 O|&f 2 Ar&3aHof g L|Ct. O|T B{Z 2| Exporter
£ Efo|lA ID EEIYARKEZE HABS2Z W3C EBo|A ID7F HEE £ U&LICH.

AWS X-Ray SDKs AF23510{ OHZ 2|7 0|M H =

AWS X-Ray o= X-Ray2 E&i|0|AE TEstE = o E2|7H0|ME HF5HT| 28
74 =& E|o] Ql&LIC ZH X-Ray SDKE CHEE AMESELich:

|-O

10{d SDKs M E

- FE0f IHHEEIE FI15t0] S HTTP 2%

-+ OiE2|F oMol CHEE ZE5tE Ol AL83HE AWS SDK 22t0|HEE HEste 2EH0[UE
2 AWS MH|A

- CHE IR & Q2 HTTP & AfH|20f CHE

2
mn

SEE AlEst7| fIet HTTP 2Et0[HE

rol

X-Ray SDKs SQL HIO|E{H|O|A, A& AWS SDK Z210|E HE AU J|EL 7|sOol| Cist HIE 58X
X|HELIc EBO|A HIO|EHE & X-RayE & 5t= CH4l, SDKE UDP EZfEE =4I CH7|5t= CH
=(daemon) ZEAM|AR JSON MIIHE EME HEFLICH X-Ray CHE(daemon)2 CHZ |0l M2
EE HHZS O} YE Mo Z X-RayZ2 UZE=8L|Ct

CtS1t Z2 odo{dd SDK7} AMEZElL|ct.

AWS X-Ray SDK for Go

« AWS X-Ray SDK for Java

« AWS X-Ray Node.js& SDK
« AWS X-Ray Python& SDK
« AWS X-Ray SDK for .NET

+ AWS X-Ray SDK for Ruby

AWS X-Ray SDKs AF23101 Ol ZZ[AH[0|d A e


https://www.w3.org/TR/trace-context/
https://aws-otel.github.io/download
https://aws-otel.github.io/docs/getting-started/x-ray
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24%H X-Rayoll= Javaoil CHet At 7= X|§0| & =|o{ [U&LICH

Lol BTHEILICH ol H2 WAIE AIBEHE X-RayolA A=
ogo|- 7€-I:l. hll-)\lc> 7=|7C-Ig|.E;|I|:|_=| |.O|X-I% o|gHg|.E 7-|o| %Riﬂ__l |.

CHZo| 28t 32 AWS Distro for OpenTelemetryE AF& 3104 ofZ2|7i|0|MHE AIS5HE WOl E4L

Ct.

- AEECHA| ASE R Q0| 03 CtE2 El0|A HAER ERO|AE MESE

« OpenTelemetry {7 LIE|0| M & X| 22[6t= 2t edofof| CHEt =Ef
H

- Java, Python EE= Node. js A8 A| ZEE HEE e gio| HA
st 2E Zdg2 m7|X|2 MBste &7 ZElE Lambda 200

(® Note

AWS Distro for OpenTelemetry= Lambda & & H|&35t7| {I8t of ZtEHSE A% 2t E 2 A
S&tLICt 2Lt OpenTelemetry7t M3 6tE £214 M Eof Lambda stAz
7t HIZ2[7t ‘*'OOF_’ ZE AELE X[ Alzto| &7t5t01 7 @F 0| 2

XA AlZHO| ES %|M35tetn SMoE T4 7isEh ¢l EH”J_'—F Z'2 OpenTelemetry
o| nZ 7|50 ‘_é 5tX| 2t 2 B AWS X-Ray SDKE Ar&35t0f O EE|7H0|ME HEE &=
A& LICH

CtS0| 28 42 oiZEE|7H0|M HE S ?8 X-Ray SDKE MEHSH= X8 HEELIC

=] S & (Node.js, Python, Ruby EE= NET AH& A| X-Ray 2&
|§ 0t EAENM RS2 E AISste 715 £8)
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Transaction-Search.html
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OpenTelemetry Protocol(OTLP) QIEEZQIE

OpenTelemetry= #Z4 £ 0| E =&t E|'°E|o|'7| et EFSEI ZZEED TFE T Eo]
MBste LE A4 ghE ThF oLCt o] ZHUXMI = XIE, 21, Eo|A Z2 ofEE|7 0]
M YA FEYOOIEE AF, MY, =&t  ZLIEHZ ESHESE LHE Lo 2445t QAO|EE &
7| et S&E A2 MEELIC OpenTelemetryE A3 B ¢0| HIE| B4 42 Y X|5t0o{ &
Y &RMo RUME EEE = JUsLct

OpenTelemetryE AI& 310 £%& OpenTelemetry Protocol(OTLP) YIEZQIEZ =X M&5t1,
CloudWatch Application SignalsOlA & A| AbE 71SEF o Z 2|70 4 g DLEZ2 ZA3s odg £ Q)
&Lt

KEMIEH LI 2 OpenTelemetryE 2t ZHMI2.
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Intro.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-OpenTelemetry-Sections.html
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GoZ= &
Go OHEZZ|7H0|ME HE35l04 EBYO|AE X-RayZ EUiE YHol= F 7HK|7F /&L

« AWS OpenTelemetry Go& H{EZE — OpenTelemetry Collector& Hi Z EZHAWSZ &3l Amazon
CloudWatch, AWS X-Ray, Amazon OpenSearch ServiceE H|Z 8 0421 AWS ZLIE{R £F Mo 2
AS BHE XEL FHE MEE £+ U 2E AA BIO|EEE| MEE ME35H= AWS HZ EHQIL|

CtH.

@|et etolEeie| MELIcH

KEAMIEH L& & AWS Distro for OpenTelemetry2t X-Ray SDKs S 0{|A{ AMEH MME XX FIM 2.

AWS OpenTelemetry Go& HHEZ Tt

(® Note

X-Ray SDK/HIZ &/ X| 22| %] - 2026'A 28 25%0{ AWS X-Ray SDKs/HIEZ2 R X| #E| 2
EE2 MEEIH, 0o47|M AWs = 20 EXB si 25t =5 X-Ray SDK & HZ 2E[AE HMety
LICH X2 L&ol it REAIBH LI 2 X-Ray SDK & G2 x| EFEtQl Mg 2 X 5HMI2.
OpenTelemetry2 0+O|12{|0[M35t= Zd0| Z&LICH OpenTelemetry2 0+O|124|0|M5t= &
eof CHet XEMIBH LI 2 X-Ray AIE 0 M OpenTelemetry A5 2 2 0+0|28|0|ME R SHA|
o

-l .

rlo

AWS Distro for OpenTelemetry GoE A& 36t O E2|7H0[ME & ¢ HF ST & 2&tAH 7t JUe
X|E 2 =X Amazon CloudWatch AWS X-RayZ! Amazon OpenSearch ServiceE Z & & 0
AWS ZLEY £8Mo 2 MEE 5 U&LICH AWS Distro for OpenTelemetrydll M X-RayE AtE
524 X-Rayoll M AFE = /= OpenTelemetry SDK2F X-Rayoll M A& £~ Q= AWS Distro for
OpenTelemetry Collector2t= 5 74K| M @ A7 2 8tLct.

A|=t5tE{™ OpenTelemetry Go8AWS HHZ T MHME T 54N,

AWS X-Ray 2! 7|E}0{|A{ AWS Distro for OpenTelemetryE A& 35t= ol CHEH AFMIEH LIS 2 AWS

Distro for OpenTelemetry === AWS Distro for OpenTelemetry MM E AWS MH|A R ZHM2.

2404 x| A AL ol CHEF REMIEF LHE 2 Github2|AWS A EHE AR stAI2.
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https://aws-otel.github.io/docs/getting-started/collector
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html
https://aws-otel.github.io/docs/getting-started/go-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
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AWS X-Ray Go& SDK

® Note

X-Ray SDK/EIE | X| #2| SX|-2026 22 2520 AWS X-Ray SDKs/HIE2 FX| 2l &2
CEE MEEH, 07| AWS = 2ot 2|2t sl 25t =5 X-Ray SDK 2 O|2 ZEAE E
LICH X[ Lol CHEF RhMIEH L& 2 X-Ray SDK 2! CIE X|2 E}IZIQI MME & X FHAML.
OpenTelemetry2 0+O|12{|0[M5t= Zd0| ZE&LICH OpenTelemetry2 0+O|12|0|M5t= &
Hof CHEt XEAIBH LI 2 X-Ray AIE0i M OpenTelemetry AIS 2 2 0+0|28|0|ME &= SHA|
o

L.

Go& X-Ray SDKE EB|0|A HIO|E{E M3t X-Ray CHE(daemon)oll ELH7| {8t EEiA 2 HIA
CEE M35t Go OHEE[F0|M8 Eto|E 2| &ElLIct £ O|o|E{oll= o EEIAI O] MS
LA HTTP &1 o Z 2|7 0|M0| AWS SDK, HTTP 22}0|HE &= SQL | O|E{H| 0| A 7

m @ o |
WE mp e

A&3tod CH2 A E R MH|A0 +ets S E0| CHEt WE7F ZRELICH E3F 522 MW
ddstn ClHa Y2 E FM & HEtH|o|[Eof F7te = Ql&LCh

go get2 AL&3t0od SHE GitHub 2|Z X|E2|0{ A SDKE CHREEELIC}

$ go get -u github.com/aws/aws-xray-sdk-go/...

2 ofZ2|AH 0|9l AR MK xray.Handler &+ E ALE350{ =41 RS EQO[AFLICH HIAIX|
#HE= Z EQo|A o gt HOHEE MM5tD, SEHO| MESL|H MOIHEE = FLICH Al
JMHE7JF AP /= S0tofl= SDK 2210|HES HIMEE 0|85 MEE MaOHEN F7t5t1 5t
MIHEE BHEO{CIRAER SE£2 EO0|AE = UELICH £ SDKE MIHEII HE UeE S
oF o Z 2|71 0| MM ' dlStE o QIE AHS2E 7S &L

HAS = ofZ2|70|M EE= AMH|A0 Q|8 Z&E /= Lambda & 2| B, LambdaEs £ 6|2
olT MEREI QHE NS FMELICH O 8o &0 F2 Al QMg MERJI U FMFTE

EE MM3l0od X-Ray SDKOI| M= &FL|C}

(® Note
Lambda®| X-Ray SDK= ME AL ILICE O|E & 0l AF&SHX| 2t= B2 0{T5| MH|A
of Lambda MH|AE =EQt 2 Lambda & 48 = E stLt7} X3 ELICH SDKE F7tetH &
£ ZEE HE5t04 Lambdad] 2|l 7IF = & MIHE 52 MOAHEE FIHE £+ U
&LCt RFMIB HE = AWS Lambda 2 AWS X-Ray2 XML,

AL

r -
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FAcol TAE 22H0IQIETH BHO| QICHE, TAIE BEI0[IER BHE 2 i 550| 59| MIHES
oz Harshs @& MOBE sHLHE BHs 4+ A LICH ASXt XI5 5t MaBi=o| Zatolels
52 s 59 MIUES ZEstD TESHE 4 YSLICH MA H4L S5 TE R of2
AR XIH 59 MIHES SHED, 49 MIHEN ZE S & ChAl 59| MIHE

Eet =ME 7|58 + &Lt

LT AE
Go& X-Ray SDKE At&3ste{™ Go 1.9 O|& 0| g LCt,
SDKE Hutd & A& AlZh Al CH2 2tolEE{2lof 2| &= LCH.

« AWS SDK for Go {71 1.10.0 O] 4t

0|48t T4 42 SDK2| README . md It 0| A MAEILICEH
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SDKE CIREEFCoMH EMHE ZH0MH LES T SAESI0] E EEt XA &LICH.

1. $GOPATH/src/github.com/aws/aws-xray-sdk-go(Linux EE= Mac) C|HEE| E&=
%GOPATH%\src\github.com\aws\aws-xray-sdk-go(Windows) EZHZ 0|&

2. godoc HHES AdELICH

$ godoc -http=:6060

3. http://localhost:6060/pkg/github.com/aws/aws-xray-sdk-go/0HA EEILX 7|

Go& X-Ray SDK 7+

® Note
X-Ray SDK/CI2 R X| 22| ZX| - 20261 28 2520f AWS X-Ray SDKs/HIE% Sxl#el 2
CEE MEEH, 07| AWS = 2ot 2|2t i 25t =5 X-Ray SDK & O| 2 ZIE[AE A Bt
Lict. X|§d ™ol chEt REMIEH LH& 2 X-Ray SDK & Ol X|# Eli2}Ql “'*"% 2 xstMle
OpenTelemetry2 0+0|18|0[M5t= 20| EZ&LICH OpenTelemetryZ O-O[12[0|45= &
Hofl CHEt XEAIBH LI 2 X-Ray AIZ0i A OpenTelemetry AIS 2 2 0+0|28|0|ME & SHA|
2.

Configure2 Config ZiA[et &7 = &5tHU
SDKoi|l Cigt & x|de = A
gruct

7|12 71°dsto] 8 HeE S5l Go& X-Ray
F= BE 7|84 20 f4M5t= Config gt ECH 24

L— HA -

o
i)y
T
[ul
oh
hi
rE -

Sections

« MH|A

. M
. 27

o« E74 14

- configure AF&
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AWS X-Ray THLRE 7H0|=

MH|A E2{3¢l

pluginsS At 3tof HEEIFH01ME B ARISHE MulAo| CHE B2 E 7|SE £ e
Z2{1¢l

+ Amazon EC2 — EC2P1ugin® QIAEA D, 7+& ¥4 &l CloudWatch Logs A& F 7L
D 7

« Elastic Beanstalk — ElasticBeanstalkPluginO| 87 O|&, {7 2il0o|& % HiE IDE F7I&L
Ct.

+ Amazon ECS — ECSP1luginO| ZIE|O|L{ IDE F7+&fLCt.

Segment - Scorekeep

P————

Overview | Resources . Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-6f8c-170413_021009
Deployment ID 20
Environment name scorekeep-cmn

EC2

Availability zone us-east-2c
Instance 1D i-035583d15d1471728

Xray

Runtime version 1.8.0 111

SDK version 1.1.0

Runtime OpenJDK &4-Rit Sarver VM
SDK X-Ray for Go

{322 M8stedH oS WX & stLHE 7S LICH

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/awsplugins/ecs"
"github.com/aws/aws-xray-sdk-go/awsplugins/beanstalk"
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Zt Zp{a0Qloe EaQl8 EEStE BAIX Init() &4 50| 9&LCt

Example ec2.Init()

import (
IIOSII

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/xray"
)

func init() {
// conditionally load plugin

if os.Getenv("ENVIRONMENT") == "production" {
ec2.Init()

}

xray.Configure(xray.Config{
ServiceVersion: "1.2.3",

1}
}
SDKe £2{1Q d™E ME35to MOHEN origin HEE 57| &LICt Ol= oHE
270l E AM™Ast= AWS 2|44 RS LIEHHLICH o] 23212 ME3le 8% SDKE

ElasticBeanstalk> EKS> ECS> EC2 =A{Z &°Ql5lo{ 2 2|ZTIE Z™EELICT.
Mz =

HEY RIS MBS0 7|FE 2¥s 2B LN
MH|A0M F7F 28O 5%E X-Ray2 FH T
£0llM F7H 722 M4ad5to] ZF ol ZEI7H 0| Mofl CHal 7IZ £l CllolE{Qf 2

(@ Note
SDK7} MEZ FAIZ 7tX 27| {8 X-Raydl 9128 4= Ql= B, 01X & Hml 231 s A
EQ &7t 2Fo|5%0 CHet 7|2 2EZH HEeR ElFotL LIt SAET MEZ APIE &Y
&8 £ Qe HEto| Qi7LE, X-Ray CHE (daemon)ofl 4Z2E £~ gig AL olz{st A& ol &
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Al

Jju
19
ok
mo

&g & 1 O] CHE(daemon)2 SDKOIAM =T API 21 Z &0 CHer TCP &
5t
=]

2 Al

Ct.

JSON = MOl A{ 24

AL
==
-_— A
g8 + olg B2 27

o &LICH SDKE X-Ray
] HMEoZ M8E = UE

1= T

L= SDKE 788 &
OS2 A =

st 4
-gom L, 2 74

T MM

Example sampling-rules.json

-~

"version": 2,
"rules": [
{
"description": "Player moves."
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1)
"default": {
"fixed_target": 1,
"rate": 0.1

[a

ol odlof M StLEL| AFB AL XIH AT 7|2 F3I8 HolgfLich AFSA XIE #A2 A FH M
= Q10| 5% MET £ /api/move/ Ot BE20| MEELICH 7|2 #2I2 OiE 2% ™1 F7+

2 HIE
REO10%E FHELICL.

HalL BlZciel 2t Qla
7t 3 H &CHst7] Il

2Z=2 F2lo| Molg mo| HHHe 1 4ol X-Ray MHIAE 8§35
HAHEZ SRMoR MEECHs WYLCh SAEES Ho| HEH4S zz, %
(@)

20 7|5 El= dlo|E 2| ¥E X015t 7|7+ o{ed X ELCE.

H o

bda@i&LICt T EE MH|AT & S EStE B2 AT

ofME HERE KT E +EE = AWS Lam
MH|20lM HE>ZE 2HS MMt SE0| Lambdaod of3h 7ISELICH &4 Fxo| g4stx|n E2
O|A 7t QE B LambdaoiM ME- ZAH S LHRILICH

sHod 2|2 XN|&352{™ NewCentralizedStrategyWithFilePathE AI835l0i 22 MEZZ
JSON e 7t2|ZLct.
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3 75

M|kl

Example main.go - 2Z

s, _ := sampling.NewCentralizedStrategyWithFilePath("sampling.json") // path to local
sampling json
xray.Configure(xray.Config{SamplingStrategy: s})

24 730 A83t2{H NewLocalizedStrategyFromFilePathE At&5to 22 ME2 JSON
td S

ok

F A5}

Example main.go - MEZ & H|&H

s, _ := sampling.NewlLocalizedStrategyFromFilePath("sampling.json") // path to local
sampling json
xray.Configure(xray.Config{SamplingStrategy: s})

22

(® Note

xray.Config{} =9l LogLevel % LogFormat HZ™ 1.0.0-rc.108E A& & X|ELICH.

X-Ray= 2ZE 2[5 OIS QE{H0|AE AISELICH 7|2 27 LoglLevelInfo 0|4 0iA]
stdoutOd| &LICt,

type Logger interface {
Log(level LogLevel, msg fmt.Stringer)
}

const (

LogLevelDebug LoglLevel = jota + 1
LogLevelInfo

LogLevelWarn

LogLevelError

)
Example io.WritexOi A 7|

xray.SetLogger(xraylog.NewDefaultLogger(os.Stdexrr, xraylog.LoglLevelError))
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B2 w4

238 H+E AE5H0{ Go& X-Ray SDKE 78 + &LICH SDKE CHE #H+& X[RELICH

AWS_XRAY_CONTEXT_MISSING — €2 U= MOAHET} Qle A< 7+ HE #8E ZEJHHOIEHE
7|125tedn & mf e MEhE of Q|2 ¥ X|524™ RUNTIME_ERRORE M&EhL|CH

g &

T

ok

_|<_3|_
« RUNTIME_ERROR— TE] 0iQ|7} 2fA4EhL|Ct.
* LOG_ERROR - 2F & 7|55t AlSELICH (ZIE).
« IGNORE_ERROR— 2R/ E FAlstT A& LICEH
U2 280l gl I MYEIE AR A £E M ABEE MMsHs A=A HASE 2Et0IMES
A5t Ste B FHE MIOIHE E= ot MOIHES T QRIF LME = U&LICh
« AWS_XRAY_TRACING_NAME — SDK7} MZHE0f| AL 3HE AH|A OIS MM ELICH.
« AWS_XRAY_DAEMON_ADDRESS - X-Ray CHZ(daemon) Z|AL{S| SAEQ ZEE A

A -IEI-|_||_-_|. 7|E
MO Z SDKE 127.0.0.1:200001 EBO|A Cl|O|EHE BHILICH CHE ZEO|M A CHY|SIES
CHE(daemon)2 T4t AR EECIE S AE0M A 501 ZF ol HEE A LCH
« AWS_XRAY_CONTEXT_MISSING — SDK7} 2t El ZHEHAE @ FJE xE2lsts WHs d™sie 42
“’“‘*I—IEP dz ™ol gle m AI’“ E e MANEE MMHSE I FHE E2I0[YE
ME35lE{1 5t R FEE MOHE E£= 5t MOIHES} T @ F 7| 2 le + &LCt
« RUNTIME_ERROR - 7|2ZXo 2 SDKE HEIY 02| MM EE MAE|o{ /&LICH

 LOG_ERROR - 2FE 7|55t H&EL|CH.

configure AHS

Configure HMEE AI83l0{ Go& X-Ray SDKE #+48& =& U&LICt Configure= Config 24
At stLte| Q8 Chs MEd™ 2 of 87 7HA S LICH
DaemonAddr
O] XY X-Ray CHE(daemon) ElAaLHe| ZAE L T EE X|HELICH X|HHX| &t 2™ X-Ray
= AWS_XRAY_DAEMON_ADDRESS &4 #H0| Zt2 AFSELICE sl 2fo] A™EE[o] /UX| ot ™

"127.0.0.1:2000"2 At2&fL|Ct.
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ServiceVersion

Ol EXtYE 2 MHIA HEE XIHELICH X[HstX| pfe B X-RayE Bl EXHA(™)E AHSELICH

SamplingStrategy

O| SamplingStrategy ZiXl= E&0|AE[= ofEE|7H|0|M 3 &£ XIHEHELICE K|
™ X-Ray= xray/resources/DefaultSamplingRules. json0il HO|El M2t
LocalizedSamplingStrategyE AFEElLICH.

StreamingStrategy

O| StreamingStrategy Zix|= RequiresStreamingO| trueE HHeter I MIHE
iR & X|™gLICh X|HetX| pf2 B X-Raye ot MIHE 7} 202t 3 MEZE MIHE
E AEZSt= DefaultStreamingStrategyE AMErLICEH

ExceptionFormattingStrategy

O| ExceptionFormattingStrategy Z&l|= 021 o2& AM2let= YRS KM LICH X[&5t
K| ¢fo™ X-Ray= DefaultExceptionFormattingStrategyE error 89| XrayError,
QF MHAIX| & AE FxT}E 374 AFSELICH

Go& X-Ray SDKE =4I HTTP 2 A I&E5H7|

(@ Note

X-Ray SDK/H|2 R X| 2| B - 20261 28 2520f AWS X-Ray SDKs/CI22 Qx| #a| 2
=2 MEHED, 047|A AWS £ Hot 2RIBH 51745t E = X-Ray SDK & Ol 2 22|AS x|t
LICH K| Lol cHgt AEMIEH LI 2 X-Ray SDK 2! |2 X|& EFEIol MME EHZE M L.
OpenTelemetry2 O}O|22|0|M3t= Zd0] Z&LICH OpenTelemetry2 O-O|212|0|M3t= &
BHof CHEt REAIBH LI 2 X-Ray AIE 0 A OpenTelemetry AIS2 2 0+0|Z22|0|ME &= SHA|
o

X-Ray SDKE A+& 35104 off Z 2|70 0] Amazon EC2 AWS Elastic BeanstalkEE = Amazon ECS2|
EC2 QIARHAO|M XEISHE A HTTP 288 FME += &Lt

xray.HandlerE& AtE3504 £ HTTP REE # E. LICt. Go& X-Ray SDKE xray.Handler
2ofA0M EE Go 2t0|E2{2] http.Handler QIE{HO|AE F35l04 & QHES 7I2RLCY.
xray.Handler EcA= QLEO| HHAEE A 3|' , A EHHE & 24945t Eeet B 8F

ESNEEES 329
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SIC{& F7t6t0{ xray.Capture2 M3 E http.HandlerE& &St HTT
X-IéI-L_||_—_|._
oH-

_U

e
Im
i
o
>

E
In
i

X

1]

Ol 2cHAE ALE3I0{ HTTP 28 & SH 2 *2lstH Go& X-Ray SDKE METE Zt 2ol CHEt Al
e 7t 28

o
ZEELC FtE 4

OHEES HHELICH o] MaAHE= HTTP 23| AlZh, HME & HiX|
ot Ol MaHE Q| 5t MaHE T} YEELICH

(® Note
AWS Lambda & 2| B2 Lambdac MEZE Zf 2| it NOHEE MderL|Ch KbAl
8t HE = AWS Lambda ! AWS X-Ray2 & X 35HA|2.

CHE oMol ME ZE 80002 RS 7IZ AT "Hello!"& SH2 2 ghet
M3tm ojB2i7lole S5 &S TAL,

FLICH myApp MIZHEE M

ok

Example main.go

func main() {
http.Handle("/", xray.Handler(xray.NewFixedSegmentNamer("MyApp"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]Jbyte("Hello!"))
1))

http.ListenAndServe(":8000", nil)

[

N
N
x

Zf HIZHEOE MH|A B etof M of ZE|7H0|ME AlEst= O|F 0| U&LICH ol M2HES| 0|F 0]
HHMoZ XIHEIZE 5tHLE, 4 2%O| 5 AE FHE 7|22 SDKII S 2 0|8 XY
Ch S%1 0|& X822 M85t 2o M@l o|Fol et 2ES FXstT 0|&
StX| 2 20l Z2E SCIH /IZE BR) 72 O|EE MEE = UE

A
= T AA

2L WHM EE= J|EF A7 ofZEFo|HMe 2 HE MESE AR, X-Raye IP IiZ! LY
AA IP7}otLEt 39| X-Forwarded-For SIHE25E| 20| E IPE 7K LCt. e
El 2Xoj Chal 7|SE Eeto{ME IPE /XE £ Yoz 2 AZ|SHH oF FL|Ct.
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SAHO| MEE|H SDKE MIHEO F7t ZE=E MZd5t0] 0| LIEFHLICH MIHE|
x_forwarded_forZ MME true W7} ZEE A2 2CI0|HE IPE HTTP 2™ 2| X-
Forwarded-For SICH{Z8E 7} S L|Ct.

HEPE OhS HEE ZHoHs http 2202 2 £41 280l Cht MIHES M4ELI
« HTTP HIME - GET, POST, PUT, DELETE &
. 28l0lglE T4 - 28E H&# SetoldE P Fo

[O|ME — @&0|M 7K user-agent &LICH.

- 2HI= Z0o| — 82| content-length@lL|Ct.

MIaHE o|& XIE ™M 7+

AWS X-Ray = AMH|A O|F & AL&3dtod ofE 2|70l E At o E2|7H|0| 40| AtEt= CHE Of
Z 2|70l M, T|o[EH|0| &, 2|F APIs ! AWS 2|AA0F FEFLICEH X-Ray SDK': =4 2o cist
NMOIHEE 488 i oY MIHES| 0|5 Z=of ofiEEF0l4d2| MH|A O|F S 7ISELICH

X-Ray SDK= HTTP 2H &ll{e| A E 0§ Flo| HAHEE X|HE = U&LICH aeqLt o] sl 7t
PIZEIH MH|A Bof o 7[R| g2 =7t ddE = UGLICH AZE ZAES|HI ZRE Q¥R
215 SDK7t #REl MIHE 0|2 X|Hst= HdE LX|sttiH S0l2= 29| J7|E 0IFE XIE

SffoF BfLct.

OHZ2|7i0|M0| oz =Hele| REHE AMElste 89
O|§ol BtYSI= 5 SDKE FHE
Ux|etE QMo ZAE 0O|EE A

0 € =0, stLt2| ofZ2[AH o]0l Ml 7Hel 5t =M@l (www.example.com, api.example.com,
static.example.com) 0 LEE &Y = U&LICE *.example.com EHSE 5% 0|F XY
MBS AL85to{ ZF SR H QI MOIHEE MECIE O|E2E EAISHEH MH[A ol MEIA £E
74 Ml 71 MZILICH o] THEo ¥ X[ etE EAE 0|§2 20| ofEE[AH 0|Mo]| = AIE|H, AFE X} K]
Mgt Chl ol§2f Ul #Him| = =7t MH|A 2ol & A|E Lt

LY MIHEO L2 0|5 AHEstzdE ofF Mt Zro| HEHE HHe mf ofZE(70lM O]
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o

Ao Ho|st 7|2 AMH|A O|E 2 AWS_XRAY_TRACING_NAME 27 H=2 Al235l0d RiZ Q]
|.

S 0|E X|H M2 SAE 0|E0| Yx|5Hof 5= THE L HTTP %o SAE 0O|E0| IHEH
o UX|SHK| plE B2 AL E 7|2 0|&2 HolgfLIth MOHE 0|§2 sHe 2 X|HstedH
NewDynamicSegmentNamer& At&36t0{ Yx[st= ME & 7|2 0|FS FHELICH

QYO ZAE O|F0| *.example.com WE I} UX|5t= B SAE O|F2 AFSELICH OFX| &t
2 B2 MyApp2 AFSELILCE.

func main() {

http.Handle("/", xray.Handler(xray.NewDynamicSegmentNamex("MyApp", "*.example.com"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]byte("Hello!"))

1))
http.ListenAndServe(":8000", nil)
}
Go& X-Ray AWS SDKE AI835l0{ SDK 5 & F™
(® Note
X-Ray SDK/CI2 R x| 22| S| - 2026'4 28 2520 AWS X-Ray SDKs/HIES R X| 2| 2

C2 XM2tEM, 047|M AWS & EoF 2x|8t 55t £ = X-Ray SDK 2! O|2 ZIZ|AE A|EHEt
LICt x| Lol cHet XA LI X-Ray SDK 2! Ol 2 X|# EtEIQl Mg R ESMR.
OpenTelemetry2 0+0|13|0|445H= Zd0] Z&LICH OpenTelemetry2 0HO|1E|0| M5t
2ol CHEr REAIBH LH& 2 X-Ray HIE 0 M OpenTelemetry AZ 22 00| 20|ME R Z= 1A
(@]

-l .

ol

0%

OZ2[70|410|& =& AWS MH|A 504 HIO|E{E MESH7LE, CH7[Fol| AL, LIS ELHH
& X-Ray SDKE ot MOHEO|CIRAER EES FHELICH 0248 MH|A(0d: Amazon S3 I:I-|5/1I
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AWS X-Ray
IE = Amazon SQS CHZ[) LHo| A HM[ASHE E
O|A THO| CIRAER| L E2 EAIELCE
AWS SDK Z2I0|1EE Ef|0|ASIE2{™M CHS 0@t 20| xray.AWS() EE2 2
ZighLct.

EB|olA AWS AMH|A &

Example main.go

var dynamo *dynamodb.DynamoDB

func main() {
dynamodb.New(session.Must(session.NewSession()))

dynamo =
xray.AWS(dynamo.Client)
}
O ChS AWS SDK 2EI0|MEE AFSE M 2 £& HIMEL| withContext HTE ALS St M
£ Mg &Lt

S0l MEE http.Request XA context
Example main.go - AWS SDK £ &

func listTablesWithContext(ctx context.Context) {
dynamo.ListTablesWithContext(ctx, &dynamodb.ListTablesInput{})

output :=
doSomething(output)
}
2 E MH|AQ| B2, X-Ray Z2£0MH ZEE APIC| 0|2 = & U&LICH MH|A 62| TEholl THai A
g 27bstod MHIA HolA| 27} MESHE MBELICH

= X-Ray SDK7} MOHEO HEE
£0{ AZE DynamoDB Z20|HENM 2 &S MHsl= B2 SDK7I SH HO|ES Oy
2 MaIHE| FIHELIC. —E—%OIA-I Z E|O|Z0| H LER

ol &
M s &0 cHs YL DynamoDB =E7}

o2 3t ®|X 550 Cisl Elo|E 0|2
MH|A Mol EAlZ|D, EHElojg2
E Aot

CHedez ot x| g2 %

ExampleZ S5 & X&35t7| /8 DynamoDB 2 S &0 Cist 512 MIHE

"id": "24756640c0d0978a",

"start_time": 1.480305974194E9,

"end_time": 1.4803059742E9,
"name": "DynamoDB",

"namespace": "aws",

"http": {

"response": {
333
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"content_length": 60,
"status": 200
}
I
"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",

|AAO| MMAE M CHS MH|

2220 ol Z7} e ST MAELICH S5
& o2 8%l B B M|

A
A8 S E0H ST AulAo] CHE Uit =7} Mgl

[> >

« Amazon DynamoDB - E{|0|& 0|&
« Amazon Simple Storage Service -tHHZ! 2! 7| 0|5

« Amazon Simple Queue Service - CH7| 0|5

Go& X-Ray SDKE AtZ35t0{ CHRAEZ HTTP & AMH|A0] CHEt 35 &7
St7|

(® Note

X-Ray SDK/CIE | X| #2] SX| - 20264 22 252 0{l AWS X-Ray SDKs/CIE2 FX| #E 2
E2 MEEH, 07| AWS = 2ot ZH|Pt sl 25t =5 X-Ray SDK 2 o2 ZEAE

LICE X|2 L&of CHEE REMIE LIE 2 X-Ray SDK 2! Ol & X|¢ EFI2ER! MM S B ESHA
OpenTelemetry2 OFO|22|0|MH3t= Zd0| Z&LICH OpenTelemetry2 O+O|12|0]

Bof CHEt XEMIBH LI 2 X-Ray AIE0i A OpenTelemetry AIS 2 2 00| 8|0|ME R R SHA|
o

- .

oHEZ 2|70l 0| Ol O|Z 2 MH|A EE= IH{E R HTTP APIE £ &35HH CHS of|A|et Z 0|
xray.ClientE& AFE35t04 O|2{Et &2 Go OHEZ|7H0|M| ot MOAHEE FHE = U&LICEH
O| ol M|l A http-client= HTTP E2t0|HE QILICEH

Z2I0|MEE xray.RoundTripperZ & E 2
http.DefaultClient® MHEE|l= M3 E http %EPOI‘PJEP—I EFA EAP._% Mdghct.

o
[N
|m
o
_l'T'l
oot
S|
i
$
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Example

<caption>main.go - HTTP £ 20| E</caption>
myClient := xray.Client(http-client)

<caption>main.go — ctxhttp 2tO|EHZIE AFE5I0{ CIRAEZ HTTP M & =3

caption>

CHZ oAMlE xray.ClientE

A8 3109 ctxhttp EHO|E 2|2 YA HTTP 2 &2 HASELICH
SEONM ctxE HEE = U ™
a

=
A&LICE ol 7IE M2 A
g U M HOHEE HEE = Qo8 2 J|& Lambda MIAHE

AERSE al IS E=S E& eIt
& E04, X Ray01|A‘|._ Lambda & % |
HEIAEE AFE38HofF &LCt.

resp, err := ctxhttp.Get(ctx, xray.Client(nil), url)

Go® X-Ray SDKZ sSqQL #Hz| x5t 7|

(® Note
X-Ray SDK/CIE K| 2| SX|-2026H 28 2520 AWS X-Ray SDKs/CIE2 fX| &2l 2
2

E=2 MEEIH, 047|M AWS = 2ot 2|8t 3125t =5 X-Ray SDK & G2 2E|AE X2t
LICh X[ LXdoi| CHEF XM LI 2 X-Ray SDK 2! O x|2 EfQlEIol MME 2 X 3lAL.
OpenTelemetry2 0}O|28|0|M3t= Zd0] Z&LICH OpenTelemetry2 OHO|Z12|0|M3t= &

ol CH8t REMIBH LI 2 X-Ray AIS 0l M OpenTelemetry A5 2 2 010|28|0|ME EZE A
o
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xray.SQLContext 2&& WA ELICE 7t5otH 74 EXHE CHal URLE AFSELICH

Example main.go

func main() {
db, err := xray.SQLContext("postgres", "postgres://user:password@host:port/db")

row, err := db.QueryRowContext(ctx, "SELECT 1") // Use as normal
}
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Capture HMEE AME835t0{ &f ¢ FiH0l 5t MOHEE HMELICEH
Example main.go - At X} X|’H 5t MOHE

func criticalSection(ctx context.Context) {

//this is an example of a subsegment
xray.Capture(ctx, "GameModel.saveGame", func(ctxl context.Context) error {

vVar err error

section.Lock()
result := someLockedResource.Go()

section.Unlock()

xray.AddMetadata(ctxl, "ResourceResult", result)

)
CtZ A3 EIXF2 Scorekeep OHE 27| 0| Mof| CHEt FX0i| saveGame 52| MIHET} LIEHE W
O| o & EoiEFLICt.

ABR RIE st HaHE 396


https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html

AWS X-Ray JHet Rt 7holE

¥ Scorekeep AWSE

Scorekeep 200 39.0 ms

< ] &)

DynamoDB 200 6.0 ms
DynamoDB 200 5.0ms
DynamoDB 200 50ms
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## GameModel saveGame - 14.0 ms

DynamoDB 200 50ms

DynamoDB 200 8.0ms
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xray.AddAnnotation(key string, value interface{})

SDKE MIHMHE £AM2| annotations Zi&l|ol| FA4E 7|-2k 1T1|01E ZISELCH Y&t 7|12
AddAnnotation2 F 'H S &5 SUSH MOHE| HZLFE 24 S Ho{aLICH

EY e Z&s FMo| Y= EBO|AE 3 2P{M annotation[key] 7|¥EE ZE{ EFH A0l A
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HEICIOIEE At8stod AME oz QHYY E2Tt e MaHEN YEE el|l2E L
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AddMetadataZ = E&LICH.

xray.AddMetadata(key string, value interface{})
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import (
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"context"

"github.com/aws/aws-xray-sdk-go/xray"

mySegment :=

mySegment.User =

ArERH DLl EBO|AE

= xray.GetSegment(context)

AMNEXIS| BEAIY IDE setUserE &%

"y12345"

$op{MH user 7|1¥E
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Example pom.xml - Z& 4

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-bom</artifactId>
<version>2.11.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
</dependency>
<dependency>
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<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-apache-http</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-aws-sdk</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-aws-sdk-instrumentor</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-sql-postgres</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-sql-mysql</artifactId>
</dependency>

</dependencies>

GradleQ| Z<%, build.gradle Tt 0{ A SDKE ALY AH BHHSE FIHEHLICH

Example build.gradle - &4

dependencies {

}

compile("org.springframework.boot:spring-boot-starter-web")
testCompile("org.springframework.boot:spring-boot-starter-test")
compile('"com.amazonaws:aws-java-sdk-dynamodb")
compile("com.amazonaws:aws-xray-recorder-sdk-core")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk-instrumentor")
compile("com.amazonaws:aws-xray-recorder-sdk-apache-http")
compile("com.amazonaws:aws-xray-recorder-sdk-sql-postgres")
compile("com.amazonaws:aws-xray-recorder-sdk-sql-mysql")
testCompile("junit:junit:4.11")

dependencyManagement {

imports {
mavenBom( ' com.amazonaws:aws-java-sdk-bom:1.11.39')
mavenBom( ' com.amazonaws :aws-xray-recorder-sdk-bom:2.11.0')
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AWS_XRAY_
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AME

AWS_XRAY_
CONTEXT_N

CtE2 7 ot o| of| ALICE
{
"serviceName": "XRayInstrumentedService",
"contextMissingStrategy": "LOG_ERROR",
"daemonAddress": "127.0.0.1:2000",
"tracingEnabled": true,
"samplingStrategy": "CENTRAL",
"traceIldInjectionPrefix": "prefix",
"samplingRulesManifest": "/path/to/manifest",
"awsServiceHandlerManifest": "/path/to/manifest",
"awsSdkVersion": 2,
"maxStackTracelLength": 50,
"streamingThreshold": 100,
"traceIdInjection": true,
"pluginsEnabled": true,
"collectSqlQueries": false
}
T A
Che EOIME 2t $440] R2 8t 2ol chal MLt
TZALE FESHK| etaLC 23 He U A|A”R £4o
T EE He AAR SH, T Ot =LICH R - olg
W DS AXSMR. RE TEs ME AL
&M ol& Type & AN
serviceNa At BE &X X-Ray 2
me A £0 EA|
Ele= As
S PSI=IES
9| o|&
contextMi ~ EXtH LOG_ERROF Oi|0|HE 7}
ssingStra : X-Ray M|l
tegy HE Z4&)|

ISSING

com.amazo
naws.xray
Strategy
tracingN
ame

com.amazo
naws.xray
Strategy

XRaylnstr
umentedSe
rvice

LOG_ERROR

&S HE oo|HE

348



AWS X-Ray W R 7Hol=
£ 0|& Type AR =L 2 Wy AAE & 7|22k
o
IGNORE_ER AEE A} .Context
ROR = el Missing
NN Strategy
ot o} 7
Celsgm
o 0| E 7}
Flot= &
A L|ct
daemonAdd E£XtH ZOHENIP OO0|ME7F AWS_XRAY_ com.amazo 127.0.0.1
ress F4 4 X-Ray CHE DAEMON_AI naws.xray  :2000
XE (daemon) DRESS .emitter.
=TCP 2 o S5 daemonAdd
UDP & =O A8 ress
=5 [ i
2 L|Ct.
tracingEn 22 True, False AR O] AWS XRAY_ com.amazo TRUE
abled 0{0|™ME0| TRACING_E naws.xray
olgt A& NABLED tracingE
2 g3t nabled
gLt

349



JHeER 7Hol=

AWS X-Ray

-,
NI

I

4dr
il

<

<+

|_._|
I

T

o

fall
<

-,
N

__o“_

CENTRAL

CENTRAL,
LOCAL,
NONE,
ALL

q

E AL

samplingS
trategy

olo

T<

(o}

ol

<

Ox:

[N

—
1o

AE

ol
-

0 #ir

01 &k O w0

K

—
1o
=

K

om = ol ®I

&LCt.

i[d

ol
olo
o

100
—

110

==
10

100
—r

no
110

f

270 E

E Xt

U

EINTE

traceldIn
jectionPr

efix

ol

T<

(o}

glo|A 1D

350

7| ™oi| A

o0|ME

=
=

s A



JHeER 7Hol=

AWS X-Ray

e
ol =
Dl @ ol &| | &
N 59 5 S| 5| 2| =
c o .
il O = .« ...nm...ueS
== ) % emm%
N Al €l o Al ol 8| =
o W #0
il < <
Ll 110 ol 110 ol
< X0 T of o of
o 0
I < <
T to ol to ol
W o o o o
B S WU ST JU#r T o @ R 0 ol ol Salkw oy R OBy
A AR HRD KO T DF [ Mg e s 00R
50 MR G FEGgoITFEI g0y oo ®od
< M T HKHITRMHIOMET T <<mmM~K< K <M ol
ol ol
Ra Gl B
o] o o
OF LU U
@ &l &l
o K K
= Ok Ok
X . o 2
1 2 5
° 3 = n ey
Ao E o N O 4
A._ﬁ abs WHn
w S5 O © O ©

351

o0|ME

=

=

s A


https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json

AWS X-Ray JHe R} 7HolE

Al

B
kol

N
nx
0z
ot
0%
rII
>
>
oo
B
N
rc

&y

4 0

il

Type =

o
>
13
>

awsSdkVer Integer 1,2
sion

o >
oo
oM

oo ofl
>
0ok

oo ofl
>
0ok
N

o
Q
<
Q
0 o
50 o

(0))]
o ¥
IFlw

ML,
awsServic
eHandlerM
anifest Of
=ESLEPN
o2 Ee

S AL

n

02
+

50

v’}

[o| A0

maxStackT
raceLength

Ojo oft
>.
0ok

oo ofl
>.
0ok

rC 1o
0
i
@ O
50 o
50 o

o1}
r ol

4 12 m o

(0] ‘-)||

TUmA > 1@ N |m
I

&S HE oo|HE 352


https://docs.aws.amazon.com/sdk-for-java/index.html
https://docs.aws.amazon.com/sdk-for-java/index.html
https://docs.aws.amazon.com/sdk-for-java/index.html

AWS X-Ray JHet Rt 7holE

I
>
oo
I
A
M

|

4 0 Al

i
_|
<

ho}

(6]

30
Fol
N
nx
0%
rio
oY
rII
4>
I

o

streaming M 100

Threshold

> >
N
o

0
1>
ou B>

n 4 lo o
e >

oo of
>
odt

oo of
>
oDt

r mlo
0 o
50 o

=
rot

b,
M

o
==

N M T b
0 4o oz 2 X =]
ﬁrlrl—l_rlrn
ok »N 40 0

o
F

i
=

ol
==
(@)
2t

band) CHE
(daemon)
oz AE
=
Ct.

traceldin 22 True, False
jection

02
0 o
oo of?

Pal

0%
O Ol
L =

o
=

oN
nx [

S %2 O
41
0%

o H1 ox ri|ox |Hu
N
r

&S HE oo|HE 353



fo

N
i
02
rh
o
rII
4>
>
>

m
I
N
M

&y

£ 0|& Type =

o
>

pluginsEn  §2 True, False 2% &¢!

abled AWS &3
of CHetr
EtCiO|E{&

oo of
>
oo

o o

L
il
>
ot
_i
Py
C
m

I
0 o

ol

N FALSE

I
Mo

collectSq True, False SQL # 2|
IQueries =

ojo of
>
0ok

oo of
0

0
Dal
-
O
1L
1o
0 o
50 o

MIHEO
zZ|ME O}
sl 7§ &

LICH

A A& ofo|™ME 354



AWS X-Ray ek Rt 7hol=
=N 0l= Type &L AltH 4E W AAE & 7182k
=
contextPr 2= True, False true@ 32 &Y AME S AbE TRUE
opagation A= gt = =
04| X-Ray
ZHEIAE
g xtse
2 Mu}tgt
Lict. 2
=X eto
2 Thread
Local2 Al
&35tod 7
HAEE
st
AP E 7H
=& ™}
e
L|Ct.
24 3
X-Ray OJO|MEQ| 21 £& 2 Java® X-Ray SDKS} S8t WAloZ 8 £+ Q&LICH Java® X-
Ray SDKE Al835l0{ 22 75t Widol ChEh REMIEH LIB2 ZZE FXRSHAAIL.
+5 71
OO|MEQS| XI& HE QU =8 HE2 sddltds 82 ZE2EMEN L =522 X-Ray SDKE
FISIMIR. =4 @7 FHIM HZ & SDKE| AHEAE X|H MES! EE{= X-Ray H|0|MES}t S & &

x| t=chs ™Mol falstAAl.

® Note

HOITMEE At8stE SAlM| +& HES sstedd 2[4 HE | X-Ray SDKE ALSsHof &f
LICF.

&S HE oo|HE

355



AWS X-Ray JHe R} 7HolE

Maven ZEMEO0|A 2t B2 pom.xml I+U0]| CHS & HE FIH5HAML.

<dependencies>
<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
<version>2.11.0</version>
</dependency>
</dependencies>

Gradle Z2MEO0|M 2 5t= B2 build.gradle TtYoi CIS S MH 2 F7H6HAMIL.
implementation 'com.amazonaws:aws-xray-recorder-sdk-core:2.11.0'
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html

AWS X-Ray THLRE 7H0|=

Segment - Scorekeep

e

Overview Resources

Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618c-170413_021009
Deployment 1D 20
Environment name  scorekeep-cmh

EC2

Availability zone us-east-2c
Instance 1D iF035583d15d1471728

Xray

Runtime version 1.8.0 1M

SDK version 11.0

Runtime OpenJDK 64-Bit Server VM
SDK X-Ray for Java

Z{30I2 AF835t2d™ AWSXRayRecorderBuilder0lAM withPluging EE35HMAIL.

Example src/main/java/scorekeep/WebConfig.java - 2| ZH

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.plugins.ElasticBeanstalkPlugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
EC2Plugin()).withPlugin(new ElasticBeanstalkPlugin());
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URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}
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Example sampling-rules.json

~

"version": 2,
"rules": [
{

"description": "Player moves.",
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"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05
}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

O| o0l M= StLte| AR K X' &0 7|2 &2 "olghLIch AFS A K-
= Q10| 5% ME2! £ /api/move/ Ol BZ2o| MB&rLICE 7|8 #EI2 oiX 2% ™ F7}

HIE
REO10%E FHELICL.
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E ;
E &5
Edéb‘éi S2Mo 2 MEECs JULICH ZAEE HBO| 285 1™ SE7F 374 S5t 7| m

mbda@i&LICt T EE ME|AT 8 S EStE F2 ol
Ol Lambdaoi| ofslf 7|SELICH g FHo| #d3tzn Exf
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Example src/main/java/myapp/WebConfig.java — 2l 2 74

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
EC2Plugin());
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URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
buildexr.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}

P

2lAHE F7tetD o] ElALE HiE MY

[e]]]
rr
o

Tomcatl| 32 ServletContextListenerE &%t
Xtoll SE&Lct.

Example src/com/myapp/web/Startup.java

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;
import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

import java.net.URL;
import javax.servlet.ServletContextEvent;
import javax.servlet.ServletContextListener;

public class Startup implements ServletContextListener {
@Override
public void contextInitialized(ServletContextEvent event) {
AWSXRayRecorderBuilder builder =

AWSXRayRecorderBuilder.standard().withPlugin(new EC2Plugin());

URL ruleFile = Startup.class.getResource("/sampling-rules.json");
buildexr.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

@Override
public void contextDestroyed(ServletContextEvent event) { }

Example WEB-INF/web.xml

<listener>
<listener-class>com.myapp.web.Startup</listener-class>
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</listener>

24 7= AH83t24™ CentralizedSamplingStrategyE LocalizedSamplingStrategy 2
Hb&E LICH

builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

2

7|2XMo =2 0| SDKE ERROR =& I =& HAIX|E oEZE/70|MH 2O 2 £33

Hd =& 24 #3504 ECt & AMlEt E:LE OHEZI7o|M 20 ntd 2 £ # M'*LIEP =
t 21 =& 2DEBUG, INFO, WARN, ERROR, 2! FATALQILIC}H. FATAL 21 £&2 SDK7} x|HX =&
oM 245X 47| 20| ZE E1 HAIXIE F& A2l&LCt.

ExampleOiZ 2|7 0| &7

logging.level.com.amazonaws.xray $8S AH83%t0d 24 &2 MAFLICH

logging.level.com.amazonaws.xray = DEBUG

CIHO 238 AI83to =522 ot 2| MOHEE HEE i DIz ot MaHES 22 ZEXME 4
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20| FHID Y
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M HE st EEHOI/\ IDE 21 20f EAlstz{H ofEE FIEt ZHEIAEMDC)O| sHE IDE F+&

£ &LICH HMEE SegmentListener RQUE{HO|AE AFE5t0] MOMHE = F7| 0|HE &
of X-Ray BlZHMM EEELICE MIHE E= ot MOIHEI} AZ /M HretE EBo|A ID7}
AWS-XRAY-TRACE-ID 7|E& At&3t0{ MDCO| FIELICH sHE MIOHEIL ZLIE MDCOM 7|7t &
7HEILICE o|EH 5t AHE 52l 22 2to|E2{2|ofl EBIO|A ID7F EAIELICEH 5t MOIHETF Bt
™ 23 D7} MDCO| F=IElLICt

Example®™& &t E EQ0|A ID

H7stE IDE TraceID@EntityIDE EA|ELICH
1-5df42873-011e96598b447dfca81l4c156@541b3365be3dafc3
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* Logback B =7} Q= SLF4J ZHE = API
« Log4J2 A= 7} = SLF4) THE = API
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SLF4J Frontend

1. LCFS Maven 3588 ZT2HMEoof F7+&LICEH

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-sif4j</artifactId>
<version>2.11.0</version>

</dependency>

2. AWSXRayRecorderZ 75 & Il withSegmentListener HAEE ZEFHAIZILICE O|ZH A
5t M EQilo]A IDE SLF4J MDCO| RS2 2 FI5HE= SegmentListener 22474 F7}
===

dgfulch ™

o
ol

SegmentListener= ME{X BEXlQ S ul2lOE{Z AFE3510{ log B HF Al
FAl=E ChE0 22 o2 248 = U&Lch

L

e QA2 — 7|2 AWS-XRAY-TRACE-ID MFAIE AtEHLILCE
« H|0{® g_HI-.-x}m'(oil "ME AFSELICH

2ol HolE ALEAF XIE HFALE AFSELICH

Pal
olo
Pal
Ral
|

Example AWSXRayRecorderBuilder HEE

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new SLF4JSegmentlListener("CUSTOM-
PREFIX"));

Log4J2 front end

1. LCIE Maven 34588 ZT2HME| FIIEHLICH

<dependency>
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<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-log4j</artifactId>
<version>2.11.0</version>

</dependency>

2. AWSXRayRecorderE& T#H& [ withSegmentListener HIMEE L& AIZIL|Ct O|FHA|
5t A HtstEl EBIO|A IDE SLF4J MDCOH| RAE S22 FUsHe= SegmentLlstener Zch
A7F FIHELICEH

SegmentListener= ME{X AP E TEtO|EZE AHE35L0] log & HFALE T LICH
HF A O

FAS OIS 2 Yoz 788 + U&LCHL
« H[of JUS - I EXFLG(0l: ") E AS st HFALE FMHELICH
« MEXX|E - EXrLol HolE ArS A X HFAE AFS LI

Example AWSXRayRecorderBuilder BHE

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new Log4JSegmentlListener("CUSTOM-
PREFIX"));

Logback backend

-

Ezo|A IDE 21 O/HEM &estei™ Zt 22 Eo| HAlIE X|™Hst= 279
PatternLayout2 &3l of gHL|C}.
1. patternLayoutO| & 2IX|E H&LICH Ol U2 Z=2 32 HASZE = XML 7+

U S5 £BY + AALICH AMB LSS Logback TS AZHAAIL.

Lt SX{AWS - XRAY -
HAMSt1 leg LIE}

rol

2. O|% 2Z 2ol EQo|]Aa IDE & 5tEd™ patternLayout?] OP-'?'- =0
TRACE-ID}E ArQUgrLICH %X{}= MDCHIM NS E 7|1E AHE3H 2t
HLIC}H Logback®| PatternLayoutof CHEH REM|ISH LI 2 PatternLayout

o
o
A
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Log4J2 backend

1. patternLayoutO| #4E £
CC

o
2 34T 7N 1Yg S AR £3E £ s
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T8 IUE Soll Log4)2E FHot= L0 CHEF REMEF LIB2 TS HRSHAAIL.

2O HAOZ | 0gs)2E8 FMHGHE WHol CHEF RFMIEH LIER T2 a2 gAaloz #
A2 FXSHAAIRL.

2. 0|& 2Z 2o EBo|A& IDE & 52{H PatternLayout Q| OFF OfL} SX{AWS-XRAY -
TRACE-ID}E ArgLICt OX{}_ MDCOAM MBE 7|18 AF26H 22 HAMstn UYUS S LIE}
HLICH Log4J22| PatternLayout0l] CHEF XtA|EH LHE 2 PatternLayout2 & & 35H &AL,

Egjo|A& ID F& oilA|

CI22 EBo|A IDE Z&E =5 +HE PatternLayout EAILEE EoiELICH EQo|A IDE A8
E 0|B(%t) Flol 2 21 Elt'E'(%—Sp) ool QIAfELIct.

Example ID &/0| /= PatternLayout

%d{HH:mm:ss.SSS} [%t] %$X{AWS-XRAY-TRACE-ID} %-5p %m%n

AWS X-Ray = &7 72 EM8 £ QI 2 27 2o 7|9t £X IDE AIEo2 QIMELICE CISS 4
MEl PatternLayout2 M85t 21 28 E0iELICH

Example ID 0| Y= 23 &

2019-09-10 18:58:30.844 [Nnio-5000-exec-4] AWS-XRAY-TRACE-ID:
1-5d77f256-19f12e4eaa02e3f76c78f46a@lce7df03252d99el WARN 1 - Your logging message
here

24 HAIX| R A= THE smoll 222l 272 &8 ) MAELC
NI1HE 2|AL

MIHE E|AL{= AWSXRayRecorderOf o|af M E MIHEQS| Al Y B Z2 =

B F7| OHEE 712 £ = QUEHO|AYLICH MOIHE ElAL] O|HE &40 73

2 onBeginSubsegmentZ MME M 2E ot MOAHEN SLE TS F7I5H7ALL,
afterEndSegment& A&3t04 ZF MIOHEE 20l MEF = HAIXIE 7[5 7HLY,
beforeEndSubsegment& At&3t0{ SQL QIEAME{7} & Et #EIE 7|F5101 5t MOHETL SQL
F2|lE LEtLH=X| &elstn, 20 FI7+2Ql HIEHH|O|EHE F7HEhLIC.

M* SegmentListener &+ S5 & 224 AWS X-Ray X-Ray Recorder SDK for Java API0| CH8t
MIEME FZSHAAIR.
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Z7}5lD afterEndSegmentE AF236104 24 MIOHE Q| ol 21 MHIAIX|E QAMSIE WHE EoiE

LICE.

Example MySegmentListener.java

import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;
import com.amazonaws.xray.listeners.SegmentlListener;

public class MySegmentListener implements SegmentListener {

@Override

public void onBeginSubsegment(Subsegment subsegment) {
subsegment.putAnnotation("annotationKey", "annotationValue");

}

@Override

public void afterEndSegment(Segment segment) {
// Be mindful not to mutate the segment
logger.info("Segment with ID " + segment.getId());

Ol AFE %t X|H M2HE Z|AL{E AWSXRayRecorderE &= & i & = ElL|CH
Example AWSXRayRecorderBuilder &

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new MySegmentlListener());

Ed HE AH85101 Java® X-Ray SDKE T4 = YU&LICH SDKE CHS WS X|ghLict

AWS_XRAY_CONTEXT_MISSING - €24 U= MOHEJ} Qe B FHE THE I =7 HOIEHE
7|55tedn & m Y5t o2l & X|5HE{H RUNTIME_ERRORZ A ELICE.

T

et &

ol

o
T

* RUNTIME_ERROR— THE}2| 0| 2|7} e MEhL|Ct.
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* LOG_ERROR - 27

=
=
« IGNORE_ERROR— @ FE FAl5t A& ELICE

« AWS_XRAY_DAEMON_ADDRESS — X-Ra y|:H (daemon) ElAL{C| ZAEQ} TEE MABtLICE
Mo 2 SDKE F™ H|0|E{(UDP)Q ME 0.1 Sgict
Eo|M =2l CH7 |t =5 CHE (daemon)E T88t AR E= OHE SAENAM A™ 521 42 ol Hp
E AMSELich

« SUBt LE — address:port
E —tcp:address:port udp:address:port

« AWS_LOG_GROUP-Z21 1E2| O|ES oiZc/Fo|MIt HAZAE 20 OFo 2 MHEELICL 20 1
E0| ofZ2|7o|Mat Ss AWS HHEH LU B|ME AIE85tE B X-RayeO0| XIHE ZEO 8 A
2350 ojE2|F|0|Me| MOHE CIO|E{E RIS 2 HAMEILICH 21 T80 CHEt REMIEH Lig2

2338 Y AER U2 HZTSAML.

« AWS_XRAY_TRACING_NAME — SDK7} MIZAHEO| A& AMH|A 0|52 MMHELICE MEE! ZE{e
MIHE 0| X|H TEFoi| MHEH MH|A Ol S Ao &L Ct.

B WA ool MNE SS8 AL &4 U gt MEolsC
NAE %4

NAR SAE B Haof CfEh WM XIS CHHIZ A8 4 ALICH SDKE CHe $48 Xl#st]
=

com.amazonaws.xray.strategy.tracingName — AWS_XRAY_TRACING_NAME2} S&&fLICt.

« com.amazonaws.xray.emitters.daemonAddress — AWS_XRAY_DAEMON_ADDRESS2} SS&f
L|C}.

com.amazonaws.xray.strategy.contextMissingStrategy -
AWS_XRAY_CONTEXT_MISSINGSt SS & LICt.

AAHE £80 28 HeI BF Y2 39 &3 M U0l ASELULOH o= EHE Z =0 dYE
2t 2 Yo gLt
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Java& X-Ray SDKZ £l % FX{57|

® Note
X-Ray SDK/CI2 9| #2| 2X| - 2026\ 22 2520 AWS X-Ray SDKs/CI2S K| g2 2
E2 MEE|H, 07| AWS = 2ot ZX|2t 125 =S X-Ray SDK & O|E EE|AE MEHE
LICH X[ L&oil CHEF REMIEH L8 2 X-Ray SDK 2! G2 Xx|& EFIZIQI MME & X FHAM2.
OpenTelemetry2 0+0|12|0|M5t= 20| EZ&LICH OpenTelemetryZ 00|12 0|M5H= &
eof CHEt XEMIBH LI 2 X-Ray HIE 0 M OpenTelemetry A2 2 0F0|28|0|ME R R SHA|
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SAHO| MEE|H SDKE MIHEO F7t ZE=E MZd5t0] 0| LIEFHLICH MIHE|
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Sections
« OjEZ|7o|Mof A ZIE{ F7H(Tomcat)
- OHEEIAO|MA| FX 7

=
. Ma9E olF XI& &2 24

o ZE2|71|o|Moi| & EE{ F7HTomcat)

Tomcatl| B, <filter>& ZTE2ME 9| web.xml I}0i| FE7}ELICEH fixedName IIZIOE{ZE Al
LEE e MME MOIHEN M MH|A O|F§ 2 XIHAAIL

Example WEB-INF/web.xml — Tomcat

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
<param-name>fixedName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
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</filter-mapping>

of Z 2|7 0|0 =& EE| F7H(Spring)

0

Spring8| A<, FilterE WebConfig A0 FIIELICH MOMHE O|&2 5tLIC| BAIUERE
AWSXRayServletFilter AMXtoll ELICH,

K

Example src/main/java/myapp/WebConfig.java - spring

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

}

MIHE 0IF xI% M2 74
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Ao Ho|st 7|2 MH|A O|EE AWS_XRAY_TRACING_NAME &7 H=E Al235l0d RiE Q]

g+ A&LICH

S E o|§o0| ¢x[3Hok 6= THEH L HTTP 2| ZAE 0|§0| IEH X

e A
StX| = B2 A8E 7I2 O|§2 ™HolgLth Tomcatol M M1HE 0|§ 2 SH2E X|H5lE{H,

S 08 XN ML 5

dynamicNamingRecognizedHosts2t dynamicNamingFallbackName2
E2 = HolstalAl2.

=1
A

e

E

1]

=4

[e]]]
rr

Example WEB-INF/web.xml - S 0|& X|H& 0|8

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
<param-name>dynamicNamingRecognizedHosts</param-name>
<param-value>*.example.com</param-value>
</init-param>
<init-param>
<param-name>dynamicNamingFallbackName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>
Spring8| A<, SegmentNamingStrategy.dynamic()E& £&35t0{ 8™
SegmentNamingStrategy2 BFE 11 AWSXRayServletFilter MMXIZ ELHAAIL,
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Example src/main/java/myapp/WebConfig.java - S 0| X|HE 0|8

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

import com.amazonaws.xray.strategy.SegmentNamingStrategy;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {

return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("MyApp",
"* example.com"));

}
}

Java& X-Ray AWS SDKE At&350{ SDK & X

(® Note
X-Ray SDK/HIZ @ X| Z2| ZX| - 2026\ 22 252U0{ AWS X-Ray SDKs/HIZ22 S| 2| 2
E2 MEE|M, 07|M AWS £ 20 2xgt s st = E X-Ray SDK 2 G2 22 e

LICH X[ ™o CHEr REAIEE LI 2 X-Ray SDK 2! Cl|2 X|# Etletel M2
OpenTelemetry2 O+0|12{|0|M3t= Zd0| Z&LICH OpenTelemetry2 O+O|12|O|M3t= &
eof e XEMIBH LI 2 X-Ray AIZ0i M OpenTelemetry AIS 2 2 0F0|28|0|ME R R SHA|
2.
OHZZ|70|440|E =& AWS MH|A 504 CI|O|E{E K SHHLE, CHZ[Fof| 7L, L 2lE ELHH Java
& X-Ray SDKE ot MOHES|CIRAER S ES FHELICH FHE AWS AH|A o sHE AMH|A
(0dl: Amazon S3 HHZ! EE= Amazon SQS CH7[Q) LI M HAM|ASHE E|[AAE X-Ray 2&2| EY0|A

OHof| CIRAER = E2 EA|ZLICH.

L= 0 A aws-sdk & aws-sdk-instrumentor 5t9 ZES Z&35I™M Java® X-Ray SDK7| ZE
AWS SDK 2ZI0|¢1EE AIS2 2 HSELICH Instrumentor 5t 2E2 Z &K LS B CIE 2
CtO|ME = HiAetD U ZEH0|UERE MEISto T = U&LICH
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i 2EI0|MEE AS52{MH LEOM aws-sdk-instrumentor 5t9 ZES AN7H5H 1 MH|A 9
Zto|ME LHE ALE350{ AWS SDK Z2t0|21ETracingHandler|& XRayClientE FI+EL
Ct.

04 £ £04 AmazonDynamoDB 22}0|MEE 7 35l2dH EQlo|A
EAmazonDynamoDBClientBuilder2 ME&FLIC

mn

S5

S
(el

Example MyModel.java - DynamoDB Z2}0[|1E

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.handlers.TracingHandler;

public class MyModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.fromName(System.getenv("AWS_REGION")))

.withRequestHandlers(new TracingHandler(AWSXRay.getGlobalRecoxdex()))
.build();

2E MH|AS| B2, X-Ray 2£0IM SEE APIC| 0|2 & &= U&LICEH MH[A 5t RIEH ol CHEHA
= X-Ray SDK7| MIAHEN HEE F7}5t04 MH|A Mo =71 ME2SHE MSFLICH

0 & £0{ HEE DynamoDB ZEI0|MENM 2 T ES dHst= < SDK7} EH E|O|ES CHY
o= # XX $=0i CHE ElO|E O|E2 MOAHEN FIHEHLICH Z2£0iM, ZHE|0|E0| 7 EZ
MH|IA o ZAET, EY EOIE2 CHY S 2 5K &2 &Y S £0i CisH Y8t DynamoDB - E 7+
E AIELICE.

Example& S & X% 35t7| 8 DynamoDB 27 S &0i CHEt 51 MAHE
"id": "24756640c0d0978a",

"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200
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},
"aws": {

"table_name": "scorekeep-user",

"operation": "UpdateItem",

"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}

HHE Z|AA| HHAE [ OIS MH|IA
CIAAE CHASZ 5K &t B2 MH|A
CF.

ZEE B MHlA Yof &7t =7t MEELCH §Y
M &5t oiE MulAol CHE Yt =7F MAEL

HF

« Amazon DynamoDB - Ei|0|& 0|&
« Amazon Simple Storage Service -tHZ! 2! 7| 0|5

« Amazon Simple Queue Service - CH7 | 0|8

AWS SDK for Java 2.2 O|&f & AWS AlH|A ALE5t0{0 CHEH CHRAER] S &8 A Sstt{H 2 +
4ol M aws-xray-recorder-sdk-aws-sdk-v2-instrumentor Z &2 M=Fe = QU&LICH CHA
aws-xray-recorder-sdk-aws-sdk-v2 module® EZ& 3t CtF, TracingInterceptor® 4
5to4 7 Z2I0|MEE HFEhLIct

Example AWS SDK for Java 2.2 O|4} - &% QlE{4|E]

import com.amazonaws.xray.interceptors.TracingInterceptor;
import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;
Y/

public class MyModel {

private DynamoDbClient client = DynamoDbClient.builder()
.region(Region.US_WEST_2)
.overrideConfiguration(ClientOverrideConfiguration.builder()
.addExecutionInterceptor(new TracingInterceptor())

Lbuild()

)

.build();

/...

AWS SDK ZE}0[|21E 375



AWS X-Ray JHe R} 7HolE

Java& X-Ray SDKE At&35t04 CHRAEZ HTTP & MH|A0| CHet & F
4517

® Note

X-Ray SDK/CIE | X| #2| SX|-2026 22 2520 AWS X-Ray SDKs/CIE2 FX| #2l &2
EE T™EtE|H, 07| AWS = 2ot ZX|BH i 26t = X-Ray SDK 2! C|= ZE2|AE A&
LICH X[ L&oil CHEF REMIEH L8 2 X-Ray SDK 2! G2 Xx|2 EFIZIQI MME & XML,
OpenTelemetry2 0+0|1240|M3t= ZJ0| Z&LICE OpenTelemetryZ OtO|1E{|0|M&t=
eof CHEt XEMIBH LI 2 X-Ray AIS 0 M OpenTelemetry A5 2 2 0F0|28)|0|ME R R SHA|
o

-l .

[o][]

o

OHEZZ|Zl0o|M0| OrO|Z 2 MHI|A =& SIHHTTP APIE £ & & [l Java& X-Ray SDK HZ 9|
HttpClientE AIE35l04 8iE S &S H S350 APIE CIR2AEZ| MH|AZ MH|A Jgf=of F7}&

= A&LIcH

Java& X-Ray SDK= L& HTTP 2 & & HF 57| I8l Apache HitpComponentsOll & &35t= ZeiA
CHAI AFEE = Q= DefaultHttpClient & HttpClientBuilder EciA S Z & ELICH

e COm.amazonaws.xray.proxies.apache.http.DefaultHttpClient -
org.apache.http.impl.client.DefaultHttpClient

* COm.amazonaws.xray.proxies.apache.http.HttpClientBuilder -
org.apache.http.impl.client.HttpClientBuilder

O|g{8t 2t0|E2{El= aws-xray-recorder-sdk-apache-http 5t9 ZE0 U&LICH

D E ZE0|IHEE AFSY| /st 7I& 7HX 27| 28 X-Rayd s st W2
CtO|MEE A Fot7| flal 2cto|MEE Z7[3te | W EtEl O|§E AI8E = %J%L—IEF.

Example HttpClientBuilder

import com.fasterxml.jackson.databind.ObjectMapper;

import org.apache.http.HttpEntity;

import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpGet;

import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.util.EntityUtils;
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import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;
public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuilder.create().build();
HttpGet httpGet = new HttpGet("http://names.example.com/api/");
CloseableHttpResponse response = httpclient.execute(httpGet);
try {
HttpEntity entity = response.getEntity();
InputStream inputStream = entity.getContent();
ObjectMapper mapper = new ObjectMapper();
Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);
String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;
} finally {
response.close();
}
}
CIRAER ¥ APIO| CHE 21 &2 ASE I Javad X-Ray SDK7I HTTP 73 & S&rof Ciet
Hot Z3E 5t MOHEE 7|EELICE X-Ray= 5t MIOHEE Ar&36t01 ¥4 APIO]| CHall F=HE
MIHEE Mgict

"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,

"name": "names.example.com",
"namespace": "remote",
"http": {

"request": {

"method": "GET",

"url": "https://names.example.com/"
},
"response": {

"content_length": -1,

"status": 200
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ExampleCI2AEZ HTTP &0 it FHE MIHE

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200
}
.

"inferred": true

Java& X-Ray SDKZ SQL # 2| £X57|

@ Note
X-Ray SDK/HI2 S X| 22| 2| - 2026'A 22 25201 AWS X-Ray SDKs/HI22 SX| 22|
CZ M#tz|H, 047/ AWS £ 2ot 2|2 28 =S X-Ray SDK 2 |2 2EAE
LICH X[ Lol CHEF REMIEH L& X-Ray SDK 2! CIE X|2 E}IEIQ) MME & X 5HAM
OpenTelemetry2 0+0|18|0[M5t= 20| EZ&LICH OpenTelemetryZ O-O[28[0|M3t=

Hof CHEt XEAIBH LI 2 X-Ray AIZ0i M OpenTelemetry AIS 2 2 0+0|28|0|ME &= SHA|
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SQL 2IE{HH

Java® X-Ray SDK JDBC QIE{ME{E O|0|E| AA FMoi F7}3H SQL CIIO|E{H|0|A R EIE H|
A2,

» PostgreSQL — com.amazonaws.xray.sql.postgres.TracingInterceptor

A

saL #Hel
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 MySQL - com.amazonaws.xray.sql.mysql.TracingInterceptor

Ol2{8t CIE{MIE{= &2 aws-xray-recorder-sql-postgres &

aws-xray-recorder-sql-mysql 5t 2E0| Q&LICH CIE{HE=
org.apache.tomcat.jdbc.pool.JdbcInterceptorE 7%45t04 Tomcat @12 £ & ELICH

® Note
SQL QIE{HE = 222 ?Ia ot MIHE Lol M saL 2| AxE 7[5 s6hx| ef& Lot

I

Spring@! AR0ll= QUEMEE &4 mtof F7}5t1 Spring Boot2| DataSourceBuilder 2 G| O|E
A

AAE THEA

Example sxrc/main/java/resources/application.properties - PostgreSQL JDBC 2/E{ 4
E

spring.datasource.continue-on-error=true

spring.jpa.show-sgl=false

spring.jpa.hibernate.ddl-auto=create-drop
spring.datasouxrce.jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect

Example sxc/main/java/myapp/WebConfig.java - OIO|E{ &4

import org.springframework.boot.autoconfigure.EnableAutoConfiguration;
import org.springframework.boot.autoconfigure.jdbc.DataSourceBuilder;

import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.springframework.data.jpa.repository.config.EnableJpaRepositories;

import javax.servlet.Filter;
import javax.sql.DataSource;
import java.net.URL;

@Configuration
@EnableAutoConfiguration
@EnableJpaRepositories("myapp")
public class RdsWebConfig {
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@Bean
@ConfigurationProperties(prefix = "spring.datasource")
public DataSource dataSource() {
logger.info("Initializing PostgreSQL datasource");
return DataSourceBuilder.create()
.driverClassName("org.postgresql.Driver")

.url("jdbc:postgresql://" + System.getenv("RDS_HOSTNAME") + ":" +
System.getenv("RDS_PORT") + "/ebdb")

.username(System.getenv("RDS_USERNAME"))
.password(System.getenv("RDS_PASSWORD"))
Lbuild();

oA Java& X-Ray SDK EeHAE & = 5l0]

Tomcatl| 4<0{= JDBC Cl[O|E{ A&
M s &8},

setJdbcInterceptorsE =%

Example src/main/myapp/model.java - Cl|O|E{ A A

import org.apache.tomcat.jdbc.pool.DataSourxce;

DataSource source = new DataSource();

source.setUrl(url);

source.setUsername(user);

source.setPassword(password);
source.setDriverClassName("com.mysql.jdbc.Driver");
source.setJdbcInterceptors('com.amazonaws.xray.sql.mysql.TracingInterceptor;");

Tomcat JDBC H|O|E{ & A BlO|EE{E|E Java& X-Ray SDKO| Z & E|X|8H A8 3= EMo MSE
S&MHoZ 0| 2HO|EBEIE MAE £ QlaLCH

Example pom.xml - JDBC O|O|E{ &4

<dependency>
<groupld>org.apache.tomcat</groupld>
<artifactId>tomcat-jdbc</artifactId>
<version>8.0.36</version>
<scope>provided</scope>
</dependency>
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HIO|E|E SQL Ed|o|Al oA B0|E

e aws-xray-recorder-sdk-sql& &40l FI7HgLICH
[m;

« CIOIE{H[O|A CIO|E] A, A L= FHHES FHEAM L.

dataSource = TracingDataSource.decorate(dataSource)

connection = TracingConnection.decorate(connection)

statement = TracingStatement.decorateStatement(statement)

preparedStatement = TracingStatement.decoratePreparedStatement(preparedStatement,

sql)
callableStatement = TracingStatement.decorateCallableStatement(callableStatement,

sql)

Java& X-Ray SDKE A& 3104 ALS A X|H ot 2| MaHE &dst7|

(® Note

X-Ray SDK/C|2 | X| #2| S| -2026'A 2& 25210i| AWS X-Ray SDKs/CIl 22 |X| &2l 2
C2 MetE|H, 047|MH AWS £ 2ot X2t i st == X-Ray SDK 2! |2 ZIZ|AE X8t
LICH X[ Lol cHE REMIEH LI 2 X-Ray SDK 2! CIE Xx|& E}IZIQI MMHE & XML,
OpenTelemetryZ OtO|1E{|0|M3lE Zd0| E&LICH OpenTelemetryZ 0HO|18|0|M5HE &
eHof CHEh XEMIBH LI 2 X-Ray AIZ 0l M OpenTelemetry A5 2 2 0+0|28|0|ME R SHA|
o

59 MIIHEE 50| MOHES 2Est0d QM 25| SIsh 22 Zhdoll T3 MR M2 S

EAIBLICH ASElE 22tol9E0lA BIE 558 mjoict, X-Ray SDKE 52| MIHE otof A4E

HEE 7| LICh £71 549 MIIHES M4d5tod THE 89 MIIHES JESH6 7L, IE 4M)

M5 HWotst L, £ U HEICIOIEE 7I=8 4 st

&2 MOHEE #2l5t24™ beginSubsegment 2! endSubsegment HAMEE AFSEHLICH

Example GameModel.java — AF& At X|H 52 M2HE

import com.amazonaws.xray.AWSXRay;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
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Subsegment subsegment = AWSXRay.beginSubsegment("Save Game");
try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

Ol M ME 3t MIOHE LHe| ZETF MM RIS HIMEE AHE 310 DynamoDBMIA &2 Al

ME ZE=35t1 AWS SDK for Javall DynamoDB OHIHE AF&35t0{ H 2 MEELICt 5t MaIHE

oM ol ZEE BHESIH 2£ 9| =™ 2 7|0 M Save Game 5t M2HE S| DynamoDB 527t &
Euct

¥ Scorekeep

Scorekeep 20 30ms @ |
DynamoDB 200 6.0 ms it !
DynamoDB 200 5.0 ms a
DynamoDB 200 50ms ]
DynameoDB 200 6.0 ms ]
#8# GameModel saveGame - 14.0 ms
DynamoDB 200 5.0 ms ]
DynamoDB 200 80ms ]

St MOHE L ZEJH EHRIE oQE LR B2 5t MOIHET &4 Eo|E 8 ZEE try 25
of efE st finally 250IAM AWSXRay.endSubsegment()E EE&LICI 5t MOAHET} E 5]
X ote 42 49 MOHET 222 = ¢S X-RayE MEE|X| §E&LC.

EOIEl o Q|2 LHELHX| o= 2 E0| AR A EE Lambda &+ Z AWSXRay.CreateSubsegmentof

MEE o~ A&LICH

s

Exampledt$| MIZMHE Lambda &4

import com.amazonaws.xray.AWSXRay;

AWSXRay.createSubsegment("getMovies", (subsegment) -> {
// function code
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1)

St} MOIHEE MIHE &= JOHE LHo| M A3 Java X-Ray SDK7| sHE 51
MZIHHEo CHall IDE M5t Al AlZt U BE AlgtE 7S &Lt

ExampleH|EFCI|O|E{ 7t Z & &l 512 MOIHE

"subsegments": [{
"id": "6f1605cd8ad7ch70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
1,

HISZ| L CE 2 z20ef3 e B2 HIS7| A&l 0l X-Ray HEIAET +HE = 222 5}
F

2| MIZHEE endSubsegment() HMEN 522 ME S0 2HIZH| &35S dljofF EfLICt
MHMOIHEIEEl F HIS7| 52 MOAHEJ} E5|H, Ol HMEE= MM MOIHEE XAIS2E X-Ray

CHE (daemon)2 2 AE 2| gFL|C}

ExampleH|S7| MEAIMHE

@GetMapping("/api")
public ResponseEntity<?> api() {
CompletableFuture.runAsync(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("Async Work");
try {
Thread.sleep(3000);
} catch (InterruptedException e) {
subsegment.addException(e);

throw e;
} finally {
AWSXRay.endSubsegment(subsegment);
}
D)8
return ResponseEntity.ok().build();
}
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import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();
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import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();
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document.putAnnotation("mykey", "my value");
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document.putAnnotation("testkey.test", "my value");

SDKE MIME EXM9| annotations X0 £ 7|-2f HO{Z 7|SELICH Z2 7|2
putAnnotationg 5 H A 3 E5MH Z2 MOMHEL 5t MOHEO 7|SFUTE 2t2 Ho{&&L

Il

Mg 28 FM0| e EDOIAE #2284 annotation[key] 7IHEE EE E3 A0l Al

Z A ol of[EtclolE] 385
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Example src/main/java/scorekeep/GameModel . java — 2! M|EtCl| O H

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionlId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resouxces", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();
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import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/GameModel.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
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import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();
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document.putMetadata("my namespace", "my key", "my value");
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document.putMetadata("my key", "my value");
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Example src/main/java/scorekeep/GameModel.java - &4 3! M EIH| O|E

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionId = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resources", '"game", game);
segment.putAnnotation('gameid", game.getId());
mapper.save(game);
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
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} catch (Exception e) {
subsegment.addException(e);

throw e;
} finally {
AWSXRay.endSubsegment();

}
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import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();
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Example src/main/java/scorekeep/MoveController.java — AF& X} ID

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionIld, @PathVariable String

gameld, @PathVariable String userId, @RequestBody String move) throws

SessionNotFoundException, GameNotFoundException, StateNotFoundException,

RulesException {
AWSXRay.getCurrentSegment().setUsex(userId);

return moveFactory.newMove(sessionId, gameld, userId, move);
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/MoveController.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
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1. aws-xray-recorder-sdk-metrics Ii7|X|& Apache Maven &8 2 FILFLICH AFAIE
LI 2 Java MEZE8 X-Ray SDKE HZ35HAIL.

2. A PYIHUES UEZ M M MetricsSegmentListener()E EMstELIC
Example src/com/myapp/web/Startup.java

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.plugins.ElasticBeanstalkPlugin;

import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard()
.withPlugin(new EC2Plugin())
.withPlugin(new ElasticBeanstalkPlugin())
.withSegmentListener(new
MetricsSegmentListenex());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}

3. CloudWatch 0{O|E & HH3E 504 Amazon Elastic Compute Cloud(Amazon EC2), Amazon

Elastic Container Service(Amazon ECS) EE= Amazon Elastic Kubernetes Service(Amazon EKS)

E ME38tod X|EE =TstM 2!

« Amazon EC2E F445t248 CloudWatch O O|ME M%|E & XSML.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
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« Amazon ECSE Td35t24™ Monitor Amazon ECS containers using Container Insights& %t
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AWS_XRAY_METRICS_DAEMON_ADDRESS=address :port
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com.amazonaws.xray.metrics.daemonAddress=address:port
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-container-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Observability-EKS-addon.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Observability-EKS-addon.html
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html

AWS X-Ray JHerxt 7hol=
OHEZZ|AH Ol MM Af ABIEE MMFE B AWSXRayRecorder7t 3 MO HE =& 512 MH
E iAo Cist A E RXISHK| et&LICH M ABEAM £ HE 2C0|IMEE A5t

EXEHR| ot MOHEN 241 57| IHE 0l SegmentNotFoundExceptionO| g A &FL|C},

it S0t of ] WS WX[SE{H CHal LR E 208 WS L E|l= ContextMissingStrategy £ Ei|
A

AE T MELICH SetContextMissingStrategyE AFE604 A= 0|AM TS L ASH 7L 278 B4
= AAR SHE M85t SSE #F ol FM2 FHE = UA&LCH

QR E Melste stLto| w2 ABEE AIZE [ beginSegmentE &
endSegmentg& 2 &5t0{ M MIOAHEE AHE5t= ZALCt, Ol" OHEE|91| |[MHO| AlZHE [ M™stE
31| ©

FAEQL ZO|HTTP %ol CHEt SElA A

||
I
o o
> K
>
2
L
I
i
mo

o] ABEE AHE5t0o] 4 @™E MElsts ¢ MM MIHE E& ot MIHEE M 28| =0]
Mesti 0| MY B2 MSE + U&LICH o[FH stH M A8 LiollM B|ZEE CE 7 ol

g 230 tial Bl ZYE LIHX| St SUet MaHESM AZELICH M ABZ0HAM MIHEE A
8 &= UA £l segment.xun(() -> { ... }) HMEE AE5t0d 8T MIHES| ZHHAE

off CHEH AAM|A HEFO| U= M 7ts H=S }élgctléal- = A&LIch

A= Z AR AP M FHE 2EI0[UE ME MME FHESIMR.

ol

HISZ| 220t &7 X-Ray Ar&35t7|

Java& X-Ray SDKE= SegmentContextExecutorsE AL& 3504 H|S 7| Java Z2 20| ALEE =
&LICt. SegmentContextExecutor= A& A}t QIE{H O|AE F35t2 2, CompletableFuture2| 2 & H|
S7| 2ol MEE = USLICH O|FHA otH ZE HIS7| 2Ho| id HEAENM SHIE MIHE

2 A8 sto] ME 4 st

Example0{ Al App.java: SegmentContextExecutorE CompletableFuturel & 317|

DynamoDbAsyncClient client = DynamoDbAsyncClient.create();
AWSXRay.beginSegment();

T coo

client.getItem(request).thenComposeAsync(response -> {

// If we did not provide the segment context executor, this request would not be
traced correctly.

return client.getItem(request2);
}, SegmentContextExecutors.newSegmentContextExecutor());
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Entity.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/exceptions/SegmentNotFoundException.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/strategy/ContextMissingStrategy.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#setContextMissingStrategy(com.amazonaws.xray.strategy.ContextMissingStrategy)
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#beginSegment(java.lang.String)
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#endSegment--
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/contexts/SegmentContextExecutors.html
https://docs.oracle.com/javase/8/docs/api/java/util/concurrent/CompletableFuture.html
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1. Spring 74

2. OHEZg|7{o|Mof =& ZIE]| 7}

3. FIEo FM F7 E= QlEIHO|A 73
4. OHE|FHO|M0M X-Ray & A5}

Spring T35t 7|

Maven EE= GradleZ A&t AOPE A5l OHE (A 0|ME =T 365 Springg 7+ EE + U
&LCh

Maven2 AL&3+04 OHZE|7|0|M2 YUES=E B2 pom.xml TILH M CS FHES FIHELICEH

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-spring</artifactId>
<version>2.11.0</version>

</dependency>

GradleQ| A< build.gradle Ttoi CtE B&ES F7HgLCH
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compile 'com.amazonaws:aws-xray-recorder-sdk-spring:2.11.0'

Spring Boot 435} 7|

O MMM HHEF Spring & A 2|0 = Spring BootE AF&35l= A2 2clia B0 ot gis 8
R LS BHEE FIHSHMR.
Maven

<dependency>

<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-aop</artifactId>
<version>2.5.2</version>

</dependency>

Gradle:

compile 'org.springframework.boot:spring-boot-starter-aop:2.5.2'

Of Z 2[7ilo]Mdoll =& EE| F7}

WebConfig 2240l FilterE F7ISME. MOIHE 2
AWSXRayServletFllter MRt 2Lt & He] & 4 @3 AHF ghgdof chgt AtAlE LS
2 Java® X-Ray SDKZ 4l 2 X5} 7|

Example src/main/java/myapp/WebConfig.java - spring

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

}
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/javax/servlet/AWSXRayServletFilter.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/javax/servlet/AWSXRayServletFilter.html
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package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import jakarta.servlet.Filter;

import com.amazonaws.xray.jakarta.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.strategy.jakarta.SegmentNamingStrategy;

@Configuration
public class WebConfig {
@Bean
public Filter TracingFilter() {
return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("Scorekeep"));

IEo| FM F7t E= QIEHO|A T3
El

L

_

Z2iA = @XRayEnabled O Ef0|MH2

Ct. Ol= AOP A|AEI0| X-Ray TAIS o

FMg 7Lt XRayTraced °|E-|JH|0|*% T3l ok
HE¥e o L

t= 2ei20| F+E i8S XA

ol
=a

Ol Z 2|71 0| M0i| M X-Ray & 3t5t7|

O Z 2710|4404 A X-Ray EB|0|&lE & M3t5tE{H Z 20| M CFE HAMEE REolstod T4 2aia
BaseAbstractXRayInterceptorE & & 5Hok Eﬂ—lEP.

« generateMetadata—O| &8 AFE5tH 2K & 2| Eof|o|A0 HEE ﬂﬂEPEHOlE'lE INEERNS
XHEE = AsLcH 7[2Mo 2 M
Left 42 lo|EHE o F7t ?
« xrayEnabledClasses—O| &&= H|0{ o ICHE | X|5HoF ELICH O &&= QIE{QE oA
i EE HMEZE X|AISHE Pointcutol CHEH EAE Q| &8t &LIC} @XRayEnabled F=440| £7}
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https://spring.io/blog/2022/11/16/spring-framework-6-0-goes-ga
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E Z2iA & Edlojag Z2HAE X|A8H0d Pointcut2 X o|g LIt CHS Pointcut 22 Q1E{AlE{o]|
@XRayEnabled FM0| £7}E 2 E HEEH 2IS ST R|AIFLICH

@Pointcut(”“@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)”)

Z2ME 0| M Spring HIO|E| JPAE A8 6t= B2 BaseAbstractXRayInterceptor CHl
AbstractXRayInterceptordM &&s5tE WS TE{sHML.

of| x|
CIS Z == &4 Z2lA BaseAbstractXRayInterceptorE &&HetL|CH
@Aspect
@Component
public class XRayInspector extends BaseAbstractXRayInterceptor {
@Override

protected Map<String, Map<String, Object>> generateMetadata(ProceedingJoinPoint
proceedingJoinPoint, Subsegment subsegment) throws Exception {
return super.generateMetadata(proceedingJoinPoint, subsegment);

@Override
@Pointcut("@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)")

public void xrayEnabledClasses() {3}

Ct

1jo

AL &= X-Rayof olaf £+ AL Ct.

@Service

@XRayEnabled

public class MyServiceImpl implements MyService {
private final MyEntityRepository myEntityRepository;

@Autowired

public MyServiceImpl(MyEntityRepository myEntityRepository) {
this.myEntityRepository = myEntityRepository;

@Transactional(readOnly = true)
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public List<MyEntity> getMyEntities(){
try(Stream<MyEntity> entityStream = this.myEntityRepository.streamAll()){

return entityStream.sorted().collect(Collectors.tolList());

OfZE|70|ME SHtZ FEJUCHH Chg 2& A3 BIX D Zo| ZHEEE oM MH|A &0 O|277}
Xl oHZ A o|Me| MM & ABHO| 2 ZdL|Ct

Traces » Details

Timeline Raw data

Mathod Response Duration Age o
GET 200 20.0 ms 1.0 day (2017-12-14 16:55:56 UTC) 1-5a32ad1c-56e2cT5fffcf01a767b26e4a
Name Res.  Duration Status  Q.8ms 20ms 4.0ms Somas Some ome tame 14ma Tems 1aems s

~ metering-server AwS:ElasticBearstalk:: Ervirgnmant

metering-server 200 20.0ms

a

-] T metaring-dev.us-cast- 1. slast
limiF ullReport - 1e0ms .
limitheport - moms @ |
findOne - 2.0ms
metering@null - 0.0 ms S0L: jdbcomysghaurorsimetering cluster-crgxpyOuudaj.u...
findAllByTenantid - 2.0ms ]
metering@null - 1.0ms -] S0L: jdbe:mysgbauroralmetering. cluster-crppyDuudal.u
findPeriodMeasureTotal - 2.0ms
metering@null - 0.0ms b miysql r-Crgpy O alu
findOne - 6.0ms -]
metering@null - 1.0ms @ 50L: jdbe:mysgkaurona/matering, clustor-crgpyDuudal.u.

¥ metering@null DatabasecSOL (Client Responsa)
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Node.js &2

@® Note
X-Ray SDK/CIE x| #2| SX|-2026H 2& 2520 AWS X-Ray SDKs/CIE2 fX| &2l 2
C2 ™3telH, 07| AWS £ 2ot 2X|EH $Z5H S X-Ray SDK & Hl2 22A& E)
LI X[ L&oi gt REMIBH L8 2 X-Ray SDK & Ol x| EFQI2tQl MMdE 2

eof CHEt XEMIBH LI 2 X-Ray HIE 0 M OpenTelemetry A2 2 0F0|28|0|ME R R SHA|
o

Node.js OHZ 2|7 0| E H|F5t0o] ELI0|AE X-RayE MEst= HHol= F 7HX(|7F &L}

AAEH

« AWS Distro for OpenTelemetry JavaScript - AWS Distro for OpenTelemetry CollectorE S3af & &
A7 e XIE L EB|0|AE Amazon CloudWatch AWS X-RayZ! Amazon OpenSearch Service

E %35 048 AWS ZLIE{Z 22 Mo 2 ME 57| 8t QE AA BIO|EEE| MEE MEst=
AWS HHZ lL|C}.

« AWS X-Ray SDK for Node.js - X-Ray CIE22 S5l Ed
olg2z2| MEIL|CE.

o
>
M
0z
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g'l_l
Kl
X
Py
Q
<<
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Al
of>
Q'I_l
N
Jdo
ro
o

AWS Distro for OpenTelemetry JavaScript

OpenTelemetry JavaScript & AWS HIZ Z (ADOT)2 AFE5tH O Z2|FH0|MHE & H H S5t 45
ZAE X|E 2 £XE Amazon CloudWatch, AWS X-Ray, Amazon OpenSearch ServiceE Z &8t 04

B AWS ZLIER £F Mo 2 MEE 5= Q&LICH OpenTelemetry® AWS Hi| ZE+1} §H7A| X-RayE At
85ted™ F 7HX| 78 QA7 2R FLICH X-Rayet &7H AHE & £ Q= OpenTelemetry SDK2} X-
Ray2t 7 AHE = /= OpenTelemetry CollectorE 98 AWS HiZ EHQIL|C}

o

AlZ5t2{™ OpenTelemetry JavaScript& AWS HIZ EH AHME R XA AIL.

i
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html
https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/javascript-sdk
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® Note

ADOT JavaScript= 2& M & Node.js OfZ 2|71 0| Mof| M X|HEILICE. ADOT JavaScripte=
Het x| 2210|¢E0| M X-RayZ HIO|E{E LHEH £ gi&L|ch

AWS X-Ray & CHE AWS MH|A D} B 74 OpenTelemetry® AWS HIZEHE AFS5HE 2ol CH

=
8t XEAMIE LIS 2 OpenTelemetry® AWS Hi ZE 2= OpenTelemetry& AWS HHZ I MHME & X
St AR,

o] X[ L AFSHof CHt REMIEH LHE 2 Github2| AWS ZHE HE XA L.

_ =2 O

AWS Node.js& X-Ray SDK

(® Note

X-Ray SDK/CIE FX| #2| SX|-2026H 28 2520 AWS X-Ray SDKs/CIE2 #X| &2l 2
EZ2 ™t 07| AWS = 2ot EX|B {2t = X-Ray SDK 2 CIE EEAE

LICH X[ Lol cHEF REMIEH LI 2 X-Ray SDK 2! CIE X|&d EFRIZIQI MME & X 51A
OpenTelemetry2 0}0|1ei[0|M35t= 20| E&LICH OpenTelemetry= OFO|1E{|0|M&t=
Hof CHEt KtMIBH L& 2 X-Ray HF 04 A OpenTelemetry AS2 2 0-O|H|O|

(@)

- .

B
jo
o2
M
Q'I_l
x

Node.js& X-Ray SDK= E&|0|A H|O|EHE M5t X-Ray CHE(daemon)oll ELHZ| @&t 224 &
HIMEE M3 5t= Express & OHEZ|70|MH 2! Node.js Lambda & & 2tolEq2[LICt £ O o]
E{ol= o E 2| 0|MoH MBste =4 HTTP %1 o Z2|7110|M 0| AWS SDK EE= HTTP £240|

AEE AL85I0{ 2 AER| MH|A0 =&stE ZE0f ChEt HE7F Lo
(® Note
Node.js& X-Ray SDK= Node.js HE 14.x O| &0l M X|HElE QLE AA Z2MEQIL|CH &
EXMEE (2T GitHub(github.com/aws/aws-xray-sdk-node)ollM =& & & Q&g MEE

= U&LICH

ExpressE ALS SHCHE, OfZ 2|70l MEHolA SDKE OIS 0IZ £7tstod 241 @8 EF0|AE A
AHBHLICH OIS 01 2 E[01A ol Chet MIHES M4d5tT, SEHO| MSEH MIHES o

oH
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https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html
https://github.com/aws/aws-xray-sdk-node

AWS X-Ray JHet Rt 7holE

EYLICH MIHET Hid Je S2tol= SDK 2E2I0|HE LS| HMEE ol HEE MOHEH =
Jtotn ot MOIHEE BISO{ CH2AER S EE E|0|&E + U&LICH 8 SDKE MaHETL
HF Al

=
ded U S oiEe[7HolMo M L dstE oRIE S22 7|FELICH

AEE|= ofEE|AH0|M EEE MH|A0] 23 ZZE|= Lambda & 2| B, Lambdas FX 5L E
oln MEZE QHE AS2E FHELICE I Mol g F o 2FHE MET I FHES
LambdaZ T4 &fLICE 0= B E, Lambdas MIHEE M435t04 X-Ray SDKO| MS & LICH

(® Note

Lambda®| X-Ray SDK= MEH At ILICt O|E & ol Ar&3HX| &t A< 0{T5| MH|A
0f Lambda MH|A & =E2t Zf Lambda &+ & L E stLt7t ZEELICH SDKE F7t5tH &
= I EE HE5t0 Lambdadl 2|8 7IE &= &+ MOIHE 5t MOIHEE FIHE =
&LCt RFMIB HE = AWS Lambda 2! AWS X-Ray2 XML

ofr

o 1

A

>

CHH2 2 Z Node.js& X-Ray SDKE AF&35H04 Node.js 22H0|21E 0| A JavaScript& AWS SDKE HE

SHLICH HISE S2l0|MEE AI23510{ CIRAE R AWS AMH|A EEE BAAE 3£ miolC SDKE
St MOMHEN & et WEE 7S LICH MH[A LHOM HMASHE AWS ME[A E|[AAE E
olO|A RHof| CHRAER L E2 EA|LE22 JHE 1AM 2F U X8t 22X E Al¥st= o 0| &
L|Ct.

I3 Node.js& X-Ray SDKE HTTP 2 API X SQL #Z|ol CHE CH2AER 5 E0| ST M3 H
LICH HTTP Z2t0[HE & SDKO| ZHA HME=of 2fE s &l HTTP Z&0i CH
SQL 2&t0|HE S| B2 CIOIEHI0lA R H= HM HMEE ALESHAIA|

DIESiols MER TS £41 280 M85 EB0lAY 2HE BHFLIL Nodejs& X-Ray SDK
Satg ZEE AL HEEIHOIMO| AYEIS AWS HEE 2lA20] CHE HEE

2ol Tt 7} HE ot ol 27 0lMo| £41 3 HEtE|o|Elol A st &rdg 7ISELIDH FAe
Ef EHAL B ASE 4 TS QAR Bt 7| g Woly| o, SB CloEE ZéE 28
OlAE ZME % &LICH HIEHOIE # =2 MEH0| oM JSONSZ HHsHE 4 o= 2E 2|
9 of20lE 7I= 8 4 Lt
® F4 U dietool
744 W HEHHIO|ENE X SDKE AHS 304 MIHEO] £7bste Yolo| AEQLICH FAiL
ZE| EHAOIM A8 57| o @I AEILICH HIEREIOlE]S @S AlE|X| 9fX|BH X-Ray 2&
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Ei APIE AFS5H0] RIAl MIZHEOIM & 4 U&LICH X-Rayoll CEH 97| HAIA T} R 04E
ABRHE £TL} o| CIOIEIS & 4 YLt

Fso FAE SeH0lAET} Bo| It TAE SEt0lHER BHE 2t Y 50| 519 MIUEE
Hgoz HEsts 2F MIHE sHLE BHE £ JaLICh ALSAL &I% ot9l Mool 2tolE
52 pEs 59 MaHES ﬂ'or OE3he 4 QaLIch MA 4L S ac 2ol oyt

ASREXIE 519 MIHES BHED, 49| MaHE 2E 248 &= ol 59 M2HE HEHE Ol
Eioh 48 7|8 4 e

SDKQ| EeiA U HIME=o] CHEF BlHHA BAME Node.js&AWS X-Ray X-Ray SDK API Reference®

Node.js& X-Ray SDK= Node.js 2! CtS 2to|=2 227} 2 ELct.

e atomic-batcher -1.0.2
e cls-hooked-4.2.2
pkginfo-0.4.0

* semver —5.3.0

SDKE AIEXI7F NPMe 2 Mx|E [ o] 2tolE{2|E 7tXdSLCt.

AWS SDK Z2I0|1EE F™5t24™ Node.js& X-Ray SDKO| Node.js2| JavaScript& AWS SDK Z|4
HZo| e ghCt,

 aws-sdk -2.7.15
E44 el

Node.js& X-Ray SDKE NPMOIM AL2E £~ Ql&LC.

« I§7|X| - aws-xray-sdk

24 7ig o] ZR o= NPM2E SDKE Z2HME C|HEZ|of Ex[EL[C.

~/nodejs-xray$ npm install aws-xray-sdk

CEWE: 402


https://docs.aws.amazon.com//xray-sdk-for-nodejs/latest/reference
https://www.npmjs.com/package/aws-xray-sdk
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aws-xray-sdk@3.3.3
### aws-xray-sdk-core@3.3.3
### @aws-sdk/service-error-classification@3.15.0
### eEaws-sdk/types@3.15.0
### @types/cls-hooked@4.3.3
# ### @types/node@l5.3.0
### atomic-batchere@l.0.2
### cls-hooked@4.2.2
# ### async-hook-jl@l.7.6
# # ### stack-chain@l.3.7
# ### emitter-listener@l.l.2
# ### shimmer@l.2.1
### semver@5.7.1
### aws-xray-sdk-express@3.3.3
### aws-xray-sdk-mysql@3.3.3
### aws-xray-sdk-postgres@3.3.3

HOoH HF O OB O O OH OB OB H

--save M2 ALE3l SDKE oHE2|7H0|M2| package.jsondll B&MHo 2 XHEELICEH

~/nodejs-xray$ npm install aws-xray-sdk --save
aws-xray-sdk@3.3.3

o

Node.js MZ

AWS X-Ray SDK for Node.js& At&35t04 2% 0| Node.js OHZE|AH|0|ME StE I XS end-to-

enddMo 2 £ £ Ql&LCH

« GitHub®| Node.js MZ OfZ 2| 0| M.

Node.js& X-Ray SDK T4

(® Note
X-Ray SDK/H|E ®X| Z2| K| - 2026\ 28 25204 AWS X-Ray SDKs/CIE2 x| &
EE MEEH, 07| AWS = EQt ZX|2 sl 25t =5 X-Ray SDK & o2 ZEAE
LICH X|§d LZol CHer REMIBH LI 2 X-Ray SDK 2! O|E K| EIEIol MME &=

n

Pl

Q'I_l
e rok
S T
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http://npm.github.io/how-npm-works-docs/npm3/how-npm3-works.html
https://github.com/aws-samples/aws-xray-sdk-node-sample
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OpenTelemetry2 0FO|28|0|M3t= Zd0] Z&LICH OpenTelemetryE OO|22|0[M5t= &
Hofl CHEt XEAMIBH LI 2 X-Ray AIZ0i A OpenTelemetry AIS 2 2 0+0|28|0|ME &= SHA|
(@}

+23 7L 2 8ol

ofZ2[7o|M0o| A El= MH|AO CHEt HEE Z&SHALE 712 ME- SEE
5 = e.js& X-Ray SDKE #M

o
M8EE MEY TS SH Z2ol 27T E2{2018 AH85H0d Nod

Sections

+ MHIA Z2{T0l
. MER R

. 22

MH|& Z2{32

ol

pluginsE A835tod ofEE|7|0|ME ZA-StE AH|A0l CiEF YEE 7|5 + UA&LICH

Eg{a¢el
« Amazon EC2 — EC2P1lugin QIAHA D, 718 ¥ & CloudWatch Logs 2 &2 F7+&LICH
- Elastic Beanstalk - ElasticBeanstalkPluginO| 874 O|§, 7 tilo|& X! H{XZ IDE FI+&L

Ct.
« Amazon ECS — ECSP1uginO| ZE|O|L{ IDE F7+&LICt.

£2{12l8 A85tEdH config HIMEE A& 5104 Node.js& X-Ray SDK 20| EE FgfLICh

Example app.js - Z2£{12!

var AWSXRay = require('aws-xray-sdk');
AWSXRay.config( [AWSXRay.plugins.EC2Plugin, AWSXRay.plugins.ElasticBeanstalkPlugin]);

g

SDKe £211¢ MHE AF&835tod MaIHME origin ZEE MM 7|% gLICh o= of
2|70l A™lst= AWS ElAA fEE LIEHHLICH 04 EE-I RIE MEste 2 SD
ElasticBeanstalk> EKS> ECS> EC2 = AMZ &2l5l0{ 2 2|7l ZA-EFLICE.

A (K

rr
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-migration.html
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MEY A

SDKE X-Ray 201X Heolst= MET #=IE A8st0d 7ISe ¥ Adg U 7|2 #&2 o
ZR UM 2HE FHst, ZE MH|IAHM FIH 2O 5%E X-Rayz £ MEFLICH X-Ray 2
0 F7 722 MA5tod ZH of Z (7 0|0l CHaH 7S £l= O0|E{e] &2 AFE Rt X[ g Lct

SDKE AL A XI% 7212 HOlE £MHR MSELICH 20| od2f AL R XIE FAID YxlsHs 2
[m]

(® Note
SDK7} MER A2 712 7| I8 X-Rayoll 128 = iz B2, IZ2 X Hmf ¥t 54
EY F7 89| 5%0 gt 7|2 24 R2|o= Z|EotLCH SAEJ MEZ APIE &Y
&8 £+ e HEHo| gi7LE, X-Ray CHE(daemon)ol 438 = Qi B2 o248t 4ol &
ME 4= 1 o] CHE(daemon)2 SDKO|AM =&& API 21 S&0i CHEF TCP ZEA| dE 2
stL|C}
=] o

JSON EMoiM MER 722 S5 SDKE 7 8¥ T U&LICH SDKE X-Ray MEZE Al
8 + glg 32 2L AE YWYSRE MESHUL 2 FAE MESR A8E £ l&LICH

Example sampling-rules.json

)

"version": 2,
"rules": [
{
"description": "Player moves."
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1

405
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O| ol M= St AR AF XIH #2110 7|8 #&I8 HolgLch AFZ A X
£ 910 5% MZ2Z| HI82 /api/move/ ot Z2ol MetLct 7|2 722 tiX 2% &1 F7}

27z 2o Holg mol BEe 1 th4 ol X-Ray MHIAE Saf Z2lEls thal, BlFciel 2 ola
HAME SYMOZ MBECHE ZYULICH SAEE Bo|WEHSE 1F 4571 27 Boish| o

20 7|SEl= dlo|E 2| ¥E X015t 7(7F o{ed X &LCE.

oMz MEZ £ E +8E = AWS Lambda@i&LICH T MH|ATH #+8 SE5ts B2 6T
MH|20M MEZE 232 YHE S£0| Lambdaoi| ol 7|SELICH &4 F30| Zdstx1 E
Ol& Sl 7t giE B LambdadiM MEZ ZHS LHRLICH

gy #EE FH5tE{M setSamplingRulesE AIE5t0{ Tt UM MER HEE BEESIESR
Node.js& X-Ray SDKO0i| X|&&fL|Ct.

Example app.js - TtUo| MET 7%

var AWSXRay = require('aws-xray-sdk');
AWSXRay.middleware.setSamplingRules( 'sampling-rules.json');

st A0l 7AIE |50 A2 setSamplingRulesoll TEE =T &LICH

3 75

M|k

Example app.js - Z4&l|2| M

var AWSXRay = require('aws-xray-sdk');

var rules = {

"rules": [ { "description": "Player moves.", "sexrvice_name": "*", "http_method": "*",
"url_path": "/api/move/*", "fixed_target": 0, "rate": 0.05 } ],

"default": { "fixed_target": 1, "rate": 0.1 },

"version": 1

}

AWSXRay.middleware.setSamplingRules(rules);
2 7=t AF835l24H disableCentralizedSamplingE =& ¢&LICH

AWSXRay.middleware.disableCentralizedSampling()
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22

SDKO| £2{g 7|5 35l2{™ AWSXRay.setLogger(logger)E S E&LICH 047|M loggereE E&
24 HME(wazrn, info §)& M33dt= ZA LCt.

712802 SDKE 24 Ao EE HMEE A85tod 2&0 2F HAIXKIE 7ISFLICH LHE 2
O] 21 &2 AWS_XRAY_DEBUG_MODE S+ AWS_XRAY_LOG_LEVEL &% 5 ALE5to] dYE

_; = A X ;
4 aLith REs 20 47 2 S5 B HLE ATHUAL.

2 70i CHE FAOILHCHY S MIBsteds 2 of2iet 20| 27 QIEiH|0l£ 9] KM T#E SDKO A
4+ Ql&Lict o QIE{HO|AE THEHE ZE HHE ASY 4 UYBLICH 5, WinstonTh 22 T
27 20|22 22|18 A8 5tod SDKOH Bl T e 4 aLit

09 (OH
rok ok

Example app.js - 2&
var AWSXRay = require('aws-xray-sdk');
// Create your own logger, or instantiate one using a library.
var logger = {
error: (message, meta) => { /* logging code */ },
warn: (message, meta) => { /* logging code */ },

info: (message, meta) => { /* logging code */ },
debug: (message, meta) => { /* logging code */ }

AWSXRay.setLogger(logger);
AWSXRay.config( [AWSXRay.plugins.EC2Plugin]);

CtE 78 HMEE A=-57| Mol setLoggerE E£5104 alid 2ol £E22 XSS FLICH
X-Ray CHE(daemon) &4

X-Ray CH&(daemon)0| 127.0.0.1:2000 O|R|°|CIE ZE &= &
CIOIE{E CIE FAZE ME5 TS Node.js& X-Ray SDKE 71HE £ U&

AWSXRay.setDaemonAddress('host:port');

Example app.js - CIE &4

var AWSXRay = require('aws-xray-sdk');
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AWSXRay.setDaemonAddress('daemonhost:8082');

o

CIE ZEOo|M TCP2 UDPE A CHZISIE S HIE 2 7 HE A o2 &4 MdH|AM E Cf X|HE

fjo

Mo

Example app.js - 7 ZEO| O &

var AWSXRay = require('aws-xray-sdk');
AWSXRay.setDaemonAddress('tcp:daemonhost:8082 udp:daemonhost:8083"');

AWS_XRAY_DAEMON_ADDRESS &7 B4+ AIE35l0{ O FAE MYE =& U&LICH

2t 3 B & AL& 35104 Node.js& X-Ray SDKE 7188 = U/ &LICt SDKE CHS Hs-E XIHFLICH

« AWS_XRAY_CONTEXT_MISSING - &C

Atd A= MHET gis B¢ FHE 7EE ZETHHIOIHE
7|Sstedn g m YdstE oI K]

5t248 RUNTIME_ERROREZ AdXdgfL|Ct

gt &

T

ok

_I<_3|_
« RUNTIME_ERROR— THE}2] 0| |7} g MstL|C}.
« LOG_ERROR - 2R/ E 7|Fst1 A& LICEH (ZIEZ)).

« IGNORE_ERROR— @ FE FAl5t1 ASELICE
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« AWS_XRAY_DAEMON_ADDRESS - X-Ray CHZ(daemon) ElAL{S| SAEQl T EE MMFLICt 7|2
o Z SDKE £ H|0|E{(UDP)Qt MEZZI(TCP) 2501 127.0.0.1:20002 AFSELICH CIE =
E0i|AM =4l CHZ7 |6t =5 CHZ (daemon)E T8t AR L= CIE ZAE0AM A~ 52 E<2 0| #He
E AMSELch

Al
« St TE _ address:port
« O2 X E - tcp:address:port udp:address:port

« AWS_XRAY_DEBUG_MODE — debug &=&0|AH 20 E 2£0| £245t =S SDKE #4524 TRUER
MAELICH
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« AWS_XRAY_LOG_LEVEL -7|2 27|21 £ZF& MMEILICH 55t 7t debug, info, warn,
error 2 silent&L|Ct. AWS_XRAY_DEBUG_MODE7} TRUEEZ MM E AL 0| Zt2 FAIEL
C}.

« AWS_XRAY_TRACING_NAME - SDK7} MIAMHEN| A& MH|A O|§2 A ELICt Express O/E
fllofol dHe MOHE O|§2 RHHQ|F L ct.

Node.js& X-Ray SDKZ £l 2% FX{5l7|
(® Note

X-Ray SDK/CIE R X| &2 X -2026'A 28 2520{ AWS X-Ray SDKS/EIIEE R E=1=
E2 MEtElH, 047|M AWS = 2o EX|EF s A== X-Ray SDK & ol 224 E Aetef
LICk X[ Lol CHEF kM LHE 2 X-Ray SDK 2! HIE X|§ EFIEI2! M'M% A xS
OpenTelemetry2 00| 1&|0| M5t 730| Z&LICH OpenTelemetry2 OO|1Ei|0|Ad6tE &
eHof CHEt XEMIBH LI 2 X-Ray AIE 0 M OpenTelemetry A5 2 2 0F0|28|0|ME R R SHA|
o

- .

Node.js& X-Ray SDKE A835}04 Express 2! Restify OfZ 2|71 0|410] Amazon EC2 AWS Elastic
Beanstalk®E = Amazon ECS2| EC2 RIAEIAO|M ME|StE =& HTTP R E FHY & /U&LICH

Node.js& X-Ray SDKE= Express & Restify ZH I E A& st= ol Z 2|70 2 (et DIEHOE
MSELICH ol Z 2|7 0]4d0f X-Ray OIEH01E€ F7tst™H Node.js& X-Ray SDK7t MEZZE 2t 2F
of CHall MIZHEE MMELICH O MOHEM = HTTP 89| AlZt HME X Bix|7F Z & Euict
F7HE FE5HH ol MIAHE| 5t 9| MIHET} LI
(® Note
AWS Lambda & 2| 32 Lambdas MEZE Zt 2ol CHEt MIHEE Y EdgLICt XAl
8t ME = AWS Lambda 2! AWS X-Ray2 & Z3HMI2.
Zt IAHEN = MH|A B RtoflM o E2|7H|o|MdE AlEst= 0|F 0| A&LICEH O] MaHES| 0|F0]
MMoZ X|ME|EE 5L, £4l QXo| S AE °1||:-|§ 7|8t 2 SDK7I 8Mo 2 O|§& X|™Hst:
g 7 = JELICH 8 0| XIHE A8stH 2Fo| Tl o|§ol et IEE FMst1 Ol
Ol of & Wi UR|sHX| pfE B (0: ZAE ST !IZE ) 7|2 0|§E MY =+ U&LICH
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2

CIE| ©
= - 4L

E WHM E= J|EF SIHRI7L oHEEIF0|Me 2 X E MY S B2, X-Rays IP T2 LY
A IP7F otL|2} @3 9| X-Forwarded-For SIHH28E| 22I0|M1E IPE 7IXSL|CH ME
Hol| Chsl 7|ZE 2CI{HE IPE /IEE £ o=z AZ|FHE oF EL|C)

oz

®

1

Ll ol

r

LAHO| M E|H SDKE MIHEO F7t ZEE MZi5t0{ 0| LIEFHLICH MaHE|
x_forwarded_forZ MME true ZEJ} Z& = ZER Z2I0|ME IP= HTTP 89| X-
Forwarded-For SIIHH2 5 & 7} A4S L|Ct.

HAIXK| HEBHE OIS HEE ZESE http EE2 0|86 2 £4 2ol et HOIHEE M3t

L|C.

. SEHOIYIE FA - 232 MEE S0 P FL
. SE F=-2E QMO[HTTP SF AC
o AlZH- AR AIZHRE $4) Y B2 AIHSE ©S)

« RestifyE AI85t0] =4l @ F&
- Ma™E o|F x|E HE #d

Express& At&35I0{ =4l @ FX

Express O|E0{E At85t24™ SDK E2I0|EE A|E5I T express.openSegment &7} ghet

ok

Example app.js - Express

var app = express();
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var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment( 'MyApp'));

app.get('/', function (req, res) {
res.render('index"');

1)

app.use(AWSXRay.express.closeSegment());

BEE ™Holst & express.closeSegmentl| €22 AF&3l04 Node.js& X-Ray SDK7} BHetdt @
FE 25 XMe2lguct
RestifyS AF25l01 =4l 2% F &

Restify O|E01& AtE35t2{% SDK 2EI0|UEE A[Z 31 enable2 A™AELICH Restify M &
MIHE o|§2 MEE

Example app.js - Restify

var AWSXRay = require('aws-xray-sdk');
var AWSXRayRestify = require('aws-xray-sdk-restify');

var restify = require('restify');
var server = restify.createServer();
AWSXRayRestify.enable(server, 'MyApp'));

server.get('/', function (req, res) {
res.render('index');

1)

MZHE o|F X|HE ™= 7

AWS X-Ray = AH|A O|§ 2 AHE5t0o{ o EE|F|0|ME Algdst 1 ol Z22|7H0|MH0| AF8 5= CHE ol
Zz|7ilo|M, Cllo|E{Hlo| A&, 2|8 APIs 2! AWS Z|A A FEBILICH X-Ray SDKE £=41 2&oi| Cit
MIMHEE MY M g MOHES| 0|F E=of ojEE[7H0|Me| MH|A O|F2 7ISFLCH

X-Ray SDKE HTTP 7 sl{e| ZAE 0|8 Fol| HOHEE X|HE £ QU&LICh ae{Lt o] 37t
ZE|H MH[A Bof| 0d7[X| et 2 = E7 YdlE = JUELICH IZE ZAESHI 2/ E QESE
QI8 SDK7} HZE MOHE O|EE X[Hsles AL S YX[ete{H Eo0l2= 89| 7|& 0|§2 KIY

afiofF &fLCt,

ENEEE 411
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ofZ2|7|0|M0] o2 =HIRle|l 2HE #Elst= 2,

O|E0f BtPSI=E SDKE 78 £+ 9 Ol X
Q0| EAE O|E2 A5tD, OZX| ot ol 7|2 0|

2 SDK7} ofl & miE It

2 M8Y & UA&LICH

=g A3t 0|8 AlaBIE
orH S

K|o|‘

M@l (www.example.com, api.example.com,
static.example.com) o 2HE & AU&LICH * . example.com HEIC 2 5 0|8 K|
a1 MEZ CHE O|§2Z EAISHH AMH|A Mol MH|A =

e E AEst0{ Z ot (=M Rl 2] HI
7t Ml 74 HZILICE o] miEof| X X| e 3 A E 0|&2| 20| ol EE|7H|o|Mof| = ME[EH, AHEXLT7 K]

Het oA ol 2] Wl Hm =7t HI:IIé ol T AIELICH

E
ol
do
T

o & S04, stLte| o E2[7H0|M0] Al 7

DE QEMHMIHEN Z2 0|52 AEstedH, o|x EFplof L2 XWxH DIERIE = 7I8HE W oS

2l70|M O|§E XIFtMAI2

A0 Ho|st 7|2 AMH|A O|E S AWS_XRAY_TRACING_NAME &7 H=2 Al235l0d RiE Q]

S 0|& X8 M= 2 ZAE 0|&§0| Yx[5HoF 5t= IEH L HTTP &L ZAE OI%OI IH &
o Ax[etR| efE B2 AMEY 7|2 0|§2 HolgfLIch S22 MOHEL| 0|2 XIHstedH
AWSXRay.middleware.enableDynamicNaming2 AFSELICH.

Example app.js - % MI1HE O|&

3 AE O|FE ASELICH %X &f

ok

3Oo| SAE 0|§O| *.example.com & UX|5HE B

B MyApp= ALEEFLICEH

ro ko

var app = express();

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment('MyApp'));
AWSXRay.middleware.enableDynamicNaming( ' *.example.com');

app.get('/', function (req, res) {
res.render('index');

1)

app.use(AWSXRay.express.closeSegment());
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Node.js& X-Ray AWS SDKE At&35t0{ SDK & F™

(@ Note

X-Ray SDK/GC|E & X| 2| SX|-2026 22 2520{ AWS X-Ray SDKs/H|=
E 2 etk 07| AWS = 2ot X8t i Z5t == X-Ray SDK 2 CI=E EEAE
LICH X[ Lol CHEF REMIEH L8 X-Ray SDK 2! CIE X|2d EFRIZIQI MME & X 5HA|
OpenTelemetryZ 0}O|28|0[M3t= Zd0| E&LICH OpenTelemetryZ O+O|12|0]

ol CHEF REMIBH LH& 2 X-Ray AIS 0 A OpenTelemetry AIS 2 2 00|21 8|0|ME &= 5A|

(@)

- .

TR
:|o
Ral
el
i)

OHZ2|7]0| 0|2 & AWS MH|A 5104 CIO|E{E K& 5L, CH7 |0l ML}, er2le ELHH
Node.js& X-Ray SDK= ot MOIHEQS|CIRAEZ S 52 FAELICH EB|o[A AWS MH|AZ! 5
2t MH|A LHof A OHA-IIA%I-: 2| A A (0: Amazon S3 H{Z! 2= Amazon SQS CH7|¥)E X-Ray 2£ 2|

Efo|A BHof| CIRAEZ L E2 EA|IZEL|C.
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