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Actions can also be performed through AWS CLI

P e e
] WorkSpaces Secure Browser Microservices

AWS Managed
Resources

]
D ! I
. Craate Portal Resources | 1
Navigates [ —] ~ o o o 1
—_— >
11 WorkSpacesSecureBrowser 1.2 1 1
Console I 1
Admin ' - - - - 1
I 1
' 1

—_—
AWS Console _
Admin Workflow - r--""r-"7"-7"=-"=""="=-==-=-=
Auth 25 13
Streaming
AWS Key
Management
L el
!
1 WorkSpaces Secure Browser Portals 1
24 1 1
Y 1 1
. ; 1 1
K Session " 1 Q }\ . 1
- || - O .
s P ———— 3 1 Browser  Netwark SELnux  Instans 1
Navigates ®| Streams H : 1 Semngs  Semings &mm system  Type 1
—_— —p H ]
. - _ 1
21 Portal URL 23 H i N 7,
S P N m m e m e Em e EEE—————-
Users A— - H
Browser H
-
<

2.6

2.2 Authenticate

2.7 Connect to Corp Net

Internal SaaS WebApp Internal WebApp

Private subnet 1

in AZ

Internet

Internet Access is an Optional feature

2.9 Access Internet

Private subnet 2
in different AZ

Amazon WorkSpaces Secure Browser0i| M| A

WorkSpaces Secure Browser0l|= 021 7tX| o 2 MM AT =~ Q& LICH

& 2|Xt= WorkSpaces Secure Browser 2&, SDK, CLI == APIE &35l WorkSpaces £
off HMAEFLICH AHEXFHE WorkSpaces Secure Browser °"': EZOIEE Sl HMaE

O

A
T

_____________

ol

AN EH

HeteH™

L|Ct.

RV ES



Amazon WorkSpaces Secure Browser

Amazon WorkSpaces Secure Browser A&7

LS 2 AFOIE X SaaS OhZ |7 olMof st T
CHe APS Z74E erE ok BLiCt
=5
. ASX7bel O

. T2 pHal HFAl A

AH AH
(=X=)

3t o

« Amazon WorkSpaces Secure Browser& | E 2Z

AFZRF 71 L MY
of 7k AWS |

Ol lc B< OIS BHE AWS HE2t= 5104 M gfLct.

& WorkSpaces Secure Browser&

T dste{H Hx

of 7t lsted® AWS H™
1. https://portal.aws.amazon.com/billing/signup2 jLIC}.
2. 22te! XAl ALE S S LICh.
7t MRto| AR 2 = Mst E= B HAIXIE =4I5t10 M5} F|miEol| &0l I EE ¢3dst= X
IE%EMP
of 7tstH AWS HEAWS H & R E AF2XI0| MMEILICH RE AIZXto|AHE Ao RE

Ol A
AAE

AWS MH|& 3 B4 200 AM|AE HEto|

LICE 2o 2 Abgl= ALS X0l A 22| HAA

Tet2 &E5tn, RE ASKIEH ALE5t0] FE AEXR HAMA HEtO| LB 518 +dst= A
Lct.
AWS = 7t Z2MATI 22 E F &0l olH g E-HL|C M| E K| https://aws.amazon.com/2S &
Olsstm L AMES MEisto TR HH g€s2 E1 A™E 2Elg = JU&Lch
ZHE|Ab HA[A HEHO| U= ALK A

AER Y 2 A


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/

Amazon WorkSpaces Secure Browser el dEAM

HOoFAWS A& R E AL}

1. RE ASKHE M5 AWS AF olH Y FAE 2450 HIH AR RAWS Management
Console20{| 2 QIFL[C} CHE H|O|X|o|M HILHZ E =dFLct.
FE ASRHE A8 3tod 2015k ol 0| WRstH AWS 201 User Guide2| RE A S 1t
2 27012 AEFMR

2. REMBROILE ABMFAS HHEELIC

I.

ﬁ
rlo
>
=
z_
_I_
lo
>
S
wn
N
E
:
oto
rTu
ME>

)oll CHE 7+ MFA ClHO|A &S E

2k

ZE(XL HAMA HEPO| U MK Y

1. 1AM Identity CenterS & 43} gFL|C}.

X|E2 AWS IAM Identity Center AHE HHEA 2| AWS IAM Identity Centerid 2 & ZHMIR.
2. 1AM Identity Center0i| A AFEXFoi|AH| 22| HAM|A HEHES FoiFLICt

£ X4 838 &£ IAM Identity Center CIHE{2| 2 AtEst= Lol Ciet Ai&MH= ALS AWS
IAM Identity Center MBAM2| 7|2 Z[2 2 AL X HAMA F4Z IAM Identity Center C|EE{ 2| &
Z3ML.

22| KM A HEro| UeE AHSAtZ 210l

«  |AM IDentity Center Ar&Xt2 23 215t2{2 IAM Identity Center AFSAHE MM E M O|HIY F=
E MEE 232 URLE M8 E LIt

IAM Identity Center A& XHE AFE5t0{ 20015t Ol 0| HReHH AWS 221 AHE MY
A—|o| AWS OHA-||/\ ;‘tE"Ol §10|° xl-x°|.k||o'

It ALSREOIH AMA HE S

1. 1AM Identity Center0flAM |4 HEH M 28 A E 2= WM MEE Mo

X|&2AWS IAM Identity Center A& MM Q| Create a permission setE & ZHA2.

2. AN8XE a5 gE35t1, 2E0] Single Sign-On M A HEHS S EFLICEH

X|E2 AWS IAM Identity Center AtE HHEAM 2| Add groupsE & Z ML

ZEIRE AMA HEFO| JUE AHSR A 7


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html

Amazon WorkSpaces Secure Browser el dEAM

Z2 )Y A AMA HE 2o

AEXE AWS 2R 0Met &% 21 &dteie B2 T2 YA o= AMASHOF & L|CH AWS
Management Console. ZZ 123 4| HAAE 2045l= LEH20]| HMAS=E AFR X FEof et
CtELICH AWS.

MERHA Z2aeH Y YA AMA HEHE FoistedH ChE M & stLE MEIFLICH

ZZ O HA HM AT E To HM|A HEHS BEoi5tE AFS
S AIERE FFRRUIIR? Xt
xted Q124 D UAl A4 5HE AL 5104 A& 35K} 5= QIE{mH 0| A 0]
AWS CLI, AWS SDKs EE&= CHEE X|&lE & L.

(IAM Identity Center7t 2|3t \\vs APIs.

= AFERL « XtAMIEH AWS CLILHE
£ AWS Command Line
Interface A& AHEAM O
AWS CLI E AIE35IEE
T4 AWS IAM Identity
Center & X35tM L.

« AWS SDKs, =7 2/ AWS
APIse| B SDK & &=+
X eHLHA2| IAM Identity

Center 2152 & XSHMI2.

AWS SDKs
IAM QIA| XHZd =HE A2 3504 IAM AL AHAO| AWS 2|4
AWS CLI, AWS SDKs EE&= AO0M FAl XH2H 5H AL 9|
AWS APIs. X|=e wEuch.
IAM (HEEX| &) M5t R 5t QUE{H 0| A0
27| X 5HE AHE5H0d CHS X|&E HELICH
AWS CLI, AWS SDKs &= " o

£ AWS Command Line
Interface AtE B M| IAM
MEX X 5HE AIEEt

OlES A =3IN Q.



https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html

Amazon WorkSpaces Secure Browser el dEAM

« AWS APIs 32 IAM AtE M
TAML| IAM AHE XL 2| A A A

9' J-I'ElE N N Ol'k”o

Amazon WorkSpaces Secure Browser& U EZ

ChS FAOIME A R7F 38 = Q== WorkSpaces Secure Browser AEZ| QIAEAE
MYst= ol cha dHEELIC =5t 2l UTE

b
|

u]

|E{A . BF OF L2} VPC ElA A0 AMAE £
.l

—
WorkSpaces Secure Browser AEEZ|U QIAEA S 24515t = WHdof CHSHAM T AHEELICEH

0

=HA

» Amazon WorkSpaces Secure Browser& VPC A

« Amazon WorkSpaces Secure Browser0f| CHet A& X} @472 & A5}

Amazon WorkSpaces Secure Browser& VPC A7H

WorkSpaces Secure Browser® VPCE MA5lD F45l2{H CHS HAHE 2t2&LCH
=

« Amazon WorkSpaces Secure Browser0i| L8t VPC 2 7 AL

« Amazon WorkSpaces Secure Browser2 M VPC M4

» Amazon WorkSpaces Secure Browser2| QIE{H HE| 2 & g M35}

WorkSpaces Secure Browser& VPC 28 Atz

Amazon WorkSpaces Secure Browser0| M X|HElE 718 ¥

HEST


https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html

Amazon WorkSpaces Secure Browser el dEAM

Amazon WorkSpaces Secure Browser0| CiEH VPC 27 AHE

WorkSpaces Secure Browser ZEHZ d435t= S A™oIMH VPCE MEIELICH ME CHE F 719
78 YAl 5 71 o4 ol MEUIof Qlofof ELICH VPC & MEHIS CISN Z2 2F AIE2 §F
St OF & LICt.

- VPCE= 7|2 EI'EAIE 7tX|2 Qlofof &Lt M& EldAIZt U= VPCE KIHEIX| & LICEH

Ls =

« 7t8d 14 AlollE MZ CHE F 719| 7+8 Jdofl W EHE & old el Mol ERFfLIcH MEH
ol £ 0il & &l= Workspaces Secure Browser EEHEE X|HE = JUs SEE IP FATt 2lo{oF &
LICE %|CH SAI MM =& +&35t7[ol Z{Eeh FEt0|UE IP FAE 588t MEHA DIAIE AL
5tod ZF MEHIE T ELICH KHAMIEH LH& 2 Amazon WorkSpaces Secure Browser& A VPC 244
ChelS &t E 5L AIA|Q.

- ZE MEH2 M7 WorkSpaces Secure BrowserE AF&35t0{ AAMAE AWS EEIRE E= 2
ZOlao Ue ZE LT 2RIA0| HHEMo 2 edZz[o] Q{o{oF ELICt

e 3 =% o{82E 1p{5t0d MZ CIE 7+ Ao Ml 7He] MEU!
LICH XEAIEH LI & Amazon WorkSpaces Secure Browser2 A VPC A4 B

WorkSpaces Secure Browsere QB! HMAE &H35t7| 2l AEC|Y QUAEAN HEE IP F
A8 E5tX| ELIcH HEE IP FAE QIEHANM AER[Y QAR AN HMAT = UA FLICH
et HEEZ! MEdlof HdZE AEE|D QIAEAE QIE{Ulo]| °”A1I Ag 5= Q& LICH WorkSpaces
Secure Browser ZEHOM HEZ] QIEH! 2EIXet Z2}0|8] VPC 2 Dol HMAE 5= JAA St
242 Amazon WorkSpaces Secure Browser2| FA|8F CIE{H HE 2 o' shAdSHTHEN) | MHEI EAE
2t2 gLt

OdA | |

Amazon WorkSpaces Secure Browser& A VPC 44

Ol Mol M= VPC DFHALE AHE 3t0d THE | M 3Lt Zatols! MEL 3L} 2l VPCE 4
Aahe widol Cis) MEE LI o Z2AlA 0l YE 2 AN QI HolE9olet NAT AHlo|=9
Ol MABLIC Ol HED MEUD HZE ASR XIF 2t E Blol2 T MAetLIch 28 Ot

Zotolel MYt 44 E 7|2 28 HIO|E 8 YO|o|EELICH NAT HIO|EQol= VPCe| THHE E]
MEYM RS0 2 MAM=lL|CH

OHEALE A8 3101 VPC 748 MEH § T i) L2jo|sl MU Foheric of ol oht 1
Mgt Lige HE 2] 9 Zato|dl MEH0| 9= VPC(NAT)E B ESHAIAIL.

=5

. BN P Fa HE

VPC ™ 10


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Scenario2.html

Amazon WorkSpaces Secure Browser el dEAM

« M VPC MM
o FHim Zalo|el MEU F
(@]

. M= B2 el ElolE S0l U 0|8 I

d
-

7| ol WorkSpaces Secure Browser 2|0 Et2dX |p A E &S5 oF &HL|C}H. &
1P 48 NAT HO|EQ|0[Qt 1AE == &Lt Bt |

L
J>|

S5t BI21%101 1P F4A0) 30| RIHE 4 USLICH AAME LSS B2 1P F4 2
(=)
=

Bt P T4 Qe B0 CHS HAE 22 LCH 7|& B P FAE AMSSeAH T F
A7HCHE QIARA = HEST QIE{H0|A L TR A E[0] UKX| b2 K| HX{ =Ql5HofF & LIC.
Bt Ip T4 Y

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LCt.

2. EfM ZO| [Network & Security]ol| A [Elastic IPs]E MEEFLIC}.

3. M A gES MEiFCHE Y2 MEELICH

4. Z&0| EAE BHE™M P FLE 7|85 SLICH

5 EEM P Ol 2EZF ?olM x ol0|Z22 E&l5t0o 2 E&Lct

'l

HEE MEU stLter Zeto|8s! MEU 5Lkt Qe M VPCE ddstcdH Chs BHIE s-g LI

>

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L|C}.
2. ErAM Zof| M [VPC Dashboard] & AMEHEHLIC.
3. VPC OMHAF AlZFE MEHFHLICEH

VPC &A™ 11


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-eips.html
https://aws.amazon.com/ec2/pricing/on-demand/#Elastic_IP_Addresses
https://aws.amazon.com/ec2/pricing/on-demand/#Elastic_IP_Addresses
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/vpc/

Amazon WorkSpaces Secure Browser el dEAM

4. 12AH: vPC T A1E10i| M I

ﬂIIII
»-E
I3
o
o
yz
x
III
9‘
rl_r
<
U
@)
i
x
jlud
ro
foi
x
jlul
mo
x
o
o
r

Ct.

5. 2EA: HE3 & =Zztol8! MELI0| = VPCO|M CHE1t Z 0| VPCE &7 LICH

IPv4 CIDR =501 VPC2| IPv4 CIDR E5
IPv6 CIDR 252 7|=22t2! IPv6 CIDR =
VPC O|§0f VPC2| 7 O|F S =gfLIct.

CHETH 20| HE R MERE Tadent

- HEZ| MEUlo| |Pv4 CIDRO| MEHIO| CIDR 52 X|™EELICH
- 718 FH2 71242 7|8 MY gigs |XIFLIc
- HEE MEY O|Fo| MEHS| 0|§2 LT LICt o & E01WorkSpaces Secure

Browser Public Subnet®!L|C}.

Ctgat 2ol X ¢ Z=zZjo|8! MERE F-8&LICH.

- ZEto|Y! MEUO||Pv4 CIDRM| MEUIO| CIDR EE 2 X|HELICt XM 22 7|86 &
L|Ct.

« 718 FAM Y FUS MEistD MEHFH A9 E J|E5H SLICH.

- Z2to|H! MEU o|§o MEHS| 0|2 UZELICE 0 E S0{WorkSpaces Secure

Browser Private Subnetl1%lL|C|.

LIHX| EEE 7|22 fXIELICEIEY E9).
AOHAO-|5|- |-E_=|X-I IP Ao.|| oH

IS Bt P & IDOIAM MEAEFLICE O] FATF NAT
HOo|EHolo EHEL|CH Eb2A

i

E

L=J
= |
F 47t g2 ™ https://console.aws.amazon.com/vpc/ 2|

Amazon VPC &8 AI835t0

£tZ20l Amazon S3 A= X QIET} LR Ft ZAL0= MH|A 2 EOo|M 3tLEE R[-EELICE

1. QEZQIE FJIE MEHSHL|C]

2. MH|A0| A com.amazonaws.Region.s3 &= MEAFLICE. 097|AM Region2 VPCE
AWS 2| g |t



https://console.aws.amazon.com/vpc/

Amazon WorkSpaces Secure Browser el dEAM

- VPCE ddst= ol E 2 B AEILICH VPCT7 S L™ [OK]E MEfgfL|Ch

S WY Zato|% ME F 7t

O™ EHA0lME HER MY stLtet ZE2tol MEY stLE Z&stE VPCE H&ER&LICH TS
EHAE 2r=stod & Hmf ol MEHE VPCO| FIHELICH F Hmf ZEto|S! MEUH2 3 Hu
Zzto|s! MEHL CHE 718 ol Fotste W0l E&LICH

1. B FM MEHES HEFLICH
2. O™ EHA0M A det & Hmf Z2to|s! MEUS MEHELICE MEL ot2ioll Us HF Eiof
Mol MELo 718 FHg 7|5l SLICH

4. O|& ef1ol Zzto|H! MEHo| 0|§ 2 &=E
Private Subnet2&/L|C}.

5. VPCO|M O A0l M &t VPCE MEHEFLICE

6. 7+ JBoiM & Hm| Z2to[8! MEUlol| AFE Sl Ko|

T
M
_I_
_.?_
o
—_—
=
o
R
o
n
o
o
o
]
0
w
o
o
c
R
o
w
H
o
=
0
]
H

2 7|2 gjoig MEHED L ZstAo| AR REBFEE
7. IPv4 CIDR 50 M MEUlo| 1R8t CIDR 25 HLIE XIHELICI. o & S04 3 Hm{ Z2}0|
5l MEYIo| |Pv4 CIDR £ H2|71 10.0.1.0/249] 2L 5 Hm Z2}o|8l MEY L2 CIDR £

E HQE10.0.2.0/242 K| HE £ &LCH

8. dd= MEfELIC
9. AMEUIOo| HYxIH ET|E MEELICH
MEd et Eol2 &2l & o|F XY

VPCE M4 3 4B % OFS TS 225104 2t E EI022] OS2 XIMBILICH O+ M HE
7} B2 Blolgof THEX| 2 QlsHof BLICt

* NAT HO|IEH 0|7} &F5t=
Ol2 7tE|7|= EtREo| =&

A& LICH.

o>
(@]

suln oidEl et Y Elo|20l= B ERjEE QS HO|ES
o] St
=

1 24010k BfL|Ct 21 NAT HO|EH0]7} el HMAE

- ZEto|! MEUD A E 2R E HO|E2 QB! EBIEE NAT HO|ERIOIZ 7IE2|7|= 8§ F M
ofof ELICt 2™ 20| MEWo| AEZ|Y QIARATL QIE{H S48 £~ U&LICH

il

VPC &A™ 13



Amazon WorkSpaces Secure Browser el dEAM

MEU 2t Eo|= &2l A o|F X|™

1. BrA FolM MELIE MEISH = MY
Browser 2.0 HE2! MEH!

2. B2 HE|O|Z B0l 2t E HIO|E2| IDE MEHEFLICE rth-123456782 02 & += U&LICH

3. Zt*EY H|O|E2 MEELICt o|§oM HE(ME) oto|2E MEStT Ef|0|E oIS Y= FLICH.

[ |
0 & £01, workspacesweb-public-routetable2 O[S 22 Q2E 5= UELICH =0l EA|

E MEdstod O|& 2 MEELICH
4. HEE| 228 Eo|E20| MEE MEfoM, B2 ol 24 EBES B2 st CIE 2 E EgY
Z/Z VPCO| QIE{! HO|EQO|Z &5t E stLte| 27 U=X| &elgfLict ohg E= Ol
T ZA2of chsi dEELct.
CHe =4 CHet MY
HEZ MEY IPv4CIDRE EZ HE2 ME4! IPv4 CIDR £
£(0d: 10.0.0/20) Z0||IPv4 FAZ EotE 2
LA DE ECfEQLCE
Ol EEiEE VPC LHollAM 2
Z= gt EELoh
CHE 28 IPv4 A2 E5h OFRHHEE(igw-1D) CHE 2E IPv4 FAE ¥4
£ E2f=/(0d: 0.0.0.0/0) = ECfE2 VPC Ot At

X M43 OIE{L H|0|E ) O]
(igw-ID2 AlEE)Z Bt E

Eluc
5. B oM SubnetsE MEAEILICH O CHS AAeH & Hmf Z2to|8! MEH(0: workSpaces
Secure Browser Private Subnetl)2 MEHEfL|CH

=3
=

6. ch?E Elo|Z &olM 2t & Eo|=2| IDE MEiFrLICE.
x
=

7. CIREEO|IZS MEFLICH Ol HE(XE) ot0|Z22 MEiStT E|O|Z O|F S YUMFLICH
0 € £04, workspacesweb-private-routetable2 O|E2 2 /248 &= Ql&LICH OIS X

Yottd™ &l ZAIE MEHELICEH

8. B Holx eteE H|o|Sol oS et Yol Z&xlof AU=X| ZlgfLch.

VPC &A™ 14



Amazon WorkSpaces Secure Browser

10.

CH& =4 CHA&

HE2 ME4Y IPv4 CIDR & 24

2 (04): 10.0.0/20)

CHE 22 |Pva TAZ 835t 0l RHM2E(nat-ID)

= E2f=(0d: 0.0.0.0/0)

S3 HZ/e = &ét= EEiE A E 2[X|(vpce-ID)

(S3 A= EQIEE x|B3t 2

2 &lS)[pl-ID (com.amaz

onaws.region.s3)]
Ef A 20l A Subnets& MEATILICH O3 CHS M5t F ¢
Secure Browser Private Subnet2)2 ME{EFL|C

—

A 04
= o

-4EEI M= IPv4 CIDR £
29| IPva FAR E3tE 2

Aro| BE E2TE VPC

Lol M 222 et el

T oH-

CIE 2E IPv4 TAZ2 &6
£ ECHEI2 NAT HO|EH O]
(nat-IDZ AHENZ 2l REE

i — =]

cH2E Efolg BoM MEHE 22 &l Efloj20| =zlolY! 2! E|0|E(0d: workspacesweb-

=HU(0d: workSpaces

private-routetable)?!X| QIgfL|Ct 2t HIO|E 0| CtECH HES MEiStT Z2to[8!
ot 2 E|o|ES CHAl MEdgrL|Ct

Amazon WorkSpaces Secure Browser2| QIE{L! EEI R & &3}

FAE Qe HEt Y (HE SM) E= MEHE Qe HetE g E438ist e 8§ MElgE = et

=H

« Amazon WorkSpaces Secure Browser2| £ &8t QIE{L HE} 2 &l E M3 (HE)

« Amazon WorkSpaces Secure Browser2| A|gtE! QIE{L HE < & & 3|

« Amazon WorkSpaces Secure Browser& QIE{Hl 44 T E

VPC ™



Amazon WorkSpaces Secure Browser

m|0I-

Amazon WorkSpaces Secure Browser2| £ A8t CIE{L EEI A& & L3l (HE)

otz EtAIo 2t F A B CIE{ 22t & 0| 758 NAT HO|EQ0|7t = VPCE 78 & LICt O|&
& 5ll WorkSpaces Secure Browsere= HE2! QIE{H4 o ALO|E 2 VPCOHIM ZARE|HLE VPCO| ¢4
ZAE ZZto|8! AO|Eof HMAE 5= U&LICH.

FHE A Eete Eol 758 NAT Ho|E{|0|7t )l= VPC 74

Gl

2to|E! VPC Z2EIZ EF0f HAM|A

r
o
o
|

WorkSpaces Secure Browser &0 HE2| QIE{L
g = A sted™ o] B AHIE wWELCt

® Note
VPCE o|0| #43t Z< Ctg EBHE 2625104 VPCO| NAT HO|ES0|E§ F7tErLCE. A
VPCE dg3lol t= Jd< Amazon WorkSpaces Secure Browser& M VPC 4 MME F

AR,

_=

1. NAT HO|EO|E AMd5e{4TH NAT HO|EQ|0| Bt=7| EtAHE 2FZ ErLIC O] NAT HO|ES 0|
7t HEE HA40| 7ts5tm vPCel H{EE| MEYof Ue=X| &lghL|Ct.

2. MELCIE 718 oM F 74 o|&t o] MEUIE X|HSloF ELICH MEYE ME CHE 718 ¥
of st 71280 LIAEHE = = USLICH F BHnf ZE2Fo[8! MEUE pte = dhedof CH

Bt XbAMIBH LI 2 the section called “F Bim Z2t0|8! MEL" Mg FARSMAIR.

DE AEZ|Y QUAEHAT}L CIEH0 °”)HIJ*°F 2 QU F 3524 WorkSpaces Secure

2C EZ{ZIS NAT HIOIEQIOIZ 7t27|= 5 ZEto|S! MEUT AZAE Bt E|0IE
EstLct o™ Z2to|8! MEY ol AER|A QIAEIAT} O|E.||_4lﬂ|. EAE £ QAL
Ct. 2t Elo|=2& Z2to| MEY oddst= Lo CHE RHM[EH LIS 2 Bt & Elol= 74

Amazon WorkSpaces Secure Browser2| A|8tEl CIE{L! ERt & E A4St

WorkSpaces Secure Browser ZEO| HE HE {3 2 NAT HO|ES0|E ASdt= Z20[H! M
HHZ M85t [AYLCt oA 5t Z=HUM HE2! QIEY 2HIXet Z2lo|H! 2EHXE 2F =2

VPC &A™ 16


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-creating
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html

Amazon WorkSpaces Secure Browser el dEAM

ctRAE = &LCt XHAIE LI& 2 the section called “F A8 QIE{L HEt &) EHH
Q. Lt ¥ ZE A|IE A& 35104 WorkSpaces Secure Browser ZE0{|AM IE{LIS Z 9|
A2 HMofaliof & &= U&LICH o|E 01 & ZEAIE 2EY HO|IESO|Z AI&3t=
il
=

_".'1§9

o L2 oY 2ot MoE FE + U&LICH 8t & Ho|X| E= AZES)

0 YOOl ES}t ZH 0| RAFF MM AFHE BIAAE ZZ0] FHAS 0 CHYE AISEE E0|n HELRIT A
S22 ME = UL LR ALZ Ateo] B2 B ZEAE SHMEF BMAE = = Zato|H! 2
X7} US = U&LICH

ZHE|™ ClHO|A E= 7t B E o o|O|X|oM ZEA| MHE #4st= o ol0| d=sE = UsU

C. 3t XI2F 7|0l M ARSt7LE BE[SHR| &t = CIHIO|AE AFE A7 AFE St e et 2ol |
HO|AE A|of8 &= 7Lt 7t4 BHE ol O|O|X|E BElsHof St B A7t L ME = U&LIct
WorkSpaces Secure Browserg At&stH & H2t X0 LHE El Chrome M2 S ALE5to] ZEA| M
Hg d-8g £ ?A'ﬁL—IEl' 0| 212 WorkSpaces Secure Browser2| HTTP O} RHIRE ZEAIE MH
sto =& £ U&Lct.

ZIEo 9_47;'& % WorkSpaces Secure Browser L2 78
H

= I
SlO|EE|AE QU ZHIX ZIEZIO 2 0} RHIR2E VPC ZEAIE MAGHE WS X SHMIL.

« Network Load Balancer0f| M S ARISHE QE AF|AUZ! Amazon EC2 QIAEA OIFCZE M E O}
Efad

SHEE ZRAL ZEA| QABALE HES MU0 /oM 2 QIAHAL B2 PR 9ZE|D

2 OlE{Hlo]| M AE £~ Ql&LICt.

« ZZlo|8! MEYlof Hi 2 El WorkSpaces Secure Browser L&, QIE{L! HMAE & 4315H7| 250
MS v
o

NAT HO|EQO|E T+ & ER It gigLct CHil 2E QClIE{L! ECHZI0| o} RHIRE ZEAIE &
et & HER X HRE FHERLICEH KA ZHAIE AEstE{s 20T WorkSpaces Secure
Browser Z & 4% 0| |z g LCt.

=X

« Amazon WorkSpaces Secure Browser2| A8t El QIE{L! &

« Amazon WorkSpaces Secure Browser2| A|gtEl QIE{H EE}

« Amazon WorkSpaces Secure Browser& HTTP O} RHIR2E Z S A|

« Amazon WorkSpaces Secure Browser2| A|gtE! QIE{H HEt2 & X si &

VPC M7


http://www.squid-cache.org/
https://aws.amazon.com/blogs/security/how-to-set-up-an-outbound-vpc-proxy-with-domain-whitelisting-and-content-filtering/
https://aws.amazon.com/blogs/security/how-to-set-up-an-outbound-vpc-proxy-with-domain-whitelisting-and-content-filtering/

Amazon WorkSpaces Secure Browser el dEAM

Amazon WorkSpaces Secure Browser2| A|&tEl CIE{L HEI< E o} 7| &l X]

CHES2 VPCOHIAM YRR QI T2 A| MOl of| LIt Amazon EC2 ZEA| QIAEAE HER! MEH
ofl oM EF2ix| P2 4ZE|D 2 QIE{Llof UM AE £ &LICH Network Load Balancer= Z = A|
RQUIAFAO| Auto Scaling IE 2 EAYELICH 0|8 Sl ZEA| QAEHATI ISR A7 HED
Network Load Balancer= WorkSpaces Secure Browser MMM AF8E 4= e BFU ZEA| =R
RIE7} ELct.

Internet

@

Internet Gateway

Gl AWS Cloud

Internet Traffic=—-

Availability zone 1 Availability zdne 2
|E| Public subnet 1 [iL| Public subpet 2 ;
---------- I-I-I-I-I---------------E-----------I---------------;;-I-I----------E
3 - . Auto Scaling . -
TTTTT : group TTTTT :

Proxy instance ; a0 Proxy ffistance .
____________________________ (030 l———e— D
i 3 s

: Network :

&l . Load Balancer &

WorkSpaces Web WorkSpaces Web
Session 1 ! Session 2 .

Private subnet 1 ’ I [j Private subnet 1

VPC M7 18



Amazon WorkSpaces Secure Browser el dEAM

Amazon WorkSpaces Secure Browser2| A|&tE! CIE{L HEIL & AFH =7

AlEet7| Mol Chig AV Z748 SEstEX| ZelgL

- O|0| H{ZEl VPCIt ER3stH, HE 2| & Z2to|H! MEHI0| o 7t8 PAH(AZ)ol 2 4kk|o] Rloqof
gLt VPC Bt @2 dHste ol CHet AtM[E LHE 2 7|2 VPCE FZE5HAIL.

« WorkSpaces Secure Browser A|410| €| x|8t Z2}0|8! MEHIOM HMAE = U= BHL ZFA[
E X QIE(0{: Network Load Balancer DNS O|&)7} 2B LICt 7|& ZEA|IE AFE5tE{™ Z 20|t
MEUIoH HMAE ~ Qe B A= ZQIET} QK| & QIELC

Amazon WorkSpaces Secure Browser& HTTP O} RHIR2E Z S A|

WorkSpaces Secure Browser& HTTP O} 2HI2E ZEA|E disttd{H CHF HAHE WELIC

1. VPCoﬂ od| | orxar—g ZEANE tfZ35l2{H ZH QI Ft0|EEAE Ul 2EIX ZEZOE ofRH|
E VPC ZEAE -5t Yol dHE THAHE HELICH
a. ‘Mx|(Y3]A M)y ol EhAofl 2t CloudFormation Bl Z3!2 Aol HiZ & LICH 2HHE VPCS}

MEHIZ CloudFormation BlZ %! ut2tO|E 2 MESSHOF B LICEH

b. HiZ % CloudFormation 23 u}2+0|E{ OutboundProxyDomain 2 OutboundProxyPortE & &L
Ct. Ol ZE A|Q/DNS O|E1t ZEQIL|CH

c. OO RtA| ZE A7t U= B2 Ol BHAHE ALF I ZF A9
2. WorkSpaces Secure Browser 2£ 0| TEHE ME4 IS ™

a. HERZ A2 MF SE0|lM ZFAlof HMAE & Q= VPC X ZE2t0[8! MELS MEEL]
CH.

b. H& M™0|M JSON HET|E AHE35H0q CFHZ ProxySettings HEE FIHEHLICY. ProxyServer
LZIE = IS AIQ DNS O|§1t L E040F & LICH ProxySettings Z&40]| CHEF XM LIS
ProxySettings& & = 35IM|2.

{
"chromePolicies":
{
"ProxySettings": {
"value": {
"ProxyMode": "fixed_servers",

"ProxyServer": "OutboundProxylLoadBalancer-0a01409a46943c47.elb.us-
west-2.amazonaws.com:3128",

VPC &A™ 19


https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html
https://aws.amazon.com/blogs/security/how-to-set-up-an-outbound-vpc-proxy-with-domain-whitelisting-and-content-filtering/
https://aws.amazon.com/blogs/security/how-to-set-up-an-outbound-vpc-proxy-with-domain-whitelisting-and-content-filtering/
https://chromeenterprise.google/policies/#ProxySettings

Amazon WorkSpaces Secure Browser )

"ProxyBypassList": "https://www.examplel.com,https://
www.example2.com,https://internalsite/"
}
.

}
3. WorkSpaces Secure Browser Ml440{ A ChromeO| Zt2|Xt|AHM &2 ZEA| MHE A2 L
Ch.7t EAIE|0{ Chrome AE0| ZEA|I7I ME LRSS HQIE £ JU&LCt
4. chrome://policy & Chrome H2H EHo 2 0|5 3504 HAO| M EIQ=X| = elgfLct.
[oF ]
HA

5. WorkSpaces Secure Browser AM[A10| NAT H|O0|EH|0] 10| QB! EEHXE
e £ QEX| &QlgtLICH CloudWatch LogsOll M Squid ZF A| HAMA
gl

Amazon WorkSpaces Secure Browser2| A|etE! QIE{L HEt & 22X i 4

QIE{Lo] M| A T

ﬂIIO
o_||

Chrome %324

g HeC

g8t 0| = WorkSpaces Secure Browser A0 A 047
CtAlof k2t EXNE SHESHMIL.

I]IO

« WorkSpaces Secure Browser ZEHO| 2{= Z2}0[8! HEHO|M ZEA| A=EZQIEOf HAAE =
AU K| ZQIFLICE O|E &elsted™ ZEo|8! MELIo|M EC2 QIARAE st ZEto|8! EC2
RQUAHANM ZEA|JA=XQEZO| HAAS HAEF LT

ZE A0 M QIE{Hof M A

« Chrome E&0| SHIE K| & QlgL|Ct.

; A [
g = UK

Ju
|'O

=

H

[— |
« XAO| ProxyServer EEJ} <Proxy DNS name>:<Proxy port> &A|QIX| & QIgrL|Ct. gtof
http:// & https://7F T E|X| etofof grL|Ct

« WorkSpaces Secure Browser MlA0{X Chrome& AF& 3104 chrome://policyZ O|S 8t £
ProxySettings H20| 3o 2 MEL|U=X| & IELICY.

Amazon WorkSpaces Secure Browser& QIE{L! ¢123 X E

Zt WorkSpaces Secure Browser 2AE 2|2 QIAEAM|E T2 L EQT QIE{H 0|A T} lof VPC LHC]

2|AaA0 A" = US T otL|2F NAT HO|ES 0|7} /= Z2t0o[E! MEYo| MHEE < e

off edde &= Ql&LCt.

QIR HAZE 2ol ZE CHA O CHal CFHS ZE7F died QUo{of fLICH =™HE 2ot I8 E= ALt

NE 2ot A2 MEdte ol ERE nElE =822 FII6Hok gfLICH RHMIEH LIE2 £ T
E 7S HESAAIL.

VPC &A™ 20


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules.html

Amazon WorkSpaces Secure Browser el dEAM

® Note

- TCP 80(HTTP)
- TCP 443(HTTPS)
- UDP 8433

WorkSpaces Secure Browser& VPC 2 & Atz

Ct

0jo

HE A

o
rlo

VPC

Bt

ol

ﬂ'-&!Ol_Tl_ O|_|' 3|-7'|| -_|"'A'| I'I_ E” ED I EEI ‘JI\‘ AA%L—“-—-I'
™A vPC o

+ VPC TAO| F2 2 QF A#S XI¥E 4+ YK srelstio,

« WorkSpaces Secure Browser MH|A S EZ(FHTElnT &)0| ol =2 E X|§5H7|o| S&28HK|
EolgtLict g3 S718 @35l24™ https://console.aws.amazon.com/servicequotas/0| A AH|
A gLE Z2E£2 ASELICEH 712 WorkSpaces Secure Browser & 220l CHEF XHAlIEH L& the
section called “AH|A SEEF 2tz CHE 2 X 5HM|2.

OL

. QIE{Lllof HA|AE

Ct
T A 2EEY MM E MSsttdis 2 H=2 MELI0 A NAT HO|ES O]
7t = VPCE #+¥st= X

ol £&LICH.

Et29x1 |{| EQ|3 QIE{H|0|A

« AEZ|Y 7|ZF 59t0i= ZF WorkSpaces Secure Browser AM|440{ T8 EF24X I E Q|3 QIE{H| O]
A 71 ZRELICH WorkSpaces Secure Browser2| A< Z2lof| Z 8 2|CH 83 BHE B2 | E
2|3 QIE{HO|AENNE MAMELICH 7|28 2 2T ENI 8t = 5,000LICh RtAE HE = U
E 2|3 QEHO|AE R ZFAMAIL.

M KOl SAl AEEIY MMTH 22 72 HEC| 8TS AT e 2t ASTol By +
QI= ENIQ| £8 TE{EHLICH ENI BHE = ) Z2o A 2|0H S Al A8 3 0|4 22 RXls
£ 70| F&Lict

VPC &A™ 21


https://console.aws.amazon.com/servicequotas/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_ElasticNetworkInterfaces.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_ElasticNetworkInterfaces.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-enis
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-enis

Amazon WorkSpaces Secure Browser el dEAM

MNERAFHY A A&EE MeE e FEE Mol niet Z2H0|YUE IP FATF ZF WorkSpaces
LICH et MBS £ EE Zeto|AE IP 4 AH0|A2| 37|

Secure Browser M|Mof Z 2
of et SAlof AEZ|IYE = U= AR £7F A™EHELICH

oM El= ZCH SA| AFEAF =8 83570 & st 2CI0|ME IP FTAE 55t MEUH O1AT
E AM835t04 ZF Zeto|8! MEYE 5t J0| E4LICH E8H ol 7128 1245104 IP 49|
FIHE 1odg = UAEL 82 IPv42| VPC U MEY 72 ZHE XA,

Ct. g2

Z™ {8 E 1e45lod H5tE 2|70l WorkSpaces Secure BrowserO| X5t 1
7 74
A

. 7|.SLA-| ol ﬂ.E
Bt 718 ¥ ol MEUE F45HE Aol E&LICEH XHMEH LI 2 the section called “M VPC
MA B XA AL.
- MEUIZ S5l & ofZ2|F0|Mo]| HRF HER T 2lAAN HMAE = J=X| EQIELIC

- Hot 58 AME38tod VPCol CHEF F7I M| A KMo{E MSELICH.

VPCO| &8 Eot I §& A& 3™ WorkSpaces Secure Browser AE 2| QIAH 2 O &
O|Mof ZEE st HER A EBlAA ZHo| HERT ECE S AMo{g £ U&LICH Eot IE2 ¥ o EE|
7 o|Adof TR B L ELQT 2|AA0 CHE MM AZ ANZ=5HoF &FL|CH

Amazon WorkSpaces Secure Browser0l| M X[HEl= 718 ¥
WorkSpaces Secure Browser2 71 AL & 714 ZEL0|H! 22 E(VPC)E MHEstE E< VPCO

MEUSI2 WorkSpaces Secure BrowserE A|Z35iedE 2|1TQ| CHE 718 Qo Qlofok &Lict. Zt 7}
2 odode 12 718 Qodof| A wAist RHof= ZHEA|Z & QT2 Mz 22|E Z7Ho|o{ok &HL|C}. &

o

T/ 7h8 FolM QABIAE AISEoRM THY SIxlolM Fol7h waE S ofEElH oM 2
BE 4 AALICH 2 AMEHS B 7HS Qo LHOIMEF ERHSH0F s, o1 Yo 2 A o2
4+ giLch S2S Ioists M Hots 2ITolM KIFEIS ZH AZ0l CHah MEUWE T4sHs Zo|
Feuot

Aol =to 2 EAELICHM: us-east-1a). B/XQ| 7+ ¥doll &4
S HHO| o|§0 7t & P2 SEMo =R tHEELICH o E S04

us-east-la HAI™HOl AWS 78 VA2 CHE us-east-1a A ™ol st AWS eh(at) {7t S LK

g+ A&Lich

Aol CHal 718 WA ZHGE{H 7+ Qdof ciet TRt L= AHEXIQIAZ IDE AHEEHo
BtL|C} o2 S0] usel-az2E= us-east-1 2|82 AZ IDO|H ZE AWS AWM {Ix|7F SLEHL
CF.

VPC &A™ 22


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4

Amazon WorkSpaces Secure Browser el dEAM

AZ IDE EQI5tH CHE HHO| EIAAE J|EL R 3t HHO| BlAaA QXIS &0lE £ Q&LICH o2
£0{, AZ D7} usel-az2%l 7t FHo| MHELIZ C}E HHEH SR5IH 0| HELI2 AZ ID7} usel-
az2Ql 718 FAo| H™HHMH A E &= JU&LICH 24 vPC & MEUO| AZ ID7} Amazon VPC 2£0]
E AEC

WorkSpaces Secure Browser= X|HE|l= Z 2[Ho| YR 718 FAo|ME AFE 7ISELICH CHS &
ofl= Zf 2ol AF8E = U= AZ ID7 LIS U&LICH AZ IDE HE2| 718 d¥of & st W2
He{H AWS RAM AFE HHAMO| Z|[AAS[AZ IDE HZEASHAIR.

2™ ol§ Sl = X|¢HEl= AZID

0= S8 (HXI|LIoF 5 58) us-east-1 usel-azl, usel-az2, usel-
az4,usel-az5, usel-az6

0= M2 (LEl7) us-west-2 usw2-azl, usw2-az2, usw2-
az3

OfAlot EHE F(FHEOl) ap-south-1 apsl-azl, apsl-az3

OfAlo} EfEHF(A7IZE) ap-southeast-1 apsel-azl , apsel-az2 ,
apsel-az3

Of Alo} EfH & (A|EL) ap-southeast-2 apse2-azl , apse2-az2 ,
apse2-az3

OfAlo} Ef B (=) ap-northeast-1 apnel-azl , apnel-az2 ,
apnel-azé4

FLICHE & ca-central-1 cacl-azl, cacl-az2, cacl-
az4

FHEZEIFEE) eu-central-1 eucl-az2, eucl-az2, eucl-
az3

SFH(OIYHE) eu-west-1 euwl-azl, euwl-az2, euwl-
az3

SHEEHH) eu-west-2 euw2-azl, euw2-az2

VPC &A™ 23


https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html

Amazon WorkSpaces Secure Browser el dEAM

£ 2101 2 AZ IDOH CHEH XHMIEH LHS 2 Amazon EC2 AHS ABIA| 2IF, 78 614 9l 22 oig
=
Amazon WorkSpaces Secure Browser0ll i AL X} @174 & M35t

LICH 2k AL RS @15 381, WorkSpaces Secure Browser 2 S01| ZQ 8 2l RHAHS
QIE{L o414 0| HFfLICt ol2{8t EeiEE 5183524 Amazon WorkSpaces Secure Browser0i| 5
Sl THQl MMof LIPE =M elS 5{83toF & Lct.

CtS FXM oAM= WorkSpaces Secure Browser0ll CHEt ARt A2 S &8t 6t= Yo Chal MEE
L{ct.

=X

>
¥
i
m
[0
iy
>
o2

Amazon WorkSpaces Secure Browser2| IP &

WorkSpaces Secure Browser QIAEA | HMHASHE{H CHF ZEE Sl AHEX} C|HIO|AE OF2H}
2C HMAE sHof gLCt.

« EE 443(TCP)

- ZE 4432 QIR AIEZQIEE AL E [ AFSALS| ClHIO|AQ} AEZ|Y QIARA 7H
| E o,

1o
T
=
—
0
w

Stlof ASELICH YRt o 2 2T AR AEZ|Y MM EF S BME M ¥ HEt*X =
Ef= AEZ|YE flal £2 Yol UE 24 TEE 2lo|= MEFLICH 2t o] ZEof| CHEt
HtS ECiE0| 518 l=X| & QlsHok gfLICH

« 0| ZE = Amazon WorkSpaces Secure Browser0l| 1€ /= T H Qo LIQEl Zl4 = Qlod| 7H
2|04 R40{0F ELICt.

« AWS = Session Gateway 2! CloudFront =H|QI0| &Qlg &= Q= HIE Z&5t0d ¢
IP &4 HQ|E JSON HAloZ HAIELICH json THUS CIRZE
ol CHEr XEMIEH LI 2 AWS IP 4 HRE X
AWSPubliclpAddressRange PowerShell & & A2
Windows PowerShells {&LICE AtM[EH LI 2 AWSS| THEE] |
AMAI2.

. (ME AFEH) ZE 53(UDP)
« X E 532 AF2X}2| C|HIO|AQF DNS A 7He| & 4&lof| AFR ElLICE.

L

INES TN R FE 24


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html
https://aws.amazon.com/blogs/developer/querying-the-public-ip-address-ranges-for-aws/

Amazon WorkSpaces Secure Browser el dEAM

. ZHQl 0l& 2Ql0f DNS MH{E ALR5HX| &2 B9, 0l ZEE M= ArgelLict
. I22 S0IQ) OIS S HOI 4 AT DNS MH{2| IP F40f Chal ZE T Led 2lofof #Lict

Amazon WorkSpaces Secure Browser0l| 318 £|= T H| 2

AR 24 HEFR X0 M WorkSpaces Secure Browser AMH|A 0| HAM|AE = QOP{T AL XITF M
HIA0| HMAGE{E HEXTHM OIS THIQIE 8 S50 F7taof g LICt

CHE EOM {region}2 28 ¥ 28| Z|XM ZEZ HIELICH € S04, RH((OIYE) X[ & =
Eo| B2 s3.{region}.amazonaws.com s3.eu-west-1.amazonaws.comO|0{0f & L|C}. B|™ Z =

=52 Amazon WorkSpaces Secure Browser IEZQIE 3 S & A ZSIAH 2.

HE= THRIEEIP FA

WorkSpaces Secure Browser 2 E 2| X4t s3.{region}.amazonaws.com
s3.amazonaws.com
appstream2.{region}.aws.amazon.com
*.amazonappstream.com
*.shortbread.aws.dev

WorkSpaces Secure Browser &% X} & *.workspaces-web.com
di5ry4hb4263e.cloudfront.net

WorkSpaces Secure Browser 213 *.auth.{region}.amazoncognito.com
cognito-identity.{ region}.amazonaws.com
cognito-idp.{region}.amazonaws.com

* .cloudfront.net

o
kl

WorkSpaces Secure Browser X|&E 2 * execute-api.{region}.amazonaws.com

b

unagi-na.amazon.com

INE= PN FE 25


https://docs.aws.amazon.com/general/latest/gr/workspacesweb.html

Amazon WorkSpaces Secure Browser

el dEA

TMEID M2UA e FIHE
Secure Browser0i| A sliE M3 U™ E A|-.g3|.7| 2|51 3_|g_

—HI:I- |dpo| A—|I:|=| -|_ EE |__|
Center AIM Z7HE ’E*ZE%F.’;IM

THR S5 EASHES 588loF & == AU&LICE WorkSpaces

7tsfior & = MQlE AlgstedH

26


https://docs.aws.amazon.com/singlesignon/latest/userguide/prereqs.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/prereqs.html

Amazon WorkSpaces Secure Browser el dEAM

Amazon WorkSpaces Secure Browser A|Zf5}7]

CH2 EHA|ofl th2F WorkSpaces Secure Browser ZE2 MA3t 1, 7|& HEl X0 LHE 2! SaaS ¥
ALO|E0f| HMAE = U HELS ASKI|H MBELICH AEHEE X|HElE ZE 2™ 5tLtol 3

iE‘lo AHA‘|°|‘ _)I\_ 9]!2[__'[1.

(@ Note
F 7 olg el o CHet Bt B7HE LEsIHAH AWS AIE ID, 28 X & + UE A 85t
o X|MElof Z2lst & A2 AWS 2[T.

Ol ZEMAE UtMo 2 2 & MM OtHAIE AISE B2 58 M ARFH ZH-H0| #4835 E(2d
™ Z|CH 152 0| F7IE AL ELIC
2 & M™Hof= HIE0| EX| &LICH WorkSpaces Secure Browser= AH|AE MI MO 2 A5
E ABXE et HElMe 2 Q2 5 FEAM =22 HFELICH ME H|8, 2lo|MA E= BT <
Ho| 2 eigLct.

/A Important

AESHZ| Mol ¥ 2o 28 A 2742 2t25Hok gFLICh AP =70l cHEr RRAIEH LY
£ 2 Amazon WorkSpaces Secure Browser A% MME & X5 AAL.

=HA

« Amazon WorkSpaces Secure Browser& ¢ Z & M4

1 B A

Hl

« Amazon WorkSpaces Secure Browser0il A ¢!

ue - (um

C

[

Hel

« Amazon WorkSpaces Secure Browser0{|A{ 2!

Amazon WorkSpaces Secure Browser& ¥ Z & A4

o x-S ddstedH ol HAE WL

2l e A 27



Amazon WorkSpaces Secure Browser el dEAM

» Amazon WorkSpaces Secure Browser& HE2/3 M 74

+ Amazon WorkSpaces Secure Browser0f| Ciet Z & A% 74

+ Amazon WorkSpaces Secure Browser0l CH8H AL X} M 7
« Amazon WorkSpaces Secure Browser2| ID M= x| 74

« Amazon WorkSpaces Secure BrowserE Al&3}04 ¢ & A&}

Amazon WorkSpaces Secure Browser& HER3 MH 74

WorkSpaces Secure Browser& HEQ|3 MHE 7 45te{H Ot BAHE WS ct

1.  WorkSpaces Secure Browser & & (https://console.aws.amazon.com/workspaces-web/home)=2

ALct.
2. WorkSpaces Secure Browser, & ZHZ 2|2 MBS OIS 2 ZTE HHS MEighLCt.
3. 1EAH: HESIZ A4 XY HO|X[o| M Ctg EHHE 225104 VPCE B ZHoi &5t VPCet

MEYE FgELch

1. L'” 'I k”_l?l_ xo-l_bll_o'“A-l AI’%XI'7|' WorkSpaceS Secure Browser% %6 o—ﬂk”é%l-ﬂ:lf _E_El_ﬂi
ol 94748 4 2= VPCE ML

£ Zatolt! MERS |0 377 R| A= L

5 shL|Ct REMIEH L2
Amazon WorkSpaces Secure Browser& HIE |2 B B ZsHAA

2.
. TS MM5EH 2|4 27H0] Zeto|d! MELE Metsiof Bic
. ¥ Tl 5 78NS PR vPcel TR 718 Wl Z/cH $0f Zatold! M=

Amazon WorkSpaces Secure Browser0l Cieh & M% 14

2EHA & 2= HY 7 HOIX[o|A CHS EFAIE 2tz stod MdE AISTE Mo ArSA HEfR
= A8 X K| EgLc

1. HEXHME HEQ EA| OIS0 & £EHO| Al 7158t 0| S =T LICH

2. QUAEA QEFEO|CECI2 HFAM & ZTEHO| QAEHA RS MEISHLICH OHCOIS ¥ =
Z|CH S A| AHEXF St E QU=AELICH REMIEH LH® 2 the section called “AMH|A & EH2F 227
2 &ESHAAIL

HES3 8-


https://console.aws.amazon.com/workspaces-web/home

Amazon WorkSpaces Secure Browser el dEAM

mo
© jm

1Ll
ol

® Note

MOIAHA QBS MesH WY BN ASKHY

HI&O| ¢ZEL|Ct. RtMIEt L& 2
Amazon WorkSpaces Secure Browser 2 22 & X 35HAM 2.

AL X} HM[A 224 O] Kinesis 2E & IDO| CI|O|E{& E LH24d= Amazon Kinesis O|O|E{ A E &
MESHL|C} KM LI 2 the section called “AF2 AF HMH|A 2Z AAZP CHRIS & X SHAA|L.

M dHolM Ctss 2t2 & LICH

o MM S MM AZA MEID| = JSON I HZEE MEASHLICH F W & SHLIE A8 51
o ¢l ZEHO| HM L M HEE NI = UELICH RHM[EH LI 2 the section called “E 2}
S HA g EHHE BERSHAAIR

« WorkSpaces Secure Browser0|= Chrome IE{Z2}0|X Z=Mof| CHEF X| 0| Z & ELICH Al
ZbEd HE|7|2 AR5t ML} X3 1S 2502 {2 Cslod MRS Xylsln B
SLICH AAMEXR| F SM 7ho] Mg £ &Lt

AAEH

El
-
o
o
€T

Iy

Stk Homo

LH mhol A 748 RS
SE giaLch AlZHs

2o Lt @ E[o] [&LICH O

2
o N
% 0% Hu
e e

Z
02 mot mp

O X 2n
wn
O

[0 o3 > oX >
H
ok
0z
:).|:n
fjo
rII
ox
Q'I_l
_."P_
1)
2
%
jo

Hu g2 N g2k

e 1o

A H
o mo o

o
-r

|ZF URL - MEH AMSHol| A2 X7} HEFS X2 AlsHst
. VPCE= O] URLO| et ™Mo 2 o4 E|o{ R10{0ok ,=,+L,||:+_

o>
ook
=
o
B
o
A
u
_>,-_
moTl-
E'_
ro

J

o
ot
o>

q

IN

L

150 0|24 7|5 & 7ALt me{H AHdE 23 2= 3 7|5 AKE MEfetHLE M

g
T r>

ol
=
Pl
n

® Note
HIZIHZ Bt Eets 5ot £k ALK HAIRK 715 XS] ol Y

=~

URL2 AFZ X HAMA 220 7IBE &= Qi&LICEH RHAMIEH LI 2 the section called “AP

SR AML 27 HE TS RSN,

URL ZE{ZI0|M AFEXRI7F MM Sof & U
the section called “URL ZE{2l A& EHHE BIRSHAA|

=
(M= AR AFBAETE EEFRRIOIM & 4 2l 8
0FZ - A= AbEOf Q298I 27 S S0t3 £7HE Mg

ke

e
nx
0

29


https://aws.amazon.com/workspaces/web/pricing/

Amazon WorkSpaces Secure Browser

@ Note
CHQIS BBt K 20139 T4 TEQlL

=
Chrome0i M AFE X S0l =+ 229 &

e + A&LICH

8T
E .
ot
I
=)
I3
[
2
5
B
of]
il
=
i
I

o (ME4 AMEN) ZEO| EfOE P%* | P Ef1E AFE35l0o1 AWS E|AAE HAMEHHLE HE{Z2E
= U&LICH Ela = 7|9 *._*E—h' S 2 AEEH - 2|lAAer AAELICH
5. AMEE £+ e HELRXFo| CiEh HHAE & I?_%E | {2 E IP °”A| HNo{(AEH AL Ol MEHE
LIC}. XEAM|SE LH2 2 the section called “IP U M| A X0 J—FEI” HE FXSIAAIL
6. CISS MEHSod A& TIELICEH

Amazon WorkSpaces Secure Browser0]| CH8H AF2 X A& 74
3CHA|: A X0l CtZ EHHE =504 AFE A7 MM Soil of B B4 E A[Z 0l M
OHA—”&

=

1. T8toll M Single Sign-Onof| CHEH & &S &dsterx| o
section called “Single Sign-On 2t T2 73 2" B2 R RFHA AL,

r

2. ML E EHoIM 22 CIHIOIAZ QIS 4 TS 5B512IH 518 TE 585Xl %22
M=igrc,

3. ASAHH EHE HEAY 4 TS S5 58 =

30d CHEr REAIBH LHE 2 the section called “E! 213" &2 &I X 5HA|2.

4. EF 25 Moie| 7ISolA Hete HEE MEELICH

5. AROM M4 AR Al E7 28 ABI(E 3 EE 221E), HHITS EE ¥ 25), ofo|2 7}
=]

A, MMo| ZICH EA| HAEE ZFSIod =7 28 = ™ME|o|M
Ktol Al olg48t Mo CHE ™Al Ao HetE &8
LIC} RtAI8H LH2 2 the section called “=F 22 XN|o{” EHH S & =54

6. MM At AlZhol ChEE RIFELICH

A A AMEH AZHE)IM AL X7 AZ S SHA
|Zt2 MEfstL|Ct i M|l == W ERIR &
HIHOiI CtAl ¢4Za5tEd10 5tH O™ MM 2 dZEE LIt J"‘-;;'
&£35+04 A M[Mof| A2 ElLCt.

=
>- m_u.
F-'?- ok

30



Amazon WorkSpaces Secure Browser
AERI7L MME SESH 4 ol
stats HIAIRIZF LEER $ ;M AEDY QIA
7|. A|.Qo|.E-| OI/\E-l/\7|-

rE
e
N
1L
Wb
N
Pl
Ol
>
X
9

ME|X| et&LICH CHAl &dEq e EMHE N
EAA 0| A 40| siA|ElL|ct 221

>|
r° 1IH1
-
[ul

« MEXTH A2EE|Y MMM AZE Slixiot 24 sHA| Mgt AlzHE) Alzh 2HF0] AIEE|7]| ™
TR RFHIEY) SEHIE R & Us AlZtE F5F A2 oAl Mt AlzHE)ol M =g Lt

lH

HIZHAY AFEHZ @4730] SHAIE7| Tl ALS ROl O|E YEAFLICH. 47 SR MIEH AlZH()o
KISE AlZH 21240] ZIbst7| Foll ALSAI7E AEEIY MM R CHAl HZI5HH o[ Moz
HAZE|L|CH JHK| toH M AEZ| QIAEIAZ AF25104 M Al4dol @4Z=EILICH 0] ZkE 0

—_=d HA =

O = MYstH HIZEFStELICE O] k0| HIZ E3te|H Hgd HEHE O|fZE AZ0| siX E[X]
of&Lch
® Note

AERS AEEIY MOl 7|2 E EE 0t A Ui0| BT

Lich Y Y20 CHRRE, OCIQ 91, 2CIQ 02, T W2 A8 B4 MEZ
QIFEIX| S&sLICH RF 2 SR KIEH AlZH(E)2l Azt 20|

7t A% K% Aol Zol SHFIELICH

rEI
3o
Jok
0z
ul
Hu
B
M
in

Amazon WorkSpaces Secure Browser2| ID M3 A 74

CtZ EtAof 2t ID MSUA|(1dP)E F8e = U&LICH.

|

« Amazon WorkSpaces Secure Browser2| ID A3 x| %3 AMEH
o
=)

« Amazon WorkSpaces Secure Browser2| ID A& ]|

Amazon WorkSpaces Secure Browser2| ID MZxl| f& MEY

[ |

WorkSpaces Secure Browser= & 2! AWS IAM Identity Center2l= & 7HX| Q15 RS M3 &L
Ch ID NS LA 743 HO|X|ol| A ZEHof| AASE 215 RS MEiFLICH

- EE(7|E M) | B2 EtAF SAML 2.0 ID A| =48 5
grulch REMIEH LI 2 the section called “E & .J% %?5'” EF%% RS AL EE REE SP Al
L

=
& el&1tIdP I&“&Io E2E ZF XY

oH
° 12
2
?z
o
=
m
A
rr
1Y)
-}
Qe
M
Hel
m
Ac]
A
e
i
LN
o)
o
i

ID M3 +4 31



Amazon WorkSpaces Secure Browser el dEAM

+ |AM Identity Center(L2& SM)2| ZZ<2 IAM Identity CenterE Z &1} 42| 0| MELIC} O] Q1T &
EE A& 35tE4™ IAM Identity Center2t WorkSpaces Secure Browser ZE0| 25 & AWS £

of Qlofok grL|CH REM|EH LE& 2 the section called “IAM Identity Center 215 93" BHHE & x5
AAI2.
=H

« Amazon WorkSpaces Secure Browser2| & 0I5 8 74

« Amazon WorkSpaces Secure Browser2| IAM Identity Center /5 & 74

Amazon WorkSpaces Secure Browser2| EZ& 215 8 71

EE °._|§ RE2 7|2 215 KEULICE O] RE2 SAML 2.0 &% |dP2}F &7 MH|A MSUA| AlE
(SP A|ZH) L D M2 AIZH(dP AR 2OQI Z2E x|9E 4 QI&LICH EZ Q15 f382 A5t
o424 of 2l EtA|of| 2k EFAF SAML 2.0 IdP(0dl: Okta EE = Ping)E Z &1 27 mf|q2f|o| Mg Lt

=M

« Amazon WorkSpaces Secure Browser2| ID M|& &l 7o
« RH& 1dPAIM 1dP 74

+ Amazon WorkSpaces Secure Browser0| A IdP 7+ &t =2

« Amazon WorkSpaces Secure Browser0llAd EX |dPE AFE25t7| 218+ X|E]

Amazon WorkSpaces Secure Browser2| ID M3 A 74
CHS CHAlofl et ID M3 YR E F-7Lct

1. 4 obHAte] ID MSA|(1dP) 7+ HO|X[ofM EES METTLICEH

2. & |dPZ A& TS MEghL|CH

3. SP HEIH|O|H & Ct2 2 =6t JH'E MIELC|O|E Ztol CHE RIS &
SP MHEICIOIE U E A8 =+ JUE E< HEHOIE Tt 22 =& MEsto MH|A X3 Y

#|(SP) HIEICIOIE| EME CH2E2EstT, TS EAHM MH|A XS A HIEFH OIE mtdE IdP

of J= = LICH O A stx| et A7 2O0lE + &L

+ MBUH0IM SP HEHHOlE] THS HZE3HR| 242 HS HEHOIE 38 +522 Uzt
ct.

ID M3 A T4 32



Amazon WorkSpaces Secure Browser
« SP AlZf 2 |dP AlZF SAML O{EME AL
g = UELICH IdP AR EE2E X|Hots E
I:

&r5t x| eot= AMH[A ID mEH2| o4

H ZEOM F 7HX| 83
EE ol ME AFZRH7F 28 URLS L E5t0d
Eof SAML o{ Mg MBE = USLIC

ot

QHESGIX| &2 1dP AlEF SAML 0{EMHE Z-HUM £ TS 5185t2{™ o] SMHS MEIFL
Ct.

- O| SME At835t2{™ SAML 2.0 ID M3 Aol M 7|2 2T o] HEHE T4t of &

LIt ZEdo| 2igyo| AEf mEtO|E{E 2£2| IdP AlEF SAML 2121 of2Hodl Q4L
<md:IdPInitRelayState>2| SP HIEIH|IO|E] Tt U0 SALE = JU&LICEH

* Note

- 2I2f|o| MEfO| @Al redirect_uri=https%3A%2F%2Fportal-id.workspaces-

web.com
%2Fsso&response_type=code&client_id=lexample23456789&identity_provider=Ex

Identity-Provider
« SP HIEICIO|E] UM gf2 SAtsto 20id= B2 amp; E &2 HESHoF &LICH
&amp; = XML O|AZ{|0|Z EX}QILICE
« ZEO|MSP AR 2001 EZ20 X|HSIEE
gLICH ol M2 I1dP AlZF 2321 E20iM

52404 SPOI A A|ZHEH SAML 04Ad A8 SHEHS AEH
LAl ot SAML o{ MM e HEELIC

® Note
LS EtAL IIPE ALESITH SP AR 228 83101 IdP A% 0% #EE Mg = Ue
M-8R X|’8 SAML oHE 2|7 0|2 dde & UELICt. 6| S04 Okta S0r3 o= 2|70

M EIHE BESHIAIR.

x
m

IO ]

43FLICH SP AIRH QIF S AL
D2 OHE BHAL R80| £ (x| o

5. 0| ZIRHof CHEH SAML 20| MBS HHEHER| iR E
IdPE S5 215 20| ZHollM LA HOIX| Holg 4 ¢
&LCh.

a. AT QIEAE CHRRE 5104 POl YR EFLICH SUB M ASME B 2I0tR0| ASE

= A&LIcH

b. IdPOIM MBE HE EdstErLICt. IdPo h2f O|F 0| CHE

1
30
o>
T
[ul

® Note
RSA-SHA2562 7 Y5t X|EElsE R H 7|2 28 ME gne|Feur).

ID M3 74 33


https://help.okta.com/oag/en-us/content/topics/access-gateway/add-app-saml-pass-thru-add-bookmark.htm
https://help.okta.com/oag/en-us/content/topics/access-gateway/add-app-saml-pass-thru-add-bookmark.htm

Amazon WorkSpaces Secure Browser el dEAM

6. & =3E SAML 044

o
=T
SAML o{AIME ot 5518 £

nx
g
E

& X| iR E MEASrLICH &3t 5tH IdPOM &S st
&oll IdP2F WorkSpaces Secure Browser ZH2| SAML

"
0x
l?h
m
r
Ami
o
o~
rlo
o
v
2
il
n
lj
>
4]
>
r
in}

7. HU EO0IRE EESEX| R E MEAELICH HY 202 E ArS5tH %S AFEXR7t B #H9|
Ztodo 2 |dP2 WorkSpaces Secure Browser M40 25 2702 & &~ Q&

0

WorkSpaces Secure Browsero| A M QIS ME CIREE5104 IdPO| HEE=
= O|™ EHA ol 2 M| AHSE W1t SUsH ME S MULC.

FLICE of @15 A

o

b. Bt 270 AIE235IE484 SAML 2.0 ID M3 Aol B 23012 URLE T 4456l OF &L
Ch ZEo| B 230l URLE 222 MH|A MZYA|(SP) ME ME - 71 HIEIC OB 2t &

Aol M & 7Lt <md:SingleLogoutService> Ot2HS| SP HIEIH|O|E] UMM &S = U&L
Ct.

c. IdPOIlM EHd 20t S #HEHELICH IdPo k2t 0| 0| CHE =+ UA&LICH

KE&| 1dPOI A I1dP T4
KAl 1dPOIAM IdPE F+435tE2{M™ CI = EHE S LICH
1. B2 K0 A 10| A 2IL|Ct

2. SAML IdPO| 2 & H|EIT|O|E{ & F7}gFLICt.

O|™ HAH oM Ch2= =8 SP HIEtH|O|E EME IdPO| = =5t7{Lt MIEITIOIE 2t 2 S Atetod

IdPo| 2HIE EE=of E0{d&LICH U7 M3 YA F2? ot U= E 58 5HK| e&LICh

g2 M3~ otc CHE = U&LICH 1dP 7ol 2= MR HEE F7tsts
X

A
dhedo]| CHEF =22 the section called “S7% I1dPO| CHEF |20 M M2 x|l MHEHME & Z5HA|

3. SAML 0{MMO| NamelDE & QIgtL|Ct.

ID M3 A T4 34



Amazon WorkSpaces Secure Browser

el dEA

SAML IdP7} SAML 0{dM2| NamelDE ALEXI O|HIY EEE M =X| &2l

M-SR ol Y2 Z=HoA SAML HHE 0| AL XHE IRstH AEet= Ol

SAML O|& ID EAIE AFEELICE.
4. ME4 ALE: IdP AlZF Q15 S 28 2dilo] HEHE T ELICE

Ol THH0IA SP AIE} B IdP AIZH SAML OfAdMd $2H2 Metst 239

LICt. NamelD &!

&t
AEELICH SF

the section called

“WorkSpaces Secure BrowserQ| |dP T43”9| 2EAH|of| 2} 1dP O Z2|7|0|MH 2| 7|& 2lBf|o] 4ElE

AEELCH

5 MEH ALEH QX MBS

IdPO| YZ2ESIT @3 MBS &5 &LICH Oktalt 8=

NamelD7} ‘d7+ &0 &350k
SHOF EFLICt.

ge U= 1dPol

6. MEH ALE: O{MMM &S 3LE T EELICE O] MMM &5 3HE SAML O{8M ZHe E
20| 4CHA|of 2t 2

< ZE MAMo| 22 = w7t x| 7|chEl = ofel ‘HIEH| OB
E |dPo| Y= EStT AL E/-ESHERLICE

7. MR A B 200t E FEELCE BY 2O0tRE MEYE B2

TEELICH o[ EFA[ol A o S=Xtol| CHEF SAML 20| MBS

ZA2 the section called “WorkSpaces Secure Browser2| IdP 743”2| 3EtA|of| 2} M

42 en

M
I_
O|= A

Sk

—

A—I I:I=|2 Al.

& 4= A&Lict 2|9 EtA ol et SAML 04 2| NamelDE J

LU g

of S

the section called

“WorkSpaces Secure Browser2| IdP F43"0| 5Et7|of| 2t MHE

RIBME IdPo| M2 =St

FodgrLct.

Z270I2 URLE =38t OIS T 210t & M8sHEfLICt
8. WorkSpaces Secure BrowsergE AL & = UL T |dP AFS K04 H| HM|A HEHS
9. IdPollM HIEtCIO|E] mE ol 2 2= #fLICt ChS Bl o] HIEHH|O|E{E WorkSpaces

Secure Browser0l| @12 E8FL|C}.

Amazon WorkSpaces Secure Browser0ll A IdP 714 &2

WorkSpaces Secure Browser0i|Af IdP 7182 &t 25t2{H Ot A E &Lt

1. WorkSpaces Secure Browser Z2& £ EOP*L.II:P MM OFHALC| ID M3 AR F
EtCl|O|E{0d| A HIEIHO|E g B2 ESt7Lt IdP2| HIEHH|O|E URLE &
IdP2| O| HIE}H|O|E{E At 35}0d EE—I&E% AXstL|Ct.

2. HEHO|H o2 Y2 E32{™ IdP HIEIH|O|E EA0AM Tt MEH S
CIREC 3 IIPERE XML EA/o| HEIH|O|H Tt E 2 =Fhct

3. HIEIH[O|E] URLEZ AtE5te{Td O BEA 0l M&Et IdPE Of

M

=HErL|ct o]

= 35t0q M|IEICHO|E{ URLS

A mlo|X|e] IdP M|
2stL|Ct. ZEHHAME

k7| of| A

7tMEU

Ct. WorkSpaces Secure Browser 2& 2 =07} A |dP H|EHH|O|E| URL OF2Hod| IdPoi| A 7R |

Etd|O|E URLS =3gfLch

ID M3 + A

35



Amazon WorkSpaces Secure Browser el dEAM

4. 2RT|HCHS S MEfEfLICH

5. O| MlS Aol f S 3tE SAML o{dM EHe SME dstet 2-Ho| Z2 2= IdP MF 2 M|
MoM =3 ABME CHR2Z =510 IdPO| A2 =8tof & LICH 23 Chg HI7IM S E &8E

& 4 e

® Note
WorkSpaces Secure BrowserE At&3t2{H IdP A% 9| SAML 0{AMof subject EE=
NamelDE OH& 5t MZ&5HoF & LICtH IdP= Ol248t DHE S AHSo 2 e = J&LIC
Olz{et OHEO| SHIEHA FHEIX| ot ALSAE7L & 2=of| 23015104 MME Al&HE =
&Lt

E

WorkSpaces Secure Browserg At&35t2{™ SAML SEoil CtS Z2!0] !o{of FLiCt.
<SP Entity ID> % <SP ACS URL>2 Z& E& CLIE Sall ZHo| MH|A NSl Al
2 HE E= HEHOlE 2 MolM &2 = &Lt

- SY CHA2Z Audience ZtO| SP Entity ID2 A El AudienceRestriction E8I&.

<saml:AudienceRestriction>
<saml:Audience><Your SP Entity ID></saml:Audience>
</saml:AudienceRestriction>

- 22 SAML 273 ID2| InResponseTo 20| Z & El Response 221, oA:

<samlp:Response ... InResponseTo="<originalSAMLrequestId>">

+ Recipient Zt0| SP ACS URLO|1 InResponseTo Z{0| &2 SAML 2% ID2F Y x|5t
£ SubjectConfirmationData E&I&!. oilAl:

<saml:SubjectConfirmation>
<saml:SubjectConfirmationData ...
Recipient="<Your SP ACS URL>"
InResponseTo="<originalSAMLrequestId>"
/>
</saml:SubjectConfirmation>
WorkSpaces Secure Browser= & It2t0|E{2F SAML 0{ M E HEELICE. IdP AlZF
SAML o{dHo| 32 2 MIF 27} HTTP POST 2 £ =20{|M RelayState Tt2tO[E
2 HAISLE|oq Qlofof EfLICH @ 2 E0i SAML 0{&MHT SAMLResponse I}IZIO|E{Z2 £
g rlo{of ELICH Ol BHHE +->FMCHH o & 7kX|7F 25 {oof &FL|CH.

ID MZ YA T4 36



Amazon WorkSpaces Secure Browser

CHS2 IdP AlZF SAML XIS d&f|of| CHEF POST 22 Ol Al4LCt.

SAMLResponse=<Baseb4-encoded SAML assertion>&RelayState=<RelayState>

Amazon WorkSpaces Secure Browser0lAd £ IdPE AF& 57| I8 X|&

Z&ol chsl SAML HH2l|o|ME SHE2H| F8stE2d™ ot B 30|M ez AAEX|E= IdPe| M

BME HZstML.

ldP

Okta

Entra

Ping

One Login

SAML OE  ALSAt & IdP AlZF QI 2FH MEH o{dM ¢f Cd 23
2[7 0|4 = & 33 o2
=pS
SAML & A SR 2t oHZZ[7lol oHEElZol oHfEE|Fol oHEE[F ol
S dd =] Msgot dMsgot MHdsEO MHdSEO
HAF SAML  BJAF SAML  S4AF SAML  BHA}F SAML
e &=xE e 3= e &= e 3=
XA oS k= Al AE{ZZl0] SAML 23  Microsoft Single
2[7 0|4 ALEREA = ofE2| M =0l Entra Sign-Out
ks HdaM83  FAolMdo SAMLEZ SAML ZZ
ge CHEF Single g+ EE
Sign-On & o
A3t
SAML OHE  Users IdP A|&} PingOne PingOne SAML 2.0
27 0|4 SSOgd  for for Crl 23
7t st Enterprise ~ Enterprise O}
oM 215 oM &35
LY ME 3t E X[&
4 StLER?
SAML AF2  Onelogin  SAML A2 SAML AL  SAML AL2  SAML AFS
AXHEHA oe=s2 AXEA RAXEH AAXREFH  RXHA
dYE(ZD) EZAESK HEEa) 4YHEH@EZ) HEEs) 4EED)
(4266907) %7} (4266907)  (4266907)  (4266907)  (4266907)

ID MZ YA T4

37


https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-assign-users
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-assign-users
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-assign-users
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-assign-users
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-setup-sso
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-setup-sso
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-setup-sso
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-setup-sso
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-setup-sso
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-setup-sso
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/howto-enforce-signed-saml-authentication
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/howto-enforce-signed-saml-authentication
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/howto-saml-token-encryption?tabs=azure-portal
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/howto-saml-token-encryption?tabs=azure-portal
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/howto-saml-token-encryption?tabs=azure-portal
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/howto-saml-token-encryption?tabs=azure-portal
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/howto-saml-token-encryption?tabs=azure-portal
https://learn.microsoft.com/en-us/entra/identity-platform/single-sign-out-saml-protocol
https://learn.microsoft.com/en-us/entra/identity-platform/single-sign-out-saml-protocol
https://learn.microsoft.com/en-us/entra/identity-platform/single-sign-out-saml-protocol
https://learn.microsoft.com/en-us/entra/identity-platform/single-sign-out-saml-protocol
https://docs.pingidentity.com/r/en-us/pingone/pingone_p1tutorial_add_a_saml_app
https://docs.pingidentity.com/r/en-us/pingone/pingone_p1tutorial_add_a_saml_app
https://docs.pingidentity.com/r/en-us/pingone/pingone_p1tutorial_add_a_saml_app
https://docs.pingidentity.com/r/en-us/pingone/p1_c_aboutusers
https://docs.pingidentity.com/r/en-us/pingone/pingone_configuring_the_oidc_application
https://docs.pingidentity.com/r/en-us/pingone/pingone_configuring_the_oidc_application
https://docs.pingidentity.com/r/en-us/pingone/pingone_configuring_the_oidc_application
https://docs.pingidentity.com/r/en-us/solution-guides/htg_config_authn_req_sign_p14e
https://docs.pingidentity.com/r/en-us/solution-guides/htg_config_authn_req_sign_p14e
https://docs.pingidentity.com/r/en-us/solution-guides/htg_config_authn_req_sign_p14e
https://docs.pingidentity.com/r/en-us/solution-guides/htg_config_authn_req_sign_p14e
https://docs.pingidentity.com/r/en-us/solution-guides/htg_config_authn_req_sign_p14e
https://docs.pingidentity.com/r/en-us/solution-guides/htg_config_authn_req_sign_p14e
https://support.pingidentity.com/s/article/Does-PingOne-support-encryption
https://support.pingidentity.com/s/article/Does-PingOne-support-encryption
https://support.pingidentity.com/s/article/Does-PingOne-support-encryption
https://support.pingidentity.com/s/article/Does-PingOne-support-encryption
https://support.pingidentity.com/s/article/Does-PingOne-support-encryption
https://support.pingidentity.com/s/article/Does-PingOne-support-encryption
https://docs.pingidentity.com/r/en-us/pingone/pingone_c_saml_2-0_slo?tocId=aKUl0dlpyVDVw3PJmLIGGg
https://docs.pingidentity.com/r/en-us/pingone/pingone_c_saml_2-0_slo?tocId=aKUl0dlpyVDVw3PJmLIGGg
https://docs.pingidentity.com/r/en-us/pingone/pingone_c_saml_2-0_slo?tocId=aKUl0dlpyVDVw3PJmLIGGg
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://www.onelogin.com/getting-started/free-trial-plan/add-users-manually
https://www.onelogin.com/getting-started/free-trial-plan/add-users-manually
https://www.onelogin.com/getting-started/free-trial-plan/add-users-manually
https://www.onelogin.com/getting-started/free-trial-plan/add-users-manually
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced

Amazon WorkSpaces Secure Browser

ldP SAML OZ  AFSAt & IdP AlZF 21 % MH o{aM ¢t Ctd 23
2[7 0|4 = = 33t o2
A %A
= O
IAM XA SAML - AHA| SAML  RF&| SAML  N/A SHE AL N/A
dentity 200HZ2] 200iZE 2.0 OHZZ| =
Center 70| M Aol M Aol o
z z z
Amazon WorkSpaces Secure Browser2| IAM Identity Center 15 9% 74

IAM Identity Center ol FZR

£ B2ofgt ol &

2 IAM Identity Center& Z &1+ 2| oM LICt. CHSofl sHE 5t

fY@2)L
ME MEfgfLCH

« 1AM Identity Center= AWS 2|

- E N8t BR

ZEHN S AWS AHE 2ol FHELICH

el AY™S F%ﬁFE AWS OrganizationsZd IL|C}.

I E =X =}

IAM Identity Center 215 RS AFE5t0{ &l ZEHE MH57| Tof IAM Identity CenterE
UM =2 M™5Hok grLICt REMIEH LI 2 AM Identity Center0l| A EF £FQd A|ZF5HT|E & XS
= SAML 2.0 IdPE IAM Identity Center0l| 212& = U&LIC XtAIEH LIS 2|F ID XS %
ZotM. X fo™ o == €& AFSAtLE 2 &0[ A ELIct

0|0/ IAM Identity CenterE A&t QICHH IAM Identity CenterS M| S 4
EtAlof ek & ZEM MR EE 2ES F7t &l =& AMHE

SR Mestn ofeh

@ Note
0| 21& FEE AL235t24™ IAM Identity CenterZF WorkSpaces Secure Browser Z& AWS A|
o ot SUst 2loi lo{oF AWS 2| EfLICE. IAM Identity Center7t 1= 9| AWS A& EE =0
A= B2 EZF S f30i cist xX[&EE AWS Z|TIHE LICt REAIEH LHE 2 the section called
‘EZE QIS R HEE FXSIMAIR.

HHEE AHE35H0{ IAM Identity Center?t & & E!
S A Ol

Organizations<= /& LICtH,

| WorkSpaces Secure

=X
« |AM ldentity Centerg&

2]

Soll 2 xH dY

ID M3 74 38


https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html

Amazon WorkSpaces Secure Browser el dEAM

« 1AM Identity CenterE S3ll ¢ & &2

- ZIE H R ASKRH R OE FIt
=2

IAM Identity CenterE S35 3 & 44
IAM Identity CenterE Sall ¥ ZHE d45t2{™ CtF EAHE WELch.

IAM Identity CenterE S35 B ZEHZ M4dste{™

1. ACHA! ID M3 YA 280l 2=HE HM5t= S AWS IAM Identity Centerg AME4 8 L|CH
2. IAM Identity Center2 #H|& TS MEHFHL|CE

3. AEXA L OE &Y HOo|X|oM AFHEA 2/EEE OF B2 MENRLICE

4, E-HO| FIstei= AASAHEe OE Fof Eelgts MEghct

5. EZEHEZ YYE Folz AdZE AEXIT}HIAM Identity Center At X} O|F Tt A EE A& 3604

WorkSpaces Secure Browser0| 21218 = QU&LICEH

1. M8t ¢ ZEI2 IAM Identity Center 2£ 0] 2 E O EZZ|AH0|M2 2 LIAEILICEH
2. O|oZz|7lo|Mel 4ol MM ASHE{H ALO|=HIO|A O ZE|AH|0|ME MEHS T | ZEO| E A
O|E YUXISt= O|ES 7IT! R HEE oEZEI7o|MHdE & LICH
@® Note
EAl 0|5 ¢l2d5tX| ete Aole TEo| GUIDZI CHAl EAIELICH GUIDE ¢ ZE 9|
A=EXZQIE URL &of = IDYLICE.

7|& ¢ =0l ARt 25 S Ftst2dH Chs EHAHIE WELICH

ID M3l 7o %



Amazon WorkSpaces Secure Browser

7|& d 2= AEX X aFE FItetedH

WorkSpaces Secure Browser 2 & (https://console.aws.amazon.com/workspaces-web/home?
region=us-east-1#/)2 LIC}.

2. WorkSpaces Secure Browser, ¥ ZEHZ a2 MEiSt T @ T2 MEfE OIS MRS MElE
L|C}.
3. IDHMSUNM HHE U FIHASA Y IE €ZS MEFLICH 07| & Z=Hol AFERI2t I8
g2 F7te = JU&Lict
(® Note
IAM Identity Center Z2&£0| M= AF& X E= I8 F7HE = gi&LICt o] &2
WorkSpaces Secure Browser ZE | HE| H|0|X|0of| A =23l oF EFL|C}t.
o ZEo| A2 I8 BV e MA
H ZHo| A EAte OES EAHU M7HSie{H &P E AAEXR H|O|E0M XS5t 2HUS ASEL

—_ =
Ch ZEMIE LI 2 OHEE[7H0]4 AMA ZEIE BESIML.

=

@ Note

WorkSpaces Secure Browser X & 9| T
gi&LICt. 1AM Identity Center 22| T

- = —

Ho|X| M= AF2AF 2l 1
H| 0| X|of A o] Ztelg 43

o

£ EAHL MAHE =

4 x|
=
Al & of ErLict

St

Amazon WorkSpaces Secure Browser2| ID M3 x| & 244
ZEH0| 915 RS HMEX| MY 4 USLICH 0|8 %52 03 BHE LELICH

* IAM Identity Center0i| M EZ2 2 #Z524H the section called “E & 215

%_34”0.” M |:|=I =] E|-7:|| =
IE=y=y

—

Z 0l M IAM Identity Center2 #47Z335t24™ the section called “IAM Identity Center 215 F 5701 A
E‘éE.J THAE MELIch

ID MSUAM FE HEsHH BiZ5tE Ol 2|0 1520| ARLE + U2 T FQ MM AS2=2
S=EX| ef&LCh

ID M3~ T 40


https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/
https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-applications.html

Amazon WorkSpaces Secure Browser el dEAM

UpdatePortal O|HIEE ZAt5t0{ AWS CloudTrail & 3l ZHol CiEt At 5H SZA 28

A

-_—

‘_

g2 = + UELICE RE2 oHES 2 U SH HO|ZEMM & =+ U&

|CF.

Ao HERILIC B Heisiol T
E-I EHO-"A—I OlE—Io -| 4% I|:|_=|7<;|%EI- —#—E

]1*.22

- Dj2tz - ¢l 2= F-of 2 ID M3 YA d™o| giaLict
- 071 & - 2 =M A8 #HE Mg E Mot &Lt

jo
0z

-9 ZEd2 AFRE FH|7} Elo] /& LCt.

=
ZEo| g SEf7t Wit x| =[cH 158 Hx Z&EILICH

EZEHE2 M8 & WorkSpaces Secure Browser A EXZQIE 0| 21215104 %|F A XX EH ZE &
AO|EE ErAigh = Ql&LCt

the section called “ID M3 YA 743”0 A O] EtAHE o|O| 28t B<R0l=
Amazon WorkSpaces Secure BrowserOi| A 2 Z & HjZ O] EHHE $+&E

1.

WorkSpaces Secure Browser & & (https://console.aws.amazon.com/workspaces-web/home?
region=us-east-1#/)2 L|C}.

.

WorkSpaces Secure Browser, & &S x}toi|2 M5t T 2 =
7|8 MEHSHL|C}.

mjo
rx
gl
rok
jul
mjo
=
I

Ad-d H
-

O -

| I I — |
A EZHANEFZQIENM ZEHO| X|HEI URLE O|SEHLICH ¢ Z& ol
of #MHE ID M3UXM=E 2218t £ & TEHE AlRSE HMA
Mo Z AMEE £ Qo HEXT o LHEE &=~ U&LICH

NES

41


https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/
https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/

Amazon WorkSpaces Secure Browser el dEAM

4. WorkSpaces Secure Browser 21! H|O[X|ol| A 22Ql, SAMLE MEHSIT SAML A4 SH2
2dghct.

5. MM #H| & H 0|X|7} E AIZ|IH WorkSpaces Secure Browser AlA40| At E|= ZdLICH O]
O|X|& E 7Lt B=E5tX| Ot MAI.

6. 2 EEFRX{7t AFE|D A URLE HEtR M HM MHg Sall 28 E 7IE F7F % 0| EAIE
L|Ct.

Amazon WorkSpaces Secure BrowserOf| A & EZ & HiE

AEXE7F WorkSpaces Secure Browserg AtE e &H|7} &M CHE M S0llAM MEHSt0] Z=HE Hi=
ot
= .

« ALERE7HIdPOIAM EH MM E AIEE & UTS SAML O E E|71|O|A=| HOlIESolo ZHE =7t
LICt O] 22 SAML 2.0 £ IdPE At85t0IdP A% 2002l E2 & Sol e + AU&LICH
KEAMIEH LHE 2 the section called “E & 215 R "0IM SP Al 2 IdP AlZF SAML oM g &5t
M. £ SP AIZf 228 AHE35t01 IdP Al b4 AE AHERE K1Y SAML O E
cl7lo|Me MEE = A&LICH RtME 82 Sot3 & S

» &F B HAOIEO| ZH URLE F7tetn B2t
LHEh LT,

oI5 #EE M3
}.

- ZEH URLE MEXto|A o=z ELHHL EBtR KX &H|0|X| = SO0taz &2 ¢l ClHol&
2 FA Ch2F Lo

L
Hl
e
=3
e

42


https://help.okta.com/en-us/Content/Topics/Apps/apps-create-bookmark.htm

Amazon WorkSpaces Secure Browser el dEAM

Amazon WorkSpaces Secure Browser0f| A # Z& 2t

xS HYE o= O 2UE ssto 2" = JU&LICH

A

» Amazon WorkSpaces Secure Browser0| A & & MF HE £ 7|

+ Amazon WorkSpaces Secure BrowserOf| A 2| & T E|

+ Amazon WorkSpaces Secure Browser0|A{ 2 Z & AFx||

+ Amazon WorkSpaces Secure Browser0|A{ L& 9| MHH|A &EaF zHg|

o
+ Amazon WorkSpaces Secure Browser0|A{ SAML IdP E& RiQ!E 7+24 A0
+ Amazon WorkSpaces Secure Browser0| A AFE XA} HMA 22 M

(=)
+ Amazon WorkSpaces Secure Browsero| A E 2t X{ & ztg|

« Amazon WorkSpaces Secure Browser& /21 gt THE|7| 1A

« Amazon WorkSpaces Secure Browser0f| CHst M4 LY $4X|3} 74

« Amazon WorkSpaces Secure Browser0i| A IP HA|A X|o{ 22

rk

» Amazon WorkSpaces Secure Browser0{| A Single Sign-On 2 & T2 324 2t2|

« Amazon WorkSpaces Secure Browser0|A{ URL ZE{Z MH

» Amazon WorkSpaces Secure Browser2| &l &3

» Amazon WorkSpaces Secure Browser0| A AlA 2| CHAIEE AL

+ FIPS 9IE Z QIE & Amazon WorkSpaces Secure BrowserE AF235l0{ & S OO|E{ ES
+ Amazon WorkSpaces Secure Browser0| A CIO|E{ 25 A ztE|

+ Amazon WorkSpaces Secure Browsero| A =3 28 Xi|o{ 2|

Amazon WorkSpaces Secure Browser0|AH 2 & ME HE 27|

P

I ZHMT HE

2edm o BAE mELCH

-

WorkSpaces Secure Browser & & (https://console.aws.amazon.com/workspaces-web/home?
region=us-east-1#/)2 jLIC}.

2. WorkSpaces Secure Browser, 8l ZEHE x}oi2 MEHSI T 2 X EHE MEHSICIS ME HE &2
7|& MEHFILICE,

i

ZE MR HE 27| 43


https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/
https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/

Amazon WorkSpaces Secure Browser el dEAM

Amazon WorkSpaces Secure BrowserOi| A ¢ Z& TE

P
mjo

ZEHE HElstedH ohs HAE WELoh

—

WorkSpaces Secure Browser & & (https://console.aws.amazon.com/workspaces-web/home?
region=us-east-1#/)2 L|C}.

2. WorkSpaces Secure Browser, &l Z&HE &2z ME{et T @ =S ME{s Of S HES MEH

L|C}.
@ Note
HESIZ A s R AlZH AN HEsE RE 84 T AMo| SA| ZRELC.
ABRHE oizdo| B7io DR A MAIS AlStel2{pd ChA| @iZdsiol SLICH BRI C M,
T Mg MBS 27 CIHOIAR QIafol CHE 17 AP S MRS A wimy Al MSE
HMELICH $R 24 HMMS 10| B7IX| SbaLICh 24 Mol AT ALRRHE o
72 21 A Mo HAZIE m7hx| M Abgol WEe wrx| ot
o —
Amazon WorkSpaces Secure Browser0i| A ¢ Z & AFK

o XS MXstedH ohs BAE WELch

1. WorkSpaces Secure Browser 2 & (https://console.aws.amazon.com/workspaces-web/home?
region=us-east-1#/)2 JL|C}.

2. WorkSpaces Secure Browser, 2 L& Rt&i £ MBSt o xHS MEHFH CHS ATKIE MEHE
L|CF.

Amazon WorkSpaces Secure Browser0| A ZEO| MHH|A &rE2F

e

= MASHH BlAA AFRO] CHE 7|2 AMH | %EI- CHEKA[EHOIEL L E £H)0] AWS HIMAIS O 2 MAE
| €

LICF AWS MH|A. 2[Rt F 7HX| 22 S 21 Qo{oF 3tH, AFHE A& X|§5H7
2 S2i0F ¥ 25 &Lt 0] F 7hX| BT 2 BlF0IM MAE 4 ol o T S0t 2t B0

OI'U

MAE 7tstt 24 QlaA fEcz XY = e o SA| MM +LICE AWS £ 2] Service
Quotas H|O|X|0{A{ Olof| CiEF B7HE Q¥E + JU&LICH

CHS Eol= 7|2 MHl& €5 Bt 7t Lot U&LICH

L
Hel
e
e
12}

44


https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/
https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/
https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/
https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/

Amazon WorkSpaces Secure Browser

HMAWS 2|1 H Lo 7|2 g9 4
= A= 3
Z|cH S Al MM - standard.regular 25
Z|CH S Al MM - standard.large 10
Z|cH S Al M| - standard.xlarge 5

HL
FO

24 Service Quotas H|O|X|E HX5IMIL.

Zt 2lro| Aol 2B E MUl 2FFES

/A Important
MH|A stetak
ZHoi| M MH|

(=]
[
=1

©
o

st
st S7HE Q-5 oF g LICH REAIEH LH& 2 Amazon WorkSpaces Secure

Browser IE ZQIE 3l st 2 S XM 2.

|

« Amazon WorkSpaces Secure Browsero| A MH|A & &2 F7} 2 &

« Amazon WorkSpaces Secure Browser0|M & 57} @ ™

Amazon WorkSpaces Secure Browser0Ol| M Z|CH SA| MMH 571 271

Amazon WorkSpaces Secure Browser2| 8t T 0

Amazon WorkSpaces Secure Browser2| 7|E} MH|A &2

2. MH|A BtE &7IE MEdstL|Ct.

45


https://us-east-1.console.aws.amazon.com/servicequotas/home/services/workspaces-web/quotas
https://docs.aws.amazon.com/general/latest/gr/workspacesweb.html
https://docs.aws.amazon.com/general/latest/gr/workspacesweb.html
https://console.aws.amazon.com/support/cases#/create

Amazon WorkSpaces Secure Browser el dEAM

/A Important
WorkSpaces Secure Browser AH|A S &2k 5t HHof
2lAATH 2R B 24 AWS 2T ME|A 852 Z7HE 6ok &Lct RHA]
gt LIS 2 AWS MH|A AEZQIEE EEFAAIL.

3. A Abel MToIM CHe HEE Qe
. f B 4+ 5718 ¥ ool o] 2laA RS XKD, AWS HH D, B77} Ho#
21T, M BT 22 ZESHAIAIR
. 20 S Al MMl B718 235t FRols ol BlAA RS KAWL, AWS A D, E7H7t
Tost ol 8 ZHARN, M BT 28 TSR,
4. (M= A T 5718 S0l Q&M 28 Mol stLtol BT F7t

Amazon WorkSpaces Secure Browsert|AM 28 57} 2 H

TS MblAo| 7|2 2la2glLch ZF ZHE SAML 2.0 ID MBS QB U HIZJH  2E=
of CHEH U= XIZ K 7tol T alLch 2t ZHols WEol XY Hal x| BT} ALK} AN
ol g 4 oD HElRE YHtAo 2 SUS Bl o2 HHol EHS MAdstod ChYE ALS At
8 AIZIHLICE 018 Sof 28 Adlis M2 TRl Yol SRS 9 i TS HIF HEo| BE 5
3 2] AFO|E 0]l THE! QA& HEHS RIB 5D, 1 —z— Bofl= URL TIEY 10| 2t QIE{Lof CHE A
A HEE MBY 4 USLICH XIMEE ZE AWS EIT0IM ZHS M4 £ ASLICH #R) Mul2

t84 g #elstedd 2[TE AWS ME[AE ’.'5.2.58} 1.

1. ¥ste 2IZ0M Service Quotas HO|X[& LT}
2. 9 EE 4£E MENEHLIC

3. HAMEEZolM 7 L2 MEistLICH

4. srehEF 7F S7loM Rete & sterake QladstL|c)

Amazon WorkSpaces Secure Browser0| M Z|CH SA| MM 571 2F

zZ|cH SAI MM 22 L=Hol|l SAlol AZEE = U= ZICH AHS K = LICH ZICH SA| Mo CHE
MH|& S st 7t Mot H dEE(o] UX| oW AERV 208 M MMEE MEE = 8l 8

EZHBIIHE 46


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://us-east-1.console.aws.amazon.com/servicequotas/home/services/workspaces-web/quotas

Amazon WorkSpaces Secure Browser el dEAM

S7h WY £ UALICH O MElA TS Sals 7 QloIE D22 VPC W MEU0) 2/ch S Al Al
M2 XIHE 4 s SEE P 20| K| =Holsof FLIC

mr
o
o
rr
o
[>
rm
[>
30
oo
[=)
:uol—_'
on
Q'I_l
rr
Hel
o
ont
ﬁ
]
ofn
>
=
g
4
i
rx
Jm
o
r
o

1

2

3. A% £ZF0IM 57 288 ML
4 z =

(® Note
OiF 2 £ 212 B7tol W AulA #EZ 7|= 1o|x|2 0|5 3tod 20| AE] Hof
Rl 2B MEHET X|H AFRIE HZIB CHS AL Aball Q/EE ZIZ Aol ost HlE A
EIot 23 E E¢E FIHEUCH ol 2= MH[A Blo| 29| Mz=2(& Hatn HHol
S 8 ¥Sstcs ol m=0| Fulch

Amazon WorkSpaces Secure Browser2| &t 0

o & E0{ Z2|At7} O|F SR(HZX|L[o} S2)0|M & 125H| AASXIE <l F 7He| & ==Hg 74
ot UCtT 7H-s EZaLct & 2HE MMSHT| Mol ZElRts 100Ee| AFEAHE K| §5HAH &
Sl B ZR(Z Y A)2 AEELICE Ol2{8t A8t 2 ZEEE HAEE M ZE|Rte MM 5o 2
C|Q Y HIC|R AEZ|YUS X|Ht7| fa XL QIAHA RYO| Hstctm EHEHELICH & Hmi & =
SH(ZE B)2 ZICH 25O AL X7 1 VPCHIM S ARIE|= EH X 2 m| o] X|of| HMAE 5= QU
T & X|5Hok ELICH O] At& AtE|E HAEE M #E|Kte EZE QIAEHA KFO| O] AL ALEIE |
%%

of =~ QUCtm EHEFRFLICE

EZRHAS F2 HEIRtE MHIA EEE 7 2E S MEstod XL QARA SR E 2™ 7[E22(F, 5
7)ol M 1002 = =cdoF FLICH 2tz 2|H #E|xte 8 2HE HESto] 8T S €8¢ + J&LIT
ZEBO| E2 #ElXtE €T B7HE ¥ otx| gt T + U&LICH &, aiE EIToM & 2
AHA fEo| CHet 7|2 €EF 0] 250(7| & LC.

Service Quotas H|O|X|0f| L} HE! 7|E} §FHE &Qlstn S7HE QUE &= UELICH AXNZ CHEE
o| nZHE O|g{8t St B7IE QHE LRIl GR&LICH olgdst EE ™2 3 A £2 HIZO0|2l= 5 7t

Xl f¥oz 2R,

Btz of 47


https://us-east-1.console.aws.amazon.com/servicequotas/home/services/workspaces-web/quotas
https://us-east-1.console.aws.amazon.com/servicequotas/home/requests
https://us-east-1.console.aws.amazon.com/servicequotas/home/services/workspaces-web/quotas

Amazon WorkSpaces Secure Browser ot MEM

= g 32 B - ol OiEt MH|A EYFE S7IE MESHH 1R THS ddsie o 22
3t 512l BlAA 7 AFS2E S7FHEHLICE 0= Service Quotas I 0| X|of] BFAEILICH o & E0{ T E
2 3MAHM 57HE SEI=8 @F5tH HEt Kt AF& X M Z 50 CHaH AMH|A EEE0| 37H0M 5
W2 RIS R S7tefuct 2o et 5t 2ElAAE RHAFSSHHLE ME Mge = &Lt
EEH 00| CIE 2|l4aA SO L HIE2 =2le A8 AMEIE &2 = JU&sLICH o Sof &
2lXt= Ft ZH LE2 HAESH Y| @5 EEFR XM dH =8 5% + A&t o248t Mu[A &Y
FES AME|HEE AEX|[T o[ ELICH
Hg &30 42, A" & st ol 27 Q10] Service QuotasOll EA|T|= HIE St E ZHE e
7t gL,

Amazon WorkSpaces Secure Browser0| A SAML IdP E& M!S
Z+74 x| o4

WorkSpaces Secure Browser ZEHE T =&t Ar&Xt= 23015101 AEZ|Y MME AlEFE = UEL
Ct. 230I8t X| 52 0|2tel B E M|t ZE MM AlZ HO|X|of|AM A|ZHEILICH ZE2 ID M3
UA(1dP) EEE & 2l5I0 HMME AIZHE [ AL XA 22t R1F 2T HAIX|IE EAIEX| iR E &
HefLIch 58 IdP E20| 8l AEXtE AL8XE O|F, &% X CHE AUFMFA)(ME AHE)E

5to] AER|Y MME AlZFatoF BLICH AFE X7 OlO] IdP E= St IdPE ES &= ol 2218t
0 SAML IdP EE8 448t dol= 20 ot 152 Q& SHK| of&Lch

%

S &8 SAML IdP EZ20| = AH8XHE WorkSpaces Secure Browser0l] M| A& 4~ Q& LICE.
SAML IdP EZ& RfeIE st ol 22 2+ 42 Mo{g = J&Lct

SAML IdP EZ RiQIZ 7+Zd A|od

1. SAML IdP MBS UANE S8l IdP M|St AlZtE M™EELICH AFEXH7F 2 2t25ts o 228 7t
H W2 AU2Z |dP MIEH AlZHE 75l Zdo] E4LLCE

Oktaof CHEt AHM|EH LIS 2 =2
Azure ADOY| CHB REAIEH LIS
Mol CHEt REAIE LH82 Al
of CHEt REMIBE LI 2 MM 7|7F A7 2 AWS IAM Identity Center® Z5HA(2.

&2 2 RF MBH AlZEgfS A-EELICE o] 2t AFEAL

O3 Wo rkSpaces Secure Browser M0 B2 &&= AM
FEAtE MM AEj(EE B, ME X ef2 3 2

2.  WorkSpaces Secure Browser Z & 9|

H
o| O}x|at A5 B2 A|MT} H|E Ao 2

Atolel AlZhE MofErLIct MMo| Sz x| H

>..

SAML IdP EZ ®QI5 48


https://us-east-1.console.aws.amazon.com/servicequotas/home/services/workspaces-web/quotas
https://help.okta.com/en/prod/Content/Topics/Security/healthinsight/session-lifetime.htm
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-session-lifetime#configuring-authentication-session-controls
https://docs.pingidentity.com/bundle/pingfederate-93/page/pqn1564002990312.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html

Amazon WorkSpaces Secure Browser

el dEA

=, 7|18 8)8 1 CtS MMOo| A|ZE [ M2 AEfZ EotZrLICt RFM[EH LI 2 the section
called “2| Z & M O| 5EHHE EZSHAAIL.
® Note
Ar2Xtol MM M3 Alzto| ZIHE|RFIECIE ALKl H &8 SAML IdP E20]| 9l &
2 M WorkSpaces Secure Browser M2 A|ZH5t7| |5 AL XL 0|81 S E Q=g
L7t i&LICH EE KRS W2 Xo{st24™ O|™ BHAHQ| oHLHE mHELICH
Amazon WorkSpaces Secure Browser0| A AFE X} HMHA 224 M
x4
S
MEX HMA ZHE MHEFI04 A X O|HEE 7|88 £ Q&LCH
« M4 A|ZF - WorkSpaces Secure Browser M|419| A|ZHS FE A|EFLICH
« M4 B F - WorkSpaces Secure Browser M40 S22 & E A|ELICH
« URL EtM - AL X}I7F EE8H URLE 7|5 &Lct.
® Note
URL EtM 2= HEIRK 7|E0|M 7|SELICH HEl2 X 7|50 7|2 x| &2 URL(AIZ
S REZ UEHMAHL HEFR X 7IE oM 44X E URL)2 2101 7| E|X| t&LICH 221
XM HAMol el Al 2R ZEE SHAMEX| ofL|H HE 7|5 AXE SHAMEX|l= o] AHE
L|C}.
O 242 ZF o|HES| HEJF L FELICEH
- O|HE AlZH
- AEXEOIE

o Z&™H ARN

11 ZH2 WorkSpaces Secure Browser AtE 1t 2245101 HA4e = Q= HANAH HA EXE
WorkSpaces Secure Browser A& 0| 2& #E HE U A HE &35 & MY US

AER MM A 2 A

49



Amazon WorkSpaces Secure Browser el dEAM

o= of=2|7i0|M LHO| A £=3liE

= 252 Zstod 2ol WorkSpaces Secure Browser AFE S 2
LIE{&sts n8F 2| HEHE A =

WorkSpaces Secure Browser ZE0| M ALE AL HMA 2T E &4 3+5H Amazon Kinesis Data
O

StreamsOA 20| 21tE + U&LICH 230 ciet XFMIEH LI 2 Amazon Kinesis Data Streams
2= HRFAAR.

WorkSpaces Secure Browser & 0| M AL X HAM|A 2L B35 2{H AFS A HAMA 220
CIOIE{E s=4l5t= Ol A& & Kinesis Stream IDE MEAEILICEH 7|SE CI|OIE{E s AERIOR &
M HEELICH

Amazon Kinesis O|O|E{ AE 2] Mo CHEt REM[EH LIE 2 Amazon Kinesis Data StreamsZt? MME
HESIAAIL.

(® Note

WorkSpaces Secure Browser0i A 21 & == £15t24™ 'amazon-workspaces-web-*'2 A|ZF 5}
& Amazon Kinesis Data StreamO| ?!0{0F &L|Ct. Amazon Kinesis H|O|E| AE Z{0{= AMH
= 4535171 THA UHLE HEH & 4535 AWS 223 7| o & AL2sHok gLt

Amazon KinesisOl|l M M & 25 3H& A5t 2ol CHEF REMIBH LI =2 AMH & ¥ S35t
Al S B MME XS AL,

A

« Amazon WorkSpaces Secure BrowserQ| Ar&XF HMH|A 2 o

Amazon WorkSpaces Secure Browser2| AFE A} A|A 21 0f

A=)
m

Validation, StartSession, VisitPage, End Session2 L &35t04 At 7t58H 2t O|HIE S| of = CHS
&Lct.

Zt O|HIEo|= g et &4 ZeHELCtH
o timestamp= Y2|Z= HHelol o Z3 AlZte 2 ZEEL|CH
- eventType2 =AILE Z & ELICH

« detailsE CH2 json Zx| 2 T &HELICH

- portalArnZ} userName Validation2 A|2|8t ZE O|HIE ol Z&HELICH.

23 oA 50


https://aws.amazon.com/kinesis/data-streams/pricing
https://aws.amazon.com/kinesis/data-streams/pricing
https://docs.aws.amazon.com/streams/latest/dev/introduction.html
https://docs.aws.amazon.com/streams/latest/dev/getting-started-with-sse.html
https://docs.aws.amazon.com/streams/latest/dev/getting-started-with-sse.html

Amazon WorkSpaces Secure Browser

{
"timestamp": "1665430373875",
"eventType": "Validation",
"details": {
"permission": "Kinesis:PutRecord",
"userArn": "userArn",
"operation": "AssociateUserAccesslLoggingSettings",
"userAccesslLoggingSettingsArn": "userAccesslLoggingSettingsArn"
}
}
{
"timestamp": "1665179071723",
"eventType": "StartSession",
"details": {3,
"portalArn": "portalArn",
"userName": "userName"
}
{
"timestamp": "1665179084578",
"eventType": "VisitPage",
"details": {
"title": "Amazon",
"url": "https://www.amazon.com/"
1,
"portalArn": "portalArn",
"userName": "userName"
}
{
"timestamp": "1665179155953",
"eventType": "EndSession",
"details": {3},
"portalArn": "portalArn",
"userName": "userName"
}
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 RestoreOnStartupURLs - A E2tX{ & 0| A2 mfoict ¥2l= & Ho|X|§ Fgehict
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https://chromeenterprise.google/policies/
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1. HIAE THE7|IE QLiCt
2. CIS HIAEE SA5t0{ HIAE TE|7|0of 204 E&LICE

{
"chromePolicies":
{
"ManagedBookmarks":
{
"value":
[
{
"name": "Bookmark 1",
"url": "bookmark-url-1"
1,
{
"name": "Bookmark 2",
"url": "bookmark-url-2"
1,
]
1,
"RestoreOnStartup":
{
"value": 4
1,
"RestoreOnStartupURLs":
{
"value":
[
"startup-url"
]
.
"ExtensionInstallBlocklist": {
"value": [
"insert-extensions-value-to-block",
]
1,
"ExtensionInstallAllowlist": {
"value": [
"insert-extensions-value-to-allow",
]
.
"ExtensionSettings":
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{
"value":
{
"insert-extension-value-to-force-install":
{
"installation_mode": "force_installed",
"update_url": "https://clients2.google.com/service/update2/crx"
"toolbar_pin": "force_pinned"
},
}
},
"AllowDeletingBrowserHistory":
{
"value": should-allow-history-deletion
},
"IncognitoModeAvailability":
{
"value": incognito-mode-availability
}

a. F7tsteds 2 S0t32| name & url 7| &2 value 7|0 F7HELICEH
b. bookmark-url-12 https://www.amazon.com=Z AHEL|CH

c. bookmark-url-2& https://docs.aws.amazon.com/workspaces-web/latest/
adminguide/2 M EFL|Ct.

"ManagedBookmarks":
{
"value":
[
{
"name": "Amazon",

R&M: A8 XY Hetex] Ha JY
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"url": "https//www.amazon.com"
.
{
"name": "Bookmark 2",
"url": "https://docs.aws.amazon.com/workspaces-web/latest/
adminguide/"
},
]
},
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a. RestoreOnStartup2 42 MAYELICt O|FH 5t™H URL 52 0= RestoreOnStartup &
Ho| MYELICH AR URLAMIM CHE U2 A E =& UELICH RHAIEH LHE 2 Chrome 2IE

Zolo|x HA SES AESHAAL.

b. RestoreOnStartupURLsE https://www.aboutamazon.com/news2 A& gtL|C}.

"RestoreOnStartup":

{

"value": 4

1,
"RestoreOnStartupURLs":

{

"value":

L

"https://www.aboutamazon.com/news"

iy

3. A7 EEIR X 7|5 AAISHR| 25t =5 WX[5E2{T AllowDeletingBrowserHistoryE
falseZ MAELICE

"AllowDeletingBrowserHistory":

{

"value": false

iy
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4. NHEXO| A3 S 2E HMHA MEHS 1124 IncognitoModeAvailabilityE 12 AMEL|C

"IncognitoModeAvailability":
{

"value": 1

[

5. CtS EXE AF&8st0{ Okta EC11218 A™HstT ME gL

« ExtensionSettings - HEtRX] AlZf Al &E T2 S AXIFLICH & T2 O3~ 712
Okta E2t{12 =2 HO|X[0|M &2l £~ Q& LILCE.

« ExtensionInstallBlocklist-S& &% T2 20| MX|L|X| AT S
Ch * ZtI2 A5t 7|Exo2 R E stxt x2S HFX[E £ Q t
ExtensionInstallAllowlistOiA &{2¢& &% NMo{g 4= YU&LICt.

« ExtensionInstallAllowlistE S EMH & 2732
ExtensionInstallBlocklistg& *2 MMM O Z Okta EE{12l ZtE 047|0i F715t04 &

gLt

Okta £2{1212 747| @It o Al HH2 CtE Z &L

"ExtensionInstallBlocklist": {

"value": [
o
]
},
"ExtensionInstallAllowlist": {
"value": [
"glnpjglilkicbckjpbgcfkogebgllemb",
]
.
"ExtensionSettings": {
"value": {

"glnpjglilkicbckjpbgcfkogebgllemb": {
"installation_mode": "force_installed",
"update_url": "https://clients2.google.com/service/update2/crx",
"toolbar_pin": "force_pinned"

}
}
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5l HA JSON It 2 ¢ z=Ho| Y2E

1. WorkSpaces Secure Browser & & (https://console.aws.amazon.com/workspaces-web/home?
region=us-east-1#/)2 L|C}.

2. WorkSpaces Secure Browser2 B3t CtS 2 Z=S MEHEHL|CH

3. ¥ ZEHEg MENE Ot g WES MEfsLI

4, M Mg MEISHCHS JSON THY M2 =8 MEfshL|ct

5. O} MEHZ MEHSHL|CH JSON IS &tol MEfSI D Y2 =g ct

6. MZ&(Save)= MEAEFL|CH

Amazon WorkSpaces Secure Browser0{A{ 7| Eh A ™ HE

AMH] MZ 37| 230 WorkSpaces Secure Browsere 7|2 HEIR X HME D E ZEol| ML
Z& 27| £= JSON YEE=oM X|Hsts HH Qo= MEELIC ChE2 AMH|

{
"chromePolicies":
{
"DefaultDownloadDirectory": {
"value": "/home/as2-streaming-user/MyFiles/TemporaryFiles"
.
"DownloadDirectory": {
"value": "/home/as2-streaming-user/MyFiles/TemporaryFiles"
},
"DownloadRestrictions": {
"value": 1
.
"URLBlocklist": {
"value": [
"file://",
"http://169.254.169.254",
"http://[fd0O0:ec2::254]",
]
},
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"URLAllowlist": {
"value": [
"file:///home/as2-streaming-user/MyFiles/TemporaryFiles",
"file:///opt/appstream/tmp/TemporaryFiles",

]
}
}
}
DS g WA HWHE £ gaLin
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WorkSpaces Secure Browser2| 7| &2 3! 82| x| o A|

CMKoll= CtEx 22 7| 2o 2 grLict

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"

1,

"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"

1,

"Resource": "*",

}

WorkSpaces Secure Browserd|= CH& T8t0| 2 grL|Ct.

* kms:DescribeKey - MIZE AWS KMS 7|7 2HI2H FHEIRA= K| & QIELCt
Ke

« kms:GenerateDataKeyWithoutPlaintext % kms:GenerateDataKey- AWS KMS 7|€ &
stof & ot =815t of AL ElE ClojE| 718 AL
« kms:Decrypt - ¥E3tE C|O|E{ AWS KMS 7|E sliSst= 5 7|& ™ELICH o|z{et Ho|E Z7|=
Clo|EE & =36t Ol ASELICH

« kms:ReEncryptTo ! kms:ReEncryptFrom- KMS AWS KMS Z|0{AM EE= KMS 7|2 M S 3}

£ 583t 7|1& 2 ™ELICL
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon WorkSpaces Secure Browser

AL AIBElE HEs HEAEN = #4 aws:workspaces-web:RESOURCE_TYPE:id &4{9
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"Condition": {
"StringEquals": {
"aws:SourceAccount": "AccountId",
"kms:EncryptionContext:aws:workspaces-web:resourceType:id": "resourceId"
},
"ArnEquals": {

"aws:SourceArn": [
"arn:aws:workspaces-web:Region:AccountId:resourceType/resourcelId"

iy

(® Note
ZlAA MM Mol ™A 2|AA ARNO| o} & £E2XY5HK| tea 2 7| HAol=
aws:SourceAccount ZZ10F AL 3l OF ELICH 2lAA MM Z0|l= aws:SourceArn &

kms:EncryptionContext 2712 Z&SILF 7| DMS YUHIO|EE = U&LICH

aws : SourceAccount’} Z&E Q| X|Z CMK 7| Z4=H 0o Al

"Version": "2012-10-17",
"Statement": [

4

{

"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
I

"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-services.html.html
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"kms
"kms
"kms
"kms

]I

:GenerateDataKeyWithoutPlaintext",
:Decrypt",

:ReEncryptTo",

:ReEncryptFrom"

"Resource": "*",
"Condition": {
"StringEquals": {

aws:SourceArn %! 2|AA o=t =E 7 TEHE HHQ| X|X CMK 7|

"Version":

"aws:SourceAccount": "<AccountId>"

"2012-10-17",

"Statement": [

7

{

H2 of Al

"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt",
"Effect": "Allow",
"Principal": {

"Service": "workspaces-web.amazonaws.com"

+

"Action": [

"kms:
"kms:
:GenerateDataKeyWithoutPlaintext",
"kms:
"kms:
"kms:

"kms

1,

DescribeKey",
GenerateDataKey",

Decrypt",
ReEncryptTo",
ReEncryptFrom"

"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:workspaces-web

:<Region>

:<AccountId>:*/*"
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}

aws :SourceArnO| L& El 2| X|™H CMK 7| =& 04| Al

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
3,
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"
1,
"Resource": "*",
"Condition": {
"ArnLike": {

"aws:SourceArn": [
"arn:aws:workspaces-web:<Region>:<AccountId>:portal/*",
"arn:aws:workspaces-web:<Region>:<AccountId>:browserSettings/*",
"arn:aws:workspaces-web:<Region>:<AccountId>:userSettings/*",
"arn:aws:workspaces-web:<Region>:<AccountId>:ipAccessSettings/*"
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aws:SourceArn 2! 2[4 A QtUEFIE EncryptionContext”t L& E #H2| X|& CMK 7| == of
Al

0

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt portal",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
.
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<AccountId>",
"kms:EncryptionContext:aws:workspaces-web:portal:id": "<portalId>>"

"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt userSettings",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
I
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"

1,
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"Resource": "*",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "<AccountId>",
"kms:EncryptionContext:aws:workspaces-web:userSetttings:id":
"<userSetttingsId>"
}
}
3,
{
"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt browserSettings",

"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<AccountId>",
"kms:EncryptionContext:aws:workspaces-web:browserSettings:id":
"<browserSettingsId>"

"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt ipAccessSettings",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
I
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
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"kms:ReEncryptFrom"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": '"<AccountId>",
"kms:EncryptionContext:aws:workspaces-web:ipAccessSettings:id":
"<ipAccessSettingsId>"
}
}
},
]
}
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A& A2t @38t 0| 04745| WorkSpaces Secure Browser 2£2 A& = QTS 51242 WorkSpaces
Secure Browser ConsoleAccess 5 ReadOnly AWS #2188 M2 AE{E|of AL LICH REAE
LIS 2 IAM At AEMO| AL Rt H HEF FIHE B ZSHMIL.

A X7} Amazon WorkSpaces Secure Browser0l| CHEH AHAO| HEHE 2 £ U E 5
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o

Ol oMI= IAM AFEAE7F RF &I ALE R} IDOY| AZE Qltel & #E[B ME = & USSR 5i83t=
BHE ddst= YLHE 2oiF LT o] Mol= 20| == AWS CLI EE= AWS APIE AHE 5104
Z2IaeiY YAz 0| s 2trE 4+ Qe WEto| ZEELICH

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
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A
« AWS Et2|E EA: AmazonWorkSpacesWebServiceRolePolicy
X

« AWS 22| &2 AmazonWorkSpacesSecureBrowserReadOnly
« AWS Et2|E EA: AmazonWorkSpacesWebReadOnly
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WorkSpaces Secure Browser| A AL X}IE CHAISH0{ &

AmazonWorkSpacesWebServiceRolePolicy Hx& |AM 2l
ZAELICH RFMIEH LHE 2 the section called “AH|A 24Z
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=
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O| H%EH2 WorkSpaces Secure Browser0ll M At&5t7{Lt & E|5t= AWS AH|A D 2|4 A0 CHEE A
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« workspaces-web - WorkSpaces Secure Browser0i| M AFE3H7HLE B 2|5t= AWS MH[A 2 2|4
A0 CHEt HMAE F{EFLICH

.

« ec2-EHoF FA7t VPC, MEY A 718 S AT, HELZ QEEO|AE 4o, 4T A 4
Mstn HEXH3T E{Ho|aol i E XIHstn, FAE HEsHHLE €4 alixstn, 2t  Elol&,
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeAvailabilityZones",
ec2:DescribeNetworkInterfaces",
"ec2:AssociateAddress",
ec2:DisassociateAddress",
"ec2:DescribeRouteTables",
ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpoints"
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iy
{

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/WorkSpacesWebManaged": "true

"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
I
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"WorkSpacesWebManaged"

"Effect": "Allow",
"Action": [
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AWS 22|

"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/WorkSpacesWebManaged": "true"

"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/WorkSpacesWeb",
"AWS/Usage"

"Effect": "Allow",

"Action": [
"kinesis:PutRecord",
"kinesis:PutRecords",
"kinesis:DescribeStreamSummary"

]I

"Resource": "arn:aws:kinesis:*:*:stream/amazon-workspaces-web-*"

M- AmazonWorkSpacesSecureBrowserReadOnly

AmazonWorkSpacesSecureBrowserReadOnly HA S |AM £ 0t 2150f 1Z2E &= ¢!
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0| 422 AWS Management Console, SDK 2! CLIE &3 WorkSpaces Secure Browser

Yl 5 &S0 CHEt HMAE 586t 27| T8 HEtS Ro{HLICH 218 REe=E
IAM_Identity_CenterE AF25to{ TEHI} 4% X5t o 28 HEH2 o] Mol =& =|X| ot
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« ec2-EoH FX|7FVPC, MELY EHot O F 8 MHITE
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51& & LICt. O|= WorkSpaces Secure
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Secure Browser9_| AWS ZZ2| 2£0M A—II:IIA oF &7 At /= Kinesis C|O|E{ AEZIZ EA|

ot= Ol AHSELICH

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"workspaces-web:GetBrowserSettings",
"workspaces-web:GetIdentityProvider",
"workspaces-web:GetNetworkSettings",
"workspaces-web:GetPortal",
"workspaces-web:GetPortalServiceProviderMetadata",
"workspaces-web:GetTrustStore",
"workspaces-web:GetTrustStoreCertificate",
"workspaces-web:GetUserSettings",
"workspaces-web:GetUserAccessLoggingSettings",
"workspaces-web:ListBrowserSettings",
"workspaces-web:ListIdentityProviders",
"workspaces-web:ListNetworkSettings",
"workspaces-web:ListPortals",
"workspaces-web:ListTagsForResource",
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"workspaces-web:ListTrustStoreCertificates",
"workspaces-web:ListTrustStores",
"workspaces-web:ListUserSettings",
"workspaces-web:ListUserAccessLoggingSettings"

1,
"Resource": "arn:aws:workspaces-web:*:*:*"
},
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"kinesis:ListStreams"
1,
"Resource": "*"
}
]
}

AWS 2|% HA: AmazonWorkSpacesWebReadOnly

AmazonWorkSpacesWebReadOnly &2 |AM IDO]| Q12 & &= Ql&LICEH

O] &2 AWS Management Console, SDK & CLIE &3l WorkSpaces Secure Browser

U ST B4 FS0l et UMAS 518 5Hs 9f7| M HEts RoiFLch ¢15 Rz
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&LICt o|zq8t HehE ¥2ii™ o HEEZ AWSSSOReadOnly 2t A& g LY.
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« workspaces-web - AWS #2| 2&, SDK 2! CLIE &3H WorkSpaces Secure Browser 2! slig &

& S0l Oigr 27| &8 HMAE MSELICH

« ec2- 2ot FA7F VPC, MEH! Eot IS MBS EF 5 LICt O|= WorkSpaces Secure
Browser2| AWS # 2| Z2&0M MHu|Aet &7H AF8E = U= VPCs, MEY U Hot &S E A
= Ol AASELct

« Kinesis - 29 F&|7} Kinesis C|O|EH AEZIE LIY¥E = UL E F{EFLICH Ol= WorkSpaces
Secure Browser2| AWS ZH2| &0 HU|A2 E7H AF2E £ Q= Kinesis DIO|E{ AEZE EA|

ot= Ol AHSELICH

"Version":
"Statement":

{

"Effect":

"2012-10-17",

L

"Allow",

"Action": [

]I

"Resource":

"Effect":

"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:

"Allow",

"Action": [

GetBrowserSettings",
GetIdentityProvider",
GetNetworkSettings",
GetPortal",
GetPortalServiceProviderMetadata",
GetTrustStore",
GetTrustStoreCertificate",
GetUserSettings",
GetUserAccesslLoggingSettings",
ListBrowserSettings",
ListIdentityProviders",
ListNetworkSettings",
ListPortals",
ListTagsForResource",
ListTrustStoreCertificates",
ListTrustStores",
ListUserSettings",
ListUserAccesslLoggingSettings"

"arn:aws:workspaces-web:*:**"

"ec2:DescribeVpcs",
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"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"kinesis:ListStreams"

1,

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://aws.amazon.com/privatelink
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
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{
"Statement": [
{
"Action": "workspaces-web:*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
}
]
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"Records": [{

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "111122223333",
"arn": "arn:aws:iam::111122223333:user/myUserName",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"
1,
"eventTime": "2021-11-17T23:44:51Z",
"eventSource": "workspaces-web.amazonaws.com",
"eventName": "ListBrowserSettings",
"awsRegion": "us-west-2",
"sourceIPAddress": "127.0.0.1",
"userAgent": "[]",
"requestParameters": null,
"responseElements": null,
"requestID": "159d5c4f-c8c8-41f1-9aee-b5blb632e8b2",
"eventID": "d8237248-0090-4cle-b8f0-a6e8b18d63ch",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "111122223333",
"arn": "arn:aws:iam::111122223333:user/myUserName",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"
1,
"eventTime": "2021-11-17T23:55:517",
"eventSource": "workspaces-web.amazonaws.com",
"eventName": "CreateUserSettings",
"awsRegion": "us-west-2",
"sourceIPAddress": "5127.0.0.1",
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"userAgent": "[]",
"requestParameters": {

"clientToken": "some-token",

"copyAllowed": "Enabled",

"downloadAllowed": "Enabled",

"pasteAllowed": "Enabled",

"printAllowed": "Enabled",

"uploadAllowed": "Enabled"
},
"responseElements": "arn:aws:workspaces-web:us-

west-2:111122223333:userSettings/04a35a2d-f7f9-4b22-af08-8ec72da9c2e2",

"requestID": "6a4aal62-7clb-4cf9-a7ac-e0c8c4622117",
"eventID": "56f1fbee-6ald-4fc6-bf35-a3a71f0l6fch",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

]
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lcon Title Description
3 Windows Move between windows or launch additional browser windows.
Launch L o . .
i additional Launch an additional monitor window with a separate browser window. Then drag to
monitor your secondary monitor.
window
x Full sereen  Launch a full screen experience view.

L/ - Activate mic input for the session. Use the down arrow to select from a list of
. I [ )
é v Microphone available microphones.

Q v Webcam Activate webcam for the session. Use the down arrow to select from a list of
available webcams.

Access the General and Keyboard menus. From the General menu, toggle between
light and dark mode, activate the keyboard input selector (for changing the keyboard

@ Preferences language), and switch between streaming mode or display resolution. From the
Keyboard menu, change the option and command key settings (on Mac devices), or
activate Functions (see below).

End your session, view performance metrics, access Feedback and Help, and learn
about Amazon WorkSpaces Web. End Session ends the Amazon WorkSpaces Web
session.

Performance metrics displays the frame rate, network latency, and bandwidth
usage graph. This information is useful for administrators when investigating issues
with the service.

8 Profile Feedback provides you with an email address to share feedback to the Amazon
WorkSpaces Web team.

Help provides you with access to Frequently Asked Questions, such as how to use
the clipboard, microphone, and webcam during the session, or how to troubleshoot
launching an additional monitor window. From help, you can also launch the tutorial
or user guide.

About provides more information about Amazon WorkSpaces Web.

& MNeotifications Get one-click access to session notifications.

Access clipboard shortout descriptions, links to set the command key preference,
-1 Clinboared and troubleshoot clipboard permissions from the local web browser. You canuse
. P the content preview text box to test clipboard functionality. This icon only displays if
clipboard permission is granted by your administator.

ETRESAE 141
From the files menu, you can upload content to the remote browser. Once uploaded,
D Files you can rename, download, or delete, as well as create folders in the temporary file
menu. All files and data in Files are deleted at the end of the session. This icon only

displays if Files permission is granted by your administator.
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