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Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access to

virtual desktops

How it works

Amazon WorkSpaces Thin Client

Create WorkSpaces Thin Client environment,

Get started Order devices [A

Pricing

You pay up front fior the WarkSpaces Thin Client
device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client
fleet in the WorkSpaces Thin Client management

Console and emails

Amazon WorkSpaces Web,
them to end users

or Amazon AppStream 2.0
in desired AWS Region
to associate with
‘WorkSpaces Thin Client
service

and easy-to-manage
access 1o virtual desktops

and log into their virtual WarkSpaces Thin Client
desktop environment

console.
Admin management flow
nmore abo kSpaces Thin Clien
i¢ing [
{
J(
Al <
Amazon WorkSpaces S Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains

fleet and controls
access through device
management service

enabling users to securely access virtual desktops.
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* Amazon WorkSpaces

* AppStream 2.0

* Amazon WorkSpaces Secure Browser

los
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Ell © Amazon WorkSpaces Thin Client P ©
Cost-effective, easy-to-manage thin client to securely access AWS End User Computing services.

WorkSpaces Thin Client > Environments

Environments

This is a list of all WorkSpaces Thin Client environments that you manage.
v Getting started

To create an environment follow the steps below. We recommend reading all the necessary steps before proceeding.

Enter your environment details Select your virtual desktop provider Send the activation codes to your device users
Create a name for your environment. This name should be descriptive and unique. Oryou may  You will need a service to provide your users access to their virtual desktop and compatible Once your environment and virtual desktop service are set, you will be provided with a unique
choose to use the default name. You may also add users and groups to your environment. resources. Amazon WorkSpaces Thin Client can be set up with WorkSpaces, WorkSpaces Web, activation code for your set up. Provide this code to users for them to access their virtual
or AppStream 2.0. desktop.
Environments (6) info C Actions ¥ Create environment

Environment connects virtual desktop to the device.

Q, Find by attribute or keyword 12 >

Name v | Virtual desktop service v | Virtual desktop service ID [2 v | Activation code v | Device count Time created v
(o] Environment 01 WorkSpaces d-00000000 gheltpas 1 October 16, 2023, 20:38 (UTC-07:00)
¢] Environment 02 WorksSpaces d-00000000 ghiSrax1 1 October 13, 2023, 11:38 (UTC-07:00)
e} Environment 03 WorkSpaces d-00000000 ghl13e0p 0 October 03, 2023, 21:22 (UTC-07:00)
o Environment 04

(3 CloudShell  Feedback ©2023, Amazon Web Services,
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TR} OFLU A

ol @oto| 2t @0t 1 &S WAlo| Ligh

=
« OOF
L
- JIM HAIE BEME EE
O OF
e . |
9 MlIMoi|MHE WorkSpaces ¥ 2EI0|HE
S ®
Summary

DRK Environment - Mon, Aug 7, 2023, 16:03:41

Virtual desktop service

WorkSpaces Web

Virtual desktop service ID

Always keep software up-to-date
Yes

Maintenance window start time
00:00 (Device local time)

Maintenance window end time
03:00 (Device local time)

Maintenance window days of the week

Sunday

L2EZEQ|0{E T4 up-to-date 7 K|

BEe F2 7|sol cHe 7HEH

A&LICH

8 M=stH WorkSpaces Ml 2210|2AE E&0i HEE 2F0l Ciet M7 E27F ZAIELICH 2
£0| 2t 30lM A Est= 7He Olaa & S0l Chet MEF HEX EA[ELICH

ro
=
FO
M
Pl
oH
o
C
[l

Time created
August 07, 2023, 16:04 (UTC-04:00)

Time last modified
August 07, 2023, 16:04 (UTC-04:00)
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Element

x| 22| 71zh AlEF Az
Xl 22l 7|1zt BE Alzt
#xl el 7zt 2d
Az

El C|H}o|A

4o Alzt

te dA3E B8 ME

WorkSpaces 4 Z2}0(2A
g 42 Moist= chet

A4 04

= O

N AHS AZEH0] UCIOIET} ABHElE Al
zreluict.

s 2ZEL|o{ UO|O|EV} 2t 2 E|l= OIF 2
AZHLIch.

AHS AZE0] YCI0IE 7t UAFHE UL
=

O| &+Hof HMASHE WorkSpaces M 22}0]9A
E ClHiolA 9| =lLCt,

E #7274 HAIE QIEHolA0IM AYELICH 2t 2EH0lAE H

mi2tole| ME7} U&Lich

Amazon WorkSpaces C|ZEZ| MF HE

Amazon WorkSpaces| A
M oa3ES d45t

LICH.

WorkSpaces directory details
Directory 1D
abc

Directory name
XyzZ

Element

CIEE{Z] ID

Al Z|= Amazon WorkSpacestl 2
AlstistLICt CHS Eolle MR MEQo| Z

5tod

O|HE &2 CIMEEIE A8
] Ltdzo] U&

Ao

Registered

® True

Organization name

Name

Status

® Active

Directory type
Simple AD

x
0%

o
o
0%
Acl)
2

ZAEl Amazon WorkSpaces C|ZE

rig
o
x
Hr
0x
HT

23



Amazon WorkSpaces % 22}0|HE

TR} OFLU A

Element

CIEEE| ol&

x% 0|5

Cl2eiE 98

ofn

=
=

SE A7

Amazon WorkSpaces Secure Browser & M|&

WorkSpaces ! £20|HE
83504 7t olaags Mdsta

o1 A& LICH.

WorkSpaces Web portal details

Name
Custom Web Portal - Mon, Mar 06, 2023,
12:00:51 [4

Time created

Ad404
=o

0| Amazon WorkSpaces C|ZE{ 2|t A2 E 11
5 ARt LICt,

Amazon WorkSpaces C|HEE|E Mo{5te= =
£o| o|& Lt

Amazon WorkSpaces C|ZE{2|2| & AIQlL|Ct.

0| Amazon WorkSpaces C|HE{E2|2| S5 0%
LCt.

0| Amazon WorkSpaces C|ZEIE{Z2|7} &4 AMEH
OIX| 045 lLC}.

A H

S

#7342 Amazon WorkSpaces Secure BrowserOf| A A T|H ¢ ZEHE
aAldgLct ch3

= =
Eo= M5 MEO| ZH QAQ RHE HFAIQ| L}

= o

Web portal endpoint

March 06, 2023, 13:50 (UTC-05:00)

>
0%

.|

[
r

0| WorkSpaces Secure Browser 3 &1} ¢4
(&)
e

inl _|H=|7;|.OI|_||:|.

n

0| WorkSpaces Secure Browser ZE 0| 24
SRt AlZHILIC.

A DA & &40 HMHASHE O AFEElE
URL S L|C}.
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AppStream 2.0 M8 HE

WorkSpaces 4 20| E &322 AppStream 2.0 HE AEHO|M AAE|0] 7t AT E 2 A/ dG6t
T AELICH O ZollsE MR HEQ| ZF A9 A& HAIO| LIPE[0] &Lt

AppStream 2.0 details

Stack name 1dP login url Time created
Xyz https://abc.com [4 Thu Jun 08 2023 10:26:29 GMT-0700 (Pacific
Daylight Time)
Element HE
AEH Q|2 O| AppStream 2.0 AEHT} HAZAE 17 AlSIXt
L{Ct.
IdP 2321 URL AppStream 2.0 A0 2301 & 2302 st=

Cl AR &= AHE 3YH S SR URLYILICEH

Ad Al O| AppStream 2.0 AE40| M E Smet AlZhHe
LICH
B2 M

AlZFStEdH 2t ClHFO| A0 AWS %5 AL AH ZFE MHIATH ZQEFLICH WorkSpaces 44 2210[4
EE= CtE MH[AE AFSELICH

- 2 E C|BEE2[E &8 Amazon WorkSpaces

gHEl AEHZ SF AppStream 2.0

e mo
I
e

FAE &8t Amazon WorkSpaces Secure Browser

7|& 8ol MH|AE EEotHLE M MH[AE ddsl{of EFL|CH.

o
o
0z
0x
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 Amazon WorkSpaces

» Amazon WorkSpaces Secure Browser

» AppStream 2.0

2EA: Tt HATE

A-SRtolH 7ty a3 &
Ct.

o
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/A Important

WorkSpaces A Z2}0|1E EE|At 2&0| MOHE 2 S5tc{H AAR-O| EH F A2 &
OfF &fLICH Olt{et @F ME2 A 2 3 FHof LEZ&E[of AU&LIC

2 ddst7| Tol A|lAE0| 0|28t 27 ME S SFst=X| =elgfLict

T

o

Amazon WorkSpaces AF2

Amazon WorkSpaces._ WlndOWSg A ME2|YE O AIE 7S MHIAR, X|HE|E 2 E C|HO|A

1. Amazon WorkSpacesE At235t2{M™ CFS

o
9'|_|
I
M
1
02
il
L
n

- JHCIS 8t730] AI25t24= CIZE{E|E MEISILICH EECIR S22 S AL A Z=
E ArE5tod CIREEIE 1:'.'&'1gF = &Lt

« WorkSpaces C|EEZ| 84 HES MESt0od CIREE|E 4 LICH WorkSpaces CIRIE 2|
& gol cHer REMlet LHo:WorkSpace Cl2EE oEl2 2 X5MS.

).

2. BB YEHES MEfELICH
HES dEg W LS| MF HEE BHEY = J&LICH RS 82 2 E HE S HEstMe

AppStream 2.0 A&

AppStream 2.020|A & HE2IRXZE OlA3 & oHEE70|MHME2 AEZ|Y AWS St= O A E = U=
2t zhe|™ 2ot ol E2lA oM AEE|Y MH|A LT

/A Important

AppStream 2.0 &

E stz =

M54 cli_follow_urlparam2 falseZ AZX3HofF g LICt. O]
LIct.

% o

- 7|2 ZTZEIO| A2 aws configure set cli_follow_urlparam falseE AEEIL
Ct.

« O|&0|ProfileName®l Z2EO| B2 aws configure set cli_follow_urlparam
false --profile ProfileName=2 AT LICEH

1. AppStream 2.02 HH5te{H CtF & StLIE A& LICE.

TEERUP 27

ot


https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
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Amazon WorkSpaces #l 220|HE
- O CHE #3801 AtE5tE e ABE MEISILICH EECHR S8 ML AM EEE A
g5to] ARS HME = &L
- AE MH HES HE5t0 ABE M/HTLICH AppStream 2.0 A B4 d4dof| CHEH RRAIEF LIE2
AEH NS HESIAMR
2. I1dP 232l URL Z=of ID 32X 232l & 23012 URLE U=FLICt Ol Sall AASRt=
WorkSpaces 4l 22I0|HEN| 2015t 2a0FRE £+ Q&LICh
3. EEEMBHES MEFLIC
EE2 dyet T LS ME HEE HEE = UELICH RHAE 82 &2 HEZE T sHAl
2.
Amazon WorkSpaces Secure Browser A&
Amazon WorkSpaces Secure Browsere 7|E 2 E2tX LHO| AFEXI04|7| oHHEH | 7|8 /{3 2
= 3 MH[A™ A2 Z EQ0{(SaaS) OHE 27 0]M A Al N33t s *5E XS 2z2lHE
WorkSpaces 2 & /L|C}.
1. Amazon WorkSpaces Secure Browserg AH3l2dH CtS & stLIE & LICH
- BE0AESE W ZHS MEELICH EECR S5 HASHHLI AM ZEE AISSto{ @ =
HE AMe = A&LIC
« WorkSpaces Secure Browser 2 HHE S MEASt0] B ZEHES MEFLICt WorkSpaces
Secure Browser 2 L& Mo Cist RtA[EH LHE2 Amazon WorkSpaces Secure Browser &
He #xstMlL.
2. B3 dEHHES MEiELIC
EE2 dyet T LS ME HEE HEE = JUSLICH AtAE 82 &2 HEZE T sHAl
2.
A ClHIO|A ALS At H M8 = ME
B8 UMY dAIE MHIAE AHESIHE AWS ZHE| 220 Aol Cigt 1 /E &8s I EE
A Elulct,
M Z2t0|AE ClHO|A AHERIO|H O] EHME I EE ASstH NG
A&LICE.

WorkSpaces
5104 7t AT Eoi HMAE =

e
o
0z

0x


https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setting-up.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setting-up.html
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
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Devices

ZF WorkSpaces ¥ 220|E 2|5 AL X0l H =

e odaas g8 & 2etel elaso] ddsts

=

M& ClHto|A Tl /&LICH O] C|HFO|AE AWS ALO|E 2| WorkSpaces A 2EI0|1E EE|A} E£E
Soff 2r2[E Lt
Ol 2&0iM BlE QF CIHtO|AE FEE + A&LITH
CIHIO|IA S &
HEQITo| ZE ClHolAM tHal ZEE 4 QU of2f ThatOlElet £33 4 s & x| o] &
&Lch.
DEViceS Info Order devices [
This is a list of all end user devices that you manage, including information about the user logins for each device.

Devices (1) ‘ C H Actions ¥

Q, Find by property or value 1 &

[} Device ID A Device name v | Activity status

O GO723HO08 @ Active

< >
ClHIO|A S5 MF HE
ClHto|A Q| mietnlE7t HEE ?ls LIAE LICH o ole 9ol Z 248t 1 53 WA0| Liet
A& LICH

Element HE

C|HHO|A ID 7 ClHto|Ao| EE & A #HE el

ClHO|A O] & (M= ALY ClHFO[A 0l Foist= n&7EF OIF

LICH.
23S dH ClHholA o T SEHRILICE CtE 22 & 7F
x| SEf7F QA& LICH

Devices 30
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Element =l
o M -X|Lh7d Sot B 0|4 HES| =0
HAZGE|RELICE
- HIEY- X7 St HEXF o (ALK
eit&Lct.
== Aej ClHtOlA T MHEIT, 0l AWS AHH Tt HAAE
01 e, §d erdo| UL 2IX| FlgfL|ct
CtZ & Bl & stLtY = A&t
- SEE - 7|2 dEfLCt
- S8 FA -ClHO|ATI MMEHE U S5 F4
T2 Mol &Lt
(® Note
ClHO|AT} S8 F |4 HENQI B2 A
ANg = &Lct.
- Deregsitered - C|HIO|AT 3 ™Mo 2 &5
FAEIRA&LICH
(® Note
C|HO|AT} S8 FA S E= S5 F
2 F HEfQl ol T C|HtO|AE 4
ANg = &Lct.
- O}7tO|EH - C|HtO|A T} Ot Z}O[E E[R}A& L CH
E24& 1D O| C|H}O|A T} AAEl Bt Aol Al ILCE
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Element =
AZEQ|AH EF ClHO|A AZ EQo{o| #H &4 AEfQILICH
CI2ot 22 5 7HX| &Ef7F U&LICEH
- #HES
- 7 0

Element AN

A4 #Elsts ZE ClHHo|AE ZHANELICE

M=z 1E ClHIO|A S8 ME D ELICH

M HE 27| ClHtO|A ME HEE E AR LICH

LS s ClES cdE = A= EEOR S5 gLt

- C|HIO|A O|& HE
. E2 XA
« Archive(E &)

- ClHIO|A HE HE LHELHZ

ClHlo|lA =2 CIHIOIA T2 T2 MAE A|&FEFL|CE

=X

. ClHFOlA MIE HE

- C|HtO|£& OIF HE

. ClHOIA RAE 3 S8 4

« C|H}O|A H &t
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E ZHE|RF OFLE A

o C|H}O|A AFK|

- C|HIO|A MR HE LHZLHT|
=
ClHIO|A M[F HE
C|HFO|AE MEHSEEd WorkSpaces A 22+0|01E Z2&0l HEE C|HIO|A 9| ME HE7F EAIELICH
2o ClHolA0 HIEXST 8 U HZE ¥ Fxlol Ciet M M2 EAELICH
S|
e OOF
R |
- ClHO|A ©F
- NBXHES
O OF
=L
2 °F M40{ M= WorkSpaces M ZEt0|HE C|HEO|A S| FQ T[S0 CHEr 7HEF MRl I & MSE U
Ch OHE ol 2942 Zf 24 T & Y40 Lttt J&LICH
Summary ©
Device serial number Environment ID Current software version
ARN Enrollment status Scheduled for software update
[m] Registered 2.81
Enrolled since Software compliance
Device name September 27, 2023, 20:33 (UTC-07:00)
Last logged in
Device type October 07, 2023, 03:09 (UTC-07:00)
Last posture checked at
Activity status March 19, 2024, 17:53 (UTC-07:00)
@ Inactive & Not checked in for past 7 days
Element HE
Clutola 3 HE i ClHfolAof EEE Al HE L
ARN Amazon 2|4 A O|&(ARN) & A10| C|HFO|A0
CHet R AlGRFQILICH
ClHtOlA MI& HE 33
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Element
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o
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i
i

HEol| AZE %5 AEXR ClHIO|A S| RE Y

LICH

O| ClHto|A 9| T &EfULICH F 7HX| Ef=
ChSa Z&Lch

O e
0z

=

T

ClHtO|ATE AL otE Bt E 2 Al #H3 QLCh.

I:II:II-OI/\7|- *"“EI j_Ti,OIAWS 74|7g p A4 E|

=
|
=
|
ZAMA0 U&LCE
=
|

Z|AE -ClHIO|AV MEBXoz 5 F|

(@ Note
ClHiO|AT S5 FAE E= 2
SEQI Z0T C|HO|AE AT A

= A& L

- Of7tO|EE - ZrE[At7t0| ClHIO|AE JHXH M
HIA =0| ot Zdo 2 EAISHALICH
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Element

obx[aF 232l

oM Obx[ete 2 & QlEl LA

AE2X 23

User activity details (5) info

A4

= O

M zl2 2ael It & A[ZFRiL(CH

7tE 2ol ClHIO|A M= R Imt & AlZFL
CtH.

O| C|HFO|A M 34X AHE S AZE Q0] H
HMeluct.

CIHFO|AO|A of 2 El Az E Qo A LICE

LT EQ0] NET REE
7

x| #QlgLIct ChS
22 F 7HK| HEf7H A& L

Ct.

| Export details | C

Q. Find by attribute or keyword

| <> @

Device accessed on

August 28, 2023, 21:46 (UTC-04:00)
August 28, 2023, 18:18 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)

August 24, 2023, 09:33 (UTC-04:00)

CIHIO|A ME HE
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Element =l
Orx|2 ClHFO|A HM|A O| C|HIO|A 7} O R[S 2 AFREl IR AlZE
iLCt,

ClHbol& M

Clutola ol mtetnlE{7t AEE Plo LFEELICH OFE EoleE 2 240 O & E4{0| LIFE0] /U&
LICF.

@ Note
Clutola ME HE = Cluto|aTt 22+2) Zef it do|o|EELICt Cluto|A T 2 Z 2R
SEfR 2 LF HEI =& SEfTt ofd &~ /d&LICH
M= 2 HEL=Z
WorkSpaces M 22}0[21E C|HIO|A M|F HE = ClHIO|A | HIER{T A0 CHEt 7HR & MSE L
Ch CHE o= 2 240 O 5& 40| Lh&dx(o] [U&LICH
Device settings info
Last synced on: October 21, 2024, 14:28 (UTC-07:00)
v Network
Connection type Local IP address
Status Gateway address
@ Connected
Element HE
of ofx[2te 2 S7|3HE z|& ClHtolA MHo| 2&1 S7(8HE Emet
AlztdLlct.
o474 o354 C|HIO|AOIM At 5t L-IIE—‘?—H A '?réo:'lo:!L—l
Ch @128 82 o|HY EE= Wifid &= JU&LICEH
SE A7 HIE 23 9| dEfRLICH. EIHPOI 7t X A4
|04 Q7L K|t 202 O|LHOl| HAZAEl B ArEN
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Element

2HIPFA

HOIEHNO| A

Bluetooth 2! F84 & x|

WorkSpaces 4l Z20|HE

ChS Zols Z 24t a s Y

v Bluetooth and peripheral devices

Bluetooth
@ Enabled

Connected peripheral devices (5)
Name

Logitech USB Receiver Mouse

Logitech USB Receiver

Plantronics Blackwire 5220 Series

Plantronics Blackwire 5220 Series

UVC Camera (046d:0825)

Element

Bluetooth

AZE = ClHtola

I:II:II-OIJ\ M=

nx
0%

d
-
e

\l

ZE'c 2 EAELICH HESIT ¢4Z20] 20
A Z20{X|H AEfTF BHZF E[0{ C[HIO|A T}
E{ullof OFx|2to 2 HAZA=l 0| ZAtEl AlZt
FEAIELICE of: 202 Mof otX|ZHe= 44

ol © 19 [
H L O
>.

e
[P

E HEIZo =24 IP FALICH

1§
\

1E HELZ 2| Ho|ESO] FALCH.

£ ClHtolAof HZAE FHH Fx|e| S5 NI LICH

&Lt

=
Type
Mouse (USB)
Keyboard (USB)
Speaker (USB)
Microphone (USB)
Webcam (USB)
A4 04
= O

C|HFO|A Q| Bluetooth A ENRILICH & 7FK| AFEH
= ct2at 24t

O e
0x
tol

&=

e
0x

Logitech O R AR} ZH2 HAZAEl T
1 OFRAUSB)St 2 HAE FH & X[o

¥ ==L

ClHFO|A M HE
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M A EM 2E

Zt WorkSpaces ¥ 22I0|91E C|H}O|A0E MM RETJ}F Q&LICH CHS EollE0| 2=o| AEf7} LI
A x[o] AU&LCH.

v Power and sleep

Turn off display after
Never

Element ==
0|& C|AZgo| 17| C|HFO|A T CIAZR0|E 1= HIEd AlZHIL]
C}.
ANEXES

ol Role & ClHio|A 0| A I AL HEol CHEr 27t ZAIELICH CHE EoE0| 2090l 2
27t LhEE|o] /J&LICH.

User activity details (1) . ( Export details ;@
1 @

Device accessed on v User ID v Virtual desktop service ¥ Virtual desktop service ID v IP address v Session ID

March 06, 2025, 16:43 (UTC+01:00) sld-demo WorkSpaces d-123456abcde 2a02:-ad46a:9b7c:... gw2-BaB8e81

Element HE

ol A HAM|ABH ClHFO|A ClutolaTt g dstEl I & AlZFL|CH.

ALEXHID ClutOo|A 01 HMASHE ALERES| Al 1S QL
Ct.

7t dla3E AMH|A ClHIO|ATE AL StE 7HY HIATE MH|A L
Ct.

7t4 clA3 & MHEIA ID AMBAet AZE Tt HATE MH|AIDHE
2ILICt.

P =4 ClHto|A 0 AMASHE IPL| A #HE lL|C.
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{
"Statement":
[
{
"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
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"Effect": "Allow",
"Principal": {"AwS": "*"3},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"

}
}
},
{
"Sid": "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt
data",
"Effect": "Allow",
"Principal": {"Service": "thinclient.amazonaws.com"},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:SourceArn":
"arn:aws:thinclient:region:111122223333:*",
"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333;:*"
}
}
I
{
"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
},
{

"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
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"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

"kms:Describe*",

"kms:Get*",

"kms:List*"

1,

"Resource": "*"
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"encryptionContext": {

"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"
}
CtS2 ClHto|A &S5t HEIAEQILCE

"encryptionContext": {

"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"

}
DLIEHEE fIEt 55 HHAE ALE
CHEE 12 2™ 7|8 AHE 5o WorkSpaces E’-EPOI‘HE %é 3 C|HtO|A HIO|EE & 385t
ZAMBZE I 200/ AS53 HEAEE AIE5tod T 22 717t A8 ElE YAIS AEE =
= UaLCt &5 35 ZHAEIAE = AWS CloudTrail EE = Amazon CIoudWatch LogsOlM M E E0]
& LtERELCEH
A33 HARAEES ALEstod T2 £h2[H F|of| CHEr HAM|A Ki|od
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{
"Sid": "Enable Decrypt to access Thin Client Environment",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:environment/environment_ID"}
}
}
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CH2 ol = Amazon WorkSpaces DescribeKey#l S2I0|HE7I 12 22|H 7|2 &5 3HE O|o|E
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DescribeKey

Amazon WorkSpaces % 22}0|E = Describekey S AFE35104 KMS L2 2|3 AWS 7|
= 20l3tL|C}.
= 1 L-Hd-

CH2 oflAl O|HIE = DescribeKey X4 7|5 & LICH

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l"
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2024-04-08T13:43:3372",
"mfaAuthenticated": "false"

},
"invokedBy": "thinclient.amazonaws.com"

}I
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"eventTime": "2024-04-08T13:44:227",

"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": "Management"
}
GenerateDataKey
Amazon WorkSpaces % 22}0|21E = GenerateDataKey 22 At&3510{ CIO|EHE =38
L|C}.
CH2 oAl O|HIE = GenerateDataKey A2 7|5 &rL|C}.
{
"eventVersion": "1.09",

"userIdentity": {

"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {

"sessionIssuer": {

"type": "Role",
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"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-04-08T12:21:03Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
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"1234abcd-12ab-34cd-56ef-123456SAMPLE"

"vpce-1234abcd567SAMPLE"

Amazon WorkSpaces 4 22}0|HE
"thinclient.amazonaws.com

"sharedEventID"
"vpcEndpointId":
vpcEndpointAccountId"

"Management"

"eventCategory"
HEE M85t

=os

GenerateDataKey (by service)
%E}OI.O_*EH GenerateDataKey X{Z C|HIO|A
&toq CllO|E{& & 3 & &hLCt.

Amazon WorkSpaces
ALE
2 Sid "Amazon WorkSpaces ! Z2}0|HE MH|A 7} O O|E

GenerateDataKey &2
O| GenerateDataKey X4
U S35t T §{8"2 AF& 304 KMS 7| ¥ F oM 5{&ElLct
12 7|5t

= =

ol

CH2 oil Al O|HIE = GenerateDataKey X4

{
"eventVersion": "1.09",
"userIdentity": {

"AWSService",
"thinclient.amazonaws.com

Iltypell :
"invokedBy":

"2024-04-08T13:03:562"
"kms .amazonaws.com",

}I

"eventTime":

eventSource":

"eventName": "GenerateDataKey",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com
"thinclient.amazonaws.com",

"userAgent":
"requestParameters": {
arn:aws:kms:eu-

"keyId": " :
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF

encryptionContext": {
arn:aws:thinclient:eu-

+4567890abc123D+efl=="
"aws:thinclient:arn"
west-1:111122223333:environment/abcSAMPLE"

},
numberOfBytes": 32

iy
responseElements": null,
"ff000at-00eb-00ce-0e00-ea000fb0fba@SAMPLE"
"ffO00af-00eb-00ce-0e00-ea@00fbOdfba®@SAMPLE",

"requestID":
"eventID":

"readOnly":
"resources":

true,

L
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{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

Decrypt

Amazon WorkSpaces % 22}0|E = Decrypt XS AF&35t04 CI|O|E{E S = 3t&fLCt

CHZ oAl O|HIE = Decrypt U2 7|5 ErLIC.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",

arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l1",

"accountId": "111122223333",
"userName": "Admin"

},

"attributes": {
"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"

iy

"invokedBy": "thinclient.amazonaws.com"
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},

"eventTime": "2024-04-08T13:44:25Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890@abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
I
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
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Decrypt (by service)
WorkSpaces Al Z2}0|21E C|HIO|A 7 #Z3 £ CIHFO|A HE o HMASHH Decrypt 2HHS
A835t0o{ Cl|O|E{E S5 sH&LICt. O] Decrypt 22 Sid "Amazon WorkSpaces 4 Z2+0|HE
MH|A7}O[O|EE 5 &tetn 55355IE S 51&"2 AF&5t0{ KMS 7| A 2ol M S E LCt

CIS oAl O|HEEE S3ll £21E Decrypt 2UE 7IE&LICH Grant

"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abc123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
1,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
1,
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ca@00fb0dfba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

]I
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"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": '"Management"
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JSON
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"
]I
"Resource'": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
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{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
}I
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

o| |7;1|'— IAM A|.SOZ7(|.7|. 7(|.A 9_| |._<Ez;(|. |D01| of7dE| O] E|.O| ol n|-E|é=| x-la'cH%

HMZ HM5t=E SHE 20iELICH O] Aoz E2&0|MH E= AWS CLI EE= AWS APIE A8 5104
Z2Je|Y HAC20| HYE 2EE = Ue Heto| ZEELICH
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
A BH 78 HA o &
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"Action": [

1,

iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

"Resource": "*"

WorkSpaces !
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JSON

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource": "arn:aws:thinclient:*:*:*"

"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"

"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]
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"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]

}I
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

AWS Amazon WorkSpaces I Z20[21E 0 CHEl 2|7 A

gE A
I AlEio| IS8 17 2Ha|5d A=Y

1
50
I
r

2 ct. 7F 2H2l3 3ol HolE HEtS AWS (o]
PZE BE 2ot T A BYMSA, 28 L Aol ¥
A 2 1

|ZFE|7{L} 71Z MHIA0 M AP EF Y

AWS 2| H2: AmazonWorkSpacesThinClientReadOnlyAccess

AmazonWorkSpacesThinClientReadOnlyAccess M2 E |AM 20t 2150 HAZHE £
A& LICH o] HEE2 WorkSpaces ¥ 22t0[HE MH|A L T SE4J0d| CHEF T HAM[A
TehE Fo{LICt of 2™ E&o chst AtMIEH LHE2 AWS #EI1-E E& & X 710[=2]
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« thinclient (WorkSpaces ¥ 22}0|HE) - 2 & WorkSpaces ¥ 22+0|1E 2Fdof CHEt 17| ™
8 HMAE 58 LCt

- workspaces (WorkSpaces) - WorkSpaces C|2E2| & 44 HES MIFE = U= HEH S 3¢
L|Ct. O]= WorkSpaces Z|A2A 7} WorkSpaces 4 Z2+0(9A
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- workspaces-web (WorkSpaces Secure Browser) - WorkSpaces Secure Browser Z& 3! At
S MEE2 MEE = U= HEH2 518 /LTt Ol= WorkSpaces Secure Browser 2|2 A7F
WorkSpaces ! Z2t0|1EQ F 2tE|=X| 2 2l5t= Ol AFHEELICH WorkSpaces ¥ ZE2}0|1E
AWS 2&0] o[zt 2| AAE EAlStE Ol AHSELICH

+ appstream (AppStream 2.0) - AppStream 2.0 ABHE MHE £ Qe HEHE SHBELICE Ol
AppStream 2.0 2|4 A7t WorkSpaces ¥ 22H0[HE St 38t E|=X| & Qlst= o AFSE LCH
WorkSpaces 4l 22I0|HE AWS E2£0] 0|24t E|AAE EAlSl= O L|C}
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientReadAccess",

"Effect": "Allow",

"Action": [

"thinclient:GetDevice",
"thinclient:GetDeviceDetails",
"thinclient:GetEnvironment",
"thinclient:GetSoftwareSet",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:ListEnvironments",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

1,

"Resource": "*"

},
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"
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},
{
"Sid": "AllowWorkSpacesSecureBrowserAccess",
"Effect": "Allow",
"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"
1,

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks"

]I

"Resource": "*"

AWS & 2|8 H3: AmazonWorkSpacesThinClientFullAccess
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WorkSpaces Al 22}0|21E AWS 2201 0|24t Z[AAE FE A

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowThinClientFullAccess",

"Effect": "Allow",
"Action": [
"thinclient:*"
1,
"Resource": "*"
},
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"

I
{

"Sid": "AllowWorkSpacesSecureBrowserAccess",

"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

1,

"Resource": "*"

.

{
"Sid": "AllowAppStreamAccess",

"Effect": "Allow",
"Action": [
"appstream:DescribeStacks"
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"Resource": "*"
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
thinclient:ListDevices on resource: my-thin-client-device

0| B2 Mateo= Y2 At&3t0d my-thin-client-device BlAAN HMAE &= U T HHMZ
UOO|ESEE 2[Rt H @A ELICthinclient:ListDevices.
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"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

I

"eventTime": "2024-06-19T17:13:447",
"eventSource": "thinclient.amazonaws.com",
"eventName": "RegisterDevice",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"dsn": "GIX11X11111111XX",

"activationCode": "xxx1xxx1l",

"model": "AFTGAZL"
},
"responseElements": null,
"requestID": "f626fb2b-a841-4b87-9a9b-685a62024058",
"eventID": "214385d7-9249-4f60-af56-b4c951e0491d",
"readOnly": false,
"resources": [

{

"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111111111111",
"eventCategory": "Data"
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"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

},

"eventTime": "2024-10-21T17:46:27Z",
"eventSource": "thinclient.amazonaws.com",
"eventName": "UpdateDeviceDetails",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"requestID": "7d562fcf-a9ce-40da-9e5c-9ef390b8b83c",
"eventID": "f294b614-b@0c-45ef-b293-cd389121033a",
"readOnly": false,

"resources": [

{
"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"
}
1,
"eventType": "AwsServiceEvent",

"managementEvent": false,
"recipientAccountId": "111111111111",
"serviceEventDetails": {
"settings": {
"network": {
"ethernet": {
"addresses": [

{
"gateway": "gateway",
"locallp": "locallp",
"type": "IPV4"
}
1,

"connectionStatus": "NOT_CONNECTED"
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},
"networkInterfaceInUse": "ETHERNET",
"wifi": {
"addresses": [
{
"gateway": "gateway",
"locallp": "locallIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
}

},
"peripherals": {
"bluetooth": {
"enabledStatus": "ENABLED"
},
"keyboards": [
{
"name": "name",
"type": "USB"

"name": "name",
"type": "BLUETOOTH"
}
1,
"sound": {
"microphones": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
1,
"speakers": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
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},
"webcams": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "USB"
}
]

},
"powerAndSleep": {
"sleepAfter": "FIFTEEN_MINUTES"

}
1,
"updatedAt": "2024-10-21T17:46:27.6242"
1,
"eventCategory": "Data"
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