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Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access to

virtual desktops

How it works

Amazon WorkSpaces Thin Client

Create WorkSpaces Thin Client environment,

Get started Order devices [A

Pricing

You pay up front fior the WarkSpaces Thin Client
device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client
fleet in the WorkSpaces Thin Client management

Console and emails

Amazon WorkSpaces Web,
them to end users

or Amazon AppStream 2.0
in desired AWS Region
to associate with
‘WorkSpaces Thin Client
service

and easy-to-manage
access 1o virtual desktops

and log into their virtual WarkSpaces Thin Client
desktop environment

console.
Admin management flow
nmore abo kSpaces Thin Clien
i¢ing [
{
J(
Al <
Amazon WorkSpaces S Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains

fleet and controls
access through device
management service

enabling users to securely access virtual desktops.
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
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Ell © Amazon WorkSpaces Thin Client P ©
Cost-effective, easy-to-manage thin client to securely access AWS End User Computing services.

WorkSpaces Thin Client > Environments

Environments

This is a list of all WorkSpaces Thin Client environments that you manage.
v Getting started

To create an environment follow the steps below. We recommend reading all the necessary steps before proceeding.

Enter your environment details Select your virtual desktop provider Send the activation codes to your device users
Create a name for your environment. This name should be descriptive and unique. Oryou may  You will need a service to provide your users access to their virtual desktop and compatible Once your environment and virtual desktop service are set, you will be provided with a unique
choose to use the default name. You may also add users and groups to your environment. resources. Amazon WorkSpaces Thin Client can be set up with WorkSpaces, WorkSpaces Web, activation code for your set up. Provide this code to users for them to access their virtual
or AppStream 2.0. desktop.
Environments (6) info C Actions ¥ Create environment

Environment connects virtual desktop to the device.

Q, Find by attribute or keyword 12 >

Name v | Virtual desktop service v | Virtual desktop service ID [2 v | Activation code v | Device count Time created v
¢] Environment 01 WorkSpaces d-00000000 gheltpas 1 October 16, 2023, 20:38 (UTC-07:00)
e} Environment 02 WorkSpaces d-00000000 ghiSrax1 1 October 13, 2023, 11:38 (UTC-07:00)
e} Environment 03 WorkSpaces d-00000000 ghl13e0p 0 October 03, 2023, 21:22 (UTC-07:00)
o Environment 04

(3 CloudShell  Feedback ©2023, Amazon Web Services, Inc. or its affilates.
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https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces.html
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https://docs.aws.amazon.com/workspaces-web/latest/adminguide/what-is-workspaces-secure-browser.html
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Summary
Name Always keep software up-to-date
DRK Environment - Mon, Aug 7, 2023, 16:03:41 Yes

Maintenance window start time

00:00 (Device local time)

Virtual desktop service

WorkSpaces Web

Maintenance window end time
03:00 (Device local time)

Virtual desktop service ID

Maintenance window days of the week

Sunday

8 M=stH WorkSpaces Ml 2210|2AE E&0i HEE 2F0l Ciet M7 E27F ZAIELICH 2
£0| 2t 30lM A Est= 7He Olaa & S0l Chet MEF HEX EA[ELICH

M 440f| A= WorkSpaces 4l 2EI0[AE g Z0| 2 7|soll it 7HE Xl 712 & MSELICH
i

oz 299 Z A%t I 5& YA0| Liet AU&LICH

Time created
August 07, 2023, 16:04 (UTC-04:00)

Time last modified
August 07, 2023, 16:04 (UTC-04:00)
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WorkSpaces ! Z2}0|1E &322 7t4 HlA3F CEH oA M AAELICH ZF QIEH O|A0 = ™
8 42 Mofst= ch st mteto|e| METF U &LICt
Amazon WorkSpaces C|ZEZ| MF HE
=5

Amazon WorkSpaces0Oi| M A2 E|= Amazon WorkSpacest 22I0|1E A2 C|HE|ZIE AFHE5}0d
JHe oAaaES d8stn A-ELICH COHS Zole ME 29| 2t 240+ 25 HAI0| LIYE|o] Q&
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WorkSpaces directory details

Directory ID Crganization name Registered

ahc Name ® True

Directory name Directory type Status

e Simple AD @ Active

A A
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Amazon WorkSpaces Secure Browser Z& M|E HE
Amazon WorkSpaces Secure Browser0f| Al && £[= Amazon WorkSpaces ¥ Z20|1E &E2 ¢
EZHE AMESH0] 7IY HlATEE MHstD A™ELICH CHE Eole MF HEQl 2t @49 2H5 Hh4
O| Lt E|of /&LICt,
WorkSpaces Web portal details
Name Time created Web portal endpoint
Custom Web Portal - Mon, Mar 06, 2023, March 06, 2023, 13:50 (UTC-05:00)
12:00:51 4
QA A
HE 0| WorkSpaces Secure Browser Z &1} A=
5 AMER L c.
MMM A|ZH O| WorkSpaces Secure Browser Z&0| A4 El
et AlZERALICEH,
HEEHAEXZOIE te HlA3E 30 HMASHE o AFSEl=

URL S L|C}.
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WorkSpaces ! 220|HE 232 WorkSpaces OHZE(7|0|MH HE AEHo| M A™>E|o] 7t4 CllA3
E2 Mystn A™ELICH O Zolle M5 HEo| ZF 249 &&E WAIO| LtPEE|of Q&LICH.

AppStream 2.0 details

Stack name IdP login url Time created
xyz https://abc.com [4 Thu Jun 08 2023 10:26:29 GMT-0700 (Pacific
Daylight Time)
24 L=
AEHO|B O| WorkSpaces OHEZZ2|AH| 0| ABHDt HAAFEI T
S Algxteluic
IdP 212! URL WorkSpaces OfZ 2|71 0|4 AEHo| 201 2 =
Jotrete Ol AL ElE A4 38 324 URL
2iLict.
Ao Azt 0| WorkSpaces OHZ2|7|0|MH AEHO| MM E

ok AlZtduct
B2 M

AlZHSHE4T ZF C|HFO| A0 AWS %5 A2 R} ZHFE! MHIATF ZQBHLICH WorkSpaces % Z2f0|d
E&= O MHIAE AFSELICH

- SEE CIEEZ|E &8 Amazon WorkSpaces
. SEE ABS S8 WorkSpaces O Z 2|7 0|44

=H
B FAE &% Amazon WorkSpaces Secure Browser

e
I

7|& 380l MH|AE EEstHLE M 238 S ddatioF gL

e

(® Note
WorkSpaces ¥l 22I0|HEE= S 2[™o| 7t oA F0F E AR LIC.
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 Amazon WorkSpaces

» Amazon WorkSpaces Secure Browser
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
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Devices i
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Order devices [

This is a list of all end user devices that you manage, including information about the user logins for each device.

Devices (1)

‘ C H Actions ¥

Q, Find by property or value

1 ©

[l Device ID

O GO723H08

ClHlolA S5 A2 HE
C|HIO|A
U&LILCt.

A

Clhto|A U7d ¢z

C|H}O|A O|&

o| oZlOlE{7} HEE 9|5

A Device name v | Activity status

@ Active

LICH

Devices

30


https://aws.amazon.com/

Amazon WorkSpaces ¥ 220|21E

TR} OFLU A

A

oM OIR|HSE AFE

.
o
0
o

Ad404
=o

C|HFO| A0 HM|ASHE AHERS| AJH B
A8E & &L

C|HtO|A QS| 4R AEHQIL|CH. CtE210t 42 5
x| &Ef7F A&LICH

UL

ME S
Ct. WorkSpaces Personal€ A& 35t Z<0i 2

-

7t

- B4 x| 7Y S0k # 04 WIESFo]
ALE|R&LICH
- HgH - x| 78 S HEXI 0| AZLK]
oft&LIct
S5 dH ClHrO|AZF DHE[RID, 0] AWS H["E1t dAK|
o Ao, & &tEe| YFIX| &elgrL|ct,
CtS &Ef 3 otLtd == U&Lch
- S5E - 7|2 YEfLIct
- S5 F&-CHO[ATI MMEE H S5 FAo
T2 Mol &Lt
(@ Note
ClHtO|ATF S5 |4 HEHQI B 4f
Mg =+ A&LIch
- Deregsitered - C|HIO|AT7 3o 2 55
F|aE|RA&LICH
(@ Note
ClHtO|AT S& FA B E£= S5 F
AE AEIQI R0 AXE & US
LICt.
- O}7}0|EF - C|HtO|A T} OF7LO|E A& LICH
C|HIO|lA E5 31



2|XF oFLH A

I.

i

Ef LI CF.

F

4

fo{2]
CHEat 242 5 7hX| & Ef7t /&L

o| C|Hro|A 7}

C|H} Ol

Effo{ #

a1D

I.

k=1
(ol

Amazon WorkSpaces % 22}0|HE

o
- 3
[5) sl
7 ) L &
10. 4 ﬂ u
70 o - E_ﬂ -
<k ol 0 ol
T mw 1 W N =
T N %l ol Ol <
=T - k< Hl
] =
.D.o .A_ _ll_ _u_u_ - .A_
= o ™ w M i H =
e T X I o & U,
_|_n.um O oom KO <F o - 7| A
<k = oW k@ o B XM
< KH zl H o < ® 4| A > || Kk
Ki O m B VR (I =Y B =1 =Y |
&0 K0 -5 i o o W = M| 5 Rl @T O
e e = ® m 3 3 o Tluwl gl ¥ ol F:
55 Ad = o o T . . . . . O
Kio
o
8]
3
<
0%
o
I
KT |
[il] KF
() mr
1 Ljo
. —< T '
o o< | KI| oK
Kl <k k0| & =0
W N 0 IF mm <
Wr @0 i Kk <X| ol R
q F I J <f «f <
> = M &0 o 212 2
= £ 4 T M T 3 El _ I3z
= R 0 U T T K 0 K udl dlu
_|— o _A_I ° . .

32

C|HIO|




Amazon WorkSpaces % 22}0|HE

22|RE 2FLHA

« C|H}O|A Hat

o C|H}O|A AFK|

» ClHO|A M HE LHELHY|

C|HIO|A N5 ME
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Summary ©
Device serial number Environment ID Current software version
ARN Enrollment status Scheduled for software update
[m] Registered 2.81
Enrolled since Software compliance
Device name September 27, 2023, 20:33 (UTC-07:00)
Last logged in
Device type October 07, 2023, 03:09 (UTC-07:00)
Last posture checked at
Activity status March 19, 2024, 17:53 (UTC-07:00)
@ Inactive & Not checked in for past 7 days
(2 =k=
Clutola 3 HE i ClHfolAof EEE Al HE L
ARN Amazon 2|4 A O|&(ARN) & A10| C|HFO|A0
CHet R AlERFQILIC
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User activity details (5) info

O| C|HFO|A M 34X AHE S AZE Q0] H
HMeluct.

CIHFO|AO|A of 2 El Az E Qo A LICE

LT EQ0] NET REE
7

x| #QlgLIct ChS
22 F 7HK| HEf7H A& L

Ct.

- AHE

[
. #HD

A
0

ClHtO|A O] HMASHE ALSALS| AlH EHS
C}. WorkSpaces Personal& AL&35t= Z<0f gt
AEE £ A&Lct.

| Export details | C

Q. Find by attribute or keyword

<o e

Device accessed on

August 28, 2023, 21:46 (UTC-04:00)
August 28, 2023, 18:18 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)

August 24, 2023, 09:33 (UTC-04:00)
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Device settings info
Last synced on: October 21, 2024, 14:28 (UTC-07:00)

v Network

Connection type Local IP address

ETHERNET

Status Gateway address

@ Connected

Q4 My

oM Otx|8fe 2 S7I3HE x|l ClHEO|A Mol 2&£0t S7|3HE Emtet
AlztdLlct.

o474 23 Cleto|AOIM A SHe L-IlE—?—H ke %%'%!LI
Ch 214 |2 ol == Wifid = A&Lct

Status HIE2{3 9| dEfRILICE ClHolA Pg A4
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Bluetooth 2! F84 & x|

WorkSpaces | Z2t0[21E C[HIO|A AT HE = ClHiO|A0 HAAE F T X|e| SEE AMSELICt
Ctg Zole 2 249 1T &5 WA0] Lot A&LICH.

v Bluetooth and peripheral devices

Bluetooth
@ Enabled

Connected peripheral devices (5)

Name Type

Logitech USB Receiver Mouse Mouse (USB)
Logitech USB Receiver Keyboard (USB)
Plantronics Blackwire 5220 Series Speaker (USB)
Plantronics Blackwire 5220 Series Microphone (USB)
UVC Camera (046d:0825) Webcam (USB)
(2PN My
Bluetooth C|HtO|A | Bluetooth AEHILICE S 7+X| AFEH

£ Ch5t 4 &L

- 2dsHE
- HIEY

AGE FiH X Logitech O+ AL Z2 AZGE FH R[] 0]
51t 0fAUSB)2t 242 AGE FH HR[L

¥ ==L
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v Power and sleep

Turn off display after
Never

A dE
0|& C|AZd 0] 117 ClHtO|ATF CIAZEO|E 2 = o HIEH Alzh
Lict.
ANERES
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[
{
"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
"Effect": "Allow",
"Principal": {"AwS": "*"3},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"
}
}
},
{
"Sid": "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt
data",
"Effect": "Allow",
"Principal": {"Service": "thinclient.amazonaws.com"},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:SourceArn":
"arn:aws:thinclient:region:111122223333:*",
"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333;:*"
}
}
I
{
"Sid": "Allow access for key administrators",

"Effect": "Allow",

"Principal"”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],

"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
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}I
{

"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

"kms:Describe*",

"kms:Get*",

"kms:List*"

1,

"Resource": "*"
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"encryptionContext": {

"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"

}
CtS2 ClHolA 538t ZARMAE QLT

"encryptionContext": {

"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"
}
ZLERE 28t 535 ZHEIAE AE
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"Sid": "Enable Decrypt to access Thin Client Environment",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},
"Action": "kms:Decrypt",

"Resource": "*",

"Condition": {
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"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-04-08T13:43:337",
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"mfaAuthenticated": "false"

},
"invokedBy": "thinclient.amazonaws.com"

iy
"eventTime": "2024-04-08T13:44:227",
"eventSource": "kms.amazonaws.com",

"eventName": "DescribeKey",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Amazon WorkSpaces %l 22}0|E = GenerateDataKey X2 AFE5t0{ CI|OIE{E &5 3IE

LICE.

CH2 oflA| O|HIE = GenerateDataKey A4E 7|5 EhL|C}.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l"

68



Amazon WorkSpaces % 22}0|HE ZE[Rt et M

"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2024-04-08T12:21:037",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:03:56Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abc123D+efl1==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
I
"numberOfBytes": 32
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®@00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
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}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

GenerateDataKey (by service)

Amazon WorkSpaces ¥ 22+0|21E 7} GenerateDataKey X% C|HIO|A HEE A5t B2
GenerateDataKey 2 dE At&5to4 L|OIEHE 2 E3tefLICEH
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510 SHESES 51872 ALE5t01 KMS 7| H& MHo| M 5{& ELich.
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CHS ollA| O|HIE = GenerateDataKey 242 7|5 & L|C}

"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
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"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

Decrypt

Amazon WorkSpaces % 22}0|HE £ Decrypt Y2 AL&3504 LIO|EHE S35} 8rLICtH

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"

iy
"attributes": {
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"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF

+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
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Decrypt (by service)
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"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abc123D+ef1==",

"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
i
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
i

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ca@00fb0dfba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

]I
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"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": '"Management"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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IAM2| 259 Ated|ol| CHEF REMIEE LHE 2 IAM AFE R dE A L] IAMO| EoF Y A& & ZshA|R.
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AWS CLI EE= AWS APIEH Z&E35t= ALERIHIE 2|4 2& HEHS 518E E27t elgLch Tidl
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WorkSpaces %l 22I0|HEof CHEF 27| M MM A HEH Hof

O| oMol M IAM AF& RE7F WorkSpaces M E2I0|HE FHE £ & UK HEE &= gl YA
S MAM3He e HoiFLICH 0] MAMo= AWS CLI EE= AWS APIZ AMS35t0{ 24 F= 23
of Mol Ztdg 2tEE & = MEto| ZEE|o] UALICH
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"
]I
"Resource'": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
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{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
}I
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

o| |7;1|'— IAM A|.SOZ7(|.7|. 7(|.A 9_| |._<Ez;(|. |D01| of7dE| O] E|.O| ol n|-E|é=| x-la'cH%

HMZ HM5t=E SHE 20iELICH O] Aoz E2&0|MH E= AWS CLI EE= AWS APIE A8 5104
Z2Je|Y HAC20| HYE 2EE = Ue Heto| ZEELICH
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
A BH 7|8 HAM of
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"Action": [

"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",

"
"
"
"
"
"iam:ListPolicies",

jam:ListUsers"

1,
"Resource": "*"
}
]
}
WorkSpaces 4 22I0|1E 0] CHEF ZE MM A HEH £ 0]
O| of|M|of| A= WorkSpaces ¥ Z2t0|1E |IAM AFE ALY AH| A HAM|A HEHE Foidte HMS M
ste W2 HodELICE o] HAHollE AWS CLI = AWS APIE AI2510d 24t T2 oM 2
£ WorkSpaces ¥ 2210|ME 22 gt e = Q= TEto| L& E|of U&LICEH
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource'": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]
}I
{
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"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]

}I
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonWorkSpacesThinClientReadOnlyAccess.html
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E HMAE SHEELICEH
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« workspaces-web (WorkSpaces Secure Browser) - WorkSpaces Secure Browser Z& 2! A}
A MHS MHE £ Q= HEtE & F LTt 0l= WorkSpaces Secure Browser 2|4 A ¢
WorkSpaces ! Z2t0|1EQI F 2tE|=X| & Ql5t= Ol AFEELICH WorkSpaces ¥ ZE2}0|1E
AWS Z&0f o[2det 2|AAE EASHE Ol AFSELICH

- appstream (WorkSpaces OHE 2|71 0]|4) - WorkSpaces OHEZ 2|7 0| M AES MAHE =~ Q=
2 S8 LICt ol= WorkSpaces OHE 2|7 0| E|AATF WorkSpaces 4l 22I0|HEQ} & EE=
X| &2lst= Ol AFSEILICH WorkSpaces % 2210|2HE AWS 2£01 0|218t 2| AAE E A= O
T AFSELUC

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientReadAccess",

"Effect": "Allow",

"Action": [
"thinclient:GetDevice",
"thinclient:GetDeviceDetails",
"thinclient:GetEnvironment",
"thinclient:GetSoftwareSet",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:ListEnvironments",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

1,

"Resource": "*"

},
{

"Sid": "AllowWorkSpacesAccess",
"Effect": "Allow",
"Action": [
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"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"
1,
"Resource": "*"
},
{
"Sid": "AllowWorkSpacesSecureBrowserAccess",
"Effect": "Allow",
"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"
1,
"Resource": "*"
},
{
"Sid": "AllowAppStreamAccess",
"Effect": "Allow",
"Action": [
"appstream:DescribeStacks"

1,

"Resource": "*"

AWS 2|3 H24: AmazonWorkSpacesThinClientFullAccess
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonWorkSpacesThinClientFullAccess.html
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WorkSpaces # 22t0|HEQt 3 & E|=X| & Qlst= O AFEE/LICtH WorkSpaces ¥ ZE}0[HE
AWS Z&0i o|2{8t 2|AAE EAISIE Ol AFSELICEH

« appstream (WorkSpaces OHZ 2|7 0|A) - WorkSpaces OHZ 2|71|0|H ABES MHEE 4 Q)
2 {8 LICt Ol= WorkSpaces OHZ 2|7 0|4 2|AATF WorkSpaces ¥ ZEI0|HES}F &
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« iam- WorkSpaces ¥ Z20|HE 7} HH0|AM AMH|A 128 J&EE HHE = UL F S ELICt. 0]

F2 A& 3 WorkSpaces A Z2H0[AE 7L AL XHE CH 415104 CloudWatchol| X|EE HAIE =

SHE
UBLICH
JSON
{

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientFullAccess",

"Effect": "Allow",

"Action": [

"thinclient:*"

]I

"Resource": "*"

}I
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"

},
{

"Sid": "AllowWorkSpacesSecureBrowserAccess",
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"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal”,
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

1,

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks"

]I
"Resource": "*"
}I
{
"Sid": "AllowCreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

monitoring.thinclient.amazonaws.com/
AWSServiceRoleForAmazonWorkSpacesThinClientMonitoring",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "monitoring.thinclient.amazonaws.com"

AWS #2|& H=1of CHEF WorkSpaces 4 E2I0|HE UH|0|E

HE MY Date
AmazonWorkSpacesTh WorkSpaces 4 22t0|HE 2025 119 12
inClientMonitoringServiceRo 7} AmazonWorkSpacesTh

lePolicy - =& X|74 inClientMonitoringServiceRo

lePolicy MM K| 7{F&LCt.

AWS Z 2|3 M 92



Amazon WorkSpaces % 22}0|HE

22|RE 2FLHA

2

AmazonWorkSpacesTh
inClientFullAccess - & 40|
O|E

AmazonWorkSpacesTh
inClientMonitoringServiceRo
lePolicy - A =4

AmazonWorkSpacesTh

inClientReadOnlyAccess - &3
M AHIo|E

AmazonWorkSpacesTh

A oo

inClientFullAccess -
O|E

AmazonWorkSpacesTh

inClientReadOnlyAccess - &3
M A4O[0|E

AmazonWorkSpacesTh
inClientFullAccess - A 24

Ad404
=o

WorkSpaces ¥l 22I0|HEE
MH|A o473 g
0]

WorkSpaces I 22}0[24
E & ClHiolA HI—'?'— 78_'?'_ o

WorkSpaces ¢4
AetE e17| "H?_% ZEstE
S dHE Yoo ERH& LI

WorkSpaces ¥ 22I0|HE=
WorkSpaces ©1Zd #4&lof| CHEt
ANgtEl 7| HetE Z&

g YA g goo|ExisLICt

WorkSpaces 4l Z2}0[2f
E £ WorkSpaces O Z 2|7
0|, WorkSpaces Web 2!
WorkSpaceso| CHEF A| 8t
El 7| HErE T &I E
M2 Ah|o|EsL&L|CH.

WorkSpaces

Amazon WorkSpaces ! Z2}
O|1E O CHSF MA| HMIA T
stot ot 2td AMH|Ao] Cf
Bt M|BHEl HMAE NMSEL
Ct.

Date

20251 8 26

20254 18 9

20254 18 9

20244 83 9

20244 8% 9

AWS 22|32

og

93



Amazon WorkSpaces % 22}0|HE ZE[Rt et M

HE ME Date
AmazonWorkSpacesTh Amazon WorkSpaces ¥l 22} 20244 7& 19
inClientReadOnlyAccess - A O|E L alie S& Mo CHst
Sk 7| M HMAE NSEL

Ct.

WorkSpaces ¥l 22t0|21E0{  WorkSpaces ¥ Z22t0|HETI 2024 A 72 192
M EHE AtE =X AIEf AWS 2| E3of chist v E
M FEXME AEMESLULCH

Amazon WorkSpaces ¥ Z22}0|1E E ot QIE 2 HMA ZA| SHZE

T

ror

ol ®4

0jo

« WorkSpacest| ZEI0|HENM & UE =S H
. HMA F|E Eotof ELCt.
« ZE|XRIO, CHE AL XE7F WorkSpaces 4l 22H0|QIEOf HMA S &= Q1A 583520 &FL|Ct

o Li 2|5 9| AFEHO| L] WorkSpaces Y ZEI0|1E 2|A A0 HMA AWS HHE 5= 55t A
L|C}.

o>

WorkSpacesil Z2I0|ME A S =3 HEto| IS
oM 2tdg +~&le Mol QICH= AWS Management Console HIA|X|7F EA|Z|H B Z2[XFof| Al £ 25t
0 X|®Z grotof B LICH BEIXtE AL Ol &5 E MSEH AFRFILICEH

CtZ oKl 27 = mateojackson IAM ALEXRI7F 2&£E2 ALE5L04 7t my-thin-client-device
2lAA0 et M8 HEE 2241 5HX|2H 74t thinclient:ListDevices H8HO| Q12 iy gt A5t
L|Ct.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
thinclient:ListDevices on resource: my-thin-client-device

fjo

O] B Mateoe HYUS AE35t0d my-thin-client-device ElAAN| BMAE & U HAH
UCIO|IESIE S ZE|RHol|H EE L

O X4t
SLoH

|ICtthinclient:ListDevices.

A 4 94

Ho



Amazon WorkSpaces % 22}0|HE ZE[Rt et M

MM A F|E Hotof gLict.

IAM AFS X M2 7|8 AL Zols AIRIEX| HMA 7| IDE & 4 A&LICH 3|2 2Ok AHAA
7l CHAl & 4 I&LICH 20t HAIA 7|8 oiE ZP MZ 2 HMA 7| HoIE AAIsHoF BrLIC

HM A 7= HMA F| ID(0l: AKIAIOSFODNN7EXAMPLE)QF 2 OF HAM|A F|(0f: wlalrXUtnFEMI/
K7MDENG/bPxRfiCYEXAMPLEKEY)S| & 7tX| REoZ T EILICH ALK} 0|8 L 2t 59t ZHo| A
A 7] 1IDQF 2ot HMA F|E &TH AHE5t0] LE 2 IS5HOF & LICH AL Xl Ol &S & Balsts

WrY HstA UM A 71E BElFLcH

/A Important
HAMERIDE = O =80 ZIH2tE HAM|A 7|E EtAtol ASsHX| OFA|Z] HEZFLICE. Of
ZH St FZItol Aol CHEE B7 AMA HEHE Fo{E = USLICHAWS AE,

MM A 7| Ho{E e e HAMA 7] IDLF 2oF HMA F7|E QP 2|XIo| ME etets HAIX|7t

LIEHELICH 2ot AMA 7| HEE mEF ALSE = AU&LICEH st X8 2ot HAM|A 7|E elofEl 3
? MZ2 HMA FIE IAM ALSRHOi| Al F=7tsiok BfLICH =|CH = THe| KA 7|E THE & U&LCt
o0l & 747t U= B Mz ddstedH HX] 7| Mo StLEE AfA[sHol & LICH X[HE 2248 IAM A

8 M| MM 7| ZEIE B ESHAAIL.

2|XFRlE, CHE AF8XE7F WorkSpaces A SEI0|HE O YM|AE £~ QA 5
ghuch

24

ol

CHE AF&XE7F WorkSpaces 4 2E2H0|QIE 0| HMASHE S 5{ S50 UM A HEHO| HR B AHS At
E= OHEE|Fo|Mof HEtE Foddlof BFL|CH AWS IAM Identity Center £ AF& 35104 AL X} & O E
2IAH0|ME ZElste B2 A8AEE 50l HEt MEE Y 5to] HMA =F2 HolghL|ct Het
MEE IAM EHME RSO 2 MEstn AA8AH & o EE|7 ol Mt AZE 1AM d&thof| g gLt
REAIEH LIS AWS IAM Identity Center AF& AEAMOIM HEt HEE RXFHAMIL.

IAM Identity CenterE At&36tX| et= B2 HAMATF HR et AR EE= o E2[A 0|Mof CHEt 1AM ¢
EE|(AFE At = dghE MMstoF &L|ct. 27 CHE WorkSpaces Y 2E+0|1E 0 CHEF SHIE HE
HEZ QAE{E|of QiZ3sHoF BLICH HEH0| R o4Z|H AL At EE= OHE 27| 0|4 THE Xtof|
HE MBS ELICt 0|2 0| Rtd 5HEZ A& 510 AWSOf| BAMATTLICEH IAM AL, OE,
T8t Aol CHal XFMIS| LotE B4 IAM AFE R MBE ALl IAM AtZ3 ZH 1 IAMS| HEh 21

rr

ERETZ 95


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

I

"eventTime": "2024-06-19T17:13:447",
"eventSource": "thinclient.amazonaws.com",
"eventName": "RegisterDevice",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"dsn": "GIX11X11111111XX",

"activationCode": "xxx1xxx1l",

"model": "AFTGAZL"
},
"responseElements": null,
"requestID": "f626fb2b-a841-4b87-9a9b-685a62024058",
"eventID": "214385d7-9249-4f60-af56-b4c951e0491d",
"readOnly": false,
"resources": [

{

"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111111111111",
"eventCategory": "Data"
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"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

},

"eventTime": "2024-10-21T17:46:27Z",
"eventSource": "thinclient.amazonaws.com",
"eventName": "UpdateDeviceDetails",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"requestID": "7d562fcf-a9ce-40da-9e5c-9ef390b8b83c",
"eventID": "f294b614-b@0c-45ef-b293-cd389121033a",
"readOnly": false,

"resources": [

{
"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"
}
1,
"eventType": "AwsServiceEvent",

"managementEvent": false,
"recipientAccountId": "111111111111",
"serviceEventDetails": {
"settings": {
"network": {
"ethernet": {
"addresses": [

{
"gateway": "gateway",
"locallp": "locallp",
"type": "IPV4"
}
1,

"connectionStatus": "NOT_CONNECTED"
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},
"networkInterfaceInUse": "ETHERNET",
"wifi": {
"addresses": [
{
"gateway": "gateway",
"locallp": "locallIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
}

},
"peripherals": {
"bluetooth": {
"enabledStatus": "ENABLED"
},
"keyboards": [
{
"name": "name",
"type": "USB"

"name": "name",
"type": "BLUETOOTH"
}
1,
"sound": {
"microphones": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
1,
"speakers": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
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},
"webcams": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "USB"
}
]

},
"powerAndSleep": {
"sleepAfter": "FIFTEEN_MINUTES"

}
1,
"updatedAt": "2024-10-21T17:46:27.6242"
1,
"eventCategory": "Data"
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