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"Version" : "2012-10-17",
"Id" : "auto-workmail-1",
"Statement" : [ {
"Sid" : "Allow access through WorkMail for all principals in the account that are
authorized to use WorkMail",
"Effect" : "Allow",
"Principal" : {
"AWS'" o xM
.
"Action" : [ "kms:Decrypt", "kms:CreateGrant", "kms:ReEncrypt*", "kms:DescribeKey",
"kms:Encrypt" 1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "workmail.us-east-1.amazonaws.com",
"kms:CallerAccount" : "111122223333"

}
Yo 4
"Sid" : "Allow direct access to key metadata to the account”,
"Effect" : "Allow",
"Principal" : {
"AWS"™ : M"arn:aws:iam::111122223333:roo0t"
},
"Action" : [ "kms:Describe*", "kms:List*", "kms:Get*", "kms:RevokeGrant" ],
"Resource" : "*"

3]
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"aws:workmail:arn":"arn:aws:workmail:eu-west-1:111122223333:0rganization/m-
al23b4c5de678fg9h0ijlk21m234no56"

2} 2| Amazon WorkMail 45 22 2 L|E{Z AWS KMS

AWS CloudTrail 2 Amazon CloudWatch LogsE& A& 3t0{ Amazon WorkMailO| AF&AHE CHAlSH0] &
He 288 &XE = AWS KMS U&LCt
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Encrypt 22 7|55t= O|HEE= CHS o A| O|HIEQL RAIELICEH AF&AH= Amazon WorkMail A
HIAQILICEH m2t0|E{0d = Amazon WorkMail Z&0f CH$t CMK ID(keyId) & 255} ZHEIAET 2
g ElILICE Amazon WorkMail2 HYEFA F|E MEHSHR|BE 0| A2 CloudTrail 2201 7| = X| et &L
Ct.

"eventVersion": "1.05",
"userIdentity": {

"type": "AWSService",

"invokedBy": "workmail.eu-west-1.amazonaws.com"
},
"eventTime": "2019-02-19T10:01:09Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {

"encryptionContext": {

"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
.
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”

},
"responseElements": null,
"requestID": "76e96b96-7e24-4faf-a2d6-08ded2eaf63c",
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"eventID": "d5a59c18-128a-4082-aa5b-729f7734626a",
"readOnly": true,
"resources": [

{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”,
"accountId": "111122223333",
"type": "AWS: :KMS::Key"

15

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "d08e60f1-097e-4a00-b7e9-10bc3872d50c"

Decrypt

AME HIAIXIE F7t 27| £ A5 Amazon WorkMail2 AL E 7|8 SHS AWS KMS =S
™EELICE. Amazon WorkMail2 & 5 3HE AFME 712 Amazon WorkMail Z 29| CMK AlEXIE A}
835104 AWS KMS oAl & =3 sHA| S ELCt.

Decrypt X2 7|E5t= O|HE = CHS ofA| O|HIEQL RAMEFLICEH AFEXH= Amazon WorkMail A

HIAQILIC metOjEfols 230 7|=EIX| o 25 5HE AbME 7|(2 3 A E 28)9 Amazon
WorkMail Z&9| ¢t s 5t ZARIAE I} R EILICH = &3 BHIAE0M CMK2| IDE AWS KMS =&
L|CF.
{
"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",
"invokedBy": "workmail.eu-west-1.amazonaws.com"
I
"eventTime": "2019-02-20T11:51:10Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {
"encryptionContext": {
"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"

}
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},

"responseElements": null,

"requestID": "4a32ddal-34d9-4100-9718-674b8e0782c9",
"eventID": "ea9fd966-98e9-4b7b-b377-6e5a397a71lde",
"readOnly": true,

"resources": [

{

"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3c4ad",

"accountId": "111122223333",

"type": "AWS::KMS: :Key"

iF

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "24lele5b-ff64-427a-a5b3-7949164d0214"
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"Action": [
"workmail:ListUsers",
"workmail:DeleteUser"
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"Action": "workmail:List*"

Amazon WorkMail 20| S£& E2{M IAM AFE AH A S| Amazon WorkMailof| A o8t =redg &
M.

glAA
ZEIRHS AWS JSON BAS AL 5tod CHA O ANAE 4 2l ASAHE XITE 4+ YaLih 5, of
© B0k |7 OfE BlAa0h ot ZTOIM UG FHE + USKIB XYY + aLIch

Resource JSON 7“"‘—. QAE 0| MEEL|E stLt ol o ZHX|E X|HELICH 20i= ResourcetE

= NotResourceR2 A7} BtEA| F7LE|o{oF &L|CE 2 Ata|ol [H2F Amazon ElAA O|&(ARN)S
ArEstod ElaAE xl’“ LICt ElAA =ZF HEO|2L T st §H 2l4aA RYE K|St 2o o

6H OlE ‘I‘?:I;Igel- ‘/I\‘ AM=||——||-_-I'

AA £F HEHS KWK o B0l B2, FUSIHE()E AR SHod BT 20|
+

Amazon WorkMailoll A IAME AFE 5t & BT 1.0 27


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkmail.html#amazonworkmail-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

Amazon WorkMail ZE[Rt et M

"Resource": "*"
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arn:aws:workmail:${Region}:${Account}:organization/${0OrganizationId}

ARN & 4lof| it REAIEH LI 2 Amazon 2|44 O|F(ARNs) & AWS MH|A YA THO|AE FZESH
|

Pl

o 2

o
o

o€ E01{ B0l m-n1pq23456781r901st2u3vx45x6789yza 2 &2 X|'H32{™ CHS ARNS AIS
gt

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
Nnlpgq2345678r901st2u3vx45x6789yza”
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"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/*"
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"Resource": "*"
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* aws:CurrentTime

* aws:EpochTime

* aws:MultiFactorAuthAge

* aws:MultiFactorAuthPresent

* aws:PrincipalOrgID
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* aws:PrincipalAzn
* aws:RequestedRegion
e aws:SecureTransport

* aws:UserAgent

CHS o M| M2 eu-west-1 AWS 2™ A MFA @13 IAM EoF F&||0of &8t Amazon WorkMail 2
A

£0f CHEt HAM|A HEFEF R0 LCE.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ses:Describe*",
"ses:Get*",
"workmail :Describe*",
"workmail:Get*",
"workmail:List*",
"workmail:Search*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelogGroups",
"cloudwatch:GetMetricData"

]I

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestedRegion": [
"eu-west-1"

o
"Bool": {
"aws:MultiFactorAuthPresent": true
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"workmail:AssumeImpersonationRole"
1,

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
Nnlpq2345678r901st2u3vx45x6789yza",
"Condition": {
"StringEquals": {
"workmail:ImpersonationRoleId":"12345678-1234-1234-1234-123456789012"
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AmazonWorkMailFullAccess 22 |IAM At & X+0i| | Amazon WorkMail 22 A0] CHEF 2E HAA
TetE2 2o4gLCt. o] A2 AL X0l Al 2 & Amazon WorkMail, AWS Key Management Service,
Amazon Simple Email Service 2! AWS Dlrectory Service 2o CHEt HMA HEHE Fo{gfLICt. o
7|0l AF& Xt CHAl Amazon WorkMailO| =850k 5= 0424 Amazon EC2 ”o"E 2 EILICH logs
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "WorkMailAdministration",

"Effect": "Allow",

"Action": [
"ds:AuthorizeApplication",
"ds:CheckAlias",
"ds:CreateAlias",
"ds:CreateDirectory",
"ds:CreateIdentityPoolDirectory",
"ds:DeleteDirectory"”,
"ds:DescribeDirectories",
"ds:GetDirectorylLimits",
"ds:ListAuthorizedApplications",
"ds:UnauthorizeApplication",
"ec2:AuthorizeSecurityGroupEgress",

ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateNetworkInterface",
ec2:CreateSecurityGroup",
"ec2:CreateSubnet"”,

ec2:CreateTags",
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ec2:CreateVpc",
"ec2:DeleteSecurityGroup",
ec2:DeleteSubnet",

"ec2:DeleteVpc",
ec2:DescribeAvailabilityZones",
"ec2:DescribeRouteTables",
ec2:DescribeSubnets",
"ec2:DescribeVpcs",
ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"kms:DescribeKey",
"kms:ListAliases",
"lambda:ListFunctions",
"route53:ChangeResourceRecordSets",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53:GetHostedZone",
"route53domains:CheckDomainAvailability",
"route53domains:ListDomains",
"ses:*",

"workmail:*",

"iam:ListRoles",
"logs:DescribelogGroups",
"logs:CreatelLogGroup",
"logs:PutRetentionPolicy",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:PutDeliveryDestination",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"logs:GetDelivery",
"logs:DeleteDeliverySource",
"logs:DescribeDeliverySources",
"logs:GetDeliverySource",
"logs:PutDeliverySource",
"logs:DescribeResourcePolicies",
"cloudwatch:GetMetricData",
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams",
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"s3:ListAl1MyBuckets"
1,
"Resource": "*"
1,
{

"Sid": "AuditlLogDeliveryThroughCWLogs",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"logs:PutResourcePolicy",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:CalledVialLast": "logs.amazonaws.com"

"Sid": "InboundOutboundEmailEventsLink",
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "events.workmail.amazonaws.com"

"Sid": "AuditlLoggingLink",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"

"Sid": "InboundOutboundEmailEventsUnlink",
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"Effect": "Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
events.workmail.amazonaws.com/AWSServiceRoleForAmazonWorkMailEvents*"
.
{
"Sid": "InboundOutboundEmailEventsAuth",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*workmail*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "events.workmail.amazonaws.com"
}
}
}

AWS CLI == AWS APIOf| Bt Z &£5t= ALEXto] CHaH x|~ 2& HerE 588 E
CHAI, 8524 API ST URISHS Sredolgh HMAE 4+ QU S fLiC

O| M= IAM AP RE7F RFAIO| AFE R} IDO]| Q1A E! CIEIQI S 2H2[& MR

—
SRt ot ds EoiELCh ol Mol 2&0M E= AWS CLI &
mzap|al dAlo 20| AHQle 2t e 4 9l= Hsto| ZatE|o] 9laLch

AN —

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
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"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",
iam:ListUsers"

]I

"Resource": "*"

ME Kol Al Amazon WorkMail 2| A A0 CHEE 217| Mg HH A &S

= H2 MHE2 Amazon WorkMail 2l A00 CHEF IAM AFE AL 2]7| & M| A HELs FoiE L
Ch. o] M2 AWS 28 M2l AmazonWorkMailReadOnlyAccess®t S8t =& 0| HM A H

) FLICH O] HEH2 AL X0l Al 2 Amazon WorkMail Describe 240 CHEH HAM|A H
LIt AWS Directory Service C|ZE{Z|0 AWS Directory Service CHgt 2
™ DescribeDirectories 40l HAM|ASHoF B LICE F+AHE ZHQlol 28t HE
Amazon SES MH|A0| CHEF HM|A HEHO| HRELICH AHSE &5 3t 7(of CHEF ™
HM|A AWS Key Management Service 5l Ok & LICH. Amazon WorkMail 2&0{lA O|HIY
2 H7| X|E0|= logs & cloudwatch TEH0| & LICH ZHAF 2242 CloudWatch Logs, Amazon
S3 & Amazon Data FireHose & At&5t0{E K& LICH1ogs. AHAIEF LHE 2 Amazon WorkMail2| =
7l gl DL|E2 ChIS AT 5L AIA|D.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "WorkMailReadOnly",
"Effect": "Allow",
"Action": [
A4 &9 7[8t =3 of x| 7™ 1.0 37
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"ses:Describe*",

"ses:Get*",

"workmail :Describe*",
"workmail:Get*",

"workmail:List*",
"workmail:Search*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelogGroups",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DescribeDeliveries",
"logs:DescribeDeliverySources",
"logs:GetDelivery",
"logs:GetDeliverySource",
"cloudwatch:GetMetricData"

1,

"Resource": "*"
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MRto| AW ECE S E 0|7 &
0 ABO R AHE O|HYE HElstE Y'Y
event.spfVerdict

f
event.spamVerdict

Example O|H 0|
XM= MSe2 EHEld

CE 2=
fields @timestamp, event.recipients.@
event.dkimVerdict, event.dmarcVerdict
| sort @timestamp asc
| filter event.subject like /(?i)$SUBJECT/ and event.eventName
"ORGANIZATION_EMAIL_RECEIVED"
O|HY FX IDE F2|5t04 O|H Y| ZE O|HEE 2 =& U&LICt.
Example O|HY & & &0t x|5t= O|HY 27|
CtE ZE Xz ot RH2E O|HY & &0 LX|5t= O|lHYZ Helstes &S 2oiELIC
fields @timestamp, event.ruleName, event.ruleActions.@.action
| sort @timestamp desc
| filter event.ruleType = "OUTBOUND_RULE"
CtE 2 E oA I2CE O|HY =& &1 Lx|5t= o|lHYE Helstes &S 2oiELIc
fields @timestamp, event.ruleName, event.ruleActions.@.action
event.ruleActions.@.recipients.0
| sort @timestamp desc
| filter event.ruleType = "INBOUND_RULE"
oM = &St HLE & 5t= OlHIY == &2l
Zt =X 2 o|HIY =& H2ldteE S 2 EoiELTt
{71 1.0 63

Example
ChE ZE oldle =%|9
stats count(*) as c by event.recipient
| filter event.eventName = "MAILBOX_EMAIL_DELIVERED"

| sort c desc
|| CloudWatch Insights AFHE
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CHE ZE odle =25 Zf 4AIX7E 2 o|HY & Z{Elst= s 2oiELIct

stats count(*) as c by event.from
| filter event.eventName = "OUTGOING_EMAIL_SUBMITTED"

| sort c desc

AWS CloudTrail& At&3t04 Amazon WorkMail APl 21 £ & 22
Amazon WorkMail2 Amazon WorkMail AWS A{H|A 0| A At XF AWS CloudTrail, d& =71 =3
gt 2 dof CHEt Bl R =& XS 3st= AMH|AQt SEHELICE CloudTrail Amazon WorkMail &2
£ 1 Amazon WorkMail APIO| CH8t T = 5 & E & 5104 Amazon WorkMailof| CHEH 2 & API &
g o|HEZ X{&L|Ct £ MAEH Amazon WorkMail O|HIEE Z 88t CloudTrail O|HIEE X|
£ O 2 Amazon S3 HZ!of| HZE = A &LICH EBYE FHSX| A2 R0 E CloudTrail 2&
O| O|HE 7|F0|M x|&l O/HEE & 5= U&LICE CloudTraildlM =&et HEE ALE 3504 Amazon
ASHE

& S <L
WorkMailoll 8 @8 80| £8E IP £, QHS S ALY, 20| 28 AlZH U 271 A

CloudTrailoll CH8t REAIEH LI AWS CloudTrail A2 MEAME B ZXSIAM.

CloudTrail2|] Amazon WorkMail &

CloudTrail2 HEE g AWS A ol A & -3HELICH Amazon WorkMailol| A &S 0| 2245t
e 50| o|HE 7|E2o| CtE o|HES &7 CloudTrail AWS MH|A O[HIEN| 7S EILICH oM Z|
Z OHEE B AMS 1 CIR2EE & £+ JU&LICH AWS A, REMIEH LI 2 CloudTrail O|HIE 7|5
2 Al25l0{ O|HE H 7|2 FESHAAIR

Amazon WorkMailol| CHEt o]t

EE X504 AWS HHO| O|HEE XIEXMo 2 7|Ssle{H &
AdsHok gLICH CloudTrail2 £Xg A&3t0{ Amazon S3 HZISE 21 It MEE £ &L
Ct. 220 FXE MAMstH 7|EXMo 2 B E AWS 2|Xof| £Xo| M=[L|CH FXe AWS THE|M
of Ql= 2E 2|To| o|HEE 225t X|HE Amazon S3 HZCE 21 njlg MEFLICH £
CloudTrail 210 =& E O|HE H|0|EE FI7IE BM5l1D =XIE FISHES CIHE AWS MH|AE
TFAE £ QELICH RNt L2 ClS 2 HZTFHAIL.
- FH MM IS
« CloudTrail X[ MH|A & E8t
« CloudTrailoll CHEt Amazon SNS &2 34
« 042 2| M CloudTrail 22 T £l &l 048] A0l A CloudTrail 22 I} 4=l
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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OlA
RA

2 & Amazon WorkMail 2242 CloudTrailoll M 22Z =/ Amazon WorkMail API & Z=0f] M |04 Q
LICt o & £01, CreateUser, CreateAlias 2 GetRawMessageContent API 2tdof CHSt 5 &
CloudTrail 21 mto| =8 MMetL|Ct.

=H
k=]
—

DEOME &= 20 FS0s 2FS I3E AEXtol chet =7 ZFELICH ID Y2 E 0|&st
T OIS S 2 BEE + A&L

- REE FEE =X ofLIH IAM AR HOF 015 HEZ Y =X| 047,
« HE = HOolM AL RIS HA| 2ot 15 E ALE501 20| YHEIUREX| 047
« 27HO| CHE AWS AMH[20] o3l O|F 0o{XiEX| 0%

KM LI 2 CloudTrail userldentity 2 A8 & ZXFHA 2.

Amazon WorkMail 21 1}l &2 0|5}

ZFX0|2 X|H et Amazon S3 HZ!o| O|HIEE 21 mtd2 e = QA st FEYULICH
CloudTrail 21 It o= stLt Ol el 210 50| Z&E gLICH OHEE= RE AAZREQ
T 2FE LB 2F e, 2y gmet AlZh, 2F oi2t0|e Sofl e W27 £0{ AU&LICH

= Lo =

A O]
T AR

CloudTrail 21 It U2 HEZ! API 2 S £9| £ & AE EP|0|ATV} OfLIEE EY &= MHE EAIE[X|
ofgyLct.
Ct=2 Amazon WorkMail AP12| CreateUser &2 £0{ &&= CloudTrail 21 &5 2 MEst= of
M Lct,
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
"userName": "WMSDK"
I
"eventTime": "2017-12-12T17:49:597",
"eventSource": "workmail.amazonaws.com",
"eventName": "CreateUser",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-b12 java/1.8.0_151",
7% 1.0 65
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https://docs.aws.amazon.com/workmail/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"requestParameters": {
"name": "janedoe",
"displayName": "Jane Doe",
"organizationId": "m-5b1c9800QQEXAMPLE"
},
"responseElements": {
"userId": "a3a9176d-EXAMPLE"
I
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f09c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

CH2 2 Amazon WorkMail AP12| CreateAlias X E E04 &&= CloudTrail 21 &5 MHE5= of
M lLICt.

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"

.

"eventTime": "2017-12-12T18:13:447",

"eventSource": "workmail.amazonaws.com",

"eventName": "CreateAlias",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-b12 java/1.8.0_151",
"requestParameters": {
"alias": "aliasjamesdoe@testofconsole.awsapps.com",
"organizationId": "m-5b1c9800QQEXAMPLE"
"entityId": "a3a9176d-EXAMPLE"
I
"responseElements": null,
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f@9c5-EXAMPLE",
"eventType": "AwsApiCall",
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"recipientAccountId": "111111111111"

CHZ 2 Amazon WorkMail Message Flow AP12| GetRawMessageContent 24& 04

CloudTrail 21 ¥=g dEHst= oMLt

{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"
},
"eventTime": "2017-12-12T18:13:44Z",
"eventSource": "workmailMessageFlow.amazonaws.com",
"eventName": "GetRawMessageContent",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-

Bit_Server_VM/25.151-b12 java/1.8.0_151",

"requestParameters": {
"messageld": "123A4A5A-67B8-90C1-D23E-45FG67H890]1"
},
"responseElements": null,
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f09c5-EXAMPLE",
"readOnly": true,
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

OlH|Y o|HIE 2 Edst

ZEo| o|HY HIAIX|E F2{5t24™ Amazon WorkMail &0 M O|HIY Oo|HE 2Z 2 EA5t&L|Ct.
O|HIY o|HE ZZ2 AWS Identity and Access Management AH|A 9373 28H(SLR)E A& 35104 O]
MY O|HIE 23E Amazon CloudWatcholl AA|E = Q= M2 BEodgLCt. IA

M
=
ol CHEH REMIEH LH& 2 Amazon WorkMailof| CHaHl AMH[A @473 o4& ALE EHHE & XFHA
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CloudWatch O|HIE 204X CloudWatch ZM =7 X|EE AtE5t0{ HAIX|E £t o|HY &
NME iae = A&LICt. Amazon WorkMailo A CloudWatchZ 2 L= O|HIE 230 CHEt REAMIEH LY
&2 Amazon WorkMail O|H[& O|HIE 27 ZL|EE 28 H XM L. CloudWatch Logsoil CHEF
KEMIBH LI 2 Amazon CloudWatch Logs User GuideE & X 35HAIAI2

|
« O|HIY o|HE =& 77|

[=)
- OHY o|HE 2ZE !Bt MEXN XIE 2T IF T IAM Q& &4
- O|HY o|HE 2 SHA|

(=)
« WAt MH|A ESE O E X

OlHIY o|HE 2Z 747|
CHE2 718 282! Amazon WorkMailE AF&35t0o4 O|HY O|HE =2Z 2 A mf L-dgrLIch.

« AWS Identity and Access Management AH|A 93174 48 M4 - AmazonWorkMailEvents.

« CloudWatch 21 1 & - /aws/workmail/emailevents/organization-aliasS A&
Ct.

« CloudWatch 21 EZ& 3042 A& grL|ct.

OlHY olHE 2Z & 742{H

1. https://console.aws.amazon.com/workmail/0l A Amazon WorkMail 2& & JLCt.

H
0Il

Rl
O 1M O
O

82 AWS 2|HE HEELICH 2& & JEo ZAEM 2™ M= S52 g1 2|IHE

F|—| Ct. XbAIEH LH& 2Amazon Web Services &gt 2 X 9| Regions and endpoints& & X5t

I

Ml
2. A FolM ZElg MeiE b2 X Eo| olF g ML)
3. B Mol 22 Mug MELID
4. OlHY 52 21 MM S MEiBhLICH
5. OlHY 58 20 A% MMoj M HES Mesct
6. M o|HE g3t £2t0|HHE HA 2%|2 o|SFLIC
7. C}E B StLIE s>FLIC
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
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- (MELALY) 7|2 A8 A8 HelEte| MBS FASD iy 21 I8 X IAM HE S MHEL
Ct.
@ Note
AWS CLIE At83l04 21 251 AFSAH XIH A& 2 o|0| MM Et Z<o0iot o] SMS
MEHEFLICE REAMEH LiE2 oMY Oo[HIE 2T 23t AASA XE 23 I8 3 1AM
A dE S HESHAAL.

8. Amazon WorkMailoflA O] + & AFE35I04 LH A/™Holl E3E HAIE &= U= HEHES S04 L
CHE ME4EHLICE

9. X% (Save)= MEHEILICE

Ol O|HIE 222 SI3t ALK XIS 21 18 U 1AM & 44

Amazon WorkMailofl CHEt O|H| O|HE 2ZZg &35t B2 7|8 ’é"‘é% AEsHeE
Ch AFEA X|H ZLIEE 40| Z2Hest BLE AH235H01 O|H|Y O|HE LI
B OE U AR XA IAM Qa2 MMl £ ol

OlHY o[HE 2ZE et ABA X 23 25 X IAM HE S HHstcdH

1. CFS AWS CLI BEE AF&3t04 Amazon WorkMail ZE1t S8t AWS E|T0| 21 2858 44
ghLICH KEMIBH LI 2 AWS CLI 3 2t X 9| create-log-group2 & ZsHAIL2.

aws --region us-east-1 logs create-log-group --log-group-name workmail-monitoring

2. O3 8ol xafE s dogict
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"Service": "events.workmail.amazonaws.com"

b
"Action": "sts:AssumeRole"

}

]
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https://docs.aws.amazon.com/cli/latest/reference/logs/create-log-group.html
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}

3. CI2 AWSCLI HHHE Arg-%r
MEH L8 AWS CLI &

aws iam create-role --role-name workmail-monitoring-role --assume-role-policy-
document file://trustpolicyforworkmail.json

(® Note
WorkMailFullAccess J".;*Elg MM ALXI2l B2 A& 0|§workmailol 0{€ = &
Sf{oF EfL|Ct. o] 2t2|3d RO 48t 2 workmaild}t &7 O|20] AFRSIEE {2 ELCt.
KEMIEE LIZ 2 IAM AFR A-E MO AWS MH|A O] &8 S MEE = Q= AFSAL HEH 2

o:{E xl-xo|.k||o

1 B0 M A8 IAM 3&ofl CHEr 20| i%i._l mtQle MAISHL|CH ®|AS o] MAe 2
=} (©) F [e)

o =] o
22 ddst T 1EA M YE8t 20 080 23 0|HEE UMY = U= HEHS dgof

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:us-east-1:111122223333:1og-group:workmail -
monitoring*"
}
]
}

5. LS AWS CLI HYE AME5to HM Tt U IAM 4 gof 4% LIt RbAIEH LI 2 AWS CLI H
2 & Z 9| put-role-policyE & X3FHAM2.

aws iam put-role-policy --role-name workmail-monitoring-role --policy-
name workmail-permissions --policy-document file://rolepolicy.json
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html
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Amazon WorkMail 2£0{ A o|H|Y o|HIE 22 AT LICH . o|AF O|HIY O|HIE BZIS AIRE
Ze 7t gl AR 23 CloudWatch 21 2 E 1} MH|A 9473 HstE AtK||stE Zd0| E&LICH REAIE
L& 2 Amazon WorkMail0i| CHEH AMH|A 9478 38 AMx| EHElg FESHAAIR.
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£0f CHE HIO|EHE E& 5t Ol =&0| &El= =7 & AWS MSgfLct

2|AA XRHO| qws:SourceArndt aws :SourceAccount 228 =74

ZHEIAE 7|8 A& 5H0]
CloudWatch Logs®t Amazon S37+ 212 MM35t= MH|AH MB5ts HEtE MsHsteE 2ol E4L
Ct R MY THZHEAE 7B ZF A85te 42 sE X 2o ALSE W 2t2 S8t A™E ID

£ AtEstiof FLict
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https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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ESE Ciz|el EMEREH E5sts 71E 2080l w2 2|AA o MK ARNO| Z&HE
aws:SourceArn 22 T HEAE 7|8 AI&3te WLICH 2lAA9| MA| ARNE ZE &
L EE 0dE BElAAE XHeHE B2, ARNS| & = Qi &0l CHaH ALEFIE(*)E ZFEE
aws:SourceArn 228 =7 HHAE 7|8 AFSELICH

ZEAF 221 5 AI5}

ZHAF 25 AF235H04 Amazon WorkMail =2 AF20d| Cidt RFAM|EH &
TOE AME3104 AL EOofl CHEH AR XS] HMAE PLIE{RISIT, o4
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(® Note
AmazonWorkMaiIFuIIAccess #el™E HMols 2O MEe S elste o 2 st 2E HEHo| £
gtr|o] QK| et&LICt O] MA 2 AF235104 WorkMailg ZE|stE B 2 M4 FA8tE

Ol A8 El= 2o FA|(0f: =& HE)ol ERe ZE HEto| A=K ZlgLct

Amazon WorkMail2 ZAF 220 CH3l CloudWatch Logs, Amazon S3 & Amazon Data Firehose2| Al
74K M& CHabE K| HELICH REMIE L& 2 Amazon CloudWatch Logs AFHE ARE A o] F= 7| HEHO|
e 24V HEstML.

FIt Het[v2)ol 28t 2Z ofehol LEFE HEt 2|0 = Amazon WorkMail2 21 &S #4571
7} M&to| 2 ErLICtworkmail : AllowVendedLogDeliveryForResource.

ssote 21 MSE ohg Ml 7HE| 242 TAEL,

DeliverySource: 218 M&35IE BlAA EE B|AAE LIEHE =2/M A ILICH Amazon
WorkMail2| 222 Amazon WorkMail Z==!Q]L|C}.

« AX| ™S &S LHEHHE =21 247 Q) DeliveryDestination &I LIC}.

Amazon WorkMailZ} CH& ZHofl 20 MEE FHsie{H OIS s&e + UL

« PutDeliverySource & At&35t0 & LA E Mg LICt.

« PutDeliveryDestination2 At&35t04 T1& CHANS A EHLICH.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestination.html
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1. DeleteDelivery 2r4g A&3t04 &S AMX[ELICEH
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. DeliverySource 242 AL 35104 DeliverySourceE A& LICH DeleteDeliverySource
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1. https://console.aws.amazon.com/workmail/0{| A Amazon WorkMail 2£&& iLIC}.
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestinationPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateDelivery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDelivery.html
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ReadWriteAccessForlLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",

"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"”

1,

"Resource": "*"
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"Sid": "AllowUpdatesToResourcePolicyCWL",

"Effect": "Allow",

"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

1,

"Resource": [
"arn:aws:logs:region:account-id:*"

]
}
{
"Sid":"AllowLogDeliveryForWorkMail",
"Effect":"Allow",
"Action": [
"workmail:AllowVendedLogDeliveryForResource"
1,
"Resource": [
"arn:aws:workmail:region:account-id:organization/organization-id"
]
}

20 OE c2las HHY

EIE Ells 2O O80es § HEto| 2 E 2lAaA HAO| Qoo EL

Ct. 23 J &0 3K 2lAA 20| gin 2EZE AHet AEXIo|H 2O O&

0il CH8t 1logs: PutResourcePolicylogs:DescribeResourcePolicies, &
logs:DescribelogGroups ™&0| U= ALR= 2 & CloudWatch LogsZE ELHZ| A|ZHe I AWS
Aso=E g EE MMEhLct

"Version":"2012-10-17",
"Statement": [
{
"Sid":"AWSLogDeliveryWrite20150319",
"Effect":"Allow",
"Principal":{
"Service":[
"delivery.logs.amazonaws.com"
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"Action":[
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:my-log-group:log-stream:*"

1,

"Condition":{
"StringEquals":{

"aws:SourceAccount": [
"account-id"

]
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:region:account-id:*"
]
}

Ol248t MH|AE EBlAA HAMo| 208 Ells 2t 23 388 L8l of LICH CloudWatch Logs 2l
MES 5 120Kt 2 AMBHEILICH Bt 4ol 20 280 212 ®MESt= MH|AE O Algtof EEF

_jl\_é ] S
g 4+ et

O|E et3}5t7| 2I8H CloudWatch Logss= 215 ELHE MH|AMM AI235HE BlAA XAo| 37|
E ZLIEHZELICE MA0| 5,120%t2| 27| MEtol|l 28t /2 A XI5t CloudWatch Logs= i
g MH|AQ| BlAA HAM /aws/vendedlogs/*HIME RIS 2 &/ dSIELICH O™ CHS /aws/

vendedlogs/E Al&tsH= 0|22 7HAl 21 288 0|28t MH|AS| 21 CHA S E AE37| AlRHE

£ Ql&Lct.
AmazonS3I 2 EH 273
ALK} st
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"Version": "2012-10-17",
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"Statement": [

{

"Sid": "ReadWriteAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",

"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "ListAccessForlLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelogGroups"”

1,

"Resource": "*"

"Sid": "AllowUpdatesToResourcePolicyS3",
"Effect": "Allow",
"Action": [
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"
1,

"Resource": "arn:aws:s3:::bucket-name"
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"Sid":"AllowLogDeliveryForWorkMail",

"Effect":"Allow",

"Action":[
"workmail:AllowVendedLogDeliveryForResource"

1,

"Resource": [
"arn:aws:workmail:region:account-id:organization/organization-id"

227} HSSIE S3 BIZIE S BEHS Zash o Haol flojof erulck B 8
2 PHE AR

Zloj 2lAA »¥Ao| gin 24 S MY AS X H HZ!o| CH$t S3: GetBucketPolicy &
S3:PutBucketPolicy HEH0| Q= B AWS = Amazon S32 211 MEE A& E I KIS 2 5
= HZlof CHall CHg HR S MdgLIct

"Version":"2012-10-17",
"Id":"AWSLogDeliveryWrite20150319",
"Statement": [
{
"Sid":"AWSLogDeliveryAclCheck",
"Effect":"Allow",
"Principal":{
"Service":"delivery.logs.amazonaws.com"
I
"Action":"s3:GetBucketAcl",
"Resource":"arn:aws:s3:::my-bucket",
"Condition":{
"StringEquals":{
"aws:SourceAccount": [
"account-id"

},
"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:delivery-source:*"
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{

"Sid":"AWSLogDeliveryWrite",
"Effect":"Allow",
"Principal”:{
"Service":"delivery.logs.amazonaws.com"
.
"Action":"s3:PutObject",
"Resource":"arn:aws:s3:::my-bucket/AWSLogs/account-id/*",
"Condition":{

"StringEquals":{
"s3:x-amz-acl":"bucket-owner-full-control",
"aws:SourceAccount": [

"account-id"

1,
"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:delivery-source:*"

0| AM=o|of Cisl 2Ea7t0| HEIC 2 MEE|= HZX IDs 222 aws: SourceAccount X| A&
Ct. aws:SourceArnOl CH3H 22 & H45t= EIAAS ARN S5 2 arn:aws:logs:source-

region:source-account-id:* 84|02 X|HELICt

HZloll 2lAA HAOo| QIX|BH SHE HAHof O] HAof| ZAIE 20| T EE|o UX| &t ZZHE MHSH
A R0 H| HZ!of| CHEF S3:GetBucketPolicy & S3:PutBucketPolicy :"4°F0| U= d2 8l

E0| HZlo| 2|l Yol FIHELICH

(® Note

A0 mekol s3:ListBucket H&t0| R 0{E[X]| 212 AWS CloudTrail Z<0f
AccessDenied 27/ 7t & ME &= Ql&LICtdelivery.logs.amazonaws . com.
CloudTrail 2101 A O|2{8t L 7 E YX[StE{™H0l| s3:ListBucket HEtE F0o{al0F &L
Ctdelivery.logs.amazonaws.com. =8t O|7 H{Z! Z2Mof| M El s3:GetBucketAcl
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MAMEHE CHAIE AWSLogDeliveryAclCheckZ X7 AO|0|EE Statements YU&ELI
CH“Action”: [“s3:GetBucketAcl”, “s3:ListBucket”].
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"Sid":"Allow Logs Delivery to use the key",
"Effect":"Allow",
"Principal":{
"Service":[
"delivery.logs.amazonaws.com"

I

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
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"kms:DescribeKey"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"aws:SourceAccount": [
"account-id"

]
1,
"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:delivery-source:*"
]
}
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReadWriteAccessForlLogDeliveryActions",
"Effect": "Allow",
"Action": [

"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
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"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",
"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "ListAccessForlLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelogGroups"”

1,

"Resource": "*"

"Sid": "AllowUpdatesToResourcePolicyFH",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream"

1,

"Resource": [
"arn:aws:firehose:region:account-id:deliverystream/*"

"Sid": "CreateServicelLinkedRole",

"Effect": "Allow",

"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::account-id:role/aws-service-role/
delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery"
}

{

"Sid":"AllowLogDeliveryForWorkMail",
"Effect":"Allow",

"Action":[
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"workmail:AllowVendedLogDeliveryForResource"

1,
"Resource": [
"arn:aws:workmail:region:account-id:organization/organization-id"

2lAA HEH| AFE El= IAM &4 F

Firchose= El&A HME ALE6tX| 2L7| E 0| FirehoseZ2 TS K|S Olg{et 21
E MME M IAM &2 AWS AA8ELICH= 2h= MH|A 912 dg2 AWS M ggL
CtAWSServiceRoleForLogDelivery. O] AH|A @413 Jghol= Ch& #eto| Z & E LCt

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:ListTagsForDeliveryStream"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/LogDeliveryEnabled": "true"
}
.
"Effect": "Allow"
}
]
}

A 4 AE 2 LogDeliveryEnabled Ei27t 2 AHE 2 E Firehose T1& A E&0f CHE
e E FoiRfLICitrue.= 2ZS HEe Mol 4O E Oy TS 2E7| 0l AWS MSFLICH

CESt O] MH|A @173 A &oi= delivery.logs.amazonaws.com AMH|A 2ot FX| 7} 2 MH|A
A Hg 2 L5 585t A= HAMo| YU&LICt olefet AZ HA2 cihga Z&Lct
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

[a

O|™ MMoi| LIAE Het 2ol APIs CHAl 2£2 AF83sto 20 MEE HYsts 89 OfS TEt
|

"Version":"2012-10-17",
"Statement": [

{

"Sid":"AllowLogDeliveryActions",

"Effect":"Allow",

"Action":[

"firehose:DescribeDeliveryStream",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:*",
"arn:aws:firehose:region:account-id:deliverystream/*",
"arn:aws:s3:::*"

]

.
{

"Sid":"ListAccessForDeliveryDestinations",

"Effect":"Allow",

"Action":[
"logs:DescribelLogGroups",
"firehose:ListDeliveryStreams",
"s3:ListAl1MyBuckets™"

1,

"Resource":"*"
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{
"requester": {
"email": "userl@internal.example.com",
"userName": "userl",
"organization": "m-0123456789abcdef0123456789abcdef",
"userId": "S-1-5-18",
"origin": "127.0.0.1"
.
"mailboxes": [
"user2@external.example.com",
"unknown@internal.example.com"
1,
"window": {
"startDate": "2021-05-04T00:00:00.000Z",
"endDate": "2021-05-06T00:00:00.000Z"
}
}
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Mpdof| dHEE[o] AU&LICE
SLEX
Rt M2 Amazon WorkMailoll &2 28 & ALSXtol Chst HEE M3 g LIct CAP= 0|

[&3to] S2Ate| WSS HBELICE 0|§ S04 O| CIO|EIE A8 3sto] ¥iQle 7188 24t %
|

FAFS AR E AEStHLE SHOIM §H M7

me mu Fo
e > o

Zc= My 4
Email Q#xto| 7|2 olHiY Foe o
LICH.

CAP Lambda &+ 75 T 1.0 97



Amazon WorkMail ZE[Rt et M

Zic MNH e
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"mailboxes": [{
"mailbox": "user2@external.example.com",
"events": [{
"startTime": "2021-05-03T723:00:00.000Z2",
"endTime": "2021-05-04T03:00:00.000Z",
"busyType": "BUSY"|"FREE"|"TENTATIVE",
"details": { // optional
"subject": "Late meeting",
"location": "Chime",
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"instanceType": "SINGLE_INSTANCE"|"RECURRING_INSTANCE"|"EXCEPTION",
"isMeeting": true,

"isReminderSet": true,

"isPrivate": false

1,
"workingHours": {
"timezone": {
"name": "W. Europe Standard Time"
"bias": 60,
"standardTime": { // optional (not needed for fixed offsets)
"offset": 60,
"time": "02:00:00",
"month":
"JAN"|"FEB"|"MAR"|"APR"|"JUN"|"JUL" | "AUG" | "SEP" | "OCT" | "NOV" | "DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
"dayOfWeek": "SUN"|"MON"|"TUE"|"WED"|"THU"|"FRI"|"SAT"

1,

"daylightTime": { // optional (not needed for fixed offsets)
"offset": 0O,
"time": "03:00:00",
"month":

HJANulHFEBnluMARuluAPRuluJUNH|HJULH|HAUGH|HSEPH|HOCTu|nNovu|uDEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
udayofweeku: HSUNuluMONu|HTUEH|HWEDH|HTHuu|HFRIuluSATu

.
},
"workingPeriods":[{
"startMinutes": 480,
"endMinutes": 1040,
"days": ["SUN"|["MON"|"TUE"|"WED"|"THU"|"FRI"|"SAT"]

1]
}
il
"mailbox": "unknown@internal.example.com",
"error": "MailboxNotFound"
1]
}
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2, OIHIE I ZF AlZte| M Moz FEELICH 718d SZR7E AME L 78 HEE 7HK2
K| R AR MM2 AME Y 2FeHs T Moz TAELICH ol2ft HEE of MTM| AL,
OlHE, Z2F AlzZH AlZtCH, 257 [z & @7 MMof| dHE|o] U&LICH.
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HHE = Oln|e A A MM HESHME

OlHI2E o|Hl& HIA|X|2| Sender =& From &ilEH 7}
E #=lo| M8 ELUCt e B2 Sender A7 HKX

M ofE I UX|5tE 49 QHIRE O|HY &
7'<|.=.l—| Ct. Sender 47} 8174Lt Sender 5l
H7t o3t 7 &M LRG| &te dR0le 2 EP%QE From &7t Yx|ELICH CFEt &0t
Ux|5t= O|H Y HIAIX]|of CHaEH o2] = &IXtIt U= B2 2 'ili._ ARtod| CHal 2 =lo| M ELICH.

mO JIIIl

Ol2HI2E oMY HA|X|S| £=AIXKE 2 Sender EE= From sl 7F EM D& O Uk st B of=H}
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Amazon WorkMail AWS Lambda & ++43

OlH2E % o}2HHRE O|HY & F2I0IM Lambda A3 &S A& stod FAIT UxIsHs olHY
HAIXIE MEIE 2/ AWS Lambda & ==0i = & Lct.

Amazon WorkMailo| A Lambda A& &g +&5te{M CFS 74 S0M MELSHMIS.

S7|4] Lambda A& 7

S E 73l Ux|5t= o|H Y HAIXK|= MSE|7| Mol #2|1E Q8 Lambda & +2 MEHEL|CH. Of
TE2 AH835t0 O|HIY 2H=E £HE = UGLICH 5 CHAEF AFS Ateflol & H QHERE =
= OfRHI2E O|HY &§2 Mo{& &= JU&LICt o & £01, Lambda g 0f ME & 722 vl
gt O|HIY HIAIXIS| &S AFEHSHHLE B TS XMAHSHHLE X A2 FIHE &= JU&aLuch

HIS 714! Lambda A% 74

58 A YxlsHs OlHY HAIXIE MSE|S SO #2lE 215 Lambda 842 MIELICH O
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In 4

2 IR ox

MEISHE HIS7|A TS MEHSHE A 2te10] Lambda & =0l EEl O|HIE 240l =
=1 1| CHEF HIEFCO|E{7F Z & ElL|ct. HIEHT|O|E 2| HIAIX| ID
o4 O|HIY HIAIX|S] A 2EI=0f| HMAE == U&LICH XHME LIS E AFE 504 HA|
M AWS Lambda EHdE R X 5HAIAIL. O|HIY OHIEof CHEF XEA|EH LHE 2 Lambda O
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(® Note
34X Lambda O|H|Y 5 & 2|2 FAE Amazon WorkMail Z &1t S8t AWS 2|7 &
AWS A& O] Lambda & 4Bt & = ghL|Ct.

Amazon WorkMail AWS Lambda & A|ZH5}H7|

Amazon WorkMail AWS Lambda 0| A AFE& S A|EStE{HMIM HE 22 WorkMail Hello World
Lambda &4 & HiZ AWS Serverless Application Repository 5t= Zd0| E&LIC} O &40l
Qet BE AL AFSKHE I FHE HEto| U&LICH H B2 o & 224{™ GitHub2| amazon-
workmail-lambda-templates E|Z X|E2|& FZ M.
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://console.aws.amazon.com/lambda/home#/create/app?applicationId=arn:aws:serverlessrepo:us-east-1:489970191081:applications/workmail-hello-world-python
https://console.aws.amazon.com/lambda/home#/create/app?applicationId=arn:aws:serverlessrepo:us-east-1:489970191081:applications/workmail-hello-world-python
https://github.com/aws-samples/amazon-workmail-lambda-templates
https://github.com/aws-samples/amazon-workmail-lambda-templates
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XA Lambda 3“‘% Mot |2 MENEH 22 AWS Command Line Interface ()& At&sto &t
5ok & LICFAWS CLI. CHZ ol x| W0l M A6t TS s-E LI

mjo

__I.L

« MY_FUNCTION_NAMEE Lambda & 42| 0|22 Z HiEL|C}.

« REGIONS Amazon WorkMail AWS 2|2 E CHAIELICEH AHE 71s 8 Amazon WorkMail 2|10 =
us-east-1(01= SEHZXILIOI 58)), us-west-2(01F ME(2HIZ)) L eu-west-1(FH(0FY
HE)7F ZEELICH

« AWS_ACCOUNT_IDZ 12X}2| AWS ™ IDE HfEL|C}.
« WORKMAIL_ ORGANIZATION_IDZ Amazon WorkMail ZZX! IDE CHA|EfLICt =& H|o|x|e| =X

=&
FtEOM &2 = U&LICH

aws --region REGION lambda add-permission --function-name MY_FUNCTION_NAME
--statement-id AllowWorkMail

--action "lambda:InvokeFunction"

--principal workmail.REGION.amazonaws.com

--souxce-arn

arn:aws:workmail :REGION:AWS_ACCOUNT_ID:oxrganization/WORKMAIL_ORGANIZATION_ID

WS Command Line Interface A2 MHAE AWS CLIEESHMI 2.

Amazon WorkMail 2242 Lambda gf+=& &35t x| £t M EL|Ct. O 242 allRecipients =
e 27t MHEEX] 2 AR Lambda SE 0| MEFE ZE S AKOAE HSELICH 29 22

O
°
Ct2 Lambda 40| & £ 9i&L|Ct.

TR HE AlZHER)

Amazon WorkMail0| £&6tX| 28 72 Lambda & 47} CHA| A|EE|= 7|ZHQ]L|Ct. Z8H ZH el
o| 7|Zto| B i M ElL|C}.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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22|RE 2FLHA

(@ Note
S7|4 Lambda &l& #%I2 * CHe ZZAE X|HELICH

Lambda O|H E O|O|E

Lambda & <= CI= O|HE H|O|EHE AL
= Z 2 AHofof et cHE LI

{
"summaryVersion": "2018-10-10",

"envelope": {
"mailFrom" : {

"address" "from@example.com"

}I

"recipients" : [
{ "address"
{ "address"

"recipientl@example.com" },
"recipient2@example.com" }

1,
"sender" : {

"address" "sender@example.com"

},
"subject" : "Hello From Amazon WorkMail!",
"00000000-0000-0000-0000-000000000000" ,

"messageId":
"invocationId": "000000000V00V000V0000000000000000",
"flowDirection": "INBOUND",

"truncated": false

O|HIE JSONOi|= CtZ Ci|o|E{ 7} =& EL|ct.

summaryVersion

LambdaEventDatall HE 52
£ 8t B0 ot ool EElLLCt.

envelope

O|HIY HIAIX|S| 2 = QI |C}.

CHS 227 X &

stof E2|7ELIC HIolE EAlE

Lambda &%

O1L|C}. LambdaEventData0iAl O|F &1} 5 &

o] A K|

| K| el E HE
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mailFrom
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& e AUet AERte| o|HY FAE HrEtELICH AN ARt O|HIY FAE Bre
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DML

recipients

DE AKX oMY FAQ SEQILICH Amazon WorkMail2 g ALEH 2 X = BCCE #1&
StX| ef&LCt.

® Note
QH2E olHY 5& HEl2| B2, ol S5o= 7= &8t Amazon WorkMail Z =
ol R E Qo #=AR7F ZEELICH Lambda B ~& 2t SMTP CHEtol| CHaH & &1X}
ERE WEMoR 2 EL|T, £4A LWEofl= SMTP CH3to| = AIXt7F LEAELIC 2
£ EHQle MR 2R IR of&LICH

sender

CHE AFSXHE CHAlSto O|HIY HIAIXIE
EXHE cHilstod O|HIY HIAIXIE &S m

LLO =2
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I
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S8t ALg Aol OlH| 2l
oF MEELICH

subject

OlHlY M=ZLct. 256K Mgts Zatg < &L

messageld

Amazon WorkMail HIA|X| £& SDK Al A| O|HIY HIA|X[L] A 2EI=X0f HHAE [ AFHR L=
18k IDYL|CH,

invocationld

DRILICE. O] IDE s Yst LambdaEventDataOI CHSH Lambda &7} & H
ol S&EEK|E ?é'—?—oﬂ_'.:_ SUSHH SXIELICH RHAIZE A X|5tD 552 L X5t Ol AFSELICE
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truncated

M= & Zol7t otLl2t Ho|2= 3 7|0 MEELICH true@l 2 HO|2E 3 7|7l 128KB MEt2

ZopetH MEtE t71 £l = &A S 50| ZEILICH

of¥
Jr
[e]]]

S7|4Al Lambda &8 S A 7|0}

S7|Al Lambda A& Q0| & E 0|H Y 58 #2/0| QHI2E = Ol RHIR2E o|HIY HIA|X|e}
ol x|5t

0|

x|
Amazon WorkMailO| &l Lambda & S &5t 8H2 7ICIE! £ oM HA|X|of CH
[m]

™ 2
5tlg $BLICH Lambda B4E &9, &HYS

A = tSet mtetole 2 2edo| MEEle =+
AMAHE Lidst= OI2] Hel# 4 7|otoi EEPEP SES grete

CIS o= 87|14 Lambda 3™ SE& Eo{ELILCH.
of tt2t CHSLCh.

0|0

=2 Lambda & $0| ALl T2 @404

{
"actions": [
{
"action" : {
"type": "string",
"parameters": { various }
.
"recipients": [list of strings],
"allRecipients": boolean
}
]
}

SH JSONoi= CtE3t Z2 o0& 7 ZefELICH

Y fEULICH HIST|A Lambda A& 2ol CHslf 27 &0l ghetElx| f&LCH.

ClHIR2E & 24 & oi= BOUNCE, DROP, DEFAULT, BYPASS_SPAM_CHECK %!
MOVE_TO_JUNKZ} Z&ELICH RIMEH LI 2 QIHI2E O|H Y #&] 2] EHlE T A AL,

%30{= BOUNCE, DROP 2! DEFAULT7} Z&rElL|Ct. RIMIEE Li8e of2

otRHRE FE B 9
HHE = OlHY A AHed B A Z S AAIR
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parameters
ZF 7+ =4 mat0|E{L|Ct. BOUNCE %9 &0l CHal BounceMessage 7| & string 20| Z & &
JSON ZX| 2 X|HELICE o] ghS HY HAIX|= ghs o|H Y HIAIXIE Mdst= ol AFSE LT
recipients
HUS sAsHof 5t O|HY Fao| SFLICH Bel =4Ikt S50 ZEE|X| 42 FLoz M
£ AMRE SHO| F£7HE 4+ A&LICEH allRecipients7F ZH401| CHEH true@! B0l O] ZEJF EQ

allRecipients
true@! 2% Lambda SH0IM CtE & 2H0| MEL|X| ot ZE ARt H 2UE MSEL

CH.

S 7|4l Lambda A8l = X|Et

rok

Amazon WorkMailoll M S 7|4 Lambda A& 2-240]| CHEH Lambda &+ S &£& e CtSot 242 A|
gto| M&ElLCt.

Lambda Bf == 15% LHO| SEst74Lt Amligt 2& =2 *{2|x|0{0F & LICH.

@ Note

NABIS AP REZE KI8T ABH AlZH 2474 S0t 7 252 MAIZELIC

« Z|CH 256KB2| Lambda &4 & 0| 3{E/L|C}.

- SEol= z|CH 10742 17 40| S LI 1071 |4 9| 2t dol= F-E EW 2r40| HE L

+ OFRHI2E Lambda &0l =|CH 500 2| = 41X}7} 51 ELICH.
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S7|4]| Lambda &/¥ Zfed Almj

Amazon WorkMailO| 27, 22 El & == Lambda E}F0IR2 Z QI3 Lambda & +& S && + g
= 42, Amazon WorkMail2 K| BiQ T E AL2510{ ZE2 RHA|E 504 = ng AlZt Z|Zto| 2t 2
2 MK Ml S8 ELich 3™ ChS o|HIY HIAIXKISl 2E AR A 8 2fedo| M EL
Ch Rk LH& 2 57|14 Lambda A8 7= 74 EHHE & ZSHAAIL.

57|Al Lambda A& 2% o
Cl2 ool MeE LEtRQI S7|Al Lambda A8 SEo| X E Ho{E L},

Example : O|HIY HA|X|0| A X[EEl = &IXF K| 7H

CtS oo M= OlH Y HIAIX|oA = ARHE AM7H5L7| @I8F S7]4A Lambda A& SHL| X & E0iE
L|C}.
{
"actions": [
{
"action": {
"type": "DEFAULT"
},
"allRecipients": true
},
{
"action": {
"type": "DROP"
},
"recipients": [
"drop-recipient@example.com"
]
}
]
}
Example : AtEX} X|d O|HIY HIAIX|7t 2 &l gt HY
ChS oo = ALERE X o|HIY HIAIXIZ BtE 67| 28t S7|4 Lambda 4™ 8E 2| X & 0
ZLCh.
{
"actions" : [
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{
"action" : {
"type": 'BOUNCE',
"parameters": {
"bounceMessage" : "Email in breach of company policy."
}
1,
"allRecipients": true
}

Example : O|HI HIA[X]od| #=&IXF F7t

CtS oflol M= oMY HIAIX[o = AIRHE FTI5 |
Ct o|ZH sl olHIY HIAIX|S| &E AL 2= CC E=& UOOIEEIX| f&LICH

_'|_|
N
o
rob
on
\d

{
"actions": [
{
"action": {
"type": "DEFAULT"
I
"recipients": [
"new-recipient@example.com"
]
I
{
"action": {
"type": "DEFAULT"
I
"allRecipients": true
}
]
}
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I At E £71 I E of|XMlE Amazon WorkMail

|oI HAIX[2] JH7<1| —E— I =0l AMAE = USLICH RHAMEF LIS
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https://github.com/aws-samples/amazon-workmail-lambda-templates
https://github.com/aws-samples/amazon-workmail-lambda-templates

Amazon WorkMail ZE[Rt et M

£ ME75o HIAIX| 2EI=x A2 AWS Lambda

}

Amazon WorkMail2| O|H|& S E8 &E|5t == AWS Lambda &5 F 448t & LambdaS A2 35}04

Ml O|HY HIAIX|S A 2EI=0] HMAE = Q&LICEH Amazon WorkMail& Lambda A|X} s}

710i| CHEF RFMIBH LI 2 Amazon WorkMail AWS Lambda € 743 EH2I8 & XSHAIL2.

O|HIY HIAIX|2] TA| 2EI=0 %*Hl*ﬁl'E#“d Amazon WorkMail Message Flow AP101| A

GetRawMessageContent HU2 ASELICE & Al AFEXt2| Lambda &2 MME L= O|H Y H|
AXI D7t APIZ 2- g ™M&ELIct J2{™ APIZI O|H Y HIAIX|Q] M| MIME 2EI=X2 SE§LIct

oHHd

AEMEH LH2 2 Amazon WorkMail API £ Z= 2| Amazon WorkMail HIA|X| S E2 & ZE5HAML2.

=

Io

ArZ35tE Lambda & =2 A HAIX| 2RIXE ZHMst

|

CHS oAM= Python HEMY &2
HoiFLICH.

fjo

Hf =4
o H

rr
mjo

® Tip
0l M AKX 22 Amazon WorkMail Hello World Lambda & %& HiXZ AWS Serverless
Application Repository 5t= W22 A|Z6tH EHRet ZE 2|AA0 HEHE ALE 504 Ao
Lambda &7} MMEILICH O3 Cl2 AF2 AtE|Of [} 2} Lambda & 0] HIELIA 2RI F
7H& = &Lt

import boto3
import email
import os

def email_handler(event, context):

workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])

msg_id = event['messageld']

raw_msg = workmail.get_raw_message_content(messageld=msg_id)

parsed_msg = email.message_from_bytes(raw_msg['messageContent'].read())
print(parsed_msg)

B2 GitHub 2l amazon-workmail-lambda-templates

& 2 HAIX|e] 2RIZE EMst= AHAlEH
iz
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https://docs.aws.amazon.com/workmail/latest/APIReference/API_Operations_Amazon_WorkMail_Message_Flow.html
https://console.aws.amazon.com/lambda/home#/create/app?applicationId=arn:aws:serverlessrepo:us-east-1:489970191081:applications/workmail-hello-world-python
https://github.com/aws-samples/amazon-workmail-lambda-templates
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® Note

Amazon WorkMail Message Flow API= & 5! O|H Y HIA|IX|of| HMASH= O[T AFSF
LICH & EE= =21 F 24 4|7t O[LHoi|BF HIA|X|of| HMAE = U&LICEH ASKS| MYt A

O| HIAIX|O Z2 e Ao 2 HA|ASHE{E Amazon WorkMailol M X|St= CIE T2 E
2 5 StLIE AFSELICHO: IMAP 5= EWS(Exchange Web Services)).

}

AWS Lambda& AI&3t04{ HIA|IX| 2EI= LHI0|E

olHe SE8 &E|stEE 57| AWS Lambda & 4+& F 48 & Amazon WorkMail HA| K|
PutRawMessageContent XS At&36t0{ & 3 O|HIY HIAIX[e| 2HIXE HO|o|EE

ZlFat= = &Ll
Ct. Amazon WorkMail& Lambda &= A|ZF5H7|0f| CHSE REM|EH LI S7|A Lambda A& =] 714

HEZ HXML. APIo| CHE REAIEH LI &2 PutRawMessageContentE& & Z35HAM(L.

(® Note

PutRawMessageContent AP0 = boto3 1.17.80| R &fL|C} == Lambda &0l HEE &=
7tg = J&Lct 2HFHE boto3 H-I"‘|° Ct2 2 E35t2{™ GitHub2| boto H|O|X|& & = 3IAIL.

AE F7tol cHer XM LI 2 AS S MEs6IES B+ 782 HESAL.

=

Ol M| H|B: "LayerArn":"arn:aws: lambda :

${AWS: :Region}:489970191081:1ayer :WorkMaillLambdalLayer:2". O| 0| Aloi M=
${AWS: :Region}2 us-east-11} Zr2 MAEt AWS BTS2 CHAIGHM 2.

® Tip
AWS Serverless Application Repository0Oil A At& Xt #H[H 2 2 Amazon WorkMail Hello World
Lambda & & HIZ5t= JAo 2 AlESH AARIOM EeE 2|AA0 HEHE ZESis
Lambda E MNSXF Ao MAEtLICH a2 CHS AFE Aol [ 2F Lambda & 4=0f HI=

g
LA 222 FIHE = A&LICH

TISBM CHE AL S 7|30t BrLic
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Example 0i|A| S3 =4

"Version": "2008-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {"Service": "workmail.REGION.amazonaws.com"
iy
"Action": [

"s3:GetObject",
"s3:GetObjectVersion"
1,
"Resource": "arn:aws:s3:::My-Test-S3-Bucket/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "AWS_ACCOUNT_ID"
},
"Bool": {
"aws:SecureTransport": "true"

iy
"ArnLike": {
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Amazon WorkMail ZE[Rt et M

"aws:SourceArn":
"arn:aws:workmailmessageflow:REGION:AWS_ACCOUNT_ID:message/WORKMAIL_ORGANIZATION_ID/*"
}
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import boto3
import os

import uuid
import email

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])
s3 = boto3.client('s3', region_name=os.environ["AWS_REGION"])

msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)
parsed_msg = email.message_from_bytes(raw_msg['messageContent'].read())

# Updating subject. For more examples, see https://github.com/aws-samples/
amazon-workmail-lambda-templates.
parsed_msg.replace_header('Subject', "New Subject Updated From Lambda")

# Store updated email in S3

key = str(uuid.uuid4());

s3.put_object(Body=parsed_msg.as_bytes(), Bucket="amzn-s3-demo-bucket",
Key=key)

# Update the email in WorkMail
s3_reference = {
'bucket': "amzn-s3-demo-bucket",
'key': key
}
content = {
's3Reference': s3_reference
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workmail.put_raw_message_content(messageld=msg_id, content=content)
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
1,
"Resource": "arn:aws:workmailmessageflow:region:account:message/*",
"Effect": "Allow"
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
1,
"Resource":
"arn:aws:workmailmessageflow:region:account:message/organization/*",

"Effect": "Allow"
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{

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"workmailmessageflow:GetRawMessageContent"
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"Resource":
"arn:aws:workmailmessageflow:region:account:message/organization/incoming/*",
"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [

{
"Action": [
"workmailmessageflow:GetRawMessageContent",
"workmailmessageflow:PutRawMessageContent"
1,
"Resource": "arn:aws:workmailmessageflow:region:account:message/*",
"Effect": "Allow"
}
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Ct= EtAI= https://autodiscover.company . t 1 d/autodiscover/autodiscover.xml0f| CHEF 5 A|
E te = W E MHEELICH https://company . t1d/autodiscover/autodiscover.xmloil CHEH =
EANE MAM5tE{H O 2 EHAIo] EHIRI0M autodiscover. MSFAIE AN HEL|Ct.

CloudFront2} Route 532 AFE5tH @Z 0| R1tE = U&LICH MBE|= H|&of Cist XhA et

LH2 2 Amazon CloudFront 2 2 2! Amazon Route 53 22 HHH2 & Z5HM2.

Route 53 &! CloudFrontE AI&3504 A& A4 2EHAH E &3l 5t2{H

1. autodiscover.company.t1d& SSL QIEME 742t AWS Identity and Access Management Ad
(IAM) EE=0l 2 EFL|CH AWS Certificate Manager. AtAIEH LIE 2 IAM AFE A Q| A{H QI
S M A4 EE= AWS Certificate Manager AFHE AHEA Q| A|XEHT| EHHE HESHMIR.

2. M CloudFront HIZ £ AAI8HL|C}.
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1. https://console.aws.amazon.com/cloudfront/v4/home0{| A CloudFront 2& 2 LIC}.

2. Bt M & 0i| M Distributions(Hi )& ME4EFLIC,
3. HHE M 4d(Create Distribution)2 ME{EFLIC}
4. oM AlZt5t7|E MEHELICH
5. QE|ZI Mo CtZ 2t 2 U=t

. 227

o

S o|E - T 2ldel et =l o|F &iLICt

- 0= SE(HEXILIOF 55) - autodiscover-service.mail.us-
east-1.awsapps.com

- O/ M2 (282) - autodiscover-service.mail.us-west-2.awsapps.com

- SH((OIYME) - autodiscover-service.mail.eu-west-1.awsapps.com

- QE|IFIZZEZ HA - H5t= A Match Viewer

e

® Note

LE|T B2 & HIY FAL. 22T IDS| At 3 4t HEsHK| OtMl2.

6. 7|2 7HA| SE dHoM LIGE D7Hof CHs Tt S 2t S =g LICt
« [Viewer Protocol Policy]: HTTPSEt
* [Allowed HTTP Methods]: GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE
 [Cache Based on Selected Request Headers]: 25
« [Forward Cookies]: 25
« [Query String Forwarding and Caching]: 8= (ZH4! 71M)
* [Smooth Streaming]: OtLI2
- [Restrict Viewer Access]: OFL|2
7. Distribution Settings(H{3E 4d%d)oi| CHaH Ct& 2t MEISLICH
« [Price Class]: O|=, FHLtCt & REBH ALE

« CHA| =Rl OIS (CNAME)2| B autodiscover.company.tld === company.tldS
U2 LICE 07| M company . t1de= £ HIQ! O|& &ILICt.

« SSL Q1B M: AF& A} X|H SSL 215 M(IAMO| KE E|o] /IS
« Custom SSL Client Support(At& At X|% SSL 220[|21E X|3): All Clients(Z & Z2+0][¢

S e DTEGHE <
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Zcto|HERN S MEIEILICH O™ HTL| Android0oil M= F #Hmi S40]| Zr S5t K|
o
A

® Note
All Clients(2 & Z2}0|ME)E MEHSI= A< Default Root Object(7 |2 FE ZA)E
H|® SLICt.

+ Logging(2Z)): On(&4) E=E Off(HIZ )& MeHgtLch 7 2Zo| #AstELoh
« AH0i| AutoDiscover type2 for autodiscover.company.tldE UZigL|Ct
- HiIZ HEf: EdstEES MEELICH

8. HiZ 4 4d(Create Distribution)2 MEHEFL|C}

3. Route 53 2£0i A CloudFront HHZZ T H2l 0| 2| QB ECZIE EIRE Sl HIZEE MM
grLict.
(® Note
0|48t EtAH|0l A= example.com0i| CHEH DNS 2|2 =7} Route 530 EARIEICHD 74
BtL|C} Route 532 AF25HK| ot= 42 DNS 22Xt &2l 240 Q= MAIE WEA|
o

R

o O
. 3 &B0|CiE MEistod HLICH AT HefolAs &atolci7t Tt Mo 2 hELICH
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Apache & MH AlE

Ct= EtAHl= Apache & AMHE AHE 5104 hitps://autodiscover.company . t 1 d/autodiscover/
autodiscover.xml0i| CHEt ZTEA|E PtE = WS MHEBFLICE hitps://company . t 1d/autodiscover/
autodiscover.xml ZEA|E BHEE{H XIS HAM"S AXISHMI. ChE Bt Aol et ZHRIe| HFAE
U=qghct.

Apache & AMHHE AtE35l0 Rts M 2EAH E & 43l 5teH
1. SSL X|# Apache MEoi| CH3H CHS BES Al=dgrL|ct

SSLProxyEngine on ProxyPass /autodiscover/autodiscover.xml https://autodiscover-
service.mail.REGION.awsapps.com/autodiscover/autodiscover.xml

2. Eol et CHE Apache EE2 BASELICH HHE EE = 3 Apache T2 & ZE5HA
O
* proxy
* proxy_http
* socache_shmcb
* ssl
s AMO| EHAE 4 ZX| {20l CHEF XEAIEH LIE 2 O MME AR

St=5 DNS S 2XE 78 Folls A5 HAMAEX
7l SHIE2H 2MHE EAR 2E 2 AR &7 SEEuct
1. E{OILoM Ats AM A= ZQIE0] CHEE QS E|X| E2 POST XS MAMEHLICE

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml

ANEXQIET} SHIZH 7+ HE B CH2 o AloM EAIE 740} 20| 401 unauthorized M|A|
X|E grgrslioF gLict.
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$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml

HTTP/1.1 401 Unauthorized

2 MX At AM HEE HIAERLICH O XML 28I=7}F 27 El request. xml T2

=

0

0z
% |0
r
Il

<?xml version="1.0" encoding="utf-8"7?>

<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
requestschema/2006">

<Request>
<EMailAddress>testuser@company.tld</EMailAddress>
<AcceptableResponseSchema>
http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006
</AcceptableResponseSchema>
</Request>
</Autodiscover>

Io

3. dEt request.xml THUS AIS5t0{ AEXQIEC QS E XS AM ¥ S EHLIC
testuser@company.tldg R&3 O|HY T4 2 CHAM5tE 72 LA Ot

$ curl -d @erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

ANEZQIET} SHIEH FEE B2 SH2 CFE X2t HIR LI

$ curl -d @erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

Enter host password for user 'testuser@company.tld':

<?xml version="1.0" encoding="UTF-8"7?>

<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/
responseschema/2006" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<Response xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006">

<Culture>en:us</Culture>
<User>
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<DisplayName>Userl</DisplayName>
<EMailAddress>testuser@company.tld</EMailAddress>
</User>
<Action>
<Settings>
<Server>
<Type>MobileSync</Type>
<Url>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Url>
<Name>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Name>
</Server>
</Settings>
</Action>
</Response>

C @l X} 74 =04 A= T{

O|lH Y 2lc|2Mal Zt2 =Rl X4 B MAe o|M| 4o CHEH Met2 XX EtL|Ct o & S0
Amazon WorkMail Z%|0| 2 O|HY FAE O|HYE EICIHME = U&LICH

(® Note
2022 42 1 U2 E{ Amazon WorkMail2 AWS AHX 2ot x| CHAl HEt 202 Qs MH|A
Hot ZR|E AI2517| AlEIRHELIC 202214 42 1L oMo EHQIE F 78t A HE 2o

I.
of AWS 1B 2ot FHE AL&SHe 0T HAMO| U2 4 UALICH 2TCHH 2[4l Mo =
CIOIE3Hs Z40| E&LICH Of AM0| CHAlofME Heg M etLIch YololE Solz ZEl
A& olHYe Mooz MagtLt

A& X X|& Amazon SE =NE=T5
Amazon SES HME A5t 42 2™ odl
%

=
A} X|Z Amazon SES MH|A =] ZAHS B X FIAAIR.
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THQI R B MM n|o|= st

1. https://console.aws.amazon.com/workmail/0l A Amazon WorkMail 2& 2 3L|Ct.

ZIQst A2 AWS 2|2 HAELICH o=/ otedT AM AKX LEZN| U BT MEI S5
o CtS |steE 2| E MEHELICE 2|70 cist XEMIEH L& 2 Amazon Web Services &8F &
oM UA=ZQIEE EHXFAMR

2. MM ZAE MEIECHE 20| 0| MEIELICH
EfAM Zroi M =@ MESEFLICE.

4. CHA| 2238 THIQIC| O|F 2 24X EAIStT SAMS Ot ZHIQI FIHE MEfgfLCt

TR F=7| chst AXEIF LEERSLICE.
5. SAlst 0|E2 = 0@l 0| AXtof 5045'% CtS Tl F7E MEdELICH
6. ZZAO|LIHX| =HQlof CHEH 3~5EtAH & Bt= &L,
A2 X} X|2A Amazon SES MH|A =] 24=H

AM&XF X Amazon SES HME AIE5t= 42 0| INE T H QM AIEE = /U

JHu
gz
x
FO

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AuthorizeWorkMail",
"Effect": "Allow",
"Principal": {
"Service": "workmail.REGION.amazonaws.com"
b
"Action": [
"ses:*"
1,

"Resource": "arn:aws:ses:REGION:AWS_ACCOUNT_ID:identity/WORKMAIL-DOMAIN-NAME",
"Condition": {
"ArnEquals": {
"aws:SourceArn":
"arn:aws:workmail :REGION:AWS_ACCOUNT_ID:organization/WORKMAIL_ORGANIZATION_ID"
}

M K& Amazon SES AMH|A 2= Z{AH 7 1.0 170
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}

SPFE AR3t0f OlHY QIF

Sender Policy Framework(SPF)= O|H Y A+ & Y X|E /sl OIHE O|HY HE EELICH &F
B2 AdoMel SHXI ELH o|HdE AX| A7 2 O|HY*{H 2 0[A
Amazon WorkMail X|2 = HIQlof|l %7 SPFE Fdst= ol CHE RHAIEH L
SPFE AL83t04 O|H|Y 215 S BESAAIR.

0 o
ro |
>
3
Q)
5 o
-}
wn
m
wn
=)
x

A2 X} XA MAIL FROM EH| Q1 744

7|22 9 2 Amazon WorkMail amazonses.com?| 52| ZH QIS &4l O|HY 2| MAIL FROM =H|
CloZ ALEgiLICt O|Z 25 =H2Ie| DMARC H240| SPFOi| CHEH B MHEl B2 ME0| Alug
£ A&Lct o]l EXE siZste{™ AtA =HIQIS MAIL FROM THIQISE FEAML. o|HY =

Q12 MAIL FROM THIQlez MXste 2 2ol 2 248 Amazon Simple Email Service 7H2r X} oF
LiAM S| AL8AF X MAIL FROM EHQ MM g & ZFML.

/A Important
iOS C|HO|AE KI5 HAME & d35t5te 32 AFS A X[H MAIL FROM = H|@lo| 2R EfLCt

APRXP X|Z MAIL FROM =M|Qloj| CHEt REMIEH LHE & Amazon SES7} O|Al| AFE X} x| MAIL FROM

THOIS X|HES HESHML.
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AR F7}

AM2AE F715HH Amazon WorkMail2 AF2 XS Q8 AFHE S RIS o2 MAMSHLICH AF2AHE
Amazon WorkMail & O Z2|7|0|M, 2HI C|HFO|A0|M &&= macOS E = PC2| Microsoft Outlook
2 A835tod 2alal AFAIo| Ho]| HMAE £ Q&LICEH

AM-EXHE F7tstt{H

1. https://console.aws.amazon.com/workmail/0ll A{ Amazon WorkMail 2& 2 JL|Ct.

LZIQEh A2 AWS Z|T2 HEFLICH 2& & HHo ZAEM 2 M S8 d1 2™
MERSEL|CH REAlIE LHogAmazon Web Services Y4t X 2| Regions and endpoints& & X3}
M.

2. EMFM Z=Eg MElE O AL XHE FIHetEdE ZEIS MENELICH

3. EMEO|M AISAE MEHE CHE AR F7HE MEdELICH
A& XE 7t 30| LEEHE LT

4. ASKME HEO| AHEXE O|F EEO| ALEAS| O|F2 YFLICE O|F2 O|HIY F4 é;XPoﬂ
T EAIELICEH AF8RIIE RHAIO| AL XL Ol CHE O|HY FAE 7HXIE S stE{H oY =
L E WA = A&t

5. (ME4ALE) O|F L M & ktofl AHEXt| Hot O|F 2 =F LIt

6. EA|O|F &Kol ArEXte| EA| O|lF 2 YUFLICH

7. O|HY =4 &xtof O|HY HES £E5HHLE CHE HE S =gt

8. 7Z|EMOoE MKtz MY T4 SEoi EAELICH A FA SF0M AISKE 57(18{H YA
T SF0i| T Al =QIEto| MEHS FAFHLICE

9. AMES ddEstX| tgs ME5to AASKIE 2ol HE AFSKE FIHELICH

10. OI-_$_ A—|7C-|9_| OI-_$_ al Ol-?_ Hl‘% AI'XI.Q-” AI.%X 9_' OI-E% O|E'.=|3|'|__||_—_|._

11. AFXF FIHE MEIEFLICEH

Amazon WorkMailE 3|Al Active Directory@t S &6, &2 = Simple AD CIRIE{Z|0IM AFEE 4= QU
ArEXE7E 0]0] U= AR Amazon WorkMailoll M O|2{8t AL AHE & AsHE &= JU&gLct £t CHs
Aol 2k Aol HIZ H3tE AFSAHE CHA| & d3tE = AU&LCt
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IAM Identity Center Ab& A+t 9424524
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<?xml version="1.0" encoding="UTF-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:t="http://
schemas.microsoft.com/exchange/services/2006/types">

<soap:Body>
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<m:Subscribe xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages'>
<m:PushSubscriptionRequest>

<t:FolderIds>
<t:DistinguishedFolderId Id="inbox" />

</t:FolderIds>

<t:EventTypes>
<t:EventType>NewMailEvent</t:EventType>
<t:EventType>CopiedEvent</t:EventType>
<t:EventType>CreatedEvent</t:EventType>
<t:EventType>DeletedEvent</t:EventType>
<t:EventType>ModifiedEvent</t:EventType>
<t:EventType>MovedEvent</t:EventType>

</t:EventTypes>

<t:StatusFrequency>1</t:StatusFrequency>

<t:URL>https://YOUR_PUSH_RESPONDER_URL</t:URL>

</m:PushSubscriptionRequest>
</m:Subscribe>
</soap:Body>
</soap:Envelope>
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<?xml version="1.0" encoding="UTF-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance">
<Header xmlns="http://schemas.xmlsoap.org/soap/envelope/">
<ServerVersionInfo xmlns="http://schemas.microsoft.com/exchange/
services/2006/types" MajorVersion="14" MinorVersion="2" MajorBuildNumber="390"
Version="Exchange201@_SP2" MinorBuildNumber="3" />
</Header>
<soap:Body>
<m:SubscribeResponse xmlns:m="http://schemas.microsoft.com/exchange/
services/2006/messages" xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types'">
<m:ResponseMessages>
<m:SubscribeResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:SubscriptionId>hKJETtoAdi9PPWOtZDQ4MThmMDoVYB</m:SubscriptionId>
<m:Watermark>AAAAAAA=</m:Watermark>
</m:SubscribeResponseMessage>
</m:ResponseMessages>
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</m:SubscribeResponse>
</soap:Body>
</soap:Envelope>

a7 che 23 HAIKIZH 7S 280M X8 URLE MSELIC. O3S 27 MELn

<soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages"
Version="Exchange201@_SP2">
</t:RequestServerVersion>
</soap:Header>
<soap:Body>
<m:SendNotification
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">
<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
<t:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</
t:SubscriptionId>
<t:PreviousWatermark>ygwAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:ModifiedEvent>
<t:Watermark>ywwAAAAAAAA=</t:Watermark>
<t:TimeStamp>2018-02-02T15:15:14Z</t:TimeStamp>
<t:FolderId Id="AAB2L@89bS1kNDgxOGYwOGE50TQ@="></
t:FolderId>
<t:ParentFolderId Id="AAB2L@89bS1kNDgx0GYwOGE="></
t:ParentFolderId>
</t:ModifiedEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
</soap:Body>
</soap:Envelope>
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<?xml version="1.0"7?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">

<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/

services/2006/messages' >
<SubscriptionStatus>0K</SubscriptionStatus>

</SendNotificationResult>
</s:Body>
</s:Envelope>

ZCI0|HET FA| L HAIX| =418 75 SHAISHE{H CHS 2
SubscriptionStatus EEo 75 SiAd SE HAIXIE ™

<?xml version="1.0"?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">

<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/

services/2006/messages">
<SubscriptionStatus>Unsubscribe</SubscriptionStatus>

</SendNotificationResult>
</s:Body>
</s:Envelope>

golg = Amazon WorkMailO| “5tEH|E(StatusEventE2t = 2

FA L2 SHAL| HEfE EOlE
Z)'E MEELICH ME F7|e X7 75 Q™M 238t StatusFrequency Zt2tO|E{of 2t &
tusFrequency7} 10|™ StatusEventﬂ 1=20tct S E LT o] 2k2

F
U&LICH StatusEventl| 2&2 Ct21t Z&LCH

<?xml version="1.0 (http://www.w3.0rg/TR/REC-xml/)" encoding="utf-8"7>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
<soap:Header>

<t:RequestServerVersion xmlns:t="http://schemas.microsoft.com/exchange/
services/2006/types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages" Version="Exchange2010@_SP2"/>
</soap:Header>

<soap:Body>
<m:SendNotification xmlns:t="http://schemas.microsoft.com/exchange/services/2006/

types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">

<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">

<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
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<t:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</t:SubscriptionId>
<t:PreviousWatermark>AAAAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:StatusEvent>
<t:Watermark>AAAAAAAAAAA=</t :Watermark>
</t:StatusEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>

</m:SendNotification>

</soap:Body>

</soap:Envelope>
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aws workmail list-mobile-device-access-rules --organization-id

m-al23b4c5de678fg9h0ijlk21m234no56
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aws workmail create-mobile-device-access-rule --organization-id
m-al123b4c5de678fg9h0ijlk21lm234no56 --name BlockAllAndroid --effect DENY --device-types

"android"
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aws workmail create-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --name AllowlLatestiOS --effect ALLOW --device-
operating-systems "i0S 14.3"
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aws workmail update-mobile-device-access-rule --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --mobile-device-access-rule-id 1a2b3c4d --
name AllowlLatestiOS --effect ALLOW --device-operating-systems "i0S 14.4"
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aws workmail delete-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --mobile-device-access-rule-id 1a2b3c4d
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aws workmail get-mobile-device-access-effect --organization-id
m-al23b4c5de678fg9h0ijlk21m234no56 --device-type "iPhone" --device-model "iPhonel@C1"
--device-operating-system "i0S 14.2.1 16F203" --device-user-agent "i0S/14.2 (18B92)
exchangesyncd/1.0"
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aws workmail list-mobile-device-access-overrides --organization-id
m-al23b4c5de678fg9h0ijlk21lm234n056
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aws workmail put-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BR8ECDO --effect DENY
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aws workmail put-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BR8ECDO --effect ALLOW
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aws workmail delete-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BRS8ECDO

Mol g & 1.0 218


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/workmail/latest/adminguide/manage-devices.html#view_device_details
https://docs.aws.amazon.com/workmail/latest/adminguide/manage-devices.html#view_device_details

Amazon WorkMail ZE[Rt et M

P HY ClHIO|A 2| &5F M

}E%F
o H

\:J

Amazon WorkMail2 ZHFY C|HO|A A 3l RHI C[HHO[A HMA HEIE Sl E 7HK| 7|
240l THIY ClHto|A #E| 7|58 KIEtLict a2{Lt o248t 7|52 Microsoft Exchange
ActiveSync(EAS) ZEEZ S SSHAME 2HIY ClHIO|AQ 45 2 EF £ /IS5 E C|HtO|A ot &

EHE ZHAStD MEst= 7[S0| MEHALICH C|utolA 2ot 3l #7 Z=0f CHEt ®o{E Z&l5Hok ot
= ZEZ|Xt= EtAF ZHEY ClHFO|A ZHE|(MDM) £ ME AEE =

DHY ClHIO|A BHE| £F M 7L

ZEA ZE0|AM 2HY C|HO|A= MDM & F M2 &3dll Exchange Active Sync(EAS) Z2EEZ2
AF& 3104 Amazon WorkMailol 4M[AEHLICH MDM £F M2 CIHIO|A ZA X E AFE S04 Amazon
WorkMail Cl|O|E{0]| CHEt HMAE 518 35H7{Lt HE & LICE. Amazon WorkMail £0 A= MDM & 4
Ol IP T4 £ FAMEBEEAS HMAE &{ESte HAMA Ko &S AHS M. ARMEF LIS
OHA|A Ko] & EHoiS A= EIA|D.

Access Contral

Rule
EAS EAS ’ll.'..l'
WorkMail

Device .

Posture F\’ e

Changes H\\/

MDM solution

Y BacoHeE ZHEY I:| lO|A 7} EASE AF2 6104 Amazon WorkMailod] =& M| AEHL|CH MDM
£342 ClHolA AEh HZE £45T 2 ClH0lATH ST @ AEE SS5HER| R 8 X4
o2 HIIeLIC. MDM £F M2 CIHIO|A T -8 E2 ?ldtsts So| & Ef HEE ZX|etH & 7HXK| =
XE FE £ Yo tXo =2 2oLt O|HEE LHEHLICH. Amazon WorkMail # 2|XH= 0l243t
TE E4 NE| OMIES 205 ES AIATES AHsl T MDM ClHH0lA 27 AFEE E437iLt &4

Dot ClHtola el £F M0 SF %1 1.0 219


https://docs.aws.amazon.com/workmail/latest/adminguide/access-rules.html

Amazon WorkMail ZE[Rt et M

5tX| ot 2 [l C|HFO|AO| CHEE HMAE 5{25F7{L} 7HESHE T HFY C|HIO|A HAM|A RiHO|E RIS
o=z MMe £~ Q&L|ct

Mabile Device Access

Rule
.
EAS l e l
WorkMail

Device Device Mobile
Posture Py Compliance ﬁ'?ﬁ""“ﬁ
Changes Status CLESS
}\ Waorktail ! Override

> » MO
Integration

MDM solution

™ 2E0|A EtAr MDM £ £ 41 SE S =5 WorkMail 2% 7148

A R oM ERAF 2 HEY C|HFO|A ZHE|(MDM) £F M1t SESIEAH OIS 2F AE 2 SFsHok &f
LICH.

- AFEX} ClHo|Ao] CHEt HMAE ActiveSync ZE2EZZ B A|$tstE HMA KMo FEIS MABHL
Ct.

- 718 “2F HE” ZHIY CIHIO|A HMA FAIE OFE0{ & = Q7L #E|Z|X| ot 2 E ZHIY C]
HIO|A 7} 7|2 Mo 2 HEZ|EE 5N L.

« C|HFO|AT} HOt EfMIE HESHE BR(F, HE EF5IHL E556HK] A F), A A X g &
C= O|HEE YMA|IZ|I= 2HHY ClHL B

« AR XH AZER0] Y @AE M504 Ol L&l 41511 Amazon WorkMail SDKE
S E35t04 DHFY C|HFO|A HMIA MHO|E MMELIC

OltEt 1M @A E D E AIEXA CIHIO|AZF MDM 7 &4 @7 A E EF5=X| &2lst £
Amazon WorkMail AFAME 0| BM|AE = U E FL|CH
HM|A Mo #EIS AFE 5109 ActiveSyncOll CHEH 2 HFQ CIHFO|A HMAE ANBHE 4= & LICH.

2 E ClHIO|AT} ActiveSync Z2E 2B AL asmz 15t 0 HAMA Ko FEIE AFR 30 0|8 £
.|

sHst 2 oloJof BHL|CH O = S0 LHE: 3|AF IP 2ol ME CHE MY T2 EZ0] CHEF HMA H

A 2= oA EtAF MDM £ M43t S &= S WorkMail £5 714 % 1.0 220



Amazon WorkMail ZE[Rt et M

etE Fo4g ChE 2[AL B3t 20l M om0 HMAE M= ActiveSyncEt 518 & &L
ActiveSyncOi|AMBF C|HIO|A IDE AFE5H04 C|HIO|AE AEE + ULEE 0 F
Ct. IMAP(QIE{! HIAIX| HMA T2 EZ) E= Exchange & A

&LICH REMEE L8 2 HAMIA Mof & 2] BhpE A astd AI

7|18 M| HE HMA & OHE T

DE ZHY C|HO|A HMA ZAES EtAL 2HEY CIHIO|A ZE| £F Mo 27(24H A8 A E= Cf
HHO|AM 2 XU OISt K| of= 8t ZE CIHIO|AE AE2E HE = HMA FES BHEMR. RHAE

MBS Do ClHHOIA ML TFE BE| MMS BEFML.

Ol Mo e 'HA HE' #=2E ZoiELICt

aws workmail create-mobile-device-access-rule --organization-id
m-al23b4c5de678fg9h0ijlk21m234n056 --name DefaultDenyAll --effect DENY
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Example Java - EWS Java API

import software.amazon.awssdk.services.workmail.WorkMailClient;

import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleRequest;

import

import
import

software.amazon.awssdk.services.workmail.

microsoft.exchange.webservices.data.core.
microsoft.exchange.webservices.data.core.

model .AssumeImpersonationRoleResponse;

ExchangeService;
enumeration.misc.ExchangeVersion;
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import microsoft.exchange.webservices.data.misc.ImpersonatedUserId;
import microsoft.exchange.webservices.data.core.enumeration.misc.ConnectingIdType;

Y coo

AssumeImpersonationRoleResponse response = workMailClient.assumeImpersonationRole(
AssumeImpersonationRoleRequest.builder()
.organizationId(WORKMAIL_ORGANIZATION_ID)
.impersonationRoleId(IMPERSONATION_ROLE_ID)
.build());

ExchangeService exchangeService = new
ExchangeService(ExchangeVersion.Exchange201@_SP2);
exchangeService.setUrl(URI.create(WORKMAIL_EWS_URL));
exchangeService.getHttpHeaders().put("Authorization", "Bearer " + response.token());
exchangeService.setImpersonatedUserId(new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS));

Example .Net - EWS 223 API

using Amazon.WorkMail;
using Amazon.WorkMail.Model;

using Microsoft.Exchange.WebServices.Data;

// ...

AssumeImpersonationRoleRequest request = new AssumeImpersonationRoleRequest();
request.OrganizationId = WORKMAIL_ORGANIZATION_ID;

request.ImpersonationRoleId = IMPERSONATION_ROLE_ID;
AssumeImpersonationRoleResponse response =
workMailClient.AssumeImpersonationRole(request);

ExchangeService service = new ExchangeService(ExchangeVersion.Exchange2010_SP2);
service.Url = new Uri(WORKMAIL_EWS_URL);
service.HttpHeaders.Add("Authorization", "Bearer " + response.Token);
service.ImpersonatedUserId = new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS);

Example Python — Exchangelib

import boto3
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22|RE 2FLHA

from requests.auth import AuthBase

from exchangelib.transport import AUTH_TYPE_MAP

from exchangelib import Configuration, Account, Version, IMPERSONATION
from exchangelib.version import EXCHANGE_2010_SP2

work_mail_client = boto3.client("workmail")

class ImpersonationRoleAuth(AuthBase):
def __init_ (self):
self.token = work_mail_client.assume_impersonation_role(
OrganizationId=WORKMAIL_ORGANIZATION_ID,
ImpersonationRoleId=IMPERSONATION_ROLE_ID
Y["Token"]

def _ _call__ (self, 1):
r.headers["Authorization"] = "Bearer " + self.token
return r

AUTH_TYPE_MAP["ImpersonationRoleAuth"] = ImpersonationRoleAuth

ews_config = Configuration(
service_endpoint=WORKMAIL_EWS_URL,
version=Version(build=EXCHANGE_2010_SP2),
auth_type="ImpersonationRoleAuth"

)

ews_account = Account(
config=ews_config,
primary_smtp_address=EMAIL_ADDRESS,
access_type=IMPERSONATION
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IAM Z2H of| Al| B & Al Ad

CH o Ml= Amazon S3 B{Z10l A1 AWS KMS CMKEZ M&E I g 43518 £ e HEtE £04
St IAM HMZ HodELICH CHS 0d: AFME 2EI= LIELHY| HRtoAf O] oA HA S Ar&ste{™
Mg ntel 0| 0| mailbox-export-policy.json@! JSON ItUZ K& SIAML.

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [

"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:GetBucketPolicyStatus"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

.
{

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KEY-ID"

A,
"Condition": {
"StringEquals": {

"kms:ViaService": "s3.us-east-1.amazonaws.com"
3,
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::amzn-s3-demo-
bucket/S3-PREFIX*"
}
}
}
]
}
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ol o= ddst= 1AM °"%E of 2 IAM Az YAMES HoiELICH OHS of: AfME 2RI
LHELHZ| MRt A Of oAl HE S AL et YA E ot 0/F0| mailbox-export-trust-

policy.json®! JSON It Z K& 35HA L.

aws:SourceArn & aws:SourceAccount 272 SA|0| AIE ZHe = QELICH o|E S0{ 35

=1L

OI

Bt odst2 Al235l04 SUSH AWS H|ZXaws : SourceArn8| CHE Amazon WorkMail ZZ0f| M HA|X|E
LHELHOF t= B HAMIME MHE = U&LICt =7 F7[of| CHEF XEAMIEF LHE 2 AWS IID & HA|A
e A2 MMM AWS 22 ZH HEIAE 7|12 H#ZX5HM2.

- 71—

"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "export.workmail.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
b
"ArnLike": {

'aws:SourceArn": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
al23b4c5de678fg9h0ijlk21m234no56"

AWS CLI & AtE35t0q CHE BEE A&sto] HH A IAM AE S Y8 + U&LICH

aws iam create-role --role-name WorkmailMailboxExportRole --assume-role-policy-
document file://mailbox-export-trust-policy.json --region us-east-1

aws iam put-role-policy --role-name WorkmailMailboxExportRole --policy-
name MailboxExport --policy-document file://mailbox-export-policy.json

ofl CHEF RFMIEH LI 2 AWS Command Line Interface AF2 AHA{E AWS CLIZIZSHAIR.
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of: AtMEf 2EI= LHELHZ|

O|F Mol IAM 248t U HAS OHE £ Ch3 BHE 2250 ALAE 2HXE LIZLHMIS.
Amazon WorkMail Z%! ID & A& Xt ID(AEIE] ID)7} QLo{ok & LICH O] ID2F AHE X ID(RIEE| ID)E=
Amazon WorkMail &0 M EE = Amazon WorkMail APIE Al 235104 HM|AEH £ Q& LT

of: AtME 2EHXE LHE LHEH

1. AWS CLI & At835t04 AbMEf LHELHT| S AIRFErLICH

aws workmail start-mailbox-export-job --organization-id m-

al23b4c5de678fg9h0ijlk21m234no56 --entity-

id S-1-1-11-1111111111-2222222222-3333333333-3333 --kms-key-

arn arn:aws:kms:us-east-1:111122223333:key/KEY-ID --role-arn
arn:aws:iam::111122223333:role/WorkmailMailboxExportRole --s3-bucket-name amzn-s3-

demo-bucket --s3-prefix S3-PREFIX

2. AWS CLI £ AF235109 Amazon WorkMail ZZI0] ALMEN LHELHZ| 2t AEHE 2 L|E{&I8L|Ct.

aws workmail list-mailbox-export-jobs --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56

IF = start-mailbox-export-job B0 o|a M El =] IDE ALE3t0o{ SHE AFME LHE
LHZ| Zhdo| AENTE BLIEEE =& U&LICh

aws workmail describe-mailbox-export-job --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56 --job-id JOB-ID

AbAfEH LHEL LK | &Hed AFER7H 2 2 0|3 LA K AFA B
ol AR 8 4 UBLICH

oo

=
=

fjo

K| El Amazon S3 HZ!Q| . zip Tt

CIE2 LHEEH AbAMefel £3 21 oM LC.

{
"totalNonExportableItems" : "13",
"totalMessages" : "76",
"sha384Hash" : "4de93a***96aldd",
"totalBytes" : "161892",
"totalFolders" : "15",
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"startTime" : "168***380",
"endTime" : "168***384"
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Amazon SES T&l0i| CHE XEAIEH LE& 2 Amazon Simple Email Service 7HEHAF OFLHA{ 2] Amazon

WorkMailZt S& 2 S FESHMIL.
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