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public class GetUserDemo {
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Credentials;
StaticCredentialsProvider;
icAWSCredentials;

Regions;

workdocs.AmazonWorkDocs;
workdocs.AmazonWorkDocsClient;
workdocs.model.DescribeUsersRequest;
workdocs.model.DescribeUsersResult;
.workdocs.model.User;

public static void main(String[] args) throws Exception {
AWSCredentials longTermCredentials =

new BasicAWSCredentials("accessKey",

"secretKey");

AWSStaticCredentialsProvider staticCredentialProvider =
new AWSStaticCredentialsProvider(longTermCredentials);

AmazonWorkDocs workDocs =
AmazonWorkDocsClient.builder().withCredentials(staticCredentialProvider)
.withRegion(Regions.US_WEST_2).build();

List<User> wdUsers = new

ArraylList<>();

DescribeUsersRequest request = new DescribeUsersRequest();

// The OrganizationId used here is an example and it should be replaced

// with the OrganizationId of your WorkDocs site.
request.setOrganizationId("d-123456789c");
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request.setQuery("joe");

String marker =
do {
request.setMarker(marker);

DescribeUsersResult result =

null;

workDocs.describeUsers(request);

wdUsers.addAll(result.getUsers());

marker =

while (marker != null);

result.getMarker();

System.out.println("List of users matching the query string: joe ");

for (User wdUser :
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wdUsers) {

System.out.printf("Firstname:%s | Lastname:%s | Email:%s
wdUser.getGivenName(), wdUser.getSurname(), wdUser.getEmailAddress(),
wdUser.getRootFolderId());
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services.

auth.AWSCredentials;
auth.AwWSStaticCredentialsProvider;
auth.BasicAWSCredentials;
auth.BasicSessionCredentials;
regions.Regions;

services.
.securitytoken.
services.

securitytoken.AWSSecurityTokenService;
securitytoken.
securitytoken.
AmazonWorkDocs;

AmazonWorkDocsClient;

model .AssumeRoleRequest;
model.AssumeRoleResult;
workdocs.

workdocs.
workdocs.
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import com.amazonaws.services.workdocs.model.DocumentMetadata;
import com.amazonaws.services.workdocs.model.FolderMetadata;

public class AssumeRoleDemo {

private static final String DEMO_ROLE_ARN = "arn:aws:iam::111122223333:role/workdocs-
readonly-role";

private static AmazonWorkDocs workDocs;

public static void main(String[] args) throws Exception {

AwWSCredentials longTermCredentials =
new BasicAWSCredentials("accessKey", "secretKey");

// Use developer’s long-term credentials to call the AWS Security Token Service
(STS)
// AssumeRole API, specifying the ARN for the role workdocs-readonly-role in
// 3rd party AWS account.

AWSSecurityTokenService stsClient =
AWSSecurityTokenServiceClientBuilder.standard()
.withCredentials(new AWSStaticCredentialsProvider(longTermCredentials))
.withRegion(Regions.DEFAULT_REGION.getName()).build();;

// If you are accessing a 3rd party account, set Externalld
// on assumeRequest using the withExternalId() function.
AssumeRoleRequest assumeRequest =
new AssumeRoleRequest().withRoleArn(DEMO_ROLE_ARN).withDurationSeconds(3600)
.withRoleSessionName("demo");

AssumeRoleResult assumeResult = stsClient.assumeRole(assumeRequest);

// AssumeRole returns temporary security credentials for the
// workdocs-readonly-role

BasicSessionCredentials temporaryCredentials =
new BasicSessionCredentials(assumeResult.getCredentials().getAccessKeyId(),
assumeResult
.getCredentials().getSecretAccessKey(),
assumeResult.getCredentials().getSessionToken());

// Build WorkDocs client using the temporary credentials.
workDocs =
AmazonWorkDocsClient.buildex()
.withCredentials(new AWSStaticCredentialsProvider(temporaryCredentials))

o45t g 421504 WorkDocsoll 9172 6
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.withRegion(Regions.US_WEST_2).build();

// Invoke WorkDocs service calls using the temporary security credentials
// obtained for workdocs-readonly-role. In this case a call has been made
// to get metadata of Folders and Documents present in a user’s root folder.

describeFolder("root-folder-id");

private static void describeFolder(String folderId) {
DescribeFolderContentsRequest request = new DescribeFolderContentsRequest();
request.setFolderId(folderId);
request.setLimit(2);
List<DocumentMetadata> documents = new ArraylList<>();
List<FolderMetadata> folders = new ArraylList<>();

String marker = null;

do {
request.setMarker(marker);
DescribeFolderContentsResult result = workDocs.describeFolderContents(request);
documents.addAll(result.getDocuments());
folders.addAll(result.getFolders());
marker = result.getMarker();
} while (marker != null);

for (FolderMetadata folder : folders)
System.out.println("Folder:" + folder.getName());
for (DocumentMetadata document : documents)
System.out.println("Document:" + document.getlLatestVersionMetadata().getName());
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AwWSCredentials longTermCredentials =
new BasicAWSCredentials("accessKey", "secretKey");
AwWSStaticCredentialsProvider staticCredentialProvider =
new AWSStaticCredentialsProvider(longTermCredentials);

// Use the region specific to your WorkDocs site.
AmazonWorkDocs amazonWorkDocsClient =
AmazonWorkDocsClient.builder().withCredentials(staticCredentialProvider)
.withRegion(Regions.US_WEST_2).build();
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InitiateDocumentVersionUploadRequest request = new
InitiateDocumentVersionUploadRequest();
request.setParentFolderId("parent-folder-id");
request.setName("my-document-name");
request.setContentType("application/octet-stream");
InitiateDocumentVersionUploadResult result =
amazonWorkDocsClient.initiateDocumentVersionUpload(request);
UploadMetadata uploadMetadata = result.getUploadMetadata();
String documentId = result.getMetadata().getId();
String documentVersionIld = result.getMetadata().getLatestVersionMetadata().getId();
String uploadUrl = uploadMetadata.getUploadUrl();
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URL url = new URL(uploadUrl);

HttpURLConnection connection = (HttpURLConnection) url.openConnection();
connection.setDoOutput(true);

connection.setRequestMethod("PUT");

// Content-Type supplied here should match with the Content-Type set

// in the InitiateDocumentVersionUpload request.
connection.setRequestProperty("Content-Type", "application/octet-stream");
connection.setRequestProperty("x-amz-server-side-encryption", "AES256");
File file = new File("/path/to/file.txt");

FileInputStream fileInputStream = new FileInputStream(file);
OutputStream outputStream = connection.getOutputStream();
com.amazonaws.util.IOUtils.copy(fileInputStream, outputStream);
connection.getResponseCode();
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UpdateDocumentVersionRequest request = new UpdateDocumentVersionRequest();
request.setDocumentId("document-id");
request.setVersionId("document-version-id");
request.setVersionStatus(DocumentVersionStatus.ACTIVE);
amazonWorkDocsClient.updateDocumentVersion(request);
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GetDocumentVersionRequest request = new GetDocumentVersionRequest();
request.setDocumentId("document-id");

request.setVersionId("document-version-id");

request.setFields("SOURCE");

GetDocumentVersionResult result = amazonWorkDocsClient.getDocumentVersion(request);
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String downloadUrl =
result.getMetadata().getSource().get(DocumentSourceType.ORIGINAL.name());
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"workdocs:CreateNotificationSubscription",
"workdocs:DeleteNotificationSubscription",
"workdocs:DescribeNotificationSubscriptions"”
1,

"Resource":

}

i n

of 22 &dslstH 22 F 58 £ CreateNotificationSubscription® EHMOZ 5 &
C}.



https://docs.aws.amazon.com/workdocs/latest/APIReference/API_CreateNotificationSubscription.html

Amazon WorkDocs TR 7H0|E

1. https://console.aws.amazon.com/zocalo/ WorkDocs 2& 2 JLICt.

2. Manage Your WorkDocs Sites(WorkDocs AFO|E £ 2|) HO|X|o|M #5tE
Actions(& )2 MEHEH & Manage Notifications(2 & ZH2)& MEIEF LT

3. Manage Notifications(& & #t2[) H 0| X|0{| A Enable Notifications( & & AsHE MEHFLICH

4. 7k WorkDocs AIO|EOM LEIE s L5t =5 518 AFSAF L= HE 9| ARNS LU LICH

WorkDocsOlA S EIZ AFEStEE dHst= whEdol cHet REAIEH LHE 2 AWS SDK for Python 2!
AWS Lambda®t & 71 Amazon WorkDocs API AL 2 & XML, 2 2lS &858t & S AlnF S Al

AMNEXtE SBIE 75T + U&LICHL

tedH

ol

WorkDocs & &E 5

1. Amazon SNS HIA|X|E XEIStEE A=EXZQIEE FH|FLICE XHAIEH LHE S Amazon Simple
Notification Service 7H& Xt QFLHA{0| A HTTP/S @I=

/A Important
SNSE FHE HE=EZQIEN &l HAIXIE ER-LICH SRS gropd™ o] HIAIXK|E Bt
Ch =8t HHE QIE{HO|A EEE APIE S35l AWSO| HMAE m FIPS
| REO0| Q8 B FIPS A=EZQIEE AFSELICH AHE 7tS8t
FIPS A= ZQIE0f CHt XkM|EH LI 2 Federal Information Processing Standard(FIPS)

« Z3 D 7tXM27
1. AWS Directory Service Z& B M F oM C[RHEE|IE MBI LICY.

2. Amazon WorkDocs AtO|E0] sHE3t= C|HE{2| ID= SHE AIO|EC| =& IDE T AFSEIL

T

- ChE1 Zo| 15 23FE dg&LoL

CreateNotificationSubscriptionRequest request = new
CreateNotificationSubscriptionRequest();
request.setOrganizationId("d-1234567890");
request.setProtocol(SubscriptionProtocolType.Https);
request.setEndpoint("https://my-webhook-service.com/webhook");
request.setSubscriptionType(SubscriptionType.ALL);
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CreateNotificationSubscriptionResult result =
amazonWorkDocsClient.createNotificationSubscription(request);

System.out.println("WorkDocs notifications subscription-id: "
result.getSubscription().getSubscriptionId());
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 delete_document

* move_document

* recycle_document

* rename_document

 revoke_share_document

* share_document

upload_document_version
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CreateUserRequest request = new CreateUserRequest();
request.setGivenName("GivenName");
request.setOrganizationId("d-12345678c4");

// Passwords should:

// Be between 8 and 64 characters

// Contain three of the four below:

// A Lowercase Character

// An Uppercase Character

// A Number

// A Special Character
request.setPassword("Badpa$$word");
request.setSurname("surname");
request.setUsername("UserName");

StorageRuleType storageRule = new StorageRuleType();
storageRule.setStorageType(StorageType.QUOTA);
storageRule.setStorageAllocatedInBytes(new Long(10485761));
request.setStorageRule(storageRule);

CreateUserResult result = workDocsClient.createUser(request);

AWS Z£0{| A WorkDocs Z2! IDE 2o
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https://docs.aws.amazon.com/workdocs/latest/APIReference/API_ActivateUser.html
https://console.aws.amazon.com/directoryservicev2/
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_AddResourcePermissions.html
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AddResourcePermissionsRequest request = new AddResourcePermissionsRequest();
request.setResourceld("resource-id");
Collection<SharePrincipal> principals = new ArraylList<>();;
SharePrincipal principal = new SharePrincipal();
principal.setId("user-id");
principal.setType(PrincipalType.USER);
principal.setRole(RoleType.CONTRIBUTOR);
principals.add(principal);
request.setPrincipals(principals);
AddResourcePermissionsResult result =

workDocsClient.addResourcePermissions(request);

AR A BlAAof CHEF HEH F04 14
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E 4RI APIO| M| ASHE O A
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« 7HErXEof| Al WorkDocs API04| CHEF T8t &0
« EFAL 702 KFOA| H| WorkDocs APIsOf| CHe # 8t 2o

« MEXA 1AM g TS + U= HEF F0d

. S% WorkDocs QIAEIA0f CiEH MM A X8

72t X}odl H| WorkDocs API0i| CHEH H8F £04

® Note
Hotg Z5tstedH 712 1AM AL AF CHA HH2| 0| AL AHE MM SHAIL.

IAM ZHE|AHQ! B2 ST AWS A /E 2| IAM ALE RHod| H| WorkDocs APl M| A #EtS F0i8 =
L.|L—-|' O|Z 7| 524 WorkDocs API 8t B2 S 4450 IAM AFS Kol 7| 4 grLICt. ChS AP 3
CtY Bt Describe APIOl 47| & HEtE FodgfLCh.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "WorkDocsAPIReadOnly",

"Effect": "Allow",
"Action": [
"workdocs:Get*",
"workdocs:Describe*"

1,

"Resource": [

i n

7k XHod| Al WorkDocs API0| CHEH 8t £ 04
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https://docs.aws.amazon.com/workdocs/latest/APIReference/
https://docs.aws.amazon.com/workdocs/latest/APIReference/
https://console.aws.amazon.com/iam/
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4. N5 EEE HEStD EFF HXE 2l 4 ARNZS SAHEH # Create Role({E 2HEI)E 2=
5tof g ddg etz Lot

5. I8 ARNS JHL A9t BRELICH CHE 2 A# ARNS| ofLict

arn:aws:iam: :AWS-ACCOUNT-ID:role/workdocs_app_role

; (=) o A | - —_—
AL XA 1AM &GS B2 = = HEF §0
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"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",

"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::<aws_account_id>:role/workdocs_app_role"
}
}

E ;
£ 7% WorkDocs QIAEIA O] CHEF HAM|A K|S
AWS 7{|%40i| 0424 WorkDocs AO|E 7} i1 §7% ALO|E O] API HA[A HELE Ro{5iEi= EF
Condition SAE Zo|gt £ QI&LIC} Condition LAE Al25t0{ MaHo| F290| & Msl= A|™

=
of CHet ZHE x|He =+ U&LICH

"Condition":
{
"StringEquals": {
"Resource.OrganizationId": "d-123456789c5"
}
}
0| 9 TS MB3HE ALBRHE ID7} ) WorkDocs QIAE A B UM A 4 gL
Ctd-123456789c¢5. WorkDocs QIAEIA IDE Z&| ID EE= C|EEZ| 1Dt = g LICH XM L

2 575 WorkDocs QIAEI A0 CHEH HA|A R 3t EHHIE BEFHAAIL.

AWS Z£0{A WorkDocs Z%| IDE Hoe{H ChE HAHE HEAML.
Z% IDE 7tM2e{H

1. AWS Directory Service 2& &2 oM CIEEEIE MENFLICH
2. WorkDocs AtO|E0f aliEst= C|=IE 2| ID 2t 2 7158 SLICH 0|Zd0| AtO|E o] =& IDYLCY.
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« WorkDocs APIs &

WorkDocs APIsE S && = Q= Het §£04

BHE QIE{ W O|A AF8 A= WorkDocs 2oi| CHEt M| HEt2 7Hx| Q40{oF & LICH AWS Directory
Service. 80| Qi A2 2 E API 21 3 £ UnauthorizedResourceAccessException HA|X|E

BHErLICH OHS A2 2E HEte Ro{Ffuch

"Version": "2012-10-17",
"Statement": [
{
"Action": [

"workdocs:*",
"ds:*",
"ec2:CreateVpc",
"ec2:CreateSubnet",
"ec2:CreateNetworkInterface",
"ec2:CreateTags",
"ec2:CreateSecurityGroup",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkInterfaces",

WorkDocs APIsE Z&%& 4= Q!

rr

et £0q 19
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ec2:DescribeAvailabilityZones",
"ec2:AuthorizeSecurityGroupEgress",
ec2:AuthorizeSecurityGroupIngress",
"ec2:DeleteSecurityGroup",
ec2:DeleteNetworkInterface",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress"

1,
"Effect": "Allow",
"Resource": "*"
}
]
}
17| & HEHE FodstoiH o] HAME ALESHMIR2

{

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"workdocs:Describe*",
"ds:DescribeDirectories",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets"
1,

"Effect": "Allow",

"Resource": "*"

Ao M A Y 242 2 E WorkDocs Describe 240 CHEH HAM|A HEHE Hoighi|ct.
=
=

DescribeDirectories #fd2 AWS Directory Service C|ZE{2[0]| CHEF HE
(@)

o
Amazon EC2 &2 AF235t™ WorkDocs7} VPCs & MEUI SE 2 71X2 £ U&LCH

PI Y &

>

T

Al EZC ID A

APl 21 S £2 EC{o HMAE miotct E2 O|F0]| otl E2 IDE AFS3aHof &Lt
0 € £0{ client.get_folder(FolderId='MyDocs')E S5IHAPI 2 3 &2
UnauthorizedResourceAccessException HIA|X|2} CHS 404 HIA|X|E gHEHEFLICH

API 2 & Al EEH ID ME
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client.get_folder(FolderId='MyDocs')
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "C:\Users\user-name\AppData\Local\Programs\Python\Python36-32\1ib\site-packages
\botocore\client.py", line 253, in _api_call
return self._make_api_call(operation_name, kwargs)
File "C:\Users\user-name\AppData\Local\Programs\Python\Python36-32\1ib\site-packages
\botocore\client.py", line 557, in _make_api_call
raise error_class(parsed_response, operation_name)
botocore.errorfactory.UnauthorizedResourceAccessException: An error occurred
(UnauthorizedResourceAccessException) when calling the GetFolder operation:
Principal [arn:aws:iam::395162986870:user/Aman] is not allowed to execute
[workdocs:GetFolder] on the resource.

O|& ¥ X5tz E2EH2| URLO U= IDE ALESHMIR.

site.workdocs/index.html#/folder/
abcl23def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3d489577.

HZr IDE MEshe SuHE 2ot wHEELcH

ol
i

client.get_folder(FolderId='abcl23def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3¢
{'ResponseMetadata': {'RequestId': 'f8341d4e-4047-11e7-9e70-afa8d465756¢"’,
'"HTTPStatusCode': 200, 'HTTPHeaders': {'x-amzn-requestid': 'f234564e-1234-56e7-89e7-
al@fas5t789c', 'cache-control': 'private, no-cache, no-store, max-age=0',
'content-type': 'application/json', 'content-length': '733', 'date':
'Wed, 24 May 2017 06:12:30 GMT'}, 'RetryAttempts': 0}, 'Metadata': {'Id':
'abcl23def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3d489577"', 'Name':
'sentences', 'CreatorId':
'S-1-5-21-2125721135-1643952666-3011040551-2105&d-906724f1ce', 'ParentFolderId':
'0a8112922403ae8e1d3c180f4975f38f94372c3d6a2656c50851c7fb76677363",
'CreatedTimestamp': datetime.datetime(2017, 5, 23, 12, 59, 13, 8000,
tzinfo=tzlocal()), 'ModifiedTimestamp': datetime.datetime(2017, 5, 23, 13,
13, 9, 565000, tzinfo=tzlocal()), 'ResourceState': 'ACTIVE', 'Signature':
'b7f54963d60aeld6b9ded476f5d20511"'}}

O = 2|7|o|M BHE 7|

WorkDocs & E2|Xt= Ch5 EHHIE A& 35tod ofE2|7H|0|ME HEgfLICt
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of Z2|7 0| HHd
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2. My Applications(LH OHZ 27| 0|44), o E 2|7 0| S MESFLIC.

3. CiS S L™
ofZ2|7|0|M ol&

OfZ2|7[olM el o|§& XIHEfLICH.
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OfZE|7o| Mt AZE OlHIY FAUL|CH
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of Z 2|7 o|Mof cHer dBILICE.

2IC|3M URI

WorkDocs7} EEfZE 2IC|=ME x| L|Ct

of 2|7 0| He

OfZ (70|l e{7| EE= AT HL{ULICE RtMIEF LIE2 O ZE2(7[0|M HeIE HZsHAIL.
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https://console.aws.amazon.com/zocalo/
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o Initiate*
* Abort*
« Add*

* Remove*

3t 204

ofZ |70l SF0| 2t = Z|H ofZ (7 0|2 WorkDocs ALEAHE CHalsto] HEF R o1& Y +
A&LICt o|F A st242 o Z2[710|440] WorkDocs OAuth AEEZQIEQIE Y E3sto{ Chg A E| mhet

O/E{E https://auth.amazonworkdocs.com/oauthX 3aHoF EL|Ct.

« [E=] app_id—OoHEEZIF0|ME SF Al Y x|= o Z2|7i0|4 ID.

« [Z=] auth_type—2 0| CHEt OAuth §8. X|HE|lE Zf2 ImplicitGrant LICH.

« [E]redirect_uri—HAMA EES 87| 2|5t04 ofZE[AH 0|Mof| S & 2IC|=M URI.

o [MEHALE] scopes—EIEE FREE Hel S5 XIHGX| of2 E2 S5 nHof| M MEHEH <
S 50| A8ELC.

« [ME4 AN state—HM|A EEIL M BHEHEIE AT,

(@ Note

HE QIE{H[0|A T APIE S5 AWSOH AMAE O FIPS 140-2 A5 E @25 BE0| T
23 H2 FIPS ASZQIES A ELICH AL 7HS Bt FIPS IS ZQIEof it xhAIBH LIS
2 Federal Information Processing Standard(FIPS) 140-2& & X 3IMI2.

AH

HHA EE S L7| fla OAuth E& 2 A& st A

rr

GET 2%:

M

GET https://auth.amazonworkdocs.com/oauth?app_id=my-app-
id&auth_type=ImplicitGrant&redirect_uri=https://myapp.com/
callback&scopes=workdocs.content.read&state=xyz

=|

OAuth H&H 204 & &o0i= CHS 20| EIdE

0%

r
[ul

1. OHZz|F 0| AF2 XA WorkDocs AFOIE O|E € Q=dstet= HIAIR|7F EAIE LICE

2. A2X= K4 sHE ladsty| s WorkDocs 15 H|0| k|2 2|C|2ME L|C}.

e F0q

23


https://aws.amazon.com/compliance/fips/
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3. QIFoll AT ot ALSAL7H OB 217 0l 440l WorkDocsoll KA & 4 QI HEtg RofstHLE

RE 4 9l 50| stHo| EAIELICH

4. SO/ SHOIM AL K7} Accept® ME45HE 22| THEHOIEIS DHEIVHRIZ A E2, 21 HE
ot {E04 o Z2|7i0|Me| Z28 URLE E2t X7t 2|C|=MEL|Ct

WorkDocs2| HE GET 24:
GET https://myapp.com/callback?acessToken=accesstoken&region=us-east-1&state=xyz

MM A EZ 2|0i = WorkDocs OAuth MH|A = MEASH WorkDocs AtO|E0f CHEF # 2| mt2to|
E{regionZ T gFetEL|CH WorkDocs 2|5 OHEE[# 0|42 region ItZHOIEE AFE5}04
WorkDocs AMH|A dIEZQIEE ZAXsHof ghL|Ct.

HWE QIEIH0|A Fi APIE S35 AWSOH| HMA S I FIPS 140-2 ZBE 253t 250 s
AL FIPS A= EQIEE AFSFLICH ALE 7H5 3 FIPS IEZQIEof CHEt XHHIEF L&

Information Processing Standard(FIPS) 140-2& & ZX3tMIR2.

WorkDocs APIs &

HAMA EEE U2 F ofE2[7 0|42 WorkDocs MHH|AO| CHEH API 2 &S sdE = /U&LICH

/A Important

O| i Al= curl GET 28 E At&350{ EM2| HEIHIOIEE 7= WS Ho{FE LIt

Curl "https://workdocs.us-east-1.amazonaws.com/api/vl/documents/{document-id}" -
"Accept: application/json" -H "Authentication: Bearer accesstoken"

Mﬂ

MNEXIO| BE EC{E MYSI7| QI8 JavaScript &+ M

function printRootFolders(accessToken, siteRegion) {
var workdocs = new AWS.WorkDocs({region: siteRegion});
workdocs.makeUnauthenticatedRequest("describeRootFolders", {AuthenticationToken:
accessToken}, function (err, folders) {
if (err) console.log(err);
else console.log(folders);

WorkDocs APIs 3 & 24
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Java 7|EF APl 2 &£ 9| ME2 ofe dEHO| Ltk U&LICH

AWSCredentialsProvider credentialsProvider = new AWSCredentialsProvider() {
@Override
public void refresh() {3}

@Override
public AWSCredentials getCredentials() {
new AnonymousAWSCredentials();
}
I

// Set the correct region obtained during OAuth flow.
workDocs =
AmazonWorkDocsClient.builder().withCredentials(credentialsProvider)
.withRegion(Regions.US_EAST_1).build();

DescribeRootFoldersRequest request = new DescribeRootFoldersRequest();
request.setAuthenticationToken("access-token-obtained-through-workdocs-oauth");
DescribeRootFoldersResult result = workDocs.describeRootFolders(request);

for (FolderMetadata folder : result.getFolders()) {
System.out.printf("Folder name=%s, Id=%s \n", folder.getName(), folder.getId());
}

WorkDocs APIs 3 & 25
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WorkDocs Content Manager= ZHXE& Y2 E35l7{Lt WorkDocs AtO|EX|M CIR2EESHE &2
& SEEIEl =F L

ZA
« WorkDocs 2EIx zZt2|Xt 7+
« EMNLCIREE

« EMYEE

WorkDocs 2= 22|k 74
2| 2 ALK} ol Z 2|7i 04401 WorkDocs Content ManagerE AFE& 4 & LICH

A&XF o EE|F|0| Mol B IR 2U™H AWS At 51 215 EEE A& 3104 WorkDocs
Content Managerg& ‘33l oF & L|C}.

2| o E 27 0|42 B WorkDocs ZEI0|AEE (IAM) AtF ZH2E AWS Identity and Access
Management = 7|&}aloF gfL|C} EE8H QIS EE2 4 APl &0 M MeFz|o{of g L|C}.

CHZ ZE & Java EE= CHE ALE5H04 AL X} Of Z 2|71 0| 0il CHEF WorkDocs Content Managerg =
7|8t5t= WS EoiELICh
Java:

AWSStaticCredentialsProvider credentialsProvider = new AWSStaticCredentialsProvider(new
AnonymousAWSCredentials());

AmazonWorkDocs client =

AmazonWorkDocsClient.builder().withCredentials(credentialsProvider).withRegion("region").builc

ContentManager contentManager =

ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("token").t

C#:

AmazonWorkDocsClient client = new AmazonWorkDocsClient(new AnonymousAWSCredentials(),
"region");

WorkDocs 2HI= #2|xF 74 26
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ContentManagerParams params = new ContentManagerParams

{

WorkDocsClient = client,
AuthenticationToken = "token"
};

IContentManager workDocsContentManager = new ContentManager(param);

EMLCREE

Ir

74t Xt= WorkDocs Content Managerg At&&t01 WorkDocsOlMH 2 A2l £ HE EE= %[4 HTS
CRREE £+ UELICH O doME Java & CH#2 AH&3610{ EH MO EME CIREESIE Y
M2 2o FLCH.

(® Note

Z|AM HMO EME CIREZE524M GetDocumentStream 22 T ME [ VersionIdE
X|H5HK| DA A2

Java

ContentManager contentManager =
ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("auth-
token").build();

// Download document.

GetDocumentStreamRequest request = new GetDocumentStreamRequest();
request.setDocumentId("document-id");
request.setVersionId("version-id");

// stream contains the content of the document version.
InputStream stream = contentManager.getDocumentStream(request).getStream();

C#

ContentManager contentManager =
ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("auth-
token").build();

// Download document.

EMcezc 27
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JHeER 7Hol=

GetDocumentStreamRequest request = new GetDocumentStreamRequest();
request.setDocumentId("document-id");
request.setVersionId("version-id");

// stream contains the content of the document version.

InputStream stream = contentManager.getDocumentStream(request).getStream();

EAMYZRE

WorkDocs Content Manager= WorkDocs AtO|E 0| 2HI=XE U2 C=35t7| 8 APIE X3 gLct. Ct
2 oo M= Java & C#2 ALE50d EME YEEste WS Eof FLCH

Java

File file = new File("file-path");

InputStream stream = new FileInputStream(file);
UploadDocumentStreamRequest request = new UploadDocumentStreamRequest();
request.setParentFolderId("destination-folder-id");
request.setContentType("content-type");

request.setStream(stream);

request.setDocumentName("document-name");
contentManager.uploadDocumentStream(request);

C#

var stream = new FileStream("file-path", FileMode.Open);

UploadDocumentStreamRequest uploadDocumentStreamRequest = new
UploadDocumentStreamRequest()

{
ParentFolderId = "destination-id",
DocumentName = "document-name",

ContentType = "content-type",
Stream = stream

¥

workDocsContentManager.UploadDocumentStreamAsync(uploadDocumentStreamRequest).Wait();

Ho
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