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{
"Sid": "AllowWorkDocsFileUpload",
"Effect": "Allow",
"Principal": {
"Service": "workdocs.amazonaws.com"
I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BUCKET-NAME/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "AWS-ACCOUNT-ID"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:workdocs:REGION:AWS-ACCOUNT -
ID:organization/WORKDOCS-DIRECTORY-ID"

}
}
}
)
}
(@ Note
« WORKDOCS-DIRECTORY-ID= WorkDocs AIO|E o] =& IDQIL|C}. AWS WorkDocs 2&

O “Lif AtO|E” EflO|E0M HE = U&LILCL.
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowStartWorkDocsMigration",
"Effect": "Allow",
"Action": [
"workdocs:StartInstanceExport"

P

"Resource": [
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"arn:aws:workdocs:REGION:AWS-ACCOUNT-ID:organization/WORKDOCS-

DIRECTORY-ID"

]

"Sid": "AllowDescribeWorkDocsMigrations",

"Effect": "Allow",

"Action": [
"workdocs:DescribeInstanceExports",
"workdocs:DescribeInstances"

]I

"Resource": [

"

"Sid": "AllowS3Validations",

"Effect": "Allow",

"Action": [
"s3:HeadBucket",
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"kms:ListAliases"

1,

"Resource": [
"arn:aws:s3:::BUCKET-NAME"

"Sid": "AllowS3ListMyBuckets",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets"

1,

"Resource": [

i n
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"Sid": "AllowKMSMigration",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:DescribeKey"

1,

"Resource": [

"arn:aws:kms:REGION:AWS-ACCOUNT-ID:key/KEY-RESOURCE-ID"
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Migrate Data: your-workdocs-site-alias X

This action will transfer all folders and files (along with file versions) frem the WorkDocs site data-migration-
pentest-2 to the designated $3 bucket. Any file comments, annotations, and permissions will be preserved in a
separate file.

The data for all users on the WorkDocs site will be compressed (zipped) and made available for download from 53. Your
migrated data will be available in 53 and can be accessed via the AWS CLI, the AWS SDKs, or the Amazon 53 Console. Note
that pricing for storage at the 53 URI destination will be subject to the pricing and terms available here. Please refer to the
migration blog post to learn more about data migration.

Choose an S3 bucket

To start data migration, enter the 53 destination bucket URL. If you de not have a bucket, please visit the
53 console to ensure you have a bucket. Please configure the bucket permissions as described in the pre-
requisites section here.

53 URI

[Q 53://your-properly-configured-bucket )(| | view [4 | | Browse 53

Notifications [Optional]

Enter email addresses for notification recipients. These people will receive status updates on the migration.

| person@domain.com

‘ person@domainl.com X | ‘ person@domain2.com X

¥ Advanced Settings

Choose an AWS KMS key

We will use the chosen AWS KMS Key to encrypt the data once It is migrated to the designated S3 bucket. In the absence of a selected key, the
compressed file on 53 will be encrypted using the standard SSE-53 encryption.

Q, arn:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3 X Create an AWS KMS key [

AWS KMS key details

Key ARN
am:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3-abc 123456789 [

Key status

Enabled

Key aliases
your-kms-key-alias

» Ongoing Migrations and History

mo'&ﬂﬂ@'ﬁ '-Eh%haﬁﬁ he subjed' to 53 pricing. Once you ha'-re validated that the dat: is mlgrzted you can stop your WorkDods billing by deleting 19
the WarkDoes site. To delete WorkDocs site, please refer to these instructions.,

To confirm migration, type migrate in the text input field. EEEEEE—
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oto|zzeiol4do| 2tz E[FH:

- O| =7 HE &0l et A= "d3" olH LS E-HLICH

« Amazon S3 HHZ!0i = /workdocs/site-alias/created-timestamp-UTC/ E2C{7F T &
Z{0l= AMO|Eo|| CIOIE{7t U= 2 AL Xtof CHEF & F E2C7F ZEElo] UELICH EF
ol= CSV ItU2 ofE et Het U MBS Zefotod AASAte| ECet Tho| ZF o] U

- oto|zBolMd ™ol AL A7 RE TS K75t sifE AFSAtol| CHEr & S EC7F EAIZIX| b &
LICE.

« H{H - 024 HHT0| U= EAOI= _version_creation EF AR T AlEEX}7L QI&L|CH EFUARI T =
epoch HE|ZXE ASELICH o|E E0{ 27H2| HTO| /U= “TestFile.txt’2t= 2 A7t CtE1 20| £
AlElLct,

TestFile.txt (version 2 - latest version)
TestFile_version_1707437230000.txt

. W3- O3 R0l M UEFsQI HEt CSV IOl LHgS RoiFLICt

PathToFile,PrincipalName,PrincipalType,Role
/mydocs/Projects,userl@domain.com, USER, VIEWER
/mydocs/Personal,user2@domain.com,USER, VIEWER
/mydocs/Documentation/Onboarding_Guide.xml,user2@domain.com,USER, CONTRIBUTOR
/mydocs/Documentation/Onboarding_Guide.xml,userl@domain.com,USER, CONTRIBUTOR
/mydocs/Projects/Initiative,user2@domain.com,USER, CONTRIBUTOR

/mydocs/Notes, user2@domain.com, USER, COOWNER

/mydocs/Notes, userl@domain.com,USER, COOWNER
/mydocs/Projects/Initiative/Structures.xml,user3@domain.com,USER, COOWNER

- M- O3 Ao HE Lerxel M sy ol LIS 2EoiE L

PathToFile,PrincipalName, PostedTimestamp, Text

/mydocs/Documentation/
Onboarding_Guide.xml,userl@domain.com,2023-12-28T20:57:40.781Z, TEST ANNOTATION 1
/mydocs/Documentation/
Onboarding_Guide.xml,user2@domain.com,2023-12-28T22:18:09.812Z, TEST ANNOTATION 2
/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:20:04.099Z, TEST ANNOTATION 3
/mydocs/Documentation/
Onboarding_Guide.xml,userl@domain.com,2023-12-28T20:56:27.390Z, TEST COMMENT 1

otolzEold =+ M 13
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/mydocs/Documentation/
Onboarding_Guide.xml,user2@domain.com,2023-12-28T22:17:10.348Z, TEST COMMENT 2

/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:19:42.821Z,TEST COMMENT 3

/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T22:21:09.930Z, TEST ANNOTATION 4

/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T20:57:04.931Z, TEST COMMENT 4

- AUE It - O g oAM= HE LEtAel ot Ccsv ol ZHIXE Ho{ELICH 71582
=0|7| ?I5H IDE &0|1 AFR gt S U}&LICE
FileOwner,PathToFile,DocumentId, Versionld,SkippedReason

userl@domain.com, /mydocs/LargeFilel.mp4, 45e433b5469...,170899345...,The file is too

large. Please notify the document owner...
user2@domain.com, /mydocs/LargeFile2.pdf,e87f725898cl...,170899696...,The file is too

large. Please notify the document owner...

Amazon S30{|AM o0to|28|o|MEl H|O|E| CIRERE

oto|aei 0|6t Amazon S3 HIE0| £7tst22 010|280 ME! C|O|E{& Amazon S30{|A{ CIE A

ECX| £FMoz E}—EEE%* = &Lt o] #Aoi M= oto|Tao|[ME H|O|EE 22 EsHE=
g MBS T AEE|X| £F M0 O|o|EE U= E=5t7| ? AMetE S ELICt
® Note

CHS Bl = B 2ol stLte| I e = ECE T2 EESts
Ct2ZEot= CHE 4ol CHer XEMIEE LHE 2 Amazon S3 AHE AEAM
ZotM2.

CIO|E{E CIR*ZE5e{™

1. https://console.aws.amazon.com/s3/01|A‘I S3 Z2&2 YLct.
2. Ol HAE =St ALO|E HEF SR O|SELC.
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I = =
—
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Amazon S30{|A{ Oto|2Bf|o|ME HIO|E{ CIR2E


https://docs.aws.amazon.com/AmazonS3/latest/userguide/download-objects.html
https://console.aws.amazon.com/s3/
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4. CI2EEE MEfgfLich
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1. https://console.aws.amazon.com/zocalo/ WorkDocs 2& 2 JLICt.

2. #35l= WorkDocs AFOIE d0f Q= BIC|R HE S MEHFHLICE

3. XY FE=E2 Wy olole oto|azojMe MEHEHLIC

4. Clo|ef oto|zzol4 AtO|E O|& HO|X|oi| A &I™ &¢I oto[azo|M U 7|52 MEdgFLICt
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https://docs.aws.amazon.com/linux/al2023/ug/ec2.html
https://console.aws.amazon.com/zocalo/

Amazon WorkDocs

Migrations
Migration Status
() Succeded

) Succeded

Start Time

Feb 1, 2024, 18:01 EST

Feb 8, 2024, 17:00 EST

End Time

Feb 1, 2024, 12:01 EST

Feb 8, 2024, 17:02 EST

53 Bucket
workdocs-data-migration-tool-test-bi

workdocs-data-migration-tool-test-bt

orolzagolMd 715§ 27|
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1. FE ASKE MEISIT AWS A O|HY F=AE 2I=36t0 A AR XAWS Management
Console20| 2 18tL|C} CFS HO|X|o|M HIZHE E l24%tLCt
FE MNSKE AI85t0{ 20015t= ol 20| 2R235HH AWS 201 User Guidel| £ E AFS Xt
2 23212 XML,

2. FE A8KQ| CHE QF(MFA)2 EMEHErLICEH

of 7k AWS AHH 17


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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1. IAM Identity CenterS & As}&HLICt
X|&2 AWS IAM Identity Center At MEAM 2| AWS IAM Identity Centerdd &2 &= 5HMIL.
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IAM Identity Center0i| A At X0l H| 2| HMA HEHE B

Hof CHet Rk&EMe AFE AWS

HF
o
IAM Identity Center MBAM2| 7|2 Z[2 2 AL X HAMA F4Z IAM Identity Center C|EE{ 2| &
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-1 O O
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IAM Identity Center AFZXIE AL
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Mo AWS HMA ZEo| 2012 &F=X
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1. 1AM Identity Center0| M Z[4 M 28 R Al E 2= HeEF MEE ddgct

2AWS IAM Identity Center At& B A 2| Create a permission s

NES)
2. MEXE a0 g5, 20 Single Sign-On HAM|A HEHS SEEHLICH
X|E2 AWS IAM Identity Center AHE MBEAS| Add groupsE E XML
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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"workdocs:CreateUser"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@o",
"Effect": "Deny",
"Action": [
"zocalo:*",
"workdocs:*"
1,
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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 AmazonEC2FullAccess
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
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"Resource": "*"
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"workdocs:Describe*",
"ds:DescribeDirectories",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets"

]I

"Resource": "*"
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https://docs.aws.amazon.com/workdocs/latest/developerguide/creating-wd-iam.html
https://docs.aws.amazon.com/workdocs/latest/developerguide/creating-wd-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://amazonworkdocs.com/apps.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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2O EF0M A3, 25 EE, U HE 59| 2 YEIt +HELICH Ol CloudTrail
270 HIDDEN_DUE_TO_SECURITY_REASONSZ F A|EIL|Ct. O|= CloudTrail 2104
HIDDEN_DUE_TO_SECURITY_REASONSEZ EA[E|LIC}.

C2 of| M= WorkDocsOll CHet & 7HC| CloudTrail 21 =22 Eo{ELICt A el 2 E= HEE
Z82 & o|D F ¢ HIZE= OOl E82 1S LICH.

Records : [
{
"eventVersion" : "1.01",
"userIdentity"
{
"type" : "IAMUser",
"principalld" : "user_id",

"arn "user_arn",
"accountId" : "account_id",
"accessKeyId" : "access_key_id",
"userName" : "user_name"
.
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"eventName" : "RemoveUserFromGroup",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters"
{
"directoryId" : "directory_ id",
"userSid" : "user_sid",
"group" : "group"
.
"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"

"eventVersion" : "1.01",

"userIdentity"

{
"type" : "Unknown",
"principalId" : "user_id",
"accountId" : "account_id",

CloudTrail 2&
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"userName" : "user_name"
I
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters" :
{

"AuthenticationToken" : "**-redacted-**"
},
"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
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