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« WICKRIO_KMS_MSTRKEY_ARN - Amazon S3 HHZ!of| M Z|7| Toi Cllo|E E& 22| HA|X| mH
1 ol g ChA| ¢ 5 35t5tE ol AFSElE AWS KMS OFAE] 72| Amazon 2|44 0|&(ARN)IL|Ct
Amazon S3

« WICKRIO_KMS_REGION - OFAE] 7|7} @ x[EF AWS AWS KMS 2| lL|C}.

Amazon SNS FX[o H|O|E E& O|HEE M&st= 5 MEjst 42, O3 &3 #H+ & A&Es104
Amazon SNS M|& HEE XI’“°*L—I Ch M&E OlHEN = A%, S2 & 2F JEi7F ZerE LI

« WICKRIO_SNS_TOPIC_ARN— ClO|E{ &
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Ctg 848 Hs-8 AH85t0{ HI0|E EZ& X|EE CloudWatcholl M&ELICH X[HE 42 X|EE= 60=
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« WICKRIO_METRICS_TYPE— CloudWatchZ X|EE T™&35te{H Of
cloudwatchZ A&gtL|C}.

ok

17 4

|7I-
HA

fljo

AWS Wickr2| Secrets Manager 2}

Secrets ManagerE AFE5t0{ CIO|E{ E&E & X4 38 L AWS MH|A HEE MHEE =+ JU&LCH
Secrets Manager 20+ &5 Mo CHEt XtA|IEH L& 2 Secrets Manager At ME M Q| E ot AWS
Secrets Manager & 2 M4 2 H#ESAMR.

L
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CtEa 22 22 7HE = U&Lh
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Secrets Manager £ ¢t

- password—OO|E{ EE R &5,
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AWS Wickr

« s3_bucket_name— HA|X|2} T O| H{E E|= Amazon S3 HHZ!2| 0|&. ME5tX| oo™ 7|& uf
U AEZ|UO| AHSELICH

* s3_region - HA|X[2t Tt L 0| {ZE Amazon S3 H{Z!2] AWS 2|T1]L|CH.

« s3_folder_name— MHA|X| & T} U0| AHE E|= Amazon S3 HZ!e| MEH 7ts £ O|§ LICt. O]
£ 018 2oll= Amazon S3 B{ZI0} KEHE| HIAIX| & ThUo| 7|7} EAEILIC

« kms_master_key_arn - Amazon S3 HZ!0ll AHE E|7| Hof| dIo|E| E& R 2| HIAIX| ot i
2 CtA| &5 3t5tE Ol A8 El= AWS KMS OFAE 7|2 ARNRILCE

 kms_region - AWS KMS OtAE 7|7} %8 AWS 2| L|Ct.

« sns_topic_arn— O|O|E{ E& O|HEE & E Amazon SNS FX|2| ARNRILICEH

AWS MH|A2} &7 Cio|E &

Wickr Ci|O|E{ £ & X3 &4 CHE AWS AH| S

Identity and Access Management (IAM) @& 1t HAH0| i &=
Amazon S3, CloudWatch, Amazon SNS L& A2 T E O
KMS. Ct= 1AM HE2 O|2{8 MH[A0f CHE % C

Iy

= Ar83st7| et IAM EA

EotcdH SAEf HMASHT| @8t HHe AWS
C}. Secrets Manager,

= 2%

BHEE XS 78 = UA&LITAWS
= =2
= o

"Version": "2012-10-17",
"Statement": [

AEXtE EAEQ| ZAH|O|L{7F KM At

==
2Ok 78t IAM BAMS phs £ ‘2'*'—IEP A
3

{

"Sid": "VisualEditor@",

"Effect": "Allow",

"Action": [
"s3:PutObject",
"secretsmanager:GetSecretValue",
"sns:Publish",
"cloudwatch:PutMetricData",
"kms:GenerateDataKey"

1,

"Resource": "*"

g &|8s5ttd= &4 MH|A S § A E AlHEstoq
g3t I ot S AWS MH|A0f CHEH 24 S ®M7HE
= 8%, secretsmanager:GetSecretValue

F
EHZIEH ALS otd

ClolE{ E&
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sns:Publishkms:GenerateDataKey, & cloudwatch:PutMetricData & AMHsl= CHS
HMMZ AISStAAIR.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "*"
}
]
}

Amazon Elastic Compute Cloud(Amazon EC2) QIAEAE ALE35}04 H|O|E
<, Amazon EC22| LRI ALEH|E AHE5tE IAM &2 Y5t flol
Wickr HHEQ/3 2| HIO|E{ EZE 2 A|Z

CIOIE E& R A¥st7| Mol st 714 S AHdlor gLCE O 242 ZAEMM XS

y¥steis e

=Lt
S5t EILICH ZAE HAIX| HYQ| 2718 S3 37| £ A7 102 MEHHR| o E AW
OF BHLICH REAMIEH LIS 2 AWS Wickr0ilM CIOIE] & 22 TASHE B2 W4 TS HA A
o

« AWS MH|A0] HMAE £ Q7| £|™ Secrets Manager £+ &5 £ M50 £ HOoH 01F XME gl
AWS MH|A 78 ME HEZE K& &l oF &LICH AWS MHIAZE 78 £, HI0|E| EZ& £ Docker
O|0|X|E AIXtE 4= QI&LICH Secrets Manager 20 &5 0i H{ZHe 4= Q= ME Mol Cist XHA]
3t LI 2 AWS Wickr2| Secrets Manager Zt 2 HZ & 4AI2.

ChS Ao = CIo|Ef E& & Docker O|O|X|E A&stE x| BEE EoiELIC Zf ol BHEo
M, ChE oAl 2tE AMERE RHalef 2o 2 HhELICtH

o

=
= .

« compliance_1234567890_bot1}t C|O|E E& 29|

« passworddt O|O|E{ EZ& 2ol &35,
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- CIOIE BE& 21} &1 M8E wickr/data/retention/botl} Secrets Manager 22t 3 9| 0]

= .
» bucket-namelt MA|X| & T} U0| HE E[= Amazon S3 HHZ! 9| 0| 8.
« folder-name2} HIA|X| & T}t O| & E|= Amazon S3 HZ!Q| £EH 0| 8.

e us-east-10|= X|&st= 2|AA9 AWS 2|F0| RIELICH o & E0{ AWS KMS OFAE] 7|9 2|F
L= Amazon S3 B{Z! 2| 2| L|Ct.

 arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-a617-
abababababab MIA|X| ot & mUZ CHA| & E3t5t= O AL & AWS KMS OFAE] 7|2| Amazon
ElAA O|F(ARN)S AFEELICH

ot
=

o
i
o3
E
i
fu
"
>
>
=
0]
x
T
>
o

CH= Docker @HE2 H|O|E &
235104 X|IHELICH 22 7|18
£ FA5tE 874 B MMoj|

28 AEELICEH &% = WICKRIO_BOT_PASSWORD &3 H=E A}
235t1 o] MHEAM 2| AWS Wickrol A HIOJE| EE &£
&75t07 A|ZFEfLICE

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

wickr/bot-compliance-cloud:latest

otz TEZTEZ 2 AF(AWS MH|A 918)

CtZ Docker &2 CIOIE EE £ AIMELICH CIOIH EE 20 dE2 & E& HAIXIZH EAIE
|243 |
=

o o3 B QLICH o] ABAMO| AWS Wickr0l M CIOIE] HE 22 TAdsts #7 #4 MMof Mo
B 7I22te AR S0l 7R T AEEIYS A3 AISHEILICH

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

docker attach compliance_1234567890_bot

Enter the password:****x*xxkxk%*
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Re-enter the password:******xxkx%x*

-t SMS A 501 22 MMM s TETEE B2 4+ AALITH E8 T2 0[0IXIE AIRE £

A= =2 O
& Al docker attach <container ID or container name> HZIS Aldsl0{UsS ZETE

7t EAE|= 5 Sfof ELICE o]l & BH2 25 AJEEZ Asfof &L|Ct =7{ o|0|X|of (A=

O O -
Gl HIAIRIZF ZAEX]| = 32 2 7|18 £2H ZEZEJF EAIELICH

158 MAIX| oY A= 2 AZf(AWS MH|A 818)

CtS Docker BE2 &4 #H+E AI85t04 O|O|E E& £2 AEELICH 8 = ME HAIX| LS
~
—

158 HHR2 3|™HSIEE T LICH

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --

network=host \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \
-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_COMP_TIMEROTATE=15 \
wickr/bot-compliance-cloud:latest

2 & AlIZtSt 1 Secrets Manager2 AFE35l0o4 X7| &3 E X|AHELICH

fjo

A= Secrets ManagerE AF26t04 HIO|E| EZE 20| 5 £ Ale £ QlaLIC IO EE 8
2 AIEE e ol HE 7} ME ElE Secrets ManagerE X|Hsts #23 H4~E MASHofF gLCt

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --

network=host \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \
-e AWS_SECRET_NAME='wickrpro/alpha/new-3-bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot E0 &S o= U EIAEZ HOlE, O

otol ZAIE CSn 22 2oF &% Z2fo] [U&LIcH

E - L1

"password":"password"
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28 AZE3D Secrets ManagerE AF23t04 Amazon S35 FA48HLICH.

A& XH= Secrets Managerg AF&5t0{ AHZ4 1 Amazon S3 HZA! HEE S ARE &= &Lt
CiolE EZE 28 AIZte e ol METJF XH ZlE= Secrets Managerg X|H35HE 84 H4E MHESH ok

gLt

docker run -v /opt/compliance_1234567890 bot:/tmp/compliance_1234567890_bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickrpro/alpha/compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot 2ot &t50i= U HIAER HO|=, O

otol EAIE CH3at 22 2ot &5 7hol /&L

{
"password":"password",
"s3_bucket_name":"bucket-name",
"s3_region":"us-east-1",
"s3_folder_name":"folder-name"
}
20| =418t HIAIX|QF I Y2 network12345678900|8 0| X|HE £H2| bot-compliance HHZI0]|
MEELCH
28 AIESD Secrets ManagerE AWS KMS AF& 3104 Amazon S3 & 74

Secrets ManagerE AFE304 X134 5, Amazon S3 HZ! 2 AWS KMS OtAE 7| HEE SARE
£ A&Lct ol EE R AR E = ol HE 7t XME &= Secrets Managerg X|H5t= g3 ¢
=& MHsHofF gLict.

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \
-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickrpro/alpha/compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot 2ot &350l UEEHIAER HO|=, O

ool EAIE CI23 Z2 2ok &5 7ho| /&LICH.
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"password":"password",
"s3_bucket_name":"bucket-name",
"s3_region":"
"s3_folder_name":"folder-name",
"kms_master_key_arn":"arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-
a6l7-abababababab",
"kms_region":"

us-east-1",

us-east-1"

HEr|= KMS 7|E At836to &8 El Ol 32

20| 4413 HIAIX|9} T} ARN Zto2 A
S T E4 70 MR ELICH HE IAM B 4Eo|

“network1234567890"0|2t= ZCHof Q!
UEX| &S AL,

=
A

jo

Al2tstD 88 8 AL 5104 Amazon S3E 7+ &LICH

ofr
[iok

Secrets Managerg AI&35t0{ IO E&E R X145 &
&t04 olOo|E{ 2 Z & Docker O|O|X|E AlZfe 4= Q&
o O|O|E| E& R 2| 0|2 AldsHoF gLICt.

AESHK| ORI OHS B B4 E AS
RIRS =

Ct
ICKRIO BOT_NAMEEtZA HH

Co
n
= +0|-

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_S3_BUCKET_NAME='bot-compliance' \

-e WICKRIO_S3_FOLDER_NAME='networkl1234567890' \

-e WICKRIO_S3_REGION='us-east-1' \

wickr/bot-compliance-cloud:latest

£74 2t2 AR 510 Clo|E| B E 20| K2 B, Amazon S3 HZof CEt &, 7|2 it A=3laig
et A HEE AEE £ st

Wickr HIEQ|3 2| HIO|E{ E& &2 K|

ol EZ& 2oilAM A3zlE AZEQ0{E SIGTERM A S E HXetD HAMXoz ZFELICH O
oflX|e+ 20| docker stop <container ID or container name> BWHE AL&3t0{ CIO|E| &

Z 2 Docker 0|0|X|0f| SIGTERM & LHZ!L|CE.

docker stop compliance_1234567890_bot
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Wickr HHEQI Q| LIO|E{ EZE 21 7} M2 7|

Hlole{ EE 2 =7 o|0|X|ol M A&E|E AZEQo{E /tmp/<botname>/1logsC|EE{Z|o| 21 1}
ol E=4F Lt ot =|CH 574 ot U2 F|™ELICH CHS @S A™3stod 238 7HE & /&Lt

docker logs <botname>
Ol Al

docker logs compliance_1234567890_bot

Im

Wickr HIE Q|3 2| HIO|E{ EZ X|E 2! o|Hl

CH= 2 AWS Wickr CIO|E{ EZ& 2 5.116 {0 A $4xl X|2d5H= Amazon CloudWatch X|E 2}
Amazon Simple Notification Service(SNS) O|HIE ]L|C}.

A

« Wickr HE2/30{ CHEF CloudWatch X|E&

« Wickr HIE 2|30 CHgt Amazon SNS O|HE

Wickr W E {30 CHEF CloudWatch X|E

XEE 2012 ¢tZdcz MME[o{ oo E&E 2 =7 o|0|X|7} A¥E|= AHHED oAZEEl
CloudWatch MH|A0| & ELICE

CHE2 olole E& X 0| X[&Hst= 7|& R|EYLICH

XE

o

nx

=

Messages_Rx HIAIX| 2= 21F

HIAIX|_Rx_Alml & = AE HAIRIE MEletX| ZF&LICH

HAIX|_MHEE 22 HAIK| Zhdod| HIAIRI7} XHE E|R{& LICE.

HAIX|_AZ_ Aoy 22 HAIX]| ZtLol| HAIX[E ME SR Z3E
LICt.
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239! Almj

S3 Post_Errors

Watchdog_ AlIj

Watchdog_ &1

X|E = CloudWatchOl| A Al
Ct. ZF X|Eoll=

Product

BotType

Network

At3d HiHOl 2

st
=

ﬁL—I

A T

29! Mnj(UetEo 2 2t ZHADlCh 134
)

Amazon S3 HZ!0d| HIA|X| Tt & T} US 7| A

= & @R 7 A& LICH
Watchdog % o
Watchdog 811

ICh Zoll AF8 == WA m O]
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O
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F2F A AHAE S5elLct

JI)|I

71E

x| A+EX} O|F L.

22 gt MEULICH WickrPro_ E&
0 Alpha, Beta, EE&

Production 7} €8 + d&LICH

WickrEnterprise_
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Wickr U E {304 CHEF Amazon SNS O|HE

Ct= O|HIE = WICKRIO_SNS_TOPIC_ARNEHZA H#s EE= Secrets Manager sns_topic_arn H|2
2t AL835toq Al El Amazon 2lAA O|F(ARN) Zt2 2 & Oo|El Amazon SNS FA|of| Al AIEILICH A}
MEt HE = AWS Wickrol M CIO|EH E& B2 F45t= B4 B+ AWS Wickr2| Secrets Manager

HOE E& RoiM ddE O|HE= JSON EAIUEE MESELICH CIOIE E& & 5.116 HHEE 0|
HEoO X3 22 ChSot Z&Lct
Ol& 43
complianceBot ClO|E E& R 2| AHEXt 0|E.
dataTime O|HIE T} ah st Smel AlZt.
ClebolA S R ClHIO|A E= QIAE A CHEE M,
0] £ QAHAE MAet= B2 FEFLICE
dockerlmage Zut g E =74 o|O|x.
dockerTag T7{ol0/x|e] E{O E&= HHELCE.
message O[HE MIAIX| RtMIEH LIE2 S2 O[HE 2 &
gt O|HIE CHHE B XZSHAAIR
notificationType O| Zt2 Bot Event &ILILC}.
severity O|HIES| HZI . 7tS 8t 22 normal &

critical®lLCt.

O|HEE 2o 2{M Amazon SNS A& 7S5l oF & LICH O|HY TAE AI85H0{ #5535t E< Ct
S ofXet fAIe MEJF & E olH Yol MSELICH

{
"complianceBot": "compliance_1234567890_bot",

"dateTime": "2022-10-12T13:05:39",

"device": "Desktop 1234567890ab",
"dockerImage": "wickr/bot-compliance-cloud",
"dockerTag": "5.116.13.01",

ENEEESSFA 24
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"message": "Logged in",
"notificationType": "Bot Event",
"severity": "normal"

}

2 OHE

Olg4et o|HE = Qlslf R 0| & X|x7HLE CHAl AIFFELICE CHE EXI7t

AMgHghLct.

1

failedlogin

failedlogin
failedlogin
provisioning

provisioning

provisioning

failedlogin

failedlogin
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14 & 717171 YAl SXIEA&LICH

AMER7t BEE SZELICH

config.wickr
&Lict

config.wickr

27°0lo| 25 Aufi&L(ct
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M A& Xto|x|2t C|O|E{H[o|A 7t o|O]
Ct.

HiolE{ EZ X|E X O|HE
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O|HE R O|HIE MA|K|
LAl SXIE A WickrlOClientMain::slotAdminUserSuspend:
code(%1): reason: %2°
BotDevice Suspended 71717t LAl BX[EIRA&LICH
WatchDog SwitchBoard A|ARO| <N> & O|4 CI2EIRI&
L|Ct.
S3 Almf S3 H{Zlol| I} <file-name > EX| 2%&
LICt ##: <AWS-error >
Fallback Key MM MESH Z24 7. QI1AIE 2EI0[HE &
o E9 7|7} ofLct AT E AX[L|o{Zo]
EIE MESIMAR.
Ut O|HE
CtE22 J4 a5 Ydlof s Zn5t= oHIEJLICH §7% 7(7F LHof| o|2{E &2l O|HIET} L4F
oio| &hdlistE JA2 fi{el Helo| 2 = /JU&Lch.
HEo| F7tEl 7(7]
O O|HIE= M Z[7|7t TlO|E E& & Al™ol| &7HE i g ELICt d=<of ek ol &= 717t o]
E{ E& RO| QIARHAE MYRCtE S8 ZAIY = J&LICH CHE2 0] O|HE S| M| A|X|LC.

A device has been added to this account!

=0l

Hu

ael

O| OIHIEE R0| 43Xz 2a0IRe i dEELICH ChE2 of o|HE S| MA|X|LICH

oo T

Logged in

rr

Ol S22 i HHEELICE ALSXITt 0|& BAIM2 2 AlFfetx| EQACHH EX|7F QUCH
LICH ChS2 of o|HIE S| M AIX|ILICH

ClolEl E& X|E 2 O[HE 46

=



AWS Wickr 2| Mo

Shutting down

AHIO|E AR 7t

ol Ol#i= = OlE] B E 20| AISHE I AAEIn B2 £71 ol0x|o] 2|41 HAE ASE 4 288
APEEHLICE O] OMIE = 2O AISHE I THY AAEILICE O] OJHIEOlE A 7HS 3 A BRI Al

=
ot versionsHi® HE7t ZEELICH CHS2 0| O|HIE S| Z&0i CHEF of| A|RILICE.

{
"complianceBot": "compliance_1234567890_bot",
"dateTime": "2022-10-12T13:05:55",
"device": "Desktop 1234567890ab",
"dockerImage": "wickr/bot-compliance-cloud",
"dockerTag": "5.116.13.01",
"message": "There are updates available",
"notificationType": "Bot Event",
"severity": "normal",
"versions": [

"5.116.10.01"

]

}

ATAKEZH FedlL|7t?
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ME X[Ho M AESEE MAZIURKICE X[, F U A 7|zt o| Fofl HH ZH A& LICE.
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- ATAK B4

Wickr U E 23 CHA|E E0{| A ATAK E4335}

AWS Wickr= Android Tactical Assault Kit(ATAK)E A& 5t
X| Wickr& At&3t= ATAK 28Xt= O|& fIal o E2(7 0]

= (=]

— —

Mg Szofof H&LIcH 28 SEHL 2Y
= 7 A

f&d2 £0[|7] sl Wickr= £2¢t S4l 7|52 2 ATAKE Z3tste E2{a218 THUMELICH ATAK
& Wickr £22{1 212 At&50{ ATAK OfZ2|710]4d Lo A Wickrol A HIAIXIE 2L, Edst, mf
UES H&Y & U&LICH O|F Soll ATAKLS| ME 7|52 Solf 71 d0| S E|7HLE ST ot x| ef&LICH

Wickr U E 3 CHA|EE 0| A ATAK &A1}
Wickr Network Dashboard0il A ATAKE & d35}tsted™ CF2 HAHE 2R SHAAIL.

1. https://console.aws.amazon.com/wickr/ Wickr AWS Management Console 8 L|C}.

=504 sfiE HERIZ = o|SEfLCH

HE 23 HO|X[0|M HERXZ OIS

ri

EF M & 0of| A Security groups

H O| K|l M ATAK

et

I

]
S35t §{0| ATAK ZE3{1Q1 MMollA HElS MEgtLc),

ATAK Z2{32! HE Ho|X|ol M ATAK E241Ql 43} & QlgtsS HEgfLCh

© N o o M~ w0 b
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9 \ v 12:06 PM | 364D v/

Joan: You may be aware that email

servers are experiencing issues ... . )
Lorem ipsum dolor sit amet, consectetur

7114/22 adipiscing elit, sed do eiusmod tempor
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a2 202 Jason Lee changed room member
Sales Approval
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This room has external members. Messages

Unclassified

Members of this room may have a lower security level.
Lorem ipsum dolor sit amet, Don't share any sensitive information in this room.

consectetur adipiscing elit, sed do.
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{
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Harnﬂ: H<arn>ﬂ’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
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"type": "Role",
"principalId": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-10T07:53:17Z",
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2023-03-10T08:19:24Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateAdminSession",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkId": 56019692

},

"responseElements": {
"sessionCookie'": "#***"
"sessionNonce'": "***"

},

"requestID": "39ed@e6f-36e9-460d-8abe-f24be@ecllch",
"eventID": "98cch633-0e6c-4325-8996-35c3043022ac",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",
"eventCategory": "Management"

CI2 2 CreateNetwork 22 AMIE5t= CloudTrail 211 =22 H0o{ = of| A|QLC}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "<principal-id>",
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arn": '"<arn>",
"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
"type": "Role"’

"principalld": "<principal-id>",
HaInH: H<arn>ﬂ’

"accountId": "<account-id>",
"userName": "<user-name>"

iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T@7:53:17Z2",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-10T07:54:09Z7",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateNetwork",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": {

"networkName": "BOT_Network",

"accesslLevel": "3000"
},
"responseElements": null,
"requestID": "b83cOb6e-73ae-45b6-8c85-9910f64d33al",
"eventID": "551277bb-87e0-4e66-b2a0-3ccleff303f3",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"
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"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"arn": "<arn>"’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
thpeﬂ: HRoleH’

"principalId": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T12:19:397",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-03-10T12:29:327Z",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListNetworks",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "b9800ba8-541a-43d1-9c8e-efd94d5f2115",

"eventID": "5fbc83d7-771b-457d-9329-f85163a6a428",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": '"<account-id>",

"eventCategory": "Management"

Ct=2 UpdateNetworkdetails 242 AHSt= CloudTrail 21 &5 2 204 = o A|ILICH

"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",
"principallId":
"arn": "<arn>",

"<principal-id>",
"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {

"type": "Role",
"principalId": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": "<user-name>"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-08T22:42:
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2023-03-08T22:42:58Z",
"eventSource": "wickr.amazonaws.com",
"eventName": "UpdateNetworkDetails",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "Mozilla/5.0 (Macintosh;

15z",

Intel Mac 0S X 10_15_7)

(KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": {
"networkName": "CloudTrailTestl",
"networkId": <network-id>
I
"responseElements": null,
"requestID":
"eventID":
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent":
"recipientAccountId":
"eventCategory": "Management"

true,
"<account-id>",
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
Iltypell: IIROlell’

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:157",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2023-03-08T23:06:0472",
"eventSource": "wickr.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"resource-arn": "<arn>",
"tags": {
"some-existing-key-3": "value 1"

1,

"responseElements": null,

"requestID": "4ff210el-f69c-4058-8ac3-633fed546983",
"eventID": "26147035-8130-4841-b908-4537845facka",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",

AppleWebKit/537.36
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"eventCategory": '"Management"

CtZ& ListTagsForResource 22 2 0{F = CloudTrail 21 &S 0| LIEFH of Al LTt

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "<principal-id>",

arn
"accountId": "<account-id>",

Il<arn>ll'

"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalld": "<access-key-id>",

llarnll: "<arn>",

"accountId": "<account-id>",

"userName": '"<user-name>"
},
"webIdFederationData": {3},
"attributes": {

"creationDate": "2023-03-08T18:50:3772",
"mfaAuthenticated": "false"

.
"eventTime": "2023-03-08T18:50:37Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "axios/0.27.2",
"errorCode": "AccessDenied",
"requestParameters": {
"resource-arn": '"<arn>"
.

"responseElements": {

"message": "User: <arn> is not authorized to perform: wickr:ListTagsForResource

on resource: <arn> with an explicit deny"

iy

"requestID": "c7488490-a987-4ca2-a686-b29d06db8%ed",
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"eventID": "5699d5de-3c69-4fe8-b353-8ae62f249187",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",
"eventCategory": "Management"

AWS Wickre| EM CHAIEE

2 OAIEEE A85t0d =
o
=

20| AWS WickrE O{EH &&35l1 UeX| &ole £+ &Lch S ™
Aol MHE AWS Wickr 2& o) =

x
At&3sto] EA CHAIE =0

HM AR =0i HAM|ASHE{H

1. https://console.aws.amazon.com/wickr/ Wickr AWS Management Console 8 & iL|C}.
2. UHE3Z Ho|X[M HERXZ O|§E MBS0 i WERXIZE O|SELICH

=AY BHof M BAS MEtstLIC

=M Ho|X|of= UERF ol CHEt X|E 7t CHE Biofl EAIELICEH

ol 2t Bo] 9 B3 AT 7Izt TE{} A LICH o] TE(E XA Holxlo| MSELICH
| A8 THSE LIBL7| S48 Meisto] MEEh AlZH Helol HolE] Z ol

(® Note

- 47t EAIELICE
. SEE .- MY A7 St UEQT 0| H4 U YA EXIE ASKIE EEst0] SEE 5 ASR
Uk 27 S0[HuL ZoiEl A8 XtE 28 &lX| &Lt
- B & - MEE Az S UERIAS BF 52 & AASA Lot
- MA8X S5 -aeizol= MEfEE AlZh HRlo| SEE & AASA #7F R AIELICH
- C|HtO|A - 4of #d=hEl ClHto[A LTt

EMOAEE 107


https://console.aws.amazon.com/wickr/

AWS Wickr

+ AEH - MEHEE 7|27t LHO IESIZ 0 A A RIILIC

ol

|.

AMEHS
— 1L

(ol A

2184
==

ENEIH U, 58 EE

ol (2 &d ALEXRE 71

1

zole Alzh 3

- el

LICE.

{0

—<

<+
Toll

F

Alzt el Lhz EA

131

il
0%

<+

ol
T

Ly
I

i

—

ol
H

A4
[N}

Kl
[N

ol

FEAIELICH

R E#e =2

AlELCH

ol &

l

7t
=3
« MSE HAIX]- &

£ Ch5 1t

« HIAIX]

£ ASXtet Ro| B et HIAIX] =it

¢t S HERIS 2

23t 7|
NEIL

=
[

-HEQI3o 2
o IIY - HEXZ S| AHEXI7F EIAH

o ClHtol& =7t & A[ELICEH

ol

108



AWS Wickr

2 o]

CHS E o AME Wickrod CHEF 2 M

HZ A

0%

OlM m Ol2| E7|E MEE

- A&LICH

O|XN| A2 RHAH|El Wickr &

clXt 2£2 AI8E & AEL

=

O|X|| o} Alo} EHE (2|0 Al
Oh Ol A WickrE AFEE 4= Q
&LICH AWS 2|™

- A&LICH

Ol Microsoft Entra(Azure
AD) SSO= At 35t0{ AWS
WickrE T 88 = AU&LICH

2E[AE ATHELICH

Wickr #2|Xt= OfA| mtd Ct2
RECE #Matat AL HIg M3t
g = A&LCH REMIEH L8 2
AWS Wickr& Tt 0|2 27|

Wickre O L2 &A1 2H2| R}
o| MZAE 2|5l Wickr ZHE| A+

Z£S JHMELICH

O|A| of Alo} EHE (2 i[O Al
Oh) ol M WickrE AISE &+ QU
&LICt AWS 2|T. RtAIEH L
2 2T 784S FESHA L.
Wickr 2 2[Xt= O|X| AWS
Wickr HEQIZE AXE = U
&Lt XEMIE L2 AWS
Wickrol M HIE Q3 AMX|E &

ZotMR.

AWS Wickr= Microsoft
Entra(Azure AD)E A4 &
B ISZAE AMNESHESE 7+
g = A&LICH XEAM[E WS
2 Microsoft Entra(Azure AD)
Single Sign-Ong A& 3} 04
AWS Wickr 732 & Z5tAl

(@)

L.

=L

20254 52 29

202574 38 13

20244 11& 20

20244108 4

20244 92 18

109


https://docs.aws.amazon.com/wickr/latest/adminguide/file-preview.html
https://docs.aws.amazon.com/wickr/latest/adminguide/file-preview.html
https://docs.aws.amazon.com/wickr/latest/adminguide/what-is-wickr.html#regional-availability
https://docs.aws.amazon.com/wickr/latest/adminguide/delete-network.html
https://docs.aws.amazon.com/wickr/latest/adminguide/delete-network.html
https://docs.aws.amazon.com/wickr/latest/adminguide/entra-ad-sso.html
https://docs.aws.amazon.com/wickr/latest/adminguide/entra-ad-sso.html
https://docs.aws.amazon.com/wickr/latest/adminguide/entra-ad-sso.html

AWS Wickr

O|AMl & &(&[2l5])oll M Wickr
E A8 = JA&LICH AWS
2|

OlM At BH 27 & HHE

OlMdZ AHRE % QBLIC

O = T AAHEH

OlA =41 &471 7|

or
fjo
Pl
0o
ek

Global Federation2 O|X| X|
stEl H{Bflo|ME K|S
HE|Rt= BElRF 2E0M AL

SY EME £ & U&LICHL

O|M| & (ZI2I5])0llH WickrE

A8E & &Lt AWS 2T

KAE 82 2l 718 dE
TSNS
i BH 2R 7IsE A8t

2 GovCloud AHE Xlo| CH3lof
CHEH AP A} QIE{H| oA 43
O| 7bs&rLICt RHMEH LHE

GovCloud il AH EF EL'

HHEO|ME RESML.

O|A| Wickr 22Xt 2[Rt 2
Lo A 27| 7SS &
&5t 7HLE HIZ2 MstE = /&
LICE REMIEE LI 2 27| =4l

2 HEsAM L.

Global Federation® O|A| A&t
= HH3|o|ME K| ct.
Ol= CHE 2| Wickr HIE R 30
MBS CH AWS 2|, &t
N3t LS Hot 1=2 &%
L ZhElRtE OIHI
ZERF 2E£0| BM OHAIR

oM AFHE BAM 2

Ch. RbMIEF LHE2
tAMI2.

SHAIAID. &

g = oLl
2 ChAl

SES

mu
o

=

20244 8 12

20244 6E 25

2024\ 42 23

20244 3& 28

110


https://docs.aws.amazon.com/wickr/latest/adminguide/what-is-wickr.html#regional-availability
https://docs.aws.amazon.com/wickr/latest/adminguide/govcloud-cross-boundary.html
https://docs.aws.amazon.com/wickr/latest/adminguide/govcloud-cross-boundary.html
https://docs.aws.amazon.com/wickr/latest/adminguide/read-receipts.html
https://docs.aws.amazon.com/wickr/latest/adminguide/read-receipts.html
https://docs.aws.amazon.com/wickr/latest/adminguide/security-groups.html
https://docs.aws.amazon.com/wickr/latest/adminguide/dashboard.html
https://docs.aws.amazon.com/wickr/latest/adminguide/dashboard.html

AWS Wickr

O|A| AWS Wickr Premium &
ZHO| 37N £ 2 TWIEHES AR

g+ st

HAE MEX 7|58 YEHH
oz Al._g.ol' A oIO|:|:| [:_| El-g
Z2|xF Mo{7F FIHE[RIEL
C}.

OlM RH(EZEIFZ2E)0AM
Wickrg ME%& == A&LICH

AWS 2|

Wickr HIE /3 = O|X| AWS
2|

OlA| #H(E )M WickrE
ANEE = JA&LICH AWS 2

Wickr 2t 2|Xt= O|A| %[l 30
Ho| ALBRIE QI8 37HY £

LI7HE Premium EFHE MEY
& £ A&LICH F2 HIHE 7|
7t Sot 2AE ztelxF Mo &

|IO|IE EES Z&35I04 2E
Standard 2 Premium Z3H 7|
2 A8E = JU&LIcH =2

|.=. 2 GrtEol e AA
E AN 7|52 A28 £ o
&LICH AHAIEE LIS

EER-E 0 =3

_lT'_

e A= o

O|M| Wickr #2|At= HAE At
X SE, AFSXF CHEF AMA| EE
= YAl BX| 7|S, Wickr HE

I oM HAE AIEXIS| &

A2 xChste 2 M S Ch sl
M 7|s0f HMAE = U&L
Ct. REM|EH LHE= A

AE FESHAAIR.

ntE8de #

B
Q'I_I
x
FO

O|N| Wickr HHEQ/3E AWS
2|0l AR HH{e|o|MHE
= U&LICH XhMlEE LHE=2 £

o IS B ZXstAAIR.

Ol&| ()M WickrS
MEE £ &LICH AWS 2T,
M 82 21T 7t8 488

SEXS RN

2024 22 9

20234 118 8

20234 10 26

2023 9& 29

20237 8& 23

111


https://docs.aws.amazon.com/wickr/latest/adminguide/manage-plan.html
https://docs.aws.amazon.com/wickr/latest/adminguide/manage-plan.html
https://docs.aws.amazon.com/wickr/latest/adminguide/guest-users.html
https://docs.aws.amazon.com/wickr/latest/adminguide/guest-users.html
https://docs.aws.amazon.com/wickr/latest/adminguide/what-is-wickr.html#regional-availability
https://docs.aws.amazon.com/wickr/latest/adminguide/what-is-wickr.html#regional-availability
https://docs.aws.amazon.com/wickr/latest/adminguide/security-groups.html
https://docs.aws.amazon.com/wickr/latest/adminguide/security-groups.html
https://docs.aws.amazon.com/wickr/latest/adminguide/what-is-wickr.html#regional-availability

AWS Wickr

O|A| FHLICH S

)0l M WickrE

AMNEY & JELICH AWS 2[H

HLAE MNEX 715

2l £ = A&LICH

£ O|A| O|

O|X| AWS Wickr7}2t S8t
T|0{ AWS CloudTrail Wickr
AWS GovCloud(O|= MHE)oi|
M WickrGovE A28 £ Ql&

O|A| ZHLICHE
A8E & &Lt AWS 2T
KAE 82 2l 718 dE

XM L.

HAE AFEXH= Wickr E2H0]
HEof| 2215t04 Wickr HIE
3 AR HUE = UE
LICt REAM[EF LI 2 HAE At

SA@OEIE7]) MMHEE Fxst
AR,

O|X| AWS Wickr7t2t S&HElL|
Ct AWS CloudTrail. XkA|8F LY
82 AWS CloudTrail2 AHS
5104 AWS Wickr API 218 &

Lict.

EiE S CHE HERHT &E

e
P
I
L
>

E 228 XS AA. ES
O|A| Wickr= AWS GovCloud(
O|= ME)olMH WickRGov

2 AMEE £ JUsLICH KA
gt LIE S ZotEE{™ AWS
GovCloud (US) AF2 MTEA 9|

AWS WickrGovE & E 5t A A|
(@]

o —

O|X| AWS Wickroi A EHZ O]
K| LICH REMEH LH8=2 4
EQ|3 Ef2E FHESIAML. 0
o UERIE O|A| Wickrodl A
OtE == A&LIC XEMIEE LIS
2 HER3 Md2 &E5H4

AR

Wickr 22| AdHM ol =[x &2
A

£)0ll M WickrE

2023 7€ 3Y

2023 58 31

2023 3 30

20234 3€ 74

20224 118 28

112


https://docs.aws.amazon.com/wickr/latest/adminguide/what-is-wickr.html#regional-availability
https://docs.aws.amazon.com/wickr/latest/adminguide/guest-users.html
https://docs.aws.amazon.com/wickr/latest/adminguide/guest-users.html
https://docs.aws.amazon.com/wickr/latest/adminguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/wickr/latest/adminguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/wickr/latest/adminguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-wickr.html
https://docs.aws.amazon.com/wickr/latest/adminguide/network-tags.html
https://docs.aws.amazon.com/wickr/latest/adminguide/network-tags.html
https://docs.aws.amazon.com/wickr/latest/adminguide/getting-started.html#getting-started-step1

AWS Wickr 2| Mo

2p|A M

Wickr2| TIgti 521 AC|0|E L 7HM A}
£ A AIEfLICE

0ok
[0
i
1
Mok
>
0
|.|'|
J
ﬁ
rd
|-[I
oy
>
0ok
[0
nx
0%
g'l_l
rr
115
uti
[>
OH
A

20254 5

- O|M =zt OI2| E7IE ASE & J&LIch #E|R7F 2ot OF9| #rElxt 2&£0MM U CH2ZES
HIg d3tott AEX = HAIE & ot BHol M X|xleE T S52 = + U&LICHL

2025 3¢

« O|X| ZHAM7|E Wickr ZtEIX} 2E£E A8 Y & J&LICH

20244 10

« WickrE O|X| IELIZ 4XME KIHELICH XtAEH LIE 2 AWS Wickroll M HE SIS AXE &=t
M.

2024'H 9<

« O|A| &2|XH= Microsoft Entra(Azure AD) Single Sign-On2 2 AWS WickrE 7% £ l&LICt Al
Mgt LI &2 Microsoft Entra(Azure AD) Single Sign-On2 A& 3504 AWS Wickr M HZHAMIL2.

20244 8

o JHM AT
- O|xl RE(F2ISl)ol M WickrE AHEE == J&LICH AWS 2|T.

20244 6&

* O|X| GovCloud AtERI7F BAH ZF E7F X HIGE 0[S AHEE o+ UELICH RbAM[EH LIES

GovCloud Al AAH 27 L H E1|0| Mg EXSHML.

2025 58 113


https://docs.aws.amazon.com/wickr/latest/adminguide/delete-network.html
https://docs.aws.amazon.com/wickr/latest/adminguide/entra-ad-sso.html
https://docs.aws.amazon.com/wickr/latest/adminguide/govcloud-cross-boundary.html

AWS Wickr

2024'H 4

« Wickre O|A| &17| =412 RIRELICEH REMIEH LI 2 27| =412 & ESIMI2
(@)
20244 3
« Global Federation2 O|A|| AM|8tE HHzi 0| S R|4ErLICH 07| AEHE! H | o|AMdof| FIHE!
MEASH HE T 0l CHEHAME 22 HH{do|ME &d8tE = U&LICH ol CHE 9 Wickr HIE
30 R sELICEAWS 2IH. REM[EH L2 EoF IE 8 HTFHAAIL.
. O|N| ZE2|Kt= ZE|X} 220 EAM CHAEEN|M AFR BEME 2 £ Q&LICH RIMEH LIge EA
CHAIEEE & X5HM 2.
o
2024 2°H
« AWS Wickre O|A| =|CH 30H 2| AF2 KEod|H| Premium Z2H2| 3742 £ 2 HWIIES NS ghuct.
A A" L AE AES ST ZdaLCH
« ZAst 2|k Mo 2 Ho|Ee| EED L2 2 & Standard 2! Premium Z34 7|5 € O|X| Premium
S 2 WM AR E = U&LICH Z2|0|YH 2 HIHHME HAE AR 7SS AIEE
= Qi&Lch
« O|M 22 HWIIE2 O O|& AAZ2E £ QI&LICE Premium £ 2 HIIE S ol & AFE5HX| 2 &
? 7|Z £2 WIIH = Standard Z2HE Premium £ 2 HWr7tEo 2 {ado|Eg £ Q& L|Ct.
AME L2 H = 2 EIE XM
o
20234 11¥
« O|XM| HAE AR 7|52 HACZE A8 £ QUaLICH HE L I AIE2 ChS8 £&EhLuct.
« CHE Wickr AFEXF2| 2 AMEIE AT E &+ A&LICH
« BEXE UWERXII HSEESH HAE ASK S5 HH AIEE S 8 &= ASLICH
« BEXE HAE AR HERTL SAGHK| RIS RIEHE = U&LICH
« HAE ASKIE QI8 71 715 22 MY,
« ZEIXF Mo FHM AME
« AFEXI U AX/ILAl BRI 7S

20244 42

114


https://docs.aws.amazon.com/wickr/latest/adminguide/read-receipts.html
https://docs.aws.amazon.com/wickr/latest/adminguide/security-groups.html
https://docs.aws.amazon.com/wickr/latest/adminguide/dashboard.html
https://docs.aws.amazon.com/wickr/latest/adminguide/dashboard.html
https://docs.aws.amazon.com/wickr/latest/adminguide/manage-plan.html

AWS Wickr 2| Mo

- EZ Mz ol /o 7|ZhE FEst7| @8t £7FSSO HH.

2023 10

C M A

- O|Xl RH(ZZIAFEE) AWS 2ol M WickrE AFEE £ USLICH

2023H 9

+ OIF| Wickr LIEQIZE AWS 20l Z&{A T2 0l 4 QaLich RME Lige
s2 FxstANL.

|
HT
re
I

2023 8 &

- I AL

- O|M| F&(HT) AWS ZITH0| M WickrE AL E = U&LICH

2023H 7

o A ARE

« O|M| FHLICHE &) AWS E|TH0I A WickrE A& & 5= &Lt

2023H 5¢

ZXtoi chet x| 0| FIHEIRELICH REMEH LI 2 AWS Wickr HIER/F O HAE A

AL,

2023 102 115


https://docs.aws.amazon.com/wickr/latest/adminguide/security-groups.html
https://docs.aws.amazon.com/wickr/latest/adminguide/security-groups.html

AWS Wickr 2| Mo

2023 3¢

« O|X| Wickr7te} S&HElLIC AWS CloudTrail. XtAMIEH LIS £ AL235109 AWS Wickr APl 55 22

AWS CloudTrail BHE & X SIAA|.

« O|X| Wickr& AWS GovCloud(O|= AF)0| M WickrGovE AI&E £ U&
H24MH AWS GovCloud (US) AF& MHAMO| AWS WickrGovE & =5+

« O|A| Wickroll M Ei1 X|H& K[ELICH REMIEH LHE 2 AWS WickrE HIE /T EiT EHHE & =X
AAIR. o] U EXIE O|A| Wickrodl M BHE = U&LICH RFAISH LI 2 1EHA: HEQT MA

Mg HZsHMA2.

r

ICk ZEMIEF LHE S ot

Pl
to

o
IIIIO

P

4
ol

Ji

2023H 2

« Wickr= O|A| Android Tactical Assault Kit(ATAK)E K| & LICE XFAMIEH LI 2 Wickr HIE 23 CHA|
HEOo|M ATAK 43t MMHZ EERSHAAIL.

2023 1&

- O|M 22 HItEt W EZF S XEE ZE 2Z XA Single Sign-On(SSO)2 A& &= U&LICH

2023 3¢ 116


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-wickr.html

AWS Wickr

cxvii




	AWS Wickr
	Table of Contents
	AWS Wickr란 무엇입니까?
	Wickr의 기능
	리전별 가용성
	Wickr에 액세싱
	요금
	Wickr 최종 사용자 설명서

	AWS Wickr에 대한 설정
	에 가입 AWS
	IAM 사용자를 생성합니다.
	다음에 있는 것

	AWS Wickr 사용 시작하기
	사전 조건
	1단계: 네트워크 생성
	2단계: 사용자 네트워크 구성
	3단계: 사용자 생성 및 초대
	다음 단계


	AWS Wickr 네트워크 관리
	AWS Wickr의 네트워크 세부 정보
	AWS Wickr에서 네트워크 세부 정보 보기
	AWS Wickr에서 네트워크 이름 편집
	AWS Wickr에서 네트워크 삭제

	AWS Wickr의 보안 그룹
	AWS Wickr에서 보안 그룹 보기
	AWS Wickr에서 보안 그룹 생성
	AWS Wickr에서 보안 그룹 편집
	AWS Wickr에서 보안 그룹 삭제

	AWS Wickr에 대한 Single Sign-On 구성
	AWS Wickr에서 SSO 세부 정보 보기
	AWS Wickr에서 SSO 구성
	Microsoft Entra(Azure AD) Single Sign-On을 사용하여 AWS Wickr 구성
	1단계: AWS Wickr를 Microsoft Entra의 애플리케이션으로 등록
	2단계: 인증 설정
	3단계: 인증서 및 보안 암호 설정
	4단계: 토큰 구성 설정
	5단계: API 권한 설정
	6단계: API 노출
	7단계: AWS Wickr SSO 구성
	문제 해결


	토큰 새로고침 유예 기간

	AWS Wickr용 네트워크 태그
	AWS Wickr에서 네트워크 태그 관리
	AWS Wickr에 네트워크 태그 추가
	AWS Wickr에서 네트워크 태그 편집
	AWS Wickr에서 네트워크 태그 제거

	AWS Wickr에 대한 읽기 영수증
	AWS Wickr의 네트워크 계획 관리
	프리미엄 무료 평가판 제한 사항

	AWS Wickr의 데이터 보존
	AWS Wickr에서 데이터 보존 세부 정보 보기
	AWS Wickr의 데이터 보존 구성
	AWS Wickr에 대한 데이터 보존을 구성하기 위한 사전 조건
	AWS Wickr의 데이터 보존 봇 암호
	AWS Wickr 네트워크의 스토리지 옵션
	AWS Wickr에서 데이터 보존 봇을 구성하는 환경 변수
	AWS Wickr의 Secrets Manager 값
	AWS 서비스와 함께 데이터 보존을 사용하기 위한 IAM 정책
	Wickr 네트워크의 데이터 보존 봇 시작
	암호 환경 변수로 봇 시작( AWS 서비스 없음)
	암호 프롬프트로 봇 시작( AWS 서비스 없음)
	15분 메시지 파일 교체로 봇 시작( AWS 서비스 없음)
	봇을 시작하고 Secrets Manager를 사용하여 초기 암호를 지정합니다.
	봇을 시작하고 Secrets Manager를 사용하여 Amazon S3를 구성합니다.
	봇을 시작하고 Secrets Manager를 AWS KMS 사용하여 Amazon S3 및 구성
	봇을 시작하고 환경 변수를 사용하여 Amazon S3를 구성합니다.

	Wickr 네트워크의 데이터 보존 봇 중지

	Wickr 네트워크의 데이터 보존 로그 가져오기
	Wickr 네트워크의 데이터 보존 지표 및 이벤트
	Wickr 네트워크에 대한 CloudWatch 지표
	Wickr 네트워크에 대한 Amazon SNS 이벤트
	중요 이벤트
	일반 이벤트



	ATAK란 무엇입니까?
	Wickr 네트워크 대시보드에서 ATAK 활성화
	Wickr 네트워크 대시보드에서 ATAK 활성화

	ATAK에 대한 추가 정보
	ATAK용 Wickr 플러그인 설치 및 페어링
	ATAK용 플러그인을 설치
	ATAK와 Wickr 페어링

	ATAK용 Wickr 플러그인 페어링 해제
	ATAK에서 전화 걸기 및 받기
	ATAK로 파일 전송
	ATAK로 보안 음성 메시지(Push-to-talk) 전송
	ATAK용 핀 휠(빠른 액세스)
	ATAK 탐색

	Wickr 네트워크에 대한 목록을 허용할 포트 및 도메인
	리전별로 허용 목록에 추가할 도메인 및 주소
	미국 동부(버지니아 북부)
	아시아 태평양(말레이시아)
	아시아 태평양(싱가포르)
	아시아 태평양(시드니)
	아시아 태평양(도쿄)
	캐나다(중부)
	유럽(프랑크푸르트)
	유럽(런던)
	유럽(스톡홀름)
	유럽(취리히)
	AWS GovCloud(미국 서부)


	GovCloud 교차 경계 분류 및 페더레이션
	AWS Wickr용 파일 미리 보기

	AWS Wickr에서 사용자 관리
	AWS Wickr 네트워크의 팀 디렉터리
	AWS Wickr 네트워크의 사용자 보기
	AWS Wickr 네트워크에서 사용자 초대
	AWS Wickr 네트워크에서 사용자 편집
	AWS Wickr 네트워크에서 사용자 삭제
	AWS Wickr 네트워크에서 사용자 대량 삭제
	AWS Wickr 네트워크의 사용자 대량 일시 중지

	AWS Wickr 네트워크의 게스트 사용자
	AWS Wickr 네트워크에서 게스트 사용자 활성화 또는 비활성화
	AWS Wickr 네트워크에서 게스트 사용자 수 보기
	AWS Wickr 네트워크에서 월별 사용량 보기
	AWS Wickr 네트워크의 게스트 사용자 보기
	AWS Wickr 네트워크에서 게스트 사용자 차단


	AWS Wicker의 보안
	AWS Wickr의 데이터 보호
	AWS Wickr를 위한 자격 증명 및 액세스 관리
	AWS Wickr 대상
	AWS Wickr의 자격 증명으로 인증
	AWS 계정 루트 사용자
	페더레이션 자격 증명
	IAM 사용자 및 그룹
	IAM 역할

	AWS Wickr에 대한 정책을 사용하여 액세스 관리
	ID 기반 정책
	리소스 기반 정책
	액세스 제어 목록(ACL)
	기타 정책 타입
	여러 정책 유형

	AWS AWS Wickr에 대한 관리형 정책
	AWS 관리형 정책: AWSWickrFullAccess
	AWS 관리형 정책에 대한 Wickr 업데이트

	AWS Wickr가 IAM과 작동하는 방법
	Wickr에 대한 자격 증명 기반 정책
	Wickr에 대한 자격 증명 기반 정책 예제

	Wickr 내 리소스 기반 정책
	Wickr를 위한 정책 작업
	Wickr 정책 리소스
	Wickr를 위한 정책 조건 키
	Wickr의 ACL
	Wick와 함께 ABAC
	Wickr에서 보안 인증 정보 사용
	Wickr의 서비스 간 보안 주요 권한
	Wickr에 대한 서비스 역할
	Wickr에 대한 서비스 연결 역할

	AWS Wickr에 대한 자격 증명 기반 정책 예제
	정책 모범 사례
	Wickr용 AWS Management Console 사용
	사용자가 자신의 고유한 권한을 볼 수 있도록 허용

	AWS Wickr 자격 증명 및 액세스 문제 해결
	Wickr AWS Management Console 용에서 관리 작업을 수행할 권한이 없음


	규정 준수 확인
	AWS Wickr의 복원성
	AWS Wickr의 인프라 보안
	AWS Wickr의 구성 및 취약성 분석
	AWS Wickr의 보안 모범 사례

	AWS Wickr 모니터링
	를 사용하여 AWS Wickr API 호출 로깅 AWS CloudTrail
	CloudTrail의 Wickr 정보
	Wickr 로그 파일 항목 이해하기

	AWS Wickr의 분석 대시보드

	문서 이력
	릴리스 정보
	2025년 5월
	2025년 3월
	2024년 10월
	2024년 9월
	2024년 8월
	2024년 6월
	2024년 4월
	2024년 3월
	2024년 2월
	2023년 11월
	2023년 10월
	2023년 9월
	2023년 8월
	2023년 7월
	2023년 5월
	2023년 3월
	2023년 2월
	2023년 1월

	

