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https://aws.amazon.com/iam/
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/access-analyzer.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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{
“Version”: “2012-10-17",
“Statement”: [

{

“Sid”: “AllowAllActionsForEC2”,

“Effect”: “Allow”,

“Action”: “ec2:*”,

“Resource”: “*”

},
{

“Sid”: “DenyStopAndTerminateWhenMFAIsNotPResent”,

“Effect”: “Deny”,

“Action”: [
“ec2:StopInstances”,
“ec2:TerminateInstances”

1,

“Resource”: “*”,
“Conditions”: {
“BoolIfExists”: {“aws:MultiFactorAuthPresent”:false}
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https://aws.amazon.com/console/
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingMFADelete.html
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“Version”: “2012-10-17",
“Statement”: [
{
“Effect”: “Allow”,
“Action”: “s3:*”,
“Resource”: [
“arn:aws:s3:::bucket-name”,
“arn:aws:s3:::bucket-name/*”

1,

“Effect”: “Deny”,

“NotAction”: “s3:*”,

“NotResource”: [
“arn:aws:s3:::bucket-name”,
“arn:aws:s3:::bucket-name/*”
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_examples.html
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“Version”: “2012-10-17",
“Statement”: [
{
“Sid”: “DenyAllOutsideRequestedRegions”,
“Effect”: “Deny”,
“NotAction”: [
“cloudfront:*”,
“iam:*”,
"routeb53:*”,
“support:*”
1,
“Resource”: “*”,
“Condition”: {
“StringNotLike”: {
“aws:RequestedRegion”: [
“eu-*"

2™ MH|A M A 0| B Hel 11


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_deny-requested-region.html
https://aws.amazon.com/route53/
https://aws.amazon.com/premiumsupport/
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://aws.amazon.com/cognito/
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://aws.amazon.com/athena
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-insights-events-with-cloudtrail.html
https://aws.amazon.com/blogs/big-data/streamline-aws-cloudtrail-log-visualization-using-aws-glue-and-amazon-quicksight/
https://aws.amazon.com/blogs/big-data/streamline-aws-cloudtrail-log-visualization-using-aws-glue-and-amazon-quicksight/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/aws-services-sending-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/aws-services-sending-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://aws.amazon.com/elasticsearch-service/
https://aws.amazon.com/elasticsearch-service/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringPolicyExamples.html
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https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html

AWSO|M GDPR 717 &4 Ef M AWS Hi A

S

M +8E 2o Sdof ChEt AMOIEE MB3st7| E B2 o Z2|7H ol R&FfLICH 7IEX

O Z Amazon S32 MH|A HMA ZOE £ZFI5HK| obx|OH 22 & A43515H Amazon S32 I A7t
O[LHof| HMA 2O E HZIH| MESELICH o WHE TE0| ER5H7HLE o4 CHaf o 22§ T&sHok ot
£ 42 CloudTrail 22 & Ar&3t7{Lt CloudTrail 212} Amazon S3€ &7 AF& st 20| E&LLH.
CHe HZA0AM 7|2 A HZ3HE Fdsto KM E 218 4538 e &= JU&LICH A= Amazon S3
ZHEE 7|1E M8l MH & %§_§P(SSE -S3) EE= AWS Key Management Service(AWS KMS)od| X
2= 12 otAE 7|(CMK)E A85tE ME & 235352 S SSHELICH

20 HAS BESAUAIR. Mu| HMA 2O HZ! ASKHlA RHAl0] Modst x| gf= BatoliEo]
- "

ol

Amazon S3 HZ!O| & E 22= Amazon AthenaE At835t0{ F 2[5t 2AE £ U&LICE Amazon
Athenat= E& SQLZ AtE3504 S32| CIO|HE A48 = U= OiEtE #Hel MH|ALICH Athena&
AME35HH OIO|E{E Athenadl EAHSH7HLE EEE R Q10| ANSI SQLS Safl Al HEIE e =
A& LICH Athena= HIHY, BHEE L HY Olo|E & E MElgd &= U220 Amazon QuickSightet &
g Elo] ZHHEt A[ZHEHE M3 ELICt

it 2= s I Xl 88 HE AAQILICH Amazon GuardDuty= VPC 38 21,
CloudTrail 2| |E 273, CloudTrail, Amazon S3 H|O|E{ O|HIE 27 2/ DNS 239} &2 o4z &

ol

29| O/HEE EAStT Al XIS4T Hot DLIEIY MEIALICH O] MulAE ot P T4

THRISET Ze YH AWE|TA LSt 7| A AHS ol AWS B2 LHollA of7 || o4l %

ME 4 Qls PO ST ools ¥52 obdLih 2101 M GuardDuty® B A38H5HH 0] MulAs
42 FA AEELICH 0l MHlAE SBM0|T FREIE OME AERIS

CloudTrail O|HE 21 &
E 3l CloudTrailol| A &%

—

CloudTrail 2|2} Amazon S3 CI|O|E{ O|HE & Al &rL|C}.

Amazon MacieE AIESI0{ CHHZ CIO|IE{ AM B EHS

GDPR M|32Zx0f (2 “  ZEEC{2t T2 MAME 280l MHF =Fo| EotE ETY += U= M-
gt 7led A =3 Eil% %d%HOF ot ol2deh =Xlole MHet B¢ &3l Ch5o0l ZeELICH[..]

(b) M2l AlAT U MHl20| KI&HQ 7| U, PHY, 7184, B8izig 288 £ 2= JI5

[.]

d) Mzle| Eotg2 E&EEHE 7|

ZZHA”

>

& U ZEA ZAIQ ETE HYIMOE EHAE, AL W LS| 9

—

rot

MRl Olo|H B/ ZEMAE RX|sts W2 £ O|o|E ME[E Clole §-oi| %A =H™st= O
gfLich ZE oM 2IZ e HIo|EE &Elsts E<2 HIoIE7t &Fete fIxIE ZLIEHZ st 1, o]

=
HUSHHA ESolH, 78 £ 27 AMSS S5t ol 2R OB 2 A /el E &

mooN A
e FO I

boh 2

(][]

2 Cole{ ZM AU EHS 17


https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html
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https://aws.amazon.com/controltower/
https://aws.amazon.com/solutions/implementations/aws-landing-zone/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/inspector/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CloudWatchEvents-CrossAccountEventDelivery.html
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp.html
https://aws.amazon.com/systems-manager/
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https://d1.awsstatic.com/whitepapers/AWS_Securing_Data_at_Rest_with_Encryption.pdf
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ssd-instance-store.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://aws.amazon.com/directconnect/
https://aws.amazon.com/certificate-manager/
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https://aws.amazon.com/compliance/data-privacy/service-capabilities/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-master-key
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-data-key
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-hsm
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-ddb-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://aws.amazon.com/kms/
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{
“Version”: “2012-10-17",
“Statement”: [

{
“Effect”: “Allow”,
“Principal”: {
“AWS”: “arn:aws:iam::111122223333:user/ExampleUser”
}
“Action”: [
“kms:Encrypt*”,
“kms:Decrypt”,
”kms:ReEncrypt*”,
“kms :GenerateDataKey*”,
“kms:CreateGrant”,
“kms:ListGrants”,
“kms :DescribeKey”
1,
“Resource”: “*”,
“Condition”: {
“ForAnyValue:StringEquals”: {
“kms:ViaService”: [
“ec2.us-west-2.amazonaws.com”,
“rds.us-west-2.amazonaws.com”
]
}
}

AWS Key Management Service 24
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https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://aws.amazon.com/cloudtrail/
https://d0.awsstatic.com/whitepapers/KMS-Cryptographic-Details.pdf
https://aws.amazon.com/cloudhsm/
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https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-encrypt.html
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-ddb-client.html
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