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https://aws.amazon.com/efs
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https://docs.aws.amazon.com/efs/latest/ug/API_CreateFileSystem.html
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https://aws.amazon.com/iam/
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Event record info

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

“invokedBy": "AWS Internal"
b

"eventTime": "2020-12-21T18:00:452",
['eventsource”: “"kms.amazonaws.com",
"eventName": "Decrypt”,
"awsRegion": "us-east-1",
"sourcelPAddress”: "AWS Internal”,

“userAgent”: "AWS Internal”,
"requestParameters”: {
"encryptionContext®: {
."aws:elust:cf;lesyszem:filesys:cm:id': "fs-d7743722"
e
"encryptionAlgorithm": "SYMMETRIC DEFAULT"
b

“"responseElements": null,

"requestID": 2cb6l-72£1-45£4-9e3c-4d6ddcaclads”,

"eventID": "lc2ebec27-3b67-4902-be53-3eBaBd9%5albl”,

“readOnly®: true,
"resources": |

{

"accountId"; "123456789012°',

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:
1
"eventType"”: "AwsApiCall",
“managementEvent®: true,
"eventCategory”: "Management”,
"recipientAccountId": "12345678%012°,

“sharedEventID": "8b366c91l-lda8-42e5-8a37-393f3e5£9£0b"
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html#key-policy-modifying-external-accounts
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
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=2 CTPNPNREL SRS
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1. AWS 2| &0l 21QI8t & Amazon EFS 2£& LICh

2. IFYU A|AE] MA(Create file system)2 MEHSH0] IFYU A|AE] M Ad(Create file system) CHEH AMRLE
ALch 7|2 =8 ZH3E ZEets TE dEE AS5tod Y AARIE M= ol ChEt

REMIEH LI 2 Amazon EFS I A[AE] MMHES EXFHAL.

Create file system X

Create an EFS file system with service recommended settings. Learn mare [4

MName - optional
Name your file system.

| MyF

Name must not be longer than 256 characters, and must only contain letters, numbers, and these
characters: +-=._:/

Virtual Private Cloud (VPC)

Choose the VPC where you want EC2 instances to connect to your file system. Learn more [

vpc-24b47dSe
default

v

EFS oted AlAR Ay

3. (ME M) MH[A HY dEE ME
BHS 24 AFEAE X% (Customize)2 M

o AlAFE M H0|X|7F EAIELICE

AWS B2 268 A8 ool S 2 E B AAE 44 8


https://console.aws.amazon.com/efs
https://docs.aws.amazon.com/efs/latest/ug/gs-step-two-create-efs-resources.html
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File system settings

General

Name - aptional
Mame your file system.

MyFS
Mame must not be longer than 256 characters, and must only contain letters, numbers, and these characters: + - = . _: f
Automatic backups
Automatically backup your file system data with AWS Backup using recommended settings. Additional pricing applies. Learn more Z
Enable automatic backups
Lifecycle management
Automatically save money as access patterns change by moving files into the EFS Infrequent Access storage class. Learn more E

30 days since last access v

Performance mode

Set your file system’s performance mode based on I0PS required. Learn more [}

© General Purpose Max 1/0
Ideal for latency-sensitive use cases, like web serving Scale to higher levels of aggregate throughput and operations
environments and content management systems per second

Throughput mode
Set how your file system's throughput limits are determined. Learn more [4}

Bursting © Provisioned
Throughput scales with file system size Throughput fixed at specified amount
Provisioned Throughput (MiB/s) Maximum Read Throughput (MiB/s)
80 240

Valid range is 1-1024 MiB/s
Throughput bill can be up to $480.00/month.

Encryption
Choose to enable encryption of your file system's data at rest. Uses the AWS KMS service key (aws/elasticfilesystem) by default. Learn more [4

Enable encryption of data at rest

¥ Customize encryption settings

KMS key
Choose or input a KMS key 1D or ARN Lo use instead of the AWS KMS service key. Learn more [4
Q, Create an AWS KMS

key [4

o (MEH ARED) IH A|ARIO| O|&(Name)S Ui LICH

« XS HHd(Automatic backups)2 7|2Mo 2 MM (0] U&LICH E QIS MEH |4 St0{ XIS
HHoi2 SHME = U&LICH AFAMIBH LHE 2 Amazon EFSS} &7H AWS Backup AHE 2 & Z=3HA
o

« =& F7| #E|(Lifecycle management) &S MEASILIC. Amazon EFS =& F7| #E(= Tt
AAH] CHEE HIE 2 2XQ IHY AEZ|X|E AISSE HE[FLICH =8 F7| #El7t -85t

AWS ZHE| 2&£2 AH83t0d 2 2 5HE

El

EIPNPNE
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https://docs.aws.amazon.com/efs/latest/ug/awsbackup.html
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M MYE 7|7 SOt HMASHK| 2 THYUZ Infrequent Access(IA) 2AEE|X| E2iAZ 0ol

O|MetLIct =& 7| M2 Ar85tod s 717t2 HolgLICH =& 7| #E2|lE A85HK| &
o 24 Q= (None)2 MEHEFLICH AFAMIEH LI 2 Amazon EFS AR MHEAMO| EFS =& F7| &
ElE XA

« 45 ZE(Performance mode)E ME{EFLICH 7|2 HE 2= (General Purpose mode) EE= Z|CH
I/0(Max 1/0)). AM|EH LI 2 Amazon EFS AHE Mol 45 ZEE XA L.

« ME|IF ZE(Throughput mode)& MENEILICH 7|2 HHA R 2 E(Bursting mode) == Z2H[X{'g
E E(Provisioned mode)).

- I ZH|X{'d(Provisioned)2 MEAEH FA2 (Z2H|X{EEl X 2|F(Mib/s)(Provisioned Throughput
(MiB/s)) EE7t EAIELICH oY A|ARIM| ZEHIXFE MElFS LT MelEFS L=3st
M 2£0| 2= Fof 2E o4 HIE S EAIRLICH RHAM[EH LI 2 Amazon EFS AHE B MLl X
g ZEE ARSALR.

« &3} (Encryption)2| F<, M E CIO|H &30} 72X 2 g3t k[o] J&LICH 7[2Xa
2 AWS Key Management Service(AWS KMS) EFS MH|A F|(aws/elasticfilesystem)E
ALSELICH 2 3tof ALSE CHE KMS 7|18 MEISIE{H f 235t MM ALER X|HE &#Estn F
E0lM 5’|E MEHSHL|CH EE= AF&StEd= KMS Z[of CiEt KMS 7| ID EE= Amazon E2l& 4 O|F
(ARN)= =3{&hLct.

M 7|2 ptE o010} 3= B AWS KMS 7| M4d(Create an AWS KMS key)= AEH5I04 AWS
KMS Z2&& Al&stD M 7

=

5. (M= ALY Bi2 FTHAdd tag)E ME4stod mhd AlAHEI| 7|-2f &S FIHELICH

6. CFS(Next)2 MBS0 718 T2 MA Q| HIE LT MM A(Network Access) EHHIE A& FLICEH

2CHA| HIEQIT MAMA TA

O| EtAH|0{ A= Virtual Private Cloud(VPC) %! EfXH CH4t
MefLlCh ZF B CHAof CHal 7t 8, MEY IP F

AWS B2l &S A Sot0] S 23 I AL 44 10


https://docs.aws.amazon.com/efs/latest/ug/lifecycle-management-efs.html
https://docs.aws.amazon.com/efs/latest/ug/lifecycle-management-efs.html
https://docs.aws.amazon.com/efs/latest/ug/performance.html#performancemodes
https://docs.aws.amazon.com/efs/latest/ug/performance.html#throughput-modes
https://docs.aws.amazon.com/efs/latest/ug/performance.html#throughput-modes
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Amazon EFS File systems Create
e Network access
File system settings
Step 2 Network
Metwork access
Wirtual Private Cloud (VPC)
Step 3 - optional Choose the VPC where you want EC2 instances to connect to your file system. Learn more [A
vpc-24b47dse v
detault
Step 4
Mount targets
A mount target provides an NFSvd endpoint at which you can mount an Amazon EFS file system. We recommend creating one mount target per
Availability Zone. Learn more [4]
Availability zone Subnet ID IP address Security groups
us-east-1a v subnet-751... ¥ v Remove
59~ K
10_043953
us-east-1b v subnet-16fd... v v Remove
59- X
10043953
default
us-east-Tc v subnet-43b... ¥ v Remove
5g- X
10043953
default
us-east-1d v subnet-57e... ¥ v Remove
59~ X
‘ID_O"JSQS;I
us-east-le v subnet-907... ¥ v Remove
59- X
1004395a
default
us-east-1f v subnet-6efQ... v v Remove
54~ X
10043953
default
¥ou can only create one maount target per Availahility fone
Cancel Previous m
EFS It A[AHE 44 LIEXS ML
1. EC2 QIAEAE 1 A|ARIN| HZE Virtual Private Cloud(VPC)E MENEILICH RFAIEH LIE=2
Amazon EFS AHE AEMO| It A|AER L EQIT AMA 7Hsd 2ElE HEstM R
« 712 YA (Availability zone) - 7|2 o 2 EIX CHAI S AWS 2IF12| 712 QWUW R LM T AE
LICE 54 718 S0l B CHe S AMEsHX| ef2Ed™ XM|7H(Remove)E ME5H0 aliE S0 A
= _— = | -
HA CHE S ANMELICH ot AlAE AMAStE{E ZE 7HE S0l B X iy S BFSLICH
O| 2t o H|EO| EX| ¥ &LICH
AWS ZHE| 242 AH85tod A Z3HE I AlAR 4Y 1


https://docs.aws.amazon.com/efs/latest/ug/manage-fs-access.html
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« MEUID(Subnet ID) - 7t FAo| AE 7t5E MEU oM MEdELICE 7|2 MEUo| 0|2
MEElof QULICH 2 Abalof mjeh MEE A=uio] i el i Zatolyelx| BHo
7H& £&Lct

« IP &A(IP Address) — 7|2 X2 Z Amazon EFSE AMEUIO| AL

SO MEHFLICH = MEHIo e EH IP FAE Qe = U&LCh S cHa2 HYIP
AO]|
—_—

FAE ASHRIE F2E 178N WED B4

0

« 2ot I & (Security groups) — EFAH CH&HO| StLt O| 49|

=]

4 . =
glof 2k 2o 25 0| EFS B AHE(NFS ZE 2049) E0AMEE|T QHIR2E #E|0| CHE VPC
CIDR E8 He[o| L E 20490t 3{&35t7LI E 0 2 EFSOi| AN ASHOF St= 2|AA0 AA
2 A5t 0| 7te E&LICH RpAlEt LHSzg Amazon EFS At MEAM2| Amazon EC2 214
HA S EIR CHefof 2ot O 8 AEE HESHMR.

CtE 2ot OS2 FII6t7HL B¢t OF S ¥EstE2d™ 2ot & MEH(Choose security groups)
MEHSI D S0 CHE 2ot a2 FI7IFLICE 7|8 2ot OE S AF85HX| fo2d™ AMX|5tH
Euct REMIEH LI 2 Amazon EFS AFS AREMO| EoF O 8 MES HZTSAML
2. &fXH CH& O @i 748 Bdof| BIAH CHar S BHEE4™ B A CHA F7HAdd mount target) & MEAEIL
Ch. BFRH CHaf Ol 2 718 Pdof CHall +MHE B2 o MEH & F 2 ASE += gigLct

0]
3. CtZ(Next)2 MEHS04 A& TIFL|CE oY A|AE &EH(File system policy) T O|X[7} E A|EIL]

SEHA. Thed AlAT FR A

2ofl CHEt NFS S2H0IIE UNAE Hofste TH AlAR Mg BHE LT
Thel AIABIO] CifEH NFS 2210/E HMAES RoisHe Ol AR 5HE 1AM 2|
LH& 2 Amazon EFS AF& MEAMO| IAME A8 310 Amazon EFSO]| CHEH
NFS HAMA Ko{E & ZSHAL.

O EFAMME A Al&
EFS It AlAR HHM2

AN KEHOIL|CH RFA

AWS B2l &S A Sot0] S 23 I AL 44 12


https://docs.aws.amazon.com/efs/latest/ug/network-access.html
https://docs.aws.amazon.com/efs/latest/ug/network-access.html
https://docs.aws.amazon.com/efs/latest/ug/accessing-fs-create-security-groups.html
https://docs.aws.amazon.com/efs/latest/ug/iam-access-control-nfs-efs.html
https://docs.aws.amazon.com/efs/latest/ug/iam-access-control-nfs-efs.html
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Amazon EFS File systems Create

File system policy - optional

sten
File system settings

Palicy options Policy editor {JS0ON} Clear

Metwark access

i T - xpliorsat Select one or More of these camman pelicy cations, of create a custom policy uging the
File system palicy editar, Learn more [
Prevent ract acoess by default®
Enfarce read-only access by defautt”
Provent anoryimous Jceess H]

cryptian for all dients 3

* Idernity

» Grant additional permissions

. JlExioz 2E AN A RHE
Mo 97| M8 AMA KB

ol
S S OolH ¢E3 M8

2. &7} 8t 2 04(Grant additional permissions)E AF&3504 CHE AWS A E H|IZ S F£7FIAM E0ot
& AEE|o| E ot

FAOAH oY AAR HEHS SO LICH FIHAdM)E MEIE COHg, MBS 504
ZFHM ARNS =236t 2 o{g Heh(Permissions)2

HE7|(Policy editor)& At&3dtod 0|2 +EE HAE MEX XIH
Mg ptELCH Ol2| € EX F §tLIE MRS HA HE

L|cth.

4

w
>

0l JSON H2H o7}t

>~

40 0
[ rok g2k

4. CtZ(Next)2 MEHSI0 HlE T LICH HE 2 M4d(Review and create) H|O| X|7} E A|ELIC.

4THH| AE 4l MM

Ol EtAH0IM I AAR HHE AESIT =35 Chg It A|lA=E BHELCH

FHLE @ F AFEHO] et o
I E

AWS 2l 228 AFSsto] 5atE I AAd 44
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Review and create

File system settings

Step 1: File system settings

Network access

File system

File system policy Field Value

Name MyFS

Review and create Performance mode
Threughput mode
Encrypted Yos
KMS Key ID

Lifecycle policy
fustomatic backups Yes

WPCID
Tags
Tag key

EFS-Budget-tag

Step 2: Metwork access

Mount targets

Availability zone Subnat

us-east-1a subnet-751c533F

us-gast-1b subnet-16fd454a

Step 3: File system policy

¥ File system policy

=i

EBwe s W

wpe-24ba7d5

35-a7ac-448d-b2fl

General Purpose

Provisioned (60 MiB/s)

AFTER_30_DAYS

@

v Tag value

509

IP address

95e76158bace”,

Edit

ks editable?

Edit

Security groups

s5g-1004395a

5g-1004395a

Edit

o ||

j:l ' T F false

% ]

27 ¥

By
EFS TH AIAR M40 Z4E o A4
1.2 It AlAEIS| 7 OF 8 AERLICH HE(Edit)2 MBSt 2 I5 8 HEY &= A&LICH
2. &'d(Create)= ME4st0d Tt A|AEIS BIET It A& HO[X|Z SobZfLCH

v

FEAlELICH

. I} AAE(File systems) T O|X|ofl= CHS O]

AWS ZHE| &8 AHE5t0q
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MyFS (fs-6ef8b3ed)

General
Perfarmance mode
General Purpose

Throughput mode
Provisioned (60 MiB/s)

Lifecycle policy
AFTER_30_DAYS

Automatic backups
(@ Enabled

Encrypted
16cddf9a-2e02-42df-ad44-9b2328602f45 (aws/elasticfilesystem)

File system state
() Available

Metered size Monitoring Tags File system policy

Metered size
Total size
6 KiB

Size in EFS Standard
6 KiB (100%)

Size in EFS Infrequent Access (lA)
0 Bytes (0%)

Access points Network

B Size in EFS Standard
m Size in EFS A

Th AlAH

AWS CLIE AtE3t0o4 &5 3tEl I A|AH A

AWS CLIE AI235t0{ 2 5HE Il A|ARIS e ] F7| oi2t0|E{E A& 5104 %
24 22|38 CMKE Y& £+ U&LICH A -9 AWS CLIE AF235t UK

=22o=2
CLIE ¥azlo|=35t= wEdof CHEt
Mx|, LCo|E L X7HE R ESHMIL.

C =)
REMIE LIS 2 AWS HHE QIEIHO|A AMR AT

3} AFEHQF 11
FL|Ch AWS
O] AWS CLI

CreateFileSystem 20| M --encrypted TIEtO|E{= £ 20| FE 5t Tt AlA =
Ol ZBfLICH --kms-key-idE 12 #EI™ CMKE AM83t1 7|2 H& EE ARN st= 8
of 2t e BrLICH AWS #E[E CMKE AtE35te < o] m2t0|E{E £ & 5| OhAll

$ aws efs create-file-system \

--creation-token $(uuidgen) \

--performance-mode generalPurpose \

--encrypted \
AWS CLIE At85tod 25 3HEl o AlAH A 15


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
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--kms-key-id user/customer-managedCMKalias

R

, AWS CLI, AWS SDK 5= Amazon EFS APIE AF23+0{ Amazon EFS I} A|AEIES
of CHet RtMIBH LI& 2 Amazon EFS AFE A A 9| Amazon Elastic File SystemO|&t F

FESHMI 2.

AWS 2| 2
dgsts LE

olelL|t?E

-

I

i

T
0
LOL

23t 1/0 CH7| AlZE & XMEIZoll 2|Afto| J&S OIELICH 353 & &AE SHS2 AMEXL, ofEE]
7ol & MH|A0f ob R FE¥E OIXIX| ef&LICH ool et HIEtHI OB = ClA ol 7K E[7|

Zoi| A+EXHE CHAISH04 Amazon EFSOI A &f

stEl b AlAaRol HMAsET| I8 Z2tO]

1]
ok
Lol

BE
=l Z2to|FETL 47| ™ol &5 sHSELICH &
7, O EE[7|0|M EE= MH|AE HEE L7t o

)
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n

ZEOM EH B2R/RE SF5tHLE EH ofEZ|7H0|MO|LE I EE, B E30 ¢1ZE ZE C|0|HE &
= Q F. AWS Identity and Access Management(IAM) A3 5
| AR 2[AA0 CHa MEE ClO|E{e| & =3t E

2 ot S
7|2 AL A ESHE|XK| 2 EFS I A|ARIS MYS5HX| RS

e
>
>
m
a
o
N
4%
30
H
i
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>
Nl
|0
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rr
>
=
oz
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« EffectE Allow®lL|CH
« Action® elasticfilesystem:CreateFileSystem®L|LCt.

- Condition elasticfilesystem:Encrypted= true®lL|C}.

CHS KoM= 2o FAoM &= 5HEl o A[ARDE Wt 5 HErE F0{stE IAM XHE 5E

7lgk HAg Hod EFLICH

“Version”: “2012-10-17",
“Statement”: [
{
“Sid”: “VisualEditior@”,
“Effect”: “Allow”,
“Action”: “elasticfilesystem:CreateFileSystem”,
“Condition”: {

XM E ClolEe| o =5t HIgdEt 16


https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://aws.amazon.com/iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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“Bool”: {
“elasticfilesystem:Encrypted”: “true”
}
.
“Resource”: “*”
}
}
*2 MM El Resource 42 IAM HH0| MY E 2 E EFS 2|la0 MEEE o|0|FLICH EiOE 7|
oz ZTAR 442 F7tstod Glo|E| ER 7L TR EFS 2lAA0| 5t Fetolgt M 4 gL

et & ol 2 E AWS H™E E= Ouo] Ciet MH[A o HEE A& S04 AWS Organizations =&
2 5 3tEl Amazon EFS I} A|AERIS e &= U&LICH. AWS Organizations 2| AMH|A |0
Zoj| CHEF RFMIEH LHE 2 AWS Organizations AFHE MM Q| MH|A Ko HAE XM,

A+E Rtoi[AH

=
=
Z&£E AL838t0d

LI EEE APIE A5t &5
AM AtZd =0 7|HF XA S AHA{EL

o i
>
=
0p)
O

o2 FO0{5tE IA ddg + A&LICH O HAtol M= 1A
Olefet Mg WEst o2, AE MERH Mg Mot WHS dFELIC

3 3HE EFS It A|ARIE MEst7| @8t IAM B E ddste SH2 oS0 Z&Lith

>
=
wn
=]
o
rH
k>
2

230151 IAM E£2 Ut
=F M B o] HM|A ZHE|(Access Management) Ol A X2 (Policies)S AMEHEHLIC.
H M +d(Create policy)2 MEHSIT A X (Create policy) H O|X|7t E A|E LIC.

X
AlZtA TME7|(Visual Editor) BI0IM CHS HEE =38t

5w N
0
i
0

« MH|A(Service)ol M EFSE MEHEFL|CY,

Zd(Actions) 2| B¢, AM LE0f createE &I238F CHZ CreateFileSystem2 MEAELICE.

- 2% Z74(Request conditions)2| <, =74 F7}(Add condition) @3 & 2I5t1 =74 7
(Condition Key)0ll CH3ll elasticfilesystem:Encrypted, @14 XH(Operator)0
Zk(Value)oll CH3H trueE ZHAHELICEH

5. G| o|F(Name) X AT (Description)2 UZELICH &5 3HEncrypted) 27 Z74E EZ & 5104
XA Qo2 2ot |C}
=1 L = "1 L-Hd .



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#orgs_manage_policies_scp
https://console.aws.amazon.com/iam/
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HE ALE X0 A Mg MEste LH-:

1. 1AM 2£2| HA|A ZEl(Access management)o| A AFE RF(Users)E MEEFLIC.

2. HHME MBY ASKE MEAFLICE

3. T8t FIHAdd permissions)E MEHSI0{ HEH F7HAdd permissions) H O|X|& E Al LIC}.

4. 7|&E HH E| ¢4 (Attach existing policies directly)2 MEHELICH.

5. O|™ HxtollM MMst EFS H=Ho| 0| S =iEtLCt

6. HMS MEAStT SEEL|Ct O™ CHS (JJSONS MEdSto] MM LIS &elghLict CHS JSON
H&a Zhotof g L(Ch

{
“Version”: “2012-10-17",
“Statement”: [
{
“Sid”: “VisualEditior@”,
“Effect”: “Allow”,
“Action”: “elasticfilesystem:CreateFileSystem”,
“Condition”: {
“Bool”: {
“elasticfilesystem:Encrypted”: “true”
}
1,
“Resource”: “*”
}
}

ZE oM &5 5HEIX| &F2 Amazon EFS 2IAAE Algslol & £ Q&LICH AWS Config 22| 7
22 A 85tod 2= StE|X| pl e o AMAES HXE + U&LICH AWS Config= AWS ZEIE 715
2 M33tMH, 0l= AWS Configtll M AWS Z2|AA 7 LEHA Ol R A& Edt=X] Btstn 73]
off Aulist 2|AAE NON_COMPLIANTZ EAlSHE Ol AHEStE AFS AL XIH 7t 8 AFH HolEl 5
LICH

AWS #2[d Config & efs-encrypted-check& AH&30{ Amazon Elastic File System(Amazon
EFS)0| AWS Key Management Service(AWS KMS)E& At&35t0{ It C|O|EE =355t & MK
o U=X| 2 = UA&LICH AWS 22/ & A7 & gdstol cHer kM| LHE =2 AWS Config
ZelE 73 2Ys FEshAM L.



https://docs.aws.amazon.com/config/latest/developerguide/managing-aws-managed-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/managing-aws-managed-rules.html
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& &2l Ho|EH 455t

T E NFS ECi=o| A & AES-256 A4S M ME AS E F(TLS) 1.2E Ar835t0{ M&E Fofl
LSS E It A|ARIE BRfE = /J&LICH TLSE U ES S netrl= HEE ¢ 535t
EOAREE YA EZ 43535 2 EZ TEHeLICt AES- 256° TLsoﬂH CIOIEE M&ste= Ol A
8&|= 256HIE 55 &5 Lt Tt A|ARIY HMASHE ZE ECt0|HENM MME 5o ¢35t
E M™5tE Aol E&LICH

OP

IAM S22 AL 5104 Amazon EFSO] CHEH NFS 2210IE HAlA0| M4 5 L3318 HBE £ 2
7b o AJAEI0 425, Amazon EFSOIA TH AlA A g
P X3 BE (8ol IAM HAE TItsto 2o MAF ot A|AH

mO

>

1>

0

“

2
>® m -5

2l A|AE B|A&A HAO| aws:SecureTransport =
NFS SCI0|QIE 7} TLSE AR5 TE M8 £ Qlay

L ri
S\
I
>
0o
ol
i+
m
m
0))
_rr'l
e
>
>

® Note
IAM T3t 2048 AL 5104 NFS 22I0|HE Q| HMAE Kof5t24H EFS HA HHE AL 5t
0 Amazon EFS Tt A|ARIS EfR{SHOF BL|Ch XHMIEF LI&2 Amazon EFS AHE HE A2
IAM HEt F01E AL85to] I E HESHMR.

ChS 0|9l EFS T A|AE] X{ZHe X

rlo
of

Soll A E3E HEsiH S &2 §&o| U&LCH

« effect= allow®]L|Ct.

« HOt =Xz ZE IAM E{E|of CH3l *2 A™EELICEH

« EQ12 ClientMount, ClientWrite 2! ClientRootAccessZ ™ ELICI.
« M8 204 T2 SecureTransport2 MAELICH TLSE AFE350d mt A|ARI0| ¢1ZEEHE= NFS
ZCIO|E i BF HM|A HEHO| S 0{E LICH
{

“Version”: “2012-10-17",
“Id”: “ExamplePolicy@l1”,
“Statement”: [
{
“Sid”: “VisualEditior@”,
“Effect”: “Allow”,
“Principal”: {



https://docs.aws.amazon.com/efs/latest/ug/mounting-fs-mount-helper.html#mounting-IAM-option

Ol
LOI_

Amazon Elastic File System2 Ar&35t0{ It H[O|E| &S

AWS Hi A

“AWS” s T

.

“Action”: [
“elasticfilesystem:ClientRootAccess”,
“elasticfilesystem:ClientMount”,
“elasticfilesystem:ClientWrite”

1,
“Condition”: {
“Bool”: {
“aws:SecureTransport”: “true”
}
}

Amazon EFS 2& = AWS CLIE AF835t0] It A|AR] HAMZ dde - AU&LICH

EFS 2£2 AL835t0{ It A& d5tE Y2 ChSnt &Lt

Il
>
e
M
=

fjo

1. Amazon EFS &8 L}
2. I A|AE|(File Systems)S MEHEILICE,

3. T AIAE(File systems) HOIX|0l M T AlAT B2 HME EE M T AlLS M=y
BLICH s T AlASio| Ml &E To|x|7h EAIELIC

=
4, TU AAE HHM(File system policy)2 MEHEF CH S, TWE(Edit)2 MEELICH ThY A|AR] A
(File system policy) | O|X|7} Z A|EL|C}.
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Amazon Elastic File System2 At&35t0{ It O|O|E 255t AWS EH A
File system policy
Policy options Policy editor {JSON}
1-4
f : 2 "Version": "2012-10-17",
Select one or more of these common policy options, or 3 "1d": “efs-policy-wizard-0c7665Fa-5293-4F5c-97eb-2e42299b4597",
create a custom policy using the editor. Learn more [ 4- "Statement”: [
5+ {
Prevent root access by default* [ "Sid": "efs-statement-78c057ae-6438-4040-992e-2e96efe3307F",
* 7 "Effect”: "Allow",
Enforce read-only access by default 3. “principal”: {
Prevent anonymaous access 9 "ANS": T
. 1@ .,
Enforce in-transit encryption for all clients e “Action”: [
* |dentity-based policies can override these default permissions. 12 ] "elasticfilesystem:ClientMount”
13 ’
14~ "Condition™: {
» Grant additional permissions 15~ “Bool”: { . B
16 elasticfilesystem:AccessedViaMountTarget”: "true
17 }
18 }
19 h
20~ {
21 "Sid": "efs-statement-4c8a90fd-61@e-4c4f-925d-e9bd1513efed"”,
22 "Effect": "Deny",
23~ "Principal {
24 ANS" -
23 1,
26 "Action"; "*",
27 - "Condition": {
28 ~ "Bool": {
29 "aws:SecureTransport”: "false”
30 H
31 3}
3z }
33 1
34}
Manual changes will prevent the use of the policy options on the left until the editor is cleared.
o A|AE HEA MY
X H H o L = X o =| =
5. B Z4(Policy options)0i|A{ CtZ 1t Z 0| AHE 7t58H AP T HE HH S48 MEist= X[0|
E&LCH
« 7|B2HoE RE HAM|A RE
- 7IEHMoZ 7| ME HMA ME
= N = = =
- DE ZCl0|ME TS S OO 53 M8
2O - - . . —_ —
02| & HAg =5t HA JSON 7HA| 7L HE HE 7| (Policy editor) TH'Eod| E AIELICH
> = e . . = < = = o >
6. F7} HEh F04(Grant additional permissions)& At&3t0{ CHE AWS H'E 2 HIR & F7H IAM £

oF FAHofH Y A|AR HEHE Ro{RLICH F7HAAM)E MENSH CHF, HEHE F0{E REE[Q]
2ot =X ARNS 235t 204 HEt(Permissions)2 MEIEFLICtH

7. S HME7|(Policy editor)& AFE35t04 O|2| 7+ EE HAME AL A X|HSHHLE 7 AFE O] 2t
nRet WAMg phELICH ol HETVIE ALS5tH 02| #HE HM SMHE ALSE £ A oot
MM HE A S A FA5tE{H X[ 7((Clear)& M ”E*L—ll-'-}.

21
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U AAEO| MF HE HO|X|7F ZEAZ|D ohd AlARH

E
T
)
(7))
<
(7))
@
D
3
i)
o
S
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=)
>|
.I.
>|
:I:
2

AWS CloudFormation, AWS SDK EE= Amazon EFS APIZ 21 Al235tof Z2 ey whilo 2
O AAER Mg MME 2 QELICH T A|AE] A MAdof CHeh XFAISH LI 2 Amazon

EFS AtE dBMO| mt A[AHE HA HES HEshM .

& S Clo|E{e| 538 dYsitd™ 2 220U E oM EFS B RHE C2=2Ests WOl £
&LICH EFS B X 2= ™& S oo|Ee| &3t MY S HIRSt0{ EFS AH& 2 ZhA3tst7| il
AWSOIM MEste 2E 24 REEEIQLCH BN e 7[EMez EFS HYE Bl SM2 AISH

EFS B @i ChS3t 22 Linux B Z T M X|2ELICh

* Amazon Linux 2017.09+

* Amazon Linux 2+

+ Debian 9+

+ Fedora 28+

* Red Hat Enterprise Linux / CentOS 7+
+ Ubuntu 16.04+

& 2l OlolEel & 5358 HYste Y2 e &Lt

1. EFS B & MR|ELch.

sudo yum install -y amazon-efs-utils

o CI2 Linux HHZ 2| AL GitHubO|A C}R2 2= 35t04 M x|&HL|Ct.

ME B HolEe| 55t ™ 22


https://docs.aws.amazon.com/efs/latest/ug/create-file-system-policy.html
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Amazon-efs-utils Z{ 7| X| = NFS 2 2t 0|1 E (nfs-utils), HIE X3 & 21|0l(stunnel), OpenSSL &
Pythondt Z 2 S&ME RS2 HR[ELCH

2. It A|AEIS BFRHENLICEH

sudo mount -t efs -o tls file-system-id
efs-mount-point

« mount -t efsE EFSEM AHE 5

- EFS B X & HE A8 35t0q EFRliGt=
A28t 4 oiaL|CH CHAl Y A|AE IDE AISHM2.

- EFS EI-xH %4Ir,_.|= 7|EX-IO§ AWS :|’-I_-I§>I- EHI'XH %
Oolste A2 HEZIX| L X2 A& et fodstH HEE = Q'ALIEP E*XH %._4 MMHolE H
X5l E|IAESI0{ O|SH B3 AFE 0| I A|AE] HAA L M50 ofE FEE O|x|=X| s}
= Aol E&LCH

- O EollE EFS B X oM A8 ste 7|2 B SM0| Lot &Lt

Y

pnd

nfsvers=4.1 NFSZZEZE
7

rsize=1048576 NFS £2}0|¢
EJ}Zt HES
ol7| Q@&of

CHal| ~=4&le =

A= Z|CH | of
E{ H}O|E =

wsize=1048576 NFS £2}0|2
EJZ HES
= M7| Oi—lo."
CHal HEE =+

A& Z|0H H[o]
E{ HIO|E =

& S HolEo &35 MY 23
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=M AN
hard NFS 238 AlZt

O Z=xt& =oi

= NFS £¢£10|

timeo=600 NFS £2}0|2
EJINFS 23
2 MAIZ 57|
Mol SE= 7|
ClEl= ol AHS
st AMBH Alzt
(ElAIZ)

retrans=2 NFS £2}0|¢
EJ}FIHEF
X2 AL Sl

noresvport HES3 ¢4
Of CtA| MY E]
™ NFS 2210
C1E o A TCP

. AT CHA| AlSHEH 3 THl AIARIS RIS 02 ChAl EHRHSHB{® Jetc/Fstabol Che B8 %
FherLict

T% Bl HlolElo] 223 B 24
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https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
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