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WorkSpacesAmazon2 ZctREQ| #HE|d tlA3E HAFE MH[AYLICH Amazon2 SHES
018 ZG = HESHL EFEH AZ E Qo]
Web Services (AWS) B E QIE{H|0|A (CLI)
O|A (API) E AF83lo{ 22| H HOR HlA3E &4 |-'-°*L—|EP AWS Management 2 &
WorkSpacesAmazon= At&&tH & -E— o+of| Microsoft Windows 5= Amazon Linux ElA3 &
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L—
:
Ol Wt =2 H AAst T HMAE = JU&LICH OS2 & + J&LICH

Mx|5lE 252 WorkSpaces 2101 Amazon
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« CIEEZ| MH|A: HE[E C|HE{E] 7{4/E{ (AD Connector) & AF&304 AWS 7|E9| 2-Z7|0|A
Microsoft Active Directory (AD) & & &35t AAI2.

- CIEEZ|IE AWS 2EIREE EHSAML.

« AWS Directory Service Microsoft AD K& Simple ADE A& 3504 228 C|HEEIE 75510 A
XHE 22|15t WorkSpaces

« AD Connector?t &74 2-Z3|0|A E= Z2RE AR RADIUS MHE &835t0o4 CHEHA 215
(MFA) € M3 gfLICt WorkSpaces

HotEZ 2{all Amazon WorkSpaces AMH|AT MB35t 88 UERXT Y S5 0T AASA M &5
St E &dste = AU&LICH WorkSpaces. 0| ®A12| 2 5 3t El WorkSpaces MME EHESHAAIL,

0]
Q


https://aws.amazon.com/workspaces/
https://aws.amazon.com/console/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://aws.amazon.com/directoryservice/
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Microsoft System Center WorkSpaces Configuration Manager (SCCM), Puppet Enterprise £ &
Ansiblezt Z2 7|E 2-Z8|0|A& =7 & ArEstod O EE|7H0|ME HiZ S & &LICH.

CHS MMoi A= WorkSpaces AmazonOi| CHEH M HEE M35, AMHIA &8 g4I MEG T,
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WorkSpaces 7 AHg

Amazon WorkSpaces MH|AE HZXO 2 HIZSI2{™ M| 7tX| 7+ @474 EghL(Ct

« WorkSpaces Z2}0|21E o Z 2|7 0| — Amazon0il Al WorkSpaces X|26t= Z2}0|Q1E C|HI O]
A, AE X A WorkSpace AlXHEH7|E &R FHAAIL.

CIEAA =2 EZE S8 721& HFE| (PColP) XM ZE ZZI0|AEE AFE5t0{ HZAE =
Ct. WorkSpaces A& 7ts3t C|HO|A S8/ 2 Amazon& PColP M E ZE2I0|EE %
WorkSpaces

« AEXHE 155t AAEXH HMAE NI 5ts CIREEl MH|[A WorkSpace — Amazon2
WorkSpaces $1Ai AWS C|ZE{Z| MH|A 2 Microsoft AD2 =235t 1 & LICH. AWS Directory
Service2t &7 2Z&|0|A AD MEHE A& 50 WorkSpaces Amazonl| 7|& AE{ZEI0|X AL X}

A ZHEE KIHE + UL

« Amazong A&E Amazon Virtual Private Cloud (Amazon VPC) WorkSpaces — Zf AWS Directory
Service X 0= CtE AZ HEZ 0| M F 7H2| MEUO| L ét7| [HE 0l Amazon WorkSpaces H{Z
o= 2|4 F 7He| MEUo| HegfLCt



https://docs.aws.amazon.com/workspaces/latest/adminguide/client_help.html#client_list
https://www.teradici.com/product-service-finder/pcoip-zero-clients
https://aws.amazon.com/directoryservice/
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HMA Mol SE, etE EIO|Z L VPC EoF IS ME5H0{ HMAE MEststn MEtst= ol =
20| & &= l&LIct. 24 AWS Directory Service TE2 5 70| MEUE A& 3HH WorkSpaces s
TRM AlEStE 2E MEYH S8t dHE2 MEFLICE 0o & 04 AD Connectordil WorkSpaces
HAE ZE =0 M8k|l= EQt AES AF&35t0{ MFA7I ER8HX| E£& %[E AL RH7F MFAO] CHEt
24 #elxt A A HEHS 7HE = JUEX| R E X|HE = U&LICH WorkSpace

(® Note
Zt AD Connectore 7| & AE{Z 20| = Microsoft ADO| @1ZEILICE. 0| 7|52 &85t OU
(ZE M Q) & X|™Hst2dH A2 R W2 ALLE 11248104 Directory ServiceE T AJsfof &
LIC}.
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CIMEE| MH|A dAofl Olx|= B

0|2 |8t WorkSpaces @32 #+5E =+ WorkSpaces %L 5 Amazon2]
-l ES S5 (ACL) 2 A mj nedsljor &

« VPC — H{Z Mo =2 HEO|VPCE AME5t= W0| E&LICH WorkSpaces HT 2| VPCE A&t
™ EZfElS WorkSpaces £2/5t0{ 23t HHAA A Hot 7= 2 XIHE = A&LICt

» CIEIEE] MH|A& — Z Directory Service 710l = AZ Zholl 28 &l 1718 CIAEE| MHIAE X
35t & Wo| MEUo| 2Lt

« MES! 37]- WorkSpaces HIZ = CIHE{2| 720 A2 X/ =4St Directory Service Z1t S et
VPCO {Ix|5HRIBH MZ CHE VPC MEU g 4= QlaLich & 71x| med AME:
« MEH 37| I7H0|H HEY + H&LICH F5 S T EEE 04X|E 74 Fo{of &L

ct.

i Directory

0>|

- MEiSE 7|2 Eot a5 XIEE & U&LIC Directory Service. 22 I52 &
Service 7141 Z2AEl @ E WorkSpaces &S0l M ElL|C}H

- 8L MEYZ Directory Service At&St= 048] QIAEIATL IS &= U &LICEH

tolgqA 84l M, T x| 22 M, AD EE=
g+ A&LICH Ol2Et 2T AFEE 85T

VPCE MAIE M #% &g n24atHIR. oS S0
ze st 4
70| F&Lict.

RAD/RADIUS MFA At Z2 ZE| FH AE F
T VPC dH0| AL IS8 FIHIP FAE HEStE

A

VPC MAH & MEU 3 7] Z-of cigt REMIEE XIEIT 124 AHE 2 re:lnvent Z 2| HIE|0|M
Al
=

Amazon.comO| Amazon2 2 0|5t WS & X5 A A|2. WorkSpaces

HES3Z E{H 0|A

ZF WorkSpaces IE{H| O|A 0= F 7Ho| A2tAEl HERIF QIEHO|A (ENI), ZE| HESZ 2IH
Hol|A () ¥ 7|2 HEXZ QEHO|A (etho) 7 U&LICH ethl AWS ZHE| HE T QIEHO[AE
Ar&3to{ #E|gLct #El HERHZ CIE{H 0|lA = E8t0|HE H4Z0| ZE = QEH oA /LI
WorkSpace AWS O| CIE{TH|O| A0 AA IP F4 HHQIE ASELICH HERHZ 2B 0| M2 =S5t
2™ WorkSpaces VPCet S48 = U= HESIF0|A O] Zztol8! T4 372 AHEdHiA= o EL
Ct.

HES3 e oA 5


https://www.youtube.com/watch?v=kawZBGCLBJU
https://www.youtube.com/watch?v=kawZBGCLBJU
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X|HHZ AFBEE AFM IP Hel 552 Amazon Details (Amazon WorkSpaces Details) & & &= 3514
Al2.

(® Note

Amazon WorkSpaces & &t 22| HE /3 QIEH0|AE VPCH| & F6tX| o2 ALEXt
= AFE XL VPCO 2| HES 3 2IE{m0|A E= Amazon Elastic Compute Cloud (Amazon
EC2) RQIARA IDE AWS Management 2& & =+ & LICH (Figure 5, & & X). Figure 6
Figure 7 3t X[gF 2&0M 7|2 HES|F QIEHO|A (ethl) ol Eot & M¥E EX =%
g = A&LICH ZF WorkSpace 2IE{H|0|A 9| 7|2 HE L3 QIE{H 0|A= ENI Amazon EC2
2laA o ZEELICH WorkSpacesAmazonE CHE S 2 HIESH=E B ENI #EE S
AWS Management 2& =2|t{™ & Sall x| E[ZE Fojof LCh

Eci

1L

k==
Amazon WorkSpaces EBEE F 7tX| FL 748 AR L& + UA&LICH

« 2 20|21E C|H}0|A QI Amazon WorkSpaces AH|A ZHo| EE| =

« Amazon WorkSpaces MH|AQL 728 L|E 3 EEfE 7+o| EE{T
Ctg dMoME ol & 74 240 chs] MdHEFLICEH

22}0|Q1E & X|: WorkSpace

x| (2zd0|A £ M) off #7810 Amazon WorkSpaces ZEt0|HEE A™st= ClHIO|AE
Amazon WorkSpaces MH|A0| HAZS = Ol SYUSH TE 27HE AHSELICH 2CI0|MEE ZE Q15
ol MM 2Hd M EO| ZE 443 (HTTPS ZE) 2 AI25t1, X|HE HEQT AEf &Qloz o M A
E|Ug Qe M Mo Z2ZEE (TCP) I AFSX HIO|E{ 2 ZZEE (UDP) 2 25 AI83lE Z
E 4172 (PColP ZE) & AL 8tLICH WorkSpace 5§ ZEO| EREI2 ot 551 E/LI|C}H T E 443 ERfT
2 215 Y MM HEo| AHSE[H TLSE At835tod ECfEE 5 5teLict HY AEZY ERfEH2 &

-

S
EZ|Y HO|IEHNO|E St 22t0|HES} etho 22I0|AHE 7+ S4l0]| AES-256HIE 4532 AIEE
LICt. WorkSpace AtAIEH LI&2 O] 2 A2 2ot MMM &eleh = &LICt.

74 ©

PColP 2E 2% HlO[E90| X HIEXZ Aef &7
o

.I
E 41720 M Amazong A5t EX AWS x| =
EQIF0M AWS AEZ|L HO|EQ 0| U HEST AEf HA 2

Eofg &

il


https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#management-ip-ranges
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M A= ZQIE

FII’

ZH2E EZfEE MEte = U&LICH WorkSpaces IP
Amazon WorkSpaces PColP HO|EQJ0]| IP H|E & =5t .=.A|_<2.

|I
i"_o
wa
E
[m
0
[
0x
:r."—_'

Amazon WorkSpaces 22t0|21EN|= HE R 4Ef AAL 7[S0] LHF E|o [ &LICtH o] REEIE[=
OHEC|7 0| RLEZ stEto| Ef EAIZIE Sl HEXHI It 1Z2 XIHE = U=K| iR E ALS At
Oof|H E0{ELICH Ctg 082 SEI0|MELS| LEZE AT M HESLIE MEISto] HMAE = U=
HES|3 4EfE 2t XHA|S| 204& LICtH

'i¢ Network X
@ Device connected to the network.
® Device connected to the internet.

® HTTPS connection established to WorkSpaces
service in EU (lreland).

@ Connection over TCP Port 4172 established.

@ Connection over UDP Port 4172 established.

@ Round Trip Time is in healthy range.

22lo|AE E x| WorkSpace 7


https://aws.amazon.com/about-aws/whats-new/2015/09/amazon-workspaces-pcoip-gateway-ip-ranges/
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T2l 1: WorkSpaces 2210 E: HEQIT HAF

A& Xt= Directory WorkSpaces Service T 20| A At 5t CIRIEZ| (YUMo Z 3[AF C[RIERZ]) of
CHet 23921 HEZE AMZ5lod 2 2H0|1E 0 M Amazon MH|AZO| HAZAES A|ZEHLICH ZOQI HMEE
HTTPSE Sall sliE A= 0| {xI8t X|232] Amazon WorkSpaces MH|A 915 H0|EQ0|Z2 ME =L
Ct. WorkSpace 121 Amazon WorkSpaces AMH|A 2| 21F HO|E| 0|7} EEHEE WorkSpace AFE
Aot #7dEl £ AWS Directory Service 722 EI':EF.%.FL.IEL

0|2 £0{ AD ConnectorE Al235l= Z<S AD Connector= 2Z 3|0|A EE= AWS VPCO| /= AD A
HIAO Q15 @HEE & MY ELICH RHMEH LHE2 0| EA2| AD DS HiE AlLtE|@ MME F XSl
AIA[2. AD Connectore= 215 HEE XESIX| o AEH HIMHE ZEA| &2 LICH 2k AD

Connector= HFE A| AD A{E{0] 941Z25|0] 9lo{ok |t AD HUIEl= AD HHE{S OrE [ & o5t
DNS MHE AH83t0] (44 AD MHHE XS LI

AD ConnectorE AFH2 0|1 C|AEE{Z|0ll MFAE & Mstst Z<2 CIAE 2| MH|A 215 T™ol MFA EE
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#AmazonDNS
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#AmazonDNS
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-forwarding-outbound-queries.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
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https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_install_template_wsp
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https://docs.microsoft.com/en-us/troubleshoot/windows-server/windows-security/enabling-smart-card-logon-third-party-certification-authorities
https://docs.microsoft.com/en-us/mem/intune/protect/certificates-pfx-configure
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https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-web-access.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#web-access-ports
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#web-access-ports
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https://docs.aws.amazon.com/workspaces/latest/adminguide/web-access.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/web-access.html
https://docs.aws.amazon.com/workspaces/latest/api/API_WorkspaceAccessProperties.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/web-access.html#configure_group_policy
https://d1.awsstatic.com/whitepapers/aws-tagging-best-practices.pdf
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/delete-tags.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/delete-tags.html
https://aws.amazon.com/workspaces/
https://console.aws.amazon.com/servicequotas/
https://console.aws.amazon.com/servicequotas/home/
https://amzn.to/3rMkD5g
https://amzn.to/3rMkD5g
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https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/workspaces/latest/api/welcome.html
https://aws.amazon.com/tools/
https://aws.amazon.com/powershell/
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/marketplace
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/blogs/mt/managing-amazon-workspaces-by-integrating-aws-service-catalog-with-servicenow/
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https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_time_zone
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage_linux_workspace.html#linux_time_zone
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https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html#autostop-maintenance
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html#autostop-maintenance
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html#admin-maintenance
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/workspaces/modify-workspace-state.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/workspaces/modify-workspace-state.html
https://docs.aws.amazon.com/whitepapers/latest/workspaces-linux-best-practices/welcome.html
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-al1-al2-update-yum-without-internet/
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-al1-al2-update-yum-without-internet/
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-al1-al2-update-yum-without-internet/
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html#admin-maintenance
https://docs.microsoft.com/windows-server/administration/windows-server-update-services/deploy/deploy-windows-server-update-services
https://docs.microsoft.com/configmgr/sum/deploy-use/deploy-software-updates
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https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage_linux_workspace.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage_linux_workspace.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage_linux_workspace.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#network-interfaces
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#network-interfaces
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#network-interfaces
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-security-groups.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-security-groups.html
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https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#network-interfaces
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Create Alarm X

1. Sedect Metric 2. Define Alarm

Alarm Threshold Alarm Preview
Provide the detalls and threshold for your alarm, Use the graph on the right to help set Ths adarm will trigger whan the biue line gobs up
the appropriate threshold. 10 or above the red Ene for a duration of 15
minutes
Name: ws_Connection-Fail-Alarm-d-926731

Conractionf alure = 1

Description: Connection failure when signing into ¥

Whenever: ConnectionFailure

for: |3 consecutive periodis) 0 vy o T
Actions Namespace
Defing what actions are taken whn your alarm changes state. Directoryld: 49257
Notification Dalate Metric Name:  ConnectionFailure
Whenever this alarme:  State is ALARM
Period: | 5 Minutes $
Send notification to:  Select a notification list 3 | Now st Enteris @
Statistic:  sum

+ Notification  + AutoScaling Action
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https://aws.amazon.com/connect/
https://docs.aws.amazon.com/connect/latest/adminguide/launch-ccp.html
https://github.com/amazon-connect/amazon-connect-streams
https://docs.aws.amazon.com/workspaces/latest/adminguide/enable-amazon-connect-audio-optimization.html
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https://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_troubleshooting.html
https://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/admin_troubleshooting.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-troubleshooting.html#troubleshooting-specific-issues
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/samples/DirectoryServicePortTest.zip
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https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#windows_custom_image_requirements
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#linux_custom_image_requirements
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#linux_custom_image_requirements
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#run_image_checker
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#run_image_checker
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#run_image_checker
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https://docs.aws.amazon.com/workspaces/latest/adminguide/reboot-workspaces.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/reboot-workspaces.html
https://aws.amazon.com/premiumsupport/knowledge-center/connect-workspace-rdp/
https://docs.aws.amazon.com/workspaces/latest/adminguide/connect-to-linux-workspaces-with-ssh.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/reset-workspace.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/reset-workspace.html
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-cpu-utilization-not-throttled/
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-cpu-utilization-not-throttled/
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https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#log_verbosity
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#log_verbosity
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https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-troubleshooting.html#advanced-logging
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