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- CIEEZ|IE AWS 2EIREE EHSAML.

« AWS Directory Service Microsoft AD K& Simple ADE A& 3504 228 C|HEEIE 75510 A
XHE 22|15t WorkSpaces
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https://aws.amazon.com/workspaces/
https://aws.amazon.com/console/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://aws.amazon.com/directoryservice/
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Microsoft System Center WorkSpaces Configuration Manager (SCCM), Puppet Enterprise £ &
Ansiblezt Z2 7|E 2-Z8|0|A& =7 & ArEstod O EE|7H0|ME HiZ S & &LICH.
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WorkSpaces 7 AHg

Amazon WorkSpaces MH|AE HZXO 2 HIZSI2{™ M| 7tX| 7+ @474 EghL(Ct

« WorkSpaces Z2}0|21E o Z 2|7 0| — Amazon0il Al WorkSpaces X|26t= Z2}0|Q1E C|HI O]
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WorkSpaces

« AEXHE 155t AAEXH HMAE NI 5ts CIREEl MH|[A WorkSpace — Amazon2
WorkSpaces $1Ai AWS C|ZE{Z| MH|A 2 Microsoft AD2 =235t 1 & LICH. AWS Directory
Service2t &7 2Z&|0|A AD MEHE A& 50 WorkSpaces Amazonl| 7|& AE{ZEI0|X AL X}

A ZHEE KIHE + UL

« Amazong A&E Amazon Virtual Private Cloud (Amazon VPC) WorkSpaces — Zf AWS Directory
Service X 0= CtE AZ HEZ 0| M F 7H2| MEUO| L ét7| [HE 0l Amazon WorkSpaces H{Z
o= 2|4 F 7He| MEUo| HegfLCt



https://docs.aws.amazon.com/workspaces/latest/adminguide/client_help.html#client_list
https://www.teradici.com/product-service-finder/pcoip-zero-clients
https://aws.amazon.com/directoryservice/
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TRM AlEStE 2E MEYH S8t dHE2 MEFLICE 0o & 04 AD Connectordil WorkSpaces
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24 #elxt A A HEHS 7HE = JUEX| R E X|HE = U&LICH WorkSpace

(® Note
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(ZE M Q) & X|™Hst2dH A2 R W2 ALLE 11248104 Directory ServiceE T AJsfof &
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CIMEE| MH|A dAofl Olx|= B

0|2 |8t WorkSpaces @32 #+5E =+ WorkSpaces %L 5 Amazon2]
-l ES S5 (ACL) 2 A mj nedsljor &

« VPC — H{Z Mo =2 HEO|VPCE AME5t= W0| E&LICH WorkSpaces HT 2| VPCE A&t
™ EZfElS WorkSpaces £2/5t0{ 23t HHAA A Hot 7= 2 XIHE = A&LICt

» CIEIEE] MH|A& — Z Directory Service 710l = AZ Zholl 28 &l 1718 CIAEE| MHIAE X
35t & Wo| MEUo| 2Lt

« MES! 37]- WorkSpaces HIZ = CIHE{2| 720 A2 X/ =4St Directory Service Z1t S et
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Amazon.comO| Amazon2 2 0|5t WS & X5 A A|2. WorkSpaces

HES3Z E{H 0|A

ZF WorkSpaces IE{H| O|A 0= F 7Ho| A2tAEl HERIF QIEHO|A (ENI), ZE| HESZ 2IH
Hol|A () ¥ 7|2 HEXZ QEHO|A (etho) 7 U&LICH ethl AWS ZHE| HE T QIEHO[AE
Ar&3to{ #E|gLct #El HERHZ CIE{H 0|lA = E8t0|HE H4Z0| ZE = QEH oA /LI
WorkSpace AWS O| CIE{TH|O| A0 AA IP F4 HHQIE ASELICH HERHZ 2B 0| M2 =S5t
2™ WorkSpaces VPCet S48 = U= HESIF0|A O] Zztol8! T4 372 AHEdHiA= o EL
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https://www.youtube.com/watch?v=kawZBGCLBJU
https://www.youtube.com/watch?v=kawZBGCLBJU
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X|HHZ AFBEE AFM IP Hel 552 Amazon Details (Amazon WorkSpaces Details) & & &= 3514
Al2.

(® Note

Amazon WorkSpaces & &t 22| HE /3 QIEH0|AE VPCH| & F6tX| o2 ALEXt
= AFE XL VPCO 2| HES 3 2IE{m0|A E= Amazon Elastic Compute Cloud (Amazon
EC2) QIAEIA IDE AWS Management Console = = 81&LICt (Figure 5, & & X). Figure

6 Figure 7 5tX|2t 2&0|M 7|2 HIER3 QUEHO|A (ethl) o Eot O&E HHEE BT =&
g = A&LICH ZF WorkSpace 2IE{H|0|A 9| 7|2 HE L3 QIE{H 0|A= ENI Amazon EC2
2laA o ZEELICH WorkSpacesAmazonE CHE S 2 HIESH=E B ENI #EE S
AWS Management Console =2|2iH & &l X[ E|ZE Ho{of gfLICt.
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Amazon WorkSpaces EBEE F 7tX| FL 748 AR L& + UA&LICH

« 2 20|21E C|H}0|A QI Amazon WorkSpaces AH|A ZHo| EE| =

« Amazon WorkSpaces MH|AQL 728 L|E 3 EEfE 7+o| EE{T
Ctg dMoME ol & 74 240 chs] MdHEFLICEH

22}0|Q1E & X|: WorkSpace
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Amazon WorkSpaces AMH|A0| 2425t = O] St ZE 270 E AFEELICE EEI0[HE
MM 2HEd HE o ZE 443 (HTTPS ZE) 2 AI85t1, XIHE HIEQ T HE| &EQloZ0
Ef|YUg QI M& Mo ZZEZ (TCP) It AL Xl CIO|E{O T2 EZ (UDP) € 25 Al
E 4172 (PColP ZE) E A& LICH WorkSpace & ZEO| EFHEIR S 3HELICH ZE 44
2 015 U MM HEo| AA8L|H TLSE AME5to ECfZg 255t T AERH E
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https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#management-ip-ranges
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M A= ZQIE
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ZH2E EZfEE MEte = U&LICH WorkSpaces IP
Amazon WorkSpaces PColP HO|EQJ0]| IP H|E & =5t .=.A|_<2.
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Amazon WorkSpaces 22t0|21EN|= HE R 4Ef AAL 7[S0] LHF E|o [ &LICtH o] REEIE[=
OHEC|7 0| RLEZ stEto| Ef EAIZIE Sl HEXHI It 1Z2 XIHE = U=K| iR E ALS At
Oof|H E0{ELICH Ctg 082 SEI0|MELS| LEZE AT M HESLIE MEISto] HMAE = U=
HES|3 4EfE 2t XHA|S| 204& LICtH

'i¢ Network X
@ Device connected to the network.
® Device connected to the internet.

® HTTPS connection established to WorkSpaces
service in EU (lreland).

@ Connection over TCP Port 4172 established.

@ Connection over UDP Port 4172 established.

@ Round Trip Time is in healthy range.

22lo|AE E x| WorkSpace 7


https://aws.amazon.com/about-aws/whats-new/2015/09/amazon-workspaces-pcoip-gateway-ip-ranges/
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T2l 1: WorkSpaces 2210 E: HEQIT HAF

A& Xt= Directory WorkSpaces Service T 20| A At 5t CIRIEZ| (YUMo Z 3[AF C[RIERZ]) of
CHet 23921 HEZE AMZ5lod 2 2H0|1E 0 M Amazon MH|AZO| HAZAES A|ZEHLICH ZOQI HMEE
HTTPSE Sall sliE A= 0| {xI8t X|232] Amazon WorkSpaces MH|A 915 H0|EQ0|Z2 ME =L
Ct. WorkSpace 121 Amazon WorkSpaces AMH|A 2| 21F HO|E| 0|7} EEHEE WorkSpace AFE
Aot #7dEl £ AWS Directory Service 722 EI':EF.%.FL.IEL

0|2 £0{ AD ConnectorE Al235l= Z<S AD Connector= 2Z 3|0|A EE= AWS VPCO| /= AD A
HIAO Q15 @HEE & MY ELICH RHMEH LHE2 0| EA2| AD DS HiE AlLtE|@ MME F XSl
AIA[2. AD Connectore= 215 HEE XESIX| o AEH HIMHE ZEA| &2 LICH 2k AD

Connector= HFE A| AD A{E{0] 941Z25|0] 9lo{ok |t AD HUIEl= AD HHE{S OrE [ & o5t
DNS MHE AH83t0] (44 AD MHHE XS LI
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html#DHCPOptionSet
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html#DHCPOptionSet
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https://docs.aws.amazon.com/workspaces/latest/adminguide/update-dns-server.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#AmazonDNS
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#AmazonDNS
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-forwarding-outbound-queries.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-forwarding-outbound-queries.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
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https://docs.aws.amazon.com/workspaces/latest/adminguide/update-directory-details.html#control-device-access

HiZ 2 & Ated| WorkSpaces AWS HHA

HEULICH LGel OS 22I0|MHE = Z|CH 2702 4K SHA T 2 LIE| EEE 4712] WUXGA (1920x1200)
SHA T DLIEE K|&HELICH

2 AN A Z2tollE

ZzZlclHolaAg82 2 MHE Web Access 22H0|HEE 2S¢ F |IE AZEQ|0{E HH=E &

WorkSpaces 210| Amazon0 Ciet HMAE NS ELICH 8 HMA WorkSpaces EE+0|HE

AmazonO| Windows 2% #|X| (OS) 0|1 7|2A3 #Zn & 0| MNMetE ALEXF T EZ0| A El=

MAO|MEH AR5t 7d0| Z&LICH CHREE 9| AF2 A= Amazon WorkSpaces Z2H0|21E oM |

35te 7l MEE €8FLICt & AMA ZE0|1EE ClHO|A X HIERZ MEte = I8l CHx| ¢
EHA

2 gHo| Hest £ ALS Ataogr HEE LT

e VPC— Amazon WorkSpaces Network

Public Endpoints

AWS Managed - Secu

=
o conpoled By ke - -
(\:) Interactive Pixel streaming -

Oauth

Intérnet via PCoIP dynamically token

UDP 53, TCP/UDP 80,443 o
UDP is preferred, TCP is fallbock
P Dedicated EC2
Customer Netwprk — On Premises WorkSpaces Instance
(Persistent)
___________________
3 Firewall
% G must allow
u . ingress
HTMLS Browser traffic from -
"""""""""""""""""""" WorkSpoces (€8] vpc— customer Network
andor
1 Internet IEI
Corporate data center GD .
-] Customer Mangged - Security group
Intefnet
gateway v
o 1
|%| Mo "l faa) > (@ - | | 1
by 7 g ]
SCorp _ﬁj Ec2 Instances
e AWS Direct
: Connect

12 20: & HMA EEHO|HE o 7= X

Ctolo{a oM & &= UXO| & HM|A ZEEI0|HEE MME ALSAtof|H AEE|YSH 7| 22 HES

3 27 ArEo| CHELICH WindowsOll ME PColP 2= WSP ZZ E Z2 WorkSpaces AF& 35104 ¢
HMAE AEE = UELICH HOIEQO|E St 215 X S5 M= DNS L HTTP/HTTPS7t
ZQ&LICH WorkSpaces WSP ZE2EZ8 AL8 o|'E=|D|_ WSP HO|EQ|O] IP F4 He|ofl UDP/TCP
41958 ZE|7H A5l oF & LICH WorkSpaces AE 2|4 EZ=2 T*| Amazon WorkSpaces £2+0|A
EolMAME DN ZEO #TEX| o1, Al SMoZ SBYELICH AEE|Y EFTolE UDPE AHS
5t= ZJ0| ZX|2t UDP7} M|t & ‘='E|'-?-X'|'_ TCPZ CHAM|ELICH. TCP/UDP ZE 41727} RIEHE]

54


https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-web-access.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#web-access-ports
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#web-access-ports
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https://docs.aws.amazon.com/workspaces/latest/adminguide/web-access.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/web-access.html
https://docs.aws.amazon.com/workspaces/latest/api/API_WorkspaceAccessProperties.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/web-access.html#configure_group_policy
https://d1.awsstatic.com/whitepapers/aws-tagging-best-practices.pdf
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/delete-tags.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/delete-tags.html
https://aws.amazon.com/workspaces/
https://console.aws.amazon.com/servicequotas/
https://console.aws.amazon.com/servicequotas/home/
https://amzn.to/3rMkD5g
https://amzn.to/3rMkD5g
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https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/workspaces/latest/api/welcome.html
https://aws.amazon.com/tools/
https://aws.amazon.com/powershell/
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/marketplace
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/blogs/mt/managing-amazon-workspaces-by-integrating-aws-service-catalog-with-servicenow/
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https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_time_zone
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage_linux_workspace.html#linux_time_zone
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https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html#autostop-maintenance
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html#autostop-maintenance
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html#admin-maintenance
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/workspaces/modify-workspace-state.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/workspaces/modify-workspace-state.html
https://docs.aws.amazon.com/whitepapers/latest/workspaces-linux-best-practices/welcome.html
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-al1-al2-update-yum-without-internet/
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-al1-al2-update-yum-without-internet/
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-al1-al2-update-yum-without-internet/
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html#admin-maintenance
https://docs.microsoft.com/windows-server/administration/windows-server-update-services/deploy/deploy-windows-server-update-services
https://docs.microsoft.com/configmgr/sum/deploy-use/deploy-software-updates
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https://docs.aws.amazon.com/workspaces/latest/adminguide/manage_linux_workspace.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage_linux_workspace.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage_linux_workspace.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#network-interfaces
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#network-interfaces
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#network-interfaces
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https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-security-groups.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-security-groups.html
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Create Alarm X

1. Sedect Metric 2. Define Alarm

Alarm Threshold Alarm Preview
Provide the detalls and threshold for your alarm, Use the graph on the right to help set Ths adarm will trigger whan the biue line gobs up
the appropriate threshold. 10 or above the red Ene for a duration of 15
minutes
Name: ws_Connection-Fail-Alarm-d-926731

Conractionf alure = 1

Description: Connection failure when signing into ¥

Whenever: ConnectionFailure

for: |3 consecutive periodis) 0 vy o T
Actions Namespace
Defing what actions are taken whn your alarm changes state. Directoryld: 49257
Notification Dalate Metric Name:  ConnectionFailure
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Send notification to:  Select a notification list 3 | Now st Enteris @
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+ Notification  + AutoScaling Action
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https://aws.amazon.com/connect/
https://docs.aws.amazon.com/connect/latest/adminguide/launch-ccp.html
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https://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_troubleshooting.html
https://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/admin_troubleshooting.html
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https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#windows_custom_image_requirements
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#linux_custom_image_requirements
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#linux_custom_image_requirements
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#run_image_checker
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#run_image_checker
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https://docs.aws.amazon.com/workspaces/latest/adminguide/reboot-workspaces.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/reboot-workspaces.html
https://aws.amazon.com/premiumsupport/knowledge-center/connect-workspace-rdp/
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https://aws.amazon.com/premiumsupport/knowledge-center/ec2-cpu-utilization-not-throttled/
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https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#log_verbosity
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#log_verbosity
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https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-troubleshooting.html#advanced-logging
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https://msdn.microsoft.com/en-us/powershell/reference/5.1/microsoft.powershell.utility/import-clixml
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