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https://aws.amazon.com/premiumsupport/
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https://console.aws.amazon.com/support
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html#accessing-support
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https://aws.amazon.com/shield/
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https://aws.amazon.com/ec2/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/route53/
https://aws.amazon.com/shield/
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https://aws.amazon.com/security/penetration-testing/
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https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://aws.amazon.com/config/
https://github.com/awslabs/aws-config-rules
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types.html
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Technical Attributes

AWS Lambda
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Amazon EC2 .3 AWS Step Functions
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O8 4: AS3HE O &4 ™iro| 7|&™ 4ol 70|

AWS MH|A EE 7|5 ks &M Qo
AWS Lambda AWS LambdaBt AtE35tH, = &S
Lo AE{ZEt0|= QI01E At
8ot AlaH Rl
S E=1=
71 NE
AWS Step Functions AWS Step Functions, Lambda &&
2/ SSM AgentE AFS35HE Al
*X| el
7l ME

QANHE THE AHS3 36



AWS EoF QIAHE THE 7I0l=

AWS 7| 7to|l=

AWS MHIA E&= 7S MEH e Qo
AWS Config &2 AtS8t Rt 832 TGIteh = &2lE A SX 22 X 7| HME
s =X siZ Yo = CHA| FAl5tE Yo
. 2ol e = £ 3 /Y
AWS Config 7+ & A5 2A
HE ME
SSM Agent 28 YR AlA”Eo B2 R KX EHEI Y I|E ME
22 dEstD =Hdt= KIS N
5 7AW M ME S
s
AWS Fargate Amazon CloudWatch & 7| foid
Ef A|AEIS| @ FE LA Step
s
Functions ZE2} O|HEE A} -
Efx| Ol = 12 &
SHOEXIZEMMER T ox ma wle M
S5t = AWS Fargate AlA
Amazon EC2 A QIARAMM A™-E= ol
AABRIS 2 AWS Fargate =
e
Mot A -
sX e
7l NE
*&HE2 Z MHIA £ TS0l sl LHRERtES 2 LFFELICH 0| & §0{, AWS Lambdas O W E &
CEANM3stn 7|2 AZ0| & ZEfLICH AWS Fargate= 22 RG22 M3 stH X el 2
7™M AZIo| & HELct
AWS Bt ZolX ol2fEt AtS3t SME nodd [ S HES L 47 7|ZHXTE O|HE +[EPS)) T =
243l ok &FL|Ct.
Y HEst= 20| ZE BX| Y EAl g2 s85t= 5 AES oO0lgLict. 0| HzgA2 &
A MEE = e xMo| MEIXEH EYU &= QoM TAH 2 AHHIUL|CH J2{L L] &M= o]
ot ™2 Ao M Blo{Ltok otMH, O A mste A2 st AEE *elste Yol et Eet
ZILICE. AWS Organizations 2| CtE AE Z B2/ 3 EE= AWS Control Tower2| Security Tooling 7|
H Y2 LAlE #85lod AlEstE [o| E&LICH

37


https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://aws.amazon.com/blogs/mt/best-practices-for-organizational-units-with-aws-organizations/
https://aws.amazon.com/controltower/
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https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#create-iam-users
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#create-iam-users
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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https://aws.amazon.com/partners/competencies/
https://aws.amazon.com/security/partner-solutions/#Configuration_and_Vulnerability_Analysis
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html#Using_ChangingDisableAPITermination
https://www.youtube.com/watch?v=pPCuCYrhIyI
https://www.youtube.com/watch?v=pPCuCYrhIyI
https://aws.amazon.com/autoscaling/
https://aws.amazon.com/elasticloadbalancing/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
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https://aws.amazon.com/well-architected
https://aws.amazon.com/professional-services/CAF/#Security_Perspective
https://aws.amazon.com/solutions/centralized-logging/
https://aws.amazon.com/blogs/big-data/streamline-aws-cloudtrail-log-visualization-using-aws-glue-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/how-to-monitor-host-based-intrusion-detection-system-alerts-on-amazon-ec2-instances/
https://aws.amazon.com/blogs/aws/cloudwatch-log-service/
https://docs.aws.amazon.com/AmazonS3/latest/dev/s3-access-control.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingMFADelete.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://wellarchitectedlabs.com/security/300_labs/300_incident_response_with_aws_console_and_cli/
https://d1.awsstatic.com/whitepapers/preparing-california-consumer-privacy-act.pdf
https://www.youtube.com/watch?v=WUQNeMhkaco
https://www.youtube.com/watch?v=nzSrRvADh6g
https://www.youtube.com/watch?v=uc1Q0XCcCv4
https://www.youtube.com/watch?v=u-mRU44Q5u4
https://www.youtube.com/watch?v=x4GkAGe65vE
https://www.youtube.com/watch?v=e6sokCFRlns
https://www.youtube.com/watch?v=2ndF7LSZmOE&t=2262s
https://www.youtube.com/watch?v=Wh7nvpVQ_58
https://www.youtube.com/watch?v=LCjX2rsQ2wA
https://www.youtube.com/watch?v=LCjX2rsQ2wA
https://youtu.be/f_EcwmmXkXk
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* NIST SP 800-61R2: Computer Security Incident Handling Guide
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https://github.com/ThreatResponse/aws_ir
https://github.com/ThreatResponse/margaritashotgun
https://github.com/ThreatResponse/ThreatPrep
https://github.com/ThreatResponse/threatresponse_web
https://github.com/google/grr
https://github.com/msuhanov/Linux-write-blocker
http://dx.doi.org/10.6028/NIST.SP.800-61r2
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CtS oo HE AliceZ2hE IAM AFEXE7F AWS CLIMIA ec2-stop-instancesE AF&3104 Amazon
&5t e

EC2 StopInstancesaction2 & g 2o ELCt

{"Records": [{

"eventVersion": "1.0",

"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
b
"eventTime": "2014-03-06T21:01:597",
"eventSource": "ec2.amazonaws.com",
"eventName": "StopInstances",
"awsRegion": "us-east-2",

"sourceIPAddress": "205.251.233.176",
"userAgent": "ec2-api-tools 1.6.12.2",
"requestParameters": {
"instancesSet": {"items": [{"instanceId": "i-ebeaf9e2"}]},
"force": false
b
"responseElements": {"instancesSet": {"items": [{
"instancelId": "i-ebeaf9e2",
"currentState": {
"code": 64,
"name": "stopping"
b
"previousState": {
"code": 16,
"name": "running"

313}
313
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AWS CloudWatch Events 0| A|

CH= Amazon CloudWatch Events 0i|Xll= jane-roe-testZt= AWS IAM AFHEX}7}
www.github.como| 372 EK|0] HEHO| Gle AHEX7L 4 EF = /JUSE Eoi FLCh

"check-name": "Exposed Access Keys",
"check-item-detail": {
"Case ID": "02648f3b-el18f-4019-8d68-ce25efe@80ff",
"Usage (USD per Day)": "@",
"User Name (IAM or Root)": "jane-roe-test",
"Deadline": "1440453299248",
"Access Key ID": "AKIAIOSFODNN7EXAMPLE",
"Time Updated": "1440021299248",
"Fraud Type": "Exposed",
"Location": "www.github.com"
},
"status": "ERROR",
"resource_id": "",
"uuid": "cce6d28f-es44b-4e61-abal-5b4af96a0f59"

Q=g Q! CLI &S oA

2 2lzet =Ml LHe| ol HIEo| SE st o

CHS AWS CLI B3E2 = =
| Aol dBE o2 7kXI 7| AAHE CHE &S 2 —’F%*%*I—IEL

APIE AF8&3t0{ 0

# Anomaly detected on IP X.X.X.X. Capture that instance's metadata
> aws ec2 describe-instances --filters "Name=ip-address,Values=X.X.X.X"

# Protect that instance from accidental termination
> aws ec2 modify-instance-attribute --instance-id i-abcd1234 --attribute
disableApiTermination --value true

# Switch the EC2 instance's Security Group to a restricted Security Group
> aws ec2 modify-instance-attribute --instance-id i-abcd1234 --groups sg-alb2c3d4

# Detach from the Auto Scaling Group

AWS CloudWatch Events O/ | 57
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> aws autoscaling detach-instances --instance-ids i-abcd1234 --auto-scaling-group-name
web-asg

# Deregister the instance from the Elastic Load Balancer
> aws elb deregister-instances-from-load-balancer --instances i-abcd1234 --load-
balancer-name web-load-balancer

# Create an EBS snapshot

> aws ec2 create-snapshot --volume vol-12xxxx78 --description "ResponderName-Date-
REFERENCE-ID"

# Create a new EC2 instance from the Forensic Workstation AMI
> aws ec2 run-instances --image-id ami-4n6x4n6x --count 1 --instance-type c4.8xlarge --
key-name forensicPublicKey --security-group-ids sg-1la2b3c4d --subnet-id subnet-6e7f819e

# Create a new EBS volume copy from the EBS snapshot
> aws ec2 create-volume --region us-east-1 --availability-zone us-east-la --snapshot-id
snap-abcdl1234 --volume-type iol --iops 10000

# Attach the volume to the forensic workstation
> aws ec2 attach-volume --volume-id vol-1234abcd --instance-id i-new4n6x --device /dev/
sdf

# Create a security group rule to allow the new Forensic Workstation to communicate to
the contaminated instance.

> aws ec2 authorize-security-group-ingress --group-id sg-alb2c3d4 --protocol tcp --port
0-65535 --source-group sg-la2b3c4d

# Tag the contaminated instance with the ticket or reference ID
> aws ec2 create-tags -resources i-abcdl1234 -tags
Key=Environment,Value=Quarantine:REFERENCE-ID

o= OO CLI 25 oA %8
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