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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-support.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-support.html
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https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html#ddos-advanced-protection-groups
https://aws.amazon.com/console/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
https://aws.amazon.com/ec2/pricing/dedicated-instances/
https://aws.amazon.com/ec2/instance-types/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking-ena.html#test-enhanced-networking-ena
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scaling_plan.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-proxy.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIOPS.StorageTypes.html#USER_PIOPS.Autoscaling
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancer-getting-started.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html#untracked-connections
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https://aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
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https://docs.aws.amazon.com/global-accelerator/latest/dg/getting-started.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/getting-started.html
https://aws.amazon.com/builders-library/workload-isolation-using-shuffle-sharding/
https://aws.amazon.com/blogs/architecture/a-case-study-in-global-fault-isolation/
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/getting-started.html
https://aws.amazon.com/route53/pricing/
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https://en.wikipedia.org/wiki/Slowloris_(computer_security)
https://en.wikipedia.org/wiki/Slowloris_(computer_security)
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/RequestAndResponseBehaviorCustomOrigin.html#request-custom-traffic-spikes
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/RequestAndResponseBehaviorCustomOrigin.html#request-custom-traffic-spikes
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/origin-shield.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-scope-down-statements.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-anonymous
https://docs.aws.amazon.com/solutions/latest/security-automations-for-aws-waf/component-details.html
https://docs.aws.amazon.com/solutions/latest/security-automations-for-aws-waf/component-details.html#ip-lists-parser
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-control.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-control.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-managed-protections.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
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https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-testing.html#web-acl-testing-view-sample
https://aws.amazon.com/blogs/aws/protect-web-sites-services-using-rate-based-rules-for-aws-waf/
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms-shield.html
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https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://docs.aws.amazon.com/waf/latest/developerguide/enable-ddos-prem.html
https://docs.aws.amazon.com/waf/latest/developerguide/enable-ddos-prem.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/add-origin-custom-headers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/add-origin-custom-headers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/add-origin-custom-headers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/lambda/
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https://aws.amazon.com/blogs/security/how-to-automatically-update-your-security-groups-for-amazon-cloudfront-and-aws-waf-by-using-aws-lambda/
https://aws.amazon.com/blogs/security/how-to-automatically-update-your-security-groups-for-amazon-cloudfront-and-aws-waf-by-using-aws-lambda/
https://aws.amazon.com/blogs/security/how-to-automatically-update-your-security-groups-for-amazon-cloudfront-and-aws-waf-by-using-aws-lambda/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/LocationsOfEdgeServers.html#managed-prefix-list
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://aws.amazon.com/blogs/networking-and-content-delivery/limit-access-to-your-origins-using-the-aws-managed-prefix-list-for-amazon-cloudfront/
https://aws.amazon.com/blogs/networking-and-content-delivery/limit-access-to-your-origins-using-the-aws-managed-prefix-list-for-amazon-cloudfront/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://aws.amazon.com/api-gateway/
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-setup-api-key-with-console.html
https://aws.amazon.com/api-gateway/getting-started/
https://aws.amazon.com/api-gateway/getting-started/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/welcome.html
https://aws.amazon.com/security/ddos-simulation-testing/
https://docs.aws.amazon.com/waf/latest/developerguide/health-checks-examples.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/GettingStarted.html
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Global activity detected by AWS Shield

The following is a summary of events detected by AWS Shield across all applications running on AWS. With AWS Shield Advanced,
you also receive a dashboard that's specific to your applications.

Last two weeks summary
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Largest bit rate 9897 Gbps
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T - @5
W "y : & Threat level Mormal
b
) Total number of attacks 149,575
-
£ ]
&

wet 22 93 #A CAIEEE of M B XIE 2E DDoS 2ol Chet 29 HEE MBI
AWS. O] B2 27 7% ool Bfe 88 Z2I2of ZE DDoS /e Of & olsHstn BEHE

ol AWS Shield Advanced7}&!8t

B2 MH|A CHAE =0 25 E 2|AA0AM B X|E o[H Eof CHE
FIHERI A 23 X|EQt HERZ E

o M HE 7 EAIELICEH AWS Shield 25 CHA E|AA R

&5t= EEEZ 042 xF°401IA-I Itk of @7t Z X2l O|HEE AWS Shield 48t 11 0|2 0|
T E EeiE RS E0RLICH MU 23 7SS AHS St °*E47‘| O|HIE AlZL|Met LRlstE
et EefE A ECfEO| Elasol ALK AEF B o+ AUELICH DDoS

EIX| ACL X|E= €0 =| 24 MEZ2=E | EQ3 58 = AWSWAF 218
7|8to 2 &Lt 2+t XIEE Shield O| DDoS et5l A|AEI0|M 2HEHEH EREIE J|H o 2 BhL|C). et

Al d
5 KIEE BlAAZ SUEE EBHTS Hot MetsH SH ZLc

o
e
Ll
_>r_

HEI &2 7|0t X| 2 & ZX|E O|HE o E2H=0 Qex|of chEt S A
Ch 28 7|07t 7HE 22 S HAUStL Z2EE, &4 XE, %EH:LBP 2 gEHE gEE £
UELICH TCP 2| 7|04&} x| £ 0f o CHt
R|ZE7+ ZEELICH O|HIE Jof 2 +

Ral
=]
¥
oy
HL
w

N



AWS DDoSEH| 2|14 T Ate| AWS Hi A

HRE EYEIIES MSELICH HIBAL AS 3 EE 4 SHL B2 AL IP FATAFEER|0] AMEE
T QiClE M AF0 FHAL.

MHIA CHAI2EoE 3 2t55t7| Qe RIS 22 F[GHT Zx|ofl ChEt M8 HE T Z /o]
AU&LICH DDoS o]l HEE Saf of &7l ol4h 342 ﬂrém, EEfHO| ®#2E B 45t1L, Shield
Advanced’t 78S E& 57| {lal F et =XIE O & olsHe = AU&LICt

24

OHEEIFOM ARKNE St 2L F ZLIEHE 7
0 7tAlEE SOiEtst EX silAS X|HE = 2

f&Lch.

Ol=of ek 2= AMH|A0 88 2ZE & dstst
& LICH of7|ol= ChEo| Z& &l ool F&tE[X[=

0—.—

 AWS CloudTrail

- AWS WAF 21

 CloudFront®AlA 21

- VPCEE EO(UEQI ESNE EE 7|5 L EY| &ZX)- ZT8E tcp-flags HEH ZEE =&
&to4 7tAl-EE SCHEHEfLICH

« ELB}AMA 21 (ALB, CLB, NLB)

o Y M HTTP HMA 23

- RYAA Eot 2L

- OHE2|7o|M EZ

0324 7|goi CHet 7HA|SE

_|
042{ AWS A 4 QA E LMo 2 25
|

D ESSoFE T AT o M UE BR OIHE
E Y51 2E HIEE Y = U 7182 A85tH &3t 7|52 =Y += JU&Lch ofd] AY
0 A AWS Shield Advanced £ 3 &l 2| &AAE TtE[6t= B9 & & AFE35H04 AWS Firewall Manager
S ZLIEZ S MHE 4 A&LICH AWS Security Hub Flrewall Managerg AtS35tH ZE H o
DDoS 23 78 £+ 8 M8st= B0t HME OtE £ Q&LICE Ol F MHIAE &7H AFE 3104 0424
HHEol E3 & 2BlAAE TElstD sHE 2[A A0 CiEt L—|E'|E'% Y HEse = USLICH

&t|B 2 Shield Advanced 1124

J e
WA ES MEE B 4 AsL

Security Hubi= Firewall Manager2}t XIS 2
Hot Aot 84 M =Q7t E2 CHE 2ot

0i| £ =01 Shield Advanced7} H¢| AWS A8 LHS| 2% CHY 2[aA=2 E5te HIEE MR ECiE
£ B X|5tH Security Hub 2&0{| A O] B X| Aot E = & AU&LICH Firewall Managerg& 5t

Hu

Z 35


https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/introduction.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/blogs/aws/vpc-flow-logs-log-and-view-network-traffic-flows/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/access-log-collection.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html
https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html
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https://aws.amazon.com/blogs/security/set-up-centralized-monitoring-for-ddos-events-and-auto-remediate-noncompliant-resources
https://aws.amazon.com/blogs/security/set-up-centralized-monitoring-for-ddos-events-and-auto-remediate-noncompliant-resources
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https://github.com/aws-samples/aws-incident-response-playbooks/blob/master/playbooks/IRP-DoS.md
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/premiumsupport/plans/
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https://console.aws.amazon.com/support/home
https://docs.aws.amazon.com/awssupport/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/whitepapers/latest/guidelines-for-implementing-aws-waf/guidelines-for-implementing-aws-waf.html
https://youtu.be/oURlWfLjdqE
https://youtu.be/5cfVebJ8wTo
https://youtu.be/5cfVebJ8wTo
https://youtu.be/Ftxtn5Ng_4s
https://youtu.be/d0EE1HuZSEU
https://youtu.be/3AJ68A0plfw
https://www.youtube.com/watch?v=HnoZS5jj7pk
https://www.youtube.com/watch?v=6pQ3j4IcpY8
https://www.youtube.com/watch?v=z10Db24ThIk
https://www.youtube.com/watch?v=z10Db24ThIk
https://www.youtube.com/watch?v=U-Xc3k0pmfo
https://www.youtube.com/watch?v=U-Xc3k0pmfo
https://www.youtube.com/watch?v=U-Xc3k0pmfo
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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