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2 2ctol
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» Amazon API Gateway FAQ: 2ot 2! #H§t 204
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- AP GatewayOll A REST API0{| CHEF QHA|
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a
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https://aws.amazon.com/premiumsupport/knowledge-center/api-gateway-cloudwatch-logs/
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https://docs.aws.amazon.com/appstream2/latest/developerguide/monitoring.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/monitoring.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Security.html#AuroraMySQL.Security.SSL
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-CloudTrail-Rule.html
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https://docs.aws.amazon.com/comprehend/latest/dg/auth-and-access-control.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/auth-and-access-control.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://aws.amazon.com/iam/partners
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/comprehend/latest/dg/using-the-api.html
https://docs.aws.amazon.com/comprehend/latest/dg/using-the-api.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/comp-data-protection.html
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https://aws.amazon.com/s3

Amazon Web ServicesOl| A HIPAA E0t 3! 77 =5 Q{8 MA| AWS &

= AWS Management ConsoleXAt&| 7|& A& 3504 Amazon Comprehend AF& X X|H ZEH S S5}
grLlch AWS KMS 2| AWS CLIZE<S Amazon Comprehend= AWS KMS AHA| 7| £ NS & o2 2t

2l 7| (CMK) & At835to] MEX XIE ZE E 5 3E &+ U&LICH

E ANSE | &S35E MEISHE 42 OIS AWS Management ConsoleMENX] Hhed = 5iL} o= £ C}

E MEfg = l&Loh,

- EE ¢S5} ComprehendOHA‘I ME35t= EBS 2&2| CIO|E7t E84U/FE 50l 53t =5 gL
Ct (CIOIEHE ETH/FE Foil EHAIZIER 0| 7|= & do| T F1 Sotogt R & &h).

- EY A0 4355 Comprehendﬂ TZHo| HZlol MEH S E2ig 1 KME 7|2 AE5to] 5 3tE
L|CF. AWS KMS

=5 gssot 2 d55t ol cHEt AFME LI 2 Amazon Comprehend0i| AH2JAWS KMS & S 3t

£ HZstAAIR.

ol Al R

Amazon Comprehend 2& E= APIE AL&3510{ Go{ RIAE
£ AgLct P QIEIE|IE B X| & ol -6t CESH P M TS 2 =
LH &2 Amazon Comprehend 70t R QFHLHAM Q| JHOI Aled HE MME FHASHAA|

ClO|E] AfK|

Amazon S35 AI23t1 AWS KMS XA 7|2 &2|st7|2 A1E4 8 Amazon Comprehend TLZHQ1 L,
ZE QF MEO M2 7|8 AWS KMS F A5t 0|8 &E HXY 27HE Holste AN

gtLICE Amazon S32| AWS KMS 7|E F|ASHH ZE ClO|E|E AR E £ Q7L 2 + A ElL
Ct.

HEXI MEst & 2435

28 MH|A Q! Amazon Comprehend= 20 ID 2! #72 Z40|AWS CHeF 28 AL E &Lt

HEE = HEQT 2o B35 X X[ Amazon Comprehend 7 X} LA 2] Amazon Comprehend 2|
Ql=Z gl Hot2 FZTtAAIR

ofOIE 7+At AFM 2212 E (Amazon VPC) £ A8 36104 2tdg E S 8Lct

Amazon Comprehend= Amazon Comprehend0i| A G| O|E{7t KE &l 2] Z4E|O[LHE A& St= S¢t
HIO|E{o| etXg EEot7| 2I6H CHLet 2ot ZX[E AFSELICE St XIEH 2] ZE|O|L{= QIEHIE &

o Clo|e] & 2 AWS OlE[HE E X% 5t= Amazon S3 HA 1t Z2 E|AA0 AMATLICH

HEXHZ MEst X Z3 15


https://docs.aws.amazon.com/comprehend/latest/dg/kms-in-comprehend.html
https://docs.aws.amazon.com/comprehend/latest/dg/kms-in-comprehend.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
https://aws.amazon.com/architecture/security-identity-compliance/
https://docs.aws.amazon.com/comprehend/latest/dg/comp-infrastructure-security.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/comp-infrastructure-security.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-instance.html
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-attributes.html%23user-pool-settings-attribute-%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%20permissions-and-scopes.html
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https://docs.aws.amazon.com/comprehend/latest/dg/cross-service-confused-deputy-prevention.html
https://docs.aws.amazon.com/comprehend/latest/dg/cross-service-confused-deputy-prevention.html

Amazon Web ServicesOl| A HIPAA E0t 3! 77 =5 Q{8 MA| AWS &

4 710 ol& 2 xIHstx| ootk ELICH Tl & JHFo| ZEIALE o 55E|T B S EX|gH 7| Al

e FEetEX| &L

Amazon DocumentDB(MongoDB & &)

o
—

-

Amazon DocumentDB (MongoDB % & 7}) (Amazon DocumentDB) = 22{AEE MMH5lE &
TZHO| AWS EE= 128 2| 7|8 ALE5t04 CO|E{H|IO|AE S5 E &= UL E St= OAE YS3HE
M3 gfLIch AWS KMSE 37t & MstEl A B2 M- E|= OlO|EH 0| A °._|¢E._‘|é01|k|= INESR
171 8 SxE U A O 7ERI2 M E CIO|E{7} O] B & S A R= & X[&of 2t &F
SstEILIC X|Zo| YEo|EE £ 22 T1ZH2 Amazon DocumentDB &5 3817 7 &4+ 2
StEX| 0B E 74|—’-*— oLt A8 ok gLICE Amazon DocumentDBE AE3t
ME & 2330l chst XEMIEH LI 2 XMHE El Amazon DocumentDB H|O|E{ 2F S 5HE & ZE5HAIAIL.

PHIE Z % sli= Amazon DocumentDBOY 45124 2 3t & (HTTPS) £ 5183
l=2sljof gfLiCt 7|Exo 2 MZ A=l Amazon DocumentDB 2E{AEE S A
=2

I8t Hor oA 40r S{EFLICH RIAISH LIS T4 H|O|E 253l E #XSHAAI2. Amazon

AWS CloudTrail DocumentDBE= ZE API &8 7|85t Ol AF2EFLICH REMIEH LI 2 Amazon

DocumentDB2| 2Z Ll D LIE{2IE XA,
UL 2| 7|52 B Amazon DocumentDBE Amazon RDSSF 3R &l 2Y 7I&2 AHSELICH
Amazon DocumentDB 2%, AWS CLI 2! API & & Amazon RDS APIO|| CHEF &2 7| ELICH

Amazon DynamoDB

H=

PHIE Z&st= Amazon DynamoDBO{| CHeF @142 &f S 3tEl & (HTTPS) 2 51&8st= AE=XRIE
g0 LI 2l A= ZQIE S22 AWS AH|A HICEOIEE HASFAAS.

mjn
Pal

Amazon DynamoDB= 1 ZHO| #2|5t= 7|& A& 5104 H|O|EH[0|AE 2 E3e = U= DynamoDB
oS 3tE ANSELICH AWS KMS Amazon DynamoDB & 2 3tE A& 5= Cl|O|E{H| 0| A QIAEIA O] A
= AHS HY, 17| T8 SAE, AKX 0tE VX2 7|2 AEZ|XK|0l| RE E C|O[E{ 7t o] B A 2l

o T1H-,

ZAl &8 x|&lof w2t g5 3HELICE

E T2 Amazon DynamoDB 25387t 78 &4 X X 2F MEE
grLIC}. Amazon DynamoDBE A&t
Mgt Li82 X%& 592l DynamoDB £33l EHZE 5 AAI2.

Amazon DocumentDB(MongoDB £ ) 18


https://docs.aws.amazon.com/documentdb/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/security.encryption.ssl.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/logging-and-monitoring.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/logging-and-monitoring.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#ddb_region
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/partners/
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
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https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-amazon-eks/architecting-hipaa-security-and-compliance-on-amazon-eks.html
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https://aws.amazon.com/elasticache/pricing/
https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/SelectEngine.Uses.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/at-rest-encryption.html
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https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/in-transit-encryption.html?
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/in-transit-encryption.html?
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Self-Service-Updates.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Self-Service-Updates.html
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ntn.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ntn.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html
https://docs.aws.amazon.com/ElasticMapReduce/latest/ReleaseGuide/emr-data-encryption-options.html
https://aws.amazon.com/about-aws/whats-new/2020/11/amazon-eventbridge-adds-server-side-encryption-sse-and-increases-default-quotas/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-logging-monitoring.html#eventbridge-info-in-cloudtrail
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https://docs.aws.amazon.com/forecast/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/forecast/latest/dg/getting-started.html
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https://docs.aws.amazon.com/kinesisanalytics/latest/dev/how-it-works-input.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/how-it-works-input.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/monitoring-automated-manual.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/cloudwatch-logs.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/cloudwatch-logs.html
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https://docs.aws.amazon.com/firehose/latest/dev/encryption.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring.html
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#ak_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#ak_region
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https://docs.aws.amazon.com/lex/latest/dg/data-protection.html
https://docs.aws.amazon.com/lex/latest/dg/data-protection.html
https://docs.aws.amazon.com/lex/latest/dg/monitoring-aws-lex.html
https://docs.aws.amazon.com/lex/latest/dg/monitoring-aws-lex.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-encryption.html
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https://prometheus.io/
https://blog.newrelic.com/product-news/monitor-amazon-msk/
https://help.sumologic.com/03Send-Data/Collect-from-Other-Data-Sources/Amazon_MSK_Prometheus_metrics_collection
https://docs.lenses.io/install_setup/deployment-options/aws-deployment.html#msk-prometheus-metrics
https://docs.datadoghq.com/integrations/amazon_msk/
https://help.sumologic.com/03Send-Data/Collect-from-Other-Data-Sources/Amazon_MSK_Prometheus_metrics_collection
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