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Availdependency

Availdependency

Avalilefrective = Availyax = ((100%—Availgependency) *(100%—Availgependency))
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= 4k Alpbol ZEE ZE M @40| 7184o0| 9=
Gom ELILH 9l ololM £ ol B=E S7 T 2

|Z0{&l ==X}2tmH 99| 72 504 E
= Pt
Zntxo 2 97} 67HlLC}.

Mg LIEHLW = 97t 370|122

b 3
M o
N
_|\l
N

L}

%89 7184 A4t CHot AWS AMH|A9[ 78 A SEE Z&stod 718 & XIEHE MS
=

SHEE UELICH ot X2 MEZUAMIM 7HEE HEE HASHR| f2 79 248 Z0| 0| 7HE
JO| MBEX| Sf= B2 71882 tEY = Ue & 7K g2 B2 1 ZH{MTBF) X B2 57

AZHMTTR)E & QletE ALICH o4 7188 & Adtste =42 O3 Z&Lch

MTBF
MTBF + MTTR

AvailEST =

o & S0{ MTBF7I 1502 0|12 MTTRO[ 1A[ZHRl B2 ofl g 7HE &2 99.97% YLICH.

KM LIS Availability and Beyond: Understanding and improving the resilience of distributed
systems on AWSE XM L. 7t Adtol =22 & = &LICt

7HE 0] CHE HIR. 7H8 A +7 2 £OIT S HEZIH0IMS M 51 Yets{o 2 HIgO0| B7tsta
2, ofBEIAH01M MHIE AlStety| Tol AN 784 78 et 20| EaLICH 7184 £F0|
o HA Fof AlLi2|2olM of Zst BlaE M2 E

o al
- =
AHEOR BTE 4 Qo{oF 3H AIAR 20| BE 56

o o

d
N
0
%
©


https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-and-beyond-improving-resilience.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-and-beyond-improving-resilience.html

X
o
0%
o
i

AWS Well-Architected Z2{| 3

AESoF BLICH 08 S0f MSHe 7124 SES SHNY & YT S 8Y F7H £= M, Yolol=H
AZEQO] EE T4 W A HIE T 29, AAT OOl 0to|1B0IM S &0 FrLIC
st 718N £Z0| 1S £OH AZE 0] JHY HISO| Cf BHO| WASHH, 224 AAH HHE &
T8 S#0F DR HAS £ TI7 o2 TILIC [hatd EES HAsHH M 5T M ALY
515 3 F7l0iM Hu 7H8 N SEE DsHoF BLICH

Jhe A A SETH AT MEIZ S sHE ALHOIME B44 Mo QISIME HIZO| B
The 4 UBLICH 7124 SES £l MHSHH Yol AT LD L MR TS DB M|
Aol et BEHoR MEE £ 9l AZEYo{Lt MulA METH BoISLICH 222 7+84 4H
S E £7Z0| £0hx|H 2 ClOIEHI0IA SO/ CHEH MulA +£ F0|1 S43 T5E Mula 4

- =

£ scle Aol dErHL|Ct §E3| FF 5 & MHlas O &H BIVEIAE/XSEE + UM, 23
2 Tlof JAX|B AL SR St 7S 7[R H &3 HEE Jts82 Y + U7 ME LT

&8 S & 2ol 533 TEol= Mall O|HE Al {AZEE F6t7| It M=ol [HE s S5+
(DR) SEE Zfolfor fLICH el 7= At Mo, i 2o 7™ Zoll E= SA E= 274 &
2 MEfo| 2/F Sof CHiEsto Ed S SHol| ESELICL Ol 719 24 Fof, 2E 2mo[3, &
ZE o] Hol cHEsto{ Fo{Zl 7|7he| 7 S S SHot= 7tE 8 CHELICH

Recovery Time Objective(RTO)= ZZ0{A Eo|gfL|Ct. RTOE MH|A STt MH[A S Alo[9] &
& 7tsth =0 X|Qd A[ZHLICEH Ol= MH|AE o|8E = gl Il {8 7IsEt 7|2tz 7t K= 7|

e A-ELch

Recovery Point Objective(RPO)= ZZ0{ M EolgfL|Ct. RPO= OHX[ H|O|E{ |7 A|H O|F SE K
= Z|CH AlZtL(ct ofof| et obx|2 =7 Al MH|A SE AO|of 318 &l= HIo|E £&4l2 7t

e Hel7t 2gELU o

2

s ==(DR)



AWS Well-Architected Z 2|2

Business continuity

How much data can you afford to
recreate or lose?

Disaster

Recovery point (RPO)

Data loss
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How quickly must you recover?
What is the cost of downtime?

Recovery time (RTO)

Down time
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» AWS Service Quotas(0|T9| MH|A §HE)

* AWS Trusted Advisor Best Practice Checks (see the Service Limits section)
« AWS Limit Monitor on AWS &I &

« Amazon EC2 AMH|A 8t

* What is Service Quotas?

* How to Request Quota Increase

» Service endpoints and quotas
+ Service Quotas A& AEA
* Quota Monitor for AWS

 AWS Fault Isolation Boundaries

» Availability with redundancy
* AWS for Data

- X|&EX SEolE FAUJULIMN?
o K& MEo|BF RO

* Managing the account lifecycle in account-per-tenant SaaS environments on AWS
- IIZCOo/APIAZER #E| Y ZLEHE

* View AWS Trusted Advisor recommendations at scale with AWS Organizations

Automating Service Limit Increases and Enterprise Support with AWS Control Tower

rk!

t2d HIC| 2

« AWS Live re:Inforce 2019 - Service Quotas

+ View and Manage Quotas for AWS Services Using Service Quotas

« AWS IAM Quotas Demo
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* Amazon CodeGuru Reviewer
+ AWS CodeDeploy
* AWS CloudTrail
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
https://aws.amazon.com/codeguru/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
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* Amazon CloudWatch

» Amazon EventBridge

» Amazon DevOps Guru
« AWS Config

« AWS Trusted Advisor
« AWS CDK

« AWS Systems Manager
« AWS Marketplace
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https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
https://docs.aws.amazon.com/servicequotas/latest/userguide/organization-templates.html
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+ AWS Service Quotas(0|%19| MH|A 8tE)

* AWS Trusted Advisor Best Practice Checks (see the Service Limits section)
 AWS Limit Monitor on AWS &

« Amazon EC2 MH|A BtT

* What is Service Quotas?

* How to Request Quota Increase

» Service endpoints and quotas
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
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Service Quotas At ATEHA
Quota Monitor for AWS

AWS Fault Isolation Boundaries

Availability with redundancy

AWS for Data
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Managing the account lifecycle in account-per-tenant SaaS environments on AWS

Managing and monitoring API throttling in your workloads

View AWS Trusted Advisor recommendations at scale with AWS Organizations

Automating Service Limit Increases and Enterprise Support with AWS Control Tower

21 H|C|2:

* AWS Live re:Inforce 2019 - Service Quotas

* View and Manage Quotas for AWS Services Using Service Quotas

rkt

I.

AWS IAM Quotas Demo

21 MH|A:

Amazon CodeGuru Reviewer
AWS CodeDeploy

AWS CloudTrail

Amazon CloudWatch

Amazon EventBridge

Amazon DevOps Guru
AWS Config

AWS Trusted Advisor
AWS CDK

AWS Systems Manager
AWS Marketplace

REL0O1-BP02 A™ & 2| Aol MH|A gz 2t

=

22


https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
https://aws.amazon.com/codeguru/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
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https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
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« AWS Service Quotas(0| 2| MH|A BHE)

+ AWS Trusted Advisor Best Practice Checks (see the Service Limits section)
« AWS Limit Monitor on AWS & &

« Amazon EC2 MH|A BtT

* What is Service Quotas?

* How to Request Quota Increase

» Service endpoints and quotas
« Service Quotas AFS AHA
* Quota Monitor for AWS

« AWS Fault Isolation Boundaries

+ Availability with redundancy
+ AWS for Data

. XS5 SEolgt RUULIN?
. RISE HZolE RUALIN?

* Managing the account lifecycle in account-per-tenant SaaS environments on AWS

* Managing and monitoring API throttling in your workloads

* View AWS Trusted Advisor recommendations at scale with AWS Organizations

» Automating Service Limit Increases and Enterprise Support with AWS Control Tower

Actions, resources, and condition keys for Service Quotas

e

ted HIC|2:

* AWS Live re:Inforce 2019 - Service Quotas

* View and Manage Quotas for AWS Services Using Service Quotas
+ AWS IAM Quotas Demo
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_servicequotas.html
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
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* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small

+ AWS CodeDeploy
 AWS CloudTrail
* Amazon CloudWatch

* Amazon EventBridge

* Amazon DevOps Guru
+ AWS Config

* AWS Trusted Advisor
« AWS CDK

« AWS Systems Manager
* AWS Marketplace
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https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
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» AWS Service Quotas
* AWS Trusted Advisor
AWS HEM
AWS MH|AH T 0| K|
+ AWS Command Line Interface (AWS CLI)
- AWS 222 E 7Y 7|E (AWS CDK)
* AWS Service QuotasE AFSEfLICH BF X 0i|AM 250717t H= AWS AH|A0 CHEF HE &S
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https://docs.aws.amazon.com/servicequotas/latest/userguide/organization-templates.html
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* AWS Trusted Advisor Best Practice Checks (see the Service Limits section)

« AWS Well-Architected Framework &2
« AWS Service Quotas(0|x12| MH|A 8tE)
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
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« AWS Limit Monitor on AWS & &
e Amazon EC2 AMH|A §tE

* What is Service Quotas?

* How to Request Quota Increase

» Service endpoints and quotas
+ Service Quotas AFHE AEHA

* Quota Monitor for AWS

 AWS Fault Isolation Boundaries

* Availability with redundancy
+ AWS for Data

« RIS S3O0IR 2R
. XISE Fgolgt 2ULIN

« APN IHEL4: 714 #HE[E XY = JE GEL

* Managing the account lifecycle in account-per-tenant SaaS environments on AWS

* Managing and monitoring API throttling in your workloads

* View AWS Trusted Advisor recommendations at scale with AWS Organizations

» Automating Service Limit Increases and Enterprise Support with AWS Control Tower

» Actions, resources, and condition keys for Service Quotas

224 H|C|2:

* AWS Live re:Inforce 2019 - Service Quotas

+ View and Manage Quotas for AWS Services Using Service Quotas

* AWS IAM Quotas Demo

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small

grgd £

+ AWS CodeDeploy
* AWS CloudTrail
* Amazon CloudWatch
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https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_servicequotas.html
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
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» Amazon EventBridge

» Amazon DevOps Guru
« AWS Config

« AWS Trusted Advisor

« AWS CDK

« AWS Systems Manager
« AWS Marketplace
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https://aws.amazon.com/eventbridge/
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
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https://docs.aws.amazon.com/solutions/latest/quota-monitor-for-aws/solution-overview.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/organization-templates.html
https://www.youtube.com/watch?v=3WUShZ4lZGE
https://aws.amazon.com/blogs/mt/a-detailed-overview-of-trusted-advisor-organizational-dashboard/
https://catalog.workshops.aws/awscid/en-US
https://catalog.workshops.aws/awscid/en-US
https://github.com/aws-samples/case-insights-for-multi-accounts
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_auto_event_response.html
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« APN IHE 4: 74 #HE[E XY = JE GEL

« AWS Marketplace: CMDB products that help track limits
« AWS Service Quotas(0|x12| MH|A BtE)

* AWS Trusted Advisor Best Practice Checks (see the Service Limits section)

« AWSZO| Quota Monitor £FM -AWS &8 M

* What is Service Quotas?

What is Service Quotas request templates?
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« AWS Live re:Inforce 2019 - Service Quotas

» Automating Service Limit Increases and Enterprise Support with AWS Control Tower
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* Quota Monitor for AWS
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https://aws.amazon.com/partners/find/results/?keyword=Configuration+Management
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=3WUShZ4lZGE
https://github.com/aws-solutions/quota-monitor-for-aws
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* AWS Trusted Advisor Best Practice Checks (see the Service Limits section)

+ AWS Service Quotas(0|%19| MH|A 8tE)
« AWS Limit Monitor on AWS & &

« AWS Well-Architected Framework
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
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* AWS Live re:Inforce 2019 - Service Quotas

+ View and Manage Quotas for AWS Services Using Service Quotas

Amazon EC2 AMH|A $tE

What is Service Quotas?

How to Request Quota Increase

Service endpoints and quotas
Service Quotas AHS MM

Quota Monitor for AWS

AWS Fault Isolation Boundaries

Availability with redundancy

AWS for Data

X|&x E80|2F FoiL|}?
X|&x Meho|zt 2odelLt?

Managing the account lifecycle in account-per-tenant SaaS environments on AWS

Managing and monitoring API throttling in your workloads

View AWS Trusted Advisor recommendations at scale with AWS Organizations

Automating Service Limit Increases and Enterprise Support with AWS Control Tower

Actions, resources, and condition keys for Service Quotas

1 H|C|2:

AWS IAM Quotas Demo

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
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AWS CodeDeploy
AWS CloudTrail
Amazon CloudWatch

Amazon EventBridge
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_servicequotas.html
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
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* Amazon DevOps Guru
+ AWS Config

* AWS Trusted Advisor

+ AWS CDK

+ AWS Systems Manager
+ AWS Marketplace
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https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
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https://aws.amazon.com/route53/what-is-dns/
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https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/products/networking/edge-networking/
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https://aws.amazon.com/route53/what-is-dns/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-determining-health-of-endpoints.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-deleting.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-monitor-view-status.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/best-practices-dns.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-choosing-alias-non-alias.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio-explained.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/origin-shield.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/high_availability_origin_failover.html
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+ AWS Marketplace for Network Infrastructure

« AWS Global Acceleratorgt FIIL|77t?

* What is Amazon CloudFront?

* What is Amazon Route 537?

+ Elastic Load BalancingO|2F £91Q17t27?

* Network Connectivity capability - Establishing Your Cloud Foundations

+ Amazon API| GatewayEt S IL|7H?

+ What are AWS WAF, AWS Shield, and AWS Firewall Manager?

» Amazon Application Recovery ControllerZt £ IL|7}?

« DNS Foll ZX[of CHer M-S} X|H HEf 2l 7

I_

REL02-BP01 HIEE HEZ| A= ZQIE IIIEH HERI A M

40


https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/cloudfront-features.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/network-connectivity-capability.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/dns-failover.html
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* AWS re:Invent 2022 - Improve performance and availability with AWS Global Accelerator

AWS re:Invent 2020: Global traffic management with Amazon Route 53

AWS re:Invent 2022 - Operating highly available Multi-AZ applications

AWS re:Invent 2022 - Dive deep on AWS networking infrastructure

AWS re:Invent 2022 - Building resilient networks
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https://www.youtube.com/watch?v=s5sjsdDC0Lg
https://www.youtube.com/watch?v=E33dA6n9O7I
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://www.youtube.com/watch?v=HJNR_dX8g8c
https://www.youtube.com/watch?v=u-qamiNgH7Q
https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://catalog.us-east-1.prod.workshops.aws/workshops/effb1517-b193-4c59-8da5-ce2abdb0b656/en-US
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+ 7ts3HH AWS Transit GatewayE A& 3104 VPN 24242 SE & LICE.

« AWS Marketplace 0{ZZI0|HAE TW7}35t04 VPNE S 23 7{LF SD-WANSE AWSZ = EH8tLCt
AWS Marketplace 0{ZE}O[HAE AI&3St= 4R OHE 718 JYoM 171882 ¢
AE HiESLICEH
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« AWS Direct Connect Resiliency Toolkite A& 804 A|ZHEtLIC}.
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AWS Direct Connect Resiliency Recommendations

* Using Redundant Site-to-Site VPN Connections to Provide Failover

* Routing policies and BGP communities

» Active/Active and Active/Passive Configurations in AWS Direct Connect

« APN IIEL{: HELZ A=l X|HE £ s L EL

+ AWS Marketplace for Network Infrastructure

+ Amazon Virtual Private Cloud Connectivity Options 2H A

« B JHs8tm oFME CHE VPC AWS WIEQT Q=g 25

* Using redundant Site-to-Site VPN connections to provide failover

* Using the AWS Direct Connect Resiliency Toolkit to get started
« VPCAEZQIE 2l yvPC AE ZQIE MH|A(AWS PrivateLink)

« Amazon VPCEt £S1Q17}?

* What is a transit gateway?
« AWS Site-to-Site VPNEF FoilL|7}?
Direct Connect H|O|E 90| AFE

e

t2d HIC[2:

* AWS re:Invent 2018: Advanced VPC Design and New Capabilities for Amazon VPC

+ AWS re:Invent 2019: AWS Transit Gateway reference architectures for many VPCs
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpn-attachments.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-transit-gateway-sd-wan.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://aws.amazon.com/directconnect/resiliency-recommendation/
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://docs.aws.amazon.com/architecture-diagrams/latest/active-active-and-active-passive-configurations-in-aws-direct-connect/active-active-and-active-passive-configurations-in-aws-direct-connect.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
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https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/what-is-mhub-refactor-spaces.html
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https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
https://aws.amazon.com/cloud-map/
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/welcome.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/SQLtoNoSQL.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-import-api.html
https://aws.amazon.com/what-is/service-oriented-architecture/
https://martinfowler.com/bliki/BoundedContext.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/articles/microservice-trade-offs.html
https://www.martinfowler.com/articles/microservices.html
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https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
https://catalog.us-east-1.prod.workshops.aws/workshops/f2c0706c-7192-495f-853c-fd3341db265a/en-US/intro
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https://www.youtube.com/watch?v=otADkIyugzY
https://martinfowler.com/bliki/BoundedContext.html

Ot =! AWS Well-Architected Z |3
T3 7tol=

TH S4 oAt ZH(DDD)2 HIZLIA EHQIZ2 S22 AT EQ0{E MAlstT *Fst= 7|12
= AQILICH HIZLA EHQI =HE & E MHIAE #FE e 7|& Z2YU/IE M85t A
Ol Z&LICH 7|&E 2=2lA] ofE2[A oMM e [ oHE2|7H0|MH2 MH|AZ $CHS 6= & &
7|22 NSst= 23 e 2 28 &= U&LIct

(n e
=

Soff O|HE, B, EA|, THQES 7HH2 2EH E A= =

o|l»
HM

o

do
U
I

mjo

H1
=2
o
Hu Y o
1o
|>

E 7
SlelE A ZHEIAEE AI23%t0d THQRIS MH[AZ B
EZ LI+ M 00|22 MH|A 9| BHE x|HsHe ol Cist &IE

0

« 0E £0{ Amazon.com ¢ AtO|E QE{E|0flE THF|X|, HHS, UM, 717, &0l 2l §517F Z&HE
A& LIt
« ZF|X|, HiS, LE2 Hi

Ock

Ot

FHEIAEZ 7

[

I
Loj
i
k
N
I
et
ro
ofn
l?j
rir
N
N
iy
il
>
m
Hu
¥
I
LOL
fn

« Decomposing monoliths into microservicesOll M= OFO|Z 2 MH|A E|HE
EL|A A 52 THQ Ex ESHMME Bol| ME 2 AEste A2 =o€l

= T
ELch

i
om
El
==
rn
ffo
X
m]
AL
9'I1
z C

- HE HEAEQ 22 HEX Tls
D

Elo| THIQl EAE &5t QE[IE| & MH[A HSF2 HO|ft Foil= AWS MH|AE &350 =@l
S A E 2etRE 7|8 MHIAR FFHE = JU&LICt
REL03-BP02 EH H|ELIA EMHQI 2 7|58 FACZ MH|A 75 57


https://serverlessland.com/event-driven-architecture/visuals/event-storming
https://martinfowler.com/bliki/BoundedContext.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://www.domainlanguage.com/wp-content/uploads/2016/04/GettingStartedWithDDDWhenSurroundedByLegacySystemsV1.pdf
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context
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How to break a Monolith into Microservices

Getting Started with DDD when Surrounded by Legacy Systems

Domain-Driven Design: Tackling Complexity in the Heart of Software

Building hexagonal architectures on AWS

Decomposing monoliths into microservices

Event Storming

Messages Between Bounded Contexts

Microservices

Test-driven development
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https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://aws.amazon.com/microservices/
https://aws.amazon.com/serverless/
https://aws.amazon.com/containers/
https://aws.amazon.com/products/databases/
https://docs.aws.amazon.com/prescriptive-guidance/latest/hexagonal-architectures/welcome.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/articles/break-monolith-into-microservices.html
https://domainlanguage.com/wp-content/uploads/2016/04/GettingStartedWithDDDWhenSurroundedByLegacySystemsV1.pdf
https://www.amazon.com/gp/product/0321125215
https://docs.aws.amazon.com/prescriptive-guidance/latest/hexagonal-architectures/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://serverlessland.com/event-driven-architecture/visuals/event-storming
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context
https://www.martinfowler.com/articles/microservices.html
https://en.wikipedia.org/wiki/Test-driven_development
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https://en.wikipedia.org/wiki/Behavior-driven_development
https://github.com/aws-samples/designing-cloud-native-microservices-on-aws/tree/main
https://aws.amazon.com/products/databases/
https://aws.amazon.com/serverless/
https://aws.amazon.com/containers/
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https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/eventbridge/
https://github.com/OAI/OpenAPI-Specification
https://graphql.org/
https://docs.aws.amazon.com/apigateway/latest/developerguide/import-edge-optimized-api.html
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/cdk/
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-export-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/designing-your-schema.html
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Implementing Microservices on AWS

Microservice Trade-Offs

Microservices - a definition of this new architectural term
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https://aws.amazon.com/amplify/
https://aws.amazon.com/dynamodb/
https://docs.aws.amazon.com/apigateway/latest/developerguide/request-response-data-mappings.html#transforming-request-response-body
https://aws.amazon.com/what-is/api/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://martinfowler.com/articles/microservice-trade-offs.html
https://www.martinfowler.com/articles/microservices.html
https://aws.amazon.com/microservices/
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* OpenAPI-Specification

* GraphQL: Schemas and Types

* Amazon EventBridge code bindings
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« Amazon API Gateway: OpenAPIE A& 35t0{ REST API 743

Amazon AP| Gateway to Amazon DynamoDB CRUD application using OpenAPI

Modern application integration patterns in a serverless age: APl Gateway Service Integration

Implementing header-based API Gateway versioning with Amazon CloudFront

AWS AppSync: Building a client application

e
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* Using OpenAPIl in AWS SAM to manage API| Gateway
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* Amazon API Gateway
*« AWS AppSync

* Amazon EventBridge
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-swagger-extensions.html
https://github.com/OAI/OpenAPI-Specification
https://graphql.org/learn/schema/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-schema-code-bindings.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-import-api.html
https://serverlessland.com/patterns/apigw-ddb-openapi-crud?ref=search
https://catalog.us-east-1.prod.workshops.aws/workshops/be7e1ee7-b91f-493d-93b0-8f7c5b002479/en-US/labs/asynchronous-request-response-poll/api-gateway-service-integration
https://aws.amazon.com/blogs/compute/implementing-header-based-api-gateway-versioning-with-amazon-cloudfront/
https://docs.aws.amazon.com/appsync/latest/devguide/building-a-client-app.html#aws-appsync-building-a-client-app
https://www.youtube.com/watch?v=fet3bh0QA80
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/eventbridge/
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https://aws.amazon.com/cloudops/monitoring-and-observability
https://www.youtube.com/watch?v=or7uFFyHIX0
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
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https://aws.amazon.com/messaging/
https://aws.amazon.com/streaming-data/
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-destinations
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-errors
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
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https://aws.amazon.com/s3/
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://aws.amazon.com/batch/
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://aws.amazon.com/cloudops/monitoring-and-observability
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/messaging/
https://aws.amazon.com/streaming-data/
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
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« Amazon Simple Queue Service 7HE A} PHLHA: Available CloudWatch metrics for Amazon SQS

» Amazon Kinesis Data Streams 7i2t X} 9FLHA: Monitoring the Amazon Kinesis Data Streams

Service with Amazon CloudWatch
« AWS X-Ray 7HE At oFLHA: AWS X-Ray concepts
* AWS Samples on GitHub: AWS Step functions Complex Orchestrator App
AWS Batch A& A AM: AWS Batch CloudWatch Container Insights
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« AWS Summit SF 2022 - Full-stack observability and application monitoring with AWS (COP310)

* Amazon CloudWatch

* Amazon CloudWatch Logs

+ AWS X-Ray
* Amazon Simple Storage Service(S3)

* Amazon Elastic File System(Amazon EFS)

* Amazon FSx for Lustre
* AWS Step Functions
« AWS Batch

REL04-BP02 =2 5tH ZAetE S5 734

CH7 1 Ml AlAS, AR ALY, TER U 2C Waike 22 S48 mas| Farao,
L& B B TN 240 SAS OE B4 T4 QA0 EEIs0] B9 W UHAS Fols

0% by >

2ot AE oz THE AAROIME AB WP MY TH 2AB AIBSECIZ TR
A HZEor B 4 oD 2 At o=

REL04-BP02 =&5tH A& E 558 73 67


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://www.youtube.com/watch?v=or7uFFyHIX0
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/xray/
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
https://aws.amazon.com/batch/
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
https://aws.amazon.com/step-functions/getting-started/
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
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» Building Event-driven Applications with Amazon EventBridge

+ AWS re:Invent 2022 - Designing Event-Driven Integrations using Amazon EventBridge
<o HHd

24 HAIE AARI= CH7|E 7|8t ol Z7[RIKE I8l 7 3d5HoF 5t= Ml 7t X £ 20| U&LICt
BAFAARIS M 24 EE2[0f AR ElE CH7|Q(Amazon SQS MEHof| E4HE]), CH7| o IHIAIXI
7t ZEELICH LEHEQI A|ARIME HAIXIE CHY PR EU= MAAtet CH7 |40l M HIAIRIE
M5tE AH|RIE JELICH CHY ¥ 5492 2/ 0421 Amazon SQS Aol HIAIX|E K& |

AREH
Ct.

* Basic Amazon SQS architecture

» Send Messages Between Distributed Applications with Amazon Simple Queue Service

OIO|ZZ2AMH|AE & & 85H 7HE Bo| =5+ deE 74 R4 E HElStEE &K &2l 7ts

M R0l A ELICH £ M A S BY T 242 BEY 4 s

* Implementing Microservices on AWS

» Let's Architect! Architecting microservices with containers

AWS Step Functions& A& 3t 24t ofE2AH0|ME E5tn, T2 MAE XH556HH, OLO|ZE
MHIAE 27|AED|0|MStE 2 2YE =™E = JU&LICH 0=IE4 THRRAE XANSEE MIE

22 7|AEDo|M5tH of Z2|7H|o|Me] SEHE BEIF = U&LICH

» Create a Serverless Workflow with AWS Step Functions and AWS Lambda
+ AWS Step Functions A|ZE

5t7|
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Amazon EC2: Ensuring ldempotency

Amazon Builders' Library: 24 A|AEIO| =& T}HA||

The Amazon Builders' Library: Reliability, constant work, and a good cup of coffee

Amazon EventBridgeZt £1217127?

What Is Amazon Simple Queue Service?

Break up with your monolith

Orchestrate Queue-based Microservices with AWS Step Functions and Amazon SQS

Basic Amazon SQS architecture

Queue-Based Architecture
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https://aws.amazon.com/blogs/compute/building-an-event-driven-application-with-amazon-eventbridge/
https://www.youtube.com/watch?v=W3Rh70jG-LM
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://aws.amazon.com/getting-started/hands-on/send-messages-distributed-applications/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://aws.amazon.com/blogs/architecture/lets-architect-architecting-microservices-with-containers/
https://aws.amazon.com/tutorials/create-a-serverless-workflow-step-functions-lambda/
https://aws.amazon.com/step-functions/getting-started/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://pages.awscloud.com/break-up-your-monolith.html
https://aws.amazon.com/tutorials/orchestrate-microservices-with-message-queues-on-step-functions/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://docs.aws.amazon.com/wellarchitected/latest/high-performance-computing-lens/queue-based-architecture.html
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AWS New York Summit 2019: Intro to Event-driven Architectures and Amazon EventBridge

(MAD205)

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes loose coupling, constant work, static stability)

* AWS re:Invent 2019: Moving to event-driven architectures (SVS308)

* AWS re:Invent 2019: Scalable serverless event-driven applications using Amazon SQS and
Lambda

+ AWS re:Invent 2022 - Designing event-driven integrations using Amazon EventBridge

* AWS re:Invent 2017: Elastic Load Balancing Deep Dive and Best Practices
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https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=W3Rh70jG-LM
https://www.youtube.com/watch?v=9TwkMMogojY
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+ The Amazon Builders' Library: Reliability, constant work, and a good cup of coffee

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes constant work)
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* Amazon EC2: Ensuring Ildempotency

« Amazon Builders' Library: 24F A|A IO = T}

+ The Amazon Builders' Library: Reliability, constant work, and a good cup of coffee
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AWS New York Summit 2019: Intro to Event-driven Architectures and Amazon EventBridge

(MAD205)

+ AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes constant work)

+ AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and

Small ARC337 (includes loose coupling, constant work, static stability)

* AWS re:Invent 2019: Moving to event-driven architectures (SVS308)
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
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https://datatracker.ietf.org/doc/html/rfc9562
https://datatracker.ietf.org/doc/html/rfc9562
https://github.com/segmentio/ksuid
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_limit_retries.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_functional_testing.html
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» The Amazon Builders' Library: Making retries safe with idempotent APIs

« Amazon Builders' Library: 24F A|A IO = T}

+ The Amazon Builders' Library: Reliability, constant work, and a good cup of coffee

* Amazon Elastic Container Service: Ensuring idempotency

* How do | make my Lambda function idempotent?

Ensuring idempotency in Amazon EC2 API requests
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Building Distributed Applications with Event-driven Architecture - AWS Online Tech Talks

+ AWS re:Invent 2,023 - Building next-generation applications with event-driven architecture

* AWS re:Invent 2,023 - Advanced integration patterns & trade-offs for loosely coupled systems

* AWS re:Invent 2,023 - Advanced event-driven patterns with Amazon EventBridge

* AWS re:Invent 2,018 - Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes loose coupling, constant work, static stability)

AWS re:Invent 2,019 - Moving to event-driven architectures (SVS308)

i
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* Idempotency with AWS Lambda Powertools (Java)

» Idempotency with AWS Lambda Powertools (Python)

« AWS Lambda Powertools GitHub H|O| k|
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https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/ECS_Idempotency.html
https://repost.aws/knowledge-center/lambda-function-idempotent
https://docs.aws.amazon.com/ec2/latest/devguide/ec2-api-idempotency.html
https://www.youtube.com/watch?v=gA2-eqDVSng&t=1668s
https://www.youtube.com/watch?v=KXR17uwLEC8
https://www.youtube.com/watch?v=FGKGdUiZKto
https://www.youtube.com/watch?v=6X4lSPkn4ps
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
https://docs.powertools.aws.dev/lambda/java/utilities/idempotency/
https://docs.powertools.aws.dev/lambda/python/latest/utilities/idempotency/
https://github.com/aws-powertools/
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https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems/
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Amazon AP| Gateway: MEZIE &2 2ol API 27 AFt

» CircuitBreaker (summarizes Circuit Breaker from “Release It!” book)

* Error Retries and Exponential Backoff in AWS

* Michael Nygard “Release It! Design and Deploy Production-Ready Software”

» Amazon Builders' Library: 24F A|A S| O] Z8H dIX|

» Amazon Builders' Library: 212t 8t &=
2

» Amazon Builders' Library: 7H4 224 &0 0| 2! T2}
7

Amazon Builders' Library: AlZt M8t RHAIE 2 X|EHE ALSEH BT

rk

b2 HIC|2:

* Retry, backoff, and jitter: AWS re:Invent 2019: Introducing The Amazon Builders’ Library (DOP328)
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« APIQIEXZQIETJ} 2E HIAEE|X| &tHLE A5t tE7F HIAEE|X| &F&L|C}.
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://pragprog.com/titles/mnee2/release-it-second-edition/
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/caching-challenges-and-strategies/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://youtu.be/sKRdemSirDM?t=1884
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Amazon API| Gateway= A’ & 2[™ &tzof 2t EE HZ! dnelE 2 736t H ALS H=EE S5l
Zoto|HEHE FHE = JU&LIC EF Amazon Simple Queue Service(Amazon SQS) &' Amazon
Kinesise 282 HIHZSId @E £ & ZF 1 M| 7t58 2o chall =2 At &

g = AGLICH OFX|Z 22 AWS WAFE AL85to HIHA MO E 2 B8 fidstie §
AHE AMEHstE S AMEte FEHE = UsLch

T2 EHA

API Gateway0ll M APIof| CHEt M|t Bt & 445t X[8H0| Z=0HE|P 429 Too Many Requests 2

FE dheter £ &LICH AWS WAFE AWS AppSync & API Gateway 1= Z QIE 9} & 74 AL 5}0q

IP TAYM &F MEtE &85 e = UELICH E3F AIARIMM HISZ| XEIE 58 £ U= < Ol
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AXIE 7| EE= A EZol| HiR|5t04 AMH|A 2Et0|HE| CHEt SE ST & Y + U2H, 0|
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API| Gateway= EZ HAo| 2™ 7312 XMB5tX|Bt APl GatewayE A E =+ gic 49 MHIAS
EZ2 HAO o LE AA FH(E|aA o EHEH ofX &XZ)S EEE =+ USLICH

- 2IHE AYE &, BAHE AP 2 A A E =ZEH API 7|0l M API Gateway A3t Bt & O|sHst
T

- EHERREH ES5tT oM IPE RHEHSHY| @81 AWS WAF &= X|§t 7 &2 API Gateway &
AWS AppSync AIEZQIEof HEEL|CH A2A AH|KIE 28 AWS AppSync APl 7|0 &= |8t
TEE FHE = A&

« AWS AppSync APIO]| &= MBHECH BE2 ABH Mof7F 2 EHA| 124stn 2o Ft 49 AWS
AppSync AIEXZQIE 2toi| API GatewayE T4 & LICt.
A H

=
* Amazon SQS CH7|€0| Lambda CH7|€ AH[AHE 2[EF EE[HZ AHE B2 Z[C SAIEE MHIA
TE SEE Y UE XC2ITF2 SESHHA CHE Lambda & 0l S DIxI=E SAIE SEE
AH[StX| et ez HYEELICH LambdadiA CH7|EE AHEE e SYE Al & 2™l TOHE

Lambda & =01 of|of &l SA|EHE HEstE Kol E&LICH

« Amazon SQS E = KinesisOll CHE 7|2 AMH[A S& 0 &7 API GatewayE AFE35t0{ 2 E I
gLt

e
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Iy

* APl GatewayE At E + 9l B2 210o{d 20|22 HEIE HZ sl IZZ=0] EE HA
£ FEELICH ol MME ol X7 ZTAsto] MEE 2tolEEEIE H&LInh
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https://aws.amazon.com/api-gateway/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
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Amazon API Gateway: M2|E &2 25 API 27 A&

AWS WAF: Rate-based rule statement

Introducing maximum concurrency of AWS Lambda when using Amazon SQS as an event source

AWS Lambda: Z|CH S Al

zHe of A:

* The three most important AWS WAF rate-based rules

Java Bucket4j

Python token-bucket

Node token-bucket

.NET System Threading Rate Limiting

rk

t2d HIC| 2

* Implementing GraphQL API security best practices with AWS AppSync

rk

bgd =

* Amazon API Gateway

+ AWS AppSync
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html
https://aws.amazon.com/blogs/compute/introducing-maximum-concurrency-of-aws-lambda-functions-when-using-amazon-sqs-as-an-event-source/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://github.com/bucket4j/bucket4j
https://pypi.org/project/token-bucket/
https://www.npmjs.com/package/tokenbucket
https://www.nuget.org/packages/System.Threading.RateLimiting
https://www.youtube.com/watch?v=1ASMLeJ_15U
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
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« Amazon SQS

« Amazon Kinesis
« AWS WAF
* Virtual Waiting Room on AWS
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https://aws.amazon.com/kinesis/
https://aws.amazon.com/waf/
https://aws.amazon.com/solutions/implementations/virtual-waiting-room-on-aws/
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https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html
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+ Spring Retry
* Resilience4j Retry
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https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://github.com/spring-projects/spring-retry
https://resilience4j.readme.io/docs/retry
https://youtu.be/sKRdemSirDM?t=1884
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html
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https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/sqs/
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https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs/
https://www.martinfowler.com/ieeeSoftware/failFast.pdf
https://repost.aws/knowledge-center/sqs-message-backlog
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/zonal-shift.html
https://docs.aws.amazon.com/r53recovery/latest/dg/getting-started-routing-controls.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/DeadLetterChannel.html
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://aws.amazon.com/sqs/
https://aws.amazon.com/amazon-mq/
https://aws.amazon.com/iot-core/
https://aws.amazon.com/cloudwatch/

ObxIA] 1% AWS Well-Architected Z |3

EtO|ME = MH[A0i CHE X[A S E&E00 dZ x| 4l MAer Alzh Mghol CiEr ZICHRIE M

T dEl ol et E2to|HE AZOo| Alzh AMBHELICH Alzt Mgto| e dliet = ZEI0[HEE HUE B

Chat D MAIZ = 2|2 AEH7| IS AYE LD ozt HEoME 22X 2F MEHE 25tAl

Z 4 9l 23 wao| YxIFLC

Uptx{ol otE| THE:

. AAE AlZHRIEH ES 7 AlZF FIEHS Q1AIsHR| RELICH

- AR 2F 2tE Eto|YE A5t K| ZELICE.

- QS AESIe O HEAMoR 2o AEl= §Hel £&= ol2et 2 & 7|ctel= o & 2ol
E, MH|A F= 932 M50|HIZS QlAlIEX| &L

ogt 20| Aufg HED Azt MetE o A dEst
H

=
. 9_475 2 23 D50l CHEh Alzt HI?J ALIE[2 E E|AESHK]| €
7 04 x|o

« AlZhAEHE ofe A dEELcH 2™

ol 2 Atz 22lo| oY #7 5™ 5 AlZt &M3to| TAEID AIARO| AlZH MEHS HAKOR H
2552 MAE0] 67 XE 50| HIMAMOR Lol SEstT MHIA 2E0IMEAM AlZH A
3t QRE MAaXoz Mg M 2lAATF Mk L

T2 710|=

MHIA B&E 2 &0 QMo Z T2 HA MAQ 2E &Y S&0i 12 AlZHAMEtD 2% Alzt
— F ol

=0 7|_
Ch B2 =Zo|Y3 7t Az At 7|58 7|2 M3s5Hx[e dF oz 0=
;

= JECH 7L F&8 7|82t 0| Ie2 2 Fo|alof & LICH Zfo| LF =™
EE+0|01E7+ A|7FI1I°FO| g MSE 7 R| CHZ |5t SOF 2|AATF HE A-HIE|Z| 20 AlZE Aol

REL05-BP05 £2}0|21E A|5h AlZt MF 91


https://martinfowler.com/bliki/CircuitBreaker.html
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https://docs.aws.amazon.com/index.html#sdks
https://aws.amazon.com/cli/
https://aws.amazon.com/lambda/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/app-mesh/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.DefaultsMode.Configuration.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
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https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/timeout-duration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/best-practices.html#bestpractice5
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/retries-timeouts/#timeouts
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/client-config.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-smart-config-defaults.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-options.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html#configuration-timeout-console
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html#api-gateway-execution-service-limits-table
https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
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« AWS Command Line Interface: Command line options

* AWS SDK for Java 2.x: Configure AP| Timeouts

* AWS Botocore using the config object and Config Reference
« AWS SDK for .NET: RHA|= & A|EF AlZH
AWS Lambda: Lambda & M 74
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» Using the circuit breaker pattern with AWS Step Functions and Amazon DynamoDB

* Martin Fowler: CircuitBreaker
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Amazon SQS

AWS Step Functions

AWS Command Line Interface
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-options.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/best-practices.html#bestpractice5
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html#using-the-config-object
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html
https://aws.amazon.com/blogs/compute/using-the-circuit-breaker-pattern-with-aws-step-functions-and-amazon-dynamodb/
https://martinfowler.com/bliki/CircuitBreaker.html?ref=wellarchitected
https://docs.aws.amazon.com/index.html#sdks
https://aws.amazon.com/lambda/
https://aws.amazon.com/sqs/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/cli/
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https://aws.amazon.com/cognito/
https://docs.aws.amazon.com/cognito/latest/developerguide/getting-started-with-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/getting-started-with-cognito-user-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-sync.html
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/s3/
https://aws.amazon.com/dynamodb/
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https://aws.amazon.com/elasticache/
https://aws.amazon.com/efs/
https://aws.amazon.com/memorydb/
https://aws.amazon.com/memorydb/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_auto_healing_system.html
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/caching-challenges-and-strategies/
https://docs.aws.amazon.com/whitepapers/latest/best-practices-wordpress/stateless-web-tier.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
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https://community.aws/posts/how-search-uses-chaos-engineering
https://community.aws/posts/how-search-uses-chaos-engineering
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
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https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_throttle_requests.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_throttle_requests.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://community.aws/posts/how-search-uses-chaos-engineering
https://community.aws/posts/how-search-uses-chaos-engineering
https://www.youtube.com/watch?v=jUSYnRztttY
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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Getting started with your AWS Health Dashboard — Your account health
CloudWatch X|EE& | Al5t= AWS MH[A

Access Logs for Your Network Load Balancer

Access logs for your application load balancer
AWS Lambda0il Ci$t Amazon CloudWatch logs 4 Al A
Amazon S3 MbE{ HAMA 2

Classic Load Balancer HA|A 21 & 445}

Exporting log data to Amazon S3
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-logs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/enable-access-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
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* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mon-scripts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/flow-logs.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://catalog.workshops.aws/observability/en-US
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/s3/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/api-gateway/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Dimension
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://docs.aws.amazon.com/athena/latest/ug/querying-aws-service-logs.html
https://kubernetes.io/docs/concepts/workloads/pods/sidecar-containers/
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How Amazon CloudWatch works

Amazon Managed Prometheus

Amazon Managed Grafana

Analyzing log data with CloudWatch Logs Insights

Amazon CloudWatch Lambda Insights

Amazon CloudWatch Container Insights

Query your metrics with CloudWatch Metrics Insights
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_automate_response_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_storage_analytics.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_review_monitoring.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_end_to_end.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_architecture.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
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» Amazon CloudWatch Logs Insights Sample Queries
* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray

* AWS Distro for OpenTelemetry

» Searching and Filtering Log Data

» Sending Logs Directly to Amazon S3

» AWS Distro for OpenTelemetry (GitHub)

« Amazon Builders' Library:
« One Observability 23 &
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https://aws.amazon.com/otel/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Sending-Logs-Directly-To-S3.html
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://observability.workshop.aws/
https://aws-otel.github.io/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/sns-configuring.html
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/kinesis/data-firehose/
https://aws.amazon.com/sns/faqs/
https://aws.amazon.com/s3/
https://aws.amazon.com/rds/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
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» CloudWatch Logs insights

« Amazon CloudWatch ZE Al

« Amazon CloudWatch CHA|EE Al

« Amazon CloudWatch X|E Al

» Setting up Amazon SNS notifications

« CloudWatch 0|4} Efx|

» CloudWatch Logs data protection

* Amazon EventBridge

Amazon Simple Notification Service
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ted HIC|2:

* reinvent 2022 observability = A

* AWS re:Invent 2022 - Observability best practices at Amazon

224 of Al

+ One Observability &3 &

* Amazon EventBridge to AWS Lambda with feedback control by Amazon CloudWatch Alarms
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/protect-sensitive-log-data-types.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://aws.amazon.com/sns/
https://www.youtube.com/results?search_query=reinvent+2022+observability
https://www.youtube.com/watch?v=zZPzXEBW4P8
https://observability.workshop.aws/
https://serverlessland.com/patterns/cdk-closed-loop-serverless-control-pattern
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https://aws.amazon.com/cli/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarms.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarms.html
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-describing-alarms.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html#view-automation-json
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-using-alarm-actions.html
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-using-alarm-actions.html
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/
https://aws.amazon.com/kinesis/data-streams/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_eventbridge.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/building-sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-custom-ssm-doc.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-custom-ssm-doc.html
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-eventbridge.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-rule.html
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://www.youtube.com/watch?v=zZPzXEBW4P8
https://www.youtube.com/watch?v=AaI2xkW85yE
https://www.youtube.com/watch?v=_OTTCOjWqPo
https://www.youtube.com/watch?v=Mu8IqWVGUfg
https://www.youtube.com/watch?v=MHezNcTSTbI
https://catalog.us-east-1.prod.workshops.aws/workshops/a8e9c6a6-0ba9-48a7-a90d-378a440ab8ba/en-US
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/athena/latest/ug/supported-format.html
https://docs.aws.amazon.com/athena/latest/ug/supported-format.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
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Amazon CloudWatch Logs Insights Sample Queries

» Analyzing Log Data with CloudWatch Logs Insights

* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/introduction.html
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Why you should develop a correction of error (COE)
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* Advanced Multi-AZ Resilience Patterns - Gray failures

* Amazon CloudWatch Logs Insights Sample Queries

* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray
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« Amazon Builders' Library: 2 7IA|ME 2

« Amazon CloudWatch CHA|EE Al

* AWS Observability Best Practices

* Resilience analysis framework

* Resilience Analysis Framework - Observability

» Operational Readiness Review - ORR
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_aggregation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_end_to_end.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_rca_resiliency.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_game_days_resiliency.html
https://aws.amazon.com/blogs/mt/why-you-should-develop-a-correction-of-error-coe/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/?did=ba_card&trk=ba_card
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws-observability.github.io/observability-best-practices/
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/observability.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
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https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.datadoghq.com/tracing/guide/serverless_enable_aws_xray/
https://docs.newrelic.com/docs/infrastructure/amazon-integrations/aws-integrations-list/aws-x-ray-monitoring-integration/
https://www.dynatrace.com/support/help/setup-and-configuration/setup-on-cloud-platforms/amazon-web-services/amazon-web-services-integrations/aws-service-metrics
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« Amazon CloudWatch: OfZZ|7{|0|MH B L|E{ &

* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray

« Amazon Builders' Library: 28 7tAISE I8t 24 AAER AHF

* Integrating AWS X-Ray with other AWS services
« AWS Distro for OpenTelemetry 2! AWS X-Ray
« Amazon CloudWatch: 7}4& B LIE{Z! AIS

« Amazon CloudWatch: CloudWatch RUM A2

+ Set up Amazon CloudWatch synthetics canary and Amazon CloudWatch alarm

+ Availability and Beyond: Understanding and Improving the Resilience of Distributed Systems on
AWS
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* AWS re:Invent 2022 - How to monitor applications across multiple accounts

* How to Monitor your AWS Applications

« Amazon CloudWatch

« Amazon Route 53
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/solutions/latest/devops-monitoring-dashboard-on-aws/set-up-amazon-cloudwatch-synthetics-canary-and-amazon-cloudwatch-alarm.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
https://catalog.workshops.aws/observability/en-US
https://www.youtube.com/watch?v=kFGOkywu-rw
https://www.youtube.com/watch?v=UxWU9mrSbmA
https://aws.amazon.com/xray/
https://aws.amazon.com/pm/cloudwatch/
https://aws.amazon.com/route53/
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/application/userguide/what-is-application-auto-scaling.html
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AWS Auto Scaling: How Scaling Plans Work
« AWS Marketplace: Auto ScalingZ} &7 AL& £ e HME
« DynamoDB Auto Scaling2 AtE35t0 XIS 2 ME|IF T 2t

* Using a load balancer with an Auto Scaling group
* What Is AWS Global Accelerator?

* What Is Amazon EC2 Auto Scaling?

+ AWS Auto ScalingZt F 3 ILI7H?

* What is Amazon CloudFront?

+ What is Amazon Route 537
+ Elastic Load BalancingO|2t £S1Q17}27?

« Network Load Balancer2t £S1Q17t2?

+ Application Load Balancerzt £1217127?

 Integrating Jenkins with AWS CodeBuild and AWS CodeDeploy

Creating a four stage pipeline with AWS CodePipeline
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* Back to Basics: Deploy Your Code to Amazon EC2

* AWS Supports You | Starting Your Infrastructure as Code Solution Using AWS CloudFormation

Templates
» Streamline Your Software Release Process Using AWS CodePipeline
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://aws.amazon.com/marketplace/search/results?searchTerms=Auto+Scaling
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/what-is-aws-auto-scaling.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html?ref=wellarchitected
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://aws.amazon.com/blogs/devops/setting-up-a-ci-cd-pipeline-by-integrating-jenkins-with-aws-codebuild-and-aws-codedeploy/
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials-four-stage-pipeline.html
https://www.youtube.com/watch?v=f2wvEQ_sWS8
https://www.youtube.com/watch?v=bgfx76jr7tA
https://www.youtube.com/watch?v=bgfx76jr7tA
https://www.youtube.com/watch?v=zMa5gTLrzmQ
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* Monitor AWS Resources Using Amazon CloudWatch Dashboards

» Create Cross Account & Cross Region CloudWatch Dashboards | Amazon Web Services
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https://www.youtube.com/watch?v=I7EFLChc07M
https://www.youtube.com/watch?v=eIUZdaqColg
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_monitoring_health.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
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« AWS Auto Scaling: How Scaling Plans Work
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» What Is Amazon EC2 Auto Scaling?
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_adapt_to_changes_autoscale_adapt.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_monitoring_health.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
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https://aws.amazon.com/ecs/
https://aws.amazon.com/eks/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/elasticache/
https://aws.amazon.com/elasticache/
https://docs.aws.amazon.com/autoscaling/application/userguide/integrated-services-list.html
https://docs.aws.amazon.com/autoscaling/application/userguide/integrated-services-list.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-auto-scaling.html
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
https://keda.sh/
https://keda.sh/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/asg-capacity-providers.html
https://karpenter.sh
https://kubernetes.io/docs/concepts/cluster-administration/cluster-autoscaling/
https://aws.amazon.com/sqs/
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» What Is Amazon EC2 Auto Scaling?

« AWS 3% X|E!: Load testing applications

« AWS Marketplace: Auto Scalingdt 74 AFS & = U= ME

« DynamoDB Auto Scalingg AF&35t0 AISo 2 XEIF T &t
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-scheduled-scaling.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-scheduled-scaling.html
https://keda.sh/docs/latest/scalers/cron/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-predictive-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/
https://aws.amazon.com/marketplace/search/results?searchTerms=Auto+Scaling
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
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 Predictive Scaling for EC2, Powered by Machine Learning

» Scheduled Scaling for Amazon EC2 Auto Scaling

» Telling Stories About Little's Law
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https://aws.amazon.com/blogs/aws/new-predictive-scaling-for-ec2-powered-by-machine-learning/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/schedule_time.html
https://brooker.co.za/blog/2018/06/20/littles-law.html
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- Distributed Load Testing on AWS: =& BHO| AFEX7F &5 &2 AlEdolM
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« Distributed Load Testing on AWS: =& BHO| AFEXH7F &5 &2 AlEdolM
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« AWS Summit ANZ 2023: Accelerate with confidence through AWS Distributed Load Testing
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https://aws.amazon.com/solutions/distributed-load-testing-on-aws/
https://aws.amazon.com/solutions/distributed-load-testing-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/welcome.html
https://www.youtube.com/watch?v=4J6lVqa6Yh8
https://martinfowler.com/articles/feature-toggles.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
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https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/test-reliability.html#GameDays

OFEIA] 2| AWS Well-Architected Z2{| 3

= HHP Al BhZ st 7| 2ls A=l BAE WU, I A0 b o uigfu|ct
A
T

Ol 2 At 22I0] O|F: HZ 22 EMHOZ S5 YYS U DE AAYS THore 4 9
COR WH AYS HBHOR ABY £ UALICH HIAE B HZ MBS BB MY

£ 4+ AL

Ol 2 AbEli7h HEIEIX| 22 WP wHElE AH 4F 58

* AWS Well-Architected Framework: Concepts: Runbook
- ICYQIERto| HEIS Al lZetE HolFfLIC AWS CloudFormation S£= &1Z(E
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https://wa.aws.amazon.com/wat.concept.runbook.en.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://aws.amazon.com/partners/find/results/?keyword=devops
https://aws.amazon.com/marketplace/search/results?searchTerms=DevOps
https://wa.aws.amazon.com/wat.concept.runbook.en.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html

Oh N =] AWS Well-Architected Z 2|2

« Automating operations with Playbooks and Runbooks
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AWS Prescriptive Guidance: Test automation

» Continuous Delivery and Continuous Integration

* Indicators for functional testing

» Monitoring pipelines
* Use AWS CodePipeline with AWS CodeBuild to test code and run builds
* AWS Device Farm
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_adapt_to_changes_load_tested_adapt.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_resiliency_testing.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_failure_injection_resiliency.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/performance-engineering-aws/test-automation.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/concepts-continuous-delivery-integration.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/indicators-for-functional-testing.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codebuild/latest/userguide/how-to-create-pipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-DeviceFarm.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/test-reliability.html#GameDays
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https://aws.amazon.com/resilience-hub/
https://aws.amazon.com/blogs/architecture/continually-assessing-application-resilience-with-aws-resilience-hub-and-aws-codepipeline/
https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/disaster-recovery/
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» Experiment with failure using resilience testing to build recovery preparedness

» Continually assessing application resilience with AWS Resilience Hub and AWS CodePipeline

» Disaster recovery (DR) architecture on AWS, part 1: Strategies for recovery in the cloud

» Verify the resilience of your workloads using Chaos Engineering

* Principles of Chaos Engineering

Chaos Engineering $13&

e

t2d HIC[2:

* AWS re:Invent 2020: Testing Resilience using Chaos Engineering

» Improve Application Resilience with AWS Fault Injection Service

* Prepare & Protect Your Applications From Disruption With AWS Resilience Hub
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https://aws.amazon.com/fis/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/qa.nt.6-experiment-with-failure-using-resilience-testing-to-build-recovery-preparedness.html
https://aws.amazon.com/blogs/architecture/continually-assessing-application-resilience-with-aws-resilience-hub-and-aws-codepipeline/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/verify-the-resilience-of-your-workloads-using-chaos-engineering/
https://principlesofchaos.org/
https://disaster-recovery.workshop.aws/en/intro/concepts/chaos-engineering.html
https://www.youtube.com/watch?v=OlobVYPkxgg
https://www.youtube.com/watch?v=N0aZZVVZiUw
https://www.youtube.com/watch?v=xa4BVl4N1Gw
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/in-place-deployments.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/in-place-deployments.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_automated_changemgmt.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
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https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/canary-deployments.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-configurations.html
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/bluegreen-deployments.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/relnotes/release-2020-05-18-ts-deploy.html
https://aws.amazon.com/iam/
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« AWS Cloud Control API= 7HEH At E0| €l =l Ao FetRE QIZLE e’ = U
== CRUDL(Create, Read, Update, Delete, List) APIZ M8 E URXOI M EE M SELCH.
i Xt= Cloud Control APIE AF&3101 AWS 2! METIE| MH|[AS| £ F£T|E =R
ZE[E &= JU&Lct
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https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/automation.html
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/prebaking-vs.-bootstrapping-amis.html
https://aws.amazon.com/image-builder/
https://aws.amazon.com/image-builder/
https://aws.amazon.com/elasticbeanstalk/
https://aws.amazon.com/proton/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/cdk/
https://aws.amazon.com/cloudcontrolapi/
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+ API Gateway Canary 2 2|A HiZ A
» Create a pipeline with canary deployments for Amazon ECS using AWS App Mesh
« 2%/32! HfXE: Blue/Green Deployments on AWS whitepaperdl M= 2%/ 2! HiZ Mg 73
st7| fet 7= olME dEELICH
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* Leveraging AWS CloudFormation to create an immutable infrastructure at Nubank

- ZEF QL

Implementing an alarm to automatically detect drift in AWS CloudFormation stacks

e

t2d HIC[2:

* AWS re:Invent 2020: Reliability, consistency, and confidence through immutability

HiEZ 2 miX| 20| RS2 2 RHEHHRl Fgo| MHELIC
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https://docs.aws.amazon.com/apigateway/latest/developerguide/canary-release.html
https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/implementation-techniques.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_automated_changemgmt.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/mt/leveraging-immutable-infrastructure-nubank/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://docs.aws.amazon.com/blogs/mt/implementing-an-alarm-to-automatically-detect-drift-in-aws-cloudformation-stacks/
https://www.youtube.com/watch?v=jUSYnRztttY
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« ZCE OtHSHAH XMESIEE ZE 2|ZXES MY Gittt Z2 27| U= 7I&2 7[HeE2E st &
AR AA FE BE| AIAHE A8Fl0{ AA FE U FIEH Q1= (laC) FAHS KA ELICH

o AAIEE AHAUYS T, HAEE A™AStH, HE OlE[HEE MMSIE T K& S8 MH[A 74:
O|E Qe e Z2MEZ MX8l2{™ Getting started with AWS CodeBuild using the console2 &
ZotHIL.

« QR YMET| 42 =5 HEH| o|ESHK| o1 o E 2|7 0| HHEZE X+S3ESk 1 o E 2|70l
Holo|EQ| SEMHE XMElstes HHE MH|A MH: AWS CodeDeploy= Amazon EC2, AWS Fargate,
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https://en.wikipedia.org/wiki/CI/CD
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/fargate/
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AWS Lambda, 2 Z&|0|A M Z2 ChEst AFE MH[A0 CHE AZEQo{ HHEZE X S3HE
LICt. ol248t EtAIE F445t2{H Getting started with CodeDeployE & = 5HMI2.

- HHED HHEAQI ofE2(AH oM L el=Z 2t YO0|EE 2l EelA mo|Z2telg AHS &t K|
& ME MH|A A 2l2|A »ho|Z 2Rl RS 3EHetE ol =& 0| EI=5 AWS CodePipeline AHS

g 124dl EM. REMIE LI 2 CodePipeline AH&AME R ZEHMI2.
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« OPS05-BP04 5 4!
« OPS05-BP10 £ 4!
« OPS06-BP02 Ef|AE HY
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Continuous Delivery of Nested AWS CloudFormation Stacks Using AWS CodePipeline
« APN HE L1: X} S5t & HHE £ 40| dy2 X|HE = U= THEL

« AWS Marketplace: HHZ A} S 3loi| AF2e 4= Qe K|

I

* Automate chat messages with webhooks.

» Amazon Builders' Library: HiZZ & E8{ ot H&

+ Amazon Builders' Library: X|&™ MEtS S8 A& HiX
« AWS CodePipelineEt £IL|77t?

* What Is CodeDeploy?

* AWS Systems Manager Patch Manager

* What is Amazon SES?

What is Amazon Simple Notification Service?

r

b2 HIC|2:

* AWS Summit 2019: CI/CD on AWS
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https://aws.amazon.com/lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_test_val_chg.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_auto_testing_and_rollback.html
https://aws.amazon.com/blogs/devops/continuous-delivery-of-nested-aws-cloudformation-stacks-using-aws-codepipeline
https://aws.amazon.com/partners/find/results/?keyword=devops
https://aws.amazon.com/marketplace/search/results?searchTerms=DevOps
https://docs.aws.amazon.com/chime/latest/ug/webhooks.html
https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments
https://aws.amazon.com/builders-library/going-faster-with-continuous-delivery/
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://youtu.be/tQcF6SqWCoY
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https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/amazon-s3-glacier.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Replication.Redis.Groups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Replication.Redis.Groups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://aws.amazon.com/premiumsupport/knowledge-center/copy-s3-hdfs-emr/
https://aws.amazon.com/products/databases/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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AWS BackupB TSI L2
What is AWS DataSync?

What is Volume Gateway?
APN LI EL4: H14S X|2E = U=
AWS Marketplace: Bigd0i| AFEE = Rl= ME

Amazon EBS AHAF

Backing Up Amazon EFS
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/efs/latest/ug/efs-backup-solutions.html
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» Backing up Amazon FSx for Windows File Server

« ElastiCache for Redis &i2{ 2! 22

» Creating a DB Cluster Snapshot in Neptune

- DB AL MY

» Creating an EventBridge Rule That Triggers on a Schedule
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* AWS re:Invent 2021 - Backup, disaster recovery, and ransomware protection with AWS

* AWS Backup Demo: Cross-Account and Cross-Region Backup

* AWS re:Invent 2019: Deep dive on AWS Backup, ft. Rackspace (STG341)
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https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/backups.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-create-snapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr.html
https://aws.amazon.com/solutions/efs-to-efs-backup-solution/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/backuprestore_HowItWorks.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/es-managedomains-snapshots.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://www.youtube.com/watch?v=Ru4jxh9qazc
https://www.youtube.com/watch?v=dCy7ixko3tE
https://youtu.be/av8DpL0uFjc
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
https://docs.aws.amazon.com/drs/latest/userguide/volumes-drs.html#ebs-encryption
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr-replication-config-for-kms-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr-replication-config-for-kms-objects.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/encryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/encryption.tutorial.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery_Howitworks.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIT.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
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https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup.html#creating-automatic-backups
https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup.html#creating-automatic-backups
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://youtu.be/av8DpL0uFjc
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https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-policy.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/drs/latest/userguide/failback-preparing.html
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https://aws.amazon.com/ec2/autoscaling/
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https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
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HH A{: AWS Fault Isolation Boundaries

Resilience in Amazon EC2 Auto Scaling

Amazon EC2 Auto Scaling: Example: Distribute instances across Availability Zones

How EC2 Image Builder works

How Amazon ECS places tasks on container instances (includes Fargate)

AWS Lambdall 5 ¢4

Amazon S3: Replicating objects overview

Private image replication in Amazon ECR

=22 E|0|E2: DynamoDBE A&t CIE 2T SA

Amazon Elasticache for Redis OSS: Replication across AWS 2|% using global datastores

Resilience in Amazon RDS

Amazon Aurora Global Database Al

AWS Global Accelerator 7H2t K} OFLH A

Multi-Region keys in AWS KMS

Amazon Route 53: Configuring DNS failover

Amazon Application Recovery Controller (ARC) Developer Guide

Sending and receiving Amazon EventBridge events between AWS 2|T

Creating a Multi-Region Application with AWS Services blog series

Disaster Recovery (DR) Architecture on AWS, Part I: Strategies for Recovery in the Cloud

Disaster Recovery (DR) Architecture on AWS, Part Ill: Pilot Light and Warm Standby

b2 HIC|2:

AWS re:Invent 2018: Architecture Patterns for Multi-Region Active-Active Applications

AWS re:Invent 2019: Innovation and operation of the AWS global network infrastructure
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_objective_defined_recovery.html
https://aws.amazon.com/about-aws/global-infrastructure
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/availability-zones.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-benefits.html#arch-AutoScalingMultiAZ
https://docs.aws.amazon.com/imagebuilder/latest/userguide/how-image-builder-works.html#image-builder-distribution
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-placement.html
https://docs.aws.amazon.com/lambda/latest/dg/security-resilience.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/replication.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/Route%C2%A053/latest/DeveloperGuide/dns-failover-configuring.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-cross-region.html
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://youtu.be/2e29I3dA8o4
https://youtu.be/UObQZ3R9_4c
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-ha-launch.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-fs.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
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AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
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AWS re:Invent 2018: How AWS Minimizes the Blast Radius of Failures (ARC338)

Shuffle-sharding: AWS re:Invent 2019: Introducing The Amazon Builders’ Library (DOP328)

AWS Summit ANZ 2021 - Everything fails, all the time: Designing for resilience
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/blogs/architecture/aws-and-compartmentalization/
https://aws.amazon.com/builders-library/workload-isolation-using-shuffle-sharding/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
https://youtu.be/swQbA4zub20
https://youtu.be/sKRdemSirDM?t=1373
https://www.youtube.com/watch?v=wUzSeSfu1XA
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https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Monitoring.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-metrics.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/monitoring_automated_manual.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-observe.html
https://catalog.workshops.aws/observability/en-US/aws-managed-oss/amp/ecs
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-monitoring.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/monitoring-overview.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/monitoring_overview.html
https://docs.aws.amazon.com/efs/latest/ug/monitoring_overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-volume-status.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/xray/faqs/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/understanding-availability.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://catalog.workshops.aws/observability/en-US/aws-native/xray/explore-xray
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https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-subnets.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-groups.html
https://aws.amazon.com/application-recovery-controller/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
https://aws.amazon.com/blogs/mt/establishing-rpo-and-rto-targets-for-cloud-applications/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack
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+ Amazon Application Recovery ControllerE A& 304 RH&l S+

« EC2 with autoscaling
« EC2 Deployments - Multi-AZ
+ ECS Deployments - Multi-AZ

+ Amazon Application Recovery ControllerE A& 304 E2fZ| Xgt

» Lambda with an Application Load Balancer and Failover

+ ACM Replication and Failover

» Parameter Store Replication and Failover

* ECR cross region replication and Failover

» Secrets manager cross region replication configuration

» Enable cross region replication for EFS and Failover

» EFS Cross Region Replication and Failover

* Networking Failover

» S3 Endpoint failover using MRAP

- S30i CHEt 324 2|1 SA MM

« AWSOIM E|™ ZF Folf ZX| & Graceful o 570 CHg x|
» Failover using multi-region global accelerator

Failover with DRS

Zhed of A:

» Disaster Recovery on AWS

» Elastic Disaster Recovery on AWS
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https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://github.com/adriaanbd/aws-asg-ecs-starter
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://github.com/aws-samples/ecs-refarch-cloudformation
https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.failover-different-accounts.html
https://docs.aws.amazon.com/lambda/latest/dg/services-alb.html
https://github.com/aws-samples/amazon-ecr-cross-region-replication
https://medium.com/devops-techable/how-to-design-an-ssm-parameter-store-for-multi-region-replication-support-aws-infrastructure-db7388be454d
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-settings-configure.html
https://disaster-recovery.workshop.aws/en/labs/basics/secrets-manager.html
https://aws.amazon.com/blogs/aws/new-replication-for-amazon-elastic-file-system-efs/
https://aws.amazon.com/blogs/storage/transferring-file-data-across-aws-regions-and-accounts-using-aws-datasync/
https://docs.aws.amazon.com/whitepapers/latest/hybrid-connectivity/aws-dx-dxgw-with-vgw-multi-regions-and-aws-public-peering.html
https://catalog.workshops.aws/s3multiregionaccesspoints/en-US/0-setup/1-review-mrap
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://d1.awsstatic.com/solutions/guidance/architecture-diagrams/cross-region-failover-and-graceful-failback-on-aws.pdf
https://aws.amazon.com/blogs/networking-and-content-delivery/deploying-multi-region-applications-in-aws-using-aws-global-accelerator/
https://docs.aws.amazon.com/drs/latest/userguide/failback-overview.html
https://disaster-recovery.workshop.aws/en/
https://catalog.us-east-1.prod.workshops.aws/workshops/080af3a5-623d-4147-934d-c8d17daba346/en-US
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://repost.aws/questions/QU4DYhqh2yQGGmjE_x0ylBYg/what-happens-after-failover-in-rds
https://repost.aws/questions/QU4DYhqh2yQGGmjE_x0ylBYg/what-happens-after-failover-in-rds
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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AWS Auto Scaling 2/& & 4]

« Amazon EC2 Al =

* Amazon Elastic Block Store(Amazon EBS)

* Amazon Elastic File System(Amazon EFS)

* What is Amazon FSx for Lustre?

* What is Amazon FSx for Windows File Server?

+ AWS OpsWorks: Using Auto Healing to Replace Failed Instances

« AWS Step FunctionsZ FIL|7}?

« AWS LambdaZt FSIIL|77F?

» Amazon EventBridgeEt $217127

« Amazon CloudWatch ZE Al

* Amazon RDS Failover

* SSM - Systems Manager Automation

Resilient Architecture Best Practices

rk

b2 HIC|2:

+ Automatically Provision and Scale OpenSearch Service

* Amazon RDS Failover Automatically

+ Amazon EventBridge& AF&3t™ CloudWatch B2 E£&= CHE AWS A‘ll:ll*ol HEf HEn 22 0|
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e = A&LICH

REL11-BP03 Z& AZM S+ xtS&

179


https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://d1.awsstatic.com/rdsImages/IG1_RDS1_AvailabilityDurability_Final.pdf
https://docs.aws.amazon.com/resilience-hub/latest/userguide/integrate-ssm.html
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
https://www.youtube.com/watch?v=GPQKetORzmE
https://www.youtube.com/watch?v=Mu7fgHOzOn0
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» CloudWatch
* CloudWatch X-Ray
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https://catalog.workshops.aws/resilient-apps/en-US/rds-multi-availability-zone/failover-db-instance
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://aws.amazon.com/route53/sla/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
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https://www.eksworkshop.com/docs/autoscaling/compute/cluster-autoscaler/overprovisioning/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
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« APN IHE L1: LIAS & ANSEE XHE = U= HEL

« AWS Marketplace: LIZR MO A E = U= ®E

* Amazon Builders' Library: Avoiding overload in distributed systems by putting the smaller service in
control

« Amazon DynamoDB API(ZAIEE Z¢iQ! 2! Ho|E{ Z89)
« AWS Lambda &(HEE Zciel L o|E ERIcE 2E)

« AWS Elemental MediaStore G| O|E{ Z &4 ¢!

I3

» Building highly resilient applications using Amazon Application Recovery Controller, Part 1: Single-
Region stack

« Building highly resilient applications using Amazon Application Recovery Controller, Part 2: Multi-
Region stack

» Creating Disaster Recovery Mechanisms Using Amazon Route 53

« Amazon Application Recovery Controller2t £ IL|7}?

Kubernetes Z1IEE Zd|2! 2! o|o|E{ Z&i| ¢l

rk

t2d HIC| 2

» Back to Basics - Using Static Stability

» Building resilient multi-site workloads using AWS global services

ZHe of A:

» Amazon Application Recovery Controller 2 7H

* Amazon Builders' Library: Avoiding overload in distributed systems by putting the smaller service in
control

 Building highly resilient applications using Amazon Application Recovery Controller, Part 1: Single-
Region stack

» Building highly resilient applications using Amazon Application Recovery Controller, Part 2: Multi-
Region stack
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https://aws.amazon.com/partners/find/results/?keyword=automation
https://aws.amazon.com/marketplace/search/results?searchTerms=fault+tolerance
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.API.html
https://docs.aws.amazon.com/whitepapers/latest/security-overview-aws-lambda/lambda-executions.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_Operations_AWS_Elemental_MediaStore_Data_Plane.html
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/blogs/containers/managing-kubernetes-control-plane-events-in-amazon-eks/
https://www.youtube.com/watch?v=gy1RITZ7N7s
https://www.youtube.com/watch?v=62ZQHTruBnk
https://aws.amazon.com/blogs/aws/amazon-route-53-application-recovery-controller/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
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* Amazon CloudWatch
« AWS X-Ray
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https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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« AFE: Amazon EC2, EKS-EC2, ECS-EC2, EMR-EC2

« O|O|E{H| 0| A: Amazon Redshift, Amazon RDS, Amazon Aurora

- AEE[X]: Amazon S3(EHY &¥<d), Amazon EFS(E &), Amazon FSx(Ef &H)
- EC YHEHM: & A Al

TE B

- Yoz oYX o| B REO|MEF A SStE AARIE FSELICE 0| B 718 B & 2™ &t
L7t MHE 32 2 7t8 Y E= 20 ¥ 225 8T E *Elg B SE8 aBHAE Z 2
HIX{SefLICh ChEat 22 ChYet MH[AE AL8sto] MY ElAAR eteEE = et
- 324 2| DNS 228
« MRAP Amazon S3 C}& 2| 2t E
« AWS Global Accelerator
« Amazon Application Recovery Controller
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https://docs.aws.amazon.com/whitepapers/latest/real-time-communication-on-aws/cross-region-dns-based-load-balancing-and-failover.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequestRouting.html
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/rds/features/multi-az/
https://aws.amazon.com/about-aws/whats-new/2018/04/announcing-s3-one-zone-infrequent-access-a-new-amazon-s3-storage-class/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/disable-cross-zone.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_avoid_control_plane.html
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/appendix-a---partitional-service-guidance.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://aws.amazon.com/rds/features/multi-az/
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
https://docs.aws.amazon.com/whitepapers/latest/real-time-communication-on-aws/cross-region-dns-based-load-balancing-and-failover.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequestRouting.html
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/about-aws/whats-new/2018/04/announcing-s3-one-zone-infrequent-access-a-new-amazon-s3-storage-class/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/disable-cross-zone.html
https://youtu.be/sKRdemSirDM?t=704
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https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://aws.amazon.com/blogs/mt/whats-new-in-aws-observability-at-reinvent-2022/
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https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/understanding-workload-health.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/measuring-availability.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/shared-responsibility-model-for-resiliency.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/legal/service-level-agreements/
https://aws.amazon.com/solutions/guidance/cell-based-architecture-on-aws/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/aws-infrastructure.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/advanced-multi-az-resilience-patterns.html
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
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AWS Systems Manager Automation
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« Amazon CloudWatch ZE Al
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AWS Systems Manager Automation

+ AWS Systems Manager Run Command

+ AWS Systems ManagergE AI8304 28 Z2l0|5 55t

« Amazon CloudWatch ZE Al

» Using Canaries (Amazon CloudWatch Synthetics)

» Amazon EventBridgeEt £217127

AWS LambdaZt £SIL|71?
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* Automating operations with Playbooks and Runbooks
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https://aws.amazon.com/about-aws/whats-new/2019/11/automate-your-operational-playbooks-with-aws-systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://aws.amazon.com/about-aws/whats-new/2019/11/automate-your-operational-playbooks-with-aws-systems-manager/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
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. M F il -
I I SRy T <o wEom
Ll I, oS ol M s K ol
= 1o [N N o ol _1 S -
[yil) o _l_ Jl_”—
H| 1o _._w:__n ) _A_I _|__m=._ | Q_o __o_l o . _._.__ U
H¥mag g w < wo & T o ow
Sl = ry A 2 ol o H0 3 < 9 L
5 _._._._ o KV o 110 ol T W_E My oI ol o
| Z K © K — I < ul w\ = & H
S| XX op I ol ™ K o= W ™~ &
dmig = LEg Kgf  EE =
2 ol ¥ S o o K< o 0
| o oE = = = N i = X = KA
ol =1 | KoK =1 04 ol o3 -
- < 1 o kI o K 31 M s
o o Bl 8 = o Ty S g
mE¥®w w  mJto  FRu J X
<~y J. o K © ol o 4 N
04 W o3 ol 2 -5 X = Tl = W — o
FwZ md oo oo o I
Ll m T gl ¢ 1 E._ | —
= X O <0 oI H, 0% 7 = =< u o0 D o o
ILo.ﬂ_. E_E.__/.o .__mawl_h_l _.:.._A.ﬁM |_._A|W_ [ s
S W om~ ﬁ ) =N g P s o 03
R of X K TR 5 =
M A = OF % % T = O =
T K el I o W2 R =]
oW gwm KpK W w g = ol - ol
FoR My gplg o, =z of ol
I - S XL 3 A ;
RINT s woa . 233 A o ol >
e d o wo K- o T @ DE g S 3
Lo o i = L KT K2 w = o =
LN R~ N N T R e 07 i ok o
X ook 2 ol L Zln = = O o
mak mE Ras¥ Hog WK 4935 =
R ool ¢ 2 oo m M <o <+ 0 s - D 7 A &
LT (e T s L T TR o < o o Kool U = &
k< o - NN TE X o T @[ W
THE Mg g halh i o WE B R g oo I
< . Oz lolzg y*o o O 5 ofur
Min B3 MO g T wE.m SRm 2
At Dy LD Wus <od ® W R K
- — __o_l a m >4 < I_|_ e _=._ u _”__H_ = —_ O—- K o o
da@ B THNMK O mI W wl | N = T B d
X bg S o < AT NF T mwddl g g or MR T <
U T sl Usg b A B - R TR Y
ol BLW oy oo I @ SEY TwE pn dma wa o oM .
2 m_u._ okl ol 2 M_ x_. Wil olw o - o, .
SlomMoE @S ol

196

&0 M

04 7H

&LICH o

ol
RA

A
e

S
=

I.
2 o| Ao met AX|LIofR 4 297t St

2|50l ChA HobX|HEL: HISS

e

REL12-BP02



https://en.wikipedia.org/wiki/Five_whys
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» Why you should develop a correction of error (COE)
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« Amazon’s approach to failing successfully

* AWS re:lnvent 2021 - Amazon Builders’ Library: Operational Excellence at Amazon
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https://aws.amazon.com/blogs/mt/why-you-should-develop-a-correction-of-error-coe/
https://aws.amazon.com/builders-library/amazon-approach-to-failing-successfully/
https://www.youtube.com/watch?v=7MrD4VSLC_w
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_manage_service_limits_monitor_manage_limits.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/welcome.html
https://aws.amazon.com/solutions/implementations/distributed-load-testing-on-aws/
https://aws.amazon.com/what-is/application-performance-monitoring/
https://aws.amazon.com/ec2/testing/
https://github.com/aws-solutions/distributed-load-testing-on-aws

OFE{Ad SU% AWS Well-Architected Z |3

* Amazon CodeGuru Profiler
* Amazon CloudWatch RUM

» Apache JMeter
+ K6

* Vegeta

5183

« Distributed Load Testing on AWS

AABIO| SEI8H ZZH0IM of A S HEX| Tt 5iR{pd T2 M L B 5 Z2TMIL ZChE
I BEOM FtoA MBS HyIMoR MBI

FAzcol =eze OHE 5 YRR 0| YBIT o4 SES HOISHE S22 HAE o9l ZE

Fol ME EE of7|R| 2 R WO HEfZ 7oA AR|LIOIS M 5t0od HIIHOE QIR

Ch. 7t A ARILI0ID S EHAEES ZErstod 74 24 Fof Al Y22 =7t S-SR ok, of

7I%| 942 BEHO| LAE HLOIT Y S 24887 OFRE W 90| ST Y 4 Qrts HAS A

g 4+ usLit

Uuxiol ohe| THE:

. =elzg FojLir ALl Hol WM Al Y2} Ao R RS WAlg Holsix| o
aLich

. AN T U o4 EIE Rotol M HOH ARSI e

- AYE FEE XMElsHK| &t e F 7| XM | ‘-|'E|o|'X| of&L|ct.

. 7124 A#S CIUCD THO|ZEtelo| UK E ot HIE Wl ORI ME AsK| ehesLich

. ofit B2 AEEE ZEE 0 T4 NS $ EA A0l AFHLICH

Ol 2 Ab3ll B2lo| O/F: YT 2= 0| =S 2OI5Hy| S5 FOhSE TS EFITQl Mo BT
MR AR BOH WA AOIE B ST HoR A £ laL

REL12-BP04 7t A QIX[L|0J2S 0|R3F =92 HAE o7
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
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https://k6.io/
https://github.com/tsenart/vegeta
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* Principles of Chaos Engineering

» Chaos Engineering: Planning your first experiment

» Resilience Engineering: Learning to Embrace Failure

* Chaos Engineering stories
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Canary Deployment for Chaos Experiments

e

t2d HIC[2:

* AWS re:Invent 2020: Testing resiliency using chaos engineering (ARC316)

* AWS re:Invent 2019: Improving resiliency with chaos engineering (DOP309-R1)

* AWS re:Invent 2019: Performing chaos engineering in a serverless world (CMY301)

* AWS Fault Injection Service

AWS Marketplace: Gremlin Chaos Engineering Platform

Chaos Toolkit

Chaos Mesh

Litmus
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https://queue.acm.org/detail.cfm?id=2371297
https://github.com/ldomb/ChaosEngineeringPublicStories
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems/
https://medium.com/the-cloud-architect/chaos-engineering-q-a-how-to-safely-inject-failure-ced26e11b3db
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https://youtu.be/ztiPjey2rfY
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* AWS re:Invent 2,023 - Practice like you play: How Amazon scales resilience to new heights
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+ AWS Workshop - Navigate the storm: Unleashing controlled chaos for resilient systems

* Build Your Own Game Day to Support Operational Resilience
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 Disaster Recovery of Workloads on AWS
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» Get Started with AWS Elastic Disaster Recovery | Amazon Web Services
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+ AWS Architecture Blog: Disaster Recovery Series
« AWS Marketplace: sl S 70| AAEE = A= ME

+ AWS Elastic Disaster Recovery
« AWSOHIM @2 2E A&l 57 FetREdML SF(AWS M)

+ AWS Elastic Disaster Recovery Preparing for Failover

» The Berkeley/Stanford recovery-oriented computing project

What is AWS Fault Injection Simulator?
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* AWS re:Invent 2018: Architecture Patterns for Multi-Region Active-Active Applications

+ AWS re:Invent 2019: Backup-and-restore and disaster-recovery solutions with AWS

REL13-BP04 DR AIO|E EEE BITOM =8 EE|ZE ZHE]

x40l K3 ST (DR) UAHE +85H2481 DR 21230| 2242l HEf7} ElE
gi0| YITRET} Al B TS KYIHE & ook BLICH 0| SEE FAHEH
&7 7ol YBE QI ClojE U FAS RAIsHok BT

k>
M 1> OH

ot dif: Ml 57 ALOIE S| 7+ I CIO[E{7L 7|2 AlO|ESI SSato ERE W =1

o 7|5 E= HlolE 9|

DR &3t

2F st

REL13-BP04 DR AIO|E = E|™o|M 74 EE|ZE 22|

232


https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://aws.amazon.com/partners/find/results/?keyword=Disaster+Recovery
https://aws.amazon.com/blogs/architecture/tag/disaster-recovery-series/
https://aws.amazon.com/marketplace/search/results?searchTerms=Disaster+recovery
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/drs/latest/userguide/failback-preparing.html
http://roc.cs.berkeley.edu/
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://youtu.be/2e29I3dA8o4
https://youtu.be/7gNXfo5HZN8
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/codepipeline/
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Remediating Noncompliant AWS Resources by AWS Config 7%/

+ AWS Systems Manager Automation

» AWS CloudFormation: AEH 2l 2| A A0 CHEH H|Z 2| A 243 Z K|

+ AWS CloudFormation: X% CloudFormation AEiO| EE|ZE ZI K|

+ AWS Systems Manager Automation
« AWSOIM &3 2ZE M5 S7: St E0MHo| S F(AWS HHA)

« AWSOIM Qlzet 71 #E| £EFMHE F2dsted™ oL A sHok stLtR?

+ Remediating Noncompliant AWS Resources by AWS Config 7+ %
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https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_manage_service_limits_aware_quotas_and_constraints.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_manage_service_limits_limits_considered.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_manage_service_limits_monitor_manage_limits.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/detect-drift-stack.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://aws.amazon.com/answers/configuration-management/aws-infrastructure-configuration-management/?ref=wellarchitected
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
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* AWS re:Invent 2018: Architecture Patterns for Multi-Region Active-Active Applications (ARC209-
R2)
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AWS CloudFormation ti| X|AE 2|

* Quota Monitor for AWS

* Implement automatic drift remediation for AWS CloudFormation using Amazon CloudWatch and
AWS Lambda

* AWS Architecture Blog: Disaster Recovery Series
« AWS Marketplace: X{all S 70| AEEE = U= NS
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https://youtu.be/2e29I3dA8o4
https://youtu.be/2e29I3dA8o4
https://aws.amazon.com/blogs/devops/identify-regional-feature-parity-using-the-aws-cloudformation-registry/
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://aws.amazon.com/blogs/mt/implement-automatic-drift-remediation-for-aws-cloudformation-using-amazon-cloudwatch-and-aws-lambda/
https://aws.amazon.com/blogs/mt/implement-automatic-drift-remediation-for-aws-cloudformation-using-amazon-cloudwatch-and-aws-lambda/
https://aws.amazon.com/blogs/architecture/tag/disaster-recovery-series/
https://aws.amazon.com/marketplace/search/results?searchTerms=Disaster+recovery
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/step-functions/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_graceful_degradation
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_graceful_degradation
https://aws.amazon.com/application-recovery-controller/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_playbook_resiliency
https://aws.amazon.com/disaster-recovery/faqs/#Core_concepts
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_config_drift.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_config_drift.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_adapt_to_changes_autoscale_adapt.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_withstand_component_failures_monitoring_health.html

OF x4 Ad
- oo

| AWS Well-Architected Z 2|2

e

. REL13-BP02 27 SE S48 2ioh Ho|E 27 M2 A8
. REL13-BP03 X3l 27 732 E|AESI0{ T34 &0
. REL13-BP04 AIO|E L gIFoM A EE|ZE 2

Fed

—

r

A:

HO

AWS Architecture Blog: Disaster Recovery Series

« AWSOHIM @2 2E A&l 57 =ML SF(AWS HHA)

* Orchestrate Disaster Recovery Automation using Amazon Route 53 ARC and AWS Step Functions
* Build AWS Systems Manager Automation runbooks using AWS CDK

+ AWS Marketplace: Products That Can Be Used for Disaster Recovery

+ AWS Systems Manager Automation

+ AWS Elastic Disaster Recovery

* Using Elastic Disaster Recovery for Failover and Failback
« AWS Elastic Disaster Recovery 2|AA
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r
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+ AWS re:Invent 2018: Architecture Patterns for Multi-Region Active-Active Applications (ARC209-

R2)
* AWS re:Invent 2022: AWS On Air ft. AWS Failback for AWS Elastic Disaster Recovery
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_disaster_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_config_drift.html
https://aws.amazon.com/blogs/architecture/tag/disaster-recovery-series/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://aws.amazon.com/blogs/networking-and-content-delivery/orchestrate-disaster-recovery-automation-using-amazon-route-53-arc-and-aws-step-functions/
https://aws.amazon.com/blogs/mtbuild-aws-systems-manager-automation-runbooks-using-aws-cdk/
https://aws.amazon.com/marketplace/search/results?searchTerms=Disaster+recovery
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/drs/latest/userguide/failback.html
https://aws.amazon.com/disaster-recovery/resources/
https://aws.amazon.com/partners/find/results/?keyword=Disaster+Recovery
https://youtu.be/2e29I3dA8o4
https://youtu.be/2e29I3dA8o4
https://youtu.be/Ok-vpV8b1Hs
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https://aws.amazon.com/contact-us/
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CHS2 o 2412l 7|0 RF L.

+ Michael Haken, Amazon Web Services2| Principal Solutions Architect

« Seth Eliot, Amazon Web Services2| Principal Developer Advocate

« Mahanth Jayadeva, Amazon Web Services2| Well-Architected, Solutions Architect
« Amulya Sharma, Amazon Web Services2| Principal Solutions Architect

- Jason DiDomenico, Amazon Web Services2| Cloud Foundations, Senior Solutions Architect
+ Marcin Bednarz, Amazon Web Services®2| Principal Solutions Architect

« Tyler Applebaum, Amazon Web Services2| Senior Solutions Architect

 Rodney Lester, Amazon Web Services2| Principal Solutions Architect

+ Joe Chapman, Amazon Web Services 2| Senior Solutions Architect

« Adrian Hornsby, Amazon Web Services2| Principal System Development Engineer
« Kevin Miller, Amazon Web Services2| S3, Vice President

« Shannon Richards, Amazon Web Services2| Principal Technical Program Manager
« Laurent Domb, Amazon Web Services2| Fed Fin, Chief Technologist

- Kevin Schwarz, Amazon Web Services2| Sr. Solutions Architect

+ Rob Martell, Amazon Web Services2| Principal Cloud Resilience Architect

« Priyam Reddy, Amazon Web Services2| Senior Solutions Architect Manager DR

- Jeff Ferris, Amazon Web Services2| Principal Technologist

- Matias Battaglia, Amazon Web Services2| Senior Solutions Architect
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https://aws.amazon.com/architecture/well-architected
https://aws.amazon.com/architecture/
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