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https://aws.amazon.com/developer/tools/
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L

& Ho|E 0|2l Site-to-Site VPN 2142 VPN E{(LHE IP FA) L] IPv4 EEE IPv6 EEHEIE K|
He = A&t £t ©ME HO|EH Ol 2 HE IP =201 CHal IPve FAE K|ELICH REA[E
LH82 2| IPv4 & IPv6 EEiZl AWS Site-to-Site VPN EFHE B XS MAIR.

7H& Z2to|H! HOo|EQ0|0M T& HO|ERO|Z Site-to-Site VPN ©31Z22| L4 HO|ES
= Ql&LICH RFMIEH HE & the section called “VPN 21Z290| CHAF HO|EQ 0| £=5"8 XA AL,

Transit Gateway 6


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpn-gateways.html
https://docs.aws.amazon.com/vpc/latest/tgw/
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_I_

7|2xo = 174 Ho|EQO| C|Hto|AE= EEEE 481 IKE(Internet Key Exchange) &4 Z 2k
AE A|E5t0q Site-to-Site VPN 122 2[8F E{d2 E Alsof &LICt O CHAIAWS 7t IKE B4 Z2
MAE AlEHSlof 8t 242 X|H ST E Site-to-Site VPN (A2 74 E £ QlaLICH XEASH LIS
AWS Site-to-Site VPN E{'d Al S BHHE HXSHAlA2.

QIR B IP A0 IPv6E AI25tE B2 12 HO|EQ| 0| CIHIO|AE IPv6 T4 X|™HE X|stD
IPv6 AEXQIEZ |Psec BH{AE MME £ Qlo{oF gLCt.

1724 HOo|E% O]

o2 7olES0lE 2204 HESZ 0 12 AHO0|E 0] ClHtolA
£ 2|42 Lk 12 A O|ES OIS M8 mf CldtolAof ChEt &
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St AL XA 22 7 HEJH MBS EH dettHez HESZ #E|R7t o] 78 s~ TLICH
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IPve .2 H|O|E 0]

IPv6 2|5 E{'d IPs2t 71 AHEE 12 7O|EHO|E MAME M IPv4 A CHA IPVIPvE FAE XY
gLICH AWS 2| 24 == AWS CLIE AIE35109 IPv6 L2 HO|EQIO|E MAMEE £+ &L|Ct.

Ojo

AWS CLIE At&35t0q IPve L2 HO|ES0|E Hdsted™ Chs BB S AFSELICH

aws ec2 create-customer-gateway --Ipv6-address 2001:0db8:85a3:0000:0000:83a2e:0370:7334
--bgp-asn 65051 --type ipsec.l --region us-west-1

IPvé FAE 12 7H[O|ES O] ClHIO|A Q| QIE{ Bt E0| 7k Bt R & B IPv6 4040k B LICEH

IPv6 VPN ¢1Z

Site-to-Site VPN @122 CI3 IPv6 &2 K|S FLICE.

. IPv4 LIS m{Z10] /&= IPv4 2|F E{E - Virtual Private Gateway(VGW), Transit Gateway(TGW) &
Cloud WANOI|M X[ E|= 7|2 IPv4 VPN 7|s Lt

« IPv6 LHE TiZI0| /= IPv4 2|8 E{ IPv6 - VPN E{d LHO| A IPv6 O Z 2|71 0|M/FE 2 {2 &L
Ch TGW 2! Cloud WANOIA R|RIEILICHVGWHIME RIRIE|X| o).

« IPv6 LHE m{Zl0| = IPv6 25 B - 2|8 E{'d IPs2t LHE THZ! IP 2 50i CH3H IPv6 TAE AIE
gt ™| IPv6 IPv6 OFO|2Bi|0|ME S{EEFLICE IPs TGW L Cloud WANO A X|4EILIC}.

« IPv4 LHE miZ!10| U&= IPv6 2/F E{D IPv4 - E{'" LHOIM BI7HAl IPv4 O Z2|AH|0|ME K| M
IPv4IPv6 2|5 E{'d A X|HE §EELICE TGW 2! Cloud WANOA X| &4 EL|C}.

122 MAISHEIT VPN 212 A
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(oF |
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IPv6e 2|F E{d IPs & IPv6 LI E'd IP2t2| VPN @1AE /dst= CLI B IPs:

aws ec2 create-vpn-connection --type ipsec.l --transit-gateway-id
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+ create-customer-gateway(AWS CLI)
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« CreateVpnGateway(Amazon EC2 # 2| API)

+ create-vpn-gateway(AWS CLI)

* New-EC2VpnGateway(AWS Tools for Windows PowerShell)
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« AttachVpnGateway(Amazon EC2 # 2| API)

« attach-vpn-gateway(AWS CLI)

+ Add-EC2VpnGateway(AWS Tools for Windows PowerShell)
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« EnableVgwRoutePropagation(Amazon EC2 2| API)

* enable-vgw-route-propagation(AWS CLI)
« Enable-EC2VgwRoutePropagation(AWS Tools for Windows PowerShell)
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« DisableVgwRoutePropagation(Amazon EC2 # 2| API)

» disable-vgw-route-propagation(AWS CLI)
» Disable-EC2VgwRoutePropagation(AWS Tools for Windows PowerShell)
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* New-EC2VpnConnection(AWS Tools for Windows PowerShell)
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Internal-facing interface
IP: Your local network address

Customer gateway device

AWS Site-to-Site VPN 1124 HO|EQ|0| C|H}O| A0 CHEF HA Bl E! 74
CHS 2 A2 A QIE{H|O|A (AL 7HS 8 AR)E A235t0 12 HO|EO| CIHIO|AS T M 5t= W

K| oA HRFILICE
Check Point

CHH2 2 Gaia 24 AA L Check Point SmartDashboardE AF& 35104 12 7|o|EH|O| C|H}O|A
(R77.10 O|& 2 A& 3= Check Point Security Gateway C|HFO|A Q! AR)E F M= EHAIY
L|C}. Check Point Support Center2| Check Point Security Gateway IPsec VPN to Amazon Web
Services VPC EME HEE £ &LCH
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AWS Site-to-Site VPN

AR 7H0|E

Eld QB 0|AE FstEdH

34 $IMY S VPN EIlS 495D 2t Efdoll Chal 224 Alo|=RI0] X 7+4F Zatold! Hlo|=

o
ole| ZEIo|E8(LHE) IP FAE
Tunnel #1 EHHO MSE HE
Tunnel #2 EHedol M3 E 2t

HEE MEFLICH F Hmf BHE S ddstcdH 79 US| IPSec
A

o =
MZshe ZRILICH & M) B2 MAI5H2IR T4 1HUO) IPSec

1. Check Point Security Gateway C|HIO|A 9| Gaia ZEHE iLCt.
2. [Network Interfaces], [Add], [VPN tunnel]& A1E4gtL|C}.
3. CHS &xtol M ChSat 20| MEE Fdstn 782 2t2351H™ [OK|E MEdErLICE
* [VPN Tunnel ID]0ll 72| Zf= U=FFLICHO4: 1).
* [Peer]0f 2| 1R O|F S I LICHOA: AWS_VPC_Tunnel_1 E+&
AWS_VPC_Tunnel_2).
« Numbered7} MEHE|0{ QI=X| & QISl 1 Local AddressOl 7#43 T} o] CGW Tunnel IPO]|
XNHEENP FAE UZELICHO: 169.254.44.234).
+ [Remote Address]oll 743 I} O] VGW Tunnel IPO| X|HE IP FAE 23stL|CHod:
169.254.44.233).
Type: 5® VPM-Tunnel
Enabie Fa
Comment
VPN Tunnel
VPN Tunnel ID; 1 :
Peer AWS_WPC_Tunmel_1
@ Numberad Unnumbered
Local Address 165 , 254 , 44 234
Remole Address 189 . 254 44 233
I 6 Cancal
ffezc sts# adeted 7 Oy 67
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4. SSHE S3fl 2ot Ho|ES ol HAZAFLICE 7|0 ofl ME AF83tE B clish BHS
A& o] clishE M@ grLIct,

5. E{d 10l Ciall CtE P ALt

set interface vpnt2 mtu 1436

ool IPSec Tunnel #2 EHo| NMIZE HEZ O| BHAHE BHE 504 F Hul E{ES M
FL|C}.

6.-_rL

]]:OII 0_>|'_

Uy Z2 & FdstedH

Ol HHM= B QUE{H0|AE Sl EEfEE TEE
M ZAZE X|™stL|CH F H e A einl Dol X7 12 AR
27 A XM A T|U HE A2} 2t BlolgoM ML £
Ch E{do| CHE 2 B E ping3tod E{H0| &HS FQIx| &0l15t7| |5 Check Point 740
A5} ofF g LCt.

1.  Gaia ZEO0{M [IPv4 Static Routes], [Add]S MEHEFL|CH.

2. MEUYO| CIDRE X|HELICHOI: 10.28.13.0/24).

3. [Add Gateway], [IP Address]E MEHEILIC}.

4. T8 ool VGW Tunnel IPOI| X|HEIP FAE 25T (0: 169.254.44.233) M &
2?12 xIEgct,

5. [Ping]2 ME4EILICEH

| VGW Tunnel IP MMoi /= IPSec Tunnel #2 Zt2 Al25t0d & il E{'A

6. 7o maoe
3CHA| L 4EHAE BHEELICH M =2 28 X|™& &L .

oi| CHaH

OR2EE 7tsd X etee 74 ot 68
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Edit Destination Route: 10.28.13.0/24 —

Dastinabion. 10.28.13.0/24

Nieod Hop Type: Normal ¥

E¥ Mormak Accept and forward packets
Reject: Drop packets, and send wnreachable MEssages.
Black Hole: Drop packets, but don't send unreachable messages

Ranic

5,
w

Local Scope:
Comment:
Add Gat y
Fing:
Add Gateway = | Eqnt ezt

189,254 44 233 1
169.254 44.5 2

7. X% (Save)2 MEAFILICE.

(][]

S AH

AMEste B9 ZeiAE| CHE F 870l Chsll 22| BHAHIE Hh=EhLICH

ol EtAlolAE 7H4t Zatols! AlO| =R ololl HERY(QI) IP FAES KIH5t04 2 VPN Efidof CHt
HIESIT ZHE MaBLICH LHSO) 0] T S VPN AHRLIEIS 213 214 Alo|=R0l2
F7betLich VPN SHIRIO) RHE| EAIR &S sHe B IB T Madsiof BLICt

1. Check Point SmartDashboardZS 3L|C}.

_

2. [Groups]olM HEAE HFE QY1 [Groups], [Simple Group]2 MEHEILICH Zt L E Q{3 ZK|
o

of Lt &S AMEEY = JU&LICH

3. [Network Objects]0llA ZARIAE H|+& Y1(0tRA RLEZ HE Z2!) [New], [Interoperable

Device]& MEHEILICEH

4. O|Fol ol X|Het OIF 2 =T LICHOdl: AWS_VPC_Tunnel_1 E+&

AWS_VPC_Tunnel_2).

o
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AWS Site-to-Site VPN
[IPv4 Address]oll 2 mtdoi| M|SE 7Haf ZEto|E! HO|Ef{o|2] IF IP F4

5.
(0d: 54.84.169.196). MM 2 XME St CHst & XHE E&LCH
Interaperable Device -AWS_WPC_Tunnel_1 (2 I
:m Inberegpweralde Devics - Gerwsial Progeies
¥ Fo-c:wél Wachne
Mame AWS_VPC_Tunnel_1 Cokor- ([l Black
Pyl Addewas: | 54 B4 165156 Rasshoa o Flarma Domnasmec Address
Py Aideeds
Comment
Praciucts
E Configurs Sanen
6. SmartDashboard0iAM H|O|E0| &84S @1 FtE| 2| 0l M [Topology]E MEHEILICE

MEHSH |}

[

7. QIE{H0|A T4 E 7HX{28{H [Get Topology] 2
T 2CHAO| M et Bl B O

ZEotM M

I
ffo

8. VPN ZHQI B0 £522 Holg Meis

SHEFLICH &g MEfELICE

CHelolisSez

(® Note
& £ & LCH 35X E5] VPN
o YEXT T} T

28t 7|& VPN EHCIE RXIE = US
O ME 22 M2Z2 VPN HZE0M AIS E|HLE MBElE ZAE
VPN =Ml MAAE|X| b= K| ECISHAA|2.

| HE 2 0| EHAHIE HEstod £ v =SS

9. FAM mao| IPSec Tunnel #2 EH&lof A2 E ME £ g
A E Mg |ct
@ Note
EHAEHE M85t 2 EEZX|E WRS T QIEHO|AE E8{AH QEHHO|AZ H
O|gfLIC 7 mdof| X|IHE IP FAE AFSELICH

VPN AR LIE|, IKE & IPsec MM E M

<)
>

O| Et7H|0i| M= Check Point H|O|EQ|O[o|AM ZF ol HIERT AA|(4ZE 28 7tsEt Cld
£ F7I& VPN HFLIEIE M-dELICt IKE(Internet Key Exchange) & IPsec A™E 4E = QU
&Lct
= .

70
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—

Ho|EH ol £ HolM FHE| 2| F 2| [IPSec VPN]S A1 L|CH.

2. [Communities], [New], [Star Community]S ME4EFL|C}.
3. HRLUIE|M o|§2 XIH8t ChZS(0d: AWS_VPN_Star) ZHE| 2| E 0l M [Center Gateways]&
AERSHL[CY.
4. [Add]E MEHSIT &0 HO|EQIO| EE= EE{AEHE HO|EQ| 0| S Fo0i FItEhLct.
5. FtE|n 2| Z0lM Satellite Gateways(?14 HO|E|O]), FIHE MEAS D O|T0f| HMT &35
28 7S ClHto|A(AWS_VPC_Tunnel_1 2 AWS_VPC_Tunnel_2)& &0{ HO|EQ|0| 5§
goi F7tghct.
6. ZHeEll 2| oA [Encryption]2 MEHEFLICE [Encryption Method] EH#04| A [IKEv1 only]E M
EWStLICH. [Encryption Suite] EH-#01| A [Custom], [Custom Encryption]S &4 8t L|C}.
7. OHEt & xtol M ChtEot Zo| &5 S22 F6tn T2 2FE6tH [OK|E MEIFLICEH
« IKE 2ot AZA(1EHA|) £4:
 [Perform key exchange encryption with]: AES-128
 [Perform data integrity with]: SHA-1

« IPsec 2o AZ2EHAH) &4
 [Perform IPsec data encryption with]: AES-128
 [Perform data integrity with]: SHA-1

8. Ftell 2| Z oM [Tunnel Management]E MEHELICH [Set Permanent Tunnels], [On all
tunnels in the community]& ME{EFLIC} [VPN Tunnel Sharing] EH#40{ A [One VPN tunnel
per Gateway pair]& MEHEFLICEH.

9. ZHHIZ 2| # 0| [Advanced Settings]E & &5t 11 [Shared Secret]2 ME{EFLICEH

10. X 8 E{2o| I|of O|F S MEst T WEIES MEE CHF, 74 o] X|HE M 37 7I1E
IPSec Tunnel #1 EHaof 24§t

11. & ¢ HH2ol Z[o{ O|§ 2 MEistT HES MENS CHF, 7 THol| X|HE AT B 7 718
IPSec Tunnel #2 Er§of =4gtLct.
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AWS Site-to-Site VPN

Star Community Properties - MNS_VPN_Star = |
Camneral Shared] Sl
Center Gabeways
Satelte Gatrwes W e iy Shermd Sacred S pll Criea meetoery
[N

Tunnel Warapement
= Advanced Ssiinges
WPH Riouting
MEF [Muliipls Enir
Exchuded Services

Each Exiemal memiber wil harve e folowrg
seoret with &l rieral memhens 1 T CoTELNEy

WFH Pr

2 ] L]
12. 09713]| Advanced Settings ZHEl| 12|01l A Advanced VPN PropertiesE MBSt 1 CH2 14 20|
aMe MBS A2 2t2 5l &ole MEHSH T}
o IKE(1EHA):
+ Use Diffie-Hellman group: Group 2
* [Renegotiate IKE security associations every] 480 [minutes]
« |Psec(2EtA|):
+ [Use Perfect Forward Secrecy] 414
+ Use Diffie-Hellman group: Group 2
* [Renegotiate IPsec security associations every] 3600 [seconds]
date BRI Masten
Ol A= VPCet 24 HERIT ZHo| SAIE 5185t Laty & 2 4e x| #3S AlS
stod MAg FELICH O™ oS HOlES| ol A S AXR|ELCH.
1. SmartDashboardol|l M 70| ESi|0]oi| CHE [Global Properties]& =48t LICH FHE| T 2| EHoll A
[VPN]2 & &3t [Advanced]E MEIEHLICEH
2. [Enable VPN Directional Match in VPN Column]2 ME45t 1 #H7 LIS KT &Lich.
3. SmartDashboard0i| M [Firewall]2 MEi5tD CIS 22 AL 3504 HA 2 MdgLICt
2EC IS HN gleE FH Y 72

ct
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- H+ Z2EES S VPC MENO| 2H HIERA S4E = JUIZ = {8 LICH
- - Z2EES S 2L UESRATIVPC MELD SAME = UT S S FLICH
4. VPN Q9| Moj CHEt HHAE M7 E ¥I [Edit Cell|S Mg LICH

5. [VPN Match Conditions] CH&} 4 K01l A [Match traffic in this direction only]S MEiEHL|CH Z+2t
ofl CHal [Add]E MBSt CtS 1t 22 WE x| 722 Mygstn dMH8 =51 [OK|E M
EHSFLCt

« internal_clear > VPN 7R LIE|(O|F0i| 28448t VPN &4 77 LIE], of:
AWS_VPN_Star)

« VPN 7R LIE| > VPN 7R LI|E]

« VPN HRLIE| > internal_clear

tunnel_keepalive_method &4 #HZ35te{H

Check Point 4|0|E9J|0]= DPD(Dead Peer Detection)E AF&310{ IKE 21Z20| 7}5 SX|ZI= AlZt
2 Algds 2~ Ql&LICH Y7 E{Lol CH3H DPDE F#45t24™H AWS VPN HRLIE|0MH BT EL2
OOHOI: grL|CHBEAl & Z).

7128322 VPN HOIEQ0|2| tunnel_keepalive_method 42 tunnel_testZ MM EL
b, 2t 2 dpd 2 g4Z383HoF & LICt. EfAF VPN HIO|ES0|E Z 735104 DPD EL|E{E 0| 22 FF VPN
7R LIE[Q] ZF VPN HO|EHOl= tunnel_keepalive_method 422 FdaloF gLICH S8

gt Hlo|ES]olof CHal| CHE 2LIER HIFHLIE S 8 &= eigLch

GuiDBedit =T & AF835104 tunnel_keepalive_method £42 AO|0|EE £ U&LICH

1. Check Point SmartDashboardE 11 [Security Management Server], [Domain Management
Server]& ME4FLICE

2. [File], [Database Revision Control...]& AME45t 1 A E HT AHAFS AMHFHLICH

3. SmartDashboard, SmartView Tracker & SmartView Monitor & 2 & SmartConsole &2 E&
L|Ct.

4. GuiBDedit =& AlZFEILICH RFMIEH HE = Check Point Support Center2| Check Point
Database Tool EAME HZSHAAIL.

5. [Security Management Server], [Domain Management Server]& ME{gFL|C}

ZEfs8 ge ered 74 Iy 73
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Fo{l M [Table], [Network Objects], [network_objects]S MEEFLI|C}.

o>|'

— O
7. QLEZ MU FHolM BEE [Security Gateway], [Cluster] Z4&| & MEEL|CH

8. CTRL+FE& F+27{L} [Search] HlF& At&35t0{ CHF tunnel_keepalive_method& ZAHE

9. ofeiZE EHolM tunnel_keepalive_methodOl CHEF ZHEIAE M| FE €1 MR 2 MEHE
LICt. dpd & MEHE CHS 212 MENFLCE

10. AWS VPN AR LIE|of| & El ZF Ho|E9foloi CH3H 7~9CEtH|E Bt=ghL|Ct.
11. [File], [Save Alll2 ME4$tLIC}H,
12. GuiDBedit TT#& Er&LCH.

13. Check Point SmartDashboard€ 11 [Security Management Server], [Domain Management
Server]& MEHEFLICEH

14. ZZAEl [Security Gateway], [Cluster] ZiA|o =& M x|EFL|C}

AtAMIEH HE = Check Point Support Center2| New VPN features in R77.10 EME & Z3SHAMAIL.

TCP MSS EE S & d3}tstedH
TCP MSS 23E2 TCP W{7|X|2| 2T MOHE 3 7|& FA5I04 2! =Z5HE YR LICH

1. CFS CIME{Z|Z O|S & LICH C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\

2. GuiDBEdit.exe I}QE AI&35}104 Check Point Database Tool& 3LILC}.

3. [Table], [Global Properties], [properties]S MEHEFL|C}.

4. fw_clamp_tcp_mssOil CH3H [Edit]S MEAEFLICH 2f2 trueE ¥E5 10 [OK]E ME4EFLICEH

MBI REQ| HHE TF0|M OIS BHE AAsto] Eid YEE &g = U&LIcH
vpn tunnelutil

CHS ol ZAIZlE SMOIM 12 MEIEt0] IKE 122 & QI5t T 28 ME4510{ IPsec Q122 & Qg
L|Ct.

OR2EE 7tsd X etee 74 ot 74
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Check Point Smart Tracker LogE At&3t0{ 0122 Sall miZl0| &3 stE|l=K|T &g &= U&L
Ct. 0 & E0{CtS 2= VPCE 0|S35t= IO B 12 S8l S EIU D LS SHEIRIS S LIE

L

Product BH Securily Action 2 Encrypl
GalewayManagemen Rule i
Date 4Nov2015 Current Rule Number 4-Standard
Time DazZ0 Ruls Hame —
Number 21254 User —
Type E Log ;
Origin cPOW-997695 woe ]
' . Rule UID {0AA18015-FF7B-4650-BOCE-
e | So83EsEeCrol
Source & management_PC Community AWS_VPN_Star
{192.168.1.116) Encryption Scheme  [&]IKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 + PFS
Senvice Methods (group 2)
Protocol e icmp VPN Peer Gateway  AWS_VPC_Tunnel_1
54,84,169,196
Interface [= eth0 P ﬁﬂw L
bproduct T
Source Port e
VPN
2] Metwork
Policy Hame Standard Information service_id icmp-profo
Policy Date Tue Mov03 11:33:45 2015 ICMP: Echo Reques!
ICMP Type: &
Policy Managament cpgw-997695 ICNMP Code: 0

SonicWALL

n

S MiH= SonicOS # 2| QIE{H0|AE AFE 3= SonicWALL C|HFO|A0M VPN E{dE #+M45
£ geg 2oiE Lt

EdE Fdgsted™
1.

SonicWALL SonicOS 2| QIE{H 0|AE Lt
215 Zol M [VPN], [Settings]E =4 ELICH VPN PoliciesOll A Add...& =4 ghLICt.

3. General 82| VPN HAoj| M Ct2 HEE 248t}

N

- YA R B CIE{HO|AE MEISHAAIL.

+ Authentication Method: IKE using Preshared Secret2 AME{gFL|C}.

« Name: VPN 20| 0|§ & L=eLICt 7 ol MSE VPN IDL| 0|2 AL 8Y AE
TEELICE

« IPsec Primary Gateway Name or Address: 743 Tt 2Jofl MIZE 7+4 Z2t0|8! HO|EH| 0|2
IP FAE AFLICHOd: 72.21.209.193).

fe=c ise Bd oo 78 1Y 75
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AWS Site-to-Site VPN AR 7H0|E

« |Psec Secondary Gateway Name or Address: 7|2Zt2 aCHZ ELICH

A=

» Shared Secret: T8 T+Uof| M E M SR 7|18 =& ¥ Confirm Shared Secret0i| Ct
Al J=2dghct.

« Local IKE ID: 224 HO|EQO|2] IPv4 =AE 248L|CHSonicWALL CIHIO[|A).

« Peer IKE ID: 7H4F Z2t0[5! HIO|EQ0|Q] IPv4 FLE U={TLICH

4. Network B0 M Ctg HEE =3gfLICH.

« Local NetworksO|A{ Any address& MEAEFLICt. 24 HE {0 44 E&l|7t 2 Mst= XA

2 X|5t7| /54 ol SMS HEELICH

« Remote Networks0i| A Choose a destination network from listS MEHSHL|CH. AWSO0i| A
VPC2| CIDREZ FA ZHX|E AMAd8L|Ct.
5. Mot oM ClE HEE d=FL(Ct

« IKE (Phase 1) Proposald| M Ct& 4S8 =& gLICt.
« Exchange: Main ModeZ& ME{&tL|C}.
« DH Group: Diffie-Hellman 2 &0i C
« Encryption: AES-128 EE= AES-25
« Authentication: SHA1 EE= SHA25
- Life Time: 288002 /24 LICt.

« IKE (Phase 2) Proposal0i M Ct& &S s eLICt,
« Protocol: ESPE MEHEILICE.
« Encryption: AES-128 EE&= AES-25

Authentication: SHA1 EE= SHA25

Enable Perfect Forward Secrecy = QIZt2 ME4FH ¥ Diffie-Hellman 2 &2 MEHELICEH

s sl
ok
II\I
ﬂllo
.I.I.
o|-
L
1
-
—~
2
N
p—

mo mlo
x
Jm
o
rC
_ITI_

[©2 3N o))

L]
[©23Ne))

Life Time: 36002 /23&tL|C}.

/A Important
2015 10 O|T™ol| 7k4f ZEt0[S! HOIEH0IE W s 42, & EAH 250 Chsh
Diffie-Hellman 21 & 2, AES-128 & SHA12 X|&5lof & L|Ct.

6. Advanced {0 CI HEE =3ghLICt.

« Enable Keep AliveS ME4EILICE

Cfe2C ofsd g8 et 74



AWS Site-to-Site VPN ARt 7H0l=

« Enable Phase2 Dead Peer Detection2 MEHSH & 22 l24stL|C}.

- Dead Peer Detection Intervalof CHall 602 2I24FLICHO[Zd2 SonicWALL C|HFO[A 7} =
S8 4 9l A AZHRILICH.

« Failure Trigger Level0i| CHall 38 I=dgFLICE.
« VPN Policy bound to0l| CH3H Interface X1& ME4EILIC} O|A2 HEZ! IP FA0 Yo
2 X|™EE|l= lEeHolAIL|CE
7. Eolg MESHL|CE Settings T 0| X|0fl A E{'Hofl CHE Enable EQIEt2 7|20 2 MEHSHof &

LItk 58 He Efol 7S Aeielg EHLIC

HI

S

Cisco C|H}O|A: F

UE Cisco ASAE HE|E/AERMHIO| 2E0F X[ LICH O|& Cisco ASAE AR E e HEIE E{'H0|
H

o 3 JHEH QIS 4 USLICH 5 WM B2 A8 4 §1OH CHE ABHHO| B0 & AEHEIL

&t
Ch ol E=5YE A8E e &4 ElId & stLtE Sall VPColl 2 (o] R{o{ofF &Lt

Cisco ASA 9.7.1 O|&f HH2 HE|E/HEIE REE X|HELICL O|H Cisco ASAE MEE M= SAl
of & E{d2 &4ste = JaLItt Ol 3542 AISE M= &4 Ed & stLtE S35l vPCo| 4

Z|oq Qlo{of grL|Ct.
Cisco C|HIO|A Q| AR CISE =&3HoF & LICt

- Q|f QIE{H|O|AE T ELIC
« Crypto ISAKMP Policy Sequence =7t 1R 8HX| &QlgFL|Ct.
- Crypto List Policy Sequence H& 7} 1R 8HX| &QIgrL|C},

« Crypto IPsec Transform Set2} Crypto ISAKMP Policy Sequence?} C|HIO|AO| 2 MHEICIE 2 E
IPsec E{'1t L x|5t=X| & lgfLCt

« SLA 2B #HE 7} TREHX| FQlghLct

- 124 HOo|EO| C|HIO|ALL 24 HIER T AtO|0AM EBHEIE 0|55l
glct
=]

rn
=
4
u
40
om
mjo
-
0x

=2

rr
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AWS Site-to-Site VPN 1124 7|O|E | O| C|HtO|AO] CHE CIREE TtsE
sSY e 74 ot

@

=,
2
=

SES JSPNI-S

Site-to-Site VPN 212 7ol siEst= 24t S Z& st x| t= ™ et S g LM x| 74

=
L2 CIREEE £ JU&LICH.dynamic-routing-examples.zip

Ol U2 UF FE2a0 Rt2| EAIX} 2EE ALSELICH 06§ S04, CtSE ASELICH

« VPN QIiZ ID, T2 HO|ESO| ID & 7t&f =2}0|8! HOIESO] ID Al &t
o HARLIT)IP FA AWS AEXOIE(AWS_ENDPOINT_1 X AWS_ENDPOINT_2)CO| Rt2| E A|X}

T4 Ho|ESO] ClHto|A 9| IEH 2t Y 7S 2IF QEH 0lA(your-cgw-ip-address)2| IP
401 CHet Rb2| F AIRFILICE
ol

ZRE 7| Ztel Rt2| EAIRF (Ol BRE 7))
« IP FA LIF 2| E{dod| CHet od| Al 2k
A

« MTU A& 9| of|A| ZFLC}H.

® Note
MEZ 34 nhol MBE MTU HHS oMY #eluich A8l e A|%0| MTU 2te Mxs

= - =o
= 2o cia M= AWS Site-to-Site VPN 1128 74[O|EQ||0| C|HIO|A S| B E] Aty MME &
M.

U2 K2l EAR 242 AMBste R 2oz CHEE2| AWS Z|T0od| A AES128, SHA1T 2 Diffie-
Hellman & 29| Site-to-Site VPN 212301 CiEt 2[4 7 AFE 2 XI™H35t1 AWS , GovCloud 2[7H0]
M AES128, SHA2 4! Diffie-Hellman 1§ 142| %A @7 A& E X|™HEL|Ct. EE8t °._|§ 2 <lsi Ol2|

FE 7|8 RIFELICH F71 2o & 1 2|F, Diffie-Hellman 1&, Z2t0|8! QIZ M X IPv6e ECHEIS
% St ol X 748 U S +=Z5Hok °.=.*L—IEF.

CtS Ctoloa 2 12 Ho|ES o] ClHto|&0f +HE CHEer 71 240 TiE TR E MSE LI
047[ol= Ei'd QIE{m|o|A IP ZA0i CHEF oiA| Zfof Z&HElLICH.
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samples/dynamic-routing-examples.zip

AWS Site-to-Site VPN

Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 [ IKE security
association Inside IP: 169.254.255.1 Inside IP: 169.254.255.5 association
IPsec security / \ IPsec security
association association
BGP peering BGP peering
Peer: 169.254.255.2 Peer: 169.254.255.6
Remote ASN: 7224 Remote ASN: 7224
IPsec tunnel IPsec tunnel

Internal-facing interface
IP: Your local network address

Customer gateway device

AWS Virtual Private Network 124 H|O|E||O| C|HIO|A 0| CHE 8™ 2l E +4

OS2 AL A QEH 0| &AL 7HSE B9)E AH8stod L AH[O|ES O ClHIO|AE T dstE H 7t
K| Od| M| A RFILICE.

Check Point

Ct2 2 Gaia & £ & 2 Check Point SmartDashboard% At8304 R77.10 O| 4 & A& St= Check
Point Security Gateway C|HFO|AE M4 35t= EHAHQILICEH Check Point Support Center2| Amazon
Web Services (AWS) VPN BGP IHE g = JUsLIC

E'd QB O|AE F g5t

| EAlE VPN EdE ddstn 2 B0l CHsll 224 AHo|E9)o] & JHeh Z2to|8! Ho|ES
olo| Zzto|8}(LHF) IP FAE KSste WULICH X Hm B{dE ddstedd 7 ool IPSec
.l

Tunnel #1 EHloll MBS E HEE AISELICH F i B2 S Md5te{™ £ 1 o] IPSec
A

Tunnel #2 BHoi| MZE ZtS
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1.

set as 65000

T medol 1PSec

add vpn tunnel 1 type numbered local 169.254.44.234 remote 169.254.44.233

£ Sdli 2o Ho|EQ|olof 4Bt 7|2 0| ot Mg AFEStE BR
&5t0q clish2 #HZE gLt
2
o

1S Astod 12 HO|ERO0| ASN(ZZZ AHO|E 0|7t MHEE W M3

Tunnel #1 EHH0| MSE HEE ALE35H0{ & i B0 CHEF B
EHOo|AE MMELICH B0l o) O|§2 RI'FH&LICHO: AWS_VPC_Tunnel_1).

peer AWS_VPC_Tunnel_1
set interface vpntl state on
set interface vpntl mtu 1436

T4 el IPSec

add vpn tunnel 1 type numbered local 169.254.44.38 remote 169.254.44.37

O|E& XR|YELICHOl: AWS_VPC_Tunnel_2).

peer AWS_VPC_Tunnel_2
set interface vpnt2 state on
set interface vpnt2 mtu 1436

7t&h Z2tolS! Ho|ESo] ASNE HEELICH.

set bgp external

set bgp external
set bgp external
set bgp external

l2do| IPSec
L|C}.

X 0X
%

?.
?.

)

0

set bgp external
set bgp external
set bgp external

remote-as 7224 on

A Tunnel #2 EHROf| X2 E MEZ 0| WHS U=l F
MrLCH Edoll 1)

=l ASN AWS)

ol
—

i B A

Tunnel #1 EHdol MBS E HEE AF25to A #Hml| E{'od Ci$t BGPE

remote-as 7224 peer 169.254.44.233 on
remote-as 7224 peer 169.254.44.233 holdtime 30
remote-as 7224 peer 169.254.44.233 keepalive 10

Tunnel #2 EH2lof| X222 HMEE AF25t0{ & Hm| E{Zoi CHEF BGPE

remote-as 7224 peer 169.254.44.37 on
remote-as 7224 peer 169.254.44.37 holdtime 30
remote-as 7224 peer 169.254.44.37 keepalive 10
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8. TEE XMFELICL

save config

AH AH
oo

ol

BGP &%

jo

t24H

OHCHE, AWS7H EZ28 FR2E 7ML S 53{85t= BGP A& BtEL|Ct OH O
O|EQ0|E 2Ad5t0{ AWSE 24 B2 E Znshc},

1. Gaia WebUI0{| A [Advanced Routing], [Inbound Route Filters]E& ME{ELICH [Add]E
1 [Add BGP Policy (Based on AS)|E MEHELIC}.

a8 A

2. Add BGP Policy(BGP &2t 71| & Himl ZE=0lM 5122 1024 AtO[2| gt MEHSt T F tH

m Zeol 7te ZEtolS! HOIEROl ASNE UBFLICHO: 7224).

3. XZE(Save)2 MEHELIC

Z4 OIE{H|0|A ZBE2E HZE 57| I8 BHAQLICH MAX B2 £ = S5 g RE]
ES Eol|l U2 2o L2 Yt AAO| A2 T RHHHES = @ &

Advanced Routing R77 Versions Administration Guide Et#

1. Gaia WebUI0{ A [Advanced Routing], [Routing Redistribution]& ~1E4gtL|C}. Add
Redistribution Frome ME43}t 1 InterfaceS MEAEFLICIH

2. To Protocolof| A 7t2 Z20[5! HO|ER| 0] ASNS MEEILICHOd|: 7224).

3. [Interface]oiM LIS QIE{H|O|A S MEBIL|CH K% (Save)S MEAEHL|CH.

M UHERZ A E HolstedH

I 8, 74 22013 AOISH0lofl HE2(91) 1P F28 RlEeof 2 VeN Efol i U
£9/2 HHE MAHELICH LISl ol LIEHZ ZAE VPN #{FLIEIE 9I2 914 Hol=gol2

FIHELIcH VPN THIQIe| ZtE| EAIRF H & st= Bl OAF L d-&stoF FLICH

1. Check Point SmartDashboardE ¢3L|C}.

2. [Groups]OilA-I 5""5“/\5 HFE Y1 [Groups], [Simple Group]2 MEHELICH ZF HE S
o

(oL |
of SLet &S AMEEY = JU&LICH

3 2|

81
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3. [Network Objects]0llA ZARIAE M|+ & Y1(0tRA 2LEZ HE Z2]) [New], [Interoperable
Device]& MEHELICY.
4. O|Foi 1&tH oM Efdod| X|'det O|F S =T LICHOA: AWS_VPC_Tunnel_1 E£&
AWS_VPC_Tunnel_2).
5. [IPv4 Address]oll 74 mtlof MBS E 714 Z2tol8! HO|ER0[Q] °|F IP FAE =FLICt
(0d: 54.84.169.196). ¥ E M5t CH3t & XHE E&LICH
Interaperable Device - AWS_VPC_Tunnel 1 [ .
::m Inlereperable Device - General Propesies
B "C:r: AWS_WVPC_Tunnel_1 Color- ([l Beack
Pvd Acdrmas: | 5404 165,136 Fasahe for Flarms Donawmec Address
[ Corfigre Sarvan
6. % Fte| 2| FHolA [choose Topology]|E MEHEFL|C}.
7. VPN EHQ BHM S22 Ho|E ME5t 1 2E Aol M et Bl B 28 S 3otM M
EHSrLICE & Qlg MEfgrL|Ct
8. TN mao| 1PSec Tunnel #2 EHHol MZE MEZ ol BHAHE BH=E3slod & Hm HER3
A E HMHELICH
9. HO|IEQO| HELZ A2 0|535+0{ HO|EO| E= E2{AE ZXME Y1 [Topology]E M
EHefLICH.
10. VPN THQ! Bt =522 Zo|E MEHE T 2Bt Aol M A48 Bl Bt IS FotMd M
EHSFLICEH =helE MEdshL|Ct
(@ Note
T8 7|1E VPN EHIQIE2 FXIE 5 &L 5HX[2F E5| VPN EHQI0| RS2 2
IM=E 22 ME22 VPN G40 Al U M3 ElE 3AE D HEQF I} Y
VPN EHQIof| A MAE|X| A=K EHRISHMAIL.
ezc tss 54 748 1Y 82
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® Note
ZBIAEIE ABSHE 29 EE2X|E BT EH0lAE FRIAH QE{HolAZ |
(o]

olgfLict T

—_

VPN AR LIE|, IKE ! IPsec MM E MAMST 2 M5le{H

17 CH3, Check Point HIO|EQ{0|0 M Z Efe| HIESIT AM|(2E 28 7Hs5E ClHIO|A)E F
7+e VPN HRFLIE|IE MG ELICH IKE(Internet Key Exchange) & IPsec MHE 71 8E 4+ Q&L

Ct.

1. HO|ERIO0| £MolA 7tE| 2| F 2| [IPSec VPN]Z2 MEHELICE.

2. [Communities], [New], [Star Community]E E4&}L[C}.

3. FHFLIE|of 0| € X|H$ CHS(0ofl: AWS_VPN_Star) 7+l 2| 20l M [Center Gateways] &
AERSHL[CY.

4. [Add]E MEHSI T &0 HO|EQIO| EE= EE{AEE HO|EQ| 0| S Fo0i FItEhLCt.

5. FtE|n 2| Z0lM Satellite Gateways, AddE MEHSI T 0ol M8t 45 28 7§ ClHHO|

A (AWS_VPC_Tunnel_1 2! AWS_VPC_Tunnel_2)E %0 HO|EHO| S0 =
6. ZHeEll2| oA [Encryption]2 MEHEFLICE [Encryption Method] EH#0{| A [IKEv1 for IPv4

and IKEv2 for IPv6]E ME{EFLICE. [Encryption Suite] EH¥40| A [Custom], [Custom Encryption]
= MEfgrL|ct

® Note
IKEv1 7|5 2| ZA2 IKEV1 for IPv4 and IKEV2 for IPv6 M2 MEHSHOF & L|C}.

Ad

S |7 TS st gelg MetsLic

fjo
ol

74

ok
il

7. CH3t ZRHoiA Ch3 3t 2ol e 535t

« IKE 22t AZA(1EH) &4:
 [Perform key exchange encryption with]: AES-128
 [Perform data integrity with]: SHA-1

 IPsec 29t HAZA2EH) 4.
 [Perform IPsec data encryption with]: AES-128
 [Perform data integrity with]: SHA-1
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8. ZHE|Z 2| F oM [Tunnel Management]& MEAEFLICE. [Set Permanent Tunnels], [On all
tunnels in the community]& ME{EFLICE [VPN Tunnel Sharing] E-#0i A [One VPN tunnel
per Gateway pair]& MEHEFLIC}H.

9. Zte|m2| Z0lM [Advanced Settings]E& & & 5t [Shared Secret]2 MEHELIC.
o

o
10. 33 Hm E{' 0| 1|0 O] & MBSt WElS MENS O, 7 oo XIHE A B8 7I1E
IPSec Tunnel #1 EHof 238t
11. 5 W E{' 22| 1|o{ O|§ & MEstT HES MENSH OIS, 7+ ol X|[HE A 28 7|18
o S

IPSec Tunnel #2 EHlof @IEdEL|Ct.

Star Commumnity Properties - AWS_VPN_Star |l-
é o Shusre] Sl
Certer Gabeways
LA e w
Satelte Gatwwmys 2 Use orly Sharnd Siacest for ol il ey
Erecrpplion
!M "'H__WH Each Exiemal memier wll haive T flcwry
3 *‘-‘-:""':*5 —sang seoret with al meral members 0 T comEUNy

VPH Fioutrg
MEF [Mullgés Erir
Excluced Services
| Srawed Secret
[
e Mode

gl
7310
|

E &
g5
B

Corced

Ojo

12. 04713| Advanced Settings 7}HEl| 2|01 A Advanced VPN Properties& MEH{5I 1 CHE 1 20|

o
£42 T F THS FBSHT Holg MeF LI
o IKE(1EHAI):

» Use Diffie-Hellman group: Group 2 (1024 bit)

* [Renegotiate IKE security associations every] 480 [minutes]
* IPsec(2EtA):

« [Use Perfect Forward Secrecy] 1&4

» Use Diffie-Hellman group: Group 2 (1024 bit)

* [Renegotiate IPsec security associations every] 3600 [seconds]
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O# kg, VPCet 2 HESIS tholl S48 51836t Lot & H &8 x| 7AE AL 5t0d
Y T o a2 ohE AHo|EL ool HAS dRIFLICH

1. SmartDashboard0{| A H|O| E || 0[0d| CHE [Global Properties] & AEH
[VPN]S & %351 [Advanced]S ME{EFLIC.

WF
C
]
Ak
.}
|_
]
o
2
x

2. [Enable VPN Directional Match in VPN Column]2 148} 11 [OK] & MEH S LT}

3. SmartDashboard0i| A [Firewall]& MEHStT CFE 212 AFE5t01 HAE MM e LCt

« e Z2EZE Sofl VPC MEUIO| 2 HERZ S SMUE = UZS s{&FLIC
- U Z2EEE SHEZ UEX{IIVPC MEL D SAE = JES F{SELIC

4. VPN Qo] dof cHt ZHHAE HFE YT [Edit Cell|2 MEHEILICH

5. [VPN Match Conditions] CH3t 4 XFoi| A [Match traffic in this direction only]S ME{EFL|C} Z2HZ}
ol CHall 2712 MEHSIO IS T ZHS HHSF Qx| T2IS AAdslT A 22 simd 20|12 A

=HEFL|CH.
« internal_clear > VPN Z{TL|E[(O|T0i| ATt VPN & HRLIE], of:
AWS_VPN_Star)
« VPN 7{7L|E| > VPN {7 L|E|
« VPN HRLIE| > internal_clear
6. SmartDashboard0l A [Policy], [Install]& &g L|C}.

7. CHst & XtolA HO|EHOIE MEHSt T [OK]E MEisto] S ARIFFLICH

tunnel_keepalive_method &4 & #H335l24™

Check Point H|0|E9J|0|= DPD(Dead Peer Detection)E AI&35104 IKE 20| 75 SX|Zl= Alzt
2 AlE = et ¥F E'doll Cis DPDE F44524% AWS VPN HFLIE|0AM BT+ B2
A5l ok gfLict.

7I2Mo 2 VPN HO|EH 0|2 tunnel_keepalive_| method & M2 tunnel_testZ AYHEL

Ct. ZI% dpdZ gZ@stoF ELICt EAF VPN HO|EQ|O|& =& 5t0{ DPD ZLIE{ 30| 2R F VPN
FRLIE|S] Zt VPN HIO|EQO]E= tunnel_keepalive_method 822 FAJ5H0F &HLICH S
gt Hlo|E<o|of CHal| CtHE RELIER HFHLIEES 8 &= eigLch

GuiDBedit =Tt E AF&35104 tunnel_keepalive_method £4& AUO|0|EE £ U&LICH

Cfe=C Jlsd 55 74 1y 85



AWS Site-to-Site VPN AR 7H0|E

1.

Check Point SmartDashboard& Q11 [Security Management Server], [Domain Management
Server]& MEHEFLICE

2. [File], [Database Revision Control...]|2 ME{5t T HAE H™ ARAFS A MHFLICH

3. SmartDashboard, SmartView Tracker & SmartView Monitor & & & SmartConsole &2 E&
L|C}.

4. GuiBDedit =& A|ZFEILICE RFAMIEH HE = Check Point Support Center2| Check Point
Database Tool EME & E5HAAIL.

5. [Security Management Server], [Domain Management Server]& B L|LC}

6. &% AL 2ol M [Table], [Network Objects], [network_objects] & ME4EFLIC}

7. QQEZ MEH EolM BZE [Security Gateway], [Cluster] ZHX|E ME4EHLICE

8. CTRL+FE& +Z7L} [Search] HF& A&3t0{ CHZ tunnel_keepalive_method& AAMgf
L|C}.

9. otz EHollM tunnel_keepalive_methodOl CHEt ZHEIAE M| F& Y1 [Edit...]E MEIE
LICt. dpd, QIS MENFL|CH

10. AWS VPN 7{7LIE[o]| Z & &l Zf H|o|E9]|olof CHaE 7~9EtH|E BrSEFLICH

11. [File], [Save All|2 ME4gtL|C}

12. GuiDBedit =+ & E&LILCH.

13. Check Point SmartDashboard& €11 [Security Management Server], [Domain Management
Server|E MEHEILICH

14. ZZAEl [Security Gateway], [Cluster] ZiA||o =& M x|&FL|C}

AtAMIEH HE = Check Point Support Center2| New VPN features in R77.10 EME & Z3HMAIL.

TCP MSS 2 E 2 & 43}5tcH

TCP MSS 2™ Z 2 TCP IZ7|X|e| x| MOAMHE 3 7|E& SA5t0{ ! =ZSHE WX LI|CH.

1. CH2 CIMEZ|2 O|S & LICH C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\

2. GuiDBEdit.exe I+2 A& 35t04 Check Point Database Tool2 23L|Ct.
[Table], [Global Properties], [properties]E MEdRFLICEH

4. fw_clamp_tcp_mssOll CH3H [Edit]S MEHEFLICH Zf2 trueZ WHASI D QIS MEdELICEH

E{d & ENE = QlstedH

fezc ist 54 74 iy 86
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HE7RES WHE T F0M CHS BHES AAsto B HEHE &e = J&Lich
vpn tunnelutil

CtE ol ZAIZlE S40|M 12 MEISt0{ IKE 122 2 Qlst T 28 ME510] IPsec R1EE &I
LICF.

Check Point Smart Tracker LogE At&35t0{ @122 &3l IZ 0|
Ct oE E0{CtE 2= VPCE 0|85t A0 EHE 12 Sall ME LU T Y S 3tHE
HL|Ct

ogmo e

Product B Securily Action 2 Encrypt
GalewayManagement Rule 4
Date SNv2015 Current Rule Number 4-Standard
Time 0:42:01 Rule Name _
Mumber 21254 User —
Type E Log '
Origin cpgw-907695 woe ]
' Rule UID {0AA18015-FF7B-4650-BOCE-
Tane SS6SEB5CFOA
Source B Managemeni_PC Community AWS_VPN_Star
(192.168.1.116) Encryption Scheme [ IKE
Destination 0 10281328 Data Encryption ESP: AES-128 + SHA1 « PFS
Samvice - Methods (group 2)
Proiocol 8 jcmp VPN Peer Gateway  AWS_VPC_Tunnel L
54,84 169,196
Interface [= ath0 :'ﬂ‘-"F ;
Subproduct i
Source Port e
VPN Feature VPN
Product Family 12 Metwork
Policy Hame Standard Information senvice_id icmp-profo
Date Tue Nov 03 11:33:45 2015 e
Policy ICNP Type: 8
Policy Management  cpgw-907605 ICMP Code: 0

SonicWALL

SonicOS 2| QIE{H| 0| AE AF2 5109 SonicWALL CIHIO|AE FAIE = Ql&LCH E{d L AJ0] CH
&F XEMIEE LHE 2 AWS Site-to-Site VPN 1128 7{{O|E9J|0| C|HIO|A 0] CHEF H™ & 74 Bt

2 HEFMAR.

| @lE{mo|A 2= Cldto|A0i CHa BGPE TFEE = el&LICh 1 CHdlol BGPEtE MMof M
Al 74 ol MSE BEE XIRS ALSoHor gfLCh.

o
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Cisco C|HO|A: FT7F H

i
T

UL Cisco ASAE HE|Z/AENHIO| ZE0F X|4EFLICH 0| Cisco ASAE AIEE e HE|E E{'H0|
St eHoj| 8 70T Qe & U&LICH & H| E{dE AI2E 4+ Qo™ CHE AEHHIO| E{' 0| E s EIL
F OlH S=ME AEE e &4 E'd & 5tLIE 3l vPCol| 232 Z|oq Qlo{of & LICt.

0Il

Cisco ASA 9.7.1 O|&F HH 2 HE|E/HE|E REE X|HELICE O|H Cisco ASAE AISE e SA
of & E{de &dste = U&LICH o|H S5HEE2 A2 = &4 Bd & stLHE S35l VPColl 914
Z|0q QJoqoF EL|Ct.

Cisco C|HIO|A 9| B CH5E +sloF & LIC

- 2|F QIE{H|0|AE FELICt

« Crypto ISAKMP Policy Sequence #1137} T R8tx| &QlgL|ct.

- Crypto List Policy Sequence #1137t 1R85t x| &QlgL|Ct

« Crypto IPsec Transform Set2} Crypto ISAKMP Policy Sequence?} C|HIO|AM| +HEICHE 2 E
IPsec E{'d1t Yx|St=X| & lgfL|Ct

« SLA ZLIE& HES 7} 1R8HK| &QlEL|Ct.
74 |-

- D74 AHO|EQO| Cluto|Aa %t 2H HELT MO|oA EBIEE O|Ssl= ZE IR 2IREE 74
Lch.

Juniper C|H}FO|A: F7} HE

Cte EE = Juniper J-Series & SRX 1124 H|0|EQ|0| C|HtO|A Q| 74 md of| A|oi| M F Lt

+ 2|F QUE{HO|AE ge-0/0/0.022 X|IZELICH

- B QIE{H|O|A IDE st0.1 Y sto. 28t gFL|ct

)
- U3 3 QlE{m|ojA | 2ot ‘2;'04% AlESLICHTE HE = 712 "untrust" QL E ALS).
A E 7

|2 "trust” WIS ALR).

Windows Server& AWS Site-to-Site VPN 11.ZH HO|E Q0| C|H} O]
AR FY
Windows ServerE Aldist= MBHE VPC2| 12 HO|EO| CIHIO|AZ FAE £ Q

EMAE AH83t0{ VPCO| EC2 QIARA = HE O] M0l A Windows Serverg &
MR = Windows Server 2012 R2 0| % H{Zof sHE &LCt.

>—

174 7{|0|E9)0| C|HIO|AE Windows Server Tt4d 88
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=

LS

« Windows QIAEA M

« 1EHA: VPN @12 MM 2l vpC 7
« 2EHA|: VPN ¢4Z40| M m CIRZE

« 3EtA|: Windows Server 743

o ATHAH|: VPN E{E M

« 5EA: &S SE AHO|EQOl HX| EHSt

- 6t VPN A Z EHAE

Windows QIAEIA 1M

Windows AMIO| A Al&is EC2 QIAEIAO| A Windows ServerE F+A35tE A<, Ch=Sat ZHo| &t

. QIAE{AQ]

e

2/ =S HIg gtk

1. https://console.aws.amazon.com/ec2/M| A Amazon EC2 2&& ¥ L|C}.

2. Windows QIAEIA S MEAFE CHS [Actions], [Networking], [Change source/destination check] &
MEASFLICE [Stop]2 MEHEF CHS [Save]E MEHELICH

M

4. HER|F o{HEE MBS T (QIAEA SO [MEF Amazon Elastic HHIE 3 0{=HE] EE= Intel
82599 Virtual Function® 4= /), CH& 2 2 [Actions], [Properties] S M= gfL|C}.

5. [Advanced] B{0{| A [IPv4 Checksum Offload], [TCP Checksum Offload (IPv4)] & [UDP
Checksum Offload (IPv4)] &8 2 HIE 8358t CHS [OKIE MEfErLICE

ekt QIABIAQL oAZ4ErL|Ct KFM|EH LI 2 Amazon EC2 AHE AT

o
AESMR. 0l FAE 7|28 SLICH 12 HO|=R0IE Mg mo| F

. QIAEIAO| Hot I8 FA|0|M OFRHIEE IPsec EFHTE H{SSHER
o

|
izl sigerLich stxIEH 2ot 289l olRHtRE T

In
Im
ru

= 0{0F ErLCh.

20| <
IPEZE2EEZ 50, IP ZEEE 51 2 UDP 50001 CHt IPsec EEHE Q| O} 2HIR2E
u]



https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
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Windows QIAEIA T} 2|8t U E R3O CIDR HIE Xo{ELICHod: 172.31.0.0/16).
15t VPN 32 4 2 vPC 7

t2d®d S Zhol stk ElLct.

o

VPCOI A VPN @122 Aind

1. Virtual private gatewayE 2435t0{ VPCOi| 42 LI|Ct. RtA[EH LHE2 7t4 Z2t0o[E! H 0| ES O]
MH S HTSHAAIR.

2. VPN 2141t M 1124 HO|E90|E Bt&E LlEP 174 Hlo|EQ0|e] B, Windows Server2| I{&E 2]
IP FAE XIHELICt VPN 20| B2, 1 2t &S MEIEt CHZ Windows ServerZt 2| x|t Ll
E2/3 2| CIDR He|E =dFLIchod: 172.31.0.0/16). REMIEH LI 2 5EHAH: VPN 9473 A B

VPN @142 MMs Floll= VPCE #4501 VPN d4E S8t 412 g -dstehLct.
VPC 7

* Windows Server®t S48 QIAHAS A|Ef5t7| 2fs VPCOIM Z2to|s! MESE BHELICHOA
HE BR). AME L8 2 VPCUHIM MESI BIET|E H R StAMIR.

(® Note

Zatols! M

By olE Ho|EH o]z et EEIX| &= MEHILICE o]l MELIS| 2t
2ol tisiM= Cts &

& E=o0il d¥xlof U&LICH

» VPN dZ0f| CHE 2t & E|0|2 YO|0|E:
- Zato| MEY ol 2t ElO|20 THe =
E2{3(CIDR HP)E Y FLZ st= B2
BMoetE Elo|E0 B2 7t & 2128

2to|d! HO|E 0|7} CHAMO| L Windows Server2| U
E FJtgtict REMIEH LH2 2 Amazon VPC At A
Elo|20| M BZE K72 XM,

0x
fjo
i
0x
1ol
]IOI'

Ch. RbAIEE LHE2 (7F4 ZELo|8! Al

FL
A RSHA A2,

. 7Hs Zato|%! Ho|Eolol CHE BT &
x =

0
s
0
Yon
1l
L
nio

O|E<o]) 2t & EIO|E0lAM Bt E T P2 £
- VPC2 HER{3 AlO| S22 5185t QARHAS| Eot OFS BtELIC
- HER32| QlHI2= RDP &= SSH HAM|AE &5t &S FIIHELICL 0|& S8 HES
30 VPCo| QIAEIAO HAAY £ U&LICE o E E01 HIERXZ S| HAFE{7t VPCE| Linux
QUAEAN HMHASIEF 5185247 SSH F&of CHal HES LHER/Z 2| CIDR B2
172.31.0.0/16)2 AHer QHIRE &8 HMELICH AFME LHE 2 Amazon VPC ALE HH

MeolvpCol Eot I 52 HESHML.
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https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html#AddaSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AddRemoveRoutes
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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. YEQT 0| QIHHRE ICMP HHAE 5183t 2 %7}
ofl i VPC2| QAEIAE pingstod VPN 9178 BIAEY % U LT

1. https://console.aws.amazon.com/vpc/HlA Amazon VPC E2&& LI}
2. M Z 0| M Site-to-Site VPN 21Z3(Site-to-Site VPN Connections)2 MBI L|C},
3. VPN ZZS EEt & FHORECE MEELICH
4. BZUNE [Microsoft], Z2HZE 2 [Windows Server], AZEQ|0{= [2012 R2]E MEHSH £ CIRZ
CE MEiErLICH IHYE AL MEE = J&LoH
T8 mhdol= oS o Xe fASH HE MM0| 2 E|o] U&LICH o] HE= ZF E{dof CHal &F B4
H

& B EAIELCH

vgw-1la2b3c4d Tunnell

Local Tunnel Endpoint: 203.0.113.1

Remote Tunnel Endpoint: 203.83.222.237

Endpoint 1: [Your_Static_Route_IP_Prefix]
Endpoint 2: [Your_VPC_CIDR_Block]

Preshared key: xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE

Local Tunnel Endpoint

VPN & BHE [ 224 H[o|ES ool CHal X|E 8t IP FAQL(CH

Remote Tunnel Endpoint

Endpoint 1
VPN 422 2tE I 1 2B =2 X[HE IP ™S AL VPCO| AMASHY| @8 VPN AZEE AHE
SIS S E HESI S IP FA/LICH

N
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https://console.aws.amazon.com/vpc/
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Endpoint 2

7t Z=etolH! Ho|Efolol| 12 E VPCo| IP F4A B ?|(CIDR E5, 0i: 10.0.0.0/16).
Preshared key

Local Tunnel Endpoint %! Remote Tunnel Endpoint Z'IPsec VPN 244& +&5l& O

ANEE AH SR 7.

VPN ¢1Zdo| U8 2 F E{dg B F FAstE 20| E4LICH 2 BI'd2 VPN @4Z42| Amazon Soi| Q!

=
= HE ol VPN &AlI7|ol AZELICH §t ol StLtol BB ASEIX|BH 3 R E{' ol FHof7} 2 A
g AR XS F Hm| E'2o| AFSELICH o|2{8t E{'d 0|F &t 2 C|Hto|A FoH Alof = X|&ZQl
JteMe 2t 2 olAL|C} B tHof siLtol E{d Dt AF2 E|2 2 Amazon VPC 2& 0= E{d sLE7}
s EX|E Ho2 EA|IE|H, Of AMOIFHYO0IBER EHE| ZX|E FE E7It elaLct

F 7Hel Bfdo| & HEfol A ClHtO|A FHof7} Y lstE B AWS VPN 20| 2 & Lol 7hef &
2to|! Ho|EQolel & Ml Bid = AtS2 = Fof ZR|ELICH 53] 12 AHo|ES O] C|HIO|AE T
Mehm = 7Hel E{dg 7 85tE Wol L Lct

(® Note
2= 7H&F Z2tol8! Ho|E<ofof CHEt H7| &X| #EIE AWS =& fLICt o] fX| &2
Moz Qla| B2 Alzh S2 VPN 2Ee| & Eld & stLtvt HIZ EEHE =+ J&LIC o] RX|
242 £33 SO VPN 2H2 F W E{dE XS Frof ZAIELICH
CRZE 8t 74 1o M IKE(Internet Key Exchange) 2! IPsec SA(Security Associations) 221 Z7}
HEE #elg = /&Lt
MainModeSecMethods: DHGroup2-AES128-SHA1l
MainModeKeyLifetime: 480min,@sess
QuickModeSecMethods: ESP:SHA1-AES128+60min+100000kb
QuickModePFS: DHGroup2
MainModeSecMethods

IKE SAL| &t5 5t 2l 2ls g2 é 2IL|C}. O|l= VPN @dZ42| &3 M%& 0|, Windows Server
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MainModeKeyLifetime
IKE SA 7| =& F7|ILICt. 0]Z30]| VPN 49| £H A% 0|, Windows Server IPsec VPN ¢4
Zo| 7|2 MH™o|7|x &uct.

QuickModeSecMethods
IPsec SAS| &t 535t A 215 ¢ 2|EQILICH Ol= VPN 49| 3 M 0|, Windows Server
IPsec VPN @1Z29| 7|2 M™o|7|x &hLc}.

QuickModePFS

IPsec Ml4401l CHEH OFAE] 7| PFS(Perfect Forward Secrecy)E AFE35HE Zd0| E&LICH.

3EHAH|: Windows Server +43

VPN E{d 2 M5t 7|0f & A, Windows Serveroi 2t E! L 2174 HAM| A
alioF EfLICH Ol S A ALEAtE LIERZ | 2lAaA0 HMAE = A&LICH

BHRE W 7 HAA MHlA M| Y

1. Windows Serveroll 221 918FL|C},
2. [Start] HIF2 0|5 3}04 [Server Manager]& MEEFL|C}

3. BIRE I M7 AMA MHlA ML

a. [Manage] I+ 0ilA{ [Add Roles and Features]E MEHELICH.

b. [Before You Begin] HO|X|0{| A M7} MAX @7 ME S SFst=X| 2 e F [Next]E =4
ghlct.

c. [Role-based or feature-based installation] S ME{ S+ CHS [Next]S ME4EFLICY.

d. [Select a server from the server pool]Z} Windows ServerE ME{SH C}S [Next] S MEHEFLICE.

e. SE=0i A [Network Policy and Access Services]2 MEHEFLICH EAIZ|E CHEF A XHol M [Add
Features]& MEi5I0{ O] W&ol R 7152 =flgLIct.

f. SYUs S=olM 2H AMA, CHEe MBI
g. [Select features] H O|X|0{| Al [Next]& MEHELIC.
h. [Network Policy and Access Services] H O| X|0{| A [Next]S MEHEFLICE.

[Remote Access] H O X|0{| A [Next]E MEHEILICH CtF M| O|X|0i| A [DirectAccess and VPN
(RAS)|2 MEHEILICE EAIZ|= CHSF 4 XH0l M [Add Features]& 41EH5104 O] 38 MHH|AO|
ZIQE 7|s2 ERIFLICH SUSt SF0{ A [Routing]Zt [Next]& Xz 2 MEAEFL|C
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j.  [Web Server Role (I1S)] HO|X|0f| A [Next]E MEARFLIC} 7|2 MEHE OCHE F 10 [Next]E
MERFL|CE.

k. MXIE MEAFLICH M7t 22 E|H[H7](Close)| & MEELICE.

otee 2 4 HMA MHE Fdste{H

1. OCHAIEE=0{ M [Notifications](Ze otO|Z)E MEASfLICH HIE & FEE 2= 5t7| fI8 2ol U
0{0F gFL|C}. [Open the Getting Started Wizard] @328 MEfEFL

2. [Deploy VPN only]& ME{FFL|C}.

3. Routing and Remote Access(Z2t2 2 & &7 AAM|A) CHEt &R0 AMEH OIS
Configure and Enable Routing and Remote Access(Bt& & ¥ BMA T4 U M3}
|2 MENSFLICH

[Routing and Remote Access Server Setup Wizard]2| 33 | 0| X|0| A [Next]E MEHEFL|C}.
T HO|X|olM AR} XIHE 7, TS S MEiEhLCt

LAN 2te €, oh, 22 8 Mg

N -

[Routing and Remote Access] CH&t & At7F LIELFH [Start service] & AEHEFLICY.

4CHAH|: VPN E{g M

VPN /g FHSIe{HCIREEs 7 nl ol Z&E netsh AT EEE ASE 2T 1,
Windows Server AF& X} CIE{H|O|AE AIS 5t WHE JU&LICEH
/A Important

IPsec M|A0i CH3H OFAE{ 7| PFS(Perfect Forward Secrecy)2 AFE35tE 20| 4L

Ct netsh A REE MY TS MEHSIH PFSE & M35t oteto|e7t Z&E LCH
(gmpfs=dhgroup2). Windows AtE At QIE{H|O|AE ALE35H PFSE &3t == &Lt
Ol BHEES ASstod gdstatoF &Lct

=4
« M 1:netsh AT EE AH
« =44 2: Windows Server AHE X} QIE{H[O|A AIE
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2M 1: netsh A3 Z|E AlSH

CIRZ2C 8t T4 120l A netsh AT ZIEE SASH & 448 WA|&LICH CIS2 oK A3 EQIL
CF.

netsh advfirewall consec add rule Name="vgw-1la2b3c4d Tunnel 1" 2

Enable=Yes Profile=any Type=Static Mode=Tunnel #
LocalTunnelEndpoint=Windows_Server Private_IP_address *
RemoteTunnelEndpoint=203.83.222.236 Endpointl=Your_Static_Route_IP_Prefix "
Endpoint2=Your_VPC_CIDR_Block Protocol=Any Action=RequireInClearQut ~
Authl=ComputerPSK AuthlPSK=xCjNLsLoCmKsakwcdoR9yX6GsSEXAMPLE *
QMSecMethods=ESP:SHA1-AES128+60min+100000kb ~
ExemptIPsecProtectedConnections=No ApplyAuthz=No QMPFS=dhgroup2

Name: &% 0|&(vgw-1a2b3c4d Tunnel 1)) ¥stE OIESE HIE £ U&LICH
LocalTunnelEndpoint: HIE 23 0{| A% El Windows Serverl| Zz0[8! IP FAE l24&FL|CH

Endpoint1: Windows Server7} A€l IE9|3.9| CIDR 2= LIchodf: 172.31.0.0/16). 0| g2
A2 E*E SaUch

Endpoint2: VPC EE= VPC MEW | CIDR E5LICHO0{: 10.0.0.0/16). O| gtE EMLZSE(ME |
&LCt.

Ct. (Ol A& AtEsHH ':c'i'

E A L
.) O] VPN 29| = Hm VPN E{d2 A
= £ gt ghLct.

Windows Server2| &3 E%
2Z oA HIAEES MEHSO]
H

Hu
x
I>

Mot 24 ol M £

xHOS
1

OFx|2d Windows &3t 24 EHo 2 o|s & LCH

mo

netsh IL}2+O|E{0i] CHSF XFMIBH 2 = Microsoft TechNet Library2| Netsh AdvFirewall Consec H& &

SE YIS

=M 2: Windows Server AF2 A QIE{H| O|A A2

Windows Server AF& X} CIE{H|O|AE AFSSHAE VPN EHHdg AdYE &= U&LICH.

/A Important
Windows Server A& Xt QIE{H| O|AE AtE 5104 OFAE] 7| PFS(Perfect Forward Secrecy)&
g M3le =5 G&LICH ObAE 7| PFS(Perfect Forward Secrecy) & A35t0i| MHE CHEZ HH
£ A&35t0o{ PFSE & d3lshof gfLct.
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=
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+ VPN E{o| Hot F& 714
kO

. Eid 74 2ol

« OFAE{ 7| PFS(Perfect Forward Secrecy) & A5}

« Windows &3}8d 3144

VPN Efidol Eot 74 74
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VPN Efido] Hot 7]

1. =

M

—

2. [Connection Security Rules], [Action], [New Rule]2 xI&i|2 MENEHL|CH

XHE Q11 [Tools]E MEHSH CHZ, [Windows Defender Firewall with Advanced Security]
L|C

mn >

oo

o U

—_

3. [New Connection Security Rule] O A2 [Rule Type] H O| X0l A [Tunnel] 2! [Next]E X2 2 4
EHSL|CH

4. E{d £& 10| X|2| What type of tunnel would you like to create(X43& E{d &)l AL X K|
M FdE MENEFLICE Would you like to exempt IPsec-protected connections from this tunnel(O|
E'0i M IPsec 22 1AE XI5t A& LITHIAM 7[&22t2 MEHEI CHE No. Send all network
traffic that matches this connection security rule through the tunnel(0tL|2. 0| 214 £ ot 7|1}
Uxete 2E HER3 EAHEE HIE S S LICHE I02 510, Ct& S MEIgLICH

Il

rx

5. Requirements & 0| X|0f A Require authentication for inbound connectionsE& &4 L|C}. Do not

establish tunnels for outbound connections 2! NextE x}&i| 2 AMEHSHL|C}.

6. [Tunnel Endpoints] H O|X|2| [Which computers are in Endpoint 1]l A [Add]E AMEHE}
L|Ct. Windows Server 1174 HO|E%||0| C|HIO|A F{of /= HERZ 2| CIDR HL|(A:
172.31.0.0/16)E =5t =202 MEHRFLICEH B2lol 12 HO|ES| o] ClHtO|A L IP AT}
ZaE 5= &Lt

7. [What is the local tunnel endpoint (closest to computer in Endpoint 1)]01| A [Edit]& AME4gFL|C}.
[IPv4 address] Z=0i Windows Server2| Z2}0|E! IP FAE Q248 C} S [OK]E MEHSHLICE

8. [What is the remote tunnel endpoint (closest to computers in Endpoint 2)]0| A [Edit]E MEHE
LICt. [IPv4 address | 2E9| 7+ mtQof|A E{2 101 CHEt 7+4F EtO|8! HIO|EQ0|2] IP F+4
(Remote Tunnel Endpoint & ZX)E 245t [OK]E MEHEFLICE

4CHAl: VPN E{d M 96
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/A Important

Ei'el 20f T3 O] Z2HIAS ¥HE s 2 Efid 20| A= EQIES

9. [Which computers are in Endpoint 2]0| A [Add]& ME4ELICE. [This IP address or subnet field] 0]

H=22 olzds}
=212 H 1=

VPC2| CIDR CtS [OK]E MEfgfLCH.

/A Important

CHEE & RFof| A [Which computers are in Endpoint 2]7} Lt 2 [ X| A E

AEE =+ U&LICH

CHHZ 2628 £ [Next]2 ME4SEH0F AHof

e
Tunnel Endpoints

Speciy the endpoirds for the IPsec tunnel defined by this e

Mew Connection Security Rule Wizard

Which computers are in Endpoint 17

Steps:
s R Tone 17231.0.0716 A
Turnel Type
Requiremernts
Turnel Endpoints
wihertieston Mathe What is the local tunnel endpoint (ciosest to compulers in Endpoint 1)7
@ Profile .
I |Pv4 address: |172.3' 13136 [ Edit._ ]
@ Name )
|PvE address: |
[] Apply IPsec unnel autharzation as specified on the IPsec Seftings
tab of Windows Frewal with Advanced Security Properties.
What is the remote tunnel endpoint (closest to computers
in Endpoint 2)?
IPvdaddress: (54 240 204 89 ' Edt..
IPvE address |
‘Which compulers are in Endpoint 27
10.0.0.0416 [ Add ]
[ <Back || Net> |[ Caxcel

10. MH0| 25 SHIZ2HA XIHEREX| &Qlst £ CSS MEIEFLICH

11. Authentication Method(2!& &'H) H|O|X[o|M T2 E MEAStT

12. [First authentication methods]o|A{ [Add]E MEHEtLICT.

afjok gfLiCt. ol

4AEHA|: VPN E{d M-
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13.

14.
15.
16.

17.

Dl2| SR8 718 Mestn 74 US| ALM B9 7| 24 UE F OIS MeyErLc

/A Important

E{'d 20f CHall o] Z=M|AE =8 F2 B 29| AIX 7 7|& M=islof gfLICH.

g
mjo
x
Jm
ﬂ
Pa
ro
~foi
(o)
2
mjn
rx
Jm
o
rC
[ul

[First authentication is optional] =

Next(CtZ)E MEHELIC.

= 2 E 0| X|of| A Ml 7He| =l TRl HIS7H, S7HE 25 MEEILICH Next(CHS)E M=
sH_|C}
[0 I%(Name)] I O|X[olA 244 7% O|&(0dl: VPN to Tunnel 1)2 /248t % [OFE(Finish)]2

QI B8 B st T 1hof A Efd 29) HlOJE{E RIEHLIC

Ol T2 22 5He VPN @4Z00f Chal 2742] Efdo] 2 AEILIC
Bl 74 20l

B 7

ot

Felsted™ ChE S8 &L

ME{ B2[XFE €10 [Tools], [Windows Firewall with Advanced Security], [Connection Security
Rules]E A2 ME4EFLICY.

& E{'oll CHall ChS AFEF S = elgfuict

« AHE0|YesZ MHH
« [Endpoint 1]2 HIEX3 2| CIDR EE IL|C}.
. [Endpoint 2]= VPC2o| CIDR & QlL|C}.

« QI& EE7t Require inbound and clear outboundZ EEH

- OIF WE0| CustomZ MM E
« AEZOQIE 1 ZEJ} AnyE HXE
. dlEEQIE =

r

|K

Hu
L
m T
o

A | 72l MENSE D [Properties] 2 ME{EFLICH
Q15 ROl ol M ALK} X|H 2 MEIFLICE X #Hml 21F Edol E'goll CHEt 74 ool 2
HIE M™ 37 717F Z& /o] QU=X| &It Chg &elg MEIgLIC.
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5. [Advanced] 20X [Domain], [Private] 2! [Public]O| 25 MEHE|0{ Ql=X]| & QIgrL|Ct,

6. [IPsec tunneling]0il A [Customize] & ._E—E. LICt. IPsec E{'E0| CtZot 20| AHE[0] AU =X| &l
51 [OK]E& ME4Et CHS [OK]E CHA| MEHGLO] CHE A RHE B &LICh.

« [Use IPsec tunneling]O| ME{E|o{ Ql&LIC}
« [Local tunnel endpoint (closest to Endpoint 1)]0l Windows ServerQ| IP A7 L& k[0 U&L
Ct. 024 HO|EQ0| C|HO|A T} EC2 QIARAQI B QIAEIA S| ZEtO[E! IP FAT} ELICH
« [Remote tunnel endpoint (closest to Endpoint 2)]01l 31 E{'=9| 7t& Z2}0[H! HO|ES0] IP
FA7t ZeE|o] Y&Lich
7. 5 Hm ol S48 uct. o] E{'ol CHal @l 4~7EHE gt=ELICt.

OFAE] 7| PFS(Perfect Forward Secrecy) & 433}

£ AE35104 OtAE| 7| PFS(Perfect Forward Secrecy)E & A38He = Q& LICH AM X QIE{ T

AL&3tod 0] 7|sE EdEtE + &L

OFAE] 7| PFS(Perfect Forward Secrecy)E& & 433} 5l24

1. Windows ServerOfl M Ml HE ZE T E FE LCH

=
2. OIS BHE UHAFLICE 047|M rule_name2 X Wi 14 2|2 M3 e O|§2 = HiELICH

o

netsh advfirewall consec set rule name="rule_name" new QMPFS=dhgroup2
QMSecMethods=ESP:SHA1-AES128+60min+100000kb

mjo
OH
rok
o

3. & tHmi E{do] CHsl 2EHHIE ErSELICt O[#Ho|E rule_nameE F #HMi 2142 # =22 |

EoZ HfEL|C}H

Windows &3t 74

MEo| Hot 738 et F 7H4 Z2to[8! HO|ES0IE A8 Y = UEF 7|2 IPsec dHE 7+

gFLICH.

Windows 382 T dste4H™

1. MH{ Z2|XHE @1 [Tools]& MEHE LS, [Windows Defender Firewall with Advanced Security]
E MEHSt T [Properties]& A48 LICH.

2. [IPsec Settings] 2| [IPsec exemptions]0| A [Exempt ICMP from IPsec]O| [No (default)]2!X| 2
QIBFLICE. [IPsec tunnel authorization] Ol [None]@!X| & QI&fLIC}.

ACHA|: VPN B A 99



AWS Site-to-Site VPN AR 7H0|E

10.

[IPsec defaults]0i| A [Customize]E ME4EFLICH.

[Key exchange (Main Mode)]ol| A [Advanced]2} [Customize]E Atei| 2 MEHEHLICE

Customize Advanced Key Exchange Settings 2| Security methodsHA & #Hmf &= ofl CHal CHS
o 22 7|22fol AEEIREX] EHlEL

* Integrity: SHA-1

» Encryption: AES-CBC 128

» Key exchange algorithm: Diffie-Hellman Group 2

* [Key lifetimes]ol A [Minutes] 7} 4800| 1 [Sessions]7} @Q!X| & QIEtL|Ct

Ol 42 7d w9l 5 &=oi siiSELCt.

MainModeSecMethods: DHGroup2-AES128-SHA1l,DHGroup2-3DES-SHA1
MainModeKeyLifetime: 48@min,@sec

[Key exchange options]0i| Al [Use Diffie-Hellman for enhanced security]2+ [OK] & &2 2 MEE
L|C}.

[Data protection (Quick Mode)]o|A{ [Advanced]2t [Customize] & &2 2 AMEHEILICY,

[Require encryption for all connection security rules that use these settings]& ME{EFLIC}

[Data integrity and encryption ]0il M CtS 7|22t 2 | XIELICH

* Protocol: ESP

* Integrity: SHA-1

* Encryption: AES-CBC 128
- Lifetime: 60&

0%

ol gt2 74 mede| ot g 5ol s & LIch

QuickModeSecMethods:
ESP:SHA1-AES128+60min+100000kb

HPIZ HEISH0f Psco WH NS X/ LIS HAI2 BOI ¥ H0IE Al HEisfol 282 X
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5EHA: s SE HOIEH o]l HX| &3t

= O
O|M| HO|EQO|0] At8E == iz B Ol A XIS TCPE FELICt O|& 2I3H HKLM
\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters BIX|AEE| 7| =™&LIC} &
CHHE2 25 228 Foi o] BHAHE s&slok 5tH, SIXIAER| 7|8 HEE Fole MHE CHA| B &
sHioF &fL|C}.

ol

S St Ho|ESol Z4XIE EYststedH O & LICH

—

Windows Servero A @23 TEZ E £ = PowerShell MM A|ZHSHD regeditE 1245104 B[ X|A
Eg| HEVIE AdeLIct

2. [HKEY_LOCAL_MACHINE], [SYSTEM], [CurrentControlSet], [Services], [Tcpip] ! [Parameters]
E Xl 2 sfEeoct

[Edit] HI+70{ A [New]2F [DWORD (32-bit) Value]E #tei| 2 MESSFL|CEH

O|& 2 & [EnableDeadGWDetect]& I238tL|C}.

EnableDeadGWDetectE MBSt HE HF0l|lM =EHE MEATILICH

[Value data]od| [1]2 &8t &+

[
BIXIAEE BEYIE 20 MHE CHAl RFLIC

N o o b~ ow

B
Q'I_l
x
FO

XEM|IEH HE = Microsoft TechNet Library2| EnableDeadGWDetectE %t

6CHA: VPN @1 HIAE

gHl27| & 53510 U EX| E|AESE{M™ VPCE QIAE
AE A|EHEE & Windows ServerOf| A QIAEIA
Eci=lo| MHET VPN E{'€0] 7

HL
i
jo
O
o
=
[l

ping B0 AlufstH CtZ

« VPCO| QUIAEIAO] CHE ICMPE {835t EOoF 18 #2I0| FME|0] Y=XK| &IEL|CH Windows
Server7t EC2 QIAEAQI AL HOt 1 & 9| 0} RHIRE #2|0| IPsec ECEE 3{&5t=X| =QIE
LICH REAIEH L2 Windows QIAEIA A BRI

« ping2 +HSE QIAEHA S 2 XA 7t ICMPO| SEFIEE 7 E[o] QYU=EX| &QlstLct
Amazon Linux AMI & 3tLIE AFo 5t= Zd0| EZ&LICH

o

5EHA: 25 SH Ho|EQo] Z4 K| Z st 101
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« pingE TA5t= QUAEHATL Windows QIAFAQI AL T QAR A0 2173510 Windows 2 3t
0f IHF2 E ICMPVv4E &3t gLt
+ VPC £ MEulol 22 El Eog0| 2
VPN @4Z d4 3l VPC T+ EHElE é*zéréAlg.
o 074 Ho|EQO| C|HIO|ATHEC2 RQIARAQRI AR, QIARHAO[
AE A

st XEMI8E LH2 2 Windows QIAEIA A B2 & XS4

Trﬁ
o
0x
in
B

A= K| FHUErL|CH KA LI 2 1A

QIS HIZ G&t3Ho{ok

o i
-4
0%
L

Amazon VPC £& 2| [VPN Connections] H O|X|0| A VPN @12 S MEHEFLICEH & il E{'20| A &

T oM, F A Efge TAIElo] YURIBH 3 MY Efo| BEEIY| MIHKIE AL EIX eaLIC o
5518 B SRISHAT Ch4 AlZo] 2R £ st

AWS Site-to-Site VPN 2.Z{ HO|E{||0| C|HIO|A EA| s 2

D HO|EQO| ClHIO|A EXMIE SHAE e Xx&tE M2 WA MA835l= XHo| S &L
MmOl XM F FAHUME 242 SX 2IRE/(BGP &435tE)ol CHal| A E ClHto|A 9 %
(BGP &dstE|X| 2t =)ol CHall & CIHO|AE AL E M EXME siZst 7| 218 LetsEl
£ FMZ#tct 8 FAE Cisco, Juniper 2! Yamaha 24 70| E 90| C|d}O|A0f CHSF C|H}O|A
=X siZd 7to|=LC},

ct. of
2t g
sEE

o| MMo| &2 2|0f|= AWS Site-to-Site VPN 21 MM A5t VPN 292 EXNIE slidst= o 2
E20| 2 £ &Lct AEIEO| HAE X|EI2 AWS Site-to-Site VPN 2422 E|AE MME & X 5HA|
.

FA

 Border Gateway ZZEZ A8 Al AWS Site-to-Site VPN 912 EA| 514
+ Border Gateway L2 EZ0| §{= AWS Site-to-Site VPN 212 EA| 52
« Cisco ASA 1124 7{|0|E 90| C|H}O|A 9} 2] AWS Site-to-Site VPN 9173

M &

+ Cisco I0S .2 /0| E O] C|H}O|A 2O AWS Site-to-Site VPN 2472 X sHZ

+ Border Gateway ProtocolO| 84 Cisco 10S .24 7|0|E 90| C|H}O|A 22| AWS Site-to-Site VPN
Hd =X HE

« Juniper JunOS 11 Z# #|O|E¢Jl0| C|H}O|A 2} O] AWS Site-to-Site VPN 21 2X| i Z
« Juniper ScreenOS 117 70| E 9| 0| C|HtO|A 2} 2] AWS Site-to-Site VPN 214 E X siZ&

+ Yamaha .2 7 O|E 0| C|H}O|A 2} 2| AWS Site-to-Site VPN 2123 A sHA
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FtElar

« Amazon VPC L3

Border Gateway Z2E Z A& A| AWS Site-to-Site VPN 212 EX| sHZ

CtS clolo{a 1t & o= BGP(Border Gateway Protocol)E AF2 3= 74 7|0|E 90| C|HIO|A 9
=M a2 It et X|Fo| Ltet [U&LICH £ ClHo|Ao| Ll 7|52 EMslste W0l E&L
Ch. ME HE = HOIERO| ClHIO|A S Aol EolstA AL,
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. Start |

" Does an IKE

i - Review your IKE
: rity A iation M i .
— Secu zxi:ts';} cation ° configuration
N
Yeas
' .
- Does an IPsec Review your IPsec
m .~ Security Association Mo - your
- exist? configuration
I
Yeas
Y
e . Are the correct . ) N Review your firewall
m “._firewall rules set up? - configuration
7
Yes
v
e s there |P Review tunnel
. connectivity via the Mo TSR E U
o tunnel? ' to ensure the proper IP
~ ' ' address is configured
Y
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¥
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I
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Y
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IKE

IPsec

el

BGP

IKE 22 21Z20| EXMst=X[ F gLt
IKE 2oF AA2 IPsec £ 212 HH| ArE &= 7| metol]l 22 EhLCh

OtF & IKE £ AL EXsIX| B E B2 IKE 78 H8g dESHUAI. 774 Tt
ol EAIE ZAxH 2538, 21F, PFS(perfect-forward-secrecy) & 2= TtetO|EHE T
gstioF BfLct.

IKE 22t o440| EX5t= B2 ‘IPsec’ £ O|S&LICt.
IPsec E 0+ @1Z4(SA)0| EXNst=X| & QIEFLICEH

IPsec SAE E{& AIM|LICH. 124 7|0|ERO| C|HIO|AE F2|3+0q IPsec SAZ}
A AEHQIXK| EQIStLICH T AHo|EQo] Mo EAIE JAAH g53, 25,
m]

PFS(perfect-forward-secrecy) & 2= m}2t0|E{E FA35H0F LI
IPsec SA7| 1o ™ IPsec 82 HEFLICH

IPsec SA7| = A< 'BHHE'E O|SELICt.

T# Wit 72/0| ARElo] QK| HOIFLICHTA S22 AWS Site-to-Site
VPN 1124 0| 9]0| ClHto|A0f ChE et R 5| &%) A&Elo] o™ ¢o 2 0f
seafLict

Efdol Zt Aol=0ol= 7 mtof X Elof Rl A 22 IP FA7t gLt 7hy
ZZto|S! HOo|EH 0| F4A= BGP QI Bt RE FAZ AISEls FAQLICH 12 7
!

Qo] C|HtO|A 0| A O] FAE pingdtod IP EEHEO| SHIE ¥ 53 X = El=X]
Ping0l Almlist™H E{'d QIE{H 0|A T HE HESH0] SHIE IP FATF FEE[0] UEXK]

Ping0ll 425 ‘BGP'Z 0|S &HLCt.

ok

BGP Z|o{& AMMo| d SEiQIX| & elgLct.

[l
0
0

Zf Bf'dodl Ciali Ch& 2 s~ ELICH

BGPE M&3dt= ClH
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« 1724 HO|EQO| C|HFO|AM|M BGP HEN7F Active =& Established QIX| &
o

IZFLICt BGP Z|o{Z o] #dstx|edH oF 30% 7HE d& = U&LCH

=22 T AAHE
- 14 Ho|E]O| C|HtO|AT} 7hH&h ZEfo[S! HO[ES]0lof 7|2 B £(0.0.0.0/0)& &
|=X| & lgfLct.

n

Ef'20| o] &Efoil UX| 2B BGP 7 &S AESIAAIR.

o= H

BGP Z|o{Z o] MY LM MFALE s4leto] Y 2|1 B0l SHIEZH FEELICH F
E{'d 25 O| &Ejofof &fLICH.

Border Gateway ZZ E 20| ¢i= AWS Site-to-Site VPN 912 £ sHZ

g Clolo{2 2T} E ol = BGP(Border Gateway Protocol)E AFE3HX| ot= 124 Ho|E0] C|H}O|
o F

—
=X sias 2l
X

Ut xIZJ0| Lt} Y LICt 3t ClutolA0| ClH VIS #AEHsts Zo|

&l
&LICH A5 2 & HolEH o] ClutolA S= YAl E2lst & AIL.

o> 0
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IKE

IPsec

| Start
. .

Does an IKE
Security Association
exist?

Does an IPsec
Security Association
axist?

Are the correct
firewall rules set up?

|s there P
connectivity via the
tunnel?

Is the virtual
private gateway
attached to the

VPC?

I
Yes
Y

Mo

Review your IKE
configuration

Review your |Psec
configuration

Review your firewall
configuration

Review tunnel
interface configuration
to ensure the proper IP
address is configured

Tunnels are configured
correctly. You're done,

-

Use the AWS
Management Console
to attach the virtual
private gateway to the
VFC
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IKE IKE 20t ¢dZ0| ERl5t=X| & lgfL|Ct,
IKE 20t 442 IPsec 20F 42 MY AL El= 7| o] 2Lt
OLF& IKE 2ot HAAL EXfSIX| §I2 FR IKE 78 ™2 AESIAA . 74 Tt
ol EAIE ZAxH 2538, 21F, PFS(perfect-forward-secrecy) & 2= TtetO|EHE T
J5HoF Lt
IKE 2ot 24Z30| EXHst= B ‘IPsec’E O|SELICH
IPsec IPsec 0t @1Z4(SA)0| EXNst=X| = lFL|Ct.
IPsec SAE E{'d AtA|L[CH 124 H|o|EQ|O| C|HIO|AE {25104 IPsec SAZt
M MEioIX| &olgtLict o2 Ho|EQo| +MH ZAIE AXH 55t 2S5,
PFS(perfect-forward-secrecy) & 2= m}2t0|E{E FA35H0F LI
IPsec SA7I Q1™ |Psec € HAEELIC
IPsec SA7t = B2 'E{L'E 0|SFLILCt.
EH'd Lest ¢t FEo| M™E|o] U= K| EFRIELICHT & S8 2 AWS Site-to-Site
VPN 128 AHO|E9| O] C|HtO|A0] CHEE & 5tE] & & X)) ME|0{ JoH SO =2 Of
Sguct
EH'dE S IP ¢d40| U=X| EelgfLct
EH'dol Zt Ato|=ofl= 74 mUol X[™HE[o] /U= WAt Z2 IP FLATF U&LCE 7H4
zzto[8! HO|ES 0| FAE= BGP QI EIRE FAR AMEE[E FAYLICH o2 A|
O|E9| o] C|HIO|AOIM O] FAE pingstod IP ECHEIO| 2HIZ 253t L S E[=X]
= OIfLICE.
Ping0ll AlTH3t™H E{E CIE{H|O|A 42 HESI0] 2HIE IP A7t 7 EE[0] UEX]
§F°|§.FL,II:}
Ping0| 83 5tH 'Hx Z=2'2 0| & L|Ct
MM ZEA=2  ZHEdol o8l Ch& 2 s=>iELICH
- {2 C}8 &2 5l= VPC CIDRO| 18 A2 E FIIMEX| &olgfLict
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« 7tA Zelold! Ho|EQolof LHE HERaZE EEH IS o} =)
7| 2|8l Amazon VPC 2240 11X HAZE F7}si=x| &olstL|c}

E{'20| O] &Ef7I ot B CIHIO|A FEE HESIHAAIL.

F Ed 25 o] SEiQX| ol 25 2tz &l L

Cisco ASA 1.2 7|0|E Q0| C[H}O|A 29| AWS Site-to-Site VPN 244 =Xl

sii&

Cisco 1124 #0|=R0| Clbt0|£0| ¢Z 2HE HZE T IKE, IPsec X 2t SIS D245 AAI. O
B Qoio| BAIE Ol & MEE ST 4 RUXIEH (ST A=Ko| B of2Holl Q) IKERE] Alxs

M QIZ2 get7te Zdo| E&LLCH.

/A Important
UE Cisco ASAE HE|L/AEHHIO| R ETF X|HEFLICH O|&H Cisco ASAE A E [MHE

SHE|H E{'ZOo| &t Hoi 8t 74Tt RIS = 5&'% LICt X #Hml e S AL " 5= 918 F=20f
OF CH2 AEHHIO| B O] & g3tE LICH ARMHIO| B AL XIS 20 mhelol| CHS 2F
=S G MAIZ £ e, FAISHE ElLICH Rejecting IPSec tunnel: no matching

= = T AT

crypto map entry for remote proxy 0.0.0.0/0.0.0.0/0/0 local proxy
0.0.0.0/0.0.0.0/0/0 on interface outside

CIS HEE AIEELICH SHole IKE7F 2HI2 £ EE 12 HOo|EQ 0| CIHFO|A T} EAIEILICE.

ciscoasa# show crypto isakmp sa

Active SA: 2
Rekey SA: @ (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 2

1 IKE Peer: AWS_ENDPOINT_1
Type : L2L Role : initiator
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State : MM_ACTIVE

Rekey : no
eF 7 ol LI ZAQILICH state 242

=
Qi7LL I CHE AEfol H20| YUCHs e

BE F0

=
SFE20
=0

ol X|HE &4 HOIERO|L] sxc 2t0| =
MM_ACTIVEO|D status= ACTIVEO{Of §fL|C}.

OFRtSS LIEFRILICE

IKE7} EHIZ T EEIX| pIRASES
5|5t

£ 23 HAIXIE &3t

Al
=

-
o

)

02

0424
oo

mjo
fjo

Ct

rr

2715401 28 s lsHA

LICt.

router# term mon
router# debug crypto isakmp

IPsec
I H 0= IPsec7t HIZ £ HE 124 H|O|ES| O] ClHO|A 7 EA|EIL|CH

jul
ojo
q
I
o
>
()
o
A
1

ciscoasa# show crypto ipsec sa

172.25.50.101

interface: outside
Crypto map tag: VPN_crypto_map_name, seq num: 2, local addr

access-list integ-ppe-loopback extended permit ip any vpc_subnet subnet_mask
(0.0.0.0/0.0.0.0/0/0)

local ident (addr/mask/prot/port):
(vpc_subnet/subnet_mask/0/0)

remote ident (addr/mask/prot/port):

current_peer: integ-ppel

0, #pkts digest: 0

#pkts encaps: 0, #pkts encrypt:
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: @, #pkts comp failed: 0, #pkts decomp failed: 0
@, #pre-frag failures: @, #fragments created: 0

#pre-frag successes: 0,
#PMTUs sent: @, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

#send errors: @, #recv errors: 0
. AWS_ENDPOINT_1

172.25.50.101, remote crypto endpt.:

local crypto endpt.:

path mtu 1500, ipsec overhead 74, media mtu 1500

Cisco ASA
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current outbound spi: 6D9F8D3B
current inbound spi : 48B456A6

inbound esp sas:
spi: Ox48B456A6 (1219778214)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1
sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: Ox6D9F8D3B (1839172923)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1
sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Zt E'd QIE{H|0|A 0] CHEH inbound esp sas Z! outbound esp sas7t 25 LIEFL}OF EFLIC} O]
= SAZF LMEE| 1 (0: spi: @x48B456A6) IPsec7t SHIZ [0 USS 7HEE mio| o} 7| IL|Ct.

Cisco ASAO{| A IPsec2 SO|22 EZfEH(Z = 3telofst= EeiH)0| & E Foi|B LIEHE LICH IPsec
2{0 SLA ELIEE 7' dst= W0l E&LICH SLA ZLE = 24 ERfEE

2 g4 Y 4EI2 RX|5t

A& ELHo] IPsecE &' H#EE RRIFLICH

Lot CHS ping BYEE AFE35101 IPsec7t 42 A&SIT &9 ABORE O|SSIEE ZAE == UE
L|CF.

ping ec2 _instance_ip_address

Pinging ec2_instance_ip_address with 32 bytes of data:

Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128

Cisco ASA 111



AWS Site-to-Site VPN

Ping statistics for 10.0.0.4:

Packets: Sent = 3, Received = 3, Lost

®@ (0% loss),

Approximate round trip times in milliseconds:

Minimum = O@ms, Maximum = @ms, Average = 0ms
FItHel EX A2 fIsiME ChE WHEE AL85tod CIHZ S 43t et
router# debug crypto ipsec
CIHZE HIg d3tstcd{H Chs BHES AFSELICH
router# no debug crypto ipsec
o
E'do| CtE & BTH2 pingerLICt 0|7d0| 2t S5t= A< IPsec2 A 5HOF & LICt PingO| & &3t K|
fo™ MA|A SES &6t 0| IPsec HHEE FESHAAIL.
QIARIAO| HZE 4 Qe H2 O2 HEE ol AR
1. dMas S=0[3EE Mot AZLE ECiEES 5186t S F (o] J=EX] &l
CtE HEES AL8stod ele + &Lt
ciscoasa# show run crypto
crypto ipsec transform-set transform-amzn esp-aes esp-sha-hmac
crypto map VPN_crypto_map_name 1 match address access-list-name
crypto map VPN_crypto_map_name 1 set pfs
crypto map VPN_crypto_map_name 1 set peer AWS_ENDPOINT_1 AWS_ENDPOINT_2
crypto map VPN_crypto_map_name 1 set transform-set transform-amzn
crypto map VPN_crypto_map_name 1 set security-association lifetime seconds 3600
2. LIS BBS MEst0d AMA S5 gelgoich

ciscoasa# show run access-list

access-list-name

access-list access-list-name extended permit ip any vpc_subnet subnet_mask

Cisco ASA
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3. 0| YMA S=o| MEEtx| HOIBLICH O} oAl HMA E220|A= VPC AHEL 10.0.0.0/160
CHE 2 LIS Ecl=EE s LICH

access-list access-list-name extended permit ip any 10.0.0.0 255.255.0.0

4. Cisco ASA C|HIO|AO|M B2 FXE A5t0{ Amazon BHRE{M| E&st=X| & IghL|CHod:
AWS_ENDPOINT_1/AWS_ENDPOINT_2).

Amazon EFRE{0| =&
of cHet Eot O &

24 Amazon VPC 2&0|M £718t 18 ZZE &olstn, EX QIAEA
T EolEt A
5. XtMEt 22X e HEE FHE AESHAAIR.

E{'Z0| /B2 Z 2O|X|2t ECHZIO| MR 52X| f= FR E'd QE{HO|AE HIRA(HIEHsH 2
CtA| dshstH 58 o2 X7 sHZAE = A &LICE Cisco ASAM|M E{'d QIE{H|O|AE BH&5tE
H:

ciscoasa# conf t

ciscoasa(config)# interface tunnel X (where X is your tunnel ID)
ciscoasa(config-if)# shutdown

ciscoasa(config-if)# no shutdown

ciscoasa(config-if)# end

CcC
o

rr
rok
A
0%
o
mjo
>
oo
Mok
4>
20
>
-
ful

ciscoasa# conf t ; interface tunnel X ; shutdown ; no shutdown ; end

|1

2. QUE|HO|AE HI2AFH & VPN 20| CHA| Y EIREX], EBfZ0| Moz 521 /JeX| &l
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Cisco 10S 1124 70| E9)|0| C|HIO|A Q9| AWS Site-to-Site VPN 242 E Al
G PE

Cisco 74 H|0|E{ 0] C|HtO|A 0| 24 EXME s ZE M= IKE, IPsec, Ei'd & BGP2| | 7k K] Afg*
£ 1ost Al 0|F FA9o| EXME ofH =MZE AT & JUKXIEH (LIEXZ A={of BH ofzfod|
£) IKERE AlEteliA f/2 et7te ZJol E&LIT

S BEE AMEELICH SHol= IKE7H 2Hlz 7 EE 124 Ho|E9|O| C|HtO|A7F F AIEILICH

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst SrC state conn-id slot status
192.168.37.160 72.21.209.193 QM_IDLE 2001 @ ACTIVE
192.168.37.160 72.21.209.225 QM_IDLE 2002 ® ACTIVE

E{dol X|HE 24 HOoIERO|C| src 20| & E £0| 8 7H o4 LIEFL ZAQILICH stateE
QM_IDLEO|1 status= ACTIVEO4OF & LICt. & F0| 7Lt EE CIE AElo| =0 QCH= A2 IKE
7t SHIZ FHEX| A4S S LIEFHLICE

£7bQI 2R TS A O VS MNHstol T FHE MB3He 23 HAIKIE BAEE

LICE.

router# term mon
router# debug crypto isakmp

ClHZ S HIg dstetcddH CHs B

n
jo
>
oo
o
-
o

CtE HES AISELICH SE0= IPsec7t SHIE F4E 124 HO|EQO| C|HtO|ATH FEA|EILICH

router# show crypto ipsec sa

interface: Tunnell
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Crypto

map tag: Tunnell-head-0, local addr 192.168.37.160

protected vrf: (none)

local
remote

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current_peer 72.21.209.225 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 149, #pkts encrypt: 149, #pkts digest: 149
decaps: 146, #pkts decrypt: 146, #pkts verify: 146
compressed: @, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.225

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:

spi:

0x6ADB173(112046451)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: ©xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

Cisco I0S
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outbound pcp sas:

interface:
Crypto map tag: Tunnel2-head-0, local addr 174.78.144.73

Tunnel?2

protected vrf: (none)

local

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 26, #pkts encrypt: 26, #pkts digest: 26
decaps: 24, #pkts decrypt: 24, #pkts verify: 24
compressed: 0, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.193

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:

spi:

0xB6720137(3060924727)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi:

0OxF59A3FF6(4120526838)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

Cisco I0S
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outbound ah sas:

outbound pcp sas:

Zt B QIE{m|0|A 0] CHEH inbound esp sas Z! outbound esp sas7t 25 LIEFL}OF EFLICH SA
7t LIEE| 1 (0d: spi: @xF95D2F3C) Status?t ACTIVEEtD 7HE35I ™, IPsec/7t 2HIEZ 78 E A

F71MQl 2Xl si2E fleiMe chs BB S AH8stod ClHZ S E-=HELict

rr

router# no debug crypto ipsec

S
M Zo st usied F=2lo| (e X| &elghL|ct XFM|IEH LIE 2 AWS Site-to-Site VPN 1124 7| 0| E S|
O| C|HFO|A0f CHEt Ersled H & BHE R XFHAAIL.

e 20| SHiz dYE{ e s BEez EX siidS ASELICH

router# show intexrfaces tunl

Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.255.2/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 72.21.209.225
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)

Cisco I0S
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Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4Q07 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0 throttles

line protocolO| 7t& FQIX| &QIELICtH E{d HE IP =&, HE QEHo|A 2 cHaol 2+ 1P
ZFAQHo| 17 Ho|EQ O] CIHIO|A, QIE{H|O|A & P FA Q|8 9| 7tAF = 2tolE! Ho|E S oo CH
gt E{d M0 Ux|SH= K| #QIBILICE Tunnel protection via IPSec7t EXHGH=EX| EQIEL|
Ch &% B QIE{HO|AM 25 HHES MAFLICH EXME sHZstciH #4848 AESHD 12 A0
E9|o| ClHto|Ao0f CHEt E2IM 12 E HHE LT

ESt 169.254.255.12 714 Z2tO|E! HO|EH OIS LHE IP AR HH = CHS HHEE AFSE L
Ct.

router# ping 169.254.255.1 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.255.1, timeout is 2 seconds:
Packet sent with the DF bit set

570e| =4 E 7} LIEFLOE B LICE.

KHMIEE 28 2 HEE T EE AESHAAIR.

router# show ip bgp summary

BGP router identifier 192.168.37.160, local AS number 65000
BGP table version is 8, main routing table version 8
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2 network entries using 312 bytes of memory

2 path entries using 136 bytes of memory

3/1 BGP path/bestpath attribute entries using 444 bytes of memory

1 BGP AS-PATH entries using 24 bytes of memory

@ BGP route-map cache entries using @ bytes of memory

@ BGP filter-list cache entries using @ bytes of memory

Bitfield cache entries: current 1 (at peak 2) using 32 bytes of memory
BGP using 948 total bytes of memory

BGP activity 4/1 prefixes, 4/1 paths, scan interval 15 secs

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
169.254.255.1 4 7224 363 323 8 0 @ 00:54:21 1
169.254.255.5 4 7224 364 323 8 0 0 00:00:24 1

T o™ etRE7F 25 Ltdz|o{oF & L|Ct. ZHZtoll CHSH State/PfxRcd 2t0| 12 E A|k|o{oF & LICEH

I
ro
el

BGP I|0{20| 7tSE|H 124 Ho|E o] ClHFO[A T} VPCOH| 7|2 E2(0.0.0.0/0)E &El=X]
LICF.

router# show bgp all neighbors 169.254.255.1 advertised-routes

For address family: IPv4 Unicast

BGP table version is 3, local router ID is 174.78.144.73

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Originating default network 0.0.0.0

Network Next Hop Metric LocPrf Weight Path
*> 10.120.0.0/16 169.254.255.1 100 0 7224 i

Total number of prefixes 1
3 ol T, 7+AF Z 20|l Aol EololM vPCol i st HFAE 2rofof B LICH.

router# show ip route bgp

10.0.0.0/16 is subnetted, 1 subnets
B 10.255.0.0 [20/0] via 169.254.255.1, 00:00:20
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Cisco 1172 7|0|E9{ 0| C|H}O[A 2 ME
24t A A2, O|H FAHo| EXl= ofH &MEE

IKEFE AlEfsiiA @z 2EH7hs 20|

o

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst Src state
174.78.144.73 205.251.233.121 QM_IDLE
174.78.144.73 205.251.233.122 QM_IDLE

E{dol X|4El ¥4 HOo|ES0le] sxc 2f0l &£

QM_IDLEO|T statusE= ACTIVEO4Of €L|Ct.

7t 2HtZ FEEX| G ASS LHEFHLICEH

Cisco |I0S .74
=A sS4

Eoll= IKE7 SHIZ A= T

7Ho|E{ o] C|HFO|ALLS|

IKE, IPsec &! E{'o| M| 7IX| AFEEE 10

UE)

[ =
= UX|EH (HELZ AE40| B of2Ho

i

sit2

Ek=1g

==
45t
==

E&LICH

24 H[O|ES{ 0l ElHtOIATH & AIEILICEH

conn-id slot status
2001 ® ACTIVE
2002 ©® ACTIVE

LIC}. stateE

[ o
ACHE A2

SHE|

2fEl £0| 8 7H ol LiEHE A

= 0| Q7L £ CHE 4B =0 IKE

=
o

3t

20 HAIXIE gd3t

F7tHel ZX sHAE fIsHMe Ot BYHE Al-lsiod Ttk WEE M3 s5te 2l
L|C}.

router# term mon

router# debug crypto isakmp

CIHZ S HIgd3tsiei™ ChS B E AFSELCH

L|Ct. SEoll= IPsec/t 2HIEZ FMHE T

1 Ho|E9O| ClHtOo|ATE EAIELICH

BGPE AFE35tX| &L= Cisco 10S
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router# show crypto ipsec sa

interface:
Crypto

Tunnell
map tag: Tunnell-head-0, local addr 174.78.144.73

protected vrf: (none)

local
remote

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current_peer 72.21.209.225 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 149, #pkts encrypt: 149, #pkts digest: 149
decaps: 146, #pkts decrypt: 146, #pkts verify: 146
compressed: 0, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.121

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:
spi: @x6ADB173(112046451)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: ©0xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128

BGPE AFE35tX| &L= Cisco 10S
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Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface: Tunnel2
Crypto map tag: Tunnel2-head-0, local addr 205.251.233.122

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.122
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:
spi: @xB6720137(3060924727)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: OxF59A3FF6(4120526838)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
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sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes

replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

= SAZF LIEE| T (0d: spi: @x48B456A6) 4EH7F ACTIVEO|MH IPsec7t 2HIE 44 E[0]
HE ol o 7|t
F7HM0l 22X sHE S M= ChE BHES M836t0od C|HZE S & gstgLict

router# debug crypto ipsec

router# no debug crypto ipsec

e

S, LIRS e FA0| X Helt
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Ol ClHrO|AOf CHEF U5t 7% EhplE &ES
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Yt #=0| S2Hlz dHE[0

router# show intexrfaces tunl

Tunnell is up, line protocol is up

Hardware is Tunnel

Internet address is 169.254.249.18/30

MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255

Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel source 174.78.144.73, destination 205.251.233.121

Tunnel protocol/transport IPSEC/IP

Tunnel TTL 255

BGPE AFE35tX| &L= Cisco 10S
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Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4Q7 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0@ throttles

oIl Z2EZ0| 7t8 FQUK| QgL EHE HE IP F4, #E QIEHo|A & 40| ZZHIP =4
Q|f o] 17 Ho|EH 0| C|HIO|A, QIE{H|O|A L IP FA Q& o] 714 mztol8! AHo|E S olol CHEF E
A 0t Ux|5H= K| ZQIELICH Tunnel protection through IPSec7t EX5H=X| & QIErL
Ct. &% E{d QIE{HO|ANM 25 HHS A-ELICH EXE siidstti™ 282 dEStT 12 Ao
Eglo| ClHto|Ao0l| CHEF 2 2IM oid S MAFLICH

LS 169.254.249.182 7t ZEIO|E! HIO|EQO|2| LR IP FAZ HF = CHS HE2 MEE =
o
router# ping 169.254.249.18 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.249.18, timeout is 2 seconds:
Packet sent with the DF bit set

router# sh ip route static

1.0.0.0/8 is variably subnetted
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S 10.0.0.0/16 is directly connected, Tunnell
is directly connected, Tunnel2

router# ip route 10.0.0.0 255.255.0.0 Tunnell track 100
router# ip route 10.0.0.0 255.255.0.0 Tunnel2 track 200

SLA 2L|E{Z F¢l

router# show ip sla statistics 100

IPSLAs Latest Operation Statistics

IPSLA operation id: 100
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

router# show ip sla statistics 200

IPSLAs Latest Operation Statistics

IPSLA operation id: 200
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

Number of successes?| Z{2 SLA ZLIE{7} 33X 2 MHEE|U=K| LIEFLICE

RHMIEE 28 iE HEE FEE AEsHAAIR.

T Ed2 25 E35l| VPC CIDRO|| CHet 1 A2 7} EXHES & Qlslof LC EXHsHR| et C
o Zol 18 42 E FIHghuch:

=

BGPE AFE35tX| ef= Cisco 10S
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Juniper JunOS 1124 H|O|E9 0| C|HIO|A 22| AWS Site-to-Site VPN 914
=X sHZ

Juniper 128 7|0|E Q0| C|HIO|A 2| @12 BX|E SHZEE M= IKE, IPsec, E'd & BGP2| | 7FX| A
2 TS AAIR. Ol FHo| BXl= ofH = MEE HEE = UX[EH (HESIT AEHS| TH of2Hof
UE) IKERE AlZSHM (2 E2t7t= W0l E&LICH

CHS B8 E MEFLICH SHol= IKEZF SHtZ 7 EE 12 Ho|ESo| C|HtO|AZF & A[ELICEH

user@router> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
4 72.21.209.225 UP c4cd953602568b74 0d6d194993328b02 Main
3 72.21.209.193 UP b8c8fb7dc68d9173 ca7cb@abaedeb4bb Main

EZ

ol X|EE #HH HolEHole] HH FATE 37&?:.F | £0]| & 7H 0|M LHEHEE ZdRILICE StateTt
UPO|o{oF B LICH &=0| gi7{Lt &= CHE & EH(0ll: DOWN)2| 2= 0| ICt= W2 IKEZL 2HIZ FE &
K| ef%AS S LIEFLICH

£7b5101 21 72 YUHME oM T4 THUolM HESHE THZ IKE 55 242 B 48tsHAAIL.
27 ChE, ofeh B Mo CHt CIHZ HIAIKIE SHedof I sgrLIct

user@router> monitor start kmd
QE SAENMLIS HYHOZE M| 211 nlds HME £+ Q&L

scp username@router.hostname:/var/log/kmd

IPsec
CIS BHES AISELICH SHol= IPsec7t SHIEZ F+/EE 12 Ho|ERO| CIHO|ATZF E AIEILICEH

user@router> show security ipsec security-associations

Total active tunnels: 2
ID Gateway Port Algorithm SPI Life:sec/kb Mon vsys
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<131073 72.21.209.225 500 ESP:aes-128/shal df27aae4 326/ unlim - 0
>131073 72.21.209.225 500 ESP:aes-128/shal 5de29aal 326/ unlim - 0
<131074 72.21.209.193 500 ESP:aes-128/shal dd16c453 300/ unlim - 0
>131074 72.21.209.193 500 ESP:aes-128/shal cle@eb29 300/ unlim - 0
£5|, (¢4 Hol|E oo L 5t=) HOIEHO| FAY F & 0|4 LIEILIOF BLICH ZF & AlZF 22
oI R 712 (< >)= ¥ g=0i Lt EciEo| ¥ S LIEHLICE E3ol= QHt2E ESfE('<", 7t
4 Z2to|H! HO|EQOolof A 2 HO|ELQO| C|HtO|AE 22 = EEiT)D} ofRHIRE ECfE|(">")0]
HHo| 22 E Al LIC.
FIHMQ ZX A2 fIsiME IKE £ M2 &M AI(REAMIEH LIE 2 IKEO| CHEF o|Te| E
ES
EHLd
M, Hest whets FE 0| UK 5= &elgLct 72 S5 2 AWS Site-to-Site VPN 1124 7|0|E

user@router> show interfaces st0.1

Logical interface st@.1 (Index 70) (SNMP ifIndex 126)
Flags: Point-To-Point SNMP-Traps Encapsulation: Secure-Tunnel
Input packets : 8719
Output packets: 41841
Security: Zone: Trust
Allowed host-inbound traffic : bgp ping ssh traceroute
Protocol inet, MTU: 9192
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 169.254.255.0/30, Local: 169.254.255.2

Security: ZoneO| HIEX|, Local FA7I 12 HO|ES|O| C|HIO|A B LI F40 YXIGHE
x| =elgt|ct.

CIE2 2, 169.254.255.12

7tef zetol8! Hlo|EQole| LIF IP AR HHF = O BWHE ALS
guct A= otgiol EAIE SEI

¢ 2 L& 0|o{oF ErLCt.

user@router> ping 169.254.255.1 size 1382 do-not-fragment
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PING 169.254.255.1 (169.254.255.1): 1410 data bytes
64 bytes from 169.254.255.1: icmp_seq=0 ttl=64 time=71.080 ms
64 bytes from 169.254.255.1: icmp_seq=1 ttl=64 time=70.585 ms

KtMEE 2X e 2 HEE FHE AESHAAIR.

mjo

user@router> show bgp summary

Groups: 1 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 2 1 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State]
#Active/Received/Accepted/Damped. ..
169.254.255.1 7224 9 10 0 0 1:00 1/1/1/0
0/0/0/0
169.254.255.5 7224 8 9 0 0 56 0/1/1/0
0/0/0/0
F7tHQl ZX| sHZAZ ?I6H, 169.254.255.12 7t&f ZE2IO|E! HO|EL0|e] LHR IP FAE HHFF =
CtE BHEE ALS gL

user@router> show bgp neighbor 169.254.255.1

Peer: 169.254.255.1+179 AS 7224 Local: 169.254.255.2+57175 AS 65000
Type: External State: Established Flags: <ImportEval Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Export: [ EXPORT-DEFAULT ]

Options: <Preference HoldTime PeerAS LocalAS Refresh>

Holdtime: 30 Preference: 170 Local AS: 65000 Local System AS: 0

Number of flaps: 0

Peer ID: 169.254.255.1 Local ID: 10.50.0.10 Active Holdtime: 30
Keepalive Interval: 10 Peer index: 0

BFD: disabled, down

Local Interface: st0.1

NLRI for restart configured on peer: inet-unicast

NLRI advertised by peer: inet-unicast

Juniper JunOS
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NLRI for this session: inet-unicast
Peer supports Refresh capability (2)
Restart time configured on the peer: 120
Stale routes from peer are kept for: 300
Restart time requested by this peer: 120
NLRI that peer supports restart for: inet-unicast
NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 7224)
Table inet.@ Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes: 1
Received prefixes: 1
Accepted prefixes: 1
Suppressed due to damping: 0
Advertised prefixes: 1
Last traffic (seconds): Received 4 Sent 8 Checked 4
Input messages: Total 24 Updates 2 Refreshes 0 Octets 505
Output messages: Total 26 Updates 1 Refreshes 0 Octets 582
Output Queuel[Q]: ©
Oltlf Received prefixes®t Advertised prefixes7t ZtZt 10 LFdE|o{of EL|C} O]
Table inet.@ TH{ LHoil R40{0F &FLC}.
State7} Established7t Ot B2 EME HHst= Ol 228t Ao OHEE MR HEE Last
State 2 Last ErrorE EQISIAAIL.
BGP I|0o{2l0| 7t S E|td 12 HO|EQ|O| C|HtO|A T VPCO 7|2 HAZE(0.0.0.0/0)E LEl=X| = eld
L|CH.
user@router> show route advertising-protocol bgp 169.254.255.1
inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 0.0.0.0/0 Self I
3 SrolE, 7Ha Z2Hol8! HIO|EQ0|olAM VPCOl sHE 5t = TS AE grotof & LCt.
user@router> show route receive-protocol bgp 169.254.255.1
129
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inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 10.110.0.0/16 169.254.255.1 100 7224 1

Juniper ScreenOS 112 HO|E 90| C|H}O|A QLS| AWS Site-to-Site VPN ¢
42X siZ&
Juniper ScreenOS 7|8t 128 H|O|E9| O] C|HtO|A | 42 EXNIE SHEE M= IKE, IPsec, E{'E &

BGPO| L 7HX| AtgHS TEASHAIAIR. Ol Yoiol BRI ol & M2 E a7 4 XIS (WEHZ
A=40] B of2Hof 25) IKERE] AlStahM 912 SEt7Hs 2ol T4 LICH

S BEE AMEELICH SHol= IKE7H 2Hlz 7 EE 124 Ho|E9| 0| C|HFO|A7F F AIEILICH

ssgb-serial-> get sa

total configured sa: 2

HEX ID Gateway Port Algorithm SPI Life:sec kb Sta PID vsys
00000002< 72.21.209.225 500 esp:al28/shal 8004lca4 3385 unlim A/- -10
00000002> 72.21.209.225 500 esp:al28/shal 8cdd274a 3385 unlim A/- -1 0
00000001< 72.21.209.193 500 esp:al28/shal ecf@bec7 3580 unlim A/- -1 0
00000001 > 72.21.209.193 500 esp:al28/shal 14bf7894 3580 unlim A/- -1 0
Eigo] XI'HE ¥4 HOo|EQo|e] 1 FA7F ZEE £0| & 74 o|4 LIEFS ZZULICH Sta &2
A/-, SPI= 00000000 O|2|2| 16ZI4=040F ELIC}. CtE AEfS| =2 IKEZt SHIE FHEIX| §IAS

S LIEFLICH

FI1MQ 22X si2g M e ol 74 mtollM HESt= CHZ IKE £ SMHE EdEstAA2.

UEX| &5 &QlgfLICt 72 S 2 AWS Site-to-Site VPN 124 H|0|E

AL

Yt 720 SHZ dHE(0] (W OE BBz X 2 S A& e

ssg5-serial-> get interface tunnel.l
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Interface tunnel.l:
description tunnel.l
number 20, if_info 1768, if_index 1, mode route
link ready
vsys Root, zone Trust, vr trust-vr
admin mtu 1500, operating mtu 1500, default mtu 1500
*ip 169.254.255.2/30
*manage ip 169.254.255.2
route-deny disable
bound vpn:
IPSEC-1

Next-Hop Tunnel Binding table
Flag Status Next-Hop(IP) tunnel-id VPN

pmtu-v4 disabled
ping disabled, telnet disabled, SSH disabled, SNMP disabled
web disabled, ident-reset disabled, SSL disabled

OSPF disabled BGP enabled RIP disabled RIPng disabled mtrace disabled
PIM: not configured IGMP not configured
NHRP disabled
bandwidth: physical @kbps, configured egress [gbw @kbps mbw Q@kbps]
configured ingress mbw Qkbps, current bw @kbps
total allocated gbw @kbps

P

FO|
il

rr

N

[e]]]
_lok

link:ready7t LIEILF=X], IP FAT7F 1724 HO|EL|O| C[HIO|A Eid LHR FALQL YR
gLt
=

CHZ SR, 169.254.255.12 7t& ZEtO[H! HO|ERO|C| LHE IP FAZ HI TP = CHS HHEHE AL
grLICH Zt= ofgHoll EAIE STt 242 Li&oloqof g L|Ct.

ssgb-serial-> ping 169.254.255.1

Type escape sequence to abort

Sending 5, 100-byte ICMP Echos to 169.254.255.1, timeout is 1 seconds

Success Rate is 100 percent (5/5), round-trip time min/avg/max=32/32/33 ms

REMEE 22X 2 HEE -

mjo

AESHAAI2.
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BGP

ssg5-serial-> get vrouter trust-vr protocol bgp neighborx

Peer AS Remote IP Local IP Wt Status State ConnID Up/Down
7224 169.254.255.1 169.254.255.2 100 Enabled ESTABLISH 10 00:01:01
7224 169.254.255.5 169.254.255.6 100 Enabled ESTABLISH 11 00:00:59

= BGP I|0{o| AEf= 25 ESTABLISHZE E A|Z|0{0F 5t0H, O|= 7H4F Z2}0|E! H O|EQOlof CHEt
BGP @Z0| &M &Eligt= o|0|lLCt.

FItHel EX siEE ?lsH, 169.254.255.12 7H4f ZE2t0[S] HO[ES 0|2 LR IP FAZ HHF E
CHS B>¥E ASELICH

ssg5-serial-> get vr trust-vr prot bgp neigh 169.254.255.1

peer: 169.254.255.1, remote AS: 7224, admin status: enable
type: EBGP, multihop: @(disable), MED: node default(0)
connection state: ESTABLISH, connection id: 18 retry interval: node default(120s), cur
retry time 15s

configured hold time: node default(90s), configured keepalive: node default(30s)
configured adv-interval: default(30s)
designated local IP: n/a
local IP address/port: 169.254.255.2/13946, remote IP address/port: 169.254.255.1/179
router ID of peer: 169.254.255.1, remote AS: 7224
negotiated hold time: 30s, negotiated keepalive interval: 10s
route map in name: , route map out name:
weight: 100 (default)
self as next hop: disable
send default route to peer: disable
ignore default route from peer: disable
send community path attribute: no
reflector client: no
Neighbor Capabilities:

Route refresh: advertised and received

Address family IPv4 Unicast: advertised and received
force reconnect is disable
total messages to peer: 106, from peer: 106
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update messages to peer: 6, from peer: 4

Tx queue length @, Tx queue HWM: 1

route-refresh messages to peer: @, from peer: 0

last reset 00:05:33 ago, due to BGP send Notification(Hold Timer Expired)(code 4 :
subcode 0)

number of total successful connections: 4

connected: 2 minutes 6 seconds

Elapsed time since last update: 2 minutes 6 seconds

I

BGP I|0{&0| 7S E|T 17 HO|EQ 0| C|HtO|A T} VPCO| 7|& ZZ(0.0.0.0/0)E LElE=X| &l
LICt. O] HE 2 ScreenOS K% 6.2.0 0| &0l MZELIC}

ssg5-serial-> get vr trust-vr protocol bgp rib neighbor 169.254.255.1 advertised

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>i 0.0.0.0/0 0.0.0.0 32768 100 @ IGP
Total IPv4 routes advertised: 1

71 ol =, 7HAF Z2toE! Ho|E 0|0l VPCOl| iS5t ZFALE glolof gfLCH o] H&E2
ScreenOS H{7 6.2.0 O|4fof| 4 =|L|C}.

ssg5-serial-> get vr trust-vr protocol bgp rib neighboxr 169.254.255.1 received

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>e* 10.0.0.0/16 169.254.255.1 100 100 100 1IGP 7224
Total IPv4 routes received: 1

Yamaha 11728 H|O|E 90| C|HIO|A 2} 2| AWS Site-to-Site VPN ¢4 £ A | 5l
74

[ IKE, IPsec, i 2! BGP2| | 7FX| Al

Yamaha .2 #|0|=9)0| Cltto|A 0| H XIS s
#e TE{st AR, O wodo| BXIE ofE £MRZE HEY 4 UKIEH (MEHYZ A{0| B of 2o
Qls) IKERE] AlstsiA] 912 g27he 2ol 2Lt
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(@ Note
IKEQ| 2EtAI|M AL El proxy ID A2 Yamaha EHRE{MAM 7|EX o2 AFE SXIELICH
O|2 Ql&l Site-to-Site VPN 21Z85t= o 2|7t %* %E* £ A&LICH 22 E{0l proxy ID7t
THE|X| et B Yamaha7l 2HI2H MHE = AT E AWSHISE oA 74 otedg &=
StMI2.

ChS BES AdeLict SEols IKE7I SHlz FEE 124 Ho|E9|o| ClHtO|ATF E AIEILICH

# show ipsec sa gateway 1

sgw flags local-id remote-id # of sa

1 U K  YOUR_LOCAL_NETWORK_ADDRESS 72.21.209.225 1i:2 s:1 r:1

E{dol X|4El ¥4 HO|E0l2| remote-id £f0] B &l £0| LIEtE RULICH B HEE HEf
SA)E MR Ltge & J&LIch

Q'I_l
2
m
o
2
my

HaE RIiMeE OHE BB S d™sto TH HEE MSst= DEBUG =& 21 HA|

# syslog debug on
# ipsec ike log message-info payload-info key-info

[T

230 7|58 =S FlAcit{H Chs BE S A-dg/ct

# no ipsec ike log
# no syslog debug on

ClS HWHEES A™AELICH SEHOE IPsec7t 2HIZ 7 EE 124 H|O|E9 0] C|HtO|ATF EAIELICH

# show ipsec sa gateway 1 detail

SA[1] Duration: 10675s
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Local ID: YOUR_LOCAL_NETWORK_ADDRESS
Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 10@24bit

SPI: 6b ce fd 8a d5 30 9b 02 0c f3 87 52 4a 87 6e 77
Key: k% %% %% %% %% (confidential) k% %% %% %% %%
SA[2] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: send

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: a6 67 47 47

Key: %k %% %% %% %% (Confldentlal) %k %% %% %% %%
SA[3] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: receive

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: 6b 98 69 2b

Key: k% %% %% %% %% (confidential) k% %% %% %% %%
SA[4] Duration: 10681s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: e8 45 55 38 90 45 3f 67 a8 74 ca 71 ba bb 75 ee
Key: k% %% %% %% %% (confidential) k% %% %% %% %%

Zt B{'d QIE{H|0|A0i CHEH receive sas 2! send sas7t 25 LIEFLIOF B LICE

# syslog debug on
# ipsec ike log message-info payload-info key-info

T

CIHZE HIg d3tstt{™ CFE B> e AL
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# no ipsec ike log
# no syslog debug on

124 AHO|EO|

# show status tunnel 1

TUNNEL[1]:
Description:

Interface type: IPsec

Current status is Online.

from 2011/08/15 18:19:45.

5 hours 7 minutes 58 seconds connection.
(IPv4) 3933 packets [244941 octets]
(IPv6) @ packet [0 octet]
(IPv4) 3933 packets [241407 octets]
(IPv6) @ packet [0 octet]

Received:

Transmitted:

A

=
E

st0|
—

>

2telo| Interface typeOl IPsec@!X|
atioF EfLICH 0{7|M 2XIE sHZEsted™ +

o

Al
=

current statu

us
O|A0AM B H2

q

(=]
—
SH
oo S

7t
HA =
k=2 M
= o=

# show status bgp neighborx

BGP neighbor is 169.254.255.1, remote AS 7224, local AS 65000, external link

BGP version 0, remote router ID 0.0.0.0

BGP state Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds

Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0

Last reset never
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Local host: unspecified
Foreign host: 169.254.255.1, Foreign port: 0

BGP neighbor is 169.254.255.5, remote AS 7224, local AS 65000, external link
BGP version 0, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.5, Foreign port:

F QY 2t *E7t 25 Lt E[ofok BfLICH ZFZfoll CHsH BGP state 2t0| Active= I A|Z[0{0F BfL
Ct.

BGP I|o{2!0| 7S | 1174 AHo|ES 0] C|Hto|A T} VPCH| 7|2 ZAZ2(0.0.0.0/0)E LEl=X| 2lgt
LICt.

# show status bgp neighbor 169.254.255.1 advertised-routes

Total routes: 1
*: valid route

Network Next Hop Metric LocPrf Path
* default 0.0.0.0 0 IGP

3 Srollz, 7HAF Z2HolE! HIO|EQololAM VPCOl sHE 5t = S AE grotof &fLCt

# show ip route

Destination Gateway Interface Kind Additional Info.
default IRk BIRIES Rt RIRIES LAN3 (DHCP) static
10.0.0.0/16 169.254.255.1 TUNNEL[1] BGP path=10124
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X4 AWS Site-to-Site VPN

Amazon VPC 2& L= AWS CLIE AF235}0q Site-to-Site VPN 2| AA 2H2d XS 4315 £ Q&L
Ch.

BN |

+ AWS Cloud WAN& AWS Site-to-Site VPN 2172 M4

« Z1& HOIES0| AWS Site-to-Site VPN 217 M4

+ AWS Site-to-Site VPN 913 E|AE

« AWS Site-to-Site VPN 2172 2! H|0|E Q0| A K|

» AWS Site-to-Site VPN ?1Z29| CH&f H 0| E 90| =74

« AWS Site-to-Site VPN 124 SM £ H

« AWS Site-to-Site VPN E{d S M +H

« AWS Site-to-Site VPN 93Z0i| CiEt M Z= HE

« AWS Site-to-Site VPN 24Z0i| CiEt 12 Ho|E0| H4F

+ AWS Site-to-Site VPN 917401 CH3H &4 El X174 5 WA

« AWS Site-to-Site VPN E{'d AIEZQIE QIS M WX

+ AWS Site-to-Site VPN £ AF& & Z2}0|H! IP AWS Direct Connect

AWS Cloud WANZ AWS Site-to-Site VPN ¢1Z2 AliA

o

ot Zxtodl 2k AWS Cloud WANE Site-to-Site VPN 912 MAIst 4~ Ql&L|CH VPN ¢4 4l
Cloud WANO{| CH8t X}AIEH LHE 2 Cloud WAN AWS At AT A 2| AWS Cloud WANZC/| Site-to-site
VPN Q12 E B ESHMI2.

>

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 iLIC}.
2. ErA Zof M Site-to-Site VPN @122 MEAEFL|C

3. VPN Z dgs MEHELICH

Cloud WAN VPN 42 4 138


https://docs.aws.amazon.com/network-manager/latest/cloudwan/cloudwan-s2s-vpn-attachment.html
https://docs.aws.amazon.com/network-manager/latest/cloudwan/cloudwan-s2s-vpn-attachment.html
https://console.aws.amazon.com/vpc/
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4.

10.

11.

12.

(ME ALE) OIF B0l 2| o|& S LRI LICE O|F 7| 5t2 Name 7|2t X[ E 2f2 2 BT}
HEELCH

CHef 7|O|ER0| R (Target gateway type)oll A 23 ZE K| K| 8L S (Not associated)2 MEH S L|CE.
174 7| 0| E 9| 0|(Customer gateway)0l| M CtS & StLIE s&HgHLICH
- 7|E D AHOIEROCIE ME3tEAH 7|ES MBS Ot 12 H|o|EQ0| IDE MEAFLICH
« MIZ HOIEHOIE MMHstE{H MZ BHET|IE MEHEILC
1. 1P =& of 1™ IPv IPve =48 Q3fghL|ct
2. (ME AL 215 A ARNOIA Z2t0|8! 2IE A2 ARNS MEHEILICH RIS M 7|8t 0I5 S
ANEdte E9)
3. BGP ASNoi| 72 70| £ 0|2 BGP(Border Gateway Protocol) ASN(AI2 AlAE H3S)S
U2 LICH KFMIE LHE 2 12 HO|ES 0| SM HHE FZSHMAIL.
EIRE S Mol SM(BGP ER) EEE MX S MEdgrL|Ct
M 3] 7| AEE|IX|0|M Standard EE= Secrets Managerg ME{ELICE 7|2 M2 Z&F QL
Ct. AWS Secrets ManagerAt-&0i et XtAlEH LIE2 2ot REE HZESHAM L.

Elg LHE IP HXO| A IPv4 EE= IPveS MENSHL|CEH

(M= AL 7h&3t EdE0l M EelErE MEYstod 7h&3HE & dstErLIcH RHMIEE LIE=2 71

(M= ALE) B4 IP B LHo| Biod| el CHE & shLEE s~FLicH

« IPv4 - 22 IPv4 HER/3 CIDRS| B2 VPN B2 S5 SAIE = = 1 HOo|EH0|(=
Zg0/&) 9| IPv4 CIDR HeIE RIHFLICEH °-|7=| IPv4 | E 2|3 CIDROIA VPN E{dS =35
EAE £+ Qe AWS £2| CIDR HYIE MEiErLICH F ZEQo| 7|22 2LICte.0.0.0/0.

. IPv6-2Z IPv6 HEQZ CIDR°| 42 VPN EILE S&ll SAE = Q'E T2 Ho|EQo|(=
Zgf0jA) £9| IPv6 CIDR Q|E x|™&etL|ct 22 IPve W E 2|3 CIDRO|IA VPN E{2 2 S35H
EAlg £ Ql= AWS £2| CIDR HQ|E MEiStL|Ct F ZHE9| 7|§Zk% Lct. :: /0

QAEIPFTA RYEMLCIS SM 5 5HLIE MENEFLICH

- HEE] IPv4 - (7|E2)) 2IF B IPsol| IPv4 =AE AFSELICE
« Z2t0o|=! IPv4 - ZEIO|H HIERZ LHoM AL E Z2to|H IPv4 F 4
0

 IPv6 - 2|F E{d IPso]| IPv6 FAE ALSELICH O] SHE ALSstEdH
AT4IPv6 4 X" & K| 2dsHof g LICH
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QR 1P F4 RHOE IPVGE MEsts FS IPv6 AR 12 Ho|=S0IE Madsho &

13. (ME AL EId 1 &Ml B2 Z Eidol tell Chs QEE XEE & UA&LICH

« LHE B IPv4 42| 169.254.0.0/16 'H0lAM 37]/30 IPv4 CIDR 82 X|HELICE.
« B LIS IP B0 IPveE R|HEH A2 LR E{'d IPve A2 £d00: : /8 H2{0lA /126 IPv6
CIDR E&¢& X|™&L|ct.

. IKE APl 28 F|(PSK) IKEv1 = IKEv2 HZ0| X|ElL|Ct,
=
A

- BHgol 12 M Hisit{H EHd S HES MEELICH RME 82 VPN B SM B
e XA

HU
[J
=)
[l
—_
ol
—_
ik
0%
LOL
M
rx
gl
o
L

IPsec
. (M AME) Eid QIEEQIE £3 F7|of Chsl 74718 Meisto A=EBQIE DA UM Fog
LICH B AEXZQIE =& F7|of CHEt XIM|EH LIE2 MMHE HZTSHMEE AIEXQIE &=

Ed 2 M2 M=ot o EHAlofl et & #Hmf Bid S d-E gLt

)
15. VPN @172 M4d(Create VPN connection)2 ME4EIL|C}.

tedH

[e]]}

HZIZE L= APIE A2 5104 Site-to-Site VPN 128 MM

« CreateVpnConnection(Amazon EC2 #Z| API)

« create-vpn-connection(AWS CLI)

IPv6 2|5 E{'d IPs &! IPv6 LIS E{4 IPs

aws ec2 create-vpn-connection --type ipsec.l --customer-gateway-id

cgw-001122334455aabbc --options

OutsideIPAddressType=Ipv6,TunnelInsideIpVersion=pv6, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]
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& 7{|0|E 0] AWS Site-to-Site VPN ¢172 Al A

& HOolEHoloM VPN 12 E ddstedt & HOo|EH ol T2 Ho|ES0lE X|ZHaloF &L
Ct. Ol HRIE =&st7| Tof|l & HO|ESO0|E HAMaHoF BL|Ct ME HO|ES| 0] 240 CHE REAl

8t LI 2 Amazon VPC Transit Gateway2| Transit GatewayE & X35 AA|2.

v4 EE= IPvE 25 x|stL|Ct X4 HOo|EQ| 0| VPN ¢4Z30] o]z st
gredof| CHEE RFAMIBH LH2 2 AWS Site-to-Site VPN2| IPv4 2! [Pv6 E 2l

IS [
mo Hu of

T |
178
jo
Pl
oo
[o][]
§

& 7 o|ER|olof VPN 4B S H4dste{H™

https://console.aws.amazon.com/vpc/0ll A Amazon VPC & JLIC}.
= A 20i| M Site-to-Site VPN 9142 MEALIC
VPN 214 d'dg MEfgrL|ct

A e
r°l'
m
N}
AN
N

(ME4 AL O|& Elfi20f|l Z 2| O|F 2 UATLICEH O|F A 5t Name 7[2 X|H
HEELCH

5. Olef HO|ESIo| REHM TS HO|ESO|E MEHS CHE TS HO|EQO|E MEFLICE
6. 1 HO|EQO|HM CHS & stLIE - ELICH.
- 7|ZE DI AHO|IERIC|E ME5tEAH 7|ES MEE CtE 12 H|0|EQ| 0| IDE MEAEFLICH
« M IZ HOIEQO|E ddstE{H M2 BHETIE MENELICH
1.IP T4 of 1 IPv4 EE IPv6 FAE =8HLCH
2. (=4 ALE) 213 M ARNOIA Z2t0o[H! QB A2| ARNS MEHEILICHRIS A 7|8t 215 S
ArEste BR)
3. BGP ASNOi| 274 7{|0|E90|2| BGP(Border Gateway Protocol) ASN(XFE A|AEI HE)S
UELICH XtME L2 T2 AHO|ELQo| M BHHE HESMAIR.
7. BIRY SMM SMBGP ER) = HXAS MENELCH
8. MM B% 7| AEE|X|0|M Standard == Secrets ManagerE MEHEFLICH 7|2 MEH2 E&QL

Ct. AWS Secrets ManagerAt 201 &8t XFA|SH LI 2 Hot BE S 2T SHAI2.

9. HE R IP HTOIM IPv4 EE= IPv6E ME4FILICEH
El

10. (MEH ALE) 71435 Edstoll M ERIEtE MENS0d 714 SHE B MEtELICH REAEE I8 2 7H5
VPN 914 CHHHE X sHMAIR.
Th&rg Eadstshe VPN 4740 AF ElE F JHol 4lai|olE7t MAEILICH 7t 23 0] 2
%I-L_||:|.
=] N
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11.

12.

13.

(M= ALE) MEIEHIP T LHo| Edol| et CoHg & stLtE s 8ELc

« IPv4 - 2Z IPv4 HE2|3 CIDRO| B VPN B2 S35l S4IE = = 12 Ho|EQ0|(R
ZgOjA) &2| IPv4 CIDR HE A[HEELICH ¥4 IPv4 HE2|3 CIDRO|A VPN E{HE &3H
SAE = JAE AWS F9 CIDR HRAE MENEILICH & EEo| 7|22t2 &LICle.0.0.0/0.

- IPv6 - 2Z IPv6 UIEQ|3 CIDRS| AL VPN E{2 2 S35l SAIE £ Q= 12 HO|ES 0|

ZglojA) 59| IPv6 CIDR HRE X|HELICH ¥ IPv6 LEQ/3 CIDROIA VPN E{LE S
S4IE =+ Q= AWS £2| CIDR tH%I% MEdgFL|CH & EHE9| 7I%Zk8 ILict ::/0

QR IP F& REMCIE SM & SILIE MEAFFLICH

HE2| |Pv4 - (7|27}) QI8 Eld IPsol| IPv4 FAE AFREHLCH

. Zajo|%! IPv4 - Z2to|4! LIEYT LHollA ALRE Zato|%! IPv4 FAE AL ELICH

« IPv6 - 2|8 E{ IPsOil IPv6 TAE AFEELICH O] SMHE ALE35t2d™H 112 AHo|EQ o] C|HIO|
A7FIPve A X|HE x|l ofF gfLct.
® Note
QEIP FTA FEOZE IPvE MEISIE B IPv6 TAZE 1178 HO|EQ0|E AAd5H0F &
LIC}.

o LHE E{'d IPv4 £492]169.254.0.0/16 {0l 37(/30 IPv4 CIDR 28 & K|H&rL|C}.

« B LHE IP t{Fof IPve2 X|KHEH A LHE E{'d IPve A2 £d00: : /8 ¥2|0{ A /126 IPv6
CIDR EE¢& X|™H&L|Ct.

« IKE AI &8 7I(PSK) IKEv1 =& IKEv2 0| X[&E/L|CH.
- B 13 SMS HESHHE EE M HES MEFLCH RIS LSS VPN EE S H
g HEFAAL
o (MEHALE) B 5 230l chal &858 ME15t0] IPsec & 2 DPD ZZ2EZ HA|X|of
CHEt 23 HIAIXIE Z&{&ict
o (MEAE) E{D AEZQIE £ F7| 43S MEHSIo{ A= ZQIE WA UXS MoigfLc
QIE = F7|of CHEH RAtMIEH LIS 2 MME R ESIMEE AIEZQIE = F

14. (M= AME) Bl 2 E442 M=st D o|™ BhAlof ek & i B S dEeLich

15. VPN @1Z2 MM S MEigiL|CT
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AR} 7HolE
CLIE AFE3t0{ VPN 44 4
create-vpn-connection @& AF&5t 1 --transit-gateway-id SMoi| CHEH & HOIERO]ID

£ XIEggLch
IPv6 2|2 E{d IPs & IPv6 LHF E{'E IPs

aws ec2 create-vpn-connection --type ipsec.l --transit-gateway-id
tgw-12312312312312312 --customer-gateway-id cgw-001122334455aabbc --options

OutsideIPAddressType=Ipv6,TunnelInsideIpVersion=ipv6, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

IPv6 2|2 E{d IPs & IPv4 LHE E{'E IPs

aws ec2 create-vpn-connection --type ipsec.l --transit-gateway-id
tgw-12312312312312312 --customer-gateway-id cgw-001122334455aabbc --options

OutsideIPAddressType=Ipv6,TunnelInsideIpVersion=ipv4, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

VPN @340 CHEF IPv6 A E 7

IPv6 Q|5 E{d IPs= AF235}0{ VPN 43S AlAdsH

Estod dEE IPve FAE & =+ USLICH

0
0
I
o

describe-vpn-connections CLI BH & A}

aws ec2 describe-vpn-connections --vpn-connection-ids vpn-12345678901234567

SE 0| TunnelOptions MMM QutsideIpAddress ZEE & &LICH IPv6 VPN 4Z29| <
ol Lol VPN E{go| AWS B30l B EHE IPv6 F47F ZEELICH
SE & oA
"Options": {

"OQutsideIPAddressType": "Ipve",

"TunnelInsideIpVersion": "ipv6",

"TunnelOptions": [

{

"QutsideIpAddress": "2600:1f14:2dcf:d556:c3db:e57f:2414:2d9a",
"TunnelInsideCidr": "2001:db8:1001:b110::/64",
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iy

{
"QutsideIpAddress": "2600:1f14:2dcf:d57d:6318:60af:37c5:7cel",
"TunnelInsideCidr": "2001:db8:1001:b111::/64",

}

AWS Site-to-Site VPN 422 MAM5t10 1178 7O|EQ0|E T8t & QIAEAZ A|&I§tT QIAEA

o
£ ping3dto] A2 HIAEE = Q&LICH

AlEtst7| ol e #elst AL,

« ping 2™ SE 5= AMIZ AL & LICIH Amazon Linux AMI & 3tLIE AF83HE Zd0| E4&LICH

-« QIAEAO| CHE EBiEE TEYSE VPCO WERIS ACL £ 2o &2 F45t0{ QlHRE
3l Ot RHI2E ICMP EEHEE S FLICE J22{H QIARATL ping RFE 418 = U&LCH

« Windows Serverg &3t QUATAE ME5ts F2 QUAE A 275104 Windows &30 A

CIHI2E ICMPV4E & 3t5HoF QIABIAE pingE &= U&LICEH

O

| ClHFO|A O VPCOl CHE X A2 71 i, EEfZio] ZH Ho|EY

. (45 Bt E) 17 Alo|E9)
4 QIE= VPN @iZd0] &5 A} QK| Holgtich

Ol ClHfo|& 2 &|Eotd

- (8M Eteg) 1A Ho|Ef|o| C|uto|A 2| BGP & EN7I MH |0 /U =X] &g LICH BGP L0
Mol FExedH oF 30% 718 ARILICH Eci=Ho| 12 HO|ESO|Z Sotd = ULT F=7t
BGPE Sall SHIZ2H Ledx|n MY 2t H|o|Sol| ZEAZIR=X] HAFLICH F EHE 2F
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Pinging 10.0.0.4 with 32 bytes of data:

Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = OQms
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+ DeleteVpnConnection(Amazon EC2 #Z| API)
* delete-vpn-connection(AWS CLI)
* Remove-EC2VpnConnection(AWS Tools for Windows PowerShell)
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« DeleteCustomerGateway(Amazon EC2 #Z| API)

 delete-customer-gateway(AWS CLI)

* Remove-EC2CustomerGateway(AWS Tools for Windows PowerShell)
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+ DetachVpnGateway(Amazon EC2 #Z| API)
+ detach-vpn-gateway(AWS CLI)
* Dismount-EC2VpnGateway(AWS Tools for Windows PowerShell)
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« DeleteVpnGateway(Amazon EC2 #Z| API)
» delete-vpn-gateway(AWS CLI)
* Remove-EC2VpnGateway(AWS Tools for Windows PowerShell)
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+ ModifyVpnConnection(Amazon EC2 2| API)
» modify-vpn-connection(AWS CLI)
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» modify-vpn-connection-options(AWS CLI)

« ModifyVpnConnectionOptions(Amazon EC2 # 2| API)
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+ CreateVpnConnectionRoute(Amazon EC2 2| API)

 create-vpn-connection-route(AWS CLI)

* New-EC2VpnConnectionRoute(AWS Tools for Windows PowerShell)
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+ DeleteVpnConnectionRoute(Amazon EC2 #Z| API)

+ delete-vpn-connection-route(AWS CLI)

* Remove-EC2VpnConnectionRoute(AWS Tools for Windows PowerShell)
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"ec2:CreateCustomerGateway",
"ec2:CreateVpnGateway",
"ec2:CreateVpnConnection"
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nin

+

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

T
>
%l

[ R4R

Pl
b
0l
02

7| H o K| 181

I'
0
il


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Site-to-Site VPN AR 7H0|E

"Resource": "arn:aws:iam::*:role/aws-service-role/s2svpn.amazonaws.com/
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